
 



Bio-​Inspired Optimization in  
Fog and Edge Computing 

Environments

A new era of complexity science is emerging, in which nature- and bio-​inspired 
principles are being applied to provide solutions. At the same time, the complexity 
of systems is increasing due to models such as the Internet of Things (IoT) and fog 
computing. Will complexity science, applying the principles of nature, be able to 
tackle the challenges posed by highly complex networked systems?

Bio-​Inspired Optimization in Fog and Edge Computing Environments: Principles, 
Algorithms, and Systems is an attempt to answer this question. It presents innova-
tive, bio-​inspired solutions for fog and edge computing and highlights the role of 
machine learning (ML) and informatics. Nature- or biologically-​inspired techniques 
are successful tools to understand and analyze collective behavior. As this book 
demonstrates, algorithms, and mechanisms for the self-​organization of complex nat-
ural systems have been used to solve optimization problems, particularly in complex 
systems that are adaptive, ever-evolving, and distributed in nature.

The chapters look at ways to enhance the performance of fog networks in real-​world 
applications using nature-​based optimization techniques. They discuss challenges 
and provide solutions to the concerns of security, privacy, and power consumption in 
cloud data center nodes and fog computing networks. The book also examines how:

	■ The existing fog and edge architecture is used to provide solutions to future 
challenges

	■ A geographical information system (GIS) can be used with fog computing to 
help users in urban regions access primary healthcare

	■ An optimization framework helps in cloud resource management
	■ Fog computing can improve the quality, quantity, long-​term viability, and 

cost-​effectiveness in agricultural production
	■ Virtualization can support fog computing, increase the resources to be 

allocated, and be applied to different network layers
	■ The combination of fog computing and IoT or cloud computing can help 

healthcare workers predict and analyze diseases in patients
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Preface

Bio-​Inspired Optimization in Fog and Edge Computing Environments covers novel and 
innovative solutions for fog and edge with machine learning (ML) and informatics-​
based technological solutions for various applications. Recently, nature- or bio-​
inspired techniques have emerged as a successful tool to understand and analyze 
collective behavior. Algorithms and mechanisms for the self-​organization of com-
plex natural systems have been used to solve optimization problems, particularly in 
complex systems that are adaptive, ever-evolving, and distributed in nature. What 
fits more perfectly into this scenario than the rapidly developing era of fog and edge 
computing?

A new era of complexity science is emerging, in which the motivation for col-
lective problem solving comes from nature- and bio-​inspired principles. At the 
same time, the complexities of the systems are increasing. A manifestation of how 
demanding the nature of problems can be is evident from upcoming era of the 
Internet of thing (IoT) and fog computing. Will complexity science that relies on 
the principles of nature be able to tackle this challenge?

The chapters in this book include subjects around the enhancement of the per-
formance of fog networks for real-​world applications that use nature-​based opti-
mization techniques. The chapters deal with the challenges and provide solutions 
to the major concerns in cloud data center nodes and fog computing networks. In 
addition, security, privacy, and power consumption will be covered.

Chapter 1 covers a general introduction to the role of fog in the most critical 
sectors in modern smart cities. Human-friendly and intelligent systems are the need 
of the hour. Artificial intelligence has made inroads into every aspect of human life. 
Optimization plays an important role and fog computing is an emerging type of 
computing infrastructure that is designed to assist in the processing of computation-​
heavy tasks that now require a lot of bandwidth and latency.

Chapter 2 covers various open issues and challenges that have been identified 
and disclosed by various studies on fog architecture. This is a generation of high 
computing where everyone holds a smart machine in their hands and millions of 
devices are connected to cloud. This number will soon reach trillions. With this 
huge network of devices, a large number of challenges exist that are related to the 
handling of data, data analysis, security, and resource management.
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Chapter 3 shows how existing fog and edge architectures are used to provide 
solutions to the future challenges for fog and edge computing. This architecture is 
an integrated platform that performs various applications.

Chapter 4 shows how a geographical information system (GIS) can be used with 
fog computing to improve the performance of existing systems. In urban regions 
the access to primary healthcare is an inspiring task in the policy and research fields 
across the world. A GIS in the medical field becomes effective when we have a better 
understanding public health. The purpose of using medicine in geography, public 
health, and informatics is to understand how user health issues have an impact on 
populations and trends. The device supports GIS, disease supervision, and various 
analytical approaches such as the dynamic continuous area space–​time analysis, 
geographical analysis machine, cellular mechanisms, agent-​based modeling, special 
statistics and a self-​organizing map system.

Chapter 5 covers information on the role of optimization for resource optimiza-
tion in fog. In this chapter, various optimization works are discussed that were used 
for optimization. Resource management covers the storage, computing, and net-
work resource management requirement for resource availability of the end user 
across the globe. Optimization provides the optimal assignment of tasks on a virtual 
machine. This chapter covers a detailed study on how an optimization framework 
could help in cloud resource management.

Chapter 6 refers to a network of interrelated computing devices, such as sensors, 
which share the ability to exchange data with other communication devices over the 
internet. The IoT has made devices more powerful and efficient, which makes our 
lives easier by connecting people and objects to each other.

Chapter 7 covers the agriculture sector, which is one of the largest sectors in 
India for revenue. A significant increase in the IoT applications is due to an emer-
ging concept, which is known as smart agriculture. This plays an important role in 
increasing various farming activities, such as crop cultivation, growing, and horti-
culture. Smart agriculture can be defined as a method that uses modern technology 
to improve yields in the quantity and quality of agricultural products. Traditional 
cloud-​based systems with IoT models lacked the capacity to handle the traffic and 
overflow database. At the same time, fog computing works to improve the quality, 
quantity, long-​term viability, and cost-​effectiveness of agricultural production.

Chapter 8 covers the role of fog computing for smart traffic control. Currently, 
different innovative IoT services are optimized that use the implementation of fog 
and edge computing to reduce the computational cost and latency in the cloud envir-
onment. Real-​time traffic monitoring and analysis for optimized route suggestions is 
still a tough task because of the mass estimation of sensor data in real-​time.

Chapter 9 covers an introduction to the cloud and how virtualization supports 
fog in current industry standards. Virtualization is a process that abstracts physical 
resources and gives them the appearance of logical resources. It can be applied to 
many different layers, such as compute, storage, and network. Virtualizations enable 

 



Preface    ix

the allocation of resources as if more were available; therefore, making it possible to 
use more resources that would otherwise not have been available.

Chapter 10 covers the importance of optimized cloud storage data analysis using 
an ML model. This chapter discusses handling the data that is stored inside the 
S3 cloud. The framework focuses on decision-​making that is based on a real-​time 
dataset with performance metrics of accuracy and resource availability using SLA 
(service level agreement) management. The results of the ML model ensure the real-​
time decision-​making process that depends on accuracy level.

Chapter 11 covers performance measurement that uses the performance metrics 
of energy consumption and execution time. The fog network is integrated with the 
cloud using an internet service provider level gateway. The chapter also focuses on 
an optimization model that can enhance the performance metrics and efficiency of a 
fog computing network that uses an optimal fog computing network.

Chapter 12 covers a combination of fog computing with other methodologies, 
such as the IoT and cloud computing. Medical and healthcare services can now 
more easily predict and analyze diseases in patients. Fog computing is defined as a 
methodology in which wireless network components and cloud-​based applications 
work together to produce results that are specific to the application workflow logic. 
Fog computing also collaborates with many IoT-​based technologies in healthcare 
systems to track the health of people and provide medical assistance.

Chapter 13 covers a comprehensive review of the existing technologies for the 
implementation of an effective healthcare system. The ideas presented in this chapter 
try to pave the way for future work in IoT based smart healthcare.

We hope that the work published in this book will help the concerned commu-
nities of ML and healthcare.

Acknowledgments: The editors are thankful to the authors and reviewers of 
the chapters who contributed to this book with their scientific work and useful 
comments, respectively.
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1.1 � Introduction
In this generation of increasing sensors and remote sensing with connected devices, 
the need for the management of these connected devices plays an important role. 
Fog computing is a type of computer network architecture that provides low power, 
low-​cost, and low-​latency data access. It is decentralized and scalable, which makes it 
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2     Bio-Inspired Optimization in Fog and Edge

highly suitable for IoT networks. Fog computing is a new type of computing infra-
structure that is designed to assist in the processing of computation-​heavy tasks that 
require a lot of bandwidth and latency.

Fog computing allows the connection of all sensing devices and sends the data to the 
cloud through base stations or gateways. This allows us to collect a huge amount of data 
in the cloud and analyze the behavior of the system, which might be applied to systems 
like health care, water or electricity supply grids. The data analysis could significantly 
improve the systems and make intelligent decisions to achieve better performance.

According to RCR Wireless, ˃50 billion connected sensing devices will be 
interconnected by 2020 (1). This increasing number of connected devices and infor-
mation comes with significant issues relating to managing data flow, storage, and 
data computing with analysis at the various stations or intermediate points.

This chapter aims to discuss various fog computing systems and the optimiza-
tion models that are required to improve the performance of fog. This chapter tries 
to differentiate between the workings of edge and fog and their need in the system 
(Figure 1.1).

The fog model has three types of devices:

1.	 Endpoints, which are the smart devices that generate the data to be analyzed
2.	 Fog nodes, which are the nodes that process the data at the edge
3.	 Cloud servers, which are centralized locations that store the data

Figure 1.1  Fog computing architecture.
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1.2 � Fog Computing Versus Cloud Computing
Fog computing has a different type of architecture than cloud computing. Fog 
networks can be used to process and analyze data at the edge of networks, which 
makes them more suited for the Internet of Things (IoT). Cloud computing is more 
centralized and doesn’t include edge nodes as fog does. Fog nodes are closer to the 
endpoints and collect network intelligence. Cloud computing sends data to the 
cloud as soon as it is created, while fog computing stores data at the edge of networks 
until it reaches a specific point in time.

1.2.1 � Benefits of Fog Computing

Fog computing has a number of benefits. These include lower operational costs, 
increased efficiency, and better data access. The decentralized nature of the ser-
vice reduces operational costs by eliminating expensive data transport and storage 
systems between endpoints and the cloud.

Additionally, fog nodes are low-​cost and low-​latency, which means they can pro-
cess data on-​site rather than sending it to a centralized location (and waiting for 
the result). This saves time and money, because it eliminates costly data transport 
and storage systems. Finally, because of its location at the edge of networks, fog 
computing provides fast access to data from remote locations with limited internet 
connections. Fog nodes can store some or all the data locally and provide immediate 
processing capabilities for those devices. Therefore, it is an excellent service for IoT 
networks that need to access information quickly without relying on an outside net-
work connection.

1.2.2 � Edge Computing

Edge computing is an intelligent computing device that is placed between the fog 
and cloud layers to reduce the load of computing in the cloud layer. This edge node 
acts as a base station. These nodes are responsible for various types of optimizations 
at their end such as optimizing the LAN, power efficiency, fault detection, and many 
more. This small intermediate node improves the performance of the system signifi-
cantly, whereas a simple fog system is meant for data transfer from sensor to cloud 
with fog gateways without intermediate hurdles.

Figure 1.1 shows the roles of the edge layer and fog devices, where edge nodes 
are intelligent nodes that provide intermediate computing power for improved 
performance.

1.2.3 � Fog Computing Over 5G

The evolvement of highly efficient networks like 4 and 5G, makes it easier to collect  
data from remote nodes like mobile devices, smart sensors, and many more. These  
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nodes perform real time processing of the data that they receive, with a millisecond  
response time. These high-​speed networks allow the high-​speed transmission of peri-
odical data with a high rate and accuracy to the cloud. This also provides uses for  
high streaming rate-​based sensing devices like ECG signals, heart rate monitors,  
and many more. The 5G network also provides a reactive response that is possible  
at a high rate without delays. Systems like fog in health care are only possible due to  
high-​speed networks, because these systems cannot bear any delay or faults in any  
location.

1.3 � Fog Computing System and Examples of Use
Fog computing is found in various systems, some of which are listed below, from 
health care to smart industries in the digital world.

1.	 Smart health care
IoT and cloud computing with smart services have given birth to smart 
health care. Fog computing allows e-​health care services to compute the data 
in real time and make decisions (4,5).

Figure 1.2  Edge computing architecture.

Source: (3)
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Smart health care means that the devices or various units are a distance 
apart but are connected and act like a single unit, for example, a hospital has 
doctors, patients, a diagnostic unit, and other sensing units that sense live 
data that are all connected by fog. This system works to diagnose the patient 
and track the health of all patients in a single window.

This system deals with the optimization of network delay, which reduces 
the computing time in the cloud, the security of the data, and power con-
sumption of the system when underloaded or overloaded.

2.	 Smart traffic management
Because of the increase in traffic globally, there is always a need for a global  
traffic decision management system to make it easy and consume fewer fossil  
fuels. These systems are meant to connect all the surveillance sensors and  
traffic lights to the cloud. This could allow the traffic to be routed better  

Figure 1.3  Smart health care using fog architecture.

Source: (2)

 

 

 



6     Bio-Inspired Optimization in Fog and Edge

during underloaded or overloaded conditions without letting it be known to  
the users automatically.

One similar intelligent traffic light system that used fog was proposed 
(6), which was meant to analyze and make suitable decisions to route the 
traffic with the least power consumption and high efficiency. Researchers (7) 
proposed a fog-​based traffic optimization algorithm that used artificial intel-
ligence (AI) to solve the issue under high traffic conditions.

This system optimization places an important role at the edge and cloud 
to optimize power consumption, and traffic congestion, and reduce net-
work delays.

3.	 Smart agriculture
In this system, fog is responsible for tracking the growth of the farm and 
keeping track of the complete growth cycle with complete tracking of soil 
moisture, soil pH, weeds, and farm health from moment to moment. In such 
cases, optimization refers to machine learning (ML) models to keep track of 
multiple sensors in the field and to identify the current situation on the farm 
remotely. A similar system was proposed (10) to improve the yield of a spe-
cific crop that used fog and an optimization model.

Figure 1.4  Smart traffic management model.

Source: (6)
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4.	 Smart vehicles
Vehicle-​to-​vehicle communication is the next generation in communication 
that uses long-term evolution (LTE) and 5G. This system allows you to com-
municate with nearby vehicles in case of an emergency or disaster and sends 
alerts about the traffic or alerts for nearby areas, speed, and distance for the 
safety of other vehicles. This also allows the analysis of the system centrally.

Figure 1.6  V–​V communication using fog.

Figure 1.5  Smart farming using Fog.

Source: (10)
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5.	 Smart supply chain system
In smart cities, it is of great importance that the supply chain system fulfills 
the daily needs of the users. In smart cities, fog computing plays an important 
role to improve the performance of conventional systems by connecting all 
the units into a single chain. This allows each unit to keep track of the speed 
of the other unit to meet the requirement of the other unit. This helps the 
system to remain on track without deadlock and failure.

6.	 Smart transport and logistics
Similar to supply chain systems, smart cities are largely dependent on smart 
logistics and transport systems for their needs. Intelligent transportation 
systems (ITSs) are emerging as an effective means of reducing traffic conges-
tion and enhancing transportation safety. ITS is an integrated system with 
people, roads, and vehicles, which utilizes a variety of advanced technolo-
gies for communication, automation, and computing. An ITS uses the data 
collected from various sources, such as cameras, sensors, global positioning 
system receivers, and other vehicles, to optimize the system’s performance for 
traffic flow, safety, delays, and fuel consumption.

Smart transport means the delivery of the goods from source to destin-
ation. It deals with pickup to delivery of the goods using various intermediate 
delivery providers. Therefore, to safely deliver the goods without delays, the 
fog environment allows tracking of the user even if it is handled by a different 
service provider. This also allows you to track the safety of transport carriers, 
their location and other various safety measures. Figure 1.8 shows a smart 
transport system where all the units are connected to the cloud for smart 
logistic tracking and fast delivery. Figure 1.9 shows how various vehicles 
are connected to the system for further communication through fog and 
the cloud.

7.	 Smart water supply
In smart cities, the water grid is one of the biggest supply grids, in which 
the chain of water distribution from dams to every household is managed. 
When this system is connected through fog and the cloud it becomes easier 
to manage the distribution of the supply and the detection of leaks in the 
system, which allows wastage of water to be reduced. But such a system with 
a huge, distributed network requires a lot of analysis and control to manage. 
In such cases, cloud systems seem to be the best system with fog to provide 
real-time data to the cloud servers.

In such a large distributed system, optimization plays an important role to 
improve the performance of the system for efficient distribution, low power 
consumption, and high delivery rate.

A smart water grid management system using clustering techniques 
was proposed (13). The proposed system keeps track of each unit of water 
delivered to the endpoint.
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Figure 1.7  Smart supply management system.

Source: (11)
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Figure 1.8  Smart city with fog for transport management.

Source: (12)

Figure 1.9  Network infrastructure of connected vehicles.

Source: (12)
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Figure 1.10  Smart water supply grid using fog.

Source: (13)
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8.	 Smart waste management
A smart city comes with issues of a huge waste management system network  
with various types of component that collect the garbage; however, there  
are no ideas on how to manage it. In the correct scenario, it is managed  
with conventional methods. Fog computing has the solution to connect all  
the devices with the cloud and collect the live data to manage the system  
with high efficiency. Figure 1.11 shows one system that uses fog where all  

Figure 1.11  Smart waste management and its working.
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the nodes or units are connected to the cloud for a live feed and management 
of the system.

Optimization in such a system plays an important role to provide an 
intelligent management system for waste management, which is based on 
the previous behavior of the system. Many algorithms for efficient garbage 
collection have been proposed by defining efficient routes to collect the 
garbage with the least fuel and large coverage, which allows the use of ML 
methods and mathematical models to find an efficient solution.

9.	 Smart industry for sensing
Fog computing in Industry 4.0 has played an important role to optimize 
the performance of industries with high yields. Fog computing in the 
industry allows various independent units and their production speed to 
be tracked when working. So, to maintain production at high speeds, the 
role of sensors is very important; they track the health of the machines and 
the speed of each unit. Therefore, fog computing plays an important role.

Industrial units like smart power grids for power generation are 
dependent on such systems to maintain the production rate in line with 
the demand from users. A fully automated system is the outcome of a fog 
computing system with real time tracking and control of the system, which 
has high accuracy and the lowest probability of failure in the system to 
achieve high throughput.

10.	 Smart electricity grid management
Current grid management, from generation to the distribution of electricity 
is a very complex system, which requires high-​end tracking at the gener-
ation and base stations. Complex grid networks are used to keep track of 
the complete system; however, the involvement of edge computing in the 
system can be managed remotely with high precision and efficiency.

Figures 1.13 and 1.14 show how multiple power generation units are 
connected to the control center for the further distribution and control of 
power with efficient tracking.

In such systems, optimization plays an important role. Finding an effi-
cient mechanism to equally distribute power that is based on demand and 
future requirements is required. Otherwise, the system might collapse. So, 
intelligent algorithms are required to optimize and find an efficient solution 
that is based on past performance.

11.	 Smart forest fire
Forest fires are a common problem throughout history. Various solutions 
exist, such as wireless sensor networks and many more; however, they all 
have various issues such as limited battery life and local network access. 
A network that uses fog computing allows more sensing capability, such as 
live streaming and an increased sensing range. This allows for better results 
due to cloud-​based analysis and better analysis.
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Figure 1.13  Smart electricity grid.

Source: (16)

Figure 1.14  Smart electricity grid and distribution architecture.

Source: (15)
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Similar work has been showcased previously (17), where a fog network  
was used to collect data and send it to the cloud for detection. This also  
allowed the detection of false alarms.

A smart fire detection system in smart cities has been proposed to predict 
forest fires or fires in the city area (20).

12.	 Smart houses or offices
This system is very popular where offices or multistory structures are 
connected and controlled by the cloud to improve the power consumption 
and ventilation systems efficiently and automatically. This system allows 
you to control your home, analyze daily consumption and reduce the daily 
energy consumption of offices and houses.

Such systems are efficient and can connect you to your home from any-
where and send alerts about the various events in the house. Some of the 
smart home systems are used to learn the behavior of the users and adapt 
to the needs of the user when required. This allows home management in a 
well-​defined manner.

13.	 Smart crowd management
This is another upcoming system, which is required in upcoming smart  
cities where there are many hot spots of over-crowded places. In this situ-
ation, they need to track such situations in various places in the cities and  

Figure 1.15  Forest fire system for smart cities.

Source: (17)
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Figure 1.16  Smart house with multiple sensors.
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need to send an alert at correct time to avoid any bad situations of an  
overcrowded nature. These systems are implemented using fog computing  
(23), which is a collection of many occupancy sensors and cameras that are  
connected in order to analyze the situation in the cloud.

Some of these systems are already in use in some religious locations, 
where it has proved to be a great success to manage crowds and easy man-
agement of crowds at the right place and time.

1.4 � Optimization in Fog
In all the previously discussed systems, the most common components are the end 
sensor node, intermediate fog node, and cloud server. The previous systems aimed to 
collect the data at the end node and deliver it to the cloud server. The cloud analyzes 
and predicts future decisions, which is based on the current behavior of various 
nodes in order to improve the performance of the system.

So, to improve the performance of the system, optimization models are placed 
at various locations in the fog architecture. This could improve the efficiency of the 
system and might be defined by energy efficiency, load bearing capacity and more, 
which varies from system to system.

As shown in Figure 1.18, the architecture is divided into three layers: (1) edge 
and end node; (2) fog node: and (3) cloud layer. Each node is responsible for its 
independent tasks in the architecture, and end nodes sense and decide if it is possible 
to upload data from the fog gateways to the cloud. These sensors are smart mobile, 
smart cameras, or low-​power systems with CPUs and network connections for data 

Figure 1.17  Proposed cloud detection system.

Source: (21)
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Figure 1.18  Traditional fog architecture.
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Figure 1.19  Classification of optimization problems in fog computing.

Source: (22)
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Table 1.1  Classification of Optimization Type

Category Subcategory
Decisions Resulting 
from optimization

Optimization 
involving all three 
architectural layers

Offloading computing 
tasks from end devices 
to fog nodes and cloud

Problem to offload 
computing tasks from 
the end devices to the 
fog nodes.

Problem to further offload 
computing tasks from the 
fog nodes to the cloud.

Optimization 
involving end devices 
and fog nodes

Offloading computing 
tasks from end devices 
to fog nodes

Problem to offload 
computing tasks from the 
end devices to fog nodes.

To which fog nodes the tasks 
should be offloaded.

Optimization 
involving fog nodes 
only

Scheduling within a fog 
node

How to prioritize incoming 
computing tasks within a 
fog node.

How to assign tasks to 
computing resources within 
a fog node.

Clustering of fog nodes Issues in determining the 
size of a cluster of fog nodes 
to handle the relevant 
requests.

Migration between fog 
nodes

Problem to migrate data 
or applications between 
fog nodes or to leave them 
where they are.

Distributing physical 
resources (before 
operation)

Problem to place physical 
resources in the network.

With which computing 
resources should fog nodes 
be equipped?

Distributing applications 
or data between fog 
nodes

Which fog node should 
host which applications and 
which data?

Optimization 
involving fog nodes 
and cloud

Distributing applications 
or data between fog 
nodes and cloud

Whether to place data or 
applications on individual 
fog nodes or in the cloud.
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transfer. The optimization problem can be classified into various zones (22): 1. all 
three layers; 2. between the fog and sensor; 3. at the fog node; or 4. between the fog 
and cloud. Figure 1.19 shows various types of optimization algorithms that could 
be designed and placed for optimization in fog such as scheduling and clustering 
algorithms and resource allocation.

Table 1.1 lists a glimpse of various issues and optimization models that could 
improve the performance of fog architecture for smart health, electricity grids, or 
smart vehicles. These optimization models will always be part of any such system. 
This gives great scope for improvements in future for researchers to identify fog com-
puting and optimization algorithms that could be inspired by nature, metaheuristic 
algorithms, or mathematical models. In the current generation, data science and 
ML models are the leading models, which are opening new paths for improvement.

In the following chapters, the need for open issues and various aspects of issues 
in fog and edge computing are discussed.

1.5 � Conclusions
Fog computing is a new type of computing infrastructure that has been designed to 
assist with the processing of computation-​heavy tasks that require a lot of bandwidth 
and latency.
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2.1 � Introduction
In this generation of high computing, everybody has a smart machine in their 
possession and millions of devices are connected to the cloud; this number will soon 
reach trillions. With this huge network of devices, a large number of challenges exist 
that are related to the handling of data, data analysis, security, and resource manage-
ment. This increasing size of the network and interconnected devices gives us a great 
opportunity to study, analyze, and improve the performance of existing systems to 
give humans better lives with a better level of data reach and handling.
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In this chapter, we will discuss various open issues and challenges that have been 
disclosed by various studies on fog architecture.

2.2 � Issues with Fog
Fog computing architecture and applications come with various optimization, open 
issues and security concerns, which is due to the huge distributed connected network 
and scattered resources. So, the issues in fog and edge computing can be broadly 
categorized into security and resource optimization issues.

2.2.1 � Open Issues

1.	 Optimization issues (1)
a.	 Scheduling optimization
b.	 Network optimization
c.	 Resource allocation
d.	 Task scheduling at edge or fog
e.	 Load balancing at edge or fog

2.	 Security issues
a.	 Intruder detection
b.	 Secure data transfer

2.2.2 � Optimization Issues

Optimization and useful resource control issues are commonly divided into sched-
uling, allocation, load balancing, and provisioning. Optimization issues in fog and 
edge exist due to the huge network and distributed resources that are edge nodes and 
cloud servers where the load can be distributed. Figure 2.1 shows the categorization 
of the optimization techniques in fog computing (2).

Optimization in fog is similar to optimization in the cloud where huge resources 
are available; however, a task needs to allocate a resource that can complete the task 
in the lowest simulation time, execution time, execution cost and many more. Some 
of the parameters for performance evaluation follow.

1.	 Make span
2.	 Network delay
3.	 Cost
4.	 Waiting time
5.	 Power consumption
6.	 Average execution time
7.	 Scheduling time
8.	 Number of tasks completed
9.	 Number of tasks failed

10.	 Task migration time

 

 

 

 

 



Open Issues and Challenges in Fog and Edge    27

11.	 Number of tasks migrated
12.	 Number of tasks meeting deadline
13.	 Average load over data center or host
14.	 Number of hot spots
15.	 Number of overloaded data centers or hosts
16.	 Average task execution time
17.	 Number of underloaded servers

The previous parameters are some of the optimization functions that define the 
performance of the model and the optimization function in an algorithm.

Figure 2.1  Optimization issues in fog.
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An optimization algorithm can be implemented in the following form.

1.	 Resource allocation
a.	 Service migration
b.	 Data allocation
c.	 Service placement

2.	 Task scheduling
a.	 Task scheduling
b.	 Workflow scheduling

3.	 Infrastructure
a.	 Network optimization
b.	 Network topology design

In the previously defined categorization, data allocation and service migration 
are next to optimization, which only exist in fog architecture. Because in fog, there 
are two level processes: 1. collection of data and refining it; and 2. processing of the  
data in the cloud. Therefore, defining the location of resources that will collect  
the data and refine it is one type of optimization and the service that will process it 
is the second category of optimization in fog.

Similarly, some algorithms can be implemented at the fog and edge levels to 
reduce the load at the cloud level, where the decision can be derived at the fog level 
where some computation can be implemented. Resource allocation and task sched-
uling in the cloud can be of various types in fog as follows.

1.	 Static algorithms
These algorithms are those which define working behavior at the initial 
stages of working, such as round robin, FCFS (first come first serve), and 
many modes.

2.	 Dynamic algorithms
These algorithms are derived from the Mathematica model, which 
makes a decision that is based on the current performance of the system.  
These algorithms include network load, cost awareness and others listed 
here.
a.	 Cost aware
b.	 Load aware
c.	 Network aware
d.	 Fault aware
e.	 Priority based
f.	 Task size-​based
g.	 Based on execution time
h.	 Power aware
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Similarly, various works are proposed in literature based on the objective  
function where an algorithm can be multiobjective or single objective based  
algorithms, as shown in Figure 2.2.

3.	 Learning-​based nature-​inspired algorithms
These are some of the most advanced algorithms, which are derived from the 
behavior of nature. Figure 2.3 shows some of the nature-​inspired algorithms, 
which are some of the best optimization models for resource optimization. 
These models take into consideration the objective function that is derived 
from the previously defined single variable or multiobjective functions to 
optimize the functioning of the fog environment.

These algorithms can be at the level of cloud or edge, depending upon the 
computation capabilities of the system, as shown in Figure 2.3. Some of the 
algorithms are very complex and computationally intensive algorithms, but 
few algorithms are best in both time and space complexity.

Figure 2.2  Power aware models for resource optimization.
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4.	 Hybrid machine learning algorithms
These algorithms are some of the best algorithms, which are derived from  
mathematical models. These algorithms take into consideration the previous  
behavior of the system to define the future functioning of the system. They  
include machine learning (ML) and artificial intelligence based algorithms  
that are derived from learning-​based algorithms. These algorithms include  
clustering-​based approaches, neural networks, random forests and many  
more. Figure 2.4 shows a few of the existing models and their classifications.

Figure 2.3  Nature-​inspired optimization algorithm classification.

Source: (3)
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Figure 2.4  Classification of ML algorithms (4).
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Figure 2.5 shows a list of some of the existing ML algorithms that are used to  
design hybrid prediction models for the prediction of resources in task sched-
uling that is based on the previous behavior and work of the task scheduling  
and resource allocation algorithm.

5.	 Deep learning algorithms
These are some of the future generation of models, which will define the 
future of optimization in distributed systems (2–​5). These models define 
themselves and define their path and work (6).
Some of the most prominent algorithms in this are.
a.	 Convolutional neural networks
b.	 Long short-​term memory networks
c.	 Recurrent neural networks
d.	 Generative adversarial networks
e.	 Radial basis function networks
f.	 Multilayer perceptron
g.	 Self-​organizing maps
h.	 Deep belief networks
i.	 Restricted Boltzmann machines
j.	 Autoencoders

Figure 2.5  Type of ML algorithms (5).

 

 

 



Open Issues and Challenges in Fog and Edge    33

Some of these models can be mapped in fog architecture in security and sched-
uling for the prediction of the best resources for the task, which might exist in the 
edge or cloud layer.

2.3 � Optimization in Various Layers of Fog  
Architecture

So, to improve the performance of the system, optimization models are placed at 
various locations in fog architecture to improve the efficiency of the system, which 
might be defined by energy efficiency, load-​bearing capacity and many more (which 
varies from system to system).

Figure 2.6 shows how the architecture is divided into three layers: 1. Edge or 
end node; 2. fog node; and 3. cloud layer. Each node is responsible for its inde-
pendent task in the architecture and end nodes are defined to sense and decide if its 
possible to upload data to the fog gateways and the cloud. These sensors are smart 
mobile, smart cameras, or low-​power systems with CPUs and network connections 
for data transfer. From the literature (5), optimization can be classified into various 
zones at all three layers, between fog and the sensor, at the fog node, or between fog 
and the cloud. Figure 2.7 shows various types of optimization algorithms that can 
be designed and placed for optimization in fog, such as scheduling and clustering 
algorithms and resource allocation.

1.	 All three layers
At this point, the load balancing of the data and task can be carried out under  
overloaded conditions.

Figure 2.6  Optimization in fog architecture.
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2.	 Cloud layer
This layer is responsible for the optimization of network and computation 
resources, and storage; however, the main feature is task scheduling. Load 
balancing clustering in fog nodes and task migration are some of the types of 
optimizations that can occur here.

3.	 Edge and fog node
At this point, the decision management and data collection at the edge layer 
can be carried out. This optimization is also responsible for finding faults in 
the sensors or faulty nodes.

4.	 Fog and cloud
This layer defines the placement of data that comes from fog gateways.

Figure 2.8 shows the aggregation of data from sensors that is delivered to the  
cloud, where the fog gateway defines the destination of the data. Here, the optimiza-
tion between fog and the cloud has an important role. Figure 2.9 shows the  
decision-​making and optimization at the edge to find the faulty node and optimize  
the data to reduce the network load.

Figure 2.8  Offloading of sensor data.

Figure 2.7  Optimization in fog.
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2.4 � Security Issues in Fog
Fog computing architecture is a large, scattered, distributed environment with billions 
of sensors and mobile sensors. The security of data in such a network is a great con-
cern, which must define the privacy of data from the sensor to the cloud server. So, 
the security issues lie with all three nodes, for example, at the edge, fog, and cloud 
levels. Much work has been proposed to study this issue in this network (7–​9).

Figure 2.10 shows some of the network protocols that were discussed, which 
define the working and security in the complete architecture. Some of the most 
prominent security issues in fog are listed here.

1.	 Authentication
2.	 Intrusion detection
3.	 Access control
4.	 Malicious fog node problem
5.	 Data protection
6.	 Logs-​related issues
7.	 Secure communications in the fog
8.	 Denial of service attack
9.	 Encryption

10.	 Trust
11.	 Malicious attacks
12.	 Wireless security issues

Figure 2.11 shows the layered architecture of fog to demonstrate the data flow 
in the complete system, which allows us to understand where a security breach 
might occur. Most of the solutions that have been designed are based on lightweight 

Figure 2.9  Decision-​making at edge level.
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Figure 2.11  Fog layered architecture.

Figure 2.10  Data transfer protocol in fog.

Source: (7)
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security protocols for edge nodes. Some other solutions are based on lightweight 
encryption protocols for fog which allow sensor data to be encrypted from the 
source (10–​15).
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3.1 � Introduction
With the growing interest in the Internet of Things (IoT) development, as well as 
new opportunities to expand industrial IoT, breakthroughs in technology to address 
the issue of negotiating with all the sensor data are becoming increasingly abundant, 
which threatens to overwhelm the present network infrastructure and bring cloud 
servers to a halt. The huge number of linked devices, such as the IoT, becoming 
prevalent in everyday lives and surroundings could have been predicted. The IoT is 
predicted to attach many components and people, which provides us with several 
benefits. As an outcome of this development, fog computing, and edge computing 
examples, such as multiaccess edge computing (MEC) and cloudlet are feasible 
options for the huge volumes of time-​sensitive and security-critical data handling 
that is generated by the IoT (1). The IoT is a platform that supports end-​to-​end 
communication, as well as connecting and communicating with real and virtual 
items. The following are some of the components of a conventional IoT platform: 1. 
connected objects can be classified as actuators or sensor nodes that can produce 
the data or operate in response to end-​user or cloud-​based application commands; 
2. sensor nodes and actuators link to local gateways, which are used to enable local 
networks and communication between the cloud services and server; 3. IoT systems 
sensor nodes collect data from single or multiple sensors and then send it to a gateway 
that uses a small range protocol for wireless communication, such as Bluetooth low 
energy (BLE), Zigbee or Wi-​Fi (2). Various methods are used for image enhancement; 
some methods are based on optimization techniques and computing (3–​11). Using 
enterprise-​grade apps, edge computing allows companies and other organizations to 
handle data more rapidly and efficiently than traditional computing methods. Edge 
points are utilised to generate significant amounts of data that would otherwise be 
discarded. Decentralised information technology (IT) architecture offered by the IoT 
and mobile computing can provide near real-​time insights with decreased latency and 
cheaper cloud server bandwidth demands, all while offering an extra layer of safety for 
vital data. Edge computing began in the 1990s with the introduction of the first con-
tent delivery network (CDN), which placed data collecting nodes closer to end users. 
This technology, however, was limited to images and movies rather than massive data 
sets. In the early 2000s, the shift to mobile and early smart devices put extra strain 
on the present IT infrastructure. Without the IoT or edge devices, clouds can exist. 
Clouds are not required for IoT and edge computing. Edge computing and edge 
devices are not required for the IoT to exist. The IoT devices can connect to the cloud 
or edge. Some edge devices link to a cloud or private data centre, others connect to 
these central places only occasionally, and others never connect to anything.

Edge computing, however, seldom exists without the IoT, whether employed in 
manufacturing, mining, processing or transportation processes. Edge devices ana-
lyse and activate data without relying on a central location or cloud because the 
IoT devices (e.g., everyday physical things that collect and convey data or prescribe 
activities such as manipulating switches, locks, motors or robots) are the sources and 
destinations (12).
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3.2 � Related Works
It’s a possible new paradigm that, in addition to the advantages and disadvantages 
that are acquired from cloud computing (CC), offers new opportunities and diffi-
culties. It needs a new hybrid design to increase a network for edge services or com-
puter resources that the end user will find easy to use. This chapter examines current 
studies on the design architecture, latency, security and energy usage of fog com-
puting at the industrial level and offers a description of the recent characteristics and 
issues with this unique technology. A complete review of the most recent research 
that evaluates the architecture, latency, secure system, and power consumption of 
fog computing at the industrial level was undertaken to describe its challenges and 
characteristics. Fog computing is an autonomous sector that is dedicated to the 
advancement of industrial level research and applications that will help to improve 
and address current difficulties (13).

A basic or atomic security service can be provided by a mobile node. The coord-
ination of numerous atomic security services at distinct nodes yields complex security 
services. Due to the demanding nature of the environment, the facilities and mobile 
nodes services at the edge lag in mobile fog situations, and service availability decreases. 
At the fog and edge levels, complex security requirements need the availability of many 
atomic services. Therefore, boosting the availability of atomic services is critical, because 
it improves the security between the edge and fog. A proactive, complicated replication 
of a security service strategy has been devised to boost fog security service availability. 
When replicas are requested, the protocol can manage them in advance. Given the 
edge level challenges of a mobile and cloud environment, such as partitioning behav-
iour and constant topology changing, a replication protocol that is based on a proactive 
push that supports many types of complicated security services is required. A proactive 
push-​based replication protocol that enables multiple forms of complicated service of 
security orchestration has been developed, which considers the edge level problematic 
elements of a cloud environment for mobile, such as dividing behaviour and chan-
ging topology (14). With the expansion of the IoT applications, integrated CC has 
several risks, which include performance, security, latency, and network failure. These 
challenges have been solved by bringing CC closer to the IoT with the discovery of fog 
computing. Fog’s primary task is to provide data that is generated by IoT devices at the 
edge. Rather than transmitting the data to a cloud server, the fog node processes and 
stores it locally. Compared with the cloud, fog computing provides high-​quality ser-
vices with rapid response times. As a result, fog computing might be a better solution 
that allows the IoT to provide an efficient and secure service to many IoT customers. 
Fog computing is a component of CC, not a substitute. It enables data processing 
at the edge while maintaining the ability to connect to the cloud’s data centre. The 
various computing paradigms and components are available in the reference archi-
tecture. The features of fog computing, various fog system algorithms, and a detailed 
analysis of fog with the IoT are available as a middle layer between devices or the IoT 
sensors and cloud data centres (15). Fog computing was created as a bridge between 
the IoT and the cloud, which allows for the collection, aggregation and processing of 
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data from the IoT devices. Because fog computing resources are closer to the edge, 
the combination of fog with the cloud might minimise communication bottlenecks 
and data transfers, and contribute to lower latencies. Cloud and fog computing have 
been discussed in-​depth on several occasions (16). Fog computing employs network 
equipment (e.g., a router, switch or hub) to process gathered data in a latency-​aware 
manner. Then, the most important activity in the fog computing system data security 
is to identify malicious edge devices. This is because they have specifically permitted 
privileges to process and use data, and defence against strong attacks from rogue edge 
devices in a fog environment is a big challenge. In a virtual environment built with 
Openstack and Microsoft Azure, real-​world threats are utilised to test the proposed 
cybersecurity architecture. The proposed cybersecurity architecture has proved to be 
effective in detecting malicious devices and reducing the number of erroneous IDS 
(intrusion detection system) alerts (17). Fog computing improves efficiency, robust-
ness and cloud infrastructure performance; therefore, addressing the limitations of the 
cloud system. Intriguing designs are created due to the requirement to handle some 
of the data created at the network’s periphery by employing sharp approaches in fog–​
cloud ecosystems. These designs open new business prospects by allowing IoT devices 
to respond to customer requests. An exhaustive overview of fog–​edge computing is 
presented in this chapter to offer a basis for solutions presented in studies that involved 
IoT fog–​cloud ecosystems by giving insights into new research topics that cover state 
of the art fog computing architecture, tools, standards and applications. In a fog–​cloud 
of things, future development patterns and the resolution of unresolved concerns are 
anticipated (18). The traditional CC paradigm has failed to solve issues, such as exces-
sive latency, bandwidth and resource constraints. As a result, novel computational 
paradigms, such as fog and edge computing have been developed to address the former 
concerns at or near the device. Both paradigms provide computational and memory 
storage alternatives that are near to the device. Regardless of their benefits, no system 
is flawless. They outline the many security and privacy issues that exist in each of the 
three computing paradigms, as well as the solutions that have been presented. Many 
privacy and security issues that exist in all three computing paradigms, as well as their 
solutions, have been discussed (19). Mobile CC, mobile clouds, cloudlet computing, 
IoT CC, mobile IoT computing, fog computing, edge computing, multi-​access edge 
computing (MEC), the Web of Things (WoT), the Wisdom WoT, the semantic WoT, 
opportunistic sensing, mobile crowdsensing, mobile crowdsourcing and participa-
tory sensing are a few of the emerging computing paradigms. This study discusses 
IoT technologies that included pervasive and ubiquitous computing, the Internet of 
Underwater Things and the Internet of Nano Things (20). Novel design has been used 
to build and deliver a flexible framework that includes all the needed components for 
monitoring, managing and deploying related services while ensuring high availability 
and simple component distribution across the architecture. The architecture was tested 
as an alternative to a real-​world cloud deployment in a tunnel, which demonstrated the 
advantages of using an edge, fog, or cloud hierarchy (21).
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3.3 � CC, Fog and Edge Computing
Cloud, fog and edge computing infrastructures enable businesses to tap into a large 
range of computational and data storage resources. Despite their similarities, these 
computing resources represent various levels of IT; each one builds on the preceding 
layer’s capabilities.

CC is currently the gold standard in most sectors; therefore, most firms are 
familiar with it. Simply explained, CC refers to the process of storing and accessing 
data and applications over the internet rather than on a hard drive. To be classified 
as CC, you must be able to access your data or applications over the internet, or 
have that data synchronised with other data via the internet. CC enables businesses 
to dramatically expand their storage capacity without needing to add more servers 
on-​site. Data might also be gathered from numerous sites and devices, and it can be 
accessed at any time and from any location. Data and intelligence are pushed to ana-
lytical platforms through fog and edge computing, which are located on or near the 
data source. This lowers the cost of delays and improves the user experience. There 
are, nevertheless, significant distinctions between both.

Fog computing (a Cisco idea) extends CC to the edge of an enterprise’s network.  
It sends the intelligence to the LAN, where data is processed by a fog node or an IoT  
gateway. Simply explained, it entails bringing your computers closer to the sensors  
that they communicate with. Trains are a good illustration of fog computing. Trains  

Figure 3.1  Fog computing architecture.
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and tracks are being fitted with a new generation of devices and sensors as part of  
the advent of the Industrial IoT, with trains functioning as the primary hub for all  
data that is acquired from these sensors. The problem is that trains move so quickly  
that maintaining a connection to the cloud is challenging. This problem could be  
avoided by placing fog computing nodes in the locomotive. The architecture of fog  
computing; however, is based on many communication channels. To move data  
from the assets’ physical world into the digital domain of information technology,  
fog computing’s design relies on multiple links in a communication chain. Each of  
these connections has the potential to fail.

Edge computing is sensor data processing away from centralised nodes and near 
to the network’s logical edge, towards individual data sources. It effectively moves 
computing functions to the network’s edge. In other words, rather than sending a 
huge amount of data back to the cloud for analysis and action, this process occurs 
significantly closer to the data source. Edge computing triages data on the fly, which 
reduces the quantity of data that needs to be transmitted back to the central reposi-
tory. It streamlines the fog’s communication network and eliminates possible failure 
spots. Routers, switches and even the IoT sensors that gather the data are examples 
of edge devices that have significant processing capacity and capabilities (Figure 3.1).

3.3.1 � Fog Computing and Related Computing Paradigms

By providing computer, networking, storage and data management on network nodes  
near the IoT devices, fog computing integrates the cloud and the IoT nodes. Storage,  
computation, decision-​making, networking and data management takes place in  
the cloud and along the IoT to cloud path as data is sent from the transmitter to  
the cloud. A horizontal level system architecture with a cloud-​to-​object continuum  

Figure 3.2  IoT data processing in fog.
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primarily distributes processing, control, storage and essential networking capabilities 
closer to the various users. In fog computing, a horizontal platform allows computing 
jobs to be dispersed across sectors and platforms; however, a vertical platform  
supports segregated applications, according to the Open Fog Consortium. A vertical  
platform might be ideal for a certain sort of application. Fog computing provides a  
flexible platform to fulfil the data-​driven needs of operators and customers, in add-
ition to providing a horizontal architecture. Fog computing is intended to offer a  
solid basis for the IoT, as show in Figure 3.2.

3.3.1.1 � Differences Between Fog Computing and CC

The ideas behind the fog and cloud are very similar, as show in Figure 3.3. On some 
parameters; however, there are some differences between fog and CC.

Table 3.1  Fog Computing Issues and Challanges

Parameter Fog Computing CC

Information Data is received in real-​time 
from IoT devices utilising any 
protocol in fog computing

Data from several fog 
nodes is received and 
summarised through CC

Structure The fog is built on a 
decentralised architecture, 
with information distributed 
across several nodes at the 
user’s nearest source

Because the cloud contains 
so many centralised 
data centres, it’s difficult 
for consumers to get 
information from their 
nearest source across the 
network

Security Fog is a more secure system 
since it uses a variety of 
protocols and standards, 
lowering the risk of it 
collapsing while networking

Because the cloud is based 
on the internet, the risk of 
it collapsing is considerable 
in the event of undetected 
network connections

Components Other than the benefits 
offered by the cloud’s 
components, the fog includes 
certain extra characteristics 
that improve storage and 
performance at the end 
gateways

The cloud consists of 
several components, 
including a front-​end 
platform (i.e., a mobile 
device), back-​end platforms 
(e.g., storage device and 
server), cloud delivery, and 
network (e.g., internet, 
intercloud, and intranet)

(continued)
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Figure 3.3  Edge and fog computing.

Parameter Fog Computing CC

Responsiveness The system’s response time 
is somewhat longer than that 
of the cloud since fogging 
separates the data before 
sending it to the cloud

When transferring data at 
the service gate, the cloud 
does not provide any data 
segregation, raising the 
load and making the system 
less responsive

Application Smart city traffic 
management, smart 
building automation, 
visual surveillance, self-​
maintaining trains, wireless 
sensor networks, and other 
applications can all benefit 
from edge computing

E-​commerce software, word 
processing software, online 
file storage, web apps, 
image albums, and a variety 
of other applications can all 
benefit from CC

Table 3.1  (Continued)
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3.3.1.2 � Differences Between Fog and Edge Computing

Table 3.2  Comparison Between Fog and Edge Computing

Number Fog Computing Edge Computing

1 Highly scalable when compared 
with edge computing

Less scalable than fog 
computing

2 Millions of nodes are present Billions of nodes are present

3 Nodes in this system are installed 
closer to the cloud (remote 
database where data is stored)

Nodes are installed far away 
from the cloud

4 Fog computing is a subdivision 
of CC

Edge computing is a subdivision 
of fog computing

5 The bandwidth requirement is 
high. Data originating from edge 
nodes is transferred to the cloud

The bandwidth requirement is 
very low because data comes 
from the edge nodes themselves

6 Operational cost is comparatively 
lower

Operational cost is higher

7 The probability of data attacks is 
higher

High privacy. The probability of 
attacks on data is very low

8 Fog is an extended layer of cloud Edge devices are the inclusion 
of the IoT devices or client’s 
network

9 The fog nodes filter massive 
amounts of data collected from 
the device and this requires high 
power consumption

The power consumption of 
nodes is low

10 Fog computing helps in filtering 
important information from the 
massive amount of data collected 
from the device and saves it in 
the cloud by sending the filtered 
data

Edge computing helps 
devices to get faster results by 
processing the data received 
from the devices simultaneously

3.4 � System Architecture
As shown in Figure 3.4, the fog architecture especially for the IoT applications 
might be categorised into three categories. The first tier (Tier 1) corresponds to the 
network’s endpoints and consists of raw data that is supplied by data sources, such as 
sensors. As a result, this tier might be regarded as the one that houses the IoT device 
terminal nodes.
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The fog computing layer, which is known as fog–​edge intelligence, is the  
following tier (Tier 2). This category includes routers, gateways, switches and other  
gadgets that can process data, and compute and temporarily store the captured data.  
These devices in the fog are linked to a framework in the cloud and provide data to  
it regularly.

The CC layer (Tier 3) is related to the cloud intelligence idea and can process 
and store massive quantities of data; nevertheless, it is entirely dependent on the 
data centre's capabilities. Not every data packet is transmitted to the cloud in 
a fog computing system. All latency-​sensitive applications and real-​time analysis 
must run on the fog layer. Fog devices have enough computing power to operate 
a virtual machine. The top layer is the cloud, the middle layer is the fog, and the 
bottom or granular level is the terminal nodes, which contain the IoT devices and 
sensors.

As shown in Figure 3.5, the internet is made up of several en-​route networking 
devices that connect the IoT devices or sensors to cloud applications. However, the 
gateways in the fog that link the IoT devices or sensors to the internet are the gadgets 
that are of most interest in fog computing architecture.

Figure 3.4  Fog architecture.
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3.5 � Challenges and Solutions for Edge and Fog  
Computing

Fog computing is a type of CC that interacts with the IoT. The fog nodes, as they are 
known, can be used in any setting that has a network connection. To process needs, 
fog computing includes additional storage resources at the edges. As a result, the fog 
server must change its services, which results in increased administration and main-
tenance costs. In addition, the operator must deal with the following challenges.

3.5.1 � Scale

Edge computing entails an increase in scale across all areas of IT, and licensing, 
which includes computing, storage, management, network and security. As 
businesses deploy applications to the network edge, they must understand the 
following: edge computing has an impact on everything IT touches, not just extra 
gear at a remote place.

3.5.2 � Control and Management

The physical location of the edge can be variable, such as within a business, or a 
public or private cloud; however, administration and control must adhere to similar 
processes. Regardless of the actual location, some requirements must be met. 
Enterprises will, in theory, employ modern orchestration technologies to assist, 
manage and control applications reliably across several locations.

3.5.3 � Data Accumulation

Data is a valuable organisational resource and obtaining it through the edge can 
provide extra challenges and hazards if it is not effectively handled. Data access 

Figure 3.5  Fog architecture level.
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and storage are critical aspects of the data lifecycle, and both require network 
connectivity.

3.5.4 � Backup

The notion of edge computing is generally driven by the location where the data is 
created. Businesses require a high level of data protection. Because network backup 
might not be feasible; when selecting how to preserve these assets, network band-
width constraints will be as important as storage media issues.

3.5.5 � Security and Accessibility

Enterprises can be focused on technological and physical security by centralising 
computing and applications in a data centre, where the virtual wall around the 
resource forms. To mirror location and traffic patterns, edge computing requires that 
the network and physical security models for distant servers should be the same as 
those for the local servers. Edge computing might need users to have access privileges 
across a greater number of devices.

3.5.6 � Latency

Application latency and decision-​making latency are lowered by placing computing 
near the edge, where it is much closer to the data that is being gathered. Back and 
forth movement from the periphery to the centre results in faster responses and 
activity. With computation at the core and the edge, application data travels the net-
work in both directions, exchanging data and dealing with access rights.

3.5.7 � Distributed Computing

The edge location will need to be considered as an extra part of the computing 
type used by businesses. Due to increased east–​west traffic, consolidated computing 
models are fading, and networking is a crucial computing element. 

3.5.8 � Network Bandwidth

As companies transfer computing and data to the edge, the network bandwidth 
moves. Enterprises have traditionally allocated more bandwidth to data centres and 
less bandwidth to endpoints. The demand for greater bandwidth throughout the 
network is being driven by edge computing.

Edge computing, it should be recognised, necessitates multilevel modifications in 
the technological structures and processes. It needs competent resources to efficiently 
handle the hardware and software during expansion and development. As a result, 
companies that are interested in using this technology must identify appropriate use 
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examples and develop a comprehensive plan that addresses all the essential areas, 
such as devices, prices, security, scale, monitoring and governance. Businesses must 
analyse and choose between the options that are available on the market based on 
their specific needs. The following solution might address the various problems in 
edge computing.

1.	 Reduce the time it takes for applications and cloud services to respond. 
Low latency is required by increasing reliance on edge computing and IoT 
applications, which requires closing the data loop to assure faster connections 
for end users.

2.	 Protect sensitive information at locations other than the primary data 
centre. Application software integrates with systems that are used to improve 
monitoring and detect and mitigate power issues before they arise.

3.	 Reduce capital and operational costs. All the solutions interact with current 
hardware and software and are scalable, which allows expenses to be con-
trolled and future expansion only planned for as needed.

4.	 Edge computing sites provide real-​time data and notifications. Advanced 
data analysis identifies, prevents and corrects issues before they become more 
serious, which means the operator is in command and risk is reduced.

3.6 � Conclusions
The ever-​increasing number of networked IoT devices, as well as the strict needs of 
emerging IoT applications, have posed serious difficulties to CC’s existing state-​of-​
the-​art design, such as data privacy and network congestion. As a result, academics 
have proposed a novel approach to address these issues, which involves bringing some 
computing resources nearer to the user. The technique used in this solution increases 
the efficiency of the cloud by increasing its processing capacity at the network’s end; 
therefore, resolving its problems. As this approach was improved, various paradigms 
emerged, all with the same underlying objective of putting additional resources at 
the network’s edge. Aside from their shared goal, several paradigms were affected by 
the use they were designed for, such as the MEC paradigm, which allows resource-​
constrained devices to offload sections of their programmes to conserve resources. 
Both paradigms, like the fog and cloud, were created to allow the processing of the 
IoT applications at network endpoints, and they have more in common than others. 
Apart from the naming convention, the distinction between the two was indicated 
at the start by the site where computations were conducted, for example, edge com-
puting places the application on the edge devices and fog computing extends the 
cloud to form a cloud to things continuum. Because there have been enormous 
developments in edge computing in the last few years, the distinction between the 
two has vanished, with fog and edge attempting to put applications as near to the 
network’s edge as possible.
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4.1 � Introduction
The study of earth sciences and medical research are interlinked; this combined 
field could be termed “On Air, Water, and Places” (1). In the future, it will be 
necessary to utilize mapping and geographical information to better understand 
the process of diseases, for their treatment along with research (2). In 1984, the 
physician John Snow described a milestone toward this. This research created the 
foundation of cartographic as well as geographic techniques as tools in medicine. 
Today, there have been rapid improvements in technologies that have resulted 
in the development of new disciplines that combine medical research and medi-
cine (3). Currently, a variety of health care transports are being developed, and 
costly health care sectors have concerns about quality, access, and effectiveness. 
Geographic information systems (GISs) provide numerous tools to recognize 
the need for health care in remote locations and its improvement. In GISs, new 
techniques have grown rapidly, and new techniques have been utilized in health 
care applications. GISs can generate a variety of satellite images to provide soil 
types, temperature, land-​related information, and to recognize the occurrence of 
diseases. This chapter focuses on GISs as a technology and their applications in 
medicine and health care. In addition, how GIS could perform as a decision maker 
and contribute to healthiness-​related policies.
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4.2 � Various Material and Their Methodologies
This chapter studies the evolution of remote sensing parameters to monitor health 
care service environment-​related information. Useful databases include HEAL-​Link, 
PubMed, and Google Scholar (4). The Texas Medical Center (TMC), Houston, 
Texas, USA is where a large number of medical professionals and experts work. The 
TMC Library contains a large collection of GISs on health care related data. It can 
be a very powerful resource for displaying health data and can be utilized to create 
predictive models.

4.2.1 � Benefits of GIS

GIS has several benefits, and can be utilized to collect a large amount of data from 
diverse sectors, sources, systematic collection, and data analysis tasks. It can elim-
inate the cost of data distribution across the organization. It provides a conjoined 
podium for disease surveillance. All information must be standardized using geo-
referencing of epidemiological information for data management. Here structure 
can be transformed for another disease, by a disease data replacement process.

GIS can be utilized as a global positioning system (GPS) to identify single  
features in a map (4). Satellite and aerial images are utilized to obtain accurate maps  
of various regions. It might identify the origin an infectious diseases, like the Disney  
and measles outbreak in 2014. GIS mapping can be used as a public health appar-
atus in diseases from cancer to cholera. It could guide the restructuring of the health  
care system, and it is considered to support health care managers and policymakers.  
The analysis provides a way to expand the productivity of health care service delivery  
for the increasing human population (5).

Figure 4.1  Data classification of health data.
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4.2.2 � Various Classification of Health Data in GIS

In health organizations, GIS can be utilized to identify the unobserved data in 
spreadsheets, charts, and reports to provide accurate information faster. By inte-
grating database operations, we can predict, plan, and recommend several strategies. 
The categorization of GIS data is shown in Figure 4.1.

4.2.3 � Visualization

GIS has developed various tools for predictive modeling. It controls the variation 
in diseases and geographic distribution (6). To symbolize the strength of an illness, 
it produces thematic maps as shown in Figure 4.2. A map that is developed using 
GIS is a more effective resource for general users and it is easier for policymakers 
to understand the technique. It produces a dynamic link between the maps and 
databases to reflect the updated data.

4.3 � Overlay and Analysis in GIS
This technique superimposes diverse facts, and executes medical research using a 
multicriteria technique, for example relating similarities between specific diseases 
with some geographic features.

4.3.1 � Buffer Zone Analysis in GIS

GIS can construct buffer zones around certain structures. For example, a radius of 
approximately 12 km near a clinic to portray a catchment area, or 5 m for sewerage, 
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Figure 4.2  Surroundings and its health hazards.

Source: (6)
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or 1 km in a pollution region to specify the growth of pollutants. The worker notes 
the size of the buffer by combining some proofs from the disease prevalence facts 
to identify the number of cases inside the buffer. These analyses are utilized for 
mapping the impact zones in vector breeding sites.

4.3.2 � GIS-​Based Network Analysis

GIS supplies the facilities to access the geoanalysis dynamics of an administration’s 
service area (7), discovers areas of hospitals and new health facilities in an accurate 
and timely manner for the health service locations, and maps to reach them.

4.3.3 � Statistical Analysis in GIS

GIS perform various calculations on distance to observe wellbeing centers and areas 
that are covered by specific health-​related programs, along with percentages of areas 
at risk (7).

4.3.4 � Query in GIS

SQL (Structured Query Language) is used to define the query layer. The GIS projects  
within ArcMap are united with query layers to identify the necessary facts present  

Figure 4.3  Earliest plotting of functional detriment among older Native Americans.

Source: (7)
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in the graph, table, or map. For example, utilizing the GIS in the earliest plotting of  
functional detriment among older Native Americans is shown in Figure 4.3. It can  
also be used for extrapolation techniques to map unsampled areas.

4.3.5 � Web-​Based GIS

The latest advances in GIS are for the storage of health data in a central server, which 
can be accessed through the internet or intranet. Therefore, some increase in stat-
istical and epidemiological techniques is required to maintain confidentiality when 
accessing data. The dynamic map facility will help patients to uncover convenient 
services at their doorstep.

4.4 � GIS and Its Applications in Health Sciences
GIS has started uniting various applications in the health sciences, these include the 
analytic techniques of epidemiology, statistics, and geographic information science 
to bring exciting progress in the systems.

4.4.1 � GIS and Epidemiology

Recognizing various infectious diseases has become increasingly global (8). GIS 
techniques have been utilized to improve the performance of epidemiological surveil-
lance information management and analysis. Large public diseases can be mapped to 
their neighboring environment and health and social infrastructures. This function 
is an influential tool to monitor and manage diseases and public health as shown in 
Figure 4.4.

Various factors are responsible for the growth of certain illnesses, such as social, 
economic, and environmental conditions. If the root causes are known, health 
agencies can respond effectively. Software packages can help medical practitioners 
to visualize clinical data, which is interlinked with the human body in graphical 
form and the geographical location by linking unique codes to the patient (8). Such 
coordination is valuable when assessing environmental risks.

4.4.2 � Routes to Provide Services

Providing health care facilities in patient homes can be scheduled using transporta-
tion, routes, and street patterns. For example, ArcLogistics Route software provides 
a dynamic solution for the existing schedule and routing processes, which is joined 
to the admission discharge transfer system (8).
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4.4.3 � Health Systems in Hospitals

Various health care professionals can analyze the data and organize graphical 
presentations for reports and maps when planning and analyzing stocks. This system 
is based on different units including E Population Health, E Market Planning, 
E Research and Evaluation, Emergency Response & E Preparedness, E Location 
Services, and E point of Service GeoCoding.

Figure 4.4  Percentage of HIV/​AIDS between teenagers and youths.

Source: (8)
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4.4.4 � Social Services

To provide better analysis of studied interactions and phenomena, GIS is utilized  
in social sciences as well as humanities research. In the present scenario, GIS has  
been increasingly utilized to have a better facility for social services via government  
agencies (7). It acts as the dynamic link between databases and maps. This precise  
social service field has various units including E Planning of Service, E GeoCoding  
Point of Service, E Case Management, E Tracking of Client E Service Location, and  
E Data Management, as shown in Figure 4.5.

Figure 4.5  Mapping population-​based case control.

Source: (9)
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4.4.5 � Customer Service

GIS can be used to provide accurate service location information and maps that 
help to provide better facilities for the customer. The dynamic maps, along with 
the internet, allow patients to avail themselves of convenient services from home. 
MapObjects is the Internet Map Server that is used to publish information regarding 
site and travel guidelines at the caller’s location (9).

4.4.6 � Site Selection

There are numerous facilities to access the geodemographic dynamics to fulfill the 
request for services, which needs a flexible and deep analytical system. These include 
Business Analyst in ArcView, GIS in ArcView, Atlas that uses GIS, and MAP PRO 
Business mapping software (9).

4.4.7 � Managed Health Care

We pay for health care; therefore, to provide better services, health organizations 
are using GIS. It classifies a large number of administrative, medical, and social 
services for patients and clients. It is composed of E Data Management, Network 
Management, and Population Health, along with Disease Management.

4.4.8 � Resource Management

Medical equipment supplies and location have a great impact on capability; they 
must be linked or distributed over a medical campus to be a powerful tool. ArcView 
GIS has this facility (10). It is an effective technology to build, access, incorporate, 
and broadcast relevant information in the geographical field.

4.5 � Requirements for Health Care Services
Global populations diverge in various aspects, such as gender, culture, age, economic 
status, and the requirement for health care. GIS has been used in small areas. The 
community’s environmental health profile designates the economic, lifestyle, and 
demographics of the population to expose possible environmental risks (7). The data 
collected from the calculation survey was coded and mapped to provide an improved 
understanding of health-​related risk factors, and sensitivities in spatial variation 
(10,11). Various techniques have been mentioned to improve needs assessment in 
GIS data (12).

Recently, there has been a large increase in digitized health service data, and util-
ization reflects service, need and affordability, and practice patterns (14). Therefore, 
large rates of hospitalization for asthma and diabetes indicate the requirement for 
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primary care (15). Cluster analysis was used for geographical service areas, where 
mapping and statistical analysis revealed that high rates of ACSC (ambulatory care 
sensitive conditions) were strongly related to poverty and social status. Current 
research is using analytic skills to determine data sets to produce meaningful service 
zones (16).

4.5.1 � Analysis of Health Care Facilities

Accessibility to health care plays a vital role in nations. Some users face immense 
difficulties when obtaining health care-​related policies. E-healthcare services define 
the capability to use health services at the time of need. GIS places emphasis on the 
geographical dimension. It depends on the type and quality of services available, dis-
tance, time, and expenditure (16). The medical conditions require systematic inter-
action with the facilitator for the duration of travel (17, 18).

4.5.2 � Access Measurement

There are two types of geographical access measures in health care: 1. area-​based 
measures that illustrate the towns, counties, states, rate of population requirement 
to services (19). This is used to geocode the dedicated sites and link populations with 
service data sets. Area-​based measures have certain limitations (12); and 2. distance-​
based measures or hospital referral regions, which is the approach in which larger 
regions have to be covered to detect actual travel patterns. Euclidean distances are 
calculated along with hospital-​based geriatric services with frequency distribution to 
form precise measures of geographical separation that combines spatial, transporta-
tion, and population-​related data (20). It also calculates network distances and travel 
times (21, 17, 22).

There are different types of health care providers, who provide better services 
and can travel long distances (12, 22). These techniques analyze and explore gen-
eral practitioner services (22); they should be sensitive to the geographical context 
and health care. Today, people are interested in health care facility services in their 
workspaces for personal care (23, 24). GIS models incorporate space–​time activity 
patterns to assure health services research (25).

With the help of variations in access, policies, and research, GIS tools can 
explore the differences in health care access. (15). A study on the Canadian popu-
lation showed that improved GIS techniques were needed to integrate transport as 
well as population data to scrutinize access inequities. A study showed that there 
were certain connections with social disadvantages and the quality and quantity of 
GP services (25, 26). In addition, people that live in remote locations might have 
some drawbacks when obtaining appointments. To overcome access to health care 
facilities for children and minorities there is now increased surveillance in the US 
(15), which can help to pinpoint vulnerable populations to help facilitate services 
and treatments (26).
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4.5.3 � Geographic Variations in Health Care

In the US, research revealed huge inconsistencies between area utilization and costs 
for elective and nonelective treatments and procedures (14). To manage spatial data 
sets and display maps, GIS always runs in the background. It was applied to geo-
graphic variation research, such as hospital service areas, and compared their rates, 
which had multiple limits. It can be used to inspect the sensitivity of findings, and 
research that is based on geographical assumptions. Multiple methods can function 
together with data that belongs to small geographical areas and have an influence on 
health care workers (27). Gradually, researchers are utilizing these multilevel mod-
eling techniques to learn to identify the correlation between infection and health 
status (28). In England, this technique observed that the likelihood of acceptance 
always depended on infants and their family’s member’s characteristics.

4.5.4 � Health Care Delivery and GIS

Novel GIS-​based research in Missouri observed that the status of public health 
centers was improving (29). The gap between actual areas served with the area 
targeted in GIS was measured in real time (30). The technique permitted analysts to 
portray maps of response times using maps and graphs, shown in Figure 4.6.

Effective health care depends on structural and technological improvements in the 
medical field, and its changes are different in various places (31). In GIS, the impact 
of health factors plays a crucial role (18). The variety of services might differ based 
on the decisions made by the decision maker, spatial organization, and providers 
performance, and could help integrate spatial and model spatial databases (17, 32).

4.5.5 � Health Services Locations

Medical practitioners and analysts deal with locations to choose new service resource 
locations, which are close to the existing facilities, and techniques to improve their 
services. There are models for location-​allocation, optimization methods, and 
various other tools (33). GIS-​based spatial data and location-​allocation models are 
increasing in popularity.

The objective function is the crucial factor of a location-​allocation model, which  
can achieve the objectives by service locations selection. They initially select simple  
objective functions, average distance minimization, or population coverage maxi-
mization for the countries where health services differ according to location (34). In  
Greece, they developed an ambulance deployment system, which has ambulances  
with GPS receivers, automated geocoding of the incident location, and a shortest  
path algorithm for ambulance route detection (27). To implement such a system,  
broad testing is necessary, and human decision-​making plays a crucial role in deploy-
ment systems. It is used to focus on certain health facilities and has a multiobjective  
model for ambulance service facilities (35). It was developed to locate aeromedical  
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depots and hospital-​based trauma centers for optimizing coverage by ground and  
air-​based ambulance facilities for trauma centers (36). In Maryland, US, the model  
demonstrated that the significant improvements could result in larger coverage of  
patients. This technique can also be utilized to fulfill health outcome criteria, for  
instance, the development of systems for coronary care (32, 33).

Currently, GIS is used to give precise and comprehensive representations for 
services in location-​allocation models. Numerous investigations of EMS ser-
vices integrated information for vehicle collisions were used to estimate ambu-
lance locations along with the best localities (37). To report specific health-​related 
complications, it can geocode the pertinent data from surveillance systems along 
with health reviews to identify the best location (36). It can be utilized to measure 

Figure 4.6  Ambulance catchment areas.

Source: (30)
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network travel times (36, 37, 38). Using various tools that are available in this 
field, analysts can utilize this facility to identify the best health care facility provider 
locations (34).

4.6 � Spatial Decision Support System
Spatial decision support systems (SDSS) read spatial data, combine spatial with 
nonspatial characteristics, and perform visualization and analysis in GIS. It evaluates 
solution alternatives as well as assessments. SDSS was invented by Hopkins and 
Armstrong (38) and became widely popular (37) in research compendium science in 
1991 (38). It is popular in decision support functions as well as spatial data (40) and 
plays a vital role in SDSS applications. The decision support system (DSS) is related 
to the domain of the decision maker (40). The latest development is the involvement 
of volunteered geospatial information using ad hoc crowdsourcing initiatives and 
using the public through Open Street Map (41).

In rural regions, there is a facility to reduce health service allocation using SDSS. 
A web-​based graphical user interface (GUI) facility (WebGUI) has been developed. 
It is used to identify the best area for health care facilities, along with the number 
of individuals to whom services must be provided (42). SDSS has been deployed 
for response planning in the US–​Mexico border area and for tuberculosis control in 
South Africa (43). Researchers select the tools and data for SDSS, then provide user 
input to test and change the systems (44). In another approach during development, 
the decision makers and stakeholders are involved (45). In the design, input was 
collected from the user during interviews conducted with managers and care services 
planners. Internet-​based SDSS is utilized in health care fields, where systems have 
limited capabilities and they are not certified as SDSS (46). It is a web-​based system, 
has many limitations, and provides small area coverage.

4.6.1 � GIS in Homeland Security

Recently, various agencies are using support from GIS technology for security 
purposes. On October 8, 2001, the White House Office of Homeland Security and 
Executive Order was signed, which was aimed at homeland security; ˃50 agencies 
share or coordinate their information during an emergency. This map can dis-
play a variety of buildings, churches, daycare centers, malls, tunnels, airports, and 
highways. A specific user can be tracked to specific addresses, homes, or businesses. 
The managers are required to develop operational techniques to accumulate, analyze, 
and share area-​specific information. GIS maps play a very important role in defense 
management and terrorist attacks (i.e., the World Trade Center) to estimate vital 
infrastructure systems, coordinate emergency response, and verify populations with 
businesses (47).
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4.6.2 � GIS in Indian Health Care

The Danida-​assisted National Leprosy Eradication Program is the prime group 
that uses GIS in India to provide health care services. It plotted drug deliveries to 
patient locations in Madhya Pradesh and was used in TB control, HIV/​AIDS, and 
maintaining equipment for polio. The health research in India is quite limited, how-
ever, the use of more techniques is increasing daily. The areas under the high require-
ment class were 46.62% and 7.55%, respectively, and 3.39% and 42.63% of the 
total areas came under low and moderate requirement classes in the Varanasi district 
of Uttar Pradesh, India. Initial information was collected from 800 respondents in 
16 villages: 25.38% were happy with the available health care facilities or primary 
health centers (PHCs), and 60% were marginally content (48).

GIS in combination with DSS has been implemented in several areas. It has sev-
eral advantages: 1. incorporates diverse approaches; 2. strengthens the precision of 
the result to decrease the drawbacks; 3. availability to health care facilities has been 
confirmed; and 4. streamlining the complex connection between various criteria. 
The government must find enormous spaces for isolation services to gain protec-
tion from the novel coronavirus. In India, 13,495 definite cases are known. It was 
presumed that Murshidabad in West Bengal, India, was more susceptible due to the 
deficiency in the elementary infrastructures (49).

4.7 � Conclusions
The amazing perspective of GIS will provide benefits for the health care services. It 
could create a foundation in the society, which might be in the private and public 
sectors or a hybrid model approach. The advanced techniques are used to com-
bine data integration with the spatial visualization power of GIS systems. It creates 
improved health mapping and analysis. In addition, health professionals have rapid 
access to large volumes of data. It has various dynamic analysis tools and visual 
techniques to manage and monitor pandemics. The possibilities are limitless. To 
handle this new GIS technology efficiently, health care professionals and researchers 
need proper training and user support. GIS technology optimizes the increase in 
applications of GIS systems in health care services. It also includes GIS-​based mod-
eling of health care services.

4.8 � Future Directions
The GIS-​based modeling of the health care system provides a unique direction to 
explore the health care requirements for small geographical regions for health facil-
ities, and unique approaches to analyze and plan service locations. Many researchers 
consider GIS a mapping tool.
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Research into health services needs spatial data based on health resources, 
population, utilization, treatments, and outcomes. Data that is used for these GIS 
applications, along with treatments, is often controlled by health insurance com-
panies. Therefore, there might be occurrences of complications when sharing infor-
mation with them.

In the public field, health-​related geographical databases have been developed, 
which allow users to define geographical areas. It will assist GIS-​based health care 
research and innovations. However, the human dimension in GIS is limited. It is 
often used for mapping; however, maps can be misrepresented. Some researchers 
propose that health planners might have reduced knowledge of spatial concepts and 
spatial analytic techniques. Users will be able to collect health care information easily 
at diverse locations and for types of health problems. With the rapid progress in the 
health care system combined with the new direction in ambulatory services, tele-
medicine is fundamentally modifying health care delivery systems with the associ-
ation between spatial organizations. These new spatial behaviors in GIS could be a 
high priority for upcoming research.
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5.1 � Introduction
Computing, communication, and storage resources play important roles in a tech-
nology evolution paradigm. The technology evolution paradigm includes a service-​
oriented computing paradigm, for instance, a cloud computing paradigm (1, 2). 
Resource management is the primary focus of the user class across the globe. The 
cloud provides unlimited storage for data management anywhere at any time (1). The 
resources can be useful in various applications. Health and education departments 
and any businesses require a service-​oriented computing paradigm for smooth 
functioning of the system with minimum management and operational costs of 
the resources (3). The storage, computing, and network resources can be accessed 
using service level agreements (SLAs) with the service providers. The quality of ser-
vice from the resources at the infrastructure and platform levels can be improved 
using a wide application of optimization techniques. The resource provides the users 
with service delivery models. The service delivery models include Infrastructure as a 
Service (IaaS), Software as a Service (SaaS), Platform as a Service (PaaS), and Data 
as a Service (DaaS). The resource management policy can be implemented at the 
level of the host node and virtual machine (VM) level. The policy implementation 
depends on the performance focus of the users, which includes developers, end users, 
and business people. Hence, resource management is one of the challenging concerns 
across the globe in a distributed environment (4). The optimization techniques assure 
the quality of service that uses time, cost, and reliable resource allocation. It can be 
analyzed using effective provisioning and management (5). In this chapter, the pri-
mary focus is a detailed study of the optimization techniques and the application of 
optimization techniques in resource management. The results section will cover per-
formance evaluation and analysis using an optimization approach. Section 5.2 covers 
the related works on cloud resource management that use optimization techniques. 
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Section 5.3 covers the motivation of the work, Section 5.4 covers optimization 
techniques, Section 5.5 covers the optimization techniques in cloud resource manage-
ment, Section 5.6 covers the analysis and evaluation of the performance, and Section 
5.7 covers the conclusions, which includes a subsection on future directions.

5.2 � Related Works
The optimization techniques have wide applications in the service-​oriented com-
puting paradigm. Cloud computing provides unlimited resources at the infra-
structure level, platform and application, and storage. Researchers have focused 
on static, dynamic, and metaheuristic approaches for resource management in the 
service-​oriented computing paradigm. Researchers have presented the taxonomy for 
the profiling of SaaS and focused on tools (6). The focus of the profiling includes 
effective resource management. Research (7) is focused on the management of hard-
ware resources with a primary focus on consolidation, discovery, monitoring, and 
allocation of the resources with a high level of reliability. In addition, some work is 
focused on a thorough review of the resource management methodologies. The novel 
approach was presented with an in-​depth review of the existing work (8). A focused 
resource management approach that was based on processed data collection was the 
focus of the cloud environment (9). It also presented recommendations and issues 
in cloud computing scenarios. A cost and time aware resource management for SaaS 
was presented (10). In addition, (11) presented an intelligent resource management 
technique for cloud resource management that used a reinforcement deep learning 
mechanism. Guzek et al. (12) encompassed a detailed survey on cloud resource man-
agement and a key aspect of cloud computing in industry that reshaped and had 
environmental impact solutions. Chaudhrani et al. (13) presented a particle swarm 
optimization (PSO)-​based VM placement that used performance metric energy con-
sumption. It supported operational cost management, which mandates data center 
life management with robustness and green computing environment support. Rawat 
et al. (14) presented an astronomy-​based optimization technique that contributed 
to resource management in a scalable cloud computing environment. The big bang 
big crunch cost-​aware technique performed better than the existing static and 
dynamic approaches. Rawat et al. (15) proposed a power-​efficient neural bioinspired 
approach. It also focused on VM placement to the end user requests that were 
mapped from different geographical regions. Performance metrics include power 
saving and time. Rawat et al. (16) presented an efficient resource management tech-
nique that was based on a hybrid model, for instance a genetic approach and a 
human brain-​inspired model. The hybrid model follows the learning methodology 
for the training of the model and test results are obtained using a varying number of 
cloud resources at the level of infrastructure and platform. Rawat et al. (16) focused 
on performance evaluation and the analysis of virtual cloud resources using cost and 
time aware bioinspired techniques, which are used for the validation of the presented 
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astronomy-​based model. Therefore, researchers have focused on detailed review and 
management policies with resource availability. The service-​oriented computing 
technology creates environmental pollution and power consumption challenges. 
Computing, communication, and technology are key aspects during the COVID-​19 
pandemic; however, we need to consider the environment with integrated environ-
mental support. The detailed review will be helpful for the advances in new hybrid 
computing techniques for better resource utilization accessibility.

5.3 � Motivations for the Work
Organizations need to provide resources to their employees to perform their work 
on time. The resources can be provided to the end users as an in-​house computing 
resource or higher resources on a rental basis. Resource hiring is the choice of every 
individual. The motivation comes when providing the resources to the users with no 
in-​house operational costs. The in-​house operational costs can be minimized using 
data center resources across the globe in a scalable manner, which uses a pay-​as-​you-​
go-​based pricing model. The objective is to provide the facilities to the end users with 
a major focus on innovations. The innovations in computing, communication, and 
technical aspects support people with a conducive platform and network facilities. 
Researchers still need to focus on data center architecture that will support minimum 
power consumption and maximum resource utilization. The objective of resource 
availability with minimum downtime can be achieved using resource optimization 
techniques in cloud computing. The motivations also come with unlimited data 
storage and processing power in cloud computing, which provides better resource 
management in the aggregated computing environment. The traditional computing 
paradigm provides limited storage, bandwidth, and computing resources. The cloud 
computing paradigm provides the solution to this resource limitation problem.

5.4 � Optimization Techniques
Cloud computing provides SaaS, PaaS, and IaaS to the end-​user in an on-​demand 
fashion. Resource availability is primarily required to provide quality service to the 
end users. The service availability and objective of cloud resources can be improved 
using static dynamic and metaheuristic techniques. The optimization can be achieved 
using soft computing nature-​inspired techniques. It includes ant colony optimiza-
tion (17), PSO (18), Elephant Herd Optimization (EHO) (19), Pigeon-​Inspired 
Optimization (PIO) (20), BAT (21), and WOA (Whale Optimization Algorithm) 
(22). The primary focus is the optimal assignment of cloud resources in a cloud envir-
onment. Qiu and Duan focused on PIO techniques for multiobjective problem-​
solving. This technique can also be used for cloud resource management (23). The 
efficient fitness function estimation was based on this technique, which might be 
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helpful in a cloud computing virtual resource management and resource optimiza-
tion (24). The optimization computing paradigm provides better results when inte-
grating with the neural network classifier and machine learning-​based models. The 
neural-​optimization model provides better outcomes in complex problems for data 
management and resource allocation.

5.4.1 � Classifications of Resource Management 
Techniques in Cloud Computing

1.	 Resource identification
First, the service providers take responsibility for identifying the requests 
that come from various time zones across the globe. The data center broker 
takes responsibility for graphing the requests and forwarding them to the 
data center node.

2.	 Resource gathering
This is performed by listing out the idle resources for on-​demand allocation. 
The gathered resources can be allocated to the identified requests in Step 1.

3.	 Resource brokering
This process ensures the accessibility of cloud resources for the consumers 
according to the pricing model, for example, subscription-​based or pay-​as-​
you-​go model.

4.	 Resource discovery
This covers the resource discovery for optimal assignment. The resource dis-
covery provides a piece of useful information about the host and VM nodes. 
Resource discovery includes the identity of the VM and host machines for 
effective mapping.

5.	 Resource selection
This process selects the optimal fit resource for mapping the cloud com-
puting consumer requests. The cloud computing consumer puts the demand 
according to the requirements and uses a standard pricing plan.

6.	 Resource mapping
This process performs the one-​to-​one, many-​to-​one, and many-​to-​many 
mapping of user requests on VMs using the appropriate assignment and 
mapping management. The resource mapping management depends on 
the configuration parameters of resources and their availability for user 
requirements.

7.	 Resource allocation
The principal objective is to fulfill cloud consumer needs and income gen-
eration of the user requests for cloud computing service providers. The 
allocation process depends on the optimization technique and resource 
provisioning scheme of tasks on a VM in a scalable cloud computing environ-
ment. The process of efficient resource management is shown in Figure 5.1.
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All phases of the taxonomy support the optimal allocation of the VMs. The  
real cloud scenario and simulated cloud scenario support the accessibility of the  
resources in a scalable manner. The seven layers cover the service delivery model  
and cloud computing deployment model in a scalable fashion. The VM allocation  
and utilization can be improved using VM consolidation, which supports the mini-
mization of power consumption and maximization of security level. The resource  
management policy ensures the quality of service with minimum operational costs.  
The process shown in Figure 5.1 is the resource assignment at the initial level. Apart  
from the initial level, optimization of resources is required periodically. The periodic  
manner of resource optimization includes the following:

1.	 Provisioning of virtualized resources globally
Data centers are located across the globe in different geographical regions. 
The provisioning techniques are required for the management of the VM 
on an appropriate host machine that uses scalable simulation and real cloud 
deployment. The provisioning technique balances the user requests on avail-
able VMs and tasks using scalability and reliability.

2.	 Cloud resource assignment
The service-​oriented computing paradigm provides services to a different 
class of users via this utility-​based computing paradigm. The productivity 
of the cloud resources is improved using on-​demand assignment with zero 
downtime in the data center node.

Resource Identification

Resource Discovery

Resource Mapping

Resource Selection

Resource Brokering

Resource Gathering

Resource Allocation

Resource M
anagem

ent
Figure 5.1  Taxonomy of cloud resource management process in cloud 
environment.
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3.	 Estimation of resource utilization
Resource utilization is also a primary concern for service providers. The util-
ization percentage depends on the input load that comes from the cloud 
computing consumers. The cloud computing consumer puts the demand 
for resources in a multitenant environment. A multitenant environment 
includes the node that has physical and virtual resources powerful allocation, 
and assignment of the data center IaaS, PaaS, and SaaS services.

4.	 Virtualized resources scheduling locally
The maximization of resource utilization and minimization of faults at the 
host level and the VM is the primary concern of the cloud service provider 
and cloud computing consumer. The load is shared equally between the 
nodes using scalability and reliability.

5.	 SaaS level scaling and provisioning SaaS node
The scaling provisioning of the cloud SaaS modeler depends on the avail-
ability of the user’s access and data center node management that has a high 
level of node reliability.

6.	 Dynamic provisioning charges
The end users need to pay per use of the resources across the globe. The  
dynamic provisioning depends on the dynamic allocation policy for which  

Provisioning of Virtualized Resources Globally

Cloud Resource Assignment

Estimation of Resource Utilization

Virtualized Resources Scheduling Locally

SaaS Level Scaling and Provisioning SaaS Node

Dynamic Provisioning Charges

Management of Workload

Periodic Resource O
ptim

ization

Figure 5.2  Periodic resource optimization process.
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the primary focus includes the implementation of optimization techniques  
for provisioning and processing.

7.	 Management of workload
The input workload is shared among the nodes, for instance, the part of 
workload management in a cloud computing environment. Proper resource 
utilization is performed using various approaches (25). The flow of the peri-
odic manner of resource optimization is shown in Figure 5.2. The periodic 
resource optimization plays an important role in cloud resource optimization 
using scalable simulation and modeling processes.

5.5 � Resource Management Using Optimization  
Techniques

The service-​oriented computing paradigm provides the infrastructure and plat-
form to the end users in an on-​demand fashion. The resource requirement increases  
exponentially. Users cannot manage the resources with manual and static approaches. 
The optimization techniques place the foundations of resource management  
with the proper utilization of computing, communication, and network resources 
across the globe. The optimization techniques place the foundations for the efficient 
utilization of cloud resources using the optimization criteria of time and the cost of 
the storage, computing, and network resources.

The following architecture has been proposed for resource management and the 
availability of resources.

Figure 5.3 shows the cloud resource management system that includes a data  
center, service model, and techniques for optimal resource management using scal-
ability and reliability. The primary focus is the optimizer for the resource allocation  
using the service-​oriented computing paradigm. The cloud resource management  
components are implemented using an integrated environment CloudSim 4.0 and  
NetBeans IDE 8.0.1 (26). The resource configuration parameters are initialized  
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Figure 5.3  Cloud resource management system.
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and tested using various optimization techniques and metrics (e.g., fitness value of  
virtual resources at platform level and average execution time at the level of applica-
tion or user requests execution). The data center utilization can be improved using  
an optimization technique with availability and reliability. The application of cloud  
resources can be used with various computing paradigms. The cloud resources  
include storage, computing, and network resources that can be assigned to the  
developers, end users, and business class users according to their requirements.  
The cloud resource management layer shown in Figure 5.3 provides on-​demand  
access to the resources that use the optimization layer, which is implemented at  
the data center broker level. The data center broker node takes responsibility for  
allocating an appropriate VM to requesting users. The broker layer provides the  
interface to report the information on the status of all the nodes that work in a  
cloud environment.

5.5.1 � Resource Management Techniques Taxonomy  
Using Performance Metrics

The resource management techniques based on optimization methods can be broadly 
classified into the following categories.

5.5.1.1 � Energy Aware Resource Management

The energy aware optimization techniques use the objective function based on power 
consumption measured in kWh. The power consumption relies on the host and net-
work communication nodes.

5.5.1.2 � SLA-​based Resource Management

The SLA aware resource management technique depends on the availability of the 
cloud resources and the availability depends on the downtime and uptime parameters 
as shown in the following equation. The optimization is performed using perform-
ance metrics SLA violations level.

	 % Availablity 1 Down Time
Up Time 100= −( ) × � (5.1)

where:
% availability =​ status of SLA level (violated/​ not violated).

In real-​time applications, for instance in a banking automation system, the ser-
vice providers ensure that there should not be any violation of the SLA. If there 
is any outage time in the cloud resources then the service providers carry out legal 
compliance with the cloud computing consumer. In a multitenant environment, 
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cloud service providers and consumers need to follow the SLA management policy 
for better utilization of the resources at the infrastructure and platform levels. In a 
multitenant environment, the resource management policy can be evaluated for VM 
migration and consolidation. The host level resource management is challenging in 
static management techniques using Min–​Min, Max–​Min, and suffrage techniques. 
The nature-​inspired optimization approach provides the optimal solution with min-
imum cost and time.

5.5.1.3 � Fitness Value Aware Resource Management

The fitness value aware resource management technique uses optimization with 
a fitness function, which depends on the computing power of the VM and MI 
(machine instruction) length of the user requests. Hence, in this chapter, the focus 
was on the execution time and fitness function aware optimization techniques.

5.5.1.4 � Time Aware Resource Management

Time aware resource management includes the optimization method that is based 
on the execution time of the user requests on a VM, which uses the most efficient 
VM with minimum execution time and maximum utilization of VM that uses the 
processing element MIPS (millions of instruction per second) rating.

5.5.2 � Network Parameters Aware Resource Management

This includes an optimization of the bandwidth and latency using an optimiza-
tion method with a high quality of service, which uses a high bandwidth utilization 
with a low latency period. Network usage improvement is also a primary concern 
to enhance performance. The usages in megabytes provide resource utilization and 
performance enhancement.

5.5.3 � Integration of Cloud Deployment Model With 
Service Model Using Optimization Mechanism

Figure 5.4 shows the integrated cloud model that includes the deployment model 
and service model. The resource management is performed using the appropriate 
availability and optimization techniques. There are three layers: 1. Layer 1 which 
corresponds to the deployment model; 2. Layer 2 which corresponds to the service 
model; and 3. Layer 3 which corresponds to the SLA management and optimiza-
tion. The model is simulated and implemented using real cloud and virtual cloud 
scenarios. The complete layered architecture of the service-​oriented computing  
paradigm is embedded inside the CloudSim 4.0 tool. It supports the modeling and 
simulation of the presented architecture using a scalable simulation.
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5.5.3.1 � Layer 1: Deployment Model

Cloud computing consumers have a degree of freedom to select the deployment 
model of their choice. The choice of the deployment model depends on the require-
ment of the services. Figure 5.4 contains a short description. The deployment model 
includes public, private, hybrid, and community cloud environments with high 
resource availability. The public cloud resource management is the responsibility of 
the service providers only. All the services, for instance XaaS, are available for all the 
users anywhere at any time without any interruptions and delays.

5.5.3.2 � Layer 2: Service Model

All the resources in a cloud computing environment are provided as a service. The 
most important service model includes SaaS, PaaS, and IaaS. The resource man-
agement policy is implemented inside the previously mentioned service layers. 
The order of the layers includes IaaS, PaaS, and SaaS respectively. The position of  
the Layer 2 service model is shown in Figure 5.4.

5.5.3.3 � Layer 3: SLA Management Policy Implementation

This includes the complete information on the resource availability at the host and  
VM levels. The SLA is violated or does not decide the resource demand and outage  

Cloud Computing Model for Resource 
Management

Service Model

Deployment Model

SLA Management Policy Implementation

Optimization Technique Implementation

Figure 5.4  Integration of cloud deployment model with service model using 
optimization.
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time of the resources from the user end. Service providers have some legal compli-
ance with the consumer for the system with high availability and reliability.

5.5.3.4 � Cloud Computing Model for Resource Management

The outer layer shows the cloud computing model for resource management, which 
includes all the sublayers. It helps the user to provide the resources on-​demand 
with an optimization management policy. The policy implementation of the cloud 
resource provides node management with evaluation and analysis that use Base-​
PSO, BA, ABC, EHO, WOA, and MSA approaches. The service-​oriented com-
puting paradigm extension with the fog computing paradigm provides a new avenue 
for data analysis and the onsite computing and storage process. A cloud only system 
has various pros and cons in different areas. The aggregated computing paradigm 
is the solution to the future of computing and real-​time application management. 
Real-​time application management, specifically in health care and real-​time natural 
disaster management, places the demand on aggregated computing systems. The 
cloud computing paradigm with fog computing and Internet of Things-​based com-
puting provides the solution for future generations of computing.

5.5.3.5 � Implementation Procedure of Resource Management  
Policy Using Simulation Process

The resource management policy implementation follows a procedure that uses 
an integrated environment with CloudSim 4.0 and Java supported IDE (Eclipse/​ 
NetBeans IDE 8.0.1).

1.	 Initialization of cloud entities
2.	 Define the VM configuration parameters
3.	 Define user requests parameters
4.	 Define host configuration parameters
5.	 Implement the resource management policy at the data center broker level
6.	 Start the simulation process
7.	 Stop the simulation process and print the simulation results for the perform-

ance metrics 
8.	 Decide to switch to a real cloud environment

5.6 � Performance Evaluation and Analysis
This section covers the quality of service and analysis of scenarios that use cloud  
resource management systems implemented as shown in Figure 5.5. The quality of  
service for optimal resource management techniques included Base-​PSO, BA, ABC,  
EHO, WOA, and MSA. The fitness values of the virtual resources are evaluated using  
10 different scenarios. The 10 different scenarios include variations in population size  
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Figure 5.5  Population size versus fitness value.

Figure 5.6  Number of user requests versus average execution (ms).
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(e.g., solution space or search space size). The whale optimizer provides an optimal  
solution in 10 different scenarios including the size of the search space (e.g., 100–​ 
1,000). The optimizer shown in the results section provides scalable computing, com-
munication, and storage resources. The optimizers are implemented inside the data  
center broker. The data center broker acts as the mediator between the cloud service  
provider and cloud computing consumers.

Figure 5.6 shows the quality of the service parameter [i.e., average execution 
time (ms)]. The average execution time varies with user requests modeled as the SaaS 
delivery model. The average execution time varies between 29 and 215 ms.

Figure 5.7 shows the performance metric global fitness function values, which 
vary with several iterations (100–​1000) with steps of 100. The six nature-​inspired 
optimization techniques were compared with WOA and provided an optimal solu-
tion in all 10 scenarios. The optimizers EHO, Base-​PSO, BA, WOA, ABC, and 
MSA are used for resource management in cloud computing scalable scenarios and 
compared against the global fitness values of the schedules of the user requests on 
VMs using dynamic provisioning and scalable infrastructure.

Figure 5.7  Iterations versus global optimal fitness value.
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The optimizers EHO, Base-​PSO, BA, WOA, ABC, and MSA are used for 
resource management in cloud computing scalable scenarios. The optimizer has wide 
applications in the service-​oriented computing paradigm, including resource sched-
uling at the host and VM levels. In this chapter, the focus was to test the perform-
ance of the resource optimizer in the cloud infrastructure, platform and networks, 
and application management. The results were compared and explained using six 
techniques. Apart from these six techniques, a hybrid approach that includes intelli-
gent computing and optimization techniques with fitness function parameters based 
on the data center and VM configuration parameters could be used.

5.7 � Conclusions
The optimization techniques were used to evaluate the performance of cloud 
resources across the globe. The computing and communication resource avail-
ability and management were enhanced using six optimizer methods, the optimizer 
techniques. The results section showed that the whale optimization outperformed 
the existing nature-​inspired metaheuristic optimizer. This chapter’s primary focus 
covered the implementation of optimizers inside the resource management system. 
The performance was evaluated using fitness value and average execution time (ms). 
This chapter covered the performance metrics aware resource management and peri-
odic resource optimization techniques. The performance evaluation and analysis 
section covered the performance metrics fitness values of VMs and the execution 
time for the variations in population size, the number of iterations and the number 
of user requests mapped on VMs. In all the scenarios the whale optimization algo-
rithm outperformed the other optimization techniques. Therefore, the optimizers 
were evaluated and analyzed in a virtual cloud environment.

5.7.1 � Future Directions

In the future, the presented approaches will be implemented in real cloud scenarios 
that use real cloud IaaS, the PaaS service models. The optimizer will be tested in a 
four deployment model, for example, public, private, community, and hybrid cloud 
computing scenarios. Apart from the average execution time and fitness values of the 
cloud resources (VMs) other performance metrics, for example SLAs and security 
and privacy concerns, will be covered in simulated and real cloud scenarios. In the 
future, the simulated optimization techniques for cloud resource management will 
be implemented using the real cloud scenario of Amazon’s Elastic Compute Cloud 
services, the Microsoft Azure platform that will provide infinite resources of IaaS 
(infrastructure as a service) and PaaS (platform as a service) levels. The performance 
of the nature-​inspired optimization technique will be tested using similar config-
uration parameters. The cloud resource management system shown in Figure 5.1 
will be embedded inside the real cloud environment and extended into the cloud 
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computing paradigm, for instance, fog computing with onsite computing power. In 
the future, the energy, network, and SLA aware resource optimization techniques 
will be implemented to provide a high quality of service and resource availability 
with minimum outage time. Aggregated computing will be the optimal choice for 
real-​time applications that use a sensor node at the data source. Cloud computing 
unlimited storage will be used for pan tilt zoom captured data or information ana-
lysis that uses a cloud or Edwards computing system, which includes a cloud layer at 
the root level and a fog layer at the leaf and internal levels.
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6.1 � Introduction
The Internet of Things (IoT) refers to a network of interrelated computing devices, 
such as sensors, that share the ability to exchange data with other communication 
devices over the internet (1). The IoT has made devices more powerful and efficient, 
which makes our lives easier by connecting people and objects to one another.

The IoT has numerous implementations in various fields, such as smart cities, 
automation, traffic management, and medical and health care services. These are 
the most significant areas for IoT growth. Because health is an important issue for 
humans, reducing treatment costs when maintaining high-​quality patient care is an 
important area of concern. With the increase in life expectancy, real-​time results and 
error-​free investigations have become a necessity, and thus, our medical and health 
care services need to prosper in an innovative environment to retain prominence in 
this industry.

Various technological trends, such as artificial intelligence (AI) for systematic 
data analytics and NLP (natural language processing) for voice-​enabled devices have 
contributed to the escalation of the health care industry over the years. The evo-
lution of the IoT in health care has improved the quality of life by tracking users' 
everyday lives like sleep cycles, eating habits, and exercise routines in a cost-​effective 
manner (2). Extensive information is analysed and processed by these IoT devices 
and sensors. Big data and machine learning (ML) can be applied to sensory data to 
gain insights into the effectiveness of treatments, identify patients at risk, and per-
sonalise care.

Since many patients need to be monitored, the sensors must be small and con-
venient so that they can be worn without any obstruction. In addition, these devices 
need to store large volumes of data due to memory and battery limitations. Their 
infrastructures require high maintenance and are expensive, and therefore, need a 
common infrastructure to forward their data to more comprehensive applications.

Cloud computing can help in overcoming these obstacles by offering an unlim-
ited storage capacity and ample processing capabilities. Cloud computing could 
free the sensors from battery-​draining tasks and serve as a platform for aggregating 
different sensors. Patient information is tracked and analysed in a much more 
effective manner through cloud services because it offers a major reduction in med-
ical expenses along with a healthy patient environment.

However, the basic sensor-​to-​cloud architecture is not feasible in many health 
care applications, because cloud-​based systems fail to fulfil real-​time requirements 
due to intermittent delays, high bandwidth requirements, and security issues. 
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Moreover, relying entirely on remote data sensors is unacceptable as network issues 
or data centre failures can result in inappropriate results, which puts patient safety 
at risk.

To address these challenges, an extension of cloud computing (fog computing) 
has been developed. Rather than continuously transmitting data from sensor 
to cloud, fog computing carries out a variety of tasks close to the customers that 
include network administration, storage, and processing. Hence, it is a magnificent, 
virtualised register that provides numerous advantages between the end user and 
gadgets.

Fog computing incorporates the following:

1.	 Context awareness
Devices and hubs on the earth possess information about nature.

2.	 Remote access organising
Highly suitable for remote detecting devices that require time-​to-​time 
examination.

3.	 Heterogeneity
As the fog hubs are portrayed in dispersed scenarios and contain differing 
structure factors.

4.	 Better help for versatility
Given a more direct correlation between fog applications and the cell  
phones.

5.	 Backing for a wide assortment of mechanical applications
Through continuous investigation.

Examples of some popular creations based on fog computing are Google Glass, 
Microsoft HoloLens, and Sony Smart Eyeglass. Fog computing offers improved cap-
acities for processing large amounts of information, which can conduct information 
acquisition, preprocessing, empowering gathering, transport of information, and 
alter registering power along these lines. Numerous benefits of fog computing are 
derived from the IoT.

6.2 � Evolution of the Industry to Healthcare 4.0
The medical industry has grown over hundreds of years and has been through 
various revolutions to reach the current state where most tasks are automated, and 
the use of technology is as important as having a doctor in a hospital. All of this has 
been possible because of the various industrial revolutions that occurred, which led 
to manifold changes in the equipment, design aspects, production, and personal-
isation (3–​7). Four major changes that paved the way for modern-​day Healthcare 
4.0 are:
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1.	 Industry 1.0
The invention of the steam engine by James Watt and the consequent 
development of the railways as a mode of transport gave birth to this first 
revolution in the industrial sector. This was the revolution that led to the 
development of mechanical systems and devices that extracted power from 
water and steam sources to work properly.

2.	 Industry 2.0
This revolution gave birth to the processes for the mass production of various 
goods and commodities with the help of assembly lines that worked on the 
power that was generated by electricity instead of steam and water. This was 
the era when production increased to such an extent that it could cater to a 
much larger audience and their needs.

3.	 Industry 3.0
This was the revolution that brought automation into play. The inventions 
and development that took place in sectors like information technology 
(IT) and microelectronics made this revolution a possibility. This revolution 
further led to a huge change in the system; for example, PCs, main frame 
devices, and robotics became a topic of interest among people with more 
time and investment going into their further development.

4.	 Industry 4.0
This revolution that is taking place in the twenty-​first century is the one 
that has led to the evolution of various modern-​day technologies like remote 
sensing, autonomous systems, smart devices, analysis, networking, AI, the 
IoT, smart factories, and digital manufacturing. These technologies are 
interrelated to each other, because the use of technologies like ML, three-​
dimensional printing, and cyber systems was quite important in the further 
development of subsequent technologies.

The development of the industries from the first industrial revolution to the 
current form has created the best platform for the development of the health care 
sector from Healthcare 1.0 when this sector was still a work in progress (4). The 
focus was on cost-​cutting techniques and to reach a stage where automation could 
be achieved to some extent and the use of resources like paper could be decreased 
as much as possible. However, the biggest hurdle in achieving this was the lack of 
available resources and the stand-​alone systems with limited usage. This challenge 
was one of the first challenges that was overcome when the industry moved from 
Healthcare 1.0 to 2.0. Starting in 2000, the health care sector began to use technolo-
gies like clinical imaging to generate health reports for patients. There was a surge in 
the use of networking in the IT systems used in health care to provide easier access 
to anyone. Healthcare 2.0 was crucial in increasing networking; however, 6 years 
down the line, Healthcare 3.0 brought with it lifesaving inventions like wearable and 
implantable devices that have since been crucial in saving millions of lives across the 

 



U
se o

f Fo
g C

o
m

p
u

tin
g in

 H
ealth

 C
are 

 
95

Figure 6.1  Stages of the Industrial Revolution going hand in hand with the health care revolution.
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world. Another important invention of this period was the electronic health records 
(EHRs) which worked as the perfect solution to the problem of storage of the gen-
omic sequences of people online.

The development of modern health care led to Healthcare 4.0. In Healthcare 
4.0, there has been increased use of technologies like AI, ML, the IoT, and cloud and 
fog computing (8). There has also been an increase in real-​time data collection. With 
this, there have been improvements in the accuracy of the information collected and 
it is easily accessible for any medical professional anywhere in the world. The data is 
easily portable, which allows the doctors as well as patients to get second opinions 
from medical experts from anywhere in the world. The advances in ML, AI, data 
science and analytics have helped in the creation of better prediction models. These 
have helped significantly in the creation of prediction models that have enabled 
the early diagnosis of irregularities in an individual’s habits and in finding the 
correct treatment for their condition before it becomes terminal or fatal. This stage 
has improved the decision-​making and the quality of health care services that are 
provided to people all over the world (Figure 6.1).

6.3 � Fog Computing in Healthcare 4.0
The industrial revolution has brought about changes in the industrial sector and 
much-​needed acceleration in the IT industry. Therefore, the technology, as well as 
the devices produced, have improved in every way, shape, or form. When talking 
about fog computing, IoT devices are important in the successful deployment in 
any such environment. Due to the industrial revolution, the storage capacity, pro-
cessing power, and computational speeds have improved in the IoT devices that are 
used currently. In addition, the sensors are improving with every passing day, their 
size is decreasing to enable easy handling, and their numbers are increasing to aid 
better processing. They need to be working continuously without any stoppages, 
because data collection must never stop. Today, these sensors are fitted in devices 
like fitness bands, smart glasses, or even things as small as contact lenses to trace 
certain biometric characteristics of the user (6, 7). The data that is collected from 
these sensors can be classified with the help of various ML and data analytics 
models to extract information that would not normally be discovered by humans 
any other way. With the emergence of big data analytics models, the accuracy of 
these predictions has been impeccable recently. This has helped save the lives of 
many people, because the early detection and treatment of people with irregular-
ities have prevented their condition from becoming terminal. In addition, it has 
helped many others to find the right lifestyle for them to live their lives with a lower 
risk of diseases than before.

The use of such devices has been a major asset in the health care sector; however, 
a few challenges remain, which is why fog computing has become even more  
important in some situations, as shown in Figure 6.2. Since the sensors on wearable  
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devices must work 24/​7, a large amount of information is collected and processed,  
and this information needs to be stored at a safe location for monitoring. This creates  
the situation where there is a lack of storage space to physically store this data. Thus,  
this data is collected and sent directly to be processed and stored. This step requires  
a good internet connection, because the data is transferred via the cloud, and there-
fore, having a faultless connection goes a long way towards the completion of the  
process and storage of the obtained results. Cloud computing can carry out the  
entire process; however, there are quite a few situations that require a better form  
of storage of this data, and these situations require fog computing. These situations  
include:

Figure 6.2  Various places in human body where sensors can be used.
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1.	 Risk in security
When it comes to the matter of security, cloud networks have a framework 
in place to deal with any breaches in the security of a network; however, 
some flaws exist that could easily be exploited by people with bad intentions, 
which has been proved from time-​to-​time with various breaches and leaks of 
personal data that have occurred. This becomes an even more important issue 
when it comes to the health care sector, because most of the data is related to 
the medical history of an individual, and therefore, is a very sensitive topic.

2.	 Issues regarding proper implementation
The tasks that occur simultaneously in a cloud environment always need a 
system that is reliable and efficient at the same time. If the implementation is 
not perfect, which is a possibility when it comes to cloud computing, there 
are issues, such as incomplete upload of data, unnecessary leaks of data to 
scammers, and the shutdown of business services.

3.	 Availability and control issues
As we saw in the implementation issues in the cloud, there are quite a few 
times when cloud platforms crash and the data cannot be accessed. One of 
the biggest benefits of EHR devices is that the data is available at any point 
in time. Therefore, there needs to be a solution that ensures that patient data 
can be accessed by medical professionals when the cloud service is down.

4.	 Compliance with Health Insurance Portability and Accountability Act 
(HIPAA)
Any company that provides cloud solutions for medical purposes must  
comply with the rules and regulations set by HIPAA. Most companies try  

Figure 6.3  How fog computing aids cloud systems.
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their best to comply with the laws including patient privacy, security threats  
and breaches, compliance with cyber laws, and providing notification about  
any type of harmful activity taking place. However, there are still some  
providers that find loopholes and risk endangering the data of the patients  
and risk their organisation in doing so, as shown in Figure 6.3.

To create a solution for these issues, the new paradigm of fog computing was 
announced, which solved the issues faced by cloud computing and created a safer 
and much more feasible way to store, handle, and process data that was collected 
from sensors. 

6.4 � Benefits of Fog Computing in Health Care
1.	 Flexibility of computation locus

Fog computing provides computational resources based on the requirement 
and provides the user with flexibility for the execution of computation. The 
location of the computing devices can be dynamic and depend on the current 
environment and application requirements.

2.	 Integration
The introduction of sensor devices makes the requirement of a reliable 
support infrastructure mandatory. With fog computing, new sensors can be 
mounted onto the existing architecture.

3.	 Patient mobility
Application-​specific services limit the regions where a patient can be 
monitored, which can prolong patient stays in hospitals. Fog computing 
allows efficient environment transitions without affecting the quality of 
service.

4.	 Bandwidth
The fog layer filters, analyses and preprocesses raw data, which means that the 
volume of data that needs to be sent to the cloud is reduced. At times, fog 
nodes can address requests from gadgets through cached information, and 
thus, communication with the cloud might not be compulsory.

5.	 Energy efficiency
The sleep cycle duration of sensors can be increased using gateways, such 
as communication proxies, thus improving energy efficiency within sensor 
devices. The gateway monitors incoming updates and is acted upon once the 
sensor is awake.

6.	 Real-​time computation
It is simpler to achieve real-​time results due to the lack of distance between 
the fog nodes and the edge devices. Simple computations can be carried out 
on these nodes and quick real-​time results can be provided.
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7.	 Security
Due to the severe consequences of tampering with devices, and the need to 
maintain the confidentiality of patient data, security provisions in health care 
are quite high. Fog computing minimises the quantity of data being trans-
ferred back and forth to the cloud; therefore, minimising security risks.

These features are a necessity in the health care industry and the fog layer in fog 
computing addresses most of the challenges that are associated with cloud com-
puting. Single or multiple nodes can be combined to perform various fog computing 
tasks like filtering, analysing, aggregating, and temporarily storing data. More fog 
nodes can be added when there is an increase in the requirement for computing 
power, as shown in Figure 6.4. The ease of accessibility of patient-​related informa-
tion and the ability to maintain the confidentiality of data allow doctors to make 
smarter choices and improve the lives of the disabled population.

6.5 � Challenges in Fog Computing
Despite the numerous advantages of fog computing in health care, some factors 
need to be taken into consideration before deploying it in any environment, these 
include:

1.	 Authentication
Fog-​based systems provide access to front nodes for many users, and thus, 
authentication becomes one of the primary security concerns of fog com-
puting at different fog nodes. However, a variety of secure and cost-​friendly 
solutions have been proposed to overcome this problem, which involves 
physical contact for pre-​authentication such as fingerprints or touch-​based 
and face authentication.

2.	 Dodgy fog node
A fog node that appears to be permissible and persistently persuades  
users to establish a connection to it is referred to as a dodgy fog node. 
Connecting to the dodgy node makes all incoming and outgoing requests 
from the cloud to the end-​user and vice versa prone to manipulation, and 
tampers with user data, which makes it vulnerable to further attacks. The 
presence of such a node becomes an important threat to the user's data privacy. 
It is inconvenient to deal with such problems for the following reasons:
a. � Since every trust situation is dissimilar, each situation requires different 

trust management schemes.
b. � It becomes tedious to keep a record of rogue nodes due to the dynamic 

creation and deletion of VM instances.
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3.	 Invasion of privacy
Since fog nodes are near the users, tampering with private information such 
as saved passwords, user data, and current location is a possibility. When a 
fog client uses multiple fog facilities at different locations, there is a possi-
bility of disclosure and tracking the path to the fog nodes, if the fog nodes 
connive. The location privacy of the patient will remain at risk if a fog client 
is attached to a person or an object.

4.	 Exponential growth in health care
Currently, the amount of research and development going on in the world 
is greater than it has ever been in the past. This is not different when we talk 
about medicine. The constant growth leads to manifold changes in tech-
nology as well. This is another challenge that needs to be overcome to ensure 
that the technology and health care sector develop together.

5.	 Dealing with complicated datasets
The current datasets in the health care sector are more diverse and complicated 
compared with other fields. With this complexity and the constant arrival of 
new datasets, which could contain some new data points that might never 
have been discovered before, it becomes a huge task to manage and process 
the amount of data received every time.

6.6 � Differences Between Cloud, Fog, and Edge  
Computing

Before we learn more about fog computing, we must understand how it is different 
from the cloud and edge computing. The meaning and definition might seem very 
similar; however, the differences between their infrastructures are easily visible. All 
these technologies provide on-​demand services to the user; the amount of storage and 
computational speeds divide them into different layers of IIOT (industry internet of 
things). The in-​depth meaning for all three follows.

1.	 Cloud computing
The most easily available of the three, cloud computing is something that 
most users are well versed with due to its vast use in various industries and 
for individual purposes. The cloud networks formed by this architecture have 
fog and edge computing as their important assets, which go on to create a set 
of servers. This gives organisations higher capacity when it comes to storage 
and processing; therefore, enabling them to cross their incomes and making 
them independent from setting things up at their servers. The fact that data 
can be stored at any location for cloud structures makes them a very useful 
asset today.
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2.	 Fog computing
We know that fog computing is different from cloud in many ways; however, 
there is little knowledge when it comes to differentiating between fog and 
edge computing. The main difference between them is the location where 
things like process control and intelligence are located. Fog has all its data in 
the LAN (local area network), which enables data to travel through gateways 
and is then sent to bases for the use and return of the data that is transmitted, 
and edge uses the processing power and intelligence of the devices for data 
transfer.

3.	 Edge computing
The IoT is another up-​and-​coming technology, which has led to unlimited 
usage of beneficial network devices. This increase in usage of the IoT has led 
to higher use of a combination of data and the processing of information at 
a single data centre. The transaction takes place at the edge of the network; 
therefore, this type of computing has been named edge computing.

6.7 � Applications of Fog Computing
A few applications of fog computing in the health care sector are discussed in the 
following sections.

6.7.1 � Fog Computing-​Based IoT for Health Monitoring  
Systems

In this chapter, the authors have proposed fog computing techniques to effi-
ciently monitor patients that suffer from chronic diseases, where the primary 
challenge is to sort context-​sensitive information that has relevance to the health of  
the patient.

The authors have implemented a context-​sensitive fog computing environment, 
with improved security due to the limited exposure of data, because it does not have 
to communicate back and forth in the network, as shown in Figure 6.5.

A three-​tier architecture for context and latency-​sensitive health monitoring has  
been implemented, where the three layers are composed of cloud computing, fog  
computing, and sensors that function in concurrence with each other. Sensors include  
attachable or nonattachable devices that are mounted onto patients as smartwatches  
and glasses. The edge devices are handled by the cloud and fog layers. In context-​ 
sensitive health monitoring, context can be categorised as intrinsic and extrinsic.  
Extrinsic is composed of external factors like a patient’s surrounding environment.  
Environmental sensors are used to obtain the extrinsic parameters, and the intrinsic  
parameters of the user can be obtained by biosensors, as shown in Figure 6.6. The  
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relevance of the data is defined by the condition or disease of the patient, due to  
which context-​sensitive data needs to be processed in the fog layer:

The description of the three tiers is as follows:

1.	 Sensor tier
The sensors gather intrinsic and extrinsic information from the patients. 
Extrinsic data is composed of temperature and location and intrinsic data 
refers to blood pressure and heartbeat.

2.	 Fog computing tier
This layer is responsible for the analysis and aggregation of the data. This layer 
behaves as the server, where all the data that is acquired by the edge devices 
is processed. An efficient task scheduling algorithm must be implemented to 
conduct the processing work distribution.
a.	 Work distribution

Tasks are distributed using a task scheduling mechanism that uses two 
graphs, the task and process graphs.

Let G =​ V, and E represent the task graph, where G is a directed acyclic 
graph; V is the set of vertices; and E is the set of edges where each edge 
(eij) ∈ E implies that the task (vi) has a corresponding workload (wi) 
that signifies the amount of work to be processed at a particular resource. 
Every eij has a corresponding weight (cij), which represents the amount of 
data that is transferred from vi to v +​ i. Let H =​ R, L be a DAG (directed 
acyclic graph) that represents the processor graph, where R denotes the 
set of vertices P1, P2, Pn where each Pi ∈ R is a processor at the cloud or 
fog. The edge (lij) ∈ L denotes a link between processor Pi and Pj. Now, 
R =​ Ncloud U Nfog, as shown in Figure 6.7.

Figure 6.5  Layers of IoT.
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Figure 6.6  Diagram of proposed architecture.

 

 



106     Bio-Inspired Optimization in Fog and Edge

b.	Data aggregation
This is composed of three components: duplicated detection, schema 
mapping, and data fusion. Duplicated detection removes redundancy from 
the data. Schema mapping ensures data flow, and that the aggregation of 

Figure 6.7  Graphs created.
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data takes place rationally. The fog device is secured by restricting false 
data injection and is executed by an additional local filter arranged in the 
fog device. In the final stage, the final information is combined as one 
entity as a part of the data fusion process.

3.	 Cloud computing tier
This layer is mainly responsible for supervising the health monitoring  
system.

6.7.1.1 � Experimental Analysis

1.	 Latency
The amount of data and time transferred from tier to tier differs, and hence 
the latency differs too.

Lf =​ ts +​ tr +​ ef

Le =​ ts +​ ef +​ ee

where:
Lf =​ latency when the evaluated data must be returned to the IoT devices
Le =​ latency when the data is forwarded to the cloud
ts =​ time taken from the sensors to the fog layer
tr =​ time taken for the data to return from the fog layer to the IoT devices
ef =​ evaluation time taken by edge devices
ee =​ evaluation time taken at the cloud

2.	 Computation
Various techniques have been adopted to reduce the complexity of 
computations, because they must be real-​time and latency-​sensitive.

3.	 Security analysis
The presence of a fog layer in the given architecture reduces the security 
risk of patient information getting lost due to network and system failures. 
Patient data is secured by encrypting their data with a secret key.

After multiple evaluations, it was deduced that despite its potential, fog com-
puting still has not reached its full potential and can only be partially implemented. 
Many factors have hindered the implementation process of fog computing, such as 
software that is not readily available, and a lack of a unified view, which is required 
in the grander vision of fog computing for health care.

The authors state that their future work will focus on deploying this architecture 
to various edge devices and judging the behaviour of the system.
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6.7.2 � Data Processing and Analytics in Fog Computing for  
Healthcare 4.0

In this chapter, the authors aimed to shed light on data processing and analysis in 
the proposed three-​tier architecture that provides real-​time results and uses fog and 
cloud computing.

6.7.2.1 � Need for Data Processing and Analysis

The IoT devices gather data and possess a lot of information that needs to be 
extracted. The data that is collected from different sources, which contains different 
formats and is unstructured and unintelligible, makes the processing of data man-
datory. Analysing patient behaviour, clinical data, and pharmaceuticals can help 
improve patient care and carry out operations smoothly and effectively, which lowers 
the overall costs. Data analysis plays a core function in day-​to-​day operations and 
upgrades performance by offering data-​based quality services, which shortens patient 
waiting times and lowers readmission rates to isolate patients at risk.

6.7.2.2 � Case Study

1.	 Fog-​assisted IoT-​enabled health monitoring systems
A fog-​assisted IoT-​enabled health monitoring system has been proposed for 
patients, where data from 67 patients were simultaneously generated for 
30 days. In an intelligent communication mechanism, the health history of a 
patient can be accessed from the cloud layer. However, in regular communi-
cation, updates regarding fog nodes are sent to the cloud along with patient 
information for future references. This model is a three-​layered architecture 
that incorporates the data acquisition, fog, and cloud layers.
a.	 Data acquisition layer

IoT devices handle the responsibility for retrieving patient data in this 
layer. These devices acquire environmental and psychological parameters 
and send them to the fog layer.

b.	Fog layer
In this layer, the raw data generated from the IoT devices is converted 
into an appropriate format before sending it to the cloud. Here, data is 
classified as normal or abnormal. When health parameters are higher than 
usual, for instance high blood pressure, it is classified as an abnormal state.

c.	 Cloud layer
This layer primarily focuses on extracting meaningful data from the fog  
layer. Continuous data that is generated by the source is used to run  
training algorithms on this layer. The classification of parameters is done  
as a safe state (SS) or unsafe state (US) for the patients. The US alerts  
an emergency signal from the fog layer to the source of data generation.  

 

 

 

 



Use of Fog Computing in Health Care    109

Otherwise, the data is transmitted to the cloud, to generate timely results,  
as shown in Figure 6.8.

2.	 Pima Indians Diabetes Set
The Pima Indians diabetes dataset was used to predict if a person was suffering 
from diabetes or not by observing parameters, such as age, blood pressure, and 
glucose levels that were generated from numerous IoT devices. Various ML 
algorithms such as K-​Nearest Neighbour (KNN), Random Forest (RF) and 
Linear Regression (LR) were applied to obtain the results. The KNN model 
gave an accuracy of 65% with an F1 score of 0.72. The LR model gave an 
accuracy of 67% at a learning rate of 0.3 and 800 epochs. The RF algorithm 
gave an accuracy of ≤75.32% when applied with 100 estimators. It proved 
that the result of the analysis mainly depended on the algorithm used.

3.	 BodyEdge architecture
BodyEdge is an architecture that concatenates the IoT devices network with 
edge computing to overcome challenges such as response time, scalability, 

Figure 6.8  Decision-​making in three-​layered architectures.
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privacy, etc. The following system is intended to be implemented by factory 
workers, athletes, or even for monitoring the health of patients at the hos-
pital. The architecture comprises two components:
a.	 BodyEdge mobile body client (BE-​MBC)

Phones with the installed software and IoT devices undergo communica-
tion through BE-​MBC. It also imparts data to the next component from 
these devices.

b.	BodyEdge gateway (BE-​GTW)
BE-​GTW communicates with different edge gateways and public or pri-
vate clouds along with managing data to achieve interoperability.

Comparisons were carried out between compute engines based on the prediction of 
high-​stress conditions on the following users.

1.	 Factory workers
2.	 Athlete’s during training

The results were computed on three platforms.

1.	 Raspberry Pi 3
2.	 Nano PC
3.	 Azure cloud

On evaluation, it was noted that Raspberry Pi 3 took 1,600 ms for 100 factory 
workers and 3,200 ms for 100 athletes, and Nano PC and Azure cloud produced 
similar results.

6.7.3 � Fog-​IoT Environment in Smart Health Care: A Case  
Study for Student Stress Monitoring

In this chapter, a novel IoT-​aware student-​centred stress observing system that used a 
two-​stage Temporal Dynamic Bayesian Network (TDBN) to predict a student stress 
index was proposed.

6.7.3.1 � Proposed Methodology: A Case Study of Fog 
Computing in Student Stress Monitoring

The Bayesian Belief Network (BBN) was used to categorize tension as natural or 
unusual and used physiological attributes from therapeutic sensors. A TDBN model 
analysed stress based on confirmations of the leaf core, workload, background, and 
student health characteristics. Decisions for generating warnings were made by 
releasing time-​sensitive data once the stress record was processed.
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1.	 Obtaining data
To obtain stress-​related data, physiological, visual and conduct sensors 
installed in the IoT could be embedded. The IoT gadgets gathered physio-
logical information, which was grouped using BBN for usual and abnormal 
stress situations.

2.	 Fog layer
Data acquired from the procurement layer was sent to the fog layer to order  
the stress information into various classes. Three datasets were considered to  
assess stress parameters: physiological, behavioural, and visual datasets.

Table 6.2  Dataset Found from SWELL-​KW

Features Preprocessed Sensor Data

Features Taken Under 
Consideration (number 

of features)

Physiological Information from restorative 
sensors (records with 
headings per 1 min time 
allotment)

Pulse changeability (2), skin 
conductance (1)

Facial signs FaceReader yield (txt logs 
and records with facial and 
time-​stamped data)

Head direction (3), facial 
developments (10), feelings (8), 
eye discovery and following  
(30 s time swap window)

Body postures Joint directions and chest 
area edges (txt records, also 
time-​stepped area)

Distance (1), joint angles (10)

Table 6.1  Categorisation of Datasets

Activity Set IoT Technology Used Attributes

Visual dataset Shrewd camera gadgets 
(e.g., wide edge and slender 
point)

Pupil diameter, mouth 
openness, squinting recurrence, 
normal eye conclusion speed, 
head development, and 
eyebrow development

Physiological  
dataset

Savvy wearables, heart 
sensors, body sensors, EEG 
screen gadgets

Pulse fluctuation, skin 
temperature, EEG (stress-​
related mind waves), expanding 
perspiration, cool skin, cold 
hands and feet, the feeling of 
queasiness, tense muscles, and 
so forth

Behavioural 
dataset

Kinect SD sensor Student body posture
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Algorithm 1: Stress-​Based Dataset Generation

# Input: 25 students associated SWELL-​KW dataset for stress displaying in 
student sphere and eye assortment and tracking dataset for BF (blinking 
frequency) and AECF (average eye closing speed) calculation

# Output: Prognostic stress index

1. Let n be the required number of stress records for each leaf node value 
initialised with one do

2. Extract a record from the SWELL dataset and a record from the eye 
detection and tracking dataset to generate all leaf node values in a 
particular context

3. Create a new dataset by combining all leaf nodes symptoms for each 
student during a definite time interval

4. Assign a new identification number S_​ID to the stress database

5. If S_​ID already exists in the database, then discard the record

6. Else

7. Add the record to the database

8. End if

9. End do

3.	 Information mining layer
This is the layer that uses various datasets to recover data from a cloud envir-
onment. In the model discussed previously, there is a need to set up time and 
the method of temporal mining was used to create a list that studied and 
understood the pressure slowly and precisely. With the use of the occasion 
activation mode in this layer, the important processed information was stored 
in places known as the fog hubs.

4.	 Prediction layer
To measure an element’s stress index, different resources were used. The 
biggest example of this was the use of various techniques to treat mental 
disorders like PTSD, autism, depression, and anxiety. The TDBM model was 
used to treat patients in these cases by first analysing and then reporting the 
points that could be vulnerable in some situations. The process was divided 
into two stages where the first one involved marking out the points that 
caused a change in the understudy stress file, and in the second stage, the rest 
of the processing was carried out to make the right prediction for the situ-
ation mentioned.

5.	 Decision-​making
With the help of the results that were obtained at the predictive stage; the 
stage was reached where decisions that were controlled by stress reaching a 
certain threshold level could be made.
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6.8 � Future of Fog Computing in the Health Care Sector
With fog computing being an up-​and-​coming technology, there will be some changes 
and improvements in every sector it is currently being used in. This is the case in the 
health care sector, which has its fair share of areas where significant improvements 
can be expected in the near future. The following is a list of a few of the changes that 
could happen in this sector.

1.	 Data migration and applications
The situations that arise in fog computing scenarios mostly consist of users 
who have high movement rates and agility as an important characteristic. 
This leads to the need for services that match the mobility of these users 
through data and software services that need to be transported with the help 
of fog. These services, although still prevalent, require major upgrades that 
could help with the growth of fog and match the needs and uses of the users 
in the future. Fog architecture has some very advantageous and practical 
uses, because it helps with the immediate storage of small data packets at the 

Figure 6.9  Working of mining layer.
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network’s edge; however, it requires the help of a well-​established cloud infra-
structure to be able to process, store, and use large data units.

2.	 Building smart cities
With the advances in AI technologies and automation taking over in various 
fields, there is room for its introduction in hospitals and medical centres. 
Things like diffusion pumps in hospitals can be automated to administer 
prescribed drugs to patients, which could be automated with feedback and 
notifications for the medical professionals to help with the mixing of drugs 
and chemicals. With these developments, companies must determine the 
number of times and the work that needs to be carried out to get fog com-
puting architecture in place to build the cities and ensure that user feedback 
is considered. This must occur before building something and releasing it for 
use by the public. With constant involvement and investment by the author-
ities and continuous user feedback, this technology could unlock major 
development opportunities in the future.

3.	 Use in nanotech
Nanotechnology means devices and structures <100 nm. With its current 
use in fields like neuroscience, biotechnology, and IT, nanotechnology could 
play an important role in the future due to its properties, such as improved 
strength and durability, and ease of movement, combined with its molecular 
size in nm. This technology could flourish in the near future. In the medical 
sector, nanoparticles [(titanium dioxide (TiO2)] have generally been utilised 
to prepare dietary products and day-​to-​day products like sunscreen and 
lotions. With these products playing an important role in modern medicinal 
products, fog computing and nanotech go hand-​in-​hand.

4.	 Digital medicine
Currently, the apps being used display the ongoing medical records and his-
tory of the patient and are based mostly on traditional methods that have 
been used for a long time. This process is comparatively slower and inefficient 
when it comes to maintaining the right standards. With the help of digital 
medicine, a clearer image of the type of medical issue a patient is facing, ana-
lysis of the treatment process, its effectiveness and connections with people 
suffering from similar issues could be achieved. The advances made could 
help in making the use more prevalent among the public and help in gaining 
the trust of the public. The discussion about the use of technologies like NLP, 
computer-​generated reality, and profound learning could help to ensure a 
higher use of this system when providing health care services to the public.

6.9 � Conclusions
As we move towards a generation of technology that is based more on the use of 
IoT devices and online storage applications, we are also moving towards a future 
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where technologies like fog and edge computing come to the forefront. More effort 
and time will be spent on research, development and subsequent uses in various 
fields like storage, management, defence services, and data scraping. This is similar in 
health care. There is still a long way to go before the proper development and heavy 
use of fog computing in health care industries; however, the basic structure and the 
architectural design to build for the future are well in place. As discussed previously, 
fog computing has huge potential to be an important part of the health care sector 
in the future. With good financial support and proper scrutiny and testing, millions 
of lives could be saved, and living standards could be increased as we work towards 
a better future. In addition, the frameworks currently in place could be improved 
with the help of various testing techniques, and therefore, result in the better deploy-
ment of fog computing in the current environment. Multiple benefits such as high 
mobility of data transfer, the minimum response time of various orders, higher reli-
ability, scalability, decreased usage of power, efficient use of resources and energy, 
and high performance are required. Therefore, the upcoming fog computing models 
have their work cut out for them because these factors make up the biggest oppor-
tunities. In addition, the biggest challenges must be addressed for any health care 
application to produce optimum results and build a stronger network.
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7.1 � Introduction
Technology integration and long-​term land management are critical for agricultural 
productivity. Agriculture is essential for a country’s development. It is the primary 
source of income, and the level of agricultural development in a country determines 
the future path. Food production should be increased at a faster rate than the rate of 
population expansion. Agricultural businesses should seek assistance from the auto-
mation industry to combat population increases. To satisfy the demands, farmers, 
agronomists, and agricultural companies have begun to employ technology, such as 
cloud computing, the Internet of things (IoT), big data, and artificial intelligence (AI).

When gathering data from farms, a vast volume of data is produced and should 
be secured. Cloud computing (CC) allows for the necessary accessibility to analyze 
data from any location; however, it raises privacy and security problems. Fog and 
edge computing, which are extensions of cloud computing, have come into play 
to improve data security. Their approach is to keep and analyze data as close to its 
source as possible, which is the farm. Fog computing is a distributed network that 
connects gadgets and the cloud. It’s more efficient, has less latency, and has a quicker 
response time. Fog computing is helping the agricultural sector to advance. Farmers 
deal with issues such as under irrigation regularly, which can lead to a loss of pro-
duction and increased waste. The IoT, data analytics, and cloud technology could 
be used to overcome such problems. Fog computing comes into play for precision 
agriculture (PA) and natural resource conservation to improve irrigation techniques 
and examine data for minimum water usage.

Fog computing has improved a variety of industries in a number of ways, which 
affected profit development. The contribution of this chapter is to analyze the issues 
and use of fog computing in agriculture and provide a comparative and comprehensive 
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analysis. A comparative study aids in the concise summary and conclusion of previous 
efforts, as well as a thorough investigation of the accuracy of all fog computing meth-
odologies. The remainder of the chapter is devoted to a discussion of the use of fog 
computing and the IoT to tackle agricultural production difficulties, as well as the 
findings from previous studies and some diagrammatic overviews. The final section 
highlights the findings and discusses future research opportunities.

7.2 � Literature Review
Recent breakthroughs and the increase in fog computing in the digital era have 
provided a new perspective on today’s computing equipment, as well as new ways 
to access computational platforms via fog computing. As a result, a slew of recent 
studies on fog computing for smart agriculture has been published.

The authors of (1) conducted a review of all previous publications in the cloud, 
fog, and edge computing from 2015 to date. Based on the findings of this survey, 
the author proposed a new three-​layered architecture model that combined cloud, 
fog, and edge, with the fog layer on top of the edge layer and the cloud layer on top 
of the fog layer. The cloud layer is primarily in charge of large-​scale data storage and 
analytics, as well as the installation of algorithms and data analytics tools on the fog 
nodes. The proposed approach necessitates the installation of a fog layer in local 
fields, which is responsible for real-​time data analytics, such as pest and disease pre-
diction, yield prediction, weather forecasting, and agricultural monitoring automa-
tion. The edge layer is made up of end devices, tractors, sensors, and actuators. The 
primary goal of this layer is to collect data and send it to the fog layer.

Current systems based on standard cloud models, according to previous research 
(2), are insufficient to handle the vast volumes and variety of data that is generated 
by linked IoT devices. Moving data processing closer to the source of its generation 
is critical to reducing latency when supporting real-​time decisions based on the data 
provided. The adoption of fog-​based models could aid in this endeavor. As a result, 
the researchers presented AgriFog, an IoT-​fog-​based farm management system. It is 
more competent in terms of efficient bandwidth use and reduced latency for real-​
time decision-​making, according to the research. The AgriFog application was mod-
eled and simulated using iFogSim.

Researchers (3) created a modern agricultural system architecture based on the 
IoT and fog computing, which used fog rather than CC to reduce service latency. It 
also improved performance using fog–​CC instead of fog computing. Combining fog 
computing and IoT is better for wireless sensor and actuator networks (WSANs), as 
evidenced by the results, because fog computing reduces latency.

Cloud computing and the IoT enable the creation of a linked network of smart 
things, research (4) showed that both paradigms did not allow computing issues to 
be solved. As a result, a fog-​based IoT framework was proposed that employed a two-​
tier fog and associated resources to reduce data transmission to the cloud, improve 
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computational load balancing, and reduce wait times. The proposed fog computing 
concept was applied to the rapidly developing field of PA, which included all agri-
cultural land management approaches. Furthermore, the author simulated and 
demonstrated how the two-​tier fog computing strategy can significantly reduce the 
amount of data transported to the cloud when using this architecture. Based on the 
previous framework, a prototype application was created and explained to manage 
and monitor farms, which had a significant impact on commercial and environ-
mental performance.

Researchers (5) proposed a toolset that included sensors, UAVs (unmanned 
aerial vehicles), and fog locations that aimed at creating a comprehensive farming 
ecology. The toolkit allowed users to simulate custom farming scenarios, such as 
sensor placement, coverage area, line of sight deployment, data gathering via relay 
mechanisms or airborne systems, mobile node mobility models, energy models for 
on-​ground sensors and airborne vehicles, and backend computing support that used 
the fog computing paradigm. The researchers stated that because most previous 
studies ignored network factors that could affect the overall performance of any 
deployed system, their proposed framework also served as a benchmark for trans-
mission latency, packet delivery ratio, energy consumption, and system resource 
utilization.

According to some research (6), global food security is a difficult task to manage. 
Several regions, including Southeast Asia, have seen significant reductions in under-
nourishment rates as agricultural areas have expanded and new agricultural practices 
have been implemented. Malnutrition rates, on the other hand, have begun to rise, 
and the region continues to house a sizable portion of the world’s undernourished 
population. As a result, researchers (6) presented a WSAN system architecture with 
smart IoT-​based stations that were based on the fog computing paradigm. The 
method was created with the needs of Southeast Asian rural farmers in mind. The 
proposed system architecture could contribute to remote monitoring in inaccessible 
farming locales with minimal current information technology (IT) infrastructure.

The research in (7) proposed a novel service method based on the IoT CC plat-
form, which could be used to improve the integration of current cloud-​to-​physical 
networking and the processing speed of the IoT. Through experimental simulation, 
the revolutionary IoT platform presented unique status indicators, which included 
the use of decentralized computations to speed up the verification of real-​time com-
puting results. Simultaneously, decentralized calculations were used to analyze data 
in this study (7). The analysis findings were then disseminated via the internet. 
By validating the experimental results, the cost of network transmission could be 
reduced. All data was analyzed using precalculations, and the final analysis findings 
were used for data transfer.

Researchers (8) proposed a multitier complex event processing strategy (e.g., 
sensor node, fog, and cloud) that promoted rapid decision-​making and was based on 
98% accurate data. During testing, the average time to send messages in the network 
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was reduced by 77%. Furthermore, data traffic was reduced by 82%t. The studies 
produced positive results, with accuracy, precision, recall, and an F1-​score routinely 
exceeding 99%. As a result, the data collected using the proposed method was reli-
able and consistent with the reality of the monitored environment.

7.3 � Smart Agriculture
Farmers have traditionally been under a lot of pressure to increase yields when using 
fewer natural resources, such as water and energy. As a result, the smart farming 
management concept, which is known as precision farming, was implemented. This 
makes the agricultural process more efficient, qualitative, and quantitative. Smart 
farming is controlled and monitored by software and sensors, respectively (1). So, in 
general, smart agriculture is a developing concept that employs modern technolo-
gies, such as the IoT, robotics, drones, and AI to increase productivity, reduce waste, 
and, to some extent, save on human labor.

The most common technologies that are used in smart agriculture are.

1.	 Sensors for the soil, water, light, and moisture, as well as temperature control.
2.	 Telecommunications, such as GPS (global positioning system) and 

sophisticated networking technologies are two examples of this technology. 
Hardware and software for specific applications, IoT-​based solutions, robotics, 
and automation, and enabling IoT-​based solutions are all available (9).

3.	 Data analytics including data pipelines for downstream solutions as well as 
standalone analytics solutions.

4.	 Satellites and drones.

Smart farming uses these technologies to assist farmers in monitoring the needs 
of individual plants and animals. The following are the steps in smart agriculture.

1.	 Observation, where sensors collect and transmit observational data about 
crops, livestock, soil, and the atmosphere.

2.	 Diagnostics, where the observational data is fed into a cloud-​hosted IoT plat-
form, where it is analyzed and inferences about the observations are made. As 
a result, problems are identified (9).

3.	 Decision: Since the problems have been identified, the software platform or 
the user decides how to deal with them.

4.	 Action, where following the creation of the plan, putting it into action begins. 
Then, the cycles start again.

As a result, smart agriculture holds the promise of delivering more productive 
and sustainable agricultural production through a more accurate and resource-​
efficient method.
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7.4 � Cloud Computing (CC)
Historically, computer power was a scarce and expensive resource. CC has made 
it abundant and affordable, which has resulted in a significant paradigm shift; a 
shift from scarcity to abundance computing. This computer revolution accelerated 
the commoditization of products, services, and business models when disrupting 
the existing ICT (information and communications technology) industry. CC is 
a new computing paradigm that aims to provide secure, personalized, and quality 
of service-​assured (QoS) dynamic computing environments to end users. The term 
cloud computing refers to the on-​demand availability of computer system resources, 
such as cloud storage and processing power, without user direct active supervision. 
CC allows us to obtain software as utilities over the internet. It refers to the process 
of modifying, configuring, and accessing this software via the internet. CC enables 
us to develop, configure, and personalize commercial applications by utilizing the 
internet. Distributed computing, parallel computing, and grid computing are all 
subsets of CC.

The term cloud refers to a collection of computers for CC architecture. A cloud 
is an IT infrastructure that allows remote access to measured and scalable resources. 
It has evolved into a modern model of information exchange and internet service 
delivery. Consumers will benefit from services that are more secure, adaptable, and 
scalable. It’s a service-​oriented design that reduces end user data overheads.

There are three types of CC: 1. infrastructure as a service; 2. platform as a service; 
and 3. software as a service. Each type of CC provides varying levels of freedom, con-
trol, and administration, which allows you to select the best set of services for your 
needs. This is a CC stack because it grows on top of itself.

7.5 � Fog Computing
7.5.1 � Features of Fog Computing

Fog computing is a subset of CC that focuses on objects that interact with the IoT 
data. Fog computing serves as a bridge between output devices and CC, bringing 
storage, networking, and compute capabilities closer to the edge nodes. The end 
units are fog nodes, which can be placed anywhere there is a communication link. 
A fog node is a device that can process, compute, network, and store data. Fog nodes 
include switches, servers, surveillance cameras, and routers (10, 11). One of the 
structure blocks of CC is discussed: fog computing. The following are the primary 
components of fog computing (12).

1.	 Cognitive processing
The ability to respond to client-​centered goals is referred to as a cognitive pro-
cess. Fog-​based data processing and analysis provide a better alert about con-
sumer requirements, as well as the best positional handling for transmitting, 
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storing, and controlling functions over the cloud to the IoT spectrum. End 
node applications provide a more sensitive and reactive user requirements 
relationship due to their proximity (13).

2.	 Variability
Fog computing is a virtualized architecture that provides computing, storage, 
and communications services between the central server and the end devices. 
Its servers are made up of modular building components that are scattered 
over the network. Edge devices, also known as fog nodes, are created by a 
variety of companies, and hence, come in a variety of configurations. They 
must be hosted according to their intended use. As a result, fog can adapt to 
a variety of platforms.

3.	 Geographic coverage
To offer the QoS for cell phones and immobile edge devices, the fog com-
puting ecosystem has been widely deployed (14). In the situation of varied 
phase environments, such as temperature monitoring, weather forecasting 
sensors, and patient monitoring systems, the fog network distributes its hubs 
and sensor systems regionally.

4.	 Reduced latency in edge location
The new smart services and applications are insufficient due to a lack of 
support at the edge of the core network for devices with enabled QoS. 
Streaming content in traditional TV equipment, tracking devices, gaming 
and entertainment applications, and several other applications require low 
latency services in their vicinity (15).

5.	 Instantaneous communication
Fog applications that require real-​time interactions include tracking a crucial 
operation on an oilfield with fog edge devices, such as sensors; real-​time com-
munication for transportation; video surveillance; and power transmission 
tracking application programs, among others. Instead of batch processing, 
fog apps provide real-​time processing capacity for QoS.

6.	 Accessibility assistance
Mobile support is an important fog computing benefit since it allows clear 
interaction between portable devices using SDN (software defined network) 
interfaces (e.g., CISCO Locator/​ID Separation Protocol), which disengages 
hosting identity from position identity using a distributed referencing 
system (16).

7.	 Sensor network at a massive scale
When an environmental tracking system, such as one used in microgrids, 
intrinsically expands its monitoring equipment due to hierarchical compu-
tation and storage material requirements, fog offers a capability that can be 
employed.

8.	 Wireless access is available across the platform
Wireless access protocols and mobile cellular terminals are classic instances of 
fog node accessibility to end customers in this scenario.
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9.	 Technology that is versatile
To build support for a broad array of services, such as streaming data and 
real-​time computing for the finest data analyses and predictive judgments, 
fog elements must be eligible to function in an interoperable atmosphere.

These highlighted qualities enable new technologies and business structures that 
can help the industry increase income, reduce costs, and expedite widespread imple-
mentation, as well as entice new investment in the fog architecture installation space.

7.5.2 � Architecture of Fog Computing

Fog computing is a method of relocating a few data center processes to the network 
edge. Fog computing, also known as edge computing, is the next-​generation com-
puting that brings the cloud closer to the sources of data. The primary goal of fog 
computing is to address the issues that CC faces, such as delivering less and more 
predictable latency for timely IoT functions. The functions of fog computing archi-
tecture follow (17).

1.	 Eliminates the need to transfer large amounts of data to the cloud. Investigates 
the most time-​critical data at the network’s edge, where it is generated by 
devices.

2.	 Through fog computing, only selected data is sent to the cloud for analysis 
and long-​term storage.

3.	 It uses rules to respond to the IoT data in milliseconds.

Various functions that are carried out are aggregated among fog computing 
architecture components (1).

7.5.2.1 � IoT Devices

These are devices that connect to an IoT network via various wired and wireless tech-
nologies. Every day, these devices generate massive amounts of data (18). The IoT 
makes use of Zigbee, Zwave, RFID (radio-​frequency identification), 6LoWPAN, 
HART (highway addressable remote transducer), NFC (near-​field communication), 
Bluetooth, BLE (bluetooth low energy), NFC, ISA-​100.11A, and other wireless 
technologies. In addition, IPv4, IPv6, MQTT (message queuing telemetry transport 
technical), CoAP (constrained application protocol), XMPP (extensible messaging 
and presence protocol), AMQP (advanced message queuing protocol), and other 
IoT protocols are used.

7.5.2.2 � Fog Layer

Fog nodes are devices, such as routers, gateways, access points, base stations, and 
specific fog servers. They sit between end devices and cloud data centers. They can 
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temporarily compute, transfer, and store data. They are used to dealing with rou-
tinely sensitive information.

7.5.2.3 � Cloud Layer

The cloud layer is at the far end of the fog architecture. Unlike the fog layer, it 
provides permanent storage; typically, data that is not required in the users’ prox-
imity is present in the cloud layer. The cloud is linked to all the combined fog nodes 
(17, 18). Data that is not time-​sensitive or has a lower priority is processed, analyzed, 
and stored in the cloud.

7.5.3 � Layers of Fog Computing Architecture

According to previous research (19–​22), the fog computing architecture consists of 
six layers: 1. physical and virtualization; 2. monitoring; 3. preprocessing; 4. temporary 
storage; 5. security; and 6. transport layer. Each layer has its own set of functions, and 
while they are all autonomous for operability, they are all pipelined for processing.

7.5.3.1 � Physical and Virtualization Layer

This layer is made up of physical and virtual nodes. The nodes are dispersed 
throughout the network and perform the primary function of data collection. Sensor 
technologies are commonly used by nodes to record their surroundings. Several types 
of sensors are used at this node to collect data from the environment, which is then 
transferred to higher levels via gateways for further processing. The collected data is 
transmitted for processing using gateways. A node can be a standalone device, such 
as a smartphone, or a component of a larger device, such as a temperature sensor that 
is installed in a car (23).

7.5.3.2 � Monitoring Layer

In this layer, nodes are monitored for a variety of reasons. This layer keeps track of 
the available sensors, fog nodes, and network components. The duration of node 
operation, their temperature and other physical characteristics, and the maximum 
battery life of the device can all be tracked. The performance and current state of 
applications are examined. The energy consumption of the fog nodes is monitored, 
i.e., how much battery power they consume when performing their functions 
(20, 21).

7.5.3.3 � Preprocessing Layer

This layer handles a wide range of data activities, the majority of which are related 
to analysis. The data is cleansed and verified to ensure that it contains no potentially 
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harmful information. When data impurities are removed, only meaningful data is 
collected. Data analysis at this level might entail extracting useful and relevant infor-
mation from a large volume of data that is generated by end devices. Before using 
the data for a specific purpose, one of the most important characteristics to consider 
is data analysis (21, 22).

7.5.3.4 � Temporary Storage

This layer is linked to data replication and nonpersistent dissemination. Storage 
virtualization, such as VSAN (virtual storage area network), is used in this layer. 
The preprocessed data is temporarily stored in the temporary storage layer. Data is 
removed from the temporary layer once it has been transported to the cloud (21, 22).

7.5.3.5 � Security Layer

This layer is in charge of data privacy, integrity, encryption, and decryption. For fog 
computing data privacy, there are three options: 1. use-​based privacy; 2. data-​based 
privacy; and 3. location-​based privacy. The security layer ensures that the data sent 
to the fog nodes is secure and private. Data integrity measures can also be used to 
protect it from tampering.

7.5.3.6 � Transport Layer

The primary responsibility of this layer is to send partially processed and fine-​grained 
encrypted data to the cloud layer for long-​term storage. For efficiency, a portion of 
the data is gathered and uploaded. The data is routed through smart gateways before 
being uploaded to the cloud. Because the resources that are available for fog com-
puting are limited, the communication protocols used were chosen to be lightweight 
and efficient.

A fog architecture is a model that consists of several layers. The model can be 
used to plan a fog network. The architecture depicts the numerous functions that 
are performed by the various tiers. Going through the fog architecture identifies 
the protocols that are used at various layers, as well as the individual devices used at 
various layers and their functionality and specifications.

7.5.4 � Fog Data Flow

To construct an IoT system, the fog computing architectural design is composed of 
pieces of hardware and software. It is made up of IoT systems, fog nodes, and distant 
cloud storage databases, as shown in Figure 7.1.
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7.6 � Fog Computing with the IoT
According to research (24), for the IoT, the present hierarchical CC architecture 
faces significant hurdles. It cannot, for example, handle time-​sensitive applications 
such as multimedia applications, games, or virtual reality (25). Furthermore, because 
it is a centralized paradigm, it lacks location-​based services. Fog computing can help 
with these problems. Fog computing connects the IoT systems with large-​scale 
cloud-​based systems. Fog computing, according to Cisco (26), is a component of 
the cloud infrastructure that brings the cloud near to the network edge.

Almost all the data that is recorded by these sensor devices must be handled 
and evaluated in real-​time to maximize the productivity of the IoT systems (27). 
Fog computing will provide cloud networking, computation, and memory capacity 
to the network’s edge, which addresses the real-​time issue of the devices while also 
ensuring secure and effective applications (28). Fog computing offers a range of ser-
vices and operations that might be deployed across a large area. Through proxies and 
gateways that are positioned along lengthy roads and railways, fog can offer effective 
communication between diverse IoT applications, such as networked automobiles. 
Fog computing is seen to be the best option for systems that require low latency, 
such as those of video services, games, and wearable technology (29).

Figure 7.1  Fog data flow architecture.
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Combining fog computing with the IoT will help a variety of IoT applications. 
Fog helps to enable connections between IoT devices to minimize latency, which 
is especially helpful for time-​critical IoT systems. Furthermore, fog computing can 
handle massive network architecture, which is a major issue with the ever-​increasing 
number of devices, which will eventually number in billions. Fog computing has the 
potential to overcome many of the constraints of current computer systems that rely 
only on CC and terminal devices that connect to the IoT devices.

7.7 � Fog–​IoT Based Agricultural Applications
7.7.1 � PA

PA refers to a set of agronomic management practices aimed at detecting and 
responding to changes in growing areas (e.g., soil, moisture, and organic matter), as 
well as crop optimization strategies. In terms of the environment, PA is a clever tool 
to achieve precise and targeted fertilizer application, which results in a significant 
reduction in pesticide usage. Researchers (4) created a fog-​based IoT framework that 
uses two-​tier fog and its resources to reduce data that is sent to the cloud, improve 
computational load balancing, and shorten wait times. It was designed by a three-​
tiered architect. The three-​tier architecture was composed of the M2M (mobile to 
mobile) platform, gateway, and sensor nodes. The M2M platform is a cloud-​based 
service that can be used for data storage, visualization, network management, and 
data reporting. Fog collector and fog aggregator nodes are the underlying layers. 
The communication between layers was defined using efficient protocols and IoT-​
appropriate technologies, both for resource conservation and the ability to reach 
remote locations.

The proposed fog computing technology is used in the burgeoning field of PA, 
which includes all agricultural land management methods. Furthermore, researchers 
simulated and demonstrated how the two-​tier fog computing strategy could signifi-
cantly reduce the amount of data that was transported to the cloud using this archi-
tecture. Based on the previous architecture, a prototype application to manage and 
monitor farms was proposed and explained, which could have a significant impact 
on commercial and environmental performances.

7.7.2 � Smart Crop Disease Prediction

Pests and crop diseases have always posed a threat to agricultural output quality 
and quantity (30). As a result, their precise and timely forecasting could signifi-
cantly reduce global economic losses while also reducing the negative environ-
mental impact of fertilizers and pesticides. CC and the IoT could be used to create 
an interconnected network in this case. These frameworks aren’t yet capable of 
dealing with computational problems. Fog computing attempts to bring processing 
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capabilities closer to the target customers, reduce operational pressures, and avoid 
cloud resource misuse.

Agricultural disease outbreaks pose a significant risk to productivity (31), as many 
illnesses have significantly reduced crop output because of lockdown conditions, 
a lack of knowledge about crop development, and insufficient use of technology 
in farming areas. In the farming industry, IoT-​based technology necessitates the 
collection of a large amount of data and the transmission of that data to a cloud 
server for illness categorization and detection, which is time-​consuming and causes 
delays in diagnosis and treatment. In the literature (31), an IoT-​based framework 
was presented for agricultural disease monitoring that used fog computing to per-
form timely disease monitoring in crops with the least delays. They proposed this 
framework for crop monitoring in a cloud–​fog environment with minimal delays 
because it would improve the early warning and prediction system and provide 
on-​time information to farmers, which allowed for well-​timed measures to solve 
problems before they become destructive to productivity.

7.7.3 � Fog Computing in Large Farms

Fog computing necessitates higher investment in computer and network design. 
Its infrastructure is still scarce, and as a result, it is mostly reserved for large farms. 
Furthermore, it is ideal for hard-​to-​reach areas. The advantage of fog in the open air 
is that you can see the fog and control its direction. The basic concept of fog is to 
reduce the cloud level to the farm level. Some of the key benefits of fog for large farms 
are that it takes video streams exclusively for farms, does not take them out of farms, 
does not require high bandwidth, and processes multiple videos simultaneously.

However, there are a few drawbacks. The maintenance of fog is a complicated 
process. The cost of hardware has increased. Furthermore, not all initiatives can be 
managed remotely, and maintaining infrastructure, such as fog, is more difficult.

7.8 � Issues in Applications of Fog
Fog computing emerged from cloud technology as a cost-​effective and monetized 
means of providing processing resources to consumers. The current developments in 
the growth of IoT gadgets (e.g., sensor systems and mobile phones), which have low-​
cost equipment, are becoming extremely important. The processing is done close to 
the edge, which decreases the cloud computation and data transferring charges while 
simultaneously providing security and privacy protection at the customer’s end. 
However, technology on the edge faces numerous issues with networking, authenti-
cation, gadgets, and fog integration with the IoT, all of which are being researched. 
Fog computing operates in a decentralized architecture that takes a variety of factors 
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into account. A brief review of the issues posed in producing fog alternatives in 
general, as well as in the agricultural business, is presented in the following section.

7.8.1 � Challenges in the Device and Network

The following are some of the technology and network difficulties that are 
discussed: distributed architecture, connectivity tools, and gadget variation.

In a distributed architecture, fog computing’s structure is distributed, which 
results in data redundancy. At the network edge, there is a recurrence of the iden-
tical code (32, 33). Therefore, the fog ecosystem should concentrate on eliminating 
distributed design inconsistency.

For the connectivity tools, the networking packets are spontaneously dispersed 
at the periphery of the fog system. This adds to the connectivity’s intricacy. A good 
connection with components to retain a common pool of assets at the edge might be 
maintained to provide the services to the needed application.

In gadget variation, the fogs technology’s edge devices are diverse. The essence 
of variability has resulted in more diversified structures (34). Fog-​based software 
should take this element of variation into account at the system and networking 
levels.

7.8.2 � Computing Difficulties

Computation at the fog stage is crucial because of computation at multiple levels 
and the distribution of computing capacity. Cloud services must always interface 
with fog technology. The fundamental goal of the fog technology should be to reply 
to customers during a certain timeframe at the bottom level when simultaneously 
carrying out its necessary calculations to the server, which would require more 
time. It is difficult to tell which computation should be performed in the cloud 
and which should be done in fog. It is possible that processing at the edge lacks 
the necessary tools. Additional nodes could be used to obtain similar materials. 
Therefore, because of this requirement it is now necessary to distribute resource 
calculations among numerous fog devices. Inside the fog computing environment 
pervasive computing is required (35). In the fog paradigm, mobility is a restric-
tion. The fog infrastructure software must be created in such a way that there are 
fewer inconsistencies in the calculations (36, 37). These inconsistencies should 
be demonstrable. OpenFog is designated as an N-​tier environment in relation to 
mobility. Nonetheless, the sudden growth in the population of fog level divisions 
might pose complications in the newly developed fog framework. In a fog com-
puting atmosphere, commodity use is at its most brilliant and distinct. Using the 
resources available for fog computing is interesting, but it must be accompanied by 
the understanding of the resources’ long-​term behavior. This assumption is critical 
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because, after the fog operation starts, and for a set amount of time, the location of 
the assets might change due to the needs of the desired applications, for which the 
fog device action is responsible.

Because fog gadgets are dispersed and their management is not consolidated, 
the likelihood of them breaking down is increased. As a result, fog nodes might 
fail for a variety of reasons, including end-​user behavior, equipment failures, and 
system failure. The fog architecture manages hundreds of IoT systems that are 
receptive and uncooperative regularly. Obtaining services is a unique difficulty 
for the whole fog estate. Extensive research is required to determine the viability 
of fog-​based technologies. Because there are so many detectors and connected 
devices made by so many firms in computing, choosing the best methodology has 
become challenging due to the various hardware layouts, programming models, 
and specific requests. Furthermore, in a few cases, maximal security needs to 
involve specified procedures and gadgets to function, which increases the system’s 
maintenance time.

7.8.3 � Privacy Issues

The fog infrastructure is made up of a variety of embedded systems. They might be 
subjected to a variety of methods, such as the person in the center approach in a fog 
computing environment (38). Information and networking are the most significant 
concerns in a fog computing environment. 

7.8.4 � Administrative Difficulties

A way of system computing through the network edge is the dissemination of 
resources above the fog nodes. Delivering tiny operations over fog devices; however, 
has its own set of problems. In the fog computing industry, the proper management 
of the infrastructure, and hence, the acquisition of resources is the most pressing 
challenge. In local service management, there are several challenges. Fog computing’s 
structure enables it to modify and adapt to a variety of difficulties, which include 
resource scarcity and malfunctions. If any fog component fails, the system will be 
brought to a halt, with no capabilities accessible from the affected fog layer. In a fog 
computing environment, these services are simulated.

Many issues are associated with resource abstraction, which includes relocation, 
delay, and activation, and must be managed appropriately for services to be access-
ible during an outage. The fog architecture is made up of cloud and edge gadgets. 
The coordination of these diverse edge devices, as well as the cloud platforms that are 
used to execute computing and storage in a decentralized system (39), needs to be 
addressed. As a result, the final connection of fog devices and the cloud hosts must 
be loaded into the memory.
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Clouds, fog, and edge-​based systems have huge benefits in agricultural industries, 
but they also have a number of drawbacks. The obstacles and potential solutions are 
well described as follows.

1.	 Confidentiality (9–​14, 40–​43)
Security and privacy issues, authentication and integrity, identification and 
encrypted communications, and adherence and laws are the major issues 
when it comes to smart agriculture that uses cloud technology (44). This is 
because smart farms create a massive quantity of data from numerous sources 
of data such as detectors, motors, and end devices. As a result, there is a 
risk of information leaks for information cloud storage. Farmers and agri-
cultural enterprises may suffer significant financial losses because of this. To 
tackle this problem, apps must combine cloud (42) with greater computation 
power, such as edge computing, processing enormous data, machine intelli-
gence capabilities, and high security.

2.	 Mobile assistance (40)
Because smart farms constantly collect additional field data, they require 
transportation assistance and actual data analysis. These functions are not 
available if the farms are solely connected via the cloud. The properties of 
fog, on the other hand, allow for the real-​time collection of information and 
interpretation in the field. Furthermore, there is a consistent high internet 
speed for real-​time data analysis. Combinations of fog and edge have been 
proposed to overcome this problem since they have properties, such as low 
delay, bandwidth efficiency, and high flexibility (40).

3.	 Management and analysis (45, 40, 46, 47)
In sustainable farming, data analysis and prediction are critical. In terms of 
actual data, smart fields that rely only on the cloud to evaluate and deliver 
outcomes will fall short. A hybrid of edge–​cloud or fog–​cloud might be an 
ideal option in this instance.

4.	 Power enhancements (45, 46, 48, 49)
Cameras, motors, and portable devices are required for smart farming to 
function. To gather information and deliver it to other levels or for analysis 
on the network edge, all these sensors require electricity (50–​52). Effective 
generation and energy management capabilities extend the life of cells. 
Sources of energy, such as solar electricity, can be employed as an option to 
extend the life of sensor networks (46, 49, 53).

5.	 High equipment expenses (45, 47, 54)
In cloud-​based smart agriculture, the act of posting and data analysis uses 
equipment and a number of cloud network services, such as cameras as well 
as other end devices to continually gather data and transfer it to the cloud. It 
also covers the implementation of the IoT in smart farms. To control oper-
ational cost difficulties in smart agriculture, effective price management is 
important.
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6.	 Internet access (55, 56, 57)
Among the most prevalent challenges in smart farming, particularly in 
remote regions, is an inadequate internet connection. To be a smart plan-
tation, you must have internet access. Data leakage, computational ineffi-
ciencies, sluggish information upload speeds, and delayed response are all 
challenges that are caused by bad internet access in fields. Furthermore, if 
smart farming is simply connected to the cloud, the same issues will arise. 
Fog computing, on the other hand, could address these concerns because it 
operates local network and database servers. As a result, local data analysis is 
feasible since it includes offline operations.

The smart agricultural systems must dynamically establish the filtration period 
and frequency, and the software must understand the contextual conditions to 
complete the filtering. To put it another way, the smart agricultural system should 
modify the filters that depend on the evidence that is acquired from the crop field 
by the instruments.

7.9 � Connectivity of Fog Elements to Cloud
Due to advances in the IoT and IT technologies, massive amounts of data will be 
generated that must be processed quickly and sustainably (58). To meet the growing 
demand for devices, by managing the process locally rather than in the cloud, fog 
computing performs on par with CC. Fog computing is a hybrid of the IoT and CC. 
The interconnectedness of fog and cloud has been revealed (59). Fog computing pri-
marily provides real-​time services to end users and brings CC capabilities closer to 
users. Fog is superior in a few areas. Low latency, no bandwidth issues, high security, 
power efficiency, and improved user experience are some of the fog’s key advantages 
over CC. Because of these characteristics, opting for fog computing over CC is a 
wise decision.

The following are some distinctions between fog and CC.

1.	 The cloud’s architecture is focused and contains massive amounts of data, 
whereas fog computing’s architecture is distributed, with millions of small 
nodes that are placed as close to client devices as possible (58).

2.	 Fog connects data centers and hardware, bringing them closer to end users. 
If there is no fog layer, the cloud communicates with devices directly, which 
takes time.

3.	 CC’s advantages over fog computing are its CC capabilities and storage 
capacity.

4.	 Fog performs short-​term edge analysis due to its quick response, whereas the 
cloud focuses on long-​term deep analysis due to its slower responsiveness (59).
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There are several parallels. They are similar and complementary to one another. 
They collaborate so that the benefits of one offset the disadvantages of the other.

1.	 Both architectures are made up of multiple nodes that are linked to physical 
devices.

2.	 In cloud and fog computing, computer resources are placed between data 
sources and the cloud or any data centers (58).

7.10 � Conclusions
In this chapter, a modern agricultural system was discussed, which was based on the 
framework of the IoT and fog computing, which extended the benefits of CC and 
reduced service delays. Through a more accurate and resource-​efficient method, fog 
computing holds the promise of delivering more productive and sustainable agri-
cultural production. Both are similar however edge is faster and has a higher latent 
value than fog and cloud. In a variety of ways, fog computing has benefited a wide 
range of industries, which has influenced profit growth. This work contributes by 
providing a comparative and comprehensive analysis of the issues and applications 
for fog computing in agriculture.

A comparison study aided in the most thorough investigation of the accuracy 
of all fog computing approaches, as well as a summary and conclusions on pre-
vious work. Fog computing and the IoT were concentrated on addressing agricul-
tural production challenges, as well as previous research findings and diagrammatic 
overviews. As a result, the implementation of fog computing could provide add-
itional benefits and new opportunities in the smart agricultural domain.
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8.1 � Introduction
Traffic congestion on roads is a significant problem worldwide. Exhaust gas emissions, 
long travel delays, wastage of fuel consumption, and unsure travel timing are some 
of the issues that are created by unprecedented traffic congestion in urban areas. The 
intelligent management of vehicular traffic flow, real-​time traffic monitoring, and 
real-​time suggestions to commuters can reduce the acute impact of traffic conges-
tion on the environment. This is the motivation behind the fog computing based 
cognitive analytics model for smart traffic control. The fog computing environment 
has multiple fog resources with the Internet of Things (IoT) sensors distributed 
over many geographic locations. This environment allows users to monitor real-​
time data and the summarized attributes for inference rules creation. Deployment of 
cloud applications for decision-​making and to display the summarized results of IoT 
sensors on mobile devices is a common practice today (1). The IoT devices are profi-
cient in generating and capturing signals for the creation of data in any system. Data 
gathered from IoT devices could be structured or unstructured (2). The manipula-
tion of sensor data could be assisted by different technologies, such as cloud, edge, 
fog computing, and machine learning (ML).

1.	 Cloud computing
In the last few decades, cloud computing platforms have provided a high com-
putation environment with dynamic storage capability. Centralized cloud 
centers provide on-​demand access to data storage, computing functions, and 
ML models (3). Data size is growing rapidly; however, data storage and ana-
lysis in cloud centers results in high latency, network congestion, and a delay 
in query response time.

2.	 Fog computing
Fog computing provides auxiliary features to cloud computing by performing 
regional computation and abstraction from the central server to the edge net-
work resources. The advances in fog computing have provided numerous 
choices for storage, networking, and data analysis in a fog environment (1). 
Some real-​time applications, such as smart traffic systems require data pro-
cessing and analysis instantly. So, fog computing constructs a low latency 
network interface between the IoT sensors to reduce the response time and 
make transmission and analysis faster (2).

3.	 Motivation
The proper management of traffic flows, synchronization of traffic lights  
and distribution of information to commuters about the traffic status is a  
tough task to achieve in developing countries. A cognitive model for smart  
traffic control could help execute regional spatial queries locally and to  
achieve the goal of an intelligent traffic system. In most developed countries,  
traffic is lane-​based, orderly traffic (Figure 8.1), which is easy to process for  
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insights. In developing countries, traffic is very much more chaotic as shown  
in Figure 8.2. In unordered traffic two and three-​wheelers, cars, and heavy  
vehicles are intermingled on the same road chaotically. So, chaotic traffic  
requires significant research and a proper real-​time insight model. Proper  
traffic optimization could be helpful in the avoidance of traffic congestion  
and reducing exhaust gas emissions. So, the deployment and optimization  
of fog resources within a cloud environment in a cognitive manner could  
reduce the use of cloud resources. The outcomes of these fog resources would  
be helpful in the creation of inference rules for decision-​making. Therefore,  
with the help of middleware computing units in the fog environment, the  
local suggestions from regional inference rules that are created from those  
geographic regions can be optimized.

Figure 8.2  Chaotic traffic.

Figure 8.1  Lane-​based traffic.
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8.2 � Related Work
8.2.1 � Intelligent Transport System

An intelligent transport system (ITS) is an interdisciplinary combination of different 
research domains. Embedded research is required for the optimized construction 
and deployment of road sensors, such as acoustic, proximity, and magnetic loop 
sensors. A mobile computing background is necessary for the utilization of mobile 
sensors for sensing traffic density. Knowledge of signal processing and ML is required 
for analysis and pattern recognition in sensed data that is acquired from sensors. 
Synchronization and proper protocol communication between the IoT sensors with 
the traffic authority are required for optimized traffic control.

For traffic prediction and classification, different kinds of ML models could be 
used after preprocessing the sensor data. So, after deployment of the fog layer, a low 
latency network could be created for better real-​time traffic prediction.

8.3 � Proposed Cognitive Model for Smart Traffic  
Control

8.3.1 � Phase 1: Deployment of Static Sensors at 
Highest Traffic Density Locations (IoT Layer)

1.	 Acoustic sensors
Acoustic sensors are noise based and helpful for non-lane-​based traffic recog-
nition (4). The placement of these sensors will be at significant locations  

Figure 8.3  Fog computing architecture with layers.
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to sense vehicle noises. The sensor’s recorded data will be transferred to the  
nearest fog units for further processing. In the fog units, sensed attributes  
would be linked with location coordinates and geometric constructs for fur-
ther analysis. The categorization of sensed noise attributes in various classes  
with spatial-​temporal attributes would lead to the recognition of regional-​ 
based patterns.

2.	 Proximity sensors
Proximity sensors are composed of transmitter–​receiver pairs across the road 
to sense the obstacles between them. Here, a transmitter continuously sends 
the packets, and the facing receiver quantifies metrics like packet reception 
ratio and signal strength. Sensed attributes from these sensors will be shared 
with fog devices and correlated with location coordinates and geometric 
constructs allocated to their coordinates. Signal strength will be different 
according to the road width, which is why linking with spatial coordinates 
and geometric constructs is necessary for better predictions.

3.	 CCTV images and videos
CCTV surveillance is common worldwide and depicts the traffic incidents 
and traffic density status in urban areas. There are various algorithms for 
object recognition, evaluating traffic density, and measuring vehicle speed 
from video footage (5, 6, 7, 8). In chaotic traffic, vehicle detection is a tough 
task to perform. The traffic coverage area on a road could easily be identi-
fied from static CCTV footage based on Haar features within a frame. The 
measured window of traffic density would be trained from these features 
for the approximation of traffic in each direction with locations and geo-
graphic constructs. This could be helpful in the prediction of the traffic 
coverage area for geometric constructs with spatiotemporal attributes. So, 
the task of vehicle recognition and continuous video analysis will be reduced 
to traffic window polygons that will be easily processed with geographic map 
polygons.

4.	 Mobile sensors
GPS (global positioning system) on public transport and GPS and sensors on 
smartphones mapped to traffic polygons and geographic regions will be used 
for traffic polygons intensity and flow with time.

Accelerometer meter readings from smartphones could be used for brake identifica-
tion within traffic polygons (9, 10, 11, 12). These values could be easily correlated 
to entry and exit times in traffic polygons and combined with other regional sensors 
for more precise patterns. All the sensed attributes within a specific bounding box 
could lead to the proper size and variation in traffic polygons with time. This would 
be helpful in route suggestions for users and overall traffic light synchronization for 
the traffic authorities, as shown in Figure 8.4.
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8.3.2 � Phase 2: ETL Process for Sensed Attributes of  
Sensors in the Fog layer

This idea is implemented through the ETL (extract, transform, load) process of 
locally sensor data at the fog site and the creation of facts with inference rules locally. 
So, various parameters, such as busy routes, traffic density, and traffic light syn-
chronization are correlated with spatial population, weather (e.g., rain and fog), and 
exhaust gas emission. The sensed attributes from all static sensors will be analyzed 
with their spatiotemporal attributes to create regional inference rules. These infer-
ence rules will be helpful in the creation of traffic density polygons with time in 
those specific regions. Therefore, users traveling in adjacent geographic polygons 
could be informed locally to reduce the efforts of the main cloud centers.

The implementation of a created knowledge base in a cognitive model could be 
helpful in the handling of spatial queries. Spatial queries at the fog sites could be 
handled efficiently using an indexing approach, such as an R tree with few bounding 
boxes for that region, which would have all the traffic polygons with the geo-
graphic polygons. The historical data from the traffic polygons for associated routes 
within a city could be used for daily traffic patterns, route suggestions, and traffic 

Figure 8.4  Fog computing based cognitive model for smart traffic control.
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light synchronization. The inference rules created for that specific region would 
be optimized for better traffic prediction and suggestions in real-​time. The spatial 
queries within the fog site could be executed in a distributed environment according 
to their spatial regions (i.e., bounding boxes). A knowledge base of the fog sites will 
be updated within the cloud environment for mapping of client suggestion layout 
with query execution.

8.3.3 � Phase 3: Regional Traffic Geometric Constructs,  
Inference Rule and Knowledge Base Management  
in the Cloud Layer

The summarized attributes and regional patterns at the fog sites will reduce the com-
putational time in the cloud servers. The users from spatial regions in the fog sites 
could be easily correlated with traffic polygons. The application dashboards of these 
users would receive summarized attributes of traffic polygons in real time when they 
reached the associated bounding boxes or spatial regions.

8.4 � Conclusions
A fog-​based cognitive analytics model could handle and suggest a regional know-
ledge base for smart traffic control. The inference rule created at the local fog spatial 
regions would be helpful for the creation of generalized spatial inference rules in 
the cloud environment. The complexity of the model would depend on the traffic 
and geographic polygons rather than the object recognition and analysis, which 
was why the implementation could be real-​time computable at the fog sites or on 
smart CCTVs. This model is optimal for chaotic traffic sensing, real-​time route 
suggestions, and low latency networks. The creation of a further knowledge base that 
uses multiple IoT sensors could be helpful in smart city models.
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9.1 � Introduction
Industry 4.0 is the fourth mechanical revolution where mechanical worldview, 
PCs, and computerization will combine in another creative manner. Industry 4.0 
is a lot of mechanical changes that are intended to allow a clear construction to be 
introduced into the assembling cycle. It is the utilization of digital actual frameworks, 
the Internet of Things (IoT), appropriated processing, and intellectual figuring into 
the collecting and administration platform. Virtualization (1) is referred to as the 
backbone of cloud computing, a procedure that is used to optimize the full use of 
the capabilities of computers. It is a technique used to make many OS (operating 
system) applications work on our workplace desktops.

In Industry 4.0, virtualization will contain a few innovation patterns that 
include distributed computing, versatility, and the IoT. Strong, high-​accessibility 
networks that give representatives, machines, PCs, and applications access to infor-
mation from any gadgets, which assemble a proficient IoT framework are much 
more effective. Virtualization is one of the plan standards alongside interoper-
ability, decentralization, seclusion, administration advances, and ongoing ability 
that are shaping Industry 4.0 applications. A virtualized cloud framework will take 
on various issues that are faced effortlessly. Virtualization has some advantages: it 
decreases the number of actual assets required and gives an approach to fragmenting 
organizations, applications, or cycles. Virtualization can work at an association, 
laborer, or singular stage level. It licenses you to run various meetings for different 
people or simultaneously or to disconnect a singular work region into two virtual 
machines (VMs).

With virtualization (2, 3) and the increasing presence of the web, people have on-​
demand permission to numerous PCs as they need, and the way that these PCs exist 
remotely in some data centers does not affect an individual’s ability to manage and 
use a machine. Nowadays, about a million servers are virtualized into VMs. These 
structures have better stability and availability. Virtualization-​based consolidation 
no longer affects servers, but it improves the performance of the whole server and 
its components, such as storage, network, and centers. As cooling and space become 
vital issues for the server farms, the power saving limits of virtualization through 
computer programs are logically critical. Organizations are currently watching their 
virtualization stack as an approach to work on information technology (IT) assets to 
make their cycles more proficient, as shown in Figure 9.1.
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9.2 � How Does Virtualization Work?
Virtualization is the route toward running a virtual PC framework in a layer that is 
disconnected from a PC system in a layer within the actual equipment. It allows the 
running of simultaneous working frameworks on a solitary foundation/​environment. 
With this development, significant IT organizations are using resources that, for the 
most part, are bound to equipment. It licenses the use of an actual machine’s full cutoff 
by distributing its capacities among various customers or conditions. Hypervisor (4), 
also known as a virtual machine monitor (VMM), is software, hardware, or firmware 
that enables various virtual operating systems to run on a single computer system 
simultaneously. A host machine is a computer on which a hypervisor runs, and guest 
machines are individual virtual operating systems. Hypervisors consume your valid 
resources and then divide them up so that virtual environments might make use of 
them. With virtualization, partitioning, isolation of physical servers, and hardware 
independency is achieved, and all the data is securely encapsulated.

All the virtual operating systems are independent of the host hardware but share 
all the related resources of the host machine such as memory, processors, and storage. 
This helps in reducing energy, maintenance, and space requirements.

The main role of the hypervisor is to fulfill the needs of virtual operating systems 
and manage them effectively. Each machine is independent; therefore, they do not 
interfere with each other and when one virtual operating system crashes or faces an 

Figure 9.1  Smart services by Industry 4.0.
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issue, the other virtual operating systems continue to work normally. Therefore, the 
hypervisor translates requests between the virtual and physical resources.

A VM (5, 6) is a software application that runs on software rather than a physical 
device. On a physical hardware device, a VM is a virtual world that acts as a virtual 
operating system with its memory, processor, network interface, and storage. In add-
ition, although they all run on the same host, each virtual machine runs its operating 
system independently of the others. A hypervisor divides the computer’s resources 
from the hardware and configures them so that they can be accessed by the VM. This 
ensures that a virtual Mac OS virtual machine, for instance, will run on a real PC.

Virtualization allows you to work a few frameworks without any delay (e.g., 
Windows, Linux, and Mac OS) on that actual machine. This service essentially 
replaces your IT department, which allows you to cut costs when increasing revenue. 
With virtual work area facilitation, you can access your documents at any time and 
from any location. This frees you from actual hardware and programming issues, 
reduces your business expenses, and gives you more opportunities to grow your 
business, because you no longer have to worry about IT issues. For most people and 
organizations, virtualization is an energy-​effective framework. Virtualization offers 
better uptime, and it allows for the faster deployment of resources. Virtualization 
permits you to simplify and amplify your assets, which lowers the amount of actual 
hardware you need and offers more benefits and uses for the servers you do utilize.

9.3 � Virtualization Helps Applications: Hardware 
Independence

Through virtualization, hardware independence is easily achieved. It is the correct 
method to achieve it, and isolating the administration you depend on from the 
equipment and hardware is a significant advantage that virtualization offers. A vir-
tual environment (7, 8) means less actual hardware use; therefore, your IT group 
will invest less energy and time in maintenance. Virtualization exists at the compute, 
storage, network, desktop, and application levels.

9.3.1 � Compute Virtualization

Compute virtualization refers to the method of concealing the physical hardware 
from the system and allowing many operating systems to run simultaneously on one 
single or clustered physical machine. This process combines an OS and an applica-
tion into a transportable VM.

A VM appears to be and works the same as a physical machine. Each OS runs on 
its own VM. For virtualizing the compute area, a virtualization layer is put between 
the hardware and the VM. The virtualization layer is additionally referred to as the 
hypervisor.
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9.3.2 � Storage Virtualization

Storage virtualization is a technique for providing a logical view of the physical 
storage resources to the host when covering the more complex parts of those storage 
resources. The logical view appears as the physical storage that is directly connected 
to the host. Tape storage virtualization, disc addressing, hot based management of 
volume, and LUN (logical unit number) (9) development are a few examples of 
storage virtualization. The virtualization layer handles the logical-​to-​physical storage 
mapping. It conceals the identities of the physical storage devices and establishes a 
storage pool by combining storage resources from multiple heterogeneous storage 
arrays.

Increased storage usage, adding or removing storage without impacting an 
application’s availability, storage management simplification, and nondisruptive data 
migration are all major advantages of storage virtualization, as shown in Figure 9.2.

9.3.3 � Network Virtualization

This refers to the software abstraction of a previously delivered hardware-​based net-
work infrastructure. Numerous physical networks can be merged into a software-​ 
based network, and a single physical network can be divided into discrete and  
distinct virtual networks. This program also enables administrators to transfer VMs  
between realms without reconfiguring the network. The software creates a network  
overlay that enables numerous virtual network layers to run on top of a single phys-
ical network fabric.

Figure 9.2  Compute virtualization.

 

 

 

 

 



152     Bio-Inspired Optimization in Fog and Edge

9.3.4 � Desktop Virtualization

Desktop virtualization technology aims to centralize the operating system of personal  
computers in the data center. End users can access desktops that are hosted at the  
data center using several endpoint computers, which act as VMs within the virtual  
data center, as shown in Figure 9.3. Application execution and data management are  
handled locally at the data center, rather than at the endpoint computers, as shown  
in Figure 9.4.

Figure 9.3  Storage virtualization.
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It is a software technology that enables users to easily deliver, protect, and manage  
desktops and applications while controlling costs and ensuring that end users can  
work from any device at any time. In addition, virtual desktops give the IT team  
greater consistency over system settings and policies. It decouples the desktop envir-
onment and its associated application software from the physical client device that  
accesses it, as shown in Figure 9.5.

9.3.5 � Application Virtualization

This reduces system joining and association costs by keeping a regular program-
ming standard across differently arranged PCs in an association. Fewer combin-
ations secure the working framework and different inefficient applications.  

Figure 9.4  Network virtualization.

 

 

 



154     Bio-Inspired Optimization in Fog and Edge

Application virtualization moreover deals with application performance and  
scalability.

A VM compensates for a biological system that intelligently isolates itself from 
the basic hardware. Virtualization has advantages, such as server consolidation and 
better use of hardware resources.

Therefore, virtualization helps when reevaluating the hardware utilized, removes 
additional energy costs, and limits the utilization of specific assets. It assists com-
panies with sharing assets; therefore, they buy less actual equipment. One server 
hosts many servers, therefore reducing spending. Reduced hardware requirements 
mean less power is consumed to run them with lower cooling costs. Therefore, less 
cash and energy are invested in maintenance and actual administration, prompting 
additional cost savings.

9.4 � VMware
VMware (10) is a hypervisor for VMs that communicates with the host’s physical 
machine. It allots resources to a variety of guest operating systems. The guest operating  
system utilizes the VMs resources. The hypervisor isolates each visitor's  
operating system, which allows each to operate independently. If one visitor's oper-
ating system crashes, becomes unstable or is infected with malware, this does not 
affect the performance or activity of the visitors that run on the host. This ensures 
virtualization, which allows for more efficient use of physical compute resources. 
Each VM includes a setup file that stores the VMs settings, a virtual circle file that 
acts as a software-​based hard drive, and a log file that records the VMs activities, such 

Figure 9.5  Desktop virtualization.
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as system crashes, hardware changes, VM relocations from one host to the next, and 
the VM’s status.

9.5 � vSphere
VMware vSphere (11) is the company’s enterprise virtualization platform, which is 
composed of ESXi hypervisor software and the vCenter Server management plat-
form that manages multiple hypervisors. Standard, Enterprise Class, and Platinum 
editions of vSphere are available. Each enables strategy-​driven VM stockpiling, real-​
time responsibility movement, and built-​in network security. The higher-​quality 
options include encryption at the VM level, container management, load balancing, 
and unified network management. Platinum provides security solutions and integra-
tion with third-​party security solutions.

9.6 � vMotion
Migration of VMs that starts with one actual host and then moves to the next with 
no downtime can be achieved with vMotion. This technology permits the VM cycles 
to continue to run during the migration. Of note is that VMware upholds the cold 
relocation mode, which implies that movement can be performed when the VM is 
killed or suspended. As the live relocation is carried out, the VM holds its current 
memory content, network characteristics, and associations, and all the extra data 
that characterizes it. On a gigabit ethernet organization, the cycle of relocation takes 
<2 s according to VMware documentation.

9.7 � vCenter
One of vSphere’s significant segments is vCenter Server (12). This is the adminis-
tration part of vSphere. It permits VM organizations to be supervised by a huge 
assortment of host workers. It dispenses VMs to hosts, dispenses assets for them, 
screens executions, and mechanizes work processes.

9.8 � Hardware and Software Separation Using  
Virtualization

Virtualization is the route toward running a virtual PC framework in a layer that is  
disconnected from a PC structure in a layer removed from the actual physical hard-
ware. It refers to running concurrent operating systems on a single infrastructure or  
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environment It isolates the hardware structure, which makes it very adaptable for  
organizations and companies, as shown in Figure 9.6.

Virtualization is the innovation that permits clients to carry out specific activ-
ities in a virtualized climate. By virtualizing workers, accumulating, association, or 
applications, the move toward comparative functionalities without being near the 
hardware can be achieved. It could be the best technique to help associations cut 
down IT costs, support efficiency, and move toward a planned strategy. One of the 
primary concerns behind virtualization is taking actual machines and transforming 
them into virtual ones. In summary, it reduces the hardware and equipment an asso-
ciation needs to purchase.

Figure 9.6  VMware vSphere framework.
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Virtualization allows one PC to show two working frameworks. Each PC has  
enough computational capacity to compute multiple frameworks and fulfil multiple  
requests.

Because all the virtualization is carried out on a virtual arrangement, the upkeep 
of these assets turns out to be more cost-​effective, and they require less electrical 
energy compared with an equivalent equipment arrangement. Similarly, there will 
be better help, and overhauls and fixes are simpler to utilize.

9.9 � Comparison of Before and After Virtualization
Dual boot is the point at which a client divides the hard drive and introduces an  
alternate OS in each segment; therefore, when the PC is turned on, the client can  
choose which OS to startup. Hardware-​based computing requires dedicated hard-
ware for each network function, such as routers and firewalls. To make changes,  
broadband providers must manually update each hardware appliance. This arduous  
cycle can require weeks (or even months) when carrying out new administrations,  
especially if the network apparatus is remote. These slow and manual processes are  

Figure 9.7  VMware vSphere framework.
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also prone to errors. Therefore, legacy networks suffer from inflexible dedicated  
hardware and are prone to errors.

The expenses of buying, introducing, and designing machines are high. In add-
ition, the huge upfront expense and restricted versatility of committed equipment 
mean that numerous broadband suppliers purchase more equipment than they 
need, in order to guarantee that they can meet high traffic demand later, as shown 
in Figure 9.8. Furthermore, for high demand, broadband providers need to buy 
more hardware.

A virtualized network is supported independently of the hardware, which saves 
time, resources, and money.

	■ Since virtualization doesn’t need real equipment segments to be utilized 
or introduced, IT departments discover it is a less expensive framework to 
maintain.

	■ Most virtualization infrastructure providers and suppliers update the 
equipment and software that will be used.

	■ Uptime has increased dramatically because of virtualization innovations. 
Several suppliers guarantee an uptime of 99.9999%. For example, cloud ser-
vice providers (13) like GCP, AWS, and Azure give such uptime.

	■ In virtualization, you can back up the entire virtual server and the virtual 
machine with frequent snapshots of the virtual machine to ensure data 
security and backup.

Figure 9.8  Concept of before and after virtualization.
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	■ A physical system tends to have a considerable loss when a disaster occurs; 
however, virtualization facilitates the easy recovery of up-​to-​date data even 
when a catastrophe occurs.

	■ Virtualization requires less physical hardware and time for the setup and 
maintenance of servers.

9.10 � Virtualizing x86 Hardware
VMMs (14) work on implementing a specific rule. They alter the computer system 
according to some principle. VMMs do not allow strange software to run on a 
machine. They implement the layering of VMs and create hundreds of clones of the 
hardware and drive them on different OS. A VM is a stronger, better, faster version 
of a machine.

The distinct properties of VMMs are: 1. they give a medium for applications to 
function; 2. they make the programs run faster than the original one; and 3. VMMs 
keep a check on all the parts of the system.

1.	 Compatibility
This allows it to run anything as it used to run in its natural habitat. There is 
no change in the environment and no limits.

2.	 Performance
There will be a minor increase in running velocity and that could be classed 
as an upgrade. The new design systems should not be inferior to the previous 
ones. There should be some sort of improvement.

3.	 Isolating
To run VMs independently without any effect from the other VM in the 
vicinity. This helps in performance and security, both of which are important. 
A code that is filled with a virus could ruin all the infrastructure; therefore, 
care should be taken.

There are four major challenges to the virtualization of x86 hardware.

1.	 The x86 hardware cannot be virtualized easily because some code in it was 
blocking the attempts. Trap-​and-​emulate and many other techniques failed 
to work. Experts thought that there was no way to alter the x86 hardware in 
the way they wanted to. This is a problem, which is a tough challenge.

2.	 The x86 architecture is very complicated and can’t be comprehended by a 
novice. It takes a long time to build. With time, many new features have 
been included in it, to make it immaculate and enhance security, power, and 
overall quality.
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3.	 They have a large number of attachments. Virtualizing these was time-​
consuming. It had a negative impact on many things, which engineers did 
not want.

4.	 The design of the graphic user interface or machine hardware had to be 
straightforward for clients that had no knowledge.

9.11 � Techniques to Virtualize x86 Hardware
9.11.1 � Full Virtualization

The hardware architecture is fully simulated in this hardware virtualization. Any 
program can run without any modifications. Administrators might use full vir-
tualization to combine new and old systems to create something better and more 
effective. Virtualization necessitates simulating any component and function of the 
hardware in one of the VMs. Any program that can run on the hardware can run on 
the VM in this environment. The hypervisor, which operates at a higher privilege 
level than the operating system, is the gateway to completing the virtualization.

	■ This approach allows you to merge existing systems to create new systems 
with greater productivity and better hardware organization.

	■ This approach helps to reduce the maintenance costs associated with restoring 
and improving older systems.

	■ This technique can be used to improve less capable systems when reducing  
physical space and improving the company’s overall efficiency, as shown in  
Figure 9.9.

Figure 9.9  Full virtualization.
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9.11.2 � Paravirtualization

The hardware does not simulate this type of hardware virtualization, and the guest 
program runs its isolated device. Only the applications and programs that function 
for their websites are run precisely, without any hardware simulation. Since the 
paravirtualized OS is updated to be aware of the virtualization, the guest is aware 
of its surroundings when using paravirtualization. It is a technique that involves a 
guest that knows that it is a guest and works in that manner to its fullest extent. 
It does not have the authority to make demands for itself. It cannot perform high 
authority tasks because it is not allowed many resources. The meaning of the prefix 
‘para’ is ‘beside’. The hypervisor works on improving the machine and makes it 
more organized. Its task is to alter all the commands in the VM with calls. Kernel 
operations require calls from the hypervisor so that it can work on its basic features, 
such as managing errors, keeping track of time utilization, and reducing waste in the 
memory. If this technique is not used properly, it can cause huge problems; there-
fore, it must be implemented by experts.

	■ It improves performance by reducing the number of VMM calls and 
preventing the use of privileged instructions without permission.

	■ This technology is very beneficial because it improves server capacity without 
the expense of running the host software.

	■ With this type of virtualization, several OS can be run on one single server.

Figure 9.10  Paravirtualization.
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9.11.3 � Hardware-​Assisted Virtualization

Hardware-assisted virtualization is another version of full virtualization (15) in 
which the core can virtualize a system. This will change the system a lot, because 
it will give the guests some rights within the system processors, without harming 
the primary machine. This is the so-​called hypervisor. Manufacturers of hardware 
devices are considering the future and trying to develop devices that are compat-
ible with the newer and in-​demand techniques. The customer base prefers newer 
technology-​compatible systems. The newest systems are the only ones that include 
these facilities. In most cases, this technique is productive compared with other 
less advanced techniques. Software is now more flexible and can better incorporate 
changes, compared with older versions.

Conclusions
Throughout this chapter, the industry standard version 4.0-​based virtualization was 
discussed, as well as the impact it has on business operations. How the concept 
of virtualization could be applied at the compute, storage, network, desktop, and 
application levels to improve the utilization of resources at the various levels of the 
organization was discussed. Virtualization technologies, such as VMware, vSphere, 
and vMotion were introduced at the hypervisor level. Under the heading of vir-
tualization, the concepts of the hypervisor and x86 architecture were discussed in 
greater depth. In conclusion, virtualization plays a critical role in the industry, as it 
transitions to version 4.0.

Figure 9.11  Hardware-​assisted virtualization.
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Future scope for the technology:

1.	 Cloud service providers can enhance the security services.
2.	 Using cloud computing, market growth might increase rapidly.
3.	 Based on market needs, the storage capacity of data centers must be increased 

to capture the bandwidth.
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10.1 � Introduction
Recent developments in the computing platform (cloud computing), network 
infrastructure [e.g., 5G and SDN (software defined network)], and self-​learning 
algorithms [machine learning (ML)] have led to increased interest in the large quan-
tity of medical data and have provided useful analysis for further decision-​making 
in almost all sorts of businesses that include healthcare. Industry, particularly 
healthcare, has benefited from these systems especially ML and big data. Healthcare 
data referred to as EMRs (electronic medical records, e.g., 20% supervised and 80% 
unsupervised) is collected through a plethora of devices (e.g., smartwatches and fit 
bits) and processed by these intelligent systems for a long list of applications that 
includes smart records, medical imaging and diagnostics, drug discovery and devel-
opment, reducing the cost of healthcare, and better establishing patient–​doctor (or 
consumer–​provider) relationships (1).

Traditionally, the old rule-​based systems were very difficult to realize because 
of the structure (unstructured data) of the data and limited computing power. The 
cloud computing revolution made this possible today. Cloud computing technology 
components, especially, data centers, provide us with the required storage (e.g., S3) 
and deployment (i.e., of predictive analysis models) with long-​term and lower cost 
and on-​demand (easy access) basis (2). Kumar Sharma et. al. (2) carried out thor-
ough research on the management techniques for a variety of healthcare data man-
agement systems over the cloud and highlighted the advantage of this technology 
during the COVID-​19 pandemic along with a discussion of some future challenges. 
Security and privacy of medical data in the cloud are always a concern to researchers 
(3). For example, to restore privacy, one of the recent works with many encryptions 
is CBIR (content-​based image retrieval) (3). This helped to develop applications for 
cloud computing in healthcare data, for example, the Internet of Medical Things 
(IoMT) and the successor of cloud computing, fog computing (4).

Optimization has a dominant place in cloud computing and ML. The huge 
amount of data processing over unlimited available resources in the cloud is badly 
affected if task-​resource scheduling is not carried out properly. This task-​resource 
scheduling can be of two types: 1. dependent and workflow; and 2. independent 
scheduling. Based on the two actors involved, for example, the consumer and pro-
vider, the optimization criteria are consumer-​desired (e.g., makespan and time) and 
provider-​desired (e.g., utilization and throughput). A comprehensive study (5–​8) 
showed the prominent optimization techniques that were utilized for workflow 
scheduling; ant colony optimization, genetic algorithm (GA), particle swarm opti-
mization (PSO), league championship algorithm (LCA), and bat algorithm. For 
the latest and modern approaches such as big-​bang big-​crunch, researchers (9–​12) 
carried out a series of works. ML tasks along with optimization have been widely 
investigated and are still an interesting research area (13). In this work, optimization 
in the predictive analysis was focused on. This way, the optimization at different 
levels improved the overall performance of the system.

 

 

 

 

 

  

  

 

 



Optimized Cloud Storage Data Analysis    167

ML algorithms are deployed in the cloud environment for remote prediction 
(e.g., supervised or unsupervised classification and regression) on a huge amount of 
real-​time data that is submitted. These algorithms require the data to be cleaned or 
transformed appropriately for further training and validation. Accuracy, confusion 
matrix, precision, recall, and ROC AUC (area under the receiver operating char-
acteristic curve) are the well-​known terminology for performance evaluation. ML 
in healthcare data analysis is popular today (14–​16). A comprehensive survey by 
Dhillon et. al (15) summarizes the ML work to date for all types of healthcare data, 
clinical, omics, and sensors. Clinical data [HER (human epidermal growth factor 
receptor)] refers to patient records that are collected during ongoing treatment, 
and sensor data represents data collected from various wearable and wireless sensor 
devices. The omics data is composed of genome, transcriptome, and proteome data. 
The variability in healthcare data is suitably handled by clustering (e.g., unsupervised 
or semisupervised) compared with supervised learning (17).

To date, the literature discussed favored a healthcare data analysis setup in a 
local environment. The researcher trend has been inclined toward the real-​time real-
ization of this task and hence the integration of data, ML, and cloud platforms 
has become of interest among researchers (18, 19). The emergence (or advances) 
in the Internet of Things (IoT) fog, and big data have given a boost to a solution 
for this research challenge (20). Optimization has a must-​to-​implement concern 
now to obtain optimal and faster results (21–​24). In this chapter, two important 
diseases, anxiety and depression (i.e., the psychological disorder and indicator of 
public mental health) and breast cancer, are focused on as examples for the theme 
of optimized cloud-​deployed healthcare data analysis. In the recent literature on 
anxiety and depression, a study was conducted on college students (25), on all ages 
in the general population (26, 27), on the geriatric population (28), and on sailors  
(29–​31). A survey on the population of Kenya stated that 50% of the population 
was depressed (32).

10.2 � Motivation for This Work
The COVID-​19 outbreak has negatively impacted the physical and mental health 
of the general population in every part of the world. Previously, other outbreaks had 
similar but more adverse effects, in 2003 (SARS), 2009 (H1N1), 2012 (MERS), and 
2014 (Ebola) (33). The impact of stress, anxiety, and depression are prime among 
many psychological disorders that have been studied during pandemics (33, 34). 
Studies on the general populations of countries that include Turkey (34), the UK 
(35), Germany (36), Hong Kong (37), Denmark (38), and Ireland (39) have seriously 
advocated well-​being and mental health status. New mutations of coronaviruses are 
emerging, and therefore, the prevention and cure of public mental health issues 
are of the utmost importance for everyone. In this chapter, a cloud-​based frame-
work is proposed to provide optimized real-​time predictive analysis results, which 
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covers all applications where some sort of predictive analysis is required for further 
decision-​making. For testing and validation, the focus was on two diseases; anxiety 
and depression and breast cancer. The first appears to be the first initiative, to the 
best of our knowledge, in the previously mentioned context.

The rest of the chapter is organized as follows. Related work carried out to date 
for the development of these intelligent healthcare systems is summarized in Section 
10.3. Section 10.4 presents the architecture of the proposed framework along with 
a detailed discussion of the components and their working. In this section, the 
empirical results are shown in two scenarios (e.g., with and without optimization) 
that utilize two different datasets (e.g., fabricated and benchmarked). Finally, the 
conclusions with the projected future scope are presented in Section 10.5.

10.3 � Related Work
Researchers (40, 41) proposed a smart healthcare monitoring framework that was 
based on biomedical wireless sensor networks that employed state-​of-​the-​art ML 
algorithms. However, their work did not show any evidence of optimization. In 
another work (42), the authors proposed a maintainable, scalable, portable, and dis-
coverable deployment of healthcare services that was based on an emerging standard 
for interoperability [FIHR (fast healthcare interoperability resources)]. They referred 
to it as serverless on FIHR architecture. The researchers (43), in their distinguished 
work, attempted to optimize execution, data processing time, and system efficiency 
of a cloud-​deployed healthcare service environment. They applied three optimiza-
tion techniques, the Cuckoo search algorithm, PSO, and ABCO (artificial bee 
colony optimization), with the last one giving the best efficiency of 92.%. A similar 
work (18) also stated optimal VM (virtual machine) selection but used parallel PSO 
(PPSO) with their proposed model for chronic kidney disease diagnosis and pre-
diction. Our focus on optimization was different than that of theirs because we 
focus on optimizing cloud-​deployed ML algorithm performance. Before this, the 
authors (44) proposed optimization at various levels that included a deep searching 
algorithm, bitmap to select the best cloud clusters and optimized ML for predic-
tion and diagnosis. The architecture in Chenyu et. al. (45) demonstrated the IoMT-​
based cardiovascular healthcare system with certain characteristics such as embedded 
system and cross-​layer optimization. On average, 97% accuracy was achieved for any 
sort of disease prediction in their framework. Sometimes, selecting an appropriate 
cloud service (e.g., hardware and software) is itself a big challenge. Focusing on this, 
the authors (46) summarized the good work carried out to date and quoted that 
scalability and the ability to create multiple neural networks were the two prime 
factors when choosing the cloud service for the deployment of ML algorithms 
to predict as well as prescribe diseases. The clustering of different sets of patient–​
caretaker groups with a specialized technique called the k-​centroid multi-​viewpoint 
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similarity algorithm was proposed (47). In a similar study, researchers (48) extended 
and optimized the work by employing whale optimization. A specifically focused 
study on breast cancer diagnosis and supervised ML algorithms was presented by 
the authors (49). They applied MLP (multilayer perceptron), decision tree, SVM 
(support vector machine), and kNN (k-​nearest neighbors) classifiers successfully to 
Wisconsin data and found that MLP performed best among all with an accuracy of 
97.7%. Therefore, after thoroughly studying this literature, it is clear that less opti-
mization is being researched for predictive analysis tasks that are deployed in the 
cloud environment. However, the challenge of optimized VM selection and task-​
resource scheduling must be considered and requires further research. Healthcare 
service deployment requires these optimizations for better and timely responses for 
its stakeholders.

10.4 � Proposed Framework
The proposed framework consists of three main components; cloud storage, ML 
model, and optimization module, as shown in Figure 10.1.

All three components are deployed in a cloud platform (data center). The descrip-
tion of the working of the overall framework and functions of these components  
follows.

Figure 10.1  Proposed architecture for optimized cloud storage data analysis.
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10.4.1 � Cloud Storage and Data

The data received by the presentation interface is stored in the cloud storage (for this 
implementation S3 storage was used through AWS (Amazon web services)). The 
data could be structured (e.g., tabular data) or unstructured (e.g., image or signal) 
depending on the sensing devices and applications. Cloud storage offers unlimited, 
flexible, remote, and permanent arrangements for real-​time data that is serviced 
through a relevant agreement (i.e., an SLA agreement). The best part of this storage 
is to reduce the limitations incurred by the local system without worrying about the 
privacy and security of the data. The disadvantage of some latency could arise if this 
cloud storage and the remaining framework are managed by different providers or 
are available in different data centers.

10.4.2 � ML Model and Analysis

The ML model is composed of data preprocessing and a learning algorithm (e.g., any 
type from supervised, unsupervised, and semi-​supervised). The data in cloud storage 
is fetched and transformed into the format that is required by the following ML algo-
rithm. This module also splits the data into training and validation data sets. The 
trained ML algorithm is tested against real-​time data, for instance, test data to produce 
an analysis (or result) that is further used by the decision-​making module to deliver 
useful information to the outside. To enhance the throughput and reduce processing 
time, the training process is sometimes carried out and the real-​time data received is 
tested immediately. This setup has advantages in scenarios with a huge amount of data 
and the analysis requires high-​performance computing. Also, as in the storage cloud, 
the only drawback could be latency if deployed in different clouds or data centers.

10.4.3 � Optimization and ML

The optimization module implements one or more optimization techniques to 
improve accuracy and any other performance parameter as required. Numerous 
nature-​inspired optimization algorithms are available. PSO, GA, and PIO (pre-
dictive index optimization) are the most used optimizations. Optimization is mainly 
applied in the context of ML at the feature selection or reduction levels. The objective 
is to obtain the best near-​optimal solution, for example, an accurate system within 
a certain time limit. In cloud deployment, optimization generally refers to task-​
resource scheduling. For a specific application, optimization at the cloud platform 
level could be ignored and the focus could be on optimization with ML tasks. There 
is also the option of one optimization technique from the many that are available. 
This flexibility is advantageous in this deployment, for instance, cloud deployment, 
otherwise has proved to be costly.

A few important things need to be highlighted. First, policy or decision-​making 
modules can be inside the cloud platform (data center) or in the local client system. 
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For security concerns, these are implemented in the local system and for a timely 
response and good performance can be kept inside. Second, details of the sensors, 
communication technologies, and data center infrastructure are not visible and 
discussed clearly. These components are implicitly assumed whenever the proposed 
framework is discussed. The data centers consist of high-​performance computers 
(HPCs), storage, accelerators [i.e., GPUs (graphics processing units)], and numerous 
security devices (50). Utilizing parallel or distributed computing concepts, along 
with high computing capability, the data centers offer intelligent real-​time data ana-
lysis and support data mining to dig deep into the data. Generally, Hadoop is the 
architecture employed, with its two main components of a distributed file storage 
system (HDFS) and MapReduce (distributed data processing). The communication 
infrastructure contains SDN and 5G technology. Finally, the sensing equipment 
used includes biosensors, motion sensors, wearable devices with sensors, and some 
sensorless devices (50).

10.5 � Performance Evaluation and Analysis
The performance of the system can be measured for the overall integrated system and 
specifically for predictive analysis. Overall, transmission time, latency, scheduling 
overheads, and throughput were considered along with the performance metrics for 
ML tasks. The performance measurements for the analysis task are focused on using 
the ML model and optimization.

10.5.1 � Scenario 1: Without Nature-​Inspired Optimization

A supervised ML algorithm was employed for the classification of a subject as healthy 
or not, based on whether anxiety, depression, or both were present in a fabricated 
dataset of 470 subjects of different age groups that had different working profiles in a 
few voluntary engineering institutions. A total of 11 nominal-​type features and four 
numeric features were identified and collected in the dataset listed in Table 10.1.

As part of data preprocessing, nominal data was transformed to a standard scale 
using a One-​Hot encoder and the numeric data used a standard normalization. 
The output class or target class was “Anxiety_​Depression” which contained four 
labels {Anxiey and Depression, No Anxiety-​No Depression, Only Anxiety, Only 
Depression}. To convert this task as a binary classification the labels anxiety and/​
or depression were considered as not healthy and the rest as healthy. The stratified 
data (90:10 ratio, e.g., 90% training data and 10% test data) was further used to 
obtain accuracy scores using random forest (RF) and ensemble (bagging) algorithms. 
Table 10.2 lists the transformed dataset.

The classification (e.g., binary or multiclass) algorithms’ performance was  
measured in metrics: <accuracy, F1-​Score, ROC AUC>. The F1-​score contains two  
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Table 10.1  Feature Description of Fabricated Dataset

Feature
Number Feature Feature Description

Feature 
Type

Feature Data 
Range

1 Employment 
status

Status of 
employment

Nominal 1 =​ regular; 
2 =​ contractual

2 Job profile Working role/​
profile of the 
employee

Nominal 1 =​ teaching; 
2 =​ nonteaching

3 Workplace Workplace of the 
employee

Nominal 1 =​ university; 
2 =​ college

4 Salary type Type of salary 
structure

Nominal 1 =​ scale; 
2 =​ consolidate

5 Age Age of employee in 
years

Numeric (24)

6 Marital status Status of marriage Nominal 1 =​ divorced; 
2 =​ married;
3 =​ single

7 Family type Type of family Nominal 1 =​ joint; 
2 =​ nuclear

8 Education Highest 
qualification of 
employee

Nominal 1 =​ postgrad; 
2 =​ grad;
3 =​ PhD

9 Monthly 
income

Average monthly 
income of the 
employee (INR)

Numeric (6000,36666.67)

10 Duration 
service

Duration of service
(years)

Numeric (1,35)

11 htn Hypertension Nominal 1 =​ yes; 2 =​ no

12 DM Diabetes mellitus Nominal 1 =​ yes; 2 =​ no

13 IHD Ischemic heart 
disease

Nominal 1 =​ yes; 2 =​ no

14 BMI Body mass index Numeric (18.51, 28.06)

15 Anxiety_​
Depression

Diagnosis of 
disease

Nominal 1 =​ anxiety and 
depression;
2 =​ no anxiety -​ 
no depression;
3 =​ only anxiety;
4 =​ only 
depression
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Table 10.2  Overview of Transformed Dataset

Number of 
Instances

Output Feature

Number 
of Input 
Features

Number of 
Trained Samples

Number of 
Validation 
Samples

No Anxiety –​
No Depression

Anxiety and 
Depression

Only 
Anxiety

Only 
Depression

Healthy Not Healthy

241 67 137 18 18 (217, 60, 123, 23) (24, 7, 13, 5)

470 241 229 18 (217, 206) (24, 23)
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components: precision and recall. It is a harmonic mean of these two. A high F1-​ 
score will result if precision and recall are high (51). ROC AUC measures the cap-
ability of the algorithm to separate true (predicted) versus true (actual) and false  
(predicted) versus false (actual) classifications accurately. ROC curve itself is a plot  
between true positive rate (TPR) and (1-​TNR/​specificity), where TNR stands  
for true negative rate. All these were computed using a confusion matrix. In this  
example, multiclass classification was carried out and the obtained confusion matrix  
is shown in Figures 10.2 and 10.3.

The module (composed of an ML algorithm and optimization as shown in 
Figure 10.1) implemented the experimentation. As part of this experimentation, 
an iterative procedure was carried out beginning with two random features that 
were selected. The best measurements of <accuracy, F1 score, ROC AUC> were 
obtained in 500 iterations but with capping at 50th, 100th, and 500th iteration. For 
optimization, when the first iteration after that measurement seems to be getting 
equal approximately to up to four precisions, the procedure gets stopped and these 
measurements are recorded. The task is repeated until all the features are selected and 
measured as per the procedure discussed above. Table 10.3 summarizes the results 
obtained. Figures 10.4 and 10.5 show the graphical analysis of the computed results.

The optimal performance in the best of the experimentations obtained for RF 
classifier was <accuracy =​ 87.23%, F1 Score =​ 0.867, ROC AUC =​ 0.899> and 
for ensemble (bagging) method was <accuracy =​ 85.10%, F1 Score =​ 0.843, ROC 
AUC =​ 0.867>. The analysis shows RF was better than the bagging approach on this 
fabricated dataset.

Figure 10.2  Confusion matrix for RF classifier.
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10.5.2 � Scenario 2: With Nature-​Inspired Optimization

In the second example, the breast cancer problem was used (the Wisconsin 
Diagnostic Breast Cancer dataset). Researchers found this is a worldwide problem 
and rank it second after lung cancer (52). ML alone improved performance (clas-
sification) from traditional supervised learning to the modern neural network 
(49). Cloud computing platforms also boost the real-​time interactions between 
the stakeholders (e.g., patients and doctors) in healthcare systems by providing 
breast cancer early detection (18). In this chapter, to measure the performance of 
the proposed framework with some sort of optimization, experiments were carried 
out on the Wisconsin Diagnostic Breast Cancer (benchmark dataset) and six 
well-​known optimization techniques: PSO (particle swarm optimization), MVO 
(mean-​variance optimization), GWO (grey wolf optimization), MFO (moth-​
flame optimization), CSO (cat swarm optimization), and the bat algorithm. Five 
iterations for each optimizer were performed with two cases of minimization and 
maximization. The best two scores obtained were selected. Further, the optimized 
accuracy levels achieved are summarized in Table 10.4 and the related analysis is 
shown in Figures 10.6 and 10.7.

Figure 10.3  Confusion matrix for ensemble method (bagging).
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Table 10.3  Empirical Results of Ensemble (Bagging) Method and RF Classifier for <Accuracy, F1 Score, ROC AUC>

Bagging Method RF Classifier

Number of 
Features

Number of 
Estimators  

(Decision Trees)

F1 Score ROC 
AUC

Accuracy Number of 
Estimators 

(Decision Trees)

F1 Score ROC 
AUC

Accuracy

2 45, 48, 53… 0.842 0.857 0.851 25 0.726 0.873 0.7446

3 150, 250 0.821 0.87 0.8297 350,400 0.806 0.869 0.8085

4 26, 27, 200–​500 0.796 0.872 0.8085 350 0.803 0.892 0.8085

5 24, 28 0.8 0.869 0.8085 82 0.868 0.885 0.8723

6 90 0.796 0.869 0.8085 24, 0.828 0.911 0.8297

7 34 0.779 0.86 0.7872 25 0.868 0.893 0.8723

8 5 0.676 0.832 0.7021 32 0.821 0.89 0.8297

9 6 0.703 0.842 0.7234 100 0.846 0.89 0.851

10 7 0.695 0.838 0.7021 200, 210 0.846 0.893 0.851

11 8 0.671 0.842 0.6808 150, 200, 250 0.821 0.897 0.8297

12 2 0.685 0.82 0.7021 200, 210 0.821 0.897 0.8297

13 4 0.704 0.826 0.7234 45, 48 0.823 0.898 0.8297

14 5 0.715 0.743 0.7234 58 0.846 0.894 0.851

15 2 0.693 0.759 0.7021 40 0.823 0.909 0.8297

16 2 0.695 0.838 0.7021 40 0.868 0.909 0.8723

17 8 0.695 0.838 0.7021 50, 60, 70, 0.821 0.914 0.8297

18 9 0.693 0.759 0.7021 12 0.865 0.925 0.8723
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Figure 10.4  Linear (upward) growth of measurements for RF classifier.

Figure 10.5  Linear (downward) growth of measurements for ensemble (bagging) 
method.
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Table 10.4  Optimization Iteration Sand Results 
(Wisconsin Diagnostic Breast Cancer)

Optimization Technique Test Accuracy

PSO 0.932773109

PSO 0.348739496

MVO 0.949579832

MVO 0.949579832

GWO 0.978991597

GWO 0.966386555

MFO 0.941176471

MFO 0.93697479

CSO 0.957983193

CSO 0.932773109

Bat 0.672268908

Bat 0.966386555

Figure 10.6  Analysis of min–​max value; first appearance of optimizer indicates 
max entry and the second one is for min entry.
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Figure 10.7 shows the score for each optimization technique. Six optimization  
techniques were used for two scenarios each and the experiments were repeated for  
five iterations. This figure shows a clear picture that the performance and quality of  
service were evaluated for the medical applications. Performance could be improved  
using multiple iterations with the Wisconsin Diagnostic Breast Cancer (benchmark 
dataset) and six well-​known optimization techniques: PSO, MVO, GWO,  
MFO, CSO, and bat. Therefore, the performance and quality of service depended  
on the fitness or objective functions that were used in nature-​inspired optimization  
techniques. As shown in Figure 10.7, the GWO second scenario gave the optimal  
value of the score parameter for Scenario 6.

10.6 � Conclusion and Future Works
In this chapter, a framework was proposed to provide healthcare services through 
the integration of two modern technologies; a cloud computing platform and ML. 
Cloud computing involves S3 cloud storage for the huge amount of healthcare data 
and HPCs for real-​time computing with the data to infer useful insights using a 
cloud-​deployed ML model. Six optimization techniques were used to optimize the 
accuracy level of the supervised ML algorithms: PSO, MVO, GWO, MFO, CSO, 
and bat, and thorough studies were presented to support the improvement over 
nonoptimized systems. The systems were validated with two example scenarios. 
First, predicting whether a subject was healthy or not using a fabricated dataset that 
consisted of university and college employees and without employing any sort of 

Figure 10.7  The score for each optimization technique in five iterations.

 

 

 



180     Bio-Inspired Optimization in Fog and Edge

optimization. Second, experiments were carried out for breast cancer prediction on 
a benchmarked Wisconsin Diagnostic Breast Cancer dataset with the six optimiza-
tion techniques mentioned previously. Two limitations will be targeted in future 
work. First, for the overall system’s performance, the latency involved in cloud com-
puting was not considered in this work. The focus was on predictive analysis (ML) 
performance. Second, the optimization focus was on ML and not at the level of the 
cloud platform. Hence, performance and optimization were taken care of at the ML 
level that excluded the level of the cloud platform. In the future, the work will be 
expanded to overcome the previously mentioned limitation. The experiment that 
was carried out on a fabricated dataset will also be carried out with a few benchmark 
datasets with comparative analysis. Also, the framework performance comparison 
with real-​time data on a single real dataset in both scenarios (e.g., with and without 
optimization) will be addressed in future research.
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11.1 � Introduction
The internet-​based computing paradigm supports services in a demand fashion 
across the globe. The types of computing node are mobile, sensor and cloud (1, 2). 
The nodes are interlinked for the sharing of the data, which is stored inside the cloud 
data center (1). When users need the data for various applications, data can be fetched 
from the cloud. It increases the network latency and data is not in the control of the 
end user who wants to use the data as a service. There might be unauthorized access 
to the data inside the cloud storage in the data center (3). The alternative solution 
is an extension of cloud computing, for instance, the fog computing environment. 
It supports low latency in an edge computing environment with better availability. 
The fog node provides the computing environment at the edge of the network 
where the data is generated by the fog node (e.g., sensor, camera, proxy servers, and 
actuators). The fog computing environment has wide, real-​time applications that 
include surveillance applications that use detector and capturing nodes. Hence, in 
the decision-​making process where real-​time data is required, the fog node plays 
a prominent role that uses real-​time processing at the edge. Health departments, 
smart parking and disaster management systems have wide applications in the fog 
computing environment, which is integrated with cloud computing storage as a 
service. The distributed data collection point is used, for instance, the fog nodes 
(4). The delay in computing places the demand on the fog computing environ-
ment. The processing and data analysis for decisions are performed at the edge of the 
network, for instance, the services delivered at the edge location of the distributed 
fog network (5). There is no requirement to access the storage in the cloud node 
inside the data center. The performance and quality of service can be improved using 
effective fog nodes that include sensors, actuators, gateways, and video cameras, and 
other fog devices according to the requirement of the users. This chapter focuses on 
the description of the physical topology that is required for resource management  
in the fog network and resource management policy implementation across the 
globe. The fog network combined the sensor node, actuators, and control devices 
to capture the live streaming data that was generated from user sites. The captured 
data could be used for analysis and evaluation purposes at the user end across the 
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globe. The fog network connects with the data center node in the cloud to provide 
the services using SaaS (software as a service) and IaaS (infrastructure as a service) 
(6). The reliability of the information management system could be enhanced using 
technology transformation, for example, fog computing, the Internet of Things 
(IoT)-​based computing, integration of fog and IoT computing with the cloud com-
puting environment. The natural resources are limited; therefore, natural resources 
need to be conserved and data center availability provided 24 hours a day, without 
any disruption. The fog computing environment overcomes the limitations of cloud 
computing. Researchers have focused on developing an efficient model that uses 
intelligence away from the cloud to minimize the latency. The intelligence could be 
allocated at the access point (7). The nodes associated with the fog network process 
the information closer to the data sources, which is generated by the IoT devices. 
The local area network is used to connect the devices in a distributed environment. 
The intelligence might be transferred to a local area network and supports the pro-
cessing of the data in the fog node or IoT-​based gateway device (8). The primary 
focus of this chapter is the resource management methodologies in the fog com-
puting environment that use fog network physical topologies. Resource manage-
ment methodologies for comparative analysis have been focused on previously. Still, 
there is an opportunity to focus on the performance metrics of latency and energy 
consumed. This focus includes a case study on the fog network that includes fog 
devices (e.g., electroencephalography (EEG) sensor, area camera, ISP (Internet ser-
vice provider) gateway, and cloud node).

11.2 � Background and Related Work
This section covers the study of the service-​oriented computing paradigm and its 
extension for optimal resource management. This section starts with the cloud and 
extends up to the edge computing environment, which includes fog and edge com-
puting, and an IoT-​based computing environment. It covers the role of optimiza-
tion based resource management techniques for a better quality of service that uses 
a fog network topology architecture with optimal performance metrics. The edge 
of the network fog node provides a facility similar to the cloud node and things 
are connected to the fog node to provide the data for intelligent decisions (9). The 
processing capability of the node can be implemented at the edge of the network 
with minimum bandwidth cost and minimum delays. This process is known as 
offloading. The computing and processing happen at the edge node that has things. 
The things node lies at the edge that is connected with the high-​speed internet (10). 
The accessible resources are assigned to the end users that use supporting optimal 
strategies in the cloud, fog, and edge computing environments (11). The researchers 
presented the administrative resource management in the fog computing envir-
onment. The administrative resource management focuses on controlled resource 
allocation in an integrated fog and cloud network (12). The researchers’ primary 
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focus was overcoming the major challenges in a cloud computing environment in a 
real-​time scenario where delay could not be accepted. The computing, storage, and 
network resources were accessed at the edge using access points and software defined 
network nodes for the implementation of the resource management policy (13). The 
researchers presented a smart building system that used a fog computing environ-
ment (14). Hence, starting from communication systems, the computing paradigm 
shifted from traditional to automated and data center-​aware remote computing. 
There are some pros and cons of the computing system, which are further enhanced 
using an on-​demand on-​site computing system that provides everything on-​demand 
as per the requirement of the users (e.g., end users, developers, and business people). 
The optimal fog network topology includes the edge, root, and internal nodes that 
transfer the information. The resource management in the fog computing environ-
ment follows a three-​layer architecture, which includes fog and cloud data centers, 
and a communication system that uses controlled internetworking hardware, for 
instance, a software-​defined network system. The satisfaction of the client is the 
primary concern of service providers. The cloud and fog computing paradigms 
cooperate for service availability for the users across the globe (15). The resource 
management techniques in a service-​oriented computing paradigm include five cat-
egories: 1. quality of service-​aware; 2. load management; 3. power management of 
host and virtual machine level; 4. migration of virtual resources in online mode; 
and 5. offline mode respectively. The category includes the resources of the fog, 
cloud, and edge computing layers, respectively. The root node of the topology net-
work follows the static approaches for resource management. It includes the round 
robin approach for the allocation of computing power to the adjacent node (16). 
The unlimited data can be served using an IoT network with the help of the fog 
computing environment. The advantages of the fog computing environment can 
be achieved using an effective resource management technique at the level of fog 
node and cloud (e.g., IaaS, PaaS (platform as a service), and SaaS) service layers. 
The data processing can be enhanced using an optimal fog network with an optimal 
hybrid technique. The novelty of the model depends on resource utilization costs, 
fog node utilization, and optimal power management. The incoming requests to the 
fog devices can be efficiently managed using appropriate mapping between tasks and 
the fog node.

11.2.1 � Simulation Setup

The modeling and simulation of the computing paradigm play an important role  
in high-​performance computing. The service-​oriented cloud, fog, and edge com-
puting environments can be simulated using simulation tools integrated with a  
Java-​supported IDE (integrated development environment). In this chapter, all  
the simulation processes were implemented using an integrated environment with  
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Eclipse IDE for Java Developers (includes incubating components) Version 2020-​12  
(4.18.0)/​NetBeans IDE 8.0.1, and an iFogSim simulation toolkit (17). The topology  
network was simulated using the fog Gui interface. The configuration parameters of  
the fog device was defined using the interface shown in Figure 11.1.

Figure 11.2 shows the communication link interface between any pair of nodes. 
In this case, a communication link is shown between the cloud node and Fog Device 
1 with a latency period of 10 ms.

Figure 11.2  Link configuration information (cloud-​-​-​-​>fog device 1).

Figure 11.1  Fog device configuration parameters.
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11.2.2 � High-​Level Architecture of Resource Management 
System Using Optimal Fog Network

Figure 11.3 shows the high-​level architecture in the collaborative study of all com-
puting paradigms, which provided services to the end users across the globe. Layer 1  
is associated with capturing the on-​site data that uses video objects. Layer 2 indicates  
the edge computing nodes that provide intelligence at the site of the resources. The  
fog computing node includes fog computing network nodes, which inculcate the  
computing and storage on cash mode. Layer 3 provides the optimization techniques  
used for resource management, data analysis, and visualization. The data analysis  
provides a clue about the data processed and outcomes of the captured information  
at the level data node. The lower layer included the data source area site and cloud  
computing nodes. Cloud computing provides unlimited computing, storage, and  
network as a service to the end users. Between the cloud node and user interface fog  
gateway, decisions are taken about the flow of the information. The quality of service  
degradation is supported by the cloud node in the fog network topology. So, on-​site  
intelligence and computing power is taken care of. The power consumption and  
latency in a scalable environment cannot be ignored (18). Hence, the architecture  

EDGE 
COMPUTING
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COMPUTING

Optimization 
Techniques, 

Data Analysis 
Visualon
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Figure 11.3  Architecture of the collaborative study of computing (e.g., cloud, 
edge, fog) environment.
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shown in Figure 11.3 incorporates the low energy consumption and on-​demand  
on-​site resource availability. In between the cloud nodes and IoT devices, various  
intermediate nodes are offloaded for better resource utilization. The utilization of  
the network was also enhanced (19). The new computing paradigm ensured that a  
cloud computing environment was not sufficient to perform all the tasks; therefore,  
the data analysis required more than a cloud computing environment and included  
edge and fog computing, and an IoT-​based computing environment. In a real-​time  
scenario, the data analysis outcome required immediate decisions, for instance, all  
computing must be performed at the edge node without any communication delay.  
The architecture in Figure 11.3 shows that the optimization technique layer provides  
the resource management and optimal use of the fog network nodes. Hence, the  
optimal fog network topology was used for data processing and moving from the  
site to the cloud node as per the requirements. The optimal fog network might be  
helpful in real-​time decisions for dam water level monitoring.

11.3 � Resource Management in Fog Computing  
Environment

The responsibility of the resource management techniques was based on optimiza-
tion, which concerned with the assignment of the resources to the concerned users 
across the globe. Resource assignment is a challenging concern for the consumers 
who want to use the services of cloud, fog, edge, and IoT-​based computing environ-
ment to the end users (20).

The layered architecture of the fog node with the cloud node includes the  
following components as shown in Figure 11.4. Figure 11.4 shows that the cloud  
data center stores the data fetched from the edge of the network.

Cloud data center

C
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m
un
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n 

C
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Fog data center

Figure 11.4  Layered architecture components of fog-​cloud.
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The cloud fog environment includes the communication channel for data 
transfer from the fog node to the cloud data center node. The direction of the flow 
of information takes place from bottom up as shown in this figure. The intelligence 
and computing power are available at the fog data center. The fog data center layer 
is known as Tier 1, a communication channel is known as Tier 2, and the cloud 
data center layer is known as Tier 3. Tiers 1, 2, and 3 contain multiple internet 
working hardware (e.g., router, switches, hub access point, and gateway devices). 
The orchestration of the cloud resources performs using resource management 
policy at the level of fog network and cloud data center. The expansion of cloud 
computing is the primary requirement of the users that have a high mobility of 
the data with a flight mode. The edge of the computing environment provides on-​
demand Tier 1, 2, and 3 resources with better scalability. The fog computing envir-
onment supports real-​time optimization with better security and privacy. Hence, 
there are wide applications for three-​tier architecture, including smart parking, sur-
veillance, and water control at reservoir sites. In real-​time applications, the three-​
tier computing environment supports computing, communication, and network 
cost minimization. The researchers focused on reliability improvement using the 
fog layer (21).

11.3.1 � Fog Computing Topology Nodes and 
Configuration Parameters

Table 11.1 gives the fog computing node in a fog network using four different levels. 
The level zero contains the cloud node, which is connected to the adjacent fog nodes. 
The topology is shown in Figure 11.5 and uses the parameters for optimal resource 
management. The simulation setup uses the configuration parameters. The physical 
topology configuration efficiency was measured using the performance metrics of 
latency and energy consumed.

11.3.1.1 � Level 0 Fog Node

Level 0 as shown in Figure 11.5 contains the cloud node. The configuration 
parameters of Level 0 are given in Table 11.1. The configuration parameters include 
computing power, storage, and bandwidth of the network link from the cloud node 
to fog node and fog node to cloud node, for example, the uplink and downlink 
bandwidth of the network. The cloud node provides infinite computing power that 
uses a large-​scale distributed data center network. The backups and replicas of the 
data are contained inside the cloud node with multiple data centers DCN (data 
center number) 0, DCN1,…DCNn. The cloud node–​Link–​Fog Node 1 transfers the 
data for future backups.
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Table 11.1  Fog Network Node Configuration Parameters

Serial 
Number Level Node

Configuration 
Parameters

Parameters 
Range Link Status

1 0 Cloud node Cloud Cloud node 
with Unlimited 
Hosts

Cloud 
Node-​-​-​Fog 
Node 1

MIPS 47800

RAM 40000

UpBw 100

DownBw 10000

ratePerMips 0.01

busyPower 16*103

idlePower 16*83.25

2 1 Fog Node 
1 (proxy 
server)

MIPS 2800 Fog Node 
1 -​-​-​ Fog 
Node 2

RAM 4000

UpBw 10000

DownBw 10000

ratePerMips 0.0

busyPower 107.339

idlePower 83.4333

3 2 Fog Node 
2 (access 
point)

MIPS 2800 Fog Node 
2-​-​-​Fog 
Node 3

RAM 4000

UpBw 10000

DownBw 10000

ratePerMips 0.0

busyPower 107.339

idlePower 83.4333

4 3 Fog Node 3
(camera)

MIPS 500 Fog Node 
3-​-​-​ Fog 
Node 4

RAM 1000

UpBw 10000

DownBw 10000

ratePerMips 0

busyPower 87.53

idlePower 82.44

5 4 Fog Node 4
(Actuator 
(LED) 
Display)

Latency 1 ms Fog Node 
4-​-​-​Actuator
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11.3.1.2 � Level 1 Fog Node

Level 1, as shown in Figure 11.5, contains the fog node (i.e., proxy server). The 
configuration parameters of the proxy server at Level 1 include storage, computing, 
and network bandwidth of the fog node with the adjacent cloud node and fog 
node 2. The fog node 2 has some limited computing power to perform some basic 
operations of intelligence. The fog node contains the link with the cloud node–​link–​
fog node 1, fog node 1–​link–​fog node 2.

11.3.1.3 � Level 2 Fog Node

Level 2, as shown in Figure 11.5, contains the router or access point that takes some 
routing decisions when the data flows from the leaf node toward the cloud node 
in the topology network. The access point at Level 2 acts like a fog device that has 
intelligence regarding computing power and network bandwidth. The fog node has 
a link status fog node 2–​fog node 3–​fog node 4. The configuration parameter details 
are given in Table 11.1.

11.3.1.4 � Level 3 Fog Node

The Level 3 fog node shown in Figure 11.5 contains the camera node. The camera 
node at Level 3 acts as a fog device that has intelligence regarding computing power 
and network bandwidth. The fog node at Level 3 has a link status fog node 3–​fog 
node 4. The configuration parameters are given in Table 11.1. The camera node 
works on-​site at the study area and has intelligence with storage. The camera node 
forwards the information to the adjacent node to take the routing decisions for 
information forwarding.

11.3.1.5 � Level 4 Fog Node

The Level 4 fog node shown in Figure 11.5 contains actuator (LED display) sensors. 
The actuators in the fog area display the information with an efficient routing deci-
sion. Level 4 is the leaf level that acts as a source of information. The source of infor-
mation in the study fog area provides the information that flows from the bottom to 
the top level up to the cloud node at Level 0.

The number of cameras depends on the number of fog areas. The number of 
nodes in the leaf level is shown by the equation number of fog node =​ number of 
areas x the number of cameras per study area.

11.4 � Simulation of Fog Computing Environment
The simulation of the fog computing environment allows the following procedure. 
The simulation procedure includes the following steps.
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Step 1: Initialize the parameters and number of fog users
Step 2: Define the configuration parameters of individual fog nodes
Step 3: Define the levels of the fog network topology using tog topology creator
Step 4: Start the simulation process
Step 5: Print the results of the execution time, delay, and energy consumed

11.5 � Results
This section shows the information on the performance metrics that were used 
to evaluate the configuration of the fog topology network. The energy consump-
tion and time estimates for the different scenarios that used four levels as shown in 
Figure 11.5 and Table 11.1. The parameters are associated with the node (e.g., start 
and target nodes), and the connecting link between the target node and start node 
with high bandwidth and low latency.

The performance metrics given in Table 11.2 provide information on the optimal 
fog configuration network. The performance metrics given in Table 11.2 exhibit the 
execution delay inside the cloud node at Level 0 in the topology network. The power 
consumption includes at the level of fog nodes that are connected with the cloud 
node using uplink and downlink bandwidth parameters. The primary focus was to 
set up an optimal topology network that would provide efficiency improvement, 
which was measured using performance metrics 1–​6 given in Table 11.2.

The energy consumption parameter was measured at all the levels of the fog–​
cloud–​integrated environment. Table 11.3 shows various levels of computing and 
energy consumption.

11.5.1 � Fog Network Physical Topology of the Simulation

Figure 11.5 shows the tree topology network with the root node for the cloud node,  
which was connected with the ISP gateway. The data center network of the fog  
environment used the area gateways, which were directly connected with the on-​site  
camera node for capturing the information.

Table 11.2  Performance Evaluation Parameters

Serial Number Parameter

1 Execution time (ms)

2 Energy consumed (KW·h)

3 Cost of execution in cloud (USD)

4 Network use (Mb/​s)

5 CPU execution delay (ms)

6 App loop delay (ms)
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11.6 � Performance Evaluation and Analysis
Table 11.4 lists the values of the performance metrics at different link states that used 
the path for Levels 0, 1, 2, and 3, respectively. The level of the cloud and fog nodes 
had some energy consumption, with the cost of execution being inside the cloud 
node, for instance, dependent on the latency of the network from the root to leaf 
node with high-​level resource optimization.

Figure 11.6 shows the levels of the parameters versus simulation experimental  
values. The independent variable shows that parameter Level 0 indicated the execution  

Figure 11.5  Tree base physical topology fog network.

Source: (21)

Table 11.3  FOG Computing Experimental Setup

Serial No Node Parameters

1 Level 0 (cloud node) Energy consumption

2 Level 1 (proxy Server) Energy consumption

3 Level 1 (Fog Node 2) Energy consumption

4 Level 2 (Fog Node 3) Energy consumption

5 Level 3 (Fog Node 4) Energy consumption

6 Level 4 (leaf node) Energy consumption

7 Level (root node) (cost) Energy consumption

8 Level 4 (leaf node) Energy consumption
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time: 3646, Parameter level 1 indicates the cloud: Energy Consumed =​ 1.33 kw, and  
parameter level 2 indicates the proxy server: Energy Consumed =​ 834332.9999999987,  
parameter 2 indicates the d-​0: Energy Consumed =​ 1048622.32 and Link (m-​0-​ 
0): Energy Consumed =​ 846283.43 indicates the parameter level 3 and Cost of  
execution in cloud =​ 21685.714 parameter 4 and Total network usage =​ 11611.12  
presents the parameter level 5. The results are shown in Figure 11.6, which indicates  
the variations in the performance metrics. The results were obtained using a fixed  
scenario at the cloud and fog nodes. The parameters showed cost, time, and energy  
for the performance evaluation and analysis.

Figure 11.6  Parameters levels versus simulation experimented values.

Table 11.4  Performance Metrics

Execution Time: 3646

Cloud: Energy Consumed =​ 1.3334336162582325E7

proxy-​server: Energy Consumed =​ 834332.9999999987

d-​0: Energy Consumed =​ 1048622.3287600018

Link (m-​0-​0): Energy Consumed =​ 846283.437000042

Link (m-​0-​1): Energy Consumed =​ 846283.437000042

Link (m-​0-​2): Energy Consumed =​ 846283.437000042

Link (m-​0-​3): Energy Consumed =​ 846283.437000042

Cost of execution in cloud =​ 21685.714285692997

Total network usage =​ 11611.12
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11.7 � Conclusions
The extension of cloud computing plays an important role in real-​time data analysis 
scenarios. The computing and communication required are on-​demand across the 
globe. Resource management and intelligence are required at the edge of the net-
work. The fog computing environment fulfils the requirements with high scalability 
and reliability. In this chapter, the primary focus was resource management using 
optimal network topology. The resource management and optimal configuration of 
the fog and cloud nodes were evaluated using performance metrics time (ms), cost 
(USD), and energy consumption (kWh).

11.7.1 � Future Directions

Future work will be implemented in real-​time traffic management and surveillance 
systems for banking fraud detection that includes credit card fraud management 
with an optimal cloud and fog integrated environment. It will be also implemented 
for crop soil health management that uses real-​time data analysis. This will increase 
the productivity of crops at the farmer’s end. The integrated environment will be 
tested in real cloud scenarios using Amazon EC2 cloud and Microsoft Azure ser-
vices. It will provide support to the healthcare departments for real-​time patient 
monitoring and dam water management. In the future, the on-​demand and edge 
computing environments will be helpful to control natural disasters, for example, 
earthquakes and landslides. The leaf node will include the sensor node to capture 
the data from the area site using point to control. The sensor node will be connected 
directly with the fog node with decision-​making intelligence.

References
1.	 Sangeetha KS, Prakash P. Big data and cloud: A survey. Adv Intell Syst Comput. 

2015; 325:773–​778.
2.	 Shiva Jegan RD, Vasudevan SK, Abarna K, Prakash P, Srivathsan S, Gangothri V. 

Cloud computing: A technical gawk. Int J Appl Eng Res. 2014; 9(14):2539–​2554.
3.	 Mandlekar VG, Mahale VK, Sancheti SS, Rais MS. Survey on fog computing miti-

gating data theft attacks in cloud. Int J Innov Res Comput Sci Technol. 2014; 
2(6):13–16.

4.	 Elahi R. Fog computing and its ecosystem. SNIA Global Edu. 2015.
5.	 Luan TH, Gao L, Li Z, Xiang Y, We G, Sun L. Fog computing: Focusing on mobile 

users at the edge. Networking and Internet Architecture. 2016. pp. 1–​6
6.	 Gai K, Li S. Towards cloud computing: A literature review on cloud computing 

and its development trends. Proceedings of the 2012 4th International Conference 
on Multimedia Information Networking and Security; 2012. 03–​05 November, 
Nanjing, China.

 

 

 

 

 

 

 

 

 

 



Resource Management in Fog Computing    199

7.	 Karagiannis V, Schulte S. Comparison of alternative architectures in fog computing. 
Proceedings of the 2020 IEEE 4th International Conference on Fog and Edge 
Computing (ICFEC); 2012. 11–​14 May, Melbourne, Australia.

8.	 Naha RK, Garg S, Georgakopoulos D,  Jayaraman PP, Gao L, Xiang Y, et al. Fog 
computing: Survey of trends, architectures, requirements, and research directions. 
IEEE Access. 2018; 6: 47980–​8009.

9.	 Tordera EM, Xavi MB, Alminana J, Jukan A, Ren GJ, Zhu J, et al. What is a fog 
node a tutorial on current concepts toward a common definition. arXiv: 1611.09193 
[Preprint]. 2016. doi: 10.48550/​arXiv.1611.09193. Accessed: 22 March 2022.

10.	 Li H, Ota K, Dong M. Learning IoT in edge: Deep learning for the internet of 
things with edge computing. IEEE Netw. 2018; 32: 96–​101.

11.	 Premsankar G, Francesco M, Taleb T. Edge computing for the Internet of Things: A 
case study. IEEE Internet of Things J. 2018; 5:1275–​1284.

12.	 Agarwal S, Yadav S, Yadav AK. An efficient architecture and algorithm for resource 
provisioning in fog computing. Int J Inf Eng Electronic Bus (IJIEEB). 2016; 
8:48–​61.

13.	 Qi Q, Tao F. A smart manufacturing service system based on edge computing, fog 
computing, and cloud computing. IEEE Access. 2019: 7:86769–​86777.

14.	 Javaid S, Javaid N, Saba T, Wadud Z, Rehman A, Haseeb A. Intelligent resource 
allocation in residential buildings using consumer to fog to cloud based framework. 
Energies. 2019; 12:815.

15.	 da Silva RAC,  da Fonseca NLS. Resource allocation mechanism for a fog-​cloud 
infrastructure. Proceedings of the 2018 IEEE International Conference on 
Communications. 2018. 20–​24 May, Kansas City (MO).

16.	 Javaid S, Javaid N, Saba T, Wadud Z, Rehman A, Haseeb A. Intelligent resource 
allocation in residential buildings using consumer to fog to cloud based framework. 
Energies. 2019; 12:815.

17.	 Gupta H, Vahid Dastjerdi A, Ghosh SK, Buyya R. IFogSim: A toolkit for mod-
eling and simulation of resource management techniques in the Internet of Things, 
edge and fog computing environments. Software: Practice and Experience. 2017; 
47(9):1275–​1296.

18.	 Tedeschi P, Sciancalepore S. Edge and fog computing in critical infrastructures:  
Analysis, security threats, and research challenges. Proceedings of the 2019 IEEE 
European Symposium on Security and PrivacyWorkshops (EuroS & PW); 2019. 
17–​19 June 2019, Stockholm, Sweden.

19.	 Masip-​Bruin X, Marin-​Tordera E, Jukan A, Ren G. Managing resources continuity 
from the edge to the cloud: Architecture and performance. Fut Gener Comput Syst. 
2018; 79:777–​785.

20.	 Agarwal S, Yadav S, Yadav AK. An efficient architecture and algorithm for resource 
provisioning in fog computing. Int J Inf Eng Electronic Bus (IJIEEB). 2016; 
8:48–​61.

21.	 Javaid S, Javaid N, Saba T, Wadud Z, Rehman A, Haseeb A. Intelligent resource 
allocation in residential buildings using consumer to fog to cloud based framework. 
Energies. 2019;12:815.

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://dx.doi.org/10.48550/arXiv.1611.09193


 

https://taylorandfrancis.com


201DOI: 10.1201/9781003322931-12

Chapter 12

Applications of Fog in  
Healthcare Services

Ujjwal Bhushan, Srabanti Maji, and  
Pradeep Singh Rawat
School of Computing, DIT University, Dehradun, Uttarakhand, India

Contents
12.1	 Introduction to Fog Computing............................................................. 202
12.2	 Characteristics of Fog Computing........................................................... 202
12.3	 Fog Computing Architecture.................................................................. 204
12.4	 Working of Fog Computing.................................................................... 204
12.5	 Literature Review.................................................................................... 205

12.5.1	 Literature Review on Fog Computing in Healthcare Systems......205
12.5.2	 Literature Review Related to Frameworks and Models in 

Healthcare Systems Using Fog Computing................................ 207
12.6	 Edge and Fog Computing Comparisons................................................. 213
12.7	 Limitations and Challenges in Fog Computing....................................... 216

12.7.1	 Control of Access...................................................................... 216
12.7.2	 Authentication.......................................................................... 218
12.7.3	 Security and Privacy Issues........................................................ 218
12.7.4	 Fault Tolerance.......................................................................... 219

12.8	 Conclusion and Future Works................................................................ 219
	 References............................................................................................... 220

 

 

 

 

 
newgenprepdf

http://dx.doi.org/10.1201/9781003322931-12


202     Bio-Inspired Optimization in Fog and Edge

12.1 � Introduction to Fog Computing
Because the size of devices is shrinking and the volume of data is growing at an 
exponential rate, finding alternative useful ways to deal with the data has become 
a requirement. Many in the healthcare industry are now finding it difficult to 
collect, analyze, visualize, and use data. These figures are derived from the use 
of the Internet of Things (IoT) devices. The IoT enables us to develop gadgets 
that are more powerful, intelligent, and efficient. The technology of the IoT helps 
us to connect devices. In healthcare systems, this can be achieved using devices, 
such as tracking cameras, medical sensors, and monitoring equipment, such as 
an electrocardiogram (ECGs), heart rate, and blood pressure. The main purpose 
of IoT devices is that a device can be accessed remotely and can be monitored 
from anywhere. Currently, IoT devices are helping to improve quality of life and 
accessibility.

The IoT is being used in various areas of life, such as smart cities, smart home 
appliances, and voice-​controlled devices. Due to the incorporation of the IoT with 
fog computing, medical services and healthcare have shown a significant improve-
ment in patient care and aid services.

12.2 � Characteristics of Fog Computing
Fog computing has the following characteristics.

1.	 Edge location
Fog computing architecture consists of endpoints that have services at the 
end of the network. These services have short latency and requirements (1).

2.	 Heterogeneity
Fog computing is a platform that connects distant devices to cloud com-
puting by storing computation and network services. Fog systems are highly 
virtualized systems that are used to store and analyze sensor data. The cloud 
and fog computing systems are built on these resources.

3.	 Sensor networks
Fog computing works on the principle of distributed systems. The systems 
require storage resources and distributed computing. Thus, to monitor these 
environments, fog computing has a large-​scale sensor network that monitors 
the grid of the fog systems (2).

4.	 Real-​time interactions
Real-​time interactions are preferred in fog computing applications rather 
than batch processing.

5.	 Mobility
Fog computing applications require communication directly with mobile 
devices. Thus, it requires mobility support techniques. This protocol 
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dissociates the sender identity from the receiver identity. This process requires 
a distributed system.

6.	 Geographical distribution
Cloud computing uses a centralized architecture and fog computing leans 
toward widely distributed services. It provides high-​quality services to edge-​
located components. Thus, fog computing applications generally rely on a 
widely distributed architecture.

7.	 Interoperability
To support certain services, such as live streaming, fog computing requires  
collaboration between providers. The fog components must have interoper-
ability and the services must be distributed across the domains.

Figure 12.1  Fog computing architecture.
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12.3 � Fog Computing Architecture
Fog computing is designed to overcome the problems that have arisen in cloud com-
puting. Fog computing is also known as edge computing (3).

The fog computing architecture has been designed to accommodate physical 
and logical elements. These consist of hardware and software components. These 
components are used to implement the IoT network.

Figure 12.1 shows the fog computing architecture with different layers from 
bottom to top.

1.	 Terminal layer
This is the most basic layer of fog architecture. The terminal layer has devices 
like mobile devices, sensors, and readers. These devices are used for the 
monitoring and collection of data. These devices are spread across geograph-
ical locations and can be accessed using adjacent nodes. These devices show 
optimum performance in mixed environments and each node might contain 
several means of communication.

2.	 Fog layer
The fog layer consists of devices, such as gateways, routers, base stations, and 
servers. These are known as fog nodes. The storage, transfer, and computa-
tion take place through these fog nodes. These fog nodes ensure services to 
end devices. Cloud data centers and fog nodes are enabled using IP networks. 
Cloud computing enhances interaction and collaboration using enhanced 
storage capacities and processing.

3.	 Cloud layer
This consists of servers that provide large storage and high-​performance 
machines. These servers are used to store data permanently and to analyze 
the data. The data is also stored in the backup and the user has access to it. 
A cloud layer is formed using large data centers with high computation cap-
abilities. Hence, in fog architecture, the cloud layer is situated at the end. It 
is a backup and permanent storage for the processed data in the fog systems.

12.4 � Working of Fog Computing
Fog computing works on various kinds of data. Thus, it is used to collect, monitor, 
process, and analyze the data it receives from devices. The fog nodes nearest to the 
devices receive the data from the sensors (4).

The most time-​sensitive data are analyzed and then the action is transmitted to  
the device. The summary of this action is then stored in the cloud for future refer-
ence by the user. Figure 12.2 shows the working of the fog computing environment  
in an integrated environment using the fog network. Data that is less sensitive is  
sent to the nodes for analysis. After this analysis is performed, the node sends the  
result to the device using its neighboring node. This process takes a few minutes for  
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processing (5). The time-​insensitive data takes a large amount of time to process and  
analyse. This is later stored in the cloud for long-​term storage and analysis.

12.5 � Literature Review
12.5.1 � Literature Review on Fog Computing in  

Healthcare Systems

Fog computing is one of the most evolved technologies in the last decade. In this 
chapter, research works are included that are based on fog computing with the IoT 
and cloud computing. Most of these works were motivated by the idea of making 
healthcare services more efficient and smarter. The main objective of this research 
work was to make it possible for the patients to have a consultation with healthcare 
professionals and receive effective aid for their disease.

The principle for the use of IoT technologies is to implement collaboration 
between fog and cloud computing to produce efficient healthcare services for the 
patients. The proposed systems include the implementation of fog technology for 
health monitoring, data security and confidentiality, and data protection.

1.	 Mutlag et al. (6) published a review paper that analyzed the use of fog tech-
nologies that were implemented and their impact on healthcare services. 
They reviewed various research works that are based on the architecture of 
the fog systems proposed, their performance, and their evaluation.

2.	 Kumari et al. (7) proposed a model for patients in healthcare architecture. 
This is a three-​layer model that works in real-​time to collect data, process it, 
and transmit the results to the cloud.

Figure 12.2  Working of fog computing.
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3.	 Al-​Khafajiy et al. (8) focused on healthcare systems. The work proposed a 
three-​layered architecture that contained sensors, fog nodes, and a cloud 
data center. The paper proposed the framework that combined this archi-
tecture. The proposed model offered cooperation between fog nodes when 
managing the resources of the system and job allocation. This process 
helped in achieving low latency in the healthcare system.

4.	 Atlam et al. (9) presented research work based on the integration of fog com-
puting with the IoT. This process highlighted the profits and implementa-
tion challenges to the model. The purpose of using such a fog model was 
to show how fog computing architecture and developing IoT applications 
could be enhanced.

5.	 Kraemer et al. (10) presented a review on healthcare informatics that used fog 
computing. The paper explored, classified, and discussed applications of fog 
computing in healthcare services. The tasks of fog computing were categorized 
by applications into case classes. The tasks that were executed by the system 
were recorded in the application that could be handled by fog computing (11).

6.	 Gia et al. (12) proposed a fog-​based monitoring system that was low cost 
and provided remote monitoring. The system was made of gateways and 
well-​organized IoT sensors. Besides, the sensors collected ECG signals, 
respiration rate, and body temperature. This data was sent remotely to 
gateways for analysis to produce alerts following the results.

7.	 Sood et al. (13) proposed a model to predict a diagnosis in patients infected 
with Chikungunya virus (CHV) that used a healthcare system that was 
based on fog and cloud computing. The three-​layered system was made 
of fog and cloud layers that were integrated with wearable IoT sensors. 
The system was designed for the prediction, identification, and control of 
the CHV virus. Fuzzy-​C means (FCM) was used for the diagnosis of the 
infected patients and alerts were generated accordingly.

8.	 For heart attacks and brain strokes, a healthcare application was proposed 
by Zohora et al. (14) which was time sensitive. In this proposed model, fog 
computing was used to predict the symptoms and send alerts immediately. 
In these applications, fog computing enhanced the execution time and the 
cost of energy consumed by the system.

9.	 Rahmani et al. (15) describe how fog computing was different from other 
solutions regarding the IoT systems in healthcare. This system architecture 
could withstand the issues in healthcare systems, such as mobility, energy 
awareness of the system, and reliability.

10.	 Ahmad et al. (16) proposed a fog-​based healthcare model that considered 
important features of healthcare applications, such as data privacy and 
security. This model implemented a fog layer as an intermediate layer between 
the cloud and end devices. To enhance the edge of the network, privacy and 
security were controlled using a cloud access security broker (CASB).

11.	 Chakraborty et al. (17) proposed a model platform that was designed to deal 
with latency in healthcare services using fog computing. A programming 

 

 

 

 

 

 

 

 

 

 

 



Applications of Fog in Healthcare Services    207

model was used to control the distributed systems in fog computing in a 
wide geographical area. Using fog computing, the accuracy and consist-
ency of data were improved by monitoring the service delivery time of 
the system.

12.	 Moosavi et al. (18) proposed that fog computing can tackle a variety of 
devices and sensors in healthcare systems. These devices are also equipped 
with managing and processing local data and storage. This research work 
was conducted on the principle that fog computing is the optimum tech-
nique to handle healthcare systems using specific features.

13.	 Dubey et al. (19) proposed a system architecture based on fog computing to 
authenticate and analyze the health data of the patients. The patterns were 
identified in the data through instances and then these results are stored in 
the cloud for future use. The system works on the principle of processing 
large amounts of data while using fewer fog resources.

14.	 Gia et al. (20) proposed to enhance the health monitoring system by util-
izing the principle of fog computing at smart gateways. This model provides 
advanced techniques and services such as distributed storage, advanced data 
mining, and alert service at the edge of the network. During the process 
of feature extraction, an ECG was chosen as the most promising feature, 
because it is used to diagnose many types of cardiac diseases.

15.	 Craciunescu et al. (21) addressed the technical challenges faced due to the 
architecture of cloud computing and the requirements of smart connected 
object applications within the sensing environment. They investigated the 
possibility that executing cloud tasks, such as storage and data signal pro-
cessing that take place at the edge of the network would decrease the latency 
associated when performing tasks within the cloud.

16.	 Fratu et al. (22) presented a distributed fog computing strategy for chronic 
obstructive pulmonary disease (COPD). This algorithm could be used to 
predict mild dementia patients. The data utilized in this study was collected 
in accordance with Romanian healthcare legislation to fulfil the process’s 
needs. The planned surveillance system was a wall. Fog computing was 
used to connect huge numbers of geographically dispersed devices. Real-​
time connectivity, mobility assistance, interoperability, heterogeneity, and 
data preparation in the cloud were all considered by the system. Table 12.1 
summarizes all the findings from the survey on fog computing research in 
health care.

12.5.2 � Literature Review Related to Frameworks and Models 
in Healthcare Systems Using Fog Computing

This section describes the techniques that are used to design the frameworks and 
models in healthcare applications that use fog computing. The main parameters 
that were considered for the literature review were how the frameworks and models 
were designed for the healthcare systems using fog, IoT, and cloud computing. Fog 
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Table 12.1  Various Techniques Based on Fog Computing in Healthcare

Number Author
Publication 

and Year Methodology or Technique

1 Mutlag et al. Science Direct 
2019

A review paper that analyzes 
the use of fog technologies 
that have been implemented 
and their impact on healthcare 
services. They reviewed various 
research works based on the 
architecture of the fog systems 
proposed, their performance, 
and evaluation.

2 Kumari et al. Elsevier 2018 Proposed a model for patients in 
healthcare architecture. This is a 
three-​layer model that works in 
real time to collect data, process 
it, and transmit the results to the 
cloud.

3 Al-​Khafajiy et al. ACM Press 
2018

The research work proposed 
a three-​layered architecture 
containing sensors, fog nodes, 
and a cloud data center. The 
paper proposed the framework 
that combined this architecture. 
The proposed model offers 
cooperation between fog nodes 
when managing the resources 
of the system and job allocation. 
This process helps in achieving 
low latency in the healthcare 
system.

4 Atlam et al. Big Data and 
Cognitive 
Computing

The research work is based on 
the integration of fog computing 
with the IoT. This process 
highlights the profits and 
implementation challenges of 
the model. The purpose of using 
such a fog model was to show 
how fog computing architecture 
and developing IoT applications 
could be enhanced.
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Number Author
Publication 

and Year Methodology or Technique

5 Kraemer et al. IEEE Access 
2017

A review on healthcare 
informatics that used fog 
computing. The research 
paper explored, classified, and 
discussed applications of fog 
computing in healthcare services. 
The tasks in fog computing were 
categorized by applications into 
case classes. The tasks executed 
by the system were recorded 
in the application that can be 
handled by fog computing.

6 Gia et al. IEEE 2017 A fog-​based monitoring system 
that is low cost and provides 
remote monitoring. The system 
is made of gateways and well-​
organized IoT sensors. Besides, 
the sensors collected ECG 
signals, respiration rate, and body 
temperature. This data was sent 
remotely to gateways for analysis 
to produce alerts following the 
results.

7 Sood et al. Science Direct 
2017

The model predicts the diagnosis 
of patients infected with 
CHV that used a healthcare 
system based on fog and 
cloud computing. The three-​
layered system is made of fog 
and cloud layers integrated 
with wearable IoT sensors. 
The system is designed for the 
prediction, identification, and 
control of CHV. FCM is used for 
the diagnosis of the infected 
patients and alerts are generated 
accordingly.

(continued)

Table 12.1  (Continued)
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Number Author
Publication 

and Year Methodology or Technique

8 Zohora et al. IEEE 2017 For heart attacks and brain 
strokes, a healthcare application 
was proposed which was time 
sensitive. In this proposed 
model, fog computing was used 
to predict the symptoms and 
send alerts immediately. In these 
applications, fog computing 
enhances the execution time and 
cost of energy consumed by the 
system.

9 Rahmani et al. Elsevier 2017 Describes how fog computing 
is different from other solutions 
regarding IoT systems in 
healthcare. This system 
architecture can withstand the 
issues in healthcare systems such 
as mobility, energy awareness of 
the system, and reliability.

10 Ahmad et al. Springer Link 
2016

Proposed a fog-​based healthcare 
model that considered 
important features of healthcare 
applications such as data 
privacy and security. This model 
implemented a fog layer as an 
intermediate layer between 
the cloud and end devices. To 
enhance the edge of the network, 
privacy and security were 
controlled using a CASB.

11 Chakraborty 
et al.

IEEE 2016 Proposed a model platform 
that was designed to deal 
with latency in healthcare 
services using fog computing. 
A programming model was 
used to control the distributed 
systems in fog computing in a 
wide geographical area. Using 
fog computing, the accuracy 
and consistency of data were 
improved by monitoring the 
service delivery time of the 
system.

Table 12.1  (Continued)

 



Applications of Fog in Healthcare Services    211

Number Author
Publication 

and Year Methodology or Technique

12 Moosavi et al. Science Direct 
2016

Proposed that fog computing 
could tackle a variety of devices 
and sensors in healthcare 
systems. These devices are also 
equipped to manage and process 
local data and storage. This 
research work was conducted on 
the principle that fog computing 
is the optimum technique to 
handle healthcare systems using 
specific features.

13 Dubey et. al. Arxiv 2016 To validate and assess detected 
raw health data, a fog computing 
system architecture was 
presented. Embedded computer 
instances were confined by 
resources during this operation. 
Instances were used to identify 
relevant patterns, which were 
subsequently forwarded to the 
cloud. The main goal of this 
system was to handle large 
amounts of data while employing 
low-​power fog resources.

14 Gia et al. IEEE 2015 Proposed a system architecture 
based on fog computing to 
authenticate and analyze the 
health data of the patients. The 
patterns were identified in the 
data through instances and 
then these results were stored 
in the cloud for future use. The 
system works on the principle of 
processing large amounts of data 
while using fewer fog resources.

Table 12.1  (Continued)

(continued)
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computing has shown the use of smart gateways at the edge of networks and the  
use of adjacent fog nodes for the transmission of data from the device to the cloud. 
The research also considered the enhancement in healthcare systems by analyzing the 
performance of the system, execution time, and selection of features for the analysis 
of the data.

1.	 Rajagopalan et al. proposed a smart e-​health gateways network. This net-
work aided in data preparation. The simplicity of data available from the 
cloud and sensors aided this process in reducing further processing (23).

2.	 Jararweh et al. established a framework that blended software-​defined 
systems (SDS) and mobile edge computing (MEC) systems. This aids in 
the creation of a ubiquitous MEC that serves as a global controller for 
connecting a large number of local controllers (24).

3.	 Rahman et al. (25) proposed an MEC framework. This framework showed 
how services for people in diverse locations could be supported in real-​time 
and could be personalized. The use of a hybrid cloud at the end of the server 

Number Author
Publication 

and Year Methodology or Technique

15 Craciunescu 
et al.

IEEE 2015 Within the sensing environment, 
addressed the technical issues 
posed by cloud computing 
architecture and the 
requirements of smart connected 
item applications. The concept 
of executing cloud functions, 
such as storage and data signal 
processing, at the network’s 
edge was examined to reduce 
the latency associated with doing 
tasks within the cloud.

16 Fratu et al. IEEE 2015 A distributed fog computing 
approach was proposed for 
COPD. This model also predicted 
people suffering from mild 
dementia. The data used in 
the research was collected 
according to Romanian 
healthcare regulations. To meet 
the requirements of the process 
eWall was used as the proposed 
monitoring system.

Table 12.1  (Continued)
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along with terminal fog computing (FCTs) on the edge of the network, can 
be used.

4.	 According to research work by Distefano et al. (26), the IoT–​Cloud 
framework could manage edge nodes using the proposed framework 
Stack4Things. This framework can compute how latency can be reduced by 
allocating resources closer to offloading processing.

5.	 Chaudhry et. al. proposed how security can be monitored for patient data 
by applying the security provisioning model (AZSPM) in fog environ-
ments (27).

6.	 According to Lu et al. (28), to serve as an on-​request environment for exe-
cution, the cloud at the edge of the fog network could serve as a virtual 
platform. This helps to micromanage services near the data sources, such 
as sensor devices. This is different from micromanaging the devices them-
selves. The gateways in the fog network are placed so that the connection 
between the gateway distribution and the aggregation is affected.

7.	 Hamid et al. (29) proposed a protocol of triparty, one-​round key 
authenticated agreement that used fog computing techniques. The cryptog-
raphy was considered that uses bilinear pairing. This produced a session key 
between the entities to ensure that the communication was secure.

8.	 Wu et al. proposed a new computational framework (30), which used 
fog computing. This framework facilitated the use of remote real-​time 
monitoring and sensing of data for analysis. The model has high perform-
ance for the prediction and diagnosis of diseases in healthcare systems.

9.	 Elmisery et al. (31) proposed that for IoT devices and healthcare cloud 
systems, personal gateways could act as a bridge between the intermediate 
fog nodes that are geographically deployed in the fog system.

10.	 For the dynamic allocation of resources in healthcare systems, fog com-
puting was used for the smart gateway (micro data center) in the edge net-
work. This model was proposed by Aazam et al. (32).

11.	 Oueis et al. (33) suggested an approach that clustered tiny cells to promote 
resource sharing between them.

12.	 Kliem et al. advocated the use of cloud computing to mitigate the IoT 
resource management by sharing the device resources of users (34).

Table 12.2 lists the frameworks and models proposed in fog computing in 
healthcare systems.

12.6 � Edge and Fog Computing Comparisons
Edge computing technology was created to improve cloud computing at the 
network’s edge. To meet the critical needs, it provides edge services near the data 
source. In mobile network base stations, this technique distributes intermediary 
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Table 12.2  Frameworks and Models Proposed in Fog Computing in  
Healthcare Systems

Number Author
Publication 

and Year Methodology or Technique

1 Rajagopalan 
et al.

IEEE 2017 Proposed a network of smart e-​
health gateways. This network 
helped in preprocessing the data. 
This process helps in alleviating 
further processing by the ease of 
data access from the cloud and 
sensors.

2 Jararweh et al. Oxford 
University 
Press 2017

SDS and MEC systems were 
combined in this framework. 
This aided in the creation of a 
ubiquitous MEC that served as a 
global controller for connecting a 
large number of local controllers.

3 Rahman et al. IEEE 2017 Offered an MEC paradigm. This 
design depicted how people in 
various regions could receive real-​
time and customized services. At 
the server end, you can utilize a 
hybrid cloud, and at the network’s 
edge, you can FCTs.

4 Distefano et al. Springer 2017 The IoT–​cloud framework 
could manage edge nodes 
using the proposed framework 
Stack4Things. This framework 
can compute how latency can be 
reduced by allocating resources 
closer to offloading processing.

5 Chaudhry et al. IEEE 2017 Proposed how security can be 
monitored for patient data by 
AZSPM in fog environments.

6 Lu et al. IEEE 2017 According to this research, to  
serve as an on-​request 
environment for execution, 
the cloud at the edge of the 
fog network can serve as a 
virtual platform. This helps to 
micromanage services near the 
data sources, such as sensor 
devices. This is different from
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Number Author
Publication 

and Year Methodology or Technique

the process of micromanaging the 
devices themselves. The gateways 
of the fog network are placed in 
such a way that the connection 
between the gateway distribution 
and the aggregation is affected.

7 Hamid et al. IEEE 2017 The paper proposed a protocol 
of triparty, one-​round key 
authenticated agreement that 
used fog computing techniques. 
The cryptography was considered 
using the bilinear pairing. This 
in turn produced a session key 
between the entities to ensure 
that the communication was 
secure.

8 Wu et al. Elsevier 2017 Proposed a new computational 
framework that used fog 
computing. This framework 
facilitated the use of remote real-​
time monitoring and sensing 
of data for analysis. The model 
has high performance for the 
prediction and diagnosis of 
diseases in healthcare systems.

9 Elmisery et al. IEEE 2016 Proposed that for IoT devices 
and healthcare cloud systems, 
personal gateways could 
act as a bridge between the 
intermediate fog nodes that were 
geographically deployed in the 
fog system.

10 Aazam et al. IEEE 2015 For the dynamic allocation of 
resources in the healthcare 
system, fog computing was used 
for a smart gateway (micro data 
center) in the edge network.

Table 12.2  (Continued)

(continued)
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nodes. These intermediate nodes can compute and store data. Edge computing uses 
cloud computing to reduce latency and improve context awareness within the radio 
area network (RAN) (35). It lowers network activity by doing calculations at the 
network edge. In fog and edge computing, the cloud’s storage and network power 
are transported to the edge network. Edge and fog computing improve efficiency 
and allow for the development of new services. For design, the function and loca-
tion of nodes, and the number of nodes, fog computing was compared with edge 
computing.

Edge computing refers to computing at the network’s perimeter or any net-
work site that is closer to the user than the cloud. The devices use a cellular net-
work to connect with the node at the base station. Non-​IP-​based technologies 
like BLE (Bluetooth low energy) and wi-​fi are supported by fog computing. The 
edge’s proximity decreases the latency to milliseconds and ensures that users have 
a stable connection. The difference between edge and fog is that isolated edge 
nodes use edge computing; however, fog computing is used for node-​to-​node 
interconnections.

12.7 � Limitations and Challenges in Fog Computing
Although the use of fog computing provides efficient and effective results, every 
technology has its limitation and challenges to overcome. A few of the challenges 
that could occur due to the use of fog technology are listed in the following sections.

12.7.1 � Control of Access

In fog computing, one of the major questions that might arise is how the architec-
ture of fog computing will be designed. This is carried out so that it might not cause  

Number Author
Publication 

and Year Methodology or Technique

11 Oueis et al. IEEE 2015 A method was presented to 
cluster tiny cells to simplify 
resource sharing among them.

12 Kliem et al. IEEE 2015 The research stated that by 
sharing user device resources, 
the mitigation of IoT resource 
management could be achieved 
using cloud computing.

Table 12.2  (Continued)
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any conflict when the access needs to traverse from client to fog to cloud where the  
data is stored. To ensure the security of the system it is necessary to have access con-
trol. The data owner can expand its access control in the cloud. Some research work  
has shown that several encryption techniques could be built together to provide an  
efficient way to access data in the cloud (36).

Dsouza et al. (36) proposed a system that was based on controlling access 
resources in fog computing. In the future, it might be possible to develop more 
techniques that deal with access control, which aim to support secure access and 
interoperability between mixed resources in fog computing.

Table 12.3  Characteristic Comparison of Fog and Edge Computing in  
Healthcare Systems

Number Features Edge Computing Fog Computing

1 Devices Server runs at the base 
station

Gateways, access points, 
switches,
routers

2 Location Radio network 
controller

Ranging from cloud to IoT 
nodes

3 Proximity Only single hop One to multiple hops

4 Access 
mechanism

Cellular networks Bluetooth, cellular networks, 
wi-​fi

5 General use 
cases

Video caching, traffic 
management, and local 
video monitoring

Smart delivery, IoT, 
connected automobiles, 
connected city, surveillance 
cameras assistance with 
health

6 Operators Network infrastructure 
providers or local 
businesses

Users and service providers 
in the cloud

7 Various 
types of 
facility

Local Global

8 Distance 
from users

Close Relatively closer

9 Application 
type

Low bandwidth 
computation

High computation with low 
bandwidth

10 Architecture Localized or distributed Decentralized or hierarchical

11 Security On edge devices On participant nodes

12 Service 
Access

At the edge of the 
Internet

Through intelligent devices 
from the edge to the heart
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12.7.2 � Authentication

Devices that operate on fog computing might face issues, such as authentication 
and data trust. The reliability of authentication in cloud central servers is not a 
good selection, because authentication needs to collaborate with personnel devices 
to run locally when there is no remote authentication. A few research works have 
described the problem of authentication in fog computing; however, the issue 
remains unsolved (37).

Figure 12.3 shows the authentication issues in the fog computing environment 
from a security perspective.

12.7.3 � Security and Privacy Issues

Fog computing devices might have security vulnerabilities because they are used in 
contexts when protection and monitoring are not available. As a result, devices are 
more vulnerable to attacks that could compromise the system and allow harmful 
operations, such as eavesdropping and data theft.

Several solutions could solve security-​related issues in cloud computing; how-
ever, they do not necessarily work on fog computing devices because they are based  

Figure 12.3  Authentication issues in fog computing.
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on edge networks. The working of fog devices might have threats that are not neces-
sarily found in cloud computing.

Figure 12.4 shows the major components that are associated with security issues 
in fog computing.

12.7.4 � Fault Tolerance

In case of failure in networks, platforms, and specific sensors fog computing can 
provide services and function smoothly (38). Multiple fog nodes are distributed 
throughout the system. Using these nodes, the users could access the neighboring 
nodes when the services in the system are irregular.

12.8 � Conclusion and Future Works
The integration of fog computing with the IoT makes it possible for us to have more 
intelligent and efficient devices in healthcare systems. The IoT is now being used 
in various sectors, such as robotics, smart devices for homes, traffic control, and 
agriculture. Using computing with the IoT technologies in healthcare and hospital 
systems will help when tackling emergencies. This will help health professionals to 
provide immediate aid in real-​time and prevent adverse events. Cloud computing 

Figure 12.4  Security issues in fog computing.
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could serve as an aid when tracking the health of patients, their information in 
a database, and other relevant information. This chapter aimed to provide infor-
mation on the research that has been conducted on fog computing and to present 
recent cloud–​IoT–​fog-​based architecture. The latest development, difficulties, and 
obstacles observed were also discussed. Future work on fog computing could involve 
the expansion of cloud-​based applications when integrating with fog computing. In 
addition, fog computing could be used when iterating various configurations that 
could be used in the infrastructure of smart cities.
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13.1 � Introduction
The goal of smart health care is to make patients’ life simpler by providing them with 
information about medical problems and how to solve them. In the event of a med-
ical emergency, smart health care allows patients to take appropriate actions quickly 
(1). It allows for remote diagnosis and check-​ups, thereby lowering treatment costs 
and helping health care providers expand their services beyond the limits that are 
imposed by geographical boundaries. Smart health care further allows enhanced 
diagnostic mechanisms and smart solutions to improve patient care by monitoring 
data in real time. Through technological advances, gadgets, such as smartwatches, 
are being extensively used to diagnose and track a plethora of ailments. It would not 
be wrong to say that these technological advancements have transformed a hospital-​
centric health care model into a patient-​centered system (2, 3). For example, sev-
eral clinical tests can now be conducted at home without the assistance of a health 
care expert. These include monitoring blood pressure (BP), glucose levels, oxygen 
statistics, and several others. The information about these statistics can be trans-
mitted from remote locations to health care centers. These health care centers need 
to run a server on the cloud and the entire process can be automated quite easily. 
Naturally, and looking at the overall mechanism and the growth of these technolo-
gies, we could say that the era of smart health care looks promising.
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One of the ways to achieve a smart and digital health care environment is via 
the Internet of Things (IoT). The IoT has expanded a human’s ability to engage 
with the outside world while increasing their freedom. The IoT links a wide array 
of devices to the internet, including wireless sensors, household appliances, and 
electrical gadgets (4). Moreover, the IoT can link automobiles (5, 6), household 
appliances (7, 8), and even medical infrastructures (1, 8) to the internet, thereby 
transforming a dumb sensor into a smart device. The IoT is a network made up of 
a range of physical items that have inbuilt communication and sensing technology. 
It also creates a worldwide ecosystem in which devices might share their measured 
data and collaborate to build new applications without requiring any human inter-
action. The IoT further describes how IoT devices might help people lead better 
lives. Such devices could be connected via Bluetooth, wi-​wi, or IEEE 802.11 (Wi-​
Fi). In the context of health care, we can say that the devices possess the natural 
capacity to address a wide array of problems. Issues such as automating medical 
image classification, analyzing health records, and making predictive inferences are 
now just a touch away. Additionally, sensors could be used to capture physiological 
data from a patient. This includes attributes such as temperature, BP, heart rate, 
electrocardiography (ECG), or electroencephalography (EEG) (9, 10). Naturally, 
this raw data could aid in predicting essential information about the patient's 
health. However, this notion is not without problems. Due to the volume of data 
generated, and therefore collected, finding relevant patterns is challenging. This 
is further exacerbated because the data comes from a variety of sources. There are 
challenges like data storage, accessibility, and interoperability in the IoT ecosystem. 
Moreover, there is a privacy issue. It is understood that the dissemination of a 
patient’s data happens over the internet. For a successful and secure transmission, 
users, patients, and the communication module must work together. The majority 
of the IoT devices have a user interface that allows health care workers to manage, 
visualize, and interpret data. In the literature, there is a lot of information on the 
advances in the IoT system in health care monitoring, control, security, and privacy 
(11). However, preserving the quality-​of-​service parameters, such as privacy when 
information sharing, security, cost, dependability, and availability is the primary 
consideration when designing an IoT device. In this regard, techniques, such as 
artificial intelligence (AI), machine learning (ML), and blockchain could come in 
handy. These paradigms have a natural tendency to tackle the challenges that are 
imposed by the IoT in the health care domain. Moreover, due to the amount of 
raw data available on any cloud server, it would be natural to try and apply big data 
analytics to find useful insights. This idea is mesmerizing. However, successfully 
executing such an undertaking is a problem.

Considering the challenges highlighted in this section, a discussion of how the 
IoT could improve health care models in the future is presented in this chapter. 
Understanding the IoT from multiple points of view is focused on. This includes 
ML, AI, and cloud computing. The goal of this chapter is to give a comprehen-
sive analysis of IoT-​based health care systems’ supporting technologies, services, 
applications, and problems, and to outline recent advances in the field. The 
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importance of statistical techniques and automated methodologies that could help 
answer a few questions in health care will be highlighted. Moreover, a discussion 
on the combined use of these technologies to make patient care more effective is 
included. It should be noted that the overall objective of this chapter is to pre-
sent a methodology and a set of recommendations that could help future work 
when designing effective mechanisms in health care. Moreover, a few guidelines to 
integrate state-​of-​the-​art technologies to produce a more secure and problem-​free 
system for patient care are presented.

13.2 � Digital Health Care: Use of ML and Cloud  
Computing Technologies

In this section, the ideas behind ML and the deployment of ML-​driven health care 
on the cloud infrastructure are discussed. The discussion starts with ML.

13.2.1 � ML

ML includes inferences, data processing, and analysis to make informed decisions. 
Recently, ML has been a key enabler for IoT devices. From cloud-​based big data 
processing to embedded intelligence, ML is a realistic and promising option in a var-
iety of IoT application domains, including health care. ML can create models based 
on experiences, which might subsequently be used to anticipate future data or find 
trends. There are four basic categories for this. These are shown in Figure 13.1. In 
addition to this, ML techniques can be divided into several classes, which deal with 
data and build models accordingly.

	1.	 Supervised learning
In supervised learning, the training dataset is labeled with the appropriate 
output. The learning process is completed with an instruction dataset in 
supervised learning. Even if a training dataset is used, the task may be 
regarded as a mentor who monitors the learning process. The algorithm 
can assist in creating predictions based on data collected throughout the 
training phase and obtaining changes made by the teacher. A conclusion 
may indicate if the algorithm has achieved an acceptable level of perform-
ance or not.

2.	 Unsupervised learning
Unsupervised learning deals with the collection of unlabeled training data to  
find an underlying pattern. It differs from supervised learning in the sense  
that there are no correct replies, and the numbers are not communicated to  
the teacher. Unsupervised learning employs a technique that introduces data  
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with few, if any, matching variables. The basic goal of this learning is to aid  
learners when grasping the knowledge by helping them model the underlying  
framework.

3.	 Reinforcement learning
In reinforcement learning, accurate results are not supplied a priori; how-
ever, the predicted result might be evaluated by rewards, such as positive 
and negative, which reflect how good or bad the projected output was. 
Unlike other ML algorithms, reinforcement learning can learn the envir-
onment with only a few parameters to learn. It addresses the optimization 
problem by interacting with the environment and automatically adjusting 
the settings.

13.2.2 � Cloud in Health Care

In the new era of innovation, cloud computing plays a crucial role in terms of min-
imizing health care integration costs and maximizing the utilization of resources.  
Cloud computing allows users to have ubiquitous and transparent access to shared  
resources and infrastructure, thereby allowing them to deliver on-​demand services  
through the network and undertake activities that adapt to changing demands. In  
the context of health care, sensors capture biosignals from users (e.g., heart rate  
and ECG) and data from their surrounding environment. The data could then be  

Figure 13.1  Four main categories of ML.
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transmitted over the web to a mobile device or straight to the cloud infrastructure, 
which depends on the wireless technology employed (12). Current trends call  
for information to be accessible at any time from any location, which might be  
accomplished by shifting health care data to the cloud. The capacity to interchange  
data between two different servers will be one of the most important benefits. This  
is a skill that health care information technology sorely requires. For example, cloud  
computing might let health care systems communicate the information, such as  
a doctor’s reference, medication, test outcome, and insurance information that is  
stored on many systems. This idea is implemented in situations where institutions  
want to save money on storage. Figure 13.2 shows the importance and integration  
of IoT devices.

13.2.3 � Usage of ML and Cloud Computing Technologies  
in Smart Health Care

The IoT is a network made up of a range of physical items that have inbuilt com-
munication and sensing technology. Most IoT devices, such as smart televisions or 
smartphones might help people live more securely and freely. Soon, IoT devices will 
generate a massive amount of big data streams. Big data is in high demand across 
all sectors, such as manufacturing, automobiles, and health care. Those that attempt 
to understand their clients’ businesses and challenges will be able to find big data 
solutions that are suited for their needs in advance, thereby giving them a competi-
tive advantage over their rivals. The ability to find insights that are concealed in the 

Figure 13.2  Importance and integration of IoT devices over the cloud.
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large and increasing amount of data is essential for the fulfillment of the IoT. Due 
to the pace, diversity, and volume of data that is generated by the IoT, new systems 
with unique mining techniques are required.

The IoT environment is demanding, necessitating quick algorithms that con-
sume a short amount of time and memory. They must be adaptable to changes, and  
never stop learning. These types of algorithms should be distributed and operated  
on big data platforms. The key difficulty for the IoT analytics systems soon will  
be to accomplish this accurately in real-​time. Data arrives rapidly in health care.  
Algorithms that process such data streams must work within very difficult space  
and time-​specific limitations. As a result, the design of data mining algorithms will  
be complicated. Therefore, ML-​based algorithms must function within resource  
constraints (e.g., time and memory). Further, they must deal with data that is  
changing in terms of its type or distribution. The IoT further creates a worldwide  
ecosystem in which devices might exchange their measured data and collaborate  
to build new applications without requiring human engagement. Most of the  
communication devices that are used in the IoT networks have inbuilt communica-
tion technologies like Bluetooth Zigbee, LiFi, wi-​fi, 5G, and other protocols.  
The data that is created and communicated might be examined and utilized for  

Figure 13.3  Various components used in IoT-​based infrastructure.

 

 



230     Bio-Inspired Optimization in Fog and Edge

classification, decision-​making, and planning purposes. Such ideas coupled with  
ML techniques could open a new dimension of work that could make health care  
smarter. Furthermore, IoT devices could monitor physiological and remote data.  
The IoT enables adaptability and convenience when transmitting diverse settings  
for monitoring and communication purposes, thanks to the interaction of many  
types of smart devices (13). ECG signals, BP, oxygen saturation levels, and other  
parameters might be measured with embedded sensors and IoT devices. The main  
purpose of IoT devices in smart health care systems is to lower expenses, follow-​up  
on daily patients’ medical issues, decreased clinic-​driven treatment, increase patient  
care, and deal with privacy and security issues (14). Naturally, this plethora of func-
tionalities requires the use of some components. These components are shown in  
Figure 13.3. Using cloud computing-​based technologies, these parts can now be  
easily integrated on a remote server, thereby enabling a seamless mechanism for effi-
cient patient care.

From the discussion presented in this section, the existing health care infrastruc-
ture could be complemented via the use of ML and cloud computing technologies.

13.3 � Health Care and IoT Technologies
In smart health care systems, an IoT framework makes it easier to combine the 
advantages of sensing technologies and cloud computing. In a health care environ-
ment, we are dealing with a lot of protocols; therefore, it is imperative to maintain a 
balance between them. These protocols are needed to transfer patient data from sensors 
to the cloud environment. The Healthcare IoT (HIoT) combines several components 
into a grid-​like infrastructure. Each part of the network and cloud serves a unique role. 
These roles must be predefined very well to ensure that every part runs smoothly.

In the real world, patient monitoring via HIoT has provided many structural 
alteration theories that have been implemented in the past. It is critical to make a 
list of all relevant actions related to the intended health application. The overall out-
come of the IoT system is determined by how well it meets the needs of health care 
practitioners. Because each condition necessitates a complicated set of health care 
actions, the topology must conform to medical guidelines and their diagnosis. In 
this respect, the technologies required to create an HIoT system are also critical. This 
is because the use of certain technologies could improve an IoT system’s capability 
(15). As a result, a variety of cutting-​edge technologies have been used to link diverse 
health care applications with an IoT system. In this section, emphasis is placed on 
the use of various technologies in HIoT.

13.3.1 � Identification of IoT Devices

A very important element required in the design of an HIoT system is accessibility. 
Accessing data of patients from permitted nodes (sensors) must be made easy so that 
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the overall process of information sharing is easy. However, this is only possible if 
the nodes in the network correctly can be identified. Identification is the process of 
allocating a unique identifier (UID) to every node in the network, thereby enabling 
it to be easily identified. In this respect, one of the solutions is to identify the poten-
tial stakeholder nodes within the health care infrastructure and assign them one UID 
(16). Of note is that sensors can be easily recognized and handled independently. 
This enables the smooth and coherent integration of resources. However, the unique 
identification of a component might change during the life cycle of an IoT system 
due to the continual progress in IoT-​based technologies. The device must provide 
a mechanism to update this information to keep the health care equipment and 
system in working order. This is because a configuration change has an impact on 
the process of tracking the network component(s) and could potentially result in an 
inaccurate diagnosis.

13.3.2 � Communication Technology

Different elements in an HIoT network can connect due to communication tech-
nology. There are two types of communication technologies; short and medium 
range (17). In the following sections, each of the components that use short and 
medium-​range equipment is described in detail.

13.3.2.1 � Radio Frequency Identification

Radiofrequency (RF) identification (RFID) uses a tag and reader to uniquely mark  
an object. The tag contains an antenna with an onboard chip that could be used  
to identify any object. The reader receives the information from the antenna and  
identifies the object. In the IoT, the data stored in the tag is stored as an electronic  
product code. Medical equipment could be found and tracked more quickly thanks  
to RFID technology. In addition, many technologies in the health care industry  
come with such an identifier. However, they only operate over a short radius.

Figure 13.4  Information on communication technologies.
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13.3.2.2 � Near-​Field Communication

The electromagnetic induction between two loop antennas that are positioned close 
to each other is the fundamental notion of near-​field communication (NFC). This 
technology is related to RFID, which similarly transmits data by electromagnetic 
induction. Active and passive modes are available for NFC devices. Only one device 
generates RF in the passive mode when the other serves as a receiver. In the active 
mode, both devices can create RFs at the same time and communicate data without 
the need for pairing (18). NFC’s key benefits are its ease of use and a reliable wireless 
communication network. It is, however, only suitable for a very limited communi-
cation range.

13.3.2.3 � Bluetooth

Bluetooth uses radio waves at ultra-​high frequencies and operates at short ranges. 
Medical devices may now connect wirelessly thanks to this technology. The fre-
quency band used by Bluetooth is 2.4 GHz. The communication range of the 
Bluetooth protocol is ≤100 m. Authentication and encryption are provided by 
Bluetooth to ensure data security. The low cost and energy efficiency of Bluetooth 
are its advantages. During data transmission, it also assures less interference between 
linked devices. However, when it comes to long-​range communication in health 
care, this technology falls short.

13.3.2.4 � Wi-​Fi

Wi-​fi is an IEEE 802.11-​compliant wireless local area network. Compared with 
Bluetooth, it has a longer range and widespread acceptability. Wi-​fi allows for the 
creation of a fast and reliable network quite efficiently. These networks are often in 
places with high concentrations of people. For instance, hospitals and cinema halls. 
Wi-​fi networks are also used in combination with cellphones and IoT devices.

13.3.2.5 � Zigbee

Zigbee is a standard protocol for interconnecting and transmitting data between 
medical equipment. It has a comparable frequency range to Bluetooth (2.4 GHz). 
However, compared with Bluetooth devices, it has a longer communication range. 
A mesh network topology is used by this technique. End nodes, routers, and a pro-
cessing center are all part of the network. The data analysis and aggregation are 
handled by the processing center. Even if one or two devices fail, the mesh network 
guarantees that other devices stay connected. Low power consumption and a large 
network capacity are all advantages of Zigbee.
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13.4 � Services and Applications of HIoT
Medical gadgets can now carry out real-​time analysis, which was previously impos-
sible for clinicians. This aids in the medical system, facilitating many individuals at 
once with minimum cost. Various technologies in the literature, such as big data 
and cloud computing, provide improved and simplified communication between 
patients and physicians. As a result, this reduces the financial burden, and more 
patients are involved in the treatment process. Recently, the IoT aided the HIoT 
applications, which provide various advantages, such as affordability for end-​to-​end 
users, simultaneous monitoring and reporting, easy diagnostics, fitness manage-
ment, and remote medical assistance. The former consists of rules that are employed 
when developing an HIoT device, and the latter refers to health care apps that are 
used to diagnose or monitor health indicators. In the following subsection, the ser-
vices and applications are discussed to easily understand health care fundamentals.

13.4.1 � Services

By answering numerous health care concerns, services and concepts have altered the  
health care business. With rising health care demands and technological advances,  
more services are being introduced daily. These are increasingly becoming an  
important element of the HIoT system design process. In the HIoT context, each  
service delivers a collection of health care solutions. These concepts or services are  
not defined uniquely. The applications are what make HIoT systems stand out. As  
a result, defining any idea in a broad sense is difficult. Figure 13.5 shows the most  
extensively utilized IoT health care services.

Figure 13.5  Information on HIoT services.
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13.4.1.1 � Mobile IoT

Tracking patient health data and other physiological states using mobile computers, 
sensors, communication technologies, and cloud computing is referred to as the 
mobile Internet of Things (m-​IoT). Researchers (19) proposed a framework to pro-
vide effective internet medical services via communication links between mobile 
devices and personal area networks. Most of the research was carried out on mobile 
computing (20–​22). These technologies are accessed by health care practitioners 
and help in different services, such as therapy and patient data. Research (23) has 
dealt with the challenges and focused on different learning, including network 
security, technical policies, technical, and physical protection. Figure 13.6 shows the 
generalized environment of the m-​IoT.

13.4.1.2 � Wearable Devices

Wearable gadgets serve a variety of health conditions at a lower cost to health  
care providers and individuals. Many of the devices used in our daily lives include  
wristbands, hats, shirts, handbags, and other items (24). The connected sensor is  
utilized to collect information about the surroundings and the patient’s health.  
Then, the data is posted to the server and databases. Through health apps, several 
wearable devices are linked to smartphones. Many researchers have focused  
on mobile devices and wearable services to develop real-​time monitoring systems  
(25–​28). The device’s computing capacity is increased by connecting it to a  
mobile application. The program could be used for simple data processing and  
visualization.

Figure 13.6  Generalized m-​IoT environment.
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13.4.1.3 � Community-​Based Health Care Services

The concept of community-​based health care monitoring focuses on creating smart 
networks for a local community. This could include private clinics, local residential 
areas, and hotels. In this regard, research (29) presented an IoT-​based cooperative 
medical network to enable remote health care monitoring. Various authentication 
and authorization procedures were used to secure the networks. In addition, a com-
munity medical network that functions as a virtual hospital was also proposed (30). 
This aided in the provision of medical services to those in need.

13.4.1.4 � Blockchain

Communication between several medical devices and health care providers is a crit-
ical task in an HIoT network. Data fragmentation is one of the significant concerns 
in the safe exchange of data. It can also create information gaps between specialists 
that the same patient examines. Sometimes, treatments are delayed by a lack of 
or wrong information. Therefore, (31) proposed the idea of blockchain technology 
being utilized to reduce the problems that occurred in data fragmentation and assist 
medical organizations in connecting data repositories throughout the network. This 
helps the patients and their specialists. At the same time, it protects sensitive med-
ical information. Blockchain can be regarded as a qualitative study, a collaboration 
between organizations and professionals. Figure 13.7 describes the overall health 
monitoring system. Blockchain technology provides three varieties to serve the safe 
transfer of data. First, is a fixed ledger that helps anybody easily control, access, and 
ensure that the records of data cannot be changed once it has been uploaded to 
the ledger. The second is the distributed system, which is used for different devices 
and computers. Finally, blockchain is followed with smart contracts and used for 
data exchange policies. Some researchers (32–​34) launched a blockchain health 
care business that handled EMR (emergency medical records) data, drug discovery 
devices, and other clinical pathways. Health care data gateway is a famous platform 
for blockchain where users can share their information and data. Other research (35) 
focused on a patients’ privacy framework for managing and sharing their informa-
tion without violating the underlying policy.

13.4.1.5 � Adverse Drug Reaction

Adverse drug reaction (ADR) describes the side effects of taking the wrong prescrip-
tion. Sometimes, it comes from long-​term use, or it might be possible when patients 
take two different drugs simultaneously, which causes an unpleasant response. The 
ADR is unrelated to the type of drug or ailment being treated, and it differs from 
person to person. One work identified the unique barcode with the help of IoT-​
based ADR systems (36). Drug combinations in patients’ bodies are examined by 
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pharmaceutical intelligence information. Using e-​health records, the information 
system tracks each patient’s allergy profile. A judgment is made as to whether the 
drug is suitable for the patient or not after examining the allergy profile and other 
crucial health facts. Other research (37) proposed new variants of drug reactions for 
IoT systems, for example, prescription adverse drug event (prescADE), which might 
enhance patient safety by minimizing ADRs.

13.4.1.6 � Child Health Information

This follows the idea of increasing a child’s health awareness. The main objective of 
child health information is to develop awareness for children and their parents about 
health care systems, which includes emotional, physiological, and nutritional values. 
Researchers contributed to the work with the help of the IoT to build a platform 
that helps to monitor physical and mental health (38) remotely. In an emergency, 
physicians and parents could assist in taking the required precautions. Researchers 
(39) built mobile applications that are easily connected to medical equipment. 
Height, temperature, and heart rate were the three bodily characteristics that the 
device collected. The app makes this information available to doctors and other 
health care providers. Teachers and parents might monitor children’s eating habits 
using an m-​health service (40). The app was used to help youngsters achieve healthy 
nutritional levels.

13.4.1.7 � Cognitive Computing

Cognitive computing refers to the process of evaluating a problem in the same way 
that the human brain does. Recently, sensor technology and artificial cognitive 
computing that were integrated with IoT devices found hidden patterns in large 
amounts of data (41). Sensors that can simulate the human brain in problem-​solving 
are increasingly integrated with IoT devices. To provide effective health services, 
all sensors in a cognitive IoT network collaborate with other smart devices. In the 
literature (42), a smart health care monitoring system that was based on EEG was 
proposed. The main objective of this work was to enable health care providers to 
properly monitor patients’ data. The patient’s pathological condition was determined 
via cognitive computing. To establish a patient’s state, the EEG data was coupled 
with additional sensor data, such as posture, gesture, bodily movement, voice, and 
facial expressions. One of the major concerns in cognitive computing is that it must 
be adaptive enough to learn as the knowledge and goals change. To do this, AI 
and sensor devices, such as pattern recognition, natural language processing, and 
data mining are helpful. Furthermore, it encourages prompt aid in the event of life-​
threatening situations. Another study (43) offered the idea of conveying cognitive 
data that worked with detecting, recording, and determining patient health daily. In 
the event of an emergency, the data of a patient in a critical condition is delivered as 
soon as possible.
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13.4.2 � Applications of HIoT

As mentioned in 13.4.1, two different sections, such as services and applications 
were focused on. In this section, the applications of IoT in health care are focused 
on. In this regard, a range of IoT-​based applications has been built that use the 
HIoT services and concepts. Researchers in these fields have proposed several 
solutions and applications. Therefore, the ideas are oriented toward developers, and 
applications are geared toward users. Due to the improvements in IoT technologies, 
medical equipment has become cheap. Due to this advantage, the application area 
of HIoT has seen tremendous growth. Figure 13.8 shows the potential HIoT-​based 
applications. In the following sections, each of these applications will be expanded 
on in detail.

13.4.2.1 � ECG Monitoring

The electrical activity of the heart can be monitored via an ECG. This is very popular  
for diagnosing cardiac disease and captures the effect of heart muscles. Naturally,  
there could be several abnormalities associated with the human heart. For example,  
arrhythmia and myocardial ischemia. ECG monitoring has been improved by IoT  
technology to diagnose cardiac problems. The IoT has been used in most research  
areas in ECG monitoring (44, 45). In this field, there is a large amount of data avail-
able, and storage issues are handled by big data. Of note, researchers (46) attempted  
to address the difficulty of wearable power consumption. In the literature (47), the  
authors focused on EEG monitoring systems and IoT-​based fall detection systems  

Figure 13.8  Various applications of HIoT.
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with the help of cloud-​based services and mobile applications. This system was  
created to offer continuous ECG and accelerometer data to elderly patients to enable  
real-​time monitoring. Based on the literature, the IoT can monitor heart conditions  
in real-​time and send the information to the doctor seamlessly.

13.4.2.2 � BP Monitoring

BP measurement is one of the mandatory processes in every diagnostic procedure. 
The most common technique in BP pressure measurement necessitates the partici-
pation of at least two people. BP monitoring systems, with and without a cuff, have 
been constantly developed and improved. Continuous BP monitoring without the 
need for a cuff deals with home health care at a low cost and reduces the workload 
in a hospital setting. It might be measured by a variety of noninvasive procedures. 
The integration of the IoT and other sensor technology; however, changed how BP 
was measured. Researchers (48) presented a method to measure BP that utilized an 
ECG signal and a photoplethysmogram that was collected from the fingertip. Most 
of the continuous and noncontinuous techniques can be found in the literature to 
measure BP, such as arterial tonometry, plethysmography, and pulse transit time. 
Furthermore, these readings could be sent to a health care provider in real-​time, 
and any issue arising from any complication could be fixed quickly using IoT-​based 
technologies.

13.4.2.3 � Glucose Level Monitoring

Glucose levels are high in chronic diabetic conditions. It is one of the most common 
human illnesses. To diagnose the illness, multiple tests are used. Fingerpicking, 
followed by blood glucose level monitoring, is the most widely used approach for 
diabetes diagnosis. Recently the IoT has worked on different wearable gadgets for 
monitoring glucose levels that are safe and noninvasive. Research (49–​51) proposed 
the idea of a noninvasive m-​IoT-​based glucometer to monitor the actual data on 
blood glucose levels. Health care professionals used IPV6 (Internet Protocol version 
6) connections for wearable sensors. Another research study (52), proposed the 
IoT architecture for glucose level monitoring that used double moving average 
techniques. Optical sensors, such as infrared LEDs have been used recently. Other 
researchers (53) proposed the concept of glucose level monitoring that used light 
signals reflected from the patient’s body. This huge and growing body of work 
highlights that the IoT could help when diagnosing and managing glucose levels in 
an efficient and noninvasive manner.

13.4.2.4 � Mood Monitoring

Mood monitoring helps to track emotional health and manage a healthy mental 
level. Mood monitoring is a technique for keeping track of a person’s emotional state 
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and ensuring mental well-​being. It also helps health care providers manage mental 
diseases, which include anxiety and bipolar disorders. Self-​awareness of one’s emo-
tional condition helps one better understand one’s mental state. The CNN (convo-
lutional neural network) also places a person’s mood into different categories where 
human emotions, such as happy, thrilled, sad, calm, angry, and stress are reduced 
(54). Similar research (55), used an interactive technology, Meezaj, to evaluate mood 
in real-​time. This software deals with real-​time mood monitoring and identifying 
the importance of happiness. Stress might now be diagnosed ahead of time using 
the heart rate thanks to the inclusion of an advanced ML system. Additionally, the 
device might communicate with the patient about their stress level (56). This all is 
possible because of IoT-​based technologies and their integration into a framework 
that enables efficient health care.

13.4.2.5 � Oxygen Saturation Monitoring

The IoT has also found its way into oxygen saturation monitoring. In this respect, 
pulse oximetry detects oxygen saturation that might be useful in medical research. 
The noninvasive technique eliminates the disadvantages of the previous method 
and enables real-​time monitoring. Pulse oximetry has improved because of IoT-​
based technologies. Researchers (57) proposed the concept of a noninvasive tissue 
oximeter that monitors the heart rate oxygen levels and observes pulse diagnostics. 
Furthermore, it was suggested that the transmission of data takes place over a var-
iety of methods such as Zigbee or wi-​fi. A medical intervention choice was taken 
based on the reported data. Other researchers (58) discovered the idea of an alarm 
system that could inform patients whether oxygen saturation levels were critical or 
not. Different types of sensors are used in the literature to connect pulse oximeters. 
Furthermore, (59) discovered the concept of multispectral sensor devices to reduce 
the adverse effects of a single LED. Low power and minimum cost monitoring 
systems have been proposed (60). Real-​time monitoring is possible with this gadget. 
Therefore, the IoT has vast applications in oxygen saturation monitoring.

13.4.2.6 � Asthma Monitoring

Asthma is a sustained lung disease that affects breathing and covers many health 
issues, such as breathlessness, an increase of mucus, and chest pain. Asthma patients 
suffer from this problem all the time, and the use of an inhaler or nebulizer is the only 
treatment solution. Recently, researchers have proposed real-​time monitoring situ-
ations based on IoT systems (61, 62). Sometimes, monitoring devices do not convey 
the best solutions, and patients could refer for the proper medication and contact 
their physicians (63). Furthermore, the device could evaluate the surrounding envir-
onment and tell a patient to leave an area that was harmful to health. Tracking 
asthma problems, ML, big data, and cloud computing have been collaborating with 
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IoT devices (64, 65). Researchers (66), presented a list of services that might be 
included in an IoT-​based asthma monitoring system as it considers future expansion.

13.4.2.7 � Medication Management

In health care, following a strict medication schedule is a prevalent issue. Patients’ 
dangerous health issues might be exacerbated if they do not take their medications 
on time. Nonadherence is very frequent among the elderly as they grow older and 
develop clinical disorders, such as cognitive decline and dementia. Therefore, it 
is difficult for them to carefully follow their doctor’s orders. Several studies have 
focused on using IoT to track a patient’s medication compliance (67). A smart med-
ical box that can remind individuals to take their medicine was proposed (68). Each 
tray in the box has medication for three distinct periods (e.g., morning, afternoon, 
and evening). Once the important information is captured, it is sent to the cloud 
server. Communication was then initiated between doctors and patients based on 
this information. Furthermore, research (69) described an adaptive IoT-​based smart 
pharmaceutical system that used fuzzy logic to interpret data that was obtained from 
a temperature sensor. The device effectively treated illness by continually monitoring 
body temperature and automatically modifying the time and amount of medicine 
given during medication. Overall, the paradigm of the IoT could therefore help 
achieve the goal of smart medicine.

13.5 � Challenges
Recently, health care has received a lot of attention in the literature. This has truly 
helped health care services; therefore, making it easy for a patient to work with 
their ailments with ease. In this regard, the IoT has helped and effectively altered 
the paradigm of health care by combining sensors, ML, and cloud computing. The 
IoT, like any other technology; however, is not without issues. These issues need 
new oversight, and additional efforts must be made to address the challenges. Some 
challenges are discussed in the following list.

1.	 Data privacy and security
Cloud computing has changed the way real-​time patient care is achieved. 
However, with cloud computing comes the risk of cyber attacks. Specifically, 
attacks on a hospital’s networks. Several preventive steps must be therefore 
implemented during the design of an HIoT system to protect it from this 
malicious assault. Network protocols like Wi-​Fi and Zigbee, for instance, 
must be secured using state-​of-​the-​art procedures (70).

2.	 Identification
Health care workers often deal with patients and their relatives. In much 
the same way, if a patient has a disease, they are treated by many doctors. To 
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minimize the overall hassle in the process and enable a seamless operation, it 
is therefore important to interchange the identities of patients, nurses, and 
doctors. Sometimes, this must be accomplished within a single session. This 
is one of the significant factors that the IoT must address effectively without 
compromising on patient care. Moreover, the process should be confusion 
free (71).

3.	 Scalability
The capacity of health care technology to escalate itself according to the 
evolving dynamics of the operating conditions is frequently referred to as 
scalability (70). A system that is highly efficient in terms of scalability typic-
ally runs smoothly; therefore, maximizing the use of available resources. As a 
result, creating a network that can address scalability is critical. One way to 
overcome this issue is using decentralized IoT networks (i.e., fog computing). 
Moreover, to ensure privacy, ideas like blockchain could help in this case (72).

4.	 Interoperability
Because IoT devices are diverse, interoperability is a huge problem. The 
setup and installation processes for the IoT devices from different vendors 
are, without a doubt, expected to vary. There are semantic and syntactic 
problems between devices from various suppliers, because their operational 
characteristics differ by a large amount. Without addressing semantic ambi-
guity, it is tough to add a new device to an existing network. When these 
devices function together in an interoperable environment, it is possible 
to give high-​quality treatment to patients. It will automate hospitals in the 
health care business, which will allow doctors to remotely monitor patients 
(73). Physicians will be able to swiftly obtain information on their patients 
and offer recommendations. It will allow patients’ records to be quickly 
accessed from various IT storage systems.

5.	 Big data
Using the example of a hospital or health care provider, improperly handled 
patient data raises the potential of misdiagnosis, wrong treatment, or lost 
or corrupted test findings. There is the possibility that two touchpoints on 
a patient’s treatment path (e.g., a GP and a specialist) might have separate 
databases for the same person. The IoT should be able to handle time, resources, 
and processing capabilities, because connected devices continually and concur-
rently create massive volumes and different forms of data (74). As a result, pla-
cing health care datasets on a big data server would provide practitioners with a 
single, unchanging resource for utilization when treating patients.

13.6 � Conclusion
The primary goal of digital health care is for consumers to employ smart solutions 
in their daily life. This is accomplished by incorporating the IoT into health care. 
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The growth of IoT technology; however, is not without issues. There are difficul-
ties such as interoperability, heterogeneity, security, and resource management. 
To tackle these issues, research is increasingly bringing innovative approaches and 
strategies. Despite these challenges, the IoT brings in machine learning that helps 
when monitoring and diagnosing a variety of health concerns. At the same time, 
it provides a mechanism to diagnose health issues remotely. This has resulted in a 
shift in the health care industry. More specifically, the paradigm is now focused 
on a patient-​centric model. This contrasts with earlier approaches that followed a 
hospital-​driven method. In this chapter, several applications of the IoT in health 
care were discussed. Emphasis was placed on the importance of ML techniques 
and how cloud computing could help to bridge the gap between decentralized 
monitoring and centralized control. Additionally, it discussed the use of ML 
and AI techniques that have transformed the health care industry. However, the 
use of these technologies brings additional challenges in IoT-​driven health care. 
Finally, the problems of designing and producing ML-​compliant IoT devices were 
highlighted in detail. The objective was that in the future, these challenges could 
serve as a benchmark for future research.
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