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It's always a good idea to carry your important documents in your bug-out oreveryday carry bag, but do you want to
take the chance of having every piece of your identity stolen if your bag was lost or taken from you? Think about it,
you could lose driver's licenses, passports, credit cards, medical records, and lots more! Wouldn't you rather have a
way to keep all your important paperwork together in a secure hiding place where, if you lost it, you could rest
assured knowing no one else would be able to get to the contents?

In this post I'm going to walk you through creating a super-secure document storage system on a simple encrypted
USB thumb drive, one that can't be opened by anyone but you. Even if someone else were to open it, they wouldn't
be able to locate your documents. This is a different type of blog post than | usually write - more technical - but stick
with me, I'll take you step by step!

Encryption is defined as "the conversion of electronic data into another form, called ciphertext, which cannot be easily
understood by anyone except authorized parties". This is more than just putting a password on your computer - you
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are actually changing the physical structure of the data itself, all those little bits and bytes. If someone gets their
hands on the data, but not the "key" to decrypt it, it will just be meaningless gibberish.

There's always an argument over whether any data can be made completely, totally, 100% secure. The method I'm
showing you here will protect your documents from various prying eyes, bad guys, local law enforcement, etc. If
you've got huge goverment agencies with three-letter names after you, they probably have the supercomputer
power to crack this if they get their hands on it.

We're going to be using a piece of software called TrueCrypt. If you've ever worked with computer encryption, then
you may know that this program was "retired" in the summer of 2014, and is no longer supported by the authors.
Some people go so far as to say it is now insecure. But if you read this article, you'll see that it's still safe to use; even
Amazon is currently using it!

One thing | like about TrueCrypt is that it lets you create two "containers" of encrypted files - the main container,
and then a second hidden container, each with their own password. This is useful if your thumb drive falls into
enemy hands and you are forced or coerced into giving up your password.

If you simply lost your USB drive somewhere and someone found it, it would be secure because of the encryption,
and the fact that they wouldn't have the password. But what if your drive was taken from you, and you were asked
for the password? You can't just think "Well, they don't have the password, so I'm safe" - a judge could force you to
reveal it or hold you in contempt, and someone on the other side of the law could simply beat it out of you.

This is where the hidden container comes in. You put your most secure documents in there, and everything else in
the main container. If you have to give up your password, you just give up the one to the main container. The bad
guys open it and can see the documents you're not worried about, without ever knowing there's another layer
hidden below that!

How To Create A Secure Hiding Place For Your Electronic
Documents

First, you'll need a thumb (USB) drive. You probably already have at least one at home, but if not, they're very
cheap. You might even consider getting a aruggedized USB flash drive that resists heat, water and impacts; at the
time I'm writing this you can pick up a 16 gig thumb drive for about 10 bucks.

Once you have your USB drive, plug it into your computer. It will have a new drive letter assigned (something other
than C: or D: probably). Open the drive, and if it came with any files on it, go ahead and delete them.

Next, you'll need to download and install the TrueCrypt software. You can download it from this

page: https://www.grc.com/misc/truecrypt/truecrypt.htm. Scroll about halfway down the page until you

see TrueCrypt Setup 7.1a.exe (or TrueCrypt 7.1a Mac OS X.dmg if you're on a Mac). Click that link, and once the file
has finished downloading, double-click it to install it. Installation is very simple, just follow all the prompts you are
shown. Once the program has finished installing, go ahead and run it.
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From the main TrueCrypt window, click the Create Volume button to launch the Volume Creation Wizard.
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| TrueCrypt Volume Creation Wizard =

TrueCrypt Volume Creation Wizard

* Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users,

More information

(" Encrypt a non-system partition/drive

Encrypts a non-system partition an any internal or external
drive (e.g. a flash drive). Optionally, creates a hidden volume.

" Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc. . will need to enter the carrect passward each time
before Windows boots, Optionally, creates a hidden system,

More information about system encryption

Mext = Cancel

Click Create an encrypted file container, then click the Next button.

| TrueCrypt Volume Creation Wizard =

Volume Type

" standard TrueCrypt volume

Select this option if you want to create a normal TrueCrypt
volume,

{* Hidden TrueCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume, There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume,

More information about hidden volumes

Help < Bacdk Mext = Cancel

On the Volume Type page, click Hidden TrueCrypt volume, and then clickNext.
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| TrueCrypt Volume Creation Wizard =

Volume Creation Mode

* Normal mode

If you select this option, the wizard will first help you create a
normal TrueCrypt volume and then a hidden TrueCrypt valume
within it. Inexperienced users should always select this option.

" Direct mode

If you select this option, you will create a hidden volume within
an existing TrueCrypt volume. It will be assumed that you have
already created a TrueCrypt volume that is suitable to host the
hidden volume.,

.................................

Help < Back i Mext> Cancel

.................................

On the Volume Creation Mode page, click Normal mode, and then click Next.

| TrueCrypt Volume Creation Wizard =
Volume Location
| Gi\Secure. tc L] Select File... I

v Mever save history

Select the location of the outer volume to be created (within this
volume the hidden volume will be created later on).

A TrueCrypt volume can reside in a file (called TrueCrypt container),
which can reside an a hard disk, on a USE flash drive, etc, A
TrueCrypt container can be maoved or deleted as any narmal file.
Click 'Select File' to choose a filename for the container and to select
the location where you wish the container to be created. If you
select an existing file, TrueCrypt will NOT encrypt it; it will be
deleted and replaced with the newly created container. You will be
ahle to encrypt existing files (later on) by moving them to the
TrueCrypt container you are about to create now,

.................................

Help < Back i Mext> Cancel

.................................

Next you need to tell TrueCrypt what you are going to encrypt. TrueCrypt creates a single file on your thumb drive
that is encrypted,; this is the container that will hold all of your protected files. You just need to type in the drive
letter and the filename you want to create (the name can be anything). In the example above, my thumb drive is the
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G drive, so | typed G:\Secure.tc. Click the Next button.

The next page tells you that you will be setting the options for the outer volume. This is the "main" container, the

one that you can give out the password as a decoy. Just click Next here.

| TrueCrypt Volume Creation Wizard

_oEN

Quter Volume Encryption Options

—Encryption Algorithm

v Test |

FIPS-approved cipher (Rijndael, published in 1993) that may be
used by U5, government departments and agendes to protect
dassified information up to the Top Secret level. 256-hit key,
128-bit blodk, 14 rounds (AES-256). Mode of operation is XT5.

More information on AES Benchmark |

—Hash Algorithm
IR_IPEMD—IED ;I Information on hash algorithms
Help | < Bacdk Mext = Cancel

The next page, Outer Volume Encryption Options, let's you choose what type of encryption you are going to use.
There are many choices, but they're all very solid, you really can't go wrong with whatever you pick. | usually just

leave it at the default selections and click Next.
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| TrueCrypt Volume Creation Wizard =

Quter Volume Size

| 19501 @ M GB

Free space on drive G:\ is 1.96 GB

Please spedfy the size of the outer volume to be created (you wil
first create the outer volume and then a hidden volume within it).
The minimum possible size of a volume within which a hidden
volume is intended to be created is 340 KEB.

Help < Bacdk Mext = Cancel

On the next page, Outer Volume Size, you'll set the size of the container you're going to create. You'll have to decide
whether you want the encrypted container to take up the entire thumb drive, or do you want to leave some
unprotected space where you can store files and not need a password to open them? Also, you'll need to leave
some space free to copy TrueCrypt files onto the thumb drive. | want to use my entire drive for protected files, and
I'll leave 10 MB of space free. You can see above that | have 1.96 GB free, but the box won't let me type in 1.95- |
can't use a decimal point. So | typed it in as MB instead - since 1 GB = 1000 MB, that means | have 1,960 MB free, so |
typed in 1950. Click Next.
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| TrueCrypt Volume Creation Wizard =

Quter Volume Password

E== 5 =

Password: I

Confirm: I |

[ use keyfiles
™ Display password

evfiles. .,

Please choose a password for the outer volume. This will be the
password that you will be able to reveal to an adversary if you are
asked or forced to do so.

IMPORTANT: The password must be substantially different from the
one you wil choose far the hidden volume.

Maote: The maximum possible password length is 64 characters.

Help < Bacdk Mext = Cancel

Next, on the Volume Password page, you'll create a password for the "main" container. Remember, you'll be
creating two passwords today. Do you see the image above, and how short the password is? That's a bad idea - you
should create a longer password. You might create a passphrase rather than just a simple password - something
like MyBeautifulWifelsAwesome! (with the exclamation pointincluded...), that's much better than something

like mypassword1. Click the Next button.

| TrueCrypt Volume Creation Wizard i

Quter Volume Format

— Options

FiIesystemIFAT v! Clusterll:uefault vl [T Crvnamic

Random Pool: E49R787D27E33FE93CB6R0A977992450.. W
Header Key: E6D17DB17876CDC1054ECF4BREOF3106.-
Master Key: Re0D31060RA0ET13A4Ca5BC1E26B56201..

Done | 30.155% Speed | 4.0 MBjs Left 165

Click Format to create the outer volume. For more information, please
refer to the documentation.

Help < Back Formak Cancel
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On the next page, Outer Volume Format, you'll need to move your mouse around for a bit to generate some random
numbers. Once you've wiggled the mouse for about a minute or so, click Format. Depending on the size of your
thumb drive, the formatting process could take a while, so just sit back and be patient.

E TrueCrypt Volume Creation Wizard =B

Quter Volume Contents

COuter volume has been successfully created and mounted as drive Z:.
To this wolume you should now copy some sensitivedooking files that
you actually do NOT want to hide, The files will be there for anyone
forcing you to disdose your password. You will reveal only the
password faor this outer volume, not for the hidden ane. The files that
you really care about will be stored in the hidden valume, which will be
created later on. When you finish copying, dick Mext. Do not dismount
the volume.,

Maote: After you dids Mext, duster bitmap of the auter volume will be
scanned to determine the size of uninterrupted area of free space
whose end is aligned with the end of the volume. This area will
accommodate the hidden volume, so it will limit its maximum possible
size. Cluster bitmap scanning ensures that no data on the outer
volume are overwritten by the hidden volume.

Cpen Cuter Volume |

ue“j | | ,. ....... Mext}, CanEEI

..................................

Eventually the formatting will be complete and you'll be taken to the page shown above. At this point, you can copy
your files that you don't really care whether they stay hidden or not - your aunt's cookie recipe, some old love
letters, the first draft of your novel, etc. Click Open Outer Volume and copy those files in there, then close that
window (the one that just opened, not the TrueCrypt page) and click Next.

Now you'll create the hidden container. The steps are basically identical, so I'm not going to include the screenshots
that are the same.

First you'll be asked to choose the encryption options, you can just clickNext.

Next you'll set the size of the hidden volume. The hidden volume is being created inside the volume that was just
created, so in theory you could have it use the maximum amount of space available. However, if you think you
might ever want to add some more files to the "decoy" container, then you want to make sure you're hidden
volume isn't using up every available bit of space. If it does, and you wind up adding more files to the decoy
container later, you could end up deleting some files from your hidden container. For this reason | always put all of
my decoy files in at once, set the hidden volume to the maximum size, and never add any more decoy files.

On the next screen you'll create a password for the hidden volume, and then after that you'll format it. Again, this
may take a few minutes, so just be patient.
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| TrueCrypt Volume Creation Wizard =

Hidden Volume Created

The TrueCrypt volume has been created and is ready for use. If you
wish to create another TrueCrypt volume, dick Mext, Otherwise, dick
Exit.

Exit

Help < Bacdk

Once the hidden volume has been created, you'll see the page above. You're not going to be creating any other
volumes, so just click Exit.

At this point your hidden container has been created, but you need a way to open up the containers on a computer
that doesn't have the TrueCrypt software loaded. Fortunately, TrueCrypt has a function that makes this easy.
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Back in the main TrueCrypt window, click the Tools menu, then clickTraveler Disk Setup.
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TrueCrypt Traveler Disk Setup

File Settings

Create traveler disk files at (traveler disk root directory):
| G

v Indude TrueCrypt Volume Creation Wizard

AutaRun Configuration (autarun.inf)
Upon insertion of traveler disk:
" Do nothing
" Start TrueCrypt
{* Auto-mount TrueCrypt volume (specfied below)
Mount Settings

TrueCrypt volume to mount (relative to traveler disk roat):

| Secure.tc Browse... |

Mount volume as drive letter: |First available j

Iv Cpen Explorer window for mounted volume
| Mount volume as read-only

| Cache password in driver memary

Create Close

On the next page, you'll enter the drive letter of your thumb drive (mine was G:, yours will probably be different),
and name of the file (the container) that you created earlier (in my case, Secure.tc), and click Create.

TrueCrypt

'6' TrueCrypt traveler disk has been successfully created.

Mote that you need administrator privileges to run TrueCrypt in
portable mode. Also note that, after examining the registry file, it may

be possible to tell that TrueCrypt was run on a Windows system even if
it is run in portable mode.

When the files have been copied over to your thumb drive, you'll see the message shown above. This is important to
remember - in order to open your encrypted files, you'll need to have administrative rights on the computer you're
using. This shouldn't be a problem if you're using your own computer, or even a friend's, but you could run into
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trouble if you try to use something like a computer in a library that is heavily locked-down.

At this point, if you look at the contents of your thumb drive, you should see three files - the encrypted file you
created, a TrueCrypt folder, and a file called autorun.inf. This last file is intended to run automatically whenever you
plug the thumb drive in, and it would launch TrueCrypt and ask you for your password. However, most Windows
computers have the AutoRun function turned off (it's a security hazard), so the program will never run. Instead, we'll
create two files to open and close your encrypted file.

E| autorun.inf - Notepad = Cl

File Edit Format View Help

[autorun]

label=TrueCrypt Trawveler Disk

icon=TrueCrypt\TrueCrypt.exe

action=Mount TrueCrypt volume

BT rueCrypt\TrueCrypt.exe /q background /e /m rm /v "Secure.tc”|
shelldstart=5tart TrueCrypt Background Task
shelldstarti\command=TrueCrypti\Truelrypt.exe
shell\dismount=Dismount all TrueCrypt volumes
shellidismounthycommand=TrueCrypt\TruelCrypt.exe /g /d

Using Notepad, open the autorun.inf file and copy all of the text after open=(as shown above). Open up a new file in
Notepad, paste that text into it, and save the file to your thumb drive as LoadSecureFile.bat.

E autorun.inf - Notepad =R

File Edit Format View Help

[autorun]

label=TrueCrypt Trawveler Disk

icon=TrueCrypt\Truelrypt.exe

action=Mount TrueCrypt volume

open=TrueCryptTruelrypt.exe /q background /e /m rm /v "Secure.tc”
shelldstart=5tart TrueCrypt Background Task
shelllstart\command=TrueCrypti\TrueCrypt.exe
shell\dismount=Dismount all TrueCrypt volumes

shell\dismount’ command={ =0 at 3 N VT=I0 gy -5 R I

Open up autorun.inf again, and copy all of the text after shell\dismount\command= (as shown above). Open up
another new file in Notepad, paste that text into it, and save the file to your thumb drive asUnloadSecureFile.bat.

data:text/html;charset=utf-8,%3Carticle%20class % 3D %22post- 16527 %20post%20ty pe- post%20status- publish%20format-standard%20has-post-thumbnail. ... 13/18


http://selfreliantschool.com/wp-content/uploads/2015/04/Secure-Hiding-Place-16.jpg
http://selfreliantschool.com/wp-content/uploads/2015/04/Secure-Hiding-Place-17.jpg

10/9/2015 Create A Secure Hiding Place For Electronic Documents - Self Reliant School

Once both of these files have been created on your thumb drive, you should be able to plug the drive into any
computer (as long as you have administrative rights...), double click the LoadSecureFile.bat file, and TrueCrypt will
ask for your password. If you enter the password you created for your "main" container, you'll see the files that you
copied over earlier, and nothing else. There's no indication that there's anything else on the disk. Close that
window, and double-click UnloadSecureFile.bat. Your files are now protected again. Double-click
LoadSecureFile.bat again, enter the password for your hidden container, and you'll see an empty window, ready to
save all your super-secret files - your Hydra membership card, Powerpoint presentation for taking over the world,
etc.

One thing to keep in mind - once you enter your password and can see your secret files, you are at the mercy of the
machine you are using. If the owner has installed anything to capture the keys you type, he'll have your password.
There could even be software installed that would automatically copy all your files without you seeing anything. So
be sure you trust where you're accessing your files.

What To Put On Your Secure Drive

Now that you've got your secure thumb drive set up, what should you put on it? Basically, anything you have written
down that you might need to contact someone else, access your financial information, get medical help, and prove
who you are. | recommend:

e |dentification Cards - driver's licenses, school and military ID, social security cards, passports, concealed
carry permits

e Medical Information - insurance cards, shot records, prescription lists

e Financial Documents - list of bank and investment account, usernames and passwords, copies of your
credit and debit cards

e Family Records - birth certificates, marriage licenses, divorce decrees, adoption paperwork, wills

e Property Records - home and vehicle titles

e Photographs - both current pictures, and irreplaceable photos

Protecting Your Secure Drive From EMP

If you have a rugged thumb drive, then you're protected against water, heat, and drops, but what about EMP?
There's no completely foolproof way to protect your drive from an EMP and still keep it portable--after all, there's
no way to test your protection method ahead of time, so short of storing it in an underground vault you just have to
hope for the best. But there's an easy way to make a case that should (hopefully) get you through it.
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I've said before that | love Altoids tins, and here's another use for one. Place the thumb drive inside a ziploc bag,
then wrap the bag with a layer of foil (you can cut the bag down to size to avoid it being extremely thick, you just
want a layer of plastic between the drive and the foil). Then place the wrapped drive into another ziploc, and wrap it
with foil again. Place it into one more bag, then inside the Altoids tin. So, from the inside out, you've got thumb
drive, ziploc, foil, ziploc, foil, ziploc, Altoids tin.

Obviously, if an EMP were to occur, you'll have to figure out a way to actually access the data on your secure drive,
but hopefully computers can eventually be restored--lost data can't!

I know this was a lot of steps to get a secure hiding place for your documents set up, so if you have any questions or
run into any problems, please let me know in the comments!

Bill Osuch
Contributor at Self Reliant School

Bill has been prepping and urban homesteading for over 10 years. He is the father of 3 active,
inquisitive boys who have followed him into geekdom. When he is not working on a project with
his boys, he enjoys reading, traveling and target sports.
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COMMENTS

doug says
April 23,2015 at 2:28 pm

thanks Bill for this thought and effort!
doug

Reply

pam says
April 23,2015 at 7:37 pm

Well, that’s really nice...IF you work on a PC. And for Mac users...?
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Reply

Bill Osuch says
April 23,2015 at 8:06 pm

As | said in the article above, if you’re on a Mac you would download the
file TrueCrypt 7.1a Mac OS X.dmg. Other than the drive letters, the process is
identical.

Reply

Debrah Nadler says
April 24,2015 at 8:39 am

Very thorough and informative. Thanks

Illini Warrior says
April 24,2015 at 11:40 am

In regard to a flashdrive protective container for everything including EMP .... an all
metal “match safe” is a great solution .... the perfect container for portability in the lap
top case, brief case, BOB/GHB or even a pocket EDC item ....

Reply
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