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Preface


One of the major benefits of Linux operating system is in its availability in open source platform and also majority of its vast features like the desktops, UNIX compatibility; network servers; and numerous software applications such as office, multimedia, and Internet applications. GNOME and the K Desktop Environment (KDE) are commonly available in most of the Linux distributions. Linux is also considered as a fully functional UNIX operating system. It has all the standard features of a powerful UNIX system, including a complete set of UNIX shells such as BASH, TCSH, and the Z shell. Those familiar with the UNIX interface can use any of these shells, with the same UNIX commands, filters, and configuration features. UNIX has found its usage in variety of fields hence in order to facilitate the user with the basic theme, this book primarily focuses on configuration & installation of different types of typical servers such as DNS, DHCP, FTP, SAMBA, Squid etc. with detailed explanations. This book also covers the numerous troubleshooting tips and ready to use the solution which can also be helpful to System Manager/System Administrator/ Technical Assistant for quickly resolving the most commonly occurring problems. This book also provides you the some of the critical aspect of how to configure the hardware and design a hard disk layout related to production environment.

Chapter 01 Linux Fundamental

This chapter covers fundamental of linux and in-built utility. Linus Torvalds introduced Linux during the time when Linux was running in command line interface. Now a days, even Linux GUI has become one of the important aspect however especially system administrators preferably rely on the command line utilities in order to achieve the maximum flexibility. The command line utilities ideally doesn’t have any GPU dependency, hence allow you to utilize the memory for other processing tasks. The command line utilities interact with operating system shell or the acronym for command line be also called as a shell. A shell provides an interface between the user and operating system kernel.

Chapter 02 File Directories and user management

A directory is a collection of files and/or other directories contained in it. Since a directory can contain other directories hence the top level in its hierarchy is the root directory. Files and directories can be named by a path. The root directory is referred to as /. Other directories are referred to by the path. User can also learn about how to create directories/files, how to implement restrictions on files & directories and how to calculate a file/directories permission (using UMASK) using command line utility. In Linux each and every thing is File or Directory. In order to standardize Files or Directories structure File system are used The linux file system is different from windows, In windows user can see C: D: E: etc , but in linux no C D E drives are visible.

Chapter 03 File Compression and Archival

At times, there becomes a need to compact the disk space, this can be achieved by compressing the large file which occupy the system disk space largely and is of not much consideration for day-to day purpose. Also, if the file size is large and you want to access the file on need basis then it is worth saving the disk space by compressing the file without losing the data so that it will save your free disk space can be used for other disk file i/o activities

Chapter 04 Performing Searches

Linux supports various tools to help system administrators/users to locate files and directories. These tools allow to specify file attributes such as name, size, type, and modification history through which the file to be located on the system can be retrieved. In this section, we will discuss briefly about the Linux inbuilt commands to find a file based upon either by its contents or its name via a given search pattern.

Chapter 05 Vi editor in nutshell

The vi editor (Visual editor) is a editor like a notepad (Windows). The vi editor is a very powerful editor using vi editor user can perform all configuration related to system/servers.

Chapter 06 Linux Installation

This chapter explains the different types of installation method of Linux for ex- Network Installation, standalone installation etc.

Chapter 07 System Initialization

This chapter explain about the booting process of Linux & its configuration file. The different run level available in Linux & how to edit grub.conf file.

Chapter 08 Overview of network command

This chapter explains the different network commands & how to use.

Chapter 09 Firewall Setup

This chapter explains how to install, enable and configure firewalld service in. User will learn different firewalld rules. Linux uses netfilter kernel module for firewall. The netfilter module in kernel allows us to filter any incoming, outgoing and forwarded data packet even before it reaches at user level application. To communicate with netfilter module linux uses two tools iptables and firewalld. It is possible to use both services at the same time, but that is not recommended. Both services are incompatible with each other’s. Running both services at same time will conflict the firewall.

Chapter 10 (Part A) Partition System in CentOS7/8

This chapter explains Linux partitions and RAID Levels, how to add a new hard disk step by step. In Linux disk management important tasks are adding or removing storage devices, creating and deleting partitions, mounting partitions on appropriate directories and making file system in partitions. User will learn how to perform these tasks step by step.

Chapter 10 (Part B) LVM and ISCSI CentOS7/8

This chapter deals with the introduction to LVMs , creating logical volumes, extending logical volumes, reducing logical volumes, backup logical volume etc. In this chapter, we have explained the process to create iscsi server on the basis of server and client model.

Chapter 11 YUM Server

This chapter explain how to configure local yum repository in Linux step by step , how to define baseurl and gpgcheck keys. User will learn how to List packages, get package information, search specific package and install & remove individual package or group packages with yum command using scenario.

Chapter 12 Telnet Server

This chapter explains how to install and configure Telnet Server and client in Linux step by step. User will learn how to enable, disable, start and stop telnet service & how to create firewall rule to allow/deny telnet service and configure telnet server to allow only specific hosts or users.

Chapter 13 Domain Name System

This chapter covers the introduction to DNS, function of DNS, installation & configuration of DNS for a organization, how to add a host record to DNS , How to configure the DNS file etc. User will learn how to configure Master, Slave, Caching-only and Forwarding-only, DNS Zone (Forward and Reverse), DNS lookup, Chroot DNS environment and DNS clients in detail.

Chapter 14 Dynamic Host Control Protocol

DHCP is Dynamic Host configuration protocol, DHCP automatically assigns IP addresses to network devices. In computer network, every device must be a unique IP address. DHCP eliminates the extra burden from network administrator, and provides a central database for keeping track of devices that have been connected to the network, this chapter covers how to configure DHCP (based on real scenario).

Chapter 15 Unified Threat Management Gateway

A unified threat management (UTM) system is a type of network hardware appliance/virtual appliance that protects organization from security threats. In this chapter we have covered the concept of UTM using free ENDIAN firewall.

Chapter 16 Squid web Proxy configuration

A proxy server that acts as an intermediary between a clients and the internet and allows/deny a client machine to make an indirect connection to network servers and services. There are many reasons the organization are using a proxy server on network:

To share internet connection on a LAN

To speed up internet surfing	

To hide the IP address of the client.

To implement internet access control

 In this chapter installation & configuration of Squid Web Proxy server on the basis of scenario have been explained.

Chapter 17 Apache Web server (Based on Scenario

This chapter explains how to configure Apache web server. By the end of the chapter, the user will learn how to enable, restart, and stop apache web server, and how to create firewall rule to allow web server. The users will learn how to configure the DMZ for apache firewall. We have explained how to verify the load average on apache web server using ntop.

Chapter 18 Linux as a Router

This chapter explains how to configure and use Linux as a router step by step with practical example. if you only want to connect different networks. Linux kernel includes a network module that can be used as a cost effective solution for IP routing.

Chapter 19 NIS Server

This chapter explains how to configure NIS Server and NIS Client in Linux step by step with practical example. User will learn how to use NIS server for centralized authentication and how to configure it to allow network users to login only in shared home directory.

Chapter 20 NFS Configuration

This chapter explains how to configure NFS Server in Linux step by step with scenario User will learn how to configure NFS Server and NFS Client, create NFS share, mount NFS share temporary and permanent, allow NFS traffic through firewall and configure SELinux Booleans for NFS.

Chapter 21 File Transfer Protocol Configuration

This chapter explains how to configure FTP Server and FTP client in Linux step by step with scenario. User will learn how to configure anonymous download option in FTP, allow/deny local users to login in home directories through FTP.

Chapter 22 Samba Configuration

This chapter explains how to configure Samba server in Linux and Samba client in Windows and Linux. How to create rules in firewall and configure SELinux Booleans to allow Samba traffic step by step with scenario. User will learn how to share resources and access shared resources in Samba network. Based on scenario.

Chapter 23 Mail Server Configuration

This chapter explains how to configure a mail server in RHEL/CentOS which forward all mail to a central mail server. User will learn how to setup it in RHEL/CentOS step by step with scenario.

Chapter 24 Linux Hardening

The reader will learn how to harden the linux server suing command and some open source tools. Most users assume that linux is secured operating system. This is not a good assumption because by default installation of any operating system is not secured. The user will also learns how to disable removable device etc.

Chapter 25 Load Balancer

The POUND load balancer has two interfaces one is facing to red zone and other facing to internal network. POUND server can be used as reverse proxy. In the next chapter, we will explain about proxy and reverse proxy. The users will learn how to configure the POUND server in CentOS7/CentOS8 version on the basis of scenario. In this chapter, we have explained how to configure the linux firewall for web request.

Chapter 26 Set up Network Printer Services

This chapter explains how to configure print server in Linux and accessible from windows as well as Linux machine, how to create rules in linux firewall and configure UTM to allow Samba traffic step by step along with scenario. User will learn how to share printer between windows and linux machine.

Chapter 27 Linux Backup

Backup of servers are very important to prevent the data loss.The backup policies are depends upon the organization. According to policy the System Administrator takes the backup daily basis or weekly. In this chapter different open source backup tools explained.

Chapter 28 Linux Virtualization KVM

KVM is the acronym for Kernel-based Virtual Machine. In which you can run multiple OS or Servers at a same time, Using KVM you can utilize the full strength of server. The Linux KVM uses the QUEMU (QUick EMUlation).

Chapter 29 Introduction to OpenSource tools

Linux is an Open Source Operating System means the source code is available for everyone. The numbers of open source tools available for Linux operating system ex- AIDE,SNORT etc using this tools user can understand the function for I.T Infrastructure.

Chapter 30 Troubleshooting Network Issues

This chapter is basically related to different type issue. The problem may be related to mis configuration of operating system/Network. The user can learn how to use command line tools to solve these problems.
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CHAPTER 1

Linux Fundamental


Introduction

One of the major benefits of the Linux operating system is its availability in the open-source platform and also the majority of its vast features like the desktops, UNIX compatibility, network servers, and numerous software applications such as office, multimedia, and Internet applications. GNOME and the K Desktop Environment (KDE) are commonly available in most of the Linux distributions. Linux is also considered as a fully functional UNIX operating system. It has all the standard features of a powerful UNIX system, including a complete set of UNIX shells such as BASH, and TCSH shells. In this chapter, we will discuss about the theory along with basic commands so that users can easily be familiar with Linux working environments.

Structure

In this chapter, we will cover the following topics:


	Introduction to Linux shells

	Bourne Shell and its features

	C-Shell and its features

	TC-Shell and its features

	Korn Shell and its features



	Common characteristics in the Linux Shell

	GNU project (GNU-not Unix)

	Linux distribution

	Why Linux?

	The Shell Login process

	Linux lab set-up process

	Basic Linux commands with examples



Objective

After reading this chapter, the user would be able to understand the history of Linux, file system, a basic shell command, and its file system along with lab using virtual box. The users will also understand the difference between root users and privileged users.

Introduction to Linux shells

In 1991, Linus Torvalds, a student at University of Helsinki in Finland, had written his own kernel (for 386 architecture) which was called Linux. Nowadays, most of the organizations are using GUI/Command Line version of Linux. But from System Administration point of view, the command line utilities provide more flexibility. The command line utility interacts with the operating system shell also known as shell (shell provides the interface between kernel and hardware). Basically, it takes the input from the user and executes it. The most common shells in Linux are:


	Bourne Shell

	C-Shell

	TC-Shell

	Korn Shell



The following Figure 1.1 shows how the Linux kernel (known as the heart of the operating system) shells interact with each other:



[image: ]

Figure 1.1: Linux Kernel architecture

Bourne Shell

This is the default shell in Linux systems, developed by Stephen Bourne of AT and T Bell Laboratories. User can switch to Bourne Shell by typing sh and pressing the Enter key. The path of Bourne Shell is /bin/sh.
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Figure 1.2: Bourne Shell

Bourne Shell features

The following are the main features of Bourne shell:


	Command history feature: No (the ability to store commands in a buffer, then modified and reused).

	Line editing feature: No (the ability to modify the current or previous command lines with a text editor).

	Restricted shells: No (security feature providing a controlled environment with limited capabilities).



C-shell

The C shell was developed by Bill Joy, when he was a student at University of California, Berkeley. The user can switch to C-Shell by typing csh in the console or the terminal as shown. The $ returns the PID (process identification number) of the current process. The path of C- Shell is /bin/csh.
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Figure 1.3: C Shell

C shell features

The main features of the c-shell are as under:


	Command history: Yes, this will record the previous commands

	Line editing: No

	File name completion: Yes

	alias command: Yes, for example, this will allow to use shorter name for commands.

	Job control: Yes, for example, the fg and bg commands and the ability to stop the jobs by using Ctrl + Z.



TC-shell

TC shell is an expansion upon the C shell. It consists of the same features as C shell, but also adds the ability to use keystrokes from the Emacs word processor program to edit text on the command line. The user can switch to TC-Shell by typing tcsh in the console or terminal as shown. The path of TC Shell is /bin/tcsh.
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Figure 1.4: tcsh shell

TCSH features

The common features of TCH shell are as under:


	A command-line editor: Yes

	Programmable word completion: Yes

	Spelling correction: Yes

	History mechanism: Yes

	Job control: Yes



Korn shell

Korn shell was developed by David Korn at AT and T Bell Laboratories. It has the features of C shell, Bourne shell, and TC-Shell. The main reason for switching shells is to gain extra functionality. The user can switch to Korn-Shell by typing ksh in the console or terminal as shown. The path of Korn Shell is /bin/ksh.

Korn shell features

The common features of the Korn shell are as under:


	Command history: Yes

	Line editing: Yes

	File name completion: Yes

	Alias command: Yes

	Job control: Yes



Characteristics in Linux shell

Some common characteristics in Linux shell are:


	All shells are interfaces with the kernel.

	Users can customize every shell using commands.

	Shells use configuration files to establish their operating environments.

	All shells pass environment variables to child processes.



GNU project (GNU-not Unix)

The GNU project was started in 1984 by Richard Stallman. According to him, software must be free. The ‘free’ means users can modify and change the code according to their needs.

Free=>Freedom to use

Linux distribution

A Linux distribution is also known as distro in short. The distro is a collection of server software, system administration tools, desktop application, and documentation in centralized software repositories. The user can install any application software according to need from repositories using command line tools. Today, several Linux distributions are available, for example, Fedora, Redhat Enterprise, OpenSUSE, CentOS, Ubuntu, etc. Some distribution are available for commercial purposes, such as Redhat. It requires license agreement while others are free of cost to use (Fedora, CentOS, Ubuntu). The users can get more information using the following web links:


	redhat.com

	ubuntu.com

	centos.org

	debian.org

	linuxmint.com



The CentOS (Community Enterprise Operating System) has vast HCL (Hardware Compatibility List) than RedHat Enterprise7. This is because of the numbers of drivers complied in the CentOS7 kernel. If you are using CentOS7, the repositories (installation source for software) are automatically set up, no need to configure. But in case of RHEL7, without subscription (Registered) you cannot access the repositories. In other words, the user cannot update or install software.

The Linux operating system is not prone to crashes. It is not mandatory to reboot the Linux operating system after updating like other operating systems. That’s why big organizations prefer the Linux operating system. The other main important features are given as follows:


	The Linux is a UNIX-like operating system. Linux is open-source operating system, in other words, it is available free of cost, but UNIX is not.

	Linux is a multiuser, multitasking operating system. In Linux, more than one user can log in at the same time using the console [no doubt different users have different terminals]. In multitasking environment, users may execute one or more job at the same time.

	The Linux operating system is hardware independent.

	Linux operating systems support the number of networking protocols.

	A number of software/application tools are available free of cost.



The Shell Login process

The user can enter in Linux Shell or console by using the Ctrl + Alt + F1 to F6 and Press Ctrl + Alt + F7 to switch to GUI mode. You can also log in into the shell by doing a right click on the Desktop (Linux GUI Desktop) and click on the Open Terminal as follows:
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Figure 1.5: Displaying terminal

About shell prompt: The $ symbol in shell represents that you are logging in with user (test) not root. The # symbol represent that you are logging in with the root user. When you switch from root user to test, authentication (password) is not required but when you switch from test user to super user (root), authentication is (password) required for root user.

The following image describes the interpretations that can be made from the shell prompting and its symbol:

Figure 1.6 shows the Linux shell prompt when logging in using root user:
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Figure 1.6: Linux root user prompt

Figure 1.7 shows the Linux shell prompt when logging in using non-root user:
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Figure 1.7: Linux privilege user prompt

Figure 1.8 shows the Linux shell prompt when logging in at a newly installed machine:
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Figure 1.8: Newly Installed Linux terminal view

The user can open only six console by using Ctrl + Alt + F[1-6]. This is a real console. But through GUI login, you can open an unlimited terminal. This console is known as pseudo (fake or virtual) terminal.

In the following section, the documentation part is taken from opensource virtual box website https://www.virtualbox.org. The Oracle Virtual Box provides the virtualization environment to set up the lab. There are two types of hypervisors: Type-1 and Type-2. The Type-1 is known as bare metal hypervisor, which is used in data centers, whereas Type-2 is used for testing and development purposes. The hypervisor can create and run the machine. Using hypervisors, you can run multiple OS at the same time (running multiple OS/single OS at same time are examples of virtualization and virtualization is due to hypervisor). Virtualization is the backbone of cloud computing. For type-2 hypervisors (Oracle Virtual box) host operating system is required, but type-1 is not directly installed on the hardware. In Type-2 hypervisor, if host OS fails/crashes, then the data will be lost.

Linux lab set-up process

The Linux lab set-up process is as follows:


	Recommended hardware for Oracle Virtual Box
Memory=1.5 GB or 4 GB with oracle XE

Processor Type=32bit or 64 bit

Processor speed=1.83 Ghz

Hard disk=5 GB


	Recommended hardware for Linux
If hardware is running a 64-bit processor with virtualization capability (Intel VT-x or AMD-V*) and at least 3 GB of memory and 50 GB of disk space, then we can run 2 virtual machines, each with one GB RAM and one GB for host machine.




Introduction to Oracle Virtual Box

The user can perform the lab by using open-source software virtual box for Windows/Linux. You can download the 64 bit or 32-bit vbox depending on the processor architecture. The virtual box is a virtualization platform where users can install multiple operating systems on a single host. It is also known as hosted virtualization. The step-by-step process is as follows:


	Open the web browser and access https://www.virtualbox.org/wiki/Downloads. Then, select Windows hosts if you want to install on the windows operating system.

	Double click on downloaded exe. This would display the following screenshot. Click on Next > button:
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Figure 1.9: Welcome wizard


	This would display the location where your vbox file would be installed. You can change the file location by using the Browse button. Then, click on Next > button:
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Figure 1.10: Location selection for installation


	Now, click on the Next > button:
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Figure 1.11: Selecting options


	This will reset the network connection temporarily and will install the Network interface card for Vbox. Click on the Yes button:
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Figure 1.12: Network connection resetting wizard


	Click on the Install button:
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Figure 1.13: Installation wizard


	Now, the installation process will start:
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Figure 1.14: Installing software

A User Access control windows would be displayed. Click on Yes button to allow the vbox to install on the host machine.


	Click on Install button:
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Figure 1.15: Installing device


	Click on Finish button:
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Figure 1.16: Installation complete wizard


	In the following Figure 1.17, vbox is installed:
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Figure 1.17: Displaying virtual box in default mode




Creating a new virtual machine

Follow the given steps to create a virtual machine:


	Click on the New machine:
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Figure 1.18: Opening of oracle virtual box


	Type the name of the Virtual Machine that is going to be installed. Click on the Next button:
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Figure 1.19: Assigning Name to machine


	Now, you can change the memory for the Virtual Machine by using the slider. This would provide memory from the available physical memory (RAM) from the host machine. Click on the Next button:
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Figure 1.20: Assigning memory


	Now, click on the Create button. This will create a virtual hard disk:
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Figure 1.21: Creating virtual disk


	Click on Next:

[image: ]

Figure 1.22: Selecting disk type


	Click on Next. You can choose to dynamically allocate, because it does not take a long time to create a hard drive:

[image: ]

Figure 1.23: Selecting disk allocation type


	Now, type the name and allocate a space for virtual machine. You can change the location of the virtual machine by using the folder icon. Click on the Create button:
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Figure 1.24: Assigning virtual space to disk


	Now, the Virtual machine is created, click on the Setting button:
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Figure 1.25: Displaying raw machine created


	Select Network, then select Internal Network for Adapter 1 (eth0 for Linux OS). In the same way, click on Adapter 2 and select NAT for Internet (for internet connectivity). Click on OK button:
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Figure 1.26: Assigning Adapter


	Now, click on the Start button and click on the folder icon to find the location of the CentOS7 iso image. Then, click on Start button. This will start the installation process of Linux:
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Figure 1.27: Assigning ISO file


	Select Install CentOS option by using the up-arrow key (Yellow icon). Then, press Enter key.

	Now, select LANGUAGE and click on continue.

	Select time-zone. Then, click on done.

	Now, click on NETWORK & HOSTNAME.
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Figure 1.28: Assigning machine related settings


	Now, select 1st adapter and click on OFF button. This will enable the adapter. Then, click on Configure… button:
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Figure 1.29: Configuring adapter


	Now, click on Add button and assign the IP address, subnetmask, default gateway. Now, go to General tab and select Automatically connect to this network when available Then, click on Save button. Finally, click on Done button:
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Figure 1.30: Assigning IP address


	Now, click on the Software Selection. Then, select the GNOME DESKTOP and also click on the radio button. On the right side, available packages are given, as shown in the screenshot. Then, click on the Done button. In the same way, we have to configure other components by selecting the desired options. Now, click on begin installation.
For introduction, select only GNOME Desktop and its respective packages available on the right side, as shown in the screenshot. We will discuss in detail, in the case study.
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Figure 1.31: Selecting software packages


	Now, assign password for superuser (root in case of Linux).

	When installation is finished, you will see a Reboot button on the screen. Click on Reboot button to finalize the installation process.

	Now, an additional wizard related to installation will appear. The first wizard is related to License agreement. Select I accept the License agreement, then click on Done button to finalize the configuration process. After that, you will get the GUI (Graphical User Interface) log in prompt. Enter the username root and password. Press Enter key.
Now, run the following command mentioned in 1.7. The file displayed in the screenshot maybe different from your output because I have created a dump file to understand the theory.




Basic Linux commands with an example (bird’eye view to understand the theory)

In Linux, the command can be executed only after typing the command and hitting Enter key. This procedure ensures that the command will be executed, and the output will be displayed on terminal:


	The pwd command shows the present working directory. The following screenshot shows the present working directory:
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Figure 1.32: Verifying present working directory


	To clear the screen, use the clear command:
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Figure 1.33: listing and clearing the screen


	ls –l: List all the ﬁles in the current directory with the following information:

	File permission (Read (I), Write (w), Execute (x))

	Owner of file (root)

	Group to which the file belongs (by default its root group)

	Size of the file in bytes

	Date and time of file creation.

	File name with format (.png and .txt)
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Figure 1.34: Listing files & directory


	ls –lh: List all the ﬁles in the current directory with understandable format:
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Figure 1.35: Listing directory & files in human readable form


	To list full information about all the .txt ﬁles use ls –l*.txt:
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Figure 1.36: Listing files having .txt extension


	List all ﬁles in long format, even the hidden ones use ls –l –a or ls -la:
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Figure 1.37: Displaying hidden as well as files and directories


	The cd is also a shortcut to get back into your home directory. Just typing cd without a target directory will put the logged in user to his/her home directory. In the following screenshot, before running the cd command, the user’s present working directory was /root/Desktop. But after executing the cd command, the user’s present directory will be /root (that is, root’s home).
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Figure 1.38: Switching and verifying the present directory


	The user can change the current directory with the cd command (change directory).
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Figure 1.39: Switching to Desktop

When you run the pwd command, you will find that your present working directory is /root/Desktop.
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Figure 1.40: Running pwd


	To go to the parent directory (the one just above your present directory in the directory tree), use cd.. Before running the cd.. command, the user’s present working directory was /root/Desktop. After execution of cd.., the present working directory will become /root. You can check by using pwd command:
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Figure 1.41: Running cd
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Figure 1.42: Verifying present directory


	To return to the previous directory, type cd – as illustrated:

[image: ]

Figure 1.43: Returning on previous directory




Conclusion

In this chapter, we discussed about the Linux history, execution of fundamental commands to familiarize with Linux operating system, and its working environment. Linux is an opensource operating system and its file system is different from non-Linux operating system. Hence, it is necessary to build the concept of opensource operating system/tools among the users in self-explanatory manner. In this book, all chapters are explained with the help of step-by-step screenshots so that users can understand the concepts and lab at the same place. In the next chapter, we will discuss how to control network resources (files/directories) using user and group managements.

Multiple choice questions


	Which is the brain of the operating system?

	Shell

	Kernel

	Software

	Exe file



	Which of the following interacts directly with system hardware?

	Shell

	CLI

	Kernel

	Utilities



	Solaris is the flavor of UNIX from _________.

	HP

	Microsoft

	DEC

	Sun Microsystems



	Which of the following commands is related to GUI access in RedHat?

	Ctrl + Alt + F7

	Ctrl + Alt + F4

	Ctrl + Alt + F6

	none of these



	Which of the following enables multi-tasking in UNIX?

	Time sharing

	Batch programming

	Single user

	Modularity



	Linux is which kind of Operating System?

	Multi user

	Multi processes

	Multi-tasking

	all of the mentioned



	Which of following is true about Linux?

	Hardware independent

	Hardware dependent

	Application dependent

	none of these



	Which of these is not a Linux Flavor?

	BSD

	MAC

	AIX

	IRIX



	Number of console available in Linux is ___________.

	1

	2

	3

	6



	The # symbol indicates _____________.

	root

	abc user

	limited user

	none of these





Answers


	b

	c

	d

	a

	a

	d

	a

	b

	d

	a



Questions


	Why do the big organizations prefer Linux operating system?

	How can you differentiate the root user and non-root user?

	What is Virtualization?

	What is Type-2 Hypervisor? Explain with examples.

	Oracle Virtual Box is: Type-1 or Type-2 Hypervisor?







CHAPTER 2

Files, Directories, and User Management


Introduction

The Linux is a multi-user and multi-tasking operating system. The administrator can create multiple users with different permissions and group policies to access the network resources. The purpose of adding multiple users to Linux is for administration. To understand how to work with users and group policies, you must know how to add/remove users and groups on the Linux system.

Structure

In this chapter, we will covers the following topics:


	Introduction to Linux file

	File system hierarchy in Linux

	Basics of path

	Absolute path and relative path

	Creating a file

	Creating an empty file

	Viewing the contents of a file

	Creating a directory

	Introduction to group and ownership of a file

	Root-user account

	Commands to manage user account

	Examples related to useradd

	Working of a skeleton directory

	Commands to manage groups

	Inode

	UMASK

	File permissions using chown/chmod/chgrp

	Permission at a glance

	Wheel group

	Linux command basics

	Commands in typical conditions

	Summary of commands list



Objectives

After reading this chapter, the user would be able to understand: about the Linux file system as well as some commands related to the system administration point of view. The readers will also understand user management and file permission.

Introduction to Linux file system

A file system is a way of organizing data on a storage device (example: hard disk). It also informs us how to retrieve data from storage. When you format the storage device, it receives the file system. Linux has the following file systems:


	Ext (Extended file system)

	Ext2 (Extended file system2)

	Ext3 (Extended file system3)

	Ext4 (Extended file system4)



Ext (Extended file system)

The Ext file system was developed in 1992. This was the first file system for Linux. It was designed to overcome limitations in the MINIX file system. Today, many versions do not support the Ext file system.

Ext2 (Extended file system2)

Ext2 file system was introduced by Remy Card in 1993. This file system does not have a journaling feature. Journaling is a feature that protects data corruption from improper/sudden shutdown of the machine.

The maximum file size in Ext2 = 16 GB-2TB

Maximum volume size in Ext2 = 4 TB

File name size in Ext2 = 255 characters

Ext3 (Extended file system3)

It was developed by Stepten Tweedie in 2001. It is available from kernel version 2.4.15. This file system supports the journaling features.

The maximum file size in Ext3 = 16 GB-2TB

Maximum volume size in Ext3 = 2 TB-32 TB

File name size in Ext3 = 255 characters

Ext4 (Extended file system4)

It was introduced in 2008. It is available from kernel version 2.6.19. This file system supports the journaling features.

The maximum file size in Ext4 = 16 TB

Maximum volume size in Ext4 = One Exabyte

File name size in Ext4 = 255 characters

File system hierarchy in Linux

This defines the directory structure and contents (files) in Linux/Unix. The Linux file system hierarchy looks like an inverted tree in which root (/) is on top. The following figure shows the structure of Linux file system hierarchy:
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Figure 2.1: Linux file system hierarchy

This is how the file structure looks like in real when you access the Linux (Version 7) machine using username and password in graphical user interface mode. Click on Computer as follows:
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Figure 2.2: Linux file structure view in GUI

The Linux file system hierarchy’s view in Graphical User Interface (GUI) is as follows:
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Figure 2.3: Linux file system hierarchical view in GUI


	/: This is the parent of the entire Linux file system hierarchy. Every single file/directory starts from the root directory. The root home directory is /roots.

	/bin: This directory contains the binaries executable, which is related to user commands for example, cat, ls, ping, copy, etc.

	/sbin: This directory contains the system binaries. For example, iptables, halt, shutdown, etc.

	/boot: This directory contains the information related to system boot. The kernel, grub.conf files are mounted (mounting is a process in which Linux can read the file located inside the directory, without mounting in Linux, it can not read the contents inside directories) under /boot directory.

	/dev: This directory contains the terminal device information such as usb, cdrom or the devices attached to the system.

	/etc: The host (System) configuration files are located inside /etc the directory. Using this directory, the user can configure the host machine. For example: if you want to configure the IP address of the system, then you have to access the file ifcfg-eth0, which is located under /etc directory.

	/home: This is the user home directory which contains user settings and personal data. Example: /home/ivan this is user ivan home directory.

	/lib: The files located inside the directory are used by application or command for their execution. For example, when you run the ls command to display the directories and files using the libraries files. The following figure shows the complete idea about libraries files. In the screenshot, anaconda-ks.cfg, initial-setup-ks.cfg is files and the rest are directories:
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Figure 2.4: Linux libraries view

strace (trace system calls and signals) is a command. It intercepts and records the system calls which are called by a process and the signals which are received by a process. The name of each system call, its arguments and return value are printed on standard error or the file specified with –o option


	/mnt: This directory is used for mounting the file temporarily.

	/media: This is mount point for removable devices such as CD-ROM/DVD ROM/CD-Writer and floppy.

	/opt: It is used for optional software packages. The optional packages are installed inside /opt directory.

	/usr: It contains read-only user data and multiuser utilities like ftp and telnet.

	/proc: It is not a real file system, it’s a virtual file system. It holds the following information:

	 /proc/version – Linux version

	 /proc/partitions – Partition information

	 /proc/cpuinfo – Information about CPU

	 /proc/meminfo – Information about memory



	/var: This directory contains data that is changed when the system is running normally. It is specific for each system that is not shared over the network.

	/tmp: This file system is not mentioned above, it is used for temporary purposes. When you install additional software, the /tmp file system is used for storing temporary files.



A directory is a collection of files and/or other directories contained in it. Since a directory can contain other directories, Hence the top level in its hierarchy is the root directory. Files and directories can be named by a path. The root directory is referred to as /. Other directories are referred to by the path. The path consists of names separated by /. A file can also be referred to by the path. If it is directory, then the path may end with a /.

Basics of path

To work effectively at the command line, one should be familiar with the following terms:


	Path: A path is the location of an object in the file system.

	PATH variable: The PATH variable stores the list of directories that are searched to execute a command without an absolute or relative path.

	Working directory: The working directory is the directory where a user is currently in (tip:access the working directory absolute path by typing pwd at the command line).



Absolute path

The full path name of the specified file or directory starting from the root (/) directory.

Example: /dev/tty1 is the absolute path for the tty1 device. /usr/X11R6/lib is the absolute path to the libraries’ directory in the directory that stores X Windows components.

Relative path

A path to a target directory or file relative to your current location in the directory tree is a relative path.

Example: If you are working directory is /usr/X11R6/lib, the path test is a relative path referring to the /usr/X11R6/lib/test directory (a subdirectory of the working directory).

You should know the following additional relative path designations:


	A single period (.) identifies the current directory.

	A double period (..) identifies the parent of the current directory (removing one directory from the path).



Creating a file

You can create a file by using the cat command (as shown in image File Creation#1) with redirect operator >. Before creating a file, you must ensure the present working directory where the newly created file will be stored so that you can access the file from the desired location (as shown in File Creation#2). To check if the file is created or not, run the command ls –lh in the directory where the file create command is issued.

Syntax: cat > name of the file with extension then press Enter key after that type txt then press Ctrl + D to save and exit.

Example: cat>  ivan.txt            File Creation#1
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Figure 2.5: How to create a file using cat

The ls command would display the file along with permission that you have created as follows:
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Figure 2.6: ls command

Creating an empty file

You can create an empty file by using touch command.

Syntax: touch <name of the file>

Example: touch gkp.txt
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Figure 2.7: Touch command to create empty file

Viewing the contents of a file

You can view the contents of a file by using cat name of the file.

Syntax: cat <name of the file>

Example: cat ivan.txt
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Figure 2.8: To view content of file

Creating a directory

You can create a directory by using mkdir command.

Syntax: mkdir<name of the directory>

Example: mkdir project
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Figure 2.9: Make directory

You can check whether the directory is created or not by using the command ls –lh, as shown in Figure 2.10:
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Figure 2.10: Display the human readable listing of files / directories

First, you check your present working directory by using the command pwd. Then, you can create a directory inside a directory by using the command mkdir –p <parent directory/child directory>. The following screenshot shows that a folder lab is created under project:
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Figure 2.11: Display present working directory and create directory under project

First, you run the command cd project. Then, run the command ls –lh, it would display the lab directory:
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Figure 2.12: Switching to directory and verifying created directory

Introduction to group and ownership of a file

The group is a collection of users (those who log in the system and perform the task). The administrator creates a group to simplify the task (such as permission to access the network resources) when you create a user, a new group with same name is added. This is called the primary group of users:
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Figure 2.13: About groups

The Figure 2.14 shows that when we create a user hr and accounts, the group with same name (hr and accounts) is created automatically:
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Figure 2.14: Adding users and displaying users id

Users can be members of two different group types:


	Primary group by default, when you create a user, a corresponding group is also created. The user is the only member of this group. When you create files and directories, the primary group is automatically made the owner of those files.

	Secondary groups are groups you create. You assign members to those groups, and then use permissions to control access to files.

	The UID (User ID) zero is reserved for Root User (super user/unrestricted user).

	The UID 999 or less than 999 is reserved for system account.

	The UID greater than 1000 is reserved for non-root user.



Root user account

The root is super user in Linux operating system. You can perform all administrative tasks (for example, troubleshoot, server configuration, etc.) using root user. It is created during the installation process, and it receives the user id and group id 0 (zero). In windows operating system, you can easily rename the super user that is Administrator (in built account after installation) but in Linux you cannot rename the root account easily. The root user is a super user it can perform any task. Hence it is important to protect the root user account. The following are the minimum recommendations:


	As a system administrator, create a user account and assign sufficient permissions to perform most of the daily routine works. Use this account when logging in to the system.

	When you need to perform administrative tasks, use su command to switch root user, after completing the task exit from root user.
The user and group information are stored in the following files:

  /etc/passwd. It shows user account information and home directory


	First, create a user account named accounts, without password. For this, run the command useradd accounts, then press Enter key.

	Search the user accounts using grep command along with path /etc/passwd as shown in the following screenshot. The screenshot shows the user account information:
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Figure 2.15: About user password

  /etc/group: Contains group name and group id.
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Figure 2.16: Display group id

  /etc/shadow: Shows user password information.

The /etc/shadow has total 9 fields for every user.


	Add the user account name.

	$ in front of password hash, indicate that the password is encrypted. The !! indicates that the user is not secured by password (No password).

	This entry represents the day when the password was changed last time for user. The date is measured in the number of days since 1st January 1970. In the following screenshot, the number 17834 indicates that the last password change value is 17834, meaning January 1st, 1970 + 17834, and it will be the date of the last password change./p>
Calculation: Convert 17834 into years, this will equal to 48 years. Now, add 1970 and 48 years. This will equal to 2018. This will be the date of the last password change.
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Figure 2.17: Information about user password

You can check the preceding calculation using the command as shown in Figure 2.18:
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Figure 2.18: Display user password details




The detail about the command is issued in Figure 2.18:


	The minimum password age is 0, means you can change password at any time.

	The maximum password age is 9999, means you can keep a password for a long period.

	The number of days a user is warned before the password must be changed.

	This field displays the number of days after which the account will get disabled, that is, the number of days after password expiration. User account will be disabled after passing the inactive days once the user account password has expired.

	This field shows the number of days since January 1st, 1970, that an account has been disabled.

	Reserved for future use.



/etc/gshadow: Shows password information of groups.

The primary group is just a group like any other group. The only difference is that the user account specifically identifies the primary group for each user.

Commands to manage user accounts

Table 2.1 provides the bird’s-eye view of Linux commands along with examples. In Linux, thousands of commands are available, but it is not possible to explain all the commands. We have explained only those commands that are related to system administration point of view.

The following Table 2.1 gives a brief information about the Linux commands:









	
Serial no.


	
Commands syntax


	
Descriptions


	
Example





	
1


	
useradd <name>


	
Creates a user account with default home directory


	
useradd ivan: It will create a user account along with home directory /home/ivan





	
2


	
useradd –c <comments> <name of user>


	
Creates a user account with description. It is used to simplify the administrative task.


	
useradd –c production sap: Creates a user sap with comments production.





	
3


	
useradd –d <path name> <user name>


	
Creates a user account along with specified path.


	
useradd –d /testuser/computer csuser:





	
4


	
useradd –u <ID> < name>


	
Creates a user along with customized ID.


	
useradd –u 800 sports





	
5


	
usermod –l <new name> <old user name>


	
You can modify the existing user account.


	
usermod –l VIRIVAN VIR: This rename the user abc (old user) to new username.





	
6


	
usermod –s <path> <user account>


	
Change the user default shell to specified shell.


	
usermod –s /bin/tcsh dap: It will change user (dap) default shell to /bin/tcsh





	
7


	
userdel <user account>


	
Deletes the user account from system but it will not delete the user home directory.


	
userdel dap: Deletes the user account but not it’s home directory.





	
8


	
userdel –r <user account>


	
Deletes the user account from system but it will also delete the user home directory.


	
userdel unixuser: Deletes the user account and also its home directory.






Table 2.1: brief information about the Linux commands

Run the useradd command to add user ivan and then to display its home directory using the command echo as follows:
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Figure 2.19: Adding user and displaying home directory

To specify the purpose of user, use useradd command along with the comment (c). To display the user details, run the command finger as shown in Figure 2.20:
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Figure 2.20: Adding user and displaying details

If finger command does not run on your machine, it means you have to install finger command.

To create a user along with pre-defined home directory (other than default), run the command useradd with –d switch as shown in Figure 2.21:
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Figure 2.21: creating directory and user account

To create and assign the user ID, run the command useradd along with –u switch as shown in Figure 2.22:
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Figure 2.22: Assign user id and displaying

You can change the username from old to new using the command usermod along with –l switch. Then, try to switch to the old user. It will not switch because the old username has been changed to the new user, as shown in Figure 2.23:
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Figure 2.23: changing username, and switching user home directory

You can change the default shell to other shell using command usermod along with –s switch. Now, switch to the user and run the command echo $SHELL, this would display the shell name as shown in Figure 2.24:
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Figure 2.24: Changing default shell login

To delete the user, run the command userdel along with username. Try to switch the user home directory, if you are able to switch the user home directory it means that the user is deleted, but the home directory is not, as shown in Figure 2.25:
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Figure 2.25: Deleting user account

To delete the user along with the home directory, run the command userdel with switch –r. Now, try to switch the user home directory, you will not be able to switch because the home directory is deleted as shown in Figure 2.26:
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Figure 2.26: Deleting user account along with home directory

Example related to useradd with -m

The command useradd –m –u 1100 –G prod, hr tom. In this command, user tom is a member of prod and hr group with ID 1100 also add home directory (home directory is a place where user personal data stored) to user account. When you are creating a user account, the system adds home directory as well as data (hidden files/folders). The data is copied from skeleton directory (skel) to the user home directory. This is applied each time you add new users as shown in Figure 2.27:
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Figure 2.27: Adding groups

By default, the hidden files and directory are present in the skeleton directory. This default data is automatically copied to user account as shown in Figure 2.28:



[image: ]

Figure 2.28: Switching to user skel directory

Working of skeleton directory

When system administrator creates a new user account, all files and directories from skeleton automatically gets copied to the user home directory:


	First, go to the directory /etc/skel/ using command cd. Then, create a directory named test.

	Create an empty file testfile1 and testfile2.

	Now, verify that the file is present or not in skel directory.
Figure 2.29 is related to Step-1 to Step-3.
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Figure 2.29: Creating directory and empty files


	Now, add user as shown in Figure 2.30:
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Figure 2.30: Adding user


	Switch to userA. Then, you can see that files/folder is automatically copied to userA home directory from skel directory. In the same way, when you create a user, all default hidden files/folders are copied to the user home directory from skel directory as shown in following Figure 2.31:
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Figure 2.31: Switching user and verifying present directory and its contents




The default values of useradd command are stored in the file /etc/default/useradd. This file is also related with /etc/login.defs as shown in Figure 2.32:
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Figure 2.32: Viewing file

When the user logs in, an environment is created. The environment contains the number of variables in which it is already defined how the user account will work. For example, when you run the command echo $PATH at terminal, it returns the PATH values. In other words, when users type a command, the system searches the execution path (or its location) of the command directory as shown in Figure 2.33:
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Figure 2.33: Checking path

Table 2.2 shows that the following files are important during the creation of a user environment:







	
.bashrc


	
This file executes each time the user logs in.





	
.bash_profile


	
The environment variable available in this file is used when the user starts new subshell.





	
~/.profile


	
User specific settings available when user logs in.





	
/etc/profile


	
Default settings for all users.






Table 2.2: User profile variables

Commands to manage groups

The following are the list of some important commands to configure the users group:



	
Serial no.


	
Commands syntax


	
Descriptions


	
Examples





	
1


	
groupadd


	
It will create a group.


	
groupadd test1: Creates the test1 group.





	
2


	
groupmod –n <new name> <name>


	
This will change the name of group.


	
groupmod –n test2 test1: Renames the test1 to test2.





	
3


	
groupdel <name>


	
It will delete the group.


	
groupdel test2: Delete the group test2.





	
4


	
gpasswd <name>


	
It will change the group password.


	
gpaswd unixuser: Prompts you to enter password.





	
5


	
gpasswd -r <name>


	
It will remove the password.


	
gpasswd –r unixuser: Removes the group password.





	
6


	
newgrp <name>


	
	
newgrp –r unixuser: The command changes the current real gid to named group or the default listed in/etc/passwd. If no group name is given, the newgrp also tries to add the group to the user groupset. The non-root user will be prompted for password. If an entry for this group is in /etc/gshadow, then the list of members and the password of this group will be taken from this file. Otherwise, the entry in /etc/group is considered.





	
7


	
usermod –g <group> <user>


	
It will assign a user to a primary group.


	
usermod –g linuxstudents unixstudents: Change the gid of unixstudents to linuxstudents.





	
8


	
usermod –G group1, group2


	
It will assign a user to a secondary group.


	
usermod –G redhatuser, fedorauser testuser: This will make testuser member of redhat and fedorauser.






Table 2.3: Groups command

To create a group, run the command groupadd and then display the specific group using the command grep, as shown in Figure 2.34:
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Figure 2.34: Adding group and checking group

To rename the group, use the command groupmod as shown in Figure 2.35:
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Figure 2.35: Renaming group

To delete the group, run the command groupdel as shown in figure 2.36:
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Figure 2.36: Deleting group

To add the group and assign the password, run the commands as shown in Figure 2.37:
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Figure 2.37: Adding group and password

To remove the group password, run the command gpasswd along with –r switch, as shown in Figure 2.38:
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Figure 2.38: Removing password

The id command shows the root user id along with the group id. Log in using newgrp command and runs the id command to display unixuser id. Now, create an empty file named unixfile using the command touch. When you run the command, it would show that the unixfile is member of the unixuser group as shown in Figure 2.39:
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Figure 2.39: Displaying user id and group id

Adding users to the Linux system and changing the group id, as shown in Figure 2.40:
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Figure 2.40: Adding user and verifying its ids

Figure 2.41 shows how to change a group membership:
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Figure 2.41: Adding user and displaying user ids

Inode

In Linux Operating System, every file/directory has an inode number (information node) that stores information about the file/directory, including when the file was last modified, file size, data block location, permissions, and ownership. Inodes are always unique, but unique per partition. File system is divided into two parts - the inodes and data blocks. The portion of the inode that stores permission information is called the mode. The mode has three sections:


	User (owner) permissions

	Group (group owner) permissions

	Other (everyone on the Linux system) permissions



Structure of Inode table, Figure 2.42 shows how inode works:
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Figure 2.42: How inode works

Direct pointer

The direct pointers contain address of block which contains the file data. In the preceding figure, the zero th entry contains the address of file data. The direct pointer starts from 0 to 9.

Single indirect pointer

The single indirect pointer contains the address of another pointer which holds the address file data. The 10th entry in inode table is knows as indirect pointer.

Double indirect pointer

The 11th entry contains address of a block which contains a number of pointers, each of this pointers points to a block which again contains a number of pointers that point to the data of a file.

Triple indirect pointer

The 12th entry contains the address of the block that contains a number of pointers, each of these pointers points to a block and again that block points to another block which contains address of the block that points to the data of a file.

When you are creating a new file/directory/symbolic link, it requires a free inode. In Linux, the mke2fs creates bytes per inode on the disk. The byte/inode defines the density of inodes with in file system. If byte per inode is higher, the inode count will be low; in this case, no file will be created on the file system (even though there is still space available on it). You can see the default values of inode by accessing the file /etc/mkefs2.conf. Run the command cat /etc/mke2fs.conf | less. The cat command executes, and the output is given to less (command) through the pipe operator (the less can take small pieces of the text instead of all the text if the text is too large). You cannot change the bytes-per-inode ratio or the inode count after the file system is created, mkfs.ext4 uses by default low ratio of one inode every 16384 bytes (approx 16 KB) to avoid this situation.
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Figure 2.43: Default inode values

Figure 2.44 shows inode number corresponding to directories:
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Figure 2.44: Displaying inode numbers

Figure 2.45 shows different Linux directories of inode numbers:
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Figure 2.45: Displaying inode numbers of directories

Figure 2.46 shows the number of inodes available on the disk. This depends on the formatting of hard disk:
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Figure 2.46: Displaying inode numbers

In Figure 2.47, an empty file is created using touch command and then the command ls –lh is run to verify that the file is created or not. Finally, the command ls –ih testfile.txt shows the inode number of the file testfile.txt:
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Figure 2.47: Shows file testfile.txt inode number

TIPd indicate directory and first hyphen (-) denotes files.

You can find the details about the file testfile.txt using the command stat, as shown in Figure 2.48:


[image: ]

Figure 2.48: Displaying statistics

UMASK

The Linux manual page tells that umask (user file creation mask) is used for the calculation of default permissions of newly created files. If the mode is omitted, print the current value of the mask. If mode begins with digit, it is interpreted as an octal number otherwise it is a symbolic mode string like that accepted by chmod (we will discuss chmod in file permission). The following are the switches used in umask command:


	-p: If MODE is omitted, output in a form that may be reused as output.

	-S: Makes the output symbolic, otherwise Octal number is output.



Calculation of permission using UMASK

Default Permission = (Initial Permission)-(UMASK permission)

The initial permissions for files and directories are 666 and 777 (defined by Linux Operating System during installation) respectively. The initial permissions are fixed and cannot be changed. The default umask permissions are flexible and can be updated as per the user requirement.

The default umask permissions for root user and for non-users are 0022 and 0002 respectively.

If you do not change the default umask permissions, all files created by user root will assign 644 (666 – 022) permissions and all directories will assign 755 (777-022) permissions. During the calculation using the umask, use binary math (not decimal math) to identify the exact permissions. The default UMASK is as shown in Table 2.4:



	
	
Files


	
Directories





	
Default permission


	
666 (rw-rw-rw-)


	
777 (rwx-rwx-rwx)





	
Default UMASK


	
022


	



	
Result


	
666-022=644


	
777-022=755






Table 2.4: Default UMASK

There are three types of permissions read, write, and execute, which is described in Table 2.5:



	
Permission


	
Symbol


	
Octal value


	
Actions on files


	
Actions on directories





	
Read


	
r


	
100 for Binary

4 for Decimal


	
Read the file.


	
Display directory contents if the execute permission is already present.





	
Write


	
w


	
10 for Binary

2 for Decimal


	
Read, and edit the file.


	
Add, delete, and rename files if the execute permission is already present.





	
Execute


	
x


	
001 for Binary

1 for Decimal


	
Execute the file.


	
Work with its contents.






Table 2.5: Default permission values

The read, write, and execute permission is shown in Figure 2.49:
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Figure 2.49: Displaying permission values

You can assign the permission on user, group, and others in the following ways:


	User/Owner (Read r, Write w, Execute x)

	Group (Read r, Write w, Execute x)

	Other (Read r, Write w, Execute x)


User/Owner

A user is the owner of the file. By default, the person who created a file becomes its owner.

Group

A Group is basically a container. Users belonging to a particular group will have the same access permissions to the file. For example, in a university there are a number of departments such as HR, Accounts, etc. Suppose a file is accessible by both the HR and accounts department, then instead of manually assigning permissions to each user, you could add all users to a group, and assign group permissions to files such that only this group of members and no one else can read or modify the files.

Others

The person who has neither created the file nor belongs to a user group who could own the file, means that the person is everybody else. When you set the permission for others, it is also referred as set permissions for the world. Figure 2.50 shows default permission:
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Figure 2.50: Listing umask values

Example-1: Set the umask value 0053. After that, create an empty file test_file1. Then, verify the effective permission on the file.

We know that the default umask value for file is 666. Now, convert 666 and 053 equivalent value in binary:

   666                  110       110     110

   053                  000       101    011

Now, perform Inverse operation on 000 101 011 (replace 0’s with 1’s and 1’s with 0’s).

   053                  111       010     100    

Now, perform Binary Multiplication on 110 110 110 and 111 010 100.

       110  110  110

 MULTIPLACTION  111  010  100

          Result 1 1 0  010  1 0 0 =  Decimal value 624

 The number 624 represents the following:

6=4+2       Read = 4, Write = 2

2=2           Write = 2

4=4           Read = 4

Result –rw-  w- -  r- -

Now, the permission on file becomes as shown in Figure 2.51:
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Figure 2.51: Changing umask and creating empty files

Example-2: Set the umask value to 111. After that, create an empty file test_file1. Then, verify the effective permission on the file. We know that the default umask value for file is 666. Now, convert 666 and 111 equivalent values in binary:

  666 110 110 110

  111 001 001 001

Now, perform Inverse operation on 001 001 001 (Replace 0’s with 1’s and 1’s with 0’s)

  111 110 110 110

Now, perform Binary Multiplication on with 110 110 110 and 111 110 110

                     110 110 110

         AND 111 110 110

       Result 1 1 0  110  1 1 0 =  Decimal value 666

The 666 is represented according to the following chart:

6=4+2       Read = 4, Write = 2

6=4+2       Read =4, Write =  2

6=4+2       Read = 4, Write = 2

Result –rw-  rw-   rw –

Now, the permission on file becomes as shown in Figure 2.52:
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Figure 2.52: Changing UMASK and creating empty files

You can find out the umask value for root and non-root using the command grep umask /etc/bashrc. The grep searches the string umask in file bashrc and displays it as shown in Figure 2.53:


[image: ]

Figure 2.53: Finding mask values

The 022 is for root user and 002 is for non-root user umask, as shown in Figure 2.54:
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Figure 2.54: Displaying umask value

TIP-First bit (0) in default umask values represents a special permission (SUID, SGID or Sticky bit) which cannot be affected by umask. Since umask cannot affect this permission, it always uses a value zero (0) as the placeholder value in this field. A value zero (0) means to ignore it while calculating the default permissions.

File permission using chown/chmod/chgrp

Linux is a multi-user, multi-tasking operating system. Hence, it is very important to maintain the permission policies on the files according to the user’s need. We can assign permissions on the files using the command chmod (change mode) and chown (change owner) for user and chgrp for groups. Let’s start by making a file:


	First, create an account linuxstudent and unixstudent using the command as shown in Figure 2.55:
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Figure 2.55: Adding user along with password


	Switch to unixstudent followed by password, then go to unixstudent home directory using cd command. Now, create a file unix.txt and then exit as shown in Figure 2.56:
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Figure 2.56: Switching to user home directory


	Log in using the unixstudent account. Now, check the permission on unix.txt file. System clearly assigns read-write for the owner (unixstudent) read-write for group, and for others only read permission, as shown in Figure 2.57:
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Figure 2.57: Listing file attributes


	Check the user unixstudent home directory permission. This is the default permission as shown in Figure 2.58:
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Figure 2.58: Listing user home directory permission


	Switch to user linuxstudent and try to access unixstudent home directory. Then, it will show permission denied because permission is not assigned to user (linuxstudent) as shown in Figure 2.59:
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Figure 2.59: Switching user home directory


	Now, log in using unixstudent account. Then, switch to users’ home directory using cd command and then, verify the user present working director, as shown in Figure 2.60:
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Figure 2.60: Verifying user present directory

Assign the permission using the command chmod o+x ~ (assign the execute permission to home directory) as shown in Figure 2.61:
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Figure 2.61: Changing user permission to home directory

TIP-In the preceding screenshot, we are using cd command suppose if we will not use cd command, in that case, when you try to create a file, it will display the message ‘permission denied’, because you are trying to create a file on root’s home (/root) directory using non-root account.


	Run the ls –ld command. You can see the execute (symbol X) permission is assigned as shown in Figure 2.62:
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Figure 2.62: Listing user home directory


	Now, switch to user linuxstudent account and try to access the user (unixstudent) home directory. Now, it is accessible. Using the cat command, you can read the file (because read permission is already assigned on the file unix.txt) as shown in Figure 2.63:
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Figure 2.63: Switching user home directory




TIP-You can assign the permission using the English alphabet values (Read r, Write w, Execute x), where u represents the user/owner, g group and o others, as shown in Table 2.6:







	
Commands


	
Explanation





	
chmod u+x linuxtest.txt


	
Add execute permission for user on linuxtest.txt.





	
chmod g+wx linuxtest.txt


	
Add write and execute permission for group on linuxtest.txt.





	
chmod o+wx linuxtest.txt


	
Add write and execute permission for others on linuxtest.txt.





	
chmod o-rwx linuxtest.txt


	
Remove read, write, and execute permission for others on linuxtest.txt.





	
chmod g-rwx linuxtest.txt


	
Remove read, write, and execute permission for group on linuxtest.txt.





	
chmod o-rwx linuxtest.txt


	
Remove read, write, and execute permission for user on linuxtest.txt.






Table 2.6: chmod description

Case-1: Users (members) can access /USERDATA but others can Read data

Let us create a two-user Linux and UNIX belonging to reader and administrator groups. Now, you have to assign a read permission on directory /USERDATA so that only the member of reader group can read the content of /USERDATA, whereas member of administrator group can perform read and write operation on /USERDATA.


	Create a two-user Linux and UNIX. Then, assign the password as shown in Figure 2.64:
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Figure 2.64: Adding user along with password


	Create a corresponding group, that is, Reader and Administrator as shown in Figure 2.65:
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Figure 2.65: Adding groups


	Now, add the users (Linux and UNIX) to the secondary group. You can verify using the command id Linux. It shows Linux is also a member of the Reader group. In the same way, you can verify for UNIX user as shown in Figure 2.66:
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Figure 2.66: Adding user to secondary group


	Create a directory /USERDATA (at root) and create file (userfile.txt) inside /USERDATA. Now, assign the permission (rwx for owner r-x for group, none for others, that is, 750) on /USERDATA using chmod command. In chmod command, the function of –R switch is to apply changes on files and directories recursively. In the following screenshot, ls command is used to check the permission on file (userfile.txt) at the time of creation. The permission is –rw-r- - r- - . When you run the chmod –R 750 /USERDATA, the permission is changed (rwx, r-x-,- - -) due to switch –R, as shown in Figure 2.67:
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Figure 2.67: Creating directory and file

The ls –lh command displays the file userfile.txt permission along with membership as shown in Figure 2.68:
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Figure 2.68: Listing file permission


	The setfacl command set the file access control list on files/directories. The following screenshot shows the permission on group (reader) as read and execute on directory /USERDATA, but the others cannot modify. When you log in using the Linux account, then you can see the content of file (userfile.txt) because LINUX account is member of Reader group (having permission read and execute) as shown in Figure 2.69:
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Figure 2.69: Defining Selinux permission on userdata


	Log in using UNIX account, then it displays Permission denied because UNIX account is not a member of the Reader group as shown in Figure 2.70:

[image: ]

Figure 2.70: Switching user and displaying file content


	Now, switch the UNIX account and run the command id. Then, it displays that UNIX is not a member of the Reader group as shown in Figure 2.71:
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Figure 2.71: Displaying user ids along with group ids


	The setfacl command sets the file access control list on files/directories. The following Figure 2.72 shows the permission on group (Administrator) a read, write, and execute on directory /USERDATA, but the others cannot modify. When you log in using UNIX account, then you can create an empty file (admin.txt) because the UNIX account is member of the Administrator group (having permission read, write, and execute) as shown in Figure 2.72:
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Figure 2.72: Switching to user home directory

Now, switch to user UNIX. Then, run cd command to switch user home directory. Now, access the file contents using the command cat. The file is assessable as shown in Figure 2.73:
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Figure 2.73: Switching user home directory





Case-2: Different directory for different users but others cannot access

Create a directory for LINUX and UNIX account so that users can perform their tasks in their own directories. The directory for LINUX is CentOS and for UNIX is UNIXDIR. Then, assign the respective ownership to directories. After that, assign permission. The directories are created on root (/). The chown command makes member of /CentOS directory to LINUX group without changing the owner of /CentOS directory. The –R will apply the same permission recursively (if any directory exists inside CentOS). Then, you remove the write and execute permission from /CentOS directory for group as well as others. The same condition applies in case of /UNIXDIR shown in Figure 2.74:
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Figure 2.74: Creating directories and assigning ownership

Figure 2.75 shows that you are trying to access the UNIX user directory (UNIXDIR) from the LINUX user account. Hence, the system prompts a message: permission denied. The UNIXDIR is only accessible through UNIX user account because UNIXDIR is the group member of UNIX user account. In same way, LINUX user directory (CentOS) is a group member of LINUX user as shown in Figure 2.75:
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Figure 2.75: Switching user home directory

The command ls -ldh would display the permission and group membership about CentOS directory. The d switch is used for listing of directory. You can find more about ls along with switches using man ls. Now, find the permission of UNIXDIR as shown in Figure 2.76:
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Figure 2.76: Listing directory permission

Now, switch to UNIXDIR using cd. You can switch to UNIXDIR because UNIXDIR ownership belongs to user UNIX and it is also a member of group UNIX. Then, create an empty file with touch command. Now, run the ls command to checks the file permission along with the group membership as shown in Figure 2.77:
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Figure 2.77: Switching to directory

Permission at a Glance

This is only for how to remember the commands in different scenarios. The first command useradd adds the user VIR and passwd assigns the password to user VIR. Run the command ls –ld /home that would display the /home permission. Now, check the user home directory /home/VIR permission using the command ls –ld /home/VIR. Run the command cd to switch the user VIR and check the present working directory using pwd. Finally, create an empty file using touch command and check the permission using ls command as shown in Figure 2.78:
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Figure 2.78: Adding user

In the following Figure 2.79, first add the user and assign the password. Then, switch to user home directory (other than roots home directory). Run the command cd /home, then switch to a different user home directory. You will not be able to switch because different users have different permissions.
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Figure 2.79: Adding user

First, add two users VIR and TESTUSER and assign the password (if already created, then no need to create), and create a file VIRFILE.TXT inside user VIR home directory. Finally, switch to user TESTUSER and try to access what is inside VIR user home directory as shown in Figure 2.80:
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Figure 2.80: Switching to user

Switch to user VIR and change the file permission to 753 and exit from user account VIR using the exit command. Now, switch to another user account TESTUSER and run cd command to go into user home directory. After that, switch to VIR directory. Now, append the text in VIRFILE.TXT using the redirect operator (>>) and then, try to open the file. The file would not display any content because VIRFILE.TXT only writes and executes the permission as shown in Figure 2.81:


[image: ]

Figure 2.81: Switching to user

When you change the permission on VIR directory its permission becomes rwx,r-x,rwx. The read, write, and execute for others but this permission not propagated on the file inside VIR directory. That’s why System Administrators using –R switch (According to need) to apply the permission recursively. In other words, if you will use –R with chmod then permission will be applicable to all file/folders inside directory as shown in Figure 2.82 and Figure 2.83:
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Figure 2.82: Changing user permission

To display the file permission, run the command ls –lh as shown in Figure 2.83:
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Figure 2.83: Listing file permission

Table 2.7 shows read, write, and execute permission:








	
Permission


	
If files


	
If directories





	
Read


	
You can open the files.


	
You can show the content of directory.





	
Write


	
You can modify/appends the content.


	
You can create/delete/ file as well modify the permission.





	
Execute


	
You can run the program file.


	
You can change the directory.






Table 2.7: Default user permission

Wheel group

You can set the privileges to normal user for administrative task. This is possible when you make a user member of the wheel group. Log in using the root account and add user account Adminuser with password. Then, make Adminuser a member of the wheel group as shown in Figure 2.84:
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Figure 2.84: Adding user and changing user member

You can verify that Adminuser is a member of the wheel group. Run the command id Adminuser. You can see that Adminuser is a member of the wheel group as shown in Figure 2.85:
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Figure 2.85: Displaying user ids

Now, switch to Adminuser and try to add the user account abc. For this, run the command sudo useradd abc. Then, it asks for Adminuser password, type the password and press the Enter key as shown in Figure 2.86:
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Figure 2.86: Switching to user, adding user

Now, apply the password to the abc account. Then, it asks for the password for Adminuser because you are working from Adminuser. After this, it will prompt for a new password for abc account. Then, try to switch the abc account, you will switch successfully to the abc account as shown in Figure 2.87:
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Figure 2.87: Switching to user

Make sure that line %wheel ALL=(ALL) ALL is uncommented. For this, run vi sudo command and check the line.

Linux command basics

To copy a file, use cp command. In this example, file gkp.txt is copied to project/lab as shown in the following screenshot: syntax cp<source><destination>.

Example: cp gkp.txt project/lab as shown in Figure 2.88:
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Figure 2.88: Copying file

To check if the file is copied or not, use the command ls –lh as shown in Figure 2.89:
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Figure 2.89: Listing file permission

You can copy the file where the source and destination files may also reside in different directories by using the cp command. In this example, we will copy the file oracle.txt (which is inside the student directory) to lab directory (location is /root/Desktop/project/lab) as shown in Figure 2.90.

Please do not get confused with /student, as it indicates that student directory is inside the root, that is, / whereas /root indicates root’s home. Both are different:
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Figure 2.90: Copying file to lab directory

To copy all the files and directory to a new directory, run the following command. In this example, all the files and directories are copied from Desktop to student directory under root location as shown in Figure 2.91:
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Figure 2.91: Copying entire contents on student

To copy a file to a new file and preserve the modification date, time, and access control list associated with the source file, run the cp command with –p switches. Verify the date and time of the file gkp.txt and vishal.txt. Then, compare it after copying by using the ls –lh command as shown in Figure 2.92.

Here, date and time of gkp.txt and vishal.txt is Dec 26 07:25, Dec 26 08:46, respectively.
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Figure 2.92: Listing file and directories permission

After copying the gkp.txt and vishal.txt by using command cp –p gkp.txt vishal.txt /testing, the date and time is same. This feature enables for further tracking and audit purposes, for example, it finds great use in the cyber forensic field where the file is in use for audit or any further forensic checks are made intact to ensure that the integrity of the file should not be violated as shown in Figure 2.93:
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Figure 2.93: Copying files

To delete the file, use rm command. In the following screenshot, first of all, we check our present working directory to ensure that the file we delete is from the right path as there could be chances of the same file name being present in different folders. Because our file (gkp.txt) location is on /root/Desktop, the command rm gkp.txt is directly executed as it is the current working directory. The deletion of the file will happen after getting confirmation from user to delete by asking to type y, then press the Enter key. If our present working directory is different than the current working directory, then we have to mention the rm command with the file location (that is, path). This way we can delete the file directly from the source directory from any current working directory as shown in Figure 2.94:
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Figure 2.94: Checking and removing file

To delete the file forcefully, use –f switch with rm command. It will not ask any confirmation as shown in Figure 2.95:
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Figure 2.95: Removing file forcefully

To move or rename a file, use mv command. In this example, test.txt and ivan.txt move to project/lab as shown in Figure 2.96:


[image: ]

Figure 2.96: Moving files

You can check that the file is copied or not by using command ls –lh project/lab as shown in Figure 2.97:
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Figure 2.97: Listing contents

In the following example, you can rename the file star.txt to vishal.txt by using the command mv. Trick: File can be renamed by using the mv command with the file name and the new file name by making the source and destination location as same. In this case, we are already in the Desktop folder hence, mv command by default will look for the present working directory as shown in Figure 2.98:
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Figure 2.98: Renaming file

To delete an empty directory, use rmdir command. In the following screenshot, first you will run the command ls –lh which will display the file and directory list. The ram directory is empty, hence it will delete the ram directory by using the command rmdir ram, as shown in Figure 2.99:
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Figure 2.99: Listing and removing directory

To delete the non-empty directory, use the command rm -rf<name of directory>. The two directories (testlab and system) available on the root location of directory is /testlab/system. Each directory has two files, that is, file1.txt in testlab and file2.txt in system. Now, you can delete the entire directory by using rm –rf command as shown in Figure 2.100:
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Figure 2.100: Listing directory contents

Remove the file using command rm, as shown in Figure 2.101:
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Figure 2.101: Removing contents recursively

Commands in typical condition

Copy the file userfile.txt from /USERDATA to parent directory (/) as shown in Figure 2.102:
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Figure 2.102: Copying file inside parent directory

This will copy the testfile.txt from the parent directory to the current directory as shown in Figure 2.103:
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Figure 2.103: Copying file

Remove the testfile.txt from the parent directory. It will ask for confirmation, then type y press and the Enter key as shown in Figure 2.104:
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Figure 2.104: Removing file

Copy the current directory tree to the directory located in the parent directory as shown in Figure 2.105:
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Figure 2.105: Copying current directory tree to parent directory

Move all the files from the parent directory to the current directory as shown in Figure 2.106:
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Figure 2.106: Moving files

Summary of command list

The following Table 2.8 shows the important commands list related to the system administration point of view:







	
Commands


	
Explanation





	
ls -lh


	
Displays the long list of files with human understandable format





	
ls -ld


	
Displays the long list of directories with human understandable format





	
la -al


	
Displays the hidden files as well as folders





	
ls -aR


	
Displays long listing of files, including hidden files, and including files in all subdirectories (this –R switch used as recursive)





	
ls <path>


	
When running command using the path, it will display the files/directories.





	
cd <path>


	
cd command used for switching between paths





	
cd ..


	
Moves one level up





	
cd ../..


	
Moves two level up





	
cd ~ or cd


	
Switches to users’ home directory





	
su


	
This will switch to user and jump to the root’s home directory.





	
su -


	
This will switch to root user and passing the instruction to system change all the environment variables which is applicable to root and switch to the root’s home directory.





	
. (dot)


	
Current working directory





	
..


	
Parent directory (/)






Table 2.8: Command list

Figure 2.107 is related to cd .. (move one level up):
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Figure 2.107: Switching to directory

Figure 2.108 is related to cd ../.. (two level up):
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Figure 2.108: Checking present directory

Figure 2.109 is related to cd ~:
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Figure 2.109: Switching and verifying present directory

Conclusion

The Linux is a multi-user and multi-tasking operating system. The main goal of users and groups management is to provide the security to resources. In other words, only authorized users can access the network resources. The resources mean files/directories that are stored on the server. The whole theme of this chapter is how to create the user, group, and permission/advance permission on the file/directories. The details about configuration file related to user and group also mentioned using screenshot.

Multiple Choice Questions


	The default permission on files is:

	765

	665

	666

	none of these



	The default permission on directories is:

	666

	546

	757

	777



	The default UMASK is:

	0022

	023

	011

	none of these



	If a root user sets UMASK value as 111, then what is the permission on the file?

	–rwxrwxrw-

	–rw-r-x-r- -

	–rw-rw-rw-

	none of these



	The root ID is:

	1

	3

	0

	4



	Location of skel directory is:

	/etc/motd

	/etc/skel

	/etc/dev

	none of these



	The maximum file size in ext3 is:

	16GB-2 TB

	32GB-1TB

	2TB-164 TB

	none of these



	The maximum volume size in ext3 is:

	2TB-32TB

	1TB-4TB

	32TB

	none of these



	For chmod -R 755 myfile.txt, which is true?

	-rwx,r-x,r-x

	rwx,r-x,r-x

	–rwxrwxw-r

	none of these



	chgrp command is used to:

	change owner permission

	change the user permission

	change the group permission

	none of these





Answers


	c

	d

	a

	c

	c

	b

	a

	a

	a

	c







CHAPTER 3

File Compression and Archival


Introduction

The main purpose of compression is to save the data as well as the disk space. The compressed data consumes lesser bandwidth if the data is transferred over the network. The compression/decompression works based on mathematical algorithms. A number of open source/licensed tools are available for the compression of data.

Structure

In this chapter, we will cover the following topics:


	Introduction to compression

	Compressing a file using gzip

	Advance use of gzip

	Decompressing a file using gunzip

	Advance use of gunzip

	Compressing a file using bzip2

	Decompressing a file using bunzip2

	Compressing a file using zip

	Decompressing a file using unzip



Objectives

A file archiver is a tool that combines multiple files together into one archived file. Suppose the size of a file is in GB, and you want to upload it on the cloud storage, then it may be difficult to upload the whole file on cloud storage. For this, you have to split the single file into multiple files and then upload it to the cloud storage. The user will download the multiple parts of the file and then combine all the files using the archival utility. This will save time. You can compress the whole file or multiple files at one go. Compressing a single big file takes more time.

Introduction to compression

At times, there becomes a need to compact the disk space. This can be achieved by compressing the large file which occupies the system’s disk space largely and is of not much consideration for day-to-day purposes. Also, if the file size is large and you want to access the file on need basis, then it is worth saving the disk space by compressing the file without losing the data so that it will save your free disk space and can be used for other disk file I/O activities. Similarly, you can compress multiple files and then pack together in Linux. You can compress the file by using any of the commands listed in Table 3.1:








	
Compression tool


	
File extension of compression tools


	
Decompression tool





	
gzip


	
.gz


	
gunzip





	
 bzip2


	
.bz2


	
bunzip2





	
 zip


	
.zip


	
unzip






Table 3.1: Compression tools comparison

Compressing a file using gzip

The compression utility saves the disk space. The gzip utility is used in a Unix-like operating system. It was developed by Jean-Loup Gaily and Mark Alder in 1992. When you compress the files using gzip, the output file extension will be .gz. Using the compression utility, the administrator saves the bandwidth. First, create files file3, file4, and file5 using cat. Then, run the command ls to check whether the files are created or not. Now, to compress the files (in this example, file3.txt, file4.txt, file5.txt), use the gzip2 command at a terminal in our present working directory, that is, /root/Desktop. Then, apply the compression utility gzip as shown in Figure 3.1:

Syntax: gzip <switch its optional> <Input>
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Figure 3.1: Creating files, listing file permissions

Advance use of gzip

Multiple compressed files can be concatenated. In this case, gunzip will extract all members at once. You can find the documentation related to gzip on Linux’s manual pages (to open manual pages, run the command man gzip). The advance of the gzip documentation taken from Linux manual pages which is available inside the Linux operating system. You can find by using the command man gzip on terminal for example:

gzip -c file2.txt > foo.gz

gzip -c file3.txt >> foo.gz

Then,

gunzip -c foo

Is equivalent to

cat file2.txt file3.txt

In case of damage to one member of a .gz file, other members can still be recovered (if the damaged member is removed). However, you can get better compression by compressing all members at once:

cat file2.txt file3.txt | gzip > foo.gz

Compresses better than

gzip -c file2.txt file3.txt > foo.gz

you can recompress concatenated files , by using the following command:

gzip -cd old.gz | gzip > new.gz

If a compressed file consists of several members, the uncompressed size and CRC reported by the --list option applies to the last member only. If you need the uncompressed size for all members, you can use the following command:

gzip -cd file.gz | wc -c

If you wish to create a single archive file with multiple members so that members can later be extracted independently, use an archive such as tar or zip. GNU tar supports the -z option to invoke gzip transparently. gzip is designed as a complement to tar, not as a replacement.

TIP-You can find more about gzip on https://www.gnu.org/software/gzip/manual/html_node/Advanced-usage.html:
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Figure 3.2: Creating a file and compressing

Decompressing a file using gunzip

To decompress all the three files, use the gunzip2 utility as shown in Figure 3.2. The documentation part can be taken from the Linux manual pages using the command man gunzip:
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Figure 3.3: Decompressing files

Advance use of gunzip

The multiple compressed files can be concatenated. In other words, you can join the multiple compressed files using the gzip utility. The following example is taken from the Linux operating system’s manual page. In this case, unzip will extract all members at once. You can find this document on Linux’s manual page using the command man gunzip. For example:

gzip -c file2 > foo.gz

gzip -c file3 >> foo.gz

Then,

gunzip -c foo

It is equivalent to:

cat file2 file3

In case of damage to one member of a .gz file, other members can still be recovered (if the damaged member is removed). However, you can get better compression by compressing all members at once:

cat file2 file3 | gzip > foo.gz

The above compresses better than:

gzip -c file2 file3 > foo.gz

If you want to recompress concatenated files to get better compression, use the following command:

gzip -cd old.gz | gzip > new.gz

If a compressed file consists of several members, the uncompressed size and CRC reported by the --list option applies to the last member only. If you need the uncompressed size for all members, you can use the following command:

gzip -cd file.gz | wc -c

If you wish to create a single archive file with multiple members so that members can later be extracted independently, use an archiver such as TAR or ZIP. GNU tar supports the -z option to invoke gzip transparently. gzip is designed as a complement to tar, not as a replacement. You can find more about gunzip using the command man gunzip:
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Figure 3.4: Compressing a file and displaying it with equivalent command

Compressing files using bzip2

To compress the files file6.txt, file7.txt, and file8.txt by using the bzip2 utility, use the same approach as discussed earlier in the gzip utility except the command that would now be in consideration: bzip2. The documentation part is taken from the Linux operating system manual pages using the command man bzip2, as shown in Figure 3.5:
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Figure 3.5: Compressing files

TIP-You can find more about bzip on http://www.bzip.org. The website is mentioned in the Linux manual pages (man bzip2).

Decompressing a file using bunzip2

To decompress the files by using the command bzip2 –d <name of files>, refer to Figure 3.6:
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Figure 3.6: Decompressing files

TIP: In Linux commands, a number of switches are available. It is not possible to explain all the switches in this chapter, but you can find more about Linux commands along with switches using the manual pages. In Linux manual pages, typical switches are explained with examples. You can find them using the command man bzip2 and then scroll down the pages to reach the desired switches.

Compressing a file using zip

To compress the files file9.txt, file10.txt, and file11.txt using the zip utility, refer to Figure 3.7:
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Figure 3.7: Compressing a file using zip

Decompressing a file using unzip

To decompress the files, use the uzip command by using uzip *.zip –d project/. Here, all the zip files (file9, file10, file11) un-compress and move into the directory project (that is, the present working directory), as shown in Figure 3.8:
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Figure 3.8: Decompressing a file using unzip

To check whether the files are transferred to the project directory or not after unzip, use ls –lh, as shown in Figure 3.9:
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Figure 3.9: Listing files

Conclusion

This chapter discusses how to compress and decompress the files using different compression tools available on the Linux operating system. The user can easily understand the compression /decompression utility tools because at each step, figures are used. In the next chapter, we will discuss how to search the texts, files, and directories on the Linux system.

Multiple choice questions


	Which utility tool is used to compress the files in LINUX?

	gzip

	zip

	gunzip

	none of these



	The extension used by gzip during a file compression is:

	.doc

	.rar

	.txt

	.gz



	Which option is related to the compression ratio in gzip?

	–l

	–d

	–t

	–u



	The command uzip '*.zip’  –d project/ will:

	un-compress all the files and move into the directory project

	un-compress all the files and move in to /

	un-compress root files and move into the project

	none of these



	The command gzip –d usertest.txt.gz can ______________.

	compress the file

	encrypt the file

	un-compress the file

	none of these



	Which of the following command will decompress the file?

	rar.zg

	gunzip

	tar

	gzip



	Which of the following command provides information about gzip?

	information gzip

	man gzip

	can gzip

	none of these



	If you want to untar the file into another directory, which option will be used?

	–C

	–A

	–D

	–f



	Which option is used to list the tar archive file?

	–t

	–T

	–D



	The gzip is called ____________.

	General Decompression of file

	General Decompression of data

	General Decompression of folder

	none of these





Answers


	a

	d

	a

	d

	c

	b, d

	a

	a

	a

	a







CHAPTER 4

Performing Search


Introduction

The Linux operating system has a number of built-in command line utilities. It is the beauty of the Linux operating system that you can use the output of a command as input for other commands using the pipe operator. The redirect operator may be used but there is a difference: redirect works with files not with commands. In other words, first you have to send the output of one command to a file, and then you can see the contents of files using cat command.

Structure

In this chapter, we will cover the following topics:


	General introduction

	Simple search

	Wild card-based searches

	User, group, and ownership-based searches

	Other searching options

	Introduction to redirection



Objective

In Linux, there are different ways to search files and directories. In this chapter, we have discussed how to use: find, locate, which, and other commands related to searching. You can search the files on the basis of ownership. You can also search multiple files at one go. The user can search the process in Linux using the ps along with the grep command. The Linux commands have more options, that is, all the options available under the manual pages.

General introduction

Linux supports various tools to help the system administrators/users to locate files and directories. These tools allow to specify the file attributes such as name, size, type, and modification history through which the file to be located on the system can be retrieved. In this section, we will discuss briefly about the Linux’s inbuilt commands to find a file TIP-either by its contents or its name via a given search pattern.

Simple Search

The find command is used to locate files or directories with the supplied search criteria within the specified search range. You can search for files by name, owner, group, type, permissions, date, and other file attributes. The search is conducted recursively down to all subdirectories from the starting point. The syntax is:

find <search-start-location> <criteria><action>

Here is an example of a find command using the search criteria with default action:

find -name ivan.txt

Search for files named ivan.txt in the current directory as shown below:


[image: ]

Figure 4.1: Searching file along with the name

TIP-The default for search-start-location is the current working directory (.), the default for <criteria> is none and <action> is –print:

Wild card-based search

To search a file anywhere on the system, use find –name ‘*.txt’ (this is known as wild card search). The search result will display the list of possible file(s) that ends with .txt extension. Wild cards should always be quoted to avoid unexpected results as shown below:
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Figure 4.2: Displaying files having .txt

To search for files in /etc/ that contain password in their name, do as shown below:
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Figure 4.3: Displaying file with their password name

User, group, and ownership-based search

To search for files owned by the user and the group in /home/, follow the steps given below. In Linux, when you create a user, the group will be automatically assigned by Linux with the same name. In following example (as shown below), we are searching for the file that is owned by the user vishal and group vishal:
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Figure 4.4: Searching owned by users and groups

To search the file that is owned by the user but not the group, we can use the ‘not’ flag as shown in figure 4.5:
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Figure 4.5: Searching files owned by the user but not the group

To search the file that is owned by either the user or the group by using OR operator, see figure 4.6:

find /home –user vishal –o –user vishal
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Figure 4.6: Searching by user or group

To search through a membership by a user or a user ID, we use –o flag. In the following example, the find command matches either the user or the user ID and then displays the result as shown in figure 4.7:
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Figure 4.7: Finding through user ID

To match exact permission, use the find command with perm switch. In the following example, the find command matches the permission 755(rwx,r-x,r-x) and then displays the result. It finds 775 permissions on folders as shown in screenshot:

find –perm 755
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Figure 4.8: Searching files with permission

Now, you can find a folder that anyone can write by using the find command with –perm and + operator. In the following example, find –perm with + operator matches the permission on files +222 and then displays the result:

find –perm +222
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Figure 4.9: Displaying files having permission 222

In the following example, it searches the match criteria as given in the condition but does not find the match condition, hence displays nothing:


[image: ]

Figure 4.10: Searching file having permission 002

To search the file exactly of the same size specified by you, use the find command with the size switch. In the following example, the find command searches the file size 10 MB and then displays the result with its location. The ls –lh command displays the file location with size:

find –size 10M
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Figure 4.11: Searching file having size 10MB

To search a file over 10 MB, use the find command with the size switch. In the following example, the find command searches the file size over 10 MB and then displays the result with its location. The ls –lh command displays the file location with size:

find –size +10M
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Figure 4.12: Searching file more than 10mb

To search file less than 10 MB, use the find command with the size switch. In the following example, the find command searches the file size 10 MB and then displays the result with its location. The ls –lh command displays the file location with size:

find –size -10M
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Figure 4.13: Searching file less than 10mb

TIP: You can search the file on the basis of K for KB and G for GB, etc. We will discuss the other ‘find’ switches in the next section because they are related to file permission.

Other searching option

A regular expression is a series of characters that define a search pattern, generally for use in pattern matching. In Linux, a number of searching utility/tools are available. Some common tools that are used by the system administrator are listed in the commands table 4.1 given below:








	
Command syntax


	
Explanation


	
Example





	
grep <’ text string’ > <file location>


	
Searches the text string from the file and displays on output device


	
grep 'vishal’ /etc/passwd





	
head –n no of lines <file location>


	
Displays the number of lines mentioned by user


	
head –n 20 /etc/passwd





	
tail –n no of lines <file location>


	
Displays the number of lines from end of text


	
tail –n 10 /etc/passwd





	
tail –f <file location>


	
Displays the update of files


	
tail –f /etc/passwd





	
wc -l <file location>


	
Displays the line count


	
wc -l /etc/passwd





	
sort <options> <file location>


	
Sorts the text line by line


	
sort /etc/passwd sort upper case by default.





	
man <name of command>


	
Provides the help of command


	
man sort






Table 4.1: Command table

The regular search expression pattern used in grep is shown in the expression pattern of table 4.2:









	
Character


	
Purpose


	
Matches


	
Example





	
.


	
any character


	
xyz, xgy


	
x.y





	
|


	
this is OR operator


	
xyz or yzx


	
xyz | yzx





	
^


	
beginning of Line


	
xyz,xzy,xzbc,xyab


	
^xyz





	
$


	
end of Line


	
vishal:xyz,345xyz


	
xyz$





	
*


	
anything in place of *


	
xyz,xyygh,xyhg


	
xy*z





	
[ABC]


	
matches A,B or C


	
A,B,C or D


	
^[A-Z]






Table 4.2: Expression pattern

TIP-You can find more about any searching tools using the command man <name of the command>. Example man wc; this would display the manual pages of wc. All the switches are available in the Linux manual pages. You can find all the switches of grep using the command man grep.

The general grep search syntax given below:

grep [options] [pattern] [file]

You can search any specific text inside any directory to run the command grep. You can search vishal text inside the directory using grep. As shown in figure 4.14:
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Figure 4.14: Searching specific text

You can find the username beginning with vishal in file /etc/passwd using the command grep. It would be the name starting from beginning. As shown in figure 4.15:
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Figure 4.15: Searching username starting with vishal

Run the command ifconfig enp0s3 (enp0s3 is system LAN card name). This would display the information about enp0s3. This shows enp0s3 is running. As shown in figure 4.16:
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Figure 4.16: Displaying interface status

Now, run the ifconfig along with grep to find out the adapter which is in running condition. The -w switch is used for pattern matching, that is, RUNNING. As shown in figure 4.17:



[image: ]

Figure 4.17: Searching interface status using the word RUNNING

You can find the line number where the particular text is present using the command grep –n. In figure 4.18, we have searched the username vishal inside the directory /etc/passwd. This would display the username vishal present at line number 53:
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Figure 4.18: Searching a particular text on a specific line number

You can match each line that starts with a capital letter using the command as shown in figure 4.19:
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Figure 4.19: Searching the matching text

You can match the line that does not contain the aieou using the command as shown in figure 4.20:
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Figure 4.20: Searching the matching lines

You can search multiple words in a single file using the grep command along with the –e switch. The words vishal and root are present in the /etc/passwd file and shows the output. As shown in figure 4.21:
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Figure 4.21: Searching the multiple words

You can find the same output when using grep along with –E. In the following figure 4.22, we are using the pipe operator to search word vishal and root:



[image: ]

Figure 4.22: Searching using the pipe operator

You can search all the lines that do not contain the words vishal using the grep command as shown in figure 4.23:
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Figure 4.23: Searching using grep

You can search the username/word in multiple files using the grep along with –l switch. The username vishal is present in the three files as shown in figure 4.24:
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Figure 4.24: Searching in multiple files

You can search the line that ends with bash. As shown in figure 4.25:
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Figure 4.25: Searching lines end with particular words

To search the recursively user vishal in all file/directory using the command grep –r, see figure 4.26:
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Figure 4.26: Searching recursively

To display the first five lines from the file passwd, run the command head –n 5 /etc/passwd. As shown in figure 4.27:
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Figure 4.27: Displaying from beginning

To display the last five lines from the file passwd using the command tail –n 5 /etc/passwd, follow the steps given below. The tail command is very helpful in case of searching the current event in webservers because the current events start from the last line of log files. As shown in figure 4.28:
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Figure 4.28: Displaying from ends

To display the last update of file, read the following. For demonstration purposes, I have added first the user account, then run the command tail –f which shows the last update of the file. As shown in figure 4.29:
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Figure 4.29: Adding the user and displaying from ends

First, we create the testfile.txt and then write some text. Then, run the commands wc –l (the –l switch display the new line count) and wc –wc (word count and byte count). As shown in figure 4.30:
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Figure 4.30: Creating files and counting bytes

First, create a test file test.txt and insert some text as shown in figure 4.31. Then, run the command sort along with the file, this would display all the lower cases text:
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Figure 4.31: Creating file and sorting

You can find more about using the command man sort. This would display all the possible switches of sort. As shown in figure 4.32:
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Figure 4.32: Displaying manual pages

Introduction to redirection

The redirect operator takes the output from a command and sends that output to a text file. Each command has three channels that can be used for redirection:


	Output redirection (STDOUT)

	Input redirection (STDIN)

	Error redirection



Output redirection (STDOUT)

The standard output takes the values from the command and moves the output to f2.txt.The following figure shows the root’s home directory files and directories. As shown in figure 4.33:
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Figure 4.33: Displaying user home directory contents

Now, to redirect output of command ls using the command ls >f2.txt, we need to move the entire output of ls command to f2.txt. You can see the output of file f2.txt using cat f2.txt. As shown in figure 4.34:
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Figure 4.34: Redirecting command contents and displaying file contents

Input redirection (STDIN)

The standard input takes the values from f1.txt and displays the message on the screen. Example: cat < f1. First, create a file f1.txt with some text and then, use cat < f1.txt. As shown in figure 4.35:
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Figure 4.35: Creating file

Error redirection

The error redirection means to move the error to the file in spite of displaying on the screen. In the figure 4.36, we switched to non-root user vishal, then moved to the user home directory using cd command. When you move to grub.d directory, it displays the error Permission denied. To move this error from the display unit to file, run the command with operator 2>. This is why the programmer uses error redirection. As shown in figure 4.36:
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Figure 4.36: Switching to user

Conclusion

The objective of this chapter is to teach how to search files/folder, group, and ownership-based searches using utility available on Linux operating system. The user can easily understand the search options available in the commands because in each step a screenshot is used. In the next chapter, we will discuss the vi editor. This is a very powerful editor that runs on the command’s basis. It is not like a Windows editor, where you can edit and delete the text using keystroke.

Questions


	Which command is used to locate a file?

	loc

	moc

	lac

	none of these



	The command: find –size 10M ______________.

	searches files less than 10 M

	searches files less than equal to 10 M

	searches files equal to 10 M

	none of these



	The command: tail –f display __________________.

	shows files starting from f

	shows nothing

	shows the last update of the file values

	none of these



	Which of the following commands is used to search a file using inode number?

	Node

	INODE

	inum

	none of these



	Which of the following commands is used to search a file using Access time?

	btime

	–btime

	Time

	-atime



	The grep command searches the ______________.

	string from file

	string from location

	string from only the system files

	none of these



	Which of the following operators is used in the find command?

	+

	–

	+ ,-

	none of these



	The command man sort will display _____________.

	help about man

	help about sort

	help about searching

	none of these



	Which of the following commands is used to sort according to numbers?

	Sort –n

	SORT –N

	sort –n

	none of these



	Which of the following commands isused to show mixed case search?

	Sort –m

	Sort -tm

	sort –f

	none of these




Answers


	a

	a

	c

	c

	d

	a

	c

	b

	c

	c







CHAPTER 5

Vi Editor


Introduction

The vi editor (Visual editor) is a Windows notepad-like editor. The vi editor is a very powerful editor. Using the vi editor, a user can perform all configurations related to the system/servers. The vi editor is the default editor of the Unix/Linux system. In the vi editor, you cannot write/edit the text like in the Windows notepad. The vi editor works on certain commands issued by the keyboard. In other words, it’s a command-based editor. In this chapter, we have covered the vi editor and the commands related to it only from the system administration point of view.

Structure

In this chapter, we will cover the following topics:


	Introduction to the vi editor

	Vi editor: background

	Vi editor: basic commands



Objective

By the end of the chapter, the user will be able to understand the function of a vi editor, and how to use it. The vi editor is available in all versions of Unix/Linux.

Introduction to vi editor

The Vi editor is available in a Unix-like operating system. It’s a very powerful editor, totally based on command. In other words, if you don’t know the command related to the vi editor, you cannot enter a single text in the editor. Hence, we can say that it is a secure editor. You can create, edit, and delete the text in the vi editor. The programmer writes the scripts in Linux using the vi editor. The vi editor has two operating modes: first, a command mode and second, an insertion mode. The command mode is the default mode in which the user can save text and quit from the editor using the commands. In the text mode, the user can insert the text into the file, as shown in Figure 5.1:
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Figure 5.1: Explaining vi editor

Vi editor background

The users can change the vi editor’s background and foreground for readability of source code or server-related configuration file. You can change the front size and the color for different sections of the file. You can find availability of the vi editor’s color schemes on the directory /usr/share/vim/vim74/colors. The extension of all color schemes are .vim as shown in Figure 5.2:
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Figure 5.2: Switching on vi color scheme

Now, run the ls command to find out the color directory for the vi editor, as shown in Figure 5.3:
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Figure 5.3: Listing files

Run the command cd to change the present directory to a color directory, as shown in Figure 5.4:
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Figure 5.4: Switching on color directory

This directory contains all the files related to the vi editor. To find this, run the command ls as shown in Figure 5.5:
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Figure 5.5: Displaying files

The users can change the vi editor’s color using the color scheme shown in Figure 5.5. Check the color’s name before extension. For this, open any file in vi editor. Then, run the command; it would change the color of the vi editor temporarily. In other words, when the user closes the vi editor, color changes may not apply. Use the following color code, as shown in Figure 5.6:
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Figure 5.6: Displaying color code


	To run the color code mentioned in Figure 5.6, open the file vishal.txt (created using cat > vishal.txt) and then, enter: colorscheme <Name of Color>. Then, press the Enter key.

	Open the file using a vi editor, as shown in Figure 5.7:
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Figure 5.7: Opening file


	Now, type the command as shown in Figure 5.8:
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Figure 5.8: Inserting text




TIP: You can change the color settings using the color scheme given in Figure 5.6.

Vi editor basic commands

To understand the basic commands of the vi editor, follow the given steps:


	First of all, create a file using vi editor, as shown in Figure 5.9:
 Syntax: vi <Name of the file>
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Figure 5.9: Opening file


	Press I (insertion mode) and enter some text (as you want) in file demo.txt, as shown in Figure 5.10:
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Figure 5.10: Pressing I for activating insertion mode


	Now, press the Esc key+ :wq to save and quit, as shown in Figure 5.11:
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Figure 5.11: Saving and Quitting from vi




TIP: We will use this file for the vi editor’s command demonstration.

The following table shows the keys used for the cursor movement in the vi editor:



	
Key


	
Function of key





	
h


	
Move right single character





	
k


	
Move upward on line





	
j


	
Move down single line






Table 5.1: Vi editor key movement table


	To set the line number in a file, first open the file in vi the editor and run the command :set nu (Shift +: (Colon)). Then, press the Enter key. Open the file in vi editor using the command vi demo.txt, as shown in Figure 5.12:
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Figure 5.12: Setting line number on vi editor


	After pressing the Enter key, the line number would be displayed, as shown in Figure 5.13:

[image: ]

Figure 5.13: Displaying content along with line number



The vi editor commands in Table 5.2 show the default mode (don’t use insertion mode) of the vi editor:







	
Command using keyboard


	
Function





	
dd (Press simultaneously)


	
Delete the entire line





	
? text


	
Search the string





	
G


	
Move at the end of file





	
gg (Press simultaneously)


	
Move at the starting of the file





	
/text


	
Search the text





	
Enter


	
The cursor moves forward





	
u


	
Undo





	
H


	
Move the cursor at the top





	
a


	
Append the text where the cursor moves





	
yy (Press simultaneously)


	
Copy the entire line





	
pp (Press simultaneously)


	
Paste the copied line





	
:split


	
Split the screen





	
:wq


	
Save and quit





	
:q!


	
Quit without saving






Table 5.2: vi editor command list

TIP-You can create a file using the vi editor. First, open the terminal and type vi <File Name>. Then, press I to go in the insert mode and enter some text. To save and quit, press : wq (colon wq) and press the Enter key. For updating the file, use the command given in Table 5.1 and Table 5.2.

Conclusion

The whole theme of this chapter is to learn how to create/update a file using vi editor and change the background color for reliability. We saw the different key movements for editing the file using vi editor. We also saw how to search the text in the editor as well as copy and paste. You can find more about the vi editor using the command man vi on the Linux terminal. On the other hand, you can find informal pages about the vi editor using the command info vi. In the next chapter, we will discuss the Linux deployment using pxe installation.

 Multiple choice questions


	Which of the following is the correct command to set line number in vi?

	sd

	:sg nu

	:dl

	:set nu



	To move end of line, we use ______________.

	H

	B

	G

	none of these



	The command dd is used to _______________.

	delete one character

	delete the entire line

	move the line to next

	none of these



	Which of the following command is used to split the screen?

	:split

	Split

	Sp

	none of these



	Which command is used to copy the line?

	yc

	xy

	yy

	yx



	To paste the line, we use _____________.

	xx

	pp

	px

	none of these



	Which one of the following commands is used to move the cursor to the top?

	H

	h

	hh

	none of these



	The gg command is used to move the cursor at the ____________.

	top

	bottom

	middle

	none



	The :wq is used to ____________.

	save and Quit

	save

	quit only

	none



	The :colorscheme blue will change the vi editor’s _____________.

	background to blue

	foreground to blue

	background to none

	none of these





Answer


	d

	c

	b

	a

	c

	b

	a

	a

	a

	a







CHAPTER 6

Linux Installation


Introduction

One of the major benefits of unattended installation is to save the physical resources (that is, individual disk is required for each system if the number of systems more) and the system administrator’s time. Automated installation is required in big organizations or where a large number of systems are running. This chapter deals with the PXE (Pre-execution environment) installation. In PXE, the client machine does not require the operating system. The operating system is deployed through PXE server. The major advantage of PXE installation is that it is vendor independent, so that the new machines are easily added.

Structure

In this chapter, we will cover the following topics:


	BIOS (Basic Input Output System) overview

	BIOS settings for installation

	Linux installation modes

	Oracle virtual box setting for Linux deployment

	Scenario: Linux deployment using FTP

	Scenario: Linux deployment using Apache

	Scenario: Linux deployment using NFS (Network File Sharing)



Objective

BIOS plays an important role in installation. It has a number of features; it is not possible to explain all the features of BIOS. We have explained only a few features which are related to system administration. The users will be able to understand the concepts of the BIOS features and will know the automated installation using FTP, Apache, and NFS. We have also explained the hosted virtualization and its setting for testing.

BIOS (Basic Input Output System) overview

BIOS is a small program burned into the ROM (Read Only Memory) chip. When you power on the system, it interacts with BIOS. Then, BIOS calls the small code stored in the master boot record (at the start of the hard disk). The MBR then loads the 512-byte long code (the last two bytes known as boot signature) from the boot sector of active partition. Then, finally, the operating system is loaded.

BIOS basically contains the device drive program, such as keyboard, mouse, USB, etc. The following are the functions of BIOS:


	Date and time settings

	Hardware configuration

	Enabling and disabling devices

	Selecting boot priority

	Password settings on BIOS



BIOS settings for installation

The Operating System installation requires the BIOS settings, in other words, you have to set the first bootable device, CD-ROM/DVD-ROM. To enter into BIOS settings, certain keys are used. The key combination depends on the type of BIOS, different manufacturers have different types of BIOS. Hence, different key combinations are required to enter inside BIOS. You can find the key in the user manual guide when you purchase the new system or on the manufacturer’s website. Generally, F12 or Del key is used to enter in the BIOS settings, as shown in Figure 6.1:
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Figure 6.1: BIOS setting

Linux installation modes

You can install the Linux using two methods:


	On a single system (It is a very simple installation, hence no need to explain.)

	Network installation using Kickstart



Installation of Linux on a single machine is an easy task. But when you want to install a Linux on one hundred or more machines, then it is not an easy task. You can make it easier by using the kickstart method. Kickstart contains all the answers that are required during the deployment of Linux over the network. The kickstart automates the installation.

The network installation includes:


	Installation using FTP (File Transfer protocol)

	Installation using http (Apache we server)

	Installation using NFS (Network File Sharing)



The following software/packages requires for Linux installation using FTP in virtual environment:


	FTP Server

	Linux iso image

	RAM 1GB, (if 2GB, then it is better for GUI)

	Oracle virtual box



The following packages are required to be installed on the FTP server as shown in screenshot. The yum command will install the packages, as shown in Figure 6.2:

dhcp, vsftpd dhcp, vsftpd, xinetd, tftp-serve,r tftp syslinux
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Figure 6.2: Installation of packages

The Linux enhanced security package is required for Linux installation through FTP, as shown in Figure 6.3:
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Figure 6.3: Installation of selinux

Oracle virtual box setting for Linux deployment

To demonstrate the Linux installation in virtual environment, the user must know the few settings related to the network adapter. The Oracle virtual box is a free virtualization software for testing purposes:


	First, open the oracle virtual box and select the CentOS machine. Then, right click on the selected machine that are at the top of the oracle virtual box. Now, click on settings. The network settings’ window would be displayed at the right side, select Network tab. Then, go to Adapter 1 and put the check mark on Enable Network Adapter. Then, go to Attached to option. Now, click on the drop-down arrow and select Internal Network, as shown in Figure 6.4:
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Figure 6.4: Adapteo selection


	Now, click on the second Adapter 2, and put on the NAT mode using the drop-down arrow, as shown in Figure 6.5:
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Figure 6.5: Changing adapter mode


	Finally, click on the OK button. Then, click on the Start button (on the top of wizard) to power on the Machine. The Adapter’s name may be different for different virtual platform. For example, Oracle virtual box shows Adapter 1 or first NIC as enp0s3 inside the Linux OS (not in case of Microsoft Windows) and the second enpos8. In deployment of Linux, I have showed the adapter’s name.



Scenario: Linux deployment using FTP

In the following diagram, we have installed the Linux version 7.0 (CentOS) on the physical machine, or the Oracle Virtual Box then configured as FTP server. Through this way, we can share the Linux ISO over Local Area Network for the deployment on the client machine. The Linux machine (FTP server) has two NIC (Network Interface Card). The IP address (192.168.2.10) is configured on the first network interface which is connected to the switch and the second NIC takes IP from the NAT (Oracle Virtual Box), which is not shown in the diagram. The purpose of the second NIC is for the CentOS package’s installation/updates. The desktop PC or client machine is directly connected to the Switch. The DHCP server assigns the IP address to the desktop PC. The client’s machine’s adapter mode should be the same as the server of the first adapter mode (if you are using the virtualization software). Figure 6.7 would be the same if you want to deploy the Linux through the network using the FTP or without the virtualization software. In case it is without virtualization software, you have to install the Linux on physical server and configure as the FTP server and make the connection as given in Figure 6.6. We are using the oracle virtual box; hence Internet must be running on the host machine. You can share the Internet for client machine if required:
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Figure 6.6: Network diagram for PXE

Let’s look at the steps:


	To configure any server, it is mandatory to check that the IP address is assigned or not according to server configuration . For the IP address scheme for this, run the command ifconfig | less to check the IP Address of FTP server, as shown in Figure 6.7. The screen will display the page-wise list starting from the first entry:
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Figure 6.7: Displaying IP address


	The following services must be running on the FTP server:

	Dynamic Host Control Protocol (DHCP): The DHCP provides the automatic IP address to the client machine. You can reserve the IP address for the machine using the MAC (Hardware Address) of the machine. In other words, when the client machine boots, the assigned IP address will not change.

	Very Secure FTP Daemon (VSFTP): VSFTP is used for transferring the small file from one point to other. It’s an FTP server for Unix/Linux operating system. It is licensed under the General Public License (GNU).

	Trivial File Transfer Protocol (TFTP): TFTP is used for transferring the file, but the size is less as compared to the FTP file size. TFTP does not verify client permissions. The port used by TFTP is 69 (UDP port).

	Extended Internet Service Daemon (XINETD): The XINETD can manage the internet-based connectivity. The XINETD is installed by default on most of Linux distributions. You can enable/disable/start/restart/stop the XINETD daemon.



	The DHCP provides automatic IP address to the client machine. To configure the DHCP, open the file in vi editor vi /etc/dhcp/dhcpd.conf. Press I from the keyboard to edit the file. For saving the file, use Press Esc Key after that type: wq, Then, press Enter key, as shown in Figure 6.8:
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Figure 6.8: Displaying dhcp configuration file


	Now, define the IP address pool (range) from 192.168.2.11 to 192.168.2.15 for clients. The address pools may be different, as shown in figure 6.9:
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Figure 6.9: Defining IP address pools

Finally, the DHCP configuration file looks as in Figure 6.10. You can find more about the dhcp daemon in its manual pages (available inside the Linux operating system) using man dhcpd (in dhcpd the word d represents daemon which runs in the background, also known as background processes):
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Figure 6.10: DHCP file after all parameter

TIP-If the dhcpd.conf file is empty, then copy the dhcpd.conf.example file from the location /usr/share/doc/dhcp-4.2.5/dhcpd.conf.example to the location /etc/dhcp/as shown in Figure 6.11:


[image: ]

Figure 6.11: Copying dhcp file

Now, rename the file dhcpd.conf.example to dhcpd.conf. Then, edit the line as mentioned in Figure 6.10 and remove the remaining lines or comments on it (it depends upon the requirements). It is not possible to remember the entire code of the file, hence dhcpd.conf.example is copied to the location /etc/dhcp, as shown in Figure 6.12:
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Figure 6.12: Renaming the dhcpd.conf.example file


	Configure files of TFTP in open file in vi editor (/etc/xinetd.d/tftp). Press I from keyboard to edit the file. Type no to disable. This enables the TFTP server. For saving the file, use Press Esc Key after that type: wq. Then, press Enter key, as shown in Figure 6.13:
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Figure 6.13: Enabling xinetd

TIP-If you want to upload files from the client to the server, then you have to add –c option in server args.

First, check if the dhcp services are running or not using the command systemctl status dhcpd. Figure 6.14 shows that dhcp service is active and running. The process ID of dhcp daemon is 3987. It changes automatically when the system reboots, as shown in Figure 6.14:
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Figure 6.14: Verifying status of dhcpd

Now, check the VSFTPD status using the command systemctl status vsftpd, as shown in Figure 6.15. It is active and running.
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Figure 6.15: Verifying the status of vsftpd

You can check the status of tftp service using the command systemctl status tftp. Figure 6.16 shows the status of TFTP. It’s active and running:
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Figure 6.16: Verifying the status of tftp

Check the xinetd status using the command systemctl status xinetd. Figure 6.17 shows the status of XINETD. It’s active and running:
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Figure 6.17: Verifying the status of xinetd


	Now, insert the DVD which contains the ISO image of Linux (CentOS7) and run the following command as shown in Figure 6.18:
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Figure 6.18: Mounting the cdrom to /mnt


	Switch to /mnt directory using cd command, as shown in Figure 6.19:
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Figure 6.19: Switching to /mnt


	Copy all the hidden files/folders in pub directory as shown in Figure 6.20:
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Figure 6.20: Copying all files and directories inside /pub


	The details and description of some files located inside the directory /usr/share/syslinux are given below (basically, all the files related to booting of the system):

	chain.c32: This is a module related to syslinux. The job of chain.c32 is to chain load MBRs (Master Boot Record); partition boot sector may be windows or non-windows. It can also hide the drive partitions. The dependencies of chain.c32 module are given below.

	libutil.c32, libcom32.c32: These are the libraries, without these dependencies chain.c32 will not work.

	mboot.c32: This is also the syslinux module. The main function of mboot.c32 is to load images. The dependencies are libcom32.c32.

	pxelinux.0: Contains the network bootstrap program. Dependencies are ldlinux.c32.

	menu.c32: This will provide the menu selection on the output device. The following are the components of menu.c32: MENU TITLE, LABEL, KERNEL, APPEND.



Run the command rpm –qa syslinux to check that syslinux is installed or not as shown in Figure 6.21. If not, then you have to install it. If it does not return any output, then it means it is not installed, as shown below:


[image: ]

Figure 6.21: Querying about selinux

All the components which are mentioned in step-6, are a part of syslinux. Hence, you have to install the syslinux using yum command to configure the pxe installation, as shown in Figure 6.22:
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Figure 6.22: Installing selinux


	Run the updatedb command to update the database of mlocate. The mlocate indexes multiple files to share over the network. Updating is not mandatory. This is only to avoid any error messages, because syslinux was recently installed, as shown in Figure 6.23:
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Figure 6.23: Updating database


	Now, copy all the files from /usr/share/syslinux directory to /var/lib/tftpboot using the command cp. The switch r will be used to copy recursively as shown in Figure 6.24:
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Figure 6.24: Copying all files and directories to tftpboot

Run the command ls /var/lib/tftpboot. This would display the copied files. The file is basically related to the booting of Linux system.


	Now, create a directory pxelinux.cfg and pxenetwork as shown in Figure 6.25:
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Figure 6.25: Creating directories


	Now, copy the kernel files and initrd files in to pxenetwork directory, as shown in Figure 6.26:
cp -v /var/ftp/pub/images/pxeboot/vmlinuz /var/lib/tftpboot/pxenetwork

cp -v /var/ftp/pub/images/pxeboot/initrd.img /var/lib/tftpboot/pxenetwork
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Figure 6.26: Copying files


	Copy the anaconda-ks.cfg into the directory /var/ftp/pub. Then, rename the file anaconda-ks.cfg to Linux.cfg and change some parameters. The mv command is used for renames, as shown in Figure 6.27:
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Figure 6.27: Renaming file


	Now, open the file Linux.cfg in vi editor and add the line as shown in screenshot. Press I from the keyboard to edit the file. For saving the file, use Press Esc Key after that type: wq. Then, press the Enter key, as shown in Figure 6.28:
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Figure 6.28: Adding ftp URL


	Create a file default.cfg at location /var/lib/tftpboot/pxelinux.cfg/default. Now, open the file in vi editor and add the lines as shown in the screenshot. (Press I from the keyboard to edit the file. For saving the file, use Press Esc Key after that type :wq. Then, press the Enter key as shown in Figure 6.29):
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Figure 6.29: Appending Kernel parameter


	Now, allow the services (FTP) and port number (UDP and TCP) in firewall as shown in Figure 6.30:
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Figure 6.30: Allowing services inside firewall


	Configure the Linux Enhance security for FTP because Selinux is by default enabled. This shows SELinux disabled; it means no policy is loaded for FTP, as shown in Figure 6.31:
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Figure 6.31: Configuring selinux for ftp


	Enable the services for boot time, and restart the following services as shown in Figure 6.32:
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Figure 6.32: Enabling services


	Restart the vsftpd service using the command as shown in Figure 6.33:
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Figure 6.33: Restarting service


	Now, go to the client machine and boot in Local Area Network (for LAN booting, go to BIOS setting and choose boot in LAN option). Then, you will see the following screen. After a few seconds, installation will start, as shown in Figure 6.34:
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Figure 6.34: PXE booting menu


	The following screen would display the installation phase of Linux. This shows that the installation source is FTP, as shown in Figure 6.35:
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Figure 6.35: Displaying Installation via FTP




Scenario: Linux deployment using Apache

In the following diagram, we have installed Linux version 7.0 (CentOS) on the physical machine or the oracle virtual box, and then configured as Apache server. Through this way, we can share Linux ISO over Local Area Network for the deployment on the client machine. The Linux machine has two NIC (Network Interface Card), that is, eth0 and eth1. The purpose of the second NIC is for CentOS package’s installation/updates. The IP address (192.168.2.20) is configured on the eth0 interface and is connected to Switch. The second NIC takes IP from the NAT (Oracle Virtual Box). The desktop PC or client machine is directly connected to switch. The DHCP Server automatically assigns the IP address to the clients. The client machine adapter is also set on the same mode as the server adapter, that is, internal (if you are using virtualization software); so that it can take the IP address from the DHCP server which is running on the Apache server, as shown in Figure 6.36:
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Figure 6.36: Network diagram for PXE installation using Apache

Let’s look at the steps:


	Requirements for the Linux installation using Apache:

	Apache Server

	Linux iso image

	RAM 1GB (if 2 GB, then it is better for GUI)

	Oracle virtual box


The following packages are required to be installed in the server. The yum command will install the packages:

dhcp, vsftpd dhcp, vsftpd, xinetd, tftp-serve,r tftp and syslinux


	Install the Apache web server packages using yum install httpd, as shown in Figure 6.37:
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Figure 6.37: Installing apache


	Create a directory Linux under /var/www. Mount the cdrom on the directory /mnt. Then, switch in to /mnt directory using the cd command. Now, copy all the hidden files/folder into the Linux directory as shown in Figure 6.38:


[image: ]

Figure 6.38: Creating directory, mounting, and displaying


	The Apache server contains two NIC cards: one for the Linux deployment and the other for software update/software package installation, as shown in Figure 6.39:
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Figure 6.39: Switching to directory


	Now, assign the IP address on the Internal NIC:
First NIC configuration:

IP address 192.168.2.20

SubnetMask 255.255.255.0 or use/24

Default Gateway No

Second NIC configuration:

NAT: It takes all the configurations automatically for the use of internet. If you want to assign the Public static IP address (Provided by your ISP), then assign the IP address on the second NIC using the command nmtui.

Change the network settings of the first adapter. Open the file vi /etc/sysconfig/network-scripts/ifcfg-enp0s3 or vi ifcfg-enp0s3 (if your present working directory is /etc/sysconfig/network-scripts/ifcfg-enp0s3) and change the parameters as shown in the screenshot. Then, use ESc + : wq to save and exit, as shown in Figure 6.40:
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Figure 6.40: Editing network interface card file

TIP-If the IP address is assigned already as you want, then no need to change the network settings.


	Now, run the command systemctl to restart the network, so that the changes may be applied as shown in Figure 6.41:
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Figure 6.41: Restarting network


	Check if the IP address is assigned or not, using the command ifconfig | less (display page-wise), as shown in Figure 6.42:
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Figure 6.42: Executing IP command

The output of ifconfig | less is the command as shown in Figure 6.43:
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Figure 6.43: Displaying IP address


	Open the dhcpd.conf file using the command vi /etc/dhcp/dhcpd.conf. Add the following lines as shown in Figure 6.44:
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Figure 6.44: Configuring the dhcp file


	Now, allow the apache, dhcp, udp, and tcp in the firewall configuration, as shown in Figure 6.45:
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Figure 6.45: Allowing services


	If selinux creates a problem, then you can disable it. Using the following process, Open the file in vi editor vi /etc/selinux/config and change the parameter enforcing it to disable, as shown in Figure 6.46:
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Figure 6.46: Disabling selinux


	Now, copy all the files from the /usr/share/syslinux directory to /var/lib/tftpboot using the command cp, the switch r will be used to copy recursively, as shown in Figure 6.47:
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Figure 6.47: Copying files and directories inside /tftpboot

Run the command ls /var/lib/tftpboot. This would display the copied files. The file is basically related to the booting of the Linux system.


	Now, create a directory pxelinux.cfg and pxenetwork as shown in Figure 6.48:
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Figure 6.48: Creating directories


	Now, copy the kernel files and initrd files to the pxenetwork directory, as shown in Figure 6.49 and Figure 6.50:
 cp -v /var/www/linux/images/pxeboot/vmlinuz /var/lib/tftpboot/pxenetwork

cp -v /var/www/linux/images/pxeboot/initrd.img /var/lib/tftpboot/pxenetwork
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Figure 6.49: Copying vmlinuz
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Figure 6.50: Copying pxeboot


	When you install Linux a anaconda-ks.cfg file created under the root’s home directory (/root), the anaconda-ks.cfg contains all the installation settings; it is a good idea to use anaconda-ks.cfg to automate the Linux installation. In other words, the anaconda-ks.cfg has all the inputs that have been provided during the installation. To automate the installation, you have to edit this file accordingly. Alternatively, you can use the command system-config-kickstart to create its own kickstart file. The kickstart file is created by anaconda-ks.cfg. Open the anaconda-ks.cfg in vi editor as shown in Figure 6.51:
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Figure 6.51: Editing file

Now, add only the line URL --url=http://192.168.2.20/linux under the Network information, as shown in Figure 6.52:
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Figure 6.52: Adding URL


	Copy the anaconda-ks.cfg to /var/www/linux, as shown in Figure 6.53:
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Figure 6.53: Copying anaconda-ks.cfg inside linux


	Rename the anaconda-ks.cfg file to Linux.cfg using the command mv, as shown in Figure 6.54:
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Figure 6.54: Renaming file


	You have to change the group and ownership of the directories and sub directories because the Apache files and directories are running under the permission of Apache ownership and groups. To change the ownership of all files and subdirectories under the /var/www/linux directory to an owner, Apache and group Apache use the command chown along with R switch. Then, restart the Apache and dhcp services, as shown in Figure 6.55:
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Figure 6.55: Changing ownership and restarting service


	Create a file default.cfg at location /var/lib/tftpboot/pxelinux.cfg/default. Now, open the file in vi editor and add the lines as shown in Figure 6.56. Then, save and exit using: wq:
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Figure 6.56: Adding lines in pxe file


	Create a file pxeapache.conf inside directory /etc/httpd/conf.d/. Then, open in vi editor vi /etc/httpd/conf.d/pxeapache.conf and the following lines as shown in Figure 6.57:
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Figure 6.57: Editing apache configuration file


	Now, enable and restart the services as shown in screenshot:

[image: ]

Figure 6.58: Restarting the service


	Now, go to the client machine and boot in the Local Area Network (for LAN booting, go to BIOS setting and choose to boot in the LAN option). Then, you will see the following screen. After a few seconds, installation will start, as shown in Figure 6.59:
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Figure 6.59: Displaying PXE boot


	The installation phase in the software installation source shows http://192.168.2.20/linux, as shown in Figure 6.60:
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Figure 6.60: Displaying boot using http




Scenario: Linux deployment using NFS (Network File Sharing)

In the following diagram, we have installed Linux version 7.0 (CentOS) on a physical machine or the oracle virtual box and then configured as NFS server. Through this way, we can share Linux ISO over Local Area Network for the deployment on the client machine. The Linux machine has two NIC, that is, eth0 and eth1. The IP address (192.168.2.30) is configured on eth0 interface, which is connected to the switch. The second Ethernet card eth1 is used for CentOS package’s installation and running on NAT mode. (The oracle virtual box provides an automatic IP address to this card, that is, eth1.) The desktop PC or client machine is directly connected to the switch. The DHCP Server automatically assigns the IP address to the clients, as shown in Figure 6.61:


[image: ]

Figure 6.61: Network diagram for PXE installation using NFS

Following are the requirements for Linux Installation using NFS:


	Apache Server

	Linux iso image

	RAM 1GB (if 2GB, then it is better for GUI)

	Oracle virtual box 64 bit



Next, let’s look at the steps for Linux deployment using NFS:


	Run the command ifconfig | less to check the IP address of Server, as shown in Figure 6.62:
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Figure 6.62: Displaying IP address


	Now, run the command rpm –qa nfs* to check the nfs packages are installed or not, as shown in Figure 6.63:
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Figure 6.63: Querying NFS packages


	To enable nfs and rpcbind at boot, run the following commands, as shown in Figure 6.64:
systemctl enable rpcbind

systemctl enable nfs-server
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Figure 6.64: Enabling services


	Run the nfs services using the command systemctl start rpcbind, as shown in Figure 6.65:
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Figure 6.65: Restarting service


	Now, run the commands systemctl enable nfs, systemctl enable nfs-server and systemctl enable rpcbind. This will enable the services during boot time, as shown in Figure 6.66:
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Figure 6.66: Enabling services at boot time


	Now, create a directory nfsdata using the command mkdir /nfsdata. Then, apply the permission chmod –R 755 /nfsdata, as shown in Figure 6.67:
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Figure 6.67: Creating directory


	Now, insert the DVD which contains the ISO image of Linux (CentOS7) and run the following command as shown in Figure 6.68:
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Figure 6.68: Mounting directory


	Copy all the files and folders (including the hidden files/folders) in the directory /nfsdata using the following command:
cd /mnt

cp -av * /nfsdata: The switch a is used to copy hidden files/folders. After copying the file and folders, run the cd command to move into the root home directory (/root), as shown in Figure 6.69:
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Figure 6.69: Switching to mounting point


	Now, open the file in vi editor vi /etc/exports. Type the shared directory’s name in our case /nfsdata with options as shown in Figure 6.70:
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Figure 6.70: Editing nfs file

The options available in the exported files are given below:


	rw (Read Write): If you set this permission, then both the server and the client can perform read and write operation on the shared directories.

	ro(Read Only): The client would read the files.

	sync: It accepts the changes that occur in the directory. Then, apply the changes.

	no_root_squash: This allows the root to connect the shared directory. That is mentioned in exports.



	Now, change the content of ownership inside the directory /nfsadata as root, using the following command, as shown in Figure 6.71:
chown -R root:root /nfsdata
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Figure 6.71: Changing ownership of directory


	Run the command exportfs; this will export the shared directory over the Local Area Network, as shown in Figure 6.72:
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Figure 6.72: Exporting data over the LAN


	Run the command showmount –e localhost. This will display the list of available shares at server, as shown in Figure 6.73:
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Figure 6.73: Displaying file on localhost


	Now, open the file vi /etc/xinetd.d/tftp. Press I from the keyboard to edit the file. Then, change the parameters and disable them to no, as shown in the screenshot. This will enable the TFTP server. Press Esc key, after that type :wq to save and exit as shown in Figure 6.74:
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Figure 6.74: Enabling xinetd


	Now, copy the all the files from /usr/share/syslinux directory to /var/lib/tftpboot using the command cp, the switch r will be used to copy recursively, as shown in Figure 6.75:
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Figure 6.75: Copying files and directories

Run the command ls /var/lib/tftpboot. This would display the copied files. The file is basically related to the booting of Linux systems.


	Now, create a directory pxelinux.cfg and pxenetwork as shown in Figure 6.76:
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Figure 6.76: Creating directories


	Now, copy the kernel files and initrd files to the pxenetwork directory, as shown in Figure 6.77:
cp -v /nfsdata/images/pxeboot/vmlinuz /var/lib/tftpboot/pxenetwork

cp -v /var/ftp/pub/images/pxeboot/initrd.img /var/lib/tftpboot/pxenetwork
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Figure 6.77: Copying kernel files

TIP-You can see that I am using a directory named pxenetwork and pxelinux.cfg in FTP, APACHE, and NFS configuration. You can use the same directory for FTP, APACHE and NFS configuration only for step -12 and 13, (mentioned in Linux deployment using apache)not for others.


	Now, configure the DHCP server for the installation of Linux, using the command vi /etc/dhcp/dhcpd.conf. Press I from keyboard to edit the file. For saving the file, use Press Esc Key after that type :wq. Then, press Enter key, as shown in Figure 6.78:
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Figure 6.78: Editing dhcp configuration file

Now, the final configuration looks as shown in Figure 6.79:
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Figure 6.79: Editing PXE file

The IP Address of NFS Server is 192.168.2.30. The IP address range for the client is 192.168.2.31 192.168.2.35.


	Copy the anaconda-ks.cfg. Then, rename anaconda-ks.cfg to ks.cfg. The mv command renames anaconda-ks.cfg to ks.cfg, as shown in Figure 6.80:
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Figure 6.80: Copying and renaming file


	Now, open the file in vi editor vi /nfsdata/ks.cfg. Press I from keyboard to enter the values. Add the line URL --url=nfs:192.168.2.30:/nfsdata. Then, press Esc key and type: wq; then press Enter key, as shown in Figure 6.81:
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Figure 6.81: Adding URL


	Now, open the file vi /var/lib/tftpboot/pxelinux.cfg/default. Press I from the keyboard to enter the values. This is an empty file (default). You have to add the following lines as shown in Figure 6.82. Then, press Esc key and type: wq. Then, press Enter key.
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Figure 6.82: Editing pxe file

Now, the file looks as shown in Figure 6.83:
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Figure 6.83: Displaying PXE file


	Allow the NFS service in firewall, as shown below:
firewall-cmd --permanent --add-service=nfs

firewall-cmd --permanent --add-service=rpc-bind

firewall-cmd --reload


	Run the command as shown in Figure 6.84. This will apply the changes:
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Figure 6.84: Restarting the services


	Now, go to the client machine and boot in the Local Area Network (for LAN booting, go to BIOS setting and choose boot in LAN option). Then, you will see the following screen. After a few seconds, installation will start, as shown in Figure 6.85:
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Figure 6.85: Displaying PXE menu




TIP: The naming convention related to the network interface card may vary according to the virtualization software. The oracle virtual box adapter1 maps on the Linux operating system enp0s3. Then, the second adapter 2 maps to enp0s8 and so on. To display the naming convention, first move to the network-scripts and then run the ls command, as shown in Figure 6.86:
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Figure 6.86: Troubleshooting network file

Conclusion

The theme of this chapter is how to automate the installation process using different types of protocols. The different installation modes are explained with the help of scenarios along with network diagrams. In this chapter, we discussed the configuration of BIOS settings for automated installation. In the next chapter, overview of network command, we will discuss the Linux booting process.

Multiple choice questions


	Which command is used to enable the dhcp at boot time?

	systemctl enable dhcpd

	systemctl restart dhcpd

	systemctl on dhcpd

	none of these



	To disable the dhcp service, which of the following commands is used?

	systemctl disable dhcpd

	systemctl off dhcpd

	systemctl offdhcpd

	none of these



	What is anaconda-ks.cfg file?

	It is related to ftp service.

	It is a linux help file.

	It is dhcp configuration file

	Settings for the installation



	What is the no_root_squash in NFS?

	This allows the root to connect the shared directory.

	This allows the quashing to the unauthorized user.

	Change the root permission.

	Change the group permission.



	The rpm –qa nfs* would display ___________.

	the nfs configuration

	the installed nfs packages

	inform that nfs are installed or not

	none of these



	The man nfs would display ____________.

	about nfs switches

	manual pages of nfs

	a and b both

	none of these



	What is the output of the command chown-R root:root /nfsdata?

	Change the owner and group of directory /nfsdata.

	Change the file permission inside /nfsdata.

	Change both or nothing.

	none of these



	The location of dhcp file is ______________.

	/etc/dhcp/dhcpd.conf.

	/etc/dhcpd/dhcp/dhcpd.conf

	/etc/dhcp/dhcpd.conf

	none of these



	The chain.c32 related to ________________.

	Syslinux

	firewalld

	pxe

	nfs



	Which command is used to update the database for mlocate?

	updatedb

	dbupdate

	update

	none of these





Answers


	a

	a

	d

	a

	c

	b

	a

	a

	a

	a







CHAPTER 7

System Initialization


Introduction

System initialization deals with the booting process of Linux and its configuration. The initializations are related with run levels. Different run levels are available in Linux. The run level talks about the state of system. The state of system is related with multiuser, single user, or multiuser with graphical mode. Suppose if users are working in single mode or run level 1, then some feature will not be available. You can find the information about booting and run level in grub.conf file. For example, the run level 1 is used for troubleshooting. The newer version of Linux includes the systemd. The systemd controls the entire Linux operating system. It is also compatible with older versions of Linux.

Structure

In this chapter, we will cover the following topics:


	Linux boot process – an overview

	About GRUB

	About kernel initialization

	Introduction to MBR

	Introduction to systemd

	Creating a customized systemd service in Linux for mounting a volume

	Run levels and related services

	Switching to run level

	Run level configuration



Objectives

The user will learn about the Linux booting process and how to configure Linux boot file. The user will also learn how to configure the system. In this chapter, readers will know the difference between run-level and system.

Linux boot process- an overview

A Linux boot process basically initializes the system. This is known as the start-up process. As we know, booting is not a single process for any operating system. The Linux booting process is given below:


	When you power on the system, BIOS checks that whether the devices attached to the system are properly connected or not. If devices are not connected, then BIOS will display a message on the screen in the form of code or will display press key (according to device) to continue. Now, BIOS will search the bootable device that contains the MASTER BOOT RECORD (MBR) and hands over the control to it.

	The MBR contains the Boot Loader information.

	Now, Boot loader loads the GRUB2 (Grand Unified Boot Loader 2).

	Boot loader loads the kernel and initramfs (Initial RAM Disk file).

	Now, the kernel starts the systemd process with pid(process id)=1.

	The systemd reads the file default-target located at /etc/system/system/default-target and runs the system according to the state defined in default-target. To know more about the system, run the command man systemd. This manual page says that systemd is a system and a service manager for Linux operating system. It acts as init system that brings up and maintains the user space services. The role of systemd from the powering on of the system to powering off is as shown in Figure 7.1:
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Figure 7.1: Systemd details




In case of major hardware failure, the BIOS will not load the operating system.

About GRUB (Boot Loader)

It provides the option to the users to boot the system. In other words, users can select an option for booting the Linux operating system. The default boot loader is GRUB2, and the location of file is /boot/grub2/grub.cfg. The menu related to the option is located on /etc/default/grub, boot Loader menu as shown in Figure 7.2:
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Figure 7.2: Displaying boot loader information

About kernel initialization

Kernel initializes the systemd with process id 1. In short, the job of kernel is given below:


	Memory management

	Input/Output device management



The kernel is known as the brain of any operating system. Kernel basically contains the device drivers’ programs. Hence, kernel loads the initrd/initramfs into RAM. The initramfs loads the device modules, for example, Integrated Device Electronics (IDE), Serial Attachment Storage Device (SATA), Small Computer System Interface (SCSI) and Redundant Array of Inexpensive Disks (RAID). You can check the content of image using the command lsinitrd | less, generated by dracut utility for generating the initramfs image. The main objective of initramfs is to mount the root file system, as shown in Figure 7.3:
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Figure 7.3: Displaying kernel information

Press Enter key to view all the dracut modules, as shown in Figure 7.4:
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Figure 7.4: Displaying Dracut module

The kernel starts the systemd with process id=1. You can check the systemd pid value using the command ps –ef | grep systemd, as shown in Figure 7.5:
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Figure 7.5: Displaying process

Introduction to MBR

The MBR contains the boot loader, partition table and magic number. The size of MBR is 512 bytes. The MBR supports disk size up to 2 TB and 4 partitions (Primary). If you want to use more than 2 TB then use GPT partition will be used. We will discuss in Chapter10 (Part-A): Partition System in CentOS7/8 To create more partitions, first create extended partition and then logical. The Grand Unified Boot loader creates a list of operating system to boot using grub information. In other words, it’s providing options for the user to select the particular operating system from the list. The location of grub.cfg is shown in Figure 7.6:
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Figure 7.6: Displaying grub.cfg file info

The partition layout in Windows is different from Linux in Windows. You can create only four primary partitions. After creating four primary partitions, you cannot create any other partition (extended or logical). Either you create three primary partitions or one extended partition, then create a logical partition inside extended. The detailed information about MBR is as shown in Figure 7.7:
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Figure 7.7: Displaying boot info

Figure 7.8 shows the graphical layout of the windows partitions. In Windows, you can see the C, D, E, or F partitions, but in Linux you cannot see the partitions like Windows. In Linux, partitions are used with the help of mount point:
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Figure 7.8: Displaying partition info

In Windows, the partitions are C, D, or F as shown in Figure 7.9:
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Figure 7.9: Displaying Windows partition info

In Linux, the partitions look like as shown in Figure 7.10:
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Figure 7.10: Displaying partition info

Introduction to systemd

Most of the users are confused about systemd. systemd is a set of commands that manages the entire Linux system. In newer version of Linux, the init is replaced by systemd. The basic building block of systemd is units. But you can find the units list using the command systemctl –list-units –all | more. The systemd is the first process of the system and it uses other files to start the remaining processes. All the units are controlled by systemd. The files located inside systemd are used by systemctls to run the commands. If the file related to specific service is present inside the directory systemd, then the service will run otherwise, it will not. The Linux distribution such as Debian, Slakeware and Funtoo runs without systemd. You can find the list of units using the command as shown in Figure 7.11:
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Figure 7.11: Displaying all units

This would display the UNIT list along with DESCRIPTION, as shown in Figure 7.12:
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Figure 7.12: Displaying unit along with description

The command systemctl -t help would also display the list of available units, as shown in Figure 7.13:
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Figure 7.13: Displaying list of help

The units of systemd are given below:

Target

This is a collection of multiple units. In other words, it’s a logical group of system units. In newer versions of Linux, the run levels are replaced by target units. It has .target extension. You can start the specific service using target units. The run levels have the symbolic link to the target. You can find how the run levels link with the target using the command locate runlevel | more, as shown in Figure 7.14:
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Figure 7.14: Executing runlevel command

The command locate runlevel |more gives the output as shown in Figure 7.15:
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Figure 7.15: Displaying runlevel

You can find under which target the system is running using the command systemctl get-default. This would display that the system is running under graphical and multiuser mode. On what basis are we saying that the command is running in multiuser mode? To verify this, run the command runlevel. Then, it would display 5, which is the multiuser mode (including graphical mode), or run the command systemctl get-default, as shown in Figure 7.16:
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Figure 7.16: Displaying default runlevel

You can find the location of the default target unit file using the command locate default.target. It would display the path of default.target, as shown in Figure 7.17:
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Figure 7.17: Locating default target

Run the command ls -lh /etc/system/system/default.target and this shows how it is symbolically linked with graphical.target, as shown in Figure 7.18:
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Figure 7.18: Displaying symbolic link

You can change the default target unit to different targets. If you want to change the default target to rescue.target. For this, run the command systemctl set-default rescue.target. This would set the default target to rescue.taget. The rescue mode is used for troubleshooting purposes. For example, if systems have some booting issue, then you have to run the system in the rescue mode to fix the specific problem, as shown in Figure 7.19:
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Figure 7.19: Setting default target

To verify that the system is running under the rescue mode or not, run the command systemctl get-default. This would display that the system is running under rescue.target, as shown in Figure 7.20:
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Figure 7.20: Displaying default target

Now, restore the previous state, that is, default target unit using the command systemctl set-default graphical.target, as shown in Figure 7.21:
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Figure 7.21: Setting graphical target

Verify that the system is running under the graphical.target or multi user mode (that is, restored as shown in Figure 7.21). For this, run the command run level. This would display that you are previously in run level 1 and now in run level 5, as shown in Figure 7.22:
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Figure 7.22: Displaying runlevel

Device

This unit is related to drive, disk-partition, or hardware devices. You can find the list of device unit using the command systemctl list-units --type=device --all | more, as shown in Figure 7.23:
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Figure 7.23: Displaying list of devices

The preceding command would display the following information, as shown in Figure 7.24:
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Figure 7.24: Displaying list of devices

Mount

Mount is basically related to file system. When you partition a disk and define the file system on it, then the mount point will be required for using the partition disk. The CDROM/DVDROM/USB devices also require mount points. You can find all the mount unit using the command systemctl list-units --type=mount --all | more, as shown in Figure 7.25:
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Figure 7.25: Displaying all mount point

Swap

It informs about the swap device or memory paging. The memory paging is used by the operating system. The memory paging is simply related to swapping. You can find the list of swap units using the command systemctl list-units --type=swap --all |more, as shown in Figure 7.26:
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Figure 7.26: Displaying all swapping

Service

This unit is related to the service of the systems, for example firewalld.service is related to firewall service of the system. You can find the service unit using the command systemctl list-units --type=service --all | more. This would display all the daemon or process, as shown in Figure 7.27:
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Figure 7.27: Displaying all service

Slice

The slice manages the group of processes. The group of processes is related to the resources. Each processes runs their own cgroup (control group). In other words, cgroup a kind of jail for each process or cgroup provides process separation. Hence, it is very difficult to exploit the system. The structure of slice is hierarchical. You can list the slice unit using the command systemctl list-units --type=slice –all | more, as shown in Figure 7.28:
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Figure 7.28: Displaying slice unit

Snapshot

You can roll back the system to a certain point using the snapshot. It is just like a restore point. You can find all the snapshot units using the command systemctl list-units --type=snapshot --all | more.

Path

The path is related to file/directories and the execution of the service units. You can find the path unit using the command systemctl list-units --type=path --all | more, as shown in Figure 7.29:
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Figure 7.29: Displaying path unit

Socket

This gives the information about the inter-process communication (IPC). The inter-process communication allows processes to communicate with each other. Process communication means shared resources like shared memory and message passing; you have already this studied in academic courses, as shown in Figure 7.30:
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Figure 7.30: Displaying inter-process communication

Timer

The timer is the latest time scheduler in Linux. This is the replacement of old cron scheduler. You can check that the timer is running on the system or not using the command systemctl list-timers --all | more. The NEXT column informs that the next time the timer will run. The LEFT column informs the number of times we have to wait for the next timer to run again. The LAST column informs the last time the timer ran, the final column PASSED informs the elapsed time since the timer was last used. This would display the output as shown in Figure 7.31:
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Figure 7.31: Displaying time scheduler

Auto mount

The auto mount automatically mounts the file systems without using the fstab. You can find the automount unit using the command systemctl list-units --type=automount --all | more, as shown in Figure 7.32:
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Figure 7.32: Displaying auto mount unit

Scope

The scope unit manages the external processes. The external process refers to the process other than systemd. The scope deals with hierarchically cgroups (Control Group) of processes. The control group is related with CUP, RAM, Network bandwidth, and monitoring. In the same way, the process is related to server application groups for example httpd, vsftpd, etc. You can find scope unit information using the command systemctl list-units --type=scope --all | more, as shown in Figure 7.33:
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Figure 7.33: Displaying scope unit

Now, check the status of scope using the command systemctl status session-4.scope on-4.scope. This would display the cgroup processes of Linux, as shown in Figure 7.34:
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Figure 7.34: Displaying status of scope unit

Creating a customized systemd service in Linux for mounting a volume

You can create a customized systemd service for mounting volume. This will mount the volume automatically when you have configured the systemd for volume mounting. The steps are given as follows:


	First, run the command lsblk (list of block devices) to check that the disk is available for partitions, as shown in Figure 7.35:
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Figure 7.35: Displaying block of devices


	Now, partition the selected disk using command the fdisk, as shown in Figure 7.36:
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Figure 7.36: Running fdisk command


	Now, assign the file system ext4 to the partitioned disk using the command mkfs.ext4 /dev/sdb1. We have discussed in detail in the Chapter 10 (Part A): Partition System in CentOS7/8, as shown in Figure 7.37:
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Figure 7.37: Assigning file system


	Run the command cd /etc/system/system, as shown in Figure 7.38:
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Figure 7.38: Switching on system


	Create a directory under the root using the command mkdir /test as shown in Figure 7.39:
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Figure 7.39: Creating directory


	Now, create a file using vi editor vi test.mount. The name of the file test.mount and name of directory test must be the same otherwise it creates a problem, as shown in Figure 7.40:

[image: ]

Figure 7.40: Opening file


	Press I and type the text as given in the following figure. Press Esc + :wq to save and exit, as shown in Figure 7.41:
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Figure 7.41: Configuring file


	Now, enable the customized systemd mount services at boot time using the command systemctl enable test.mount, as shown in Figure 7.42:
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Figure 7.42: Enabling test.mount


	Now, start the services using the command systemctl start test.mount, as shown in Figure 7.43:
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Figure 7.43: Starting mount point

If any problem occurs during the start of service, that is, systemctl start test.mount, just check the permission of directory or assign the permission to the directory using the command chmod –R 755 /test.


	Run the command lsblk to verify that partition sdb1 is mounted to directory /test or not. Figure 7.44 shows that the directory is mounted with partition sdb1:
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Figure 7.44: Verifying partition


	Create an empty file vishal.txt using the command touch /test/vishal.txt. The command ls is used to know the file information. The file is created, as shown in Figure 7.45:
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Figure 7.45: Creating empty file




Run levels and related services

Run level indicate the operating state of system. In previous versions of Linux, the run levels have been defined by numbers. But in the present version of Linux, it has been defined by target. The target is linked with systemd. The relation between the target and the run levels are given as follows:

The runlevel0 is equal to poweroff.target and runlevel0 symbolically link with poweroff.target. You can switch to runlevel0 using the following command. This will shut down the system:

systemctl start runlevel0.target

The runlevel1 (single user mode) is equal to rescue.target and runlevel1 symbolically links with rescue.target. You can switch to runlevel1 using the following command. This is also known as maintenance Mode. In other words, maintenance of disk partitions or reset of root password run level1 requires:

systemctl start runlevel1.target.

Switching to run level

You can switch the particular run level using the commands. The following figures show how to switch the run levels. You can check the present working run level using the command runlevel or who –r, as shown in Figure 7.46 and Figure 7.47:
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Figure 7.46: Executing command

The output of who –r command shows the run level of the system or state of the system. The –r informs that the present runlevel as shown in Figure 7.51:
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Figure 7.47: Displaying run-level

You can switch the runlevel1 using the command systemctl start runlevel1.target. Then, verify the runlevel as shown in Figure 7.48:
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Figure 7.48: Displaying run-level

Switching to runlevel2

The runlevel2 (non-graphical multi-user) is equal to runlevel2.target and runlevel2 symbolically links with runlevel2.target. You can switch to runlevel2 using the command systemctl start runlevel2.target. This is also known as the multi-user with non-graphical mode. After entering the non-graphical mode, a black screen appears. Then, use Ctrl + Alt + F1 or F2 to access the console (in case of Laptop Ctrl + Fn + Alt + F1 or F2) and run the command who -r to verify runlevel, as shown in Figure 7.49:
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Figure 7.49: Switching on run-level

Switching to runlevel3

The runlevel3 (non-graphical multi-user) is equal to runlevel3.target and runlevel3 symbolically links with runlevel3.target. You can switch to runlevel3 using the command systemctl starting the runlevel3.target. This is also known as multi-user with non-graphical mode:

systemctl start runlevel3.target

Switching to runlevel4

The runlevel4 (Identical to runlevel3) is equal to runlevel4.target and runlevel4 symbolically links with runlevel4.target. You can switch to runlevel4 using the command systemctl start runlevel4.target. This is also known as multi-user with non-graphical mode:

systemctl start runlevel4.target

Switching to runlevel5

The runlevel5 (Multi-user graphical Mode) is equal to runlevel5.target and runlevel5 symbolically links with runlevel5.target. You can switch to runlevel5 using the command systemctl start runlevel5.target. This is also known as the multi-user with non-graphical mode, as shown in Figure 7.50:

systemctl start runlevel5.target

To verify runlevel, use the command who -r:
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Figure 7.50: Displaying run-level

Switching to runlevel6

The runlevel5 (Reboot Mode) is equal to runlevel6.target and runlevel6 symbolically links with runlevel6.target. You can switch to runlevel6 using the command systemctl start runlevel6.target, as shown in Figure 7.51:

systemctl start runlevel6.target

You can check the information about runlevel using the following command:

ls –al /lib/systemd/system/runlevel*
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Figure 7.51: Displaying all run-level

The system-analyze is used to optimize the system/server performance. The command systemd-analyze tells the time taken by the system until the boot is completed. The following figure shows the time taken by the kernel before user space appeared. The time taken in the initial RAM disk (initrd) before normal system user space is as shown in Figure7.52:
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Figure 7.52: Analyzing run-level

To check why the system/server is taking more time for booting, you can check which processes are taking a longer time. For this, run the command systemd-analyze blame. The output of the command systemd-analyze blame has more than one page. Hence, use more options along with pipe operator (systemed-analyze blame | more) and use Enter key to display the entire result one-by-one, as shown in Figure 7.53:
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Figure 7.53: Checking services time

You can check which service takes time during activation and the time taken to start. Figure 7.54 says that the values after @ shows the active or started time and the values after + shows starting time, using the command systemd-analyze critical-chain:
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Figure 7.54: Displaying linked chain

You can find the path of systemd using the command which systemd-analyze, as shown in Figure 7.55:
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Figure 7.55: Displaying path

Run level configuration

The run-level describes the types of services available at a particular run-level. The step-by-step process shows how to configure runlevel using the Linux command:


	First, check the present run level using the command who -r. It shows you are working on run-level5, as shown in Figure 7.56:
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Figure 7.56: Displaying run-level


	Now, remove the file default.target using the command rm /etc/system/system/default.target. Then it will ask for confirmation, type y to continue and press Enter key, as shown in Figure 7.57:


[image: ]

Figure 7.57: Removing default.target


	Now, create a symbolic link run level 3 (if you want to switch on run level3) to default.target file using the following command, as shown in Figure 7.58:
ln -s /lib/systemd/system/runlevel3.target /etc/systemd/system/default.target
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Figure 7.58: Creating symbolic link


	Now, reboot the system using the command reboot, as shown in Figure 7.59:
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Figure 7.59: Rebooting system


	Now, verify the run level after reboot using the command who –r, as shown in Figure 7.60:
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Figure 7.60: Displaying boot menu




You can access the console using the keyboard Ctrl + Alt + F1 or F2 in case of laptop Ctrl + Fn + Alt + F1 or F2 and run the command who -r to verify run level.

Conclusion

In this chapter, we discussed about the booting process of Linux. The user will be familiar with the run level of Linux operating system. We have explained with the help of step-by-step figures, so that users understand the concepts and how to implement. In the next chapter, we will discuss about the overview of network commands.

Multiple choice questions


	Which command will display the list of units?

	systemctl -t help

	systemctl help –t

	systemctl -t info

	none of these



	The Units are building blocks of __________.

	systemctl

	systemd

	runlevel

	none of these



	The output of who –r is _____________.

	system date and time

	status of service

	runlevel

	none of these



	The command runlevel shows ________________.

	all runlevel of the system

	nothing

	first runlevel

	present runlevel



	The location of runlevel files are ____________.

	ls /lib/systemd/system/runlevel

	ls /lib/var/systemd/system/runlevel

	ls /etc/systemd/system/runlevel

	none of these



	The command lsblk displays ________________.

	units

	service

	process

	list of all block level device



	The size of MBR ____________.

	512

	612

	524

	none of these



	The df –HT shows ___________.

	file system disk space usages

	processes

	list of directories

	none of these



	The command locate shows ____________.

	search file by name

	search directory by name

	info about files

	none of these



	The command which systemed-analyze shows ____________.

	location of systemd

	analyzed the systemd process

	info units

	none of these





Answers


	a

	b

	c

	d

	a

	d

	a

	a

	a

	a







CHAPTER 8

Overview of Network Commands


Introduction

Networking is an important part of any organization and lots of hardware/software tools are available to troubleshoot any networking problem. The system administrator/network administrator manages the organization network. The network administrator task includes troubleshooting the network, if any issues are related to the systems. In this chapter, we have explained about the basic networking commands, such as ifconfig, netstat, and ping, and their switches.

Structure

In this chapter, we will cover the following topics:


	Assigning hostname of Linux machine

	Assigning hostname using nmtui

	Assigning IP address of Linux machine

	Ifconfig command

	netstat command

	Ping command

	Network statistics



Objectives

The aim of this chapter is to provide a bird’s eye view of network utility/commands, which is available in Linux operating system. In this chapter, users will know how to assign the IP address and hostname to the Linux system. The different versions of Linux have different naming conventions related to network adapters as well as hostname. The users will learn how to assign IP addresses using network manager text-user interface and apply changes without restarting the Linux system. In this chapter, we have also explained the overview of ifconfig, ping, and netstat commands.

Assigning hostname of Linux machine

The hostname is required when managing the system within the network. The system name/hostname/node name must be in a unique and readable format. The system administrator can easily troubleshoot the system-related problems, if each machine is assigned a unique hostname. Suppose if you did not assign the hostname, then the operating system will generate an arbitrary hostname to the machine. The operating system may generate a complex hostname, that is, not easy to remember. The system administrator can change the hostname using the available Linux commands. In Linux operating system, a number of ways are available to change the hostname. The newly installed Linux machine has a complex name, that is, it’s not easy to remember. I have installed the fresh Linux machine on the virtual box for practical purposes. The hostname must be unique within the network, otherwise it creates problems. If the two machines or systems within network have the same hostname, then the hostname conflict message will appear within the network. The step-by-step procedure are given as follows:


	Log in to the Linux machine using username and password. Then, right click on the blank area of desktop, a small menu will be displayed. Then, click on Open Terminal, as shown in Figure 8.1:
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Figure 8.1: Opening terminal


	First, check the machine name using the command hostname. The figure shows that localhost.localdomain is the default name. The default name of Linux operating system is localhost.localdomain as shown in Figure 8.2:
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Figure 8.2: Displaying hostname


	You can find more information related to the system using the command hostnamectl. The static hostname assigned by the system administrator is as shown in Figure 8.3:
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Figure 8.3: Displaying details about machine


	Now, assign a hostname to the Linux machine by editing the file vi /etc/hostname. This will assign the static hostname. In other words, when you reboot the system, the hostname will not change, as shown in Figure 8.4 and Figure 8.5.
The Figure 8.4 shows the location of the hostname file, and you can assign the hostname to the machine using this file, as shown in Figure 8.4:
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Figure 8.4: Opening the hostname file

When the file will be opened in vi editor, then it will display the default machine’s name. Figure 8.5 shows the default Linux machine name:
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Figure 8.5: Displaying default hostname


	Press I from the keyboard for editing of the file. Now, remove the entire line localhost.localdomain or the commented line using the # symbol. Then, type the machine’s name as you want, as shown in Figure 8.6 and Figure 8.7:
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Figure 8.6: Opening hostname file

Now, assign the new machine name as you want. Figure 8.7 shows the new machine name webserver assigned by the user:
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Figure 8.7: Assigning hostname


	To save and exit, press Esc + :wq. as shown in Figure 8.8:
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Figure 8.8: Saving and quitting


	Now, execute the command /lib/systemd/systemd-hostnamed to apply the changes. This command will apply the changes without restarting the system as shown in Figure 8.9:
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Figure 8.9: Applying hostname


	To view the changes, open the new terminal or on the New Tab (click on File, then click on the New Tab option), the change will appear as shown in Figure 8.10:
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Figure 8.10: Verifying hostname


	Now, you can see the hostname changed, as shown in Figure 8.11:
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Figure 8.11: Displaying hostname




TIP-Reboot is another option for applying the changes. To reboot the system, run the command reboot. You can find the location of command /lib/systemd/systemd-hostnamed using the command cat /lib/systemd/system/systemd-hostnamed.service, as shown in Figure 8.12:
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Figure 8.12: Configuring command

Assigning hostname using Network Manager Text user interface (nmtui)

The nmtui user can assign the hostname, edit network interface information, and activate the connection. The nmtui is a very handy tool to manage the machine-related information, basically hostname and interface settings. You can find more about the nmtui using the command man nmtui:


	You can assign the hostname using the graphical text-user interface. Open the terminal and run the command nmtui (Network manager text user interface), as shown in Figure 8.13:
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Figure 8.13: Opening network manager


	The nmtui windows would be displayed. Go to Set system hostname using the down arrow key, then press the Enter key, as shown in Figure 8.14:
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Figure 8.14: Setting hostname


	The pop-up windows will appear which shows the hostname webserver. You can change the hostname by typing the new name. Suppose I want to assign a new name, that is, server. Then, press the Tab key and press the Enter key, as shown in Figure 8.15:

[image: ]

Figure 8.15: Assigning hostname


	Now, it will display that hostname is set, as shown in Figure 8.16:
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Figure 8.16: Clicking on OK button


	Press the Enter key, and then use the arrow key to go quit and press Enter key, as shown in Figure 8.17:
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Figure 8.17: Quitting from network manager


	Now, run the command /lib/systemd/systemd-hostnamed to apply the changes, as shown in Figure 8.18:
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Figure 8.18: Applying hostname


	Open the new tab or terminal. Then, you will see the changes in the hostname, as shown in Figure 8.19:
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Figure 8.19: Displaying hostname




Assigning IP address of the Linux machine

Network administrator/system administrator assigns the IP address to the machines when the organizations switch from dynamic control protocol or dynamic addressing scheme to static IP address scheme. Then, before changing to a new scheme, you must draw the network blueprint of the old network topology/take backup of IP address scheme. In Linux, there are multiple ways to assign the IP address to the systems/node. You can assign the IP address to the Linux machine using the following methods:


	Command line by changing the Network Adapter file

	Command line utility nmtui which opens the graphical wizard



Command line by changing the Network Adapter file

Follow the given steps:


	Switch to the file location using cd command as shown below cd /etc/sysconfig/network-scripts/, as shown in Figure 8.20:
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Figure 8.20: Switching to network interface file


	Now, run the ls command this will shows the all connected LAN Adapter. In the following screenshot, it shows ifcfg-enp0s3 and ifcfg-enp0s8 as shown in Figure 8.21:
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Figure 8.21: Displaying files


	Now, open the file using vi editor, vi ifcfg-enp0s3 then press Enter key. Then, press I from the keyboard for editing of the file. Now, assign the IP address. After that, press the Esc key. Then, type :wq to save the changes on the file. These changes will be persistent or permanent, as shown in Figure 8.22:
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Figure 8.22: Displaying IP address


	Now, restart the network services to apply the changes on the system. Run the command, systemctl restart NetworkManager, as shown in Figure 8.23:

[image: ]

Figure 8.23: Restarting network services


	Now, verify that the the IP address is assigned or not using the command ifconfig | less. Then, press the Enter key, as shown in Figure 8.24 and Figure 8.25:
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Figure 8.24: Displaying IP details

Figure 8.25 shows the information about the available network interface card (NIC) for the example IP address subnetmask and MAC address (hardware address of NIC) packets sent and received through network including dropped packet:
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Figure 8.25: Displaying interface information


	Run the command nmtui. This will display the menu, as shown in Figure 8.26:
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Figure 8.26: Editing network connection


	Press the Enter key at default selection. Select the enp0s3, then press the Enter key. The selection depends upon the scenario. In other words, you may select the Adapter according to their own needs, as shown in Figure 8.27:
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Figure 8.27: Selecting network adapter


	Use the Tab key to go on the show option, then press the Enter key. Go to IPV4 Configuration, select the manual and type the IP address as shown in Figure 8.28:
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Figure 8.28: Assigning IP address


	Use the Tab key to select OK, then press the Enter key, as shown in Figure 8.29:
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Figure 8.29: Selecting Ok button


	Now, select the back option using the Tab key. Then, press the Enter key, as shown in Figure 8.30:
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Figure 8.30: Selecting Back button


	Now, select OK and then press the Enter key, as shown in Figure 8.31:
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Figure 8.31: Pressing Ok


	Now, restart the network service using the command systemctl restart Network Manager, as shown in Figure 8.32:
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Figure 8.32: Restarting network service


	Now, check the IP address using the command ifconfig | less, as shown in Figure 8.33:
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Figure 8.33: Displaying IP details




About ifconfig command

The ifconfig command is used to configure the network as well as you can verify the IP configuration. If you run the ifconfig without argument, then it will display the current active network interface card.

Availability: Unix and Linux version

Examples of ifconfig commands are:


	1.ifconfig –a: displays all the connected interfaces on the system.

	ifconfig <interface name>: displays the information about particular interface.

	ifconfig enp0s3: displays the information about enpos3, as shown in Figure 8.34:
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Figure 8.34: Displaying enp0s3 details


	ifconfig <interface name> <up or down>: enables/disables the interface card.



Run cd command to go to the roots’ home directory. After this, run the command ifconfig enp0s3. This will enable the interface card enpos3, as shown in Figure 8.35:
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Figure 8.35: Activating enp0s3

Run the command ifconfig enp0s3 down. This will disable the interface card enp0s3, as shown in Figure 8.36:
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Figure 8.36: Disabling enp0s3

ifconfig < interface name> < IP Address > <netmask netmask value> <broadcast address optional broadcast value>

Example: ifconfig enp0s3 192.168.2.30 netmask 255.255.255.0 broadcast 192.168.2.255, this will add the IP address temporally, as shown in Figure 8.37:
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Figure 8.37: Assigning IP address

About netstat command

The netstat command is used to verify the network connectivity between the incoming and outgoing connections. The netstat provides information about the Open and Closed ports. This command is available in both the Unix/Linux and the Windows Operating system.

The meaning of the terms used in the output of netstat command is given as follows:


	CLOSED: This shows that the server has received the ACK (Acknowledgement) from the client system, and it says that the server closed the connection.

	CLOSED_WAIT: This shows that the server has received the FIN packet from the client and connection is under process for closing.

	ESTABLISHED: It says that the server received the SYN packet from the client and the connection is established.

	LISTENING: This shows that the server is ready to accept the connection.

	TIME_WAIT: It says that the connection is active but not presently being used.

	FOREIGN ADDRESS: This is basically related to the remote system. In other words, it indicates the other end of connection.

	LOCALHOST: The local address is related to the loopback address 127.0.0.1. This address is used to verify that TCP/IP stack is properly working or not. If it returns, ping reply means TCP/IP properly working.

	The Recv-Q and Send-Q provides the information about how much data is in queue or in the waiting condition.



If Recv-Q and Send-Q is equal to zero, it means everything is working properly on the server. If Recv-Q and Send-Q are not equal to zero, it means the server may be in trouble, as shown in Figure 8.38; the 3-way handshake is used for to create a connection.



[image: ]

Figure 8.38: Three-way handshake

3-Way Handshake method in TCP connection at a glance

To view the TCP/UDP connection run the command netstat –an. It will display all the TCP and UDP connections with ports. The 0.0.0.0:* means that the ports are listing all the addresses, as shown in Figure 8.39 and Figure 8.40:
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Figure 8.39: Displaying network statistics

Figure 8.40 shows the TCP connection and its state with local and foreign addresses (remote connections):
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Figure 8.40: Displaying network connection

Run the command netstat –l. List all the listening connection, as shown in Figure 8.41:
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Figure 8.41: Network connection with foreign address

Run the command netstat –st. Display the only TCP connection, as shown in Figure 8.42:
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Figure 8.42: Displaying TCP connection

Run the command netstat –i. It shows all the traffic statistics on all the active interfaces, as shown in Figure 8.43:
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Figure 8.43: Displaying network statistics

TIP: You can find more information about netstat using the command man netstat.

About ping (Packet Internet Groper)

The Ping command is used to test the system/host whether it is alive on network or not. When you ping the website, if it is up, then it will return the reply otherwise not. Available in both the Unix /Linux versions and the Windows version. The syntax is given as follows:


	ping <website name>: It will return the IP address, if the website is live.

	 ping <-i > < time> < websitename >

	ping -i 5 www.xyz.com: It will send the packet every 5 seconds.



Example-1: Ping the website www.linuxtechno.com as shown in Figure 8.44:
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Figure 8.44: Displaying ping reply

Example-2: Ping the website www.linuxtechno.com for every 5 seconds, as shown in Figure 8.45:
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Figure 8.45: Displaying ping at every 5 second

Example-3: ping –c4 to send 4 packets to the website www.linuxtechno.com, as shown in Figure 8.46:
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Figure 8.46: Displaying ping with four packets

TIP: You can find more information about ping using the command man ping.

Network statistics

The network statistics tools provide the information about transmission of data. In other words, the interfaces are transmitting the data or the transmission error message. The command netstat gives the information about the active interfaces, but ip –s link provides the information about the network links.

You can find all the network links and the statistics using the command ip –s link | more, as shown in Figure 8.47:
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Figure 8.47: Displaying network statistics

Conclusion

In this chapter, we have explained the basic Linux commands and their implementation. You have learned how to assign IP addresses to the interfaces using the files as well as Linux commands. We have also explained how to troubleshoot the network issues using the command line interface. In the next Chapter 9: Firewall Setup, we will learn about the Linux firewall and its implementation using scenario.

Multiple choice questions


	Which file is related to hostname?

	 systemctl

	hosts

	/etc/hostname

	none of these



	netstat –i shows ___________.

	all traffic on all interfaces

	all MAC addresses

	shows path of traffic

	none of these



	To up the interface, which command is used?

	ifconfig enp0s3 up

	ifconfig enp0s3 ups

	ifconfig enp0s3 restart

	anone of these



	Which of the following commands is used for applying the hostname without restarting?

	/lib/systemd/systemd-hostnamed

	/lib/systemd/systemd-hostname

	/lib/systemd/systemd-hosts

	none of these



	The default hostname of Linux machine is___________.

	localhost.localdomain

	localhost.localhost

	localhost.hostname

	none of these



	The ifconfig -a displays ____________.

	all devices on network

	network subnet

	the MAC addresses

	all connected interfaces on system



	The ping -i 5 www.xyz.com will send packets _____________.

	every 5 seconds.

	every 5.5 seconds

	5 bytes every 5 seconds

	none of these



	Which switches in netstat display the only TCP connection?

	–st

	–s

	–is

	none of these



	The loopback address is ____________.

	127.0.0.1

	127.0.0.2

	127.0.0.255

	all of the above



	The nmtui is ___________.

	CLI based user interface

	GUI based interface

	not a GUI based interface

	none of these





Answers


	c

	a

	a

	a

	a

	d

	a

	a

	d

	b







CHAPTER 9

Firewall Setup


Introduction

The firewall provides a safeguard from unauthorized users/hackers. It controls the network traffic, that is, incoming and outgoing by using the specific rules. The firewall also maintains the logs of each and every user, so that the security expert can audit the server-related issues. There are two types of firewall based hardware and software. The hardware firewall does not consume the memory of the server because it’s running independently from the server. Whereas, the software firewall requires the operating system, hence it will consume the memory of the server. The Linux firewall also known as firewalld is based on the zones concepts. The zones are configured in such a way to accept or deny the network traffic.

Structure

In this chapter, we will cover the following topics:


	Introduction to firewall

	Linux firewall zones

	Displaying the zones settings

	Displaying the list of services

	Enabling/disabling panic mode

	Assigning network interface card to the zones

	Creating customized zones

	Allowing Apache web service on Linux firewall

	Introduction to rich rule

	Linux firewall configuration modes

	Introduction to whitelist

	Introduction to masquerading

	IP masquerading demo for accessing the internet

	Introduction to GUI mode of Linux firewall

	Introduction to firewalld lockdown



Objectives

In this chapter, we will discuss the Linux firewall, known as firewalld. By the end of this chapter, you will learn how to write rules to control incoming and outgoing traffic. You will also learn how to use masquerading, how to share the Internet, and how to use Linux firewalld graphical user interface.

Introduction to firewall

In Linux version 7, the firewall is known as firewalld (also known as dynamic firewall). This is the replacement of iptables. The firewalld has two options for configuration. The first one is Runtime, and the second is known as Permanent configuration.

In the newer version of Linux firewall, the new rule is applied without disrupting the active connections. The firewalld uses the concept of zones and services. The zones are a collection of pre-defined rules that tell us what traffic should be allowed/ denied. You can define the network interfaces and source to zones. In other words, zones are: A firewalld zones is defined as the level of trust for network connections, interfaces, and source addresses bound to the zone. The zone combines services, ports, protocols, masquerading, port/packet forwarding, icmp filters and rich rules. The zones can be bound to interfaces and sources addresses. The following are the zones defined in firewalld:


	Drop: This will drop all incoming connection without any message. Only outgoing connection is allowed.

	Block: All incoming connection is rejected with the message: ICMP. The outgoing connection is allowed.

	Public: You can allow only the selected incoming connection. The zone is related to un-trusted area. The system on this area is not trustable.

	External: This option is used for NAT Masquerading or as a Router. If you want to share the Internet over the network, then you can use this option. Only incoming connections are allowed.

	Internal: This will allow only selected connections. For this, you have to define rules.

	DMZ: This is also known as Demilitarized zone (in between trusted and un-trusted networks). It is used for accessible public service, for example a web server.

	Home: allows only selected service used in home areas

	Work: provides services to private areas



Linux firewall zones

The firewall zones separate the traffic on the basis of policy, that is, what should be allowed or denied. The goal of firewalld zones is to secure the Linux server or individual Linux systems based on rules. The following examples show how to add or remove and edit the firewall rules:


	List of zones in firewalld
You can find the zones available in the firewalld using the command in terminal firewall-cmd --get-zones as shown in Figure 9.1:
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Figure 9.1: Displaying zones


	Default zones
You can find the default zone available in your system using the command in terminal firewall-cmd --get-default-zone as shown in Figure 9.2:
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Figure 9.2: Displaying default zone


	List all zones with descriptions
You can find the list of entire zones available in system by default using the command firewall-cmd ---list-all-zones as shown in Figure 9.3:
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Figure 9.3: Listing all zones


	Set default zone to any zone
You can set the default zone using the command firewall-cmd --set-default-zone=internal as shown in Figure 9.4:
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Figure 9.4: Setting zone

Now, check the zone status using the command firewall-cmd --get-default-zone as shown in Figure 9.5:
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Figure 9.5: Displaying default zone


	Checking IP and interface name
Now, run the command ifconfig | less to check the interface name as shown in Figure 9.6:
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Figure 9.6: Displaying IP address


	Checking interface zone
Now, bind the interfaces to internal mode using the command firewall-cmd --get-zone-of-interface=enp0s3 as shown in Figure 9.7:
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Figure 9.7: Verifying zone interface

TIP: All the changes on are on Run time. If you want to change to permanent, use the permanent option before you get the option on firewalld.


	Finding active zones and adding HTTP to zones
First, check the interface bind and which zone is using the command firewall-cmd --get-active-zones as shown in Figure 9.8:
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Figure 9.8: Displaying active zones

Now, add the http service permanently in the public zone using the command firewall-cmd --permanent --zone=public --add-service=http as shown in Figure 9.9:
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Figure 9.9: Adding http on public zone


	Adding interface to specific zone
We know that all interfaces by default are added to the default zone. Add the interfaces to zones for managing the network traffic (allow/deny). To demonstrate this, I have removed the enp0s3 from the public zone and added it to the internal zone using the commands as shown in Figure 9.10:
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Figure 9.10: Displaying zone and removing interface from public zone

Now, add the interface to the internal zone using the command firewall-cmd --permanent –zone=internal –add-interface=enp0s3. Then, reload the firewalld. Now, check the status of the interface enp0s3. Figure 9.11 shows enp0s3 is running under internal zone:
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Figure 9.11: Adding interface

Now, reload the firewalld using the command firewalld-cmd --reload as shown in Figure 9.12:
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Figure 9.12: Reloading firewall


	Finding active zones and adding https to zones
First, check the interface binds to which zone using the command firewall-cmd --get-active-zones as shown in Figure 9.13:
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Figure 9.13: Displaying active zone

Now, add the http service permanently in the public zone using the command firewall-cmd --permanent --zone=public --add-service=https as shown in Figure 9.14:
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Figure 9.14: Adding https

Now, reload the firewalld using the command firewalld-cmd --reload as shown in Figure 9.15:
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Figure 9.15: Reloading firewall


	Adding dns to active zone
First, check the interface binds to which zone using the command firewall-cmd --get-active-zones as shown in Figure 9.16:


[image: ]

Figure 9.16: Displaying active zones

Now, add the http service permanently in the public zone using the command firewall-cmd --permanent --zone=public --add-service=dns as shown in Figure 9.17:
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Figure 9.17: Adding DNS

Now, reload the firewalld using the command firewalld-cmd –reload as shown in Figure 9.18:
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Figure 9.18: Reloading firewall


	Adding ftp to active zones
You can allow the ftp in firewalld using the command firewall-cmd --permanent --zone=public --add-service=ftp as shown in Figure 9.19:
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Figure 9.19: Adding ftp

Now, check the ftp status using the command firewall-cmd --info-service=ftp. It would display the port used by ftp as shown in Figure 9.20:
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Figure 9.20: Displaying FTP information

Run the command firewall-cmd --reload to reload the firewalld service as shown in Figure 9.21:
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Figure 9.21: Reloading firewall


	Adding SSH to public zones
The Client IP address is 192.168.1.2/24 and the SSH server’s IP address is 192.168.1.10/24. The server and the client machine are connected to the switch. Now, allow the SSH service on the server only for the client 192.168.1.2/24, as shown in Figure 9.22:
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Figure 9.22: Scenario for SSH

Step-1: Add the SSH service to the public zone (you can add public or any zone according to organization policy.) using the command firewall-cmd --zone=public --add-service=ssh --permanent as shown in Figure 9.23:
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Figure 9.23: Adding ssh on public zone

Step-2: Now, allow the particular IP address using the command firewall-cmd --zone=public --add-source=192.168.1.2/24 --permanent as shown in Figure 9.24:
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Figure 9.24: Adding source address

Step-3: Now, reload the firewall using the command firewall-cmd --reload as shown in Figure 9.25:
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Figure 9.25: Reloading firewall


	Adding port to public zone
You can add any port (example 443) using the command firewall-cmd --zone=public --add-port=443/tcp --permanent as shown in Figure 9.26:
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Figure 9.26: Adding port

Now, reload the firewall using the command firewall-cmd --reload as shown in Figure 9.27:
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Figure 9.27: Reloading firewall


	Removing port from the public zone
 You can remove the port using the command firewall-cmd --zone=public --remove-port=443/tcp --permanent as shown in Figure 9.28:
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Figure 9.28: Removing port from zone

 Now, reload the firewall using the command firewall-cmd --reload as shown in Figure 9.29:
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Figure 9.29: Reloading firewall


	Listing all ports
 To demonstrate this, first add the port 21 (ftp) using the command firewall-cmd --permanent --add-port=21/tcp as shown in Figure 9.30:
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Figure 9.30: Adding port

To apply the changes, run the command firewall-cmd -–reload as shown in Figure 9.31:
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Figure 9.31: Reloading firewall

To display all ports, run the command as shown in Figure 9.32:
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Figure 9.32: Listing all port


	Adding IP address to zones
Adding IP address to a specific zone (I have added to a public zone) using the command as shown in this figure. This command is used to route or allow the traffic from 192.168.2.20/24. If you want to allow the traffic from subnet 192.168.2.0/24, then mention the subnet at the end of source, that is, –add-source=192.168.2.0/24 as shown in Figure 9.33:
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Figure 9.33: Adding IP address

To apply the changes, run the command firewall-cmd --reload as shown in Figure 9.34:
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Figure 9.34: Reloading firewall

Now, verify that the IP address is added or not using the command as shown in Figure 9.35:
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Figure 9.35: Displaying source address




Displaying zone settings

You can find the settings according to the zones using the command firewall-cmd --list-all --zone=zone name. The example is given as follows:


	Suppose you want to display all the settings running under the internal zone; the command will be firewall-cmd --list-all --zone=internal as shown in Figure 9.36:
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Figure 9.36: Displaying zone settings


	The settings under the public zone are shown in the figure. Figure 9.37shows that the network interface enp0s3 is running under the public zone:
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Figure 9.37: Displaying public zones setting


	The settings under the drop zone are shown in the figure. Figure 9.38 shows that the no-network interface is running under the drop zone:
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Figure 9.38: Displaying drop zone information




In the same way, you can find the settings of other zones.

Displaying the list of services

To display which services are running or allowed in the present zone, use the command firewall-cmd --list-services. The figure shows that dhcp version 6, HTTP and secure shell (SSH) are running as shown in Figure 9.39:
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Figure 9.39: Displaying services

Finding active zones

You can find the active zones using the command as shown in Figure 9.40:
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Figure 9.40: Displaying active zones

Checking firewalld configuration

To check that the permanent configuration of firewalld is okay or not, use the command firewalld-cmd --check-config as shown in Figure 9.41:
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Figure 9.41: Verifying zone configuration

Enabling/disabling panic mode

In case of the web server under attack (like DoS or virus), you can block all traffic on web server using firewalld. In firewalld, a panic mode feature is available. System administrator can switch on the panic mode using the command firewall-cmd --panic-on. When you enable the panic mode, it does not require a permanent option. After maintenance, you have to disable the panic mode using the command firewall-cmd --panic-off to allow the connection (it depends) as shown in Figure 9.42:
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Figure 9.42: Enabling panic mode for DoS

To verify whether the panic mode is working or not, go to the client machine and try to ping the web server. The figure shows that the ping is not working as shown in Figure 9.43:
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Figure 9.43: Verifying panic mode

You can disable the panic mode using the command as shown in Figure 9.44:
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Figure 9.44: Disabling panic mode

You can verify that the panic mode enables or disables using the command as shown in Figure 9.45:
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Figure 9.45: Querying panic mode information

You can find more details about the next option by pressing the tab key. This would display the list of available options. In the figure, I have pressed the tab key after –query- Then, it will display the entire list of options which is available under query. The Unix/Linux tab is very helpful for finding the options or switches. In some options, equals to (=) is used. You can find what is available after by pressing the ‘equal to’ tab key as shown in Figure 9.46:
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Figure 9.46: Displaying panic mode switches

Assigning network interface to zone

The network interface runs in a specific zone. You can assign the interface to a different zone, according to traffic management.

First, check the active zones using the command firewall-cmd --get-active-zones. The figure shows that the interface enp0s3 is running under the public zone as shown in Figure 9.47:
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Figure 9.47: Displaying active mode

Now, assign the interface enp0s3 to internal or any other (like drop, home, work etc.) using the command according to the following syntax.

Syntax

firewall-cmd --zone=name of the zone --change-interface=name of the interface --permanent

It’s a big question how to remember such a long command. Don’t worry. In Linux, the tab key will solve the problem. The step-by-step procedure on how to use the tab key to find the desired command is as follows:


	First, type a small length of command firewall-cmd --zone. Then, press the Tab key (may be two times). It would display all possible combination related to zones as shown in figure 9.48:
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Figure 9.48: Displaying available zones


	Select the zone that you want to assign to the interface. Suppose the user has selected the zone named home. Type ‘home’ after --zone. Then, press Tab key. After pressing the Tab key, display the double hyphen (--) as shown in Figure 9.49:
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Figure 9.49: Searching option under home zone


	After displaying the double hyphen, again press the Tab key. It would display the list of all possible options which are available under the double hyphen (--) as shown in Figure 9.50:
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Figure 9.50: Displaying option under home zone


	Now, choose the option accordingly. I have chosen the –-change press Tab key. It would display ‘equals to’ (=) sign as shown in Figure 9.51:
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Figure 9.51: Changing interface zone


	Now, again press the tab key. It would display all possible combinations under the change interface, as shown in figure 9.52.
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Figure 9.52: 51 Displaying interface for zone


	Now, select enp0s3. You may select different interface from the displayed list to change the zone. If you press the tab key, then it would display nothing. It means no other option is available. Then, you have to run the command either on one mode, that is, runtime or permanently. Pressing Enter key will run command at runtime. In other words, the command will not run after the system boot or reloading the firewalld. But if you want to run the command permanently during boot time, then you have to add a permanent option at the end of the command as shown in Figure 9.53:
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Figure 9.53: Assigning zone to interface


	To change the zone permanently, run the command as shown in figure 9.54:
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Figure 9.54: Adding zone permanently


	Now, verify that the zone is changed or not using the command firewall-cmd –get-active-zones. Figure 9.55 shows that interface assigned to new zone that is home:
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Figure 9.55: Displaying zones




Creating customized zones

The firewalld separates incoming traffic according to the zones by the source IP and or network interface. The zones are running on the basis of rules. You can create a customized zone and configure accordingly, but the customized zones always run with the options permanent. The syntax for the customized zone is as follows:

firewall-cmd --new-zone=name of the zone

Example: Suppose you want to create a zone with a named demo. Then, the command will be firewall-cmd --new-zone=demo as shown in Figure 9.56:
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Figure 9.56: Adding new zone

Reload the firewalld to apply the changes as shown in Figure 9.57:
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Figure 9.57: Restarting the firewall

Now, verify whether the zone demo is added or not as shown in Figure 9.58:
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Figure 9.58: Displaying demo zone

Allowing Apache web service on Linux firewall

Now, configure the firewall so that it can accept the incoming request for the web server, FTP server, and e-mail server. We know that the Linux operating system has in-built firewall services like windows operating system. Hence, we have configured web server on the same Linux machine, so there is no need to run a separate firewall. This is only for conceptual learning. In a production environment, hardware/software/virtual appliances and firewall are used. The firewall has two network interface cards: the IP address on First NIC is 192.168.2.15 and the second NIC has the IP address 192.168.1.2 (on the virtual box, it’s on the bridge mode or set on NAT). To install the web server packages, the Second NIC is connected to the Local Switch and all the servers are connected to the switch. The user tries to access the website from the client machine (Linux) as shown in Figure 9.59:
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Figure 9.59: Scenario for web server

The following steps are required to allow website access:


	Check that the Apache packages are installed or not using the command rpm –qa httpd. The rpm is used to query about the packages. The rpm stands for RedHat package manager. The figure shows that Apache daemon is already installed on the server. If not installed, then you have to install using yum install httpd as shown in Figure 9.60:
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Figure 9.60: Querying about web server package


	Enable the Apache service at boot time using the command systemctl enable httpd. Then, start the Apache service using the command systemctl start httpd as shown in Figure 9.61:
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Figure 9.61: Enabling Apache


	Now, check the status of httpd using the command systemctl status httpd. The httpd is running as shown in Figure 9.62:
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Figure 9.62: Displaying status of Apache service


	Create a directory at /var/www/html location using the command mkdir /var/www/vishal as shown in Figure 9.63:
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Figure 9.63: Creating directory


	Create an HTML file named vishal.html using the command vi /etc/www/html/vishal/vishal.html. Then press Esc + :wq to save and quit as shown in Figure 9.64:/p>
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Figure 9.64: Creating web file for demonstration


	Open the Apache configuration file in vi editor using the command vi /etc/httpd/conf/httpd.conf as shown in Figure 9.65:
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Figure 9.65: Accessing Apache configuration file

Now, press I to insert mode and make the following change by scrolling down the pages. Finally, press Esc + :wq to save and quit from vi editor as shown in Figure 9.66:

ServerName 192.168.2.15:80

DocumentRoot "/var/www/html/vishal"

DirectoryIndex vishal.html
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Figure 9.66: Editing Apache configuration file

TIP: If your host doesn’t have a registered domain name, then use ServerName along with IP address and port number. Then, all requests are taken from the directory /var/www/html/vishal for this use DocumentRoot. The DirectoryIndex tells us about the website.


	If you made any changes in the Apache configuration file, then restart the web server using the command systemctl restart httpd as shown in Figure 9.67:
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Figure 9.67: Restarting Apache service


	Suppose httpd daemon does not start, then check the Apache configuration file using the command apachectl configtest as shown in Figure 9.68:
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Figure 9.68: Verifying Apache configuration


	Now, configure the Linux firewall. First, check adapter-1 comes under which zone. Then, apply the rule on that zone. Run the command firewall-cmd --get-active-zones. The interface enp0s3 running under public zone is now applied to the policy on the internal zone. The web server traffic runs on the interface enp0s3. We know that in firewalld zones are the pre-defined set of rules that allow or deny the traffic. If the interface is on internal zone, and you apply the rule on public zone, the firewalld rules will not apply. For example, enp0s3 interface runs under the public zone and if you apply the rules on internal zones, then you cannot access the web server as shown in Figure 9.69:
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Figure 9.69: Displaying active zones


	On linuxserver machine, configure the file /etc/resolv.conf. This file is known as DNS resolver, enter the own DNS server address (if available) or public DNS server address (8.8.8.8), to resolve the DNS name. Open the file vi /etc/resolv.conf as shown in Figure 9.70. This step is not mandatory:
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Figure 9.70: Accessing resolv configuration file for DNS

Press I to enter in to insert mode and type public DNS address, then save and exit using the command Esc + :wq as shown in Figure 9.71:
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Figure 9.71: Assigning DNS address


	Now add the HTTP service permanently to internal zone using the command firewall-cmd –zone=public --permanent --add-service=http as shown in Figure 9.72:
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Figure 9.72: Adding Apache service


	Now, reload the firewall service to apply the changes as shown in Figure 9.73:
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Figure 9.73: Reloading firewall


	Now, test the service (http) that is added to Linux firewall is working or not. For this, go to the client machine and access the web site http://192.168.2.15. The figure shows that you can access the website as shown in Figure 9.74:
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Figure 9.74: Displaying web site




Introduction to Rich Rule

The rich rule is a new feature in the Linux firewall that allows you to create a more granular rule to control the traffic. The Linux firewalld is based on the zones and the zones contain many rules. If the rules conflict, then the first rule that matches will apply. We must know some terminology related to rich rules. These are as follows:


	Family
The family in rich rules is basically related to the IP addresses and their versions. If you provide source or destination address in rich rules, then you have to provide the family rule. If you do not include the family, then the rule applies to both IPv4 and IPv6.


	Source Address
The source address means the origin of connection. The source address may be network address with subnet mask.


	Destination Address
The destination address means the target address. The source and destination addresses are not mandatory, they are optional.


	Protocols
The protocols are a set of rules that govern the communication between the devices. You can find the list of all allowed protocol in Linux operating system using the command cat /etc/protocols | more. You can configure the rich rule using the protocol name or protocol ID as shown in Figure 9.75:
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Figure 9.75: Displaying protocols


	Service
You can make a new rule using the services. The services’ list (already available in firewalld) can be found using the command firewall-cmd --get-services as shown in Figure 9.76:
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Figure 9.76: Displaying services


	Ports (includes source and destination)
You can use the range of port or single port to configure the rich rules. The protocol can be used either by name or numbers.




The following Figure 9.77 explains that the telnet connection from subnet 192.168.2.0/24 will be accepted. In the figure, the action part is accepted, and the family indicates to IPv4 source address (192.168.2.0/24). The actions may be accepted, drop, reject and mark. Then, reload the firewall to accept the changes:
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Figure 9.77: Allowing telnet connection

Now, reload the firewall to accept the changes as shown in Figure 9.78:
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Figure 9.78: Reloading firewall

The following figure explains that FTP (file transfer protocol) connection from subnet 192.168.2.0/24 will be accepted. In the figure, the action part is accepted, and the family indicates to IPv4 source address (192.168.2.0/24). Figure 9.79 shows that the rule is applied successfully:
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Figure 9.79: Adding FTP

Now, reload the firewall to accept the changes as shown in Figure 9.80:
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Figure 9.80: Reloading firewall

The figure shows that the FTP connection allows from 192.168.3.1/24 and rejects connection from other systems as shown in Figure 9.81:
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Figure 9.81: Allowing telnet from 192.168.3.1/24 subnet

Now, reload the firewall to accept the changes as shown in Figure 9.82:
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Figure 9.82: Reloading firewall

The command firewall-cmd --list-rich-rules would display all the created rules as shown in Figure 9.83:
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Figure 9.83: Displaying rich rule

On the basis of the preceding examples, we can write the generalized rules for rich rules as follows:

firewall-cmd -- permanent --add-rich-rule=’rule family=IPv4 or IPv6 source IP address or destination address or subnet with mask service name=service name or port port=port number accept or reject or drop.

Linux firewall configuration modes

The Linux firewall, that is, firewalld has two types of configurations: first is runtime and second is known as permanent. When you configure any rule without using the keyword permanent, then it is known as runtime configuration. The runtime configurations available are in physical memory (RAM). The permanent configurations are available in the configuration file. By-default, the firewalld configuration runs in runtime. When you reboot the system, the runtime configuration will be lost because it is running in physical memory (RAM). If you want to run the firewalld rules during the boot time, then add the switch to ‘permanent’ in rules. The figure shows that it will reject the transmission control protocol during run time on web server. If you reload the firewall using the command firewall-cmd --reload, then the firewalld rules will not apply as shown in Figure 9.84:
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Figure 9.84: Configuring rich rule

To verify the TCP, reject rule, as shown in figure, go to client machine and try to connect web server using SSH. Then, the web server will reject the SSH connection. The SSH connection by-default is allowed in firewalld. Hence, no need to allow SSH in firewalld; that is why I have taken SSH in a demo as shown in Figure 9.85:


[image: ]

Figure 9.85: Connecting using ssh

Now, what will happen when you reload the firewalld on the web server? The web server will accept the connection because during the reload process, the runtime configuration is lost from the physical memory (RAM). Then, it doesn’t matter what rules are allowed or rejected. Now, go to the web server and reload the firewalld as shown in Figure 9.86:
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Figure 9.86: Reloading firewall

Now, go to the client machine and try to connect the web server using SSH. You will be connecting because during reload, the entire configuration is lost as shown in Figure 9.87:
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Figure 9.87: Connecting using ssh

The list of protocols available under the directory protocols is as shown in Figure 9.88:
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Figure 9.88: Displaying protocols

You can configure the firewalld to reject the icmp protocols to avoid the ping request. Configure the rule on web server as shown in Figure 9.89:
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Figure 9.89: Configuring rich rule

Restart the firewalld using the command as shown in Figure 9.90:
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Figure 9.90: Reloading firewall

Go to the client machine and try to ping the web server. You cannot ping the web server because Internet control message protocol (icmp) is blocked by the firewalld, as shown in Figure 9.91:
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Figure 9.91: Trying to ping

To display the rich-rule helps, press Tab key after typing firewall-cmd –list- as shown in Figure 9.92:
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Figure 9.92: Listing all available switches under list

Go to the web server, the command firewall-cmd --list-rich-rules would display the rich rules configured by the system administrator as shown in Figure 9.93:
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Figure 9.93: Displaying presently configured rich rule

Allow the traffic from the different ports to use the command as shown in figure. The figure 9.94 shows run time as well as permanent configuration for allowing https port 443. If you add port for runtime, then never reload the firewalld. On the other hand, if you want to configure rules in firewalld permanently then reload the firewalld:
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Figure 9.94: Adding port runtime and permanently

The generalized syntax for adding ports are as follows:

firewall-cmd --permanent --add-port=port number/tcp or udp

firewall-cmd --add-port=port number/tcp or udp

To list all ports on web server (the web server is a server for the demonstration of firewall rules), run the command as shown in Figure 9.95:
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Figure 9.95: Displaying all ports

To remove the added port permanently, use the switch --remove before port. Then, reload the firewalld. Now, run the command –list-port to display the port. But in Figure 9.96, it displays nothing because port 443 is removed:
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Figure 9.96: Displaying removed rules

About whitelist

The whitelist basically contains the information about allowing access in terms of IP address pool or the set of IP address. First, create a list of IP address in text document. Then, create a rich rule for allow. According to the main pages of firewalld.ipset, the ipset configuration file provides information about the IP set. The XML file is located under the directory ipsets (/etc/firewalld/ipsets). Run the command ls -lh /etc/firewalld/ipsets. This would display the IP set information, if present. Figure 9.97 shows that no ip set is present under the directory ipsets:
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Figure 9.97: Displaying contents inside firewall

To check that the ipset is supported by Linux firewalld using the command firewall-cmd --get-ipset-types as shown in Figure 9.98:



[image: ]

Figure 9.98: Displaying ipsets

In hash:ip, the hash is used to store hosts or IP addresses or network addresses. Network having zero prefix (for example 0.0.0.0 in IPv4) cannot be stored. The hash:net and the hash is used to store the different types or sizes of network addresses, but the network address having zero prefix (for example 0.0.0.0/32 in ipv4) cannot stored. You can explore more about the output of command firewall-cmd --get-ipset-types on website https://ipset.netfilter.org/ipset.man.html.


	To display the list of all available IP list, run the command as shown in Figure 9.99. Figure 9.99 shows that no IP set list is present on web server:
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Figure 9.99: Displaying default ipsets


	Now, create a new ipset name whiteip and hash:net for IPv4 as shown in Figure 9.100:
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Figure 9.100: Adding new rule


	To display the list of all available IP set again, run the command as shown in figure. The figure tells that the IP set present on the web server as shown in Figure 9.101:
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Figure 9.101: Displaying rules

The command firewall-cmd --permanent --info-ipset=whiteip shows more information about ipset. The figure shows that has used to store different size of network addresses which is stored in whiteip as shown in Figure 9.102:
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Figure 9.102: Showing information about whiteip


	Now, you can add the IP to whiteip using the command as shown in Figure 9.103:
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Figure 9.103: Adding ip in whiteip

Create a file allowip.txt that has the following IP list as shown in Figure 9.104:

192.168.2.10/24

192.168.2.16/24

192.168.2.20/24
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Figure 9.104: Creating file


	Now, add this address to firewalld using the command as shown in Figure 9.105:
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Figure 9.105: Configuring rule


	To view the extended list of host addresses, use the command as shown in Figure 9.106:
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Figure 9.106: Displaying hosts


	The client machine is unable to ping the server as shown in Figure 9.107:
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Figure 9.107: Trying to ping


	Now, add the allowip list to the internal zone, and reload the firewalld. Then, the client machine is also able to ping the server as shown in Figure 9.108:
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Figure 9.108: Allowing IP address


	The client machine can ping the server as shown in Figure 9.109:
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Figure 9.109: Trying to ping


	Restart the firewalld using the command as shown in Figure 9.110:
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Figure 9.110: Reloading firewall




Introduction to masquerading

The masquerading is a many to one translation process. In other words, the multiple IP addresses from one source are masked into single IP address. The masquerade works at transport (UDP) and network layer (TCP). To understand masquerading, the lab scenario is given in Figure 9.111, where all the nodes on LAN (Local Area Network) segment is connected to the switch. The green zone interface (IP address 192.168.2.10) of Linux Firewall is connected to the switch. The second interface of the firewall (IP address 216.239.12.x), that is, red zone is connected to the Internet. The server is configured with the IP address 216.239.32.x (I have hidden the last octet due to security) and connected to the Internet. The Linux Firewall is configured with the IP masquerading. When the Node-1 wants to send the data packet to server, the packet first goes to the Linux firewall along with the source and destination IP address including the port number. The source address is 192.168.2.1 with port number 80, that is, 192.168.2.1:80. The Linux firewall will not forward the data packet to the server because the packet header contains private address as we know that private addresses are not routable. Hence, firewall replaces the private address with own IP address (that is, public address of red zone interface) along with the changed port number (assign new port number). The firewall maintains all the entries (including old and new) in firewall table. Then, forward the packet to the Internet. When the packet reaches to the destination server, the server replies along with the IP address and port number. The reply reaches to the firewall red interface zone, and then the firewall compares this address to the original address and sends it to the destination node. In masquerading, IP will be same but with a different port number assigned on every request:
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Figure 9.111: Data Packet Movement

The data packet movement from Node-1 to SERVER is as follows:


	First, the data packet from Node-1 192.168.2.1:80 will move to Switch.

	Switch to Linux firewall green zone interface 192.168.2.10.

	Linux firewall examines the destination address and finds that it is meant for 216.239.32.x

	Linux Firewall replaces the address 192.168.2.1:80 to 216.239.12.x:2222.

	Now, Linux Firewall sends the data packet to SERVER 216.239.32.x.

	Then, the SERVER will replay the Firewall along with the IP and port number.

	Linux Firewall examines the headers of the data packet for which it is meant. The firewall does this task by checking the own translation table and comparing the masked IP address 216.239.12.x:2222 to the private address and finds that it is meant for Node-1, that is, 192.168.2.1:80.



IP masquerading demo for accessing Internet

We will discuss Internet sharing by enabling IP masquerading. The scenario is described in figure as shown earlier. The configuration is given in Table 9.1:








	
Machine configuration


	
Linux Firewall


	
CLIENT





	
Hostname


	
linuxfirewall


	
client





	
Operating System


	
CentOS7


	
CentOS7





	
Interface Name


	
enp0s3 (Internal)

enp0s8 (Public)


	
enp0s3 (Internal)





	
IP address


	
192.168.2.15/24 on Internal

192.168.1.110/24 on Public


	
192.168.2.20/24





	
Gateway


	
N.A


	
192.168.2.15/24





	
DNS


	
8.8.8.8


	
8.8.8.8






Table 9.1: Machine configuration for IP masquerade

Open the virtual box and select the desired machine. Then right click on selected machine, and go to Settings… and click as shown in Figure 9.112:
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Figure 9.112: Accessing settings

Machine settings will appear when you click on the Network tab, and then set the adapter modes as shown in Figure 9.113:
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Figure 9.113: Configuring network adapters

Now, set the machine configuration as shown in Table 9.2:



	
Machine name


	
Network Adapter Mode





	
Linux Firewall


	
First Adapter on Internal





	
Second Adapter on Public





	
Client


	
First Adapter on Internal





	
Don’t Select Second Adapter






Table 9.2: Machine adapter configuration

The step-by-step configuration is as follows:


	Login into the Linux Firewall machine and open the terminal and run the command to check the status of interfaces, that is, in which zones the interfaces are running, as shown in Figure 9.114:
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Figure 9.114: Displaying zones

If both interfaces are running under the public zone, then we have to separate the interfaces according to the zones and traffic using the command firewall-cmd --permanent --zone=internal --change-interface=enp0s3.Then, reload the firewall to apply changes using the command firewall-cmd --reload as shown in Figure 9.115.
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Figure 9.115: Changing interface zones


	Now, enable IP forwarding using the file VI /etc/sysctl.conf. Add the line net.ipv4.ip_forward=1. Then, save and exit using the command Esc + :wq as shown in Figure 9.116:
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Figure 9.116: Setting forwarding


	Now, enable IP masquerading on public zone (because we have separated the traffic on the basis of LAN and WAN and used public zone for internet traffic) using the command firewall-cmd --permanent --zone=public --add-masquerade as shown in Figure 9.117:
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Figure 9.117: Adding masquerading


	Now, reload the firewall using the command firewall-cmd --reload as shown in Figure 9.118:
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Figure 9.118: Reloading firewall


	You can verify the settings under the public zone using the command firewall-cmd - --list-all --zone=public as shown in Figure 9.119:
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Figure 9.119: Displaying public zone information


	On the Linux server machine, configure the file /etc/resolv.conf. This file is known as the DNS resolver. Enter the own DNS server address (if available) or public DNS server address (8.8.8.8), to resolve the DNS name. Open the file vi /etc/resolv.conf as shown in Figure 9.120:
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Figure 9.120: Accessing resolv configuration file


	Press I to enter in to the insert mode and type the public DNS address, then save and exit using the command Esc + :wq as shown in Figure 9.121:
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Figure 9.121: Assigning IP address


	Now, go to the client machine and check the configuration using the command ifconfig | more. The figure shows that the interface enp0s3 is running under private address, that is, 192.168.2.20 as shown in Figure 9.122:
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Figure 9.122: Displaying IP address


	You can also verify the client machine’s active zone using the command firewall-cmd --get-active-zones. The figure shows that the interface enp0s3 is running under the internal zones and no other interface is available, as shown in Figure 9.123:
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Figure 9.123: Displaying active zone


	On client machine, configure the file /etc/resolv.conf. This file is known as the DNS resolver. Enter the own DNS server address (if available) or public DNS server address (8.8.8.8), to resolve the DNS name. Open the file vi /etc/resolv.conf as shown in Figure 9.124:
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Figure 9.124: Accessing reslove configuration file


	Press I to enter in to the insert mode and type the public DNS address, then save and exit using the command Esc + :wq as shown in Figure  9.125:
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Figure 9.125: Assigning IP address


	Now, go to the client machine and try to access the Internet as shown in Figure 9.126:
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Figure 9.126: Displaying web page




Introduction to GUI mode of Linux firewall

The other option available in the Linux firewall is known as graphical user interface (GUI). The user can configure the Linux firewall using the graphical user interface. You can configure the traffic rules (Allow/Deny) as you have configured using the command line interface (CLI). In Linux world, command line interface is more preferable than graphical user interface. The command line interface is fast as compared to the graphical user interface. You can install the GUI feature of the Linux firewall using the command yum. Install firewall-config as shown in Figure 9.127:
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Figure 9.127: Installing firewall GUI mode

After installation to open the GUI of the Linux firewall, go to Application | Sundry | Firewall as shown in Figure 9.128:
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Figure 9.128: Displaying GUI of firewall

Now, the Linux firewall windows would be displayed, in which you can see the zones, service and ipsets as shown in Figure 9.129:
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Figure 9.129: Displaying default GUI firewall rules

The complete GUI look of Linux firewall is as shown in Figure 9.130:
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Figure 9.130: Displaying GUI of firewall

Example: Suppose I want to add port 21 to internal zone. The port 21 related to file transfer protocol (FTP) is as shown in Figure 9.131:
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Figure 9.131: Selecting zone

Click on Add button and type the port number as you want. Then, click on the OK button as shown in Figure 9.132:



[image: ]

Figure 9.132: Displaying port information

The port 21 is added only for runtime. When you reboot the system, the settings will be lost as shown in Figure 9.133:
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Figure 9.133: Display different tab

To add the port permanently, select permanent, option from Configuration or go to Option | click on Runtime to permanent. This will save the setting permanently in configuration file as shown in Figure 9.134:
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Figure 9.134: Selecting Runtime to Permanent

Introduction to Firewalld lockdown

The local application or services can change the Linux firewall configuration if they are running as root privileges. The lockdown feature of the Linux firewall provides safeguard against the tampering of the configuration from such services or application. In other words, if the system administrator tries to add any service in any zone, they cannot add it if lockdown mode is enabled.

First, check that the lockdown mode is enabled or not using the command firewall-cmd --query-lockdown. The command output shows that lockdown is disabled, see Figure 9.135:
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Figure 9.135: Querying Lockdown mode

You can enable the lockdown using the command firewall-cmd --lockdown-on. Then reload the firewall to apply the changes as shown in Figure 9.136:
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Figure 9.136: Reloading firewall

Suppose I want to add the dns service to the home zone; the firewalld can’t add the ftp service to zone home because lockdown mode is enabled. To demonstrate this, switch to user (any user: non-root) and try to add the any rules in firewalld. Then, it will ask the user for the password. After entering the user password, it shows that lockdown is enabled. By-default, the lockdown mode is disabled as shown in Figure 9.137:
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Figure 9.137: Adding DNS

You can also enable the lockdown mode using the file VI /etc/firewalld/firewalld.conf. And type yes as shown in Figure 9.138:
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Figure 9.138: Enabling lockdown

Conclusion

The firewall is an essential thing to run the organization. The Linux distribution has an in-built firewall. In this chapter, we have learned about the Linux firewall and how to manage the available zones. We have learned that the firewalld using the scenarios to allow/drop the packet using the policy-based rule. In next chapter, we will discuss the about Linux partitions.

Multiple choice questions


	Which of the following commands is used for zones information?

	firewall-cmd --get-zones

	firewalld-cmd --get-zones

	firewall-cmd --get-zone

	none of these



	The firewalld Panic mode will __________.

	 llow all traffic

	block all traffic

	a and b both

	none of these



	The /etc/resolv.conf is known as:

	Netfiter

	firewalld

	DNS resolver

	none of these



	You can check the configuration of the Apache web server using:

	config-httpd

	systemctl restart httpd

	apachectl configtest

	none of these



	The Apache configuration’s file location is:

	/etc/httpd/conf/httpd.conf

	/etc/httpd/conf/httpd

	/etc/httpd/

	 none of these



	To install the GUI of firewall, which command is used?

	yum install firewall-con

	yum install firewalld

	yum install firewall-config

	none of these



	To verify the panic mode of the linux firewall, which command will be used?

	firewall-cmd --query-panic

	firewall-cmd –query

	firewall-cmd --query-panic-search

	none of these



	Which command is used to add http in public zone?

	firewall-cmd –zone=public --permanent --add-service=http

	firewall-cmd –zone=public --add-http

	firewall-cmd –zone=public --http

	none of these



	Which command will display the settings of the internal zone?

	firewall-cmd --list-all –zone=int

	firewall-cmd --list-all –internal

	firewall-cmd --internal

	firewall-cmd --list-all –zone=internal



	To get the information about the active zones, which command will be used?

	firewall-cmd --get-active

	firewall-cmd --active

	firewall-cmd --get-active-zones

	none of these





Answers


	a

	b

	c

	c

	a

	c

	a

	a

	9

	c







CHAPTER 10(A)

Partition System in CentOS7/8


Introduction

The disk partitions in Linux deals with different types of file systems and their configurations. Making a logical area on hard disk using software tools is known as partitioning. The partitioning of the disk requires a file system. The file system may be EXT2, EXT3, EXT4, or XFS, etc. If you want to create more than 2TB partition size, then you need GPT partition using the tools parted. This chapter explains how the partition system works in different scenarios. The purpose of partitioning is how to manage data in well-defined ways, and it is easier for backup procedure. The different RAID levels are used to tolerate the fault. In other words, if one disk fails, your data will be saved on another disk.

Structure

In this chapter, we will cover the following topics:


	General Introduction to Linux partition

	Lab preparation process using Oracle Virtual Box

	Step-by-step process of creating a partition

	Step-by-step method to assign file system on partition

	Mounting the file system using /etc/fstab or manually

	Creating extended partition using fdisk

	Creating a partition size larger than 2 TB CentOS 7/8

	Commands related to hardware

	Deleting partition

	Resizing partition

	Extending the partition using resizepart

	Introduction to Redundant Array of Independent (RAID) disks CentOS7/8

	Introduction to RAID 0

	RAID 0 configurations

	Removing raid in Linux7/8

	Introduction to RAID 1 (mirroring)

	Steps-by-step configuration of RAID-1

	Deleting the RAID-1 Array

	Introduction to RAID10 (mirroring + striping)

	RAID-10 configuration

	Deleting the RAID-10 array

	Adding a spare disk to RAID-10

	Introduction to RAID-5

	Configuration of RAID-5

	Assigning the faulty disk and its removal in RAID-5

	Introduction to RAID level 6–striping with double parity

	Configuration of RAID-6



Objective

After reading this chapter, the reader will be able to know the different types of partitions as well as configurations of RAIDs levels.

We know that hard disk stores data and retrieves it when needed. When you are planning to install the operating system on hardware, then it is mandatory to define the file system on the disk according to requirements. The dual boot of operating system requires the partition layout along with file system, and what should be the file system for installing Linux as well as non-Linux operating system. That’s why we need to study the partitions and file system. The purpose of describing the RAID levels is how to use fault tolerance if any of the disks failed.

General introduction to partition

There are three kinds of partitions: primary, extended, and logical. You can create a maximum of four primary partitions which are directly written to hard drive. After creating four partitions, you cannot create any extended/logical partition. You can create three primary partitions along with one extended. In extended partition you can create logical partitions, as shown in Figure 10(A).1:


[image: ]

Figure 10(A).1: Logical representation of partitions

You can create a partition by the following two methods:


	Graphical User Interface (GUI)
To access the GUI, log in to the Linux system using username and password and then in GUI, go to Application | Utilities, and click on Disk.


	Command Line Interface (CLI)
To access the CLI, log in to the Linux system using username and password and then right click on the blank area of the desktop. Then, go to Open terminal option. This process is applicable on CentOS7 and for CentOS8. Click on Activities, then click on icon [image: ] or type  terminal on search box. Now, type fdisk or parted as you want.




Lab preparation process using Oracle Virtual Box

To perform the task related to partitions/LVMs, we should first know the process to adding the spare disk on virtual machine. The steps are given below.

First of all, Shutdown VM and then right click on VM. Then, go to Settings | Storage and select a controller. Click on Add hard-disk | Create, now select size of your choice (in this demo 10 GB is taken). Now, this hard disk will appear on the storage list in the settings window.

As one main hard disk is already there, you cannot add additional 4 hard disk to an IDE controller. Hence, first you have to add a SATA controller or SCSI controller. SDA represents the main hard disk in which OS is installed. Avoid experimenting with this until you understand clearly.

Step-by-step process of creating a partition

The following are the steps to create partition on the disk using the fdisk utility. The number of switches is available in fdisk utility. You can find more about the fdisk using the command man fdisk:


	First, add storage to virtualization platform (VMware/Oracle Virtual box) or leave an unallocated space during the installation. Then, add the four-disk space to oracle virtual box for learning purposes.

	Run the command fdisk –l | less or lsblk to verify the disk space, as shown in Figure 10(A).2. The lsblk is more user friendly:
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Figure 10(A).2: Displaying block devices


	Now, create a 5 GB partition on sdb or any other disk using the command fdisk /dev/sdb., as shown in Figure 10(A).3:
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Figure 10(A).3: Running partition


	Now, add new partition using the command n, as shown in Figure 10(A).4.

[image: ]

Figure 10(A).4: Creating partition


	You can create a primary or extended partition using the code p or e. Now, create a primary partition using p. To accept all default values, press Enter key after it assigns +5 GB partition space and then press Enter key again, as shown in Figure 10(A).5:
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Figure 10(A).5: Assigning primary partition


	Run the command w to accept all changes, as shown in Figure 10(A).6:
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Figure 10(A).6: Applying changes


	Run the partprobe command. The partprobe command informs the operating system that partition table changed, as shown in Figure 10(A).7:

[image: ]

Figure 10(A).7: Applying changes


	Run the command lsblk to verify the location of partition. Now, assign the file system to a newly partition disk using the command mkfs.ext4 /dev/sdb1 and wait for seconds, as shown in Figure 10(A).8:
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Figure 10(A).8: Displaying block devices




Step-by-step method of assigning a file system on partition

You can assign the file system on partition disk using the mkfs utility. The syntax for using mkfs command is mkfs.<file system> <Disk path>. Now, using the syntax, run the command mkfs.ext4 /dev/sdb1 as shown in Figure 10(A).9:
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Figure 10(A).9: Assigning file system

Run the command fdisk -l /dev/sdb to check the Linux partition. Figure 10(A).10 displays that Id=83 which means it is a Linux Partition:
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Figure 10(A).10: Displaying partitioned disk

Mounting the file system using /etc/fstab

The /etc/fstab file contains the information about all available partitions. The mounting point remains available even if the system is restarted. If mounting is done using mount command, the mounting point will be lost when the system reboots. The fstab contains six columns, each column has specific information about the partitions and file systems. Make a backup copy of fstab file before editing. The /etc/fstab information is given in the table /etc/fstab as shown below:



	
Column-1


	
Column-2


	
Column-3


	
Column-4


	
Column-5


	
Column-6





	
Device name, that is, /dev/sda1 or it can be UUIDs


	
Device Mount point, that is, /home or user created directory


	
File System type, that is, EXT2, EXT3, EXT4 or XFS, etc.


	
The defaults option contains rw, suid, dev, exec, auto, nouser, async, or _netdev


	
Backup purpose 0=no backup

1= Dump back utility for partitions. Now, it is obsolete. It is used in UNIX system.


	
0 means that fsck will not check the file system. Greater than 0 means check the order. The root file system will be 1 and other partitions set to 2.






Table 10(A).1: /etc/fstab information


	Create a directory under root using the command mkdir /partdir, and mount this directory with newly partition disk UUIDs in /etc/fstab. Hence, first find the UUID of disk using the command blkid, as shown in Figure 10(A).11:
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Figure 10(A).11: Creating directory and UUID


	Copy the /dev/sdb1 UUID and paste in /etc/fstab. You can mount the partition using the /dev/sdb1. In another way, to mount the partitions, use UUIDs because UUID never changed even though you change the storage slot or location. Open the file vi /etc/fstab and to save and exit, use Esc + :wq as shown in Figure 10(A).12:
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Figure 10(A).12: Mounting partition


	Run the following command as shown in Figure 10(A).13:

[image: ]

Figure 10(A).13: Mounting all partition and reloading daemon


	Run the command df –HT to verify if the partition is mounted or not, as shown in Figure 10(A).14:
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Figure 10(A).14: Displaying partition information


	Now, create a file on mounted directory (/partdir) where the file will be created, as shown in Figure 10(A).15:

[image: ]

Figure 10(A).15: Creating and displaying file




Creating an extended partition using fdisk

You can divide the disk into more logical partitions using extended partition. We may create extended partition even after one primary partition. If you create a four primary partition on disk, then you cannot create more logical partition. Hence, rest of the disk space will not be available for use. Each disk has at least one primary partition. The following steps are used to create extended partition:


	First, run the command lsblk, as shown in Figure 10(A).16, to check the availability of free disk space to create partition:
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Figure 10(A).16: Displaying Block devices


	To create an extended partition, select the disk sdb. Primary partition is already created on sdb and on the rest of the disk space, we will assign the extended partition. Run the command as shown in Figure 10(A).17:
fdisk /dev/sdb
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Figure 10(A).17: Creating partition


	Run the w command and after that, run the partprobe command, as shown in Figure 10(A).18:
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Figure 10(A).18: Applying changes


	Run the lsblk command to verify if the extended partition is created or not, as shown in Figure 10(A).19:
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Figure 10(A).19: Displaying block devices


	Now, create a logical partition inside /dev/sdb2 using the command fdisk /dev/sdb, as shown in Figure 10(A).20:
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Figure 10(A).20: Creating partition


	Run the command partprobe to inform OS that the partition table has changed.

	Run the command fdisk -l /dev/sdb and verify whether logical partition is created or not. The code for extended partition and logical partition are 5 and 83, as shown in Figure 10(A).21:
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Figure 10(A).21: Displaying partitions


	Now, assign the file system to logical partition /dev/sdb5 using mkfs.ext4 command, as shown in Figure 10(A).22:
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Figure 10(A).22: Assigning file system


	Run the command blkid to find the UUID of /dev/sdb5, as shown in Figure 10(A).23:
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Figure 10(A).23: Displaying UUID


	Create a directory using the command mkdir /logicaldir to mount the logical partition.

	Copy the /dev/sdb5 UUID and paste to /etc/fstab, as shown in Figure 10(A).24:
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Figure 10(A).24: Mounting directory


	Run the mount –a command and then run the systemctl daemon-reload command.

	Create a file inside directory /logicaldir to verify whether it is mounted or not. If file is created, it means /logicaldir is mounted successfully with file system.
In MBR (Master Boot Record) maximum 4 Primary Partitions or 3 Primary and 1 extended along with 12 logical partitions are possible. The MBR contains maximum partition size 2 TB. But in GPT (GUID partition Table), there are max 128 partition with a maximum partition size of 8 ZB. The fdisk utility is used for less than 2 TB partition (often used by MBR). The GPT supports the disk size more than 2 TB. You can create 128 Primary partitions if using GPT. On GPT partition, all the partitions will be primary. The extended partition is only available for MBR. You can check the status of partition, that is primary or extended, using cfdisk tool, as shown in Figure 10(A).25.
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Figure 10(A).25: Displaying partitions




Creating a partition size larger than 2 TB Linux version 7/8

The fdisk utility cannot create a partition larger than 2 TB. Hence, we will use parted utility which can create more than 2 TB partition size. It supports Extensible Firmware Interface EFI/GPT partition tables. The EFI GUID Partition supports both 32bit and 64bit platforms. The Linux kernel must include GPT support to use GPT. If you do not add GPT support in Linux kernel, then after rebooting the server, the file system will no longer be mountable, or the GPT table will get corrupted. If you want to install Linux Operating System on a GPT disk, you must enable the Unified Extensible Firmware Interface (UEFI) in the bios configuration. The GPT family tools are gdisk, cgdisk, and sgdisk. You can find more about these tools using man command, for example - man cgdisk. On many Linux distributions, parted comes pre-installed, if not, then you have to install using the command yum install parted. If your disk size is greater than 2TB, then use parted, otherwise use fdisk, as shown in Figure 10(A).26.

Disks Size > 2TB parted Uses GPT

Disks Size < 2TB fdisk. Uses MBR

fdisk may also be used for GPT partition. Also, if size is less than 2 TB, use option g. In this way, you may create more than 4 primary partitions.
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Figure 10(A).26: Displaying partition

Find the disk status using the command lsblk. This shows that we can use either sdb or sdb or sdc or sdd or sde. The disk sda is used by Linux operating system. Hence, we have selected sdc for demonstration purposes, as shown in Figure 10(A).27:


[image: ]

Figure 10(A).27: Displaying block device

Create a partition on HDD /dev/sdc using the command parted, as shown in Figure 10(A).28:
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Figure 10(A).28: Creating partition

Now, create a GPT disklabel using the command mkllabel gpt, as shown in Figure 10(A).29:
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Figure 10(A).29: Assigning label

Now, enter the unit, that is, MB, GB, or TB, as shown in Figure 10(A).30:
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Figure 10(A).30: Assigning unit

Now, create a 2 GB partition using the command as shown in Figure 10(A).31:
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Figure 10(A).31: Creating partition

Run the command print to show the present partition. To quit from parted, type q and then press Enter key, as shown in Figure 10(A).32:
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Figure 10(A).32: Displaying partition

Now, run the command blkid to get the UUIDs of newly partitioned space on /dev/ sdc, as shown in Figure 10(A).33:
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Figure 10(A).33: Displaying UUIDs

Now, run the command mkfs.ext4 /dev/sdc1 to create an ext4 file system on /dev/sdc1 as shown in Figure 10(A).34:
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Figure 10(A).34: Assigning file system

Now, create a directory /test (Under Root) to mount the partition, using the command mkdir /test, as shown in Figure 10(A).35:
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Figure 10(A).35: Creating directory

Now, copy the UUID of /dev/sdc1 and paste inside /etc/fstab along with mount directory and file type (to mount permanently), as shown in Figure 10(A).36:
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Figure 10(A).36: Mounting directory

Now, run the command mount –a to mount all partitions mentioned in /etc/fstab and systemctl daemon-reload, as shown in Figure 10(A).37:
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Figure 10(A).37: Mounting all partitions

To display all partitions along with mount point, use the command df –h, as shown in Figure 10(A).38:
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Figure 10(A).38: Displaying partitions

Commands related to hardware

The following commands are used to find what types of hard drives/hardware are attached to a Linux 7/8:


	lshw -class disk

	cat /proc/partitions

	fdisk -l | grep Disk

	lshw -class storage



Deleting the partition

You can delete the partition if it is unused or causes any problems. Before deleting the partition, you must take the backup (if any). To delete the partition, the following steps are as under:


	You must umount it before you delete it with parted, as shown in Figure 10(A).39:
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Figure 10(A).39: Releasing the partition


	Open the terminal and type parted. Then, press Enter key.

	Now, select the disks that you want to delete. Suppose you selected the /dev/sdc.

	Type the command print.

	Run the command rm along with partition number. The partition number you can find from step-3.

	Remove the entry /dev/sdc1 from vi /etc/fstab.

	Type q and press Enter key.

	Run the command lsblk -f to verify that the partition /dev/sdc1 is removed.

	Reboot, if required.
 Figure 10(A).40 shows the entire procedure for deleting the partition:
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Figure 10(A).40: Removing partition




Resizing the partition

To resize the partition, you have to follow the followings steps:


	The resizepart is a program that informs the Linux kernel about new partition sizes. This command doesn’t manipulate partitions on hard drive (taken form Linux OS help file using command man resizepart). Open the terminal and type parted. Then, press Enter key.

	Now, select the drive that you want to resize using the command select /dev/sdb. Type print free, as shown in Figure 10(A).41:
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Figure 10(A).41: Displaying partition

You can also check the space using the command partx /dev/sdb1 as shown in Figure 10(A).42:
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Figure 10(A).42: Displaying partition using partx


	Run the command resizepart. Partition number is to be taken from the step-2 figure. The resizepart does not change the file system, as shown in Figure 10(A).43:
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Figure 10(A).43: Resizing partition


	Now, quit from parted console using command q and run the command partx /dev/sdb1 check whether the partition is resized or not. In step-3, it was assigned 500MB space. It shows assigned space accepted, as shown in Figure 10(A).44:

[image: ]

Figure 10(A).44: Displaying assigned space


	To update the specific partition, run the command partx -u /dev/sdb1, as shown in Figure 10(A).45:
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Figure 10(A).45: Updating partition




Introduction to Redundant Array of Independent (RAID) disks CentOS7/8

It is used for data storage on server. It helps in organization for backup and recovery process. It is necessary to understand the different types of RAID levels, which is very important before setting up the server. The physical disks are connected together to make a volume group and then logical volume. It offers an excellent performance and performance depends on the RAID level according to scenario. The two types of RAIDs are hardware RAID and software RAID. You can create a software RAID using the command mdadm, if mdadm is not available in CentOS7, then you have to install using yum, as shown in Figure 10(A).46:
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Figure 10(A).46: Drawing for conceptual learning of RAID

RAID levels

The following types of RAIDs levels are available:


	RAID 0: Striping

	RAID 1: Mirroring

	RAID 5: Striping and Parity

	RAID 6: Striping with Double Parity

	RAID 10: Combining Mirroring and Striping



Introduction to RAID 0

In RAID 0, data is split up into blocks and then written across all the drive in the array. RAID 0 consists of striping, without mirroring or parity (Means no backup), as shown in Figure 10(A).47:

Disk requires to configure RAID 0 = Minimum Two disks

RAID 0 Volume = Capacities of Disk1 + Disk2 + Disk3.....and so on.

Fault tolerance = No

Speed = Fastest

Usages = Mostly in video editing where speed is major concern.

Storage Space = RAID 0 utilizes full space.
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Figure 10(A).47: RAID 0

In all RAIDS, while reading/writing data, both the head of physical hard drive move at the same time. If you purchase a hard disk having rpm 7200 and your old hard disk in RAID array has rpm 5400, then the resultant speed in terms of rpm will be 5400. Hence, no need to purchase higher rpm hard drive if array has lesser rpm.

RAID 0 configurations

The following steps are required to configure RAID 0:


	To configure any RAID, first install the mdadm package using yum command, as shown below:
# yum –y install mdadm.


	Now, check the device availability for RAID 0, whether it is configured or not using the command lsblk, as shown in Figure 10(A).48:
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Figure 10(A).48: Displaying block devices


	Select the two devices, that is, /dev/sdc and /dev/sdd. Now, create partitions on these two disks using fdisk command and change the type to raid during partition creation. Follow the instructions of fdisk command or use help (m):

	Press n for creating a new partition.

	Now, choose P for Primary partition.

	Next, select the partition number as 1.

	Give the default full size by just pressing the Enter key two times.

	Type t to choose the partitions.

	Choose fd for Linux raid auto and press Enter to apply.

	Then, again use p to print the changes what we have made.

	Use wr to write the changes. And to quit from fdisk, run the command q.
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Figure 10(A).49: Displaying partition steps


	In Figure 10(A).49, first sector and last sector just accept the default values. For this, press the enter key. Or you may define the values as it depends on you. To verify the block details, run the command mdadm /dev/sd[c-d]1. If no superblock is present, it means the disks have no previous RAID partition in the target system, as shown in Figure 10(A).50:
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Figure 10(A).50: Checking block details


	Create md device and select the RAID Level 0 as shown in Figure 10(A).51. The md driver provides virtual devices that are created from one or more independent underlying devices. This array of devices provides redundancy. The devices are often disk drives, hence the acronym RAID, which stands for a Redundant Array of Independent Disks (about md taken from Linux man command that is man md):
# mdadm --create /dev/md0 --level=stripe --raid-devices=2 /dev/sd[c-d]1
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Figure 10(A).51: Creating RAID level 0

In the above command (as shown in Figure 10(A).51), stripe is used, because RAID 0 represents stripping and devices=2 represent that you have used two disks, that is, sdc and sdd for configuring RAID-0.


	The md device RAID level 0 is created successfully. Now, check the status of RAID-0 component using the command mdadm -E /dev/sd[c-d]1, as shown in Figure 10(A).52:
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Figure 10(A).52: Displaying RAID level 0 information


	You can verify the RAID status using the command cat /proc/mdstat, as shown in Figure 10(A).53:
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Figure 10(A).53: Verifying RAID information


	Now, check the md device status using the command mdadm –detail /dev/md0. The detail switch is used in case of checking entire RAID array, as shown in Figure 10(A).54:
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Figure 10(A).54: Checking md device status


	Figure 10(A).55 is a part of Figure 10(A).54. The output of command mdadm --detail /dev/md0 has more pages. Hence, we have split the output in two parts, that is, Figure 10(A).54 and Figure 10(A).55:
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Figure 10(A).55: RAID status


	Create files system using ext4 for md0 and mount under directory /raid0, as shown in Figure 10(A).56:
# mkfs.ext4 /dev/md0
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Figure 10(A).56: Assigning file system


	Now, create a directory raid0 under root (/raid0) and then mount with UUIDs of device md0, as shown below:
#mkdir /raid0


	Run the command blkid and copy the UUID of md0 device and paste in /etc/fstab along with mount point /raid0, as shown in Figure 10(A).57:
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Figure 10(A).57: Displaying block devices


	Open the file vi /etc/fstab and paste UUID of md0, as shown in Figure 10(A).58:
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Figure 10(A).58: Mounting directory


	Run the command mount -av to mount all file system mentioned in /etc/fstab, as shown in Figure 10(A).59:

[image: ]

Figure 10(A).59: Displaying RAID info


	You can also verify using the command df –H.

	Create an empty file inside directory /raid0, if created means RAID 0 is running successfully, as shown in Figure 10(A).60:
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Figure 10(A).60: Displaying RAID attribute


	As you know, RAID 0 has no fault tolerance. So, if you delete one of the partitions, that is either /dev/sdd1 or /dev/sdc1, then the file will be lost. Run the command lsblk, then you will see that both drives are mounted with /raid0, as shown in Figure 10(A).61:
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Figure 10(A).61: Displaying Block devices


	Now, delete /dev/sdd1 and then run the command w to save and quit from fdisk. When you are at root prompt (#), run partprobe command, which will inform the OS that the partition table is changed, if any error just reboots the system. Now, try to access the data; you will find the data is lost, as shown in Figure 10(A).62:
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Figure 10(A).62: Deleting the partition


	In production environment, you cannot directly remove the drives. Now, the file raid.txt is lost, as shown in Figure 10(A).63:
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Figure 10(A).63: Displaying raid0 content




Removing RAID from CentOS7/8

You can remove any RAID level using the following steps.


	First, take the backup of desired RAID level and then remove.

	To check list of block devices, run the command lsblk. It shows raid0 configuration, as shown in Figure 10(A).64:
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Figure 10(A).64: Displaying Block level device


	First, umount the /dev/md0 using the command umount /dev/md0 as shown in Figure 10(A).65:
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Figure 10(A).65: Releasing md0


	Now, verify that /dev/md0 is mounted or not using the command df –H. Figure 10(A).66 shows that /dev/md0 is not mounted:
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Figure 10(A).66: Displaying partitions


	Now, stop RAID array using the command mdadm --stop /dev/md0, as shown in Figure 10(A).67:
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Figure 10(A).67: Stopping md0


	Let’s assume that one of the disks failed and needs to be removed before it fails. So, now assume that disk sdb1 is not working properly and needs to be removed from an existing array. Before removing the disk /dev/sdb1, first of all, we need to mark as a failure device using the command madam --fail /dev/md0 /dev/sdc1.

	Now, run the command mdadm --remove /dev/md0 /dev/sdc1, to remove safely the disk from array.

	To check the status of RAID-0, run the command cat /proc/mdadm. If changes appear, then it’s okay otherwise reboot the system.
All the steps work if the /dev/md0 is not mounted. Because in RAID-0, all the data stripe means chop up and distributed across the entire disk. If any one disk fails or is removed from RAID-0, then it will not work. As we know that RAID-0 does not support the fault tolerance, so if you are trying to add a disk after mounting, it will not accept the changes because there is no parity concept in RAID-0.

Error

mdadm --fail /dev/md0 /dev/sdc1

mdadm: set device faulty failed for /dev/sdc1: Device or resource busy




If the devices are removed from array, then mdstat should show no RAID disk. Use the following command:

#cat /proc/mdstat

Personalities : [raid0]

unused devices: <none>

When devices are removed from array, then you have to write zero on disk to delete the old RAID array metadata using the command:

#mdadm --zero-superblock /dev/sdc1 No-1

# mdadm --zero-superblock /dev/sdd1 (if you want to remove second disk) No-2

If these two commands No-1 & No-2 (mentioned above) do not work, use the following command to write zero.

#mdadm --zero-superblock --force /dev/sdc1

The old metadata will remain on the devices but will appear older than the new metadata and so will usually be ignored. The old metadata (or indeed the new metadata) can be removed by giving the appropriate --metadata= option to --zero-superblock. For more help, use command man mdadm. After using the command mdadm --zero-superblock /dev/sdc1, you can delete the RAID partitions. Otherwise, it will create error when you try to create a new array on the same disk.

Introduction to RAID 1 (mirroring)

RAID-1 is known as mirroring. It consists of at least two hard disks. In RAID-1, the same data is copied on both disks to achieve data redundancy. The utilization rate of hard disk capacity is the lowest, that is, only 50%, so the cost will be highest, as shown in Figure 10.68:

Disk requires to configure RAID-1 = Minimum Two disks

Fault tolerance = Yes (Exact copy of data available on other disk)

Speed = Lesser then RAID-0

Usages = Suitable for scenarios where high data security requires, such as storing database data files.

Storage Space = RAID-1 utilizes 50% space.
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Figure 10(A).68: Showing RAID-1 concept

Steps-by-step configuration of RAID-1

You can configure the RAID-1 using the following steps. The theory part we have already discussed:


	First, check if the mdadm package is available or not using the command rpm query mdadm. If available, then it’s okay, otherwise, use the following command to install:
# yum –y install mdadm


	Now, check the device availability for the RAID-1 configuration using the command lsblk –f as shown in Figure 10(A).69. The disks starting from sdb to sdg are available for RAID-1 configuration. Now, select two disks sdb and sdc:
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Figure 10(A).69: Displaying block devices


	Select the two devices , that are, /dev/sdb and /dev/sdc. Now, create partitions on these two drives using fdisk command and change the type to raid during partition creation. Follow the instruction of fdisk command or use m for help. In the first sector and last sector, just accept the default values and press Enter key. Or you may define the values in terms of kilobytes, megabytes or gigabytes, it depends on you.
Make sure that partitions used for stripe or mirroring are of exactly the same size.


	Press n for creating new partition.

	Now, choose P for Primary partition.

	Next, select the partition number as 1.

	Give the default full size by just pressing Enter key two times.

	Type t to choose the partitions.

	 Choose fd for Linux raid auto and press Enter to apply.

	Then again, use p to print the changes that we have made.

	Use w to write the changes.


Using the above step-3, we have shown all procedures from 1 to 8 at one place, as shown in Figure 10(A).70:
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Figure 10(A).70: Creating partition





Same steps you can apply on sdc disk to RAID partition.


	The partitions are created successfully, now, verify the changes on both sdc & sdd drives using the command mdadm and also confirm the RAID type as shown in Figure 10(A).71:
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Figure 10(A).71: Displaying changes on partition

The alternative of the switch –E, which is mentioned in step-4, is --examine as used in command mdadm - -examine /dev/sd[b-c], as shown in Figure 10(A).72:
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Figure 10(A).72: Displaying changes on partition


	To verify the block details run the command mdadm -E /dev/sd[c-d]1. If no superblock is present, it means the disk has no previous RAID partition in the target system, as shown in Figure 10(A).73:
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Figure 10(A).73: Displaying block information


	Create md device and select the RAID Level 1, as shown in Figure 10(A).74. The md driver provides virtual devices that are created from one or more independent underlying devices:
# mdadm --create /dev/md1 --level=mirror --raid-devices=2 /dev/sd[b-c]1
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Figure 10(A).74: Creating RAID-1


	Now, verify the RAID status using the command cat /proc/mdstat. The RAID-1 resync process is in progress and will take some time. When you run the cat /proc/mdstat again and again, it shows the time required to finish the job, as shown in Figure 10(A).75:
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Figure 10(A).75: Displaying status of RAID creation


	The md device RAID level 1 is created successfully. Now, check the status of RAID level using the command mdadm -E /dev/sd[b-c]1, as shown in Figure 10(A).76.
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Figure 10(A).76: Displaying RAID-1


	To verify the status of md devices, run the command mdadm –detail /dev/md1. The command will print contents of the metadata. The difference between --examine and –detail switches are as under.
--examine applies to devices that are components of an array, while --detail applies to an entire array that is currently active, as shown in Figure 10(A).77:
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Figure 10(A).77: Displaying entire array information

The device /dev/md1 represents the entire array of RAID-1 while /dev/sdb1 and /dev/sdc1 represents the component of array.


	Create files system using ext4 for md1 and mount under directory /test (make a directory under / using command mkdir /test shown below:
 # mkfs.ext4 /dev/md1


	Now, mount the md1 under the /test directory using the command mount /dev/md1 /test or run mount –av. To mount permanently, use /etc/fstab, as shown in Figure 10(A).78:
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Figure 10(A).78: Mounting directory

To mount all file system present inside /etc/fstab, use the command mount –av (switch -a for all file system and v for verbose mode. The verbose mode displays the details about the process of mount utility, as shown in Figure 10(A).79:
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Figure 10(A).79: Displaying mounting information


	Now, the RAID-1 is mounted successfully you can check the status using command lsblk, as shown in Figure 10(A).80:
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Figure 10(A).80: Displaying block devices


	Now, check if space is available in RAID-1 array using the command df –H /dev/md1. It shows only 50% of the disk available of the total array (2+2) GB. This is because the same data is available on the second disk, as shown in Figure 10(A).81:
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Figure 10(A).81: Displaying RAID-1 available size


	Now, create an empty file under the mounted folder (/test) using touch command and run the command ll /test that will display the file, as shown in Figure 10(A).82:
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Figure 10(A).82: Creating empty file


	To verify that RAID-1 is working or not, set one disk faulty and remove from array. If you will be able to access the data, it means RAID-1 is working properly. Because in RAID-1 data is mirrored, as shown in Figure 10(A).83:

[image: ]

Figure 10(A).83: Assigning faulty disk


	Now, remove the faulty disk using the command mdadm /dev/md1 –remove /dev/sdb1, as shown in Figure 10(A).84:
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Figure 10(A).84: Removing faulty disk


	Now, try to access the file vishal.txt using the command cat vishal.txt which is an empty file, as shown in Figure 10(A).85:
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Figure 10(A).85: Displaying files contents


	Now, check the status of RAID-1 using the command cat /proc/mdstat. The RAID-1 is active under single device that is sdc1. If it shows _U, it, means device is down/ missing. if it shows U, it means the device is UP not missing/down. This proves that data is available due to mirroring. The 2/1 shows that 2 drives are in the array, but only 1 is up, as shown in Figure 10(A).86:
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Figure 10(A).86: Displaying RAID status


	We have already removed (in step-16) sdb from RAID-1 array and added the new disk sde for showing how RAID-1 works after removal/addition of the disk. Now, add the device sde using the command mdadm /dev/md1 –add /dev/sde, as shown in Figure 10(A).87:
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Figure 10(A).87: Adding disk in RAID array


	Now, find the present array size using the command mdadm --detail /dev/md1. The total number of devices available in the array are two (because we added one spare), as shown in Figure 10(A).88:
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Figure 10(A).88: Displaying RAID information


	Now, grow (or shrink) an array, or otherwise reshape using the command mdadm --grow --raid-devices=2 /dev/md1. But when you run this command, it will show that mdadm: /dev/md1: no change requested (because one spare disk sde is already added to the array). When you run the command mdadm --grow --raid-devices=4 /dev/md1 --add /dev/sdf /dev/sdg, the sdf device is added with a grow parameter. To check the status of RAID-1 array, run the command cat /proc/mdstat. It will show the message: recovery in progress. In due course of time, it will be finished, as shown in Figure 10(A).89:
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Figure 10(A).89: Displaying status of RAID

You can verify the status of RAID device using the command as shown in Figure 10(A).90. It shows that recovery is finished:
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Figure 10(A).90: Verifying RAID status


	To verify the status of entire RAID-1 array, run the command mdadm –-detail /dev/md1, as shown in Figure 10(A).91:
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Figure 10(A).91: Displaying entire RAID status




Figure 10(A).91 tells that the total number of available disks = 4 disks for RAID level=1 Storage Disks =2 Disks Redundant Disks =2 Disks.

Deleting the RAID-1 array

First, take the backup of desired RAID and then delete. The deletion steps of RAID-1 array are as under:


	First of all, umount the RAID-1 array device using the command umount /dev/md1.

	Now, stop the RAID-1 array device using the command mdadm --stop /dev/md1.

	Remove the RAID-1 device using the command mdadm –remove /dev/md1. If it displays the error which is given below, then go to step-4, as shown in Figure 10(A).92:
mdadm: error opening md1: No such file or directory


[image: ]

Figure 10(A).92: Removing RAID-1 device


	Write the zero superblocks (remove RAID metadata or its signature) on respective disks/partitions (if any) using the command mdadm --zero-superblock /dev/sdx, where x is a variable and it could be 1, 2 or 3, etc., as shown in Figure 10(A).93:

[image: ]

Figure 10(A).93: Releasing md1


	Now, verify whether the RAID device is removed or not. Using the command cat /proc/mdadm. Figure 10(A).94 informs no raid-1 device appears, as shown in Figure 10(A).94:
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Figure 10(A).94: Displaying RAID status


	Finally, remove the /dev/md1 mounting point from /etc/fstab, otherwise system will go into maintenance mode when you reboot the system.


Introduction to RAID10 (mirroring + striping)

RAID-10 consists of mirroring plus striping with at least four hard disks (because RAID-1 requires minimum 2 disks and RAID-0 minimum 2 Disk total 4 disks requires). The data is written in stripe across primary disks that have been mirrored to secondary disks. The utilization rate of hard disk capacity is the lowest, that is, 50% only, so the cost is the highest as shown in Figure 10(A).95:

Disk requires to configure RAID-10 = Minimum Four disks

Fault tolerance = Yes Up to one disk failure in each sub-array

Usages = Fast databases, file servers, application servers

Storage Space = RAID-10 utilizes 50% space

Read performance = High

Write performance = Medium
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Figure 10(A).95: RAID-10


	Case-1: If disks B and D fail, you cannot recover the data.

	Case-2: If disks A and C fail, you cannot recover data.

	Case-3: If disks B and C fail, then data will be available for use.



RAID-10 configuration

For RAID-10, minimum four disks are required. Select any of four disks that are not in use and to configure RAID-10, follow the steps as given below:


	Select the four disks for RAID-10 configuration and then repeat the steps of RAID-1 from 2 to 5 for the configuration of RAID-10.

	Run the command mdadm –create /dev/md10 –level=10 --raid-devices=4 /dev/sd[b-e]1, as shown in Figure 10(A).96:
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Figure 10(A).96: Creating RAID-10


	Now, check the status of RAID-10 using the command cat /proc/mdstat. Figure 10(A).97 shows that RAID-10 disks synchronization is in process. Run the same command after a few seconds/minute (as shown in synchronization time). It displays the message sync process is finished:
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Figure 10(A).97: Displaying RAID-10 disk synchronization

Figure 10(A).98 shows that RAID-10 disks creation process is completed:
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Figure 10(A).98: Displaying disk status


	Create files system using ext4 for md10 by using the command mkfs.ext4 /dev/md10.

	Mount under directory /testing (make a directory under / using command mkdir /testing). And add the entry in /etc/fstab using command vi /etc/fstab, as shown in Figure 10(A).99:
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Figure 10(A).99: Mounting directory


	To mount all file systems that are available in /etc/fstab file. Run the command mount -av. Figure 10(A).100 shows directory (/testing) mounted successfully:
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Figure 10(A).100: Displaying mounting status


	To check if RAID device md10 is mounted or not, use the command df -H. Figure 10(A).101 shows it is mounted, along with directory /testing:
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Figure 10(A).101: Displaying partitions


	You can calculate the disk utilization by adding all the available disks in RAID-10 array. Hence, total disks size = (sdb1+sdc1+sdd1+sde1) =8 GB. As we know that RAID-10 utilizes 50% of total array, this means you can use only 50% of space for data storage and the rest of the space is used for backup.


Deleting the RAID-10 array

You can delete RAID-10 using the following steps. Before deleting RAID-10, you must take the backup of the data:


	To umount the RAID-10 device, run the command umount /dev/md10, as shown in Figure 10(A).102:
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Figure 10(A).102: Releasing md10


	Stop the RAID-10 device using the command mdadm --stop /dev/md10, as shown in Figure 10(A).103:
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Figure 10(A).103: Stopping md10


	Remove the RAID-10 device (md10), if any error occurs ignore it, as shown in Figure 10(A).104:
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Figure 10(A).104: Removing md10


	Now, remove the RAID-10 signature or meta data from disks/partitions using the command mdadm --zero-superblock /dev/sb1 and run the same command for other disks/partitions., as shown in Figure 10(A).105:
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Figure 10(A).105: Removing metadata


	Delete the partitions using command fdisk /dev/sdb and the same command will be used for other disks. If you have not created a partition on disks, you can directly use the disks for RAID configuration.

	Now, check the status of RAID-10 using command cat /proc/mdstat. It will display no RAID disks are available for use, as shown in Figure 10(A).106:
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Figure 10(A).106: Displaying RAID-10 stat


	Remove the entry for RAID-10 device, that is, /dev/md10 from /etc/fstab, using the command vi /etc/fstab. This will open the file in vi editor. Then, remove the mount point, that is, /dev/md10, as shown in Figure 10(A).107:
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Figure 10(A).107: Opening file


	If you have not removed the entry, that is, mount point from /etc/fstab, then the system will go into maintenance mode when you reboot the system.

	Now, verify whether mount point is available or not for the /dev/md10 using command lsblk -f. If it shows mount point available, just reboot the system to apply the changes, as shown in Figure 10(A).108:
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Figure 10(A).108: Displaying block devices




Before deleting the RAID, array must take a data backup. You can find the manual pages of mdadm using the command man mdadm. This will open the manual page of mdadm which contains all information of RAID switches with example.

Adding spare disk to RAID-10

We will demonstrate how to grow or extend an existing RAID array. For example, suppose if you are using 4 disks in an array to form a raid10 set, and due to some condition if you need more space in RAID10 group, we can extend the size of an array by adding one of the disks to the existing array. After growing or adding disk to an existing array, we will remove one of the failed disks from array. You can grow the RAID without any downtime. Please keep in mind that we have already configured the RAID-10. The following steps shows how to add spare disks in existing RAID-10 which are given as under:


	Now add the new disks to the RAID array using the command mdadm /dev/md10 --add /dev/sdf (This is spare disk),as shown in Figure 10(A).109:
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Figure 10(A).109: Adding spare disk


	Now, verify that disks/partition are added or not in RAID array using the command mdadm --detail /dev/md10. Figure 10(A).110 shows that disk is added:
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Figure 10(A).110: Displaying added spare disk


	To remove faulty disk, first assign the disk that the is faulty using the command mdadm /dev/md10 --fail /dev/sdb1, as shown in Figure 10(A).111:
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Figure 10(A).111: Removing faulty disk

To display the status of RAID-10, run the command cat /proc/mdstat. This will display if the failed disk is removed or not. Figure 10(A).112 says disk is faulty:
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Figure 10(A).112: Displaying disk status


	After adding the disk, it will sync the data from other disks. Check using the command cat /proc/mdstat. For larger disks it takes time in minute/hour. That’s why we have taken a smaller disk size, as shown in Figure 10(A).113:
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Figure 10(A).113: Displaying disk information after removing faulty disk


	Now, verify the assigned disk as faulty or not using the command mdadm --detail /dev/md10, as shown in Figure 10(A).114:
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Figure 10(A).114: Displaying disk status


	Now, remove the faulty disk from the RAID array and grow the array with 4 devices mdadm --remove /dev/md0 /dev/sdb1, as shown in Figure 10(A).115:
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Figure 10(A).115: Removing faulty disk


	Now, checks the status of RAID device using command mdadm --detail /dev/md10, as shown in Figure 10(A).116:
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Figure 10(A).116: Displaying RAID devices


	If you want to grow the array again, all the steps will be the same as described above. We only need to mark the additional disk as spare disk in the existing array. So that if the disk fails, it will automatically be active and rebuild.



In the above steps, we have added the disk (sdf1) first, then set one of the disks as faulty. Hence, the disk automatically syncs to RAID-10 group. So, no need to run grow switch using mdadm. Be careful to add disk partitions of exactly the same size and partition type fd as discussed earlier during configuration of RAID1.

Introduction to RAID-5

The RAID-5 is block level striping across multiple disks with distributed parity along with data. The striping with distributed parity means it will split the parity and stripe data over the multiple disks. The array is not destroyed by single failure of HDD, as shown in Figure 10(A).117:

One HDD for parity

Performance = Slower due to parity overhead.

Usages = Large scale production environment where it’s cost effective and provide performance as well as redundancy.

HDD for RAID-5 = Min 3
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Figure 10(A).117: RAID-5

Configuration of RAID-5

You can configure RAID-5 using the following steps:


	Select the disks (min 3) as per need. For this, check the availability of disks using the command lsblk –f. In our case, we have selected the disks sdb, sdc and sdd, as shown in Figure 10(A).118:
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Figure 10(A).118: Displaying block devices


	Now, create a partition on selected disks, then assign RAID code (fd) using fdisk command, as shown in Figure 10(A).119:
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Figure 10(A).119: Displaying partition creation


	Now, type t, then press Enter key. Assign the RAID disk code fd, then press Enter key. Finally, type wq or wr to save and quit, as shown in Figure 10(A).120:
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Figure 10(A).120: Assigning partition type

Perform the same steps as mentioned in above figures for other selected disks using the command fdisk.


	Now, partition is created on selected disks. Run the command lsblk –f to verify it, as shown in Figure 10(A).121:
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Figure 10(A).121: Displaying block devices


	Now, check whether the RAID partition is created or not using the command mdadm --examine /dev/sdb /dev/sdc /dev/sdd. fd is code for RAID disks, as shown in Figure 10(A).122:

[image: ]

Figure 10(A).122: Verifying RAID partition


	Check if the old RAID metadata (no superblock) is available or not using the command mdadm --examine /dev/sdb1 /dev/sdc1 /dev/sdd1, as shown in Figure 10(A).123:
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Figure 10(A).123: Checking metadata


	Now, create a RAID md device using the command mdadm --create /dev/md5 --level=5 --raid-devices=3 /dev/sdb1 /dev/sdc1 /dev/sdd1, as shown in Figure 10(A).124:
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Figure 10(A).124: Creating RAID-5


	Check if the RAID device is created or not using command cat /proc/mdadm. Figure 10(A).125 shows that it will take some time. After a few seconds/minutes, run the same command again to check if the RAID device job creation task is finished or not. It shows that it will take 12 minutes:
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Figure 10(A).125: Displaying RAID creation status

After 12 minutes, run the command cat /poc/mdstat. It will display the status of RAID-5, that is, RAID-5 device created, as shown in Figure 10(A).126:
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Figure 10(A).126: RAID-5 created


	Now, verify if RAID5 is present or not using the command mdadm –E /dev/md5 /dev/sd[b-c]1 as shown in Figure 10(A).127:
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Figure 10(A).127: Displaying RAID-5 status


	Now, assign the file system on md5 device using command mkfs.ext4 /dev/md5.

	Now, create a directory using the command mkdir /raid5dir. To add permanently, mount using the file /etc/fstab using vi editor. To save and quit from vi editor use Esc + :wq, as shown in Figure 10(A).128:
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Figure 10(A).128: Mounting directory


	Now, mount all the file systems available in /etc/fstab using the command mount –av.

	To check if /raid5dir is mounted or not, use the command df –H /dev/md5 as shown in Figure 10(A).129:
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Figure 10(A).129: Displaying partition

You can also verify if the disk is mounted or not using the command lsblk. Figure 10(A).130 shows it’s mounted:
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Figure 10(A).130: Displaying block devices


	As we know that RAID doesn’t have its own config file, we have to save it manually. The configuration will be loaded to the kernel during the system reboot and then RAID will be loaded, using the command mdadm --detail --scan --verbose > /etc/mdadm.conf . If the file mdadm.conf is not present, then it will be created automatically. The cat command used to display the content inside is /etc/mdadm.conf, as shown in Figure 10(A).131:
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Figure 10(A).131: Displaying mdadm


	Now, check the total space available for RAID5 using the command df –H /dev/md5, as shown in Figure 10(A).132:
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Figure 10(A).132: Displaying partition




We have total 3 disks with space of 2 GB each. Hence, total storage will be 6 GB, but one disk is used for fault tolerance. Therefore, total available space is 6 GB-2 GB=4 GB (approx).

Note:

You can add the spare disk using the command mdadm /dev/md5 --add /dev/sdx where x is a variable. For example, if you want to add sde disk, then x=e. So, the command looks like mdadm /dev/md5 --add /dev/sde. You can add the RAID partition disk or directly add the blank disk to RAID array. The additional disk works as a spare disk. W hen any of the disks fail, then spare disks are automatically added to RAID5 array. The removal process is the same as other RAIDs. We have built the RAID-5 array using the three disks and one additional disk is added as a spare disk. If the total number of working RAID-5 disks is 3, then you can add the spare disk manually using mdadm command along with grow switch. First, run the command mdadm /dev/md5 /dev/sde. Then, check the status of RAID-5 array using command mdadm --detail /dev/md5. After that, run the command mdadm --grow --raid-devices=4 /dev/md5.

You can add the disk to RAID array using the command as shown in Figure 10(A).133:
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Figure 10(A).133: Displaying added device

To find the status of added disk, run the command as shown in Figure 10(A).134:
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Figure 10(A).134: Displaying details of RAID-5

Now, grow the RAID array using the added disk by the command mdadm –grow –raid-devices=4 /dev/md5 as shown in Figure 10(A).135:
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Figure 10(A).135: Displaying progress of growing RAID

To find the disk space and mounting point, use the command as shown in Figure 10(A).136:
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Figure 10(A).136: Displaying partition

Assigning faulty disk and removal in RAID-5

The direct removal of disk may create problems on array. Hence, first mark that the disk is faulty and remove from the array by assigning zero on super block. In other words, remove the metadata from the faulty RAID disk. The following steps tell us how to remove the faulty disk from array.


	First assign the disk as faulty using the command mdadm /dev/md5 -f /dev/sdx, where x is a variable, as shown in Figure 10(A).137:

[image: ]

Figure 10(A).137: Assigning faulty disk


	Now, check the status of the disk that has been assigned as faulty or not, using the command mdadm --detail /dev/md5, as shown in Figure 10(A).138:
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Figure 10(A).138: Displaying details of RAID-5


	Now, remove the disk using the command mdadm /dev/md5 --remove /dev/sdb1, as shown in Figure 10(A).139:
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Figure 10(A).139: Removing faulty disk


	Now, check the status of the disk, whether it is removed or not using the command mdadm --detail /dev/md5, as shown in Figure 10(A).140:
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Figure 10(A).140: Displaying sync status


	Now, check from the mounting point’s side, whether the sdb1 disk is available in RAID array or not using the command lsblk -f or simply lsblk. Figure 10(A).141 shows that sdb1 is not mounted to /test directory:
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Figure 10(A).141: Displaying partitions


	Now, verify that data is available or not using the command ll /test, as shown in Figure 10(A).142:
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Figure 10(A).142: Displaying directory contents

We know that RAID-5 requires minimum 3 disks. Out of 3 disks, one disk is removed from array. Now, we have only 2 disks. C an we run the RAID-5 in two disks? Yes, it is known as degraded raid. It means a single point of failure; if one disk fails, entire RAID will not work.


	Now, remove the old RAID signature on RAID-5 using the command mdadm --zero-superblock /dev/sdb1, as shown in Figure 10(A).143:
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Figure 10(A).143: Removing old array info


	Now, mark the sdc1 as a failed disk and then, remove from array using the command mdadm /dev/md5 -f /dev/sdc1, as shown in Figure 10(A).144:
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Figure 10(A).144: Assigning faulty disk

Now, remove the disk /sdc1 using the command as shown in Figure 10(A).145:
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Figure 10(A).145: Removing faulty disk


	Remove the /dev/md5 entry from /etc/fstab. Otherwise, system will go to maintenance mode.


Introduction to RAID level 6–striping with double parity

The RAID-6 is known as block level striping with double parity. The two disks are used for parity. RAID-6 requires a minimum of 4 disks, if two disks fail at the same time, the RAID-6 will survive. This is due to double parity, as shown in Figure 10(A).146:

Two HDD for parity

Performance = Slower due to parity overhead.

Fault Tolerance = UP to two HDD

Usages = High fault tolerance environment where high availability of web servers and database servers are running.

HDD for RAID-6 = Min 4 disks.
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Figure 10(A).146: Showing RAID-6 concept

Configuration of RAID-6

The following steps show how to configure the RAID-6. In theory, we have already discussed about the RAID-6:


	Select the disks (min 4) as per need. For this, check the availability of disks using the command lsblk –f. In our case, we have selected the disks sdb, sdc, sdd and sde.

	Now, create a partition on selected disks and assigned RAID code (fd) using fdisk command. It is the same process mentioned as RAID-5.

	Now, run the command lsblk –f to verify the partition created on selected disks.

	Now, check whether the RAID partition is created or not using the command mdadm --examine /dev/sdb /dev/sdc /dev/sdd /dev/sde. fd is code for RAID disks.

	Check if the old RAID metadata (no superblock) is available or not, using the command mdadm --examine /dev/sdb1 /dev/sdc1 /dev/sdd1 /dev/dse1.

	Now, create a RAID md device using the command mdadm --create /dev/md5 --level=6 --raid-devices=4 /dev/sdb1 /dev/sdc1 /dev/sdd1 /dev/sde1.

	Check whether the RAID device is created or not. It takes some time. After a few second/minutes, run the same command and check if the RAID devices job creation is finished.

	Now, verify whether RAID 5 is present or not using the command mdadm -E /dev/md6 /dev/sd[b-e]1.

	Now, assign the file system on md6 device using command mkfs.ext4 /dev/md6:
mkfs.ext4 /dev/md6


	Now, create a directory using the command mkdir /raid6dir. You can mount permanently using the file /etc/fstab. Open the file in vi editor and define mounting point along with RAID device path. To save and quit from vi editor, use Esc + :wq.

	Now, mount all using the command mount –av.

	To check if /raid5dir is mounted or not, use the command df –HT /dev/md6.

	As we know, RAID doesn’t have its own config file. We have to save it manually. The RAID configuration will be loaded to the kernel during the system reboot, using the command mdadm --detail --scan --verbose > /etc/mdadm.conf If the file is not present, it will be created automatically. To view the file, use cat command which will display the contents inside /etc/mdadm.conf.

	Now, check the total space available for RAID6 using the command df –H /dev/md6. We have total 4 disks with space of 2GB each. Hence, the total storage will be 8GB, but two disks are used for fault tolerance. Therefore, the total available space is 8GB-4GB=4GB (approx).


All the processes regarding the addition of spare disks/removal of faulty disks will be same.

Conclusion

In this chapter, the RAIDs level is explained with the help of an example. In RAID array, user has learned to create different types of RAID level, adding spare disk in RAIDs, creating partitions and assigning the file system, etc. In the next part of this chapter, we will discuss openfiler and logical volume manager.

Multiple choice questions


	mdadm is used in 

	LVM

	disk partitioning

	fdisk

	RAID



	The output of blkid /dev/sdc is

	UUID along with file system

	to define mount point

	to display a list of block devices

	none of these



	RAID-1 is related to _________________.

	mirroring

	striping

	both

	none of these



	The output of lsblk 

	list of block devices

	list of users name

	list of hardware

	none of these



	Which one is good for mounting the disk?

	disk name

	UUIDs

	path along with disk name

	none of these



	RAID-10 is related to _________________.

	striping + mirroring

	only striping

	only Mirroring

	none of these



	You can create more than 2TB partition using

	parted

	 fdisk

	 cfdisk

	none of these



	RAID-5 is

	block level striping

	mirror level striping

	both

	none of these



	The function of the command mount –av is 

	mount all file system from /etc/fstab

	mount all file system from lsblk

	mount all file system from init

	none of these



	The partprobe command informs the operating system that the partition table has changed. Is it true or false?

	true

	false





Answers


	d

	a

	a

	a

	b

	a

	a

	a

	a

	a







CHAPTER 10(B)

LVM and ISCSI CentOS7/8


Introduction

This chapter deals with the introduction to LVMs, creating logical volumes, extending logical volumes, reducing logical volumes, and backup logical volume. In this chapter, we have explained the process to create Internet Small Computer System Interface (iSCSI) server on the basis of server and client model.

Structure

In this chapter, we will cover the following topics:


	Introduction to Logical Volume Manager (LVM)

	Steps to create an LVM logical volume

	Extending the volume group

	Moving one physical volume to new or existing volume group

	Resizing the LVM logical volume

	Extending the logical volume

	Reducing the logical volume

	Commands related to LVMs/VGs

	Backup and restore the Logical Volume Group

	Exporting the volume group to another Linux machine

	Introduction to Internet Small Computer System Interface (iSCSI)

	iSCSI Configuration Steps

	Introduction to Openfiler

	Scenario using Openfiler



Objective

After reading this chapter, the reader will be able to know partitions as well as configuration of logical volume groups. We have also explained the open-source web-based storage system and how to create storage using iSCSI protocol.

We know that hard disks store data and retrieve them when needed. When you are planning to install the operating system on hardware, it is mandatory to define the file system on the disk according to the requirements. The dual boot of operating system requires a partition layout along with a file system. This should be the file system for installing Linux as well as non-Linux operating system. That’s why we need to study the partitions and the file system.

Introduction to Logical Volume Manager (LVM)

The Logical Volume Manager provides tools to create virtual block devices from physical storage. It can easily manage the virtual and physical devices. In normal partition, when disk is full, application requires more space than. First of all, we have to take backup and configure the physical disks accordingly because in normal partition, we cannot extend the space. To solve these problem systems, administrator uses LVM. The following are the components of LVM:


	Physical Volume (PV)

	Physical Extent (PE)

	Volume Group (VG)

	Logical Volume (LV)
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Figure 10(B).1: Showing logical volume group


	Physical volume: This is the same as physical disks.

	Physical extent: This is a small chunk of equal size. When we combine it, it makes physical volumes, which are called Physical Extents.

	Volume group: A volume group simply combines all the physical extents of all the physical volumes to form one large logical volume group

	Logical volume: The volume group, which is a pool of disk space, by combining all physical extents of all the physical volumes. You can make partitions according to need from volume group by creating logical volumes.



Steps to create an LVM logical volume

Following are the steps to create an LVM:


	First, check if the disks are available for LVM using the command lsblk -f, as shown in Figure 10(B).2:
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Figure 10(B).2: Displaying disk info


	Select sdb, sdc, and sdd disks for creating LVM.

	Now, partition the selected disks and assign the code 8e for LVM using fdisk, as shown in Figure 10(B).3. To partition the other selected disks, you can use the same process:

[image: ]

Figure 10(B).3: Displaying partitioning process

Type 8e for LVM and then type wq to save and quit from disk utility as shown in Figure 10(B).4:
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Figure 10(B).4: Assigning Linux LVM


	Run the command lsblk –f to verify the partitions. It shows the sdb1 sdc1 sdd1.

	Now, combine the selected disks, that is, physical volume using pvcreate command, as shown in Figure 10(B).5:
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Figure 10(B).5: Creating physical volume


	Now, verify the physical volume created or not using command pvs, as shown in Figure 10(B).6:

[image: ]

Figure 10(B).6: Displaying physical volumes


	Create a Volume Group by combining the physical volumes sdb1 sdc1 sdd1 using the command vgcreate, as shown in Figure 10(B).7.
Syntax: vgcreate <Name of the volume group> <Physical Volumes>

vgcreate groupone /dev/sdb1 /dev/sdc1 /dev/sdd1
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Figure 10(B).7: Creating volume group


	Now, verify using command vgs. The size of each disk is 2 GB so that the total size of volume group (groupone) is 6 GB. The first VG centos is related to installation, as shown in Figure 10(B).8:
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Figure 10(B).8: Displaying volume group


	Create a Logical Volume using the command lvcreate, as shown in Figure 10(B).9:
Syntax: lvcreate -L <Assign space> -n <Name of lvm> <Name of volume group>
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Figure 10(B).9: Creating logical volume


	Run lvs, the command to verify that logical volume is created or not, as shown in Figure 10(B).10:
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Figure 10(B).10: Displaying logical volume


	Run the command lvdisplay to find the path of the logical volume. The command displays the number of available logical volume, but you have to choose the newly created logical volume. Then, assign the file system using mkfs.ext4 /dev/groupone/lvmone, as shown in Figure 10(B).11:

[image: ]

Figure 10(B).11: Displaying logical volume


	After finding the path of lvm, now assign the file system the lvm using the command, as shown in Figure 10(B).12:
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Figure 10(B).12: Assigning file system


	Create a directory mkdir /test to mount the newly created volume.

	Now, make it persistent using vi /etc/fstab. Then, run the command mount – av, as shown in Figure 10(B).13:
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Figure 10(B).13: Mounting directory


	Run the command df –H to check lvmone mounted or not.



Extending the volume group

In the preceding section, the volume group has been created using the disks sdb, sdc, and sdd. Now, we will extend the volume group (groupone) using the disk sdg, as shown in Figure 10(B).14:

vgextand <volume group> <Name of disk to attached>
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Figure 10(B).14: Extending volume group

Now, verify the space using the command vgs. The Figure 10(B).15 shows that volume group size has increased by 2 GB; previously it was 6 GB:
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Figure 10(B).15: Displaying volume group

Reducing the volume group

To reduce the volume group means to remove the physical disk or physical volume from volume group. You can reduce the volume group using the command as shown in Figure 10(B).16:

vgreduce <Name of Volume Group> <Disks Name>

Example: vgreduce groupname /dev/sdg1
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Figure 10(B).16: Extending volume group

Now, verify using the command vgs. The size is approx 6 GB, as shown in Figure 10(B).17:
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Figure 10(B).17: Displaying volume group

The pvs command shows that the disk is removed from the volume group (groupone), as shown in Figure 10(B).18:
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Figure 10(B).18: Displaying physical volume

Moving one physical volume to new or existing volume group

You can perform the task using the command vgsplit. To demonstrate vgsplit, we have to create another volume group by selecting the disks sde, sdf and sdg.


	Now, Partition the disk using fdisk command (steps mentioned as above), as shown in figure 10(B).19:
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Figure 10(B).19: Displaying partitions


	Now, create a physical volume using the command pvcreate /dev/sde1 /dev/sdf1 /dev/sdg1.

	Create a volume group using the command vgcreate newgroup dev/sde1 /dev/sdf1 /dev/sdg1.

	Now, split the volume group, meaning move physical volume sdb1 to a new volume group named newgroup, using the command vgsplit groupone newgroup /dev/sdb1 in split volume group, as shown in Figure 10(B).20:
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Figure 10(B).20: Splitting the volume group


	Split the volume group to move in a new volume group using the command as shown in Figure 10(B).21:
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Figure 10(B).21: Splitting vg and assign to new group

Comment out the entry /dev/groupone/lvmone inside /etc/fstab or make entry as shown in figure 10(B).22. Otherwise, the vgsplit command will not run as shown in figure 10(B).22:


[image: ]

Figure 10(B).22: Mounting directory


	Run the command pvs to verify the physical volume. The /dev/sdb1 member of newgroup volume, as shown in Figure 10(B).23:
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Figure 10(B).23: Displaying physical volume


	You can merge the two-volume group using the command vgmerge -v groupone newgroup, as shown in Figure 10(B).24:
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Figure 10(B).24: Merging volume group


	Now, check whether it is merged or not using the command vgs, as shown in Figure 10(B).25:
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Figure 10(B).25: Displaying volume group


	After merging the groupone and newgroup, the resultant group will be groupone. To verify after merging, use the command as shown in Figure 10(B).26:
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Figure 10(B).26: Displaying physical volume

To rename the groupone volume, use the command vgrename <Old volume group name> <New Volume group name>, as shown in Figure 10(B).27:

vgrename groupone newone
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Figure 10(B).27: Renaming volume group

Run the command vgs to verify whether it is renamed or not, as shown in Figure 10(B).28:
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Figure 10(B).28: Displaying volume group

Reboot the system otherwise old volume group may display.

After rebooting, mount the volume group newone along with the test directory using the command mount. The lvmone was created earlier. To permanently mount, use fstab as shown in Figure 10(B).29:
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Figure 10(B).29: Mounting directory




Resizing the LVM Logical Volume

The logical volume can be increased or decreased as per system needs. You can reduce or shrink the volume using the command lvreduce. Be careful when reducing LV’s size, because the data present in the reduced area may be lost.

Extending the logical volume

You can extend the logical volume using the following steps:


	Logical volume can be increased in size even if mounted with file system. Check the free space available to extend the logical volume using the command vgs. Figure 10(B).30 shows that 4.99g free space is available in groupone. If you want to add more space, then first extend the volume group by adding disks:
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Figure 10(B).30: Displaying volume group


	Now, extend the space by adding 2 GB free space from groupone (that is vgs) to logical volume using the command lvextend -L +2GB /dev/groupone/lvone, as shown in Figure 10(B).31:
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Figure 10(B).31: Extending space


	Run the command lvs to verify the space, as shown in Figure 10(B).32:
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Figure 10(B).32: Displaying logical volume


	To reflect the extended space in logical volume, we have to increase the file system block size using the command resize2fs /dev/groupone/lvmone. Before running the resize2fs command, check the space available in lvmone using the command df -h /dev/groupone/lvmone. The available space is 907MB. Now, run the resize2fs command, as shown in Figure 10(B).33-a and Figure 10(B).33-b:
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Figure 10(B).33-a: Verifying logical space
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Figure 10(B).33-b: Increasing space


	Run the command df -h /dev/groupone/lvmone to check whether the available space has increased or not. Figure 10(B).34 shows that the available space is 2.8 GB:
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Figure 10(B).34: Verifying the increased space




Reducing the logical volume

To reduce the logical volume, first take the backup of important data. In the following order, you can reduce the logical volume:

Unmount the file system | Reduce the file system | Reduce the LVMs from the present volume size | Check the file system if any error | Mount the file system

Let’s look at the steps in detail:


	Unmount the file system using the command umount /test.

	Reduce the file system by 1 GB using the command resize2fs /dev/groupone/lvmone 1GB, as shown in Figure 10(B).35:
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Figure 10(B).35: Reducing the space


	Run the file system checker command e2fsck as the step-2 in Figure 10(B).35 says, as shown in Figure 10(B).36:
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Figure 10(B).36: Running file checker command


	Reduce the logical volume size by 2 GB using the command lvreduce -L -2GB /dev/groupone/lvmone, as shown in Figure 10(B).37:
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Figure 10(B).37: Reducing logical volume


	Check the file system error again using the command e2fsck -f /dev/groupone/lvmone.

	Now, check the LVM space using the command lvs.



Commands related to LVMs/VGs

The following are the commands that will provide a bird’s-eye view of LVM related information.

Command 1: To deactivate the volume, use the following command:

Syntax: lvchange –an <Path of LVMs>

Example: lvchange -an /dev/groupone/lvmone.

Command 2: To activate the volume, use the command:

Syntax: lvchange -ay <Path of LVMs>

Example: lvchange -ay /dev/groupone/lvmone

Command 3: To scan hardware change in server, use the command vgscan as shown in Figure 10(B).38:
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Figure 10(B).38: Scanning vgs to apply changes

Command 4: To remove the LVMs, first find the disks that you want to remove using the command lvs -a -o +devices as shown in Figure 10(B).39:
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Figure 10(B).39: Removing disk

Command 5: To remove disks from the volume group, first unmount the related file system. Otherwise, it will show still in use. Then, run the command vgreduce groupone /dev/sdb1. The groupone is the name of volume group as shown in Figure 10(B).40:
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Figure 10(B).40: Removing group

Backup and Restore the Logical Volume Group

The backup and archives are automatically created when system administrator creates a volume group. The default location of lvms and archives are /etc/lvm/backup, /etc/lvm/archive. The vgcfgbackup creates back up of files containing metadata of VGs. If no VGs are named, back up files are created for all VGs. This DOES NOT back up the data content of LVs. It may also be useful to regularly back up the files in /etc/lvm. To use an alternative back up file, use -f. In this case, when backing up multiple VGs, the file name is treated as a template, with %s replaced by the VG name (taken from CentOS help using command man vgcfgbackup), as shown in Figure 10(B).41:
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Figure 10(B).41: Default location of lvms & archive backup

Run the cd command to switch the backup directory and then run ls command to display the meta data backup files, as shown in Figure 10(B).42:
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Figure 10(B).42: Displaying metadata of backup

Run the command cd /etc/lvm/archive, and then run ls to display the meta data archive files, as shown in Figure 10(B).43:
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Figure 10(B).43: Displaying archive metadata


	Run the command lvs to find the available volume group.

	Figure 10(B).44 shows that we have one volume group that is groupone:
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Figure 10(B).44: Displaying volume group


	Run the command vgcfgbackup to take backup for volume group groupone, as shown in Figure 10(B).45:
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Figure 10(B).45: backing up volume group


	Run the cd command to go to backup directory. Then, run the ll command to display the backup of volume group, as shown in Figure 10(B).46:
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Figure 10(B).46: Displaying backup contents


	Suppose the directory /test umount and deleted lvm is named lvmone. In that case we can recover the LVMs along with data using the backup, as shown in Figure 10(B).47:
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Figure 10(B).47: Releasing mounting

To remove logical volume, run the command as shown in Figure 10(B).48:
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Figure 10(B).48: Removing logical volume

When you run lvs, it shows lvmone deleted.


	Run the vgcfgrestore --list <Vloume group name> to find out the date and time during the backup taken. We have found my data backup date and time mentioned in Figure 10(B).49 and then copy the file location (/etc/lvm/archive/groupone_00003-1715170642.vg) and run with vgcfgrestore as shown in Figure 10(B).49:
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Figure 10(B).49: Finding date & time of backup

Figure 10(B).50 shows the date and time of data backup:
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Figure 10(B).50: Displaying date & time of backup


	Now, run the vgcfgrestore -f /etc/lvm/archive/groupone_00003-17151 70642.vg groupone, as shown in Figure 10(B).51:
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Figure 10(B).51: Restoring data


	Run the command lvs to verify whether lvm is restored or not. It shows lvms restored. When we tried to mount the lvmone along with directory, it’s unable to mount. Now, reboot the system if required. After rebooting, try to mount. The data (vishal.txt) will be recovered, as shown in Figure 10(B).52:
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Figure 10(B).52: Mounting &displaying restored data




Exporting the volume group to another Linux machine

To move the entire volume from one system to another, use the vgexport command. You can move the volume using the following steps:


	Unmount the directory associated with logical volume

	Deactivate the volume group

	Export the volume group

	Remove the disks from the server and add to the new server

	Import the volume group on new server

	Activate the volume group

	Mount with the directory



Let’s look at them in detail:


	Unmount the directory using command umount /test. If entries are present in /etc/fstab, then comment out it.

	Run the command vgchange -an groupone, as shown in Figure 10(B).53:
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Figure 10(B).53: Changing volume group attribute

groupone is the name of volume group that you created. If any problem, occur first of all deactivate and then export

Now, verify the volume group inactive using command lvscan, as shown in Figure 10(B).54
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Figure 10(B).54: Scanning logical volume group


	Now, export the volume group so that the system cannot access it, use command vgexport groupone, as shown in Figure 10(B).55:
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Figure 10(B).55: Exporting volume group


	Shutdown the system, if any, and remove the disk and plug into the new server. To demonstrate this, create a new virtual machine and attach the Oracle Virtual Box HDD file from the old to new one.

	Activate the volume group using the command vgchange -ay groupone.

	Mount the file system using lvm.



Introduction to Internet Small Computer System Interface (iSCSI)

iSCSI is a block level protocol which is used for storage devices over TCP/IP Networks. The terms used in iSCSI are target and initiator. The target indicates a remote iSCSI server. On the other hand, the iSCSI Initiator indicates the client machine. The client will access the data using iSCSI sever, which is shared as shown in Figure 10(B).56:
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Figure 10(B).56: Demonstration of iscsi initiator & target

iSCSI server specification

The following software/hardware are required to configure iscsi server:








	
Specification


	
Server or Target


	
Client or Initiator





	
Operating System


	
CentOS7


	
CentOS7





	
Memory


	
6GB


	
4 GB





	
HDD


	
2GB for Demo


	
NA





	
Hostname


	
targetserver


	
client





	
Fully Qualified Domain


	
targetserver.test.local


	
client.test.local





	
iSCSI


	
Allow


	
Allow





	
IP address


	
192.168.1.108/24


	
192.168.1.109/24






Table 10(B).1: iscsi server specification using opensource

iSCSI configuration steps

Now, configure the iscsi so that it can accept the incoming request for iSCSI server. We know that Linux operating system supports iSCSI storage like Windows operating system. This is only for conceptual learning. In production environment, hardware/virtual appliance storage are used. The iSCSI server has one network interface card with the IP address on NIC is 192.168.1.108 (on virtual box it’s on bridge mode or set on NAT). To install the iscsi server packages, the servers connected to the switch. Internet should be available on iscsi server as well as client machine. The client can access the iscsi server from client machine (Linux), as shown in Figure 10(B).57:
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Figure 10(B).57: Network of iscsi initiator & target

The terminology related to iSCSI server are given below:


	iSCSI Target: This is known as iSCSI server, where we can configure the iscsi server for storage. The iSCSI target name format –iqn.YYYY.MM.reversedomainname:Identifier

	iSCSI Initiator: The iSCSI initiator discovers the iscsi server to use the storage. This is related to client.

	IQN: This is used for identifying the iscsi server(target) and client (initiator).

	Backend Storage: This is related to storage device provided by iscsi.

	Access Control List (ACL): It contains the list of iscsi client (access list or permission) to access iscsi storage.

	LUN (logical unit number): This is a backend storage device like partitions, volumes, and files shared through target. In other words, LUNs denotes the size of disk/partitions, or you can assign logical unit numbers (LUNs) to a bunch of disk-sized or smaller volumes.

	Portal: The IP address and port, a target, and initiators are used to establish the connections.

	Target Portal Group: This is the collection of IP addresses and ports to which iscsi targets will listen.

	Fileio: This is a file on the file system that has been created with a predefined size. This is basically used for deploying the iso images over the network.

	Ramdisk is the copy of RAM processes.

	PSCSI provides a new method of access to SCSI storage devices.

	Login: Authentication provides an initiator to access LUNs on the target.

	Discovery- The discovery defines the process of how an initiator finds the targets which stores the information locally for future use. Discovery is done by the iscsiadm command.



The followings are the steps to create the iscsi server:


	First, we need to create partitions for storage. Then, check the availability of disks for the partition using the command lsblk. We have selected sdb and sdc, as shown in Figure 10(B).58:
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Figure 10(B).58: Displaying block devices


	Assign the domain name to the iscsi server as well as client machine in /etc/hosts file. Open the file /etc/hosts in vi editor. Here, we have shown the content of the /etc/hosts file, that is, how it looks like after assigning the domain name, as shown in Figure 10(B).59:
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Figure 10(B).59: Displaying hosts information


	Create physical volume using the disks /dev/sdb and /dev/sdc using the command pvcreate /dev/sdb /dev/sdc. Don’t format the disks or partitions, as shown in Figure 10(B).60:
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Figure 10(B).60: Displaying physical volume


	Create volume group using the disks /dev/sdb and /dev/sdc using the command vgcreate <name of the group> <.Disk Path1> <Disk Path2> and so on. Example, vgcreate iscsigroup /dev/sdb /dev/sdc, as shown in Figure 10(B).61
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Figure 10(B).61: Creating iscsi group


	Finally, create a logical volume from the volume group (VG) using the command lvcreate -L <Size of lvm> -n <Name of the logical volume> <Name of VG>. Example lvcreate -L 1G -n testlvm iscsigroup, as shown in Figure 10(B).62:
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Figure 10(B).62: Creating logical volume


	Now, run the command lsblk to check whether lvm is created or not as shown in Figure 10(B).63:
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Figure 10(B).63: Displaying iscsi volume group


	Now, install package for the iscsi target using the yum command, as shown in Figure 10(B).64:

[image: ]

Figure 10(B).64: Installing iscsi target


	Enable the target service at boot time using the command systemctl enable target, as shown in Figure 10(B).65:
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Figure 10(B).65: Enabling iscsi target at boot time


	Start the target service using the command systemctl start target, as shown in Figure 10(B).66:


[image: ]

Figure 10(B).66: Starting iscsi target


	Now, enter the iscsi target shell to configure the iscsi using the command targetcli, as shown in Figure 10(B).67:
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Figure 10(B).67: Displaying iscsi target prompt


	Run the ls command to check whether any iscsi configuration is present or not. Figure 10(B).68shows that it’s empty:
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Figure 10(B).68: Checking iscsi configuration


	Now, create a backend storage using the logical volume /dev/iscsigroup/testlvm as a block for storage object. After typing the command, create and then use the tab key two times. It will provide the information about what should be the next command syntax. The backstore is Linux block device, for example /dev/sdx, as shown in Figure 10(B).69
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Figure 10(B).69: Creating block storage


	To create iscsi target, run the command cd iscsi and then run the command as shown in Figure 10(B).70:
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Figure 10(B).70: Creating iscsi target


	Now, add the LUN to the iscsi target. First, move to LUN using cd command and then, run the command create /backstore/block/idiskone, as shown in Figure 10(B).71:
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Figure 10(B).71: Creating LUN 0


	To protect iscsi target from unauthorized users, run the cd ../acls command to move in the ACL directory and then run the command create iqn.2020-12.local.test:idiskone:client. The ACL (Access control list) will be created and mapped to LUN0, as shown in Figure 10(B).72:

[image: ]

Figure 10(B).72: Protecting from unauthorized access


	First of all, remove the IP address, that is, 0.0.0.0 using the path cd /iscsi/iqn.2020-12.local.test:idiskone:client/tpg1/portals and run the command delete 0.0.0.0 3260. After that, assign the iscsi target IP address, that is, 192.168.1.108 using the command create 192.168.1.108 and then run cd /. Now, to save the configuration, run the command saveconfig or exit. To display the entire configuration, run the command cd / to move root directory and then run the command ls, as shown in Figure 10(B).73:
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Figure 10(B).73: Displaying iscsi configuration

If you do not assign the IP address as mentioned in step-16, then it will create error connection refused. In other words, when you try to connect the iscsi server using the client machine, the client machine is unable to access the iscsi server. To avoid the connection, refuse the error, assign the IP address, and default gateway to the server as well client machine.


	To save the configuration, run the command saveconfig or exit from targetcli. If you run the saveconfig command, then you have to run the exit, as shown in Figure 10(B).74:
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Figure 10(B).74: Saving configuration

OR


	Run the command exit. It will automatically save the configuration and quit the targetcli, as shown in Figure 10(B).75:
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Figure 10(B).75: Quitting from configuration


	Now, allow the port 3260 in Linux firewall using the command as shown in Figure 10(B).76:
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Figure 10(B).76: Allowing in firewall




Client-side configuration (iscsi initiator)

The following steps are required to configure the iscsi initiator:


	Now, go to client machine, that is, client and install the iscsi-initiator-utils package for the configuration iscsi-initiator to access the iscsi target. When you run yum command along with –y switch, it will not ask about confirmation for the installation of the package, as shown in Figure 10(B).77:
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Figure 10(B).77: Installing iscsi initiator utility


	Copy or type the initiator’s name from the iscsi target (server) and paste into the client machine file /etc/iscsi/initiatorname.iscsi and comment default initiator, if not in use. Access the iscsi server using targetcli and run ls command, then it will display iscsi target name, as shown in Figure 10(B).78:
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Figure 10(B).78: Displaying iscsi target name


	Open the file /etc/iscsi/initiator.iscsi in vi editor using the command vi /etc/iscsi/initiatorname.iscsi and type the iscsi target name iqn.2020-12.local.test:idiskone:client to save and quit from vi editor; use Esc + :wq, as shown in Figure 10(B).79:
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Figure 10(B).79: Opening the initatorname configuration file


	Now, the file /etc/iscsi/initiatorname.iscsi looks like as shown in Figure 10(B).80:
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Figure 10(B).80 Pasting iscsi target name


	Now, enable the iscsi service at boot time using the command as shown in Figure 10(B).81:
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Figure 10(B).81: Enabling iscsi service


	Discover the target (iscsi server) using the command (iscsiadm --mode discovery --type sendtargets --portal 192.168.1.108 --discover) as shown in Figure 10(B).82. The figure shows the target discovered by the client machine:
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Figure 10(B).82: Searching iscsi target


	Now, login in to the iscsi target server using the command, as shown in Figure 10(B).83:
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Figure 10(B).83: Login at iscsi target


	The session is created. Now, verify the logical unit number using the command lsscsi. The lsscsi displays a list of iscsi devices and its attributes, as shown in Figure 10(B).84:
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Figure 10(B).84: Verifying logical unit


	Now, assign the file system to the /dev/sdh using the command mkfs.xfs /dev/sdh, as shown in Figure 10(B).85:
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Figure 10(B).85: Assigning file system


	Verify that file system to the disk /dev/sdh is assigned or not, using the command blkid /dev/sdh, as shown in Figure 10(B).86:
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Figure 10(B).86: Verifying disk status


	Now, create a script to automatically log in to the iscsi server during the boot using crontab -e. First, create a file and write the command along with the parameter, and save with extension .sh inside the created directory, as shown in Figure 10(B).87:
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Figure 10(B).87: Creating directory


	The contents of the script are enabled to automatically log in during booting on iscsi. The target is given below:
iscsiadm --mode node --targetname iqn.2020-12.local.test:idiskone:client –login

Create a script named iscsi.sh inside /testscript, as shown in Figure 10(B).88:
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Figure 10(B).88: Creating script


	Now, iscsi.sh file will be opened and paste the script in the file iscsi.sh. To save and quit, press Esc + :wq, as shown in Figure 10(B).89:
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Figure 10(B).89: Script


	You can log out from the iscsi server using the command, as shown in Figure 10(B).90. When you try to log out from iscsi server, it will display error 28-device or resource in use. To log out without error, first of all, you have to unmount the disk using the command umount /dev/sdh /name of directory:
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Figure 10(B).90: Logout from iscsi server


	Now, create directory to use the /dev/sdh for storing the data. Run the command mkdir /storage, as shown in Figure 10(B).91:
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Figure 10(B).91: Creating directory


	Mount the disks /dev/sdh using /etc/fstab along with /storage and file system (the file system on /dev/sdh is xfs as shown in step-28). We have used _netdev in place of default because the _netdev options confirm that mount only occurs after a network connection has been established. Open the file /etc/fstab in vi editor and enter the values /dev/sdh /storage xfs _netdev 0 0. To save and quit, press Esc + :wq, as shown in Figure 10(B).92:
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Figure 10(B).92: Defining mount point


	Create an empty file inside the directory /storage using the command touch /storage/vishal.text as shown in Figure 10(B).93:
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Figure 10(B).93: Creating empty file


	Run the lsblk command that will display the iscsi storage with mounting point, as shown in Figure 10(B).94.
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Figure 10(B).94: Showing iscsi storage

The details about lsblk column are given below:


	Name: This represents the name of device, that is, sda, sdb, or sdc etc.

	MAJ:MIN: It used by Linux kernel internally to manages the devices. The MAJ number 8 is for iscsi, 3 for IDE, Optical drive 11, etc.

	RM: This denotes the removable devices like USB. If 1 means removable device is used, then 0 means non-removable devices that is sda or sdh, etc.

	RO: This represents the read-only mode. If RO is 0, means not read-only mode.

	TYPE: It is related to the type of disks or block devices or partitions.

	MOUNTPOINT: You cannot read/use the disk without mount point.



	You can find the iscsi session using the command as shown in Figure 10(B).95:
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Figure 10(B).95: Displaying iscsi session




Introduction to Openfiler

The openfiler is an open-source operating system, which provides the network attached storage as well as block storage. The installation process of openfiler is very simple like CentOS7 installation. You can download the iso image of openfiler 64bit from the web site https://www.openfiler.com/community/download. The default username is openfiler and default password is password. You can change the password after accessing the openfiler web access of openfiler. After installation, the openfiler displays the IP address along with port number for accessing its web interface. You can access the openfiler using the syntax https://openfiler<IP Address>:446/.

Scenario using Openfiler

First, install the openfiler on oracle virtual box and access its web page from client machine using the assigned IP address. The openfiler web page has a number of options to configure the storage. We will discuss the storage configuration using web access. In production environment, hardware/virtual appliance storage are used. The Openfiler (iSCSI server) has one network interface card, the IP address on NIC is 192.168.1.111 (if using virtual box, it should be on bridge mode). The Openfiler and client machine are connected to the switch. We will not cover the installation part of openfiler. We have added four more fixed size disk on openfiler, after the installation as shown in Figure 10(B).96:
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Figure 10(B).96: Network diagram of iscsi server & client

When you create a new virtual machine on oracle virtual box, use Fixed size disk option under the create virtual hard drive. Because fixed disk size provides good performance for configuring the iscsi server, as shown in Figure 10(B).97:
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Figure 10(B).97: Creating virtual fixed size disk

The following are the steps to configure the openfiler:


	Access the web interface of openfiler in chrome or any web browser using the URL https://192.168.1.111:446. Then, it will display the page, click on proceed to 192.168.1.111 (unsafe), as shown in Figure 10(B).98:
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Figure 10(B).98: Accessing the openfiler


	Enter username openfiler and password and then click on Login button as shown in Figure 10(B).99:

[image: ]

Figure 10(B).99: Login page


	The status page will be displayed, which contains default configuration related information, as shown in Figure 10(B).100


[image: ]

Figure 10(B).100: Showing default configuration


	To configure the iscsi service, click on Services tab and then click on enable under iscsi target and iscsi initiator. Finally, click on start on both target and initiator one by one, as shown in Figure 10(B).101:

[image: ]

Figure 10(B).101: Displaying iscsi service


	After enabling and starting the services, the web page looks like as shown in figure. We have marked start where the changes occur, as shown in Figure 10(B).102

[image: ]

Figure 10(B).102: Enabling iscsi service


	Go to the System tab to verify network configuration settings. The figure shows that network configuration is okay because the IP address 192.168.1.111 that we were assigned is shown in network configuration page, as shown in Figure 10(B).103:

[image: ]

Figure 10(B).103: Displaying network configurations


	Now, allow the subnet or the single system to access the shared hosts. To complete this task, click on system tab, then type name, network host, subnet mask and select the type shared and then click on Update button, as shown in Figure 10(B).104:/p>

[image: ]

Figure 10(B).104: Allowing IP address

We have allowed 192.168.1.0/24 subnet to access the shared storage and finally the page looks like as shown in Figure 10(B).105:


[image: ]

Figure 10(B).105: Displaying page after allowing IP


	Click on the Volumes tab, and then click on Block Devices. This will display the list of disks added to the openfiler. We have added four additional disks to demonstrate how to configure iscsi server. Click on /dev/sdb SCSI, as shown in Figure 10(B).106:

[image: ]

Figure 10(B).106: Showing additional disk


	This will display the create partitions windows. Now, select Mode primary, Partition type Physical Volume and then click on Create button, as shown in Figure 10(B).107:

[image: ]

Figure 10(B).107: Assigning partition type


	Now, the physical volume is created. Click on Volume Group under the volume tab to create a volume group, as shown in Figure 10(B).108:

[image: ]

Figure 10(B).108: Displaying volume group


	Create a new volume group windows will be displayed. Type the Volume group name without spaces and put a check mark on Select physical volumes to add and then click on Add volume group button. After that, click on Add Volume link on the right side of Windows, as shown in Figure 10(B).109:

[image: ]

Figure 10(B).109: Creating new volume group


	In the Volumes Group for iscsigroup (created by you), click on Change (if more than one iscsi group is available). Now, scroll down the Select Volume Group page and then type the Volume Name, Volume Description and use the word slider to assign the space as well as select the file system/volume type. The volume type should be block. Finally, click on Create button. You can create a number of iscsi volume depending on your need, as shown in Figure 10(B).110:

[image: ]

Figure 10(B).110: Allocating space


	The figure shows that iscsi volume is created, as shown in Figure 10(B).111:
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Figure 10(B).111: Displaying iscsi volume


	Click on the Volumes tab and then click on iscsi Target link, as shown in Figure 10(B).112:
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Figure 10(B).112: Displaying volume group


	Click on Add button to add the siqn to make a new target, as shown in Figure 10(B).113:

[image: ]

Figure 10(B).113: Adding iscsi target


	Click on Network ACL tab to allow the subnet 192.168.1.0/24 to access the iscsi block devices. Select Allow under access section and then click on Update, as shown in Figure 10(B).114:
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Figure 10(B).114: Allowing network


	Now, select the transfer mode blockio, and then click on Map button to create a Logical Unit Number (LUNs), as shown in Figure 10(B).115:
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Figure 10(B).115: Mapping LUNs


	Now, go to client machine, that is, Linux machine and copy the iscsi target name which is displayed on the web interface under the iscsi Target link. Target name is iqn.2006-01.com.openfiler:tsn.9e159d97bb13 and paste it in to the file /etc/iscsi/initiatorname.iscsi and then restart the iscsid service using the command systemctl restart iscsid. Now, open the file in vi editor as shown in Figure 10(B).116:

[image: ]

Figure 10(B).116: Opening iscsi file

Press I to go insert mode and paste iscsi target name, as shown in Figure 10(B).117:
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Figure 10(B).117: Assigning iscsi target on client

Then press Esc + :wq and then the enter key to save and quit from vi editor.


	Now, restart the iscsi service on client machine using the command systemctl and restart iscsid, as shown in Figure 10(B).118:

[image: ]

Figure 10(B).118: Restarting services


	Discover the target (iscsi server) using the command as shown in figure. Figure 10(B).119shows that target is discovered by the client machine:

[image: ]

Figure 10(B).119: Searching iscsi target


	Now, log in to the iscsi target server using the command as shown in Figure 10(B).120:

[image: ]

Figure 10(B).120: Login on iscsi target server


	The session is created. Now, verify the logical unit number using the command lsscsi. The lsscsi displays the list of iscsi devices and its attributes, as shown in Figure 10(B).121:
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Figure 10(B).121: Displaying disk unit


	Now, partition the disk /dev/sdh using the fdisk or any other tools. We have partitioned the disk using fdisk /dev/sdh and assign the file system xfs using the command mkfs.xfs /dev/sdh, to mount the /dev/sdh create a directory /demo on client machine as shown in Figure 10(B).122
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Figure 10(B).122: Assigning file system


	Verify that the file system to the disk /dev/sdh is assigned or not using the command blkid /dev/sdh as shown in Figure 10(B).123
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Figure 10(B).123: Displaying device id & file system


	These are optional steps from 25 to 27 if you are using multipath configuration. In step-18, multiple iscsi target is running. To log in on different iscsi target, we have to enable multipath login. To enable multipath login, install the packages related to multipath configuration on iscsi server, that is, targetserver (not on client machine) as shown in Figure 10(B).124:
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Figure 10(B).124: Installing multipath packages


	Now, edit the file vi /etc/multipath.conf for multiple iscsi target login. Set the line find_multipaths yes to no or comment it out, as shown in Figure 10(B).125:
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Figure 10(B).125: Enabling multipath


	Now, run the tools mpathconf to enable the multipath configuration as shown in Figure 10(B).126:
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Figure 10(B).126: Enabling multipath


	Restart the iscsi server using the command systemctl restart target as shown in Figure 10(B).127:
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Figure 10(B).127: Restarting service


	Now, create a script on the client machine to automatically log in to the iscsi server at boot time using crontab -e. First, create a file and write the command along with parameter and save with extension .sh inside the created directory named /testscript under root, as shown in Figure 10(B).128:
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Figure 10(B).128: Creating directory


	We should also paste iscsi server (already configured using CentOS7) in the login path which is running on CentOS7. The first path is related to Openfiler and the second is related to CentOS7-based iscsi target server. Hence, you can access both block devices at the same time, which are running on Openfiler and CentOS7. The contents of the script will enable automatic login during boot time on iscsi targets given below:
iscsiadm --mode node --targetname iqn.2006-01.com.openfiler:tsn.9e159d97bb13 –login

iscsiadm --mode node --targetname iqn.2020-12.local.test:idiskone:client --login

Now, create a script named iscsi.sh inside /testscript, as shown in Figure 10(B).129:
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Figure 10(B).129: Creating scripts


	Now, iscsi.sh file will be opened, paste the script in the file testiscsi.sh. To save and quit, press Esc + :wq, as shown in Figure 10(B).130:
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Figure 10(B).130: Log in on iscsi target


	Run the crontab –e and press Enter key. This will open the crontab file and then press I to move in insert mode and set the script path as shown in Figure 10(B).131. To save and quit, press Esc + :wq.
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Figure 10(B).131: Setting cronjob to execute scripts

Set the script path, as shown in Figure 10(B).132:
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Figure 10(B).132: Executing scripts at boot time


	Run the command lsblk to verify that the disk is online or not, as shown in Figure 10(B).133:
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Figure 10(B).133: Displaying block devices


	You can log out from the iscsi server using the command, as shown in Figure 10(B).134 When you try to log out from iscsi server, it will display error 28-device or resource in use. To log out without error, first of all, you have to unmount the disk, using the command umount /dev/sdh1 /demo this step-34 is related to step-35:
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Figure 10(B).134: Logout from iscsi server


	Now, create a directory to use the /dev/sdh for storing the data. Run the command mkdir /demo, as shown in Figure 10(B).135:
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Figure 10(B).135: Creating directory


	The big question is how to identify which disk belongs to the iscsi target. You can solve this issue before logging in to the iscsi server from the client machine, verify the list of available block devices before logging in using the command lsblk. And after logging to the iscsi server, verify the available block devices and compare it with before login and after login. Then, you can find which one belongs to the iscsi servers. Before logging in to iscsi server, the details of available block devices should be on the client machine, as shown in Figure 10(B).136:
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Figure 10(B).136: Displaying block disks

The disks from sda to sdg before iscsi configuration or before iscsi server login. The disks details after login in to the iscsi server, as shown in Figure10(B).137:
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Figure 10(B).137: Displaying list of block devices


	Now, find out the UUID of disks or partition using the blkid command. The advantage of using UUID to mount the disk, it is independent from the slot disks that have been attached on motherboard. The other advantage we can understand with the help of example. Suppose if operating system decides to change the assigned driver’s name due to some internal issues, then you cannot identify which drive is related to you for saving the data. Now, run the command blkid along with partition or disk, then it will return the UUID of disk or partition, as shown in Figure 10(B).138:
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Figure 10(B).138: Displaying disk id


	Mount the disks /dev/sdh using UUIDs along with the storage and file system (the file system on /dev/sdh is xfs as shown in step-28). We have used _netdev in place of default because the _netdev options confirm that the mount is only visible after a network connection has been established. Open the file /etc/fstab in vi editor and enter the UUID values. To save and quit, press Esc + :wq, as shown in Figure 10(B).139:
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Figure 10(B).139: Mounting disk


	Create empty files inside the directory /storage, using the command touch /storage/vishal.text as shown in Figure 10(B).140:

[image: ]

Figure 10(B).140: Creating empty file


	Run the lsblk command that will display the iscsi storage with mounting point, as shown in Figure 10(B).141:
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Figure 10(B).141: Displaying block of devices




Conclusion

There are a number of tools available in Linux to partition the disk as well as to create LVM. In this chapter, we have learned how to create logical volumes, backup, restoring the logical volume, and iscsi protocol. When you are working with Linux environment, always try to study the manual pages of specific commands which are available free of cost. In the next chapter, we will discuss the yum server and its configuration.

Multiple choice questions


	touch can create __________________________.

	empty file

	disk partitioning

	both a & b

	none of these



	The mpathconf is used to configure __________________________.

	UUID along with file system

	defined mount point

	display a list of blocked devices

	enable multipath



	The openfiler uses which one port?

	3300

	3270

	3190

	446



	The output of lsblk is a __________________________.

	list of block devices

	list of users name

	list of hardware

	none of these



	Which file system has a journaling feature?

	ext

	ext3

	both a & b

	none of these



	Which one storage system has good performance?

	SAN

	NAS

	SAM

	none of these



	You can create more than 2TB partition using

	parted

	 fdisk

	cfdisk

	none of these



	To restart the iscsi target, which of the following commands is used?

	systemctl start target

	systemctl on target

	systemctl restart target

	none of these



	The function of the command mount –av is 

	mount all file system from /etc/fstab

	mount all file system from lsblk

	mount all file system from init

	none of these



	The saveconfig command informs the openfiler to save the changes:

	true

	false

	none





Answer


	a

	d

	d

	a

	b

	a

	a

	c

	a

	a







CHAPTER 11

YUM Server


Introduction

The software installation on the Linux operating system is different from the non-Linux operating system. In closed-source operating system, the users can download the software from the Internet and install on the operating system. Linux is an open-source operating system. If you want to install the software packages on Linux, then it requires an internet connection, or you have to configure the server locally for the installation of packages. This sever is known as YUM server. YUM is a tool used for the installation of Linux packages using the Internet (if YUM server is not running) or you can install the packages using the local YUM server. The YUM tools have a number of switches for the installation/query/removal of the packages. In CentOS 8, the yum is replaced by dnf. We will discuss about both the tools.

Structure

In this chapter, we will cover the following topics:


	Introduction to the YUM server

	Scenario for the YUM server using FTP

	Scenario for the dnf server using Apache on CentOS8

	YUM/DNF server behind Squid proxy

	Removing/adding packages using YUM



Objective

This chapter explains how to configure the local yum repository in Linux step by step and how to define base url and gpg check keys. User will learn how to List packages, get package information, search specific package, and install, and remove individual package or group packages with yum command using scenario.

Introduction to YUM Server

YUM is also known as Yellowdog Updater Modified. This is a package management utility tool which uses Redhat Package Manager (RPM). The Linux packages basically contain the compressed files, binaries, libraries, etc. All the packages are packed into a single file along with .rpm known as Redhat Package Manager. The RPM package manager allows the user to install, delete, upgrade, query, and verify packages on Linux systems, whereas YUM is a repository management tool which provides the specific package along with its version. Repositories are a type of container which holds packages that will be used by YUM. YUM is a command line utility. YUM allows for automatic updates and resolves the package dependencies based on RPM-based distributions. There are eight repositories in CentOS7 as shown in figure 11.1:


[image: ]

Figure 11.1: Switching on the yum directory

Scenario for the YUM server using FTP

Now, configure the YUM server so that it can accept the incoming request from client machine. We know that the Linux operating system supports software installation only from YUM, not like windows operating system. In a production environment, there are a number of client machines running then you have to configure more than one or two YUM server (it depends on the number of client availability, so that it may accept the request from multiple clients to balance the load). The YUM server has two network interface card the IP address on first NIC is assigned by NAT (Adapter-1 is set on NAT mode on virtual box) and the second interface has IP address 192.168.1.115 (set on Internal mode), so that the client machine can communicate with the YUM server. We have shown only one interface on the YUM server machine. But you have to add two, that is, first on bridge mode and second on internal mode. The client’s machine IP address is 192.168.1.110. The Network Interface Card of the client machine (only one NIC) is set on Internal Mode. The YUM servers are connected to the switch. The client machine can access the YUM server as shown in figure 11.2:
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Figure 11.2: Scenario for YUM

The followings steps are required to configure the YUM server as follows:


	First, mount the CentOS7/8 DVD on the YUM server using the command as shown in figure 11.3:

[image: ]

Figure 11.3: Mounting cdrom


	Create a directory testrepo under the /var/ftp/pub/testrepo directory. I have copied all the files and folder under the /pub directory because we will configure the YUM server using FTP as shown in figure 11.4:


[image: ]

Figure 11.4: Creating directory


	Copy all the files from mount point, that is, /mnt inside the directory /var/ftp/testrepo as shown in figure 11.5. The figure 11.5 shows that data is copying:

[image: ]

Figure 11.5: Copying directories and files on /testrepo


	Client machine will fetch the data from YUM server using FTP. Hence, we must install the FTP service on YUM server as shown in figure 11.6:
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Figure 11.6: Installing vsftpd


	Now, enable the vstfpd at boot time and start the service using the command as shown in figure 11.7:

[image: ]

Figure 11.7: Enabling service


	Now, create a file under the directory /etc/yum.repos.d/testrepo.repo using VI editor as shown in figure 11.8:
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Figure 11.8: Accessing repo file


	Now, add the following lines in testrepo.repo as shown in figure 11.9:

[image: ]

Figure 11.9: Configuring repository

To save and exit, press Esc + :wq.


	Now, allow the port 21 (FTP) in firewalld and then, restart the firewalld using the command as shown in figure 11.10:


[image: ]

Figure 11.10: Reloading firewall


	If there are any issues during the installation of packages from the client machine due to firewalld, then add ftp as service on YUM server firewalld using the command as shown in figure 11.11:

[image: ]

Figure 11.11: Adding FTP and reloading firewall


	Go to client machine and create a file with the same name as you have created on the YUM server machine using the VI editor. We know that default home directory for FTP is /var/ftp/pub. Hence, no need to provide /var/ftp/pub/testrepo in baseurl parameter. Only the address, that is, ftp://192.168.1.12/pub/testrepo needs to be provided. Open the file /etc/yum.repos.d/testrepo.repo using VI editor and add the following lines as shown in figure 11.12:
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Figure 11.12: Assigning ftp address on client machine YUM file


	Now, try to install the telnet-server package as shown in figure 11.13. The figure 11.13 tells that the telnet-server is installed:
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Figure 11.13: Trying to install telnet-server


	Now, verify that telnet-server is installed or not using the command rpm –qa telnet-server. The q is used for querying the package and a means all as shown in figure 11.14:

[image: ]

Figure 11.14: Querying telnet package




Scenario for the dnf server using Apache on CentOS8

Now, configure the dnf server (YUM is replaced by dnf) so that it can accept the incoming request from the client machine. We know that Linux operating system supports software installation only from yum/dnf, not like windows operating system. In a production environment, there are a numbers of client machine running then you have to configure more than one or two yum/dnf server (it depends upon the number of client availability. So that it may accepts the request from multiple clients to balance the load). The dnf server has two network interface card the IP address on first NIC is 192.168.1.115 and the IP address on second NIC is assigned by NAT, or you can set on bridge mode (for this set the virtual box adapter on NAT mode or bridge mode). So that client machine can communicate with dnf server. We have shown only one interface on dnf server machine. But you have to add two, that is, second on bridge mode or NAT for Internet traffic and first on internal mode. The client machine IP address is 192.168.1.110. The client machine has only one network interface card and it is set on internal mode on virtual box. The dnf servers connected to the switch. The client machine can access the dnf server as shown in figure 11.15:
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Figure 11.15: Scenario for YUM using Apache


	Login into the CentOS8 dnf server using the username and password, and then open the terminal as shown in figure 11.15. I have changed the hostname local host to dnfserver, so that the user identifies the server. The procedure to changing the hostname will be the same as in CentOS8. Now, open the file vi /etc/hostname and go to insert mode by pressing I, then type hostname dnfserver. To save and quit, press Esc+:wq as shown in figure 11.16:
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Figure 11.16: Assigning hostname

Press I and type hostname dnfserver. To save and quit, use Esc + :wq.


	Run the command /usr/lib/system/system-hostnamed to apply the changes. You can see the changes by opening the new tab in the same terminal as shown in figure 11.17:
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Figure 11.17: Applying changes


	Run the command ls /etc/yum.repo.d to find out the entire list of existing repository file as shown in figure 11.18:
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Figure 11.18: Listing files


	Now, move the entire existing repository file as shown in figure 11.19 to another location, that is, /tmp using the command as shown in figure 11.19:
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Figure 11.19: Moving files


	Create a directory localdir to create a repository, that is, copy the DVD inside localdir under the / (root) as shown in figure 11.20:
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Figure 11.20: Creating directory


	Now, create a repository file using the command touch /etc/yum.repos.d/test.repo to configure local dnf server. The extension of file must be .repo as shown in figure 11.21:
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Figure 11.21: Creating empty file


	Now, check the permission of the file using command ls –l /etc/yum.repos.d. The owner has read and write permissions, but not execute permissions, and group and other have only read permission. Hence, you need to set the permission (if not tally as shown in figure 11.23) using the command chmod u+rw, g+r, o+r /etc/yum.repos.d/test.repo as shown in figure 11.22:
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Figure 11.22: Listing permission


	Now, mount the CentOS8 DVD on dnf server using the command mount /dev/cdrom /mnt as shown in figure 11.23:
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Figure 11.23: Mounting cdrom


	Switch to the mount point /mnt using cd command and copy all the contents inside directory localdir as shown in figure 11.24:
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Figure 11.24: Switching on mounting point


	Open the file test.repo using VI editor and add the following lines as shown in figure 11.25:
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Figure 11.25: Accessing test.repo

Press I to go into insert mode and add the lines as shown in figure 11.27. To save and exit, press Esc + :wq as shown in figure 11.26:
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Figure 11.26: Configuring YUM file


	To install required packages for creating, configuring, and managing local repository, use the command as shown in figure 11.27:

[image: ]

Figure 11.27: Installing packages


	Now, run the command createrepo to create a repository as shown in figure 11.28:
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Figure 11.28: Creating repository


	Run the command yum clean all to clean the temporary files for repository as shown in figure 11.29:

[image: ]

Figure 11.29: Cleaning all temp files


	Now, verify the local repository using the command as shown in figure. The figure shows the local repository is working, which I have created under the file /etc/yum.repos.d/test.repo shown in figure 11.30:

[image: ]

Figure 11.30: Displaying local repository


	The command ls shows that repository is created as shown in figure 11.31:
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Figure 11.31: Listing repo data


	Install the httpd package for local yum server. If it asks for confirmation, type y and then press the Enter key as shown in figure. You may use dnf or yum for package installation as shown in figure 11.32:
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Figure 11.32: Installing httpd


	Now, enable the httpd at boot time using the command as shown in figure 11.33:
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Figure 11.33: Enabling httpd


	Restart the httpd using the command as shown in figure 11.34:

[image: ]

Figure 11.34: Restarting Apache


	First check the status of network interface, that is, in which zone it belongs using the command as shown in figure, and then allow the httpd in firewalld, using the command as shown in figure 11.35:

[image: ]

Figure 11.35: Checking status of interface zone


	Now, separate the local and the Internet traffic on the basis of enp0s3 interface (for internal) and enp0s8 interface (for the Internet). The local yum server traffic moves via enp0s3. Hence, we have configured the Oracle vbox adapter-1 on internal mode so that clients may communicate with the local yum server to install the packages. The Adapter-2 is set on NAT mode because the yum server or dnf server updates time to time. Now, set the enp0s3 interface on internal mode using the command, and then reload the firewalld to apply changes as shown in figure 11.36:
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Figure 11.36: Reloading firewall


	Now, allow httpd for internal zone in firewalld as shown in figure 11.37:
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Figure 11.37: Adding http and https


	To configure Apache web server, access the file /etc/httpd/conf/httpd.conf in VI editor using the command vi /etc/httpd/conf/httpd.conf. Press I to go into insert mode and change the lines as shown in figure. To save and quit, press Esc + :wq as shown in figure 11.38:

[image: ]

Figure 11.38: Configuring apache for yum


	Now, move the welcome.conf file inside the /test directory (created under /, that is, root) so that the repository directory may work as shown in figure 11.39:
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Figure 11.39: Moving file


	To check the configuration of http, run the command httpd –t as shown in figure 11.40:
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Figure 11.40: Verifying Apache configuration


	Restart the httpd using the command as shown in figure 11.41:
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Figure 11.41: Restarting apache


	Now, check the status of selinux using the command getenforce as shown in figure. Suppose if selinux is not enforcing it, then enforce it using the command setenforce as shown in figure 11.42:
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Figure 11.42: Displaying selinux status


	Run the command ls -Za /localdir. This shows that the selinux permission on /localdir is running under default mode, that is, system object. Hence, we need to change the selinux permission as shown in figure 11.43:
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Figure 11.43: Displaying files


	Now, check the selinux permission of apache directory using the command ls –Za /var/www/html. This shows apache directory running under selinux permission, that is, httpd as shown in figure 11.44:

[image: ]

Figure 11.44: Displaying selinux context


	Now, you need to assign the local repository, that is, /localdir permission same as /var/www/html selinux permission as shown in figure 11.45:
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Figure 11.45: Assigning selinux context on /localdir


	Now, check the repository /localdir selinux permission using the command ls -Za /localdir. The figure shows /localdir running under the apache httpd selinux permission as shown in figure 11.46:
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Figure 11.46: Displaying selinux context

Client Machine configuration


	Go to the client machine and create file along with extension .repo VI /etc/yum.repos.d/vishal.repo as shown in figure 11.47:
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Figure 11.47: Applying selinux context

Now, add the test as shown in figure. The base url is used to download the packages from dnfserver. The gpg check zero indicates not to check the signature of the packages which are available in repository. The enabled=1 indicates, repository is enabled. To save and quit from VI editor, use Esc + :wq and then press enter key as shown in figure 11.48:
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Figure 11.48: Configuring yum file locally on client

Before testing the repository from the client’s side, you have to move the default available file to another location as shown in figure 11.49.
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Figure 11.49: Moving all files


	Now, run the command dnf clean all to clean all the temporary packages which are available in cache as shown in figure 11.50:
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Figure 11.50: Removing all temp files


	Now, try to install the mc packages using command dnf install telnet-server as shown in figure 11.51:
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Figure 11.51: Trying to install telnet package


	Run the command rpm –qa telnet-server to check whether the telnet-server is installed or not. The figure shows telnet-server package is installed as shown in figure 11.52:
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Figure 11.52: Querying telnet package




If the subscription-manage error message appears during installation of the package, then change the value to enable 1 to 0 in configuration file. /etc/yum/pluginconf.d/subscription-manager.conf.

YUM/DNF server behind Squid proxy

The Squid proxy server is also known as caching server. The proxy server connects to the Internet on behalf of a client and fetches the desired web pages from the website and stores it in its own cache directory and then provides to the client. The main advantage of a proxy server is to improve the web surfing and reduce the Internet bandwidth usage. You can import the web proxy setting using the file /etc/dnf/dnf.conf. Now, open the dnf configuration file in vi editor and add the following lines as shown in figure. Press I and add the proxy setting as shown in figure. To save and quit, use Esc + :wq as shown in figure 11.53:



[image: ]

Figure 11.53: Proxy configuration for YUM

Removing/adding packages using YUM/DNF

In CentOS8, you can install a new package using the command dnf install <Package name> -y. When you use the switch –y, it will not ask for the confirmation for the installation of packages.

Example: suppose you want to install a package vsftpd, then the command will be dnf install vsftpd for CentOS version 8 and for CentOS version 7 yum install vsftpd.


	To update the entire repository, run the command dnf update.

	To download the package, run the command dnf download httpd. This will download the package in your present directory.

	To update the new package, run the command dnf update <Name of the package>. Example dnf update httpd. This will update the apache package, if updates are available.

	To install the package using rpm, run the command dnf install <name of rpm>.

	To remove the package, run the command dnf remove httpd. This will remove the httpd package along with its dependencies.

	To add the mirror URL in repository, use the command dnf config-manager --add-repo=https://mirror.xyz.in/pub/centos/7.

	To search the package in repository, use the command dnf search php.

	You can find the package information using the command dnf info httpd.

	To view the transaction history of yum/dnf, run the command dnf history.

	To clear the cache, run the command dnf clean all.

	To view the installed packages, run the command dnf list installed.

	To save the downloaded packages on a particular location, run the command dnf install --downloadonly --downloaddir=”/root” httpd.



You can find more information about yum/dnf using the command man dnf or man yum.

Conclusion

For the installation of packages using yum repository, you should be familiar with yum/dnf. The commands are explained along with their switches or options. The yum/dnf is a very important command to install/remove the packages. You cannot update/remove the packages without yum/dnf. In the next chapter, (Telnet server), we will discuss the telnet server.

Multiple choice questions


	Yum is replaced by _________________.

	zum

	dnf

	rpm

	none of these



	The command dnf clean all will remove ______________.

	cache files

	packages

	both of these

	none of these



	The command dnf install httpd –y will install the httpd package without permission:

	no

	yes

	error

	none of these



	The command dnf search php will only search php: ____________.

	yes

	no

	search and install

	none of these



	To remove a package httpd, which command is used ___________?

	dnf remove httpd

	dnf erase httpd

	dnf delete httpd

	none of these



	The httpd.conf file is located in which directory _______________?

	/var/www/pub/

	/var/www/html/

	/var/www/httpd/

	none of these



	The default path of FTP directory is ________________.

	/var/pub/ftp/

	/var/ftp/pub/

	/var/lib/ftp

	/var/ftp/pub/



	To download the httpd package, which command is used _____________?

	dnf download httpd –t

	dnf download httpd –z

	dnf download httpd

	none of these



	The command is used to test the apache configuration: ___________

	httpd –t

	httpd –z

	httpd –k

	none of these



	To view the transaction history, which command is used ________________?

	dnf history

	dnf his

	dnf h

	none of these





Answers


	b

	a

	b

	a

	a

	b

	d

	c

	a

	a







CHAPTER 12

Telnet


Introduction

The Telnet is also known as terminal network. It is used to troubleshoot the remote system/server/router. It is not secured because the data flows over the network in plain text, it means anyone can capture the data using sniffing tools and can read it. But nowadays, system administrator is using secure socket shell (SSH) which we will discuss in the next chapter. Telnet is a client-server protocol and it uses port 23 for the communication.

Structure

In this chapter, we will cover the following topics:


	Introduction to telnet

	Installation of telnet server packages

	Oracle virtual box setup for telnet lab

	Configuration of telnet server based on scenario

	Configuration of telnet server in presence of Opensource endian Firewall



Objective

This chapter explains how to install and configure the Telnet server and the client in Linux. By the end of the chapter, the user will learn how to enable, disable, start, and stop the telnet service and how to create firewall rule to allow/deny the telnet service. The telnet configuration procedures and commands are same in CentOS7/CentOS8.

Introduction to Telnet

Telnet is a protocol. You can connect to the remote host using telnet. For connecting to remote host using telnet, it is necessary that telnet must be enabled on both hosts. The packages required for telnet are given below:


	telnet

	telnet-server

	xinetd



Installation of Telnet – Server packages

You can install the telnet-server packages using the yum or dnf command. After the installation of telnet and telnet-server packages, you can verify whether the package is installed or not using the command rpm -qa <Name of the Packages>.

Let’s look at the steps:


	First, check if the telnet package is already installed on server or not, using the command yum –qa telnet. If it displays nothing, then you have to install the packages, as shown in Figure 12.1. Only the telnet package is required for client machine:

[image: ]

Figure 12.1: Querying about telnet packages


	Now, install the telnet using the command yum install telnet telnet-server –y, as shown in Figure 12.2:


[image: ]

Figure 12.2: Installation of telnet-server packages




Oracle Virtual Box setting for lab scenario

The telnet server has two interfaces: the First Network Interface card (first adapter) has an IP address 192.168.2.30 and is attached to Internal. The Second Network Interface card (second adapter) is attached to NAT for package updates from the internet, or you can install the packages using the local yum/dnf server. The client interface has two interfaces: first network interface attached to the internal and the second attached to NAT for the installation of telnet packages, or you can run the client machine along with the single network interface card for installation of telnet package from local yum/dnf server. We have configured telnet-server as well as the client using two network interface cards. For this, select the machine and go to settings and select the network, as shown in Figure 12.3:


[image: ]

Figure 12.3: Adapter setting

When you click on Adapter-2, it will display the mode of connection. You can change the adapter settings accordingly. The client will have the same configurations, which is why it is not shown here.

Configuration of Telnet server (based on scenario) CentOS7/CentOS8

According to network diagram, as shown in 12.4, the user will install the Linux version CentOS7/CebtOS8 on physical machine or on oracle virtual box and then configure as Telnet server. Through this way, the client can connect to the remote host. The Linux machine has two NIC (Network Interface Card), that is, adapter-1 and adapter-2. The IP address (192.168.2.30) is configured on enp0s3 interface, which is connected to the Switch and the second NIC takes IP from NAT (Oracle Virtual Box), which is not shown in Figure 12.4. The purpose of second NIC is to install updates from the Internet. The client machine has also two NIC, the IP address on first NIC is 192.168.2.40/24 and the second NIC is set on NAT mode (on Oracle virtual box) for the installation of telnet package on the client machine. The other option is to enable masquerade on telnet server so that the client machine can access Internet, then no need to add extra NIC, that is, adapter-2 on client machine for Internet. Please note that the Internet must be running on host machine otherwise you cannot install the packages on server/client.
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Figure 12.4: Telnet network

Let’s look at the steps:


	Run the command nmtui to assign IP address on telnet server. The following wizard will open, and press Enter key, as shown in Figure 12.5:


[image: ]

Figure 12.5: Editing network connection


	By default, first Ethernet card is selected. Now, press Enter key and assign the IP address on the first network interface, that is, enp0s3, using the tab key to select IPv4 CONFIGURATION and then select Manual option. Now, type IP addresses 192.168.2.30/24, as shown in Figure 12.6:

[image: ]

Figure 12.6: Assigning the IP address


	Now use tab key to scroll down the page and make sure that following options are enabled by cross mark, as shown in Figure 12.7. Select OK button and then press Enter key:

[image: ]

Figure 12.7: Enabling the NIC


	Use Tab key to select Back button and press Enter key, as shown in Figure 12.8:


[image: ]

Figure 12.8: Clicking on back button


	Now, select Quit button using Arrow key and press Enter key, as shown in Figure 12.9:

[image: ]

Figure 12.9: Quitting the wizard


	Run the command systemctl restart network. This command applies the changes on network interface card, as shown in Figure 12.10:

[image: ]

Figure 12.10: Restarting the network


	Run the command ifconfig | less to check the IPAddress of Telnet Server, as shown in Figure 12.11. The less will display the page wise list starting from the first entry:

[image: ]

Figure 12.11: Displaying the IP address


	Check xinetd (Internet Daemon it manages the internet-based connectivity) is installed or not. Run the command rpm –qa xinetd. If it is not installed on server, then use command yum install xinetd –y to install.

	Now, edit the Telnet configuration file using VI editor vi /etc/xinetd.d/telnet. If the telnet file is not available on server, then you have to create it using the vi editor. And then type the following text as shown below. If available, then you have set disable =no.
# default: on

# description: The telnet server serves telnet sessions; it uses \

# unencrypted username/password pairs for authentication.

service telnet

{

flags = REUSE

socket_type = stream

wait = no

user = root

server = /usr/sbin/in.telnetd

log_on_failure += USERID

disable = no # it should be no (Enable the telnet service)

}

Save and quit the file (for this, press Esc key then use :wq and press Enter key).


	Restart the telnet service using the command systemctl restart xinetd.

	Enable telnet at booting time, using the command systemctl enable telnet.socket. In the same way, you can enable the xinetd service using the command systemctl enable xinetd.

	Now, allow the telnet service in firewalld. First, check the status of active zones using the command firewall-cmd --get-active-zones. It displays the public zone under which interfaces enp0s3 (First Interface card) and enp0s8 (Second Network interface card) are configured, as shown in Figure 12.12:
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Figure 12.12: Checking zones


	Now, separate the local and Internet traffic based on enp0s3 interface (for internal) and enp0s8 interface (for Internet). The telnet server traffic moves via enp0s3. Now, set the enp0s3 interface on internal mode using the command as shown in Figure 12.13 and then, reload the firewalld to apply changes:


[image: ]

Figure 12.13: Changing interface zone and reloading firewall


	Now, add port 23 (telnet port) using the command, as shown in Figure 12.14:

[image: ]

Figure 12.14: Allowing the telnet port


	Reload the firewalld using the command systemctl restart firewalld.service:

	Create a user with password for telnet using the command useradd ivan;passwd The password is tom@123 because you cannot access the Linux machine using root users as shown in Figure 12.15:

[image: ]

Figure 12.15: Adding user




Client machine configuration


	Go to the client machine and access the telnet. The telnet service must be enabled on client machine using command systemctl restart xinetd.

	Now, try to connect telnet-server using the command telnet 192.168.2.30 and then type username, that is, ivan and password tom@123 (You cannot connect to telnet-server using root user. For this, you have to create the user along with password), as shown in Figure 12.16:

[image: ]

Figure 12.16: Connecting to telnet server




Configuration of Telnet on Windows machine

Let us configure telnet as follows:


	Go to Control Panel, click on Program and Feature and click on Turn windows Features on/off. Select the Telnet Client. Then, click on OK button, as shown in Figure 12.17:/p>
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Figure 12.17: Selecting Telnet application


	Now, press Win + R button simultaneously and type cmd. Then, press Enter key.

	The Windows operating system should be in same network, that is, 192.168.2.0/24 to connect telnet-server. Type telnet 192.168.2.30 press Enter key.

	Now, enter username and password then press Enter key, as shown in Figure 12.18:
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Figure 12.18: Login on telnet server




The oracle virtual box has assigned the network interface card name from enp0s3, enp0s8 and so on inside the virtual machine. We have set the third interface of endian firewall on bridge mode because my Wi-Fi router provides the IP address to all devices through DHCP. Hence, bound the assigned IP address to MAC address in my router configuration page. The router IP address is 192.168.1.1 which works as default gateway for virtual machine for Internet.

Telnet Server Scenario-2

According to scenario, which is mentioned in Figure 12.19, install Linux operating system version CentOS7.0/CentOS8.0 on physical machine or oracle virtual box. Then, configure as Telnet server. Through this way, the client can connect to remote host. The telnet-server has one NIC. The IP address (192.168.2.108/24) is configured on enp0s8 (in oracle vbox adapter-2) interface and is connected to Endian Firewall through switch. The Firewall has three interfaces: one for green zone, second for DMZ (Demilitarized Zone) where the servers are running, and third for Red Zone (Internet). The scenario is configured using oracle virtual box. In each guest operating system (VM), you have to assign the IP address as well as the gateway related to zones. For example, Telnet-server is running under DMZ. DMZ has an IP address 192.168.2.108/24 and is connected to endian firewall DMZ. Hence, the gateway for telnet server will be endian firewall DMZ, that is, 192.168.2.10. In the same way, you can assign the IP address and gateway to another machine. In endian firewall, Internet traffic is allowed for installation of the telnet packages on server as well as client. For assigning the IP address and gateway, use IP address configuration chart as shown in Table 12.1:
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Figure 12.19: Network diagram along with UTM and Telnet server

Endian Firewall network setting for Oracle Virtual Box

The Adapter-1 (Oracle Virtual Box) on Host-Only-Adapter which is on Green Zone (Assume)

The Adapter-2 (Oracle Virtual Box) on Internal Network which is on DMZ (Assume)

The Adapter-3 (Oracle Virtual Box) on Bridge Adapter

Telnet server network setting for Oracle Virtual Box

The Adapter-1 (Oracle Virtual Box) on not attached to telnet-server

The Adapter-2(Oracle Virtual Box) on Internal Network which is on DMZ (Assume)

The Adapter-3 (Oracle Virtual Box) on not attached to telnet-server

Client machine network setting for Oracle Virtual Box

The Adapter-1 is set (Oracle Virtual Box) on Host-Only-Adapter (Green Zone Assume)

Adapter-2 and third are not required for oracle virtual box.










	
Machine Name


	
IP address


	
Subnet Mask


	
Adapter Settings


	
Adapter Mode





	
Endian Firewall


	
192.168.0.15


	
255.255.255.0


	
Adapter-1 eth0


	
Host-Only Green Zone





	
192.168.2.10


	
255.255.255.0


	
Adapter-2 eth1


	
Internal DMZ





	
192.168.1.107


	
255.255.255.0


	
Adapter-3 eth3


	
Bridge Internet





	
Machine Name


	
IP address


	
Subnet Mask


	
Adapter Settings


	
Adapter Mode





	
Telnet Server


	
NA


	
NA


	
NA


	
NA





	
192.168.2.108

Gateway 192.168.2.10


	
255.255.255.0

255.255.255.0


	
Adapter-2 enp0s8


	
Internal DMZ (Assume)





	
NA


	
NA


	
NA


	
NA





	
Machine Name


	
IP address


	
Subnet Mask


	
Adapter Settings


	
Adapter Mode





	
Client Machine


	
192.168.0.30

Gateway

192.168.0.15


	
255255.255.0

255.255.255.0


	
Adapter-1 enp0s3


	
Host-Only Green Zone





	
NA


	
NA


	
NA


	
NA





	
NA


	
NA


	
NA


	
NA






Table 12.1: The IP address configuration

The Host-Only adapter which is visible in control panel under change adapter setting (if windows operating system is used as Host machine) after the installation of Oracle virtual box. Now, assign the IP address 192.168.0.5 and subnet mask 255.255.255.0 on Host-Only adapter. If you assign different subnet, then you cannot access the GUI of Endian Firewall because Host-only adapter is running on Green zone. The steps to be followed are as given here:


	Log in to Windows machine and press Windows key + R and then, type ncpa.cpl. Then, click on OK button, as shown in Figure 12.20:

[image: ]

Figure 12.20: Accessing control panel


	Now, double click on Virtual Box Host-Only Network, as shown in Figure 12.21:

[image: ]

Figure 12.21: Selecting VirtualBox Host-Only


	Click on Properties button, as shown in Figure 12.22:
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Figure 12.22: Assessing the NIC properties


	Now, select Internet Protocol Version4 (TCP/IPv4). Click on Properties button, as shown in Figure 12.23:

[image: ]

Figure 12.23: Accessing the TCP/IP stack


	Type IP address and subnet mask as shown in Figure 12.24. Click on OK button and then click on Close button:


[image: ]

Figure 12.24: Assigning the IP address




Endian Firewall configuration

Endian Firewall is also known as Unified Threat Management (UTM) Appliance that provides safeguard to network from intruders and improves connectivity. It is based on Turnkey GNU/Linux, which is a free Debian based virtual appliance. The endian firewall provides the features such as HTTP/FTP anti-virus, content filter, POP3/SMTP anti-virus, anti-phishing and anti-spam, SSL/TLS VPN, IDS, and other features. You can find more about endian firewall on its website.

A number of steps are involved in Endian firewall configuration. The steps are given below:


	Download the Endian Firewall iso from the website: https://www.endian.com/de/community/download/

	Create a new machine using the Endian Firewall iso in oracle virtual box. (Here, not mentioning the installation process of Endian Firewall on oracle virtual box). After installation of Endian Firewall, configure the adapter settings, as given in the chart above Chart-12. In the same way, install and configure the Linux machine and network setting as per Chart-12.

	Now, power on the Endian Firewall and wait for a minute and open the Internet explorer or chrome web browser. Then, type the address https://192.168.0.15:10443 and press Enter key. The following message will be displayed. Click on Advance button, as shown in Figure 12.25:
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Figure 12.25: Accessing the web link of UTM


	Click on Proceed to safe 192.168.0.15 (unsafe), as shown in Figure 12.26:
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Figure 12.26: Clicking on Proceed to unsafe


	It displays the welcome message. Click on the double arrow button, as shown in Figure 12.27:
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Figure 12.27: Welcome wizard


	Select the language and time zone. Then click on the double arrow button, as shown in Figure 12.28:
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Figure 12.28: Selecting Time zone and language


	Now, read and select the License Agreement if you agree. Click on the double arrow button, as shown in Figure 12.29:
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Figure 12.29: Accepting the License


	Leave it as default and click on the double arrow button, as shown in Figure 12.30:
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Figure 12.30: Selecting backup


	Now, change the default password of web access as well as SSH. Type the password as you want, as shown in Figure 12.31:
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Figure 12.31: Assigning the password


	Select the following radio button as shown in Figure 12.32. Then, click on the double arrow button:
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Figure 12.32: Selecting Network modes


	Select the ORANGE and Click on the double arrow button, as shown in Figure 12.33:

[image: ]

Figure 12.33: Selecting zone


	Now, select the Type IP address 192.168.0.15/24 for Green Zone and select eth0 adapter. In Orange Zone, type IP address 192.168.2.10/24 and select eth1 adapter. Now, scroll down the page and change the hostname and domain name (if you want) as shown in Figure 12.35. Now, the Hostname has changed and not the domain name. Then, click on double arrow, as shown in Figure 12.34:
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Figure 12.34: Selecting network interfaces
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Figure 12.35: Assigning Hostname to UTM


	Now, type the IP address for RED Zone 192.168.1.107/24 and select eth2 radio button. On this IP address, the Internet traffic is running according to my Access point settings, this may be different according to your settings. The default gateway address is 192.168.1.1 and run other settings on default mode. Then, click on double arrow, as shown in Figure 12.36:
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Figure 12.36: Selecting RED zone interface


	Enter DNS1 (this is our Router Address your setting may be different according to Internet traffic) and DNS2 IP addresses as shown in the screenshot. Click on the double arrow, as shown in Figure 12.37:
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Figure 12.37: Assigning DNS address


	Leave on default setting and click on the double arrow, as shown in Figure 12.38:

[image: ]

Figure 12.38: Clicking on default setting


	Click on OK and apply configuration button as shown in Figure 12.39:
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Figure 12.39: Clicking on OK button

Next, it displays message wait for 20 seconds, as shown here:
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Figure 12.40: Waiting for login


	Click on I don’t want any update if appears, as shown in Figure 12.41:
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Figure 12.41: Clicking on I don’t want any updates


	Now, enters the username and password then click on sign in button, as shown in Figure 12.42:
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Figure 12.42: Login on UTM


	Now, Dashboard will display, as shown in Figure 12.43:
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Figure 12.43: Displaying UTM dashboard


	Now, go to Firewall tab and click on the Outgoing traffic. Then, it will display all default rules. Now, delete all the default rules using trash icon. Then, it will display the apply button. Click on Apply button, as shown in Figure 12.44:

[image: ]

Figure 12.44: Deleting the default outgoing rules


	In the same way, click on Inter zone traffic and deletes all the default rules, as shown in Figure 12.45:
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Figure 12.45: Deleting the default Inter-zone traffic rules


	Now, the following screen will display without any rules as shown below. Click on Add a new inter-zone firewall rule, as shown in Figure 12.46:
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Figure 12.46: Displaying the Inter-zone after deletion


	Now, allow a ping from GREEN to ORANGE zone (means LAN to DMZ). For this, select set type Zone/Interfaces under Source section and select GREEN. In Destination section select set type Zone/Interface and then select ORANGE. Now, go to Protocol and select ICMP and in the Remarks section type Ping Rule. Leave other settings on default. Click on update rule or Add Rule, as shown in Figure 12.47:
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Figure 12.47: Assigning the ping rule Green to Orange


	Click on Apply button, as shown in Figure 12.48:
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Figure 12.48: Applying the rule


	Click on add a new inter-zone firewall rule. Now, allow the ping from ORANGE to GREEN (means DMZ to LAN). For this, set type Zone/Interfaces under Source section and select ORANGE. In Destination, set type Zone/Interface, then select GREEN. Now, go to Protocol and select ICMP and in Remarks section, type Ping Rule. Leave other settings on default. Click on update rule or Add Rule, as shown in Figure 12.49:
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Figure 12.49: Assigning the rule to zones
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Figure 12.50: Applying the rule


	Click on add a new inter-zone firewall rule. Allow telnet service from GREEN to ORANGE (LAN to DMZ). For this, set type Zone/Interfaces under Source section, and select GREEN. In Destination section, set type Zone/Interface, then selects ORANGE. Now, go to Service, select Telnet and in Remarks section, type Telnet Rule. Leave other settings on default. Click on update rule or Add Rule, as shown in Figure 12.51:
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Figure 12.51: Assigning the rule to zones


	Click on Apply button, as shown in Figure 12.52:
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Figure 12.52: Applying the rule


	Go to Firewall, click on Outgoing traffic, and click on Add a new firewall rule, as shown in Figure 12.53:
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Figure 12.53: Creating the rule


	Select Zone Interface under Source section, and then select RED under Destination, as shown in Figure 12.54:
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Figure 12.54: Selecting the zone


	Now, select GREEN under Source and in Service/Port, Protocol selects ANY, ANY and Remarks type Internet. Then, click on Create rule, as shown in Figure 12.55:
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Figure 12.55: Creating the rule for Internet


	Click on Apply button. This is for Internet traffic on Green Zone (LAN), as shown in Figure 12.56:
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Figure 12.56: Applying the rule


	Now, allow the telnet service in Firewalld. First, check the status of active zones using the command firewall-cmd --get-active-zones. It displays the public zone under which interfaces enp0s3 (first interface card) and enp0s8 (second network interface card) are configured. Adjusting the zone (public or internal) depends on you, as shown in Figure 12.57:
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Figure 12.57: Displaying interfaces under zone


	Now, add port 23 (telnet port) using the command, as shown in Figure 12.58:
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Figure 12.58: Allowing Telnet


	Reload the firewalld using the command systemctl restart firewalld.service.

	Create a user with password for telnet, using the command useradd ivan;passwd. The password is tom@123 because you cannot access the Linux machine using root user, as shown in Figure 12.59:
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Figure 12.59: Adding user




Testing of Telnet

Let us look at the steps for testing telnet:


	Go to client machine and check IP address using the command ip a, as shown in Figure 12.60:
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Figure 12.60: Displaying IP address


	Check the connectivity between the Telnet server (IP address 192.168.2.108) and Client machine using ping as shown in Figure 12.61:
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Figure 12.61: Testing the server


	On terminal, type telnet 192.168.2.108. Then, press Enter key as shown in Figure 12.62:
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Figure 12.62: Connecting to telnet server


	Type username Ivan and password tom@123, as shown in Figure 12.63:
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Figure 12.63: Login on telnet server


	Now, go to the telnet server machine and open the terminal. Run the command w to check who is logged on. This shows user Ivan. The Ivan user is related to telnet, as shown in Figure 12.64:
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Figure 12.64


	Go to Telnet server machine and create an empty file telnetfile.txt using the command touch, as shown in Figure 12.65:
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Figure 12.65: Creating empty file


	Now, go to Telnet client machine and run the command ls to check if the file is displayed or not. When you run the command ls, it will not display anything because you are logged in using the Ivan user. The Ivan user cannot see the super user (root) file. For this, you have to switch the root user using su command and root password, as shown in Figure 12.66:
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Figure 12.66: Switching to root user

If the Internet is not running on client machine, check two parameters, that is, default gateway and public DNS address. Then, open the file /etc/resolv.conf using VI editor and type as given below:

nameserver 8.8.8.8
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Figure 12.67: Assigning DNS address




Conclusion

Telnet is an application protocol used on the Internet. Telnet by default does not support encryption. In other words, anyone can capture the data using sniffing tools and then exploit. Basically, telnet is used to configure the router, but you can configure the system, if any. In the next chapter, we will discuss the DNS and its configuration based on scenarios.

Multiple choice questions


	The port 23 is used by which protocol?

	FTP

	Telnet

	http

	none of these



	The port 10443 is used by __________.

	Endian firewall

	FreeNAS

	Openfiler

	none of these



	Orange zone is known as ________________.

	DMZ

	RED

	BLUE

	none of these



	The default username and password of endian firewall is _____________.

	endian

	firewall

	both

	none of these



	The telnet file location is _____________.

	/etc/xinetd.d/xinedt

	/etc/xinetd.d/telnet

	/etc/telnet

	none of these



	All telnet operation is sent at __________________.

	8 bit

	8 bytes

	16 bytes

	12 bit



	Telnet is a ______________.

	client/server application program

	database application

	server end application program

	none of these



	Telnet is known as _________________.

	Terminal Network

	Telephone Network

	both of these

	none of these



	The Red Zone is known as _____________.

	Internet

	LAN

	Wi-Fi

	none of these



	The Blue zone is known as _____________.

	Red Zone

	DMZ

	LAN

	Wi-Fi





Answers


	b

	a

	a

	a

	b

	b

	a

	a

	a

	d







CHAPTER 13

Domain Name System


Introduction

It is human nature to easily remember a name rather than a numeric string. In the Internet world, the users can access the website using a domain name or IP address, but the domain name is easy to remember. When the user types the website name in a web browser, the system converts the domain name to its corresponding public IP address and displays the home page of the website. Hence, domain name is defined as basically a string of text that maps to an IP address, used to access a website from client. The process between DNS and ISP (Internet Service Provides) will be discussed in the topic Working of DNS.

Structure

In this chapter, we will cover the following topics:


	Introduction to DNS

	DNS database

	Working of DNS

	Introduction to DNS zones

	Authoritative DNS Server

	DNS caching name server

	Getting your own domain from a registrar

	Primary DNS and Secondary DNS configuration

	DNS zones file syntax

	/etc/named.conf file common syntax

	DNS resource record

	Allow/deny DNS in UTM/Linux firewall

	Client machine network setting for Oracle Virtual Box

	Testing DNS server from Green-Zone



Objective

This chapter deals with the introduction to DNS, the function of DNS, installation & configuration of DNS for an organization, how to add a host record to DNS, how to configure the DNS file, etc. Users will learn how to configure Master, Slave, Caching-only and Forwarding-only, DNS Zone (Forward and Reverse), DNS lookup, and DNS clients in detail.

Introduction to DNS

DNS stands for Domain Name System. It resolves the website name to its corresponding IP address and IP address to the Domain name. In other words, the objective of DNS is to resolve the fully qualified domain name (FQDN) into an IP address. This process is known as name resolution. The DNS has two zones, the first zone is known as forward lookup zone and the second is known as the reverse lookup zone. The main function of the forward lookup zone is to convert the domain names into IP addresses, whereas the second converts the IP address to the zone name. We will discuss the details of how DNS works.

DNS database

DNS performs the query using the DNS database. The database contains IP address, Hostname, MX record, etc. The structure of the DNS database is distributed, replicated, and hierarchical in nature. It defines the hostname used on Internet as a fully qualified domain name (FQDN). The DNS server hierarchy is as follows:


	Root DNS servers: total 13 root servers across the globe

	Top-level domain (TLD) servers

	Authoritative DNS servers



Root domain

This is the root server DNS, and it is represented by a period (.) There are 13 root servers located in different countries.

Top-level domain

The top-level domain indicates a country or an organization, for example .com. and .gov. and country-oriented DNS addresses are .uk., .jp, and many more.

Second level domain

These are the names registered to an individual or organization for use. In other words, a second-level domain is a name to the left of the domain extension. On the website linuxtechinc.com, the linuxtechinc is the second-level domain and .com is the top-level domain as shown in Figure 13.1. The figure explains the relation between root DNS, top-level domain, and second-level domain:


[image: ]

Figure 13.1: DNS structure

Working of DNS

Figure 13.1 gives a bird s-eye view of how DNS works. The steps are as follows:



[image: ]

Figure 13.2: Working of DNS


	Suppose users open the web browser and type the website www.linuxtechinc.com and then press Enter key. The user computer first checks the DNS record for the desired website, whether it is available in its local cache or not. Then, it checks the /etc/hosts file. If the record is not available at both places, it asks the locally configured DNS server. The resolution of the DNS name means finding out the IP address of the website.

	The locally configured DNS server will resolve the DNS name, if it is available in its record, otherwise it is unable to resolve the query. Then, it will forward the query to the ISP DNS server through the firewall (if firewall is present). The query between the local DNS server and client/user is known as a recursive query.

	The ISP DNS server forwards the query to the root server and asks for the IP address of www.linuxtechinc.com. The root server is responsible for top-level domain servers for example .com, .edu, .in, .org, etc. Then, the root server replies to the ISP DNS server that it doesn t know the IP address of www.linuxtechinc.com, but it tells ISP DNS server that it knows the IP address of the .com server. Then, root server provides the .com name server address to the ISP DNS server.

	Then, ISP DNS server contacts .com server and asks for the IP address of www.linuxtechinc.com. Then, .com server answers the query with: I don’t know the IP address of www.linuxtechinc.com, but it provides the name server address of linuxtechinc.com to the ISP DNS server.

	Finally, the ISP DNS server finds the IP address of www.linuxtechinc.com, and then it responds to the user/client. Then, the client will connect to the www.linuxtechinc.com server and find the web pages. The ISP DNS server will keep the record www.linuxtechinc.com in the cache. If the next time the client visits the website www.linuxtechinc.com, it will provide the IP address to the client. You can find the physical location of the root servers by accessing the website https://en.wikibooks.org/wiki/Communication_Networks/DNS



Introduction to DNS zones

A DNS zone is where the administrator stores name information about one or more domains. The system administrator can divide the network into multiple sub-DNS zones to manage the organization. When a web browser or system needs to find the IP address for a hostname linuxtechinc.com, it performs a DNS query known as DNS lookup. It is handed over to the DNS server that manages the DNS zone for the hostname. This server is known as the authoritative name server for the domain. The authoritative name server resolves the DNS resolution by providing the IP address. A domain is a logical partition of the DNS namespace, whereas a zone is a physical partition. The information is stored in a file known as a zone file. To explain zones and zone files and how it works, we will take the help of an example.

Suppose an organization ABC is managed by three departments HR, accounts, and IT. The owner monitors the performance of the organization. The departments HR, accounts, and IT have 5 members each. Suppose anyone wants to contact a member of any department. The question arises where he/she should contact first. Hence, you have to create a list of names along with phone numbers. Each department must have a head of department (HoD) to handle a specific department. Hence, the owner of the organization will require the list of phone numbers along with HoD names related to the specific department. The list of head of departments are given in Table 13.1:







	
HoD Name


	
Department





	
Mukesh


	
HR





	
Sunil


	
ACCOUNTS





	
Vishal


	
I.T






Table 13.1: Head of department

The members of I.T departments are given in Table 13.2:







	
Members


	
Department





	
Ram


	
I.T





	
Shyam





	
Dinesh





	
Tom





	
Jo






Table 13.2: I.T Department

The list of members in the HR department are given in Table 13.3:



	
Members


	
Department





	
Sweta


	
HR





	
Jya





	
Jyoti





	
Suman





	
Dipty






Table 13.3: HR Department

The list of members in the ACCOUNTS department are given in Table 13.4:



	
Members


	
Department





	
Suresh


	
ACCOUNTS





	
Satish





	
Om





	
Ramesh





	
Rahul






Table 13.4: Accounts Department

Suppose if anyone wants to contact Mr. Dinesh working in the I.T. department, then he/she must first contact the HoD of I.T., that is, Mr. Vishal, and then he/she can contact that particular member, that is, Dinesh of I.T. Now, you can compare this situation to Domain Name and IP address.

Mr. Vishal works as a name server and phone number equal to IP address related to a specific department. You can assume the department name as Domain Name and Mr. Dinesh works as a Web server. In the same way, all members of departments work as a web server and HoD works as name servers. The lists are works as zones file.

The DNS zones may be primary or secondary. The primary and secondary zones are known as the master zone and slave zone. The primary zone is the read-write authoritative DNS zone, and the secondary zone is a read-only copy of the primary zone. In other words, when you make any changes in the primary zone, it will appear in the secondary zone. The secondary zone is used to reduce the load of the primary zone and prevent a single point of failure. There are two types of primary zone: forward lookup zones and reverse lookup zones. The forward lookup zones convert the domain name into an IP address, and the reverse zone converts the IP address to the domain name.

Authoritative DNS server

An authoritative nameserver resolves the query with its own available data. The authoritative name server does not require other sources to resolve the query. In other words, it provides the real answer to the DNS query. The Authoritative Name Server is the last stoppage. Suppose if it cannot find the desired domain, then it will return the error message NXDOMAIN, that is, no such domain. You can find the authoritative DNS server using the command host –t ns <name of the domain>, for example host -t ns linuxtechinc.com as shown in Figure 13.3:
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Figure 13.3: Displaying DNS name

DNS caching name server

The caching DNS server queries to other DNS servers and when it gets the information, it stores it in its cache. When another client performs the same queries, the caching DNS server responds very quickly without forwarding to other DNS servers. You can understand the caching DNS server function with the help of the scenario given in Figure 13.4. According to network, Figure 13.4, the user will install the Linux version CentOS7/CentOS8 on the physical machine and then configure it as a DNS server. In this way, client queries can resolve. The Linux machine has two NIC (Network Interface Card), that is, adapter-1 and adapter-2. The IP address (192.168.1.108) is configured on the enp0s3 interface, which is connected to the switch and the second NIC takes IP from NAT (Oracle Virtual Box) not shown in the diagram. The purpose of the second NIC is to install updates from the Internet. The client machine also has two NIC, the IP address on the first NIC is 192.168.1.110/24 and the second NIC is set on NAT mode (on Oracle virtual box) for the installation of the DNS package on the client machine. There is no yum/dnf server running in the scenario. Hence, you have to use two network adapters for the server as well as the client machine. Please note that Internet must be running on the host machine otherwise you cannot install the packages on the server/client using the Oracle virtual box. The other option is sharing of Internet connection from Server to the Client machine. We have explained all possibilities of how to configure DNS cache server and how to provide Internet to server as well as the client machine. But we will use Internet connection sharing (using masquerading) for the installation of DNS packages on the server as well as the client. The sharing of an Internet connection using masquerade is also applicable on the physical server and physical client machine without virtualization software. It depends upon your choice. Here, we will discuss the simple scenario:
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Figure 13.4: DNS network

The following table gives details about the IP address configuration:










	
Machine Name


	
IP address


	
Subnet Mask


	
Adapter Settings


	
Adapter Mode





	
DNS Server


	
192.168.1.108


	
255.255.255.0


	
Adapter-1 enp0s3


	
Internal





	
IP assigned by NAT


	
Assigned by NAT


	
Adapter-2


	
NAT, masquerade enabled inside CentOS7/8





	
Client Machine


	
192.168.1.110

Gateway

192.168.1.108


	
255255.255.0

255.255.255.0


	
Adapter-1 enp0s3


	
Internal






Table 13.5: The IP address configuration

The /etc/resolv.conf configuration files are shown in the following table:



	
Machine Name


	
/etc/resolv.conf





	
DNS Server


	
nameserver 192.168.1.108





	
Client


	
nameserver 192.168.1.108






Table 13.6: The /etc/resolv.conf configuration file

Let’s look at the steps:


	Now, configure the Internet connection sharing on the DNS server for the installation of DNS packages, that is, bind bind-utils using the yum/dnf command yum install bind bind-utils -y.

	Enable the masquerade on DNS server to share the Internet connection using the command firewall-cmd --permanent --add-masquerade as well as to allow the port 53 in firewalld, using the command firewall-cmd --permanent --add-port=53/tcp and firewall-cmd --permanent --add-port=53/udp. Then, reload the firewall configuration with the help of the command firewall-cmd –reload.

	Now, edit the file /etc/resolv.conf located on the DNS server using the vi editor and add the name of the server s address and then save and quit using Esc + :wq as shown in Figure 13.5:

[image: ]

Figure 13.5: Assigning the DNS name


	Now, configure the DNS server as caching DNS server. To do this, edit the DNS server configuration file using vi editor. Open the file vi /etc/named.conf and edit the lines
listen-on port 53 { 127.0.0.1; }; to listen-on port 53 { 127.0.0.1; any; }

allow-query { localhost; }; to allow-query { localhost; any; };

And add the line allow-query-cache { localhost; any; }; now, scroll down the page and edit the line recursion to yes. The recursion will reply to the client with an answer if it is set to yes. It sends the query over the Internet to another DNS server and returns it to the client.

The string any in the allow-query section will accept the query from any network or you can allow the query from a specific network (using network id in allow query section). The string any in the listen-on port 53 section uses all interfaces, whether it is public or internal.


	Now, update the SELinux context for named.conf file. When you run the command ls -lZ /etc/named.conf, it will display the default owner and group of the file named .conf. Hence, you need to change the group to named, using the command chown root:named /etc/named.conf as shown in Figure 13.6:

[image: ]

Figure 13.6: Updating selinux context


	When you copy the files/directories from any source to destination, the file carries the different SELinux context. Hence you need to restore the SELinux context using the command restorecon -Rv /etc/named.conf.

	Enable the named services at boot time using the command systemctl enable named and then start the named service using the command systemctl start named.

	Run the command named-checkconf /etc/named.conf to check the named.conf file configuration. If it does not return any message, then everything is good.

	To test the DNS caching servers from the client machine, first, configure the /etc/resolv.conf file; add the DNS server address, that is, 192.168.1.108. Also, configure the IP address and the gateway on the network interface, that is, enp0s3 according to Table 13.5 IP address configuration.

	Run the dig utility. It performs the DNS lookup, and the answer returns from the authoritative name server. For example, when you run the dig www.linuxtechnic.com, it will provide the answer from DNS server 192.168.1.108 if this answer is available on DNS cache server, that is, 192.168.1.108, otherwise it will contact another DNS server and finally provide the answer to the client. The only two things you have to check are NOERROR and authoritative server IP address, whether it is DNS cache server, i.e., you have configured it. If it returns different authoritative DNS servers, then you have to check the DNS cache server configuration. When you run the same query, it will take lesser time to answer the client because the IP address of the website www.linuxtechinc.com is saved in the DNS cache server as shown in Figure 13.7:
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Figure 13.7




Getting your own domain from registrar

Select the reputable domain name registrar where you want to register the domain name. The reputable registrar ensures that your domain name is in safe hands. Then, search for the desired domain name on the registrar website whether it is available or not. Once you select the desired domain name, then register by paying some amount of rupees for a specific amount of time. For example, we have selected a reputable registrar https://in.godaddy.com/. The steps are as follows:


	First, the desired domain name using the search box as shown in Figure 13.8:
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Figure 13.8


	Once you find the desired domain name, then click on add to cart. After adding to the cart, click on continue to cart as shown in Figure 13.9:
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Figure 13.9


	Now, it will display: We highly recommend Full Domain Privacy & Protection, but it is an optional feature. The selection criteria will depend upon your budget. If it is not within your budget, then select the radio button No Thanks. But before purchasing any domain name, you should purchase its security features. Otherwise, the domain will be at a high-security risk.

	In the next Windows, you can select the validity of the domain in terms of years and professional Email package. Then, click on the checkout button.

	The sign-up window will display if you have already created the account then log in using the username and password.

	Finally, it will ask for billing information and then make a payment for the desired domain name.

	When your domain is registered, it will appear on the registrar, that is, godaddy s (in our case, registrar is godaddy, but you can choose a different registrar) control panel. The panel will display the options such as Domain, Buy and sell, DNS, settings, and help. You can choose any option and configure accordingly. You can find all DNS records inside your registrar panel using DNS manager options and then click on DNS management and search the newly purchased domain name. The option may be different from one domain registrar to another domain registrar.



Primary and secondary DNS configurations

The Linux machine, that is, Master DNS has two NIC (Network Interface Card), that is, adapter-1 and adapter-2. The IP address (192.168.1.10) is configured on the enp0s3 interface, which is connected to the switch and the second NIC takes IP from NAT (Oracle Virtual Box) not shown in the diagram. The purpose of the second NIC is to install updates from the Internet. The Slave DNS has one NIC, the IP address on the first NIC is 192.168.1.11/24. There is no yum/dnf server running in the scenario. Hence, we have used masquerading to provide Internet connectivity on the server as well as the client. Please note that the Internet must be running on the host machine otherwise you cannot install the packages on the server/client using the oracle virtual box. The desktop PC or client machine is directly connected to switch as shown in Figure 13.10. The client machine has one NIC and the IP address is 192.168.1.12/24:
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Figure 13.10: Simple DNS network diagram

IP configuration is shown in Table 13.7:










	
Machine Name


	
IP address


	
Subnet Mask


	
Adapter Settings


	
Adapter Mode





	
Master DNS Server


	
192.168.1.10


	
255.255.255.0


	
Adapter-1 enp0s3


	
Internal





	
IP assigned by NAT


	
Assigned by NAT


	
Adapter-2


	
NAT, masquerade enabled inside CentOS7/8





	
Slave DNS Server


	
192.168.1.11

Gateway

192.168.1.10


	
255255.255.0

255.255.255.0


	
Adapter-1 enp0s3


	
Internal





	
Client


	
192.168.1.12

Gateway

192.168.1.11


	
255255.255.0

255.255.255.0


	
Adapter-1 enp0s3


	
Internal






Table 13.7: DNS IP setting

The /etc/resolv.conf configuration file is shown in Table 13.8:



	
Machine name


	
/etc/resolv.conf





	
MasterDNS Server


	
nameserver 192.168.1.10





	
SlaveDNS server


	
nameserver 192.168.1.10





	
Client machine


	
nameserver 192.168.1.11

nameserver 192.168.1.10






Table 13.8: Master/Slave DNS address

Let’s look at the steps:


	Now, configure the internet connection sharing on DNS server for the installation of DNS packages, that is, bind bind-utils using the yum/dnf command dnf install bind bind-utils -y.

	Enable the masquerade on DNS server to share the Internet connection using the command firewall-cmd --permanent --add-masquerade as well as to allow the port 53 in firewalld using the command firewall-cmd --permanent --add-port=53/tcp and firewall-cmd –permanent --add-port=53/udp, and then reload the firewall configuration with the help of command firewall-cmd –reload.

	The /etc/named.conf file used for the configuration of DNS server as a master, slave, or cache-only name server. The /etc/named.conf is divided into two parts. The first part is related to general settings and the second is related to zones settings. Open the file /etc/named.conf in vi editor, it will display the default settings of named.conf file. Now edit the settings which are given in Table 13.9:






	
Default setting


	
Changed settings





	
listen-on port 53 { 127.0.0.1; };


	
listen-on port 53 { 127.0.0.1; 192.168.1.10; };





	
allow-query { localhost; };


	
allow-query { localhost; 192.168.1.0/24; };





	
recursion


	
yes if already set on yes then no need to change






Table 13.9: DNS configuration

Add the lines allow-transfer { localhost; 192.168.1.11; }; Now, add the following lines above the included parameter related to zone information:

zone "vishal.local" IN {

type master;

file "vishal.fwd";

allow-update { none; };

};

zone "1.168.192.in-addr.arpa" IN {

type master;

file "vishal.rev;

allow-update { none; };

};


	Now, create forward and run the command cp /var/named/named.loopback /var/named/vishal.fwd then press Enter key.

	Create reverse zone files using the command cp /var/named/named.loopback /var/named/vishal.rev then press Enter key.

	Open the vishal.fwd file using vi editor vi /var/named/vishal.fwd. This will display the default entries. Hence, we have to change default values according to configuration. The default values as shown in Figure 13.11:

[image: ]

Figure 13.11: Displaying default DNS information

Now, change to SOA (start of authority record), NS (name server), and add A record (that is, host) as shown in the screenshot. Please note that no spelling mistakes, no errors related to braces and dot (.) should be there as shown in Figure 13.12:


[image: ]

Figure 13.12: Displaying updated DNS information


	Now, change to SOA (start of authority record), NS (name server), PTR (pointer record), and add A record (that is, host) for reverse zone, that is, vishal.rev. Open the file vi /var/named/vishal.rev as shown in Figure 13.13:

[image: ]

Figure 13.13: Updating reverse zone


	Now, update the SELinux context for named.conf file. When you run the command ls -lZ /etc/named.conf, it will display the default owner and group of the file named.conf. Hence, you need to change the group to named using the command chown root:named /etc/named.conf as shown in Figure 13.14:
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Figure 13.14: Assigning Group name to named.conf


	To change the group ownership of the directory to named using the command chgrp named -R /var/named.

	When you copy the files/directories from any source to destination, the file carries the different SELinux context. Hence, you need to restore the SELinux context on the file named.conf and the directory named using the command restorecon -Rv /etc/named.conf and restorecon -rv /var/named.

	Now, check the syntax of the zones file as well as the DNS configuration file using the command for the forward zone:
Named-checkzone vishal.local /var/named/vishal.fwd

The command for the reverse zone:

named-checkzone vishal.local /var/named/vishal.rev

Command to check the syntax of DNS configuration file. If it returns nothing, it means no error:

Named-checkconf /etc/named.conf


	Now, go to the client machine and test the primary or master DNS using the command dig masterdns.vishal.local. The client machine finds the IP address of msaterdns.vishal.local with the help of the masterdns server as shown in Figure 13.15:
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Figure 13.15: Displaying server information

Configuration of Slave DNS Server

To configure the slave DNS server we have to install the packages bind bind-utils on the slave DNS server using the yum/dnf command, that is, dnf install bind bind-utils -y.


	Open the file /etc/named.conf in vi editor using the command vi /etc/named.conf, as shown in named.conf Table 13.10:






	
Default setting


	
Changed settings





	
listen-on port 53 { 127.0.0.1; };


	
listen-on port 53 { 127.0.0.1; 192.168.1.11; };





	
allow-query { localhost; };


	
allow-query { localhost; 192.168.1.0/24; };





	
recursion


	
Yes






Table 13.10: named.conf

Add the lines allow-transfer { none; };. Now, add the following lines above the included parameter related to the zone information:

zone “vishal.local” IN {

type slave;

file “slave/vishal.fwd;

masters { 192.168.1.10; };

};

zone “1.168.192.in-addr.arpa IN {

type slave;

file “slave/vishal.rev;

masters { 192.168.1.10; };

};

The allow-transfer {localhost; 192.168.1.11; };---àAllow the zone transfer to slave server, that is, 192.168.1.11 if any change on master DNS zones files, send to the slave DNS server.

allow-transfer {none; };-------> This will not transfer the zone to slave server. If you set recursion=yes, then it will forward your query to outside network, that is, ISP DNS, because the chances of a public domain name for example www.linuxtechinc.com information may not be available in masterdns/slavedns cache. If it is already available in the cache of masterdns/slave, then it will provide the client machine, otherwise it will send the query to other DNS servers.

The final /etc/named.conf file configuration is shown in the figure. The file is large; hence it is split into two parts as shown in Figure 13.16:
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Figure 13.16

Scroll down the /etc/named.conf file and go to the last line. Then, you will find the following configuration as shown in Figure 13.17. It is necessary to provide the final screenshots of configured machine because the users generally create mistakes while writing the configuration in a file:


[image: ]

Figure 13.17: Displaying Zone information


	Now, allow the port 53 on slavedns server using the command firewall-cmd --permanent --add-port=53/tcp and firewall-cmd --permanent --add-port=53/udp and then reload the firewall configuration with the help of command firewall-cmd --reload.

	Now, enable the named services at boot time using the command systemctl enable named and then start the named service using the command systemctl start named.

	Now, update the SELinux context for named.conf file. When you run the command ls -lZ /etc/named.conf, it will display the default owner and group of the file named.conf. Hence, you need to change the group to named using the command chown root:named /etc/named.conf as shown in Figure 13.18.
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Figure 13.18: Updating Selinux context


	To change the group ownership of the directory to named, use the command chgrp named -R /var/named.

	When you copy the files/directories from any source to destination, the file carries different SELinux context. Hence, you need to restore the SELinux context on the file named .conf and directory named using the command restorecon -Rv /etc/named.conf and restorecon -rv /var/named.
Testing of masterdns/slavedns from the client machine

To test the masterdns/slavedns from the client, first assign the IP address, GATEWAY, and nameserver address in /etc/resolv.conf file as mentioned in Table 13.3 and Table 13.4.


	Now, run the command dig masterdns.vishal.local from the client machine. The figure shows that slavedns provides the IP address of masterdns.vishal.local to the client machine. But when you run the query dig www.yahoo.com the slavedns server returns the IP address of the yahoo.com server. The slavedns server queries masterdns. If the yahoo.com information is available in masterdns cache, then it will provide the answer to slavedns and finally to the client machine as shown in Figure 13.19:
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Figure 13.19: Displaying DNS information




DNS zones file syntax

The DNS zones file store the record of all domains in text format. These contain the following information:


	TTL: It stands for Time to Live, which defines the time in seconds for which caching name servers can cache the data.

	@: This is the NAME value for this SOA record. Using @ at this place will replace it with masterdns.vishal.local.

	Serial number: The serial number will increase when you update the zone record.

	$ORIGIN: This is related to FQDN. The FQDN stands for Fully Qualified Domain Name, and it always ends with a dot (.). So www.vishal.com is not an FQDN but www.vishal.com. is the FQDN. The final DOT specifies the root name servers.

	RR: This denotes the resource record name.

	NAMESERVER: This is the primary name server for this domain/zone.

	REFRESH: This Indicates time after which the secondary or slave DNS server for domain retrieves the SOA record for this zone.

	RETRY: This denotes the retry interval. When failure occurs, slave will take over.

	EXPIRY: This specifies the time after which the slave’s name server will stop answering to DNS queries.

	/etc/named.conf file common syntax



directory "filename";

Specifies the directory in which BIND can find the files containing the zone data. Usually, this is /var/lib/named.

recursion { ip-address; };

Specifies the name servers to which DNS requests should be forwarded if they cannot be resolved directly. Replace ip-address with an IP address for example 192.168.1.60.

listen-on port 53 { 127.0.0.1; ip-address; };

This informs BIND on which network interfaces and port will accept client queries.

allow-query { 127.0.0.1; net; };

Defines the networks from which clients can post DNS requests. Replace net with address information, for example 192.168.2.0/24.

DNS resource record

DNS zones records are the contents of the DNS zone file. There are a number of records available in the zone file. The common resource record is as follows:


	Start of Authoritative Record: The zone file stores the SOA record. Each zone file stores only one SOA record. In other words, the SOA stores information about the zone for administrative purposes. For example, if you open the file /var/named/vishal.fwd, file using vi editor, then you can find the SOA record as shown in Figure 13.20:
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Figure 13.20: DNS record file


	Name Server (NS): The NS record is known as the name server record. The NS points to primary and secondary servers for the zone specified in the SOA record. The zone may have more than one NS record. The NS records tells the Internet where to go to ascertain a domain’s IP address. The figure as shown gives the details of nameserver record, nameserver, and DNS.
NS record keeps track of nameserver-------àNameserver keeps track of DNS record-----àDNS stores the information about your domain name and its IP address. The NS record always exists with the domain name registration organization. But nameservers can be located at any location.


	A record: The A record is also known as an address record. The A record maps the domain name to its IP address. You can find the A record in the zone file, that is, vishal.fwd (already configured in DNS), using @ at this place will replace it with masterdns.vishal.localas shown in Figure 13.21:
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Figure 13.21: Displaying A record


	PTR record: The PTR record is known as the pointer record. It maps the IP address to the domain name. If you know the IP address of masterdns.vishal.local, then you will find the domain of the corresponding IP address. But if /etc/reslov.conf configured properly, then it will return your domain name address as shown in Figure 13.22:
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Figure 13.22: Displaying DNS information


	CNAME: The CNAME is also known as the canonical name for the domain. The CNAME is used for creating the alias for the domain. When you log in to the domain name registrar website, then you can find the CNAME record as shown in the figure. But in a lab-based scenario, it is different because in a lab scenario DNS is not registered as shown in Figure 13.23:
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Figure 13.23: Adding Host record


	MX Resource Records: A DNS mail exchange (MX) record forwards the email to a mail server. The MX record shows how email messages should be routed keeping in view of the Simple Mail Transfer Protocol. When you log in to the domain name registrar website, then you can find the MX record as shown in the figure. But in the lab-based scenario, it is different because in the lab scenario DNS is not registered. The smtp.securedomain.com is a mail server and priority 0 means higher priority. This varies from registrar to registrar, that is, hosting your email. Outgoing email servers connect to the MX servers in order of priority as shown in Figure 13.24:
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Figure 13.24: Adding MX record


	SRV record: The SRV record is used to find out the server on which specific services are running for example FTP, SIP, messaging, etc. Log in at the domain name registrar website, then you can find the CNAME record as shown in the figure. But in a lab-based scenario, it is different because in the lab scenario DNS is not registered. You can find the SOA record of any website using https://dns.google.com/ as shown in Figure 13.25:

[image: ]

Figure 13.25: Displaying SRV record




Allow/Deny DNS in UTM/Linux Firewall

According to the scenario, which is mentioned in the figure, install Linux operating system version CentOS7.0/CentOS8.0 on the physical machine then configure as a DNS server. The DNS server has one NIC (Network Interface Card). The IP address (192.168.2.15/24) is configured on the enp0s8 (In oracle vbox adapter-2) interface and is connected to Endian Firewall through the switch. The Firewall has three Interfaces: one for the green zone, the Second for DMZ (Demilitarized Zone) where the servers are running, and the third for Red Zone (Internet). The scenario is configured using the oracle virtual box. Hence, we should know the settings related to Oracle Virtual Box. In each guest operating system (VM), you have to assign the IP address as well as gateway related to zones. For example, DNS-server is running under DMZ and mapped to endian firewall DMZ. Hence, the gateway for the DNS server will be Endian firewall DMZ, that is, 192.168.2.10/24. In the same way, you can assign the IP address and gateway to another machine. In the endian firewall, Internet traffic is allowed for the installation of the DNS packages on the server as well as the client. The DNS server configuration process is the same as discussed in the topic Primary DNS and secondary DNS configuration. We have used only primary DNS, but you can also keep the slavedns on DMZ, it depends upon you. Here, DNS server installation and configuration part is not mentioned as shown in Figure 13.26.

For assigning the IP address and gateway, use the IP address configuration chart as shown in Table 13.5. Please note that the IP address is changed on the DNS server and client machine according to Table 13.5:
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Figure 13.26: DNS configuration in presence of UTM

If you have only one DNS server for both internal and external, then place the DNS in the DMZ. The internal users can access them from the internal network and configure the firewall for external requests.

Endian Firewall Network Setting for Oracle Virtual Box

The Adapter-1 (Oracle Virtual Box) on Host-Only-Adapter is on Green Zone (Assume).

The Adapter-2 (Oracle Virtual Box) is on Internal Network which is on DMZ (Assume).

The Adapter-3 (Oracle Virtual Box) is on Bridge Adapter (as public network).

DNS Server Network Setting for Oracle Virtual Box

The Adapter-1 (Oracle Virtual Box) is not attached to the DNS server.

The Adapter-2(Oracle Virtual Box) is on Internal Network which is on DMZ (Assume)

The Adapter-3 (Oracle Virtual Box) is not attached to the DNS server.

Client machine network setting for Oracle Virtual Box

The Adapter-1 is set (Oracle Virtual Box) on Host-Only-Adapter (Green Zone Assume), Adapter-2 and third are not required for the oracle virtual box.

The IP address configuration is shown in Table 13.11:










	
Machine Name


	
IP address


	
Subnet Mask


	
Adapter Settings


	
Adapter Mode





	
Endian Firewall


	
192.168.0.15


	
255.255.255.0


	
Adapter-1 eth0


	
Host-Only Green Zone





	
192.168.2.10


	
255.255.255.0


	
Adapter-2 eth1


	
Internal DMZ





	
192.168.1.109


	
255.255.255.0


	
Adapter-3 eth2


	
Bridge Internet





	
Machine Name


	
IP address


	
Subnet Mask


	
Adapter Settings


	
Adapter Mode





	
DNS Server


	
192.168.2.15

Gateway 192.168.2.10


	
255.255.255.0

255.255.255.0


	
Adapter-2 enp0s8


	
Internal DMZ (Assume)





	
Machine Name


	
IP address


	
Subnet Mask


	
Adapter Settings


	
Adapter Mode





	
Client Machine


	
192.168.0.20

Gateway

192.168.0.15


	
255255.255.0

255.255.255.0


	
Adapter-1 enp0s3


	
Host-Only Green Zone






Table 13.11

The /etc/resolv.conf shows configuration of file table.

If the query is not answered from 192.168.2.15, then it will forward to 192.168.0.15, which is the red zone of the endian firewall. The IP address 192.168.0.15 will only answer the public domain name, for example, www.yahoo.com, which is registered on the registrar website.

The etc/resolv.conf configuration file Table 13.12:



	
Machine Name


	
/etc/resolv.conf





	
DNS Server


	
nameserver 192.168.2.15





	
Client


	
nameserver 192.168.2.15

nameserver 192.168.0.15






Table 13.12

The Host-Only adapter is visible in the control panel under the change adapter setting (if the windows operating system is used as Host machine) after the installation of the Oracle virtual box. Now, assign the IP address 192.168.0.5 and subnet mask 255.255.255.0 on the Host-Only adapter. If you assign a different subnet, then you cannot access the GUI of Endian Firewall because the Host-only adapter runs on the Green zone.

A number of steps are involved in Endian firewall configuration. The steps are as follows:


	Download the Endian Firewall iso from website:
 https://www.endian.com/de/community/download/


	Create a new Machine using Endian Firewall iso in the oracle virtual box. (Here, not mentioning the installation process of Endian Firewall on oracle virtual box). After installation of Endian Firewall, configure the adapter settings as given in the preceding chart-12. In the same way, install and configure the Linux machine and network setting as per chart-12.

	Now, power on the Endian Firewall and wait for a minute and open Internet Explorer or Chrome web browser. Then, type the address https://192.168.0.15:10443 and press Enter key. The following message will display. Click on the Advance button as shown in Figure 13.27:
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Figure 13.27: Displaying security information


	Click on Proceed to 192.168.0.15 (unsafe) as shown in Figure 13.28:
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Figure 13.28: Adding security certificate


	It displays the Welcome message. Click on the double arrow button as shown in Figure 13.29:
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Figure 13.29: Displaying welcome windows


	Select the language and time zone. Then, click on the double arrow button as shown in Figure 13.30:

[image: ]

Figure 13.30: Selecting language and time zone


	Now, read and select the License Agreement if you agree. Click on the double arrow button as shown in Figure 13.31:
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Figure 13.31: Accepting License


	Leave it on default and click on the triple arrow button as shown in Figure 13.32:
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Figure 13.32: Selecting backup


	Now, change the default password of web access as well as SSH. Type password as you want as shown in Figure 13.33:

[image: ]

Figure 13.33: Assigning password


	Select the following radio button as shown in Figure 13.34, then click on the triple arrow button:
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Figure 13.34: Network configuration wizard

Select the ORANGE and click on the double arrow button as shown in Figure 13.35:
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Figure 13.35: Selecting zone


	Now, select the Type IP address 192.168.0.15/24 for Green Zone and select eth0 adapter. In Orange Zone, type IP address 192.168.2.10/24 and select eth1 adapter as shown in Figure 13.36 Now, scroll down the page and change hostname and domain name (if you want) as shown in Figure 13.37. Now, Hostname is changed and not the domain name. Click on the triple arrow:
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Figure 13.36: Selecting adapter as per zone
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Figure 13.37: Assigning hostname


	Now, type the IP address for RED Zone 192.168.1.107/24 and select the eth2 radio button. (On this IP address, Internet traffic is running according to my Access point. Settings for this may be different according to your access point settings). The default gateway address is 192.168.1.1 and it runs other settings on default mode. Then, click on the double arrow as shown in Figure 13.38:
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Figure 13.38: Assigning gateway and red zone ip address


	Enter DNS1 (this is our router address; your setting may be different according to Internet traffic.) and DNS2 IP address as shown in the screenshot. Click on the triple arrow as shown in Figure 13.39:
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Figure 13.39: Assigning DNS name

Leave on the default settings, and click on the double arrow as shown in Figure 13.40:
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Figure 13.40: Not to assign e-mail leave it default


	Click on OK and apply the configuration button. It will display message to wait for 20 seconds, as shown in Figure 13.41:
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Figure 13.41: Applying settings
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Figure 13.42: Waiting windows


	Click on I don’t want any updates, if it appears, as shown in Figure 13.43:
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Figure 13.43: Updates windows


	Now, enter the username and password. Then, click on the sign-in button as shown in Figure 13.44:

[image: ]

Figure 13.44: Assigning password


	Now, Dashboard will be displayed as shown in Figure 13.45:
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Figure 13.45: Displaying dashboard


	Now, go to the Firewall tab and click on Outgoing traffic. Then, it will display all default rules. Now, delete all the default rules using the trash icon. Then, it will display apply button. Click on Apply button as shown in Figure 13.46:
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Figure 13.46: Displaying Default policy


	In the same way, click on Inter-Zone traffic and delete all the default rules as shown in Figure 13.47:
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Figure 13.47: Displaying inter-zone policy


	Now, the following screen will be displayed without any rules as follows. Click on Add a new inter-zone firewall rule as shown in Figure 13.48:
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Figure 13.48: Creating Inter-zone rule


	Now, allow ping from GREEN to ORANGE zone (means LAN to DMZ). For this, select set type Zone/Interfaces under Source section and select GREEN. In the Destination section select set type Zone/Interface and then select ORANGE. Now, go to Protocol and select ICMP and in the Remarks section type Ping Rule. Leave other settings on default. Click on update rule or Add Rule as shown in Figure 13.49:
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Figure 13.49: Creating Ping rule


	Click on Apply button as shown in Figure 13.50:
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Figure 13.50: Applying ping rule


	Click on add a new inter-zone firewall rule. Now, allow the ping from ORANGE to GREEN (means DMZ to LAN). For this, set type Zone/Interfaces under Source section and select ORANGE. In Destination, set type Zone/Interface then select GREEN. Now, go to Protocol and select ICMP and in the Remarks section type Ping Rule. Leave other settings on default. Click on Update Rule or Add Rule as shown in Figure 13.51:
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Figure 13.51: Creating ping rule on zone
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Figure 13.52: Applying rule


	Click on add a new inter-zone firewall rule. Allow DNS from GREEN to ORANGE (LAN to DMZ). For this, set type Zone/Interfaces under the Source section and select GREEN. In the Destination section, set type Zone/Interface, then select ORANGE. Now, go to Service, select DNS, and in the Remarks section, type DNS Rule. Leave other settings on default. Click on Update Rule or Add Rule as shown in Figure 13.53:
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Figure 13.53: Creating DNS rule


	Click on Apply button as shown in Figure 13.54:
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Figure 13.54: Applying rule


	Go to Firewall, click on Outgoing traffic, and then click on Add a new firewall rule as shown in Figure 13.55:
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Figure 13.55: Creating outgoing rule


	Select Zone/Interface under Source section and then select RED under Destination as shown in Figure 13.56:
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Figure 13.56: Creating rule for red zone


	Now, select GREEN under Source and in both Service/Port and Protocol select ANY, and in Remarks type Internet. Then, click on Create rule as shown in Figure 13.57:
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Figure 13.57: Displaying Internet rule


	Click on Apply button. This is for Internet traffic on Green Zone (LAN) as shown in Figure 13.58:
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Figure 13.58: Applying rule




Testing DNS server from Green-Zone

Go to the client machine and log in using the username and password, and then run the query nslookup masterdns.vishal.local as shown in Figure 13.59. The nslookup query returns the IP address of masterdns.vishal.local , that is, 192.168.2.15:
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Figure 13.59: Resolving DNS information

Troubleshooting

The endian firewall is configured to allow the Internet traffic between RED zone, ORANGE zone, and GREEN zone. When you try to download the packages on the server, some error may occur related to DNS. Hence, add a rule in Endian firewall using the firewall option. Then, go to outgoing traffic and click on add new rule as shown in Figure 13.60:
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Figure 13.60

Conclusion

The DNS is an important part of the Internet. It makes your query answerable. In this chapter, it is explained how DNS works and what are CNAME, MX record, and SOA record. This chapter describes how DNS will be accessible from DMZ and how to configure primary/slave DNS. In the next chapter, we will discuss dynamic host control protocol (DHCP).

Multiple choice questions


	The location of named .conf is ____________.

	/etc

	/var

	/bin

	none of these



	Port 53 is related to ____________.

	FTP

	Telnet

	DNS

	SMTP



	Endian firewall web access port is ____________.

	10434

	10567

	10380

	10443



	Query between client and local DNS is known as ____________.

	recursive

	iterative

	both a and b

	none of these



	The nslookup www.linuxtechinc.com will provide ____________.

	the IP address of www.linuxtechinc.com

	Whois information

	both a and b

	none of these



	A DNS client is known as ____________.

	DNS updater

	DNS resolver

	DNS handler

	none of these



	DNS database stores the information ____________.

	name server records

	hostname-to-address records

	hostname aliases

	all of the above



	Domain name is delegated by domain name registers which are accredited by ____________.

	internet research task force

	internet architecture board

	Asia pacific

	internet corporation for assigned names and numbers



	Name of the file, where we find parent domain.

	/etc/bind/named.conf

	/etc/bind/named.conf.local

	/etc/bind/named.conf.options

	none of these



	The name of DNS configuration file ________.

	/etc/reslov.conf

	/etc/bind.conf

	both a and b

	none of these





Answers


	a

	c

	d

	a

	a

	b

	d

	d

	b

	a







CHAPTER 14

Dynamic Host Control Protocol


Introduction

Dynamic Host Configuration Protocol (DHCP) automatically assigns IP addresses to network devices. In a computer network, every device must have a unique IP address. DHCP eliminates the extra burden from the network administrator and provides a central database for keeping a track of devices that have been connected to the network; this chapter covers how to configure DHCP (based on real scenario).

Structure

In this chapter, we will cover the following topics:


	Introduction to DHCP server

	Installation of DHCP packages using YUM/dnf

	Configuration of DHCP server

	Introduction to DHCP relay agent

	Configuration of DHCP relay agent



Objective

The objective of this chapter is to configure the DHCP server and relay agent. The relay agent provides the IP address to different segments of LANs. For small network, you can assign IP addresses to the devices easily, but for a large network DHCP server will be required. This chapter deals with two scenarios: one is related to a simple DHCP server configuration and other related to DHCP relay agent.

Introduction to DHCP server

The DHCP automatically assigns the IP address to the host machine/devices using the IP address pool which is defined in the DHCP address pool. You can assign a specific IP address to a device using the DHCP reservation feature. In DHCP reservation, the administrator binds the MAC address of the device to a specific IP address. This address will not change even when you reboot the system/devices. DHCP works in the following ways:


	DHCP discover: The client machine broadcasts a DHCPDISCOVER packet to find the available DHCP server in the network. The DHCPDISCOVER packet contains source address 0.0.0.0 and destination address 255.255.255.255 (broadcast address), because initially there is no IP address on the client machine.

	DHCP offer: The DHCP server broadcasts a DHCPOFFER (in DHCPOFFER packet destination broadcast address 255.255.255.255) packet to the client. A DHCPOFFER packet contains the IP address, subnetmask, default gateway, and lease period of the IP address. If more than one DHCP server in network, then client will accept the DHCPOFFER packet on the basis of first come first basis. If the client does not receive an offer after four requests, it uses an IP address in the range from 169.254.0.1 to 169.254.255.254. The DHCP client continues to attempt to find an available DHCP server every five minutes. When a DHCP server becomes available, clients receive valid IP address.

	DHCP request: The DHCP client responds by broadcasting a DHCPREQUEST packet that contains the offered IP address. It shows acceptance of the offered IP address.

	DHCP acknowledgement: Finally, DHCP server acknowledges the client machine by sending a DHCPAck packet. After receiving the DHCPAck packet, the client can communicate using TCP/IP network, as shown in Figure 14.1:
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Figure 14.1: Working of DHCP




Installation of DHCP packages using YUM/dnf

The DHCP package name for CentOS7/8 is dhcp-server. Log in into the Linux server using username and password, and then open the terminal. Now, install the dhcp package on CentOS7/8, run the command dnf install dhcp-server –y or you can use yum install dhcp-server.

DHCP server configuration on CentOS7/8

You can understand the DHCP server function with the help of a scenario given in the figure, according to network Figure 14.2 as shown below. Install Linux version CentOS7/CentOS8 on physical machine or oracle virtual box and then, configure as DHCP server. Through this way, DHCP server can assign IP address to clients. The Linux machine (DHCP server) has two NIC, that is, adapter-1 and adapter-2. The IP address (192.168.1.108) is configured on enp0s3 interface, which is connected to switch and the second NIC takes IP from NAT (Oracle Virtual Box) not shown in diagram. The purpose of second NIC is to install updates from Internet. The client machine has one NIC, the client machine obtains the IP address from DHCP server. There is no yum/dnf server running in scenario. Hence, you have to use two network adapters on DHCP server. Please note that Internet must be running on host machine otherwise you cannot install the packages on server/client using oracle virtual box. This is a scenario when you are using virtualization software. What will be the scenario without a virtualization environment? In this case, Internet connectivity must be available on server machine or without Internet connectivity, you have to add local yum/dnf server in scenario. The desktop PC or client machine is directly connected to the switch. The DHCP packages are not required on the client machine. Internet is not required for DHCP package on the client machine, but for other purposes (for exp- installation of software or any updates) you require internet. Hence, the other option is sharing of the Internet connection from server to the client machine using masquerade. The sharing of internet connection using masquerade is also applicable in virtualized and non-virtualized environment. It depends upon your choice. Here, we will discuss the simple scenario:
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Figure 14.2: DHCP network diagram

The DHCP server IP and adapter related configurations are given in the following table:










	
Machine name


	
IP address


	
Subnet mask


	
Adapter settings


	
Adapter Mode on Oracle Virtual Vbox





	
DHCP server


	
192.168.1.130


	
255.255.255.0


	
Adapter-1 enp0s3


	
Internal





	
IP assigned by NAT


	
Assigned by NAT


	
Adapter2 enp0s8


	
NAT, masquerade enabled inside CentOS7/8





	
Client machine


	
Assigned by DHCP Server


	
Assigned by DHCP Server


	
Adapter-1 enp0s3


	
Internal






Table 14.1: The IP address configuration

The DHCP server uses port 67 and the dhcp client uses port 68. The name server in file /etc/resolv.conf is 8.8.8.8 and 8.8.4.4. If you have configured own DNS server, then replace the public DNS IP address with own DNS server IP address. The DHCP server IP address should not be between IP address pools. In other words, it should be excluded from IP pool range.

To install and configure the DHCP server, follow the given steps:


	Log in to the Linux system and assign the IP address 192.168.1.130/24 on enp0s3, that is, on first Adapter-1 which is set on internal mode (on oracle virtual box) and the second adapter-2 is set on NAT mode on oracle virtual box.

	Change the default hostname using the file VI /etc/hostname and press I. Then, remove the default entry and type hostname as dhcpserver (you can use any hostname as you want). To save and quit, press Esc + :wq. Now, apply the change using the command /usr/lib/systemd/systemd-hostname. If changes do not appear, then reboot the system.

	Now, install the DHCP packages using the command dnf install dhcp* -y.

	The main DHCP configuration file is located at /etc/dhcp/dhcpd.conf. The dhcpd.conf file stores the configuration related to the DHCP server, but when you open this file dhcpd.conf, then it displays nothing. Here, a big question is how to write the syntax related to the dhcp server configuration. To do this, you can copy the sample file from the location /usr/share/doc/dhcp-4.2.5/dhcpd.conf.example to /etc/dhcp/ using the command shown in Figure 14.3:
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Figure 14.3: Copying dhcp.conf file


	Run the ls command to location ls /etc/dhcp/. This will display the copied file and dhcpd.conf file (already exists). Now, rename the dhcpd.conf file to dhcpd.conf.back to avoid the conflict, as shown in Figure 14.4:
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Figure 14.4: Renaming dhcpd.conf file for backup


	Now, rename the dhcpd.conf.example file to dhcpd.conf so that dhcp-server can be configured. The example extension is not accepted by dhcp-server. Hence, we need to rename to dhcpd.conf, as shown in Figure 14.5:
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Figure 14.5: Renaming the dhcpd.conf.example file


	Now, open the file dhcpd.conf using VI editor. This will display a lot of dhcp server related configuration. Hence, we have copied all syntax related to configuration in a new file (for advance configuration, if any) and left some basic configuration syntax inside the file, as shown in Figure 14.6:
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Figure 14.6: Defining the dhcpd.conf file

According to the figure above, the DHCP Server will reserve the IP address for 10 min, that is, 600 sec and 2 hours, that is, 7200 sec. This is the maximum time for the host/devices.

The Subnet section defines the DHCP Configuration for 192.168.1.0/24 Network:


	In the Range section, the IP address pools from 192.168.1.150 – 192.168.1.200.

	The Router is the default gateway.

	The Subnet-mask defined for each host is 255.255.255.0.

	The DNS name servers or the IP address will be assigned to each host. We have assigned Public DNS IP address that is, 8.8.8.8, so that the Internet will be available to all hosts.





The system administrator can add more than One Subnet according to the requirement.


	Now, enable the dhcpd service during boot time and then, start the dhcpd service using the commands systemctl enable dhcpd and systemctl start dhcpd.

	Start all the dhcp service in firewall using the command as shown in Figure 14.7:
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Figure 14.7: Allowing dhcp service


	To test if the DHCP server is working or not, go to client machine and run the command ip a | less. This will display the assigned IP address on enp0s3 interface as shown in Figure 14.8. The figure displays the IP address from the assigned pools:
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Figure 14.8: Checking assigned IP address


	(Optional) You can reserve the IP address for specific device or host using MAC address, that is, hardware address of the device/host and then add the following syntax using the file /etc/dhcp/dhcpd.conf:
host dhcpserver {

hardware ethernet 08:00:27:02:5f:7d;

fixed-address 192.168.1.180;

}




After the changes, restart the dhcp service on client machine, renew the IP address using the command dhclient –r eth0, and then check if the IP has been renewed or not using the command ip a | less.

Introduction to DHCP relay agent

A DHCP relay agent forwards DHCP packets between clients and servers. The relay agent is used to forward the request from one subnet to another. This is because the DHCP packets cannot move across the router. Hence, the DHCP relay agent comes into the network. This is so that the DHCP servers can handle requests from all the networks.

DHCP relay agent configuration on CentOS7/8

You can understand the DHCP server’s function with the help of a scenario given in the following figure. According to the following network, Figure 14.9, prepare two Linux machines (version CentOS7/CentOS8) on oracle virtual box and then configure one as DHCP server and second as DHCP relay agent. Through this way, the DHCP server assigns the IP address to the client machine which is running in another subnet using the dhcp relay agent. The DHCP server has three NIC, that is, adapter-1, adapter-2, and adapter-3. The IP address (192.168.1.130) is configured on enp0s3 interface, which is connected to switch and the IP address on second NIC (enp0s8) is 192.168.2.1. The third NIC takes IP from NAT (Oracle Virtual Box), which is not shown in the diagram. The purpose of the third NIC is to provide Internet for the installation of packages on the dhcp server as well as other machines. The client machine has one NIC; the client machine obtains the IP address from the DHCP server. There is no yum/dnf server running in the scenario. Hence, you have to use one network adapter for Internet on DHCP server as well as dhcp relay agent server. Here, we will discuss the simple scenario:
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Figure 14.9: Network diagram for DHCP relay agent

The IP addresses and DHCP server related configuration are given in Table 14.2:










	
Machine Name


	
IP address


	
Subnet mask


	
Adapter Settings


	
Adapter mode on Oracle Virtual Vbox





	
DHCP Server


	
192.168.1.130


	
255.255.255.0


	
Adapter-1 enp0s3


	
Internal





	
192.168.2.1


	
255.255.255.0


	
Adapter2 enp0s8


	
Host-Only-Adapter





	
IP assigned by NAT


	
Assigned by NAT


	
Adapter-3 enp0s9


	
NAT, masquerade enabled inside CentOS7/8





	
DHCP Relay Server


	
192.168.1.129


	
255.255.255.0


	
Adapter-1 enp0s3


	
Internal





	
192.168.2.2


	
255.255.255.0


	
Adapter-2 enp0s8


	
Host-Only-Adapter





	
Assigned by DHCP Server


	
Assigned by DHCP Server


	
Adapter-3 enp0s9


	
For Internet you can add extra adapter i.e adapter-3 (enp0s9) and set on NAT





	
Client Machine


	
Assigned by DHCP Server with the help of DHCP Relay agent


	
Assigned by DHCP Server with the help of DHCP Relay agent


	
Adapter-1 enp0s3


	
For testing you can set the mode Host-Only-Adapter






Table 14.2: The IP address configuration

The adapter’s settings on dhcrelayserver are on internal and Host-only. Hence, you have to set the client adapter mode on Host-Only. This is because the dhcp relay agent (dhcrelayserver) forwards the IP address using the interfaces enp0s3 and enp0s8.

The following are the dhcp relay agent configuration steps:


	Log in to the Linux system and assign the IP address 192.168.1.130/24 on enp0s3 i.e., on Adapter-1 using the command nmtui. Do not assign gateway address.

	Change the default hostname using the file vi /etc/hostname and press I. Then, remove the default entry and type hostname as dhcpserver (you can user any hostname as you want). To save and quit, press Esc + :wq. Now, apply the change using the command /usr/lib/systemd/systemed-hostname. If the changes do not appear, then reboot the system.

	Now, install the DHCP packages using the command dnf install dhcp* -y.

	The main DHCP configuration file is located at /etc/dhcp/dhcpd.conf. The dhcpd.conf file stores the configuration related to the DHCP server, but when you open this file dhcpd.conf, it displays nothing. Here, a big question is how to write the syntax related to dhcp server configuration. To do this, you can copy the sample file from the location /usr/share/doc/dhcp4.2.5/dhcpd.conf.example to /etc/dhcp/ using the command as shown in Figure 14.10:


[image: ]

Figure 14.10: Copying DHCP configuration file


	Run the ls command to location ls /etc/dhcp/. This will display the copied file and dhcpd.conf file (already exists). Now, rename the dhcpd.conf file to dhcpd.conf.back to avoid conflict, as shown in Figure 14.11:

[image: ]

Figure 14.11: Creating DHCP backup file


	Now, rename the dhcpd.conf.example file to dhcpd.conf so that the dhcp-server can be configured. The example extension is not accepted by the dhcp-server. Hence, we need to rename to dhcpd.conf, as shown in Figure 14.12:

[image: ]

Figure 14.12: Renaming the dhcpd.conf.example file to dhcpd.conf


	Now, open the file VI /etc/dhcp/dhcpd.conf. This will display a lot of dhcp server related configuration. Hence, we have copied all syntax related to configuration in a new file (for advance configuration if any) and leave some basic configuration syntax inside the file, as shown below:
# dhcpd.conf

# Sample configuration file for ISC dhcpd

default-lease-time 600;

max-lease-time 7200;

# Use this to enble / disable dynamic dns updates globally.

ddns-update-style none;

# If this DHCP server is the official DHCP server for the local

# network, the authoritative directive should be uncommented.

authoritative;

# A slightly different configuration for an internal subnet.

# First LAN segment

subnet 192.168.1.0 netmask 255.255.255.0 {

range 192.168.1.150 192.168.1.200;

interface enp0s3;

option domain-name-servers 8.8.8.8;

option routers 192.168.1.130; #This Master DHCP IP address(enp0s3) works as Router

option broadcast-address 192.168.1.255;

default-lease-time 600;

#Second LAN segment

subnet 192.168.2.0 netmask 255.255.255.0 {

range 192.168.2.150 192.168.2.200;

interface enp0s3;

option domain-name-servers 8.8.8.8;

option routers 192.168.2.1; # This is Master DHCP interface enp0s8 IP address

option broadcast-address 192.168.2.255;

default-lease-time 600;

max-lease-time 7200;

}


	Now, enable the dhcpd service during boot time and the start the dhcpd service using the command systemctl enable dhcpd and systemctl start dhcpd.

	Run all the dhcp service in firewall using the command as shown in Figure 14.13:

[image: ]

Figure 14.13: Allowing DHCP service in firewall


	Now, log in to the second Linux machine and change the default hostname to dhcrelayserver and install the dhcp relay agent package using the command yum install dhcp* -y for CentOS7 and for CentOS8 dnf install dhcp* -y.

	Now, copy the file dhcrelay.service inside the system directory using the command cp /lib/system/system/dhcrelay.service /etc/systemd/system.

	Now, open the file dhcrelay.service using the command vi /etc/systemd/system/dhcrelay.service. Now, add line 192.168.1.130. The enp0s3, enp0s8 and IP address 192.168.1.130 is the interface and the IP address of the DHCP server .The file details are as shown in Figure 14.14:
-i enp0s3 Listen for DHCPREQUEST on the interface enp0s3

-i enp0s8 Listen for DHCPREQUEST on the interface enp0s8

192.168.1.130 DHCP server to which the DHCPREQUEST requests are forwarded



[image: ]

Figure 14.14: Configuring DHCP relay agent


	Enable the dhcrelay.service during boot time using the command systemctl enable dhcrelay.service.

	You have changed the dhcrelay.service file; hence, reload the system daemon using the command systemctl –-system daemon-reload and then start the dhcrelay.service using the command systemctl start dhcrelay, as shown in Figure 14.15:

[image: ]

Figure 14.15: Relaoding DHCP relay agent


	The command as shown in Figure 14.16 explains to which interface the DHCP relay is listening, or whether the DHCP requests are being forwarded, as shown in Figure 14.16:

[image: ]

Figure 14.16: Displaying DHCP relay process


	You can test the dhcp relay agent using the client machine having network adapter set on host-only mode. First of all, stop the dhcp relay agent using the command systemctl stop dhcrelay.service on dhcp relay server and then, restart the client machine network interface. Then, you will see the network adapter on client machine enp0s8 (Host-only-mode) displaying a message connecting, but IP address is not assigned. When you restart the dhcp relay agent using the command systemctl restart dhcrelay.service, then the client machine will get the IP address by DHCP server.



To troubleshoot the dhcp server configuration, use the followings steps:


	To check the dhcp configuration file syntax, run the command dhcpd configtest.

	To check the dhcp service status, use the command systemctl status dhcpd.

	If the client machine is not getting the IP address from the dhcp server, then renew the IP address on the client machine using the command dhclient –r name of interface.



Conclusion

The major advantage of dynamic addressing capabilities is to save system administrator’s time and make networks more efficient. In this chapter, it is explained how DHCP works and its advantages. The DHCP server allows assigning IP addresses automatically to the client systems. You can reserve the specific IP address to the devices using its MAC address, that is, the hardware address of device. In the next chapter, we will discuss about Unified Threat Management Gateway, that is, Endian firewall. The Endian firewall works as a proxy server as well as UTM. The System Administrator can control web traffic using the UTM.

Multiple choice questions


	What is the objective of the DHCP server?

	used only in mobile

	to map MAC to IP

	to provide an IP address to hosts

	none of these



	DHCP is used for ______________.

	IPv6

	IPv4

	both IPv6 and IPv4

	none of these



	Which UDP port does the DHCP use for sending data to the server?

	66

	67

	68

	none of these



	DHCP server and client machine on the same subnet communicate using ___________.

	UDP broadcast

	UDP unicast

	TCP broadcast

	none of these



	The DHCP server can provide IP addresses for _____________.

	dynamic addressing

	automatic addressing

	static allocation

	all of the above



	To prevent the IP conflict, the client may use _____________.

	MAC

	BGP

	ARP

	none of these



	The use of DHCP relay agent is ____________.

	forward packet to another subnet

	forward packet to same subnet

	forward MAC address

	none of these



	The IP assigned for a client by DHCP server is ______________.

	limited period

	unlimited period

	time dependent

	none of these



	The command systemctl dhcpd stop is ___________________.

	true

	false



	The location of dhcpd.conf file is __________.

	/etc/dhcp/dhcpd.conf

	/etc/dhcpd/dhcp.conf

	/etc/dhcp/

	none of these





Answers


	c

	c

	b

	a

	d

	c

	a

	a

	a

	a







CHAPTER 15

Unified Threat Management (UTM)


Introduction

A unified threat management (UTM) system is a type of network hardware appliance/virtual appliance that protects organizations from security threats. In this chapter, we have covered the concept of UTM using free ENDIAN firewall.

Structure

In this chapter, we will covers following topics:


	Introduction to UTM

	Introduction to proxy server

	Introduction to Demilitarized zone (DMZ)

	Allow Telnet in DMZ

	Allow internet in Green Zone



Objective

This chapter explains how to configure Endian firewall. The users will learn how to allow, deny, and stop firewall and how to create firewall rules to allow/deny different services. The users will learn how to configure the DMZ using the oracle virtual box. We have explained how to configure the transparent and non-transparent proxy server. This chapter deals with the practical related to endian firewall.

Introduction to UTM

Endian Firewall is also known as UTM, which provides the safeguard against the intruders. The scope of UTM is wider than firewall, the UTM contains all security features in single device or virtual appliance. The UTMs include web filtering, anti-spam, content filtering, and anti-virus. In the production environment, you can find virtual UTM, or hardware based UTM but the function of both the UTM is same.

The endian firewall is developed by Endian. The software is based on the Linux, and it is designed to work on home computers as well as commercial use. Some advantages of a UTM appliance are given below:


	Email security

	URL filtering

	Content filtering

	Web application firewalls

	DDOS mitigation

	Load balancing for the network

	Anti-spam

	Network intrusion detection and prevention



The UTM has three interfaces. The first interface is connected to the internet, that is, redzone. The second is connected to the orange zone, where servers like e-mail, web server and other servers are running, and internal zone related to Local area network (LANs). Why we need to filter the traffic using the UTM, because the RedZone contains good as well as bad traffic. Basically, an UTM interface indicates the zones. To configure any network first of all, draw the network diagram on paper then configure the network accordingly otherwise you will face a lot of trouble. Any UTM has at least three interfaces, that is, Red, Green and Orange. If you want to connect the server according to zones, then configure the servers according to the following figure:



[image: ]

Figure 15.1: UTM network diagram

Introduction to Proxy Server

Proxy server refers to a server that works as an intermediary between the clients and server. The advantage of Proxy servers is to protect the clients. The proxy server also hides the client’s IP address when the client is using the Internet. The proxy server changes your private IP address to a public IP, and then passes packet to the destination. The proxy server remembers have a private IP address when the query is sent back; it will easily recognize to whom the request is made. The following are the advantages of a web proxy server:


	Filtering the content

	Allowing/denying the website

	Controlling the bandwidth

	Hiding the identity




[image: ]

Figure 15.2: Showing connectivity between client and RedZone

In this chapter, we will discuss only the transparent and non-transparent proxy server.

Transparent proxy server

The transparent proxy is also known as inline proxy, intercepting proxy, or forced proxy. In transparent mode, there is no client-side configuration required. It can authenticate, filter, and cache requests. Transparent proxy cannot redirect HTTPS traffic because HTTPS pages are encrypted, hence you cannot apply content filtering to HTTPS. Content filtering is applicable on HTTP. You can block the HTTPS request in firewall by creating outgoing rules. The transparent proxy is useful in a mixed environment where Linux, UNIX, MacOS and Microsoft windows are running.

Non-transparent proxy server

In non-transparent (also known as manual proxy), the web browser on the client’s

 side knows that a proxy is being used, and hence can act accordingly. The major advantage of non-transparent proxy is that spyware and malware don’t know the proxy settings. This can reduce the spreading of malware.

Transparent proxy server using Endian firewall

Download the Endian Firewall iso from the website https://www.endian.com/de/community/download/ or open the website https://www.endian.com/, then click on the community and finally click on the download option which appear on top of the website page. You can only download Free Open Source UTM Solution for Home use. To know about endian firewall, first install the endian firewall on the oracle virtual box, then it will provide the web access link to you. Here, we have not explained the installation process of endian firewall, that is, UTM. Add three network interface cards, that is, adapter on oracle virtual box and then start the installation process. The installation process of endian firewall is very easy. You can understand the endian firewall working with the help of example. Here, we will discuss how to configure web proxy using endian firewall. According to the endian UTM community, if you have endian firewall UTM version 5.0.4 or lower, then you cannot use the URL filtering, you can only use https proxy. The configuration of endian firewall is given Table 15.1:









	
Name of the UTM


	
OracleVbox adapter mode


	
Interface Name inside Endian firewall


	
IP on Interface





	
Endian Firewall


	
Adapter-1

Host-Only


	
eth0


	
192.168.0.15/24 port 10443 for LAN users





	
Adapter-2

Internal


	
eth1


	
192.168.2.10/24 for DMZ





	
Adapter-3

Bridge Mode carries Internet traffic.


	
eth2


	
192.168.1.109/24 for uplink, that is, Red zone

Gateway 192.168.1.1/24 This is my home router IP address






Table 15.1: Endian Firewall Configuration

Let’s look at the steps:


	Download the Endian Firewall iso from the website: https://www.endian.com/de/community/download/

	Now, power on the Endian Firewall, and wait for a minute and open the Internet explorer or the chrome web browser. Then, type the address https://192.168.0.15:10443, and press Enter key. The following message will be displayed. Click on Advance button, as shown in Figure 15.3:

[image: ]

Figure 15.3: Accessing the web link of UTM


	Click on Proceed to safe 192.168.0.15 (unsafe) as shown in Figure 15.4:

[image: ]

Figure 15.4: Clicking on Proceed to unsafe


	It displays the welcome message. Click on the triple arrow button, as shown in Figure 15.5:

[image: ]

Figure 15.5: Welcome wizard


	Select the language and time zone. Then, click on the triple arrow button, as shown in Figure 15.6:

[image: ]

Figure 15.6: Selecting Time zone and language


	Now, read and select the License Agreement if you agree. Click on the triple arrow button as shown in Figure 15.7:


[image: ]

Figure 15.7: Accepting the License


	Leave it default, and click on the triple arrow button, as shown in Figure 15.8:

[image: ]

Figure 15.8: Selecting backup


	Now, change the default password of web access as well as SSH. Type the password as you want, as shown in Figure 15.9:

[image: ]

Figure 15.9: Assigning the password


	Select the following radio button, as shown in Figure 15.10. Then, click on the triple arrow button:


[image: ]

Figure 15.10: Selecting Network modes


	Select the ORANGE and click on the triple arrow button, as shown in Figure 15.11:

[image: ]

Figure 15.11: Selecting zone


	Now, select the Type IP address 192.168.0.15/24 for GREEN zone and select eth0 adapter. In ORANGE zone, type IP address 192.168.2.10/24 and select eth1 adapter:


[image: ]

Figure 15.12: Selecting network interfaces

Now, scroll down the page and change the hostname and domain name (if you want) as shown in Figure 15.13. Now, the Hostname is changed and not the domain name. Then, click on the triple arrow:


[image: ]

Figure 15.13: Assigning Hostname to UTM


	Now, type the IP address for RED Zone 192.168.1.107/24 and select eth2 radio button. On this IP address, the Internet traffic is running according to my Access point settings; this may be different according to your settings. The default gateway address is 192.168.1.1, and run other settings on default mode. Then, click on the triple arrow, as shown in Figure 15.14:
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Figure 15.14: Selecting RED zone interface


	Enter DNS1 (This is our Router Address your setting may be different according to Internet traffic.) and DNS2 IP address as shown in screenshot. Click on triple arrow, as shown in Figure 15.15:

[image: ]

Figure 15.15: Assigning DNS address


	Leave on default settings and click on the triple arrow, as shown in Figure 15.16:

[image: ]

Figure 15.16: Clicking on default setting


	Click on OK and the apply configuration button, as shown in Figure 15.17:

[image: ]

Figure 15.17: Clicking on OK button

Next, it displays a message to wait for 20 seconds, as shown here:



[image: ]

Figure 15.18: Waiting for login


	Click on I don’t want any updates, if it appears, as shown in Figure 15.19:

[image: ]

Figure 15.19: Clicking on I don’t want any updates


	Now, enter the username and password. Then, click on the sign in button, as shown in Figure 15.20:

[image: ]

Figure 15.20: Login on UTM


	Now, the Dashboard will be displayed, as shown in Figure 15.21:

[image: ]

Figure 15.21: Displaying UTM dashboard


	Now, go to the Firewall tab and click on Outgoing traffic. Then, it will display all the default rules. Delete all the default rules using the trash icon. Then, it will display the apply button. Click on Apply button, as shown in Figure 15.22:
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Figure 15.22: Deleting the default outgoing rules


	In the same way, click on Inter-Zone traffic and delete all the default rules, as shown in Figure 15.23:

[image: ]

Figure 15.23: Deleting the default Inter-zone traffic rules


	Now, the following screen will be displayed without any rules, as shown below. Click on Add a new inter-zone firewall rule as shown in Figure 15.24:
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Figure 15.24: Displaying the Inter-zone after deletion


	Now, allow a ping from Green to Orange zone (means LAN to DMZ). For this, select the set type Zone/Interfaces under Source section, and select GREEN. In Destination section, select set type Zone/Interface and then select ORANGE. Now, go to Protocol and select ICMP and in the Remarks section type Ping Rule. Leave other settings on default. Click on the update rule, or Add rule as shown in Figure 15.25:

[image: ]

Figure 15.25: Assigning the ping rule Green to Orange


	Click on Apply button as shown in Figure 15.26:

[image: ]

Figure 15.26: Applying the rule


	Click on ‘add a new inter-zone firewall rule’. Now, allow the ping from Orange to Green (means DMZ to LAN). For this, set type Zone/Interfaces under Source section and select ORANGE. In Destination set, type Zone/Interface. Then, select GREEN. Now, go to Protocol and select ICMP and in Remarks section type Ping Rule. Leave other settings on default. Click on update rule or Add rule as shown in Figure 15.27:
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Figure 15.27: Assigning rule to zones
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Figure 15.28: Applying rule


	Click on Proxy tab and then click on Configuration. Now, click on Enable HTTP Proxy and select Transparent from GREEN. Go to Log Settings and select all HTTP Proxy logging. Finally, click on save button and then apply.

	You have created the rules for ping and the Internet traffic for between the Green Zone and the Orange Zone (DMZ). Now, click on Proxy tab. Then, go to Authentication tab and click on manage users under the NCSA user management. Finally, click on Add NCSA user. Now, type username and password and then, click on Create User. After that, click on Apply button.

	Go to the Web Filter tab and click on the Add new Profile. Type a profile name (networksecurity) as you want. Now, click on Custom block and whitelists and block the website www.facebook.com and www.rediffmail.com using the ‘Block the following’ sites box. Then, click on Add button and then, click on apply button.

	Click on Access Policy tab. Then, click on Add access policy and select the zone, that is, Green Zone in the source type and in the destination type selects the ANY. Then, go to authentication tab and select User based. Now, Allowed Users box will be displayed and select the user networkuser. Now, go to Access Policy section and select the Allow Access. Then, click on Filter Profile and select the networksecurity profile. Finally, click on ‘creates policy’ and then, clicks on Apply button as shown in Figure 15.29:
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Figure 15.29: Assigning the policy


	To test the transparent proxy, power on the client machine and clear all the cache from web browser. Then, reopen the web browser and type the blocked website’s name www.yahoo.com. The proxy will be displayed that the message website is blocked.



Configuration of non-transparent proxy (manual proxy) using Endian Firewall

Next, let us look at the steps to configure non-transparent proxy using Endian Firewall:


	To configure endian firewall as a non-transparent proxy, that is, manual proxy, run the step 26 to 28 (from previous section), and then go to the client machine and configure the web browser to use the proxy server address. For example, if you are using the Firefox web browser, then go to the preference option and search the network settings then click on Settings. Now, select the manual proxy configuration and type the IP address of the proxy server along with the port number and put the checkmark on Use this proxy server for all protocols. Finally, click on the OK button, as shown in Figure 15.30:
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Figure 15.30: Setting proxy address


	Now, restart the Firefox web browser. It will prompt the username and password as shown in Figure 15.31:
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Figure 15.31: Entering username and password

For demo purposes, we have already created the username (in step-27) for non-transparent proxy. Only, we have changed the client-side web browser configuration. In the transparent proxy, there is no need to change the web browser setting, but in non-transparent proxy, change is required.


	Now, try to open the website www.facebook.com. It will display the message Access denied, as shown in Figure 15.32:
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Figure 15.32: Displaying site is blocked




Introduction to Demilitarized zone (DMZ)

The word DMZ originated from the military. The military set up DMZ zones (during war time) with the help of treaties. In DMZ, no nation was allowed to set up any military troops/installation. The purpose of DMZ is to protect the country from attacks. Hence, Demilitarized zone (DMZ) is a neutral zone or buffer zone between trusted and un-trusted networks. In other words, it is like a divider of road. OR DMZ is used to separate the internal network from public network. The general architecture of DMZ is as shown in Figure 15.33:
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Figure 15.33: Showing DMZ location

Allow Telnet in DMZ

To allow telnet, as per the scenario, follow given steps:


	Click on ‘add a new inter-zone firewall’ rule. Allow the telnet service from Green to Orange (LAN to DMZ). For this, set type Zone/Interfaces under Source section and select GREEN. In Destination section, set type Zone/Interface then select ORANGE. Then, you will able to access the telnet service from LAN to DMZ zone. Now, go to Service, select Telnet and in Remarks section type Telnet Rule. Leave other settings on default. Click on update rule or Add rule, as shown in Figure 15.34:
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Figure 15.34: Allowing telnet

In the same way, you can allow other services which are running on DMZ.


	Click on Apply button as shown in Figure 15.35:
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Figure 15.35: Applying the rule




Allow Internet in Green Zone

To allow Internet in Local Area Network, that is, Green Zone, first, access the Outgoing tab and follow the steps as given below:


	Go to Firewall, click on Outgoing traffic and click on Add a new firewall rule as shown in Figure 15.36:
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Figure 15.36: Creating outgoing rule


	Select Zone Interface under Source section, and then select RED under Destination as shown in Figure 15.37:
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Figure 15.37: Selecting zone


	Now, select GREEN under Source and in Service/Port, Protocol select ANY, ANY and Remarks type Internet. Then, click on Create rule as shown in Figure 15.38:
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Figure 15.38: Allowing Internet to Green zone


	Click on Apply button. This is for the Internet traffic on Green Zone (LAN), as shown in Figure 15.39:
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Figure 15.39: Applying the rule




Conclusion

The firewall reduces the risks to the green zone; it can protect the network using the whitelist/blacklist, bad port blocking, ACL etc. The firewall administrator can examine the status of different servers using the log and takes decisions accordingly. In the next chapter, we will discuss about the squid web proxy server, and its configuration based on scenario. In the next chapter, we will discuss about the Squid Web Proxy Server configuration.

Multiple choice questions


	The open source UTM is _____________________.

	Endian Firewall

	OpenFiler

	Cyberom

	none of these



	Redzone represents ________________________.

	Internet

	LAN

	Wi-Fi

	none of these



	Blue zones represent ________________.

	LAN

	Internet

	Wi-Fi

	none of these



	How many types of firewalls are possible?

	2

	5

	1

	3



	The firewall protects from _________________.

	DoS

	malicious or unnecessary network traffic

	both a and b

	none of these



	ACL stands for ________________.

	Access Control Login

	Access Control Log

	Access Control List

	none of these



	The network layer firewall is related to _____________.

	User ACL

	Content filtering

	ACL

	none of these



	The proxy firewall works at which level?

	application

	transport

	network layer

	none of these



	The DMZ is related to ___________________.

	Trusted and Un-trusted zone

	Trusted Zone

	Un-trusted zone

	none of these



	The default username and password of endian firewall is ______.

	admin admin

	Admin admin

	Admin Admin

	none of these





Answers


	a

	a

	c

	d

	a

	c

	d

	a

	a

	a







CHAPTER 16

Squid Web Proxy


Introduction

A proxy server acts as an intermediary between a client and the internet and allows/denies a client machine to make an indirect connection to network servers and services. There are many reasons for which the organizations use a proxy server on the network, such as:


	to share internet connection on a LAN.

	to speed up internet surfing.

	to hide the IP address of the client.

	to implement internet access control.



Structure

In this chapter, we will cover the following topics:


	Introducing Squid web proxy server

	Installing Squid packages using YUM

	Configuring the Squid server

	Writing allow/block rule in Squid

	Monitoring Internet activity using Squid

	Changing the squid port

	Transparent and non-transparent squid server

	Configuration of transparent squid proxy



Objective

This chapter explains how to install and configure Squid proxy Server and client in Linux. By the end of the chapter, the user will learn how to allow, deny, and block bad websites, start, and stop Squid services, and how to create firewall rule to allow the squid proxy port. The Squid proxy configuration procedure and commands are the same in CentOS7/CentOS8.

Introducing Squid web proxy server

Any proxy server works as an intermediate system between the Internet and the client machine. As you know that on the Internet, both good and bad contents/websites are available, hence, it is mandatory to install the proxy server which protects the server/client machine from these malicious traffic/contents. In the proxy server, you can block/allow the website by making the rules. In Linux, proxy server is available and is known as squid proxy server. The squid proxy server can control the bandwidth and monitor the employee activity. The default port of squid server is 3128. Only you can install it on the Linux machine and configure along with the access policy. Figure 16.1 describes picture of proxy server clearly:
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Figure 16.1: Working of Proxy Server

Installing Squid packages using YUM

The installation of Squid proxy server requires the following packages as shown in Table 16.1:



	
Hardware


	
Software





	
Two Network Card


	
Linux OS





	
512 MB RAM supports 16 GB HDD Cache.


	
squid






Table 16.1: Hardware and Software requirements for squid

Log in to the Linux machine using the username root along with the password. To install squid packages, run the command yum install Squid* -y. The IP address related to configuration is given in Table 16.2:










	
Machine name


	
IP address


	
Subnet mask


	
Adapter settings


	
Adapter mode





	
Squid proxy


	
192.168.2.100


	
255.255.255.0


	
Adapter-1 enp0s3


	
Internal





	
IP using NAT


	
By NAT


	
Adapter-2 enp0s8


	
NAT





	
Client machine


	
192.168.2.30

Gateway

192.168.2.100


	
255255.255.0

255.255.255.0


	
Adapter-1 enp0s3


	
Internal






Table 16.2: Squid configuration details

Configuring the squid server







	
The system administrator configures the squid web proxy server using the file mentioned in Table 16.3. The squid configuration file and log file path is given here: Squid file name


	
Path of the file/port





	
Squid default port


	
3128





	
Configuration file


	
/etc/squid/squid.conf





	
Log file


	
/var/log/squid






Table 16.3: The squid configuration file and log file path

Let’s look at the steps that are to be performed:


	Run the command rpm –q squid* to check whether the squid packages are installed or not.
rpm -q squid*


	Run the command yum install squid* -y to install the squid packages. The y switch continues the installation without asking for confirmation.

	Now, enable the squid proxy service during system boot, using the command systemctl enable squid.

	Start the squid service using the command systemctl start squid.

	Check the status of the squid service to see whether it is running or not using the command systemctl status squid.

	The squid proxy uses the port 3128 and allows the port 3128 in firewalld using the command firewall-cmd --permanent --add-port=3128/tcp.

	Now, reload the firewall using the command firewall-cmd --reload. This will apply the changes.



Writing allow/block rule in Squid

We can understand the Access Control List (ACL), that is, the allow/deny rule on the basis of the following examples:


	Allow networks to enable Internet access

	Block BAD URL’s

	Restrict file type downloads

	Restrict access to internet according to the time period



Allow networks to enable internet access

To write the rule in squid proxy server, follow the syntax given:

acl <name of the acl> src <network_id>

http_access allow <name of acl>

(Where, src denotes source address or network id)

The localnet is allowed by default. No need to define acl. We may define an acl for another network.

Now, go to client machine and configure the web browser for squid proxy server. For this, open the Firefox web browser and type about: preferences, and then press the Enter key. Next, search the network setting using the search box, click on Settings, and then type the squid proxy web address along with the port number, as shown in Figure 16.2:
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Figure 16.2: Manual setting of proxy in UTM

Now, try to access the web site www.google.com. You can access the website. It shows squid is working.

Block bad URL’s

To block the bad website, first create a file named badwebsites under the directory /etc/squid/badwebsites using the vi or cat command and type the name of badwebsite that you want to block, as shown in Figure 16.3:
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Figure 16.3: listing bad websites

Now, insert the rule to block the bad websites. Use the regular expression pattern matching the syntax given as follows:

acl <file name> url_regex “Location of the file”

http_access deny <file name>

Now, open the squid configuration file and insert the rule as shown in Figure 16.4:
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Figure 16.4: Deny rule in squid file

Now, reload the squid services using the command systemctl reload squid. Now, try to access the bad website; you cannot access the website.

Restrict file type downloads

To restrict the special type, that is, MP3, TAR, AVI, etc., create a file block.acl using vi editor and add the following entries as shown:

vi /etc/squid/block.acl

mp3

mp4

avi

To save and quit from vi, use Esc + :wq. Now, open the squid configuration file and add the string as shown in Figure 16.5:
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Figure 16.5: Deny rule of malicious extension in squid

The blockextension is the name of acl and block.acl contains the name of extension which is blocked by the system administrator. The url_regex denotes a regular expression pattern match. Finally, restart the squid service using the command systemctl restart squid. To test if the squid is blocking the extension (mentioned in file block.acl) or not, go to client machine and try to download an mp3 file; the file will not get downloaded and show an error, as shown in Figure 16.6:
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Figure 16.6: Squid block the mp3

Restrict access to the internet according to the time period

We can allow access to the sites at certain times of the day, for example, (09:00 until 11:00 am) only on Monday (M), Tuesday (T), Wednesday (W) Thursday (H) and Friday (F). To configure this, open the squid file and add the string given as follows:

acl officetime time M T W H F 09:00-11:00

http_access deny all

http_access allow officetime

Monitoring internet activity using squid

A number of open-source tools are available to monitor the Internet activity on Linux. Some of the followings are based on command line interface:


	iftop

	darkstat

	IPTraf

	SARG (Graphical user interface)



We will discuss the command line-based tools, that is, iftop. You can find more about iftop using the command man iftop on terminal. The iftop displays a network bandwidth usage every 2, 10, and 40 seconds on average. This tool is not by-default installed on CentOS7/8 machine; you have to install on the Linux machine using the command yum install iftop –y. Suppose the squid server has multiple network interface cards, then you will need to specify the network interface that you want to monitor. The squid server has a minimum of two network interface cards - one for the Internet and the second is to provide the Internet on client machine. Suppose you want to monitor the bandwidth usages on the second interface cards, then, you have to run the command as given below:


	Open the terminal on squid server and type if top –i enp0s3, as shown in Figure 16.7:
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Figure 16.7: iftop command on enp0s3 interface


	The output of the preceding command is as shown in Figure 16.8. The figure shows that the data received and transmitted (incoming data) is zero:
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Figure 16.8: Shows the transmitting and receiving data packet on enp0s3 interface


	Now, go to the client machine and open google.com or any other website to generate the traffic, as shown in Figure 16.9:
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Figure 16.9: Watching the activity of client machine from squid server


	The IP address 192.168.2.30 is related to the client machine:

[image: ]

Figure 16.10: Display the client machine IP address




Changing the squid port

The Squid proxy server by default listens on the TCP port 3128. If you want to change this port, open the file /etc/squid/squid.conf in vi editor and replace the value of the http_port with desired port number. For example, change the default port 3128 to 4444, and make sure that no other application is listening on the port (4444).

# Squid normally listens to port 3128

# http_port 3128

http_port 4444

http_port 192.168.2.100:4444

Now, allow this port on firewall and remove port number 3128 from firewall:

firewall-cmd --add-port=4444/tcp --permanent

firewall-cmd –reload

Restart the squid server using the command systemctl restart squid. Then, go to client machine and change the squid setting in the web browser according to the new port 4444.

Transparent and non-transparent squid server

The difference between transparent and non-transparent mode is given in Table 16.4:







	
Transparent


	
Non-transparent





	
There is no need to assign squid proxy setting in web browser.


	
You have to assign the squid proxy settings in the browser.





	
Content filtering is not applicable in case of https traffic, it is only applicable on un-encrypted URL, that is, http


	
It blocks the https traffic.





	
It is vulnerable to virus/spam because browser does not have any required setting.


	
It is not vulnerable to virus/spam because the browser has the required proxy settings and virus/spam does not know the browser settings.





	
Proxy authentication cannot work when squid is operating in transparent mode. This is because browser does not know that a proxy is being used and does not know how to respond to a proxy authentication request.


	
Proxy authentication works because browser knows how to respond to the authentication.





	
Transparent proxy is used in case of minimal network configuration and mixed network environment such as Linux, Unix, Mac, or Windows.


	
The non-transparent is beneficial for routing or if administrator uses certain authentication methods or non-standard ports.






Table 16.4: Comparison between transparent and non-transparent

Configuration of transparent Squid proxy

The Squid Proxy Server has two network interface cards— the first card is directly connected to the switch known as LAN and the second is connected to DSL modem known as WAN. For testing, we have a client machine in network. A DNS Server is required also to resolve client DNS queries in order for the internet to function properly as shown in Figure 16.11:
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Figure 16.11: Network diagram of transparent squid

The IP and other settings are given in Table 16.5. You have to assign the configuration to the machine according to the details given in this table:










	
Machine name


	
IP address


	
Subnet mask


	
Adapter settings


	
Adapter mode





	
Squid Proxy


	
192.168.1.107

WAN


	
255.255.255.0


	
Adapter-2 enp0s8


	
Bridge





	
192.168.2.100

LAN


	
255.255.255.0


	
Adapter-1 enp0s3


	
Internal





	
Client Machine


	
192.168.2.30

Gateway

192.168.2.100


	
255255.255.0

255.255.255.0


	
Adapter-1 enp0s3


	
Internal






Table 16.5: IP configuration

The system administrator configures the transparent squid web proxy server using the file mentioned in Table 16.6. The squid configuration file and log file path are given here:



	
Squid file name


	
Path of the file/port





	
Squid default port


	
3128





	
Configuration file


	
/etc/squid/squid.conf





	
Log file


	
/var/log/squid






Table 16.6: Squid configuration and log file location

Let us look at the steps for configuration of the transparent Squid proxy:


	Run the command rpm –q squid* to check whether the squid packages are installed or not, as shown in Figure 16.12:
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Figure 16.12: Query related to squid packages


	Run the command yum install squid* -y to install the squid packages. The y switch continues the installation without asking for confirmation.

	Now, enable the squid proxy service during system boot, using the command systemctl enable squid.

	Start the squid service using the command systemctl start squid.

	Check the status of squid service to see whether it is running or not, using the command systemctl status squid.

	Now, forward the query from port 80 to port 3128, that is, squid port in firewalld using the following command:
firewall-cmd --permanent --zone=public --add-forward-port=port=80:proto=tcp:toport=3128:toaddr =192.168.1.107

firewall-cmd --permanent --zone=public --add-port=3128/tcp

firewall-cmd --permanent --add-masquerade

If both zones are in public, then change the zone to internal for interface, which is used to connect the client. This is a good way to separate the traffic. The changing zone is mentioned in chapter Linux Firewall. You can find the default zone of interfaces using the command as given below:

#firewall-cmd --get-active-zones

For masquerade define zone:

#firewall-cmd --permanent --zone=public --add-masquerade


	Now, reload the firewall using the command firewall-cmd –reload, so that changes may apply.

	Open squid configuration file in vi editor and add the line intercept after http_port 3128 as shown in Figure 16.13:
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Figure 16.13: Adding line intercept after http_port 3128


	Now, restart the squid service using command systemctl restart squid.

	Now, open the website https://www.facebook.com. You can access Facebook because transparent squid proxy cannot stop the encrypted website, that is, https. Hence, the website will be opened.



Conclusion

In this chapter, we got a basic understanding of how Squid works, how to install and configure Squid Proxy on Linux, and how to block unwanted websites on the basis of domain name as well as specific keywords. Proxy servers are a valuable tool for securing network traffic, preventing attacks, and restricting access. In the next chapter, we will discuss the Apache web server.

Multiple choice questions


	The default port of squid web proxy server is _____________.

	2020

	2167

	3128

	none of these



	The transparent squid server requires web browser setting:

	yes

	no

	maybe

	none of these



	The non-transparent squid server requires web browser setting:

	yes

	no

	not defined

	none of these



	The path of squid server log file is:

	/var/log/squid

	/var/log/etc/squid

	/etc/squid

	none of these



	Which one of the squid proxy servers will filter https traffic?

	transparent

	non-transparent

	both

	none of these



	Which of the following tools is used to monitor Internet traffic?

	Iftop

	Ptop

	both

	none of these



	The proxy authentication works with _____________.

	transparent

	non-transparent

	both

	none of these



	What are the different filters that can be applied using Squid?

	using domain name

	keywords

	URL

	all of the above



	The Important syntax of acl in Squid is:

	source IP address

	destination IP address

	both

	none of these



	To clear the squid cache, the command _____________is used.

	systemctl stop squid

	rm -rf /var/lib/squid/cache/*

	squid –z

	all of the above





Answer


	c

	b

	a

	a

	b

	a

	b

	d

	c

	d







CHAPTER 17

Apache Web Server


Introduction

The Apache is an open-source web server. The first release based on The National Centre for Supercomputing Activities (NCSA) was the HTTP web server developed in 1995. The Apache is most widely used web server. It is based on modular, process-based web server application and creates a new thread for each connection. Another feature of Apache web server is virtual web hosting where you can run multiple web site using single IP address.

Structure

In this chapter, we will cover the following topics:


	Introducing Apache web server

	Installing Apache web server by YUM server

	Configuring Apache web server based on scenario

	Introduction to virtual hosting

	Configuration of virtual hosting

	Web server configuration based on authentication

	Configuring redirection on Apache web server

	Apache configuration testing of web sever

	Configuring VPS server

	Introduction to SSL

	Installing SSL on VPS



Objective

This chapter explains how to configure Apache web server. By the end of the chapter, the user will learn how to enable, restart, and stop Apache web server, and how to create firewall rule to allow web server. The users will learn how to configure the DMZ for Apache firewall. We have explained how to verify the load average on Apache web server using ntop.

Introducing Apache web server

A web server is a program that uses the HTTP (hypertext transfer protocol) to serve the web pages. The web server supports many programming languages like PHP, Perl, JavaScript, and ASP for the generation of dynamic HTTP content. The dynamic pages like e-mail content, it is generated according to the user’s request .The web server stores only the web content like images and HTML pages.

For example, web server Apache, IIS, NIGIX, and Google web server. The http protocol does not support encryption; in other words, you can sniff the data and read it. There is also a TSL/SSL encrypted version of protocol available known as https that uses port 443/tcp by default. The hacker sniffs the data but cannot read it because https supports encryption. Table 17.1 shows the description of Apache related files:







	
Apache web server files


	
Explanation





	
/etc/httpd/conf/httpd.conf


	
Main Apache web server configuration file





	
/var/log/httpd


	
The directory httpd contains web server log file





	
/var/run


	
Directories contain runtime variable along with pid





	
/var/www/html


	
Public files





	
/usr/lib/httpd/modules


	
Server modules





	
/etc/httpd/conf.d


	
Directory containing configuration files for individual packages, for example, SSL, PHP, etc.






Table 17.1: Apache file

The following Table 17.2 explains some of the common keywords used in Apache configuration files:







	
Keyword of Apache file


	
Explanation





	
ServerRoot


	
This denotes the path to server configuration file. The default location is /etc/httpd





	
ServerName


	
Website name





	
DocumentRoot


	
Web document, that is, /var/www/html





	
Listen


	
This defines the server-listen port by default 80. This says port 80 is used for incoming traffic.






Table 17.2: Apache keywords

Installing Apache web server by YUM server

The package required for Apache installation is httpd. The httpd is Apache hypertext transfer protocol server program. It is designed to be run as a standalone daemon process. When used like this, it will create a pool of child processes. This is taken from CentOS7/CentOS8 manual file using the command man httpd. You can install httpd package using yum command as shown in figure 17.1. The –y option is used because during installation process it will not prompt for your confirmation. In Linux, the Apache web server configuration is located at /etc/httpd/conf/httpd.conf:
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Figure 17.1: Installation of Apache package

Now verify that the httpd is installed or not server using the command rpm –qa httpd as shown in figure 17.2:
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Figure 17.2: Checking of Apache package

Configuring Apache web server based on scenario

Configure web server using scenario because scenario-based configuration is easy to understand the functioning of webserver. The scenario is only way to understand working of any servers whether it is DNS, FTP or NIS, etc.

Apache web server (scenario using Oracle Virtual Box)

In the following table, we have installed Linux version 7.0 (CentOS) on physical machine and then configured it as Apache web server. The Linux machine has one NIC. The IP address (192.168.2.70/24) is configured on adapter-2 interface, which is connected to Endian Firewall. The Firewall has three Interfaces: one for Internet, second for DMZ (Demilitarized Zone) in which the web server is running, and third for Green Zone (Local Area Network). The scenario is configured using oracle virtual box. Hence, we should know the settings related to Oracle Virtual Box.

The Endian Firewall Network Setting for Oracle Virtual Box is as follows:


	The Adapter-1 (Oracle Virtual Box) on Host-Only-Adapter which is on Green Zone (Assume)

	The Adapter-2(Oracle Virtual Box) on Internal Network which is on DMZ (Assume)

	The Adapter-3 (Oracle Virtual Box) on Bridge Adapter



The Apache Web Server Network Setting for Oracle Virtual Box is as follows:


	The Adapter-1(Oracle Virtual Box) on not attached means not using

	The Adapter-2(Oracle Virtual Box) on Internal Network which is on DMZ (Assume)

	No Adapter-3 required for Oracle Virtual Box



The Client Machine Network Setting for Oracle Virtual Box is as follows:


	The Adapter-1(Oracle Virtual Box) on Host-Only-Adapter which is on Green Zone (Assume)

	No Adapter-2 required for Oracle Virtual Box

	No Adapter-3 required for Oracle Virtual Box












	
Machine name


	
IP address


	
Subnet mask


	
Adapter settings


	
Adapter mode





	
Endian firewall


	
192.168.0.15


	
255.255.255.0


	
Adapter-1 eth0


	
Host-Only Green Zone





	
192.168.2.10


	
255.255.255.0


	
Adapter-2 eth1


	
Internal DMZ





	
192.168.1.107


	
255.255.255.0


	
Adapter-3 eth3


	
Bridge Internet





	
Web server


	
NA


	
NA


	
NA


	
NA





	
192.168.2.70


	
255255.255.0.


	
Adapter-2 eth1 or enp0s8


	
Internal DMZ(Assume)





	
NA


	
NA


	
NA


	
NA





	
Client machine


	
192.168.0.16


	
255255.255.0.


	
Adapter-1 eth0 or enp0s3


	
Host-Only Green Zone





	
NA


	
NA


	
NA


	
NA





	
NA


	
NA


	
NA


	
NA






Table 17.3: The IP address configuration

Possible Troubleshoot-In windows operating system, the Host-Only adapter is visible in Control panel under change adapter setting. Now, assign the IP address 192.168.0.5 and subnet mask 255.255.255.0 on Host-Only adapter. If you assign different subnet, then you cannot access the GUI of Endian Firewall because Host-only adapter is running on green zone (Assume). The default IP address of Endian firewall is 192.168.0.15 due to this we have assigned the same subnet IP address on virtual box host only adapter. In Chapter 13: Domain Name System, it is described that how to configure Endian. The client can access the web server from GREEN ZONE.

The gateway for WebServer will be the 192.168.2.10 (ORANGE Zone of Firewall because Web Server is located on DMZ and for Client Machine 192.168.0.15).
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Figure 17.3: Network diagram web server

Let’s look at the following steps:


	The first step is to check the IP address using the command ifconfig command. This command talks about the IP address related configuration on network interface card. Run the command ifconfig enp0s8 on Web server machine. This will display the IP address configuration on enp0s8 or Adapter-2, as shown in Figure 17.4:
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Figure 17.4: TCP/IP configuration on enp0s8 network card


	Run the command ifconfig enp0s3 on the client machine. This will display the IP address configuration on enp0s3 or Adapter-1, as shown in Figure 17.5:
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Figure 17.5: TCP/IP configuration on enp0s3 network card

The enp0s3 or adapter-1 is on Host-Only mode (In vbox). And enp0s8 or Adapter-2 is on internal mode (in vbox).


	Now, create directories vishal and ivan under /var/www/html using the command mkdir, as shown in Figure 17.6:
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Figure 17.6: Directories to store webserver files


	Now, open the http configuration file using vi editor vi /etc/httpd/conf/httpd.conf, as shown in Figure 17.7:
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Figure 17.7: Apache Server configuration file


	Change the following lines as given:
Directory Index vishal.html ivan.html

Server Name 192.168.2.70:80

DocumentRoot “/var/www/html/vishal”

You can search the strings above using / and name of string, then press Enter key for example, /ServerName, as shown in Figure 17.8:
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Figure 17.8: Location of index file


	Now, we will configure the Linux firewall. First, check adapter2 comes under which zone. Then, apply the rule on that zone. Run the command firewall-cmd --get-active-zones. The interface enp0s8 running under internal zone now applies the policy on internal zone. The web server traffic running on interface enp0s8 in other words enp0s8 related to DMZ, as shown in Figure 17.9:
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Figure 17.9: Checking the zone of Interface


	Now, add the http service permanently to the internal zone using the command firewall-cmd –zone=internal --permanent --add-service=http. After that, reload firewall services to apply changes as shown in Figure 17.10:
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Figure 17.10: Adding services in linux firewall


	Create a HTML file named vishal.html inside /etc/www/html/vishal directory using the command vi /etc/www/html/vishal/vishal.html. Then press Esc + :wq to save and quit, as shown in Figure 17.11:
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Figure 17.11: Webserver index file


	Restart the http service using the command systemctl restart httpd, as shown in Figure 17.12:
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Figure 17.12: Starting the Apache service


	Enable the http service at boot time so that there is no need to manually restart the service. Refer to Figure 17.13:
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Figure 17.13: Enabling Apache service at boot time


	The DNS is not configured. Hence, add the website name in /etc/hosts file on both machines - server as well as client. Refer to Figure 17.14:
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Figure 17.14: Configuration on host file related to DNS


	Now, allow http service in Endian firewall. Go to Firewall, click on Interzone. Now, choose the Services and click on the Update button. The update button is visible at the end of page, as shown in Figure 17.15:
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Figure 17.15: Adding rule to UTM


	Click on the Apply button.

	Go to client machine and access the website using the web browser, as shown here:
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Figure 17.16: Index page of webserver


	You can access the web server from the host machine, that is, Windows, but it requires certain changes in the IP address. But in case of real environment, organizations have public static IP address and registered domain names. Then, you can access the website from the organization or outside the organization, or from Redzone as shown in Figure 17.17:
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Figure 17.17: Index page of webserver


	Set the Internet traffic rule in Firewall for orange zone as shown in Figure 17.18:
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Figure 17.18: Adding Internet rule to UTM


	If you want to allow Internet traffic on GREEN zone, then set the internet traffic rule in Firewall for Green zone as shown in Figure 17.19:
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Figure 17.19: Adding outgoing rule




Introduction to virtual hosting

Virtual hosting is a way that you can run multiple websites using a single IP address. There are two types of virtual hosting:


	Domain name based virtual hosting: Here, you can host multiple websites on a single server with a single IP address. You need to map the domain name with the correct IP address, and it requires configuration of Apache so that it can recognize the domain name.

	IP address based virtual hosting: Here, you need to assign different IP to each domain name on a single server. The server may have single NIC or multiple NICs, but the IP address is related to single/multiple NICs.



Domain name based virtual hosting

The scenario will be the same, but certain changes are required for virtual hosting. The changes are mentioned below step-by-step:


	In the scenario above step 3, the directories ivan and vishal are already created under the location /var/www/html.

	Now, create an html file using vi editor vi /var/www/html/ivan.html for testing purposes (but vishal.html file is already created), as shown in Figure 17.20:
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Figure 17.20: Created sample webpage for testing


	Now, open the file using vi editor vi /etc/httpd/conf/httpd.conf. Press I to edit and add the directives, as shown in Figure 17.21:
<VirtualHost *:80>

ServerName www.vishal.com

DocumentRoot /var/www/html/vishal/

ServerAlias vishal.com

</VirtualHost>



<VirtualHost *:80>

ServerName www.ivan.com

DocumentRoot /var/www/html/ivan/

ServerAlias ivan.com

</VirtualHost>
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Figure 17.21: The name of domain and webpages in virtual hosting section

Then, press Esc + :wq to save and quit. Or you can configure the file as shown in Figure 17.22; both are correct:
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Figure 17.22: The name of domain and webpages in single virtual hosting section

*:80 means you are accessing the block of VirtualHost.


	Now, add the www.ivan.com in /etc/hosts file in both the web server and client machines using the vi editor, as shown here:
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Figure 17.23: The DNS server is not running hence configure hosts file on server as well as client


	Change the following lines as given:
DirectoryIndex vishal.html ivan.html

ServerName 192.168.2.70:80

DocumentRoot "/var/www/html/vishal"

You can search the strings above using / and the name of string; then press Enter key for example, /ServerName, as shown in Figure 17.24:
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Figure 17.24: Showing the index file of webpages


	Now, restart the httpd service using the command systemctl restart httpd.

	Configure Linux firewall on the web server so that the client will be able to access the website. Add the http service permanently to the internal zone, using the command firewall-cmd –zone=internal --permanent --add-service=http. After that, reload the firewall service to apply changes as shown below in Figure 17.25:
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Figure 17.25: Allowing the web services in Linux firewall


	Now allow the http service in Endian firewall. Go to Firewall, click on Interzone. Now, choose the Services and click on the Update button. The Update button is visible at the end of page as shown in Figure 17.26. If the rule is already created, then no need to create this rule:
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Figure 17.26: Allowing web services in UTM


	Click on the Apply button.

	Go to the client machine and access the website www.vishal.com using the web browser, as shown in Figure 17.27:
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Figure 17.27: Displaying the web page of domain www.vishal.com

Now, access the other website www.ivan.com as shown in Figure 17.28:
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Figure 17.28: Displaying the web page of domain www.ivan.com




IP address based virtual hosting

First of all, we will assign multiple IP addresses on a single network interface card using the aliasing. The main benefit of aliasing is that we do not need to attach multiple physical network interface cards for each IP address. Then, we demonstrate step by step how the IP based virtual hosting works:


	We know that the network file is located on /etc/sysconfig/network-scripts. Hence, run the command cd to access the network configuration file, as shown in Figure 17.29:
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Figure 17.29: The location of network interface card file


	Now, run the command ls to find out the exact network configuration file related to the scenario. The network file enp0s8 is related to DMZ network running on internal mode. Hence, you will create aliases of the file enp0s8, as shown in Figure 17.30:
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Figure 17.30: Displaying the location of network interface card


	Run the cp command to create aliases, as shown in Figure 17.31:
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Figure 17.31: Creating aliases of network interface card


	Now, open aliases file one-by-one and change some parameters as listed below:
BOOTPROTO=static

NAME=enp0s8:0

IPADDR=192.168.2.80

PREFIX=24

Leave all other settings in the default mode.

In the same way, change the parameters for other aliases, that is, enp0s8:1

BOOTPROTO=static

NAME=enp0s8:1

IPADDR=192.168.2.90

PREFIX=24

Leave all other settings in the default mode.


	Change the parameter in the file enp0s8; this is the main network configuration file (/etc/sysconfig/network-scripts/ifcfg-enp0s8). With the help of this file, you have created an all aliases. Now, change the parameter of this file which is listed below:
 BOOTPROTO=static

Leave all other settings in the default mode.


	Now, access the httpd.conf file using vi editor and assign an aliases IP address to VirtualHost directive as shown in Figure 17.32:
<VirtualHost 192.168.2.80:80>

ServerName www.vishal.com

DocumentRoot /var/www/html/vishal/

ServerAlias vishal.com

</VirtualHost>

<VirtualHost 192.168.2.90:80>

ServerName www.ivan.com

DocumentRoot /var/www/html/ivan/

ServerAlias ivan.com

</VirtualHost>
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Figure 17.32: Configuration of virtual hosting file


	Change the host file using the vi editor. Open the file vi /etc/hosts, press I from keyboard and add the lines on server as well as the client machine as given below:
192.168.2.80 www.vishal.com

192.168.2.90 www.ivan.com

Press Esc + :wq to save and quit.

The IP address is 192.168.2.80 and 192.168.2.90. We have not assigned 192.168.2.70 (on enp0s8), due to demonstration purposes. When you configure IP based virtual hosting, the following strings should be defined as shown in Figure 17.33 and Figure 17.34:
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Figure 17.33: Assigning the IP address of server in Apache configuration file

Now, scroll down the Apache configuration file and make changes (comment the DocumentRoot) as shown in Figure 17.34:
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Figure 17.34: Assigning the path to web contents

DocumentRoot should be commented because it is already defined in the directive of VirtualHosting. The following directive is not required during the configuration on CentOS7:
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Figure 17.35: Commenting the name virtual host section




If you want to open the web site www.ivan.com or www.vishal.com from host machine located on Redzone, it will not open because the web sites are not registered. The above scenario is just for your understanding of how to configure a Linuxbased web server and run.

Web server configuration based on authentication

Authenticating users using hypertext transfer protocol is a built-in mechanism. There are basically two types of HTTP authentication processes: Basic and Digest authentication.

HTTP basic authentication

In this method, username and password is required to access protected resources. The username and password are not encrypted. You can find the username and password using sniffing tools. The username and password strings are encoded with base64. The syntax of basic authentication is as follows:

Value = username: password

Encoded Value = base64

Authorization Value = Basic <Encoded Value>

Figure 17.36 shows that the website is password protected. If you enter the correct username and password, then it will display the content of the website:
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Figure 17.36: Website resources are password protected

Digest authentication

In digest authentication, the username and password are encrypted using hash function. The digest means cut into small pieces. The working of digest authentication is given below:


	A client sends a request to access the protected resources of website.

	The server responds with code that the code is known as nonce (number used once, that is, a random number used to sign in.) and other string shows a realm and prompts the client to authenticate.

	Now, the client responds with username along with password and realm. Then the server responds if the username, password, and realm tally with their own databases. If not, an error will be displayed.



The realm attribute identifies the set of resources to which the user ID and password will apply.

The scenarios will be the same for configuring the authentication-based web server. We need to only change or add some string in the httpd.conf file, as given below:


	Create a .htpasswd file (this will contain user account information in encrypted form or in plain text). Run the following command to create a .htpasswd file:
htpasswd -c /etc/httpd/.htpasswd vishalrai

Then, press Enter key and it will ask for the password. Type the password as you want (refer to Figure 17.37):
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Figure 17.37: Assigning password to user vishalrai

You can use the command man htpasswd to explore more about htpasswd. The htpasswd is used to create and update the flat files used to store usernames and password for basic authentication of HTTP users


	Now, open the file using vi editor vi /etc/httpd/conf/httpd.conf, and add the following lines as given below:
<Location />

Deny from all

#Allow from (Set IP to allow access without password)

AuthUserFile /etc/httpd/.htpasswd # User credential stored in .htpasswd

AuthName “Restricted Work Area” # Pop-up password

AuthType Basic # No encryption, that is, clear text

Satisfy Any

require valid-user # Access to user

</Location>

The description of used strings above is given below:


	Location: You can restrict the web site using <Location> parameter. The <Location> string is used for web pages. The directory is a used file system, in other words, if you restrict the resources, then you have to write the ACL using the directory, for example, /var/www/html/ivan/.

	Deny from all: This will restrict all users who want to access the website.

	AuthUserFile: This is the file that saves user login information.

	AuthName: This will display the user credential window (username and password).

	AuthType: This directive tells the type of user authentication for a directory. The authentication types available are Basic (implemented by mod_auth_basic) and Digest (implemented by mod_auth_digest).

	Satisfy: Interaction between host-level access control and user authentication.

	Require: Selects which authenticated users can access a resource.





From the following Figure 17.38, it is clear that restriction is applied on www.vishal.com. That’s why we have added the strings in www.vishal.com and not in the section of www.ivan.com:
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Figure 17.38: Assigning the message and user auth file location on virtual hosting section


	Restart the http service using the command systemctl restart httpd.

	Enable the http service at boot time using the command systemctl enable httpd.

	To verify the http configuration, run the command httpd –t. If you misconfigure web server, then it will return error messages related to configuration.

	Go to the client machine and access the website www.vishal.com. It will ask for username and password, as shown in Figure 17.39:
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Figure 17.39: Displaying the authentication page for domain www.vishal.com




Configuring redirection on Apache web server

HTTP redirection is a method to point one domain to other domain; in other words, you can redirect the traffic from one domain to other. You can configure the redirection by certain changes in Apache configuration file. There are two types of redirections:


	Temporary redirect

	Permanent redirect



The temporary redirection is used for website maintenance purposes. The website administrator displays the message that the website is under maintenance. In permanent redirect, the old URL redirects to the new one. The code related to permanent is 301. This code indicates that the resource is completely moved to new URL:

Permanent redirect = 301, while temporary = 302


	To configure redirection on Apache web server, use the Apache configuration file vi /etc/httpd/conf/httpd.conf and add the following line:
Redirect permanent / http://www.ivan.com

Our real website name is www.vishal.com and this website will be redirected to www.ivan.com. Refer to Figure 17.40:
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Figure 17.40: Assigning the redirection operator in Apache


	Now, use Esc + :wq to save and quit:
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Figure 17.41: Saving the file using command Esc+:wq




Apache configuration testing of Web Sever

To test the configuration, the Apache web server runs the command Apachectl configtest, as seen in the following Figure 17.42:
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Figure 17.42: Displaying Apache configured without error

Configuring VPS server

The VPS (Virtual Private Server) is a dedicated virtual machine which is purchased from hosting company to run the web server. There are two types of VPS available on domain registration hosting company, that is, managed and non-managed. In managed VPS, the hosting company will be responsible for maintenance/upgradation of VPS, but in non-managed VPS, users will be responsible for its configuration and maintenance. To run the website on VPS server, the following steps are required:


	Purchase the domain name from a reputed service provider.

	Then, purchase the VPS according to your budget; the budget includes the RAM, HDD, and the types of servers, that is, managed server/non-managed server. In manage server, technical teams will be ready to assist you, but in non-managed server, you will be responsible for all configurations. The managed server will increase your budget because a technical team will be available to support you, while in non-managed server, you have to be responsible for installation and configuration.

	Now, point the domain name to VPS using the account. For this, first find the IP address of VPS and then bind with the host record using the web account.

	Go to your account (domain registration), click on the Product, then click on Server, and finally click on Manage.

	Server page will be displayed; type the server name (as you want) and password.

	Scroll down the page and a data center region will appear; select the region if any, otherwise leave it as is.

	Next, select the server that you have purchased.

	Click on Create server. It will display the progress of server creation

	When the server is created, click on the server’s name, as shown in Figure 17.43:
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Figure 17.43: Displaying the VPS information after configuration


	After creation of the machine as mentioned in Figure 17.44, it will display the power, access, and setting buttons, which are not shown Figure 17.44 due to secrecy of data. The access is related to password change and user settings, you can change the server name and rebuild the server.

	Finally, everything is ready now, that is, domain name, VPS. Now, install and configure the Apache web server on VPS. When Apache web server is configured successfully, it will be available online.



Introduction to SSL

The SSL certificates provides an encrypted communication between the server and client machine, as well as establishes a trust. The SSL is used mostly in financial transactions like debit card, credit card, and Internet banking. Social networking sites are also using SSL because user credentials are required. The SSL assures the visitor that the website is secure. SSL certificates have a key pair, a public and a private key. These keys work in a combined form to establish an encrypted connection:


	First client machine (the client machine means user machine may be Windows/Linux) sends a list of encryption methods to web servers that it supports.

	Server chooses the strongest encryption method that both sides will support.

	Now, server sends a certificate and public key to the client.

	If client accepts the connection, then it will send a hash encryption key to the server along with the server public key. The hash encryption makes the communication secure.

	If no matches are found, the browser will issue a message that the website is not secure.



Installing SSL on VPS (CentOS7/CentOS8)

Follow the given steps to install SSL:


	Purchase the SSL certificate from a reputed registrar using the account. The user account is related to a sign in account on the registrar website.
1. Click on SSL certificate.

2. Click on Manage.

3. Click on the certificate that you want to use. In the action column, click on view status.

4. Click on Download.

5. Log in to VPS using SSH

6. Open the terminal and install mod_ssl using yum or dnf command.

7. Create a directory to store the server key and certificate using the command mkdir /etc/httpd/ssl.

8. Copy the SSL certificate file and server key to directory ssl.

9. Now, configure the ssl.conf file using vi editor vi /etc/httpd/conf.d/ssl.conf. The files look like as given below:

DocumentRoot /var/www/html

ServerName www.yourdomain.com

SSLEngine on

SSLCertificateFile /path/to/yourdomain.crt

SSLCertificateKeyFile /path/to/yourprivate.key

10. Restart the Apache web server using the command systemctl restart httpd.




Conclusion

The Apache web server is an open-source software and supports cross platform, that is, Unix, Linux, and Windows. The secure Apache web server is used in financial transactions. You can run the Apache web server in a non-secure mode if no user session is required. Apache web server virtual web hosting is the one in which you can run multiple websites using a single IP address. You can protect the confidential resources using Apache along with SSL. In the next chapter, we will discuss the Linux machine as the router.

Multiple choice questions


	What is the default extension of Apache configuration file?

	.conf

	.txt

	both

	none of these



	The default location of Apache configuration file is:

	/etc/log/httpd.conf

	/etc/httpd/conf/httpd.conf

	/etc/httpd.conf

	none of these



	The location of log files for Apache web server is:

	/etc/log/message

	/drive/log/httpd

	/var/log/httpd

	none of these



	Can you configure Apache as the proxy server?

	yes

	no

	cannot say

	none of these



	https works on port _____________________.

	443

	445

	446

	433



	The .htpasswd is used to:

	create new user

	prompt to assign password

	both

	none of these



	Which command is used to check the version of Apache?

	rpm -qa | grep | version http

	httpd -v

	both

	none of these



	The systemctl restart httpd is related to _____________________.

	restart Apache server

	not defined

	for CentOS6 version

	none of these



	LAMP (Linux Apache MySQL PHP) is used as:

	Web Development Platform

	Database Development Platform

	none

	both



	The packages for Apache is:

	httpd

	httpt

	both

	none of these





Answer


	a

	b

	c

	a

	a

	c

	c

	a

	a

	a







CHAPTER 18

Linux as a Router


Introduction

A Router is a Layer-3 device that forwards data packets between different networks. In other words, a router’s job is path selection and switching. Routers have the same hardware as that of the system (computer). Routers are the backbone of the Internet. The followings are the components of the Routers:


	CPU (Central Processing Unit)

	RAM (Random Access Memory)

	ROM (Read Only Memory)

	Operating system



You can configure the Linux system as a router using commands, and share the Internet across the network. But for a commercial network, you have to purchase a router. The symbolic notation of Router is:
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Structure

In this chapter, we will cover the following topics:


	Hardware/Software requirements to set up Linux as a Router

	Setting up a Router

	Scenario



Objective

This chapter explains how to configure CentOS7.x/CentOS8.x as a Router. By the end of the chapter, the user will learn how to configure Internet-sharing using CentOs7.x on the oracle virtual box. They will also know how to configure IP forwarding and masquerade using firewalld.

Hardware/software requirements to set up Linux as a Router

To set up Linux as a router, the following hardware and software are required, as shown in Table 18.1:







	
Hardware


	
Software





	
CPU x86_64 architecture


	
CentOS7.x





	
1GB RAM (Minimum) 20 GB Hard Disk 10 GB (Minimum), 2 Network cards


	
Oracle Virtual Box (Vbox)






Table 18.1: Hardware/software requirement for Router configuration

If you want to set up the Linux as a Router using hardware, then there is no need to use Vbox. The Oracle virtual box is required if you want to set up Linux as a Router in a virtual environment.

Setting up the Router

Let’s look at the steps to set up the router:


	First of all, install the CentOS7.x/ CentOS8.x on Oracle Virtual box and assign two network interface cards: one for LAN and the other for WAN.

	IP forwarding must be enabled on CentOS7.x/CentOS8.x machine, which will act as the Router.

	Firewall must be updated on the centOS7.x/ CentOS8.x machine, so that it can allow internet traffic.

	Power on the client machine and access google.com.



Scenario

In the following diagram, we have installed Linux on a physical machine. This will act as a router, so that we can share the internet over a Local Area Network. The Linux machine has two NIC, that is, eth1 and eth0. The public IP address (192.168.1.40/24) is configured on the eth1 interface. The second interface eth0 has an IP address (192.168.10.1), which is connected to the Switch. The laptop and the desktop PC both are directly connected to the Switch. The IP addresses assigned for the laptop and the desktop PC are 192.168.10.5and 192.168.10.10, respectively, as shown in Figure 18.1:
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Figure 18.1: Network diagram for Internet sharing using Linux

Let’s look at the steps:


	Run the command ip to check if the IP address is assigned on the interfaces (eth0 in CentOS7.x it is enp0s3and eth1 is enp0s8) or are not. By using the command, we can check the IP addresses on respective interfaces, as shown in Figure 18.2:
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Figure 18.2: IP address information on interfaces


	Now, open the file /etc/sysctl.conf/ip_forward.conf (If the file ip_forward.conf is not available, then you have to create one.) in vi editor, as shown in Figure 18.3. By using this file, enable IP forwarding; due to this, the Linux machine works as a Router as shown in Figure 18.3:
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Figure 18.3: Location of IP forwarding file


	Now, set the parameter net.ipv4.ip_forward=1 (refer to Figure 18.4) and then, press Esc key and type: wq (save & quit). Then, press Enter key:
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Figure 18.4: Enabling forwarding


	Activate the IP forwarding using the command sysctl –p, as shown in Figure 18.5:
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Figure 18.5: The command sysctl enables the IP forwarding


	Now, check the firewall status using the command firewall-cmd –get-default-zone. This will display the default zone on public, as shown in Figure 18.6:

[image: ]

Figur 18.6: Checking the zones of the firewall.


	Run the command firewall-cmd --permanent --direct --passthrough ipv4 –t nat –I POSTROUTING –o enp0s8 -j MASQUERADE -s 192.168.10.1/24 (as shown in Figure 18.7). This will enable Masquerading (share the Internet connection over LANs), you need to use the NAT option of firewalld, as shown in Figure 18.7:
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Figure 18.7: Enabling masquerading


	Now, assign enp0s8 to the external zone as a permanent, using the command firewall-cmd –change-interface=enp0s8 –zone=external --permanent, as shown in Figure 18.8:
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Figure 18.8: Changing the interface zone to external


	Now, set the default zone to the internal, using the command firewall-cmd --set-default-zone=internal, as shown in Figure 18.9:
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Figure 18.9: Setting zone to internal


	Reload the firewall setting using the command firewall-cmd --reload, as shown in Figure 18.10:
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Figure 18.10: Reload will apply the changes in the firewall


	Go to the Linux machine (client) & assign the IP Address, Gateway DNS address: 8.8.8.8 192.168.10.5/24, Gateway 192.168.10.1(in our case), using command nmtui at the terminal. Try to ping www.google.com, as shown in Figure 18.11:
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Figure 18.11: Testing the Internet working on the client machine


	Now, type www.google.com in the web browser. Then, you will be able to access the website, as shown in Figure 18.12:
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Figure 18.12: Internet is working on the client machine




The enp0s3 represents the first adapter of the virtual box, and enps0s8 represents the second adapter of the virtual box. The notations enp0s3, enp0s8 are used by the CentOS7.x version. But eth0, eth1 and eth2 was used by CentOS5.x and CentOS6.x.

Conclusion

In this chapter, we learned how to share the Internet Connection from a CentOS7.x/CentOS8.x computer to other computers that reside on the same local network by enabling the IPv4 forwarding feature. In the next chapter, we will discuss the NIS server. Network Information Systems is a network service that works based on authentication. In other words, the login information is to be stored on a centrally located server.

Multiple choice questions


	Router works at layer 3 of OSI: _____________

	true

	false

	data link layer

	none of these



	The main job of the Router is _________________.

	path selection

	switching

	both

	none of these



	In the network address, every router has two ___________.

	mask

	block

	segment

	none of these



	The source and destination IP address in the IP header is ___________.

	4 bits

	8 bits

	32 bits

	none of these



	The file /etc/sysctl.conf/ip_forward.conf is related to ______________.

	IP forwarding

	firewall configuration

	both

	none of these



	Masquerading is used for _____________.

	NAT

	PAT

	both

	none of these



	The IP a command will display ___________.

	MAC address

	IP address

	both

	none of these



	Route command displays __________.

	routing table

	IP address

	both

	none of these



	The disadvantages of NAT:

	loss of end-to-end tracing in terms of IP

	tracing is possible

	both

	none of these



	What will the command systemctl enable firewalld do?

	Enable firewalld

	Enable firewall at boot time

	both

	none of these





Answers


	a

	c

	d

	c

	a

	a

	c

	a

	a

	b







CHAPTER 19

NIS Server


Introduction

Network Information Service (NIS) was developed by Sun Microsystems to share information among all computers that are running in a local area network. NIS server (Network Information Service) uses the client/server model in which the data is stored on the NIS server and client machine accesses the data using username and password.

Structure

In this chapter, we will cover the following topics:


	Introduction to NIS

	Installation of NIS packages by YUM server

	Configuration of NIS Server

	Client-side configuration of NIS

	Testing of NIS



Objective

By the end of this chapter, the reader will learn how to configure the NIS Server and the NIS Client in Linux step-by-step with a practical example. The user will learn how to use the NIS server for centralized authentication and how to configure it to allow network users to login only in the shared home directory. This chapter also explains how to enable, restart, and stop the NIS server as well as to create a firewall rule to allow the NIS server.

Introduction to Network Information Server (NIS)

The Network Information System is a directory service that allows you to create user accounts that can be accessed across the network. The NIS is based on the client/server model. The main advantage of using NIS is that the data is stored on server and when any update occurs, it will automatically propagate to all users. The tools and services related to NIS are as follows:







	
Packages


	
Service





	
yserv


	
This is related to query and returns answer to NIS Client.





	
ypbind


	
This is related to Client side.





	
ypxfrd


	
Sending the database from master to slave server.






Table 19.1: NIS packages description

Installation of NIS packages by Yum server

The following packages are required for the installation of the NIS server. The description is taken from CentOS7.x/CentOS8.0 help file using the command man <name of packages>.


	ypserv: The ypserv daemon is activated during the system startup. ypserv runs only on NIS server machines with a complete NIS database (you can find more about the manual pages using man ypserv in Linux terminal).

	ypbind: ypbind searches the server for the NIS domains and maintains the NIS binding information. The client can find information with help of RPC to read the binding files. The location of binding files is /var/yp/binding. After the establishment of binding, ypbind will send YPPROC_DOMAIN requests to the NIS server at 20 seconds intervals. If there is no response, the NIS server will report that this domain is not available, and ypbind will search for a new NIS server. You can find more about ybbind using the command man ypbind.

	rpcbind: rpcbind is a software that is used to communicate between NIS server and client. When client machine wants to connect to a particular program, it first contacts rpcbind on the server machine to determine the address where the RPC request should be sent.

	yp-tools: This is NIS client program. This is also known as the Network Information Service Tools. It contains ypcat, yppasswd, ypwhich, domainname, ypmatch, ypset, nisdomainname and ypdomainname.

	nfs: The nfs is known as Network File Sharing. It was developed by Sun Microsystems. It allows user to share the files from Linux to Linux or Unix to Linux systems. In open source, there is a mounting utility /etc/fstab to mount the directory along with file systems. You can find more information about nfs along with good explanation using the command man nfs.



Configuration of NIS server

In the following diagram, the system administrator has installed Linux version CentOS7.0 on Oracle Virtual Box and then configured as NIS server. Through this way, we can connect to the server. The Linux machine has two Network Interface Card (NICs), which are enp0s3 and enp0s8. The IP address on enp0s3 is 192.168.2.108/24. The second interface enp0s8 takes IP from NAT, which is not shown in the diagram. The second NIC is used for installation/updates of CentOS packages. The Desktop PC or Client Machine is directly connected to the Switch. The Client machine has two NICs - enp0s3 and enp0s8. The enp0s8 is on NAT and the IP address on enp0s3 is 192.168.2.109/24. However, you can configure the masquerade on the server and then use one NIC card on the client machine as the Internet traffic will come from NIS server to the client machine. The oracle virtual box provides the feature of changing the adapter mode, as shown in Figure 19.1:
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Figure 19.1: Network diagram for NIS

In computer networking or server administration, it is the responsibility of system administrator to assigns the machine name and IP addresses for the configuration. Let’s look at the steps to do it:


	Assign a hostname to the newly installed CentOS7.0/CentOS8.0 machine using the command vi /etc/hostname. Press I and type hostname nismaster. Then, press Esc key and use Shift key + :wq, after that press Enter key.

	Runs the command /usr/lib/systemd/systemd-hostnamed. This will apply the changes related to the hostname.

	To verify the changes, run the command hostname in terminal. It will display machine name nismaster.

	Now, assign the IP address 192.168.2.108 to NIS Server named nismaster using the command nmtui. When you run the nmtui on terminal, it displays a lot of information in which you have to select Edit the connection using arrow key, as shown in Figure 19.2:
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Figure 19.2: IP address configuration


	Select enp0s3 as shown in the following screenshot. This is the first adapter). In oracle virtual box, that is adapter-1 (adapter-1 is display during the configuration of oracle virtual box). The enp0s8 is the second adapter. (In virtual box, it is adapter-2) press Enter key.
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Figure 19.3: Selecting network interface card


	Assign the IP address on interface enp0s3, as shown in Figure 19.4. Then, use the Tab key to go on OK button and press Enter key:
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Figure 19.4: Assigning IP address on enp0s3


	Again, run the same command nmtui and select adapter-2, that is, enp0s8 on automatic mode. Leave other settings in default mode.

	Now, use Tab key and go to OK option and press Enter key, as shown in Figure 19.5:
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Figure 19.5


	Now, select the back option using the Tab key and press the Enter key.

	Use the down arrow key, and go to the quit option, and press Enter key.

	Run the command systemctl restart NetworkManager, so that changes may apply.

	Verify that packages ypserv, nfs, make, ypbind, rpcbind, xinetd are installed or not using the command rpm –qa <name of the packages>. If not, then install using the command yum install ypserv nfs-utils make ypbind rpcbind xinetd or run the command yum install yp* -y. Figure 19.6 shows that packages are already installed.
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Figure 19.6: Verifying the nis packages


	Now, enable and start the following services at boot time:
systemctl enable nfs

systemctl enable ypserv

systemctl enable yppasswdd

systemctl enable rpcbind

systemctl start nfs-server

systemctl start ypserv

systemctl start yppasswdd

systemctl start rpcbind


	You can set the name NISDOMAIN temporarily using the command nisdomainname gkp. The gkp is the nis domain name. You can set the permanent domain name using the file /etc/sysconfig/network, as shown in Figure 19.7:
NETWORKING=yes

HOSTNAME=nismaster

NISDOMAIN=gkp
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Figure 19.7: Assigning NISDOMAIN to server

After adding the lines, save the file using the Esc key. Then, press Shift + :wq and then press Enter key.


	Now, create a directory under root using the command mkdir /vishalrai to share this directory for nis user.

	Now, add the user and create its home directory other than the default location, using the command useradd –d /vishalrai/ivan ivan. Then, press Enter key. Now, assign password to ivan user using the command passwd ivan, and then press Enter key and type the password as you want. Then, again re-type the password, and press the Enter key, as shown in Figure 19.8:
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Figure 19.8: Creating user


	The user ivan’s home directory is /vishalrai/ivan. Now, mount the /vishalrai in exports file using the command vi /etc/exports, as shown in Figure 19.9. Then, save with :wq and quit:
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Figure 19.9: Sharing directory using nfs


	Run the command exportfs –va. This will maintain the exported nfs file and restart the nfs-server using the command systemctl restart nfs-server, as shown in Figure 19.10:
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Figure 19.10: Exporting directory visible on LAN


	Run the command /usr/lib64/yp/ypinit –m.. When the command runs, it will ask to add server in the database of nis. If it asks to add machine/server name to database, then leave it as default or you can change it. Then, press Ctrl + D and type y. Finally, press Enter key, as shown in Figure 19.11:
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Figure 19.11: Adding nis server


	Now, switch to yp directory using the command cd /var/yp. This location contains the database of nis server. Now, we have to update the database using the command make.

	Run the command rpcinfo –p; this will display the port information related to NIS server. The port always changes when you run the command systemctl restart ypserv. Hence, it is necessary to bind the particular port using the file /etc/sysconfig/network. Open the file /etc/sysconfig/network in vi editor and add the lines as shown in Figure 19.12:

[image: ]

Figure 19.12: Assigning port to nis


	Now, allow nfs and port in Linux firewall as shown in Figure 19.13. If any problem occurs, disable firewall and then try to log in:

[image: ]

Figure 19.13: Allowing services and port in firewall




Possible troubleshoot

If you run rpcinfo –p, this may show different port numbers other than the ones mentioned in step-21. If there are any other issues, then assign these ports in two files, that is, /etc/sysconfig/network and /etc/sysconfig/yppasswdd. When we have run rpcinfo –p second time, it shows the port number as given below. Hence, you have to assign these port numbers in /etc/sysconfig/network file as well as allow in Linux firewall:

#vi /etc/sysconfig/network



YPSERV_ARGS="-p 944"

YPXFRD_ARGS="-p 945"

#vi /etc/sysconfig/yppasswdd

YPPASSWDD_ARGS="--port 950"

Add these services and allow ports in firewall. Allow rpc-bind, ypserv, ypxfrd and yppasswdd in firewall:

# firewall-cmd --add-port={944-951/tcp,944-951/udp} –permanent

# firewall-cmd --reload

Client-side configuration

To access the nfs share, you have to install the client’s side Linux packages, using yum or dnf command, as follows:


	Now, install the packages yp-tools and ypbind on client machine using the command yum install yp-tools ypbind -y.

	Run the command authconfig-tui. This command will make the client machine a member of nisdomain. Select Use NIS and Use MD5 Passwords using the spacebar. Then, click on Next button using Tab key. On the next page, type domain, that is, nisdomain name gkp and then type server, that is, nis server’s IP address 192.168.2.108. Then, select OK button, and press enter key, as shown in Figure 19.14:

[image: ]

Figure 19.14: Selecting NIS and MD5


	Run the yp which command. This will give you the IP address of the nis server.
If any issues related to ypbind service occurs, then run the command systemctl restart ypbind. Please note that whenever you change the configuration file, you have to restart the related services.


	Now, install authconfig-gtk using yum command. This will create the user home directory locally on the client’s machine when the user logs in on the nis server. Run the command authconfig-gtk and wait for a few seconds; a window will appear and then click on the Advanced Options tab and select the Create home directories on the first login, as shown in Figure 19.15. Finally, click on the Apply button:

[image: ]

Figure 19.15: Assigning home directories on first login


	Disable selinux using the command vi /etc/sysconfig/selinux, as shown in Figure 19.16:

[image: ]

Figure 19.16: Disabling selinux


	To test the nis server, reboot the client machine, and then login using the nis username ivan and password.



Conclusion

Information System is a network service that works on the basis of authentication, in other words, the login information needs to be stored on a centrally located server. In this chapter, we learned how to configure NIS server on CentOS7.x/CentOS8.x computer. In the next chapter, we will discuss the nfs server. The nfs server is used to share the resources between a Unix to Linux or a Linux-to-Linux machine.

Multiple choice questions


	NIS is known as ______________.

	Network Information Service

	Network Information System

	both a and b

	none of these



	The authconfig-tui is used for ______________.

	NIS server authentication resource

	ypcat

	both

	none of these



	Which of the commands returns the name of the NIS server used by the NIS client?

	ypwhich

	ypcat

	both a and b

	none of these



	The command systemctl enable ypserv ______________.

	disable ypserv at boot time

	stop the ypserv

	enable at boot time ypserv

	none of these



	The command nisdomainname ______________.

	assigns domainname

	configures nis domain

	assigns domainname temporarily

	none of these



	The file /etc/sysconfig/network is used ______________.

	to assign IP address

	assign nisdomainname permanently

	both a &b

	none of these



	The command name hostname is used to______________.

	assign Machine’s name

	assign domain’s name

	both a &b

	none of these



	The file /etc/hostname ______________.

	assigning for hostname of machine

	assigning domain name

	both a & b

	none of these



	The command make under yp directory will ______________.

	update nis database

	update nis password

	both a & b

	none of these



	The command system-config-authentication is used for ______________.

	creating new home directories for nis user

	IP address configuration

	both a & b

	none of these





Answers


	a

	a

	a

	c

	c

	b

	a

	a

	a

	a







CHAPTER 20

NFS Server


Introduction

This chapter explains how to configure the NFS Server in Linux step-by-step with a simple scenario, that is, based on client/server model. Users will learn how to configure the NFS server and NFS client, create NFS share, mount NFS share: temporary and permanent, allow NFS traffic through firewall, and configure SELinux Booleans for NFS.

Structure

In this chapter, we will cover the following topics:


	Introduction to NFS

	Installing NFS packages using the YUM command

	Server side NFS configuration based on scenario

	Allowing NFS in Firewall

	Client side NFS configuration



Objective

The reader will be able to configure the NFS share and troubleshoot the server-related issue. The user will learn how to find the specific port and daemon related to the NFS server. The user will be able to set the sebool on NFS home directory.

Introduction to Network File Sharing Server

NFS is an Internet Standard protocol created by Sun Microsystems in 1984. NFS was developed to allow file sharing between systems residing on a local area network. Depending on kernel configuration, the Linux NFS client may support NFS versions 2, 3, 4.0, 4.1, or 4.2. NFS is used for Linux-to-Linux file sharing. The user can take more information from an open-source manual, which is available in NFA (inside Linux operating system) help file.

Installing NFS packages using YUM command

The nfs-utils package is required during the configuration of Network File Sharing server. The package nfs-utils run the daemon for nfs server. It also contains the mount and un-mount programs that are required during the client connection. First, check if the nfs is installed or not on the system using the command rpm –qa nfs*. If already installed, it will display the messages on the screen.

If package nfs-utils is not installed, then run the command yum install nfs-utils.

Configuring NFS server using scenario

In the following diagram, Linux version CentOS 7.0/ CentOS8 is installed on Oracle Virtual Box and then configured as NFS server. Through this way, we can connect to the server. The Linux machine (NFS server) has two NIC, that is, enp0s3 and enp0s8. The IP address (192.168.2.110/24) is configured on enp0s8 (Adapter-2 on virtual box) interface, which is connected to Switch and the first NIC takes IP from NAT (enp0s3 Oracle Virtual Box) as shown in diagram. The purpose of the first NIC for CentOS packages installation /updates, in Linux packages is installed from its repository using the yum command. The desktop PC or client machine is directly connected to Switch. The client machine has one NIC, IP address on enp0s8 is 192.168.2.111/24.

The masquerade is enabled on NFS server so that the Internet connection will be available on the client machine. The following table explains the machine’s configuration:










	
Machine Name


	
IP address


	
Subnet mask


	
Adapter settings


	
Adapter mode





	
NFS Server


	
From NAT


	
N.A


	
Adapter-1 enp0s3


	
NAT





	
192.168.2.110


	
255.255.255.0


	
Adapter-2 ep0s8


	
Internal





	
Client


	
192.168.2.111

Gateway 192.168.2.110


	
255.255.255.0


	
Adapter-2 enp0s8


	
Internal






Table 20.1: Machine IP configuration

The following diagram illustrates the network of NFS server:


[image: ]

Figure 20.1: Network diagram of NFS server

Server-side configuration

In a server/client model, you have to configure both the machine, that is, server and the client; this depends on the scenario. Hence in nfs, we have configured the nfs server and then the nfs client. The configuration steps are as given below:


	Assign the hostname to the newly installed CentOS7 Machine using the command vi /etc/hostname, as shown in Figure 20.2. Press I and type the hostname nfsserver. Then, press Esc key and use the Shift key and :: wq. After that, press Enter key:

[image: ]

Figure 20.2: Changing the hostname


	Now, press I to change the mode, that is, INSERT mode as shown in Figure 20.3:

[image: ]

Figure 20.3: Type new hostname


	Press Esc + :wq to save and quit from the VI editor, as shown in Figure 20.4:

[image: ]

Figure 20.4: Saving the file

You can apply the change related to the hostname using the command /usr/lib/systemd/systemd-hostnamed. Then, there is no need to restart the machine/server. To verify the changes, close the terminal and then, reopen it.


	If hostname does not change, then reboot the machine using the command reboot at terminal.

	Now, run the command hostname at terminal. It displays the machine name nfsserver, as shown in Figure 20.5:

[image: ]

Figure 20.5: Verifying the hostname


	Now, enable the nfs services. For this, run the following commands:
systemctl enable rpcbind

systemctl enable nfs-server

Run the nfs services using the command systemctl start rpcbind and check the status of rpcbind service as shown in Figure 20.6:


[image: ]

Figure 20.6: Checking the status of services


	Now, create a directory nfsdir using the command mkdir /nfsdir. Then, apply the permission chmod –R 755 /nfsdir, as shown in Figure 20.7:

[image: ]

Figure 20.7: Creating directory and assigning the permission


	Open the nfs configuration file in VI editor, that is, vi /etc/exports and add the nfs share directory (/nfsdir) in the file along with permission, as shown in the figure. The star (*) means access to all uses:

[image: ]

Figure 20.8: Sharing the created directory for nfs

You can use the following switches along with /nfsdir. You can find more about the switches in the Linux help file using the command man nfs.


	rw: Share as read-write. This is a default option

	ro: Share as read-only.

	sync: The changes made in file sync to disk immediately.

	root_squash: Map the root user and group account from the NFS client to the anonymous accounts.

	no_root_squash: Map the root user and group account from the NFS client to the local root and group accounts.





You can assign permission to the user as per your needs using the file /etc/exports given below:

/mnt/nfs_shares/HR 192.168.2.110(rw,sync)

/mnt/nfs_shares/Finance 192.168.2.110(rw,sync)

/mnt/nfs_shares/Sales 192.168.2.110(rw,sync)

/mnt/backdata 192.168.2.110/24(rw,sync,no_all_squash,root_squash)


	Now, run the command exportfs –vr to export all directories on LAN. The switch r means re-export all directories and v means verbose output.

	Restart the nfs service using the command systemctl restart nfs-server.



Allowing NFS in Firewall

Let’s look at the steps to allow NFS in firewall:

To separate the traffic of nfs and Internet, first of all, you have to check in which zone the network interfaces are running. Or you can simply allow the traffic, as mentioned in step 3 of firewall rules.


	Configure the firewalld. In Linux, firewall zones are defined. Now, we have to check which zone the network interface card belongs to. For this, run the command firewall-cmd - -get-active-zones. The screenshot shows that enp0s8 is related to internal or Local Area Network and enp0s3 belongs to a public network. The NFS server is running on the internal network so that we have to make a rule in firewall keeping in view of interface enp0s8 as shown in figure:

[image: ]

Figure 20.9: checking the zone of network interface card


	Now, open the file enp0s8 in VI editor and make a rule permanent, as shown in Figure 20.10:

[image: ]

Figure 20.10: Location of network configuration file


	Add the string ZONE=internal in the last line, then save and quit using Esc + shift :wq.
You can allow the NFS services in the Linux firewall so that the clients can access the NFS share. Run the following commands:

firewall-cmd --permanent --add-service mountd

firewall-cmd --permanent --add-service rpc-bind

firewall-cmd --permanent --add-service nfs

firewall-cmd --reload




Accessing NFS share (client-side configuration)

To access the nfs share, we have to install the nfs related packages as mentioned in the first step using the yum command (in case of CentOS7) or dnf, if you are using CentOS8. Let’s see how to access the NFS share using the following steps:


	Go to client machine and install the package nfs-utils. Run the following command to install package:
yum install –y nfs-utils

To check if the NFS share is available on NFS server or not, run the following command: showmount –e 192.168.2.110 as shown in Figure 20.11.

We get the following output:
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Figure 20.11: Displaying the nfs share


	Create a nfsshare folder on the client machine using the command mkdir /mnt/nfsshare. Now, mount the NFS share, that is, nfsdir from NFS server 192.168.2.110 in /mnt/nfsshare on NFS client. For this, use the command mount 192.168.2.110:/nfsdir /mnt/nfsshare, as shown in Figure 20.12:
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Figure 20.12: Temporarily mounting the nfs share


	Create a file on the NFS server using the command cat > test.txt and access from the client machine, as shown in Figure20.13:

[image: ]

Figure 20.13: Switching to nfs share


	When you reboot the NFS server, the mount point will lose. To avoid this, we have to define mount point in /etc/fstab on the client machine. Open the file in VI editor, and add the line as shown in Figure 20.14:
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Figure 20.14: Permanent mounting of nfs share


	Reboot the client machine. After that, verify whether share is automatically mounted or not. For this, run the command mount | grep nfs. This displays the nfs mount point as shown in Figure 20.15:

[image: ]

Figure 20.15: Checking the auto-mounting of nfs share




Kerberos

The nfs share can be secured using the Kerberos authentication protocol, which uses the tickets to authenticate the computer. Every machine requires the Kerberos ticket to prove the identity before accessing the nfs share. We have discussed the simple nfs share. If we continue along with the secure nfs share, the chapter will become lengthy. The following services are required to configure the secure nfs share:


	Identity Management Server

	Kerberized NFS Server

	Kerberized NFS Client



Note


	To mount the nfs share, we are using mount command. During mount, if an error message like Connection timed out appears, this means the firewall is blocking the NFS server. Hence, allow the nfs port in firewall. You can find the port using the command rpcinfo –p at client machine, because we have mounted the nfs share using the client machine. The services related to ports are portmapper, mountd, nfs, nlockmgr and rquotad.

	Security-Enhanced Linux (SELinux) is a security for mandatory access control (MAC) implemented in the Linux kernel. It is used to enhance the overall system security. If any access errors occurs during the nfs configuration, set the setsebool -P use_nfs_home_dirs 1. You have to run this command on nfs server.



Conclusion

NFS works on the client/server model, in other words, files stored on the nfs server are centrally located server. In this chapter, we learned how to configure NFS server on CentOS7.x/CentOS8.x. In the next chapter, we will discuss the FTP server. The FTP server is used to share the resources between dissimilar systems, that is, Linux to windows systems.

Multiple choice questions


	The NFS is knows as _____________.

	Network File Service

	Network File System

	both a and b

	none of these



	The NFS is used on _____________.

	Windows

	Linux/Unix

	both a & b

	none of these



	The location of NFS file is _____________.

	/etc/lib

	/etc/var/nfs

	/etc/exports

	none of these



	The star (*) used in nfs sharing means _____________.

	particular user can access the file

	no one can access the file

	to block the resources

	none of these



	The root_squash switches in nfs means _____________.

	to map the root user and group account from the NFS client to the anonymous accounts.

	to ap the user and group account from the NFS client to the anonymous accounts

	both a & b

	none of these



	The no_root_squash switches in nfs means _____________.

	no_root_squash Map the root user and group account from the NFS client to the local root and group accounts

	root_squash Map the root user and group account from the NFS client to the local root and group accounts

	no_root_squash Map the root user and group account from the NFS client to the group accounts

	none of these



	The rw options in nfs Share is _____________.

	default

	non-default

	nabled when assessing the file

	none of these



	The ro in nfs means _____________.

	Read-Only

	Read-Orderly

	both a & b

	none of these



	The showmount –e IP address will display _____________.

	the availability of NFS share

	IP configuration

	both a & b

	none of these



	The name of nfs package is _____________.

	nfs-rpc

	nfs-xinetd

	nfs-serv

	nfs-server





Answers


	b

	b

	c

	d

	a

	a

	a

	a

	a

	a







CHAPTER 21

File Transfer Protocol


Introduction

This chapter explains how to configure the FTP Server and its client in Linux step-by-step with a scenario. The users will learn how to configure anonymous download options in FTP and allow/deny local users to log in to home directories through FTP.

Structure

In this chapter, we will cover the following topics:


	Introduction to FTP

	FTP login types

	FTP connection modes

	Installation of FTP packages using YUM server

	Configuring FTP server

	Testing of FTP



Objective

By the end of this chapter, the reader will learn how to configure the file transfer protocol (FTP) for server as well as how to allow ftp client to access the network resources over the LAN/WAN. The FTP is not a secure communication between server and its clients. In other words, the username and password is transmitted over the LAN/WAN in plain text. The hacker or any malicious user can sniff the username and password using any sniffing tools and can read it.

Introduction to FTP (File Transfer Protocol)

FTP is used to copy a file from one location to other. FTP uses Transmission control protocol. The FTP works on Client server model. FTP is built in on the Client-server feature and uses separate control and data connections. Normally, FTP username and passwords travel over the network in plain text.

In FTP, you can log in using the following two ways:


	Anonymous mode

	Non-anonymous mode



The anonymous mode requires username only, but the non-anonymous mode requires username as well as password.

FTP connection modes

FTP operates in two modes, that is, Active and Passive. In active mode, client initiates the command channel, but server is responsible for establishing the data connection. In an active mode, the server will try to connect to a random client-side port. The chances are that port may not be one of those predefined ports. As a result, it will be blocked by the firewall and no connection will be established, as shown in Figure 21.1:


[image: ]

Figure 21.1: Active mode connections

In passive configuration, no such type of problem occurs. It is possible that the server-side firewall is running, and the chances are that the server receives a number of connections from clients. As the result, the server accepts the incoming connection from the client’s side, as shown in Figure 21.2. The best is to configure the server in passive mode. The passive mode is more vulnerable to attacks. So, configure the firewall in such a way to allow FTP ports:


[image: ]

Figure 21.2: Passive mode connections

In Active mode, the server initiates the connection. But in passive mode, the client initiates the connection.

Installing FTP packages using YUM server

The FTP package is vsftpd (very secure file transfer protocol daemon) and ftp. The vsftpd can be launched in standalone mode. You can achieve this mode by changing the parameter listen=yes in the configuration file /etc/vsftpd/vsftpd.conf. You can find more information about vsftpd using the command man vsftpd at terminal, as shown in Figure 21.3:


[image: ]

Figure 21.3: Displays the manual pages of vsftpd

You can change the machine’s name as the FTP server. It depends on you.

You can install the ftp packages using the command yum install vsftpd ftp –y at terminal, as shown in Figure 21.4:


[image: ]

Figure 21.4: Installation of vsftpd

Configuring FTP server

In the following diagram, the system administrator installed the Linux version CentOS7/CentOS8 on the physical machine and then configured as the FTP server. Through this way, we can connect to the remote host. The Linux machine has two NIC, that is, eth0 and eth1 (But inside the Linux machine its shows enp0s3 and enp0s8, when you run the command ifconfig). The IP address (192.168.2.50) is configured on eth1 interface, that is, enp0s8 (running on internal mode in Oracle Virtual Box). The First NIC, that is, enp0s3 takes IP from NAT (Oracle Virtual Box) not shown in the diagram. The router is directly connected to the switch for providing the Internet to the server/client machine. The client machine has two NIC: the first NIC, that is, enp0s3 on NAT for internet connectivity to install client-side application. The desktop PC or client machine is directly connected to Switch. The IP address on client machine is 192.168.2.60/24 on the second adapter, that is, enp0s8.

You can enable the masquerade on FTP server. This will provide internet to the client. Then there is no need to add adapter on the client for Internet.

Figure 21.5 of FTP server is related to networking adapter (Virtual Box):
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Figure 21.5: Displays adapter mode of FTP server

The client machine in oracle virtual box as shown in Figure 21.6:
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Figure 21.6: Displays adapter mode of FTP client

The following diagram is related to a real scenario, but you can run this scenario on Oracle Virtual Box as described above. As you know that the installation of Virtual Box requires host machine. The host machine may be Windows/Linux/MacOS and the Internet must be running on the host machine, so that you can configure the adapter on virtual box in NAT mode to forward the traffic inside the virtual machine. In this diagram, we have shown the router but when you use a virtual box, make sure that internet is running on the host machine (Window/Linux/):



[image: ]

Figure 21.7: Network diagram of FTP server and client

Let’s look at the steps to configure the FTP server:

To configure the FTP server you have, add comments or uncomment in the ftp configuration file so that the ftp works properly.


	Open the vsftpd.conf file in VI editor vi /etc/vsftpd/vsftpd.conf and change the following values as given below:

	anonymous_enable: Enabled means value set to YES. Then, anonymous users are allowed to log in. For anonymous user, username will be anonymous, and no password will be required by the ftp server. Now, set the values as given below:
 anonymous_enable=NO


	banner_file: Type the text displayed when a connection is established to the server. Set the value as given below:
 ftpd_banner=Welcome to Linux FTP service.


	Ascii: Downloads is a security risk for resources. ascii uploads are apparently not as dangerous and can be useful for uploading text files. To allow ascii uploads, add the following line:
 ascii_upload_enable=YES

ascii_download_enable=YES






For enabling SElinux, uncomment the line anon_upload_enable=YES, .as shown in Figure 21.8:
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Figure 21.8: Enabling selinux

Now save and quit using the command Esc + :wq and press Enter key.


	Now, enable the vsftpd during boot time; for this, run the command systemctl enable vsftpd.

	Start the vsftpd service using the command systemctl start vsftpd.

	Now, configure the firewall; the ftpserver establishes the connection using the adapter1 (Oracle Virtual Box), that is, enp0s8. First, check in which zone enp0s8 is running using the command firewall-cmd --get-active-zones, as shown in Figure 21.9:

[image: ]

Figure 21.9: Checking the zones of interfaces


	Now, change the adapter enp0s8 public to internal (because in oracle box adapter-1 is running on internal mode) using the command as in Figure 21.10:
firewall-cmd --permanent --change-zone=enp0s8 –zone=internal


[image: ]

Figure 21.10: Setting interface to internal zone


	Now, check the zones using the command firewall-cmd –get-active-zones. This shows that enp0s8 comes under internal zones, as shown in Figure 21.11:
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Figure 21.11: Verifying the interface zones


	Now, add the ftp port in the Linux firewall using the command firewall-cmd –zone=internal --permanent --add-port=21/tcp, as shown in Figure 21.12:
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Figure 21.12: Adding the tcp ports to firewall


	Add the service, that is, ftp to the internal zone using the command firewall-cmd –zone=internal --permanent --add-service=ftp, as shown in Figure 21.13:

[image: ]

Figure 21.13: Adding the ftp service to firewall


	Finally, reload the firewall so that the changes are applied using the command firewall-cmd --reload, as shown in Figure 21.14:

[image: ]

Figure 21.14: Applying the rules to firewall


	Now, add the ftp user, using the command useradd ivan;passwd ivan, as shown in Figure 21.15. Then, press Enter key and type the password as you want:

[image: ]

Figure 21.15: Creating user and assigning password


	Go to the client machine and access the ftp server using the command ftp 192.168.2.50, a, as shown in Figure 21.16:

[image: ]

Figure 21.16: connecting to ftp server


	Now, create an empty file (the touch command creates an empty file) using ivan account, as shown in Figure 21.17:

[image: ]

Figure 21.17: switching to ftp user


	Go to the client machine and run the command ls. This will display the file ivan.txt which is created in ivan account, as shown in Figure 21.18:
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Figure 21.18: displaying the contents of ftp server


	Now, transfer the ivan.txt file on the client root home directory using the command mget ivan.txt, as shown in Figure 21.19. The bye command is used to quit the ftp session. Then, run the command ls and this will display ivan.txt file:
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Figure 21.19: Downloading the file from ftp server




FTP Server (scenario 2)

In the following diagram, the system administrator has installed Linux version CentOS7/CentOS8 on physical machine and then configured it as ftp server. Through this way, we can connect to the remote host. The Linux machine has one NIC. The IP address (192.168.2.50/24) is configured on adapter-2 (Oracle Vbox) interface and is connected to the Endian Firewall. The Firewall has three interfaces: one for internet, second for DMZ (Demilitarized Zone), where the servers are running, and third for the Green Zone (Local Area Network). The scenario is configured using the oracle virtual box. Hence, we should know the settings related to the Oracle Virtual Box.

Endian Firewall Network setting for Oracle Virtual Box


	The Adapter-1(Oracle Virtual Box) on Host-Only-Adapter which is on Green Zone (Assume)

	The Adapter-2(Oracle Virtual Box) on Internal Network which is on DMZ (Assume)

	The Adapter-3 (Oracle Virtual Box) on Bridge Adapter



FTP Server Network setting for Oracle Virtual Box


	The Adapter-1(Oracle Virtual Box) is on not attached means is not being used.

	The Adapter-2(Oracle Virtual Box) is on Internal Network which is on DMZ (Assume).

	No Adapter-3 is required for Oracle Virtual Box.


Client Machine Network setting for Oracle Virtual Box


	The Adapter-1(Oracle Virtual Box) is on Host-Only-Adapter which is on Green Zone (Assume).

	No Adapter-2 is required for Oracle Virtual Box.

	No Adapter-3 is required for Oracle Virtual Box.



The IP address configuration table of Endian firewall, FTP server, and client machine is as follows:










	
Machine Name


	
IP address


	
Subnet Mask


	
Adapter Settings


	
Adapter Mode





	
Endian Firewall


	
192.168.0.15


	
255.255.255.0


	
Adapter-1 eth0


	
Host-Only Green Zone





	
192.168.2.10


	
255.255.255.0


	
Adapter-2 eth1


	
Internal DMZ





	
192.168.1.107


	
255.255.255.0


	
Adapter-3 eth3


	
Bridge Internet





	
Machine Name


	
IP address


	
Subnet Mask


	
Adapter Settings


	
Adapter Mode





	
FTP Server


	
NA


	
NA


	
NA


	
NA





	
192.168.2.50


	
255255.255.0.


	
Adapter-2 eth1

Or inside Linux enp0s8


	
Internal DMZ(Assume)





	
NA


	
NA


	
NA


	
NA





	
Machine Name


	
IP address


	
Subnet Mask


	
Adapter Settings


	
Adapter Mode





	
Client Machine


	
192.168.0.16


	
255255.255.0.


	
Adapter-1 eth0 or inside Linux machine its shows enp0s3


	
Host-Only Green Zone





	
NA


	
NA


	
NA


	
NA





	
NA


	
NA


	
NA


	
NA






Table 21.1: FTP configuration details

The gateway for FTP server will be the 192.168.2.10 (ORANGE Zone of Firewall because FTP server located on DMZ and for client machine 192.168.0.15). It is the same scenario without Oracle Virtual Box, as shown in Figure 21.20:


[image: ]

Figure 21.20: Network diagram of ftp server using oracle virtual box

The Host-Only adapter is visible in the Control panel under the change adapter setting (if windows operating system is used as Host machine) after the installation of Oracle virtual box. Now, assign the IP address 192.168.0.5 and subnet mask 255.255.255.0 on the Host-Only adapter. If you assign a different subnet, then you cannot access the GUI of Endian Firewall because Host-only adapter is running on the Green zone (Assume). The default IP address of Endian firewall is 192.168.0.15. Due to this, we have assigned the same subnet IP address on the virtual box host-only adapter. In Chapter 13: Domain Name System (Based on Scenario), we have seen how to configure the Endian Firewall. Here, we will only create the FTP related rules in Endian firewall, as follows:


	Open the web browser and access the URL http://192.168.0.15:10443. Type username admin and password vishal123 (you may set different password during configuration of Endian firewall).

	Go to Firewall tab and click on Inter-Zone traffic, then click on add new inter-zone firewall rule. Select Source type Zone/Interface and after that, choose GREEN. Now, go to Destination and select Zone/Interface and choose ORANGE. In Service Port, select FTP and then it will automatically select protocol TCP and port 21 and type FTP RULE in Remarks. Leave other settings on default mode. Finally, click on Update Rule. Click on apply button after update rule, as shown in Figure 21.21:

[image: ]

Figure 21.21: Adding rules to utm


	Now, go to the client machine and access the FTP server using the command ftp 192.168.2.50. Enter Username as ivan and password as shown in Figure 21.22:


[image: ]

Figure 21.22: connecting to ftp server


	Create an empty file on FTP server using the ivan account, as shown in Figure 21.23:

[image: ]

Figure 21.23: switching to ftp user


	Now, go to the client machine and download the file using command mget linux.txt, as shown in Figure 21.24:

[image: ]

Figure 21.24: Downloading the files from ftp server


	Type bye and run the command ls; this will display the downloaded file, as shown in Figure 21.25:


[image: ]

Figure 21.25: Quitting from ftp server




Conclusion

An FTP server is a server that has a file transfer protocol (FTP) address and is dedicated to receiving an FTP connection. The FTP is a protocol used to transfer files over the internet between a server, that is, sender and a client known as receiver. This chapter explains how, a user would be able to configure ftp server along with scenario and upload and download a file from a FTP server. The user can configure FTP services as well start and stop the FTP services.

Multiple choice questions


	FTP server is known as _____________.

	File Transfer protocol

	File transfer port

	both a & b

	none of these



	FTP uses ports _____________.

	20

	21

	both a & b

	none of these



	The anonymous user in ftp requires ____________.

	root user

	password

	IP address

	username



	The non-anonymous user requires ________________.

	username

	password

	both a & b

	none of these



	You can quit the FTP server using the command ______________.

	Shutdown

	Init0

	Bye

	none of these



	The command firewall-cmd --reload _____________.

	will apply the changes

	restart the system

	shutdown the ftp

	none of these



	FTP is built on ______________.

	client-server

	server model

	data Centre

	none of these



	Six files are transferred from the FTP server to the client in the same session. The number of TCP connections between server and client is ______________.

	1

	2

	6

	7



	FTP server ____________.

	maintains state information

	is stateless

	both a & b

	none of these



	The data transfer mode of FTP is _____________.

	Stream mode

	Block mode

	Zip mode

	none of these





Answers


	a

	c

	d

	d

	c

	a

	a

	d

	a

	a







CHAPTER 22

Samba Configuration


Introduction

Samba is a networking tool for Windows and non-Windows systems. It allows Windows to share files and printers on the non-windows machine, and it also allows non-Windows users to access resources shared by Windows systems. The user will learn how to configure the samba server in CentOS7/CentOS8 version. This chapter explains how to configure the Samba server in Linux and the Samba client for Windows, how to create rules in Linux firewall, and how to configure SELinux Booleans to allow the Samba traffic step by step, along with the scenario. The users will also learn how to share resources and access shared resources in the Samba network.

Structure

In this chapter, we will cover the following topics:


	Introduction to Samba

	Installing Samba packages by YUM server

	Configuring Samba server scenario 1

	Client-side configuration of Samba

	Assessing the samba share from Windows10 machine

	Configuring Samba server scenario 2

	Testing of samba server



Objective

Samba is a networking tool for sharing resources between Windows and Unix systems on the network. By the end of this chapter, the reader will know how to configure the samba server in the presence of an open-source unified threat management gateway.

Introduction to Samba

Samba is an open-source software that runs on Unix/Linux environments. But it can communicate with windows. The Samba server provides the following services:


	Shares directories between Unix/Linux and Windows platforms

	Shares printers over the network



You can configure SAMBA as a primary domain controller (PDC). A PDC stores the login information in a central database. This allows each user to have a unique username and password for login.

Installing samba packages using YUM Server

The packages required for the installation of the samba server are samba-client samba-common samba and for the client-side, CIFS-utils samba-client samba-common samba. The SMB (Server Message Block) and common provide network services to samba clients. You can install samba packages using the command yum install samba samba-client. In case of an active directory, the following packages are required:

#yum install samba-winbind

# yum install samba-winbind-clients

# yum install samba-winbind-krb5-locator

The following is the list of packages that will be installed when you have installed the above packages:


	samba-libs

	samba-vfs-glusterfs

	samba-winbind-krb5-locator

	samba-winbind-modules

	samba-winbind

	samba-client

	samba-common

	samba

	samba-winbind-clients



Configuring Samba server scenario 1

In the following diagram, we have installed Linux version CentOS7/CentOS8 on Oracle Virtual Box and then configured it as a SAMBA server. In this way, we can connect to the server. The Linux machine has two NIC, that is, eth0 and eth1. The IP address (192.168.2.108/24) is configured on eth0 (Adapter-1 on the virtual box) interface and is connected to Switch and the second NIC takes IP from NAT (Adapter-2 Oracle Virtual Box), not shown in the diagram. The purpose of the second NIC for CentOS packages is to perform installation /Updates. The desktop PC or client machine is directly connected to Switch. The client machine has two NIC - the eth1 on NAT and the IP address on eth0 is 192.168.2.109/24 (You can also use a single NIC card and configure the firewall to allow internet traffic on the client machine using masquerade.), as shown in Figure 22.1:


[image: ]

Figure 22.1: Network diagram of Samba server

Let’s look at the steps to configure the samba server:


	The samba packages are samba, samba-common, and samba-client. To install these packages, first of all, run the command rpm –qa samba*. If already installed, then it will return the message packages already installed along with the package name. Otherwise, run the command yum or dnf to install samba packages, as shown in Figure 22.2:

[image: ]

Figure 22.2: Installation of samba server


	The location of the samba file is /etc/samba/smb.conf; hence, we need to configure the samba server using this file. First of all, take backup of smb.conf at a desired location using the command mv as shown in Figure 22.3:

[image: ]

Figure 22.3: backup of smb.conf file

You can rename the file smb.conf.example to smb.conf using the command mv /etc/samba/smb.conf.example /etc/samba/smb.conf. Before renaming to file smb.conf.example, you have to move smb.conf file which is already available at the location /etc/samba/ otherwise message will appear to overwrite the file. The file which is available before renaming has a few options to configure the samba server. But when you rename the smb.conf.example to smb.conf, then you will get a lot of options available for samba configuration. You can configure the samba server without renaming the file. But you have to remember where to insert the samba server-related strings or text.


	Open the file in vi editor with command vi /etc/hosts and add the samba server name, that is, sambaserver along with domain name (test.local) as given below:
192.168.2.108 smbaserver.test.local test.local sambaserver


	Now, create a directory vishalrai under / using command mkdir –p /vishalrai and assign the permission 777 to /vishalrai, so that all users can access it. You can assign the permission using the command chmod 777 /vishalrai.

	Open the file in vi editor, that is, vi /etc/samba/smb.conf and uncomment the hosts’ allow option and remove the undesired IP address (except 127, that is, loop back address) and type your own IP subnet of three octets; in our scenario, subnet is 192.168.2. as shown in Figure 22.4:

[image: ]

Figure 22.4: Allowing a host to access the samba share


	Now, scroll down the pages and go to the end of the page and add the following lines as shown in Figure 22.5. The directory vishalrai is shared under the root directory. The terms used in this section are given below:

	Set public assign to yes, which means it will be accessible to all

	Set writable to yes, which means users can create folders and files

	Set user list related to samba user

	Set browseable to yes, which will make it publicly visible



[image: ]

Figure 22.5: Adding samba share information


	Now, save and quit using Esc + :wq and then, press Enter key.

	Now, add user smbuser1 (this is not the default user) using the command useradd smbuser1; do not assign the password to user smbuser1 because it is a samba user. The password will be assigned by the smbpasswd command.

	Assign the samba password to the user smbuser1 using the command smbpasswd -a smbuser1; then it will ask you to type the password (as you want) and then retype the password again as shown in figure 22.6:


[image: ]

Figure 22.6: Assigning password to smbuser1


	Now, change the Selinux context on the created directory (/vishalrai) because selinux in default mode will not allow you to access the samba share directory, that is, /vishalrai. You can change the Selinux context using the command chcon -R -t samba_share_t /vishalrai, as shown in Figure 22.7:

[image: ]

Figure 22.7: Assigning selinux permission to the directory


	Verify the selinux context using command ls -ldZ /vishalrai as shown in Figure 22.8:

[image: ]

Figure 22.8: Displaying selinux permission


	Now, allow samba service in Linux firewall so that the user can access the resources as shown in Figure 22.9:

[image: ]

Figure 22.9: Allowing samba services in Linux firewall


	Restart the samba service using the command systemctl restart smb



Client-side configuration of Samba

Next, let’s look at the steps to configure Samba at the client-side:


	The SMB known as Common Internet File System (CIFS/sɪfs/), is a communication protocol that provides shared access to files, printers, and serial ports between nodes on a network. The mechanism of cifs is to controls the data share between samba server and samba clients and also services such as SMB and nmb (netbios message block). The nmb is used in domain sharing cases.

	Download the cifs utility for samba using the command yum install cifs samba-client.

	Now, go to the client machine and create a directory testsamba under the root directory. To access the samba resource, you have to mount the samba share directory (/vishalrai) along with /testsamba directory. In Linux or Unix, without mounting, you cannot access the resources. Hence, you have to mount the /vishalrai (which is on the samba server) using the command as shown in Figure 22.10. Then, it will ask for smb password for /vishalrai (created in Step 8):
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Figure 22.10: Mounting samba share to the client directory


	Run the command cd to switch to directory /testsamba (which is created on the samba-client machine) and create a directory testingsamba using the command mkdir as shown in Figure 22.11:

[image: ]

Figure 22.11: Creating directory on the client machine


	Access the samba server machine and switch to /vishalrai directory, then, you will find that the testingsamba directory is created on /vishalrai directory as shown in Figure 22.12:

[image: ]

Figure 22.12: Switching to samba directory


	Run the command smbclient on sambaclient machine along with user smbuser1 and then, enter the samba password. Now, run the ls command. Then, it will display the directories and files. You can verify by accessing the samba server and switching to the directory /vishalrai and then, run ls which will display the files and folders, as shown in Figure 22.13:


[image: ]

Figure 22.13: Accessing Samba server




If you want to create directories/files inside the samba share directory (that is, /vishalrai), then you have to set selinux context on directory /vishalrai using the command chcon -R -t samba_share_t /vishalrai. You can verify selinux context using the command ls -ldZ /vishalrai.

Assessing the samba share from Windows10 machine

As we know, the samba server is used to share the resources between Linux-to-Linux or Linux to windows. But for configuring samba share, it is required to apply the selinux context on the samba share directory using the command chcon –R –t samba_share_t <name of samba share folder or directory>. Hence, we need to make some changes in the samba configuration file /etc/samba/smb.conf. Allow the samba server in the windows firewall or disable the windows client machine firewall but its security risk. Follow the given steps:


	Open the Samba configuration file and replace the server string name with the samba server name; according to our scenario samba server name is sambaserver, that is, hostname of the machine, as shown in Figure 22.14:
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Figure 22.14: Assigning the samba server name


	Log in to the Windows 10 machine and press Win key + R and type samba server IP address, that is, \\192.168.2.108 and then press Enter key. It will ask the samba username and password and press Enter key. Then it will display the samba share folder.

	You can mount the samba share folder in Windows. Open the computer, and right-click on Network and then, click on Map network drive, as shown in Figure 22.15:
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Figure 22.15: Mapping the network drive


	A map drive network window will ask you to type the samba server IP address along with the samba share directory and then, click on finish, as shown in Figure 22.16:
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Figure 22.16: Assigning the share ip address


	It will ask for the samba username and password. Then, click on OK button, as shown in Figure 22.17:
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Figure 22.17: Entering the username and password


	Now, go to my computer or this pc (in case of win10) and a shared drive will appear as shown in Figure 22.18:
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Figure 22.18: Showing the directory is mounted




Configuring Samba Server (scenario 2)

According to the scenario, which is illustrated in Figure 22.19, we have installed Linux operating system version CentOS7.0/CentOS8.0 on physical machine, then configured the samba server. Through this way, clients can connect to the samba server. The samba server has one NIC. The IP address (192.168.2.108/24) is configured on enp0s8 (in Oracle vbox adapter-2) interface and is connected to Endian Firewall through switch. The Firewall has three Interfaces: one for green zone, second for DMZ (Demilitarized Zone), where the servers are running, and third for Red Zone (Internet). The scenario is configured using the oracle virtual box. Hence, we should know the settings related to the Oracle Virtual Box. In each guest operating system (VM), you have to assign the IP address as well as the gateway related to zones. For example, samba server is running under DMZ and DMZ’s address is 192.168.2.108/24 and is connected to endian firewall DMZ. Hence, the gateway for samba server will be endian firewall DMZ, that is, 192.168.2.10. In the same way, you can assign the IP address and gateway to another machine. In endian firewall, Internet traffic is allowed for installation of the samba packages on server as well as client:
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Figure 22.19: Network diagram of samba server with Endian firewall

Endian Firewall Network Setting for Oracle Virtual Box are as follows:


	The Adapter-1 (Oracle Virtual Box) on Host-Only-Adapter which is on Green Zone (Assume)

	The Adapter-2 (Oracle Virtual Box) on Internal Network which is on DMZ (Assume)

	The Adapter-3 (Oracle Virtual Box) on Bridge Adapter



Samba Server Network Setting for Oracle Virtual Box are as follows:


	The Adapter-1 (Oracle Virtual Box) on not attached to samba-server

	The Adapter-2(Oracle Virtual Box) on Internal Network which is on DMZ (Assume)

	The Adapter-3 (Oracle Virtual Box) on not attached to samba-server



Client Machine Network Setting for Oracle Virtual Box are as follows:


	The Adapter-1 is set (Oracle Virtual Box) on Host-Only-Adapter (Green Zone Assume)

	Adapter-2 and third are not required for oracle virtual box



For assigning the IP address and gateway, use IP address configuration chart as shown in Table 22.1:










	
Machine Name


	
IP address


	
Subnet Mask


	
Adapter Settings


	
Adapter Mode





	
Endian Firewall


	
192.168.0.15


	
255.255.255.0


	
Adapter-1 eth0


	
Host-Only Green Zone





	
192.168.2.10


	
255.255.255.0


	
Adapter-2 eth1


	
Internal DMZ





	
192.168.1.109


	
255.255.255.0


	
Adapter-3 eth2


	
Bridge for Internet





	
Machine Name


	
IP address


	
Subnet Mask


	
Adapter Settings


	
Adapter Mode





	
SAMBA Server


	
NA


	
NA


	
NA


	
NA





	
192.168.2.108

Gateway 192.168.2.10


	
255.255.255.0

255.255.255.0


	
Adapter-2 enp0s8


	
Internal DMZ (Assume)





	
NA


	
NA


	
NA


	
NA





	
Machine Name


	
IP address


	
Subnet Mask


	
Adapter Settings


	
Adapter Mode





	
Client Machine


	
192.168.0.30

Gateway

192.168.0.15


	
255255.255.0

255.255.255.0


	
Adapter-1 enp0s3


	
Host-Only Green Zone





	
NA


	
NA


	
NA


	
NA





	
NA


	
NA


	
NA


	
NA






Table 22.1: The IP address configuration

The Host-Only adapter is visible in the control panel under change adapter setting (if windows operating system is used as Host machine) after the installation of Oracle virtual box. Now, assign the IP address 192.168.0.5 and the subnet mask 255.255.255.0 on Host-Only adapter. If you assign different subnet, then you cannot access the GUI of Endian Firewall because Host-only adapter is running on green zone.

Let’s look at the steps to configure the Samba server:


	To configure the IP address of the Windows machine, log in to the machine and press Windows key + R and then type ncpa.cpl. Then, click on OK button as shown in Figure 22.20:
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Figure 22.20: Accessing the windows control panel


	Now, double click on the Virtual Box Host-Only Network, as shown in Figure 22.21:

[image: ]

Figure 22.21: Accessing the virtual box host only adapter


	Click on Properties button, as shown in Figure 22.22:

[image: ]

Figure 22.22: Accessing the properties of NIC


	Now, select the Internet Protocol Version4 (TCP/IPv4). Click on Properties button, as shown in Figure 22.23:
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Figure 22.23: Accessing the TCP/IP stack


	Type the IP address and the subnet mask as shown in Figure 22.24. Click on OK button then click on Close button:
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Figure 22.24: Assigning the IP address




Endian firewall configuration

Endian Firewall is also known as Unified Threat Management (UTM) Appliance that provides a safeguard to network from intruders and improves connectivity. It is based on Turnkey GNU/Linux, which is a free Debian based virtual appliance. The endian firewall provides the features such as HTTP/FTP anti-virus, content filter, POP3/SMTP anti-virus, anti-phishing and anti-spam, SSL/TLS VPN, IDS, and other features. You can find more about endian firewall on its website.

A number of steps are involved in Endian firewall configuration. The steps are given below:


	Download the Endian Firewall iso from website:
 https://www.endian.com/de/community/download/


	Create a new Machine using the Endian Firewall iso in ORACLE VIRTUAL BOX (here, not mentioning the installation process of Endian Firewall on ORACLE VIRTUAL BOX). After installation of Endian Firewall, configure the adapter setting as given in Table 22.1. In the same way, install and configure the other Linux machine and network setting as per Table 22.1.

	Now, power on the Endian Firewall and wait for a minute and open the Internet explorer or chrome web browser, type the address https://192.168.0.15:10443 and press Enter key. The following message will be displayed. Click on the Advanced button, as shown in Figure 22.25:
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Figure 22.25: Firewall configuration page


	Click on Proceed to safe 192.168.0.15 (unsafe), as shown in Figure 22.26. It will ask for the username and password. The default username is admin and password endian:
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Figure 22.26: Clicking to proceed


	It displays the welcome message. Click on the triple arrow button, as shown in Figure 22.27:

[image: ]

Figure 22.27: Welcome page of endian UTM


	Select the language and the time zone. Then, click on the triple arrow button, as shown in Figure 22.28:
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Figure 22.28: Assigning Time zone to firewall


	Now, read and select the License Agreement if you agree. Click on the triple arrow button, as shown in Figure 22.29:
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Figure 22.29: Accepting the license agreement


	Leave it on default and click on the triple arrow button, as shown in Figure 22.30:
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Figure 22.30: Selecting not to backup


	Now, change the default password of the web access as well as SSH, as shown here. Type the password (as you want), as shown in Figure 22.31:

[image: ]

Figure 22.31: Assigning the password


	Select the radio button as shown in Figure 22.32, then click on the triple arrow button:
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Figure 22.32: Configuring the interfaces


	Select ORANGE and then click on the triple arrow button, as shown in Figure 22.33:

[image: ]

Figure 22.33: Selecting the zone


	Now, select the type IP address 192.168.0.15/24 for the Green Zone and select eth0 adapter. In ORANGE Zone, type IP address 192.168.2.10/24 and select eth1 adapter, as shown in Figure 22.34. Then click on the triple arrow:
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Figure 22.34: Assigning the IP addresses

Now, scroll down the page and change hostname and domain name (if you want) as shown in Figure 22.35. Now, Hostname is changed and not the domain name:
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Figure 22.35: Assigning the host name only


	Now, type the IP address for RED Zone 192.168.1.109/24 and select eth2 radio button. On this, IP address Internet traffic is running according to my Access point settings, this may be different according to your settings. The default gateway address is 192.168.1.1. Run other settings on default mode. Then, click on triple arrow, as shown in Figure 22.36:
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Figure 22.36: Assigning the internet gateway


	Enter DNS1 (this is our Router Address; your setting may be different according to Internet traffic) and DNS2 IP address as shown in Figure 22.37. Click on the triple arrow:
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Figure 22.37: Assigning the DNS


	Leave everything on the default settings and click on the triple arrow, as shown in Figure 22.38:
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Figure 22.38: Leave blank


	Click on OK, apply configuration’ button, as shown in Figure 22.39. Then, it will display the message: wait for 20 seconds:
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Figure 22.39: Apply the changes


	Click on I don’t want any updates if it appears, as shown in Figure 22.40:
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Figure 22.40: Click to proceed


	Now, enter the username and password and then click on Sign in button, as shown in Figure 22.41:


[image: ]

Figure 22.41: Authentication page


	Now, Dashboard will be displayed as shown here:
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Figure 22.42: Displaying the version of firewall


	Now go to the Firewall tab and click on the Outgoing traffic. Then, it will display all the default rules. Now, delete all the default rules using trash icon, as shown in Figure 22.43. Then, it will show apply button, click on Apply button:
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Figure 22.43: Displays the default rules


	In the same way, click on Inter-Zone traffic and delete all the default rules, as shown in Figure 22.44:
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Figure 22.44: Deleting the default rules


	Now, the following screen will be displayed without any rules as shown below. Click on Add a new inter-zone firewall rule, as shown in Figure 22.45:
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Figure 22.45: Inter-zone configuration page


	Now, allow a ping from the Green to Orange zone (means LAN to DMZ). For this, select set type Zone/Interfaces under Source section and select GREEN. In Destination section, select set type Zone/Interface and then, select ORANGE. Now, go to Protocol and select ICMP and in Remarks section type Ping Rule. Leave other settings as default. Click on update rule or Add rule, as shown in Figure 22.46:
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Figure 22.46: Allowing ping green to orange zones


	Click on Apply button, as shown in Figure 22.47:
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Figure 22.47: Apply the changes


	Click on add a new inter-zone firewall rule. Now, allow the ping from Orange to Green (means DMZ to LAN), for this set type Zone/Interfaces under Source section and select ORANGE. In Destination, set type Zone/Interface. Then, select GREEN. Now, go to Protocol and select ICMP and in Remarks section type Ping Rule. Leave other settings as default. Click on update rule or Add rule, as shown in Figure 22.48:
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Figure 22.48: Allowing ping from orange to green zones

 Click on Apply button as shown in Figure 22.49:
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Figure 22.49: Apply the changes


	Click on add a new inter-zone firewall rule. Allow samba service from Green to Orange (LAN to DMZ). For this, set type Zone/Interfaces under Source section and select GREEN. In Destination, section set type Zone/Interface then select ORANGE. Now, go to Service, select SMB All and in Remarks section type SAMBA Rule. Leave other settings as default. Click on update rule or Add rule, as shown in Figure 22.50:
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Figure 22.50: Allowing the samba services


	Click on Apply button, as shown in Figure 22.51:
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Figure 22.51: Displaying the rules.


	Go to Firewall, click on Outgoing traffic, and click on Add a new firewall rule, as shown in Figure 22.52:
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Figure 22.52: Creating rules to red zones


	Select Zone Interface under Source section and then select RED under Destination, as shown in Figure 22.53:
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Figure 22.53: Selecting the interface


	Now, select GREEN under Source and in Service/Port, Protocol select ANY, ANY respectively and in Remarks section, type Internet. Then, click on Create rule, as shown in Figure 22.54:
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Figure 22.54: Allowing internet green to Red zone


	Click on Apply button, as shown in Figure 22.55. This is for Internet traffic on Green Zone (LAN):
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Figure 22.55: Applying the changes


	The samba server configuration steps (1 to 12) are same as mentioned in configuring samba server scenario-1. You just put on the samba server in DMZ (demilitarized zone) as mentioned in figure 22.19.

	Open the smb.conf and go to section Network Related Option and allow the network, that is, 192.168.0.30/24, 192.168.2.0/24, and 192.168.1.1/24. Never write the full subnet, you have to write only up to the third octet, for example 192.168.0. (At the end of octet, always use dot (.). We have allowed the subnet 192.168.1.1/24 to access the samba share from another machine, as shown in Figure 22.56:
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Figure 22.56: Allowing hosts networks


	If you do not allow the hosts, then it will generate error protocol negotiation failed: NT_STATUS_CONNECTION_RESET, as shown in Figure 22.57:
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Figure 22.57: Error related to hosts blocking




Testing of samba server

To test the samba server according to scenario-2, access the Linux client machine using its local login username and password. Then, open the terminal and run the command smbclient //192.168.2.108/vishalrai -U smbuser1 where /vishalrai is the shared directory and smbuser1 is the samba user, as shown in Figure 22.58:
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Figure 22.58: Connected to samba server and displaying the files

Create a directory using the command mkdir t and then ls command; it will display the directory t as shown in Figure 22.59:


[image: ]

Figure 22.59: Displaying the directory.

Conclusion

SAMBA is a protocol used to share the network resources. SAMBA by default is not installed on the system. Samba uses the protocol SMB and NMB. In scenario-1 and 2, we have used the sample and complicated the configuration using UTM. In next chapter, we will discuss the mail server configuration based on open-source operating system.

Multiple choice questions


	The configuration file location of samba server is _______________.

	/etc/var/lib

	/etc/usr/sysconfig

	/etc/samba/lib/smb.conf

	/etc/samba/smb.conf



	The smb means ________________.

	session block message

	session blocks message

	both a & b

	none of these



	The services related to samba is _____________.

	smb

	nmb

	both a & b

	none of these



	You can enable the selinux context on samba share using the command ______________.

	chobm

	chom

	chon

	none of these



	The protocol negotiation error is because ______________.

	Host is blocked

	MAC is blocked

	both a & b

	none of these



	The DMZ stands for __________________.

	Demilitarized zone

	Delimiter zone

	Delineator zone

	none of these



	Which one protocol is used for sharing the resources between Windows and non-Windows?

	Telnet

	Squid

	TFTP

	SAMBA



	NFS & CIFS are known as _______________.

	File systems

	Operating systems

	Transport protocols

	File access protocols



	The File access protocols work in which layer of the OSI model?

	application

	session

	network

	none of these



	Naming are services related to _____________.

	LDAP

	Telnet

	FTP

	none of these





Answer


	d

	a

	c

	c

	a

	a

	d

	d

	a

	a







CHAPTER 23

Mail Server Configuration


Introduction

This chapter explains how to configure the mail server in CentOS7/CentOS8 and its client. Users will learn how to set it up in CentOS7/CentOS8 step by step with scenario. The Linux mail server provides the mailing services between Linux to no-Linux environment. It allows users to access the mail server to send or receive the documents. In other words, the server stores incoming mail and sends the messages to defined users. An e-mail server is a basically mail transfer agent (MTA) and is responsible for sending an e-mail message from sender to recipient, the responsibility of Simple Mail Transport Protocol (SMTP) to deliver a message to the next server. The e-mail server has mailboxes and some filtering options. The users will learn how to configure the e-mail server in CentOS7/CentOS8 version.

Structure

In this chapter, we will cover the following topics:


	Introduction to mail sever

	Difference between different closed and open-source mail servers

	Introduction to SMTP server

	Installation of mail server packages

	Configuring the mail server locally: scenario 1

	Accessing mail server by using public IP address/domain: scenario 2

	Testing of mail server over internet



Objective

By the end of the chapter, the reader will learn how to configure the mail server in the presence of open-source unified threat management gateway as well as using the public domain name.

Introduction to mail sever

A mail server is a server that sends and receives email. In some scenarios, the mail servers are on a single hardware, that is, physical server. But in case of big service providers and public email services providers, for example, Gmail and yahoo use dedicated hardware for sending and receiving email. The e-mail server has a number of components such as Mail User Agent (MUA), MTA, Mail Delivery Agent (MDA), and SMTP. You have studied in graduation how e-mail servers works. Hence no need to explain.

Difference between different closed and open-source mail server

The open-source software provides the source code to everyone. You can modify the source code as per your needs. Closed source software refers to software whose source code is not available to everyone. If you want to install the closed source software, then you have to pay for some amount. In the same way, there are many open-source mail server configuration software available such as postfix, sendmail, Zimbra, Qmail, iredmail and many more. But in closed source, software code is not available for everyone; for example, MS-Exchange.

Introduction to SMTP server

SMTP is an application layer protocol. It is an application protocol used by mail server to send, receive or relay outgoing messages between sender and receiver. Different service providers have different smtp servers’ addresses. When user A sends the mail to user B, then smtp server decides to which server it should send the message. You can find the smtp addresses of service providers on the Internet. Here we will focus on Hands-on part.

Installing mail server packages

In this chapter, we will learn about the installation of e-mail packages and its configuration. The following packages are required to set up e-mail server using Linux:


	Postfix

	dovecot



Postfix is an open-source MTA. The postfix is used to send and receive emails. While Dovecot is an IMAP/POP3 server. The Dovecot is mailbox interface program. It allows users to access their mailboxes using the IMAP interface. The Dovecot interacts with only authenticated users. In other words, dovecot doesn’t communicate with un-authentication users. You can install the two packages using the command yum (CentOS7) or dnf (CentOS8); for example, yum -y install postfix dovecot.

Configuring Mail Server Scenario-1

According to a scenario, which is mentioned in Figure 23.1, the system administrator installed Linux operating system version CentOS7.0/CentOS8.0 on physical machine, then configured as mail server. Through this way, client can access the mail server. The mail server has two NIC (Network Interface Card). The IP address (192.168.2.111/24) is configured on enp0s8 (In oracle vbox adapter-2) interface and is connected through switch and the interface enp0s3 (adapter-1 of oracle virtual box) is running under NAT mode. In this scenario, we have used DNS server because DNS sever will resolve the DNS name locally; without DNS, you cannot run the mail server locally or publicly because you have to add MX record as well as the DNS name of the server. Suppose you want to run a mail server publicly, then you have to purchase the domain name as well as c-panel (to manage DNS server accordingly) from reputed registrar and then add the domain name and MX record in DNS manager, so that mail server can run publicly. The Masquerade is enabled on mail server machine. The clients and DNS server can update or install the Linux packages if required. The scenario is configured using oracle virtual box. Hence, we should know the settings related to Oracle Virtual Box. In each guest operating system (VM), you have to assign the IP address as well as gateway related to interfaces. In the same way, you can assign the IP address and gateway to other machine for example clients:
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Figure 23.1: Network diagram of MAIL SERVER

To assign the IP address and gateway, use IP address configuration chart as shown in Table 23.1:










	
Machine Name


	
IP address


	
Subnet Mask


	
Adapter Settings


	
Adapter Mode





	
mailserver


	
NAT


	
By-NAT


	
enp0s3 on adapter-1


	
NAT





	
192.168.2.111


	
255.255.255.0


	
Adapter-2 enp0s8


	
Internal





	
Client Machine


	
192.168.2.112

Gateway

192.168.2.111


	
255255.255.0

255.255.255.0


	
Adapter-1 enp0s3


	
Internal





	
DNS SERVER


	
192.168.2.1

Gateway

192.168.2.111


	
255.255.255.0

255.255.255.0


	
Adapter-2


	
Internal






Table 23.1: The IP address configuration

Now, access the mail server and install the packages on it using the command yum install -y postfix dovecot.

Follow the given steps to configure the mail server:


	Assign the hostname using the file /etc/hostname, open the file in vi editor and type the name mailserver. Then, press Esc + :wq and then run the command /usr/lib/system/system-hostnamed to apply the changes.

	There is no DNS server running in my scenario; hence, enter the fully qualified domain name in file /etc/hosts as shown in Figure 23.2:
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Figure 23.2: Fully qualified domain name


	Assign the IP address and other settings to the mail server as per rule mentioned in IP configuration Table 23.2.

	Configure the DNS file vi /etc/reslov.conf and type the IP address of public DNS, as shown in Figure 23.3:
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Figure 23.3: Assigning Public DNS server to reslov.conf file


	Now, run the command hostname --fqdn to check the fully qualified domain name of the machine as shown in Figure 23.4:
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Figure 23.4: Verifying fully qualified domain name


	Now, check that selinux is enabled or not using the file vi /etc/sysconfig/selinux; if it shows SELINUX=enforcing, then okay. If not, then set it to enforcing mode.

	Enable the masquerade service on mail server so that client machine can access the Internet to installs Linux packages/updates as shown in Figure 23.5:
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Figure 23.5: Enabling masquerading


	Now, add the firewall rules to allow 25, 110, 587 and 465 ports using the command as shown in Figure 23.6:
firewall-cmd --permanent --add-service=smtp

firewall-cmd --permanent --add-service=imap

firewall-cmd --permanent --add-service=pop3

firewall-cmd --permanent --add-service=http

firewall-cmd --permanent --add-service=https

firewall-cmd --permanent --add-port=80/tcp

firewall-cmd --permanent --add-port=110/tcp

firewall-cmd --permanent --add-port=443/tcp

firewall-cmd --permanent --add-port=587/tcp

firewall-cmd --permanent --add-port=465/tcp

firewall-cmd --reload
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Figure 23.6: Allowing services in Linux firewall


	Now, add the ports related to services such as http, imap, etc. as shown in Figure 23.7:
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Figure 23.7: Allowing ports


	Open the postfix configuration file vi/etc/postfix/main.cf and make changes; this file has a lot of code hence make changes or add or uncomment as per needs. The description of each line is mentioned on file as shown below:
myhostname  =  mailserver.test.local    #  (You can find on line no 75)

mydomain     =  test.local               # (On Line no-84)

myorigin       =   $mydomain        #(Line no 101 if not present then add the line)

inet_interfaces  =  all    #(Line no 115 un comment or add if not present and type all)

inet_protocol   =   all   #( Line no-121 un-comment it)

mydestination   =  $ myhostname, localhost.$mydomain, localhost, $mydomain

(Line no 168 un-comment. This is third line without changing this line you cannot send the e-mail to your domain)

mynetwork  =  192.168.2.0/24, 127.0.0.0/8 # (Line no 266 add your network)

home_mailbox  =  Maildir/        #  (Line no 421 uncomment)

mail_spool_directory  =  /var/spool/mail # (Line no 428 un-comment it)

Line numbers may be different. Hence you have to search the string for example mydomain, etc.


	Now, enable and start the postfix service using the command systemctl enable postfix and systemctl start postfix.



DNS-server configuration steps

The following steps are required for DNS-server configuration, the DNS is running on another machine as mentioned in table 23.2:


	Now, add the new machine in the network and set fully qualified domain name dns server.test.local using the file vi /etc/hosts, as shown in Figure 23.8. Step-1 is optional if you are not using DNS.
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Figure 23.8: Assigning the fully qualified domain


	Now, set hostname DNSserver using the file vi /etc/hostname.

	Now, allow the port 53 (which is DNS port) in dns server Linux firewalld using the command firewall-cmd --permanent --add-port=53/tcp and firewall-cmd --permanent --add-port=53/udp and then reload the firewall configuration with the help of command firewall-cmd --reload.

	Now, edit the file /etc/resolv.conf located on the DNS server using vi editor and add the nameserver’s address and then save and quit using Esc + :wq, as shown in Figure 23.9:
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Figure 23.9: Assigning the DNS server address


	Now, access dns server using the user root and open the terminal and install the dns packages using the command yum install bind* -y.

	The /etc/named.conf file is used for the configuration of DNS server as a master, slave, or cache-only name server. The /etc/named.conf is divided into two parts. The first part is related to general settings and second is related to zones settings. Open the file /etc/named.conf in vi editor, and it will display the default settings of named.conf file. Now, edit the settings which are given in table 23.2:






	
Default setting


	
Changed settings





	
listen-on port 53 { 127.0.0.1; };


	
listen-on port 53 { 127.0.0.1; 192.168.2.1; };





	
allow-query { localhost; };


	
allow-query { localhost; 192.168.2.0/24; };





	
recursion (optional)


	
Yes, if already set on yes, then no need to change






Table 23.2: named.conf file

If your DNS is local caching server then use allow-query { particular subnet} for example allow-query { 192.168.2.0/24; }; if you are not using any caching server then use allow-query { none; }; and if allow-query { any; }; means the queries are accepted on any server interface.


	Now, add the following lines above the included parameter related to the zone information:
 zone “test.local” IN {

type master;

file “test.fwd”;

allow-update { none; };

};

zone “2.168.192.in-addr.arpa” IN {

type master;

file “test.rev”;

allow-update { none; };

};

The file is large hence split the screenshot of the file /etc/named.conf. The first part of the file is shown in Figure 23.10a and Figure 23.10b. Each figure is a part of named.conf file:
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Figure 23.10a: configuring named.conf file

Scroll down the named.conf file and enter the following entries:
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Figure 23.10b: configuring named.conf

If NXDOMAIN or SERVERFAIL error appears then set empty-zones-enable no; using vi /etc/named.conf file below the dnssec-enable line. This will remove the NXDOMAIN error or SERVFAIL responses.

The second part of the file is related to zones setting is shown in Figure 23.11:
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Figure 23.11: Configuring DNS zones


	Now, create forward zones using the sample file which is already available in Linux system; for this run the command shown below, and then press Enter key:
cp /var/named/named.loopback /var/named/test.fwd


	Create reverse zone files using the command and then press Enter key:
cp /var/named/named.loopback /var/named/test.rev


	Open the test.fwd file using vi editor vi /var/named/test.fwd. This will display the default entries. Hence, we have to change default values according to configuration. The default values are shown in Figure 23.12:
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Figure 23.12: Default DNS forward zone file


	Now, change to SOA (start of authority record), NS (name server) and add a record (that is, host dnsserver.test.local) and MX record, that is, mailserver.test.local where number 10 is on priority as shown in Figure 23.13. There should be no spelling mistake and no error related to braces and dot (.).
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Figure 23.13: Adding host and MX records in forward zone file


	Now, change to SOA (start of authority record), NS (name server), PTR (pointer record) and add A record (that is, host) for reverse zone that is, test.rev. Open the file vi /var/named/test.rev as shown in Figure 23.14. There should be no spelling mistake and no error related to braces and dot (.) otherwise the server configuration will not work:
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Figure 23.14: Adding the PTR record in reverse zone file


	Now, update the SELinux context for named.conf file. When you run the command ls -lZ /etc/named.conf, it will display the default owner and group of the file named.conf. Hence, you need to change the group to named using the command chown root:named /etc/named.conf, as shown in Figure 23.15:
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Figure 23.15: Updating selinux context


	Change the group ownership of directory to named using the command chgrp named -R /var/named.

	When you copy the files/directories from any source to destination, the file carries the different SELinux context. Hence, you need to restore the SELinux context on file named.conf and the directory named using the command restorecon -Rv /etc/named.conf and restorecon -rv /var/named.

	Now, check the syntax of zones files as well as DNS configuration file using the command for forward zone:
named-checkzone test.local /var/named/test.fwd

Command for reverse zone:

named-checkzone test.local /var/named/test.rev

Command to check the syntax of DNS configuration file if it returns nothing it means no error:

named-checkconf /etc/named.conf


	Now, go to client machine and test the primary or master DNS using the command dig mailserver.test.local. The client machine finds the IP address of mailserver.test.local with the help of dnsserver, as shown in Figure 23.16:
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Figure 23.16: Displaying mailserver IP address




Configuring mail server


	To enable the LMTP socket, the LMTP socket (Local Mail Transfer Protocol) is used to communicate with the final delivery agent, which may run on the local host or a remote host. To configure this, open the file in vi editor using vi/etc/dovecot/conf.d/10-master.conf and add postfix and remove # from the mode, then save and quit as shown in Figure 23.17:
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Figure 23.17: Enabling LMT


	Plain text Authentication will be disabled by default. Hence, we will need to use SSL/TLS encryption while sending and receiving email. In other words, you have to use SSL/TLS encryption to work with the default configuration of Dovecot. To allow immediate plaintext authentications without SSL/TLS connection, you have to update the configuration file; we do not recommend using Plaintext authentication because all the data will move in the network using the server without any encryption. But for learning purposes, you can select it. Now, configure dovecot authentication method using the file /etc/dovecot/conf.d/10-auth.conf and change the lines as shown below:
disable_plaintext_auth = yes (Un-comment and change no to yes)

auth_mechanisms = plain login (Add the login)

Search the string disable_plaintext_auth and uncomment it as shown in Figure 23.18:
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Figure 23.18: Enabling authentication method

Now, scroll down the file and find the syntax auth_mechanisms as shown in Figure 23.19:


[image: ]

Figure 23.19: Enabling login method


	Now, restart the dovecot and post services using the command systemctl restart postfix systemctl restart dovecot.

	Now, install the squirrelmail. SquirrelMail is an opensource webmail package written in PHP used for sending and receiving e-mails. It includes built-in PHP support for the IMAP and SMTP protocols. To install the squirrelmail package, enable the epel repository. The EPEL (Extra Packages for Enterprise Linux) repository are an additional package repository which provides access to install Linux packages for the software.

	Install epel repository using command yum install epel-release –y.

	Now, install the squirrelmail and httpd using the command yum install squirrelmail httpd –y or install only squirrelmail because httpd is installed automatically along with squirrelmail packages.

	After the installation of squirrelmail, switch to its configuration file using the command cd /usr/share/squirrelmail/config/. Then, run the script, which is available inside config directory, run the command ./config.pl, as shown in Figure 23.20. Select the options according to need:
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Figure 23.20: Configuring squirrelmail using script

Select the option 2 and press Enter key as shown in Figure 23.21:
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Figure 23.21: Configuring mail server using available options

Select option 1 and press Enter key, then type domain name test.local. Now, select option 3 and press Enter key as shown in Figure 23.22:
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Figure 23.22: Displaying the mail server information

In the same way, you can select the option and update the information as per your network requirements. To save the data press S and then press Q.


	Now, configure the Apache for squirrelmail; for this, add the lines at the end of file as given below:
Alias /webmail /usr/share/squirrelmail

<Directory /usr/share/squirrelmail>

Options Indexes FollowSymLinks

RewriteEngine On

AllowOverride All

DirectoryIndex index.php

Order allow,deny

Allow from all

</Directory>


	Now, restart the Apache server using the command systemctl restart httpd.

	Create the directory under root using the command mkdir /testmail and assign the permission chmod -R 777 /testmail.

	Create the user ivan using the command useradd -m –d /testmail/ivan1 ivan1. The home directory user ivan is changed to /testmail, as shown in Figure 23.23:
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Figure 23.23: Creating user home directory and adding user


	Now, assign the password to user ivan1 using passwd ivan1. Then, retype password and press Enter key. Or you can create the user along with default home directory location; for example, useradd ivan2 and assign password using the command passwd ivan2.

	Now, run the command setsebool httpd_can_network_connect=1. So that user can access the Apache web server. If you run Apache server without this command, it will generate IMAP permission denied error. This is a very important step to configure the squirrelmail. Run the command setsebool -P httpd_can_network_connect=1 this will enable at boot time.

	Restart all the services using the command as given below:
systemctl restart dovecot

systemctl restart postfix

systemctl restart httpd

Enable following services at boot time so that it can run automatically after login.

systemctl enable dovecot

systemctl enable postfix

systemctl enable restart

systemctl enable httpd

systemctl start httpd

systemctl enable named

systemctl restart named

Testing Mail Server locally


	Access the Windows client machine and access the squirrelmail using the URLs http://192.168.2.111/webmail and enter username ivan2 and password vishal, as shown in Figure 23.24. Then, send the mail to user2@test.local (already created user2 using command useradd user2):
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Figure 23.24: Squirrelmail login page


	Now, logout and login using user2 and check if the mail is received in INBOX or not as shown in Figure 23.25:
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Figure 23.25: Composing the mail and sending to user2 locally

Here, the mail is received in user2 INBOX as shown in Figure 23.26:
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Figure 23.26: Checking the user2 mail inbox

 If the mail server displays the error IMAP connection failed, then check two things that are mentioned below.


	Enable the selinux using the command setsebool httpd_can_network_connect=1. The condition is that selinux must be enabled in the file /etc/sysconfig/selinux , that is, SELINUX=enforcing. To setebool at boot time, run the command setsebool -P httpd_can_network_connect=1.
Asses the config.php file user the directory and set the string value as shown in Figure 23.27:
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Figure 23.27: Running the scripts to troubleshoot if any


	Now, change the value $use_imap_tls = ‘true’; and $use_smtp_tls = 'true’ ;. If there is any value mismatch, then tally with Figure 23.28 as shown below:
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Figure 23.28: Computing the values




Accessing mail server by using public IP address/domain scenario 2

According to the scenario, we have to purchase the Linux (CentOS) VPS (Virtual Private Server) along with domain name and c-panel from reputed registrar and build (these words are used by registrar or the service provider; it’s general meaning is to install) the Linux machine and then configure as mail server. The IP address provided by the service provider is public IP address through which VPS is accessible using ssh by the utility putty. The VPS provided by the service provider is basically an unmanaged machine. Only you have to download and install the mail server packages on it and then configure as the mail server. The c-panel is used to manage the DNS related and other settings such as adding of a record, dns forwarder etc. Through this way, client can access the mail server. The mail server has only one NIC (Network Interface Card). The public IP address 97.x.x.x is configured on the interface and we have to hide the rest of the octet of IP address due to security reasons. Your public IP address is visible on vps hosting management interface when you purchase the VPS. In this scenario, we have used DNS management panel to add the “A” record and “MX” record of mail server. According to the scenario, we want to run the mail server publicly, then add the domain name, (linuxtechs.org purchase from service provider) hostname and MX record in DNS management interface. No need to enable Masquerade on VPS because Internet is already available on VPS. You can see the IP address and subnet mask using the VPS network file located on /etc/sysconfig/network-scripts/ifcfg-eth0 or enp0s3 or any naming convention. We have not shown this here because we have already said that it’s a security issue. But you can find using this method. In each step, we have to hide the IP and other publicly available settings, so that the hacker or malicious user cannot access our c-panel or DNS interface. This is only for educational purposes; if there is any misuse of this document, the user shall be held responsible.

Using the following steps, you can configure the mail server. We have purchased the domain linuxtechs.org along with C-panel and VPS.


	Download the putty according to version, that is, 64-bit or 32-bit and the type the public IP address (you can get it from your c-panel) and select port 22 and then press Enter key or click on Open button as shown in Figure 23.29:
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Figure 23.29: Connecting to VPS using Public IP address but hides for security reason


	Now, open the file in vi editor vi /etc/sysconfig/network-scripts/ifcfg-eth0, and you can find all information related to the interface.

	Open the file vi /etc/hosts; here you can find settings related to VPS server name. You can remove or comment the default hostname and add a new host name as you want, as shown below:
127.0.0.1 localhost localhost.localdomain localhost4 localhost4.localdomain4

#::1 localhost localhost.localdomain localhost6 localhost6.localdomain6 mailserver.linuxtechs.org

#97.x.x.x ia-0.x.x.x.ip4.service.org

97.x.x.x mailserver.linuxtechs.org linuxtechs.org mailserver #Ths is new name map with ip address


	Now, install the packages related to the mail server, that is, postfix and dovecot using the yum or dnf command; for example, yum install postfix dovecot –y. We have already installed the packages.

	Open the postfix configuration file vi /etc/postfix/main.cf and make changes. This file has a lot of code, hence, make changes or add or uncomment as per needs. The description of each line is mentioned on the file as shown below:
myhostname = mailserver. linuxtechs.org # (You can find on line no 75)

mydomain = linuxtechs.org # (On Line no-84)

myorigin = $mydomain #(Line no 101 if not present then add the line)

inet_interfaces = all #(Line no 115 un comment or add if not present and type all)

inet_protocol = all #( Line no-121 un-comment it)

mydestination = $ myhostname, localhost.$mydomain, localhost, $mydomain

(Line no 168 un-comment. This is third line without changing this line you cannot send the e-mail to your domain)

mynetwork = 97.x.x.x/subnetmask, 127.0.0.0/8 # (Line no 266 add your network)

home_mailbox = Maildir/ # (Line no 421 uncomment)

#mail_spool_directory = /var/spool/mail # (Line no 428 comment it)

relayhost = 97.x.x.x

You can find the IP and subnet mask in VPS network configuration file location vi /etc/sysconfig/network-scripts/ifcfg-eth0 or eth1 or enp0s3, etc. Hence, we have not mentioned due to security issues. The relayhost will send your mail from one domain to others.


	Now, enable and start the postfix service using the command systemctl enable postfix and systemctl start postfix.

	Now, allow port 53 (which is DNS port) and 80 in firewalld using the command firewall-cmd --permanent --add-port=53/tcp and firewall-cmd --permanent --add-port=53/udp and then reload the firewall configuration with the help of command firewall-cmd --reload. Generally, the service provider disables the firewall, but you can configure it or purchase the domain security plain.

	To enable the LMTP socket, the Local Mail Transfer Protocol (LMTP) socket is used to communicate with the final delivery agent, which may run on the local host or a remote host. To configure this, open the file in vi editor vi /etc/dovecot/conf.d/10-master.conf and add postfix and remove # from mode. Then, save and quit as shown in Figure 23.30:
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Figure 23.30: Enabling LMTP


	Now, configure dovecot authentication method using the file /etc/dovecot/conf.d/10-auth.conf, and change the lines as shown below:
disable_plaintext_auth = yes (Un-comment and no to yes)

auth_mechanisms = plain login (Add the login)

Search the string disable_plaintext_auth and uncomment it as shown in Figure 23.31:
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Figure 23.31: Enabling plaintext authentication

Now, scroll down the file and find the syntax auth_mechanisms as shown in Figure 23.32:


[image: ]

Figure 23.32: Enabling authentication methods


	Now, restart the dovecot and post services using the command systemctl restart postfix dovecot.

	To install the squirrelmail package, enable the epel repository. The EPEL (Extra Packages for Enterprise Linux) repository is an additional package repository which provides access to install the Linux packages for the software.

	Install epel repository using command yum install epel-release –y.

	Now, install the squirrelmail and httpd using the command yum install squirrelmail httpd –y or install only squirrelmail because httpd install is automatically installed along with squirrelmail packages.

	After the installation of squirrelmail, switch to its configuration file using the command cd /usr/share/squirrelmail/config/, run the script, which is available inside config directory, and run the script ./config.pl, as shown in Figure 23.33. Select the options according to need:

[image: ]

Figure 23.33: Configuring mail server using script

Select option 2 server settings and then select the options (1, 2, or 3 etc.) accordingly:

1. Domain : linuxtechs.org

2. Invert Time : false

3. Sendmail or SMTP : SMTP

A. Update IMAP Settings : 97.x.x.x:143 (uw)

B. Update SMTP Settings : tt2nlvphout-v55.stt.pr.sin2. server.net:25

R Return to Main Menu

C Turn color off

S Save data

Q Quit


	Now, configure the Apache for squirrelmail; for this, add the lines at the end of file as given below:
Alias /webmail /usr/share/squirrelmail

<Directory /usr/share/squirrelmail>

Options Indexes FollowSymLinks

RewriteEngine On

AllowOverride All

DirectoryIndex index.php

Order allow,deny

Allow from all

</Directory>


	Now, restart the Apache server using the command systemctl restart httpd.

	Enable all services at boot time so that it can run automatically after login:
systemctl enable dovecot

systemctl enable postfix

systemctl enable restart

systemctl enable httpd

systemctl start httpd


	Restart all the services using the command as given below:
systemctl restart dovecot

systemctl restart postfix

systemctl restart httpd


	No need to install the DNS packages, because service provider provides the c-panel in which DNS setting is available just for you to add the records. Now, log in your service provider’s account and assess the DNS management panel. We have hidden the username as shown in Figure 23.34:

[image: ]

Figure 23.34: Login in Domain Registration website


	Then, it will send the OTP on your registered mobile number for verification after which you will be able to access the DNS management panel. We have removed all default setting and then configured accordingly, as shown in Figure 23.35:
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Figure 23.35: DNS management interface




You can find all the information related to DNS and VPS on service provider page. For this, go to My Account and then click on My Product, then will see a lot of option related to domain name and VPS. We have discussed all the records about DNS in Chapter 13: Domain Name System.

Testing of public mail server

To test the mail server, you have to access the domain name using the URL http://linuxtechs.org in chrome web browse or Firefox. Then, enter username and password.


	Log in on your VPS using root and create a user account using the command useradd ivan; passwd ivan. Then, it will ask you to type the new password and re-type again, as shown in Figure 23.36:
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Figure 23.36: Logging on webmail


	Now, compose the mail to another domain like Gmail, yahoo, etc. as shown in Figure 23.37:
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Figure 23.37: Sending mail to Gmail


	Open the Gmail account and check whether the mail is received or not. Figure 23.38 shows that mail is received by my Gmail account:

[image: ]

Figure 23.38: Mail received by Gmail




We have not configured ssl certificate for mail server because we have to purchase SSL from service provider. You must run the mail server along with SSL certificate. Without SSL certificate mail server or web server will be at high security risk.

For running only one mail server, the steps given are sufficient; but to demonstrate how mail server works in the presence of load balancer, we have cloned mail server, that is, mailserver and mailserver-1. This is to show how the client request is handled by the load balancer, that is, to display the web page quickly using round robin algorithm, but we have not configured the user account synchronization between mailserver and cloned mailserver-1. This is explained in Chapter 25: Load Balancer.

Conclusion

Selecting the SquirrelMail is user’s personal choice and the purpose of use. The webmail is an important part of the Internet. It makes your query answerable. In this chapter, it is explained how mail server works, how to add CNAME, MX record and SOA record in DNS. We have seen how to access mail server publicly and locally as well as how to allow mail services in Linux firewall. In next chapter, we will discuss Linux Hardening, in other words how to secure Linux server.

Multiple choice questions


	DNS port is _______________.

	44

	56

	34

	53



	MX record is related to _______________.

	E-mail

	FTP

	TFTP

	none of these



	Port 110 is related to _______________.

	FTP

	SAMBA

	both a & b

	none of these



	Postfix is

	MTA

	CTA

	ATA

	none of these



	The Location of Postfix Mail Server Queue _______________.

	/var/spool/postfix

	/var/spool/

	/var/messages

	none of these



	Dovecot is _______________.

	IMAP and POP3

	IMAP and FTP

	IMAP and MTA

	none of these



	The MDA stands for _______________.

	Mail Delivery Agent

	Mail Delivery Ages

	Mail Delivery Administrator

	none of these



	Which command is used to check the version of postfix?

	postconf –d | grep mail_version

	postconf –d | grep version

	both a & b

	none of these



	You can reload the Postfix Queue

	postsuper -r ALL

	postsuper –r

	postsuper –a

	none of these



	Which command is used to see live mail logs in postfix?

	tail -f /var/log/maillog

	tail -f /var/log/messages

	both a & b

	none of these





Answers


	d

	a

	d

	a

	a

	a

	a

	a

	a

	a







CHAPTER 24

Linux Hardening


Introduction

Hardening is the process to secure the server as well as the client using tools by updating the operating system from genuine links. When you install the operating system, by default, a number of unnecessary services are enabled automatically. Hence, we have to stop or disable these services, so that malicious users cannot access the server. The main objective of server hardening is to reduce the security risk by removing unnecessary services, blocking the open port (which is not in use) as well as providing limited access to the users. This chapter explains how to secure the Linux server version CentOS7/CentOS8. Users will learn how to harden the server using scenario. In this chapter, we have explained how to secure the Linux boot loader, user account, file, and directories etc.

Structure

In this chapter, we will cover the following topics:


	What is Linux hardening?

	Introduction to Bastille

	Testing of hardened Linux system



Objective

The reader will learn how to harden the Linux server using command and some open-source tools. Most users assume that Linux is secured operating system. This is not a good assumption because by default installation of any operating system is not secured, you have to tune the services either by enabling or disabling. The user will also learn how to disable removable device, etc.

What is Linux hardening?

Hardening means to secure the systems using tools or configuration files which are available inside the operating system. Hardening is a very important task for any server; if the server is not secure, then any malicious users/hackers can scan the systems and exploit its vulnerability. The result of exploitation is converted into financial loss of any organization, whether it’s banking or IT sector. Hence, it is mandatory to secure the services which are running on the server. In this chapter, we will discuss how to secure services that are listed below:


	BIOS security

	Disabling booting from USB/DVD/CD or any external devices.

	Protecting the Grub

	O.S updates from trusted sources

	Stopping or disabling unnecessary services

	Closing the open ports

	Password policy

	Assigning the limited privileges to users

	Securing SSH

	Enabling Selinux

	Removing graphical environment

	Disabling the IPv6

	Locking the unused user account

	Disabling Ctrl + Alt + Delete

	Displaying Banner

	Monitoring user activity

	Encrypting the disks



BIOS security

BIOS security is related to system security. You can protect the BIOS by enabling the password. Every manufacturer provides the BIOS security. When BIOS is password protected, an unauthorized person cannot enter into the system and is unable to tamper the system. Here, we will not explain how to implement the password on BIOS because different manufacturers have different interface related to BIOS settings. Hence, it is my suggestion to access the manufacturer website and follow the steps related to BIOS password.

Disabling system booting from USB/DVD/CD or any external devices

Data is a vital part of any organization. It is the mandatory responsibility of IT companies to secure customer data. Data is secured when the infrastructure of the organization is secured. The infrastructure includes data center, physical security of data centers, network security, and firewall/UTM. Time to time, awareness (awareness means knowing plus doing) programs should be conducted by the organization for the employee. Suppose you have good infrastructure, but an employee inserts the USB in system, which is infected by malware, then the entire infrastructure may be infected by malware. Hence, awareness should be mandatory. On the other hand, it is necessary to disable or block the external device so that no one can copy or access the data using USB drive. Here, we will demonstrate how to disable the USB drives in CentOS7/CentOS8 using available commands:


	Install the CentOS7/CentOS8 on oracle virtual box and then access using root privilege. Now, open the terminal and run the command ls /. This will display the media directory, which is responsible for accessing any external devices.

	Now, check the permission on the media directory using the command ls –ld /media. This will display the permission on the directory/media in other words who can access it as shown in Figure 24.1:
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Figure 24.1: Displaying /media permission


	Now, run the command chmod 700 /media (only full permission to owner, that is, root and others have no permission):

[image: ]

Figure 24.2: Applying access permission


	Now, try to access the /media using cd command to switch user ivan which is a non-root user account (created using the command useradd ivan and passwd ivan) and then switch to user home directory using command cd (as shown in Figure 24.3). We have run the command pwd to check user home directory. It displays /root (which is root’s home directory) and then, switch to user home directory using cd. Then, you try to switch to /media because user ivan has limited permission. Hence, you cannot access the /media.

[image: ]

Figure 24.3: Adding user, assigning password and try to accessing /media

The root user should be used for the configuration of the server because it runs with full privileges. Hence, it is recommended not to always use root user until or unless it is required. Always use limited user and then switch to root using command su -. In the entire chapter, you will see that we have used root only for server related configurations and not for normal use. You can find a lot of methods to block the external devices, but we have used Linux command to block the USB/CDROM/DVD.


	To unblock external devices, log in to the system using chmod 755 /media, as shown in Figure 24.4:
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Figure 24.4: Accessing the media




Protecting the Grub

There are so many ways to protect the Linux server. If you protect the GRUB boot loader along with password, this will not only protect from unwanted rebooting and logging into system, but it also protects the unwanted users for gaining access to system by editing the GRUB boot loader. The editing options are available in GRUB boot loader. Hence, we should first protect the GRUB boot loader. The following steps are required to protect the GRUB boot loader:


	Log in to the system/server using root privilege and open the terminal and run the command grub2-mkpasswd-pbkdf2. This will generate the md5 hash and copy it as shown in Figure 24.5:
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Figure 24.5: Assigning the password to grub


	Now, open the file 40_custom in vi editor using vi /etc/grub.d/40_custom and add the string set superusers="root".
 password_pbkdf2 root <Here paste hash value which is generated in step-1>. Copy the hash value generated in step-1 and paste in the file 40_custom. You can find more about grub and 40_custom file using the following link: https://docs.fedoraproject.org/enUS/Fedora/24/html/System_Administrators_Guide/sec-Using_only_a_Custom_Menu.html. Refer to the following Figure 24.6:
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Figure 24.6: Adding hash value of password


	Next, update Grub2 bootloader configuration file using the command, grub2-mkconfig -o /boot/grub2/grub.cfg, as shown in Figure 24.7:
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Figure 24.7: Updating Grub2 bootloader configuration


	Now, reboot the system and try to edit the grub file using, e then it will ask for username and password. Now, boot loader is secured.



O.S updates from trusted sources

In open-source platform, it is necessary to update the system using a trusted link provided by the software community. For example, you can download the CentOS7/CentOS8 from CentOS community. Do not download from other links such as torrent, etc. If you update the system using untrusted link, then the system may be infected by malware, adware or it can create a backdoor in system and the entire OS becomes vulnerable to attack. The hash value of the software is mentioned in the link so that you can compare the hash value after downloading the software; if it mismatches, then something went wrong with the software, and it should not be installed on the systems. You can compare the hash value using the command md5sum <path of the file>. For example, you can create the hash value file anaconda-ks.cfg and locate in /root (root’s home directory). In the same way, you can create the hash value of .iso file downloaded from a trusted link and compare with the hash provided on trusted link as shown in Figure 24.8:
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Figure 24.8: Generating md5 hash value

A small dot or spacebar can change the hash value of the file; once it’s changed, it cannot be recovered to the previous value. The hash value plays a very important role in digital forensics. Hash value is just like a fingerprint.

Stopping or disabling unnecessary services

Disabling the unnecessary services from system makes it faster and reduces the attack surface. In other words, when you disable or remove the service that is not used by the systems, there is less vulnerability to exploit the servers/systems. Let us discuss how system becomes vulnerable when you enable the services. We will discuss the telnet service, as we know that the username and password of telnet flows over the network in plain text. Then, any malicious user or hacker can sniff the password and the username and then exploit the systems/servers. Hence, it must be disabled if not used. By default, telnet is disabled in Linux. The following is a list of some services along with their description given in Table 24.1:









	
Daemon


	
Name of the service


	
Uses


	
Linux command to disable services





	
xinetd


	
Telnet


	
Used in Router configuration


	
systemctl disable xinetd





	
sshd


	
Secure Shell


	
For the configuration of servers/devices


	
systemctl disable sshd





	
httpd


	
Apache web server


	
To configure the web server


	
systemctl disable httpd





	
vsftpd


	
FTP


	
To configure FTP


	
systemctl disable vsftpd





	
squid


	
Squid Proxy Server


	
To configure proxy


	
systemctl disable squid





	
dhcpd


	
DHCP server


	
To configure the dhcp server


	
systemctl disable dhcpd





	
named


	
DNS


	
To configure DNS


	
systemctl disable named





	
postfix


	
Mail server


	
To configure mail server


	
systemctl disable postfix





	
dovecot


	
Mail server


	
To configure mail server


	
systemctl disable dovecot





	
smb


	
SAMBA


	
To configure SAMBA server


	
systemctl disable smb





	
nmb


	
SAMBA


	
SAMBA server


	
systemctl disable nmb





	
ypbind


	
NIS


	
NIS configuration


	
systemctl disable ypbind





	
ypserve


	
NIS


	
NIS configuration


	
systemctl disable ypserv





	
yppasswd


	
NIS


	
NIS configuration


	
systemctl disable yppasswd





	
mysqld


	
Mysql server


	
To configure mysql database server


	
systemctl disable mysqld





	
nfs


	
NFS server


	
To configure NFS


	
systemctl disable nfs-server





	
tftp


	
TPTP server


	
To configure tftp server without no authentication


	
systemctl disable tftp





	
cups


	
Print server


	
To configure network printer


	
systemctl disable cups





	
mdadm


	
RAID


	
To configure RAIDs


	
systemctl disable mdadm





	
certmonger


	
Public/Private key


	
To configure certificates


	
systemctl disable certmonger





	
crond


	
Job scheduling


	
To execute scheduled program


	
systemctl disable crond





	
nfslock


	
Lock NFS files


	
To configure NFS


	
systemctl disable nfslock





	
sysstat


	
System statistics


	
To monitor system performance


	
systemctl disable sysstat





	
smartd


	
Disk monitoring


	
To configure disk monitoring


	
systemctl disable smartd





	
rexec


	
Remote host


	
To execute the command on remote host


	
systemctl disable rexec





	
ntpdate


	
Network Time Protocol


	
To configure Local date and Time


	
systemctl disable ntpdate






Table 24.1: Service related to OS hardening

It is not mandatory to disable all services which is listed in table 24.1. It depends upon you. Suppose if you want to configure DNS then there is no need to disable it, if you are not configuring server as DNS then disable it. You can stop any services using the command systemctl stop <name of the service>. For example, suppose you want to stop telnet service, that is, xinet, then run the command systemctl stop xinetd.

Closing the open ports

The port is a logical point to which session starts and ends. The available ports are 0- 65535. The ports are divided in groups which are given below:


	0-1023: The well-known ports, also known as system ports.

	1024-49151: The registered ports, also known as user ports.

	49152-65535: The dynamic ports, also known as the private ports.



You can find a list of ports in Linux using the file vi /etc/services. This file contains ports information and its related services. You can find the list of open ports (TCP + UDP) using the command netstat -ltnu. This tool is used to monitor the network connection. The switches ltnu where l means print only listening socket (IP address + Port number is known as socket), n displays port number, u shows UDP ports and t shows TCP ports. To block the port, we will use Linux firewall. The remove option is available in Linux firewalld and you can remove or add as per need. For example, for blocking the telnet port 23, run the firewall command as shown in Figure 24.9:

firewall-cmd --permanent --remove-port=23/tcp

firewall-cmd --reload
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Figure 24.9: Allowing port 23

In the same way, you can remove the unnecessary ports and reload the firewall so The password policy plays important roles for securing the servers/system. If the complex password policy is implemented in system, then it is difficult to penetrate the system or difficult to crack using brute force attack tools. In this chapter, we will discuss the password policy related to its length, complexity, expiry date and deny to use old password. First, take the backup of password files, /etc/security/pwquality.conf and /etc/pam.d/system-auth, to enforce password policy in CentOS7/CentOS8. Open the file in vi editor using command vi /etc/pam.d/system-auth and search the string pam_pwquality, using forward slash (/) in vi editor. Figure 24.10 shows the default values of file /etc/pam.d/system-auth: that changes may apply. It is not possible to demonstrate about all ports. You can configure the policy on firewall at runtime or permanently, it depends upon you.

Password policy
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Figure 24.10: Default system-auth file

Now, add the string after authtok_type= then, save and quit using Esc + :wq as shown in Figure 24.11:
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Figure 24.11: Applying password policy

We have taken the string values from the file /etc/security/pwquality.conf. When you open the file in vi editor, you will find all the details about the strings, which is written after authtok_type= in Figure 24.11. But we have explained here about the string values:


	minlen=8 sets the minimum password length to 8 characters.

	lcredit=-1 indicates the minimum number of lower-case letters that the password should contain to at least one.

	ucredit=-1 indicates the minimum number of upper-case letters on a password to at least one.

	dcredit=-1 indicates the minimum number of digits to be contained in a password to at least one.

	ocredit=-1 indicates the minimum number of other symbols such as @, #, ! $ % etc on a password to at least one.

	enforce_for_root ensures that even if it is the root user that is setting the password, the complexity policies should be enforced.

	maxrepeat=2 indicates the maximum number of allowed consecutive same character in the new password; if you set this value 0, then it will be disabled.



Now you have to update file /etc/security/pwquality.conf as shown in Figure 24.12. Then, save and quit using Esc + :wq.
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Figure 24.12: Editing the values

Now, test the policy on user ivan, run the command passwd ivan, and then press Enter key. Enter the dictionary-based password for testing the password policy. When you enter the dictionary-based password, it will display the messages to assign the password on user ivan according to policy, as shown in Figure 24.13:
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Figure 24.13: Displaying password policy

Now, assign the password on user ivan according to the password policy that we have set in the password files. When you assign the password according to policy, the messages will disappear. We have assigned the password VisHal1@123. Hence, message will not appear as shown in Figure 24.14, because password VisHal1@123 fulfills the password policy. This policy is applicable on root user also because we have added the enforce_for_root:
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Figure 24.14: Displaying password policy apply successfully

Assigning the limited privileges to users

Creating the privileges account in CentOS7/CentOS8 will secure the data from unauthorized access. We will create read only accounts for three different users. For this, create a directory named limdir under root using the command mkdir /limdir and then assign the read only permission to the directory /limdir for the three different users. We have created home directory for these users at different location as shown in Figure 24.15:
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Figure 24.15: Creating directories

Now, add the user as shown in Figure 24.16. You can assign the password using the command passwd limiteduser1 or 2 or 3 (it’s up to you). We have not assigned any password to demonstrate how the privileges work:


[image: ]

Figure 24.16: Adding user and creating home directories

Now, run the command to set ACL on directory /limdir as shown in Figure 24.17:
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Figure 24.17: Applying selinux context

Now, test if ACL is working properly or not on directory /limdir; for this create a file named test.txt and write some content using cat or vi command as shown in Figure 24.18:
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Figure 24.18: Creating text file

Now, switch to limiteduser1 using the command su at root level and then switch to limiteduser1 home directory. Now, try to read the file using cat command; you can read the file, but when you try to edit the file using cat or vi editor, you cannot because we have assigned read-only permission on /limdir directory for three different users as shown in Figure 24.19:
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Figure 24.19: Switching to user limiteduser1

To protect the important files from being renamed, deleted, modified, or moved, we will use the chattr + i command as shown in Figure 24.20:
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Figure 24.20: Securing file

You can remove the security on files - always use chattr –i demo.txt as shown in Figure 24.21:
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Figure 24.21: Removing security and removing file

You can view the security on file using the command lsattr, a show that you cannot append or remove the text from the file as shown in Figure 24.22:
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Figure 24.22: Viewing file attribute

Securing SSH (Secure Shell)

SSH stands for secure shell; using this you can configure the server/devices. Most of the domain registrar provides ssh to configure the virtual private server. By default, ssh is allowed on Linux firewall but you can block the ssh in Linux firewall. The default port of ssh is 22. You can change all default setting of ssh using its configuration file. Here, we will discuss how to change the default settings of ssh and other configurations. The configuration file contains a lot of options; hence, we will change some options that are important from a system administration point of view. We will change the following options mentioned in Table 24.2:







	
Enabling/disabling the options


	
Location in file /etc/ssh/sshd_config





	
Disable Root Logins


	
PermitRootLogin no





	
Limited User Logins


	
AllowUsers <users name with spacebar>





	
Deny Users


	
DenyUsers <users name with spacebar>





	
Banner


	
Only Allowed users # insert path





	
Change Default Port 22


	
Change as you want then apply selinux





	
Allow port in firewall if port changed


	
firewall-cmd --permanent –add port=2223/tcp

firewall-cmd --reload





	
Limiting the listening address


	
ListenAddress <IP address>






Table 24.2

Scenario

According to scenario, which is mentioned in Figure 24.23, we have installed Linux operating system version CentOS7.0/CentOS8.0 on physical machine and then configured as ssh server:
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Figure 24.23: Network diagram of ssh server

Through this way, clients can access the ssh server. The ssh server has two NIC (Network Interface Card). The IP address (192.168.0.30/24) is configured on enp0s3 (on oracle vbox adapter-1) interface, and is connected through switch. The interface enp0s8(adapter-2 of oracle virtual box) is running under NAT mode or by enabling Masquerade on ssh server so that clients can get updates or install the Linux packages if required. The scenario is configured using oracle virtual box. Hence, we should know the settings related to Oracle Virtual Box. In each guest operating system (VM), you have to assign the IP address as well as gateway related to interfaces. To assign the IP address and gateway, use IP address configuration chart as shown in Table 24.3:










	
Machine Name


	
IP address


	
Subnet Mask


	
Adapter Settings


	
Adapter Mode





	
SSH Server


	
192.168.0.30


	
255.255.255.0


	
enp0s3 on adapter-1


	
Host-only





	
NAT


	
By NAT


	
Adapter-2 enp0s8


	
NAT





	
Machine Name


	
IP address


	
Subnet Mask


	
Adapter Settings


	
Adapter Mode





	
Client Machine


	
192.168.0.40

Gateway

192.168.0.30


	
255255.255.0

255.255.255.0


	
Adapter-1 enp0s3


	
Host-only






Table 24.3: IP configuration and adapters settings

When you provide the direct root access to any user, it may increase the attack surface. Hence, it is required to provide client log in through user account on ssh. In order to not provide direct access to client, you have to make certain changes in sshd_config file using vi editor. First, uncomment (removing hash #value) and then set the default string value PermitRootLogin yes to PermitRootLogin no. Then, restart the ssh service using the command systemctl restart sshd as shown in Figure 24.24:
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Figure 24.24: Denied root login

Now, try to log in using another machine using the root account (ssh server root account). Figure 24.25 shows that you cannot log in using root account:
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Figure 24.25: Trying to access ssh server using root login

Now, try to log in using another account sshuser1 (created on ssh server, not client machine). Figure 24.26 shows that you can log in using user account:
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Figure 24.26: Accessing ssh server using non-root user

Limited user logins

You can restrict access to ssh using sshd_config file. Open the configuration file using vi editor vi /etc/ssh/sshd_config and add the string values AllowUsers sshuser1 sshuser2 on ssh server, then save and quit using Esc + :wq. Then, restart the ssh service using the command systemctl restart sshd as shown in Figure 24.27:
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Figure 24.27: Allowing users

Now, try to log in using the sshuser1 account. You can log in as shown in Figure 24.28:
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Figure 24.28: Successfully connected to ssh server using non-root user

Deny users

To deny malicious users, open the sshd_config file using vi editor /etc/ssh/sshd_config and add the string DenyUsers <.name of users with spacebar>. Then, restart the ssh service using the command systemctl restart sshd as shown in Figure 24.29:
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Figure 24.29: Denying users ivan

Now, try to login using ivan user and you see that you cannot log in as shown in Figure 24.30:
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Figure 24.30: User denied to login

Banner

You can set the banner in ssh server along with message. Open the file vi /etc/ssgh/shhd_config and then go to banner option and put the path of banner. We have created a new file named my_banner and move into location /etc/ssh, then add the banner path in file /etc/sshd_config in banner string as shown in Figure 24.31:
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Figure 24.31: Adding banner path

The my_banner file looks as shown in Figure 24.32:
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Figure 24.32: Displaying Banner

Changing default port 22

We have already explained that if you are running the server under the default setting, then malicious users can scan the network and find the default port and guess that it belongs to ssh and then exploit it. Hence, it is good practice to change the default port. We have changed the ssh server default port from 22 to 2223. Open the sshd_config file and go to port option and replace the port 22 to 2223, as shown in Figure 24.33:
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Figure 24.33: Changing port

Now, apply the Selinux context on port 2223 using the command semanage port -a –t ssh_port_t –p tcp 2223 (which is mentioned in sshd_config file). Open the file in vi editor vi /etc/ssh/sshd_config as shown in Figure 24.34:
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Figure 24.34: Displaying selinux context

Now, run the command as shown in Figure 24.35:
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Figure 24.35: Applying Selinux context on port 2223

Try to connect the sshserver using sshclient machine as shown in Figure 24.36:
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Figure 24.36: Connected to server

Allowing port in firewall if port changed

Allow the port 2223 in Linux firewalld using the command shown in Figure 24.37:
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Figure 24.37: Adding port 2223 in firewall

Limiting the listening address

By-default, ssh listens to all interfaces; this is not good. If the server has multiple network interface cards, then you can restrict the ssh. To do this, access the ssh configuration file. Open the sshd_config file in vi editor vi /etc/ssh/shhd_config and uncomment the line ListenAddress and map with IP address as shown in Figure 24.38:
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Figure 24.38: Assigning Listening address

Enabling Selinux

The Seliux is known as enhanced security Linux which provides the extra layer of security on access control system. By default, selinux runs under enforcing mode. The seliux will deny if there is any unauthorized access of system. The configuration file of selinux is located under /etc/sysconfig/selinux. If enforcing mode is set to disable, then enable it using the file. Generally, you can find the selinux implementation procedure (how to apply selinux context on files/directories) in server configuration file. For example, when you changed the default port of ssh to other port, then you have to apply selinux context, which is mentioned in /etc/ssh/sshd_config file as shown in Figure 24.39:
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Figure 24.39: Displaying Selinux context definition

You can find the default selinux context using the command shown in Figure 24.40:


[image: ]

Figure 24.40: Displaying selinux context on directory test

To restore selinux context, run the command restorecon. You can find more about selinux using man restorecon.

Removing graphical environment

Installing GUI (Graphical User Interface) on server will increase the attack surface. The GUI version of any operating system is resource eater. In other words, it consumes memory and storage and may create vulnerability. In CentOS7/CentOS8, you can remove the GUI from operating system using the command yum groupremove "Server with GUI" and then reboot the system.

Disabling the IPv6

You can disable the ipv6 (if it is not in use) using the file /etc/sysctl.conf. Open the file in vi editor vi /etc/sysctl.conf and add the line net.ipv6.conf.enp0s3_ipv6 = 1 and run the command sysctl –p or you can disable using nmtui, which is the command line tool.

Locking the unused user account

To lock the user account, run the command usermod -L limiteduser1 and passwd -l limiteduser1 as shown in Figure 24.41:
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Figure 24.41: Adding user

Now, try to log in to the ssh server using the command ssh –p 2223 limiteduser1@192.168.0.30. You cannot log in to the server as shown in Figure 24.42:
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Figure 24.42: Access denied

Disabling Ctrl + Alt + Delete

Ctrl + Alt + DEL is known as a three-finger salute; it should be disabled to avoid unwanted reboot. To disable the unwanted reboot, run the command as shown in Figure 24.43:
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Figure 24.43: Disabling CTRL+ALT+DEL

Displaying banner

To display the legal messages, the system administrator uses the banner in which the message is written about who will use the system. Open the file in vi editor vi /etc/motd and write a legal message. You can check the message what we have written using the command, as shown in Figure 24.44:
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Figure 24.44: Inserting legal message

Now, log out from the system and log in using the root user. Then, it will display the message as shown in Figure 24.44.

Monitoring user activity

It is the responsibility of the system administrator to monitor the system activity time to time. Monitoring the system activity helps system administrator to find out the reason why network slows down or why the servers become non-responsive. The system administrator can manage users’ activity by analyzing the log in firewall. The firewall may be hardware based or software based. Here, we will discuss the Linux server activity using open-source tools such as psacct. It will by default install on Linux server. If it is not available on Linux server, then install it by using yum install psacct and then enable it using the command systemctl enable psacct.


	Log in on Linux server and run the command ac - this will display the total time (in hours) users or group connected to system. This displays the total time connected to all users as shown in Figure 24.45:
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Figure 24.45: Displaying total time in connectivity


	You can find the connect time, date wise as shown in Figure 24.46:
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Figure 24.46: Displaying connectivity date wise and time


	The command ac -p shows how long users connect to the system as shown in Figure 24.47:
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Figure 24.47: Displaying how long user connected


	You can find the connectivity of individual users using the command ac –d root presently we are using root user; the Figure 24.48 shows the details of root user:
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Figure 24.48: Displaying individual user connectivity




You can find more about ac using the command man ac on terminal.

Encrypting the disks

The disk encryption is very important step towards securing the data. In open source, a cryptsetup is a tool to encrypt the block devices using the kernel device mapper. In this section, we will discuss how to encrypt the disk:


	Run the command rpm –qa to check whether cryptsetup is already available or not; if not then install using the command yum install cryptsetup. Figure 24.49 shows that cryptsetup is already installed on the system:
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Figure 24.49: Querying packages


	The cryptsetup-luks contains the cryptsetup utility. Hence, check the package cryptsetup-luks using the command rpm –q cryptsetup-luks. Figure 24.50 shows that it is not installed; you have to install it using the command yum install cryptsetup-luks in CentOS8 and you have to run dnf in place of yum:
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Figure 24.50: Querying cryptsetup-luks


	Now, add one raw disk in the Linux system which is running under virtual box. For this, first of all you have to turn off the VM then right click on the VM and go to Settings and click on Storage. Then, go to the right side of the setting window; at the bottom, you can see the option to add hard disk, and follow the windows instruction. The hard disk will be added. Run the command cat /proc/partitions - this will display the added hard disk on your system. We will select one of them to demonstrate how the cryptsetup utility works to encrypt the disk. We have selected sdb as its raw disk, as shown in Figure 24.51:
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Figure 24.51: Displaying attached raw disk


	Run the command fdisk /dev/sdb to create a partition on raw disk.

	Run the command cat /proc/partitions - this will display the created partitions /sdb1 as shown in Figure 24.52:

[image: ]

Figure 24.52: Displaying created partition


	Now, format the partition /dev/sdb1 using cryptsetup utility and assign the password as you want. We have assigned the password VisHal1@123 as shown in Figure 24.53:
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Figure 24.53: Formatting the disk


	To open the encrypted device, you have to use cryptsetup utility along with device name (you can name it as you want, here we have named vishal) as shown in Figure 24.54:
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Figure 24.54: Mapping the device


	Now, assign the file system on the device named vishal, which is mapped with /dev/sdb1 as shown in Step 6. To assign the file system on disk, run the command mkfs.ext4 /dev/mapper/vishal, as shown in Figure 24.55:
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Figure 24.55: Assigning the ext4 file system


	To mount the open device vishal with /dev/mapper, you have to create a mount point. For this, create a directory using the command mkdir /vishaldisk as shown in Figure 24.56:
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Figure 24.56: Mounting device to directory


	Run the command cd and switch to directory /vishaldisk mounted with device vishal. Then, create an empty file using touch command. Refer to Figure 24.57:
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Figure 24.57: Creating empty file


	To close the encrypted device, run the command umount and then close the device as shown in Figure 24.58:
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Figure 24.58: Closing device


	Check whether the device is still running, or it’s gone, using the command cd /dev/mapper. Then, run ls command - it will not display the created file, as you can see in Figure 24.59:
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Figure 24.59: Displaying device is not available


	To access the file (test.txt), you have to open the device and then enter the passphrase. Next, mount with /vishalrai directory and then run the command cd /vishalrai. Then, run ls command - it will display the file test.txt, as shown in Figure 24.60:
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Figure 24.60: After closing device its showing how to access if user want


	Following are the steps for permanently mounting:
Run the command as shown in Figure 24.61. You can find a good explanation using the command man dd. Here, we have not discussed the execution of the command:
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Figure 24.61: Converting and coping file


	Now, assign the read and write permission on lukskey (if this key is not available, then create it using vi or cat command under the /root):
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Figure 24.62: Assigning permission


	Add the lukskey using the command as shown in Figure 24.63. Enter the passphrase. We have already assigned during the cryptsetup utility:
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Figure 24.63: Adding key


	Now, open the file /etc/crypttab in vi editor and define the device name along with partition location and lukskey. Then, save and quit using Esc + :wq as shown in Figure 24.64:
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Figure 24.64: Mounting lukskey


	To mount permanently, open the file /fstab in vi editor vi /etc/fstab and add the entries as shown in Figure 24.65:
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Figure 24.65: Mounting directory /vishaldisk


	Now reboot the system. Then, it will ask for passphrase, that is, VisHal1@123 and then boot will go ahead, as shown in Figure 24.66:
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Figure 24.66: Prompting password




Hardening of Linux by Bastille

Bastille is an automated hardening tool used to secure an operating system; bastille increases server security and reduces vulnerability. Bastille can assess system’s present state of hardening. It supports Red Hat, Fedora HP-Linux etc. In a bastille, there are a lot of options to secure operating systems. During configuration, it asks some questions related to security settings. The question is explained with examples. With the help of question-and-answer system, administrator applies the policy to the system. Then, it builds the reports related to security settings. The same things that we have done manually, can be configured using the bastille.

Testing of Linux hardening

The hardening testing of any server depends upon its stopping or disabling the unnecessary services. Lock down the unused accounts. Following are some points to keep in mind while configuring the server:








	
BIOS security


	
File and directories permission


	
Disabling USB or any external device





	
Server Room physical security


	
Disk encryption


	
Disable IPv6 if not in use





	
Boot loader security


	
Selinux policy


	
Checks the install packages and remove it





	
File system types


	
Firewall rules should be well defined


	
Do not allow direct login using root





	
Disable the IP Forwarding


	
Disable ICMP Redirect Acceptance


	
Use complex password policy





	
Avoid Legacy Services


	
Keep Kernel Up to Date


	
Set Password Expiration Dates





	
Lock account after certain attempts fail


	
Check account having no password


	
Set Email Notifications for root user





	
Remove unnecessary ports


	
Configure Kernel Parameters


	
Disk partition should be clearly defined





	
Enable Disk Quota


	
Enable NIC bonding


	
Create regular backup






Table 24.4: Checklist of Linux hardening

Conclusion

Hardening secures the servers, and a secure server provides the integrity of data. The data is a vital asset of any organization; hence, it is necessary to know how to harden the servers because the servers provide services to a number of users. In this chapter, users will learn how to secure servers using an open-source tool. In the next chapter, we will discuss about Load balancer. The load balancer balances the incoming request from various clients or for a particular service.

Multiple choice questions


	The port 0-1024 is known as

	well known port

	not known

	oracle cloud port

	none of these



	The chattr +i is used to

	secure files

	denied to delete

	both a & b

	none of these



	Port 22 is related to

	FTP

	SAMBA

	NIS

	SSH



	The port 23 is related to

	Telnet

	NFS

	FTP

	none of these



	The cryptsetup is used to _________.

	assign hostname

	hardening the system

	both a & b

	none of these



	The ac command is used for

	job control

	scheduling the task

	user activity

	none of these



	The command ac –p displays

	how long users are connected

	how long the process runs for

	both a & c

	none of these



	The file /etc/motd is used 

	for user activity

	to control process’

	for Ipv6 configuration

	to display message



	The command cat /proc/partition will display _________.

	all partitions

	all process

	both a & b

	task



	The command chcon is used for

	assigning rule in proxy

	assigning rule in firewall

	assigning selinux policy

	none of these





Answers


	a

	c

	a

	b

	c

	s

	d

	a

	c

	c







CHAPTER 25

Load Balancer


Introduction

This chapter explains how to configure the load balancer in Linux and how the POUND load balancer diverts the query to different web server. We have explained the working of the load balancer with the help of a mail server. POUND is an open-source load balancer and easy to configure. The load balancer basically distributes the incoming traffic between web servers. This will increase the performance of webservers.

Structure

In this chapter, we will cover the following topics:


	Introduction to load balancer

	Configuring load balancer for mail server

	Testing of load balancer



Objective

The POUND load balancer has two interfaces: one faces to the red zone and other to the internal network. POUND server can be used as reverse proxy. In the next chapter, we will explain about proxy and reverse proxy. The users will learn how to configure the POUND server in CentOS7/CentOS8 version on the basis of scenario. In this chapter, we have explained how to configure the Linux firewall for web request.

Introducing load balancer

The task of load balancer is to distribute the incoming traffic between the concerning servers as defined in its configuration. The load balancer enhances the performance of the server. Basically, all available servers’ IP address is defined in the load balancer. Suppose, if one server goes down, then request will be served from another server. The load balancer performs the following tasks:


	Distribution of client request on multiple servers.

	The system administrator can add or remove the servers.

	Provides high availability and reliability.



The advantages of load balancer are given as follows:


	Efficiency: The efficiency of the load balancer depends upon its distribution of traffic among the multiple servers.

	High availability: Load balancer only sends the traffic to whatever is currently online. Many e-commerce websites such as Flipkart, eBay, and amazon are using load balancer. The load balancer may be hardware or software based.

	Redundancy: Multiple servers ensure that processing will still continue, even when a server crashes.

	Scalability: When traffic increases, a new server will be added to the server pool without interrupting the services, so that it will serve the client request.



Configuring load balancer for mail server

According to scenario, which is mentioned in Figure 25.1, install Linux operating system version CentOS7.0/CentOS8.0 on physical machine and then configure it as mail server. Through this way, client can access the mail server. We have installed one mail server and then cloned it to run as second mail server. Hence, we can demonstrate the load balancing. The installation and configuration of mail server is already mentioned in Chapter 23: Mail Server Configuration; hence, no need to configure it again. We have just changed the scenario. The mail server has one NIC (Network Interface Card). The IP address (192.168.2.111/24) is configured on enp0s8 (in Oracle vbox adapter-2) interface and is connected through switch. The Internet is running only the load balancer and masquerade is enabled on Linux load balancer. In this scenario, we have used DNS server because DNS sever will resolve the DNS name. The scenario is configured using the oracle virtual box. Hence, we should know the settings related to Oracle Virtual Box. We have run the load balancer and DNS server on the same machine because my system has low memory, but you can run the DNS server and load balancer on different machines. And put the entire machine in the flat network (same network). We have run the flat network only for learning purposes, but flat network is not recommended in production environment. We have already installed squirrelmail packages (as mentioned in Chapter 23: Mail Server Configuration) on mailserver machine, and then cloned it to run other mailserver machine. This will save the installation time. You have to change the machine name, MAC and IP address to avoid the network conflict. Please note that we have two different machines: the first machine’s name is mailserver and the second machine’s name is mailserver-1 (which is a clone of the first machine). Oracle virtual box provides the option to change the MAC address of the machine during cloning process. If you have not changed the MAC address of cloned machine, then it will create network problems. The IP address and name can be changed after logging in the machine:
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Figure 25.1: Load balancer network

To configure the virtual machine, use the IP configuration Table 25.1:










	
Machine Name


	
IP address


	
Subnet Mask


	
Adapter Settings


	
Adapter Mode





	
mailserver


	
192.168.2.111

Gateway 192.168.2.1


	
255.255.255.0

255.255.255.0


	
Adapter-2 enp0s8


	
Host-only-adapter





	
mailserver-1


	
192.168.2.112

Gateway 192.168.2.1


	
255.255.255.0

255.255.255.0


	
Adapter-2 enp0s8


	
Host-only-adapter





	
Machine Name


	
IP address


	
Subnet Mask


	
Adapter Settings


	
Adapter Mode





	
Load balancer machine, that is, DNSserver


	
192.168.2.1

192.168.1.108


	
255255.255.0

255.255.255.0


	
Adapter-2 enp0s8

Adapter-1 enp0s3


	
Host-only-adapter

Bridge mode





	
client


	
192.168.2.113


	
255.255.255.0


	
Adapter-2 enp0s8


	
Host-Only-adapter






Table 25.1: The IP address configuration

The DNS address in /etc/reslov.conf file for each machine is given as follows:

192.168.2.1 in mailserver machine

192.168.2.1 in mailserver-1 machine

The configuration steps related to pound load balance is given as follows:


	Pound load balancer can be installed using the epel-repository on DNS server machine. Hence, install epel-repository using yum or dnf command, yum -y install epel-release:

	Now, install pound packages using command yum install Pound on DNSserver machine.

	Open the load balancer file using vi editor vi /etc/pound.conf and change the values as shown in Figure 25.2:
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Figure 25.2: Configuring load balancer


	Now, enable the pound service at boot time using the command systemctl enable pound and the start/restart systemctl restart pound.
DNS server-side configuration

The DNS server and pound load balancer are running on the same server(due to lack of memory on host machine, we have installed POUND on DNS server but in production environment you have to run dns server separately). Hence, it is necessary to configure the DNS entries using the following steps.


	Now, change some entries in the DNS server configuration file /etc/named.conf using vi editor. Note that DNS server and pound load balancer running on same machine hence we have already explained that due to low physical memory we are running both on same saver. In production environment you have to separate both services on different machine. We have marked the entries using a rectangle. The empty-zones-enable will remove the NXDOMAIN error or SERVFAIL responses. We have used the rectangle to change or add the values, as shown in Figure 25.3:
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Figure 25.3: Configuring named.conf

We have only one DNS server, recursion can be set to no. There is no possibility of recursion with a single DNS server in the network.


	Open the forward zone file using vi editor vi /var/named/test.fwd and make an entry as shown in Figure 25.4:
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Figure 25.4: Configuring forward zone


	Now, open the reverse zone file using the vi editor vi /var/named/test.rev and make some entries as shown in Figure 25.5. We have already explained all about the DNS related setting in Chapter 23: Mail Server Configuration. All settings are the same as mentioned in the chapter, but slight change occurs due to the presence of load balancer:
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Figure 25.5: Configuring reverse zone


	Now, restart the DNS related service using command systemctl restart named.

	 Figure 25.6 shows the /etc/host file configuration. This is optional if no DNS server is running:
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Figure 25.6: Configuring host file


	Now, set selinux=enforcing mode using the file vi /etc/sysconfig/selinux . For troubleshoot purposes, you can disable it.

	Now, allow the DNS, http, https in firewall on DNSserver machine using the command:
firewall-cmd --permanent --add-service=dns

firewall-cmd --permanent --add-service=http

firewall-cmd --permanent --add-service=https

firewall-cmd --reload


	The /etc/hostname file contains the machine name. Open the /etc/hostname file and write the machine name and then save and quit as shown in Figure 25.7. The cat command without operator shows the content inside file:

[image: ]

Figure 25.7: Displaying hostname


	Now, access the mailserver machine using the root login and open the terminal.

	Open the squirrelmail file /usr/share/squremail/config/config.php using vi editor. And assign the organization name as shown in Figure 25.8. We have to change the organization’s name on both the mailservers, that is, mailserver and mailserver-1 using config.php file:

[image: ]

Figure 25.8: Changing Organization name


	Now, access the other mail server machine, that is, mailserver-1 and change the organization’s name using the config.php file as shown in Figure 25.9:
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Figure 25.9: Changing organization name on cloned machine


	Run the command setsebool httpd_can_network_connect=1. This command will allow Apache to make network connections on both the machine, that is, mailserver and mailserver-1 so. Or run the command along with –P switch setsebool -P httpd_can_network_connect=1, then it will not be required to run the command at every login. Then, restart Apache service on both the machines using the command systemctl restart httpd.

	To restart postfix and dovecot, run the command systemctl restart postfix and sysytemctl restart dovecot.
On mail server, we have assigned two different organization names because when you access the mail server, which organization provides the web mail page depends on the load balancer. We have not configured SSL for mail server. We will assign this task to you. The mail server must be configured with SSL, otherwise it’s a high security risk. Hence, it is recommended that always run the mail server along with SSL.




Testing of load balancer

To test the load balancer, access the mail server using the URL http://test.local/webmail and keep on refreshing. Then, load the balancer and complete your request from other server. You can identify using the organization’s name, which is changed during refresh. My machine is running under low physical memory, it cannot run four machines simultaneously. Hence, we will access the machine from DNS server, which is our load balancer. If your system has more physical memory, then you can install a fresh machine and assign IP address and gateway (same subnet), then access the webmail. This machine works as a client workstation.

Now, open Firefox on the DNS server and access the URL http://test.local/webmail. Then, it will display the page as shown in Figure 25.10:
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Figure 25.10: Accessing webmail page from mailserver-1

If there is any issue regarding the access of URL http://test.local/webmail, then disable the selinux on DNSserver.

After refreshing the page, it will display another mail server page. It means our request is distributed by the load balancer between multiple servers, as shown in Figure 25.11. The organization’s name is changed.
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Figure 25.11: Accessing webmail server from mailserver machine

Conclusion

The user will learn how to configure the mail or web server in the presence of a load balancer. The load balancer may be hardware or software. The hardware load balancers have their own RAM, CPU and NIC, etc. On the other hand, software load balancers use the server RAM and CPU. We have explained how to remove NXDOMAIN or SERVERFAIL error and how to allow DNS, https, and http in Linux firewall. In the next chapter, we will discuss Network Printer Services.

Multiple choice questions


	The pound package’s name is _________________.

	pound

	POUND

	Pound

	none of these



	Which switch is used to service at boot time?

	Enable

	ENABLE

	ENB

	enable



	Pound is the _________________.

	load balancer

	firewall

	both a & b

	none of these



	Pound works on the basis of _________________.

	dual algorithm

	round robin

	both a & b

	none of these



	The load balancer provides _________________.

	high availability

	redundancy

	both a & b

	none of these



	The location of pound configuration file is _________________.

	under /var

	under /etc

	under /mnt

	none of these



	The pound service can be started using the command:

	systemctl restart pound

	systemctl restart POUND

	systemctl restart pund

	none of these



	The SERVERFAIL or NXDOMAIN error is due to _________________.

	empty-zone-enable

	empty-zone-disable

	empty-enable

	none of these



	To avoid NXDOMAIN error, we have set the empty-zone-enable ________.

	no

	yes

	disable

	none of these



	You can change the organization name of squirrelmail using ______________.

	Graphic.php

	Header.php

	Conf.php

	config.php





Answers


	a

	d

	a

	b

	c

	b

	a

	a

	a

	d







CHAPTER 26

Setup Network Printer Services


Introduction

This chapter explains how to configure print server in Linux and make it accessible from windows as well as the Linux machine and how to create rules in the Linux firewall and configure UTM to allow Samba traffic step-by-step along with scenario. Users will learn how to share the printer between the Windows and Linux machine.

Structure

In this chapter, we will cover the following topics.


	Introduction to different types of network printer

	Installing printer scenario 1

	Installing printer scenario 2

	Sharing printer using organization policy

	Binding printer MAC to IP address



Objective

Samba is used for printer sharing between Windows and non-Windows systems. It allows Windows to share files and printers on the non-Windows machine, and it also allows non-Windows users to access printers by the Windows systems. The user will learn how to configure the printer along with samba services in CentOS7/CentOS8 version. In this chapter, we have explained how to configure the print server in the presence of open-source operating system.

Introduction to printer

A printer is an output device that takes the electronic data stored on the computer or other device, and prints a hard copy. Different types of printers are available in the market such as inkjet, laser, 3-D, and dot matrix. A printer is available for both operating systems, Windows and non-windows. Most of open-source operating system has in-built printer drivers. The printers are available with different network interfaces such as Cat 5 or 6, Parallel port, SCSI, Serial port, USB, Wi-Fi etc. Network printers are flexible and easy to manage.

Types of printers

Basically, four types of printers are given below:


	Laser printers

	Inkjet printers

	Dot Matrix printers

	3D printers

	Thermal printer (used in ATM machine)



You have studied about the fundamental working of printers. Hence, we will not discuss about how these printers work. We will discuss how to configure printers, so that it will be accessible from network as well as non-windows operating system.

Installing printer scenario 1

In the following diagram, we have installed Linux version CentOS7/CentOS8 on Oracle Virtual Box then, configured as print server. Through this way, clients can connect to the print server. The Linux print server has two NIC (Network Interface Card) that is, enp0s3 and enp0s8 (this is the name of adapter inside Linux machine). The IP address (192.168.2.111/24) is configured on enp0s3 (Adapter-1 on virtual box) interface and connected to Switch and the second NIC takes IP from bridge (adapter-2 of Oracle Virtual Box) shown in diagram. The purpose of second NIC is for CentOS packages installation/Updates. The Desktop PC or Client Machine is directly connected to Switch. The masquerade is enabled on print server so that the client machine can access the Internet, as shown in Figure 26.1:
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Figure 26.1: Print server diagram

The IP configuration related to print server is given in Table 26.1:










	
Machine Name


	
IP address


	
Subnet Mask


	
Adapter Settings


	
Adapter Mode





	
printserver


	
192.168.2.111


	
255.255.255.0


	
Adapter-1 enp0s3


	
Host-only-adapter





	
192.168.1.107


	
255.255.255.0


	
Adapter-2

enp0s8


	
On Bridge

(DHCP must be enabled on Router to work bridge mode)





	
client


	
192.168.2.110


	
255.255.255.0


	
Adapter-1 enp0s3


	
Host-Only-adapter






Table 26.1: IP configuration table

The following steps are required to configure the print server:


	To configure the printer on Linux print server, log in using the root on CentOS8 machine and change its hostname to printserver using the file /etc/hostname. Then, save and quit.

	Assign the IP address to printserver using the command nmtui or using the graphical user interface. Here, we will not discuss about how to assign IP addresses on interfaces enp0s3 and enp0s8 (automatically taking IP from bridge mode) as per given in Table 26.1:

	The Common LINUX Printing System (CUPS) is a cross-platform printing solution for all LINUX environments. It is based on the Internet Printing Protocol and provides printing services to most printers. Now, query about cups packages installed or not using the command rpm –qa cups on my print server. It shows that it is installed. If not, installed then run the command dnf install cups -y. The dnf is used in CentOS8 version, but you can install using yum, as shown in Figure 26.2:
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Figure 26.2: Querying the package


	Now, open the printer configuration file /etc/cups/cupsd.conf in vi editor and make some changes as shown in Figure 26.4. You can find the printer configuration file using the link https://192.168.2.111:631/help/policies.html. But this link works after the printer is configured. This page has a beautiful explanation about how to configure printer locally as well as make it accessible from the network. We have configured the printer using these manual pages. This is an open-source material, anyone can study and configure accordingly. The IP address shown in URL is related to our scenario. This may be different if you are configuring the printer using your own IP address scheme, as shown in Figure 26.3:
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Figure 26.3: Assigning the IP address to configuration file

Now, scroll down the cuspd.conf file and search the server in vi editor using /Server and change the values as shown in Figure 26.4:
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Figure 26.4: Allowing everyone

Again, search the string Restrict access to admin pages in file cupsd.conf using /Restrict access to admin pages. And change the values as shown in Figure 26.5:
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Figure 26.5: Restricting the admin pages

Check if WebInterface set to Yes mode or not as shown in Figure 26.6:
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Figure 26.6: Allowing web access

Now, save and quit using the keys Esc + :wq. The cups-browsed service is used to scan and add a printer from the local network/network, using the command systemctl start cups-browsed and then enable at boot time using command systemctl enable cups-browsed.

Now, allow port 631 in firewall, which is displayed in cuspd.conf file using the command firewall-cmd --permanent --add-port=631/tcp and then reload the firewall using the command firewall-cmd --reload. Enable the cups service at boot time using the command systemctl enable cups and then start using the command systemctl start cups.

Now, restart the cups service using the command systemctl restart cups. Now, try to access the printserver administrative configuration pages from client machine using the URL https://192.168.2.111:631/admin. This will display Forbidden error. This page is accessible only on printserver not from other systems. It’s depends upon you from which network you want to access the printserver admin pages.


	Now, share CUPS printer through bonjour, known as zero-configuration networking. This will enable automatic discovery of computers, devices, and services on IP networks. For this, you have to install avahi-daemon using the dnf install avahi.

	Now, install nss-mdns package which provides host name resolution using multicast DNS. The multicast DNS is used to locate a device or service by name on local network without using a preconfigured name sever, that is, DNS. Run the command dnf install nss-mdns to install the package nss-mdns. To install nss-mdns, you have to install dnf install epel-release.

	We have HP LaserJet printer. Hence, we have to install hp drives using dnf install hplip. You can find hp printer driver’s name for Linux in its user manual or search on vendor website.

	Now, find out at which port avahi is listening using the command lsof -i -P -n | grep avahi; the Figure 26.7 shows avahi listening on 5353 port:
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Figure 26.7: Finding avahi daemon port

Note:


	-t: Display TCP sockets/port

	-u: Display UDP sockets/port

	-l: Display only listening sockets that is open port

	-p: Display process name that opened port/socket

	-n: View addresses and port numbers in numerical format. Do not use DNS to resolve names.



	Now, allow the port 5353 in Linux firewall using the command firewall-cmd --permanent --add-port=5353/udp (udp because it is listening on port 5353 UDP, as shown in Figure 26.8). Then, reload the firewall using the command firewall-cmd --reload.

	Now, install samba packages to share the printer from Linux to windows using the command yum install samba -y.

	To configure the samba, access its configuration file using the vi editor. vi /etc/samba/smb.conf and make some changes. Then, save and quit as shown in Figure 26.8:
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Figure 26.8: Configuring printer


	Now, create a samba user. This user will be different from other users. You can choose any name for samba user. Here, we have created the samba user, named samba (don’t confuse). Run the command useradd samba, and then run the command smbpasswd –a samba. Then, it will ask for a new password and then re-type the password. (as you want).

	Now, change the samba user’s home directory permission using the command chmod 755 /home/samba, if you are sharing the resources. We have run the entire configuration on default mode, but you can change it. This has already been discussed in Chapter 22: Samba Configuration.

	Now, allow the samba service in firewall using the command firewall-cmd --permanent --add-service=samba and then restart using the command firewall-cmd --reload.

	To enable the samba, use the command systemctl enable smb.

	Restart the smb and nmb services using the command systemctl restart smb and systemctl restart nmb or you can run bot command at once using systemctl restart smb nmb.

	Connect the printer to host machine and power it on. To enable USB printer for Linux machine, you have to add printer using the oracle virtual box settings. For this, right click on Linux machine, that is, our printerserver. Then, go to USB and then click on Enable USB Controller. At the right side, we will see a number of icons. Click on + sign. Here, your printer will be visible automatically. If there are any problems after adding, reboot the virtual machine, that is, printserver. Now, the printer is added on Linux machine (printserver) using the host machine.

	Now, log in to the Windows machine using the Windows administrator account and click on the network icon which is visible in This PC or My computer. Then, click on Add printer and scanner icon, which appears at the top of the Windows as shown in Figure 26.9:
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Figure 26.9: Adding the printer to windows 10 machine


	Now, click on Printers & scanner and then click on Add a printer or scanner as shown in Figure 26.10:
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Figure 26.10: Adding printer


	Now, it will display the printer’s name along with printserver name, as shown in Figure 26.11:
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Figure 26.11: Printer added


	Now, access the printserver machine using the root account and open the terminal. Then, run the command lpstat –p. This will display the printer’s name as shown in Figure 26.12:
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Figure 26.12: Checking printer status


	Now, access the URL https://192.168.2.111:631/ as mentioned in Step 4. We have excluded the admin because we have restricted admins for all.


Troubleshoot:-

If step-17 does not work, then alternately, this can be done:

#lpinfo -m

Select the desired printer model no .ppd, file name, and copy this address, now use it following the command to add the printer:

#lpadmin -p <NameOfPrinter> -E -v socket://192.168.2.111 -m <paste the copied .ppd link>

This will be adding the printer to pc with address 192.168.2.111. Now, you may open Setting | Devices | Printer. Printer name will appear there.

To give a print:

#lp -d <PrinterName> <document name with path>

Installing printer scenario 2

According to scenario, which is mentioned in Figure 26.14, install Linux operating system version CentOS7.0/CentOS8.0 on physical machine, then configure it as print server. Through this way, clients can connect to the print server. The print server has one NIC (Network Interface Card). The IP address (192.168.2.111/24) is configured on enp0s8 (in oracle vbox adapter-2) interface and is connected to Endian Firewall through switch. The Firewall has three Interfaces: one for green zone, second for DMZ (Demilitarized Zone) where the print server is running, and third for Red Zone (Internet). The scenario is configured using oracle virtual box. Hence, we should know the settings related to Oracle Virtual Box. In each guest operating system (VM), you have to assign the IP address as well as gateway related to zones. For example, print server is running under DMZ, which has 192.168.2.111/24 and is connected to endian firewall DMZ. Hence, the gateway for print server will be endian firewall DMZ that is 192.168.2.10. In the same way, you can assign the IP address and gateway to another machine. In endian firewall, Internet traffic is allowed for installation of the samba packages on server as well as client. For assigning the IP address and gateway, use IP address configuration chart as shown in Table 26.13:
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Figure 26.13: Network diagram of samba server with Endian firewall

The print server related configuration is mentioned in Table 26.2:










	
Machine Name


	
IP address


	
Subnet Mask


	
Adapter Settings


	
Adapter Mode





	
Endian Firewall


	
192.168.0.15


	
255.255.255.0


	
Adapter-1 eth0


	
Host-Only Green Zone





	
192.168.2.10


	
255.255.255.0


	
Adapter-2 eth1


	
Internal DMZ





	
192.168.1.109


	
255.255.255.0


	
Adapter-3 eth3


	
Bridge for Internet





	
Print Server


	
NA


	
NA


	
NA


	
NA





	
192.168.2.111

Gateway 192.168.2.10


	
255.255.255.0

255.255.255.0


	
Adapter-2 enp0s8


	
Internal DMZ(Assume)





	
NA


	
NA


	
NA


	
NA





	
Client Machine


	
192.168.0.115

Gateway

192.168.0.15


	
255255.255.0

255.255.255.0


	
Adapter-1 enp0s3


	
Host-Only Green Zone





	
NA


	
NA


	
NA


	
NA





	
NA


	
NA


	
NA


	
NA






Table 26.2: The IP address configuration

The Host-Only adapter is visible in the control panel under change adapter setting (if windows operating system is used as Host machine) after the installation of Oracle virtual box. Now, assign the IP address 192.168.0.30 and subnet mask 255.255.255.0 on Host-Only adapter. If you assign a different subnet, then you cannot access the GUI of Endian Firewall, because by-default endian firewall is accessible with 192.168.0.15.


	Log in to Windows machine and press Windows key + R and then, type ncpa.cpl. After that click on OK button, as shown in Figure 26.14:
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Figure 26.14: Accessing the windows control panel


	Now, double click on Virtual Box Host-Only Network, a s shown in Figure 26.15:

[image: ]

Figure 26.15: Accessing the virtual box host only adapter


	Click on Properties button, as shown in Figure 26.16:
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Figure 26.16: Accessing the properties of NIC


	Now, select Internet Protocol Version4 (TCP/IPv4). Click on Properties button, as shown in Figure 26.17:
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Figure 26.17: Accessing the TCP/IP stack


	Type IP address and subnet mask 192.168.0.30/24 as shown in Figure 26.18 and then click on Advanced… button. Then, assign IP address 192.168.2.x range, if required (where x is variable). Click on OK button, then click on Close button:
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Figure 26.18: Assigning the IP address

Endian Firewall Configuration

Endian Firewall is also known as Unified Threat Management (UTM) Appliance that provides a safeguard to network from intruders and improves connectivity. It is based on Turnkey GNU/Linux which is a free Debian based virtual appliance. The endian firewall provides features such as HTTP/FTP anti-virus, content filter, POP3/SMTP anti-virus, anti-phishing and anti-spam, SSL/TLS VPN, IDS, and other features. You can find more about endian firewall on its website.

A number of steps are involved in Endian firewall configuration. The steps are given below:


	Download the Endian Firewall iso from website:
 https://www.endian.com/de/community/download/


	Create a new Machine using Endian Firewall iso in oracle virtual box. (Here, not mentioning the installation process of Endian Firewall on oracle virtual box). After installation of Endian Firewall, configure the adapter setting as given in the table above, Table 26.2. In the same way, install and configure the Linux machine and network setting as per Table 26.2.

	Now, power on the Endian Firewall and wait for a minute and open the Internet explorer or chrome web browser. Type the address https://192.168.0.15:10443 and press Enter key. following message will be displayed. Click on Advanced button as shown in Figure 26.19:
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Figure 26.19: Firewall configuration page


	Click on Proceed to safe 192.168.0.15 (unsafe). It will ask for username and password. The default username is admin and password is endian, as shown in Figure 26.20:


[image: ]

Figure 26.20: Clicking to proceed


	It displays a Welcome message. Click on the double arrow button as shown in Figure 26.21:
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Figure 26.21: Welcome page of endian UTM


	Select the language and time zone. Then, click on the double arrow button, as shown in Figure 26.22:
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Figure 26.22: Assigning Time zone to firewall


	Now, read and select the License Agreement if you agree. Click on the double arrow button, as shown in Figure 26.23:
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Figure 26.23: Accepting the license agreement


	Leave it on default and click on the double arrow button as shown in Figure 26.24:
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Figure 26.24: selecting not to backup


	Now, change the default password of web access as well as SSH. Type the password that you want. We have assigned password vishal, as shown in Figure 26.25:
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Figure 26.25: Assigning the password


	Select the radio button, as shown in Figure 26.26. Then, click on the double arrow button:
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Figure 26.26: Configuring the interfaces


	Select ORANGE and click on the double arrow button, as shown in Figure 26.27:
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Figure 26.27: Selecting the zone


	Now, select the type IP address 192.168.0.15/24 for GREEN Zone and select eth0 adapter. In ORANGE Zone, type IP address 192.168.2.10/24 and select eth1 adapter. Then, click on triple arrow, as shown in Figure 26.28:
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Figure 26.28: Assigning the IP addresses

Now, scroll down the page and change hostname and domain name (if you want) as shown in Figure 26.29. Now, Hostname is changed and not the domain name:
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Figure 26.29: Assigning the host name only


	Now, Type the IP address for RED Zone 192.168.1.109/24 (this IP is provided by my home router, this may be different in your case) and select eth2 radio button. (On this IP address, Internet traffic is running according to my Access point settings. This may be different according to your settings). The default gateway address is 192.168.1.1 (my home router IP address) and runs other settings on default mode. Then, click on triple arrow as shown in Figure 26.30:
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Figure 26.30: Assigning the internet gateway


	Enter DNS1 (this is our Router Address your setting may be different according to Internet traffic.) and DNS2 IP address (public DNS) as shown in Figure 26.31. Click on triple arrow:
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Figure 26.31: Assigning the DNS


	Leave on the default settings and click on the double arrow, as shown in Figure 26.32:
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Figure 26.32: Leave blank


	Click on OK and apply the configuration button. It will display a message to wait for 20 seconds, as shown in Figure 26.33:
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Figure 26.33: Apply the changes


	Click on I don’t want any update if it appears, as shown in Figure 26.34:
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Figure 26.34: Click to proceed


	Now, enter the username and password and then, click on the sign in button, as shown in Figure 26.35:
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Figure 26.35: Authentication page


	Now, the Dashboard will be displayed, as show n in Figure 26.36:
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Figure 26.36: Displaying the version of firewall


	Now, go to the Firewall tab and click on Outgoing traffic. Then, it will display all the default rules. Now, delete all the default rules using the trash icon. Then, it will display Apply button, click on Apply button, as shown in Figure 26.37:
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Figure 26.37: Displays the default rules


	In the same way, click on Inter-Zone traffic and delete all the default rules as shown in Figure 26.38:
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Figure 26.38: Deleting the default rules


	Now, the following screen will be displayed without any rules, as shown below. Click on Add a new inter-zone firewall rule, as shown in Figure 26.39:
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Figure 26.39: Inter-zone configuration page


	Now, Allow a ping from GREEN to ORANGE zone (means LAN to DMZ). For this, select set type Zone/Interfaces under Source section and select GREEN. In Destination section, select set type Zone/Interface and then select ORANGE. Now, go to Protocol and select ICMP and in the Remarks section type Ping Rule. Leave other settings on default. Click on Update rule or Add rule, as shown in Figure 26.40:
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Figure 26.40: Allowing ping green to orange zones


	Click on Apply button, as shown in Figure 26.41:
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Figure 26.41: Apply the changes


	Click on Add a new inter-zone firewall rule. Now, allow the ping from ORANGE to GREEN (means DMZ to LAN). For this, set type Zone/Interfaces under Source section and select ORANGE. In Destination, set type Zone/Interface. Then, select GREEN. Now, go to Protocol and select ICMP and in the Remarks section, type Ping Rule. Leave other settings on default. Click on update rule or Add rule, as shown in Figure 26.42:

[image: ]

Figure 26.42: Allowing ping from orange to green zones

Click on Apply button as shown in Figure 26.43:
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Figure 26.43: Apply the changes


	Click on Add a new inter-zone firewall rule. Allow samba service from GREEN to ORANGE (LAN to DMZ). For this, set type Zone/Interfaces under Source section and select GREEN. In Destination section, set type Zone/Interface then select ORANGE. Now, go to Service, select SMB All and in the Remarks section type SAMBA Rule. Without allowing SAMBA service in endian firewall, you cannot access the printer. Leave other settings on default. Click on update rule or Add rule, as shown in Figure 26.44:
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Figure 26.44: Allowing the samba services


	Click on Apply button, as shown in Figure 26.45:
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Figure 26.45: Displaying the rules.


	To allow Internet on GREEN ZONE, go to Firewall. Click on Outgoing traffic and click on Add a new firewall rule, as shown in Figure 26.46:
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Figure 26.46: Creating rules to red zones


	Select Zone Interface under Source section and then select RED under Destination, as shown in Figure 26.47:
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Figure 26.47: Selecting the interface


	Now, select GREEN under Source and in both Service/Port and Protocol select ANY. In Remarks, type Internet. Then, click on Create rule, as shown in Figure 26.48:
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Figure 26.48: Allowing internet green to Red zone


	Click on Apply button. This is for Internet traffic on Green Zone (LAN) as shown in Figure 26.49. In the same way, you can provide Internet on Orange Zone, the rule will be ORANGE to RED Protocol ANY to ANY:
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Figure 26.49: Applying the changes


	Click on Add a new inter-zone firewall rule to allow avahi port 5353 and listening port 631, which is mentioned in file /etc/cups/cupsd.conf. For Green to Orange (LAN to DMZ), set type Zone/Interfaces under SOURCE section and select GREEN. In Destination section, set type Zone/Interface. Then select ORANGE. Now, go to Service, select User Defined and protocol TCP+UDP along with port 631:5353. In Remarks section, type Allow Printer. Leave other settings on default. Click on update rule or Add rule and then click on Apply button, as shown in Figure 26.50:
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Figure 26.50: Allowing avahi ports


	Now, log in to the Windows machine and press WinKey + R. Type printserver IP address along with double backward slash \\192.168.2.111. Then click on OK button, as shown in Figure 26.51:
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Figure 26.51: Accessing printer


	Window will display a message asking for samba username and password. Enter the username samba and password vishal (which was created in step-13), as shown in Figure 26.52:
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Figure 26.52: User authentication


	Now, it will display the shared printer as shown in Figure 26.53:
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Figure 26.53: Displaying printer


	Now, right click on the HP-LaserJet-P1007 and click on Connect, as shown in Figure 26.54:
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Figure 26.54: Connecting to printer


	It takes a few seconds to connect. If not connected, an error message will appear drivers not found. Then, click on OK button, as shown in Figure 26.55:
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Figure 26.55: Message regarding drivers


	Now, a list of manufacturer options along with printer name will be displayed. Select which one is related to your printer, or use Have Disk option, if you have software CD/DVD. After selecting, it will be connected and the printer will be ready to print the documents, as shown in Figure 26.56:
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Figure 26.56: Selecting drivers




Sharing printer using organization policy

When you setup the printer server, it runs under the default permission. In other words, anyone can use and send the print request to printer. Hence, it is the responsibility of the system administrator to run the printer under the access control policy (ACL). The ACL is related to users and groups in Linux. For example, in an educational institute, system administrator has assigned the non-administrative permission to users and administrative permission to printer manager. Then, users as well as printer manager can print the document. Only the printer manager can manage the printer, the users cannot manage it. The sharing of printer can be configured using ACL. You can use Table 26.3 to set the ACL on printer:
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Table 26.3: Printer configuration file

We have explained with few a directive using the file /etc/cups/cupsd.conf which is available in CentOS8 operating system. You can also configure the policy on the printer using the link http://192.168.2.111:631. This link provides a lot of options along with an example on how to change the policy or printer configuration. Hence, there is no need to further explain it.

Binding printer MAC to IP address

The objective of binding the hardware address (known as MAC address) is to reserve the IP address for specific devices such as printer, systems, CCTV camera, etc. The MAC to IP binding feature is available in DHCP or Router. To bind the hardware address to IP address, you have to configure the router or DHCP, in which the system administrator assigns the particular IP address to the device MAC address. Steps to bind the MAC to IP are given as follows:


	Find the device’s MAC address. You may find some hardware devices with the MAC address on its backside or its user manual.

	Log in to your router. The router may be a different manufacturer. Hence, to find the MAC to IP binding or reservation using its manual or its manufacturer website, we have to log in via my iball router using the administrative user. The default username and password are also available on the manufacturer website. After logging in using the default credentials, you must change the password.

	Now, log in using your own credentials, as shown in Figure 26.57:
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Figure 26.57: Login in Router


	Now, click on the binding setting under the IP & MAC binding, as shown in Figure 26.58
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Figure 26.58: Showing MAC binding page


	Click on Add New button. A window will appear. Then, type MAC address and IP address. Then, click on Save button as shown in Figure 26.59:
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Figure 26.59: Binding MAC to IP address


	Now, reboot the router. After rebooting, a new IP address is assigned to the device. Or the same can be done in DHCP (dynamic host control protocol). If you are using Linux based DHCP, there is a provision to bind the MAC address to IP address.



We have discussed how to install the printer in the presence of a firewall or without a firewall, that is, flat network along with a few ACL directives. If we discuss the entire configuration related to printers, it will become very lengthy. Hence, the rest of the things can be covered by using its GUI manual, which also allows to configure (related to printer settings) the printer accordingly. We have focused on the basic idea, that is, how to run the printer in different scenarios.

Conclusion

Selecting the printer model is the user’s personal choice and a purpose of use. In this chapter, it is explained how to configure the printer and how to add rules in Linux firewall as well as the endian firewall, which is a UTM (Unified threat Management Gateway). The next chapter describes the System Backup and Restore Process in Linux version 7/8.

Multiple choice questions


	The avahi port is

	666

	897

	456

	5353



	The location of cupsd.conf is

	/var/cups

	/etc/cups/

	/var/log

	none of these



	The printer daemon is

	cupsd

	cups

	lps

	none of these



	lpstat will provide ______________.

	printer statistic

	printer process

	both a & b

	none of these



	To start the printer service, which command is used?

	systemctl start cups

	systemctl start cupsd

	both a & b

	none of these



	You can access the printer webpages using which port?

	631

	632

	both a & b

	none of these



	To enable printer at boot time, which switches are used?

	Enable

	Restart

	both a & b

	none of these



	smbpasswd –a username is used to:

	enable samba user home directory.

	enable samba user along with password

	both a & b

	none of these



	The samba configuration file is located inside

	/etc/samba

	/var/samba

	/mnt/samba

	none of these



	Which one is related to samba services?

	smb

	nmb

	both a & b

	none of these





Answers


	d

	b

	b

	a

	a

	a

	a

	b

	a

	c







CHAPTER 27

System Backup and Restore Process


Introduction

This chapter explains how to configure the backup server in CentOS7/CentOS8. Users will learn how to set up a backup server in CentOS7/CentOS8 step-by-step.

Structure

In this chapter, we will cover the following topics:


	Introduction to different backup types

	Backup tools available in open source

	Installing of backup tools

	Copying VPS data using grsync

	Cloning the VPS disk

	Copying incremental data using rsync

	Backup using rsnapshot

	Maintaining integrity of backup



Objective

The backup of servers is very important to prevent data loss. The backup policies depend on the organization. According to the policy, the system administrator takes the backup on a daily or weekly basis. By the end of this chapter, you will know about the different open-source backup tools available.

Introduction to backup server

You can protect the data loss if you have a solid plan for the backup. The backup plan depends on what and which type of backup will be taken by the storage administrator/system administrator. The system administrator can schedule the backup. There are mainly three types of backups:


	Full backup

	Incremental

	Differential



Full backup

Full backup means a complete copy of directories and files. In other words, a full backup is a clone of a disk or system. We can understand the full backup using an example. Suppose, we have four files: file1, file2, file3, and file4. Each being 1 GB in size, and you have taken the full back up on Monday, that is, total size=4 GB. On Tuesday, you have added a new file file5 of size 1GB, then the backup will be 5 GB. On Wednesday, you have downloaded a file of size 3 GB. The total full backup size will be 4+5+3=8 GB.

Monday backup size= 1+1+1+1=4 GB

Tuesday backup size= 1+1+1+1+1=5 GB

Wednesday backup size= 1+1+1+1+1+1+3=8 BG

Now, you can see that on the next day we have to add the previous day’s backup as well. This will require a larger storage space. But when you want to restore the data, then a backup done on Wednesday will be required because Wednesday backups contain all the previous days’ backup files. Hence, the disadvantages of full backup are as follows:


	Large storage capacity

	Consumption of network bandwidth

	Backup requires more time



Incremental

The incremental backup is defined as Backup data that has been changed since the last incremental backup. Suppose we have a server that has never backed up. When you started the first backup of the server, that backup is known as a full backup. Let’s assume we have taken the backup on Monday, that is, full backup. The next backup is scheduled for Tuesday and that backup will be incremental because of the changes made (in the file or maybe added) since the last full backup. The incremental backup only copies the data that has been changed since the last incremental backup. In other words, incremental backup refers to the last incremental backup. For the restoration process, you need full backup and all incremental backup in sequential order as shown in Figure 27.1:
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Figure 27.1: Incremental backup

Differential

The differential backup is defined as Backup data that has been changed since the last full backup. Suppose we have a server that has never backed up. When you started the first backup of the server that backup is known as a full backup. Let’s assume we have taken the backup on Monday, that is, full backup. The differential backup will back up data that has been changed since Monday’s full backup. Tuesday’s data backup will be Tuesday’s data, Wednesday’s data backup will be Tuesday’s data plus Wednesday’s data, and Thursday’s data backup will be Wednesday’s plus Thursday’s data, and so on. We know that differential backup refers to the last full backup.

Backup tools available in open source

The number of open-source tools available on the Internet for backup and recovery. The main advantage of open source is that it is available free of cost and the source code can change accordingly. The following are the open-source tools for backup:


	Advance Maryland Automatic Network Disk (AMANDA) allows the system administrator to configure as master backup server to numbers of hosts running over the network. It is a Linux-based utility. You can backup Microsoft Windows desktop as well as servers.

	BACULA is an open-source tool to manage backup and recovery along with data verification. You can find more information about bacula on its website bacula.org.

	Rsync is a protocol built for UNIX-like systems which provides backup along with synchronization of data. It is basically used to locally back up files or you can sync the data over the Internet.

	Clonezilla is a partition and disk cloning utility. It helps the system administrator with system deployment, bare metal backup, and recovery. The main advantage of Clonezilla is that it can be used in production environments. You can find more about it on its website http://clonezilla.org/



Installing backup tools

The rsync is also known as a remote synchronization utility for Unix-Like systems which synchronize files and directories between two nodes. One node works as a server or source machine and the other should be a client machine or destination machine. The rsync provides a vast number of options for copying data from local or remote hosts. The rsync does not copy the whole file if only the last few bits of a file have been changed, rather it copies the changes. The rsync checks the time stamp and the size of the files. If they are the same, then rsync skips the files because it indicates that no changes are made inside the files. You can find more about rsync using its manual pages (command man rsync) which are available on Linux operating system. Configure the rsync using Table 27.1:








	
Machine name


	
IP address along with subnet mask


	
Adapter Modes on oracle virtual box





	
rsyncserver or source machine


	
192.168.2.1/24 masquerade enabled to share Internet connection on Client Machine or destination machine.


	
Adapter-2 Internal Linux os shows adapter name enp0s8





	
IP and Subnet assigned by NAT


	
Adapter-1 on NAT Linux os shows adapter name enp0s3





	
client or destination machine


	
192.168.2.111/24


	
Adapter-2 Internal Linux os shows adapter name enp0s8






Table 27.1: IP configuration

We will configure the rsync server according to Table 27.1. First of all, configure the server, then the client. The steps are as follows:

In the following diagram, Linux version CentOS, 7.0/ CentOS8 is installed on Oracle Virtual Box and then configured as rsync server. In this way, we can connect to the server. The Linux machine (rsync server) has two NIC (Network Interface Card), that is, enp0s3 and enp0s8. The IP address (192.168.2.1/24) is configured on enp0s8 (Adapter-2 on the virtual box) interface, which is connected to Switch and the first NIC takes IP from NAT (enp0s3 Oracle Virtual Box) as shown in Figure 27.2. The purpose of the first NIC for CentOS packages installation /Updates, in Linux packages, is installed from its repository using the yum command. The client machine is our destination machine where we have to copy the data. The Client Machine is directly connected to Switch. The client machine or destination system has one NIC, IP address on enp0s8 is 192.168.2.2/24. The objective of the rsync utility is to synchronize the rsyncuser-1 home directory to remote or destination system directory /data backup.

Server-side configuration

To configure the rsync server, the rsync utility is required. For this, first check that rsync utility is by default installed or not using the command rpm –qa rsync. If not, install using the command yum install rsync -y. We will configure rsync server using the password less SSH between server and client. The network diagram is as shown in Figure 27.2:


[image: ]

Figure 27.2: Simple backup server network diagram


	We have assigned the hostname rsync using the file /etc/hostname and then created a user using the command useradd rsyncuser-1 and assigned password VisHal1@123 as shown in Figure 27.3:

[image: ]

Figure 27.3: Adding user


	Now, switch to user rsyncuser-1 using the command su and then create five empties at user home directory using the command touch as shown in Figure 27.4:

[image: ]

Figure 27.4: Creating empty files

Accessing client machine


	The client machine is our destination machine where we have to copy the data, then create a databackup directory at the client machine using the command mkdir /data backup, as shown in Figure 27.5:

[image: ]

Figure 27.5: Creating directory

Accessing server


	Now, go to rsyncserver and copy the data on the client machine or destination machine at /databackup using rsync command as shown in Figure 27.6:

[image: ]

Figure 27.6: Copying data backup on destination machine or the client machine

The options –a denotes archival mode; -v denotes verbose, it will display a message during the execution of the command; –H preserves hard links when copying, and –e since we are using ssh service.

Accessing client


	Now, login on the client machine and access the /databackup directory using the cd command, then run the ls command. This will display the copied data as shown in Figure 27.7:
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Figure 27.7: Displaying backup files

Accessing server


	When we run the rsync command, it will ask the client password. This is not a good solution. We have to automate the service using the password less ssh authentication, then we need not provide the client password when rsync runs. For password less ssh authentication, run the command ssh-keygen to generate the fingerprint authentication key as shown in Figure 27.8:

[image: ]

Figure 27.8: Generating ssh fingerprint


	Now, copy the key on the client machine using the command scp –r /root/.ssh/id_rsa.pub root@192.168.2.111:/root/.ssh/authorized_keys Then, it will ask the client password when authentication is done. Then, password less authentication is configured between server and client as shown in Figure 27.9:
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Figure 27.9: Copying source machine ssh key to the destination machine


	Now, create an empty file (only for demo purposes) inside the user (rsyncuser-1) home directory using the touch command as shown in Figure 27.10:


[image: ]

Figure 27.10: Creating empty files


	Now, create a script to automate the backup using the command vi /root/rsyncbackup.sh at rsyncserver and add the lines as shown in Figure 27.11. Then, save and quit using Esc + :wq. We have not used the forward slash / at the end of rsyncuser-1. It will copy the home directory along with all files and directory. But you can use forward slash / after the home directory, that is, rsyncuser-1/ Then, this will copy only files and directory which is available inside rsyncuser-1:

[image: ]

Figure 27.11: Creating the script for crontab


	Run the command date to get the present time and then set the schedule accordingly. This is only for demo purposes. If we have set a long time, then it is impossible to demonstrate rsync utility. The rsync date and time is shown in Figure 27.12:

[image: ]

Figure 27.12: Checking system time


	To schedule the task, we will use crontab –e. Hence, we should know how to write the task in crontab along with time. The syntax is shown in Figure 27.13:

[image: ]

Figure 27.13: Explaining about crontab syntax


	Now, schedule the backup process using the crontab –e and add the lines. Then, save and quit using Esc + :wq. If you want to set the backup for a specific time period, then follow as shown in Figure 27.14. Compare this parameter with Figure 27.14:
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Figure 27.14: Scheduling the automation for backup


	Now, for demo purposes, we will change the crontab parameter as shown in Figure 27.14. The first star (*) means the day of months, the second star (*) means each month, and the third star (*) means each day or you can say on a regular basis. Hence, we can conclude that each star (*) denotes a word each.
Accessing client machine


	Now, go to the client machine and run the command as shown in Figure 27.15. The data is synchronized with the server. The data backup directory is created on the client machine and rsyncuser-1 is the user home directory that is running on rsyncserver. You can assign secure permission for data security. It depends upon you:
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Figure 27.15: Files is syncing




The graphical version of rsync is known as Grsync. It works on both Linux and non-Linux environments. The functionality is the same as rsync. We will take the backup using the same scenario mentioned in Figure 27.2:


	The grsync package is not available on Redhat mirrorlist, but you can install it from the Fedora mirror list. For this, you have to install the EPEL repository (the EPEL repository is an additional package repository that provides access to install packages for generally used software) using the command yum install epel-release. Then, refresh the repository using the command yum repolist. First of all, install the grsync on the source machine, that is, rsyncserver. For this, log on the machines using root credential and open the terminal and install the grsync using the command yum install grsync.

	Now, run the grsync using the command grsync.

	We will take the backup of /etc which are on rsyncserver and copy this backup on destination machine, that is, client machine. Type the source and destination address on the address bar as shown in Figure 27.16:

Source /etc

Destination root@192.168.2.111:/destbackup
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Figure 27.16: Entering source and destination address

We have already created the destbackup directory on the destination machine or client machine using the command mkdir /destbackup.


	The grsyn provides the testing option whether you have entered the correct source and destination or not. For this, click on the file, then click on Simulation. If you have correctly entered everything, it will show data transfer successfully. Then, click on the Close button as shown in Figure 27.17:
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Figure 27.17: Displaying simulation is successful


	Now, click on the file again and then click on Execute as shown in Figure 27.18:

[image: ]

Figure 27.18: Execution of command


	Now, go to destination machine and access the /destbackup directory. Here, you will find data backup, that is, /etc as shown in Figure 27.19:
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Figure 27.19: Displaying backup




Copying VPS data using grsync

We have purchased a VPS server and configured it as a mail server using squirrel mail. Now we will copy the entire /etc directory which is available on VPS to the local virtual machine using the grsync utility. The following information is required to copy the data from VPS to the local machine:

The VPS IP address is 97.X.X.X and the password is the root user. The Internet connectivity should be available on the local machine.


	Log in to the local machine (that is, guest machine if you are using virtualization) using root credential.

	Create a directory on the local machine using the command mkdir /vpsdata.

	Open the terminal and run the command grsync.

	Now, grsync windows will appear. Type the source and destination address, as shown in Figure 27.20. Then, click on the file and click on Execute:
Source root@97.X.X.X :/etc

Destination /vpsdata
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Figure 27.20: Assigning source and destination address

We have hidden the three octet of IP addresses due to security reasons. When you click on the file and then execute it, it will ask for the root password of the VPS server.


	Now, go to directory /vpsdata of the local virtual machine. You will see that data is copied from VPS to the local machine as shown in Figure 27.21:
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Figure 27.21: Displaying VPS data




Cloning the VPS disk

Suppose you are running the public accessible web server on Linux and want to clone the individual partitions, Linux provides the free utility known as convert and copy, that is, dd. We will learn how to clone the VPS (Virtual Private Server) disk using the Linux dd command along with ssh. We have cloned our VPS (purchased by me) on which the mail server runs. To clone the disk, the following data is required:


	Public IP address of VPS

	Root user password

	The Internet connectivity should be enabled on the hosted virtual machine (if you are using virtualization)




	Log in on the virtual machine using the root credential, and then open the terminal.

	We have cloned the sda disk of VPS. For this, run the command ssh root@97.X.X.X –v “dd if=/dev/sda bs=64 conv=sync, noerror status=progress | gzip -c” | dd of=/image.gz as shown in Figure 27.22:

[image: ]

Figure 27.22: Cloning the VPS disk


	Now, it will prompt them for the VPS password as shown in Figure 27.23:
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Figure 27.23: Assigning VPS root password




Note-conv=sync, noerror indicate dd command to continue copying after reading errors and fill the input block with nulls in case of partial records. We have hidden our public IP.

status=Represents the progress of the copy. The –c flag asks to keep the original file unchanged if there are several input files. You can find more about gzip using man gzip.

bs=64M Set the block size to copy at a time. You can set this value accordingly to improve the copying speed. For this, use the manual pages of dd using the man dd command. The cloned image will be saved on your local machine at the root directory, as shown in Figure 27.24. The –h flag calculates the size in MB. In the same way, you can clone the other disks.
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Figure 27.24: VPS data is copied

You can restore the system using image.gz as shown in Figure 27.25:


[image: ]

Figure 27.25: Restoring system using backup

To copy data from one disk, that is, /dev/sda to /dev/sdb 100 Megabytes at a time and also show the progress bar, use the command dd if=/dev/sda of=/dev/sdb bs=100M status=progress.

Copying incremental data using rsync

We will discuss how to copy the incremental changes in data on the destination machine or client machine as shown in Figure 27.26. The figure is self-explanatory, hence no need to further explain the figure:


[image: ]

Figure 27.26: Incremental backup network

We have created a number of files on rsyncserver for demo purposes of how incremental backup works. The steps are as follows:


	Log in on rsyncserver using root credential and open the terminal.

	Create directory /sourcedata using the command mkdir/sourcedata on rsyncserver.

	Now, create empty files under the directory/sourcedata file using the command touch /sourcedata/{1..10}.txt as shown in Figure 27.27:

[image: ]

Figure 27.27: Creating empty files


	Create a destdata under the root directory using the command mkdir /destdata on the destination machine

	Now, copy the files from the source machine (rsyncserver) to the destination machine (client) using the command rsync –avH /sourcedata/ --compare-dest= '/sourcedata/’  root@192.168.2.111:/destdata as shown in Figure 27.28:

[image: ]

Figure 27.28: Copying data


	Now, make a change in file 1.txt, 2.txt, 3.txt using the command echo “This is Linux World" >> /sourcedata/1.txt. In the same way, make a change in other files as shown in Figure 27.29:

[image: ]

Figure 27.29: Changing the file’s contents


	We have set the password less ssh authentication (as mentioned in installing backup tools) now again copy the files on the destination machine (client) using the command as shown in Figure 27.30. Only the file for which the contents are changed is copied on the destination machine. To find more detail, you can use the flag –P:
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Figure 27.30: Passing incremental backup on the destination machine


	Now, access the destination machine using root credential and then open the terminal.

	Switch the /destdata using the command cd /destdata and then run ls. This will display the incremental backup of the files.



Backup using rsnapshot

Rsnapshot is a file system snapshot utility based on rsync for Linux and Unix-like systems. It allows you to easily create a backup of multiple remote servers. The rsnapshot works along with rsync over ssh. The major advantage of rsnapshot is that it creates a hard link of the files if files are not changed. This means it saves the hard disk space. The default location of backup in rsnapshot is /.rsnapshot. The location of the rsnapshot configuration file is /etc/rsnapshot.conf. The configuration steps of rsnapshot are as follows based on Figure 27.31.

We will take the backup of server-2 from server-1:
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Figure 27.31: Network diagram of backup server


	Log in on server-1 using the root credential and then open the terminal and install rsnapshot using the command yum install rsnapshot on server-1.

	Now, access the file using vi editor, that is, vi /etc/rsnapshot.conf and make changes as shown in Figure 27.32. Uncomment this line so that rsync can execute:

[image: ]

Figure 27.32: Uncomment the rsync lines

Scroll down the page and add the line as shown in Figure 27.33:


[image: ]

Figure 27.33: Adding line for an hourly backup


	The rsnapshot.conf page is large, hence again, scroll down the page and add the line. Then, save and quit using Esc + :wq as shown in Figure 27.34. The directory mybackup is automatically created on server-1 under the /.rsnapshot/hourly.0/. The IP address is related to my destination server, that is, server-2. We have taken the backup of the directory /etc of server-2:
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Figure 27.34: Assigning backup path in the configuration file

If you have not configured a password less authentication between server-1 to server-2, then during the backup process it will prompt the root credential of server-2. And if you replace the IP address part of your VPS, then it will take the backup of VPS.


	Now, check whether the configuration is correct or not, run the command rsnapshot configtest, if configuration is correct, then a message appears: syntax ok.

	Now, run the command rsnapshot hourly. This will take the backup on an hourly basis, as shown in Figure 27.35

[image: ]

Figure 27.35: Taking backing hourly basis


	 Figure 27.35 without error returns on root user. It shows backup is successfully created on server-1. Now, we will access the mybackup directory as shown in Figure 27.36. Now, backup (etc) is displayed. This will create a first backup hourly.0, which has all the files from today. Each time when you run the rsnapshot hourly, you can find increment in the directory such as hourly.1 hourly.2, etc. Basically, the command will create a hard link of mybackup which is available inside the hourly directory.


[image: ]

Figure 27.36: Displaying backup


	We have run the rsnapshot hourly seven times and the hard link of mybackup directory can be found inside hourly.0….to hourly.6 (total=7 from zero to 6) because rsnapshot creates a hard link as shown in Figure 27.37:
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Figure 27.37: Displaying how many times hourly backup runs

To run the rsnapshot command, create backups every time. Define a cron job to automate the backup jobs at regular intervals. But remember that when you configure rsnapshot, always use the tab key according to the configuration file (/etc/rsnapshot.conf). The changes are always made using the Tab key as shown in Figure 27.38:
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Figure 27.38: Displaying what should be done during file configuring




Maintaining integrity of backup

Taking the backup is not the final solution; you have to maintain its integrity. Integrity means there is no alteration or tempered data backup. For this, you have to generate the hash value of data backup. In Linux md5, hash utility is available to generate the hash value of backup. The steps are as follows:


	Log in on server-1 along with the root credential and open the terminal.

	We have taken the backup of /etc directory which is residing on server-2 using rsnapshot. We have already mentioned mybackup directory in the rsnapshot configuration file as shown in Figure 27.39
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Figure 27.39: Again taking backup


	Then, compress the directory using the command as shown in Figure 27.40. In Figure 27.40, we have compressed the /etc directory using zip and assigned a new name back.zip:
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Figure 27.40: Compressing the backup directory /etc and assigning new name back.zip


	Now, go to the root’s home directory using the command cd because the directory /etc is zipped and it compresses the backup directory created on the roots home as shown in Figure 27.41:
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Figure 27.41: Displaying compressed backup


	Now, generate the hash value using the sha512sum. It is cryptographically secured. The sha512sum checks the integrity of files. The md5sum generates a 128-bit hash, whereas sha1sum generates a 160-bit hash as shown in Figure 27.42:

[image: ]

Figure 27.42: Generating sha512 hash value




Conclusion

The user learns how to backup locally and remotely using the Linux utility. We have discussed how to take the disk at the back of the virtual private server as well as how to generate the hash value using the sha512sum utility. In the next chapter, we will learn about Linux Virtualization KVM.

Multiple choice questions


	Where is user crontab files stored?

	/etc/crontab

	/var/spool

	/var/spool/cron

	none of these



	Which type of backup is used to back up only the files that have changed since the last full backup?

	Full backup

	Incremental

	Differential

	none of these



	You can open the crontab file using the flag _____________.

	t

	d

	e

	f



	The rsnapshot configuration file is located inside _____________.

	/var

	/cron

	/etc

	none of these



	To generate 6 fingerprint, which command is used?

	ssh

	ssh-keygen

	ssh-key

	none of these



	Which is a more secure algorithm for generating hash value?

	sha512sum

	md5

	both a & b

	none of these



	Which command is used to create a user?

	useradd

	addu

	both a & b

	none of these



	Clonezila is a _____________.

	backup tools

	operating System

	both a & b

	none of these



	The incremental backup refers to _____________.

	the last incremental

	the last differential

	both a & b

	none of these



	grsync is a graphical version of _____________.

	rsync

	ssh

	both a & b

	none of these





Answers


	c

	c

	c

	c

	b

	a

	a

	a

	a

	a







CHAPTER 28

Linux Virtualization KVM


Introduction

KVM is the acronym for Kernel-based Virtual Machine, in which you can run multiple OS or Servers at the same time. Using KVM, you can utilize the full strength of the server. The Linux KVM uses the QUEMU (QUick EMUlation). KVM is very important to fully utilize the server capacity. KVM turns Linux into a hypervisor which allows a host machine to run multiple operating systems at one go. The isolated virtual environments are called guests or virtual machines, in short it is denoted by VM. In the production environment, each VM has a specific purpose such as, one can be used as the DNS and the other can be a web server, etc. This chapter explains how to configure Linux-based virtualization in CentOS7/CentOS8. Users will learn how to set up KVM in CentOS7/CentOS8 step-by-step.

Structure

In this chapter, we will cover the following topics.


	Introduction to virtualization

	Types of hypervisors

	Installing KVM packages and VM

	Methods to access the VM

	Managing VM properties

	Managing VM from CLI

	Troubleshooting of KVM



Objective

The reader will learn about the hypervisor as well as KVM. The reader will know about the configuration of KVM and VM management and how to enable oracle virtual box to support the KVM as well as how to start and stop the VM running under KVM.

Introduction to virtualization

We know that virtualization is a technology through which we can run multiple operating systems at the same time on a single hardware, that is, server. We can understand virtualization with the help of an example. Let’s assume that we have four physical servers, each server provides different services, such as web server, database server, mail server, and DNS server to the users. Each server costs 2 lacs. Hence, total cost of four servers will be 8 lacs. Using virtualization technology, you can reduce the total cost of servers. We can run all four servers (web server, database server, mail server, and DNS server) on a single server. This will not only reduce the cost of the server, but also the electricity bill and less wiring are required for networking. Today, most of the IT companies are using virtualization technology. Virtualization is possible due to hypervisor. The hypervisor is defined as Create and run the virtual machine. Virtualization is the backbone of cloud computing. Virtualization works behind cloud computing. There are mainly four types of virtualizations:


	Desktop virtualization

	Server virtualization

	Network virtualization

	Storage virtualization



Desktop virtualization

Desktop virtualization is a method of consolidating user workstations so that it can access from remote locations. In this way, users can work virtually from one location to another. An example of desktop virtualization is VDI (Virtual Desktop Infrastructure). A virtual desktop is available within a virtual machine on a remote server. The virtual desktop may be a Windows or a non-Windows machine.

Server virtualization

The server virtualization is defined as Virtualization of servers from physical to virtual servers. Each virtual server can run its own operating systems independently. It also simplifies the management of servers and reduces downtime of server (in case of cloud computing) as well as reduces the cost of infrastructure.

Network virtualization

The network virtualization is the backbone of cloud computing. The network virtualization improves the data packet movement between the virtual machines. Hence, the network virtualization is defined as it is the method of defining the network function through software. The software is related to virtual switches and routers which are used to communicate between virtual machines as shown in Figure 28.1:


[image: ]

Figure 28.1: Network virtualization

Storage virtualization

The storage virtualization is defined as the process of grouping the physical storage from several network storage devices into a single storage device. The virtualization provides a number of benefits, such as backup and recovery of data. The storage virtualization provides less downtime and better storage utilization. There are basically two types of virtualizations:


	Block level virtualization

	File level virtualization



Block level virtualization

In block-level virtualization, the storage is available in the form of blocks, or we should say virtual disks. As we know that on disk, we can create partition along with file system. Block-level virtualization supports SCSI protocols as shown in Figure 28.2. The block level is faster than file level:
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Figure 28.2: Block level virtualization

File level virtualization

The file-level virtualization is not allocated partitions and just deals with the storage systems to retrieve or upload a file using application program interface. File-level virtualization supports different protocol such as SMB, CIFS, and NFS as shown in Figure 28.3:
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Figure 28.3: File Virtualization

Types of hypervisors

Hypervisor is a special type of software which can create and run the machine. There are two types of hypervisors, that is, Type-1 and Type-2. The type-1 hypervisor is related to bare metal installation and type-2 requires the host machine. The example of type-1 hypervisor is VMware Exsi, Microsoft Hyper-V, and Citrix Xen, etc. The examples of type-2 hypervisor are VMware workstation and oracle virtual box, etc. The Type-1 hypervisor is installed on the top of hardware, this is known as bare metal or native hypervisor. The type-1 hypervisor runs directly on the hardware; hence it provides good performance. On the other hand, type-2 hypervisor is not as good as type-1. Hence, hypervisor is used for testing purposes as shown in Figure 28.4:
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Figure 28.4: Type-1 & Type-2 Hypervisor

Installing KVM packages and VM

KVM is a Linux Kernel-based virtual machine. It supports Linux as well as the windows guest machine. When you install the KVM packages on Linux operating system, it converts into hypervisor. The packages required for the installation of KVM are qemu-kvm qemu-img virt-manager libvirt libvirt-python libvirt-client virt-install virt-viewer bridge-utils. Before installing KVM, you must enable hardware assisted virtualization on Oracle Virtual Box. The steps are given below:


	You have to enable virtualization option using BIOS on physical system/server.

	Install a new Linux machine on oracle virtual box, then login using the root user, run the command to find out if the virtualization flag is enabled or not. If the command returns vmx or svm, it means processor supports virtualization as given below. If it does not return the flag value vmx or svm, then shut down the machine and follow step-3 to step-5. The choice of machine name depends on you:
grep -E '(vmx|svm)’ /proc/cpuinfo


	Now, go to the oracle virtual box. Install the file location using windows cmd, as shown in the figure. This may be a different location in your case as shown in Figure 28.5:
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Figure 28.5: Switching on Virtual box directory


	Run the command using windows cmd on selected virtual machine name, that is, newly created virtual machine. This will enable the hardware assisted virtualization on oracle virtual box, if and only if your server/system has physically enabled virtualization option in BIOS, using command VBoxManage modifyvm KVM --nested-hw-virt, as shown in Figure 28.6:

[image: ]

Figure 28.6: Enabling VTX on Oracle vbox


	Now, right click on the newly created virtual machine and then click on Setting and select the System. Then, go to the processor and put the check mark as shown in Figure 28.7:
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Figure 28.7: Editing VM properties

The table 28.1 shows the information about KVM packages:







	
KVM packages Name


	
Explanation





	
qemu-kvm


	
Qemu is a processor based emulating virtualization software and supports devices for example USB, NIC, HDD etc.





	
qemu-img


	
Qemu-img is a CLI utility which creates, converts, snapshots disk images.





	
virt-manager


	
The virt-manager is a desktop user interface for managing virtual machines using libvirt.





	
libvirt libvirt-python


	
Provides library to use programming languages to configure virtual machines





	
libvirt-client


	
Provides the client-side application user interface and libraries for accessing libvirt servers





	
virt-install


	
Command line tool for creating new KVM





	
virt-viewer


	
Displayed the graphical console of a virtual machine





	
bridge-utils


	
Used to setting up network on virtual machine






Table 28.1: Package list


	Now, open the terminal and run the command yum install qemu-kvm qemu-img virt-manager libvirt libvirt-python libvirt-client virt-install virt-viewer bridge-utils.

	Now, start the livbirt service and enable at boot time using the command as shown in Figure 28.8:
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Figure 28.8: Enabling KVM services


	Now, confirm that the KVM module is loaded or not using the command as shown in Figure 28.9:
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Figure 28.9: Displaying KVM flag


	Now, start the virt-manager using the command virt-manager as shown in Figure 28.10:
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Figure 28.10: Displaying virt manager


	To create a new VM, click on the file, then click on New Virtual Machine as shown in Figure 28.11:
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Figure 28.11: Creating VM


	Now, select the option through which you want to install the VM then click on Forward button as shown in Figure 28.12:
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Figure 28.12: VM creation wizard


	Click on Browse button and select ISO image. Then, click on Forward button as shown in Figure 28.13. We have already downloaded the CentOS7 image on Downloads directory.
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Figure 28.13: Uploading ISO


	Now, assign the RAM as well as CPU to VM as per your requirement. This must not be greater than your physical machine. Click on Forward button as shown in Figure 28.14:
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Figure 28.14: Assigning RAM


	Assign the storage to VM and click on Forward button as shown in Figure 28.15:
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Figure 28.15: Assigning storage


	Select the Network (we have selected the NAT for Internet connectivity on VM, if you want to access the VM from outside the KVM then you have to create the bridge network). We have not shown how to create the bridge network, we have left it on you as shown in Figure 28.16:


[image: ]

Figure 28.16: Selecting adapter mode


	Now, wait for a few seconds. The machine will be created as shown in Figure 28.17:

[image: ]

Figure 28.17: Creating VM


	The Installation window will appear. Select Install CentOS7 as shown in Figure 28.18:

[image: ]

Figure 28.18: Installation windows


	The Installation performance will increase if you install the KVM directly on the hardware or the system having the latest CPU along with more RAM. We have not shown the rest of the screenshots because its takes time.



Methods to access the VM

You can access the VM which is running inside KVM using the following methods:


	SSH

	virt-viewer

	GNOME



The figure shows a bird’s-eye view of all the available VM using Virtual Machine Manager, as shown in Figure 28.19:
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Figure 28.19: VM view on virt manager

To open the VM, right click on Running VM, then click on Open, as shown in Figure 28.20:
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Figure 28.20: Opening VM

You can release the mouse from VM using the Ctrl + Alt key.

Managing VM properties

To manage the virtual machine, click on view; then select the Details radio button. This will provide you the virtual machine properties window, as shown in Figure 28.21:
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Figure 28.21: Default view of VM management interface

The VM properties’ wizard shows the following information: Due to large size of screen we have showed only few of properties. You can select and customize accordingly. Some of the configuration is self-explanatory, as shown in Figure 28.22:
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Figure 28.22: Editing VM properties

Managing VM from CLI (Command Line Interface)

Open the terminal and run the command virsh-list. This will display all the running VM. The virsh is a guest machine management tool. You can find more about virsh using the command man virsh in terminal as shown in Figure 28.23:
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Figure 28.23: Displaying active VM

The command virsh list --all will display all the deactivated VM as shown in Figure 28.24:
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Figure 28.24: Displaying not active VM

Table 28.2 shows the command related to VM:



	
shutdown <Name of VM>


	
Shutdown the VM





	
reboot <Name of VM>


	
Reboot the VM






Table 28.2: List of commands related to VM

If the KVM based virtual machine is not started on oracle virtual box, then make sure that kvm module is enabled or not on the oracle virtual box. The KVM module must be enabled on the oracle virtual box to run the VM inside KVM.

Conclusion

In this chapter, we learned how to install and configure KVM on CentOS7.x as well as management of guest machine using VM properties. We learned the virsh command as well as how to access the VM using SSH. In the next chapter, we will discuss open-source tools for Linux.

Multiple choice questions


	The virsh list will display _____________.

	list of all active VM

	list of all disabled VM

	both a & b

	none of these



	The function of virt-viewer is to display _____________.

	the GUI of VM

	the CLI of VM

	both a & b

	none of these



	The command shutdown <Name of VM> will shut down the VM:

	properly

	hibernate

	reboot

	none of these



	To release the mouse from VM, which key will be used?

	CTRL+WIN

	ALT+D

	ALT+DEL

	CTRL+ ALT



	Which command is used to identify the KVM version?

	virsh version

	list version

	both a & b

	none of these



	Which command is used to migrate the VM?

	virsh

	mg

	mv <name of VM>

	none of these



	The qemu-kvm is _____________.

	emulating virtualization software

	oracle vbox software

	both a & b

	none of these



	The virt-install is _____________.

	CLI for creating new KVM

	GUI creating new KVM

	creating new KVM

	none of these



	To set up a network on virtual machine, which command is used?

	bridge-utils

	bridge

	bridge-util

	none of these



	Which Qemu-img is a CLI utility?

	create

	converts

	both a & b

	none of these






Answers


	a

	a

	a

	d

	a

	a

	a

	a

	a

	c







CHAPTER 29

Introduction to Open-Source Tools


Introduction

Linux is an open-source operating system which means the source code is available for everyone. A huge number of open-source tools are available for Linux operating system, for example - AIDE, SNORT, etc. Using these tools, the user can understand the function for I.T Infrastructure.

Structure

In this chapter, we will cover the following topics:


	Introduction to AIDE

	Introduction to SNORT

	Introduction to NAGIOS

	Introduction to NIGIX

	Cockpit

	Cacti

	Zimbra

	FreeNAS

	Openfiler



Objective

By the end of this chapter, the reader will learn about open-source tools. The users will only be introduced to the basics of open source. The advanced topics are out of scope of this book.

Introduction to AIDE

Advance Intrusion Detection Environment (AIDE) is an open-source tool that contains predefined rules to check the directory and file integrity. The configuration file is located at /etc/aide.conf. It supports several algorithms such as sha1, md5, etc. The installation process is very simple. You can install the AIDE using the following steps:


	Run the command yum install aide –y.

	You can check the version of aide using the command aide –v.

	You can find the default rules along with its description in file /etc/aide.conf.

	We will use the aide on its default configuration, but you can customize it.

	First of all, initialize the aide using the command aide –-init as shown in Figure 29.1:
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Figure 29.1: AIDE initialization


	The aide --init command will create a database file. Then, we have to rename it as shown in Figure 29.2:

[image: ]

Figure 29.2: Renaming the file


	Now, check the integrity of the files and the directory using the command aide --check. If it finds any changes, then it generates a report as shown in Figure 29.3:


[image: ]

Figure 29.3: Checking integrity


	Now, create a file using vi editor vi /etc/vishal.sh and then run the command aide -- check Figure 29.4, it shows that a new file has been added in the system.

[image: ]

Figure 29.4: Finding created file


	You can update the AIDE database using the command aide –update.



Introduction to SNORT

SNORT is a network-based intrusion detection system. This is open-source software. It can be used as a packet sniffer to monitor the system in real time. The system administrator can use this to watch all the incoming packets and find which one is dangerous to the organizational network. When you analyze the packet using SNORT, it will provide the following information:


	Log reports

	Protocol analysis

	OS fingerprinting

	String matching

	Traffic monitoring



System administrator can configure Snort in the following different modes:


	Sniffer mode

	Packet logger mode

	Network intrusion detection modew



In sniffer mode, Snort reads network packets and displays it on the console. In packet logger mode, it will write the log on the disk. In network intrusion detection mode, Snort can monitor the network traffic and analyze it based on the rules defined by the system administrator.

Introduction to NAGIOS

NAGIOS is an open-source monitoring software to detect, report, and respond to all the attacks which occur in the infrastructure. When NAGIOS is deployed on the data center, it starts continuous monitoring. The following characteristics are the feature of NAGIOS:


	The NAGIOS can detect network or server issues.

	The NAGIOS helps the system administrator to find the root cause of the problem.

	NAGIOS can actively monitor the entire network.

	The NAGIOS helps the system administrator to resolve the server performance issues.

	The system administrator can update security-related issues.

	It monitors network services such as HTTP, SMTP, FTP, SSH, etc.

	It automatically sends alerts if certain changes occur.



Introduction to NGINX

NGINX, pronounced as ENGIN-EX, is an open-source web server used as a reverse proxy, HTTP cache, and load balancer. NGINX is an event-driven architecture to handle multiple requests within one thread, whereas Apache is a process-driven approach and creates a new thread for every request. Some of the NGINX features are given below:


	Reverse proxy with caching

	Load balancing

	NGINX logs all client requests.



The NGINX file location is given below:


	NGINX configuration file located at /etc/nginx/nginx.conf.

	Nginx access log is located at /var/log/nginx/access.log.

	The error log is located at /var/log/nginx/error.log.



Installing NGINX

The package name of NGINX is nginx. You can install the nginx on the Linux machine using the command yum install nginx –y. You can find the hardware requirement for the installation of nginx on the website https://docs.nginx.com/nginx-controller/admin-guides/install/nginx-controller-tech-specs/ under the hardware specifications. All the default installation files are located under the directory /etc/nginx.

Configuring nginx

The main configuration files of the nginx file is located under the directory /etc/nginx/nginx.conf. Open the nginx configuration file in vi editor, then at the top, you will see documentation related information. The nginx configuration file has many sections, some of them are shown in Figure 29.5:
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Figure 29.5: File structure

Cockpit

Cockpit is a web-based interface through which the system administrator can manage all the services of the Linux operating system, for example, the system administrator can add/remove, start/stop a user account as well as its services. You can install the cockpit on CentOS using the epel-repository. For this, run the command yum install epel-release. Then, allow the cockpit in Linux firewall as shown in Figure 29.6:
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Figure 29.6: Allowing in firewall

Now, enable and start the cockpit service using the command as shown in Figure 29.7:
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Figure 29.7: Enabling and starting service

To open the cockpit web management page, use https://localhost:9090. Then, enter the username root and its password, as shown in Figure 29.8:
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Figure 29.8: Cockpit Login

Figure 29.9 shows the dashboard of cockpit:
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Figure 29.9: Dashboard of cockpit

Cacti

Cacti is an open-source web-based network monitoring tool. Cacti can present the network monitoring data in graphical format. System administrators can create a user having different permissions. For the installation of cacti, the following packages must be installed on Linux operating system:


	Apache

	MySQL

	PHP

	PHP-SNMP

	NET-SNMP

	RRDTool



Zimbra

Zimbra is an open-source mail server. It is available in two versions: open source and enterprise edition. The minimum requirement for the installation of Zimbra is Minimal CentOS 7, 8 GB RAM and 5 GB free space. You can access the Zimbra login page using the following syntax https://domainname:7071/ in a client’s browser. The login page of Zimbra is as shown in Figure 29.10:
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Figure 29.10: Zimbra login page

FreeNAS

FreeNAS is an open-source network attachment storage software; it can install on Linux operating system. The FreeNAS has the following features:


	It supports RAIDs.

	It also supports NFS, FTP, SSH, CIFS, and iSCSI protocols.

	It supports web interface and SSL certificates.

	It helps with disk encryptions.

	It generates the graphical reports.



For the installation of FreeNAS, the following hardware/software are required:







	
Hardware


	
Software





	
8-GB RAM


	
Oracle Virtual Box for learning purpose





	
Two Disks


	
ISO of FreeNAS






Table 29.1: Hardware/software requirements

Openfiler

Openfiler is also an open-source tool to manage the storage. It supports NFS, ISCSI using graphical interface. You can find more about the openfiler on its website, that is, https://www.openfiler.com/products.

Conclusion

The reader will find the information about some open-source tools. This chapter is only informative. Hence, we have not explained any installation process. In Linux, there are a lot of open-source tools available, but it is not possible to discuss all tools using scenario. Hence, use this chapter for knowledge. In the next chapter, we will discuss the troubleshooting network issues.

Multiple choice questions


	Openfiler is a ____________________.

	wed-based storage

	network monitoring tool

	both a & b

	none of these



	Zimbra is ____________________.

	a web server

	a mail server

	cockpit

	none of these



	Cacti is a tool related to ____________________.

	mail monitoring tool

	apache monitoring tool

	network monitoring tool

	none of these



	NGINX is a____________________.

	process-driven architecture

	case-driven architecture

	both a & b

	event-driven architecture



	Cockpit accesses port ____________________.

	9090

	8080

	7070

	5060



	SNORT is ____________________.

	an intrusion detection tool

	a web server

	both a & b

	none of these



	You can disable/enable the service in CentOS7 by____________________.

	systemctl disable/enable name of service

	systemctl stop name of service

	both a & b

	none of these



	Which switch is used to find the status of the service?

	status

	condition

	both a & b

	none of these



	The Advance Intrusion Detection Environment configuration file is located at ____________________.

	/etc

	/var

	/home

	none of these



	To kill the process, which command is used?

	kill

	ps kill

	both a & b

	none of these





Answer


	a

	b

	c

	d

	a

	a

	a

	a

	a

	a







CHAPTER 30

Troubleshooting Network Issues


Introduction

This chapter is basically related to network issues. The problem may be related to misconfiguration of operating system/Network. The user can learn how to use command line tools to solve these problems.

Structure

In this chapter, we will discuss the following topics:


	What is network troubleshooting?

	Steps involved in troubleshooting

	Basic network problems

	Software based networking/troubleshooting tools

	ping

	traceroute

	nslookup and dig

	ifconfig

	route

	netstat

	ss

	Network Interface Configuration (NIC) file

	System log files

	/etc/resolv.conf

	/etc/hosts

	/etc/hostname



Objective

By the end of this chapter, the reader will be able to learn possible troubleshooting server/network related issues. Users will learn how to configure server/network in proper ways. This chapter also explains how to handle network devices and software.

What is network troubleshooting?

The term troubleshooting refers to the process of identifying problems with a network. It is a typical and repeatable process. Network engineers use it to resolve network problems and improve network operations. The network engineer uses different software/hardware tools to solve these issues.

Steps involved in troubleshooting

The following steps are required to troubleshoot the network issues:


	Information gathering: The network administrator/system administrator uses software/hardware tools to gather information.

	Analysis: It is the primary task to check patterns of issues. This gives us two results: what is running in the network or what should be run on the network. On the basis of that, network administrator/system administrator can find the reason related to network issue.

	Planning: Once network admin/system admin finds out the root causes of the network issues, then admin will be in a position to solve them. Sometimes, issues get resolved in one step. For example, restarting the device. But in other cases, network issues will be more complex and take more time, such as when the system admin needs to add a new device or surfacing of a problem due to the version software.

	Implementation of a solution: There could be a number of possible solutions to solve a problem. Administrator implements one change at a time, to check the overall result of the network. It will be a good approach to implement the solution in module wise.

	Verify the effectiveness of the solution: Now, verify the effectiveness of the solution, whether it works as a temporary fix or creates additional problems.

	Documentation of the problem: After the implementation of solution, the admin must prepare a document related to issues. If a new system admin joins the organization, that documentation will help him with what went wrong with the network. The documentation includes:

	Network blueprint

	Layout of the cabling

	Location of all devices on the network

	IP addressing structure

	Details of network security architecture





Basic network problems

These are the following types of network problems:


	Faulty cable: There are chances that the cable may be internally damaged. To verify that, use hardware tools known as LAN tester or use operating system-built tools ping. These tools check the connectivity between hosts. If you get replay from other node, it means the cable is not faulty. The steps are given below:

	Log in to the desired operating system and open the terminal (if you are using Linux) and type ping with destination IP address. Suppose you want to check the connectivity between Node-A (IP Address 192.168.1.1) to Node-B (192.168.1.2) from Node-A, then type the ping as given below.
 Ping 192.168.1.2 and press Enter key as shown in Figure 30.1:


[image: ]

Figure 30.1: ping reply


	Use hardware testing tools.

	Connect two ends of the cable on the LAN tester and then power on the LAN tester button. If the cable is damaged, the light will stop blinking or if there is any fault related to color coding (straight through/cross) in the cable, the light will blink randomly as shown in Figure 30.2:

[image: ]

Figure 30.2: Showing Lan tester




	Connectivity issues: Check if the RJ-45 port is down or faulty. If faulty, replace with a new one.

	Misconfiguration: Network misconfigurations indicate that the TCP/IP setting of devices is not properly defined according to polynomial the IP address schemes. It may create a loop in the entire network and the entire network may be down.

	Malware/Viruses: The malware/viruses can consume the bandwidth. Hence, it is mandatory to install a good license antivirus software.

	Power issues: There is a power failure between intermediary nodes (between two networking devices, that is, switch to switch/router). This type of power failure can create more network issues. Hence, it is mandatory to confirm that power failure should not occur between the nodes.



Software-based network troubleshooting tools

You can find some software tools in operating systems and for other opensource tools, you have to download from the opensource website. Some of the tools with examples are explained as follows:

ping (packet Internet gopher)

Ping uses the ICMP protocols. Ping works with both IPv4 and IPv6. You can find more about ping using the command man ping on terminal, as shown in Figure 30.3:

Syntax: ping <switches if > <Destination IP address or Domain Name>
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Figure 30.3: ping reply

The -l option sets the packet size for each request to 2000 bytes instead of the default of 32 bytes, as shown in Figure 30.4:
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Figure 30.4: Displaying ping along with packet size

If the cable is not damaged and you are unable to ping the destination node, then check if firewall is blocking the ping request or not. If yes, then make a rule to allow the ping request in firewall for troubleshooting purposes. In some organizations, ping request is blocked by firewall depending on the policy.

traceroute

 traceroute supports both IPv4 and IPv6. It allows users to test different locations at one go. The traceroute requires name or IP address of the destination host. The default packet size is 60 bytes for IPv4 and 80 for IPv6. If there is no response within 5.0 seconds (default), an “*” (asterisk) is printed for that probe, as shown in Figure 30.5:
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Figure 30.5: Displaying route

nslookup

nslookup is known as Name server lookup. It is a tool for getting information from DNS server. The nslookup provides the following information:


	A record, that is, IP address of domain name

	Reverse lookup, that is, IP address to domain name

	Start of authority record

	Mail exchange record



Finding an A record using nslookup

An A record denotes the domain name to the IP address of the computer hosting the domain. In other words, an A record uses a domain name to find the IP address of a computer connected to the internet. The multiple A record for single domain name tells us that redundancy is set for the domain name.

Suppose you have configured the website www.linuxtechs.org using Virtual Private Server (VPS) with public IP address. Now, when you try to access the website www.linuxtechs.org, if it displays error website not accessible/not reachable, it means first you check your Internet connectivity. If it is okay, then run the nslookup query using the domain name. If nslookup does not display the domain name along with IP address, it means you have to add the A record using cpanel.

To check the NS records of a domain

NS means nameserver, and the nameserver maps which DNS server is authoritative (responsible) for domain. In other words, it is the server that contains the real DNS record or tells the Internet where to go and find out a domain’s IP address. The non-authoritative means the result comes from a different server rather than authoritative DNS server, as shown in Figure 30.6:
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Figure 30.6: Displaying DNS address

To query the SOA record of a domain

The Start of Authoritative record simply contains the information about the DNS zones. In other words, these are simple text files in which all of a zone’s DNS records are listed. You can see that SOA record of linuxtechno.com is mentioned in the screenshot:
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Figure 30.7: Displaying SOA

You can find more information about DNS on the link given below:

https://developers.google.com/speed/public-dns/docs/troubleshooting#macos-or-linux_1

https://dnsviz.net/

About MX record

The MX record is related to Mail Exchange record. It is responsible for accepting e-mail messages. Two components of MX records are: priority and the name of the mail server. When using multiple MX records, the lowest priority value is more preferred. If there are no MX records for the domain or if MX records are misconfigured, then you will not be able to receive emails. You can check MX record using the command as shown in Figure 30.8:
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Figure 30.8: Displaying MX record

To find all the available DNS records, use the command as shown in Figure 30.9:
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Figure 30.9: Displaying DNS record

Debug mode of nslookup

The debug mode provides more information about domain, as shown in Figure 30.10:
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Figure 30.10: Displaying result when debugging

For more information about nslookup, run the command man nslookup. This will display the manual pages of nslookup along with switches.

ifconfig

ifconfig is known as interface configuration. You can change the interface configuration using ifconfig. When you run the ifconfig command at the terminal, it will display all default information present on all network interface card. A few of the switches related to ifconfig are given below:

OPTIONS


	-a: Display all interfaces which are currently available, even if Down

	-s: Display a short list

	-v: Be more verbose for some error conditions



You can explore more about the ifconfig using the command man ifconfig at Terminal.

Check the IP address assigned to available LAN/WAN interfaces using ifconfig as shown in Figure 30.11:


[image: ]

Figure 30.11: Displaying IP information

You can find all interface connected to the system using the command ifconfig –a at terminal. You can check RX and TX on interfaces using the command ifconfig –s at the terminal that can be used to troubleshoot the interface related problems as shown in Figure 30.12:


[image: ]

Figure 30.12: Displaying RX & TX

Enable or disable the promiscuous mode of the interface. If selected, all packets on the network will be received by the interface. The –promisc shows disable and promisc shows enable, as shown in Figure 30.13:
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Figure 30.13: Setting up promiscuous mode

The promiscuous mode is used to sniff the traffic using wireshark for finding the types of traffic and to view a particular NIC (network interface card) using ifconfig, as shown in Figure 30.14:

Syntax:  ifconfig <name of the interface>
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Figure 30.14: Displaying information of enp0s3

You can use it to enable/disable a particular network using ifconfig, as shown in Figure 30.15:

Syntax:  ifconfig <interface name> up/down
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Figure 30.15: Disabling enp0s3

Now, you can verify whether the interface is down or not using the command ifconfig enps03, as shown in Figure 30.16:
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Figure 30.16: Showing enp0s3 down

To configure IP address of Linux machine using ifconfig

Suppose you want to assign the IP address to the Linux machine on specific interface, then use ifconfig command as in Figure 30.17.

Syntax: ifconfig <Interface Name> <IP address> netmask < Mask value> broadcast <Broadcast Value>

Example: ifconfig enp0s3 192.168.1.108 netmask 255.255.255.0 broadcast 192.168.1.255
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Figure 30.17: Assigning IP

Now, restart the network so that change may be applied:

systemctl restart NetworkManager

route

This command is used to assign the route manually. The del option can be used to modify the route. Without these options, the route displays the current contents of the routing tables. You can find more about it using the command man route. The route command adds/del the route temporarily. In other words, when you reboot the machine, the configuration will be lost.

Route flags-

The output of the kernel routing the table is organized in the following columns:

Destination the destination network or destination host.

Gateway The gateway address or '*’ if none set.

Genmask The net mask for the destination net; '255.255.255.255’ for a host destination and '0.0.0.0’ for the default route.

Flags Possible flags include:


	 U: This shows route is up.

	 H: This shows target is a host.

	 G: This is used gateway.

	 R: This will reinstate route for dynamic routing.

	 D: This is dynamically installed by daemon or redirect.

	 M: This is modified from routing daemon or redirect.

	 A: This is installed by addrconf.

	 C: This is cache entry.

	 !: This is reject route.

	 Metric: This is the ‘distance’ to the target (usually counted in hops).

	 Ref: This is the number of references to this route. (Not used in the Linux kernel.)

	Use: This is the count of lookups for the route. Depending on the use of -F and –C, this will either be the route the cache misses (-F) or hits (-C).

	 Iface: This is the interface to which packets for this route will be sent.

	 MSS: This is the default maximum segment size for TCP connections over this route.



Open the terminal and run route command. The output is as shown in Figure 30.19:
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Figure 30.18: Displaying default route

You can add the new static route to reach the Linux node/Linux server using the following command as shown in Figure 30.19.

Syntax: route add -net <IP address> netmask <mask value> gateway <gateway address> dev <Name of the Interface>

Example: route add -net 192.168.57.0 netmask 255.255.255.0 gateway 192.168.1.1 dev enp0s3
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Figure 30.19: Adding route

Run the command route to verify whether the new route is added or not, as shown in Figure 30.20:
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Figure 30.20: Displaying assigned value

Before adding the new route permanently to the routing table, make sure that new route will not conflict/impact another configuration. That is why the network administrator/system administrator runs the route temporarily.

To add the new route permanently, you have to add the new route file under the network-script file as shown below:

vi /etc/sysconfig/network-scripts/route-enp0s3

This would open the new file route-enp0s3 and Press I to go insert mode in vi editor. Now, add the following line (if more than one IP address add all one by one):

192.168.57.0/24 via 192.168.1.1

To save and exit from editor, press Esc + :wq. Then, restart the network interface using the command systemctl restart network

Again, run the command route to verify that route is added or not, as shown in Figure 30.21:
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Figure 30.21: Verifying route

To delete the route, use the command route del –net 192.168.57.0 netmak 255.255.255.0 gw 192.168.1.1 dev enp0s3. This would delete the route temporarily, but to delete permanently you have to remove the route-enp0s3 file from the location /etc/sysconfig/network-scripts. Then, restart the network using the command systemctl restart NetworkManager, as shown in Figure 30.22:


[image: ]

Figure 30.22: Removing route

Remove the route file as shown in Figure 30.23:
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Figure 30.23: Removing route file

Now, restart the network service using the command as shown in Figure 30.24:
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Figure 30.24: Restarting network

Now, use the command route –n to verify that the route is removed or not, as shown in Figure 30.25:
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Figure 30.25: Displaying route

netstat

The netstat will print network connections, routing tables, interface statistics, masquerade connections, and multicast memberships. You can explore the netstat using the command man netstat and when you scroll down the pages, you can find the Author name who has written the documentation related to netstat and SS.

This program is obsolete. Replacement for netstat is ss. Replacement for netstat -r is ip route. Replacement for netstat -i is ip -s link. Replacement for netstat -g is ip maddr. Hence, we will discuss about SS.

SS is used to dump socket statistics. It allows to show information similar to netstat. It can display more TCP and state information.

If you run the ss command at the terminal without any switches, it will display all connections. When you access the manual pages (using command man ss) of ss, then, you will find that ss –a would display both listening and non-listening. In ss manual pages, it is clearly mentioned that when you run ss –t, it will display all TCP connections, as shown in Figure 30.26:
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Figure 30.26: Displaying TCP connections

If you want to know who is connected using IPv4 (IP address version 4), then run the command ss -4. In the same way you can find the IPv6 connection (using ss -6), as shown in Figure 30.27:
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Figure 30.27: Displaying IP along with services

You can use ss command to check or monitor what is running in the network. If any unauthorized user is connected to the network, you can easily find that and kill the process/block IP using firewall. It is the beauty of Linux operating system that user can run the command using a combination of switches. Example ss -t -a –Z displays all TCP sockets with process SELinux security contexts.

To find a particular connection, process id, use the command ss –p, as shown in Figure 30.28:
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Figure 30.28: Displaying connection process

If you want to kill the process using the process id of SSH having IP address 192.168.1.108, run the command kill -9 pid for example kill -9 3961. Then, you will lose the ssh connection. Now, I lost my ssh connection from host machine (I was connected using putty). When you run ss –t, then you will find ssh lost, as shown in Figure 30.29:
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Figure 30.29: Displaying connection closed

You can filter the port using the command, as shown below:

Syntax: ss -o state establishes ‘(dport = :ssh or sport = :ssh)’ This would display ssh. In the same way, you can check the telnet port.

Network Interface Configuration (NIC) file

The location of network interface file is /etc/sysconfig/network-scripts/ifcfg-enp0s3. You can open the file in vi editor, and this would display the following information. The virtual machine has taken the IP address and DNS information from DHCP server. Hence, there is no IP address visible in the following screenshot:
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Figure 30.30: Displaying interface information

Suppose a user assigned the IP address to the particular interface and then restarted the network using the Linux command. If it displays Job, network.service failed because the control process exited with error code. See systemctl status network.service and journalctl -xe for details, then follow the given steps:


	First, check that assigned IP address is visible in the network interface file or not. If IP address is not visible, it means IP assigned is using DHCP (it shows BOOTPROTO=dhcp in configuration file). In the case of DHCP, you have to check that DHCP server provides IP address or not. Now, stop the network manager using the command systemctl disable NetworkManager. If it shows an error again, then flush the IP address/renew the IP address using the following command:
ip addr flush enp0s3 # The enp0s3 - it’ s my Virtual Machine Interface name

systemctl restart network

If IP addr flush enp0s3 takes time, then use Ctrl + Z and restart the network using the Linux command as mentioned in step-1


	Check that gateway address is assigned to the network or not, using the network interface file /etc/sysconfig/network-scripts/ifcfg-eno0s3. If IP is assigned via DHP, then gateway would not display in the interface file. In this case, you have to check in DHCP configuration file/log file.

	The problem arises due to NM_CONTROLLED. The NM_CONTROLLED tells us that interface is managed by Network Manager. Hence, set NM_CONTROLLED=no means interface not managed by network manager.

	The following errors may appear during the configuration of IP addresses:
network.service Failed to start LSB Bring up/down networking

RNETLINK answers: File exists



The errors mentioned in step-4 may be occurred due to the following:


	 Due to routing problem: You should make a proper entry in interface file BOOTPROTO=static if IP is assigned manually.

	 Misconfiguration of /etc/resolv.conf file: DNS is not mentioned: Open the /etc/resolv.conf file in vi editor and check that DNS is present or not. If not, enter the DNS server address.

	 Show different interface name: Run the command ip a and note down the names of interface and go to the file location /etc/sysconfig/network-script, then run ls, which would display the name of the interface if the displayed interface name is different from the interface name taken from ip a. Then, rename the interface name that is taken from the file location and change the name as well as the device inside the file also.



System log files

The log file basically keeps the track of any incident/event related to system (also include servers), application software, and different types of services running inside the operating system. To solve the issues related to Hardware/Server configuration/Application software, the system administrator/network administrator uses the log files. In Linux operating system, the log file is located under /var/log folder. To see any log file, run the command cd /var/log (refer figure 30.31) and use cat to see the particular log file. At log directory, run ls command. It would display a list of available logs file:
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Figure 30.31: Switching to log directory

There are several log files available, but we will discuss some common log file related to the system, services, and software:


	/var/log/boot.log: This file contains the information of the booting of the services that are enabled or disabled during the boot. To see the boot log, use cat /var/log/boot.log, and you get an output as shown in Figure 30.32:
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Figure 30.32: Displaying log


	/var/log/firewalld: This file contains the information of the firewall rules. In other words, it contains information of which services are blocked/allowed or which IP address/Ports are allowed/blocked. When you want to see the log file, use tail command. The tail command displays the log starting from the most recent incident, as shown in Figure 30.33:
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Figure 30.33: Displaying incident in firewall


	 The Apache web server httpd directory contains two log files, first one is access_log and second is error_log. The access.log shows the information about who visited the website or who accesses the web server. The error_log file has the information about the error related to web server, as shown in Figure 30.34:
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Figure 30.34: Displaying logs

To error_log file, use the tail command and this would display the most recent error, if any, as shown in Figure 30.35:



[image: ]

Figure 30.35: Displaying error log

The access_log displays nothing (in our case) because web server is not configured:


	 The file /var/log/lastlog displays the information about each user’s last login, as shown in Figure 30.36:
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Figure 30.36: Displaying last login




Pts is pseudo terminal device which is created by another program for example ssh.

/etc/resolv.conf

Open the terminal and run the command man resolv.conf. This will tell you the information related DNS entries. This file describes how DNS uses this file to resolve the hostname and IP addresses. You can manually assign the DNS addresses in resolv.conf file using vi editor. If system does not ping public domain name, then you have to check this file related to DNS addresses, as shown in Figure 30.37:
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Figure 30.37: Displaying DNS address

/etc/hosts

The /etc/hosts file contains information related to known hosts on the network. You can find the fqdn (fully qualified domain name) using the command hostname –f.

Open the terminal and access the /etc/hosts file using vi editor, as shown in Figure 30.38:
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Figure 30.38: Setting up domain name

/etc/hostname

You can assign the machine name using the file /etc/hostname. To set hostname, open the file in vi editor and press I and type machine name as you want. Then, press Esc + :wq. and run the command as shown in Figure 30.39:
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Figure 30.39: Assigning hostname

Conclusion

The users have learned how to troubleshoot the issues related to Linux operating system/network. In this chapter, we have explained the possible ways to find faults and their removal options.

Multiple choice questions


	Which command is used to find the fqdn?

	Hostname –d

	Hostname –f

	hostname –f

	none of these



	Which file is used to assign hostname?

	/etc/hostname

	/etc/hosts

	both a & b

	none of these



	Which command is used to apply for changing the hostname?

	/usr/lib/system/system-hostnamed

	/usr/lib/system-hostnamed

	both a & b

	none of these



	The resolv.conf files is used to 

	assign DNS address

	assign Hostname

	assign IP address

	none of these



	The route command will display 

	default route

	assigned route

	both a & b

	none of these



	Replacement of netstat is 

	ss

	bb

	dd

	rr



	The ping is known as 

	packet Internet gop

	packet Internet go

	packet Internet gap

	packet Internet gopher



	To delete the route, which switch is used?

	del

	remove

	both a & b

	none of these



	The command ifconfig enp0s3 down displays _____________.

	Shows nothing

	Disable enp0s3

	both a & b

	none of these



	Which switch is used to find the mail record?

	MX

	MailX

	both a & b

	none of these





Answers


	c

	a

	a

	a

	a

	a

	d

	a

	c

	a
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[root@localhost # systemctl enable nfs
[root@localhost # systemctl enable nf:

[ root@localhost # systemctl enable rpchind
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[rootgtargetserver ~1# route -n
ernel IP routing table
pestination  Gateway Gennask Flags Metric Ref  Use Iface
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f92.168.1.0  0.0.0.0 255.255.255.0 U 160 0
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too. Ordering options:

-b, --ignore-leading-blanks
ignore leading blanks

-d, --dictionary-order
consider only blanks and alphanumeric characters
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[root@webserver ~1# firewall-cnd --get-active-zones
internal
sources: 192.168.2.20

[public
interfaces: enpos3 enposs| <JInterfaces are in public zones

Tootuebserver ~1# firewall-cnd --permanent --zone=public --remove-interface=
lenp0s3 <= Removes one interfaces from public zone

[The interface is under control of NetworkManager and already bound to the defa
ult zone

[The interface is under control of NetworkManager, setting zone to default.
success

[root@uebserver ~1# firewall-cnd --reload

success

[rootauebserver ~1# firewall-cnd --get-active-zones

internal <r

foticee: laziiesiags Checks the status of active zones.Shows that enp0s3 is on public zone
lpublic

interfaces: enp0s3 enp0ss

First Checks active zones for Inferfaces
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l[root@localhost ~]# systenctl status rpcbind
rpebind.service - RPC bind service
Loaded: loaded (/usr/lib/systend/systen/rpcbind.service; enabled; vendor pres

t: enabled
since Thu 2018-11-22 11:48:36 IST; 21s ago
: XecStart=/sbin/rpcbind -w SRPCBIND ARGS (codesexited, status=o/
bUCCESS)
Main PID: 5057 (rpcbind)
Tasks: 1
CGroup: /systen.slice/rpcbind. service
L5057 /sbin/rpcbind -w

lov 22 11:48:36 localhost.localdomain systemd[1]: Starting RPC bind service...
jov 22 11:48:36 localhost.localdomain systemd[1]: Started RPC bind service.
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[[root@localhost ~]# vi /etc/hostnanme]
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[[rootelocathost ~1# systemctl list-units --type=swap --all | more|
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[ root@localhost ~]# systemctl list-units --type=mount --all | more|
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dn:/var/adn:/sbin/nologin
var/spool/1pd: /sbin/nologin
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[ root@localhost ~] # systemctl list-units --type=slice --all | more
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machina;slice Loaded active active Virtual Machine ar
d Container Slice
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l/etc/pan. d/password-aut
|7etc/pan.d/gdn-password

|/etc/pan. d/password-auth-ac
[root@ewan Desktop]#
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[ root@localhost ~]# systemctl list-units --type=service --all | more|
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/hone/abcd1: /bin/bash
: /GORAKHPUR/ test tom: /bin/bash
/home/userA: /bin/bash
/home/user8: /bin/bash
67:1107: : /home/vns: /bin/bash
1168: 1108: /home/basic: /bln/bash

110: /home/ TESTUSER: /bin/bash
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[root@localhost ~]# systemctl get-default
graphical.target
[root@localhost ~]# runlevel

1 5<3Present Run level

[Previous run level
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[root@webserver
success

[root@webserver ~]# firewall-cmd --reload
uccess

[root@webserver ~]# firewall-cmd --list-ports

<=Rules removed display nothing
[root@webserver ~1#

~]# firewall-cmd --permanent --remove-port=443/tcp|

Remove port 443
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[rootalocalhost ~1# systemctl set-default graphical.target

Removed synlink /etc/systend/systen/default.target.

Created synlink from /etc/systend/systen/default.target to /usr/lib/systend/sy
stem/graphical. target.
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[root@localhost ~1# grep -r vishal
/etc/group:vishal:x:1001:

/etc/gshadow: vishal
/etc/passwd:vishal:x:1001:1001: : /home/vishal:/bin/bash
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[ root@localhost ~ -1# mkfs.ext4 /dev/sdbl
mke2fs 1.42.9 (28-Dec-2013)
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0S type: Linux
Block size=4096 (log=2)
Fragment size=4096 (log=2)
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root@localhost ~J# useradd Adminuser
[root@locathost ~]# passwd Adninuser

Changing password for user Adminuser.

New password:

BAD PASSWORD: The password fails the dictionary check - it is too simplistic/sys
Retype new password:

passd: all authentication tokens updated successfully.

root@localhost ~]# usermod -aG wheel Adminuser
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[VIR@localhost ~]$ chmod -R 757 /home/VIR/
[VIR@localhost ~]$ 1s -lh

total 4.0K
-rwxr-xrwx. 1 VIR VIR 8 Nov 15 ©3:35 VIRFILE.TXT
[VIR@localhost ~1$
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[VIR@localhost ~1$ chmod 757 /home/VIR
[VIR@localhost ~]$ 1s -1d /home/VIR/
drwxr-xrwx. 6 VIR VIR 161 Nov 15 62:59

[VIR@localhost ~]$ s -lh /home/VIR/VIRFILE.TXT
-rwxr-xr--. 1 VIR VIR 8 Nov 15 03:35 /home/VIR/VIRFILE.TXT
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[root@localhost ~T# su VIR

(VIR@Localhost root]s cd

[VIRelocalhost ~15 s -ld i

Jdrwxr-xr-x. 6 VIR VIR 161 Nov 15 02:59 == Only Read & execute pemission to others on V

[VIR@localhost ~]$ chmod 753 VIRFILE,TXT <= Assign write & execute pemission to others

[VIRelocalhost ~1$ s -lh VIRFILE.TXT

- rwxr-x-wx. 1 VIR VIR 0 Nov 15 02:58 VIRFILE.TXT

(VIRglocalhost ~]s exit

lexit

(rootelocalhost ~]# su TESTUSER <=Swich to TESTUSER

[TESTUSER@Localhost root]$ cd

[TESTUSER@Localhost ~]s cd /home/

[TESTUSERGlocalhost home]$ cd VIR/ == Switchto user VIR directory

[TESTUSER@Localhost VIR]$ 1s -lh

total @

-rwxr-x-wx. 1 VIR VIR 0 Nov 15 02:58 VIRFILE.TXT <Shows oy Wiite& Exexute

[TESTUSER@Localhost VIR]$ cat >> VIRFILE.TXT permission on E.TXT for

knini Others butts parent diectory have
read permission for others.

(1)+ Stopped cat >> VIRFILE.TXT :

[TESTUSER@Localhost VIR]$ cat VIRFILE.TXT

lcat: VIRFILE.TXT: Permission denied <= Absence of Read permission or others

TESTUSER@Localhost VIR]S.
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Troot@locathost ~1# su VIR <= Step-1
[VIRglocalhost root]$ cd <= Step-2

[VIRglocalhost ~]$ chmod 755 /home/VIR/ <= Pemmission appiicable on VIR Step-3
[VIRglocalhost ~]$ 1s -1d /home/VIR/ <= Step4

ruxr-xrfx.]6 VIR VIR 161 Nov 15 02:59 /home/VIR/ <:3Others have only read & execute
[VIR@localhost ~]$ 1s -lh /home/VIR/ <o Step-5

total @

~rw-rw-r--. 1 VIR VIR © Nov 15 62:58 VIRFILE.TXT <= VIRFILE hase only Read permission for
[VIR@Localhost ~1$ exit< Step-6 others b s directory VIR have read &
exit i - ‘execute permission.
[rootelocalhost ~1# su TESTUSER <3Step- , .
(TESTUSER@localhost root]$ cd < Step§ sy ek DO
[TESTUSER@Localhost ~1$ cd /home/VIR/<IStep-9 i B
TESTUSER@Localhost VIR]$ 1s <Step-10 S5 o gl
STESTUSERRLocs oS VRIS Lo~ othersise you can ot wrie on i

[TESTUSER@localhost VIR]$ cat VIRFILE.TXT
[TESTUSER@Localhost VIR]$ st
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[[root@webserver ~1# cd /etc/sysconfig/network-scripts/
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] root@evan:~/Desktop
Fle Edit View Search Terminal Help

——=—""————1 Contentinside file ivan.txt
[root@evan Desktop]#
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[root@localhost ~]# useradd TESTUSER —— Adding user
[root@localhost ~1# passwd TESTUSER
hanging password for user TESTUSER.
iew password:
D PASSWORD: The password fails the dictionary check - it is too simplistic/sys|
ematic
etype new password:
asswd: all authentication tokens updated successfully.
[rootelocalhost ~]# su TESTUSER
[TESTUSERGLocalhost root]s cd
[ TESTUSERGLocalhost ~]$ cd /home/
[TESTUSER@Locathost home]$ cd VIR/ <<= Unable to switch previous user VIR
bash: cd: VIR/: Pernission denied
[TESTUSER@Localhost home]$
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userac
[rootelocathost ~1# pasowd VIR

Changing password for user VIR.

INew password:

BAD PASSWORD: The password fails the dictionary check - it is too simplistic/sys
tematic

Retype new password:

passwd: all authentication tokens updated successfully.

[rootelocathost ~]# Ls -1d /hone/

drwxr-xr-x. 18 root root 208 Nov 15 02:57 /home/

[rootelocalhost ~1# Us -1d /home/VIR

drwx------. 3 VIR VIR 78 Nov 15 62:57 /home/VIR <= Only rwx permission for owner
[root@localhost ~1# su VIR

[VIRelocalhost root]s cd

[VIRelocathost ~1s pud

/home/VIR

[VIRelocalhost ~]$ touch VIRFILE.TXT

[VIRelocalhost ~]$ Us -lh VIRFILE.TXT

-rw-rw-r--. 1 VIR VIR © Nov 15 02:58 VIRFILE.TXT <=File Pemmission read for others
[VIR@localhost ~1$
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[UNIX@localhost ~]$ cd /UNIXDIR/ <<= Switchto UNIXDIR
[UNIX@localhost UNIXDIR]S touch file.txt <= Youcan create aempty fle
[UNIX@localhost UNIXDIR]$ 1s -lh file.txt <<= Display the permission

-rw-rw-r--. 1 UNIX UNIX © Nov 10 15:63 file.txt
UNIXDIR ownership belong to UNIX user. Hence you can switch to UNIXDIR
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[root@localhost ~]# ls -1dh /Cent0S/
drwxr-xr--. 2 root LINUX 6 Nov 10 14:53 /Cent0S/

[root@localhost ~]# ls -ldh /UNIXDIR/

drwxrwxr--. 2 root UNIX 22 Nov 10 15:03 /UNIXDIR/
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[root@localhost ~]# su LINUX <= Switch to LINUX user
[LINUXGlocalhost root]$ cd <= Switchto LINUX home directory

[LINUX@localhost ~]$ cd /UNIXDIR/ <= Try to access UNIX user Directory

bash: cd: /UNIXDIR/: Permission denied <= Unable to access because UNIXDIR having
[LINUXGLocalhost ~]$ exit cmersig SN e

exit

[root@localhost ~]# su UNIX <= Switchto UNIX user

[UNIX@localhost root]$ cd <= Switchto UNIX user home directory

[UNIX@localhost ~]$ cd /Cent0S/ <= Tiyto access CentOS directory

bash: cd: /Cent0S/: Permission denied <:=Unable to access because CentOS directory
having the ownership of LINUX user
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[root@localhost

~1#
~1#
~1#
~1#
~1#
~1#
_1#

mkdir
chown
chown
chmod
chmod
chmod
chmod

/Cent0S

/UNIXDIR

-R :LINUX /Cent0S
-R :UNIX /UNIXDIR
-R g-w /Cent0S

-R 0-x /Cent0S

-R g+w /UNIXDIR
-R 0-x /UNIXDIR
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[root@localhost ~]# su UNIX
[UNIX@localhost root]$ cd

[UNIXGlocalhost ~]$ cd_/USERDATA/
[UNIXGlocalhost USERDATA]$ cat userfile.txt <= Youcanaccess the file located
his is Linux Lab inside /USERDATA.
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[root@localhost ~]# setfacl -m g:Administrator:rwx -R /USERDATA/
[root@localhost ~]# su UNIX

[UNIX@localhost root]$ cd

[UNIX@localhost ~]$ cd /USERDATA/

[UNIX@localhost USERDATA]$ touch admin.txt
[UNIX@localhost USERDATA]$ 1s -lh admin.txt
|- rw-rw-r--. 1 UNIX UNIX @ Nov 10 15:39 admin.txt
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[root@localhost ~]# su UNIX
[UNIX@localhost root]$ cd
[UNIX@localhost ~]$ cat /USERDATA/userfile.txt

at: /USERDATA/userfile.txt: Permission denied
[UNIX@localhost ~]$






OEBPS/images/Figure-2.7.jpg
root@evan:~/Desktop
File Edit View Search Terminal Help

[rooteevan Desktop]# [touch gkp. txt
[rooteevan Desktop]#
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[root@localhost ~]# setfacl -m g:Reader:rx -R /USERDATA/|
[root@localhost ~]# su LINUX
[LINUX@localhost root]$ cd

[LINUX@localhost ~]$ cat /USERDATA/userfile.txt
his is Linux Lab
[LINUX@localhost ~1$
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[root@localhost ~]# mkdir /USERDATA
[root@localhost ~]# ls -1d /USERDATA/

drwxr-xr-x. 2 root root 6 Nov 10 12:19 /USERDATA/
[root@localhost ~]# cat > /USERDATA/userfile.txt
IThis is Linux Lab

[11+ Stopped cat > /USERDATA/userfile.txt
[root@localhost ~]# ls -lh /USERDATA/userfile.txt

-rw-r--r--. 1 root root 18 Nov 10 12:19 /USERDATA/userfile.txt
[root@localhost ~]# chmod -R 750 /USERDATA/

[root@localhost ~]# 1s -1d /USERDATA/

drwxr-x- 2 root root 26 Nov 10 12:19 /USERDATA/
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[ root@localhost ~ -J# mkdir /test]
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root@ewan
File Edit View Search Terminal Help

[root@ewan Desktop)# [rm - vishal.txt
[root@ewan Desktop]#
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root@ewan

File Edit View Search Terminal Help

[root@ewan Desktop]#

pvd

Toot/besktop ]

[root@ewan Desktopl#

1-Check the locaion of present working directory
] 2-Check the fle ghp titis present or not

total 12¢ —_—
-nu-r--r--. 1 root root 11 bec 26 10:30[gkp. txt
[aruxr-xr-x. 3 root root 4.0K Dec 26 07:24 proje
-rw-r--r--. 1 root root 11 Dec 26 08:46 vishal.txt
[root@ewan Desktop]# [ gkp.txt] 3- remove the file by command rm
: 7
B etaes l;igt:s;];‘" OKP-TXE? V| 4 Type yif you are not using -£ Gorcefully) switch
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[ rootelocathost ~14 Systemctl status session-4.scop
|o session-4.scope - Session 4 of user root
Loaded: loaded (/run/systend/systen/session-4.scope; static; vendor preset:
disabled)
Drop-In: /run/systemd/systen/session-4.scope.d
L_50-After-systend-logind\x2eservice.conf, 50-After-systemd-user-se
ksions\x2eservice.conf, 50-Description.conf, 50-SendSIGHUP.conf, 50-Slice.confcutablel
| 50-TasksMax.conf
Active: active (running) since Sun 2020-11-15 10:17:33 IST; 1h llmin ago
[CGroup: ] /user. stice/user-0.slice/session-4. scope
Ezm gdn-session-worker [pan/gdn-password]

~scope]

2503 /usr /bin/gnone-keyring-daenon --daemonize --Login
2507 /usr/Libexec/gnome-session-binary --session gnone-classic. ..
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[root@nisclientnode ~]# showmount -e 192.168.2.110
Export list for 192.168.2.116:

/nfsdir +

Server IP address
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[root@nfsserver network-scripts]# vi /etc/sysconfig/network-scripts/ifcfg-enpes:
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root@ewan:~/Desktop
ferminal_Help
Q

Ele Edit View Search
[rooteewan Desktop]# [ls

[dnixr-xr-x. 3 root root 4.0K Dec 26 07:24 project
[drwxr-xr-x. 2 root root 4.6K Dec 26 11:18 [En]

[rooteewan Desktop]# [radir_ran|
[root@ewan Desktop]#
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root@ewan:~/Desktop

File Edit View Search Terminal Help

[root@ewan Desktop]# [iv_star. txt vishal. txt
[root@ewan Desktop]#
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root@ewan:~/Desktop

File Edit View Search Terminal Help

[rootGewan Desktop]#

T project/ab/

|-rw-r--r--. 1 root root 11 Dec 26 08:31 gkp.txt

[Fri=r--r--. I oot root 14 Dec 26 07:26 ivan. tx{]

rwereore

1 root root 26 Dec 26 08:00 test.xt

[root@ewan Desktop]#






OEBPS/images/Figure-2.96.jpg
File Edit View Search Terminal Help
[ root@ewan Desktop)# [V _test.xt ivan.txt project/lab/ Al
[ root@ewan Desktop]#
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[ root@localhost ~]# id Adminuser
Juid=1007 (Adninuser) gid=1811(Adminuser) groups=1011(Adminuser),10(wheel)
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# Restrict access to the server...
<Location />
Order_allow,deny

Allow from all|<i=yEveryone can access the printer

</Location>
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[ root@localhost ~ -]# systemctl list-units --type=scope --all | more|
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[root@webserver ~]# firewall-cmd --permanent --get-ipsets

<INo ipset present

[root@webserver ~]#
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yewan:~/Desktop
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[rooteewan Desktopl# 1s -lh

otal 12K

-ri-r--r--. 1 root root 11 Dec 26 07:25 gkp.txt
drwxr-xr-x. 3 root root 4.6K Dec 26 07:24 project
-rv-r--r--. 1 root root 11 Dec 26 08:46 vishal.txt
[root@ewan Desktop]# D=0 KD TXT VISHAU. XY 7TesUINGz]

[rootgewan Desktop]# [[s -Th /testing/]

otal 8.0K
-rw-r--r--. 1 root root 11 QkD txt
-r-r--r--. 1 root root 11|Dec 26 08:46|vishal.txt
[rootGewan Desktop]#
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(rooteewan Desktop]#[Ts T g
otal 1€
|- rw-r--r--. 1 root root 11 [pec 26 07:25]gkp. txt
firwxr-xr-x. 3 root root 4.0K Dec 26 07:24 project
1 root root 11 :zm 76 08:46] vishal. txt
(rootGewan Desktop]# cp -p gkp.txt vishal.txt /testing/

[ root@ewan Desktop]#
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root@ewan:~/Desktop

File Edit View Search Terminal Help

[rooteewan Desktop]# [cp R * /student/ B
[root@ewan Desktop]#





OEBPS/images/Figure-2.90.jpg
root@ewan:~/Desktop
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[root@ewan Desktop]# [cp /student/oracle.txt /root/Desktop/project/lab/ 2
[root@ewan Desktop]#
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[root@evan Desktop]#

[root@evan Desktop]#

[mkdir project

ﬁme of directory
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[rooteewan Desktop]#[Ts_—Th project/Lab/
total 4.0k

-rw-r--r--. 1 root root 11 Dec 26 08:31 PKp.txt
[root@ewan Desktop]#
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[Rdninuser@localhost ~Is sudo passwd abc
sudo] password for Adninuser
hanging password for user abc.

: The password fails the dictionary check - it is too simplistic/systematic
etype new password:

asswd: all authentication tokens updated successfully.

Adninuserglocalhost ~]$ su abc

assword:

abc@localhost Adminuser]s
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[root@localhost ~]# su Adminuser
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[root@dnfserver ~]# systemctl restart httpd
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ttpd.service — /usr/lib/systemd/system/httpd.service.
[root@dnfserver ~1#
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[root@targetserver ~]# cd /var/log
[root@targetserver logl#





OEBPS/images/Figure-11.17.jpg
[root@localhost ~]# /usr/lib/systemd/systemd-hostnamed]|
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[enp8s3: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192.168.1.106 netmask 255.255.255.0 broadcast 192.168.1.255|
inet6 fe80::a00:27ff:fe8b:7bf1 prefixlen 64 scopeid Ox20<link>
ether 08:00:27:8b:7b:f1 txqueuelen 1000 (Ethernet)
RX packets 10935 bytes 1629252 (1.5 MiB)
RX errors 0 dropped 8 overruns © frame @
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TX errors 8 dropped © overruns 8 carrier 8 collisions @
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[root@dnfserver ~]# vi /etc/yum.repos.d/test.repd
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[root@dnfserver ~]# mount /dev/cdrom /mnt/
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ly.
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[root@dnfserver ~]# chcon -Rt httpd_sys_content_t /localdir/
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[root@dnfserver ~]1# systemctl restart httpd
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#
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CGroup: /system.slice/xinetd.service
L6790 /usr/sbin/xinetd -stayalive -pidfile /var/run/xinetd.pid
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[test@gkp root]S
[ login with test user

You have switched from root user to test user|
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Setup Wizard.

Version 5.0.0
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[root@nas ~]# mount -av
: ignored
already mounted
ignored
: /testing does not contain SELinux labels

You just mounted an file system that supports labels which does not
contain labels, onto an SELinux box. It is likely that confined
applications will generate AVC messages and not be allowed access to
this file system. estorecon(8) and mount(8

[ successfully mounted
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[rootenas ~1# [[dIsk T /dev/sdb]

pisk /dev/sdb: 10.7 GB, 10737418240 bytes, 20971520 sectors
units = sectors of 1 * 512 = 512 bytes
sector size (logical/physical): 512 bytes / 512 bytes

1/0 size (minimum/optimal): 512 bytes / 512 bytes
pisk label type: dos
pisk identifier: 0x02954f7c

start End Blocks
/dev/sdbl 2048 9766911 4882432
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[root@nas ~]# umount /dev/md10
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# Restrict access to the admin pages. ..
<Location /admin>

Order allow,den:
Allow from localhost|<1 The admin pages accessible from printserver only

</Location>
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[root@nas --zero-superblock /dev/sdbl
[root@nas --zero-superblock /dev/sdcl

[root@nas --zero-superblock /dev/sdd1
[root@nas --zero-superblock /dev/sdel
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[rootenas ~]# cat /proc/mdstat]

Personalities : [raidle]
used devices: <none>
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) 8 17
1 8 33 active /dev/sdcl
2 8 49 active /dev/sdd1
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65 active /dev/sdel

4 8 81
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[rootenas ~]# Imkdir /partdir]

[root@nas
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[root@nas ~]# mdadm /dev/md16 --fail /dev/sdbl]
Indadm: set /dev/sdbl faulty in /dev/md16
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[root@nas ~1# cat /proc/mdstat
: [raid1e]
sdel[3] sdd1[2] sdc1[1]]|sdbl[@](F)

Personalities
nd10 : active raidle
4188160 blocks 2 512K chunks 2 near-copies [4/4] [UUUU]

unused devices: <nones.
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4 8 81 ) spare [Febuilding _/dev/sdi1
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1 8 1
2 8 a9 2 active sync set-A  /dev/sdd1
3 8 3

65 active sync set-B  /dev/sdel

0 8 17 faulty /dev/sdb]]
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[root@nas ~]# mdadm --detail /dev/md10
/dev/md1e:

Number  Major Minor RaidDevice State
4 8 81 7dev7sd
33 i /dev/sdc

1
2 a9 i /dev/sdd:
3 65 i /dev/sde:

17
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[root@nas ~1# cat /proc/mdstat
Personalities : [raid10]
mdle : active raid1e sdf1[4] sdel[3] sddl[2] sdcl[1]

4188160 blocks super 1.2 512K chunks 2 near-copies [4/4] [UUUU]|

unused devices: <none>
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[rootenas ~1#[Fdisk /dev/sdb

elcome to fdIsk (UTIL-TInuX 2.23.2).

hanges will remain in memory only, until you decide to write them.
e careful before using the write command.

Pevice does not contain a recognized partition table
ilding a new DOS disklabel with disk identifier 0x45585230.

onmand (m for help): n
partition type:
p primary (6 primary, o extended, 4 free)
e extended
Belect (default p): p
partition number (1-4, default 1): 1
irst sector (2048-4194303, default 2048):
sing default value 2048
ast sector, +sectors or +size{K,M,G} (2048-4194303, default 4194303):
sing default value 4194303
Partition 1 of type Linux and of size 2 GiB is set

onmand (m for help): t
belected partition 1
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[root@nas ~]# lsblk -f
FSTYPE LABEL UUID

sda2 swap
sda3 xfs
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Command (m for help): t
selected partition 1

Hex code (type L to list all codes): fd

Changed type of partition 'Linux' to 'Linux raid autodetect

comnand (m for help): wq
The partition table has been altered

calling ioctl() to re-read partition table
Syncing disks.
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[[root@localhost cp /usr/share/doc/dhcp-4.2.5/dhcpd. conf .example /etc/dh
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7etc/Tstab
Created by anaconda on Tue Apr 21 13:04:08 2620

Accessible filesystens, by reference, are maintained under '/dev/disk’
See man pages fstab(5), findfs(8), nount(8) and/or blkid(8) for more info

IUTD=452085b5 - ab9d- 4994 5226 €2244382470f / xfs  defaults ool
JUID=533603bc 6309 424d b790-773813ed8751_sboot xfs___defaults o of
JUTD=5519ab92-1794-442b D359 -§39712314485 /partdir extddefaults o
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[(rootauebserver ~1# fireall-cd --add-rich-rule='rule protocol value=tcp reject’
Jsuccess
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[rootenas ~]# mdadm --examine /dev/sdbl /dev/sdcl /dev/sdd
md superblock detected on /dev/sdbl.

md superblock detected on /dev/sdcl.
md superblock detected on /dev/sddl.
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[root@nas ~]# mdadm

|/ dev/sdb:
MBR Magic

MBR Magic :

Partition[e]

[rootenas ~J#

aas5

--examine /dev/sdb /dev/sdc /dev/sdd

4192256 sectors at

4192256 sectors at

4192256 sectors at

2048 (type fd)

2048 (type fd)

2048 (type fd)
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[rooténas ~]# cat /proc/mdstat

ersonalities : [raids] [raids) [raioa]
5 ¢ active raids sddl(3] sdc1{1] sdbl(o]
4188160 blocks super 1.2 level 5, 512k chunk, algorithm 2 [3/2] [U_]

i

b s G

recovery =

11.3% (238336/2094080) finis!

2. 1nin speed=2535K/sec
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reate /dev/nds --level 7dev/sdbl /dev/sdcl /dev/sadl]
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[root@nas ~]# mdadm -E /dev/md5 /dev/sd[b-c]1
mdadm: No md superblock detected on /dev/mds

/dev/sdbl:

Magic :
Version :

Feature Map :

Array UUTD :

Name :

Creation Time :
Raid Level
Raid Devices

a92bdefc

1.2

0x0
dsegbfe7:8c8eBa3b:6591deee: 04db3456
nas:5 (local to host nas)

Thu May 14 21:23:41 2020

raids

3
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Toot@nas ~]# cat /proc/mdstat
Personalities : [raide] [raids] [raid4]
nds : active raids sdd1[3] sdci[1] sdbile]
4188160 blocks super 1.2 level 5, 512k chunk, algorithm 2 [3/3] [Uuu]

lunused devices: <none>
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root@nas ~1# df -H /dev/mds

ilesystem size Used Avail Use% Mounted on|
dev/mds. 4.26__17M 4.0G__ 1% /raidsdir
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7etc/Tstab
Created by anaconda on Sat May 9 19:35:09 2020

Accessible filesystens, by reference, are maintained under '/dev/disk’
See man pages fstab(s), findfs(s), mount(8) and/or blkid(s) for more info

JUID=2417856-1526-4972-8802-393ead24f6C3 / xfs  defaults
JUID=79565279-e638.- 4db7 -a933-25d0d1a57171 /boot xfs  defaults

6d5-aec1-446f-af23. coS416469183 sug swap  defaults
dev/mdS [raidsdir] exta]  [defaults]
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[rootelocalhost ~].# systemctl -t help
|Available unit types:
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[[rootelocalhost ~1# [systenctl status dhcpd
dhcpd.service - Di

L disabled)
Active: [ETIoe T since Fri 2018-11:23 12645158 15T, 5h 35nin aao

man; dhcpd conf(5)
Main PID: 3987 (dhcpd)

: "Dispatching packets..."
1

CGroup: /system.slice/dncpd.service
L3987 /usr/sbin/dhcpd -f -cf /etc/dncp/dhcpd.conf -user dhcpd -gr.
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Enter Network Password
Enter your password to connect to: 1921682111

€ Logon filure unknown user name or bad password.

o)
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This server could not prove that it is 192.168.0.15; its security certificate is not trusted by

your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 192.1680,15 (unsafe)
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[root@client ~]# ssh root@l92.168.2.15
root@192.168.2.15's password:

Last login: Fri Nov 20 18:35:22 2020 from 192.168.2.20
[root@webserver ~]#
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[[rootenas ~]# cat Jetc/ndada.con?
RRAY /dev/nd5 leveleraids num-devices=3 netadatasl.2 namesnas:3 UVID=dSeabfe?:Bcsesatb:6s9ldece:04db24ss|
devicese/deu/sdb. /dev/sdel, dev,dd1
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root@nas -um
AME  FSTYP LABEL UUID MOUNTPOINT

xfs 79565a79-688-4db7-2933-a5d0d1a57171 /boot
swap 67faa6d6-aecl-446f-af23-c05d164€9183 [SWAP]
xfs 241c7856-1526-4972-8802-393€ad24f6c3 /

Uinux_raid_member dseobfe7-8cge-8a3b-6591-deeeoddb3dse
extd 9c4d4b05-6074-4714-8a43- 273624928 [/raidsdir

Uinux_raid_member dseobfe7-8cge-8a3b-6591-deeeoddb3dse
extd 9c4d4b05-6074-4714-8a43- 273624928 |/ raidsdir

dsegbfe7-8cBe-8a3b-6591-deeeoddb3ass
9c4d4bo5-6d74-4114-8a43-2c7c362d928 |/ raidsdir
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[root@nas ~1# df -H /dev/md5

[Filesystem size Used Avail Uses Mounted on
dev/mds 4.26__17M_4.0G 1% /raidsdir
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[root@nas ~1# mdadn --grow --raid-devices=4 /dev/mds
[rootenas ~1# cat /proc/ndstat
Personatities : [raids] [raids] [raidd]

active raids sdel4] sddl(3] sbl(e] sdci[1]

Jras
4188160 blocks super 1.2 level 5, 512k chunk, algorithm 2 [4/4] [UUUU]
1.5% (32768/2094080) finish=16.7nin speed=2048K/sec

8 1" reshape

unused_devices: <nones
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[ro;;énas ~1# ﬁdaﬂﬁr}devlmds -f /dev/sdbl]
mdadm: set /dev/sdbl faulty in /dev/md5
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[root@nas ~]# df -H /dev/md5
Size Used Avail Use% Mounted on

6.56  34M 6.4G 1% /raidSdir
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V[root@nés ~1# maadm /d;&/mds --remove /aév/sdbl
Imdadm: hot removed /dev/sdbl from /dev/md5
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default: off

description: The tftp server serves files using the trivial file transfer \
protocol. The tftp protocol is often used to boot diskless \
workstations, download configuration files to network-aware printers, \
and to start the installation process for some operating systens.

ervice tftp

socket_type dgran

protocol udp

wait = yes

user root

server Jusr/sbin/in. tftpd

server are /var/lib/tftpboot
_ﬂﬂn—ﬁl < Mastbe o o cable
1600 2
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[root@nas ~]#
Filesystem

Type
devtmpfs
tmpfs
tmpfs

tmpfs
xfs
xfs
tmpfs

Used Avail Use% Mounted on
© 938M 0% /dev
© 9544 0% /dev/shm
1M 9434 2% /run
© 9544 0% /sys/fs/cgroup
5.76 496 11% /
216M  96M 70% /boot
8.2k 191M
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[root@webserver
success
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{r&ot@nas ~]# jis ;te;;/

. 2 root root 16384 May 18 19:07 lost+found

. 1 root root 0 May 18 19:08 vishal.txt|
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[rootenas ~1# mdadm /dev/md5 -f /dev/sdcl]
imdadm: set /dev/sdcl faultv in /dev/md5
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.[root@n;s ~]# mz}adm --ze;o-superbiock /d?ev/sdblr
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[root@nas ~]# mﬂadm /dev/ﬁds ;r /Hev/sdcl
mdadm: hot removed /dev/sdcl from /dev/md5
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[root@nas ~]# lsblk
MAJ:MIN RM SIZE RO
- 516
300M
50.7G
106

106
106
106

)
0
0
)
0 4.76 /partdir
0
0
)
1 1024M

[root@nas ~]#
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[rootenas ~1# cat > /partdir/test.txt
Welcome to file system ext4

Pz

[1]+ Stopped cat > /partdir/test.txt

[rootenas ~1# 11 /partdir/
total 20
drwx- . 2 root root 16384 Apr 23 16:44 lost+found

-rw-r--r--. 1 root root 28 Apr 23 18:35 test.txt
[root@nas ~1#
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[root@nas ~]# fdisk /dev/sdb
elcome to fdisk (util-linux 2.23.2).

changes will remain in memory only, until you decide to write them.
Be careful before using the write command.

conmand (m for help): n
Partition type:
P primary (1 prinary, 0 extended, 3 free)
e extended
setect (default p): e
Partition number (2-4, default 2):
First sector (9766912-20971519, default 9766912):
Using default value 9766912
Last sector, +sectors or +size{K,M,G} (9766912-20971519, default 20971519)
using default value 20971519
Partition 2 of type Extended and of size 5.4 GiB is set
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comment = This is my first SMB Di
path = /vishalrai
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guest ok = no
writable = yes
browseable = yes
user list = smbuserl
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[rootewebserver ~]#

-list-all ~-Tist-lockdown-whitelist-users
-list-all-zones --List-ports
-list-forward-ports --list-protocols

-list-icmp-blocks --list-rich-rules
-list-interfaces --list-services
-list-lockdown-whitelist-commands --list-source-ports
-list-lockdown-whitelist-contexts --list-sources
-list-lockdown-whitelist-uids
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[root@client ~]# ping 192.168.2.15
PING 192.168.2.15 (192.168.2.15) 56(84) bytes of data.
[From 192.168.2.15 icmp_ses Destination Port Unreachable
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[rootgtargetserver ~1# route add -net 192.168.57.0 netmask 255.255.255.0 gw 1]
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[root@telnetclient ~]# telnet 192.168.2.108

Kernel 3.10.0-957.10.1.el7.x86_64 on an x86_64
Linuxserver login: Ivan

Password:
Last login: Tue Apr 23 17:43:49 from ::ffff:192.168.0.30

[Ivan@linuxserver ~1$
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[root@telnetclient ~]# telnet 192.168.2.108
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Escape character is '"]

[Kernel 3.10.0-957.10.1.el7.x86_64 on an x86_64
[Linuxserver login:
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[root@telnetclient ~1# ping 192.168.2.108
PING 192.168.2.108 (192.168.2.108) 56(84) bytes of data

64 bytes from 192.168.2.108: icmp_seq=1 ttl=63 time=2.61 ms
64 bytes from 192.168.2.108: icmp_seg=2 ttl=63 time=1.72 ms
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[root@localhost ~]# rebood
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[root@telnetclient ~]#
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536
t qlen 1000
link/loopback 00:00:00:00:00:00 brd ©f
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred 1t fo

inet6 ::1/128 scope host
valid 1ft forever preferred 1ft fo
2: enpos3: <BROADCAST,MULTICAST,UP,LOWER
group default qlen 1000

link/ether 08:00:27:f7:db:45 brd ff:f|
inet[192.168.0.30/24] brd 192.168.0.25|
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[Ivan@linuxserver ~]$ su -
Password:
ast login: Tue Apr 23 17:49:28 IST 2019 on :0

[root@linuxserver ~]# ls
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[root@linuxserver ~]# touch telnetfile.txt
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[root@localhost ~J# cd /mnt/
[root@localhost mnt]#
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[root@client ~]# host -t ns linuxtechinc.com
Linuxtechinc.com name server [ns16.domaincontrol.com.
Linuxtechinc.com name server |nsl5.domaincontrol.com.|
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DCAST, RUNNING, MULTICAST> mtu 1500
0] netmask 255.255.255.0 broadcast 192.168.2.255
€/1d:91cf:af98 prefixlen 64 scopeid 8x20<link>
ether 08:00: :de:d7 txqueuelen 1000 (Ethernet)
RX packets 661990 bytes 40605189 (38.7 MiB)
RX errors @ dropped @ overruns @ frame
TX packets 978530 bytes 1436289519 (1.3 GiB)
TX errors © dropped © overruns 0 carrier © collisions @

: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500

inet 10.0.3.15 netmask 255.255.255.0 broadcast 10.0.3.255
::21dd:beBe:1543:7de6 prefixlen 64 scopeid 0x20<link>

ether 08:00:27:45:ca: 8 txqueuelen 1000 (Ethernet)
RX packets 65 bytes 10085 (9.8 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 241 bytes 23429 (22.8 KiB)
TX errors 0 dropped 0 overruns @ carrier 0 collisions
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[root@masterdns ~]# nslookup 192.168.1.10
10.1.168.192.in-addr.arpa name = masterdns

shal.local
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[root@localhost ~J# mount /dev/cdrom /mnt/
mount: /dev/sro is write-protected, mounting read-only

Imount: /dev/sr@ is already mounted or /mnt busy
/dev/sr@ is already mounted on /run/media/root/Cent0S 7 x86_64
/dev/sr@® is already mounted on /mnt
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[root@localhost ~1# who -r
run-level 3 2018-12-18 12:58
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[root@client ~]# dig masterdns.vishal.local

;; ANSWER SECTION:
iasterdns.vishal. local. 86400 IN K 197.168.1.10]

;; AUTHORITY SECTION:
ishal.local. 86400 IN masterdns.vishal.local.|
ishal.local. 86400 IN slavedns.vishal.local.

;i ADDITIONAL SECTION:
lavedns.vishal.local. 86400 1IN 192.168.1.11

; Query time: 3 msec 1
SERVER: [152.168.1.11#53(192.168.1.11)

; WHEN: Tue Jan 19 19:32:14 IST 2021

; MSG SIZE rcvd: 120






OEBPS/images/Figure-6.61.jpg
Address-192.168.2.30/24





OEBPS/images/Figure-13.18.jpg
[root@slavedns ~ 1# chown root:named /etc/named.conf
[ root@slavedns ~1# 1s -1z /etc/named.conf

T 1 root named system_u:object_r:named_conf_t:sO 1
64 Jan 17 19:59 /etc/named.conf
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[rootgtargetserver ~1# route

[Kernel IP routing table
Flags Metric Ref  Use Iface

pestination  Gateway Genmask
jefault gatevay 0.0.0.0 U 100 0 0 enpos3
0.0.0.0 255.255.255.0 U 100 © © enpos3

o

Ll

gatevay 255.255.255.0
0.0.0.0 255.255.255.0 U J
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[root@webserver ~1# firewall-cmd --zone=home --
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zone "vishal.local™ IN {
type slave;

file "slaves/vishal.fwd"
masters { 192.168.1.10; };
};

zone "1.168.192.in-addr.arpa" IN {
type slave;

file "slaves/vishal.rev"

masters { 192.168.1.10; };

};

in%lude "/etc/named.rfcl912.zones";
include "/etc/named.root.key";
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[root@ewan Desktop]#
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This file controls the state of SELinux on the system.
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disabled - No SELinux policy is loaded.
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root@server network-scripts]#

bnp0s3: flags=4163<UP, BROADCAST, RUNNING, HULTICAST> mtu 1500
inet 192.168.2.30_ netmask 255.255.255.0 broadcast 192.168.2.255|
inet6 fe80::598:e71d:91cf:af98 prefixlen 64 scopeid 0x20<link>

ether 08:00:27:ea:de:d7 txqueuelen 1000 (Ethernet)

RX packets O bytes 8 (0.0 B)

RX errors 8 dropped 8 overruns 0 frame 0

TX packets 78 bytes 9989 (9.7 KiB)

TX errors 0 _dropped © overruns 6 carrier 8 collisions 0
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[root@localhost ~]# systemctl List-units -





OEBPS/images/Figure-13.46.jpg
Ere—

Outgoing firewall configuration

ol

[Yr——

FoxCickon
Fiewat

i

s g e
S
s g e
Tome g senror
oo g e
oo g seroen
T g s
Tonuonss g sowons
e g wmme

[ U= S S p—

ews
sewsn
XTI 2]
XT3
sewsn
XTI
sewsn
XTI
sewsn

+ won






OEBPS/images/Figure-13.45.jpg
Dashboard Dashboard

Network configuration Dashboard Settings

Event notifcations ‘Show setings

Updates (Bt tocetdomain

users

F— Appliance Community
Version 330

SSH access Uptime o

U setings Community Account  Register

Backup






OEBPS/images/Figure-13.44.jpg
Signin

hitps://192.168.0.15:10443

Username | admin

Password






OEBPS/images/Figure-27.37.jpg
[root@rsyncserver .snapshots]# 1s

root Nov :39 hourly.
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[root@localhost ~]# df -HT

Filesysten Type size Used Avail Use% Mounted on
devtmpfs devtmpfs 2.66 0 2.06  ©% /dev

tmpfs tmpfs  2.66 0 2.06 0% /dev/shm
[tnpfs tmpfs  2.66 9.9 2.06 % /run

tmpfs tmpfs  2.66 0 2.06 0% /sys/fs/cgroup
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OEBPS/images/Figure-13.42.jpg
Y oot e 1 Pyl i e s Nm

e I chech 117 38tss locks ofsaies a1 il coniured 35 Youwsh My chck e onfpuraton ofTetwor based acces conor”
R Py,






OEBPS/images/Figure-4.12.jpg
Eile Edit View Search Teminal Help

rooteewan Desktop]# [[ind ~size +10M] B
. /Windous . ing
[rooteewan Desktop]# s -Lh windows. ing

-rw-r--r--. 1 root root [BHJul 6 2012 jindows-ing]

tewan Desktop]#






OEBPS/images/Figure-13.41.jpg
Step 715: Apply configuration

Congratulations!
"ework Sefp S feady, cick Ok o apply the new configuration

OK, apply configuraton |






OEBPS/images/Figure-8.33.jpg
broadcast 192.168.2.255
prefixlen 64 scopeid 0x20<link>
ether 06:00:27:eatde:d7 txqueuelen 1000 (Ethernet)

RX packets 6 bytes 0 (0.0 B)

RX errors 0_dropped 0 overruns @ frame

TX packets 78 bytes 9989 (9.7 KiB)

TX errors © dropped © overruns  carrier 8 collisions ©






OEBPS/images/Figure-13.40.jpg
Step 6/5: Configure default admin mail
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[root@localhost ~]# firewall-cmd
success

[root@localhost ~]# firewall-cmd
arning: ALREADY ENABLED: dhcp
success

[root@localhost ~]# firewall-cmd
larning: ALREADY ENABLED: 69:udp
success

[root@localhost ~]# firewall-cmd
arning: ALREADY ENABLED: 69:tcp
success

[root@localhost ~]# firewall-cmd
success

--permanent --add-service=http|

--permanent --add-service=dhcp

--permanent --add-port=69/udp
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--reload
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[root@rsyncserver ~]# cd /.snapshots/
[root@rsyncserver .snapshotsl# ls
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[root@rsyncserver mybackupl# ls
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[Troot@locathost ~1# mkdir /var/lib/tftpboot/pxelinux.cfg
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[root@server ~]# ifconfig enp@s3 down|
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l[root@sshserver ~]#
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[root@sshclient ~]# ssh -p 2223 limiteduserl@192.168.6.30

limiteduser1@192.168.0.30's password:
Permission denied, please try again.
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[root@sshserver ~1# usermod -L limiteduserl
[root@sshserver ~]# passwd -1 limiteduserl
Locking password for user limiteduserl.
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Password: <= Enter password
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[root@dnsserver ~]# chmod 755 /media/ <o Restoring permission|
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[ivan@dnsserver root]$ cd <= Switching to user home directorv
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[ivan@dnsserver medial$ <= You can access the /media
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success

[root@sshserver ~1# firewall-cmd --reload
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[root@sshserver ~]# cryptsetup luksAddKey /dev/sdbl /root/lukskey|
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lost+found test. txt
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root@sshserver ~1# umount /dev/mapper/vishal /vishaldisk/

mount: /vishaldisk/: not mounted
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[root@sshserver ~]# cryptsetup luksOpen /dev/sdbl
ICommand requires device and mapped name as arguments.
[root@sshserver ~]# cryptsetup luksOpen /dev/sdbl vishal

Enter passphrase for /dev/sdbl
[root@sshserver ~1#
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WARNING!
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|Enter passphrase for /dev/sdbl
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[root@rsyncserver ~]# rsync -av -e ssh /home/rsyncuser-1/* root@l192.168.2.111

:/databackup

root192.168.2.111's password: <G Eter lent machine Cheatsiens hog i rot wor
sending increnental file list root password

[sent 134 bytes received 12 bytes 17.18 bytes/sec

[total size is 0 speedup is 0.00






OEBPS/images/Figure-17.13.jpg
-frootéwebserver ~i# sx’/stemctl enable http&





OEBPS/images/Figure-17.12.jpg
[root@webserver
[root@webserver

# systemctl restart httpd|
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irootésquidserver ~1# rbm -q squid*
package squid* is not installed
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root@ewan:~/Desktop

ile Edit View Search Terminal Help

[root@ewan Desktop]#[unzip "~ 2ip" -d project/
Jarchive: ~filell.zip
extracting: project/filell.txt

Jarchive: ~file10.zip
extracting: project/filelo. txt

Archive: files.zip
extracting: project/files.txt

3 archives were successfully processed.
[root@ewan Desktop]#
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[root@webserver ~]# firewall-cmd --list-all --zone=internal
internal (active)

target: default

icmp-block-inversion: no

interface:

sources: ipset:whiteip

services: dhcpv6-client mdns samba-client ssh

ports:
protocols:
masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:
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[root@localhost ~]# ifconfig enp®s3

lenps3:

lags=4163<UP, BROADCAST [RUNNING JMULTICAST>
inet 192.168.1.108 netmask 255.255.255.0

inet6 fe80::5e0d:f730:83ce:19fc prefixlen
ether 08:00:27:66:bd:f8 txqueuelen 1600
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[[root@server ~1# ifconfig enp0s3 192.168.2.30 netmask 255.255.255.0 broadcast 192.168.2.255]
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[root@client ~]# mkdir /databackup|
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# Example rule allowing access from your local networks.
# Adapt to list your (internal) IP networks from where browsing
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[root@squidserver ~1# cat > /etc/squid/badwebsites
. facebook. com
. youtube. com

[1]+ Stopped cat > /etc/squid/badwebsite:
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alh >
[Servernane www.vishal. con]
DocumentRoot /var/www/html/vishal/
ServerAlias vishal.com
<Location />
Deny from all
#Allow from (Set IP to allow access without password)
AuthUserFile /etc/httpd/.htpasswd
AuthName "Message from System Administrator This is Restricted Area”
AuthType Basic
satisfy Any
require valid-user
Redirect permanent / RTtp://www iva
/Location>
/VirtualHost>

Com

VirtualHost *:80>

ServerName www.ivan.com
DocumentRoot /var/www/html/ivan/
ServerAlias ivan.com
/VirtualHost>

wq
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[root@nas ~]#|fdisk /dev/sdb

UTIl-Tinux 2.23.2).

hanges will remain in memory only, until

Be careful before using the write command)

ommand (m for help):
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[root@webserver ~]# firewall-cmd --get-active-zones
internal
interfaces: enp@s8
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(parted) [aklabel gpt]

larning: The existing disk label on /dev/sdc will be destroyed and all data on
his disk will be lost. Do you want to continue?

res/No? [ves]

(parted)’
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|<IfModule dir_module>

DirectoryIndex vishal.html|
</ITModule>

‘ServerName 192.168.2.70:80

DocumentRoot "/var/www/html/vishal"
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[rootenas ~1#

GNU Parted 3.1

Using /dev/sdc
elcome to GNU Parted! Type 'help' to view a list of commands.

(parted)
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[root@webserver ~]# vi /etc/httpd/conf/httpd.conf
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[root@nas ~]# lsblk
MIN RM  SIZE RO TYPE MOUNTPOINT
. o 516 0 disk
300M 0 part /boot
50.76 © part /
106 0 disk
26 © part
26 © part

16 0 part
106 0 disk
106 © disk
106 © disk

102440 _rom

)
0
0
o
)
o 26 0 part
0
o
)
0
1
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[root@webserver ~]# mkdir /var/www/html/vishal
[root@webserver ~]# ﬂkdir /var/www/html/ivan
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[root@localhost ~J# vi anaconda-ks.cfg
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root@client ~]#|ifconfig enp@s3

npos3: flags=4163<UP,BROADCAST,RUNNING, MULTICAST>
broadcast 152.166.0.255

Thets Te TAECTUUA5T5Cel preTIXTen 64 scopeid 0x20<link>

ether 08:00:27:1b:97:a2 txqueuelen 1000 (Ethernet)

RX packets 193 bytes 26480 (25.8 KiB)

RX errors © dropped 6 overruns © frame O

TX packets 209 bytes 19662 (19.2 KiB)

T) rrors 0 dropped 8 overruns 0

mtu 1500

parrams 8 EalEisane a
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linuxtechno.com, type = A, class = IN
AANSWERS :
-> linuxtechno.com

internet address = @R 40.98. W
ttl = 599

AUTHORITY RECORDS:

ADDITIONAL RECORDS:

on-authoritative answer:
jame:  linuxtechno.com
Pddress: 45.40.GH. W
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[root@webserver ~]# firewall-cmd --list-services|
dhcpv6-client http ssh
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[root@webserver ~]#[1fconfig enp0s8
enpos8: Tlags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192.168.2.70 netmask 255.255.255.0 broadcast 192.168.2.255

ineto fego::5ch2:d9b2:cc7b:obbs prefixlen 64 scopeid 0x20<link>
ether 08: 3  txqueuelen 1000 (Ethernet)

RX packets 282 bytes 26617 (25.9 KiB)

RX errors © dropped © overruns © frame

TX packets 1053 bytes 82560 (80.6 KiB)

TX errors 0 dropped © overruns © carrier @ collisions 0
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[rootersyncserver ~1# ssh-keygen

enerating public/private rsa key pair.

nter file in which to save the key (/root/.ssh/id_rsa): < PressEnter key
nter passphrase (empty for no passphrase): < JPress Enter key

nter same passphrase again: < Press Enter key

our identification has been saved in /root/.ssh/id_rsa.

our_public key has been saved in /root/.ssh/id rsa.pub.
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[root@nas ~]# mkdir /test
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root@nas ~1# mkfs.ext4 /dev/sdcl
ke2fs 1.42.9 (28-Dec-2013)
ilesystem label=

S type: Linux

lock size=4096 (log=2)

ragment size=4096 (log=2)
tride=0 blocks, Stripe width=0 blocks

22160 inodes, 487936 blocks

4396 blocks (5.00%) reserved for the super user
irst data block=0

aximum filesystem blocks=501219328

5 block groups

2768 blocks per group, 32768 fragments per group
144 inodes per group

uperblock backups stored on blocks

32768, 98304, 163840, 229376, 294912

llocating group tables: done
riting inode tables: done

reating journal (8192 blocks): done

itinn simarblocks mnd filesvetes aceointing inforaltion: deos
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[root@nas ~1# bLkid
"533609bc -6309-424d-b790-773813ed8751"
ab2d85bS -ab9d- 4994-b226 -€22d43824701 " TYPE="xfs"
"8519ab92-1794-442b-b959-839712314489" exta®
*1347249-d7a7-4b60-8621-dbeb738ase 6"  PARTLABEL="primary’
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(parted) [print]

Model: VMware, VMware Virtual S (scsi)
pisk /dev/sdc: 10.7G8

sector size (logical/physical): 512B/512B

start  End size  File system Name Flags
©.00GB 2.00GB 2.00GB primary
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[root@nas ~1#[fdisk -1 /dev/sdb)

Disk /dev/sdb: 10.7 GB, 10737418240 bytes, 20971520 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

1/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos
Disk identifier: 0x02954f7c

Device Boot start End Blocks Id System
2048 9766911 4882432 83 Linux

9766912 20252671 5242880 5 Extel
/dev/sdbs. 9768960 13674495 1952768 83 Linux
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<VirtualHost *:80>

ServerName www.vishal.com
DocumentRoot /var/www/html/vishal/
ServerAlias vishal.com
</VirtualHost>

<VirtualHost *:80>

ServerName www.ivan.com
DocumentRoot /var/www/html/ivan/
ServerAlias ivan.com
</VirtualHost>
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“nofork --nopidfile

root 11650 2674 90:60:00 grep

-switched-root --systen

2 /usr/Lib/systend/systend-fournald
:00:01 /usr/Uib/systend/systend-udevd
00:00:05 /usr/bin/dbus-daemon --systen --addressasystend:

:00 /usr/Lib/systend/systend-ogind
Eoloresuto syibud
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[changes will remain in memory only, until you decide to write them.
B careful before using the write command.

lconmand (m for nelan <3 Addnew partition
partition type:

rinary rinary, 1 extended, 2 free)
[setect (default pi < Use I o create logical parition

rading logical partition 5
First sector (9768960-20252671, default 9768960) : <= Enter

using default value 9768960

Last sector, +sectors or +size(K,M,G} (9768960-20252671, default 20252671
partition 5 of type Linux and of size 1.9 GiB is set

comnand (m for help) <2 Write the changes on reboot
he partition table has been altered!

[catting ioctl() to re-read partition table.

ARNING: Re-reading the partition table failed with error 16: Device or resource busy.|
he kernel still uses the old table. The new table will be used at
the next reboot or after you run partprobe(s) or kpartx(s)
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html>
<head>
<title> www.ivan.com </title>
</head>
body>
<hl> Hello, Welcome to www.ivan.com </hl>
/body >
/html>
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[root@webserver ~]# firewall-cmd --list-all --zone=drop
drop

target: DROP

icmp-block-inversion: no

interfaces:

sources:

services:

ports:
protocols:
masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:






OEBPS/images/Figure-10(A)(A).2.jpg
[root@nas ~]# lsblk
INAME ~ MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

sda 8:0 0 516 0 disk
tsdal 8:1 0 300M © part /boot
sda2  8:2 0 50.7G O part /
sdb 8:16 0 106 0 disk
sdc 8:32 0 106 0 disk
sdd 8:148 0 106 0 disk[<7Added
sde 8:64 © 106 0 disk FaelaE
sro 11:0 1 1024M_0 _rom
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.lroot@webserver ~1# rpm -qa' httpd
httpd-2.4.6-90.el7.centos.x86 64
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[root@nas ~]#

0 disk
© part /boot
o part /
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[root@nas ~]#
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[root@server ~]# netstat -an | less|
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[root@targetserver ~]# ping 192.168.1.2
192.168.1.2 (192.168.1.2) 56(84) bytes of
192.168.1.107 icmp_seq=1 Destination Host
192.168.1.107 icmp_seq=2 Destination Host
192.168.1.107 icmp_seq=3 Destination Host

192.168.1.107 icmp_seq=4 Destination Host

Stopped ping 192.168.1.2
[root@targetserver
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[root@client ~]# cd /databackup/
[root@client databackupl# 1s

1.txt 2.txt 3.txt 4.txt 5.txt





OEBPS/images/Figure-10(A)(A).26.jpg
[root@nas ~1# gdisk -1 /dev/sda
PT fdisk (gdisk) version 0.8.10

Partition table scan:

BSD: not present
APM: not present
GPT: not present|






OEBPS/images/Figure-10(A)(A).25.jpg
Disk Drive: /dev/sdb
size: 10737418240 bytes, 10.7 GB
Heads: 255  Sectors per Track: 63  Cylinders: 1305

Flags Part Type Fs Type [Label]

Unusable
Primary extd
Primary  Linux
Prinary  Linux
Prinary  Linux
Unusable

[ Pprint Quit ] [ units ] [

size (M8)

=y
2147.
2147.
2147.
1073.
3220.

write
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/etc/fstab
Created by anaconda on Tue Apr 21 13:04:08 2020

o
Accessible filesystems, by reference, are maintained under */dev/disk’
¢ see man pages fstab(s), findfs(8), nount(8) and/or blkid(8) for nore info

NG

uuo=ab2d8ss -abod-4994-b226-e2204362470f / xfs  defaults 00
u10-533609bc -6309-424d-b790.773813ed8751 /boot xfs  defaults 60
u110-55 192092 1704 4420 095983971231 4389 sparta s gesaulr Py
LUID=0 1241672 e955-de7a 8163 4d6c649a6da7_/Logicaldir extd_defaults 00
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[root@nas ~]# [blkid

/dev/sdal: 33609bc-6309-424d-b790-773813ed8751" TYPE
/dev/sda2: b2d85b5-abod - 4994 -b226-£22d4382470f" TYPE
/dev/sdbl: 519ab92-1794-442b-b959-839712314489" TYPE
/dev/sdbs: 247672-€955-4e7a-8163-446649a6da7" TYPE

[/dev/sdb6: 2713782-7590-4667-b037-e5d8e91a344e" TYPE:
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[rootenas ~1# mkfs.ext4 /dev/sdbs
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<VirtualHost *:80>

ServerName www.vishal.com
DocumentRoot /var/www/html/vishal/
ServerAlias vishal.com

ServerName www.ivan.com
DocumentRoot /var/www/html/ivan/
ServerAlias ivan.com
</VirtualHost>
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[[root@nas ~1# mdadm --create /dev/mde --level=stripe --raid-device:

dadn: /dev/sdcl appears to contain an ext2fs file system
512e=1951744K _mtime=Sat Apr 25 20:20:54 2020

continue creating array? (y/n) y

[mdadn: Defaulting to version 1.2 metadata

[ndadm: array /dev/mdo started.

/dev/sdlc-d11
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# DHCP Server Configuration file.
see /usr/share/doc/dhcp*/dhcpd. conf. exanple
see dhcpd. conf(5) man page

Hans -update-style interim;
fignore client-updates;
uthoritative;

Llow booting;

Llow bootp;

hllow unknown-clients;

ginternal subnet for my DHCP Server

fubnet 192.168.2.0 netmask 255.255.255.0 {
ange 192.168.2.31 192.168.2.35;

pption broadcast-address 192.168.2.255;
Hefault-lease-time 600;

ax-lease-time 7200;

4IP of PXE Server
ext-server 192.168.2.3
ilename "pxelinux.0
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[root@nas ~]#[mdadm _E /dev/sd[c-d]1

No md superblock detected on /dev/sdcl
No md superblock detected on /dev/sddl






OEBPS/images/Figure-30.38.jpg
[127:0-8:1 Tocalios< tocathost: Iocaldemain, locsliosts: toca hostd. ocatcomnd
Localhost localhost.localdomain localhost6 localhosts.localdomaint|
192.168.2.111  mailserver. test.local test.local mailserver
192.168.0.30 __ dnsserver.test.local test.local dnsserver
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[Setlect (default p):[p]
Partition number (1°7, default 1):

First sector (2048-20971519, default 2048):
using default value 2048

Last sector, +sectors or +size{k,M,6) (2048-20971519, default 20971519): +5GB
Partition 1 of type Linux and of size 4.7 GiB is set
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[root@server network-scripts]# systemctl restart NetworkManager
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rooténas ~1# [1disk /gev/sdc |

elcone to fdisk (uTil-linux 2.23.2)

hanges will remain in senory only, until you
e careful before using the write comsand

o p—

elect (defautt p)
artition number (
{15t sector (2048-20971519, default 2048):
ing GETauTt value 2048

a5t sector, +sectors or +size(K,,G) (2048-20F
Sing defauit value 20971519

artition 1 of type Linue and of size 18 618

omnand (m for help)
he partition table has been altered!

alling 10ctl() to re-read partition table.
ML dbsks.

{15t sector (2048-20971519, default 2048)

hanges will remsin in menory only, until you decide
e careful before using the write command

oanand (a for help)

e 0
b primary (0 prinory, © extended, 3 free)
e

etect (seautt p):

artition number (14 defaute 1): ]

sing default value 2048
ast sector, +sectars or +size(k .G} (2048-20971519,,

he partition table has Been altered!

alling 1octl() to re-read partition table.
s i
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doesn't have a registered name, enter its

ferverhame 192.168.2.15:80

# DocunentRoot: The directory out of which you will serve your

# docunents. By default, all requests are taken from this directory, but
# synbolic Links and aliases may be used to point to other locations.

&3
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[[rootenas ~1# cat /proc/mdstat
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nused devices: <none>
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[root@nas ~]#|mdadm -E /dev/sd[c-d]1

/dev/sdcl:
Magic : a92bdefc
Vversion : 1.2
Feature Map : 0x0
Array UUID : bd257041:ff541ede:0d01d1dd: 030529
Name : nas:@ (local to host nas)

Creation Time : Sun Apr 26 12:21:21 2020
Raid Level : raido

Raid Devices : 2

Device Role : Active device ©

ay Sfate : AA ('A' == active, '.' == missing,
dev/sdd1:
agic : a92bdefc

Version : 1.2
Feature Map : 0X0
Array UUID : bd257041:ff541ede:0d01d1dd:03ff0529
Name : nas:@ (local to host nas)
Creation Time : Sun Apr 26 12:21:21 2020
Raid Level : raido
Raid Devices : 2
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[root@nas~]# parted
GNU Parted 3.1
Using /dev/sda

(perted) [print free]

Model: Oracle Virtual Box (scsi)

Disk |/dev/sdb: 2147MB

Sector size (logical/physical): 512B/512B

End Size File system Name Flags|

17.4kB 1049kB 1031kB Free Space
1 1049kB 2048MB 2047MB ext4 BACKUP

2048MB 2147MB 99.6MB Free Space
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[root@nas ~]# parted <o 2

GNU Parted 3.1

sing /dev/sda

elcome to GNU Parted! Type 'help’ to view a list of commands.
(parted) select /dev/sdc <=3

sing /dev/sdc

(parted) print <=4

lodel: VMware, VMware Virtual S (scsi)

Disk /dev/sdc: 2147MB

Sector size (logical/physical): 512B/512B

Start End size  File system Name Flags
1049kB 2048MB 2047MB extd Primary

(parted) ml<as
(parted)






OEBPS/images/Figure-6.78.jpg
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retc/fstab
Created by anaconda on Tue Apr 21 13:4:08 2020

Accessible filesystens, by reference, are maintained under /dev/disk
See nan pages fstab(s), findfs(s), mount(s) and/or blkid(s) for more info
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v
"
"
v
"
"

JuuTo=ab2dss-aboa-4994-b226-e2244382470f / s defaults
JuuTo=533600bc -6309-4244-b790-773813¢48751 /boot xfs defaults

JUT0=0¢1cc14-0564-41fc-abld- 26209994280 /test extd defaults






OEBPS/images/Figure-8.22.jpg
np0s3
0962b37 - f6ab-4ced-be3-3a35f1cd349c

<3 Type IP address Only






OEBPS/images/Figure-26.57.jpg
@ 192.168.1.1

Signin

hitpy/192.168.1.1
Your connection to this site is not private

Username

Password






OEBPS/images/Figure-27.9.jpg
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root@nas ~]# mdadm -E /dev/mdl /dev/sd
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MBR Magic : aa55
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| /dev/sdc:
MBR Magic : aa55
Partition[e] 4192256 sectors at

2048 (type fd)
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inet 10.6.3.15 netmask 255.255.255.8 broadcast 10.0.3.255
inet6 fe0::21dd:beBe:1543:fde6 prefixlen 64 scopeid 0x20<link>
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RX errors @ dropped 0 overruns © frame 0
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root@localhost ~]# yum install hitpd
oaded plugins: fastestmirror, langpacks

oading mirror speeds from cached hostfile

* base: centos.excellnedia. net
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[root@nas ~]# touch /raide/raide.txt
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total 16

2 root root 16384 Apr 26 16:21 lost+found
1 root root © Apr 26 16:43 raide.txt
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/
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/etc/fstab
Created by anaconda on Tue Apr 21 13:04:08 2020

Accessible filesystens, by reference, are maintained under '/dev/disk’
See man pages fstab(s), findfs(s), nount(s) and/or blkid(8) for more info

IUID=4b2085b5 -ab9d-4994-226 - 2243824701 / xfs  defaults
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Tbbboa - f13a- 4001887 0617b45cd429 /ralde. exta  defaults
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[root@nas ~]#[fdisk /dev/sdd
elcome to fdisk (util-linux 2.23.2).
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he partition table has been altered!

alling ioctl() to re-read partition table.
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root@nas ~1#
ke2fs 1.42.9 (28-Dec-2013)
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bs type: Linux
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05216 inodes, 1220608 blocks
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riting inode tables: done

reating journal (32768 blocks): done
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[root@webserver ~1# firewall-cnd --permanent --zone=internal --add-interface=e
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success

[root@webserver ~]# firewall-cnd --reload

success

[root@webserver ~1# firewall-cnd --get-active-zones

nternal
interfaces: enpos3 Checks the status of interface in zone
sources: 192.168.2.20

ublic

interfaces: enposg
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[root@nas ~1# mdadn --grow --raid-devices=4 /dev/mdl --add pdev/sdf /dev/sdg
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lraid_disks for /dev/md) set to 4
(rootanas ~1#]

PPersonatities : [raidil
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[root@nas ~]# cat /proc/mdstat
Personalities : [raidl]
md1 : active raidl sdcl[1]

2094080 blocks super 1.2 [2/1] [ U]

unused devices: <none>
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[root@nas ~]# L1 /test/
total 16
drwx- 2 root root 16384 May 10 19:59 lost+found

-rw-r--r--. 1 root root © May 11 11:22 vishal.txt
[root@nas ~]# cat /test/vishal.txt
[root@nas ~]#
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[rootenas ~1# mdadm /dev/mdl --remove /dev/sdbl
Indadm: hot removed /dev/sdbl from /dev/mdl
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Policy

Location on file /etc/cups/cupsd.conf

‘Allow everyone

Find the Restrict Access to Server directive
<Location />

order allow,deny

Allow from all
</Location>

Allow everyone on local
network

Replace IP address to @LOCAL if IP visible otherwise
replace as given below

<Location />
Order allow, deny
Allow from @LOCAL
</Location>

Restrict
Pages

Administrative

Find the Restrict Access to Admin pages directive
<Location /admin>

Order allow,deny

Allow from all
</Location>

Required  Login
password

system

# Default authentication type,
DefaultAuthType Basic

Require an administrative
user

# Restrict access to log files...
<Location /admin/log>

AuthType Default

Require user @SYSTEM

Order allow,deny
</Location>
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[rootenas ~1# df -H /dev/mdl

Filesystem size Used Avail Use% Mounted on
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[root@webserver ~]#[systemctl status httpd
httpd.service - The Apache HTTP Server

Loaded: loaded (/usr/lib/systemd/system/httpd.|
et: disabled)
Active: [active (running)| since Wed 2020-11-18
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720646 -aecl 44612123 c05016469183 swap swap __defaults 00

Faev7ndl TresT Ext7— defaulis 79
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4192256 sectors at 2048 (type fd)
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See man pages fstab(5), findfs(8), mount(s) and/or blkid(3) for more info
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[[root@localhost ~]# mkdir /var/Uib/tftpboot/pxelinux.cig
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[rootenas ~1# cat /proc/mdstat
personalities : [raid10]
d10

active raid10 sdel[3] sdd1[2] sdc1[1] sdbl[e]

4188160 blocks super 1.2 512K chunks 2 near-copies [4/4] [UUUU)
nused devices: <none>
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[ root@nas ~]# cat /proc/mdstat
personalities : [raid10]
d10 : active raidlo sdel[3] sdd1[2] sdc1[1] sdbl[o]

4188160 blocks super 1.2 512K chunks 2 near-copies [4/4] [UUUU]
(3 i ] _resync = 4.4% (185600/4188160) finish=16.6min|
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[root@nas ~]# mdadm --create /dev/md10 --level=10 /dev/sd[l

Defaulting to version 1.2 metadata
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Toot@nas ~]# cat /proc/mdstat

Personalities : [raidl]
unused devices: <none>
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[root@nas ~]# umount /dev/mdl =——— St~
[rootenas ~]# mdadm --stop /dev/mdl <<7—= Step-2
mdadm: stopped /dev/md1

[root@nas ~]# mdadm --zero-superblock /dev/sdbl
[rootenas ~]# mdadm --zero-superblock /dev/sdcl

[root@nas ~1# mdadm --zero-superblock /dev/sde | < o—1 Step-3|
[rootenas ~]# mdadm --zero-superblock /dev/sdf

[root@nas ~]# mdadm --zero-superblock /dev/sdg

[root@nas ~]#
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[rootenas ~]# mdadm --remove /dev/mdl
Indadm: error opening /dev/mdl: No such file or directoryl
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[rootenas ~]# cat /proc/mdstat
Personalities : [raidl]
d1 : active raidl sdg[4] sdf[3] sde[2] sdc1[1]

2094080 blocks super 1.2 [4/4] [UULU]

nused devices: <none>
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led; httpd running as context system u:system_r:httpd_t:so
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Note:- In s -1d where d switch is used to display the directory with permission
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root@client ~]# ping 192.168.2.15
PING 192.168.2.15 (192.168.2.15) 56(84) bytes of data.

rom 192.168.2.15 icmp_ses Destination Port Unreachable
rom 192.168.2.15 icmp_seq=2 Destination Port Unreachable
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[root@targetserver ~]# [ Switch fo non-roof user vishal
[vishalgtargetserver root]$ cd<=Move tonon-root user vishal home directory
[vishal@targetserver ~1$ cd /etc/grub.d/< The user vishal unable to switch grub.d directory|
bash: cd: /etc/grub.d/: Permission denied

[vishaletargetserver ~1$ cd /etc/grub.d/ 2> error.txt

0y

To move the error permission denied to file error.txt using the 2> operator.To dispaly
the content of error.log run the command cat error.txt
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ServerName www.vishal.com

DocumentRoot /var/wwi/html/vishal/

ServerAlias vishal.com

<Location />
Deny from all
#Allow from (Set IP to allow access without password
AuthUserFile /etc/httpd/.htpasswd
AuthName "Message from System Administrator Restricted Area"
AuthType Basic

satisfy Any

require valid-user
/Location>
/VirtualHost>

VirtualHost *:80>

ServerName www.ivan.com
DocumentRoot /var/www/html/ivan/
ServerAlias ivan.com
/VirtualHost>
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[root@localhost ~]# systemctl start runlevell.target
[root@localhost ~1# runlevel
3 shows you are in runlevel 1 and 3 shows previous runlevel
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[root@linuxfirewall ~]# firewall-cnd --permanent add-nasquerade
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[root@linuxfirewall ~]# firewall-cmd --list-all --zone=public
public (active)
target: default

icmp-block-inversion: no
linterfaces: enp@s8

sources:
services: dhcpv6-client ssh
ports:

protocols:
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DocumentRoot /var/www/html/vishal/
ServerAlias vishal.com
<Location />
Deny from all
#Allow from (Set IP to allow access without password)
AuthUserFile /etc/httpd/.htpasswd
AuthName "Message from System Administrator This is Restricted Area"
AuthType Basic
satisfy Any
require valid-user
/Location>
/VirtualHost>

VirtualHost *:80>

ServerName www.ivan.com
DocumentRoot /var/www/html/ivan/
ServerAlias ivan.com
/VirtualHost>
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[root@linuxrouter ~]# firewall-cnd --change-interface=enpdss --zone=external --permanent
The interface is under control of NetworkManager and already bound to ‘external’

he interface is under control of NetworkManager, setting zone to 'external'.






OEBPS/images/Figure-9.114.jpg
ot@linuxfirewall ~1# firewall-cmd --get-active-zones|

ro
internal

interfaces:
Interfaces:






OEBPS/images/Image51903.jpg
[#NameVirtualHost 192.168.2.70:86)





OEBPS/images/Figure-19.2.jpg
NetworkManager TUI
Please select an option

Edit nection
Activate a connection

Set system hostname

Quit






OEBPS/images/Figure-19.16.jpg
This file controls the state of SELinux on the system.
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permsslve - SELinux prints warnmgs instead of enforcing
- No SELinux policy is loaded.
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iroot@msmaster ~i:¢ firewall-cmd --permanent --add-service=nfs
success

root@nismaster ~]# firewall-cmd --permanent --add-port=808/tcp

[root@nismaster ~]# firewall-cmd --permanent --add-port=868/udp

success

[rootenismaster ~]# firewall-cmd --reload
success
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[rootalocathost ~1# firewall-cnd --permanent --zone=public --add-source=192.168.2.20]
success
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[root@nas ~1# /usr/lib64/yp/ypinit -m

\t this point, we have to construct a list of the hosts which will run NIS
ervers. nismaster is in the list of NIS server hosts. Please continue to ad

he names for the other hosts, one per Line. When you are done with the
ist, type a <control D>.

next host to add: nismaster

next host to add:
he current list of NIS servers looks Like this:

ismaster

s this correct? [y/n: y] y
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heck, sec=sys, rw, secure, ro|
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documents. By default, all requests are taken from this directory, but
symbolic links and aliases may be used to point to other locations.

DocumentRoot "/var/www/html/vishal”
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[root@linuxrouter ~1# sysctl /etc/sysctl.d/i]

Inet.ipva.ip forward = 1
[root@linuxrouter ~]#
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ﬂnet. ipv4.ip_forward=1]
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[root@linuxrouter ~]# vi /etc/sysctl.d/ip_forward.conf]
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[root@localhost ~J# firewall-cmd --list-ports
21/tcp
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[root@client ~]# ping www.google.com
[PING www.google.com (172.217.27.196) 56(84) bytes of datal

64 bytes from bome7s15-in-f4.1e100.net (172.217.27.196):
95.9 ms
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To override a whole file, create a new file with the same in
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[root@localhost ~]-# who -r
run-level 5 2020-11-69 09:10
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] root@evan:~/Desktop
File Edit View Search Terminal Help

[rooteevan Desktop]# [pwd
root/Desktop

[root@evan Desktop]# [AKALr -p Project/ab | «— . mkdir creates directroy project/lab

root@evan Desktopl#

1- Present working directory /root/Desktop
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[root@webserver ~1# htpasswd -c /etc/httpd/.htpasswd vishalrai
ew password: ﬁ

Re-type new password:
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[root@localhost ~1# cd /etc/sysconfig/network-scripts/
[root@localhost network-scripts]# pwd
etc/sysconfig/network-scripts <= Present working Location
[root@localhost network-scripts]# cd ~
[root@localhost ~1# pwd

root <<= User home directory in this case its root's home directory (iroof)
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[root@localhost ~]# cd /etc/sysconfig/network-scripts/<= Switch to network-scripts
[root@localhost network-scripts]# pud

/etc/sysconfig/network-scripts <= Present working Location using pwd command
[root@localhost network-scripts]# cd ../.. <= Swichto two level up from cument directory
[root@localhost etc]# pwd

etc
[root@localhost etc]#
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[root@localhost ~]# cd /etc/sysconfig/network-scripts/
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[[root@linuxfirewall ~1# firewall-cnd --permanent --zone=internal --change-inte rface=enpos3]
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wan:~/Desktop
al_telp
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s

1 root root 13 Dec 26 11:29 Ene1 txt
2 root root 4.0K Dec 26 11:39 system

Desktopl#

1 root root 35 Dec 26 11:30 [file2.txt

Desktop]#

s -1h /testlab/systen/]
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File Edit View Search Terminal Help
[rooteevan Desktop]# s -lh

root root @ Dec 122 gkp.txt
root root 14 Dec dvan. txt
root_root 46K Dec 131 project
Toot root 236K Dec 189 Screenshot-1.png
root root 256K Dec Screenshot. png
1 root root 0 Dec 107 test. txt
[rooteevan Desktop]#
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[root@nas ~1# mkdir /vishalrai

[root@nas ~1# useradd -d /vishalrai/ivan ivan
[root@nas ~1# passwd ivan

Changing password for user ivan.

New password:

BAD PASSWORD: The password is shorter than 8 characters
Retype new password:

passwd: all authentication tokens updated successfully.
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NETWORKING=yes
HOSTNAME=nismaster|
NISDOMAIN=rhce
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[root@nismaster ~]# rpm -qa yp*
ypbind-1.37.1-9.e17.x86_64
yp-tools-2.14-5.e17.x86_64
ypserv-2.31-12.el7.x86_64

[root@nismaster ~]# rpm -qa rpcbind
pcbind-0.2.0-49.e17.x86_64
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[X] Available to all users

<cancel> ETE
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root@testserver ~ dap < Delete user dap but not its home directory
[root@testserver ~]# cd /home/Gap/ < able to switch user dap home directory.it means|
[root@testserver dap]# pwd userdel not delete the home directory

/home/dap I

Show present working
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[root@testserver ~]# usermod -s /bin/tcsh dap
[root@testserver ~]# su dap

[dapetestserver /root]$ echo $SHELL ﬁuewshe"musmp
/bin/tesh

su command used for switching from root user to dap

The echo and variable SHELL display changed shell information
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[root@localhost ~]# usermod -1 VIRIVAN VIR <= VIRIVAN new name & VIX old. Its rename
[root@localhost ~]# su VIR <Tryto switch old account VIR to VIRIVAN
su: user VIR does not exist <=Cannot switch because its rename
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[root@testserver ~]# useradd -u [800] ivancs
[root@testserver ~]# id ivancs < Customized UID

uid=808 (ivancs) gid=1015(ivancs) groups=1015(ivancs))
id command shows user id of user ivancs
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[root@webserver network-scriptsl# cp ifcfg-enposs ifclg-enposs:o
[ root@webserver network-scripts]# cp ifcfg-enp@ss ifcfg-enp@ss:1
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‘mkdir will create a directory testuser at / (root | location
{rootetestserver ~]# useradd -d [TestUser/CompuTer] csuser <o sersccount

[rootetestserver ~# echo ~csuser
testuser/computer o ——

[we have created directory testuser because we have to run the command with specified path.
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[root@localhost network-scripts]# ifconfig | less
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[Unit]
Description=mounting with systemd

[Mount]
What=/dev/sdb1/< 1 Partition the sdb disk i.e sdb1

Where=/test <O Create a directory test under root
Type=ext4 <oDefine file system ext4

[Install]
WantedBy=multi-user.target
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[[root@localhost ~]# firewall-cmd --list-all-zones
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Congratulations!
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(@ Use IS0 image:
Iroot/Downloads/CentOS-7-x86_64-Min | ~ | Browse

[ Automatically detect operating system based on install media

05 type: Linux
Version: CentOS 7
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[rnnt@localhnst SKel]# touch testfllel tesfile2
[root@localhost skell# ls -lh

. 1 root root @ Nov
. 2 root root 6 Nov

14 21:15 tesfile2
14 21:14 test
14 21:15 testfilel

. 1 root root @ Nov
#
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[root@localhost ~]# cd /etc/skel/
[root@localhost skell# ls -alh

root
root
root
root
root
root

root
root
root
root
root
root

78 Nov
12K Nov
18 Apr
193 Apr
231 Apr
39 Oct

_bash_logout
_bash profile
_bashrc
_mozilla





OEBPS/images/Figure-2.27.jpg
[
rnnt@lncalhnst Z1# oroupadd hr
root@localhost ~]# useradd -m -u 1100 -G prod,hr tom

root@localhost ~]# id tom

100(tom) gid=1100(tom) groups=1100(tom),1013(prod),1014(hr)
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[root@testserver ~]# userdel -r unixuser&a 1
[root@testserver ~]# su unixuser«<s=2

su: user unixuser does not exist
[root@testserver ~]# cd /home/unixuser <=3

-bash: cd: /home/unixuser: No such file or directory

1- Delete user along with home directory
2-Unable to swith user
3- Unable to switch user home directory because it is deleted by using the command userdel -r|
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[rootGtestserver ~1# grep accounts /etc/passwd
accounts:x: 1002:1002: :/home/accounts]: fbin/bash

&t ¢ B

User Name User login shell

UserID GroupID  User Home Directory

: Separator
Password less user Account
An "" in the password field. Passwords are stored in the “/etc/shadow" file
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[root@testserver ~]# useradd hr
~1# id hr
001(hr) groups=1001(hr)

~1# useradd accounts
~1# 1d accounts
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[ root@localhost system]# vi test.mount
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root@evan:~/Desktop/project

Eile Edit View Search Terminal Help
[rooteevan Desktop]# [cd_project)

[rooteevan project]# [5_-Th

total 4.0k

[druxr-xr-x. 2 root root 4.0K Dec 23 22:57 lab
[root@evan project]#
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[TootGlocalhost Network-scripts|# systemctl restart network]
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[root@localhost ~]#|
Static hostname: localhost
Icon name: computer-vm
Chassis: vm
Machine ID: 49caled4d9dc85f42b15b4d10034bf42f
Boot ID: d8942d2a453145ebbl58laa7d7e2af7a

Virtualization: kvm
Operating Systen:
CPE 0S Name: cpe:/o:centos:centos:7
Kernel: Linux 3.10.0-1127.8.2.el7.x86_64
Architecture
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- Create a new virtual machine

Connection: QEMU/KVM

Choose how you would like to install the operating system
(®) Local install media (ISO image or COROM)
O Network Install (HTTP, FTP, or NFS)
© Network Boot (PXE)
() Import existing disk image

| Cncel || ack || Foward
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[root@testserver ~1# useradd -c proguction sap
[rootGtestserver ~]# finger sap

Name: production<= Comments
Shell: /bin/bash

~¢ switch will add comment "production " to user account sap

finger command shows details of user account sap
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[root@testserver ~]# useradd ivan =— Thiscommandadd user ivan
[root@testserver ~]# echo ~ivan
Tiome/1van f}

* takes you to the home directory

ﬁ This will display user ivan home directory

User home directory
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[root@testserver ~1# chage -1 accounts
ast password change

Password expires

Password inactive

Account expires

lninun number of days between password change
jaxinun number of days between password change
umber of days of warning before password expires
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[root@testserver ~]# grep accounts /etc/shadow
accounts: ! ! 17334:8:99999:@@@
USﬁNamg ’ﬁopasswm assword inactive period

Password change warning period

[ﬁ 3 bccount exsiration date

Oindicates it may be changed at any time
99999 indicates user can run this password for many, many years

7->The number of days to warn user of an expiring password (7 for a full week)

After the account expiration date , the blank space is reserved for future use
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[root@testserver ~1# grep accounts /etc/group
accounts:x:1002:

#

Group d

Group Name
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[root@testserver ~]# df -h Din

Filesystem IUses Mounted
/dev/mapper/centos-root 19M 177K 19M 1% /
[root@testserver ~]# df -hi /etc

Filesystem IUse% Mounted
/dev/mapper/centos-root 19M 177K 19M 1% /
[root@testserver ~]# df -hi /lib

Filesystem Inodes IUsed IFree|IUse% Mounted
/dev/mapper/centos-root 19M 177K 19M 1% /

[root@testserver ~]# df -hi 7op
Filesystem IUse% Mounted
/dev/mapper/centos-root 19M 177K  19M) 1% /
[root@testserver ~]# df -hi /usr
Filesystem IUse% Mounted
/dev/mapper/centos - root| 19M 177K 19M 1% /

1 /proc
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[root@testserver ~]# df -hi /home

Filesystem IUse%s Mounted
/dev/mapper/centos-home| 9.2M 353 9.2M] 1% /home
[root@testserver ~]# df _hi /bin

Filesystem hodes IUsed IFree|IUses Mounted
/dev/mapper/centos-root| _ 19M 177K 19M|
[root@testserver ~]# 1 7dev

Filesystem Tnodes IUsed IFree[IUse%s Mounted on
devtmpfs 352k 357 35K| 1% /dev

[root@testserver ~]# df __h

Filesystem IUses Mounted
/dev/mapper/centos - root| 19M 177K 19M 1% /
[root@testserver ~]# df -hi /tmp

Filesystem IUses Mounted
/dev/mapper/centos - root| 19M 177K 19M 1% /

[root@testserve # df -hi
Filesystem Tnodes IUsed IFree [IUse%s Mounted on
/dev/sdal 512K 334 512K| 1% /boot

[root@testserver ~J# df __hi /var

Filesystem Inodes IUsed IFree| IUse% Mounted
/dev/mapper/centos-roof] 19M 177K 19M] 1% /
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[defaults]
base_features = sparse_super,filetype,resize inode,dir_index,ext attr
default_mntopts = acl,user_xattr
)

blocksize = 4096 .
inode_size JCo> Defiutt values of inode
inode_ratio
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[root@testserver ~]# useradd redhatuser —— Add user redhanser
{rootetestserver -1 useradd fedorauser <—Addedormser

(rootetestserver ~1# 14 rednatuser-<o Do ud & e ekt

biarinStrenatser) giorossredtatuser srows i redhatser)

(rootetestserver -1z 14 fedorauser-—— & g o o

4041620 fadorauser) 9i+1024 fedorauser] oroups:1034{ Fedorouser)

[rootetestserver -1# useradd testuser < Addtoames

[rootetestserver ~1# i testuser ——Digi wd & ot s

1621021 (testuser ) 91d=1025(testuser) oroups=1023|testuser)

[roototesteerver ~13 useraad -G redhatuser. fedorauser testuser-<sMake e ser esmser member of redmse” & et |
[rootetestserver ~12 id tostuser

161021 (testuser) 91d=1025(testuser) groups=1025(testuser) JIETSTredhatusery To7ATTedorauser]

[ S e——— O P
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[ root@localhost ~ -1# systemctl start test.mount
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Troot@testserver ~1# useradd L1nuxstudents Add the user inuxstudents with group i insstudents.
[rootatestserver ~J# id Linuxstudents

uid=1017 Linuxstudents)

[root@testserver ~1# useradd UNIXSTuGents:

[rootatestserver ~1# id unixstudents

1121018 (un1xstudents) [TE=TE22 [Un X TuAonts] Groups=T07 [UnTxsTudents]

[root@testserver ~1# usernod -g TINUXSTUGENTS UNTYSTUGENTS wemmod changethe group d of wiasoden o st
[rootetestserver ~J# id unixstudents

uid=1018 (unixstudents) [ic T nuxsTudents] Group:

TRSTadents]
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If your host doesn't have a registered DNS name, enter its IP address here

erverName 192.168.2.70:80
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[root@testserver ~1#
bpen("/etc/1d. so.cache™,
open("/1ib64/1libselinux.s0.1", O RDDNLY\D CLOEXEC) =
open("/1ib64/libcap.so. 0 _RDONLY|0_CLOEXEC) 3
open("/1ib64/1libacl.so. 0 _RDONLY|0_CLOEXEC)
open("/1ib64/1ibc.s0.6", 0O_RDONLY|0_CLOEXEC) 3

bpen ("/1ib64/libpcre.so.1", 0_RDONLY|O_CLOEXEC)

open ("/1ib64/1ibd1.50.2", 0_RDONLY|0 CLOEXEC) = 3

lopen ("/1ib64/libattr.so.1", 0 _RDONLY]O_CLOEXEC)

bpen ("/1ib64/1ibpthread.so.0", 0_RDONLY|0_CLOEXEC) =
“/usr/lib/locale/locale-archive”, 0 RDONLY|O cLoExEc

naconda-ks.cfg Documents 1initial-setup-ks.cfg Pictures Templates

Peskto) Downloads Music Public Videos
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- Create a new virtual machine

[ Enable storage for this virtual machine

Create a disk image for the virtual machine|
19 - +|GB
23.9 GiB available in the default location

Select or create custom storage

Manage.
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allow unknown-clients;

#internal subnet for my DHCP Server
subnet 192.168.2.0 netmask 255.255.255.
192.168.2.21 192.168.2.25;
option broadcast-address 192.168.2.255;
default-lease-time 600;

max-lease-time 7200;

#IP of PXE Server
Inext-server 192.168
filenane "pxelinux.
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[root@testserver ~]# stat testiile.txt <— Dispaly statisics of e testile txt
: 'testfile.txt’

3 10 Block: 4096  regular empty file
Device: fdoon/64768d  [Inode: 101021056] Links: 1

|Access: (0644/-rw-r--r--) Uid: ( 6/  root) Gid: ( O/  root)

object r:adnin home t:s0
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root@testserver ~]# pwd <— Display the present working directory
f/ root <<= Present working directory root's home
J root@testserver ~]# touch testfile.txt ~<——touch create emptyfile at root's home|

root@testserver ~]# Us -lh<3=s -Ih display long listing (l option) & h(human readable)

otal 16K

- . 1 root root 1.8K Oct 12 21:38 anaconda-ks.cfg

2 root root 6 Oct 13 15:14 Desktop

2 root root 6 Oct 13 15:14 Documents

2 root root 6 Oct 13 15:14 Downloads

1 root root 1.9K Oct 12 21:49 initial-setup-ks.cfg
. 2 root root 6 Oct 13 15:14 Music

2 root root 4.0K Oct 15 20:59 Pictures

2 root root 6 Oct 13 15:14 Public

2 root root 6 Oct 13 15:14 Templates

2 30

To0T 00!

1 root unixuser
2 root root
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[rootetestserver ~]# df
ilesystem
‘dev/mapper/centos-root
jevtnpfs

mpfs

mpfs

pfs
‘dev/mapper/centos-hone
dev/sdal

mpfs

mpfs

-1
Type

xfs
devtmpfs
tmpfs
tmpfs
tmpfs
xfs

xfs
tmpfs
tmpfs

[TFree] IUses Mounted on

Inodes| [TUsed
19726336 180977
360140 357
364374 1
364374 675
364374 16
9629696 353
524288 334
364374 6
364374 21

19545350 1% /
359783 1% /dev
364373 1% /dev/shm
363699 1% /run
364358 1% /sys/fs/cgroup|
9629343 1% /home
523954 1% /boot
364368 1% /run/user/42
364353 1% /run/user/
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[root@testserver ~]# groupmod -n test2 testl Rename test] totes2
[rootetestserver ~]# grep testl /etc/group i .
(rootetestserver ~]# DR e e
[root@testserver ~]# grep test2 /etc/group gep searches test2 & display on screen
[test2:x:1020:
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[root@testserver ~1# groupadd testl —r— Creates testl group
[root@testserver ~]# grep testl /etc/group

testl:x:1020:

grep searches test] group from /etc/group location & display it
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Vnutélncalhasl ~]# echo SPATH
usr/11b64/qt-3.3/bin: /usr/local/sbin: /usr/Local/bin: /sbin: /bin: /usr/sbin: /usr/bin:/root/bin|
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[<VirtualHost 192.168.2.80:80>
ServerName www.vishal.com
DocumentRoot /var/www/html/vishal/
ServerAlias vishal.com

l</VirtualHost>

<VirtualHost 192.168.2.90:80>
ServerName www.ivan.com
DocumentRoot /var/www/html/ivan/
ServerAlias ivan.com
</virtualHost>
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[root@localhost ~]# cat /etc/default/useradd|
# useradd defaults file

ISKEL=/etc/skel < Skeleton directory path
[CREATE_MAIL SPOOL=yes






OEBPS/images/Figure-2.31.jpg
[root@localhost ~]# su
[userA@localhost root]$ cd

. 1 userA userA 0 Nov 14 21:15 [tesfile2
2 userA userA 6 Nov 14 21:14 ftest
1 userA userA © Nov 14 21:15 Jtestfilel
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[rootelocathost ~1# firewall-cmd --permanent --add-port=21/tcp
success ity
Port type tep or udp.
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[[root@localhost ~]# useradd userA





OEBPS/images/Figure-7.42.jpg
[ root@localhost ~ 1# systemctl enable test.mount
reated sylink fron /etc/systend/systen/mul;
/etc/systend/systen/test.mount.

ser. target.wants/test.mount. to
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- Create a new virtual machine

Choose Memory and CPU settings

Memory (RAM): | 3072| =| %+

Up to 5805 MiB avalable on the host

CPUs: | 1

Up to L avallable
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enpOs3: flags=4163<UP, BROADCAST,RUNNING, MULTICAST> mtu 1500

inet 192.168.2.20 netmask 255.255.255.0 broadcast 192.168.2.255
inet6 fe80::598:e71d:91cf:af98 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:ea:de:d7 txqueuelen 1000 (Ethernet)

RX packets 0 bytes 0 (0.0 B)

RX errors 0 dropped 0 overruns 6 frame 0

TX packets 89 bytes 10684 (10.4 KiB

TX errors 0 dropped O overruns O carrier 0 collisions 0

: flags=4163<UP,BROADCAST, RUNNING, HULTICAST> mtu 1500
inet 10.0.3.15 netmask 255.255.255.0 broadcast 10.0.3.255
inet6 fe80::21d4:beBe:1543:fde6 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:45:ca:8 _txqueuelen 1008 (Ethernet)

RX packets 42878 bytes 36886969 (35.1 MiB:

RX errors 0 dropped 0 overruns 8 frame 0

TX packets 9326 bytes 568699 (555.3 KiB

TX errors 0 dropped 0 overruns @ carrier 0 collisions 0
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[root@targetserver ~1# id < Display root user id

uid=0(root) gid=0(root) groups=0(root) context=unconfined_u:unconfined_r:uncon
fined_t:50-50:c0.c1023

[rootGtargetserver ~]# newgrp UNiXuser<Losis wsing wixuser

[rootgtargetserver ~]# id <Display misuserid

uid=0(root) gid=1002(unixuser) groups=1002(unixuser),0(root) context=unconfine
d_uzunconfined_r:unconfined_t:s0-s0:c0.c1023

[root@targetserver ~1# touch unixfile <= cCreaies eupiy fle

[rootgtargetserver ~1# Us ~lh unixfile <pispay the wnisileis 2 member of isuser
-rw-r--r--. 1 root unixuser 0 Oct 28 21:16 unixfile
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[root@testserver ~1# gpasswd - unixuser
[rootetestserver ~]# ﬁ

‘This option will remove the group password|
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[root@testserver ~]# groupadd unixuser<= Add user unixuser
[rootGtestserver ~]# gpasswd Unixuser <<= Apply password on unixuser]

Changing the password for group unixuser

New Password:
Re-enter new password:
t #
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[root@testserver ~I# groupdel test?|

delete the group test
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[rootaclient ~]# iscsiadm --mode node --targetname iqn.2006-01.com.openfiler:
5n.9€159d97bb13 --login <= For login
Logging in to [iface: default, target: iqn.2006-01.con.openfiler:tsn.9e159d97b

, portal: 192.168.1.111,3260] (multiple)
lLogin to [iface: default, target: iqn.2006-01.com.openfiler:tsn.9e159d97bb13,
portal: 192.168.1.111,3260] successful. <Login successful
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{Troot@localhost ~1# groupadd Reader
[root@localhost ~]# groupadd Administrator|
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[root@localhost ~]# cd /etc/sysconfig/network-scripts/ Switchto network-scripts directory|
root@localhost network-scripts]# s to find out NIC card fle name

ifdown-1pv6 ifup-aliases ifup-ppp
fcfg-enpds3.bak 1 fdown-isdn ifup-bnep  ifup-routes
ifdown-post 1fup-eth ifup-sit
fcfg-enp0s8.bak  1fdown-ppp ifup-ib ifup-Tean
ifdown-routes  ifup-ippp  ifup-TeanPort
ifdown-sit ifup-ipve  ifup-tunnel
i fdown-bnep ifdown-Team ifup-isdn  ifup-wireless

Jifdown-eth ifdown-TeanPort ifup-plip ~  init.ipv6-global
ifdown-tunnel  ifup-plusb  network-functions

Jifdown- ippp. ifup ifup-post  network-functions-ipvé

fef-enp0s3 isfor Local Area Network [P & ifcfg-enp0s8 for NAT or Intemet use

icfe-enp0s3 & fcfiz-enp0s8 represent to NIC cards. The Server has two LAN
Jcard one (icf-enp0s3) for Intemmal Use & others for Intenet use(icfg-enp0sS).
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|[root@nas ~1# mkfs.ext4 /dev/groupone/lvmone|
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Toot@localhost ~1# useradd LINOX
(rootelocalhost ~]# useradd UNIX
(rootelocathost ~J# passwd LINUX
hanging password for user LINUX.

iew password:

D PASSWORD: The password fails the dictionary check - it is too simplistic/sys|
ematic

etype new password:

asswd: all authentication tokens updated successfully.
[root@locathost ~]# passwd UNIX

hanging password for user UNIX.

iew password:

D PASSWORD: The password fails the dictionary check - it is too simplistic/sys|
ematic

etype new password:

asswd: all authentication tokens updated successfully.
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[unixstudentetestserver ~]$ su LInNUXSTUENT Now switch to limuxstudent & try to access
assword: ‘unixstudent home directory then access unix txt file
[Linuxstudent@testserver unixstudent]$ cd

[ Linuxstudent@testserver ~]$ cd /home/unixstudent

[Uinuxstudent@testserver unixstudent]$ cat unix.txt

his is UNIX Class < Here v
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irootéclient ~j# systemctl restart iscsid
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studentg@testserver ~]$ 1s -1d /home/unixstudent
6_unixstudent unixstudent 158 Nov 3 03:26 /home/un.
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I‘lroe(@\o:alhest =¥ Tirewall-cmd --zone=public --add-port=443/tcp --permanent]
success
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qn.2006-01. com.openfils
InitiatorName=iqn.2020-12.1local.test:idiskone:client
#InitiatorName=iqn.1994-05.com.redhat:41c4dc7c84bf

-~ INSERT --
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[unixstudent@testserver ~]$_chmod 0+X ~
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root@testserver ~J# su unixstudent
[unixstudent@testserver root]$ cd <= Use cdto switch unixstudent home directory|
[unixstudent@testserver ~]$ pwd Shows present working directory
home/unixstudent
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[root@targetserver ~]# nslookup -type=ns Llinuxtechno. col
8.8.8.8
8.8.8.8#53

on-authoritative answer:
inuxtechno.com nameserver = ns08.domaincontrol.com.
inuxtechno.com nameserver = ns07.domaincontrol.com.

Authoritative answers can be found from:
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File Edit View Search Terminal

(rooteevan Desktop]# pud
/oot /Desktop

[rooteevan Desktopl# cat > ivan.txt
i How R u

9

[root@evan Desktop]#

- rwxrwxrux. 1 root
[rootGevan Desktop]#

Screenshot-1
Screenshot-2
Screenshot-3
Screenshot-4
Screenshot-5
Screenshot-6
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[root@testserver ~J# su Linuxstudent
[linuxstudentGtestserver root]s cd
[linuxstudent@testserver ~]$ cd /home/unixstudent
bash: [cd: /home/unixstudent: Permission denied|
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[unixstudent@testserver ~]$ 1s -1d /home/unixstudent
[drwx 6 unixstudent unixstudent 137 Nov 3 04:13 /home/unixstudent]
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#/bin/bash
/usr/bin/rsync -avH -e_ssh /home/rsyncuser-1 root@192.168.2.111:/databackup)
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Creating Virtual Machine

The virtual machine is now being created. Allocation of disk
storage and retrieval of the installation images may take a
©J few minutes to complete.

Creating domail
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# Use user friendly names, instead of using WWIDs as names.
defaults {

user_friendly_names yes
find_multipaths no






OEBPS/images/Figure-10(B).124.jpg
[rootgtargetserver ~1# yum -y install device-mapper-multipath|
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[root@client ~]# blkid /dev/sdhl
/dev/sdhl: UUID="0c6caa7l-2a81-4efc-8bd3-ea2277c643el" |TYPE="xfs
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[root@client ~]# mkfs.xfs /dev/sdhl
lata=/dev/sdh
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[root@client ~]# lsscsi
H cd/dvd  VBOX CD-ROM
disk ATA VBOX HARDDISK
disk ATA VBOX HARDDISK
disk ATA VBOX HARDDISK

/dev/sr@
/dev/sda
/dev/sdb
/dev/sdc

disk ATA VBOX HARDDISK
disk ATA VBOX HARDDISK

/dev/sde
/dev/sdf
disk ATA VBOX HARDDISK /dev/sdg

10 S| OPNFILER VIRTUAL-DISK lev/

b
b 5
¢ ¥
:
disk ATA VBOX HARDDISK 1. /dev/sdd
1
1
1
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[root@localhost ~]# usermod -a -G Reader LINUX
~]# id LINUX
91d=1005(LINUX) groups=1005(LINUX), 1007 (Reader)

~1# usermod -a -G Adninistrator UNIX
~1# id UNIX
uid=1004 (UNIX) gid=1006(UNIX) groups=1006(UNIX),1008(Administrator)
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Create a volume in "iscsigroup’

Volume Name (*no spaces. Valid characters [a-2,A-Z,0-91):

Volume Description:

Required Space (M8):

Filesystem / Volume type:
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[root@testserver ~]# Uinuxstudent This will add user account
[rootatestserver ~1# Linuxstudent  This will assign password on linx student

(Changing password for user Linuxstudent.

e password: _Type password

BAD PASSWORD: The password fails the dictionary check - it is too simplistic/sys

Ipasswd: all authentication tokens updated successfully.
[root@testserver ~]# useradd unixstudent
[rootgtestserver ~]# passwd unixstudent
hanging password for user unixstudent.

: The password fails the dictionary check - it is too simplistic/sys|

etype new password:
asswd: all authentication tokens updated successfully.
[[rootetestserver ~]#
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[rootGtestserver ~1# umask
0022 <<= This is defalt root user umask. Root is super user in Limx
[root@testserver ~]# su labuser

[labuser@testserver root]$ cd
[labuser@testserver ~]$ umask
0002 <<= This is default non-root user umask
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[root@localhost ~1# mkdir /var/www/inux
~]# mount /dev/cdrom /mnt/
is write-protected, mounting read-only
~1# cd /mnt/
mtl# 1s
GPL Live0S  RPM-GPG-KEY-Cent0S-7

images  Packages RPM-GPG-KEY-Cent0S-Testing-7]
isolinux repodata TRANS.TBL

[root@localhost mnt]# cp -av * /var/waw/linux/

“Cent0S BuildTag’ -> ‘/var/wa/linux/Cent0S BuildTag’

‘EFI’ -> */var/waw/Uinux/EF1’

“EFI/BOOT’ -> */var/www/Llinux/EFI1/BOOT’
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[root@testserver ~1# grep Lmask /etc/bashr]
# By default, we want umask To get set. This sets it for non-login shell
umask 002
unask 622

[rootetestserver ~]# grep [imask /etc/profile
# By default, we want umask o get set. TAIs sets it for login shell

umask 602
umask 022
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[root@testserver ~]# umask 111
[root@testserver ~]# touch test file2

[root@testserver ~]J# 1s -lh test file2
|- rw-rw-rw-. 1 root root © Nov 2 22:24 test file2|
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[root@testserver ~]# umask 0053

[root@testserver ~]# touch test filel
[root@testserver ~]J# 1s -lh test filel
|-rw--w-r--. 1 root root © Nov 2 22:00 test filel|
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[root@testserver ~]# umask

[root@testserver ~]# touch test file

[root@testserver ~]# 1s -lh test file
|-rw-r--r--. 1 root root @ Nov 2 18:19 test file

[Default permission that is 644






OEBPS/images/Figure-2.5.jpg
root@evan:~/Desktop

File Edit View Search Terminal Help

1001Gevan Deski0p1# pud ——— 1.step to check presant working diractory
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rootcevan Desktop 14| == 7 Stepareatoatiievanta
i o R u

. 3StepPressCIRLIDI0
root@evan Desktopl4 save & exlt
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[root@targetserver ~]# traceroute www.linuxtechno.com
[traceroute to www.linuxtechno.com (45.49.188.98), 30 hops max, 60 byte packets|
1 gateway (192.168.1.1) 2.198 ms 2.293 ms 1.855 ms"Z

13]+ _Stopped traceroute www. Linuxtechno.com
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[root@webserver ~]# firewall-cmd --get-active-zones|

enp0s3
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. Create a new virtual machine

Ready to begin the installation
Name: | centos7.0
05: Cent0s 7
Install: Local CDROM/ISO
Memory: 3072 MiB
CPUs: 1
Storage: 19.0 GIB Avar/libfibvirtimages/centos7.0.qcow2

(] Customize configuration before install
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[root@client ~]# vi /etc/iscsi/initiatorname.iscsi]
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ian.2006-01.com.openfiler:tsn.9e159d97bb13

o LUNS mapped to this target

Map New LUN to Target: "iqn.2006-01.com.openfiler:tsn.9e159d97bb13"

Hame wonpath R/Whode  SCSISerialNo. SCSTIA Transter Mode  Map LUN

demopurpose Idevfiscsigrounucsvlume | witetru V| prefeyoUZid)  prsteyUzioid)
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funixstudent@testserver ~J$ [s -Th unix.txt
| rw-rw-r. 1 unixstudent unixstudent 19 Nov 3 62:04 unix.txt
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> unix. txtcat command with > operator creates a file unix txt

cat > unix.txt Press CTRL+Z to Save and exit
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[root@client ~]# touch /storage/vishal.txt
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.[I:oo-t@nas ~i# vgextend groupone /dev/sdg
Physical volume "/dev/sdg" successfully created|
Volume group "groupone" successfully extended
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/etc/Tstab
# Created by anaconda on Tue Jun 23 19:09:32 2020
J#
# Accessible filesystems, by reference, are maintained under '/dev/disk’

[# See man pages fstab(5), findfs(8), mount(8) and/or blkid(8) for more info
3

/dev/mapper /centos-root / xfs  defaults

UUID=9075e63-€963-4ae0-9373-3d6f2f211b06 /boot
ults 00
/dev/mapper/centos-hone /hone defaults

defaults
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[root@client ~]#|blkid /dev/sdhl]

/dev/sdhl: UUID="0c6caa7l-2a81-4efc-8bd3-ea2277c643el" TYPE="xfs",

[root@client ~]#|blkid /dev/sdi

/dev/sdi: UUID="45e28b5d-421a-4d4c-958c-dc68adc9afds" TYPE="xfs"
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[root@client ~]# Llshlk
:MIN RM SIZE RO TYPE MOUNTPOINT
: 51. disk

part /boot
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disk
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[[root@client ~]# mkdir /demo
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root@localhost:/etc/sysconfig/network-scripts

Edit View Search Terminal Help

[PV6_AUTOCONF=yes

[[PV6 DEFROUTE=yes
[[PV6_FAILURE FATAL=no
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[root@nas ~]# vgreduce groupone /dev/sdgl
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[root@nas ~]#
V6 #PV #LV #SN Attr VSize VFree

centos 1 3 0 wz--n- <50.84g 4.00m
groupone 4 1 O wz--n- 6.98g
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[root@client ~]# Llsblk
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: 51. disk
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iscsiadn --mode node --targetname iqn.2020-12.local. test: idiskone:client --log
in —

iscsiadm --mode node --targetname iqn.2006-01.con.openfiler:tsn.9e159d97bb13 -
-login
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[root@client ~]# vi /testscript/iscsi.sh
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[root@client ~1# mkdir /testscript]
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[root@targetserver ~1# systemctl restart target
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[root@targetserver ~]# nslookup -type=soa linuxtechno.com
8.8.8.8
8.8.8.8#53

on-authoritative answer:
inuxtechno.com
origin = ns@7.domaincontrol.com
mail addr = dns. fasmex.

serial = 2020071100
refresh = 28800
retry = 7200

expire = 604800
minimum = 600

Authoritative answers can be found from:
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irootétaréetserver ~i# mpathéonf --enable
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[root@client ~]# iscsiadm --mode node --targetname 1iqn.2606-01.com.openfiler:
tsn.9e159d97bb13 --logout
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|@reboot /testscript/iscsi.sh
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[root@client ~]# crontab -e





