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Preface

The content of this book roughly parallels the content of a series of talks that
I gave at the Voltage Security “brown-bag” seminar, the randomly occurring
series of talks that technologists at Voltage gave to others in the company, talks
that attempted to explain what was going on in the east side of the building,
the side where people often came to work late, routinely worked until the early
morning, and always drank too much coffee. Thus the material is aimed at a
typical Silicon Valley engineer—a person who probably has an undergraduate
degree in computer science and has been working for a few years. And although
they have usually been exposed to a fair amount of discrete math, abstract
algebra, and cryptography in the past, they have forgotten the details of most
of it, but can recall it again if reminded of the basic facts. This type of person
also seems to like being shown concrete examples of how things work to clarify
new concepts; and I've tried to follow this model with this book, trying to give
readers a good idea of how identity-based encryption algorithms work. So by
reading this book you can almost experience a bit of what it’s like to be at a
Silicon Valley start-up, but without free food or the stress of wondering how
long your company will be able to survive. The topic of the talks was identity-
based encryption, or “IBE” as it is commonly known.

The years since 2001, when Dan Boneh and Matt Franklin wrote the
paper “Identity-Based Encryption from the Weil Pairing,” have been interesting
ones, at least to those in the field of cryptography. The techniques that they
described in this paper started what could probably be called a revolution in
the field, and their paper has been cited at a higher rate than experienced by
either of the two other ground-breaking papers in public-key cryptography, “A
Method for Obtaining Digital Signatures and Public-Key Cryptosystems” by
Ron Rivest, Adi Shamir, and Len Adleman, and “New Directions in Cryptogra-
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Xiv Introduction to Identity-Based Encryption

phy” by Whitfield Diffie and Martin Hellman. The paper by Boneh and Franklin
might be considered the beginning of pairing-based cryptography in the same
way that Christopher Columbus might be given credit for discovering the New
World; they might not have been the first to actually accomplish something,
but their accomplishments were almost certainly the most significant.

What makes the new field of pairing-based cryptography interesting
depends on your point of view. It certainly allows for the construction of
interesting cryptographic primitives that were unknown before the use of pair-
ings, and identity-based encryption is one of the most important of these.
Identity-based encryption is in turn interesting because it allows for the imple-
mentation of systems that are simpler and easier to use than the alternatives,
and it is probably this rather than any other benefits that has led to the
rapid acceptance of the technology. In the few years since its first commercial
availability in 2003, the rapid rate of adoption of identity-based encryption has
led to the situation in which there are currently almost as many users of the
technology as there are users of traditional public-key infrastructure technologies,
and at the current rate of adoption, the number of users of identity-based
encryption will soon outnumber those of competing technologies. So if you are
a user of information security technology, the technology should be interesting
to you, for you may see it sooner than you might have expected, and this book
is designed to give such people a way to understand the technology that is
quicker and easier than reading the academic papers on the subject.

The number of users of encryption has increased dramatically in recent
years, driven by the increasingly stringent regulatory environment in which
businesses now operate, and using encryption is an easy way to convince your
auditors that you are taking data security and privacy seriously enough for them
to approve of your overall data security and data privacy program. This has
increased interest in both encryption in general and in particular encryption
technologies like identity-based encryption, which provide an easy way to comply
with data privacy laws while staying within your budget and not causing support
nightmares for your IT organization. Unfortunately, the only way to learn about
identity-based encryption until now has been to read research papers on the
topic, a requirement that makes the topic inaccessible to most people, even
those with potential uses for the technology. With any luck, this book will
bridge that gap a bit and make the technology more accessible.



Introduction

This book describes a public-key encryption technology called identity-based
encryption (IBE), and tries to answer a few of the commonly asked questions
about it. These include the following:

What is IBE and how does it differ from other public-key technologies?
Why should I care about IBE?
Why should I believe that IBE schemes are secure?

o~

What are some of the techniques that have been used to create practical
and secure IBE schemes?

5. How can I efficiently implement IBE schemes?

The answers to the first two of these questions are relatively simple, and
are contained in this chapter. The other three require a significant level of
background before they can be answered. Chapters 2, 3, and 4 of this book
provide a framework for understanding the answers to the more complex ques-
tions. Chapters 5 and 6 provide an answer to the third question. Chapters 7
through 11 collectively provide an answer to the fourth question. Chapter 12
provides some answers to the fifth question.

1.1 What Is IBE?

IBE is a public-key encryption technology that allows a user to calculate a public
key from an arbitrary string. We usually think of this string as representing an
identity of some kind, but it is usually useful to use more than just an identity

1



2 Introduction to Identity-Based Encryption

to calculate such a public key. For example, to avoid a user having the same
IBE key forever, it is useful to include some information in this string about
the validity period of the key. Or, to ensure that a user will receive different
keys from different IBE systems, it may be useful to include information in
this string that is unique to a particular IBE implementation, perhaps a URL
that identifies a server that is used in the implementation of each of the different
IBE systems. Because the string used to calculate a key almost always contains
more than just an identity, it may be more accurate to use the term identifier-
based encryption instead, but this term is not widely used to describe the technol-
ogy. The ability to calculate keys as needed gives IBE systems different properties
than those of traditional public-key systems, and these properties provide signifi-
cant practical advantages in some situations. So although there are probably
few situations in which it is impossible to solve any problem with traditional
public-key technologies that can be solved with IBE, the solutions that use IBE
may be much simpler to implement and much less expensive to support than
alternatives.

In implementations of a traditional public-key system that uses digital
certificates to manage public keys, a public-private key pair is generated randomly
by either a user, or an agent working on behalf of a user, in which the public key
contains all of the parameters needed for using it in cryptographic calculations.
Random generation of keys is not strictly required by the public-key algorithms
that are used in such systems, but is required by the existing standards that
define the use of such algorithms. After it is created, the public key, along with
the identity of the owner of the key, is digitally signed by a certificate authority
(CA) to create a digital certificate that is then used to transport and manage
the key. The owner of the private key then receives a copy of the certificate
and a copy of the certificate is stored in a certificate repository that is accessible
by others who might need to get a user’s key. In applications where it may be
necessary to recover private keys that are lost or unavailable in some way, the
private keys are also securely archived by a key recovery agent. If an agent
created the private key on behalf of a user, like often happens when keys are
centrally generated so that copies can be archived to allow the recovery of lost
or otherwise unavailable keys, the owner of the key also receives the private key
from the CA. This is shown in Figure 1.1.

In a traditional public-key system, the identity of a user is usually carefully
verified before a digital certificate is issued to him, a process that is typically
relatively expensive. The process of generating public-private key pairs can also
be computationally expensive. Generating two 512-bit prime numbers that are
suitable for use in creating a 1,024-bit RSA private key is certainly feasible,
but generating larger primes gets progressively more expensive. Creating two
7,680-bit primes that are suitable for use in creating a 15,360-bit RSA private
key is not an operation that widely used computers can easily perform, yet such
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Key recovery
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Key creation Certificate authorlty Certificate
agent repository

User

Figure 1.1 Generation of keys in a traditional public-key system.

keys are needed to securely transport the 256-bit AES keys that are used today.
Because generating keys and verifying users’ identities can be expensive, digital
certificates are often issued with fairly long validity periods, often between one
and three years. Because of the relatively long validity period of the public keys
managed by digital certificates, it is often necessary to check the key in a
certificate for validity before using it. This is shown in Figure 1.2. There
have been many solutions proposed for validating public keys, but the existing
technologies to do this are still relatively unproven and have practical difficulties
when used for a large number of users.

To use a public key that is contained in a digital certificate, a user queries the
public repository where the certificate can be found and retrieves the certificate.
Because a public key may be valid for quite a while, it is often necessary to
check such a public key for validity before using it. This may be by checking

a list of invalid certificates or by querying an online service that returns the
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Certificate Validation
repository server

o

&)

Sender Recipient

Figure 1.2 Validation and use of a public key in a traditional public-key system.

validity status of a certificate. After any necessary validity checking is done, the
user then uses the public key to encrypt information to the owner of the public
key. Because the recipient has the private key that corresponds to the public
key, he is able to decrypt this information. This is shown in Figure 1.2.

IBE was first mentioned by Adi Shamir in 1984 [1], when he described
a rough outline of the properties that such a system should have and how it
could be used, although he was unable to find a secure and feasible technology
that worked as he described. He seemed to see the advantages of IBE to be
related to its ease of use relative to other technologies when he described IBE
in this way:

An identity-based scheme resembles an ideal mail system: If you know
somebody’s name and address you can send him messages that only he can
read, and you can verify the signatures that only he could have produced.
It makes the cryptographic aspects of the communication almost transparent
to the user, and it can be used effectively even by laymen who know nothing
about keys or protocols.

An IBE system has similarities to traditional public-key systems, but is
also quite different in other ways. While traditional public keys contain all of
the parameters needed to use the key, to use an IBE system, a user typically
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needs to get a set of public parameters from a trusted third party. With these
parameters, a user can then calculate the IBE pubic key of any user and use it
to encrypt information to that user. This process is shown in Figure 1.3.

The recipient of IBE-encrypted information then authenticates in some
way to a private key generator (PKG), a trusted third party that calculates the
IBE private key that corresponds to a particular IBE public key. The PKG
typically uses secret information called a master secret, plus the user’s identity,
to calculate such a private key. After this private key is calculated, it is securely
distributed to the authorized user. This is shown in Figure 1.4. These differences
are summarized in Table 1.1.

In a traditional public-key scheme, we can summarize the algorithms
involved in the creation and use of a public-private key pair as key generation,
encryption, and decryption. Two additional algorithms, certification and key
validation, are often used in many implementations of such schemes. To fully
specify the operation of such a scheme we need to define the operation of each
of these algorithms. In the key generation step, one key of the public-private
key pair is generated randomly and the other key in the pair is calculated from
it. After this, the public key and the identity of its owner is digitally signed by
a CA to create a digital certificate. Encryption is performed using the public
key contained in this certificate. Decryption is performed using the private key
that corresponds to the public key.

In an IBE scheme there are also four algorithms that are used to create
and use a public-private key pair. These are traditionally called setup, extraction,

Public parameter

= Q8@

Figure 1.3 Encrypting with an IBE system.
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N

Private key
generator
% 6
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Figure 1.4 Decrypting with an IBE system.

Table 1.1

Comparison of Properties of IBE and Traditional Public-Key Systems
IBE Traditional Public-Key Systems
Public parameters are distributed by a All required parameters are part of a
TTP public key
PKG master secret is used to calculate CA private key is used to create digital
private keys certificates
Private keys generated by PKG Private keys are generated randomly
Public keys can be calculated by any Public keys calculated from private keys
user and transported in a digital certificate
Keys typically short-lived Keys typically valid for long periods
Only encryption Digital signatures plus encryption

encryption, and decryption. Setup is the algorithm with which the parameters
needed for IBE calculations are initialized, including the master secret that a
PKG uses to calculate IBE private keys. Extraction is the algorithm for calculating
an IBE private key from the parameters established in the setup step, along
with the identity of a user, and uses the master secret of the PKG to do this.
Encryption is performed with an IBE public key that is calculated from the
parameters from the setup step and the identity of a user. Decryption is performed
with an IBE private key that is calculated from a user’s identity and the private
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key of the PKG. These steps are summarized in Table 1.2. The discussions of
IBE schemes in the subsequent chapters will describe the operation of IBE
schemes in terms of these four parts: the algorithms that implement the setup,
extraction, encryption, and decryption steps.

There are five main objectives that an information security solution can
meet: providing confidentiality, integrity, availability, authentication, and nonre-
pudiation. Confidentiality keeps information secret from those not authorized
to see it. Integrity ensures that information has not been altered by unauthorized
or unknown means. Availability ensures that information is in the place required
by a user at the time that the information is required and in the form that a
user needs it. Authentication is the ability to verify the identity of a user.
Nonrepudiation prevents the denial of previous commitments or actions. The
use of cryptography can support most of these objectives; the use of IBE can
support only one of these objectives. This is summarized in Table 1.3.

Encryption of data is an easy way to provide confidentiality. In a well-
designed system, decrypting encrypted data is infeasible to anyone not possessing
the correct decryption key. Digital signatures provide solutions for the other

Table 1.2
Four Algorithms Comprising an IBE Scheme

Step Summary

Setup Initialize all system parameters.

Extraction Calculate IBE private key from PKG master secret and an identity
using system parameters.

Encrypt Encrypt information using an IBE public key calculated from system
parameters and an identity.

Decrypt Decrypt information using an IBE private key calculated from PKG
master secret and an identity.

Table 1.3
Applicability of Different Encryption Technologies in Attaining Information
Security Goals

Security Goal IBE Traditional Public-Key Technologies
Confidentiality Yes Yes
Integrity No Yes
Availability No Yes
Authentication No Yes
Nonrepudiuation No No
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objectives of information security. They provide a way to provide integrity,
because modifying digitally signed data while keeping the signature valid is as
computationally infeasible as defeating the underlying cryptography that is used
to create the signature. They can also provide a technical basis for nonrepudiation,
although defining exactly what nonrepudiation means is fairly difficult. Not all
written signatures are legally binding, after all, and we should expect the same
limitations to the nonrepudiation provided by digital signatures. For all practical
purposes, nonrepudiation seems to be an unattainable goal for existing informa-
tion security technologies. Digital signatures also provide a way to authenticate
users; a user creating a valid digital signature needs to either have possession
of the private key used to create the signature or to have defeated the cryptography
used to create the signature. So using digital signatures to authenticate users
can also help prevent denial-of-service attacks, which increases the availability
of data.

IBE provides an easy solution that provides for the confidentiality of data.
It does not provide integrity, availability, authentication, and nonrepudiation.
These are more easily provided by digital signatures using keys that are created
and managed by a traditional public-key system. As we will see, however, the
advantages that IBE provides make it a very good solution for some problems,
and a hybrid solution that used IBE for encryption and a traditional public-
key system to provide digital signatures may be a solution that combines the
best features of each technology.

1.2 Why Should | Care About IBE?

IBE is an interesting technology because other public-key algorithms have
encountered practical difficulties in use. In particular, implementations of tradi-
tional public-key technologies have gained a reputation for being difficult and
expensive, at least when they are used by people; the most successful application
of public-key technology has been in the widespread use of SSL, which requires
minimal interaction with a user when it is used to authenticate a server and to
encrypt communications with the same server. Applications that require a user
to mange or use public keys have not been as successful.

A classic study in 1999 by Alma Whitten and J. D. Tygar that was
popularized by the paper “Why Johnny Can’t Encrypt” [2], found that 75%
of users were unable to use a public-key-based system to send an encrypted
e-mail. Usability of public-key technology seems to have increased since this
study, but apparently not enough. The title alone of the 2006 paper “Why
Johnny Still Can’t Encrypt” [3] indicates that the technology is still too difficult
for many users: none of the six test subjects in this second study were able to
encrypt e-mail. Poor usability causes high-support costs for users of the technol-
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ogy, and has probably been one of the major factors hindering the widespread
adoption of public-key technology. Dan Geer even conjectured that high costs
are unavoidable when using any type of cryptography [4]:

Both symmetric cryptosystems, like Kerberos, and asymmetric cryptosys-
tems, like RSA, do the same thing—that is to say they do key distribution—
but the semantics are quite different. The fundamental security-enabling
activity of a secret key system is to issue fresh keys at low latency and on
demand. The fundamental security-enabling activity of an asymmetric key
system is to verify the as-yet-unrevoked status of a key already in circulation,
again with low latency and on demand. This is key management and it is
a systems cost; a sectet key system like Kerberos has incurred nearly all its
costs by the moment of key issuance. By contrast, a public key system
incurs nearly all its costs with respect to key revocation. Hence, a rule of
thumb: The cost of key issuance plus the cost of key revocation is a constant,
just yet another version of “You can pay me now or you can pay me later.

Geer’s conjecture tells us that we should expect any use of cryptography
to be expensive. Because there are many cases where the use of encryption is
desirable, a new type of encryption technology that avoids some of the problems
associated with traditional public-key technologies is inherently interesting, and
this is one of the promises of IBE. IBE may not offer any new capabilities that
traditional public-key technologies cannot provide, but it allows for the creation
of solutions that would be very difficult and expensive to implement with earlier
technologies. In particular, these solutions seem to violate Geer’s principle that
using encryption has to have a high cost.

Key validation, or checking to make sure that a particular key is valid at
some point in its lifetime, can be an expensive and difficult process, particularly
when validating uses of a key that took place in the past. Suppose that you are
doing digitally signed and encrypted electronic transactions and you need to
verify whether or not a particular transaction had a valid signature at some
point in the past, like when the transaction took place two years ago. The
validity of a digital certificate can change during its lifetime as it is temporarily
suspended or revoked, so it is necessary to be able to reconstruct the validity
of the key managed by any certificate at any point in the key’s lifetime to be
able to answer such questions. Doing so requires being able to reconstruct the
state of the system that manages the validity of keys, which is a complex and
difficult problem.

To avoid the practical difficulties of key validation, IBE systems typically
use short-lived keys. So if an IBE key is valid for only one day, then we assume
that it is valid for that entire day, and there is no provision for revoking or
suspending a key during that period. This may not provide the same level of
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precision as the ability to immediately revoke or suspend a key, but it makes
the validation of such keys trivial. This, in turn, lets us build simpler and less
expensive systems. The ability to quickly and easily calculate keys makes short-
lived keys in IBE practical, where they are often impractical, although not
impossible, to use in a system based on traditional PKI technology.

Key recovery, the capability to restore a lost or otherwise-unavailable key,
is an essential feature for commercially successful encryption technology. In
practice, most key recovery is apparently performed when passwords protecting
access to keys are lost or forgotten [5] instead of the scenario in which the
owner of a key is not present, yet there is an immediate need for information
encrypted with his key. In traditional public-key systems, key recovery is typically
implemented through having a TTP generate keys on behalf of a user and
securely archiving a copy of the user’s private key that can be used for key
recovery as needed. Such key recovery systems require securely storing archival
copies of all private keys and carefully controlling access to the archive of these
keys.

IBE systems, on the other hand, calculate keys as needed, so there is no
need for archiving keys at all. The only information that needs to be backed-
up is the master secret that is used by the PKG to calculate IBE private keys.
This simpler process makes IBE systems simpler and easier in many applications
than traditional public-key technologies, and can make the cost of supporting
and maintaining an IBE system much less than the cost of supporting and
maintaining a system with the same capabilities that is based on traditional
public-key technology. It also provides IBE systems with some capabilities that
can be fairly difficult to implement with traditional public-key technologies.

The ability to calculate public and private keys as needed is a subtle
difference between IBE and traditional public-key technologies, but one that
provides many useful properties. In particular, it is not necessary to enroll a
user before encrypting information to them. Therefore, it is easy to IBE-encrypt
information to a user that does not exist yet and rely on the future user to
propertly authenticate before he can decrypt the information. If a validity period
is part of an identity, it is possible to encrypt information that can only be
decrypted at some point in the future, for example. Or, in a response to a
natural disaster, responders may want to securely communicate with other
responders, but they may not know with whom they will need to communicate
before a disaster happens. Because it is impractical to pre-enroll every potential
responder to every type of disaster, a technology that allows encrypting informa-
tion to users before they are enrolled can be useful in circumstances like this.
IBE provides a useful way to accomplish this.

E-mail messaging has become fairly dangerous. The e-mail messages
received by a typical user include annoying unsolicited commercial e-mail, but
also include computer viruses as well as messages that are part of organized
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efforts to acquire sensitive personal information, bank account numbers or credit
card numbers. To combat this growing threat, many organizations implement
filtering on both incoming and outgoing e-mail messages to protect users from
such malicious messages. Organizations may also want to search outgoing mes-
sages for sensitive information and process it in some way that ensures that no
sensitive material is sent unencrypted over a public network. Some organizations
return the original message to the sender with a warning to encrypt such sensitive
content in the future. Others want to automatically encrypt such messages.
Using IBE, it is not difficult to scan even encrypted messages for unsuitable
content. Delegate the authority to retrieve IBE private keys to a scanning process,
and the scanning process can then request IBE keys on behalf of the owner of
the private key, scan the decrypted message for unsuitable content, and reencrypt
the message after it is scanned by using the recipient’s IBE public key that it
can easily calculate. This is shown below in Figure 1.5. It is possible to implement
a similar solution using traditional public-key technologies, but it is typically
much more complex and difficult to implement.

Private key
generator

*\ESMH

Encrypted appliance Reencrypted
message message
Decrypted
message

Figure 1.5 Scanning the content of IBE-encrypted e-mail.
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Existing information security architectures focus on creating and main-
taining a security perimeter. Inside the perimeter it is supposed to be relatively
secure, and the perimeter is designed to keep threats away from the protected
network. Trends in both the organization of businesses and the evolution of
technology have made this model more and more difficult to implement.

One trend in the organization of businesses is the continuing integration
of business partners to help all of the participants gain from the lower costs of
tightly integrated operations. In the case of credit card processing, for example,
the networks of the merchants who accept credit cards, the banks that issue
credit cards, and the credit card companies themselves are now tightly integrated
to make the processing of credit card transactions more efficient. In situations
like this, it can sometimes be difficult to determine exactly where the network
perimeter is, which makes it very difficult to create and maintain a security
architecture that relies on a strong security perimeter.

Wireless devices also broadcast data without regard for a logical security
perimeter, and thus make it difficult to implement security that is based on
enforcing such a perimeter because an eavesdropper can easily intercept wireless
transmissions without having to physically connect to a network. Situations like
these are leading to an alternative to a highly secure perimeter: a security
architecture in which we protect the data that resides in the network instead
of the network itself.

One way to implement a security architecture in which we protect data
instead of the network is by using encryption, where we encrypt data so that
only the authorized users can decrypt it. IBE can use any arbitrary data for an
identity, including strings encoding roles. So it is possible to use IBE to encrypt
sensitive medical records using “doctor” as part of an identity, for example,
and then to require users to prove that they are authorized to access such data
when they request the IBE private key needed to decrypt it.

Most organizations have some existing form of infrastructure in place to
manage identities, even if it is as simple as the username/password combinations
needed to login to their network. More complex systems exist that manage
more general forms of identity, and these systems provide a common way to
manage many different forms of identity information. Such systems provide an
interesting possibility for use with IBE, in which many different sources of
identity information could be combined and used to calculate IBE keys that
could then enforce access to sensitive information in ways that correspond to
the permissions that different combinations of identities might give. Just like
an e-mail message can be encrypted to multiple recipients, any of which can
decrypt it, we can use IBE to encrypt sensitive information that could be
decrypted by someone satisfying any one of several possible combinations of
existing identity information. As trends in both business and technology make
protecting data with encryption more and more interesting, the properties of
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IBE may make it particularly useful to solve the problems that this different
model of security will present.

So it appears that the properties of IBE give systems that use the technology
interesting properties and allow for the creation of solutions that may be easier
to use and less expensive to support than solutions provided by traditional
public-key technologies. On the other hand, IBE only provides the capability
to encrypt and does not allow the creation of digital signatures. This means
that a complete information security solution using IBE, one that provides
confidentiality, integrity, availability, authentication, and nonrepudiation, may
need to be a hybrid solution that uses both IBE and traditional public-key
technologies to provide a solution that takes advantage of the strengths of each
of the technologies. Such solutions may eventually reduce the cost of using
encryption to the point where it will be used on a wide scale, violating Geer’s
principle that any use of encryption must be expensive. The promise of such
solutions is what motivated the existing commercial applications of IBE and
will probably also motivate future applications of the technology.
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Basic Mathematical Concepts and
Properties

This chapter contains a review of all of the necessary definitions needed in the
following chapters in which we discuss IBE algorithms. It also provides a list
of the notation that we will use in the following chapters and states without
any proofs various facts that will be cited in following chapters. Proofs of the
facts listed in this chapter maybe found in [1, 2].

2.1 Concepts from Number Theory

Number theory concerns the properties of the integers and their generalizations,
and provides a foundation for the other concepts that follow in later sections.

The set of natural numbers {1, 2, 3, ...} is denoted by the symbol N.

The set of integers {. .., =3, =2, =1, 0, 1, 2, 3, ...} is denoted by the
symbol Z.

The set of real numbers is denoted by the symbol R.

The set of complex numbers is denoted by the symbol C. Elements of C
can be written as 2 + 67, where 2 and & are real numbers and 2 =1,

Definition If 2 and 4 are integers, then a divides b or a is a divisor of b
if there exists an integer ¢ such that & = ac. In this case we write | 4 and we
say that a is a factor of b.

Example 2.1

(i) Note that 1,001 =7 - 11 - 13, so that 7 | 1,001 and 7 is a factor of
1,001.

15
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(iii) We can also write 1,001 = (=7) - (=11) - 13, so =7 and —11 are also
factors of 1,001.

Definition 2.1

An integer p = 2 is a prime if its only positive divisors are 1 and p.

Definition 2.2

A prime p is a Solinas prime if we can write p = 2° + 2%+ 1 for some positive
integers @ and &. Such primes are useful in the efficient implementation of
many IBE algorithms, in which we need to perform a double-and-add iteration
on the binary expansion of a prime. If we use a Solinas prime in such algorithms,
the low density of a Solinas prime of the form p = 2 + 2” + 1 will clearly
minimize the number of ogerations needed to implement such an iteration.
The cases where p = 2¢ £ 27 + 1 can be similarly implemented very efficiently
by representing p in nonadjacent form [3]. In the following we will always
assume that a Solinas prime is of the form p = 2 + 27 + 1.

Example 2.2

(i) The prime 41 = 2> + 23 + 1 is a Solinas prime.
(i) The prime 29 = 2’ — 2% + 1 is a Solinas prime.

Definition 2.3
Let F={p1, p2, ..., pn} be aset of primes. We say an integer 7 is F-smooth

is all of the prime factors of 7 are elements of F.

Definition 2.4

A nonnegative integer d is the greatest common divisor of integers a and 6 if d
is the largest positive integer that divides both # and 4. This is denoted by

d = gcd(a, b).
Example 2.3
(i) f2=1,001 =7 - 11 - 13 and 6 = 286 = -2 - 11 - 13, then

ged(a, b) = 11 - 13 = 143.
(ii) If 2 =11 and & = 13, then ged(a, b) = 1.

21.1 Computing the GCD

The greatest common divisor of integers « and & can be computed by the
following Algorithm 2.1, known as the extended Euclidean algorithm. In addition
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to ged(a, &), this algorithm also returns integers x and y such that ged (2, 6)
=ax+ by.

Algorithm 2.1: extended_ged
INPUT: integers a, b with 2 > &
OUTPUT: ged(a, &), integers x and y such that ged (2, b) = ax + by

Ifo=0

d< a,x 1,y 0, return (d, x, y)
X160, x¢ 1,911,y 0

While & > 0

g lalbl,re—a—qb x—x3—qx1,y <y, — g

AN N

A b, b1, x4 x1, X1 X, 92 y1,)1 ¢y
7. d ¢ a, x < x3, y < y,, return (d, x, y)

Definition 2.5

For integers 2 and &, if ged (2, &) then we say that 2 and & are relatively prime.

Example 2.4

(i) If 2= 1,001 and & = 286, then ged (2, b) = 77, so a and b are not

relatively prime.
(i) If 2= 11 and & = 13, then ged(a, b) = 1, so a and & are relatively
prime.
Definition 2.6
If a, b, and n are integers, then we say that a is congruent to b modulo n if n

divides (6 — 2) and we write 2 = 6(mod 7).

Example 2.5

(1) 7 = 3(mod 4) because 4 | (7 — 3).
(i) 11 = 3(mod 4) because 4 | (11 — 3).
(iii) —7 = 2(mod 3) because 3 | (-7 — 2).
(iv) 7 = 11(mod 4) because 4 | (7 — 11).

Property 2.1 (Chinese Remainder Theorem)

Let nyny ... ny be integers that are pairwise relatively prime, that is,
ged (n, nj) = 1 when 7 # j. Then the following system of congruences has a
unique solution modulo the product 7 =n;ny ... ny:
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x = a1 (mod 7n7)

x = ay (mod 7;)

x = ay (mod ny)

Property 2.2 (Gauss’ Algorithm)

The solution to the system of congruences given in Property 2.1 can be computed
as

k
x= Z a;N;M; mod n (2.1)
i=1

where

and
Mi = Nl'_l mod n;

Gauss’ algorithm can be written in a slightly different way that makes it
easier to understand. In particular, note that we can also write (2.1) as

k
x= z a; * e; mod n
i=1

where each ¢; has the property that

B 1 (mod 7;)
7 | 0(mod #j), j % i

So we can think of Gauss’ algorithm as being essentially an integer version
of Lagrange interpolation, where we fit a polynomial to 4 points by creating a
similar set of coefficients that are either 0 or 1 and thus force the desired
behavior at the given points.

Example 2.6

Consider the following system of congruences:

x = 2(mod 3) = 2; (mod 7;)

x = 3(mod 4) = a5 (mod 7;)
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Applying Gauss’ algorithm, we find that

n=nyn,=3-4=12

n 12
M= =5=4

n 12
No=,=%773

My = Nl_l mod 7] = 4" mod3=1
My = Nz_l mod 7) = 3 mod 4 =3
so that

x=(ay NyMy + ay Ny M,) mod 12
=(2-4-14+3-3"-3)mod 12
=(2-44+3-9) mod 12
= (8 + 27) mod 12 = 35 mod 12 = 11 mod 12

In this example we can also think of Gauss’ algorithm as finding integers

e1 and ¢ such that we have
x=2 e +3"¢) mod 12

Gauss’ algorithm then finds ¢; = 4 and ¢; = 9, where we have

B 1 (mod 3)
aTns 0 (mod 4)
and
i 0 (mod 3)
2921 (mod 4)
Definition 2.7

For a positive integer 7, ¢(n) denotes the number of integers less than 7 that
are relatively prime to 7. This function is called Euler’s phi function.
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Property 2.3
If m and 7 are relatively prime then ¢(mn) = ¢(m) ¢(n).

Example 2.7

(i) &(7) = 6 because each of the integers 1, 2, 3, 4, 5, and 6 are relatively
prime to 7.

(ii) ¢(p) = p — 1 for any prime p because 1, 2, 3, ..., p — 1 are all
relatively prime to p.

(iii) ¢(77) = ¢(7) p(11) = 6 + 10 = 60.

Property 2.4 (Fermat's Little Theorem)

Let p be a prime and  be any integer. Then we have that
a? = a(mod p)
If 4 is relatively prime to p, then we also have that

a7l = 1 (mod p)

Example 2.8

(i) For p =5 and a = 2, we have that A =2=3= 2(mod 5).
(ii) For p =5 and 4 = 2, we have that A1t =16 = 1(mod 5).
(iii) For p = 5 and « = 10, we have that 2” = 10° = 100,000

0(mod 5) = 10(mod 5).
(iv) For p = 5 and 4 = 10, we have that 712
0(mod 5) # 1(mod 5).

4~ 10,000

Property 2.5 (Euler's theorem)

Let 7 be an integer and « be an integer relatively prime to #. Then we have
that

22" = 1 (mod »)

Example 2.9

(i) With » = 3 - 5 = 15, we have ¢(n) = 8 and that 28 =256 =
1(mod 15).
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(i) With » =5 - 7, we have that ¢(z) = 24 and that 524 = 1(mod 35).

(iii) With » =11 - 13 = 143, we have that ¢(n) = 120 and that 11'%
= 1(mod 143).

Definition 2.8
We use Z,, to denote the set of integers {0, 1, ..., n — 1}.

We can perform arithmetic on elements of Z, by reducing a sum or
product to the remainder that is left after dividing by 7, which we call reducing
modulo n. In Z,, we have a + b = ¢ when (a + 6) = c¢(mod 7). Even though
we define Z,, to only include the integers from 0 through » — 1, it is often
convenient to think of # — 1 as being —1, even though —1 is not really an
element of Z,,.

Example 2.10

(i) In Z, we have that 9 + 6 = 3, or 9 + 6 = 3(mod 12).
(i) In Zg we have that 3 - 3 =0, or 3 - 3 = 0(mod 9).

As Table 2.1 shows, not every element of Z5 has a square root in Zs. In
particular, 0, 1, and 4 have square roots in Zs5 while 2 and 3 do not. This
motivates the following definitions.

Definition 2.9

A nonzero element a € 7, is called a quadratic residue modulo 7 if there exists
some x € Z , with xt=za (mod n). If no such x exists, we say that « is a quadratic
nonresidue modulo 7.

Example 2.11

(i) From Table 2.1 we see that 0, 1, and 4 are quadratic residues modulo
5.
(i) From Table 2.1 we see that 2 and 3 are quadratic nonresidues modulo

5.

Table 2.1
Multiplication in Zg

S o —= o %
oo oo oo
BN —= o -
W= = NON
N & —= WO Ww
—_NNW o
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Legendre symbols are a notation that indicates whether or not an integer
is a quadratic residue.

Definition 2.10

Let p be an odd prime and # an integer. Then the Legendre symbol <£> is
defined to be ?

(i) 0 if p divides a.
(ii) +1 if 2 is a quadratic residue modulo p.

(iii) -1 if & is a quadratic nonresidue modulo p.

Property 2.6

Let 2 and & be integers and p and ¢ be odd primes. Then Legendre symbols
have the following properties:

6 <%) = 4?72 (mod p)

o ()= (2 (L
w <P>"<P><P>
(iii) Tf = b(mod p) then <%> = (-)

) 2 (p-1)/8
Z) = (=2
(iv) <P> 1)

2\ _ (4 qyp-Dig-vr
) (q) (P)( )

Property 2.6(i) tells us that —1 is a quadratic residue modulo p if p =
1(mod 4) and that —1 is a quadratic nonresidue modulo p if p = 3(mod 4). If
—1 is a quadratic nonresidue modulo p, then we have that

—a a\ (-1 a
n) \n)\n)  \n
so that either # is a quadratic residue or —« is a quadratic residue. In particular,

this is true when p = 3(mod 4).
Property 2.6(v) tells us that

(5)=()

unless both p and ¢ are congruent to 3 modulo 4, in which case we have that
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Example 2.12

(1) <g> = 0 because 3 divides 6

(ii) G) =37=D2 233~ 27 = _1(mod 7)

(iii) Because 3 and 7 are both congruent to 3 modulo 4, we have that
7 3
IR

We can generalize the definition of Legendre symbols to get Jacobi symbols,
which are defined for composite denominators as follows.

Definition 2.11

Let @ be an integer and 7 be a positive odd integer with

ﬂ—npl’_plpz p

Then the Jacobi symbol

is defined to be

ay

)
51 () )

where each of the factors
a;
a
(7)
is a Legendre symbol as defined in Definition 2.10.

Property 2.7

Let a, b be integers and 7 = 3 and 7 = 3 be odd integers. Then Jacobi symbols
have the following properties.
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(v) If 2 = b(mod n), then <£> _ <é>
7 n
(vi) <l> = +1
n
o (2L (=12
(vii) <—> = (=1)
n
(viii) < ) (=) =V
(ix) < ) ( >( o= D= 1)

Example 2.13

1
(1) (ﬁ) = 0 because ged (15, 21) # 1

(i) <%> = ()= P =

(iii) <%> = (%) nA1-DI-1/M4 _ (%) b= <%>

Property 2.8

If p and ¢ and distinct odd primes and 7 = pg, then a € Z,, is a quadratic
residue modulo 7 if and only if # is a quadratic residue modulo p and z is a
quadratic residue modulo p.

21.2 Computing Jacobi Symbols

Suppose that 7 is an odd integer and we can write 2 = 2% where & is an odd
integer. Then we have that
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() ()= ()6 -G

{2\ [\ -1 -4
=) (5)e

k
_(2Y (n mod b (b-1)(n-1)/4
- ()

This gives us the following algorithm for computing Jacobi symbols. Note
that it is not necessary to know the factorization of 7 to do this.

Algorithm 2.2: JacobiSymbol
INPUT: odd integer 7 2 3, integer 2 with 0 < 2 < n
OUTPUT: Jacobi symbol (a/n)

If 2 =0, return 0

If 2= 1, return 1

Write a2 = 2‘941 where 27 is odd

If % is even, then s « 1

Else if 7 = 1(mod 8) or #n = 7(mod 8), then s < 1
Else if » = 3(mod 8) or » = 5(mod 8), then s < —1

ny < n mod 4,

S AN e

Return s - JacobiSymbol(ny, ay)

2.2 Concepts from Abstract Algebra

Abstract algebra provides the framework for defining the differences and similari-
ties between different algebraic structures. The real numbers and the integers
are fundamentally alike in some ways and different in other ways, for example,
and the framework of abstract algebra provides a way to describe these properties
and generalize them to other structures. In particular, structures that are suitable
for use in computers have finite-length representations, so we want to understand
the properties of structures that behave much like the real numbers yet are
finite instead of infinite.

Definition 2.12

A binary operation on a set S is a function f: § X § = §, or a function
that takes two input values and produces a single output value. Addition and
multiplication of real numbers are examples of binary operations.
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Definition 2.13

A group (G, *) is a set G and a binary operation * on G that has the following
properties:

(i) a*x(b*xc)=(axb)*cforall a, b, cin G (associativity).
(ii) There is a special element of G called the identity element which we
write as e. This identity element satisfies 2 *x e = ¢ * 2 = a for all
in G.
(iii) Each element 2 of G has an inwverse that we write as 47}, also an
element of G, such that wa = a=e

We say that G is a group under the operation * if (G, *) is a group. We
will also somewhat inaccurately say that a set G is a group without listing the
group operation if the operation is clear from the context of the discussion, so
we might say that “the integers are a group,” for example, even though it is
somewhat inaccurate.

Example 2.14

(i) The integers Z under addition are a group. In this case, the integer
0 acts as the identity element.

(ii) The integers Z under multiplication are not a group because not all
integers have multiplicative inverses that are also in Z. The multiplica-
tive inverse of 3 is not an integer, for example.

(iii) The natural numbers N under addition are not a group because the
natural numbers lack an additive identity, that is, 0 € N.

(iv) The nonzero real numbers under multiplication form a group. In this
case, the real number 1 acts as the identity element.

(v) Z,is agroup under addition but may not be a group under multiplica-
tion; Z,, is a group under multiplication if and only if 7 is prime.

(vi) The set V' = {0, 1, 2, 3} along with the operation shown in Table
2.2 is a group. In this group, every element is its own inverse.
Definition 2.14
If (G, *) is a group, then the number of elements in the set G is called the
order of the group. This can be either finite or infinite.
Definition 2.15

A group (G, *) with the additional property that 2 * 6 = b * 4 for all 2 and &
in G is called an Abelian group.



Basic Mathematical Concepts and Properties 27

Table 2.2
Operations in the Group V

WN — O %
wNh— oo
NWOoO — —
— oW NN
o = N Ww

Example 2.15

(i) The integers under addition are an Abelian group.

(ii) The set of all 2 X 2 invertible matrices with real entries is a group
under matrix multiplication, but not an Abelian group because matrix
multiplication is not commutative.

If a group is Abelian we often write the group operation as + instead of
* and using + to denote a group operation is usually reserved for Abelian groups.
Writing @ * b # b * a is fine, because not all groups are Abelian, but if you
write 2 + & # b + a it will make many mathematicians uncomfortable.

Definition 2.16

If (H, *) and (G, *) are groups and H is a subset of G, then we say H is a
subgroup of G. Note that this means that the subgroup must have the group
structure with respect to the same operation that defines the group structure

in G.
Example 2.16

(i) The even integers under addition are a subgroup of the integers under
addition.

(ii) The odd integers under addition are not a subgroup of the integers
under addition.

(iii) The group V'=1{0, 1, 2, 3} of Example 2.14(vi) has three subgroups
of order 2: H; = {0, 1}, H, = {0, 2}, and H3 = {0, 3}.

Definition 2.17

Let (G, *) be a group with identity element ¢ and g € G. The smallest positive
integer 7 such that

X g % * g— "% =
|
7 times
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is called the order of the element g. If no such integer exists then we say that
the order of g is infinite.

Example 2.17

(i) In the group (Z7, +) the order of the element 2 is 7.
(ii) In the group (Zg, +) the order of the element 2 is 3.
(iii) In the group (Z, +) the order of the element 1 is infinite.

Property 2.9 (Lagrange’s theorem)
The order of any element of a group divides the order of the group.

Property 2.10

Let G be a group of order 7 and p a prime. If p | 7 but pzl}’n, then G has a
unique subgroup of order p. In some IBE systems we need to map an identity
to a point of prime order, and knowing that this mapping will map the identity
to an element of a particular subgroup is useful.

Example 2.18

(i) The group Z13; has order 132 = 223+ 11 and thus has a unique
subgroup of order 11. Given any element of ¢ € Z;3;, we can find
an element of the subgroup of order 11 by calculating

(ii) The group V of Example 2.14(vi) is of order 4 but has three different
subgroups of order 2.

Definition 2.18
A group (G, *) is c¢yclic if there exists a ¢ € G such that for any / € G there

exists an integer 7 such that we can write / = gl. Such an element g is called a
generator of G and we write G = (g) to indicate this.

Example 2.19

(i) If p is a prime, then any nonzero element of Z, generates the group
Z, and the group Z, is cyclic.
(ii) Both 1 and 5 generate Zg4, while 2, 3, 4 do not generate Zg.

Definition 2.19

If G is a group with identity element 0, then we use the notation G* to denote
the nonzero elements of G.



Basic Mathematical Concepts and Properties 29

Definition 2.20

Let G be a group generated by g. For any 2 € G, we say that the discrete
logarithm to the base g of a is a if we have that « is the smallest positive integer
such that 2 = ¢“

Example 2.20

(i) In the group G = (Z,,, +), we have that G = (1), and that the discrete
logarithm of #= % - 1 to the base 1 is 4.

(ii) Inthegroup G = (Z17, X), we have that G = (2), and that the discrete
logarithm of 6 = 2’ (mod 11) to the base 2 is 9.

In some cases, we will have two groups that behave exactly the same way,
but are labeled differently in some way. In a trivial case, we could write one
version of the integers in an italic font and another version in bold font and
notice that these two versions behave exactly the same way if we ignore this
slight difference. So while we could not add an italic 2 to a bold font 2, for
example, we can easily map the two sets to each other by making the necessary
font change. The desire to find a way to define how two structures have the
same properties but with changed names motivates the following definition.

Definition 2.21

Let f'be a function from a group (G, +) to a group (H, @). Then fis a
homomorphism of groups if we have that f(a + &) = f(a) @ f(b) for all 2 and
b in G. A homomorphism of groups is a function that preserves some of the
structure of a group but not necessarily all of the structure.

Definition 2.22

Let f'be a homomorphism from a group (G, +) to a group (H, ®). Then f'is
an isomorphism of groups if it has the following properties:

(i) For every @ and & in G, if f(a) = f(b) then a = b.
(i) For each /# € H there exists a g € G with / = f(g).

When these properties hold, we say that the groups (G, +) and (H, ®)
are isomorphic and write G = H to indicate this. An isomorphism is a function
that preserves all of the structure of a group, and groups that are isomorphic
are essentially identical, differing only in the way that their elements are written.

Definition 2.23

An endomorphism is a homomorphism from a group (G, +) to (G, +), that s,
from a group to itself.
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Example 2.21

(i) If e is the identity element of a group (G, +), then the function f(¢)
= ¢ for any ¢ € G is a homomorphism of groups, where the range of
f implicitly lies in the trivial group containing just the element e.

This is not an isomorphism because it fails property (i) of Definition
2.20.

(i) The mapping fwhere f(7) = 2n is a group homomorphism from the
integers under addition to the even integers under addition because
fla+b)=2(a+b)=2a+2b=f(a)+ f(b). This mapping falso
satisfies properties (i) and (ii) of Definition 2.22, so it is also an
isomorphism.

(iii) The real numbers under addition are isomorphic to the positive real
numbers under multiplication, with an isomorphism given by
flx) =e™

(iv) Complex conjugation, that is, f (2 + bi) = a — bi, is an endomorphism
of the complex numbers under addition.

Definition 2.24

A field (F, +, *) is a set F and a two binary operations + and * on F that have
the following properties for all 2, b, ¢ in F.

(i) (F +) is an Abelian group.
(i) Let £* denote the set of elements of F not equal to the identity

element for the operation +. Then (F*, *) is an Abelian group. We
think of F* as being the nonzero elements of F.

(iii) @ * (b+ ¢) = a* b+ a = ¢ (distributivity).

Note that only two operations are defined in a field, which we think of
as addition and multiplication. Subtraction and division are not defined, so
when (F, +, *) is a field and # and & are elements of F, when we write 2 — &
we really mean @ + (—b) where —& is the inverse of & under the operation +
and when we write 2/6 we really mean ab™" where 67 is the inverse of b under
the operation *.

Example 2.22

(i) (R, + -) is a field. Property (ii) of Definition 2.24 tells us that all
real numbers except zero need to have a multiplicative inverse. Zero
is excluded so that we do not have to worry about the possibility of
dividing by zero, which is undefined.
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(i) If p is a prime, (Zp, +, +) is a field.
(iii) The set of polynomials with real coefficients with the operations of
addition and multiplication of polynomials is a field.

(iv) The set of all polynomials with real coefficients with addition and
multiplication performed modulo the polynomial x2 4+ 1is a field.

(v) If p is a prime, the set of all polynomials with coefficients from Z »
with the operations of polynomial addition and multiplication is a

field.

As with groups, we will somewhat inaccurately say that the set Fis a field
without listing the field operations if the operations are clear from the context
of the discussion.

Definition 2.25

If (F, +, *) is a field, then the number of elements in the set F is called the
order of the field. This can be infinite or finite. We write [Fq for a finite field
with g elements.

Definition 2.26
If (F, +, ) is a field and 7 is the smallest positive integer such that

x+x+...+x=nx=0
—

7 times

for all x € Fis called the characteristic of the field. If no such integer exists,
then we say that the field has characteristic zero.

Example 2.23

(i) If p is a prime, then the field [, has characteristic p.
(ii) The field of real numbers has characteristic zero.
(iii) If p is a prime, the field of polynomials with coefficients from [F, is
a field of characteristic p. This field is infinite, yet has character-
istic p.
Definition 2.27

A homomorphism of fields is function that preserves some of the structure of a
field. Let f'be a function from a field (K, +, *) to a field (F, @, ®). Then fis

a homomorphism of fields if we have that

fla+b) =f(a) ® f(b)
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and

flaxb)=f(a) ®f(b)
for all # and & in K.
Definition 2.28

An isomorphism of fields is a function that preserves all of the structure of a
field. Let f'be a homomorphism from a field (K, +, *) to a field (F, @, ®).
Then fis an isomorphism of fields if it has the following properties:

(i) For every @ and & in K, if f(a) = f(b) then a = b.
(ii) For each & € F there exists a 2 € K with b = f(a).

When these properties hold, we say that the fields (X, +, *) and
(F, ®, ®) are isomorphic and write K = F to indicate this. An isomorphism is
a function that preserves all of the structure of a field, and fields that are
isomorphic are essentially identical, differing only in the way that their elements
are written.

Example 2.24

The field of complex numbers is isomorphic to the field of polynomial with
real coefficients modulo the polynomial x%+1,and we can write an isomorphism
f'between the two fields explicitly as /(2 + bi) = a + bx.

Property 2.11

Any field with a finite number of elements has a number of elements equal to
p " for some prime p and some natural number 7. All finite fields with the same
number of elements are isomorphic, so we can talk about #be finite field [F,,
even if there may be different ways to represent the elements of this field.

Definition 2.29

If (K, +, *) and (F, +, *) are fields and K is a subset of F, then we say K is a
subfield of F. Note that this means that the subfield K has to have the field

structure with respect to the same operations that defines the field structure in

F.

Definition 2.30
If K'is a subfield of a field F, then we say that F is an extension field of K.

Example 2.25

(i) The complex numbers are an extension field of the real numbers and
the real numbers are a subfield of the complex numbers.
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(i)

The field [Fq is not a subfield of the real numbers. Although the
elements of [, are a subset of the real numbers if ¢ is a prime, the
operations defined on [, are different from those defined in the real
numbers, so [, cannot be a subfield of the real numbers. In [F3, for
example, we have that 2 + 2 = 1, which is different than the fact that
2 +2 =4 in the real numbers. A more careful description of [F3 might
write its elements as 0, 1, and 2 and its operation as @ to make this
explicit.

Definition 2.31

If F is an extension field of K, then F is a vector space of dimension # over K
for some positive integer k. The value of 4 is called the degree of the extension.
The degree of an extension may be either finite or infinite. If 4 is finite then
we can write a typical element of F as @ = (x1, x, ..., x;) where each

x,-EK

Example 2.26

©)

(i)

(iii)

(iv)

The complex numbers are an extension field of degree 2 of the real
numbers and we can write a complex number z = x + 7y as
z= (x, y) to emphasize the fact that complex numbers can be consid-
ered vectors with real coordinates.

Polynomials with real coefficients are an extension field of infinite
degree of the real numbers.

Let v € F, and @ be a solution to the equation x?— 5= 0 with
a” # vfor n<d. Soif ais a sixth root of v, for example, then it is
not a cube root or square root. Then the smallest extension to ﬂ:q in
which x% — » = 0 has a solution is ﬂ:qd.

Suppose that F3 is a finite field that is an extension of degree 4 of
the finite field 7, and that F; is a finite field that is an extension of
degree k1 of the finite field 7. Then by writing an element of Fj3
in terms of the basis of F, and then writing the basis of F, in terms
of the basis of F| we see that F3 is an extension of degree k1 4, of
the finite field 7.

Suppose that if ¢ = p” for some prime p and that F, is an
extension of [F,. Because [, is a vector space of dimension 7 over
[FP’ elements of [Fq must look like 2= (g, ..., a,_1) where
a; € I, foreach 0 <i<n—1. We can add two such vectors in the
obvious way, so that if 6= (by,...,b,-1), then a+ b=
(ag+ by, ..., a,_1+ b,_1). We can also define —z in the obvious
way, where —a = (—ag, ..., —a,_1). Such operations supply the



34 Introduction to Identity-Based Encryption

group structure under the operation of addition that the definition
of a field requires. Because [, is a vector space of dimension 7 over
[Fp, we can talk about elements of [Fq being linearly independent,
which has the same meaning as in linear algebra.

Definition 2.32

Elements of [Fqu and y are linearly independent if for all a, b € ﬂ:q we have that
a-x+b-y=0 implies that # =0 and 4 = 0.

Example 2.27

(i) In F;;2 (0, 1) and (1, 0) are linearly independent.

(ii) In Fy42 (0, 1) and (0, 2) are not linearly independent because (0, 1)
+5-(0,2) = (0, 0)(mod 11).

To make F, a field, however, we also need to be able to multiply such
vectors and to be able to find their multiplicative inverses. One way to do this
is to identify the components of a vector with coefficients of a polynomial
and then multiply vectors as if they were the polynomials created in this way.
So we identfy a=(ag,...,a,-1) with the polynomial f(x) =
agtayx+...+a,_1x""

Definition 2.33

If Fis a field, we write F [x] for the set of all polynomials in the variable x
with coefficients from F.

Example 2.28

() G+2)x>+ (0 +i)x+1eClx]
(i) 7x% + 2x + 1 € Fyy[x]

Definition 2.34

If Fis a field and f(x) € F[x], then we write F[x]/(f(x)) for the set of
polynomials in F [x] reduced modulo the polynomial f'(x).

Example 2.29

(1) In R{x]/ (x2 + 1) we do calculations modulo the polynomial K+,
so that x> + 1 = 0 or that x> = —1. So we can write that
P=x-xt= x(—1) = —x(mod X+ 1) and that xi=x? xt=

(-1)(-1) = 1 (mod X+ 1), for example.
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(i)

In Fs[x /(x + 1) we have that (x + 2)(x + 3) = X+ 5x+6
O(modx +1).

Definition 2.35

If Fis a field and f(x) € F[x] then we say that f(x) is irreducible over F if it
cannot be written as the product of two polynomials in F[x] of positive degree.

Example 2.30

©)
(i)

(iii)

(iv)

Opver the real numbers, the polynomial x2 + 1 is irreducible.

Over the complex numbers, the polynomial x+1= (x+2)(x—1)
is not irreducible.

Over the real numbers, the polynomial xt-1= (x+ D—=1)is
not irreducible.

Over Fs, the polynomial x2+1= (x + 2) (x + 3) is not irreducible.

Property 2.12
If Fis a field and f(x) € F[x] is irreducible, then F[x]/( f(x)) is a field.

Example 2.30

()

(i)

(iii)

(iv)

F=R[x /(x + 1) is a field. In thlS case, F is 1somorph1c to the
complex numbers. If we multiply 2wt =t in RGP + 1), we
can reduce the result modulo x* + 1 by noting  that
xr+l= 0 (mod X%+ 1) so that x? E —1 (mod x*+ 1), and we find
that x% = x% - x% = (=1) (1) (mod X%+ 1) = 1(mod X%+ 1).

F= [R[x]/(x2 —1) is not a field. Note that both x+ 1 € F* and
x—1eF'but(x+1)(x—1) = O(modx2 — 1) ¢ F* so that F* is
not a group as required by the definition of a field.

If p is a prime and —1 is a quadratic nonresidue modulo p then we
cannot find \/—_1 modulo p so we cannot factor x* 4+ 1 as
(x + \/—) (x - \/— ) Thus x> + 1 is irreducible and
F= Z [x ]/(x + 1) is a field. This field hasp elements and can be
Written [FP2 We can think of elements of [F 2 as being either vectors
of the form (4, 21), as polynomials 2 + x, or as complex numbers
ag+ ayi.

Because -1 is a quadratic nonr651due modulo 11, F = Zy;[x]/
(x + 1) is a field with 112 = 121 elements. Both 4 = =(3,7)
3+ 7iand b= (4, 5) = 4 + 5i are elements of F. We can multiply
aand b to getab= (3,7)(4,5) = (3 +7i)(4 +5i) =23+ 43i=
(10 + 107) (mod 11) = (10, 10). Because (6 + 97) (4 + 57) = —21 +
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66:; = 1(mod 11) we see that 571 = 6 + 9/ so that we can calculate
alb=ab™ = (3 +7i)(6 + 9i) = =45 + 69i = (10 + 3i) (mod 11),

so in F we have that

3,7

-1
@5 =(3,7)(4, 5" =(10, 3)

(v) Because 2 is a quadratic nonremdue modulo 5, x + 2 is irreducible
over 5 and F=Z5[x 1/(x* + 2) is a field with 5% = 25 elements. We
can write elements of F as 2 + b\/2 for example.

So if g = p”, by finding an irreducible polynomial of degree 7 over [,
we can create a representation of [Fq as [Fp [x]/( f(x)), where we can do calculations
in F, by identifying elements of [, with polynomials in [, [x] and performing
calculations modulo f'(x).

Note that we can find multiplicative inverses of elements of F, by using
the extended Euclidean algorithm (Algorithm 2.1). If we can identify an element
o € [Fq with the polynomial p(x), then we must have ged(p(x), f(x)) = 1.
Thus we can use the extended Euclidean algorithm to find polynomials «(x)
and &(x) such that we have 2(x) p(x) + b(x) f(x) = 1.

In [Fp [x]/( f(x)) we have that &(x) f(x) = 0, so that a(x) p(x) = 1, so
that 2(x) is the inverse of p(x), and the field element corresponding to «(x) is
the inverse of « in [Fq.

Definition 2.36

Let F be a finite field and a € K where K is an extension of F. Then we write
F[a] to indicate all sums of the form 2 x; a’ where x; € F and where all but
a finite number of the coefficients x; are zero.

Example 2.31

(i) For the real numbers R and i =—1, we have that R [£] is all finite
sums of the form X x;7". We can use the properties that 7” = —,
i* = 1, and so forth, to reduce any sum of this form to a single
complex number 2 + b7, so elements of R[] are just the complex
numbers.

(ii) Let a be a root of the irreducible polynomial f(x) = 4 x+ 1
Then R[a] is all finite sums of the form 2 x;a". For any power of
a greater than or equal to a’ we can use the property that X 4 x+
1 =0 so that x° = —(x + 1) to reduce sums of this form to value of
the form x, a’ + xpa+ xg, so R[a] is an extension of degree 3 of
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R and is isomorphic to R[x /(x + x + 1). A similar observation
shows that we can find a way to represent the finite field [ ¢ as sums
of powers of the root of an irreducible polynomial of degree 4 over

F,-

Property 2.13

If F ¢ is a finite ﬁelgl then |]: # is a cyclic group of order q — 1. In particular,
1fae|]:/ethenaq =1.

Definition 2.37

The algebraic closure of a field F is an extension to F in which all elements of
F[x] have roots. So if f(x) is a polynomial with coefficients from the field F,
then all solutions to the equation f(x) = 0 are elements of the algebraic closure
of F. We write the algebraic closure of F as F. A field Fwith F=F is called

algebraically closed.

Example 2.32

(i) The real numbers are not algebraically closed because the polynomial
fx) = XX+ 1= (x + 7) (x — 7) does not have roots that lie in the
real numbers.

(i) The Fundamental Theorem of Algebra tells us that the algebraic
closure of the real numbers is the complex numbers, or that any
polynomial with real coefficients has all of its roots in the complex
numbers.

(iii) The complex numbers are the algebraically closed because any polyno-
mial with complex coefficients has roots that lie in the complex
numbers.

(iv) If p is a prime, then the algebraic closure of [, is an infinite field
that is the union of the fields ﬂ:pn for each n € N,

Definition 2.38
For sets X and Y we define the Cartesian product of X and Y to be

XxY={x,y) |xeX yeY}

The Cartesian product can be similarly defined for groups, with the group
operations being applied to each component of the Cartesian product. So if
(G, @) and (H, O) are groups, then we can define a group operation © on
G X H in which the group operations of (G, @) and (H, O) are applied
componentwise to the elements of G X H, so that
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(g1, 71) © (g2, h2) = (g1 ® g2, h1 © h2)
We use the notation G @ H to denote the group (G X H, ©) formed in this
way.

Example 2.33
Let V be the group defined in Example 2.14(vi). This is isomorphic to the
group Z, @ Z,, as Table 2.3 shows.

Property 2.14 (Lagrange interpolation)

Let F be a field, x1, x;, ..., x,+1 be distinct elements of F and y;, 55, . ..,
yn+1 be elements of F. Then there is a unique polynomial f(x) € F[x] of degree
no more than 7 such that f(x;) = y; for each 1 <7< »n + 1. This polynomial
can be written as

n+1

f&) = eix)y;
i=1

where each ¢; (x) has the property that

1,j=i
e"(xf):{oj';tz‘

and is defined by

X — x;
AOEDY o
j2i"J g

Example 2.34
(i) The result of using Lagrange interpolation on 7+ 1 points may result

in a polynomial of degree less than 7. This may happen, for example,
if the points all satisfy a polynomial of degree less than 7.

Table 2.3
Operations in the Group Z, ® Z,

+ (0, 0) (0, 1) (1,0 (1,1
(0,0 (0,0 (0, 1) (1,0 (1, 1)
(0, 1) (0, 1) (0, 0) (1,1 (1,0)

(1,0) (1,0 (1,1 (0, 0) (0, 1)
(0, 0) (1, 1) (1,0 (0,1 (0, 0)
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(ii) Suppose that we have the following points and we want to use Lagrange
interpolation to find a polynomial that fits the three points

(xl’}’l) = (03 1)
(x2,72) =(1,0)
(x3,93) = (2, 1)

We first find the polynomials ¢; (x) as

(x—x)lx—x3) -Dkx-2) G-1)k-=-2)

A e Ty 0-DO-2 2
(x) = (x=—x)x—x3) (x=0)(x—-2) x(x—2)
A T )b —x3) 1-0)(1-2) 1
and
k= x)x—x) k- 0)(x-1) xx-1)
e3(x) =

(x3—x1)(x3—x) 2-0Q2-1) 2
so that we find that

f)=ero)yr +ea(x)ya+e3(x)y3
x(x —2) x(—1)
=< > >1+(x(x—1))0+< 3 >1

_ <—(x - 1)2(’“ - 2)> 1+ (e(v—1))0 + (x(xz_ D)l

=x2—2x+1
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Properties of Elliptic Curves

Many IBE algorithms rely on the properties of certain functions on elliptic
curves called pairings. This chapter describes the basic properties of elliptic
curves that will be used in following chapters to understand properties of pairings
and how to calculate them. Further detail on the connection between elliptic
curves and elliptic functions can be found in [1]; additional detail on the
algebraic structure of groups of points on elliptic curves can be found in [2];
further details on the efficient implementation of algorithms involving points
on elliptic curves can be found in [3].

3.1 Elliptic Curves

Elliptic curves arise naturally in the study of elliptic functions, functions that
are doubly periodic in the complex plane, or having two different complex
periods, say w; and w; for an elliptic function f such that f(z + w;) =
f(z+ wy) = f(2). They are also related to arc length integrals on ellipses, which
explains the source of their name. The properties of elliptic curves that are
mentioned below follow from the properties of the Weierstrass g (an old
German “P”) function. In particular, for periods w; and w,, the @ function
is defined to be the infinite sum

1 1 1
P ==+ 2 <—2__2>
25 az0 \E—w) w

where the sum ranges over all sums of integer multiples of the periods w =
n1 w1 + ny wy except 0. The set of such sums of the form w = 7 0 + 7y W,
defines a lattice of points in the complex plane as shown in Figure 3.1.

M
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/ ,

Figure 3.1 Lattice in the complex plane.

If we look more closely at one period of this lattice, like the one shown
in Figure 3.2, we can imagine cutting the picture from the page and connecting
the edges of this region that differ by either the period @ (the dashed lines in
Figure 3.2) or the period @, (the solid lines in Figure 3.2), to get the torus
shown in Figure 3.3. So we can imagine that the doubly periodic nature of

Figure 3.2 Closer look at one period of a lattice.
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Figure 3.3 Torus formed from a single period of a lattice.

such a lattice means that it reduces operations in the complex plane to operations
on the surface of a torus.
The g function also satisfies the following differential equation:

(9'(2) = 4(p ) - g2 0 (2) — g3

where g5 and g3 are constants that depend on the periods of the ¢ function.
Identifying 7(z) with y and @ (z) with x we get that x and y satisfy

2
7 =4 —gx— g
in which we can change variables to get

y2=x3+ax+/7

This is analogous to noticing that the trigonometric functions cos ¢ and
cos” t = sin ¢ satisfy the differential equation

(cos t)2 + (cos’ t)2 =1

and then identifying cos # with x and sin # with y to get the familiar form of
a circle:

x2+y2=1
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The g function also satisfies the following identity:

2 (z1) @ (z1) 1
det| (22) 2’ (z2) 1]l=0 (3.1)
p(zl'i‘Zz) —80’(21+Z2) 1

Recall that we have

x1 y1 1
det| x2 72 1]=0
x3 y3 1

exactly when the three points (x1, y1), (x2, y2), and (x3, y3), are collinear. So
if we identify Py = (x1,y;) with (9(z1), 9'(z1)), Py = (x3,y;) with
(9 (22), ' (22)), and P3 = (x3, —y3) with (@ (21 + 22), =0 (21 + 22)),
then we see that the points Py, P;, and Pj are collinear because the determinant
(3.1) is zero, suggesting a way to define adding points on a elliptic curve in
which we find P; + P; by first finding the third collinear point on the curve
P3 = (x3, —y3) and then defining P} + P; to be (x3, y3).

Definition 3.1

An elliptic curve is the set of points satisfying an equation of the form

yz = x> + ax + b where the coefficients « and & are elements of a field F with

the characteristic of  is not equal to 2 or 3. We write £/F to indicate this and
say that the elliptic curve is over the field. Such a curve is said to be in Weierstrass
normal form. We can think of the points on an elliptic curve as being either
points in a set or as rational functions of x and y, and can freely change between
the two points of view as needed.

The requirement that the characteristic of /' be greater then 3 is not strictly
required for an elliptic curve, but this restriction limits us to the elliptic curves
of interest in the discussion of IBE in this book. If the characteristic of the
field over which an elliptic curve is defined is equal to 2 or 3, alternative forms
other than the Weierstrass normal form need to be used. In particular, the
algorithm for adding points on an elliptic curve in Weierstrass normal form uses
the constants 2 and 3, which makes it behave badly over a field of characteristic 2
or 3, so alternate forms are needed in these cases.

Over a field of characteristic 2 the following alternative can be used:

y2+ay=x3+bx2+cxy+dx+f
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and over a field of characteristic 3 the following alternative can be used:
)/2=x3+ax2+bx+c

Elliptic curves for which the cubic has repeated roots turn out to have
undesirable properties from the cryptographic point of view, so it is useful to
be able to identify which curves these are. To determine this, we can find the
roots of the cubic part of an elliptic curve in Weierstrass normal form by
factoring x>+ ax+b=0 into (x = x1) (x = x2) (x — x3) using the rarely used
cubic formula to get

NG
(3) ? (<96 +~/3 42> +276)"
- +
(_9“\5 /4—ﬂ3+27bz)1/3 11332/3

(1+i/3)a (1-i~3)(-96+~3f4a’ +276%)'
3B Lo fha 270 27537

(1-i3)a (1+i~/3) (<96 +~3 \f4a’ +276%)'
BT3B Lo fha 270 27537

Using these values for the roots of the cubic we find that

X1=

(x1 — xz)z(m - x3)2(x2 - X3)2 = —(4;13 + 27&2) (3.2)

so that we have a repeated root whenever —(4413 + 27/72) = 0. For historical
reasons connected to the classical study of elliptic functions,

-16 (4a3 + 27b2) is used instead of —(4013 + 27b2) to characterize this behavior
of an elliptic curve, but the additional constant factor does not change which
curves have repeated roots and which do not.

Definition 3.2
The discriminant of an elliptic curve in Weierstrass normal form y% = x° + ax
+ b is the quantity A = =16 (42> + 2767).

Property 3.1

Elliptic curves over the real numbers for which the discriminant A < 0 have
two components, as shown in Figure 3.4, which corresponds to all of the roots
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Figure 3.4 Graph of the elliptic curve y2 = x® — 4x for which A < 0.

of (3.2) being real (i.e., no imaginary component). Elliptic curves over the real
numbers for which the discriminant A > 0 have one component, as shown in
Figure 3.5, which corresponds to two of the roots of the cubic in (3.2) having
nonzero imaginary part so that they do not appear on the x-axis of a graph of
the curve.

Definition 3.3

An elliptic curve for which the discriminant A = 0 is called singular. An elliptic
curve for which the discriminant A # 0 is called nonsingular. Note that an
elliptic curve may be nonsingular over one field and singular over another. Note
that this definition of the discriminant is always even so it is always zero in a
field of characteristic 2. In this case, the Weierstrass normal form needs to be
replaced with a different form for which the discriminant is not always zero.

Example 3.1

(i) The elliptic curve yz =x’ +x+1is nonsingular over the real num-
bers because it has discriminant A = —16(31) = —496.
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Figure 3.5 Graph of the elliptic curve y2 = x> = 3x + 3 for which A > 0.

(i) The elliptic curve yz =x’ +x+1is singular over a field of char-
acteristic 31 because it has discriminant A = —16(31) so that A =
0 (mod 31).

Graphs of singular elliptic curves over the real numbers are shown in
Figures 3.6 and 3.7. Figure 3.6 shows an elliptic curve for which the cubic has
two repeated roots. This type of elliptic curve is said to have a cusp at the
repeated root. Figure 3.7 shows an elliptic curve for which the cubic has three
repeated roots. This type of elliptic curve is said to have a node at the repeated
root. Many discussions of elliptic curves restrict the meaning of the term to
only nonsingular curves, a convention that we will also follow hereafter. We
will see in a Chapter 5 that cryptographic algorithms using arithmetic on
singular elliptic curves are extremely weak compared to those using arithmetic
on nonsingular curves.

3.2 Adding Points on Elliptic Curves

We can define a geometric way to add points on an elliptic curve that is based
on (3.1). We do this in the following steps. To add points P and P;, construct
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3

Figure 3.6 Graph of the singular elliptic curve y2 = x°, an example of a cusp.

the line through P and P; and find the third point where it intersects the
elliptic curve. To add a point to itself, use the line tangent to the curve through
the point instead. Reflect this third point across the x-axis to get the sum of
the points P} + P;. These steps are shown in Figure 3.8 for the elliptic curve
}/2 =x’+1.In Figure 3.5, the line # represents the line through Py, P and
—(Py + P;) and v represents the vertical line through —(”; + P;) and
Py + P;, and the same lines # and » will be important in constructing the
Tate pairing that we discuss in Chapter 4. We also consider the point at infinity
to be on an elliptic curve, and write this special point as O, and we have that
P+ O = P for any point on an elliptic curve, so that the point at infinity acts
much like the number 0 does in the real numbers.

If we have two points on an elliptic curve, P;= (x;,y;) and
Py = (x3, y2), we can write the sum of the points P + P, = P3 = (x3, y3).
There are two ways to find P3: one if Py # P, and another if Py = P,. If
Py # P then we can find the slope of the line through P and P; as

m= J2— )1 (3.3)

X2 — X1
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Figure 3.7 Graph of the singular elliptic curve y2 =x°—3x+2, an example of a node.

If Py = P, then we can find the slope of the line through P from

3x% +a
m=—F5— (3.4)
291

Note that (3.3) shows why we restricted an elliptic curve to being defined
over fields with characteristic other than 2 or 3. In either of these two cases, a
characteristic of either 2 or 3 makes the expression (3.3) inadequate where
multiplying by 2 or 3 is equivalent to multiplying by 0, so alternate forms for
elliptic curves are needed other than the Weierstrass normal form.

If we write the line through P and P; as y = mx + (3, then this line
intersects the elliptic curve when

(mx+,8)2=x3+ax+b

or that

x3+ax+b—(mx+ﬂ)2=0
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P+P

Figure 3.8 Addition of points on an elliptic curve.

or
X3 — m?x? + (@a=2mB)x+ (b— ,82) =0
Recall that for a monic polynomial or degree 7 the sum of its roots of

1 . . 21 .

the polynomial is the negative of the coefficient of the x” ™ term. In this case,
2

the sum of the roots must be 727, so that

X1 +x)+x3= m2
or that
)
x3=m" —x1—x) 3.5)

Because the point (x3, —y3) is on the line y = mx + B we have

—y3=mx3+ 3

=mxz + (y; — mxy)

m(x3 —x1) + 1
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so that

y3=m(x] —x3) — y1 (3.6)
Example 3.2
(i) The points P} = (=1, 0) = (x1, y1) and P = (0, 1) = (x3, y) are on

the elliptic curve y” = x” + 1 over the real numbers. In this case we
can find P3 = (x3, y3) = P + P; by finding

xy—x1 1-=(=1)

m

so that
x3=m2—x1—x2=12—(—1)—0=2
and
y3=mx; —x3) —y1=1(-1-2)=0=-3

so that P3 = (2, =3).

(ii) The points Py = (0, 1) = (x1, y1) and Py = (2, 8) = (x3, y,) are on
the elliptic curve y“ + x” + 1 over [y;. In this case we can find
Py = (x3,y3) =P+ P by ﬁndmg

m=%:%:%=7-2_1=7-6=5651(mod11)
so that

x3=m>—x; —x3=1>=0—-2=10(mod 11)
and

y3=m(x; —x3) —y; =1(0 - 10) = 0(mod 11)

so that P3 = (10, 0).
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(iii) Let Py = (x, y1) and P, = (x, y3) be points on any elliptic curve.
Because the x-coordinates of these two points are identical, their sum

will always be O, the point at infinity, so that P; + P, = O.

3.21 Algorithm for Elliptic Curve Point Addition

The following algorithm describes the process for adding points on an elliptic
curve.

Algorithm 3.1:

INPUT: Py = (x1,y1), P, =(x3,y3), points on an elliptic curve
2_ 3

yo=x"+ax+b

OUTPUT: P3 =Py + P3

1. If x; = x, return O
2. If P, = P, then
3. If y; = 0 return O
3x% +a
21
J2—J1

5. Else m « =——
X2 — X1

4. Else m «

6. x3 mz—xl — X2
7. y3 ¢ mxy = x3) =y
8. Return P3 = (x3, y3)

Example 3.3

We find that we have the following six points on the curve

E/Fs :y2 =x>+1 (see Table 3.1).

Table 3.1
Points on the Curve
E/Fs5 : V=xd+1

Point (x, y)
P (0, 1)
P, (0, 4)
Py (2,2
Py (2, 3)
By (4, 0)
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Table 3.2
Addition of Points on the Curve y2 = x>+ 1 over Fs
+ 0 P1 Pz P3 P4 P5
0 0 B B B P B
BB B0 A N
Bs P; B, Bs B, 0 P,
L P B

and that adding points on the curve obeys the rules in Table 3.2.

3.2.2 Projective Coordinates

Dealing with O, the point at infinity on an elliptic curve can be troublesome
using affine coordinates, the usual (x, y) coordinates that we use to define the
Weierstrass normal form of an elliptic curve. One easy way to handle this point
is through the use of projective coordinates. Projective coordinates encode a
point (x, y) with two coordinates in three coordinates (x, y, z) where (x, y, 2)
represents any point of the form (x/z, y/z). Such projective coordinates are
called standard projective coordinates. In particular, we can represent a point on
an elliptic curve P= (x, y) as (x, y, 1) and the point at infinity can be represented
by (0, 1, 0). We can also easily convert from projective coordinates (x, y, z)
where z # 0 into affine coordinates (x/z, y/z).

In addition to being an easy way to handle the point at infinity, projective
coordinates are often useful in performing computations on elliptic curves
because it is possible to add two points on an elliptic curve using projective
coordinates without performing any divisions, which are typically very expensive
computationally in finite fields. Finally, because many different values of z can
be used to represent the same affine point (x, y), so it is possible to use random
values of z to encode such points, this will provide an additional level of
protection against side-channel attacks, attacks on an implementation of a
cryptographic algorithm that seek to find information about the cryptographic
key being used through physical measurements of an operating device and its
environment.

In cryptographic applications where we may want to perform operations
in ﬂ:q for fairly large values of ¢, determining the inverse of an element of ﬂ:q
can be fairly expensive relative to multiplications in [, and using projective
coordinates will often provide a performance advantage over using affine coordi-
nates. Note that there are other forms of projective coordinates that may also
be useful for elliptic curve arithmetic. These forms of projective coordinates
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require different procedures for adding points than the technique presented
below In particular, Jacobian projective coordinates encode an affine point (x /2%,
)//z ) as the projective pomt (x, y, 2), and Chudnovsky projective coordznates
encode an affine point (x/z2, y/z°) as the projective point (x, y, z, 2%, 2°) [4].

Each type of projective coordinates requires a different number of field operations
to add or double points, which is summarized in Table 3.3. The choice of the
most efficient projective coordinate system will depend on the application. If
only point additions need to be performed, it is more efficient to use standard
projective coordinates. If only point doublings need to be performed, it is more
efficient to use Chudnovsky projective coordinates. In most cases, it is more
efficient to use Jacobian projective coordinates. Point doubling operations can
be further optimized if the coefficient 2 = =3 in the Weierstrass normal form
of an elliptic curve.

3.23 Adding Points in Jacobian Projective Coordinates

If we have points in Jacobian coordinates P = (xy, y1, 2;) and
Py = (x3, y2, 22) and want to find P3 = (x3, y3, 23) = P} + P, then we can
convert to the projective point to affine coordinates where

Q= (xl/z%,yl/z?) and Q; = (lezg,yz/zz), find the sum Q3=
(x3 /z%, yg/zg) = Q1 + Q; using (3.3), (3.5), and (3.6), and then convert Q3
to the projective P3. This is summarized in the following algorithm. Note that
this algorithm is independent of the coefficients # and 4 in the elliptic curve
yz =x0 + ax + b.

Algorithm 3.2: JacobianAdd

INPUT: Py =(x1,y1,21), Pr=1(x3,y2,22) on an elliptic curve
yz = x° + ax + b over a field F. All operations are performed in the field 7 and
the point at infinity is represented as (0, 1, 0).

OUTPUT: Ps = (x3,y3, Z3) =P+ Py

Table 3.3
Field Operations Needed to Implement Elliptic Curve Operations
in Different Coordinate Systems Where n Field Multiplications
and m Field Squarings Is Indicated by the Notation nX + mS and
I Indicates That an Inversion Is Also Required

Coordinate System Point Addition Point Doubling
Jacobian 12M + 48§ AM + 6S
Standard 12M + 28 TM+5S
Chudnovsky 1MM + 38 5M+6S
Affine I+2M+ 28 I+2M+ 1S
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2
LU X] 2

2
. U)Xyt 2y

3
S SIS )10 3

3
S ) IS

sy # 5y

. Return (0,1,0)

. Else

. Return JacobianDouble(xy, y1, 1)
10. b uy—uy
11. r ¢ 59— 51
12, x5 2= b2 =2+ uy - b?
13, y3 ¢ 7 (uy - P —x3) =51+ b°
14. 236/7'21'22
15. Return (x3, y3, 23)

1
2
3
4
5. fuy =uy
6
7
8
9

3.24 Doubling a Point in Jacobian Projective Coordinates

If we have a point in Jacobian coordinates P} = (x1, y1, 21) and want to find
Py = (x3, y2, 22) = P} + Py = 2P, then we can convert to the projective point
to affine coordinates where Q= (x1 /z%, 71 /z?) find the sum
Q; = (xz /z%, yz/zg) = Q1+ Q1 =2Q; using (3.3), (3.5), and (3.6), and then
convert Q5 to the projective P5. This is summarized in the following algorithm.
Algorithm 3.3: JacobianDouble

INPUT: Py = (x1, y1, 21), on an elliptic curve )/2 = %7 + ax + b over a field
F. All operations are performed in the field F.

OUTPUT: P, = (X‘2,_)/2, zy) =P+ P4

. H:yl =0

. Return (0,1,0)

s 4xy y%

. meB'x1+a'z§

. X9 mt—2 s )

Ly me (s—xp) =8y

L2291 2

0 NN O\ N W N~

. Return (x3, y2, 27)

3.3 Algebraic Structure of Elliptic Curves

Points on an elliptic curve provide a structure that we can define in the terminol-

ogy of abstract algebra.
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Definition 3.4

If £ is an elliptic curve over a field F then we write £(F) to indicate the set of
points on E along with the operation of adding points described in Algorithm
3.1.

Property 3.2

If Fis a field and E is an elliptic curve then E(F) is a group. The point at
infinity acts as the identity element for this group. Note that there is only one
operation defined for E(F), which we are thinking of as addition, so it is
impossible to multiply or divide elements of E(F). Thus, E(F) cannot be a
field, which requires two operations that we think of as being addition and
multiplication.

Definition 3.5

Multiplication of a point P on an elliptic curve by an integer 7 is the result of
adding a point to itself 7 times, so that

nP=P+P+...+P

7 times

Definition 3.6

Let P € E(F) for some elliptic curve E/F. We say that the order of a point is
n if n is the smallest positive integer such that »P = O.

Definition 3.7

If E is an elliptic curve over a field F and 7 is a positive integer, we write
E(F)[n] for the set of points of order 7 in E(F). If the field F is clear from

the context, this can be abbreviated to E[z]. E(F)[n] is a subgroup of E(F).
The points in E(F) [n] are also called the n-torsion points of the curve E.

Definition 3.8

We write #E£(F) to indicate the order of the group £(F), which is the number
of points on an elliptic curve £ over a field F, including the point at infinity,
O. Determining the value of #£(F) for an arbitrary elliptic curve is a nontrivial
problem.

Example 3.4

From Table 3.2 we see that for the elliptic curve yz =x° + 1 we have that
#E(Fs) = 6.
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Definition 3.9

If E is an elliptic curve over [Fq and we have #E([Fq) =g+ 1—1¢ then ris
called the trace of Frobenius, or simply the zrace.

We should expect to have approximately ¢ + 1 points on an elliptic curve
E/F,. The equation )/ = x° + ax + b has a solution when x° + ax + b is a
quadratlc residue modulo ¢, which should happen roughly half the time. In
each of these cases, we get a pair of square roots, so we should expect a random
elliptic curve to have approximately ¢ finite points plus the point at infinity,
for a total of g + 1 points. Hasse’s theorem tells us that an elliptic curve E/F
has to have approximately ¢ + 1 points on it, and that the trace tells us roughly
how far from this expected behavior a particular curve is.

Property 3.3 (Hasse's theorem)

For an elliptic curve E/F,, the trace of Frobenius satisfies the inequality
|£| < 2/g. Thus the number of points on an elliptic curve over F, is approxi-
mately g + 1.

Definition 3.10

If £ is an elliptic curve over ”:q and we have #E (U:q) = ¢, then we say that E
is anomalous. We will see in Chapter 5 that anomalous curves should be avoided
for some cryptographic applications.

Definition 3.11

Let p be the characteristic of F, and £ be an elliptic curve over [, and ¢ be the
trace of E. If p divides # then we say that the elliptic curve E is supersingular.
A curve that is not supersingular is said to be ordinary. Note that the concepts
of singular and supersingular are very different and should not be confused.

Property 34

IfE: y* = f(x) is an elliptic curve over F, then E is supersingular exactly when
the coefficient of x” ™" in

p—1

(f ()

is zero [2].

Example 3.5

A particular elliptic curve can be either supersingular or ordinary, depending
on what field it is defined over.

(i) If p is a prime with p = 5, then the elliptic curve y = x3 +1 oyer
[F is supersingular when the coefficient of x?7 " in (x + 1)(17 v/
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is zero. If p = 2(mod 3) then this coefficient is zero and the curve is
supersingular. When p = 1(mod 3), then this coefficient is the binomial

(p—-1/2

coefficient which is nonzero, so the curve is ordinary.
(p—1/3

(i) If p is a prime with p > 2, then the elhptlc curve )/2 = x3 + x over [

is supersingular when the coefficient of x?7' in (x + )(P D2

zero. If p = 3(mod 4) then this coefficient is zero and the curve is

supersingular. When p = 1(mod 4), then this coefficient is the binomial

(p— D2

(p— 14

(iii) pr is a prime with » = 11(mod 12), then both y* = x> + 1 and
y = x” + x are supersingular over [F,.

) which is nonzero, so the curve is ordinary.

coefficient <

(iv) pr is a prime with p = 1(mod 12), then both )/ =x°+1 and
y = x” + x are ordinary over [.

Points on an elliptic curve form a group, but we need the structure of a
field to perform the calculations that some IBE algorithms require. To do this,
we want to embed an elliptic curve group in a finite field. In many cases, this
will result in a finite field that is too large to be practical for computations.

Definition 3.12

Let E/ [F be an elliptic curve and 7 be an mteger such that n | #E ([Fq) If £is
the smallest positive integer such that 7 | (q — 1) then £ is called the embedding
degree of E with respect to n. If n = #E(F,) then we can abbreviate this to
saying that 4 is the embedding degree of E.

If % is the embedding degree of E/F,, we can think of F¢ as being an
extension of [, in which E(F,) is a subgroup of [F;k. This gives us the ability
to multiply points, an operation that we cannot perform in an elliptic curve
group, where only the operation of addition is defined.

Example 3.6

Let E/Fq; be the elliptic curve y = x” + 1. Because #E(F11) = 12 divides
11% — 1 = 120, we have that the embedding degree of E'is & = 2.

The embedding degree of most elliptic curve groups is very high. This
means that it is impractical to do calculations in the extension field ﬂ:qk , where
we need to perform operations on 4-tuples of coordinates, each of which is an
element of ;. The following property gives an estimate for the chances of the
embedding degree being low enough to make calculating discrete logarithms
in F ¢ possible in polynomial tlme, which happens with the index calculus
algorithm [5] when 4 < (log q) Note that this may still be far from being
practical to implement.
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Property 3.5 (Balasubramanian and Koblitz) [6]

Let ¢ be a randomly chosen prime with M/2 < ¢ < M and E/F, a randomly
chosen elliptic curve. If #£(F,) = p for some prime p, then the probablhty that
21 (q — 1) for some £ < (log q)2 is less than

c(log ]\4)9 (log log M)2
M

for some constant c.

Example 3.7

(i) Ignoring the constant ¢, and using a 256-bit ¢ (so that M = 2257)
and a 256-bit p, which are reasonable parameters for an IBE system,
we ﬁnd that the probability of having p | (q — 1) for some £ <
(log q) is less than approx1mately 2x 107 56, or 27!

(i) An embeddmg degree £ < (log q) can still be very 1mpract1cal For
qg=2 256 e have (log q)2 = 31,487, and performing calculations in
an extension field of degree 31,487 is almost certainly impractical.

The following property makes supersingular curves both useful as well as
good to avoid in cryptographic applications, depending on the way in which
the curve is being used. This will be discussed in detail in Chapter 5. A small
embedding degree makes some elliptic curve cryptographic algorithm vulnerable
to some cryptanalytic attacks, and it is necessary to select parameters of algorithms
that use such curves carefully to avoid such weaknesses.

Property 3.6

If E/F, is a supersingular curve with ¢ = p” and trace ¢, then Table 3.4 lists
the possible classes of supersingular curves [7]. In particular, any supersingular

Table 3.4

Classification of Supersingular Curves
Class Trace t Embedding Degree k  Comments
1 0 2 E(Fg) = Zgi1
2 0 2 E(Fg) = Z(g41y2 ® Z; and g = 3(mod 4)
3 q 3 n even
4 2q 4 p=2,nodd
5 3q 6 p =3, nodd
6 4q 1 n even
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curve has embedding degree £ < 6, and for E/ [Fq with ¢ > 3 we have that the
only three possible cases are £ =1, £ =2, and # = 3.

Definition 3.13

If E/F is an elliptic curve in Weierstrass normal form y2 = x° + ax + b, we say
that an elliptic curve E’/F in Weierstrass normal form yz = x>+ alx+ b s
isomorphic over F if there exists # € F* with a” = wla and b = uC.

This definition is motivated by the isomorphism of the underlying lattice
in the complex plane that is defined by the integer multiple of the two periods
of the Weierstrass  function {@;, @,}. Such a lattice with periods {w;, w,}
is isomorphic to another lattice if both periods differ by the same constant, or
the second lattice is defined by integer multiples of periods {c + @y, ¢+ w,}
for some ¢ € R. Isomorphic elliptic curves come from the % function defined
on such isomorphic lattices.

The discriminant as defined in Section 3.1.2 only tells us when the
cubic part of an elliptic curve has no repeated roots, and there can be many
nonisomorphic elliptic curves with the same discriminant. A different quantity
is needed to distinguish between isomorphic curves.

Definition 3.14

The j-invariant of an elliptic curve E in Weierstrass normal form is given by

(E) = 2833413
/ 4a° + 27b%

Note that the j-invariant and the discriminant are related by

2239, -1,728 (4a)’
A T A

JE) =

Property 3.7

Two elliptic curves that are isomorphic over F have the same j-invariant and
elliptic curves over Fwith the same j-invariant are isomorphic over the algebraic
closure F.

Example 3.8

(i) Any elliptic curve E of the form yz = x> + b has J(E) = 0. Such

curves are sometimes referred to as “j = 0” curves.

(ii) Any elliptic curve E of the form y2 = x> + ax has j(E) = 1,728. Such

curves are sometimes referred to as “j = 1,728 curves.
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(iii) Forje Fy,j#0,/# 1,728, let

__J
k=178
Then E/ﬂ:q :)/2 = x + 3kc?x + 2kc° has Jj-invariant j for ¢ € l]:q.

The observation that j-invariant does not change under the change of
variables « — v%z and 6 — v b leads to the following definition.

Definition 3.15

Let E/F, : )/2 =x° + ax + b be an ell13ptic curve and v € F; be a quadratic
nonresidue in [F:;. Then E’/F: y2 = x° + v2ax + v°b is called the quadratic
twist of E. In this case, E is isomorphic to £” over an extension of degree 2 to
ﬂ:q but not over ﬂ:q itself.

Example 3.9

Over Fs we have that v =2 is a quadratic nonresidue so that E’: y2 =

x° + 4x + 3 is the quadratic twist of £ : yz =x’+x+ 1.

3.3.1 Higher Degree Twists

For some curves E/[F, it is possible to create twists other than the quadratic
twist. In these cases we have E”: y* = x° + a’x + b’ where 2’ = v*%4 and
b" = v, and v is a root of degree d but not a root of less than degree d over
F (so a fourth root is a fourth root but not a square root, for example), which
we can call a twist of degree d. Such twists are isomorphic to £ over F4, an
extension of degree & to F,. The possible twists, both quadratic and of higher
degree, are summarized in Tables 3.5 and 3.6. In each of these cases, we must
also have that ¢ = 1(mod &) for such a twist to exist.

We will see in Chapter 4 that mappings ¢, : E” — E, where 4 is the

degree of a twist, are useful in creating structures that are useful for implementing

Table 3.5
Elliptic Curves and Their Twists
Degree of Twist d Form of E Form of E’
2 yZ:X3+ax+b yZ:x3+vzax+v3b
3 V=x+b v =x3+ vb
4 v =x3+ ax y? = x3 + vax
6 V=x+b v =x3+ vb
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Table 3.6
Points on Twists of Elliptic Curves

Degree of Twist d Typical Point on E Corresponding Point on E’
2 b y) (wx, v¥y)

3 (X' y) (V1/3X, V1/2 y)

4 (x, y) (v"2x, 3y

6 (X, y) (V1/3X, V]/Z y)

pairing-based algorithms. Changing to this point of view is easy, and results in
the mappings shown in Table 3.7. Note that these mappings increase the
dimension of their output by a factor of 4, so that if the inputs are elements
of some [ then the outputs are elements of some [Fq.

Example 3.10

(i) We have that E’/F; :)/zzx3 + 10 is the quadratic twist of

ElFy; - yz = x” + 1 created using the quadratic nonresidue v = 10
so that i = ». In this case we have that the point (2, 3) € E(F;;)
while (v - 2, »* - 3) = (10 - 2, 10i - 3) = (9, 8i) € E"(Fy;).

(ii) For the quadratic twist E’/Fy; : yz =x>+10 created from

E/Fy; : y* = x° + 1 using the quadratic nonresidue » = 10 so that
i =, we have that br(x, y) = (v_lx, v_a/zy) =(10 - x, 7 - y).
So for Q=(9,8i/)eE'(F;;) we have that ¢,(Q)=
(10 -9,7-8i) =(2, 3).

Definition 3.16

Let E/F, be an elliptic curve and » be an integer relatively prime to ¢, and P
a point of order 7 in E(F,). A distortion map with respect to (or for) P is an

Table 3.7
Mappings ¢4: E" > E

Degree of Twist d b4 E' > E

Balx, y) = (v x, v¥2y)

B3lx, y) = (v Bx, v2y)
dalx, y) = (v 2x, v Iy)
X,

2
3
4
6 blx, y) = (v"Bx, vy
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endomorphism ¢ that maps the point P to a point ¢(P) that is linearly
independent from P. Another useful point of view is that such a distortion map
is a nonrational endomorphism.

Useful distortion maps for curves over [, where ¢4 is either a prime p or
a power of a prime p2 are summarized in Table 3.8.

Example 3.11

(i) For a curve of the form E/F, :y2 = x° + a where 2 is a prime with

p = 3(mod 4), it is possible to write a distortion map for E as

b (x, y) = (&x, y) where
§=PT_1(1 + 3+ DA (3.7)

For such a & we have that

13
&= <P 2 1) (1+332 V) 4 330 VA2 4 0+ )3) 38)

3
~1
_ (PT> (1= 3032 4 354 _ 36p+3)4))

which we want to be equal to 1.
From Euler’s theorem we have that

3r-1= 1 (mod p)

Table 3.8
Useful Distortion Maps

Field Curve Distortion Map #E

Fp y2 =X+ ax ox, y) = (=x, iy) p+1

Fp y2 =x° + ax olx, y) = (éx, y) p+1
E#1,8=1

Fp yz -3 4 ax

2
xP yP pc-—p+1
ael, Plx. y) = (wr(2p—1)/3’ ,p—1>

2 _
r —a,re[sz

3 _
w —r,we[Fpﬁ
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(i)

so that

32-1 2 33(-1) (modp)
and thus

3(=1+6 2 33(=D+6 (04 )

so that

32%5 = 3%+3(mod 5)
and

30454 2 309 +3)4 (104 )

and

3(p+5)/4 _ 3(3P+3)/4 = 0(mod p)

so that the imaginary part of (3.8) is equal to zero.
Similarly, we have that

p+t3 p-1+4 p-1
22 2

+ 2
so that
E—(l -3 )(modp) = 1(mod p)

by Euler’s theorem. Thus the real part of (3.8) is equal to 1, and
(3.7) is indeed a cube root of 1 as needed.
For the elliptic curve E/[F11 :y2 = x> + 1, let ¢(x, y) = (&x, y),
1 1
where &= (1+3(11+1)/2i)55(1 + 57)(mod 11) =
(5 + 37)(mod 11) whlch has the properties that £ # 1 and §3 =1.
Then for P = (2, 3) we have that ¢(P) = (5+3 - i) - 2, 3) =
(10 + 6 - 7, 3), which is linearly independent from P. This ¢ is a
distortion map on £ for the point P.
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(iii) For the elliptic curve yz = x> + x over Fi1, let @d(x, y) = (=, iy).
Then for P=(0, 1) we have ¢(P) = ¢(0, 1) = (0, 7) which is linearly
independent from P = (0, 1), making ¢ a distortion map with respect
to P.

Distortion maps are useful in creating structures that are useful for imple-
menting many IBE algorithms. This will be discussed in Chapter 4. Their
application is essentially limited to supersingular curves, however, as the follow-
ing two properties describe.

Property 3.8 (Verheul) [8]
Let E/[Fq be a supersingular elliptic curve with P € E(l]:q) [#]. If n is relatively

prime to the characteristic of [Fq, then there always exists a distortion map with
respect to P.

Property 3.9 (Verheul) [8]

Let E/ﬂ:q be an ordinary elliptic curve and let P € E([Fq) [n]. If n is relatively
prime to the characteristic of [Fq and E[n] ¢ E ([Fq), then there cannot exist a
distortion map with respect to P.

3.3.2 Complex Multiplication

All elliptic curve groups have some endomorphisms: the multiplication-by-7
maps of the form f,(P) = nP. Some elliptic curve groups have additional
endomorphisms that are not isomorphic to such multiplication-by-7 maps. An
elliptic curve with this property is said to have complex multiplication, which
we can abbreviate as “CM.” The term “complex multiplication” comes from
the fact that in many cases, these endomorphisms act much like multiplication
by a complex number. So we mlght have that f(f(P)) = =D - P for some
D >0, so that fO f=— D or f = —D suggesting that facts like multiplying
by the imaginary number \/—_D . We will see in later chapters that there are
techniques that work on curves with complex multiplication that can be used
to generate elliptic curves suitable for IBE calculations.

Example 3.12

(i) Any supersingular elliptic curve has a distortion map, so all super-
singular curves have complex multiplication.

(ii) The elliptic curve yz = x° + x has an endomorphism given by £ (x, y)

— (=, 7y) s0, that (fO f)P)=(fof)x, y) = (x,—y) =
Thus, fO f= f acts like multlphcatlon by —1, so we can think of

fas acting like multiplying by +/—1.
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(iii) The elliptic curve y2 = x° + 1 has an endomorphism given by

[, y) = (éx, y)  where §3 =1, &#1. In this case,
(fO fOF)(P) = (%, y) = (x, y) = P, or that £O £O f=F7 acts

like multiplication by 1, but f# 1, so we can think of fas acting like
multiplying by the complex number &.
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Divisors and the Tate Pairing

This chapter introduces divisors, which are then used to construct the Tate
pairing. The Tate pairing in turn provides the basis for many IBE schemes,
including the Boneh-Franklin, Bohen-Boyen, and Sakai-Kasahara schemes. The
discussion of the Tate pairing here is designed to provide an overview of the
pairing, its properties, and how to calculate it. Further detail of the properties
of the Tate pairing can be found in [1, 2].

The Tate pairing by itself turns out to be unsuitable for cryptographic
applications because it frequently returns the value 1, but by modifying one of
the inputs to the Tate pairing using either a distortion map or a point on the
twist of an elliptic curve, it is easy to overcome this limitation.

41 Divisors

The divisors discussed in this section are very different from those discussed in
Chapter 2, but they unfortunately share the same name. In this context, a
divisor is a way of characterizing a function f'based only on its zeroes, where
f(x) =0, and poles, where f(x) = too, like when dividing by zero. We say that
a function f'(x) has a pole at infinity if f(1/x) has a pole at x = 0, so that a
polynomial of degree 7 has a pole of degree 7 at infinity. Similarly, we say that
a function f'(x) has a zero at infinity if /(1/x) has a zero at x = 0. For example,
the function

2
E" ; 23 =x-1 x+2)7
X

67

flx) =
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has a zero of order 2 at x = 1, a zero of order 1 at infinity, and a pole of order
3 at x = —2. Because a divisor characterizes a function based on its zeroes and
poles, two functions that differ by a constant will have the same divisor.

411 An Intuitive Introduction to Divisors

We keep track of the zeroes and poles of a rational function fin what we call
a divisor, which we write as div( /). We write such a divisor as the sum of the
points where fhas a zero or pole weighted by the multiplicities of the zeroes
and poles, with the convention that zeroes get positive weights according to their
multiplicities and poles get negative weights according to their multiplicities. In
the example above, we write div(f) = 2(1) + (e0) — 3(=2), to indicate that f
has a zero of order 2 at x = 1, a zero or order 1 at infinity, and a pole of order
3 at x = =2. In general, if we can write

Fe) =[] =%

1

then we write
div(f) =Y, a;(x;)

The notation for divisors can be a bit tricky, and we will need to be able
tell from the context that we dealing with divisors instead of numbers, so that
we are not tempted to treat divisors as numbers, trying to simplify expressions
like 2(1) — 3(=2) to get a number instead of a divisor.

Note that multiplying rational functions corresponds to addition of their
divisors and division of rational functions corresponds to subtraction of their
divisors. So if we have f(x) as defined above and

then
=D+ 27
Flgl) = (+2)° (x+ 1)

Cx-1)?
S+ 1)
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which corresponds to adding the divisors:

div(fz) = div(f) + div(g)
=2(1) + (e0) = 3(=2) + 3(=2) + (e0) — 4(-1)
= 2(1) + 2(c0) — 4(-1)

We can formalize this informal description of divisors with the following
definitions.

Definition 4.1

A formal sum of a set S is series {sq, 51, 53, . . .} of elements of S. A formal
sum is often written using a placeholder, with the understanding that the
placeholder is not to be evaluated.

Example 4.1

©)

(i)

A power series is a formal sum which we usually write as
ay+ ayx + azxz + ..., where each #; € S for some set S. We write
a power series with the understanding that the placeholder x is not
to be evaluated, and we could also write the same power series as
{d(), al, ay, . . }

If P=1{Py, P,, ... P,} is a set of points on an elliptic curve, then
D=a (P;)+ay(Py)+...+a,(P,) is a formal sum of the ele-
ments of P. In this case, we understand that in D the points in the
set P are just placeholders like the variable x in a power series, and
are not to be evaluated.

Definition 4.2

Let £ be an elliptic curve. A divisor on E is a formal sum of the form

D=3, np(P)

PeE

where each 7p is an integer and all but finitely many 7p are zero.

Example 4.2

For points P and P, on an elliptic curve, D = (P1) + 2(P;) — 3(0) is a

divisor.

Definition 4.3

We say that a divisor D is a principal divisor if there is a rational function f
such that D =div( f'). An equivalent definition is that a divisor D on an elliptic
curve is principal if we can write
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D=Y a;(P))

where 32, = 0 and 34, P; = O, with the last sum using the addition of points
on an elliptic curve. In particular, if P is a point of order 7, then the divisor
n(P) — n(0) is a principal divisor.

Example 4.3

(i) Let Py, P, and P3 be points on an elliptic curve with P53 = P +
Py. Then D = (Py) + (P,) + (=P3) — 3(0) is a principal divisor.
(i) Let P be a point on an elliptic curve of order #. Then D = n(P) —
n(0) is a principal divisor.
Definition 4.4

If £ is an elliptic curve and

D=3, np(P)

PeE

is a divisor then the support of D is the set of all points P such that #p # 0.

Example 4.4

For the divisor D = (P1) + (P3) + (=P3) — 3(0), the support of D is the set
{P13 PZ! _Pﬁy O}

Definition 4.5

Let D and D, be divisors. Then we say that D and D, have disjoint support
if the intersection of the support of D; and the support of D, is the empty
set, or D1 N Dy =Q.

Example 4.5

(i) The divisors D1 = (P1) — (O) and D, = (P; + R) — (R) have dis-
joint support as long as {1, O} N {P; + R, R} = Q.
(i) The divisors D1 = (P) — (O) and D, = (Q) — (O) do not have dis-

joint support.

We can think of the divisors as keeping track of where the graph of an
elliptic curve £ intersects the graph of a function f(x), or where E = f(x), so
they keep track of zeroes and poles of £ = f(x). In particular, we get a zero
when E = f(x), or when the function f(x) crosses the elliptic curve £ and we
get a pole when f(x) has a pole.



Divisors and the Tate Pairing 7

The functions # and v that appear in Figure 4.1 are very important in
implementing operations on divisors, and in the following, # will always represent
a line through two points P} = (x7, y1) and P = (x3, y2) on an elliptic curve
and v will always represent a vertical line that goes through Pz = (x3, y3),
where Py =P+ P.

Suppose that we do not have the case where P{ + Py = O and neither
P1 = Onor Py = 0. Then we can write the point-slope form of a line through

(e1, y1) as
y—y1=mx—x1)
or
y—y1=-mx+mx; =0

which gives us an explicit way to find the line #. Similarly, the line v is given

by

x—x3=0

Figure 4.1 lllustration of the lines v and v in the addition of points on an elliptic curve.
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If one of the two points is O, then # is the vertical line through the point
that is not O, and if the point (x3, y3) = O then v is the vertical line x = 0.
These forms of the lines (x7, y;) and (x1, y1) are shown in Figure 4.2. The
cases where either P} = O, P, = O, or P = P; are shown in Algorithm 4.2,
4.3, and 4.4.

The particular points that we use to define the lines # and v should be
clear from the context, so we will usually omit the points to keep the notation
simpler. If we need to clarify which points are being used, we will write
wp,, p,Or vp, to indicate the line through P and P, or the vertical line through
P3, respectively. With this notation, # and » have the following divisors:

div(u) = (P1) + (P3) + (=P3) — 3(0)
div(v) = (P3) + (=P3) — 2(0)

where we have now accounted for the poles that the lines # and v have at O.
Another useful fact is what we get when we subtract the divisor of # from
the divisor of v:

u:y—y,—mx+mx,=0

Figure 42 Forms of the lines u and v used to add divisors on an elliptic curve.
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div(u) — div(v) = div(ulv) 4.1)
= (P1) + (Py) + (P3) — (O)

If we have two divisors of the form:

Dy =(Py) - (0) + div(f1)
Dy = (Py) = (0O) + div(f3)

we can add the two divisors to get
Dy + Dy = (Py) + (Py) — 2(0) + div(f1 f2) (4.2)

Solving for (P1) + (P3) in (4.1) and substituting the result into (4.2) we find
that

Dl + D2 = (P3) - (O) + dz’v(flfzu/v) (43)

So the divisors of the lines # and v provide a way to add two divisors and
keep the result in the form (P) — (O) + div(f).

To clarify how this works, we will now step through a calculation of the
sum of two divisors, where the arithmetic is done on the curve y2 x> +1
over [s, as is defined in Table 3.2.

In particular, we consider the divisor D = (]32) — (O) and see what we
get when we add it to itself. Using (4.3) and the fact that we can also write
the divisor D as div(1) we find that

D+ D=(P,y) - (0)+div(1) + (P;) = (O) + div(1)
= (]31) —(0) + div(ulv)

Now # is the line tangent to the elliptic curve at ]A)z, and v is the line
connecting Py + Py=Pyand —(Py + Py) = P,. Solving for # and v we find
that we have y — 4 = 0 for the line #, or y + 1 = 0 in F5. Similarly, we have
x = 0 for the line ». Substituting these for # and v we get that

D+D=(f’1)—(0)+div<y: 1)

If we add the divisor D to this sum one more time we find that we are
just left with the divisor of a rational function when the terms of the divisor
involving points on the curve cancel each other when we reach
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3D = 3(]’2) - 3(0) because P2 is a point of order 3. At the next step, the line
u through Py and Py is the vertical line x = 0, since x = 0 is the common x

coordmate that Py and P, share. We define the vertical line v through the
point Py + Py = 0O to be 1. Thus, we have

3D =3(P,) - 3(0)

+1

=Py + P) - (0) + dw(y

=(0)—(0)+diy<y+1’ﬁ>
x 1

=div(y+ 1)

)

Definition 4.6

If D is a divisor of the form
D=3, a;(P;)
then we define what it means to evaluate a rational function fat D by
o) =11ren"
Example 4.6
(i) If D =2(P;) — 3(P;) then

F(D) = f(P))* f(Py)

_ f(Pl)2
]C(Pz)3

(ii) If P=(2, 3) and Q = (0, 1) are points on £/F;; and D is the divisor
= (P) — (Q) and f'is the rational function f(x, y) = y + 1, then

3+1
1+1

f(D) =

=4-2"=4-6=2(mod 11)

In many cases, it is possible to exchange the roles of a function fand a
divisor D in expressions like (D). This is formalized in the following.
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Property 4.1 (Weil Reciprocity)

Let fand g be rational functions defined on some field F. If div( f) and div(g)
have disjoint support then we have that f(div(g)) = g(div(f)).

Example 4.7

Suppose that we have two rational functions f'and g defined on [F;; where

x—2
f(x):x—7
and
x—06
g(x)=x_5

so that we have

div(f)=(2) - ()

and
div(g) = (6) — (5)
then
. 6) 7
fdiv(g)) = % == 7 +3=10(mod 11)
and
gD _5_ o, _
gldiv(f)) =7 "6 5+2=10(mod 11)
Definition 4.7

Divisors D and D are equivalent if they differ by a principal divisor, that is,
D= D) - Dj is a principal divisor.

Example 4.8

(i) If fis a rational function, the divisors (?) — (O) and (P) — (O) +
div(f) are equivalent.



76 Introduction to Identity-Based Encryption

(i) We can see that (P + R) — (R) is equivalent to (?) — (O) by using
the line # that goes through the points P, R and —(P + R) and the
line » that goes through the points —=(” + R) and P + R. Then we
have that

div(u) = (P) + (R) + (—=(P+ R)) — 3(0)
diviv) = (—-(P+R))+ (P+ R) — 2(0)

so that
P)—(0)=P+R)—(R) +div(ulv)

So the difference between (P + R) — (R) and (P) — (O) is a principal
divisor, since it is the divisor of the rational function #/v, and (P + R) — (R)

is equivalent to () — (O).

4.2 The Tate Pairing

Now that we have defined divisors and how to manipulate them, we can define
the Tate pairing and describe how to calculate it. The Tate pairing operates
on pairs of points P € E(F;)[n] and Q € E(F4t), and produces a result in
[F:;/e. We write (P, Q) for the Tate pairing of the points P and Q. For a point
P of order n, to get ¢(P, Q) we first find a rational function fp so that
div( fp) is equivalent to #(P) — n(O) and then evaluate fp at a divisor equivalent
to (Q) — (O). We can summarize this in the following.

Definition 4.8

Let E/ﬂ:q be an elliptic curve, P € E(l]:q) [#]and Q € E(l]:qé). Let fpbe a rational
function with div ( fp) equivalent to 7(P) —#(O) and 4 ¢ be a divisor equivalent
to (Q) — (O) with the support of div(fp) and A disjoint. Then the Tate
pairing is defined to be ¢(P, Q) = fp(Aq). This definition does not produce
a unique value, and will include a constant that is an zth power of some element
of [Fqk.

It is not immediately obvious why the Tate pairing is well defined by this
definition. So we should convince ourselves that this definition is actually
independent of our choices for fp and AQ. In doing so, we will see why the
Tate pairing is only defined up to multiplication by an nth power of some
constant. In the following we will see that it is easy to get rid of this unwanted
constant, leaving a unique value.

Note that fp is defined up to a constant multiple. Applying the definition
of evaluating a divisor at a function to such a constant multiple shows that this
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has no influence on the value of fp(4¢), so it is independent of the choice of

fr-

Now suppose that D and D are both divisors equivalent to (Q) — (O),
say D1 = Dy + div(g) for some rational function g. To be careful, we also
need to assume that the support of div( fp) is disjoint from the support of
div(g). Then we have that

fp(D1) = fp(Dy + div(g))
= fp(D3) fp(div(g))
= f2(D2) g(div( 7)) (by Weil reciprocity)
= fp(D2)g(n(P) — n(0))

= fp(D2)g((P) - (0))"

We can then abuse the notation of congruences slightly to write this as

fr(D1) = fp(D3)

which we think of as meaning that /(D) = fp(D3,) up to a constant that is
an nth power.

The examples of adding divisors above show how to find a divisor equiva-
lent to n(P) — n(O): we can add the divisor (P) — (O) to itself 7 times by
using the divisors div () and div(v) that we get from the lines through various
points on the elliptic curve, and after reaching 7 (P) — 7(O) we will be left
with a divisor of a rational function that we call fp when all of the terms
involving the point P disappear. To avoid the troubles with evaluating a function
at the point at infinity that appears in (Q) — (O), we can pick a random point
R on our elliptic curve and evaluate fp at (Q + R) — (R) instead, which is
equivalent to the divisor (Q) — (O).

Because the point P is of order 7, if we repeatedly add the divisor (P) —
(O) to get n(P) — n(O) using the technique that is summarized in (4.3), we
find that we end up with a divisor of a rational function that is the product
of terms of the form #/v, where # is the line through two points (the points
Py and P; in Figure 4.1, for example) on our elliptic curve and v is the vertical
line that passes though the point that is the sum of the same two points (the
point P3 in Figure 4.1, for example).

Suppose that A ¢ is a divisor of the form (Q + R) — (R) that we get from
a random R # O. Note that the requirement that the support of the divisors
n(P) — n(0) and A are disjoint means that Q + R # P, and R # P. We
exclude these cases because they either reduce the value of the pairing to zero
by introducing a factor of zero in a calculation, or cause a division by zero
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error. An examination of Algorithms 4.2 through 4.4 should clarify the ways
in which this can happen.

To give an example of how this works, we will use the same example that
we used above to find e(Pz, Pz) We found that S(Pz) 3(0) is equivalent
to the divisor a’w(y + 1), so we have fp =y+1L Next, we need a random
point to add to P,, for which we pick P4, so we want to evaluate fp, at
(P2 + P4) (P4) (P3) (P4) or we want to find fp (P3)/fp (P4) Note
that it is possible to pick a random point that causes division by zero, for
example if we picked the point 25 in this example. If this happens, we can just
pick another random point until we find one that works. Substituting the
appropriate values from Table 3.2, we find that

. [h(Py)
by, by = 225 =5 (4.4

=3-4'=2¢F;s

As mentioned above, the Tate pairing has an additional multiplicative
factor of 7" for some 7 € U:q/e, so that we actually get e(P, Q) =4 - " for when
we calculate it. From Property 2.13 we have that for any ¢ € [+ we have that

-1 ~ isea - 1" -
3 =1, so if we raise @ - 7" to the power (¢° — 1)/n we get that

(él . rn)(qk—l)/n — d(qk—l)/n 1= d(qk—l)/n

so that such an exponentiation eliminates the extra multiplicative factor and
leaves a unique result. Thus while ¢(2, Q) is not unique, the additional exponen-
tiation that gives us

e(p, Q)7 -V

determines a unique value, and thus more suitable for many uses. The use of
such an exponentiation to determine a unique value is called the final exponentia-
tion and the unique value is called the reduced pairing.

Example 4.9

(i) Consider the case where we have E/F;;: y2 =x’ +x and
P = (5, 3) € E(Fy;) [3]. To find fp(x, y) we want to find the rational
function so that div( fp) is equivalent to the divisor 3(P) — 3(0).
We get this through a repeated application of (4.3).
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We want to find

3(P) - 3(0) = 3((P) — (0))
=((P) - (0) + () - (0) + (P) - (0))

We can start calculating this by first finding

2(P) - 2(0) = 2((P) - (0))
=((P) - (0) +((?) - (0))

by

(P) = (0) + (P) = (0) =(P) = (O) + div(1) + (P) = (O) + div(1)
=(2P) - (0) + div(y + 2x+9)

Then

3(P) = 3(0)=2P) = (O) + div(y + 2x+ 9) + (P) — (O) + div(1)
=(3P) - (0) +div(y+2x+9)
=(0) - (0) +div(y + 2x +9)
=div(y+2x+9)

so that

fplx,y) =y+2x+9

If we have Q = (7, 8) and R = (10, 3), then Q + R = (9, 10)

and we evaluate fp at A = (Q + R) — (R) we get

_pQER)_ 4
fllQ+ B) = (R) = HEm =

=4-10"=4-10=7(mod 11)

Thus e(P, Q) = fp(Aq) =7.

(i) Consider the case where we have E/Fy; : y2 =x’+1 and
P =(5,4) € E(Fy;) [4]. Because P is of order 4, to find fp(x, y) we
want to find the rational function so that div( fp) is equivalent to
the divisor 4(P) — 4(O). We get this through a repeated application

of (4.3).
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We want to find

4(P) — 4(0) = 4((P) - (0))
=((P) - (0) + ((P) - (0)) + (P) = (0)) + ((P) - (0))

We can start calculating this by first finding

2(P) - 2(0) = 2((P) - (0))
=((P) - (0) + ((?) - (0))

by

(P)=(0)+(P)—-(0)=(P)—-(0) +div(1) + (P) — (O) + div(1)

= P) - (0) + div <%>

Then

y+3x+3

3(P) —3(0)=(2P) - (0) + dz’v( 1

) + (P) - (O) + div(1)
=@3P)-(0) + dz’u(

(y + 3x + 3)°
(+ 1)(x+6)>

And finally

(y + 3x + 3)*

4(P) - 4(0) = (3P) - (0) + di”((x + 1) (x + 6)

> + (P) = (0) + div(1)

2
— (4P) - (0) H%M)
x+ 1

2
=(0) - (0) + div(w)

x+1

2
:diy<(y+3x+3) >
x+ 1

so that
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_(y+3x+3)°
frle y) ==

If we have Q= (5,7) and R= (9, 9), then Q + R= (0, 1) and
we evaluate fpat Ag = (Q + R) — (R) we get

B _fPQ+R) 5
f(@+ R) = (R = HEEE = ¢

=5-81=5-7=2(mod 11)
Thus e(P, Q) = fp(4 Q) =2.

421 Properties of the Tate Pairing

As defined earlier, the Tate pairing has the following properties:

1. The Tate pairing is nondegenerate, that is, for each
Pe E([Fq) [2]/{O} there is some Q € E([Fqk) with ¢(P, Q) # 1.

2. The Tate pairing is bilinear, that is, for each P, Py, P, € E([Fq) [7]
and Q,Q, Qe E([Fqk) we have e(P1+ Py, Q) =
€(P1, Q)E(Pz, Q) and €(P, Q] + Qz) = E(P, Q])E(P, Qz)

To convince ourselves that the Tate pairing is bilinear, we need to consider
two separate cases.

To see that the Tate pairing is linear in its first parameter, let fp , fp,,
and fp  p, be rational functions such that we have

div(fp,) = n(Py) = n(0)
div(fp,) = n(Py) - n(0)

and
div(fp +p,) = n(Py + P3) — n(0)
Note that the divisor
D= (Py+ Py) = (P) = (P) +(0)

is a principal divisor so it is the divisor of some rational function, say
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div(g) = D
then
div(fp 4 p,) — div(f) = div(f2) = n(Py + Py) = n(P1) = n(P) = n(O)
= 1D = ndiv(g) = div(g")

so that

div( fp +p,) = div(f) + div(f5) + div(g")

SO we can write

frep,= 1128

Thus

e(Py+ Py, Q) =fp +p,(AQ) = fp,(AQ) fp,(AQ)¢" (AQ)
=e(P1, Qe(Py, Qg"(AQ)

So if we are ignoring nth powers, we find that

e(P1 + Py, Q) =e(Py, Q) e(Py, Q)

as desired.
To see that the Tate pairing is bilinear in the second parameter, let
Ag,+0q, be a divisor equivalent to (Q + Q) — (0), 4 Q, be a divisor equivalent

to (Q1) — (0) and Aq, be a divisor equivalent to (Q1) — (O). Then
AqQ,+q,— Aq, — Aq, is equivalent to

D=(Q;+Q3)—(Q)—(Q2) +(0)

which is a principal divisor. So A+, is equivalent to Aq, +4q, because
they differ by a principal divisor. Thus we can write

€(P, Ql + QZ) :fP(AQ1+Q2>

= fr(dq, +4q,) = frldq,) fr(4q,)
= E(P, Ql)é‘(P, QZ)
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A mapping that is nondegenerate and bilinear and is also efficiently com-
putable is called a pairing, and such mappings are the fundamental primitives
from which many cryptographic algorithms are constructed. On the other hand,
the Tate pairing also has the following property that limits its usefulness because
it returns the value 1 in many cases.

Property 4.2 (Galbraith) [3]

Let PeE (I]: )[#]{O} and 7 relatively prime to g. Then to have
e(P, P) # 1, we must have £ = 1.

So for an embeddlng degree k> 1 we have ¢(P, P) = 1, which also means
that e(aP, 6P) = (P, P) =1 for integers 2 and b, so that the Tate pairing
may not seem very useful at first. The following result provides insight into
how to overcome this limitation.

Property 4.3 (Verheul) [4]

Let 7 be a prime, P € E(l]: ) [7] L Qe E(l]: #) be linearly independent from
P, and £ > 1. Then we have that e(P Q) is nondegenerate

So if we have P € E ([Fq) [#] and a nontrivial embedding degree, that is,
we have £ > 1, then one way to make sure that the Tate pairing ¢(P, Q) is
nondegenerate is to make sure that Q is linearly independent of P. One way
to do this is to use a distortion map, so that instead of computing ¢(P, Q),
we compute ¢(P, ¢(Q)) instead, where ¢ is an appropriate distortion map.
Another way is to compute e(P, ¢4(Q)) where Q € E” is on the twist of the
elliptic curve E and ¢, : E” — E is the mapping defined in Section 3.3.1. In
either case, we denote the resulting pairing by é(P, Q), where either
é(P, Q) =e(l, p(Q)) or é(P, Q) = e(P, ¢p4(Q)) as appropriate and call such
an ¢é the modified Tate pairing.

Example 4.10

(1) (Dlstornon Map) From Example 4.1(ii), we have where
E/Fqq : y =x>+1and P= (5, 4) € E(Fyy) [4], we get

C(y+3x+3)°
frle y) ==
If we have Q=(5,7) and R= (9, 9), then Q + R= (0, 1) and
we evaluate fp at Apg=(Q+R)—(R) we get e(P, Q)=
fp(Aq) =2 € [Fyy, so that for the reduced Tate pairing we get

e(P, Q)" =V = p017=DM _ 930 — 4 (1mod 11)
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In this case, ¢ (x, y) = (éx, y), where €=5+ 3 - 4, is a distortion
map for the point Q, and we find that ¢(Q) = 3 +4 - 4, 7) and
that #(Q) + R= (1 + 4 - 4, 5). Thus, we have that

on _ PBQ +R)
Sl (@ + B = (R) = 2

_1+9z‘
-8

=7+ 8;

so that for the reduced modified Tate pairing we get
e(P, QN V" = 7 4 851V = (7 4 810 = 10 (mod 11)

(i) (Twist). We have that £ : }/2 = x> + 10 is the quadratic twist of
ElFy 1y = x> + 1 that is created using the quadratic nonresidue
v=10.If P = (5, 4) € E(Fy;) [4], then from Example 4.1(ii) we get

(y+3x+3)?
fple y) =

In this case, we have

-3/2

br(x, 9) = (y_lx, v 7y) = (10 - x, 7+ y)

If we have Q = (3, 2) € E’ and R = (9, 9), then ¢,(Q) =
(8, 27) then ¢5(Q) + R= (5 + 87, 87). Thus we have that

fp((2(Q) + R) — (R) = Jr($2(Q) + R)

fr(R)
_4+8i_5,
“6+81

so that for the reduced modified Tate pairing we get

(P, da(QN' =D = (57 17=DM = (57530 = 10 (mod 11)

4.3 Miller's Algorithm

The technique that we used above to find a divisor equivalent to 7 (P) — #(0),
in which we iteratively find divisors equivalent to (P) — (O), 2(P) — 2(0),
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., up to n(P) — n(O) by a repeated application of (4.3) will certainly work,
butitis extremely inefficient. In a typical cryptographic application, 7 is typically
at least 21, 50 iterating in this way is impractical. Instead, the way we calculate
n(P) — n(0O) is by the double-and-add technique, and finding a divisor equiva-
lent to #(P) — n(O) in this way is called Miller’s algorithm [5]. Miller’s algorithm
is based on the observation that it is easy to generalize (4.3) to divisors

D = (aP) - (O) + div(f1)
and
D, = (6P) — (0) + dll/(fz)

to find that

Dy +Dy=(a+b)P- (O)+dzu<ff “P;”)”P>

We can formalize Miller’s algorithm as follows. Pick an elliptic curve £
on which all of the following calculations will be performed. Let

Pe E(ﬂ:q) ]Jand Q € E(l]: k) with
t
= z b;2's
i=0
so that (b;, ..., b1, bg) is the binary expansion of 7. We start with /=1,

S = P, and R a random point on E. We then do a double-and-add iteration
through the binary expansion of 7, performing the doubling step at each iteration
and the adding step if the bit we are at is a 1. This will let us build the rational
function equivalent to 7(P) — 7(O) out of the repeatedly doubled terms, and
we evaluate each of these terms at (Q + R) — (R) as we calculate them. We
do this by the following algorithms.

Algorithm 4.1: TatePairing (Miller’s algorithm for computing the Tate pairing)
INPUT: Elliptic curve £ : y2 =x+ax+bh Pe E[n] with
n = Elt':() bi2l, Q

OUTPUT: ¢(P, Q)

l. fe 1,1« Llog2 n), § « P, R < a random point of E, R # O,
Q+R#0
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2. Fori< t—1downto 0

2 us,5(Q + R)vyg(R)
3. fe 2

fef v25(Q + R)ug s(R)
4. S« 28

5. 16 b, =1
6
7
8

ug p(Q+ R)vg, p(R)
S QF Ryus p(R)
S« S+ P

. Return f

Algorithm 4.2: v
INPUT: P, Q
OUTPUT: vp(Q)

1. IfP=0
2. Return 1
3. Return x — xp

Algorithm 4.3: tangent_u
INPUT: P, Q on an elliptic curve E : )/2 x>t ax+ b
OUTPUT: up, p(Q)

1. IfP=0

2. Return 1

3. Ifyp=0

4. Return v(P, Q)
3x% +a

2yp
6. Return yo —yp— mxq + mxp

5. m ¢«

Algorithm 4.4: u
INPUT: Pl) Pz, Q
OUTPUT: up  p,(Q)

1. IfPy=0

2. Return v(P;, Q)
3.1fP,=0or P +Py=0
4. Return v(Pq, Q)
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5. If Py =Py
6. Return tangent_u(Pq, Q)
yp, —Jp
7. mé&— ————
Xp, = Xp,
8. Return yg — yp, — mxq + mxp,
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Cryptography and Computational
Complexity

The goal of this chapter is to provide a framework for quantifying the security
provided by IBE algorithms. As with any method of communicating securely,
believing that the security provided by IBE is adequate requires making certain
assumptions. On the other hand, 27y method of communicating securely requires
some type of assumption, and the assumptions that we make in the case of IBE
seem to be fairly reasonable compared to the assumptions required for other
ways of communicating securely.

One way to communicate securely is to exchange messages in some secure
fashion, perhaps by trusted couriers. This method cannot be defeated by comput-
ing power, but can be defeated through other means. If an adversary can intercept
a courier carrying a message then they can certainly read it, for example. Or,
the courier may decide to give the message to the adversary instead of to the
intended recipient. So, an assumption that we need to make to trust such a
system is that the couriers are trustworthy and will not be intercepted by an
adversary.

A one-time pad offers another way to communicate securely. In this case,
we generate a random key that is at least as big as the message that we want
to encrypt and then securely distribute the random keys to the users with whom
we want to communicate. This can be done in advance of the communication
of the actual secure messages, so we can assume that users have their one-time
pad handy when the need to communicate securely arises. They can then encrypt
their messages using the one-time pad and send the encrypted message over an
untrusted channel. In this case we have assumed that the one-time pad is truly

89
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random and that it was distributed in a secure fashion. If either of these two
assumptions fails, then such a system can easily be defeated.

With symmetric encryption algorithms like Triple-DES or AES, we reduce
the number of keys that need to be securely distributed. In this case, we only
need to distribute the key that is used in the symmetric algorithm instead of a
key that is as long as the messages that we want to encrypt. So in addition to
the same assumptions that we make in the case of a one-time pad system, we
need to make an additional assumption if we use a symmetric encryption
algorithm: that it is infeasible for an adversary to recover the original message
from the encrypted message. This can be a significant assumption. There are
typically no proofs that decrypting a message that has been encrypted with a
symmetric algorithm is difficult, and we need to rely on the judgment of
experts who have demonstrated an aptitude for finding weaknesses in symmetric
algorithms in the past. If these experts cannot find any weaknesses, then we can
assume that the symmetric algorithm is reasonably secure. This is an additional
assumption that we need to accept if we are going to trust the security of using
a symmetric algorithm. The tools available to an adversary will also determine
how well we can trust a system that uses a symmetric algorithm. If an adversary
can build a large-scale quantum computer, for example, then they will be able
to perform computations that might be infeasible without such a device.

Public-key algorithms allow us to communicate securely with others with
whom we have not previously exchanged cryptographic keys, so it reduces the
difficulty and expense of managing keys. This increase in convenience and
decrease in cost comes with an additional assumption. In the case of traditional
public-key algorithms, where we use a digital certificate to manage a user’s
public key, we need to assume that the TTP who created the certificate is
trustworthy. If the TTP makes an error and associates an incorrect name of a
user with a public key, we can easily be fooled into encrypting a message with
the incorrect key. And since most uses of traditional public-key technologies
also archive copies of users’ private keys, we also need to trust that the TTP
that stores these keys does not provide them to unauthorized users.

In the case of IBE, we have assumptions that are different than those that
we make for traditional public-key technologies. Anyone can calculate an IBE
private key from a user’s identity with the correct IBE public parameters, but
we need to assume that users receive the correct set of IBE public parameters.
If we can trick a user into using the incorrect public parameters, we can trick
them into sending messages that can easily be decrypted. We also need to
assume that the IBE PKG is authenticating users appropriately before granting
IBE private keys to them. If we can trick the PKG into giving us an IBE private
key that is meant for a different user then we will be able to decrypt messages
then are encrypted with that user’s IBE public key.
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In the case of both traditional public-key technologies and IBE, we also
make an assumption about the intractability of certain number-theoretical calcu-
lations. If these calculations are sufficiently difficult for an adversary to perform,
then we can reasonably assume that they cannot perform the calculations, and
that our system is reasonably secure. On the other hand, this is also a significant
assumption, because it is based on the best-known algorithm for performing
certain calculations. If a new algorithm is discovered that can factor large
integers efficiently, for example, then the assumptions behind some public-
key technologies will need to be reexamined. Similarly, if large-scale quantum
computers ever become available, then the assumptions behind many public-
key technologies will need to be rethought because the existence of quantum
computers will make implementing efficient algorithms for factoring integers
[1] and calculating discrete logarithms [1, 2] possible.

5.1 Cryptography

5.1.1 Definitions

The following interrelated definitions define the concepts from cryptography
that we will refer to in later sections.

Definition 5.1

A negligible function is one that is asymptotically smaller that the reciprocal of
any polynomial. More precisely, a function €: N — R is negligible if for any
¢ € N there is an 7y € N such that we have €(z) < 1/x° for all #n > ny.

Definition 5.2

A probabilistic algorithm whose running time is polynomial in log 7 is said to
be efficient. The use of log 7 instead of 7 is due to the fact that the parameters
and keys that determine the operation of cryptographic functions are traditionally
measured in the number of bits comprising a parameter instead of in the size
of the parameters themselves.

Definition 5.3

A calculation for which any efficient algorithm succeeds on random input with
only negligible probability is said to be hard. A calculation that is not hard is
easy. So a calculation for which there exists an efficient algorithm that succeeds
on random input with a nonnegligible probability is easy. A useful encryption
algorithm has the property that both encrypting and decrypting data is easy
with the right key, but decrypting data without the right key is hard.
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Definition 5.4

Plaintext is the information for which encryption provides privacy. An encryption
algorithm takes plaintext and a key as inputs and produces ciphertext as an
output.

Definition 5.5

Ciphertext is the output of an encryption algorithm.

Definition 5.6

An encryption algorithm takes plaintext and a key as inputs and produces
ciphertext as an output.

Definition 5.7

A decryption algorithm takes ciphertext and a key as inputs and produces plaintext
as an output.

Definition 5.8

A cryptographic key is a value that defines the operation of an encryption or
decryption algorithm. Values that are used for all users of a system are called
parameters instead. While traditional public-key algorithms have only public
and private keys, IBE algorithms typically have a set of public parameters.

Definition 5.9

An asymmetric or public-key encryption algorithm is an encryption algorithm
that uses two related keys: a public key and a private key, which have the
property that given the public key it is hard to find the private key.

Definition 5.10

A randomized encryption algorithm is one that requires a random number as
an input in addition to plaintext and a key.

Definition 5.11

Let H be a hash function with inputs x| and x; and outputs y; and y;. Then
H is a cryptographic hash function if it is efficient to compute and has the
following three properties. Note that the word “difficult” is intentionally left
ambiguous in this context because the security of most commonly used crypto-
graphic hash functions is not based on computational problems for which it is
easy to get accurate estimates of running times.

1. Collision resistance. It is difficult to find x; and x, with x # x, and
H(x1) = H(x)).

2. Preimage resistance. Given any yi it is difficult to find an x; with
1= Hxy).
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3. Second preimage resistance. Given an x| with y; = H(x1) it is difficult
to find an x; with x| # x; and y; = H(x,).

5.1.2 Protection Provided by Encryption

There are six general categories of attacks that the use of encryption can protect
against. In each of these cases, an attacker attempts to either determine a key
needed to decrypt a message or the plaintext message that was encrypted.

1. Ciphertext-only attack. A ciphertext-only attack is carried out by an
adversary who has access to only ciphertext. This is the most difficult
attack for an adversary to carry out, and any cryptographic system
needs to be resistant to such an attack to provide any level of security
at all.

2. Known-plaintext attack. A known-plaintext attack is carried out by an
adversary who has access to both plaintext and corresponding ciphertext.
The matching plaintext and ciphertext need not comprise all of an
encrypted message. This type of attack is very easy for an adversary to
carry out, and protection against known-plaintext attacks is essential
for any useful cryptographic system. Almost any type of information
that is transmitted electronically has enough structure to guarantee
some level of matching plaintext and ciphertext. The structure required
by document or spreadsheet file formats can provide this, for example,
as can the format of e-mail or other message formats. The structure
of data can also provide the basis for a known-plaintext attack. Bytes
representing ASCII text have some fixed bits while others can be guessed
with a high probability, for example.

3. Chosen-plaintext attack. A chosen-plaintext attack is carried out by an
adversary who can select the plaintext and then be given the correspond-
ing ciphertext. Such an adversary could use this capability, for example,
to create a list of all possible plaintext-ciphertext pairs and then decrypt
any other encrypted messages that he observes by looking up the correct
plaintext in this table. One way to counter such a capability in an
adversary is to include random information with the plaintext that gets
encrypted, so that a single plaintext message will typically get encrypted
to a different ciphertext each time that it is encrypted.

4. Adaptive chosen-plaintext attack. In an adaptive chosen-plaintext attack,
an adversary selects an initial plaintext message to encrypt and then
selects the next plaintext messages that he encrypts based on the
ciphertext that he receives from the previous encryption. He can repeat
this process as often as needed to gather more information about the
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key being used. Otherwise, this attack has the same properties as a
chosen-plaintext attack.

5. Chosen-ciphertext attack. In a chosen-ciphertext attack, an adversary
selects a ciphertext and is able to obtain the corresponding plaintext.
If an algorithm encrypts a particular plaintext to the same ciphertext
every time it is encrypted then it is vulnerable to a chosen-ciphertext
attack, so many encryption algorithms add a random input to the
plaintext to make such an attack infeasible. Portable devices like
smartcards may be susceptible to chosen-ciphertext attacks, because
they can often be obtained by an adversary. Being secure against chosen-
ciphertext attacks is the standard level of security that is currently
expected of public-key systems.

6. Adaptive chosen-ciphertext attack. In an adaptive chosen-ciphertext
attack, an adversary selects an initial ciphertext message to decrypt and
then selects the next ciphertext messages that he decrypts based on the
plaintext that he receives from the previous decryption.

In the case of IBE, there are additional opportunities for attackers. In
particular, when an attacker tries to recover the private key for a particular
identity or recover a plaintext encrypted to a particular identity, he may also
have the private keys that correspond to other identities. This leads to the
following two additional cases that apply only to IBE schemes.

1. Chosen-identity attack. In a chosen-identity attack, also called a selective-
identity attack, an adversary attempting to attack a particular private
key or a ciphertext encrypted to a particular identity can choose any
other identity and then use the private key for this identity to help
him in his attack.

2. Adaptive chosen-identity attack. In an adaptive chosen-identity attack,
an adversary can carry out a chosen-identity attack, and can then
perform additional chosen-identity attacks based on the results of the
first attack. He can then repeat this as often as he likes in an attempt
to recover an IBE private key, master secret, or plaintext.

Not all encryption schemes protect against all categories of attacks. In
particular, the IBE algorithms described in this book are susceptible to chosen-
ciphertext attacks, so that an additional step of processing needs to be added
past the application of the encryption algorithm to get a system that will resist
such attacks. This can be accomplished through using the Fujisaki-Okamoto
transform.
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5.1.3 The Fujisaki-Okamoto Transform

A technique due to Fujisaki and Okamoto [3] transforms a public-key encryption
algorithm with fairly weak properties into one which is secure against chosen-
ciphertext attacks. Some public-key algorithms are vulnerable to chosen-
ciphertext attacks, and this transformation can be used to create a more secure
scheme from a less secure algorithm.

In particular, let £(P, X, R) be a randomized public-key encryption
algorithm that encrypts the plaintext X using the random input  and the public
key P; let D be the decryption function that corresponds to £; and let A and
H, be cryptographic hash functions. Then for a plaintext message M, the
encryption algorithm £’ is resistant to chosen-ciphertext attacks, where

E'(P, M, r) = (Cy, Cy) = C
where
C1=EQ r, H (r, M))
and
Cr=H)(r)®M

To decrypt a message that is encrypted with this hybrid scheme, the
recipient performs the following steps:

1. Calculate D(Cy) =s.
2. Calculate H;(s) ® C, = M.

3. Set r= Hj (s, M) and check that E(P, s, ) = C;. If this is not true,
raise an error condition and exit.

4. Output M as the decryption of C.

5.2 Running Times of Useful Algorithms

One goal of the theory of computation is to provide the framework needed to
classify computational problems according to the resources needed to solve
them. In particular, the resources needed for an adversary to defeat the protection
provided by encryption is of interest here, and we will use this framework to
justify why certain IBE algorithms are reasonably secure when their parameters
are chosen appropriately. The main focus here is the running time required to
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solve certain computational problems, which is the way that the most widely
accepted standard [4] defines cryptographic strength.

While many discussions of the running times of algorithms focus on the
size of an input 7, in the case of cryptography, a more useful measure is in
terms of the number of bits that it takes to represent an input. Thus we are
more interested in running times that are expressed in terms of log 7 instead
of in terms of 7. So, an algorithm that would often be through of as having
running time O(\/Z ) is more usefully thought of as having the equivalent

10 llogn
()

which makes it clearer that while an algorithm with such a running time might
be considered relatively fast as a function of 7, it might be considered relatively
slow as a function of log 7.

running time

5.2.1 Finding Collisions for a Hash Function

For most hash functions, finding a collision is easier than finding a preimage
or a second preimage, so the strength of a cryptographic hash function is usually
measured by the expected number of outputs that need to be computed to
make the probability of finding a collision equal to 1/2.

Finding the probability of a collision in a hash function is much like the
so-called birthday problem, in which we want to find the probability that two
people in a group of % people share the same birthday. In this case, we can
think of the birthday as being the output of a hash function that maps people
to the day on which they were born. To find this probability, it is easier to
find the probability that all £ people have different birthdays. This is given by

364363 365 k+1
27365365 " 365

k-1 ,
B 1—[ 365 — ¢
- e 365

So we want the largest 4 for which p < 1/2, or

k-1

H 365 — i <l
1 365 2

1=

Now we have
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365 - i 1A ses o\
— 1 — 1
,':1< 365 ><<k—1l§1< 365 )) G-
) bo1 k-1
- (m (k= 1)365) gl l')

1 k(e — 1)\ V!
=<k_—1(k—1)365)< 5 >>

k k—l /6 k—l
(1 - m) < (6—2 . 365) (5.2)

Kk
= 2365 (5.3)

where the inequality in (5.1) follows from the properties of the arithmetic-
geometric mean, and the inequality in (5.2) follows from the property that

1 — x < e Solving for 4 in

(5.4)

we get that £ = 23, which is the familiar solution to this problem.
We can further simplify (5.3) by noting that for large values of # we have

that
K=k s
e 27365 o, 2365 (5.5)

We can easily generalize (5.5) to any hash function that takes an input
that is one of 7 elements to estimate that we get a probability of 1/2 a collision
when

kz

2

or that

k=A2log 2 \[n = 1.17741[n (5.6)



98 Introduction to Identity-Based Encryption

The constant in (5.6) is often ignored to give £ = \/n, so that we expect
to have a collision after calculating approximately \/; hashes. For a cryptographic
hash function that creates an output of 7 bits, or 2” possible outputs, this will
require the calculation and comparison of approximately 2" hashes, so that
we think of such a hash function as providing /2 bits of cryptographic strength
because finding a collision takes approximately the same level of effort as testing
all 272 possible keys of length 7/2 bits. The SHA-512 algorithm, a cryptographic
hash algorithm that produces a 512-bit output is considered to provide 256
bits of cryptographic strength, for example. On the other hand, collisions are
typically not as useful to an adversary as preimages or second preimages are, so
defining the strength of a cryptographic hash function by its collision resistance
may not be the most useful metric in some cases.

5.2.2 Pollard’s Rho Algorithm

Pollard’s rho algorithm [5] is an application of Floyd’s cycle-finding algorithm
[6] for calculating discrete logarithms in a cyclic group of order 7, and is
currently the best-known algorithm for calculating discrete logarithms in elliptic
curve groups. Its name comes from the fact that the shape of the Greek letter
p is reminiscent of a random walk through a sequence of group elements that
eventually hits a cycle, after which the sequence will repeat; the tail of the p
represents the random walk before a cycle is found and the loop of the p
represents the resulting cycle. This algorithm creates two approximately random
sequences of group elements {x;} and {x,;} and looks for two group elements
where x; = x7;, and finding such a collision provides a way to calculate a discrete
logarithm. Because it needs to find a collision in an approximately random
sequence, its expected running time is O(\ﬁ ), which is exponential in log 7.
Thus a cryptanalytic attack based on calculating a discrete logarithm with this
algorithm is hard, and is reasonably difficult for an attacker to carry out.

Suppose that we want to use Pollard’s rho algorithm to calculate
the discrete logarithm x = log, B where a is a generator of a cyclic group
G of prime order 7 and B is an arbitrary element of G. To implement this
algorithm we partition G into three sets Sy, S5, and S3 of roughly equal
size with 1 # §;. If the group G is Z,, for example, we
might pick §;={x:x=0(mod n)}, §;={x:x=2(mod n)}, and
S3={x: x=1(mod n)}. We then create a sequence of group elements {x;}
where xy = 1 and for 7 > 0 we have

,B-xi,ifxieSl
2 ifxeS
Xiy1 = X;, I X;€0)

a'xi,ifxl'eSg
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We can thmk of the sequence {x;} as defining two sequences {«;} and
{6,} where x; = a ,8 where

a;, ifxl- € S]

2a; mod n, if x; € §,

ai+1 =
a; + 1 mod n, if x; € 53
and
b;+ 1 mod n, if x; € §;
b1 = 26, mod n, if x; € S,

b;, if x; € S3
Then if we find x; and x;; with x; = x;; then we have found a case where
a%iBY = gl
or that
Bl = g (5.7)
Taking the logarithm of (5.7) to the base a we get that
(b; = by;) logy B = (a; — ;) (mod n)

or

log, B= [9 (mod n)

There are a few cases where this algorithm will fail, like when
b; = by;(mod n), which happen with a very small probability. If this happens,
it is possible to repeat the algorithm with a different startmg value until the
failure is avoided, using an initial state of x( = aﬂO,B " where 2 and & are
random elements of G.

5.2.3 The General Number Field Sieve

The general number field sieve (GNES) [7] is currently the best-known algorithm
for factoring large integers. The GNES is one a family of factoring algorithms



100 Introduction to Identity-Based Encryption

that are based on the “difference of squares” technique, which uses the observa-
tion that if we have

(x = y) (x + y) = 0(mod )

or
x? Eyz (mod #)

then ged(x — y, #) and ged (x + y, #) are factors of 7, although they may be
either 1 or z. If » is the product of two primes p and g, then Table 5.1 lists
the possible cases that may occur. Most, but not all, of these cases result in
either ged (x — y, #) or ged (x + y, 7) giving a nontrivial factor of 7.

The GNFS extends Dixon’s algorithm [8] to number fields, extensions
of the field of rational numbers, and picks parameters cleverly to get improved
performance. The first step in Dixon’s algorithm is to fix a set of factors

: 2.
F={p1,p2,...,pn} and to randomly generate integers r; such that r; is
F-smooth. So we «can think of such integers 7; as vectors
(¢ 1> €25 .. € ) the components of which indicate the powers of the

elements of F in the factorization of 7;, so that

m
— ¢
i = HP]‘ !
j=1

Once we find a suitable 7; we calculate a corresponding vector v; that
represents the parity of each of the exponents of the primes in the factorization
of 7;, so that v; ;= ¢; ; mod 2. If we can find 7 + 1 such vectors v; then we

Table 5.1
Possible Cases for x> = y2 (mod n)
plix+yl  plix=yl qlix+y) qlx—y) gcdx+y n) gedx—y, n)
Yes Yes Yes Yes n n
Yes Yes Yes No n p
Yes Yes No Yes p n
Yes No Yes Yes n q
Yes No Yes Yes n 1
Yes No No Yes p q
No Yes Yes Yes q n
No Yes Yes No q p
No Yes No Yes 1 n
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have m + 1 vectors, each of dimension 7z, so they must be linearly dependent.
Thus there is a nonempty subset U < {1, 2, . .., £+ 1} so that

2 v; = 0(mod 2)
ieU

Thus the parity of each of the exponents in

is even, so that if we write

and

then we have that

x?= 1_[ riz Ey2 (mod »)
ielU

Once we have found suitable x and y in this way, we then calculate
ged (x — y, n) or ged(x + y, 7), hoping to get a nontrivial factor of 7. If we
get either 1 or 7 for both of these results, we start over and calculate new
random values for 7;.

The GNES increases the performance of this technique through a clever
selection of parameters and by generalizing the set of factors, but the algorithm
still has steps that are similar to the steps described earlier: pick a set of random
values that are smooth relative to some set, after enough such values are generated,
solve a system of equations to find a dependency that can be manipulated to
get a difference of squares, and then calculate a greatest common divisor to get
a nontrivial factor.

The GNES has an expected running time of

O(exp ((64/9)"" (log )" (log log 7)*?))

Thus a cryptanalytic attack based on using the GNES is reasonably difficult

for an attacker to carry out.
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524 The Index Calculus Algorithm

The index calculus algorithm is currently the best-known algorithm for calculat-
ing discrete logarithms in the multiplicative group of a finite field. It uses ideas
that are very similar to those used in the GNFS, and can be traced back to the
work of Kraitchik in 1922 [9]. In particular, let ¢ be a primitive element of
[Fp and F={p, p2, ... ,pm} be a set of primes. We then pick random
z € Z and calculate ¢°. If ¢° is F-smooth then we can we can write

or that

2 loggpl

where we know the value of z and all of the values of «;. We continue this
process until we find 7 + 1 such values of z for which ¢° is F-smooth. Once
we have m + 1 such values, we solve the resulting system of equations to find
a unique solution for log, p;. This will then let us find the discrete logarithm
of any y € [F To do this we again generate random values of z until we find
a value of z such that y - ¢° is F-smooth. Using this value of z we find that

log,y=—z+ 2 a; - log, p; (5.8)
i=1

We know all of the values appearing on the right-hand side of (5.8), so
that we can thus calculate any such discrete logarithm. The index calculus
algorithm has an expected running time of

O(exp ((64/9)1/3 (log n)l/3 (log log n)2/3))

where 7 = p — 1 is the order of the group Z;. Thus a cryptanalytic attack based
on using the index calculus algorithm is reasonably difficult for an attacker to
carry out. Although this discussion is specific to calculating discrete logarithms
in U:;, it is also possible to extend this technique to l]:;n [10].

525 Relative Strength of Algorithms

The traditional metric for comparing the relative strength of cryptographic
algorithms is an ideal symmetric algorithm for which there is no way that an
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attacker can recover a secret key of 7 bits that is easier than trying all 2” possible
n-bit keys to find the one that produces a known plaintext-ciphertext pair.
Equating the running time of this computation to the time required by either
Pollard’s rho algorithm, the GNES, or the index calculus algorithm, we can get
an estimate for the bit strength or “computational entropy” of public-key
algorithms. There have been many attempts [4, 11-13] at creating such estimates,
all of which have produced slightly different results, but the estimates of [4]
have been used in the most important cryptographic standards [14, 15]. These
estimates seem to assume that an adversary will create a special-purpose machine
to perform the calculations instead of using widely available computing resources
like commodity desktop computers, so that practical difficulties, like the storage
space required to solve the very large system of equations that the GNFS and
index calculus algorithms require, are not considered.

The estimates provided by this approach are summarized in Table 5.2.
So, according to this approach, calculating a discrete logarithm in a group with
a size of 256 bits by Pollard’s rho algorithm takes roughly the same time as
trying all possible 128-bit symmetric keys, which also takes roughly the same
time as factoring a 3,072-bit integer or calculating a discrete logarithm in a
finite field which has a size of 3,072 bits.

In 1998, the Electronic Frontier Foundation sponsored the construction
of the DES Cracker [16], a special-purpose computer that used massively parallel
computation on 36,864 custom processing units to test over 92 billion DES
keys per second, which let it test all possible 56-bit DES keys in about 9 days.
If we could build a machine that can test keys 1 million times faster than this,
perhaps through a combination of more processing units and faster clock speeds,
we would find that it will take over 117 trillion years to test all 212 possﬂ)le
128-bit keys. Table 5.3 lists various events in the future [17] and how many
bits out of the 128 possible bits will have been tested as the events take place.
This seems to indicate that 128 bits of strength is probably adequate for the
foreseeable future.

Table 5.2
Equivalent Cryptographic Strength Provided
by Different Algorithms [4]

Size of Integer

Bit Strength Size of Group or Finite Field
80 160 1,024
112 224 2,048
128 256 3,072
192 384 7,168
256 512 15,360
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Table 5.3
Progress Towards Testing All 128-Bit Keys on Hypothetical Machine
Bits of Key
Event Years in the Future Tested
Earth’s continents collide 250 million 110
Milky Way collides with the Andromeda galaxy 3 billion 114
Sun becomes a white dwarf 8 billion 115

Fundamental limits on computation tell us that a 256-bit key is even
more secure, because computation is not just logical, but also physical. Consider
an AND gate: two bits go in but only one bit comes out. If we represent each
bit by only a single electron, we can have two electrons entering the gate but
only one leaving. The energy carried by this extra electron has to go somewhere,
so we see that erasing a bit actually requires energy. This is summarized in
Landauer’s principle [18], a corollary of the second law of thermodynamics that
tells us that erasing a bit costs at least 47 log 2 in energy, where
k=138 X IO_Bmzkg/szK is Boltzmann’s constant and 7" is the temperature
at which the operation takes place. Existing technologies are far from being
limited by Landauer’s principle, but it is a fundamental limit to computation
that we cannot overcome if we need to erase bits to perform calculations, like
all modern computers do.

On the other hand, if we want to build a bigger and faster computer
much like the DES Cracker, but one that tries all possible 256-bit AES keys,
we find that Landauer’s principle actually limits us, and that there is actually
not enough energy in the visible universe to try all of these keys. So although
256 is a fairly small number, the number of possible 256-bit keys is a huge
number, and this number is so large that we can never hope to try them all—
fundamental limits on computation tell us that we can never do it, at least not
with technology which requires bits to be erased when it operates.

5.3 Useful Computational Problems

Some computational problems have the property that they are suitably hard,
yet can be stated in terms of quantities that can be used to create public-key
algorithms that get their cryptographic strength from the difficulty of the hard
problem. In particular, computational problems whose best-known solution is
calculated by Pollard’s rho algorithm, the GNFS, or the index calculus algorithm
are suitably difficult. The Diffie-Hellman key exchange [19], the first practical
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public-key algorithm, provides the motivation for many of the computational
problems.

In the Diffie-Hellman key exchange, we have a cyclic group G of prime
order p with generator g. The private key of a user is an element a € Z; and
the corresponding public key is ¢ Suppose that we have two users, Alice and
Bob, who want to agree upon a shared secret, and that Alice’s private key is «
and Bob’s private key is &, so that Alice’s public key is ¢“ and Bob’s public key
is gb. Alice can obtain Bob’s public key gb and then calculate
(gb)a = gbﬂ = gﬂb from it, while Bob can obtain Alice’s public key g“ and then
calculate ( g“)b = gﬂb from it. By doing this, they both end up with the common
value ¢” which they can then use as a shared secret. The values g, g, and gb
are public, but without the private values  and 4, it is believed to be hard for
an adversary to calculate g#%. In the discussion below, this general framework
is used to describe problems related to the Diffie-Hellman key exchange. So
that g will represent a generator of a multiplicative cyclic group, and 4, 4, and
¢ are elements of Z;. In cases where the group is an additive group, P will
represent a generator of the group. Where a pairing is needed, we will assume
that we have ¢: Gy X Gy — G7. Cases where ¢: Gy X Gy — G can be
similarly described.

In many cases there are two related problems: a computational problem
and a decision problem. Solving a computational problem is roughly equivalent
to calculating a correct answer, and if the relevant computational problem is
hard then calculating a correct answer is hard. In some cases, this may not be
good enough. In particular, we also want it to be difficult to guess a correct
answer or to determine part of the correct answer. If the relevant decision
problem is hard then guessing a correct answer or determining part of the
correct answer is also hard.

53.1 The Computational Diffie-Hellman Problem

The computational Diffie-Hellman problem (CDHI? [20] models the situation
in a Diffie-Hellman key exchange: given g, .gﬂ and g°, calculate gﬂb. Multiplica-
tive notation is used because the multiplicative group of a finite field is the
usual setting for implementing the Diffie-Hellman key exchange. The CDHP
can also be written in additive notation as: given P, aP, bP, calculate abP.
One obvious way to solve this problem is to determine & by calculating
the discrete logarithm of gb and then to use that value of & along with g‘Z
to calculate ( gﬂ)b = gﬂb, so that solving the CDHP is no more difficult than
calculating discrete logarithms. On the other hand, there is no guarantee that
an adversary cannot determine some information about the shared secret from
¢, g% and gb, perhaps being able to determine several of the bits of g”b but not
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all of them. To avoid such a possibility, another problem needs to be hard: the
decision Diffie-Hellman problem.

5.3.2 The Decision Diffie-Hellman Problem

The decision Diffie-Hellman problem (DDHP) [21] is: given g, g g and x,
determine whether or not x = ¢””. One obvious way to solve thlS problem is
to determine & solving the CDHP and then to calculate (g” ) =g 17, and to
then compare this value of g“ b to the given value of x. Thus solving the DDHP
is no more difficult than the CDHP. If the DDHP is hard then it is hard to
distinguish between gﬂb and any other element of G, so that gﬂb looks like a
random element of G.

In some cases, the DDHP is much easier, particularly when a palrmg is
available. If we have a pairing, then we can then calculate e(g’, g ) =e(g, ).
If x = b then we will also have that e(g, x) = e(g, g” ) = e(g, 2) b, ) that
we can easily solve the DDHP problem by comparlng e(g% g 1o e(g, x

Being able to calculate Legendre symbols in [Fp also makes solving the
DDHP easy in [F The value g"b will be a square modulo p exactly when the
product @ + b is even which happens when either # or 4 is even, which will
happen with probability 3/4 for random 2 and 4. On the other hand for a
random ¢, ¢ is a square with probability 1/2. So the probability of (g* /p) and
(¢/p) being different is

Pr((g®lp) = +1 A (c/p) = =1) + Pr((g™lp) = =1 A (clp) = +1)
= (3/4)(1/2) + (1/4)(1/2) = 1/2

So comparing the Legendre symbols ( gﬂb/ p) and (c/p) has a 1/4 probability
of distinguishing between g’ and a random ¢, which is a nonnegligible probabil-
ity of success, and so the DDHP is easy in [F if pisa prlme, where we can
calculate Legendre symbols Although the DDHP is easy in [Fp , it is conjectured
to be difficult in [F n. for n> 1.

Groups in whlch the DDHP is easy and the CDHP is believed to be
hard are sometimes called gap Diffie-Hellman groups. Figure 5.1 shows the
relationships between the various Diffie-Hellman problems, where the notation
“Problem 1 — Problem 2" indicates that a solution to Problem 1 makes finding
a solution to Problem 2 easy.

Discrete Computational Decision
logarithm ———>» |Diffie-Hellman| ———>» |Diffie-Hellman
problem problem problem

Figure 5.1 Relationship between the various Diffie-Hellman problems.
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5.3.3 The Bilinear Diffie-Hellman Problem

The bilinear Diffie-Hellman problem (BDHP) [22] generalizes the CDHP to
groups with a pairing. The BDHP is: given P, aP, bP, cP, calculate (P, P)‘Z ¢
Additive notation is used because the setting for the BDHP is typically an
elliptic curve group, where additive notation is traditional. The BDHP can also
be written in multiplicative notation as: given g, ga, g, g[, calculate e(g, g)a ¢

Solving the BDHP is no more difficult than calculating discrete logarithms
in either Gy or G7.If we can find the value of ¢ by calculatmg the dlscrete
loganthm of ¢P in Gy, then we can calculate e(aP, bP) = (e(P, P)” ) =
e(P, P )d “ or, if we can find the value of ¢ by calculating the dlscrete logarithm
of e(P, cP) = ¢(P, P)‘ in G, then we also calculate ¢(P, P) in a similar way.

Note that fp : G1 — G rdefined by fp(Q) = ¢(P, Q) is an isomorphism
of  groups. If fp is easy to invert, that is we can easily calculate
fp (e(P Q)) = Q then the BDHP 1s also easy. We can first calculate

= e(aP /9]’) = ¢(P, abP), and then fp (g) = abP, and finally ¢(abP, cP) =

e(P P) , solving the BDHP.

On the other hand, if fp is easy to invert, we can also easily solve the
DDHP in G7. Suppose that we have g, g g , and x, in Gp. If

fp_1 (g) = Q then we have fr (g ) =aQ and fp (gb) = bQ. Suppose that
fr (x) X Ifx= then we will have fp 1(x = abQ so that ¢(Q, X) =
e(Q, abQ) = ¢(Q, Q) b while e(aQ, bQ) = ¢(Q, Q) , so that if e(Q, X) =
e(aQ, 6Q) then x =g ab

Even if it is hard for an adversary to calculate e(P, P)ﬂbf from P, aP, bP,
and ¢P, here is no guarantee that an adversary cannot determine some information
about ¢(P, P)** from P, aP, bP, and cP, perhaps being able to determine several
of the bits of ¢(P, P)* but not all of them. To avoid such a possibility, another
problem needs to be hard: the decision bilinear Diffie-Hellman problem.

5.3.4 The Decision Bilinear Diffie-Hellman Problem

The decision bilinear Diffie-Hellman problem (DBDHP) [22] generalizes the
DDHP. The DBDHP is: given P, aP, bP, cP, and x, determine whether or
not x = e(P, P)a *. Solving the DBDHP is no more difficult that calculating
discrete logarithms in either G| or G 7. If we can find the value of ¢ by calculating
the discrete logarithm of ¢P in G, then we can calculate

e(aP, bP)" = (¢(P, P)™)" = (P, P)*™

or, if we can find the value of ¢ by calculating the d1screte logarithm of
e(P, cP) = ¢(P, P)* in G then we also calculate (P, P) ina 51m11ar way.
If the DBDHP is hard then it is hard to distinguish between e (2, P)‘Z “and
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any other element of G 7, so that (2, P)ﬂé[ looks like a random element of
G 1. Figure 5.2 shows the relationship between the various Diffie-Hellman
problems and their bilinear variants, where the notation “Problem 1 — Problem
2” indicates that a solution to Problem 1 makes finding a solution to Problem
2 easy.

5.3.5 g-Bilinear Diffie-Hellman Inversion

The q -bilinear Diffie-Hellman i 1nver510n problem (¢-BDHIP) [23] is: given P,
aPlP, a P, .., alP, calculate e(P, P) la. Solving the ¢-BDHIP is no more
difficult than calculating discrete logarlthms in either G or G;. If we can find
the value of « by calculating the dlscrete Iogarlthm of aP in Gy, then we can
calculate 1/ and then calculate ¢(P, P ) . Or if we can find the value of 2 by
calculating the dlscrete logarithm of ¢(P, aP) = ¢(P, P)” in G then we also
calculate ¢(P, P) in a similar way.
Even if it is hard for an adversary to calculate (2, P)l/d from P, aP, a’P,
., a?P ¢P, here is no guarantee that an adversary cannot determine some
information about ¢(P, P)"* from P, aP, a P, a?P ¢P, perhaps being able
to determine several of the bits of e(P, P)1 “ but not all of them. To avoid
such a possibility, another problem needs to be hard: the g-decision bilinear
Diffie-Hellman inversion problem.

Discrete - —
logarithm Cpmputatlonal Dfac_lsmn
problem in e lefle-He!Iman — lefle-He_IIman
G, problemin G, problem in G,
" Bilinear Decision bilinear
Diffie-Hellman| ———> [Diffie-Hellman
= problem problem
E‘;g:ﬁﬁ?ﬂ Computational Decision
problem in  —— Diffie-Hellman e Diffie-Hellman
G, problem in Gy problem in Gy

Figure 5.2 Relationship between the various Diffie-Hellman problems and their bilinear
variants.
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5.3.6 g-Decision Bilinear Diffie-Hellman Inversion

The g-decision bilinear Diffie-Hellman inversion problem (¢g-DBDHIP) is:
given P, aP, aZP, ..., a’Pand x, decide whether or not x = ¢(P, P )I/a. Solving
the g-DBDHIP is no more difficult than the g-BDHP. If we can calculate
e(P, P)l/a from P, aP, aZP, ..., alP we do so and compare it to x. If the
g-DBDHP is hard then it is hard to distinguish between ¢(2, P)Nﬂ and any
other element of G 7, so that ¢(2, P)l/a looks like a random element of G'7.

5.3.7 Cobilinear Diffie-Hellman Problems

In the case where we have a pairing ¢ : G| X Gy, = Grwith G| # Gy, it is
necessary to modify the framework of all of the problems that use a pairing.
This gives the cobilinear Diffie-Hellman problem (co-BDHP), which is: given
P, aP, bPe Gy and Q € G;, calculate e(P, Q)ab. The other problems involving
a pairing ¢ : G| X Gy — G can be generalized to related coproblems in a
similar way.

It is no more difficult to solve the co-BDHP than it is to calculate discrete
logarithms in either G or in Gy, which is the same bound that occurs with
the BDHP. The more general framework of the cobilinear Diffie-Hellman
problems is more useful for describing general results, and some research publica-
tions use the term “BDHP” to describe what we call the “co-BDHP” to keep
the familiar terminology in the more general setting. In the following we will

often state simpler results in terms of the BDHP that can easily be generalized
to the co-BDHP.

5.3.8 Integer Factorization .

If 7 is a composite integer with prime factorization 7 = H pi then the integer
i=1

factorization problem is to determine one of the factors of 7. If we can do this,

we can divide 7 by this factor and repeat the process until we find all of the

factors of 7. For a given integer 7, determining whether or not 7 has a factor

less than 7 for some integer m is probably the most relevant related decision

problem. The problem of determining whether or not 7 is composite can be

efficiently determined by the AKS primality test [24].

5.3.9 Quadratic Residuosity

If 7 is a composite integer, then the quadratic residuosity problem is: given x
modulo 7, determine whether or not x is a quadratic residue modulo 7. The
quadratic residuosity problem has been studied for many years, dating at least
to 1801, when Gauss discussed the problem in his Disquisitiones Arithmeticae
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[25], and it is believed to be as difficult as integer factorization. Suppose that
we can factor 7 into the product of two distinct odd primes p and g. In this
case, x is a quadratic residue modulo 7 exactly when it is a square modulo p
and a square modulo ¢. This can be generalized to integers with more general
factorizations, so that solving the quadratic residuosity problem is no more
difficult that integer factorization.

5.4 Selecting Parameter Sizes

5.41 Security Based on Integer Factorization and Quadratic Residuosity

If the difficulty of attacking a cryptographic algorithm is based on the difficulty
of either the integer factorization problem or the quadratic residuosity problem,
then we assume that an adversary attacking such systems will need to factor a
large composite integer to defeat the protection provided by such algorithms.
Table 5.2 gives the sizes of the composite integer that needs to be factored to
attain standard levels of security against such an attack.

Example 5.1

(i) Suppose that we want a composite modulus for which solving the integer
factorization problem is as difficult as attacking a 128-bit symmetric key.
A 3,072-bit composite integer will accomplish this.

(ii) Suppose that we want a composite modulus for which solving the
quadratic residuosity problem is as difficult as attacking an 80-bit
symmetric key. A 1,024-bit composite integer will accomplish this.

5.4.2 Security Based on Discrete Logarithms

If the difficulty of attacking a cryptographic algorithm is based on the difficulty
of any of the Diffie-Hellman problems, then we assume that an adversary
attacking such systems will need to calculate a discrete logarithm to defeat the
protection provided by such algorithms. There may be more than one way to
calculate such discrete logarithms, and the parameters of a system using such
algorithms need to reflect this. Suppose that calculations are done in a group
G ={(g)

An adversary can always use Pollard’s rho algorithm to calculate the neces-
sary discrete logarithms, so to be sufficiently secure, all calculations should be
done in a group in which all subgroups are at least as big as the sizes shown
in Table 5.2. Using a subgroup of prime order is an easy way to accomplish
this. If calculations are done in a subgroup of the multiplicative group of a
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finite field, then the index calculus algorithm can also be used to calculate
discrete logarithms, so if this is the case, then the size of the finite field also
needs to be at least as big as the sizes shown in Table 5.2.

Finally, if the adversary can calculate a pairing e : G X G — [, he can
also use the MOV reduction to map calculating discrete logarithms in G to
calculating discrete logarithms in the group generated by e(g, g), so similar
concerns about the subgroup size and finite field size need to also be addressed
in {e(g, g)) < [F;/e. Table 5.2 gives the sizes of the subgroups and finite fields

that need to be used to attain standard levels of security against such attacks.

Example 5.2

(i) Suppose that we want an elliptic curve group in which solving the
CDHP is as difficult as attacking an 80-bit symmetric key. In an elliptic
curve group in which calculating a pairing is infeasible, requiring a
160-bit order of a group makes calculating discrete logarithms as
difficult as attacking an 80-bit symmetric key and will accomplish
this.

(ii) Suppose that we want a subgroup G of [F; in which solving the CDHP
is as difficult as attacking an 80-bit symmetric key. If p is a prime
and G is of prime order, then requiring the order of G be at least
160 bits and that p has at least 1,024 bits will makes calculating
discrete logarithms as difficult as attacking an 80-bit symmetric key
and will accomplish this.

(i) Suppose that we want groups G < E(F,) for some elliptic curve
E/F ,Grc F; kandapamnge G X G1 — G 7, and want solving
the BDHP to be as difficult as attacking an 80-bit symmetric key.
Requmng G to be of prime order of at least 160 bits and having
that ¢ * has at least 1,024 bits will make calculating discrete logarithms
in both G and G 7 as difficult as attacking an 80-bit symmetric key
and will accomplish this.

5.5 Important Special Cases

The estimates of the difficulty in factoring an integer or in calculating a discrete
logarithm assume that there is no additional structure that can be used to make
the calculation even faster. This is not true in a few cases, and in these cases
it is possible to either factor an integer or calculate a discrete logarithm much
faster than in the average case. There are three particular cases that apply to
calculating discrete logarithms in an elliptic curve group and additional cases
that apply to factoring integers.
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55.1 Anomalous Curves

Anomalous curves are elliptic curves for which #£(F,) = p. The description of
the algorithm used to efficiently calculate discrete logarithms on anomalous
curves is beyond the scope of this book. Details are given in [26, 27]. This
algorithm runs in linear time, making such curves unsuitable for use in most
cryptographic applications.

5.5.2 Supersingular Elliptic Curves

Supersingular elliptic curves, as well as any other elliptic curves with a low
embedding degree, are susceptible to an MOV reduction [28], in which it is
possible to reduce the problem of calculating a discrete logarithm in an elliptic
curve group to calculating the discrete logarithm in a finite field. This can be
done as follows. Let G| be an elliptic curve group, G 7 be a multiplicative group
of a finite field, and ¢ : G| X G| — G a pairing. Suppose that we have P
€ G and want to calculate the discrete logarithm of 2P. If ¢(P, P) = g then
e(P, aP) = e(P, P)* = gﬂ, so by calculating the discrete logarithm of gtZ e Gr
we find the value of 4. If G is an elliptic curve group with an order of 7 bits,
for example, calculating a discrete logarithm in G| by Pollard’s rho algorithm
requires Oz ) time, while calculating a discrete logarithm in G 7 using the
index calculus algorithm requires

Olexp (64/9) (log 7)™ (log log n)*?))

time, which may be much less than the time to calculate a discrete logarithm
in G1 .

To get 80 bits of strength with ordinary elliptic curve, a subgroup G of
E(F,) with an order of 160 bits is adequate. This is based on the running time
of Pollard’s rho algorithm, which is roughly the same for a 160-bit group order,
which is also roughly the same as the running time for the index calculus
algorithm for a 1,024-bit finite field order. If we have that £/ ﬂ:q is supersingular
with an embedding degree of # = 2, for example, then we can also calculate a
discrete logarithm in G by calculating a discrete logarithm in ﬂ:;z by using the
index calculus algorithm. In typical applications, the size of ¢ is roughly the
same size as #E ([Fq), being no more than one or two bits larger, so we might
have a 162-bit ¢ in this case. With such a ¢ we could use the MOV reduction
to calculate discrete logarithms in G by calculating discrete logarithms in a finite
field with an order of only 2 X 162 = 324 bits, a calculation that is much easier
than calculating a discrete logarithm in a finite field with an order of 1,024
bits. It is, however, possible to attain the same levels of bit security with
supersingular curves as with ordinary curves by using larger group orders. Increas-
ing the size of this g to be 512 bits, for example, will increase 4 to approximately
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1,024 bits, making calculating discrete logarithms in ﬂ:;/e as difficult as attacking
an 80-bit symmetric key.

Note that there is nothing about supersingular curves aside from their
low embedding degree that allows the MOV reduction to be carried out; even
an ordinary curve with a low embedding degree is vulnerable to the MOV
reduction. Because the calculation of parings requires a curve with low embed-
ding degree to make the pairing calculation feasible, all such curves need to
have their parameters chosen so that they are secure even if an MOV reduction
is possible.

5.5.3 Singular Elliptic Curves

Singular elliptic curves have discriminant A = 0. Let £/F be a singular elliptic
curve with singular point P. Then discrete logarithms in £ (Fq)\{P} can be
calculated as discrete logarithms in a finite field as follows [29]:

1. If Pis a node, then discrete loganthms in £ ([F W\{P} can be calculated
as discrete logarithms in either [F or [F dependlng on the structure
of the elliptic curve.

2. If Pis a cusp, then dlscrete logarithms in £ (ﬂ: )\{P} can be reduced
to discrete logarithms in [Fq, the additive group of the finite field [F

Much like in the case of supersingular elliptic curves, it is possible to
increase the size of the group to compensate for the reduced security that singular
curves with a node have. On the other hand, the case with a singular curve
with a cusp makes it easy to calculate discrete logarithms in £ (ﬂ:q)\{P }, making
them essentially useless for cryptographic applications. Because the structure of
the group of points on a singular elliptic curve behaves more like a finite field
than an elliptic curve group, the definition of an elliptic curve sometimes
explicitly excludes singular curves.

5.5.4 Weak Primes

There are also cases where integer factorization is much easier than the general
case due to either the structure of prime factors or the relationship between
prime factors. One of these cases happens when one of the prime factors p of
an integer 7 has the property that p — 1 is smooth relative to some set of prime

powers F = { i pat pf”}. The algorithm that can use this information
is Pollard’s p — 1 algorithm [30]. This algorithm works in the following way.
Let

/
m=[]pf
i=1
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and suppose that (p — 1) | m, so that we can write m = d(p — 1). Then for
any value of 2 with ged (2, p) = 1 we have

M= P70 = (P~ 2 1(mod p)

so that we can write 2™ — 1 = pk for some k. And since p is a factor of 7 we
can also write 7 = pg. Thus ged @ -1, n) = = gcd (pk, pq) is a divisor of 7
that is strictly greater than 1, at least having p as a factor, possibly being 7
itself. So if we can ﬁnd a value of m such that (p — 1) | m we find a factor of
n by calculating ged @™ =1, n). Some values of 2 will not provide any useful
information on this, resulting in ged (a — 1, n) = n. In this case, we can pick
another random # with ged (2, p) = 1 and try again.

Other techniques can take advantage of other structures of prime factors
or the relationship between prime factors. Because of these techniques, some
standards require the use of “strong primes” to create keys for algorithms that
rely on integer factorization. In particular, [31] requires the following conditions
to be met for such primes where two primes p and ¢ are needed to calculate a
composite 7 which must be difficult to factor:

1. All of p £ 1 and ¢ £ 1 must contain a prime factor greater than 2100
2. ged(p — 1, ¢ — 1) must be small.

3. If p - q has 1,024 + 2565 bits, then p /g must not be close to a small

integer and |p — g | > 2 412+128s

00
4. p — g must contain a prime factor greater than 2

Requiring such strong primes is very conservative. Weak primes are fairly
rare, so attempts to factor an integer that try to take advantage of the use of
weak primes are very unlikely to succeed with most randomly generated primes.
Despite this, some users of public-key cryptography feel that requiring the use
of strong primes is necessary for their particular uses. When implementing
cryptography, it is important to understand what assumptions the users of the
resulting system are willing to make because they are the ones who will trust
the system to protect their data.

5.6 Proving Security of Public-Key Algorithms

In some cases it is easy to see the correspondence between being able to one
of the computational problems and the ability of an adversary to attack a public-
key system. The CDHP, for example, is modeled after what an adversary observes
in a Diffie-Hellman key exchange and what the adversary wants to obtain in
order to defeat the system. In other cases, however, the correspondence is not
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as clear. The fact that the strength of some of the IBE algorithms that will be
discussed in the following chapters is at least as strong as certain computational
problems may be unclear due to the complexity of the algorithms, for example,
and it is good to know that there are proofs that defeating them is at least as
hard as computational problems that are believed to be hard.

To prove that a cryptographic algorithm is at least as strong as a certain
computational problem, the typical technique is to assume that an adversary
who has an algorithm capable of defeating the cryptographic algorithm of interest
and to show that he can then use his attack algorithm to construct an algorithm
that will solve the computational problem of interest. Thus if we believe that the
computational problem is hard to solve, it is also hard to defeat the cryptographic
algorithm. Note that this does not show that the cryptographic algorithm is
actually secure; if we can solve the related computational problem then we can
defeat the cryptographic algorithms.

So to show that the Diffie-Hellman key exchange is at least as strong as
the CDHP, we could show that an attacker capable of defeating the Diffie-
Hellman key exchange can use his algorithm for doing this to solve the CDHP.
This would not show that the Diffie-Hellman key exchange is secure, but instead
shows that if an attacker can defeat the Diffie-Hellman key exchange then he
could also accomplish something that is believed to be hard to do. If we believe
that the CDHP is indeed hard to solve, then such a proof would also convince
us that defeating the Diffie-Hellman key exchange is also hard.

There are two general classes of proofs that cryptographic algorithms are
at least as difficult to defeat as they are to solve the related computational
problem. One type of proof models parts of the algorithm as oracles whose
outputs are truly random. True random oracles are impossible to implement,
so once a proof is obtained in this model, the random oracles are replaced by
functions whose behavior is similar enough that the security of the system still
seems plausible. Cryptographic hash functions are typically used for this. There
are pathological cases [32] where such practical implementations are always
insecure despite the proof of security using random oracles, but such behavior
seems to appear in only the most contrived of cases.

We say that such a proof is obtained using the random oracle model [33].
A proof that does not use such random oracles is said to use the standard model.
In the discussions of IBE schemes, their proofs of security will be summarized
by listing a computational problem and a proof technique. An example of this
is that, “defeating the ABC scheme has been proven in the random oracle model
to be at least as difficult as solving the XYZ problem.” By this we mean that
a proof has shown that an adversary capable of constructing an algorithm that
lets him defeat the ABC scheme can use this algorithm to efficiently solve the
XYZ problem. So that if we believe that the XYZ problem is appropriately hard
then it must also be hard to defeat the ABC scheme.
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5.7 Quantum Computing

All of the run times mentioned earlier assume that the algorithms are imple-
mented on a computer that can be implemented using existing technology.
This technology is implemented using devices that have the internal states that
are either a logical “0” or a logical “1” that are commonly called “bits.” The
framework of quantum mechanics assumes that a quantum device exists in
multiple states at once, with a device having probabilities of being in each of
its states. With such a device a single state is not decided upon until the state
is measured, at which time the result of the measurement is determined by the
probabilities of being in each of the possible states. This allows for the creation
of quantum bits, or qubits, that are both a logical “0” and a logical “1” at the
same time, and allows for the creation of computers that can calculate all 2"
values of a function on 7 qubits in a single operation.

A computer built of qubits instead of classical bits allows for the implemen-
tation of algorithms that run much more quickly than the best-known algorithms
on classical computers. In particular, Grover’s algorithm can be used to defeat
symmetric algorithms and Shor’s algorithm can be used to defeat many symmet-
ric algorithms. Each of these algorithms are random, reflecting the probabilistic
nature of the underlying qubits, so the best that they can do is to return the
correct result with a high probability, after which the result can easily be verified
by additional testing.

5.7.1 Grover's Algorithm

Let f: {0, 1}" — {0, 1} be an efficiently computable function. Then Grover’s
algorithm [34] finds a string 2 € {0, 1}" such that f(2) = 1, if such a string
exists, in O (2" 2) time. So, if we have a symmetric encryption algorithm that
uses 7 bits of key and we have a matched plaintext-ciphertext pair, we can use
the function

1, a produces the given plaintext-ciphertext pair

fla) = { 0, otherwise

in Grover’s algorithm so that finding f(#) = 1 corresponds to finding the desired
symmetric key. So being able to implement such an attack reduces the level of
security provided this symmetric algorithm to no more than 7/2 bits. Although
this is a significant increase in performance over classical computers, being able
to use Grover’s algorithm does not make it easy to defeat symmetric algorithms;
such a reduction is easy to deal with, and we can attain a goal of 7 bits of
strength by using a symmetric algorithm with 27 bits of strength against an
adversary equipped with nonquantum computers.
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5.7.2 Shor's Algorithm

Shor’s algorithm [1] uses a fast implementation of a Fourier transform using
qubits to factor an integer, and similar algorithms are known that can be used
to calculate discrete logarithms in a finite field [1] or in an elliptic curve group
[2]. Suppose that we want to factor the integer 7. Shor’s algorithm first uses
the Fourier transform to find the period of an integer 2 modulo 7 where
ged (2, #) = 1, or the smallest integer 7 such that 2" = 1(mod ), or that
n| (a" = 1). If r is even then we can use it to write

so that
n| @ - 1@+ 1)

Because 7 is the smallest integer such that 7 | («” — 1), we cannot have
either 7 | (//2 —1) or n| (a”z + 1), so as long as a” 2 2 —1, # must share a
nontrivial factor with each of 4?1 and ">+ 1, and calculating
ged (n, A 1) and ged (n, P 1) will find these factors.

Shor’s algorithm has an expected running time of

O((log n)2 (log log 7) (log log log 7))

which makes an attack based on it easy for an attacker to carry out. Thus the
security of an algorithm which relies on integer factorization being hard is no
longer reasonably secure if an adversary can use a quantum computer. And,
unlike the case of using Grover’s algorithm to attack a symmetric algorithm, it
would not be possible to simply increase the size of a key to compensate for
this attack: it would now be no more difficult to factor an integer than it is to
multiply integers.

On the other hand, implementing Shor’s requires a quantum computer
with 27 qubits to factor an #z-bit integer. Constructing quantum computers
currently seems a daunting engineering task because of the extremely precise
control that is required of the qubits during quantum calculations. If the qubits
interact with each other or with the world outside the quantum computer, the
effect is just like measuring the state of a qubit, causing some the quantum
information that it carries to be lost when the qubit collapses to a single state.
Because of this, the difficulty of constructing quantum computers with large
numbers of qubits seems to increase rapidly as the number of qubits increases.
This will make it extremely difficult, if not impossible, to build a quantum
computer that is capable of factoring integers of the sizes that are typically used
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in public-key cryptography. So even if it was possible to build a quantum
computer capable of factoring a 1,024-bit integer, it might be the case that
adding just a few additional bits to the size of the integer would be enough to
make factoring the slightly larger integer impractical until quantum computing
technology advances enough.

[11]
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Related Cryptographic Algorithms

IBE algorithms are very similar to other public-key algorithms, and understand-
ing these other algorithms may provide some insight into the nature of the IBE
algorithms. In particular, Goldwasser-Michali encryption uses Jacobi symbols
to encrypt information on a bit-by-bit basis, and provides the framework for
understanding the Cocks IBE algorithm that is discussed in Chapter 7. The
Diffie-Hellman key exchange and its elliptic curve variant provide the basic
framework for using the difficulty of calculating discrete logarithms to create
a public-key encryption scheme. Joux’s generalization of these schemes uses a
pairing to allow three users to securely agree upon a common shared secret.
The combination of the Diffie-Hellman scheme and Joux’s scheme provides
some insight into operation of the Boneh-Frankin IBE scheme that is discussed
in Chapter 8, and provides some insight into the operation of Sakai-Kasahara
IBE scheme that is discussed in Chapter 10. EIGamal encryption provides some
insight into the operation of the Boneh-Boyen IBE scheme that is discussed in
Chapter 9.

All of the following descriptions of algorithms assume that two participants,
traditionally called Alice and Bob, want to communicate securely, while an
eavesdropper named Eve does her best to determine the content of the secret
messages that Alice and Bob exchange. In the case where a third legitimate
participant is needed, Charlie is assumed to have joined Alice and Bob.

6.1 Goldwasser-Michali Encryption

Goldwasser-Michali encryption [1] uses the quadratic residuosity problem to
create a public-key scheme. It works in the following way. Bob starts by generat-

121
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ing a pair of random primes p and ¢ and calculating #» = p - 9. He then picks
a random y € Z: and so that y is a quadratic nonresidue modulo 7, but the
Jacobi symbol (y/7) =+1. To do this, Bob can first find one quadratic nonresidue
a modulo p and another quadratic nonresidue & modulo ¢ and then calculate
y by solving the system of congruences

y = a(mod p)
y = b(mod q)
by Gauss’ algorithm to find y. This y will then have the property that
(yIn) = (ylp) (ylg) = (1) (=1) = +1
as desired. Once y is computed, Bob’s public key is the pair (y, ) and his
private key is the pair (p, q).
Alice then encrypts her message a bit at a time to Bob, who then decrypts

the received message a bit at a time. To encrypt a message bit 7 to Bob, Alice
performs the following steps:

1. Alice picks a random x € Z,.
2. If m=1, then Alice sets c=y - x2, otherwise she sets ¢ = x” (mod 7).

3. Alice sends the ciphertext ¢ to Bob.
To decrypt the ciphertext ¢, Bob performs the following steps:

1. Bob calculates the Legendre symbol e = (¢/p).
2. If e =1, then Bob decrypts ¢ to 0, otherwise he decrypts ¢ to 1.

If the message bit sent by Alice is 72 =0, then ¢ = x? (mod 7) is a quadratic

residue modulo 7. By Property 2.8 we have that ¢ is a quadratic residue modulo
p if and only if ¢ is a quadratic residue modulo 7, so that Bob will calculate

e=(clp) = (*Ip) = (PIn) = +1
and decrypt ¢ to 0 correctly.

If the message bit sent by Alice is 7 = 1, then ¢ =y - x*(mod ) is a
quadratic nonresidue modulo 7, so that Bob will calculate

e=(clp) = (y - x*lp) = (y - x*In) = (y/n) (x*In) = (=1) (+1) = —1

and decrypt ¢ to 1 correctly.
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On the other hand, if Eve observes the ciphertext ¢, she needs to determine
whether or not ¢ is a quadratic residue modulo 7 or not, which is exactly the
quadratic residuosity problem.

Because it encrypts a single bit at a time, the Goldwasser-Micali encryption
scheme is vulnerable to an adaptive chosen-ciphertext attack. Suppose that Eve
has the plaintext (my, mj, ..., m;) and corresponding ciphertext (¢, ¢;,

., ¢;) that is encrypted to Bob, and that she wants to obtain the plaintext
corresponding to the ciphertext (¢]> ¢ys . . ., ck). She can then send the mes-
sage (¢, €2, - - . , ¢4) to Bob and observe his reaction. If Bob uses the ciphertext
as a shared secret that he uses to derive a session key, for example, Eve can
check to see if Bob creates the same session key from (ci, ¢, . . ., ¢;) that
he does from (c1, ¢3, ..., ¢;) to determine whether the decryption of ¢ and
c1 are the same or different. Eve can then repeat this process to recover the
additional bits of the decryption of (¢, ¢5s vt C/;), recovering a single bit
every time she repeats this process.

Example 6.1

Suppose that Bob wants to generate a Goldwasser-Micali public and private
key. First Bob picks two primes p and ¢. Suppose that he picks p = 7 and
g =11, so that n = p + ¢ = 77. He then picks a quadratic nonresidue modulo
» and another quadratic nonresidue modulo ¢ and uses the Chinese remainder
theorem to find the value of y. Suppose that he picks the quadratic nonresidues
3 modulo 7 and 2 modulo 11. In this case he solves the congruences

y = 3(mod 7)
y = 2(mod 11)

to get y = 24(mod 77). Thus Bob’s public key is (y, #n) = (24, 77) and his
private key is (p, ¢) = (7, 11).

Suppose that Alice wants to encrypt the bit “1” to Bob. She obtains Bob’s
public key (y, #) = (24, 77) and picks a random y € Z7. In this case, suppose
that she picks x = 17. Then to encrypt the bit “1” to Bob she calculates the
ciphertext ¢ = y - x? (mod #n) = 24 - 17 (mod 77) = 6(mod 77). She then
sends the ciphertext 6 to Bob.

Upon receiving the ciphertext 6, Bob calculates the Jacobi symbol

e=(clp)=(6/7) =-1

which he then decrypts to “1.”



124 Introduction to Identity-Based Encryption

6.2 The Diffie-Hellman Key Exchange

The Diffie-Hellman key exchange [2] was the first practical public-key algorithm.
The Diffie-Hellman key exchange produces a secret that is shared between Alice
and Bob that is difficult for Eve to determine from what she observes by
watching the communications between Alice and Bob. Its security is based on
the difficulty of calculating discrete logarithms in a prime-order subgroup G of
the multiplicative group [F;. Let g be a generator of G and G be of order p.
Then the Diffie-Hellman key exchange has the following four steps:

1. Alice chooses a random 4 € Z;_ 1, calculates g“, which she sends to

Bob.

2. Bob chooses a random &4 Z;_l, calculates gb, which he sends to
Alice.

3. Alice receives gé and calculates the shared secret K = ( gb)ﬂ.

4. Bob receives ¢“ and calculates the shared secret K = ( gﬂ)b.

Note that the range allowed for the integers 2 and & is from 1 to p — 2.
If 2 was allowed to be p — 1, for example, then by Euler’s theorem we would
have that g’Z = 1 (mod p), so that the shared secret K ends up being 1, and an
adversary observing the transmission of ¢g” will then be able to easily recover
K.

At the end of these steps, Alice and Bob both have the shared secret
K= g Eve s task is to recover K = g glven 2 g and g which is exactly
the CDHP, which is assumed to be as hard as calculating discrete logarithms
in either G. On the other hand, because there is absolutely no authentication
for either Alice or Bob in the steps listed above, it is easy for Eve to mount a
man-in-the-middle attack against Alice and Bob. She does this by positioning
herself between Alice and Bob and carrying out a legitimate Diffie-Hellman
key exchange with each of Alice and Bob, after which she uses the shared secrets
constructed in this way to securely communicate with each the unsuspecting
pair. Eve’s man-in-the-middle attack is carried out in the following steps:

1. Alice chooses a random 4 € Z;_l, calculates gﬂ mod p, which she
unknowingly sends to Eve.

2. Eve chooses a random ¢ € Z;_ 1, calculates ge mod p, which she sends
to Alice.

3. Alice receives ¢ mod p from Eve and calculates the shared secret
K1 = (¢")" mod p.

4. Eve receives g° mod p from Alice and calculates the shared secret

= (¢")* mod p.
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5. Eve sends ge mod p to Bob.

6. Bob chooses a random 4 Z;_l, calculates gb, which he sends to
Eve, believing her to be Alice.

7. Eve receives gb from Bob and calculates the shared secret K5 = ( gb)e.

8. Bob receives g° from Eve and calculates the shared secret K = ( ge)b.

At this point Eve has established two shared secrets: K, which is shared
with Alice and K7, which is shared with Bob. Suppose that Alice sends a message
to Bob that is encrypted using the shared secret K. Eve can then intercept
this message and then use the shared secret K to decrypt messages from Alice
that are encrypted using the shared secret K7, then reencrypt the message using
the shared secret K which she shares with Bob. Bob will then be able to decrypt
the message using the shared secret K, which he believes is only in the possession

of him and Alice.

Example 6.2

Suppose that Alice and Bob want to use the Diffie-Hellman key exchange to
create a shared secret. Suppose that all calculations are done in the subgroup
of F3y of order 29, which has generator g = 2. They can do this in the following
steps.

1. Alice chooses a random 4 € Zﬁg, say 2 = 7, and calculates gﬂ =2/ =

10 (mod 59), which she sends to Bob.

2. Bob chooses a random 4 € Z;g, say b = 23, and calculates gb =28
= 47 (mod 59), which he sends to Alice.

3. Alice receives the value 47 from Bob and calculates the shared secret

K= 47" = 477 = 13 (mod 59).

4. Bob receives the value 10 from Alice and calculates the shared secret

K=10"= 10" = 13 (mod 59).

6.3 Elliptic Curve Diffie-Hellman

There is nothing special about the group [F; that is used in the Diffie-Hellman
key exchange, and any other group in which it is hard to calculate discrete
logarithms can be used in its place. In particular, an elliptic curve group E(F,)
can be used in this way. The security of the resulting algorithm is then based
on the difficulty of calculating discrete logarithms in the group E(F,). Let G
be a subgroup of E(F,) of prime order p generated by . Then the elliptic
curve Diffie-Hellman key exchange [3] has the following five steps:
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1. Alice chooses a random « € Z; and calculates 2P, which she sends to

Bob.

2. Bob chooses a random & € Z; and calculates 4P, which he sends to
Alice.

3. Alice receives 6P and calculates the shared secret K= a(6P).
4. Bob receives 2P and calculates the shared secret K = 6(aP).

5. If K= O then raise an error condition and restart at step 1.

At the end of these steps, Alice and Bob both have the shared secret
K = b(aP). Eve’s task is to recover K = a(bP) given P, aP, and bP, which is
exactly the CDHP, which is assumed to be as hard as calculating discrete
logarithms in G. The elliptic curve Diffie-Hellman key exchange is vulnerable
to a man-in-the-middle attack just like the Diffie-Hellman key exchange is.

Example 6.3

Suppose that Alice and Bob want to use the elliptic curve Diffie-Hellman key
exchange to create a shared secret. Suppose that £ is the elliptic curve E :
92 = x>+ 1, and G be the subgroup of order 11 of E(F3;) generated by

P = (98, 58). They can do this in the following steps.

1. Alice chooses a random « € ZTl, say @ = 7, and calculates 2P = 7 -
(98, 58) = (33, 100), which she sends to Bob.

2. Bob chooses a random integer & with 4 € ZTI ,say =75, and calculates
bP =5 - (98, 58) = (34, 23), which he sends to Alice.

3. Alice receives (34, 23) from Bob and calculates the shared secret
K=a- (34, 23) =7 - (34, 23) = (128, 57).

4. Bob receives (33, 100) from Alice and calculates K= 4 - (33, 100) =
5 - (33, 100) = (128, 57).

5. K# O so that no error condition is raised.

6.4 Joux's Three-Way Key Exchange

Another generalization of the Diffie-Hellman key exchange is due to Joux [4],
who noticed that a clever use of a pairing allows for the creation of a way to
allow three participants to agree upon a shared secret in a secure way. To do
this, let G; and G7 be groups of prime order p=|Gi|=|Gr| and
é: Gy X Gy — Grbe a pairing, and let P be a generator of G;. Then Joux’s
three-way key exchange has the following seven steps:
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1. Alice chooses a random « € Z;, calculates P, which she sends to Bob
and Charlie.

2. Bob chooses a random & € Z;, calculates 6P, which he sends to Alice
and Charlie.

3. Charlie chooses a random ¢ € Z;, calculates 4P, which he sends to

Alice and Charlie.

4. Alice receives bP and cP and calculates the shared secret K =
é(bP, cP)" = é(P, P)’Z ¢

5. Bob recelves aP and cP and calculates the shared secret K= é(aP, cP )
= é(P, P)” ¢

6. Charlie receives aP and 6P and calculates the shared secret K =
é(P, bP)" = ¢(P, P)™,

7. If K= O, raise an error condition and restart at step 1.

At the end of these steps, each of Alice, Bob, and Charhe have the shared
secret é(P, P) . Eve’s task is to recover K= é(P, P) given P, aP, bP, and
¢P which is exactly the BDHP, which is assumed to be as hard as calculating
discrete logarithms in either G; or G 7. Joux’s three-way key exchange is vulnera-
ble to a man-in-the-middle attack just like the Diffie-Hellman key exchange
is.

Example 6.4

Suppose that Alice, Bob, and Charlie want to use Joux’s three-way key exchange
to create a shared secret. Suppose that £ is the elliptic curve E/[F3; : )/2 =
x> + 1. Let G be the subgroup of order 11 of E(Fy3;) with generator P =
(98, 58) and let G'7 be the subgroup of ([FHZ)* generated by é(P, P) = 28 +
934, where [F1,2 is represented by Fyj [x]/(x> + 1). Let ¢ : G| X G| = G 1 be
the reduced modified Tate palrmg, where ¢ : G; X G; = G is the Tate
pairing, and é(P, Q) = e(P, ¢( Q)) 560 where ¢ is the distortion map given
by ¢(x, y) = (éx, y), where ¢ = 65 + 1124. Then Alice, Bob, and Charlie can

carry out Joux’s three-way key exchange as follows.

1. Alice picks the random « € ZTI, say @ = 3, and calculates aP =
(113, 8), which she sends to Bob and Charlie.

2. Bob picks the random 64 € ZTI, say b = 5, and calculates 6P =
(34, 23), which he sends to Alice and Charlie.

3. Charlie picks the random ¢ € Z7, say ¢ = 7, and calculates ¢P =
(33, 100), which he sends to Alice and Bob.

4. Alice receives 6P = (34, 23) and c¢P = (33, 100) and calculates K =
é(bP, cP)" =39 + 107i.
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5. Bob recelves aP = (113, 8) and ¢P = (33, 100) and calculates X =
é(al, cP) =39 + 107..

6. Charlie receives aP = (113, 8) and 6P = (34, 23) and calculates K =
é(aP, bP) = 39 + 107i.

7. K# O so no error condition is raised.

6.5 ElGamal Encryption

ElGamal encryption [5] creates an encryption algorithm from the Diffie-Hell-
man key exchange, essentially using a Diffie-Hellman shared secret to encrypt
a block of plaintext by multiplying the plaintext by the Diffie-Hellman shared
secret. To decrypt the resulting ciphertext, the intended recipient then divides
by the Diffie-Hellman shared secret to recover the plaintext. More precisely,
the ElGamal encryption works as follows. Let Bob have the pubhc key
(p» £ g b), where p is a prime, G a prime-order subgroup of Zp, and
be Zp 1. Bob’s corresponding private key is 4. To encrypt a message

Me [F to Bob, Alice performs the following steps:

1. Alice obtams Bob’s pubhc key (p, 2,2 b, picks a a € ZP 1 and then
calculates (g ) =

2. Alice calculates Mg and then sends ciphertext C = (Mgﬂb, g") to
Bob. The value of g‘Z that Alice sends in this ciphertext is sometimes

called a “hint.”

To decrypt the ciphertext C = (Mgﬂ&, 2") Bob performs the following
steps:
1. Bob calculates ( gﬂ)b = gﬂb.

2. Bob calculates

to recover the message M.

Note that ElGamal encryption is subject to a chosen ciphertext attack. If
an adversary knows that the ciphertext C = (Mg ¢") corresponds to the
plaintext M encrypted with the random value g*, then he can easily decrypt
any other ciphertext C” = ((M) g , ¢°) by calculating
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b
Mg ‘ _ yab
M
from the ciphertext C and then
k M ab
: ﬂ)bg = kM
g

from the ciphertext C”.
It i is no_more difficult to recover the plaintext M from the ciphertext
(Mg , £") than it is to calculate dlscrete logarithms in G: if an adversary
can determine & from Bob’s public key ¢ * he can then decrypt the ciphertext
as easily as Bob can.

Example 6.5

Suppose that Bob’s public key is (p, g, gb) = (59, 2, 47), and his private key
is b = 23, and that Alice wants to encrypt the message M = 17 to Bob. She
can do this in the following steps.

1. Alice obtains Bob’s public key (p, g, g ) = (59, 2, 47) Alice then
chooses a random 4, say 2 = 7, and calculates (g ) = = 477

13 (mod 37).

2. Alice calculates Mgﬂb =17 - 13 = 44(mod 59) and g = =2 =
10 (mod 59) and then sends the ciphertext C = (Mg ,g") = (44, 10).

When Bob receives the ciphertext C = (44, 10) he performs the following
steps.

1. Bob calculates (gﬂ)b =10 =10% = 13 (mod 59).
2. Bob calculates

Mg™ 44

M= = 3= 4497 =44+ 50 = 17(mod 59)

to recover the message M.
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The Cocks IBE Scheme

The Cocks IBE scheme was invented by Clifford Cocks of the Communications-
Electronics Security Group (CESG) of the United Kingdom government, the
same gentleman who has a fairly strong claim to having invented the first public-
key algorithm in 1973, when he published a classified (now declassified) CESG
report [1], which described a scheme roughly comparable to the RSA scheme.
The security of the Cocks IBE scheme is based on both the computational
difficulty of integer factorization and on the quadratic residuosity problem. The
Cocks IBE scheme was first described in [2].

The Cocks IBE scheme encrypts each bit of the plaintext as a pair of
integers modulo a composite number, each as large as an integer which is
suitably difficult to factor. For example, to encrypt a 128-bit symmetric key,
per Table 5.2, each of these integers must be 3,072 bits in length to provide
the same bit strength as a 128-bit symmetric key. The Cocks IBE scheme uses
many of the same ideas as the Goldwasser-Micali scheme, and is notable for
being an IBE scheme that does not use a pairing in its operation, as well as the
IBE scheme most likely to get you fired for searching the Internet for it while
at work.

7.1 Setup of Parameters

The Cocks scheme requires a public value 7 which is the product of two primes
p and ¢, each of which are congruent to 3 modulo 4. While the value 7 is
public, its factors p and ¢ are known only to the PKG. It also requires a well-
known cryptographic hash function A : {0, 1}* — Z,,. We also require that
for an identity ID, if H;(ID) = a, then we have the Jacobi symbol (a/7) = +1,

131
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which will guarantee that either 2 or —a is a square modulo 7. This can easily
be done, for example, by using a cryptographic hash function A hash an identity
to an integer « modulo 7 and then incrementing # until (a/7) = +1.

Because we have that
a a\ [a
=== (7.1)
()=G))

we must have that either both Jacobi symbols have the value +1 or both have
the value —1 in (7.1). When both have the value +1 we have

SRCOREASS

so that  is a square modulo 7 because it is a square modulo both p and ¢.
In the other case we have

CRCOREER

If this happens, then it turns out that —z must be a square modulo 7.
Because we have that p and ¢ are congruent to 3 modulo 4, we have

B)-6)-
-GIE- GG
) G)er-G)5) -+

So that —z is a square because it is the product of two numbers that are squares.
The ambiguity introduced by not knowing whether 2 or —a is a square
causes some inefficiency when Cocks IBE is used to encrypt, and results in
doubling the size of the ciphertext to account for each of the two cases. In
either case, the value « then is the public key corresponding to the identity 7D.
Note that using Algorithm 2.2, it is possible to calculate the Jacobi symbol
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without knowing the factors of 7.

1.2 Extraction of the Private Key

The PKG then calculates the private key corresponding to the public key 2 by
calculating the square root of either « or —2 modulo 7. Because p and ¢ are
both congruent to 3 modulo 4, p — 1 and ¢ — 1 are both congruent to 2 modulo 4
so that we can write p = 4k1 + 2 and g = 4k, + 2. Because we have n=p - ¢,
we have that ¢(n) = (p — 1) (g — 1), so that

dn)+4=(p—-1(g—-1)+4
= 4k +2)(4ky+2) +4=Qkiky+ k1 + ky+1)8

so that 8 divides ¢ ().

We can use this fact to calculate a square root modulo 7 as

r=g @M+ 1 d (7.2)

This gives a square root of 2 modulo 7 because

72 - ﬂ2(¢(N)+4)/8 - ﬂ¢(N)+4)/4 - (d¢(”))1/4ﬂ = +4(mod )

by Euler’s theorem. If # is a square root modulo 7, then r will satisfy
7" = a(mod 7) and if —a is a square root modulo 7, then r will satisfy P2 =
—a(mod 7). In either case, the value 7 acts as the private key corresponding to
the public key 4.

The parameters of the Cocks IBE scheme are summarized in Table 7.1.

1.3 Encrypting with Cocks IBE

The Cocks IBE scheme encrypts a single bit at a time as a pair of integers.
Both of the pair are needed because we do not know which of « or —z is a
square root modulo 7. On the other hand, the recipient can easily check whether
7> = a(mod 7) or 7* = —a(mod ), so he knows which of the two choices to
decrypt. For a message bit 72 we first encode the bit as x = (—1)", which encodes
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Table 7.1

Summary of Cocks IBE Parameters
Type of Parameter Parameter Properties
Private global parameters P, q primes = 3(mod 4)
Public global parameter n n=p-q
Public hash function Hy Hqy {0, 1¥* — Z,, (H{(ID)/n) = +1
Per-user public key a (a/n) = +1
Per-user private key r r* = +a(mod n)

the bit “0” as +1 and the bit “1” as —1. We then pick random #; and #, with

both
and

and then send the ciphertext (s, s7) to the recipient, where

a
51 = <r1 +—> mod 7
1

and

Sy = (Z’z—%) mod N

The recipient will then either decrypt s or 55, choosing 51 if # is a square

root modulo 7 and s if —z is a square root modulo 7.

Note that two different random values ¢ and ¢, are needed. If the same

value ¢ is used to calculate both

a
s1;=|(¢t+—| mod »
t

and
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5y = <t—%> mod 7

then an adversary could calculate

+ 1
it _ - t+Z + t—Z mod 7 = ¢ mod 7
2 2 t t

and then calculate

to decrypt the ciphertext.

7.4 Decrypting with Cocks IBE

After receiving the pair 51 and s;, the rec1plent decides which of the two cho1ces
he needs to decrypt, letting s = sy if r’ = a(mod n) and s = s, if 7> =
—a(mod 7). If 2 = = g(mod 7) he calculates

o= (& + 27) (7.3)

n

2
In the case that »“ = 2(mod 7), we note that

a a
s+2r=(t1—— |+ 2r=1t;+2r——
3 2

2
2 2
=t1<1+t—:—i2>_t1<1+—:+—> (mod #)

3
, 2
=1 (1 +t_1> (mod #)

so that s + 27 is a square modulo 7 exactly when 7] is, so that we have

()2

so that (7.3) recovers the plaintext bit x.
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2
In the case that »“ = —z(mod #), we note that

a a
s+ 2r= t)y +— +27’:t2+27’+—
%] %]

2

2r  a 2r r

=t)(l+—+—5|=n(l+—+—) (mod n)
%) t) %) t)

2
=1 <1 +l> (mod #)
3

so that we still have that s + 27 is a square modulo 7 exactly when 7, is, so

that
<s + 2r> <t2>
=|—|=x
n n

so that (7.3) will correctly decrypt an encrypted bit in both possible cases.

15 Examples

(i) Let p=7 and g = 11, so that n = 77. If we have 2 = 9 for the public
key, we find that (7.2) gives us » = 25 for the corresponding private
key, and that in this case P = a(mod ).

To encrypt the bit “0” with this public key the sender first
encodes the bit “0” as +1 and picks a random # that satisfies

t
(-
n
In this case, we randomly pick #; = 4 and 7, = 6 note that
AN
77) \77)
The sender then calculates the two values

51=<t1+£> modn=<4+2> mod 77 = 64
a1 4
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(i)

and
a 9
sp = <t2—t—2> mod 7 = (6_E> mod 77 = 43

and then sends the ciphertext pair (s, s7) = (64, 43) to the recipient.
The recipient knows that his private key satisfies r° =
a(mod 7), so he picks s; to decrypt. He then calculates

sy +2r\ _ (64+50\ /114 1
N >_ 77 \77 )

which he then decodes to the bit “0” as his plaintext.

Let p =7 and ¢ = 11, so that n = 77. If we have 2 = 10 for the
public key, we find that (7.2) gives us » = 23 for the corresponding
private key, and that in this case > = —a(mod 7).

To encrypt the bit “1” with this public key the sender first
encodes the bit “1” as —1 and picks a random ¢ that satisfies

t
=
n
In this case, we randomly pick #; = 8 and 7, = 2 and note that
8\ _(2\_
77) \77)
The sender then calculates the two values
t1 8

10
51=<t1+£> modn=<8+—> mod 77 = 67

and

10
sy = <t2—i> mod 7z = <2——> mod 77 = 74
1) 2
and then sends the ciphertext pair (s, s7) = (67, 74) to the recipient.
The recipient knows that his private key satisfies Pt =
—a(mod 7), so he picks s, to decrypt. He then calculates
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so+2r\ _ (74 +46\ _ (120 .
n B 77 \77)
which he then decodes to the bit “1” as his plaintext.

(iii) Let p = 7 and ¢ = 11, so that » = 77. If we have 2 = 10 for the
public key, we find that (7.2) gives us » = 23 for the corresponding
private key, and that in this case r* = —z(mod 7).

To encrypt the bit “1” with this public key the sender first
encodes the bit “1” as —1 and picks a random ¢ that satisfies

4

In this case, we randomly pick #; = 12 and #; = 5 and note that

3)-6)-

The sender then calculates the two values

= T dn= 12+E d77=0
s1=1|11 " mod 7 = 12 mo =

and

52=<t—%> modn=<5—%o> mod 77 =3

and then sends the ciphertext pair (s, s3) = (0, 3) to the recipient.
The recipient knows that his private key satisfies r> =
—a(mod 7), so he picks s, to decrypt. He then calculates

sp+2r\ _ (3 446\ _ (49 —0
n 77 ) \77)
In this case the decryption fails, because ged (sy + 27, ) # 1. This will
happen whenever either p or ¢ divides s; + 27 (or sy + 27, if it is calculated

instead). There are ¢ — 1 multiples of p for which this can happen and p — 1
multiples of g for which this can happen. Note that this counts 0 twice, once
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as a multiple of p and again as a multiple of ¢, so there are a total of (p — 1)
+ (g —1) — 1 ways for this to happen. If we assume that is uniformly distributed
in {0, 1, ..., » — 1}, this gives a probability of

Pr(decryption failure) = (p-1+ Lq -1H-1

of this happening. For a typical use, say with a 1,024-bit 7 and 512-bit values
for p and ¢, this probability is extremely small. So, although this may happen,
it happens so rarely that it is probably not worth handling as a special case in
an implementation of the Cocks IBE scheme, although it may occur in examples
with artificially small parameters.

7.6 Security of the Cocks IBE Scheme

1.6.1 Relationship to the Quadratic Residuosity Problem

An adversary can defeat the Cocks IBE system if he can factor the modulus 7.
If he can do this, he can calculate arbitrary private keys by (7.2) and then
decrypt any messages that he intercepts. As discussed in Chapter 5, the best-
known algorithm for factoring integers is sufficiently difficult to provide the
security levels listed in Table 5.2. The fact that the security of the Cocks IBE
scheme relates to the quadratic residuosity problem, however, is not immediately
obvious. The fact that it does relates to the fact that the ability to decrypt a
message encrypted with Cocks IBE requires deciding whether or not the per-
user public key # is a square modulo 7.

Note that
()G )
)= () (Z) =+
n n n
so that
o (v
nl n)
and thus
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Now consider the following four systems of congruences:

t] =t mod p

t1 =t mod ¢

tp =t mod p
t) = (alt) mod ¢

t3 = (alt) mod p
t3 =t mod g

t4 = (alt) mod p
t4 = (alt) mod ¢

(7.4)

(7.5)

(7.6)

(7.7)

By the Chinese remainder theorem, these have the following solutions:

t3:(ﬂ/t)'€1+t'€2

ty=(alt) - e; + (alt) - ey
where e and e, have the property that

B {l(mod ?)
1= 0(mod ¢)

and

_ {O(mod ?)
‘2= 1(mod ¢)

The solutions to (7.4) through (7.7) also have the following properties:
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Note that if any of #; through #4 are used as the random input used in
a Cocks IBE encryption, then the same ciphertext is created. For the random
input 77, for example, the sender will calculate

a a a
s=lfn+—|)=tre1+ttex+t———|=t+—
£ tre1t+t- e t

while for the random input #; the sender will calculate

a a a a

s=ltrt+— )=t 1+ e +t— | =¢t+—

t) t a t
t'€1+;'€2

Similarly, the random inputs #3 and #4, the sender will calculate the same value
for s.

So in the case where # is not a square, we have cases where the same
ciphertext can come from different plaintext values, and the only way to distin-
guish between these cases is to be able to determine whether or not « is a square
modulo 7, which is the quadratic residuosity problem.

1.6.2 Chosen Ciphertext Security

Because the Cocks IBE scheme encrypts a single bit at a time, it is vulnerable
to an adaptive chosen ciphertext attack, for the same reason that the Goldwasser-
Micali scheme is. Suppose that an attacker Eve has the plaintext
(my, my, ..., my) and corresponding ciphertext (c1, ¢p, ..., ¢;) that is
encrypted to the user Bob, and that she wants to obtain the plaintext correspond-
ing to the ciphertext (c{, ¢3, ..., c}). She can then send the message
(¢{, ¢3, . .., c;) to Bob and observe his reaction. If Bob uses the ciphertext
as a shared secret that he uses to derive a session key, for example, Eve can
check to see if Bob creates the same session key from (c], ¢2r ..., cp) that
he does from (¢, ¢, ..., ¢) to determine whether the decryption of ¢ and
c1 are the same or different. Eve can then repeat this process to recover the
additional bits of the decryption of (c1s chs v v vy Ch)s recovering a single bit
every time she repeats this process.

1.6.3 Proof of Security

Using the random oracle model, it is possible to prove that defeating the
security of the Cocks IBE scheme is no more difficult that solving the quadratic
residuosity problem, so that an adversary who can decrypt a message that is
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encrypted with the Cocks IBE scheme can use his decryption algorithm to solve
the quadratic residuosity problem. So, if we believe that the quadratic residuosity
problem is sufficiently intractable we should also believe that the Cocks IBE
scheme is adequately secure.

16.4 Selecting Parameter Sizes

Suppose that we want to use the Cocks IBE scheme to transport a 128-bit
symmetric key. Per Table 5.2, to get the same cryptographic strength as a
128-bit symmetric key, this modulus needs to be 3,072 bits. So for each of the
128 bits in the symmetric key we need to transmit 2 X 3,072 = 6,144 bits of
ciphertext, for a total of 786,432 bits of ciphertext. To transport a 256-bit
symmetric key, this modulus needs to be 15,360 bits. So for each of the 256
bits in the symmetric key we need to transmit 2 X 15,360 = 30,720 bits of
ciphertext, for a total of 7,864,320 bits of ciphertext. This may make the use
of the scheme impractical for many uses. The number of bits of ciphertext
needed by the Cocks IBE scheme for transporting various lengths of symmetric
keys is summarized in Table 7.2.

7.7 Summary

The following summarizes the algorithms comprising in the Cocks IBE scheme.

Algorithm 7.1: Cocks IBE Setup (global parameters)
INPUT: A security parameter K
OUTPUT: p, ¢, n, H;

1. Randomly pick a prime p with p = 3 (mod 4) large enough to satisfy

the security parameter.

Table 7.2
Size of Cocks IBE Ciphertext for Selected Symmetric
Key Lengths

Symmetric Key Length Cocks IBE Ciphertext Size
80 bits 166,710 bits

112 bits 458,752 bits

128 bits 768,432 bits

256 bits 7,864,320 hits
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2. Randomly pick a prime ¢ with ¢ = 3 (mod 4) large enough to satisfy

the security parameter.
3. Letn=p-q.

4. Select an appropriate hash function Ay : {0, 1}* — Z,, such that
(H1(UD)In) = +1 for any ID € {0, 1}*.

Algorithm 7.2: Cocks Public Key Calculation
INPUT: #, a string ID representing an identity, hash function H4

1. Calculate H;(ID)
Algorithm 7.3: Cocks IBE Private Key Extraction
INPUT: 4, p, q
OUTPUT: r

1. Calculate 7 as:
r=a PP+ nod =g PP od
Algorithm 7.4: Cocks IBE Encryption
INPUT: #, plaintext bit m

OUTPUT: Ciphertext (s1, 53), each component an integer modulo 7

1. Encode m as x = (-1)".

2. Pick a random #; and #, with

(-2

3. Calculate s by

a
51 = (tl +—> mod 7
1

4. Calculate s, by

a
5y = <t2 - —> mod 7
)
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Algorithm 7.5: Cocks IBE Decryption
INPUT: Private key r, ciphertext (s1, s3), 7
OUTPUT: Plaintext bit m

1. Ifr? = a(mod 7) then let s = sy else let s = s5.

2. Calculate the encoded plaintext bit x by

<s+2r>
x:
n

3. If x = —1 then let m = 0 else let m = 1.
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Boneh-Franklin IBE

This chapter discusses Boneh-Franklin IBE [1], the first practical and secure
IBE scheme that was invented. Boneh-Franklin IBE is an example of the full-
domain hash family of IBE schemes, schemes in which an identity /D is mapped
to a point Qjp on an elliptic curve that is then used in the encryption and
decryption algorithms of the scheme. Mapping an identity to a point on an
elliptic curve typically requires a modular exponentiation that is fairly expensive
to calculate, so full-domain hash schemes often have a disadvantage in perfor-
mance relative to some other types of IBE schemes. Because of this, current
research seems to have abandoned full-domain hash schemes in favor of other
techniques where it is only necessary to map an identity to an integer. Boneh-
Franklin IBE also requires the calculation of a pairing, an expensive calculation
that accounts for almost all of the computation required for a Boneh-Franklin
decryption and most of the computation required for a Boneh-Franklin
encryption.

The Boneh-Franklin IBE scheme has features of both Joux’s three-way key
exchange and ElGamal encryption. Joux’s three-way key exchange generalized the
Diffie-Hellman key exchange to three participants, each with their own secret
integer values. In Boneh-Franklin IBE, there are also three secret integer values:
one of them is the master secret of the IBE system, one is randomly generated
by the sender, and the third is never known, but is the discrete logarithm of
the identity of the recipient. Both use a public parameter P, which is a point
on an elliptic curve, and a pairing é. This comparison is shown in Table 8.1
and Table 8.2. In the case of Joux’s three-way key exchange, the shared secret

é(P, P)ﬂ “is calculated from three points 2P, 4P and cP, while in the case of
Boneh-Franklin IBE, the shared secret é(P, P)™ is calculated from a similar set
of three points 7P, sP and #P. In the case of Boneh-Franklin IBE, the value of

147
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Table 8.1
Summary of Public and Private Values in Joux’s
Three-Way Key Exchange

Source Private Value Public Value

Alice a aP

Bob b bP

Charlie c cP

Table 8.2

Summary of Public and Private Values in Boneh-Franklin IBE
Source Private Value Public Value
Alice r rP
System parameters S sP
Bob s-tP=sQp tP=Qpp

¢ is never known; it only appears in the value 2P = Qjp which is calculated
from the recipient’s identity.

Much like ElGamal encryption uses the shared secret from a Diffie-
Hellman key exchange to encrypt a plaintext message, Boneh-Franklin IBE uses
the shared secret from this variant of Joux’s three-way key exchange to encrypt
a plaintext message. So, after calculating the shared secret é(P, P)", Alice hashes
the shared secret into a format compatible with the plaintext. The value of
é(P, P)" is an element of some [, for example, while a typical message is an
element of {0, 1}*, so that é(P, P)" needs to be mapped into {0, 1}* so
that it can be combined with the plaintext to produce the ciphertext. So,
Alice hashes the shared secret é(2, P)* to the message space and combines
the resulting hash with the plaintext M to get the ciphertext C = M @
Hash(é(P, P)"™). Bob then calculates the shared secret ¢(P, P)™, hashes it to
the message space, and recovers M = C @ Hash (é(P, P)™). The rest of this
chapter defines these steps more carefully and adds refinements to make the
resulting scheme more secure.

The original Boneh-Franklin paper [1] used a slightly different notation
than the convention followed here. In particular, the roles of p and ¢ were
reversed. In the original paper, the value of p defined the order of the finite
field [FP while ¢ was a prime that defined the order of the group E([Fp) [q].
Later publications switched these roles, using ¢ to define the order of the finite
field [Fq and p to define the order of the group Gy, the convention that most
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pairing-based cryptography literature now follows. So when reading descriptions
of the Bohen-Franklin IBE system, it may be necessary to carefully note the
meaning of the system parameters.

8.1 Boneh-Franklin IBE (Basic Scheme)

The Boneh-Franklin basic scheme uses a shared secret that can be calculated
by both the sender and receiver of a message to encrypt a plaintext message.
While it is easier to understand than the full Boneh-Franklin IBE scheme, it
also is not as secure. The fully secure and more complicated scheme is described
in Section 8.2.

8.1.1 Setup of Parameters (Basic Scheme)

To implement Boneh-Franklin IBE we first need a security parameter that
defines the level of bit strength that the encryption will provide. Then we need
to define groups G1 and G 7 and a pairing é: G; X G; = G 7. To do this we
pick an elliptic curve E/F, with embedding degree 4, and a prime p such that
p | #E(F,). We also require that pzl}/#E(qu) to ensure that the subgroup of
order p that we will hash identities into is unique. The parameter p is the order
of the groups G| and G'7, and G 1 is a subgroup of ﬂ:;é. To attain a particular
level of security, these parameters need to be chosen as described in Section
5.4.

We then randomly pick a point P e E(ﬂ:q) [p] and let Gy =(P) and
G 1= (é(P, P)), which are cyclic groups of prime order p. Next, we pick a
random integer s € Z; and use it to calculate sP. To map an identity /D to a
point Qp we also need a cryptographic hash function Hy : {0, 1}* = Gy. To
encrypt a message of 7 bits using Boneh-Franklin IBE we also need another
cryptographic hash function H, : G7 — {0, 1}” that hashes elements of G7
into a form that we can combine with the plaintext message, which is a bit
string of length 7. These elements form the public parameters and master secret
as shown in Table 8.3 and Table 8.4. The integer s is the master secret; all
other values comprise the public parameters.

There are dependencies among the elements of Table 8.3. The values of
p> ¢, and E, for example, are implicit in the definition of the group G;.
Because of this it is possible to reduce the number of required public param-
eters to a much shorter list, and we can define the public parameters of a
Boneh-Franklin IBE system (basic scheme) to be BFBasicParams =
(Gy, G, ¢, n, sP, Hy, Hy) without introducing any ambiguity.



150 Introduction to Identity-Based Encryption

Table 8.3
Public Parameters of Boneh-Franklin IBE System (Basic Scheme)
Element Type Comments
q Prime power Order of finite field Fg
EF, Elliptic curve E(F4) has embedding degree k
p Prime p|#E(Fg), pZJ’#E([Fq)
G, Cyclic group Subgroup of E(F,), Gy =(P)
Gr Cyclic group Subgroup of [F;k, Gr=(é(P, P))
é Pairing 6:G1xGy— Gt
n Integer Length of plaintext (in bits)
P Point on elliptic curve Pe G,
sP Point on elliptic curve sP e G
H, Cryptographic hash function H;y - {0, 1}* — G
H, Cryptographic hash function Hy: Gr— {0, 1)
Table 8.4

Master Secret for Boneh-Franklin IBE
System (Basic Scheme)

Element Type Comments

*
s Integer selZ,

8.1.2 Extraction of the Private Key (Basic Scheme)

Once the public parameters listed in Table 8.3 and the master secret listed in
Table 8.4 are determined, the private key associated with the identity /D is
calculated by mapping the identity to a point on the curve E by calculating
Qp = H1(ID) and then by multiplying this point Qp by the master secret s
to get the private key sQp. This is summarized in Table 8.5.

8.1.3 Encrypting with Boneh-Franklin IBE (Basic Scheme)

To encrypt the message M € {0, 1}” to the recipient with identity /D, the
sender follows the following steps.

Table 8.5
Private Key for Boneh-Franklin IBE System

Element Type Comments

sQpp Point on elliptic curve  Private key corresponding to identity /D, Q;p= H1(ID)
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. *
1. Generates a random integer r € Zp and calculates »P.

2. Calculates Q;p = H1(ID) from the recipient’s identity /D and uses it

to calculate
K= Hy(Qp, sP)) (8.1)

3. Sets the ciphertext corresponding to the pair C = (Cy, C;) where
C1=rPand CZZM@K

8.1.4 Decrypting with Boneh-Franklin IBE (Basic Scheme)

When the recipient receives the ciphertext C= (rP, M ©® H,(é(rQp, sP)) =
(C1, Cy) he performs the following steps.

1. Calculates K= H,(é(sQp, C1)) from the ciphertext component C
and his private key sQp.

2. Calculates M= C, ® K.

This recovers the plaintext M because the sender calculates K as

K= H,(é(rQp, sP)) = Hy(¢(Qp, sP)")

and the recipient calculates K as
K= H,y@é(sQp, C1) = Hy(é(Qp, P)")

8.1.5 Examples (Basic Scheme)

(i) Suppose that E is the elliptic curve E/F, :yz =x° + 1, with g a
prime and ¢ = 11 (mod 12), and G a subgroup of order p of E([Fq).
We can create a suitable hash function Ay : {0, 1}* — G from a
cryptographic hash function H as follows. First, use A to map a string
that represents an identity into the integers modulo ¢, perhaps by
either iterating A until we get a result in the correct range or by
interpreting the output of A as an integer and then reducing this
integer modulo g. We can then use this result as the y-coordinate of
a point Q € E(F,) and calculate the corresponding x-coordinate of
a point on the curve from

x= ()2 - 1)l3
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(i)

From Euler’s theorem, we have that

2171 = 1(mod ¢q)

so that

2% = 4(mod q)
and thus

2q—1)/3 = ﬂI/S(mOd q)

2
whenever we have that 3 | (29 — 1). This is the case when ¢ =11 (mod
12), so we can calculate the x-coordinate of the point Q this way.
One way to get Qp € E(F,)[p] from such a Q is to multiply it by
an appropriate constant to get

#E(F,)
Qmp= > 2

Q

With the curve E/l]:q :)/2 = x> + 1, we have that #E(Fq) =q+1
when ¢ = 11 (mod 12), so we calculate Q;p € E(l]:q) [p] as

q+1
V4

Qmp= Q

Because we require that p | # £(F,) but pZ/I/#E(IFq), we know that
we have a unique subgroup of E(F,) or order p, so this must result
in Q;p € G as needed.

Suppose that £ is the elliptic curve E/F, :yz = x° + x, with g a
prime and g = 11 (mod 12), and G a subgroup of order p of E(F,).
We can create a suitable hash function Hj : {0, 1}* > G from a
cryptographic hash function H as follows. First, use A to map a string
that represents an identity into the integers modulo ¢. We can then
use this result as the x-coordinate of a point Q € E ([Fq) [p] and
calculate the corresponding y-coordinate of Q from and then calculat-
ing the corresponding x-coordinate of a point on the curve from

y= 63 4012
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(iii)

(iv)

v)

We can only do this if X+ xisa quadratic residue modulo ¢,
but because g = 3(mod 4) we have that if x3 + x is a quadratic
nonresidue modulo ¢ then we have that —(x + x) is a quadratic
residue modulo ¢. From Euler’s theorem, we have that

I 1(mod ¢)
so that
a7V =01 = az(mod q)
and thus
A9V 2 V2 (00d )

whenever we have that 4 | (¢ + 1). This is the case when g =11 (mod
12), so we can calculate the y- coordmate of the point Q this way.

With the curve E/[F y = x° + x, we have that #E(l]: ) =
g + 1 when ¢ = 11 (mod 12) so we calculate Q;p € E(l]: ) p ]

_q+1
Qm > Q

Suppose that we want to avoid hashing an identity to a point on an
elliptic curve, and try to avoid this by hashing the identity /D to an
integer ¢ and then using the point #P as the corresponding public
key. This, however, will allow an adversary to calculate the shared
secret (P, P)™ as (¢(rP, sP))" = é(P, P)"™, which defeats the security
provided by the Boneh-Franklin IBE scheme.

Elements of G 1 are elements of the finite field U:q/e, SO We can write
a typical element of Gy as a= (a;, ay, ..., a;) where each
a; € F,. So for a plaintext message M € {0, 1}", one way to create
a useful hash function H, : {0, 1} — G 7is to use the concatenation
of the coordinates of « as the input to a cryptographic hash function
H and then to reduce H(a; | a3 |...| ap) to the range 0 to
2" — 1, perhaps by truncating H(a1 | @y | . . . | @;) to » bits.

Suppose that Alice wants to use Bohen-Franklin IBE to encrypt a
message o Bob Suppose that E is the elliptic curve
E/[F131 y —x + 1, and P = (98, SS)GE(I}:lgl)[ll Gl—<P>
and Gy = (é(P, P)), whereé: G1 X G} —> GTIS the reduced modi-
fied Tate pairing where é(P, Q) = e(P, (f)(Q))15 0 where ¢ is the
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distortion map given by ¢ (x, y) = (éx, y) for € = 65 + 112i. Let
the master secret of this system be the integer s = 7, so that sP =
(33, 100), and suppose that Bob’s identity gives us that
H,(IDpg,) = Qp = (128, 57), so that Bob’s private key is sQp =
(113, 8). The values used in this example are summarized in Table
8.6.

Alice can use these values to encrypt the message s = 7 to Bob.
Suppose that she generates the random 7= 5 € Z{; to do this. Alice
then calculates 7Q ;p = (5) (128, 57) = (98, 73) and uses it to calculate

rP = 5P = (34, 23)
and

K= H,@(Qp, sP))
= H,(¢(98, 73), (33, 100))) = H, (49 + 58i)

which she then uses to create the ciphertext (Cy, C;) where Cy =
rPand C) =M ® K.
When Bob receives this ciphertext, he then calculates

K= H,(GQp, Cy))
= H,(é(113, 8), (34, 23))) = H,(49 + 58i)

which he then uses to recover the plaintext M by calculating

M=C, ®K
“M®K) ®K=M

Table 8.6

Summary of Values Used in Example 8.1.5(v)
Parameters Type Value Comments
P Point on elliptic curve (98, 58) P e E(Fy3) [11]
sP Point on elliptic curve (33, 100)
Qp Point on elliptic curve (128, 57) Qp € E(Fq3¢) [11]
sQpp Point on elliptic curve (113, 8) Bob's private key
r Integer 5 Generated randomly by Alice
s Integer 7 Master secret
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(vi) Suppose that £ is the elliptic curve E/F;3; :y2 =x°+1, and we

want to use the pairing é : G} X G, = G rto implement the Boneh-
Franklin scheme where Gy is a subgroup of E(F3;) and G, is a
subgroup of £’(F;31) where E”/F 37 : yz = x° + 130 is the quadratic
twist of £/[F13; constructed using the quadratic nonresidue » = 130.
This will require the public parameters P and sP to be elements of
E'(F131). We can use P= (4, 71) € E’(Fy31) to generate G for this,
giving sP = (56, 72) for s = 7. So we can use G| =(Q)=
((98, 58)y and G, = (P) ={(4, 71)). Let é : G1 X G, = Gpbe the
reduced modified Tate pairing where é(P, Q) = e(P, ¢2(Q))1560,
where ¢, : E' - E is the mapping given by ¢(x,y) =
(130 -+ x, 7 * y). Let the master secret of this system be the integer
s =7, so that sP = (56, 72), and suppose that Bob’s identity gives us
that Hy(IDp,) = Qp = (128, 57), so that Bob’s private key is
sQp = (113, 8). The values used in this example are summarized in
Table 8.7.

Alice can use these values to encrypt the message M to Bob.
Suppose that she generates the random » =5 € Z{; to do this. Alice
then calculates »Q ;p = (5) (128, 57) = (98, 73) and uses it to calculate

rP=5P= (54, 1)
and

K= H,(@é(rQpp, sP))
= H,(é((98, 73), (56, 72))) = H,(39 + 107:)
which she then uses to create the ciphertext (C;, C,) where

Ci=rPand C =M ® K.
When Bob receives this ciphertext, he then calculates

Table 8.7

Summary of Values Used in Example 8.1.5(vi)
Parameters Type Value Comments
P Point on elliptic curve (4, 71) P e E'(Fq3) [11]
sP Point on elliptic curve (56, 72)
Qpp Point on elliptic curve (128, 57) Qp € E(Fq31) [11]
sQpp Point on elliptic curve (113, 8) Bob's private key
r Integer 5 Generated randomly by Alice
s Integer 7 Master secret
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K= H Q> C1))
= H,(¢((113, 8), (54, 1)) = H,(39 + 1071)

which he then uses to recover the plaintext M by calculating

M=C,®K
=MO®K)®K=M

8.2 Boneh-Franklin IBE (Full Scheme)

The basic scheme is also vulnerable to a chosen-ciphertext attack because the
value of K calculated in (8.1) is not a function of the plaintext message M. So
if an adversary wants to decrypt the ciphertext (C}, C;,) which encrypts the
message M he can do this by decrypting the ciphertext (Cy, Cy @ €) to get
the plaintext message M @ € and then recover M as M= (M @ €) @ €. The
Fujisaki-Okamoto transform can easily eliminate this vulnerability; adding the
additional level of hashing that the Fujisaki-Okamoto transform requires creates
the more complex “full scheme” that is described below that is not vulnerable
to such an attack. Adding the Fujisaki-Okamoto transform to create a scheme
that is resistant to chosen-ciphertext attacks makes a more complex system.
Two additional cryptographic hash functions are required, and both the
encryption and decryption processes get more complex.

821 Setup of Parameters (Full Scheme)

In addition to the parameters listed in Table 8.3, we also need two additional
hash functions to implement the Fujisaki-Okamoto transform. In particular,
we need to hash functions Hj: {0, 1}" x {0, 1}" — Z; and
Hy: {0, 1} x {0, 1}’ = Z;. Adding these hash functions brings the list of
public parameters for the full scheme to the public parameters that are listed
in Table 8.8. The master secret is unchanged from the basic scheme, and is
shown in Table 8.9.

There are dependencies among the elements of Table 8.8. The values of
2> ¢, and E, for example, are implicit in the definition of the group G . Because
of this it is possible to reduce the number of required public parameters to a
much shorter list, and we can define the public parameters of a Boneh-Franklin
IBE system to be BFParams= (G, G, é, n, P, sP, Hy, Hy, H3, H4) without
introducing any ambiguity.
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Table 8.8
Public Parameters of Boneh-Franklin IBE System (Full Scheme)
Element Type Comments
q Prime power Order of finite field Fg
EF, Elliptic curve E(F4) has embedding degree k
p Prime p|#E(Fg), pZJ’#E([Fq)
G, Cyclic group Subgroup of E(F4), G =<{P)
Gr Cyclic group Subgroup of [F;k, Gr=(é(P, P))
é Pairing 6:G1xGy— Gt
n Integer Length of plaintext
P Point on elliptic curve P e E(F,) [p]
sP Point on elliptic curve sP e E(Fy) [p]
H, Cryptographic hash function H;y - {0, 1}* — G,
H, Cryptographic hash function Hy: G7— {0, 1}"
Ha Cryptographic hash function Hs: {0, 1" x {0, 1} — Z},
Hq Cryptographic hash function Hy: {0, 3" x {0, 1}" - ZT,
Table 8.9

Master Secret for Boneh-Franklin IBE
System (Full Scheme)

Element Type Comments

*
s Integer selZ,

8.2.2 Extraction of the Private Key (Full Scheme)

The extraction of the private key for the full scheme is identical to the extraction
of the private key in the basic scheme (Section 8.1.2). This is summarized in
Table 8.10.

8.2.3 Encrypting with Boneh-Franklin IBE (Full Scheme)

To encrypt the message M to the recipient with identity /D, the sender performs
the following steps:

Table 8.10
Private Key for Boneh-Franklin IBE System

Element Type Comments

sQpp Point on elliptic curve  Private key corresponding to identity /D, Q;p= H1(ID)
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Calculates Q;p = Hq(ID).

Picks a random o € {0, 1}".

Calculates » = H3 (o, M).

Calculates C; = rP.

Calculates C; = o ® H,(é(rQp, sP)).
Calculates C3 = M @ Hy(o).

Sets the ciphertext to C= (Cy, Cy, C3).

N A e

8.24 Decrypting with Boneh-Franklin IBE (Full Scheme)

To decrypt the ciphertext C=(Cy, Cy, C3), the recipient performs the following
steps:

1. Calculates o= Cy ® H,(é(sQp, Cy)).

2. Calculates M = C3 @ Hy(0), which is the plaintext message.
3. Calculates » = H3 (o, M).

4. Calculates 7P. If Cy # rP then rejects the ciphertext as invalid.

8.3 Security of the Boneh-Franklin IBE Scheme

Note that we can write Qjp = tP for some (unknown) ¢, so we have é(rQ p,
sP) = é(ntP, sP) = é(P, P)"™. So, we can also think of the ciphertext as being
C=@GP, M® H, (P, P)"). An adversary can obtain P and sP from the public
parameters, can calculate Qp = #P from the recipient’s identity, and observes
7P in the ciphertext. If he can calculate é(2, P)* from P, P, sP, and ¢P then
he can recover the plaintext message M by calculating (M @ H, (é(P, P ) @
H, (P, P)*" = M, but calculating é(P, P )" in this way is exactly the BDHP.
So, if the BDHP is sufficiently difficult then it will be difficult for an adversary
to recover a plaintext message from a corresponding ciphertext. By choosing
G and G carefully this can easily be accomplished. The original Boneh-
Franklin paper [1] used the random oracle model to prove that an adversary
able to decrypt a message that has been encrypted with Boneh-Franklin IBE
can use his decryption algorithm to solve the BDHP, so if we believe that the
BDHTP is sufficiently difficult to solve then Boneh-Franklin IBE must also be
sufficiently difficult to decrypt. The basic Boneh-Franklin scheme is resistant
to chosen-plaintext attacks and adaptive chosen-identity attacks; the full Boneh-
Franklin scheme is resistant to chosen-ciphertext attacks and adaptive chosen-
identity attacks.
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8.4 Summary

The following summarizes the steps in the Boneh-Franklin IBE scheme (full
scheme).

Algorithm 8.1: Boneh-Franklin IBE Setup
INPUT: a security parameter «, an elliptic curve £, a plaintext bit length 7
OUTPUT: BFParams = (G, G, é, n, P, sP, Hy, H,, H3, Hy4) and master

secret s

1. Select a prime p and prime power g with p|#E(F,) and
P /}/ #E(F,) and such that the bit security level provided by p and ¢
meets the requlred security parameter k. For best performance, p should
be a Solinas prime.

2. Select a random P € E([F )[ 2] and let G = (P).

3. Let k be the embeddmg degree of E/ |]: select a pairing
G XG> [F k.

4. Let Gr={é(P, P))

5. Select a random s € Z; and calculate sP.

6. Select appropriate cryptographic hash functions H : {O 1 - Gy,

H,: Gr— {0, 1}", H3 {0, 1}" x {o, 1}" %Z and
Hy : {0, 1}" x {0, 1}” —>Z

7. The master secret is the Value 5.

8. The public parameters are BFParams = (G, G, é, n, P, sP, Hy, H»,
Hj, Hy).

Algorithm 8.2: Boneh-Franklin IBE Private Key Extraction

INPUT: A string ID representing an identity and a set of public parameters
BFParams = (G, G, é, n, P, sP, Hy, Hy, H3, Hy).

OUTPUT: The private key sQp

1. Calculate sQp = sHy (ID).

Algorithm 8.3: Boneh-Franklin IBE Encryption

INPUT: A plaintext message M of length 7 bits, a string /D representing the
identity of the recipient of the ciphertext, a set of public parameters BFParams
= (G, G7, ¢, n, P, sP, Hy, Hy, H3, Hy).

OUTPUT: A ciphertext C = (Cy, C;, C3)



160 Introduction to Identity-Based Encryption

Calculate Q;p = H;(ID).
Select a random o € {0, 1}
Calculate » = H3 (o, M).
Calculate Cy = rP.
Calculate Cy = 0 ® H(é(rQp, sP)).
Calculate C3 = M @ Hy(0).

n
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Algorithm 8.4: Boneh-Franklin IBE Decryption

INPUT: A ciphertext C= (C;, Cy, C3), a set of public parameters BFParams
=(Gy1, Gr, ¢, n, P, sP, Hy, Hy, H3, H4), a private key sQp.

OUTPUT: A plaintext message M or an error condition

1. Calculate 0= C, @ H,(é(sQp, Cy)).
2. Calculate M = C5 @ Hy (o).
3. Calculate » = H3(o, M) and then calculate 7. If Cy # 7P then raise

an error condition that indicates an invalid ciphertext. Otherwise,
return the plaintext M.

Reference

(1]  Boneh, D., and M. Franklin, “Identity Based Encryption from the Weil Pairing,” SIAM
Journal of Computing, Vol. 32, No. 3, pp. 586-615.



Boneh-Boyen IBE

This chapter discusses Boneh-Boyen IBE [1], an example of the family of
“commutative blinding” schemes. The name is due to the commuting of coeffi-
cients that occurs when computing the ratio of two pairings that is roughly of
the form

e(al, bQ)
e(bP, aQ)

A value that used to encrypt a plaintext message is calculated by the sender
using public parameters of a Boneh-Boyen IBE scheme, and the recipient of
the resulting ciphertext calculates the same value from the ciphertext and his
private key by calculating such a ratio of pairings. Calculating the ratio of two
pairings can be done more efficiently than calculating the two pairings separately
and then calculating the ratio, an algorithm for which is discussed in Chapter
12.

In the Boneh-Boyen IBE scheme and other commutative blinding schemes,
an identity ID is hashed to an integer that is then used in the encryption and
decryption operations. This avoids a modular exponentiation, which generally
makes such schemes faster then full-domain hash schemes, like the Boneh-
Franklin scheme of Chapter 8, which require hashing an identity to a point
on an elliptic curve.

Note that two IBE schemes were described in the same paper by Boneh
and Boyen [1], so the name “Boneh-Boyen IBE scheme” can be ambiguous.
The IBE scheme described here is the first of the two schemes that were described
in this paper, and is often abbreviated BB while the second scheme is often
abbreviated BB;. This chapter only discusses the BB IBE scheme.

161



162 Introduction to Identity-Based Encryption

Two ways to describe the basic Boneh-Boyen scheme are given in the
following sections. A simplified version of the scheme is described in Section
9.1 using the additive notation that is commonly used for operations in elliptic
curve groups and is used in the many cryptographic standards. In Section 9.2
the same scheme is described using the multiplicative notation that is commonly
used in more recent literature on pairing-based cryptography. The basic scheme
is vulnerable to a chosen-ciphertext attack and a fully secure version of the
scheme is described in Section 9.3.

9.1 Boneh-Boyen IBE (Basic Scheme—Additive Notation)

The Boneh-Boyen basic scheme uses a shared secret that can be calculated by
both the sender and receiver of a message to encrypt a plaintext message; the
sender of the message calculates the shared secret from public parameters and
the recipient’s identity, while the recipient calculates the shared secret from
their private key and the ciphertext. While it is easier to understand than the
full Boneh-Boyen IBE scheme, it also is not as secure. The fully secure and
more complicated scheme is described in Section 9.3.

The following description of the Boneh-Boyen scheme uses the additive
notation that is commonly used for operations in elliptic curve groups. So that
if P and Q are elements of an elliptic curve group E(F,) then we will write
P+ Q to indicate the group operation of E([F,) applied to the groups elements
P and Q and 4P to indicate the multiplication of the point P by the integer .
This notation is used by many cryptographic standards, but is rarely used in
the literature of pairing-based cryptography, where the multiplicative notation
that is used in Section 9.2 is more common.

9.1.1 Setup of Parameters (Basic Scheme—Additive Notation)

To implement Boneh-Boyen IBE we first need a security parameter that defines
the level of bit strength that the encryption will provide. Then we need to
define groups G| and G and a pairing é : Gy X G — G7. To do this we
pick an elliptic curve E/ [Fq with embedding degree 4, and a prime p such that
p|#E (ﬂ:q). The security parameter will define the size of the groups G| and
G 7 as described in Section 9.5.

We then randomly pick a point P € E([Fq) [p] and let G| = (P) and
G 7= (é(P, P)), which are cyclic groups of order p. We need a cryptographic
hash function H : {0, 1}* — Z, to map strings representing identities to inte-
gers. To encrypt a message of 7 bits using Boneh-Boyen IBE we also need
another cryptographic hash function H, : G — {0, 1}” that hashes elements
of G7into a form that we can combine with the plaintext message, which is
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a bit string of length 7. Three integers a, B, y € Z,, are the master secret and
are used to calculate the three additional public parameters aP, BP, and yP.
There is also a constant v = é(Py, P;) = é(al, BP) = é(P, P)aﬂ which is
needed by the Boneh-Boyen scheme. This constant can either be distributed
to users as part of the public parameters or can be precomputed by users before
they perform a Boneh-Boyen encryption. We will assume that this constant v
is part of the public parameters, in which case the parameter S does not need
to be listed in the public parameters because its only use outside a PKG is in
calculating v. These elements form the public parameters and master secret as
shown in Table 9.1 and Table 9.2.

There are dependencies among the elements of Table 9.1. The values of
p»> ¢, and E, for example, are implicit in the definition of the group G. Because
of this it is possible to reduce the number of required public parameters to a

Table 9.1
Parameters of Boneh-Boyen IBE System (Basic Scheme—Additive Notation)

Element Type Comments

q Prime power Order of finite field [,

E/Fq Elliptic curve E(F4) has embedding degree k

p Prime p|#E(Fg)

Gy Cyclic group Subgroup of E(Fg), G1 ={P)

Gr Cyclic group Subgroup of Fgt, G1=(é(P, P))

é Pairing 6:G1xGy— Gt

n Positive integer Length of plaintext (in bits)

P Point on elliptic curve Pe G,

P Point on elliptic curve Py =aP

Py Point on elliptic curve Py, =pBP

) Point on elliptic curve Py =1yP

Hy Cryptographic hash function Hy: {0, 7 = 2,

H, Cryptographic hash function Hy: Gr— {0, 1}"

v Element of [y v=&(P;, Py) = é(aP, BP) = é(P, P)*#
Table 9.2

Master Secret for Boneh-Boyen IBE
System (Basic Scheme—Additive
Notation)

Element Type Comments

a, B,y Integers a B, yel,
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much shorter list, and we can define the public parameters of a Boneh-Boyen
IBE system (basic scheme—additive notation) to be BB BasicParamsAdditive
=(Gy, Gr, é,n, P, Py, P3, Hy, Hy, v) without introducing any ambiguity.

9.1.2 Extraction of the Private Key (Basic Scheme—Additive Notation)

Once the public parameters listed in Table 9.1 and the master secret listed in
Table 9.2 are determined, the private key associated with the identity ID is
calculated by mapping the identity to an integer g;p € Z, by calculating
qip = Hi(ID). A random per-user value r € Z,, is then generated, which is
then used to «calculate the two components of the private key
Dip=1(qmp : rP1 + aPy+ rP3, rP) = (Dy, D1). This is summarized in
Table 9.3.

9.1.3 Encrypting with Boneh-Boyen IBE (Basic Scheme—Additive
Notation)

To encrypt the message M € {0, 1}” to the recipient with identity /D, the
sender performs the following steps.

Calculate ¢;p = H, (ID).

Pick random s € Z,,.

Calculate £ = o',

Calculate c = M @ H, (k).
Calculate C = sP.

Calculate Cy = qp(sPy) + sP3.
Set ciphertext to C = (¢, Cy, Cy).

NN R R =

9.1.4 Decrypting with Boneh-Boyen IBE (Basic Scheme—Additive
Notation)

When the recipient receives the ciphertext C = (¢, Cy, C;) he performs the
following steps.

Table 9.3
Private Key for Boneh-Boyen IBE System

Element Comments

Dip=1(qpp- rP1 + aPy+ rP3, rP) = (Dy, D1) Private key corresponding to identity
ID, qip = H(ID)
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¢(Co, Dy)
¢(Cy, Dy)°
2. Calculate M = ¢ ® H, (k).

1. Calculate £ =

Note that
é(Co, Do) = é(SP, 9D ° VPl + CYPZ + 7P3)
=é(sP, qip * rPy) é(sP, aPy) é(sP, rP3)
= é(sP, aqp - rP) é(sP, af3P) é(sP, yrP)
= ¢(P, P)*1 " s(P, P)Pe(P, P)T”

and

é(Cy, Dy) =é(qp * sP1 + sP3, rP)
=é(aqp * sP+ ysP, rP)
= é(aqqp - sP, rP) é(ysP, rP)
= ¢(P, P)*1 e, P)T"

so that we have

é(Co, Do) _ é(P, P)™ ™ " 3(P, P)"P4(P, P)""
¢(Cy, Dy) é(P, P)*1 "p(p, PY"

= ¢, )P =4°

so that step 3 of Section 9.1.3 and step 1 of Section 9.1.4 calculate the same
value of »', which allows the recipient to decrypt the ciphertext correctly.

Example 9.1 (Boneh-Boyen Basic Scheme—Additive Notation)

(i) To create a suitable hash function # : {0, 1}* = Z,, suppose that
we have a cryptographic hash function H that creates an output of
at least |_10g2 p—l bits and want to calculate H; (/D). We can create
a suitable A from H by either repeatedly applying H to H (/D) until
we obtain a value in the correct range or by reducing A (/D) modulo
p-

(ii) To create a suitable hash function H, : G — {0, 1}”, suppose that
we have a cryptographic hash function A that creates an output of
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(iii)

at least 7 bits, and that G 7 is a subgroup of |]: k, so that we can write

a typical element of G7as a = (x1, x, ..., x3), where x; € [Fq
We can create a suitable H, from H by calculating
H(xy|x3|...xz) and then truncating the result to 7 bits, for
example.

Suppose that Alice wants to use Bohen-Boyen IBE toencrypta message
to Bob. Suppose that £ is the elliptic curve £ : y = x>+ 1, and G4
be the subgroup of order 11 of £(F;3;) with generator P = (98, 58).
Let G7 be a subgroup of Fi3;2 generated by é(P, P) = 28 + 93i,
where [y312 is represented by [Fj3;[7] where i = -1 = 130 (mod
131). Let é : G| X G| = G 7 be the reduced modified Tate pairing,
where ¢ : G1 X G; = G is the Tate pairing, and

P, Q) = e(P, $(Q))P

where ¢ is the distortion map given by ¢(x, y) = (£x, y) where
=065+ 1124 Let a =3, B =4, and y = 5 be the master secret,
giving the additional parameters P} = aP = (113, 8), P, = BP =
(33, 31) and P3 = yP = (34, 23), so that v = é(P;, Py) =
é(aPl, BP) = 28 + 93i. Suppose that g;p = H{(IDpy) = 6

For Bob’s private key, suppose that the PKG picks the random
7= 8 and then calculates

Dy = qIp * rP1 + aPy + rP3
= (98, 58) + (98, 58) + (33, 100) = (128, 74)

and
Dy =rP=8P= (113, 123)

Suppose that Alice wants to encrypt the short message M to
Bob using this IBE system. To do this she picks a random s, say
s = 7. She then calculates

Cp = sP=7P = (33, 100)
and
Ci1=gqp * sPy + sP3 = (34, 23) + (128, 57) = (33, 100)

She then calculates = »* = v” = 49 + 73. Then Alice calculates
k = H,(49 + 737) which she then XORs with the plaintext M/ to get
the ciphertext component ¢ = M @ H, (k).
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(iv)

Alice then sends ciphertext C = (¢, Cy, Cy) = (M © H,(k),
(33, 100), (33, 100)) to Bob.

Bob receives the ciphertext C = (¢, Cy, Cy) = (M © H,(k),
(33, 100), (33, 100)) and calculates

¢(Co, Dy) =85+ 51
and

é(Cy, Dy) =28 +93i
and then calculates the ratio of the two pairings

85+ 51

k_28+93z'

=49 + 73;

He then calculates £ = H, (49 + 737) which he then uses to recover
the plaintext by calculating

c®k=(M® Hy (k) ® Hy(k) =M

The values used in this example are summarized in Table 9.4.

Let £/F, be an ordinary elliptic curve with £/F a twist of order 4
of E/F,. We can then use a pairing ¢ : G| X G;z — G 1 where we
have ¢, : E — Fand é(P, Q) = é(P, god(Q))(q “D? o implement
the Boneh-Boyen scheme. We can then make G a subgroup of
E(F,), G a subgroup of E'(F,*¢), and G a subgroup of [F:;k. In
this case, we will need four additional parameters, points Q, Q1, Q3,

Table 9.4

Summary of Parameters Used in Example 9.1(iii)
Parameters Type Value Comments
E/Fy3 Elliptic curve V=x3+1
P Point on elliptic curve (98, 58) Point of order 11
P Point on elliptic curve (113, 8)
Py Point on elliptic curve (33, 31)
Ps Point on elliptic curve (34, 23)
v Element of F32 28 + 93i v=é(P;, Py)
qm Integer 6
(Dg, Dq) Points on elliptic curve ((128, 74), (113, 123)) Bob's private key
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and Q3, all elements of E'([FqW), and we will need to calculate Dy
as Dog=¢qp - Q1 + aQy + rQz and D as D} = rQ. Note that
we need to have elements of [, G; because ¢, : E’ — F must map
points on £’ to points suitable for use in the pairing, so that they
must end in a subgroup of E(F,*). The mapping ¢,: £ —> E
increases the dimension of the coordinates of its output by a factor
of d, so to end up in E([Fq") we need to start in E([FqW).

9.2 Boneh-Boyen IBE (Basic Scheme—Multiplicative
Notation)

The Boneh-Boyen basic scheme uses a shared secret that can be calculated by
both the sender and receiver of a message to encrypt a plaintext message; the
sender of the message calculates the shared secret from public parameters and
the recipient’s identity, while the recipient calculates the shared secret from
their private key and the ciphertext. While it is easier to understand than the
full Boneh-Boyen IBE scheme, it also is not as secure. The fully secure and
more complicated scheme is described in Section 9.4.

The following description of the Boneh-Boyen scheme uses the multiplica-
tive notation that is commonly used in the literature of pairing-based cryptogra-
phy. So that if g1 and g; are elements of an elliptic curve group E(F,) then
we will write g1¢5 to indicate the group operation of E(F,) applied to the
group’s elements g1 and g, and g, to indicate multiplying the point g by the
integer 4.

9.21 Setup of Parameters (Basic Scheme—Multiplicative Notation)

To implement Boneh-Boyen IBE we first need a security parameter that defines
the level of bit strength that the encryption will provide. Then we need to
define groups G| and G7 and a pairing é: G; X G; = G To do this we
pick an elliptic curve E/ ﬂ:q with embedding degree 4, and a prime p such that
p|#E (ﬂ:q). The security parameter will define the size of the groups G| and
G 7 as described in Section 9.5.

We then randomly pick a point P € E([Fq) [p] and let G| = (P) and
G 7= (é(P, P)), which are cyclic groups of order p. We need a cryptographic
hash function H : {0, 1}* — Z, to map strings representing identities to inte-
gers. To encrypt a message of 7 bits using Boneh-Boyen IBE we also need
another cryptographic hash function H, : G — {0, 1}” that hashes elements
of G into a form that we can combine with the plaintext message, which is
a bit string of length 7. Three integers a, B8, y € Zp are the master secret and
are used to calculate the three additional public parameters aP, BP, and yP.
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There is an additional constant v = é(gy, g2) = é(g*, g'g) = é(g, g)a'g which
is needed by the Boneh-Boyen scheme. This constant can either be distributed
to users as part of the public parameters or can be precomputed by users before
they perform a Boneh-Boyen encryption. We will assume that this constant v
is part of the public parameters. We will assume that this constant » is part of
the public parameters, in which the parameter g, does not need to be listed in
the public parameters because its only use outside a PKG is in calculating .
These elements form the public parameters and master secret as shown in Table
9.5 and Table 9.6.

There are dependencies among the elements of Table 9.5. The values of
2> ¢, and E, for example, are implicit in the definition of the group G ;. Because
of this it is possible to reduce the number of required public parameters to a
much shorter list, and we can define the public parameters of a Boneh-Boyen

Table 9.5
Parameters of Boneh-Boyen IBE System (Basic Scheme—Additive Notation)

Element Type Comments

q Prime power Order of finite field [,

E/Fq Elliptic curve E(F4) has embedding degree k

p Prime p|#E(Fg)

Gy Cyclic group Subgroup of E(Fg), G1 =(g)

Gt Cyclic group Subgroup of [FZk, Gr=<(élg, g))

é Pairing 6:G1xGy— Gt

n Positive integer Length of plaintext (in bits)

g Point on elliptic curve ge G,

g1 Point on elliptic curve g1=g%

g Point on elliptic curve gr=4g¢

g3 Point on elliptic curve g3=g"

Hy Cryptographic hash function Hy: {0, 7 = 2,

H, Cryptographic hash function Hy: Gr— {0, 1}"

v Element of [y v=&(P;, Py) = é(aP, BP) = é(P, P)*#
Table 9.6

Master Secret for Boneh-Boyen IBE
System (Basic Scheme—
Multiplicative Notation)

Element Type Comments

a, B,y Integers a B, yel,
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IBE system (basic scheme—multiplicative notation) to be BB BasicParams
Multiplicative = (G, G, é, n, g, g1, g3, H1, Hy, v) without introducing any
ambiguity.

9.22 Extraction of the Private Key (Basic Scheme—Multiplicative
Notation)

Once the public parameters listed in Table 9.5 and the master secret listed in
Table 9.6 are determined, the private key associated with the identity ID is
calculated by mapping the identity to an integer ¢;p € Z, by calculating g/p
= H;(ID). A random per-user value r € ZP is then generated, which is then
used to calculate the two components of the private key
dip = (glqlD e g5 gr) = (dy, d1). This is summarized in Table 9.7.

9.23 Encrypting with Boneh-Boyen IBE (Basic Scheme—Multiplicative
Notation)

To encrypt the message M € {0, 1}” to the recipient with identity /D, the
sender performs the following steps.

Calculate ¢;p = H, (ID).
Pick random s € Z,.
Calculate £ = o',

Calculate c = M @ H, (k).
Calculate ¢y = ¢

9gm 5 S

Calculate ¢1 = g{™ " g3.

NN R R =

Set ciphertext to C = (¢, ¢q, ¢1).

9.24 Decrypting with Boneh-Boyen IBE (Basic Scheme—
Multiplicative Notation)

When the recipient receives the ciphertext C = (¢, ¢g, ¢1) he performs the
following steps.

Table 9.7
Private Key for Boneh-Boyen IBE System (Basic Scheme—Multiplicative Notation)

Element Comments

Private key corresponding to identity /D,

dip= (g0 "g% g5, g") = (dg, dy)
qip=H(ID)
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m

_ (e, dp)
1. Calculate £ = —é(cl A%
2. Calculate M = ¢ @ H, (k).
Note that
é(co, do) = é(¢", g1" " g5 g5)
=g’ gl eg’ g9) é(¢’ g5)
=g’ g e, ¢ e, )
= é(g, 9 e (g, 9)Pe(g, 97"
and
é(fb dl) — é(g?ID 'rgé’ gr)
— é(gaqw ~sgyx’ g}")
=é(g™ P, g e(g”, g)
=é(g, )1 Pe(g, 9)"
so that

éco, do) _ é(g, 9P (g, 9P eg, 9"
é(cy, dy) é(g, )% e (g, )7
=g 9% =0

so that step 3 of Section 9.2.3 and step 1 of Section 9.2.4 calculate the same

value of v*, which allows the recipient to decrypt the ciphertext correctly.

9.3 Boneh-Boyen IBE (Full Scheme)

The basic Boneh-Boyen scheme is vulnerable to a chosen-ciphertext attack: if

an adversary wants to decrypt the ciphertext (¢, ¢g, ¢;) which corresponds
to the plaintext message M he can do this by decrypting the ciphertext
(¢ + €, ¢, ¢1) to get the plaintext message M @ € and then recover M as
M= (M ® €) ® €. The Fujisaki-Okamoto transform can easily eliminate this

vulnerability.
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The original specification of the Boneh-Boyen scheme defined a hashing
scheme tailored to the scheme that accomplishes the same goal as the Fujisaki-
Okamoto transform. This tailored scheme is used in the description of the full
scheme that is described in Section 9.4.

The full Boneh-Boyen scheme is typically described using the multiplicative
notation that was used in Section 9.2, a convention that we follow here. The
full scheme is resistant to chosen-ciphertext attacks and adaptive chosen identity
attacks.

9.3.1 Setup of Parameters (Full Scheme)

In addition to the parameters listed in Table 9.5, we also need an additional
hash function to add chosen-ciphertext security. In particular, we need a hash
function Hjz: G7rx {0, 1} X G1 X G| — Z,. Adding this hash function
brings the list of public parameters for the full scheme to the public parameters
that are listed in Table 9.8. The master secret is unchanged from the basic
scheme, and is shown in Table 9.9.

There are dependencies among the elements of Table 9.8. The values of
2> ¢, and E, for example, are implicit in the definition of the group G . Because
of this it is possible to reduce the number of required public parameters to a
much shorter list, and we can define the public parameters of a Boneh-Boyen
IBE system to be BBiparams = (G, G, é, n, g, g1, g3, H1, Hy, H3, v)
without introducing any ambiguity.

Table 9.8

Parameters of Boneh-Boyen IBE System (Full Scheme)
Element Type Comments
q Prime power Order of finite field [,
E/Fq Elliptic curve E(F4) has embedding degree k
p Prime p| #E([Fq)
Gy Cyclic group Subgroup of E(Fg), Gy ={P)
Gt Cyclic group Subgroup of Fgt, G1=(é(P, P))
é Pairing 6:G1xGy— Gt
n Positive integer Length of plaintext (in bits)
g Point on elliptic curve ge G,
91 Point on elliptic curve g1=9¢
g Point on elliptic curve gr= gﬂ
g3 Point on elliptic curve g3=g"
H, Cryptographic hash function Hy {0, 1 = 2,
H, Cryptographic hash function Hy: 61— {0, 1}"
Hs Cryptographic hash function Hy: Grx{0, 1}"x Gy x G} — Z,
v Element of [y v=&(P;, Py) = é(aP, BP) = é(P, P)*
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Table 9.9
Master Secret for Boneh-Boyen IBE
System (Full Scheme)

Element Type Comments

a, B,y Integers a B, yel,

9.3.2 Extraction of the Private Key (Full Scheme)

The extraction of the private key for the full scheme is identical to the extraction
of the private key in the basic scheme (Section 9.2.2). This is summarized in

Table 9.10.

9.3.3 Encrypting with Boneh-Boyen IBE (Full Scheme)

To encrypt the message M to the recipient with identity /D, the sender performs
the following steps:

Calculate g;p = H, (D).
Pick random s € Z,.
Calculate £ = v".
Calculate c = M © H, (k).
Calculate ¢y = ¢

qm *S 3

Calculate ¢; = g{"” " g3.
Calculate £ = s + Hj(k, ¢, ¢, ¢1)

© N N =

Set ciphertext to C = (¢, ¢, ¢y, ©).

9.34 Decrypting with Boneh-Boyen IBE (Full Scheme)

To decrypt the ciphertext C= (c, g, ¢y, ), the recipient performs the following
steps:

Table 9.10
Private Key for Boneh-Boyen IBE System

Element Comments

Private key corresponding to identity /D,

dip= (g0 "g% g5, g") = (dg, dy)
qip=H(ID)
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_ élco, 4)
1. Calculate k_—é(cl, 40

2. Calculate s =t — H3(k, ¢, cq, c1)

3. Verify that £ = v" and ¢( = g'. If either condition fails, raise an error
condition and exit.

4. Calculate M = ¢ ® H, (k).

9.4 Security of the Boneh-Boyen IBE Scheme

An adversary observing a message that is encrypted with the Boneh-Boyen

scheme has access to g, g1 = ga, g3 = gy, and v = é(g, g)a'g from the public
aqp crs+ys —

parameters of the system. He also observes ¢° and g7 g3 = ¢
gs(aq”) 7 from the ciphertext. From these values he wants to recover
v’ =é(g, g)aﬂ *. He can accomplish this in at least two ways. First, he can
calculate s from g' by calculating a discrete logarithm ¢' in G, and then
calculating v’ with this result. He can also calculate 3 as the discrete logarithm
of v = (é(g, g)a)'gin G 7and then calculate v’ = (¢(g*, gy))’g =¢é(g, g)aﬁs with
this value. So, an adversary who can calculate discrete logarithms in either G
or G 7 can decrypt messages that are encrypted with the Boneh-Boyen scheme.

This is very close to solving the BDHP, and Boneh and Boyen have [1]
proven two separate cases of this, depending on whether the random oracle or
the standard model is used in the proof. In particular, they showed using the
standard model that an adversary able to efficiently decrypt a message that has
been encrypted with Boneh-Boyen IBE can use their decryption algorithm to
solve the DBDHP, so if we believe that the DBDHP is sufficiently difficult to
solve then Boneh-Boyen IBE must also be sufficiently difficult to decrypt. They
also showed using the random oracle model that an adversary able to efficiently
decrypt a message that has been encrypted with Boneh-Boyen IBE can use their
decryption algorithm to solve the BDHP. So if we are willing to accept the
stronger assumption of the DBDHP then a proof is possible using the standard
model, but if the weaker BDHP assumption is adequate then a proof is possible
using the random oracle model. The basic Boneh-Boyen scheme is resistant to
chosen-plaintext attacks and adaptive chosen-identity attacks; the full Boneh-
Boyen is resistant to chosen-ciphertext attacks and adaptive chosen identity
attacks.

Note that in the extraction of a Boneh-Boyen private key a random value
is used. Due to the way in which the two components of such a private key
are used in decryption, a private key generated with any other random value
will also work in the same decryption operation. This allows key recovery to
be performed in a Boneh-Boyen system even though a random component is
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used in each private key. The security provided by the system, however, requires
that the same random value is not reused to create private keys for different
users.

9.5 Summary

The following summarizes the steps in the Boneh-Boyen IBE scheme (full
scheme).

Algorithm 9.1: Boneh-Boyen IBE Setup

INPUT: a security parameter «, an elliptic curve £, a plaintext length 7
OUTPUT: BB params= (G, G, é,n,¢,¢1, g3, H1, Hy, H3, v) and master
secret (a, B, ¥)

1. Select a prime p and prime power ¢ with p | #E(F,) and such that
the bit security level provided by p and g meets the required security
parameter K (using Table 9.10, for example). For best performance, p
should be a Solinas prime.

2. Select a random g € E([Fq) [p] and let G = (g).

3. Let & be the embedding degree of E/F,; select a pairing
é:GIXG1—>|]:;<1?.

4. Let Gr=(é(g, 2)).

5. Select random @, B, y € Z, and calculate g%, P

6. Select appropriate cryptographic hash functions H; : {0, 1}* — G,
Hy: Gr—1{0, 1), and H3: Grx {0, 11" x G} x G| = Z,,.

7. The master secret is (@, B, ).

8. The public parameters are BB params = (G, G, é, n, g, 21, £3»
Hl’ H2, H3, Z/).

Algorithm 9.2: Boneh-Boyen IBE Private Key Extraction

INPUT: A string ID representing an identity and a set of public parameters
BB\ params = (G, G, ¢, n, g, g1, g3, H1, Hy, H3, v)

OUTPUT: The private key d;p = (dy, d1)

Calculate ¢p = sH, (ID).
Select a random r € ZP'
q[D ‘r a r

Calculate 4y = g1 "gr¢3-
Calculate 41 = g'.

RIS S

Set the private key to d;p = (dy, dy).
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Algorithm 9.3: Boneh-Boyen IBE Encryption

INPUT: A plaintext message M of length 7 bits, a string /D representing the
identity of the recipient of the ciphertext, a set of public parameters BB | params
=(Gy1, Gr, ¢, 1n, ¢, g1, g3, Hy, Hy, H3, v)

OUTPUT: A ciphertext C = (¢, cq, 1)

Calculate ¢;p = H, (ID).
Pick random s € ZP'
Calculate £ = H, (k).
Calculate c = M ® H, (k).

Calculate ¢y = ¢'.

qm S

Calculate ¢1 = g™ “g3.
Calculate £ = s + H3(k, ¢, g, c1).

© N ANV AR =

Set ciphertext to C = (¢, ¢q, c1, ©).

Algorithm 9.4: Boneh-Boyen IBE Decryption

INPUT: A ciphertext C= (c, cg, 1, ), a set of public parameters BB params
=(Gy, Gr, ¢, m, g, 21, g3, Hy, Hy, H3, v), a private key d;p = (dy, d)
OUTPUT: A plaintext message M or an error condition

é(co, dy)
é(crs dy)’

2. Calculate s =t — H3z(k, ¢, cq, c1).

1. Calculate £ =

3. Verify that £ = v" and ¢( = g'. If either condition fails, raise an error
condition and exit.

4. Calculate M = ¢ ® H, (k).
5. Set plaintext to M.

Reference

[1]  Boneh, D., and X. Boyen, “Efficient Selective-ID Secure Identity Based Encryption With-
out Random Oracles,” Proceedings of EUROCRYPT 2004, Interlaken, Switzerland,
May 2-6, 2004, pp. 223-238.
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Sakai-Kasahara IBE

This chapter discusses Sakai-Kasahara IBE [1], an example of the family of
“exponent inversion” schemes, in which a private key of the form gl/‘Z is used
to decrypt a ciphertext. In these schemes, a string representing an identity is
hashed to an integer that is then used in the encryption and decryption opera-
tions. This avoids a modular exponentiation, which generally makes such
schemes faster then full-domain hash schemes, like the Boneh-Franklin algorithm
of Chapter 8, which require hashing an identity to a point on an elliptic curve.
The name of the Sakai-Kasahara scheme is due to the way in which calculating
keys is done, which is motivated by the work of Sakai and Kasahara, although
the algorithms that comprise Sakai-Kasahara IBE scheme are quite different
from those originally described by Sakai and Kasahara.

Two ways to describe the basic Sakai-Kasahara scheme are given in the
following sections. A simplified version of the algorithm is described in Section
10.1 using the additive notation that is commonly used for operations in elliptic
curve groups and is used in many cryptographic standards, and in Section 10.2
it is described using the multiplicative notation that is commonly used in more
recent literature on pairing-based cryptography. The basic scheme is vulnerable
to a chosen-ciphertext attack. A fully secure version of the algorithm is described
in Section 10.3.

10.1 Sakai-Kasahara IBE (Basic Scheme—Additive
Notation)

The Sakai-Kasahara basic scheme uses a shared secret that can be calculated by
both the sender and receiver of a message to encrypt a plaintext message; the

177
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sender of the message calculates the shared secret from public parameters and
the recipient’s identity, while the recipient calculates the shared secret from
their private key and the ciphertext. While it is easier to understand than the
full Sakai-Kasahara IBE scheme, it also is not as secure. The fully secure and
more complicated scheme is described in Section 10.3.

The following description of the Sakai-Kasahara scheme uses additive
notation, so that if P} and P; are elements of an elliptic curve group £(F,)
then we will write P} + P; to indicate the group operation of £(F,) applied
to the group’s elements P} and P,, and 4P to indicate multiplying the point
P by the integer a.

10.1.1 Setup of Parameters (Basic Scheme—Additive Notation)

To implement Sakai-Kasahara IBE we first need a security parameter that defines
the level of bit strength that the encryption will provide. Then we need to
define groups G| and G 7 and a pairing é : G| X G| — G 7. To do this we
pick an elliptic curve E/ [Fq with embedding degree 4, and a prime p such that
2 | #E(F,). The security parameter will define the size of the groups G and
G 7 as described in Section 5.4.

We then randomly pick a point P € E([Fq) [p] and let G| = (P) and
G 7= (é(P, P)), which are cyclic groups of order p. We need a cryptographic
hash function H : {0, 1}* — Z, to map strings representing identities to inte-
gers. To encrypt a message of 7 bits using Sakai-Kasahara IBE we also need
another cryptographic hash function H, : G — {0, 1}” that hashes elements
of G into a form that we can combine with the plaintext message, which is
a bit string of length 7. An integer s € Z, is the master secret. These elements
form the public parameters and master secret as shown in Table 10.1 and Table
10.2.

There are dependencies among the elements of Table 10.1. The values
of p, ¢, and E, for example, are implicit in the definition of the group G.
Because of this it is possible to reduce the number of required public parameters
to a much shorter list, and we can define the public parameters of a Sakai-
Kasahara IBE scheme (basic scheme) to be BB BasicParamsAdditive =
(Gy, G, ¢é, n, P, sP, Hy, H,, v) without introducing any ambiguity.

10.1.2 Extraction of the Private Key (Basic Scheme—Additive Notation)

Once the public parameters listed in Table 10.1 and the master secret listed in
Table 10.2 are determined, the private key associated with the identity /D is
calculated by mapping the identity to an integer ¢;p € Z, by calculating ¢/p
= H;(ID). The master secret s is then used to calculate the private key
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Table 10.1

Parameters of Sakai-Kasahara IBE Scheme (Basic Scheme—Additive Notation)
Element Type Comments
q Prime power Order of finite field I,
E/F, Elliptic curve E(F4) has embedding degree k
p Prime p|#E(Fg)
G Cyclic group Subgroup of E(F,), G1 = (P)
Gr Cyclic group Subgroup of IFZk, Gr=(é(P, P))
é Pairing 6:G1xGy— Gt
n Positive integer Length of plaintext (in bits)
P Point on elliptic curve Pe Gy
sP Point on elliptic curve sP e G
H, Cryptographic hash function Hy {0, 17 = 2z,
H, Cryptographic hash function Hy: 61— {0, 1}"
v Element of [ v=6&(P, P)

where the value of

10.3.

Table 10.2

Master Secret for Sakai-Kasahara IBE
Scheme (Basic Scheme—Additive

Notation)
Element Type Comments
s Integer seZ,
1
Dp=
s+ 91D

91D

Table 103
Private Key for Sakai-Kasahara IBE Scheme (Basic Scheme—Additive Notation)
Element Comments
Private key corresponding to identity /D, q;p = H;(/D)
Dip=
S+ 4

is calculated in Z;. This is summarized in Table
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10.1.3 Encrypting with Sakai-Kasahara IBE (Basic Scheme—Additive
Notation)

To encrypt the message M € {0, 1}” to the recipient with identity /D, the

sender performs the following steps.

Calculate ¢;p = H, (ID).

Select a random 7 € Z,,.

Calculate U= r(sP + q;pP) = r(s + qp)P.
Calculate £ = H, (v").

Calculate V=M @ k.

Set the ciphertext to C = (U, V).

AN o B

10.1.4 Decrypting with Sakai-Kasahara IBE (Basic Scheme—Additive
Notation)

When the recipient receives the ciphertext C= (U, V) he performs the following
steps.

1. Calculate K= H, (é(U, Dp))
2. Calculate M=V ® £

Note that

1
éU, Dip) =¢é(r(s+ P,——P | =¢(g, g)
WD) = é(re+ P P ) = dlg
so that step 5 of Section 10.1.3 and step 1 of Section 10.1.4 calculate the same
value of %, which allows the recipient to decrypt the ciphertext correctly.

Example 10.1

(i) The hash functions Hy and H; can be constructed similarly to those
described in Examples 9.1(i) and 9.1(ii).

(ii) Suppose that Alice wants to use Sakai-Kasahara IBE to encrypt a

message to Bob. Suppose that £ is the elliptic curve E£/F;3; : y =

X0 + 1, and G| be the subgroup of order 11 ofE([F131) with generator

= (98, 58). Let G7 be a subgroup of Fj32 generated by

= E(P, P) =28 + 937, where [312 is represented by [Fy31 [7] where

= -1 = 130(mod 131). (See Table 10.4). Let

é: Gy X Gy — Gr be the reduced modified Tate pairing, where
¢: Gy X Gy — Gris the Tate pairing, and

N{\‘Q
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Table 104
Summary of Parameters Used in Example 10.1(ii)

Parameters Type Value Comments
E/Fy3 Elliptic curve V=x3+1

P Point on elliptic curve (98, 58) Point of order 11
sP Point on elliptic curve (33, 100) Point of order 11
v Element of Fi32 28 + 93 v=8(P, P)

qm Integer 6

s Integer 7

Dp Point on elliptic curve (34, 108) Bob's private key

P, Q) = e(P, $(Q))VP

where ¢ is the distortion map given by ¢(x, y) = (x, y) where
&=065+ 112i. Let s = 7 be the master secret, giving the additional
parameters sP = (33, 100).

Suppose that for Bob’s identity we have that ¢ ;p=6. To calculate
Bob’s private key, the PKG calculates

1 1 1
_5+q]DP_1_3P=§P(mOd 11)

Dp
=2 (mod 11)P = 6P = (34, 108)
Suppose that Alice wants to encrypt the short message M to

Bob using this IBE scheme. To do this she picks a random 7, say
r = 5. She first calculates

U= r(GP+ qpP)=5(33, 100) + 6(34, 108)) = (98, 73)
and »° = (28 + 93/)° = 39 + 24i, so that Alice finds that & =
H, (39 + 24i) which she then uses to calculate the ciphertext compo-
nent

V=M®k=M®® H,(39 + 24i)

Alice then sends the ciphertext (U, V) to Bob.
Bob receives the ciphertext C= (U, V) and calculates

é(U, Dyp) = é((98, 73), (34, 108)) = 39 + 24i
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from which he calculates # = H, (39 + 24:) which he then XORs
with the ciphertext component V to recover the plaintext message,
finding that

VO k=M®k)D® k=M

(iii) If we want to use a pairing é : G| X G, — G 7 then we will need
to add an additional parameter Q where G = (Q) and then calculate

Qand vasv=2¢(l Q).

D[D as D]D=
S+q[D

10.2 Sakai-Kasahara IBE (Basic Scheme—Multiplicative
Notation)

The Sakai-Kasahara basic scheme uses a shared secret that can be calculated by
both the sender and receiver of a message to encrypt a plaintext message; the
sender of the message calculates the shared secret from public parameters and
the recipient’s identity, while the recipient calculates the shared secret from
their private key and the ciphertext. While it is easier to understand than the
full Sakai-Kasahara IBE scheme, it also is not as secure. The fully secure and
more complicated scheme is described in Section 10.3.

The following description of the Sakai-Kasahara algorithm uses the multi-
plicative notation that is commonly used in the literature of pairing-based
cryptography. So that if g1 and g; are elements of an elliptic curve group E(FF,)
then we will write g1 g5 to indicate the group operation of E(F,) applied to
the group’s elements g1 and g7, and g° to indicate multiplying the point g by
the integer 4.

10.2.1 Setup of Parameters (Basic Scheme—Multiplicative Notation)

To implement Sakai-Kasahara IBE we first need a security parameter that defines
the level of bit strength that the encryption will provide. Then we need to
define groups G| and G 7 and a pairing é : G| X G| — G 7. To do this we
pick an elliptic curve E/ [Fq with embedding degree 4, and a prime p such that
p | #E(F,). The security parameter will define the size of the groups G and
G 7 as described in Section 5.4.

We then randomly pick a point g € E([Fq) [p] and let G| =(g) and
Gr1=(é(g, g)), which are cyclic groups of order p. We need a cryptographic
hash function H : {0, 1}* — Z, to map strings representing identities to inte-
gers. To encrypt a message of 7 bits using Sakai-Kasahara IBE we also need
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another cryptographic hash function H, : G — {0, 1}” that hashes elements
of G into a form that we can combine with the plaintext message, which is
a bit string of length 7. An integer s € Zp is the master secret. These elements
form the public parameters and master secret as shown in Table 10.5 and Table
10.6.

There are dependencies among the elements of Table 10.1. The values
of p, ¢, and E, for example, are implicit in the definition of the group G.
Because of this it is possible to reduce the number of required public parameters
to a much shorter list, and we can define the public parameters of a Sakai-
Kasahara IBE scheme (basic scheme) to be SKBasicParamsMultiplicative =
(Gy, Gr, é, n, g, g, Hy, Hy, v) without introducing any ambiguity.

10.2.2 Extraction of the Private Key (Basic Scheme—Multiplicative
Notation)

Once the public parameters listed in Table 10.1 and the master secret listed in
Table 10.2 are determined, the private key associated with the identity /D is

Table 10.5
Parameters of Sakai-Kasahara IBE Scheme (Basic Scheme—Multiplicative Notation)
Element Type Comments
q Prime power Order of finite field I
E/Fq Elliptic curve E(F4) has embedding degree k
p Prime p| #E(Fy)
G Cyclic group Subgroup of E(F,), G =(g)
Gy Cyclic group Subgroup of Fgr, G7=(é(g, g))
é Pairing é6:61xGy—>Gr
n Positive integer Length of plaintext (in bits)
g Point on elliptic curve ge G,
g° Point on elliptic curve g° e Gy
H, Cryptographic hash function Hy {0, 17 = 2,
Hy Cryptographic hash function Hy: Gr— {0, 1}"
v Element of [y v=_élg, g)
Table 10.6

Master Secret for Sakai-Kasahara IBE
Scheme (Basic Scheme—
Multiplicative Notation)

Element Type Comments

s Integer seZ,
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calculated by mapping the identity to an integer ¢;p € Z, by calculating
q1p = H{(UD). The master secret s is then used to calculate the private key

dip = gl/(f‘Ww)
This is summarized in Table 10.7.

10.2.3 Encrypting with Sakai-Kasahara IBE (Basic Scheme—
Multiplicative Notation)

To encrypt the message M € {0, 1}” to the recipient with identity /D, the
sender performs the following steps.

Calculate g;p = H, (ID).

Select a random 7 € ZP'

Calculate U= (g°g?P)" = gr(5+qm)_
Calculate K= H, (v").

Calculate V=M @ K.

Set the ciphertext to C = (U, V).

AN A ol

10.2.4 Decrypting with Sakai-Kasahara IBE (Basic Scheme—
Multiplicative Notation)

When the recipient receives the ciphertext C= (U, V), he performs the following
step.

1. Calculate K= H(é(U, dp)).
2. Calculate M=V @ K.

Note that

§U, dip) = é(g"t T, g6+ Im) = 54, o)

Table 10.7
Private Key for Sakai-Kasahara IBE Scheme
(Basic Scheme—NMultiplicative Notation)

Element Comments

dip = g1/13+ qp) Private key corresponding to identity /D, q;p = H;(ID)
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so that step 5 of Section 10.2.3 and step 1 of Section 10.2.4 calculate the same
value of K, which allows the recipient to decrypt the ciphertext correctly.

10.3 Sakai-Kasahara IBE (Full Scheme)

The basic scheme is also vulnerable to a chosen-ciphertext attack: if an adversary
wants to decrypt the ciphertext C= (U, V) which corresponds to the plaintext
message M he can do this by decrypting the ciphertext C= (U, V@ ¢€) to get
the plaintext message M @ € and then recover M as M = (M ® €). The Fujisaki-
Okamoto transform can easily eliminate this vulnerability. Adding the Fujisaki-
Okamoto transform to the basic scheme gives the full scheme that is described
next.

The full Sakai-Kasahara scheme is resistant to chosen-ciphertext attacks,
and is typically described using the multiplicative notation that was used in
Section 10.2, a convention that we follow here.

10.3.1 Setup of Parameters (Full Scheme)

In addition to the parameters listed in Table 10.1, we also need additional hash
functions to add chosen-ciphertext security. In particular, we need two
hash functions Hj : {0, 1} — Zp and Hy : {0, 1}" — {0, 1}". Adding these
hash functions brings the list of public parameters for the full scheme to the
public parameters that are listed in Table 10.8. The master secret is unchanged
from the basic scheme, and is shown in Table 10.9.

There are dependencies among the elements of Table 10.8. The values
of p, ¢, and E, for example, are implicit in the definition of the group G.
Because of this it is possible to reduce the number of required public parameters
to a much shorter list, and we can define the public parameters of a Sakai-
Kasahara IBE scheme to be SKParams = (G, G, é, n, g, gs, H,, H), Hs,
Hy, v) without introducing any ambiguity.

10.3.2 Extraction of the Private Key (Full Scheme)

The extraction of a private key for the full scheme is identical to the extraction
of a private key for the basic scheme. This is summarized in Table 10.10.

10.3.3 Encrypting with Sakai-Kasahara IBE (Full Scheme)

To encrypt the message M to the recipient with identity /D, the sender performs
the following steps:
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Table 10.8

Parameters of Sakai-Kasahara IBE Scheme (Full Scheme)
Element Type Comments
q Prime power Order of finite field I,
E/F, Elliptic curve E(F4) has embedding degree k
p Prime p|#E(Fg)
G Cyclic group Subgroup of E(F,), G =(g)
Gr Cyclic group Subgroup of IFZk, Gr=<(élg, g))
é Pairing 6:G1xGy— Gt
n Positive integer Length of plaintext (in bits)
g Point on elliptic curve ge G,
g° Point on elliptic curve g° e G
H, Cryptographic hash function Hy {0, 17 = 2z,
H, Cryptographic hash function Hy: Gr— {0, 1}"
Hs Cryptographic hash function Hy: {0, 11" - 7
Hy Cryptographic hash function Hq: {0, 13" = {0, 1}"
v Element of [yt v=_élg, g)

Table 10.9

Master Secret for Sakai-Kasahara IBE
Scheme (Full Scheme)

Element Type Comments
s Integer selp
Table 10.10
Private Key for Sakai-Kasahara IBE Scheme (Full Scheme)
Element Comments
dip = g1/(S+ ap) Private key corresponding to identity /D, q;p = H1(ID)
1. Calculate ¢;p = H,(ID).
2. Select a random o € {0, 1}".
3. Calculate » = H3 (o, M).
4. Calculate U= (g'g??)" = gr(Hq’D).
5. Calculate V=0 ® H, ().
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6. Calculate V=M ® Hy(0).
7. Calculate W= H;(M).
8. Set ciphertext to C= (U, V, W).

10.3.4 Decrypting with Sakai-Kasahara IBE (Full Scheme)

To decrypt the ciphertext C = (U, V, W), the recipient performs the following
steps:

Calculate ¢;p = H, (ID).
Calculate a = é(U, djp).
Calculate 0= V& H,(a).
Calculate M= W ® Hy (o).
Calculate » = H3 (o, M).

If U# (g7¢")" then raise an error condition and exit.

N AR

Otherwise set the plaintext to M.

10.4 Security of the Sakai-Kasahara IBE Scheme

Note that an adversary observing a message that is encrypted with the Sakai-
Kasahara IBE has access to ¢, g1 = ¢% g3 = ¢, and v = é(g, ¢)® from the
public parameters of the scheme. He also observes g’ and gf? “¢% =
g1 5+ = g5@*Y) from the ciphertext. From these values he wants to
recover v° = ¢(g, g)®". He can accomplish this in at least two ways. First, he
can calculate s from g* by calculating a discrete logarithm ¢* in G, and then
calculating »° with this result. He can also calculate 3 as the discrete logarithm
ofv = (é(g, g)a)ﬂin G 7and then calculate v* = (¢(g*, gs))'g =é(g, g)a'gs with
this value. So an adversary who can calculate discrete logarithms in either G4
or G can decrypt messages that are encrypted with the Sakai-Kasahara algo-
rithm. The ¢ powers that are assumed in the g-BDHIP are not directly available
to an adversary who intercepts an encrypted message, but are required in the
proof of selective identity security, with the value of ¢ indicating how many
other private keys an attacker has access to.

The paper that describes the version of the Sakai-Kasahara IBE algorithm
discussed in this chapter [1] proved that an adversary able to decrypt a message
that has been encrypted with Sakai-Kasahara IBE can use their decryption
algorithm to solve the g-BDHIP. So, if we believe that the g-BDHIP is suffi-
ciently difficult to solve then Sakai-Kasahara IBE must also be sufficiently
difficult to decrypt. The basic Sakai-Kasahara scheme is resistant to chosen-
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plaintext attacks and adaptive chosen-identity attacks; the full Sakai-Kasahara
is resistant to chosen-ciphertext attacks and adaptive chosen-identity attacks.

10.5 Summary

The following summarizes the steps in the Sakai-Kasahara IBE algorithm (full
scheme).

Algorithm 10.1: Sakai-Kasahara IBE Setup
INPUT: a security parameter «, an elliptic curve £, a plaintext length 7
OUTPUT: SKParams = (G, G, é, n, g, g“f, H,, H), H3, Hy, v) and master

secret s

1. Select a prime p and prime power ¢ with p | #£(F,) and such that
the bit security level provided by p and g meets the required security
parameter k (using Table 5.2, for example). For best performance, p
should be a Solinas prime.

2. Select a random g € E([Fq) [p] and let G = (g).

3. Let # be the embedding degree of E/ ﬂ:q; select a pairing
é: Gy x G- Fg

4. Let G7=(é(g, 9)).

5. Select a random s € Z;.

6. Select appropriate cryptographic hash functions H; : {0, 1}* = G,
Gr—1{0, 1}, H3 : {0, 1} = Z}, and Hy : {0, 1}" — {0, 1}".

7. The master secret is s.

8. The public parameters are SKParams = (G1, G, é, n, g, ¢, Hy, H,
H3, H4, Z)).

Algorithm 10.2: Sakai-Kasahara IBE Private Key Extraction

INPUT: A string /D representing an identity, a set of public parameters
SKParams = (G1, G, é, n, g, g, Hy, Hy, H3, Hy, v) and a master secret s
OUTPUT: A private key djp

1. Calculate djp = gl/(5+q[D).

Algorithm 10.3: Sakai-Kasahara IBE Encryption

INPUT: A plaintext message M € {0, 1}", a string ID representing the identity
of the recipient of the ciphertext, a set of public parameters SKParams =
(G1, Gr, é,n, ¢ ¢ Hy, Hy, H3, Hy, v)
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OUTPUT: A ciphertext C= (U, V, W)

Calculate g;p = H1(ID).
Select a random o € {0, 1}
Calculate » = H3 (o, M).
Calculate U= (g°g?")" = gr(x+q10).
Calculate V=0 ® H,").
Calculate V=M & Hy (o).
Calculate W= H;(M).

Set ciphertext to C= (U, V, W).

n

S N

Algorithm 10.4: Sakai-Kasahara IBE Decryption

INPUT: A ciphertext C= (U, V, W), a set of public parameters SKParams =
(G, G, ¢, m, g, g:, H,, Hy, H3, Hy, v), a private key djp

OUTPUT: A plaintext message M or an error condition

Calculate ¢;p = H, (ID).
Calculate @ = é(U, djp).
Calculate 0= V@ H, ().
Calculate M= W ® Hy (o).
Calculate » = H3 (o, M).

If U# (g7¢")", then raise an error condition and exit.

NV s e =

Otherwise set the plaintext to M.

Reference

[1]  Chen, L., etal,, “An Efficient ID-KEM Based on the Sakai-Kasahara Key Construction,”
IEE Proceedings Information Theory, Vol. 153, No. 1, 2006, pp. 19-26.






11

Hierarchical IBE and Master Secret
Sharing

The IBE schemes discussed in Chapters 7 through 10 share a common property:
they use a single PKG to generate all private keys. This has some undesirable
side effects. In particular, it is impossible to create hierarchies of PKGs, in which
a higher-level PKG can control the keys granted to all PKGs subordinate to it.
It also creates a single point where an attacker can subvert the security of an
IBE system by compromising an IBE master secret. Hierarchical IBE (HIBE)
can address the first of these concerns while sharing an IBE master secret among
several different PKGs can address the second. The two concepts are very similar:
in both cases all private keys are calculated using the master secret of more than
one PKG.

The concept of an HIBE system was first described by Horwitz and Lynn
[1]. HIBE allows for the creation of hierarchies of PKGs like the one shown
in Figure 11.1, in which the operation of a PKG at a particular level depends
on the operation of the PKGs above it in the hierarchy. This allows organizations
to implement different security policies, while allowing upper levels of the
hierarchy to enforce their security policy on all subordinate organizations. It
can also enhance the security of a system using IBE because a compromise that
affects part of a hierarchy will not necessarily affect other parts. Recovering
from a compromise is also easier, because it is only necessary to recreate the
affected parts of the hierarchy instead of the entire system.

An HIBE scheme is formally defined by five algorithms: root setup, lower-
level setup, extract, encrypt, and decrypt. Root setup creates the parameters
necessary for operation of the top level of the hierarchy while lower-level setup
creates the additional parameters necessary for operation of each of the other

191
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Root PKG

Level 1 PKG

TN

Level 1 user
Level 2 PKG

Level 2 user

Figure 11.1 Hierarchical IBE system.

levels and may be needed to be executed once for each lower level. Extract,
encrypt, and decrypt have the same functions that they do in a single-level IBE
system, although their operation at a particular level in a hierarchy may require
parameters that are created by levels above them. Not all HIBE systems will
require different algorithms for root setup and lower-level setup, in which case
a single setup algorithm will be sufficient.

In an HIBE scheme, a single user can have different identities for each
level of the HIBE, so that for an HIBE scheme with a maximum of / levels,
an identity can have the form ID = (ID{, ID,, . . ., ID ). where each of the
ID; are potentially different.

The first HIBE scheme that was devised and proven to be secure was
invented by Gentry and Silverberg [2], and extended the Boneh-Franklin IBE
scheme to arbitrary hierarchies. The Boneh-Boyen IBE scheme was actually first
described as an HIBE system, and the version of the Boneh-Boyen IBE scheme
described in Chapter 9 is actually a case of limiting the HIBE construction to
a single level. More recent work [3] has shown that extensions of exponent-
inversion IBE algorithms to HIBE constructions are also possible.

In an IBE system that uses master secret sharing, a single master secret is
distributed among 7 PKGs which each return a component of a user’s private
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key called a share. A user can then calculate his private key from information
that he receives from any # of the 7 possible shares, yet it is infeasible to calculate
the same private key with any # — 1 shares. Master secret sharing also makes it
infeasible for any r — 1 PKGs that might collude to reconstruct the master
secret. This is illustrated below in Figure 11.2.

Use of master secret sharing makes the compromise of one or more of
the » PKGs much less damaging than the compromise of a lone single-level
PKG would be. With a single-level PKG, if an attacker compromises the single
PKG then he gains the ability to create arbitrary private keys. If master secret
sharing is used, an attacker will need to compromise any # of the 7 possible
PKGs in order to gain this ability.

11.1 HIBE Based on Boneh-Franklin IBE

Suppose that we have a single-level Boneh-Franklin IBE scheme with parameters
BFBasicParams = (G, G, é, n, P, so P, Hy, H,) as defined in Section 8.1,
and with a master secret sy where we assume that |G| = p. The following
sections describe how such a scheme can be extended to an /-level HIBE scheme
using the technique described by Gentry and Silverberg (GS) [2]. Because such
an HIBE scheme will be based on the basic Boneh-Franklin scheme, it will be
vulnerable to chosen-ciphertext attacks, but the extension of what follows to a
system with chosen-ciphertext security can easily be accomplished by using the
Fujisaki-Okamoto transform. The security of the resulting HIBE system depends

‘—-—
Share 2

Any tof nshares

8- ¢

Private key
User

Figure 11.2 Use of master secret sharing in an IBE system.
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on the difficulty of the BDHP. An adversary capable of decrypting such a
system can also solve the BDHP; for a proof of this, see [2]. Assuming the
BDHP is hard, the basic GS scheme is resistant to chosen-plaintext attacks and
adaptive chosen-identity attacks; the full GS is resistant to chosen-ciphertext
attacks and adaptive chosen-identity attacks.

Note that the length of the ciphertext of the GS HIBE scheme increases

as the number of levels increases.

11.1.1 GS HIBE (Basic) Root Setup

The parameters needed for the root PKG are the same as those needed for the
single-level IBE system: GSHIBEBasicParams = (G, G, é, n, P, so P, Hy,
H>) with a corresponding master secret 5. The setup procedure for the Boneh-
Franklin IBE (basic scheme) is also the root setup procedure for a GS HIBE
system.

11.1.2 GS HIBE (Basic) Lower-Level Setup

Each lower-level PKG also has the parameters for the root PKG. The only
additional parameter needed for each lower level PKG is the master secret for
its level. For level £ this parameter is s, where s, is a randomly chosen element

onP.

11.1.3 GS HIBE (Basic) Extract

Suppose that a user has identity /D = (IDy, ID,, . .., ID}) in an [-level
HIBE where #</, and let Q;p, = H,(IDy, ID3, . . ., ID;). Then the private
key K= (Ky, K1, . . . K}_1) corresponding to this sequence of identities has
k components. The first component of the private key is calculated as

!
Ko=) si-1Qmp,
i=1

and the remaining # — 1 components are calculated as K;=s; Pfor 1 <i< k—1.

11.1.4 GS HIBE (Basic) Encrypt

Suppose that we want to encrypt the message M to the identity
ID = (IDy, ID,, ..., ID}) in an [-level HIBE where # < /[ Let g =
é(so P, Qp,)- The sender picks a random 7 in Z, and then calculates # + 1
components of the ciphertext C = (V, Uy, U,, ... Uy) which are given by
the following:
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V=M®& H,(g")
UO =P

Ui=rQp foreach2<i<k

11.1.5 GS HIBE (Basic) Decrypt

When the recipient receives the ciphertext C= (V, Uy, Uy, . .. U}) he recovers
the message M by calculating

/
[T 0P sie 1Q1D
—ve H,| =

:|\

fz 1P VQJD
i=2

/
( 2 Si- 1Q1D
ve n,[ Vo) )\ _yey, -
/ /
[]exi-1, U [T élsi-1 2 rQup,)
i=2 i=2

E(P, Q]Di )r:,»— 1

—

~
Il
—

=V® H,
E(P, Q[Di)mi_l

—.

~
Il
[\

=ve (P, Qp,)") = ve Hy ()

=M® Hy(g') ® Hy(g') =M

11.2 Example of a GS HIBE System

The following example illustrates the operation of Gentry and Silverman’s HIBE
system based on the Boneh-Franklin IBE. Suppose that the sender Alice wants
to encrypt a message M to Bob using an HIBE with three subordinate levels
in which Bob’s identity has components /D, ID,, and ID 3 for which we have
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Qip, = H1(UDy) = (128, 57)
Qip, = H1(ID3) = (34, 108)

Qip, = Hy(ID3) = (33, 100)

11.2.1 GS HIBE (Basic) Root Setup

The setup for the root PKG is accomplished by generating the parameters
GSHIBEBasicParams = (G, G, é, n, P, s P, H;, Hy) with a corresponding
master secret so. The parameters used in this example are listed in Table 11.1.

11.2.2 GS HIBE (Basic) Lower-Level Setup

The setup for each of the subordinate PKG levels is accomplished by generating
the master secrets for each level. The values used in this example are listed
below in Table 11.1.

11.2.3 GS HIBE (Basic) Extraction of Private Key

Bob’s private key has three components that are calculated as

3
Ko= Y, 5si-1Qnp,
i=1

s0Qip, +51Qm, +52Qp,

=7(128, 57) + 3(34, 108) + 4(33, 100)

= (113, 8) + (33, 100) + (128, 57) = (98, 58)
Ky =5, P=3(98, 58) = (113, 8)
Ky =57 P=4(98, 58) = (34, 23)

Table 11.1

Parameters Used in Example of GS HIBE
Parameter Value Comments
/ 3 Number of subordinate levels in HIBE
Sy 7 Root master secret
S1 3 Master secret for subordinate level 1
Sy 4 Master secret for subordinate level 2
P (98, 58) Gy =(P), Gr=(&(P, P))
soP (33, 100)




Hierarchical IBE and Master Secret Sharing 197

11.2.4 GS HIBE (Basic) Encryption

Suppose that Alice picks the random value 7 = 6 to use to encrypt the message
M to Bob. She then calculates

g=¢élsoP, Qm,.) = 2((33, 100), (128, 57)) = 85 + 80:
so that

¢" = (85 +80i)° = 49 + 73i

Alice than calculates the four components of the ciphertext as

V=M® Hy(¢") = M ® H,(49 + 73i)
Uy = P = 6(98, 58) = (34, 108)
Uy = rQp, = 6(34, 108) = (113, 8)
Us = rQp, = 6(33, 100) = (128, 74)

11.25 GS HIBE (Basic) Decryption

After receiving the ciphertext (V, Uy, U,, Uj), Bob recovers the plaintext
message M by calculating

A U , K’
ve H, 3@( 0, Ko)
[1exi—y, U
=2
¢(Uy, Kp)
Ve H, |- .
2<e(1(1, Uy)é(Ky, U3)>

104
V®H2< 39 + 104; >

(126 + 327) (28 + 934)
VO Hy(49 +73i) =M ® Hy(49 + 73i) ® H,(49 + 73i) =M

11.3 HIBE Based on Boneh-Boyen IBE

Two different notations are often used for the Boneh-Boyen IBE algorithm. In
most academic publications, the multiplicative notation is usually used, while
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in standards that define the implementation of pairing-based algorithms, the
additive notation that is commonly used for elliptic curve operations is usually
used. This section uses only the additive notation, but converting to the multipli-
cative notation should not be unduly difficult.

Suppose that we have a single-level Boneh-Boyen IBE scheme with parame-
ters BB BasicParamsAdditive= (G, G, é, n, P, Py, P3, Hy, H,, v) as defined
in Section 9.1 and with a master secret & where we assume that |G| = p. The
following sections describe how such a scheme can be extended to an /level
HIBE scheme using the technique described by Boneh, Boyen, and Goh (BBG)
[4]. Because such an HIBE scheme will be based on the basic Boneh-Boyen
scheme, it will be vulnerable to chosen-ciphertext attacks, but the extension of
what follows to a scheme with chosen-ciphertext security can easily be accom-
plished by using the Fujisaki-Okamoto transform. The security of the resulting
HIBE scheme depends on the difficulty of the BDHP. An adversary capable
of decrypting such a system can also solve the BDHP; for a proof of this, see
[5]. Assuming the BDHP is hard, the basic BBG scheme is resistant to chosen-
plaintext attacks and adaptive chosen-identity attacks; the full BBG is resistant
to chosen-ciphertext attacks and adaptive chosen-identity attacks.

The Boneh-Boyen IBE scheme that was described in Chapter 9 was
created by limiting a HIBE construction to a single level of PKG. This HIBE
construction also had the property that the length of the ciphertext increased
as the number of levels in the HIBE increased. The HIBE construction that
follows is also based on the Boneh-Boyen IBE scheme, but has the additional
property that the length of the ciphertext is constant, neither increasing nor
decreasing as the number of levels in the HIBE changes.

11.3.1 BBG HIBE (Basic) Setup

Suppose that we have a single-level Boneh-Boyen IBE scheme with parameters

BB BasicParamsAdditive = (G, G, é, n, P, Py, P3, Hy, H,, v)

To extend this system to an HIBE scheme we need additional randomly
generated parameters Q1, Q,, . .., Qy that are each elements of G. This
brings the parameters for the HIBE scheme to

BBGHIBEBasicParamsAdditive
= (Gl’ GT’ é’ n, P’ P]) P?); Ql) QZ’ e e e Q[) Hl) HZ’ U)
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11.3.2 BBG HIBE (Basic) Extract

To calculate the private key Djp=(D;, D;) for the identty
ID = (IDy, ID,, . . ., IDy), the root PKG randomly generates » € Zp , calcu-
lates ¢p, = H1(ID) for 1 < i < £ and uses these values to calculate

D1=7’P

and
k
Dy=aPy+rY, qmp, Qs
i=1

11.3.3 BBG HIBE (Basic) Encryption

To encrypt the message M to Bob where Bob has the identity
ID = (IDy, ID,, . . ., ID}) for any k < /, Alice picks a random s € ZP and
calculates the ciphertext ¢ = (¢g, C1, C;) where

co M@ Hz(l/:)
Cl =sP

and
k
G, = 52 9, Qk
i=1

11.3.4 BBG HIBE (Basic) Decryption
To decrypt the ciphertext ¢ = (¢g, Cy, C3) Bob calculates

¢(Cy, Dy)
‘0@ H <?(D1, Cz))

k
é(sP, aP2 + 7’( z q[DiQi + P3))
i=1

k
é(VP, S( z q[Dl-Qi + P3)>
i=1

= @ Hz(é(jp, aPz)) = @ Hz(é(P, Pz)m)

zc‘o@Hz

= @ Hz(é(aP, Pz)s) = @ Hz(v:)
=M®H,v')® Hy(v') =M
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11.4 Example of a BBG HIBE System

The following example illustrates the operation of an HIBE system based on
the Boneh-Boyen IBE using a technique developed by Boneh, Boyen, and Goh.
Suppose that the sender Alice wants to encrypt a message M to Bob using a
three-level HIBE in which Bob’s identity has components /D1, ID;, and ID3

for which we have
qmp, =H(UDy) =2
41, = Hy(IDy) = 6

qip, = H1(UD3) =8

11.41 BBG HIBE (Basic) Setup

Suppose that we have a single-level Boneh-Boyen IBE system with parameters
BB BasicParamsAdditive = (G, G, é, n, P, Py, P53, Hy, H, v)

and that we pick additional points Q;, Q;, and Q3 to create the parameters
for the BBG HIBE system with the parameters shown in Table 11.2.

11.4.2 BBG HIBE (Basic) Extraction of Private Key

Suppose the PKG picks the random value » = 5, which it then determines the
two components of Bob’s private key (D1, D) that correspond to the identity
ID = (ID, ID,, D3) by calculating

Table 11.2

Parameters Used in Example of BBG HIBE
Parameter Value Comments
/ 3 Number of subordinate levels in HIBE
P (98, 58) Gy =(P), Gr=(é(P, P))
a 7
Py=aP (33, 100)
P, (113, 123)
Ps (98, 73)
Q, (33, 100)
Q, (33, 31)
Qs (127, 74)
V= é(P1,P2) 28 + 93/
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Dy =rP=5(98, 58) = (34, 23)

and

D, =alP, + r(q[DIQ1 +9qm,Q+ 9, Q3+ P3)
=7(113, 123) + 5[2(128, 57) + 6(33, 31) + 8(127, 74) + (98, 73)]
= (98, 58)

11.43 BBG HIBE (Basic) Encryption

Suppose that Alice picks the random value »= 5 which she then uses to encrypt
the message M to Bob by calculating the three components of the ciphertext
(Co, CI) Cz) as
co=M®H,v')=M®® H,(126 + 32i)
Cy=sP=9(98, 58) = (128, 74)
Gy = 5(411)] Qi1 +9m,Q+4q9mp,Q3+ P)
=9[2(128, 57) + 6(33, 31) + 8(127, 74) + (98, 73)] = O

11.44 BBG HIBE (Basic) Decryption
To decrypt the ciphertext (¢, C;, C;) Bob calculates

¢(Cy, Dz))
1

126 + 32:
co @ H2<m =< @ H2<—>

M ® H,(126 + 32i) ® Hy(126 + 32i) = M

11.5 Master Secret Sharing

Shamir’s secret sharing [2] provides the basis for sharing an IBE master secret
among 7 PKGs from which a user will need to receive # shares to calculate his
private key. This technique encodes a master secret as a coefficient of a polynomial
of degree r — 1. Each PKG has a point (x;, y;) that satisfies this polynomial,
so that a user with 7 of these points can uniquely determine the coefficients of
the polynomial and thus his private key while any #— 1 PKGs that collude will
be unable to determine the same private key.

Suppose that a master PKG wants to create 7 shares of a Boneh-Franklin
master secret s so that any # of these shares can be used to determine an IBE
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private key. To do this, he picks # — 1 random coefficents to determine the
polynomial

(x)=s+ajx+...+a,_1x"
1 t—1

in which the master secret is used as the constant coefficient of the polynomial
and we have that (0) = s.

The master PKG then randomly generates 7 values x; for 1 <7 <z and
distributes the pair (x;, y;) = (x;, f(x;)) to the ith PKG. When a user requests
a share of a private key from PKG number 7 for identity Qp, the PKG responds
with the pair (x;, y; Qp). From a set of #such pairs a user can uniquely calculate
his private key sQp. He does this by determining the value of sQ ;p = £(0) Qp
using Lagrange interpolation.

Because we have that

fe) =2 eit)y;

we have that

f@Qp =2, €i()y; Qp

so that

sQip=f0)Qp= 2 e;(0)y; Qp

and thus a user who receives ¢ pairs of the form (x;, y; Qp) can calculate the
Lagrange coefficients ¢; (0) and then use these to calculate his private key sQp .
Similar constructions are possible for other IBE algorithms.

11.6 Master Secret Sharing Example

Suppose that we have an IBE system that uses the Boneh-Franklin scheme in
which we want a user to have to get any three components out of a possible
five that will allow him to calculate his private key sQ;p, and that the master
PKG has the master secret s = 5 which is encoded as the constant coefficient
in the polynomial f(x) = x* + 2x+5. To implement Shamir secret sharing
among five PKGs, the master PKG can create and distribute the elements shown
in Table 11.3, where each of the values of x; are chosen randomly.
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Table 11.3
Setup for Shamir Secret Sharing for
Three Out of Five PKGs

PKG Number (i) X yi= f(x;)

Sl W =
W oo~ WN
Ol o0 N ON

Suppose that our IBE scheme uses operations of the elliptic curve £/ 37 :
)/2 = x° + 1 and that a user with identity Qjp = (98, 58) gets components
from PKGs numbered one through three and wants to calculate his private key
from the shared secrets that he receives. He will receive the components from
the three PKGs that he has selected that are shown in Table 11.4.

To calculate his private key as

Qp= Y, e0y;Qp

i=1,2,3

the user then needs to calculate the values of ¢;(0) which he finds by first
calculating the Lagrange polynomials ¢; (x). He then finds that

(x — x7) (x — x3) _ (x—3)(x—4)
(x1 —x2) (01 —x3) (2-3)2-4)

= 6(x — 3)(x — 4) (mod 11)

e1(x) =

so that

e1(0) = 6(=3)(=4) = 6(mod 11)

Table 11.4
Shares of Private Key Received by User

PKG Number X Vi 0”]

1 2 20,p = 2(98, 58) = (128, 57)
2 3 90,p = 9(98, 58) = (128, 74)
3 4 70,p = 7(98, 58) = (33, 100)
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Similarly,
() = r—x)e—x3) —-2)(x—4)
DT ey —x) by —x3) B-20G-4)
= 10(x — 2) (x — 4) (mod 11)
so that
e5(0) = 10(=2)(—4) = 3(mod 11)
and
() = (x—x)x—xp)  (x=2)(x—3)
T s m )3 —xy)  G-2)(@E-3)
= 6(x — 2)(x — 3)(mod 11)
so that

e3(0) = 6(=2)(=3) = 3(mod 11)
The user then calculates his private key as

sQmp = z e;(0)y; Qmp

i=1,2,3
=6 - (128, 57) + 3 - (128, 74) + 3 - (33, 100)

= (98, 58) + (34, 23) + (98, 73) = (34, 23)
which is equal to
sQp=5Qp =598, 58) = (34, 23)
Any three shares of the master secret will also reconstruct the same private

key sQp. So the user will also be able to reconstruct the same value of sQ;p
by using any three of the five PKGs listed in Table 11.3.
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Calculating Pairings

With the one exception of the Cocks IBE scheme that is described in Chapter
7, the operation of all IBE schemes rely on the properties of a pairing. Calculating
the value of a pairing is typically the most computationally expensive part of
implementing such algorithms and it may be necessary to carefully optimize
the calculation of pairings to make them practical.

This chapter discusses several aspects of this. Some elliptic curves are
suitable for implementing pairings while others are not. The curves that are
suitable for such use are called “pairing-friendly” curves, and finding pairing-
friendly ordinary curves is an active area of research. The structure of finite
fields also provides some shortcuts that may be used to speed pairing calculations
when some factors become irrelevant after the final exponentiation that is used
to make the Tate pairing unique. By carefully reusing intermediate results, it
is possible to calculate the product of more than one pairings more efficiently
than calculating each of the pairings separately, a fact that is particularly useful
in the implementation of both HIBE systems and the Boneh-Boyen IBE scheme.
Finally, an alternative to Miller’s algorithm for calculating the Tate pairing that
is not based on manipulating divisors is also discussed.

12.1 Pairing-Friendly Curves

As discussed in Chapter 3, a typical elliptic curve E/F, provides a structure
unsuitable for calculating a pairing because the embedding degree of subgroups
of E(F,) of large prime order is typically too high to make calculating a
pairing practical. To provide a structure suitable for implementing pairing-based
algorithms, we want the following properties:

207
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1. The existence of a subgroup of E(F,) of large prime order p.
2. A low embedding degree of E(F,).

The first of these conditions is easy to define carefully: the desired security
parameters of a system will determine the necessary order of G . Defining a
low embedding degree requires the creation of a somewhat arbitrary threshold,
however. Although an embedding degree £ < (log q)z is low enough to make
the calculation of discrete logarithms in [ ¢ efficient in a theoretical sense, a
subgroup with such an embedding degree can still provide an impractical struc-
ture for implementing a pairing. A more practical requirement is that the
embedding degree of G| with respect to p is less than (log; p)/8, where the
constant (log, p)/8 is chosen somewhat arbitrarily, although it attempts to
reflect a rough consensus amongst implementers of pairing-based algorithms.
This provides the motivation for the following definition.

Definition 12.1
An elliptic curve E/ ﬂ:q is pairing-friendly if we have that

1. There is a subgroup of E(F,) of a suitably large prime order p.
2. The embedding degree of E ([Fq) with respect to p is less than
(logy p)/8.

Note that if E/[, is supersingular and E(F,) has a subgroup of the
necessary order then E/F, is automatically pairing-friendly because we must
have £ < 6 for the embedding degree of £(IF, ). Finding pairing-friendly ordinary
curves, on the other hand, is an active area of research, but enough progress
has been made to provide enough curves to allow the relatively efficient imple-
mentation of pairing-based cryptography at the most commonly used levels of
bit strength. Among these alternatives, some choices are more efficient that
others, however. Existing techniques for generating pairing-friendly ordinary
curves use a variant of the technique for generating elliptic curve groups of a
known order that are called the complex multiplication (CM) algorithm, the
details of which are beyond the scope of this book. Generating suitable elliptic
curves using the CM algorithm [1] is based on the following property, in which
the integer D is the CM discriminant of the resulting curve and the integer #
represents its trace.

Property 12.1 (Atkin and Morain [2])

Let 4 be an odd prime such that 49 = 2 + Ds? for integers s, #, and D. Then
there is an elliptic curve £/ [Fq with #E([Fq) =qg+1-z¢

An elliptic curve can be constructed with these properties if and only if
the following conditions hold [3], none of which pose a problem for generating
ordinary curves for use in pairing-based algorithms.
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1. g is a prime or prime power.

2. pis a prime.

3. p divides g+ 1 — r.

4pl@" -Dbupfg'~Dfori<i<kt
5. 4q = #* + Ds for integers D and s.

The general strategy for finding pairing-friendly ordinary curves has the
following steps, the details of which vary depending on the embedding degree
that is required. Details of the algorithms for finding curves with particular
embedding degrees may be found in [4-9], and are beyond the scope of this
book.

1. Fix an embedding degree # and find integers #, p, and g such that
E/F, has trace ¢, E(F,) has a subgroup of large prime order p and
embedding degree 4.

2. Use the CM algorithm [1] to find the explicit form of E/ H:q.

Table 12.1 lists types of ordinary curves that are created using this strategy
that have proven to be particularly useful in attaining standard levels of bit
security while allowing relatively efficient implementations.

12.1.1 Relative Efficiency of Parameters of Pairing-Friendly Curves

One parameter that is often used to compare the relative efficiency of parameters
of a pairing-based algorithm is the size of the finite field [, relative to p, the
size of the prime-order subgroup. This parameter is denoted by p, perhaps for
relative efficiency, and is defined to be

log ¢
P=1__"-
log p
Table 121
Useful Types of Ordinary Curves
Type of Construction Embedding Degree Reference
MNT (Miyaji, Nakabayashi and Tanako) k=3,4,6 [4]
Freeman k=10 [5]
BN (Baretto-Naehrig) k=12 [6]
BW (Brezing-Weng) 18}’k [7]
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so that

loqu_ b
log p =P

In general, choices of parameters with small values of p provide the
opportunity for faster elliptic curve operations and thus may be preferred over
choices of parameters with larger values of p, although this should not be taken
as a rigid design principle as other trade-offs may be more important than the
additional speed that faster elliptic curve operations can provide. In practice,
for example, if p is close to 1 it may be difficult to find a value of p which is
a Solinas prime, and the additional speed in the pairing calculation from having
2 be a Solinas prime may more than make up for the slightly slower elliptic
curve operations that may be required for a larger value of p. For p =1, ideal
values of p, ¢, and 4 that can be used to attain standard levels of bit strength
are shown in Table 12.2.

Current research, however, has not yet found curves that meet all of the
requirements of Table 12.2. The closest fit to the ideal values that is currently
possible using known curves is shown in Table 12.3.

12.2 Eliminating Irrelevant Factors

Some factors that occur in the calculation of the Tate pairing are guaranteed
to reduce to a value to 1 after the final exponentiation that is used to create a
unique value from the pairing, and eliminating such irrelevant factors can make
the calculation of the Tate pairing much more efficient.

Table 12.2
Ideal Parameters to Attain Standard Bit-Strength Levels
for p =1 Using Ordinary Curves

Embedding
Bit Strength Size of p Degree k Size of qk
80 7 6 1,026
112 228 9 2,052
128 256 12 3,072
192 384 20 7,680
256 512 30 15,360
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Table 12.3
Best-Known Parameters to Attain Standard Bit-Strength Levels Using Ordinary Curves
Embedding
Bit Strength Size of p p Degree k Size of qk Construction
80 m 1 6 1,026 MNT
112 224 1 10 2,240 Freeman
128 256 1 12 3,072 BN
192 384 10/9 19 8,113 BW
256 512 15/14 29 15,921 BW

12.2.1 Eliminating Random Components

The Tate pairing e(P, Q) where P is a point of order 7 is calculated as
e(P, Q) = fp(Aq), where fp is a rational function with div( fp) equivalent to
the divisor 7(P) — 7n(0O) and A is a divisor equivalent to (Q) — (O). In the
simple version of the Tate pairing that was presented in Chapter 4, we avoided
the problems of dealing with evaluating fp at the point O by evaluating fp at
the divisor (Q + R) — (R) instead of at (Q) — (O).

Another strategy [9] to avoid having to deal with the point infinity is to
use a divisor equivalent to 7#(P) — #(O), perhaps using #(P + R) — n(R) to
calculate f[f, where

div(fp) =n(P+ R) — n(R)

where R is a randomly chosen point in E(F,), and use fp instead of fp to
calculate e(P, Q).

From the form div( fp) we can see that the poles and zeroes of 7 avoid
the point at infinity, making it a possible candidate for use in calculating the
Tate pairing. It turns out, however, that using such a random point to create
an equivalent divisor is actually not needed due to the way in which the final
exponentiation eliminates some components of /7 (4¢).

Suppose that p | (q/e — 1). We would like to be able to use Fermat’s little
theorem to find terms that we can ignore because they will be eliminated by
a final exponentiation when we find that

k_
L@ =Dlp _
Fortunately this turns out to be true in the cases useful to implementing

pairing-based algorithms.
Note that if & | £ we can write
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kld-1

g-1=0"-10 Y 4
i=0

If >1is the embedding degree of some group G of order p then we
must have p /r (q — 1) (otherwise the embedding degree would be no more
than 4) so that

kld—1

i-d
2 g
i=0

and thus

or that

— 1 =m(qd— 1)

for some integer 7. Then we can appeal to Fermat’s little theorem to find that
factors of the form

(q’?—l) (qd— Dm _ -1

reduce to the value of 1 after a final exponentiation, so that they can be dropped
from some calculations without changing the final value.

Now fp is a rational function with neither a zero nor pole at the point
O, so if the point P has coordinates in F, then f7(0) does also. Thus,
£ (0) is a factor what will reduce to the Value of 1 after a final exponentiation
by (9" = 1)/p so we can omit it from calculations without introducing any
error and we can calculate the reduced Tate pairing as

e, QU = (AP = £5(Q) - (0))
(4*=Dlp

) (?’—Egi) = QP
P

Suppose that R € E(ﬂ:q) with R ¢ {0, =P, Q, Q — P}. Then (P+ R) —
(R) is equivalent to (P) — (O) because they differ by the divisor of some rational
function, say
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(P+R)—(R)=(P)—(0) + div(g)
so that

div(fp) = p(P+ R) — (R)) = p((P) — (O) + div(g))
=div(fp) +p - div(g)

or that fp =fpgp.
. . ’ *
S%nce Q not a pole or zero of either fp or fp, then g(Q) € Fyt, so we
can write

FHQY I = @U@ T = (@l

because Fermat’s little theorem guarantees that

27! =

So after the final exponentiation there is essentially no difference between
fp and fp, and we can ignore any of the terms involving the random point R
in Miller’s algorithm, giving the more efficient version of it that is defined by
Algorithm 12.1, which uses the same notation in Algorithm 4.1.

Algorithm 12.1: Simplified TatePairing (simplified Miller’s algorithm for comput-
ing the Tate pairing)

t
INPUT: Elliptic curve E/F,, P e E(F,)[n] with n="Y 6;2', Q€ E(F#)
=0
OUTPUT: (P, Q)

l. f 1t |logyn], S P

Fori<t—1down to 0
2us,5(Q)
S
S« 28
If b, =1
ug, p(Q)
EARAT0))
S« S+7P

8. Return f

N A

Example 12.1

Suppose that we have the elliptic curve E/[F; :yz = x>+ x. Let P= (5, 8)
e E(Fy1)[3) and let Q = (4, 3i) € E(Fy;2). Using (4.3) we find that
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frlx, y) =y+9x+2
where
div(fp) = 3(P) — 3(0)

so that

Fp(Q)=5+3i

which gives

Fr@U V= (5430 =543

for the reduced pairing.

12.2.2 Eliminating Extension Field Divisions

In some cases, it is possible to replace the extension field division that happen
in steps 3 and 6 of Algorithm 12.1. In the case where the embedding degree
k is even, it is possible to replace these divisions with a complex conjugation
in a way that will result in the correct result after the final exponentiation
[10]. This can be very beneficial because inversions are typically very expensive
operations in a large finite field. The basis for this is to consider the field [+
as an extension of degree 2 of F ¢ where & = £/2, so that elements of F+ can
be represented as 2 + b Where a and 4 are elements of [Fa.
Expanding (2 + i6)7" as

q? d 4
(@a+ib)'=Y (416 )aq kb

k=0
we see that most of the terms are equal to zero modulo ¢ so that we have
.1\q4 .
(@a+ib)!" =a—ib

so that we have that

( 1 >q‘i‘1_ a+ ib
a+ib (ﬂ+ib)qd_1

_ﬂ+ib_(ﬂ—ib)qd
Ta-ibT a-ib

= (a— ib)1""!
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And since we can write the final exponentiation after a Tate pairing as
b d_1\(gk_
oDl = (g 1) =Dl

we see that we can replace the extension field divisions in steps 3 and 6 by
complex conjugation, which is equivalent to division in the extension field after
the final exponentiation is applied. This suggests the modification to Miller’s
algorithm that is shown in Algorithm 12.2.

Algorithm 12.2: SimplifiedTatePairingConjugation (simplified Miller’s algo-
rithm for computing the Tate pairing replacing extension field divisions with
complex conjugation)

t
INPUT: Elliptic curve E/F,, P e E(F,)[n] with n="Y 6;2', Q€ E(F#)
=0
OUTPUT: (P, Q)

l. f— 1, |logyn], S« P
2. Fori ¢~ ¢t— 1 down to 0

3. fe f2ugs(Q) - 03 5(Q)
4. §< 28

5. 1f b; = 1

6. fe=frusp(Q) - v5:p(Q)
7.8« 8+7P

8. Return f

12.2.3 Denominator Elimination

In either the basic algorithm for the Tate pairing (Algorithm 4.1) or the more
efficient version shown above (Algorithm 12.1), the denominators that appear
in Miller’s algorithm are all terms of the form vp(Q) for some point P, where
vp(Q) = xq — xp. If we have that the x-coordinates of both P and Q are
elements of [F,, then their difference is also an element of F, and will be
eliminated by a final exponentiation. If this happens, then the calculation of
the Tate pairing can be further simplified to the version shown in Algorithm
12.3, which further simplifies Algorithm 12.1.

Algorithm 12.3: SimplifiedTatePairingWithDenomElim (simplified Miller’s

algorithm for computing the Tate pairing using denominator elimination)

t
INPUT: Elliptic curve E/F,, P e E(F,)[n] with n =Y, 6;2", Q € E(F )
=0
OUTPUT: ¢(P, Q)
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1. fe l,t%Llogz n], S« P
2. Fori<t—1downto 0

3. fe 2 ug5(Q)
4, S« 28
5. 16, =1

6. f f+usp(Q)
7.8« 8§5+P
8. Return f.

Unlike the elimination of the random component that produces Algorithm
12.1, denominator elimination only works in special cases, those in which we
can guarantee that the x-coordinate of the input Q to be an element of [, .
This will happen, for example, in the case where the supersmgular curve E/[F, :
)/2 = x>+ xis used, and we calculate é(P, Q) = e(P, ¢(Q)) 7= Dlp where o)
is the distortion map given by ¢ (x, y) = (=, #y). In this case, the x-coordinate
of the output of the distortion map is an element of F,, so denommator
elimination can be used. In the case of the supersingular curve E/F, y =
x> + 1, on the other hand where we have a distortion map of the form
b(x, y) = (éx, y) where f =1, £# 1, we do not have the x-coordinate of the
output of the distortion map being an element of F , so denominator elimination
cannot be used.

12.3 Calculating the Product of Pairings

Calculating the product of pairings can be useful in two important cases. Products
of pairings are required in the implementation of many HIBE schemes, and
because we can write

e(Py, Q1)
B(PZ) QZ) - E(PI’ QI)E(P2> _QZ)
the same technique that will allow the efficient calculation of the product of
pairings can also be used to calculate the ratio of pairings, which is required in
the Boneh-Boyen IBE scheme.

To efficiently calculate the product of pairings of the form

n

[ e, Qi)

i=1
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we assume that all of the values P; are elements of the same order. This guarantees
that the loop index variable 7 in Algorithm 12.1 is shared by each of the
calculations of e(P;, Q;) so that we can combine some of the operations that
are required in the calculation of each of the separate pairings [9-11].

In particular, the accumulation steps that take place in steps 3 and 6 of
Algorithm 12.1 can be combined into a single accumulation that returns the
product of the pairings. Once this value is calculated, a single final exponentiation
is then required.

In an important special case, the computational efficiency gained by com-
bining these operations makes calculating the ratio of two pairings, like is
required in the Boneh-Boyen IBE algorithm, approximately 20% slower than
calculating a single pairing instead of twice as slow.

Algorithm 12.4: ProductOfPairings (simplified Miller’s algorithm for computing
the product of Tate pairings)
INPUT:  Elliptic curve E/ [Fq, Py, Py,...P, € E([Fq) [#] with

'
n= z 6;2', Q1, Qas - .. Qy € E(Fyt)
i=0

n
OUTPUT: [ e(?;, Q;)
i=1
f% 1,l‘<—|_10g2ﬂJ,Sl%Pl,Sz%Pz,...Sm(—Pm
2. Fori« t—1down to 0
m
us, s, (Q;)
2 2%
 fe —
ferill v2,5,(Q;)

i=1
. 51%251,52%252,...,57,1%257”
I b =1

moug,p(Q))
fe —
fesll vs,+r,(Q)

i=1
LS 2851+ P, Sy 25+ P, .., 8,8, + P,
. Return f

—

W

N

(@)}

[C BN

12.4 The Shipsey-Stange Algorithm

Although most research to date on efficient implementations of the Tate pairing
have focused on optimizing Miller’s algorithm, there has been an alternative to
Miller’s algorithm that has been recently discovered that provides a way to
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calculate the Tate pairing without requiring any manipulation of divisors. This
algorithm is due to Katherine Stange [12], and uses the properties of elliptic
nets to create an algorithm for calculating the Tate pairing.

An elliptic ner is a function that satisfies the following recursion

Wip+qg+s)W(p—q)Wr+s)W(r)
+W(g+r+s)W(g—r)W(p+s)W(p)
+Wer+p+s)Wr-p)W(g+s)W(gq) =0
Elliptic nets are closely related to elliptic curves, and can be defined in
terms of the same 0 function that underlies an elliptic curve. Stange’s remarkable

result was that it is possible to calculate the Tate pairing for P € E ([Fq) [7] with
and Q € E(ﬂ:qle) as

W(s+ np + q) W(s)
W(s+nmp) Wi+ q)

e(P, Q) =

where all of the initial conditions of the elliptic net can be calculated from
either the coefficients 2 and & of the elliptic curve £/ ﬂ:q :yz =x>+ax+ bor
from the points P = (xp, yp) and Q = (xq, yq)- This can be done as follows.

First calculate three constants A, B, and C as

A= ! (12.1)
xXp— XQ

1

B= . . (12.2)
2xp—xq)xp—xq)" = (yp+ Q)

1
=— 12.3
2yp (12.3)

Then determine the initial conditions of two sequences {c;} and {4;} as

C—Z = —2}/1) (12.4)
c_1 = -1 (125)
c0=0 (12.6)

=1 (12.7)
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c)=2yp (12.8)
4 2 2
c3=23xp+ 6axp+ 12bxp—a (12.9)

c4= 4_)/1)()6‘?) + Saxﬁ; + 20bx?) - Sazx% — 4abxp — 86% — 43)

(12.10)
and
do=1 (12.11)
dy =1 (12.12)
_ 2
dy = (2xp—xq) - <M> (12.13)
xXQ—Xxp

Additional terms of the sequences {c;} and {4;} can then be calculated
using the recursions

3 3
C2%=1= C2h+1Ck-1" Ch-2Ck (12.14)
2 2
e = Clegepsactor = cpepoacisr) (12.15)
and
2 2
dyp-1=dpr1dp_1ch-1 —dicp_scp (12.16)
2 2
dy=dprdp-1ck=dicp-1cp41 (12.17)
2 2
dypir = Aldysydjy choy = di cpepen (12.18)
2 2
dypsr=Bdys1dpyclor = dicpir s (12.19)

Once the values ¢,,; 1 and 4,41 have been calculated, it is then possible
to calculate the value of the Tate pairing as

dn+1

Cn+1

e(P, Q) =
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Example 12.2

Suppose that we have the elliptic curve E/F;; : )/2 =x’ +x Let P = (5, 8)
€ E(Fq1)[3] so that xp=5 and yp =8, and let Q = (4, 37) € E(F12) so that
xq =4 and yq = 3i. This gives the following constants:

A=1
B=9+6:
cC=9

and the following initial conditions for the elliptic net:

c =06
c_;j=-1
co=0
;=1
=5
c3=0
cs =10
dy=1
di=1
dy=3+4i
d3=9+1i
dg=5+3i

Because the order of the point P is so low, we can immediately calculate
the value of

5+ 3;
10

e(P,Q)=f—:= =6+ 8/
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which gives the value of

6P, Q)= (6+8) 1B =543

for the reduced pairing, the same result as found in Example 12.1.

Rachel Shipsey [13] invented a double-and-add technique for calculating
the values of recursions like (12.14), (12.15), and (12.16) through (12.19).
This technique gives the Shipsey-Stange algorithm for calculating the Tate
pairing using elliptic nets which is defined in Algorithm 12.5. The Shipsey-
Stange algorithm is less efficient at calculating the Tate pairing than optimized
versions of Miller’s algorithm are, but future research may close this gap and
make the algorithm more useful.

Algorithm 12.5: TateShipseyStange (Shipsey-Stange algorithm for the Tate pair-

ing using elliptic nets)

INPUT: Elliptic curve E/F, : y’=x+ax+6b, PeEF,)[n] with
t

n= 2 6,2, Qe E(Fy)
=0
OUTPUT: ¢(P, Q)

1. k1, t < |_Iog2 n]

2. Calculate 4, B, C using (12.1) through (12.2)

3. Calculate ¢_y, c_1, . . . ¢4 using (12.4) through (12.10)

4. Calculate 4, dy, dy using (12.11) through (12.13)

5. Fori <= t—1 down to 0

6. If b; = 0 then

7. Calculate ¢p5_3, . . ., cyp4 4 using (12.14) and (12.15)

8. Calculate dy;_1, dyy, dyp i1 using (12.16) through (12.19)
9. k< 2k
10. else
11. Calculate ¢34 _5, . . ., 515 using (12.14) and (12.15)
12. Calculate dyy, dyy 41, doyy o using (12.16) through (12.19)
13. ke 2k+1
14. Return d,, 1 /c,

125 Precomputation

In many calculations of pairings, the value of P in é(P, Q) is relatively fixed.
In the Boneh-Franklin IBE system, for example, if we need to calculate
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é(sP, rQp), where sP is part of the public parameters of the system, which
will rarely change. Because we calculate the value of the pairing as ¢(P, Q) =
fr(Q), if the value of the point P is fixed then the functions # and v that are
used in calculating the value of the pairing, like in step 3 of Algorithm 12.1,
are also fixed, so we can calculate the values needed to evaluate # and » once,
saving significant computational effort.

With the value of the point P is fixed, the order 7 of the point P is also
fixed, so that the iteration on the binary expansion of 7 is also fixed, so that
the functions of P that are calculated in the double-and-add iteration of the
Tate pairing, like the values of S that are calculated in steps 4 and 7 of Algorithm
12.1 are also fixed. Calculating these values once and reusing them will also
save significant computational effort in evaluating the Tate pairing.
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Appendix: Useful Test Data

Values Useful for Testing Pairing Calculations

The following values are provided to help test software that implements the
Tate pairing. They can also be used to help manually calculate the encryption
and decryption algorithms described in Chapters 8, 9, 10, and 11.

A1 Points on E/[Fq3; : yZ =x3+1

For the elliptic curve E£/F;3; :yz =x>+1and P= (98, 58) e E(Fy31)[11],
we have that ¢(x, y) = (£x, y), where £ = 65 + 1124, is a distortion map for
finite points in (). The elements of (P), the value of the distortion map at

the points of (P), as well as the values é(P, P)”, where é(P, Q) = e(P, ¢(Q))1560

are listed here.

n nP ¢ (nP) ép, P)’
1 (98, 58) (82 + 1034, 58) 28 + 93i
2 (128, 57) (67 + 571, 57) 126 + 99i
3 (113, 8) (9 + 807, 8) 85 + 80:
4 (33, 31) (49 + 284, 31) 49 + 58;
5 (34, 23) (114 + 94, 23) 39 + 24;
6 (34, 108) (114 + 94, 108) 39 + 107:
7 (33, 100) (49 + 287, 100) 49 + 734
8 (113, 123) (9 + 807, 123) 85 + 51:
9 (128, 74) (67 + 574, 74) 126 + 32:

10 (98, 73) (82 + 1034, 73) 28 + 38;

11 O O 1

225



226 Introduction to Identity-Based Encryption

A.2 Points on E/F31 : y2 = x>+ x

For the elliptic curve E£/F;3; :yz =x’+1and P= (55, 45) € E(Fy31)[11],
we have that ¢(x, y) = (130 - x, 7 - y), where £ = 65 + 1124, is a distortion
map for finite points in (). The elements of (P), the value of the distortion
map at the points of (P), as well as the values é(2, P)”, where é(P, Q) =
e(P, ¢(Q))1560 are listed here.

n nP ¢ (nP) éwp, P’
1 (55, 45) (76, 457) 126 + 32
2 (60, 33) (71, 337) 49 + 734
3 (27, 45) (104, 457) 39 + 24;
4 (49, 86) (82, 86:7) 85 + 80:
5 (121, 13) (10, 137) 28 + 93;
6 (121, 118) (10, 1187) 28 + 38;
7 (49, 45) (82, 457) 85 + 51:
8 (27, 86) (104, 867) 39 + 107:
9 (60, 98) (71, 987) 49 + 58;

10 (55, 86) (76, 867) 126 + 99:

11 O O 1

A.3 Rational Functions of Divisors for E/[Fq : y2 =x3+1

For the elliptic curve E/Fqy : y2 = x° + 1 we have that #E(Fq1) = 12. Each
of the finite elements of E([F;;) are listed next along with the rational function

fp(x, y) such that div(n(P) — n(O)) = div( fp(x, y)) for a point P of order 7.

Point Order fr(x, y)
(y+3x+ 3)2(}/+ 4x + 6)4(y + 8x + 3)4

9,12 12
" (+ 1) (x + 6)* (x + 9)*
2 2
2, 8) 6 (y+x+1; (y + 2x + 10)
x7(x+ 1)

(y + 3x + 3)*
T
7.6 12 (y+ 35+ 3 (y+ 6x+ 7 (y+ 70)°

Gt 1)+ 6) 4+ 9)*
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(10, 0)

(7, 5)

0, 1)

(5, 7)

(2’ 3)

9, 9)

12

12

x+ 1
(5 + 4x)°(y+ 5x + 4 (y + 8x + 8)*

Gt 1)+ 6) e+ 9)*
y+ 10

(y+ 8x + 8)2
x+1
(y+ 9x + 1)2(y+ 10x + 10)2
xz(x+ 1)
(y+8x+ 8)2(y+ 7x + 5)4(y+ 3x + 8)4
(x+ 1) (x + 6)* (x + 9)°

A.4 Rational Functions of Divisors for Selected Points
on E/Fqq: yZ:x3+x

For the elliptic curve E/[Fy; :y2 = x° + x we have that #E(F131) = 132. Each
of the finite elements of E(F31)[11] are listed next along with the rational

function fp(x, y) such that div(11(P) — 11(0)) = div( fp(x, y)) for a point P.

Point

(7, 8)

9, 1)

(10, 8)
(5, 3)
(8, 0)
(0, 0)
(8, 5)
(5, 8)

(10, 3)

Order

12

12

12

frx, )

(y + 8x)2(y+ 9x + 6)4(y+ 10x + 10)4
2+ 14+ 2)*
(y + 6x)2(y+ 10x + 8)2
x(x + 6)

(y + 8x)°
X

y+2x+9
(y+ 807 (y + 7x + 4 (y + 5x + 9)°
xe+ DA+ 2)4

X

(y+ 302 (y + 4x + 7 (3 + 6x + 2)*
x(x + 1)4(x+ 2)4

y+9x+2

(y+ 3x)2
x
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(y+ Sx)z(y+x+ 3)
x(x+6)2
(y+ 3x)2(y+ 2x + 5)4(y+x+ 1)4
2+ D+ 2

9, 10) 6

7, 3) 12

A.5 Rational Functions of Divisors for Selected Points on
E/Fq31 : yZ = x>+ 1

For the elliptic curve E/F;3; :y2 = x° + 1 we have that #E(F131) = 132. Each
of the finite elements of E(F;31)[11] are listed next along with the rational
function fp(x, y) such that div(n(P) — n(O)) = div( fp(x, y)) for a point of

order 7.

P= (98, 58) € E(”:131)[11]
(5 + S4x + 21) (5 + 67x + 572 (3 + 113x + 3) (s + 17x + 125)*

(98, 58) . : ’
(x+3)"(x+ 97)" (x + 98)
(128, 57) (y + 18x + 128) (y + 83« +261)2(y +2110x + 147)2 (y+ 17x + 125)°*
(x + 18)% (x + 33)* (x + 98)
(113, 8) (y+ 110x +7) (5 + 47x+252)2()' +464x+ 7422@ +103x + 12)4
(x +33)"(x + 97)" (x + 98)
(33, 31) (y+ 114x + 6) (y + 8x + 98)2 (5 + 28x + 119)* (5 + 110x + 7)*
(x + 3)% (e + 97)% (x + 18)*
(34, 23) (y+103x+ 112)(y + 12x—2|- 93)2(),;_ 18 + 1428)2(}/+ 67x + 57)4
(x+3)"(x + 18)"(x + 33)
(34, 109 QB I s WU? - +438)2()/ + Gl + 74"
(x+ 3)(x+ 18)“(x + 33)
(33, 100) (y+ 17x+125)(y + 123x + 53)2(y+ 103x + 12)2(y+ 21x + 124)4
(e +3)2(x +97)% (x + 18)*
(113, 123) (y + 21x + 124) (y + 84x +279)2(y +457x + 672)2(y + 28x + 119)4
(x+33) (x + 97)* (x + 98)
(128, 74) (y+ 113x + 3) (y + 48x+270)2(y +221x+ 1244)2(y + 114x + 6)*
(x+ 18)"(x + 33)"(x + 98)
98, 73) (5 + Ghx + 74) (y + 77x + 11002 (5 + 114x + 6)* (5 + 18x + 128)*

(o + 3)2(x + 97)4(x + 98)4
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Adaptive chosen-ciphertext attack, 94
Adaptive chosen-identity attack, 94
Adaptive chosen-plaintext attack, 93

Bilinear, 81

Bilinear Diffie-Hellman problem, 107
BN curve, 209, 211

Boneh-Boyen IBE scheme, 147
Boneh-Boyen-Goh HIBE, 198
Boneh-Franklin IBE scheme, 147
BW curve, 209, 211

Characteristic (of a field), 31

Chinese remainder theorem, 17
Chosen-identity attack, 94

Chosen-plaintext attack, 93

Ciphertext, 92

Ciphertext-only attack, 93

Cobilinear Diffie-Hellman problems, 109
Cocks IBE scheme, 131

Complex multiplication, 79, 208
Computational Diffie-Hellman problem, 105

Decision bilinear Diffie-Hellman problem,
107

Decision Diffie-Hellman problem, 106

Decryption, 92

Degree (field extension), 33

Denominator elimination, 215

Diffie-Hellman key exchange, 124

Discrete logarithm, 29

Discriminant, 45

Disjoint support, 70
Distortion map, 62
Divisor, 15, 67, 69
Divisor, principal, 69

Easy calculation, 91

Efficient algorithm, 91
ElGamal encryption, 128
Elliptic curve, 41, 44

Elliptic curve, Diffie-Hellman, 125
Elliptic curve, ordinary, 57
Elliptic curve, singular, 113
Elliptic curve, supersingular, 57
Elliptic net, 218

Embedding degree, 58
Encryption, 92
Endomorphism, 29

Fermat’s little theorem, 20
Field, 30

Final exponentiation, 78
Freeman curve, 209, 211
Fujisaki-Okamoto transform, 95

Gauss’ algorithm, 18

General number field sieve, 99
Generator (of a group), 28
Gentry-Silverberg HIBE, 192, 193
Goldwasser-Michali encryption, 121
Group, 26

Group, Abelian, 26

Grover’s algorithm, 116
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Hard calculation, 91

Hash function, cryptographic, 92
Hasse’s theorem, 57

Hierarchial IBE (HIBE), 191
Homomorphism (of fields), 31
Homomorphism (of groups), 29

Index calculus algorithm, 102
Integer factorization problem, 109
Isomorphism (of elliptic curves), 60
Isomorphism (of groups), 29
Isomosphism (of fields), 32

Jacobi symbol, 23

Jacobi symbol, computing, 24
J-invariant, 60

Joux’s three-way key exchange, 126

Key, cryptographic, 92
Known-plaintex attack, 93

Lagrange interpolation, 18, 38, 202
Legendre symbol, 22

Linearly independent, 34
Logarithm, discrete, 29

Master secret sharing, 201
Miller’s algorithm, 84
MNT curve, 209, 211

Negligible function, 91
Nondegenerate, 81

Order (field), 31

Order (group element), 26
Order (group), 28

Ordinary (elliptic curve), 57

Pairing, 83

Pairing-friendly curve, 207
Phi function, Euler’s, 19

Plaintext, 92

Point addition, elliptic curve, 47
Pollard’s rho algorithm, 98

Prime, Solinas, 16

Product of pairings, calculating, 216
Projective coordinates, 53

Proving security, 114

g-bilinear Diffie-Hellman inversion
problem, 108

g-decision bilinear Diffie-Hellman inversion
problem, 109

Quadratic nonresidue, 21

Quadratic residue, 21

Quadratic residuosity problem, 109

Quadratic twist, 61

Quantum computing, 116

Random oracle model, 115

Reduced pairing, 78

Sakai-Kasahara IBE scheme, 177
Shipsey-Stange algorithm, 217
Shor’s algorithm, 117

Singular elliptic curve, 113
Solinas prime, 16

Standard model, 115

Subgroup, 27

Supersingular (elliptic curve), 57
Support (of a divisor), 70

Tate pairing, 76

Three-way key exchange, Joux’s, 126
Trace (of an elliptic curve), 57
Trace of Frobenius, 57

Twist, 61

Weierstrass normal form, 44
Weil reciprocity, 75
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