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Foreword

After decades of growth, we are now about 5% of the way into what the
Internet has in store for our business and personal lives. Soon, a billion people
will be using the Net, empowering themselves to get what they want, when
they want it, from wherever they are. Each day we get closer to a new phase
of the Internet that will make today’s version seem primitive. Not only will this
next-generation Internet be orders of magnitude faster, but it also will be al-
ways on, everywhere, natural, intelligent, easy, and trusted.

Fast and reliable connectivity isfinally appearing and the competition to provide
it isbeginning to heat up. Cable, telecom, satellite, and the power grid are each
threatening the other and the result will be more speed, improved service, and
lower prices. More important than the speed isthe always-on connection, which
will increase propensities to use online services—and also increase expecta-
tions. The impact of WiFi is bigger than coffee shops and train stations. With
WiFi chips in handheld devices and the rapid adoption of voice over IP, the
Internet becomes available everywhere and a voice conversation becomes just
one of the many things you can do while connected. Long distance will no
longer mean anything. WiFi will soon be as secure and as fast astoday’s wired
Ethernet. Advanced antenna and radio technologies will ensure ubiquity. With
more people always on and having adequate bandwidth, information-oriented
e-businesses will lead the charge for the reemergence of the application ser-
vice provider.

Web services are enabling a global application Web where any and all applica-
tions can be linked together seamlessly. Not only will you be able to use fre-
guent flyer pointsto pay for hotel reservations online, but also to designate from
a checkbox on that same hotel Web page the airline from whose frequent-flier
program the points should be deducted.

It will soon beclear that Linux isnot about “free.” It isabout achieving scalability,
reliability, and security. The world will remain heterogeneous but the underlying
operating systems need to be open so that all can see how it works and contrib-
uteto it. The “open source” model also will mean more rapid innovation.

Security will no longer be the biggest issue—authentication will. Digital certifi-
cateswill enable people, computers, handhelds, and applications to interact se-
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curely inadistributed Web of trust. With aredesign of e-mail protocols, we also
will gain confidence and control over whom we communicate with.

The potential of the Internet is much greater than meets the eye. Asthe Inter-
net evolves, it will become so pervasive, reliable, and transparent that we will
take it for granted. It will be part of our life and, more important, begin to
simplify our lives.

One of the many magical elements of the Internet is that every computer con-
nected to it is also connected to every other computer connected to it. Thereis
no central switching office as with the telephone system. Some of the comput-
erson the Net are servers providing huge amounts of information and transac-
tions, but most of the computers are home and office PCs operated by individu-
als. When one of these individuals connects with another one, it is called a
peer-to-peer connection.

Like most technol ogies that have gained attention on the Internet, peer-to-peer
is not a new idea. Peer-to-peer went mainstream during the dot com era of the
late 1990s when a teenager named Shawn Fenning appeared on the cover of
Time magazine after having founded a company called Napster. Napster de-
vised atechnology for using peer-to-peer connections to exchange compressed
music files (MP3s). Because M P3 music downloaded from the Net sounds the
same as music from a CD, and because there are millions of college students
with fast Internet connections, the peer-to-peer phenomenon experienced a
meteoric growth in popularity.

Therecording industry should have anticipated music sharing but instead found
itself on the defense and then resorted to legal action to stem the tide. Over the
next few years, we will find out if it wastoo late and the upstarts such as tunes
will reshape the music industry.

But peer-to-peer is much bigger than music sharing. It isalso information shar-
ing. Not just college students but also business colleagues. Not just music but
video conferences. Not just for fun but for serious collaboration in business,
government, medicine, and academia. Not just person to person but peer-to-
peer networks of many persons—millions, perhaps hundreds of millions. Not
just communicating and sharing but combining the computing power of large
numbers of computers to find life in outer space, a cure for cancer, or how to
untangle the human genome.

It is understandabl e that the music industry committed itself to an all-out fight
against the explosion of peer-to-peer file sharing networks. It is also under-
standable that many major enterprises have banned peer-to-peer file sharing
tools because of aconcern that their employees may be importing illegally ob-
tained intellectual property and also out of a justified fear that peer-to-peer
networks have spread deadly viruses.

Peer-to-peer is too important to be categorically banned. It needs to be under-
stood and exploited for its merits while policy makers work through the legal
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and societal issues. Once we truly understand peer-to-peer, we will find that
the reality exceeds the hype.

Peer-to-Peer computing: The Evolution of a Disruptive Technology is an
important book because it unravels the details of peer-to-peer. This cohesive
body of work focuses on the genesis of peer-to-peer—the technologies it is
based on, its growth, itsadoption in various application areas, and its economic
and legal aspects. It also goes deep into peer-to-peer across a broad range of
technologiesincluding file sharing, e-mail, grid-based computing, collaborative
computing, digital asset management, virtual organizations, new ways of doing
business, and thelegal implications.

Subramanian and Goodman combine their academic and technology talents to
create a compendium filled with practical ideas from existing projects. The
book offers a view of peer-to-peer through a series of current articles from
academics, IT practitioners, and consultants from around the world.

If you are interested in a complete picture of peer-to-peer technologies, their
foundations and development over the years, their applications and business
and commercial aspects, then thisis a great reference text. Whether you want
to gain a basic understanding of peer-to-peer or dive deep into the complex
technical aspects, you will find this book a great way to gain ideas into the
future of peer-to-peer computing.

John R. Patrick
President, Attitude LLC
Connecticut

May 2004



Preface

In May 1999, Shawn Fanning and Sean Parker created Napster Inc., thus be-
ginning an unforeseen revolution. At the time, Napster was arguably the most
controversial free peer-to-peer (P2P) file sharing system the Internet had ever
seen. Napster was in many ways an expression of the underground movement
that came beforeit—the world of bulletin board systems, anonymous FTP serv-
ers, and the idea of warez. Warez refers to pirated software that has been
modified or packaged with registration information. Anyone in possession of
warez is able to install and run the software as if they had purchased the real
license. The successful propagation of pirated software on the Internet is di-
rectly attributable to the ease with which loosely associated but highly orga-
nized communities can be formed and maintained on the Net. Napster not only
answered the need for an easy way to find and share music files, but it also
built a community around that concept. People make copies of video, audio-
tapes, and CDsfor personal use all the time. They sometimes share these cop-
ies with other people as simply part of their social mores. The advent of the
MP3 audio format has made the exchange of music all the more easy. People
can quickly digitize their music collections and share them with others, using
the Internet. Indeed, the Internet provides an extraordinary ability to abuse
copyright; it isfast, relatively easy, and with the entry of file sharing software,
music can be shared with not just one friend, but with anybody in the world who
desiresit.

Let’'sfast-forward to the present time. Now, after endless|itigation spearheaded
by the Recording Industry Association of America (RIAA), Napster is a for-
profit business with strong ties to the music trade—a different avatar from its
original revolutionary self.

Chronologies of P2P computing often begin with a reference to Napster. It is
the most popular example of just how powerfully one-to-one and one-to-many
communications can be realized through computing technology. However, if we
look further back, instant messaging was probably an earlier incarnation of
P2P. Instant messaging represents a different form of communication. People
no longer write as many e-mails—they are engaging in real-time messaging.



I nstant messaging provides acompelling hybrid of the telephone and letter writ-
ing; all the immediacy of a phone call with all the control of an e-mail. Instant
messaging has transformed the Internet landscape and continues to revol ution-
ize the business world.

In fact, from a technology viewpoint, peer-to-peer computing is one of those
revisitsto past technol ogies and mind-sets. Often, really great ideasareinitially
met with little embrace as the environment in which they might flourish lacks
nourishment. The concepts that made Napster a reality are not new. Napster
simply became an icon of the great P2P underground movement by bringing to
reality some of the most basic networking concepts that have existed for along
time. Napster’s success was shared by other similar, contemporaneous tools,
and the buzz this generated underscored the fact that the time was indeed right
for atechnology revisit.

P2P computing has become so commonplace now that some regard it as old
news. However, the reality isthat we have yet to discover all the ramifications
of P2P computing—the maturity of peer systems, the proliferation of P2P ap-
plications, and the continually evolving P2P concepts are new.

The goal of thisbook isto provideinsight into this continuing evolution of P2P
computing more than four years after its popular and notorious debut. It draws
upon recent relevant research from both academia and industry to help the
reader understand the concepts, evolution, breadth, and influence of P2P tech-
nologies and the impact that these technologies have had on the IT world. In
order to explore the evolution of P2P as a disruptive technology, this book has
been broken up into three major sections. Section | begins by exploring some of
P2P's past—the basic underpinnings, the networks, and the direction they be-
gan to take as distribution and data systems. Section |l addresses trust, security
and law in P2P systems and communities. Section Il explores P2P's domain
proliferation. It attempts to capture some of the areas that have been irrevers-
ibly influenced by P2P approaches, specifically in the area of collaboration,
Web services, and grid computing.

L ooking at Disruptive Technologies

Disruptive technologies are at the heart of change in research and industry.
The obvious challengeisto distinguish the hype from reality. Gartner Research’s
“Hype Cycles” work (see Figure 1) chartstechnologies along alife-cycle path,
identifying when the technol ogy isjust abuzzword through to itslate maturation
or productivity (Linden and Fenn, 2001, 2003). In 2002, peer-to-peer computing
was entering the Trough of Disillusionment. This part of the curve represents
the technologies' failure to meet the hyped expectations. Every technology en-
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Figure 1. Hype cycles

Visibility
A Don't Join in Just Because It's “In”
Positive Negative
Hype Hype

Don’t Miss Qut Just Because It's “"Out”

Technology Peak of Inflated Trough of Slope of Flateau of
Trigger Expectations Disillusicnment Erlightenment Productivity
Maturity

Source: Gartner Research (May 2003)

ters this stage where activities in the space are less visible. Business and ven-
ture capitalists continue to spend time and money as the movement climbs the
Sope of Enlightenment beginning the path of adoption. It isthought that peer-
to-peer will plateau anywhere from the year 2007 to 2012. As the peer-to-peer
mind-set continues to permeate and flourish acrossindustries, thereisagreater
need to take a careful reading of the technology pulse. Peer-to-peer represents
more than file sharing and decentralized networks. This book is a collection of
chapters exemplifying cross-domain P2P proliferation—a check of the P2P pulse.

The Book

Section | of the book deals with the issues of “then and how” —understanding
P2P spirit, networks, content distribution, and data storage.

In Chapter |, Detlef Schoder, Kai Fischbach, and Christian Schmitt review the
core concepts in peer-to-peer networking. Some of the issues that the authors
address are the management of resources such as bandwidth, storage, informa-
tion, files, and processor cycles using P2P networks. They introduce a model
that differentiates P2P infrastructures, P2P applications, and P2P communities.
Schoder et al. also address some of the main technical as well as social chal-
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lenges that need to be overcome in order to make the use of P2P more wide-
spread.

Choon Hoong Ding, Sarana Nutanong, and Rajkumar Buyya continue the over-
view of P2P computing in Chapter |1 with aspecial focus on network topologies
used in popular P2P systems. The authors identify and describe P2P architec-
tural models and provide a comparison of four popular file sharing software—
namely, Napster, Gnutella, Fasttrack, and OpenFT.

Historically, most peer-to-peer work is done in the area of data sharing and
storage. Chapter |11 focuses on modern methods and systems addressing data
management issues in organizations. Dinesh Verma focuses on the data stor-
age problem and describes a peer-to-peer approach for managing data backup
and recovery in an enterprise environment. Verma argues that data manage-
ment systems in enterprises constitute a significant portion of the total cost of
management. The maintenance of a large dedicated backup server for data
management requires a highly scalable network and storage infrastructure, |ead-
ing to amajor expense. Verma suggests that an alternative peer-to-peer para-
digm for data management can provide an approach that provides equivalent
performance at a fraction of the cost of the centralized backup system.

Continuing the theme of data storage, Cristina Schmidt and Manish Parashar
investigate peer-to-peer (P2P) storage and discovery systems in Chapter V.
They present classification of existing P2P discovery systems, the advantages
and disadvantages of each category, and survey existing systemsin each class.
They then describe the design, operation, and applications of Squid, a P2P in-
formation discovery system that supports flexible queries with search guaran-
tees.

Section |11 of the book shifts the focus to systems and assets, and the issues
arising from decentralized networks in diverse areas such as security and law.

In Chapter V, Ross Lee Graham traces the history of peered, distributed net-
works, and focuses on their taxonomy. He then introduces nomadic networks
as implementations of peer-to-peer networks, and discusses the security issues
in such networks, and then provides a discussion on security policiesthat could
be adopted with aview to building trust management.

Sridhar Asvathanarayanan takes a data-centered approach in Chapter VI, and
details some of the security issues associated with databases in peer networks.
Microsoft Windows® is currently one of the most popular operating systemsin
theworld and in turn isa common target environment for peer-to-peer applica-
tions, services, and security threats. Asvathanarayanan uses Microsoft® SQL
server as an example to discuss the security issues involved in extracting sen-
sitive data through ODBC (open database connectivity) messages and sug-
gests ways in which the process could be rendered more secure. The author
underscores that security starts by analyzing and being treated at the technol-
ogy level.
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Michael Bursell offers a more holistic focus on security in Chapter VII by
examining the issue of security in peer-to-peer (P2P) systems from the stand-
point of trust. The author defines trust, explains why it matters and argues that
trust as a social phenomenon. Taking this socio-technical systems view, the
author identifies and discusses three key areas of importance related to trust:
identity, social contexts, and punishment and deterrence. A better understand-
ing of these areas and the trade-offs associated with them can help in the
design, implementation, and running of P2P systems.

In Chapter VIII, law professor Stacey Dogan discusses the challenges that
peer-to-peer networks pose to the legal and economic framework of United
States Copyright Law. According to Dogan, peer-to-peer networks “debunk
the historical assumption that copyright holders could capture their core mar-
kets by insisting on licenses from commercial copiersand distributors who ac-
tively handled their content.” The main way by which peer-to-peer networks
accomplish that isthrough the adherence to communitarian val ues such as sharing
and trust. In this chapter, the author explains why peer-to-peer technology
presents such a challenge for copyright, and explores some of the pending pro-
posals to solve the current dilemma.

After addressing the complex and seemingly intractable issues such as security
and law as they relate to peer-to-peer networks, we move to Section Il of the
book, which deal s with P2P domain proliferation—the applications of peer-to-
peer computing, and the perspectives and influences of peer concepts in the
areas of collaboration, Web services, and grid computing.

Peer-to-peer computing has been promoted especially by academics and prac-
titioners alike as the next paradigm in person-to-person collaboration. In Chap-
ter 1X, Werner Geyer, Juergen Vogel, Li-Te Cheng, and Michael Muller de-
scribe the design and system architecture of such a system that could be used
for personal collaboration. Their system uses the notion of shared objects such
as achat mechanism and a shared whiteboard that allow usersto collaboratein
arich but lightweight manner. Thisis achieved by organizing different types of
shared artifacts into semistructured activities with dynamic membership, hier-
archical object relationships, and synchronous and asynchronous collaboration.
The authors present the design of a prototype system and then develop an
enhanced consistency control algorithm that istailored to the needs of this new
environment. Finally, they demonstrate the performance of this approach through
simulation results.

In Chapter X, Vladimir Soroka, Michal Jacovi, and Yoelle Maarek continue the
thread on P2P collaboration and analyze the characteristics that make a system
peer-to-peer and offer a P2P litmus test. The authors classify P2P knowledge
sharing and collaboration models and propose a framework for a peer-to-peer
systems implementation that is an advancement over existing models. They
refer to this model as the second degree peer-to-peer model, and illustrate it
with ReachOut, atool for peer support and community building.
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In Chapter X1, Giorgos Cheliotis, Chris Kenyon, and Rajkumar Buyya intro-
duce a new angle to the discussion of P2P applications and implementations.
They argue that even though several technical approaches to resource sharing
through peer-to-peer computing have been established, in practice, sharing is
still at arudimentary stage, and the commercial adoption of P2P technologiesis
slow because the existing technol ogies do not help an organization decide how
best to allocate its resources. They compare this situation with financial and
commodity markets, which “have proved very successful at dynamic allocation
of different resource types to many different organizations.” Therefore they
propose that the lessons learned from finance could be applied to P2P imple-
mentations. They present 10 basic lessons for resource sharing derived from a
financial perspective and modify them by considering the nature and context of
IT resources.

In Chapter X11, Xin Li and Aryya Gangopadhyay introduce applications of Web
services in bioinformatics as a specialized application of peer-to-peer (P2P)
computing. They explain the relationship between P2P and applications of Web
servicesin bioinformatics, state some problemsfaced in current bioinformatics
tools, and describe the mechanism of Web services framework. The authors
then argue that a Web services framework can help to address those problems
and give amethodol ogy to solve the problemsin terms of composition, integra-
tion, automation, and discovery.

In Chapter 13, Irwin Boutboul and Dikran Meliksetian describe a method for
content delivery within a computational grid environment. They state that the
increasing use of online rich-media content, such as audio and video, has cre-
ated new stress pointsin the areas of content delivery. Similarly, theincreasing
size of software packages puts more stress on content delivery networks. New
applications are emerging in such fields as bio-informatics and the life sciences
that have increasingly larger requirements for data. In parallel, to the increas-
ing size of the data sets, the expectations of end users for shorter response
times and better on-demand services are becoming more stringent. Moreover,
content delivery requires strict security, integrity, and access control measures.

All those requirements create bottlenecks in content delivery networks and
lead to the requirements for expensive delivery centers. The authors argue that
the technologies that have been devel oped to support data retrieval from net-
works are becoming obsolete, and propose a grid-based approach that builds
upon both grid technologies and P2P to solve the content delivery issue. This
brings usfull circle and exemplifies how at the core of content distribution lies
adiscernible P2P flavor.



XV

Refer ences

Linden, A., & Fenn, J. (2001). 2002 emerging technol ogies hype cycle: Trigger
to peak. Gartner, COM-16-3485, 2.

Linden, A., & Fenn, J. (2003). Understanding Gartner’s hype cycles. Gartner,
R-20-1971.



XVi

Acknowledgments

We would like to thank all the authorsfor their diverse and excellent
contributions to this book. We would also like to thank all of our
reviewers and the editors and support staff at the Idea Group Inc..
Wewould especially liketo thank our institutions—IBM Corporation
and Quinnipiac University—for their generous understanding and sup-
port in providing the time and resourcesto bring such diverse worlds
together. Finally, we would like to express our deepest gratitude to
our families, friends, and colleagues for all their support during this
project.

Ramesh Subramanian
North Haven, Connecticut

Brian D. Goodman
New York, New York

May 2004



Section |

Then and Now:
Understanding
P2P Spirit, Networks,
Content Distribution
and Data Storage






Core Concepts in Peer-to-Peer Networking 1

Chapter |

CoreConcepts
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Networ King

Detlef Schoder
University of Cologne, Germany

Kai Fischbach
University of Cologne, Germany

Christian Schmitt
University of Cologne, Germany

Abstract

This chapter reviews core concepts of peer-to-peer (P2P) networking. It
highlights the management of resources, such as bandwidth, storage,
information, files, and processor cycles based on P2P networks. A model
differentiating P2P infrastructures, P2P applications, and P2P communities
is introduced. This model provides a better understanding of the different
perspectives of P2P. Key technical and social challenges that still limit the
potential of information systems based on P2P architectures are discussed.

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



2 Schoder, Fischbach and Schmitt

I ntroduction

Peer-to-peer (P2P) has become one of the most widely discussed terms in
informationtechnol ogy (Schoder, Fischbach, & Teichmann, 2002; Shirky, True-
love, Dornfest, Gonze, & Dougherty, 2001). Theterm peer-to-peer referstothe
concept that in a network of equals (peers) using appropriate information and
communication systems, two or more individuals are able to spontaneously
collaborate without necessarily needing central coordination (Schoder &
Fischbach, 2003). In contrast to client/server networks, P2P networks promise
improved scalability, lower cost of ownership, self-organized and decentralized
coordination of previously underused or limited resources, greater fault toler-
ance, and better support for building ad hoc networks. In addition, P2P networks
provideopportunitiesfor new user scenariosthat could scarcely beimplemented
using customary approaches.

This chapter is structured asfollows: Thefirst paragraph presents an overview
of the basic principles of P2P networks. Further on, aframework isintroduced
which servesto clarify the various perspectives from which P2P networks can
be observed: P2P infrastructures, P2P applications, P2P communities. The
following paragraphs provide a detailed description of each of the three
corresponding levels. First, the main challenges—namely, interoperability and
security—of P2Pinfrastructures, which act asafoundation for the abovelevels,
are discussed. In addition, the most promising projects in that area are high-
lighted. Second, the fundamental design approaches for implementing P2P
applications for the management of resources, such as bandwidth, storage,
information, files, and processor cycles, are explained. Finally, socioeconomic
phenomena, such as free-riding and trust, which are of importance to P2P
communities, arediscussed. Thechapter concludeswith asummary and outlook.

P2P Networks: Characteristics and a
Three-Level Model

Theshared provision of distributed resourcesand services, decentralization and
autonomy are characteristic of P2P networks (M. Miller, 2001; Barkai, 2001,
Aberer & Hauswirth, 2002, Schoder & Fischbach, 2002; Schoder et al., 2002;
Schollmeier, 2002):

1.  Sharing of distributed resources and services. In a P2P network each node
can provide both client and server functionality, that is, it can act asboth a

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of ldea Group Inc. is prohibited.
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provider and consumer of servicesor resources, such asinformation, files,
bandwidth, storage and processor cycles. Occasionally, these network
nodes are referred to as servents—derived from the terms client and
server.

2.  Decentralization: Thereisno central coordinating authority for the organi-
zation of the network (setup aspect) or the use of resources and commu-
nication between the peersin the network (sequence aspect). This applies
in particular to the fact that no node has central control over the other. In
this respect, communication between peers takes place directly.

Frequently, adistinction is made between pure and hybrid P2P networks.
Due to the fact that all components share equal rights and equivalent
functions, pure P2P networks represent the reference type of P2P design.
Within these structures there is no entity that has a global view of the
network (Barkai, 2001, p. 15; Yang & Garcia-Molina, 2001). Inhybrid P2P
networks, selected functions, such as indexing or authentication, are
allocated to a subset of nodes that as a result, assume the role of a
coordinating entity. Thistype of network architecture combines P2P and
client/server principles(Minar, 2001, 2002).

3. Autonomy: Each nodeinaP2P network can autonomously determinewhen
and to what extent it makes its resources available to other entities.

On the basis of these characteristics, P2P can be understood as one of the ol dest
architecturesintheworld of telecommunication (Oram, 2001). In thissense, the
Usenet, with itsdiscussion groups, and the early Internet, or ARPANET, can be
classified as P2P networks. Asaresult, there are authors who maintain that P2P
will lead the Internet back to its origins—to the days when every computer had
equal rightsin the network (Minar & Hedlund, 2001).

Decreasing costsfor theincreasing availability of processor cycles, bandwidth,
and storage, accompanied by the growth of the Internet have created new fields
of applicationfor P2P networks. Intherecent past, thishasresultedinadramatic
increase in the number of P2P applications and controversial discussions
regarding limits and performance, as well as the economic, social, and legal
implications of such applications (Schoder et al., 2002; Smith, Clippinger, &
Konsynski, 2003). Thethreelevel model presented bel ow, which consistsof P2P
infrastructures, P2P applications, and P2P communities, resolves the lack of
clarity in respect to terminology, which currently exists in both theory and
practice.

Level 1 represents P2P infrastructures. P2P infrastructures are positioned
above existing telecommunication networks, which act as a foundation for all
levels. P2P infrastructures provide communication, integration, and transl ation
functions between IT components. They provide servicesthat assist in locating
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Figure 1. Levels of P2P networks

Level 3: P2P Communities

Cooperative interaction between persons with similar
interests or rights

Level 2: P2P Applications
P2P Networks
Applications based on P2P infrastructures

Level 1: P2P Infrastructures

Communication mechanisms and techniques
and integration of IT components

Telecommunication Networks

and communicating with peers in the network and identifying, using, and
exchanging resources, aswell asinitiating security processes such as authenti-
cation and authorization.

Level 2 consists of P2P applications that use services of P2P infrastructures.
They are geared to enable communication and collaboration of entities in the
absence of central control.

Level 3focuseson social interaction phenomena, in particular, the formation of
communities and the dynamics within them.

In contrast to Levels 1 and 2, where the term peer essentially refersto technical
entities, in Level 3 the significance of the term peer is interpreted in a
nontechnical sense (peer as person).

P2P I nfrastructures

The term P2P infrastructures refers to mechanisms and techniques that
provide communication, integration, and translation functions between IT
componentsin general, and applications, in particular. The core function isthe
provision of interoperability with the aim of establishing apowerful, integrated
P2P infrastructure. This infrastructure acts as a “P2P Service Platform” with
standardized APIs and middleware which in principle, can be used by any
application (Schoder & Fischbach, 2002; Shirky et al., 2001; Smithet al., 2003).

Among the services that the P2P infrastructure makes available for the
respective applications, security has become particularly significant (Barkai,
2001). Security is currently viewed as the central challenge that has to be
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resolved if P2P networks are to become interesting for business use (Damker,
2002).

I nter operability

Interoperability referstotheability of any entity (deviceor application) to speak
to, exchange data with, and be understood by any other entity (L oesgen, n.d.).
At present, interoperability between various P2P networks scarcely exists. The
developers of P2P systems are confronted with heterogeneous software and
hardware environments as well as telecommunication infrastructures with
varying latency and bandwidth. Efforts are being made, however, to establish a
common infrastructure for P2P applications with standardized interfaces. This
isalso aimed at shortening devel opment timesand simplifying theintegration of
applicationsinexisting systems(Barkai, 2001; Wiley, 2001). In particular, within
the World Wide Web Consortium (W3C) (W3C, 2004) and the Global Grid
Forum (GGF, n.d.) discussions aretaking place about suitabl e architectures and
protocolsto achieve this aim. Candidates for a standardized P2P infrastructure
designed to ensureinteroperability include JXTA, Magi, Web services, Jabber,
and Groove (Baker, Buyya, & Laforenza, 2002; Schoder et al., 2002).

e« JXTAisanopenplatformthat aimsat creating avirtual network of various
digital devicesthat can communicate viaheterogeneous P2P networksand
communities. The specificationincludes protocol sfor locating, coordinat-
ing, monitoring and the communicati on between peers(Gong, 2001; Project
IXTA, n.d.).

. Magi is designed to set up secure, platform-independent, collaborative
applications based on Web standards. A characteristic of Magi is the
shared use of information and the exchange of messages between devices
of any type, in particular, handheld devices (Bolcer et al., 2000).

»  Webservicesarefrequently classified asan application areain the context
of P2P. However, they represent a complementary conceptual design,
which can be used as one of the technological foundations for P2P
applications. Evidence of this, for example, is the growing change in
direction of the middleware initiatives of the National Science Foundation
andtheGlobal Grid Forumtoward Web services. Bothinitiativesenjoy wide
acceptance in both research and practice and are leading the way in the
continuing development of grid computing. With their own initiatives,
important playersin the market, such as Microsoft with .NET (Dasgupta,
2001), IBM with WebSphere, and Sun with SUnONE, are pushing forward
the development of Web services. Key technologies of Web services are
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the Extensible Markup Language as a file format, the Simple Object
Access Protocol for communication, the Web Services Description Lan-
guagefor the description of services, the Web Services Flow Languagefor
the description of work flows, and Universal Description, Discovery, and
Integration for the publication and location of services (Baker et al., 2002;
Bellwood et al., 2003; Web services activity, 2004; Wojciechowski &
Weinhardt, 2002).

e TheJabber Open Source Project (Jabber, 2004) isaimed at providing added
value for users of instant messaging systems. Jabber functions as a
converter, providing compatibility between the most frequently used and
incompatibleinstant messaging systemsof providers, suchasY ahoo, AOL,
and M SN. This enables users of the Jabber network to exchange messages
and present information with other peers, regardless of which proprietary
instant messaging network they actually use. Within the framework of the
Jabber-as-Middleware-Initiative, Jabber devel opersare currently working
on a protocol that is aimed at extending the existing person-to-person
functionality to person-to-machine and machine-to-machine communica-
tion (J. Miller, 2001).

e The Groove platform provides system services that are required as a
foundation for implementing P2P applications. A well-known sample
applicationthat utilizesthisplatformisthe P2P Groupware Groove Virtual
Office. The platform provides storage, synchronization, connection, secu-
rity and awarenessservices. Inaddition, itincludesadevelopment environ-
ment that can be used to create applications or to expand or adapt them.
Thisfacilitatesthe integration of existing infrastructures and applications
(such as Web Services or .NET Framework) (Edwards, 2002).

Security

The shared use of resources frequently takes place between peers that do not
know each other and, as a result, do not necessarily trust each other. In many
cases, the use of P2P applications requires granting third parties access to the
resources of aninternal system, for example, in order to sharefilesor processor
cycles. Opening an information system to communicate with, or grant accessto,
third partiescan havecritical sideeffects. Thisfrequently resultsin conventional
security mechanisms, such asfirewall software, being circumvented. A further
exampleiscommunication viainstant messaging software. I nthiscase, commu-
nication often takes place without the use of encryption. Asaresult, the security
goal of confidentiality is endangered. Techniques and methods for providing
authentication, authorization, avail ability checks, dataintegrity, and confidential -
ity are among the key challengesrelated to P2P infrastructures (Damker, 2002).
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A detailed discussion of the security problems which are specifically related to
P2P, as well as prototypical implementations and conceptual designs can be
found in Barkai (2001), Damker (2002), Udell, Asthagiri, and Tuvell (2001),
Groove Networks (2004), Grid Security (2004), Foster, Kesselman, Tsudic, and
Tuecke (1998), and Butler et al. (2000).

P2P Applications:
Resource M anagement Aspects

Intherespectiveliterature, P2P applicationsareoften classified accordingtothe
categories of instant messaging, file sharing, grid computing and collaboration
(Schoder & Fischbach, 2002; Shirky etal., 2001). Thisform of classification has
developed over time and fails to make clear distinctions. Today, in many cases
the categories can be seen to be merging. For this reason, the structure of the
following sections is organized according to resource aspects, which in our
opinion, arebetter suited to providing an understanding of the basi c principlesof
P2P networks and the way they function. Primary emphasis is placed on
providing anoverview of possibleapproachesfor coordinating thevarioustypes
of resources, thatis, information, files, bandwidth, storage, and processor cycles
in P2P networks.

I nformation

Thefollowing sectionsexplain the deployment of P2P networks using examples
of the exchange and shared use of presence information, of document manage-
ment, and collaboration.

. Presenceinformation: Presenceinformation playsavery importantrolein
respect to P2P applications. It is decisive in the self-organization of P2P
networks because it provides information about which peers and which
resources are available in the network. It enables peers to establish direct
contact to other peers and inquire about resources. A widely distributed
example of P2P applicationsthat essentially use presence information are
instant messaging systems. These systems offer peers the opportunity to
passoninformation viathe network, such aswhether they are availablefor
communication processes. A more detailed description of the underlying
architecture of instant messaging system can be found in Hummel (2002).
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The use of presence information is interesting for the shared use of
processor cycles and in scenarios related to omnipresent computers and
information availability (ubiquitouscomputing). Applicationscanindepen-
dently recognize which peers are avail able to them within acomputer grid
and determinehow intensive computing tasks can bedistributed amongidle
processor cycles of the respective peers. Consequently, in ubiquitous
computing environmentsit ishel pful if amobile device canindependently
recognize those peers which are availablein its environment, for example
inorder to request Web Services, information, storage or processor cycles.
Thetechnological principlesof thistype of communicationarediscussedin
Wojciechowski and Weinhardt (2002).

. Document management: Customary, Document Management Systems
(DMS), which are usually centrally organized, permit shared storage,
management, and use of data. However, it is only possible to access data
that have been placed in the central repository of the DMS. As a result,
additional effort is required to create a centralized index of relevant
documents. Experience shows that a large portion of the documents
created in acompany are distributed among desktop PCs, without acentral
repository having any knowledge of their existence. Inthis case, the use of
P2P networks can be of assistance. For example, by using the NextPage-
NXT 4 platform, it is possible to set up networks that create a connected
repository fromthelocal dataontheindividual peers(Next Pagelnc.,n.d.).
Indexing and categorization of datais accomplished by each peer on the
basisof individually selected criteria.

In addition to linking distributed data sources, P2P applicationa can offer
services for the aggregation of information and the formation of self-
organized P2P knowledge networks. Opencola (L euf, 2002) was one of the
first P2P applications that offer their users the opportunity to gather
distributed information in the network from the areas of knowledge that
interest them. For this purpose, users create folders on their desktop that
are assigned keywords that correspond to their area of interest. Opencola
then searches the knowl edge network independently and continuously for
available peers that have corresponding or similar areas of knowledge
without being dependent on centrally administeredinformation. Documents
from relevant peersare analyzed, suggested to the user as appropriate, and
automatically duplicated in the user’ sfolder. If the user rejects respective
suggestions, the search criteriaare corrected. The use of Opencolaresults
in aspontaneous networking of userswith similar interests without aneed
for a central control.

. Collaboration: P2P groupware permits document management at thelevel
of closed working groups. As a result, team members can communicate
synchronously, conduct joint online meetings, and edit shared documents,
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either synchronously or asynchronously. In client/server-based groupware
acorresponding working areafor the management of central data hasto be
set up and administered on the server for each working group. In order to
avoid this additional administration task, P2P networks can be used for
collaborativework. The currently best-known applicationfor collaborative
work based on the principles of P2P networks is Groove Virtual Office.
This system offers similar functions (instant messaging, file sharing,
notification, co-browsing, whiteboards, voice conferences, and data bases
with real-time synchronization) to those of the widely used client/server-
based Lotus products, Notes, Quickplace, and Sametime, but does not
require central datamanagement. All of the data created are stored on each
peer and are synchronized automatically. If peers cannot reach each other
directly, thereistheoption of asynchronoussynchronizationviaadirectory
and relay server. Groove Virtual Offce offers users the opportunity to set
up so-called shared spaces that provide a shared working environment for
virtual teams formed on an ad hoc basis, aswell asto invite other usersto
work in these teams. Groove Virtual Office can be expanded by system
developers. A development environment, the Groove Development Kit, is
available for this purpose (Edwards, 2002).

Files

Filesharingisprobably the most widespread P2P application. It isestimated that
as much as 70% of the network traffic in the Internet can be attributed to the
exchange of files, in particular musicfiles (Stump, 2002) (morethan onebillion
downloads of music files can be listed each week [Oberholzer & Strumpf,
2004]). Characteristic of file sharing isthat peersthat have downloaded thefiles
intheroleof aclient subsequently makethem availableto other peersintherole
of aserver. A central problem for P2P networksin general, and for file sharing
in particular, islocating resources (lookup problem) (Balakrishnan, Kaashoek,
Karger, Morris, & Stoica, 2003). In the context of file sharing systems, three
different algorithms have devel oped: the flooded request model, the centralized
directory model, and the document routing model (Milojicicet al., 2002). These
can be illustrated best by using their prominent implementations—Gnutella,
Napster, and Freenet.

P2P networksthat are based on the Gnutella protocol function without acentral
coordination authority. All peers have equal rights within the network. Search
requests are routed through the network according to the flooded request model
which means that a search request is passed on to a predetermined number of
peers. If they cannot answer the request, they pass it on to other nodes until a
predetermined search depth (ttl = time-to-live) has been reached or the re-
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guested file has been located. Positive search results are then sent to the
requesting entity which canthendownloadthedesiredfiledirectly fromtheentity
thatisofferingit. A detailed description of searchesin Gnutellanetworks, aswell
as an analysis of the protocol, can be found in Ripeanu, Foster, and lamnitchi
(2002) and Ripeanu (2001). Due to the fact that the effort for the search,
measured in messages, increases exponentially with the depth of the search, the
inefficiency of simple implementations of this search principleis obvious. In
addition, thereisno guaranteethat aresourcewill actually belocated. Operating
subject to certain prerequisites (such as nonrandomly structured networks),
numerous prototypical implementations (for example, Aberer et al., 2003;
Crowcroft & Pratt, 2002; Dabek et al., 2001; Druschel & Rowstron, 2001; Nejdl,
etal. 2003; Pandurangan & Upfal, 2001; Ratnasamy, Francis, Handley, Karp, &
Shenker, 2001; Lv, Cao, Cohen, Li, & Shenker, 2002; Zhao et al., 2004)
demonstrate how searches can be effected more “intelligently” (see, in particu-
lar, Druschel, Kaashoek, & Rowstron [2002], and also Aberer & Hauswirth
[2002] for abrief overview). The FastTrack protocol enjoys widespread usein
this respect. It optimizes search requests by means of a combination of central
supernodes which form a decentralized network similar to Gnutella.

In respect of its underlying centralized directory model, the early Napster
(Napster, 2000) can be viewed as a nearly perfect example of a hybrid P2P
system in which a part of the infrastructure functionality, in this case the index
service, is provided centrally by a coordinating entity. The moment a peer logs
into the Napster network, the files that the peer has available are registered by
the Napster server. When a search request isissued, the Napster server delivers
alist of peersthat have the desired files available for download. The user can
obtain the respective files directly from the peer offering them.

Searching for and storing fileswithin the Freenet network (Clarke, Miller, Hong,
Sandberg, & Wiley, 2002; Clarke, 2003) takes place viathe so-called document
routing model (Milgjicicetal., 2002). A significant differencetothe model sthat
have been introduced so far is that files are not stored on the hard disk of the
peers providing them, but are intentionally stored at other locations in the
network. The reason behind thisisthat Freenet was developed with the aim of
creating a network in which information can be stored and accessed anony-
mously. Among other things, thisrequiresthat the owner of anetwork node does
not know what documents are stored on his/her local hard disk. For this reason,
filesand peersare allocated unambiguousidentification numbers. When afileis
created, itistransmitted, vianeighboring peers, tothe peer with theidentification
number that isnumerically closest to the identification number of thefileandis
stored there. The peers that participate in forwarding the file save the identifi-
cation number of the file and also note the neighboring peer to which they have
transferred it in a routing table to be used for subsequent search requests.
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The search for files takes place along the lines of the forwarding of search
gueriesonthebasisof theinformationintheroutingtablesof theindividual peers.
In contrast to searching networks that operate according to the flooded request
model, when a requested file is located, it is transmitted back to the peer
requesting it via the same path. In some applications, each node on this route
stores areplicate of the filein order to be able to process future search queries
morequickly. Inthisprocess, thepeersonly storefilesup to amaximum capacity.
When their storageisexhausted, files are del eted according to the least recently
used principle. Thisresultsin a correspondingly large number of replicates of
popular files being created in the network, whereas, over time, files that are
requested less often are removed (Milgjicic et al., 2002).

Invariousstudies (Milgjicic et al., 2002), the document routing model has been
proven suitable for use in large communities. The search process, however, is
more complex than, for example, intheflooded request model. Inaddition, it can
resultintheformation of islands—that is, a partitioning of the network inwhich
the individual communities no longer have a connection to the entire network
(Clarke et al., 2002; Langley, 2001).

Bandwidth

Dueto the fact that the demands on the transmission capacities of networks are
continuously rising, in particular duetotheincreaseinlarge-volumemultimedia
data, effective use of bandwidth is becoming more and more important.
Currently, in most cases, centralized approaches in which files are held on the
server of an information provider and transferred from there to the requesting
client are primarily used. In this case, a problem arises when spontaneous
increasesindemand exert anegativeinfluenceontheavailability of thefilesdue
to the fact that bottlenecks and queues develop.

Without incurring any significant additional administration, P2P-based ap-
proaches achieveincreased | oad balancing by taking advantage of transmission
routesthat are not being fully exploited. They alsofacilitatethe shared use of the
bandwidth provided by theinformation providers.

. Increased load balancing: In contrast to client/server architectures, hybrid
P2P networks can achieve abetter load balancing. Only initial requestsfor
files have to be served by a central server. Further requests can be
automatically forwarded to peers within the network, which have already
received and replicated thesefiles. Thisconcept ismost frequently applied
in the areas of streaming (for example, PeerCast [“ PeerCast”, n.d.], P2P-

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



12 Schoder, Fischbach and Schmitt

Radio [“P2P-Radio”, 2004], SCVI.net [“SCVI.NET”, n.d.]) and video on
demand. The P2P-based Kontiki network (Kontiki, n.d.) is pursuing an
additional design that will enable improved load balancing. Users can
subscribe to information channels or software providers from which they
wish to obtain information or software updates. When new information is
available the respective information providers forward it to the peers that
have subscribed. After receiving the information, each peer instanta-
neously acts as a provider and forwards the information to other peers.
Application areas in which such designs can be implemented are the
distribution of eL earning coursewareinanintranet (Damker, 2002, p. 218),
thedistribution of antivirusandfirewall configuration updates (for example,
Rumor [McAfee, n.d.]) and also updating computer games on peer
computers (for example, Descent (Planet DESCENT, n.d.) and Cybiko
[Milojicicetal., 2002]).

. Shared use of bandwidth: In contrast to client/server approaches, the use
of P2P designs can accelerate the downloading and transport of big files
that are simultaneously requested by different entities. Generally, these
filesaresplitintosmaller blocks. Singleblocksarethen downloaded by the
requesting peers. In thefirst instance each peer receives only a part of the
entire file. Subsequently, the single file parts are exchanged by the peers
without a need for further requests to the original source. Eventually, the
peersreconstruct the single partsto form an exact copy of the original file.
An implementation utilizing this principle can be found in BitTorrent
(Cohen, 2003).

Stor age

Nowadays, Direct Attached Storage (DAS), Network Attached Storage (NAS),
or Storage Area Networks (SAN) are the main design concepts used to store
datain a company. These solutions have disadvantages such as inefficient use
of theavailablestorage, additional |oad on the company network, or the necessity
for specially trained personnel and additional backup solutions.

However, increased connectivity andincreased avail ability of bandwidth enable
alternativeformsof managing storagewhich resolvethese problemsand require
less administration effort. With P2P storage networks, it is generally assumed
that only a portion of the disk space available on a desktop PC will be used. A
P2P storage network is a cluster of computers, formed on the basis of existing
networks, that share all storage available in the network. Well-known ap-
proachesto this type of system are PAST (Rowstron & Druschel, 2001), Pasta
(Moreton, Pratt, & Harris, 2002), OceanStore (Kubiatowicz et al., 2000), CFS
(Dabek, Kasshoek, Karger, Morris, & Stoica, 2001), Farsite (Adyaet al., 2002),
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and Intermemory (Goldberg & Yianilos, 1998). Systems that are particularly
suitable for explaining the way in which P2P storage networkswork are PAST,
Pasta, and OceanStore. They have basic similarities in the way they are
constructed and organized. Inorder to participatein aP2P storage network, each
peer receivesapublic/privatekey pair. Withtheaid of ahash function, thepublic
key is used to create an unambiguous identification number for each peer. In
order to gain accessto storage on another computer, the peer hasto either make
availablesomeof itsown storage, or pay afee. Correspondingtoitscontribution,
each peer is assigned amaximum volume of datathat it can add to the network.
When a file is to be stored in the network, it is assigned an unambiguous
identification number, created with ahash function fromthe name or the content
of the respectivefile, aswell as the public key of the owner. Storing of thefile
and searching for it in the network take place in the manner described as the
document routing model before. In addition, afreely determined number of file
replicates are also stored. Each peer retrieves its own current version of the
routing table which is used for storage and searches. The peer checks the
availability of itsneighborsat setintervalsin order to establi shwhich peershave
left the network. In this way, new peers that have joined the network are also
included in thetable.

To coordinate P2P storage networks, key pairs have to be generated and
distributed to the respective peers and the use of storage has to be monitored.
OceanStore expands the administrative tasksto include version and transaction
management. As a rule, these tasks are handled by a certain number of
particularly high-performance peersthat are al so distinguished by ahigh degree
of availability inthe network. In order to ensurethat alack of availability onthe
part of one of these selected peers does not affect the functional efficiency of
theentire network, the peersare coordinated viaaByzantine agreement protocol
(Castro, 2001). Requests are handled by all available sel ected peers. Each sends
aresult to the party that has issued the request. This party waits until a certain
number of identical results are received from these peers before accepting the
result as correct.

By meansof filereplication and random distribution of identification numbersto
peers using ahash function, the P2P storage network automatically ensures that
various copiesof thesamefilearestored at different geographical locations. No
additional administration or additional backup solution is required to achieve
protection against a local incident or loss of data. This procedure also reduces
the significance of a problem which is characteristic of P2P networks: in P2P
networks there is no guarantee that a particular peer will be available in the
network at aparticular pointintime (availability problem). In case of P2P storage
networks, this could result in settings where no peer is availablein the network
that stores the file being requested. I ncreasing the number of replicates stored
at various geographical locations can, however, enhance the probability that at
least one such peer will be available in the network.
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Thelow administration costs, which result from the self-organi zed character of
P2P storage networks, and the fact that additional backup solutions are seldom
required are among the advantages these new systems offer for providing and
efficiently managing storage.

Processor Cycles

Recognition that the available computing power of the networked entities was
often unused was an early incentive for using P2P applications to bundle
computing power. At the same time, the requirement for high-performance
computing, thatis, computing operationsinthefield of bio-informatics, logistics,
or thefinancial sector, hasbeenincreasing. By using P2P applicationsto bundle
processor cycles, it is possible to achieve computing power that even the most
expensive supercomputers can scarcely provide. Thisis effected by forming a
cluster of independent, networked computers in which a single computer is
transparent and all networked nodesare combined into asinglelogical computer.
The respective approaches to the coordinated release and shared used of
distributed computing resources in dynamic, virtual organizations that extend
beyond any single institution, currently fall under the term grid computing
(Baker etal., 2002; Foster, 2002; Foster & Kesselman, 2004; Foster, K esselman,
& Tuecke, 2002; GGF, n.d.). The term grid computing is an analogy to
customary power grids. The greatest possible amount of resources, in particular
computing power, should be available to the user, ideally unrestricted and not
bound to any location—similar to the way in which power is drawn from an
electricity socket. The collected works of Bal, Lohr, and Reinefeld (2002)
provide an overview of diverse aspects of grid computing.

One of the most widely cited projectsin the context of P2P, which, however, is
only an initial approximation of the goal of grid computing, is SETI@home
(Search for Extraterrestrial Intelligence) (Anderson, 2001). SETI@home is a
scientificinitiativelaunched by the University of California, Berkeley, with the
goal of discovering radio signals from extraterrestrial intelligence. For this
purpose, a radio telescope in Puerto Rico records a portion of the electromag-
netic spectrum from outer space. This data is sent to the central SETI@home
server in California. There, they take advantage of the fact that the greater part
of processor cycleson private and business computersremainsidle. Rather than
analyzing the datain a costly supercomputer, the SETI server divides the data
into smaller units and sends these units to the several million computers made
availableby thevolunteerswho haveregistered to participatein thisproject. The
SETI client carries out the calculations during the idle processor cycles of the
participants' computersand then sends back theresults. Intherelated literature,
SETI@home is consistently referred to as a perfect example of a P2P applica-
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tion in general, and more specifically, a perfect example of grid computing
(Oram, 2001; M. Miller, 2001). This evaluation, however, is not completely
accurate, asthe core of SETI@homeisaclassical client/server application, due
tothefact that acentral server coordinatesthetasks of the nodes and sendsthem
task packets. The peers process the tasks they have been assigned and return
the results. In this system there is no communication between the individual
nodes. SETI@home does have, however, P2P characteristics (Milojicic et al.,
2002). Thenodesform avirtual community and make resourcesavailableinthe
form of idle processor cycles. The peers are to a large extent autonomous, as
they determine if and when the SETI@home software is allowed to conduct
computing tasks (Anderson, 2001; Anderson, Cobb, Korpela, Lebofsky, &
Werthimer, 2002). The shared accomplishment of these types of distributed
computing tasks, however, isonly possibleif the anal ytic steps can be separated
and divided into individual data packets.

The vision of grid computing described earlier, however, extends far beyond
projects such as SETI@home. At an advanced stage of development, it should
not only be possible for each network node to offer its own resources, but it
should also be possiblefor it to take advantage of the resources availablein the
P2P network. The first implementations suitable for industrial use are already
being announced by the big playersin the market. It will most probably be quite
sometimebeforeagenerally available, open grid platformiscreated, dueto the
fact that suitable middleware architecturesand APIsarestill inthe development
phase (Baker et al., 2002). A currently influential initiativeisthe Globus Project
(TheGlobusAlliance, 2004), whichisworking on astandardized middlewarefor
grid application and has been greeted with wide acceptance throughout the grid
community. The project isbeing supported by important market players such as
IBM, Microsoft, Sun, HP, and NEC.

P2P Communities

The term virtual community was introduced by Licklider and Taylor (1968):
“[1Tn most fieldsthey will consist of geographically separated members, some-
timesgroupedinsmall clustersand sometimesworkingindividually. They will be
communitiesnot of common location but of commoninterest.” Today, numerous
variations and extensions of the original definition can be found in the related
literature. Schoberth and Schrott (2001) have identified a minimum consensus
among the various definitions according to which common interest, common
normsand values, aswell asacommon interaction platform arethe el ementsthat
constituteavirtual community. Emotional links, continuity, alternating relation-
ships, and self-determination represent additional qualifying elements. Based on
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this, we define P2P communities as virtual communities that use P2P applica-
tionsascommuni cation and interaction platformsto support the communication,
collaboration, and coordination of working groupsor groupsof persons. Virtually
no research has been conducted on the extent to which, or if in fact, all of the
elementscited are evident or fulfilled in concrete P2P communities. In contrast,
itisrelatively easy to identify common interests and common infrastructuresin
the context of P2P communities. Users of file sharing networks, for example,
wish to exchange music and operate an interaction platform to do so. This
platform is established by the networked entities and the protocols such as
FastTrack or Gnutella. In the anything@home networks, users are linked by
interests, for exampl e, for thesearch for extraterrestrial lifeforms(SETI @home)
or for a cure for AIDS (fightaids@home). The existence or the pronounced
development and efficiency of common norms and valuesin P2P networks can
scarcely be determined from the currently available research. In thisrespect, it
can at | east be assumed that the establishment of common normsand valueswill
increase asthe availability of sanctions and reputation mechanisms grows. The
early Napster clients, for example, enable users to deny access to their own
resources for selected persons who have no resources or only undesired
resourcesto offer, sothat free-riding persons can be barred fromthe community.

It remains open asto whether qualifying elements such asemotional attachment
or afeeling of belonging or continual membership in acommunity exist—or for
that matter, whether they are even relevant. On the other hand, the criterion for
self-determination is directly fulfilled by the autonomy of peers described as a
characteristic of P2P networks at the onset.

Initial stepstoward studying P2P communitiesare currently being undertakenin
the areas of the restructuring of value chains by P2P communities, P2P
communities as a business model and trust, as well as free riding and account-
ability. These will be described briefly in the following paragraphs.

. Restructuring of value chains: Hummel and L echner (2001) use the music
industry asan example of thefact that P2P communities can achieve scales
that result in changes to the configuration of the value chain, as well as
having atendency to transfer control over individual value creation steps
from the central market players to consumers and, in some cases, to new
intermediaries.

. Communitiesasbusinessmodels: Viewing communitiesasbusinessmodels
originatesfrom Hagel and Armstrong (Armstrong & Hagel, 1996; Hagel &
Armstrong, 1997). These authors broke away from the idea of viewing
communitiesas purely sociological phenomenaand observed virtual com-
munities as a business strategy for achieving economic goals. Their
research interest in this respect focuses on the question regarding the
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extenttowhichvirtual communitiescan actually beused by individual swith
commercial interests (Hummel & Lechner, 2002). Itisparticularly unclear
which monetary and nonmonetary attractions motivate potential members
to participate.

*  Trust: Thereare limitations on virtual collaboration structures. Thisis of
particular importance for P2P applications, astrust is an essential prereg-
uisitefor opening up aninternal systemto accessby others. Limitationson
trust al so constitute limitations on collaboration in P2P networks.

As aresult, it is necessary to have designs that allow trust to be built up
between communication partners. Reputation can prove to be a very
important element for the creation of trust in P2P networks (L ethin, 2001).
Reputationisaggregated information regarding the previousbehavior of an
actor. In P2P networks, it is possible to take advantage of awide spectrum
of central and decentralized reputation mechanismsthat have already been
discussed and, in part, implemented in the area of electronic commerce
(Eggs, 2001; discussed with particular reference to P2P in Eggs et al.
[2002]).

. Freeriding and accountability: Thesuccessof thefilesharingcommunities
established by early Napster and other similar applications has a remark-
ableorigin. Individual maximization of usagein P2P communities|eadsto—
with regard to thecommunity—collectively desirableresults. Thisisdueto
thefact that when afileisdownloaded, areplicate of themusicfileisadded
to the database of the file sharing community. These dynamics are
threatened by free riders by denying access to the downloaded file or
moving the file immediately after downloading so that the collective
database doesn’t increase. Free-riding peers usetheresourcesavailablein
the P2P network, but do not make any resources available (Adar &
Hubermann, 2000). For most P2P applications in general, and for file
sharing systems in particular, this can create a significant problem and
prevent anetwork from devel opingitsfull potential. Freeriding reducesthe
availability of information as well as the level of network performance
(Golle, Leyton-Brown, & Mironov, 2001; Ramaswamy & Liu, 2003). A
possiblesolution for overcoming thisproblemisaccountability (L ui, Lang,
& Kwok, 2002). It consists of the protocolling and assignment of used or
provided resourcesand theimplementation of negative (debits) or positive
(credits in the form of money or user rights) incentives. In view of the
absence of central control, however, difficult questionsariseregarding the
acceptance, enforceability, privacy of user data, and so forth, and as a
result, the practicality of such measures.
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Schoberth and Schrott (2001) have noted a scarcity of empirical research in the
areaof virtual communities (and consequently, in the area of P2P communities)
as well as a lack of models for illustrating the development, interaction, and
disintegration processes of virtual communities. There is a clear need for
research regarding the devel opment, motivation, stabilization, and control of P2P
communities.

Conclusion

The introduction of a three-level model comprising P2P infrastructures, P2P
applications, and P2P communitieshel psto differentiatethediscussion regarding
P2P networks. The management of significant resources such as information,
files, bandwidth, storage, and processor cyclescan benefit from the existence of
P2P networks.

Initial experiencewith protocols, applications, and application areasisavailable
and provides evidence of both the weaknesses and the potential of P2P-based
resource management. The use of P2P networks for resource management
promises advantages such as reduced cost of ownership, good scalability, and
support for ad hoc networks.

. Reduced cost of ownership: The expenditure for acquiring and operating
infrastructure and communication systemscan belowered by using existing
infrastructures and reducing the administration and user costs. For ex-
ample, P2P storage networks avoid the necessity for operating a central
server for the purpose of storing the entire data volume for a network. By
utilizing existing resources, therelative costs for each peer arereduced in
respect of datastorage or distributed computing. In addition, the operation
of central or, as the case may be, additional storage servers or high
performance computers, is no longer necessary to produce the same total
performance within the network. In the context of collaboration, P2P
groupware applications, such as Groove Virtual Office, frequently make
the central administration of a server or the central distribution of rights
when forming working groups obsol ete.

. Scalability: Implementations have shown that P2P networks reduce the
dependency onfocal pointsand thereby reducethe potential for bottlenecks
by spatially distributing information and creating replicates. Thisenhances
their scalability. Hybrid file sharing networks, such as early Napster, have
scalability advantages in comparison to client/server approaches. This
results from the direct exchange of documents between peers without the
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assistance of aserver. With thismethod, early Napster wasin aposition to
serve maorethan six million users simultaneously. New approaches such as
OceanStore and PAST are aimed at providing their services for several
billion userswith avolume of filesgreater than 10 (Milojicicet al., 2002,
p. 13).

*  Ad hoc networks: P2P networks are ideal for the ad hoc networking of
peers because they tolerate intermittent connectivity. As a result, it is
conceivable that the underlying philosophy of P2P networks will be
increasingly utilized by approaches such as grid computing, mobile busi-
ness, and ubiquitous computing—in particular when the task at hand isto
establish communication between spontaneously networked peersor enti-
ties (PDAs, mobile telephones, computers, smart devices, or things in
general) inthe absence of coordinating, central authorities (Chtcherbina&
Wieland, 2002).

These advantages are currently counteracted by some disadvantages. Security
mechanisms, such as authentication and authorization aswell asaccountability,
areeasier toimplement in networkswith acentral server. Equally, theavailability
of resources and services cannot always be guaranteed in networkswith asmall
number of participants due to their intermittent connectivity. In file sharing
networks, for example, in order to provide the desired level of availability, a
correspondingly large number of replicates have to be created. This, however,
resultsinincreased use of storage and can have anegative effect on theresource
advantages that could be otherwise be achieved.

At all threelevels, two points become clear: the importance of P2P networks as
information system architectures and the pressing need for research and
development in thisfield. To the best knowledge of the authors, there has been
no quantitative comparative study to date, which takes P2P networks into
account when investigating the advantages of various information system
architectures. However, it should be noted that the potential of P2P networkslies
in the establishment of new application scenariosand a*“simple” comparison of
performance would probably be inadequate. According to this potential, the
authors expect that knowledge management will especially benefit from P2P-
based resource management. When thinking of knowledge asafurther resource,
we haveto distinguish betweenimplicit and explicit knowledge. Implicit knowl-
edge is tied to individuals and therefore is shared face-to-face. Face-to-face
communication can be supported very well by P2P knowledge management
systems(Tiwana, 2003). P2P groupware, for example, facilitates self-organized
and ad hoc networking of knowledge workers and therefore offers different
communication channels. Explicit knowledge, however, isrepresented in docu-
ments. In order to enable access to this knowledge, a centralized knowledge
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management system hasto create arepository of all available documents. This
organizational effort can be omitted by using P2P knowledge management
systems. Dueto this, decentralized knowledge repositories enable access to up-
to-date and as yet unrecognized knowledge better than centralized approaches
can do (Susarla, Liu, & Whinston, 2003).

It remainsto be seen which further application scenarios can be established and
how effectively and how efficiently decentralized, in principle, self-controlled,
P2P networks can fulfill the requirementsfor fair cost distribution, trustworthi-
ness, and security (Schoder & Fischbach, 2003). In any case, alongside client/
server structures, P2P networks offer a self-contained approach for the
organization and coordination of resources. They have both advantages and
disadvantages that will have to be evaluated in the relevant context.
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Abstract

Peer-to-peer (P2P) systems are popularly used as “ file swapping” networks
to support distributed content sharing. A number of P2P networks for file
sharing have been developed and deployed. Napster, Gnutella, and
Fasttrack are three popular P2P systems. This chapter presents a broad
overview of P2P computing and focuses on content sharing networks and
technologies. It also emphasizes on the analysis of network topologies used
in popular P2P systems. In addition, this chapter also identifies and
describes architecture models and compares various characteristics of
four P2P systems—Napster, Gnutella, Fasttrack, and OpenFT.
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I ntroduction

Peer-to-peer (P2P) content sharing technologies such as Napster, Gnutella, and
Kazaa are applications that have been astonishingly successful on the Internet.
P2P has gained tremendous public attention through Napster, whichisasystem
supporting music sharing on the Web. It isan emerging and interesting research
technology with a promising product base.

Intel P2Pworking group gavethe definition of P2P as“ The sharing of computer
resources and services by direct exchange between systems” (Kan, 2001). This
thus gives P2P systems two main key characteristics:

. Scalability: Thereisnoalgorithmic or technical limitationto the size of the
system, for example, the complexity of the system should be somewhat
constant regardless of the number of nodes in the system.

. Reliability: The malfunction on any given node will not affect the whole
system (or maybe even any other nodes).

File sharing networks such as Gnutella are good examples of scalability and
reliability. In Gnutella, peers are first connected to a flat overlay network in
which every peer is equal. Peers are connected directly without the need of a
master server’s arrangement and the malfunction of any node does not cause
any other nodes in the system to malfunction as well.

P2P can be categorized into two groups by the type of model: pure P2P and
hybrid P2P. The pure P2P model, such as Gnutella and Freenet, does not have
a central server. The hybrid P2P model, such as Napster, Groove, and Magi,
employs a central server to obtain meta-information such as the identity of the
peer on which the information is stored or to verify security credentials. In a
hybrid model, peers always contact acentral server beforethey directly contact
other peers.

P2P Networks Topologies

Accordingto Peter, Tim, Bart, and Piet (2002), all P2Ptopol ogies, no matter how
different they may be, have one common feature. All file transfers made
between peers are always done directly through a data connection that is made
between the peer sharing the file and the peer requesting it. The control process
prior tothefiletransfer, however, can beimplemented in many ways. Asstated
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by Minar (2001), P2P file sharing networks can be classified into four basic
categories: centralized, decentralized, hierarchical, and ring systems. Although
these topol ogies can exist on their own, it isusually the practice for distributed
systemsto have a more complex topology by combining several basic systems
to createwhat isknown now ashybrid systems. Wewill giveabrief introduction
tothefour basic systemsand | ater delve deeper into thetopic of hybrid systems.

Centralized Topology

The concept of acentralized topology shownin Figure 1isvery much based on
thetraditional client/server model. A centralized server must exist whichisused
to manage the files and user databases of multiple peers that log onto it (Peter
et al., 2002). The client contactsthe server to inform it of its current |P address
and names of all thefilesthat it iswilling to share. Thisis done every time the
application is launched. The information collected from the peers will then be
used by the server to create a centralized database dynamically that maps file
names to sets of IP addresses.

All search queries are sent to the server, who will perform a search through its
locally maintained database. If thereisamatch, adirect link to the peer sharing
thefileisestablished and thetransfer executed (Kurose & Ross, 2003). It should
be noted here that under no circumstances will the file ever be placed on the
server. Examplesof applicationsthat make use of such anetwork are seti@home,
folding@home, and Napster (which will be discussed in greater detail in the
Napster section).

Figure 1. An illustration of the centralized topology
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Figure 2. An illustration of the ring topology

Ring Topology

It should berelatively clear that the drawback of a centralized topology is that
the central server can become a bottleneck (when load becomes heavy) and a
single point of failure. These are some of the main contributing factorsthat led
to emergence of the ring topology shown in Figure 2. It is made up of a cluster
of machinesthat are arranged in the form of aring to act as adistributed server
(Minar, 2001). This cluster of machines work together to provide better load
balancing and higher availability. Thistopology is generally used when all the
machinesarerelatively nearby onthe network, which meansthat itismost likely
owned by asingl e organi zation where anonymity isnot anissue. Figure 2 shows
asimpleillustration of aring topology.

Hierarchical Topology

Hierarchical systems have been in existence since the beginning of human
civilization. Everything fromasimplefamily to businessesand to the government
basically functions in a hierarchical manner. Today, many of the Internet
applications function in a hierarchical environment. The best example of a
hierarchical system on the Internet isthe Domain Name Service (DNS) (Minar,
2001). Authority flows from the root name servers to the servers of the
registered nameand so on. Thistopology isvery suitablefor systemsthat require
aform of governance that involves delegation of rights or authority. Another
good example of a system that makes use of the hierarchical topology is the
Certification Authorities (CAs) that certify the validity of an entity on the
Internet. The root CA can actually delegate some of its authoritative rights to
companies that subscribe to it, so that those companies can, in turn, grant
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Figure 3. An illustration of the hierarchy topology

certificatestothosethat resideunderneathit. Figure 3 providesabrief illustration
of what a hierarchical system looks like.

Decentralized Topology

InapureP2P architecture, no centralized serversexist. All peersare equal, thus
creating aflat, unstructured network topology (Peter et al., 2002) (seeFigure4).
Inorder tojointhe network, apeer must first contact abootstrapping node (node
that isalwaysonline), which givesthejoining peer the | P address of oneor more
existing peers, officially making it apart of the ever dynamic network. Each peer,
however, will only have information about its neighbors, which are peers that
have a direct edge to it in the network.

Since there are no servers to manage searches, queries for files are flooded
through the network (Kurose & Ross, 2003). The act of query flooding is not
exactly the best solution asit entailsalarge overhead traffic in the network. An
example of an application that uses this model is Gnutella. Details of how it
searchesand sharesfilesin apure P2P network will be discussed inthe Gnutella
section.

Figure 4. An illustration of the decentralized topology
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Hybrid Topology

Having discussed the basic topologies of P2P networks, we now come to the
more complex real-world systemsthat generally combine several basic topol o-
giesinto one system. Thisisknown asthe hybrid architecture (Yang & Garcia-
Moline, 2002). We will discuss several of such examplesin this section to give
abrief ideaof thissort of architecture. In such asystem, nodeswill usually play
more than one role.

Centralized and Ring Topology

Thishybridtopology isavery common sightintheworld of Web hosting (Minar,
2001). Asmentioned previously inthering topol ogy section, heavy-loaded Web
servers usually have a ring of servers that specializes in load balancing and
failover. Thus, the servers themselves maintain a ring topology. The clients,

Figure 5. An illustration of the centralized and ring topology

Figure 6. An illustration of the centralized and centralized topology
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however, are connected tothering of serversthrough acentralized topology (i.e.,
client/server system) as shown in Figure 5. Therefore, the entire system is
actually a hybrid, a mixture between the sturdiness of aring topology with the
simplicity of acentralized system.

Centralized and Centralized Topology

It is often the case that the server of a network is itself a client of a bigger
network (Minar, 2001). Thissort of hybrid topology shownin Figure6isavery
common practicein organizationsthat provide Web services. A simpleexample
that will help illustrate this point iswhen aWeb browser contacts a centralized
Web server. The Web server may process and format the results so that they can
be presented in HTML format, and in the process of doing that, these servers
might themselves contact other servers (for example, database server) in order
to obtain the necessary information (Minar, 2002).

Centralized and Decentralized Topology

In thistopology, peersthat function as group leaders are introduced (Kurose &
Ross, 2003). They have been known by many names. Some call them Group
Leader Nodes, Super Nodes, or even Ultra Nodes. To keep things simple and
consistent with the following sections about Fasttrack (Sharma, 2002), we will
refer to them as Super Nodes hence forth.

These Super Nodes perform the task of acentralized server asin the centralized
topology, but only for a subset of peers. The Super Nodes themselves are tied
together in a decentralized manner. Therefore, this hybrid topology actually

Figure 7. An illustration of the centralized and decentralized topology
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introduces two different tiers of control. The first is where ordinary peers
connect to the Super Nodes in a centralized topology fashion. The second is
wherethe Super Nodes connect to each other in adecentralized topol ogy fashion
as shownin Figure 7.

Aswiththecentralized topology, the Super Nodes maintain adatabase that maps
file names to | P addresses of all peersthat are assigned to it (Yang & Garcia-
Moline, 2002). It should be noted herethat the Super Node’ sdatabase only keeps
track of the peerswithin its own group. This greatly reduces the scope of peers
that it needs to serve. So any ordinary peer with a high speed connection will
qualify to be a Super Node. The best example of a P2P application that utilizes
such atopology is Kazaa/FastTrack. Another good example of such atopology
isthe common Internet e-mail. Mail clients have adecentralized relationship to
specific mail servers. Like the Super Nodes, these mail servers share e-mailsin
a decentralized fashion among themselves.

Other Potential Topologies

It should benoted that the hybrid topol ogi es mentioned sofar arejust thecommon
ones. As can be seen, there is agreat deal of different combinations of hybrid
topologiesthat can be achieved from the basic topol ogies. However, if oneisto
make too many combinations, the resulting topol ogy may become too complex,
hence making it difficult to manage.

Napster

Napster is a file sharing P2P application that allows people to search for and
share MP3 music filesthrough the Internet. It was single-handedly written by a
teenager named Shawn Fanning (Tyson, 2000; Shirky, 2001). Not only did he
develop the application but he al so pioneered the design of aprotocol that would
allow peer computers to communicate directly with each other. This paved the
way for more efficient and complex P2P protocols by other organizations and
groups.

The Napster Architecture

Thearchitectureof Napster, showninFigure 8, isbased onthecentralized model
of P2Pfile sharing (Hebrank, 2000). It has a server-client structure wherethere
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Figure 8. An illustration of the Napster architecture
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is a central server system which directs traffic between individual registered
users. The central servers maintain directories of the shared files stored on the
respective PCs of registered users of the network. These directories are updated
every time a user logs on or off the Napster server network. Clients connect
automatically to an internally designated “metaserver” that acts as common
connection arbiter. This metaserver assigns at random an available, lightly
loaded server from one of the clusters. Servers appear to be clustered about five
to a geographical site and Internet feed, and able to handle up to 15,000 users
each. The client then registers with the assigned server, providing identity and
sharedfileinformationfor theserver’slocal database. Inturn, theclient receives
information about connected usersand availablefilesfrom the server. Although
formally organized around a user directory design, the Napster implementation
is very data-centric. The primary directory of users connected to a particular
server isonly used indirectly, to createfilelists of content reported as shared by
each node (Barkai, 2001).
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Users are aimost always anonymous to each other; the user directory is never
gueried directly. Theonly interest isto search for content and determine anode
from which to download. The directory, therefore, merely serves as a back-
ground tranglation service, from the host identity associated with particular
content to the currently registered | P address needed for adownload connection
to thisclient. Each time a user of a centralized P2P file sharing system submits
arequest or search for a particular file, the central server creates alist of files
matching the search request by cross-checking the request with the server’s
database of filesbelonging to userswho are currently connected to the network.
The central server then displaysthat list to the requesting user. The requesting
user canthen selectthedesired filefromthelist and openadirect HTTPIlink with
the individual computer that currently possess that file. The download of the
actual filetakes place directly, from one network user to the other, without the
intervention of the central server. The actual MP3 file is never stored on the
central server or on any intermediate point on the network.

The Napster Protocol

Duetothefact that Napster isnot an open sourceapplication, it wasonly possible
to build up asimilar application to reveal the Napster protocol through reverse
engineering (Turcan, 2002). In other words, no onewill ever betotally surewhat
the Napster protocol specificationis, except for the creator of Napster himself.
Project OpenNap hasmadeit possibleto run aNapster server on many platforms
without usingtheoriginal Napster applicationandtheindex server. Thefollowing
are the protocol specifications for Napster with reference to Turcan (2002).

Napster workswith acentral server which maintainsanindex of all theMP3files
of the peers. To get afile, you have to send a query to this server which sends
you the port and IP address of a client sharing the requested file. With the
Napster application, it isnow possible to establish a direct connection with the
host and to download afile.

The Napster protocol also usesawholelot of different types of messages. Every
state of the hosts, acting like clients toward the server, isrelated to the central
Napster server. Thusthe Napster protocol makesanonymity impossible. At first,
one may think that thisisadrawback, but this complex protocol actually makes
alot of services possible. Some examples are:

. Creating Hotlists: Notifying when users of your own hotlist sign on or off
the server

. List of ignored user

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



38 Ding, Nutanong and Buyya

. Instant Messaging: Sending public or private messages to other users;
creating and joining channels of shared interests

Napster Message Data Structures

The format of each message that flow to/from the Napster central server is
shown below:

<Length> <Function» <Payload>
(2 Bytes) (2 Bytes) (n Bytes)
Where:

. L ength specifies the length of the payload
. Function defines the message type of the packet (see next paragraph)
. Payload of this portion of the message isaplain ASCII string

Every block of header and payload is separated by “blanks” which make the
synchronization of theincoming messages possible. M ost of blockshavenofixed
length. The blanks make separation of data blocks in incoming bit streams
possible.

Initialisation

A registered Napster host, acting like a client, sends to the server a LOGIN
message in the following format:

<Nick> <Password> <Port»> <Client_Info> <Link_Type>

Where:

. Nick & Password identify the user

. Port is the port that the client is listening on for data transfer
. Client_Infoisastring containing the client-versioninfo

. Link_Typeisan integer indicating the client’ s bandwidth
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Table 1. Integer representations for Link Type

Representation Bandwidth Representation Bandwidth
0 Unknown 1 14.4 kbps
2 28.8 kbps 3 33.6 kbps
4 56.7 kbps 5 64k ISDN
6 128k ISDN 7 Cable
8 DSL 9 T1
10 T3 or greater

The details of what the integersin Link_Type represent are given in Table 1.

The host’ s | P address need not be added to the message. However, the server
can extract it automatically fromthe TCP packet in which the messageis packed
for the transmission.

An unregistered host sends aNew User Login which is similar to the format of
L ogin, withtheaddition of thee-mail addressat theend. Theserver sendsal ogin
Acknowledgment to the client after a successful login. If the nick isregistered,
thee-mail addressgiven at registrationtimeisreturned, else, adummy valuewill
be returned.

Client Notification of Shared File

With the Client Notification of Shared File message, the client sends succes-
sively all the filesit wants to share. It uses the following message notification
format:

<Filename> <MD5 > <Size> «Bitrate» <Frequency?> <«Time>

Where:

. Filename is the name of the file to be shared

. MD5 (Message Digest 5) is the hash value of the shared file. The MD5
algorithm produces a 128-bit “fingerprint” of any file. It is nearly
computationally infeasibleto produce two messages having the same hash
value. TheM D5 algorithmisintended to provide any user the possibility to
securethe origin of his’her shared file, evenif thefileislying in drives of
other Napster users

. Sizeisthefilesizein bytes
. Bitrate is the bit rate of the MP3 in kbps (kilobits per second)
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. Frequency is the sample rate of the MP3 in Hz (Hertz)
. Timeisthe duration of the music file in seconds

File Request

The downloading client will first issue either a Search or Browse. The first
search message has the following format:

<Artist Name> <Title> Bit-rate <{Max Results> <Line-type> <Frequency>

Where:

e Artist Nameis the name of the artist of the MP3 song
e Titleisthetitle of the MP3 song

. Bitrate is the range of bitrates to be used

. Max Results is the maximum number of results

. Link-Typeisthe range of link types

. Frequency is the range of sample frequenciesin Hz

The artist name and the song title are checked from the file name only. Napster
does not make use of the ID3in MP3 filesin its search criteria. The payload of
the Browse message contains only the nick of the host. It requests alist of the
host’ s shared files.

Response and Browse Response

The server answers respectively with a Search Response or a Browse Response
with the formats below:

<Filename> <MD5> | <Size> | <Bit-rate> | <Frequency>| <Time> | <Nick> <IP> <Link-type>

Where:

. Filename is the name of the file that is found
. MDS5 is the hash value of the requested file
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. Sizeisthefilesizein bytes

. Bitrate is the bitrate of the MP3 in kbps

. Frequency is the sample rate of the MP3 in Hz

e Time specifiesthe length of thefile

. Nick isto identify the user who shares the file

. IPisafour-byteinteger representing the | P address of the user withthefile
. Link-Type refers to the Login Message

Download Request

In order to request adownload, a DOWNLOAD REQUEST message is sent to
the server. This message has the following payload format:

<Nick» <«Filename>

Where:

. Nick isto identify the user who shares the file
. Filename is the name of the file to be downloaded

Download ACK

Theserver will answer withaDOWNLOAD ACK containing moreinformation
about the file (Line Speed, Port Number, etc.). This message has the following
payload format:

<Nick> <IP> <Port> <Filename> <MD5 » <Link-type>

Where:

. Nick isto identify the user who shares the file

. IPisafour-byteinteger representing the | P address of the user with thefile
. Port is the port on which the client is listening on for data transfer

. Filename is the name of the file to be downloaded
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. MDS5 is the hash value of the requested file
. Link-Typeisthe range of link types

Alternate Download Request

Thisis like the normal “Download Request.” The only difference is that this
request isused only when the person sharing thefile can only makeoutgoing TCP
connection because of the firewall that i s blocking the incoming messages. The
ALTERNATE DOWNLOAD REQUEST message should be used to request
filesfrom userswho have specified their dataport as“0” in their |ogin message.

Alternate Download Ack

ALTERNATE DOWNLOAD ACK message is sent to the uploader when its
dataportissettoOtoindicatethatitisbehind afirewall and needto push all data.
Theuploader isresponsiblefor connecting to the downl oader to transfer thefile.

File Transfer

From this point onward, the hosts do not send messagesto the central server any
longer. The host requesting the file makes a TCP connection to the data port
specified in the OxCC message from the server. To request for the file that the
client wishes to download, it sends the following HTTP messages: a string
“GET"” in asingle packet and a message with the format:

<Nick> <Filename> <Offset>

Where:

. Nick isthe client’ s nick
. Filename is the name of the file to be downloaded

. Offsetisthebyteoffsetinthefileat whichto beginthetransfer. Itisneeded
to resume prior transfer.

Theremotehost will thenreturnthefilesizeand, immediately following, thedata
stream. The direct file transfer between Napster’s hosts uses a P2P architec-
ture. Oncethe datatransfer isinitiated, the downloader should notify the server

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of ldea Group Inc. is prohibited.



Peer-to-Peer Networks 43

that they are downloading a file by sending the DOWNLOADING FILE
message. Once the transfer is completed, the client sends a DOWNLOAD
COMPLETE message.

Firewalled Downloading

Napster also has a method to allow clients behind firewalls to share their
contents. As described, when the file needs to be pushed from aclient behind a
firewall, the downloader sends a message ALTERNATE DOWNLOAD RE-
QUEST message to the server. This causes an ALTERNATE DOWNLOAD
ACK tobesenttotheuploader, whichissimilar tothe DOWNLOAD REQUEST
message for a normal download.

Once the uploader receives the message from the server, it should makea TCP
connection to the downloader’ s data port (given in the message). Upon connec-
tion, the downloader’ s client will send one byte, which isthe ASCII character
“1.” The uploader should then send the string “SEND” in a single packet, and
then the message (format was shown before).

Upon receipt, the downloading client will either send the byte offset at whichthe
transfer should start, or an error message such as“INVALID REQUEST.” The
byte offset should be sent asasingle packet in plain ASCI|I digits. A 0 byte offset
indicates the transfer should begin at the start of the file.

Implementation

The Napster protocol was aclosed one, meaning no one knowsfor sure how file
searching and transfer isdone. So when Napster wasfirst introduced, there was
only one client implementation, which was called Napster.

Napster focusesexclusively on M P3-encoded musicfiles. Although no other file
types were supported, an intriguing subculture of client clones and tools soon
arose, reverse engineered from Napster’s closed-source clients.

The intent behind the development was to have greater user control. For
instance, aform of M P3 spoofing implemented by tools such as Wrapster could
enclosean arbitrary filewith akind of wrapper that madeit ook likean MP3file
to Napster servers. It would then appear in the server databases and be
searchable by other clients wishing to download files other than music. An
obstacle to this effort was that the artist—title description field allowed little
information about thenonmusicfile. This, thelow ratio of nonmusicto musicfiles,
and the normal random distribution of connecting nodes conspired to make
Napster’s scope-limited searches highly unlikely to find special content. Tools
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such as Napigator were developed to allow usersto connect to specific servers,
bypassing metaserver arbitration. In thisway, certain servers became known as
Wrapster hangouts-primary sites for nonmusic content. Users looking for this
kind of content were then more likely find it.

Nonmusic exchanges over Napster were never more than marginal, at least
compared to alternative, content-agnostic systems such as Gnutella. Some
alternative Napster servers, such as OpenNap which started as “safe havens”
for Napster users when Napster began filtering content, did for awhile beginto
fill the gap, tying together former Napster clients, clones, and variationswith a
new kind of server that extended the original Napster protocol to all file types.
No matter how much the Napster model was reengineered, however, the
fundamental requirement of a Napster-compatible central server remained a
serious constraint for anetwork based on thistechnology or any of itsclones. To
transcend thislimitation, other protocols and architecture model s were needed,
for example, serverless networks in the style of Gnutella.

Gnutella

In early March 2000, Gnutellawas created by Justin Frankel and Tom Pepper,
who were both working under Gnullsoft, which is one of AOL’s subsidiaries.
Gnutella’ sdevelopment was | ater halted by AOL shortly after it was published,
but the short duration where Gnutella was made online was enough to allow
curiousprogrammersto download and | ater reverseengineer Gnutella scommu-
nication protocol. As aresult, anumber of Gnutella clones with improvements
were introduced (for example, LimeWire, BearShear, Gnucleus, XoloX, and
Shareaza).

The Gnutella Architecture

Instead of using a centralized index directory like Napster, Gnutella uses aflat
network of peers called servents, to maintain the index directory of all of the
content in the system.

In a Gnutella network, servents are connected to each other in a flat ad hoc
topology. A servent works both as a client and a server by itself. As a server,
it respondsto queries from another peer servent. Asaclient, it issues queriesto
other peer servents.

For aservent to join the Gnutella network, it must find the address of a servent
that isalready connected to the network. This can be done by using host caches,
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such as GnuCache, which caches Gnutella servents (hosts) that always connect
to the Gnutella network. After an address is found, it then sends a request
message GNUTELLA CONNECT to the already-connected servent. The
requested servent may either accept the request by sending a reply message
GNUTELLA OK, or reject the request message by sending any other response
back to the requesting servent. A rejection can happen due to different reasons
such as an exhaustion of connection slots, having different versions of the
protocol, and so forth (Limewire). Once attached to the network, the servent
periodically pings its neighbors to discover other servents. Typically, each
servent should connect to more than one servent since the Gnutella network is
dynamic, which means any servent can go off-line or disconnect any time.

It isthus important to stay in contact with several servents at the same time to
prevent from being disconnected from the network. Once a server receives the
ping message, it sendsback apong messageto the server that originated the ping
message using the same path that the ping message came from. A pong message
contains the details of the servent such as port, |P address, the number of files
shared, and the number of kilobytes shared. Gnutelladoes not use any directory
servers, as each servent maintainsitslocal index directory. To search for afile,
anode sends a query to all its neighbors that are directly connected to it. Once
aquery isreceived by aneighbor, thequery criterionischecked against thelocal
index directory and the messageisin turn propagated to all its neighbors and so
forth.

Figure 9. Example of Gnutella protocol

Iy

GnuCache /@ -_(3? ______ @

@

4___________

User A connects to the GnuCache to get the list of available servents already connected in
the network.

GnuCache sends back thelist to User A.

User A sends the request message GNUTELLA CONNECT to User B.

User B replies with the GNUTELLA OK message, granting User A to join the network.
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If the check matches the local data in any servent, the servent sends back a
gueryHit messageto the servent that initiated the query along the same path that
carried the query message. However, when the servent generating the queryHit
message is behind afirewall, the requesting servent cannot create a connection
to it. In this case, the push message is sent by the requesting servent to the
servent that generates the queryHit message and stays behind the firewall to
initiate the connection instead. Note that file transfer is done using the HTTP
protocol, and not the Gnutella protocol.

Since Gnutellabroadcastsits messages, in order to prevent flooding the network
with messages, the TTL (Time-to-Live) field isincluded in the header of every
Gnutellamessage. The TTL field isdecremented by one every timethe message
is passed through one servent. The servent decrementing the TTL and finding
that its value equals to zero will drop that message. Each servent also needs to
maintain alist of recently seen messages by storing the Descriptor 1D and the
Payload Descriptor of each incoming message to prevent forwarding the same
messagerepeatedly. A detail ed description of the Gnutellamessage and protocol
will be explained in the next section. Figure 9 illustrates the concept of the
Gnutellaprotocol.

As shown in Figure 9, suppose that User A that is connected to the network
wants to search for some files. He/she sends a query message to his/her
neighbor, User B. User B first checks that the message is not an old one. He/
she then checks for a match with his/her local data. If there is a match, he/she
sends the queryHit message back to User A. User B then decrements TTL by
1 and forwards the query message to Users C, D, and E. Users C, D, and E
performs the same steps as user B and forwards the query message further to
UsersF, G, H, and | who will again repeat the same process mentioned earlier.
Suppose that User H isthe first one to forward the query message over to User
J. Any subsequent query messages forwarded by Users G and | to user Jwill be
discarded since checks against its|ocal table showsthat it has already received
those messages. This holdsfor User G aswell when User H forwards the query
message to him/her. Suppose now that User Jfinds amatch against his/her local
data. He/sheresponds by sending aqueryHit message back to User A, following
the same path the query message was carried through which isfrom J, to H, to
E,toB,andto A. Now User A can initiate the file download directly with User
Jusing the HTTP protocol.

The Gnutella Protocol

This section describes in detail the messages that are used in the Gnutella
protocol with reference to Kan (2001). The message used to communicate
between the serventsiscalled Gnutelladescriptors. Gnutelladescriptorsconsist
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Table 2. Five descriptors used in the Gnutella protocol

Descriptor

Description

Ping

Used to actively discover hosts on the network. A servent
receiving a Ping descriptor is expected to respond with one or
more Pong descriptors.

Pong

The response to a Ping. Includes the address of a connected
Gnutella servent and information regarding the amount of data it
is making available to the network.

Query

The primary mechanism for searching the distributed network. A
servent receiving a Query descriptor will respond with a
QueryHit if amatch isfound against itslocal data set.

QueryHit

The response to a Query. This descriptor provides the recipient
with enough information to acquire the data matching the
corresponding Query.

Push

A mechanism that alows a firewalled servent to contribute file-
based data to the network.

of the Descriptor Header and the Descriptor Payload. There are five types of
Gnutella descriptors: Ping, Pong, Query, QueryHit, and Push, as discussed in

Table 2.

Descriptor Header

The Descriptor Header consists of five parts: Descriptor ID, Payload Descrip-
tor, TTL, Hops, and Payload Length. (See the figure below.)

. Descriptor ID is aunique identifier for the descriptor on the network.

. Payload Descriptor identifies the type of each descriptor: 0x00 for Ping,
0x01 for Pong, 0x40 for Push, 0x80 for Query, and 0x81 for QueryHit.

e TTL represents the number of times the descriptor will be forwarded by
Gnutella servents before it is discarded from the network.

. Hops represent the number of times the descriptors has been forwarded.
The result of the current hops value plus the current TTL value always
equalstotheinitial TTL value.

. Payload Length is used to locate the next descriptor. The next descriptor
header islocated exactly Payload L ength bytesfrom the end of thisheader.

0

20 Variable (0. Max)

0

Descriptor Header | Descriptor Payload

1§ 7o i

32

Descriptor ID

Payload Descriptar| TTL | Hops | Pavioad Lengt

h
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Descriptor Payload

There are five types of descriptor payload: Ping, Pong, Query, QueryHit, and
Push.

1. Ping

Ping descriptor has no associated payload and is of zero length. A servent
uses Ping descriptors to actively probe the network for other servents.

2. Pong

0 2 f 10 13
Part |IP Address| #Files shared | #Kilobytes Shared

Pong descriptor payload hasfour parts: port, | Paddress, the number of files
shared, and the number of kilobytes shared. Pong descriptorsare only sent
in response to an incoming Ping descriptor. One Ping descriptor can be
replied with many Pong descriptors.

Port isthe port number on which the responding host can accept incoming
connections.

* |IP Addressisthe IP address of the responding host.

» #Files Shared is the number of files that the servent with the given IP
address and port is sharing on the network.

» #KilobytesSharedisthenumber of kilobytesof datathat the servent with
the given I P address and port is sharing on the network.

3. Query

0 2 L
| Minimum Speed | Search Criteria

The Query descriptor which is Gnutella’ s search message format, consists
of two parts: Minimum Speed and Search Criteria. Minimum Speed isthe
minimum speed in KBytes/sec of the servent that should respond to this
message. Search Criteria contains the search criteria of the requesting
servent. The maximum length of the search criteria is bounded by the
Payload Length field of the descriptor header.
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4.  QueryHit

0 1 3 7 N Mt 16
| Mumber of Hits | Port | IP Address | speed | Result Set | Servent Identifier |

\ File Index I File Size | File Mame |

QueryHit descriptors are the responses to the Query descriptor mentioned
above. These descriptorsare sent by the serventswhen they find amatch against
their local data. Thedescriptor ID fieldinthe Descriptor Header of the QueryHit
should bethe same asthat of the associated Query descriptor. Thiswill allow the
requesting servent toidentify the QueryHit descriptor associated with the Query
descriptor it generated.

. Number of Hitsis the number of query hitsin the result set.

. Port isthe port number on which the responding host can accept incoming
connections.

. IP Address is the I P address of the responding host.
. Speed is the speed in KBytes/sec of the responding host.

. Result Set is a set of responses to the corresponding Query. This set
contains the Number of Hits elements, each of which has the structure
comprising fileindex, filesize, and file name.

. Servent Identifier is a 16-byte string uniquely identifying the responding
servent on the network.

5. Push (0x40)

0 16 20 4 25
Servent ldentifier]  File Index IP Address Port

The Push descriptor is used by the requesting servent to ask for a responding
servent behind the firewall to initiate the connection.

. Servent I dentifierisal6-bytestring uniquely identifyingtheserventthatis
being requested to push the file with index File Index. This servent
identifier is set to be the same as the servent identifier returned in the
corresponding QueryHit descriptor sent by the servent behind thefirewall.

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



50 Ding, Nutanong and Buyya

. File Index uniquely identifies the file to be pushed from the requested
servent.

. IP Address is the IP address of the requesting host.
. Port is the port number of the requesting host.

Rules

There are generally fiverulesin the Gnutella protocol for serventsto follow in
order to maintain desirable network traffics.

. Rule1: All servents must memorizetheunique 128-bit Descriptor ID every
timeamessageisdelivered or originated. If these memorized messagesare
received again, it will not beforwarded. Thishelpseliminateloopinginthe
network thereby reducing unnecessary traffic.

. Rule 2: Pong, QueryHit, and Push descriptors may only be sent along the
samepaththat carried theincoming Ping, Query, and QueryHit descriptors,
respectively. This ensures that only those servents that routed the Ping
(Query, and QueryHit) descriptor will see the Pong (QueryHit, and Push)
descriptor in response. A servent that receives a Pong (QueryHit, and
Push) descriptor with Descriptor ID = n, but has not seen a Ping (Query,
and QueryHit) descriptor with Descriptor 1D = n should discard the Pong
(QueryHit, and Push) descriptor from the network.

. Rule 3: A servent forwardsincoming Ping and Query descriptor to all of its
directly connected servents, except for the one that sent theincoming Ping
or Query.

. Rule 4: A servent decrements a descriptor header’'s TTL field, and
increment the Hops field, before it forwards the descriptor to any directly
connected servent. If after decrementing the header’ s TTL field, the TTL
field isfound to be zero, the descriptor is discarded.

. Rule5: If aservent receives adescriptor with the same Payload Descriptor
and Descriptor ID as the one it has received before (check by comparing
with the ones the servent stores in the table), a servent discards this
descriptor.

Gnutella Protocol Analysis and | mprovement Methods

Aswith other P2Pfile sharing protocols, Gnutellawasintentionally designed to
achieve four basic goals:
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. Flexibility: Since the Gnutella network is ad hoc, any servent can join or
leave the network at anytime it wants and this occurs very frequently.
Therefore, the Gnutellaprotocol must be designed to be flexible enough to
keep operating efficiently despite the constantly changing set of servents.

. Performance and Scalability: Performance is measured in terms of the
throughput that any servent initiating query messageswill get the QueryHit
messages replying back in an acceptable time. Scalability impliesthat the
Gnutellaprotocol isableto handlealarge number of serventswithout much
degradation in performance.

. Reliability: Reliability focuses on security issues that external attacks
should not be ableto degrade significant dataor resultin performanceloss.

*  Anonymity: Anonymity concerns mainly with protecting the privacy of
participantsand theidentity of the peopl e seeking or providing theinforma-
tion.

Flexibility

With regards to the issue of dynamic environmentsin Gnutella, since a servent
periodically pings other servents, this will prevent it from being cut from the
network and will keep the network functioning aslong as there is a connection
between servents. However, the strength of Gnutella comes from the fact that
thereisahuge amount of usersbeing online concurrently and most of them share
their information.

Performance and Scalability

Performance and scalability can be considered as one of the biggest concerns
in the Gnutellacommunity. Problems relating to the issue of performance arise
from many servents connecting to the network via low-speed modems. These
serventsareusually scattered all over the network and they get overflooded with
messages until they become unresponsive, whichisno moredifferent fromtheir
being off-line. This causes the network to be highly fragmented (peers appear
to beinisolated clusters), thus causing query messagesto be limited and not to
go beyond each clustered fragment. Thisdrastically degradesthe search results.

The second problem concerns ping and pong messages that are sent between
servents throughout the network. Since every servent has to constantly ping
other serventsin order to obtain their addresses; thevery fact that thereisusually
alarge number of serventsindicatesthat the number of ping and pong messages
would beenormousaswell. Aninvestigation conducted by Dimitri, Antonio, and
Bill (2002) shows that the number of pong messages can consume up to about
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50% of all Gnutellatraffic. Thiswill prevent other moreimportant messagessuch
as Query, QueryHit, and Push to route through the network. The consequence
isthat the performance of the network will eventually be degraded because most
of the network bandwidths are used to send ping and pong messages (note that
ping messages are broadcasted to every directly connected peer).

The third performance problem stems from the fact that Gnutella does not
enforceits usersto sharefiles. This encourages most usersto be freel oaders as
most of them just join the network without sharing any of their files. Supposethat
the TTL of the query messages is seven and every servent is connected to four
other servents. Theoretically, thesearchwill gothrough 16,384 servents, but only
if 10% of those serventssharetheir files, thesearch will droptoonly around 1,600
servents. Thisreducesthe probability to find the desired filesdramatically, and
thisstill doesnot consider thefact that some serventsmay go off-lineor may drop
the query messages due to network congestion problems.

Thefourth problem involves download failureswhich may very well have been
caused by thesharing of partial filesor thelimitation of upload speed by theusers
who share those files. Back to the issue of scalability, Ritter (2001) argues that
the Gnutella network is not as scalable as it claims to be. This is due to the
propagating nature of the Gnutella protocol which consumes a lot of network
bandwidth, hence causing the number of Gnutella users to be limited by the
underlying network bandwidth (network congestion because of thelargenumber
of messages transmitted over the network). This contradictsthe original design
intention of Gnutella which was to be able to support an unlimited number of
users. The TTL field in the Descriptor Header, the cache of previously seen
message kept by each servent, and therulesimposed by the Gnutellaprotocol are
designed to hel p reduce this problem, but more powerful techniques are needed
to ensure true scalability.

There are several approaches (LimeWire, 2003; Ivkovic, 2001) that are pro-
posed to help achieve higher performance and scalability, encourage content
sharing, dishearten freel oaders, reduce unnecessary network traffic, create and
maintain a healthy network structure, and so forth. Encouragement of content
sharing may be done by making it a default feature to automatically share
completed downloads. Thismeansthat when adownloadiscompleted, thenewly
downloaded file should be shared automatically by the user. Download failures
can be resolved by having an incomplete download directory to prevent the
sharing of partial files.

There are two types of freeloaders: users who only download files for them-
selveswithout ever providing filesfor download to others, and userswho provide
low-quality contentsto othersfor download. The problem of freeloaders can be
solved by blocking Web-based downloads, blocking queries from Web-based
indexing tools or through reward-and-punish methods (this may require slight
changes in the protocol).
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Figure 10. Centralized and decentralized network topology (Minar, 2001)

Toreduce unnecessary network traffic would mean to reduce the number of ping
and pong messages. One approach to accomplish thisis to avoid periodically
pinging the network by setting arulewhereby anode can only start sending ping
messageswhen it detectsthat the peersdirectly connected toit aretwo or fewer.
The task of creating and maintaining the healthy network can be achieved by
dropping a connection that has ahigh potential to get clogged (this may remove
the slower-modem usersfrom the center or fast areas of the networks) and using
theprioritization schemeto discard unnecessary messagesif necessary. Therule
of dropping a connection may bein the following form: Drop aconnection to a
nodeif it has not been ableto receive or send the message for about 10 seconds,
and doesnot respondtoapingwith TTL = 1. A prioritization scheme can be used
to selectively drop the most usel ess message first if necessary. The priorities of
messagesareordered from hightolow: Push> QueryHit > Query > Pong > Ping.

Another approach to improve performance is through the use of Super-peers
(thisis used in newer P2P architectures such as FastTrack and OpenFT) and
caching of the results. One of the main causes of performance degradation
comes from the assumption that every servent has the same resource capacity.
The truth, in fact, is that many servents have weak connections (low-speed
modem), and participate in the network only for a short time. This makes these
slow serventsunsuitablefor taking anactiveroleinthe protocol. Super-peerscan
be used asproxiesfor less powerful servents. Super-peers, which typically have
high bandwidth, act as local search hubs on behalf of the less powerful peers
connecting to them and they stay online permanently. Super-peerscan also help
reduce network traffic by caching query routinginformation. Actually, Gnutella
v0.6 protocol already proposed the use of Super-peers. The use of Super-peers
will makethe Gnutellanetwork topology amix of centralized and decentralized
network asillustrated in Figure 10.

In order to reduce the time needed to find amatch for a query, each servent can
cache a QueryHit message that is sent back through it, which is associated with
thequery senttoit before. Inthe case of when thereisthe same query associated
with that queryHit sent to it again, that servent can send back the QueryHit
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corresponding to that Query immediately. This method will perform best when
repeated queries are common. We can create this effect by arranging the
serventsinterested in the same contents stay closetogether in the network. Note
that pong messages can also be cached in the same way so that the next timethe
ping messages come, a servent can return the cached pong messages immedi-
ately, eliminating the need to forward the ping message further. Theideaisthat
each servent remembers all pong messages that it has received. When its
neighbor sends a ping message with TTL of ntoit, the servent will reply with a
pong message and all itscached pongswith hop countslessthan n. Thiswill result
with each ping message propagated to only thedirectly connected nei ghbors, and
the servents will not need to repeatedly forward the same pong messages.

Reliability

Theissue of reliability has been a heated discussion topic recently. Reliability
focuses on the security issues because malicious users can render the network
tomalfunction causing reliability to be compromised. Sincethe Gnutellanetwork
isfully distributed, the contents are spread throughout many nodes which make
attacking a specific machine useless, as that cannot bring the Gnutella network
down. However, with the introduction of Super-peers, the reliability of the
Gnutella network may be questionable as attackers can target the Super-peers.
Even though thiswill not makethe entire Gnutellanetwork go down, some parts
of the network can suffer significantly. Apart from that, there are three kinds of
attacks that can be done easily in a loosely structured, highly dynamic P2P
network such as Gnutella: flooding, malicious or fake contents, and hijacking
gueries. Thiswill bediscussed based on Dimitri, Antonio, and Bill (2002). Infact,
Gnutella network opens many security risks since the design focusis primarily
onfunctionality and efficiency.

Flooding the network with a large number of query messages or supplying
erroneous replies to all queriesis aform of denial of service attack. Note that
theflooding of pong or QueryHit messagesisusel esssincethey will bediscarded
if there are no matching ping or query messages previously sent over the same
network. Flooding of ping messagesisalso unfruitful because of the caching of
pong messages as discussed before. Dimitri, Antonio, and Bill (2002) claim that
flooding problem cannot be prevented but can be minimized by load balancing.

Providing maliciousor fakecontents, such asfilesthat contain viruses, fileswith
altered or corrupted content, or advertising and misleading othersto believeafile
to be something else can be areal problem. What isworseisthat the virusfiles,
if they exist in the network, tend to propagate quickly. Therefore, it is essential
to have away to authenticate the content of the file before receiving it. Dimitri,
Antonio, and Bill (2002) suggest the Fourier Transformstechniqueto determine
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the content in afile that are not identical bit-wise to see whether it iswhat is
expected.

Hijacking queries can be done easily in the Gnutella network. This stems from
the trust of third parties in the network. The use of Super-peers also makes it
easy to hijack the queries since each Super-peer can see a large portion of
gueries. Point-to-point encryption, Distributed Hash Tables, and Selection
mechanism are all techniques proposed by Dimitri, Antonio, and Bill (2002) to
help resist flooding and query interception attacks.

Accordingto Ripeanu (2001), the current Gnutel lanetwork followsamultimodal
distribution, whichisacombination of apower-law and quasi-constant distribu-
tion. Thistopol ogy keepsthe network reliable almost asapower-law distribution
topology, which allows the network to tolerate random node failures.

Unfortunately, Gnutellanetwork topol ogy can beacquired easily through theuse
of acrawler and analyzing thedatagathered. Thispermitshighly efficient denial
of service attacks by educated attackers.

Anonymity

Thelastissue, anonymity, can beachieved naturally inthe Gnutellanetwork. The
requested servents do not know who the requesters are since the requesters can
be anyone along the query paths. In the same way, the requesting servents do
not know who the requested servents are either. This can be a problem as
anonymity makes it possible for many security threats to easily occur.

On the other hand, although one may think that the Gnutella protocol provides
total anonymity in the network, unfortunately a hacker can still invade one’s
privacy by scanning the Descriptor ID in the Descriptor header to trace back on
Gnutella messages. So no servent is totally anonymous—at least not yet!

FastTrack

One of the newer and more innovative peer-to-peer architectures is the
FastTrack network. It came as a solution to the problems that both Napster and
Gnutellawerefacing. The FastTrack network isby nature ahybrid architecture,
which asmentioned in the earlier sections, isacross between two or more basic
network topologies. For FastTrack, it is namely the cross between centralized
and decentralized topologies (Y ang & Garcia-Moline, 2002).
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The FastTrack Protocol

The FastTrack protocol is a proprietary architecture, where rights to use the
network has to be obtained through a company called Sherman Networks
(Bergner, 2003). Therefore, very little is known of the actual protocol used.
Many attempts have been madeto reverse engineer the FastTrack protocol. The
most well knownto datewould bethegiFT project (Source Forge, 2002), asthey
werethe closest to finally cracking the protocol. FastTrack reacted by changing
itsencryption to the point whereit was virtually impossible to reverse engineer
(Bergner, 2003). Thework doneby the giFT project, however, was sufficient to
give arough outline of how the FastTrack protocol actually works, even if the
information may now very well be outdated. The following section contains a
description of the architecture used by all FastTrack clients.

Thistechnology uses two tiers of control initsnetwork as shown in Figure 11.
Thefirst tier ismade up of clusters of ordinary nodesthat 1og onto Super Nodes
(ordinary machineswith high-speed connection). As discussed previously, this
sort of connection mimics the centralized topology. The second tier consists of
only Super Nodes that are connected to one another in a decentralized fashion.

The number of peers that can be designated as Super Nodes can vary from ten
to several thousand. This is because these Super Nodes themselves are just
ordinary nodes that can and will join or leave the network as they please.
Therefore, the network is dynamic and always changing. In order to ensure the
constant availability of the network, there exists a need for a dedicated peer (or
several of these peers) that will monitor and keep track of the network. Such a
peer iscalled abootstrapping node (Kurose & Ross, 2003) and it should always
beavailable online. When aFastTrack client, for example Kazaa, isexecuted on
apeer, it will first contact the bootstrapping node. The bootstrapping node will
then determineif that particul ar peer qualifiesto beaSuper Node. If it does, then
it will be provided with some (if not all) IP addresses of other Super Nodes. If

Figure 11. An illustration of the FastTrack topology
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it qualifiesto beonly an ordinary peer, then the bootstrapping nodewill respond
by providingthe | P addressof one of the Super Nodes (Bal akrishnan, Kaashoek,
Karger, Morris, & Stoica, 2003).

Certain FastTrack clients such as K azaause amethod known asthe “ Reputation
System,” wherethereputation of acertain user isreflected by their participation
level (anumber between 0 and 1,000) in the network. The longer the user stays
connected to the network, the higher itsparticipation level will be, whichinturn
meansthat it will be morefavouredin queuing policiesand henceshouldreceive
better service. This is mainly to encourage users to share files and thus
effectively reduce the number of “passenger clients” on the network.

Resource discovery is accomplished through the act of broadcasting between
Super Nodes. When anode from the second tier makesaquery, itisfirst directed
toitsown Super Node, which will in turn broadcast that same query to all other
Super Nodes to which it is currently connected. Thisis repeated until the TTL
of that query reaches zero (Sharma, 2002). So, if for example, the TTL of aquery
is set to 7 and the average amount of nodes per Super Node is 10, a FastTrack
clientisableto search 11 timesmorenodeson aFastTrack network ascompared
to Gnutella (Aitken, Bligh, Callanan, Cocoran, & Tobin, 2001). This provides
FastTrack clients with a much greater coverage and better search results.
However, there is one drawback to such a broadcasting method, and that isthe
daunting amount of datathat needsto be transferred from Super Node to Super
Node. This is the very same problem that has been plaguing the Gnutella
network. This, however, is not a serious problem for Kazaa as opposed to
Gnutella, therefore the Super Nodes are nodes that are guaranteed to have fast
connections.

Each of the Super Nodes that received the query performs a search through its
indexed databasethat containsinformation of all thefilesshared by itsconnected
nodes. Once amatchisfound, areply will be sent back following the same path
the search query was propagated through until it reaches the original node that
issued the query. Thismethod of routing repliesissimilar to Gnutella, and hence
runs the risk of facing the same problem of losing replies as it is routed back
through the network. Thisisdueto the fact that the Gnutella network backbone,
as mentioned previously, is made up of peersthat connect and disconnect from
thenetwork very sporadically. Thiswould mean that reply packetsthat arebeing
routed back may belost asthe path it took isnolonger there because one or more
of thenodesmaking upthelink disconnecteditself. Theaf orementioned problem,
however, is not as serious for Kazaa users as the FastTrack network backbone
ismade up of peersthat have high-speed connections (Super Nodes) and hence
the return paths can be considered more reliable.
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OpenFT

As mentioned in the previous section, the FastTrack network protocol is
proprietary, hence not much about its protocol is known. This very fact has
becomethe sourceof motivationfor variousindividual sand groupstotry to break
the FastTrack protocol. The most well known of all is the giFT project.
According to Bergner (2003), the initial meaning of the abbreviation giFT was
Generic Interfaceto FastTrack or giFT isn’t FastTrack. The giFT project came
very close to actually breaking the FastTrack protocol. However, FastTrack
reacted by changing its encryption, making it impossible to reverse engineer.

Since the FastTrack protocol isno longer feasibleto crack, the aim of the giFT
project was changed to develop a system that can connect many different
heterogeneous networksand still be ableto sharefilesbetweenthem. Therefore,
the meaning of its abbreviation was also changed to giFT Internet File Transfer
(Bergner, 2003). The project led to the development of a new and improved
network protocol that was very much like FastTrack; it was called OpenFT.

The OpenFT Architecture

LikeFastTrack, the OpenFT protocol also classifiesthenodesinitsnetwork into
different roles, but instead of atwo-tier control architecture, OpenFT added an
extratier, making it athree-tier control architecture as shown in Figure 12. The
classification of nodes is based on the speed of its network connection, its
processing power, its memory consumption, and its availability (SourceForge,
2002).

The first tier is made up of clusters of ordinary machines which we refer to as
User Nodes. These nodes maintain connections to a large set of Search Nodes
(ordinary machines with high speed connection). The user nodes then update a
subset of the search nodes to which it is connected with information regarding
files that are being shared (SourceForge, 2002).

The second tier is made up of machines that are referred to as Search Nodes.
These nodes are the actual serversinthe OpenFT network. These servers have
theresponsibility to maintainindicesof filesthat are shared by all the User Nodes
under them. On default, a Search Node can manage information about files
stored at 500 User Nodes (SourceForge, 2002).

The third tier is made up of a group that it much smaller, because the
requirementsto qualify for this group are much more stringent. One hasto be a
very reliable host that hasto be up and available most of the time. These nodes
are referred to as Index Nodes as their main purpose is to maintain indices of
existing Search Nodes. They also perform tasks such as coll ecting statistics and
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Figure 12. An illustration of the OpenFT topology

monitoring network structure. Basically, this group can be seen asthe adminis-
trator group that ensuresthat all participating nodes are working fine and are up
to expectation (SourceForge, 2002). It should be noted that the second and third
tier of control can actually be performed by the same node. In other words, a
node can function both as a Search Node and as an Index Node simultaneously.

By default, each User Node has to select three Search Nodes to maintain its
shared file information. If accepted, the selected Search Node becoms a Parent
to that particular User Node, which will now have to send the list of its shared
filesto it (Bergner, 2003). In addition, all nodes also have to maintain alist of
available Search Nodes. When aquery issent, it will be sent to all nodesthat are
found inthislist (SourceForge, 2002).

The OpenFT Protocol

The OpenFT network protocol uses a simple packet structure to make it easy to
parse. There are altogether 28 packet types and all of them have the following
packet header.

0 la 17 31

<length> <additional info>

“tvper
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Table 3. Summary of packets used in the OpenFT network protocol

Packet Description

version Used to indicate protocol version and check to seeif it is outdated

nodeinfo Used to communicate node information such as IP address, port numbers, and
OpenFT node category

nodelist Used to list down other nodes

nodecap Used to indicate node capabilities

ping Used to keep connection alive

session Used to establish session

child Used to request to be the child of a particular Search Node

addshare Used to add information about the files that are shared in a User Node to the
registry of a Search Node

remshare Used to remove information about the files that are shared in a User Node to the

registry of a Search Node
modshare Used to modify information about the files that are shared in a User Node to the
registry of a Search Node

stats Used to request network statistics from Index Nodes

search Used to query for files

browse Used to browse the files shared by a particular node

push Used to perform HTTP PUSH (such as the one mention in Gnutella) through
firewalls

Length describes the length of the packet excluding the header. The current
implementation uses bits 16—31 to store both flags and packet type information
(Bergner, 2003).

Asmentioned in the previous section, each nodeis assigned aparticular rolein
the network. At the moment of writing, there isyet a distributed algorithm that
can be implemented to perform the role assignment task. For now, the users
themselves choose the role they want to play in the network. Table 3 provides
asummary of the packets used by the OpenFT network protocol (Bergner, 2003;
Guilfoyle& Lempsink, 2003).

All the packets mentioned can basically be categorized into several categories
so that their usage and function can be seen more clearly. With reference made
to Bergner (2003), they are:

. Session Establishment: version, nodeinfo, nodelist, nodecap, session
. Connection Maintenance: ping

. File Sharing Management: child, addshare, remshare, modshare

. Searching for files: search, browse

. Misc: stats, push
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Comparisons

P2P systems use different architectural models and techniques for resource
discovery and handling performanceand security issues. A comparison between
various P2P systemsisgivenin Table 4.

Table 4. A comparison of various P2P systems

Characteristics System Description
Purpose Napster MP3 file sharing
Gnutella File sharing of all types
FastTrack File sharing of all types
OpenFT File sharing of all types
Architecture Napster Peers connected to a centralized server
Gnutella Flat/Ad hoc network of peer servents (pure P2P)
FastTrack Decentralized two-level hierarchical network of group-
leader peersand
ordinary peers
OpenFT Decentralized three-level hierarchical network of search

peers, index peers, and
ordinary peers

Lookup Method Napster Using central directory
Gnutella Query flooding: Broadcast queries to peers and make a
direct connection when downloaded
FastTrack Using group-leader peers
OpenFT Using search peers
Decentralization Napster The system is highly centralized. Peers are connected

directly to the central index server.

Gnutella The system is highly centralized. The topology is flat and
each peer istruly equal.

FastTrack The system is decentralized in the sense that there is no
explicit central server. However, in each group, the
ordinary peers are gill connected to their group-leader peer
in acentralized manner.

OpenFT The network structure is very much like FastTrack, only
OpenFT is dightly more optimized for performance.
Scalability Napster The system is not scalable because having everyone

connected to the directory server is bottleneck prone.

Gnutella Theoreticaly, the system can easily expand indefinitely,
but in practice, it may be limited by the underlying
bandwidth. Traffic jams of a large number of messages
transmitted over the network can cause the network to stop
functioning properly.

FastTrack The scalability of the system is medium. Although the
architecture is fairly decentralized, it is not entirely
serverless. A bottleneck may occur locally within agroup.

OpenFT The scaability of the system is just like FastTrack. It is
easily scalable, but bottlenecks may occur within a group
sinceit is not entirely serverless.
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Table 4. A comparison of various P2P systems, cont.

Anonymity Napster Hardly any anonymity since al users have to sign up onto
the central server before they can connect to the network.
Users are almost always anonymous to each other, though,
since the user directory is never queried directly.

Gnutella Anonymity is preserved naturaly by the protocol itself
since the messages may come from any peer in the local
paths. However, the Descriptor 1D in the Descriptor header
may be used to trace the messages. Nosy nodes can record
queries and responses.

FastTrack Level of anonymity is dightly better than Napster but
worse than Gnutella. Users are not fully anonymous in the
FastTrack network.

OpenFT Level of anonymity issimilar to FastTrack.

Security Napster Moderate since Napster is managed by a centralized
server. This allows Napster to exert much more control
which makes it much harder for clients to fake IP
addresses, port numbers, and so forth. And since Napster
only alows the sharing of MP3 files, this makes security
threats that are related to fake content, viruses, and so forth
not too common and more traceable as compared to the
other three protocols.

Gnutella Low since the protocol design primarily focuses on
functionality  and efficiency. Prone to severa security
threats: flooding, malicious or fake content, virus spread,
hijacking of queries, denia of service attacks. Security
threats mainly focus on services rather than host. In the
case of one user staying behind the firewall, download can
be achieve by requesters sending a push message to ask the
firewalled user to initiate a connection. In the case of two
users both staying behind the firewall, a connection cannot
be created.

FastTrack Low, but is still better than Gnutella, since it maintains a
hybrid architecture. Security threats such as flooding,
malicious or fake content, viruses, and so forth can be
reduced as al the Super Nodes actualy function as
centralized servers to nodes that are under their domain.
Another threat is the integration of spyware into the
popular FastTrack client, Kazaa. These spywares monitor
the activities of users in the background. Any information
from surfing habits to favourite Web sites can be gathered
and sent back to the server, which will then use this
information for targeted marketing, and so forth.

OpenFT Very similar to threats faced by FastTrack. One of the
main differences is that it does not have spywares
integrated into its clients.

Self-Organization Napster A highly self-organized system is not necessary.
Organization of nodes/resources are handled by the central
servers.

Gnutella The system is highly self-organized. It adapts gracefully to

the dynamic nature of the Internet through the use of ping
messages to periodicaly find available peers connected to
the network. But this comes with a drawback, which is the
staggering amount of data transfer involved.
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Table 4. A comparison of various P2P systems, cont.

FastTrack The system is very much self-organized as well. It adapts
to the dynamic nature of the Internet, just like Gnutella.
The dlight difference in its protocol alows FastTrack to
achieve ahighly self-organized system with much less data
transfer than Gnutella.

OpenFT Self-organization in OpenFT is similar to FastTrack.
Lookup Completeness | Napster The lookup method is complete because search is done by
the central server which hasthe complete index directory.
Gnutella The lookup method is incomplete because a query may not

reach al servents. It has a much greater coverage than
Napster, but it takes much longer to perform alookup.
FastTrack The lookup method in FastTrack isincomplete as well, but
it is able to search many more nodes than to Gnutella for
the same time span.

OpenFT The lookup method on OpenFT is similar to FastTrack.
There may be some minor adjusments to improve
performance, but fundamentally, they are both the same.

Fault Resilience Napster The mafunction of the central server can cause a system-
wide malfunction.
Gnutella The malfunction of some nodes would not cause the

system to stop functioning as long as there are enough
nodes connected to the network at a given time. However,
this will definitely degrade performance.

FastTrack The mafunction of an ordinary peer would not hurt the
system. The mafunction of a group-leader peer is taken
care of by reassigning all ordinary peers connected to other
group-leader peers.

OpenFT Fault resilience for OpenFT is similar to FastTrack, where
the malfunction of a user node would not hurt the system.
If any of the index nodes or search nodes fails, all that
needs to be done isto just reassign all affected user nodes
to other index or search nodes.

Summary

It should berelatively clear by now that P2Ptechnology isstill intheinfant stage
of its development. Thereisstill great potential for growth and improvements.
From this chapter alone, we can see how P2P has evolved from a more
centralized architecturesuch asNapster into afully distributed architecture such
asGnutella, only to evolveagaininto hybrid architectures such as FastTrack and
OpenFT. Thisevolution intechnology is spurred mainly by the need to achieve
better efficiency and speed in content sharing aswell asthe need to survive law
suits against these architectures. Much more innovative architectures will
surface as the race toward network efficiency and survival continues.

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



64 Ding, Nutanong and Buyya

Refer ences

Aitken, D., Bligh, J., Callanan, O., Corcoran, D., & Tobin, J. (2001). Peer-to-
peer technologies and protocols.

Balakrishnan, H., Kaashoek, M.F., Karger, D., Morris, R., & Stoica, I. (2003,
February). Looking up data in P2P systems. Communications of the
ACM, 46(2).

Barkai, D. (2001). An introduction to peer-to-peer computing. From http://
www.intel.com/update/departments/initech/it02012. pdf

Bergner, M. (2003). Improving performance of modern peer-to-peer ser-
vices. UMEA University, Department of Computer Science.

Dimitri, D., Antonio, G., & Bill, K. (2002). Analysis of peer-to-peer network
security using Gnutella. From http://www.cs.berkel ey.edu/~daw/teaching/
cs261-f02/reports/defig.pdf

Guilfoyle, J., & Lempsink, E. (2003). giFT’s interface protocol. From http://
gift.sourceforge.net/docs.php?document=interface.html

Hebrank, M. Gnutella & Napster. HUH? or What do | need to know to keep
fromlookinglikeanidiot. Fom http://www.wacked.org/~heller/gnutel la/

Ivkovic, I. (2001). Improving Gnutellaprotocol : Protocol analysisand research
proposals. From http://www.swen.uwaterloo.ca/~iivkovic/Gnutella
.Limewire2001.pdf

Kan, G. (2001). Gnutella. In A. Oram (Ed.), Peer-to-peer: Harnessing the
power of disruptive technologies. Sebastopol, CA: O'Reilly.

Kurose, J.F., & Ross, K.W. (2003). Computer networking: A top-down
approach featuring the Internet. Boston: Addison-Wesley.

LimeWire(n.d.). The GnutellaProtocol Specificationv0.4, Document Revision
1.2. From http://www.clip2.com

LimeWire (2003). Improving the Gnutella network. From http://
www.limewire.com/index.jsp/im\_require

Minar, N. (2001). Distributed systems topologies: Part 1. From http://
www.openp2p.com/pub/alp2p/2001/12/14/topologies_one.html

Minar, N. (2002). Distributed systems topologies: Part 2. From http://
www.openp2p.com/pub/a/p2p/2002/01/08/p2p_topologies pt2.html

Peter, B., Tim, W., Bart, D., & Piet, D. (2002). A comparison of peer-to-peer
architectures. Ghent, Belgium: Broadband Communication Networks

Group (IBCN), Department of Information Technology (INTEC), Ghent
University.

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of ldea Group Inc. is prohibited.



Peer-to-Peer Networks 65

Ripeanu, M. (2001, July). Peer-to-peer architecture case study: Gnutella net-
work, technical report TR-2001-26, University of Chicago. From http://
people.cs.uchicago.edu/~matei/PAPERS/gnutella-rc.pdf

Ritter, J. (2001, February). Why Gnutella can’t scale. No, really. From http://
www.darkridge.com/~jpr5/doc/gnutella.html

Sharma, A. (2002, September). The FastTrack network. PC Quest Magazine,
India. From http://www.pcquest.com/content/p2p/102091205.asp

Shirky, C. (2001). Listening to Napster. In A. Oram (Ed.), Peer-to-peer:
Harnessing the power of disruptive technologies. Sebastopol, CA:
O'Reilly.

Source Forge (2002, September 14). What is the giFT project? From http://
cvs.sourceforge.net/viewcvs.py/gift/giFT/README?rev=1.9

Turcan, E. (2002). Peer-to-peer: The third generation Internet. From http://
csdl.computer.org/comp/proceedings/p2p/2001/1503/00/15030095. pdf

Tyson, J. (2000). Marshall Brain’s HowStuffWorks, How Napster worked.
From http://www.howstuffworks.com/napster1.htm

Yang, B.H., & Garcia-Moline (2002, February). Designing a super-peer
network. Stanford, CA: Stanford University Press.

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



66 Verma

Chapter |11

Using Peer -to-Peer
Systemsfor Data
M anagement

Dinesh C. Verma
IBM T.J. Watson Research Center, USA

Abstract

This chapter describes a peer-to-peer approach for managing data backup
and recovery in an enterprise environment. Data management systems in
enterprises constitute a significant portion of the total cost of management
of data in enterprise systems. Maintaining data with a high degree of
availability and reliability is typically done by having a centralized backup
system that maintains backup copies of data. The maintenance of a large
dedicated backup server for data management requires a highly scalable
network and storage infrastructure, leading to a major expense center
within the enterprise. With the current trends in workstation disk storage,
an alternative peer-to-peer paradigm for data management can offer an
approach that provides equivalent performance at a fraction of the cost of
the centralized backup system. The author hopes that the contents of the
chapter would lead to the development of more solutions that harness the
power of peer-to-peer networks.
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I ntroduction

Peer-to-peer (P2P) technology has become mainstream media story due to its
widespread usein exchanging popular files, and hasal most become synonymous
with music swapping over the Internet. The popularity of peer-to-peer systems
on the Internet underscores the amount of scalability and ease of administration
that isoffered by that technology. These features enabl e peer to peer technol ogy
to be exploited for many other applications, both over the Internet as well as
within enterprise networks. In this chapter, we look at one such application of
peer-to-peer systems which can result in substantial cost savings for many
enterprises.

Oneof thekey support functions expected of an I T department in most medium-
and large-scale companiesis that of backup and recovery of files stored on the
various computers within the enterprise. Data stored in acomputer may be lost
due to various causes, such as user mistakes, power outages, disk crashes,
accidental erasures, viruses, and so forth. Data management systems within an
enterprise facilitate the recovery of lost data. The standard modus operandi of
data management systems is to make automated periodic copies of data,
restoring files from the most recent backup copy when required.

Most enterprises operate a backup server to maintain backup copies of data
across the different machinesin an enterprise. Such backup servers must have
the capacity to storeall of the data present in alarge number of client computers
while providing avery high level of availability. Dueto thevolume of datainan
enterprise, backup serverstend to be high-end, expensive machines with high-
capacity data storage devices. Many vendors provide software products that
provide data backup and restore functions.

The operation and mai ntenance of backup serversisan expensive operation for
most enterprises. For every dollar spent on new storage hardware, enterprises
are estimated to spend three dollars to manage data (Clark, 2002). In many
enterprises, the growing cost of 1T operationsisasignificant concern. Further-
more, industrial surveys indicate that up to 60% of storage capacity in an
enterprise typically remains unused.

The excess storage capacity available in the devices can be exploited to provide
data backup services to other devices in the enterprise. This can enable
machinesin an enterpriseto provide collaborative backup serviceto each other,
eliminating the need for an expensive backup server. The caveat, of course,
would be to ensure that the collaborative backup remains as reliable as the
traditional backup server.

This chapter describes a peer-to-peer system for data backup and recovery
services, and analyzesitsreliability and availability. Our cal culations show that
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such a system can obtain performance levels comparable to that of traditional
backup systems.

The rest of the chapter is structured as follows: In section 2, we discuss the
structure of atraditional backup system. Thisis followed in section 3 by the
design of a peer-to-peer system for backup and restoration. In section 4, we
analyze the availability and reliability of the different approachesto building a
data management system. Finally, we present our conclusions and areas for
futureinvestigation.

The Traditional Data M anagement
System

A traditional backup system typically consists of one backup site supporting a
large number of clients (desktop machines, PCs, and laptops). The backup site
usually consists of acluster of backup servers. It is commonly implemented as
oneor more high-end serversrunning with avery large amount of storage space.
Logically, however, the cluster appears as asingle server to the backup clients.
Large enterprises may have several backup sites, with a possible peer-to-peer
mirroring capability among them (Castes, Kozakos, & Laing, 2004).

Backup clients in the system run software that allows users to back up and
restore files from the server. Typically, client software has a mechanism to run
backups at scheduled times, for example, each client may automatically be
backed up once aday. M etadata associated with abackup, for example, the last
time the files were backed up, is kept on the backup server. Two modes of
backup are standard: afull backup in which all thefileson amachine are copied
over tothe backup server, and anincremental modeinwhich only filesmodified
since the last backup are copied over to the backup server.

Dueto the need to makethe backup server available around the clock, the server
needs maintenance and support personnel to ensure continued operation. This
makes the backup storage many times more expensive than the cost of the client
storage. Thisleadsto aparadoxical situation in that the total cost of ownership
of amegabyte of storage increases asthe cost of amegabyte of storage on client
systems falls. This is because the enterprise needs to provision for increased
storage at the backup site as the capacity of disks on individual workstations
increases. On the one hand, users and application developers feel no need to
worry about storage efficiency due to the large disk space available on their
computers. On the other hand, they come under increased pressure from the
enterprise I T staff to reduce the amount of storage used in order to reduce the
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costs associated with data management. To make matters worse, backup sites
tend to be upgraded at a much slower pace than the turnaround time of PCs and
laptops. We will soon be encountering an odd situation where storage space at
backup sites will be scarce and expensive, while there is excess disk space on
each client.

The Peer-to-Peer Data Management System

Peer-to-peer systems have been used successfully for avariety of applications
within the Internet, such as sharing and exchanging files (Gnutella; Kazaa), and
building large distributed storage systems (Rheaet al., 2003). Two approaches
toward building peer-to-peer systems have been proposed, the first being the
building of applications on top of an application-level multicasting and query-
searching mechanism, and the second being the implementation of systemsfor
distributed hash-tables. In the first approach, files are searched by means of a
guery broadcast to the peers. The second approach maps files to a unique key,
and providesefficient method to look up that key in adistributed environment is
implemented. The multicasting approach provides for a more general type of
guery, and has a proven record of scalability and robustness in the wide-area
network.

In a peer-to-peer backup system, each file is copied over to another peer in the
system, rather thanto acentral backup site. Inorder to obtain ahigher availability
for each file, afile would need to be copied to more than one peer. The peer-to-
peer data backup architecture creates an independent area on each peer to be
used for data backup from other peers. Users can choose configuration
properties such asthe maximum fraction of the disk spaceto be used for backup
functions and the location of the backup directory on the disk.

System Architecture

We propose a system for data management in which a software package is
installed on each of the computers within an enterprise. The structure of the
backup software consists of the following components shown in Figure 1.

. Basic P2P Broadcast Mechanisms are the basic components that per-
form an application-level multicast on a peer-to-peer network. The basic
P2P broadcast mechanism provides the ability to search for a file with a
given name and a set of attributes on a peer-to-peer network. Libraries
providing this capability are generally available as components in most
peer-to-peer software distributions.
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Figure 1. Structure of P2P data management software

Properties Manager

Backup/Restore Manager Schedule Manager

Peer Searcher File Searcher Data Manager

Basic P2P Broadcast Mechanism Local File System

The Peer Searcher is used to search for a peer that would be a suitable
candidate for maintaining backups of a specific file on the local machine.
When afile needs to be backed up, the peer searcher component sends a
guery toall thecomputers, looking for computersthat would be ableto store
abackup copy of thefile. The peer searcher componentson other machines
respond to such queries. The peer searcher would then select a subset of
the responding peers as suitable repository for backup copies.

e The File Searcher is used to search for peers that are holding a backup
copy of afile and are currently operational.

e The Backup/Restore Manager is the component responsible for perform-
ing the backup and restore operations, that is, the component that actually
copies the data across machines.

e The Properties Manager is a component that keeps on tracking the
properties of a current machine to assess its suitability to act as a backup
copy for a peer. Properties tracked by the properties manager includes
when the peer istypically up and connected to the enterprise network, the
disk utilization onthe system, and the speed of the processor on the system.

TheData Manager isthe component that maintains copies of backup files
onthelocal system. Inadditiontothetraditional roleof managingfiles, the
component has to maintain the security and privacy so that the backed up
datais only visible to the owner of the data.

*  The Schedule Manager isresponsible for initiating the backup of thefiles
on the local machine on a preset schedule. The function isidentical to that
in corresponding traditional backup clientsrunning on an automated sched-
ule.

Each of these components is further described in the following section.
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The Backup/Restore Manager

The backup/restore manager creates the backup copy of files to one or more
peers, and allows the restoration of the local file from one of those copies. Our
system copies each file independently of the other files on the system.

When backing up a file, the backup/restore manager first identifies a set of
suitable peers by invoking the peer search modul e. The backup/restore manager
then contacts one or more of the peersin the set to copy thefile over. If the other
peer already has aprevious copy of thefile, anincremental backup of thefileis
made to the peer. Otherwise, the full file is copied to the backup server.

For restoring files, the date of desired restoration and file name are sent to the
file searcher module. The file searcher module looks for the most recent copy
of the filethat was backed up prior to the desired restoration date, which isthen
copied back to thelocal system. The backup/restore manager isal so responsible
for performing thefeaturesof traditional backup features, such asidentifyingthe
set of filesthat do not need to be backed up (e.g., application files or temporary
files), or the set of filesthat need to be backed up with encryption support, and
so forth.

The Peer Searcher

The peer searcher is responsible for locating one or more peers that can act as
potentially good sitesto create a backup copy of afile. In our solution, the peer
searcher isimplemented using a peer-to-peer application-level multicast para-
digm.

When searching for suitable peers, the peer searcher module floats a broadcast
guery. The broadcast query contains the name of the file being backed up, the
size of thefile, the name of the local machine, and the uptime cycleto which the
current machine belongs. The peer searcher modules on the other peer receives
the query and compose a response consisting of the following properties: the
uptime cycle of the peer, the amount of free space on the peer, and a Boolean
flagindicating if a copy of thefile already belongsin the peer being contacted.
The peer searcher modul e on the originating node collects all the responses, and
assignsaweight to each of theresponding peers. Theweight iscomputedto give
preference to peers with an existing copy of the file, larger free space, and the
same uptime cycle. The peers with highest weights are selected as potential
backup sites.
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The Properties Manager

The search for suitable peers by the peer searcher is performed on the basis of
the properties of the other peers. Some of the properties maintained for this
selection are the amount of free space at the peer, network connectivity of the
machine, and the uptime cycle of the machine. These properties are managed by
a properties manager module running on each peer.

The properties manager keeps track of the times during the day when the local
machine tends to be up. All machines maintain an uptime cycle property. The
uptimecycleisanarray with 24 entries, each being the probability of themachine
being up during that hour of the day. The properties manager computes the
probabilitiesover therelatively long duration, for example, amonth. If sufficient
datais not available, the uptime cycleisinitialized to a reasonable default, for
example, aprobability of 1 during 9-5 local time, and a probability of 0 during
other times.

The properties manager keepstrack of the disk space allocated on the local peer
for the task of backing up files from other peers. Asthisdisk spacefillsup, the
peerislesslikely torespond to requestsfrom other peersto create backup copies
of files. The properties manager also maintains an indicator of the type of
network connectivity that the peer is likely to have to other servers. This is
determined by looking at the characteristics of the network interface that the
server has active at each hour. Hours when the peer has slow network
connectivity (e.g., theonly interfaceactiveisadial-up modem), theuptimecycle
is marked to indicate the machine has alow probability of being available.

The Data M anager

The data manager is responsible for keeping copies of the backup files on the
local disk. The datamanager maintains atimestamp for each time being backed
up, such timestamp being the reading of the clock on the peer with the original
file. The data manager also maintains an index of all the files that are backed
up on the local peer.

Files that are backed up using incremental differences from the older versions
are stored locally with the incremental changes. The data manager managesthe
differences and delivers the complete file to any requesting user.

Files are kept in a compressed format to reduce the storage requirements. Files
being backed up are also compared to see if they are identical to other files
present on the system. A hash computed over the contents of thefilesisused as
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a quick check for equality. If the file is identical, then only the metadata
(timestamp, owning node, etc.) informationiscreated for the new file, with only
a pointer made to the copy of the existing file.

M ost enterprisesmaintainalimited document retention policy inorder to contain
the amount of storage needed at the backup site. Thus, fileswould typically not
be backed up beyond the period of afew years. Sometypes of data, for example,
billing records, accounts records, tax-related information, are maintained for a
larger period of time, for example, seven years, depending on government
regulationsand operating practices. The datamanager maintainsthetime period
for which afile needsto be maintained in the metadata and del etesfilesthat are
past their document retention period.

Other Components

The schedule manager performs automatic backup of the contents of the local
file system at regular intervals. Thefunctionissimilar to that of traditional data
management systemsand i mplemented usi ng exi sting system scheduling mecha-
nisms.

Thefile searcher moduleisresponsiblefor finding existing copiesof afileto be
restored. The identity of the local peer and the file name are used to locate the
copies of afile. The peer looking for the backup copy broadcasts a query and
each peer with a backup with the time when its backup copy was created. The
file searcher module on the originating peer selects the backup that was most
recently created prior to the desired time of restoration. The backup/restore
manager performs the actual restoration of the file from the selected peer.

The basic P2P search module implements an application-level multicast ap-
proachto searchingfor filesinthesystem, identical to other well-known schemes
(Gnutella; Kazaa).

Security |ssues

Users may not wish to share all of the files on their computers with other users
in the network, and the backup copies of those files would need to be encrypted
before being stored at other peers. The encryption can be done using a key
known only to the owner of the file. One approach for keeping files safe would
be to use public key cryptography. Each user creates a public key and a private
key for him-/herself, and files before being backed up are encrypted with the
public key. Only the user with the knowledge of the private key can decrypt the
backup copy. Within an enterprisewith apublic key infrastructure such as PK|
(Ellison, 1999) deployed, the above mechanism would work well.

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



74 Verma

Since secure backup does not require interpretation of file by anyone other than
the original machine, it is possible to provide security in the backup system by
using the more efficient secret key encryption. The backup software can create
a secret key for each user or create a separate secret key for each file. The key
generation is done by a deterministic algorithm which takes as input (1) a
password specified by the user, (2) the identity of the system where the fileis
created, (3) optionally, the name of the file being backed up, and (4) the time
when the copy isbeing made. Thus, the originating host, when the user supplies
the password, can regenerate the key for the file during restoration period and
retrievethefile. The algorithm for key generation can be made so asto generate
strong cryptographic keys. A typical key generation algorithm could take the
concatenation of the four input parameters, compute the exponent of the
concatenated binary number, and then take the result modulo a maximum key
size as the secret key for encryption. Any secret key-based encryption scheme
can then be used to encrypt the file.

Some aspects of key management systems are still needed for the above
approach. Users may forget their password for backup and need a way to
recover or reset the lost password. In order to assist them in recovering the
password, the system maintains a known text file which is then encrypted and
stored locally. These two files are not copied to the other peers. When a user
forgets his/her password, the system provides utility toolsthat would help him/
her recover the password by trying to compare different possible combinations
against the known file. The approach is time-consuming and only works if the
known fileis not corrupted on the disk.

Note that the password for afile cannot be changed since that would not match
with the keys used for prior backups. To work around this limitation, the data
management system maintains alocal file containing all of the previous pass-
words and the periods of their usage. This file is always encrypted using the
current key and backed up to other machines. On a change of password, the old
password isappended to the passwordfile, and the password fileisre-encrypted
using a key generated by the new password.

Hybrid Data Management Approach

Handling security and managing metadata in peer-to-peer systems is more
difficultinpeer-to-peer approach thaninacentralized backup system. Onecould
use a hybrid approach to obtain the advantages of centralized security manage-
ment and the cost savings of a peer-to-peer data backup systems.

In the hybrid approach, the metadata for each backup file is maintained at a
central repository, while the actual datais maintained at the peers. The central
repository isused to manage passwords. Thecentral repository usesapublic key
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cryptographic approach to encrypt the files on the peers. All files are encrypted
using the public key of the repository. Thus, the issues of key management
reduces to the management of repository keys.

The repository maintains an index of the peersthat have the backup copy of the
different files, thereby creating a database that can be quickly searched to
determine the set of peers with backup copies of afile. Locating peers with
backup copies of afile can be done much faster than using a broadcast query
search.

All backup and restoration requests are made to the repository. The repository
authenticates the identity of the user making the request and searches for a
suitable set of peersfor the machine. Therepository identifiesthe peersthat will
make the backup copy and thefiles are copied directly between the peers. After
the successful backing up of afile, the metadatainformation at therepository is
updated.

The repository used in the peer-to-peer approach would require much less
bandwidth and data storage than a full-fledged centralized backup solution.

Evaluation of Peer-to-Peer Approach

In this section, we examine the effectiveness of the peer-to-peer approach with
some simple system models. The system models we present are more akin to
back-of-the-envelop calculations rather than a formal system performance
evaluation model. However, they would help inidentifying the situationswhere
the peer-to-peer data management approach would be better than the central -
ized approach and where it would be worse.

In our system model, we assume that there are N machines in the system, and
that they are randomly connected. We assume that each of the machines has a
disk with the capacity of D and that each machine hasafraction f of its capacity
used to create local files. We further assume that b copies of each file are made
in the case of the peer-to-peer approach. Furthermore, each client has the
probability p_of being available at any giventime, and that each client operates
independently of the other clients.

Weassumethat all optimizationsthat can be madefor datamanagement in peer-
to-peer systems can be mimicked in a centralized server approach and vice
versa. Thus, the key comparison is between the storage space and bandwidth
required for the centralized solution as compared to the peer-to-peer approach.
L et usassumethat the centralized backup sol ution providesan availability of p_.
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Figure 2
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With b copies being made of the system, aclient would be ableto recover afile
when needed aslong as one of the b peerswith acopy of thefileisavailablefor
it to recover from. Thus, the peer-to-peer system would have areliability better
than that of the centralized system, aslong as

p, <1-(1-p)°

whichisequivalent to

b >log(1- p)/log(1- p.)

Figure 2 shows the typical number of copies that would need to be made with
sometypical availability numbersof clientsand the backup server. Thedifferent
bars show the number of copies needed to obtain the availability expected of a
centralized backup system for a given reliability of the clients. For a client
reliability of only 90%, 4 copies of a file are able to obtain the availability
equivalent tothat of abackup server with 4 9sof availability. For amorereliable
client, whichisavailable99% of thetimesone could obtainavailability equivalent
to 6 9s at the centralized server with only three copies.

The additional copies of servers come at a cost, sincethe total storage capacity
needed in the peer-to-peer approach is higher than that of the centralized server.
Since b copies of each file are being made, the space required is b times that of
a centralized backup server. In order for the peer-to-peer approach to be
successful, the peers must have adequate disk space to handle the requisite
number of copies. Thisrequiresthat the following relation hold true:

b*f<o
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where o is a number less than 1 due to practical considerations such as having
enough space capacity of clients, or the need to make multiple versions of afile.
Thus, a peer-to-peer approach would be feasible as long as

log(1- p)/log(1- p,) < of

Thiswould indicate the peer-to-peer approach for data management isfeasible
provided the utilization of the disk storage at each of the peers is reasonably
small. For autilization of each client of about 20%, and anaof 0.6, Figure2would
imply that one could obtain 39sof availability using clientswith an avail ability of
0.9, and one could obtain 6 9s of availability using clientswith an availability of
0.99. If the trend of client workstations with large disk capacity and relatively
little usage continuesto hold, it woul d appear that the availability and reliability
of the peer-to-peer approach would be comparable to centralized backup
approaches for data management.

Conclusion

In this paper, we have presented an peer-to-peer approach to managing datain
an enterprise. The approach provides for a way to back up and restore datain
enterprise systems without the need for a centralized backup server. We have
presented the architecture of a system that would implement this approach, and
analyzed the feasibility of the approach using some simple assumptions. The
analysis indicates the approach would work well for systems where there are
many clients with large amount of disk space capacity. Under the present trend
of having PCs and |laptops with larger amount of disk storage, this approach
appearsto be an effective, low-cost method for managing datain an enterprise.
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Chapter |V

Peer -to-Peer
| nfor mation Stor age
and Discovery Systems
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Abstract

This chapter investigates the current landscape of peer-to-peer (P2P)
storage and discovery systems. A classification of existing P2P discovery
systems, outlining the advantages and disadvantages of each category, and
surveying existing systems in each class, is presented. The design, operation
and applications of Squid, a P2P information discovery system that supports
flexible queries with search guarantees, are described.
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I ntroduction

Recent years have seen an increasing interest in the peer-to-peer (P2P)
computing paradigm, where entities at the edges of the network can directly
interact as equals (or peers) and share information, services, and resources
without centralized servers. While the P2P architecture is not new (the original
Internet was conceived as a P2P system), the proliferation of the World Wide
Web and advances in computation and communication technologies have
enabl ed the devel opment and deployment of alarge number of P2P applications.
These applications take advantage of resources (for example, storage, comput-
ing cycles and content) available at user machines at the edges of the Internet.
Properties such as decentralization, self-organization, dynamism, and fault
tolerance make them naturally scalable and attractive solutionsfor applications
in all areas of distributed computing and communication. Usenet and DNS
represent an earlier generation of successful applications with P2P character-
istics. Mare recent P2P applications include content sharing and distribution
systems such as Napster (Napster Webpage) and Gnutella (GnutellaWebpage),
communication and collaboration systems such as Jabber (Jabber Webpage),
Groove (Groove Webpage) and ICQ (ICQ Webpage), systems for anonymity
such as Freenet (Clarke, Sandberg, Wiley, & Hong, 2000), censorship-resistant
systemssuch as Publius (Waldman, Rubin, & Cranor, 2000) and embarrassingly
parallel computing such as SETI@home (SETI@homeWebpage). Furthermore,
P2P systems have been recently proposed for resource discovery in computa-
tional grids(Andrzejak & Xu, 2002; Foster & lamnitchi, 2003; lamnitchi, Foster,
& Nurmi, 2002; Li, Xu, Dong, & Zhang, 2002; Schmidt & Parashar, 2003a) and
for Web Service Discovery (Schlosser, Sintek, Decker, & Nejdl, 2002; Schmidt
& Parashar, 2003b).

This chapter investigates the current landscape of P2P information storage and
discovery systems. In this chapter, we first present an overview of P2P storage
and discovery systems. We then present a classification of existing systems
based ontheir design and target applications, and survey existing systemsin each
class. Specifically, we present and compare P2P data lookup and search
systems. Finally, we presents Squid (Schmidt & Parashar, 2003a), an informa-
tion discovery system that supports flexible queries, while providing search
guarantees.

P2P Information Storage and Discovery Systems

An important area where P2P technol ogies continue to be successfully applied
is information storage, discovery, and retrieval. Key strengths of the P2P
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architecture, including the ability to harness peer resources, self-organization
and adaptation, inherent redundancy, fault tolerance and increased availability,
make it an attractive solution for this class of applications.

P2P storage systems enabl e persistence and information sharing in anetwork of
peers. The network of peers is typically an overlay network, defined at the
application layer of the protocol stack. A peer can have multipleroles. It can be
a server (it stores data and responds to query requests), a client (it requests
information from other peers), arouter (it routes messages based on its routing
table), and a cache (it caches data to increase the system’s availability). Note
that these characteristics describe pure P2P storage and retrieval systems. In
hybrid systems, a peer may have fewer roles (for example, some peers are
servers, routers, and caches, and others are only clients).

Efficient information discovery in the absence of global knowledge of content
and/or naming conventions is a fundamental issue in large, decentralized,
distributed sharing environments. The heterogeneous nature and large volume of
data and resources, their dynamism, and the size and dynamism of the P2P
sharing environment (with nodesjoining and leaving) makeinformation discov-
ery achallenging problem. Anideal information discovery system hasto support
flexible searches (using keywords, wildcards, range queries), be efficient, fault
tolerant, self-organizing, and offer guarantees. It should also be ableto deal with
the scale, dynamism, and heterogeneity of these environments. However,
mai ntaining global knowledge about the current nodes and the content stored in
the system is not feasible, and existing P2P information discovery systems
implement design trade-offs. These systems are either easy to maintain and
allow very complex queries but do not offer any guarantees, or offer guarantees
but at the cost of mai ntai ning acomplex and constrai ned structureand supporting
less expressive queries.

Another factor isthe heterogeneity of the system. Not all nodes have the same
capabilities (for example, storage, processing power, bandwidth), and they may
choose to share only afraction of their resources. These capabilities have to be
taken into account while distributing content across the network.

Existing P2Pinformation storage/discovery systemscan bebroadly classified as
unstructured or structured based on the underlying network of nodes. While
unstructured systems are relatively easy to maintain, can support complex
gueries, and have been used for information discovery (lamnitchi et al., 2002; Li
etal., 2002), they do not guaranteethat all matchesto aquery in apractical-sized
system will be found. Hybrid P2P systems (Napster Webpage) provide search
guaranteesby using centralized directories, whichinturncanlimit their scal ability
and may not always be feasible. Structured data lookup systems (Ratnasamy,
Francis, Handley, Karp, & Shenker, 2001; Stoica, Morris, Karger, Kaashoek, &
Balakrishnan, 2001) al so provide search guarantees and bound search costs, but
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at the cost of maintaining arigid overlay structure. Furthermore, these systems
only support lookup using uniqueidentifiers(for example, filenames). Structured
systems can be extended to support keyword searches using a distributed
inverted index (Reynolds & Vahdat, 2003) built on top of the data lookup
protocol. In these systems, a data element?! is mapped to multiple peers, one for
each keyword attached to it. As aresult, when resolving queries with multiple
keywords, all responsible nodes are contacted, all data elements matching each
keyword are retrieved, and the partial results are merged and filtered to match
the entire query. Typically, range queries are not supported by these systems.

Squid: Flexible Information Discovery with Guarantees

Squid (Schmidt & Parashar, 2003a; Schmidt & Parashar, 2003b) is a P2P
information discovery system that supports complex queries containing partial
keywords and wildcards, and range queries. It guarantees that all existing data
elementsthat match aquery will befound with bounded costsintermsof number
of messages and number of nodesinvolved. The key innovation isadimension-
reducing and locality-preserving indexing scheme that effectively maps the
multidimensional information spaceto physical peers.

The overall architecture of Squid is adistributed hash table (DHT), similar to
typical datalookup systems(Ratnasamy et al., 2001; Stoicaet al., 2001). Thekey
differenceisintheway dataelementsare mapped to theindex space. In existing
systems, this is done using consistent hashing, which uniformly maps data
element identifiersto indices in the index space. As aresult, data elements are
randomly distributed across peerswithout any notion of locality. Squid attempts
topreservelocality whilemapping the dataelementsto theindex space. In Squid,
all data elements are described using a sequence of keywords (common words
in the case of P2P storage systems, or values of globally defined attributes—
such as memory and CPU frequency—for resource discovery in computational
grids). These keywords form a multidimensional keyword space where the
keywords are the coordinates and the data elements are pointsin the space. Two
dataelementsarelocal if their keywordsarelexicographically closeor they have
common keywords. Thus, we map data elements to a one-dimensional index
such that indicesthat arelocal in the one-dimensional index space are also local
in this multidimensional keyword space. Further, they are mapped to the same
node or to nodesthat are close together in the overlay network. Thismapping is
derived from alocality-preserving mapping called Space Filling Curves (SFCs)
(Bially, 1967; Butz, 1971; Sagan, 1994).

Note that locality is not preserved in an absolute sense in this keyword space;
documents that match the same query (i.e., share akeyword) can be mapped to
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disjoint fragments of the index space called clusters. These clusters may inturn
bemapped to multiplenodesand aquery will haveto beefficiently routed tothese
nodes. Using an optimization based on successive refinement and pruning of
gueries the number of nodes clusters generated for a query is significantly
reduced, and as a result, the number of messages sent into the system.

Unlike the consistent hashing mechanisms, SFCs do not necessarily resultin a
uniformdistribution of dataelementsintheindex space—certain keywordsmay
be more popular and hence the associated index subspace will be more densely
populated. As aresult, when the index space is mapped to nodes, load may not
be balanced. Load-balancing techniques are defined to reduce the amount of
load imbal ance.

Organization of This Chapter

The organization of the rest of this chapter is asfollows: Section “ The Current
P2P Landscape’ offers an overview of existing storage and information
discovery P2P systems. Section “Squid: Keyword Search with Guarantees in
P2P Environments” describes the architecture and operation of Squid. Section
“Squid: Application Domain” summarizesthe application domain where Squid
can be used. Finally, Section “Summary and Conclusions” summarizes and
concludes this chapter.

The Current P2P Landscape

Existing P2P systemscan beclassified, based ontheir capabilitiesand the nature
of overlay network of peers used, as systems for data lookup and systems for
searching. These classes are described and discussed.

Data Lookup Systems

Datalookup systemsguaranteethat if information existsinthe system, it will be
found by the peers within a bounded number of hops. These systems build on
structured overlays and essentially implement Internet-scale distributed hash
tables (DHT).
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P2P Overlay Networks and Structured Overlays

The nodes? in atypical P2P system self-organize into an overlay network at the
application level. Search systems such as Gnutella use an unstructured overlay
that is easy to maintain. However, these systems do not scale well as they use
a flooding-based search mechanism where each node forwards the query
request to all or some of the neighbors. Furthermore, storage systems built on
unstructured overlaysdo not guaranteethat all existing information that matches
aquery will be found. Structured overlay networks address these issues.

Instructured overlays, thetopol ogy of the peer network istightly controlled. The
nodes work together to maintain the structure of the overlay in spite of the
dynamism of thesystem (i.e., nodesdynamically join, leaveandfail). Maintaining
the overlay structure can lead to non-negligible overheads. However, data
lookupinthese systemsisvery efficient and can be guaranteed. For example, the
Chord system (Stoica et al., 2001) organizes nodes in a ring. The cost of
maintaining the overlay when a node joins or leaves is O(log? n) in this case,
where nisthe number of nodesin the system. In addition to this cost, each node
runs checks to verify the validity of its routing tables and repairs them if
necessary. Similarly, CAN (Ratnhasamy et al., 2001) organizes nodes in a d-
dimensional toroidal space. Each nodein CAN is associated with a hypercube
region (zone) and has the nodes that “own” the adjacent hypercubes as its
neighbors. The cost of a node join is O(d), and a background algorithm that
reassigns zones to nodes makes sure that the structure of the overlay is
maintained in case of node failures.

Distributed Hash Tables (DHTs) and DHT Routing

A hashtableisanatural solutionfor alookup protocol: givenanidentifier (akey),
the corresponding datais fetched. Data stored in hash tables must be identified
using unique numeric keys. A hashing function is used to convert the data
identifier intoanumerickey. InaP2Plookup system, the hash tableisdistributed
among the peers, each peer storing a part of it. Typically, consistent hashing
(Karger, Lehman, Leighton, Levine, Lewin, & Panigrahy, 1997) isused to ensure
auniform distribution of load among the peers.

AsDHTsbuild on structured overlays, the placement of data and the topol ogy
of the overlay network are highly structured and tightly controlled, allowing the
system to provide access guarantees and bounds. The mapping of data elements
to indices in a DHT-based system is based on unique data identifiers (for
example, filenames) and only these identifiers can be used to retrieve the data.
Keyword searches and complex queries are not efficiently supported by these
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systems. Examples of datalookup systemsinclude Chord (Stoicaet al., 2001),
CAN (Ratnasamy et al., 2001), Pastry (Rowstron & Druschel, 2001), and
Tapestry (Zhao, Kubiatowicz, & Joseph, 2001). These systems have been used
to construct persistent storage systems, cooperative distributed file systems,
distributed name systems, cooperative Web caches, and multicast systems. For
example, the PAST (Druschel & Rowstron, 2001) persistent distributed storage
system is built on Pastry and the CFS (Dabek, Kaashoek, Karger, Morris, &
Stoica, 2001), acooperative distributed file system, builds on Chord. However,
thelack of support for keyword searches can significantly limit the applicability
and scalability of these systems, as the data identifiers have to be unique and
globally known.

A DHT essentially implements one operation, lookup (key), which routes the
request to the peer responsiblefor storing thekey. Therouting algorithm depends
ontheoverlay used and its efficiency hasadirect impact on the scal ability of the
system. Each node in a DHT-based P2P lookup system has a unique numeric
identifier, which isastring of bits of aspecified length. The data keys are also
strings of bits and are of the same length. Furthermore, each node in the system
mai ntains a routing table contai ning pointersto asmall number of other nodes.
When a node receives a query for akey that is not stored locally, it routes the
guery to the node in its routing table that places the query “closest” to the
destination. “ Closeness” is measured differently from system to system, and it
istypically afunction of theidentifier of the current node and the key. Selected
P2P DHT systems are summarized.

Figure 1. Example of routing from node 42121 to node 73243 in a Plaxton
mesh
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Plaxton et al: Plaxton et al. (Plaxton, Rajaraman, & Richa, 1997) devel oped an
algorithm for accessing replicated shared objectsin adistributing system where
each access is satisfied by a nearby copy. In the Plaxton mesh, each node is
assigned a unique integer label. Furthermore, each object (data) has a unique
identifier and is replicated at multiple nodes in the system. The node whose
identifier shares the longest prefix with the object identifier is considered the
“root” for that object. Object replicasform avirtual height-balanced tree, which
isembedded one-to-oneintotheoverlay. Each node of thetree keepsinformation
associated with the copies of the object residing in its subtree.

Each nodein the system maintains arouting table and a pointer list. The pointer
list contains pointers to copies of some objectsin the network. The pointer list
isupdated only when an object isinserted or del eted. Aninsert request for object
A originated at node x will update the pointer lists at nodes whose labels share
a prefix subsequence with A’sidentifier.

ThePlaxtonrouting algorithmisbased on prefixes. Inthisalgorithm, asingledigit
of thedestination’ sidentifier isresolved at atime. For example, if thenode 72343
receivesarequest with akey 73241 (thekey and the nodeidentifier havethefirst
digit in commaon), the node will route the message to aneighbor that shares the
firsttwodigitswiththekey (for example, 73122). Figure lillustratestherouting
of amessage from node 42121 to node 73243. To enablethisrouting, each node
has to maintain a routing table organized into routing levels, with each level
pointing to nodes that match a prefix of its own identifier and each level
increasing the length of the common prefix. For example the node 72343 will
havethefollowing nodesinitsroutingtable: (level0: 0...,1...,2...,etc.), (level 1.
70...,71...,72..., etc.), (level2: 720..., 724..., 725..., etc.), ..., and so forth. The
size of therouting table at each nodeis O(log n), where nisthe number of nodes
in the system, and a data lookup requires at most O(log n) hops.

Tapestry: Plaxton’salgorithm (Plaxton et al., 1997) assumesarelatively static
node population, which makesit unsuitable for P2P systems. Tapestry (Zhao et
al., 2001) isaP2Poverlay routinginfrastructurethat usesavariant of the Plaxton
algorithm that is more appropriate for a dynamic node population. The basic
routing mechanism in Tapestry followsthe Plaxton algorithm described above.
Each node maintains a neighbor table, organized into routing levels, and a
backpointer list that points to nodes where the current node is a neighbor. The
references to objects are stored in the same way as in the Plaxton system.

Additionally, Tapestry addressesfault tol erance using a soft-state approach: (1)
heartbeat messages are exchanged to discover failed nodes, and a failed node
isgivenasecond chance: itisnot removed from the routing tables of other nodes
until after aperiod of time; (2) each object has multipleroots (the singleroot in
the Plaxton scheme is a single point of failure); and (3) references to objects
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expireand havetoberenewed periodically, so eventually thereare noreferences
that point to nonexistent objects.

The management of anode in Tapestry is described below:

. Node Joins: Thejoining node hasto know at least one node that is already
part of the system. Thenode sendsajoinrequest, together withitsidentifier,
intothesystem, whichroutesittoitsroot node. Theroot node hel psthe new
node to create its routing table.

. Node Departures. Before a node leaves the system, it sends messages of
itsintentiontoall thenodesonitsbackpointer list, along with areplacement
node for each routing level from its own routing table. The notified nodes
update their routing tables accordingly.

. NodeFailures: Tapestry addressesthisproblem by building redundancy into
routing tables and object location references. When failures are detected,
a repairing mechanism is triggered, which redistributes and replicates
object location references.

Pastry: In Pastry (Rowstron & Druschel, 2001), each peer node has a unique
identifier from acircular index space, ranging from 0 to 2!%-1. The unique node
identifiersarerandomly generated at nodejoin, and uniformly distributed inthe
identifier index space. Data are mapped to nodes based on unique identifiers
calledkeys. A dataelement ismapped tothenodewhoseidentifierisnumerically
closesttoitskey. For example,inFigure 2, datawith key 65923 ismapped to node
65980. Similarly, datawith key 54211 would be mapped to node 65017.

Each nodein Pastry maintainsarouting table, aneighborhood set, and aleaf set.
Theroutingtableisorganizedintolevels(rows) similar to the Plaxton approach.

Figure 2. Example of routing in Pastry (the figure illustrates routing from
node 32212 to the node whose identifier is closest to the key 65923)

92865
65980
<«—— key 65923
2128 1
65017
0
32212 61655
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The neighborhood set maintains information about nodes that are closest to the
local nodes according to a proximity metric (for example, number of 1P hops).
The leaf set isthe set of nodes with numerically closest identifiers (half larger
and half smaller than the identifier of the current node).

Therouting algorithm is prefix based. The Pastry node routes a message to the
node in its routing table with an identifier that is numerically closest to the
destination key (for example, it has the longest shared prefix with the key).
Figure 2 illustrates the routing process.

Thesize of arouting tablein Pastry is O(log n), where n isthe number of active
Pastry nodes. The expected number of routing hopsis O(log n). Pastry attempts
to minimizethedistancetravel ed by the message by taking network locality into
account.

Node joins, departures, and failures are managed as follows:

. Node Joins: The joining node must know of at least another node already
inthesystem. It randomly generatesanidentifier for itself, and sendsajoin
request to the known node. The request will be routed to the node whose
identifier isnumerically closest to the new node’ sidentifier. All the nodes
encountered on route to the destination will send their state tables (routing
table, neighborhood set, and leaf set) to the new node. The new node will
initialize its own state tables, and it will inform appropriate nodes of its
presence.

. Node Departures and Failures: Nodesin Pastry may fail or depart without
any notice. Other nodes detect referencesto failed or departed nodeswhen
they attempt to contact the failed or departed nodes. They repair their state
tables using information from other nodes.

Chord: In the Chord overlay network (Stoica et al., 2001), each node has a
uniqueidentifier rangingfrom0to2™-1. Theseidentifiersarearranged asacircle
modulo 2™, where each node maintains information about its successor and
predecessor on the circle. Additionally, each node also maintains information
about (at most) m other neighbors, called fingers, in afinger table. Theit" finger
node is the first node on the circle that succeeds the current node by at least 22,
where 1 <i <m. The finger table is used for efficient routing.

Data elements are mapped to nodes based on their keys (identifiers). A data
element ismapped tothefirst nodewhoseidentifier isequal to or followsitskey.
Thisnodeiscalled the successor of thekey. Consider asample overlay network
with 6 nodes and an identifier spacefrom 0to 2°%-1, asshownin Figure 3. Inthis
example, dataelementswith keys6, 7, 8, and 9 will map to node 9, whichisthe
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Figure 3. Example of Chord overlay network (each node stores the keys
that map to the segment of the curve between itself and its predecessor
node)
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successor of these keys. The management of nodejoins, departures, and failures
using this overlay network and mapping scheme are as follows.

. Node Joins: When anodewantsto join the overlay network, it hasto know
about at least one node that is already in the network. The joining node
chooses an identifier from the identifier space (0 to 2™-1) and sends ajoin
message with thisidentifier to the known node. For example, theidentifier
may be computed based on the node’'s |P address. The join message is
routed across the overlay network until it reaches the node that is the
successor of the new node based on its chosen identifier. Thejoining node
isinserted into the overlay network at this point and takes on part of the
successor node’s load. The new node constructs its finger table and the
direct neighbor entries to its successor and predecessor nodes. It also
updates the finger tables at other nodes in the system that should point to
itself. The cost for anodejoining the network is O(log?n) messages, where
n is the number of nodes in the system.

. Node Departures: When a node leaves the system, the finger tables of
nodesthat have entriespointing totheleaving node haveto beupdated. The
cost for updating these tables is O(log?n) messages where n is the number
of nodes in the system, that is, the same as the cost of ajoin.

. Node Failures: When a node fails, the finger tables that have entries
pointing to the failed node will be incorrect. In order to maintain correct
finger tables, each node periodically runsastabilization algorithmwhereit
chooses a random entry in its finger table and updates it.

. DatalL ookup: Thedatalookup protocol based on Chord canvery efficiently
locate nodes based on their content. A node forwards requests to the
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Figure 4. Example of CAN overlay network with seven nodes (Data mapped
to point P is stored at node n2. The figure illustrates routing from node n3
to node n2.)

n5 =
nl n2

n7 f

n3I—»n4 | n6

neighbor that is closest to the key. Datalookup takes O(log n) hops, where
nisthe total number of nodesin the system.

CAN: CAN (Rathasamy et al., 2001) usesad-dimensional Cartesian coordinate
space on a d-torus. This coordinate space is dynamically partitioned among all
the nodes in the system. Each node is associated with a zone in this coordinate
space, anditsneighborsare nodesthat “ own” adjacent zones. Figure4illustrates
a system with seven nodes using a two-dimensional coordinate space.

Each dataelement i sdeterministically mapped to apoint inthiscoordinate space
using auniform hash function. The data element is stored at the node that owns
the zone in which the point lies. For example, in Figure 4, the data element
mapped to point P is stored at node n2. The management of node joins,
departures, and failures is done as follows:

. Node Joins: Thejoining noderandomly choosesapoint P inthe coordinate
space and sends a join message with the destination P. The CAN overlay
routes the message to the node that is responsible for point P. The
destination node splitsits zone and gives half to the new node.

. Node Departures: The departing node’s zone is merged with one of its
neighbors if possible; otherwise, it is assigned to the neighbor with the
smallest region. To avoid the fragmentation of the space, a background
zone-reassignment algorithm is used.

. Node Failure: Nodes exchange periodic update messages. If a hode does
not send update messages to its neighbors for a prolonged period of time,
the neighbors assume that that node hasfailed, and they initiate atakeover
mechanism.
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Figure 5. Kademlia binary tree (The leaves are nodes in the system; the
black dot represents the node that has prefix 1011. The circles show the
subtrees where the node with prefix 1011 must know some other node.)

. DataL ookup: Routing consistsof forwarding therequest to aneighbor that
isclosest to thekey. Figure 4 illustrates routing from noden3to noden2. In
CAN, nodes have O(d) neighbors and the datalookup cost is O(dn¥d),where
n is the number of nodes in the system.

Kademlia: Kademlia (Maymounkov & Mazieres, 2002), like the systems
presented above, uses identifiers for nodes and keys for data, both taken from
a b-bit identifier space (in this case b = 160). The (key, data-value) pairs are
stored at nodeswithidentifiersclosetothekey. Therouting algorithm usesnode
identifiers to locate the node that stores a given key. A key innovation in
Kademliaisthe use of the XOR metric (a symmetric, non-Euclidean metric).

Kademliatreats nodes as leavesin a binary tree, where each node’ s positionis
determined by the shortest unique prefix of itsidentifier. Any nodeinthe system
views the tree as a set of successively lower subtrees that do not contain the
node. The node must know about some other node in these subtrees. Figure 5
presents the system from the node with prefix 1011’s perspective.

Therouting table at each node consistsof b k-buckets(i.e., 160 k-buckets). Each
k-bucket keepsalist of k nodes at adistance between 2" and 2'** from the current
node, where 0 <i < 160. kis asystem-wide replication parameter, chosen such
that any given k nodesare very unlikely tofail within an hour of each other. The
entriesin abucket are ordered based on “last seen” time, the least recently seen
nodes at the head, and the most recently seen nodes at the tail. The buckets are
updated when the node receives amessage (request or reply) from another node.
The alive least recently seen nodes have priority; they are not replaced by most
recently seen nodesif the bucket isfull. Thispolicy isbased on the fact that the
longer anode has been up, themorelikely itisto remain up for another hour (S.
Saroiu, 2002).
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A (key, data-value) pair is stored at k nodesin the system that are closest to the
key, according to the XOR metric. To find a data-val ue based on akey, a node
initiates a recursive procedure to locate the k closest nodes to the key. The
initiator sends lookup messages to o nodes from its closest k-bucket. These
nodes respond with at most k known nodes which are closest to the destination.
The initiator picks some of these nodes and sends them lookup requests. The
process continues until the nodes with the data are located.

The (key, data-value) pairs need to be republished periodically to ensure their
persistencein the system. Nodes that hold acopy of the pair canfail or leavethe
system, and/or other nodeswithidentifierscloser tothe key can jointhe system.
When anodejoinsthe system, it must store any (key, data-val ue) pair for which
itisone of the k closest nodes. These valuesare provided by the nodesthat learn
about thejoining node.

. Node Joins: The new node borrows some neighbors from anode it knows
about, and sendsalookup messagewithitsidentifier. Thelookup procedure
informs other nodes of the new node’ s existence, and helps the new node
with its routing table update. The cost of ajoinisO(log n), wherenisthe
number of nodes in the system.

. Node Departures and Failures. No action is needed.

. Data Lookup: Asfor all DHT-based systems, datalookup takes O(log n),
and therequest isforwarded to aneighbor that is closest to the destination,
using the XOR metric to measure the closeness. While existing datais not
guaranteed to be found, there is a high probability that any lookup is
successful.

Discussion

The systems presented above represent only a subset of all the proposed data
lookup systems and the number of these systems continues to grow. Most
variants of DHT-based systemstry to optimize the datalookup cost, the routing
table size and the maintenance costs. These systems must be as efficient as
possiblewhiletolerating faults(i.e., afraction of nodes canfail at the sametime
without data loss and routing anomalies). Bounds and trade-offs between the
above-mentioned metrics are presented in Kaashoek and Karger (2003).

A serious problem in structured P2P systems is the discrepancy between the
physical structure of nodesand theoverlay. It ispossiblethat two nodesrunning
on machines in the same room do not have alink between them in the overlay,
and the message exchange between those nodesinvolves geographically remote
nodes spanning multiple continents. Ideally, the overlay network should match

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of ldea Group Inc. is prohibited.



Peer-to-Peer Information Storage and Discovery Systems 93

the physical network. Three solutionsto the network proximity problem in the
P2P overlays have been considered (Castro, Druschel, Hu, & Rowstron, 2002).
Inthefirst solution, proximity routing (Rowstron & Druschel, 2001; Xu, Tang, &
Zhang, 2003), theoverlay isconstructed without regard for the physical network.
During routing, when several neighbors exist, the routing algorithm selects the
node that is closein the physical network and that moves the message closer to
the destination. In the second approach, topology-aware overlay, the overlay is
constructed such that neighboring nodes are also close in the physical network
(Ratnasamy, Handley, Karp, & Shenker, 2002). This approach destroys the
uniform distribution of the nodeidentifier space. Thethird approach, proximity
neighbor section, also constructs a topology-aware overlay, but to avoid the
nonuniform assignment of node identifiers, a node selects the nearest nodes in
each desired portion of the I D spacefor itsrouting table (Rowstron & Druschel,
2001). Thisapproachworksif the overlay isflexibleabout the nei ghbor selection
(for example, Tapestry (Zhao et al., 2001) and Pastry (Rowstron & Druschel,
2001)). Chord (Stoicaet al., 2001) and CAN (Ratnasamy et al., 2001) arerigid
in this aspect, they require specific nodes as neighbors.

Search Systems

Search systems are P2P storage systems that allow complex keyword queries
using partial keywords, wildcards, and ranges. P2P search systems can be
classified based on their overlay topology as unstructured systems, which
provideloose guarantees, structured systems, which provide strong guarantees,
and hybrid server-based systems. Unstructured search systems are composed
of Gnutella-type systems (Gnutella Webpage). Structured search systems are
relatively recent, and are built ontop of datalookup systems. P2P search systems
are discussed.

Hybrid Search Systems

Hybrid P2P systems such as Napster (Napster Webpage) use centralized
directoriestoindex theinformation/datain the system, allowing them to support
very complex queries. In these systems, the search is centralized while the data
exchange is distributed. These systems are considered hybrid as they employ
elementsof both pure P2P systemsand client/server systems. Thekey disadvan-
tage of using centralized directoriesisthat they limit system scalability. How-
ever, hybrid systems continue to be successful with recent systems such as
KazaA (KazaA Webpage) and Morpheus (Morpheus Webpage).
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Napster: In Napster (Napster Webpage), a server node indexes files held by a
set of users. Users search for files at a server, and when they find a file of
interest, they downloadit directly from the peer that storesthefile. Users cannot
search for files globally—they are restricted to searching at a single server that
typically indexes only afraction of the availablefiles.

Morpheus: In Morpheus (Morpheus Webpage), nodes that have sufficient
bandwidth and processing power are automatically elected as Super Nodes,
using proprietary algorithmsand protocols called the FastTrack P2P Stack (P2P
FastTrack Stack). Super Nodes index the content shared by local peers that
connect to it and proxy search requests on behalf of these peers. The file
downloads are peer-to-peer as in Napster.

Unstructured Keyword Search Systems

Unstructured keyword search P2P systemssuch as Gnutella(GnutellaWebpage)
aread hoc and dynamicinstructure and datal ocationinthese systemsisrandom.
Thetypical query mechanism in these systems consists of forwarding the query
to as many peers as possible. Each node receiving a query processes it and
returns results, if any. A query may return only a subset (possibly empty) of
available matches, and information present in the system may not be found.
Providing search guarantees in these systems requires that all peers in the
system be queried, which is not feasible in most systems. Furthermore, the
probability of finding a piece of datais directly proportional to its replication
count. The mechanism used to route the query message in the network hasdirect
impact on the scalability of the system. The approach described aboveis called
limited-scopeflooding, and doesnot scal e. Other approaches such as Expanding
Ring Search, RandomWalks(Lv, Cao, Cohen, Li, & Shenker, 2002), and Routing
Indices (Crespo & Garcia-Molina, 2002) improve search scalability. Further-
more, the number of results found can be improved using data replication.
However, even with these optimi zations, one cannot find all matchesin atypical
system. Unstructured keyword search systems are primarily used for commu-
nity information sharing. Examples include Gnutella (Gnutella Webpage) and
Freenet (Clarke et al., 2000).

Gnutellaand Optimizations: Gnutellauses TTL3-based flooding to search for
data. This scheme introduces a large number of messages, especially if each
node has a large number of neighbors. Furthermore, selecting the appropriate
TTL so that the requested datais found using a minimum number of messages
is not trivial. To address the TTL selection problem, successive floods with
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different TTL values are used. A node starts the flood withasmall TTL, and if
the search is not successful, the TTL isincreased and another flood isinitiated.
Thisprocessis called Expanding Ring Search. Random Walks (Lv et al., 2002)
further improve the search efficiency. Instead of forwarding a query request to
all the neighbors, anode forwards the query to k randomly chosen neighbors at
each step until matching datais found. Another approach, Probabilistic Search
Protocol (Menasce, 2003) forwards the query to each neighbor with a certain
probability p, called the broadcast probability. The Routing Indices (Crespo &
Garcia-Molina, 2002) approach allows nodes to forward queries to neighbors
that are more likely to have the answers. If a hode cannot answer a query, it
forwardsthe query to asubset of its neighbors based onitslocal Routing Index,
rather than selecting neighbors at random. The Routing Index is a list of
neighbors, ranked according to their “goodness” for the query.

Freenet: Freenet (Clarke et al., 2000) was designed to prevent the censorship
of documents and to provide anonymity to users. Unlike Gnutella, which usesa
breadth-first search (BFS) with depth TTL, Freenet uses a depth-first search
(DFS) with aspecified depth. Each nodeforwardsthe query to asingle neighbor
and waits for a response from the neighbor before forwarding the query to
another neighbor (if the query was unsuccessful) or forwarding the results back
to the query source (if the query was successful).

Structured Keyword Search Systems

Structured keyword search P2P systems are built on top of a data lookup
protocol. Their goal isto combinethe complex queriessupported by unstructured
and hybrid systems with the efficiency and guarantees of datalookup systems.
Four systemsin thisclass, pSearch (Tang, Xu, & Mahalingam, 2003), a system
proposed by Reynoldsand Vahdat (Reynolds & Vahdat, 2003), Squid (Schmidt
& Parashar, 2003a), and a system proposed by Andrzejak and Xu (Andrzejak &
Xu, 2002) are summarized below.

pSearch: pSearch (Tang et al., 2003) is a P2P storage system that supports
content- and semantics-based searches. It is built on top of CAN (Rathasamy
et al., 2001) and uses the Vector Space Model (VSM) and Latent Semantic
Indexing (LSI) (Berry, Drmac, & Jessup, 1999) to index the documents. It uses
L SI to store the documents in CAN using their semantic vectors as keys. The
gueriesare solved using the query semantic vectorsaskeys, contacting the node
that stores the key, and flooding the query to nodes within aradius r of the
destination.
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VSM represents documents and queries as vectors. Each component of the
vector represents the importance of aword (term) in the document query. The
weight of acomponent is usually computed using the TF*IDF (term frequency
* inverse document frequency) (Berry et al., 1999) scheme. When a query is
issued, the query vector is compared to all document vectors. The ones closest
to the query vector are considered to be similar and are returned. One measure
of similarity is the cosine between the vectors.

The VSM scheme computes the lexical similarity between the query and the
documents. LSl is used to compute the semantic similarity. LSI uses singular
value decomposition (SVD) (Berry et al., 1999) to transform and truncate the
matrix of document vectors computed by VSM to discover the underlying
semantic terms and documents. Asaresult ahi-dimensional document vector is
transformed into amedi um-di mensional semantic vector by projectingtheformer
into a medium-dimensional semantic subspace. The similarities between the
guery and the documents are once again measured as the cosine of the angle
between their vector representations. The system does not support partial
keywords, wildcards, and range queries.

Reynolds and Vahdat: Reynolds and Vahdat (2003) propose an indexing
scheme for P2P storage systems such as Chord (Stoicaet al., 2001) and Pastry
(Rowstron & Druschel, 2001). They build aninverted index, whichisdistributed
across the nodes using consistent hashing (Karger et al., 1997), and use Bloom
filterstoreduce bandwidth consumption during querying. Aninvertedindex isa
data structure that maps a keyword to the set of documents that contain the
keyword. A Bloom filter (Reynolds & Vahdat, 2003) is a hash-based data
structure that summarizes membership in a set. The membership test returns
false positives with a tunable, predictable probability and never returns false
negatives. The number of false positives falls exponentially as the size of the
Bloom filter increases.

In this system, data elements are described using a set of keywords. Each
keywordishashedtoanodeintheoverlay, whereareferenceto the dataelement
isstoredinaninvertedindex. A guery consisting of multiplekeywordsisdirected
to multiple nodes. Theresultsare merged at one of the nodes, and thefinal result
issent to the user. The system does not support partial keywords, wildcards, and
range queries.

Squid: Squid (Schmidt & Parashar, 2003a) is a P2P information discovery
system that uses a structured overlay (for example, Chord) and a Space Filling
Curve (SFC)-based indexing scheme. It guarantees that all existing data
elements that match a query will be found with reasonable costs in terms of
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number of messages and number of nodes involved. It also supports searches
with partial keywords, wildcards, and range queries.

In order to efficiently support complex queries, lexicographic locality must be
preserved in the DHT index space. Typically, DHTs use hashing mechanisms
that do not preserve datalocality; Squid buildsitsindex using SFCs, which are
proven to preserve data locality.

Insystemsbased on distributed inverted indices, querieswith multiplekeywords
aretypically directed to multiple nodes, and the number of thenodesinvolvedin
a query increases as the size of the query (for example, number of keywords)
increases. In Squid, thereverse takes place: longer queriesrequire fewer nodes
to becontacted. Consequently, Squidisbetter suited for multi-keyword searches.
The architecture and operation of Squid is discussed in more detail in Section
“Squid — Keyword Search with Guarantees in P2P Environments.”

Andrzejak and Xu: Andrzejak and Xu propose a discovery system based on
Hilbert SFC (Andrzejak & Xu, 2002). Unlike Squid (Schmidt & Parashar,
2003a), thissystem usestheinverse SFC mapping, from aone-dimensional space
to ad-dimensional space, to map aresource to peers based on a single attribute
(for example, memory). It uses CAN (Rathasamy et al., 2001) as its overlay
topology, and the range of possible values for the resource attribute (one-
dimensional) ismapped onto CAN’ sd-dimensional Cartesian space. Thissystem
is designed for resource discovery in computational grids, more specifically to
enhance other resource discovery mechanisms with range queries. In contrast,
Squid uses SFCs to encode the d-dimensional keyword space to a one-
dimensional index space.

Summary

Table 1 summarizes the landscape of P2P information storage/discovery sys-
tems presented above, highlighting the advantages and disadvantages of each
class of systems. Anideal search system should support complex queries, offer
guarantees, be easy to maintain, and solve queries efficiently (for example,
contact few peers, not waste bandwidth, have agood query responsetime, etc.).
Since these properties can lead to conflicting requirements, existing systems
implement trade-offs. Thetrade-offsdepend on the nature of the application and
the targeted user community. If the shared informationis critical (for example,
a medical database), the system must guarantee that all existing data that
matchesthe query isfound, even at the cost of maintaining astructured overlay.
If theshared informationisnoncritical, for example, musicfiles, the system may
not offer guarantees, and in turn focus on the cost and ease of maintenance.
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Table 1. A summary of the P2P information storage/discovery landscape

P2P SYSTEM I PrROs& cons |I EXAMPLES
Pros: Provide Plaxton (Plaxton et

Data L ookup: Use structured efficient lookups al., 1997), Chord
overlay networks and with guarantees (Stoicaet al., 2001),
consistent hashing to and bounded search | CAN (Ratnasamy et
implement Internet-scale costs al., 2001), Pastry
distributed hash tables. D ata Cons: Complex (Rowstron &
placement and overlay queries (keywords, Druschel, 2001),
topology are highly structured. | wildcards, ranges) Tapestry (Zhao et al.,
Data lookup only, using not supported. 2001), Kademlia
unique data identifiers (for High structured (Maymounkov &
example, filenames) overlay M azieres, 2002)

maintenance costs
Pro: Can support

Hybrid: Unstructured system complex queries N apster (N apster
using centralized directoriesto | Cons: Limited W ebpage), M orpheus
address search guarantee scalability. M ay (M orpheus
problem not be feasible for W ebpage), Kazaa
very large systems (Kazaa W ebpage)
Unstructured: Gnutellalike Pros: Overlay
systems. Use flooding networks are easy
techniques to process queries to maintain. Can Gnutella (Gnutella
by forwarding them to support complex W ebpage), Freenet
neighboring peers. Flooding queries and (Clarke et al., 2000),
algorithms used include different querying A. lamnitchi et al.
“limited-scope flooding,” system (lamnitchi et al.,
“expanding ring search,” Cons: No search or | 2002), Li et al. (Li et
“random walks” (Lv et al., cost guarantees. All | al., 2002), Crespo
2002), “best neighbor,” machining and Garcia-Moline
“learning based” (lamnitchi et | information for a (Crespo & Garcia-
al., 2002), and “routing query may not be Molina, 2002), Y ang
indices” (Crespo & Garcia- found in a and Garcia-Molina
Molina, 2002). Data practical-sized (Yang & Garcia-
replication is used to improve system Molina, 2002).

number of results.
Structured Keyword Search: | Pros: Can support

Build on data lookup systems keyword searches pSearch (Tang et al.,
and construct distributed with guarantees 2003), Reynolds and
indices to support keyword and bounded costs. | Vahdat (Reynolds &
searches. These systems use Some of them V ahdat, 2003), Squid
schemes such as V ector Space | support wildcards (Schmidt & Parashar,
M odel (VSM), L atent and range queries 2003a), Andrzejak
Semantic Indexing (L Sl), Con: High- and Xu (Andrzejak &
Distributed Inverted Indices, structured overlay Xu, 2002)

and Space-Filling Curves. maintenance costs
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Squid: Keyword Search with
Guarantees in P2P Environments

Squid (Schmidt & Parashar, 20034) is an information discovery system that
supports flexible querying using keywords, partial keywords, wildcards and
ranges, while providing search guarantees and bounded costs. It isbased on data
lookup systems (Ratnasamy et al., 2001; Stoica et al., 2001), and essentially
implements an Internet-scal e distributed hash table (DHT). The key difference
isin the way the data elements are mapped to the DHT key space. In existing
systems, thisis done using consistent hashing, which restricts querying to data
element lookup using exact identifiers. Squid usesalocality preserving, dimen-
sion-reducing mapping called aSpaceFilling Curve(SFC) (Bialy, 1967), (Sagan,
1994), allowing it to support more complex queries.

The Squid architecture consists of the following components: (1) a locality-
preserving mapping that maps data elementsto indices, (2) an overlay network
topology, (3) amapping fromindicesto nodesin the overlay network, (4) load-
balancing mechanisms, and (5) a query engine for routing and efficiently
resolving keyword queries using successive refinements and pruning. These
components are described below.

Constructing an Index Space: L ocality-Preserving
Mapping

A key component of a data lookup system is defining the index space and
deterministically mapping datael ementsto thisindex space. To support complex
keyword searchesin Squid, each data element is associated with a sequence of
keywords and a mapping that preserves keyword locality is defined. The
keywords are common words in the case of P2P storage systems, or values of
globally defined attributes of resources in the case of resource discovery.

These keywords form a multidimensional keyword space where data elements
are pointsin the space and the keywords are the coordinates. The keywords can
be viewed as base-n numbers, for example n can be 10 for numeric keywords
or 26if thekeywordsare Englishwords. Two dataelementsare considered | ocal
if they are closetogether in thiskeyword space. For example, their keywordsare
lexicographically close (computer and computation) or they have common
keywords. Not all combinations of characters represent meaningful keywords,
resulting in a sparse keyword space with nonuniformly distributed clusters of
data elements. Examples of keyword spaces are shown in Figure 6. A key
requirement for efficiently supporting complex queriesusing partial keywords,

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



100 Schmidt and Parashar

Figure 6. (a) A 2-dimensional keyword space for a storage system. The data
element “Document” is described by keywords “ Computer:Network”. (b) A 3-
dimensional keyword space for storing computational resources, using the
attributes: storage space, base bandwidth and cost. (¢) A 2-dimensional
keyword space. There are three web services described by keywords:
(booking, flights), (schedule, flights), (rental, car).
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wildcards, and ranges in a DHT-based system is that the DHT index space
preservelocality. Furthermore, arecursive index space enablesthese queriesto
be optimized using successive refinement and pruning. Such an index spaceis
constructed using the Hilbert SFC as described below.

Space Filling Curves

A SpaceFilling Curve (SFC) isacontinuous mapping from ad-dimensional space
to aone- dimensional space (f: N* — N). The d-dimensional spaceisviewed as
ad-dimensional cube partitioned into sub-cubes, which is mapped onto aline
such that the line passes once through each point (sub-cube) inthe volume of the
cube, entering and exiting the cube only once. Using thismapping, apointinthe
cube can be described by its spatial coordinates, or by the length along the line,
measured from one of its ends. The construction of SFCs is recursive, as
illustrated in Figure 7. Each refinement of the curveis called an approximation.

An important property of SFCs is digital causality, which follows from its
recursive nature. A unit length curve constructed at the ki approximation hasan
equal portion of its total length contained in each sub-cube; it has n<“ equal
segments. If distances along the line are expressed as base-n numbers, then the
numbers that refer to all the points that are in a sub-cube and belong to aline
segment areidentical in their first (k-1)*d digits. Thisproperty isillustrated in
Figure 7 (a) and (b). In (a), the sub-cube (0, 0) with SFC index 00 is refined,
resulting in four sub-cubes in (b), each with the same first two digits as the
original sub-cube.
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Figure 7. Space-filling curve approximations for d = 2: n= 2 (a) First order
approximation (b) Second order approximation (c) 3 order approximation.
The colored regions represent three-cell and 16-cell clusters.
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SFCs are also locality preserving. Points that are close together in the one-
dimensional space (the curve) are mapped from pointsthat are closetogether in
the d-dimensional space. Thereverse property isnot true; adjacent sub-cubesin
the d-dimensional space may not be adjacent or even close onthecurve. A group
of contiguous sub-cubes in d-dimensional space will typically be mapped to a
collection of segments on the SFC. These segments called clusters are shown
inFigure 7 (c).

In Squid, SFCs are used to generate the one-dimensional index space from the
multidimensional keyword space. Applying the Hilbert mapping to this multi-
dimensional space, each data element can be mapped to apoint onthe SFC. Any
range query or query composed of keywords, partial keywords, or wildcards can
be mapped to regions in the keyword space and corresponding clusters in the
SFC.

Mapping Indices to Peers

The next step consists of mapping the one-dimensional index space onto an
overlay network of peers. Squid currently buildsonthe Chord (Stoicaet al., 2001)
overlay network topology. In Chord, each node has a unique identifier ranging
from 0 to 2™-1. Theseidentifiers are arranged as a circle modulo 2™ Each node
mai ntains information about (at most) m neighbors, called fingers, in afinger
table. Thefinger tableisused for efficient routing and enabl es datalookup with
O(log n) cost (Stoicaet al., 2001), where n is the total number of nodes in the
system.

InSquid, nodeidentifiersaregenerated randomly. Each dataelement ismapped,
based on its SFC-based index or key, to the first node whose identifier is equal
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to or followsthekey in theidentifier space. Thisnodeis called the successor of
the key.

The Query Engine

The primary function of the query engineisto efficiently process user queries.
Asdescribed above, data elementsin the system are associated with a sequence
of up to d keywords, where d is the dimensionality of the keyword space. The
gueriescan consist of acombination of keywords, partial keywords, or wildcards.
The expected result of a query is the complete set of data elements that match
the user’s query. For example, (computer, network), (computer, net*) and
(comp*, *) are all valid queries. Another query typeis arange query where at
least one dimension specifies a range. For example, if the index encodes
memory, CPU frequency and base bandwidth resources, the following query
(256-512MB, *, 10M bps- *) specifiesamachinewith memory between 256 and
512 MB, any CPU frequency, and at least 10Mbps base bandwidth.

Query Processing: Processing a query consists of two steps: translating the
keyword query to relevant clusters of the SFC-based index space, and querying
the appropriate nodesin the overlay network for data elements. For example, in
Figure 8, the query (000, *) identifies three clusters and the query (1*, 0*)
identifies one cluster.

Each cluster may contain zero, one or more data el ements that match the query.
Depending on its size, an index space cluster may be mapped to one or more
adjacent nodes in the overlay network. A node may also store more than one
cluster. Oncetheclustersassociated with aquery areidentified, straightforward

Figure 8. Regions in 2-dimensional space defined by the queries (000, *)
and (1*, 0*)
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guery processing consists of sending aquery message for each cluster. A query
message for a cluster is routed to the appropriate node in the overlay network
as follows. The overlay network provides a data look-up protocol: given an
identifier for a data element, the node responsible for storing it islocated. This
mechanism can be used to | ocate the node responsiblefor storing acluster using
a cluster identifier. The cluster identifier is constructed using SFC’s digital
causality property. Thedigital causality property guaranteesthat all the cellsthat
form acluster have the samefirsti digits. Thesei digits are called the cluster’s
prefix and formthefirsti digitsof themdigitidentifier. Therest of theidentifier
is padded with zeros.

Query Optimization: For complex queries (for example, wildcards, ranges),
the number of clusters can be very high, and sending amessage for each cluster
is not a scalable solution. Query processing can be made scalable using the
observation that not all the clusters that correspond to a query represent valid
keywords, asthekeyword spaceandtheclustersaretypically sparsely popul ated
with data elements. The number of messages sent and nodes queried can be
significantly reduced by filtering out the useful clusters early. However, useful
clusterscannot beidentified at thenodewherethequery isinitiated. Thesolution
isto consider therecursive nature of the SFC to distribute the process of cluster
generation at multiple nodesinthe system, the onesthat might beresponsiblefor
storing them.

Since the SFC generation is recursive and clusters are segments on the curve,
these clusters can also be generated recursively. This recursive process can be
viewed as constructing a tree. At each level of the tree the query defines a
number of clusters, whicharerefined, resultinginmoreclustersat thenext level.
The tree can be embedded into the overlay network such that the root performs
first query refinement, and each node further refines the query, sending the
resulting subqueriesto the appropriate nodes in the system. Query optimization
consists of pruning clusters from the tree during the construction phase.

Figure 9 illustrates the query processing, using the sample query (011, *),ina
two-dimensional space using base-2 digits for the coordinates. Figure 9 (a)
shows the successive refinement for the query and Figure 9 (b) shows the
corresponding tree. The leaves of the tree represent all possible matchesfor the
query.

Figure9 (c) illustratesthe optimization process. Theleftmost path (solid arrows)
and the rightmost path (dashed arrows) of the tree are embedded into the ring
overlay network topology. The overlay network uses six digits for node identi-
fiers. The arrows are labeled with the prefix of the cluster being resolved. The
guery isinitiated at node 111000. Thefirst cluster has prefix 0, so the cluster’s
identifier will be 000000. The cluster is sent to node 000000. At this node the
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Figure 9: Resolving query (011, *): (a) recursive refinement of the query
— first, second and third order Hilbert curve; (b) the refinement process,
viewed as a tree — each node is a cluster, and the characters in bold
represent cluster’s prefixes;, (c) embedding the leftmost tree path (solid
arrows) and the rightmost path (dashed arrows) onto the overlay network
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cluster isfurther refined, generating two subclusterswith prefixes00and 01. The
cluster with prefix 00 remains at the same node. After processing, the subcluster
0001 issent to node 000100. The cluster with prefix 01 and identifier 010000 is
sent to node 100001 (dashed line). This cluster will not be refined because the
node’s identifier is greater than the query’s identifier, and all matching data
elements for the subclusters (the whole subtree) should be stored at the node.

L oad Balancing

Unlike the consistent hashing mechanisms used by datalookup systems, SFCs
do not necessarily result in uniform distribution of data elements in the index
space—certain keywords may be more popular and hence the associated index
subspace will be more densely populated. As aresult, when the index spaceis
mapped to nodes, |oad may not be balanced. Additional |oad balancing hasto be
performed. Two load-balancing steps are described bel ow.

. L oad Balancing at Node Join: At join, theincoming node generates several
identifiers (for example, 5 to 10) and sends multiple join messages using
these identifiers. Nodes that are logical successors of these identifiers
respond reportingtheir load. The new nodeusestheidentifier that will place
it in the most loaded part of the network. In this way, nodes will tend to
follow thedistribution of thedatafromthevery beginning. With nidentifiers
being generated, the cost to find the best successor is O(n*log N), and the
cost to update the tables remains the same, O(log?N). However, this step
isnot sufficient by itself. Theruntimeload balancing algorithms presented
below improveload distribution.

. Load Balancing at Runtime: The runtime load-balancing step consists of
periodically running alocal |oad-balancing algorithm between few neigh-
boring nodes. Two load-balancing algorithms are proposed. In the first
algorithm, neighboring nodes exchange information about their loads, and
the most loaded nodes give apart of their load to their neighbors. The cost
of load-balancing at each node using thisalgorithmis O(log?N). Asthisis
expensive, thisload-balancing algorithm cannot be run very often.

The second | oad-balancing algorithm usesvirtual nodes. Inthisalgorithm,
each physical node houses multiple virtual nodes. The load at a physical
nodeisthe sum of the load of itsvirtual nodes. When the load on avirtual
nodegoesaboveathreshold, thevirtual nodeissplitintotwo or morevirtual
nodes. If the physical nodeis overloaded, one or more of itsvirtual nodes
can migrate to less loaded physical nodes (neighbors or fingers).
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Squid: Application Domain

Squid (Schmidt & Parashar, 2003a) can be used to support flexibleinformation
discovery in anumber of different application domains. A selection of applica-
tions domains are presented below.

P2P Information Sharing Systems

P2P information sharing systems enabl e persistence and sharing of information
in a network of peers. These systems enable the end users to interact directly
and share content (for example, music, software, data). The systems are made
possible by the recent advances in information technology (storage, computa-
tional power, and bandwidth) and the associated drop in costs. All participants
inthese systemsare equal: they all share content stored locally, request content
shared by others, and process queries issued by other participants. A key
component of the P2P sharing system is the search engine, which must support
searches based on complex queries (for example, keywords, wildcards, ranges),
and provide some guarantees as to the completeness of the search results.

Squid satisfies these requirements. Content described using keywords can be
indexed and stored inthe P2P network so that | ocality ismaintained. The content
can then be queried using keywords, partial keywords, and wildcards.

Resour ce Discovery in Computational Grids

Grid computing is rapidly emerging as the dominant paradigm of wide-area
distributed computing (Foster & Kesselman, 1999). Itsoverall goal istorealize
aservice-oriented infrastructure for the sharing of autonomous and geographi-
cally distributed hardware, software, and information resources (for example,
computers, data, storage space, CPU, software, instruments, etc.) among user
communities. Grids present similar challengesas P2P systems: large scal e, lack
of globally centralized authority, heterogeneity (resources, sharing policies), and
dynamism (lamnitchi et al., 2002).

A fundamental problem in grid systems is the discovery of information and
resources. A number of P2P resource discovery systemsfor grid environments
have been recently proposed. These include both unstructured Gnutella-like
systems (lamnitchi et al., 2002) and structured systems that offer guarantees
(Schmidt & Parashar, 2003a; Andrzejak & Xu, 2002). Squid can be used to
complement current grid resource discovery mechanisms by enhancing them
with range query capabilities. Computational resources can be described in
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multipleways, for example, asURIsor XML files. Typically, they havemultiple
attributes such as memory and CPU frequency and the values of these globally
defined attributes of computational resources are considered as keywords.
These keywords are used to index the descriptions of the computational
resources, and to store and query the resources in Squid.

Web Service Discovery

Web services are enterprise applications that exchange data, share tasks, and
automate processes over the Internet. They are designed to enable applications
to communicate directly and exchange data, regardless of language, platform
and location. A typical Web service architecture consists of three entities:
service providers that create and publish Web services, service brokers that
mai ntai n aregistry of published servicesand support their discovery, and service
requesters that search the service broker’s registries.

Web serviceregistries storeinformation describing the Web services supported
by the service providers, and can be queried by the service requesters. These
registriesarecritical tothe ultimate utility of the Web servicesand must support
scalable, flexibleand robust discovery mechanisms. Registrieshavetraditionally
had a centralized architecture (for example, UDDI (Universal Description,
Discovery and Integration, 2000)) consisting of multiple repositories that syn-
chronize periodically. However, as the number of Web services grows and
become more dynamic, such acentralized approach quickly becomesimpracti-
cal. Asaresult, there are a number of decentralized approaches that have been
proposed. These systems (for example, (Schlosser et al., 2002)) build on P2P
technol ogi es and ontol ogiesto publish and search for Web service descriptions.

Squid (Schmidt & Parashar, 2003b) can be used for building dynamic, scalable,
decentralized registrieswithreal-timeand fl exibl e search capabilitiesto support
Web service discovery. Web services are described using WSDL, and can be
characterized by a set of keywords. These keywords can then be used to index
the Web service description files and the index is stored at peersin Squid.

Discovery of Newsgroups in Bulletin Board News
Systems

Bulletin Board Systems (BB Ss) are worldwide distributed discussion systems.
A BBS consists of a set of newsgroups. Newsgroups are typically classified
hierarchically by subject and contain collections of messages with a common
theme. Users can discover and connect to newsgroups (for example, interest
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groups), and subscribe to and publish messages on the newsgroups. Usenet is
oneof theearliest BBSs. Recently, the number of BBSshasgrown and they have
become a popular means of communication.

Squid can be used to discover interest groupsin aflexible manner. A newsgroup
is indexed based on keywords, where the keywords are the components in its
hierarchical name.

Decentralized Information Sharing for Investigative
Research and Discovery

The emerging data-/information-driven scientific and engineering applications
arebased on an ad hoc and opportunisticintegration, aggregation, and sharing of
diverse(simulation, observational, and experimental) and distributed dataspread
across multiple campuses, institutions, cities, and states. However, the robust
and scalablediscovery of thisscientific dataremainsachallenge. Raw scientific
data can be characterized using automated vision and visualization techniques
and can be described using domain-specific metadata consisting of keywords,
keyword-value pairs, and keyword-range pairs. This keyword-based metadata
can then be used to index and discover the data using P2P information discovery
techniques. Squid is being used to realize such a decentralized information
discovery and sharing collaboratory for cancer tissue micro-array and chemical
combustion research (Schmidt, Parashar, Chen, & Foran, 2004).

Summary and Conclusions

Thischapter presented an overview of the existing landscape of P2P storage and
information discovery systems. It classified existing systems based on their
capabilities and the overlay network they use and discussed the advantages,
disadvantages, and trade-offs of each class. Examples of systems from each
classof systemswere also presented. Squid (Schmidt & Parashar, 2003a), a P2P
information discovery system supporting flexible querying with search guaran-
tees was described.

P2P systems offer a potential solution for implementing scalable, distributed
storage and discovery systems. These systems take advantage of resources
such as storage, computing cycles and content available at user machines at the
edges of the Internet. Properties such as decentralization, self-organization,
dynamism and fault tolerance make them naturally scalable and attractive
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solutionsfor applicationsin all areas of distributed computing and communica-
tion.

Data lookup systems implement Internet-scale distributed hash tables, use
structured overlays, offer guarantees, and allow data location based on exact
identifiers. The datalocationisvery efficient in these systems, but they have to
pay the price of maintaining a structured overlay. These systems are naturally
load balanced since they employ consistent hashing to map datato peers. Search
systems, on the other hand, allow more complex queries and may use structured
or unstructured overlays. Hybrid systems are very successful in today’s
Internet, and they are used mainly for file sharing. Pure P2P systems based on
unstructured overlay (for example, Gnutella), can be inefficient and expensive;
however, ongoing research is addressing this problem. These systems are easy
to maintain but do not offer guarantees.

Thefinal category of search systems consists of distributed indices built on top
of datalookup systems. These systems are very promising asthey move toward
theideal: allow complex queriesand offer guarantees. They build on datal ookup
systems and inherit their efficient data location characteristics as well as the
costs of maintaining the structured overlay.
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Endnotes

1 Wewill usethe term data element to represent a piece of information that
isindexed and can be discovered. A dataelement can beadocument, afile,
an XML filedescribing aresource, an URI associated with aresource, and
so forth.

2 In this chapter “node” and “peer” are used interchangeably.

3 TTL (Time-to-Live), limitstheliving time of amessage. Typically, TTL is
the number of hops a message can travel until it is discarded.
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Chapter V

Peer -to-Peer Security
| ssuesin
NomadicNetwor ks

Ross Lee Graham
Mid-Sweden University, Sweden

Abstract

The security concerns for a peer-to-peer implementation of nomadic
networks are described with special emphasis on taxonomy and on their
identification. The underpinning reference question is how to provide a
wide scope of secure networking functions in a completely decentralized
and unmanaged network (an ad hoc mobile nomadic network). Though
many of the identified security concerns apply to any overlay network, the
complete selection of concerns is based on their possible importance in an
implementation such as the AmlGo Project collaboration for a ubiquitous
nomadic network.
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I ntroduction

For personal devices and ubiquitous interfaces, the problem to solve is how to
provide awide scope of secure networking functionsin acompletely decentral-
ized and unmanaged network (an ad hoc mobile nomadic network).

There are two available network technology modes that address this problem;
wireless Internet access (WAP, Bluetooth, wireless data, etc.) and wireless
broadband access (LMDS, MMDS) (Barkai, 2001).

Peer-to-peer implementations are based on having every node treated as an
access point (AP). The Internet access mode is typically based on an IP
network. The broadband access mode is based on mobile radio networks. Both
systems have similar structuresin their routing algorithms.

The routing architecture is a central module within the unmanaged networks.
Therouting algorithmsfind pathson adynamictopol ogy. Theserouting architec-
tures open new vulnerabilities to security (see below).

Both networks show similarities in their routing principles. These algorithms
adapt to the dynamic self-organization characteristics that these networks
exhibit (Barkai, 2001).

The Motivation for Peered Networks

If we look at the design of the Internet, the essentials of its first form were
anticipated for the U.S. Department of Defense (DOD) in 1964, by Paul Baran
at Rand Corporation. Thispreparatory work identified thegeneral specifications
and proposed sol utionsfor the main concerns of the DOD. Lawrence G. Roberts
from MIT was the main architect for ARPANET (Advanced Research Projects
Agency Network). However, he states directly that the Rand work (including
Baran) had no significant impact on the ARPANET plans and Internet history.
Even so, Robertsadmitsto reading Baran’ swork and meeting with him (in 1967)
prior todesigningtheoverall network, network economicanalysis, lineoptimiza-
tion, and the sel ection of computer sitesto be connected. Furthermore, ARPANET
was consistent with the DOD requirementsidentified in the Rand work (Baran,
1964; Roberts, 2003).

ARPANET was a DOD project and the DOD had three major concerns:
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. Concern 1: Security of the physical network

Critical services must not be concentrated in a few vulnerable failure
points. In Baran, this concern was expressed in terms of the possible
destruction (through bombing) of the network communication system. The
strategy was to design a network in which there are no central points of
failure, a network where if part of the system were destroyed, the
remainder would still function. In effect, Baran formulated a network
reliability model in terms of physical destruction. For Roberts, reliability
was also one of the key network issues.

Their second concern was sharing information between different makes and
models of computers. Thisrequirement demands interoperability.

. Concern 2: Interoperability of avariety of machines

This implies that the network is functionally independent of the various
architectures at its nodes. Therefore, either the networks speak the
language of all the different machines or all the machines speak the
language of the network, or some mix of these possibilities. In practice, it
has proven more effective to make the machines speak the language of the
network.

The third concern was for protection against interception of transmissions.

. Concern 3: Security of the information

Thesethree concernsfunctioned as guidelinesfor the DOD sponsorship of
the ARPANET Project. Though Roberts denies the ARPANET design as
having any relation to Baran’s work at Rand, it is a fact that the DOD
sponsored the Rand work beforeit sponsored the MIT work. This suggests
that for the DOD, the Rand work defined arequirementsbasi sfor assessing
the MIT work (Baran, 1964; Roberts, 2003).

In turn, the work on ARPANET led to defining the requirements for the
development of TCP/IP (Roberts, 2003). The first version of TCP was written
by Vint Cerf and Bob Kahn in 1974.

The original decentralized vision of ARPANET still survivesin TCP/IP. There
are two important features of TCP/IP that provide for this decentralization:

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of ldea Group Inc. is prohibited.



Peer-to-Peer Security Issues in Nomadic Networks 117

1. Endnodeverification
2. Dynamicrouting

For end node verification, all the network nodes operate with equal rights (like
peers). It is the end nodes that verify the transmissions. There is no central
control for overseeing the communications.

For dynamic routing, note that dynamic routing addresses the third concern as
well, because connections can follow multiple paths. Baran devised the packet
(message block) method to facilitate this implementation. There were three
independent packet research efforts—Leonard Klinerock, MIT; Paul Baran,
Rand Corporation; and Donald Davies, National Physical Laboratory in the
UK—and the Davies name “packet” was chosen by Raoberts (2003).

With no central control and the ability to follow multiple paths, if a sector is
bombed (Baran starting point) or otherwise nonfunctional (Roberts starting
point), TCP/IP packet routing can follow whatever other routes that are
functional.

In effect, this is why congestion in large degree is handled by TCF/IP.
Congestion at routing nodes puts the nodes into a nhonoperational state for
incoming packets, and so forth, therefore, another routeis chosen for the packet.
If the destination node is congested, this is not a feature that TCP/IP was
originally designedto handle.

Today, there are new types of congestion because of the client/server domina-
tion in the Internet. In other words, the original notion of decentralization has
given way to interconnected centralized servers (a topology that Bluetooth
mimics in miniature). This offers challenges to TCP/IP for which it was not
originally designed.

L eaf-node peer-to-peer in some respects is a step back in time, where decen-
tralization reaches its ultimate end at the edges of the Internet. In the old days,
theterminal swereworkstationsfor time sharing and not regarded as|eaf-nodes.
It was the mainframes that the terminals were connected to that may be placed
as leaf-nodes. Leaf-nodes in peer-to-peer connectivity require computational
power.

Peer-to-peer isin part areturn to the original design specifications of TCP/IP.
However, there are some differences today that require consideration.

We have taken this point of view to show that peer-to-peer and the original
specifications of TCP/IP have much in common. This helps explain why the
Internet carries peer-to-peer connectivity so well.

Finally, with respect to TCP/IP, peer-to-peer can usevirtual addressing methods
that all ow peer-to-peer networksto ride on any network configuration that uses
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IP addressing. In effect, this allows the formation of ad hoc overlay networks
that are functionally independent of the networks they ride on (History, 2003).

Distributed Networks

Baran (1964) clearly conceived and defined adistributed network. Hewasgiven
the task to model a network with specifications that answered to the require-
ments for the three concerns.

He classed computer networksinto three categories: centralized, decentralized,
and distributed (see Figure 1.1).

Inthe first two networks, the leaf-nodes are connected to access points. These
access points are also called centerswhen |eaf-nodes are connected to them for
network access. A centralized network isastar structure of |eaf-nodes with one
center. If this center node fails, the entire network fails because it has only one
center point of failure. A decentralized network is a cluster of stars with
connected centers. It, therefore, hasmultiple center pointsof possiblefailure. In
apurely distributed network, every nodeisan access point and thereareno leaf -
nodes, that is, no stars. Therefore, there are no center points of possiblefailure.
Sinceevery nodeisan accesspoint, it might beargued that every pointisacenter
point. We deny this argument by definition because the center points must have
|eaf-nodes.

Definition: Inapurely distributed network where every nodeis an access point
we have a peer-to-peer network.

Note that this definition implies that there is no central point of failure.

Figure 1.1. Paul Baran's original categories for network architectures

. N\

a. Centralized b. Decentralized c. Digtributed
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Distributed Computing

Distributed computing can be implemented on any network architecture. How-
ever, it needs to be kept clearly distinct from distributed networks. Distributed
network denotes a network architecture type and is classed as an infrastructure.
Distributed computing isamode of using anetwork infrastructure and need not
be restricted to distributed networks.

Bluetooth

Bluetooth operations are based on proximity RF. It allows transparent wireless
communications in static or dynamic network topologies. This is not a hew
technology; it is a new use of existing technologies. The Bluetooth chip can
operate on both circuit and packet switching modes. It provides both synchro-
nous and asynchronous data services.

Bluetooth uses piconetsin scatternets. In apiconet, adeviceis picked as master
and the rest serve as slaves. Some of these slaves can function as masters in
other piconets, and soforth. Inascatternet, multiple mastersmust establishlinks
to each other. The scatternet concept is used as a clustering of piconets and
piconetsareused asaclustering of individual devices. Fromthisarrangement we
can see that we have the masters as the bottlenecks in a Bluetooth network
(Bluetooth, 2003).

In a pure peer-to-peer network the client/server, master/slave, concepts do not
apply. In pure peer-to-peer, there is no master nor slave. Therefore, Bluetooth
may not be seen as P2P at the transmission level due to the master—slave
architecture. However, the master—slave paradigm only addresses the physical
exchange of information and may not relate to applications that run on top of
Bluetooth-enabled devices. These applications may therefore employ P2P
functionality. Thisissimilar totheway that P2Pridesonthelnternet using virtual
addressing.

P2P implementations are based on having every node treated as an AP. Inthe
AmlGo (Ambient Intelligence to Go) Project, the use of Bluetooth may qualify
as P2P connectivity because of the limitationsimposed by the constraints of the
individual communication devices(currently Nokia7650), whichlimit communi-
cations to a one-to-one basis. In the Bluetooth architecture, every master can
function asaslaveto another master. Theoretically, thissuggeststhat Bluetooth
network connectivity coulditself betrimmedto aP2P architectureif every slave
can aso function as a master. The piconets then become overlays on a network of
nodesthat arereversibleaccordingtotheir direction of connectivity (master — dave).
This eliminates leaf slaves when every node is embedded in a distributed
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network, which can be represented as a directed graph structure without aleaf.
Thismodel needsinvestigation for itstheoretical and practical limits.

Other Wireless Platforms

Wireless |P-based connectivity without cells opens the way for peer-to-peer
implementations, both as overlay networks (virtual networks) as well as the
hardware (physical networks) they ride on. Both the virtual and the physical
wireless networks have topologies that may be static or dynamic. In wireless
topologies both the overlay network and the physical network can be made
congruent in their topologies and this can be done ad hoc.

Today, there are many choices for wireless networks (Toh, 2002), for example:

(Big LEO, 2003) (LEO = Low Earth Orbit):
<www.ee.surrey.ac.uk/Personal /L .Wood/constell ations/tabl es/tabl es.html >

(LittleLEO, 2003):
<www.itu.int/newsarchive/presss WRC97/little-leo.html>

(CSMA/AMPS Cellular, 2003):
<www.computer.org/proceedings/hicss/1435/volume9/14350299abs.htm>

(GSM-PCS, 2003):
<www.cellular.co.za/lgsmoverviewpage.htm>

(Metricom, 2003):
<Www.metricom-corp.com/>

(SkyTel 2-Way, 2003):
<www.skytel.com/>

(TDMA-PCS, 2003):
<www.iec.org/online/tutorial§/pcs/topicOl.html>
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(Wireless LANSs, 2003):
<www.computer.org/students/l ooking/summer97/ieee802.htm>

Ad Hoc Nomadic Mobile Applications

Mobile ad hoc devices can recognize the presence of other wireless devices
through sensing the presence of neighborhood beacons. Here, neighborhood is
defined asthose deviceswithin the RF range of the sensor. From this, we derive
the concept of ad hoc homadic mobile applications.

Examples:

. Inthehome: exiting or entering, set security alarmon or off, set temperature
control, set lights control, set entertainment centers control, set computer
telephone answering service, and so forth.

. Inthe car: receive e-mail, telephone call s, roadsi de shopping information,
receive directionsto various services or places, make reservations, and so

forth.

. It canalso cover speed control, toll collection, and synchronization of traffic
lights.

. Intheoffice: download e-mails, update schedul es, track working hours, and
so forth.

*  While shopping: RF tags (they are cheap) can be used for price, sale, and
stock information, as well as automatic shopping searches by location
(distance) and prices.

*  Whiletraveling: information, schedules, reservations, payment, and auto-
matic check-inall availableinreal time, nowaitinginlineexcept for luggage
check-in/check-out or transport entry/exit.

P2P Security |Issues
(Trust Management)

P2P applicationsintroduce awhole new class of security issues, security within
the virtual P2P networks themselves and security with respect to the environ-
ments they ride on.
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L eaf-nodesin mobilead hoc networkscommunicatein aself-organizing dynamic
topology. The properties of these networks generate new vulnerabilitiesthat are
unknowninthehard-wiredinfrastructures. Thissectionidentifiesvulnerabilities.

In the case of P2P connections that form overlay networks (virtual networks),
security must first be based on the infrastructure. The deeper we can run P2P
on the TCP/IP stack, the less vulnerable the system is to attack. However, we
arefaced with atrade-off between vulnerability and interoperability. Thedeeper
in the stack that we run P2P, the larger the interoperability problem when we
have a many-standard system.

It is well documented that the wireless environment is prone to failures and
disconnection and this makes the exchange of data less reliable. When this
applies to security, the problems may be more critical with regard to the key
management since situations such aslost keys or impossibility to communicate
with the owner/distributor of keys may appear. Aside from the specific require-
ments on the security mechanisms, the use of security in wireless transmission
also puts requirements on the communication characteristics. The overload of
the communication channel, the need for high datarates, the efficient manage-
ment of the connection, and communication time all need to be addressed.

We have chosen the threat modeling and risk assessment approach to security
systemsinspired by Bruce Schneier: “Y ou first need to define the threat model,
then create a security policy, and only then choose security technologies that
suit” (Schneier, 2000).

Vulnerabilities in Wireless Routing_] Protocols

Thewirelessrouting protocolshave common featuresthat we exemplify here by
the specific consideration of the Dynamic Source Routing (DSR) protocol. DSR
isfor routing mobile ad hoc networks.

DSR can be attacked by any combination of targeting:

availability
integrity
confidentiality
nonrepudiation
authentication

-0 a0 o

access control
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Buchegger and Le Boudec (2002) found that these may:

a. obtainincorrect forwarding (works until upper layersfind out);
b.  obtain bogusrouting information or traffic control;

salvagearoutethatisnot broken (if thesalvagebitisnot set, it will ook like
the sourceis still the original one);

d. choose avery short reply time, so the route will be prioritized and stay in
the cache longer;

e. set good metrics of bogus routes for priority and remaining time in the
cache;

f.  manipulate flow metrics for the same reason;

g. hot send error messages in order to prevent other nodes from looking for
alternative routes;

h.  usebogus routesto attract traffic to intercept packets and gather informa-
tion;

i. deny service attack caused by overload by sending route updates at short
intervals; and

j. usepromisuous mode to listen in on traffic destined for another node.

With the exception of the last threat, promiscuous listening, all of the threats
listed correspond to attacks that the monitoring component in each node can
detect either at once or at least when they happen repeatedly.

Free-Riders and Accountability (Turcan & Graham,
2001)

a. Noncooperation

» Forwarding: There is a trade-off between cooperation and resource
consumption. For example, inan | P-based ad hoc network, forwarding
packets consumes resources. Since ad hoc networks are generally not
constrained by an organization that can enforce cooperation, this
generates aneed to develop incentives to cooperatein the forwarding
of messages (packets).

e Security Risk: Nodes may boycott communications. Thisisequivalent
to adenial of service.
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b. MaliciousIntent

*  Routing: Routesshould beadvertised and set up adheringto aprotocol
that can reflect the structure of the network topology.

e Security Risk: Nodes may forward messagesto collusion partnersfor
analysis, disclosure, or money. Thisisnot only adenial of theexpected
service; it isalso an invasion of privacy with maliciousintent.

Noncooperation and malicious intent should be sanctioned. They must be
held accountable in a manner that is to their disadvantage.

c. Prevention, Detection, and Reaction: If we could makeaperfect prevention
mechanism we would have a utopian level of security. All threats to a
system are in terms of vulnerabilities and this includes the possibility of
bypassing thein-place prevention mechanisms. Giventhisreality, devel op-
ing methods for detection and response is essential (Schneier, 2000).

Security Threats from P2P
(The Environments They Ride On)

1. Steganography: Using afreeware utility called Wrapster, a P2P wrapping
tool, auser can disguise a.zip file containing source code as an MP3. An
accomplice could then download the “music” file from the user’'s PC.
Millions of dollarsworth of proprietary information can be stolen with the
appearance of a relatively common abuse of company resources.

2. Encryption Cracking: Using P2Parchitectureand over 100,000 participants
(usingonly idle CPU time), Distributed.net wasabletotest 245 billion keys
per second to break the 56-bit DES encryption algorithmin 22 hoursand 15
minutes. At thetime, the 56-bit DESencryption algorithm wasthe strongest
that the U.S. government allowed for export.

3.  Bandwidth Clogging: The most visible problem with P2P file sharing
programsconcernsfilesharing. Thistraffic clogsinstitution networkstothe
detriment of ordinary business related traffic. This affects response times
for internal users as well as e-business customers. Many organizations
havetakentousing Internet linksto createvirtual private networks (V PNs)
between their disparate offices or on-the-road users. If legitimate traffic
hasto competewith nonbusinessfilesharing traffic, VPN performancewill
suffer.

4. Bugs: P2Pfilesharing applicationsrequire softwareto beinstalled on each
participating leaf-node, exposing the network to anumber of risks. A badly
written application may cause the system to crash or conflict with business
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applications. Security flawsin the P2P application may provide attackers
with ways to crash computers or access confidential information.

5. Trojans, Viruses, Sabotage, Theft: An attacker could also convinceanaive
user to download and install a booby-trapped P2P application that does
damage or allows obtaining more information than they should have
(backdoor access). A user of P2P software can misconfigure to expose
confidential information for gain or for revenge. P2P file sharing applica-
tionscan also cause aloss of control over what datais shared outside of the
organization. (Note that these risks concern P2P applications that admit
these problems to the network it rides on.)

6. Backdoor Access: Combining P2P applications with a VPN, security
problems compound. If a user starts Gnutella and then clicks into the
corporate VPN to check e-mail, a determined attacker could use this
backdoor to gain access to the corporate LAN. Many companies delay
rollouts of VPNs in spite of the potential cost savings.

7. Nonencrypted Instant Messaging (IM): IM leaf clients also pose an
information leakage threat to the organization. All the messages sent back
and forth in plain text across the network or Internet can be captured and
read using asimple network-monitoring program.

Security Threats to P2P (The L arge-Scale | ssues)

. Interoperability: A central security issue-set in P2P networksisassociated
with the introduction of different platforms, different systems, different
applications, working together in agiven infrastructure. Thesedifferences
opentheset of security issuesweassociatewithinteroperability. Themore
differences we have to cope with, the more compounded are the security
problems. Though wireless connectivity can lower interoperability prob-
lems, we as yet have no way of eliminating promiscuous listening.

. Private Business on a Public Network: Using P2P to conduct private
business on a public network is clearly an exposure to security risks. The
risksentail ed by use of apublic network must beaddressedin order toavoid
theliability thisuseentails.

e Variable Membership: With people “permanently” leaving the network,
joining the network, there must be afeasible method to add or del ete users
withoutincreasing vulnerability. Thesystemismost vul nerableto usersand
former users who know the ins and outs of the system.

. General Security: P2P shares many security problems and solutions with
networks and distributed systems.
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Developers of P2P applications and security software need to meet on common
ground to develop ways to use these products safely in a public environment.

Policy Modes of Security

a. Two General Modesthat underpin organization policy:
1. That whichisnot expressly prohibited is permitted.
2. That whichisnot expressly permitted is prohibited.

These rules are dual to each other. The second rule is the most common rule-
based policy put onfirewalls. Thefirst hasmoreflexibility, but it admitsgreater
security risk. The principles of Information Risk Management (IRM) can help
definepolicy.

b. Information Risk Management (IRM): The processes of identifying, ana-
lyzing, and assessing, mitigating, or transferringrisk isgenerally character-
ized as risk management. We want to secure information effectively from
thefollowing (Schneier, 2001):

1. Threats

2. Vulnerabilities: The sheer complexity of modern software and net-
works means that many vulnerabilities are inevitable. They are in
every major software package.

3. Breaches

These efforts are in a never-ending catch-up mode.
The following four questions are at the core of IRM:

What could happen (threat event)?
If it happened, how bad could it be (threat impact)?
How often could it happen (threat frequency)?

A w DN PE

How certain are the answers to the first three questions (uncertainty)?

When these questions are answered, we can ask:
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1.  What can be done (risk mitigation)?
2. How much will it cost (annualized)?
3. Isit cost effective (cost/benefit analysis)?

c. Uncertainty Isthe Central Issue of Risk. Doesthe Gain Warrant the Risk?
Thesedeterminationsof risk aidindefining and prioritizing security levels.
Theseinturn help define policy and help the security professional develop
layers of security (Schneier, 2000).

d. Routing Policy: Permits the use of different paths to minimize impact of
attackson data. New requirements have made the representation of routing
policiesmoredifficult (Security, 2003).

1. Thereisaneedtorepresent therouting policiesof many organizations.

2. CIDR (Classless Inter-Domain Routing, RFC 1519) and overlapping
prefixesand theincreasing compl exity of routing policiesand the needs
of aggregation have introduced new requirements.

3. Thereisaneed to assure integrity of the data and delegate authority
for the data representing specifically allocated resources to multiple
persons or organizations.

4. Thereisaneedtoassureintegrity of the dataand distributethe storage
of data subsets to multiple repositories.

e. Firewalls: Afirewall canblock al traffictoand fromanetwork. For outside
communication, it is necessary to poke holesin the firewall. The firewall
can direct incoming traffic toaDMZ, which in turn sorts out for delivery
according to security policy. Peer-to-peer can penetrate firewalls (Hack-
ing, 2003).

To date, with respect to enterprises, to protect the networks that P2P rides on,
the controlsthat can be put in place are vigilant monitoring with clearly defined
security policies.

Environmental Security

Many technology people who work on security issues tend to neglect security
issues that lie outside the technology domain. In this sense, they treat security
issues asif the userswere functioning in amilitary installation that already has
aphysical security system in place.
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When technol ogy peoplefocuson only thetechnology security without concern
for the system environment, it reveal s that security was not treated in aholistic
way. This may deliver the unspoken and fal se message to users that the system
is secure. Furthermore, it shows that the technology security was developed
independently of the environment security and the gains that might come from
a coordinated effort are lost (Schneier, 2000).

For mobile ad hoc networks, as utilized in Project Aml Go, these security issues
takeanew turn. They must include both the permanent position stations and the
mobile stations. Thus, the security issues expand in their scope.

Readers interested in taxonomy precision for the distinction between pure and
hybrid forms of P2P are referred to the Proceedings of P2P2001, especially the
foreword. This and the Proceedings for P2P2002 have interesting applications
that run on P2P overlay networks. Protocols and their routines for establishing
trust define one of the more recent trends in P2P research and a number of
articles on this aspect of security appear in the Proceedings for P2P2003.

Conclusion

These are some of the mainissuesin the analysis and design of a secure ad hoc
mobile nomadic network. Thereisajustification for using P2P technology and
a number of applications suggested for ad hoc mobile devices. The security
threats have been outlined and in effect form a menu of further research to
determinetheir specificroleinthefunctionsof thesead hoc networks. Thefocus
here has been on threat identification. The next step is toward developing the
security specificationsin adesign, such asrequired for the AmlGo Project. The
AmIGo Project is an on-going collaboration between companies (Ericsson,
Prevas, Nexus), research institutes (Santa Anna, SICS), and the Linkoping
municipality (Mjérdevi Business Incubator) with the goal to create aregional
innovation system in the areas of peer-to-peer communication and ambient
intelligence.
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Chapter VI
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| ssuesin aPeer-to-Peer
Networ k from a
DatabasePer spective

Sridhar Asvathanarayanan
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Abstract

Computing strategies have constantly undergone changes, from being
completely centralized to client-servers and now to peer-to-peer networks.
Databases on peer-to-peer networks offer significant advantages in terms
of providing autonomy to data owners, to store and manage the data that
they work with and, at the same time, allow access to others. The issue of
database security becomes a lot more complicated and the vulnerabilities
associated with databases are far more pronounced when considering
databases on a peer-to-peer network. Issues associated with database
security in a peer-to-peer environment could be due to file sharing,
distributed denial of service, and so forth, and trust plays a vital role in
ensuring security. The components of trust in terms of authentication,
authorization, and encryption offer methods to ensure security.
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I ntroduction

Over the last few years, the world has witnessed the explosion of Internet
technology and the rapid growth in the use of peer-to-peer-based applications.
The open nature of peer-to-peer networks and the decentralized administration
and management of resources make it flexible for servents to operate in
complete autonomy, thereby allowing them to freely participate or withdraw
from the network without disclosing their true identity. While this can be
considered as one of the salient features of apeer-to-peer network, the same can
also beviewed asaninherent vulnerability builtintothese networksasthey open
up issues related to servent trust and security. The threat to database security,
due to inherent vulnerabilitiesin the product and network, is further amplified
when considering database implementations on a peer-to-peer network. While
it isessential to discuss the security issues pertaining to peer-to-peer networks
ingeneral,itisequally vital to discussthe security issues pertaining to databases
in a peer-to-peer network. This paper focuses specifically on database-related
security issues in a peer-to-peer environment. The examples discussed are
centered on Windows and UNIX environments, but the concepts can be applied
to other environments as well.

There has been agrowing trend towards using peer-to-peer networksfor serious
business purposes and for enterprise computing, and hence the need to analyze
these security issues receives greater importance. The concept of enterprise
peer-to-peer technology isevolving and, over time, it is predicted by observers
that distributed dataspread across peer-to-peer networksand stored on desktops
and other computing devices in various locations where an enterprise operates
arelikely toreplace centralized databases. There are also predictionson therise
of companies thinking in terms of corporate infrastructures that share the
characteristics of peer-to-peer and client-server networks (Zeiger, 2001). Itis
not uncommon for companies that do not have a strong information security
policy to have databases residing on departmental servers spread across the
organization in various departments rather than being managed centrally by a
data center. Most medium-sized companies find the decentralized approach
more flexible as each department can be made responsible for its own opera-
tional applications, data, and security. Thedepartments, too, enjoy thisautonomy.
The concept of enterprise peer-to-peer networks are built around this basic
premise and the databases being stored and accessed in such peer-to-peer
networks are subject to greater security concerns. Database systems, no matter
how carefully designed and implemented, are constantly being exposed to
security threats in various forms, such as denial of service and worm attacks.
Peer-to-peer networks in general are prone to worm and denial of service
attacks and with some of the existing vulnerabilities associated with databases,
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these networks, when they host corporate databases are likely to be an easy
target for hackers. Due to the frequent discovery of new vulnerabilities
associated with either the networks or with the security architecture of the
database management systems, thewhol eactivity of security administrationand
data management is turning to be a challenge rather than a routine function.

As the placement of data transitions from centralized servers to a distributed
peer-to-peer network, the challenge of securing dataisonly likely to get even
tougher. The administration and control of security was centralized when
mainframe systems were used to store and manage all corporate data for an
enterprise. All data needs of the organization were satisfied by the centrally
stored database and there was neither the need to connect outside the corporate
network to access data nor the necessity for interaction between host nodes in
a distributed network to exchange data. With the emergence of client-server
computing, the approach went a little more decentralized allowing users to
connect to any data sources available on the corporate network (Zeiger, 2001).
As the business processes got more demanding and the need to access and
process data outside of the company started becoming more critical to the
success of the enterprise, network access started to reach beyond the
organization’ s domain, thus exposing the corporate network to higher risks of
security. With the slow but certain evolution of enterprise peer-to-peer technol -
ogy, organizations have started |ooking more outward for their data needs and
eventually there is a compelling need for security administrators to better
understand the associated issues with data security.

This paper discusses some of the data security issues associated with enterprise
peer-to-peer networks and some possible measures that can be taken to help
reduce them. Distributed peer-to-peer systems are being discussed to give a
flavor to distributed data management. The following sections analyze the data
security issues involved in distributed networks, and some of the inherent
vulnerabilitiesin peer-to-peer networksthat have abearing on datasecurity will
be discussed. Database security issueswill be analyzed in general and from the
perspective of peer-to-peer networks along with some of the recommended
methods in general to provide data security.

Threats to Data Security in a Peer-to-
Peer Network

Threats to data security in a peer-to-peer network can be categorized as (a)
threats that originate from the inherent vulnerabilities associated with filesand
databaseshosted in centralized systemsbut amplified in a peer-to-peer environ-
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ment, and (b) threats that are specific to peer-to-peer networks. Databases
hosted on a peer-to-peer network are constantly exposed to threats such asbeing
stolen, introducing high packet traffic on the network, denial of service attacks,
being infected by worms, gaining unauthorized backdoor access, and so forth.

Some of the vulnerabilities associated with peer-to-peer networks that have a
significant impact on database security are discussed.

The Effect of File Sharing on Database Security

The majority of relational database management systems store data ultimately
infilesthat can betampered with when ahacker breaksinto the server that hosts
the database. Most peer-to-peer applications such as Kazaa and Gnutella give
direct access to files that are stored on a node’s hard disk. With little effort, it
is possible to identify the operating system that runs on the computer and use
techniques to break into the shared directories and other resources. There are
utilities to hack into the system directories and read the files that store
authentication information and decipher passwords. One example is the
I0phtcrack utility that can run multiple passes on the .SAM file (security file
containing ids and passwords) of Windows 2000 and decipher passwords.
lophtcrack is a password auditing tool. It can compute Windows NT/2000 user
passwords from the cryptographic hashes that are stored by the NT operating
system. Using such utility, if the administrator’ s password is obtained, then the
host has been compromised. The impact that this alone can have on database
security isenormous: the database service can be stopped or disabled—in effect,
taking the database offline and enabling it to be del eted or copied—invalid data
could also be introduced into the database causing the database to lose its
integrity.

A participant in a peer-to-peer network could be a valid user in a corporate
network but the peer-to-peer application that runs on the desktop of this
participant could allow other servents from outside the corporate network to
possibly connect to this servent. Corporate firewallsare usually set up to check
for such intrusions, but in most companies, applications that allow real-time
chatting, such as instant messengers, are not blocked from usage. The latest
versionsof these programscomewith functionalitiesthat includefilesharing and
voice messaging. All risks associated with file sharing are applicable to the use
of such instant messengers as well. One of the greatest risks associated with
databases in a peer-to-peer network has to do with file sharing.

Asshown in Figure 1, Servent B and Servent C are engaged in a conversation.
Servent C isalso part of a corporate network and a desktop version of database
server runs on its computer. Database server B is being accessed by Servent C
through a remote database server setup. Since Servent C is a participant in a
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Figure 1. Peer-to-peer network servent in a corporate network
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peer-to-peer network, thereis ahigh probability of having open shares defined
on this node. A few possible ways that the security of the corporate databases
A, B, and C can be compromised in this setup are as follows:

a)

b)

c)

Servent B can access open shares of folders in Servent C, access the
authentication file, run the decryption utility to decipher passwords, and
obtain administrative access to Servent C’'s host computer. Servent B can
even install administrative tools on Servent C's computer and take com-
plete control of database C. Thiswould mean unauthorized activities such
as deleting database files, stopping the database engine, copying the
database file, and so forth.

Through the remote database server connection, Servent B can access
database B from database server C, view the contents, and depending on
the rights that have been assigned to User U, can even update or delete
records stored in database B.

If User U ispart of thedomain administratorsgroupinthenetwork, Servent
CcanloginasUser U into database C and run operati ng system commands
within the database server. Most database servers offer operating system
command shells that let users execute operating system commands.
Breaking into a database server hasthe potential to cause damage not only
to the database server but to the entire network.
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d) Servent B can create new user IDs in databases A, B, and C with
administrative rights and allow remote access to other servents such as
Servent A.

e) Utilities such as tcpdump can be installed and run by intruders and tcp
packets can be analyzed to obtain passwords and other critical data stored
in corporate databases.

f)  Filesthat storeserver/databasealiasinformation suchassql.ini, interfaces,
tnsnames.ora, and so forth. could bealtered, resultingin client nodeslosing
access to the databases.

Unlike most of the enterprise databases such as Oracle, DB2, or SQL Server,
another class of databases such as Microsoft Access or Paradox are more
vulnerable to theft simply because of the fact that there are no services that
manage the database files that constitute these Access database files. Since the
operating system does not maintain alock on thesefiles, it is quite straightfor-
ward to copy or manipulate Accessfilesusing peer-to-peer applicationssuch as
BadBlue, which has the capability to transcode live Access databases over the
Web (BadBlue, 2001). While it can be considered as an outstanding feature
allowing usersto obtain accessto real-time data, the security holethat it creates
cannot be overlooked. A peer-to-peer participant that has access to sharesin
another node can install programs on that node and transform it to a search-
enabled Web server. Once installed and configured, it lets users view shared
database data, spreadsheets, and documents live.

Peer-to-peer networking worksaround corporate database security by providing
decentralized security administration and shared fil e storage, providing opportu-
nitiesto circumvent critical perimeter-level defensessuch asfirewallsand NAT
devices. The ability of users to install and configure peer-to-peer clients
surpasses all the server-based security policies implemented by network and
database administrators.

Extracting Sensitive Data Through ODBC I\/Iessages

A sizable number of applicationshosted on peer-to-peer networksuse .asp pages
served by 11S along with backend databases such as SQL server or Oracle
(Trivedi, 2003). These applications connect to the database using ODBC. Using
vulnerabilitiesexposed by weaknessesin thistechnology, it ispossibleto derive
very valuableinformation pertaining to database security directly fromtheerror
messages returned by ODBC drivers.

One such method takes advantage of .asp Web pages along with the “get”
method or the* post” method while passing val uesto the next pageand soon. The
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difference between the two is that the “get” method shows up the values being
passed on the URL while the “post” method does not.

A seriesof queriestyped inthe URL as shown below can display different error
messages revealing additional information about the underlying database.

Often, is possible to see something on the URL that resembles the following
example:

http://www.p2psecurity.com/openpage.asp?cid=36

Thismeansthat avalue of 36 isbeing passed to a hidden datatype called cid. In
order to hack into the database, thereisno need to spend effortsto identify what
“cid” refersto.

Using the information returned from the previous query, the hacker can now
make use of the UNION operator to return additional information as shown in
this query. So the modified URL would look as follows:

http://www.p2psecurity.com/openpage.asp?cid=36 union select top 1
table_name from information_schema.tables

The result of this query isthe first table name from

information_schema.tables

table. But theresult obtained isatable name, whichisastring (nvarchar) uniting
it with 36 (integer) by UNION. So the following error message is displayed:

Microsoft OLE DB Provider for ODBC Drivers error ‘80040e07’
[ Microsoft][ODBC SQL Server Driver][ SQL Server] Syntax error converting
the nvarchar value ‘logintable’ to a column of data type int. /openpage.asp,
line

The error message indicates that thefirst tableis“logintable” and itislikely to
havelogin information with passwords. The attacker can go to the next step and
obtain column information from that table by running a query such as
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http://www.p2psecurity.com/openpage.asp?id=36 union select top 1
column_name from information_schema.columns where table_
name="logintable’

Extending thesametechnique, itispossibletoidentify all sensitivecolumnsfrom
the table called logintable and also run queries directly by submitting them as
part of the URL and even obtain password information.

The above is a serious security concern for databases hosted on peer-to-peer
networks. This was simply an example of how URLs can be altered. By
combiningintuition and i magination, moreserioushacksarepossible, resultingin
greater damages.

Denial-of-Service Attacks

One of the popular methods of denial-of-service (DoS) attacks on a database
server in a peer-to-peer network is by creating a “UDP packet storm” on the
server. The effect is an attack on one host causes that host to perform poorly.
An attack between two hosts can cause extreme network congestion in addition
to adversely affecting host performance. When a connection is established
between two UDP services, each of which produces output, DoS can be
achieved by ensuring that these two services produce a very high number of
packets. This causes packet flooding leading to a denial of service on the
machine(s) where the services are offered. Anyone with network connectivity
can launch an attack; no account access is needed. When this congestion is
created against two target servers hosting databases on a peer-to-peer network,
it creates an infinite nonstopping loop between the two systems, making them
useless for any real data exchange from their database servers.

Distributed denial-of-service (DD0S) attack is another form of threat to data-
base security in a peer-to-peer network. These attacks involve breaking into
thousands of computers in a peer-to-peer network by following a few coordi-
nated steps, taking control over thosecomputersby installing“ root-kit” programs
that take over system administrator privilegesto keep other administrative users
from being able to find the intruder. DDoS attacks are primarily targeted at
shared computing resources such as database servers, Web servers, network
bandwidth, router processing capability, and so forth.

The compromised database serversin apeer-to-peer network can be controlled
by the intruder by sending commands to the installed Trojan program on the
serversto carry out the desired damage on all the servers. The vulnerability of
the database instance in a database server is largely determined by the
authentication schemes used to originally gain access to the database. Once a
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database server in a peer-to-peer network is hacked, the hacking program first
looksfor the authentication scheme used by the database engine. The operating
system has already been compromised through an administrative login and if a
database server uses a domain-based authentication, then the same administra-

Figure 2a. Corporate network behaving like a P2P network
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tive ID can provide access to the database server aswell. Having gained access
to the database server, it is possible to propagate the attack to other database
servers (using domain authentication) in the peer-to-peer network.

Corporate-wide denial-of-service attacks on database servers can also be
initiated through an innocent peer-to-peer servent within the corporate network
asshownin Figure 1. If Servent C (User U) is compromised, then the attacking
programsinstalled onthat computer can be controlled by the attacker to perform
port scans to look for specific designated ports on which database servers run
by default (1433 for SQL Server, 1521 for Oracle, as examples in a Windows
environment). In most corporate networks, a peer-to-peer setup does exist as
most power users have their own copy of the database server running on their
desktops and executives share data between themselves.

Asan example, let us consider the workforce of aninsurance company—nhighly
diversified employees performing a variety of vital roles such as that of
underwriter, actuary, financial analyst, and claims adjusters. Each has specific
objectives, requirements and software applications running on his/her desktops
that are tailored to his/her specific job. While these professionals are domain
experts in their own fields, they are not database administrators or security
experts. The mgjority of these applications use some form of adatabase astheir
backend are generally centrally controlled, and with the availability of desktop
versions of databases, it is very simple to obtain a copy of a database server,
install it and have it running in afew hours. Microsoft SQL Server allows the
installation of a server with no password for the system administrator (SA)
account. It warns against leaving the password blank but ultimately does allow
it.

As shown in Figure 2a, if there are database servers in the network that store
critical statistics, pricing, and other financial dataalong with anonprotected SA
account, the compromised computer (Servent C) would find these as its first
victims to attack.

A method that is adopted to cause denial-of-service attacks on database servers
in a peer-to-peer network is by exploiting the existing vulnerability in buffer
overruns in SQL Server and causing it to execute arbitrary code (Hacking
MSSQL, 2003). Wormsareal so built around thisvulnerability. Programscan be
writtento usesocketsto, and with the hel p of port scanning utility such asNetCat
and filetransfer utility such as TFTP, it ispossibleto learn which users, shares,
services, processes, and files are associated with the target computer and plan
the attack from there.

Figure 2b shows how a database server on a peer-to-peer environment gets
attacked and how it propagates the attack. Computer A can attack B and C on
the network by opening up listening sessions with B and C and by running a
custom-built program to open up a remote shell with B and C. Tools such as
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DumpWin can be uploaded from the attacking computer onto the attacked
computer through TFTP. Using DumpWin on the target computer, critical
information on users, shares, and so forth, can be dumped to afileand TFTP' d
back to the attacking computer. Thesewould givethe basic information to carry
out the denial-of-service attack on the database server. With respect to
computer D, the simplest way to carry out a DoS attack is to rename or delete
the Access database.

Role of Trust in Ensuring Data Security
in a Peer-to-Peer Network

One of the significant advantages that peer-to-peer networks offer over
centralized networksis the ability that it provides its participants to access the
multitude of databases and files stored on user laptops, desktops, servers,
handheld devices, and so forth, in waysthat would be too difficult and cumber-
some to implement with legacy systems. When discussing data/database secu-
rity in apeer-to-peer environment, it isworth considering a security model that
encompasses the following components: identification, authorization, access
control, confidentiality, nonrepudiation, and avail ability (Georgiev & Georgiev,
2001). Trustiscertainly anissueinevery critical peer-to-peer application. Inthis
context, trust can be viewed from two points of view—the level of trust that
determines the confidence level of each of the participants over others when
they indulge in accessing each other’s data, and the degree of trustworthiness
of each component in apeer-to-peer network. Thelatter playsan important role
in determining theoverall security. Thebuilt-in security features of the network
components, database engine, and infrastructure strengthen this model. Where
there is absence of built-in features, it becomes necessary to develop methods
from bottom-up to ensure security to data in a peer-to-peer network. The
discussion on trust hereis an extension to the model discussed by Georgiev and
Georgiev (2001), and it analyzes the impact on data security in a peer-to-peer
network through the evaluation of the trustworthiness of the partners, commu-
nication media, intermediate systems, clients, clientidentity, server identity, and
administration. One important aspect of trust with respect to database security
in apeer-to-peer network isthat whileitiscritical to ensure peer authentication,
it is also important to ensure management of the database.
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Untrusted Components Involved in the Networ k

Database security can be compromised in a peer-to-peer network due to
transmission of worms or viruses from infected desktopsthat participate in the
network. Personal desktops, laptops, and workstations are inherently untrust-
worthy due to the fact that they can be connected to any network and they can
be running hidden utilities that might access the network to download harmful
viruses and worms. In general, data security is highly compromised due to
untrusted communication media. Wiretapping, which is used to eavesdrop on
communication media such as twisted pair, coaxial cables, and satellite links,
could result intheft of valuable dataasthey aretransmitted. Datafrom aservent
to a node in the peer-to-peer network could pass through numerous gateways
and routers; making multiplehops, thereisno control over thetrustworthi ness of
theintermediate nodes. Packets can be opened and sensitive data can get stolen
ontheir way. A request for authentication that carriesimportant user/password
information might haveto cross multiple domains and the trustworthiness of the
intermediate componentsand communication mediaplay avital rolein ensuring
security of such information.

Establishing Trust to Secure Data in a Peer-to-Peer
Environment

The elementsinvolved in establishing trust and securing data in a peer-to-peer
computing environment are the three basic ones that are applicable in a
centralized environment (Sunsted, n.d.). They areauthentication, authorization,
and encryption.

a) Authentication: In general terms, it is the process of evaluating the
credentials of an entity to establish the fact that the entity is the one that
declaresitself to be. In the context of databasesin a peer-to-peer network,
this is a two-pronged process—peers authenticating themselves to other
peers over the network, and the users of a database server hosted in the
peer-to-peer network authenticating themselves to the database server.
Authenticating should be carried out with great care—when using HTTP-
based authentication, the username and password are transmitted
unencrypted across the Web, which defeats the purpose of authentication.
SSL (Secure Socket Layer) is recommended as it encrypts the username
and password before transmission. Like passwords, certificates or tokens
can be used for authentication. It isagood practiceto set up authentication
based on network identity—based on IP address or subnet. Wherever a
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domain-based trusted authentication is possible, it isrecommended to use
such authentication.

b) Authorization: The process of assigning an authenticated entity in a peer-
to-peer network the permission to do certain actions or perform certain
tasks on the database server. In short, authorization is the set of rules that
govern what resources a user can access on the database server and what
the users can do with those resources. It is recommended to create views
on the database tables and provide read-only access only to selected views
with selected columns. This is a way to protect data in tables from
unauthorized manipulators.

c) Encryption: In a peer-to-peer network, encryption plays a vital role. To
ensure that data exchanged between two peers are not tapped during
communication, encryption can be used to protect theinformation. Encryp-
tion ensures protection of data even in an insecure peer-to-peer network.
This can be very effective in preventing data thefts. Encryption ensures
that datais not in areadable form and hence an unauthorized peer will find
no advantage in possessing the data unless the person obtains the key to
decrypt it. Further, by encrypting the data, even the DBMS is prevented
fromknowing theval ue of the dataand hence malicious Trojan horse codes
that traverse through the peer-to-peer network cannot pass spuriousvalues
to corrupt the data. Another problem that encryption can addressisthat an
attacker who doesnot know to encrypt thedatawill end up entering records
that will not appear | egitimate when an authorized user decryptsit (Davida,
Wells, & Kam, 1981). The level of security that can be attained through
encryption isdetermined by the robustness of the cryptographic algorithm
being used. The techniques that can work well on a peer-to-peer network
to encrypt databases will be based on either symmetric/secret key or
asymmetric/public key cryptography or a combination of the two.

Conclusion

The data security issues discussed earlier in this paper can be addressed to a
large extent by enforcing strong passwords, access control through network
devices, and proper and timely application of patches supplied by vendors to
combat the vulnerabilities. However, the underlying foundation on which peer-
to-peer networks are built is, trust—trust in the users that interact with, trust in
the network components, trust in the hardware, and trust in the database
software, operating systems, and patches.
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Aninhibiting factor for the growth of peer-to-peer networksistheissue of data
security. With the proper deployment of applications, network infrastructure,
and astrong security policy inplace, itispossibleto effectively utilizethe power
of peer-to-peer technology and its outward approach to bring data shared across
the enterprise. Enterprise-wide data design will have to be reshaped to take
advantage of the peer-to-peer networks (Zeiger, 2001). With these networks,
not only desktops but also PDAS, cell phones, and other computing devices can
belinked. With the growing popularity of peer-to-peer collaboration platforms,
the rules of data distribution and data security have to undergo changes.
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Chapter VI I

Securityand Trust
INn P2P Systems

Michael Bursell, Cryptomathic, UK

Abstract

This chapter examines the issue of security in peer-to-peer (P2P) systems
from the standpoint of trust. It takes the view that P2P systems present
particular challenges in terms of trust over other socio-technical systems,
and identifies three key areas of importance: identity; social contexts;
punishment and deterrence. It suggests that a better understanding of these
areas and the trade-offs associated with them can help in the design,
implementation, and running of P2P systems. The chapter combines a
discussion of problems and issues in current systems with a review of some
of the wider sociological and nonsystems literature which can aid those
involved with P2P systems. It concludes with some suggestions for areas
where future research may provide fruitful insights.
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Trust and Security

“| would trust my brother or my sister with my life, but | wouldn't trust either
of them to back-up my hard drive.”

Peer-to-peer (P2P) systems require different entities to decide how to interact
with others—or whether tointeract withthem at all: these are security decisions.
Thesystemitself will probably be set up to allow particular types of interaction,
ortoallow particular choicesabout interaction: these, too, are security decisions.
They areinfact decisionsabout trust. Within many P2P systems, | heed to know
whether | can“trust” another entity withinthat system, Alice, and what todowith
a statement from yet another entity, Bob, saying that | can trust this Alice
because he does. “Trust” is aword that is used very loosely in English, but a
concept that should exercise the thoughts of anyone thinking about security ina
computer system, particularly when that system isdistributed, and even more so
whenitisaP2P system. Thischapter addresses how trust and security arelinked
in certain types of P2P systems and provides some ways of understanding how
assumptions about trust can help or hinder the security of a system. It takes a
sociological, rather than an overly technical view, with the hope that from such
a perspective, designers, builders, and users of P2P systems may have a better
chance of achieving the kinds and levels of security they need.

Why Does Trust Matter?

One approach to dealing with how to build trust into a system isthat discussed
by Waldman and Rubin (2001): “We are concerned less about conceptions of
trustworthinessthan we are about designing systemsthat rely aslittleaspossible
ontrust. Ultimately, wewould like to design systemsthat do not require anyone
to trust any aspect of the system ... Inthiscontext theideal trusted systemisone
that everyone has confidence in because they do not haveto trust it. Where that
isimpossiblewe usetechniquessuch asreputation building and risk reductionto
build trust” (pp. 243—-244). For them, trust is an issue to be avoided if possible,
and built in if absolutely required. This chapter argues that trust is a key
component of P2P systems, whether implicit or explicit, and that understanding
therequirements, costs, and trade-offsaround it isvital to such systems' design,
implementation, and running.

It is worth stating at the outset that this chapter attempts to examine a broad
superset of P2P systems and that for some subsets some or many of the lessons
addressed may not be relevant. The “perfect” P2P system could be defined as
asystemwith aperfectly flat hierarchy, full communication between all entities,
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and with each entity allowing other entities to use local resources (storage or
processes) according to some agreement or contract, whilst simultaneously
using remoteresourcesprovided by other entities. Whilethiskind of system may
never exist, the aim of this chapter isto look at the kinds of security questions
that arise in such aworld: other systems can hopefully be examined as subsets
or refinements of such a “perfect” P2P system.

Oneof thegreat difficultiesinthinking about security for P2P systemsisthat the
model of security that must be espoused isdifferent from that of most other types
of system. Most other systems have a centralised entity “providing security,”
though that centralised provision may well be delegated. Without a centralised
entity “providing security,” requirements and assumptions about security inthe
system need to be built not only into the fabric of the system (itsinfrastructure)
but also into the models of interaction between entities—this is one of the
challenges facing us in the P2P world. In most other systems, there is an
assumption that attackers, in the sense of entitieswho perform “intentional and
unwarranted actions” (Schneier, 2003), aremost likely to come from without, or
at least that internal attackers can be profiled and controlled. In many P2P
systemsthe danger isreversed in that attackers can come from within the system
just aseasily asfromwithout. Thechallenge of mitigatingtheactionsof attackers
must be tackled at the design stage of system, asit if for the system itself, rather
than agodlike administrator (or her minions), to deal with such attacks. If anew
way of interacting between entitiesin the system arises that has not previously
been considered, there can be no magic fix that can be applied. A good example
of thisisthestory (later discredited) that the Recording Industry Association of
America (RIAA) was planning to “infect MP3 files in order to audit and
eventually disablefile swapping” (Orlowski, 2003). The P2P systemsthat were
distributing MP3s had no model to deal with malicious insiders distributing
malware content: the (implicit) assumption was that all content could be
“trusted.”

What is Trust?

So what do we mean by “trust”? When thinking about security in a system,
various entities need to “trust” others to varying degrees. We can say that we
have trusted hardware, or that we trust administrators to exercise particular
rolesin asystem, but without a clearer definition of trust, it isdifficult to know
what these statements mean. What is meant by “trust” in different contextsis
asemantic minefield, and definitions of the term abound, but Sztompka (1999)
hasauseful general definition: “ Trust isabet about thefuture contingent actions
of others” (p. 25). Another way to think about thisisthat trustisaway of dealing
withriskinthereal world. Thisisnot, however, afull enough definition, andtrust
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is taken, for the purposes of this chapter, to mean that one entity has a
particular level of expectation that another entity will perform (or not
perform) a particular action in a particular context—typically the con-
sumption or provision of resources of some type.

Although this is far from a full definition, it is already helpful because it
immediately allowsustolook at trust withinthe sphere of security. Capabilities-
based security involves the granting of particular rights to particular entities:
entity A might base the decision on whether to grant entity B a particular
capability dependent on whether A trusts B to use that capability in away that
isconsistent with A’ sgoalsfor the functioning of the system. Trust isaconcept
that we are used to dealing with if we think about it in these terms. Already,
however, we are moving into views of systems that may make P2P adherents
uneasy and have an ethical dimension: in a nonhierarchical P2P system, what
“right” has A torestrict B’ s capabilities based on A’ s goals for how the system
should function? Theissue of authority isakey one, and wewill returntoit later
inthisdiscussion.

Dealing with Failure

M aking decisions about how much risk to accept in a system—and how to deal
with it—isnot a new one, of course. Within the discipline of computer science
and el ectronic engineering, agreat deal of thought hasgoneintothisareain order
to meet the requirements of fault-tolerant systems (Fischer, 1987). One areain
which the study of fault-tolerant systems can help in the design of P2P systems
isintheunderstanding of different typesof failure. Withinfault-tolerant systems,
therearetwo different typesof faultsthat are of interest to us: failstop faultsand
Byzantine faults. In many ways these two faults represent extremes of a
spectrum: a failstop fault occurs when a faulty process ceases operation and
other processes are notified of the fault—a kind of failure rare in real-world
systems, where processes tend to fail and other processes are | eft to pick up the
pieces as best they can. At the other end of the scaleisaByzantine fault, where
a faulty process may continue to operate but can send arbitrary messages.

The Byzantine fault condition is named after a model of a distributed system
where “generals’ are “bribed” to disrupt the operation of a system—asituation
similar to some types of attack from internal entitiesin a P2P system, where a
number of entities might collaborate to provide false information. Lamport,
Shostack, and Peace (1982) and Gray (1987) discuss how to solvethisissue and
the cost of deciding on the truthfulness of a particular communication.

At first glance, it might appear that the resolution of this problem offers us a
solution to the question of how to trust entities, but unluckily, the world of P2P
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systemsissignificantly morecomplicated. Theseare sol utionsaimed at systems
involving fairly simple interactions. Many communications and interactions
between entities in a P2P system are indeed more complicated, but even so,
might it not bethat thetype of communicationwithwhichweareinterested could
be model ed quite closely on the Byzantine general s problem? | f we have enough
other entitiesinthesystem saying“ Cistrustworthy,” canwenot makeadecision
on whether to trust C based on this information, using the lessons from fault-
tolerant computing? The short answer isno, and largely for the reason that these
systems are not looking at the future actions of others, and because they do not
deal with the social aspects of trust. Thisissueisthe subject of the next section.

Trust as a Social Phenomenon

Although we may need to design a P2P system with resilience to deal with
failure, it isthe social problems of trust that are relevant within this discussion.
Thismeansthat thelonger answer ismoreinteresting than the short no. Therest
of this chapter will attempt to explain why this is the case, and some possible
ways to improve the situation. Although the world of distributed systems has
provided many different technologies to help secure systems (see Anderson
[2001] for adiscussion of many of these) one of the main distinguishing features
of P2P systemsisthat they occur within social contexts. More accurately, many
P2P systemsinvolveinteractionsthat model social interactions, inthat they can
occur for different reasons between entities that have varying levels of knowl-
edge of each other and each other’s history. They also have varying degrees of
ability to enforce the expected behaviour of the other entities. The following
sectionswill examinethesethreeareas: identity, social contexts, and punishment
and deterrence.

It should come as little surprise that security is a social issue. Recent work on
security (Anderson, 2001; Schneier, 2000; Schneier, 2003) has stressed the
importance of understanding the social contexts of those interacting with
computer systems. |n many systems, modeling of theactorswho may beinvolved
with the system from asecurity perspective, or of theinteractionsinvolved, may
be afairly tractable problem. The discipline of vulnerability analysis and risk
assessment employs a variety of relevant methodol ogies (Pfleger, 1997). For
many P2P systems, however, where one of the reasons for the existence of the
system may bethe opportunitiesfor unbounded interactions, the problemismuch
less tractable. This does not mean that security is impossible within P2P
systems—ijust that it may need to be approached from a different direction.
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| dentity

I dentity, liketheissueof rightsover others, isaquestionwith an ethical dimension
for P2P systems, for the simplereason that many such systemshave grown from
areas of study or interaction where it is either undesirable to know the identity
of other entities or where such knowledge is unnecessary. Examples of the
former are systems where plausible deniability is desirable (e.g., Dingledine,
Freedman, & Molnar, 2000) or anonymity isparamount (networks of mixmaster
remailers, for example: Cottrel, 1996). In such cases, systems are designed to
protect privacy—or, more accurately, to protect and disguise the identity of
entities on the system. Many file-sharing P2P systems (e.g., the emule project,
n.d.) operate with “loose” identity: entities have an identity to provide the
opportunity for contact, and not for any other reason. There are even occasions
(Orlowski, 2003) when plausible deniability, though not necessarily a design
feature, can be a useful by-product of such systems. Although there are
indubitably ethical questionsaroundissuesof identity and privacy—and the P2P
community hastaken astrong stance on many issuesof civil liberties—thereare
timeswhen it isvery important to be able to identify entitiesin a system with a
high degree of certainty. There are many situations where P2P systems offer
great opportunitiesfor collaboration anditisin areaswhereprivacy isimportant
that much of theinitial development of these systemshastaken place. Thereare,
however, situations in which varying levels of certainty about identity are
important: in scientific research, policing, or national security, for instance.

For the purposes of this discussion of a broader set of P2P systems, however,
andwithinthecontext of “trust,” identity isanimportant part of the security story:
privacy-protecting systems are better seen as examples where the need for
strong identity hasbeen examined and removed—and, in some cases, stepstaken
to protect and disguiseidentity. Thereasonthat identity isimportantissimple: if
you wish to trust entity A, you need to be able to identify it. It may be that you
aretaking arecommendation from another entity, B, or that you are basing your
decision on previousbehaviour (more about both of these casesbel ow) but if you
cannot identify A, you cannot make a decision about whether to trust it or not.

Thisisthefirst instance in the discussion so far that the question of trade-offs
comesin. Asdiscussed at length by Schneier (2003), security always involves
trade-offs. The trade-off involved in this case is how much time and effort you
arewilling to take to be certain of A’sidentity against the damageto you if you
get it wrong. There are steps you can take to mitigate against the damage, and
deterrence and punishment play their part (see below) but without making a
decision on this trade-off, you cannot move forward on a decision to trust an
entity or not.
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| dentification

Public keys and digital cryptography have offered some great opportunities to
allow communications with other entities to be identified as coming from that
entity, and that entity alone, and thisgoes someway toward hel ping usto provide
“strong” identification. Being able to sign messages cryptographically means
that we can add atime dimension to identity: given aninitial identification, and
assuming that we are willing to accept the risk that the signing key may be
compromised, we can continue to associate communications with the entity we
identified at the start of the process. There are, however two major assumptions
here: that we are willing to accept the risk of compromise and that we are able
to make an initial identification. Making an initial identification was easy
(Dunbar, 1996) in pre-urban soci etieswhere everybody knew everybody el se, or
where degrees of separation were almost always very low. The growth of
banking systems was the response in many Western societies to the need for
trusted third parties, and therise of the corporation, with ahierarchy of authority,
also provided aframework for identifyingindividuals.

Identification servicesfor public key systemstend to be provided by Public Key
Infrastructures (PKIs). PKIs have proved very successful within a restricted
range of situations, and are often pointed to as the “great hope” of distributed
systems, but there are two main problemswith PK1swithinthe P2Pworld: first,
they haveto berun by somebody, and second, they work best within ahierarchy.
Thisis because a PKI is about a single, trusted entity—or, sometimes, a small
set of trusted entities—signing the keys of other entities, and a chain of trust
flowing down from that premise. It iswithin hierarchical systems, such as key
signing for banks, that PK1s have had their greatest success, but the archetypal
P2P system is, by definition, nonhierarchical. Even worse than the problem of
having ahierarchy within a P2P system isthe question of how to proceed if you
decide not to have such a hierarchy. In order for a PKI to work in this sort of
situation, you need to have atrusted third party. It may be, in arestricted subset
of P2P systems, that this situation may be acceptable to the designer of the
system, the members, and all future members, but thisis, indeed, a restricted
subset.

Recommendation Systems

Other identification systemsexist, of course, and aremoreor lessappropriatefor
P2P systems. It might be more accurate to refer to some of them as recommen-
dation systems—the more successful ones might be characterised as those that
recommend an entity as“fit for purpose” : thisisaphrasetowhichwewill return
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inthesection onsocial contexts. A simpletype of recommendation system might
be a brokering service, where entities as “fit” for a particular purpose, such as
offering hosted services (e.g., Scoot, 2003). This is a very simple case and,
unless there is some checking of the claim, such systems can offer us little of
interest in thisdiscussion.

A classic example of atried and trusted recommendation system is the PGP
system (Yttebord, 2001), which hasmuchto recommend. Although designed and
rolled out before the broad advent of P2P systems, it is intended to work in
systemsthat are peer-to-peer: whereno singleauthority for identification exists,
andyou havetotrust friendsand colleaguesto providetrust level sfor thosewith
whomyouinteract, allowingthecreation of “chainsof trust.” Such chainsof trust
are examples of “transitivetrust.” Schneier (2003) states that “[t]rust should ...
be granted directly. If you trust Alice, and Alice trusts Bob, that does not
automatically mean that you trust Bob. You might not even know Bob. In
systems where you automatically trust Bob, trust is said to be transitive. And
when trust must be transitive, it creates brittleness” (p. 141). Unfortunately, in
most P2P systems, transitive trust is a key component, even if it is qualified—
that is, when entities decideto trust othersto acertain extent. Without transitive
trust, systems are restricted only to a small group of acquaintances, each of
whom knows all of the other members. There are two basic approaches to
extending the possibl e size of systems: to allow chainsof trust to stretch fromone
person to another, such as the PGP system, and to have a central repository of
transitive trust “reputation” built into the system.

Systems that take the latter approach can be characterised as using “ reputation
servers,” and can be seen as an improvement on the simple “brokering” model.
Some good examples of these types of services are newsrating, online gaming,
and auction services. News rating services such as Slashdot (CmdrTaco, 1999)
and kuro5hin (Ainsworth, 2003) allow membersto comment on newsstories, and
for other membersto ratethequality of those comments, somewith sophisticated
checks and balances such as Slashdot’s meta-moderation service. In online
gaming (e.g., Everquest FAQ, 2003), gamerswill typically havea“player,” and
as they progress through the game, they gain status through various tasks and
interactions. Though only loosely a “recommendation system,” such online
gaming systems associate entities with actions over time, and other entities
interacting with them may learn to “trust” them to behave in particular ways
when they are in particular situations.

Reputation services around auction services, particularly eBay (eBay, 2003),
have attracted a significant amount of academic attention. One of the great
attractions of eBay for academics is the amount of data that has been made
availablefor study, and the speed at which new dataisadded about the operation
of what is an extremely popular service. Game theory—best known for its
applicationin“ThePrisoner’ sDilemma’—isauseful tool to apply tomany areas
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of conflict (for an excellent critical introduction to this field, see Heap and
Varoufakis [1995]). Friedman and Resnick (1999) apply game theory to the
perennially difficult problem of how to maintain an effective reputation system
in an environment where pseudonyms are cheap: in other words, where thereis
little or no strong identity. They suggest three ways of dealing with this issue:
distrust newcomers, increasethe cost of name changes, or have an external third
party who istrusted to provide “ one-off” name changes over aparticular “game
period.” All of these suggestionsrequiretrade-offs. Thefirst suggestionrequires
achange to the interaction rules of the system, and might even be codifiablein
certain systems, but reduces the overall possible efficiency of the system. The
second could al so be codifiablein certain situations, and it may bethat thetrade-
off of cost—or other resources—might be an eminently acceptable one. The
third rai sesagain theissue of how toinvolveexternal entitiesand when thismight
be acceptable. In fact, we have come back full circle—one of the key criticisms
of reputation serversisthat they rely on a centralised server, eveniif it is*“part
of the system,” and there are many P2P systems in which reliance on such a
centralised server is inappropriate. Such a server-based system certainly does
not meet the criteria required for a “perfect” P2P system. Distributing the
server’ sfunctions and providing failover servers also provoke all the problems
with reliable naming services that distributed systems research has been
examining over the past few decades (e.g., Stewart [2003] on DNS cache
poisoning). Even suchadistribution, unlessitistoall membersof thesystem, may
be felt inappropriate for some P2P systems.

Multiple I dentities

Another “cost” of cheap pseudonymsthat ismentioned by Friedman and Resnick
(1999) isthat it is easy for entitiesin the system to have multiple “identities.”
There aretimes when thereislittle cost associated with trust when entities may
have multipleidentities—it may beentirely acceptablefor auser tohave multiple
personae in an online gaming context, for instance, but there are, equally,
situationsin which the use of multiple personalities can be deeply undermining
toasystem. Anexampleiswheremajority votingisimplemented withinasystem:
if itischeap for entities to construct new pseudonyms within the system, there
is nothing to stop a small number of entities—or even a single one—from
influencing the voting process. Reputation systems are themselvesvery suscep-
tible to these types of attacks: in order to boost your reputation, why not create
multiplepseudonyms, all of which giveyour main pseudonym positivereputation
marks?Allinall, Friedman and Resnick’ sadvicetotakeyour timebeforetrusting
an entity iswell judged.
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There are times, however, particularly when considering security issues, when
allowing multipleidentitiescanbeagoodthing. Theuseof rolestoidentify what
capabilitiesan entity should begrantedistypically auseful approach. It might be
argued that multiplerolesshoul d begranted to asingle pseudonym. Not only can
this lead to the mixing of social contexts, but there are also times when a
particular person needs to perform different roles: what (competent!) UNIX
administrator would log in to a system as the root user for normal day-to-day
work such as Web browsing or sending personal e-mail, for instance? Thereis
a trade-off, therefore, at least at the design stage, between allowing multiple
identities, the cost of identity creation, tracking and deletion, and the need for
different roles within the system.

What thisreminds usisthat identity only exists within a context, and roles are
a way of dealing with how different entities act—or are expected to act—in
different situations. Trust, like identity, is a concept that only exists within a
context, and given our earlier decision to restrict our discussion to interactions
with entities that can perform “intentional and unwarranted actions,” all such
interactions occur within social contexts. This is true even if entities are
programmed, as|RC robotsare, asthey are created to interact with other entities
within acontext that hasasocial foundation. The next section takeson thisissue
and looks at the social contexts within P2P systems.

Social Contexts

Advogato (Advogato, n.d.) is an online software forum skewed toward free
softwareissues, with astated aim to act asa* research testbed for work on group
trust metrics.” It has a trust metric (Levien, 2000) that allows members of the
site to rate others which is quite sophisticated, and guards against malicious
attacks using a set of trusted “seed members” and graph theory analysisto rate
members' reputation. Thecertification processisdescribedthus: “The... system
recognizesthe combination of talent and dedication inthreelevels: Apprentice,
Journeyer, and Master. All these levels are determined by peer certification”
(Levien, 2000). A perceived problem has arisen as the site has grown in
popularity in that members are being certified not for their “talent and dedica-
tion,” but for theinterest that other membershaveinthediary and articleentries
that are posted: many members use Advogato as ablog site. Because the social
contexts within which members interact are mixed, confusion has arisen, and
membersare certifying to different criteriathan those originally intended by the
site designer. In the words of one member in adiscussion of the problem, “The
trust metric ain’t broke; if anything, the trusters are” (Various, 2003).
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A realisation that trust alwayshasasocial context allows usto make some sense
of the statement at the beginning of the chapter. “I trust both my brother and my
sister to actinaway whichwould safeguard my lifein acontext wherethat would
berelevant, but neither of them has the expertise in the context of computing to
back-up my hard drive.” In fact, it probably makes sense to refine the context
more clearly. Although, given any random situation where my brother or sister
might havetheopportunity to saveme, | wouldtrust themtodotheir best, | would
also actively seek their help in specific situations: if | wereill, | would seek my
brother’s help (as heisadoctor), and if | werein adiving emergency, | would
seek my sister’'s help (as she is an extremely competent scuba diver and
instructor).

In most situations in the “real” (off-line) world, that trust is expressed as an
expectation that someone will perform an act in a particular context. When
someone says “| trust you” to somebody else, it is usually clear what they are
talking about, but within a P2P system, that you “trust” another entity isanull
statement unlessit isqualified. Even in non-P2P systems, it becomes clear very
quickly that trust is context specific. Do | trust you to upload information to my
Palm or other PDA? Do | trust you to download information from my PDA? Do
| trust you to download information from my Web site? Do | trust you to upload
informationfrommy Website? Dol trust youto give meinformation about where
tofind Newfoundland dogs? Dol trust you to give meinformation on good places
to service my scuba gear (on which my life depends)? All of these questions
could be answered by the statement “ | trust you,” but they suggest very different
social contexts.

Roles

The use of roleswithin systemsisawell-understood techniquein security (e.g.,
Anderson, 2001, pp. 54-58), and although thetype of AccessControl List (ACL)
security that istypically associated with role-based security systems may not be
appropriate for many P2P systems, allowing members of a system to have
multiple roles may suit the needs of the system well. If particular roles are
defined assuiting particular (well-defined) contextswell, thismay present some
value to the system. There are, of course, also trade-offs. Designing particular
roles into a system may unduly reduce its opportunities for future growth—
Advogato is valued by many of its members because of its blogging function,
rather than despite it, for example.

All systems designers must make some decisions trading off future flexibility
versus usability. Possibly more wide reaching than thisisthe danger that to use
rolesinthismanner isarather top-down approach to social context, and isbased
moreonwhat interactionsentitiesarelikely to havewith asysteminfrastructure,
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than on the interactions that they will have with each other. It is these latter
interactionsthat define our interest in trust within P2P systems. It may be better
to try to define social contexts more closely and then to use other techniquesto
allow entitiesto adopt rolesthat will fit those social contexts. This seems closer
totheexperienceof peopleinthereal world: peopleadopt theroleor personathat
ismost appropriatefor aparticular set of interactions. |n other words, they adopt
the role suited to a particular social context.

Who, then, should define these roles and how they match particular contexts? It
may be enough in many systems to define avery limited set of social contexts
that are appropriate for the system; in other systems, it may be appropriate to
attempt to implement standards for metadata about roles; and in yet other
systems to allow emergent behaviour to dictate how roles develop. In some
systems, this metadata is realised within a naming convention, allowing other
entities to make a judgement—not always borne out by the facts—about the
likely behaviour of an individual. The dangers in these types of system of
“attacks’ fromwithinisattested all toovividly inrecent convictionsof paedophiles
who have masqueraded aschildrenwithinthesocial context of achatroom (BBC
Online, 2003).

Although such events are very real concerns, there are systemsin which you do
not necessarily need to be able to identify areal-world person/corporation, and
there are others where, particularly for legal reasons, you may wish to do this.
Inalmost all systems, however, you need to be able to track the identity within
the system and over time: this is where public key cryptography in relation to
identity is important, as outlined in the previous section. If you cannot track
identity, you will have to hold a single—typically low—Ievel of trust for each
user.

Oneway to overcometheproblem of allowing multiplerolesfor asingleidentity
istoallow oneidentity to havemultipleroles, andto present different roleswithin
different social contexts. Thismay well beaplausibleapproachin somesystems,
and the creation of an infrastructure to support such a scheme would be an
interesting research project initself. Why, however, isthere aneed for such an
infrastructurein thefirst place? In thereal world, as already mentioned, we are
very good at working out not only what social context we are interacting in, but
also therole that another person is fulfilling—as well as how we should adjust
our role or the persona we present for this social context. A large part of the
problemisthelack of tacit communication within most online contexts. Davies
(2003) points out that “off-line networks”—or sets of interactions—are better
for tacit communications, and online networks better for codified communica-
tions. Schelling (1960), in one of the seminal works on game theory, also
highlights the importance of tacit communication outside basic “Prisoner’s
Dilemma’ -type interaction. But what if we wish to make use of tacit communi-
cation within a P2P system? There are various attempts to allow more tacit—
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or at least more nonverbal—communications within online contexts, from
“smileys’ tovideo conferencing, andthis, too, isafertileareafor futureresearch,
particularly in its application to the P2P sphere.

Transferral of Trust

The “chains of trust” typified by the PGP (originally Pretty Good Privacy)
system, and the role of recommendation and reputation has already been briefly
discussed above, but the wider issue of transferral of trust is important in any
discussion of social contexts. Sztompka (1999, p. 75) notes that “transfers of
reputations, and consequently of trust, from one domain to another are based on
animplicit theory of human personality,” and then cites Chong’'s (1992, p. 695)
presentation of thistheory, that “ people have consistent personalities and traits
and that their behavior is driven by them. Either they are a certain way (e.g.,
honest, fair, selfish, etc.) or they are not.” Even if this is true across social
contextsthat does not necessarily mean that an entity is“fit for purpose.” It was
suggested above that successful recommendation services are those that allow
an entity to recommend another in exactly thisway: as “fit for purpose.” Now
that we have a better understanding of social contexts, we can see that this
entails the acceptance of a shared social context. In fact, the act of accepting
arecommendation is in itself an act of acceptance of a shared social context
betweenthethreeentitiesintheinteraction: therequester, therecommender, and
the recommendee. When this shared context isimplicit or assumed, problems
can occur, and thisis one of the dangers of “chains of trust” as exemplified by
the PGP system. Withinthe PGP system, itisnot clear exactly what oneissaying
when one signs another’ s public key—isit that you trust that they are who they
say they are, that they have a continuous history as that individual, or just that
they are the only person who will have access to the associated private key? I
thereisasubtle shift in context along the chain of trust, to what extent should |
trust aperson three links down the chain? Five links down the chain? Fifty links
down the chain?

Infact, evenif | do believethat the social context iswell defined, it may well be
that | am unhappy about trusting peopletoo far down the chain. With amodel of
transferral of trust, we haveto assumethat eachlink is“ strong,” and that we can
start with a known entity that is“close” to us (though see Abdul-Rahman and
Hailes [1997] for an alternate view). How exactly “closeness” is defined is a
perplexing problem, if only becauseit may vary widely between different social
contexts. My knowledge of one person’sfitnessfor purpose may be based on a
single action observed at close hand—how well they drive in a difficult
situation—on aset of examples of their work—programsthey have written over
aperiod of time—or on along-term knowledge of their competence.
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Even if the closeness between each link in the chainis equally high asthe first
measure, people are bad at realising that a number of unlikely but conjunctive
events (such as the chance of a broken chain of trust where all the links in the
chainenjoy ahigh probability of trustworthiness) arelikely toyield abad outcome
(Tversky & Kahneman, 1982). This is another reason why we should be very
wary of long chainsof trust. Chains of trust are, for many models of interaction,
not a very strong model—maybe reputation servers, where all recommenders
are only one step or “link” away from the recommendee, can provide an
improvement?

Theproblemwithreputation serversisthat withthemweareworking against the
opposite problem. Rather than trusting that each link in the chain is strong, and
startingwithalink “close” to us, wetypically need to assumethat alargenumber
of closelinks, evenif they are not strong, can lead usto believe that a particular
entity is“fit for purpose” withinthe social context that interestsus. But many of
these entitiesare not closeto us, either intermsof trust, or—it may be—interms
of agreement about social context. As far as “closeness’ to the recommender
goes, thisis a particular problem where cheap pseudonyms are available, and
individuals can adopt multiple personae to recommend themsel ves—we would
clearly be unwise to put too much faith in such asystem. Thereis also a danger
that individuals, or sets of individuals, can “flood” a system and cross-recom-
mend each other, whether maliciously or due to lack of understanding as to
appropriate measures: “My friend Simon’ sagood guy, and he’ srecommended
me, so of course I’ll recommend him back.”

Time as Context

The implicit assumption about how close another recommender was to a
requester of trust was that such a“closeness” wasin terms of knowledge of the
other and their fitness of purpose. Timeisinitself acontext, evenif it fitsonly
rather loosely into the “social context” category. Chijiiwa (n.d.) points out the
relevance of timelinessto reputation, and thereisanatural tendency for trust to
decay if there is a lack of interaction with the entity you are being asked to
recommend. This seems to run counter to the suggestion of Friedman and
Resnick (1999) that we should wait some time before trusting “new” entities.
However, once considered within the framework offered by Engquist and
Leimar (1993), who arguethat highly mobile organismsneed timeto learn about
each other and to exchange “gossip,” we begin to see such interactions within
the social contexts that we have been examining. Of course, Friedman and
Resnick have examined the issue of reputation from a strongly game theoretic
viewpoint, and such a viewpoint tends to discount communication channels,
though there is awide and long literature of experiments with adding varying
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amounts of communication between different entities that may provide fertile
ground for systems designers (e.g., Deutsch & Krauss, 1960; Wichman, 1970).
All such communicationstake place within atime context aswell, however, and
there are often good reasons both for waiting for awhileto get to know someone
beforetrusting him/her and for letting thelevel of trust decay over time: both are
important within a P2P system setting and neither is typically addressed in
currently deployed systems.

Game theory may be less helpful within systems where there are multiple
interactions, within social contexts and over varying amounts of time. Another
useful disciplineisthe modeling of market economics—Coleman’ stheorieson
individualismwithin marketsare often quoted (e.g., Coleman, 1986)—which can
offer anumber of lessons for P2P systems designers. Two examples are Hayek
(1944), who offers a seminal view of benefits that liberal policies in the
marketplace offer to individualism, and Marsden and Laumann (1977), who
provide a good example of the use of mathematical modeling to study power
bases and sources of influence in community elites. The differences between
“perfect” markets and P2P systems should always be borne in mind. Although
similarities such as actions over long and unbounded periods of time and
interactions between distributed actors are useful, certain assumptions such as
theinstance availability of “perfect information,” which are sometimesmadein
such models, are less likely to be reflected in P2P systems.

Some social contexts are themselves time related. In the earlier example about
trusting my brother if | wereill and my sister if | werein adiving emergency, the
timeliness of interactionislikely to bedifferentinthetwo cases, asisthelength
of interaction. For most illnesses, action within hours, days, or even weeksis
appropriate, as is the period of care. If action from my sister for a diving
emergency were to take place on similar timescales, | might have occasion to
regret not having placed my trust el sewhere!

Since we have strayed beyond the obvious confines of “security” in this
discussion of social contexts, it isworth touching on two very different time-
related trust issuesthat present real dangerswithin P2P systems. Thefirstisthe
danger of entitiestakinga“longview” of the system, and building up areputation
for asingle, big “sting.” An example might be of a seller on eBay who gainsan
excellent reputation by selling items of increasing val ue before offering onelast
high-valueitemthat he/she hasnointention of supplying. Thereisvery littlethat
any design can do about such an attack, and an analysis of reputation would
suggest that this user should be trusted, though risk analysis and an awareness
of the cost of resources that could be lost may help. Thisis an areathat game
theory has examined from many angles, and Heap and Varoufakis (1995) offer
agood critical introduction to this area and others.
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Another area where time plays an obvious part isin the issue of public—private
key pairs. Although most commercial certificatesaretimelimited, many private
individualsdonot timelimit their keysor associated certificates—andindividuals
are neither willing nor able to protect their private keysto the same extent asdo
commercial concerns. Itiscertainly sensibletotrust keyslessover timeunless—
and in many cases even if—there is a revocation infrastructure that can be
leveraged from within the system.

Punishment and Deterrence

It appearsthat one of the problemsfrom which eBay’ sreputation system suffers
isthat thereisnot enough negative comment or reputation distributed around the
system (Resnick, 2003). In fact, no system involving security can operate for
long without a credible system of deterrence and punishment. Asbefore, thisis
an areathat hasbeenwidely explored by gametheory, but yet again, gametheory
can only offer us so much: it is most concerned about interactions between
individuals, whereas in P2P systems, there are opportunities for far more
complex types of i nteractionsbetween many entitiesin multiple contexts. These
typesof complex interactionsarelikethose modeled in economic models, andin
markets the “laws’ of supply and demand coupled with price fluctuations,
provide deterrents and punishments for those who are perceived as “wrong-
doers.” However all but the most stringent proponents of free markets advocate
at least some checks and balances, such as antimonopoly laws and regulations
against price fixing by cartels. What options exist for P2P systems?

One way to deal with the problem is through the use of reputations, as already
discussed. Oneissue with this approach is that reputation-based systems, when
they are used for punishment, are open to the possible danger of movement into
a dissonant social context. If reputation systems are reflections of fitness for
purpose, then causing areputation to be diminished may not reflect adiminution
in fitness. Reputation becomes a currency in itself, and entities may go to
excessive lengthsto keep their reputation high—aprocessthat may be reflected
in Resnick’spointsabove. Slashdot’s“karma’ system has historically suffered
in thisregard (CmdrTaco, 1999).

How, then, can punishment—and the expectation of punishment, which can
provide deterrence—be implemented within a system? It seems that there must
beasystem of punishment that isappropriatefor the social context withinwhich
therelevant interactionsare occurring. There must al so be away of encouraging
entitiesto dish out punishment to each other withinthiscontext—though thiscan
be difficult to ensure, as we have seen—or there must be some type of justice
system to which those wronged and those accused can turn.
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Externally based systems lead to requirements for the types of trade-off that
have already been discussed in the section on identity above. Given that
punishmentislikely toinvolvewithdrawal of resourcesof sometype, entitiesmay
wish to have recourse to legal structures. However, where a system is
distributed, there may be very real questions about jurisdiction. Trade-offs
between “liberty” and opportunitiesfor enforceability of contractsfor resources
must be made.

Internal systems of punishment will either need to be designed in the system or
emerge as properties of the wider system. Exactly how such systems can arise,
and how they gain their authority, has been a subject of debate for several
centuries, as evidenced by Hobbes' Leviathan (Hobbes, 1651). The rise in
research into communities of practice, which can include an element of self-
policing behaviour, may offer abasisfor research in this area (Wenger, 1998).
Whether a “legal system” is run by a self-imposed elite, is specified by the
designersor “owners’ of asystem, iselected, or comes about by another means
such asthrough acommunity of practiceisafertile ground for further research.

Trust and Security: Summary

This chapter has argued that P2P systems must be regarded from a social point
of view, and mentioned some of the major issuesthat arelikely to requirethought
during their design, implementation, and running. Although it has become clear
that there are some maj or decisions and trade-offsthat need to be considered for
P2P systems, it should be stressed that the newsis not all bad. The first reason
for hopeisthat thereisnever likely to be asingle system where all of theissues
that have been raised will cause problems. The major aim of this chapter has
been to raise awareness among designers, implementers, and users of P2P
systemsof the need to examinewhat trade-offsneed to be made. Some decisions
will be easy, some will be hard, but it is always better, when considering issues
related to security, to know what trade-offs are being made explicitly, before
they become implicit properties of a system.

The second reason for hope is that there is awealth of evidence to suggest that
socio-technical systemstendto exhibit significantly moreresiliencethan purely
technical systems. Thiscan help to mitigate the complexity added to thefield by
the realisation that security in P2P systemsinvolves asocial dimension. There
is also alarge corpus of research into social structures, and how to encourage
trust and resilience to grow within them (e.g., Brown, 2000; Fukuyama, 1995;
Axelrod, 1990; Dasgupta, 1988; Good, 1988). The concept of “social capital” has
gained considerable currency with the field of sociology, and is one that can be
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of great benefit to understanding the possibilities and constraints of a P2P
system.

One last major question remains to be posed: “Who owns the system?’ The
simple answer, “The entities who comprise it,” is typically not good enough,
unless you believe in a truly fluid, anarchic system. If some structure and
continuity isto beembodied within aP2P system, the question of authority, which
has been touched on throughout this chapter, must be addressed. There are
issuesof legal authority, authority of identity provision, and of reputation—and
almost any aspect of a system may feel the effect of a weak conception of
authority. Should authority reside inside the system or outsideit? Should it be
emergent, imposed, or guided? Should it reside in a few entities or the entire
“commonwealth” of the system? These are questions that we can expect to see
arising more and more frequently as P2P systems are designed, implemented,
and deployed.

Conclusion

Although security isabroad topic of discussion, thischapter has suggested that
it isuseful to examinetheissue of security in peer-to-peer (P2P) systems from
the standpoint of trust. It hastaken the view that P2P systems present particular
challenges in terms of trust over other socio-technical systems, and identified
three key areas of importance: identity, social contexts, and punishment and
deterrence. A better understanding of these areas and the trade-offs associated
with them can help in the design, implementation, and running of P2P systems,
and some of these trade-offs have been discussed. Thereisagrowing corpus of
research in P2P systems, and the chapter has looked at some of the issues that
this research addresses, and how the wider sociological and nonsystems
literature can help those involved with the building and maintenance of P2P
systems. The chapter has concluded with some suggestions of areas where
future research may provide fruitful insights, and one major question that needs
to be addressed for abetter |ong-term understanding of the needs of peer-to-peer
systems: “Who owns the system?”
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Abstract

The introduction of peer-to-peer technology has posed enormous challenges
for traditional copyright law. Whereas historically copyright holders could
preserve their core economic markets by pursuing a fairly limited set of
commercial actors, peer-to-peer technologies decentralize content
distribution and make it possible for anyone with a computer to disseminate
infringing content around the world. In the struggle to find a solution to the
peer-to-peer crisis, courts and policymakers have considered a number of
alternatives, from abandonment of copyright law to a wholesal e restructuring
of its entitlement structure. This chapter explains why peer-to-peer
technology presents such a challenge for copyright, and explores some of
the pending proposals to solve the current dilemma.
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I ntroduction

Before 1998, copyright law rarely made headline news, and few nonlawyers
thought much about its existence. Today, copyright issues turn up on the front
pages of newspapers and play a prominent role in public debate. As teenagers
defend against infringement suits, courts shut down peer-to-peer networks, and
social movements form in opposition to strong copyright law, it becomes
increasingly clear that United States copyright policy is at a crossroads. Peer-
to-peer technologies have forced an unprecedented reexamination of the
purpose and meaning of copyright law in this country, with powerful voices
engaged on all sides of the debate. Even traditional copyright allies—the
software, music, and movieindustries—find themsel vesin conflict over how the
law should respond to the peer-to-peer crisis. And a number of serious legal
scholars are advocating the outright abolition of digital copyright.

Why has peer-to-peer technology wreaked such havoc for copyright law? And
what, if anything, should judges and policymakers do about it? This chapter
considersthese questions. It hasthree primary goals: (1) to explain copyright’s
economic objectives and why file sharing challenges them; (2) to explore the
legal argumentsfor and against using copyright law to prohibit the distribution,
operation, and/or use of peer-to-peer software; and (3) to introduce some of the
alternatives that are currently being considered to address the peer-to-peer
copyrightcrisis.

The Economic Foundations of United
States Copyright L aw

Copyright in the United States exists to induce people to make creative works.
The law rests on an assumption that, without legal protection against copying,
authors and publishers would under-invest in expressive works such as books,
movies, music, and software. By granting an exclusive right to copy and
distribute, the law insulates copyright holders from competition by low-cost
copierswho did not incur the expense of creation and production, and thusoffers
an incentive to others to invest in these activities.

In economic terms, copyright law isjustified by the “public goods” nature of
creative expression. A public good is one that is both nonrivalrous (multiple
parties can possess it simultaneously without interfering with one another’s
possession) and nonexcludable (once released to the public, its creator cannot
physically exclude othersfrom accessing and using thework). Economictheory
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predictsthat, without somelegal meansto limit the use of such goods, the public
would attempt to free ride by taking the good without contributing to its
production costs. Creators, unableto capturethevalue generated by their works,
would fail to produce works whose net benefits outweigh their costs, resulting
inaclassic market failure. Essentially, copyright law givescreatorsthelegal right
to demand payment from those that use their works in certain ways, which
facilitatesmarketsfor suchworksand, hopefully, providesan enginefor creative
production.t At the same time, copyright law expressly allows for fair use of
copyrighted works by educators, commentators, and others whose use, on
balance, benefits the public and does not threaten copyright holders’ core
economic markets.?

Theeconomic orientation of United States copyright law hasplayed acontinuing
rolein shaping authors' rightsin the face of new technologies. As new markets
for creative expression have emerged, Congress has generally reserved them to
copyright holders, albeit sometimeswith acaveat. Inthe early 20th century, for
example, after aSupreme Court ruling that theright to copy included only human-
readable forms (White-Smith Music Publ’g Co., Inc. v. Apollo Co. [1908]),
Congress amended the Copyright Act to give authors rights over mechanical
reproductions of their works, in forms such as piano rolls and records. Because
asinglecompany dominated themarket for pianorolls, however, Congressadded
acompulsory licensethat allowed competing manufacturersto sell recordingsof
music as long as they paid a fixed fee to the music copyright holder. This so-
called mechanical license is still in effect, along with more recently enacted
compulsory licenses for activities such as cable and satellite broadcasting (17
U.S.C. 88 111, 119).

Despitethese adjustmentsto the contoursof itsprotection, copyright law through
the late twentieth century retained a critical feature: it defined the copyright
holder’ s economic markets—and their exclusive rights—by reference to actual
uses of copyrighted works. The Copyright Act of 1976, for example, gave
copyright holderstheexclusiveright to copy, to distribute copiestothepublic, to
performor display works publicly, and to create adaptati ons or modifications of
the copyrighted expression (17 U.S.C. § 106).2 Otherswho benefited indirectly
fromtheseactivities—such asmanufacturersof printing presses, record players,
and other technologies that people occasionally used to infringe—were free to
sell their productswithout interferencefromthe copyright holder. Copyright law
reached only two narrow subsets of people who did not themselves infringe:
thosewho controlled and profited fromdirect infringers’ behavior and thosewho
actively helped otherstoinfringe. Theseformsof liability—called vicariousand
contributory liability, respectively—were narrowly defined and rarely invoked.

This emphasis on those who copied, sold, modified, or performed works made
sense given the way in which creative content was produced, sold, and
distributed in the pre-Internet age. Before the late twentieth century, creative
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content was distributed in physical copies whose creation and dissemination
required substantial investment. To capture the primary economic markets for
creativeworks(and thusto preservetheir financial incentivetoinvestin creation
and distribution), copyright holdersneeded only to focuson acore set of visible,
commercially motivated actorswho profited from exhibition, reproduction, and
distribution. In effect, copyright law facilitated the growth of these distribution
markets by enabling revenue-generating licensing deal s that in turn motivated
further investment in creation and distribution. By insisting that those who
commercially copied, sold, or performed expressive content obtainalicensefrom
the copyright holder (usually at a price), copyright law allowed creators and
distributorsto capture the value of their investment in creative works, while at
the sametimeallowing copying technol ogiesto devel op without interferenceand
leavingindividual sfreeto engagein personal, small-scal e uses of worksthat did
not threaten the copyright holders’ core markets.*

Peer-to-peer technol ogies challenge thislegal and economic framework in two
fundamental ways. First, by empowering individual usersto distribute content
fileswithout any centralized gatekeeper,® the technol ogies debunk the historical
assumption that copyright holders could capture their core markets by insisting
onlicensesfrom commercial copiersand distributorswho actively handled their
content. Second, by emphasi zing communitarian val ues such ascooperation and
sharing, peer-to-peer networks preserve the appearance that their members are
engaging in the kinds of activities that historically fell beyond the reach of
copyright, whileat the sametime promoting behavior whose economicimpactis
hard to distinguish from the commercial distribution of an earlier age. Uncon-
strained sharing of books, movies, music, audiovisual works, video games, and
software, in other words, threatensto displace | egitimate sal es of those products
in the same way that pirated hard copies did in the past.® Y et, because today’s
sharing occursbetween individual swithout any personal profit motive, much of
the public views it as more akin to personal use than to infringement. As a
practical matter, even if we view such sharing as infringement, locating and
pursuing its perpetrators is no easy task.

Peer-to-peer technol ogy therefore poses serious challengesto copyright. While
recent music lawsuits have received the most attention, the peer-to-peer crisis
in copyright law extendswell beyond the music industry to encompassvirtually
all information products that satisfy a low threshold of creativity. Software,
musical scores, movies, photographs, video games, novels, dictionaries, text-
books, maps, screenplays, even some databases—all of these productsand more
are protected by copyright, and if copyright law provesinadequate to curb peer-
to-peer distribution, creatorsand publishersinall of theseindustriesrisk adecline
in at least one form of revenue on which they have historically depended—the
sale of copies of their products. Whether we should celebrate such a devel op-
ment or despair of it is the subject of much debate, and we will consider that
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guestion at the end of this chapter. But that debate begs the question of whether
existing copyright law hasenough teeth to bring peer-to-peer infringement under
control. The next section considers that question.

Copyright Rules and Peer -to-Peer
Networks

Scholars, policymakers, legal experts, and the public have remarkably diverse
viewpoints on the extent to which copyright law applies to peer-to-peer net-
works. Many people view unauthorized file sharing as private, noncommercial
behavior that should fall beyond the reach of copyright. Others view uploading
and downloading copyrighted files as infringement but think that peer-to-peer
softwaredevel opers, rather thanindividual s, should be held accountabl e (Lichtman
& Landes, 2003). A third group, concerned about copyright holder interference
with evolving technologies, advocates exactly the opposite result: harsh sanc-
tionsagainstindividual filesharersandlegal immunity for peer-to-peer network
designers(Lemley & Reese, 2004). Thecourts, sofar, haveshownlittle harmony
in their own approaches to these questions. A full appreciation of these
viewpoints, as well as the recent lawsuits against peer-to-peer networks and
those who use them, requires a brief detour into the rules of copyright law.”

Copyright Rules

Asdiscussed above, copyright law givesqualifying authorsaseriesof exclusive
rights to use their works in certain ways. Only original works are entitled to
protection, and United States federal law requires that the work be stored in
some* tangiblemedium of expression” (17 U.S.C. §102(a)). Becauseoriginality
demands only amodicum of creativity, and because fixation includes machine-
readable forms, most files traded on peer-to-peer networks easily satisfy these
thresholds. And while the law excludes “ideas, processes, and methods of
operation” (17 U.S.C. 8 102(b)) from the subject matter of copyright, protection
extends to many expressive aspects of functional works, including most forms
of computer code.®

Copyrighted works currently receive protection for an extraordinary length of
time: thelifeof theauthor plus 70 yearsfor individually authored works, and up
to 120 yearsfor employee-created works.® Nonethel ess, many works created in
the last century have fallen into the public domain, either because their authors
neglected to comply with prior legal requirement such as registration or re-
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newal,*° or because the work’s copyright term expired before the most recent
term extensions went into effect.!* Many classic photographs, early musical
recordings, and other val uableworksmay thusbe copied and distributed without
infringing copyright.

Among the exclusiverightsreserved to the copyright holder, the most pertinent
in the peer-to-peer context are the right to copy and the right to distribute. A
copyright holder has the exclusive right “to reproduce [her] work in copies or
phonorecords,” and “to distribute copies or phonorecords of the copyrighted
work to the public by sale or other transfer of ownership, or by rental, lease, or
lending” (17 U.S.C. 8106). “Copies’ includeany fixed embodiment “fromwhich
the work can be perceived, reproduced, or otherwise communicated, either
directly or with the aid of amachine or device” (17 U.S.C. § 101), adefinition
that easily covers data files transferred over peer-to-peer networks.

The exclusive rights of copyright holders, however, are not absolute. The
Copyright Act contains 16 separate provisionslimiting copyright owners’ ability
toprevent useof their contentin particular contexts. The broadest exception, and
the one most commonly invoked by peer-to-peer advocates, provides that “the
fair useof acopyrightedwork, ... for purposessuch ascriticism, comment, news
reporting, teaching ... , scholarship, or research, is not an infringement of
copyright” (17 U.S.C. 8§ 107). The Act lists a number of factors that courts
should balance in deciding whether auseisfair, including whether the use was
commercial, whether the user transformed the expression in someway, whether
the copied work was highly creative or more factual, and whether uses like the
oneat issue arelikely to harm potential marketsfor the copyrighted expression.

Of course, defining copyright holders’ exclusiverightsachievesonly part of the
law’ s objectives; the law must al so assign responsibility when those rights are
violated. Copyright law doesthisintwoways. First, it providesthat anyonewho
commits one of the acts reserved to the copyright holder without authorization
isaninfringer (17 U.S.C. § 501). Second, through a series of judge-maderules,
copyright law extendslegal responsibility to other partieswho did not themselves
infringe, but had anintimaterel ationship either to theinfringement or to the party
committing it. The doctrine of contributory infringement, for example, contem-
plates liability against one who, “with knowledge of the infringing activity,
induces, causes, or materially contributes to the infringing conduct” of another
party (Gershwin Publ’g Corp. v. Columbia Artists Mgmt., Inc., 1971; A&M
Records, Inc. v. Napster, Inc., 2001).12 Vicarious liability is imposed against
partieswho havearight and ability to control directinfringers' behavior, andwho
receive adirect financial benefit from the infringement (Shapiro, Bernstein &
Co. v. H.L. Green Co., 1963).:

Historically, vicarious and contributory liability were imposed mainly against
enterprises whose busi nesses encompassed or actively facilitated infringement,
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such as dance hall owners and agents for infringing performers.* In the late
1900s, however, the character of vicariousand contributory infringement claims
began to change. With the growth of personal copying technologies such as
photocopiers, VCRs, and cassette tape recorders, copyright holders complained
that individual swere committing infringement with these technol ogi es, and that
those who made and sold the machines should be held to account. For the first
time, copyright holders sought to establish third-party liability based onthe sale
of products that could be used to infringe.

The Supreme Court first considered such aclaimin 1984, in Sony v. Universal
City Studios (1984). In Sony, a group of movie studios sued the manufacturer
and distributors of the Betamax video cassette recorder, claiming that people
were using the machineto infringe and that the defendants were vicariously and
contributorily liable for that infringement. In resolving the case against the
studios, the Supreme Court made two legal rulings that have had a profound
impact on the development of copyright law in recent decades. First, the Court
heldthat so-called timeshifting of off-the-air television programsconstituted fair
use, given its noncommercial nature and the absence of any proven harmto the
market for the copyrighted shows.*® Second, the Supreme Court held that the
existence of this “substantial noninfringing use” insulated Sony from liability
under copyright law: “[T]he sale of copying equipment, like the sale of other
articles of commerce, does not constitute contributory infringement if the
product iswidely used for | egitimate, unobjectionabl e purposes. Indeed, it need
merely be capable of substantial noninfringing uses’ (Sony v. Universal City
Studios, 1984, p. 442). The Court reasoned that to allow copyright holdersto sue
based on the infringing use of such “staple articles of commerce” would give
them undue influence over markets“ substantially unrelated” to their copyright
grant (p. 442).

Peer-to-peer advocates have argued that Sony protects both users and devel op-
ers of peer-to-peer networks. So far, the arguments have met with a mixed
reception in the courts. On the fair use question, judges have shown little
sympathy for the attempt to equate file sharing with time shifting of television
programs, based on differences in the scale of the behavior and in its likely
market impact (A&M Records, Inc. v. Napster, Inc., 2001). Nonetheless, even
if unauthorized sharing of copyrighted content constitutesinfringement, peer-to-
peer servicesundeniably have noninfringing uses—including sharing that some
copyright owners authorize and sharing of uncopyrighted content—and courts
have struggled with the legal significance of that fact. Thefollowing discussion
explainswhy courts have held unauthorized file sharing to beinfringement, and
exploresthedifferent approachesthat courts havetakenin considering the peer-
to-peer services' liability for that behavior.
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Uploading and Downloading as Infringement

Although copyright actionsagainstindividual filesharershavenot yet madetheir
way through the courts,'® a number of courts have addressed the legality of file
sharing behavior in the context of contributory and vicarious liability claims
against peer-to-peer providers. Theonly detailed treatment of the question came
in the first case to consider it, A& M Records v. Napster (2001).Y7 In Napster,
a group of music copyright holders sued the operators of the Napster peer-to-
peer network, claiming that Napster users were committing massive copyright
infringement and that Napster itself was|egally responsible for their behavior.
Thetrial court agreedwiththemusic plaintiffsand entered aninjunctionrequiring
Napster toblock thetrading of infringing files. On appeal, the Ninth Circuit Court
of Appealsaffirmed asto liability, although it remanded for entry of anarrower
injunction. Whilethecourtswere ultimately concerned with Napster’ sliability—
not that of its users—the contributory and vicarious liability claims depended
critically on a showing that those who used Napster’s service to trade files
without authorization were themselves engaged in infringement.*®

TheNinth Circuit had little trouble concluding, asaninitial matter, that Napster
users had engaged in unauthorized reproduction and distribution of copyrighted
music files. “ Napster userswho upload file namesto the search index for others
to copy violate plaintiffs’ distribution rights” (p. 1014).1° “Napster users who
download files containing copyrighted music violate plaintiffs’ reproduction
rights.” 2°While equating downl oading with copying findssupportinthelaw,? it
issignificant that the court found aviolation of thedistribution right based onthe
offering of music filesto the public. The court, in other words, suggested that a
user violatesthedistribution right by making music filesavailableto the public,
even if no onetakes up the offer to download those files from the user’ s shared
directory. While the distinction may not have made a difference in Napster—
where the evidence showed both uploading and downloading of music files
across the network as awhole—it could have consequencesin individual suits,
when plaintiffs frequently have evidence only that the defendant made files
availablefor sharing.

Having concluded that Napster users were distributing and copying plaintiffs’
files, the court then considered Napster's fair use defense. Napster relied
heavily on Sonyto claimthat two significant usesof itsservicewerenoninfringing:
“sampling, where users make temporary copies of awork before purchasing,”
and “ space-shifting, where users access a sound recording through the Napster
system that they already own in audio CD format...” (p. 1014).22 The Ninth
Circuit, however, found important differences between Napster and Sony. For
one thing, the court noted that most Napster users were using downloads to
substitute music purchases, which the court described as a commercial, rather
than noncommercial, use (p. 1015). Even “samplers,” the court added, made
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exploitative use of the material they sampled, given the music industry’s heavy
control over promotional downloads and the revenue that they generated (p.
1018). Perhaps most significantly, the court noted that the worldwide scale of
peer-to-peer distribution madeit qualitatively different fromthetime shifting at
issuein Sony. Even if individualsintended to use the Napster service primarily
for space-shifting purposes, “it isobvious that once a user lists acopy of music
healready ownsonthe Napster systemin order to accessthe music from another
location, thesong becomes* availableto millionsof otherindividuals,” not just the
original CD owner” (p. 1019).

Because the court in Napster was addressing fair use in the abstract—that is,
without the benefit of any end user’ stestimony about his/her own purposes and
maotivations in using the Napster service—the court’ s analysis painted a broad
brush and did not address subtle differencesin how people actually use peer-to-
peer services. Asthe end-user cases make their way through the courts, judges
will haveto evaluate fair use claims by individual s, many of whom may present
more particularized evidence of their use of peer-to-peer networks to sample
new music or to space-shift music that they own. It is significant that, thus far,
the suitsagainst file sharershaveinvolved only upl oaders, rather than downloaders
of copyrighted songs. While courts considering these cases might take different
approachestothedetailsof thefair useanalysis,Zhowever, it seemsfairly clear that
the sheer scope and distributional impact of uploading on peer-to-peer networks
makesit differentin natureand effect fromthetimeshifting at issuein Sony, and that
most courtswill find unauthorized upl oading to constituteinfringement.

Thefact that some unauthorized file sharing constitutesinfringement, however,
by no means suggests that all file sharing is unlawful. Peer-to-peer networks
havelegitimate uses, including the sharing of fileswhose copyright has expired
and the sharing of datafiles with permission. Many small artists, independent
music labels, and open-source software advocates, for example, encourage the
sharing of their work on peer-to-peer services. People who use peer-to-peer
networks for these purposes are engaged in perfectly legitimate behavior.

Nonetheless, it seemsindisputable that the vast majority of file sharing, at |east
until now, has consisted of unauthorized trading of copyrightedfiles. Intheface
of thiswidespread infringement, copyright holders have sought to hold peer-to-
peer services and software providers|egally responsiblefor their users’ behav-
ior. These suits—a number of which are pending as this book goes to press—
raise many of the same issues as Sony. In particular, the courts must resolve
whether the existence of noninfringing applicationsshould insul ate peer-to-peer
providers from liability for users’ infringement. This question—and the more
general question of what Sony means—have so far befuddled the courts and
dividedthe scholarly community.

The results of this struggle will have significant consequences. If peer-to-peer
technologies generally are immune from copyright liability, then copyright
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holdersseeking to contain peer-to-peer infringement have only one option under
existing copyright law—to pursue end users in direct infringement suitsin the
hope that they can deter unauthorized behavior. If, on the other hand, peer-to-
peer servicesarefound liable, thenthey will haveto shut down or redesign their
products to reduce or eliminate infringement. The differences of opinion over
peer-to-peer liability reflect, in part, philosophical differencesover theunderly-
ing goals of copyright law. Many of those who believe that the law should
maximize efficiency believe that peer-to-peer providersarein the best position
toavoidthecostsof rampant copyright infringement ontheir services, and should
be forced to redesign their products to reduce infringing behavior. Others,
focused on the Sony di stinction between infringement and i nfringement-enabling
tools, argue that liability would elevate the interests of copyright holders over
those of the public, with long-term costs to the progress of technological
innovation. The courts have, sometimes within the same legal opinion, shown
sympathy to each of these positions, leading to much confusion over the
applicability of copyright law to peer-to-peer services and software providers.
The following section will discuss these cases.

Liability of Peer-to-Peer Services and Software
Providers

The Ninth Circuit Court of Appealsin Napster offered thefirst judicial input on
peer-to-peer service liability. Napster involved afairly centralized file sharing
service, which facilitated file trading through central servers and an index of
music files available from its users. Any time a user logged onto Napster, the
names of songs that he/she wished to share would be uploaded to the Napster
server and available in the searchable index, accessible to all other logged-on
users. Despite defendants’ protestations that they had ambitions of promoting
unknown artists, the evidenceinthe caserevealed Napster’ sraison d’ étre asthe
unauthorized trading of copyrighted music files.?* After deciding that such
behavior wasindeed infringement, the court had to resol ve whether Napster was
responsible for that infringement or whether, as Napster claimed, Sony pro-
tecteditfromliability.

The Ninth Circuit found Napster liable under theories of contributory and
vicariousliability, inafact-specific and sometimes ambiguous decision that | eft
many open questions about the legal status of later-generation peer-to-peer
services. Its treatment of Sony, moreover, reflected an odd interpretation with
which a number of courts and commentators have already disagreed.

Thecourt first addressed contributory liability, which requiresknowledge of and
material contribution to, the infringement of another party. Rather than treating
Sony as a separate inquiry, the Ninth Circuit effectively folded it into the
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contributory infringement analysis. According tothecourt, the Supreme Court’ s
soleobjectivein Sony wasto avoidimputing knowledge of infringement to parties
that sold technologies with both infringing and noninfringing uses (A&M
Records, Inc. v. Napster, Inc., 2001, p. 1020). In other words, the Ninth Circuit
viewed Sony as narrowly addressed to the knowledge element of contributory
infringement claims, and designed to prevent courts from inferring that those
who sold copying technol ogies knew specifically that buyerswould usethemto
infringe. Because Napster, unlike Sony, had “actual, specific knowledge of
direct infringement” on its service, the court found “ Sony’ s holding of limited
assistance to Napster” (p. 1020). Interestingly, the court suggested that if Sony
didapply, Napster’ snoninfringing applicationswould almost certainly qualify as
“substantial non-infringing use” (p. 1021),% but its knowledge made a Sony
defense unavailable.

Commentators have criticized the Ninth Circuit’s constricted reading of Sony,
contending that the focus on knowl edge undercuts the Supreme Court’ sbroader
goal of preventing copyright holder interferencein unrel ated markets. Professor
Paul Goldstein, for example, haspointed out that “ [t] he substantial non-infringing
usedoctrine servesapurpose entirely separate from the knowledge requirement
and, by subordinating it to the knowledge requirement, the Napster court
necessarily undermined the object of the doctrine: to ensurethat consumers not
be required to pay monopoly tribute for unpatented or otherwise unprotected
goods and equipment” (Goldstein, 2000, §6.1.2).

The critics are almost certainly correct to point out that the Supreme Court
intended the stapl e article of commerce doctrineto apply even when knowledge
was established—that is, even when the plaintiff had proven both elements of a
contributory infringement claim. Nonethel ess, the Ninth Circuit, throughitsodd
knowledge-based interpretation, put its finger on an important difference be-
tween Napster and the defendantsin Sony: Napster, unlike Sony, maintained an
ongoing relationship with its users that made it at least possible to act upon
knowledge of infringement, and to obstruct trading of infringing files before it
occurred.?® When read in context, the Ninth Circuit’s willingness to impose
liability depended critically upon the pairing of knowledge and capacity to
block.?” And the court’ sruling that Napster could block content, inturn, relied
upon the Napster architecture, which maintained a centralized index of files
that Napster could use to identify and remove infringing files. The court’s
ruling on contributory infringement, therefore, turned on three critical facts:
that Napster received specific notice of infringing files on its service, that it
could have blocked access to those files after receiving such notice, and that
it failed to do so.

The same factsthat persuaded the court of Napster’s contributory liability also
proved critical inevaluating thevicariousinfringement claim. Vicariousliability
requires that the defendant receive adirect financial benefit from infringement
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committed by someonewithin his/her control .22 The Ninth Circuit first found that
Napster had enjoyed a direct financial benefit because “Napster’'s future
revenue is directly dependent upon ‘increases in user base,’” which in turn
depend on the quality and quantity of music available on the service (p. 1023).
While some commentators have criticized this conclusion because Napster had
earned no revenues at the time of the suit, the facts showed that Napster planned
to become a profitable enterprise, and that the infringement directly enhanced
the value of that enterprise (A&M Records, Inc. v. Napster, Inc., 2000, p. 902,
921-922). This may not fit the traditional, revenue-based model of direct
financial benefit, but it certainly qualifies as a financial benefit in economic
terms. On the second requirement—that Napster have a right and ability to
superviseitsusers' conduct—the Ninth Circuit turned again to the architecture
of the Napster system, and particularly the central index: “Napster ... has the
ability to locate infringing material listed on its search indices, and the right to
terminate users' access to the system. The file name indices, therefore, are
withinthe'premises’ that Napster hasthe ability to police” (A& M Records, Inc.
v. Napster, Inc., 2001, p. 1024). The court found that after receiving notice of
infringing filesonits system, Napster had aduty to make good-faith attemptsto
purge those and similarly named files (p. 1024).2°

Cutting through the legal doctrine, the Napster decision suggested a rule of
thumb for peer-to-peer services, under which their liability would turn on (1)
whether they received specific noticeof filestraded using their software, and (2)
whether the architecture of their system enabled them to weed out infringing
files. Not surprisingly, peer-to-peer networks designed after Napster adopted a
new, decentralized architecture that no longer relied upon central servers or
indices to locate and transfer data files.*® While these decentralized services
vary somewhat from one another, they generally avoid centralization by harness-
ing the power of users' computersand operating as a set of interconnected mini-
networks. Because these peer-to-peer software providers own servers no
longer play an ongoing rolein searching for music files, they arguably cannot,
even after receiving notice, identify and block unauthorized filesthat aretraded
using their software. Preliminary results suggest that this strategy just may be
working, at least in the Ninth Circuit.

Threeyearsafter it decided Napster, the Ninth Circuit considered asuit asserting
contributory and vicariousliability claimsagainst agroup of decentralized peer-
to-peer services, including StreamCast Networksand Grokster (M etro-Goldwyn-
Mayer Studios, Inc. v. Grokster, Ltd., 2004).%! Relying heavily on its earlier
emphasis on the centralized features of the Napster service, the court held that
the absence of such an index made the Grokster defendants more like a
Betamax video recorder than liketheinteractive network at issuein Napster (pp.
1163-1164). Inthe Grokster court’ sview, the question of contributory liability,
under Napster, iswhether the defendants “ had * specific knowledge of infringe-
ment at a time at which the contribute[d] to the infringement, and [] fail[ed] to
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act upon that information’” (p. 1162, quoting Metro-Goldwyn-Mayer Studios,
Inc. v. Grokster, Ltd., 2003, p. 1036). Becausethe decentralized servicessimply
released their software and had little ongoing contact with their users, the court
held that they could not stop infringement asit occurred. Asaresult, these peer-
to-peer services were eligible for consideration as stapl e articles of commerce;
because the defendants did athorough job of documenting actual noninfringing
uses,*? the court had no trouble concluding that Sony immunized them from
liability. Thelack of centralized control alsoimmunized Grokster fromvicarious
liability, given the absence of any “point of accessfor filtering or searching for
infringingfiles” (pp. 1164-1166). Inthe Ninth Circuit, then, peer-to-peer services
can escape liability aslong astheir system design makesit infeasible to monitor
users’ conduct at any particular moment. The move to a decentralized structure
thuseffectively insulates peer-to-peer servicesfromliability under copyright law.

While most of the case law so far has come from the Ninth Circuit, the Seventh
Circuit Court of Appeals (which sits in the Midwest, as opposed to the West
Coast) has offered a somewhat different approach to the question of peer-to-
peer liability under copyright law. The defendantsin In re Aimster Copyright
Litigation (2003) offered a peer-to-peer service designed to complement an
instant messaging service, such as AOL’ s Instant Messenger. After download-
ingthe Aimster software, userscould makemusicfilesavailableto other Aimster
usersgenerally, or toamorelimited set of “buddies” that they specified up front
(p. 646). To acquire music files, users had a choice. They could enter a search
term, after which the Aimster server would search all available files and, after
finding amatch, would instruct the computer holding the fileto transfer it to the
requesting user. Alternatively, users could pay afee and join “Club Aimster,”
which offered asimplified processfor downloading top-40 pop music hits. Unlike
Napster, Aimster also offered encryption software, which encrypted all of the
filetransfers and, Aimster argued, made it impossible for it to have knowledge
of which music files were traded on its service (p. 650).

A musicindustry coalitionfiled suit against Aimster, and thedistrict court entered
apreliminary injunction, finding Aimster likely to succeed onitscontributory and
vicariousliability claims(p. 646).% The Seventh Circuit affirmed in an expansive
opinionwritten by Judge Posner, whotook the opportunity to reflect onthemeaning
of contributory infringement and theimport of Sony. Thecourt offered amixed bag
of comfort and disappointment to both sides of the peer-to-peer debate.

The court began by addressing Sony. Unlike the Ninth Circiut court, Judge
Posner interpreted Sony as applying even in cases in which a defendant has
actual knowledge of infringement using its products. The court “agree[d] with
Professor Goldstein that the Ninth Circuit erred in [Napster] in suggesting that
actual knowledge of specificinfringing usesisasufficient condition for deeming
afacilitator a contributory infringer” (p. 649). He also found that Sony applied
to services, not just products: “If a service facilitates both infringing and non-
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infringing uses, as in the case of AOL’s instant-messaging service, and the
detection and prevention of theinfringing useswould be highly burdensome, the
rule for which the recording industry is contending could result in the shutting
down of the service or its annexation by the copyright owners (contrary to the
clear import of the Sony decision), because the provider might find it impossibleto
estimateits potential damages liability to the copyright holders and would anyway
facetherisk of being enjoined” (648-649). By finding Sony potentially availableto
services, regardless of their actual knowledge of infringement, the Seventh Circuit
decision appears, at a glance, more generous to defendants than Napster.

What he gave with one hand, however, Judge Posner took away with the other.
In contrast to the Ninth Circuit which held that Sony, where applicable, exempts
from liability any product with a potential noninfringing use (A&M, Inc. v.
Napster, Inc., 2003, p. 1021) the Seventh Circuit suggested that only actual
noninfringing uses should factor into consideration of a staple article of com-
merce defense. “It is not enough,” held the court, “that a product or service be
physically capable, asit were, of anoninfringing use” (Inre Aimster Copyright
Litigation, 2003, p. 651-653). Even when a service qualifies as mixed use,
moreover, Judge Posner indicated that the service provider might, in some
circumstances, have to redesign its product to eliminate infringement:

Even when there are noninfringing uses of an Internet file-sharing service

. if the infringing uses are substantial then to avoid liability as a
contributory infringer the provider of the service must show that it would
have been disproportionately costly for him to eliminate or at least reduce
substantially the infringing uses. (p. 653)

Thecourt alsoindicated that aruling on contributory infringement must takeinto
account “some estimate of the respective magnitude” of infringing and
noninfringing uses of such as service (pp. 649-650).

Judge Posner, in other words, did not view Sony asacompl ete haven for services
with actual noninfringing applications. In Posner’ sview, even serviceswith non-
infringing usescan faceliability if their infringing usesare substantial and could
have been avoided without “ disproportionate] ]” cost (p. 653). Posner suggested,
without deciding, that the encryption feature of the Aimster service might, on
balance, contribute more to facilitating infringement than to any legitimate,
noninfringing goals, makingitalikely candidatefor redesign (p. 653). Giventhe
early stage of the proceedings, however, Judge Posner reached no ultimate
conclusionsand offered little additional guidance on how courtsshould go about
their task of balancinginfringing and noninfringing applicationsand weighing the
cost of redesign against the burden imposed on noninfringing users.3
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Taken together, these cases leave as many questions as answers about the
extent towhich copyright law appliesto peer-to-peer providers. Ontheonehand,
the courts appear sympathetic to copyright holders’ claim that the law should
reach those who design services primarily to enable others to infringe. On the
other hand, peer-to-peer services undeniably have noninfringing applications,
and the courts are struggling over the legal implications of that fact. Does Sony
require courtstoimmunize peer-to-peer servicesfromliability in order to protect
their noninfringing uses, or did the Supreme Court leaveroom for amoreflexible
approach? Both of the appellate courts that have considered this question have
found someroomfor flexibility, thoughtheir rationalesdivergequitesignificantly.
In the Ninth Circuit’s view, Sony does not preclude liability against a peer-to-
peer service that receives notice of infringement on its network at atime when
it could block or removetheinfringing file. Without specific knowledge and the
ability to block, however, the Grokster opinion suggests that Sony requires
completeimmunity for peer-to-peer providers. The Seventh Circuit, ontheother
hand, would invoke Sony even in some cases involving specific knowledge and
ability to block, but might sometimes require redesign of technologies whose
infringing uses far outweigh their noninfringing applications. As peer-to-peer
networks become further decentralized, the Ninth Circuit approach suggests a
moveaway from peer-to-peer liability, whilethe Seventh Circuit standard leaves
open guestions over the relative significance of infringing and non-infringing
uses, and the burden that redesign would impose on noninfringing uses of peer-
to-peer services. Thedivisioninthe courts of appeal s suggeststhat the Supreme
Court will ultimately haveto resolvetheissue, and givethelower courtsgreater
guidance in cases involving mixed-use technologiesin an Internet age.

Asapractical matter, astrategy limited to lawsuits against peer-to-peer services
will do little to stem the tide of peer-to-peer infringement, at least in the short
term. For one thing, whatever legal standards the courts develop, creative
technology developerswill find some way to skirt them, just asthe developers
of Gnutellaand KazAadesigned around the rulesthat the Ninth Circuit adopted
in Napster. Asthe courtsgrapplewith theimplications of these new designs, the
softwarewill proliferate and infringement will persist. Perhaps moreimportant,
asthis book makes clear, peer-to-peer technology is developing into more than
just an engine for massive copyright infringement. As peer-to-peer moves
further away from its Napster-based roots, courts will find it hard to deny the
significance of its noninfringing applications. Unless the Supreme Court aban-
donsthe staple article of commerce doctrine, it seemslikely that many peer-to-
peer serviceswill escape liability under copyright law, leaving consumers with
thetool sto engagein widespread infringement. The sol ution to the peer-to-peer
crisis, then, cannot rely on secondary liability claimsalone.
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The Road Ahead

Peer-to-peer technology unguestionably challenges the traditional structure of
content markets and the efficacy of traditional copyright law. Whether and how
the law should respond to that challenge remains the subject of intense debate
in political, technological, and academic circles. Indeed, the peer-to-peer issue
hasforced areexamination of the underlying rational e of rights-based copyright
law, with some arguing that the law has outlived its purpose of motivating
creative expression (Ku, 2002). Others believe in the continuing relevance of
copyright, but differ over the adjustments required to protect content markets
(and therefore to preserve economic incentives) in a peer-to-peer age. In the
final section of this chapter, we will consider some of the current proposals for
resol ving the peer-to-peer copyright crisis. Essentially, the proposal sbreak down
intothree approximate clusters: thosewho advocatethe abolition and/or replace-
ment of rights-based copyright law; those who back a magjor fortification of
existing exclusiverights; and those who support await-and-see approach, given
the prospect that the combination of existing legal efforts and emerging market
forces may realign themselvesinto a new equilibrium.

A. A Post-Copyright Paradigm?

WhentheInternet beganto emergeasaworldwidedistributional tool inthe
mid-1990s, many people argued that the new medium would ultimately
make copyright law irrelevant. Copyright law, they contended, had long
served primarily to subsidize content distribution, not creation, and asglobal
distribution became available for free, creatorswould opt for it asthe best
way toreach the broadest audience. To someextent, thesevisionarieswere
right: theexplosion of creative content onthelnternet, voluntarily posted by
authors, attests to the fact that many people are motivated more by the
desiretobeheardthan by thetraditional, rights-based economicincentives
of copyright law. At the same time, free Internet distribution has not
displaced traditional publishers asthe intermediary of choice for creators
of many valuable copyrighted works. Developers of software, movies,
music, and books have continued to sell (or to license publishers to sell)
copies of their works, and have policed those who distribute them without
permission. Andwhiletheearly I nternet presented challengesfor copyright
holders seeking to protect their rights, a combination of judicial and
Congressional decisionsinitially left them the tools to enforce copyright
against Internet distributors.®

The introduction of peer-to-peer technology, however, breathed new life
into the argumentsfor a post-copyright paradigm for two reasons. For one
thing, peer-to-peer technol ogy enabled awholenew | evel of the“individual
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autonomy, self-expression, and creative collaboration for which we cel-
ebrate the Internet” (Netanel, 2003; Fisher, 2004, ch. 6). The interactive,
iterative, and communitarian nature of peer-to-peer “sharing,” inthisview,
was something to be celebrated and valued, and would be largely lost if
copyright law were successfully applied to the new medium. Second,
commentators began to emphasize the social costsimposed by exclusive
rights-based copyright law. Beyond the higher pricespaid by consumersas
a result of publishers’ exclusive rights,® the escalating costs of copyright
includethecolossal legal andjudicial resourcesrequiredto containinfringement
on anetwork without some central gatekeeper (Netanel, 2003, pp. 24-30). All
of these costs could be avoided, commentators argued, if we abandoned a
copyright system focused on the enforcement of exclusive rights.

The question remained, of course, whether abandoning copyright would
leave sufficient incentive for the creation—as opposed to the distribu-
tion—of works of authorship. Early proponents of a post-copyright para-
digm contended that, even in the absence of any right of remuneration for
the distribution of their works, artists would likely continue to create.
Professor Ray Ku (2002), for example, pointed out that many artists—
particularly musicians—have afinancial incentiveto record and distribute
their works in order to enhance performance revenues; he also pointed to
various other forms of payment, including online tipping, merchandising,
and product placement advertising, that would bring revenues to creators
of valuable expression (pp. 306—311). Evenif theseformsof compensation
preserved incentives for musicians, however, they almost certainly would
not address the need for economic incentives in other content markets,
including movies, books, and software. Inanodtothisreality, Ku suggested
that if his alternatives proved inadequate to spur artistic creation, some
form of levy system with proceeds distributed to authors would be
preferable to the existing copyright regime of exclusive economic rights
(pp. 311-315).%

SinceKu’s2002 article, two prominent legal scholarshavetakenupthecall
for a statutory levy to replace existing copyright law in the peer-to-peer
context. In separate proposal s, ProfessorsNeil Netanel (2003) and William
Fisher (2004) each advocate atax on technology, with the proceeds to be
distributed among copyright holderswhoseworksaretraded and copied by
noncommercial users. Whilethetwo plansdiffer quitesubstantially intheir
details,® they share a common philosophy: that society would benefit if we
liberated content from profit-minded copyright holders and allowed it to
percolatefredly throughour culture, whileat thesametimeproviding afinancial
reward to content creators based on the relative value of their works.

Thelevy proposals have received agood deal of attention from the press,
policymakers, and academics, and with good reason. A levy offerssubstan-
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tial advantages over the existing rights-based system: with alicense to do
asthey wishwith creative expression, consumerscan enjoy it, transformit,
reinterpret it, and proliferate it without having to answer to copyright
holders. The values that copyright was designed to promote—speech,
artistic creation, and learning—would arguably benefit from aliberation of
creative content. By shifting the balance from copyright enforcement to
usewith compensation, moreover, the proposal savoid the costs associated
with policing and enforcement of copyrights.

At the same time, these schemes come with some serious drawbacks. To
operate effectively, each of the levy proposals would require a bulky
administrativeregimecharged with setting rates, monitoring use of content,
and distributing proceeds to copyright holders. While such a regime is
certainly possible, it would not come cheaply, makingthelevy proponents’
cost-cutting assertions at least debatable. These administrative costs,
moreover, would continueaslong asthelevy remainedin effect, in contrast
to copyright enforcement costs, which could well decreaseif existing legal
efforts managed to stanch the tide of file sharing.

Beyondtheir overall cost, thelevy proposal sreflect an abandonment of the
historical assumption that markets, rather than regulators, do the best job
of setting prices and guiding production decisions. The plans abandon this
assumptionintwoways. First, they seizefrom content distributorstheright
to market their products under price structuresthat they view as optimal to
derive value from their works. While this may ultimately prove better for
the public (which, after all, will not be hobbled by monopolistic pricing
decisions), it could instead reduce distributor revenues in a way that
negatively affectsincentivesin content markets. Second, the plans tamper
with technology markets by applying astandardized, across-the-board tax
on users of technology products. As an economic matter, such taxes
undoubtedly distort purchasing decisions, at least on the margins. Some
peoplewho value their broadband service for uses other than streaming or
copying entertainment content, for example, may well abandon broadband
rather than pay atax on features that they do not use. Under either of the
levy plans, those who do not personally benefit—or who benefit only
slightly—from the use of peer-to-peer technologies would effectively
subsidize college students and other heavy traders of copyrighted content.

B. Fortifying Copyright Law
At the same time that some commentators argue for the displacement of
copyright law, others—primarily copyright holders—seek new and more
powerful legal tools to protect their existing entitlements. While levy
advocates argue for a complete liberation of creative content, copyright
holders press for legislation that makes it harder for people to use their
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works in unauthorized ways. In 2002, for example, a group of copyright
holders|obbied for passage of abill that would mandate standard security
technology in virtually every computer-related product. The Consumer
Broadband and Digital Television Promotion Act (2002), proposed by
Senator Fritz Hollings, would have required every digital media device
distributed in the United Statesto include standard security technology to
protect against the unauthorized use of copyrighted works(88 3, 5). Digital
media devices include any hardware or software that retrieves, transfers,
converts, or reproduces copyrighted content. Supportersof thishill, in other
words, sought legal affirmation of copyright holders' near-absoluteright to
determine the usage of their protected works.

There are several problems with the Hollings proposal and others like it.
First, onapurely pragmaticlevel, such standardized digital rightsmanage-
ment technology would arguably have little success in stemming the
transfer of copyrighted content. Experts agree that “no technological
barrier can ultimately prevail over determined hackers who have physical
access to the encrypted items, including ... mass-marketed CDs and
DVDs, personal computers, consumer electronic devices, and software
embedded in those items” (Netanel, 2003, pp. 9-10). All it takes is one
unencrypted file somewhere to appear on afile sharing network, and the
expense of creating and enforcing atechnological standard will be proven
a waste.

Beyond these practicalities, afederally mandated security standard would
raise serious legal and economic concerns. Providing airtight copyrights
would arguably interfere with the public’ s right to use copyrighted works
insomeunauthorized but legitimateways. Asan economic matter, imposing
asingletechnological standard upon vast sectors of the national economy
would burden those sectorseconomically and technol ogically. Competition
over the “best” encryption standard would decline, and innovators in the
consumer electronics, computer, software, and related industries would
endurethe cost of the new features, all for the benefit of copyright holders.
For these reasons and others, commentators condemned the Hollings bill,
and it never passed out of committee.

C. A Return to Acts-Based Copyright Law

In contrast to an approach that either supplants copyright law or tinkers
with its balance, some commentators advocate a different response to the
peer-to-peer crisis: arenewed focuson direct infringers, particularly those
who upload copyrighted content onto fil e sharing networks (Dogan, 2003;
Lemley & Reese, 2004). In this view, legal efforts should aim to reduce
infringing behavior, rather than disabling distributi ontechnol ogiesor impos-
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ing a broad-based tax. Like the other proposal s discussed above, this one
comes with its own benefits and costs.

On the plus side, an infringement-oriented strategy preserves the Sony
principle that copyright holders should not have veto power over the
evolution of new technologies. If copyright holders manage to contain
infringement on peer-to-peer networks through legal efforts aimed at
infringers, then policymakersand judgeswill feel lesscompulsiontotamper
with peer-to-peer technol ogiesthemselves. And*“ containing” infringement
doesnot mean eliminatingit—copyright holdershave never enjoyed airtight
control over uses of their works, and their incentives will remain intact if
they can capture the core markets for their content. On arelated point, an
enforcement strategy that targets direct infringersleavesroom for fair use
and other unauthorized but legitimate uses of copyrighted content.

As an economic matter, moreover, one of the advantages of the historical
acts-based copyright regime was its assurance that those who derived the
most value from copyrighted worksfunded their production. A move away
from the acts-based system—whether through a liberalized standard for
contributory infringement or through areal or effectivetax ontechnology—
inevitably shiftssome of these production coststo peoplewhowould prefer
to spend their money elsewhere. While a society may well decidein favor
of such subsidization, the choice is undeniably a value-laden one, with
uncertain consequences in the markets for both content and technology.

Finally, recent developmentsin legal online distribution support the view
that an acts-based approach may help to drive consumers to authorized
products. Over the past two years, scores of legitimate online music
distributors have emerged, offering per-song downloads of copyrighted
products. As consumers test these and other legal alternatives to peer-to-
peer networks, they may find that the convenience and value of buying
authorized content outweighs even the slight risk of legal action against
them for engaging in unauthorized file trading. Indeed, some measures
suggest that the recording industry has prospered despite the continued
availability of peer-to-peer services, indicating that thedirect infringement
efforts may be working (Borland, 2004).

Despite these advantages, a direct infringement approach is no panacea.
Asthelevy proponentspoint out, any strategy designed to squash unautho-
rized file sharing will interrupt something of a cultural revolution among
certain groups, particularly teenagers and college students. Economically,
moreover, existing copyright law does favor entrenched publishers in
traditional industries; a status quo approach would do little, over the short
term, to challenge their dominance.® Finally, a direct infringement ap-
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proach comes at substantial social cost and with unproven benefits.
L ocating and prosecuting individual filesharersisamonumental task; while
deterrence theory teaches that copyright holders need not pursue all of
them to have some effect on behavior, any realistic chance of deterrence
will require a sustained, expensive legal campaign, which may, at the end
of the day, prove ineffective.

Conclusion

Thetension between copyright law and peer-to-peer technology isneither simply
stated nor easily resolved. Peer-to-peer networks challenge copyright law
because they make it more difficult for copyright holders to capture the value
generated by their works. If copyright holders prove unable, over thelong term,
to recover that value, the peer-to-peer revolution could ultimately harm incen-
tives for the creation and distribution of software, movies, music, books, and
other expressiveworks. For that reason, judges and policymakersare struggling
with how best to adapt copyright law to this new technology. They have several
choices. They can shut down thetechnology, tax it, go after theinfringers, or let
the information be free. Which of these choices is preferable depends, in part,
onguesswork, andin part onjudgmentsof therel ativeimportance of such values
as economic incentives, technological freedom, and expressive choice. This
chapter has attempted to provide some of the basic legal tools that can help
individualsto formtheir own opinionsonthe peer-to-peer crisis, inthehopethat
it will contribute to amore informed public debate.
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Endnotes

1 Theeconomicorientation of United Statescopyright law contrastswiththe
law in much of therest of theworld, including continental Europeand Latin
America, where copyright isviewed as anatural right of the author, rather
than in utilitarian terms. In France, for example, the exclusive economic
rightsto copy, distribute, and so forth are amere subset of authors’ rights,
which also include the right to control certain uses that might harm the
integrity of the work or harm the author’s reputation. United States law
offers only limited protection for such “moral rights’ of authors, opting
instead for an alienable, tradable bundle of economic rights that will
theoretically enable widespread licensing and distribution of copyrighted
works.

2 Thefair use provision in the Copyright Act appears at 17 U.S.C. § 107.
Rather than an exhaustive listing of classes of fair uses, the Copyright Act
providesaseriesof factorsthat courts should consider in deciding whether
to allow aparticular use. Courtsareinstructed to consider “ (1) the purpose
and character of the use,” including its commercial or noncommercial
nature and whether the defendant has transformed the expression in some
speech-enhancing way; “(2) the nature of the copyrighted work,” with
moreexpressiveworksentitled to stronger protection agai nst unauthorized
use; “(3) theamount and substantiality of the portion usedinrelationto the
copyrighted work asawhole; and (4) the effect of the use upon the potential
market for or value of the copyrighted work” (17 U.S.C. § 107).

3 Aninfringer is one who, without the authority of the copyright owner,
“do[es] or authorize[s] any of the following: (1) to reproduce the copy-
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righted work in copies of phonorecords; (2) to prepare derivative works
based upon the copyrighted work; (3) to distribute copies or phonorecords
of the copyrighted work tothe public by saleor other transfer of ownership;
(4) in the case of literary, musical, dramatic, and choreographic works,
pantomimes, and motion pictures and other audiovisual works, to perform
thecopyrightedwork publicly; (5) inthe caseof literary, musical, dramatic,
and choreographicworks, pantomimes, and pictorial, graphic, or scul ptural
works, including theindividual imagesof amotion pictureor other audiovi-
sual work, to display the copyrighted work publicly; and (6) in the case of
sound recordings, to perform the copyrighted work publicly by means of a
digital audio transmission” (17 U.S.C. § 106).

4 Some of these uses fell within the protection of the fair use doctrine of
copyright law, while othersmay havetechnically constituted infringement
but were not worth most copyright holders’ while to pursue.

5 Professor Tim Wu explored this gatekeeper concept in a recent article,
contending that “the copyright regime has achieved its goals through
enforcement against specialized intermediaries—those capabl e of distrib-
uting creative works on amassive scale” (Wu, 2003, p. 685).

6  Tobesure, not all sharing displaces legitimate sales, because consumers
frequently have an interest in purchasing authorized products from their
source. Unauthorized copies of software, for example, come without
customer support or documentation, and music arrives without fancy CD
cases or cover art. These distinctions, however, do not differentiate file
sharing from previous methods of unauthorized distribution, which also
frequently lacked all of the trappings of the legitimate product.

7 This chapter focuses on the application of copyright law to peer-to-peer
services. For athorough introduction to the multitude of issues raised by
applying copyright to digital technology, see Menell (2002—2003).

8 In the early years of software, there was much debate over whether
copyright law applied to the medium because of its inherently functional
nature. By thelate 1970s, Congress had made clear itsintent that copyright
extend to software, but since then, the courts have struggled to distinguish
between expression and function in the software context. As one court
noted, “Thus far, many of the decisions in this area reflect the courts’
attempt tofit the proverbial square peg in around hole” (Computer Assoc.
Intern’l, Inc. v. Altai, Inc., 1992). The details of that struggle are beyond
the scope of this chapter, however, because courts universally agree that
copyright law protectsagai nst theduplication and distribution of full copies
of program code—the behavior at issue in peer-to-peer file sharing.

° Congress extended the copyright term twice in recent decades, and each
time it made its extensions at least partly retroactive. All works created

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



190 Dogan

10

11

12

13

14

15

16

17

18

19

after January 1, 1978, enjoy the life plus seventy year term (17 U.S.C. §
302).

Before the 1976 Copyright Act, United States copyright law required that
copyright holders publish, register, deposit, and give copyright notice on
their worksasacondition of legal protection. Copyright holdersalso hadto
request arenewal of their 28-year copyright, if they wished to enjoy rights
forthefull 56-year potential term. Today, copyright holderscanreceivethe
full term of protectionwithout renewal or formalities, although registration
and notice continue to confer some legal benefits.

The 1909 Copyright Act provided for a 28-year term, which could be
renewed for another 28 years.

For amoredetailedintroductiontothe history of contributory and vicarious
liability and their application in the online context, see Dogan (2002).

Thedoctrineevolved inthe so-called dance hall casesinwhich proprietors
of dance halls benefited financially when bands performed popular copy-
righted songs in their establishments (Dreamland Ball Room, Inc. v.
Shapiro, Bernstein & Co., 1929).

In Gershwin Pub’'g Co. v. Columbia Artists Mgmt., Inc. (1971), for
example, the court imposed contributory and vicariousliability against an
agent for infringing performers. InIrving Berlin, Inc. v. Daigle (1929), the
court held that the fact that the defendant “operated and controlled the
place of public entertainment, charging admission and so operating for a
profit, establisheshisliability for permitting and authorizing the unlicensed
use of plaintiff’s musical compositionsin and on the premises.”

“Time-shifting” is“recording a program [the consumer] cannot view asit
is being televised and then watching it once at a later time” (Sony v.
Universal City Studios, 1984, p. 421).

The musicindustry filed the first wave of such lawsuitsin the fall of 2003
(Wingfield & Smith, 2003).

Both thetrial court and the court of appealswrote lengthy opinionsin the
Napster case. This discussion refers primarily to the court of appeals
decision.

Both contributory infringement and vicariousliability requirethat an act of
direct infringement occur, so in order to proceed with their claims against
peer-to-peer providers, copyright holders have had to establish that people
who traded their fileswithout authorization were engaged in infringement
(A&M Records, Inc. v. Napster, Inc., 2001, p. 1013 & n.2).

Unlike more decentralized peer-to-peer networks, Napster maintained a
centralizedindex of musicfilesthat wereavailablefor trading. When auser
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signed onto the network, Napster automatically updated theindex with the
names of that user’s music files (p. 1012).

239 F.3d at 1014.

Courts have held that even RAM copies fall within the Copyright Act’s
definition of “copies’ (MAI Sys. Corp. v. Peak Computer, Inc., 1993;
Stenograph LLC v. Bossard Assoc., Inc., 1998). In the face of that
authority, it seems clear that downloading MP3 files into hard drives or
other storage devices constitutes the making of copies under the Act.

Napster also contended that fair use protected its users who were engaged
in permissive trading of music files, that is, trading with the copyright
owner’ s permission. Thiswasacurious argument because such use would
bealicensed useand presumptively noninfringing. The Ninth Circuit found
itirrelevant not onthat basisbut becausethe plaintiffswerenot challenging
these particular uses of the Napster service (p. 1014).

The Ninth Circuit’s characterization of file sharing as “commercial,” for
example, arguably stretches the meaning of that term as intended by the
Supreme Court in Sony. Nonetheless, because fair use analysisinvolves a
subjective balancing of four different factors, the court could have reached
thesameresult by calling the behavior noncommercial, but notingitssevere
negative impact on the plaintiffs' potential markets. The Supreme Court
has described market impact as “undoubtedly the single most important
element of fair use” (Harper & Row Publishers, Inc. v. Nation Enterprises,
1985, p. 566).

Asthe trial court noted, whether defendant viewed the promotion of new
artists as a genuine goal or a smokescreen remains ambiguous (A& M
Records, Inc. v. Napster [2000], p. 904 & n.8). Early versions of the
program, for example, touted the ease with which users could obtain
popular musicwithout “ wading through page after page of unknown artists’
(p. 904).

The Ninth Circuit took issue with the trial court’s focus on current uses:
“We depart from the reasoning of the district court that Napster failed to
demonstrate that its system is capable of commercially significant
noninfringing uses.... The district court improperly confined the use
analysisto current uses, ignoring the system'’s capabilities” (p. 1021).

| have proposed one possible approach to this problem (Dogan, 2001).
Focusing on the objectives of the Sony Court, | suggest that courts
evaluating the applicability of the staple article of commerce doctrine
should balancetheinterestsof copyright holdersand technol ogy providers,
rather than adopting an all-or-nothing approach. If atechnology provider’s
continuing relationship with its users make it feasible to reduce infringe-
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ment without substantially interfering with noninfringing uses, | suggest that
liability isappropriate, becauseimposing liability would not give copyright
holdersleverage over unrelated markets. Evenif such differentiationisnot
possible, | suggest that liability isappropriateif the noninfringing useswould
not have supported the development of the product or service, becausein
such circumstances thetechnol ogy market depends on copyright infringe-
ment, rather than being independent of it (pp. 949-958).

Several passages in the Napster opinion support this interpretation. The
court, for example, repeatedly makes “a clear distinction between the
architecture of the Napster system and Napster’ sconduct inrelation to the
operational capacity of the system” (p. 1020). Elsewhere, it defines
Napster’s liability with reference to its ability to purge content from its
system: “We agree that if a computer system operator learns of specific
infringing material available on hissystem and fail sto purge such material
from the system, the operator knows of and contributes to direct infringe-
ment” (p. 1021). In finally stating its conclusion on contributory infringe-
ment, the court pairs Napster’'s knowledge with its ability to act: “The
record supportsthe district court’ s finding that Napster has actual know!-
edge that specific infringing material is available using its system, that it
could block accesstothe system by suppliersof theinfringing material, and
that it failed to remove the material” (p. 1022).

In addressing the claim, the court first noted that Sony was irrelevant to
vicariousliability, becausethe case beforethe Supreme Court had involved
only contributory infringement (pp. 1022—-1023). Vicariousliability, inany
event, would not fit well into the Ninth Circuit’ sknowledge-based reading
of Sony. Under that reading, Sony counsels only against imputing knowl-
edge of how a technology is used by its purchasers. Vicarious liability,
however, does not require knowledge, so a rule that prohibits imputing
knowledge would have no impact on avicariousliability claim.

In the wake of the Ninth Circuit’s decision, the parties battled over the
relative responsibilities of Napster and the music plaintiffsin identifying
particular infringing filenames. TheNinth Circuit ultimately upheld afairly
restrictive injunction that placed much of the burden on Napster (A&M
Records, Inc. v. Napster, Inc., 2002).

For an insightful introduction to the variations in these decentralized
networks, see Wu (2003).

Because the software in Grokster did not limit itself to MP3 files but
allowed the exchange of moviesand other content files, theplaintiffsinthe
caseincluded movie studiosaswell asrecording label sand music publish-
ers.
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Thecourt foundit “ undisputed that there are substantial noninfringing uses
for Defendants’ software—e.g., distributing movie trailers, free songs or
other copyrighted works; using the software in countrieswhereitislegal;
or sharing the works of Shakespeare” (Metro-Goldwyn-Mayer Studios,
Inc. v. Grokster, Ltd., 2003, p. 1035).

Because of the preliminary stage of the proceedings, the district court did
not reach any final conclusions, but ruled only that the recording industry
had shown alikelihood of succeeding initsclaims against the defendants.

Having affirmed the preliminary injunction based on the contributory
infringement claim, Posner did not reach the question of Aimster’ svicari-
ousliability. Hesuggested, however, that hemight limit vicariousliability to
more classic principal-agent type claims (p. 654).

In Religious Tech. Ctr. v. Netcom On-Line Communication Servs., Inc.
(1995), for example, the court held that an Internet service provider could
faceliability for contributory infringement if it failed to removeinfringing
content from its servers, after receiving notice from a copyright holder.
Congress later codified this rule, along with a set of “safe harbor”
exemptionsdesignedto protect serviceprovidersfrom copyright liability if
they satisfied certain conditions, including the adoption of policiesto help
copyright holders to enforce their rights (17 U.S.C. § 512; Dogan, 2003).

Asavariation on this point, some commentators have criticized copyright
law as promoting the interests of a powerful set of media conglomerates,
rather than supporting artists themselves (Litman, 2001).

Lunney (2001) had previously suggested such an approach as well.

Netanel, for example, would tax any technology whose value is substan-
tially enhanced by file sharing, while Fisher would focus on technologies
most closely related to trading and copying content files—broadband
access, CD burners, andthelike. Netanel would allow only noncommercial
fileswapping, whileFisher wouldinsulateall formsof onlinedissemination.
A fuller treatment of thelevy proposalsisbeyond the scope of thischapter,
but the Netanel and Fisher proposal soffer extremely thorough and grounded
descriptions of their rationale and the particulars of their plans.

Arguably, the emergence of competing distribution platforms—including
legal distribution—is beginning to threaten the hegemony of at least the
musicindustry. Whileunrestrained peer-to-peer technol ogy would quicken
the pace of their demise, it seemslikely that over time, theincreased range
of distributional offerings will put competitive pressure on traditional
publishers.
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Abstract

This chapter describes the design and system architecture of a new peer-to-
peer technology for personal collaboration based on the notion of shared
objects. This approach allows users to collaborate in a rich but lightweight
manner by organizing different types of shared artifacts into semistructured
activities with dynamic membership, hierarchical object-relationships, and
synchronous and asynchronous collaboration. This approach goes beyond
simple peer-to-peer file sharing. It requires data replication and
sophisticated consistency control to keep data consistent in a blended
synchronous and asynchronous environment. The authors present the
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design of a prototype system and then develop an enhanced consistency
control algorithm that is tailored to the needs of this new environment.
Simulation results demonstrate the performance of this approach. This
chapter aims at informing researchers about both the potential and the
complexity of more advanced peer-to-peer applications and shows the
trade-offs in the design and implementation of these systems.

| ntroduction

Peer-to-peer applications are often equated with file sharing software where
userswho are part of a peer-to-peer network grant accessto files stored on their
local computer. While being very popular, file sharing is only one type of
application that can be built using peer-to-peer technol ogies. Peer-to-peer isnot
file sharing but rather aprogramming model in which each client in the network
also becomes a server at the same time. This model can be used to implement
much richer collaborative applicationsthan file sharing.

Thischapter describesanew peer-to-peer applicationfor personal collaboration
that sits midway between the informality of e-mail and the formality of shared
workspaces. E-mail and other ad hoc collaboration systems are typically
lightwei ght and flexible, but build up an unmanageabl e clutter of copied objects.
At the other extreme, shared workspaces provide formal, structured collabora-
tion, but are too heavyweight for usersto set up. To bridge this gap between the
ad hoc and formal, our approach introduces the notion of “object-centric
sharing,” where users collaborate in a lightweight manner but aggregate and
organize different types of shared artifacts into semistructured activities with
dynamic membership, hierarchical object relationships, aswell as synchronous
and asynchronous collaboration. Based on these principles, we have designed
and built a peer-to-peer prototype system that does not burden the user with the
overhead of manually creating shared workspaces or setting up conferences on
centralized servers; it providesrich collaboration combined with thelightweight
characteristics of e-mail by leveraging local processing power and storage and
through direct peer-to-peer communication.

Thischapter focuses on the peer-to-peer architecture and implementation of this
system and the technical challenges that our design philosophy poses. Keeping
replicated data consistent in an architecture that supports real-time and asyn-
chronouscollaboration at thesametimeisnottrivial, andrelatively littleresearch
has been done in addressing this problem. Our approach enhances a popular
consistency control algorithm, which had been originally designed for real-time
collaboration. We present and discuss various strategies for how thisalgorithm
al so can be used to maintain consistency in asynchronous modes or when people
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are working off-line. While our simulation results indicate that this approach
works well, it has also some shortcomings. We discuss trade-offs in the
architectural design of this system and suggest future enhancements and
research opportunities.

Backgr ound

Bridging the Gap

Collaborative processes very often emerge from unstructured ad hoc communi-
cation activities to more structured types of formal collaboration (Bernstein,
2000). Groupware has focused on the two extremes of this continuum but
neglected many of the possible stagesin-between. E-mail at one extreme of this
continuum can be considered astoday’ sultimate ad hoc communi cation support
system. Recent studies indicate that e-mail is the place where collaboration
emerges (Ducheneaut & Bellotti, 2001b; Whittaker & Sidner, 1996). A variety
of e-mail uses are reported in the literature such as information management,
document management and sharing, task management, and meeting manage-
ment. Whittaker and Sidner (1996) coined the term “e-mail overload” as the
phenomenon of e-mail being used for additional functions other than communi-
cating.

While e-mail is extremely flexible, it also requires the user to do alot of work,
such as manually keeping track of the organizational process; users are mostly
|eft unassi sted with the contextual sense making of all theinformation contained
intheir clutteredinboxes. Despitethese drawbacks, peopl e keep on using e-mail
instead of managing their collaborative processeswith special purposegroupware
systems such as shared team workspaces, decision-support systems, or meeting
management systems. While these systems provide more structure and richer
support for collaboration, people often shy away from using them because e-mail
isreadily available, alwayson, often the focus of attention, ad hoc, and does not
require tedious setup procedures.

Little work has been done to offer richer collaboration in e-mail and to help
support the progression of collaboration from ad hoc communication to more
structured types of collaboration that are already supported in many special
purpose groupware systems. In our research (Geyer & Cheng, 2002; Geyer,
Vogel, Cheng, & Muller, 2003), we are investigating technologies for activity-
centric collaboration that can help bridge this gap (see Figure 1).
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Figurel. From ad hoc communication to formal collaboration

Ad hoc Activity-centric Formal
communication collaboration collaboration
(email/IM) (shared workspaces)

Design Approach

While e-mail isvery good in supporting the ad hoc nature of collaboration and
dynamic membership (Ducheneaut & Bellotti, 2001a), it is not very good in
preserving the context and structure during a conversation; related messages
and attached documents are typically scattered or buried in the inbox and they
are hard to find. Moreover, e-mail does not support real sharing of content, let
alonereal-timecollaboration. In order to support those aspectsof awork activity,
people have to “leave their inbox” and use other tools (shared workspaces,
conferencing applications, etc.) that produce new artifactsthat arerelated to the
original work activity. When they do this, they are disconnected from their
collaborative environment, becausethose artifactsreside somewhereelseon the
desktop, in the file system, or on a remote server. Users are forced to make a
choice between ease of collaboration (but with resources external to the
collaboration environment) versus ease of resource access (but with collabora-
tion external to the resource management environment). The design of our
system was mainly driven by the desire to combine the lightweight and ad hoc
characteristics of e-mail and the rich support for sharing and structurein shared
workspace systems.

Object-Centric Sharing

Traditional shared workspacestypically entail alot of management overhead and
arefar from being lightweight or ad hoc. They are “place-based,” that is, users
first have to create a persistent shared online environment (a “place”), assign
access rights, and then put content into that placein order to be able to shareit.
They are based on the assumption that “the team” already exists and that the
purpose of collaborationiswell known. However, when collaboration starts off,
thisis often not the case, and setting up a place can seem to be artificial if not
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obstructive at this stage. In our research (e.g., Cohen, Cash, & Muller, 2000;
Whittaker & Sidner, 1996), people often prefer to think in terms of with whom
toshareand what to share. Also, collaborationinthese early stagesmight bevery
short term andinstantaneousandinvolveonly littleamountsof datato be shared,
for example, exchanging one or more files, setting up a meeting agenda with
people, or jointly annotating a document. These activities might or might not
become part of alarger collaborative work process. However, people usually do
not create heavyweight shared workspaces to perform these lightweight tasks.

Unlikeproviding one persistent placefor sharing multiple piecesof information,
our paradigm is rather “object-centric” or “content-centric,” which is very
similar to Dourish, Edwards, Lamarca, and Salisbury’ s (1999) notion of “ place-
less” documents. In this approach, sharing becomes a property of the content
itself, that is, content is collaboration-aware. We use the term “ shared object”
for one shared piece of persistent information. Shared objects support member-
ship, provide object-level awareness, and enablegroup communication. Inother
words, they define a set of people who are allowed to access the information,
they indicate who is currently looking at the content, and they allow sending or
broadcasting of datato members of the object.

Conversational Structure

In our approach, shared objects are building blocks of collaboration. We allow
users to combine and aggregate them into hierarchical structures as their
collaboration evolves. We call aset of related shared objects an activity thread,
representing the context of an evolving collaborative activity. Aggregating
objects allows people to add structure to their collaboration. We see this
structure being defined by their ongoing conversation, that is, each object added
to an existing object can be considered as a“reply” to the previous one. While
this approach is similar to threadsin e-mail (Kerr, 2003), discussion databases
(Schoberth, Preece, & Heinzl, 2003; Yates & Orlikowski, 2003), or “thrasks”
(Bellotti, Ducheneaut, Howard, & Smith, 2003), it is much richer because (1)
objects are shared unlike in e-mail or thrasks; (2) activity threads may contain
different types of objects, not only messages like in e-mail or discussion
databases; (3) all objects are equal, unlike in e-mail or discussion databases
where attachments are subordinates contained in the message; (4) membership
isdynamic and may differ within an activity thread from object to object unlike
in discussion databases—and membership can be redefined after an object has
been created, unlikeine-mail; and (5) objectssupport synchronous collaboration
through built-inreal -timenotificationsand providerich awarenessinformation on
who is currently working on what.
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In contrast to shared workspaces, we intentionally do not provide an explicit
object as a structural container for a collaborative activity. Each individual
shared object can serve as a parent object in a hierarchical data structure, and
can inthisway act asakind of acontainer. Each object can thus be considered
as a “seed” for collaboration that either decays or grows to more structured
forms with the structure being defined as people collaborate.

Our design al'so does not deliberately make adistinction between asynchronous
and synchronous types of collaboration. If other people are present at the time
of accessing an object, they can work synchronously; if not, work is asynchro-
nous. From a more technical perspective, objects can be considered as an
“infinite,” persistent (conferencing) session bounded only by thelifetime of the
object. Modifications to the object are broadcast to the members of that object
if they are online.

Related Work

Our notion of activity-centric collaboration based on shared objects has been
inspired by previouswork inthisarea. Thisincludesavariety of studiesone-mail
and activities, collaborative improvements to e-mail, and “peer-to-peer-like”
systems featuring replicated or synchronous shared objects. The following
paragraphs cover related work mostly from an application perspective. Work on
consistency control and peer-to-peer systems as it relates to our approach will
be discussed as we present the architecture and implementation of the system.

The use of e-mail has been widely studied and research indicates that e-mail is
a place where collaboration emerges (e.g., Ducheneaut & Bellotti, 2001a;
Ducheneaut & Bellotti, 2001b; Mackay, 1988; Whittaker & Sidner, 1996).
Ducheneaut and Bellotti (2001a) report on dynamic membershipin e-mail work
activities and on informal activities evolve to more formal ones, confirming
Bernstein’s (2000) description of emerging group processes.

A number of recent collaboration systemsillustrate concepts similar to activity
threads. Rohall, Gruen, Moody, and Kellerman (2001) show how automatic
analysisof subject headersand reply relationshipsin different e-mailscan group
them into a coherent thread of messages.

Bellotti, Ducheneaut, Howard, and Smith (2003) introduce the notion of a
“thrask” asameansfor better organizing e-mail activities. Thrasksarethreaded
task-oriented collections that contain different types of artifacts such as
messages, hyperlinks, and attachments and treat such content at an equal level.
Along the same lines, Kaptelinin (2003) presents a system that helps users
organize resources into higher-level activities (“project-related pools’). The
systemattemptstoincludenot just e-mail, but al so any desktop application. While
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all these approachesare similar to our use of activity threads, they are not shared
and they lack any awareness of how others are manipulating the artifacts.

A variety of collaborative systems implement replicated shared objects and
“collaborativebuilding blocks” similar to our prototype. OneexampleisGroove
(Groove Networks, n.d.), a peer-to-peer system that features a large suite of
collaborative tools (chat, calendar, whiteboard, etc.) and e-mail integration.
However, Grooveisworkspace-centric (although creation of shared workspaces
isquick) and collaborationiscentered onthetool splaced intheworkspace(e.g.,
all shared files appear in the shared filestool), except for persistent chat which
appears across all tools. In contrast, our system focuses collaboration around
artifacts, which can be organized in a single connected hierarchy of different
types. While Groove’' sdesign philosophy isdifferent from ours, thearchitecture
isvery alike. Their system hasto deal with problemssimilar to the onesdescribed
in the main section of this chapter. However, we have no technical information
available to compare the two approaches.

Another exampleis Eudora’ s Sharing Protocol (Eudora Sharing Protocol, n.d.),
which offersareplicated peer-to-peer shared file architecture compl etely based
on e-mail and leverages special MIME headers. Kubi Spaces (Kubi Software,
2003) also offers replicated shared objects, with aricher suite of object types,
including to-dos, contacts, and timelines. Microsoft Outlook (Microsoft Office,
2003) hasaserver-based “ shared e-mail folder” capability. LotusNotes(Lotus
Notes, n.d.) offers a replicated object architecture, although typically e-mail
objects are copies, not shared amongst different users. A powerful benefit of
these" shared e-mail solutions” isthat no additional infrastructurebeyond e-mail
isneeded. However, synchronization only occurson atriggered refreshinterval
and depends on a nonreal-time message delivery between intermediary e-mail
servers. Thus, collaboration is entirely asynchronous (e.g., users cannot work
simultaneously on a whiteboard in real time) with no real-time presence
awareness.

While our work focuses on peer-to-peer sharing of objects in the context of
collaboration around e-mail, there is an entire class of personal peer-to-peer
collaborativeapplicationsthat do not involvee-mail or shared objects. Theseare
ad hoc, synchronous communication systems using a peer-to-peer networking
infrastructure. Such systems enable lightweight collaboration (i.e., ho server
required to establish ashared session) by leveraging peer nodesto communicate
point-to-point and collaborate in purely synchronous sessions. Collaboration
ofteninvolvesnonpersi stent shared artifacts. Exampl esinclude shared whiteboards
and chatsfoundin conferencing applicationslikeMicrosoft NetM eeting (Microsoft
NetMeeting, 2003), voice-over-1P telephony applications like Skype (Skype,
2003), and shared editors like SubEthaEdit (SubEthaEdit, n.d.). Skype and
SubEthaEdit areparticularly noteworthy with simpleuser interfacesthat hidethe
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complexitiesof the underlying peer-to-peer networking protocols. Skypeusesa
proprietary protocol, whereas SubEthaEdit uses A pple Rendezvous, al so known
as Zero Configuration Networking, which is being standardized by the IETF
(Zero Configuration Networking, 2003). However, fromthepoint of view of our
“building block” approach of object-centric sharing, these applicationswould be
treated as additional shared objects, with the added option to persist themselves
for asynchronous use. For example, we do implement chat and a shared
whiteboard as shared objects, and welater describethe challengesof replicating
their events for live participants as well as for asynchronous access or late
comers.

A Peer-to-Peer Collaborative System
Based on Shared Objects

User Interface

The user interface to our peer-to-peer prototype system isintegrated into an e-
mail client. The client supports sharing of five types of objects: message, chat
transcript, file, annotated screen shot, and to-do item. These objects are
managed through a simple tree-like user interface that is contained in the right
pane (A) in Figure 2. Each “branch” in that tree represents an activity thread.

Users interact with shared objects by right-clicking on the nodes of the tree
which pops up acontext menu. Users can create new objects, del ete objects, add
and remove members, and so forth. Our client supports POP3 e-mail messaging:
The upper left pane isthe inbox (B) and the lower left pane a message viewer
(C). In the following, we use a scenario to illustrate how shared objects as
building blockscanbeusedto collaboratein an activity that startsfrom an e-mail
message. Please note that the activity thread displayed in Figure 2 is just a
shapshot at the end of an activity from the perspective of one of theactors(Bob);
the thread is built dynamically as the actors collaborate.

Bob is a project lead and he works with Dan on a project on “ Casual
Displays.” Catherineis a Web designer in their company who is responsible
for the external Web site. Bob receives an e-mail from Catherine containing
a draft for a project description that she would like to put on their external
Web site (1). She wants some feedback from Bob. Before getting back to
her, Bob wants to discuss the design of that Web page with Dan. Instead of
forwarding the message to Dan via e-mail, Bob decides to start a new
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Figure 2. Prototype user interface: (A) activity thread pane, (B) e-mail
inbox pane, (C) e-mail viewer pane
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activity by creating a shared object based on this message. He right-clicks
on the original message in his inbox, selects “ share,” enters Dan’s e-mail
address, and hits “ Share.” A new shared message object (with Bob and Dan
as members) shows up in Bob’s activity tree in the right window pane (2).
Bob right-clicks on the shared object and adds a new shared message to the
initial one because he wants to let Dan know that he would like to discuss
this with him. Bob’s message shows up as a child (reply) to the initial
message similarly to a newsgroup thread (3).

A few hours later, Dan returns to his desktop, which is running the client,
and notices Bob’s newly created shared messages. He opens one message
and while he is reading it, Bob sees that Dan is looking at the messages
because the shared object is lit green along with Dan’s name underneath
the object (4). Bob takes this as an opportunity to begin a discussion with
Dan within the context of the shared object. He right-clicks on the initial
message and adds a chat object to this activity (5). A chat window pops up
on Dan's desktop and they chat. In their chat conversation, Bob and Dan
continue talking about the Web page over the phone. At some point during
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the discussion, Bob wants to show directly how to change the Web page. He
right-clicks on the chat object in his activity tree and adds a shared screen
object (6). A transparent window allows Bob to select and “ screen scrape”
any region on his desktop. He freezes the transparent window over
Catherine’s draft Web page. The screen shot pops up on Dan’'s desktop.
Bob and Dan begin annotating the Web page in real time like a shared
whiteboard (7). As they discuss a few changes, Bob is asking Dan to
integrate a project logo into the Web page. Dan agrees but is pressured
now to run to another meeting. He says good-bye to Bob and tells him that
he will check with him the next day. Dan closes all his windows and as he
leaves, his name turns gray throughout all of his shared objects displayed
on Bob’s client.

Now alone, Bob continues annotating the Web page. He also types in a few
lines for Dan in the chat window before closing it. He then right-clicks on
the chat object and creates a new shared file object. He picks the logo file
from his local file system and the file object becomes part of Bob and Dan’s
activity thread (8). Bob closes all windows and leaves. Next morning when
Dan returns to his office, he finds Bob’s additional annotations, his chat
message, and the project logo file. He starts working on the Web page and
a few hours later, he puts the reworked page into the activity thread as a
shared file object (9) and adds a message with some comments (10). He also
shares these two objects with Catherine (11) so that she can download and
deploy the newly revised Web page and logo.

This scenario demonstrates how our prototype moves seamlessly and effort-
lessly back and forth from privateto publicinformation, and from asynchronous
to synchronous real-time collaboration, without manually creating a shared
workspace or setting up ameeting. Collaboration starts off with asingle shared
object and evolvesinto amulti-object activity, whichisstructured by adynamic
group of participants as they create and add new shared objects. An activity
thread provides the conversational context and awareness for an emerging
collaboration; it allows aggregating a mix of different object types.

System Architecture

Our design approach and the envisioned use of the system contributed to the
decision to implement our prototype as a peer-to-peer system. In particular, the
high administrative cost of centralized shared workspace systems was a major
factor in this decision. We wanted users to be able to create shared objects on
thefly inorder tofacilitateinstantaneousand effortlesscollaboration. Giving full
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control totheuser impliesthat the system should functionwithout any additional
infrastructure.

Another major requirement is that users be able to collaborate both synchro-
nously and asynchronously. Asynchronous work may take place while people
are online but also off-line when they are disconnected from the network. To
provideoff-lineaccessat any time, shared objectsneed not only be persi stent but
to reside on the user’s local machine (desktop, laptop, or PDA). In order to
synchronizelocal replicas, the system must provide appropriate communication
and consistency control mechanisms. Since the membership of shared objects
can be highly dynamic, the system al so hasto support late-joining users (Vogel,
Mauve, Geyer, Hilt, & Kuhmuench, 2000). Besides ubiquitous access to data,
replication hel psto achieve good responsiveness.

Finally, object-centric sharing as described in Section “Design Approach”
impliesthat membership management occursindividual ly for each shared object.
Thisfine-grained accessto and control of shared objectsmight entail ascalability
penalty in aserver-based system. A replicated system scal es better with respect
to the number of shared objects and the number of users.

Out of these considerations, we opted against a client-server solution and
decided to build a peer-to-peer system where each user runs an equal instance of
theapplicationlocally. Figure 3 showsthree applicationsinstances (A, B, and C).

Each local instance consists of a client component that provides the user
interface to the system (see Section “ User Interface”) and a service component,
called ActivityService, that maintains a copy of all shared objects that are
relevant to the local user. Peer discovery is accomplished by leveraging an
existing instant messaging infrastructure (see Section “Peer Discovery”). We

Figure 3. System architecture
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use a local database in each application instance to store and access shared
objects. Changes to the set of shared objects (e.g., creating a new object) must
be communicated to all peersthat participate in an activity.

From the user’s perspective, this peer-to-peer architecture means that, apart
from acquiring and running the application, no extra steps are necessary before
new shared objects can be created or existing shared objects can be accessed.
New peers can be invited and integrated easily, for example, by an e-mail
referencing aWeb link that automatically installs the application.

Data Model

All shared objectswith the current val ues of their attributesform the state of the
application. Generally, the state of ashared object may change either dueto user
actions or due to the passage of time. An example for a state change due to the
passage of timeisthe movement of an animated object along aflight path. Such
state changes are deterministic and can be cal culated | ocally by each application
instance on basis of the object’ s current state (e.g., speed and direction) and the
physical laws captured by the application (e.g., friction). Thus, they do not
require that the peers exchange information. In contrast, state changes that are
caused by user actions are nondeterministic and must be propagated to all
participants of an activity in order to keep the local copies of the shared objects
synchronized. Examples for such user actions are the creation of a new shared
object or the modification of an existing object, for example, when adding a
message to a chat object. State changes can be encoded either as complete
states that contain the updated values of all attributes, or as events that contain
the modification only. Our prototype encodes new objects as statesand all other
changes as events. In the following, we denote states and events that are
propagated to the set of users as operations.

Objectsthat allow state changes dueto user actionsonly are called discrete, and
objects that also support time-based changes are called continuous. This
distinction has to be taken into account when designing a consistency control
mechanism (Mauve, 2000). Whileall shared object types currently supported by
our prototype are discrete, our algorithms developed can be easily adapted to
meet the needs of continuous objects.

Communication Protocols

Theapplication-level protocol description for thedistribution of statesand state
changes among the peersisbased on XML, mainly to allow rapid devel opment
and easy debugging. Preliminary tests with our prototype have shown that the
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resulting performanceis sufficient, but should the need arise, we plan to switch
to abinary protocol. Using XML as a protocol description will also facilitate a
possiblefuturetransitionto standard X M L-based communi cation protocol s, such
as XMPP, which is the basis for Jabber (Jabber Software Foundation, 2003).
Whilethisdoesnot all eviate performance concerns, it does open an opportunity
for interoperability with different collaboration applications. To support XM PP
and interoperability, Miller (2001) discussesthe infrastructural piecesrequired
to facilitate collaboration amongst users and peer-to-peer applications, which
includes unique identity, contextual presence, awareness of a community,
protocol independence, discovery, and conversation management.

Since objects can be shared by an arbitrary number of users, application data
usually needsto be delivered to morethan one destination. Thus, the system has
to employ a group communication protocol. We opted against | P multicast due
to itsinsufficient deployment (Chu, Rao, Seshan, & Zhang, 2001) and because
it would require the use of UDP as a transport protocol, which is blocked by
firewalls in many organizations. Instead, a sender delivers application data
directly via TCP to each receiver, forming a star-shaped distribution topology.
Sincewe expect groupsfor most activitiestobesmall (i.e., upto 10 participants),
the network overhead imposed by this approach seems to be acceptable. An
alternative would be to use an application-level multicast protocol such as
Narada (Chu et al., 2001), which remains an issue for future work.

Peer Discovery

Building the application’ s communication on top of point-to-point unicast con-
nections means that a sender has to contact each receiver individually. There-
fore, a peer needs to know the I P addresses of all the peers it is collaborating
with. Since our prototypeisintegrated into an e-mail client, the natural contact
information of apeer isits user’s e-mail address. This has to be mapped to the
IP address of the corresponding user’s computer. The address resolution is a
dynamic process because an | P address might change when users connect via
dial-up, work on different computers, or use dynamic IP.

To allow a peer to connect to the system for the first time, we use the existing
instant messaging (IM) infrastructure in acompany to resolve e-mail addresses
(seeFigure 3). Each peer connectsto itsuser’ s corresponding i nstant messaging
server. Each peer contacting the server also leaves its own address informa-
tion—that is, the IM infrastructure serves as a means for peer discovery and
addressresolution. All addressesresolved by apeer are saved in alocal address
table together with the time the information was obtained. Thisaddresstableis
persistent and used on the first attempt to establish aconnection to another peer.
Should thisfail, theinstant messaging server is contacted to inquire whether the
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peer’s | P address has changed. Once a peer makes contact to other peers, they
can exchange addresses to complement their local address tables with new
entriesand to exchange outdated addresses. Inthisway communicationwiththe
addressserver can belimited and the peer-to-peer systemwill beabletofunction
for some time in case the address server is not reachable.

We are not focusing on peer discovery protocols in this work. The above
mechanismscould be al so easily replaced with existing peer discovery protocols
suchasGnutella(LimeWire, 2003) or IXTA (Wilson, 2003). Another alternative
would be to make use of the e-mail integration and exchange | P addresses with
special e-mails that are filtered by the e-mail client. The advantage of this
approach would be that no additional infrastructure for address resolution is
required. Itsrealization is an issue for future work.

Consistency Control

The replication of the application’s state as described in the previous section
requires explicit mechanismsto keep all state copies consistent. Much research
hasbeen donein keeping the state of synchronous multiuser applicationssuch as
whiteboards, shared editors, and so forth, consistent. Likewise, our prototype
requires consistency mechanismswhen people are working on shared objects at
the same time. However, by design, our system al so supports off-line use when
people are disconnected from the network, and we allow people who are online
to share objectswith otherswho are currently off-line. Littlework hasbeen done
on algorithms that support consistency in blended synchronous and asynchro-
nous collaborative applications. We have chosen and modified an existing
consistency mechanism for synchronous collaboration so that it also supports
asynchronous collaboration. In the following, we first describe consistency
control in the “ideal” case when everyone is online before we cover the
asynchronous case.

Synchronous Collaboration

Consider the scenario described in Section “ User Interface.” Let us assume that
Bob decides to change the name of the shared screen object that he and Dan
were annotating to “ project homepage” (see(7) in Figure 2). In order to execute
thislocal state changein Dan’ sapplication, Bob’ sapplication needsto propagate
the pertinent information. But sincethistransmissionissubject to network delay,
Dan could also change the object’s name to “first draft” in the brief time span
before Bob’'s update is received. In this case, Bob and Dan’s changes are
concurrent, and they conflict since they target the same aspect of the state.
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Without further actions, the nameof Bob’ sactivity would be“ first draft” and that
of Dan “project homepage,” meaning that the object’ s state isinconsistent. To
prevent this, the application needsto employ an appropriate consistency control
mechanism.

Tobemorespecific, therearetwo consistency criteriathat the application should
observe: causality and convergence (Ellis & Gibbs, 1989). Causality means
that an operation O, that is issued at site i after another operation O, was
executed at i needsto be executed after O, at all sites, so that the causeisalways
visiblebeforethe effect. For exampl e, the shared screen object hasto be created
beforeits name can be changed. Convergence demandsthat the state of all peers
isidentical after the same set of operations { O} was executed. This meansin
our example that Bob and Dan should see the same name of the screen activity.

Consistency control mechanismsthat fulfill these two criteriacan be classified
into pessimistic and optimistic. Pessimistic approaches seek to prevent conflicts,
such as the one described above, from happening by allowing only one user to
change a certain aspect of the application’s state at a certain point in time, for
example, by locking (Munson & Dewan, 1996). Their drawback is that they
constrain collaboration and reduce the responsiveness of the system. Optimistic
algorithms allow conflicts to happen and repair them afterward in an efficient
way. They work best under the assumptionthat conflictsoccur only infrequently.
Examplesareaobject duplication (Sun & Chen, 2002), operational transformation
(Ellis& Gibbs, 1989), and serialization (Sun, Jia, Zhang, Y ang, & Chen, 1998).
Object duplication creates a new version of an object whenever conflicting
operationsoccur, thuspresenting multipleversionsof the sameobject totheuser.
We believe that this approach is confusing for the user and is opposed to the
original goal of groupware, that is, to allow users the joint manipulation of the
same object. Operational transformation converts concurrent operations so that
they can be executed in the order in which they are received. However, the
drawbacks of this approach are that it is not easily applicable to all multiuser
applications (e.g., continuous objects), and that its implementation might be
rather complex.

Thus, wedecidedto useserializationfor establishing causality and convergence.
The basic ideais to execute a set of operations that targets a certain object in
thesameorder at all sites. Asaprerequisite, an appropriate ordering relation has
to be defined. Possible ordering rel ations are timestamps (M auve, 2000) or state
vectors (Lamport, 1978). When using timestamps, operations are ordered by
their assigned execution time. Timestamp ordering can be applied to all types of
objects, including continuous objects. However, it requiresthat the clocksat all
sitesare synchronized, whichincreasesthe administrative overhead and creates
dependencies on a time synchronization infrastructure. Hence, we decided to
use state vectorsto order operationsin our prototype. Thisissufficient because
all available object types are discrete. Should the need for continuous synchro-
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nization arise, the mechanisms described below can be switched easily to a
timestamp-based ordering of operations.

A state vector SV isaset of tuples (i,SN), i = 1,..,n, where i denotes a certain
peer, n is the number of peers, and SN is the sequence number of peer i.
Whenever i issues an operation O, SN, is incremented by 1 and the new SV is
assigned to O as well as to the state that results after executing O. We define
SV[i] := SN.. Withthe help of state vectors, causality can be achieved asfollows
(Sun et al., 1998): Let SV be the state vector of an operation O issued at site
a and SV, the state vector at site b at the time O is received. Then O can be
executed at site b when (1) SV [a] = SV [a] + 1, and (2) SV [i] < SV,[i] for
all peersi # a. This means that prior to the execution of O all other operations
that causally precede O have been received and executed. If thisisthe case, we
call O causally ready. But if O violatesthisrule, it needsto be buffered until it
is causally ready, that is, until all necessary preceding operations have arrived
and have been executed.

Convergence can be achieved by applying the following ordering relation to all
operations that are causally ready (Sun et al., 1998): Let O, and O, be two
operations generated at sitesa and b, SV, the state vector of O_and SV, the state
vector of O, and sum(SV) :=X SV[i]. Then O, < O, if (1) sum(SV,) <sum(SV,),
or (2) sum(SV,) = sum(SV,) and a < b.

Inthefollowing, we denote the set of operationsthat wasreceived by apeer and
executed in the order defined above as operation history. Due to the propaga-
tion delay of the network, it might happen that an operation O, that should have
been executed before an operation O, according to the ordering relation is
received only after O, has been executed, that is, O, would not be the last
operationwhen sortedintothe history. Thismeansthat applying O, to thecurrent
state would cause an inconsistency. Thus, a repair mechanism is required that
restores the correct order of operations. Timewarp (Mauve, 2000) is such an
algorithm and works as follows: Each peer saves for each shared object the
history of all local and remote operations. Moreover, snapshots of the current
state are added periodically to the history. Let us assume that an operation O,
isreceived out of order. First, it isinserted into the history of the target object
inthecorrect order. Thentheapplication’ sstateis set back tothelast state saved
before O, should have been executed, and all states that are newer are removed
from the history. After that, all operations following O_ are executed in a fast-
forward modeuntil theend of the history isreached. To avoid confusion, only the
repaired final state of the application should be visible for the user.

The advantages of the timewarp algorithm are that it functions exclusively on
local information and does not requireadditional communication among peers; it
isrobust and scalable; it is applicable to all peer-to-peer applications; and the
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operation history can be reused for other purposes such as versioning and local
recording. One major drawback is the memory usage of the operation history
which is determined to alarge part by the frequency of state snapshots. While
alow frequency saves memory, it increases the average processing timefor the
execution of a timewarp. From our experience gained with the prototype
implementation, we opted to save a state snapshot every 10-15 operations,
depending on the shared object.

The size of the operation history can be limited by analyzing the information
included in the state vector SV, of an operation O issued by peer j and received
by i: SV [K] givesthe sequence number of thelast operation that j received from
k,thatis,jimplicitly acknowledgesall older operationsof k. Under the condition
that O iscausally ready, there can be no timewarp triggered by operations from
j that are concurrent to operations from k with SN, < SV_[K]. This means, that
from j’s perspective, i can remove all operations of k with SN, < SV_[K] from
its history. Once i has received similar acknowledgments from all peers, old
operations can be cleared. This process can be sped up by periodically
exchanging status messages with the current state vectors of a peer.

In the unlikely event that a new peer late-joins an ongoing collaboration on a
shared object, obtains the current state, and issues a state change concurrently
to the operation of another peer, the aforementioned improvement might fail
since peersclearing their history have no knowledge about the | ate-joining peer.
This can be prevented by keeping outdated operations for some extratime span
or by using an additional repair mechanism such as state request (Vogel &
Mauve, 2001).

Another drawback of the timewarp algorithm isthe processing timeto recal cu-
late the application’s state. But since each shared object has its own operation
history and since statesareinserted frequently into the history, thetimerequired
for atimewarp isusually below 40 msec on an AMD 2.0 GHz PC, which is not
noticeable for the user. Also, asfound in Vogel and Mauve (2001), the number
of timewarps can be reduced dramatically by analyzing the semantics of
concurrent actions: Let O, be a late operation and {O} the set of executed
operationsthat follow O_’'s correct position in the operation history. In case O,
and all operations O, change independent aspects of an object, O can be
executed without atimewarp and without violating the convergence criterion.

The actual effect of atimewarp might be disturbing for auser: It is possiblethat
the recalculated state differs to a high degree from the object’s state that was
visiblebefore, for example, when objectsaredel eted. Inthiscase, an application
should provide the user with information about the cause of the visual artifact,
and highlight the objects and the usersinvolved (Vogel & Mauve, 2001).
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Asynchronous Collaboration

A key aspect of our prototype is that shared objects can be accessed by users
anytimeand independently of others. They are persistent evenwhen all peersare
off-line, and they facilitate synchronous aswell as asynchronous collaboration.
Thelatter meansfor the scenario described in Section “User Interface” that Bob
can access and manipul ate data of the shared screen object (see (7) in Figure 2)
evenwhen Danisoff-lineand hisActivityServiceisnot running(notethatin case
Danisnot currently working on ashared object but hisapplicationisrunning, no
additional actionsarerequired since Dan’ sActivityServicestill receivesall state
updates). This raises the question how Dan’s application can acquire the
information that wasmissed onceitisactiveagain sothat it possessesthecurrent
state and Dan is able to continue the collaboration. For easier discussion, we
denote the process of reconnecting after operations have been missed as late-
join, the peer that missed operationsaslate-joinclient, and any peer that provides
information to the late-join client as late-join server (Vogel et al., 2000).

One design option is whether the late-join client should be provided with all
operations missed or, alternatively, with a copy of the current state. The latter
option has the advantage that a state transmission is more efficient in terms of
data volume and processi ng time whenever the number of missed state changes
is rather high (depending on the nature of the object’s state and the state
changes). But at the same time, this approach requires additional measures to
ensuretheconsistency of thelate-joinclient’ sstate (V ogel & Mauve, 2001): The
late-join server providing the object’s state cannot guarantee its consistency
since concurrent operationsthat are not included yet could be under way. Thus,
we chosethefirst option and provide all missed operations. Thisismore robust
since the late-join client will possess a complete operation history under the
condition that all missing operationswill be delivered eventually. The late-join
client isthen able to ensure the consistency of the object’ s state as described in
the previous section.

Other design options concern whether the data transmission is initiated by the
late-joinclient or the server, and when thetransmissiontakesplace. I nitiating and
controlling thetransmission by thelate-join client isthe obvious choicesincethe
client has to ensure the consistency of its own state. When starting the
application instance, the client therefore contacts all peers with whom it
collaborates one by one, and hands over the current state vectors of its shared
objects. Comparing those state vectors to its own, a peer can decide which
operationsfromits history need to be sent to the late-joining peer (if any). Thus,
the late-join client can obtain missed state changes from any peer that partici-
patesin a shared object, not only from the original source of an operation. This
is especially useful when that source is off-line at the time the late-join client
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connects. Additionally, itincreasesthe robustness of the system and spreadsthe
burden of initializing clientsto all peers. To further increasethe probability that
all missed operationsarereceived, information about the current state of objects
is also exchanged whenever a user joins a shared object.

However, this approach succeeds only if a peer that was already participating
in ashared object missed some state changes. But another possibility isthat a
new shared object is created or that anew member isinvited to join an existing
object (asin step (1) of the scenario in Section “User Interface”). Notice that
either the peer creating a new shared object or the peer receiving a new shared
object could be offline. So when reconnecting, thelate-join client doesnot know
about the new shared object and can therefore not ask for the transmission of
missed operations. Evenworse, it might bethat thelate-join client doesnot know
the other peersthat are members of this shared object if they did not collaborate
before. Thus, in case a peer misses the creation of an object or the invitation to
an existing object, the responsibility for the retransmission must be with the
originator of that action. Should both peers connect for the transmission of any
other data, the missed operationscanbedeliveredtothelate-joinclient. Thelate-
join server also triesto contact the client periodically (depending on the current
application and network load).

Asinthepreviouscase, theprobability for quickly updating thelate-joinclient can
be increased by placing the responsibility for updating the late-join client not
solely on the original source but on all members of a shared object. The more
members ashared object has, the higher the likelihood isfor aquick update. For
thispurpose, the peer that created an object or invited new membersto an object
informs all available peer members that the relevant operations could not be
delivered to one or more peers. All peers are assigned the task to try to transmit
the operations to the late-join client either by making regular contact or by
probing periodically. They stop as soon as they receive a state vector from the
client that indicates that it possesses the required information. In case the late-
join client receivesthe same operations more than once, it simply ignoresthem.

In summary, our approach to achieve a consistent application state (also in case
of asynchronous/off-line use) is based on the retransmission of missed opera-
tions, accomplished by the aforementioned mechanisms in our prototype.
Retransmissions can be initiated by the late-joining peer, by the peer who was
the source for an operation, or by other peer members of a shared object. All
operations received by the late-joining peer are then executed in the order
defined in the previous section. They might trigger atimewarp if necessary so
that consistency can be achieved.
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Simulation Results

In order to evaluate the correctness and the performance of the algorithms
described above, we simulated different scenarios for the synchronous and
asynchronous collaboration of two and three peers, respectively. In each
scenario we randomly reproduce the activities of atypical work week with 5
days. During one simulated workday, the following actions take place on
average: A total of three shared objects are created, each peer views the data
of an object 15 times (i.e., opens and closes the view window of an object 15
times), and each peer modifies the state of an object 10 times. The simulated
scenariosdiffer inrespect to thetime span that each peer isworking either online
or off-line. For easier handling, we simulated each workday in 60 seconds.
Please note that this increases the probability for atimewarp when peers work
synchronously. Because of thelimited number of operationsinour scenarios, we
insert a state snapshot every five operations into the history.

Results for the Timewarp Algorithm

When all peersare collaborating synchronously over the entire simulation time,
atimewarp can happen only under therare condition that two or more operations
targeting the same shared object areissued concurrently, that is, within thetime
span that is necessary to propagate these operations. For a scenario with two
peers, atotal number of five timewarps was triggered with an average duration
of 26 msec and an average number of 6.4 operationsthat needed to be executed
in order to regain a consistent state (please note that the sequence of operations
to be executed in the case of atimewarp also included operations that were not
causally ready before). When both peersareworking online for only 80% of the
simulated time, atimewarp becomes much morelikely since concurrent actions
can now happen over the whole time span where at least one peer is off-line.
Consequently, a total number of 27 timewarps occurred that took an average
execution time of 28 msec and an average sequence of 6.7 operationsto rebuild
the application’s state. When the time that peers spend online was reduced
further to 50%, 118 timewarps happened with an average time of 32 msec and
13.2 operations to be executed. In the last scenario, the two peers worked
synchronously only for 20% of the simul ated time. Sinceinthiscasemany shared
objects and subsequent actions were actually created when being off-line, the
total number of timewarps decreased to 44 with an average duration of 30 msec
and 9.5 operations in a timewarp sequence. In all cases, the average time to
executeasingletimewarp was below 32 msec which isnot noticeablefor the user.

Theeffect of thealgorithm to reducethe size of the operation history can be seen
in Figure4, which depictsthetotal number of operationsexchanged in compari-
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Figure 4. Size of operation history
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son with the actual size of the history of the two peers, assuming an onlinetime
of 80%. In this scenario, the algorithm was able to limit the size of the histories
to approximately 25% of thetotal number of exchanged operations. For the other
scenarios, this number lay between 20% and 40%.

Results for the Delivery of Late-Join Data

Whileapeerisworking off-line, operationsoriginating from or targeting that peer
cannot bedeliveredimmediately. I nstead, theal gorithmsdescribedin Section 5.2
transmit the missed operations when the peer reconnects. Figure 5 shows the
time periods for peers collaborating synchronously in the scenario where the
three peers spend 80% of the simulation time online. The number of operations
that actually need to be delivered belatedly because the receivers are unreach-
able, isdepictedin Figure 6. Thelate-join algorithm managed to update peersas
soon as they were online again. The curves include those operations that are
cached by all receiversthat were online at thetimethey wereissued (see Section
“ Asynchronous Collaboration”). On average, peer 1 stored 5.3 operations (peer
2: 7.2, peer 3: 5.3) for the other peers, and it took about 3.9 sec (peer 2: 4.4 sec,
peer 3: 4.0 sec) between generating and delivering a certain operation (please
note that peers were offline at the end of all simulations (see Figure 5) and
operations that had not been delivered were not included in the analysis of the
delivery time span). These numbers increased considerably for the scenario
where peers were online for 50% of the simulation time: Peer 1 cached on
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Figure 5. Online time of peers
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average 25.4 operations (peer 2: 15.3, peer 3: 22.5) and missed operations were
transmitted 22.7 sec (peer 2: 13.5 sec, peer 3: 20.5 sec) after they were issued.
Inthelast scenario where peerswereonlinefor only 20% of the simulation time,
the first peer met the other peers only rarely. Consequently, peer 1 stored on
average 107.4 operationsfor 60.6 sec (peer 2: 80.4 operationsfor 22.8 sec, peer
3:66.4for 27.6 sec). These numbers show that the state of a shared object might
diverge to a considerable degree when peers are working offline for a longer
period of time. The algorithm for the distributed caching of missed operations
most likely will alleviate this problem, if the number of members of a shared
object increases. However, its performance also depends on the work patterns
of the members of a shared object.
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L essons L ear ned and Discussion

Our design approach and usage scenarios were amajor factor in the decision of
building apeer-to-peer system that would function without much administrative
overhead. The most challenging aspect of this system is to make it work for
asynchronous/offline collaboration as well as for real-time collaboration. Our
approach builds upon an existing consistency mechanism for synchronous
collaboration. In Section “ Asynchronous Collaboration,” we discussed several
strategiesthat weimplemented to make surethat thisal gorithm would al so work
in case of asynchronous/off-line work. They are based on recovering the
operation history after periodsof off-line/asynchronouswork. Itisinterestingto
notethat all mechani smsproposed areindependent from aspecific shared object
type (e.g., chat or annotated screen shot); they work on the basis of generic
propertiessuch asstate vectorsand operations. Thus, our prototype can beeasily
extended to other object types. Our simulation results in the previous section
indicate that our system design works and performs adequately. However, our
approach has also some shortcomings.

The time for reaching a consistent state after periods of off-line use depends
very much on user behavior. In the worst case, local states of a shared objects
might diverge for a very long period of time, for example, if two users are
alternating between being off-line and online. Each user works on astatethat is
not the current state and then, after eventually merging the operation history,
they might see an unexpected result. This reflects a major problem of this
approach: While the state is now consistent for both users, the machine cannot
guesswhat their actual intention was when they were independently modifying
the shared objects. The algorithm only makes sure that both can see the same
end result. However, for the user it is difficult to understand how the resulting
state of the object came to be. We believe that it is crucial to provide some
mechanisms that assist the user in thistask. For example, the application could
animate partsof the history to visualizethe sequence of operationsthat |led to the
current state. Also, the application could provide access to older versions of a
shared object and allow auser to modify the current object statein coordination
with conflicting participants. Such aids can be realized easily, since each peer
mai ntainsthe operation history locally, containing all theinformation required.

There are also two rather technical solutionsthat would alleviate the aforemen-
tioned problem: Adding additional servers, which cache operations and update
late-joining peers, would hel p to decrease the time between resynchronizations
of states. Whenever peers are connected to the system, their application can
send operationstothe caching server, if thecollaborating peersare currently off-
line. When the other peers connect, they first contact the caching server to
collect missed operations. The drawback of this approach is that it requires
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additional infrastructure that needs to be maintained. Another technical ap-
proach could beto put more semanticsinto the consistency algorithmitself. The
ordering of operations in state vectors is based on sequence numbers, that is,
when peoplework off-linefor long periods of time, the system only looks at the
sequence numbers to restore a consistent state. But the sequence numbers do
not reflect when operations actually took place. If two users work off-line at
different times, ordering of operations could be prioritized by the recency of the
state change, which would probably help users in better understanding the
resulting state after merging the operation histories. This could be achieved
either by using globally synchronized clocksasameansfor ordering (whichagain
requires infrastructure) or, more elegantly, by using a modified state vector
scheme that incorporates local time into the numbering.

One issue we did not address deeply in this work, but is of concern with any
collaborative application, is security. From an architectural and user perspec-
tive, we do offer object-centric access control, with two roles: member and
creator. A user creating ashared object (i.e., a“creator”) in our system assigns
membersat creationtime, aswell asafterward, thusdefining who has permission
to access that object. Members can add additional objects and other members,
but they cannot drop other members except themselves, unless the member who
performs the drop operation is the creator of the shared object. The creator is
alsotheonly onewho hastheright to deletethe object. Anareafor improvement
isto support different kinds of roles (e.g., reader, cocreator), but achallengeis
to ensurethat such measures do not makethe security management heavyweight
for the user. For the sake of time, we built our prototype with only a simple
password scheme to authenticate, and transmitted data is not encrypted. For a
commercial system that would be trafficking personal information and mes-
sages, securing the protocol isimportant. Udell, Asthagiri, and Tuvell (2001)
discusstheissuesinvolvedin securing apeer-to-peer workspace, whichinvolves
creating access keys for individuals as well as on-the-fly workgroups.

It is noteworthy that when we started this project, we were not anticipating the
complexity of such a peer-to-peer system despite the fact that some of the
authors of this paper had several years of experience in developing distributed
systems. Theimplementation of only the consistency mechanismstook threefull
person months. And, before starting to work on the peer-to-peer aspects, we
already had a server-based prototype available.

When building a peer-to-peer system, the advantages of this approach have to
be carefully traded off against the benefits that a server-based solution offers.
Webelievethat thereisno definite answer to the question of peer-to-peer versus
server-based. The design philosophy and the user experience of our system
require off-line use. Hence, we need replication of data to the local machine.
However, the aspect of off-line use would also greatly benefit from having a
server that helps synchronize divergent copies of the distributed state as
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discussed above. We are currently investigating hybrid architectures that use
serversfor resynchronization, caching, addressresolution, and other useful more
lightweight services. While they hold a master copy of the state, local applica-
tionswould still communicate directly peer-to-peer. In thistopology, the server
would be just another peer with a different role. The presence of a server
facilitates synchronization. However, please note that even with aserver, there
isstill aneedfor consistency algorithmsliketheonedescribedinthiswork. When
working offline, local replicasand operationsneed to be merged with the master
copy on the server. With some modifications, the algorithms described earlier
could also be used in a hybrid architecture. We are aware that a hybrid
architecture again comes with the problem of an additional infrastructure that
needs to be introduced and accepted within an organization, which may take a
long time. In the meantime, pure peer-to-peer systems help pave the road to get
there.

We believethat ultimately the user experience hasto be peer-to-peer. E-mail is
actually a very good example for such a hybrid system that feels peer-to-peer
from auser’s perspective but isimplemented through anetwork of mail servers
(which talk peer-to-peer to one another). Most e-mail clientstoday also support
off-line use by keeping local replicasof their inboxes. However, e-mail doesnot
support shared states and real-time collaboration and thus does not face the
consistency challenges like in our system.

This chapter has mainly focused on the technical aspects of a system that
supports object-centric sharing. However, this new paradigm also deserves and
needs to be studied from a human-computer interaction (HCI) perspective. A
usage study was only recently completed (Muller, Geyer, Brownholtz, Wilcox,
& Millen, 2003), and we do not want to anticipate results here. However, there
issome preliminary feedback that isworth mentioning. The system was shown
to more than 50 peopl e through demos on three consecutive days. We al so used
the systeminformally in our own group for aperiod of six weeksfor discussions
and bug reporting specific to the system itself.

Many peoplereported that the notion of activity-centricwork isasubstantial part
of their everyday work practices. They liked the capabilitiesin our prototypethat
support this notion, such as aggregating related items and seamlessly moving
back and forth between different modes of collaboration. While the design
philosophies of object-centric sharing and conversational structure seem to
resonate very well, people had some concerns about our user interface design
and other shortcomings that we had not addressed then. Our user interface, for
example, shows tree-like structures the way they are stored in the system. We
envisionthat thereare better waysof presenting and navigating that information.
More conversational interfaces that are structured by time could help under-
standing the history of an activity. People-centered views could help focus on
whom you want to collaborate with and could display shared objectsthat relate
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to a certain user or a group of users. A disadvantage of the tree-like approach
isalso that thistree-hierarchy isforced on all users, including newcomers who
might not understand how to navigate this structure. Whether thisis a serious
hindrance or not will be determined by our ongoing user evaluation.

Another major issue was the management of shared objects. People reported
that they are engaged in numerous lightweight activities every day. They were
concerned that the user interface can easily become cluttered and that it would
be hard to find information in the tree. More work needs to be done to face this
challenge. Activitiesmight grow quickly and evolveto agile, moreformal public
spaces. We need to provide means so that people can transform theseto ashared
workspace system. Many activities though will never reach that state. So as a
major desired feature of our system, people were asking for some kind of
archiving mechanism that hel psthem get compl eted stuff out of their way inthe
tree, with the option of still having access to the information for later perusal.

Conclusion

The domain of peer-to-peer cannot be characterized solely by file sharing and
network protocols. Peer-to-peer is a powerful programming model that can
benefit everyday users with lightweight, synchronous, and asynchronous col-
laboration. This chapter described anew peer-to-peer collaboration technology
that takes one step to help realize this promise. Our peer-to-peer system targets
collaborativeactivitiessitting midway between ad hoc communicationin e-mail
and more formal collaboration in shared workspace systems. As a major new
design principle, weintroduced the notion of object-centric sharing, whichallows
peopleto aggregate and organize shared objectsinto activity threads, providing
an emerging context that evolves and engages a dynamic group of participants.
Being “placeless,” this approach imposes little overhead and allows for light-
weight, ad hoc collaboration. A peer-to-peer implementation under the hood was
a natural choice for a system with these characteristics.

However, devel oping advanced peer-to-peer systems whose functionality goes
beyond simple file sharing is a challenge. In this chapter we have described
various technical aspects and implementation issues of a novel peer-to-peer
prototype system. As an implication of our design approach of object-centric
sharing, we need to maintain consistency in a blended synchronous and asyn-
chronous collaborative system. To achieve this goal, we have enhanced a
popular consistency control algorithm, which had been originally designed for
real-timecollaboration. Our simulation resultsindicatethat thisapproach works
well. However, a major difficulty is that during long phases of asynchronous
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work theapplication state might divergesignificantly. Toalleviatethisproblem,
wearecurrently lookingintoimproved versionsof our consistency algorithmand
we are also investigating new hybrid architectures that use lightweight caching
servers to make the system more robust. There are several other unresolved
technical challenges that we have not touched upon deeply in this chapter.
Security of shared objects and scalability of fine-grained sharing of content
remain interesting future directions in the evolving domain of peer-to-peer
applications.
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Chapter X

“Let MeKnow

What You K now”

ReachOut asa Mode for a
Peer-to-Pear Knowledge
Sharing Network

Vladimir Soroka, IBM Haifa Research Lab, Israel
Michal Jacovi, IBM Haifa Research Lab, Israel

Yoelle S. Maarek, IBM Haifa Research Lab, Israel

Abstract

Peer-to-peer (P2P) technology has spread through the Web over the last
few years through several incarnations, ranging from search for
extraterrestrial intelligence to multimedia file sharing, or resource sharing
in the general sense. Collaboration systems, expert finding systems and
recommender systems are all examples of resource sharing tools where the
basic resource is “ knowledge,” yet they are not viewed as peer-to-peer due
to their centralized architecture. We claim that the process of knowledge
sharing in such systems is ofter P2P, regardless of their architecture. This
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chapter analyzes knowledge sharing and collaboration models through the
prism of P2P technology. We propose a framework for determining when
knowledge sharing systems follow a P2P model, review existing
collaboration and knowledge sharing systems, and verify whether they
qualify as P2P under the criteria we define. We then introduce our
“ Second-Degree Peer-to-Peer” model for knowledge sharing and illustrate
it with ReachOut, a tool for peer support and community building developed
at the IBM Haifa Research Lab.

| ntroduction

Peer-to-Peer (P2P) technology has clearly crossed the chasm?, and some of its
applications have been so widely adopted that they clearly can be seen askiller
applications of the Internet era. P2P is used for a wide variety of purposes.
Examplesinclude search for extraterrestrial intelligence (SETI @Home), peer-
to-peer instant messaging (P2PMessenger), and telephony services (Skype).
Y et themost prominent usage of P2Pismultimediafilesharing? (mostly for songs
and video clips), as offered by numerous applications such as Napster, Kazaa,
Gnutella, and eMule. Multimedia is not the only type of resource that may be
shared. If P2P systems are effective for multimediasharing, they should also be
effective for the sharing of other resources such as knowledge. Collaboration
systems (Groove), expert finding systems (Ackerman, 1994; Ackerman &
McDonald, 1996), and recommender systems (Terveen and Hill, 2001) are all
examples of knowledge sharing tools. However, these systemshaverarely been
viewed as peer-to-peer due to their centralized architecture.

The question we address here is whether a centralized architecture really
disgualifiesatool frombelongingtothe P2Pclass. In Napster, for instance, while
the actual mediasharing isdonedirectly between two users, theinitial lookupis
performed on the central server. This leads us to believe that a more generic
definition is needed for qualifying systems as P2P systems.

We argue that knowledge can be seen as a resource suitable for sharing and
exchange under a P2P model. Many current knowledge-sharing tools have
elements of P2P in their design and implementation. We will review here these
existing tools and assess how they may benefit from P2P aspects. In order to
illustrate our purpose, we consider and study within this context, ReachOut—a
tool for peer support, knowledge sharing, and community building created at the
IBM Haifa Research Lab.

Therest of this chapter is organized asfollows: Wefirst define knowledge and
justify why it is an exchangeable resource in P2P systems. We then propose a
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framework for determining when resource-sharing systemsfollow aP2P model.
We continueby reviewing and anal yzing exi sting knowledge sharing systems so
asto verify how they fit the proposed framework. Finally, we definea* Second-
Degree Peer-to-Peer” model for knowledge sharing and investigate how our
example P2P knowledge sharing tool, ReachOut, matches the model. We
conclude by drawing some generic guidelines for creating P2P knowledge
sharing systems.

Knowledge as a Resour ce

Many definitions of knowledge (Alexander, Schallert, & Hare, 1991; Nonaka &
Takeuchi, 1995; Polanyi, 1966) have been proposed. For the sake of clarity, we
will use here the basic definition of knowledge provided by Ackoff (1989).
According to Ackoff, the content of the human mind may be divided to five
categories: data, information, knowledge, understanding, and wisdom. Thefirst
four categoriesare of special interest to us. Dataconsist of symbols; information
isassociated with processed data, which can provide answersto questions such
as who, what, where, and when; knowledge is an application of data and
information (answers to “how” questions); and understanding is a result of a
cognitiveand analytical processthat allows peopleto evaluate“why” questions.
A good exampl e of the difference between knowledge and understanding isthe
multiplication table. Elementary school children know the table and thus can
easily answer how much 6x8is, but will fail tofindtheresult of 234x67, sincethey
do not under stand the process of multiplication.

From thisdefinition, it isobviousthat people prefer receiving knowledge rather
than raw dataor information. Knowledge can be provided by otherswho possess
the relevant knowledge (and thus can help in answering the“how” questions) or
peoplewho have adeep understanding of the problem areaand can thus provide
helpinansweringthe“why” questions. Thischaracteristic of knowledgeis, inour
opinion, what qualifiesit as avaluable resource suitable for trading.

Human knowledge is deeply contextual and is triggered by circumstance
(Polanyi, 1966; Snowden, 2002). As a consequence, all attempts to map the
knowledge possessed by membersof any largegroup to an explicit datastoreare
doomedtofailure. If wetry to make people state their knowledge verbally, they
will most probably miss a large part of what they know—this part is often
referredtoas“tacit knowledge” . Tacit knowledgeisbackground knowledgethat
is used to accomplish the task in focus (Polanyi, 1966). This definition only
emphasizes the fact that tacit knowledge is highly circumstantial and as such
cannot be easily mapped.
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Another important characteristic of knowledge is the fact that people are often
reluctant to share the piece of knowledge they posses. Actually the problem of
“tragedy of the commons,” where people use the common resource without
actually contributing to it, isamajor problem in virtual communities (Adar &
Huberman, 2000; Kollock & Smith, 1996). The value of information (Rafaeli &
Raban, 2003) and the val ue of knowledge have become apopular researchtopic,
which seemsto indicate that if knowledge isvaluable in the online economy, it
isworth exchanging.

Tiwana (2003) argues that the only way to harness collective knowledge is to
acknowledge the nature of relationships between people. Moreover, he states
that “peer-to-peer networking naturally supports knowledge management by
closely adopting the conventionsof faceto face human communication” (p. 78).
Indeed, as supported by many studies and findings, virtual communities are
successful precisely because of their mimicking real-life relationship patterns
(Rheingold, 2000). P2P does not only imitate real-life communication, it also
creates a complex social network, which brings additional value to the knowl-
edge community (Wellman, 1997). People are interested not only in turning to
immediate contacts, but also in reaching out to unknown friends of friends and
those who can be reached by exploring each individual’s social network. This
reflects theimportance of weak ties—people who are only weakly connected to
a person have different information and different knowledge to contribute
(Granovetter, 1973).

To summarize, knowledge is a valuable sharable resource. As such, it is
attractive enough to be exchanged in P2P networks. Moreover, P2P networks
can contribute alot to knowledge sharing systems by introducing some possible
solutions to potential knowledge sharing problems. The following section de-
scribes a framework for defining P2P systems.

Peer -to-Peer Assessment Framewor k

P2P Litmus Test

Shirky (2000) proposes the following litmus test to determine whether a
technology qualifies as P2P:

1) Doesittreat variable connectivity and temporary network addresses asthe
norm?

2) Doesit givethe nodes at the edges of the network significant autonomy?

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of ldea Group Inc. is prohibited.



ReachOut as a Model for a Peer-to-Peer Knowledge Sharing Network 229

In order to qualify as P2P, a technology needs to satisfy both conditions. In
addition, thereisathird, implicit condition, stating that clients are supposed to
communicate with each other to make the system work.

Interestingly enough, thistest does not include adecentralized architecture asa
prerequisite condition (as P2P is often grasped). It rather assumes that each
node of the network ismore or less an independent player and isnot required for
the whole system to work. Thistest is pretty simple and can be easily used for
assessing existing knowledge sharing systems to see whether they can be (at
least partially) considered peer-to-peer.

P2P Classification

Tofinally reinforce the option of acentralized architecture of P2P systems, we
offer the following classification by Lv, Cao, Cohen, Li, and Shenker (2002).
They divide P2P architectures into three types:

a) Centralized, which maintainsaresourcedirectory at central locations(e.g.,
Napster)

b) Decentralized Structured, which doesnot haveacentral repository but uses
network structure to maintain resource location (e.g., Zhao, Kubiatowicz,
& Joseph, 2001)

c) Decentralized and Unstructured, which do not have either a central server
or structure maintenance (Cohen and Shenker, 2002; Gnutella, n.d.)

Tiwana (2003) introducesthe notion of “hybrid P2P systems” and definesthem
assystemsthat while supporting peer-to-peer communication, take advantage of
centralized servers for directory services. He focuses on P2P knowledge
networking and compares the characteristics of knowledge in the pure and
hybrid peer-to-peer models. We will later show how this hybrid model can be
extended to account for dynamically created groups.

This comparison, while showing the slight disadvantages® of the centralized
architecture, still maintainsitsstrongrelationstothegeneral P2Pmodel. Wewill
use the proposed litmus test for determining whether a system is P2P and will
classify systems using the classification proposed by Lv et al. (2002).

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



230 Soroka, Jacovi and Maarek

Knowledge Sharing Systems

The once extremely popular Usenet newsgroups (that still have some visibility
within Google Groups) are the most prominent example of peer support and
knowledge sharing. In Usenet, people share knowledge and opinions to create
a common knowledge archive (just like Napster users create a common
multimedia archive). Many behavioral patterns in Usenet usage resemble
patterns of P2P file sharing systems. Newsgroups are sometime used only asan
initial channel; additional communication isdone viadifferent channels, so the
actual knowledge exchange can be seen as P2P.

Let us apply our litmus test to the newsgroups’ knowledge exchange process.
Newsgroupsare an asynchronousmedium, sointermittent connectivity iseasily
tolerated and is anorm. Each node in the network for our purposeis a potential
adviser. Duetotheabundance of potential advisers, oneindividual contributoris
not assigned aspecial or uniqueval ue: the absence of apotential adviser will not
causethe systemto fail. On the other hand, the nodes are certainly autonomous,
they are not dependent on the network—not even for the purpose of knowledge
seeking, asthey may easily switchto other media. Thus, the Usenet newsgroups’
knowledge sharing mechanism can definitely be seen as P2P.* As for the
architectureclassification, in spite of the newsgroups' contentsbeing replicated
on various distributed servers for performance reasons, they all represent a
mirror of avirtual centralized server: askers approach a central group in order
to reach potential advisers. In fact, newsgroups also fit the extended P2P model
for knowledge sharing, which we discuss later, where a second-degree P2P
process takes place among a group of nodes. Indeed, with the evolution of a
discussion thread in the newsgroup, peers exchange knowledge and collabora-
tively form a coherent piece of knowledge that is hopefully new to, at least, a
subset of the participants.

Expert finding systems embody another example of knowledge sharing with
systems such as Answer Garden (Ackerman, 1994; Ackerman and McDonald,
1996). These systems assist in locating relevant experts and connecting them
with a requesting user. Here, again, the nodes are potential advisers, and the
same considerationsthat applied in the newsgroups' case apply hereaswell. As
for theclassification, Answer Garden certainly makesuse of acentralized server
for escalating questions. It does not fit the extended model of second-degree
P2P, asoncetheintermediary stepisover and connection between requester and
adviser is made, a simple one-on-one connection takes place.

Recommender systems represent yet a different kind of knowledge sharing
systems (Terveen & Hill, 2001). The idea behind a recommender system is to
accumul ate feedback from different usersand leverageit in order to recommend
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resources—such as movies (IMDb) or books (Amazon.com)—to other users.
Recommender systems may match close user profiles and recommend re-
sources based on similar user feedback. The architecture of such systemsisvery
similar to resource virtualization,® where the resource here is people’ s assess-
ments of aspecific object. Recommender systemstypically follow acentralized
architecture, and, in fact, the nodes do not engage in any communication among
themselves. They are not P2P.

Finally, advanced synchronous collaborative environments, such as Groove,
allow end usersto share yet another type of knowledge in a synchronous mode,
be it one’'s desktop or desktop area, or more informal knowledge as expressed
in instant messaging, shared drawings, and so forth. Groove isimplemented as
P2P software (Groove Whitepaper), whileanother similar system, IBM Sametime
Server-based e-Meetings (Sametime) is server oriented. However, the process
of knowledge sharing in such systems regardless of their physical architecture
is often P2P, as can be easily verified by using our proposed framework.

A Model for P2P Knowledge Sharing

We define aknowl edge sharing network as agraph where the nodes are people,
and resources for sharing along the edges are the implicit knowledge stored in
their minds. Some of this knowledge is accessible on demand, at the user’s
request (viaapull mechanism), while some of it popsout only in specific contexts
(as in push mechanisms). We argue here that knowledge sharing networks,
according totheabovedefinition, are sometimes configured as pure peer-to-peer
but often offer variants, even beyond the hybrid peer-to-peer mentioned earlier.

Knowledge sharing networks, just likein classical peer-to-peer systemssuch as
Kazaa or Napster, allow users to query the system for a specific resource they
need, namely a piece of information or knowledge, and all “relevant” clients
receive this query. The exchange of resource then takes place between the
requester and the providers of knowledge. However, the difference liesin the
manner in which relevance is established.

Relevanceisusually established asameasure of similarity between aninforma-
tion need and the piece of information that qualifies, thusin search engines, itis
a measure between the need expressed as a free-text query and a candidate
textual document. When dealing with knowledge encoded in people’s minds,
relevance can only be approximated since it is difficult to evaluate precisely
whether people canreally provide the needed knowledge. Asmentioned earlier,
the needed knowledgeisoftentacit and multipleinteractionsare needed in order
to extract it. A convenient way to approximate relevance is to ask people to
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declare their interests manually, either in free-text format or according to a
predefined taxonomy in the Usenet newsgroups manner. Subscribing to
newsgroupsisequivalent to declaring the general areasinwhich onehasinterest
in the resources (as a seeker or provider). This is different from the perfect
match usually sought when looking for MP3 files for instance. Once relevance
at this approximate level is established though, peers who are identified as
relevant (i.e., who share the common subscription) are put in direct contact to
negotiate and discuss between each other in order to isolate the needed piece of
knowledge, for instance through a discussion thread in a Newsgroup. Wethus
seethat the exchange of the“ knowledge” resourceisdoneneither in apurepeer-
to-peer manner nor in the hybrid manner discussed earlier. There seems to be
athird model, that we call the “second-degree peer-to-peer,” where relevance
isestablished by declaring one’ sinterest either to acentralized directory (likein
the hybrid model) or to secondary directories like in the Newsgroups NNTP
model, for instance, and then the actual exchange of resources is done at a
smaller scale, in a pure peer-to-peer manner, within the boundaries of a group
dynamically assembled for the occasion.

We thus propose to extend Tiwana's classification introduced earlier, whichin
our view covers the most prominent peer-to-peer scenarios, with athird type of
peer-to-peer which is mostly encountered in knowledge sharing networks.

Indeed, thefirst pure peer-to-peer model, asillustrated in Figure 1 (where nodes
represent people and edges the conduit along which resources are exchanged),
istypically encounteredinone-on-oneinstant messaging-styledialogs. A dialog
(if successful) resultsin knowledge transfer that satisfies the demand of one of
the users.

The hybrid peer-to-peer model introduced by Tiwanausesacentral directory as
a broker, asillustrated in Figure 2, where the central node is a special type of

Figure 1. Pure peer-to-peer knowledge sharing network

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of ldea Group Inc. is prohibited.



232 Soroka, Jacovi and Maarek

declare their interests manually, either in free-text format or according to a
predefined taxonomy in the Usenet newsgroups manner. Subscribing to
newsgroupsisequivalent to declaring the general areasinwhich onehasinterest
in the resources (as a seeker or provider). This is different from the perfect
match usually sought when looking for MP3 files for instance. Once relevance
at this approximate level is established though, peers who are identified as
relevant (i.e., who share the common subscription) are put in direct contact to
negotiate and discuss between each other in order to isolate the needed piece of
knowledge, for instance through a discussion thread in a Newsgroup. Wethus
seethat the exchange of the“ knowledge” resourceisdoneneither in apurepeer-
to-peer manner nor in the hybrid manner discussed earlier. There seems to be
athird model, that we call the “second-degree peer-to-peer,” where relevance
isestablished by declaring one’ sinterest either to acentralized directory (likein
the hybrid model) or to secondary directories like in the Newsgroups NNTP
model, for instance, and then the actual exchange of resources is done at a
smaller scale, in a pure peer-to-peer manner, within the boundaries of a group
dynamically assembled for the occasion.

We thus propose to extend Tiwana's classification introduced earlier, whichin
our view covers the most prominent peer-to-peer scenarios, with athird type of
peer-to-peer which is mostly encountered in knowledge sharing networks.

Indeed, thefirst pure peer-to-peer model, asillustrated in Figure 1 (where nodes
represent people and edges the conduit along which resources are exchanged),
istypically encounteredinone-on-oneinstant messaging-styledialogs. A dialog
(if successful) resultsin knowledge transfer that satisfies the demand of one of
the users.

The hybrid peer-to-peer model introduced by Tiwanausesacentral directory as
a broker, asillustrated in Figure 2, where the central node is a special type of

Figure 1. Pure peer-to-peer knowledge sharing network

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of ldea Group Inc. is prohibited.



234 Soroka, Jacovi and Maarek

second-degree peer-to-peer model is illustrated in Figure 3. Gnutella, for
instance, supports a way for users to cooperate in receiving the content they
need, thus accelerating the transfer rate of resources (Ripeanu, 2001). People
look for different parts of aresource in other users' repositories and thus can
assemble the required resource piece by piece from different peers.

Whilewe seeviathisexamplethat our model isalready embodied in other types
of networks, we believe that it is implemented de facto in many knowledge
sharing networks, simply because group discussions are more productive than
one-on-onediscussions. I nitializingtheinteraction and makingit visibleto others
who expressed some kind of interestsin the topic, allows knowledge seekersto
get quality control ontheprovided knowledge*“ for free.” Indeed, partici pantscan
issue comments on the resource exchanged and therefore providersinvest more
effortscontrolling thequality of theresourcethey generate sincethey know they
are being observed. In addition, passive participants in the discussion benefit
from new knowledge resources simply by being present and thus exposed to this
knowledge. Whilethey could be perceived as parasites of the process, they play
an important role, asthey provide de facto quality control as mentioned above.

Table 1. P2P models comparison table

Knowledge Characteristics Pure P2P Hybrid P2P 2" Degree P2P
Initiated through central Initiated through central
Flow Serverless directory, continuesone- | directory, continuesin
on-one group pure P2P
- High for explicit High for explicit and
RN STy e knowledge tacit knowledge as well
Autonomy Highly self-organizing Intermediate Intermediate

Reciprocity measurement Not possible

Possible through
directory server

Possible through
directory server, and
even further—asthe
group phase is
“organized” through the
Server, aserver agent
may follow it to measure
reciprocity

Knowledge network

externalities High Low Medium
Value-creation potential Medium Low High
Expertise maintenance . )
overhead Low High Medium

Centralized directory

. . Centralized directory server achoke point for

el L server achoke point location. Following P2P

processis scalable

- Tacit knowledge Improved tacit
Applications Internal, COd'f'e.d integration in dispersed knovyledge aceess and
knowledge sharing ; creation in dispersed
business networks

business networks
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In order to get a complete picture of this model as compared to the two others
mentioned earlier, weextend Tiwana' sknowledge characteristicstable(Tiwana,
2003, p. 78) and add a third column for comparison purposes.

As can be seen from the table above, our model is closely related to the hybrid
P2P model but adds some new dimensions crucial for knowledge sharing
process. We now proceed to describe our sample application, ReachOut,
introduced el sewhere (Ribak, Jacovi, & Soroka, 2002) to emphasize the advan-
tage of second-degree P2P model for knowledge sharing systems.

An Example: ReachOut

The ReachOut Tool

ReachOutisatool for peer support and community building within organi zations,
created and deployed at the IBM Haifa Research Lab. Following the early
newsgroups approach, it provides an environment for posting questions to
predefined interest groups, but unlike newsgroups, it supplies a synchronous
instant messaging environment for group discussions, and uses push technol ogy
to notify people of new or updated questions in synchronous mode.

When first joining the ReachOut experience, a user is invited to subscribe to
groups of interest. The taxonomy of interest groups is a shallow representation
of the knowledge in the organization, used for the definition of relevance of
potential advisers. A user subscription may be considered as a user profile,
indicating areas of interest. It should be noted that subscription by no means
indicates expertise, but rather implies some knowledge in the area, or even the
interest of anovice who wishesto gain by absorbing other people’ sknowledge.

Once subscribed, the user may keep ReachOut in its minimized mode. In this
mode, ReachOut appears as a system tray icon, which is overlaid by an
exclamation point when anotification arrives (Figure 4).

Figure 4. ReachOut in the system tray
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Figure 5. The ReachOut bar

<< Discussion titles == ™ LD &1 &l =] x|

When encountering an information need—where the knowledge of othersinthe
organi zation may be useful—the user may initiate a ReachOut discussion. For
thispurpose, theuser fillsout ashort form, supplying ashorttitlefor thequestion,
aswell asadditional detail sthat can help focusing answers. Theuser then selects
target groups for discussing the issue at hand; these groups are used to identify
the set of relevant users who will be invited to the discussion. Once submitted,
a new ReachOut chat room is created, and notifications are sent to the
subscribers.

ToopentheReachOut applicationfor taking part in discussions, the user double-
clicks the icon and a narrow bar opens (Figure 5) where new and updated
discussion titles fade in and out one after the other, decorated with icons that
indicatetheir status. The user may navigatethrough discussionsin several ways,

Figure 6. A ReachOut discussion window

# Diagrams in M5 PowerPoint - ReachOut 10l x|

Discussion Transcript

Asked by Michal Jacovi 3/10/03 10:14 AM Last Updated: 31303 1:30 PM
Related to;  Other Technologies [ Exclude guestion
Discussion Transcript Padicipants
Bioaz Mizrachi 1:19 P ;l Asher Chen
you should try paste special Boaz Mizrachi

Marina Bikerstein
Michal Jacowi
Sanee Rosen

Michal Jacowi 1:20 P
ak, Itried... butthe most appropriate aption there was
also the default - MS Office drawing - and it dogsnt

ook good
-z March 11, 2003
Sages Rosen 696 PM
| once used Yisio for creating an architecture hlock -

Type your text

Issue Resolved Send Save As. . | Close |
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based on groups of interest, discussion title, name of asker, or status of
discussion.

A ReachOut discussion is very similar to a conference chat room; however, it
is persistent through time. Thisroom has all the regular functionality found in
other chat applications aswell as some additional featuresrequired for the type
of blended synchrony that ReachOut offers. Likein other chat room applications,
users are aware of the other users who are in the same room with them;
ReachOut, however, allows them to also see those who contributed to the
discussion but are no longer in the room (see the names in black plain font in
Figure®6). Likewise, thefull history of the discussionisshown, regardless of the
time the user joined it.

Timestamps, including date change where needed, are translated to reflect the
viewer’s time zone. ReachOut discussions persist over days, even when there
is no user in the discussion room, and are closed by the system three working
days’ after the last append is made to them, that is, when they cease to evolve.
These features enable a vibrant group discussion, supporting synchronous
collaboration, whilestill allowing peoplefrom different time zonesand schedules
to take part in the discussion.

As in the case of newsgroups, ReachOut complies with the litmus test and is
classified as a second-degree peer-to-peer system. However, the notification
mechanism of ReachOut increases the chances of quality potential advisersto
takepart inthediscussion, and the synchronous mode and light tone of discussion
supply amore “modern” appropriate environment to foster fruitful discussions
that conclude faster.

Exemplifying P2P Processes in ReachOut

All ReachOut activities, be they publicly written questions and responses or
private activitiessuch asentering discussionsfor reading, arestored inalogfile.
(Please see below.) This makes ReachOut an ideal laboratory for studying

A. raises the following question:
A
Where do | find an expert on EJB's on 390?
Four different people add their reply, giving different referrals:
B.:
Have you tried the €TZ folks in POL? | think Dan Bazl is the manager.
C.
You can try Joe White out of Orlando. He may be able to assist depending on your need.
D.:
| do know that Diana Cole did run a JAVA competency group. She would probably be able to
point you in the right direction.
E.

The guy we usein the UK is Peter Benson, based in the Netherlands.
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collaborativeactivities(Jacovi, Soroka, & Ur, 2003; Soroka, Jacovi, & Ur, 2003).
For identifying P2P processes, though, thelog fileisnot required, as discussion
transcripts suffice for the location of cases where knowledge was exchanged
and even created. Many ReachOut discussions fall under the classification of
hybrid P2P process, where a person with an information need receives areply
(or several replies) that give direct answer or a referral for good sources of
knowledge. Thefollowing examplewas presented in Ribak, Jacovi, and Soroka
(2002).

ReachOut isfull of such exampleswhere people will locate people, even if the
initial questionisnot anexplicit searchfor an expert. Thisexpert referral feature
showshow peoplelook for knowledge by exploring the peer network. Aswecan
see in the above example, the proposed answers are not related. Though the
asker can potentially benefit from the group discussion (for example, if other
people reinforce an expert recommendation), essentially it is a hybrid P2P

Y. raises the following question:
Y. 7/4,12:02 PM:
How to reschedule the antivirus client
She adds the following details:

Hate it when it runs on Monday noon as it just did and stucked my laptop. Heard that you can
either download the server to change the settings, or twickle the registry. What's the fastest/easiest
way?

Two minutes later, V. comes up with the following solution:
V. 7/4,12:04 PM:
I know, | know! Go to c:\program FllessNAVNT and run NAVWHEN.exe
Y. tries V."s suggestion, but does not find the file:
Y. 7/4,12:09 PM:
Nope, no Nawvnt dir on my PC (XP)... | have a C:\Program
Files\Symantec_Client_Security\Symantec AntiVirus directory and there no Navwhen.exe
M. has a completely different suggestion:
M. 7/4,12:10 PM:
Click on the properties of the app itself for the schedule
Y. 7/4,12:13 PM:
Doesn't help either. | have no schedule in its config (seems to be run from the server???) do |
make sense at all here?
A.isnow curiousto try V.’s suggestion, discovers the NavWhen.exe file on a different location. He
contributes thisinfo in the hopes that it helps Y.
A.7/412:25 PM:
| have NavWhen in c:\Program Files\Symantec Client Security\Tools
Y. iswilling to look in that directory as well
Y. 7/4,12:26 PM:
let metry it
By viewing replies from different sources, V. realizes that different installations may put the filein
different locations. He suggests to not look in the Tools directory, but rather to search for the file via
Windows search
V. 7/4,12:27 PM:
Maybe it appears in different directories in different installations. Try searching for
Navwhen.exe
Trying this, Y. locates the files, runsit, and gets the results she was looking for.
Y. 7/4,12:37 PM:
Hallelujah it seemsit worked!! Thank you!
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scenario. Each peer provides a piece of information he or she possesses. No
other communication takes place between the members of the group.

There are many scenarios, though, that in fact reinforce the second-degree P2P
model. Scenarios in which the group as a whole reaches a solution that no one
participant could have contributed alone. The discussion in the table on the
previous page is one such example (typos and grammar errors are left asin the
origina).

The fact that the discussion takes place publicly, as a group discussion, allows
several peopletoraisedifferent solutions, and then allowsthem all toinspect the
seriesof trials, analyzethem, and come up with aconclusionthat actually solves
theproblem. Notonly didY . get her solution, but all participants—Y.,V.,M.,and
A.—aswell asthosewhossilently viewed thediscussion, gained knowledgeinthe
process. I nfact this piece of knowledgewasnot in possession of any one of them
prior to the discussion. The process that takes place within the discussion is a
pure P2P one. The fact that the group discussion isfacilitated by the ReachOut
server makes it a second-degree P2P process.

Conclusion

King (2001) emphasizes that in order to understand any process researchers
shouldlook at theinfrastructure of thisprocessrather than atitsvisual problems.
He advises to see the things that do not change, in order to understand the
changes that happen and address them. While King talks about ubiquitous
computing, hisobservation isvalid for any form of research. Indeed, often the
nature of any process lies in its very infrastructure, which was designed to
support the very basic challenges and processesthat arise from the nature of the
process. Thisiswhy theseinfrastructures do not change and that iswhy they are
interesting to ook at.

Knowledge sharing is an ancient process. People have been exchanging
information and knowledge since the dawn of mankind. In this chapter, we
focused on the core process of knowledge exchange and analyzed it from the
technological point of view by applyingtoit the principlesof P2P computing. We
have shown that the process of knowledge sharing is essentially a peer-to-peer
processby itself. Inreal life, it issometimes apure P2P process, but much more
often it cannot be effective without finding the right peers to share knowledge
with. Thus, ahybrid P2P model suitsthe process of knowledge sharing better by
introducing away for expert location.

We noticed that the knowledge creation process can be significantly improved
by turning to several advisers at once. We thus proposed a slightly different
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model for P2P that we called second-degree P2P model. In this model, after
initially searching for the group of experts, creation of ad hoc groupsisallowed,
where in turn group members engage in a P2P knowledge sharing process. We
have described ReachOut, atool for peer support that was devel oped at the IBM
HaifaResearch Lab, which usesour model to practi ce knowledge sharing among
work-based peers. We have provided an example discussion analysis to exem-
plify the second-degree P2P model knowledge sharing process.

Asknowledgeisacoreresourcein business-oriented collaboration, many tools
will be created in the future to facilitate knowledge sharing. We suggest that
before designing new tools for knowledge sharing, designers should study in
depth the underlying process in a given setting and use those studies in their
design. We argue that the second-degree P2P model we introduced for
knowledge sharingisquite universal and can be used to get additional insight on
knowledgeflow networksinsideany organization. Our experiencewith ReachOut
shows that by using awell-defined underlying model of the supported process,
more efficient tools can be created.
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Endnotes

! Phrase borrowed from Geoffrey A. Moore’s book, Crossing the Chasm

2 This usage of P2P is also the most controversial due to the legal issues
involved (such as copyright infringements), as widely discussed in the
press.

3 There are also some advantages for a centralized directory server such as
the ability for reciprocity management and efficient search.
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4 Newsgroups (NNTP) server architecture is also P2P. Newsgroups server
exchange information between each other and have backups if a certain
server is down, thus creating a giant grid of information.

5 Resourcevirtualization, also known as Grid, isaconcept of using multiple
resources of the same kind as one virtual resource.

6 Note that expert referral can also be implemented in a pure peer-to-peer
model, when peers refer the asker to a person who potentially has the
relevant knowledge; they simply have less coverage than a central direc-
tory.

7 Theexpiration window isaconfigurable parameter that should betuned to
the environment. We fixed it to three working days in our corporate
environment after careful analysis of the duration of dialogs.
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Abstract

Sharing IT resources within and among organizations is an attractive value
proposition in terms of efficiency and flexibility, but despite this, commercial
practice is limited. In contrast, financial and commodity markets have
proved very successful at dynamic allocation of different resource types to
many different organizations. Thus to understand how the potential benefits
of sharing IT resources may be promoted in practice, we analyze enabling
factors in successful markets. We present 10 basic lessons for IT resource
sharing derived from a financial perspective and modified by considering
the nature and context of IT resources. From each lesson we derive the
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required software or process capability required to support it. We then
evaluate the maturity of the respective capabilities within the peer-to-peer
and grid environments using a simple framework based on the standard
Capability Maturity Model approach. We conclude with a description of
the largest capability gaps and the lowest hanging fruit for making IT
resource sharing a more viable business proposition.

| ntroduction

Sharing IT resources within and among companies is an attractive value
proposition for many organizations in terms of efficiency and flexibility, but
despitethis, commercial practiceislimited. Thescope of potentially sharable| T
resourcesincludescomputation, storage, and data. Network bandwidth hasbeen
shared for some time, but this is typically done without a defined quality of
service. It will also be necessary to create appropriate packages of the different
resources to be shared, but beyond the scope of this article. The context we are
considering islarge-scal e sharing among separate budget entities, for example,
within alarge life-sciences company, an oil company, or afinancial institution,
or indeed, among them all. Common technical paradigms for enabling resource
sharing have been established in terms of the peer-to-peer (P2P), the cycle-
harvesting, and more generally, the whole grid movement. Whilst the value
propositionfor resource sharing may becompellingintheabstract, sharingisstil
at a rudimentary stage in practice.

Although businessexecutivesand I T managerswould surely welcometheability
toextract morevaluefromavailableresources, especially inlight of shrinking I T
budgets, they have been slow to adopt such practices, presumably because many
of them are not yet convinced that these new sharing paradigms can deliver in
practice. Technically, it isindeed possible to allocate resources as needed and
to change this allocation on very short time scales. However, the ability to
dynamically align resource allocations with changing business objectives is
largely absent. Thus the principal reason for the slow commercial adoption of
P2P and related technol ogiesisthat although such technol ogies enabl e sharing,
they do not help an organization decide how to best allocate the resources it
owns. Incontrast, financial and commodity marketshave proved very successful
intermsof both scal e and scope regarding the dynami ¢ sharing and all ocation of
many different types of resources among many organizations.

Thus, to understand how the potential benefits of sharing IT resources may be
realized in practice, we consider 10 lessons learned from the financial sector.
From each lesson we derive one or more software or process capabilities
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required to support it. We then evaluate the maturity of the respective capabili-
tieswithinthe P2P and grid environmentsusing asimpleframework based onthe
standard Capability Maturity Model (CMM) approach from the Software
Engineering I nstitute (2004).

We do not claim that the 10 lessons considered here and the respective
capabilities we derive are exhaustive and definitive but rather that they have
been fundamental for enabling commercial efficiency and flexibility in other
resource-sharing environments. Thus, these lessons are important for manage-
ment and engineerswho aim to promote efficient and flexibl e usage and sharing
of IT resources in acommercial context.

These lessons provide management with a checklist of the relevant business
issuesand required capabilitiesfor the successful implementation of appropriate
sharing strategiesin their organization. Practitionerswill appreciate the scope of
the challenge remaining for business alignment of sharing technologies and be
ableto identify which issuesto prioritize in practice.

The objective of this chapter is not to derive an academic research agenda,
although there are clearly many opportunitiesin thisfield.

Grid, P2P, and Cycle-Harvesting: Three Converging
Paradigms

Resource sharing can be implemented in many different ways, and several
technical approaches, each with itsown community, literature, software, and so
forth (e.g., Forster, Kesselman, Nick, & Tuecke, 2002; Kamkar, Shahmehri,
Graham, & Caronni, 2003; gnutella2.com; Thain, Tannenbaum, & Livny, 2002).
Of these approaches, we identity three main movements: grid computing, P2P,
and cycle-harvesting. These three movements have large areas of overlap, but
giventhat all threetermsarefrequently used to describe similar but not identical
technologies, we briefly discuss and compare them to set the stage for the rest
of the chapter. A summary of this high-level comparison is shown in Table 1.

We compareresource-sharing paradigmsaccording to thefollowing categories:
organi zation, function, enabling technol ogy, user expectations, user sophistica-
tion, accessrequirements, and commercialization of enabling technology and of
relevant resources. The category that deservesparticular attentioninthe context
of this chapter is the last, commercialization. As the other categories serve to
illustrate that these technol ogies may be different but in essence refer and | ead
to the same objective, that is, large-scale resource sharing, we will rarely
distinguish between them in this chapter.

Under the term commercialization, we consider the commercial success of
companies selling enabling technol ogies, and separately the success of compa-
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Table 1. Comparison of common paradigms for I T resource sharing

IT RESOURCE SHARING

Sharing Paradigm

Care enabling
technology

Expectations for;
Security /
Reliability

Sophistication of:

Implementers /
Users

Access
Requirements

Standardization

Commercialization

— Of enabling technology

- Of resource usage

— Computation
— Storage
- Data

* Resource
virtualization

¢ Medium / Medium

¢ High / Medium

Read/Write/Execute

¢ Formal process
led by the Global
Grid Forum
(GGF)

¢ Underway
— Many companies
- Some

— Data

Distributed
data search
and refrieval

e Low/Low

e Low/Low

* Read

¢ De-facto standards
from successful
software; some
movement to more
formal process
through GGF

¢ Prablematic
— Limited
= Failed

Feature Grid Peer-to-Peer Cycle
Computing Harvesting
* Organization * Any * Peers (by definition) * Classes of peers:
job originators;
harvested resources
* Main purpose * Resource sharing ¢ Content sharing ¢ Cycle sharing

— Computation

Resource
virtualization

Medium / Low

High / Medium

Read/Write/Execute

Proprietary solutions;
now moving to more
formal process
through GGF

Prablematic
— Many companies
— Failed
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niessellingtheresourcesthemselves(internally or externally). Whil st some P2P
softwareis or has been pervasive, for example, Napster or Kazaa, the business
success of the companies supporting the softwareislessclear. In contrast, there
are many companies successfully selling grid and cycle-harvesting software or
offering asignificant services business around these technol ogies, for example,
Platform Computing, Entropia, United Devices, Sun, IBM, and others. Interms
of salesof theresourcesthemselvesfor money, thereare someinternal company
examples in the grid space (although we cannot cite company names at this
point). There have been a number of attempts to commercialize resources on a
P2P or cycle-harvesting basis, but we are unaware of any significant successes.

From the comparisonsin Table 1, itisclear that in terms of delivering resource-
sharing capabilities, P2P and cycle-harvesting are functional subsets of thegrid
paradigm although they do not usually share the Global Grid Forum’ stechnical
standardsat thispoint. The paradigmsare often directed toward different market
segments and there is little technical commonality in their most successful
implementations (e.g., content sharing for P2P versus CPU/storage use by
applications for grid). However, the high-level business propositions are basi-
cally the same and we can expect the functionality to merge with increasing
commercial interest and further standardization. It followsthat the 101essonswe
discuss are relevant for all three sharing paradigms.

Ten Lessons from Finance

Inthis section, we describe each of the 10 lessons and the capability required to
derivethe benefit from each. In the foll owing section, we assess the maturity of
the respective capabilitiesin IT sharing systems.

Avoid the Tragedy of the Commons

Usage increaseswhenever thereisan increased need, that is, when the marginal
benefit to the user of utilizing an extra unit exceeds the cost of consuming that
unit. In an uncontrolled or free-for-all situation this marginal cost may be very
low. Thisisespecially trueinthe context of I T resources (see Shapiro & Varian,
1999), andispotentially asourceof trouble. If companiesconsider only individual
user’ sbudgets and preferencesin determining resource value, they may neglect
a very important factor: what economists call (network) externalities. An
externality can bedefined astheimpact of oneperson’ sactionsonthewell-being
of abystander and it can be positive or negative.
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Figure 1. The tragedy of the commons

N

I can run MORE JOBS I've got
than anyone elsel UNLIMITED ACCESS!

Thissocioeconomic phenomenonwhereby theindividually “rational” actionsof
membersof apopulation have anegativeimpact ontheentire populationisoften
called the tragedy of the commons (see Figure 1). Common recipes for dealing
with this issue target the internalization of negative externalities into every
individual’ s decision process. Mankiw (1997) and Shapiro and Varian (1999)
state that this can be achieved by taxation, regulation (e.g., TCP congestion
control), private solutions, or prices for access rights, for example, permits.

Shared I T infrastructure is particularly prone to negative externalities because
there is currently no scalable and dynamic standard mechanism for limiting
system (ab)use. Local priority rules are efficient only in returning gridsto their
pre-grid, that is, nonshared, state whilst free-access spaces suffer from the
tragedy of the commons. Static policies are particularly inappropriate for
dynamicvirtual organizationsand do not scalewell asthe number of participating
entitiesincrease. Pricing accessto I T resources and permitting resaleisadirect
and scalable way to preclude such a tragedy of the commons for grid deploy-
ments that deserves serious consideration.

Discover Dynamic Value

Given even the most cursory awareness of conventional resources and com-
modities such as copper, electricity, and petrol (gas), it is clear that resource
valueat thewholesal elevel isdynamic. What i s perhaps| essclear to some casual
observers is that resources on grids have dynamic value.
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Value derives from a combination of need and scarcity. User needs are not
constant; they change over time, and the changes al so depend on the time scale
and granularity of observation. During aproject lifecycle, asingleuser working
onthat project will have varying workloadsin different phases of development.
The number of projectsthat auser isinvolved in also changes with time. Needs
are also driven by external and irregular events, for example, reactions to
advertising campaigns, seasonality, requests for bidsthat require dataanalysis.
Variationsin user needschangeresourcevaluevery littleif theresourcesarenot
scarce, that is, if the capacity of the shared infrastructure is never exhausted.
However thishappy stateisrarely present for userswith computationally heavy
applications.

After recognizing that the value of any given resource changes with time, the
obviousquestionishow to discover thisdynamic value at any pointintime. One
approach is to use a dynamic “price formation” mechanism. The mapping of
needs to prices, called price formation, has no single solution, but there is an
extensive body of work precisely on thistopic: auctions (see Klemperer, 1999).
Whilst pricesmust befed back to users (see next lesson), thereisno correspond-
ing need for the price formation mechanism to be visible to users. This can be
handled for the most part by automated software, but a mechanism is still
required and there are significant design challenges for it.

The lesson from auction theory and practice is that effective price discovery is
difficult: the choice of price formation mechanism can either promote market
efficiency or hamperit. Generally, itisdifficult to achieveabalancebetweenthe
needsof producersand consumers. Recent examplesthat illustratethisdifficulty
very well are the 3G mobile telephony spectrum auctions of Klemperer (2002)
and von Weizsacker (2003). High-profile auctions for 3G licenses have been
carried out in many European countries. Two distinct problems arose in these
auctions: bidder busts (“winner’s curse”) and auctioneer flops. 3G auctionsin
Germany and the UK yielded enormous profits for the local authorities at the
expense of the bidders, whereas in Switzerland, The Netherlands, Italy, and
Austria, prices remained well below expectations, disappointing the respective
auctioneers.

In IT resource sharing, we want to avoid the winner’s curse. Moreover, these
resources are perishable (capacity not used now is worthless in the next
moment), needsaredynamic and applicationsrequirebundleswithmultipleunits
of items (CPU, RAM, permanent storage, network bandwidth). Krishna (2002)
statesthat with these conditionsin mind, potentially suitabl e auction modelsfor
I'T resourcesinclude continuousdoubleauctions, Vickrey, Dutch, multiunit, and
multi-item (or combinatorial) auctions. However, individual ly these approaches
alone do not offer a comprehensive and precise price formation solution. The
optimality of an auction mechanism will always depend on the particular
deployment environment; there are no one-size-fits-all solutions.

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of ldea Group Inc. is prohibited.



Commercial Sharing of IT Resources 251

Communicate Dynamic Value

Should dynamic value, that is, price, be communicated to users, or should value
only be used internally by the resource-sharing system to produce all ocati ons of
resourcesto users? Should users (or their respective managers) pay only afixed
subscription fee for accessing a shared resource space? Isolating users from
price dynamics makes sense when users never see—or cause—scarcity, that is
when they havelow and uncorrelated needs. For exampl e, bread price dynamics
at supermarkets have little relation to corn futures markets. On the other hand,
electricity companies seek methods to pass intraday price dynamics on to
consumers because of the enormous loads consumers produce through corre-
lated responses to events (e.g., extremes of temperature) even though each
individual consumesllittle relative to the capacity of an electricity generator.

Most users of grid infrastructures are heavy resource consumers almost by
definition, so dynamic prices must be communicated at somelevel. Fixed pricing
may only make sensein alimited number of cases, for example, in pure P2Pfile
sharing environment with a large population of uncorrelated user demands.

Use Real Money

Anissuethat concernsthegrid community isthedefinition of agrid currency (see
Barmouta & Buyya, 2003). Thisissueisgenerally moreimportant for commer-
cial 1T-sharing environments that cover many different budget entities than for
earlier distributed systemsthat did not haveaclear notion of, or connectionwith,
budget entities. In addition, managerswill face theissue of whether they should
buy resources on accessible shared spaces or boxes. Managers will also heed
to decide whether, and how, to make their boxes available to the shared spaces
to which their organization islinked. Shared I T resources are typically hetero-
geneous and potentially of arbitrary scale. Scale and heterogeneity are exactly
the drivers which led to the establishment of standard monetary units and
currency exchange rates in the real economy.

The administration of aparticular shared space may choose to introduce prices
foralocal artificial currency. Theadministration must then act asanational bank
by guaranteeing the convertibility of the currency into units of value, that is,
resources or real money. Now who sets the exchange rates and to which unit of
value? A currency board? A fixed exchange rate? IT administrations should
quickly chooseto skip theintermediatestep of anartificial currency withitstrust
and convertibility problems and use real money straight away. Using a real
currency for shared resources additionally brings the following benefits: buy/
build/lease or upgrade/retire decisions are simplified and the allocation of IT
budgetsisdirectly meaningful.
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Guarantee Property Rights

What quality of service (QoS) isrequired for tradable value and convertibility?
Most IT systemstoday do not support hard QoS guarantees, that is, they do not
guarantee specific properties of a service to the user. Often best-effort service
is provided. Approaches that go beyond best-effort typically introduce job/
packet marking so that different priorities can be assigned to different tasks
(Blazewicz, Eaker, Pesch, Schmidt, & Weglarz, 1996; Ferguson & Huston,
1998). How much better the service will be for differentiated service classesis
generally hard to determine in advance for large-scal e heterogeneous systems
and even harder to characterize in absolute terms.

Despite the difficulties of guaranteeing QoS (especially end-to-end), commer-
cialization of shared I T resourcesrequiresguaranteed property rightsat thelevel
at which pricing is done. Best-effort service has near-zero economic value. In
fact the value would be exactly zero if it were not for the assumption that there
is a common understanding between the buyer and seller of the service on the
quality level to be delivered (see Figure 2).

Advocates of IT resource sharing envision dynamic near-real-time negotiation
and provisioning of distributed resources (Benatallah, Dumas, Sheng, & Ngu,
2003). Thisvision may appear very ambitiousat first sight, butitisactually very
similar to existing financial and commodity markets. Such markets typically
operate at electronic speed and rely on the use of extremely detailed processes
and contracts to determine the allocations of large, heterogeneous sets of
resourcesto anequally large and heterogeneous popul ation of users. Complexity
isno barrier to value for agood. The definitions of someresourcestraded onthe

Figure 2. Best effort

Well ...
I just wonder whether

"BEST EFFORT"
payments?

“BEST EFFORT" means

we'll do our BEST to
serve you, but no
guarantees.

Any questions?
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Chicago Mercantile Exchange (CME) run for many pages, and even then,
reference external tests and standards (see The Chicago Mercantile Exchange,
2004; The Chicago Mercantile Exchange Rulebook, 2004).

Computers and applications may be complex but they also have unambiguous
definitions. A highlevel of detail in contract specificationsand ahard guarantee
regarding these specifications are necessary elements to create the appropriate
confidence among usersof ahighly distributed cross-organizational systemthat
what they get isexactly what they expected to receive. |n some cases, atradable
asset must be described in statistical terms, but itisstill feasibleto provide hard
guaranteesin this sense. Thishasbeen applied to cycle-harvesting (see Kenyon
& Cheliotis, 2003).

Use Futures Markets

IT resources are generally not storable, in the sense that capacity not used today
cannot be put aside for future use. Since the resources cannot be stored, there
need be no link between the price for a resource now and the price that the
resource(if available) will fetch at any futuretime (evenin 1 second!). Giventhat
it isimpossible to build up inventories to smooth out the differences between
supply and demand, prices can be arbitrarily volatile (this has been observed in
practicefor other nonstorable commoditiesby Pilopovi’c[1998]). To avoid this
price volatility and to enable planning and risk management, conventional
nonstorable commadities have developed futures markets, that is, markets for
reservations.

The most significant non-IT commodity that is also nonstorable is electrical
power (with the notable exceptions of hydroelectric and pumped storage). In
electricity markets, asin several othersfor nonstorables(e.g., livecattle, interest
rates), contracts for future delivery (forward or futures contracts) are the most
used and have much higher trading volumes than those for immediate delivery
(spot contracts). Thenotableelectricity market failurein Californiawasdirectly
tied to poor use of forward contracts (see Californial SO [2002]; see Hull [2003]
for an introduction to futures markets). The experience of electricity marketsis
clear (e.g., California, UK) and has led to their redesign with the aim to move
everything possible off the spot market and onto the futures markets.

IT resources—like any other resource—have dynamically changing value.
Given that they are not storable, availability cannot be guaranteed without a
formal mechanism, that is, reservations. This availability guarantee acts as a
substitute for inventories and helps to prevent unwanted excessive value
fluctuations.
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Figure 3. No reservations?
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1'M SORRY MADAM,
WE DO NOT SUPPORT
RESERVATIONS.
THIS IS A FIRST-COME
FIRST-SERVED
RESTAURANTI

Thefact that thereiswork withinthe Global Grid Forum for supporting advance
reservationsis encouraging (Roy, 2002; see also Figure 3) since this capability
isvital incommercial practicefor nonstorable commodities. Some broadly used
schedul ersal so havereservation (or deadline) capability (e.g., Maui’ sAdvanced
Reservation interface) and reservations are common practice in supercomputer
environments. However, linking reservations to value and exchangeabl e reser-
vations between usersislargely missing.

Create Incentives

In the period 1999-2001, more than 1,000 new Internet-based business-to-
business (B2B) exchanges were set up, according to IDC. Almost all of them
failed, not because markets have poor theoretical properties, but because their
specific value proposition was unconvincing. This was made manifest in “low
liquidity,” thatis, noactivity.

The success stories in B2B markets are primarily in specialized national or
regional exchanges for electricity (e.g., NordPool). These usually have some-
thing in common: regul ation accompanying persuasion to get peopleto sign up.
Some of the results may be good for everyone, but the startup adoption costs
must still be paid. The other area of outstanding B2B exchange success is the
traditional financial and commodity markets with their vast turnover. Here the
startup costs were paid long ago.

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of ldea Group Inc. is prohibited.



Commercial Sharing of IT Resources 255

Where does I T sharing and exchange fit into this spectrum of experience? A
detailed answer to that questionisbeyond the scope of thischapter, but certainly
thevalue proposition of cost savingsand greater flexibility isgenerally accepted.
Commoditization is also accepted: there are many fewer computer flavorsthan
there are different companies on, say, the New York Stock Exchange. In
addition to stocks, a wide variety of standard instruments are traded on
commodity, FX, and derivatives exchanges.

A company can decide to migrate to an internal market in the same way that it
can decide to outsource. Thisis an executive decision to be made on business
grounds: unitsmay protest for whatever reason, but the needs of the businessare
the deciding factor. This is equivalent to regulation in the case of electricity
markets mentioned above.

PublicIT resources exchanges are unlikely in the short to medium term because
of complexity of implementation and of the required changes in business
processes. Within asingle company or aclosed group, the prospects for having
appropriate incentives to overcome the startup costs and general inertia are
much brighter.

From the examplesabove, itisclear that practical incentivesarevital to promote
resource sharing and that incentives are a meta-capability. That is, softwares
and systems can support incentive mechanisms but incentive design occurs at a
higher business|evel: the strategic level.

Ensure Trust

What isagood trust model for I T resource sharing? Wenotethat trust isdifferent
from security and we are concerned here with trust. Security isjust one enabler
of trust (see Figure 4).

A good trust model for an online bookstore is not the same as agood trust model
for afinancial exchange. In fact, online bookstores effectively outsource their
trust model to credit card companies for the most part. All the bookstore hasto
doisprovide abasic level of security.

A financial exchange such asthe CME has a more complex trust model. First,
all transactions on the exchange between different parties are guaranteed by the
exchange, not by theindividual parties. Thus, the traders only need to trust the
exchange to do business, not each other. On the other hand, the exchange trusts
thetradersbecauseit monitorstheir actionsand requiresthemto providea(cash-
equivalent) deposit, which isafunction of therisk that each trader representsto
the exchange for default. That is, the exchange trusts the traders because it has
their money. All other people wishing to trade must do so viathetraders. Thus,
we see atwo-tier trust model with distributed risk.
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Figure 4. Trusted or just ... secure?

Hmmm...
We've implemented
ALL the security guidelines
but I STILL feel
uncomfortable about our
TRUST MODEL

Systems without proportional consequences do not engender trust: thisis why
contracts exist and are specific and clear methods to invoke financial and legal
penalties for improper actions. IT-sharing paradigms require trust models
adaptedtotheir environments(e.g., singlecompany, group, etc.). Thecapability
required to deliver trust is a system of proportional consequences for breaches
of trust, both in terms of magnitude and, more important, time scale.

Support Process Tools

A typical portfolio directed by a fund manager can easily run to hundreds of
stocks selected according to maximizing a specific objective and limited by
equally precise constraintson number of stocksto hold, positionlimits, cashflow
obligations that must be met on specific dates, hedging against worst-case
scenarios, and soforth. Financial firmsdo not optimizetheir resourceallocations
(portfolios) by hand. They use sophisticated processesto support their decisions;
there is an extensive literature that has grown up since the original work on
portfolio theory more than 40 years ago by Markowitz (1959) and Birge and
Louveaux (1997).

The dynamic system enabled and embodied by resource-sharing paradigms for
atypical large company isasignificant challenge for usersto be able to exploit
efficiently and economically. Without sophisticated tool suserswill find that the
morepotentially useful and flexiblethesystemis, thelesspractically usableitwill
be (see Figure5). The scarcest resource for many usersisattention: they already
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Figure 5. User in need of process tools

SO, LITTLE MAN,
YOU WANT TO ACCESS
THE ALMIGHTY GRID,
SEARCH TERABYTES OF
COMPLEX DATA AND
HARNESS PETAFLOPS
OF COMPUTING POWER
AT HUNDREDS OF
GIGABITS PER SECOND ?|

Uhhh... is this
a bad time?

have jobs and do not want to be bothered with unnecessary details of resource
allocation systems.

The process tools for resource allocation must enable users to express their
resourceneedsinasimpleway together withtheusers' uncertaintiesabout these
needsover time. They should also enableresourcetrading (buying and selling of
blocks of time and capacity) and capture the effective price dynamics of both
spot and futures pricestogether with changing availabilities. However, the users
should not be bothered by these details. Building such tools which integrate
budgets and business objectives with resource allocation decisions may seem
overly ambitiousbut it isasituation that istackled every day for fund managers
bal ancing opportunities and obligations over time. Thetechnical areathat these
toolsbuild fromismultistage stochastic optimizationthat isgenerally applicable
to large-scal e resource systems whether the underlying resources are financial
or IT (see Neftci, 2000; Markowitz, 1959; Birge & Louveaux, 1997).

Design for Value

When making abusiness casefor the adoption of aresource-sharing technology,
one commonly involves the following arguments: increased utilization, cost
savings, greater allocationflexibility, feasibility of previously impossiblecompu-
tational tasks, and so forth. These benefits may be theoretically possible, but to
what extent can an organization practically realize these potential values?
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To achieve economic objectives, lai ssez-faireal oneisnot enough. Asmentioned
in the previous section on futures markets, a market and resource product
structures require engineering to achieve results. Economic engineering for
resource sharing coverstwo main areas: market design and product design. The
following questions are just a small selection of the economically significant
market design issues. Should the I T department of an organization be operated
as a profit or as a cost center? How much reselling of resources should be
allowed? Should short-selling be allowed? s specul ation permitted? What level
of financial and project risk are users and departments permitted to take?

Product design isjust as important as market design in practical systems. For
simplicity, it can be important for most of the usual user and manager needs to
beavailabledirectly asproductsrather than having to be built each timethey are
needed. Spot and forward contracts (reservations) can be useful decompositions
for describing and controlling the theoretical basis of value. Alternatively these
contracts can be automatically assembled into productsto match user, applica-
tion, and department requirement profiles using process tools. For example, a
requirement profilecould bedescribed using astochastic process, thus capturing
both variability over time and the uncertainty of this variability. Birge &

Louveaux (1997) state that sets of resource requirements could be expressed as
aportfolio of liability profilesand resourcesall ocated through the application of

standard multistage stochastic portfolio optimization techniques. However the
markets and the products are designed, they need to be crafted to ensure that the
maximum valueisrealized from the underlying resources and business context.

Thisdesign capability isvital to deliver confidenceto executive decision makers
for implementation and subsequent improvementsto their bottomlinein practice.

Maturity of Proposed Capabilities

We qualitatively assess the maturity of the capabilitiesrequired to benefit from
each of the lessons using a five-stage framework derived from the CMM (see
Software Engineering Institute [2004]). Thisis not aformal quantification but
rather the personal appreciation of the authors derived from our experience and
discussionsaround thetutorial onthissubject wegave at GGF5 (see Cheliotis &
Kenyon [2002]). There are two differences between atypical use of CMM and
our approach: (a) in practice, CMM analysis often focuses on the capabilities of
aparticular organization whereas we assess maturity levelsin the broader field
of IT sharing and (b) CMM levels typically refer to the maturity of software
development processes whereas we focus on the maturity of IT-sharing
processes/capabilities derived from our 10 lessons. We, therefore, need to
redefine these levels for the context of this chapter. CMM defines five levels
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Table 2. Framework for assessing capability levels

Common praclice
CMM-BASED ANALYSIS @ commen
O No significant evidence of existence
Required Capabilities Assessment of maturity level
Lessons Finance View Engineering View Initial Repeatable Defined Managed Optimizing
= Avoid the tragedy of the e Charging and ¢ Congestion control . . . @ O
commons accounting for

use of resources

* Discover dynamic value © Auctions, * Real time system P P O Q O

} dynamic manitoring with
s Communicate dynamic value pricing feadback to users
* Use real money ® Link to ® Usage credits
accounting linked to financial @ @ @ O O
systems accounting system

»
O

* Guarantee property rights Firm cortracts ~ ® Guarantesd QoS

*  Use futures markets for non- ¢ Forward ® Advance reservations,
storable assets contracts, exchange mechanism O @ G O O
futures markets
* Create Incentives e na ® n/a
* Ensure trust with proportional s Financial * Fail-safe trust [ P ™ O O
consequences guarantees, active mechanism
risk monitoring
«  Support process tools for e Stochastic ® User friendly ® ) ® ™ O
users optimization and advanced task
pricing scheduling
* Design for value ® Market design * System simulation O @ O Q O
&nd simulation and design

which we adopt, label, and (re)define below: initial, repeatable, defined, man-
aged, and optimizing.

1. Initial: Basic elements of the capability have been observed in practice.

2. Repeatable: it is possible to reliably repeat the implementation of the
capability, and thereisacommon body of work supporting the understand-
ing of the capability.

3. Defined: Thereis a defined process for implementing the capability and
industry or de facto standards exist.

4. Managed: The processes of implementing and maintaining the capability
can be managed in terms of time-varying desired objectives and require-
ments.

5. Optimizing: Theprocessesof implementing and mai ntai ning the capability
can be continuously optimized in terms of the desired objectives and
requirements.
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Our assessment isgivenin Table 2, which can be used to identify gapsin current
capabilities, asamanagement checklist for implementation features, and to help
practitionersprioritize new technical developments. Wewill givebrief comments
on each of the capability assessments but not an in-depth review, as thiswould
be beyond the scope of the current chapter.

*  Avoid the tragedy of the commons. Congestion of commonly accessible
resources is well recognized, and current grid and cycle-harvesting soft-
warehavesupport for increasingly sophisticated policiescovering resource
usage (e.g., in Sun’s Grid Engine or in Platform Computing’s L SF prod-
ucts). However, thereisstill very little support for policy designintermsof
desired outcome versus stochastic demand models (which are not sup-
ported either). In this sense sharing software iswell behind, say, network
designtools.

. Discover and communicate dynamic value. Price discovery mechanisms
are almost absent from the IT resource sharing space. Whilst top-down
allocation is possible via policies, the ability for users to express their
urgency and for systemsto provide real -time feedback has only been seen
in some research demonstrations.

. Use real money. The authors are aware of only a very small number of
resource-sharing systemswhere resource usage (or reservation) isdirectly
tied to accounting systems (although we cannot mention company names
at this point), but this is a long way from common practice. Selling
resources, for example, supercomputer time, for money is a well-estab-
lished practice, as is monitor-and-bill for variably priced outsourcing
contracts. Thisknowledge and practiceisnot yet integrated into resource-
sharing software.

. Guarantee property rights. Guaranteed QoS for allocated resources is
present on very few systems, mostly mainframes and supercomputers
(wherethisisprovided intheoperating systems, for example, IBM zOSfor
Z900 series, or aternatively provided at a machine-level granularity).
Policy-based systems can generally support a basic version of property
rightsfor certain privileged users. Management of rightsin order to achieve
objectivesislargely absent.

. Usefuturesmarkets. Thefirst operational futures market in computer time
wasamanual systemin 1,968 states (Sutherland, 1968), but little has been
implemented in practice sincethen apart from certain research demonstra-
tions. Ernemann and Y ahyapour (2004) state that there is some under-
standing of how to run futures marketsfor I T resources but thisisfar from
common practice.
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. Create incentives. The incentive structure around resource sharing is, in
our view, a meta-capability in that it isimplemented based on the careful
design of abusinessmodel. Incentivesare not inherent in software/system
mechanisms as the many hundreds of failed business-to-business and
business-to-consumer auction sites demonstrated in the dotcom era.

. Ensure trust. In a commercial environment, trust is based on legal and
financial consequences, both immediate (penalties) and deferred (reputa-
tion, litigation). Whilst thereis abody of work around reputation in agent
economies, for example, Xiongand Liu (2003), thishasyet to be applied to
resource sharing except in some limited P2P examples emphasizing
fairness. There is no equivalent of the real-time, risk-adjusted margin
accounting of financial exchanges (see Section “Ensure Trust”).

. Support process tools. The need for user-friendly interfaces is well
understood in all IT-sharing paradigms with a range of answers from
portalsto dedicated software. However, the processtools contained in the
interfaces are generally limited, especially in terms of achieving business
objectives.

. Designfor value. Both I T professional and financial expertsunderstand the
need to design systems to achieve financial goals and there are some,
generally proprietary, tools to assess the return on investment from
installation of different IT-sharing technologies (e.g., from IBM and
Platform Computing). However thereisno generally accepted process for
thisassessment and certainly notool savailablefor designing how asharing
system should run in terms of financial objectives.

Summary and Conclusions

Past developmentsinthel T resource-sharing field have been primarily technol -
ogy driven. Inthose caseswhere needswerethedriving force, it hasbeen mostly
the needs of scientists (grids) or home users (P2P). This modus operandi has
produced a plethora of inventive-sharing mechanisms, but corporate | S manag-
ers still do not know how their organizations can derive value from these
technologies. This should not come as a surprise, as resource-sharing mecha-
nisms per se are indeed of little business value in the absence of tools that will
assist companies with the implementation of a suitable sharing strategy.

From our analysis of | T-sharing software and systemsin Table 2, it is clear that
there is alarge gap between current practice and the potential for value in this
area. By value we mean the realization of potential business benefits from the
efficient use and dynamic allocation of resources. The biggest gaps are around
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the quantification of the value and designing systems so that maximum valueis
achieved in practice. That both are missing together is not surprising: it is hard
to maximize valueif you have no means of making it visible and quantifying it.
Thus, the lowest-hanging fruit isin making value visible to users and allowing
users to express their urgency back. Once value can be seen, then it can be
maximized, and the other lessonsregarding design (i.e., use of reservations) and
the use of real money can be applied in ameaningful way, assumingthat aviable
incentive structureisin place.
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Chapter Xl |

Applicationsof
Web Servicesin
Bioinformatics

Xin Li, University of Maryland Baltimore, USA

Aryya Gangopadhyay, University of Maryland Baltimore, USA

Abstract

This chapter introduces applications of Web services in bioinformatics as
a specialized application of peer-to-peer (P2P) computing. It explains the
relationship between P2P and applications of Web service in bioinformatics,
states some problems faced in current bioinformatics tools, and describes
the mechanism of Web services framework. It then argues that Web services
framework can help to address those problems, and gives a methodology to
solve the problems in terms of composition, integration, automation, and
discovery.
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I ntroduction

P2P Web Services for Bioinformatics

Theideabehind Web servicesisto enable one computer programto call another
computer program automatically through the Internet, and its basic advantages
are integration and automation. The features of the Web services framework
can be used to solve some of the current problems faced in bioinformatics,
specifically, integration and automation. (We will discuss the details of both
current problems faced in bioinformatics and Web services in the following
sections.) In the integration process, we can combine different types of
bioinformatics tools scattered over the Internet into one comprehensive set of
Web services. Thisimpliesthat different types of bioinformatics tools can call
each other and get final results. In the process of calling each other, those
bioinformatics tools (or, services in Web services framework) are integrated
together. It is obvious that these bioinformatics tools (services) are peers.
Hence, thismechanism for combining different bioinformaticstool sisaspecial -
ized application of peer-to-peer computing (P2P).

Automation is also needed when people try to minimize human interferencein
using bioinformatics databases locally. The basic idea behind automating the
retrieval and analysis of data in bioinformatics using the Web services frame-
work isintegrating the bioinformatics tools and laboratory information system
together, and performing data input and output between these two systems
automatically. It may seem hard to view laboratory information systemsand the
bioinformatics tools as peers because most common models view this relation-
ship as client/server, in which laboratory information systems only request
information from the services (bioinformatics tools). However, it is usual for
biol ogiststo uploadtheir research results (bi oinformatics data) to bioinformatics
databasetools, and ideally they would like to use their lab information systems
to submit their results. Therefore, lab information system is not only pure data
retriever but also sometimes data provider. So one can view the relationship
between lab information system and bioinformatics tool as peer-to-peer.

From the above explanation, we can conclude that the Web services application
on bioinformaticsisaspecialized application of peer-to-peer application. Inthe
following two sections, thisspecialized applicationwill bediscussedindetail from
two perspectives: bioinformatics and Web services.
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Current Problems in Bioinfor matics

The number of researchers in biology who regularly use tools to search and
analyze Web-based bioinformatics data sources (such asNCBI, EMBL, etc.) is
increasing at arapid pace. However, several problems surface when using such
data. For example, most of these tools are separated from each other asisolated
islands having their own distinct interfaces and data structures. If a biologist
wants to use several different types of services (such as retrieving a gene
sequence and doing a BLAST search) during research, or compare search
results from different data providers, she/he will have to perform the same
procedures several times.

Furthermore, even for the sametype of bioinformaticstool (e.g., BLAST), there
are differences in implementation and data storage. Thus, it is necessary to
synchronize among these databases to avoid repeated works.

Third, nearly all currently availabl e bioinformaticstool sneed humaninteractions
for data analysis. Hence, researchers need to download data sets from the Web
site of each service provider and put them into their own system beforethey can
uploadtheir resultsto other tool sat another Web site. Thisback-and-forth human
computer interaction obstructsthein-depth dataanalysisand consumesval uable
time of researchers. Also, service discovery is another major challengein this
field.

Web Services

In general, Web services framework is a hatural consequence of the evolution
of the traditional Web, which can be simply described as “machine read and
processed Web,” that is, Web services framework is concerned with the
problems of enabling systemic application-to-application interactions over the
Internet. The use of Web services onthe World Wide Web is expanding rapidly
astheneed for application-to-application communication andinteroperability is
growing fast.

Web service is a developing concept that has been defined in multiple ways.
However, a core feature of a Web service requires that it should be described
by an XM L -based description language and invoked by an XM L -based message.
The W3C (World Wide Web Consortium) defines a Web service as a software
systemidentified by aURI [RFC 2396], whosepublicinterfacesand bindingsare
defined and described using XML. The definition of a Web service can be
discovered by other software systems. These systems may then interact with the
Web service in a manner prescribed by its definition, using XML -based mes-
sages conveyed by Internet protocols. At present, the most common description
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languageisWSDL (Web Service Description Language), and the most common
communication message is SOAP (Simple Object Access Protocol).

Based on W3C’ sdefinition of Web servicesand its most common application at
present, we can conclude that Web services framework is a concept of
systematic application-to-application interaction, and the basic ideais that one
applicationisdescribed by itsWSDL file, and other applications (stub program)
call it automatically by using SOAP messages after they “know” the described
application’ s structure by “reading” its WSDL file. The four major advantages
of Web services are discovery using UDDI (Universal Description Discovery
and Integration) registry, composition, integration, and reduction of human
interaction.

TheWeb servicesarchitectureinvolvesmany layered andinterrel ated technol o-
gies. Therearemany waysto visualize thesetechnol ogies, just asthere are many
waysto build and use Web services. Figure 1 providesanillustration of some of
thesetechnology families. Web servicesarebuilt on thebasi sof existingindustry
standardization—XML, as described above, both description language and
communication message are based on XML standards such as WSDL and
SOAP. WSDL is used to describe a Web service, and SOAP is used as the
communication media between Web service and the caller (stub program).

There is another important role in the Web services framework called Web
services registry, which is akind of reservoir storing Web service systematic
information. It can help users or stub program to find their desired Web service

Figure 1. Web services technologies stack diagram
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Figure 2. How UDDI registry works in Web services processing
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easily and systematically. At present, the most common Web services registry
standard is UDDI. UDDI is the definition of a set of services supporting the
description and discovery of (1) businesses, organizations, and other Web
services providers, (2) the Web services they make available, and (3) the
technical interfaces that may be used to access those services. Based on a
common set of industry standards, including HTTP, XML, XML Schema, and
SOAP, UDDI provides an interoperable, foundational infrastructure for aWeb
services-based software environment for both publicly available services and
servicesonly exposedinternally withinan organization. Inreality, “ exposed” its
servicestoitsusers, the Web service provider will try to register for three kinds
of information mentioned aboveof itsserviceinthe UDDI registry; andthe Web
service users can find the proper services they need, and find out how they can
call these services by searching the UDDI registry. Figure 2 shows how the
UDDI registry works in processing Web services.

As shown in Figure 2, service providers register their Web servicesin UDDI
registry first, then clientslook up inthe UDDI registry to search. After that, the
UDDI registry returns proper service information, and finally, clients use this
informationtolocatethe WSDL file of serviceand call the serviceto get desired
results.

As mentioned before, Web services have four major advantages. reducing
human interaction, discovery, integration, and composition. It iseasy to under-
stand that Web services can reduce human interaction because this mechanism
enables application-to-application connection where programs can recognize
and call each other automatically. By using UDDI registry, clientscan get proper
services and get the information to call these services automatically. Since the
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Web services use the open XM L -based WSDL description and SOAP message,
itiseasy tointegrate or compose programstogether by constructing WSDL files
and SOAP message pipes. These advantages can be used to alleviate the
problems faced by bioinformatics users.

Previous Wor k

TheWeb servicesframework hasalot of potential to enhance bioinformaticsin
term of integration (composition, synchronization, and automation). However,
there is lot of existing work on automation and integration of bioinformatics
without using Web services.

Kemp, Angelopoulos, and Gray (2002) adopted a federated architecture with a
five-level schemato support ad hoc queries across multiple data resources and
correlatedataretrieved fromthese. They built amediator based on thefunctional
datamodel database, P/FDM, which integrates access to heterogeneous distrib-
uted biological databases. And the five-level schema arises from the use of the
ANSI-SPARC three-level schema to describe both the existing autonomous
data resources and the mediator.

Stevens, Goble, Horrocks, and Bechhofer (2002) described a solution derived
from the semantic Web, the ontology inference layer (OIL), as a solution for
semantic bioinformatics resources. They also argued that another similar
ontology language called DAML would merge with OIL under the name
DAML+OIL.

We also found some research about agent application on bioinformatics, and
there are somerel ationshipsand functional overlapsbetween agent applications
and Web services application on bioinformatics.

Karasavvas, Baldock, and Burger (2002) gaveabrief overview of aMulti-Agent
Bioinformatics I ntegration System that aims at hel ping users make the most of
theavailableintegration facilitieswhilealsoincreasing their trust in the system.
Bryson, Luc, Joy, and Jones (2001) introduced GeneWeaver, a multiagent
system for bioinformatics, and described the agent interactions that allow the
integration and management of analysis methods and data in detail. Moreau
(2002) compared Web services and agentsin the context of bioinformaticsgrid
at transport layer. He described their abstract communication architecture based
on an agent communication language (ACL), and then mapped it onto Web
services' backbone—XML protocol. After comparing two frameworks, he
concluded that first, agent may be seen as Web services, and second, XML
protocol is expressive enough to support an agent communication language.
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Although Web servicesframework hashigh potential for enhancing bioinformatics
performance by meansof integration and automation, wefoundthat thereare not
many published studies describing how Web services can be used to enhance
bi oi nformaticsapplication.

Stein (2002) proposed a model to use Web services framework to integrate
different bioinformatics tools together. He argued that current bioinformatics
databasesareisolatedislands. Heal so proposed that a\Web servicesmodel could
link disparate systems, and thereby create a more unified set of bioinformatics
tools and databases. In his model, athird party can be used as a hub which can
unify different bioinformatics’ interfaces and a UDDI registry can act as the
resourcesreservoir. However, hedid not providedetailed instructionson how his
Web services-based model can enhance the biology research processes.

Buttler, Coleman, Critchlow, Fileto, Han, Pu, Rocco, and Xiong (2002) identified
challengesin the discovery, search, and access of multiple bioinformatics data
sources, and tried to provideasol ution by using the semantic Webin conjunction
with database technologies and techniques. They examined several issues that
biologists are facing: first, it is very difficult to use hundreds of available
bi oi nformaticstool sbecausetheinputs must beinthecorrect format with correct
semantics and the tools must be invoked in specific, standard ways; second,
cutting-edge work can be made available directly form the research lab where
itiscreatedlongbeforeit endsupinthelargebioinformaticsdatabases; and third,
because of involving human interaction, even at well-known sources such as
NCBI or EMBL, the data are not necessarily available for in-depth analysis.
They also described ascenario inwhich they integrated different bioinformatics
tools into biologists' research process by semantic Web. They conclude that
there is great potential for the semantic Web to alleviate the challenges they
presented. Althoughintheir scenariothey involved semantic Web into abiology
research process, there are several limitations. First, this process is static, and
it meansthat the biol ogist must know in advance whichtoolsto usefor each step
inthe process. In other words, biologists should prearrange the research process
manually. Second, in their model they used service class description to execute
the source discovery process; however, itisonly at aconceptual level, and they
did not present how they describe and what standardsthey used to described the
services. Last, they did not give asol ution to organize and maintain those service
description classes.

M ethodology

Web services framework has potential to enhance the performance and effi-
ciency of using bioinformatics tools by eliminating or reducing the three
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Figure 3. Web services' application framework on bioinformatics
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abovementioned drawbacks. As described before, Web services can help in
composition, integration, and discovery. These advantages or functions can be
used to reorganize bioinformatics tools, thereby reducing human interaction
during the process and improving performance.

Figure 3 showsapossibleframework to apply Web servicesusing bioinformatics
dataproviders. The central “User Interface or Scripts’ can beviewed asathird-
party Web site or service composition provider that users interact with. All
bioinformatics services are described by WSDL files, which are maintained by
athird party. All services are registered in the UDDI services registry. When
a biologist requests a kind of service such as BLAST search or sequence
retrieval, the central sitegoestothe UDDI registry tofind proper bioinformatics
providers' service(s), and then automatically calls them by using WSDL
description and SOA P messages. It then shows organi zed result(s) to users. The
central site can also combine several different types of services (such as
microarray, sequence retrieval, Blast search, etc.) into one service. The central
sitealso hasadescriptionin WSDL files, and worksasaWeb service. Thus, the
softwareor programsinbiologists' laboratoriescan call it automatically, thatis,
biol ogists do not need to operate on this central site manually, and they can just
manipulate their own software or programs installed in their laboratories
computer to use service providers' bioinformaticstools.
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Composing Individual Bioinformatics Services into
Comprehensive Ones

One or several kinds of bioinformatics tools will be involved in the biological
research process. During the research process, biologists may use the some
microarray service(s) (such as SGD), sequence fetch service(s) (such as
EMBL), BLAST search service(s) (such as NCBI), and so on. By using Web
services framework, these services can be combined, and from the users’ view
they look like one service. Figure 4 shows how Web services are incorporated
in biology research.

As shown in Figure 4, multiple services may be used in a biology research
process. First, supposing abiologist isdoing amicroarray analysis, after dyeing
and laser scanning, she/he wantsto compare the result with previous ones. She/
he callsthe central site with her/his microarray submission, and the central site
searchesthe UDDI to find that SGD isthe proper service provider. Thesitethen
calls SGD to compare two microarrays and finally returns the results to the
central site. Next, the central site returns to the user the gene that has the most
similar expression profile. Further, if the biologist wants to retrieve the whole
sequence of the expressed gene, the central site will help to select sequence
retrieval provider (e.g., it selects EMBL), submit gene ID and return the
sequenceback from EMBL tothebiologist. If she/hestill wantsto find homologs
by gene matching, the central site can also help with that. It can help to obtain
abundle of homologsfrom NCBI by Blast search. Even if the biologist does not

Figure 4. The process of using Web services in bioinformatics
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find the same gene, it is possible to find a new or promoter one, which can be
verified through database calls and submit it to one or several databases. To
submit the results, one needs to format the information into the database’ s data
model. However, the central site can retrieve the selected database data model
description (WSDL) files, format theresultsinto required standards, and finally
submit them.

It should be clear from the above that the search and discovery process using
Web servicesis a“blackbox” to end users such as biologists. They need only
perform biol ogical research showninthebottomlayer in Figure4 and submit their
requeststo the central site. In other words, biol ogists do not need to contact each
bioinformaticstool serviceto submit requeststo obtain desired results; instead,
these services are integrated into their biology research automatically when
needed.

Synchronizing Different Bioinformatics Tools on Same
Function

Asdescribed in previous sections, there are many tools (databases or services)
managed by different companies, institutes, and organizations delivering the
same bioinformatics functionality (e.g., BLAST), and the dataformatsin these
bioinformaticstools are different even though some of them can be mapped to
each other. It is necessary to synchronize these different bioinformatics tools

Figure 5. The synchronization among three services on the same functionality
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providing the samefunctionality, because biology researcherscannot review all
the tools available to them; they either miss a useful service or are unable to
compare the results from different sources if the tools are not synchronized.
Therefore, it may cost more money and time for the researchers to do the
repetitive work.

One can do the synchronization without the Web servicesframework. However,
there will be one program for every two bioinformatics tools to map their data
formats to each other. If we want to synchronize n tools, we need to write C?

particular programs, and that is avery time- and money-consuming job.

Using Web services, one can use files to describe each tool’ s data format, and
if it is necessary to synchronize data, the tools will try to read the WSDL files

of other tools by first understanding the data format, and then mapping the data
toitsown dataformat. Thus, the datacan be synchronized among multipletools.

Automating L aboratory System by Integrating Services

As described in a previous section, in the Web services for bioinformatics
framework, the central site itself can be made into a Web service. So based on
the Web servicesframework, the central site can beintegrated with the software

Figure 6. The integration between lab system and bioinformatics tools
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system in the researchers' local lab. As mentioned before, we need to write
WSDL files for each bioinformatics tool. A biology laboratory system can
contact and read thisfile, and based on theinstruction of the WSDL files, it can
call the services (bioinformatics tools), thereby connecting the services and
reducing human interaction.

The advantages of thisintegration arethat (1) it allowsbiologiststo use familiar
software in their local lab; (2) biologists can process data from internal
experimentsaswell asexternal sourcestogether, in sameformat, thereby saving
time and effort in data transformation and integration. It will be much easier to
do deeper analysis when the data are in the same format and stored in the same
place; (3) it can help the biology research process to become more coherent,
eliminating unrelated tasks such as migrating external datato local system.

Toimplement thisintegration by Web services framework, aWSDL file should
be made for the central site first, and by using the service description in the
WSDL file, astub should becreated as part of thelaboratory information system.
Finally, the retrieved data must be stored in the local system.

It should be stated that integration is not limited only to the central site and the
lab’ slocal system. It alsoincludesthe composed bioinformaticsserviceprovider,
and actually, in our model, the system is abi-level Web services-based system.
The central site uses Web services framework to integrate the bioinformatics
intoitsservice, and the lab also integratesthe central site’ sserviceintoitslocal
system.

Registering and Searching Web Services in UDDI
Registry

The UDDI registry acts as a bioinformatics service metadata server, and it can
be public or private. The bioinformatics services register themselvesin public
UDDI registry, and biologists can find the WSDL file of proper service, then
locate and utilize the service. Service users can also construct their own UDDI
registry to save both external services and internal services.

Conclusion

This paper stated the relationship between peer-to-peer (P2P) computing and
Web services, and summari zed that application of Web servicesin bioinformatics
isaspecialized application of P2P. It then reviewed several problemsin current
bioinformatics, and based on the problem characteristics we presented a
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methodol ogy using Web servicesframework and UDDI to enhance bioinformatics
serviceperformance on composition, integration, automation, and discovery. All
those improved aspects are related to P2P computing, and we can say that P2P
can make a considerable contribution to enhance the performance of
bioinformatics. It should be noted that the Web services framework is not the
only way to enhance bioi nformaticsservicesfor solving the problems mentioned
in this article. However, because of its open standardized protocols and
compatibility with other systems, it is a good choice for data and service
integration in bioinformatics. In summary, as a specialized application of P2P
computing system, application of Web services in bioinformatics is feasible,
effective, and efficient.
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Chapter Xl 11

Content Delivery
Servicesin a
Grid Environment

Irwin Boutboul, IBM Corporation, USA

Dikran S. Meliksetian, IBM Corporation, USA

Abstract

In this chapter, we propose a new approach for content delivery services
by meshing together the best of grid computing and peer-to-peer (P2P)
computing. The goal is to design a secure, reliable, and scalable system for
efficient and fast delivery of content. The system consists of a combination
of nondedicated servers and peers to provide the proposed service. We
describe the challenges of designing such a system and discuss possible
solutions and trade-offs. We detail the necessary interlacing of grid and
P2P feature to achieve the goal. We present a prototype that is built based
on the proposed approach.
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I ntroduction

The concept of acomputational grid wasintroduced inthemid 1990sto describe
adistributed computing environment for science and engineering. Sincethen, a
number of computational gridshave been successfully devel oped and utilized to
solve hig science problems, and the concept of grid (Foster, 2002) has been
extended to other domains. In this chapter, we present the use of a grid for
distributed content delivery.

The increasing use of online rich-media content, such as audio and video, has
created new stress points in the areas of content delivery. Similarly, the
increasing size of software packages puts more stress on content delivery
networks. New applicationsareemerginginsuchfieldsasbioinformaticsandlife
sciences that have increasingly larger requirements for data.

In parallel to the increasing size of the data sets, the expectations of end users
for shorter response times and better on-demand services are becoming more
stringent. Moreover, content delivery requires strict security, integrity, and
access control measures.

All those requirements create bottlenecksin content delivery networksand lead
to the requirements for expensive delivery centers.

The technologies that have been developed to support data retrieval from
networks are becoming obsolete. These technologies can be categorized into
three groups. In the first category are file transfer mechanisms such as FTP,
HTTP, and SMTP. The second category consistsof distributed file systemssuch
asDFS, NFS, and WINS. Finally, thethird category includesstreaming retrieval
mechanism such as RTSP and SCTP. Each category provides specialized
features for different applications.

In this chapter, we propose a new approach for content delivery services by
meshing together the best of grid computing and peer-to-peer computing. The
resultisasecure, reliable, and scalable system for efficient and fast distribution
and delivery of content.

This chapter concentrates on bulk file transfer mechanisms and is organized as
follows. In the next section, we present some of the current solutions. We then
present the concepts and requirements for using grids for content delivery
followed by the description of aparticular implementation of those concepts, the
IBM Download Grid. Finally, we present our conclusions.
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Current Solutions

One of the main objectives of the ideas presented in this chapter is to increase
download speed. This can be accomplished by circumventing some of the
inherent restrictions of the Transmission Control Protocol (TCP) protocol
(Transmission Control Protocol, 1981). It is possible to increase the download
speed by opening multiple TCP streams with the same source. The TCP/IP
protocol will distribute the network bandwidth between the opened streams and
thus achieve abetter utilization of the network for the end user. Many software
packages (Download Accelerator, 2004) use this method to increase download
speeds. Unfortunately, this approach is not network friendly and will have
adverse effects on other applicationsusing the network. Itistruethat individual
userswill experiencefaster delivery, but if everyonewereto usethismethod, no
one will see any benefit. Thisis not a scalable solution. Moreover, it does not
solve the server side bottleneck problem.

Peer-to-peer (P2P) technologies (O'Reilly P2P, 2004; Barkai, 2002) have
emerged asapotential solutionfor content delivery problems. The P2P approach
solvesthesingle-server bottleneck problem by downloading thedifferent pieces
of the content from multiple locations. The set of locationsis often determined
dynamically based on speed and response time considerations. Thus, the
download is potentially as fast as possible.

The P2P approach introduces a number of issues. First and foremost is that of
reliability. Thediscovery of aparticular content isnot always guaranteed. Even
though the content exists within the P2P network, it might not be accessible by
aparticular requester because the search algorithm does not extend to the nodes
that have the content, or because the node that hasthe content deniesthe request
for some reason. Even when the content is accessible, there is no guarantee on
the completion of the download or the speed at which it will be completed.

The integrity of the downloaded content is never guaranteed before the
completion of the download. The authenticity and origin of the downloaded
content is always questionable.

Security isamajor concern of P2P networks. Privacy iscurrently not supported
by P2P networks. All contentispublic and onehasto usean alternate distribution
channel to manage encryption keys or access control.

Inthischapter, we present an alternative to existing sol utionswhich buildsupon
both grid and P2P technologies to solve the issues described above.
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Grid and P2P for Content Delivery

Grid Capabilities

Grid computing is defined as flexible, secure, coordinated resource sharing
among a dynamic collection of individuals, institutions, and resources. The
sharing of theseresourcesmust betightly controlled, with resource providersand
consumers defining clearly and carefully just what is shared, who is allowed to
share, and the conditionsunder which sharing occurs. Therefore, grid computing
presents unigue authentication (Foster & Kesselman, 1999), authorization
(Pearlman, Welch, Foster, Kesselman, & Tuecke, 2002; Thompson, Johnston,
Mudumbai, Hoo, Jackson, & Essiari, 1999), resource access, resourcediscovery
(Clarke, Sandberg, Wiley, & Hong, 2000), and resource management chal-
lenges.

Security is paramount in the grid environment because the shared resources
belong potentially to different organi zations and access to those resources must
be secured and controlled. This is particularly important when new code,
services, and content are to be distributed over the network. The resources must
be able to trust the request, without having a priori knowledge of the requester.

Thisisusually accomplished throughapublickey infrastructure (PK 1) (Benantar,
2001) and X509 certificate (Internet X.509, 1999). Thisinfrastructureisusually
augmented by proxy certificates. A proxy certificate is a certificate that is
derived from, and signed by, a normal X.509 certificate or by another proxy
certificate for the purpose of providing restricted impersonation within a PK1-
based authentication system. A proxy certificate allows the definition of proxy
policiesthat specify and restrict therightsand privileges of the proxy certificate
holder in addition to providing an authenti cation mechanism.

P2P Capabilities

Grid capabilities ensure many advantages over P2P, as described above. Still,
peer resources are something to consider for content sharing (Ding, Nutanong,
& Rajkumar Buyya, 2003). In order to take advantage of thegrid capabilities, one
has to install the grid framework on the target machines first. For obvious
reasons, this cannot happen on each and every machine of the end-user
community. The grid framework is often heavyweight and more adapted for
servers than end-user desktops/laptops.

In the case of content delivery network, each downloader could potentially act
as a server for other requesters, making available his/her local files.

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



282 Boutboul and Meliksetian

It makessensetotakeadvantage of thispotentially largepool of “free” resources
that downloaders offer for content delivery.

Grid Meets P2P for Content Delivery

When designing a system where grid and P2P coexist (Foster & lamnitchi,
2003), it is important to keep in mind that P2P networks are peer driven and
cannot be trusted. The trust issue appears on many points:

e Availability: The peerscan go up and down any time, without any control
over it.

. Control: We cannot | et peers share any file and we must preserve the QoS
control that grid offers.

. Security must not be jeopardized by the addition of peers.

Below, we present a number of solutions to these problems.

Availability

Since peers can go down anytime, therefore we always need a grid network to
back up the P2P network. It is true that the existence of P2P resources can
reduce the load on the server grid resources. However, we cannot deduce from
thisthat we can dramatically reducethe number of grid serverswithout affecting
the performance. First, it is very difficult to estimate the number of peers who
will beableto servecontent at agiventime. Itisdifficult toknow theavailability
of peers, and even moredifficult to predict the usage patternsfor the downl oaded
files. It could happen that downloaded filesare del eted right away after delivery.

Next, thereisadirect side effect of thereliability issue for peers. Since the P2P
network is not controlled, it can go down anytime as a whole. For example, it
could bethat avirusisinfecting all peer machines, removing the ability of peers
to serve files. Worse, amalicious code could corrupt the peer-to-peer delivery
mechanismsto deteriorate the overall network availability.

Let us consider a content delivery network with only one grid server and
thousands of peers. A new virustakesdown the P2P network. Thefix tothevirus
needs to be delivered, but the P2P delivery mechanism is down. Everyone will
have to tap into the unique grid server in order to get the fix pack. This will
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probably result in a denial of service and temporary slowdown of enterprise
activity.

Consequently, the decision to decrease the server grid infrastructurein favor of
aclient grid becomes apolicy issue. It isamatter of assessing thereliability of
the delivery mechanisms.

Ideally, if resources are not an issue, aserver grid network to be able to provide
all necessary delivery capabilitiesis preferred, and the P2P network (or client
grid) would be a bonus.

With today’ s on-demand world and grid capabilities, thisideal scenario can be
reached. The server grid network would be a pool of grid resources that can be
used on demand. When theclient grid issufficient, cost isminimized. When the
client grid doesnot provide necessary resources, the server gridisused at higher
expense. In both cases, the quality of servicesis provided at minimum cost.

Control

Shared Content

In the usual P2P paradigm, it is up to the end users to decide what to share. In
a trusted content delivery network, this is not acceptable. Thus, each file
downloaded from a peer must be approved by grid means.

We can use grid security mechanisms to do this. In order to access content, a
peer must present avalid proxy to another peer. The proxy must embed thefile
attributes so that only thefile described in the proxy can be downloaded fromthe
peer. The trusted authority does the deliverance of the proxy.

Tofind afile onthegrid network (Balakrishnan, Kaaschoek, Karger, Morris, &
Stoica, 2003; Czajkowski, Fitzgerald, Foster, & Kesselman, 2001), arequester
can ask the grid information systems to locate the file. The grid information
systems are semi-dynamic databases. Usually these are LDAP or SQL data-
bases. For apeer-to-peer network, dueto the highly dynamic nature of the peers,
itisnot scalableto storeinformation of thepeers' filesand statusesin adatabase.

Many choices are offered. First is to use Gnutella flat topology (Gnutella
Protocol Specification, 2000; Ding, Nutanong, & Rajkumar Buyya, 2003); thisis
clearly not acceptable when speed of dataretrieval iscrucial. Second choiceis
to use P2P supernodes infrastructure, like the fasttrack P2P network (Sharma,
2002; Ding, 2003), to publish thisinformation, and then getting hold of it requires
accessi ng those supernodes. Another solutionisto haveacentralized server, like
Napster (Napster Protocol, 2004; Ding, Nutanong, & Rajkumar Buyya, 2003),
which contains information about peers’ files. Since our content delivery
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network must provide only a specific set of filesto the end user, it is necessary
that both the P2P information systems and the grid information systems match
at some point. A filethat is no longer on the grid network must not be available
any longer on the P2P network. In order to keep both networks synchronized, it
is much easier to opt for the Napster-like central repository. It also provides
better control and better response time in terms of content update.

Upon startup, each peer publishesitslist of filesto the central repository. At any
time, the overall status of the network isavailable. Thisgivesgreater control in
termsof autonomic grid administration. Sinceweknow whichfilesareavailable
on the peer network, the server grid agents can dynamically adjust the distribu-
tion of the files on the server grid network to continuously provide a certain
quality of servicein the overall content delivery network. As more peers serve
thefile, grid agents can del ete copies of thefileonthegrid network, saving space
and money.

Quality of Service

One of the primary concernsisthe speed at which the content will be delivered.
In a grid environment, we control the grid servers and can know through
information systemswhich onesareavail able and dispatch theload accordingly.

From a peer perspective, it is up to the peer to decide which bandwidth is
allocated to download/upload for other peers. We cannot force peersto deliver
a certain QoS. Consequently, in order to maintain a specified QoS in our
download grid, the client hasto automatically balance the QoS between the grid
network and the peer network. If the peer/client grid network cannot provide
enough speed, thenthe server grid network isused asbackup. Thisbusinesscase
makes sense in an on-demand world. The cost of the server grid network is
incurred only when needed. The peer network is virtually free. By tapping
resources in the peer network, we reduce the overall cost. Still, we do not
decrease our quality of service because the server grid network will always
provide the necessary bandwidth, at an additional cost to the content owner.

In this design, we lower the content owner’s cost as much as possible while
keeping a certain quality of service.

Security

Thecontent delivery network security hasto remain unchanged with peers. This
involves both integrity and privacy of thefiles.
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In order to keep the integrity of the files, before a peer serves a file to another
peer, it hasto check for thefileintegrity. Thischeck isperformed at thetimefiles
are published on the client grid information repository.

A doublecheck isstill needed by the requester uponfilereception to ensure end-
to-endintegrity.

Onemagjor issuewith peersisthat we cannot rely on them for access control and
authentication. The grid security framework does not apply here. Hence, we
need an alternate solution. In order to keep control of the P2P network status,
we need away to control who is downloading what and when. To achieve this,
we can use the grid proxy certificates with peers. Before downloading content
from a peer, one has to show valid credentials to the peer. The credentials are
issued by the trusted root authority. A peer will not serve content without an
official proxy with appropriate credentials. With this mechanism in place, we
know exactly who is downloading what.

We still have two additional pieces we need to know: When is the download
performed, andwhereisit performed? Thetimeconstraint givesmoreflexibility
in terms of provisioning and usage. The location information gives greater
flexibility intermsof |oad balancing. Boththetimeandinformation controlsneed
to be secure.

To achievethetime constraint, we can usethelifetime of the proxy certificates.
Each X509 proxy certificate has an expiration date. A peer will deny accessto
its files once this expiration date is over. At any time, we know exactly the
potential maximum usage of the P2P network. In case this usageistoo high, we
can increase the server grid network capabilities accordingly.

To achieve thelocation constraint, we can embed basic identity information in
the proxy. For example, we can indicate an IP address in the proxy. A peer
accepting a proxy will check that the proxy’s policy contains its |P address
before granting access.

Unfortunately, IPsare not reliable for anumber of reasons such as NAT and so
forth. However, we can easily solve the problem by using some unique IDsthat
each peer would create and publish at the time of startup/registration with the
P2P network information services.

With the mechanismsdescribed above, we can achieveahighlevel of control on
the P2P/client grid network.

For the server grid network, we can trust the machines and the underlying
security framework. Only authorized parties can access the files. However, for
the P2P network, we cannot trust the peers, owners of the machines.

Sincewe cannot trust the peers, we need to have sensitive content encrypted not
only over the wire but also in storage. Thus, any sensitive content on the P2P
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network has to be encrypted. Peers can get a copy of the encrypted content
without jeopardizing the confidentiality of the content.

Only authorized peoplewill beableto decrypt content. Unauthorized peoplewill
only be able to download content. Again, we can use the proxy certificates to
implement this policy. When requesting a file, one has to first authenticate, if
necessary. If accessisgranted, theissued proxy certificatewill containthefile's
encryption key to perform the decryption.

Thiskey isspecifictoeachfile. Inorder to makethe system secure, thiskey must
either be sent over a secure connection or be itself encrypted by using public/
private key pair mechanisms. The latter solution is preferred since the proxy is
to be presented to every peer before getting access. It avoids having to handle
secure connections between peers.

The IBM Download Grid

ThelBM Download Grid (IDG) isan IBM internal prototypethat isbased on the
concept introducedintheprevioussection. Itisbeing used currently to distribute
content to IBM employees.

Compared with existing P2P technology, the IDG builds upon the security
framework and the distributed nature of agrid. IDG achieves a high download
rate without losing control of network security and without adversely impacting
the performance of other services provided by the grid resources.

IDG isascalable, reliable, and secure content delivery network running on the
IBM internal grid, which provides an efficient and adaptable download service.
The features of IDG are as follows:

. Parallel downloadsfrom multipleservers. The download client downloads
portions of the same file from multiple servers concurrently. As the
download of some chunks is completed, the client dynamically reassigns
portions of remaining chunksto the download serversthat have completed
the download.

. L oad balancing. The client downloads from aset of servers selected by the
management center algorithms, which abidesapluggablepolicy. Thepolicy
aims at balancing the load among the servers.

. Quality of service. For each server, an associated bandwidth can be forced
for the download, inside the download proxy. Thus, each client will have
access to a defined quality of service.
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. Security and privacy with centralized access control. Private files are
encrypted and access control is done at the management center level.
Access control policies can be changed directly at the management center
level without having to access any IDG servers.

These features produce the following benefits:

. Faster downloads. The client experiences download rates that are on the
average three to five times faster than regular downloads.

. Non-dedicated resources. IDG does not require dedicated resources. It
uses shared resources that are available on the IBM internal grid.

. Better network load distribution. Thedownload server selection algorithms
shape the network traffic according to configurable policies.

. Reduced administration. IDG is an autonomic system. The grid is self-
healing and self-optimizing.

In the following paragraphs, we present the details of the IBM Download Grid
and explain how we achieve these benefits.

Architecture

The IBM Download Grid system made of two complementary delivery mecha-
nisms is shown in Figure 1. The server grid and the client grid form the two
coupled components that interoperate to provide the download service. The
basic operations of the download grid are provided by specialized download
servers and specialized clients.

The download servers are implemented as high-performance non-blocking I/0
servers. They enforce authentication and access control based on X509 proxy
certificates. They can throttle the bandwidth of each session based on the proxy
certificate’s attributes.

There aretwo specialized clients. Oneisimplemented as a Java applet and uses
only the server grid; the second isimplemented asastand-al one Javaapplication
and uses both the server grid and the client grid.

Although thereisno technical issuein using the client grid with the lightweight
java applet, this mode is restricted to the application for the following two
reasons:
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Figure 1. The IBM Download Grid
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Theapplet isaone-time function triggered from a browser and generally
expects immediate action. Use of the client grid requires additional
processing which would delay thisimmediate action.

. Due to the transient aspect of the applet, the applet cannot serve files on
the client grid. Having aclient grid consumer that is not a provider would
result in unbalanced usage between the applet and the application.

TheDownload Grid client controller and the Downl oad Grid management center
cooperate to provide the download service. The Download Grid management
center keepstrack of all content available onthe grid and the distribution of this
content onthe server grid. Theclient grid controller knowsthe overall available
content ontheclient grid. It communicates with the management center through
Web services. Depending on the available content on the client grid, the
management center can automatically re-adjust the content distribution on the
server grid to always provide a certain quality of service. The management
center knows at any given time what the client grid can potentially deliver and
can balance download requests between the server grid and the client grid.

We will describe the different components.
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Server Grid

The server grid component of the IDG architecture is shown in Figure 2.

It consists of an Administration/Management service and a set of download
servers distributed over the IBM internal grid.

Thetypical flow of actions using the server grid is as follows:

1. A content owner publishescontent onthe download grid by uploading afile
using the upload client.

2. The management center distribution agents distribute thefile to a specific
set of grid servers, depending on servers load, publisher’s requests and
additional policies.

3. A client requests afile for download. The management center creates an
optimized download plan for the client. The download plan lists a set of
download servers that the client can use.

4. Theclient contactsthe specified serversand downloads portions of thefile
using an algorithm described later.

Figure 2. The Server grid component of IDG
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The management service provides the mechanismsfor determining adownload
plan, to upload and distribute content to the servers, and to monitor the overall
operation of the system. All the different componentstalk to each other through
Web services, at the management center level.

From the content owner point of view, the download grid appearsasablack box.
The only exposed services are the management center Web services. The
administration of the download serversis hidden.

Theadministrationof filesissimilar toaregular FTPserver fromthepublisher’s
point of view. The power and complexity of the download grid is hidden.

Client Grid

Theclient grid is managed by the download grid client controller. Upon startup,
a download grid client registers with the download grid client controller. It
publishesthelist of filesthat are available. The client grid controller knowsthe
list of allowed download grid files (through the management center) and
intersects both lists.

Atany time, thedownload grid client controller knowsthe map of availablefiles
on the client grid. When the download grid client unregisters, the map gets
updated accordingly.

Time-out mechanisms ensure a necessary update of the map for disconnected
clients.

Includingtheclient grid, thedownload processdescribed earlierismodified to the
following:

1. Theclient requestsafilefrom the management center. It getsan optimized
download plan embedded in a proxy certificate.

2.  Depending onthedownload plan attributes, theclient will either request the
same file from the client grid controller or start the download from the
server grid.

a.  Whenthe optimized plan allows the use of the client grid, the current
client requests the file from the client grid controller. It gets a
secondary peer download plan for the client grid and starts the
download from the peers. If the speed does not reach a certain
threshold, it automatically adds serversfromtheserver grid according
to the primary plan for speeding up the download process. The
thresholdisspecifiedintheprimary download plan. Thethreshold can
force adownload from the client grid only.
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b. Otherwise, the client starts the download from the grid servers
according to primary plan.

3. Asthe download of some chunks is completed, the client reassigns the
download of portions of remaining chunks to the download servers that
have completed the download.

4. Attheend of the download, the client checksthe file integrity and reports
to the management center about the download process and the download
rates achieved.

IBM Download Grid Features

Security

The security mechanismsinclude access control and privacy. Accessto content
is performed in two steps. First, the user has to authenticate against the
management center to get a proxy certificate. Then, the user needs to authen-
ticate against the download grid servers or clientsto be able to download afile.
The second authenticationisdonethrough an SSL handshakewhich ensuresthat
the user is authorized to use the presented proxy.

Since files are distributed on both the server and client grids, it is necessary to
provideadditional privacy mechanism. Filesonthedownload grid areencrypted
using AES 128-bit encryption as they are published on the download grid. The
files are locally encrypted with a randomly generated key, and uploaded
encrypted. The encryption key is securely sent over HTTPS to the management
center.

When a user wants to download an encrypted file, once access is granted, the
user is given the encryption key to decrypt the file. The following steps are
necessary:

1. Authenticate against the management center.

2. The management center grants or denies access based on the file access
control list/policy.

3. If accessis granted, the file's encryption key is encrypted in the proxy
certificate sothat only therequester can decrypt it (with public/private key
pair mechanisms).

4. The requester downloads the file encrypted from the grid servers.
5. At the end of the download, the requester decrypts the file locally.
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Software Updates

Software updates are an important piece of the download grid. In a highly
distributed environment, it is critical to have an update mechanism that can
quickly update software on all nodesin notimeand without disrupting theoverall
service.

Update concerns both the download grid servers and the download grid client
application.

The download grid server code update is done through the grid framework. The
server isremotely and securely updated using grid security infrastructure (GSI)
(Generic Security Service Application Program Interface, 1997; Grid Security
Infrastructure, 2004) and job submission. The update sequence consists of:

e stopping the server remotely
e transferring the new code
e starting the server remotely

The download grid client code update needs another mechanism, since the grid
framework is not available on the clients. For this purpose, we use an existing
update mechanism through Java Web Start. Since the download grid code is
100% Java, it makes sense to use the deployment and update mechanisms of
JavaWeb Start. Each time anew update is necessary, Java Web Start will only
send the differencein jarsbetween the old and new version. Thisresultsin great
savingsintermsof update deployment. Moreover, at each client start, JavaWeb
Start automatically checksfor updates, the process being transparent to the end
user.

Autonomic System

One concern of the download grid isthe administration of the grid servers. The
download gridisdistributed worldwide on potentially thousands of servers, and
we cannot afford duplicating administration costs. In order to keep the admin-
istrative costs low, we use autonomic mechanisms.

Self—HeaIing

The most basic issue is when a grid server goes down for some reason.
Monitoring continuously the grid servers could result in a scalability issue.
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Moreover, it would require an intelligent and distributed system of sensors.
Indeed, monitoring the servers from a unique location would not be reliable
because of the heterogeneous nature of the network. The link could be broken
between sensor A and grid server B, but not between grid server B and the rest
of the world.

In order to solve theseissues, we use the download grid nodes (both clients and
servers) as sensors. In the event of a connection failure, a downloader, which
can be either agrid server during filedistribution or aclient, immediately alerts
the management center. On the management center, the monitoring agents
double-check the identified misbehaving grid server. If it appears that the grid
server isdown, the monitoring agent will try to restart the server automatically
and securely through the grid framework. If it cannot restart it, it will flag it as
“not active” inthe database, so that further download requestswill not useit. As
soon asthe grid server can berestarted, it isflagged as “active” in the database
and joins back the pool of active grid delivery servers.

Thesystemwill automatically heal itself and readjust the distribution of thefiles
to satisfy requirements. For example, if one of the servers goes down and it
appears that the file is distributed on an insufficient number of grid serversto
deliver enough bandwidthto end users, thedistribution agentswill automatically
replicate the file on other grid servers.

Self-Optimizing

This automatic distribution can also be coupled with usage patterns. Since the
management center receives feedback on all downloads, it knows the actual
speed end users are getting when downloading afile. If this speed is below a
certainthreshold, it can automatically increasethedistribution of thefileon other
grid servers, wherever and whenever necessary.

| mplementation and Future Directions

All components of the download grid are written in Java. The management
center usesabackend databaseto storeinformation. The main componentstalks
with each other through Web services. Some components that require very fast
response such as distribution agents, use the database directly.

Though the download grid presented above presents an exciting number of
improvements compared to the old-fashioned client/server HTTP/FTP model, it
still relieson an old protocol: TCP/IP. TCP/IP was engineered decades ago and
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was not optimized for fast transfer of large amounts of data. Academic effort
(PhatPacketsresearch project, 2004) isdevel oping new protocol sbased onamix
of UDP/TCPto reliably move large amounts of datamore efficiently acrossthe
Internet. Future directionsfor content delivery network would beto investigate
new protocolsin order to take advantage of the new technol ogies, not only at the
software and architecture level, but also at the transport level.

Conclusion

Creating asecure, reliable and scal abl e content delivery network presents many
challenges. Grid and P2P communities provide key mechanismsfor delivering
content. We use the grid mechanisms to reach a high level of security. The
scalability is greatly improved by using peer-to-peer capabilities. Finally, by
meshing together the grid and peer-to-peer networks, we reach a high level of
reliability andflexibility.

Thus, we can take advantage of both grid and peer-to-peer worlds to create an
innovative solution for delivering content to end users.
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