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Lab 1: Legacy Architecture Challenges

In this lab, you will integrate FortiSwitch with ISFW-FortiGate and test scenarios to learn the shortcomings of
traditional security architecture. Next, you will configure the network to achieve both macrosegmentation and
microsegmentation. Finally, you will set up VPN access for remote endpoints to securely connect to the corporate
infrastructure and understand the drawbacks of VPN technology with regard to zero trust.

Objectives

¢ Integrate FortiSwitch with FortiGate

» Achieve macrosegmentation and microsegmentation

¢ Enable remote access using VPN technology

¢ Understand the shortcomings of legacy security architecture

Time to Complete

Estimated: 60 minutes

8 Zero Trust Access 7.2 Lab Guide
Fortinet Technologies Inc.
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Exercise 1: Integrating FortiSwitch

You will integrate FortiSwitch with FortiGate and configure a simulated flat network with a single subnet and
unrestricted access to the data center and the internet.

Add FortiSwitch to ISFW FortiGate Management

You will enable FortiSwitch management of ISFW FortiGate by using the FortiLink protocol.

To add FortiSwitch to ISFW-FortiGate

1. Open an RDP connection to the FortiClient EMS VM, and then log in with the username Administrator and
password Passwordl!.

2. Open Google Chrome, and then in Bookmarks, select the ISFW login page bookmark.
3. Loginto the ISFW FortiGate GUI with the username admin and password password.
4. Click System > Feature Visibility, and then enable Switch Controller.

Dashboard Feature Visibility
Network
Core Features
B Policy & Objects
Security Profiles [ @ Advanced Routing ]
VPN [ B IPv6 ]
User & Authentication
= WiFi Controller [("VP“ ]
System ‘ Swit 0 - ]
Administrators
[() WiFi Controller ]

Admin Profiles

Fabric Management
Settings

HA

SNMP

Replacement Messages
FortiGuard

Feature Visibility

Certificates

¥ Security Fabric

Lt Log & Report

5. Click Apply.

Zero Trust Access 7.2 Lab Guide
Fortinet Technologies Inc.
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vy
~ - If the Switch Controller field and the WiFi & Switch Controller menu item are
9 unavailable, you should enable the switch controller using the CLI. This is required only
— on FortiGate VMs; physical FortiGate devices have the switch controller enabled.

6. Click the CLI console icon to open the CLI console.

Feature Visihility

Core Fegtures Security Features AMdditional Featurss Changes ©
. . . Mip b g
A Mubesne el Houling [ =] ] A Al Vs ] ] | T Aalvsncen —ndpein Conlol ] ]
W P l & Apg/ caticn Cortrol l I B Allows Uanamed Policizs l
© v J & DHS Tl ‘ [ © Cur lifiales ‘
& Swicch Corrrollar [+] ] W Fmail Filtzr 4] ] | ® oS potangee 4] ]

7. Enter the following commands to enable the switch controller:
config system global

set switch-controller enable

end

CLIConsole (1)

ISFW # config system global
ISFW (global) # set switch-controller enable
ISFW (global) # end

ISFW #

8. Close the CLI console.
9. Refresh the web page.
The WiFi & Switch Controller menu item appears.

10. Click WiFi & Switch Controller > FortiLink Interface.
11. Select port5, and then add it to the Interface members field.

12. Verify that Automatically authorize devices is enabled, and that FortiLink split interface is disabled, and then
click Apply.

10 Zero Trust Access 7.2 Lab Guide
Fortinet Technologies Inc.
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9 be [0 B W

WiFi & Switch Controller

Fortilink Interface

F:=RATINET

= Q

Edit FortiLink Interface

Name Be fortilink

Alias

Type #+ FortiLink (802.3ad Aggregate)
VRFID & 0

Interface members | M ports %

Address

IP/Netmask 10.255.1.1/255.255.255.0

Connected devices 0 FortiSwitchles)

Automatically authorize devices @ @

FortiLink split interface @ >

loT scanning € >
DHCP Server

DHCP status (+RIEVEY O Disabled

Address range 10.255.1.2-10.255.1.254
[+]

Netmask 255.255.255.0

Default gateway EENCEAWERECAE Specify

DNS server Same as System DNS ISENEEH NGO EWA N Specify
Leasetime @ @ 604800 second(s)

B Advanced

Traffic Shaping

Outbound shaping profile (B

Configure the Default FortiLink VLAN

Select Entries x
Q, Search

port4

port5

port3

porté

port?

portd

port?

port10

[#

Close

13. Click Managed FortiSwitches.
The FortiSwitch appears. Its state changes from Offline to Connecting, and then to Online.

Configure the Default FortiLink VLAN

By default, FortiLink creates multiple VLANs for a managed FortiSwitch. You will now configure the default

FortiLink VLAN.

To configure the default FortiLink VLAN

1. Continuing on the ISFW FortiGate GUI, click WiFi & Switch Controller > FortiSwitch VLANSs.

Zero Trust Access 7.2 Lab Guide

Fortinet Technologies Inc.
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E Q
@ D + Creat ret Q
l Name = VLANID = IP%
xE _default.fortilink (_default) 1
8 quarantine.fortilink (quarantine) 4093
8 repan.fortilink (rspan) 4092
-] =8 nac_segment.fortilink (nac_segment) 4088 10.255.13.1/255.255.2550
® 8 voice.fortilink (voice) 4091 Inherited
® & video.fortilink 4090 Inherited
* =g onboarding fortilink (onboarding) 4089 Inherited
vy . : o
~ - The VLANSs that appear are automatically generated when you integrate FortiSwitch
9 with FortiGate and they do not reflect the VLANSs you will use for integration with
- FortiNAC in a later exercise.
]

2. Editthe _default.fortilink (_default) interface and configure the following settings:

Field Value

Role LAN
IP/Netmask 10.1.99.1/24
Administrative Access Ping

3. Click OK.

4. Click the CLI console icon to open the CLI console.

5. Enter the following command to run the script to enable the DHCP server and the IP address reservation for the
interface _default.fortilink (_default):

execute auto-script start dhcp config

The dhcp config autoscript enables a DHCP server for the interface _
“' ' ’_,. default.fortilink (_default). The autoscript also reserves IP addresses for the HR VM
9 and the Sales VM based on their MAC addresses. You can enter the following
- command on the ISFW FortiGate CLI to review the contents of the autoscript:

show system auto-script dhcp config

Close the CLI console.

Click WiFi & Switch Controller > FortiSwitch VLANS, and then edit the _default.fortilink (_default) interface.
Verify that the DHCP Server is enabled and has an Address range specified.

Click Advanced, and then review the IP Address Assignment Rules.

© ® NOo

12 Zero Trust Access 7.2 Lab Guide
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ey = gy

& DHCP Server

DHCP status & Disabled

fpddressrange 1101992-10.199254 |
[+

Metmask 2552552550
Default gateway RENEER L =gl 20 Specify
OMS server R [t YRl Same as Interface IP | Specify

Lease time € € | 4604500 second(s)

& Advanced

Mode Relay

Type Regular Rz

MTP server Local | Same as System MTP
L+

Wireless controllers Same 2s Interface |P
L+

Time zone Specify

MWext bootstrap server 0.000

TFTF server(s) [+]

Additional DHCP Options

*Create New | | # Edit || & Delete Search Q

Code 5 Type = Value =

Mo results

0]

IP &ddress Assignment Rules

*Create New | | # Edit || & Delete Search Q, | = Addfrom DHCP Client Ligt

Type Match Criteria Action P Description
MAC Address MAC address: 00:0c:29-:0d:86:a5 Reserve IP 10,1993 HE
MAC Address MAC address: 00:0c:29:6b:%a:4e Reserve IP 10.1.92.2 Sales

10. Click WiFi & Switch Controller > FortiSwitch Ports, and then verify that all ports except port5 have the Native
VLAN set to _default.fortilink (_default).

Zero Trust Access 7.2 Lab Guide 13
Fortinet Technologies Inc.
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11.
12.

13.

Click Policy & Objects > Firewall Policy.
Click Create New, and then configure the following settings:

Field Value

Name Allow_All
Incoming Interface _default.fortilink (_default)
Outgoing Interface port1, port2
Source all
Destination all

Schedule always
Service ALL

Action Accept

NAT Enable

Log Allowed Traffic All Sessions
Click OK.

Test Connectivity

14

You will now test the connectivity to ensure that the firewall policy is allowing the traffic as intended.

To test the connectivity

1. Open an RDP connection to the SALES VM, and then log in with the username sales\student and password
Passwordl!
2. Open acommand prompt window, enter the following command to check IP access, and then note the IP address:
ipconfig
If the IP addressis notinthe 10.1.99. x range, make sure you configured the switch
as described in previous steps, and then enterthe ipconfig /release and
ipconfig /renew commands to obtain a new lease.
3. Enter the following command to test internet connectivity:
ping 1.1.1.1
4. Enter the following command to ensure that you have connectivity to the data center and the EMS server:
ping 10.1.0.30
5. Open an RDP connection to the HR VM, log in with the username ftnt\hr and password Password1l!.
6. Repeat steps 2—4 for the HR VM.
7. Pingthe SALES VM using the IP address that you noted in step 2, for example ping 10.1.99.2.
Zero Trust Access 7.2 Lab Guide

Fortinet Technologies Inc.
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Return to the SALES VM, and ping the HR VM using the IP address that you noted.

9. Return to the HR VM, right-click on the Windows icon, and then click Run.

10. Type mstsc, and then click OK to open a Remote Desktop Connection.

11. Loginto10.1.99.2 with the username studentand password Passwordl!.

12. Click Yes.

13. Disconnect the RDP session.

14. Continuing on the HR VM, open Google Chrome, and then in Bookmarks, select the FortiAnalyzer login page
bookmark.

15. Return to the ISFW FortiGate GUI on the FortiClient EMS VM, and click Log & Report > Forward Traffic, and
then clear any existing search filters.

16. Add afilter for the Source using the IP address you noted for the HR VM, and then add a filter for the Destination
using the IP address 10.1.0.10 (FortiAnalyzer) and the IP address you noted for the SALES VM, as shown in the
following image:

_— estination e © Add Filter
- Date/Time % Saurce Device Destination Application Mame
P 1seconds zgo 10.1.92.3 & HE 10.1.0.10 (faz.fint.lah) HTTPS
P 42 seconds ago 10.1.99.3 HmHR 10.1.0.10 (faz.fint.lab) HTTPS
54 seconds ago 10.1.99.3 =& HR 10.1.0.10 (faz fint.lab) HTTPS
Minute 2go 10.1.99.3 HEHR 10.1.0.10 (faz fint.lab) HTTPS
Minute ago 10.1.99.3 58 HE 10.1.0.10 (Faz fint.lab) HTTPS
Minute ago 10.1.59.3 i\ HR 10.1.0.10 (faz.ftnt.lab) HTTPS
L Log & Report Minute ago 10.1.99.3 = HR 10.1.0.10 (faz Fint.lab) HTTPS
Forward Traffic Minute ag0 10,1593 i HR 10,1.0.10 (faz:ftntlab) HTTPS
Minute ago 10.1.99.3 =HR 10.1.0.10 (faz.fint.lab) HTTPS
Minute zgo 10.1.99.3 =& HR 10.1.0.10 (faz fint.lab) HTTPS
Stop and think!

You see logs only for HTTPS access to FortiAnalyzer, but not for RDP access to the SALES VM. What is the
reason for this?

Traffic flows within the same subnet never reach the firewall and are switched at the FortiSwitch level.

Zero Trust Access 7.2 Lab Guide 15
Fortinet Technologies Inc.
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Exercise 2: Configuring Microsegmentation

In this exercise, you will configure microsegmentation with physical workloads.

Block traffic between endpoints in same VLAN

16

In this section, you will enable the Block intra-VLAN traffic field to block communication between devices
connected to the same VLAN on a switch.

To block intraVLAN traffic

o gk

On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the ISFW login page bookmark.
Log in to the ISFW FortiGate GUI with the username admin and password password.

Click WiFi & Switch Controller > FortiSwitch VLANSs.

Edit the _default.fortilink (_default) interface.

In the Network section, enable Block intra-VLAN traffic, and then click OK.

Return to the HR VM, open a command prompt window, and then enter the ping command using the IP address
you noted in the previous exercise to verify connectivity to the SALES VM.

The ping should fail.

Right-click on the Windows icon, and then click Run.

Type mstsc, and then click OK to open the Remote Desktop Connection application.
Type 10.1.99. 2, and then click Connect.

The connection should fail and display the error shown in the following image:

Zero Trust Access 7.2 Lab Guide
Fortinet Technologies Inc.
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| Remote Desktop
<) Connection

Computer:  [10.1.99.2

Remote Desktop Connection

8 Remote Desktop can't connect to the remote computer for one of these reasons:

1) Remote access to the server is not enabled
2) The remote computer is turned off
3) The remote computer is not available on the network

Make sure the remote computer is turned on and connected to the network, and that remote
access is enabled.

Manage traffic between endpoints in the same VLAN

To allow intraVLAN traffic between specific endpoints, you will configure a firewall policy and proxy-arp for the
endpoints. Next, you will restrict access to allow an RDP connection only between the SALES VM and the HR VM.

To manage traffic between endpoints

1. Continuing on the ISFW FortiGate GUI, click Policy & Objects > Firewall Policy.
2. Click Create New, and then configure the following settings:

Field Value

Name Allow_RDP_Intra_VLAN
Incoming Interface _default.fortilink (_default)
Outgoing Interface _default.fortilink (_default)
Source all
Destination all
Zero Trust Access 7.2 Lab Guide 17
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Field Value

Schedule always
Service RDP
Action ACCEPT
NAT Disable
Log Allowed Traffic All Sessions
= @
Edit Policy
B Policy & Objects Name €@ Allow_RDP_Intra_VLAN
Firewall Policy Incoming Interface = _defaultfortilink |_default) x
DoS Poli +
Outgoing Interface 8 _default.fortilink _default) x
+
Source Ball x
+
Destination =2 all x
+
Schedule o always -
Service I rROP x
+
Action + ACCEPT [olvaig

Inspection Mode Proxy-based

Firewall/MNetwork Options
MAT >
Protocol Options | [E25 default v &

Security Profiles

AntiVirus >
Web Filter ®
DNSFilter [® ]
Application Control OB
IPS >
File Filter [® ]
S5L Inspection = no-inspection v &
Fi=ATINET \ Cancel

3. Click OK.
4. Onthe ISFW FortiGate GUI, click CLI Console.

5. Enter the following commands to set up proxy arp for the subnet 10.1.99.x in the _default Fortilink interface as
shown in the image below:

config system proxy-arp
edit 1
set interface default

set ip 10.1.99.1

18 Zero Trust Access 7.2 Lab Guide
Fortinet Technologies Inc.
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10.

set end-ip 10.1.99.254
next

end

CLI Console(1)

ISFW # config system proxy-arp

ISFW (proxy-arp) # edit 1
new entry '1' added

ISFW (1) # set interface _default
ISFW (1) # set ip 18.1.99.1

ISFW (1) # set end-ip 10.1.99.254
ISFW (1) # next

ISFW (proxy-arp) # end

ISFW #

Close the CLI console.

On the HR VM, open a command prompt window, and then enter the ping command to verify connectivity to the
SALES VM, using the IP address you noted in the previous exercise.

The pings should fail.

Right-click the Windows icon, and then click Run.
Type mstsc, and then click OK to open a Remote Desktop Connection.
Type 10.1.99.2, and then click Connect.

A\
- -
9 If RDP fails the first time you try to connect, try again.

11.
12.

13.
14.
15.

Log in with the username student and password Passwordl !.
Click Yes.
You should now have RDP access to the SALES VM from the HR VM using the Remote Desktop Connection.

Disconnect from RDP.
Return to the ISFW FortiGate GUI, and then click Log & Report > Forward Traffic.

Add a filter for the Source using the IP address that you noted for the HR VM, and then add a filter for the
Destination using the IP address that you noted for the SALES VM, as shown in the following image:

Zero Trust Access 7.2 Lab Guide 19
Fortinet Technologies Inc.
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Exercise 2: Configuring Microsegmentation

2| & || | RS FEEREEe] © - * o
Lames e L FourcE Levice Liestination ApplicatomMNare Hesut Poicy 10
fllnte amo 1015582 B S @ Deny policy violztion )
Minute ago 101592 ‘% ROP Allows RO2 Intra VLAN (2] |
MInTR A . B My & Deny poliey vinlEton ]
MInTR A 10010 B AR & Deny poliey vinlEton ]
Pivsdesmury 1Y PING & Dy poliey vinlelion i
Pulicssles mury 1Y PING & Dy poliey vinlelion i
AR Rl & Ty by vinkalicn e}
10792 FING & Duy: pulivy vivlalicn Q
vig _ : :
~ - Investigate the logs and make note of the flows shown in the logs. FortiGate blocked
PING traffic due to a policy violation. The Allow_RDP_Intra_VLAN policy you created
allowed RDP access.
-

20
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Exercise 3: Configuring Macrosegmentation

In this exercise, you will create two separate VLANS, one for the SALES VM and one for the HR VM. Next, you will
restrict access between these VLANs and to the data center, providing macrosegmentation.

Create new VLAN segments for each department

You will create two new VLAN segments called HR and SALES and configure the Active Directory (AD) server in
the data center as the DHCP and DNS server for these segments. We have preconfigured the AD server to act as
the DHCP server for these VLANs and have configured DHCP reservations to assign specific IP addresses as
shown in the lab topology.

To create VLAN segments

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the ISFW login page bookmark.
2. Logintothe ISFW FortiGate GUI with the username admin and password password.
3. Click WiFi & Switch Controller > FortiSwitch VLANSs.
4. Click Create New, and then configure the following settings:
Field Value
Interface Name SALES
VLAN ID 50
Role LAN
IP/Netmask 10.1.50.1/24
Create address object matching Enabled
subnet
Administrative Access Ping
DHCP Server Enabled and click Advanced
Mode Relay
DHCP Server IP 10.1.0.30, 10.1.0.40
5. Click OK.
6. Click Create New to create another interface, and then configure the following settings:
Field Value
Interface Name HR
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Field Value

VLAN ID 60
Role LAN
IP/Netmask 10.1.60.1/24
Create address object matching Enabled
subnet
Administrative Access Ping
DHCP Server Enabled and click Advanced
Mode Relay
DHCP Server IP 10.1.0.30, 10.1.0.40
7. Click OK.
8. Click WiFi & Switch Controller > FortiSwitch Ports, and then set the native VLAN of port7 to SALES, and the
native VLAN of port8 to HR.
+ Create New = # Edit Delet= Search Q
Port Trunk Maode Port Policy Enabled Features Netive VLAN Allowed VLANs Cyramid
& portl Static & Edge Port 2ofi _defaultfortilick (_d="aulz) xf quarantinzfortilink (quarantine)

@ Spanning Tres Frolocol

> port2 Static @ Ldge Port wf§ _defaulttortilink (_d="aul) xfi quarantinztortilink (quarantine)
@ Spanning Tree Frotocol

& port3 Starle & Fdge Port i _default fortilink (_d="aul) = quarantinafortlink (quaranting)
& Spanning Trez Protocol

& port4 Static & Edge Port «f _default.fortilink (_d="aulz) =f quarantinzfo-tilink (quaranting)
% Spanning Tree Frotocol

> port5 % FOWVMO1TM22004283

> porté Static @ Edge Port o _defaultfortilirk (_d="aulz) = quarantinafortilink (quarantine)
& Spanning Tres Frotocol

I& port7 Static & Edge Port 2off _defaultfortilink (_cle"aul: =i quarantinzfortilink (quarantine)
@ Spannine Tres Frolucol

9. Click Apply.
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M Creats Naw~ & Edic  5=arch Q TS 4

Q, scarch + Croote

ort Trunk Mods Enzbled Features Native VLAN Allowed VLANz
®E _default fortilink {_default)

x§ nac segment.fortil nk (nsc segment)
2 orboa-dingtortilink (onooarcing)
*fi rspan fortilink (rspan)

*f vidcofortilink (videa)

®fE vaire forrilink vnice] #

ool L7 Slalic [} Euge Puil o _delaull. o Lilink (_delaull) =8 quzranbineforLilink {yuaransing)
@ Spanning T es Prolocel

CEnce'

10. Click Policy & Objects > Firewall Policy.

11. Edit the Allow_All policy to replace the _default Fortilink interface with the newly created VLAN interfaces HR
and SALES. Leave all other options as is.
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(= 1sSFw = Q

@ Dashboard Edit Policy

< Network

B Policy & Objects Name © Allow All
Firewall Policy Incoming Interface | > HR x
IPv4 Do Policy X5 SALES x

+

Add —

- Outgoing Interface ™ portl x
Internet Se | port2 x
Services +
Schedules Source Sl ®

+
Virtual IPs

AL Destination = all x
IP Pools +
Protocol Options Schedule (o always v
Traffic Shaping Service @ ALL "

+
& Security Profiles
Action Ly eleul @ DENY
VPN
User & Authentication Inspection Mode Proxy-based

WiFi & Switch Controller

Firewall/Network Options
% Security Fabric NAT O

Log & Report IP Pool Configuration Use Dynamic IP Pool
Preserve Source Port (B

Protocol Options | default v &

12. Click OK to save the changes.
13. Onthe HR VM, open a command prompt window, and then enter the following command:
ipconfig
Does the IP address 10.1.60.2 appear? If not, enter the ipconfig /release and
ipconfig /renewcommands as Administrator to obtain an IP address from the
newly assigned VLAN.
14. Onthe SALES VM, open a command prompt window, and then enter the following command:
ipconfig
Does the IP address 10.1.50.2 appear? If not, enter the ipconfig /release and
ipconfig /renew commands as Administrator to obtain an IP address from the
newly assigned VLAN.
15. Return to the HR VM, and then enter the following command to test internet connectivity:
ping 1.1.1.1
16. Enter the following command to test connectivity to the data center and the EMS server:
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ping 10.1.0.30

17. Use the ping command to test connectivity to the IP addresses of FortiMail (10.1.0.60), FortiAuthenticator
(10.1.0.20), FortiAnalyzer (10.1.0.10), and FortiNAC (10.1.0.40).

18. Enter the following command to test connectivity to the SALES VM:
ping 10.1.50.2

The ping connection should fail.

19. Continuing on the HR VM, right-click the Windows icon, and then click Run.
20. Type mstsc, and then click OK to open a Remote Desktop Connection.
21. Type 10.1.50.2, and then click Connect.
The RDP connection should fail.
22. Onthe SALES VM, open a command prompt window, and then use the ping command to test connectivity to the

IP addresses of FortiMail (10.1.0.60), FortiAuthenticator (10.1.0.20), FortiAnalyzer (10.1.0.10), and FortiNAC
(10.1.0.40).

23. Enter the following command to test connectivity to the HR VM:
ping 10.1.60.2

The ping should fail.

24. Continuing on the SALES VM, right-click the Windows icon, and then click Run.
25. Typemstsc, and then click OK to open a Remote Desktop Connection.
26. Type 10.1.60.2, and then click Connect.

The RDP connection should fail.

Stop and think!
Why we can no longer ping or RDP between the HR VM and the SALES VM?

Because there is no firewall policy allowing communication between the newly created VLANSs.

27. Onthe ISFW FortiGate GUI, click Policy & Objects > Firewall Policy.
28. Delete the Allow_RDP_Intra_VLAN policy.
You no longer require the intraVLAN traffic policy on the _default FortiLink interface.

Restrict Access to the Data Center

You will create a firewall policy to restrict access to the data center. You will limit access to Active Directory,
FortiClient EMS, FortiAuthenticator, and FortiMail.

To restrict access to the data center

1. Continuing on the ISFW FortiGate GUI, click Policy & Objects > Firewall Policy.

2. Editthe Allow_All policy to renameitto Allow Internet, and then remove port2 from the outgoing interface to
remove DC access. Leave all other options as shown in the following image:
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5 @
Edit Policy
B Policy & Objects Name €@ Allow_Internet
Firewall Policy Incoming Interface xE HR x
IPv4 DoS Policy 5 SALES x
+
Addr . i
Outgoing Interface | ™ portl x
+
Source = al x
+
, _ Destination Bal x
Virtual IPs
+
IP Pools Schedule [0 always -
Protocol Options Service m ALL %
Traffic Shaping +
Security Profiles Action ML SSl © DENY
& VPN
Inspection Mode Proxy-based
& Authentication
LI Firewall/Network Options
NAT O
IP Pool Configuration (VLI =G A TN G EWG G Use Dynamic P Pool
Preserve Source Port (B
Protocol Options ' | default M4

3. Click OK.
4. Click Policy & Objects > Addresses.
5. Click Create New > Address, and then configure the following settings:

Field Value

Name AD-EMS
Type Subnet
IP/Netmask 10.1.0.30/32
Interface any
6. Click OK.
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(@ ISFw

@ Dashboard

4 Network

B Policy & Objects
Firewall Policy
IPv4 DoS Policy
Addresses
Internet Service Database
Services
Schedules

Virtual IPs

= el

New Address

Name AD-EMS

Color = Change

Type Subnet v
IP/Netmask 10.1.0.30/32

Interface O any -

Static route configuration (B

Comments Write a comment... £ 0/255

7. Repeat steps 4 and 5 to create address objects for FortiAuthenticator 10.1.0.20/32 and FortiMail

10.1.0.60/32.

8. Click Policy & Objects > Firewall Policy.

9. Click Create New, and then configure the following settings to create a firewall policy to allow access to Active
Directory/EMS, FortiAuthenticator, and FortiMail:

Name

Incoming Interface
Outgoing Interface
Source
Destination
Schedule

Service

Action

NAT

Log Allowed Traffic

Zero Trust Access 7.2 Lab Guide
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Value

Allow_DC_Restricted

HR, SALES

port2

all

AD-EMS, FortiAuthenticator, FortiMail
always

ALL

ACCEPT

Disabled

All Sessions
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10.
1.

12.
13.
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(= 1sSFw

]
jo)

@ Dashboard New Policy
< Network

B Policy & Objects Name © Allow_DC_Restricted
Firewall Policy Incoming Interface & HR b3
IPv4 DoS Policy %% SALES »
+
dresses —
ALl Outgoing Interface ™ port2 X
Internet Service Database -
Services Source = all x
+
Schedules
: Destination = AD-EMS x
Virtual IPs ; . .
I FortiAuthenticator b
IP Pools & FortiMail x
Protocol Options *
S — Schedule [0 always -
i | x
Security Profiles Service & ALL
+
Action V- eeZul @ DENY
& Authentication
WiFi & Switch Controller Inspection Mode Proxy-based

System
% Security Fabric Firewall/Network Options
Log & Report NAT o

Protocol Options i default vy &

Click OK.

On both the SALES VM and the HR VM, enter the following commands to test connectivity to AD-EMS and
FortiAuthenticator:

ping 10.1.0.30
ping 10.1.0.20

Visithttps://fml. ftnt. lab to test connectivity to the FortiMail GUI.
Visit 10.1.0. 10 to test connectivity to FortiAnalyzerand 10.1.0. 40 to test connectivity to FortiNAC.

You should not be able to access FortiAnalyzer or FortiNAC because the new firewall policy allows access
only to AD-EMS, FortiAuthenticator, and FortiMail.
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Exercise 4: Using a VPN for Remote Access

In this exercise, you will allow remote access to the SALES and HR subnets using SSL-VPN. Next, you will
demonstrate some of the security risks and limitations of using VPN and zero trust access.

Set up a Remote Access VPN

You will create an SSL-VPN policy on NGFW to allow remote users to access the HR and SALES subnets via the
ISFW firewall.

To create VLAN segments

1.

Do

On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the NGFW login page
bookmark.

Log in with the username admin and password password.
Click Policy & Objects > Addresses.

. Click Create New > Address, and then configure the following settings:

Field Value

Name SSL_VPN_Subnet
Type IP Range
IP Range 10.1.200.101-10.1.200.110
Interface any
Fabric synchronization Enabled
Static route configuration Enabled
5. Click OK.
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(= NGFW = Q
New Address
% Network
. : Name SSL_VPN_Subnet
B Policy & Objects
Color I Change
Firewall Policy
Type IP Range v
IPv4 DoS Policy
IP Range 10.1.200.101-10.1.200.110
Add
(S5S Interface O any -

Internet Service Database : izati
ite ervice ios Fabric synchronization @

Services i i

Service Static route configuration @

I.';— A
Schedules Comments Write a comment... Z 0/255

Virtual IPs

IP Pools

6. Repeat the process to create an address object for an HR subnet with the following settings:

Name HR_Subnet
IP/Netmask 10.1.60.0/24
Type Subnet
Fabric synchronization Enabled
Static route configuration Enabled

7. Repeat again to create an address object for a Sales subnet with the following settings:

Name SALES_Subnet
IP/Netmask 10.1.50.0/24
Type Subnet

Fabric synchronization Enabled

Static route configuration Enabled

8. Click Network > Static Routes.
9. Click Create New, and then configure the following settings:

30 Zero Trust Access 7.2 Lab Guide
Fortinet Technologies Inc.



D O &LQ;E QE-R IRLN;I;ote Access Set up a Remote Access VPN
© FORTINET

Field Value

Destination Named Address
Destination (drop-down list) SALES_Subnet
Gateway Address 10.1.1.2
Interface port6

Edit Static Route

Desztination Subnet BEEMEWNGHIGEEN Internet Service

= SALES Subnet v
Gateway Address 10.1.1.2
Interface ™ porté »®
+

Administrative Distance ® | 10

Comments Write a comment... £ 0/255
Status (+RHELELE O Disabled
10. Click OK.

11. Repeat the process to create a route for the HR subnet.
12. Click VPN > SSL-VPN Portals, and then edit the full-access portal.
13. Replace Source IP Pools with the SSL_VPN_Subnet address object.

14. Enable the following options: Allow client to save password, Allow client to connect automatically, and
Allow client to keep connections alive.

15. Click Create New in the Predefined Bookmarks section, and then configure the following settings:

Field Value

Name SALES VM
Type RDP
Host sales.ftnt.lab
Port 3389
Security Allow the server to choose the type of security
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Screen width
Screen height
Keyboard layout

Name SALESVM

Type RDP -
Host sales.ftnt.lab

Port 3389

Description SALES VM RDP Access

Single Sign-On SSL-VPN Login

Username

Password

Color depth 8Bit LYW 32Bit

0
0
English, United States. v

Security

Allow the server to choose thetypeo +

Restricted admin mode (B

16. Click OK.

17. Click Create New in the Predefined Bookmarks section again, and then configure the following settings:

Field Value

Name
Type
Host
Port

Security

32

HR VM
RDP
hr.ftnt.lab
3389

Allow the server to choose the type of security
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18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.

Zero Trust Access 7.2 Lab Guide

New Bookmark
Name HRVM
Type RDP -
Host hrftnt.lab
Port 3389
Description HRVM RDP Access
Single Sign-On SSL-VPN Login
Username
Password
Color depth 8 Bit 32Bit
Screen width 0
Screen height 0

Keyboard layout English. United States. v

Allow the server to choose the typeo +

I Security

Restricted admin mode 5

Cancel

Click OK.

Click OK to save the changes.

Click User & Authentication > User Groups.

Click Create New.

In the Name field, type SSL_ VPN Users, and then click + for Members.
Click Create > User.

Select Local User, and then click Next.

In the Username field, type remote, in the password field, type password, and then click Next.
Leave Two-Factor Authentication disabled, and then click Next.

Verify that the User Account Status is Enabled, and then click Submit.
Select remote, and then click OK.

Click VPN > SSL-VPN Settings, and then configure the following settings:

Field Value

Enable SSL-VPN Enabled
Listen on Interface(s) port1
Listen on Port 443
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Field Value

Exercise 4: Using a VPN for Remote Access

Server Certificate ngfw.ftnt.lab

Redirectto HTTP to SSL-VPN Enabled

Address Range Specify custom IP ranges
IP Ranges SSL_VPN_Subnet
SSL-VPN Settings

SSL-VPN settings are not fully configured

Connection Settings @

Enable SSLWPN O
Listen on Interface(s) e portl x|
- E 3

Listen on Port 443

Port conflicts with the administrative HTTPS port for this system

o Web mode access will be listening at

https://10.1.3.2:443

Server Certificate 59 ngfw.ftntlab v

Redirect HTTP to SSL-VPN @O
Administrative HTTP port conflicts with SSL VPN redirection.

Restrict Access PAGUEGEE i n LV 5l Limit access to specific hosts

Idle Logout O

Inactive For 300 Seconds

Require Client Certificate (B

Tunnel Mode Client Settings ©

Address Range Automatically assign addresses BejiwlnEeit ) BT ETEE

IP Ranges I8 SSL_ VPN _Subnet x

DNS Server Same as client system DNS BeJsle14%

Specify WINS Servers (B

30. Inthe Authentication/Portal Mapping section, edit All Other Users/Groups.
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Set up a Remote Access VPN

Create New | | |¥ Edit

Users/Groups ¥

All Other Users/Groups

Authentication/Portal Mapping ©

]
Cl
b
Cl
]
Cl
LS
L
i
|8
>

Portal

Mot Set

4 ¢

31.
32.
33.
34.
35.

36.
37.
38.
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In the Portal field, select full-access.

Click OK.

Click Apply.

Click Policy & Objects > Firewall Policy.

Click Create New, and then configure the following settings:

Field Value

Name Remote_Access_ VPN

Incoming Interface SSL-VPN tunnel interface (ssl.root)

Outgoing Interface port6

Source Address: SSL_VPN_Subnet
User: SSL_VPN_Users

Destination HR_Subnet, SALES _Subnet

Schedule Always

Service ALL

Action ACCEPT

NAT Disabled

Log Allowed Traffic All Sessions

Click OK.
Return to the ISFW FortiGate GUI, and then click Policy & Objects > Addresses.

Click Create New > Address, and then configure the following settings to create an address object for the egress
interface:

Use the IP address of the NGFW FortiGate firewall that SSL-VPN users will use in web access mode.
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40.
41.

36

Field Value

Name SSL_VPN_Web NGFW
Type Subnet

IP Range 10.1.1.1 255.255.255.255
Interface any

Click OK.

Click Policy & Objects > Firewall Policy.
Click Create New, and then configure the following settings:

Name SSL_VPN_Access
Incoming Interface port1

Outgoing Interface HR, SALES

Source SSL_VPN_Subnet

SSL_VPN_Web_NGFW

Destination All
Schedule Always
Service ALL

Action ACCEPT
NAT Disabled
Log Allowed Traffic All Sessions
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& 1sFw = Q
Dashboard Edit Policy
& Network
& Policy & Objects Name © SSL_VPN_Access
Firewall Policy Incoming Interface ™ port1 x
IPv4 Do$ Policy *
e Outgoing Interface %2 HR x
Qaresses :CE SALES x
Internet Service Database +
Services Source B SSL_VPN_Subnet x
Schedules & SSL_VPN_Web_NGFW x
+
Virtual 1Ps
IS Destination = all x
IP Pools +
Protocol Options Schedule [0 always -
Traffic Shaping Service ) ALL x
+
Security Profiles
Action ay (eeul @ DENY
= VPN
User & Authentication Inspection Mode Proxy-based
WiFi & Switch Controller
Firewall/Network Options
% Security Fabric NAT »
Log & Report Protocol Options  [2.%4 default v &

42. Click OK.

Examine the Security Limitations of VPNs

You will demonstrate how an attacker could potentially use a compromised endpoint with VPN access to laterally
move within a corporate network and increase its privileges.

To demonstrate the security limitations of a VPN

1. Open an RDP connection to the remote VM, open Google Chrome, and then in Bookmarks, select the SSL-VPN
Webmode login page bookmark.

2. Log in with the username remote and password password.
You should see bookmarks for the SALES VM and the HR VM.

3. Click the SALES VM bookmark.
4. Login with the username student and password Passwordl!.
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5. Return to the SSL-VPN Portal tab in Google Chrome, and then in Bookmarks, select the HR VM bookmark.
6. Login with the username student and password Passwordl!.

Stop and think!
How can a compromised endpoint move laterally and increase its privileges?

Although you were granted access only to HR VM, since you have RDP access to HR VM, you can access
any endpoints the HR VM can access.

7. Continuing on the HR VM, right-click the Windows icon, and then click Run.
8. Typemstsc, and then click OK to open the Remote Desktop Connection.
9. Type10.1.0.30 forthe IP address of Active Directory, and then click Connect.
10. Login with the username FINT\Administrator and password Passwordl!.
11. Click Yes.
12. Open Google Chrome, and then in Bookmarks, select the FortiAnalyzer login page bookmark.
13. Repeat the previous step for the NGFW, ISFW, and DCFW login page bookmarks.

Stop and think!
Did you allow VPN access to data center resources?
Did the HR VM have access to FortiAnalyzer, ISFW, DCFW, and so on?

RDP hopping is a popular technique that attackers use to move laterally within a network and gradually
increase their privileges to compromise the entire organization. Although this exercise simplifies the attack
using known credentials, attackers use multiple tools to dump passwords, scan networks, and escalate
privileges.

14. Disconnect the RDP session.
15. Close the HR VM and SALES VM sessions.
16. Log out of the SSL-VPN Web Mode page.
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Lab 2: Zero Trust Components

In this lab, you will add certificate authentication to the existing SSL VPN configuration. Next, you will configure
authentication for domain and non-domain users. You will also add FortiClient EMS to the Fortinet Security Fabric
to extend the zero-trust infrastructure.

Objectives

Enable two-factor authentication for SSL VPN with digital certificates
Create a PKI user and install the CA-signed user certificate
Configure FSSO authentication for domain computers

Configure LDAP authentication for non-domain computers (BYOD)
Add FortiClient EMS to the Security Fabric

Time to Complete

Estimated: 60 minutes

Prerequisites

Before you begin this lab, you must complete Lab 1 so that you can continue with the SSL VPN configuration.

Zero Trust Access 7.2 Lab Guide
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Exercise 1: Configuring SSL VPN With Digital Certificates

In this exercise, you will enable certificate-based authentication for SSL VPN.

Configure SSL VPN for Certificate-Based Authentication

You will enable certificate-based authentication for the SSL VPN client.

To configure SSL VPN for certificate-based authentication
1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the NGFW FortiGate login
page bookmark.

2. Logintothe NGFW FortiGate GUI with the username admin and password password.
3. Click VPN > SSL-VPN Settings.
4. Enable Require Client Certificate.

SS5L-VPN Settings

Listen on Port 443

Port conflicts with the administrative HTTPS port
for this system

o Web mode access will be listening at
https://10.1.3.2:443

Server Certificate ¥ ngfw.fint.lab e

Redirect HTTP to SSL-VPN i
Administrative HTTP port conflicts with 55L VPN
redirection

Restrict Access PAGET SR G T EI Sl Limit access to specific hosts

ldle Logout L
Inactive For 300 Seconds

Ianl.i'FI‘.'TIl'rnT(".ﬂrTl'frATP L8 I

Click Apply.
Open PuTTY, and then connect over SSH to the NGFWsaved session.
Log in with the username admin and password password.

Enter the following commands to enable the real-time debug:
diag debug application sslvpn -1
diag debug enable

© N oo

40 Zero Trust Access 7.2 Lab Guide
Fortinet Technologies Inc.



DO &L@I Br%ﬁng%LN/;?\l With Digital Certificates Configure SSL VPN for Certificate-Based Authentication
© FORTINET
9.

On the Remote VM, open Firefox, and then in Bookmarks, select the SSL-VPN Webmode login page bookmark.
10. Inthe User Identification Request window, click OK.
11. Log in with the username remote and password password.

You should receive a permission denied error.

‘\ ' !' FortiClient is configured on the Remote VM and is connected to FortiClient EMS.
FortiClient EMS has signed the client certificate and it is installed on the endpoint.
9 When you try to connect to the SSL VPN in web mode, the browser tries to use the
— FortiClient EMS certificate, and it will fail because it is not a vaild SSL VPN certificate.

12. Returnto the PuTTY session that was running the real-time debug, and then analyze its output.

You should see some of the logs that appear in the following image:

13. Enter the following CLI command to disable the real-time debug, and then close the SSH connection:
diagnose debug disable

\ X
iy -
You have enabled Require Client Certificate for the SSL VPN connection, and the
remote user configured in Lab 1 does not have a client certificate configured.
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Exercise 2: Creating a PKI User and Installing the CA-
Signed User Certificate

In this exercise, FortiAuthenticator is the certificate authority (CA) for your PKIl infrastructure. You will create a
local PKI user on FortiGate for SSL VPN, with two-factor authentication.

Create a PKI User

You will create a PKI user for certificate-based authentication. This user will be authorized to connect to the SSL
VPN portal. Because the GUI does not display PKI users until you create the first PKI user, you will create the first
PKI user on the CLI. You will also enable two-factor authentication, so that clients must present valid credentials in
addition to presenting a valid signed certificate.

To create a PKIl user

1. On the FortiClient EMS VM, open PuTTY, and then connect over SSH to the NGFW saved session.
2. Login with the username admin and password password.

3. Enter the following commands to create the PKI user:
config user peer
edit "student"
set ca CA Cert 1
set cn student
set two-factor enable
set passwd password

next
end
‘\ ' l' The FortiAuthenticator that you will use in this lab already has a CA. The CA certificate
CA_Cert_1 has already been imported into the FortiGate from FortiAuthenticator. The
q CN value is case sensitive and it should match the user certificate you create on
— FortiAuthenticator.

4. Refresh the NGFW FortiGate GUI page.
5. Click User & Authentication > PKI.
After you create the first PKI user on the CLI, you can see the PKI users on the GUI.
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RIETEIT +CreateNew | ¢ Edit W Delete Search Q
Policy & Objects

: Name Subject CA Ref.
Security Profiles

T student CA Cert 1 0
User & Authentication
User Definition

User Groups

Guest Management

LDAP Servers

RADIUS Servers

Single Sign-On

Authentication Settings
FortiTokens

PKI

Add the PKI User to the Existing SSL VPN Group

You will add the new student PKI user to the SSL_VPN_Users user group for SSL VPN access.

To add the PKI user to the user group

1. Continuing on the NGFW FortiGate GUI, click User & Authentication > User Groups.
2. Editthe SSL_VPN_Users user group.
3. Inthe Members field, click +, and then select student.

Name S55L WVPM_Users
Iype Firewall
Members | & remote x
IIE student x
+
4. Click OK.

Generate a CA-Signed User Certificate on FortiAuthenticator

You will generate a user certificate that FortiAuthenticator signs, and then you will install it on the Remote VM.
FortiAuthenticator is a CA that FortiGate trusts.

To generate a CA-signed user certificate

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the FortiAuthenticator login
page bookmark.

2. Loginto the FortiAuthenticator GUI with the username admin and password password.
3. Click Certificate Management > End Entities > Users.
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4. Click Create New.

44

5.
6.

In the Certificate ID field, type student.
In the Name (CN) field, type student.

Exercise 2: Creating a PKI User and Installing the CA-Signed

User Certificate

Create New User Certificate

Certificate 1Dy

Certificate Signing Options

lssuer:
Certificate authority:

Local User (Optonal):

Subject Information

Subject input method:

Mame (CM):
Department (OU):
Company (O):

City (L):
State/Province (5T):
Country (C):

Email address:

Lfomn s Mmool Clvem iomey Mpmbrmpm

student

fac_ca.ftnt.lab | emailAddress=admin@ftnt.lab

Fully distinguished name Field-by-held

student

Third-party CA

7. Click OK.

1.
2. Select the student certificate, and then click Export Key and Cert.

4,

To download the user certificate

Continuing on the FortiAuthenticator GUI, click Certificate Management > End Entities > Users.

FCroate Mow | G mporz | W Sevcke & Export Corcficai:

D Tha imer rersfinmn “stlers T emrmns e s o s By
Cectificate 10
defw_newftntlah
ems_ald.fnt kb
faz fint la
fmLfntlab
frac_oid fint.lab
Ishw.fntlab
nzfwftntlsh

student

Subj=ct

C=0A, ST=Cniario, L=0ds wa, U=Fortnat,
Ch=tae tntlah, O Forfines | =Otsr
oA, FT-Cndario, L-Oiowa, O-Fortnel, CH-is”.

C-CA, ST-Cmiaric, L-Oitewa, O-Fartnet, CH-ng...

CH=student

oA ST-Dntarie. L-Oria.
CaCA ST=Ortark:, | =tha..

In the Passphrase field, type fortinet, and then in the Confirm Passphrase field, type fortinet again.
Click OK.
Click Download PKCS#12 file.
Click Finish.
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To send the user certificate to the end user

1.

10.
. Click student.p12.

12.

© o No G A

Continuing on the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the FortiMail-
Webmail login page bookmark.

Log in with the username student and password Passwordl !.
Click the Compose Mail icon, and then compose a new email using the following information:

Field Value

To remote@ftnt.lab
Subject User certificate
Message Body User certificate

Click the attachment icon (@ ).

Click Downloads > student, and then click Open.

Click Send.

Log out of FortiMail webmail.

On the Remote VM, open Firefox, and then in Bookmarks, select the FortiMail-Webmail login page bookmark.
Log in with the username remote and password Passwordl!.

Open the new email from student@ftnt.lab.

This file should download to the Downloads directory.

Log out of FortiMail webmail.

To install the user certificate

1.

Continuing on the Remote VM, click Open to open the Firefox settings.

Zero Trust Access 7.2 Lab Guide 45
Fortinet Technologies Inc.



i PtiIJTrNith a Digital Certificate for Exercise 2: Creating a PKI User and Installing the CA-
D O mmmﬁwm |: Signed User Certificate
© FORTINET

W VIT=
MNew tab Ctrl+T
) Mew window Ctrl+M
Subject |
) New private window Ctrl+Shift+P
ST=0Ontario, L=... C=C ]
CN=student C=C Bookmarks >
CN=test C=C History 2o
Downloads Chrl+)
Passwords
Add-ons and themes Ctrl+Shift+ A
Pnnt... Ctrl+P
Save page as... Ctrl+5
2. Click Settings.
3. Click Privacy & Security.
4. Scroll down to the Certificates settings.
5. Click View Certificates.
6. Click the Your Certificates tab.
7. Click Import.
8. Inthe Downloads folder, select the student.pl2 file.
9. Click Open.
10. Type the password fortinet, and then click Sign in.
11. Click OK.
12. Restart Firefox.

Test Two-Factor Authentication With a Digital Certificate for the SSL VPN
User

You will connect to the SSL VPN as the PKI user.

To test two-factor authentication for SSL VPN

1. On the FortiClient EMS VM, open PuTTY, and then connect over SSH to the NGFW saved session.
2. Log in with the username admin and password password.
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3.

Enter the following commands to enable the real-time debug:

diag debug application fnbamd -1
diag debug enable

4. Onthe Remote VM, open Firefox, and then in Bookmarks, select the SSL-VPN Webmode login page bookmark.

5. Inthe User Identification Request window, click OK.

User ldentification Request

10.1.3.2:443

Organisation: "Fortinet”

Issued Under: "Fortinet”

Choose a certificate to present as identification:

Details of selected certificate:

X

This site has requested that you identify yourself with a certificate:

|zsued to: Ch=student
Serial number: 01:86:45

FOT
[ssued by

Stored on: Software Security Device

Valid from Aug 29, 2022, 7:56:51 PM POT to Aug 29, 2023, 7:36:51 PM

E=admin@ftnt.lab, CN=CA, O=Fortinet, L= Ottawa, 5T=C0ntario, C=CA

Rermmember this decision

QK

Cancel

If you do not see a certificate prompt window, open the SSL-VPN Webmode
bookmark in a Firefox private window.

6. Log in with the username student and password password.

This time, the user should authenticate successfully.

7. Returnto the PUTTY session that was running the real-time debug, and then analyze its output.
You should see some of the following logs indicating that the student peer user was able to authenticate

successfully using the client certificate that was installed:
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8. Enter the following CLI command to disable the real-time debug, and then close the SSH connection:
diagnose debug disable
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Exercise 3: Configuring FSSO Authentication for Domain
Computers

In this exercise, you will examine how to enable FSSO DC polling on FortiAuthenticator. You will also add
FortiAuthenticator as an FSSO agent on FortiGate and configure relevant security policies for domain machines.

Create an FSSO Agent

You will add FortiAuthenticator as an FSSO agent on FortiGate.

To create an FSSO agent

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the ISFW FortiGate login page
bookmark.

Log in with the username admin and password password.

Click Security Fabric > External Connectors, and then click Create New.
In the Endpoint/ldentity section, select FSSO Agent On Windows AD.
Configure the following settings:

Field Value

Name FAC-FSSO

o oeN

Primary FSSO Agent IP/Name  fac.ftnt.lab

Password fortinet

6. Keep the remaining settings, and then click OK.

Enable FortiGate SSO Authentication and DC Polling (Event Log Polling)

You will enable FortiGate FSSO authentication and DC polling on FortiAuthenticator.

To enable FortiGate SSO authentication and DC polling

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the FortiAuthenticator login
page bookmark.

2. Loginto the FortiAuthenticator GUI with the username admin and password password.
3. Click Fortinet SSO Methods > SSO > General.

4. Inthe FortiGate section, make sure that Enable authentication is enabled, and then in the Secret key field, type
fortinet.

5. Inthe Fortinet Single Sign-On (FSSO) section, configure the following settings:
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Field Value

Enable Windows event log Enable
polling

Enable DNS lookup to get IP Enable
from workstation name

Directly use domain DNS Enable
suffix in lookup

Enable reverse DNS lookupto  Enable
get workstation name from IP

6. Click OK.

Create a DC Account

You will create a DC account to poll the Active Directory event log to track user logins, and to poll the Windows
Management Instrumentation (WMI) logs to track user logouts.

To create a DC account

1. Continuing on the FortiAuthenticator GUI, click Fortinet SSO Methods > SSO > Windows Event Log Sources,
and then click Create New.

2. Configure the following settings:

Field Value

NetBIOS name FTNT
IP 10.1.0.30
Account Administrator@ftnt.lab
Password Password1!
3. Click OK.

Ignore the warning prompt about DNS. DNS is already configured for this environment.

4. Click Monitor > SSO > Windows Event Log Sources to verify if the DC is connected.

Update Time |P Address Event Count Event Processed Last Event Connected
B Aug 30 22:3... 10.1.0.30 4 4 (100.0%) (See details) 47746;Adminis... ]
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Create a FortiGate Filter

To provide FSSO only to specific groups on a remote LDAP server, you can filter the polling information so that it
includes only those groups.

To create a FortiGate filter

1. Continuing on the FortiAuthenticator GUI, click Fortinet SSO Methods > SSO > FortiGate Filtering, and then
click Create New.

2. Configure the following settings:

Field Value
Name ISFW
FortiGate name/IP 10.1.4.2

3. Inthe Fortinet Single Sign-On (FSSO) section, enable Forward FSSO information for users from the
following subset of users/groups/containers only.

4. Click Add Filtering Object, and then configure the following settings:

Field Value
Name CN=HR-Group,CN=Users,DC=ftnt,DC=lab
Object Type Group

5. Click OK.

Add the FortiAuthenticator SSO Group to the FortiGate SSO Agent

You will add the FortiAuthenticator SSO group to the FSSO agent, which you configured as an external connector
on ISFW FortiGate at the beginning of this lab.

To add the AD user group to the FSSO agent

1. Returnto the ISFW FortiGate GUI, click Security Fabric > External Connectors, and then edit FAC-SSO.
2. Click Apply & Refresh.
3. Inthe Users/Groups field, click View to confirm that the AD user group was imported.
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Exercise 3: Configuring FSSO Authentication for Domain Computers

Endpoint/ldentity

Connector Settings

Mame

Primary FS50 agent

User group source €

Users/Groups @

Trusted SSL certificate (B

— -
LN L
- - L

(¥ a1

facfintlab

- 2R RRRRR

Collector Agent [Nele]

1 @ View

Collector Agent Group Filters

™l M

elete Search

LAC

AD Group =

Q

User Groups

Create an FSSO User Group

You will create an FSSO user group on FortiGate. This user group will be used for security policies, and traffic will
be allowed based on FSSO group membership.

To create an FSSO user group

1. Continuing on the ISFW FortiGate GUI, click User & Authentication > Users Groups, and then click Create

New.
2. Configure the following settings:

52

Zero Trust Access 7.2 Lab Guide
Fortinet Technologies Inc.



DO &LQ;E %EBL%Lthentication for Domain Computers Configure an FSSO Firewall Policy
© FORTINET

Field Value

Name HR-SSO

Type Fortinet Single Sign-On (FSSO)

Members CN=HR-Group,CN=Users,DC=ftnt,DC=lab
3. Click OK.

Configure an FSSO Firewall Policy

You will add the new FSSO user group to a firewall policy.

To add the FSSO user group to a firewall policy

1. Continuing on the ISFW FortiGate GUI, click Policy & Objects > Firewall Policy.
2. Editthe Allow_Internet policy.

3. Inthe Source field, click +, and then in the Select Entries window, select the HR-SSO user group.

Edit Policy
Name € Allow_Internet
Incoming Interface = =& HR X
xi= SALES s
+ Select Entries o
Outgoing Interface M port1l | Address Internet Service
+ | QSearch + Create
Destination = all & hr
+ .
Local (1)
Schedule @ always & guest
Service @ ALL ' @ USER GROUP(3)
* 8 Guest-group
Action v ACCEPT H~ZE 3} B HR-S50
Ef S50 Guest Users
Inspection Mode JELIREEAM Proxy-base & FSSO GROUP(1)

4. Click OK.
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Test FSSO Authentication

You will access the internet with a user logged in to the domain and a non-domain machine.

To test FSSO authentication

\ LN
- -
The HR user has already been added as member of the CN=HR-
Group,CN=Users,DC=ftnt,DC=lab group in Active Directory.
—

1. Onthe HRVM, log in with the username ftnt.lab\hr and password Passwordl!.
2. Open a browser, and then access a few websites.

3. Onthe FortiClient EMS VM, return to the ISFW FortiGate GUI, and then click Dashboard > Firewall User Monitor
> Show all FSSO Logons.

Monitor
Routing Monitor Firewall Users = ISFW ~ i~
DHCP Monitor Method i User G  UserGroup
SD-WAN Monitor M Fortinet Single ... / Wl HR-550
FortiGuard Quota | r B CN=HR-GROL...
Monitor ' |
IPsec Monitor
SSL-VPN Monitor
Firewall User Monitor

=® Deauthenticate Search Q
Quarantine Monitor
AT e T User Name ¢ IP Address = User Group Duration §
FortiAP Clients Monitor & hr 10.1.60.2 #2 HR-550 20 minute(s) and 1
Rogue APs Monitor T CN=HR-GROUPCN=USERSDC=FTNT,DC=LAB

4. Click Log & Report > Forward Traffic, and then add a filter for Sourceas 10.1.60.2.

e FEIRGHEET © Addfiter x| (@~ ([ Details
Date/Time % Source Device Destination Policy 1D
7 minutes ago ® HR{10.1.60.2) | =@ HR B 20.62.48.180 (e.clarity.ms) Allow_Internet (1)
7 minutes ago HR (10.1.60.2) | =@ HR B 104.43.200.36 (webvortex...  JAllow Internet (1)
7 minutes ago HR (10.1.60.2) | =@ HR [+1 54.230.49.76 (m.media-am... JAllow_Internet (1)
7 minutes ago HR (10.1.60.2) | =@ HR [+1 172.217.13.130 (adservice.... JAllow _Internet (1)
7 minutes ago HR (10.1.60.2) | =@ HR [*1 172.217.13.206 (apis.googl... JAllow_Internet (1)

The HR user logon event was recorded by FortiAuthenticator, and the AD group was forwarded to FortiGate.
FortiGate matched the AD group with the HR-SSO local SSO group, and then allowed the traffic through the
configured firewall policy.
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5.

On the Sales VM, log in with the username student and password Passwordl!.
6. Open a browser, and then access few websites.
You will not be able to access any websites since the user did not log in to the domain.

7. Onthe FortiClient EMS VM, return to the ISFW FortiGate GUI, click Log & Report > Forward Traffic, remove the
filters that you added in the previous steps, and then add a filter for Sourceas 10.1.50. 2.

Source Device Destination Policy ID Action
10.1.50.2 =@ SALESf.. B 151.101.131.5 (cnn.com) 0 Deny: policy violation
10.1.50.2 =SB SALESf.. B 151.101.131.5 (cnn.com) 0 Deny: policy violation
10.1.50.2 =@ SALESf.. == 35.244.181.201 (prod.balr... 0 Deny: policy violation
10.1.50.2 =R SALESf.. E= 34.107.221.82 (prod.detect... 0 Deny: policy violation
10.1.50.2 =@ SALES.f.. ™= 54.255157.103 (cricinfo.co... 0 Deny: policy violation
10.1.50.2 =@ SALESf.. BE= 35.244.181.201 (prod.balr... 0 Deny: policy violation
- I

The student user logon was not recorded by FortiAuthenticator since it is not a user that logged in to the
domain. There are no other firewall policies configured to provide internet access to non-domain users, and
therefore the implicit deny policy rejected the traffic.
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Exercise 4: Configuring LDAP Authentication for Non-
Domain Computers (BYOD)

In this exercise, you will examine how to enable LDAP authentication on FortiGate to allow internet access for
non-domain computers.

Create an LDAP User and User Group

56

You will create an LDAP user and user group on FortiGate. This user group will be used for security policies, and
traffic will be allowed based on the LDAP group membership.

To create an LDAP user and user group

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the ISFW FortiGate login page
bookmark.

Log in with the username admin and password password.

Click User & Authentication > Users Definition.

Click Create New.

In the User Type field, select Remote LDAP User, and then click Next.
In the LDAP Server field, select AD, and then click Next.

Right-click sales, and then click Add Selected.

No o powebd
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Users/Groups Creation Wizard

€ Remote Users

o Custom LDAP filter | (objectClass=*) Apply

Show subtree @O Hide unselectable entries O

B & DC=ftnt,DC=lab .
5 Add All Results Search Q

WESTEN Custom Selected

ID% Name ©
¢ Administrator Administrator
Guest Guest
hr hr
krbtgt krbtgt
sales sales

I'I' Add Selected

= Remove

LA
[1%]

(4]

a 0% @

8. Click Submit.

9. Click User & Authentication > Users Groups, and then click Create New.
10. Configure the following settings:

Field Value

Name LDAP-Sales
Type Firewall
Members sales

11. Click OK.

Configure Firewall LDAP Authentication

You will add the new LDAP user group to a firewall policy.

To add the LDAP user group to a firewall policy

1. Continuing on the ISFW FortiGate GUI, click Policy & Objects > Firewall Policy.
2. Editthe Allow_Internet policy.

3. Inthe Source field, click +, and then select the LDAP-Sales user group.
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Edit Policy
Name @ Allow_Internet
Incoming Interface % HR x
x= SALES x
+
Outgoing Interface = [ port1 %
+
Source & all x
& HR-550 x
Destination I Select Entries x
Address Internet Service
Schedule I:| Q Search | + Create
Service L
& USER(2)
LDAP (1)
Acti
cron ‘ & sales
Local (1)
Inspection Mode & guest
& USER GROUP (4)
&= Guest-group
B HR-S50
= LDAP-Sales
B2 SSO_Guest_Users &

4. Click OK.

Test LDAP Authentication

You will use a non-domain-computer to access the internet using LDAP.

To test LDAP authentication

1. On the Sales VM, log in with the username student and password Passwordl!.

2. Open abrowser, and then enter the following URL: www. fortinet.com.

3. Atthe authentication prompt, type the username sales and password Passwordl !, and then click Continue.
The authentication should be successful and you should have access to the web page.

4. On the FortiClient EMS VM, return to the ISFW FortiGate GUI, and then click Log & Report > Forward Traffic.

The logs show that internet traffic was allowed for the sales user.
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Test LDAP Authentication

Minute ago
Minute ago
Minute ago
Minute ago

Minute ago

Minute ago

sales (10.1.50.2)
sales (10.1.50.2)
sales (10.1.50.2)
sales (10.1.50.2)
sales (10.1.50.2)
sales (10.1.50.2)

am SALES
=® SALES
=m SALES
=m SALES
&m SALES
&m SALES

= 13.107.4.52 (www.msftcon...

B 34.107.221.82 (prod.detect...

I

1 142.0.165.140
f=] 138.199.57.151
f=] 138.199.57.151
B0 5474.240.166

Allow_Internet (1)
Allow_Internet (1)
Allow_Internet (1)
Allow_Internet (1)

Allow_Internet (1)
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Exercise 5: Adding FortiClient EMS to the Security Fabric

In this exercise, you will add FortiClient EMS to the Security Fabric. You will use FortiClient EMS in a later lab to
configure ZTNA tags and endpoint profiles.

Integrate FortiClient EMS With the Security Fabric

You will add FortiClient EMS to the Security Fabric.

To integrate FortiClient EMS with FortiGate

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the NGFW FortiGate login
page bookmark.

2. Log in with the username admin and password password.

3. Click Security Fabric > Fabric Connectors.

4. Inthe list, select FortiClient EMS, and then click Edit.

5. Inthe New Fabric Connector window, configure the following settings:

Field Value

Name EMS

IP/Domain Name 10.1.0.30

6. Click OK, and then click Accept to accept the certificate and save the settings.
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bl NewFab Verify EMS Server Certificate
>
- Core Ne
In order for the FortiClient EMS and FortiGate to communicate, the
> following certificate provided by the FortiClient EMS must be reviewed
, for correctness, and accepted if deemed valid.
> Do you wish to accept the certificate as detailed below?
> Forti
> El ‘ersion 3
= Serial Number AF61:92
FortiCli
Type Subject:
Common Name (CN) FCTEMS8822004984
N
ame Organization (O) Fortinet
IP/Dom L . .
e Organization Unit {(OU) FortiClient
HTTPS
! Locality (L) Sunnyvale
EMSTh
State (ST) California
Synch
ynchre Country/Region (C) s
>
Email Address (emailAddress) support@fortinet.com
7. Click Close.

8. In Google Chrome, open a new tab, and then in Bookmarks, select the FortiClient EMS login page bookmark.

9. Log in with the username admin and password Passwordl !.

10. Click Administration > Fabric Devices.
11. Select FortiGate, and then click Authorize.

Fabric Devices | @ Authorize = @ Deny M Delete = Refresh
Serial Number Last Seen IP Last Seen Time Authorized Endpoint Sharing
FGVMO1TMZ22003502 10.1.21 2022-08-31 22:20... Only share FortiCl...
FGVMO1TM22003500 10.1.4.2 2022-08-31 Only share
2220114 FortiClients

connected to this
fabric device

FGVMO1TM22003501 10.1.0.1 2022-08-31 22:20... Only share FortiCl..

12. Select the first FortiGate in the list, and then click Edit.
13. Inthe FortiClient Endpoint Sharing field, select Share all FortiClients.
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14. Click Save.
15. Repeat steps 13—14 for the remaining two FortiGate devices.

Serial Number Last Seen IP  Last Seen Time Authorized Endpoint Sharing
FGVMO1TIM22004381 101.2.1 202212-16 194813~ Share all FortiClients
FGVMO1TIM22004383 101.2.1 2022-12-1619:48:32 + Share all FortiClients
FGVMO1TIM22004382 10121 202212-1619:47:46 Share all FortiClients
A\ . _ . o :
- - The FortiGate devices have been already configured to participate in the Security
q Fabric. NGFW FortiGate is the Fabric root, and the EMS connector configuration has
- been synchronized to ISFW FortiGate and DCFW FortiGate.

16. Return to the NGFW FortiGate GUI, and then click Security Fabric > Fabric Connectors.
17. Scroll down to see the FortiClient EMS connector status.
The status should display a green arrow.

< & A Mot secure | hBitps//ngfw.fint.lab/ng/fabric-connector
[ NGFW

Dashboard

MNetwork
Policy & Objects

Security Profiles e

D w4 B

VPN
Disabled

User & Authentic:

. :,)

&

=

IP Address Management (IPAM)

Disabled

Logical Topology

Security ng —
---
Automation ]

Fabric Connectors FortiClient EMS

External Con

Asset Identitv Center

18. Repeat steps 16—17 on the DCFW FortiGate and the ISFW FortiGate to confirm connectivity to the EMS server.
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Lab 3: Network Access Security With FortiNAC

In this lab, you will work through various exercises to secure network access with FortiNAC. First, you will install
SSL certificates for the FortiNAC GUI and captive portal for device onboarding. Next, you will add ISFW FortiGate
and FortiSwitch to FortiNAC management.

Objectives

¢ Review the configuration wizard and license details
¢ Install SSL certificates for the FortiNAC GUI, portal, and agent communication
¢ Configure network modeling

Time to Complete

Estimated: 90 minutes
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Exercise 1: Reviewing the Configuration Wizard and
License Details

In this exercise, you will review the FortiNAC configuration wizard and license details.

Review the Configuration Wizard

You will review the FortiNAC network configuration using the configuration wizard.

To review the configuration wizard

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the FortiNAC login page
bookmark.

You may receive a certificate error. Click Advanced > Proceed to fnac.ftnt.lab (unsafe) to continue to login
page.

2. Logintothe FortiNAC GUI with the username admin and password Passwordl!.

3. Click System > Config Wizard, review the settings, and then click Summary.
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- the correct operation of FortiNAC.
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4. Review the Summary page for service interface details such as registration, remediation, and authentication
interface IP and DHCP scopes assigned.

Review the License Information

You will review the FortiNAC license type and usage.

To review the FortiNAC license information

1. Continuing on the FortiNAC GUI, click System > Settings, expand System Management, and then click License

Management.
+ Expand Al | - Collepse All ¢ |License Management
+ # Auhentication Server [10.1.0.40 - 00:0C:29:95.D3:AF — — FortiNAC-CA v |
+ &5 control Server Netail
g Identfication Tt I Address: 10.1.0.40
Gk Metwork Device Etn0 MAC Address: 00:0C:20:05 03:AF

Fersistent Agent uuip: 564defc5-fd31-eaba-c203-E6a6cadtidlal

i
+ ¥ Reporte Serigl Mu._. FRYMCATIV 22002361
+!- @ System Communication Server Type: ForiNAD CA

Hote: Please sze the Naming Conventions Secton in the Appliarce Installation Guide for details on how fo equate server bype to vour specific eppliance.

— . g System Managemant
43 Database Arcnve License Key Lietall
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+.- @@ Updates
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iy -
9 A FortiNAC Pro license is recommended for comprehensive ZTA features.

2. Click Dashboard > Main, and then click Add Widget to add the License Information widget to the dashboard.
3. Inthe System section, select the License Information widget, select either Table View or Pie Chart for
visualization, and then click OK.
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Exercise 1: Reviewing the Configuration Wizard and License Details
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The widget does not show the license type. To check your license variant, you must
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Exercise 2: Managing Certificates

In this exercise, you will generate a certificate signing request (CSR) on FortiNAC, and then sign it using the
FortiAuthenticator certificate authority (CA). You will also install the new certificate on the FortiNAC GUI, captive
portal, and persistent agent.

Generate a CSR

You will generate a CSR on FortiNAC, and then sign the CSR using the FortiAuthenticator CA.

To generate a CSR

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the FortiNAC login page
bookmark.

2. Logintothe FortiNAC GUI with the username admin and password Passwordl!.

d

Click System > Certificate Management.
4. Click Generate CSR, configure the following settings, and then click OK:

Field Value

Certificate Target Admin Ul
RSA Key Length 2048
Common Name fnac.ftnt.lab
Subject Alternative Names fnac.ftnt.lab
Organization Fortinet
Locality (City) Ottawa
State / Province Ontario
2-Letter Country Code CA

5. Inthe Result field, copy the text, paste it in a Notepad file, and then save the file as fnac. ftnt.lab.csr.
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Click Close.

In Google Chrome, open a new tab, and then in Bookmarks, select the FortiAuthenticator login page bookmark.
Log in to the FortiAuthenticator GUI with the username admin and password password.

Click Certificate Management > End Entities > Users, and then click Import.

Configure the following settings, and then click OK to sign the certificate with these settings:

Field Value

Type CSR to Sign
Certificate ID fnac.ftnt.lab
CSRfile (.csr, .req) Upload the file created in the previous step.

Add CRL Distribution Points Enabled
extension

Add OCSP Responder URL Enabled

Advanced Options: Key Choose Server Authentication and Client Authentication under Extended
Usages Key Usages.

In the list, select fnac.ftnt.lab, and then click Export Certificate.

Install SSL Certificates for the FortiNAC GUI

You will install the new certificate for the FortiNAC GUI.

To install SSL certificates for the FortiNAC GUI

1.
2,
3.

68

Return to the FortiNAC GUI, and then click System > Certificate Management.
Click Upload Certificate, and then in the Select Target field, select Admin UL.

In the Certificate(s) field, click Browse, upload the fnac. ftnt.lab. cer certificate that you downloaded in the
previous task, and then click OK.
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Upload Certificate

Browse to any files which need to be added

Select Target @  Admin Ul -

Private Key @  Use Private Key from Last Generated CS +

Details

Certificate(s) @ @ ©Browse fnacftntlab.cer X

+

4. Click Restart to restart the service.
The FortiNAC GUI should now reload with the new certificate. If this is the case, you
can skip to step 9. If not, you may need to restart the service manually on the CLI.

5. Open PuTTY, and then connect over SSH to the FortiNACsaved session.

6. Login with the username root and password Passwordl !, and then enter shutdownNAC to stop all FortiNAC
services.

7. Verify the services have stopped by entering the jps command and making sure the Yams process is not running,
as shown in the following image:

8. Enter startupNAC to start all FortiNAC services.
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It may take up to 5 minutes for the services to start up. You can verify the services are

running by entering the jps command and making sure the Yams process is running.
You may still need to wait 1-2 minutes after the process starts before gaining access to
the FortiNAC GUI.

9. Reload the FortiNAC GUI, and then log in with the username admin and password Passwordl !.
10. Verify that the certificate is valid and has been issued by the FortiAuthenticator CA.
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Install the SSL Certificate for the Captive Portal

nGFw B 1srw B Dorw

"_. FortiClient Endpoint Manageme: X o FortiNAC

c E fnac.ftnt.lab:8443/quif

B FortiClient EMS

x| +

Certificate Viewer: fnac.fint.lab

General Details

Issued To

I Common Name (CN)

fnacfintlab |

Organization (O]

Crganizational Unit (OU) <MNot Part Of Certificate>

Fortinet

Issued By
Common Name (CN) CA I
Crganization (O] Fortinet
Organizational Unit (OU)  <MNot Part Of Certificate>

Validity Period
Issued On
Expires On

Fingerprints

SHA-256 Fingerprint

SHA-T Fingerprint

Wednesday, December 21, 2022 at 5:54:50 PM
Thursday, December 21, 2023 at 5:54:59 PM

ES EB 99 40 ED 5B 86 CE 2D C8 6D 70 D7 C2 BF 3C
2B 8250 D7 FEEQC2 8F 54 Fo AFES F3 3C 48 54
6488206 8FC194ED A3 17T BA 1T 4B 7B 01 24 92
DF 13 EC OF

11. Close the Certificate Viewer.

Install the SSL Certificate for the Captive Portal

You will install the new certificate for the FortiNAC captive portal.

To install the SSL certificate for the FortiNAC captive portal

1. Continuing on the FortiNAC GUI, click System > Certificate Management, and then click Portal.
2. Click Copy Certificate, in the Copy Source field, select Admin Ul, in the Copy Target field, select Portal, and

then click OK.
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aciintiat &L~

3. Ifyou are asked to restart the service, click Restart.
4. Click Portal > Portal SSL, in the SSL Mode field, select Valid SSL Certificate, and then click Save.

£33 FortiNAC
@ Dashboard > sas
o Users & Hosts ) These seftings will configure the Sec
SSL Mode @
M Metwork 3 :
Fully-Cualifiod Hos! Name: | fnac Rt lab @
B Policy & Objects 3 Suve
| B Portal | b
Portal Configuration
Request Processing Rules Portal $5L Saved *®
Portal S5L i ) Changes Saved
[ Logs » oK |
¢ Systemn >
5. Click OK.

6. Open Google Chrome in a New Incognito window.

New wandow

MNew Inc ognito window

Google Chrome

Unpin from taskbar

Close window

7. Navigatetohttps://fnac.ftnt.lab/ to verify the portal certificate is updated with the FortiAuthenticator CA.
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8. Close the incognito window.

Install the SSL Certificate for the Persistent Agent

You will install the new certificate for the FortiNAC persistent agent.

To install the SSL certificate for the FortiNAC persistent agent

1. Return to the FortiNAC GUI, click System > Certificate Management, and then click Persistent Agent.

2. Click Copy Certificate, in the Copy Source field, select Admin Ul, in the Copy Target field, select Persistent
Agent, and then click OK.

Confirm

Copy Source @  Admin Ul -

Details

Copy Target @ | Persistent Agent v|
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3. Ifyou are asked to restart the service, click Restart.

The FortiAuthenticator CA certificate has been preinstalled under Trusted Certificates for FortiNAC
Persistent Agent Cert Check and WinRM Trust CA Chain.

4. Click System > Certificate Management, and then click Trusted Certificates to validate that the certificate was
preinstalled.

B8 | Trsted Contincates

5. Select Persistent Agent Cert Check, and then click Details to review the CA certificate.

You will validate the certificate in a later exercise.
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Exercise 3: Configuring Network Modeling

In this exercise, you will create logical networks and add ISFW FortiGate to the FortiNAC inventory for
management. You will also review captive VLANSs that FortiGate will use to enable device onboarding and role-
based access.

Create Logical Networks

You will create logical networks on FortiNAC.

To create logical networks

1.

On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the FortiNAC login page
bookmark.

Log in to the FortiNAC GUI with the username admin and password Passwordl!.
Click Network > Logical Networks.

If an Initialize Network Access message appears asking Do you want to initialize
Network Access policies to a pre-defined sample configuration?, click No.

Click Add, and then create the following logical networks:
e SALES

e HR

e BYOD

e GUEST

e ZERO-TRUST

e AT-RISK

e VPN-SAFE

£2% FortiNAC

Nashanarn ¥

Add Moadity Dzlete InUse
& Users &Hosis > [ Coaical Networks - Tetal: 7
o Network hd 1 250 w
Mame UMMEI‘IBI‘I Last Modticd gy Lzst locimed Date
Irnienlony SALES adiin 202212121 1£.33.00
’ ! admin 202212121 16:33:06
Logical Nctworks i admin 202211221 18:33:14
adrmin 20221221 16:33:24
RAMILS IERC-TRUST admin 202211221 18:33.42
AT-RISK admin 202212121 16:33:.52
Service Connectors VFH-SAFE admin 20221221 18:31.03
Cl 1 Confioursticn
Add FortiGate to the Inventory
You will add ISFW FortiGate to the FortiNAC inventory.
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To add FortiGate to the FortiNAC inventory

1. Continuing on the FortiNAC GUI, click Network > Inventory, click Firewalls, and then click Add to add ISFW
FortiGate with the following settings:

Field Value

IP Address 10.1.4.2

SNMP Protocol SNMPv2C

Security String public

User Name admin

Password password

Enable Password (Leave this field empty.)
Protocol Type SSH2

Port 22

2. Click Validate Credentials, ensure that you see a successful connection using SNMP and CLI credentials, and
then click OK.

“ I @ fnacfintlabcB443/gui/network/finventory

NGFW ISP poPW @ FortiChent EMS £ Fortduthenticator 23 Fortinabzer 2§ FortSwitch @8 F
a2 a a2 e & fac ftatlab:a443 says

Device successfully connected using SNMP and CUI eredentials.

222 FortiNAC
@ Dashboard

& Users & Hosts
& Network

Inventory
Logical Netwarks
RADIUS
Service Connectors
CLI Configuration
L2 Polling
L3 Polling
Network Events
Port Changes
B Policy & Objects
B Portal
L Logs
B System

v oW v W

3. Click OK to add ISFW FortiGate to the inventory.
4. Ifthe FortiGate does not appear on the Inventory page, refresh the browser page.
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Stop and Think!

Do you know why FortiSwitch appears in the list even though it was FortiGate that you added to the
inventory?

Is the FortiSwitch being managed as a standalone device or in FortiLink management mode?

5. Under Firewalls, click ISFW.ftnt.lab, and then review the interfaces shown in the following image:
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E ISOwAnt ian WLAM SO ISFAMMLED W_AN 50 ot Connecled 50 30 (4] Lirz L3
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6. Under ISFW.ftnt.lab, click S108DV0JA4QI3V78, and then review the interfaces shown in the following image:

=D et S| | eemem =aing icoel Comfigurton
%@r el il
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|=| I At Ian ot EIEFE 1 1 i Lins L
150 Il o2 10142 1 1 O Lins Up

[ |ZFefint lao Fotd 1014.2 1 1 el Ling Up
|| I T Lt [irla JORE ¥ 1 1 ) T lip
= ISrAnt st Fots 1014z 1 1 =y Linz Up
Il =%t as Fott I3 VA kA oo 3 TR URA S 18 partis RURE b 1 1 w Linz Up
= 1EF W il i pel? TRF& Nl et o S ADEROLT RASOEWTE po 1T 142 Reer iz Har L0l A on Link lip
2 ISOAAnt s [ 1St ko 510600 J0AS0 IVT0:portD 10142 Modue | lest £ &0 an Linz Up
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Stop and Think!

You should now have visibility over devices connected to both FortiGate and FortiSwitch, but what do the
icons shown in the image mean?

Discussion

Icons indicate whether an interface is an uplink, the types of devices that are connected (rogue versus
registered), the state of the devices (safe versus at risk), and so on.

Hint

Ports 1—4 are not connected to any devices.

port5 is an uplink interface and is connected to FortiGate.
port6 is connected to the FortiNAC service interface.

port7 and port8 indicate that rogue devices are connected.

Restore the FortiGate Configuration

Before you begin this task, you must restore configuration files to ISFW FortiGate, NGFW FortiGate, and DCFW
FortiGate. VLANSs, address objects, static routes, and firewall policies have been preconfigured for this exercise.

To restore the ISFW FortiGate configuration file

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the ISFW FortiGate login page
bookmark.

2. Log in with the username admin and password password.
3. Inthe upper-right corner, click admin, and then click Configuration > Revisions.

FortiGate VIM64
{ v7.2.0 build1157 (Feature)

Commen
£ System v
O Backup [ Configuration ’
ISF "D Restore & Change Password
:= Revisions B Logout
X Scripts

4. Click + to expand the list, select the configuration with the ISFW-Lab3 comment, and then click Revert.
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X Delete | & Detaiis | (T Ui tave

Config 11 Js=rmame Nate Comments

Bl 7.2.0bulld 1157 @

2 adinin 2022/12/22 15:535:15 ISFW-Lau3

5. Click OK to reboot.

To restore the NGFW FortiGate configuration file

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the NGFW FortiGate login
page bookmark.

Log in with the username admin and password password.

In the upper-right corner, click admin, and then click Configuration > Revisions.

Click + to expand the list, select the configuration with the NGFW-Lab3 comment, and then click Revert.
Click OK to reboot.

U

To restore the DCFW FortiGate configuration file

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the DCFW FortiGate login page
bookmark.

Log in with the username admin and password password.

In the upper-right corner, click admin, and then click Configuration > Revisions.

Click + to expand the list, select the configuration with the DCFW-Lab3 comment, and then click Revert.
Click OK to reboot.

o oeDN

Review FortiNAC Service and Captive VLANs

You will review captive VLANSs that FortiGate will use.

To review VLANs on FortiSwitch using the FortiGate switch controller

1. Returnto the ISFW FortiGate GUI, and then log in with the username admin and password password.

2. Click WiFi & Switch Controller > FortiSwitch VLANSs, and then review the six new VLAN interfaces, VLAN IDs,
and |IP addresses.
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el s o il { span) 4092
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o SALLS L PING
8 HH 0l
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3. Click WiFi & Switch Controller > FortiSwitch Ports, and then verify the native VLAN of port6 is set to FNAC_

SRV_INTF.
+ CreateNew~ & Edit Delete Search Q

Port Trunk Mode Port Policy Enabled Features Native VLAN Allowed VLANs

[E s108Dv0IA4QI3V7E @

@ port1 Static & FEdge Port 8 _default.fortilink (_default) 8 quarantine fortilink (quarantine)
@ Spanning Tree Protocol

@ port2 Static @ Edge Port xf _default.fortilink (_default) & quarantine fortilink (quarantine)
@ Spanning Tree Protocol

@ port3 Static @ Edge Port x default.fortilink (_default) x quarantinefortilink (quarantine)
@ Spanning Tree Protocol

@ portd Static & FEdge Port 8 _defaultfortilink (_default) & quarantine fortilink (quarantine)
@ Spanning Tree Protocol

© ports % FGVMD1TM22004383

© porté Static @ FEdge Port xj8 FNAC_SRV_INTF (FNAC_SRV_INTF) | > quarantine fortilink (quarantine)
@ Spanning Tree Protocol

@ port7 Static @ Edge Port 8 SALES & quarantinefortilink (quarantine)
@ Spanning Tree Protocol

@ port8 Static @ Edge Port =B HR xf quarantinefortilink (quarantine)
@ Spanning Tree Protocol

You may need to wait a few minutes for the FortiSwitch to come back online.

4. Returntothe NGFW FortiGate GUI, and then log in with the username admin and password password.

5. Click Policy & Objects > Addresses, and then review the FortiNAC_Service_Interface and UNTRUST_Subnet
address objects.

80 Zero Trust Access 7.2 Lab Guide
Fortinet Technologies Inc.



DO &LQ;E Br%LFri)nBlLMIModeling Configure FortiGate Device Modeling
© FORTINET

Name = Details =
[E] 1P Range/Subnet €@
& FABRIC DEVICE 0.0.0.0/0
& FIREWALL_AUTH_PORTAL_ADDRESS 0.0.0.0/0
B FortiNAC_Service_Interface 10.1.100.0/24
& HR_Subnet 10.1.60.0/24
& SALES_Subnet 10.1.50.0/24
I SSIVPN_TUNNEL_ADDR1 10.212.134.200-10.212.134.210
I8 SSL_VPN_Subnet 10.1.200.101-10.1.200.110
| & UNTRUST Subnet 10.1.199.0/24 |
= all 0.0.0.0/0
B none 0.0.0.0/32

2 FortiNAC Tag (IP Address) @

6. Click Network > Static Routes, and then review the static route for the FortiNAC_Service_Interface and
UNTRUST_Subnet destinations.

& Fdit | Tm Cinne Mednrr Srareh =}
Nestination = Gareviay IP = Interface = StaTs =

000040 10151 Tl & nenled
10100024 10162 cortd @ Enctbled
&= SALES Submnel 10112 ot Lé @ Enslled
Z HR_Subnrt 10112 WTE & Frnhled
o FortiNAL_cervice_|ntertace 10112 uls ] @ Enztled
& UNTRUET Subrmel 10112 I i @ Enclied

7. Return to the DCFW FortiGate GUI, and then log in with the username admin and password password.

8. Click Network > Static Routes, and then review the static route for the FortiNAC_Service_Interface and
UNTRUST_Subnet destinations.

Configure FortiGate Device Modeling

You will configure device modeling on FortiNAC for FortiGate devices.

To configure device modeling on FortiNAC

1. Onthe FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the FortiNAC login page
bookmark.

2. Loginto the FortiNAC GUI with the username admin and password Passwordl !.

3. Click Network > Inventory, expand the Firewalls section, right-click the ISFW.ftnt.lab firewall, and then click
Resync Interfaces to update the inventory with new VLANs, as shown in the following image:
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Q& Po Element System Polling Credentials Model Configuration
Filter
-~ Br: Update
Group Membership lect All Hide Details Panel
Local Management (http)
Move to Container Displayed: 18 Total: 18
Metwork Access/VLANS 1
Foll for Contact Status Device Label MName IP Address
Poll for L2 (Hgsts) Info \SEW. fint lab |SFW fint lab port1 101.1.2
Set CDF’ Polling \SEW fint lab ISFW ftnt lab port2 10142
Properties |SFW. fint lab ISFW ftnt lab port3 10.200.1.130
ISFW fint lab ISFW fint lab port4 192.168.0.130

Role Membership \SEW fint lab ISFW ftnt lab ports 0.0.00
Show Events ISFW.ftnt lab ISFW.ftnt lab fortlink 1025511
Show Audit Log ISFW fint lab Unassigned ISFW fint lab: Unassigned 10142
Set Device Mapping ISFW fint lab VLAN_1 ISFWint lab:VLAN_1 10142
Test Device Mapping ISFW.ftnt lab VLAN_50 ISFW.ftnt lab:VLAN_50 10142
Set Firewall Session Polling |SFW fint lab VLAN_G0 ISFW ftnt lab: VLAN_60 10142
Global Model Configuration | ISFW.fintlab VLAN_4038 ISFW ftnt lab: VLAMN_4088 10.1.4.2
Model Configuration ISFW.ftnt lab VLAN_4039 ISFW ftnt lab: VLAM_4089 10.1.4.2
Set Model Configuration ISFW.ftnt lab VLAN_4090 ISFW ftnt lab: VLAM_4080 10142

ISFW.ftnt lab VLAN_4091 ISFW. ftnt lab: VLAMN_4091 10.1.4.2

4. Click Yes.
5. Click the Element tab, and then select the PA Optimization Enabled checkbox.

=B Fortinet “ m System || Poling || Credenfials | Model Configuration

=H® Firewals Name: ISFW fint lab
: [III ISFW.fint lab s ForliGate
B 81080V0JA4QI3VTE IP Address:
{B) Wireless APs Vendor: 1.3.6.1.4.1.12356
@ Wireless Confrollers Version: Fortigate36000.7.2.0

g PA O;timizalion Enabledl {VLAN Switching Optimization with Persistent Agent)

[T MAC Filtering Enabled

Description:

o
Mote: ‘

&
Role: | ~|

Incoming Events: | Mot Applicable ~
S50 Agent: Not Applicable v

] Advanced
Group Membership

Save

6. Click Group Membership, select the Device Interface Status, L2 Network Devices, L2 Wired Devices, L2
Wireless Devices, L3 (IP --> MAC), and Physical Address Filtering checkboxes, and then click OK.
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3@ Fortingt < || Pors System | Poling || Credentials || Model Configuration |
E}®;i:a£m|w Namfe |ISF_W.ﬂnt.Iab Device Group Membership x
: Type: FortiGate
B S108DV0JA4QIZVTE |P Address: Membership for ISFW.tnt lab’
~(© wireless APs Vendor: 1.36.1.4.1.12356 Find:| | Q<>
+{B) Wireless Controllers Version: Fortigate36000.7.2.0 [} Authorized DHCP Servers
VLAN Switching Enabled [ Device Interface Status
[AE PTEEIED SELEG (L Sy €2 —[#] L2 Network Devices
["] MAC Filtering Enabled ) )
L2 Wired Devices
Description: L2 Wireless Devices
- [#] L2 Wired Devices
Note: ‘ [+ L2 Wireless Devices
[ L3 (IP—=MAC)
[ | >IN | -@ Pnysical adress Fitering
I Incoming Events: -1 Unmanaged Access Points
$50 Agent
[C] Advanced
|| Group Membership |
Save

Create Group Collapse All

OK Cancel

7. Click OK.
8. Click Save.
9. Click the Polling tab, and then change the L2 (Hosts) Polling and L3 (IP-->MAC) Polling fields to 5 minutes.
;'(]E) Fortinet et Parts Element System m Credentials Model Configuration
?'@F‘FE"‘E”S |72 Contact Status Poling: |10 | (minutes) | Poll Now |
_". : : a5l SUCCessTul Foll A
_ IJII EAITLE Last S ful Poll.  2022/12/27 16:21:27
il S108DVOJA4QI3VTE Last Attempted Poll:  2022/12/27 16:21:27
~(B) Wireless APs 73 L2 (Hosts) Polling: (minutes) | Poll Now
~(¥) Wireless Controllers Last Successful Poll.  2022/12/27 16:11:57
Last Attempted Poll:  2022/12/27 16:11.57

£ L3 (P—~MAC) Polling: minutes) | Poll Now
Priorty: LCow v

Last Successful Poll:  2022/12/27 16:30:39
Last Attempted Poll.  2022/12/27 16:30:39

Save

10. Click Save.
11. Click the Virtualized Devices tab, select the root VDOM, and then click Model Configuration.

vig
b -
If you can't see the Virtualized Devices tab, in the left panel, right-click the
ISFW.ftnt.lab device, select Resync Interfaces again, and then refresh the browser.
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Exercise 3: Configuring Network Modeling

12. Inthe Network Access section, configure the following settings:

Network Status

Default Enforce
Dead End Enforce
Registration Enforce
Quarantine Enforce
Authentication Enforce
SALES Enforce
HR Enforce
BYOD Enforce
GUEST Enforce
ZERO-TRUST Enforce
AT-RISK Enforce
VPN-SAFE Enforce

VLAN ID
VLAN_103
VLAN_103
VLAN_101
VLAN_102
VLAN_104
VLAN_50
VLAN_60
VLAN_199
VLAN_199
VLAN_103
None

None

13. Inthe SSO Addresses field, click the add icon to add a new Network Address Group.

[Network Access
\VLAN Display Format: ® VLAN Mame C)VLAN ID O Manual
IDefauIt [Enforce v| [VLAN_103 ~| DeadEnd |Enforcev| |[VLAN_103 |
Registration |Enforce |  |VLAN_101 ~| Quarantine |Enforcev| |VLAN_102 |
Authentication |Enforce w| |VLAN 104 ~| SALES |Enforce v|  |VLAN 50 |
|HR |Enforce |  |[VLAN_60 ~| BYOD |Enforce v|  |VLAN_199 ~|

ZERO-
GUEST |Enforce v|  [VLAN_199 ~| Tpijat |Enforce v|  |VLAN_103 |

WVPN-
AT-HISK |Enforce | [(None) v SAFE |Enforce | | (None) v
Note: The list of VLANs available represents those VLANs that are common to all devices of this
vendor type.
S50 Addresses SSOGRP:ISFW fint lab:root Ml =
VPN Addresses VPNGRP:ISFW. fint.lab:root - 3 2
RADIUS Mode: () Local (@) Proxy

14. Inthe Name field, type FortiNAC SSO Addresses, and then click the add icon to configure a new Network

Address with the following settings:
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Field Value

Name UNTRUST
Message Type Subnet
IP/Netmask 10.1.199.0/24
Add Network Address Group E3
Name | FortiNAC SSO Addresses |
Members
Mote
S
Add Network Address *
Name |UNTRUST |
Message Type Subnet -
IP/Metmask [10.1.199.0/24 |
(o] .4 Cancel
15. Click OK.

16. Inthe Members field, select ISFW.ftnt.lab:root:HR, ISFW.ftnt.lab:root:SALES,
ISFW.ftnt.lab:root: AUTHENTICATION, ISFW.ftnt.lab:root:DEAD_END, ISFW.ftnt.lab:root:REGISTRATION,
ISFW.ftnt.lab:root:REMEDIATION, and UNTRUST.
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Exercise 3: Configuring Network Modeling

Add Network Address Group

Mame | FortiNAC S50 Addresses

Members DIATION, ISFW fint lab:root: SALES, UNTRUST] Ed,

Mote

ISFW._ftnt.lab:root: DEAD_END
ISFW.fint.lab:root FNAC_SRV_INTF

ISFW. fint.lab:root HR

ISFW fint.lab:root REGISTRATION
ISFW._ftnt.lab:root REMEDIATION

ISFW. fint lab:root: SALES
ISFW._fint lab:root UNTRUST
ISFW ftnt.lab:root:_default
[SFW.ftnt.[ab;root: fortilink

ISFW fint lab:root:nac_segment

ISFW fint 1ab:root portt
ISFW ftnt lab:root: port2
[SFW. fint.lab:root port3
[SFW fint lab:root: portd
ISFW fint lab:root:quarantine
ISFW ftnt.lab:root:rspan
UNTRUST

Y

el

EREEEEREREREREREREREE/E/EE]

sy

- -
9 These are VLAN interfaces configured on ISFW FortiGate.

17. Click OK.

18. In the table at the bottom of the page, configure the following settings:

Logical Network Firewall Tags

SALES SALES

HR HR

BYOD BYOD

GUEST GUEST
ZERO-TRUST ZERO-TRUST
AT-RISK AT_RISK
VPN-SAFE VPN-SAFE

86

Send Groups To Firewall

Select the checkbox.
Select the checkbox.
Select the checkbox.
Select the checkbox.
Select the checkbox.
Select the checkbox.

Select the checkbox.
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WLAM Display Format: ® vy AN Name O VLANID O Manua

Di=faut [Enforce w| [WLAN_103 | DezdEnd  [Enforce w| [WLAMN_103 w |
Registration [Enforce »| [WLAN_101 s | Quaranine [Enforce w| [VLAN_102 |
futnentication [Enforce w|  [WLAN 104 s | =alEs [Enforce »|  [VLAMN_ S0 w |
HR [Enforce w| [WLAN_B0 w| BvCD [Enforce w |  [VLAN_198 w|
GUEST [Enforce~]| [VLAN_198 v 5202,  [Enforcew| [VLAN_103 |
AT-RISK [Enforce w| [ (Mone) W | EEEE [Enforce w | [(Mone) v |
|Note: The list of WYLANS available reoressnts those WLAMNS that are commaon to all devices of this
Wendar type.
S50 Addraz==z "ForfiNAC S50 Addresses FI2 &
VEN Addresses VPNGRP:ISFW ftnt Iab:root R E
RADIUS Mode: (O Local (W) Prosy
RADIUS
Primary RADIUS Servar [Use Default || Mot Set)
Sec ry RADIUS .
Szrf;rca v [Use Default || Mat Set)
RADIUS Secrat | || Modify
Source [P Address | |
Logical Network Firewall Tags Send Groups To Firewall Allowed Firewall Groups
EE= | —_——
SALES ] Any Groups
HR
| (¥ | Any Groups
BYOD
levoD [ Any Groups
GUEST
GUEET [ Any Groups
ZERD _TRUST
FERO-TRUST | Any Groups
AT-RISK
AT-RISK ] Any Groups
WPN-SAFE
VPM-SAFE L ] Any Groups
" Submit Reset

19. Ensure that the model configuration for the device looks like the image above, and then click Submit to save the
settings.
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Lab 3B: Network Access Security With FortiNAC

In this lab, you will integrate FortiNAC with Active Directory and the Fortinet Security Fabric, learn how to profile
devices based on various factors, and then provide access based on device and user roles.

Objectives

* Integrate FortiNAC with Active Directory

¢ Add FortiNAC to the Security Fabric

» Configure device profiling and registration
¢ Configure dynamic policies with user roles

Time to Complete

Estimated: 90 minutes
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Exercise 1: Integrating FortiNAC With ISFW FortiGate and
Active Directory

In this exercise, you will integrate FortiNAC with ISFW FortiGate using service connectors. You will also integrate
FortiNAC with Active Directory.

Integrate With ISFW FortiGate Using Service Connectors

You will add ISFW FortiGate on FortiNAC using service connectors.

To add FortiGate using the FortiNAC service connector

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the NGFW login page
bookmark.

2. Login with the username admin and password password.
3. Click Security Fabric > Fabric Connectors.

4. Inthe list, select Security Fabric Setup (ZTA), and then click Edit to review the current Security Fabric Settings
on the root FortiGate.

EdliL Fatniv Connculon

[0 1opolcs

Cone Melworle Securily

= NGPW (Tzkrlz Root]
i@ NCFW

=

© 5ec
Security Fahriz Settings L
Status LAGEVENY © Disakled al )
Svewily Fubriciole Juin exisling Fatnic
@ AP| Previews
Mabric naws 7Th -
Allewnther Security Faaric devices tojoin O M parts L4 - HditincLl
M panlé "
+
Dewice aithowtzation Zilumreeclad 2 okl | @ Edil L
Fro Gilead awcounl wrifarcement. 6 [ & Conlgore SAMI Siogle Sign Unin e Ssonily Fateic 5
Alew downstream device REST AP access & @0 Y ——
Adminisliator preiie @ super_acmin - _.i’d:.l.'l- |-J I—.-:.I.|: @
Fabric synchronlzatlon W video luloriols &
SAMI Single Sign-On @ D Advancod Oolions = B R e
Management IRFGON € (NN Spocity B R AE
M aragerent port Speciy
5. Open a new Google Chrome tab, and then in Bookmarks, select the FortiNAC login page bookmark.
6. Log into the FortiNAC GUI with the username admin and password Passwordl!.
7. Click Network > Service Connectors, and then click Create New.
8. Click Security Fabric Connection, type the IP address 10.1. 4.2, and then click OK.
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A\
- - Although you enter the IP address for ISFW FortiGate, since NGFW FortiGate is the
q root device of the Security Fabric, the approval request appears on NGFW FortiGate
- instead of ISFW FortiGate.

9. Return to the NGFW GUI, click Security Fabric > Fabric Connectors, and then note the FortiNAC serial number
that is displayed in the Fabric Connectors topology on the right.

10. Highlight the serial number, and then click Authorize to approve the FortiNAC service connector request.

B W
4 EE
Fecurity b oric SetdnrE ';3- o
i & Sl in S iy Tawiv » Seeuni sy Ralng
St @ tnabicd [E-JUEPER] = SINAMAT 1A -
[z D Lozn ok AU 26
Feewrity Faare relz e d el lain Faisting Fak iz .
- ZIA i
Lty > @ Dy
Al other bemurly | sbeiz devices o jeln & ™ acrte X
= acTts x |
e onal irrormation
+
Ticvies ataarization Sitenrmcles £2 lolal # Ll B Srevew
P —— el 6 L &} E |
Pllorar duseonis oz devive HLS | A9 s 8 402

S sl e
Adminisratoc prchic €Y e adun - FAML 50

Fabricaymiche:

& Contrura SAMLSING & Sien-0n n the Seourly | seris (2

B [ Acvanzed Uptien:

Mt el 141 UK 8 R o B | s otiah
“MEnagemont ot UseAdmin ‘ot el

This approves and adds the FortiNAC on both NGFW FortiGate and ISFW FortiGate.

11. Open a new Google Chrome tab, and then in Bookmarks, select the ISFW login page bookmark.
12. Log in with the username admin and password password.

13. Click Security Fabric > Fabric Connectors, and then under ISFW, hover over the FortiNAC icon to verify the
connection status.

e . N
8 | abric bStatus

@ Authaorized

H Delete

setwork Ssourlty
T Topolngy

@)

For LiAmizlyzer Lugging Cluud Logging

fazdlnldzb Qe Disabled

@ Documentatlon
m & OnlincHelp

B Video Tutorals

IP Address Management (| PAM)

Disaliled EMS ]
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Integrate Active Directory With FortiNAC

You will integrate Active Directory with FortiNAC.

To integrate Active Directory with FortiNAC

1. Returnto the FortiNAC GUI, click System > Settings, and then expand the Authentication section.
2. Click LDAP, and then click Add.
You should see that the AD-EMS server was auto-discovered.

222 FortiNAC
t > [ i
@ Dashboard "+ Expand All (=) Collapse All LDAP
& Users & Hosts O
= Add Modify Delete Copy Schedule Praview
B Policy & Objects > Il — Drrectories
+ oy Control Name Frimary IP Port Enabla LDAl
B Portal * |4 @y dentfication No records found
M Logs » £ Network Device .
— T Agwt 2 Directories Found x
+ oy Reports ad-ems.fint lab 10.1.0.30:3268
Certificate Management + g System Communication ["ac-ems fntlab 10.1.0.30389]
o + gty System Management
Config Wizard (o Enter Manually Cancel
Groups + @y UserHost M "
\‘ ! ’f
If you do not see the AD-EMS server as part of the auto-discovery process, you can
still enter the same details manually.
A
—

3. Click the ad-ems.ftnt.lab server listening on 10.1.0.30:389 (the second option in the image above), configure the
following settings, and then click Validate Credentials:

Field Value

Name ad-ems.ftnt.lab
Primary IP 10.1.0.30
Security Protocol None
MAC Address 00:0C:29:40:7B:41
LDAP Login FTNT\Administrator
LDAP Password Password1!
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2.2 FortiNAC

Exercise 1: Integrating FortiNAC With ISFW FortiGate and Active Directory

@ Dashboard » -
"+ Expand All - Collapse All F [LDAP
& Users & Hosts 3 12 o Authentical
e Add Modiy Delete Copy Schedule Preview
ih Network >
N N Roaming Guasts
B Policy & Objects > bl Directories
+: @ Control Nams Frenary 1 Por | Enable Syncvorzabon LOAP Lopn
R Portal LI S — ‘Add Dirsctory =
1 Logs > || s Network Devics
E.DMM These seflings establish the LDAP Connection o the Directary
e Y ﬂiﬁm e Name: ad-ems fint lab Primary IF 10.1.030
Certificate Management +/ iy System Communication Gy KA Security Protoced. | None = MAC Address 00.0C 29.40.78:41
Search Branches
Config Wizard + i System Management s LDAP Login FTNTAdministrator LDAP Password: | seeceeses
Updates Select Groups
Groups N valiate Crecentals Credental Status:  Credentaals \.’eﬂnedl
— ol Additional Configuration
Feature Visibility
Scheduler Next Cancel
Tasks

The Credential Status field should show Credentials Verified. If it does not, validate the settings, and then

try again.

Click Next.

Ensure the Directory Type field is set to Active Directory, and then in the Role field, type department.

Add Directory x
Connection These settings determine which directory fields will be read for User Properties. The only required settings are
User Affributes |dentifier and Last Mame. A required field is indicated by *.
Group Attributes Object Class: | user | Directory Type: | Active Directory v |
Search Branches Description
Select Groups First Name: | givenName | Last Name:* |sn |
Identifier:* [sAMAccountName | Title: [itle |
Email: |mai| |
Contact
Address: | streetAddress | City: | | |
State: | st | Zip/Postal Code: | postalCode |
Phone: |h0mePhone | Maobile Phone: |mobi|e |
Mobile Provider: | maobileProvider |
Security and Access
Security Attribute: Allowed Hosts: | |
Role: department |
Disabled Afribute: |userAccnuntCnntroI. | Disabled value:  [0x02 |
Time to live: | | Time to live unit:
Next Cancel

© o N

92

Leave all other options at the default settings, and then click Next.
Ensure the Object Class field is set to group, leave all other options at the default settings, and then click Next.
In the User Search Branches section, click Add, select CN=Users,DC=ftnt,DC=lab, and then click OK.

In the Group Search Branches section, click Add, select CN=Users,DC=ftnt,DC=lab, and then click OK.
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Add Directory x

| Connection These settings determine which branches will be searched for Users and for identifying Groups.
| User Attributes

User Search Branches

| Group Atiributes CN=Users,DC=fnt,DC=lab

Search Branches

| Select Groups

Add Modify Delete

Group Search Branches

CN=Users, DC=fint,DC=lab |

Add Modify Delete

Mext Cancel

10. Click Next.
11. In the list of available groups to be imported, select the Corporate group, and then click OK.

vis
- c Users from the directory are added to the FortiNAC database only when they connect
to the network and register.
-

12. Click Preview, in the Filter to field, type student, in the in field, select ID, and then click Search to validate the
LDAP connection.

This should return a result.

£22 FortiNAC

@ Dashboard

& Users& Hosts

B Policy & Objects
B Porta
L Logs
8 System » : Groups '2

Cartificate Management by |Fiterto| student n[ID ~| Search ]Nohe I the value lor a Role doas notexist.  is preceded by an asterisk (")

>
»
& Network >
>
¥
»

Preaview Directory

Config Wizard

H | ID | First Name | Last Name ] Titie |
Groups . <hadart Forhnet Shukent Fortnet Shudent 1 Af—

Feature Visibility T

13. Click OK.
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Exercise 2: Configuring Device Profiling and Registration

In this exercise, you will create device profiling rules on FortiNAC for a domain connected PC. You will also
configure firewall policies on ISFW FortiGate to allow traffic between FortiNAC and captive networks.

Configure Device Profiling for a Domain Connected PC

You will add and test device profiling rules on FortiNAC.

To add device profiling rules

1.

94

On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the FortiNAC login page
bookmark.

Log in to the FortiNAC GUI with the username admin and password Passwordl!.

Click Users & Hosts > Device Profiling Rules, click Add, and then on the General tab, configure the following
settings to create a new device profiling rule:

Field Value

Enabled Select the checkbox.

Name Domain Connected PCs
Registration Automatic

Type Windows

Role Add a new role called Corporate.
Register as Device in Host View

Confirm Device Rule on Select the checkbox.

Connect

Confirm Device Rule on Interval ~ Select the checkbox, type 5, and then select Minutes.
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Add Device Profiling Rule x

[“Genero TN
_ﬂ Enabled

Name:  |Domain Connected PCs |

Description:
g

Mote:

[ Motify Sponsor
Feqistration Settings

Registration: @) automatic ' Manual |
Tvpe: | Windows v| W E&

Role: | Corporate v | @

Register as: | Device in Host View ~

(] Add to Group:  Forced Remediation Exceptions W
Access Availability:

— Rule Confirmation Settings

Confirm Device Rule on Connect
Confirm Device Rule on Interval: |5 | | Minutes

[ Disable Device If Rule Mo Longer Matches Device

[8]:4 Cancel

4. Click the Methods tab, select the Vendor OUI checkbox, and then click Add.

5. Inthe Add OUI window, in the Field field, select Vendor Code, in the Value field, type 00: 0C: 29, and then click
OK.
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Add CcUI

Field: | Vendor Code

Value: [pp-0C-29

6. On the Methods tab, select the WinRM checkbox, and then change the Port field to 5985.

7. Inthe Credentials section, click Add, in the User Name field, type FTNT\Administrator, in the Password
field, type Passwordl!, and then click OK.

8. Inthe Commands section, click Add, in the Command field, type hostname, and then click OK.
9. Select the Match checkbox, click Add, in the Value field, type HR, and then click OK.
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Add Device Profiling Rule ®x
General Memuds
U Active vendor ou! | EEETI
|__| DHCP Fingerprinting
("] FortiGate Port 5935 |
FortiGuard Credentials
[ HTTRHTTPS Im_ Modify Delete
[_] IP Range User Name
[ Location FTMNTWAdministrator
(| Network Traffic
(] oNVIF
(] Passive
[ Persistent Agent
[T RADIUS Request
] Seript Commands .
] SNMP I Add I Modify Delete Move Up Move Down
(] 8SH Command
OjTep hostname
] Telnet
(] UDP
Vendor OUI
[T Windows Profile Match
Add___]|  Modify Delete
J Value
HR
oK Cancel
\" : '-
9 Values are case-sensitive and FortiNAC looks for an exact match. However, you can
also combine values with wildcards where you need wider match criteria.
=
=

10. Onthe Methods tab, select the Windows Profile checkbox, ensure the Protocol field is set to WinRM, and then
change the Port field to 5985.

11. Inthe Credentials section, click Add, in the User Name field, type FTNT\Administrator, in the Password
field, type Passwordl !, and then click OK.
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12. Onthe General tab, in the Match OS Versions field, select Windows Server 2019, and then deselect Windows
7.

13. Selectthe Domain Name checkbox, and then type ftnt.lab.

Add Device Profiling Rule x

General Methods
s vendor OUI || winRm |JRUGUETES 2

(] DHCP Fingerprinting

| FortiGate Protocol: Port:

FortiGuard Credentials
Add Modify Delete

User Mame

=
3
!
E
-]
_|
M
(03]

%
el
-
=
[=]
48]

FTHNT Administrator

—
[=]
%)
2k}
eh
(=]
=

|
=
1¥]
=
2
o
-]
=
a¥]
=
[y

[_] ONVIF

1
e
o
7]
&}
=
@

FREEIEN
I o
:p.l.'D
[ T
c &
- 2
o
2 0
=
M =
h o=

[] Script - ) : —
60 Windows Services || Running Processes | Installed Applications
8 | General |
[CJssH Match OS5 Versions Windows Server 2019 | -
[]TCP
] Telnet [ ] Minimum Windows 10 Release
[JUDP Windows Security Center
Vendor OUI [ ] Anti-Virus [ Firewall [_] Anti-Spyware
WinRM
Windows Profile [ ] serial No.
[ ] Asset Tag
Domain Name ftnt lab

oK Cancel

14. Click the Windows Services tab, and then clear the Enabled checkbox.
15. Click the Running Processes tab, in the Process Name section, click Add, type vimtoolsd.exe, and then click

OK.
16. Click the Installed Applications tab, click Add, in the Application window, configure the following settings, and
then click OK:
Application Name VMware Tools
Vendor *
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Field Value

Version 11.0.1.*

Application

ALY

- -

Values are not case-sensitive for Windows operating systems, but it is recommended
to maintain the case.

17. Review some of the other profiling options available, and then click OK.

18. Selectthe Domain Connected PCs rule, click Set Rank, type 1 as the new rank, and then click OK.

19. Click System > Settings, expand Control, click Alowed Domains, and then ensure that the ftnt.lab internal
domain is added.
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If the ftnt.lab internal domain is not added, WinRM authentication will fail while the endpoint is in captive
isolation networks.

2.5 FortiNAC

@ Dashboard > =
+ Expand All - Collapse All - Allowed Domains
[ ]
& Users&Hosts > |4 @ Authentiation Use this view to specify the domains which your isolated hosts will need access
it Network > zones.common file
) . £} Access Point Management IP Address
5 Policy & ObjECtS > Q Allowed Domains Production DNS IP Address(es) [Use semi-colon (;) to separate]
E Portal > &} Quarantine j|0 10.20:1.1.1.1;
L [ogs s |+ @ ldentification ) Prevent the DNS server from making iterative queries
£ Network Device Proxy Auto Config
v —
Bl + o Persistent Agent L] Enable Proxy Auto Config
i Example: "PROXY 10.0.0.1:8080; DIRECT" or "PROXY proxy.example. com 808
Certificate Management +/ % Reports - J d
. + System Communication
Config Wizard ‘: System M . Domains - Total: 229
+ - @ >ystem hManagemen

Groups +} @ Updates files.downloadnow.com

Feature Visibility + % User/Host Management

Scheduler

Tasks

globalsign com

globalsign.net

globalsignodn.com

igodaddy.com

google-analytics. com
googleapis.com

googlehosted googleusercontent. com

googleusercontent.com
grisoft.com
risoft.cz

Add Domain Delete Domain Revert to Defaults

Save Settings

Review FortiGate Policies for Captive Networks

You will review firewall policies on ISFW FortiGate to allow traffic between FortiNAC and captive networks.

To review firewall policies on ISFW FortiGate

1. Onthe FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the ISFW login page bookmark.
2. Loginto the ISFW GUI with the username admin and password password.
3. Click Policy & Objects > Firewall Policy, and then review the Captive_Traffic firewall policy.

This policy allows traffic between FortiNAC and captive networks.

4. Review the FortiNAC_To_Captive_Networks firewall policy.
This policy allows traffic from captive networks to FortiNAC.

5. Review the Allow_All_DC_To_ISFW_Segments firewall policy.
This policy allows traffic from data center subnets to captive networks.

6. Review the Allow_DC_Restricted firewall policy.
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You will notice captive networks has been added to the source addresses and FortiNAC management is part
of the destination addresses.

Edit Policy
Name € Allow DC_Restricted
Incoming Interface  =if AUTH (AUTHENTICATION) x
xi# DE (DEAD_END) x
=z HR x
=2 REG (REGISTRATION) x
xi2 REM (REMEDIATION) x
xg SALES x
+
Outgoing Interface | [ port2 x
+
Source = all x
-+
Destination = AD-EMS %
= FortiAuthenticator X
&= FortiMail x
rE FortiNAC_MGMT x
+
Schedule [ always -
Service I ALL x
-+
Action V- eeaE © DENY
Inspection Mode QRELVEWERLWE Proxy-based
.y, FortiNAC uses both the eth0 and eth1 interfaces for WinRM profiling. Allowing access
- - to Active Directory from isolation networks is extremely important to validate the
9 FortiNAC login while hosts are in isolation. You can lock down the access to specific
— ports, although we are allowing full access in our lab. FortiNAC management interface

access is not required. It is being allowed DC access from ISFW subnets.
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Test the Device Profiling Rule

You will test the device profiling rule you created earlier.

To test the device profiling rule

Exercise 2: Configuring Device Profiling and Registration

1. Restartthe HR VM, and, log in with the username hr\administrator and password Passwordl!.

Local windows user authentication is required to simulate a registered host state for a windows device on

FortiNAC.

2. Return to the FortiNAC GUI, click Users & Hosts > Adapters, right-click the HR machine IP address 10.1.60.2,

and then select Test Device Profiling Rule.
3. Select Domain Connected PCs, and then click OK.

FortiNAC communicates with the HR machine and gives you a result of Rule Matches. If you get a result of
Rule does not Match, review your device profiling settings to ensure there are no configuration errors.

4. Click OK.

5. Repeat the test for the SALES VM, right-click the SALES machine IP address 10.1.50.2, and then select Test

Device Profiling Rule.
6. Select Domain Connected PCs, and then click OK.

FortiNAC communicates with the SALES machine and gives you a result of Rule Does Not Match. If you get
aresult of Rule Matches, review your device profiling settings to ensure there are no configuration errors.

7. Click OK.

8. Click Users & Hosts > Device Profiling Rules, and then click Run > Yes to begin evaluating all rogue devices.

5.5 FortiNAC
@ Dashboard > Add Modify Delete Copy |m 9
i -
[ ]
= Users & Hosts Device Profiing Rules - Total: 18
Administrators Rank @ & Enabe@@ "3 Evaluation Queue Sze:0
Enabled  Rank Name i
Guests & Contractors
Account Requests Run » | Automatic Vendor OUI
Automatic DHCP
Registration Requests ¢ Are you sure you want to evaluate all rogues? Automatic DHCP
User Accounts -2 Yes No Manusl DHCP
— Manual DHCP
1l .

You can check details of rogue evaluation in the queue.

9. Click OK.
10. Click Users & Hosts > Hosts.
#CreateNew | FEdit | @Delete  Showldapters | Import QuickSearch » | O, Search
Status Host Namc % Rogistered To # Logged On User % Host Role ¥ Opereting System #
o
w hr Corporsts Windows Szrver 2017 ..
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The HR device should now be registered and the SALES device still remains as a rogue device.
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Exercise 3: Configuring Role-Based Access

In this exercise, you will create access policies for corporate, BYOD, and guest devices. You will also configure
the self-registration portal. You will then test devices against each access policy.

Configure an Access Policy for Corporate Devices

You will create an access policy for corporate devices.

To create an access policy for corporate devices

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the FortiNAC login page
bookmark.

N

Log in to the FortiNAC GUI with the username admin and password Passwordl!.

Click Policy & Objects > User/Host Profiles, and then click Add to create a new profile to identify corporate
devices.

ol

4. Inthe Name field, type Domain Connected PCs.
5. Inthe Who/What by Attribute field, click Add, click the Host tab, configure the following settings, and then click

OK:
Role Select the checkbox, and then select Corporate.
Device Type Select the checkbox, and then select Windows.
Type Select the checkbox, and then select Registered Host or Device.
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@ Dashboard > add | ] tedty Delete Copy In Use
| l U

& Users&Hosts | Modity UseriHost Profile |l Fiter %
& Network ¥ —_
Doenan Connectsd PC3 i ] Adapter A% | Aprcancn
® Policy & Objects oy Status . =
Liser/Host Profiles [t ] Conmected v Atess
Portal Policy = Sacurity ¥ Authgnticaled v
. Tim =
Authentication WiVl by [Sema_ | - -
Craated Dade
Natwork Access
e R i Expration Date v D
Endpoint Compliance ] Inactviy Date m]
Supplicant EasyConnect Amnmute: el . Last Connectid 0
i | Delete | Policy - Agent
Passive Agent — n P
Remediation Configuration Persistent Agant
Roles RADIUS L Al Parpmtent Agant
Request Communaaton
Metwork Device Roles Amrtate: Detste Agent Platloms
B Portal > L +
When AeErys v Vulnesabdity Scan +
I Logs > Misc =
£ System > | == | Host Name VPN Chant
n use by Regstenst To Loggad On User
use by 1ilem
Crmcalty Eﬂmc- Tipe Windgws S |
o Cancel Hardware Type Oparating System
Sgral Numbar System LUID
Asset Tag Open Porls
Passed Tests
Lipies
l Type: | Registired Host or Device - ]
6. Click OK.

7. Click Policy & Objects > Network Access, click Add, and then configure the following settings to create a new
network access policy:

Field Value

Name Corporate Access Policy

User/Host Profile Domain Connected PCs

8. Inthe Network Access Configuration field, click the Add icon, configure the following settings, and then click OK
to create a new network access configuration to allow access to the HR network:

Field Value

Name HR_Network
Logical Network HR
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== FortiNAC
@ Dashboard ¥

= Users & Hosts » 1

' | Rodify Delete
ih Metwork » -
B Policy & Objects v |
Rank: (# & Enable: o @
User/Host Profiles Rank Enatled Name Mgbwork ACCEsS Usat/Host Profile
Portal Policy =)

Authentication

Metwork Access

Endpoint Compliance

Supplicant EasyConnect

Passive Agent

Remediation Configuration i

I
4 Cancel

Roles "\_f

: Modify Network Access Configuration x

Metwork Device Roles 'y -

B Portal » Name HR_MNetwark

L |ogs 3 Logical Mabwork HR ~ BE

»
£ System e
In use by 1 ibem
3

9. Click OK.

10. Click Policy & Objects > Authentication, click Add, and then configure the following settings to create a new

11.

106

authentication policy:

Enabled Select the checkbox.
Name Corporate_Authentication_Policy
User/Host Profile Domain Connected PCs

In the Authentication Configuration field, click the Add icon, configure the following settings, and then click OK
to create a new authentication configuration to authenticate corporate users:

Field Value
Name Active_Directory
Authentication Method Select the checkbox, and then select LDAP.
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Field Value

Invalid Credentials Message Select the checkbox, and thentype If you are an employee, please
use your active directory credentials, or register as a

guest user..

Enable Authentication Select the checkbox.
Time in Production before 0

Authentication

Time Offline before 10

Deauthentication

Reauthentication Frequency Select the checkbox, and then type 16.

@& Dashboard

& Users & Hosts

& Network Modify Authentication Configuration ®

| B Policy & Objects

€ v v w

NOTE: Hos2s in ‘Forced User ALShenlicaton Exceabons” roup will nol DErtCioale i Authenscalon

User/Host Profiles & Name Actve_Dsrectory
LS B autmenticaion Method LDAP v @
Portal Policy If ’ Loy -
1 invaid Credentals Message YOUu BFE B0 eapoyes, ¥
Authentication o Please use your active y
B Enatie Authentication *]
MNetwork Access Tima in Production bafors Authantication:| 0 iminutes) b
Endpoint Compliance Tiena resarved for login bafore Switching user to Authenbcation.

Teng Ofing before Deauthentication 1w (minutes) b

Supplicant EasyConnect
Thee timé Bhe user $tays authenbcatied when the maching i ofine

Passive Agent .
he [ Reauthentication Frequency L] hours) &)
Tims befiore user is requined to authenticate.

Remediation Configuration
Roles
Network Device Roles o

B Portal >

Note

3
3

12. Click OK.

Configure an Access Policy for BYOD Devices

You will create an access policy for BYOD devices.

To create an access policy for BYOD devices

1. Continuing on the FortiNAC GUI, click Policy & Objects > Roles, and then verify that the BYOD role is created.

vis
= -
If you do not see the BYOD role, click Create New to create a new role named BYOD,
leave all other settings at the default values, and then click OK.
=

2. Click Policy & Objects > User/Host Profiles, and then click Add to create a new profile to identify BYOD devices.
3. Inthe Name field, type BYOD Devices.

4. Inthe Who/What by Attribute field, click Add, click the Host tab, configure the following settings, and then click
OK:
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Host filter Host filter values

Role Select the checkbox, and then select BYOD.

Device Type Select the checkbox, and then select Windows.

Type Select the checkbox, and then select Registered Host or Device.
5. Click OK.

6. Click Policy & Objects > Network Access, click Add, and then configure the following settings to create a new
network access policy:

Field Value
Name BYOD Access Policy
User/Host Profile BYOD Devices

7. Inthe Network Access Configuration field, click the Add icon, configure the following settings, and then click OK
to create a new network access configuration to allow access to the BYOD network:

Field Value
Name BYOD_Network
Logical Network BYOD

8. Click OK.

9. Click Policy & Objects > Authentication, click Add, and then configure the following settings to create a new
authentication policy with the following values:

Enabled Select the checkbox.
Name BYOD_Authentication_Policy
User/Host Profile BYOD Devices
Authentication Configuration Active_Directory

10. Click OK.

Configure an Access Policy for Guest Devices

You will create an access policy for guest devices.
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To create an access policy for guest devices

1.

Continuing on the FortiNAC GUI, click Policy & Objects > User/Host Profiles, and then click Add to create a new
profile to identify guest devices.

In the Name field, type Self Registered Guest.

In the Who/What by Attribute field, click Add, click the Host tab, configure the following settings, and then click
OK:

Host filter Host filter values

Role Select the checkbox, and then select GuestSelfRegistration.
Device Type Select the checkbox, and then select Windows.

Type Select the checkbox, and then select Registered Host or Device.
Click OK.

Click Policy & Objects > Network Access, click Add, and then configure the following settings to create a new
network access policy:

Field Value
Name Guest Access Policy
User/Host Profile Self Registered Guest

In the Network Access Configuration field, click the Add icon, configure the following settings, and then click OK
to create a new network access configuration to allow access to the guest network:

Field Value
Name Guest_Network
Logical Network GUEST
7. Click OK.
8. Click Users & Hosts > Guests & Contractors, and then click Templates.
| em plates'
View Reports
Filter =
| Add Filter Update
Options v Add Modify Delete View Reset Password Export 10° gy B | - @
Guest/Contractor Accounts - Displayed: 0 Total: 0 @ 5
Enable:
Enabled Sponsor Type Name User Starting Account Duration Reauth Period Last Modified By
Ma records found.
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9. Select the GuestSelfRegistration template, click Modify, configure the following guest registration parameters,
and then click OK:

Template Name GuestSelfRegistration

Visitor Type Self Registered Guest

Password Length 6

Reauthentication Period Select the checkbox, and then type 12.
Account Duration 12

Email Required
First Name Required
Last Name Required
All other fields Ignore

fracfintiah & 1+ @ + O admin~

@ Dashboad >

Users & Hosts L
[Fomiin ]

Administrators

Ustl = Templates

Uopy | Usediy Exportto g -

CiurstUorTractne emplates - IchE 3 (el ] |

uestiConiractor Template % [
Account Requests
. . cavent Fuks N e [
Registration Requests Madify augg[wummg‘ur'rbwhég » h?_"l“ . T
K ' A
User Accounts -l 20T 06
Hosts emplate Mame: GuestSe Regairaion
Adapters Visier Trpe: [EoiRegoersd Guest v
Rale ) Lse & urique Rale based on this temalaie neme
Apphcations P e
-/ Selet Rk

Endpoint Fingerprints

Profiled Devicss Send Email Senc S1A5
- Send Passsmuid Sears e
Device Profiling Rules "
[ 52 Mabla-Frisndy Exclusons

FortiGate Sessions

Locate Hosts bl fccaunt Uuranen: |12 {havrs}
Lt Avilalilly. [Bways | _ . |
Managa Hosts and Parts AsdFled | DeweFien | Reo Feds
Serc Message o Cance - 4 o

Configure the Self-Registration Portal

You will configure the FortiNAC self-registration portal.

To configure the self-registration portal

1. Continuing on the FortiNAC GUI, click Portal > Portal Configuration, expand Global, and then click Settings.
2. Ensure the Standard User Login Type field is set to LDAP, and then click Apply.
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3. Expand Registration, click Login Menu, and then ensure that only the Standard Login Enabled and Self
Registration Guest Login Enabled checkboxes are selected and the other registration checkboxes are cleared,
as shown in the following image:

E.8 FortiNAC ‘macttntiab M 1+ @ - L admin-
@ Cushixaard » 1) Use Porzl version 1
& Llsars & Hosrs » Imagas
& Network » |G A ust 'l
B Poicy & Ohjects 3 m Standard Login Enablzd: ]
Standarm Login Tie Empinyes SYO0 Devcss |
B Portal - . — T
Standar Login Description |

Portal Configuration iy i i
Standaed Uzer Login Form Stondard Login COrder L
Reguesl Processing Rules Standard User Regisration Giamesil Lugin Eniatilid n
el - %
Puse Ll 551 Selt Regiswanon Logn ogin 14k GLES
B o y ary Guest Login
Sevandary Guest Login Gunzsl Logit 2
Q System ’ Gt Use Reyis alion Agpa e el Regiairalicn Gt L ogin = nahind
MDA Registraban Self Regetration Gues: Login Tie: Guest Salf Registration

A
narymeLs Sell Hegstation Gues: Login Descriation: |

Anorymes Authantiesson Form A
Sell Registration Gues: Login Cvoar 3
AROnymOLE Authanboanan Enaaked W]

I e AMDNYMUOLIS SUTHEN TICATION

Gama Devica Registation
Game Desice Help
Cusstom Logn

Comstom Legn Form

Al i O 4
raticn Frabled (m)
GAMING DEVICE

Curzliom User R stiabon Appiuvad

Profile Cordguralion Download GEme Consse R

Mkile Agert Down cad

Instnactins .
b

PO C 000000 0O0OEOOOO0OOC

i

Usage: Pelicy
Isare Pelics Mieanseamant =

Fortal w | Copy | ReselloDefouls | Refiesh || Cxpard | Impord

4. Inthe Standard Login Title field, change the value to Employee BYOD Devices.
5. Click Apply.

6. Expand Registration, click Standard User Login Form, scroll down, ensure the Role Field Enabled checkbox is
selected, and then configure the following values:

Field Value

Role Field Label Role

Role Field Type hidden

Role Field Value BYOD

fracftntlab & 1+ @ - . admin =

o

i
o

£12 FortiNAC

| Use Forta “arsion 1

oo

@ Dashboard

& Users & Hosts

Al Fiaskl it BY¥O0

Secondary Gusst Logir
£ sustem > . N

>
»
sk Metwork y |Gl Acfjust Welih
= Fegeiaer g Accass value @ -
% Policy & Objects 3 —_— . 5 @
B Portal ~ Logn ideny @
Portal Configuration ’ ; ke Fisld Cnetled ] 7]
. Rcile Fishd Required (u] @
Request Processing Rules
Rule Fiethl Label Fiule | @
Portal S5L Self Recistrabon Lagn Rt Fiushl Typs [P rea— @
1t Logs 3 Proary Guast Logn @
o

Titls Fisld Enabied

7. Expand Registration, click Self Registration Login, scroll down, and then review some of the default values to
ensure that they match the following values:

Field Value

Notify Sponsor of Guest  Clear the checkbox.
Details
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Field Value

Required Sponsor None

Approval

Notify User via Portal Select the checkbox.
Page

Show Password in Portal  Select the checkbox.
Page Notification

Notify User via Email Clear the checkbox.
Notify User via SMS Clear the checkbox.

Default Guest Template ~ GuestSelfRegistration

8. Click Apply.

Test Role-Based Access

You will test the different role-based access.

To test role-based access

1. Continuing on the FortiNAC GUI, click Network > Inventory, expand Firewalls > ISFW.ftnt.lab, and then click

S108DV0JA4QI3V78.
=@rens B m Comenl | ol Node Confuralic
+ () Drectates Fifles
=EFrewl: A6 -iRer Salsct - Lpdata
t = O =W e tar o
H T Seactall lica Detsils Paral
- T10EDVAIAIGIIVTE
. (Fhairzless Al TMarls - Disp/ayed: € Tatel: &
== Wit Dokl 1
etz Denioa Labsl Fers T Adiess Cornacllon Sale | DBleLTVLAN  CLTel VLA | AN Diails | Ope-aboral SE0E
@ Ishentian port IS st ot T BIDVINAAGI ST dmert 10142 Foge | 8t 1 1 or Lk Up
I!l 123 mnt 1an o LU JETRR TR MRS e w1y 1 1 on Tk Up
B srvais Ll 3 10142 1 1 o Lik Uy
¥ 1sFentias port 10142 1 1 or Lk Up
5 [ TR (Rl s 1 1 o ks Lip
3 Ishwntian £ong 10142 1 1 or Lk Up
O jEevntias Lol I e 1 T e HET e T 10118 A L ur Lk Up
W 1SRVl bk okl 1BFA Tl b S BV AVTR gk mids 0 0 I o Virdk Ly

You can see that the HR device is registered but not authenticated, while the SALES device is still showing as
arogue device.
Stop and Think!

Can you think why HR and SALES is given production corporate access even after you set up access and
authentication policies to change their access?

Discussion
Is the policy enforced from configuration or do you need any additional configuration?

You must specify the ports where policy and authentication enforcement is required.
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Test Role-Based Access

2. Right-click both port7 and port8, click Group Membership, in the Port Group Membership window, select the
checkboxes for the following groups, and then click OK to add the ports to the groups and enable enforcement on

the ports:

Forced Authentication
Forced Registration
Forced Remediation
Reset Forced Registration

Role Based Access

Ports return to Registration VLAN when hosts disconnect

Unauthenticated Hosts will be isolated until successful authentication
Unregistered Rogue Hosts will be isolated until successful registration

Quarantined hosts are isolated until issues are remediated and passes scan

Access is provided to registered hosts based on Role and Network access policies
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3. Refresh the page for 1—-2 minutes to allow FortiNAC to start changing VLANs based on the state of the endpoints,
as shown in the following image.

You will notice that the HR machine is placed in the Authentication VLAN (104), because it is registered but

not authenticated, and the SALES machine is placed in the Registration VLAN (101), because it is still a rogue
device.

113

Fortinet Technologies Inc.



DO 'BLQ)TLB&E‘\BJ% I N T Exercise 3: Configuring Role-Based Access
© FORTINET

I-':_-J Fuivel bl ’E Eaman | Folmg  Medel Corliguration
+ 1) Ursctanes i
I Tl 200 File. [Subal v Upiels
HE = JE: UM
| Osre SaadtAl | Her Datals Fanal
i B = R RIEE RN EEL (T
LA Wil 5 AP Bels D giayed & Tkl 8
B warelzzs Lanirol &z 1
R Lalws amg P Avhsss Conwediv 3.als Detull VLAM Cunenl VLAN | Admin Slale
ISP il wrd ISRl roul S 1080V TWARENTS pur 11 114z Ruguy Hos. Qn

IZMAfintIat 02

W42 W T poriZ 10142 Hot Conneced

o [l e g

1
1 1 on
ISP fintlab 203 | b T e port3 10142 Mot Connected 1 1 (o3
ISP find Inf anTe iy L] AWTE pard 142 Mot Cannerseid 1 1 on
IS nLIal 207 LI - 3V fEports w142 Leamed Lzhnk 1 1 on
ISPA nllab o g 1 3VTE put 1B 10 14.2 Devive 1 100 Qn
= ISMAfintiat 2077 1STW Rt [ abroot 510 L 4TIWTECpOrTT 10142 Togue llos? | S0 10 aon
“ i ISP fintlab 2033 S it | abcroot 31080 VI JAADENT E:portB 10142 Unauthenficaizd Host G0 104 On
If the VLANS are not changed automatically within 2—3 minutes, right-click
ISFW.ftnt.lab, and then click Poll for L2 (Hosts) Info.

4. Onthe HR VM, open a command prompt, and then enter the ipconfig command to check if the IP address has
changed.

B Command Prompt - ] »

In the lab environment, we are using the FortiSwitch VM, which is not directly

v connected to the SALES or HR VMs. Therefore, when a VLAN change happens, the
- - port up/down on FortiGate does not trigger a port up/down on the VM. As a
9 workaround, we have configured a 1 minute DHCP lease on all production subnets to
- speed up IP changes. If it does not change automatically, you can run ipconfig

/releaseand ipconfig /renew as Administrator on the VM to trigger the change
immediately.

5. Open Google Chrome, and then navigate to https://www.fortinet.com.
This should trigger a redirect to the Fortinet authentication page.

6. Click USER, log in with the username hr and password Passwordl!, and then click Continue.

You should see a success message with a countdown, as well as a pop-up message, as shown in the
following image:
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nnect to

« (& B fnacftntlab/authentication/Success,sf ™ 8

v @ Isw B DCRv

Network Access Control

Success

‘You have successtully authenicated
Flease wail | seconds while your network connection is estabished

7. Click OK, and then close the browser.

8. Open acommand prompt, and then enter ipconfig.
You should see an IP address of 10.1.60.2 from the HR subnet range.

9. Reopen Google Chrome, and then navigate to https://www.fortinet.com.
You should now have access.

10. Navigate to the FortiAuthenticator URL at https://fac.ftnt.lab to access corporate resources.
You should have access.

11. Repeat the steps for EMS and FortiMail.
12. Access the FortiAnalyzer URL athttps://faz.ftnt.lab.
You should not have access. Access was removed in an earlier lab from the HR subnet.

13. On the Sales VM, open a command prompt, and then enter the i pconfig command to check if the IP address
has changed.

B Command Prompt - m] x

In the lab environment, we are using a FortiSwitch VM, which is not directly connected

‘\ ' f__ to the SALES or HR VMs. Therefore, when a VLAN change happens, the port up/down
on FortiGate does not trigger a port up/down on the VM. As a workaround, we have
9 configured a 1 minute DHCP lease on all production subnets to speed up IP changes.
- If it does not change automatically, you can run ipconfig /releaseand ipconfig

/ renew as Administrator on the VM to trigger the change immediately.

14. Open Google Chrome, and then navigate to https://www. fortinet.com.
This should trigger a redirect to the Fortinet registration page.
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15

. Click Employee BYOD Devices, log in with the username sales and password Passwordl!, and then click
Continue.

You should see a success message with a countdown and you should be redirected to
https://www.fortinet.com.

16. Open a command prompt, and then enter ipconfig.
You should see an IP address of 10.1.199.2 from the UNTRUST subnet range.
17. Return to the FortiNAC GUI, and then click Users & Hosts > Hosts.
You should now see that the HR device is enriched with user information.
18. Right-click the host, and then select Policy Details to view the matched network access policy and the reason.
25 FortiNAC fracftntlab B 1+ @ + L admin-
& Ciashboard ? | dCrateNew | PR WDslete  ShowAdapters || Imoort Quick Search = | &, search
& Users & Hosls w )
e Status | HostName & Registered To & Logged On User Host Role Operating System & Critizality &
Guests & Contractons w hr hr Cerporate ‘Windows 10 Pro for W,
Account Requests w zalas sales BYOD Windorers >
Registration Requests Policy Details " Felicy Detalle x
Userifcecints il Saiicy Detais far 'ne' Pty Derass hor '
_ B m:kl;rmﬁ Supsiicant FasyGennest | Erdpaint Camalanze
fdapters — Profie Neres Durmain Coreseclis] PGx
Profile Name Diemain Coanectad PCs Polcy Name: Corpor uthenication_Polcy
Applicztions Paicy Hame C::lwln‘z‘-uozs‘: Puley Camdratier Hame #ctve. Dveciory -
Ercpalit Fingerprints s oo v ol
Brofiled Devices e
Tage HR
Dievice Profiling Rules Flhckcgtag
FurliGale Sessivims Edi Test Chas i T Close
Locate Hosts
19. Click the Authentication tab to view the authentication method and the policy matched, and then click Close.
Stop and Think!

20.

21.
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Why do you see the SALES machine registered to the sales user with a BYOD policy, but the HR machine
is only showing Logged On User?

Discussion
How can you modify this behavior?

Think about how you are registering the HR device and explore the options there.

Click the SALES host, click Delete, and then click OK.

%2 FortiNAC E q fnactineiah & 1+ @ - L admin-

@ Dashboard ¥ dCresteMew | SEdit || @Delete || Show Adasters || Import | Quick Search » Q) Search Confirm x
- Users & Hosts b
Administrators Status lHest Name & Registered To & Logged On User & llost Role Are you sure you would like to delete this Host?
Guests & Contractors Ll hr hr Corporate
Account Requests [ w sales seles EYOD ] Cancel

Registration Reguests

User Accounts

Acapters

Click Network > Inventory, expand Firewall > ISFW.ftnt.lab, and then click S108DV0JA4QI3V78.
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Test Role-Based Access

& Fantiona “\ ckmert | Faling || Mode Comtigurzzion
—I(F) Ciracteres it
vrns il bty Fogalie A -imer Updats
: S 2t ] Hice Detall: Mars
il i b
TRUVLIAAIEY S Forle - Uispleyad ¥ olal: 3

1 00

- {F) virslass Ceatralats ol Devie

1S5 Nl ety a1

Cefaull VAR CuTent vLAN  Admin Sieti:  Cpeslicrs Ztaus
1 an livk |

B ISTvifnusy wr2
W ISTVi s 23
LT sor
% PVt ka Ee]

VSV il Bl A

& lEPWIHEd 7
- ST 2l

1 on Lirk L3
1 on Lirk L3
1 ur Link Un
1 ur Lirk L2
no an vk Ly
ni i livk Loy
€0 on Lirk L3

You can see the HR device is registered and authenticated, while the SALES device is now a rogue device

again.

A If VLANs are not changed automatically within 2—3 minutes, right-click ISFW.ftnt.lab,

and then click Poll for L2 (Hosts) Info.

22. Onthe Sales VM, open a command prompt, and then enter the ipconfig command to check if the IP address

has changed.

B Command Prompt

In the lab environment, we are using the FortiSwitch VM, which is not directly

v connected to the SALES or HR VMs. Therefore, when a VLAN change happens, the
e - port up/down on FortiGate does not trigger a port up/down on the VM. As a
9 workaround, we have configured a 1 minute DHCP lease on all production subnets to
= speed up IP changes. If it does not change automatically, you can run ipconfig

/releaseand ipconfig /renew as Administrator on the VM to trigger the change

immediately.

23. Open Google Chrome, and then navigate to https://www.fortinet.com.
This should trigger a redirect to the Fortinet registration page.

24. Click GUEST SELF REGISTRATION, register for a guest account with the following settings, and then click

Request Access:

Field Value

Sponsor Email admin@ftnt.lab
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25.

26.

27.
28.

29.

30.
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Field Value

Email <Enter your email.>
First Name <Enter your first name.>
Last Name <Enter your last name.>

It should register your account and autofill the username and password for your account. You can make a
note of it, if needed. You can always register a new guest account.

Click Login.
You should see a success message with a countdown and you should be redirected to
https://www.fortinet.com.

Access corporate resources next by navigating to the FortiAuthenticator URL at https://fac.ftnt.lab.
You should not have access.

Repeat the steps for EMS and FortiMail.
Open a command prompt, and then enter ipconfig.
You should see an IP address of 10.1.199.2 from the UNTRUST subnet range.

Return to the FortiNAC GUI, click Users & Hosts > Hosts.
You should now see the Sales device with the self-registered guest account information.

Right-click the host, and then select Policy Details to view the matched network access policy and reason.
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Lab 4: Application Security Using ZTNA

In this lab, you will learn about the use of a zero trust network access (ZTNA) proxy for remote access to specific
applications. You will configure the required ZTNA components. You will also review key ZTNA concepts.

Objectives

» Verify connectivity between FortiGate, FortiClient, and FortiClient EMS

¢ Configure on-fabric detection rules

* Enable ZTNA on FortiGate

¢ Configure EMS ZTNA tagging rules

* Configure a basic HTTPS access proxy with SSL certificate-based authentication

¢ Configure an HTTPS access proxy with basic local user authentication and ZTNA tags
¢ Configure a TCP forwarding access proxy for RDP and SSH

¢ Configure basic ZTNA IP/MAC filtering

Time to Complete

Estimated: 90 minutes

Prerequisites

Before you begin this lab, you must change the VLAN of the HR VM to VLAN 60 and the Sales VM to VLAN 50.
You will also remove port enforcement for SALES VM.

1. Restartthe HR VM, and, log in with the username ftnt\hr and password Passwordl!.

2. Onthe FortiNAC GUI, click Network > Inventory, expand Firewalls > ISFW.ftnt.lab, and then click
S108DV0JA4QI3V78.

3. Right-click port7, and then click Port Properties.
4. Inthe Current VLAN field, change the value to 50.

Zero Trust Access 7.2 Lab Guide 119
Fortinet Technologies Inc.



DO NOT REPRINT
© FORTINET

10.
11.
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© ©®No G

Lab 4: Application Security Using ZTNA

Port Properties

Maote:

Fort Changes
Group Membership

Mame: [SFW ftnt lab:root: 3108 0V0JA4QI3VTE: porty
Interface ID: 2112147869
IF Address: 10.1.4.2
FPhysical Address: 00:0C:29:D9:2A:48
Admin Status: ®on O of
Connection State: User
Uplink Mode: ® Dynamic [ Clear
() Always Uplink
() Mever Uplink
Current VLAN: 50
Default VLAN: |50 |
Current CLI Configuration:
Dot1x Auto Registration: i on @ o

T port changes within the past year

QK

Cancel

Click Group Membership.

In the Port Group Membership window, clear all the checkboxes.

Click OK.
Click OK.

Right-click port8, and then click Port Properties.
In the Current VLAN field, change the value to 60.

Click OK.
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Exercise 1: Configuring On-Fabric Rules on FortiClient
EMS

In this exercise, you will verify the connection between FortiClient, FortiClient EMS, and FortiGate. You will also
configure on-fabric rules on FortiClient EMS to determine the fabric status of the endpoint.

Verify the Connection Between FortiClient, FortiClient EMS, and FortiGate

You will verify that all of the devices have a stable connection, in order to exchange information required for on-
fabric rules and ZTNA tagging to work properly.

To verify the connection between FortiGate and FortiClient EMS

1. On the FortiClient EMS VM, open PuTTY, and then connect over SSH to the NGFW saved session.
2. Login with the username admin and password password.
3. Enter the following command to verify the status:

diagnose endpoint fctems test-connectivity EMS

4. Repeat steps 1-3 on DCFW FortiGate and ISFW FortiGate to verify connectivity to the EMS server.

To verify the connection between FortiClient EMS and FortiClient

1. On the Remote VM, in the system tray, double-click the FortiClient icon.

2. Inthe ZERO TRUST TELEMETRY section, ensure the status of Centrally Managed by EMS is Connected.
The IP address of the FortiClient EMS should be ems.ftnt.lab.
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@ FortiClient - Connected

Zero Trust Fabric Agent

.==1 Centrally Managed by EMS

'“5 Status: @ Connected |Disconnect] =
- F

| IP- ems.ftntlab |
Site Mame: Default
Host AD-EMS fint lab
SN FCTEMS8822006351
Telemetry Mext Sync 33 sec

\ 3.
- - In this exercise, NGFW FortiGate is configured with a VIP and firewall policy that
q allows inbound connections so that the Remote-VM endpoint can connect to
- FortiClient EMS telemetry.

3. Open acommand prompt, enter the i pconfig command, and then make a note of your default gateway.
4. Repeat steps 1-3 on the Sales VM and HR VM.

If the status of the Centrally Managed by EMS is Not reachable, you must
reconnect the endpoint.

Remote VM:

1.  Inthe ZERO TRUST TELEMETRY section, click Disconnect.

2. |nthe Enter Server address or Invitation code field, type 10.1.3.206 or
ems.ftnt.lab, and then click Connect to reconnect the Remote VM to

A FortiClient EMS.
3. IntheInvalid certificate detected window, click Accept.

Sales VM and HR VM:

1. Inthe ZERO TRUST TELEMETRY section, click Disconnect.

2. |nthe Enter Server address or Invitation code field, type 10.1.0.30or
ems.ftnt.lab, and then click Connect to reconnect the Sales VM and HR VM
to FortiClient EMS.

3. IntheInvalid certificate detected window, click Accept.
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Configure On-Fabric Detection Rules

FortiClient EMS uses on-fabric detection rules to determine if a registered FortiClient endpoint is on-fabric or off-
fabric. You will configure on-fabric detection rules.

To configure on-fabric detection rules

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the FortiClient EMS login
page bookmark.

Log in with the username admin and password Passwordl!.

In the left menu, click Endpoint Policy & Components > On-fabric Detection Rules.
In the upper-right corner, click Add.

In the Name field, type Internal.

In the Rules section, click Add Rule.

In the Detection Type field, select Default Gateway.

In the IP Address field, type 10.1.50. 1.

© N oA~ WDN

9. Click n to add another IP address.
10. Inthe IP Address field, type 10.1.60.1.
11. Click Add Rule.

Add New Rule

Detection ©® | Default Gateway -
Type
IP Address [ 10.1.60.1 1

10.1.501 :

and
MAC Address Optional (MM-MM-MM-35-85-55
=
12. Click Save.
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On-Fabric Rule Set
Name Internal
Enabled [ @)
Comments Optional
p
Rules + Add Rule
Rule Type Criteria
Default Gateway IP 10.1.50.1 or 10.1.60.1
s - ,
- - The default gateways specified in the on-fabric rules are IP addresses of VLANs
9 configured on ISFW FortiGate in Lab 1. The Sales VM and HR VM use these
- gateways.

13. Click Endpoint Profiles > Web Filter.
14. Inthe upper-right corner, click Add.
15. Inthe Name field, type Remote-WF.
16. Enable Web Filter Profile.
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Web Filter Profile
[ @

* Expand All a Coll3

Name Remaote-WH | Basic Advancel X

General

Enable WebFiltering on

Always On
FortiClient

Log All URLs

Log User Initiated Traffic

Enable Web Browser Plugin for
Web Filtering €

Enable Safe Search

@ Categories

17. Click Save.
18. Click Endpoint Policy & Components > Manage Policies.
19. Select Default policy, and then click Edit.
20. Enable Profile (Off-Fabric).
You can see two profile columns. The one on the right is the Off-Fabric profile.

21. Inthe Off-Fabric profile, in the WEB field, select Remote-WF.
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Endpoint Policy

Endpoint Policy Name Default

Profile (Off-Fabric) €

Profile
@ Default | @ | e Default v

@ Default | #4 e Default v

Default v W Default

Default

Remote-WF
Default v ‘¥ Default

Default || & Default v

%
%
%
% e Defaul |
%
%
%

Default v || & Default v

BEEOEHER

Y % e Default v @ e Default v

22. Inthe On-Fabric Detection Rules field, select Internal.

23. Click Save.
vis . . . . . .
b - In this exercise, all endpoints registered to FortiClient EMS use the Default profile.
9 When an endpoint matches the conditions specified in the on-fabric rule, it is classified
- as On-Fabric. Different endpoint profiles can be assigned based on the fabric status.

Verify On-Fabric Detection Rules

You will verify the on-fabric detection rules.

To verify on-fabric detection rules

1. Onthe Remote VM, open a command prompt, enter the ipconfig command, and then make a note of your
default gateway.
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C:\Users\student>ipconfig

Windows IP Configuration

[Ethernet adapter Ethernet 2:

cific DNS Suffix

[Ethernet adapter Ethernet®:

Connection-specific DNS !

2. Inthe system tray, double-click the FortiClient icon.
3. Click the user avatar.

Verify On-Fabric Detection Rules

Media disconnected

The fabric status is Off-fabric and a web filter profile is also available.

@ FortiClient -- Zero Trust Fabric Agent
File Help

Administrator

\,’\ ZERO TRUST TELEMETRY

Zero Trust Access 7.2 Lab Guide
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Add Full Name
Phone Add Phone
Email Add Ema
Get personal info from
O User Input
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B Linkedin
-~
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® Salesforce
IStatus Online/Off-fabric I
Hostname REMOTE
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A\
- - The default gateway on the Remote VM does not the match the IP addresses specified
q in the on-fabric rule. The endpoint was classified as off-fabric and the endpoint profile
- assigned has web filtering as part of it.

4. Onthe HR VM, open a command prompt, enter the ipconfig command, and then make a note of your default
gateway.
The gateway is 10.1.60.1 and matches the on-fabric rules previously configured.

5. Inthe system tray, double-click the FortiClient icon.
6. Click the user avatar.
The fabric status is On-fabric and a web filter profile is not available.

I§) FortiClient -- Zero Trust Fabric Agent - *

K

Administrator

File Help

Add Full Name

Phone Add Phone

Ermnail Add Emai

Get personal info from
B User Input

v BR OS5 Updated 12/27/2022 8:32:23 PM
@ Linkedin

\,,\ ZERO TRUST TELEMETRY

~ -
= Google

® Salesforce

I Status Online/On-fabric I
Hostname HRE
Domain
"h‘ : ’-—
The off-fabric and on-fabric endpoints have different endpoint profiles assigned based
on their fabric status.
-
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Return to the FortIClient EMS GUI, click Endpoint Policy & Components > Manage Policies.
8. Select Default policy, and then click Edit.
9. In the off-fabric profile, in the WEB field, select Default.
10. Click Save.
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Exercise 2: Configuring ZTNA Tags, Tagging Rules, and
Features

In this exercise, you will configure ZTNA tags and tagging rules, and then verify if the tags are synced on
FortiClient and FortiGate. These tags will be used in the next exercises to authorize user traffic based on ZTNA
tagging rules configured on FortiClient EMS.

Enable ZTNA on the FortiGate GUI

You will enable ZTNA on FortiGate.

To enable ZTNA on FortiGate

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the NGFW login page
bookmark.

2. Logintothe NGFW GUI with the username admin and password password.
3. Click System > Feature Visibility.
4. Enable Zero Trust Network Access.
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Feature Visibility
@ DNSFilter
(B Explicit Proxy
& File Filter
@ Intrusion Prevention
& Video Filter
(B Web Application Firewall
@ Web Filter

H @ Zero Trust Network Access

Additional Features
® Allow Unnamed Policies
@ Certificates
(® DNS Database

i bl

Apply

5. Click Apply.
6. Repeat steps 3—5 on the ISFW FortiGate GUI.

Configure FortiClient EMS ZTNA Tagging Rules

FortiClient EMS uses zero-trust tagging rules to tag endpoints based on the information that it has on each
endpoint. The tags are shared with FortiGate, and are then used to assign authorization to user traffic. You will
configure ZTNA tagging rules on the FortiClient EMS server.
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To configure the FortiClient EMS ZTNA tagging rule for detecting a file

1. Onthe FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the FortiClient EMS login
page bookmark.

Log in to the FortiClient EMS GUI with the username admin and password Passwordl!.

In the left menu, click Zero Trust Tags > Zero Trust Tagging Rules.

In the upper-right, click Add.

In the Name field, type Malicious-File-Detected.

In the Tag Endpoint As field, type Malicious-File-Detected, and then press Enter.
In the Rules section, click Add Rule, and then select Windows OS.

In the Rule Type field, select File.

In the File field, type C: \Users\student\Documents\virus.txt, and then click Save.

© o NG RAEWDN

Zero Trust Tagging Rule Set

Name Malicious-File-Detected
Tag Endpoint As @ Malicious-File-Detected v
Enabled e
Comments Optional
:
Rules & Edit Logic < Add Rule
Type Value

File Chldsersistudent\Documentswirus.txt

10. Click Save to save this zero-trust tagging rule.

To configure the FortiClient EMS ZTNA tagging rule for detecting endpoints logged into
Active Directory Domain-FTNT.lab

Continuing on the FortiClient EMS GUI, click Zero Trust Tags > Zero Trust Tagging Rules.
In the upper-right, click Add.

In the Name field, type Domain-Endpoints.

In the Tag Endpoint As field, type Domain-Endpoints, and then press Enter.

In the Rules section, click Add Rule, and then select Windows OS.

In the Rule Type field, select Logged in Domain.

No oo~ DN-=

In the Domain field, type FTNT. 1ab, and then click Save.

132 Zero Trust Access 7.2 Lab Guide
Fortinet Technologies Inc.



DO &L@;E B«%Lﬁn&l'mq;gs Tagging Rules, and Features Configure FortiClient EMS ZTNA Tagging Rules
© FORTINET

Zero Trust Tagging Rule Set

Name Domain-Endpoints

Tag Endpoint As € Domain-Endpaints N
Enabled e

Comments Optional

@& Edit Logic + Add Rule

e Value

Logged in Domain FTNT. lab

Save Cancel

8. Click Save to save this zero-trust tagging rule.

To configure the FortiClient EMS ZTNA tagging rule for detecting remote endpoints

Continuing on the FortiClient EMS GUI, click Zero Trust Tags > Zero Trust Tagging Rules.
In the upper-right, click Add.

In the Name field, type Remote-Endpoints.

In the Tag Endpoint As field, type Remote-Endpoints, and then press Enter.

In the Rules section, click Add Rule, and then select Windows OS.

In the Rule Type field, select IP Range.

In the IP range field, type 10.1.10.0/24, and then click Save.

Noap b=
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Zero Trust Tagging Rule Set
Name Remote-Endpoints
Tag Endpoint As @ Remote-Endpoints v
Enabled @)
Comments Optional
4

Rules @& Edit Logic < Add Rule
Type Value

8 windows (1)

IF Range 10.1.10.0/24

8. Click Save to save this zero-trust tagging rule.
Three rules appear in the Zero Trust Tagging Rule Sets section.

Name T= Tag Y= Tiables T3
Domain-Endpoints Domain-Endpoints
Malicious-File-Detected Malicious-File-Detected
Remote-Endpoints Remote-Endpoints

9. Click Zero Trust Tags > Zero Trust Tag Monitor.

The REMOTE VM is tagged as Remote-Endpoints and the HR VM and SALES VM are tagged as Domain-
Endpoints. If it does not appear immediately, use the Refresh button in the upper-right corner of the window.
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Endpoint with Tag

& Domain-Endpoints (2)

Endpoint User 0s IP Category Tagged on
HR hr Microsoft Windows Server 2016 Standar... 10.1.60.2 Zero Trust 2023-03-08 15:44:11
SALES zales Microsoft Windows Server 2016 Standar... 10.1.50.2 ZeroTrust  2023-03-08 15:48:46
& Remote-Endpoints (1)
Endpoint User os IP Category  Tagged on
REMOTE Administrator Microsoft Windows Server 2016 Standar... 10.1.10.2 Zero Trust  2023-02-08 15:42:58
You will not see a tag for Malicious-File-Detected yet. You will create the file for
detection in a later exercise.

To configure the ZTNA tag to display on FortiClient

Continuing on the FortiClient EMS GUI, click Endpoint Profiles > System Settings.
Select the Default profile, and then click Edit.

1

2

3. Click Advanced.

4. Inthe Ul section, enable Show Zero Trust Tag on FortiClient GUI.

System Settings

~ ExpandAll a Collapse Al

Profile
Name Default Basic XML
ul -

Require Password to Disconnect
From EM3

Do Not Allow User to Back up
Configuration

Allow User to Shutdown VWhen
Registered to EMS

Hide User Information

Hide System Tray Icon

Show Zero Trust Tag on FortiClient O
GLUI

5. Click Save to apply the changes.
The Zero Trust Tags field on FortiClient shows the currently detected tags.

6. Onthe Remote VM, open the FortiClient console, and then click the avatar to view the detected tags.
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@ FortiClient -- Zero Trust Fabric Agent - X
File Help

Add Full Name

Phone Add Phone
Email Add Email

student

Get personal info from
O User Input

+ BR 05 Updated 9/4/2022 2:13:16 AM
@ Linkedin
& Google

® Salesforce

Status Online/Off-fabric
Hostname REMOTE
Domain

ZeroTrust Tags . Remote-Endpoints

7. Onthe HR VM, open the FortiClient console, and then click the avatar to view the detected tags.

I&/ FortiClent -- Zero Trust Fabric Agent _

Add Full Name

Phone Add Phone
Email Add Email

Get personal info from
O User Input

v B 05 Updaled 9/4/2022 2.03.33 AM
B Linkedin
& GCoogle

® Salesforce

Status Online/On-fabric
Hostname HR
Domain FTNT.LAR

Zero Trust Tags . Domain-Endpcints

Verify That ZTNA Tags Are Synced

FortiOS receives only endpoint information and enforces compliance for directly connected endpoints. Directly
connected endpoints are the ones that have FortiGate as the default gateway. This feature works for endpoints
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that are connected to a VPN tunnel, as long as they can access FortiClient EMS and the FortiOS version is
compatible with FortiClient EMS.

To verify ZTNA tags on ISFW FortiGate

1.
2.
3.

Return to the FortiClient EMS VM, open PuTTY, and then connect over SSH to the ISFW saved session.
Log in with the username admin and password password.
Enter the following command to verify the status:

diagnose firewall dynamic list

The IP address of the Domain-Endpoints tag is displayed.

To verify ZTNA tags on NGFW FortiGate

The Remote VM does not have a FortiGate as its default gateway. You will need to connect the SSL VPN to the
NGFW FortiGate again for the zero-trust tags to sync.

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the NGFW login page
bookmark.
2. Log in with the username admin and password password.
3. Click VPN > SSL-VPN Settings.
4. Disable Require Client Certificate.
5. Click Apply.
6. Onthe Remote VM, in the system tray, double-click the FortiClient icon.
7. Click REMOTE ACCESS, and then click Configure VPN.
8. Inthe Connection Name field, type NGFW SSTLVPN.
9. Inthe Remote Gateway field, type 10.1.3.2..
10. Click Save.
11. Inthe Username field, type remote.
12. Inthe Password field, type password.
13. Click Connect.
If a FortiClient window appears, click Yes to continue.
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14. Return to the FortiClient EMS VM, open PuTTY, and then connect over SSH to the NGFW saved session.
15. Login with username admin and password password.
16. Enter the following command to verify the status:

diagnose firewall dynamic list

17. Return to the Remote VM, and then in the system tray, double-click the FortiClient icon.
18. Click REMOTE ACCESS, and then click Disconnect.
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Exercise 3: Configuring a Basic HTTPS Access Proxy With
SSL Certificate-Based Authentication

In this exercise, you will configure a basic HTTPS access proxy with SSL certificate-based authentication. A client
certificate is obtained when an endpoint registers with FortiClient EMS. FortiClient automatically submits a CSR
request and FortiClient EMS signs and returns the client certificate. The endpoint information is synchronized
between FortiGate and FortiClient EMS. You will also locate the certificate on the endpoint and match it on
FortiClient EMS and FortiGate. Finally, you will see the behavior of the FortiGate set client-cert and set
empty-cert-action options on the access-proxy object.

Configure a Basic HTTPS Access Proxy With Certificate-Based
Authentication

You will configure a basic HTTPS access proxy with certificate-based authentication. The HTTPS access proxy
setup requires a ZTNA server, real server, and a ZTNA rule on FortiGate.

To configure the ZTNA server or HTTPS access proxy VIP

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the NGFW login page
bookmark.

2. Logintothe NGFW GUI with the username admin and password password.

3. Click Policy & Objects > ZTNA, and then click the ZTNA Servers tab.

4. Click Create New, and then configure the following settings to create a new server:

Field Value

Name ZTNA-WebServer
External interface port1
External IP 10.1.3.2
External port 9443
Default certificate ngfw.ftnt.lab
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Exercise 3: Configuring a Basic HTTPS Access Proxy With SSL

Certificate-Based Authentication

Edit ZTNA Server

Type @ IPv4

Mame

Comments

Metwork

External interface

External IP 10.1.3.2
External port 2443
@ saML

Services and Servers

Default certificate g ngfw.ftnt.lab

In the Service/server mapping section, click Create New.

In the Service field, select HTTPS.

In the Virtual Host field, select Any Host.

Leave the Path field at the default value of /.

In the Servers section, click Create new to create a new server mapping.

In the IP field, type 10.1.0.10, in the Port field, type 443, and then click OK.
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Type 1Pvd
Service HTTP TCP Forwarding

Wirtual Host s lial Specify
Match path by Wildcard Regular Expression
Path !

Servers

Load balancing @ @

4+ Createnew | # Edit [ Delete
Address = Port = Status =
10.1.0.10 4473 Active

11. Click OK to save the Servicel/server mapping settings.
12. Click OK to complete the ZTNA server setup.

To configure the ZTNA rules

1. Continuing on the NGFW GUI, click Policy & Objects > ZTNA, and then click the ZTNA Rules tab.
2. Click Create New to create a new rule.

3. Inthe Name field, type ZTNA-Allow-All.

4. Inthe Incoming Interface field, select port1.

5. Leave the Source field set to all.

6. Inthe ZTNA Server field, select ZTNA-Webserver.

7. Inthe Destination field, select all.

8. Inthe Action field, select ACCEPT.

9. Ensure that Enable this policy is enabled.
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Name €@ ZTNA-Allow-All

Incoming Interface ™ portl x
+

Source = all X
+

LTMA Tag +

Match ZTNA Tags a0l All

ZTNA Server L ZTNA-WebServer x
+

Destination = all x
+

Schedule fo always v

Action laeIul @ DENY

10. Click OK to save the settings.

Test Remote Access to the HTTPS Access Proxy

Now that you configured FortiGate, you will test the HTTPS access proxy remote connection.

To test remote access to the HTTPS access proxy

1. On the Remote VM, open Google Chrome, and then in Bookmarks, select the Webserver bookmark.
The browser prompts you for the client certificate to use.

2. Select the first EMS signed certificate, and then click OK.
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hitpsi//10.1.3.2:0443 X +

= X @ 10.13.2:9443

Select a certificate

Select a certificate to authenticate yourself to 10.1.3.2:0443

Subject Issuer Serial

32D256FB2802460BBAS251959E5... FCTEMS8822006351 4A40A5TEZ1ADOT2...

Certificate information “ Cancel

Access to the web server should be allowed. This lab uses the FortiAnalyzer login page to demonstrate the
web page.
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28 Fortifnalyzer-Vhie4: None x +

C 8 10.1.3.2:9443/p/login/

FortiAnalyzer-VMé4

u Msername l

vis
- - By default, client certificate authentication is enabled on the access proxy, so when the
9 HTTPS request is received, the FortiGate WAD process challenges the client to
- identify itself with its certificate.

To locate the certificate on the endpoint and match it on FortiClient EMS and FortiGate

1. Continuing on the Remote VM, open a Windows search, and then search for user certificate.
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All Apps Documents Web More =

Best match

Manage user certificates

Control panel )

Search the web
Manage user ce

user certificate - See web results > Control pan

O user certificate manager >

O user certificate store > 7 Open

O user certificates windows 10 >

O user certificate authentication >

O user certificates android >

L user certificate template >

O user certificate autoenrollment

not working

O user certificate O & ﬁ - :j_

2. Inthe user certificate store, open the Personal > Certificates folders.
3. Choose the FCTEMS issued certificate, and then double-click the certificate to view the properties.
4. Click the Details tab, and then find the Serial number of the certificate.

Zero Trust Access 7.2 Lab Guide 145
Fortinet Technologies Inc.



t tFéfNIT S Exercise 3: Configuring a Basic HTTPS Access Proxy With SSL Certificate-
DO mmggp -TP Based Authentication
© FORTINE
=)

SIS T o g ———

File  Action  Wiew Help
P | 2E 4B XE = HE

ﬁl Certificates - Current User lssued To lssued By Ex

r [ Personal AZBO2ACI11424ACFICTCI96F0... FCTEMSE222004984 9/
| Certificates

| Trusted Root Certification Aur
| Enterprise Trust pn  Certificate b
| Intermediate Certification Au
| Active Directory User Object General Details  Certification Path
| Trusted Publishers

| Untrusted Certificates Show: | <All> ~
| Third-Party Root Certificatior
| Trusted People Field value ”

| Client Authentication Issuers
| Smart Card Trusted Roots

D Version V3

E_EI'I Serial number 59fbbacal 15fe 52dcF0f02bee, ..
B Signature algorithm shaZ5aRSA
DSignamrE hash algorithm sha2sa

=] 1ssuer 000000000000000000000000. .
D'I.-'alid from Saturday, September 3, 2022 ...
D'I.-'alid to Maonday, September 4, 2023 2...
> I'_']'::I hiart ATRAIACI1AVAATCFAT T 194 v >
peedlelie s sl Teils C9fhbech015fet2do?0f02bes201d2308c4 3206 a
Edit Properties... Copy to File...

[ o< |

Your certificate might not match what is shown in this image.

5. Return to the NGFW FortiGate, and then enter the following CLI command to view the endpoint serial number SN,
UID, and other information:

diagnose endpoint record list
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6. Open a new Google Chrome tab, and then in Bookmarks, select the FortiClient EMS login page bookmark.
7. Loginto the FortiClient EMS with the username admin and password Passwordl!.
8. Click Endpoints > All Endpoints.
9. Inthelist, click REMOTE, and then in the Configuration section, check the FortiClient ID and ZTNA Serial
Number fields to match the information.
student Connection Status
R student Managed by EMS @ Managed ]
No Email
@ O Other Configuration Features
Endpoints
P Policy Default £ = Antivirus installed -
Device REMOTE » Installer Mot assigned Anti-Ransomware
s installed -
0s B Microsoft Wind... FortiClient 7 0.2.0090
P 10.1.10.2 Version T Cloud Based Malware
T FortiClient Outbreak Detection
-Oc-29-9d-ac- A1 5 -
MAC 00-0c-29-9d-ac-37 Serial Number | C 120041561 . not installed
Publi i
IP" '© 72136188226 Forticlient D AZ892ACZ114 Sandbox not installed
- Sandbox Cloud not
ZTNA Serial
Stat onli 59FBB6CE015. . i
atus nine e installed
Location Off-Fabric & Web Filter enabled
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Understand the Default Behavior of the set empty-cert-action Option

By default, client certificate authentication is enabled on the access proxy, and empty-cert-actionis setto
block. If a user clicks Cancel during the certificate challenge, one of the following actions occurs:

¢ [fthe empty-cert-actionissetto accept, the clientis allowed to continue with ZTNA proxy rule processing.

e Ifthe empty-cert-actionissettoblock, the clientis blocked from further ZTNA proxy rule processing (default
behavior).

The empty-cert-action options can be configured from the CLI only.

To review the default FortiGate behavior of the empty certificate challenge

1. On the Remote VM, open Google Chrome, and then in Bookmarks, select the Webserver bookmark.
The browser prompts you for the client certificate to use.

2. Click Cancel.
FortiGate blocks access.

$2f ZTMA Azzess Denicg X +
& & B 0329443 plloging
ZTNA Access Denied
The pave you requesled has bzen Blucked by @ ZTNA reshiclion
g | Datails Invald ZTNA cliant certificate I

3. Return to the FortiClient EMS VM, and then on the NGFW GUI, click Log & Report > ZTNA Traffic.
4. Review the log with Action Deny: policy violation.
The message shows Denied: empty client certificate.
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2 & |0 AddFilter IECRM T oetils

Date/Time ) Source ZTNA Server Real Server | Log Details b
19 minutes ago 101102 ) ZTNA-WebServ... 10132 {websel - 0! ¢
Service  tcp/2443
55 minutes ago 10.1.10.2 O ZTNA-WebServ...  10.1.0.10 (faz.ft
& Data
55 minutes ago 10.1.10.2 L ZTNA-WebServ... 10.1.0.10 (faz.ft .
Received 0B
55 minutes ago 10.1.10.2 L ZTNA-WebServ... 10.1.3.2 (wehse| Bytes
Sent Bytes 58%9B
56 minutes ago 10.1.10.2 2 ZTNA-WebServ... 10.1.3.2 (webse LAN In 589 B
59 minutes ago 10.1.10.2 2 ZTNA-WebServ... 10.1.3.2 (webse| LANOut  2kB
VWAN In 0B
Hour ago 10.1.10.2 L ZTNA-WebServ... 10.1.0.20 WANOut OB
Message Denied: empty
Hour ago 10.1.10.2 & ZTNA-WebServ...  10.1.0.20 client certificate
Hour ago 10.1.10.2 & ZTNA-WebServ... 10.1.0.20 .
& Action
Hour ago 10.1.10.2 LI ZTNA-WebServ... 10.1.0.20 Ecfor Deny poficy violation 1
Hour ago 10.1.10.2 & ZTNA-WebServ... 10.1.0.20 Threat 131072
ZTNA
Hour ago 101102 [ ZTNA-WebServ... 10.1.0.30 (ad-en gyje  ZNAAllow-All (1)
Policy e629f418-2chd-51ed-
Hour ago 10.1.10.2 O ZTNA-WebServ...  10.1.0.30 {(ad-en UUID  55af-8bé4accie?3d
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Exercise 4: Configuring an HTTPS Access Proxy With
Basic Local User Authentication and ZTNA Tags

In this exercise, you will extend the solution to include performing user authentication with local users, and
security posture checks with ZTNA tags.

Configure an HTTPS Access Proxy With Basic Local User Authentication
and ZTNA Tags

You will configure an HTTPS access proxy with basic local user authentication and ZTNA tags. The HTTPS
access proxy setup with local authentication and ZTNA tags requires an authentication scheme, authentication
rule, and ZTNA tags configured on the ZTNA policies.

To configure an authentication scheme on FortiGate

1.

N o oM

8.

On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the NGFW login page
bookmark.

Log in to the NGFW GUI with the username admin and password password.

. Click Policy & Objects > Authentication Rules, and then in the upper-right corner, select Authentication

Schemes.

Click Create New > Authentication Scheme.
In the Name field, type ZTNA-Auth-Scheme.
In the Method field, select Basic.

Leave the User database field set to Local.

MName ZTNA-Auth Scheme
Method Basic 4

ser databasze m Other

FSSO guest OB

Click OK to save the settings.

To configure an authentication rule on FortiGate

150

. Continuing on the Authentication Rules page, click Create New > Authentication Rule.

In the Name field, type ZTNA-Auth-Rule.
In the Source Address field, select all.
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4. Inthe Incoming interface field, select port1.

5. Leave the Protocol field set to HTTP.

6. Enable Authentication Scheme, and then select ZTNA-Auth_Scheme.
7. Ensure that the Enable This Rule field is set to Enable.

Name ZTNA-Auth-Rule

Source Address = all %
+

Incoming interface M portl v

Protocol HTTP -

Authentication Scheme & | ZTNA-Auth_Scheme -

IP-based Authentication + RS ELIEE © Disable

S50 Authentication Scheme OB
Comments Write a comment...

Enable This Rule (+ RN ELEE © Disable

# 01023

8. Click OK to save the rule.

To apply a user group and add a ZTNA tag on the ZTNA allow rule

Continuing on the NGFW FortiGate GUI, click User & Authentication > User Groups.
Edit the ZTNA_Group user group.

In the Members field, click +, and then select remote.

Click OK.

Click Policy & Objects > ZTNA.

Click ZTNA Rules, select ZTNA-Allow-All, and then click Edit.

In the Source field, click + to add a new entry.

Select User, and then select ZTNA_Group.

In the ZTNA Tag field, click +, and then select the Remote-Endpoints IP tag.

© o NOo gD
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Exercise 4: Configuring an HTTPS Access Proxy With Basic
Local User Authentication and ZTNA Tags

Edit ZTNA Rule

Name @ ZTNA-Allow-All

Incoming Interface ™ portl 4
+

Source = all x

= ZTNA_Group b4

+

ZTNA Tag 5 Remote-Endpoints x
+

Match ZTNA Tags All

ZTNA Server 2 ZTNA-WebServer X
+

Destination = all %
+

Schedule fo always v

Action v eeauN @ DENY

Security Profiles

AntiVirus >

Web Filter >

Application Control O

IPS >

File Filter »

S5L Inspection no-inspection MR 4

Logging Options

Log Allowed Traffic € Security Events

Comments | Write acomment... £ 0/1023

Enable this policy @
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10. Click OK to apply the changes.

To create a deny rule for malicious file detection

1. Continuing on the NGFW GUI, click Policy & Objects > ZTNA, and then click the ZTNA Rules tab.
2. Click Create New to create a new rule.
3. Inthe New ZTNA Rule window, configure the following settings:

Field Value

Name ZTNA-Deny
Interface port1
Source Address: all

User: ZTNA_Group

ZTNA Tag Malicious-File-Detected
ZTNA Server ZTNA-Webserver
Destination all

Action Deny

Enable this policy <enable>

4. Click OK to save the new rule.
5. Move this rule above the ZTNA-Allow-All rule.

Test the Connection for Users

Now that you configured FortiGate, you will test the HTTPS access proxy remote connection.

To test the connection for authorized users

1. On the Remote VM, open Google Chrome, and then in Bookmarks, select the Webserver bookmark.
The browser prompts you for the client certificate to use.

2. Select the EMS signed certificate, and then click OK.

3. When you are prompted to sign in, type the Username remote and Password password, and then click Sign in
to access the page.
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@ https:10.1.3.2:0443/p/login/ x +

= C ® 10.1.3.2:9443/p/login/

Sign in
https://10.1.3.2:0443

Username |

Pazsword

After successful authentication, you can access the web page.
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Test the Connection for
Users

28 Fortifnalyzer-Vhie4: None

c

x +

8 10.1.3.2:9443/p/login/

FortiAnalyzer-VMé4

u Msername

|

Paceward
daavviT

4. Close the Google Chrome browser.

5. Return to the FortiClient-EMS VM, and then on the NGFW GUI, click Dashboard > Firewall User Monitor.

Fircwall Uscrs
Methue il ‘-| User Growp T
W Fir-wall I/" > B 7THA S
i y E 551 v Lisess
[ | -
&
| s
5 b
5 .
b ]
# Coaulhe Sarch a
User Mame = IF Al sy = Uz Group = T Lwralivn = I I Niune =
remote 1102 W FTHA_Crean 10 serand|s)
T 551 _VPH_Lkars

M50 KN I F ol Preocs & Tlrawall

o

2 Showall FES0ilagans | @

Melhod 5

6. Select remote, and then click Deauthenticate to remove the user from FortiGate.

To detect a malicious file and tag an endpoint

1. Return to the Remote VM, open Notepad, and then create a file with dummy text.

2. Save thefile in the Documents folder for the student user: C: \Users\student\Documents\virus.txt.
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3. Open the FortiClient console, and then click the avatar to view the detected tags.
It may take a minute to see the updated tags.

I& FortiClient -- Zero Trust Fabric Agent = x

Add Full Name

Phone Add Phone
Email Add Email

student

Get personal info from
O User Input

v BB OS5 Updated 9/4/2022 2:13:16 AM
B Linkedin
G Google

® Salesforce

Status Onling/Off-fabric
Hostname REMOTE
Domain

Zero Trust Tags . Malicious-File-Detected

% Remote-Endpoints

4. On the desktop, open Google Chrome, and then in Bookmarks, select the Webserver bookmark.
5. Select the EMS signed certificate, and then click OK.
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MNA Access Denied b4 +

]

& & 10.1.3.2:9443/p/login/

ZTNA Access Denied

The page you requested has been blocked by a ZTNA restriction

Details: Policy restriction! EMS tag description:

Access is denied because the endpoint security posture has changed.

If access is still allowed, after the tags have been updated on FortiClient, restart the
ZTNA process on NGFW FortiGate.

1. Onthe FortiClient EMS VM, open PuTTY, and then connect over SSH to the
NGFW saved session.
2.

Log in with the username admin and password password.
3. Enter the following command to restart the process:

diagnose test application fcnacd 99

6. Onthe Remote VM, delete the C: \Users\student\Documents\virus. txt file.
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Exercise 5: Configuring a TCP Forwarding Access Proxy
for RDP and SSH

In this exercise, you will configure TCP forwarding on FortiGate and the corresponding ZTNA connection rules on
FortiClient to proxy the connections to the access proxy. A TCP forwarding access proxy is very similar to an
HTTPS access proxy. A TCP forwarding access proxy works as a special type of HTTPS reverse proxy. TCP
traffic is tunneled between the client and the access proxy over HTTPS, and forwarded to the protected resource
over TCP using the original upper layer protocol.

Configure a TCP Access Proxy With ZTNA Tags

You will configure a TCP access proxy with ZTNA tags. The TCP access proxy setup requires a ZTNA server, real
server, and ZTNA rule on FortiGate. You also require ZTNA connection rules on FortiClient.

To configure the ZTNA server for a TCP access proxy VIP for SSH to the FortiAnalyzer

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the NGFW login page
bookmark.

N

Log in to the NGFW GUI with the username admin and password password.
Click Policy & Objects > ZTNA, and then click the ZTNA Servers tab.
Click Create New, and then configure the following settings to create a new server:

Field Value

hw

Name ZTNA-tcp-server
External interface port1
External IP 10.1.3.2
External port 9444
Default certificate ngfw.ftnt.lab
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Configure a TCP Access Proxy With ZTNA
Tags

Type @

Name ZTNA-tcp-server

Comments

Metwork

External interface | [#] port1

External IP 1001.3.2

External port 2444

» SAML

Services and Servers

Default certificate Ty ngfw.fint.lab

In the Service field, select TCP Forwarding.

© ©®No o

In the Name field, type FAZ.

10. Inthe IP/Netmask field, type 10.1.0.10/32.

11. Click OK.

12. Select FAZ.

13. Inthe Ports field, type 22.
14. Click OK.

Zero Trust Access 7.2 Lab Guide
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In the Service/server mapping section, click Create New.

In the Address field, click Create, and then click Firewall Address.

In the Servers section, click Create New to create a new server mapping.
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New Service/Server Mapping
Type @
Service HTTP |  HTTPS IS Zeia 1 i1y
Servers
Firewall Address T FAZ
<+ Cra Type Subnet
Subne 10.1.0.10/32
1 Interface O any Irts
Braz 22
15. Click OK.

16. Click OK to complete the ZTNA server settings.

To configure the ZTNA rules

Continuing on the NGFW GUI, click Policy & Objects > ZTNA, and then click the ZTNA Rules tab.
Click Create New to create a new rule.

In the Name field, type ZTNA-TCP.

In the Incoming Interface field, click +, and then select port1.

Leave the Source field set to all.

In the ZTNA Tag field, click +, and then select the Remote-Endpoints IP tag.

In the ZTNA Server field, click +, and then select ZTNA-tcp-server.

In the Destination field, click +, and then select all.

In the Action field, select ACCEPT.

Ensure that Enable this policy is enabled.

© o N R WDN-=
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1.

Configure a TCP Access Proxy With ZTNA

Tags

Name © ZTNATCP

Incoming Interface ™ portl x
+

Source = all x
+

FTNA Tag E Remote-Endpoints x
+

Match ZTNA Tags Al

ZTNA Server Z ZTNA-tcp-server x
+

Destination = all »®
+

Schedule [0 always v

Action v ACCEPT HZEsl3NN

Click OK to apply the changes.

To configure the ZTNA server for a TCP access proxy VIP for RDP to the HR VM

-— -
-0

© NN

Continuing on the NGFW GUI, click Policy & Objects > ZTNA, and then click the ZTNA Servers tab.

Double-click ZTNA-tcp-server to edit it.

In the Service/server mapping section, select TCP Forwarding, and then click Edit.

In the Servers section, click Create new to create a new server mapping.

In the Address field, click Create, and then click Firewall Address.

In the Name field, type HR.

In the IP/Netmask field, type 10.1.60.2/32.
Click OK.

Select HR.

In the Ports field, type 3389.

. Click OK.
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Edit Service/Server Mapping

Type |Pwd
Service  HTTP | HTTPS

Servers

+ Createnew | # Edit | [l Delete

Address = Ports =
Oraz 22
HR 3389

12. Click OK.
13. Click OK to complete the ZTNA server settings.

To configure the ZTNA destination rules on FortiClient

1. Onthe Remote VM, open the FortiClient console.
2. Click ZTNA CONNECTION RULES, and then click Add Rule.

lel FortiClient -- Zero Trust Fabric Agent

@ FortiZTNA Connection

:T-. J.; \.ﬂ::.ﬂ.ne:‘_—;j 3 R,J 25

FAZ SSH [Transparent]
Destination Host 10.1.0.10:22
Proxy Gateway 10.1.3.2:9444
Encryption Mo

student

ZTNA CONNECTION RULES

3. Inthe Rule Name field, type FAZ SSH.
4. Inthe Destination Host field, type 10.1.0.10:22.
5. Inthe Proxy Gateway field, type 10.1.3.2:9444.
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Click Create.
7. Click Add Rule again to add a new rule.
8. Inthe Rule Name field, type HR RDP.
9. Inthe Destination Host field, type 10.1.60.2:33809.
10. Inthe Proxy Gateway field, type 10.1.3.2:9444.
11. Click Create.
Two rules should be listed in the ZTNA connection rules.

vis
] -
The ZTNA connection rules can also be configured on FortiClient EMS and pushed to
FortiClient.

Test the Connection for Users

Now that you configured FortiGate and FortiClient, you will test the TCP proxy connection.

To test remote access to the TCP forwarding access proxy for SSH to FortiAnalyzer

1. Continuing on the Remote VM, open a command prompt.

2. Enterssh admin@10.1.0.10.

3. Ifyou are prompted to verify the RSA key fingerprint, type yes to continue connecting.
B Command Prompt - ssh admin@10.1.0.10

rosoft Windows [Version 1€
) Microsoft Corporation.

fOU Wantc TO

C:\Usersh\student>ssh admingle.l1l.6.

You are connected to FortiAnalyzer using the SSH tcp-forwarding proxy.

5. Close the command prompt.

To test remote access to the TCP forwarding access proxy for RDP to the HR VM

1. Continuing on the Remote VM, in the lower-left corner, right-click the Windows icon, click Run, type mstsc, and
then click OK to open the Remote Desktop Connection application.

2. Inthe Computer field, type 10.1.60.2.
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Log in with the username ftnt.lab\hr and password Passwordl!.

4. Click Yes.
You are connected to the HR VM using the RDP tcp-forwarding proxy.

5. Disconnect the RDP session to the HR VM.
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Exercise 6: Configuring Basic ZTNA IP/MAC Filtering

In this exercise, you will create and test a firewall policy using ZTNA IP/MAC filtering.

Configure a ZTNA IP/MAC Filtering Firewall Policy

You will configure ZTNA IP/MAC filtering on FortiGate. ZTNA IP/MAC filtering is applied to regular firewall policies
and used to provide access within the internal segment.

To create a new firewall policy with IP/ MAC filtering

On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the ISFW login page bookmark.
Log in to the ISFW GUI with the username admin and password password.
Click Policy & Objects > Firewall Policy, and then click Create New to create a new firewall policy.

Pobd-=

In the New Policy window, configure the following settings:

Field Value

Name Malicious-File-Detected
Incoming Interface HR
Sales
Outgoing Interface port2
Source all

IP/MAC Based Access Control  Malicious-File-Detected

Destination FortiMail
Service ALL
Action Deny
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Name € Malicious-File-Detected
Incoming Interface &= HR x
xE SALES x
+
QOutgoing Interface ™ port2 x
+
Source = all x
+
IP/MAC Based Access Control € E» Malicious-File-Detected x
+
Destination = FortiMail b4
+
Schedule fo always -
Service m ALL 4
+
Action v ACCEPT J~EaN

5. Click OK to add a new firewall policy.
6. Move the Malicious-Filed-Detected policy above the Allow_DC_Restricted policy.

Test Endpoint Access Using the IP/MAC Filtering Firewall Policy

You will test endpoint access control with a ZTNA tag.

To test endpoint access on the corporate network using the IP/MAC filtering ZTNA policy

1. On HR VM, open a command prompt, and then enterping fml.ftnt.lab.
The ping should be allowed.
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\Users\HR>»ping fml.ftnt.lab

trom 1€
y Trom 1¢
y Trom 1¢

d 4, Los g (8% loss),
Appr e round t in mill
Minimum 2ms, » = 2ms, A

Open Notepad, and then create a file with dummy text.
Save the file in the Documents folder for the student user: C: \Users\student\Documents\virus.txt.
Click Continueon the permission access window.

a 0NN

Open the FortiClient console, and then click the avatar to view the detected tags.
It may take a minute to see the updated tags.

& FortiClient -- Zero Trust Fabric Agent = x
File Help

R Add Full Name
Phone Add Phone
Ernail Add Ema
hr
Get personal info from
\,/\ ZERO TRUST TELEMETRY O Userlnput
v & OS5 Updated 1/4/2023 10:26:38 PM
[ Linkedin
& Go
® Salesforce
Status Online/On-fabric
Hostname HR
Domain FTNT.LAB

ZeroTrust Tags @ Malicious-File-Detected

% Domain-Endpoints

6. Return to the command prompt, and then enter ping fml.ftnt.lab.
This time, the ping should be stopped because the endpoint is detected with a malicious file detection tag.
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C:\Users\HR>ping fml.ftnt.lab

timed out.
timed out.

If pings are still allowed, after the tags have been updated on FortiClient, restart the
ZTNA process on ISFW FortiGate.

1.  Onthe FortiClient EMS VM, open PuTTY, and then connect over SSH to the ISFW
saved session.
2.

Log in with the username admin and password password.
3. Enter the following command to restart the process:

diagnose test application fcnacd 99

7. Onthe HRVM, delete the C: \Users\student\Documents\virus. txt file.
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Lab 5: Secure Access With Endpoint Posture and

Compliance Checks

In this lab, you will configure and test endpoint compliance using FortiNAC. You will also use FortiClient EMS
zero-trust tags for compliance checks to allow access to internal resources.

Objectives

Create endpoint compliance configuration for different device types

Test endpoint compliance for managed corporate devices

Test endpoint compliance for guest and BYOD devices

Integrate FortiNAC with FortiClient EMS and MDM with network access

Configure FortiClient EMS ZTNA tagging rules to block access for remotely controlled machines
Check compliance using FortiClient EMS zero-trust tags

Time to Complete

Estimated: 60 minutes

Prerequisites

Before you begin this lab, you must create a text file with the name corporate. txt onthe HR VM. You will also
enable port enforcement back for SALES VM.

1. Onthe HR VM, open Notepad as Administrator, and then create a file with dummy text.

2. Savethefileinthe C:\Program Files\corporate.txt directory.

3. Onthe FortiNAC GUI, click Network > Inventory, expand Firewalls > ISFW.ftnt.lab, and then click
S$108DV0JA4QI3V78.

4. Right-click port7, and then click Port Properties.

5. Click Group Membership.

6. Inthe Port Group Membership window, select the checkboxes for Forced Authentication,Forced
Registration,Forced Remediation,Reset Forced Registration, and Role Based Access.

7. Click OK.

8. Click OK.
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Exercise 1: Configuring Endpoint Compliance

In this exercise, you will configure endpoint compliance on FortiNAC for different device types.

Configure User and Host Profiles

You will create user and host profiles that focus on the type of users identified on the registration page.

To configure user and host profiles

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the FortiNAC login page
bookmark.
2. Logintothe FortiNAC GUI with the username admin and password Passwordl!.

3. Click Policy & Objects > User/Host Profiles, click Add, configure the following settings, and then click OK to
create a new profile to identify all devices:

Field Value

Name Catch All
Where (Location) Any
Who/What by Group Any
When Always
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225 FortiNAC

@ Dashboard > Modify ” Delete Copy In Use

& Users &Hosts > | -
a5 Network > | Where (Location) Wha/What by Group W
BYOD | Any Any Ye
& Policy & Objects :
Modify User/Host Profile *x
User/Host Profiles fy
Portal Policy Name: "Catch Al
Authenticati Whi .Any
uthentication ere
(Location): Select ..
Network Access A4 4
s . An
Endpoint Compliance WhoMhatby | Seea
. Group:
Supplicant EasyConnect
Passive Agent
Remediation Configurati Who/Wnat b el
emediation Connguration at oy B
2 Attrioute: Modify
Roles Delete
Network Device Roles
B Portal > g:g.;\u'\fgat by Add
L Logs > Request . Modify
Altribute: Delete
£ System >
When: Always v
Note:
In use by 1item

4. Click Policy & Objects > User/Host Profiles, select the Domain Connected PCs profile, and then click Copy to
create a new profile named Domain Connected PCs with PA toidentify corporate devices with a persistent

agent.
5. Ingthe Who/What by Attribute field, click Modify, click the Host tab, configure the following values, and then click
OK:
Role Select the checkbox, and then select Corporate.
Persistent Agent Select the checkbox, and then select Yes.
Persistent Agent Select the checkbox, and then select OK.

Communication

Device Type Select the checkbox, and then select Windows.
Type Select the checkbox, and then select Registered Host or Device.
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Todiy opy Tn Use

Add UserfHost Frotile

MName: |nnmain Coanectad PCs with PA

A
where &
(Locationi:

|/
Whavhathy |

Group:

2 Regictcred Host o

¥WnoANhat by
Atrioute

Selecl..

WhoANhat by
RALIUS
Request
Attrioute

Mnd iy

Lelte

Wihen. Always w

Mote:

nusc by 2 foms

UK

ancel

Filter

Adaper m User

Apelication

Atatius

[~ Connected:  0ine

[ Bacurity 21 ik -
Tme

_] Createc Nate-

_| Feprafian Nite:
_| Inartvity Naka

_J Lest Cornzcled  Defore  ~
Polcy - Agen:
T Agent varsen:

7] &coess

[ Awhenticaled ves

Folzy - ACCase
|Roe

5
-

[Cerporats

Pursihun. Agunl

Pursihen. Agenl
Communization:

[T Eecumy Azcess & Valic:

"l hgent -iattorm:
(AN
Wilrerazility Sran
Wit

[ lesi Mame:

[ Regislered To:

"I Notes:

[ i

[ VEN Gliert o5
[ Logoec On User:

E—

Dravice Tyoe:

[ Uperating System:
[ Systom ULID:
[~ open Pots:

Iype | Hedistersd Hostor Uzvice

v rlln:lu:!c IF Frones

6. Click OK.

7. Click Policy & Objects > User/Host Profiles, and then click Add to create a new profile named BYOD Users to

identify BYOD users.

8. Inthe Who/What by attribute field, click Add, click the User tab to configure the following values, and then click

OK:

Field Value

Select the checkbox, and then type BYOD.

Role

£22 FortiNAC = Q

Cupy

I s

@ Dashboard > ' Add I Wuily Dehete
o sz 5 >

& Users & Host Modify UseriHost Profile

& Metwork >

HNama' [rou ke
B Policy & Objects B
= ilvere
User/Hast Profiles (Location]:

Portal Policy
[Any

Authentication Group: w 441

Metwork Access

Endpoint Compliance

[ Created Date:

|| Expiration Dale:
(] Inactivty Date
(1188t Lageua ngout
User Infarmation

First Mama

| Lagt Name:
Motes:
Adirass

) Address:

oy

Siate:
| Mobile Number

Supplicant kasyConnect m‘w

Passive Agent « I

Remediation Configuration

Roles m‘w

Metwork Device Roles m

B Poral L4
18 Logs > e o =
L system > | Mote:

I uze by 2 item

Cancel

Polcy - ACcass =
v Rk EYCD
| Security Access & Valus

om

oo

[ User ID:
[ Tite:
[ DN:

() BqPustal Coge
[ Frane
) Emat:
L) Mot Provider

| 3 | Cancel
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Configure User and Host Profiles

‘\ ' l' Compliance scans typically occur before registering the device. Therefore, you are
creating new user/host profiles that focus on the type of users that are identified on the
registration page. This allows you to create role-based compliance scans for

- rogue/unregistered devices.
9. Click OK.

10. Click Policy & Objects > User/Host Profiles, and then click Add to create a new profile named Guest Usersto
identify guest users.

11. Inthe Who/What by attribute field, click Add, click the User tab to configure the following values, and then click

OK:
Field Value
Role Select the checkbox, and then type GuestSel fRegistration.

= q

E| Modiy | Dalete

& Dashboard » Copy n Use
® s s
& Users & Hosts * | Modity useriHost Profile | e
& Metwork » o =
s 65t Users
-
® Policy & Objects v e
= Where Palicy - Access
fHos 5 7 ;
D 2l | iLecation): I Rele GuesSalRagisiraton
Portal Policy | Eacarity Access & Valie:
i
Authenticatlon T E
Network Access  Exni
| Expiration Dats =
Endpoint Comgliance | Inativity Date =
. WhoWhat by -
Supplicant EasyConnect Afributs: ] Last LoginLogout: 521
Passive Agent 1r I« User information
. . ] First Nama [ usar
Remediation Configuration Leeth =
WhaWhat | Lest Mame: [ e
Roles L | Add | - -
RADILS oty | ] Netes: (m]:Ll}
- Request
Network Device Reles Btributa: Addrazs =
B Portal » | Andress () ZipFostel Code:
W Logs , | e mE e | city: L) Phone
| State [ Emai:
& System y | Mots ~ X _
" Matile Fumber: [ Mobile Providar
Inuse by 1itcm

12. Click OK.
13. Click Policy & Objects > Network Access, select the Corporate Access Policy profile, click Modify, change

the User/Host Profile field to the new Domain Connected PCs with PA profile, as shown in the following image,
and then click OK:
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== FortiNAC

@ Dashboard
= Users & Hosts

& Network

Exercise 1: Configuring Endpoint Compliance

B Policy & Objects

User/Host Profiles

Portal Policy
Authentication
Network Access

Endpoint Compliance

Enabled

| Modify Network Access Policy

Supplicant EasyConnect Name:

[Corporate Access Policy

UserfHost Profile:

[Domain Connected PCs with PA_w | (3 [

Passive Agent —
Network Access C ion: | HR_MNetwork | [ [
Remediation Configuration
Roles Note:
Network Device Roles w
: ool
B Portal > é

Configure Compliance Scans

You will configure compliance scans on FortiNAC.

To configure compliance scans

1. Continuing on the FortiNAC GUI, click Policy & Objects > Endpoint Compliance, select Scans, and then click
Custom Scans.
Policizs | Canfigurarions
Add TAndify Nelate In Lls= F}dlerh.lﬁ Peportie’ g - g
scanz Total 3 BIE
Nams IRamenrtnn tiran On Connaat lenawl1? SitAT | sl nk | ahel P£ et Ledar of () g.l’ﬂfﬂﬂﬁ
AuwnilMoSa Dn Faluig (%] (%] Usw San Maing
(E-EM-unis{haes nlawre @ @ 1132 tieen MEmEe
o5 Sreck on Fara [=] [=] Use £¢on Mome
2. Click Add, and then in the Scan Type field, select Domain-Verification.
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Add Custom Scan »

Operating System:

Scan Type: Cert-Check

| Domain-Verification
Property =5

HotFixes

Scan Mame:

Label

Processes
Web Address Frohibited-Domain-Verification |
Severity Prohibited-Frocesses

Registry-Keys .
Registry-Version Disabled

i W
Extended Key Usaoorice |

See RFC 5820, section 4.2.1.11 for more information.
Examples:

Server Authenfication: 1.3.6.1.5.5.7.3.1
Client Authentication: 1.3.6.1.5.5.7.3.2
Both: 1.3.6155732 1361557.31

CRL Revocation O

Sl fal. T |

3. Configure the following settings, and then click OK:

Operating System Windows
Scan Type Domain-Verification
Scan Name FTNT- Domain
Label FTNT- Domain
Severity Required
Domain Names for each FTNT
(ON]
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Exercise 1: Configuring Endpoint Compliance

Add Custom Scan X
Operating System:
Scan Type: | Diomain-Verification v|
Scan Name: | FTNT-Domain |
Label | FTNT-Domain |
Web Address | |
Severity
Domain Mames for Windows XP |FTNT |
Domain Names for Windows XP x84 / Server 2003 |FTNT |
Domain Names for Vista / Server 2008 |FTNT |
Domain Names for Windows 7/ Server 2008 R2  |FTNT |
Domain Mames for Windows 2 / Server 2012 |FTNT |
Domain Names for Windows 8.1/ Server 2012R2  |FTNT |
Domain Names for Windows 10/ Server 2016 |FTNT |
OK Cancel
9 FortiNAC expects NETBIOS domain representation, not the actual domain name.

176

4. Click Add, and then in the Scan Type field, select Processes.
5. Configure the following settings, and then click OK:

Field Value

Operating System Windows
Scan Type Processes
Scan Name FortiClient-Process-Running
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Field Value

Label FortiClient-Process-Running
Severity Required
Domain Names for each FctSecSvr.exe
oS
Add Custom Scan ;4
Cperating System:
Scan Type: | Frocesses w |
Scan Name: | FortiClient-Process-Running |
Property Name Value
Label | FortiClient-Process-Runnim |
Web Address | |
Severiy
Process Mame for Windows 98 | FctSecSvrexe
Process Mame for Windows ME | FctSecSvrexe
Process Mame for Windows XP | FctSecSvrexe
Process Mame for Windows 2000 | FctSecSvrexe

Process Mame for Windows 2003 Server [ XP =64 | FctSecSvrexe

|
|
|
|
|
Process Name for Vista | FctSecSvrexe |
|
|
|
|

Frocess Name for Windows 7 | FctSecSvrexe
Frocezss Name for Windows 3 | FctSecSvrexe
Frocess Name for Windows 8.1 | FctSecSvrexe
Process Name for Windows 10 [FctSecSvrexe
Ok Cancel
\‘ l ’ﬂ'
FortiNAC can verify the existence of AV software with the normal scan feature.
However, you are using the custom scan to verify that the AV is active and running.

6. Click Add, and then in the Scan Type field, select File.
7. Configure the following settings, and then click OK:
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Field Value

Operating System Windows

Scan Type File

Scan Name Corporate-File-Exists

Label Corporate-File-Exists

Severity Required

File Name corporate.txt

Registry Key HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion

Registry Value Name ProgramFilesDir

Add Custom Scan x
Operating System:
Scan Type: | File v |
Scan Name: | Corporate-File-Exists |
Label | Corporate-File-Exists |
Severity
File Mame | corporate_tx |
;itlrniangontains | |
{onky walid if File Name is spacifiad)
Registry Key | HEEY _LOCAL_MACHINE\Software\WicrosoftWind |

[Location of Registry Value Mame)
e.qg., HKEY_LOCAL MACHINE\'SOFTWAREMicrosoftiWindows\Currentersion

Feqistry Value Name |F'rngramFiIesDir |

[Wariable that provides the Search Start)
e.g., ProgramFilesDir - that defines C:\Program Files

Execute ) Yes @ No

Command-Line
Options

Wait for Execution to

Complete Before ) Yas @ Ng
Continuing

File Version (==) | |

Weh Address | |
o o i o i o 1
Windows OS ! Wlnduis 10 ._Wmde a1 @ ‘.“deuws_s ] vﬂndﬂws 7 -
QK Cancel
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vy
- -
q FortiNAC looks for the file in the directory specified in the Registry Value Name field.

The three custom scans that you created should appear in the Custom Scans section, as shown in the
following image:

Custom Scans X
Export to! gy B | )~ g Add Modify Delete In Use
Custom Scans - Total: 3 22
Ciperating System Type Mame
Windows Domain-\Verification FTHNT-Domain
Windows File Corporate-File-Exists
Windows Frocesses FortiClieni-Process-Running
Close
8. Click Close.

9. Click Add, and then configure the following settings to create a new scan:

Field Value

Scan Name Corporate-Scan
Scan On Connect Select the checkbox.
(Persistent Agent Only)

10. Click the Windows tab, in the Category field, select Anti-Virus, and then configure the following settings:

Field Value

FortiClient Select the checkbox.
Preferred FortiClient
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Add Scan x
General Mac-035-X Linue Summary
Category: | Anti-Virus v
Validation of the following ® any O Al

Select: All None
I ESet-NULDEE L F-Secure "
(L] F-Secure-Client-Security (U] Faronics-Anti-Virus-Enterprise-Workstation
FortiClient (] GDATA-Internet-Security-2013
(] GDATA-Total-Security-2013 (] GFI-Business-Agent
(] GFI-Vipre-Internet-Security-2012 () K7-Total-Security
(] Kaspersky-2016-Products (] Kaspersky-2017-Products
(] Kaspersky-2018-Products (] Kaspersky-2019-Products
(] Kaspersky-2020-Products (] Kaspersky-2021-Products
(L] Kaspersky-Endpoint-Security-10 (L] Kaspersky-Endpoint-Security-11
(U] Kaspersky-Security-10-WSEE (L] LANDesk-Antivirus -
Advanced
r Preferred:

DK Cancel

11. Inthe Category field, select Custom, and then configure the following settings:

Field Value

FTNT-Domain Select the checkbox.
Corporate-File-Exists Select the checkbox.
FortiClient-Process- Select the checkbox.
Running
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Add Scan e
Category: | Custom v

Validation of the following
Cerf-Check
Domain-Verification

FTNT-Domain
File

Corporate-File-Exists
HotFixes
Processes

FortiClient-Process-Running
Frohibited-Domain-Verification
Frohibited-Processzes
Registry-Keys
Registry-Version
Service

(8] Cancel

12. Inthe Category field, select Monitors, configure the following settings, and then click OK:

Field Value

FTNT-Domain Select the checkbox, and then in the Period column, select 1 Minute.
Corporate-File-Exists Select the checkbox, and then in the Period column, select 15 Seconds.
FortiClient-Process- Select the checkbox, and then in the Period column, select 15 Seconds.
Running
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Exercise 1: Configuring Endpoint Compliance

Add Scan x| |
2
Category: | Monitors v | I
Manitor the Following
Type Scan Name Period
Domain-Verification ETMT-Domain
File Corporate-File-Exists 15 Seconds v
Frocesses FortiClient-Process-Running 15 Seconds »
K Cancel
13. Click Add, and then configure the following settings to create a new scan:
Field Value

Scan Name BYOD-AV-Scan
Renew IP (Supported

Select the checkbox.
Dissolvable Agents Only)

14. Click the Windows tab, in the Category field, select Anti-Virus, in the Select field, click All to check if any of the
AV software is installed, in the Preferred field, select FortiClient, and then click OK.

182
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Configure Compliance Scans

!:I' d Scan

Linu Summary

Category: | Anti-Virus v

Validation of the following

Ed Microsoft-Security-Essentials
Microsofti-Windows-Defender
MNorton-360
Morton-Internet-Security-(2013+)
FPalo-Alto-Traps
Fanda-Adaptive-Defense
Quick-Heal-AntiVirus-Pro
Security-Center
Softwin-BitDefender
Symantec-Endpoint-Protection
Advanced

Ed Microsoft-System-Center-2012-Endpoint-Protecife

M-able-Securty-Manager-Av-Defender
Norton-Antivirus-{2013+)
Morton-Security

Panda-2016-Products
Panda-Endpoint-Protection-Flus-3
Cuick-Heal-Total-Security-2014
SentinelCne

Sophos

Total-Defense

||F'referred: | FortiClient

@ any ) A
Select one

Ok

Cancel

15. Click Add, and then configure the following settings to create a new scan ,and then click OK:

Field Value

Scan Name

Renew IP (Supported
Dissolvable Agents Only)

Guest-Inv-Only-Scan

Select the checkbox.

16. Click Add, and then configure the following settings to create a new scan:

Field Value

Scan Name

Renew IP (Supported
Dissolvable Agents Only)

Catch-All-Device-Scan

Select the checkbox.

17. Click the Windows tab, in the Category field, select Anti-Virus, in the Select field, click All to check if any of the
AV software is installed, in the Preferred field, select FortiClient, and then click OK.

Zero Trust Access 7.2 Lab Guide
Fortinet Technologies Inc.

183



DO &L@IE%BRJINJ Exercise 1: Configuring Endpoint Compliance
© FORTINET

Configure Endpoint Compliance

You will configure endpoint compliance on FortiNAC.

To configure endpoint compliance

1. Continuing on the FortiNAC GUI, click Policy & Objects > Endpoint Compliance, and then select

Configurations.
Policies| le«yiil:0le:10lv -0 | Scans | Actiong

Add Modify Delete In Use Export 10] ey B | /- @m
Endpoint Compliance Configurations - Total: 0 = @
Mame Scan Agent-Mac 0S8 X Agent-Linux Agent-i0s P

Mo records found.

2. Click Add, and then configure the following settings to create a corporate compliance configuration (leave all other
settings at the default values):

Field Value

Name Corporate-Config
Scan Corporate-Scan
Collect Application Select the checkbox.
Inventory
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Configure Endpoint Compliance

Add Endpuint Campliance Configuratian x
saen

Mame: | Corporate-Config

Scan: | Corporate-Scan v | [

Collect Application Inventory

[_] Restrict Wireless Connections to Specific SSIDs

Allowed S51Ds: Foaming Guest Interfaces w

Allowed BSS1Ds (AFs): Device Interface Status W

(] Detect Multihoming

(L] Advanced Scan Controls

Mote:

Ok Cancel

3. Click the Agent tab, configure the following values, and then click OK:

Field Value

Windows Latest Persistent Agent
Mac-OS-X Latest Persistent Agent
Linux (x86_64) Latest Persistent Agent

Android None-Bypass
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Add Endpoint Compliance Configuration *
General ﬁgmt
Windows: | Latest Persistent Agent v |
Mac-035-x: | Latest Persistent Agent v |
Linux (x86_G4): | Latest Persistent Agent v|
Android: |Mone - Bypass ]

P Settings for Operating Systems without Agents

QK Cancel

4. Click Add, and then configure the following settings to create a BYOD device compliance configuration (leave all
other settings at the default values):

Field Value

Name BYOD-Config

Scan BYOD-AV-Scan
Collect Application Select the checkbox.
Inventory

5. Click the Agent tab, configure the following settings, and then click OK:

Field Value

Windows Latest Dissolvable Agent
Mac-OS-X Latest Dissolvable Agent
Linux (x86_64) Latest Dissolvable Agent
Android Latest Mobile Agent
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6. Click Add, and then configure the following settings to create a guest compliance configuration (leave all other
settings at the default values):

Name Guest-DA-Inventory-Only
Scan Guest-Inv-Only-Scan
Collect Application Checked

Inventory

7. Click the Agent tab, configure the following settings, and then click OK:

Windows Latest Dissolvable Agent
Mac-OS-X Latest Dissolvable Agent
Linux (x86_64) Latest Dissolvable Agent
Android Latest Mobile Agent

8. Click Add, and then configure the following settings to create a compliance configuration (leave all other settings at
the default values):

Name Catch-All-Config

Scan Catch-All-Device-Scan
Collect Application Select the checkbox.
Inventory

9. Click the Agent tab, configure the following values, and then click OK:

Windows Latest Dissolvable Agent
Mac-OS-X Latest Dissolvable Agent
Linux (x86_64) Latest Dissolvable Agent
Android Latest Mobile Agent

Configure Endpoint Compliance Policies

You will configure endpoint compliance policies on FortiNAC.
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To configure endpoint compliance policies

188

1.
2. Click Add, configure the following settings to create a guest compliance policy, and then click OK:

Continuing on the FortiNAC GUI, click Policy & Objects > Endpoint Compliance, and then click the Policies tab.

Name Guest-Compliance-DA

User/Host Profile Guest Users

Endpoint Compliance Guest-DA-Inventory-Only

Configuration

Click Add, configure the following settings to create a BYOD compliance policy, and then click OK:
Name BYOD-Compliance-DA

User/Host Profile BYOD Users

Endpoint Compliance BYOD-Config

Configuration

Click Add, configure the following settings to create a corporate compliance policy, and then click OK:
Name Domain-Connected-PA

User/Host Profile Domain Connected PCs

Endpoint Compliance Corporate-Config

Configuration

Click Add, configure the following settings to create a catch all compliance policy, and then click OK:

Name Catch-All-Compliance-DA
User/Host Profile Catch-All

Endpoint Compliance Catch-All-Config
Configuration

Policies should be ranked and appear as shown in the following image:
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Add ‘odify Delete
Endpoint Compliance Follcles - Total: 4
Fank: 4% [ Set Fank Enasle:
Rank Enablked Maimne Endpainl Cornpliance Conlygualivi User/Husl Pofile Lasl Modhied By Lasl Mudilec Dals
1 o Guest-Compliance-DA GuestDA-Inventory-Only Guest Users admin 2023/01/03 16:57-46
2 o BYOD-Comliance-DA BYOD-Config BYDD Users admin 2023/01/03 17:01:05
3 o Domain Connecled PA Corperate Config Domain Connected PCs admin 2023/01/03 17:01:31
4 o Catch-Al-Complance-DA | Catchr-Al-Contlg Salch Al admin 2023/01/03 17:02:09
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Exercise 2: Testing Endpoint Compliance for Managed
Corporate Devices

In this exercise, you will install a persistent agent on the HR VM and perform a compliance scan on the endpoint.

Install a Persistent Agent and Validate the Settings

You will install a FortiNAC persistent agent on the HR VM.

To install a persistent agent

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the FortiNAC login page
bookmark.

2. Login to the FortiNAC GUI with the username admin and password Passwordl!.
3. Click System > Settings.

4. Expand Persistent Agent, select Credential Configuration, and then ensure that the Enable Registration
checkbox is not selected.

5. Click Properties, and in the Primary Host Name field type fnac.ftnt. lab.
6. Click Save Settings, and then Click OK.

7. Click Status Notifications, and then ensure that the Provide a Log Off functionality from the tray icon for
authenticated hosts checkbox is not selected.

8. Intheleft menu, click Logs > Events & Alarms, click the Mappings tab, and then click Add.

9. Inthe Trigger Event field, select Persistent Agent Not Communicating, select the Action checkbox, and then
select Host Security Action.

10. Inthe Primary Task field, select At Risk and Corporate-Scan, and then click OK.

* BIEWIES Mappings QEREEENE
¥ \ =
Al Rldily Lirahele: et g B | A g
*
5 Pl T Al Wopginges Tolal £9 [ET=]
i
» T it T o By Ficify | Eam: Tiven Jule Cowy T e S Al Cahon & 3l
v | FZaMer Coecied D8 claboed | AGier Lsconneci T JEaIOHE ooy ‘Al Cvents to One Alam - |
P i . [ALOEY By S vl S0 x| Al
w i Ll mali Add Event to Alarm Mapping *
o Agglication Sever Corzact Lost Anal 2t on Server Contsd Lost
ol |- Cetifizate Cuplratien Vigrning Ceriiicate Cpire o0 Waming Cradled
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vy
- -
You are using alarm mappings to handle malicious users who uninstall the persistent
agent or tamper with service.

11.

12.

13.

14.

15.

16.

Zero Trust Access 7.2 Lab Guide

On the HR VM, open Google Chrome, and navigate to the FortiNAC GUl at https://fnac.ftnt.lab:8443/,
and then log in with the username admin and password Passwordl!.

Click System > Settings, expand Updates, select Agent Packages, and then download the FortiNAC
Persistent Agent.exe file.

+ Expend All |- Callapse All =| Agent Packages

- g ALthent cat 2n

The foowing Agents Jrc valkao e, Use 012 IKS o downipod FIrsiztent fgerts in order to CEribute Trzugh a cosktop monagemant Systerr Dovm cad Adminiziraive T2rprtzs fr Wincows Senve

-l aniral Fackage Agent Versian Hamz Cperzing 3ystzm Sz=
(g Mdent ficztion avsnl-8 0BT 24022 Bradluig Mbilz Agenl (Slwe) Al 2ITER
FortiMAZ Dizsolvable Aoznt Liruz (<36 §4) 2032 KB

| Matwoos Davice ForthAL Lizsavable Aozt Iz L K
H sl | oriNAL Lhzsoivable Agent WAneouws 2,38y Kl
+ g Pl Ay 1 artiNAL Mrle Agat Andrri PR
+F ey Pl FartiNAT Masse Agant WAnns FAR KN
J—-@EYS'.:H Commuricaton FoniMAZ Persislanl Agsnl (dsk) Livuz. (+38 84) 1185 K2
L ggFrerm kianagemert | OrtbAL arEaant Aang (Angl  Ldece iy THAY I
H § CariNAT Parsiarant A7 (2ee) A 2 A5 KI
= kg Inlates FrrfiN: PR frene (el AnfowE £ 836 KR
B -k Agent | 'ackages FortiMAZ Perzistsnt 43ank (raT] Lirus (x3G 64) 1 203K2

3 p=-Etng Fistem
Pl BysiEm
++ @ UserlHast Manags T ent

In the Downloads folder, double-click the file to install the persistent agent, and then follow the on-screen
instructions.

If you are prompted for administrator credentials on the HR VM, use the username Administrator and
password Passwordl!.

Return to the FortiNAC GUI, and then confirm that you can now see persistent agent communication under Users
& Hosts > Hosts.
You should see a green check mark in the Persistent Agent field for the HR VM.

a1 8-

25 Forinac trac Anksat

@ Dashibuey

A Usors & Hosts
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HE re re
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i Resguesly

Lirriints

Right-click the HR VM, select Policy Details, click the Endpoint Compliance tab, validate that the Corporate-
Scan has been matched, and then click Close.

Right-click the HR VM, and then select Host Health.
You should now see the Success status for the Corporate-Scan.
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Health ®
Type Mame Status Actions
Admin Guest Mo Access Initial L
Admin S5ID-Check-Violation
Admin Multihome-Detected
|] Agent ‘Corporate-Scan ! ReScan
0].4 Cancel

17. Click the History tab, and then click the latest Corporate-Scan result to view more details about the scan results.

18. Right-click the HR VM, and then select Host Applications.
You should see the list of applications installed on the HR VM.

Applications x
Set Threat Override Export to: qm & | -
Security Applications - Total: 15
Threat Score Mame \ersion \endor Cperating System Cpers
Google Chrome 106.0.5249 119 Google LLC Windows Wi
10
Wi
Microsoft Edge 106.0.1370.42 Microsoft Corporation Windows Wi
10
Wi |
WinPcap 4.1.2 4.1.0.2001 CALCE Technologies Windows Wi
10
Microsoit Visual C++ 2015~ Wi
2019 Redisiributable (x64) | 14.20 275081 Microsoft Corporation Windows Wi
-14.20.27508 10
Microsoft Visual C++ 2015- Wi
2018 Redisfributahle (<861 (14 20 27R08 1 Micrnsoft Comoration Windows Wil
4 3
Close
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Test a Persistent Agent

You will test compliance on an endpoint with a persistent agent installed.

To test a persistent agent

1. Continuing on the HR VM, open File Explorer, and then navigate to C:\Program Files\.
You should see a corporate. txt filein this directory.
2. Cutand paste, or move, the corporate. txt file to the Desktop folder.
You should now see the FortiNAC icon marked At Risk in red in the Windows
endpoint. Also, the FortiNAC GUI should now be inaccessible from the HR VM.
3. Return to the FortiNAC GUI on the FortiClient EMS VM, and then click Users & Hosts > Hosts.
You should now see a + icon over the HR VM.
4. Right-click the HR VM, and then select Host Health.
You should see a Failure status under Corporate-Scan.
5. Click the History tab, and then click the latest Corporate-Scan result to view more details about the scan results.
You should see that the Corporate-File-Exists monitor has Failed.
Date V0722 U227 AM FDIT Scan ID 299
Test Result Failed Host Name HR
Policy Name Corporate-Scan Endpoint Compliance Config (Unknown)
05 Wi 3 10 Pro for Workstations 6.3 21H2 10.0.19044.2130
Dietected Physical Addresses
Physical Address D
00:0C:29:0D:86:-A5 Intel(R) 325741 Gigahit Network Connection
Test Results
Calegary Name Result
File Corporate-File-Exists Failed
6. Click Network > Inventory, expand Firewall > ISFW.ftnt.lab, and then click FSW.
You should see that port8 on the HR VM is now assigned to VLAN 102 which is the remediation VLAN.
7. Return to the HR VM, and then cut and paste, or move, the corporate. txt file from the Desktop folder back into
the C:\Program Files\ directory.
If you are prompted for administrator credentials on the Windows VM, use the username Administrator
and password Passwordl !.
-t ' - After few seconds, you should see a green check on the Persistent Agenticon and a
9 status of Normal. You should also now be able to access the FortiNAC GUI from the
— HR VM.
8. Open Google Chrome, navigate to the FortiNAC GUlat https://fnac.ftnt.lab:8443/, and then log in with
the username admin and password Passwordl ! to validate access.
9. Click Users & Hosts > Hosts.
10. Right-click the HR VM, and then select Host Health.
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You should now see the Passed status under Corporate-Scan.

Date 10/17/22 02:28 AM FDT Scan ID n

Test Result Passed Host Name HR

Policy Name Corporate-Scan % Endpoint Compliance Config Corporate-Config
os Windows 10 Pro for Workstations 6.3 21H2 10.0.19044.2130

Detected Physical Addresses
Physical Address D
00.0C.29.0D.86.A5 Intel(R) 8257 4L Gigabit Network Connection

Test Results
Category Name Result
Anti-Virus Fortinet - FortiClient Passed
Custom:-FortiClient-Process-Running Passed
Custom::Corporate-File-Exists Passed
Custom::FTNT-Domain Passed

Exercise 2: Testing Endpoint Compliance for Managed Corporate Devices

Zero Trust Access 7.2 Lab Guide
Fortinet Technologies Inc.



DO NOT REPRINT
© FORTINET

Exercise 3: Testing Endpoint Compliance for Guest and
BYOD Devices

In this exercise, you will test compliance for guest and BYOD devices.

Test

Guest Device Compliance

In this lab environment, since the devices are already onboarded to the network, there are a couple of ways to
trigger a compliance scan. One way is to manually scan hosts from the Hosts section. However, you will simulate
new rogue devices coming into the network, so you will start by deleting the SALES VM to let FortiNAC discover
and reregister it and go through compliance scans.

To test guest device compliance

1.

On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the FortiNAC login page
bookmark.

Log in to the FortiNAC GUI with the username admin and password Passwordl!.

Click Users & Hosts > Hosts, click the SALES device, click Delete to delete the SALES VM from the FortiNAC
inventory, and then click OK.

Click Network > Inventory, expand Firewall > ISFW.ftnt.lab, right-click ISFW.ftnt.lab, and then select Poll for
L2 (Hosts) Info.
"\ ' l' In a real-world scenario, FortiNAC automatically polls FortiSwitch and ISFW FortiGate
for Layer 2 and Layer 3 information on connection. However, in this scenario, since we
9 deleted the device manually, we can either force a poll or wait for the polling interval (5
- minutes) for the SALES VM to be detected as a rogue device.

Click Users & Hosts > Hosts.
You should now see a new rogue device.

Log in to the SALES VM with the username sales and password Passwordl!.
Open Google Chrome, and then try to navigate to the Fortinet website athttps://www. fortinet.com/.
You should be redirected to the FortiNAC registration page.

Select the Guest Self Registration option, type the values shown in the following table, and then click Request
Access.

Field Value

Sponsor Email admin@ftnt.lab
Email <type your email address>
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Field Value

First Name <type your first name>

Last Name <type your last name>

F::RTINET. F::RTINET.

Natwnork Accaas Control Ragistration Metwork Access Gontrol

WELCOME GUEST USER
e required to acherm to aur estaoishad reglstralis i
Bner lcurmg inboemahion And pras. e BIMTN s AONAST qUAR AR

. Fmghige: KY TN v | Guast Salf Raglstration
-l;l *d

Fmau
ol [T

vt s
*Lers! N [N |

& 6u i sulion
&4 oo

Himpasd A

i need msistance, ool the |lelp Db

FortiNAC registers your user and provides your user credentials. You can make a note of it, if needed, but you
can always reregister.

9. Click Login.

Nothing may happen on screen, but you should now see the FortiNAC dissolvable
agent being downloaded. You can click Instructions to see the steps to run the
dissolvable agent.

—
F:=RTINET

Network Access Contral

g e ke

2, contact the Help Desk

196 Zero Trust Access 7.2 Lab Guide
Fortinet Technologies Inc.



DO &LQ;E 'BsEJ%rEﬁ%JiMImpliance for Guest and BYOD Devices Test BYOD Device Compliance
© FORTINET

10. Inthe Downloads folder, runthe FortiNAC Dissolvable Agent.exe file that you downloaded, and then if
the SmartScreen window appears, click Run.

11. Click Register to begin the compliance scan, wait for the registration to complete, and then click Finish.
12. Open Google Chrome, and then try to navigate to the FortiNAC GUl at https://fnac.ftnt.lab:8443/.
It should fail.

13. Trytonavigatetohttps://www.fortinet.com/.
It should work.

14. On the FortiClient EMS VM, return to the FortiNAC GUI, and then click Users & Hosts > Hosts.
You should now see the SALES VM registered, with normal access.

15. Right-click the SALES VM, and then select Host Health.
In the Guest-Inv-Only-Scan field, the status should be Success.

16. Click the History tab, and then click the latest Guest-Inv-Only-Scan result to view more details about the scan
results.

You may notice that you did not apply any compliance scans.

17. Click OK.
18. Right-click the SALES VM, and then select Host Applications.
You should see the list of applications installed on the SALES VM.

19. Click Close.
20. Right-click the SALES VM, and then select Policy Details.
You should see VLAN 199 assigned to the SALES VM, which should restrict access to the internet only.

21. Click Network > Inventory, select Firewall > ISFW.ftnt.lab, and then click S108DV0JA4QI3V78.

You should see that port7 on the SALES VM is now assigned to VLAN 199, which is the untrusted internet-
only access VLAN.

Test BYOD Device Compliance

In this lab environment, you will reuse the SALES VM as the BYOD device, but since the device is already
registered as a guest device, you will start by deleting the SALES VM to let FortiNAC discover and reregister it and
go through compliance scans.

To test BYOD device compliance

1. Continuing on the FortiNAC GUI, click Users & Hosts > Hosts, click the SALES VM, click Delete to delete the
SALES VM from the FortiNAC inventory, and then click OK.

2. Click Network > Inventory, expand Firewall > ISFW.ftnt.lab, right-click ISFW.ftnt.lab, and then select Poll for
L2 (Hosts) Info.

"\ ' l' In a real-world scenario, FortiNAC automatically polls FortiSwitch and ISFW FortiGate

for Layer 2 and Layer 3 information on connection. However, in this scenario, since we

9 deleted the device manually, we can either force a poll or wait for the polling interval (5
- minutes) for the SALES VM to be detected again as a rogue device.

3. Click Users & Hosts > Hosts.
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4,

5.

You should now see a new rogue device.

On the SALES VM, open Google Chrome, and then navigate to https://www.fortinet.com/.
You should be redirected to the FortiNAC registration page.

Select the Employee BYOD Devices option, log in with the username sales and password Passwordl!, and
then click Continue.

You should now see the FortiNAC dissolvable agent being downloaded. You can click
Instructions to see steps to run the dissolvable agent.

10.

11.

12.

198

F::RATINET. FRTINET

Matwork Access Control

Network Access Control Registration

In the Downloads folder, run the FortiNAC Dissolvable Agent.exe file that you downloaded, and then if
the SmartScreen window appears, click Run.

Click Register to begin the compliance scan, wait for the registration to complete, and then click Finish.
Open Google Chrome, and then navigate to the FortiNAC GUl at https://fnac.ftnt.lab:8443/.
It should fail.

Navigateto https://www.fortinet.com/.
It should work.

On the FortiClient EMS VM, return to the FortiNAC GUI, and then click Users & Hosts > Hosts.
You should now see the SALES VM registered, with normal access.

Right-click the SALES device, and then select Host Health.
In the BYOD-AV-Scan field, the status should be Success.

Click the History tab, and then click the latest BYOD-AV-Scan result to view more details about scan results.

You can see FortiNAC matching FortiClient, Windows Defender, and/ or any other AV present according to
the compliance scan.
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13.
14.
15.

16.
17.

18.

Test BYOD Device Compliance

Date 1017722 11:56 AM PDT Scan ID

Test Result Passed Host Name

Policy Mame BYOD-AV-Scan Endpoint Compliance Config
Qs Windows 10 Pro for Workstations 6.3 21H2 10.0.19044.2130

Detected Physical Addreszes

Physical Address ID

00:0C:29:6B:9A4E Intel{R) 82574L Gigabit Network Connection
Test Results

Category Name Result

Anti-\irus Fortinet - FortiClient

Anti-Virus Microsoft Windows Defender

Anti-Virus Microsoft Windows Defender Engine Updates

Anti-\irus Microsoft Windows Defender Signatures

Anti-\irus Windows Defender Real-time Protection Check

Anti-Virus Windows Defender 4.18.1909.6

314
SALES
(Unknown)

Passed
Passed
Passed
Passed
Passed
Passed

Close the compliance history tab.

Click OK.

Right-click the SALES VM, and then select Host Applications.
You should see the list of applications installed on the SALES VM.

Click Close.
Right-click the SALES VM, and then select Policy Details.

You should see VLAN 199 assigned to the SALES VM, which should restrict access to the internet only.

Click Network > Inventory, expand Firewall > ISFW.ftnt.lab, and then click S108DV0JA4QI3V78.
You should see that port7 on the SALES VM is now assigned to VLAN 199, which is the untrusted internet-

only access VLAN.
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Exercise 4: Integrating MDM With Network Access

In this exercise, you will integrate FortiNAC with FortiClient EMS. You will also modify the user/host profile to use
MDM compliance to work simultaneously with FortiClient EMS.

Integrate FortiNAC With FortiClient EMS

You will integrate FortiNAC with FortiClient EMS and poll endpoint data into FortiNAC.

To integrate FortiNAC with FortiClient EMS

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the FortiNAC login page
bookmark.

2. Login to the FortiNAC GUI with the username admin and password Passwordl!.

3. Click Network > Service Connectors, click Create New > Fortinet EMS, configure the following settings, and
then click OK to integrate FortiNAC with FortiClient EMS:

Field Value

Name FortiClient EMS
Request URL https://ems.ftnt.lab
User ID admin

Password Password1!
Enable Automatic Enabled

Registration Polling

Automatic Registration 1 Minute
Polling Interval
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& Usars & Hoste > MDM Servers
in Metwork w —
Invenlory @Q
=
I ngiral Motworks *’
RADIJS
. Fortinzt EMS
Service Connectors A
CLI Conhiguration Furlinel EME MOM Servive
i Nar e @ | ForliClien EMS
I Polling Reguesl URL @ hllpsSemsinllsb
Metwork Events
User IC © admin
Port Changss
B Palicy & Ubjects s Masswoard B  sersansens @
'clicy & bjec
B Puils y | rable OnDemand Kegistration gy e
L | ogs 3 tevalidate Health Status on Cornect i@
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Automatic Rogistration Palling |ntoreal o 1 Minin -
OK Cancel
You should not set the timer too low in a production environment, because it could
cause increased traffic between FortiNAC and the EMS server.

4. Right-click the FortiClient EMS service connector, and then click Poll.
5. Click Users & Hosts > Hosts.
You should now see the REMOTE device registered but grayed out.

Stop and Think!

Why do we see the REMOTE machine registered to FortiNAC, even though FortiNAC does not manage the
switch connected to the REMOTE VM?

Discussion
Explore the feature set of the Fortinet EMS service connector.

Do we import only the endpoint from FortiClient EMS, or do we import any other data?

6. Right-click the column name, add the Manage by MDM, MDM Compliant, and MDM Compromised columns if
they are not already selected, and then click Apply.

7. Scroll right to find the MDM information.

You should now see that all the devices found are being managed by MDM and all of the devices are marked
as compliant.
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i FortinaG

Status i Registernd To & it Rl & Oyeirating System & Managed oy MEM &
REMOTE t 1. W
HE

SALES

Modify the User/Host Profile for MDM Compliance

You will modify the user/host profile to use MDM compliance to work simultaneously with FortiClient EMS.

To modify the user/host profile for MDM compliance

1. Continuing on the FortiNAC GUI, click Policy & Objects > User/Host Profiles, select Domain Connected PCs
with PA, and then click Copy to create a new profile named Domain Connected PCs with MDM.

2. Inthe Who/What by Attribute field, select an existing row, and then click Modify.
3. Click the Host tab, expand the MDM section, configure the following settings, and then click OK to look for MDM

compliance:
Persistent Agent Clear the checkbox.
Persistent Agent Clear the checkbox.

Communication

Managed by MDM Select the checkbox, and then select Yes.
Compliant Select the checkbox, and then select Yes.
Compromised Select the checkbox, and then select No.
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== FortiNAC
@ Dashboard ¥ Add Modfy Delate Copy In Usa Filter %
& Users & Hosts | prrrrr—— o [ Somtn
an Network y p—Hwa L Mbewlocseal Wbl heGome——] ]
Modify User/Host Profile [x = =
B Policy & Objects v ~ ) Arcess
e :
Any
Lo pfm" m':w Catzaled Cale = -
Authentication ) Expiiion Dale: E
Network Access Vimanvhat iy = | Inachvry Date E
Frdpoint Compliance | Last Correcied: (|
Supplicant FasyConnect Host [Reke: Corporate, Managesd by MDM: Yas, MDM Compliant Ye: Folicy - Agent Poloy - Acoess =
T ey | Agent Version Roie [Comporate =
Passive Agant | Fersistant Agent v | Securty Access & Value
Remediation Cenfiguration J ESEICESl Apt
+ I » Commwnication:
Roles _LAgeqt Plattoem
Network Devics Rales Vimanvhat by I and MDM - =
) RADIS Wity G Mansged by MOM: [Ves v | [ Comalart Ver v
B Portzl Y | s | Deete | | Passcode Enabled ) Dk Encryplise
¥ Logs » Campromised:  [No w|
£ Systemn » [ - r =&
Mt =
bl | ] Host Nerse: _INPH Client
Inuse by 1 tem | Resgistamc Ter Logged On User
| Cimicality , G Dévice Typs [Wndows  w]|W
o Cancel . _—
| Hardware |ype: Operating Systery:
| Seral Number ) Sysiem JUID:
| Assal Tag "l 0pen Forts
| Passed Tesls
Tl Notes
BB Type: | Regslered Hustor Device - Include P Phones
UK Cancel
4. Click OK.
5. Click Policy & Objects > Network Access, select Corporate Access Policy, and then click Modify.
6. Inthe User/Host Profile field, change the value to Domain Connected PCs with MDM, and then click OK.
7. Click Users & Hosts > Hosts, right-click the HR device, and then select Policy Details.
You should see that it now matches the new MDM profile.
8. Click Logs > Events & Alarms, select the Mappings tab, and then click Add.

9. Inthe Trigger Event field, select MDM Host Compliance Failed, select the Action checkbox, and then select
Host Security Action.

10. Inthe Primary Task field, select At Risk and Corporate-Scan, and then click OK.

"\ ' l'" You are using alarm mappings to mark the host as At Risk when MDM compliance
fails. If you do not do this, you will not take any action on the host, but the host will no
9 longer match any network access policy and will be dead-ended until an administrator
- takes action.

11. Open a new Google Chrome tab, and then in Bookmarks, select the FortiClient EMS login page bookmark.
12. Login with the username admin and password Passwordl!.

13. Click Endpoints > All Endpoints, and then select the HR device.

14. Click Action > Quarantine.
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=_= FortiClient Endpoint Management Server

@ Dashboard

2 0

Mot Installed Not Hegistered

Endpoints [ Scan ~  / Palch =
Manage Domains " AD-EMS [# Request FortiClient Logs No P
Domains 3 £ Domain Controllers [B1 Request Diagnostic Resulls
(3] Upaate Signatures
FAC No P
Varkgroups 4 [3 Downloac Avallable FortiClient Logs
03 Computers - . . .
Invitations 18] Do Available Diagnoslic Resulls
el CLRT] % Deregister 3
Group Assignment Rules 2 B HR . ~ 10.1.60.2
& compuers
& Deployment & Installers > @ Excluce from Management
EMNUER Vulnerability Events  System Eventd] -
[ Enapoint Policy & Companents » & Revoke Client Certificate
[8 Endpoint Profiles > hr = Swilch EMS » n
B Zero Trust Tags > Mo User y EMS
No Email @ Clear Events
U3 FortiGuard Outbrezk Detecti,,, » @ O Computers % Set Importance ¢ lion

15. Return to the FortiNAC GUI, click Network > Service Connectors, right-click FortiClient EMS, and then click

Poll.
vy . _ . . : .
- - To save time, you are forcing the poll in the lab, butin a production environment,
q polling will be automated based on the time configured, and FortiNAC will take action
- accordingly.

16. Click Users & Hosts > Hosts.
You should see a + icon on the HR device marking the host as At Risk.

17. Return to the FortiClient EMS GUI, click Endpoints > All Endpoints, and then select the HR device.
18. Click Action > Unquarantine.

19. Return to the FortiNAC GUI, click Network > Service Connectors, right-click FortiClient EMS, and then click
Poll.

20. Click Users & Hosts > Hosts.
You should see the HR device as Normal.

You may need to wait a few seconds for FortiNAC to change access VLANs and
access to resume.
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Exercise 5: Configuring FortiClient EMS ZTNA Tagging
Rules to Block Remotely Controlled Machines

In this exercise, you will configure ZTNA tags to tag remotely controlled machines and block access to prevent the
RDP hopping that was discussed in Lab 1.

Configure the FortiClient EMS ZTNA Tagging Rule for Detecting an RDP
Connection

You will create ZTNA tags on the FortiClient EMS to detect RDP connections.

To configure the FortiClient EMS ZTNA tagging rule

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the FortiClient EMS login
page bookmark.

Log in to the FortiClient EMS GUI with the username admin and password Passwordl!.
In the left menu, click Zero Trust Tags > Zero Trust Tagging Rules.

In the upper-right corner, click Add.

In the Name field, type RDP-Connection.

In the Tag Endpoint As field, type RDP-Connection, and then press Enter.

In the Rules section, click Add Rule, and then select Windows OS.

In the Rule Type field, select Running Process.

In the Running Process field, type rdpclip.exe, and then click Save.

© O NGO ®NDN
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Zero Trust Tagging Rule Set

Name RDP-Connection

Tag Endpoint As @ RDP-Connection .
Enabled &€

Comments “phiona

Rules & Edit Logic 4+ Add Rule
Type Value
Running Process rdpclip exe

Save Cancel

10. Click Save to save this zero-trust tagging rule.

A\
- - rdpclip.exe is a Windows system process, started for each remote user when they
q connect to the remote desktop. This process is used for copy and paste functions
- between the local host and remote host.

To create a new firewall policy with IP and MAC address filtering and block RDP access

1. Onthe FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the ISFW login page bookmark.
2. Logintothe ISFW GUI with the username admin and password password.
3. Click Policy & Objects > ZTNA > ZTNA Tags to verify if the tag is present on ISFW FortiGate.

STNA Rules L TNA Servers LTNA Tags
. + Create New Group | & Edit [i] Delete I{}QEE.:I_
Mame Provided By Details Type
E& Domain-Endpoints = EMS ZTNAIP Tag
E® Malicious-File-Detected & EMS ZTNAIP Tag
E® RDP-Connection & EMS ZTNAIP Tag
E® Remote-Endpoints & EMS ZTNAIP Tag
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It may take a minute or two to see the updated tags. If the tag does not appear on
ISFW FortiGate, restart the ZTNA process.

1.  Onthe FortiClient EMS VM, open PuTTY, and then connect over SSH to the ISFW
saved session.
2.

Log in with the username admin and password password.
3. Enter the following command to restart the process:

diagnose test application fcnacd 99

4. Click Policy & Objects > Firewall Policy, and then click Create New to create a new firewall policy.
5. Inthe New Policy window, configure the following settings:

Field Value

Name Block RDP Hopping
Incoming Interface HR
Sales
Outgoing Interface port2
Source all

IP/Mac Based Access Contro RDP-Connection

IP Tagl

Destination AD-EMS
Service RDP
Action Deny

6. Click OK to add a new firewall policy.
7. Move the Block RDP Hopping policy above the Allow_DC_Restricted policy.
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Block Remotely Controlled Machines

#CreztaNew & Edit gleca Q Polley Lookup | | Search Q
Mame From o] Sourcs Liestination
Allow_|nternet == HR = portl 2al E=]|
= SALES
s UINIRUS | (U RUST)
Malidinns-Tie-Netecad xR B pot? oAl T rormsail
*E SNLES
Eluck RDP Hupping A HR ™ pul2 & all & AD-EMS
=0 SALES
Allowr_ O _|i=stricted = | IR ™ port2 o all o AL-LMS
®E SALES B Feroautnenticator
=i AUTH (AUTHENTICATIONI & Furl™ail
%8 Dk [DEALY =LY B FortNAC_NGM I
®E RFG RFEGISTRATION)
i SR ABERAE LTI
S5L VPN Aitess ool = HR 2 S5L VPN NGFW &l
o SALZS 0 550 VFN Subnet
{“aptive_lrathre % ALILTEALINTI HTICATIDIN) S OINAC SOV NI [ NAC SRV NI O all O 1 MAL_SRY N address
*2 DE [DEAD_ZND)
=i REG (REGISTRATION)
%8 HEM (REMELILA | IDN)
| ortiNAL o {rptive Nebworks %8 1 NAC_SRV_INIL (INACSHVOINEL) S8 AUTTTAUTINN TKCATION) 0 I NAC_SRVINIL address | T /Il
= DE(DEAD_END!
Al REG (REGISTRATION!
o REM [REMELAT O]

To test remote access to the EMS-AD server using RDP hopping

1.

On the Remote VM, right-click the Windows icon, click Run, type mstsc, and then click OK to open the Remote
Desktop Connection application.

In the Computer field, type 10.1.60. 2.

Log in with the username ftnt.lab\hr and password Passwordl!.
You are connected to the HR VM using RDP.

On the HR VM, right-click the Windows icon, click Run, type mstsc, and then click OK to open the Remote
Desktop Connection application.

In the Computer field, type ems . ftnt. lab.
The RDP connection to EMS-AD should fail.

Remote Desktop Connection

1) Remnote access to the server is not enabled
2) The remote computer is turned off
3) The remote computer is mot available on the network

@ Remaote Desktop can't connect to the remote computer for one of these reasons:

Make sure the remote computer is turned on and connected to the network, and that remote
access is enabled.

Help

Click OK.

Right-click the Windows icon, click Run, type taskmgr, and then click OK to open Task Manager.

Click the Details tab.

There will be a process called rdpclip.exe.
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1 Task Manager — (]
File Options View
Processes Pefformance App history Statup  Users Details  Sendices

Mame B PID Status User name CPU  Memory (8. WAC wvirtu
[ MsMpEng.exe 3280 Running 00 B1392 K
B mstsc.exe 1244 Running hr 0D 6532 K Disabled
[E5] MisSrv.exe 3640 Running 00 TIBK
& OneDrive.exe 7960 Running hr 00 7096 K Disabled
B PhoneExperienceHo.., 8164 Running hr 00 19632 K Disabled

lrdpclip.exe 4128 Running hr 00 1.360K Disabled

istry [ Eunning SYSTEM o0 ER TS

[%5] RuntimeBroker.exe 3564 Running hr 00 1,244 K [Dhsabled
%] RuntimeBroker exe 4644 Runining hr 0D 1,340 K Disabled
Eﬂumim eBroker.exe 6300 Running hr [1i] 4184 K Disabled
[0 BuntimeBroker.exe 3744 Running hr [101] 1,388 K Dhsabled
[n=] RuntimeBroker exe 560 Running hr 00 482K Disabled
[®] RuntimeBroker exe 2064 Runnimg hr (1] 640K Disabled
[#= RuntimeBroker.exe 6388 Running hr o0 1,232 K Disabled
[»=] RuntimeBroker.exe L Running hr 00 4412K  Disabled
[l scheduler.exe 2928 Running o0 1.220K
[55] Searc hépp.exe 4324 Suspended hr o0 0K Disabled
[15] SearchApp.exe 6132 Suspended hr 00 0K [hsabled
[0=]Searchindexes exe 6408 Rurining 0D 5512 K
[l SecurityHealthServic... 7844 Running 00 2200K

9. Close Task Manager.
10. On the system tray, double-click the FortiClient icon.
11. Click the user avatar.

The endpoint is tagged as RDP-Connection because the rdpclip. exe process started when the remote
VM established a remote desktop connection to the HR VM.
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Add Full Name
Phone Add Phone
Email Add Ema

Get personal info from

B User Input
+ BB OS5 Updated /15/2022 5:44:46 PM
B Linkedin
& Google
® Salesforce
Status Online/On-fabric
Hostname HE
Domain FTNT.LAE

Zero Trust Tags o, Domain-Endpoints
% RDP-Connection

vy
- -
This scenario is simulated for a lab environment. In a production environment, different
tags could be used depending on the organization's requirements.
—

12. Disconnect the RDP session to the HR VM.
13. Restartthe HR VM.
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Exercise 6: Checking Compliance Using FortiClient EMS
Zero-Trust Tags

In this exercise, you will configure ZTNA tags for providing network access based on endpoint compliance checks.

Configure the FortiClient EMS ZTNA Tagging Rule for OS Version and
Antivirus Software Detection

You will create ZTNA tags to detect OS versions and if antivirus software is installed.

To configure the FortiClient EMS ZTNA tagging rule

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the FortiClient EMS login
page bookmark.

Log in to the EMS GUI with the username admin and password Passwordl!.
Click Zero Trust Tags > Zero Trust Tagging Rules.

Click Add.

In the Name field, type 0S-Check.

In the Tag Endpoint As field, type 0S-Check, and then press Enter.

In the Rules section, click Add Rule, and then select Windows OS.

In the Rule Type field, select OS Version.

© o NGO RAWODN

In the OS Version drop-down list, select Windows Server 2019.

-
i

Click + to add another OS Version, select Windows 10, and then click Save.
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1.

Zero Trust Tagging Rule Set

Mame 05 _Check

Tag Endpoint As @ 0S_Check .
Enabled aO

Comments S

Rules + Add Rule

® Edit Logic

Type Value

OS Version Windows Server 2019
or Windows 10

Click Save to save this zero-trust tagging rule.

To configure the FortiClient EMS ZTNA tagging rule for antivirus software detection

212

1
2
3
4,
5
6
7

. Continuing on the EMS GUI, click Zero Trust Tags > Zero Trust Tagging Rules.
. Click Add.

In the Name field, type Av.

In the Tag Endpoint As field, type Av, and then press Enter.

In the Rules section, click Add Rule, and then select Windows OS.

In the Rule Type field, select AntiVirus Software.

In the AV Software field, select AV Software is installed and running, and then select the NOT checkbox.
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Edit Rule

Rule Type Antivirus Software v

AV Software NOT . n

NOT | AV Software is installed and running n

Enable latest update

check

(oo ] e

8. Click Save.
9. Click Save to save this zero-trust tagging rule.

Configure Firewall Policies for Compliance Checks

You will configure firewall policies on NGFW FortiGate to allow or deny traffic based on compliance.

To configure firewall policies for compliance checks

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the NGFW login page
bookmark.

Log in with the username admin and password password.
Click Policy & Objects > ZTNA.

Edit the ZTNA-Deny policy.

In the ZTNA Tag field, click +, and then select AV.

Click OK to save policy changes.

Edit the ZTNA-Allow-All policy.

Inthe ZTNA Tag field, click +, and then select OS-Check.
Click OK to save the policy changes.

© o N g RAEWDN

Test Access Based on Endpoint Compliance

You will control access to a web server based on endpoint compliance.

To test endpoint compliance

1. On the Remote VM, open Google Chrome, and then in Bookmarks, select the Webserver bookmark.
2. Choose the EMS signed certificate, and then click OK.
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3. Log in with the username remote and password password.
After successful authentication, you can access the web page, since the endpoint matches the allowed OS
versions.

4. Close Google Chrome.

5. Open a Windows search, and then search for Virus & threat protection.

Al Apps Documents Web More -
:match

I Virus & threat protection - -

System settings ‘ '

Farch the web Virus & threat protection
2 virus - see web results > System settings
[ VirusTotal - Website >
D virus protection > = Open
[0 virus scanner >
' virus update >
2 virus and threat protection >
2 virus removal >
2 virus checker >
lettings
* Check security status »
P Windows Security >
O virug O o e m : @ g 5%

6. Inthe Windows Security window, in the Virus & threat protection settings section, click Manage settings.
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Test Access Based on Endpoint
Compliance

(9

2 @ b

&

Windows Securnity

Y9 Current threats

Mo current threats.

Last scan: 9/12/2022 11:01 PM (quick scan)
() threats found.

Scan lasted 7 minutes 40 seconds

37771 files scanned.

Chuick scan

Scan options

Allowed threats

Frotection histary

% Virus & threat protection settings

Mo action needed.

Manage settings

«s Virus & threat protection updates

Security intelligence is up to date.

7. Turn off Real-time protection.
8. Inthe User Account Control window, click Yes.
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Windows Securnty

o . . ;

o Virus & threat protection settings

View and update Virus & threat protection settings for Microsoft

Defender Antivirus.
far
o

Real-time protection
A Locates and stops malware from installing or running on your device. You

can turn off this setting for a short time before it turns back on
L automatically.
B & Real-time protection is off, leaving your device vulnerable,
a @©or
=

9. Close the Windows Security window.
10. On the desktop, open the Google Chrome browser, in Bookmarks, select the Webserver bookmark.
11. Choose the EMS signed certificate, and then click OK.
ZTNA Access Denied b4 +
& & 10.1.3.2:9443/p/login/
ZTNA Access Denied
The page you requested has been blocked by a ZTNA restriction
Details: Policy restriction! EMS tag description:
Access is denied because the endpoint failed its compliance because it does not have antivirus software
installed.
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Lab 6: ZTA Enforcement and Incident Response

In this lab, you will configure different incident response solutions.

Objectives

Configure SMTP endpoint alerts on FortiClient EMS

Manually quarantine FortiClient endpoints

Configure the EMS connector on FortiAnalyzer

Configure automatic playbooks for endpoint quarantine

Configure manual playbooks for endpoint unquarantine

Configure security incident rules on FortiNAC and automated response

Time to Complete

Estimated: 45 minutes
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Exercise 1: Manually Quarantine Off-Fabric FortiClient
Endpoints

In this exercise, you will configure FortiClient EMS to send email alerts based on endpoint malicious activity. You
will also manually quarantine an endpoint from the FortiClient EMS console.

Configure an SMTP Server and Enable Endpoint Alerts on FortiClient EMS

You will configure an SMTP server on FortiClient EMS and enable endpoint alerts. You will also enable malware
protection on the endpoint profile.

To configure an SMTP server

1. On the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the FortiClient EMS login
page bookmark.

2. Loginto the FortiClient EMS GUI with the username admin and password Passwordl!.
3. Intheleft menu, click System Settings > SMTP Server.
4. Inthe Serverfield, type fml.ftnt.lab.
5. Inthe Fromfield, type admin@ftnt. lab.
6. Inthe Recipients field, type student@ftnt. lab.
218 Zero Trust Access 7.2 Lab Guide
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SMTP Server

fl‘l\-‘r_‘r fmil. finl_lab

For 35

Email Size Default 10 Custom MB
il size will ba set to the detault valee of 10 MB

From admin@nt lab

Reply-lo

Alert Settings

Subject Alert Email from EMS Server

Reciplents student@ftnt lab

7. Click Save.
8. Click Yes to save the configuration.

To enable endpoint alerts

1. Continuing on the FortiClient EMS GUI, in the left menu, click System Settings > Endpoint Alerts.
2. Inthe Send an email every field, select 1 minute.
3. Inthe Send an email when field, select the Malware is detected checkbox.
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Exercise 1: Manually Quarantine Off-Fabric FortiClient

Endpoints

Endpoint Alerts

=end an email every .

Send an email when

1 minute

Matware is detected

Ete'peated manware 1s getected

ware = dalected on the same maching within th

Muitiple malwares are detecled

Mahmare outbreak is detected

ware is delected on different endpoints wilin
Zero-day maware i detecled by ForlSanabox
CA&C attack communication channel is detecled

Crntical vulinerability is detected

Endpoint FortiClient Telemetry is manually disconnecied by user

Endpoint signature database is out-of-date
Endpoint software is out-of-date

Ransomware s detacted

aranl malwaras ans dajacied on ha same maching within i

thix last 24 hburs

4. Click Save.

To enable malware protection

220

1. Continuing on the FortiClient EMS GUI, in the left menu, click Endpoint Profiles > Malware Protection.

2. Click the Default profile, and then click Edit.

Malware Protechion Profiles

4 Edit

IC1 Clone + Add [ Import from File & Refresh

Default

Updated
2022-10-12 16:54

3. Enable AntiVirus Protection to enable antivirus, and then confirm that Real-Time Protection is enabled.
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Malware Protection
Profile

Name Default Advances XML

@ Antivinus Protection -

+ Expand Al a Collapse Al

General u
Delete Malware Flies Aner 10 Ays
Identify Mabware and Exploits

Lising Signatures Received From
FortiSandbox

8 Real-Time Protection -

Alert Wnen Viruses Are O
Detected

Scan Compressed Files & %

4. Click Save.
This enables malware protection on the default endpoint policy.

Test Email Alerts and Manually Quarantine an Endpoint on FortiClient EMS

You will test email alerts and manually quarantine an endpoint on FortiClient EMS.

To test endpoint email alerts

On the Remote VM, log in with the username student and password Passwordl!.

Double-click the FortiClient icon, and then verify that the MALWARE PROTECTION section is available.
On the desktop, open Google Chrome, and then enter http://eicar.org.

Click DOWNLOAD ANTI MALWARE TESTFILE.

PoODbd=
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b Eicar = EUROPEAN EXPERT GROL X + N B
: G @ sicarorg 2 &« 0

This page is still work in progress. Sorry for any inconvenience. nUWN lunn

ANTI MALWARE TESTFILE

5. Inthe Download area using the secure, SSL enabled protocol HTTPS section, right-click eicar.com, and then
select Save link as.

gicar.org/download-anti-malware-testfile = W a
L ikehy L ant & | of anit
st Pd oad st lemporarily ad —
anil some wa he al they have deploye
T T delibe | S Ir T
Download area using the secure, 5501 enabled protocol
I O -0 pr 1 W] ng other g .
h HTTPS
Lt uld sea if y |
: =p 1
esting anti-virus software e e
Open lnk in new window
) it 1 ition for testing anti F :
¥ . o " | P C pEn hnk 10 RcogMtd wand oW
igainst real viruse you are an a irus vendor, the How to d s
shoubkd do it!) bafore avery relaase of yvour product in
" - Save link as. that it michi |
& that it reall sk, Howaver: wout do not {or ahauld und E Ie)t |
i § Copy lnk sddress o
rour tesis ir EnvIranm it L or should ! ; f y
controlled and independent laboratory environment seannar b nspact ool
c andard an
i ™ sy e Rl b i P —————mmaaal U L] andarg &

6. Click Save to save the file to your Downloads folder.
7. Inthe Virus Alert window that appears showing that FortiClient quarantined the file, click Close.

E Process C:\Program Fies \Google\Chrome'\Applcation\chiome. exs
k-4

v WAC Wsersh shudert\ D ownloads\Uinconfemed B9177 3 cadowrioa
Wiz EICAR_TEST_FILE
Status Quarartined

[] Do ruak b mroe thiks: st foe 1 baos

T Wiew iscently deteciad vinus[ss)

8. Return to the FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the FortiMail-Webmail
login page bookmark.
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9. Log in with the username student and password Passwordl!.
10. Open the new email from admin@ftnt. lab to view the Malware detected alert email.

Alert Email from EMS Server (AD-EMS.ftnt.lab - ems.ftnt.lab)

admin@fentlab Oect 13, 2022, 9:24:33 PM

Malware detected (last 1 min)
BEMOTE (student), EICAR._TEST_FILE, Detected at: 2022-10-13 21:25:35, Malwere: EICAR_TEST _FILE found in \77
iC: Usery' student Downloads' Unconfirmed 891773 erdownload by realtime scan. The file was quarantined

A\
-~ ” In a live environment, administrators can configure endpoint alerts on FortiClient EMS
9 to get email notifications for any malicious activity on FortiClient endpoints, and then
— take action accordingly.

11. Return to the FortiClient EMS GUI, and then click Endpoints > All Endpoints.

12. Inthe right section, select the REMOTE checkbox, click Action, and then click Quarantine to block internet
access to the malware detected endpoint.

0 0 2 3 0

Mot Mot Qut-Of- Security Quarantinec

. memm L:' S‘:an = f Fla!r_h ) * e _

B HR 1./ [# Reguest FortiClient Logs 2q 3
- g - o L
e ARl v

Oy Other Endpoi Request Diagnostic Results

B® REMOTE
5 Other Endpol. ..

: i Lol 4 |
Download Available FortiClient Logs . @

(8] Download Available Diagnostic Results

B® SALES 10 X Deregister m 18

FI_' stu i
O Other Endpoi... = m 80+

& Exclude from Management

-
]
2] Update Signatures

sYs [
® Revoke Chent Certificate
= Swilch EMS »
@ Clear Events
% Set Importance » Low
B Celete Stale Verified Users Medium
13. Returntothe REMOTE VM.
FortiClient shows the quarantine screen and blocks all communication, except to the EMS.
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a FortiClient -- Zero Trust Fabric .ﬁgen! —_ b4

File Help

A Quarantine

Quarantined by admin

Contact your network administrator for details.

B Enter a one-time z

A\
-~ -
In a real case, you should thoroughly investigate the endpoint, including a virus scan,
vulnerability patching, and so on before the endpoint can be unquarantined.
—

14. Return to the FortiClient EMS GUI, and then click Endpoints > All Endpoints.

15. Inthe right section, select the REMOTE checkbox, click Action, and then click Unquarantine to allow internet
access.
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Exercise 2: Configuring FortiAnalyzer Playbooks to Trigger
Automatic Quarantine

In this exercise, you will configure FortiAnalyzer playbooks to trigger automatic quarantine, based on indicators of
compromise (IOC). You will also configure on-demand playbooks on FortiAnalyzer.

Enable the EMS Connector on FortiAnalyzer

You will enable the EMS connector on FortiAnalyzer.

To enable the EMS connector on FortiAnalyzer

1. Onthe FortiClient EMS VM, open Google Chrome, and then in Bookmarks, select the FortiAnalyzer login page
bookmark.

2. Loginto the FortiAnalyzer GUI with the username admin and password password.
3. Click Fabric View.

=8 L

Dewvic e Manager Fortivieaw Log View Fabeie View

ﬂ‘ @j=

Management
Extonsion

4. Click Fabric > Connectors, and then click Create New.
5. Inthe Create New Fabric Connector window, click FortiClient EMS.
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Exercise 2: Configuring FortiAnalyzer Playbooks to Trigger Automatic

Quarantine

Create New Fabric Connector

Please choose a conneclor Lype

il FortiBiai FortiCASE

8o (@

Security Fabric (3)

6. Inthe Create New Fabric Connector window, configure the following settings:

' 1_‘ T LMty Fabri
@ FortiCllent EMS

Field Value

IP/FQDN 10.1.0.30

Username admin

Password Password1!
Edit FAZ Connectors

actos

Type e Lol I FortiClent EMS Clowd
Mame [cn-s Conmectiol
Description Connector 1o exetute remole EMS operations
Statu L

7. Click OK to save the configuration.
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The configuration above gives the FortiAnalyzer APl access to FortiClient EMS. FortiAnalyzer can send
different actions to FortiClient EMS using playbooks to gather information and for quarantine management.

Configure Playbooks on FortiAnalyzer

You will configure a playbook based on an event trigger and an on-demand playbook.

To configure a playbook to automatically trigger based on IOC

1. Continuing on the FortiAnalyzer GUI, in the upper-left corner, click Fabric View, and then click System Settings.

 on ©

I Dievice M anager FortiV iew Log Widw Fabric View

. B 8|

FartiSol Reports System Settings

2. Inthe License Information widget, check the status of FortiGuard Indicators of Compromise Service and
Security Operation SOC Service.

Liersd Information EE
BB VM License Valid 10K-UIG +

il FortiClouwd EF:I gislored

I B FortiGuard ndicators of Co... Licensed [Explres 2"}:14‘*-:-"&]'

Server Localion BB Servers located in US only

& FOAS License  Ouibreak Detect a Mo License

| 'SL-._lnl',. Dper... 50C Service Licensed {Explres 2023-017-14)

b Logging Devices/VDOMs 5/ 10,000 (0.1%)

GB/Day O 0.0/ Undirnited (000%)

& Storage Conn... Clowd D Mo Licermse
D Updaie Server  AntiVirus and IPS 12 34 9714 855 Achburn. Virginka |
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Exercise 2: Configuring FortiAnalyzer Playbooks to Trigger Automatic

Quarantine
The SOC license allows you to configure and run playbooks on FortiAnalyzer.
3. Inthe upper-left corner, click System Settings > FortiSoC.
L =
2
I
T N ., F
W £ L Manager i Current Administrators  admin /1 in wolal [
B Event Log Up Time 3 daws 1 howr 15 minutes JB seconds
IR Task Monitor Administrative Domain | T
4. Click Automation > Playbook, and then click Create New to create a new playbook.
5. Inthe Choose from Playbook Templates window, select New Playbook created from scratch.
m Run B Edit 1 Delete © Enable (@ Disable #§ Colwnn S Choose from Playbook Templates ®

& Mame

Comgromiscd Hodl Incident

Gel Software lnve
Gel Wulnerabilities e

Uinguarantine Endpoint

OopooOoO0oo

Update Asset and kden

n EMS [EMS Conmect

wtory from EMS [EMS Connectos

tity Database (EMS Conne

Description

Playbook 1o

Playbe Attach Endpoint Vulnerability list to incident
Custom avbook 1o 8 Er Playbook 1o collect the &L of endpoint vulner
Custom avbook to @ Er ogs and atiach o incideni

Playbook 1o automatically € Er Compromised Host incident

..|:-.iI.J|.-i:::)i Custom b
softwart

k 1o get vulnerabil € Er

Staty Mew Playbook created from scratch

] plavbook to got starioc

[~ ]3]

Playbook Lo creale

ompromised hosis by ol featur

Critical Intrusion Incident

Playbook 1o gel runs

conncclor and sitach Lo mdident

Enrich Incident with Software Inventory
Playbook i

Enrich Incident with Vulnerability List

b © © @ @ @

e, Arw A0t By i il

cident on FortiAnalyzer lor detected

rer for detected

Playbook to create incident on Fortifnalyz
critical intrusions by IPS
Enrich Incident with Process List

3 gel soflware invenlory [rom e

Playbook to colkect the l&t of endpoint vulnerabilities. from

abilities from

i

dpaint by EMS

6. Name the playbook Malicious Endpoint,and theninthe TRIGGERS section, select EVENT_TRIGGER.
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IMaIicious Endpoint]

T T

7. Inthe EVENT_TRIGGER window, click + to add a new trigger.

EVENT_TRIGGER
Field Match Criteria Value

Click here (o a0d 3 niw enlry I

8. Configure the following settings:

Field Value

Field Threat Type
Match Criteria Equal To
Value ioc
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Malicious Endpoint © Enabled

Custom bulld playbook to get started

EVENT_TRIGGER

Field Match Criteria Value
&
EVENT TRIGGER Threat Tvne : Bausl To : o . W
STARTER
v
When FortiAnalyzer detects an IOC threat type event, this playbook automatically runs
and executes the configured tasks.

9. Click OK to save the trigger.
10. Drag and drop any highlighted connector points to add a new task.

EVENT _TRIGGER E‘. Deag and drop any | chlighted
STARTER
STARTER

Malicious Endpoint

Custom build playbook to got started
[
EVENT _TRIGGER . Drag and drop smy b "I-'."__
neoion o add a 0
STARTER

]

11. Inthe CONNECTORS window, select EMS.
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CONNECTORS

12. Inthe Name field, type Quarantine Endpoint.
13. Inthe Action field, select Quarantine.

14. Inthe Endpoint ID field, click Edit, and then select epid as the Playbook Starter.

15. Click OK to save the task.
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16.

17.
18.
19.
20.
21.
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Exercise 2: Configuring FortiAnalyzer Playbooks to Trigger Automatic

Quarantine

EMS_QUARANTINE

Cancel

Drag and drop any highlighted connector on EVENT_TRIGGER to create a new task.

Malicious Endpoint

Custom build playbook o get started

EVENT_TRIGGER

=}

STARTER

&

s

EMS_CUARAMNTIME

Quarantine Endpoirt

In the CONNECTORS window, select EMS.

In the Name field, type Scan Endpoint.

In the Action field, select AV Quick SCAN.
In the Endpoint ID field, click Edit, and then select epid as the Playbook Starter.

Click OK to save the task.
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EMS_AV_QUICK_SCAN

o I

Malicious Endpoint

Custom buld playbook to get started

EVEMT TRIGGER - EMS OUARAMTIME
STARTER B Crusrantine Endpoint
[}

EMS_AV_INCK _SCAN
Scan Endiposit

vy
] -
In this lab environment, we are using an AV quick scan instead of an AV full scan. The
AV full scan takes a lot more time to complete.

22. Drag and drop any highlighted connector on EVENT_TRIGGER to create a new task.
23. Inthe CONNECTORS window, select FortiAnalyzer.
24. Inthe Name field, type Create Incident.
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25.
26.
27.
28.
29.
30.
31.
32.
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In the Action field, select Create Incident.
In the Endpoint ID field, click Edit, and then select epid as the Playbook Starter.
In the End User ID field, click Edit, and then select euid as the Playbook Starter.

In the Endpoint field, click Edit, and then select epname as the Playbook Starter.

In the Category field, click Edit, and then select Malicious Code.
In the Severity field, select High.

In the Status field, select New.

Click OK to save the task.

Exercise 2: Configuring FortiAnalyzer Playbooks to Trigger Automatic

Quarantine

LOCALHOST_CREATE_INCIDENT

L
c

L
&

FortiAnalyzer creates an incident based on the logs it receives with the endpoint information.

Zero Trust Access 7.2 Lab Guide

Fortinet Technologies Inc.



D O m@:ﬁe %wngnrlyzer Playbooks to Trigger Automatic

© FORTINET

33.

Malicious Endpoint

Custom build playbook o get started
EVENT _TRIGLER = = EMS_ QUARANTIMNE
STARTER > Chaarantine Endpoint
EMES_AV _CIUICK_SCAM
Lean Endpobni
L

LOCALHOST_CREATE_INCIDENT
Creste Inchdent

Click Save Playbook to save the playbook configuration.

When FortiAnalyzer detects an IOC threat type event on an endpoint, this playbook automatically runs to
quarantine the endpoint and runs a quick antivirus scan using an API. It also creates an incident on
FortiAnalyzer.

To configure a playbook with an on-demand trigger

© o N R WDN-=

-—
i

Continuing on the FortiAnalyzer GUI, click Create New to create a new playbook.
In the Choose from Playbook Templates window, select New Playbook created from scratch.

Name the playbook Unquarantine Endpoint, and theninthe TRIGGERS section, select ON_DEMAND.

Click OK to create an ON_DEMAND task.

Drag and drop any highlighted connector points to add a new task.

In the CONNECTORS window, select EMS.

In the Name field, type Unquarantine Endpoint.

In the Action field, select Unquarantine.

In the Endpoint ID field, click Edit, and then select epid as the Playbook Starter.
Click OK to save the task.
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EMS_UNQUARANTINE

ALCHIO Y

ko Dat Edit
Endpoint 1D @ Playbook SLarte epid v | T
FortiCRenl 1D Mo Data Edit

11. Click Save Playbook to save the playbook configuration.

12. Open anew tab in Google Chrome, and then in Bookmarks, select the ISFW login page bookmark.
13. Login to the ISFW GUI with the username admin and password password.

14. Click Policy & Objects > Firewall Policy.

15. Edit the Allow_Internet policy.

16. Enable Web Filter, and then select monitor-all.

17. Enable SSL Inspection, and then select certificate-inspection.

Security Profiles

Antivirus »

Web Filter © E=) monitor-a -
DMS Filter >

Application Control OB

PS >

File Filter »

551 Inspection certificate-inspection v &

18. Click OK to save the firewall configuration.

vis
] -
FortiAnalyzer uses web filter, traffic, and security logs from FortiGate to analyze traffic
for 10C events.

Test FortiAnalyzer Playbooks

You will test the playbooks you configured in the previous task.
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To test automatic and on-demand playbooks by IOC detection

1. Onthe HR VM, log in with the username ftnt.lab\hr and password Passwordl !, open Google Chrome, and
thenenterhttp://voiceoverjobsonline.co.uk to access the web page.

2. Onthe FortiClient EMS VM, return to the FortiAnalyzer GUI, in the upper-left corner, click FortiSoC, and then click

FortiView.

k| FortiSoC v

=

1=
E De

[=]

Threal Map Compromised Hosl: op
ortiSandbox Detecti Li ] E End User Last Detected Host Name OS5 AVerdict # of Threats Acknowledge Device Name Device ID
Top Threats{FortiChient 1 & 2022-10-16 17:19 WY miccied 1 eeeen  [EN) ISFW FGVMOLT
= Tralf
£5 T
The endpoint appears in the window.
4. Double-click the host to see the details.
Compromiscd Hosts »  Blodkdisiw a
epid = 1036 Agd Fiter -9 0 F B

End User:
Laat Detertest 20221018 17:1%
Hoat Hame: H|

05 EEWindewn

Werdict et

Achncmedie dipe

Device Mame: 5PV

Dwvice ID; FSWI0E TR Z 3003500
#of Threats: 1

L] Detect Pattern Threat Type Threat Name

Category Detect Method #of Events Log Type  Security #

Business feched-domain 4 webliie
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In the upper-left corner, click FortiView, and then click FortiSoC.
6. Click Automation > Playbook Monitor.

& Refresh =
O kbiD Playbook Trigger Start Time End Time Status
O 2022-10-1&6 17:20:144 Malicious Endpaint venl (202210161000¢ 2022-10-16 17:20:15-0700  2022-10-16 17:20:26 -0700 @

You can see that the Malicious Endpoint playbook triggered because of an event.

A\
- -
The Malicious Endpoint playbook you configured earlier has a task set to
automatically run when an IOC event is detected.
—

7. Return to the FortiClient EMS GUI, and then log in with the username admin and password Passwordl!.
8. Intheleft menu, click Administration > Log Viewer to see the FortiAnalyzer API request.

2022-10-16 171401 © Info Console admin has logged out from 10.1.0.10
2022-10-16 171401 @ Info Console admin guarantined 1 Endpoint(s): ['HR]
2022-10-16 17:14:01 O Info Console admin requested quick AntiVirus scan on 1
2022-10-16 17:1401 @ Info Console admin has logged in from 10.1.0.10

The IP address of the FortiAnalyzer is 10.1.0.10 and it is performing the actions configured in the playbook.

9. Inthe left menu, click Endpoints > All Endpoints, and then click HR.
The endpoint is Quarantined.

[ ] Endpoints © Scan »  J Palch = ¥ Action =

B HR A hi . 10.1.60 2 o Poicy —ea m 29 g
Default
_jﬂther
Endpoints

Vulnerability Events System Events

hr Connection Status
g nr Managed by EMS I | Guarantined ol
No Email Guarantine33767bbb 93464
0" Other Configuration Access
Endpoints Policy Default £ v Code
Device HR » Installer Nol assigned Features
0s BT Microsof Win :::l:;:l‘m 7 0.7.0345 & Antiviros anabisd
P e CortiClient Real-Time Protection
MAC 00-0c-29-1c-04-cB FCT80039858 enabled

Sarial Miimhar
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10. Return to the FortiAnalyzer GUI, and then click FortiSoC > Incidents.
11. Double-click the incident that has been created for the infected endpoint.

Test FortiAnalyzer Playbooks

vy
‘9,

12. Inthe Execute Playbooks section of the incident, click Execute Playbook.

The SOC team can investigate the logs of the infected endpoint manually or configure
the playbooks to attach the events to the playbook and take the necessary remediation
actions.

High INOODOOO29 Malicious Code Not Assigned New o " ——
& tdit & Refresh
Affected Endpoint/User Executed Playbooks Audit History
PLAYBOOK STATUS TRIGGER 39 SO ™ Expand Al
- M
Topolomy .
. - - Execute Playbook

13. Inthe Select Playbook to Run window, select Unquarantine Endpoint, and then click Run.

Select Playbook to Run

[ camms.
O aName Description Status Created Time Modified Time
0O Get Saftware Inventory from EMS (EMS Connector Playbook to get software inve @ Enat 09/27 /202 09/27 /202
O el Wl bdithes Trom EMS [EMS Connecior Blavbook 1o el wulr i @ Enal 27 /2022 2772022
I B Unguarantine Endpoint Custom bulld playbook to get & Enabled YWesterday at 11:18 PM Yesterday al 11:22 PM
0 Uipdate Ass fenil EMS Car t Play : wilomatically upd @ Enabled 097272022 09/27/2022

14. Inthe Manually Run Playbook window, click OK to run the playbook.

15. Click Close.

16. Return to the FortiClient EMS GUI, click Endpoints > All Endpoints, and then click HR.
The endpoint has changed from Quarantined to Managed.
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[ | Endpoints & Scan - # Palch - ¥ Action -
BT HR a n v 101602 © Paicy Search All Fields av FEN svs B
CH‘"EI ﬂ DE"HI.-T
Endpeints
Anlivirus Events Vulnerability Events System Evenls
hr Connection Status
R nr Managed by EMS @ Managed -~
Mo Email
© O Other Configuration Features
Endpoints Policy Default = - ik Antivirus enabled ~
Device HR » Installer Mot assigned ~, Real-Time Protection
os B® Microsoft Wind. FortiClient 7070345 enabled
- 40.1.60.2 Version A Anti-Ransemware
] ] o T— installed -
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Exercise 3: Configuring Automated Response With
FortiNAC

In this exercise, you will create security incident rules to use the logs from FortiGate to trigger an automated
response and disable offending hosts. You have already created a firewall policy with a web filter profile with
logging enabled in the previous exercise—you will reuse the same policy in this exercise.

Configure Security Incident Rules

FortiGate was preconfigured to forward logs to FortiNAC. You will now create a parser to interpret those logs, and
then create security incident rules to take automated actions on the offending hosts.

To configure security incident rules

1. On the FortiClient EMS VM, open PuTTY, and then connect over SSH to the ISFW saved session.
2. Login with the username admin and password password.
3. Enter the following commands to configure the syslog filters:

config log syslogd filter

set forward-traffic enable
config free-style

edit O

set category webfilter

set filter " (logid 0317013312)"
end

end

The above configuration will forward logs to syslog for particular events instead of collecting for the entire
category. Log ID 0317013312 is for webfilter logs.

4. Open Google Chrome, and then in Bookmarks, select the FortiNAC login page bookmark.

5. Loginto the FortiNAC GUI with the username admin and password Passwordl!.

6. Click System > Settings, expand System Communication > Security Event Parsers , click Add, and then
configure the following settings to create a parser to help FortiNAC understand logs that FortiGate sent:

Field Value

Enabled Select the checkbox.
Name FortiGate
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10.
11.
12.
13.
14.

242

Vendor Fortinet
Format Tag/Value
Field Delimiter <blank space>

Tag/Value Delimiter =

In the Data Fields section, configure the following settings:

Data field Data field drop-down Value
Source IP Column/Tag Entire Column/Tag srcip
Destination IP Entire Column/Tag dstip
Column/Tag

Type Column/Tag Entire Column/Tag type
Subtype Column/Tag Entire Column/Tag subtype
Threat ID Column/Tag Entire Column/Tag logid
Description Column/Tag Entire Column/Tag msg
Severity Column/Tag Entire Column/Tag level

Click the Severity Mappings section, click Add, configure the following settings, and then click OK:

critical 8
alert 7
emergency 10
warning 5
information 1
error 9
notice 3

Click Network > Inventory, expand Firewall > ISFW.ftnt.lab, click the Element tab, in the Incoming Events
field, select Security Events, and then select the new FortiGate parser.

Click Save.

Click Logs > Security Incidents, and then on the right, click Rules.

Click Add to create a new security rule.

In the Add Security Rule window, in the Name field, type Risky Websites.
In the Trigger field, click the Add icon to create a new trigger.
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15. Inthe Add Security Trigger window, in the Name field, type Gambling Websites.
16. Inthe Security Filters section, click Add.
17. Inthe Add Security Filter window, in the Custom Fields section, click Add.

18. Inthe Add Field window, configure the following settings to match gambling websites with the following values,
and then click OK until you return to the Add Security Rule window:

Source Value Severity Value

Name CATDESC

Value Gambling

& Dcrboced

& Uiz ffinls
Add 59w iy Filler

dh Mobearc

B Falicy 5 Lot
B rortal
i Loy
faxllt Lags

L
= v
T
Zrutrze
. TheastIC:
ZBwuiha

Sowmin. M M
. Prectan ESINAT 60 5007233 frd M ERUrTy SWne

oo e e W

vis
- - This lab uses gambling websites and the web filter profile as an example, but you
should be able to take automated response actions for any category or UTM profile
— that would generate a log.

19. Inthe Action field, select Automatic, and then click the Add icon.
20. Inthe Add Security Action window, configure the following settings to create an action:

Source Value Severity Value

Name Disable Host
On Activity Failure Continue Running Activities
21. Inthe Activities section, click Add.

22. Inthe Add Security Activity window, in the Activity field, select Disable Host, select the Secondary Task
checkbox, click OK until you return to the Add Security Rule window, and then click OK again.
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You will use the SALES VM to test the automated response of FortiNAC after navigating to a test site in the
gambling category.

To test automated response

1.
2,

On the SALES VM, log in with the username sales and password Passwordl!.

Open Google Chrome, and then navigate to the Fortinet test website for the gambling category at
https://wftestll.fortiguard.fortinet.com/wftest/11.html toreach the test site, as shown in the
following image:
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It may take 2—3 mins for FortiNAC to receive and process the logs from ISFW, and then disable the host. If
you try to access any web page now, you should be redirected to a Dead End page, as shown in the following
image:
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3. Onthe FortiClient EMS VM, return to the FortiNAC GUI, click Users & Hosts > Hosts, right-click the SALES host,
and then select Show Events to validate those actions have been taken by FortiNAC.

You should notice a Dead End icon and log associated with it.
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4. Torevert the actions performed on the host, navigate to Logs > Security Incidents, click Alarms, select the
previously generated alarm, and then click Undo Action.

5. Click Yes to continue.
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6. Click Users & Hosts > Hosts, right-click the SALES host, and then select Show Events to validate that the
access has been restored.
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