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Preface

Quantum cryptography utilizes the subtle properties of quantum mechanics,
for example, the quantum no-cloning hypothesis and the Heisenberg uncertainty
principle. In contrast to conventional cryptography, whose security is regularly based
on unproven computational assumptions, quantum cryptography has a significant
advantage in that its security is frequently based on the laws of physics. Thus far, the
proposed applications of quantum cryptography include quantum key distribution
(QKD) and quantum bit commitment.

Many of us are already using wireless sensor devices in our day-to-day life,
but security in those devices or applications using those devices is very important.
Comprehensive analysis of practical quantum cryptography systems implemented
in actual physical environments via either free-space or fiber-optic cable quantum
channels is also observed. Quantum secret sharing is one of the important parts of
quantum cryptography.

Apart from these, security and privacy are vital to modern blockchain technology
since they can exist without an authorized third party, which means that there may
not be a trusted responsible person or organization in charge of systems. Security of
the current systems is based on computational hardness assumptions, and many of
the standard cryptography systems are known to be vulnerable to the advent of full-
fledged quantum computers. On the other hand, it is possible to make a blockchain
more secure by quantum information technology. So these are some of the main
reasons for writing about quantum cryptography and its applications.
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Networks with Trust
and Monitoring

Gaurav Sharma and Sushopti Gawade

CONTENTS
L1 INErOQUCHION ..uvniiiiiiieiieiiciieiet ettt st 1
L.1.1  SDN AICRItECTUIE ..ottt 2
1.2 Security Challenges in Software-Defined Networks..........ccccceceevineenincenncnne. 3
1.2.1  Threats to SDN .....coociiiiiiirieneiceeceeeeeeee et e 3
1.3 Literature Review—Different Approaches to SDN Security ........c.ccccceveennenee. 7
1.3.1 Trust-Based APProaches.........cc.cceceeverienerienenienieienieeieseeee e 8
1.3.2 SDIN MONIOTING ..eevieutiieeniieiienieeiesieeiesieeie ettt et seeeaesaeas 10
1.4 Critical ANALYSIS ..cc.eeoiiiiieiieiieieiiee e 11
1.5 Network Monitoring for Trust in SDN—A Concept..........cceceevvereerereenuennens 12
1.5.1 Proposed Security CONCEPL ........covereerierieriiniieniieiienieeie e 12
1.5.2  Objectives of the Proposed Concept..........cceeeevuervenenieeneenieneeneennnn 14
1.6 Experimental Setup—A Case Study .......cccooeeverienienieniieieneeeneee e 14
1.6.1  Telemetry Data.......ccccooiiieriiiiiniiieieeeeeeeeee e e 17
1.6.2 Authentication, Authorization, and Accounting Data .............cc........ 17
1.7 CONCIUSION .etiniiiiiiiieeiciee ettt 18
RETETENCES ...ttt 19

1.1 INTRODUCTION

Software-defined network (SDN) has emerged as a new paradigm in networking
which has introduced programmability in networking. The Control Plane and Data
Plane are separated in a software-defined network, allowing for greater network man-
agement stability [1]. This separation also enables a single controller in the Control
Plane to control several data-forwarding devices, such as switches. SDN controllers
at the Control Plane, which are servers on which programs can be deployed, can
also be configured. The SDN controller and its applications can communicate using
application programming interfaces (APIs). RESTful APIs, as well as other types of
APIs such as Java, Python, and others, are provided by all available controllers [2].

DOI: 10.1201/9781003296034-1 1
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Figure 1.1 illustrates the concept of separation planes introduced in SDN com-
pared to traditional networks. The separation of planes happens in the network
devices and helps in having flexible management and control of the network devices
and, hence, the network.

1.1.1 SDN ARCHITECTURE

The basic SDN architecture, with the functionality of the SDN separated in the
Application Plane, Control Plane, and Data Plane, is presented in Figure 1.2.

a. Control Plane
In SDN, the Control Plane’s job is to provide various network-related func-
tions. The controller is located at the Control Plane and interacts with the
applications and switches through the North-Bound and South-Bound
APIs, respectively. The controller sends forwarding rules (flows) to Data
Plane devices and sends data, statistics, and an interface to the applications
to manage the network.

b. Data Plane
The Data Plane’s role in the network is to provide forwarding. Forwarding
devices like OpenFlow switches are used at the Data Plane. It saves the flow
rules that the controller receives from the South-Bound API, such as the
OpenFlow protocol. If there are no rules for a certain flow, it requests the
flow rule from the controller.

c. Application Plane
The Application Plane is where the applications are incorporated with the
network through the North-Bound APIs of the controller. To allow commu-
nication between the application and the controller, RESTful, Java, Python,
and other APIs may be used.

SDN has many advantages, including dynamic network programmability, network

virtualization, and much more effective and centralized network management. It
has opened the way for innovative network functions while also necessitating the

Traditional Network Software Defined Network

) SDN Controller
Network Devices

Control Plane
Control Plane

Data Plane

Data Plane

v
I....

SDN Switch

FIGURE 1.1  Separation of planes.
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APPLICATION PLANE

Application (Application Layer)

A
North Bound

Interface
v
CONTROL PLANE

SDN Controller (Control Layer)

A A
South Bound

Interface
v v
OpenFlow OpenFlow DATA PLANE
Switch Switch (Infrastructure Layer)

A4

IHostlI IHostlI IHostlI IHostlI

FIGURE 1.2 SDN architecture [1].

creation of new protocols and methods for implementing them. Because of its ben-
efits, SDN is expected to replace existing traditional networks.

For all of the benefits that SDN provides, it also introduces a new series of security
threats. The division of network operations in the Control Plane and Data Plane
introduces new vulnerabilities into the SDN architecture.

SDN is still developing and lacks security mechanisms at different levels. So
there is a strong need for external security mechanisms that can overcome such
vulnerabilities in the SDN architecture.

1.2 SECURITY CHALLENGES IN SOFTWARE-DEFINED NETWORKS

SDN, with network programmability, provides several new features such as
traffic programmability, agility, and the ability to establish policy-driven network
supervision and network automation. However, in addition to these benefits, SDN
introduces a new range of security challenges. The division of network functions in
the Control Plane and Data Plane introduces new flaws into the SDN architecture.

1.2.1  THreats TO0 SDN

Kreutz et al. [3] have identified the threat vectors in SDN security. Table 1.1 provides
the details of each threat vector identified in [3] and the layer/plane in SDN architec-
ture which may be targeted.

Yoon et al. [4] provide a detailed review and categorization of the vectors for pos-
sible abuse or attack in SDN. The authors have identified 22 attack vectors, which
include Control Plane, Control Channel, and Data Plane attacks.
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TABLE 1.1
Threat Vectors in SDN Security [3]
Threat Specific
Vector Description to SDN Target
1 Forged or faked traffic flows by malicious No Data Plane
users or faulty end devices.
2 Attacks on vulnerabilities in switches No Data Plane
3 Attacks on Control Plane communication Yes North-Bound and South-Bound
Communication
Attacks on and vulnerabilities in controllers Yes Control Plane
Lack of mechanisms to ensure trust between Yes North-Bound Communication

the controller and management applications

6 Attacks on and vulnerabilities in No Application Plane
administrative stations

7 Lack of trusted resources for forensics and No All planes
remediation

Scott-Hayward et al. [5] also present a detailed comparison of the research work
at different SDN layers/interfaces. It categorizes the potential attacks to which the
SDN architecture is vulnerable as:

e Unauthorized access

e Data leakage

¢ Data modification

¢ Malicious/compromised applications
e Denial of service

e Configuration issues

e System-level SDN security

Akhunzada et al. [6] developed a modern layered or interface taxonomy of identified
SDN security vulnerabilities, attacks, and challenges to explain the key categories
of security implications of each SDN layer/interface. They have also compared the
leading security solutions proposed by various researchers. Figure 1.3 presents the
taxonomy of the SDN security vulnerabilities, attacks, and challenges identified by
Akhunzada et al. [6].

Li et al. [7] have focused on the security challenges and countermeasures for
OpenFlow-based SDN. They have considered the attacks on the SDN’s confidential-
ity, integrity, and availability and classified the security challenges as follows:

a. Switch-related security challenges
b. Controller-related security challenges
c. Channel-related security challenges

Shaghaghi et al. [8] have examined recent advancements in SDNs, identified the
most frequent vulnerabilities, and presented a new SDN attack taxonomy. They have
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also provided a detailed analysis of the challenges in protecting the SDN Data Plane
and Control Plane, as well as recommended solutions for the same.

Recently, Yurekten et al. [9] have presented the threat categorization for SDN
based on threat intelligence. It categorizes the threats, in the study, as:

e Scanning attacks

e Spoofing attacks

e Network-level DoS attacks

e Sniffing attacks

e Malware and social engineering attacks

*  Web application attacks

e Other attacks (based on hardware, OS, processes)

According to the analysis by Chica et al. [10], SDN faces the same threats as tradi-
tional networks. However, because of the architectural changes, SDN may require
new or modified tactics to combat the dangers. The authors have suggested the fol-
lowing strategies:

e Policy-based defense strategy

e Machine learning-based defense strategy
e Moving target defense strategy:

e Collaborative/distributed defense strategy

The SDN controller can act as a single point of failure in the SDN architecture and
can become a prominent target for denial of service (DoS)/distributed denial of ser-
vice (DDoS) attacks, knocking the network down. If an SDN controller is hacked, it
can serve as a source of information to a hacker because it retains all of the network’s
topology and traffic data.

Because controllers lack mechanisms to accurately check the eligibility, legality,
and trustworthiness of SDN applications, deploying a malicious or untrustworthy
SDN application poses a considerable risk to the controller and the data it contains.
Lack of application authentication and authorization, conflicts between applications
on flow rules, and chances for malicious applications to insert fraudulent traffic are
just a few of the serious issues with SDN controllers [11].

Switches in SDN at the Data Plane can be targeted for DoS/DDoS attacks, taking
network segments down, or modifying the flow table stored in OpenFlow switches
through the hosts.

As aresult, it may be concluded that SDN faces security issues that are both spe-
cific to SDN and similar to conventional networks. Security challenges in the five
focus areas can also be addressed to secure SDN, depending on all of the research to
identify prospective difficulty areas in the SDN architecture:

e Application Plane (application security)
¢ North-Bound Interface (NBI; secure communication using APIs—
RESTful, Java, Python)
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e Control Plane (SDN controller security)

e South-Bound Interface (SBI; secure communication using protocols—
OpenFlow, Netconf, etc.)

e Data Plane (switch and end-device security)

1.3 LITERATURE REVIEW—DIFFERENT
APPROACHES TO SDN SECURITY

In recent years, many researchers have presented security solutions for SDN utiliz-
ing a variety of techniques. The following are some of the most well-known propos-
als for securing SDN using various techniques.

Chowdhary et al. [12] have presented a dynamic game-based security frame-
work for SDN in the cloud. To protect SDN from DDoS attacks, it employs dynamic
game theory based on reward and punishment in network bandwidth consumption.
The attacker’s network bandwidth is dynamically decreased for a set length of time
as a punishment. The bandwidth of the player is restored (rewarded) once it starts
cooperating.

In recent years, many machine learning-based approaches have been proposed to
deal with security in SDN.

Elsayed et al. [13] have given an analysis of malicious traffic detection in SDN
using publicly available datasets and existing machine learning algorithms. They
have uncovered the flaws in traditional machine learning techniques to provide a
more secure SDN security framework in the future.

Sultana et al. [14] have studied a variety of intrusion detection techniques that
used machine learning and deep learning. They have also explored the difficulties
in deploying such strategies in real-world networks to detect traffic problems and
monitor networks.

Bawany ez al. [15] have given an in-depth analysis of DDoS attack detection and
mitigation approaches using SDN. They have also analyzed and classified those
techniques based on entropy-based detection mechanisms, machine learning, traffic
pattern analysis, connection-rate-based anomaly detection, and intrusion detection
system (IDS) integration with OpenFlow. The authors have also proposed a proac-
tive DDoS Defense Framework (ProDefense) for smart city data centers based on
SDN, which allows application-specific needs for DDoS attack detection and mitiga-
tion to be implemented.

Banse et al. [16], to achieve security, have presented a taxonomy-based policy
framework for SDN North-Bound Interfaces. A taxonomic relationship expresses
rules that clearly define the relationships of users, switches, ports, and hosts. The
rules are written using first-order logic (FOL), which does not use fixed identifiers.
A policy specifies which resources a certain user has access to. It is extremely desir-
able in dynamic network topologies with new SDN applications possibly joining and
leaving the network at any time because security regulations cannot be defined using
static identifiers such as certificates or names.

Niemiec et al. [17] have proposed—Risk Assessment and Management approach
to SEcure SDN (RAMSES). It investigates the reputations of external programs that



8 Gaurav Sharma and Sushopti Gawade

deliver requests to the SDN controller and monitors their possible impact on net-
work performance using a risk-aware methodology. The impact on the SDN network
(impact) and the provider’s reputation are used to assess the risk posed by an external
application (likelihood).

1.3.1 TrusT-BASED APPROACHES

Yao et al. [11] have proposed a Trust Management Framework (TMF) for SDN appli-
cations in which the trust value of an application is evaluated and is also dynamically
updated based on its performance which is continuously monitored by the Network
Performance Monitor (NPM) module with the help of Trusted Platform Module
(TPM). The proposed TMF can also detect and solve the flow rule conflicts between
applications. It can also detect malicious applications.

Duy et al. [18] have proposed “Trust Trident,” a trust-based authentication frame-
work, which manages secure communication between the applications and the con-
troller. The proposed framework works like a plug-in that intercepts the requests
from applications, opens them for analysis and evaluation of their privileges, and, if
found correct, forwards them to the controller. It authenticates the application by the
authentication module, and the authorization module checks for the permissions of
the application to consume network resources.

Chowdbhary et al. [19] have proposed “TRUFL,” a distributed Trust Management
Framework. The authors have identified threat vectors—Rogue Insider Attack and
Compromised Switch Attack. The framework uses Public Key Infrastructure (PKI)
to establish trust between only legitimate devices to communicate between differ-
ent planes. It works over OpenStack and is developed to be deployed in a cloud
environment.

Pisharody et al. [20] have proposed a security policy analysis framework to check
the vulnerability of flow rules in SDN-based cloud environments. The authors have
introduced a framework that monitors and maintains a conflict-free environment,
including strategies to automatically resolve conflicts. They have classified and
described the possible conflicts among flow rules in SDN’s forwarding table that can
cause information leakage. The framework detects flow rule conflicts in multiple
SDN controllers and works to avoid them.

Aliyu et al. [21] have proposed a trust management mechanism enabling network
applications to connect with the SDN controller securely. It achieves trust by authen-
ticating the network applications and setting authorization rules, or privileges, that
determine network resources that the application can use.

Betgé-Brezetz et al. [22] have proposed an intermediary layer between the con-
troller and the switch called Trusted Oriented Controller Proxy (ToCP). It compares
the flow rules from different redundant controllers and installs the most trusted one
on the switch. Every controller participates in configuring the paths and has a con-
fidence level. The path is configured only if the cumulative trust level is more than
the threshold.

Banse et al. [23] have presented a web-based, secure, independent North-Bound
Interface to the controller which supports the deployment of external applications.
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The SDN applications and the controller communicate with each other through an
encrypted channel. The framework contains an integrated trust manager that enables
the restriction of the interface to only authenticated and trusted applications. A con-
figurable permission system allows the enforcement of authorization or permissions
to the applications.

Isong et al. [24] have proposed a trust model to protect the controller by allowing
only the applications that meet a minimum trust level to communicate with the con-
troller and consume network resources. The researchers have proposed a trust estab-
lishment model between the application and the controller and used a trust matrix
of applications corresponding to their identity for effective resources management in
SDN. It uses direct trust which is based on the observation of activities performed
by SDN applications when requesting network resources and also on previous inter-
actions between the controller and applications that were either successful (s) or a
failure (f).

Burikova et al. [25] have proposed a Trust Management Framework that estab-
lishes and manages the trust between the application and the controller for the SDN-
based internet of things (IoT) platform. It includes authentication of the applications
by the controller and their authorization (verifying permissions). Applications are
also categorized as security applications (highest priority) and non-security applica-
tions (lowest priority) and get permissions accordingly. Trust is calculated based on
factors such as reputation, operational risk, information risk, and privacy level.

Cui et al. [26] have proposed an approach to protect the North-Bound Interface
by introducing the application authentication system, which addresses the key chal-
lenges of resolving conflicts between untrusted applications and requests. The
authentication process includes permission checks to verify the access permission
of the application.

Scott-Hayward et al. [27] have presented an approach to secure the North-Bound
Interface by introducing a permission-based trust management mechanism for
SDN—OperationCheckpoint. It ensures that controller operations are available to
trusted applications only. However, it has limitations that cannot change the rights of
the application dynamically to prevent their malicious behaviors.

Shin et al. [28] introduced FRESCO, an OpenFlow security application develop-
ment framework that makes it easier to design and build OF-enabled detection and
mitigation modules quickly and modularly. To enforce flow constraints to defend the
network against threats, the authors have introduced the security enforcement kernel
[28, 29].

Lamb et al. [30] outline the constraints of trust within SDN. It discusses the dif-
ferent requirements for communication between different network entities. Sood
et al. [31] conducted a theoretical study of policy-based security management or
architecture, which dynamically manages the network.

The trust-based approaches discussed above are limited to a single plane. Mostly,
the focus is on introducing trust between the controller and the applications, in the
North-Bound Interface (NBI).

A trust evaluation method for the Data Plane nodes based on direct, indirect, and
historical trust values has been presented by Zhao et al. [32]. The method stores
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the trust scores using blockchain; hence, they have named it TrustBlock. It consid-
ers the security (identity authentication) and reliability (forwarding status) for trust
calculation.

Table 1.2 summarizes several popular trust-based security approaches proposed
for protecting the SDN. It also describes the layer of SDN architecture and the inter-
face at which they work.

1.3.2 SDN MONITORING

Monitoring network behavior is one approach to network security. This has
traditionally been used in conventional networks to track and then prevent security
incidents. Many researchers have used this approach to improve SDN security. This
method is ideal for tracking the behavior of Data Plane devices, such as switches, as
well as their communication with the controller.

Giotis et al. [33] and Zaalouk et al. [34] have used and explored traditional
monitoring protocols such as NetFlow/IPFIX and sFlow with the SDN protocol,
OpenFlow, to monitor the SDN network.

Yu et al. [35] have proposed FlowSense, which uses a push-based approach to
receive flow statistics from the switches. In this approach, instead of monitoring
the switches by polling actively, their performance is measured by passively cap-
turing and analyzing control messages between the switches and the centralized
controller.

Phan et al. [36] have proposed an SDN monitoring framework that separates the
monitoring logic from the forwarding logic called SDN-Mon. This approach provides

TABLE 1.2
Prominent Trust-based Security Methods Proposed for SDN
Sr. Research Work SDN Layer/Interface Comment
1 Betgé-Brezetz et al. SBI, Data Plane Uses polling method to get a cumulative
[22], 2015 trust score of the network. Redundant
controllers will add to cost and complexity
2 Aliyu et al. Application Plane, NBI ~ Uses authentication and authorization to
[21], 2017 evaluate trust of applications
3 Yao et al. [27], 2018 Application Plane, NBI ~ Requires a hardware chip—Trusted Platform
Module (TPM)

4 Duy et al. [18], 2019 Application Plane, NBI ~ Uses authentication and authorization of
applications via a separate Trust Trident

REST API
5 Chowdbhary et al. Data Plane, Control Uses PKI-based mechanism to establish trust
[19], 2019 Plane, SBI between the controller and the switches
6 Burikova et al. Application Plane, NBI  Uses the factors—reputation and risk for
[25], 2019 trust calculation of applications by

monitoring their behavior
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a very fine-grained and efficient way of monitoring which is independent of the for-
warding function, making it more flexible for various management applications.

Fawcett et al. [37] have introduced Tennison, a multi-level distributed monitoring
and remediation framework for SDN. It brings in the concept of a separate Tennison
coordinator which works along with the SDN controller. It can be used to detect
DoS/DDoS attacks, scanning attacks, and intrusions and can protect against them.
The Tennison coordinator also uses traditional network monitoring techniques like
IPFIX and sFlow for monitoring.

Tsai et al. [38] present an overview of SDN monitoring solutions identifying the
challenges and open issues. It provides a comprehensive review of monitoring SDN.
It also compares traditional network monitoring with SDN monitoring in terms of
collection, pre-processing, transmission, analysis, and presentation of traffic over
the networks.

Traditional network monitoring methods have been used for SDN monitoring;
however, real-time SDN monitoring to generate trust values for network entities such
as the SDN controller, switches, and applications, as well as conventional network-
ing devices, has not been thoroughly investigated.

1.4 CRITICAL ANALYSIS

A lot of work has been done in implementing security in SDN based on trust. But,
almost all of them have focused on only a single plane. In [33], the overall trust
is calculated using direct, indirect, and historical trust values. These trust values
are based on parameters based on the forwarding performance of the Data Plane
switches.

Performance metrics are as follows:

¢ Degradation in performance due to an attack, or any other factor

e Detection of flooding of messages and DoS/DDoS attack

¢ Detection of suspicious behavior

e Signs of intrusion through the compromised switch or node connected to
the switch

These performance metrics can also be considered to contribute to the overall trust
value of the Data Plane devices.

In [24], the researchers have focused on calculating direct trust for the appli-
cations based on a Trust Access Matrix, which is used to verify, which applica-
tion can access which network resource through the controller. Thus, the concept of
Authentication (verification of identity, authorization (restricting access to network
resources), and accounting (monitoring of applications based on their behavior) can
be used.

Also, there is a need for a solution, which can be deployed in the current setting,
using a hybrid SDN. A hybrid network also uses traditional, or legacy, network
devices. To propose a multiple-plane trust-based security architecture, it is important
to understand how hybrid SDN works and is deployed [39, 40].
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It is also essential to have a good understanding of the available SDN controllers
and the features they provide. Ahmad et al. [41] have presented an extensive survey
of the SDN controllers.

1.5 NETWORK MONITORING FOR TRUST IN SDN—A CONCEPT

SDN is still evolving and a lot of research is going on in the field of SDN security.
The challenges are different in SDN compared to traditional networks; hence, the
proposed solution may evolve as the research work progresses.

1.5.1 PropPoseD SecuriTY CONCEPT

The proposed security architecture aims to use trust scores to monitor, permit,
or restrict network entities over the network. The motivation behind a trust-based
framework is to come up with a security solution that can monitor different
parameters at different planes and will compute a trust score.

Figure 1.4 illustrates an initial concept of the proposed security architecture.
A Trust Evaluator (TE) component is conceptualized with two modules—North-
Bound Interface Trust Module (NBI-TM) and South-Bound Interface Trust Module
(SBI-TM). The functions of NBI-TM and SBI-TM will be to calculate trust values for
applications and the switches (and the flows) connected to the controller, respectively.

NBI-TM can use mechanisms like application authentication to verify that the
application is registered and allowed to be connected to the controller. It may also
perform the authorization function and check the permissions that the application

Applicati Trust
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SORETE R ’
A A A A NBI
-—]] - — — — ™
A\ 4 \ 4 \ 4 Y
Truste,, | Historic
SDN Controller [ Prrrrrenney > Trust
A A Score
——————————————— SBI \“
\ 4 A 4 ™
Trust Hist
Switch Switch
J \4 \4

Trust Score
Calculator

—

\ 4
Trust Final

FIGURE 1.4 Proposed security architecture based on trust.
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has, like, only getting the network statistics (read rights), or updating the flow rules
(write rights). Additionally, it can also monitor the application behavior and keep
a track of periodic updates and vulnerability patches. Based on these tasks per-
formed on the applications regularly, NBI-TM can compute direct trust value for the
application.

SBI-TM can use network monitoring tools and techniques to gather about the
performance of the connected network devices. Both, techniques used for SDN and
traditional networks, can be used to assess the security (authentication, vulnerabili-
ties, incidents) and reliability (performance, task completion, data forwarding) of the
Data Plane devices.

The trust score, Trust.,, for each network entity (applications, controllers,
switches) is calculated by the Trust Evaluator (TE) module. This score is the current
trust score calculated in real time. It is also stored in the Historic Trust Score (HTS)
database and will be used for the final trust score calculation later. For every network
entity, only one trust score entry exists in the HTS database and gets updated peri-
odically. This trust score is Trusty;,.

The Trust Score Calculator (TSC) module will calculate the final trust score for
each network entity, Trust,;,,. This score is the final trust score generated, which is
based on the Trust,,, and Trust,;,, scores.

Trustpig = Wy * Trustc,,, + W, * Trust g,

The security monitoring team can set the weight W, and W, for the Trust.,,, and
Trust,,, scores, respectively, and customize the system as per the enterprise monitor-
ing requirements.

The final trust score, Trustp,,,, is updated by the TSC module to the HTS database
for future trust score calculation.

Figure 1.5 presents the tasks to be performed at each layer and the interface of the
SDN architecture. The existing authentication, authorization, and accounting (AAA)
processes may be used to authenticate and authorize network entities. This reduces
the time, complexity, and additional skills needed to set up a security solution based
on trust across multiple planes of the SDN architecture.

SDN monitoring-based approach may be deployed with less overhead in terms of
new technologies and skills as the existing network monitoring tools can be used such
as NetFlow/IPFIX and sFlow. Security data from already installed tools and tech-
niques such as intrusion detection systems, firewalls, and other security protocols,

Application North-Bound Control South-Bound Data
Plane Interface Plane Interface Plane

Authentication Monitoring Authentication Monitoring Authentication

. Permnﬁsnons Authentication . Incnde[\ts
« Behaviour « Behaviour

Authentication Authentication

FIGURE 1.5 Tasks performed at each SDN layer and interface.
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such as security incidents and anomalous activities, can also be used to calculate the
trust score for network entities.

1.5.2 OBjecTives OF THE PROPOSED CONCEPT

As discussed earlier, many security mechanisms for SDN have been proposed to
secure SDN; however, there is a lot of scope to work in this direction as there is still
a lack of a trust-based security framework that can work with the SDN architecture
across different planes.

The following are some areas that are not yet completely explored:

e No security framework has been proposed for a hybrid SDN setup that
contains SDN and traditional network elements. Many organizations
prefer to go with hybrid SDN as either they are deploying SDN gradually
in a phase-wise manner or they do not intend to completely replace their
traditional network with SDN.

¢ No single security framework has been proposed for the security of the
entire SDN architecture across multiple planes.

¢ No security framework has been proposed that uses preventive as well as
reactive strategies at the entire SDN architecture level.

The objectives that can be achieved by a trust-based security framework for
SDN are:

¢ To have a trust management mechanism that uses monitoring, policies, and
the behavior of the network entities to compute trust values

* To assess the security of different entities in SDN, working along with the
traditional network

e The proposed trust-based security mechanism will present the security
monitoring team with a trust score that will give the team quick informa-
tion about the health of the network in real time

1.6 EXPERIMENTAL SETUP—A CASE STUDY

For the initial implementation of a test bed and deployment of an SDN with multiple
nodes, OpenDayLight SDN controller with Mininet was used.

OpenDayLight controller is an open SDN controller that offers software
components with well-defined application programming interfaces (APIs) that
enable developers to easily build new network management and control applications
[42]. Mininet is a network emulator for deploying large networks quickly for testing
software-defined networking (SDN). OpenDayLight controller also provides APIs,
which can be used by external applications to interact with controller and exchange
data. Figure 1.6 presents the APIs provided by the OpenDayLight controller.

The APIs can be used by the applications to get, post, or update network data in
the XML format as shown in Figure 1.7.
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Mininet is one of the most popular network emulators for SDNs [43]. For testing
the implementation, it may be used. Creating an SDN test bed with virtual machines
has limitations of computing resources and may not scale beyond a certain limit.
But a network emulator/simulator can be used to test the implementation on a larger

network.

Figure 1.8 displays a basic topology created using Mininet. Mininet runs
OpenvSwitch and has a basic controller. But Mininet can also be connected with

external controllers.

The topology created using Mininet can be viewed in the connected OpenDayLight

controller as shown in Figure 1.9.
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Terminal

© ® ® gaurav@gaurav-VirtualBox: ~

gaurav@gaurav-VirtualBox:~$ sudo mn --topo=linear,3 --controller=remote,ip=127.0
.0.1:6633

[sudo] password for gaurav:

*** Creating network

*** Adding controller

Unable to contact the remote controller at 127.6.0.1:6633:6633

*** Adding hosts:

hi h2 h3

*** Adding switches:

s1 s2 s3

*** Adding links:

(h1, s1) (h2, s2) (h3, s3) (s1, s2) (s2, s3)

*** Configuring hosts

hi h2 h3 Permsize=512m; support

bin

*** Starting controller
*** Starting 3 switches
s1 s2 s3

*** Starting CLI:
mininet> i

Hit '<tab>' for a list of available commands
and '[cmd] --help' for help on a specific command.
Hit '<ctrl-d>' or type 'system:shutdown' or 'logout' to shutdown OpenDayligh

OpenDaylight Dlux - Mozilla Firefox

OpenDaylight Dlux 10.0.2.100:8181/restconf/o; X | +
<)> C @ ® 10.0.2.100:8181/index.html#/topology

* OPEN

S5 Topology

N % Topology ool
ontrols

host:42be: 9:e5
openflow:3

openflow:2

host:76:64: 20:36:80:26

host:22:08: T1:37:c9:cf
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1.6.1  TeLEMETRY DATA

Telemetry data or network monitoring data is collected using different existing tools.
For example, sFlow data can be collected using sFlow-RT. Figure 1.10 presents the
sFlow-RT dashboard.

The data collected can be processed and converted to formats like JSON for fur-
ther processing. sflowtool is an example for converting sFlow data into a JSON for-
mat, which can be processed using programs to generate the required trust score
based on different considerations set by the security team.

Figure 1.11 presents a flowchart for obtaining trust scores from the telemetry
data. sFlow has been used as an example, but data from any, and multiple, network
monitoring tool can be used. The use of standard existing monitoring techniques
will ensure that the proposed mechanism will work with any SDN controller and
also work with the traditional networking devices.

1.6.2  AUTHENTICATION, AUTHORIZATION, AND ACCOUNTING DATA

The already existing authentication, authorization, and accounting mechanisms can
be used for authenticating the identity of the SDN applications and the various net-
work entities. Permissions and the behavior of the apps and the network entities can
be monitored for anomalies and provided to the proposed system. For this, the input
can be gathered from the AAA Server, IDS, Firewalls, etc., and processed to get the
trust score in real time. Any security incident or a breach can also impact the trust
score.

Some SDN controllers have the AAA service embedded in them. This enables
them to identify and verify the SDN applications (NBI) and the switches (SBI). This
prevents spoofing of the applications and the switches.
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FIGURE 1.10 OpenDayLight corrected to Mininet.
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FIGURE 1.11  Trust Score using telemetry data.

Arbettu er al. [44] have presented a study on four leading open-source SDN
controllers—OpenDaylight, ONOS, Rosemary, and Ryu. OpenDayLight controller
supports AAA services for both NBI and SBI.

The network entity, app, or an entire network segment, which is more vulnerable
and/or experiences more frequent attacks or failures, will over the period have a
lower trust score. This will also be an indicator to the security team to quickly iden-
tify such more vulnerable sections of the network.

1.7 CONCLUSION

There is a need for a single framework that identifies the trustworthiness of all the
entities in a network. Such a solution is required to simplify the identification of
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network entities in a network with low trust and will restrict them from accessing the
network as per the policies. This will further become complex in an SDN environ-
ment with traditional network elements being used at the same time. Thus, traditional
network elements and techniques also need to be considered by the framework.

The proposed mechanism is based on the existing concept of network monitor-
ing and will use the existing techniques for the generation of trust scores for each
network entity. This will help the security team to identify the low trust network
entities, and also network segments, quickly and to detect and further investigate
the issues in depth. This will help the team to monitor and manage the network and
also in tasks like traffic engineering. As this mechanism can work with traditional
and SDN devices, hybrid SDN network deployments can also use this method. The
mechanism is also flexible to adapt to the changes in the network.

Thus, the proposed mechanism aims to present a comprehensive multiple-plane
security framework that will overcome the shortcomings of the prior proposed meth-
ods and present a holistic solution to secure the SDN architecture.
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2.1 INTRODUCTION

With rapid advancements in electronic communication, the secure transfer between
legitimate users has become extremely important against cyber-theft. Over the past
two decades, several protocols have come up in both the classical and the quantum
cryptography to combat this problem and to ensure unconditional security [1-5].
Starting from the first one, the BB84 protocol, several improvements are going on
day by day on the security aspects against eavesdropping and information loss [6].

Quantum key distribution (QKD) is a procedure in which the sender, Alice, pre-
pares a secret key and shares the secret key to the receiver, Bob, using an inse-
cure communication channel. Using this secret key, the sender and the receiver can
exchange the data. In this approach, it has been assumed that in Alice’s laboratory
she prepares the required quantum single-photon state completely secure and she
prepares this single photon correctly. However, in a practical scenario, it is differ-
ent as the attacker, Eve, can steal the information during the preparation phase of
single-photon states. These types of attacks are commonly known as attacks on the
source part.

The most common attacks at source are photon-number-splitting (PNS) attack,
phase-remapping attack, and nonrandom phase attack. All these types of attacks
have been performed during single photon or ancilla preparation.

To overcome this problem, physicists use decoy state which has similar
characteristics such as wavelength and timing information with single state which
makes it harder for Eve to segregate the single state from the mixture of single and
decoy states. Moreover, the current hardware is sufficient for performing these
experiments, which is an added advantage.

However, the main concern is to maximize the key generation rate for long-
distance fiber optical or free-space communication. But due to less correlation
between the legitimate users, some losses will occur. Very low-intensity optical
pulses can be used to minimize these losses. Some more data may be lost further
for performing privacy amplification that ensures better security. As a result of these
huge losses, the key generation rate will be lower.

The physicists are trying to improve secrecy with high key generation rate by
using a higher correlation between the data sent by the sender, Alice, and received
by the receiver, Bob [7, 8].

Theoretically, an infinite number of decoy states can be used to achieve a better
security, but in practice, two (one weak +one vacuum) or less number of decoy states
are sufficient to achieve the security [9].

Some recent types of physical realization [10—14] show that over more than
100 km secure communication can be achieved using the weak decoy state proposal
with two-decoy states (without any signal or vacuum and a weak decoy state of
strength v ). But in practice, true vacuum creation is a challenging problem which
initiates the two nonvacuum decoy state protocols for secure communication.

This protocol can be used as open-space QKD which can be operated from
ground to ground as well as from ground to satellite [15].

This chapter is organized as follows: In Section 2.2, the difference between single
and decoy states and their preparations have been described. The three important
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attacks—(a) photon-number-splitting attack, (b) phase-remapping attack, and (c)
nonrandom phase attack—at the source end has been described for analyzing the
existing decoy state protocol in Section 2.3. Theoretic as well as practical implemen-
tation of decoy state protocol has been analyzed in Sections 2.4 and 2.5, respectively.
Three important parameters for analyzing the secrecy of data using decoy state pro-
tocols such as quantum bit error rate (QBER) analysis, gain analysis, and key genera-
tion rate have been described in Section 2.6. Comparative studies between existing
protocols in secrecy and key generation rate have been analyzed in Section 2.7, and
the chapter ends with a future scope and conclusion mentioned in Section 2.8.

2.2 DECOY STATE

In practical QKD systems, the sender uses attenuated laser pulses or weak coherent
sources that occasionally generate multiphotons. The decoy state method can be
implemented by both active and passive ways. In the active ways, Alice generates
signals using different intensities that can be used to change the probability
distributions of each photon number. Figure 2.1 shows the schematic diagram of an
active decoy state method. In this method, an amplitude modulator (AM) is used
to signal the amplitude of each weak coherent pulse to modulate the intensities.
After creating the different levels of intensities, polarization modulation is used for
encoding each data. Optical filter F is used to transmit light of the same wavelengths
so that it will be more difficult for Eve to distinguish. Optical isolator “I” is used to
propagate in one direction.

2.3 ATTACKS ON SOURCE

In the theoretic approach, it has been assumed that the both sender and receiver’s
laboratory is completely secure. But in practical situation, the sender’s laboratory
is not secure and it is susceptible to different kinds of sophisticated attacks such as
Trojan horse attack [15], phase-remapping attack [16], nonrandom phase attack [17],
and photon-number-splitting attack.

2.3.1 TroJAN HORSE ATTACK

In this attack, Eve sends bright Trojan horse pulses to Alice to know the basis selec-
tion or phase modulation process. Alice’s device emits the back-reflected pulses
which will give information to Eve. The insertion loss and the back-reflection level

SPD

I Channel |F
> |

F
Alice Bob ;\'\A

FIGURE 2.1 Schematic diagram of decoy state method.



26 Supriyo Banerjee et al.

can be estimated by calculating the onward and reverse paths which may not be
necessarily the same. Using this double pass, Eve can determine the total attenua-
tion which provides the knowledge for the estimation of the number of photons. As
a result, Eve steals the information without revealing her presence to the legitimate
users. In 2006, Gisin et al. first proposed this attack [18]. In 2014, this kind of attack
was experimentally demonstrated by Jain et al. [15]. In 2020, Molotkov shows that
the decoy state method can be helpful to protect the data from Trojan horse attack
[15]. Figure 2.2 shows the schematic diagram of a basic Trojan horse attack [19].

2.3.2 PHASE-REMAPPING ATTACK

The popular commercially used “plug-and-play” QKD structure has some practi-
cal limitations as in case of long-distance communication using a fiber optical
channel. It generates phase and polarization instabilities which initiate the devel-
opment of bidirectional QKD schemes. In this bidirectional QKD system, Bob
initiates the session by sending signal pulse and reference pulse to Alice. The
reference pulse is used to activate her phase modulator for synchronizing the sig-
nal. Then the sender performs the phase encoding of the signal pulse. Then Alice
reduces the intensity of these two pulses up to single-photon level and sends them
back to the receiver. In the receiver’s end, Bob randomly chooses basis by phase
modulation of the returning reference pulse. Since Alice allows Eve’s signal to
enter into her measuring device, the system is susceptible to eavesdropping which
is known as phase-remapping attack [16]. Figure 2.3 shows the timing diagram of
a phase-remapping attack.

2.3.3 NONRANDOM PHASE ATTACK

In this attack, Eve uses some external source to illuminate a semiconductor laser
diode, which generates seed photons and creates an open door for her. Seed photons
consist of emitted single photons and some parts from external sources. Both may

basis selector - W% % W

quantum light B
source — quantum
Alice Cve channel
Trojan-horse attack
apparatus
Bob
uantum .
ghanncl basis » DO
selector  gerectors
D D1

FIGURE 2.2 The schematic diagram of basic Trojan horse attack [19].
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FIGURE 2.3 Timing diagram of phase-remapping attack. Sig, signal pulse; Ref, reference
pulse; PM, phase modulation signal. (a) Normal QKD operation; (b) phase-remapping attack.

produce an impact on the phase of the resulting photons. If the number of photons
from external sources is more than the emitted single photons, then the resultant
phase largely depends on the behavior of the external device. If Eve is able to inject
some photons using an external source, then she can control the resulting phase of
the photons.

2.3.4 PHOTON-NUMBER-SPLITTING ATTACK

In practical QKD systems, Alice uses weak coherent laser pulses. Due to imperfection
of the single-photon emitter which occasionally generates multiphotons, an open door
was created for Eve to steal the information using PNS attack. In these attacks, Eve
can block all the single photons generated by Alice. Then she splits the multiphotons
and sends one part of the multiphotons to the receiver Bob and keeps another part in
her possession for further calculation. During the phase reconciliation process, Eve
can easily get the information using these multiphotons.

2.4 DECOY STATE METHOD

In the general decoy state method, a fiber-based setup model has been used widely.
In this setup, the three major components are the source, the channel, and a
detector. Although the decoy state has been prepared in the source end, the channel
characteristics, receiver end’s detector, the yield of channel, and the process play
their crucial roles for secure communication in the presence of Eve.

2.4.1 SOURCE

The weak coherent laser source is used to prepare the state. During phase encoding,
true random function has been applied to make this phase purely random from each
other. Alice prepares the photons with the photon number y for each pulse using the
Poisson distribution. Thus, the density matrix of the emitted state will be
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pa= 2 e K m

where ‘O> <O‘ depicts the vacuum or without signal state and ‘k> <k‘ is the kth photon’s
density matrix.

2.4.2 CHANNEL

In this method, an optical fiber-based communication channel is used. The channel
transmission probability between Alice and Bob 7, can be expressed as

—al

tap =1010 )

where «a is the loss coefficient for the / km fiber optic channel.

2.4.3 DETECTOR

The transmission probability at Bob’s end will be

MBob = tBob"ID 3

where 7 g, 1S the transmission probability at the receiver’s end, f,, is the internal
transmission efficiency, and 5  is the detector efficiency.
The total transmission efficiency between Alice and Bob 7 is given by

N =1aNBob @)

In case of a normal channel, we can assume that behaviors of the n photons are
independent of each other. The transmission efficiency for each photon signal is 7.
Therefore, the total transmission efficiency will be

n,= 1-(-n)" Q)

2.4.4 YD

The decoy state protocol is a session protocol. In the beginning of the session,
the most important component yield Yy = /—channel loss plays a crucial role.
The channel loss is required to be optimum at a certain level because beyond
this threshold limit, the protocol will go into the suspended state. With the prob-
ability p, of generation, the decoy state and signal state must be less than the
yield Y, i.e.,

Yy > py
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Alice prepares n, the mixture of multiphotons with a probability
po(u)=e*u" /In! with u < 1 for the signal state and u > 1 for the decoy state.
Ys =D py,andYs =Y p,(u)ys will be the yield measured by Bob at the

receiver’s end for the signal source and the decoy source, respectively.
On the receiving side, due to the use of imperfect photon detector devices, the
following conditions can arise.

Case I: In case of without eavesdropping (where n = 0), the corresponding
yield will be Y, which is due to some background rate including dark count
and stray-light timing pulses.

Case II: In the presence of Eve (where n > 1), the corresponding yield Y, for
the detection of signal photons from sources 7 , with the background rate ¥,
will be [17]

Yn = YO + 1 _Yonn
©)
:YO +nn

The term Y, ,< 1 is very small, so we can ignore it.

2.4.5 PRrocess

In this method, Alice prepares the decoy state and signal state with similar
characteristics such as same wavelength and timing information. Then Alice sends
this mixture of these two types of states using an insecure channel.

In case of one-decoy state protocol [17], the average photon number of a decoy
state for preparing this mixture will be much lower than the signal state. After send-
ing the full data string, the process will wait for classical acknowledgment from Bob’s
end about receipt of signals. After receiving the classical acknowledgment, Alice
announces which pulses are signal states and which are decoy states. In this mix-
ture of signal and decoy states, all characteristics are the same except photon num-
ber distribution. An eavesdropping attack is dependent on the actual photon number
of each pulse. She has no knowledge about the pulse states (signal or decoy). Any
kind of modification of the characteristics of decoy states and/or signal states will
be detected. If Eve introduces a photon-number-dependent attenuation, then Alice
and Bob can easily detect the presence of Eve by measuring the transmittance of the
decoy state which will be much lower than what is expected under normal operations.
In this way, decoy state QKD can enhance security by detecting the presence of Eve.

2.5 ANALYSIS OF TWO-DECOY STATE PROTOCOL

The three important parameters for analyzing the protocol are gain analysis, quan-
tum bit error rate (QBER) analysis, and key generation rate. The higher correlation
between Alice and Bob’s data will enhance gain and key generation rate and reduce
the QBER rate.



30 Supriyo Banerjee et al.

2.5.1 GAIN ANALYSIS

The gain is directly dependent on the two parameters—the photon sent by Alice and
the conditional probability of detection of that photon at Bob’s end. The gain [19] of
the nth photon will be

O, =Y,p,(w)=Y,(e*u" In!) (7N

The gain for m number of decoy state protocols will be

0, =) rlmer ®)

where vy, v,, ..., v,, are m number of decoy state’s photon number.

2.5.2 QBER ANALysis

In the QKD-based system, a cryptographic key is prepared by Alice using proper
encoding which is a series of correlated photons and then transmitting the same
correlated photons through an insecure communication channel. At the receiver end,
only those data which have same basis with the Alice’s acknowledgment are used for
the preparation of the key. Besides the environmental noises, some errors have been
introduced due to Eve’s wrong basis selection. The percentage of erroneous data
within the received key is known as quantum bit error rate (QBER), the determining
factor for any kind of efficient protocol.
The quantum bit error rate (QBER) of the nth photon states is defined as [19]

e, = €0Y0 + ?stectarnn (9)

where e ..., Signifies the receiver’s end error due to the impaction of detector.
The error rate for m number of decoy state protocols will be

0

i
z v
EV]QV]eVl = eiYiTl'

i=0
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Evm vaevm = eiYi ., (10)

2.5.3 ANALYSIS OF KEY GENERATION RATE

The secret key generation rate can be defined as a rate in which the data can be
correlated between two legitimate users Alice and Bob [19]. In the existing QKD
protocols, some data will be discarded due to mismatch as a result of the choice
of wrong basis by Bob and some used in privacy amplification for achieving better
secrecy. Therefore, the resultant key will be comparatively shortened. The key
generation rate will be lower. So the physicists are trying to minimize the occurrence
of error due to wrong basis selection by Bob. A highly correlated datawill give a
better key generation rate.

In the paper [19] by Gottesman et al., the key generation rate for the BB84 proto-
col has been analyzed

R2q{-0,f(E,)H,(E,)+ Qi[1- Hy(e))]} (1D

where ¢ is the probabilistic factor for detecting the correct value in Bob’s end. In case
of classical BB84 protocol, the guessing is always 50% so g = 1/2 for correct guess-
ing in modified BB84 protocol g = 1. E, is the overall quantum bit error rate (QBER),
e, is the QBER for the single-photon state. O, is the overall gain, and Q, is the gain
for the single-photon state. f(x) is the bidirectional error correction efficiency, nor-
mally f(x) > 1 with Shannon limit f{x)=1. H, and H, are binary entropy functions and
depend on the protocol design.

H,(x) = —xlog,(x) - (1-x)log,(1-x) (12)
With the intensities of the signal state 4 and the non-trivial decoy state ', Wang

derived a useful upper bound for A, the proportion of the tagged state in the sifted
key in GLLP protocol [9] [20]:

-r0 -u
A< B (BT gy, ey (13)
W—p petQ, H'O,

The resultant key generation rate will be

E,

R>qQ,{-H,(E,)+(1-A)[1- Hy( .

I o} (14)
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Using this method, we can avoid the estimation of QBER of single photon e,. So, the
estimation process is much simple. However, this method suffers due to the lower
values of the key generation rates and distances [9].

2.6 PRACTICAL IMPLICATION OF DECOY STATE PROTOCOL

In this section, decoy state protocol has been analyzed with experimental realiza-
tion. In this experiment, one-decoy pulse with a pure vacuum state is used to imple-
ment decoy state protocol. With the principles of four states, the BB84 protocol has
been used here. In this method, single-photon input has been designated by ‘0> or ‘ >

and vacuum is ‘O> A set of two mutually orthogonal bases \/7 (9‘ >‘O> +e¥ ‘O>‘1>) is
used to generate four states in the X basis (y =0,7)) and the Y basis (y = 5,7). Alice
prepares two states ; o 1)‘ >‘0> +1(e” + 1)‘0>‘ >] with probabilities sin’ (ZJ and

2 @ .
cos (2} respectively.

Alice can use weak coherent sources to prepare its input during the encoding pro-

\/2;(6’“ 1)>

. . T
The two cases have been observed at receiver’s end by choosing = 0 or EY

cess. Alice prepares the product state
photon number pulses p.

\/7 (e + 1)> using the mean

(1) Inthereceiving end, if Bob sets # = 0 and Alice prepares its states using a =
0 or a = z, then Bob detects signals at his detector in the X basis (0 or 1). But

if Bob sets f =0 and Alice sets a = % or 37”, then their basis choice will be
different which produces wrong or inconclusive results.

(i1) In the receiving end, if Bob sets =% and Alice prepares its states using
a =0 ora=r, then Bob detects signals at his detector in the Y basis (0 or 1).
But if Bob sets 8 =% and Alice sets o =% or 37”, then their basis choice

will be different which may produce wrong or inconclusive results.

In physical realization, Mach—Zehnder phase-encoding process has been applied for
transferring the data between two legitimate users using a 20 km fiber optic com-
munication channel. In this experiment, A = 1.55 pm wavelength optical pulses have
been used at 7 MHz frequency. Signal and decoy states with different intensities
have been produced using an intensity modulator. A vacuum state is practically very
complex to generate. In this experiment, Alice blocks the signal creating the vacuum
state. A clock pulse with A = 1.3 pm has been used for synchronization between the
decoy state and the signal state.
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FIGURE 2.4 The system performs BB84 phase-encoding/phase-decoding process using
weak +vacuum decoy states. Atten, attenuator; APD, avalanche photo diodes; FPGA, field
programmable gate array; FS, fiber stretcher; IM, intensity modulator; PC, polarization
controller; WDM, wavelength division multiplexer.

Figure 2.4 shows the schematic diagram of phase-encoding process in Alice’s
laboratory and decoding process in Bob’s laboratory.

In the receiving end, Bob uses avalanche photodiode (APD) for detecting the
signal. Using this APD, Bob can achieve better sensitivity. It also generates lower
noise compared to PIN detectors, making it applicable with low optical power levels.

The main objective of this experiment is to maximize the key generation rate with
optimal number of photons u. The gain of single photon is directly proportional to
key generation rate, i.e., if the gain will increase, then the final key length will be the
maximum which will increase the key generation rate.

The ratio between the gain of the single photon and the gain of the y number of

photons, g, must be high to get a better key generation rate. But calculating the

gain of singlie photon is a very complex task. Besides the calculation of single-photon
gain, the upper bound of error rate e, and the lower bound of yield Y, need to be cal-
culated for achieving better security. Minor errors in e, and Y, will give promising
effects on the key generation rate. So the measurements of gain, error, and yield of
single photon must be preciously correct.

In case of low background rate ¥, and low transmittance <1, the key generation
rate will converge to

R~ _nuf(edet ector )HZ (edet ector ) + n#eﬂl [1 - H2 (edet ector )] (15)
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2.6.1 ONE WEAK STATE+ ONE VACUUM STATE

(@) CaselI (R+R,)
When both signal and decoy states measure separately, the lower bound of
yield Y; and the upper bound of single-photon gain Q, will be
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In case of vacuum state v, =0, Q,, = Y, the error rate will be ¢,. The
lower bound of the yield and gain will be
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When both signal and decoy states measure simultaneously, then the lower
bound of the yield of the double photon will be
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2.6.2 ONE WEAK DEecoy STATE

In case of one-decoy state, Bob and Alice do not know their background rate Y
precisely.
Upper bound of the yield will be

_ E,Q,e"
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(@) CaselI (R+R,)
Using this upper bound, the lower bound of yield Y; and upper bound of
single-photon gain Q, will be
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Figure 2.5 shows the comparative study. In case of infinite decoy state which is theo-
retically proposed, there are one weak+one vacuum decoy state, only one-decoy
state, and classical single-photon device (without decoy state) method. Infinite decoy
state shows the asymptotic values for decoy state methods. One weak +one vacuum
decoy source can achieve a better key generation rate with maximum distance.
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FIGURE 2.5 Key generation rate against transmission distance GYS [21].
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2.7 COMPARATIVE STUDIES BETWEEN EXISTING PROTOCOLS
ON SECRECY AND KEY GENERATION RATE

In the last two decades, several hacking strategies have been developed by the
physicists. This shows that the security proofs are deals in ideal conditions [19].
Imperfection of source as well as receiver device leads to side-channel attacks. To
combat with this kind of side-channel attacks, decoy state protocols are very much
effective. But the initial phase of the decoy state protocol has been suffering with low
correlation which leads to a low key generation rate.

In the last decade, the physicists have been trying to maximize the distance of
communication with a higher key generation rate.

Table 2.1 shows the chronological development of the decoy state protocol for
achieving the maximum distance with a higher key generation rate.

2.8 CONCLUSION

New-generation methodologies [36—41] have been adopted for achievement of user-
friendly activities between two or more users. However, classical security is always
getting compromised due to its inherent rigidity. The existing standard QKD proto-
cols are mostly based on low relations between the sender and receiver, thus suffering

TABLE 2.1
Chronological Development of Decoy State-Based QKD Protocols

Distance  Key Rate

Year Preparation Medium (km) (bps) References
2006  Phase Fiber 60 422.5 Zhao et al., 2006 [22]

2007  Phase Fiber 107 14.5 Rosenberg et al., 2007 [11]
2007  Polarization Free space 144 12.8 Schmitt-Manderbach et al., 2007 [12]
2007  Phase Fiber 253 5.5K Yuan et al., 2007 [22]

2008  Phase Fiber 100.8 10.1K Dixon et al., 2008 [24]
2009  Phase Fiber 135 0.2 Rosenberg et al., 2009 [13]
2009  Phase Fiber 20 1.5K Chen et al., 2009 [25]

2010  Polarization Fiber 200 15 Liu et al., 2010 [26]

2010 Polarization Fiber 130 0.2K Chen et al., 2010 [27]

2011 Phase Fiber 45 304K Sasaki et al., 2011 [28]
2013 Polarization Free space 96 48 Wang et al., 2013 [29]
2017  Phase Fiber 240 8.4 Frohlich et al., 2017 [30]
2017  Polarization Free space 1200 1.1K Liao et al., 2017a [14]
2018  Phase Fiber 10 13.7M Yuan et al., 2018 [31]

2018  Time-Bin Fiber 421 6.5 Boaron et al., 2018 [32]
2020  Phase Fiber 205 1013 Fang Liu et al., 2020 [33]
2021  Phase Fiber 559 102 Cong Jiang et al., 2021 [34]

2021 Polarization Sea water 345 220.5 Cheng-Qiu Hu et al., 2021 [35]
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from huge data loss. Other aspects of this data loss occur due to the imperfection of
devices which compelled the physicists to derive the device-independent protocol
to improve the overall system performance. In the recent past, the physicists are
engaging to create a device-independent protocol to ensure high key generation rates
between legitimate users. The decoy source-based method can only be useful if this
data loss can be minimized at some level.

The decoy state protocol, which is based on the classical BB84, suffers data loss due
to the process of privacy amplification where some data is used to ensure better secrecy.

In case of BB84 protocol, the probabilistic factor g = % for detecting the correct

data at Bob’s end. But if the basis can be fixed, g—1 can be achieved which can make
a significant improvement in the key generation rate.

In case of man-in-the-middle attack, BB84-based decoy state protocols can deal
with the presence of Eve by hiding the information about the correct basis during
public discussion between Alice and Bob, two legitimate users.

Thomas Attema et al. [42] show a path for improving the better key generation
rate using the same weak coherent sources. A different intensity is used to make it
difficult for Eve to derive the statistics of coherent states. As a result of using the
same weak devices, both legitimate users can achieve a better security.
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3.1 INTRODUCTION

Cyber security is the potential to guard against and revive from cyberattacks
(Priyadarshini 2019). In the definition proposed by the National Institute of Standards
and Technology (NIST), cyber security is defined as the capacity to cushion or
defend cyberspace against different types of cyberthreats (Kissel 2011, Rani et al.
2021). A number of networks exist in Information and Communication Systems,
which are communications networks, a network of machines, the internet, and a
variety of embedded systems. Consequently, cyber security is the security of all
related networks. It is also related to the security of the infrastructure, applications,
and cloud services; advanced technologies like the internet of things (IoT) (as shown
in Figure 3.1); and all the other concerned spheres where every security is a critical
issue, which are discussed below:
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FIGURE 3.1 Cyber security: a conflux of domains.

e Infrastructure Security: The main areas under consideration for the secu-
rity of the infrastructure are cyber-physical systems and their stationing
in real-world applications. Different application areas like power grids,
healthcare, industry, traffic management systems, etc., are all prone to secu-
rity attacks in cyberspace. Various types of cyberattacks which are major
threats to these domains are denial-of-service attack, eavesdropping, man-
in-the-middle attack, etc. (Wang et al. 2010).

e Network Security: To ensure the security of data in any information sys-
tem, network security plays a very vital role. It ensures the integrity of the
system by protecting it from any kind of unauthorized access. Cyberattacks
to breach the security of networks may fall into either the active or passive
category. Denial-of-service attack, phishing, and cross-site scripting are
active attacks, whereas wire tapping and port scanning fall in the category
of passive attacks.

e Cloud Security: A number of techniques and mechanisms are used to
ensure the security of cloud data and applications. As the cloud is com-
munal among a number of stakeholders, cyberattacks may cause data loss
and theft, applications, technology, and system vulnerabilities. Phishing,
denial-of-service attack, and account hijacking are some of the prominent
attacks which put the security of the cloud environment at stake.

e Application Security: Applications in different domains can be secured
against cyberattacks by reducing security threats. During the development
of an application, a number of phases like design, coding, testing, imple-
mentation, and maintenance are followed, and all these phases are prone to
cyberattacks. Various threats to which different web applications are sus-
ceptible are denial-of-service attack, SQL injection, and cross-site script-
ing, whereas mobile applications are more prone to spyware, malware, and
botnets.

e Internet-of-Things (IoT) Security: The IoT comprises sensors, actuators,
processing devices, and a variety of other digital devices. Each device in
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an IoT system has a unique identifier with the potential to transmit data to
other things over the network. IoT security protects all mutually connected
things and communication network constituents of a system. Threats in an
IoT system comprise botnets and spyware.

Three very important aspects of cyber security are confidentiality, integrity, and
availability. The security of a system against cyberattacks is parameterized on the
basis of this triad. These three parameters are described below:

e Confidentiality: The fundamental idea behind confidentiality is to prevent
sensitive information from unauthorized access. Identity theft, phishing,
credit card fraud, wire tapping, etc. are attacks on confidentiality. These
cyberattacks can be avoided using strong passwords, access control lists,
and encryption.

e Integrity: It assures flexibility, veracity, and reliability of data. The
fundamental objective is to avoid unauthorized access and modification of
data. It assures the authenticity of data. A number of attacks like session
hijacking, man-in-the-middle attack, etc., can violate the integrity of the
data. Various mechanisms to assure integrity are encryption techniques,
hashing, data access control, and checksums.

e Availability: It confirms the availability of the resources when needed.
Consequently, the required data should be available for access to authorized
users. Flood attacks and denial-of-service attacks are examples of
cyberattacks which threat the availability of resources.

Cyber security basically focuses on people and the working facet of technology. It
revolves around 3Ps, named as practice, people, and plan, depicted in Figure 3.2 and
discussed below:

e People: The fundamental objective to focus on this aspect is to train the
human resources to administer different kinds of security threats and to

ensure the security of data and applications. Most of the organizations
become sufferer of phishing. But suitable training and awareness programs

o

FIGURE 3.2 3Ps: important aspects of cyber security.
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can make people aware of possible threats which can lead to a safer envi-
ronment against security threats.

e Plan: There should be a suitable plan at all stages to ensure security
against cyberthreats. To manage different security threats, there should be
some technical way-outs. The availability of suitable mechanisms is also
important to aid the process of data recovery and restoration. Necessary
security protocols are also needed for the execution of the different security
plans.

e Practice: To ensure the validity of security plans requires their practice/
implementation. The process of implementation comprises training the peo-
ple to work out the weakness of the planned mechanisms. Implementation
also consists of exercising cyberthreat clues, execution of the plans, deci-
sion-making, and devising the procedure of response.

3.2 NEED FOR CYBER SECURITY

The fundamental idea behind cyber security is to protect cyberspace in which
a system operates to safeguard the infrastructure from different types of
cyberthreats. To avoid and manage various attacks, there is a need for suitable
response, settlement, and resumption. There is also a requirement for a legal
plan to facilitate a protected cyberspace. The need for different types of security
mechanisms for the avoidance and preservation of security attacks is discussed
below:

3.2.1 Avoib THREATS

To avoid different types of cyberattacks, it is very essential to study the potential
threats and deploy suitable security protocols to facilitate secure communication
of data over the communication networks. Symptoms of security threats need to
be identified and reported using suitable mechanisms. Relevant security techniques
need to be devised to avoid different types of security attacks.

3.2.2 RECOGNITION AND SYSTEM STRENGTHENING

One of the fundamental goals of cyber security is recognition of threats and strength-
ening the system to guard against those threats. The whole procedure comprises
risk assessment and deployment of suitable security techniques. The main objective
behind system strengthening is to minimize the security risks. Advanced system
strengthening techniques are used to obtain the desired results.

3.2.3 MANAGE FUNCTIONAL, ARCHITECTURAL,
AND TECHNOLOGICAL MODERNIZATION

The usage of appropriate vigorous techniques to administer the cyber risks safeguards
the infrastructure against different cyberattacks.
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3.2.4 PLAN FOR EMERGENCY

The concept of preparedness for emergency is the fundamental planning to deal with
cyberattacks. It comprises suitable policies, mechanisms, techniques, strategies, and
resumption plans.

3.2.5 INFORMATION BROADCASTING

Adequate information needs to be broadcasted in the whole system. Different types of
threats, attacks, susceptibilities, and events need to be broadcasted in the form of alerts.

3.2.6  Expert TRAINING

The manpower must be trained to administer security threats including avoidance
and management. Complete information should be available with all the stakeholders
so that manpower can be prepared well to manage cyber incidents.

3.2.7 HARDEN SYSTEM AGAINST FAULTS

The fault tolerance capability of any system is assessed by validating it against
different vulnerabilities. Highly secure systems usually combat different types of
cyberattacks.

3.2.8 MITIGATE VULNERABILITIES

There are a variety of techniques which aid to reduce different types of vulnerabili-
ties against cyberattacks. Strong passwords and well-configured firewalls can help
to avoid malicious attacks.

3.2.9 ENHANCE USABILITY

It describes the degree of ease for a system to be used. Along with the strength of
the system to manage cyberattacks, this important characteristic also needs to be
worked upon.

3.2.10 AUTHENTICATION

It becomes very important in cyberspace to verify the authenticity of the users
and the processes. Different devices may be verified using different authentication
techniques.

3.2.11  ErrICIENT SECURITY METHODS

Automated techniques help to deploy more efficient and better methods to assure
cyber security. Automated methods ensure the avoidance of cyberattacks. Automated
tools are also available to diagnose data leaks on communication networks.
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3.2.12 INTEROPERATION OF DEVICES

It is the competence of any system to administer the diverse devices to work together.
It leads towards an efficient spread of information in an organization which aids the
functioning of a secure system against cyberattacks.

3.2.13 EMPHASIZING SuUSCEPTIBLE EVENTS

All susceptible events which may cause a threat to the security of a system in
cyberspace need to be highlighted. It will help to work out suitable security solutions.
Listing these events will also strengthen the process of cyber security.

3.2.14 PROPOSE APPROPRIATE SECURITY MEASURES

Suitable security measures need to be proposed to avoid, detect, and handle cyber
security attacks. Some of the methods to practice these security measures are
firewalls, strong passwords, and advanced security protocols.

3.3 CYBER SECURITY FRAMEWORK

With the advancement in technology, cyberattacks are also turning into refined and
sophisticated forms. So there is a requirement for advanced security techniques,
mechanisms, and protocols. The NIST embodies some guidelines, policies, and
practices to administer different challenges related to cyber security. The proposed
framework comprises core, profile, and deployment tiers.

3.3.1 FrRAMEWORK CORE

The core for the deployment of the framework consists of methods, classes, sub-
classes, and descriptive references, presented in Figure 3.3. Under this framework,
there are five fundamental functions, i.e., identify, recover, protect, respond, and
detect to manage a system under different phases of the attack. Under each function,
there are categories to determine various tasks and actions. For example, to recover a
system from an attack, different mechanisms can be used. Categories with specified
objectives are called subcategories. For example, to reconfigure and update software
may constitute management and updating of the devices. Descriptive references
comprise guidelines, standards, and various policies, e.g., if the user wants to update
a windows system will follow some steps.

3.3.2 DerLOYMENT TiERS

There are four different tiers for the deployment of the framework, i.e., Tier 1, Tier 2,
Tier 3, and Tier 4, as shown in Figure 3.4. Tier 1 administers organizational risks
caused by weaker security infrastructure. Tier 2 facilitates more advanced secu-
rity than Tier 1 using suitable plans and infrastructure to protect a system against
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FIGURE 3.4 Cyber security deployment tiers.

cyberattacks. Tier 3 is also termed repeatable implementation. It mainly focuses on
the awareness of the users related to various cyber security threats. Tier 4 is also
referred to as adaptive implementation. Practices in this tier help in the prediction,
detection, and handling of cyberattacks.

3.3.3 PROFILES

Usually, there are predefined objectives expected to be fulfilled in the deployed
framework to ensure security against cyberattacks. The true scenario in an organi-
zation from the cyber security aspect is described by the profiles. Different profiles
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are used to identify weak links in the security framework of an organization. Profiles
also facilitate the relationships among the functions and categories.

3.4 FUNCTIONS OF CYBER SECURITY

As previously discussed in Section 3.2, cyber security is spread over a broad domain.
So, to ensure security against cyberattacks in an organization, checkpoints need to
be marked at many stages for the security of the infrastructure from top to bottom.
To ensure these security requirements, a variety of roles are undertaken by security
experts. In this section, we will talk about various functions which are necessary to
be performed to assure protection against cyberthreats (Newhouse 2017), as shown
in Figure 3.5. Different cyber security functions which are performed to protect an
organizational infrastructure in cyberspace are discussed below:

3.4.1 SecURE PROVISIONING

It comprises defended configuration, implementation, and administration of all the
involved resources. Some of the crucial areas to ensure secure provisioning are risk
management, secure software development, secure system architecture, development
of advanced security mechanisms, secure system planning and development, system
testing, and validation.

3.4.2 FUNCTIONING AND MAINTENANCE

Functions are responsible for facilitation, management, and maintenance for bet-
ter performance and security of a system. The main tasks under this category are
database administration, knowledge management, customer service and support,
network services, system administration, and system analysis.

Cybersecurity
Roles
1
I I I ]
Secure Command and Regulate Tnvestigate
Provisionin ! Analyze _
g Cyber Law and Advocacy ‘ : Cyber Investigation
. L . Threat Analysis 7Y >
Risk Management Training and Education Source Analysis Digital Forensics
Software Development Cybersecurity Managemen] Tar e
i . N arget Analysis
System Architecture Policy Making i
4 o Language Analysis

Research and Development CY'?el Leadership
System Planning and Development Project Management
System Testing and Evaluation

Functioning and Protect and Secure Operate and Collect

Maintenance Defence Analysis Collection Operation

Database Administration Defence Infrastructure Cyber Planning and Operation

Knowledge Management Incident Response

Customer Service and Support VulnerabilityAssessment

Network Services Vulnerability Management

System Administration

System Analysis

FIGURE 3.5 Functions of cybersecurity.



50 Sita Rani et al.

3.4.3 CoMMAND AND REGULATE

The process of commanding and governing facilitates the tasks of mentorship,
development, administration, and practicing of law and order for much-needed
functioning of an organization. Some important tasks under this class of functions
are cyberlaw assistance, training and education, cyber security administration,
policy-making, cyber leadership, and project management to assure cyber security
against different types of threats in an organization.

3.4.4 PROTECT AND SECURE

This sub-domain is responsible for the identification and study of cyber
vulnerabilities in a system. Various tasks performed under this vertical are defense
analysis, infrastructure management, incident response, vulnerability analysis, and
administration.

3.4.5 ANALYZE

Analysis of a system comprises the study of the methods and solutions to ensure
security against cyberthreats. Various techniques to analyze a system are threat
analysis, source and target analysis, and language analysis.

3.4.6 OperATE AND COLLECT

These tasks initiate dedicated operations to ensure cyber security which may help to
develop intelligence. It provides protection of uncategorized data. Some important
operations to realize these roles are collection operations, planning operations, and
cyber operations.

3.4.7 INVESTIGATE

This process is responsible for traversing issues related to cyber security and different
types of attacks related to different devices. Different domains of investigation are
cyber investigation and digital forensics.

3.5 TYPES OF SECURITY ATTACKS

In any system functioning in cyberspace, attacks may be attempted ranging from
networks to applications. These attacks can be broadly classified into active and
passive categories as discussed below:

e Active attacks
These types of attacks are attempted by breaking or bypassing the security
system. The main aim of the attackers in active attacks is to manipulate
the original data. This can be done through viruses, worms, introducing
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malicious code, and stealing information. Some of the active attacks are
masquerade, replay, and modification of message, and denial-of-service
attack.
* Passive attacks

In this type of attack, the attacker just observes and goes through all the
activities. He does not make any alterations to the information or mes-
sages but actively monitors the communication. In a passive attack, taking
out sensitive information and passwords is the main focus of the attacker.
Some of the passive attacks are traffic analysis, the release of message
contents, etc.

Some of the most frequently attempted attacks are discussed below:

3.5.1 REepPUDIATION ATTACK

In a repudiation attack, the goal of the attacker is to perform either authorized
or unauthorized actions. The attack may be performed by the sender or receiver.
The basic motive of the attacker is to eliminate the evidence which may provide
proof related to the identity of the attacker. In this type of attack, the sender or the
receiver can deny the actions performed by them afterward. Figure 3.6 shows the
repudiation attack, where User A requests for a transaction but denies later on taking
the responsibility.

3.5.2 MODIFICATION OF MESSAGE

In modification attacks, intruders manipulate the true data over the network dur-
ing communication (Pawar and Anuradha 2015). The data is removed, modified,
and reinserted. As depicted in Figure 3.7, User A sends messages to User B, but the
attacker attacks the network’s traffic in between and hacks the system. He modi-
fies the message over the network and the modified message is received by User B
instead of receiving the original message sent by User A.

CASE OF REPUDIATION

@ BANK claims about

the money transfer —

USER A denies the transaction L ———
of amount Transaction made by bank on
request of USER A

FIGURE 3.6 Repudiation attack.
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FIGURE 3.7 Modification of message attack.

3.5.3 MASQUERADE ATTACK

In this type of attack, one user assumes the identity of another. The attacker pretends
himself to be the authorized user of the system for gaining the access to all the
privileges of the authorized user. There are different possibilities for this type of
attack. The attacker may get the user’s account access by stealing authenticated
user’s password or by cracking the system’s password using methods such as
keylogger. Other reasons can be password misplaced by user or system left logged
in, which gives a chance to the masquerader to misuse the system. As shown in
Figure 3.8, User C is the attacker who sends messages to User B. He pretends to be
authenticated User A by using his login credentials on the system. User B receives
messages assuming that those messages are received from User A (Maiwald 2003).

3.5.4 DENIAL-OF-SERVICE ATTACK

The main idea behind this type of attack is to disrupt the network access to the
legitimate user for basic services as well as to the server. The motive of the attacker
is to stop the legitimate user from using system services and other vital resources
to degrade the performance (Humayun, Niazi, Jhanjhi, Alshayeb, and Mahmood
2020). This leads to disruption of memory in disk space, inconvenience to access the
files on the system, and network bandwidth problems. The system starts malfunc-
tioning due to disabling of network or overload of messages, crashing of system, and
restarting of the system repeatedly. As shown in Figure 3.9, User A trying to access
services from the network server, which is disrupted by the attacker to prevent the
access of User A to the internet services (Gunduz and Das 2020).
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FIGURE 3.9 Denial-of-service attack.

3.5.5 RerLAY ATTACK

In the replay attack, the attacker copies a block of messages communicated between
the sender and the receiver and resends that same series of message to one or more
users. When the hacker replays it again, he obtains the same access rights as the
original user. Even if the system is enabled for the service of a password change or
modification, the attacker can even replace that with his own. The example shown
in Figure 3.10, where User A performs some action of online money transaction of
$100, the attacker captures the network session packets of conversation and replays
the action performed by User A and withdraws $100 by making a false transaction.
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FIGURE 3.10 Replay attack.

3.5.6  TRAFFIC ANALYSIS

Traffic analysis is a kind of passive attack to observe, analyze, and examine the pat-
terns of the information exchanged between the sender and the receiver. Normally,
this type of attack is done by the attacker to conceive information even if the mes-
sages exchanged between users are encrypted. Normally such attacks are attempted
on intelligence or military data. For example, Figure 3.11 shows the communication
between User A and User B, where the attacker; i.e., User C observes the messages
exchanged between them.

3.5.7 CROSS-SITE SCRIPTING

It is a kind of security breach where the attacker inserts malicious scripts into the
content on the original and reputed website. The victim user, who visits the website,
ends up providing all the personal details and information to the hacker by accessing
the vulnerable pages inserted by the hacker on the website. These attacks are very
harmful to the victim users. As shown in Figure 3.12, the website visitor opens the
website but the hacker has injected a malicious script on the website to steal the visi-
tor’s session cookies due to which the visitor’s session cookies and desired informa-
tion are automatically sent to the hacker.

3.5.8 PHISHING

In phishing, the hacker creates a trap for the user. The hacker develops a clone of the
original website for the target user to reach this page. The hacker then sends fake
emails or messages to the victim users to trap them. The victim users reach that fake
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FIGURE 3.11 Traffic analysis attack.
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FIGURE 3.12 Cross-site scripting attack.

website by opening the link or malicious attachment shared by the hacker. When the
user attempts to log in using their personal credentials and information, the hacker
retrieves all the important information such as username and password. Figure 3.13
depicts where a hacker steals the information by creating a clone website referring
to the original website.

3.5.9 REeLEASE OF MESSAGE CONTENT

This is a kind of passive attack, where an attacker gets unauthorized access to con-
fidential and sensitive information. It can be attempted using various modes such
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FIGURE 3.14 Release of message.

as email and file transfer whose access is only given to the authorized users. If the
content of the message leaks, then it can be used by hackers and intruders for their
benefit as shown in Figure 3.14.

3.5.10 HyAckING

In hijacking, the hacker captures the session in between the conversation of two
users. During this attack, the receiver is disconnected. The sender still believes that
his conversation is going with the legitimate individual and might send some private



Architectures and Design 57

information to the hacker who pretends to be that user, as depicted in Figure 3.15.
This perception can be portrayed by the hacker to either of the users.

3.5.11 SrPoOFING

In spoofing, a hacker modifies the source address of packets to portray that the mes-
sages are coming from a trusted user (Gaigole and Kalyankar 2015). This causes
to bypass the firewall security. For spoofing, hackers use a variety of techniques.
Figure 3.16 shows IP spoofing, where the victim assumes that the data packets are
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and perform actions on that user's

—_

= ———_behalf (5)
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Victim is unaware that their connection is})eing ttacker
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FIGURE 3.15 Hijacking.

= Firewall

Victim user

User A

FIGURE 3.16 Spoofing.
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sent by the legitimate User A, but actually those have been modified by the attacker
and to the victim.

3.5.12  SNIFFER ATTACK

In sniffer attacks, a sniffer application or device is used which reads, monitors,
as well as captures network data packets. Unauthorized sniffers are very harmful
to the systems as they can’t be detected easily but can be inserted anywhere. A
sniffer provides the full view of nonencrypted data packets. If the packets are not
encrypted, they can be read without having any access key. Sensitive information
such as passwords, email, and account information can be easily captured with sniff-
ing. Figure 3.17 shows the sniffer attack where the hacker is able to access sensitive
information using a device on the system.

3.5.13 PassworD ATTACK

In a password attack, the attacker tries to crack the password with illegal intentions
from a password-protected file. There are various types of password attacks such as
brute-force attack, dictionary attack, and hybrid attack. The hacker either uses a list
of word files for cracking the password or tries every possible type of combination
using all characters.

3.5.14 Burrer OVERFLOW

In this attack, the attacker intentionally sends more data than the capacity of the
buffer to store it. Due to this, it overwrites the executable code and also replaces

Attacker
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[ o1 PR \ -~ /
'\ DEVICES SN —
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T SNIFFER WIFI - ROUTER

Sniffer device reads , monitor
and capture data packets e.g
passwords, emails, transactions

FIGURE 3.17 Sniffer attack.
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the code with its own code. The hacker may also include extra code for gaining the
access to the system by overwriting the existing code. By this type of attack, the
hacker gains access to the system’s command line.

3.5.15 ExpLoiT ATTACK

In this attack, the hacker takes the advantage of security problems of the communi-
cation network and operating system. Exploits try to control the system to steal the
data transmitted over the network.

3.5.16 SNOOPING

Snooping is almost similar to eavesdropping, where the hackers’ eye is always on the
screen of the user. He observes emails and all other activities taking place on the user’s
system. The sophisticated type of snooping is done using typical software for monitor-
ing and observing day-to-day activities of a computer system or a network device.

3.6 SECURITY MECHANISMS

To protect a system from different types of cyberattacks, a variety of tools and tech-
niques are practiced which are termed security mechanisms. These mechanisms
may function independently and even in collaboration with other techniques. These
are designed to provide different types of security services in cyberspace. Different
security mechanisms to administer cyberthreats are routing control, traffic padding,
cryptography, digital signatures, notarization, access control, etc., and are discussed
below:

3.6.1 RouTtiINng CoNTROL

It is a dedicated network administration system designed to enhance internet
services, better bandwidth, and overall network functioning in cyberspace. It is a
conflux of hardware and software used to monitor all the traffic transferred over
the communication network. It channelizes data through the most optimal routes to
assure secure transactions. In addition, it allows changing the routing path for the
data if there is any suspicion of security breach over the existing route.

3.6.2 TrAFric PADDING

This mechanism is used for the protection of data against traffic analysis attacks.
Traffic padding actually produces continuous encrypted ciphertext even in the
absence of plaintext. When there is an availability of plaintext, then the text is
encrypted and transferred. But when the plain text is not available, then the random
data is transmitted after encryption. This method helps to create a gap by insertion
of bits into the data stream as shown in Figure 3.18, which makes it difficult for an
attacker to differentiate between the actual data transferred and padding. It causes
the traffic analysis attempts to become fatal.
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3.6.3 ENCIPHERMENT

Encipherment is a technique used for translating plaintext into ciphertext. A math-
ematical function/algorithm transforms the data into an unreadable form, e.g.,
cryptography. Using this technique, the message is encrypted at the sender end and
decrypted by the receiver using encryption and decryption algorithms, respectively,
as shown in Figure 3.19.

3.6.4 DIGITAL SIGNATURE

A digital signature is authentication which gives an option to the sender to attach a
code which acts as a signature for the validity of the digital message or document
sent. This mechanism is based on the public key of the cryptosystem. Figure 3.20
shows the procedural steps to apply a digital signature to a document.

3.6.5 NOTARIZATION

Notarization is used for assuring some important properties of data exchange such
as time, destination, location, integrity, etc., which is communicated between two
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or more than two parties (Song, Kim, Hwang, and Lee 2019). The assurance for the
same is provided by the trusted third party using a specific process.

3.6.6 Access CONTROL

An access control mechanism is used to depict the access rights for using different
resources. Access rights specify the role of the authorities for important aspects of
the data; i.e., all types of people cannot have access rights to important files and
documents. The access control specifies the authority of people in terms of reading,
writing, manipulation, and execution rights. It provides a security mechanism in
which confidential files and documents aren’t accessible to all but to only a limited
number of users.

3.6.7 DATA INTEGRITY

This security mechanism is used for assuring the integrity of generated data. It is
almost similar to the method of sending packets of information with the approval of
sender and receiver where data is checked properly before and after data is sent or
received, respectively, with which data integrity is maintained.

3.6.8 AUTHENTICATION EXCHANGE

This security mechanism ensures the identity of the person during the transfer of
data. Data in communication can be secured using TCP/IP layer where a two-way
verification process is used for ensuring about data, whether sent or not.

3.6.9 BiT STUFFING

In bit stuffing, extra bits are added to the data during its transmission. This supports
the checking of data at the receiver’s end by even/odd parity check.
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3.7 MODELS OF CYBER SECURITY

Cyber security models are administered by the concepts of integrity, availability, and
confidentiality of data. A number of models are available to manage security against
cyberattacks in any system with different competency levels, as shown in Figure 3.21.
Consequently, those may be incorporated in any system to assure protection against
cyberattacks depending on the requirements and operation of the system. Different
cyber security models comprise state machine model, information flow model, non-
interference model, Bell-LaPadula model, Biba model, Clark—Wilson model, take-
grant model, Brewer—Nash model, and other miscellaneous models.

The most fundamental model to perceive the functioning and deploy security of
finite-state machines is a static machine model. This model captures complete data
related to the states of a machine, actions, and transactions occurring. The basic
idea is to protect the system to enter into an insecure state. An information flow
model is an extension of the static machine model. Along with the basic features of
the static machine model, it comprises entities, lattice states, and transitions among
the states. This model facilitates to stop any unauthorized flow of information. A
noninterference model manages the interference among the different levels. It
controls the interference attacks among the objects and subjects belonging to the
different levels. When an entity accesses unauthorized information for which it is not
eligible, it is termed as an interference attack.

To incorporate security at multiple levels by using access control mechanisms, a
Bell-LaPadula model encourages confidentiality. With this model, if a subject wants
to access an object from a different level, it must be authorized to do so. In this model,
certain security rules named simple security, star security, and strong star security
are implemented to maintain confidentiality among different classification levels. A
Biba model is used to ensure integrity. It is basically a lattice-based model. It ensures
the integrity of the data flowing among different levels. The rules used by this model
to ensure integrity are simple integrity, star integrity, and invocation property. This
model does not consider the availability and confidentiality of the data.

Using Clark—Wilson model, it has been found that there is a well-defined clas-
sification of data and duties to practice integrity in commercial systems. But only
authentic users can perform the tasks of duty definition and data classification.

Biba Model Take-Grant Model Information Flow Model
Static Machine Model Cybersecurity Models Non-interference Model
Clark-Wilson Model Brewer-Nash Model Bell-LaPadula Model

FIGURE 3.21 Models of cyber security.
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TABLE 3.1
Domains of Implementation and Characteristics of Various Cyber
Security Models

Model Domain of Implementation/Features

Static machine model * Used to protect finite-state machines

¢ Stores states, actions, and transactions

 Protects a system from entering an insecure state
Information flow model ¢ Used to protect finite-state machines

¢ Stores states, actions, and transactions

¢ Consists of entities, lattice states, and state transitions

 Protects a system from entering an insecure state

¢ Controls unauthorized flow of information
Noninterference model ¢ Manages security at different levels

* Controls inference attacks among different levels
Bell-LaPadula model e Deals with confidentiality

* Manages cross-level authorized access

« Implements simple security, star security, and strong star security
Biba model ¢ Lattice-based model

* Ensures integrity of data accessed across different levels

¢ Implements simple integrity and star integrity
Clark—Wilson model * Manages integrity in commercial systems

e Defined user rights for duty definition and data classification
Take-grant model ¢ Implements confidentiality

¢ Fundamental functions include create, grant, take, and revoke

Brewer—Nash model ¢ Manages conflict of interest

A take-grant model implements confidentiality used for fundamental functions,
i.e., create, grant, take, and revoke. Different subjects are allocated different func-
tions to perform related tasks. The problem of conflict of interest is addressed by the
Brewer—Nash model. It controls the flow of information to avoid any conflict of inter-
est. Different domains managed using these models along with their characteristics
are summarized in Table 3.1.

Along with all the models discussed above, Graham—Denning model, Harrison—
Ruzzo—Ullman model, and lattice model are also among the important models to
protect a system from cyberattacks.

3.8 CYBER SECURITY APPLICATIONS

Cyber security is playing a very vital role to protect different kinds of resources in
a number of application areas. Prominent ones are corporate, government organiza-
tions, financial organizations, healthcare, and the military, where a huge volume of
sensitive data is gathered, transmitted, processed, and stored over electronic devices
(Patel, Srinivasan, Chang, Gupta, and Kataria 2020, Gupta 2017, Gupta and Rani
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2013). In all these application areas, the role of cyber security can be divided into
network security (Gupta, Rani, and Pant 2011), application security, information
security, and operational security, as discussed below:

e Network Security: It helps to secure client data transmitted over different
networks. It also facilitates secure access of data and safeguards against
network threats (Kataria, Ghosh, Karar, Gupta, Srinivasan, and Hu 2020).
Different methods to ensure network security are firewalls, network
segmentation, authorized access control, remote access VPN, zero trust
network access (ZTNA), intrusion prevention systems (IPS), hyperscale
network security, cloud network security, etc.

e Application Security: The main aim to ensure application security is
to protect data or code in an app against any theft. It aims to consider
all the phases of the development starting from design, development,
and finally deployment. It focuses on all the constituents of an applica-
tion, e.g., software, hardware, and different methods of an application
to reduce security threats. Application security revolves around authen-
tication, authorization, encryption, logging, and testing of the final
application.

e Information Security: It is an integration of mechanisms and policies
designed to protect the information stored and transmitted in cyberspace
against unauthorized access and manipulations. The main information
security principles are confidentiality, integrity, and availability.

e Operational Security: It ensures the management of different types of
cyberthreats which may expose sensitive data to cyberattacks. Operational
security is practiced with different analytical operations like behavioral
analysis and analysis of social media patterns. Some of the important oper-
ational security practices are to customize management processes, practice
dual control, and use process automation.

3.9 CYBER SECURITY CHALLENGES

A number of security mechanisms and models are proposed by different researchers
to administer that cyberthreats include a variety of domains like cyber-physical sys-
tems, smart homes, smart citifies, healthcare systems, smart grids, industry, business
organizations, and e-commerce. But still, there are some challenges which need to
be given special attention in the domain of cyber security. The very first long-term
challenge to deploy cyber security is to plant it as a mandatory part of Information
and Communication Technology (ICT), which is less considered due to economical
constraints. It is also challenging to predict future security requirements with the
fast evolution in communication technology. Traditional methods to ensure security
are also not sufficient to protect the different resources in cyberspace. Cyberspace is
among the fastest developing technologies. Consequently, the incorporation of new
technologies such as the internet of things, artificial intelligence, machine learning,
big data analytics, cloud computing, and mobile computing is making cyberspace
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a complicated platform to manage different types of cyberthreats (Kataria, Ghosh,
and Karar 2020).

3.10 CONCLUSIONS AND FUTURE SCOPE

In this chapter, we have presented the notion of cyber security deeply. We have
discussed the aims, platform, and architecture of cyber security. The need for cyber
security is also presented in detail along with cyber security functions. Different
types of security threats performed in cyberspace are discussed in detail. To manage
these threats, different security mechanisms and security models are also presented
in this chapter. At last, different security challenges that need to be addressed to
secure different applications operating in domains like smart homes, smart cities,
business organizations, and healthcare systems are discussed. From these research
challenges, the following future research directions are derived:

e Requirement of standardized cyber security protocols to be designed
for ICT

e Suitable security mechanisms need to be designed for all advanced tech-
nologies for their secure deployment in different application areas

e More versatile (in terms of security features) cyber security models need
to be designed
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4.1 INTRODUCTION

The growing interest of researchers in unmanned aerial vehicles (UAVs) helps in
contributing to the smartness of the world. The massive benefits of UAVs in terms of
coverage, capacity, prolonged connectivity, low cost, backhaul capacity, transmission
range, etc., attract researchers to use UAVs in time-critical applications. Practically,
in wireless communication technologies, UAVs have found promising applications
not only to support existing telecommunications networks in circumstances of high
demand and overload but also to provide remote connectivity in scenarios that lack
facilities, such as battlefields or disaster zones, combat military zones, and pandemic
situations [1]. UAV-assisted networks are very quick to deploy, self-configurable, and
line of sight (LoS), and provide extensive coverage in geographical areas. UAVs can
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be deployed as relay nodes of aerial control that act as the central point between the
user equipment and base stations. UAVs aim to provide stable connections in areas
vulnerable to high-link failures. It is simple to deploy a single UAV with regard to
requirement, and it is very challenging and hard to deploy a range of UAVs in col-
laboration with each other due to the high probability of being disrupted by other
UAV nodes [2]. The development of a controlled network by collaborating with
another advanced network operating in a diverse mode is one of the significant UAV
applications. The efficiency of UAV-assisted networks can be expanded by such a
collaborative formation. The UAV-aided wireless network is a combination of flying
relays, ground users, and base stations where ground users are linked to flying relays
via communication links. While users are mobile, the optimum positioning of UAVs
helps to minimize interference-related problems, ensuring high throughput and low
delays [3].

An effective advanced technology can be used in collaboration with UAVs to offer
benefits. Integrating UAVs with fog computing is a new platform. Fog computing has
developed as a promising infrastructure to support scalable services nearer to the
end of the network. It is a hierarchically distributed model of computing that bridges
smart devices and cloud data centers. In order to provide a variety of software ser-
vices to the end devices in a network, the fog system provides both architecture and
platform. Fog computing expands the edge network to cloud-based facilities, reduc-
ing data transmission delay, and network traffic while improving the service quality.
Fog nodes are usually heterogeneous in nature in terms of resource capability and
software execution environment [4]. In a UAV-Fog system, the role of a UAV typi-
cally follows either of two types of communication: The first is UAV fog nodes act as
relay nodes to provide connectivity to ground base stations; the second is UAV-Fog
nodes maintain online connectivity with cloud servers for uploading data. A very
popular research issue is the deployment of UAV as a fog node in collaboration to
provide a real-time communication system as it is linked to energy consumption,
latency, security, and performance of data transmission. To solve these problems,
various algorithms are used to increase the performance of the system, such as CPU
scheduling, neural and fuzzy approaches, data offloading, resource management,
and load balancing [5, 6]. Apart from this, various optimization techniques and tra-
jectory designs are designed to reduce the UAV fog node power consumption [7].
UAVs with processing and storage capacities function as fog nodes, enabling mobile
users to offload applications by connecting with each other and other servers. It is,
therefore, a promising solution to utilize fog computing and UAVs jointly, i.e., to use
the UAVs as host fog nodes for ground users, thus called as UAV-based fog comput-
ing network [8].

4.1.1 MoTIVATION AND CONTRIBUTION

In the modernized world, the advancement in technologies motivates researchers
to use and deploy UAVs globally for wireless communication purposes, such as the
delivery of goods, pandemic control, smart farming, e-healthcare, cordon opera-
tions, disaster management, emergencies, and many more. The motivation behind
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this contribution is that in diverse critical environments, if the UAVs and fog com-
puting are deployed correctly, then it will successfully provide safe, on-demand, and
low-cost services in wireless infrastructure for a variety of real-life situations [3].
Our contribution in this chapter is highlighted as follows:

1. The basic concept is to use UAVs and fog computing together as a node
to provide various services at the network’s edge, and UAVs facilitate to
effectively optimize data bandwidth and minimize latency in real-time
scenarios.

2. We provide a survey on UAV and fog computing networks (UAV-FCN) to
understand the technical aspects of two advanced technologies. We also
design the network model to depict the real scenario.

3. We discussed the quantum security in UAV-based fog computing network
in which quantum cryptography and key distribution are used to provide
secure communications.

4. Furthermore, we highlighted the challenges and opportunities of UAV-FCN
for various applications.

4.1.2 CHAPTER STRUCTURE

The entire contents of this chapter are arranged as follows: Section 4.2 provides the
overview of UAVs and fog computing. Section 4.3 discusses the quantum security
in UAV-based fog computing networks. Section 4.4 describes the UAV-based fog
computing network in which we discussed the collaboration of UAVs and fog
computing and network design. Section 4.5 highlights the advantages and challenges
of this network. Finally, Section 4.6 concluded with future scope.

4.2 OVERVIEW OF UAVS AND FOG COMPUTING

To understand the concept and technical implications of UAV-based fog computing
networks, we include an overview of decentralized UAVs and fog computing in this
section.

4.2.1 DecentrALIZED UAVS

The UAVs are automatic self-configurable sensors in the sky for collecting data,
maintaining connectivity, and providing services to ground users efficiently. UAVs
can serve as a relay in the traditional cellular network, effectively distribute infor-
mation between stations and nodes, and provide direct assistance for devices or
things via the core network. The UAVs are categorized into two platforms: Low-
altitude platform (LAP) and high-altitude platform (HAP). UAVs are optimally
positioned at particular heights by entropy nets using the optimal placement
algorithm, and then it serves as control nodes. The movement of ground users
is controlled by these optimally positioned control nodes, which are random in
nature, and each user’s mobility is dynamic [9]. Another more challenging feasible
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architecture is decentralized multiple UAV networks where an operator communi-
cates with an autonomous mission and payload manager, which manages a series
of tasks for a number of highly autonomous vehicles. If we solve issues at the UAV
stage, UAVs can communicate with each other in the pre-flight process to resolve
their disputes in a decentralized manner. Decentralized UAV systems are very
reliable particularly in terms of managing operator workload; also it is more flex-
ible and more robust for single failure points [10]. With several benefits, one of the
important UAV applications is the establishment of a controlled network via the
collaboration of other heterogeneous networks. In addition, network degradation
problems and latency issues can be effectively minimized by the optimum posi-
tioning of UAVs [11].

4.2.2 Foc CoMPUTING

The Cisco-originated term fog computing describes as an extended form of cloud
computing. It is a decentralized computing system situated between the cloud
and end devices, also called fog networking. This versatile system helps users
position resources in logical places to improve performance, including applica-
tions and the data that devices generate [12]. Fog computing is a fully virtualized
platform that combines end devices and traditional cloud-computing data centers
to provide computing, storage, and networking services. A fog architecture with
software-defined network (SDN) is to monitor networks programmatically. To
allow fog nodes to be installed, the systems in the network should present a reli-
able, self-organized framework [13]. Traditional cloud computing presents scal-
ability and reliability issues. When using a traditional client—server framework,
the client identifies data and the server handles it. In a traditional client—server
architecture, if the server gets overloaded due to data traffic, the other devices are
considered inaccessible. So, fog computing aims to provide a flexible, decentral-
ized solution to handle this problem [14]. Thus, fog computing offers additional
benefits such as low latency, storage, and fast data processing to actually occur
at the edge of the network, at the end computers, via fog nodes. Fog computing
has the capability to provide intelligence and computing abilities for a variety of
applications such as smart grids, traffic control, search and rescue operations,
delivery of goods, disaster management, etc. [15]. Fog computing is considered to
be a building block for the vast number of smart internet of things (IoT) devices
in the near future to offer various solutions for more reliable, efficient, and man-
ageable communication methods as compared to the cloud or edge computing.
Mobile-edge computing (MEC), cloudlets, and mobile cloud computing (MCC)
are quite similar to fog computing [16]. Fog nodes are one hop apart from edge
devices and offer low-latency services in fog computing. Apart from this, fog
computing provides location awareness and mobility support characteristics. As
fog computing is an extended form of cloud computing, there are several security
and privacy issues due to direct interaction with heterogeneous devices. This is a
big challenge to take care of [17].
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4.3 QUANTUM SECURITY IN UAV-FCN

In a UAV fog-computing network, security is a major issue. To implement a UAV
fog environment, quantum security is one advanced way to provide strong security.
Traditionally, various researchers build cryptography algorithms and intrusion
detection mechanisms to provide security in UAV networks [18]. But for an attacker,
breaking a traditional cryptographic encryption algorithm becomes very easy with
quantum computing. To deal with this security breach, quantum cryptography
provides a way to secure the network. In a UAV-assisted network, the UAVs act as
a relay node and it is possible that there is the presence of an eavesdropper in the
system. The active unauthorized party is supposed to obtain access to the device by
breaching the UAV during user authentication. To identify the unauthorized network
access, researchers from worldwide have contributed by proposing predictive models
such as K-means clustering and one-class support vector machines (OC-SVM) [19].
Still, there is a possibility of low accuracy in the prediction of a security breach in
a system. Quantum cryptography fills the gap by providing safe communication by
offering encryption instead of using mathematical algorithms.

4.3.1 QuUANTUM CRYPTOGRAPHY

Quantum cryptography is a very prominent area in which quantum mechanics
principles are used to build a cryptosystem that is known to be the safest method.
Quantum cryptography, also known as quantum encryption, uses the rules of
quantum theory to symmetric encryption of messages so that no one except the
receiver node can ever interpret them. Quantum cryptography is basically based on
Heisenberg’s uncertainty principle [20]. If in any case eavesdropper captures the
keys during communication between UAV fog users and ground users, then quantum
cryptography added the irregularities in the polarity of the photon and thus shows
the violated communication. This helps to abort the ongoing communication and
secure the infrastructure. The core of quantum cryptography arises from the fact
that it incorporates the tiny individual particles, i.e., photons, which naturally occurs.
These photon particles have great potential to reside concurrently in more than one
state, and they alter their locations only when assessed [21]. Hua-Ying Liu and col-
leagues at Nanjing University in China developed the framework of quantum com-
munications with UAVs. To establish a quantum communications channel between
two ground stations nearby 1 km, a pair of UAVs were used. Multiple UAVs in pairs
overcome the limitation of diffraction of photons [21, 22].
The benefits of quantum cryptography in UAVs are discussed as follows:

e The deployment of quantum UAVs is very easy and reliable.

e Quantum cryptography in UAVs provides secure communication, as it is
unhackable, and if any case eavesdropper tries to intercept the messages,
the receiver comes to know with the help of quantum key distribution and
discard the intercepted messages.
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* Industries and the government can possibly use the quantum-secure UAVs
in future because it provides ultra-high security.
* Less manageable network than traditional cellular networks.

4.3.2 QuanTUM KEY DISTRIBUTION

Quantum key distribution is a technique that guarantees the distributed network’s
long-term security. The potential of the two interacting users to identify the
existence of any third party attempting to obtain knowledge of the information
flowing between ground users with the use of quantum key distribution. Quantum
key distribution (QKD) uses the laws of quantum mechanics to enable parties, at
least in some cases, to exchange cryptographic keys with complete security. A
communication system may be developed that detects eavesdropping by using
quantum superpositions or quantum entanglement and exchanging information in
quantum states. The modification of a system can be possible by using a property
called quantum entanglement [21, 23]. Quantum keys, i.e., a stream of photons,
are distributed via a quantum channel, where encrypted information is transmitted
via a public channel. The photons have a property of momentum and angular spin.
There are two polarization modes: Rectilinear and diagonal, depending on the spin
of photons. The users distributed the keys to other users by sending a stream of
randomly polarized photons. If in any case someone attempts to capture the key, the
recipient has the ability to read the malicious activity in the network. After that, the
received key will be discarded and requests the sender to retransmit new arbitrarily
polarized photon streams [24].

4.4 UAV-BASED FOG COMPUTING NETWORK

The UAVs and fog computing together help to provide the services at the edge of the
network intelligently. In this section, we provide the collaboration of UAVs and fog
computing and its network design for better understanding.

4.4.1 CorLAaBoRATION OF UAVs AND FoGc COMPUTING

We surveyed UAVs and fog computing to learn deployment strategies in order to
provide real-time services with ultra-low latency. Several researchers focus on
integrating UAVs and cloud, fog, or edge computing to provide storage capabilities,
data processing, resource management, load balancing, energy efficiency, and low
latency for different applications. Some of the important works by various researchers
are discussed in this section.

To alleviate the burden on the base station and decrease the transmission delay
during the peak time, the authors in [25], suggest a low-latency massive-connectivity
vehicular fog computing system. User equipment’s (UE) computing functions are
offloaded to neighboring nodes with underutilized computation tools. It is observed
that the vast amount of computing demands obtained at peak times will also
exceed the small number of edge servers. As a consequence of the results, such
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tasks must be queued for a prolonged period of time, reducing delay and increasing
communication machine reliability during processing. To deal with this problem,
the authors use a two-dimensional pricing-based matching algorithm to manage
task assignment and management issues between vehicular fog nodes and UE in
order to minimize the overall network delay. The result shows an improvement
in overall network performance. In [26], the authors have suggested a hybrid fog
computing model (H-FVFC) that combines UAVs and vehicular fog computing
(VFC) to perform highly challenging tasks with specific latency requirements. The
authors have considered the computing capabilities in UAVs for post-disaster relief
operations, and after that, the authors evaluate the task offloading using a hybrid fog
model. The findings show that task offloading will substantially reduce the response
latency in the UAV network.

The most popular approach is to offload tasks to external computers with higher
processing and storage capacities that can be possibly supported in fog nodes or
on edge by clustered servers using the paradigm of fog computing. To connect the
network with a fog system in real time is a challenge. The authors in [27] suggested
an idea to consider UAVs as a fog node and focus on the energy consumption of
the computer component mounted onboard UAVs, which is important since it can
impact the duration of the flight mission. To reduce energy consumption, computa-
tional power, and processing latency, reinforcement learning is used. In order to offer
mobility and real-time support, fog computing will provide assistance to cope with
a vast range of heterogeneous sensors and devices spread across large geographi-
cal locations. Also, a UAV-assisted network has been substantially developed and
deployed for many real-time applications. In [28], the authors suggest UAV-Fog, a
UAV-based fog computing framework for the internet of things (IoT) applications.
In order to support any IoT applications successfully, the authors aim to use the
strengths and capabilities of both technologies, fog computing and UAVs. To provide
support in complex IoT environments, UAV-Fog nodes offer easy deployment of fog
functionality at remote or difficult locations. The authors considered a service-ori-
ented platform to implement for UAVs and fog computing. The deployment of UAVs
in the environment of fog will face crucial challenges. GPS spoofing is an important
security attack for UAVs since they rely heavily on GPS for flight control. In [29], the
authors suggest a modern and reliable form of GPS spoofing identification that uses
data fusion built on the inertial measurement unit (IMU) and monocular sensor. The
authors use the Dji phantom 4 UAV for experimental purposes.

In a paper [30], the author has suggested self-aware communication architecture
(SACA) for reliable and prolonged communication over IoT devices. The suggested
scheme reflects the idea of mobile fog nodes and unmanned aerial vehicle (UAV)
networks to act as a relay. The distributed node management (DNM) network is
able to provide prolonged connectivity by increasing the stability and longevity of
the network even in the event of failures. By creating a private near-user UAV fog
infrastructure rather than the conventional static fog servers, the idea of fogging is
pushed to another level. This serves to protect the logistics of fogging and provides
versatility to cover a wide range of effective load balancing systems. The result shows
that the network has less latency and less packet errors, the proposed solution is able
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to provide sustainable and stable connectivity. In a mobile edge computing (MEC)
network, the author of this chapter [31] solved the sum power minimization problem
by optimizing user association, power control, computing capacity distribution, and
position planning all at the same time (UAVs). The incorporation of UAV-enabled
connectivity with MEC will further boost computational efficiency due to the
versatility of UAVs. The author decoupled the initial problem into several problems
at limited sizes for computing power allocation problems. Since fog nodes have
limited computing power relative to remote cloud servers, it becomes impossible
to process all of the delegated data during activities at the primary fog node by the
end-user-initiated deadlines. Therefore, the end-user offloads the mission data to its
main fog node in this paper [32].

In the above survey, it is clear that very few works have been done in the area of
collaborative UAV-based fog networks and their security. On analyzing the survey,
we aim to deploy multiple UAV-based fog nodes to serve at the edge of the network
with better quality of service (QoS). Table 4.1 demonstrates the comparison of
existing work on a UAV-based fog network.

4.4.2 NEeTwork DESIGN

UAVs have made great strides from the beginning, as in military surveillance, UAVs
are the most common instrument for military units. UAV networks offer a major
advantage over traditional wireless networking networks, can be quickly reconfigured
and rearranged to accommodate differing traffic, can provide vital communication
services in areas impacted by disasters like a landslide, forest fire, cyclone, and flood
[33]. But as the demand and density of users increase in urban areas, this network
poses a lot of challenges, such as coverage, capacity, latency, load balancing, connec-
tivity, and security. The users were extremely requesting continuous data from UAVs,
which causes a lot of traffic flow in the mobile network. The advantages of the UAVs
attract researchers to use them widely. UAVs as a middleware helps to control the flow
of the data from the ground station effectively. UAV also offers broad coverage to all
recipient users with nearly congestion-free routes for data packets. Depending on the
different criteria for applications, UAVs may be located at an optimum height ranging
from 100 m to a few kilometers from the ground station. The UAVs should support
mobility to communicate with ground users with full connectivity. These attractive
benefits of UAVs inspired researchers to explore UAVs for commercial as well indus-
trial purposes. Apart from the UAVs, the advanced technology called fog computing
also attracts researchers because of its services, load balancing, storage capabilities,
security, offloading, and data processing [34].

Figure 4.1 depicts the pictorial representation of the quantum secured UAV-
FCN. The idea of merging UAVs with fog computing came into limelight because it
completes the network by providing various benefits to users in terms of live video
streaming, storage, low latency, fast processing, resource management, etc. UAVs
become part of the fog computing infrastructure by linking the UAVs to the internet.
Each UAV is considered as a fog server with a collection of resources and services
to provide to users. In this infrastructure, most of the UAVs allow Wi-Fi connections
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Malicious
Node

FIGURE 4.1 Quantum secured UAV-FCN.

and would have a special internet ID to connect with user equipment. The deploy-
ment of UAVs and their ability to deliver their services and resources via application
programming interfaces (APIs) are some of the requirements in incorporating UAVs
with the fog server. As a result, the UAV fog system consists of strong fog servers
for services and computing, as well as UAVs as relays offer services to communi-
cate with the real environment [35]. Secure communication in a UAV-based network
becomes prior because in time-critical application security is a major issue. UAV-
Fog nodes connect with quantum internet to provide secure communications. Any
malicious activity in the network will be detected and discarded with this quantum
cryptography. In quantum cryptography, quantum key distribution plays a key role
as the stream of photons send to the receiver in a network.

4.5 ADVANTAGES AND CHALLENGES OF UAV-
BASED FOG COMPUTING NETWORK

In this section, we discussed the advantages and the challenges of UAV-based fog
network. Some of the important advantages include improved support for low cost,
reliable, long connectivity, low latency, mobility, save bandwidth, quick deployment,
low-cost solution, scalability, and robust interoperability with other systems, such as
fog or edge computing, Al, and blockchain [36, 37].

e Low-Cost Solution: The most effective and low-cost approach for improv-
ing computing capabilities and providing on-demand services by installing
fog node properties into UAVs at the networks’ edge.
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e Reliable: This network is highly consistent and reliable, and it may be used
in crowded areas where connectivity is difficult to build.

* Quick Deployment: UAVs are very quick to deploy and control in
emergency situations. Thus, the UAV-based fog network is deployed very
quickly wherever required.

* Long-term Connectivity: This network, in contrast to the existing
traditional ground-based wireless network, provides long-term connectivity
and consistency.

* Quick Service Recovery: Service failure is a major concern in mobile
networks, but UAV-based fog network guarantees quick service recovery
in any situation, whether partial or total loss of infrastructure due to
hurricanes, landslides, flooding, natural disasters, and the data offloading
of base stations in heavily crowded areas.

e Security: Quantum cryptography provides security in a UAV-based fog
computing network. In case any effort by eavesdrop alter the status of
the photons, then quantum security alerts the receiver to foul play. Thus,
quantum security is much more reliable than traditional security.

¢ Reduce Latency: It is the primary advantage of this network because of the
fog nodes the network deployed nearer to the ground station (at the edge of
the network).

e Save Bandwidth: Although processing has chosen data locally, UAV-based
fog computing will save network bandwidth instead of transferring it for
analysis to the cloud. This will enhance the capacity of the network.

e Storage Capacity: UAV-assisted networks generally provide communication
services to ground users, but with the integration of fog computing, the
UAV-based fog network has the capacity to store data and offload to the
ground users whenever required.

e Computing Capabilities: In a UAV-based fog computing network, the fog nodes
have the ability to compute the data coming from ground users very efficiently.

e Real-Time Services: This network will provide real-time services in criti-
cal applications because of its best performance.

Apart from advantages, we highlighted some of the important challenges faced by
the UAV fog network, which is highlighted as follows [2, 38]:

e Energy Consumption: The fog system’s energy consumption is incred-
ibly high due to the vast number of fog nodes involved, which necessarily
involves a large amount of energy to function. This puts a challenge for
researchers to reduce the usage of node energy during communication.

¢ Authentication and Trust: When the data facilities and services are pro-
vided on a wide scale, authentication and trust are some of the most trou-
bling challenges of fog computing. Thus, it can make the whole network in
trouble, and UAV fog functionality exacerbates the entire infrastructure.
For example, in a military system, a malicious node acts as a fog node but
it is not actually a fog node. This will cause a problem to the entire system
to trust the data coming from the actual node.



78 Akshita Gupta and Sachin Kumar Gupta

e Large Coverage: The fog computing in UAV-based network puts a challenge
of coverage in a network. As the fog nodes are placed at the networks’ edge,
they should not be able to cover large geographical areas.

e Size, Weight, and Power (SWAP): SWAP limitations of UAVs, i.e., size,
weight, and power, are one of the hardest problems in this network because
they could restrict processing, connectivity, and persistence abilities.

e Control and Coordination: The involvement of UAVs in the network
creates a challenge of control and coordination between multiple UAVs.
Multiple UAVs cause interference with each other at adjacent cells. This
challenge can be solved by optimization of task allocation and trajectory
planning of UAV nodes.

¢ Endurance: The limited endurance of UAVs affects the practical deployment
and longevity of UAV-aided communications. To deal with this challenge,
the battery-powered system is being replaced by electric-powered UAVs to
extend the endurance of UAVs in the entire network.

4.6 CONCLUSION AND FUTURE SCOPE

Traditional UAV networking is very limited to certain applications such as disasters,
the military, and commercial use. With the advancement in technologies, research-
ers have grown their interest in the field of UAV communication and contributed
to it. But with the increase in demands by active users for continuous data in UAV-
assisted networks, the UAVs alone are unable to handle the data with efficiency. So
the collaboration of UAVs and fog computing comes into broad light as both tech-
nologies share amazing benefits. Fog computing puts its properties in UAVs to serve
intelligently in real-time applications. This chapter provides a survey on UAV-based
fog computing and its network design. When the multiple UAVs communicate with
ground users, there is a high chance of interception of data in a dense environment.
To deal with security issues, we considered quantum security in a UAV-based fog
computing network. We also highlighted the advantages and challenges of this net-
work. The aim of this collaboration is to successfully deploy UAV-based fog comput-
ing to reduce latency, bandwidth saving, load balancing, on-demand services, high
throughput, and overall high performance.

The future scope of the UAV-FCN is to deploy in disaster relief and search-and-
rescue operations: Providing ultralow-latency relay network with the management of
resources and data flowing in a loop. Apart from this, security is the main concern
when the devices work at the networks’ edge, and in further work, security policies
and quantum security may be designed to implement UAV-FCN.
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5.1 INTRODUCTION

Space exploration is an exemplar of several types of integration, power, communi-
cation, and a host of others. It brings several technical fields together: Energy stor-
age, biosciences, types of equipment, guidance, etc. The stars, Sun, planets (such
as Mercury, Martian body, Earth, Venus, Saturn, Jupiter, etc.), various asteroids,
comets, and meteoroids make up our solar system [1]. With the aid of space explora-
tion, such parameters can be studied and explored. Space exploration and discovery,
according to the superpowers of the 12th century, is a successful investment. It has
contributed to different fields such as cancer treatment, global search systems, and
rescue systems, among others. Landers, orbiters, rovers, flybys, telescopes, human
crew, and other methods to space exploration have been used in the past for inves-
tigating several spatial bodies. However, there have been some limitations to these
space exploration strategies, such as hindrance in surface exploration, the lesser
amount of time spent closer to the planetary body, and insufficient quantity and
consistency of the investigation [2]. Also, severe health complication develops in the
body of the human crew [3] as a result of space exploration. Although these health
conditions are generally just temporary, they may have a long-term impact as well
[4]. These issues prompted us to consider a better choice, which led to the develop-
ment of unmanned aerial vehicles (UAVs) for space exploration.

The use of UAVs would strike a balance between science, execution risk, and cost.
UAVs must collect and process data in order to complete their missions. UAVs could
be able to store a wide variety of data about a planet’s atmosphere and strategic oper-
ations. Thus, it becomes evident that a methodical and accurate analysis of technical
vulnerabilities is needed to secure communication through UAVs. It is because of
cyberattacks, software and hardware flaws, and unintended defects introduced by the
developer, space UAVs will tend to become more vulnerable and susceptible to faults
and failures. As a result, UAVs must be built with keeping such dangers in mind;
defensive capabilities and measures must also be included so that they can respond
automatically and dynamically to both accidental and intentional faults and attacks.

5.1.1 MortivaTiON AND CONTRIBUTION

Owing to the recent technical advances, UAVs are now considered a useful tool [5]
for planetary exploration [6]. UAVs have made enormous progress in their application



Mars Surface Exploration via UAVs 85

to space missions [7]. The latest planetary exploration methods are limited in mobil-
ity and resolution and provide little knowledge about Earth. To fix these concerns [§],
we have been inspired to use UAVs for space exploration. The current study’s main
contributions are as follows:

e To securely deploy the UAVs for space exploration (for sensing and data col-
lection, predict the environmental conditions in a spatial body).

* To provide the security aspects in space UAVs, including protocols, com-
munication threats, crypto security, and quantum security.

e To learn about the challenges faced by UAVs’ deployment and ensure the
security in a UAV-based network in a spatial body.

e To simulate a prototype UAV for a successful flight on a Martian body.

e To observe the behavioral change in the UAV flight on the surface of
Martian body and Earth.

*  We provide a comparison of environmental parameters for Martian body
and the Earth’s surface.

The remaining sections of this chapter are as follows: Section 5.2 is about the earlier
studies on space UAVs. Section 5.3 is with reference to the types of UAVs for space
exploration. Section 5.4 provides the protocols and security threats in space UAVs.
This section discusses various protocols for space exploration, communication threats
and incidents, and the types of security algorithms such as crypto and quantum
security. Section 5.5 discusses the deployment strategy for deploying a UAV on the
surface of Martian body. Section 5.6 is about the environmental considerations on
the surface of Martian body for a successful UAV flight. Section 5.7 is about the
simulation results acquired while observing UAVs’ behavioral change on the surface
of Earth and Martian body. Section 5.8 discusses various possible research challenges
related to the network security of space UAVs. Finally, Section 5.9 concludes.

5.2 PREVIOUS STUDIES ON SPACE UAVs

In this section, we have provided the previous studies on UAVs used for space explo-
ration. As UAVs are used for space exploration, scientists from every corner of the
world try to send UAV to Martian body for collecting information and making net-
works on the Martian surface.

The use of UAVs for space missions has increased significantly. A Mars helicopter
landed recently on Jezero Crater on 18 February 2021 is one of the most popular exam-
ples of space UAVs. This mission is possible due to the advantages of low-speed for-
ward flight, vertical take-off and landing (VTOL) aircraft, and hovering capabilities
[9]. The key advantage of using UAVs for space exploration is wide area coverage and
an enhanced quality of information [10]. Due to the differences in climatic conditions,
the design, layout, flight, trajectory, and route planning differ for UAVs for a different
planetary mission. The atmosphere of Martian body is very thin and dusty, consist-
ing mostly of carbon dioxide, having traces of argon and nitrogen, as well as water
and oxygen. The average surface pressure of Martian atmosphere is 0.4—0.87 kPa or
around 1% of the pressure at sea level on Earth [11]. Due to its thin atmosphere and
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TABLE 5.1
Various Space UAVs for Planetary Exploration

Solar Mass Endurance
References UAV Model Body (in kg) Power Supply (in min)
Koning et al. (2008) [16] ExoFly-DelFly Mars 0.02 Solar 12
Grumman (2014) [17] Mars Helicopter ~ Mars 1.8 Solar 1.5
Zhu et al. (2015) [18] VAMP AV Venus 900 Solar and ASRG -
NASA (2019) [19], (2015) SESPA Venus - Solar -
Aggarwal et al. (2020) [20] ~ Dragonfly Titan - Nuclear -

greater distance from the Sun, the surface temperatures range from around 140°C in
the winter to around 20°C in the summer. Despite the fact that Martian body has a
lower density than Earth, due to the importance of Martian science, the concept of
a drone that can fly on the planet has gotten a lot of attention. Venus is known as the
“evil twin” of Earth because it is almost the same size as Earth but has a toxic carbon
dioxide atmosphere and a scorching 470°C surface. Venus has an atmosphere that
is similar to that of Earth; thus, the requisite power for flight is lower. As a result,
research has been conducted on drones that can fly in Venus’s climate.

Several UAV models have been proposed till now for exploring planets like
Martian body, Titan, Venus, etc. Due to the possibility of life on Martian body, it
is one of our solar system’s most explored planetary bodies. The planetary body’s
climatic state is neither too cold nor too hot. Solar panels can be used while there is
a lot of direct sunlight. Martian body has a gravity that is 38% that of Earth, mak-
ing it one of the most suitable planets for drone exploration [11]. One of the most
well-known examples of a Martian UAV is the Aerial Regional-scale Environmental
Survey of Mars (ARES). It is a planned Mars Scout mission that will use an air-
plane to collect high-value science data on the planet’s atmosphere, surface geol-
ogy and mineralogy, and crustal magnetism [12]. It is also possible to fly a UAV on
Venus (using solar power). It is possible to explore the regions of the atmosphere,
including cloud tops, with a small aircraft carrying a suitable payload of scientific
instruments. The aircraft under consideration are of a size that is appropriate for a
low-cost Discovery-class mission [6]. Another solar body being considered for drone
exploration is on Titan. Dragonfly is one of the well-known Titan drones in the near
future. Dragonfly, NASA’s next $1 billion planetary science mission, is set to launch
in 2026. The aircraft, a quadcopter drone, with the size of a vehicle will arrive in
2034 and land across the frozen surface in search of chemistry that could support life
[13]. Table 5.1 shows the comparison between the parameters of various space UAVs
considered for different planetary exploration.

5.3 TYPES OF UAVS FOR SPACE EXPLORATION

It is not possible to fly on other solar bodies using conventional UAV geometry.
The size and weight of the UAVs are typically limited due to the launch vehicle’s
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FIGURE 5.1 Types of UAVs for space exploration.

packaging constraints on the intended solar bodies [14]. In order to enhance the
efficiency of UAVs, various aerodynamic, performance, legislative, and structural
studies [15] are carried out during the design process. There are various configura-
tions of UAVs for planetary exploration. Some of the examples are airships/balloons,
gliders, cyclocopter, fixed wings, and VTOL. Figure 5.1 shows some of the types of
UAVs for space exploration.

5.3.1 AIRsHIPS/BALLOONS

An airship or balloon is a type of aircraft carrier that navigates without the use of
external power [15]. The balloon is a very simple technology that does not require
any power to hold its height. Instruments and payloads are the only items that need
electricity.

However, the changes in altitude and position are challenging for balloons. It
is practically not possible for the balloons to last long in the heat. Balloons often
have trouble holding their station, suggesting that balloons are inflexible in the
field of atmospheric science. On the other hand, airships are difficult to position
and deploy at low speeds [21]. The three kinds of balloons effective for space
missions are superpressure balloons, standard helium balloons, and Montgolfiere
balloons.

5.3.2 VErticAL TAKE-OFF AND LANDING

The advantages of both multi-copter and fixed-wing aircraft are recombined to
create VTOL for space exploration. Recent research has centered on the possibility
of developing aerial VTOL vehicles to help in the exploration of various celestial
bodies in our solar system. VTOL vehicles’ efficacy is being examined in particular
to support missions to Martian body, Titan, and Venus.
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5.3.3 GLIDER

A glider is a type of aircraft without a motor. In the flight, a glider has three forces
operating on it (lift, drag, and weight forces), these are exposed in each and every
kind of aircraft. Although the glider has no thrust, the powered aircraft eventually
has a thrust-generating engine [22].

5.3.4 FrLyiIng WING

Flying a drone for an interplanetary mission, such as to Martian body, Venus [23],
or Titan [24], poses a serious challenge, owing to environmental restrictions. New
flying ideas, such as flapping wings, may be well suited for the atmosphere’s low
density and high viscosity [25].

5.4 PROTOCOLS AND THREATS IN SPACE UAVs

The interplanetary communication network is a put forward network that is often
disrupted, with a wireless structure that is riddled with errors and delays varying
from tens of minutes to hours [26]. During space exploration through UAVs, UAVs
collect data from the planet. The data from the planet is collected through the near-
field communication links. The orbiter then collects the data from UAVs. The data is
then transmitted to the Earth ground station through direct links. Finally, the data is
routed via Earth’s internal communication network. Thus, one of the main concerns
for space agencies is security in the area of space exploration. Guaranteed access to
space and the right to freely use space for different purposes are two aspects of space
security. The section comprises three parts: Protocols for space exploration, commu-
nication threats in space missions and incidents involving security issues, and secu-
rity algorithms for preventing security threats during space missions using UAVs.

5.4.1 ProtocoLs FOR SPACE MISSIONS

A network of protocols has been developed for the transmission of data for
interplanetary communication. These protocols are a set of rules that regulate
how data is transmitted during an interplanetary mission. Traditionally, spacecraft
telemetry was formatted using a time-division multiplexing (TDM) system, in which
data objects were multiplexed into a continuous stream of fixed-length frames based
on a predefined multiplexing law. Since there are no proven standards in this area,
each project was forced to develop and implement a custom data system that was only
used by that project, with the exception of the ground tracking network. In the early
1980s, the Consultative Committee for Space Data Systems (CCSDS) established
an international standard for a Packet Telemetry protocol to transmit processed
telemetry using a variable-length data unit known as the source packet. Shortly after
Packet Telemetry, CCSDS established another international standard for transmitting
commands to a spacecraft with a data unit known as the Tele Command (TC) Packet,
based on a similar principle. CCSDS expanded the above requirements in the late
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1980s to meet Advanced Orbiting Systems’ (AOS) needs, such as the International
Space Station (ISS) and developed AOS, a third standard. CCSDS later restructured
these three specifications (Packet Telemetry, Tele Command, and AOS) in order to
describe the protocols in a more standardized and unified manner. The modified
standards were: Space Packet Protocol [26]; TM, TC, and AOS Space Data Link
Protocols; TM and TC Synchronization, and Channel Coding [27].

5.4.2 COMMUNICATION THREATS AND INCIDENTS

For an interplanetary mission, radio frequency (RF) waves are used to communicate
to and from the satellite. They are usually sent at frequencies in the GHz range.
Telemetry, Tracking, and Control (TT&C) and data communications can be
interrupted at any time during the satellite’s lifespan, forcing the attacker to gather
additional data and launch attacks on the ground segment. The most popular
methods of data communication disruption are jamming, hijacking, eavesdropping,
and spoofing.

5.4.2.1 Jamming

Jamming can effectively block communication on a wireless space channel, interrupt
the predefined activity, trigger performance problems, and even harm the control
device by simply emitting an interference signal. An intruder may deny legitimate
communications by transmitting a continuous signal using an antenna, knowledge of
the signal frequency, and the necessary power level. The AN/ALQ-218 UAV is one
example of a jamming-resistant UAV. Emitters for cueing jammers are included in the
AN/ALQ-218 UAV and electro-optical sensors, infrared radiation (IR) technology,
and an on-board radar station.

5.4.2.2 Eavesdropping

Eavesdropping is the theft of data while it is being transmitted over a network. The
RF signal is sent over the air for satellite and ground system communication. Here
the communications are subject to interception. Data sent over RF signals is often
unencrypted or uses low-grade encryption that can be broken to expose clear-text
data. ELectronic INTelligence (ELINT) satellites are one of the devices that many
countries use to eavesdrop on information transmitted across space.

5.4.2.3 Hijacking

In recent years, there have been several cases of satellite hijacking or the use of a sat-
ellite for a different purpose. This may entail manipulating or entirely altering valid
signals. One of the well-known incidents of hijacking a space network was in 1999, J.J.,
a 15-year-old computer programmer who went by the moniker “cOmrade,” confessed
to hacking into NASA’s computer network as well as a slew of other cybercrimes [28].

5.4.2.4 Spoofing

Spoofing is an electronic attack in which an attacker convinces a receiver that a false
signal generated by the attacker is the real signal it is trying to obtain. Spoofing
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a satellite’s downlink may be used to transmit incorrect or manipulated data to
an adversary’s communications device. An intruder who successfully spoofs a
satellite’s command and control uplink signal may take control of the satellite and
use it for nefarious purposes [29]. Cryptography is one of the best suitable techniques
to overcome spoofing.

5.4.3 Security IN SPACE UAV NETWORK

For the purpose of space missions through UAVs, encryption algorithms should be
selected carefully for various messages in order to protect sensitive information in
the network.

5.4.3.1 Crypto Security in Space Network

As a consequence, the idea of cryptography is taken into consideration. The master
key encrypts the sub-master key, which in turn encrypts the session and channel keys
throughout the drone communication phases [30]. The sub-master, the session, and
the channel keys are all delivered through key exchange messages. Since encryption
and authentication are used to secure the communication system, the protection of
the key exchange message is the most important aspect. Key exchange messages are
transferred first in the channel during initialization, followed by the transmission of
the sub-master key, channel key, and first session key to the drone [31].

5.4.3.2 Quantum Security in Space UAV Communication

Quantum security is another approach to the security challenges that space UAVs
face. A new and improved protocol has been created for the purpose of safe
communication [32]. An eavesdropper cannot keep a transcript of quantum signals
that are sent in a quantum key distribution (QKD) operation due to the quantum
noncloning theorem. In contrast to other communication methods, this latest quantum
technique would use a low-orbit satellite to send encrypted messages over a much
longer distance to ground-based stations. This improved framework has the potential
to revolutionize how we exchange confidential data while still protecting people’s
data at a time when cyber security threats are on the rise. Quantum communication,
also known as quantum key distribution, uses physics to provide protection when
transmitting data. It enables two parties to exchange encrypted data that is sent via
quantum bits or qubits [33]. Quantum communication is the most reliable method of
data transfer, with a practical quantum network able to provide secure coverage in
real time for any location and scale, from small to massive.

5.5 DESIGN MODEL OF UAV ON THE MARTIAN BODY

In our design model, we make a UAV prototype compatible enough to fly on the
surface of Martian body. Lander at the surface of Martian body will deploy UAVs as
a payload in the Martian surface. A communication link between the lander, UAV,
and the Ground Control System (GCS) is done through satellite communication.
Communication between UAV and GCS is through the part of the Ka band (uplink:
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Communication Links

e UAV to Satellite
o Satellite to GCS
e UAV to Lander

Communication

Aspects

o Satellite Communication

e Between UAV and GCS: Ka
band.

e Uplink: 34.2 GHz to 34.7 GHz

e Downlink: 31.8 GHz to 32300

FIGURE 5.2 Deployment strategy of UAV on Martian body.

34.2 GHz to 34.7 GHz; downlink: 31.8 GHz to 32.3 GHz). Figure 5.2 shows the
design model of UAV on the Martian surface.

5.6 ENVIRONMENTAL CONSIDERATIONS ON
THE SURFACE OF MARTIAN BODY

To design an aerial vehicle for planet exploration, atmospheric conditions become a
necessary part of being considered. Atmospheric pressure, air temperature, gravity,
speed of sound, and air density are some of the mandatory parameters.

5.6.1 AIR PRESSURE

The air at any planetary body constitutes a weight, and it pushes against anything
it comes in contact with. This pressure is known as atmospheric or air pressure.
Air pressure is the force applied by the air on the planetary body (as gravity draws
it toward the surface). The ability to fly vehicles to achieve lift is due to air pres-
sure. Faster-moving airflow has a low temperature, whereas slower-moving air has
a higher temperature, as per Bernoulli’s principle. This indicates that the air pres-
sure on the bottom would be higher, pushing the plane upward. The air pressure
value at the surface of Martian body is approximately 610 Pa [34]. This means the
air pressure on Martian body is less than 1% of that on the Earth’s surface. The air
on Martian body is much thinner than that on Earth. As a result, the key source of
concern when developing a prototype UAV is whether there would be enough lift.
UAV is possibly heavier than air. For a UAV to fly successfully in a planet’s atmo-
sphere, four forces are obligatory that are lift, drag, weight, and thrust. The engine
of a flying vehicle generally provides thrust. Thrust must surpass the vehicle’s drag
for a successful flight. The lift of the vehicle is provided by the wings. UAV’s lift
should be equal to its weight for the flight to be flourishing. UAV’s smooth shape
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will probably reduce drag, and the materials it is made up of will have an effect on
its weight.

5.6.2 GRrAvITY

Gravity is the force exerted on the object to pull it toward the center of the planetary
body. Two major forces that are drift and weight are mainly required to get better
off. The weight of a flying vehicle is the force of gravity acting to pull the UAV to
the ground and resolve via lift. Lift and gravity are two opposite forces. It is very
evident that for designing a prototype UAYV, decreased weight and an increased lift
are the two major goals to be achieved. On the basis of Newton’s theory of Universal
Gravitation, when talking about a spherical body like a planet, the gravitational force
is directly proportional to the mass of the planet and inversely proportional to the
square of the radius of the planetary body. Equations 5.1 and 5.2 are based on the
Newton’s theory of Universal Gravitation and show the formula for the gravitational
force of Martian body [35]. Table 5.2 shows the notation and parametric values of
Equation (5.1) [36].

g =Gmlr’ 6.D
g=3.711m/s%. (5.2)

where g represents the gravity of Martian body,
G represents the gravitational constant,
m represents the mass of the Martian body,
r represents the radius of Martian body.

5.6.3 AR DensiTY

Air density has a direct impact on UAV’s performance, both aerodynamically and
in terms of engine performance. Air density has an effect on nearly every aspect of
a UAV’s flight. In less dense air, standard measurements such as take-off distances,
rate of climb, landing distance, and so on, would all be increased, thus reducing the
performance. Atmospheric density, in general, is defined as the mass per unit volume
of a planet’s atmosphere.

TABLE 5.2

Notation and Parametric Values
Parameters Values
Gravitational constant 6.674x10"'m? kg~! s72
Mass of the Martian body 6.42x10% kg

Radius of the Martian body 3.38 x10°
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5.6.4 AR TEMPERATURE

Air temperature has a vital role toward the behavior of the flight of UAV. The lift
generated by a UAV depends mainly on the air density. Air density depends on the
air temperature and altitude. At higher temperatures, air density is reduced. UAV
will travel faster to generate enough lift for take-off. The air temperature at Martian
body is 210 K (approximately).

5.6.5 SPEED OF SOUND

Speed of sound is the distance traveled via sound waves per unit of time. This
parameter plays a significant role in designing the UAV prototype: (1) useful in
separating the flight regimes into two distinct areas with distinct flow conduct,
(2) assisting in the conversion of compressible flow geometry to one that can be
measured using simpler, incompressible methods, (3) for efficient air travel, and the
maximum practical flight speed will be restricted, and (4) providing a hint to the
designer about how to drive this boundary higher. The speed of sound at the Martian
surface [37] is 240 m/s? and this is comparatively lower than that of Earth (343 m/s2).

5.7 PARAMETERS CONSIDERED IN SYSTEM
MODEL AND SIMULATION RESULTS

In our proposed model, a UAV prototype has been simulated that can be made suit-
able enough to operate in the environmental conditions of Martian body. Comparative
analysis of the behavior of the UAV prototype in the environmental conditions of Earth
and that of Martian body has been studied. For the simulated model to operate on two
different planets, various parameters are taken into consideration. Table 5.3 shows the
reported environmental parameters of the planet Earth and Martian body is consid-
ered for the UAV prototype. A prototype of a UAV is observed in the atmosphere of
Earth and Martian body. The environmental parameters are varied, and the behavior
of the UAV is observed. Figure 5.3a graph of the UAV flight on the surface of Earth is
observed; here, the UAV has a peak altitude of 1.58 m. UAV then acquires its stability
after 3 s and hover at an altitude of 1.56 m. A similar UAV prototype graph for the
flight on the Martian surface is observed. UAV has a peak altitude of 2200 m. For
about 1 min and 40 s, the UAV will become stable and hover at an altitude of 380 m.
We observed a major difference between the altitudes of the UAV flight on the sur-
face of Earth to Martian body. Since Martian body’s gravity is around one-third of
Earth, which makes it simpler for the rotors to work, the rotors need not work hard on
the Martian surface to combat its effort. However, on the surface of Earth since the
gravity is higher, the rotors are not easy, thus having a lower altitude. The air density
of the Martian surface is lesser than that of Earth. At lower air density, the altitude is
increased, as seen in graph (b) of Figure 5.3.

The behavioral change in the acceleration of the UAV at the surface of Martian
body and Earth is also studied. Figure 5.4 shows the rate of change of velocity of
UAV at the surface of Martian body (a) and at the surface of Earth (b).
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TABLE 5.3

Reported Environmental Parametric Values for Martian Body and Earth
Parameters Martian Body (Reported Values) Earth (Reported Values)
Volume (km?) 16.318 108.321

Mass (10* kg) 0.64171 5.9724
Gravity (m/s?) 3.711 9.81

Air pressure (bars) 610.0e3 101.3e3

Air density 0.020 1.181

Speed of sound (m/s) 240 340
Atmospheric temperature 273+15 273 - 63
Latitude 40.695899600000000 42.299886000000000
Longitude -80.01172539999999 —71.35044700000000
Flattening 0.00589 0.00335
Altitude 80.01172539999999 71.35044700000000
Equatorial radius (km) 33962 63781

Polar radius (km) 33762 6356.8
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FIGURE 5.3 Comparison between the graph for the flight of UAV on Martian body (a) and
Earth (b).

ACCELERATION (in m/s?)
ACCELERATION (in m/s?)

(a). TIME (in seconds) — (b). TIME (in seconds) —

FIGURE 5.4 Acceleration of UAV on the surface of Martian body (a) and Earth (b).
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From the results above, we have observed that it is possible to successfully deploy
UAV on the Martian body surface. UAV will overcome the issues faced by other
space-exploring techniques. In the near future, multiple UAVs can be used to get
real-time information from the Martian surface with enhanced quality of service
(QoS). Also, multiple UAVs can also be deployed at a certain height on the surface of
Martian body to cover the wider area. In the future, if the multiple UAVs are success-
fully deployed, then it is possible to collect the samples of the Martian surface and
provide information to the GCS. As a result, the probability of life on Martian body,
clues to the solar system’s evolution, and a fascination with the chemistry, geology,
and meteorology of the planet, etc., can be further be explored [38].

5.8 RESEARCH CHALLENGES

This segment addresses the potential research challenges related to network security
in UAVs for space exploration.

5.8.1 [ENDURANCE

Since the amount of energy available for an interplanetary mission is minimal, the
UAV’s endurance will be severely limited.

5.8.2 PRECONDITION

Fiber communication channels and satellite ground channels have so far proven to
be the most effective quantum networks. However, none of them has met any of the
prerequisites of space networks.

5.8.3 HyackINnG

There is no assurance that a fast factorization algorithm for classical computers will
be discovered in the future or that existing algorithms will be implemented on a
quantum computer, making traditional encryption “hacking” possible. Initial data
replacement is another “hacking” technique. The possibility of encryption keys
being stolen is a final weakness. As a result, a truly effective and easy encryption
method is in high demand [32].

5.8.4 COVERAGE

The deployment of the UAVs should be nearer to the surface of the spatial body so that the
maximum area is covered. When the UAV is placed nearer to the surface of the planetary
body, then there are fewer chances of the network breakage. There is a strict Line of Sight
(LOS) requirement between transmitter and receiver to get communication better off.

5.8.5 StaBiLITY

At the time of deployment of the UAVs in space, it is very necessary and important
to ensure stability. Stability of multiple UAVs is affected by manipulative movements
and environment contacts.
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5.8.6 PATH PLANNING

An optimal path track for UAVs should be planned. The path planning should be
from the start point to the destination point. The path planning should also satisfy
the constraints of UAVs apparent performance and the environment of the planetary
body.

5.9 CONCLUSION

The most recent planetary exploration methods are very limited in versatility
and resolution, and they provide little information about Earth. To address these
issues, our study discusses the use of UAVs for space exploration. Since the spa-
tial missions’ communication network is a store-and-forward device, there is
a greater risk of it being disconnected. In a communication network, there are
also risks such as jamming, spoofing, and hijacking. Technology algorithms such
as cryptography and quantum security have been addressed in order to combat
these threats, as well as several other concerns. Certain protocols for safe contact
between the Earth station and space vehicles, as well as communication between
space vehicles themselves, have been studied. This chapter discusses various
space UAVs that have been considered for space missions to date, as well as the
deployment technique for UAVs on the surface of a planetary body. The possibil-
ity of flying a UAV in the Martian body’s atmosphere is explored. It has been
found that there is a greater possibility of a successful UAV flight on the Martian
body. The behavioral change in the UAV flight on both Earth and Martian body
has been studied. It is found that the altitude of the UAV prototype is higher on
the Martian surface than on Earth. Due to lesser gravity on the surface of Martian
body, it becomes easier for the rotors to function with efficiency. The blades rotate
and push the air downwards. As a result, the air pushes up the rotor, generating
a lift. This gives UAV the optimal height on the surface of Martian body. It was
also observed that on the surface of Earth UAV becomes stable to hover at a place
in lesser time, whereas on the surface of Martian body stability is acquired after a
certain amount of time. The stability, in this case, is directly linked with the num-
ber of rotations. The result is that the UAV acquires the optimal height of 1.56 m
on Earth and 380 m on the Martian body. However, there are some research chal-
lenges for the practical purpose of communication security, which are addressed
in the research challenges section.
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6.1 INTRODUCTION

Cryptography is a crucial part of securing all cyber-physical systems to attain con-
fidentiality and integrity as security goals. The security level of cryptographic algo-
rithms, including Rivest—Shamir—Adleman (RSA) and elliptic curve cryptography
(ECCO), relies on the intractability of certain problems using traditional computers.
However, the boom of quantum computing has placed current cryptographic algo-
rithms at stake.

Quantum computers exploit the principles of quantum physics, mainly superposi-
tion and entanglement principles, to process information.

The standard quantum algorithms, mainly Shor’s [20] and Grover’s [16] algo-
rithms, are a threat to RSA and ECC cryptosystems, respectively. Researchers and
organizations have been developing various quantum attack-resistant algorithms,
using either complex mathematical problems or exploiting quantum physics [23, 24].
The algorithms that exploit quantum physics principles are quantum cryptography,
and the algorithms based on hard mathematical problems are post-quantum cryp-
tography. While quantum cryptography relies on quantum hardware, post-quantum
cryptography can be deployed on the same hardware infrastructure of the current
networks [8]. In this chapter, we review post-quantum cryptography that is resistant
to quantum attacks.

6.1.1  SecuriTy THREAT FACED BY QuANTUM COMPUTING

The progress in developing quantum computers on a large scale has threatened the
most commonly used symmetric and asymmetric key cryptosystems. A modern
computer encodes information in bits with a value of either 0 or 1. However, a quan-
tum computer or hardware encodes information in qubits that follows the rules of
quantum physics. The qubit can be in s state 0 or 1 or both at the same time, as per
the superposition principle. The two qubits are in an entangled state when their states
are allied with each other. The superposition and entanglement principles make
quantum computers much faster than any modern computers [14, 34].

6.2 SHOR’S ALGORITHM

In 1994, Peter Shor [30] developed an algorithm to derive the prime factorization of
any positive integer. We denote it as N. Shor’s algorithm has two phases: classical and
quantum. The first section uses the Euclidean algorithm to derive an order-finding
problem reduced from the factoring problem. Moreover, the quantum phases find the
approximate superposition of periods of the function by applying Quantum Fourier
Transform (QFT) [6, 14].

The widely adopted RSA generates its public key using a product of p and g such
that N = p*q, where both p and g are private prime numbers. Thus, RSA’s secu-
rity depends on the complexity of obtaining the factors p and ¢ [22]. Thus, Shor’s
algorithm, when applied to quantum hardware, can crack the RSA cryptosystem.
Moreover, Gidney et al. [15] proved that Shor’s algorithm efficiently cracks RSA-
2048 within 8 h with 20 million qubits [14].
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6.3 GROVER’S ALGORITHM

In 1996, Lov Grover [16] developed an algorithm that searches databases faster than
a classical algorithm. Grover’s approach is based on amplitude amplification and
the property of quantum physics to provide a quantum search algorithm that can
find a particular element, given an array of x number of elements. A classical search
algorithm takes O(N) while a quantum search algorithm by Grover has 0(\/ N), a
quadratic speedup.

Grover’s algorithm can be used for the problem of obtaining a key or for the study
of block ciphers. Thus, Grover’s algorithm weakens the commonly used cryptosys-
tem, namely AES-256/128 [2, 6, 14].

6.4 EXISTING POST-QUANTUM SECURITY SCHEMES
ADDRESSING CONFIDENTIALITY

The emergence of quantum computing in recent years has brought both benefits and
risks to stable cyber-physical systems [34]. The most threatened cryptosystems are
widely used public-key algorithms, key management schemes, and digital signatures
dependent on factorization, elliptic curve cryptography, and discrete logarithms [1].
This has motivated researchers to focus on the study and development of post-quan-
tum cryptography. They are resistant against quantum as well as classical attacks
and can be deployed in the existing network infrastructure [1]. Currently, there are
five categories of primary post-quantum cryptography, namely [6, 8]:

e Code-based cryptography [6, 8]

e Lattice-based cryptography [6, 8]

e Supersingular elliptic curve isogeny [6, 8]
e Multivariate-based cryptography [6, 8]

e Hash-based cryptography [6, 8]

We divide post-quantum cryptography into two security goals: confidentiality and
integrity. The following sections provide post-quantum cryptography based on the
type of algorithms used.

6.5 CODE-BASED CRYPTOGRAPHY

Code-based cryptography is cryptosystem, including symmetric and asymmetric,
based on the difficulty of error-correcting codes [8]. It can be categorized into the
following:

* Public-key encryption

* Digital signature

* Zero-knowledge protocols

e Pseudo-random number generator and stream cipher
* Hash functions



102 Sagarika Ghosh et al.

In this survey chapter, we review the code-based public-key cryptosystem as dis-
cussed in the following subsection. The most commonly known algorithm is the
McEllice cryptosystem [1].

6.5.1 MCcELLiCE CRYPTOSYSTEM

In 1978, a public-key encryption scheme that was based on hidden Goppa code [33]
was proposed by Robert McEllice. Goppa codes are the relation between algebraic
geometry and codes and are used as error-correcting codes. They rely on the NP-hard
problem of decoding linear codes. The basic concept of the Goppa code depends on
modular arithmetics. When a number series approaches a higher number, and once
it reaches a specific number, the series starts from 0 again [1, 8]. A classic McEllice
cryptosystem includes the following phases (assuming Alice and Bob are the two
legitimate participants) [28, 33].

Key Generation: Bob selects a Goppa polynomial g(z) of degree ¢, computes its
corresponding generator matrix G, selects a random invertible matrix denoted as S
and a random permutation matrix denoted as P. Bob uses all the parameters to com-
pute G' = SGP and announces his public key that includes (G', 7). Bob’s private key
includes (S, G, P).

Encryption: Alice encrypts her message, represented in binary strings, by select-
ing and combining a random error vector, e, that has weight <t, to mG". Thus, Alice
sends the following cipher, y in Equation 6.1.

y=mxG'+e 6.1

Decryption: Bob uses his matrix, P, to derive y” as shown in Equation 6.2. Then,
Bob applies the decoding algorithm, computing ¢’, to y’ to correct the errors and
derive the codeword, m”. The m’is mS. Thus, Bob can easily derive m by m’ *S-1.

y =yxP! 6.2)

According to the National Institute of Standards and Technology (NIST) Post-
Quantum Cryptography (PQC) Standardization report [1], the McEllice crypto-
system 1is suitable for replacing traditional cryptosystems. It is quantum safe and
provides security against Chosen Ciphertext Attack (CCA) and One-Wayness against
Chosen Plaintext Attack (OW-CPA). Moreover, the McEllice cryptosystem is faster
than most cryptosystems. However, it also comes with its drawbacks. It generates
large public keys that can cause an implementation problem, especially in resource-
constrained devices. Moreover, the ciphertexts are smaller than other post-quantum
Key Encapsulation Mechanisms (KEMS), but the ciphertexts are larger than the
plaintexts. The McEllice cryptosystem is not applicable to generating authentication
scheme or digital signature scheme [1].

6.6 LATTICE-BASED CRYPTOGRAPHY

Lattice-based cryptography has been proven to be strongly resistant to subexponen-
tial as well as quantum threats. They are based on the concept of lattices, sets of
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points within an n-size periodic structured space as shown in Figure 6.1 [13]. In
simple terms, lattice can be considered as any regularly spaced grid of points. The
security of the lattice-based cryptography depends on the complexity of lattice prob-
lems, mainly the shortest vector problem (SVP), the closest vector problem (CVP),
or the shortest independent vector problem (SIVP) [7, 13]. The SVP is deriving the
minimum nonzero vector in the current lattice and is an NP-hard problem, unsolv-
able by the present quantum algorithm [7].

6.6.1 NTH-DEGREE TRUNCATED PorLyNOMIAL RING UNITS

In 1996, Hoffstein et al. [17] published an encryption scheme called the Nth-Degree
Truncated Polynomial Ring Units (NTRU). It is public-key cryptography focused on
SVP within a lattice [17]. It does not rely on factorization or disjunctive logarithms
as the traditional public-key cryptosystem does. The basic NTRU operation is per-
formed in the truncated polynomial rings as shown in Equation 6.3, such that N is a
prime number and Z_ is the ring of integers modulo g [17].

_Z[x]
R,=" v 6.3)

A polynomial, f; in R, can be written in Equation 6.4.

= [fosfivfua]= D fiX" (6:4)

k=0

Moreover, we denote the multiplication as *. Thus, f * g, where fand g are two poly-
nomials, is given as a cyclic convolution product as shown in Equation 6.5.

f*g:h:[h()’hl’““’hN—l] (653)
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FIGURE 6.1 A lattice space in 3D.
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=Y. fg (6.5b)

i+j=kmod N

The NTRU uses the above parameters to derive key pairs, encrypt the message, and
then decrypt the cipher. Thus, we list the public parameters of the NTRU algorithm
as follows [17, 28].

e N denotes a large prime number.

e pand g are positive numbers. Ged(p, g) = 1, and, p << q.

* dg d,and d, are integers to generate polynomials. The polynomials from
which the private keys are uniformly chosen belong to the set B(d,), B(d,),
and B(d,). The binding values in B(d,) are used during encryption.

Key Generation: Two random small polynomials, f and g, are selected, such that
feB(d) and geB(d,), f, = f'(mod p) and f, = f'(mod g). Then h is computed. Thus,
the obtained public key is (N,h) and the private key is (f, f;) [17, 28].

Encryption: To encrypt a message, m, a polynomial r is chosen randomly such
that reB(d,). Then, the message is encrypted to generate a cipher e as shown in
Equation 6.6 [17, 28].

e=p*r*h+m(mod)q (6.6)

Decryption: The first step of decryption is to compute f * e (mod ¢), and transform
the obtained value, a, to polynomial whose coefficients are in the range [—¢/2, g/2].
The following equations are used during decryption. The value of m can be derived
from f, * a (mod p) [17, 28].

a=fx*e(modgq) 6.7)
=a=f*(p*rxh+m)(modq) (6.8)
=>a=fxprrgf,+frm(modq) ©.9)
=>a=p*rxg+f+m(modq) (6.10)

As per the NIST report [1], the NTRU remains unbreakable against current attacks
as well as attacks using present quantum hardware. Moreover, it generates shorter
key pairs as compared to McEllice’s cryptosystem. Thus, NTRU is declared a suit-
able alternative to RSA and ECC.

6.6.2 RiING-LWE

Ring learning with errors (Ring-LWE) [21] is a post-quantum cryptosystem that
relies on the learning with errors (LWE) problem assigned to polynomial rings
over finite fields. In Ring-LWE, the coefficients of polynomials can be added and
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multiplied within a finite field, F*q, such that the coefficients are less than ¢ [21, 28].
The Ring-LWE can be deduced to an SVP within a lattice.

A classic Ring-LWE problem follows the following steps, assuming Alice and
Bob are the two participants [21].

6.6.2.1 Alice and Bob accord on a shared complexity value of n, such that n
is the highest coefficient power.

6.6.2.2 They both derive g such that g = 2"—1.

6.6.2.3 The polynomial operations are computed with a modulus of ¢.

6.6.2.4 Alice creates a set of polynomial values, A, as in Equation 6.11.

"yt a Xt +ax+a, 6.11)

A=a, x"
6.6.2.5 Alice divides A by ¢ (x) = x"+1.
6.6.2.6 Alice computes two polynomials: Error polynomial (e) and secret
polynomial (s).

e_A=e, X" +..ex+e 6.12)

s_A=s, X" Lsx+s, (6.13)

6.6.2.7 Alice, then, computes v, using A, e, and, s, as shown in Equation 6.14.
vy =A*s,+ey (6.14)

6.6.2.8 Alice sends A and v, to Bob, and Bob follows the same algorithm to
generate his own error polynomial e, and secret polynomial sp.

6.6.2.9 Bob also creates v, and sends it to Alice.

6.6.2.10 Alice multiplies the v; with her own secret polynomial, and further
computes it as shown in Equation 6.1

6.6.2.11 In the meantime, Bob uses the same algorithm to generate its own
shared secret key as in Equation 6.16.

Then, both Alice and Bob extract the noise from the shared secret key to obtain the
same shared secret value [21]. This algorithm can be implemented in the key-exchange
scheme, digital signature, and homomorphic encryption, and the public and private
key sizes are larger than that of a traditional public-key cryptosystem [21]. One of the
post-quantum algorithms that focuses on Ring-LWE is called New Hope [1].

6.7 SUPERSINGULAR ELLIPTIC CURVE
ISOGENY-BASED CRYPTOGRAPHY
Supersingular elliptic curve isogeny cryptography is quantum-safe cryptography that

depends on the hardness to find isogenies among the supersingular elliptic curves.
Feo et al. [10] developed a post-quantum cryptography algorithm, Supersingular
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Isogeny Diffie—Hellman (SIDH) key exchange, analogous to Diffie—Hellman, and is
based on supersingular isogeny problem defined as following [9, 29].

Definition 6.1. [9, 29] Given two supersingular elliptic curves, E;, E,, in a finite
field

k, where |E|| =1E, |, solve an isogeny function f: E, —— E,.

Public Parameters: The public parameters are, first, agreed upon by both par-
ticipants (Alice, Bob) during the SIDH protocol. Alice and Bob establish a large
prime p based on a supersingular elliptic curve, denoted as E, over a field, F,2 such
that F refers to the set of integers modulo, p, and E can be represented as the follow-
ing [9, 29].

E:y2=x3+ax+b 6.17)
p=2"+3"-1, (6.18)

where a and b ¢ N. Moreover, they also agree on the basis P,, Q, of E[24] and Py,

Q; of E[25].

Key Generation: Alice selects a number, r,, randomly extracted from the set
0< r,<2b-1. She uses her basis and the selected random number to compute the ker-
nel to generate her isogeny function ¢ ,. Alice, using her isogeny function with ker
¢ 4 (Equation 6.19), generates the public key denoted as E, = @ 4(E), @ 4(Pg), ¢ 4(Pp).
Her private key is r, [9, 29].

ker(ﬂA = <PA + rAQA) (619)

Parallely, Bob follows the same algorithm to generate his own key pairs. His private
key is ry randomly extracted from the set 0 <r,<3’—1. His public key is her public
key denoted as Ey = @ 4(E), @ 5(Py), @ z(P,).

Shared Secret Key Generation: The public keys, E,, Ej, are exchanged by Alice
and Bob. Alice generates another isogeny function, y ,, with kernel function based on
the basis parameters, P,, Qp, as described in Equation 6.20 [9, 29].

ker(‘//A) =(pp (PA)+|:rA:|'(pB (QA )> (6.20)

Alice then generates j-invariant of the curve E, ;, = w ,(Ej). Similarly, Bob calculates
y p and then proceeds to derive the j-invariant of curve E, = v 4(E,). The j-invariant
derived by both Alice and Bob are the shared secret key as described in Equation
6.21 and is simply described in Figure 6.2 [9, 29].

J@s(Ea)=j(Esa)=j(Eas = j(@a(Es). (6.21)

The post-quantum scheme that relies on the complexity of supersingular isogeny
curve problem provides enough resistance against attack using a quantum algo-
rithm. A key encapsulation mechanism based on SIDH, named supersingular
isogeny-based key (SIKE), provides the smallest public key sizes as that of other
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Eab = Epa
FIGURE 6.2 Isogeny computation by Alice and Bob to obtain the common shared secret
key.

post-quantum schemes, as well as small ciphertexts. However, the performance
of the supersingular isogeny-based cryptosystems is lower than that of other post-
quantum cryptosystems. Thus, it requires efficient optimization algorithms to
increase the performance [1].

6.8 EXISTING POST-QUANTUM SECURITY
SCHEMES ADDRESSING INTEGRITY

In this section, we provide an overview of the types of post-quantum cryptography
addressing integrity as a security goal. Currently, three types of post-quantum cryp-
tography implement a signature scheme, mainly, lattice-based, multivariate-based,
and hash-based cryptography.

6.8.1 LAtTICE BASED

The widely used and known lattice-based cryptographies are NTRU sign and BLISS.
Lattice-based signatures mainly depend on the NP-hardness of the short vectors in lat-
tice spaces [28]. The following subsections describe the NTRU signature and BLISS.

6.8.1.1 NTRU Signature

NTRU signature [18] is a signature scheme that follows after the NTRU encryption
algorithm to provide authentication to the encrypted message. Like NTRU encryp-
tion, its security relies on the difficulty of solving the SVP. The basic operation
of NTRU Signature occurs in the ring of polynomials, R, of degree less than N—/
represented as in Equation 6.3. The NTRU signature has three phases, mainly, Key
Generation, Signature, and Verification [18]. The parameters used in the NTRU sign
are as the following [18].

e Integer parameters: (N, p, g, D, D 1a)-
denotes a large prime number. D,,,, D, are the deviations caused by the
reduction modulo function.

* Setof polynomials: Fy, F, F,, F,,.

p and q are relatively prime, and N



108 Sagarika Ghosh et al.

Key Generation: Bob selects two polynomials, denoted as, fand g. They are further
represented as f = fy+p-f; and g = g,+p-g;, such that f;, and g, are fixed universal
polynomials, and, f; € Frand g, € F, Bob also computes the inverse of f modulo g and
thus deriving the key pairs. The pubhc key h is represented as Equation 6.22. The
pair (f; g) is the obtained private key.

h=f"%gmodq (6.22)

Signing: Bob selects a polynomial w, such that w ¢ F',. And w can be represented
as in Equation 6.23.

w=m+w, + pw, (6.23)

In Equation 6.23, w, and w, are small polynomials. The w was further used to com-
pute the signature, s, in Equation 6.24. The final signature includes the set (m, s).

s = f*w(modq) 6.24)

Verification: Alice now verifies Bob’s signature, (m, s). At first, Alice verifies the
signature is null or not. Alice then tests whether the deviation satisfies, and then pro-
ceeds to use Bob’s public key denoted as i. The 4 and the polynomial, 7, is further
computed as described in Equation 6.25. She then further verifies the deviation of ¢
as well.

tzh*s(modq) (6.25)

The performance of NTRU Sign is similar to NTRU Encrypt, as it provides almost
similar public and private key sizes as compared to RSA and ECC and provides
higher performance and a higher security level against traditional and quantum
attacks. Thus, it is suitable for the current network infrastructure [1].

6.8.1.2 BLISS

BLISS [26] is a signature-generating algorithm whose operation relies on the ring
R, with a power of 2 where ¢ is the prime number as represented in Equation 6.26
[28, 31].

The x* + I has aroot in Z,, Moreover, g = 1 mod 2n. Tt also has three phases such
as key generation, signing, and verifying as the following [26, 31].

Z [X]
R, =" (6.26)

Key Generation: We denote two polynomials as fand g with d, coefficients in {+1}
and d, coefficients in {+2}, where d, = 6 nand d, = 6 ,n. The private key S e R22q and
the public key A € Rzzq are generated by computing the following equations.
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S=(s1.5)=(f.2¢+1) (6.27)
a, = (sz/sl)modq (6.28)
A=(2a,q-2) (6.29)

Signing: The message to be signed is denoted as u from the message space, M. At
first, two polynomials y, and y, are selected from a disjunctive Gaussian distribu-
tion D, where o is the width parameter of the distribution. And, y is a set of (y,, y,).
Then, using a Hash function, H, a challenging variable is generated as described in
the following.

c=H(A-yu) (6.30)
H:RxM—-—R (6.31)

The signing involves Greedy approximation algorithm that produces a variable v,
where v = Sc¢’ for ¢’ = ¢ mod 2. Then, we select a bit value, b, such that b ¢ {0,1} to
further compute the signature sign = y + bv.

Verification: The receiver receives the sign and c is verified if it is smaller than
the discrete Gaussian parameter that has a width variable o. If the sign satisfies the
condition, the receiver further verifies Equation 6.32.

H(az+qcm0d 2q,,a)¥c (6.32)

BLISS is a lattice-focused signature algorithm [28, 31]. It generates key and signature
size similar to the RSA algorithm, and is resistant against quantum attack [28, 31].

6.8.2 MULTIVARIATE CRYPTOGRAPHY

A multivariate public-key cryptosystem is dependent on the NP-hardness of decipher-
ing the multivariate polynomials over the finite fields [12, 13]. The NIST report claims
that various multivariate public cryptosystems have been proposed. However, some of
them are broken [1]. The class of trapdoor one-way functions is an integral property of
PKC. For example, NTRU depends on the lattice structure, and ECC depends on the
elliptic curve group. Multivariate cryptography depends on the one-way function as a
multivariate quadratic polynomial public map over a finite field [1, 12, 13]. We denote
the set of quadratic polynomials as P = (p,(w,,...w,),....p,,(W;,...w,)), where each p; is a
quadratic polynomial in w = (w,,...w,) [1, 12, 13]. One of the multivariate cryptogra-
phy is Rainbow that has been selected as Round 3 finalists by NIST [1].

6.8.2.1 Rainbow

In 2004, Ding et al. [11] developed a multivariate post-quantum signature focused on
the Oil-Vinegar signature scheme. Its security relies on the NP-hardness of solving
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a set of random multivariate quadratic schemes. Like any other signature scheme, it
has three phases, including key generation, signature, and verification as the follow-
ing [11, 12].

Key Generation: Two keys are generated in this phase. The private key includes
two invertible affine maps, L, and L,. It also includes the map, denoted as, F.
Moreover, the public key consists of the field referred to as K as well as the composed
map, P(x) [11, 12].

Signing: In the signature generation phase, given a document d € {0,1},, the
sender uses a hash function, 4 = h(d). Then, it computes it further, as shown in the
following equations, to generate the signature, z.

x=L"(h) (6.33)
y=F"(x) (6.34)
z=L"'(y) (6.35)

Verification: The receiver computes the hash of the composite map on z, where
h’ = P(z), and then further computes the hash of the document. If the generated hash
matches with the received hash, the signature is validated and accepted.

Rainbow offers shorter signatures, only 258 bits for the NIST level 1 security
compared to other post-quantum signature schemes. Moreover, the algorithm used
in signing the document and verifying the signature is highly efficient and faster than
other post-quantum schemes. One drawback of the Rainbow algorithm is that the
key generation process is slow and needs to be more efficient [1].

6.8.3 HASH-BASED SIGNATURE SCHEME

HSS schemes are signature-generating algorithms that rely on cryptographic
hash functions addressing at least one of the following security properties: pre-
image, second pre-image, and collision resistance [6, 25]. The hash-based sig-
nature scheme can be further classified into two, mainly, stateless and stateful
schemes. A stateful hash-based signature scheme relies on Merkle’s tree using
OTS parameters, whereas a stateless hash-based signature scheme includes a
hyper-tree with both a One-Time Signature (OTS) scheme and a few-time signa-
ture (FTS) schemes [32].

6.8.3.1 Stateful Signature Scheme

Lamport Signature: In 1970, Leslie Lamport [19] proposed a one-time signature
algorithm which is resistant against traditional as well as quantum attacks. The pri-
mary advantage of the Lamport signature is that it exploits a secure cryptographic
hash function to derive a public key, which is further processed to sign a message
[19]. Thus, the security of Lamport primarily depends on the secrecy of the hash
function [19]. Moreover, the Lamport signature generates large key sizes as well
as signature sizes. Thus, it is unsuitable for almost any network infrastructure. The
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public key and private key (of size 256 bit) of the Lamport signature can be repre-
sented as the following [4].

Private Key = (xo,)’o,xl’)’1---,X255,}’255) (6.36)

Public Key = [h(xo )1t (yo) [| () [1 (31 )..os || 7 (0255) [ 2 (3253))] (6.37)

Winternitz One-time Signature Scheme (WOTSS): To address the large key sizes
of the Lamport signature scheme (LSS), WOTSS is proposed. The primary idea of
WOTSS is to implement a certain count of the chain of functions that start from
feeding on random inputs [4]. In WOTSS, the random data are the secret key, and the
public key includes the output derived from the chains [4]. A message is signed by
mapping it to one of the intermediate values of each chain. WOTSS is an optimized
version of LSS that uses a parameter, w. The Winternitz parameter, w, is inversely
proportional to the signature size. A larger w generates a smaller signature. Thus,
WOTSS is suitable for memory-constrained devices. However, the time complexity
increases exponentially as w increases [4].

Merkle’s Signature Scheme: To address the drawbacks of one-time signature
(OTS), Ralph Merkle proposed an algorithm named Merkle Signature Scheme
(MSS). It merges various OTS key pairs and obtains multiple concatenated key pairs
into a single binary hash tree [4]. During the tree construction, the signature keeps
concatenating the string of intermediate nodes with respect to the tree root to gener-
ate the authentication path. The authentication path verifies the signature and gener-
ates the path of the tree [4]. A simple Merkle’s tree is a binary tree with each node is
a hash of its following child node. Thus, the root of the tree is considered to be the
final public key, and the Merkle tree leaves are the hashes of the OTS public key.
Figure 6.3 illustrates a simple Merkle tree [4].

Root of the tree =

el Plle Ky HH(H(0) H(L) [H(H(2) H(3))

/ N

H(H(0)[H(1)) H(H(2)[H(3))

/N / N\

T |

FIGURE 6.3 A simple illustration of Merkle tree. The gray-shaded nodes are authentication
path, and the root of the tree is the public key.

oTs l
Public
Key
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The OTS signatures generate large public keys, and it needs to generate a novel
public key every time a message needs to be sent. Thus, it increases the computation
cost [4]. The MSS obtains a public key for signing multiple messages, such that the
frequency of messages must be a power of 2 [4]. Given M = 27, it generates the public
key, X;, and private key, Y,, such that Y; is within the interval 1<i<2n, where i = n,
being the root level of the tree [4].

HORS: Reyzin et al. [27] proposed a few-time signature (FTS) scheme, using
hash functions, that generates a secret key that contains n random numbers generated
from a pseudo-random number function. The public key is derived from computing
the n hashes of the random elements in the secret key. The signature generated con-
tains k secret key values [27].

m = klogn =kt (6.38)

The relationship between the message (m), public key, and secret key values are
shown in Equation 6.38, where k ¢ N and n = 27 for 7 ¢ N [27].

6.8.3.2 Stateless Signature Scheme

SPHINCS: It s a stateless signature scheme that is quantum resistant, and its general
construction involves hyper-tree with height s-layer and d-layer. Each intermediate
tree is a Merkle tree with height 4/d. The security parameters of a SPHINCS tree are,
mainly, n refers to the HORS tree (HORST) and WOTS hash bit sizes, m refers to the
bit-length of the message, & refers to the height of the hyper-tree, d refers to the layers
of the hyper-tree, w is the WOTS parameter, ¢ is the frequency of HORST secret key
elements, and k is the count of published HORST secret key elements [3, 5].

The general construction of a SPHINCS tree has the four following trees and has
been shown in Figure 6.4[3, 5].

e The hyper-tree: The hyper-tree is the main tree that generates the root as the
public key. It has height denoted as /. The hyper-tree is further segmented
into d-layers of a type-2 tree. The hyper-tree leaves are the instances of the
type-4 trees, the HORST tree. For example in SPHINCS-256, & is 60 and
dis 12 [3, 5].

e The sub-trees: The sub-trees are the intermediate trees that are based on
Merkle trees and have a height of h/d. The leaves of the sub-trees are the
root of the type-3 trees; that is, the roots are compressed WOTS public keys
that feed as the leaves to the next layer’s tree.

e WOTS public-key compression tree: They are known as L-trees of height
log, I, where [ is the count of leaves. The leaves in the sub-trees are derived
from the WOTS public keys by computing an unbalanced binary tree that
has [ leaf nodes, known as L-trees [3, 5].

e HORS public-key compression tree: In 2015, Bernstein et al. [5] proposed
HORS tree (HORST) for implementing at the lowest level of the SPHINCS
tree as the FTS. The bottom layer of the hyper-tree also contains the Merkle
tree of height = = log, ¢, such that ¢ is the count if HORST public-key
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FIGURE 6.4 General SPHINCS tree construction with 2 =9 and d = 3.

instances. Unlike stateful hash-based schemes, the stateless signature
scheme does not keep a history of used key pairs. Thus, SPHINCS uses
multiple HORST key pairs to correctly use key pairs more than once [3, 5].

SPHINCS’ proof of security solely depends on the underlying hash function. As
per NIST [1], SPHINCS provides robust security against traditional and quantum
algorithms. Thus, NIST declared SPHINCS to be the Round 3 finalist. Moreover,
the public keys of SPHINCS are small enough. However, the signatures are large,
and the signature generator process is slow. Thus, SPHINCS requires optimization
techniques to increase the speed such that it is well suitable for memory-constrained
devices [1].

6.9 A GENERIC HYBRID CRYPTOSYSTEM AGAINST
CLASSICAL AND QUANTUM ATTACK

Currently, various cyber-physical fields and their frameworks including industrial
control systems used in nuclear power plants, oil and gas industry, traffic manage-
ment, and space stations rely on classical cryptography protocols. The emergence of
quantum computing threatens the security framework of the current cyber-physical
systems. Thus, we propose an abstract concept of a generic hybrid cryptosystem to
enhance the security of current cyber-physical systems against both classical and
quantum attacks. The hybrid cryptosystem comprises a post-quantum key encapsula-
tion mechanism, such as a code-based algorithm followed by the classical encryption
scheme, such as a widely used advanced encryption standard (AES) algorithm along
with a post-quantum digital signature or a classical quantum-resistant signature. Our
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future work focuses on the proposed hybrid security framework to secure industrial
control systems.

6.10 CONCLUSION

This chapter provides a study of the well-known post-quantum signatures against
the quantum attack. It first discusses the motivation of the emergence of the research
area on post-quantum cryptography by focusing on two quantum algorithms, Shor’s
and Grover’s algorithms. The traditional asymmetric cryptography, mainly RSA and
ECC, is already broken by Shor’s algorithm. However, the symmetric cryptography,
AES, is not broken but weakened by Grover’s search algorithm. Furthermore, this
chapter lists the current well-known and few NIST Round 3 finalist post-quantum
schemes and categorized them based on two criteria: their mathematical model
and their security goal. Table 6.1 provides a generic comparison of Post-Quantum
Cryptography (PQC) algorithms. Table 6.2 lists the PQC algorithms addressing

TABLE 6.1
Comparison of Post-Quantum Cryptography (PQC) Algorithms
Category PQC Algorithms Advantages Disadvantages Examples
Addressing Code-based Strong proof of Public keys are large McEllice
confidentiality encryption security. cryptosystem
Fast encryption.
Ciphertext size is small.
Lattice-based Ciphertext size is short. ~ Need more understanding ~ NTRU Encrypt
encryption Public and private keys of the security. Ring-LWE
are small. Further security analysis
Fast encryption is required.
process.
Supersingular elliptic ~ Generates the smallest ~ Computation cost is high SIDH SIKE
curve isogeny public key sizes of all Optimization techniques

PQC schemes. are needed.

Generates small
ciphertexts.

Addressing Lattice-based Generates short public Need more understanding NTRU Sign
integrity signature and private keys. of the security. BLISS

Fast signature Further security analysis
generation. is required.

Multivariate-based Generate short Need more understanding ~ Rainbow
signature signatures. of the security.

Further security analysis
is required.

Hash- Stateful ~ Smaller signature size. Need maintenance in Lamport
based Faster signature usage of non-repeated signature WOTS
signature generation. key pairs MSS

HORS
Stateless Do not need to monitor ~ Larger signature size. SPHINCS

non-repeated key
pairs usage.

Signature generation
process is slower.
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confidentiality. Table 6.3 provides the comparison of PQC algorithms that focuses on
integrity. Post-Quantum Cryptography can be divided into the following five catego-
ries based on the types of mathematical models: code-based, lattice-based, supersin-
gular elliptic curve isogeny-based, multivariate-based, and hash-based scheme. The
hash-based scheme can further be categorized into two: stateless signature and state-
ful signature. Based on their security goal, the algorithms can be further categorized
into two: algorithms addressing confidentiality and algorithms addressing integrity.
Furthermore, this chapter also provides the research gap in the algorithms and pro-
vides a foundation for future research and improvements.
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7.1 INTRODUCTION: BACKGROUND

Since the 1960s, the internet has served as a vital link between individuals, busi-
nesses, and organizations. People’s geographical barriers have been broken down
by the internet, which has provided them with a reliable, productive, and low-cost
means of communication.

Nowadays, it appears that things are going to be different in the internet space as
an outcome of the introduction of smart things that can generate and communicate
data over the web in a manner like human beings. The internet of things (IoT) is a
new stream to be explored, and it is a system that has the ability to transform our
lives. IoT can be thought of as a two-component technology.

DOI: 10.1201/9781003296034-7 121


https://dx.doi.org/10.1201/9781003296034-7

122 Swati Goel and Monika Agrawal

Any object which can collect data about its surroundings or for itself is referred
to as a “Thing.” Depending on the object’s type, intelligence, and capabilities, it can
analyze and interact intelligently with connected devices through the internet.

In the internet of things, communication does not take place only among IoT
things. It further extends focusing on humans in such a manner which makes life
simpler, healthier, and more enjoyable. There has been a lot of research into how
IoT can help to improvise human health by remotely assessing their health and
removing the requirement for frequent hospital visits. The Internet of Things (IoT)
is widespread and is used in almost every aspect of our lives. Governments all
over the world are implementing IoT in order to gather raw data through various
sectors and improve facilities in areas such as health, transportation, security, and
development [1].

Attacks on IoT are becoming more common as it becomes more widespread.
Statistics show that the number of devices attached to the IoT framework has
increased drastically in recent times. The overall global market for IoT is expected
to reach around $1.6 trillion by 2025 as per a forecasting report.

Medical, geopolitical, environmental, governmental, or a similar type of dataset
with varying significance may be included. Hence, it’s critical to protect these types
of information and devices [2].

Physical and logical controls can be used to keep an information system secure.
Hardware devices are prevented from attackers using various physical controls.

Intrusion detection and prevention mechanisms [3] are tools for detecting familiar
attacks or abnormalities in computer networks. When an intrusion prevention system
detects or matches an attack signature or anomaly, it takes predetermined and sys-
temic steps to stop the attack. Detection of anomalies can be done based on signature
or on anomalies. In case of signature-based techniques, known attacks are detected
by observing patterns in data stored in a system’s memory or in network traffic.
Unknown attacks are detected using anomaly-based detection, which performs a
comparative analysis of the objects, entire system, or traffic. Attackers are now capa-
ble of creating malware which can change its structure while in execution in order
to avoid detection. Artificial intelligence (AI) and machine learning (ML) are used
in anomaly-based IDS [4, 5] and IPS to detect anomalies. The main objective of the
latest hot technology Al and ML is the ability to develop such a model which can
design an algorithm based on previously existing data and make predictions about
normal and abnormal behaviors when some input is given to the model. Supervised,
unsupervised, and reinforcement learning is a broad-level categorization of machine
learning algorithms as claimed by various researchers.

A machine must be taught to be able to predict, regardless of the method used
to teach it. Several machine learning methods have been in practice to detect intru-
sions. K-means has been the most globally used algorithm for data grouping.

To serve the purpose of classifying abnormal and normal data using machine
learning, a decision tree classifier is well known. Anomaly-based intrusion detec-
tion systems, according to the author [6], suffer from false positives, which occur
when IPS or IDS mistakenly considers normal activity in place of abnormal
activity.
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7.1.1 PurpPOSES OF RESEARCH

Using a hybrid approach based on partitioning around medoid (PAM) and decision
tree (DT) algorithms, this study aims to develop an intrusion detection system by
observing anomalies that lie in data coming in and out of the network. The objective
of the research can be briefed as follows:

1. To gain a thorough understanding of the internet of things and how it
functions

2. To gain a thorough understanding of the PAM and DT anomaly detection
methods

3. To create a model to detect anomalies based on PAM clustering and deci-
sion tree classifier and to apply it to the internet of things

4. To assess the model

5. Make suggestions for how to improve the model

7.1.2 METHODOLOGY OF RESEARCH

The purpose of this study is to develop a novel system for IoT by combining two
algorithms: PAM and decision tree classification. Data collection is required, just
as it is for any other type of study, in order to construct the system and then test the
system.

For detection of anomalies in IoT networks, a few of the freely available datasets
are KDD 99, network intrusion detection dataset, Intel lab dataset, etc. However,
these datasets contain general information about the IoT network. In order to satisfy
our current study’s requirement, we have used a modified version of the Intel lab
dataset. Various researchers have already thrown light onto difficulties found in col-
lecting datasets specific for anomaly detection.

The model will use an altered copy of the Intel Lab IoT dataset fed as the input.
First, the dataset will be clustered into two groups to divide the data in the dataset
into two groups based on data record similarities. The groups are classified as “nor-
mal” and “abnormal” once clustering is finished. The input data has been segregated
into two sections: Training data (70%) and testing data (30%). The classification
system is created based on training data.

7.2 OVERVIEW OF INTRUSION DETECTION TECHNIQUES

This section presents a brief review of intrusion detection techniques developed pre-
viously, especially in the terms of internet of things. We examined various methods
of intrusion detection in IoT networks.

IDS is generally built using a hybrid approach of clustering and classification.
Similar work has been discussed by Golman (2014) [6]. Goldman proposed a com-
bined IDS which was based on support vector machine (SVM) and classifier C5.0.
The author emphasizes that by combining these algorithms, the accuracy of IDS can
be improved significantly.
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Hajare [7] mentioned that attacks are continuously increasing against IoT con-
nected network IDS are not much efficient in detecting such attacks because these
are “unknown” attacks.

Hajare proposed a new intrusion detection model based on MapReduce. It arranges
large unstructured and structured data into key-value pairs. MapReduce uses a com-
bination of clustering and classification techniques. It uses Fuzzy C-Means (FCM)
as a clustering technique and SVM as a classification technique. FCM clusters data
into separate groups by using features.

Tanpure et al. [8] proposed a hybrid intrusion detection system by combining two
data mining techniques which are K-means for clustering the data and naive Bayes
for classifying data. The model proposed by him has been designed to identify denial
of service (DoS), U2R (user to root), R2L (remote to local), and probe.

After observing IDS proposed by various authors including Golman (2014),
Tanpure et al. (2016), and Hajare (2016), it can be inferred that to detect network-
based attacks, data mining techniques are broadly used to cluster and classify data.

Sherasiya and Upadhyay [9] proposed a novel intrusion detection system which
targets the detection of nodes within an IoT framework having multiple identities.
The model proposed by them is limited to be used only within wireless networks as
it depends on the strength of the signal in order to detect genuine nodes as well as
adverse nodes.

Fu et al. [2] proposed a new IDS for anomaly detection in IoT. They pointed out
various challenges in the IoT environment. The method proposed by the author is
designed to cater to these problems by using an anomaly mining algorithm and dis-
tributed intrusion scheme.

To evaluate their model, the author used the Intel Lab Project dataset. This dataset
contains sensors that capture various attributes like temperature, light, humidity, and
voltage in every 30 s and then report these readings to a centralized point.

Quinlan [16] stated that the primary responsibility of the intrusion detection sys-
tem is to analyze network traffic data. To cope with this issue, the authors have
proposed a well-defined classification technique. They have applied support vector
machine (SVM) and naive Bayes methods of machine learning for classification pur-
poses. In order to evaluate the intrusion detection system, the authors have applied
a classification approach to the NSL-KDD dataset. The output reveals that SVM
performs comparatively better than naive Bayes. Finally, they concluded the results
by misclassification rate and accuracy matrices.

Ning [17] discussed on the concepts, application, and performance measure-
ment of anomaly-based strategies for intrusion detection based on unsupervised
algorithms.

7.3 METHODOLOGY

This chapter focuses on the detection of anomalies in an IoT-based network which
combines two algorithms: Partitioning around medoid (PAM) clustering and decision
tree classifier method. It includes a depiction of the process of applying clustering
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and then classification techniques to the sensitive dataset in order to gain insight into
the inconsistencies. To achieve this goal, data collected from communication among
IoTs devices is fed as input to the clustering algorithm which results in dividing the
dataset into two groups: Normal and abnormal. The proposed anomaly detection
method using decision tree (ADMDT) comprises three phases:

Input data pre-processing: In this step, data collected from IoT devices is taken
and pre-processed to filter certain relevant attributes out of it.

Handling: In this step, pre-processed data is fed as input to the PAM clustering
algorithm, and it is followed by the classification technique. The pre-processed data
is separated into two categories: One category is utilized for preparing and con-
structing a decision tree, and the second category is utilized to test the precision of
the decision tree in order to recognize typical and unusual data. The decision tree is
received as output after this stage.

Prediction: This step is concerned with utilizing the currently built DT for further
prediction (Figure 7.1).
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FIGURE 7.1 Flow chart of proposed system.
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7.3.1 PRre-PROCESS DATA

When a dataset is chosen for intrusion detection in an IoT-based network, then the
biggest challenge has been experienced in getting labeled data. Kurniawan et al. [12]
drew attention toward this which has been faced by other researchers of the same
time. Besides this, various datasets are also available free for researchers such as
the KDD Cup 1999 dataset. This dataset comprises a large number of records gath-
ered from a military network. To cope with these problems, unlabeled data has been
acquired from. To overcome these challenges, the unlabeled IoT dataset from Intel
Lab was taken. This data set consists of nearly 2.3 million records which is the data
collected from 54 sensors. The processing complete dataset may be computationally
too expensive; therefore, random records have been placed in a separate excel sheet
named input_data.csv. Also, as all the columns of the dataset are not relevant for our
proposed methodology of detecting anomalies, those columns have been removed by
copying the dataset into the input_data.csv file. The columns which were deleted are
sensor ID, date and timestamp when readings were taken, voltage, and light param-
eter. Besides this, in order to test our algorithm in every possible case, 500 records
having anomalies have been added to the existing dataset intuitively. Familiar [1]
has followed the same approach of manipulating the input dataset in order to get the
insights of the algorithm more precisely. The modified input dataset consists of two
attributes namely temperature and humidity and 7500 records.

7.3.2 CLUSTERING

The main objection of performing clustering over to any dataset is to identify the
objects that possess some natural attribute of belongingness.

The clustering algorithm [10] may be classified based on various parameters.
Various approaches of clustering include partition clustering, density-based clus-
tering (DBSCAN), hierarchal clustering, grid-based clustering, etc. Different
algorithms perform differently with varying datasets and working environmental
conditions. Many authors have classified clustering methodology based on density,
centroid, or distribution. The most generally used algorithm for intrusion detec-
tion includes approaches based on centroid. These are considered more suitable to
the anomaly’s detection-based application [11] as each group of data is represented
through a separate vector named as centroid.

K-means algorithm has been accepted as one of the most popular clustering algo-
rithms by various researchers. As per the number of clusters required, this algorithm
can reproduce data by segregating them into “K” clusters. Partition around medoid
(PAM) is the clustering algorithm that also divides the dataset into a fixed number of
partitions, and it attempts to decrease the distance between different data points in each
cluster and between data points and centroid of the cluster. K-means also tries to mini-
mize the distance in a similar manner, but PAM has been tested as a stronger algorithm
by various researchers. The K-means algorithm works on minimizing the Euclidean
distance, whereas the total sum value of dissimilarity is reduced in the case of the PAM.
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7.3.2.1 PAM Algorithm

It operates in two stages [13], which include the build and then swap stage. The first
stage, “build,” stepwise chooses centrally found n elements, whereas the swap stage
calculates the final cost for every pair of data points that are taken from chosen or
non-chosen elements.

Input:

D={d1, d2, ..., dn} // Data points set
Ad _mat // Adjacency matrix showing distance among data points
noc // Count of desirable clusters

Output

C // Set of clusters.

Algorithm

1. Randomly select ¢ Medoids from D, provided c is given.

2. Assign each instance to the nearest Medoid x.

3. Compute objective function TCmn where TCmn is the total cost for each
pair of selected and non-selected elements. It is the sum of dissimilarities of
all instances to their nearest Medoids.

4. Arbitrarily select an instance y.

5. Swap x and y is swapping results in decreasing value computed by the
objective function.

6. Repeat steps 2 to 5 until no change.

7.3.3  CLASSIFICATION

Algorithm C4.5(D)[14] is described as given below.

Input: an attribute values dataset D

1. Tree={}

2. If D is “pure” OR other stopping criteria met then

3. Terminate

4. end if

5. for all attribute &€ D do

6. Compute information-theoretic criteria if we split on a
7. end for

8. abest =Best attribute according to above computed criteria
9. Tree=Create a decision node that tests abest in the root
10 Dv=Induced sub datasets from D based on abest

11. for all Dv do

12. Treev=C4.5 (Dv)
13. Attach Treev to the corresponding branch of Tree
14. end for

15. return Tree
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7.3.4 EvALUATION METHOD

The confusion matrix is a method for describing and characterizing the efficiency of
a classification model [11].

The matrix is easy to understand, but it has some doubtful items: True negative
values (TNV), false negative values (FNV), true positive values (TPV), and false
positive values (FPV). It is a matrix of 2 X 2 dimensions, and it shows the association
between real and predicted values as shown in Figure 7.2.

If a classifier makes a prediction about a hidden abnormality in the underlying
dataset and the actual data is not normal, then it is said as a true positive attempt.
Based on this count of TPV, TNV, FPV, and FNYV, the TP rate of a suggested model
is estimated (Figure 7.2).

If the proposed model indicates that the data being tested has no anomalies and in
actual, it is true, then this attempt is considered to be true negative (TN).

If a classifier makes a prediction that there may be an inconsistency or anomaly in
statistics even as the statistics are really ordinary and no longer include an anomaly,
then it is considered as a false positive (FP).

Similarly, if a classifier forecasts that no anomaly in data but in real data has an
anomaly, in that case it is considered as a false negative (FN) attempt. Based on
the number of false-negative values found during testing in the dataset, the FN rate
of our system is estimated. This term is an indication of the extent of failure that
occurred in the model.

Using the above four computed values (TPV, FPV, TNV, FNV), the overall accu-
racy of the system may be computed as given by Equation 7.1:

Overall Accuracy = TPV+ TNV (7.1) ...
n

where n is the overall count of records fed as the input in a classification model, and
these records have been separated into another file named input.csv.
The misclassification rate signifies how many times a classifier gave wrong results.

Misclassification rate = FPV+FNV (72) ...
n

Equation 7.3 can be used in order to compute the true positive rate (TPR) of the sug-
gested system:

Predicted Class
Yes No

Yes TP FN

Actual Class

No FP TN

FIGURE 7.2 Estimation.
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TPR = TPV (7.3) ...

~ Count of actual abnormal records in given input

The false-positive rate (FPR) of the system can be estimated as given in Equation 7.4:

FPR = FPV — 74) ...
Count of actual normal records in given input

The true negative rate (TNR) of the model can be calculated as given in Equation 7.5:

B TNV
Count of actual normal records in input data

TNR .(15) ...

In order to get insight into how accurately our proposed system is working, the preci-
sion of the prescribed model is computed as given below:

. TPR
Precision = - — - (7.6) ...
Count of predicted abnormal records in given input data

The performance of the proposed method is going to be inferred using metrics dis-
cussed in Equations 7.1-7.6.

7.4 RESEARCH OVERVIEW

The area of IoT has grown extensively in the past few years. Technically, in this field,
numerous smart devices named as “Things” are connected to the internet using vari-
ous kinds of sensors, these devices continually gather various kinds of information
about the surrounding environment. This data is then shared with authorized third
parties which monitor and control these devices through the internet. The concept of
IoT first came into the picture in 1999 at the Massachusetts Institute of Technology
(MIT) where researchers had a vision of creating a network that would be entirely
based on the internet and would include all smart devices in the world. But as most
IoT things are generally made up of semiconductors which were not cost effective
and simultaneously it was heavily based on IPv4, the technology could not grow
at a large scale. But, as IPv6 technology was introduced, it allowed vastly larger
address space that allowed billions of billions of devices to connect to the internet
as compared with the IPv4, and semiconductor prices, IoT has resurfaced. Although
the widespread use of IoT objects makes it simpler, it also increases the chances of
attacks. Various smart devices connected to the IoT network contain data of varying
criticality. Based on the criticality of data, the loss incurred due to exposure of data
can result in loss ranging from minimal to severe.

7.4.1 PRrROBLEM DEFINITION

The need for studying cyberattack in an IoT network [15] has grown steadily. As an IoT
system comprises various components, these components are vulnerable to miscellaneous
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kinds of attacks. A few of these include physical attacks, whereas a few capture data
when it is being exchanged among devices over the network. Any attack can target these
objects’ default routing configurations, causing them to transmit their data to unauthor-
ized parties. According to the existing data, several current studies are based on defend-
ing IoT networks from various attacks at network levels. An intrusion detection approach
is used to mitigate the risk of any device getting compromised over the network.

7.4.2  EXPERIMENTATION AND RESULTS

Anomaly detection is being done by various machine learning techniques approached
extensively. The current research work proposes a novel and unique method for
detecting anomalies in an IoT network on the basis of a hybrid approach that com-
bines two machine learning techniques: Partition around clustering (PAM) and deci-
sion tree algorithm. PAM is a famous clustering algorithm that has been considered a
better method than K-means algorithm by various researchers. It can be used to cre-
ate different clusters of data points based on the similarity found between them. C4.5
is a broadly utilized decision tree method, which may be used to construct a decision
tree in order to classify data. In order to implement a proposed system, a dataset
for the IoT network has been taken from Intel Lab. After pre-processing, irrelevant
columns are filtered out and the dataset contains only two attributes: Humidity and
temperature. The input dataset was fed as input to the clustering algorithm, and it
generated the output that was segregated into two clusters. Further, the dataset was
divided into two subsets: Training and testing dataset. The testing dataset contained
70% of records and testing data contained 30% of records.

The proposed system has been implemented using MATLAB. It is very easy to
use a language with extensive processing capabilities. The fundamental unit of rep-
resentation in MATLAB is the matrix.

The used Intel Lab IoT dataset consists of 2.3 million readings of various sen-
sors. Four types of information are retrieved by these sensors, i.e., temperature,
humidity, light, and voltage. After downloading the dataset, the dataset is opened
using Microsoft Excel. The starting four columns of the downloaded dataset signify
the date and timestamp of data collection, reading, and node ID, respectively. The
unwanted attributes will be removed, and only desired attributes will be kept in for
further processing steps (Table 7.1).

After the removal of unwanted attributes, the resultant dataset would appear as
shown in Table 7.2 It will contain a dataset having two attributes that signify tem-
perature and humidity. Out of nearly 2.2 million records, 7000 records were selected
arbitrarily in order to construct the input dataset. Then 500 entries having anomalies
had been inserted in the input data. So a total of 7500 readings will be there in the
input dataset (Table 7.2).

After pre-processing, data is given to the PAM clustering algorithm. This algo-
rithm has been implemented as a function in MATLAB, which takes the following
two inputs:

1. Pre-processed data in the form of a matrix
2. Desired numbers of clusters
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TABLE 7.1
A Sample of Input Dataset before Pre-processing
2005-04-30 04:28:16.575351 3 1 121.163 -3.879 1406 2.04567
2005-03-29 01:55:34.02845 2 1 18.7754 35.0833 4409  2.56742
2005-03-23 02:02:26.35393 15 1 18.3024 37.7629 4506  2.62354
2005-03-23 02:06:46.772088 11 1 18.1652 39.9039 4506 2.67451
2005-03-23 02:08:45.962524 28 1 19.567 36.2379 4506 2.60348
TABLE 7.2
Pre-processed Sample Input Data
121.163 -3.879
18.7754 35.0833
18.3024 37.7629
18.1652 39.9039
19.567 36.2379
TABLE 7.3
Clustered Data in the Form of Matrix
38.45 55.017 2
39.353 56.319 2
40.253 56.619 2
38.453 38.145 1
40.253 38.025 1
TABLE 7.4
Result of Proposed Model
D = 2600 Predicted Anomalies  Predicted Normality
Actual anomalies (216) True positive = 208 False negative = 8
Actual normality (2384)  False positive = 87 True negative = 2297

After execution, the function returns the clustered data in the form of a matrix
(Table 7.3).

The output of the clustering algorithm is fed as the input to classification. C4.5
is used as a classifier. Before constructing the decision tree, data has been classified
into two groups. The training group is formed using 4900 records and the other
group is formed using 2600 records for testing purposes.

After execution of the classifier on the test data, the output is generated as a con-
fusion matrix. Table 7.4 reflects the result of the proposed anomaly detection model.
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It is prominent from the results that the proposed system was able to predict
anomalies in the existing dataset with an accuracy rate of 96.32%. The false-positive
rate (FPR) has been observed as 3.68%.

7.4.3 CONTRIBUTION AND IMPACT

The efficient and reliable hybrid approach of PAM and C4.5 in identifying irregu-
larities in IoT data is the main contribution of research work. The scope of current
research is limited to those networks where IoT sensors share information about
humidity and temperature attributes only. If sensors share information about more
parameters than the proposed method, it cannot be applied to detect anomalies in
that case.

7.5 CONCLUSION

In this chapter, we used multiple machine learning approaches to try to improve the
protection of IoT-connected devices by performing experimentation for the purpose
of anomaly detections on the modified version of the Intel Lab dataset. After imple-
mentation, we could achieve better accuracies while maintaining high efficiencies as
compared with other existing similar algorithms. Using various machine learning
algorithms, the findings were consistent.

7.6 FUTURE SCOPE OF WORK

This study focuses on a hybrid approach to detecting anomalies among IoT devices.
But this approach is based on numerical input data. Textual data cannot be handled
using this approach. Furthermore, the model’s intrusion detection capabilities are
limited to detecting an intrusion.
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8.1 INTRODUCTION

Today, we are in a technologically advanced age of mass information transmission
through a reliable communication network (Friggeri et al. 2011). To have complete
details, databases nowadays are put and maintained by the government, banks, com-
mercial, and private institutions. Knowledge sharing on social networking sites poses
a severe threat to any organization. Our current world is facing enormous difficulties
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because of digital development in emerging technology. The secrecy of knowledge is
one of the necessary items. This is the era of relentless digital image processing that
plays a significant role in our lives because of these digital materials. Remote digi-
tal images have a degree of redundant information, making it difficult for outdated
encryption schemes like RSA (Andalib and Azad 2014), DES (Biryukov and De
Canniere 2011), IDEA (Hoffman 2007), and AES (Heron 2009) to process. Different
approaches were taken in technology to protect digital images. Chaos theoretic
methods include an innovative mixture of chaos and diffusion. Many researchers
made significant approaches for developing nonlinear components of block ciphers.
The concept of quantum computers is gaining recognition as it is an important topic
that needs to be discussed. The fundamental idea behind quantum computers is to
encode the matching pertaining output by converting input states that can be repre-
sented by a linear combination of various related input states. The quantum scheme
consists of quantum gates that act on qubits. In this chapter, the discussion will be
on quantum cryptography and how quantum cryptography helps to provide a secure
image encryption and decryption scheme (Khan and Waseem 2018).

Quantum computing is a modern compression model used in parallel computa-
tion to obtain quantum overlay, enclosure, and other qualities (Akl and Nagy 2009).
It could solve several computer problems that cannot be calculated in classic com-
puters efficiently. For instance, many traditional encryption algorithms, including
RSA algorithms, are based on NP problems (non-deterministic time polynomial)
(Liu et al. 2015). These encryption algorithms are easily broken and not stable with
the advent of quantum computing. Thus, quantum cryptography in recent years has
become a hot subject. Quantum image encryption is a cross-research area used to
secure quantum and quantum image encryption.

Le et al. (2011) proposed a versatile flexible representation for quantum images
(FRQI), which represents gray and the photo’s location as a standardized quantum
superstructure. Since then, Zhang et al. (2013) and others have suggested a novel
enhanced quantum representation (NEQR) approach, making it simpler to extend
some classical picture processing algorithms to quantum pictures to achieve their
purpose. A new generalized quantum image representation (GQIR) approach was
suggested in 2017 (Zhou et al. 2017). The NEQR representation method is an
improvement based on the GQIR. It can display any H to W quantum pictures in
which H and W are arbitrarily positive integers. In addition to gray images, the
GQIR representation can indicate color imagery. At the same time, an extensive
range of transformations were suggested for the quantum picture, including Arnold
and Fibonacci image scrabbling (Jiang et al. 2014a), scratching the Hilbert image
of the quantum (Jiang et al., Quantum Hilbert image scrambling 2014b), compres-
sion in the quantum image (Horng 2012). Many algorithms for quantum image
encryption based on various methods are proposed. These encryption algorithms
can be divided into two groups. One is based on the image transformations, includ-
ing transforming Fourier (Tyo and Alenin 2015), encoding random phase, chang-
ing the quantum wavelet (Yin et al. 2010), decomposition of the image correlation
(Wang et al. 2017), the transformation of Arnold (Loebbecke and Picot 2015), and
so forth.
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Quantity imaging research is very closely associated with the processing of quan-
tum image. Quantum image representation performs quantic state storage of images
(Yao et al. 2017). Venegas-Andraca et al. (2010) proposed a method of imagery
in 2003 that was used to map electromagnetic waves into the quantum states and
named the memory cell a quantum grid. On the basis of the quantum grid concept,
Yuan et al. (Lim et al. 2005) introduced simple quantum representation (SQR), a
quantum imaging tool called infrarouge photos. The most widely interwoven state of
the picture was used in Venegas-Andrea et al. (Splendiani et al. 2010) in 2010, and
a method of representation of quantum images based on interweaving. It can solve
the problem of image processing more quickly and efficiently with the intricate state.
However, only the binary picture of simple forms, limiting the scale of applications,
can be stored and processed by the quantified image representation system.

Using quantum wave transformation and diffusion, Wang et al. (Liu and Wang
2010) proposed a new quantum pictorial algorithm. Yan et al. (2015) proposed a
quantum encryption algorithm based on various transforms in 2015. This encryption
method typically uses various transformations to scramble information about where
the picture is stored and colored. No secret encryption strategy can be classified. The
cipher is a different kind of quantum picture encoding method which encrypts the
picture using the chip. Gong et al. (2016) proposed the XOR-based quantum image
encryption algorithm. This article uses a quantum key image which is more straight-
forward for introducing a new quantity encryption algorithm than other quantum
imaging algorithms. The quantum key image is produced by means of a key stream
formed with a classical encryption algorithm (Aljawarneh et al. 2017). Let’s look at
Figure 8.1 which displays the encryption of the images using the SHA-512 algorithm
in which the color image is encrypted to the cipher image.

In Figure 8.1, the steps that are used to perform the encryption of the images are
as follows:

a. First, we have input the color images.

b. Second, they are converted into three different images of different colors
such as red, green, and blue.

c. Splitting these colored images into small blocks of matrices.

d. Then the mod operation will be performed on the blocks using SHA-512
algorithms (Velmurugan and Karthiga 2020).

e. All the blocks will be joined to get the image after performing the mod
operation.

f. Finally, the Game trick will be applied to get the cipher image and it is in
the form of the gray color [30].

Current quantum image encryption algorithms focus mainly on gray color, or dual-
quantity image encryption although with only limited investigation. A dual quantic
picture encryption algorithm is suggested based on the quantum Arnold transform
(QAT) (Zhou et al. 2015) and qubit random rotation, and it is proposed to use a
double quantic picture encryption algorithm. In the first instance, the encrypted two
images employ a flexible representation of quantum images (FRQI) (Le et al. 2011).
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FIGURE 8.1 Flow of encryption of the image (Butt et al. 2020).

The two quantum states are then scratched by different QAT parameters, one of
which is encoded in amplitude and the other in phase. The independent random-
qubit rotation then works in the quantum transformation Fourier (QFT) in the spa-
tial and frequency domains to achieve pixel unsafety and spread once. The reverse
QFT (Shao 2017) is finally the noise-like chip photo. Without cross-talk, the origi-
nal images can be precisely restored. Parallel quantum computations accelerate the
encryption and decryption of double images. The numerical impacts of simulation
and theoretical analysis indicate the efficiency and sophistication of algorithms. The

chapter’s contribution is as follows:

i. Section 8.2 covers the background work done in cryptography through
quantum computing

ii. Section 8.3 explains the methodology used for the encryption and decryp-
tion performed by quantum computing

iii. Sections 8.4—8.7 cover the result analysis with future works followed by
conclusion and references
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8.2 LITERATURE SURVEY

Lee and Tsai have transformed HSV target images and the reversible image hiding
process that worked out a stable picture-transmission technique for mosaic pictures
(Lee and Tsai 2013). When a secret vision is transformed into a mosaic, the image
can be transferred and hidden in color, which can be further divided into frames.
The proposed work demonstrated that messages sent using this method were nearly
loss-free. This demonstrates that this method is unsuitable for transmitting medical
images. Kapur and Baregar (2013) used stitching and image steganography to secure
an image sent over the network in which the photos are partially separated. The sec-
ond part is the process of embedding the chip text in any secret image section to be
submitted. In the output picture of the embedding phase, the third component is the
hiding process and steganography.

The article written by van der Walt (2016) shows that it is possible to use a col-
lection of values that generate a specific system since the hardness of a large number
depends on most of these cryptographic algorithms. But a stringent test of complex-
ity is needed for the latest collection of quantum cryptographic algorithms. This was
the motive for this proposed work to use quantum cryptography. Quantum comput-
ing is the field in which computer power and other properties based on quantum-
mechanical concepts are studied. An essential goal is to find quantum algorithms
that considerably solve the same problem as a classical algorithm. The assumption
for quantum-safe cryptographic research is that mathematical problems are more
difficult to break with a quantum computer. In the presence of a quantum computer,
RSA and ECC cannot be used.

Khan et al. (2009) developed an alternative key distribution protocol that allowed
Alice and Bob to have a second set of bases on which they used “0” and “1” when an
expeditious manner could be required. The system’s safety becomes an expansion-
based minimum transmission exponent (Exponent IT) that causes photon states with
a higher dimension to produce a minimum index error. This provides more room for
more noise in the transmission to travel between Alice and Bob, who are closer to
one another.

KMBO09 is another protocol based on the quantum key distribution (QKD), and
it is safer as it doesn’t need the least bit error rate (LIBER) (Chen et al. 2008). The
encryption/decryption protocol uses the principles of the public and private keys.
The process of keeping public—private and private keys separate is called “public-
private key cryptography.” Cryptography based on public and private keys S13 pro-
tocol (Singh et al. 2014) is more stable, but implementation is more difficult due to
the multiple exchanges of qubits. It’s also a modern protocol; it resembles the BB84
protocol, but it differs from that by using RC and asymmetric cryptography (Epping
et al. 2017). It’s also a modern protocol. The Heisenberg uncertainty principle can
be applied to any current device as long as those system-level functions are kept the
same.

Bedington et al. (2017) stated that quantum key distribution (QKD) is a series of
protocols used to create a private coding key between both sides. All ground-based
QRD approaches are advancing at a distance due to air losses or in-fiber attenuation
despite a lot of development. These limitations make a global delivery network of
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purely ground-based structures impractical. However, satellites equipped with high-
quality optical connections will broaden the range of communication. This chapter
provides a summary of research and development that QKD starts with satellites.
It includes protocols and infrastructures and a high-level overview of the ongoing
QKD satellite projects around the world. They also address technological issues
involved in implementing such systems.

Pirandola et al. (1906) provided theoretical and experimental overviews of recent
developments in the field and a state-of-the-art summary. They begin by examining
quantum key distribution protocols based on discerning variable systems. Next, plat-
form independence, satellite problems, and high-quality protocols based on variable
plans were taken into account. The authors addressed the absolute limits of private
communications point to point and how quantum repeaters and networks can resolve
these constraints. Finally, several aspects of quantum cryptography, including quan-
tum data locks and quantum digital signatures (Lv ef al. 2019), have been discussed
outside normal quantum key distributions.

Pradhan ez al. (2019) offered a significantly higher degree of security, and the aver-
age number of cryptography problems on lattice appears to be the biggest problem.
Furthermore, lattices will convince any quantic machine. Quantum computational
security is used to prevent the attack during cryptanalysis. This chapter will explore
the cryptosystem based on lattices, its dimensions of security, an overview of how
this works the potential of the future, applications, and areas of interest. Mavroeidis
et al. (2018) aim to clarify the consequences of quantum computing in the current
cryptographing and introduce the reader to simple algorithms after quantity. The
readers can study in particular: current (symmetric and asymmetric), discrepancies
in quantum and classical computation, quantum-computing problems and quantum
algorithms, public-key encoding schemes, symmetric schemes affected, the effect on
hash functions, and the after-quantum encryption. The reader can explore the follow-
ing topics. In particular, the author deals with a wide range of quantum and math-
ematical solutions such as BB84 protocol, cryptography based on grids, multivariate
cryptography, Hash-based signatures, and code-based encryption.

8.3 INTRODUCTION TO QUANTUM
COMPUTING IN CRYPTOGRAPHY

In this section, we will describe the role of quantum computing in different phases
of cryptography.

8.3.1 Kty DISTRIBUTION

This scheme allows dispersing the sequence of random bits, which the laws and
the philosophy of quantum mechanics guarantee their restraint and privacy. These
sequences can be used as hidden keys and also as a safeguard for the transmission of
information. For transmission, QKD requires an optical environment, such as opti-
cal fibers (Moll et al. 2019). Quantum key distribution has functional limitations.
The QKD range is about 60 or 100 km long, with research reaching up to 250 km
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(Makarov 2007). One important aspect is that QKD is used to distinguish third par-
ties during user processing. Quantum keys are not used for messages and data only
to generate and distribute keys. In quantum cryptography, several symbols are used
to polarize the photon (Kour et al. 2017).

A quantum key distribution is a non-commuting operator property that reveals
the Heisenberg phenomenon’s property (Parkinson and Farnell 2010). Where Eve
discovers the angle at foundation one before Bob, Mea must differ from that of base
1 to base 2, when Eve finds the angle at base 1 before Eve at base 2.

8.3.1.1 Main Parameters for Quantum Key Distribution

The study of quantum computing, namely size, error bit rate, data rate, etc., has
several parameters (Li ef al. 2011). Many theoretical and practical experiments have
been carried out on long-term transmission via an optical fiber cable, but quantum
computing distance is a great challenge. Effective distribution of links over 200 km
can be achieved. Quantum error bit rate with the distance QBER/1/distance can be
analyzed (Table 8.1) (Upadhyay 2018). Four protocols on quantum distribution BB84
were suggested by Bennett and Brassard in 1984 (Rusca et al. 2018). A pair of states
is used in this protocol, and these pairs are mutually orthogonal. Alice selects a
random bit like O or 1 and then sets with the base. The basis is of two forms. Some
basic symbols are indicated.

Figure 8.2 shows the rectilinear and diagonal foundations. In that state, Alice
sends one photon to Bob before no bits are sent. Bob also goes with the base ran-
domly. If the bit has the same base at both ends, then the key was shared successfully.
Take an example, like Alice, to produce a random bit O or 1 and choose a random bit
to submit Bob. There is also an opportunity to create excitement. Bob also selects a

TABLE 8.1
Quantum Computing Parameters
Fiber distance 20 km 100 km
Secure key rate 1.02 Mbit/s  10.1 Kbit/s
Security More Experimentally less
Quantum bit error rate  Less More
'y
v
Rectilinear Basis Diagonal Basis

FIGURE 8.2 Encoding of bits.
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basis randomly if Alice sends a bit as horizontal as the basics, but Bob doesn’t prefer
that way.

Table 8.1 displays the quantum parameters in the computation range of 20 km
fiber with safe key speeds of 1.02 Mbit/s and 10.1 Kbit/s (Sidhu and Kok 2020). The
error rate of quantum bit with experimentally less protection gives more cryptog-
raphy of quantity: A survey will take place with the probability that both will fit 1
(horizontally), but the probability of D/A is 45°, and D/A is —0.5 (for 135°). Still, if
Eves isn’t present, the likelihood of accepting bits between is 0.75. As mentioned
below, the BB84 protocol has some fundamental phenomena.

1. Alice selects bits (4*n+$), is encoding, and is sending Bob randomly.

2. Bob tests even random foundations.

3. Atleast 2*n cases dependent on the probability likelihood would be decided.

4. Bob throws away all the bits that do not fit the foundation.

5. In the event of a minor mistake, the other n bits will be used as a one-time
pad for safe communication (Figure 8.3).

In the following tables, this can be understood by two instances, such as:
First, Table 8.2 indicates that there is just Alice and Bob between them and no
Eve. Alice needs a message to Bob, first Alice selects random bases and sends bits

Binary 1,
90°
A
Binary 1,
135° Binary 0,
45°
Binary 0,
> 0°
FIGURE 8.3 Polarization of photon.
TABLE 8.2
Bit Sending without Error
Alice  Bit 1 0 0 1 1 0 0 0
Bases ® ® ® & & &
Bob Bit 1 0 0 0 1 0 0 0
Bases ® & ® ® & ® &

Second Key 1 - 0 - - - 0 0
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and Bob, and if Bob has a matched base, Bob will also receive the same bits as he
has picked. Alice will send messages to Bob.

Second, Table 8.3 shows that three of them are Alice, Bob, and Eve. Alice wants to
submit Bob’s letter, and, based on specific criteria, Alice then selects random bits and
sends them on the channel between Alice and Bob. Eve is present, and she selects the
random base and steals the foundation and its bits. Now all three bases are paired with
the final protected key. E91 protocol is also called Eckert and is based on interlock-
ing photonic pairing. The EPR pair is used to identify Eve’s presence in the scheme.

In that way, someone like Alice, Bob, and even Eve could produce these pho-
tons. There are two situations: One is the same product in both Alice and Bob steps
with a 100% probability of either a horizontal or vertical polarization (Table 8.2).
Bit sending error-free 1 0 0 1 1 0 0 Alice Bit Basic Foundation 1000 1 0 0 BB Bit
Key 1 — 0 —- 0 0 Secured Key (Table 8.3). Bit error sending 1 0 0 1 1 0 0 Alice
Bit110001011011000100. A B92 scheme has only two states of four
which are identical to the BB84 protocol [54]. Alice encodes its foundation in this
protocol in a default way—the computer encoding of 0, but bit 1 in some way is
not orthogonal.

When Alice wants to encode the bits, in that case, the traditional bits are converted
into two non-orthogonal states. No measurement can separate two non-orthogonal
states so that the problem is created, which does not allow the bits to be identified
with certainty. This code allows the recipient party to learn whenever the bits are
dispatched with Alice without discussion. To decide the basis for measurement, Bob
uses a coin toss. Suppose Bob picks bit 1, Alice can’t pick a bit, and if Bob picks bit
1, Alice can’t pick bit 1. When Bob chooses bit 0, there is no measurement.

8.4 QUANTUM-BASED DIGITAL ENCRYPTION
AND DECRYPTION SCHEME
Let the size of the image g (i, j) is M*N where g (i, j) is a pixel value at ith row

and jth column. The system suggested applies to misunderstanding and distribu-
tion. Figure 8.4 shows the procedure for encrypting an image. Below are the

TABLE 8.3

Bit Sending with Error

Alice  Bit 1 0 0 1 1 0 0 0
Bases ® ® ® & ®

Eve Bit 1 1 0 0 0 1 0 1
Bases & & ® ® & & R} &

Bob Bit 1 0 0 0 1 0 0 0
Bases e & @ Q@ &

Second Key 1 - 0 - - - 0 0
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FIGURE 8.4 Encryption algorithm (Butt et al. 2020).

two-dimensional mathematical expressions of rotating operators which will help to
improve the algorithmic image encryption [6].

8.4.1 ENCRYPTION OF IMAGES

1. Read a picture and convert each image layer (RGB) into four separate
commands

2. Choose the sender and recipient-known encoding process

. Put the phase to obtain the M, matrices

4. Choose a key of any length in mod 24 and take the matrix of each matrix of
the set M

. Encrypt each digital picture layer with the rotary arrays picked

6. Shift encrypted layers dimensions to original dimensions

(98]

9,
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7. Mix all encrypted layers into an encoded RGB image

8. The conditions for encrypting the key can also be decided: Suppose n€la, b,
¢, d, ...] and if you dig the key out of the odd [a b c], compute the matrix of
b here and convert b to binary, and check if b is the last, select the matrix for
encrypting the other key in the c-screen. If a number of keys even [a b ¢ d d
e f] are calculated, calculate n/2, equivalent to ¢, convert c to be binary and
check if the final ¢ is 0, select the matrices with respect to [a b] to encrypt
the key, select [d e f] to encrypt the key

8.4.2 IMAGE DECODING

. Study and convert RGB encrypted image into 4 X n order

. Extract the encrypted image from the RGB layers

. The phase determined by equation and the set M

. Now remove the source keys from the encrypted keys and take M matrices
and reverse them

. Decrypt the inverse matrix and matrices for each layer

. Transform the layer dimensions as encoded

7. Merge the layers to form the original image

AW N =

AN W

8.5 IMPLEMENTATION OF THE ALGORITHM

Assume that we want to encrypt the image of “Lena,” “Fruit,” and “Parrot” dimen-
sion of 512 x 512 and then analyze it differently with key [1 3 7 14 29 59]. We select
the image of “Lena,” “Fruits,” and “Parrot,” then extract and analyze their RGB lay-
ers. Then decide to choose the secret equation of the phase:

¥=330x(2" ~1)mod 720, where M e[ 1,24 Jand 6 = meany) #)

While using this equation, we have (tangent angle) tangent angle: #=382.5. By the
mentioned algorithm, one must be in control of the key. When one increases, the
other increases as well, we can determine parameters that apply to each level of
protection, which will ensure a constant level of privacy. Thus, the third term of the
n key is 7, and the last binary digit of the key is 1. Let’s pick our moduli from set M:
14 mod 24=A, 29 mod 24 =B, and 59 mod M =A11. Now apply the zero map to A14,
A5, All with respect to dimension and apply the measured process to each A. Let’s
use the provided key to encrypt the picture.

8.5.1 PERFORMANCE PARAMETERS

We also completed several steps on different normal and implemented encryption
using digital photos. These employ a process known as data-based testing, for exam-
ining and dissecting the encrypted files, as well as an irregularity test for application.
These processes are extensively defined in the subsections.
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8.5.1.1 Cipher Randomity Evaluation

For a long-term, uniform distribution, high complexity, and efficiency, security of the
cryptosystem needs to take some shape. NIST SP 800-22 is used to measure the hap-
hazardness of digital photography with a clear end objective to achieve these loca-
tions (Bastos et al. 2020). Some of these tests have different subsets. The scratched
24-bit Lena optical picture is used for all NIST studies. The great deals of the first
keys are helpful in order to measure the figure’s haphazardness. Our projected digital
image encryption scheme effectively passes the NIST tests by breaking down those
results. In view of the results achieved, random ciphers can therefore be asserted that
are very irregular in their production in our encryption algorithms.

8.5.2 PixeL CONSISTENCY

Among others, the histogram’s uniformity of encompassed contents is a significant
highlight in estimates of the safety of the digital information encryption framework
(Wang 2012). Three 256 optical dark-level images of 512 to 512 were taken with dif-
ferent compounds and histograms. The histograms of plain images have large sharp
ascents, and the histogram of all enciphered images is truly uniform, and in essence
not entirely the same as that of the original picture, which makes measurable attacks
difficult. It then provides little insight into the use of the digital encrypted images in
an observable analysis (Khan and Waseem 2018)

8.5.3 CHEeck FOR CORRELATION PIXELS

It is remarkable that adjacent pixels are either in horizontal, vertical, or corner direc-
tions very closely related. This connection to increase obstacles to the observable
investigation should therefore be evacuated by the secured encrypted plan. The
accompanying method has been completed to test connections between nearby pix-
els in a single and encrypted image. Original, 10,000 sets of two close-up pixels
were selected arbitrarily from a clear and encrypted image (Venegas-Andraca and
Bose 2003).

8.5.3.1 Association of Original Images with Encryption

The relationship between different pairs of original/encoded images is measured
by the 2D coefficients of the relationship between original and encrypted images
(Planat and Solé 2008). The following equation is used to calculate the correlation
coefficients.

. ZZIZ:(XU_X)(YU_Y)
IS e 3

where X and Y represent the plain and cipher images, X and Y represent the mean of
X and Y, M represents the height, and N represents the width of the initial/encrypted

(©)
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picture. The correlation coefficients between different pairs of flat and cipher images
are very small or virtually nil, resulting in a wide range of flat and cipher images.
Findings have indicated that lower correlation values allow for an effective image-
encoding technique in real-time applications (Anirudh et al. 2020).

8.5.4 THREE-DIMENSIONAL, SINGLE, AND ENCRYPTED PICTURE COLOR STRENGTH

The color intensity (RGB) controls the presence of the pixel [60]. The amount of
information in a pixel determines the depth of colors. The color depth governs
the colors of the pixels and the bit depth can also be named and the number
of pixels matching the degree of intensity over images. The 3D histograms for
simple images are made up of sharp pictures in the distribution of the pixels,
whereas the 3D color intensities for encrypted images are very standardized
to produce the flat plan in RGB coordinates (Wan Ishak and Rahman 2010).
These three-dimensional representations demonstrate that our anticipated image
encryption scheme is highly robust, preventing an eavesdropper from access-
ing or evaluating any information contained in the uniform distribution of the
encrypted image pixels.

8.5.5 ENTROPY RESEARCH

Randomness is the most significant function of entropy (Knill ef al. 2008). The
source of independent random events has been defined from a set of possible discrete
events {y,y, y;} with the related probableness

PR |
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The UACI (unified average intensity) value improves the encryption protection. In
order to determine the sensitivity of a plain image, the single pixel is encrypted
first, and a plain image is randomly selected and modified. The NPCR estimates
are consistent with the ideal estimate of 1, and the UACI estimate is over 34%. The
results show that the intended scheme has a great deal to make a small change in
the original image, irrespective of whether there is a 1-bit difference between these
two scrambling single pictures, the two images that are scraped/enciphered would
be very different. Consequently, in examination with alternative systems, the design
has a superior capability to avoid various entire attacks. In any word, the magnifi-
cence and versatility of outlined algorithms alter cipher images quickly, and only
single matrices and phase UTE cannot unscreen the encrypted image. To decipher
the encrypted, the two matrices and the step uterus should be known. Since TER has
huge focuses, a smidgen shift like 0.01 in the stage will change the enciphered pic-
ture. We have also compared our NPCR and UACI findings with well-known results
(Yang and Liao 2018). The implemented system is very resistant to differential and
linear attacks and has agreed with its performance.
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8.6 FUTURE RESEARCH IN QUANTUM CRYPTOGRAPHY

Cyberspace security should be safeguarded on the internet since it is the gathering
for human existence of all information systems and information environments (Pang
and Li 2020). Quantum cryptography is the first concern for the rising safety issue
in cyberspace (Majenz 2018.).

8.6.1 UNQUALIFIED SAFETY

Today’s internet connectivity is primarily made up of cable and light. Alice and Bob
are authorized device users, whereas Eve serves as a scout. They encrypt messages
before sending them over the public channel to ensure their security. The classi-
cal cryptosystem is loosely classified into two types: symmetric and asymmetric
cryptosystems (Meher and Midhunchakkaravarthy 2020). Their security is primar-
ily dependent on the complexity of the machine for these two cryptosystems. The
swift development of hardware and modern sophisticated algorithms has, however,
brought the safety of the classical cryptosystems with unparalleled challenges. In
addition, several difficulties in classic mathematics have arisen in the area of quan-
tum physics as a result of the fast development of quantum computing. For instance,
in 1994, the DLP and the problem of integer factorization were solved. In this way,
it will be important for the future of the internet to explore quantum cryptographic
protocols. In the 1950s, Shannon, the founder of the theory of knowledge, conducted
a pioneering study on unreserved safety.

In this analysis, the “one-time pad” was given unconditional security conditions
(Rahim et al. 2018). Instead of a pseudo-random number, the encryption/decryption
key is truly random, and this key is used only once. Additionally, the key is the same
length as the plaintext and is executed bit by bit alongside its operation. The problem
of one-time pad key distribution was never solved. It should be remembered that the
theory of quantum mechanics will solve this problem of key distribution. Figure 8.4
depicts a model of the well-known QKD protocol (Horng 2012). In this model, the
sender wishes to share a standard conference key with her counterpart to encrypt/
decrypt communicated messages. The actual randomness of the key is guaranteed
in this QKD protocol by the fundamentals of the quantum: the theory of ambiguity
(Wang et al. 2019). In addition, if it occurs, an intruder is definitely found.

8.6.2 DETECTION OF SNIFFING

Information is shared on public networks by Alice and Bob. For confidentiality, their
information is encrypted; however, an intruder cannot be blocked by a channel. In
addition, it is impossible to detect the eavesdropper in cable communications or opti-
cal fiber communication on the basis of the characteristics of the system itself. A mil-
limeters or oscilloscope may be used for cable communications to track (O’Malley
2019). In optical fiber communications, the eavesdropper will obtain information
from a portion of the light signal. Take note that environmental factors such as tem-
perature and pressure affect fiber loss, but this does not make eavesdropping losses
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perceptible. The eavesdropper will undoubtedly be observed due to quantum com-
munication’s no-clone principle. To be more precise, an eavesdropper monitors the
quantum channel and uses the same measuring base as the sender to obtain a small
amount of quantum information with a probability of 50%. In order to provide some
quantum information, the eavesdropper is detected at 50% probability. Notice that
the probability of detecting eavesdroppers is 1—(1/2)" for bit quantity information.

8.6.3 QKD'’s SAFeTY

We begin in this section by examining the quantum key distribution protocol
in a noise-free channel to simulate real-world scenarios in the future internet.
Additionally, we validate the protocol for noisy channel quantum key distribution.
Table 8.1 details the quantic data encoding and measurement results for various mea-
surement bases to assess the QKD protocol’s security. Both sides agree in advance
that the polarization is horizontal and obligation to downwards is “l,” while the
upward polarization in vertical and oblique is “0.” The possibility of a QKD protocol
involving an eavesdropper is as follows.

P =P {BaseA = Base " Measure , # Measurey }

The probability that a 1-bit quantum information eavesdropper is detected shall be
determined as 1/2x1/2x1/2=1/8 for 1-bit quantum information. The possibility of
detecting eavesdroppers on a channel without noise will always be a challenging
task. It has been seen that the eavesdropping odds are similar to 100% when the sum
of transmissions exceeds 40 (Zhou et al. 2018).

When an eavesdropper sends a different chance over the channel, the recipient
has a chance of failing. This means that without an eavesdropper, the receptor makes
25% of errors while making around 31% when the eavesdropper monitors 50% of
the channel and about 37% when the eavesdropper observes the entire channel. It
is discovered when the eavesdropper sends a different chance on the channel. Zhou
et al. (2018) has represented the purple line, which indicates that the attacker moni-
tors the channel continuously. In contrast, the green and red bars indicate that the
attacker monitors the channel 50% and 20% of the time, respectively. These three
curves demonstrate that regardless of the likelihood of canal monitoring eavesdrop-
ping, the number of transmitted bits will almost certainly increase. As a result of the
preceding discussion, we can conclude that quantum cryptography offers complete
protection and detection of sniffers for secure communication. In the future, such
assets will ensure the internet’s cyberspace security (Zhou et al. 2018).

8.7 CONCLUSION

This chapter has discussed about quantum cryptography. The image encryption and
decryption is done through the quantum process. The chapter has covered the imple-
mentation details with the evaluation parameters that can measure the performance
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of the scheme. In this study, different types of images have been taken for the encryp-
tion purpose with approaches such as secret key rotation, encryption key, rotation
matrices, and many more. The evaluation parameters used in this work are cipher
randomity evaluation, pixel consistency, and correlation of pixels. The chapter dis-
cussed a novel method for encrypting data that makes use of quantum rotational
operators. We used quantum halves pinning to introduce confusion and diffusion
into this scheme. The key can be easily extended and compressed by multiplying
each uninstalling matrix known to the cryptanalyst to send and receive to merge.
Because no one knows which matrices from the set M, two or more matrices, are
multiplied, Cryptanalyst would be nearly incapable of cracking the door (a challenge
for crackers). The algorithm at issue is a half-spinning algorithm. According to sta-
tistical analysis, the algorithms should be a strong contender for image encryption.
The work has shown that image encryption done through quantum cryptography
scheme can provide fruitful results.
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9.1 INTRODUCTION TO CYBER SECURITY

The internet is one of the most widespread and fastest-growing areas of techno-
logical development. In today’s era, many organizations like business, distributed
technologies, cloud computing, and next generation are periodically changing. In
the latest survey 80% of total commercial transactions are done online, so this field
requires well-developed and high-quality security services for transparent transac-
tions. The extent of cyber security stretches out not exclusively to the security of IT
but also maintain the more extensive computerized networks whereupon they depend
including the actual internet and basic frameworks [1].Due to the development of
information technology and internet services, cyber security plays an important role.
The way of protecting information and information system,database,network,and
applications is protected by cyber security management with the help of procedural
and technological security. Some security measures are firewalls, antivirus software,
and other technological solutions for preserving confidential data and computer net-
works. In the latest, it was predicted that almost 670,000 new malware threats are
continuously growing on the internet every day [2]. This implies more than 45 new
viruses, worms, spyware, and different threats were being made each moment—
more than twofold the number from January 2009.To protect against these threats,
various security agencies and technologies need to evolve even faster to stay ahead
of these threats.

The world has been apparently increasingly more and more dependent on the
internet since it was acquainted with the majority in the mid-1990s. Organizations
have made huge organization frameworks to share and oversee information about
their items, sellers, and representatives with other organization areas all through-
out the planet. Enterprises have expanded their degree of awareness with respect
to network protection and data security of the executives, as it has been expected
that these are important issues with regard to intensity and endurance in worldwide
business sectors. Organizations have made large network frameworks to share and
manage information about their items, sellers, and workers with other organization
areas all throughout the world. These equivalent frameworks are utilized to advertise
their items to shoppers and offer them to these equivalent buyers by means of their
organization site or outsider merchant. The COVID-19 pandemic has likewise had
an adverse effect on online protection around the world, as more associates are tele-
commuting, which leads to speed up advanced change in endeavors [3]. Society has
become reliant upon digital frameworks across the full scope of human activities,
including business, finance, medical services, energy, amusement, correspondences,
and public safeguard.

9.2 CYBER SECURITY AND INFORMATION
SECURITY MANAGEMENT
These days, data security is a significant worry to all organizations, as they work

in a worldwide market, are profoundly IT subordinate, and have a complete on the
web and advanced presence. Data security is quite difficult for the organizations,



Cyber Security Techniques Management 157

as they intend to prevent and the openness to security and protection dangers to
data frameworks and systems administration foundation. Cyber security manage-
ment designs a model to define an organization’s policies for information secu-
rity. The relationship between the goals of information security is as follows: The
model is based on three rules, i.e., Confidentiality, Integrity, and Availability com-
monly known as the CIA triad. Figure 9.1a shows the basic three principles of
information security.

e Confidentiality:It refers to only the authorized person who can access the
data, and the set of the rules and procedures in organizations is defined by
only the authorized person. The most widely used example where confiden-
tiality of information is used is the credit card transaction.

e Integrity: It ensures the accuracy of the data. Integrity means securing the
data from an unauthorized modification.

e Availability: It defines that information must be presented only when it
is needed. The information must be available on time, fair allocation of
resources over the network, and also maintain the deadlock management in
the database server.

e Integrity and availability of data ensure information’s trustworthiness and
accuracy accessed by authorized users. There are different types of cyber-
attack security issues.

1
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FIGURE 9.1A CIA model.
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The objective of this chapter is to discuss some cyber security issues which com-
monly occur in the internet society. Spyware is one of the most common attacks.
In these attacks, the hacker can use it to gain access to the network and confiden-
tial information. Basically, Spyware is a software program that collects informa-
tion about a user without his/her knowledge. Attackers can also use this software
to install other programs like keyloggers that can record user passwords and user
record history. The variation of the data using a laptop or a personal computer is
shown in Figure 9.1b The graph shows the percentage of PCs estimated to have
spyware/adware and the percentage of PCs lacking data protection [2].

Worms are another cyber security issue. It is a self-replicating virus and spreading
in a whole system. This type of virus consumes large memory as well as bandwidth.
There are different types of worms like email worms, internet worms, message
worms, file-sharing network worms, and computer worms exploiting the vulner-
ability of PC and mobile devices. Over the recent years, both worms and viruses
have become a serious issue. The 1988 Morris worm helped the web local area to
be industrious in looking for possible dangers of risky worms and has prompted a
few kinds of safety hardware to be introduced from antivirus programming to inter-
ruption discovery frameworks. These viruses and worms are effective due to the
security weaknesses that PCs and gadgets have that can be misused; the web is only
a passage for a portion of this action.

Passwords are known as secret words or phrases used by different organizations
and multiple sites to identify the users. Passwords are unfortunately an enormous
security threat since they are unprotected against being broken or speculated by an
individual or program. Passwords can likewise be communicated over an organiza-
tion or put away unreliably in someplace. According to a Deloitte report, more than
90% of user-generated passwords will be insecure due to hacking. An ever-increas-
ing number of frequently significant organizations are declaring a hack uncovering
data of patients and clients putting a great many individuals at risk for identity fraud.
Passwords can be secure when clients ensure them and develop them to brute force
attack and investigation or decoding of passwords. The human factor is the biggest
virus in practically all network protection, particularly passwords. Back in 2012,
a secret key breaking master divulged a PC group that can burn through upwards
of 350 billion speculations each second. This machine can attempt each potential
Windows password in the run of the mill undertaking in less than 6 h.The next sec-
tion describes the various cyberattacks. The graph in Figure 9.1a shows the variation
of the latest threats in the cyber world.

9.3 CYBER SECURITY MEASURES

Cyberattacks are attempts to obtain unauthorized access to a personal computer,
computing system, or computer system networks with the aim of causing damage.
The attacker’s goal is to disable, disrupt, destroy, or gain control of computer systems
in order to change, delete, manipulate, or steal data/information stored on them.

Cyberattacks have grown increasingly common in recent years, coinciding with
the digitalization of businesses and organizations.
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FIGURE 9.1B The latest threats.

Any individual or group of individuals can conduct a cyberattack from anywhere,
employing one or more different attack techniques with the goal of destroying the
target system. In most cases, an attacker assaults a system or a victim’s computer,
and after gaining access to the victim’s computer, the attacker can either destroy or
modify sensitive data/information. The majority of cyberattackers nowadays don’t



160 Meenu Shukla et al.

l { Attack l
Passive Attack Active Attack ‘
Interception | Message
l Notification
i Message
Reading the Traffic repla$
message Analysis
content
Masquerade
Attack
Denial of

service <
FIGURE 9.2 Various types of attacks.

want to harm your computer; instead of taking your money, they want access to your
personal information or your login credentials. We may use a variety of innovative
techniques or tools to prevent these types of assaults. [4]

In terms of concept, cybersecurity vulnerabilities may be split into two catego-
ries: passive attacks and active threats, as shown in Figure 9.2. The main differ-
ences between these two groups briefly, as well as how to characterize each of them
briefly.

9.3.1 Passive ATTACK

In a passive attack, an attacker monitors a system and scans for open ports vulner-
abilities and other risks. The main objective of the attacker is to steal confidential
information. The attacker has no authority to make any updating or changes in the
particular data. The attacker can collect the information in a number of ways when
it infiltrated the network. The attacker can use many techniques by which they can
collect the data.

* In a foot-printing passive attack, the intruder will try to acquire a large set
of data so that it can be used later to attack the target system. For Example
when an intruder records network traffic using a packet analyzer tool, such
as Wireshark for analyzing it later.

* Installing a keylogger is another sort of passive attack, where an intruder
waits for the user to enter their credentials and after getting all the records
the attacker will use those details in further possible ways.

The two most common use cases of passive attacks are:
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9.3.1.1 Traffic Analysis

In this attack, an attacker analyzes the traffic, determines the location, identifies
communicating hosts and observes the occurrence or frequency also analyses the
length of the messages exchanged.

9.3.1.2 Release of Message Contents

In this type, an attacker monitors insecure communication, like data which is trans-
ferred through unencrypted channels also can intercept confidential information.

Another form of passive attacks includes“passive reconnaissance,” in which an
attacker wants to compromise the system or network where all the confidential infor-
mation is gathered without directly sending any data packets that create network traf-
fic. An attacker can fetch most of the sensitive data using this technique. An example
of sensitive information includes Aadhar card details. Sometimes the hacker tries
to compromise the security of the system’s server by using passive reconnaissance
techniques. This leads to exposure of sensitive details like Aadhar card, PAN card,
etc. to the dark web. These details can further be used to extract information regard-
ing a person’s social networking accounts.

It is very difficult and sometimes becomes impossible to detect the passive attack
because in any case it does not involve modification of the data. However, we can
implement some protective counter measures to prevent it, including: We can use
some encryption techniques to hide messages and make them in an unreadable form
for unknown recipients. Some encryption techniques can be implemented in this
case:

*  Symmetric keys:
The symmetric keys are still having a problem in exchanging the secret key
confidentially. As these are the same key at both the ends;that is,the sender
and the receiver are having the same secret key to exchange.

e Public-key encryption:
In PKE each party involved in communication and they have two types of
keys, one is public key which is known by both the users and another one
is private key which is a secret key. An example of this type is using SSL
certificates, SSL; more commonly called Transport Layer Security (TLS)
is a protocol for encoding Internet traffic and verifying the server’s identity.
Any website with an HTTPS web address uses SSL/TLS certificates.

Figure 9.3 depicts the passive attack in which there are two people in the communi-
cation channel, Bob and Alice but due to this attack a hacker can steal the informa-
tion and without any changes by the attacker the information loses its confidentiality.

9.3.2 AcTIVE ATTACK

An active attack involves using information gathered during a passive attack to com-
promise a user or network.In a two-way communication, data transmitted from one
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Passive Attack (Traffic Analysis)
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FIGURE 9.3 Passive attack.

end could be captured and altered; hence, the confidentiality, as well as integrity,
could be compromised.
There are many types of active attacks.

¢ Denial of service (DoS)

¢ Distributed denial of service (DDoS)
* Session replay

* Masquerade

The Denial-of-service (DoS) and Distributed denial-of-service (DDoS) attacks
are also examples of active attacks, both of which work by avoiding authorized
users from retrieving a specific resource on a network (for example, flooding a
web server with more traffic than it can handle). In a session replay attack, an
attacker steals a valid session ID of a user and reuses it to impersonate an autho-
rized user to perform fraudulent transactions/activities. In a masquerade attack,
an intruder will pretend to be another user to gain access to the restricted area in
the system. There are some protective measures against this type of attacks which
are as follows:

1. A random session key can be generated which is only valid for one trans-
action at a time, this should effectively prevent a malicious user from re-
transmitting the original message after the original session ends.

2. Using one-time passwords helps to authenticate transactions and sessions
between communicating parties. This guarantees that even though an
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Active Attack (Hacker modifies the message)

Hacker

Bob 1 Internet | Alice

FIGURE 9.4 Active attack.

attacker was successful in recording and retransmitting the captured mes-
sage again, the associated password will expire by that time.

3. Using Kerberos authentication protocol (usually used in Microsoft Windows
Active Directory) supports many countermeasures against different types
of replay attacks.

Figure 9.4 depicts the active attack in which there are two people in the communica-
tion channel, Bob and Alice, but due to an attack the hacker can steal the information
also can be able to do modifications and transmit the compromised and illegitimate
data to Alice. Here, in this sort of communication, Alice doesn’t know the changes
that occurred by the attacker. So, in the active attack, the information loses its con-
fidentiality and integrity too.

There are many more types of cyberattacks, which are as follows:

9.4 TYPES OF CYBER ATTACKS

There are different types of cyberattacks, which have occurred more frequently in
the cyber world. Some cyber threats are discussed below.

9.4.1 DoS aND DDoS ATTACKS

A denial-of-service (DoS) attack is a special kind of attack in which the perpetra-
tor generates unusual traffic and tries to make the resources unavailable to intended
users. This will lead to either shut down a machine or crash the entire network. DoS
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attacks can be done by flooding a large amount of data to the target computer or
machine with traffic or directing the information which leads to crash of the entire
system or network. Generally, an attacker renders traffic within a particular range
as compared to the bandwidth of the target system [5,6]. When the target system
overflows due to the consumption of maximum resources, the entire system slows
down and thereafter the targeted system becomes insecure. The foremost reason of
this kind of attack is to make the targeted system insecure first and then make the
network slow down, which will ultimately lead toward crashing the whole network.

There is one more variant of denial-of-service attack that is distributed denial of
service attack (DDoS). The DDoS attack is a more advanced type of attack which
generally executes at a large scale. In this attack, the perpetrator uses multiple com-
promised systems also known as Zombies or Bots to trigger the target system. DDoS
is generally more dangerous than the DoS attack. These sorts of attacks are usually
faced by big corporate networks with the intention to give the maximum financial
loss. As once the system or network is compromised by the attacker, the system
becomes unstable and the services will be unresponsive, this will lead to shutting
down the entire network which will also affect the reputation of the organization.

Figure 9.5 depicts the DoS and DDos attacks. There are two different methods of
DoS attacks: flooding services or crashing services.

The system is flooded with traffic on the server which results to slow down all the
services rendered by the server to its users, and at last this will lead to discontinuing
all the services. Popular DoS attacks include the following.

9.4.1.1 ICMP Flood

In this type of attack, the attacker spoofs an IP address of the system. Now, using the
spoofed IP address, the attacker generates a large amount of PING requests to the
targeted host. These requests are pretty much high in numbers and due to this
the targeted host starts flooding during the PING replies. The replies are in big

[ pes |
—

Server

DDos

Server

FIGURE 9.5 DoS and DDoS attack.
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numbers so that the real requests are altered. This kind of DDoS attack is usually
performed on a public network is known asa smurf attack.

9.4.1.2 Ping of Death

In a ping of death attack, an attacker sends the request of IP packets continuously to
the targeted system. Due to the surplus limit of the IP protocol, the targeted system
overflows and is then not able to handle the load. As a result, this will leads to the
failure of an operating system [7].

9.4.1.3 SYN Flood

Synchronize (SYN) flood is also known as Transmission Control Protocol (TCP)
SYN flood attack. It is a type of distributed denial of service (DDoS) attack which
affects the function of TCP three-way handshake in order to make the resources
unavailable on the targeted server and rest it as idle mode. In this sort of attack, an
attacker creates and sends a fake TCP SYN packet request to the targeted host. Now,
the host issues those packets to the particular resources to establish the connection
and complete the handshake procedure with those packets. Due to the high number
of fake TCP SYN packets, the targeted system is unable to identify the difference
between real and fake requests [8]. At last, the real packet request is altered and
the fake packet request is processed. In this way, the targeted system completes its
three-way handshake with fake TCP SYN packets and which ultimately exploits the
handshake mechanism.

9.4.1.4 Buffer Overflow Attack

When an excessive amount of data is fed into the fixed-length buffer; the capacity
of the memory buffer is overrun which is called buffer overflow attack. As a result,
the excess information can overflow into contiguous memory space, which will cor-
rupt or overwrite the data[9]. The buffer overflow attack will crash the system and
also creates a way for the attacker to run the random code which leads to the mali-
cious action. Many programming languages are also vulnerable to buffer overflow
attacks.

9.4.2 MITM ArTacK

A man-in-the-middle (MITM) attack is a type of eavesdropping, when anattacker
places himself in the existing conversation happening between the two parties with
the intention to capture the information about one of the parties, pretending as if a
normal communication. It looks like the information float as in their normal behav-
ior. The main target of an attacker is to steal the financial credentials of the user such
as login credentials, account details,and credit card numbers.

The attacker uses the captured information for many purposes, including identity
theft, unapproved fund transfers, or an illegitimate password change. In effect on
this, the attacker is just smurfing the communication between the two parties. It is
the same as when an envelope comes for you and the delivery man or someone else
already read the content and an open envelope is delivered to you.
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Figure 9.6 depicts an MITM attack, where a perpetrator just establishes a new
connection while discarding the old and spying on all conversations between the
user and a web application.

There are many ways to prevent yourself and your system from MITM attacks.
One of the ways to mitigate the MITM attacks is to usea strong encryption algorithm
on your access points or to use a virtual private network (VPN).

9.4.3 PHISHING ATTACKS

Phishing starts with malicious or fraudulent emails that look like coming from an
authentic source, with an intention to grab legitimate information from the target. It
is just designed and prepared to lure a victim. The content and data sharing is made
to look as it comes from a trusted sender. An attacker combines social engineering
and technology to execute an attack. In maximum cases, the target may not under-
stand that they have been compromised by someone, and by this the phisher can take
the advantage of this attack. Figure 9.7 shows the phishing attack.

By carefully scrutinizing the emails, you open and the links you click on, you
may prevent phishing attempts from succeeding. Pay attention to email headers and
avoid clicking on anything that appears to be suspicious.

9.4.4 SPEAR-PHISHING ATTACKS

A spear-phishing assault employs email spoofing, which involves forging the infor-
mation in the email’s “From” section to make it appear as though it came from a
legitimate sender. This may be someone the target knows and trusts, such as a friend
from the same social circle, a close coworker, or a business associate. In this case,
attackers may employ website cloning to make the message appear genuine.

The attacker uses website cloning to imitate a reputable website in order to
deceive the victim. Because the target believes the website is legitimate, they are

Original Connection

USER Web Application
_—

New Connection

Perpetrator

Men in the middle
Attack

FIGURE 9.6 Man-in-the-middle attack.
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FIGURE 9.7 Phishing attack.

at ease while providing personal information. Spear-phishing attacks, like conven-
tional phishing attempts, may be avoided by thoroughly verifying all fields of an
email and ensuring that users do not click on any link whose destination cannot be
verified as real.

9.4.5 RaNsom WARE

Until the victim agrees to pay some ransom to the attackers, their computers are
captivated by the attacker. Only after receiving the payment by victim, they are given
instructions to establish control of their computer by the attackers. As the ransom is
demanded by the attacker from the victim in order to free their computer, hence it is
named “ransom ware.”

Generally the ransom software is downloaded by the target or victim from email
attachment links or via an unknown or insecure website. These types of malwares
are created so as to take the advantage of the flaws that cannot be rectified by the
system manufacturer or by any IT staff. The victim’s workstation is then encrypted
by these malwares. The attack can also be utilized to target numerous groups of
victims by limiting access to many machines or the central server that is critical to
corporate operations.

In Figure 9.8, we can easily see the attacker demands some ransom from the tar-
get, and in order to take the data back with full of confidentiality, the victim’s paysthe
ransom amount to the attacker. One can also prevent many ransom ware attacks by
inspecting the data packets deeply by using artificial intelligence.

9.4.6 PAsswORD ATTACK

The attacker can also attempt to interrupt the networks’ traffic in order to obtain
credentials that the network has not encrypted. Social engineering can be used by
the attackers in order to convince the victim in entering their passwords to resolve
the allegedly “critical” problem.
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FIGURE 9.8 Ransom ware attack.
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FIGURE 9.9 Brute force attack.

In some circumstances, the password used by the user can be guessed by
the attacker very easily, mainly when the user uses the default or the passwords
like”87654321” that are easy to remember. Bruteforce methods are also frequently
used by attackers to guess passwords. In order to gain the passwords, the attacker
usually uses a combination of their personal details. To decrypt their password, for
example, their names, birthday dates, anniversaries, or other private data could be
assembled in numerous combinations.

A bruteforce password breach can take advantage of information that people pro-
vide on social media accounts. Passwords are sometimes formed using the indi-
vidual’s hobbies, particular hobbies, pet’s name, and child’s name, making them
reasonably easy to guess for the attack. A dictionary attack can also be used by the
attackers to figure out the password of the user. The dictionary attack is the method
of guessing a target’s password by using commonly used words and phrases, simi-
larly the ones found in a dictionary.

As shown in Figure 9.9, the brute force attacks where an attacker tries to inter-
cept the sequence of passwords using hit-and-trial concept and after entering mul-
tiple trials the attacker got the right password. There are many ways to avoid these
sorts of attacks. Setting up a lock-out policy is an efficient way to prevent bruteforce
and dictionary password attacks. After a specified number of failed tries, one is
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automatically locked out and cannot attempt again to access the device, applications,
or website. With a lock-out policy, the attacker has only a few attempts before being
denied access. The attackers can attempt only a few times before they are denied
access with these lock-out policies.

9.4.7 SQL INJECTION ATTACK

The SQL injection attacks are the type of flaws in online security that let the attack-
ers intervene in the database queries of the web-based application. Through this, the
attackers can view the victim’s data that is normally invisible to the outsiders.

The SQL attacks contain SQL queries that the user has sent to a database in the
commands format on the server. The instruction is then inserted into the database
replacing something else that would ordinarily be there, such as the passwords or
the login. The command is then executed on the database server, and the systems
are compromised. When the SQL injection is successful, it can lead to the exposure
of personal and sensitive data, as well as change or loss of critical information. An
attacker can also run administrator’s commands such as the shutdown that can cause
the termination of the database functioning.

In Figure 9.10, it shows the SQL injection attack. Use the least-privileged approach
to protect yourself from a SQL injection attack. Only those who really require access
to important databases are allowed in with the least-privileged architecture. Even if a
user has power or influence inside the company, they may be denied access to certain
network regions if their job does not need it.

9.4.8 DNS SPOOFING

The hackers redirect the traffic to a spoofed or false website by altering the Domain
Name Server (DNS) records,it is domain name server spoofing. After the target is on
the fake site, they may share their personal data which can be misused or traded by
the hackers. They also try to make their opponents’ company look bad by creating a
low-level site with offensive and provocative content.

In Figure 9.11, it shows how the DNS spoofing attack works. While on that site,
the user thinks that they are visiting a genuine site, and the attackers try to take the
advantage of this fact and then attempt to commit crimes in the name of another
company. We need to make sure that our DNS server is updated in order to prevent
DNS spoofing. The main aim of attackers is to exploit the vulnerabilities in the DNS

Malicious Modified
‘ reauest R Query
Data Query Output
Exfiltration S § S—

FIGURE 9.10 SQL injection attack.
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FIGURE 9.12  Session hijacking.

servers and the current version of the software contains the fix, which is the closer
identified vulnerabilities.

9.4.9 SessioN HiJACKING

One of the most common MITM attacks is session hijacking. The attackers assume
control over the session between client and server. The server is unable to differen-
tiate between the attacker and the client as the attacker is using the same internet
protocol (IP) address as the client without any suspicion. As the server is using the
same IP address as clients’ for their identity verification,it makes this attack more
effective. Once the connection is established between the server and the client, the
server will not be able to suspect even if the attackers’ IP address ID added partly.
Figure 9.12 depicts a session hijacking attack, where all the messages are seen by
the attacker and the innocent user even doesn’t know about the suspicious activity
done by an attacker. A VPN is used to access the servers that are business critical
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in order to avoid the session hijack. Thus, all communication is encrypted, and the
attackers can’t access the safe passage made by the VPN.

9.4.10 Brute FORCE ATTACK

The bruteforce attack is named after the word “brutish” or basic method used by the
attacks. The login credentials of the person with access authority are guessed by the
attackers. They are in, once they guessed it correct.

Bots are used by attackers for cracking the credential, which often takes time and
is hard. The list of predicted or guessed credentials is provided to the bots to gain
access. The attacker waits while the bots try each predicted credential. The attackers
have access once the right credentials are cracked.

Figure 9.13 shows how an attacker tries multiple combinations of passwords for
applying brute force attack. We should have lock-out policy as part of our authoriza-
tion security architecture in order to prevent these attacks. The login credentials get
locked after a certain number of failed attempts by the user. No one can evade this
lockout even if they try it from another device with a different IP address, as the
account is “freeze.” Using random passwords is encouraged for prevention with no
regular words, dates, or number sequence. Now, it may take attackers years to guess
the correct password using the software, which makes it more effective and easy.

9.5 CYBER SECURITY RISK MANAGEMENT

Cyber risk management is the process of detecting, examining, assessing, and
addressing cyber security threats. The term ‘“cyber risk management” has been
defined since the starting of the computer age in the name of computer security,
information security, information security risk management, and cyber security. In
2013, Von Solms and Van Niekerk [10] defined the difference between cyber security
and information security. Information security is the protection of information which
is stored inside or outside cyberspace whereas cybersecurity is related to information
within cyberspace. The term cyber risk management is a deal with the risk manage-
ment process or steps utilized to manage cyber risk. Risk management is the process
of recognizing the possibility of risk, assessing the impact of those risks, and making
proper planning to mitigate the risk becomes reality [11]. Risk management plays
significant for every organization, no matter the size of the industry to develop a plan
for cybersecurity management.

O ——

Attacker Automated Multiple login Server
tool attempt

FIGURE 9.13 Brute force attack.
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9.5.1 CyYBER SECURITY RISk MANAGEMENT STRATEGY

Cybersecurity risk management helps to mitigate cyber risk and preventattacks. It
also increases the business reputation by preventing cyberattacks as well as reducing
costs and protecting revenue [12]. (Figure 9.14 shows the different strategy of cyber
risk management system)

9.5.2 CyBER Risk MANAGEMENT PROCESS

The cyber risk management process has six different stages such as identify,analyze,
evaluate, prioritize, treat, and monitor. (Figure 9.15 shows the different process of
cyber risk management.)

The following steps are followed to manage the cyber risks [13]

1. Environmental Scanning

2. Identification of Risk: Identify the risk which compromises cyber security

. Analysis of Risk: Analyze the severity of the risk by frequent assessing and
its impact

. Evaluate: Evaluate the risk level is acceptable or not

. Priorities: Priorities the level of risk

. Risk Treatment: Decide how to respond to each risk

. Risk Monitoring and Review process

[98]

[ o) BNV, N

In this chapter, Steps 2—4 are mainly focused on managing cyber risk.Identification,
analysis, and treatment of risk are the heart of the risk management process.

FIGURE 9.14 Cyber risk management strategy.
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FIGURE 9.15 Cyber risk management process.

¢ Risk Identification

The cyber risk identification process researched initiated from the IT field.One
method to detect cyberattack is whether they affect confidentiality, availability, or
integrity of information or non-information system [7]. For example, the confiden-
tiality of the message is affected by data breach; availability of the information is
affected by denial of service and ransomware attacks, and integrity of the infor-
mation is attacked by website defacement while confidentiality and integrity are
affected by phishing attacks. In risk management, one of the biggest challenges is
the identification of risk. Initially, identify the assets (data/information) and identify
the threats to the data or information and vulnerabilities to the threats.

¢ Identifying Threats

The threats are everywhere, hacking, environmental flooding, business-related
threat, insider threats, etc.

¢ Identifying Vulnerabilities

The next step after identified the threat is to identify the weakness of the overall
cybersecurity environment which could be vulnerable to the threats.
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9.5.3 Risk ANALYsIS

Risk analysis helps to identify, manage, and protect the data and assets that could
be vulnerable to a cyberattack. Gerber and von Solms [14] addressed the difficulty
of analyzing the risk with respect to three eras such as computercentric, IT centric,
and information centric. Once the risks are identified,then the risk management pro-
cess needs to be implemented. There are different strategies and are considered for
different types of risks such as risk avoidance, risk reduction, risk sharing, and risk
retaining [15]. The risk assessment is a systematic approach of risk analysis which
identifies, quantifies, and prioritizes the risks against the criteria. Risk assessment is
performed whenever there is a change in the environment, requirement of security,
and risk situation. Figure 9.16 depicts the different approaches of risk management.
(Figure 9.16).

9.5.4 Risk EVALUATE

Risk need to be prioritized and ranked based on the severity of the risk. The risks
that are rated depends on low to high. The risk value can be estimated with the help
of the probability of the occurrence of an event [14].

Risk value = Probability of event x Cost of the event

ISO 31000:2009 is published in 2009 which provides standard guidelines for an
effective risk management. This standard is used by different types of organizations
to mitigate different types of risks such as financial, safety, any other project risks,
etc.It defines risk as the effect of uncertainty on goals.

9.5.5 CYBERSECURITY Risk MANAGEMENT FOR APPLICATION MODEL

9.5.5.1 Cyber Security Risk Management for Internet of Things

A cyber physical system consists of many physical components which have cyber-
capability with high interconnectivity. It is used in many critical national infrastruc-
tures such as communications, transportation, healthcare, and power system. One of

Risk Avoidance
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[

FIGURE 9.16 Risk management approaches.
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the major threats for the physical system is cyber security threats due to complexity,
communication system integration, computing, interdependencies among different
systems, etc. Cyber security threat causes various risks which affect the infrastruc-
ture including performance and production degradation, unavailability of services,
and violation of the regulations [15, 16, 17-21].

The internet of things (IoT) is an essential component for smart cities, smart
grids, smart health, smart manufacturing, driverless car, drones, etc. A massive
number of devices are connected into the IoT networks [9-11]. The hackers and
attackers access the sensitive data and critical infrastructure from an IoT network
due to a lack of security features. It could not be possible for an organization to
take an effective decision about IoT cyber risk management without the IoT cyber
security risk management framework. Lee [16] proposed four-layer IoT cyber risk
management framework to a moderate cybersecurity risk for organizations and users
for deploying secured IoT systems. The cybersecurity risk management framework
layer has IoT cyber ecosystem, cyber infrastructure layer, risk assessment layer, and
performance layer [22].

9.5.5.2 CyberSecurity Risk Management for Blockchain

Blockchain technology has become a paradigm shift in business revolution/
transaction. A blockchain is a data structure which records the transaction in the
form of a chain and appended to every participant’s ledger. Blockchain is a dis-
tributed digital ledger of transactions by removing centralized data management.
Ituses a hash function to record the transactions with immutable cryptographic tech-
niques. A substantial growth of the use of internet-based technologies have exposed
to malicious attacks.In blockchain, the data are distributed throughout the entire
computer network. Giscomo et al. [12] discussed the seriousness of the damage and
the list of security breaches involving blockchain since 2011. Huru Hasanova et al.
[11] described the classification of blockchain risks as double spending, 51% attack
or gold finger, wallet security, flaw in PoS and DPoS, malleability attack, block
producer collude, king of the ether throne, Blockchain 3.0 vulnerabilities, attacks
against hyper ledger fabric, exploit law voter turnout, etc. The risk of blockchain
is classified under three categories: smart contract risks, value transfer risks, and
standard risks. Blockchain technology transforms human-based trust model into the
algorithm-based trust model which leads to risks. In order to mitigate the risk, the
organization should consider a risk management strategy and control framework
[23]. Figure 9.17 shows the different components of risk managemen framework for
vlockchain. (Figure 9.17).

9.5.5.3 CyberSecurity Risks in Health Facilities

The integration of digital technology in the health field increases the precision
in healthcare data; still the advancement in cyber security measures is required.
According to the report submitted by IBM in 2016, data breaches are increasing day
by day in the healthcare industry since 2010. The patient private healthcare informa-
tion in the individual medical file is blood group, name, date of birth, genetic infor-
mation, past surgeries information, history of medical treatment, insurance, service
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FIGURE 9.17 Components of risk management framework for block chain.

provider information, etc. The healthcare information accessed by the criminals
is based on particular interests and compromises of the private data. In 2017, the
United National Health System Hospital (UNHSH) reported the Wannacry ransom-
ware attacks [13]. Due to this attack, all the treatment plans are delayed, rerouted
the incoming ambulance because of lost information access from the hospitaland
operation delays. The cyberattack affects the reputation and revenue of hospital and
health facilities. Cybersecurity in the health field is very unique due to the sensitive
patient’s information at risk. John Riggi [24] suggested that toconsider cyber risk is
enterprise risk. Cyber adversaries begin attack on a healthcare organization, which
is not a technological hack, but rather than psychological harm when private infor-
mationis compromised.

The risk can be calculated based on quantitative and qualitative approaches. The
quantitative risk management for healthcare cyber security report was published in
2020. The formula applied to calculate the risk is given by Bhushan er al. [13, 25].

RISK =(T+V+I)x(P+V) 9.2)

where T is the threat, V is the vulnerability, / is the impact, P is the probability, and
V is the velocity.

Some of the ways to mitigate the cyberattacks are health workers need to under-
stand the cyber hygiene as important as medical hygiene to protect patients; another
way is enterprise cyber risk management is integrate and align with cyber risk man-
agement.To enhance the role of risk management, healthcare facilities need to adopt
the enterprise risk management (ERM). ERM also follows the traditional aspects of
risk management such as safety of patient and liability.
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The key components of performance management of risk management in health-
care is identify risk, quantify and prioritize risk, investigate and report sentinel
events, perform compliance reporting, capture and learn from near misses and good
catches, etc.

9.6 SUMMARY

In this chapter, we discussed different types of cyberattacks, their countermeasures,
and the approaches to prevent these sorts of vulnerabilities. With the help of this
chapter, we also get to know about many techniques to avoid the risk which is asso-
ciated with cyberattacks. In future, many more digital attacks can take place and
among those attacks some of them can be identified before it happens and can be
controlled by the expert using advance techniques or encryption algorithms.

Risk which is associated with the digital transaction may be much more vulner-
able to attacks. Various types of risk can affect a person in day-to-day life, like trans-
actions through debit cards, credit cards, and internet banking. If these transactions
did not perform through proper channels, their credentials may be compromised and
can be used for any unauthenticated future transactions. To mitigate these risks, risk
analysis is an important task in cyber or digital security.
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10.1 INTRODUCTION

This chapter describes the concept of quantum cryptography and quantum key dis-
tribution by explaining their basic protocols. Generally, cryptography is a process of
securing information and converting plaintext into ciphertext so that authorized one
who has the right “key” can only read it. The basic cryptographic process is shown
in Figure 10.1. It illustrates the basic cryptographic process. Initially, the plaintext
(the original text from the sender which needs to be secured from the unreliable
channel) is converted into ciphertext (unreadable until it is converted to plaintext)
by the encryption algorithm using an encryption key. Further, it will be decrypted
by the decryption algorithm using a decryption key. Finally, the receiver will get the
original plaintext.
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FIGURE 10.1 Basic cryptographic process.
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FIGURE 10.2 Basic model of cryptosystem.

Let us consider a simple cryptosystem model that ensures the confidentiality of
transmitted information. The basic model of a cryptosystem is shown in Figure 10.2.
It shows that a sender sends some secret data to a receiver. It will be converted into
ciphertext. The eavesdropper may attempt to access the data, but it is difficult to
extract the data on the communication channel. The main goal of this cryptographic
system is that both the sender and the receiver only know the plaintext at the end of
the process. In most classical cryptosystems, this is difficult to handle but it can be
easily handled by a quantum cryptosystem.

When we come into quantum cryptography, it is a cryptographic technology that
uses quantum physics to protect data resources secure. For example, the trust made
by commercial enterprises and banks to hold our credit card details and other infor-
mation secure while performing online business transactions. Encryption strategy:
Can’t you ensure the security of personal information? Of course, cybercriminals
have been working hard to gain access to protected data, but hackers won’t wait for
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the quantum system to initiate the process because they are collecting our encrypted
data to decrypt it when the quantum system is ready. This will not happen when
quantum encryption is used, because our data cannot be hacked (Rothe, 2002).
Creating copies of unknown quantum states can be prevented by the quantum no-
cloning theorem. In quantum computers, the information is stored in the form of
qubits instead of classical bits (Os and 1s). Quantum computers are used to handle
complex problems. It can be done with the help of the quantum superposition theo-
rem. It states that exactly we don’t know the position of an object. Quantum key
distribution is used to distribute keys between two endpoints using a sequence of
photons through a quantum channel (Wootters et al., 1982). It is the first application
to establish secure communication against eavesdropping attacks. This chapter gives
an overview of the basic fundamental concepts of quantum cryptography and its
various key distribution protocols.

10.2 FUNDAMENTALS OF QUANTUM CRYPTOGRAPHY

Quantum cryptography can be described using two parties called Alice and Bob
(Gisin et al., 2002). Secure communication can be established between them using
both classical communication channels and quantum communication channels. In
a secure random key distribution process, firstly, the secret key can be distributed
through the quantum channel, then the message can be exchanged through the classi-
cal channel (Christandl et al., 2004). During this process, an eavesdropper (Eve) can
track this communication but cannot modify it. Quantum cryptography is shown in
Figure 10.3 for better understanding.

In quantum cryptography, some major fundamental principles used are as follows:

1. Heisenberg’s uncertainty principle
2. Quantum entanglement

3. Photon polarization

4. Quantum no-cloning theory

Quantum Channel

(i.e. Fiber optics)
r < tr/ Secret key ------- > > \
08 8 ()
g ah o
Eve

Bob O

[EnAcl:cheer] [Decoder]

\ < Encoded message ---—-- > j

lassical channel for communicatio!

(i.e. Telephone)

FIGURE 10.3 Quantum cryptography.
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10.2.1 HEISENBERG’S UNCERTAINTY PRINCIPLE

Itis one of the basic concepts of quantum mechanics. W. Heisenberg (1927) conducted
an experiment to measure the electron’s position by using a gamma-ray microscope.
Based on this experiment, he came to the conclusion that we cannot measure more
than one property simultaneously without disturbing its system (Ekert and Huttner,
1994). The polarized photon particles are known only when measured. For instance,
consider that Alice (sender) and Bob (Receiver) want to share a secret key between
them using quantum cryptography. The transmission can be done with the help of
a quantum particle (photon) through a quantum channel. The basic communication
can be done through the classical channel (Christandl et al., 2004). The uncertainty
principle gives a guarantee that an attacker cannot measure the photon without dis-
turbing its photon’s states. So we can easily identify the attacks which are performed
by attackers. This principle is the basis for most quantum-based applications.

10.2.2 QUANTUM ENTANGLEMENT

Quantum entanglement is generated by the process of splitting a single photon into
two photons by firing a laser through the crystal. It is possible for two quantum
particles to be entangled together and the particle’s property is measured in one
particle and it could be observed on another particle instantaneously. It can be
represented as in Figure 10.4.

Here photon A is spinning up which represents the upper direction of
measurement and photon B is spinning down which indicates the opposite direction
of measurement to its entangled photon A. If we have the photon with vertical spin
but we measure it in a horizontal direction, then the probability to get the spin up
or down is of equal probability. Disturbing one quantum state will affect the other
instantly. The communications between entangled states are done through a classical
channel, which is also called quantum teleportation.

10.2.3 PHOTON POLARIZATION

Photon polarization plays a major role in quantum cryptography which is working
based on quantum mechanics. It is used for generating an experimental quantum key.
The representation of photon polarization is shown in Table 10.1.

Entangled Pair
Particle A -Up spin Particle B- Down spin
(observed here) (Affected over there)

FIGURE 10.4 Quantum entanglement.
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TABLE 10.1
Photons Representation
Photon Polarization Basis Polarization Binary Bit
90° (Binary 1) @ 0 degree 0
135 45° Rectilinear basis o
(Binary 1) (®Binary 0) ® 90 degree 1
0°
(Binary 0) Diagonal basis
45 degree 0
135 degree 1

I

It is a two-state quantum mechanical system. It has two types of basis called recti-
linear polarization basis and diagonal polarization basis. The rectilinear polarization
basis can be represented with 0 degree (horizontal) or 90 degree (vertical) quantum
state, and the diagonal polarization basis can be represented with 45 degree or 135
degree direction. The polarization of a photon is known only at the time of measure-
ment. It plays a major role in preventing eavesdropping attempts in cryptographic
systems. The principle of photon polarization describes how photons are polarized
in a particular direction.

10.2.4 QuANTUM NO-CLONING THEOREM

Quantum mechanics consists of the characteristics of linearity because of which an
unknown quantum state cannot be cloned, which is called a no-cloning theorem. It
works based on the principle of quantum mechanics. Initially, it was identified by
Wooters, Zurek, and Deiks (1982). An eavesdropper cannot modify the information
transmitted between a sender and a receiver. It also states that the encoded informa-
tion in the quantum state is always being unique. The quantum bit information can’t
be amplified between a sender and a receiver.

10.3 QUANTUM KEY DISTRIBUTION

It is used to establish a secret key between two legitimate parties. The classical
cryptographic applications could also be using this secret key to facilitate secure
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communication. Military information, healthcare information, and all other con-
fidential sectors need long-term security (Heisenberg, 1927). Current classical
cryptography could not guarantee that long-term security because if quantum com-
puters come online, then the encrypted information can be recorded, further will be
decrypted as represented in Figure 10.5.

Quantum cryptography can provide long-term security. If we want to transmit
top secret information, then we need to go for quantum key distribution. It can be
categorized into two types based on their basic principles

1. An entanglement-based quantum key distribution
2. Prepare-and-measure-based quantum key distribution

Wiesner used the concept of quantum mechanics in the information security world
in the 1970s. In 1984, Benneth and Brassard (BB84 protocol) introduced the first
key distribution protocol called prepare-and-measure QKD. In 1991, Ekert (E91
protocol) (Gershenfeld and Chuang, 1998) introduces another protocol called an
entanglement-based protocol. After these basic protocols, a lot of protocols had
been introduced but they all are implemented based on either BB84 protocol or E91
protocol. Seven general steps are involved in a quantum key distribution protocol
(Liitkenhaus, 1999), and they are as follows:

. Random number generation by the sender

. Quantum communication

. Key shifting

. Reconciliation

. Estimation of Eve’s partial information gain
. Privacy amplification

. Key confirmation

B e R R O I S

Initially, the random number can be generated using a random generator by the sender,
then the quantum key distribution protocols are used to encode these random bits to the
sequence of signals, and further it will send through quantum channels to the receiver
(Gisin et al., 2002). The receivers measure those signals and then assign the bit values.
The measurement information can be discussed through the classical channel about

A Quantum Channel > ﬁ

Classical Channel
Alice Bob

FIGURE 10.5 Quantum key distribution.
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photon detection time slot details. The raw keys are identified if it measures the cor-
responding signals to its random bits. This raw key selection is made by public dis-
cussion between both the sender and the receiver. The random portions of these raw
keys are selected separately which are called shifted keys. Generally, the sender and
receiver’s shifted key bits are correlated perfectly in an ideal system. If it is not per-
fectly correlated, then it has some transmission errors due to polarization imperfection.
These errors should be corrected so that the receiver reconciles its shifted key using an
error correction method. An eavesdropping estimation can be done based on transmis-
sion errors that are found in the receiver’s shifted key. In some cases due to network
noise, transmission errors may occur. In such cases, it can’t be identified which error is
caused by network noise or eavesdropper. The privacy amplification is used to distill
a secret key from the reconciled key. An eavesdropper’s gained information is easily
identified, after this key filtration the final key will be confirmed.

10.3.1  PRePARE-AND-MEASURE-BASED QUANTUM KEY DISTRIBUTION

The first key distribution protocol called BB84 protocol was proposed by Bennett
and Brassard in 1984, which uses quantum states for secure key distribution. It
works based on Heisenberg’s uncertainty principle. The basic idea of all other pro-
tocol implementations is based on this protocol. Heisenberg’s uncertainty principle
ensures that the eavesdropper can’t measure any photons from Alice and send them
to Bob without disturbing his photon’s state so that the communication becomes more
secure. If eavesdropper will do any modification, then it confirms its presence. It is
based on the principles of Heisenberg’s uncertainty principle and no-cloning theorem.
In the prepare-and-measure-based protocol, first the quantum states are prepared and
send through the quantum channel. Afterward, it could be measured. This protocol
has done its work with the help of the polarization of photons to implement qubits.

10.3.1.1 BB84 Protocol

Classical cryptography has some key distribution problems that can be solved by
quantum multiplexing channel theory (Bennett et al., 1992). This is the first quantum
key distribution protocol. In this protocol, single-photon source is assumed to use.
Every bit of information can be encoded with four polarization states. It contains two
non-orthogonal rectilinear bases and two orthogonal diagonal bases. The rectilinear
bases can be represented as binary 0 which is the polarization of 0 degrees (hori-
zontal) and binary 1 which is the polarization of 90 degrees (vertical). The diagonal
bases of binary 0 can be represented as the polarization of 45 degrees (diagonal) and
binary 1, which is the polarization of 135 degrees (anti-diagonal). Alice records each
photon and sends it to Bob. It was assumed that,

* Initially, no secret keys were shared between the sender and the receiver.

e The sender and the receiver use both classical and quantum channels. The
basic communication can be done through a classical channel. A quantum
channel is used for the key distribution.

» Eavesdropper was present and he was trying to access both channels.
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In the first phase, Alice and Bob’s communication can be established over a quantum
channel. The sender initiates the process by selecting a random bit (A) and randomly
chooses the basis (X) to encode the bit. She uses photon polarization to send a photon
for each bit to Bob. Further, it will be measured by Bob. If Bob and Alice choose the
same base for a particular photon, Bob needs to measure the same polarization, so he
can guess exactly which bit Alice is trying to send. If Bob chooses the wrong basis,
then the results will be random.

In the second stage, Bob advertises the criteria that Alice used to measure each
photon over an unsecured channel. Alice reports to Bob whether Bob has chosen
the correct criterion for each photon. In such a situation, the sender and the receiver
discard bits corresponding to the photons that the receiver has measured according
to different criteria. If no error occurs, or if no one manipulates the photon, then Bob
and Alice both have the same bit. The following example shows the base on which
Alice encoded bits selected by Bob, the basis used for measurements, and the final
measurement results. Based on this measurement result (B), the unique key will be
generated as represented in Table 10.2.

10.3.1.2 Other Prepare-and-Measure-based Protocols

In 1992 (Briege et al., 1988), Charles H. Bennet discussed a new protocol. In this
protocol, two non-orthogonal quantum states are used to distribute keys. The main
difference from the previous protocol (BB84) is that it only requires two polariza-
tion states instead of four states. The diagonal bases of binary 0 which is the polar-
ization of 0 degrees in a rectilinear basis and binary 1 which is the polarization of
45 degrees in a diagonal basis. Alice records each photon and sends it to Bob. Like
the BB84 protocol, Alice starts by selecting a random bit, and randomly chooses
the basis to encode the bit. Alice and Bob’s communication can be established over
a quantum channel. Bob publically announces the bases which need to be chosen
by Alice, then he randomly chooses the basis and makes a single measurement
and keeps the results secret (Bruss and Macchiavello, 2002). If Bob measures the
correct basis then, it will agree that and discard all other instances. Before using

TABLE 10.2

Measurement Result

Alice’s Polarization Encoding Bob’s Projective Measurement
Random  Encoding Prepared Detection Measured Measurement
Bit (A) Basis (X)  Photon State Basis (Y) Photon State Results (B)
0 @ «—H @ «—H 0

1 @ IV ® D Random

0 ® D @ IV Random
e m ® M !
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it as a secret key, they will review and sacrifice certain parts of the keys to ensure
that the keys received are completely related to each other and are not heard by
eavesdroppers.

In 1999, Bechmann-Pasquinucci and Gisin introduced a new protocol called six-
state protocol. It makes use of six polarization states on three orthogonal bases to
encode the bits. In this protocol, additional two bases are used with the BB84 proto-
col. It gives three possibilities to the eavesdropper to choose the right basis among
them and it leads to a higher error rate, thus becoming easier to detect the interrupt.
Alice starts by generating a qubit string and encoded on a randomly chosen basis.
It will be send through a quantum channel (Scarani et al., 2004). After receiving
the encoded string, Bob measures it. Bob communicates over a classical authenti-
cated channel to discard measurement if both of them use different bases. Brus and
Micchiavello (2002) proved that a three-dimensional key distribution scheme pro-
vides more security than two-dimensional systems from eavesdropping.

In 2002, Inoue proposed a protocol called DPS02 protocol. Four fully non-orthog-
onal states are used for photon polarization. It gives more efficiency by increasing
the number of paths in the sender’s interferometer. In 2004, Valerio Scarani et al.
introduced a new protocol called SARG04 protocol. It uses four non-orthogonal
states. It provides security against PNS attacks in the communication channel for
longer distances. The quantum level procedures are the same as the BB84 protocol.
The classical shifting procedures only differ from the BB84 protocol. A more num-
ber of states are used to increase the distance limits. It is mainly implemented for
increasing the robustness limits of the BB84 protocol.

In 2009, Khan et al. introduced a new protocol called KMB09 protocol. Both the
sender and the receiver used the N-dimensional path-encoded state. It calculates and
monitors the error bit rate to detect the eavesdropper. By using this protocol, it is
easy to detect eavesdroppers and ensure robustness against photon-number-splitting
attacks. In 2011, Zamani and Verma introduced a new protocol called ZV11 proto-
col. It uses two-way quantum channels for key shifting. In this protocol, the classi-
cal communication channel is not required for key shifting and key reconciliation.
Initially, it assumes that the quantum channel is noiseless and the intruder is present
in the channel.

In 2013, Serna introduces a new protocol called S13 protocol. This protocol was
implemented for the purpose of sending secret keys with the same length of qubits
and also reducing information losses. By using this protocol, we can achieve that
there is no loss of information between the sender and the receiver. In 2013, Toshiba
Research Europe Ltd introduced a new protocol called T13 protocol. It is analyzed
and designed for improving the size of security efficiency of the BB84 protocol.

In 2015, Abushgra and Elleithy introduced a protocol called AK15 protocol.
It reduces internal and external noise disturbances and also effectively detects an
intercept-resend attack (IRA) compared to the BB84 protocol. In 2020, Djordjevic
introduced the protocol called IB20 protocol. It provides higher secret key rates so
that it can distribute the keys for a longer distance. It is one of the hybrid protocols
which is implemented with the advantages of both discrete-variable and continuous-
variable quantum key distributions.
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10.3.2 AN ENTANGLEMENT-BASED QUANTUM KEY DISTRIBUTION

It is designed to provide security against physical side-channel attacks (Briegel
et al., 1998). In an entanglement-based protocol, the information will exist only if
the entangled quanta are measured so it doesn’t have any information to eavesdrop.
In some cases, extra quanta may be injected into the protocols at that time and those
extra quanta will violate Bell’s inequalities so that the presence of an eavesdropper
can be detected. The basic system model of an entanglement-based QKD protocol is
shown in Figure 10.6.

Figure 10.6 describes that the entangled photons are emitted from the photon
source. One particle from each pair is received by either the sender or the receiver
(Enzer et al., 2002). Initially, the sender (Alice) and the receiver (Bob) randomly
choose the basis to encode the bit and the measurement results are discussed through
the classical channel. If both use the same basis, then it gets opposite results. The
eavesdropper can be detected by Bell’s inequality test.

10.3.2.1 Ekert’s Protocol

In 1991, Ekert introduced entanglement-based new quantum key distribution proto-
cols that use pairs of entangled photons to design it. The principle of photon entan-
glement is used here. The photons’ source is generated by either the sender or the
receiver. It detects the eavesdropper by using the generalized Bell’s theorem. This
protocol can generate the random number by using Bohm’s version of Einstein—
Podolsky—Rosen (EPR) paradox as represented in Figure 10.7.

The EPR paradox shows that the photon source sends and emits entangled pairs
of photons. The photons are entangled and then the spinning directions are not
known until it is measured that means one particle is spinning in the up direction
and another is spinning in the down direction but we don’t know which particle is

Classical Channel

N | ™

‘ E‘re /‘

Alice (Sender) -
< . Dunaness Chasncl . Bob (Receiver)

//.\: Entangled photon
source

FIGURE 10.6 Basic system model of an entanglement-based QKD protocol.



Quantum Cryptography and QKD 189

\ P4
~a'~
« b ]
/A >

Photon Source
Particle A Particle B

FIGURE 10.7 EPR paradox.

in which direction until it is measured (Enzer et al., 2002). If the sender and the
receiver choose an incompatible basis, then there is a 50% probability to get the same
measurement and a 50% probability to get the different measurement. If the sender
and the receiver choose the compatible basis (30% possibility), then the measure-
ment will be a deterministic one that means if one particle is in the up direction then
another entangled particle should be spinning down.

Initially, the photon source emits two spins of photons: one spin of photons was
send to the sender and the other was send to the receiver. After receiving these pho-
ton particles, the incoming particles will be measured by picks randomly from the
three coplanar axes. The random measurement will be avoided by both the sender
and the receiver discussing their bases publicly (Lucamarini et al., 2013). If both the
sender and the receiver measure the particles in the same basis, the sender detects
spin up and the receiver also detects spin up then it means an eavesdropper is present
in the communication.

10.3.2.2 Entangled BB84 Variants

In 1992, Bennett et al. introduced a new entanglement-based protocol called BBM92
Protocol. This is the entangled version of the BB84 protocol. The basic concepts of
key distribution, privacy amplification, and key shifting are all the same. The only
difference is instead of a normal photon source, entanglement photon sources are
used here. In 2002, Enzer et al. introduced the protocol called ESSP02 protocol. It
is the implementation of an entangled version of the SSP99 protocol. The entangled
photon pairs are used here and it provides a higher net yield of the secret key. In
2002, Bostrom and Felbinger introduced a protocol called KB02 protocol and are
also called ping-pong protocol. Compared with the BB84 protocol, it provides a high
probability of eavesdropping detection. The information can be accessed only if both
the entangled photons are available.

10.4 CONCLUSION

This chapter gives an overview of quantum cryptography and its key distribution
protocols. It is the first application to establish secure communication against eaves-
dropping attacks. BB84 was introduced as the first quantum key distribution proto-
col that works based on the principle of Heisenberg’s uncertainty. After some years,
another protocol called E91 protocol was implemented which works on the principle
of quantum entanglement. After these basic protocols, there are a lot of protocols



190 Chindiyababy et al.

that had been introduced, but they all are implemented based on either BB84 proto-
col or E91 protocol. Unconditional security can be possible by using these quantum
key distributions (Gisin et al., 2002). Quantum mechanics are used to ensure that the
quantum system is never cracked. The sender and the receiver can establish a secret
key and send messages through the insecure channel in a secure way. It is mainly
aimed to implement this quantum cryptography where the government, military, and
other high-security sectors needed confidential information transformation. It was
proved theoretically as more secure.
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11.1  INTRODUCTION

The main objective of providing security is to restrict information and resource
access to the authorized people who utilize the system. In general, a security breach
can be classified into four categories: (a) interrupter, (b) interceptor, (c) modifica-
tion, and (d) fabrication. Interruption implies the main core of the system which gets
destroyed or becomes unavailable on unusable. Interceptor implies that an unau-
thorized party has hacked the service or data. Modification implies unauthorized
alternator of data or service tempering such that it no longer adheres to its original
specification, fabrication infers to the situation where additional data or activity gets
generated that normally won’t exist. Security is implemented in networks to give
freedom risk or danger [1, 2]. In general, security prevents or protects against:

* Information access by unauthorized entities
* Destructions and alternation of information intentionally or unintentionally
e Security gives proper protection to information and system and resources

11.1.1  IMPORTANCE OF NETWORK SECURITY

Every network needs security against hackers and attackers. It includes two basic
concepts: security of data and security of the system. Network security is not just
restricted to a single network, rather it can be segregated into two major components:
information security and data security [3]. Across the internet, huge chunks of data
are exchanged on a daily basis, and this information could be misused by hackers and
attackers. Information security is of utmost importance for the following reasons:

* To protect personal information from the user accessing the internet

e To protect information from being lost and ensure its delivery to the
destination

e To ensure that acknowledgment is received for the message sent

* To ensure that message is protected in spite of unwanted time delay between
transmitter and receiver

Firewalls also play a major component with regard to network security. Using fire-
walls, certain spams and phishing websites can be blocked from playing havoc on
the system. By managing the operation of firewalls, the network downtime can be
reduced, as well as threats and other security breaches [4]. When there is a discus-
sion on network security, the most commonly used terminologies are vulnerability,
threat, and attack. Vulnerability is basically a weakness that is present in every net-
work and devices such as routers, switches, and desktops. Weakness or vulnerabili-
ties can be classified as

e Vulnerabilities with respect to technology
e Vulnerabilities with respect to configuration
e Vulnerabilities with respect to security policy
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11.2 CRYPTOGRAPHY IS CONVENTIONAL SENSE

This is a technique involving the usage of a mathematical formula to convert a
plaintext to ciphertext and vice versa to ensure secure data transmission between
transmitter and receiver. Encryption is a process that produces a ciphertext from a
plaintext [5]. The reverse process is termed decryption. In this digital age, attackers
and hackers are at large eavesdropping and performing cyber fraud, leading to the
necessity of storing the information in a secure manner. This has also led to a massive
awareness campaign for protecting digital assets from being disclosed, ensuring the
authenticity of data and messages and also ensuring that the system is protected
from network-based attacks on smartphones, ATM cards, and digital signatures, all
employing cryptography in one form or other to ensure data protection.

11.3 BASIC SCHEMATIC OF QUANTUM CRYPTOSYSTEM

The schematic employs two important channels of communication. The first is the
quantum channel that transmits and receives quantum bits and generates session keys.
The second is the channel that forms the link between the sender and the receiver
to compare whether the quantum bits are tapped [6, 7]. Encryption and decryption
take place between the sender and the receiver, keeping the communication secure,
the function of the eavesdropping detection block [8, 9] is to check whether a change
in the quantum state occurs due to the eavesdropper obtaining the guarantee bits to
compose a session key [10] thereby detecting the eavesdropper [11, 12]. Therefore,
this scheme is more practical and efficient when compared to a conventional
cryptographic system.

11.4 OBJECTIVE OF CRYPTOGRAPHIC SYSTEM

Any cryptosystem will not serve any purpose unless it satisfies the following major
objectives:

* Confidentially
e Integrity

e Availability

e Accountability
* Authenticity

11.5 QUANTUM CRYPTOGRAPHY

Quantum cryptography involves the usage of quantum communication and quantum
computation to perform various cryptographic tasks. The most important mathemat-
ical tools involved are (a) complex numbers, (b) vertical representation of function
having infinite components, and (c) energy function and wave nature of the particle.
Unlike conventional cryptographic tasks, where certain tasks are perceived to be
impossible, quantum cryptography makes it possible by employing protocols such as
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FIGURE 11.1  Quantum basic cryptosystems.

BB84 for a single photon and E91 for entangled particles in quantum cryptography.
Quantum channels are employed generously for key distribution and the encoded
messages are sent through public channels [13]. In conventional communication, the
signal is split and amplified so the communication parties were completely unaware
of whether eavesdropping has taken place or not, leading to jeopardizing the sharing
of private keys [14]. The no-cloning theorem completely eliminates and duplicates
the unknown state of a particle, thereby preventing the copies of the original particle.

11.6 SINGLE-PHOTON PROTOCOL

To encode information, single-photon or ensnared particles can be utilized. In this
plan, the gathering keen on sending encoded information (regularly called Alice)
sends single enraptured photons to the accepting party (Bob). On the communicating
side, the polarization of these photons would be haphazardly chosen between one
of two symmetrical expresses of photons. Alice sends in the premise (half of the
photons), would be accurately estimated by Eve and sent onwards to Bob as though
an estimation has not occurred [15]. Anyway, the remainder of the photons sent in
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the premise has an equivalent possibility of being estimated in every finder. The
photons sent onwards to Bob subsequently are totally uncorrelated to the first ones
and have a half possibility of enrolling an off-base outcome, regardless of whether
Alice and Bob picked a similar basis. This sort of snooping endeavor would enroll a
generally 25% mistake in the filtered key; this is the thing that Alice searches for in
her examination of the subset of the moved key (Figure 11.2).

11.7 ENTANGLED PARTICLES (E91 PROTOCOL)

The plan for snared particles that cryptography utilizes a source produces two
entrapped particles in the singlet state: One of which goes to Alice and the subsequent
one to Bob (their course of movement is the z hub). The source doesn’t need to be
secure to achieve mystery and can even be in the ownership of Eve albeit then an
outsider can just incapacitate correspondence (Figure 11.3).

11.8 LOSS OF DATA IN QUANTUM COMPUTING

Loss of data in quantum computing creates vulnerabilities in the system that imple-
ments quantum cryptographic techniques. One of the major threats in a quantum
cryptographic system is the tampering of quantum key distributors, leading to the
generation of duplicate keys due to random number generator attacks. The attacks
can be classified into various categories: Trojan horse attack and time-shift attack
[11]. Trojan horse attack can be detected to check the non-legitimate signal from
entering the transmitter. Similarly, the time-shift attack can also be detected by
modifying the implementation accordingly. Apart from these two attacks, there are
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FIGURE 11.2  Single-photon protocol.
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FIGURE 11.3  Entangled particle models.
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many types like fake-state attacks, phase-remapping attacks, and time-shift attacks
to name a few.

119 QUBIT

The unit of quantum information is the quantum bit or qubit. As its classical analog
“bit,” the qubit can be in two basic states which are symbolized as 0 and 1. The clas-
sical bit and qubit representation are shown in Figure 11.4.

11.10 SPEED AND ENERGY CONSUMPTION OF AN ENGINE

Conventional systems have heat dissipation proportional to the number of comput-
ing circuits or to the volume of the device (computer). The heat dissipation increases
with an increase in thrice the radius of the device. To prevent the destruction of the
system, the heat is removed from the surface surrounding the device. Henceforth,
increasing heat is removed with an increase in twice the radius while the amount of
heat increases with an increase in thrice the size of the computing engine. The speed
versus energy consumption of an engine is shown in Figure 11.5.

11.11 ENTANGLEMENT

A solitary quantum framework in a superposition of similar potential states is called
ensnarement pair. The ensnared state contains no data about the individual particles,

@ o 0)
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N
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Classical bit and qubit representation

FIGURE 11.4 Classical bit and qubit representation.
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FIGURE 11.5 Speed versus energy consumption of an engine.

just that they are in inverse states. The significant property of a caught pair is that
the estimation of one molecule impacts the condition of the other molecule. In this
examination work, quantum entrapment is executed in QCL (Quantum Computer
Language). The use of quantum trap and quantum teleportation circuit is executed
in QCL.

1112 LIGHT

Light is a type of electromagnetic radiation; the radiation frequency in the noticeable
range changes from red to violet. Light is shifted by specifically engrossing some
shading ranges and permitting through others. In this exploration work, polariza-
tion channel utilized as a part of the straightforward material that permits light of a
specific polarization.

11.13 PHOTONS

Photons are very surprising from the twist 1/2 electrons due to their massless
property and twist esteem. A photon is described by its vector energy (the vector
force decides the recurrence) and polarization. In the old-style hypothesis, light is
characterized as having an electric field which sways either vertically, the light is
x-spellbound, or evenly, the light is y-captivated in a plane opposite to the course of
engendering, the z-pivot. The two premise vectors are |h> and lv>. In this examina-
tion work, quantum cryptography is refined by misusing the properties of minute
particles like photons. Photons are estimated to decide their direction compared
with polarization at a time.

11.14 POLARIZATION FILTERS

A polarization filter (partially transparent material) is used to transmit the light of a
particular polarization. In the horizontal (vertical) polarization filter, all photons in
the vertical (horizontal) polarization state will be absorbed and only the photons in
the horizontal (vertical) polarization state will pass through. When the polarization
filter is set at an angle with respect to the coordinate system of the incoming beam of
light, the emerging photons form a superposition state.
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11.15 COMMUNICATION WITH ENTANGLED PARTICLES

Two entangled particles with anti-correlated state (spin up and spin down) are used in com-
munication as they continue to interact with one another even after separation. Consider
Particles 2 and 3 is an anti-correlated state. If Particle 2 is separated from Particle 3 and
entangled with Particle 1, then the state of Particle 1 is the state of Particle 3.

11.16 QUANTUM CIRCUIT

Given a function f(x), a reversible quantum circuit consisting of Fred king gate is
constructed. The capability of transforming two qubits is shown in Figure 11.6.

11.17 QUANTUM PARALLELISM

The yield of the quantum circuit consists of data of both f(0) and f(1). This property
of quantum circuits is called quantum parallelism. Quantum parallelism permits
building the whole truth table of a quantum door cluster having 27 sections immedi-
ately. In an old-style framework, the reality table can register in a one-time venture
with 2n entryway clusters running in equal, or 2n time steps needed for a solitary
door exhibit. In a quantum circuit, with “n” qubits, each is in state I0> and a Welsh—
Hadamard change is applied. This is shown in Figure 11.7.

11.18 STATE OF A TWO-QUBIT QUANTUM REGISTER

The condition of a quantum register is likewise a vector in a multidimensional
Hilbert space and is given by the tensor result of the conditions of its qubits. On
account of quantum register that involves two qubits Igl) and lg0) its state IgR) is
given by equation 11.1:

IgR) =l q1)140) =l g1) 1 g0) =l g1q0) (11.D)

Where is the tensor item image?
Model: Condition of a four-qubit quantum register is shown in equation 11.2

gR)=C0100)+C1101)+C2110)+C3111) (11.2)
Xy — —> |X)

U
vy —s > |Y®F (X))

FIGURE 11.6 Quantum circuit.
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FIGURE 11.7 Qubit register.
Probability of estimating each state by equation 11.3

|CO2+C12+/C2[2+[C312=1 11.3)

11.19 SUPERPOSITION

The superposition standard, otherwise called superposition property, expresses that,
for every direct framework, the net reaction at a given spot and time brought about
by at least two improvements is the amount of the reactions which would have been
brought about by every upgrade separately. So that whenever input produces reaction
X and information B produces reaction Y at that point, the input (A+B) produces
reaction (X+Y).

11.20 QUANTUM SUPERPOSITION

Quantum superposition is a key standard of quantum components that hold an actual
framework existing incompletely in its whole specific hypothetically potential states
(or, setup of its properties) at the same time; yet when estimated or noticed, it gives
an outcome related to just one of the potential designs.

11.21 DOUBLE SLIT: AN EXAMPLE OF
QUANTUM SUPERPOSITION
The double-slit experiment is a demonstration that light and matter can display the

characteristics of both classically defined waves and particles. It displays the funda-
mentally probabilistic nature of quantum mechanical phenomena.
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11.21.1  AppLICATION OF QUANTUM SUPERPOSITION

e A beryllium ion has been trapped in a superposed state.

e A double-slit experiment has been performed with molecules as large as
Bucky balls.

* An experiment involving a superconducting quantum interference device
(“SQUID”) has been linked to the theme of the experiment. The A “cat
state” has been achieved with photons.

e The superposition state does not correspond to a billion electrons flowing
one way and a billion others flowing the other way. Superconducting
electrons move en masse. All the superconducting electrons in the SQUID
flow both ways around the loop at once when they are in the Schrodinger’s
cat state.

e A piezoelectric “tuning fork™ has been constructed, which can be placed
into a superposition of vibrating and non-vibrating states. The resonator
comprises about 10 trillion atoms.

11.21.2 QUANTUM SUPERPOSITION VERSUS QUANTUM ENTANGLEMENT

Quantum superposition is an expression that defines an event’s final outcome as the
combination of all possible outcomes. Quantum entanglement is the state of sub-
atomic particles to come in pairs that complement each other so that if the state of
one of the particles in the pair is known, then the state of the other is known without
actually observing the state of the other particle.

11.21.3  SupPerPOSITION PROBABILITY RULE

If an event may occur in two or more indistinguishable ways, then the probability
amplitude of the event is the sum of the probability amplitudes of each case consid-
ered separately. This is called as superposition probability rule. A photon emitted by
source S1 may take one of four different paths as shown in Table 11.1, depending on
whether it is transmitted or reflected by each of the two beam splitters.

In this research work, quantum superposition is demonstrated in QCL using the
“MIX” operator. The application of quantum superposition in a full binary adder is
demonstrated in QCL.

TABLE 11.1

Different Paths of an Emitted Photon

Case Probability of amplitude
Transmitter and transmitter (TT) (+q) (+q)
Reflecter and reflecter (RR) (+q) (+q)
Transmitter and reflecter (+q) (—q)

Reflecter and transmitter (+q) (+q)
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11.21.4 MEASUREMENT OF SUPERPOSITION

The polarization of a photon is termed by a unit vector on a two-dimensional space
with bases |0> and | I>. Measuring the polarization is the same as projecting the
random vector onto one of the two basis vectors.

11.21.5 QUANTUM REGISTERS

A quantum register is the quantum mechanical equivalent of a conventional processor
register. A group of qubits formed together is a qubit register. The calculations are
performed by manipulating qubits within the register. Similar to a classical register,
a quantum register stores data, i.e., if a quantum is designated as “N”’ bit, then it can
have “N” bit and then it can have “N”’ quantum register. This is shown in Figure 11.7.

Unlike a conventional system, this can be overcome by quantum computing and
it employs properties by using some parameters like uncertainty, interference, and
entanglement so that extensive usage in computing and computation can be gained.
The quantum state can be mathematically described as equation 11.4

[T)=0010)+0,10) (11.4)

where la ,+a | is the complex number and la (> +la |>=1.la (? is the probability of
observing the outcome “1.” la || is the probability of observing the outcome “0.”

11.21.6  SUPERPOSITION AND UNCERTAINTY

Condition 1.1 is the superposition of two fundamental states, “0” and “l.” The
condition of the framework is obscure before the measurement interaction. After the
measurement interaction, the condition of the framework is not at this point unsure,
yet itis in one of the two fundamental states. In this examination work, in gcl “dump”
order is used to quantify the current condition of the framework.

11.21.7  StaTE SPACE DIMENSION OF CLASSICAL AND QUANTUM SYSTEMS

Singular state spaces of “n” particles consolidate quantum precisely through the
tensor item. In the event that “X” and “Y” are vectors, their tensor item X Y, yet its
measurement is faint (X) X faint (Y), while the vector item X Y has the measurement
of faint (X)+faint (Y).

11.22 CONCLUSION

This section gives an outline of quantum cryptography and its key dissemination
conventions. It is the principal application to set up the protected correspondence
against snooping assaults. BB84 was presented as the first quantum key circulation
convention which works depending on the rule of Heisenberg’s vulnerability. After
certain years of execution, another convention called E91 convention chips away at
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the guideline of a quantum trap. After these fundamental conventions, there are a
parcel of conventions that had been presented, yet they all are executed depending
on either BB84 convention or E91 convention. An unequivocal security can be con-
ceivable by using these quantum key dispersions [14]. Quantum mechanics are used
to guarantee the quantum framework that can never be broken. The sender and the
collector can set up a mysterious key and send messages through unreliable diverts
in a protected manner. For the most part, it intends to carry out this quantum cryp-
tography where the public authority, military, and other high security required areas
for private data change. It was demonstrated hypothetically as safer.
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12.1 CLASSICAL ERROR CORRECTION CODE VERSUS
QUANTUM ERROR CORRECTION CODE

Classical error correction method applies redundancy concept, that is, suppose the
information is stored multiple items employing redundancy concept. In other words,
suppose information is stored multiple times, and there is a mismatch in it, then the
majority of things get hidden whereas in the case of quantum information copying
is impossible due to the no-cloning theorem, thereby presenting a major challenge
for formulating quantum error correction theory [1, 2]. In this regard, Peter Shor
discovered the method of formulating a quantum error correction code by storing
the information of one qubit on to a highly entangled state of nine qubits. Traditional
mistake adjustment strategy applies a repetition concept. All in all, assume data is
put away on numerous occasions, and there is a befuddle among them; at that point a
greater part of option is performed whereas on account of quantum data duplicating
is unthinkable because of the no-cloning hypothesis, thereby introducing a signifi-
cant test for detailing quantum blunder amendment hypothesis in such a situation.
Peter Shor found the technique for defining a quantum mistake revision code by
putting away the data of one qubit on to a profoundly caught condition of nine qubits.

12.2 QUANTUM ERROR CORRECTION CIRCUIT

Overall quantum blunder follows up on a vector space, naming it as a super admin-
istrator. Touch flip, stage flip, total dephasing (decoherence), and pivot are a portion
of the different sorts of single-qubit blunders [3] [4]. Irradiation procedure includes
picking most of the pre-owned pieces of sorts of single-qubit blunders. In a custom-
ary strategy, if there is a solitary piece flip mistake, the blunder can be adjusted by
picking the lion’s share among the pre-owned pieces to address mistake including
single piece flip blunder.

12.2.1  WORKING OF QUANTUM ERROR CORRECTION CODE

In this exploration work, a multi-qubit estimation is performed on encoded express
that helps in recovering data about the mistake without upsetting the quantum data
in the encoded express that helps in recovering data [6] [7] in the encoded state.
Quantum mistake adjust the code and utilizes this estimation to check whether



uantum Number 209
Q

a qu-bit has been undermined, and assume that this is the case where results of the
examination work showed about which physical qu-bit was influenced as well as the
potential ways it was influenced.

In many situations, the mistake is because of touch flip, or a sign flip, or a blend
of both. The explanation could be ascribed to the estimation that impacts quantum
estimation. At the end of the day, if the blunder because of the commotion is subjec-
tive, then mistake can be communicated as a superposition of Pauli’s framework and
administrators can be recognized. The estimation of condition settles on the qubit
to settle on the choice for explicit Pauli mistake [5] [9]. The Pauli administrator is
followed up on the debased qubit to invert the impact of the blunder. The disorder
estimation gives a great deal of data about the mistake happened, however gives little
data about the worth that is put away in the consistent qubit with other qubits in the
quantum PC [8].

12.3 TYPES OF BLUNDER IN QUANTUM COMPUTER

¢ Bit flip blunder
e Phase flip blunder
¢ Bit flip and stage flip blunder

12.3.1  Bit Fur Cobe

Touch flip code works in a reiteration code and is simple to gauge and to rehash.

12.3.1.1 Quantum Bit Flip Code

In the event of the redundancy code functions admirably in an old-style channel due
to the instance of quantifiability and repeatability of traditional pieces (Figure 12.1).
Anyway because of the use of no-cloning hypothesis [10] which doesn’t permit the
formation of copy duplicates of a vast quantum state, quantifiability and repeatabil-
ity in a quantum channel turn into not, at this point achievable [11, 12]. It very well
may be concluded that a solitary qubit can’t be duplicated three times as its wave

[w) [¥)
E .
0 bit
%
0) NI
N
N

FIGURE 12.1 Quantum circuit of the bit flip code.
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work will change radically because of the qubit estimation, to beat these difficulties,
three-qubit bit flip code in utilized, which utilizes ensnarement and condition esti-
mations and is on pair with redundancy code.

12.3.1.2  Flip Code Algorithm

Let If)=a (l0)+a ,I1) be a capricious qubit. The primary step involves entangling
the qubit with two different qubits employing two CNOT gates with input |0).
Leading to the result as |—If' )=a ,|000) + a ,I111), which is nothing but a tensor prod-
uct of three qubits, sent through channel E_bit leading to an assumption that at
most one bit flip may occur. The situation, let as consider a scenario where the first
qubit is flipped, leading to the result as If ) =a (1100) + « ,1011). To analyze bit flips
in any three qubits, syndrome diagnosis is needed, which includes four projection
operators:

P,=1000) (000!+1111) (111
P,=1100) (1001+1011) (011|
P,=1010) (0101+1101) (101]
P,=1001) (0011+1110) (110I

Therefore, it is known that the error syndrome corresponds to pl. These three qubits’
bit flip code corrects one error if at most one bit flip error has occurred in the channel.

12.3.2 StaBiLIZER ELEMENTS DETECT ERRORS

Assume M, S, and Pauli mistake E anticommutes with M. At that point, has
eigenvalue —1 for M. On the other hand, if M and E drive for all, so has eigenvalue +1
for all M in the stabilizer. The eigenvalue of an administrator M from the stabilizer
distinguishes blunders which anticommute with M.

12.3.3 BARRIERS IN EXISTING ERROR CORRECTION METHOD

e Error measurement destroys superposition
e No-cloning theorem prevents repetition
e Must correct multiple types of errors (e.g., bit flip and phase errors)

In this research work, the quantum error correction circuit is developed for continu-
ous error correction and coherence, where it forms a basis for the code words and E.
The matrix C,, does not depend on i and j. As an example, consider C,,=T,,. Then a
measurement can be made to determine the error [14]. If C,, has rank < maximum,
code is degenerate.

12.3.3.1 Erasure Error

Suppose the location of an error is known, but not its type (I, X, Y, or Z). This is
called an erasure. By using QECC conditions: Corrections of “t” general error and
“2t” erasures are possible in this research work. Tr, does not depend on encoded
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state, where A is a set of qubits which are not erased. That is, erased qubits have no
information about A.

12.3.3.2 Stabilizer Codes

For a properly encoded state 000 or 111, the first two would have an even count of
I’s and the process is repeated for second and third bits for an incorrectly encoded
state, the first two bits have an odd count 1’s. In this research, rearrangement is per-
formed by assuming b+1 as a Eigen value, For Y and for incorrectly encoded state,
first or second bit has b—1 as a Eigen value J. For the measurement of the three-qubit
phase error-correcting code, a code word has eigenvalue +1 for X, whereas a state
of Y leads to detection of bit flip error and measuring X leads the detection of phase
errors.

12.3.3.3 Error Detection Using Stabilizer Elements

Suppose we have A and S and Pauli error E does not support commutative property
with M, then the condition can be termed as a leading to the conclusion that E has
eigenvalue —1 for A. Conversely, if A and E satisfy the commutative property with
M such that A and S lead to the conclusion that E has an eigenvalue of +1 for all A
for a commutative property the stabilizer. The eigenvalue of an operator M from the
stabilizer detects the errors which anticommutes with M.

12.3.3.4 Distance of a Stabilizer Cod

Let “S” be a stabilizer and let T(S) be denoted as quantum error correction code, we
define B(S)={B, P, s.t. AB=BA}. Then distance denoted by “d” of T(S) defined as
the weight denoted by the smallest Pauli operator B in B(S) \S. The stabilizer code
does not detect errors which satisfy the commutative property. Syndrome errors
comprise the list of eigenvalue of s. The proposed quantum error correction code
corrects errors by accumulating enough information about the error to determine
which one occurred. The circuit correct errors for which E'F, B(S) \' S for all possible
pairs of errors (E, F).

12.4 PHASE FLIP CODE (FIGURE 12.2)

12.4.1 QuaNTUM CircuiT IMPLEMENTATION OF PHASE Fuip CODE

Flipped pieces are the solitary sort blunder which is experienced in an old-style PC.
Although there is another danger of miscount with quantum PCs, the stages flip over
the span of transmission along the channel with the sign somewhere in the range of 10)
and 1) become transformed. For instance, a qubit in the state |-)=(10) — I1)/\/ 2 gets its
sign changedto|+)=(10) + I1)/\/2. The qubit having its unique state If )=« Ol+)+a 11-)
changes to If )=a Ol+)+a 11-).

In the Hadamard premise, bit flips become sign flips and sign flips become bit
flips. Let E},,,,, be a quantum channel that can cause one stage flip. At that point, the
piece flip code from above can recuperate If) by changing into the Hadamard prem-
ise when transmits through E,,

ase*
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FIGURE 12.2 Quantum circuit of the phase flip code.

12.4.2 Bit Fuip AND PHASE FLir CoDE

A code that implements both bit flip code and phase flip code is described here (7-bit
Steane code. The Steane code could be a perfect tool in quantum error correction.
It was introduced by Andrew in 1996. It employs the classical binary self-dual pro-
gramming code (X errors) and the turn of the programming code, along with phase
flip errors. The Steane code has the ability to correct discretionally single-qubit
error. Within the stabilizer formalin, the Steane code has six generators and there-
fore the check matrix in a standardized form. This representation gives us a compact
illustration for a code. The generator represented here involved I's and X’s as well as
the I’s and Z’s. The pattern obtained from these operators follows the parity check
matrix H of a classical linear code.

00 01 1 11
H=01 10 0 11
10 10 1 01

The above matrix is employed to correct each bit flip and phase flip errors. The
Steane code applies the best features of both. The Hamming codes of 10) and I1)
states for a seven-bit code are an even-weighed superposition of eight binary digits
with all positive coefficients when measured. In the proposed research work, error
propagation in g-bits is avoided while measuring.

The ancilla bits are those whose state is known in advance. In quantum
computation, there is no methodology to predetermine the specific state without
having the knowledge of the original state of the error in the ancilla bits and can be
propagated to all these bits as shown in Figure 12.3.

Where ICAT) is an equally weighed superposition of all even three piece strings
(Figure 12.4):

|CAT)=(]000)+011)+/101)+[110))/2
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FIGURE 12.3 Circuit diagram of parity check.
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FIGURE 12.4 Parity check circuit with CAT.

On the off chance that one of the three control pieces is in the 1) state, it will flip
one of the three ancillas. This takes from a superposition of all even piece strings to
a superposition of all odd piece strings:

|CAT") =(]001)+010)+[100)+ | 111)) /2

Another piece flip will move back to the state ICAT). After each of the three CNOTs,
the equality of three ancillas will be regardless of whether the three control bits had
even equality, and odd if the three control bits had odd equality. At the point when
the ancillas were measured, the equality of the string tells the equality of the three
control bits; yet a blunder happening to one of the three ancillas will just proliferate
up to a solitary control bit.
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12.4.3 BELL STATES

Ringer state is a unique condition of a couple of qubits. Consider @« 00=a 11=1
and also @ 0l =a 01 =0. Assuming the first qubit is estimated, the condition of the
qubit will be If)=I11),If)=100). From that point onward, assuming the second
qubit is estimated, the condition of the qubit will be If/I)=100), fII)=111). The
two estimations are related; the estimation of 0, 1 of the first qubit is the same
as the estimation of the second qubit. In this exploration work, the quantum cir-
cuit of chime states is utilized in quantum teleportation. Assume Molecule 1 and
Particle 2 are the pair of trapped qubits. Molecule 3 is utilized as the control
qubit and Particle 1 is the objective qubit in the beneficiary side. Molecule 2 is
in the beneficiary side. In the transmitter side, Molecules 1 and 3 are entrapped
by utilizing the CNOT entryway [13]. The trapped state is sent to the beneficiary
side through a quantum channel. Then the estimation of two particles (1 and 3) is
done at the collector side and afterward the estimated values (00, 01, 10, and 11)
are communicated to the recipient through an old-style esteem. In the recipient
side, the estimation on the pair (1 and 3) changes the condition of Molecule 2 to
one of four states: SI, S2, S3, and S4. The obtained estimated qualities like 00,
01, 10, and 11 separately applied to I-entryway, X-door, and Z-door. The acquired
outcome converts the condition of Molecule 2 to a similar state as of Molecule 3.
This is shown in Figure 12.5.

12.4.4 QCL IMPLEMENTATION OF QUANTUM ERROR CORRECTION CODE

In this research work, bit flip error and phase flip error inserted for demonstration
and then correcting an error are demonstrated. In this research work, 7-bit error

‘ Particle 1 Particle 2 ‘

Particle 3

‘ Particle 1 ’ Particle 3 ‘

\ v

‘ CNOT gate | State of Particle 2

[ changed
\2

’ Measu\ll/‘ement Fﬁ I Measurement —‘

N2

00011011 State of Particle 2=state

of particle 3

FIGURE 12.5 Quantum circuit of the Bell state.
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correction code implemented based on the Steane code is done. The step—by-step
procedure for the quantum error correction code is:

One qubit input register is declared.
According to the Steane algorithm, one-qubit input register is encoded into seven qubits.
The Hadamard gate is applied to seven-qubit encoded data to obtain superposition states.

B W N o=

Before inserting error bit and error correction, the initial state of seven-qubit encoded data
measured by using the FT7 procedure and displayed.

Bit flip error or phase flip error inserted.

By using dump command state of quregister displayed.

FT7 procedure is used to measure, detect, and correct error.

[~ I B N |

Display the state of quregister after error correction.

The terms used in the quantum error correction code are shown in Table 12.1. The
flow chart for quantum error correction code is implemented.
12.4.5 AppLICATIONS OF QUANTUM ERROR CORRECTION CIRCUIT

It is broadly acknowledged that a quantum PC will require some type of assurance
against decoherence, and to date the lone device fit for giving adaptation to internal

TABLE 12.1

Terms Used in Quantum Error Correction Code

Terms Description
Encode 7 To encode 1 qubit into 7 qubits

H7 To apply Hadamard transformation

FT7 (logical qubit, false) To call FT7 function

qureg init[1] Initiate “1”” qubit register

qureg logicalqubit[7] Initiate 7 qubit register

measure anc0[0],stabilizer To measuring error in qubit
G0,G1,G2,G3,G4,G5,G6 Stabilizer used to detect position of error bit

MIXXXX, IXXIXX and XIXIXIX  Stabilizer for bit flip error
M172777,1Z7Z1177., and ZIZ1Z17. Stabilizer for phase flip error

MakeCATstate To generate superposition of qubit
dump logicalqubit Display initial state of the encoded qubit
BitFlipError(int index) To insert bitfliperror at required position

Ex: BitFlipError (int 0) used to insert bitflip error at “0” th position
If the state is “07, it is flip into 1
If the state is “17, it is flip into O

X(logicalqubit[index]) X-gate used to apply bitfliperror for correction
Z(logicalqubit[index]) Z-gate used to apply bitfliperror for correction
PhaseFlipError(int index) To insert phasefliperror at required position

It rotate the phase of the qubit by & radians (180°)
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failure is quantum error correction (QEC). Constant variable quantum mistake rem-
edying codes can be conjured to secure quantum entryways in superconducting cir-
cuits against warm and Hamiltonian clamor.

12.4.6 SIMULATION SETUP

In this research work, qcl simulator with 35-bit code is used. The code required
atleast 32-bit code. “qcl -bits=35 —i Steane.qcl” command is used to run code in the
terminal.

12.4.7 PRrRoPOSED SYSTEM HARDWARE IMPLEMENTATION

Driven sources are arbitrarily spellbound. In the proposed framework, two sorts
of polarization (set 0 and set 1) with two distinctive image sets utilized separately
as additionally, Y, cross and square. The swaying point or plane of light from each
point on the light source is time changing. Taken as a period normal, in this manner,
arbitrarily energized light sources consistently yield different points of polarization.
Polarizers ingest episode light swaying taking all things together yet one plane, its
polarization hub, yielding direct polarization. Light that goes through two polarizers
with symmetrical polarizing to Mohawk. Quantum encryption is accomplished to
secure information correspondence. The connection between input/yield voltage and
state is provided in Table 12.2.

In the receiver side of the proposed embedded system, encryption and polariza-
tion are carried out. In the receiver side of proposed embedded system, decryption
and depolarization are carried out. Initially, data is encrypted into bits of 0’s and
I’s. Photons are used for the conversation of encrypted data into a polarized light
between the transmitter and the receiver. Photon in the polarized light is used to
denote a single bit of data. In the receiver side, the bit value (0 or 1) is decrypted by
states of the photon such as polarization or spin. By using the proposed method, the
receiver sends an encrypted data with photons to the receiver. The encryption and
decryption are in the same arrangements that consist of two polarizing devices such
as LED and LDR. This process is shown in Figure 12.6.

12.4.8 QuaNTUM KEY DISTRIBUTION

In communication, data is encrypted for confidentiality. In conventional method, the
existing encryption techniques depend on the encryption key (private key) and it is

TABLE 12.2
Input—Output Relation for Encryption Scheme
Symbol Set Output Values (in Volts) ~ Minimum  Maximum
Zero  Plus 2.71,2.72,... 2.70 3.2

Y 2.75,2.76,2.77,... 2.75 33
One Square 3.09, 3.1, 3.11,... 3.09 341

Cross 3.66, 3.67, 3.68, 3.69,... 3.66 3.55
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Data Quantum LED LDR Quantum Original
froRuser [7| encryption [~| Polarizer — ) | decryption [| data
User encryption User decryption
code code

FIGURE 12.6 Block diagram of the proposed system.

TABLE 12.3
Encryption Process Based on Polarization

Binary Form of Data in “S1” Encrypted
into Photon Polarization

ith Bit of

the String S, Polarization Type ~ “1” “0”

1 V/H polarization Vertical polarization Horizontal polarization

0 Diagonal polarization ~ Photon with “6,” polarization ~ Photon with “@,” polarization

used for one session only and then rejected. The need for reliable and effective meth-
ods for the distribution of the encryption keys is required in a conventional method.
The secure and reliable methods for cryptographic key distribution are an active
research area in communication. In this research work, polarization-based quantum
key distribution is proposed. In this work, vertical/horizontal or diagonal polarized
photons can be transmitted by the proposed system. If the photon with horizontal/
vertical polarization is used in transmitter, then the photon with vertical polarization
will transmit “1” and the photon with horizontal polarization will transmit “0.” If
the photon with diagonal polarization is used, then the photon with 8 | degree is the
encrypted form of “1”” and photon with € , degree is the encrypted form of “0.” In the
receiver side, photons are separated with different polarization. In the transmitter
side, the encryption key is selected with the length of “x.” In the transmitter side, two
random strings (S, and S,) are generated with the length of (4+6 )x. By choosing “6 ”’
sufficiently large transmitter and receiver ensure that the number of bits used is close
to “2x” with a very high probability. A substring of length “x” of the bits in string
“S,” is used as the quantum encryption key and the bits in string ““S,” is used by the
transmitter to select the (V/H) polarization or (DG) polarization for each photon:
Transmit to receiver. The binary form of the data in string “S,” is encrypted based on
the corresponding values of the bits in string “S,.” The encryption process is shown
in Table 12.3 and the decryption process is shown in Table 12.4. The original data is
reconstructed by using Table 12.4 in the receiver side.

In this work, the inserted framework-based quantum encryption and decryp-
tion utilizing polarization is proposed. The data information and encryption code
are taken care of into quantum encryption where the information is encoded. It is
then passed to LED enraptured framework and the information is changed over as
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TABLE 12.4

Decryption Process Based on Polarization

Encrypted Data in “S1” Decrypted Data

Vertical polarization 1

Horizontal polarization 0

Photon with “,” polarization 1

Photon with “@,” polarization 0
TABLE 12.5
Two Classes of Quantum Particles
Quantum Elements Based
Classes Description Quantum Numbers
Baryon Rotation half of the particles ~ s=+1/2and s =-1/2
Bosons Rotation one particles s=+1,s=0,ands = -1

photons and passed to the transmitter. At the recipient end, LDR is utilized as a loca-
tor for generation of electrical sign from light energy. LDR yield is decoded utilizing
quantum unscrambling code and the first message is recovered in the recipient side.
In the proposed framework, the polarization condition of a photon conveys quantum
encryption key (private key of client) and the property of photons is utilized to blun-
der location.

12.5 SPIN OR POLARIZATION

In quantum mechanics, the characteristic rakish second is called as twist and its
quantized qualities are products of the legitimized Planck consistent. The twist of a
molecule or of a molecule is ordered by the twist quantum number “s,” which might
be whole number and half-number qualities. Two classes of quantum particles are
appeared in Table 12.4. In this examination work, the scrambled estimation of the
information, a “1” or “0,” is controlled by both the conditions of the photon (twist or

polarization) (Table 12.5).

12.5.1 QuaNTUM CRYPTOGRAPHY USING XOR OPERATOR

Encryption and unscrambling are the cycles associated with the study of cryptography.
In quantum encryption, plain content in message is scrambled and it can’t be
perceived besides by somebody having the decode key. Encode or unscramble a
line of text to a series of characters depending on a client determined encryption
key. In this examination work, bit-wise XOR correlations on the plain content are
utilized for encryption with private key. By utilizing the proposed strategy, client
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can send delicate data to somebody, or need to store touchy data in a data set, and
wish to utilize more security than the current cryptography techniques. In this work,
the basic XOR figure is basic and is a sort of added substance figure utilized as an
encryption calculation that works as per the standards:

¢ AMNO=A
¢« ANA=0

« (AMB)AC=A"(B"C)
« BAA)AA=BA0=B

Where “*” signifies the selective disjunction (XOR) activity. This activity is at times
called modulus 2 expansion (or deduction, which is indistinguishable). With this
rationale, information is encoded by applying the bit-wise XOR administrator to
each character utilizing a private key. The encoded information is unscrambled into
plain content by reapplying the XOR work with the private key to eliminate the
code. The XOR administrator is very normal as a segment in more perplexing codes.
In remaining techniques, a consistent rehashing key was utilized and the code can
inconsequentially be broken utilizing recurrence investigation. On the off chance
that the substance of any message can be speculated or in any case known, the key
can be uncovered. In this examination work, the XOR administrator encodes infor-
mation by utilizing client’s single private key. Its essential legitimacy is that it is easy
to execute, and that the XOR activity is computationally reasonable. The proposed
strategy conquers the issue of utilizing the existing technique for concealing data in
situations where no specific security is required. In this work, the XOR figure secure
level expanded by utilizing irregular private key of client in any event as long as the
message. At the point when the keystream is produced by a pseudo-irregular number
generator, the outcome is a stream figure.

12.5.2 Pseubo Cobe FOR THE PROPOSED QUANTUM CRYPTOGRAPHY

loop: xor operation data=plain text key=private key of user
enable empty string for dataout calculate the length of the
data display the length of data

for i to len dataout=cha (ord(datal[i]) “ord(key)) end for
return dataout

loop: encryption

open file in read mode

place original data in stringl get raw input from user

if (raw_input value is ‘'1’) execute xor operation loop write
encrypted data into file else

close the file
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loop: decryption

open file in read mode

place original data in string2 get raw input from user

if (raw_input value is ‘'2’) execute xor operation loop write
encrypted data into file else

close the file

In this research work, encrypted and decrypted data using XOR algorithm with the
use of the pseudo code is implemented in the Python code. The proposed method is
hard to break through with the so-called “brute force” methods (i.e., using random
encryption keys), and the pattern recognition is avoided by compressing the plain
data before it is encrypted.

12.5.3 RANDOM SUBSTITUTION

In the existing technique, a computerized signature which is the opposite of public
key encryption is utilized to demonstrate the character of the sender of a message.
This can occur severally. The least complex is to send an irregular message as both
plaintext and ciphertext. The beneficiary interprets the ciphertext variant utilizing
the distributed public key, and if the two forms match it demonstrates the sender was
in control of the private key. However, computerized mark is that it just confirms
itself, no message to which it is appended. An elective structure utilizes a repetition
or hash capacity to make a message digest from a message to confirm the source and
dependability of the message. In this exploration work, a replacement figure is used
to give incredible security. By making irregular replacements, the examples that
make other replacement figures powerless are disposed of. The most straightforward
type of arbitrary replacement is to break a message into squares of 4 bytes (4 ASCII
characters) and add a pseudo-irregular number to each obstruct. To recuperate the
plaintext (the info message) takes away a similar arrangement of pseudo-irregular
numbers from the ciphertext (the encoded message). The key is basically the seed of
an incentive for the pseudo-irregular number generator.

12.5.4 MAIN HIGHLIGHTS OF ARBITRARY REPLACEMENTS

* Highly dependable

e Simple

* And it will overcome everything except the most decided and capable
aggressors

12.5.5 Ky DevELOPMENT CALCULATION IN XOR ENCRYPTION

Key development calculation is utilized to produce private key in non-key reitera-
tion way. A plain book may contain not just ASCII console characters (ASCII
esteem range 32—127) yet additionally extended ASCII characters (ASCII esteem
range 128-255). Client indicated key isn’t utilized for enciphering the entire
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record rather it is utilized as a contribution to initially impede of plain content
to produce key utilizing the XOR-based key extension algorithm [15, 16]. Thus,
another key is created for each ensuing square of plain text. This works like a
scratch cushion

12.5.6 HYBRID REPLACEMENT

In this exploration work, the information to be encoded is given as a contribution
to the scrambling calculation. The key extension calculation produces new key for
each square and substitutes in a cross-breed way which incorporates both square
code replacement followed by stream figure replacement. This methodology utilizes
expanded altered Vignere’s network. The segment record goes from 255 to 0. (ini-
tially it is 0-255). User enterable ASCII console characters range from 32 to 127 (for
example, column file range from O to 95). The last framework size is of 96 x 256.
This planning arrangement confounds the utilization of characters consequently
reinforcing the proposed calculation.

12.5.7 ADVANTAGES OF PROPOSED QUANTUM CRYPTOGRAPHY

e The encryption and decoding are deliberation for client, for example,
client envision as though interfacing with unique non-encoded data set,
terminating the necessary inquiry.

e Sensitive data, of the put away report, is scrambled so that it isn’t
straightforwardly usable by the foe.

e The length of the encoded message doesn’t surpass the first message.

e The strength of the calculation relies on the security of the key. The secu-
rity of the key is kept up utilizing likelihood and replacement strategy. On
the off chance that the quantity of replacement expands the security of key
increments.

¢ No blunder proliferation.

12.5.8 ERROR DETECTION

Error detection is also possible by the proposed embedded system. In error detection,
photon’s state will be changed if any one tries to measure or to decrypt the data. This
change confirms that the received polarized light will be changed. Both the sender
and receiver detect that the message is interrupted.

12.5.9 HARDWARE SETUP

In hardware implementation, the positions of LED (Ty;) and LDR (Rx;) are shown
in Tables 12.6 and 12.7.

12.6 PSEUDO CODE

Initialize serial port communication
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Transmitter

TABLE 12.6

Position of LED in Hardware Setup
LED, LED, LED;,
LED, LED; LED,
LED, LED; LED,
TABLE 12.7

Position of LDR in Hardware Setup
LDR, LDR, LDR,
LDR, LDR, LDR,
LDR, LDR LDR,

Shashi Bhushan

execution calibration loop select polarization set enter the

data
encrypted data

x=length of data encrypted data=symbol set

Receiver

Select polarization set

if (received data length==x)

decrypt data

Loop: calibration
minimum value of plus maximum value of plus minimum value of Y
maximum value of Y minimum value of cross maximum value of
cross minimum value of square maximum value of square

12.6.1 Receiver Cope FLow

receiver char is calculated

The main menu of the receiver consists of four options, namely set voltage range,
symbol set, receive data, and exit. The set voltage range is used for initial calibra-
tion. In calibration, the minimum and maximum values of various symbol sets are
assigned. The symbol set is used for selecting the polarization type (0 or 1). The
receive data is used to initiate the receiver. Exit is used to close the transmitter.
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12.6.2 TraNsmITTER CoDE FLow

The main menu of the transmitter consists of three options such as set symbol
set, transmit data, and exit. The symbol set is used for selecting polarization type
(0 or 1). The transmit data is used to transmit data by quantum cryptography.
Exit is used to close the transmitter. The implemented hardware is shown in
Figure 12.7.

12.7 SIMULATION SETUP

UART setup is used for interacting with the receiver, transmitter, and hyper termi-
nal. USB address (for both transmitter and receiver) is found by using “dmesg” in
the terminal window. Connect the circuit as per the connection diagram shown in
Figure 12.8. The change corresponds to the USB address in minicom-s. To com-
municate on serial port in Linux, minicom is used. Minicom is a text-based serial
port communications program. It is used to talk to external RS-232 devices such as
mobile phones, routers, and serial console ports.

12.7.1  RECEIVER SETUP

Initially, calibration is done for the corresponding polarization set. The receiver
mode is enabled. The data is received through output voltage ranges.

FIGURE 12.7 Implemented hardware.
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12.7.2 SUMMARY

In this chapter, a comparison between classical error correction code and quantum
error correction code was performed and various types of errors like bit flip error,
phase flip error, and combination of both were studied and analyzed. The novelty
of this chapter is that hardware implementation is performed for all these types of
errors.
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13.1 INTRODUCTION

Cyber-physical systems (CPS) involve incorporations regarding calculations in
addition to corporeal expansions. Entrenched processers and systems observe and
govern corporeal practices that have an impact on calculations and vice versa [1].
Contemporarily, CPS is used extensively in acute nationwide structures like commu-
nication, electric power, and transference including energy businesses. Considering
the scenario of a big gage overview in terms of IT expertise in various domains
in addition to the programmed administration, any digital intimidations that may
ascend will leave a concrete effect on the real world including its procedures also
[2]. Possible network invasion by opponents leads to various significances while con-
sidering smart grid, ranging in terms of consumer inflow and outflow leading to a
flow of catastrophes [3]. Preceding effort emphases on dependability—by defending
CPSs contrary to any casual, autonomous, and benevolent errors besides fiascos of
corporeal constituents—flop to discourse cyber security. Accordingly, the addressing
of cyber security facets of CPS is quite imperative. Risk valuation plus investigation
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has prospective to discourse the encounters. However, measurable hazard valua-
tion procedures, like probabilistic risk assessment (PRA), are accomplished in CPS.
A threat valuation method is based on the probabilistic risk assessment (PRA) for
insolent grid structures [4]. Safety threat echelons are measured by the chances of
incidence of cyber retreat proceedings. However, it has trouble in identifying the
chances for possible security events, which have no existence in the database. The
practice recommended by Xie et al. [5] delivers an operative means for modeling
the outbreak backdrops besides enumerating the cyber security menace assessment
in case of CPS. Roy et al. [6] discussed an outbreak countermeasure tree, permitting
probabilistic analysis to be performed, which is centered, on a combinatorial model.
The modeling of computer-generated corporeal security from a perspective of syn-
chronized cyberattack is being discussed by Xu et al.[7], though it is quite prob-
lematic in identifying the ultimate objective of an aggressor. CPS security involves
the security of discrete structure constituents also. An individual facet of the attack
might not be of great danger to a consistent constituent, but a collective consequence
can be shattering. Typically, current procedures are considering a single-stage
attack. For resolving such issues, certain architectures of CPS are discussed with the
interdependency of vulnerabilities. For the quantitative measuring of risk, a posi-
tive outbreak likelihood key and the outbreak effect key are discussed. Entrenched
processers besides systems observe and also regulate corporeal procedures, thereby
affecting computations [8]. Considering the case of large-scale information technol-
ogy expertise in sectors besides involuntary administration, ordinal intimidations
arise leaving perceptible impression in terms of an actual realm development [2].
Any kind of intrusion into a network leads to penalties of various sorts in a smart
grid, which ranges from leakage of client information to a torrent of catastrophes [3].
The earlier study put emphasis on dependability by defending CPSs against unsys-
tematic, self-determining responsibilities apart from mechanisms which failed to
address the cyber security issue. Threat valuation besides exploration has an extraor-
dinary opportunity in addressing encounters. A threat valuation technique, which
is centered on probabilistic risk assessment (PRA) for smart grid systems, is being
discussed by Kucuktezan et al. [9].

13.2 THREAT CONTROL PERSPECTIVE

The simple motive of retreat peril prevailing persists in susceptibilities of CPS.
Possible aggressors interrupt the coordination of the overall system by exploiting
its weaknesses besides the degree of destruction rests on the value of confronted
multitudes.

The harshness of attacks is calculated which is centered on the information of
cyberattacks besides outbreak attainment likelihood, which is also calculated and
established on susceptibilities’ data. Consequently, the hierarchical assessment
model is used to estimate the threat of system’s structure depending on the prom-
inence of system nodes. Vulnerability scanning or penetration testing calculates
data regarding susceptibilities. CPS threat control perspective is being depicted in
Figure 13.1.
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FIGURE 13.1 CPS threat control perspective.

13.3 METHODS FOR SCHEMING THE SEVERITY OF OUTBREAK

There are various methods that are very useful in calculating the intensity and
severity of attacks. Two of the primarily used methods are being discussed.

13.3.1

OUTBREAK STERNNESS QUANTITATIVE METHOD

It inculcates the degree of cyberattack’s intrinsic destruction limit besides being
associated with rudiments like occurrence and strength in terms of cyberattacks.
Taking CPS into consideration, the assailant can disable the controller and make
him or her incapable of fetching information by aggressively confronting sensors.
The assailant may adjust the regulator algorithm straightaway with the means of
aggressively confronting the regulator. Various outbreak categories besides their
significances are being showcased in Table 13.1.

TABLE 13.1
Strength of Mutual Attacks in CPS

Strength Categories

5

4
3
2
1

Modify control algorithm
Modify signals

Inject error signals

Stop signal transmission

Steal cloistered information

Significances

Control procedure executing error

Operatives involved in wrong decision making
Actuators making incorrect achievement
Operators incompetent in get system information

Leaking of cloistered data
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13.3.2  OuUTBREAK ATTAINMENT PROBABILITY QUANTITATIVE METHOD

Outbreak attainment possibility states that the susceptibilities are effectively sub-
jugated apart from signifying inherent besides essential features of susceptibility,
which are persistent over phase. Attack accomplishment prospect is measured by
exploitability of susceptibility depending on the complication level. A common
vulnerability scoring system displays a method for calculating the exploitability of
susceptibility. It describes exploitability of susceptibility as V=Ac X Au X Av. Ac
defines how informal or challenging it will be in exploiting the exposed susceptibil-
ity. Au defines the number of times an aggressor must validate to target a threat for
exploiting it. Av displays how a susceptibility can be subjugated and its types: Local,
adjacent network, and network.

13.4 IMPACT OF VULNERABILITIES AND UTILIZATION MODE

Cyber-physical frameworks give another technique for partnering the existing plans
with individuals and show how these plans can solidify estimations and physical
exercises. These systems speak with the physical world utilizing the latest meth-
odologies. Cyber-physical system (CPS) has the capacity to interrelate physical
resources with the help of affiliation, assessment, and transmission. It is an essential
factor for further developing future headways [9]. In a general sense, CPS executes
certain strategies to change the way the framework acts on seeing the exercises the
framework is performing. This is to fabricate a physical framework that should work
appropriately in a further developed way. It may be perceived very well that the
cyber framework is noticing the physical movement. Successively, various gadgets
that can detect, impart remotely, and register are associated with this framework. In
the physical area, the exercises are administered by standard occurrence, a human-
made physical framework, or a dynamically bewildering blend of the two [9,10].
There is much headway in the PC programming dialects, techniques being utilized
for calculation, origination or insight, design of compilers, frameworks for installed
frameworks, and programming for framework programming with the assistance
of novel methodology to get protected and reliable PC framework. Likewise, wide
research in adaptation to non-critical failure and cyber security leads to numerous
enhancements in these fields. CPSs merge the components of physical movement
with transmission and programming. This merged framework outfits the thoughts
that are shown close by the proposed and examination systems. Examination on
CPSs plans to fuse information and make rules with the designing and assessed
rules; for instance, regulate, code, balanced correspondence, the theory of learn-
ing, puts together comparably electrical, biomedical, mechanical and different rules
to produce a novel CPS strategy through strong techniques. In various organiza-
tions, distinctive structure frameworks have been arranged by decoupling the con-
trol framework structure from the product data or shown equipment. This requires
widespread reproduction to approve also, to determine vagueness in demonstrating
and subjective contentions, ad-libbed guideline strategies are required. While keep-
ing the framework workable and functional, a combination of various subsystems
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has been dreary and more costly. Government figuring assets screen and control the
CPS, which are the physical structures that can be executed. CPSs just run any place
that we could perceive. CPS assumes a critical part in ensuring the stateful organiza-
tions with the correspondence methodology. The correspondence holds a method of
working with the innovations with successful improvements. The web which helps in
conveying from anyplace to anyplace has changed the existence of human consider-
ably less confusing than what might have been imagined. The impossible viewpoints
are acknowledged as constant arrangements with the assistance of CPS as it made a
recent fad in the correspondence framework. As time has progressed, modernized
life scientist have begun the ways towards progressive substantial frameworks along
with answers for varied works in fundamental systems. CPS has different and spe-
cific dissimilarities. Today is subsequently conceived in another grouping of frame-
works that fundamentally installs possible cyber results in the physical world on
either a nearby or base program. Because of the advancement made in the unpredict-
ability of the parts and the utilization of significantly made developments for sensors
and actuators, distant correspondence and multicore processors lead to a huge test
for the design of state-of-the-art vehicle control frameworks. Both the seller and the
integrator require an original framework which licenses a dependable and less costly
blend of the parts that are set up autonomous to each other [9]. The design, assess-
ment, and check of the modules at different phases of development are made with
the assistance of apparatuses that are utilized to grow more affordable methods. The
different phases of development contain item level, design level, assessment level,
and acknowledgment of correspondence in the midst of the key framework and also
its subparts to ensure security, immovability, and the conduct in spite of the truth that
the costs are decreased for the client.

13.5 MODELING ATTACKS ON A CPS

In this we have to explore not many designated assault models utilizing control
hypothesis and factual methods as clarified in Section 13.3. We utilize a contextual
analysis on a standard four-tank framework. We foster a numerical model and
reenact in recreation programming. The objective is in dissecting different CPS
assault models as for state space conditions, furthermore, making a remedial move
utilizing measurable methods as examined.

The fundamental commitments of this section are as per the following:

1. Grouping of different control mindful assaults (focused on assaults) utilizing
state space conditions.

2. Reenactment of control mindful assaults on a four-tank model.

3. Identification of assault utilizing measurable strategies like SPRT, CUSUM,
relationship, co-fluctuation, and so on: Consider a breeze power plant.

In the event that the speed of the rotor is expanded in mathematical movement,
the plant will in any case stay functional until the information doesn’t move it
into a perilous zone. Essentially, if a forced-air system is constrained by a PLC
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exposed to a mathematical reduction in the temperature, then the room temperature
will begin dropping gradually toward the start and afterward radically toward the
end. This activity results in harms to the gadgets that were to work at a specific
room temperature. In this section, we have recognized different designated control
mindful digital assaults. We have ordered different control mindful assaults (focused
on assaults) utilizing state space conditions.

1. The authors have likewise examined methods for getting control frameworks
and showed the viability of the said procedures by fusing changes as
expressed in the assault model.

2. Our work showed that the control assaults can be identified by development
esteem change.

3. We have demonstrated different designated assaults utilizing control
condition information from Section 13.3 utilizing a four-tank model.

We have stretched out the SPRT method further to plan security screens in the
accompanying part. The proposed SPRT procedure anyway has a limit in separating
framework disappointment because of inward shortcoming and assault. The SPRT
technique is likewise not versatile to a huge disseminated control framework for
which a definite state space model isn’t accessible.

13.6 ONLINE MONITORING IN A CYBER-PHYSICAL SYSTEM

Measurable strategies like SPRT, CUSUM, and GLR which are talked about in
the past part are helpful in the examination of little changes in regulator yield. In
the current section, we expand the strategies utilizing a logical strategy dependent
on regulator yield logs. Here we accept that regulators are acknowledged in
programming-based frameworks with help of information chronicling. It is likewise
accepted that enough information has been gathered so the measurements of its great
presentation recorded over the long run are sufficient to arrange as typical activity
and also conceivable unusual conduct.

For huge noteworthy or constant information, strategies, for example, SPRT,
CUSUM, are not adequate, thus we need computational techniques that can deal
with enormous log documents. The following segment clarifies the hypothesis of
computational strategy that is helpful in planning a screen for investigation.

Different computational techniques accessible are

. Euclidean distance

. Mahalanobis distance

. Pearson’s connection coefficient

. Rent square estimation (LSA)

. Computational mathematical (convexity) technique least square estima-
tion (LSA) and convexity (curved body) techniques are thought of for our
examination.

Mo Qw >
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13.7 CONCLUSION

The exploration work showed that designated digital assaults in charge frameworks
are conceivable to be recognized utilizing measurable strategies. The theory has
given a review on the attack models and we have recognized exploration challenges
for getting control frameworks. We have executed measurable strategies to iden-
tify such commonplace digital assaults on programming executed regulators and
showed the strategy utilizing a reproduction on the old-style four-tank model. We
have examined different measurable strategies such as SPRT, CUSUM, and GLR
for identifying digital assaults and calculations for getting control frameworks. We
have moreover shown the viability of the strategies by fusing changes as expressed
in an assault model, what’s more, exhibited that these can be distinguished by
advancement esteem change. Internet checking assumes a crucial part in noticing
the control framework conduct and to distinguish irregular conduct. Computational
calculation like LSA and mathematical strategies were planned and shown utilizing
a recreated four-tank model. The adequacy of the curved body approach along-
side LSA for peculiarity recognition is tried. Computational mathematical meth-
odologies, for example, LSA and curved body techniques, enjoy the benefits in
breaking down complex log information got from a SCADA worker and identifying
abnormalities. Comprehend the troubles of how such screens can be integrated in
lower-level regulators that would have the option to apply such calculations for the
discovery of a node to run such complex calculations. An option in contrast to the
web-based observing plan would be to utilize such calculations as disconnected
screens. It is intriguing to perceive how the calculations could be acknowledged
effectively.
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