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“Gareth Porter is among the last of that rare breed—the independent investigative journalist who brings to bear long experience in foreign policy reporting with a keen and critical eye for K Street propaganda. He is essential.”
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Richard P. Mitchell Collegiate Professor of History,
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“At a time of irrational hype and often irresponsible western journalism on the subject of a ‘nuclear Iran’—promoting heightened confrontation and even the possibility of war—this book provides disturbing and detailed insight into the manipulation—even invention—of ‘facts’ marshaled to achieve dubious US and Israeli policy objectives. Gareth Porter, one of our most distinguished and dogged investigative journalists and historians, provides a striking and vital corrective on the geopolitically damaging course of our last decades of manufactured confrontations with an already prickly Iran.”
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National Intelligence Council at CIA,
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“Gareth Porter has become a one-man truth squad for the American government and its acolytes in the mainstream press corps... His probing and digging is a reminder that those in power, and those who report on that power, must be held to the highest possible standard.”

—SEYMOUR M. HERSH
Pulitzer Prize-winning investigative journalist
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“Manufactured Crisis is untold history at its finest! Gareth Porter systematically and masterfully debunks three decades of U.S. and allied lies and distortions about an Iranian nuclear weapons program that never really existed.”

—OLIVER STONE and PETER KUZNICK
Co-authors, The Untold History of the United States
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“Want to understand why a peaceful U.S. modus vivendi with Iran has been so elusive? Read this exceptionally timely, gripping account of the Iranian nuclear program and the diplomacy surrounding it! Porter meticulously documents both Iranian misjudgments and American and Israeli diplomatic overreach based on willful self-deception and political, bureaucratic, and budget-motivated cherry-picking of intelligence to support unfounded preconceptions. He shows how these have combined to produce a steady escalation of both Iranian enrichment activities and Western sanctions. Manufactured Crisis is essential reading for anyone interested in the resolution by diplomacy of a confrontation that otherwise threatens a reprise of the delusional decision-making that led to the Iraq War of 2003–11 but with even more catastrophic consequences.”

—Hon. CHAS W. FREEMAN, JR.
Former U.S. Ambassador to Saudi Arabia,
author, America’s Misadventures in the Middle East
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“Those who regularly follow Iranian affairs and Iran’s relations with the United States, always knew that Iran’s nuclear dossier was closely linked with the broader problems of how to deal with Iran and what strategies to adopt towards the Islamic Republic. Now, Gareth Porter through extensive and meticulous research demonstrates these elaborate linkages. In understanding these linkages Iran watchers would be better able to predict the future trajectory of the Iran nuclear dossier.”

—SHIREEN T. HUNTER
Visiting Professor, Georgetown University
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Introduction

In November 2013, the United States and five other states concluded a preliminary agreement with Iran on its nuclear program that was to be followed by a longer-term comprehensive deal. The agreement offered a way out of a crisis that had already lasted more than a decade and had involved both threats of war against Iran by the US and Israeli governments and efforts to cripple the Iranian economy by interfering with its international trade.

But the secret at the heart of the crisis is that the central assertions underlying the American, Israeli, and European pressure on Iran were not based on historical reality. This book documents the way in which US and Israeli officials “manufactured” the crisis quite deliberately, in order to maximize pressure on Iran to give up its nuclear program. They did this by creating a narrative portraying Iranian behavior as evidence that the Islamic Republic had long been hiding a nuclear weapons program. That narrative was then conveyed to the public through uncritical news media coverage of the official line.

This book shows that virtually nothing about the nuclear scare over Iran that was reported in the Western news media was what it seemed. It aims to unravel the false narrative that sustained the decade of crisis and to recover the real history of the Iranian nuclear program and the interactions between that program and the governments of the United States and Israel.

Manufactured Crisis shows that US-Israeli strategy was aimed at using the International Atomic Energy Agency (IAEA) to build a case that Iran’s nuclear program had been merely a cover for a nuclear weapons program. That case would serve as the basis for United Nations Security Council actions that would punish Iran, or even for unilateral US military action against Iran. As a result the IAEA, which had previously been a relatively nonpolitical actor performing technical analysis of nuclear programs, was transformed over the 2003–8 period into an adjunct of the anti-Iran strategy.

The book tells the story of a “manufactured crisis” that unfolded in the years from 2002 through 2013 in three identifiable stages, corresponding to the major shifts in the US-Israeli strategy. It does not view every move by the United States and Israel as part of a master plan that was thought through from the start. On the contrary, it shows how each stage of the strategy developed in response to new political opportunities and problems that arose in regard to the broader aim of weakening and coercing Iran on the nuclear issue.

The first stage was triggered by the announcement of Iran’s Natanz enrichment facility in an August 2002 press conference by the Iranian armed opposition group Mujahedeen-e-Khalq (MEK). That dramatic event, which the book shows was the result of a strategic decision by Israel, opened the way for the United States and Israel to put Iran on trial for allegedly deceiving the IAEA for many years and secretly seeking to become a nuclear weapons state. The main thrust of the strategy for the next few years was to have the IAEA intensively investigate a series of issues that the IAEA’s Safeguards Department had identified, with the help of US and Israeli intelligence, as indications of a secret Iranian nuclear weapons program. These IAEA investigations generated one round of news stories after another that portrayed each activity under investigation as suggesting that Iran’s nuclear program was a cover for nuclear weapons. To the chagrin of the United States and Israel, however, these investigations ended in early 2008 without having found any evidence to support that charge.

But Israel and the United States had a more potent weapon for consolidating the nuclear scare over Iran. In 2008, they quickly shifted the focus of the IAEA inquiry to a collection of documents, purportedly stolen from a secret Iranian nuclear weapons program, which had been given to the United States by an unknown party. Thus began the second stage of the crisis, from 2008 to late 2011, ostensibly aimed at holding Iran “accountable” for what the IAEA called the “alleged studies” documents. But the actual aim at that stage was to maneuver Iran into a position where it could be accused of noncompliance with the resolutions of the US-dominated IAEA Board of Governors.

In late 2011, the third stage of the strategy began, aimed explicitly at imposing much more aggressive sanctions and increasing diplomatic pressure on Iran to give up its nuclear program. The first move in the new stage was the IAEA’s release of a report in November 2011, based largely on Israeli intelligence information, that accused Iran not only of having done nuclear weapons-related testing in 2003 but also of continuing that work as recently as 2007. That accusation was the lead-in to US and European decisions to target Iran’s oil export and banking sectors. The United States negotiated with European and Asian states that had been buying Iranian crude oil to get them to cut back dramatically on their purchases and to curtail their dealings with Iran’s central bank. Against that background, Israeli prime minister Benjamin Netanyahu dramatically heightened the threat of war against Iran’s nuclear sites. That threat was accompanied by apparent signs of growing tensions between Washington and Tel Aviv over the issue. But as Manufactured Crisis documents, both Netanyahu and Obama were engaging in an intricate political charade.

Netanyahu never intended to use military force against Iran, and the Obama administration was well aware of that but was hoping to exploit the threat to gain diplomatic leverage on Iran. In late 2012, Netanyahu’s aggressive posture toward Iran fizzled out, after his government revealed that the threat of war had been in part a device to pressure Obama to give Iran an ultimatum over its nuclear program, and Obama made it clear that he had no intention of doing so. But it did not bring an end to the two decades of dissimulation by both governments about Iran’s nuclear program.

Manufactured Crisis shows how each of these new stages of the crisis added yet another layer of blatant misinformation and disinformation about the Iranian nuclear program on top of previous such layers. The falsification process proceeded on multiple levels, from deceptive US statements about what it knew about Iran’s supposed nuclear intentions to misleading innuendoes planted in IAEA reports to documents and intelligence reports fabricated by the Israelis. Blatantly false stories were leaked to the news media, reflecting the media’s disinterest in investigating or even fact-checking official claims about Iran’s nuclear program.

By 2012, this long history of false information was dramatically symbolized by the story, embraced by the IAEA on the basis of information from Israel, of a bomb test chamber designed by a former Soviet nuclear weapons specialist and installed at the Iranian military facility at Parchin. That story was given general credence in the Western news media, but like the rest of the narrative created over the years, it fell apart upon careful investigation.

The usual form in writing history involves blending official sources and other sources in a single narrative flow. But in the case of the Iran nuclear crisis and the nuclear scare that has gone with it, the heart of the story is in fact the deception propagated by official sources. Thus, the narrative of this book is organized primarily around the contrast between what the United States, Israel, and the IAEA were conveying to the public and the reality that can be reconstructed from a deeper inquiry into the facts.

Chapter 1 of Manufactured Crisis begins with a reconstruction of the real origins of the issue of Iran’s nuclear program in a US-enforced embargo on nuclear cooperation with Iran’s nascent nuclear program that began in 1984. That naked use of US power to try to strangle what was an extremely modest Iranian nuclear program forced Iran to choose between giving up its right to nuclear technology and obtaining its own enrichment technology. That pivotal historical episode has unfortunately been excluded from the public discourse on Iran and replaced by an official narrative suggesting that Iran was already secretly pursuing nuclear weapons development during the 1980s.

Chapter 2 reexamines the discovery of the Iranian enrichment facility at Natanz in 2002 and the subsequent IAEA finding that Iran had been carrying out a “clandestine enrichment program” for nearly two decades. This chapter does what the IAEA failed to do: it explains that there were other reasons why Iran did not report to the IAEA a series of experiments and tests with nuclear material or its decision to begin construction of Natanz. It also shows that contrary to the media coverage of the IAEA report, Iran’s alleged “18-year enrichment program” actually consisted of obtaining the basic enrichment technology and testing it for only a few months in 2002–3.

Chapter 3 digs deeper into the development of Iranian policy toward nuclear and chemical weapons. It describes two episodes in which Islamic fatwas by the supreme leader of the Islamic Republic were crucial in determining Iranian policies toward such weapons. In the first episode, opposition to weapons of mass destruction by Ayatollah Ruhollah Khomeini, based on Shi’a Islamic jurisprudence, forced the Iranian government to forego the use of chemical weapons during the entire Iran-Iraq War, despite continuing Iraqi chemical attacks. In the second episode, Khomeini’s successor as supreme leader, Ayatollah Ali Khamenei, invoked Islamic principles in 2003 in order to reinforce a ban on any work relating to nuclear weapons.

The chapter further explores the political-strategic considerations shaping Iranian nuclear policy that have been systematically ignored in official and media discourse in the West. Like other states with uranium enrichment capabilities, Iran expected such capabilities to add a “latent deterrent” to its overt conventional deterrence of foreign aggression. The chapter documents the fact that US officials and some intelligence analysts were well aware of that motive and recognized that it did not mean that Iran intended to obtain nuclear weapons. But one administration after another deliberately confused the two issues in public pronouncements. Similarly, those administrations ignored the Iranian interest in accumulating enriched uranium as an asset to be given up in future negotiations with the United States. Instead, US officials cited the enriched uranium as evidence of Iran’s interest in nuclear weapons.

The United States began in the early 1990s to portray Iran’s civilian nuclear program as a cover for its alleged ambitions to obtain nuclear weapons. Chapter 4 shows how that accusation was a function of the desperate need of the Central Intelligence Agency (CIA) and the Pentagon in particular for a substitute for the threat from the Soviet Union and its allies that had evaporated by 1990–91. The supposed threat of nuclear weapons proliferation from Iran provided the most advantageous answer to that bureaucratic-political problem for senior CIA and Pentagon officials. This chapter also shows how the administration of President Bill Clinton added a second major motive for the newly heightened hostility and suspicion toward Iran and its nuclear program: the political decision to align US policy toward Iran with that of Israel.

The other half of the story of the origins of the manufactured crisis, recounted in chapter 5, is how Israeli Labor and Likud governments from 1992 to 1999 used the alleged threat from Iran’s nuclear and missile programs to achieve a set of political-strategic aims that had little or nothing to do with Iran. The chapter shows how Prime Ministers Yitzhak Rabin and Benjamin Netanyahu professed alarm about an Iranian threat that Israel’s top intelligence officials did not accept and that served multiple political-diplomatic ends for their respective governments. The account of those episodes also highlights the price Israel paid for its aggressive posture toward Iran, which was that Iran came to regard Israel as a military threat for the first time.

Chapter 6 shows how the administration of President George W. Bush first turned Iran’s nuclear program into a “crisis” in 2003. It explains how the main interest of the administration, focused on the occupation of Iraq as the fulcrum of policy toward the rest of the region, was to keep open a path to regime change in Iran. That entailed explicitly refusing to countenance an agreement between the European three (the United Kingdom, France, and Germany) with Iran in 2004–5 that would have committed Iran to a minimal nuclear program that would not have constituted a proliferation threat.

Chapter 7 recounts the story of the IAEA’s investigation of a series of Iranian nuclear activities from 2003 through 2007 in anticipation that it would find evidence that Iran had carried out a secret nuclear weapons program. Virtually every new quarterly report from the IAEA on its investigation in 2004 and 2005 generated a new round of media stories of suspected Iranian covert enrichment or weapons work. As this chapter shows, however, none of those suspicions turned out to be correct, and the IAEA had to acknowledge in the end that it had found no evidence of Iranian weapons-related activity in any of the cases it investigated.

Beginning in 2008, the focus of the strategy of the United States and Israel shifted to a collection of documents supposedly coming from a covert Iranian nuclear weapons program. Chapter 8 reveals the real story behind those documents—who brought them out of Iran, where they came from, and why they could not be genuine Iranian documents. The chapter also reveals new evidence from WikiLeaks cables that in 2008, the IAEA Safeguards Department was working closely with the United States and its allies to create a new political strategy for convincing the rest of the world falsely that Iran was unwilling to cooperate with the IAEA investigation.

The US government’s own intelligence assessments of the Iranian nuclear program should have put a brake on the continued development of the manufactured crisis over the program. But chapter 9 shows how a systemic failure of US intelligence on the Iranian nuclear issue parallels the well-known 2002 intelligence debacle on weapons of mass destruction (WMD) in Iraq. This chapter explains how intelligence assessments on WMD in Iran were distorted by the same set of incentives to find evidence of a WMD program that had produced the discredited national intelligence estimate on Iraq. And even the November 2007 National Intelligence Estimate (NIE), which concluded Iran had stopped work on nuclear weapons in 2003, was still affected by the institutional dynamics that had distorted the Iraq estimate.

Chapter 10 dissects the climactic episode in the run-up to the enactment of harsh sanctions against Iran’s crude oil export and banking sectors: the publication by the IAEA of a dossier of “intelligence” it had collected since 2007 making new claims about secret Iranian nuclear weapons work. But this account reveals that most of the information in that dossier came from Israel and explains in detail how and why the most sensational allegations in the dossier—the tale of an ex-Soviet nuclear weapons specialist helping Iran build a bomb-test cylinder—failed to withstand expert scrutiny.

That IAEA report was the signal for a new stage of the manufactured crisis, marked by what was sold to the public around the world as a heightened threat of Israeli attack on Iran’s nuclear sites. Chapter 11 tells the full story behind Prime Minister Netanyahu’s supposed readiness to use military force against Iran, showing it was merely a ploy to influence international policy toward Iran. The chapter shows the degree to which Obama’s policy was focused on attempting to coerce Iran diplomatically rather than seeking to reach a solution that would respect Iran’s nuclear rights.

The narrative and analysis close before the election of Hassan Rouhani as Iran’s president in June 2013. A brief Epilogue describes the diplomatic opening created by that election and the preliminary agreement on the nuclear issue that followed.

Manufactured Crisis offers the first systematic alternative to the official and media account of the background to and unfolding of the Iran nuclear crisis. It documents the fact that the real origins of the Iran nuclear issue in international politics lay not in an Iranian urge to obtain nuclear weapons but in two aspects of US national security policy during and after the Cold War: first, an effort by the United States as the dominant power in the Middle East to deny Iran its right—as guaranteed in the Nuclear Non-Proliferation Treaty (NPT)—to have any nuclear program at all in the 1980s, and second, the adjustment by US national security institutions to the end of the Cold War by portraying Iran as posing a WMD threat. Manufactured Crisis also reveals just how long a shadow the US-Israeli alliance, rooted in American domestic politics, has cast on US policy toward Iran.

The web of falsehoods that accompanied the manufacture of the Iran nuclear crisis came at a heavy price. It made it impossible to conduct an objective political discussion of the issue in the United States. The inability or unwillingness of most members of the US political elite to confront the truth about the origins and development of the crisis postponed for many years the adoption of a rational policy toward Iran. It thus contributed to the distortion of global and regional politics by aligning the United States with Iran’s foes and encouraging the deepening of the sectarian strife that came to threaten much of the Middle East. Even as the Rouhani opening provided an opportunity for US-Iran rapprochement, the false nuclear narrative represented a serious political obstacle to such a fundamental shift in US policy.

Gareth Porter
November 30, 2013
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1

The US Denial Policy and Its Consequences

What consumers of news coverage of foreign affairs have learned over more than a decade about Iran’s nuclear policy is that in the 1980s, Iran began a secret enrichment program, in violation of its safeguards agreement with the International Atomic Energy Agency (IAEA), and maintained that program for 18 years with the intention of producing nuclear weapons, or at least keeping that option open. Fortunately, according to this account, a secret Iranian enrichment facility was revealed by Iranian opponents of the regime in 2002, and the full investigation by the IAEA that followed uncovered the illicit nuclear activities that Iran had been pursuing in secret for many years.

That thumbnail sketch represents a nuclear scare that has surrounded the Iranian program since 2002 and has been the rationale for the long international crisis over the issue. But that version of the history of the Iranian nuclear program is a fundamental falsification achieved by eliminating the single most important historical fact about Iran’s nuclear program: Iran’s decision to enrich uranium was a direct response to a US policy that had challenged Iran’s right to have any peaceful nuclear power program at all.

The US policy that later became a determination not to allow Iran to have “a single centrifuge spinning”1—meaning that no uranium enrichment would be countenanced—began in the early to mid-1980s with an effort to deny Iran even the Bushehr nuclear reactor in which the country had already invested billions of dollars and which was 80 percent completed when the shah was overthrown. It was only because of that US policy that Iran decided to get into enriching its own uranium to fuel Bushehr. The story of that action-reaction dynamic between a US policy of denial of Iran’s right to obtain technology for the peaceful uses of nuclear power, as guaranteed by the Nuclear Non-Proliferation Treaty (NPT), and the Islamic Republic’s ultimate decision to acquire its own capabilities for uranium enrichment is the pivotal chapter in the untold history of the manufactured crisis over the Iranian nuclear program.

Iran’s Original Nuclear Program

A deeply ironic fact about the nuclear program that has provoked such an intense and prolonged crisis is that the Islamic revolution to overthrow the shah was initially accompanied by the mullahs’ strong reaction against nuclear power as a manifestation of the shah’s penchant for expensive toys—and the US sponsorship of the original nuclear program. Former ambassador Seyed Hossein Mousavian, who worked for Ali Akbar Hashemi Rafsanjani, the powerful head of the Iranian legislature, or Majlis, beginning in 1984, recalled that in 1979, the revolutionaries considered the shah’s ambitious plan for 23 nuclear power plants to be one of the “imperialistic projects” associated with the imperial regime and its American sponsors.2

In July 1979, the revolutionary government halted construction at Bushehr, the flagship facility of the shah’s extensive nuclear program, along with nearly all the other projects that had launched by the Atomic Energy Organization of Iran (AEOI). It also stripped the AEOI of most of its budget and staff. Some thought was even given to using the 80 percent completed Bushehr reactor for something else entirely, but after officials from Tehran made an inspection trip there, they decided it could serve no other use. Two years later, the government reversed the decision to strip the AEOI of its budget and staff, largely because the severe electricity shortages that marked the first two years of the revolutionary era persuaded policymakers that there might be a role for nuclear power reactors after all.3

Even after the decision to resume the nuclear program in 1981, however, the Islamic Republic’s nuclear ambitions remained extremely modest compared with those of the shah. “We didn’t want to have 20 nuclear power plants or to have enrichment,” Mousavian recalled. “The only things remaining [in the program] were to complete Bushehr and to continue the Tehran Research Reactor for medical purposes. We would have one nuclear power plant, with fuel from France.”4

Iran still hoped to obtain enriched uranium for fuel plates for Bushehr from the Iranian stake in the French-owned uranium enrichment consortium Eurodif. The shah had invested a total of $1.18 billion toward the construction of Eurodif’s enrichment facility, which entitled Iran to 10 percent of the production of enriched uranium it produced. Soon after the overthrow of the shah, Tehran canceled his contract with Eurodif. In February 1980, the French government refused to refund the sum Iran had invested in Eurodif, or to provide the uranium that Iran was due under the shah’s contract. Then, in the early 1980s, Iran sought to work out a deal under which it could reclaim its share of the production of the facility. But after the Socialist Party’s François Mitterrand came to power in May 1981, he reiterated France’s refusal to provide the enriched uranium from Eurodif that Iran was requesting. Nevertheless, according to Mousavian, Iran continued to negotiate with France over access to the nuclear fuel it would need once Bushehr could be restored, even as the question of the disposition of the money Iran had invested in Eurodif was being contested in French courts.5

Meanwhile, the Islamic Republic was also hoping to get help from the IAEA for its scaled-down nuclear program. In 1983, the AEOI approached IAEA Director Hans Blix to request the IAEA’s help in building the Iranian nuclear organization’s technical capacity. The AEOI asked Blix to send a team to do surveys of its Esfahan Nuclear Technology Center (ENTEC) and the Tehran Nuclear Research Center (TNRC) as the basis for further cooperation. Blix sent the Iranian request to Deputy Director Maurizio Zifferero, who in turn directed IAEA official Herman Vera Ruiz to conduct the survey in October 1983.6

By then, AEOI was only a shadow of the organization that existed at the end of the shah’s regime, when its staff had consisted of 862 scientists and it had commanded an annual budget of more than $3 billion.7 But ENTEC still had considerable expertise and equipment, and it had already decided to focus primarily on fuel fabrication and uranium conversion rather than on uranium enrichment. ENTEC’s largest department, with 23 scientists and what the IAEA judged to be “impressive” laboratory equipment, was the fuel-fabrication department, which was responsible for carrying out experiments on the fabrication of uranium oxide pellets. It also had a chemistry department with 20 scientists, which had responsibility for conducting experiments on the conversion of yellowcake (U308) into uranium dioxide (UO2) for fuel rods for nuclear reactors like Bushehr.

After his visit, Ruiz reported to Blix and Zifferero that ENTEC officials had informed him about plans to build a uranium conversion pilot plant to produce uranium hexafluoride (UF6), the form of uranium that is ready for enrichment. Ruiz’s memo made no mention of any AEOI request for assistance in uranium enrichment, reflecting the fact that Iran was still hoping to get enriched uranium from the French company Eurodif.

The memo from Ruiz recommended that the IAEA provide “expert services” in eight different fields to assist all of ENTEC’s departments, including designing a “pilot plant for fuel conversion,” which was a primary goal of the Iranian nuclear program. The IAEA Technical Cooperation Department was also prepared to assist ENTEC and TNRC on several of the items on the list of recommendations that Ruiz compiled in late 1983.8

Iran was thus poised to take advantage of its rights under the NPT to international cooperation for the pursuit of peaceful nuclear power. But that was before US officials saw the Ruiz report. Apparently, neither Iran nor the IAEA had anticipated that the Reagan administration would intervene to stop the proposed cooperation. That decision, unannounced at the time, began a process that would lead eventually to a crisis over what the world would be told was the threat of an Iranian nuclear weapon.

US Nuclear Embargo and the Iranian Response

The overthrow of the shah’s regime in 1979 was a traumatic shock to the US national security system. The Department of Defense and the CIA had built deep ties with the shah’s regime (as had Israel). Under the shah, Iran had served as the keystone of policy in the region for a quarter century. Preserving his regime had been seen as so important by some top officials that, as the State Department’s desk officer on Iran later recalled, when the popular uprising took place, national security adviser Zbigniew Brzezinski recommended that the United States urge the shah to have his troops “shoot down as many people as necessary and bring an end to the rebellion once and for all.”9

Once the shah had been toppled, the major thrust of US policy was, in effect, to watch for an opportunity to replace the Islamic regime so the United States could resume its former position of power in Tehran. When President Jimmy Carter’s administration got word in September 1980 that Iraqi president Saddam Hussein was planning to attack Iran to overthrow the regime, the United States did nothing to oppose the scheme, despite the enormous risk of regional instability inherent in such a war. Vice President Walter Mondale would later explain, “We believed that this war would put further pressure on the Iranian regime.”10

When Ronald Reagan entered the White House in 1981, internal discussions on Iran revolved around the expressions by senior officials of the desirability of removing the founder and leader of the Islamic revolution, Ayatollah Ruhollah Khomeini. CIA Director William Casey was tasked with exploring the possibility of a covert plan to oust Khomeini and replace him with the shah’s son, Reza Pahlavi.11 And when Iran was preparing to mount a massive counteroffensive against Iraq in spring 1982, the United States became an active supporter of the Iraqi war effort. Reagan agreed to a secret national security decision directive that the United States would do everything “necessary and legal” to prevent Iran from defeating Iraq. The staff of Reagan’s National Security Council worked closely with CIA Director Casey and his deputy, Robert M. Gates, to persuade third-country suppliers to ship to Iraq a variety of forms of weapons, including cluster bombs and anti-armor penetrators (most of them of Soviet origin). The United States also provided strategic advice to Saddam’s military on how best to use its troops.12 That initiative was followed in late 1983 by Operation Staunch, a diplomatic campaign to convince US allies and friends to stop selling arms to Iran in the interests of “achieving a negotiated end to the Iran-Iraq war.”13

The decision to do whatever could be done to support Iraq against Iran in the war was followed by a series of interventions by the Reagan administration to prevent international assistance of any kind to the Iranian nuclear program. The earliest documented US intervention to try to obstruct any progress by Iran toward completion of its nuclear reactor at Bushehr was the objection the United States registered to the IAEA’s late 1983 proposal to provide Iran with technical assistance for fuel production and uranium conversion. After the United States “directly intervened” to block any such IAEA assistance, those two major elements of the proposed assistance to the Iranian program were dropped by the IAEA. “We stopped that in its tracks,” a former US official recalled many years later.14

The US decision to prevent the IAEA from helping Iran in the same way it helped other states in good standing with the agency was simply an adjunct of the Reagan administration’s policy toward Iran and Iraq. “It was the war,” recalled Geoffrey Kemp, who was senior director for the Near East and South Asia on Reagan’s National Security Council staff. “We had made a decision to tilt toward Iraq across the board. It was part of the Iran-Iraq War syndrome.”15

The IAEA intervention was only the beginning of a much broader US policy of denial of international cooperation with the Iranian nuclear program. In April 1984, the State Department confirmed that the United States’ goal was to block all technology transfers to Iran’s nuclear program by external suppliers. In a written reply to a reporter’s question, the department spokesman said, “Previous actions by the Government of Iran do not provide us with great assurance that it will always abide by its international commitments.” Therefore, the State Department declared that the United States would not allow any US nuclear technology to be shared with Iran. “In addition,” the statement said, “we have asked other nuclear suppliers not to engage in nuclear cooperation with Iran, especially while the Iran-Iraq war continues.”16 That wording left open the possibility that the United States might continue its effort to deny all nuclear technology to Iran even after the Iran-Iraq War was over.

One might expect such a virtual declaration of war on a country’s nuclear program to be accompanied by some claim of evidence of covert nuclear weapons work or at least of Iran having committed serious violations of its NPT-derived safeguards agreement with the IAEA. But the State Department made clear that it had no evidence of bad faith on the part of Iran in regard to its commitments under the NPT. It admitted that it had “no evidence” that Iran had violated its pledge under the NPT to place its nuclear activities under international safeguards. Its spokesman even suggested that he did not see the Iranian nuclear reactor at Bushehr as a proliferation risk, saying there was “no evidence” of any construction of facilities there that could separate plutonium from spent reactor fuel. Instead, State Department officials justified the policy of denying all nuclear technology to Iran by telling reporters off the record that Iran was about to launch an all-out offensive against Iraq that could threaten Saddam’s regime, implying that Iran could emerge as the dominant power in the region.17 The Reagan administration was justifying its intervention to prevent Iran from having a nuclear power program purely on the basis of its assertion of geopolitical interests in the Middle East.

That policy was soon impinging on Iran’s relations with France and Germany, whose cooperation was crucial to the plan to complete the Bushehr reactor. Mousavian began following the nuclear issue in 1984, when he went to work as chief of staff for Rafsanjani, then the speaker of the Iranian parliament. He recalled later, “The French came to us saying we cannot give fuel for Bushehr. They were telling us, ‘This is an international decision.’” The French government was clearly implying to Iran that the United States was not willing to allow France to participate in its nuclear program. Meanwhile, Iran also had a serious problem with Germany. When Mousavian became head of the Iranian Foreign Ministry’s West Europe division in 1986, he recalled, it immediately became apparent that the German government was refusing to allow the German contractor Kraftwerk GmbH to complete the work on the Bushehr plant for which Iran had paid 8.7 billion deutschmarks ($4.78 billion at 1979 exchange rates) before the overthrow of the shah. In 1986, Foreign Minister Hans-Dietrich Genscher told Rafsanjani that completion of the Bushehr contract would not be permitted.18

Seldom in the modern era has a major power interfered in the affairs of a lesser state on the basis of such a blatant expression of power interests as the Reagan administration’s policy of denying all nuclear technology to Iran’s fledgling nuclear program. Notably absent from the policy enunciated by the State Department was any recognition of Iran’s legitimate right to such technology under the NPT or of US obligations under that treaty. In putting pressure on its allies to not cooperate with the Iranian nuclear program—even if that cooperation had already been agreed to previously—the United States was openly violating a central provision of the international agreement it would later cite as the basis for condemning Iran for failing to live up to its international obligations: the Non-Proliferation Treaty. That treaty, opened for signature in 1968, had been an explicit bargain between the existing nuclear weapons states and all those who did not have nuclear weapons. The nonnuclear weapon states agreed that they would not acquire nuclear weapons, on the condition that the nuclear weapon states agreed to share the benefits of peaceful nuclear technology and to negotiate nuclear disarmament with the ultimate aim of eliminating all nuclear weapons.

Article IV of the treaty had been absolutely central to that bargain. It provides, “Nothing in this Treaty shall be interpreted as affecting the inalienable right of all the Parties to the Treaty to develop research, production and use of nuclear energy for peaceful purposes without discrimination and in conformity with Articles I and II of this Treaty.” The same article also says, “All the Parties to the Treaty undertake to facilitate, and have the right to participate in, the fullest possible exchange of equipment, materials and scientific and technological information for the peaceful uses of nuclear energy.”19

This was the provision of the NPT that the United States was blatantly violating in pressuring other states with nuclear technology and the IAEA itself not to cooperate with Iran in its extremely modest nuclear program. In violating the provision of the treaty that was central to the bargain underlying the NPT, moreover, the United States made no attempt whatever to argue that Iran had violated Article II, which enjoined parties to the treaty not to “manufacture or otherwise acquire nuclear weapons or other nuclear explosive devices; and not to seek or receive any assistance in the manufacture of nuclear weapons or other nuclear explosive devices.” Instead, the US national security bureaucracy was simply substituting its own unilateral interests and policy on proliferation for its legal obligations.

Iran had intended to continue the plan adopted by the shah’s regime of relying on Western European firms for the enrichment of uranium to fuel the Bushehr project. But the United States’ public declaration of its intent to deny Iran any nuclear technology, along with clear indications that US pressure had persuaded France not to provide enriched uranium for reactor fuel for Bushehr, and prevented Germany from agreeing to complete its construction work there, made it clear to Iranian policymakers that the US technology-denial policy had rendered that plan infeasible. “They were saying we had no right to even one power plant or to have access to the international fuel market,” Mousavian said. “We began to think, either we will have to withdraw from the NPT or we will have to be self-sufficient.”20

In a talk given at IAEA headquarters in 2003, the director of the AEOI, Reza Aghazadeh, recalled how Iranian leaders had concluded after their experience with Eurodif that Iran could not count on Western governments in regard to the supply of enriched uranium. “Having despaired of Western cooperation,” he said, “we turned to the policy of self-sufficiency.”21

Aghazadeh was referring to the decision to acquire the means to carry out uranium enrichment on Iranian soil. The first step was for Iran to begin shopping for the gas centrifuge technology it would need to produce its own supply of enriched uranium. The man in charge of the AEOI’s new centrifuge program was Dr. Masud Naraghi, a PhD in plasma science from Case Western Reserve University in Cleveland who had previously worked at the National Aeronautics and Space Administration. He began contacting commercial technology suppliers and middlemen. During a 1985 visit to the office of Leybold-Heraeus in Cologne, Germany, he met Gottwald Lerch, a member of the nuclear procurement network associated with the Pakistani nuclear scientist A. Q. Khan that was selling nuclear secrets surreptitiously.22

Iran’s dealing with the Khan network is often viewed as evidence of its interest in nuclear weapons, because in the early 1990s, the same network sold a complete package to Libya that included a turnkey uranium enrichment plant complete with 10,000 centrifuges, 20 tons (over 18,000 kilograms) of uranium—and a Chinese design for a nuclear weapon.23 If Iran had planned to produce a nuclear weapon with the enrichment capabilities it was seeking, this was the perfect opportunity to do so. A one-page offer that Lerch gave to Iran (and that was later turned over to the IAEA) included drawings and specifications for centrifuges, plans for a complete enrichment plant, and “uranium re-conversion and casting capabilities”—technology that would be indispensable if Iran were thinking of eventually making nuclear weapons.24

But when Naraghi met with Lerch and other members of the Khan network in Dubai in 1987, to purchase what was essentially a starter kit for centrifuges, there is no indication that he exhibited any interest in the technology for making a bomb. Later, the IAEA’s Safeguards Department official responsible for Iran, Olli Heinonen, intensively interviewed the Khan network intermediaries who dealt with Naraghi in 1987 as part of the IAEA’s investigation of Iran’s interactions with the Khan network. Those interviews did not produce any indication that Iran had expressed an interest in the inputs or precursors for a nuclear bomb program. And the United States had access to Naraghi himself: he lost his job at AEOI in 1992, apparently over the dubious quality of the centrifuge parts he had obtained, and left Iran for the United States, where he reportedly fully debriefed the CIA on everything he knew about the Iranian nuclear program.25

The Khan network operatives indicated that when Naraghi and a colleague picked up the centrifuge components and plans in Dubai in early 1987, Lerch and another network member threw in for free a 15-page document that included a one-and-a-half-page outline of the steps for casting uranium metal to be used for a nuclear weapon, evidently as an inducement to try to get Iran to purchase all of that technology too.26 No US, Israeli, European, or IAEA official has ever tried to explain why, if Iran was interested in a nuclear weapon, it did not take advantage of the opportunity to buy that technology when it was offered by the Khan network in 1987.

Using the Nuclear Suppliers Group

Despite its desire to deny all nuclear technology to Iran, the United States lacked any legal basis in the NPT for such a campaign. That fact explains why the United States began in 1991 to go outside the existing global institutions governing nuclear proliferation—the NPT and the IAEA—in order to impose new restrictions on the supply of nuclear technology to Iran. It turned to a group of nuclear technology supplier nations to establish such restrictions and openly targeted Iran as a state to be particularly shunned by the supplier states.

The Nuclear Suppliers Group (NSG) had begun in 1974 as an informal group of seven states with extensive nuclear capabilities: the United States, the Soviet Union, the United Kingdom, France, the Federal Republic of Germany, Japan, and Canada. (The group is sometimes also called “The London Club” because it originally met in London.) By late 1977, it had acquired eight new member states, all of them European, and its 15 members had agreed on guidelines for the export of nuclear technology to states that did not already have nuclear capabilities.

Those guidelines, published by the IAEA in February 1978, were based on the norms of the NPT and the rules of the IAEA.27 NSG member states agreed not to authorize transfers to nonnuclear weapon states of any of the items on a so-called trigger list unless it had “formal government assurances from recipients explicitly excluding uses which would result in any nuclear explosive device.” Transfers of items on the trigger list were only to take place when “covered by IAEA safeguards.”

Nothing in these 1978 guidelines prevented supplier states from selling or otherwise transferring nuclear technology to Iran. But in the mid-1980s, the United States began using its clout with key allies who were members of the NSG to adopt restrictions that went well beyond what the IAEA required. The policy that US officials were pushing on other nuclear supplier states was so restrictive that a number of NSG members resisted Washington’s suggestion.28

In late 1990, after 13 years in which the NSG had not met once, the George H. W. Bush administration initiated a new round of NSG meetings to discuss what it hoped would be a new set of much tougher guidelines, in light of what Washington called “problem NPT states”—a clear reference to those NPT member states that the United States suspected of aspiring to acquire nuclear weapons capabilities.29 Iran was the “problem NPT state” on which the United States was primarily focused. During a series of NSG meetings held over the year that followed, US officials called for the members to agree on a separate regime for Iran consisting of a complete ban on all trade in nuclear technology and material.

The new US campaign was accompanied by leaks to the US news media breathlessly warning of Iranian schemes to acquire the technology needed for nuclear weapons. In one such leak, published in the Los Angeles Times in late January 1991, reporter Jim Mann wrote that Bush administration officials had “grown increasingly worried about new signs that Iran was starting down the same path as Iraq … with secret efforts to buy nuclear technology and build nuclear weapons.” He quoted an unnamed State Department official as saying, “It’s fair to say that Iran’s scientists are conducting research on enrichment and reprocessing for nuclear weapons programs.”30

In November 1991, Assistant Secretary of State Edward P. Djerejian told a House subcommittee, “The United States engages in no nuclear cooperation with Iran, and we have urged other nuclear suppliers, including China, to adopt a similar policy.” In an indirect allusion to the US campaign within the NSG, Djerejian said, “We have been in touch with a number of potential nuclear suppliers [to warn] that engaging in any form of nuclear cooperation, whether under safeguards or not, is highly imprudent.”31

But there was still little international support for the US proposal from other delegations, mainly because it was widely viewed as an explicit violation of Article IV of the NPT.32 The French government was particularly incensed at what it regarded as Washington trying to impose its own vendetta against Iran on the supplier community. “This is not only an export control policy,” a French official scoffed. “This is politics. Full stop.” The Americans disliked the regime in Iran, he said, “and they want us to buy into their hatred of the moment.”33 Antipathy toward the aggressiveness of the US denial policy among Europeans was not confined to the specialists on high-tech trade. In late 1993, French nuclear weapons specialist Pierre Villaros, a member of the IAEA delegation visiting Iran, was quoted as “deploring” the fact that Iran was subject to a “de facto embargo on nuclear equipments [sic].”34

What the NSG finally adopted after four rounds of negotiations was the addition of further items to the main trigger list and the creation of an additional set of guidelines to regulate the export of dual-use items—in this case, those that could be used for either nuclear or nonnuclear purposes. At the end of a meeting in Warsaw in March–April 1992, the 26 participating supplier states agreed that they would not export dual-use items on the list to nonnuclear countries under any of three conditions: first, if the items would be used in nuclear explosive activities or in an unsafeguarded nuclear fuel cycle; second, if there was “unacceptable risk of their diversion to such activities”; or third, if the “transfer would be contrary to the objective of averting the proliferation of nuclear weapons.”35

Each of these conditions was defined in such broad terms as to allow decisions based on political interests rather than evidence.36 Notably, they avoided any requirement for an official IAEA conclusion about diversion of nuclear material to military purposes, or even noncompliance with safeguards agreements. The NSG document then called for export licensing procedures for the technologies listed in the annex and included a checklist of “relevant factors” to be taken into account. Most of the factors on the list were reasonably related to the objective of avoiding proliferation, such as NPT membership and an IAEA safeguards agreement in force for the recipient country. But the list also required supplier states to consider “whether the recipients have been engaged in clandestine or illegal procurement activities.” That language had obviously been pushed by the United States to put pressure on other suppliers to reject any export license requests from Iran.

US and allied intelligence services had been collecting and selectively sharing intelligence on the methods that the Iranians were using to get around restrictions aimed at denying Iran nuclear technology, in order to build pressure on otherwise reluctant supplier states. They knew that AEOI had been using a number of private companies to purchase dual-use items from suppliers all over the world, often routing the purchases through Dubai, where the government had a laissez-faire policy toward such transactions. In the early 1990s, US intelligence began intercepting telexes from Iran to nuclear suppliers around the world and sharing them with friendly intelligence agencies and the IAEA. The telexes showed that Iran’s Sharif University was often the listed purchaser of dual-use equipment, which intelligence officials quickly decided was being used for a covert enrichment program they suspected involved the Iranian military. In many cases, Sharif University itself sent the request to the supplier, as in the case of an order from the German company Thyssen in 1991 for ring magnets that analysts believed could be used in centrifuges.37

The US and allied intelligence agencies would cite just such Iranian procurement practices as evidence that Iran was guilty of violating the “clandestine or illegal” standard in order to justify rejection of an export license for a technology sought by Iran.

Using front companies or a university as the ostensible purchaser may have been “clandestine” in the sense that the AEOI was using subterfuges to get around restrictions on technology exports to Iran, but was not a violation of either the NPT or of Iran’s safeguards agreement with the IAEA. The charge of clandestineness implied that Iran was using deception to hide a nuclear weapons program rather than because the United States and some other suppliers had already made it clear that they would deny any nuclear or dual-use technology that Iran requested in a normal, straightforward manner.

Throughout the years that followed, Iran continued to complain that the United States’ overt and covert campaign to prevent it from obtaining basic nuclear infrastructure, such as had already been acquired by more than two-dozen other countries, was a blatant violation of the NPT. In 1994, a senior Iranian diplomat threatened to reconsider the country’s membership in the NPT, on the ground that the United States and its allies were violating Article IV by preventing Iran from having access to technology for a nuclear power program, despite Iran’s having honored its NPT obligation.38 In 2000, Iran threatened to halt inspections by the IAEA if the United States continued to deny basic nuclear technology to Iran.39 But Tehran took no action to carry out either of these threats, and the United States ignored them. Meanwhile, Washington continued to work to deprive Iran of even the single nuclear reactor that it had inherited from the shah.

In a rare moment of candor, Robert Gates, then CIA director, noted in congressional testimony in 1992 that one of the main reasons that “proliferation” of missiles and weapons of mass destruction (WMD) seemed to be increasing was that the technologies used to make WMD were “relatively old technologies … and more easily absorbed by Third World countries than ever before. Nuclear weapons and missile technologies date back to the 1940s.” He also noted that most of these technologies were “dual use,” having “legitimate civilian applications.” Restricting trade in those items in order to prevent proliferation, he acknowledged, “would be limiting the ability of developing nations to modernize.”40 It was an extraordinary acknowledgment by a senior US official that US policymakers understood that the US technology-denial campaign was an effort to impede Iran’s scientific and technological development.

Consequences of the Denial Policy

It has been a fundamental characteristic of the United States as the dominant state in world politics that it tends to use its coercive power in ways that impinge on the legitimate and even vital interests of weaker states. That overreach inevitably provokes reactions that were not anticipated. And US policymakers then view the unanticipated consequences as hostile, aggressive, or otherwise unacceptable responses caused by something other than the overly aggressive US policy.

The policy of nuclear denial toward Iran is a perfect example of that pattern. It was adopted without considering how unrealistic it was to expect that Iran would passively submit to such an intervention in its development policy and whether such a policy would generate an Iranian policy response that would be much worse than allowing Iran to continue with its existing plans for a nuclear program. As the head of the Iranian parliamentary committee on foreign affairs, Mohammad Larijani, observed in an interview with the BBC, Iran is a “huge nation, with a huge human resource. It is very impossible and impractical … in the modern world, to keep a nation from advancement. I think it is very naïve if they think it is possible.”41 The US pressures on France, Germany, and other allied nations merely pushed Iran into a decision to seek its own independent enrichment capability, despite the fact that in the first few years of its nuclear program, the Islamic Republic had planned to depend on Western sources of enriched uranium for its nuclear reactor fuel. And the US campaign to deny Iran’s right to peaceful nuclear power established a structure of conflict that was bound to last as long as the United States insisted on its policy.

Despite multiple US diplomatic efforts to prevent it, Iran did eventually find a way to construct and equip its own uranium enrichment facility. The construction of such a facility at Natanz began in secret in 2001, and was well along but not yet near completion when its existence was revealed by the armed opposition group Mujahedeen-e-Khalq (MEK), or People’s Mujahedeen of Iran, in mid-2002. That disclosure was the first move in a deliberate strategy, originating in Israel but led by the United States, to create a political-military crisis over Iran’s nuclear program that still has not ended.
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The Politics of Iran’s Nuclear Secrecy

Keeping Natanz Secret

On August 14, 2002, Alireza Jafarzadeh, the US representative of the National Council of Resistance of Iran (NCRI), appeared before the Washington press corps. NCRI was merely a front for the Mujahedeen-e-Khalq (MEK), an organization with an unsavory history of carrying out terrorist bombings in Iran against US and Iranian officials as well as Saddam’s domestic opponents on behalf of his regime. The US State Department had listed the MEK as a terrorist organization during the Clinton administration.

But the Washington press corps didn’t care about that fact. The story offered by Jafarzadeh was too sensational: he identified two previously unknown Iranian nuclear sites that he said were supporting a covert nuclear weapons program. He gave reporters the precise location of the two facilities in Natanz and Arak, which he identified as a nuclear fuel production plant and heavy water production plant, respectively. Jafarzadeh even gave the precise dimensions of the two production halls of the Natanz facility buried 25 feet underground beneath eight feet of concrete.

But the MEK press conference was a carefully constructed bit of political theater. The MEK claim of sources within the regime leaking secret information on a covert nuclear weapons program was purely propaganda. The terrorist group had been given the intelligence about Natanz and Arak by Israel’s foreign intelligence agency, Mossad, which had gotten it from its own satellite photography and intelligence shared by the Bush administration. Investigative journalist Seymour Hersh later reported that a “senior IAEA official” had told him that Israeli intelligence had passed their satellite intelligence on to the MEK.1 That report was confirmed, in effect, by two Israeli authors, who wrote, “A way to ‘launder’ information from Western intelligence to IAEA was found so that agencies and the sources could be protected. Information is ‘filtered’ to the IAEA via Iranian opposition groups, especially the National Council of Resistance of Iran.”2 Another Iranian opposition figure, an adviser to Reza Pahlavi, the heir to the shah, also confirmed the substance of Hersh’s report, telling Connie Bruck of New Yorker magazine, “That information came not from the M.E.K. but from a friendly government, and it had come to more than one opposition group, not only the mujahideen,” he said. When asked if the “friendly government” was Israel, the opposition figure smiled and said, “The friendly government did not want to be the source of it, publicly. If the friendly government gives it to the U.S. publicly, then it would be received differently. Better to come from an opposition group.”3

The MEK revelation nevertheless appeared to confirm the suspicions of Iranian deception that had been voiced by successive US administrations for more than a decade. And it contributed to the credibility of a media narrative that Iran had been developing its nuclear program in secret because it was seeking to acquire nuclear weapons. A similar political dynamic occurred with regard to the nuclear experiments and tests that Iran had carried out over the years without informing the IAEA. But the real story of the secrecy surrounding the Iranian nuclear program was dramatically different from what was declared by US officials and reported in the commercial news media.

Iran was not obligated by its safeguards agreement to notify the IAEA about the existence of the Natanz facility until 180 days before the introduction of nuclear material into it, which was still far from happening in August 2002. But Iran’s secrecy about the construction at Natanz was portrayed as evidence of the intention to hide its development of nuclear weapons. The actual calculations underlying that secrecy, however, remain a crucial unknown chapter in the history of Iran’s nuclear program.

The secrecy about the existence of the enrichment facility at Natanz was very different from the way Iran dealt with the construction of a uranium conversion facility (UCF) in Esfahan. The AEOI had notified the IAEA about the plan to build the UCF in 1999, and in July 2000, it provided “preliminary design information” for the UCF to the IAEA. But the wording of that declaration appears to have been aimed at keeping the agency in the dark about Iran’s plans to build an enrichment facility. The AEOI described the UCF as intended for the conversion of uranium ore concentrate into a form of uranium, uranium hexafluoride (UF6), which would be enriched outside Iran.4 Thus Iran was avoiding any implication that it intended to enrich uranium on Iranian soil.

Why, then, did Iran choose to keep Natanz secret, if not to hide its intention to use it for clandestine production for a nuclear weapon? Iran’s secrecy about Natanz was linked to both the continued US political-diplomatic interventions to prevent Iran from having an independent enrichment capability and the initial threats Israel had made, in the late 1990s, to use military force against the Iranian nuclear program. Iran’s decision-makers were clearly calculating that notifying the IAEA about the Natanz facility would trigger hostile responses by the United States and/or Israel that would put the successful opening and operation of the facility at risk.

One of the reasons for Iran’s refusing to telegraph plans for an enrichment facility when the AEOI provided the design information on the UCF in 2000, and again when it began construction on Natanz, was certainly the anticipation that such a notification could lead to the discovery of Iran’s commercial sources for key parts for the enrichment equipment. Iranian engineers working on the P-1 centrifuges still needed to acquire thousands of steel ball bearings, for which they were still dependent on the A. Q. Khan network intermediaries in Europe. Customs data that Western intelligence agencies obtained later indicated that large numbers of ball-bearing “preforms” were shipped to Pakistan and then forwarded to Iran in 2000 and 2001.5 If the Natanz facility had been declared before those preforms had been secured, and the Western intelligence learned about Iran’s intermediaries, it would risk losing supplies that were vital to making the centrifuges work.

When the construction on the Natanz facility began in 2001, the AEOI had not yet finished testing its centrifuges to see if they would actually work. It was not until 1999 that a single P-1 centrifuge was actually tested with the introduction of UF6. And only in 2002 was nuclear material first fed into a number of machines, according to the later Iranian account.6 Iran did not want the IAEA to know about testing, because it would lead immediately to the discovery of a supply of uranium it had kept from the IAEA—and the likely loss of the supplier, which was China (see details later in this chapter).

But Iran’s decision to keep the Natanz facility secret also reflected a genuine fear of a possible attack on the facility. In a 2004 talk to the Supreme Cultural Revolution Council, Hassan Rouhani, the secretary of Iran’s Supreme National Security Council (who in August 2013 became president of the country), alluded to a serious challenge central to any decision about Natanz. Iranian strategists, he said, were certain that the United States would not allow an independent country to have a capability for uranium enrichment, which would also give the country a potential nuclear weapons option. A country that was “nowhere near this capability,” said Rouhani, “is not put under pressure.” But countries that are “standing on the threshold of having this technology,” he said, “are put under a tremendous amount of pressure to force them to stop their activities and to not move toward achieving this capability. It is at this point that the pressures are redoubled.”7

Rouhani and his colleagues at the Supreme National Security Council believed that once the United States knew that Iran was constructing an enrichment facility at Natanz, the threat of a US-Israeli attack would be substantially increased. Iranian leaders had to decide both when and how Iran would be prepared to deal with the consequences of US-Israeli knowledge of an Iranian enrichment facility. At two conferences held in Tehran in March 2005, Iranian officials and scholars told a Turkish scholar that Iran had built the Natanz facility secretly because if the IAEA had been notified, “the United States definitely would have prevented the completion of the construction of the project.”8

That was hardly an unreasonable fear. Beginning in late 1997, Israel’s then prime minister Benjamin Netanyahu had begun citing the 1981 Israeli attack on Iraq’s Osirak nuclear reactor as the model for what might need to be done if Iran continued its nuclear program. Israeli officials circulated rumors through diplomatic channels and planted stories in the news media of plans for a strike against Iranian nuclear targets.9 The beginning of Israeli threats of an air attack against Iran’s nuclear sites in 1997 and 1998 came just as Tehran was deciding to accelerate its enrichment program and begin planning for a full-scale enrichment plant.10

The Iranian perception of threat was certainly heightened further in January 2002, when President George W. Bush identified Iran as a “hostile regime” and part of the “axis of evil.” The implication was that Iran could be targeted for attack in the future. Soon thereafter, the Bush administration’s nuclear policy review ordered the Pentagon to draft contingency plans for the use of nuclear weapons against a set of countries that included Iran. The list of states targeted in the nuclear policy review was leaked to the Los Angeles Times, which published the story in early March 2002.11 Iran’s leaders were well aware of all those developments.

The Iranian decision-makers knew, however, that keeping a completed or nearly completed enrichment facility secret was not a realistic option. The Natanz facility was too big, and located too close to a main highway, to remain covert. As a Western diplomat asked after the MEK revelation, if Natanz was meant to be a covert facility, why would it have been put in a location where “anybody can see it”?12 In his 2004 talk, Rouhani stated explicitly that it had been understood in advance that the facility could not be kept secret. “We wanted to keep it secret for a while,” he said. But, he added, “Of course we all knew at some point this would become public knowledge.”13 Iranian officials were quite aware that the United States had been keeping suspected nuclear sites under satellite surveillance since at least the early 1990s, when this had first been reported in the US press.14

The central problem for Iranian strategists, therefore, was how to deter an Israeli or US attack on Natanz once those states learned about the Natanz facility. That was a serious worry, because Iran’s main deterrent weapon system in the late 1990s—the Shahab-3 intermediate range ballistic missile, which was based on North Korea’s Nodong design—had proved unreliable in flight tests. The Shahab-3’s first flight test, on July 22, 1998, was a dramatic failure. The missile exploded in less than 100 seconds. The second flight test did not take place until two years later, and the missile traveled only about 850 kilometers—roughly 500 to 700 miles—which was less than the Nodong’s maximum range. In a third test in September 2000, the missile failed immediately after ignition.15

Iran had another problem with the Shahab-3 that was even more troubling to its strategists: It could not reach Israel, the one state that had been threatening to attack Iran. After the July 1998 test, Israeli defense minister Yitzhak Mordechai said he didn’t believe Iran had a missile that could reach Israel.16 That observation was confirmed years later when an analysis by London’s International Institute for Strategic Studies concluded that the Shahab-3 had a range of only about 1,000 kilometers (620 miles) when carrying a 1,650-pound payload—not the 1,300-kilometer (800-mile) range officially claimed—and therefore could reach only a very limited area of Israel.17 Besides, the missile was still only in an early phase of its development. In 1997, Israeli analyst Yiftah Shapir had estimated that it could take Iran as long as six or seven more years of tests to complete the development stage.18

Nevertheless, in early 2001, the Iranian military announced that the Shahab-3 would soon go into “serial production.” The most authoritative Western analysis of the Iranian missile program suggests, however, that the announcement was a ploy to convince the Israelis and the Americans that Iran would soon have a viable deterrent at a time when it was actually still far from possessing such a capability.19 That Iranian ploy came just as Iran was secretly planning the construction of the Natanz enrichment facility. Thus, the construction of Natanz was taking place while the Iranian military was still working frantically to develop a new ballistic missile with a conventional warhead that would meet its deterrent requirements. The Bush administration’s overt identification of Iran as a state to be targeted in early 2002 must have confirmed for Iranian strategists the wisdom of a strategy of accelerating its missile-development program.

But Iran’s urgent quest for a deterrent would take time. The first test of the follow-on to the Shahab-3, a missile that Iran called the Ghadr-1, was not conducted until August 2004.20 Meanwhile, Iran’s elite Islamic Revolutionary Guard Corps (IRGC) was creating another element in the country’s deterrence strategy that also appeared to have been decided in 2001—an extensive “passive defense” system of tunnel facilities dug into mountainsides. Years later, satellite photographs acquired by the IAEA showed that in 2002, the IRGC’s Passive Defense Organization began digging tunnel facilities into mountainsides all across Iran, which could be used to protect some of Iran’s most sensitive assets, including elements of its enrichment program, in case of attack. They would also complicate US and Israeli targeting and thus enhance deterrence.21

In 2001 and early 2002 Iran was still working on putting its deterrence strategy and its passive defense system into place and knew that US satellites would be watching for signs of construction of any enrichment program. The pace of construction of Natanz, therefore, would have been carefully planned. The Iranian calculus was presumably based on the belief that US intelligence analysts would not be able to identify Natanz as an enrichment facility until certain types of equipment going into the site signaled its purpose clearly.

By early 2002, US intelligence had already begun to suspect from the size and configuration of the big hole at Natanz that it was for an enrichment facility. Those suspicions were not sufficient, however, for the United States to publicly accuse Iran of building an enrichment plant, or even to ask the IAEA to demand access to Natanz. The AEOI had not moved any equipment to the site that would allow intelligence analysts to identify it as an enrichment facility. It may have even paused the construction deliberately. Only in October 2002, two months after the MEK had identified the site, did US officials feel enough confidence in their evidence to brief the IAEA on the site’s purpose.22 That identification evidently reflected an Iranian move to accelerate the construction schedule and to begin moving enrichment-related equipment to the site, on the assumption that the IAEA would ask to visit it. By February 2003, when the IAEA visited Natanz, it found more than 100 of the planned 1,000 centrifuges already installed in the “pilot enrichment facility.” The rest would be delivered by the end of the year.23

But Israel was the wild card in the unfolding of the Natanz drama. The Israelis had their own satellite imagery, and they had a way of making an accusation public without having to take responsibility for it themselves. They simply gave the information to the MEK to make a dramatic revelation in August 2002.

Eighteen Years of Covert Enrichment?

IAEA director general Mohamed ElBaradei arrived in Tehran on February 21, 2003, along with Pierre Goldschmidt, deputy director for safeguards, and Olli Heinonen, director of safeguards operations (B), the office responsible for Iran. It was the first IAEA visit to Iran since the MEK had drawn public attention to the existence of two new nuclear facilities six months earlier. ElBaradei knew that the IAEA was embarking on a long and politically consequential investigation of Iran’s nuclear program. The reason was that, shortly before leaving the IAEA’s Vienna headquarters, Goldschmidt and Heinonen had learned two of Iran’s most sensitive nuclear secrets.

During the IAEA team’s first meeting in Tehran, Iranian vice president and AEOI director Reza Aghazadeh formally declared that Iran was constructing two facilities at Natanz: a smaller pilot fuel enrichment plant and a larger, commercial-scale fuel enrichment plant. But ElBaradei and his staff had an unpleasant surprise for Aghazadeh. They informed him that they also knew that Iran had purchased three batches of uranium from China in 1991 that had never been reported to the IAEA.

When the IAEA officials confronted Aghazadeh with this information, he had no choice but to admit that Iran had indeed imported the uranium, and that it had been stored at the Jabr Ibn Hayan Multipurpose Laboratories at the Tehran Nuclear Research Center, which had never been declared to the IAEA. He said that most of the uranium tetrafluoride (UF4) from China had been converted to uranium metal in 2000 at the Jabr Ibn Hayan labs, and that the AEOI had used some of the uranium dioxide (UO2) from China for the testing of processes to be undertaken by a uranium conversion facility.24 The AEOI chief nevertheless denied that any uranium had been used for either conversion or enrichment experiments or for testing centrifuges, and he repeated this denial on other occasions between February and July.25

But the IAEA officials were also armed with a second piece of information: they had been tipped off by Israeli intelligence that Iran had been constructing centrifuges at a workshop in Tehran called Kala Electric Company. The IAEA generally preferred to cite open source information wherever possible in its contacts with Iran, and the NCRI, which had been used by Israeli intelligence to announce the discovery of the two previously secret nuclear facilities in August 2002, had revealed the company’s role in “testing” centrifuges in a press conference the day before the IAEA delegation arrived in Tehran.26 When the IAEA delegation asked Aghazadeh about a centrifuge workshop at Kala Electric Company, he admitted that the workshop, which was actually called Kalaye Electric Company, had indeed been used to construct centrifuges.27

The Iranians initially refused the request from Goldschmidt and Heinonen to inspect the workshop and take environmental samples there. When the two IAEA officials finally were allowed to visit in March, they were denied access to a warehouse with the specious explanation that no key was available. Meanwhile, the AEOI had been removing all evidence of the introduction of uranium hexafluoride (UF6) into centrifuges by putting in a new floor and repainting the walls of the workshop—or so it thought.28 What it didn’t know was that the IAEA’s laboratory could detect the presence of plutonium or uranium down to a picogram, one-trillionth of a gram.29 When the environmental swipes finally carried out in August 2003 came back from the lab, the IAEA inspectors could confirm what they had suspected all along—that the centrifuges had been tested with UF6, the gaseous form of uranium used for enrichment. In an October 21, 2003, letter to the IAEA, Iran admitted for the first time that it had carried out “a limited number of tests, using small amounts of UF6” on centrifuges at the Kalaye Electric Company in 1999 and again in 2002.30 Even worse for the Iranians, however, the baseline environmental samples taken at the pilot fuel enrichment plant at Natanz between March and June 2003—before Iran had publicly introduced UF6 into one of the centrifuges there—indicated the presence of high-enriched uranium (HEU). The IAEA reported that finding, which suggested that Iran might have been covering up enrichment as part of a nuclear weapons program, in August 2003.31

The Bush administration leapt to that conclusion, even though the IAEA was only beginning to investigate the matter. Only years later would the IAEA officially confirm that there was an innocent explanation for the finding. Meanwhile, the finding was another major building block in the construction of the Iran nuclear scare. The November 2003 IAEA report did state clearly, “To date, there is no evidence that the previously undeclared nuclear material and activities referred to above were related to a nuclear weapons programme.” But the Bush administration ridiculed that conclusion, and news media coverage tended to support its skepticism.

The news media picked up and amplified the statement in the IAEA report that Iran had “acknowledged that it has been developing, for 18 years, a uranium centrifuge enrichment programme, and, for 12 years, a laser enrichment programme.”32 That language suggested that Iran had actually been secretly enriching uranium by two different methods for a combined total of 30 years.

The detailed chronology in the annex to the IAEA’s November 2003 report showed something quite different, however. It revealed that no enrichment by gas centrifuges took place until a few centrifuges were tested with UF6 briefly in 1999 and then again in 2002. It revealed that only milligram amounts of uranium were produced by laser enrichment, but gave no details about precisely when that took place.33

This was not what readers of American newspapers and viewers of American television news were told about the IAEA reporting. Not a single news story on the report covered the fact that Iran carried out centrifuge enrichment tests only for brief periods in 1999 and again in 2002. Instead of referring to the brief few months of experiments testing centrifuges, news coverage of the report suggested that Iran had been continuing to enrich for nearly two decades. As the Los Angeles Times summarized the November 2003 report, “Over 18 years, the regime concealed from the United Nations both a centrifuge uranium enrichment program and a laser enrichment program.”34 The Times of London reported that Iran had used its civilian nuclear program to “covertly produce plutonium and enriched uranium, which could be used in nuclear bombs.”35 And the Christian Science Monitor reported three months later that the IAEA had found that Iran “had been hiding a vast clandestine nuclear effort for 18 years.”36 The Minneapolis Star-Tribune editorialized that, since Iran had admitted hiding a “quite sophisticated effort to enrich uranium,” and the IAEA had been fooled for so long, the IAEA might also have been deceived in concluding there was no evidence of a nuclear weapons program.37

National Public Radio’s All Things Considered program provided what may have been the most seriously distorted coverage of that pivotal story. On November 13, 2003, co-host Melissa Block introduced a segment on the IAEA report by declaring that the IAEA was about to meet to “decide what to do about Iran’s nuclear weapons program” and that the IAEA report contained “more damning evidence of an extensive nuclear weapons infrastructure,” even though neither the IAEA nor the US government had made such an extreme claim. Reporter Mike Schuster then summarized the report as describing enrichment of both uranium and plutonium that had “taken place over the past 18 years—all in secret.” Schuster went on to suggest that the agency’s conclusion that there was no evidence that Iran had been covering up a nuclear weapons program could not have been truthful and must have been merely a political tactic to manage leaders in Tehran who might otherwise refuse to cooperate further with the agency.38

In November 2004, the IAEA reported that further investigation had shown that no laser enrichment took place until 2002, and that from October 2002 through May 2003, when the equipment was dismantled, Iran’s laser enrichment experiments were able to enrich only up to 0.8 percent—less than 25 percent of the minimum required.39 But the news media ignored the information in the report indicating that the earlier media coverage had vastly exaggerated the actual Iranian enrichment program. The Washington Post’s Dafna Linzer simply repeated the original narrative: “Over 18 years,” she wrote, “Iran secretly assembled uranium enrichment and conversion facilities that could be used for a nuclear energy program or to construct an atomic bomb.”40 Other news outlets had no coverage of the new information, even though the Associated Press, the New York Times, and the Financial Times all devoted entire stories to the charge by NCRI that Iran had obtained the design for a nuclear weapon from the Khan network.41

The false narrative that Iran had carried out uranium enrichment continuously for 18 years, and its implication that that effort could only have been related to a nuclear weapons program, would continue to color media coverage of Iran’s nuclear program for years to come. In late 2007, the US national intelligence estimate’s conclusion that Iran had halted nuclear weapons work in 2003 was made public. But even then, the New York Times reminded readers that the IAEA had earlier “found that Iran, working in secrecy for 18 years from 1985 to 2003, pursued many techniques to enrich uranium.”42

The confusion sown by the heavily slanted media coverage of the issue made it easy for the George W. Bush administration to charge that Iran had been hiding a nuclear weapons program. In November 2003, the administration’s lead policymaker on nuclear proliferation, John Bolton, the undersecretary of state for arms control, proliferation, and international security, referred to “the massive and covert Iranian efforts to acquire sensitive nuclear capabilities,” which he said, “makes sense only as part of a nuclear weapons program.”43 But that statement only expressed what most newspaper readers would have already concluded from reading the coverage of the IAEA report.

On August 17, 2004, in a speech at the Hudson Institute, Bolton said that Iran had “concealed a large-scale, covert nuclear weapons program for over 18 years.”44 That was a blatant falsehood, unsupported by any evidence. Strangely, not a single news outlet saw fit to cover the Bolton claim. The one story on the Bolton speech, published in the Washington Post, simply ignored that statement.45 That lack of interest in Bolton’s charge evidently reflected the feeling that there was nothing particularly new in the statement. The news media had apparently interpreted the language of the November 2003 report as implying the Iranian concealment of such a weapons program.

Despite the unanimity with which commercial news media reported this crucial episode in the construction of a nuclear scare over Iran in alarming terms as evidence of nefarious intent, at least one journalist who covered the issue for the next decade later acknowledged that the reality of Iranian nuclear secrecy during those 18 years was a good deal more complicated. David Sanger, whose own coverage of the Iranian nuclear program for the New York Times was consistently and markedly alarmist, nevertheless commented in his book The Inheritance that there was “no dispute” about the fact that Iran “had no choice but to operate in great secrecy, because the Americans were doing everything they could to choke the country off.”46

How “Secret” Was the Enrichment Program?

The 18-year-covert-nuclear-program theme in official and media commentary suggested that the 2002 and 2003 revelations about Iran’s conversion and enrichment programs had somehow come as a surprise to the IAEA, Western governments, and Western media. But that impression, too, was highly misleading. The IAEA and the coalition of states led by the United States, along with some leading writers in the Western media, had been well aware of the broad outlines and many of the details of the Iranian conversion and enrichment programs at each stage of their development.

US and allied intelligence services had already begun to acquire considerable information on Iran’s acquisition of centrifuge technology by the early 1990s. A large part of its knowledge came from Masud Naraghi, the former head of Iran’s centrifuge program, who had lost his job with the AEOI because of the shoddiness of the centrifuges he had obtained from the Khan network under a 1987 deal. Naraghi fled to the United States in 1992 and had provided the CIA with the entire history of Iran’s effort to obtain centrifuge technology and components. That information included not only the AEOI’s deal with the Khan network intermediaries but his own work in obtaining other equipment for centrifuge enrichment from suppliers in Europe from 1988 through 1990.47

Based on the detailed information that it obtained from Naraghi, the CIA could have acted to shut down the Khan network as early as 1992. “We could have stopped the Khan network, as we knew it, at any time,” recalled Robert Einhorn, US assistant secretary of state for nonproliferation in the Clinton administration. “The debate was do you stop it now, or do you watch it and understand it better so that you are in a stronger position to pull it up by its roots later?”48 The US decision to keep its own knowledge of Iran’s centrifuge acquisition program secret from the IAEA was part of a broader cat-and-mouse game involving the CIA and the Khan network.

In 1994 and 1995, the US and technical news media published stories about Iran’s acquisition of enrichment technology on the international market. Germany’s foreign intelligence agency, the Bundesnachrichtendienst (BND), leaked to journalist Mark Hibbs some details about Iran’s procurement of “dual-use” technology that could have been used for uranium enrichment.49 The Washington Post reported that Israeli intelligence and the CIA had “confirmed that Iran was shopping in Germany and Switzerland for a facility to enrich uranium using gas centrifuges.” And the Christian Science Monitor reported Iran was using “front companies” in Europe and other regions to buy such technologies.50

Meanwhile, Iran’s negotiations with Argentina, Russia, and China for conversion and enrichment technology were all well known to both the United States and the IAEA. Negotiations with governments on matters of high politics that touch on the political interests of the United States seldom remain completely secret, and those negotiations were no exception. In fact, Iran’s negotiations with Argentina, Russia, and China on conversion and enrichment were not only reported in the news media but were also the subject of public comment and diplomatic actions by US government officials from 1992 through 1997.

After Iran had negotiated with Argentina in 1987–88 for the purchase of equipment for the conversion of natural uranium into a form that could then be enriched, the US ambassador to the IAEA, Richard T. Kennedy, intervened to head off the supply of that equipment by Argentina. Kennedy was able to get Argentina to cancel the agreement in 1992 only by promising alternative markets for the Argentine company involved in the deal, Investigaciones Aplicadas, as reported by the Washington Post.51

Iran’s efforts to obtain fuel-cycle technology from Russia and China in the 1990s were similarly played out in full view of the world’s media. Iran’s tentative agreement with Russia in early 1995 to negotiate an agreement for the provision of an enrichment facility was soon revealed by an unsympathetic Russian official, and then was covered by the US news media (see details in chapter 3). And in April 1996, a State Department spokesman said Secretary Warren Christopher might discuss the issue of the Chinese agreement to sell Iran a complete uranium conversion facility with China’s foreign minister, Qian Qichen, at an upcoming conference in The Hague.52 If the Clinton administration was quiet thereafter about the issue, it was only because it was also involved in delicate negotiations with China over the US demand for the cancellation of the deal in return for winning Washington’s certification of China as “qualified” for bilateral US-China nuclear cooperation. US policymakers evidently believed it would be easier to get China to cancel the deal by keeping this effort out of the news.53

In early 1996, the United States reportedly raised the issue of the scope of Iran’s enrichment program with the IAEA. Unnamed “Western sources” revealed to Mark Hibbs, who wrote for specialized nuclear-industry publications, that both the CIA and Department of Energy had obtained intelligence on “an experimental program by Iran to develop and bench-test gas centrifuges for uranium enrichment.” Hibbs wrote that US officials shared the information they had with the IAEA, expecting that the IAEA would raise with Iran the allegation that Iran was engaged in a “clandestine pilot program to enrich uranium using gas centrifuges.”54

Hibbs’s sources acknowledged, however, that US intelligence did not know whether Iran’s program had “reached the threshold for reporting to the IAEA,” which was that uranium had been used in the experiments. He quoted one Western official as saying that the US intelligence “should not be interpreted as evidence that Iran is violating the NPT” or that it had failed to report to the IAEA as required. We now know that at that time, Iran had not yet introduced uranium into a single centrifuge. That would not happen for another four years.55

Thus, not only the fact that Iran had a centrifuge enrichment program but many of the details of its origins and much of the information about purchases connected with it were well-known to the IAEA, and US officials had been referring publicly to it several years before the IAEA’s November 2003 report made splashy headlines about an “18-year clandestine enrichment program.” The IAEA had known for years that Iran had acquired the basic enrichment technology, that Iran had begun testing the centrifuges, and that it had sought technical assistance for a full fuel cycle. It also knew that the United States was tracking in great detail the nuclear-related technology that Iran was purchasing. What the agency did not know was how far the Iranian program had progressed.

The IAEA’s public posture in the November 2003 report of declaring that Iran had operated a clandestine enrichment program as though it were a major revelation of a secret was thus more than a little disingenuous. And the agency soon knew, even if it did not already know at the time of the report, that Iran had sound reasons for its secrecy on enrichment activities over the years. In early 2004, shortly after the Iranians had admitted and formally “declared” to the IAEA the nuclear materials and activities that they had not previously reported, Iranian officials explained to the agency why the United States’ longstanding campaign of technology denial had left them with no choice but to keep the details of these acquisitions and activities connected with them from the IAEA. In his 2011 memoir, ElBaradei recalled that the Iranians recounted to him the story of how the French and other fuel suppliers had been prevented by the Americans from providing enriched uranium for Bushehr, forcing the AEOI to obtain the capability to enrich uranium in Iran without informing the IAEA. He acknowledged, moreover, that the Iranians had a legitimate complaint. “The Americans did not want to consider the Iranian arguments,” he wrote, “despite having themselves been in the driver’s seat of the effort to isolate Iran for more than two decades.” The United States preferred to view the Iranian secrecy as “proof positive that Tehran intended to produce nuclear weapons,” he wrote. “Many representatives of developing countries were, by contrast, more sympathetic to Iran’s need to go underground to evade the sanctions.”56

The Chinese Dimension

Iran’s failure to report to the IAEA a number of nuclear experiments and tests undertaken between 1981 and 2003 has been cited as prima facie evidence of a military intent behind the entire nuclear program. However, so long as Iran believed the IAEA was going to assist the Iranian program, it fully declared its intention to work on both fuel fabrication and uranium conversion—including plans for a uranium conversion pilot plant.57 Those experiments were then carried out with uranium that had been imported in 1977 and exempted from safeguards at Iran’s request in 1978.58 In 1998, Iran informed the IAEA about those experiments in uranium conversion, along with experiments using yellowcake concentrate imported from South Africa in 1982.59

Iran thus had no problem informing the IAEA about experiments using uranium that had come from South Africa, which was not a significant potential source of nuclear technology. However, when it came to nuclear activities using uranium coming from China, the Iranian attitude was much more secretive. None of those tests and experiments was reported to the IAEA until late 2003, after it had become impossible to deny those activities. The reason for treating the latter set of experiments with such secrecy was that China had become Iran’s most important partner in nuclear cooperation but was also subject to heavy political pressure from the United States to end that cooperation.

The pivotal Iranian agreement with China was its 1991 purchase of a total of 1,800 kilograms (almost two tons) of natural uranium. The uranium was purchased in three separate batches: 1,000 kilograms of uranium hexafluoride (UF6), 400 kilograms of uranium tetrafluoride (UF4), and 400 kilograms of uranium dioxide (UO2). Over the 12 years that followed, neither China nor Iran informed the IAEA of the sale. Iran later argued that the .13 kilograms of enriched uranium that could be produced from the 1.8 tons of natural uranium was too small an amount to be covered by the safeguards agreement. The IAEA asserted that the 1-kilogram minimum to which Iran was referring was the amount above which advance notification was required.60

The real reason that neither Iran nor China reported the sale to the IAEA, however, was China’s need for secrecy in order to avoid retaliation by the United States. Under a 1985 agreement, China had agreed to supply Iran with four small nuclear reactors for teaching and research, as well as fuel for the reactors. It also provided training for Iranian nuclear engineers, including in the design of large plutonium reactors. But the agreement was not made public at the time, because the US-China Nuclear Cooperation Agreement (NCA), initialed in 1984, was to be signed and submitted to the US Congress in July 1985. Despite the fact that Iran was in full compliance with its safeguards agreement with the IAEA, China had good reason to fear that US opponents of the NCA would use any Chinese nuclear cooperation with Iran to argue that China could not be trusted to implement its nonproliferation commitments.61

From the beginning of the negotiations over the NCA, the Reagan administration had demanded that China put all its nuclear activities and materials under IAEA safeguards, in order to provide assurances against exports that would support a nuclear weapons program. But China had steadfastly resisted any such move. So Ambassador Kennedy resorted to the device of drafting a classified State Department “non-paper” to which Chinese officials “nodded their assent,” according to the testimony of Rep. Ed Markey, chairman of a House subcommittee dealing with energy matters, who had been briefed on the issue. Deputy Assistant Secretary of State James Devine confirmed in congressional testimony that the Chinese had assured the United States orally that they would require safeguards on all their nuclear exports.62 But since it had not signed off on any written commitment, China evidently felt it had maintained leeway to cooperate with Iran without informing the IAEA and incurring US sanctions.

US intelligence did not know the details of the June 1985 Chinese-Iranian nuclear cooperation agreement, but shortly before the signing of the NCA in October 1985, rumors started circulating that China had agreed to sell sensitive nuclear technology to Iran. In February 1986, China explicitly denied any nuclear cooperation with Iran. But Chinese-Iranian nuclear cooperation continued to develop secretly. In 1989, China agreed to supply Iran with a calutron—a rudimentary device for isotope separation that was created in the 1940s—for research purposes. In 1991, it promised to supply a 27-kilowatt reactor for the same purpose.63 The Chinese Foreign Ministry acknowledged those two agreements publicly for the first time only in November 1991, after the US State Department made both sales public and expressed “concern” about any Chinese nuclear assistance to Iran.64 US officials reacted to the Chinese announcement by accusing China of having supplied technology that would enable Iran to build a nuclear weapon.65 But in February 1992, the IAEA inspected the calutron in Esfahan and confirmed that it did not have any enrichment capability or facilities for handling radioactive material and therefore could be used only for production of isotopes for medical purposes, as China and Iran had asserted.66

Meanwhile, the most important Chinese-Iranian nuclear agreement of all, China’s sale of nearly two tons of natural uranium to Iran, was carried out secretly in 1991. Neither country wanted to announce that sale. Had it been admitted at the time, the sale would have cost Beijing dearly in terms of relations with the United States. The administration of George H. W. Bush was under intense domestic pressures to force China to halt all nuclear cooperation with Iran as the congressional vote approached on most favored nation (MFN) status for China. Several pieces of legislation had already been passed conditioning MFN status on various issues, including nonproliferation. The Bush administration began pressing China to reverse the decision it had announced to provide Iran with the 27-kilowatt research reactor. In March 1992, US Ambassador Stapleton Roy emphasized to the Chinese government the determination of the United States to prevent Iran from acquiring any nuclear technology, on the grounds it could ultimately be used for nuclear weapons development. The pressure continued when Washington learned that China had also agreed to supply Iran with a 20-megawatt reactor. But in October 1992, China canceled the agreement for that reactor, ostensibly for “technical reasons,” but almost certainly in response to US pressure.67

The lesson for Iran from the experiences of the period from 1985 to 1992 was that it could not report the uranium to the IAEA without jeopardizing its nuclear cooperation with China. From 1990 through 1997, Iran was negotiating with China more or less continuously on the provision of a uranium conversion facility (UCF), which was a primary objective of the Iranian nuclear program at the time. During that period, Iran continued to keep from the IAEA the fact that it was carrying out some small-scale experiments using the uranium it had purchased from China. Had it reported those experiments, it would also have had to disclose the uranium imports from China that were used in them. That would have unleashed new diplomatic pressures from the United States for a termination of all nuclear cooperation with Iran.

Most of the UF4 imported from China under the 1991 purchase agreement was used in a series of experiments between 1995 and 2000 at the Jabr Ibn Hayan lab to convert UF6 into uranium metal, intended for later use in its laser enrichment program.68 In 1997, China, under heavy US pressure, canceled the UCF purchase agreement. But even after that, Iran still had a powerful incentive to avoid informing the IAEA about the uses of uranium from China: some of the Chinese uranium was used for testing centrifuges between 1999 and 2002.69

The same logic applied as well to Iran’s laser enrichment program, which was heavily dependent on imported technology from China and another state that was never identified by the IAEA but was probably Russia.70 Each of the previously unreported nuclear experiments that Iran finally declared to the IAEA in 2003 involved suppliers of nuclear technology or material, or both, that Iran knew would come under heavy US political-diplomatic pressure if the supplier’s role were to be discovered by the United States. Iran’s motive for keeping hidden from the IAEA the various experiments and tests using uranium can thus be explained without assuming that these activities were related to a clandestine nuclear weapons program, as the official US narrative asserted.

The United States and its allies had nevertheless exploited Iran’s nuclear secrecy effectively to create a pervasive suspicion that Iran was using its civilian nuclear program to hide a covert ambition for nuclear weapons. That climate of suspicion helped ensure the discourse on Iran’s nuclear program would lack any real understanding of the political and religious factors that shaped the Islamic Republic’s approach to the nuclear issue. It is to that part of the untold story of the nuclear scare that we now turn.
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Iran’s Unknown Nuclear Politics

Iran and Chemical Weapons

Western analysts have systematically denied that Shi’a Islamic jurisprudence has played a significant role in Iran’s policy toward nuclear weapons. The Islamic Republic’s key institution of Velayat-e Faqih (“guardianship of the jurist”), which gives ultimate power over a range of issues to the supreme leader, has been viewed by critics as a theocratic institution incompatible with democracy. But, as has been clear since the beginning of the 1980–88 Iran-Iraq War, the supreme leader’s Islamic jurisprudence has been a decisive barrier to the acquisition and use of weapons of mass destruction by Iran.

A crucial part of the untold story of the Iranian nuclear program is what didn’t happen in regard to chemical weapons during that war. Iranians suffered the horrors of chemical weapons in a way that no other people have suffered since World War I. The official toll was 20,000 killed, 7,000 of whom died instantly, with at least 100,000 people “severely injured” by the nerve agents sarin and soman as well as the blistering agent mustard gas. Even 20 years after the war’s end, 55,000 people were still being treated for their illnesses from chemical weapons.1 Most of the casualties were apparently from mustard gas, which has the distinctive characteristic that the symptoms of survivors increase in severity gradually over time, so that the victims die only after suffering agony that can last decades. In 2002, one such victim, former Iranian soldier Morteza Aminpour, was quoted as saying, “I sometimes wish I was killed with a bullet.”2

Yet Iran never responded to Saddam’s use of chemical weapons with its own campaign of chemical warfare against Iraqi forces. American officials and news media should have been asking why that was the case and what the implications were for the nuclear issue. That line of inquiry would have led to a re-evaluation of the role of fatwas against weapons of mass destruction in Islamic Iran.

A fatwa is a judgment on Islamic law issued by a qualified Islamic scholar. It is not a formal legal document and does not have to take published form, but when it is issued by the guardian jurist of the Islamic Republic of Iran, it has a particularly direct and powerful impact on policy. That impact was most dramatically demonstrated during the Iran-Iraq War, when a fatwa by the founding guardian jurist of the Islamic regime, Ayatollah Ruhollah Khomeini, against the possession or use of chemical weapons prevented Iran from deploying or using such weapons for the entire eight years of war.

That episode of the missing Iranian chemical weapons should have profoundly affected the debate on the subject of the Islamic Republic’s attitudes toward weapons of mass destruction, including nuclear weapons. Unfortunately, the episode has been muddied by the general belief in the United States that Iran and Iraq were both guilty of using chemical weapons in the worst chemical attack of the war, against the Iraqi-Kurdish city of Halabja in March 1988. That attack killed at least 5,000 people and had serious long-term effects on 7,000, making it the largest chemical weapon attack against civilians in modern history.

The main cause of the confusion is a classified US Defense Intelligence Agency (DIA) report circulated within the intelligence community at the time that blamed Iran and Iraq equally for the attacks on Halabja. The primary evidence cited by the DIA was that Iran had charged that Iraq had used hydrogen cyanide, which US intelligence knew Iraq did not have in its arsenal. “We are sure that Iran uses cyanide,” an author of the study told Patrick Tyler of the Washington Post. “That’s a piece of evidence that condemns them.”3

The DIA officials also collected photographic evidence of that alleged cyanide in the form of photographs showing bluish discoloration of the skin and fingertips of Halabja victims. But in fact, such discoloration is not only an indicator of cyanide poisoning; it is also consistent with nerve gas poisoning.4 Nevertheless, some CIA analysts, including Kenneth Pollack, assumed that both sides had used chemical weapons in Halabja, based on the evidence that they understood to show signs of death from cyanide poisoning and the fact that Iraq was not known to have hydrogen cyanide gas at the time. But Pollack acknowledged that no other evidence of Iranian chemical use during the war had ever turned up and that the CIA analysts who had previously advanced that conclusion had finally discarded it.5

For his part, Patrick Tyler later learned that the DIA officers who had written the report claiming Iranian use of hydrogen cyanide had a very direct personal interest in the issue. It turned out that they had been engaged in a Defense Department program in 1987–88 to provide the Iraqi high command with detailed plans for an Iraqi air offensive against targets in the Iranian rear areas, including Tehran and other cities. In an operation called Druid Lancer, Col. Pat Lang and his deputy, Lt. Col. Rick Francona, gave the Iraqis lists of Iranian targets to bomb, along with detailed satellite photographs. Then they shuttled between Washington and Baghdad with bomb-damage assessments to help the Iraqis plan each new set of strikes. They knew, moreover, that Saddam’s air force was adding chemical weapons to the ordnance being dropped on the targets they had provided.6

So the authors of the DIA report on Halabja had a personal and institutional interest in deflecting as much of the blame for the chemical warfare atrocities away from Iraq to Iran as they could. In an interview for this book, Tyler said neither the DIA account of the gassing in Halabja nor the suggestion that the Iranians had used chemical weapons on other occasions had any credibility. “We know now that it was being trafficked by people who had a conflict of interest,” he said.7

Tyler’s conclusion was confirmed in A Poisonous Affair, Joost R. Hiltermann’s 2007 book about the Halabja chemical attack. Hiltermann concluded on the basis of many interviews with Iraqi officials and others familiar with the chemical attacks during the war that not only had Iran not used chemical weapons against the population of Halabja, but also that no real evidence had ever surfaced that Iran had used chemical weapons during the entire war. He also interviewed Lang, who confirmed that he had “insisted” on Iran’s use of chemical weapons on Halabja after the atrocity had been carried out, and was continuing to argue that case in 2000.8

The absence of any credible evidence of Iranian retaliation in response to the systematic chemical war waged against its population by the Iraqi armed forces thus appears to be a singular anomaly in the annals of modern warfare. Hiltermann, who explicitly embraced in his book the official US view that Iran had long been pursuing a covert nuclear weapons program, sought to explain the chemical weapons anomaly by suggesting that the shah’s research programs aimed at developing chemical weapons had not gotten very far when the regime was overthrown, and that the Islamic Republic “had to scramble to start its own program.” He argued that Iran “gained the capability to field chemical weapons toward war’s end” but offered no reason for Iran’s failure to master the relatively simple technology of chemical weapons for as long as six years and to use that capability before the war ended.9

The absence of any Iranian chemical weapons response to the systematic Iraqi chemical onslaught during the war cannot be explained, however, by the absence of an Iranian technical capability to produce chemical weapons. Iran’s chemical sector was quite advanced and perfectly capable of producing the same range of chemical weapons that Iraq was using in the war. “Everybody knows that during the war, Iran’s chemical industry was much more advanced than Iraq’s,” Ali Asghar Soltanieh, Iran’s ambassador to the IAEA, observed in a 2009 interview.10 The advanced status of Iran’s chemical sector during that period is documented in a DIA study.11

Hiltermann sought to bolster his argument by asserting, “Iran itself admitted in the 1990s that it had developed chemical weapons.” However, in the statement in question, which was delivered to the Conference of States Parties to the Chemical Weapons Convention (CWC) in 1998, Ambassador Mohammad R. Alborzi recalled a decision made at the height of Iraq’s chemical war to “develop a chemical weapons capability.” The distinction between WMD capability and actual WMD is one to which the US intelligence community had referred in its estimates on the issues of Iranian nuclear and alleged chemical weapons programs since the early 1990s. Alborzi noted that after the ceasefire of August 1988, that decision had been reversed and “the process was terminated.”12 In 2003, Iran’s delegate to the CWC confirmed that Iran had indeed “dismantled the facilities” under the supervision of the CWC secretariat.13

The real reason for Iran’s failure to use chemical weapons was not the inability to formulate the necessary mix of chemicals but the fact that Ayatollah Khomeini had forbidden it on the grounds of Islamic jurisprudence. After the Iraqi forces began using chemical weapons against Iranian troops, Iranian military officials raised the issue of retaliating against Iraqi forces with chemical weapons, but Khomeini refused to allow it on the ground that it was forbidden by Islam, according to Seyed Hossein Mousavian, who was then a senior official in the Foreign Ministry and close to Rafsanjani, who was named commander of Iranian armed forces in mid-1988.14 Khomeini’s fatwa against chemical weapons also reflected the consensus of Shi’a clerical authorities in the holy city of Qom during the war that such weapons were proscribed by Islam, according to a senior Shi’a cleric interviewed by an American journalist in 2003.15

Khomeini’s ruling created an obvious tension between Iran’s adherence to Islamic principles and the need to deter further chemical and city attacks by Iraq. The chemical attacks were demoralizing to Iran’s troops, as well as to the general population, especially in combination with the Iraqi attacks on cities. Iran sent dozens of victims of Iraqi chemical attacks to various European countries for treatment and pressed the United Nations to investigate Iraq’s chemical warfare and condemn Iraq’s violation of the laws of war. But the United States, Britain, and France remained silent, and the UN Security Council never condemned Iraq by name as violating the Geneva Protocol against the use of chemical weapons.16

The Iranians’ desire for some degree of deterrence against Iraq’s use of chemical weapons explains why no Iranian official ever mentioned Khomeini’s fatwa explicitly during the war. Instead, on numerous occasions, high-ranking Iranian officials issued warnings that Iran’s restraint in regard to chemical weapons would not continue indefinitely, and that Iran would be forced to act unless action was taken soon to stop Iraq’s chemical attacks. But the statements always fell short of a straightforward threat to carry out chemical attacks if Iraq did not halt its chemical warfare.

In the earliest of those statements in March 1984, Rafsanjani, then speaker of the Majlis, said during Friday prayers at Tehran University, “At present we are committed not to resort to chemical attacks. However, I don’t know how long this will remain so…. Can one be patient forever if they continue this course of action?”17 Iran’s ambassador to the United Nations elaborated Iran’s stance further. “We are capable of manufacturing chemical weapons if the Iraqis repeat the crime, [and] we may consider using them,” he declared in 1984. “But we think that to resort to retaliation can only be justified when all other means of preventing Iraq are exhausted and still Iraq repeats its crime.”18

In early 1986, Foreign Minister Ali Akbar Velayati warned UN secretary general Javier Perez de Cuellar that Iran was “left with no recourse but to resort to a new course of action” to force a halt to the chemical attacks, unless international action was taken within days. And in August 1986, Rafsanjani, asked in an interview why Iran hadn’t retaliated with chemical weapons, said, “In those early days, we took certain measures, and we can retaliate in kind.”19

In late 1987, Iraq began an offensive to bomb Iranian cities with planes and missiles, which was reported to have caused nearly half the population of Tehran to flee the capital.20 Iranian officials again began warning that their country had the capability to retaliate with the same chemical weapons used by Iraq. But the statements avoided claiming that Iran had actually manufactured chemical weapons. In December 1987, Prime Minister Mir Hossein Mousavi was quoted as saying, “The Islamic Republic is capable of manufacturing chemical weapons and possesses the technology.” In a separate statement, Mousavi said that a “Special Section” had been set up for “offensive chemical weapons.” But he also suggested that Iran’s freedom to manufacture the weapons might be limited by religious constraints. “We will produce them only when Islam allows us and when we are compelled to do so,” he said.21

In May 1988, Deputy Prime Minister Ali Reza Moayyeri said on a television program, “Of course we have had the capacity to produce chemical weapons and to use them for years, but we have not done so. We will endeavor to maintain our restraint in this regard, but restraint and patience have a time limit.”22

Iranian strategists evidently hoped that their statements suggesting the possibility of using chemical weapons might have some effect on Iraq through its American patrons. And in fact, the State Department did comment publicly that Iran was “developing a chemical weapons capability.”23 But the United States never backed away from its covert direct intelligence assistance to the Iraqi air offensive.

The fact that Iran was constrained by Khomeini’s interpretation of Islamic law during the duration of the war sheds light on the role of Khomeini’s successor as supreme leader, Ali Khamenei, in declaring nuclear weapons also forbidden by Islam. The Iran-Iraq War episode shows that the Islamic legal judgment of the guardian jurist had the power to prevent Iran from using or possessing chemical weapons, even despite the strong desire of Iranian military leaders to use those weapons. Those were stringent circumstances for a fatwa to overcome, but the evidence indicates that Khomeini’s fatwa was nevertheless effective in spite of them.

Khamenei’s Nuclear Fatwa

The role of the fatwa by Supreme Leader Ali Khamenei against nuclear weapons is more complicated than Khomeini’s fatwa against chemical weapons during the war with Iraq. The leaders of the Islamic revolution against the shah were in general agreement that nuclear weapons were inconsistent with Islam. But they were also inclined against them on political grounds unrelated to Islamic jurisprudence.

Khomeini’s aversion to nuclear weapons was based in large part on the association of such weapons with both superpowers, which Khomeini considered to be equally enemies of the Iranian revolution. Ali Asghar Soltanieh, who was in the AEOI even before the Islamic revolution, recalled in an interview that Khomeini, “speaking to masses of people on different occasions, openly deplored the nuclear weapons of the United States and the Soviet Union and called for uprising against them.”24

Khomeini went along with the partial reconstitution of the shah’s nuclear program after the 1979 Islamic revolution, but one of his most caustic commentaries on nuclear weapons came in November 1982—after the Iranian nuclear program had restarted. Khomeini declared in a speech that the two superpowers were “busy with plans to make certain weapons which are dangerous to the future of humanity.” If the two superpowers went to war, he warned, “they will destroy the world.”25

Khomeini did not issue a fatwa against nuclear weapons, however, presumably because the political leadership already had such a clear aversion to nuclear weapons on more general policy grounds that there was no need for a fatwa. Khamenei made speeches opposing nuclear weapons in 1992 and 1997.26 And in 1993, then president Rafsanjani offered the public articulation of a strategic rationale for a policy of foregoing nuclear weapons in an unprecedented interview that he gave to Time magazine. Rafsanjani said it would be “irrational” for Iran to use its limited resources to develop nuclear weapons. He said nuclear weapons could never be used in the region. And he suggested that they would not help redress Iran’s imbalance of power with the United States. A Third World country like Iran that might try to acquire such weapons, he argued, “could never complete with the major powers.”27

Those two points—the inutility of nuclear weapons, which implied their irrelevance to regional politics, and the fact that other powers would still have many times more such weapons—represented the core elements of a “realist” strategic argument against possession of nuclear weapons that would later be articulated in greater depth, especially by officials in the Iranian foreign ministry. Mohammad Javad Zarif was deputy foreign minister for 10 years and UN ambassador from 2002 to 2007, and in August 2013 he was appointed foreign minister. In 2007, he noted in an essay that nuclear weapons had played no role in the various conflicts in the Middle East since the end of the Cold War. He also wrote that Iranian policymakers believed that having nuclear weapons would not increase Iran’s regional influence but, rather, would have the opposite effect, making it more difficult to gain the confidence of neighboring states. And Iran could not compete with the nuclear arsenals of its adversaries, he wrote. Indeed, such a policy would merely make the country more vulnerable.28

Despite the evidence of a consistent posture by Khomeini, Khamenei, and Rafsanjani of opposing nuclear weapons, purveyors of the official line on Iranian intentions have cited statements attributed to Khamenei that appear to reflect an Iranian policy under Khomeini of seeking nuclear weapons. The first such statement, published in the Washington Post in April 1987, was from a speech by then president Khamenei to an audience of AEOI officials two months earlier, in which he was quoted as saying:

Regarding atomic energy, we need it now…. Our nation has always been threatened from outside. The least we can do to face this danger is to let our enemies know that we can defend ourselves. Therefore, every step you take here is in defence of your country and your revolution. With this in mind you should work hard and at great speed.29

The quoted statement makes it appear that Khamenei clearly signaled to AEOI employees that Iran’s civilian nuclear program was simply a cover to obtain a nuclear weapon. But the text of the key section of the speech in question is available in the original Farsi, and it shows that Khamenei was not linking the nuclear program to military defense against foreign threat, but arguing that the program was necessary on both economic grounds and as a way of stimulating Iran’s science and technology sectors. Khamenei was very clear in the speech about his primary concern. “We feel that atomic energy is needed for the growth and development of science in our country,” he said. And he elaborated:

Our need for nuclear energy is important because our nation is trying to embark on the path to modern industries and such a move requires ceaseless effort of our brothers and experts, and a large-scale investment in all areas. Your scientific work is like a very effective weapon, which is of the utmost importance for the political, scientific, and technological future of this nation. One of the important duties of every nation is to preserve its precious resources and to make the most of them.30

Those remarks were consistent with Khamenei’s frequent references in speeches to the high priority he placed on overcoming Iran’s scientific retardation.31 The quote that has been viewed as evidence of a nuclear weapons program, on the other hand, doesn’t sound like Khamenei’s rhetoric and appears to contradict the points he made so forcefully about the rationale for the nuclear program. The reason for that dissonance is clear from the fact that the quote came not from an official or neutral source but from the newsletter of the Tudeh Communist Party of Iran published in Stockholm two months after the Khamenei speech.32 The Tudeh Party, which had long been closely linked to the Soviet Union, had supported the Islamic Republic, but the regime suppressed and outlawed the party in 1983 after a Soviet diplomat revealed the party’s role in a Soviet plan to penetrate the regime’s institutions, in part through the Tudeh.33 The Tudeh Party had an obvious motive for misrepresenting Khamenei’s words on the nuclear program.34

Further giving away its political purpose, the article also included an account of an alleged incident in May 1979 in which an Iranian official under the shah, Fereidun Fesharaki, was summoned by a senior figure in the regime, Ayatollah Mohammad Hosseini Beheshti, and agreed under pressure to “assemble a nuclear weapons team for the regime” before fleeing to the United States. Fesharaki, who was an economist specializing in oil and knew nothing about nuclear power, much less nuclear weapons, is now a senior fellow at the East-West Center, a congressionally founded research institute in Honolulu. He said the author, David Segal, did contact him, but that Segal “made up what he wrote” and that at Fesharaki’s insistence, the Washington Post published a small notice that he denied the story.35

After the deliberately engineered crisis over Iran’s nuclear program went into high gear, however, the phony Khamenei quote took on a new life as a piece of primary evidence showing Iran’s intention to acquire nuclear weapons.36

Another statement attributed to Khamenei that has been used to buttress the notion of a long-term Iranian plan for nuclear weapons is a summary of a purported “intelligence report” by an unnamed intelligence service. The report, said to be from an internal draft IAEA document, was published in 2012 by the Institute for Science and International Security (ISIS). The summary, in its entirety, said:

The Agency [IAEA] was informed that in April 1984 the then President of Iran, H.E. Ayatollah Khamenei declared, during a meeting of top-echelon political and security officials at the Presidential Palace in Tehran, that the spiritual leader Imam Khomeini had decided to reactivate the nuclear programme. According to Ayatollah Khamenei this was the only way to secure the very essence of the Islamic Revolution from the schemes of its enemies, especially the United States and Israel, and to prepare it for the emergence of Imam Mehdi. Ayatollah Khamenei further declared during the meeting, that a nuclear arsenal would serve Iran as a deterrent in the hands of God’s soldiers.37

But that story should have been identified immediately as false. Khamenei could not possibly have declared to high officials of Iran in April 1984 that Khomeini had decided to reactivate the nuclear program, because the decision to reactivate the program had been made three years earlier, as recounted in chapter 1. And the detail about using nuclear weapons to “prepare … for the emergence of the Imam Mehdi” is an equally clear indication that the story was a fabrication. Ayatollah Khomeini was well known to have strongly opposed as dangerous nonsense the idea advocated by some fundamentalist Shi’a that they should take actions to accelerate the return of the Muslim messiah, the Mehdi.38 Despite those obvious indicators of fraud, however, mainstream news media and centrist think tanks alike accepted that fraudulent report as evidence of the Islamic Republic having long harbored the intent to acquire nuclear weapons.39

It was not until early 2003, in the wake of the intensified IAEA inquiry into the background and evolution of Iran’s nuclear program, that Khomeini’s successor as supreme leader, Ayatollah Khamenei, began to couch his anti-nuclear weapons stance in terms of Islamic principles. In a March 2003 speech at the Imam Reza Shrine in Mashad, he said, “We are not interested in an atomic bomb. We are opposed to chemical weapons…. These things are against our principles.”40 By linking nuclear weapons with chemical weapons, an issue that was decided purely on the basis of Islamic jurisprudence, Khamenei was implicitly invoking that same basis for Iran’s rejection of nuclear weapons. In August 2003, in a speech before President Mohammad Khatami and cabinet members, Khamenei made this same association between the principles on which he was opposed to nuclear weapons and those on which he was opposed to other WMDs. He declared, “By principle and fundamentals we are against weapons of mass destruction, just like we have considered biological and chemical weapons as prohibited weapons even at the time of the Imposed War.”41

Khamenei’s invocation of Islamic jurisprudence for the first time on nuclear weapons may have reflected the desire to give new emphasis to the anti-nuclear policy he had embraced consistently in the past. But there was also an internal political reason for the fatwa that appears to have been more important: the need to discourage and finally terminate the advocacy of research on nuclear weapons by some elements in the regime. And although some of those advocating the option argued that it meant only having the ability to produce enriched uranium for Iran’s nuclear reactors, others said it should include having “all the necessary elements and capabilities for producing weapons.”42

The latter argument was apparently coming from military research centers, especially those affiliated with the Islamic Revolutionary Guard Corps (IRGC), which was playing a key role in development of the Iranian ballistic missile program. Beginning in the late 1990s, some of those individuals and institutions initiated research projects related to nuclear weapons without the approval of either the Supreme National Security Council (SNSC)—the interagency group that coordinated policy on national security issues—or Khamenei. Although Khamenei and the secretary of the SNSC, Hassan Rouhani, were undoubtedly aware that some research was going on, François Nicoullaud, the French ambassador at the time, had the impression that they were not aware of the scope and the details of the research.43

In October 2003, Rouhani was named first coordinator for nuclear policy in Iran. He immediately moved to define Iran’s anti-nuclear weapons policy more precisely and to tighten control over those entities that had gone ahead with projects related to nuclear weapons. It was all part of his effort to avert a crisis with the United States and Europe over Iran’s nuclear program. It began with the new policy of full cooperation with the IAEA that was communicated to the agency on October 16, 2003. On October 21, Rouhani reached a preliminary agreement with the foreign ministers of the United Kingdom, France, and Germany in which Iran said it had decided on a voluntary suspension of enrichment and acceptance of the Additional Protocol, the IAEA safeguards agreement giving the agency much more intrusive powers of inspection.44

The next day, Khamenei gave a speech in which he said, “The Islamic Republic of Iran, based on its fundamental religious and legal beliefs, would never resort to the use of weapons of mass destruction. In contrast to the propaganda of our enemies, fundamentally we are against any production of weapons of mass destruction in any form.” Three days later, Rouhani told students at Shahrood Industrial University that Khamenei considered nuclear weapons religiously illegal.45

The purpose of drawing attention to the first fatwa against nuclear weapons was not to impress foreign governments but to enforce the other key nuclear decision made at the same time. A high-ranking Iranian official told French ambassador François Nicoullaud that Rouhani had sent a circular to all Iranian departments and agencies, civilian and military, directing them to report in detail any past or present nuclear activities. In July 2013, Nicoullaud described the circular as further ordering any unauthorized projects to be terminated. A few weeks later, an associate of Rouhani’s told Nicoullaud that Rouhani’s team was having difficulty getting researchers to give up their pet projects.46

Khamenei’s allies understood that his October 22 statement referring to the un-Islamic nature of nuclear weapons was linked to Rouhani’s crackdown on the unauthorized weapons-related research projects that various researchers had initiated. Hossein Shariatmadari, the editor of the conservative newspaper Kayhan and an adviser to Khamenei, alluded in an interview to tensions between the Rouhani team, backed by Khamenei, and those researchers who were not responding to or were resisting the Rouhani circular. Shariatmadari suggested that some researchers were being stigmatized for working “clandestinely”—and that their projects were being characterized as being just as un-Islamic as actual nuclear weapons. Khamenei was forcing those working on such projects to “admit that it is forbidden under Islam,” Shariatmadari said.47 Four years later, a US intelligence official said that at least one senior Iranian military officer and perhaps others as well had expressed dismay in 2007 that some unidentified nuclear weapons-related work had been shut down in 2003.48

Khamenei thus introduced his anti-nuclear fatwa in 2003 to enforce the injunction on any work on nuclear weapons in order to put an end to arguments and activities that threatened Iran’s stance against nuclear weapons. Khamenei reintroduced it for a different purpose, however, in a sermon after Friday prayers on November 5, 2004. Khamenei said, “No sir, we are not seeking to have nuclear weapons,” and added that “manufacture, possess or use them, that all poses a problem. I have expressed my religious convictions about this, and everyone knows it.”49 Khamenei’s reiteration of the fatwa came at a particularly sensitive moment in Iran’s negotiations with Britain, France, and Germany on a possible longer-term agreement on the nuclear issue and broader relations. On that same day, an Iranian envoy was meeting with the Europeans in Paris for a negotiating session that would last 23 hours.50

When Rouhani negotiated with the British, French, and German foreign ministers in December, a key issue in the discussion of a longer-term agreement was what “commitments” Iran would make to foreswear nuclear weapons. Rouhani recalled in a 2012 interview, “I told the three European ministers that they should know about two explicit guarantees from our side, one of which is the fatwa of the Supreme Leader.” Rouhani recalled describing the fatwa as “more important to us than the NPT” or “any other law.”51

For years, Western media and anti-Iran interests simply ignored Khamenei’s fatwa prohibiting nuclear weapons. But speaking in Istanbul in April 2012, Secretary of State Hillary Clinton appeared to take seriously the reports she had received from Turkey’s prime minister and foreign minister about Iran’s religious prohibition on nuclear weapons. She added, “We, of course, would welcome that. Yet, I think it’s important that it be operationalized.”52 Immediately a chorus of Israeli and US right-wing commentators derided the idea of a Khamenei fatwa against nuclear weapons.53 Many US news media questioned the significance, if not the existence, of the fatwa. The New York Times published a news analysis suggesting that Khamenei’s statements were “contradictory” and subject to “wildly different interpretation”—but provided no evidence of such confusion except the clearly fraudulent intelligence report about an alleged 1984 meeting that the ISIS had published. The Washington Post reported the same phony intelligence in dismissing the fatwa. National Public Radio’s Mike Schuster reported that no written evidence of such a fatwa existed, and referred to “concepts in Shiite Islam—lying to protect the life of Muslims or expediency to guard the interests of the state.”54 That was a reference to the argument that the Islamic concept of taqiyya allows Muslims in general and Shi’a in particular to lie to protect the interests of Islam against enemies. In fact, the doctrine of taqiyya allowed Shi’a minorities in Sunni Muslim societies to say they were Sunnis in order to save their lives or property. It had long been a propaganda theme used by the Israelis and their supporters to charge Iran with lying, but it had been discredited by scholars of Islam.55

Iranian-British historian Ali Ansari cast doubt on the significance of the fatwa, suggesting that Khamenei had not followed established procedures for such a fatwa and claiming (contra the on-the-ground reporting from Robert Collier) that there was essentially no support for such a position from clerics at Qom.56 Ansari also argued that fatwas could be easily changed and therefore do not represent a reliable indicator of long-term policy.57 But Sasan Aghlani, a scholar working on a doctoral dissertation on how the views of Iran’s ulama (Islamic scholars) have contributed to Iran’s policy on nuclear weapons, said the form of the fatwa is irrelevant. “The fact that Khamenei has said it in front of thousands of people,” said Aghlani, “is regarded as sufficient.” He wrote that the fact that the fatwa was known to have come from the “guardian jurist” (veli-ye faqih) ensured that it was “binding on the Iranian government and takes precedence over ordinary legislation.”58 Mousavian also emphasized that a fatwa by the supreme leader is the equivalent in the Iranian legal system of “a state decree issued by a religious leader also governing the nation.”59

These two episodes—Khomeini’s wartime fatwa prohibiting Iran from manufacturing or using chemical weapons and Khamenei’s 2003 fatwa against the manufacture, possession, or use of nuclear weapons—provided concrete evidence that religious prohibitions on WMD by the supreme leader have not been mere propaganda but have played a decisive role in determining Iran’s policy on both chemical and nuclear weapons issues.

Latent Deterrence

Iran’s national security strategists believed that its ability to enrich uranium would confer security benefits on Iran. That belief is consistent with what has been called a “nuclear hedging” or “latent deterrent strategy,” which is based on the assumption that having the knowledge that would allow the state to become a nuclear power if it chose to do so would tend to deter adversaries from attacking.60

Former IAEA director general Mohamed ElBaradei said in a 2004 interview with the New York Times, “If you are really smart, you don’t need to develop a weapon, you just develop a capability. And that is the best deterrence.” He called states like Iran that could make a convincing case that they had such a capability, but that do not make nuclear weapons, “latent weapons states.”61

A number of states have embraced such a nuclear hedging strategy over the last few decades, some of which were discovered secretly carrying out a nuclear weapons program and then decided under pressure to give it up (e.g., South Korea, Taiwan). Others, such as Japan and Egypt, have discussed publicly the circumstances under which they might become nuclear weapons states but are not known to have made such a decision.62 (Japan’s ability to produce nuclear weapons within a relatively short time frame if it should choose to—like that of many nonnuclear European countries—is much more evident than Egypt’s.)

The head of the nuclear program under the shah, Akbar Etemad, later recalled that the shah had told him his nonnuclear weapons policy would be reconsidered if any other state in the region acquired such weapons or Iran’s security was threatened.63 For Islamic Iran, the existence of the anti-nuclear weapons fatwa would make it very difficult, if not impossible, for the Islamic regime to justify a decision for nuclear weapons, regardless of other states in the region acquiring them. But Iranian strategists have long calculated that the existence of Iran’s civilian nuclear program itself could have a deterrent effect on its adversaries. At a dinner during a conference in Tehran in 2005, then nuclear policy coordinator Hassan Rouhani told George Perkovich of the Carnegie Endowment for Peace, “We don’t need a bomb…. If we have the mastery of the fuel cycle, our neighbors in the region will draw the necessary inference.”64

In 1991, Rouhani became head of the Center for Strategic Research, a think tank officially attached to the president’s office, then in 1997 moved (with former president Rafsanjani) to the Expediency Council. In 2006, a senior fellow at the center, Nasser Saghafi-Ameri, wrote in an analysis of Iran’s nuclear policy options that Iran’s nuclear program was consciously emulating the “Japan model.” Like Japan, he noted, Iran wished to remain in “full compliance with the NPT”; but it was also entitled to “acquire the technology needed for peaceful production of nuclear fuel for its power plants.” In an obvious effort to increase the deterrent value of the enrichment program, he added, “In a very drastic situation such as military attack against Iran,” Iran might be compelled to follow the “North Korea model”—that is, to leave the NPT and become a nuclear weapons state.65

In 2010, Iran’s Majlis speaker and nuclear negotiator, Ali Larijani, stated on a trip to Japan that Iran would follow the Japanese model in its nuclear program.66 In citing the “Japan model,” Saghafi-Ameri and Larijani were invoking a state that has amassed the world’s largest stockpile of plutonium, which would be available for weaponization the moment Tokyo should decide to leave the NPT. Moreover, top Japanese political leaders have periodically discussed in public the possibility of becoming a nuclear weapons power under certain conditions.67 The invocation of the Japanese model appears to be a bid to exploit the obvious tolerance by the United States of a close ally’s open embrace of a nuclear hedging strategy, thus conferring legitimacy on a similar stance by Tehran.

Gary Samore, the senior director for nonproliferation on the US National Security Council staff from 1996 to 2000, and President Barack Obama’s special assistant for proliferation issues until late 2012, confirmed in 2008 that Iranian officials had told him privately that they were aiming at such a hedging capability. “They need to have—for their own survival and security, they need to have the ability in extremis to build nuclear weapons.” Samore added that the Iranians told him “they would never actually build nuclear weapons, because they know that would scare the neighbors and it could risk war.” He quoted the unnamed Iranian officials as saying, “We’ll be content with a latent capability, with a breakout option, but we’ll never actually use it.”68

Some US intelligence analysts had been saying for years that they believed Iran was pursuing a hedging strategy in its nuclear program. Flynt Leverett, a former CIA analyst on Iran, told me in May 2006, “What [Iranians] seek is a technical basis for nuclear weaponization. They want to be like Japan.”69 Paul Pillar, who was the national intelligence officer for the Near East and South Asia from 2000 to 2005, recalled in an interview in 2009 that his assessment had been that Iran was pursuing precisely such a “hedging strategy” rather than a decision to actually make nuclear weapons. He said that he and other analysts of Iranian national security policymaking believed that any decision to build a nuclear weapon would “depend on circumstances of the time, and that’s a decision yet to be made.”70

Evidence on the public record shows that Iran’s latent deterrent has already been effective in discouraging the United States from attacking Iran. George W. Bush’s CIA director, Michael Hayden, stated in 2012, “When we talked about this in the government, the consensus was that [attacking Iran] would guarantee that which we are trying to prevent—an Iran that will spare nothing to build a nuclear weapon and that would build it in secret.”71 That was most likely a reference to discussions the Bush administration had held in 2007 about proposals that Bush and Vice President Richard Cheney had made to launch an attack on Iranian nuclear facilities or on Islamic Revolutionary Guard Corps bases on the pretext of Iranian involvement in attacks on US troops in Iraq. Both those proposals were opposed and effectively stymied by the combination of Secretary of Defense Robert M. Gates, chairman of the Joint Chiefs of Staff Gen. Peter Pace, and the new commander of the Central Command, Adm. William Fallon.72

Bargaining Chips

Iranian national security officials and Khamenei himself have also viewed the accumulating stocks of low-enriched uranium as a source of diplomatic leverage on the United States. For the realists who have dominated Iranian foreign policy, led by former president Rafsanjani and including Hassan Rouhani, whom Rafsanjani promoted to the position of secretary of the Supreme National Security Council in 1988, breaking out of Iran’s international isolation and gaining recognition of its legitimate interests in the region have been central objectives of foreign policy. These figures understood that Iran would ultimately have to reach an agreement with the United States. In 1989, when he was president of Iran, Rafsanjani proposed that Iran should initiate a diplomatic dialogue with the United States aimed at striking a “Grand Bargain” to resolve all outstanding issues. But as Rafsanjani revealed in a 2011 interview, Khamenei had vetoed the idea.73

One of the main differences between Khamenei and Rafsanjani, however, was over when and under what conditions Iran should be prepared to negotiate with the United States. Khamenei believed the United States would not negotiate in good faith until Iran was in a much stronger position. In the 1990s, Iran was still weakened by its exhausting war against Iraq, and it needed more time to strengthen both its economy and its military forces—especially its ability to deter any new attack from outside. In January 1998, President Khatami spoke in an interview with CNN about opening a dialogue with the American people. But just one week later, Khamenei declared at Friday prayers that talks with the United States “have no benefit for us and are harmful to us.”74 According to historian Shaul Bakhash of George Mason University, Khamenei gave several reasons for not holding such talks, but, he recalled, “One of them was you don’t negotiate until you are strong enough.”75

One of the developments Khamenei presumably expected would strengthen Iran’s bargaining position with the United States at some point was the development of a ballistic missile that could retaliate in the event of an attack by the United States or Israel. But another important factor in Khamenei’s calculus would certainly have been that Iran’s ability to demonstrate its mastery of the nuclear fuel cycle by beginning to enrich uranium would bolster Iran’s bargaining position with the United States by creating a problem about which the United States would then have an incentive to negotiate. So Khamenei apparently reasoned that there was no point in entering into talks with the United States before Iran would be able to exploit that new source of leverage.

In the late 1990s, political scientist Jalil Roshandel was working on a study titled “Impact of Nuclearization on the Security of the Third World Countries” for the think tank affiliated with Iran’s foreign ministry. Roshandel, who later took up a teaching job at East Carolina State University, recalled that in 1998–99, some well-connected figures with whom he spoke believed that having a latent weapons capability in the form of enriched uranium would constitute a set of bargaining chips that could be used in negotiations with the United States over the sanctions that had been imposed on Iran and recognition of Iran’s legitimate role in the region.76

In April 2006, President Mahmoud Ahmadinejad announced that Iran had achieved a 3.6 percent level of enrichment of uranium at its Natanz facility.77 Just one month later, Khamenei’s top foreign-policy adviser, Ali Akbar Velayati, who had been Khamenei’s foreign minister from 1981 to 1989 and Rafsanjani’s foreign minister from 1989 to 1997, stated explicitly that it was time for Iran to engage the Americans in negotiations. Velayati told a seminar in Tehran that “We have at no time until now had such powerful means for haggling.” He concluded, “Now that we have the power to haggle, why don’t we haggle?”78

The former foreign minister referred specifically to “the influence we have now in Iraq and Palestine” as increasing Iran’s bargaining power. He and Khamenei doubtless hoped to take advantage of Iran’s apparent influence in both countries to gain bargaining leverage with the United States. But they had remained silent on this point in 2004 and 2005, even as US troubles in Iraq became increasingly apparent. Velayati did not refer explicitly in his address to the seminar to the stocks of low-enriched uranium (LEU) that Iran was then accumulating. But senior Iranian national security officials had been saying in private conversations since 2003 that they viewed the accumulation of a stockpile of LEU as a bargaining asset that could give Iran leverage in future negotiations with the Europeans and the United States.79

Iranian negotiators had already tried in 2005 negotiations with the Europeans to draw on the bargaining chips they believed were accruing to them in anticipation of the enrichment program that Iran had declared. In March 2005, Iran offered to limit the number of centrifuges in operation at Natanz and even to immediately convert all enriched uranium to fuel rods for its nuclear reactors in return for political-security benefits.80 The premise that even potential stockpiles of enriched uranium could be used as negotiating chips with the West proved faulty: the Bush administration was simply not interested in negotiations with Iran. But that Iranian effort to exploit anticipated future enrichment nevertheless provides a window on the Iranian strategic calculus.

In September 2009, the Obama administration proposed a deal that would require Iran to ship three-fourths of its LEU out of the country and then wait for more than a year for 20 percent enriched uranium fuel rods to be returned to it. The Iranians understood that Iran’s right to enrich would be implicitly recognized under the deal. But the US proposal for a swap of three-quarters of all the LEU Iran had accumulated to fuel Iran’s Tehran Research Reactor (TRR) seemed aimed at stripping Iran of most of its LEU. All of Iran’s political factions united in objecting to the US demand on the grounds that it would deprive Iran of the leverage it had gained from its LEU stockpile. It should not have been a surprise that Iran agreed only to a straight swap of LEU for fuel rods, batch by batch, which meant that it would retain all its bargaining chips for negotiations with the United States.81

Meanwhile, Iran was working on another technical advance that it hoped would translate into diplomatic leverage on the United States. Iran’s inability to produce the fuel rods from abroad for its TRR had given the United States the opening to try to pry away the bulk of Iran’s LEU stockpile. But on the eve of the second round of talks in Vienna in October 2009 with the United States, Russia, and France on an agreement on the external supply of fuel to the TRR, a spokesman for the AEOI said that if no deal was reached on the matter, Iran would begin enriching uranium to 20 percent itself, and then turn it into fuel rods for the TRR.82 Enriching uranium to 20 percent would also bring Iran closer to the capability to enrich to weapons grade (90 percent), which the Iranians knew the United States would use to accuse Iran of moving closer to the ability to make a bomb. But they also calculated that it would give the United States a new incentive to agree to the compromise offer from Iran.

Iran began enriching uranium to 20 percent in February 2010, but made it clear it was ready to stop that enrichment if the United States and Russia agreed to supply the fuel without attaching additional conditions on Iran. In an interview with Al Jazeera, AEOI chief Ali Akbar Salehi said, “If they are ready to supply the fuel plates, we will stop the [20 percent] enrichment.” He indicated that he had told the Russian ambassador the same thing.83

The belief that Iran’s enrich capabilities and actual stockpile of enriched uranium were significant sources of diplomatic leverage on the United States has been a central thread in Iran’s diplomatic behavior for the past decade. Although they also sought to exploit Iran’s influence in various trouble spots from Iraq to Israel-Palestine, Iranian strategists have depended on Western concern about Iran’s enrichment capabilities to make the United States more willing, eventually, to accommodate Iran’s interests. The refusal of the United States to recognize that fact and its insistence that the accumulation of enriched uranium was evidence of the military aim of the program was part of the construction and maintenance of a political crisis over the nuclear program.

The Role of Iranian Nationalism

Before 2003, the nuclear program had been a high-profile political issue in Iran that was widely discussed by the Iranian public. But the high-visibility campaign that Western nations launched in 2003 to pressure Tehran to give up enrichment and make far-reaching concessions regarding the monitoring of its nuclear program touched a raw nerve of Iranian nationalism.

Two moves that the United States and its allies launched via the influence they exercised in the IAEA provoked this explosive nationalist response. The first was a statement by the IAEA Board of Governors on June 19, 2003, that called on Iran to rectify shortcomings in regard to its reporting of nuclear activities and to accept the Additional Protocol without any conditions. The second was a board resolution in September 2003 that formally requested that Iran “sign, ratify and fully implement the Additional Protocol,” along with a second and even more stringent demand that Iran “suspend all further uranium enrichment activities.” The September resolution gave Iran less than two months to satisfy the board that it was taking “corrective measures” and threatened to report Iran to the UN Security Council if it failed to do so.84

In the context of the US invasion of Iraq only a few months earlier, those demands suggested to many inside and outside Iran that the United States was threatening to launch a war against Iran to force it to abandon its nuclear program. The demands and threat clearly implied in them provoked a political crisis in Iran, polarizing the political elite between those who were primarily concerned about convincing the West that Iran did not have any intention of obtaining nuclear weapons and those who were determined to defy what they regarded as a threat to Iran’s independence.

Some officials were convinced that Iran was being pressured to capitulate to demands that would sacrifice its sovereignty and independence. Privately, the supreme leader’s adviser on foreign affairs, the former foreign minister Velayati, likened the Additional Protocol to the 1828 Treaty of Turkmenchay, which had ceded a large part of what was then Iranian territory to Russia following the Russo-Persian War. Hossein Shariatmadari, the editor of Kayhan, who was also a political adviser to Khamenei, was among those political figures calling for withdrawal from the NPT to assert Iran’s right to a nuclear program. There was an intense political debate over whether signing the Additional Protocol was a necessary adjustment in policy or an act of “treason.”85

That nationalist reaction made it very difficult for Ayatollah Khamenei to find a way to respond without appearing to bow down to aggressive Western demands or triggering a dangerous confrontation. In October 2003, Rouhani, who was responsible for nuclear negotiations with the West, worked out a compromise with the United Kingdom, France, and Germany under which Iran agreed to sign the Additional Protocol while insisting on its absolute right to enrich uranium. But harsh criticism from nationalists continued through 2004 and 2005. The hard-liners’ position that Iran should reject the Additional Protocol appears to have had far more popular support than the pragmatic view that Iran should accept it as part of a broader package deal. Supporters of the hard-line position likened their campaign against bowing to these Western demands to the issue that had prompted Iran’s biggest nationalist mobilization of the 20th century, the oil nationalization movement led by Mohammad Mossadegh in the early 1950s.86 (Every March 20 is still celebrated in Iran as the anniversary of Iran’s nationalization of British oil interests there, following years of struggle against British and US pressures in opposition to such a move.)

Ever since the external pressure on Iran to cease its enrichment began in 2003, Iranian public support for Iran’s right to enrich uranium has been virtually unanimous. A 2009 opinion survey, for example, showed it as high as 98 percent.87 That situation of almost complete consensus about Iran’s nuclear rights has made it politically impossible for any Iranian government to agree to a demand for a permanent halt to uranium enrichment. During the negotiations with the Europeans from 2003 to 2005, senior Iranian officials said in private conversations that the government would have collapsed overnight if it had gone along with the European demand that Iran give up its right to enrich by agreeing to end enrichment indefinitely.88

That same near unanimity had an obvious impact on electoral politics as well, creating a dynamic similar to the Cold War US pattern of non-incumbent presidential candidates portraying incumbent presidents as soft on communism. During the 2005 presidential election campaign, candidate Mahmoud Ahmadinejad accused his opponent, former president Rafsanjani, of favoring far-reaching concessions to the Western powers that would give up Iran’s nuclear rights. In 2007, after Ahmadinejad had consolidated his position as president, he even arrested former nuclear negotiator Hossein Mousavian, who was a key ally of Rouhani and Rafsanjani, on trumped-up charges of “espionage.”89

The nuclear program has not only been invested with the symbolism of Iranian independence and sovereignty in the face of foreign encroachment, it has also become a source of national pride in scientific-technological prowess. That development was fueled in part by the fact that the uranium conversion facility and the centrifuges and the rest of the equipment for the enrichment facility were designed and built without foreign assistance, except for the basic blueprints. The AEOI appealed to Iranian pride by describing these facilities as an Iranian scientific-technical accomplishment that foreign states had told Iranian scientists and engineers was beyond them. In a newspaper interview, AEOI vice president Mohammad Saeedi recalled, “When we started nobody believed we could develop an indigenous nuclear technology,” and even the Iranian scientists “did not know if they were capable of doing this.”90

Iranian ambassador to the IAEA Ali Asghar Soltanieh, who had been an official in the nuclear program under the shah, said in a 2009 interview, “Nuclear energy has an advantage. Nuclear technology is a meeting point of all disciplines with high standards. Nuclear grade standard is always the best.” Mastering the precise standards of nuclear energy, he said, had given the entire scientific sector in Iran a major boost in confidence. “Scientists are believing in themselves more…. In many scientific areas, Iran is among the top ten.”91 Iran’s nuclear program was indeed a decisive factor in the leap forward in the country’s scientific-technical sector that followed the decision to launch an independent capability for conversion and enrichment. A global study in 2010 showed that Iran’s production of scientific-technical research, as measured by its output of scientific and technical publications, had increased faster than any other country’s in the previous decade, and that nuclear-related fields had led the way by growing the fastest.92

By systematically eliminating the key historical facts and real Iranian calculations from the picture, American and Israeli officials have produced a caricature of an Iranian leadership obsessed with obtaining nuclear weapons. That systematic failure of both governments to apprehend the truth was no accident: it was a function of the political and bureaucratic interests that have driven both US and Israeli policies toward the Iranian nuclear program for two decades. We now turn in the next two chapters to a thorough examination of the unacknowledged but crucial factors underlying the US-Israeli manufacture of the Iran nuclear crisis.
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US Political Origins of the Nuclear Scare

An Opening to Tehran Falls Through

The end of the Iran-Iraq War and the death of Ayatollah Khomeini in 1989 brought the most far-reaching political change in Iran since the founding of the Islamic Republic in 1979. President Khamenei was selected by the Assembly of Experts as the new supreme leader of the regime, and Majlis speaker Rafsanjani replaced Khamenei as the chosen candidate for the presidency in the July 1989 election. Rafsanjani’s victory in that election brought to power a pragmatic conservative who was openly committed to integrating Iran into the global economic system. Rafsanjani spoke English even more fluently than his Berkeley-educated brother and believed Iran needed to convince the West to invest in the Iranian economy.1

Along with the end of the Iran-Iraq War in late 1988, the ascendance of Rafsanjani was the first obvious opportunity to shift US Iran policy from open enmity to some form of working relationship. President George H. W. Bush recognized the opportunity and pledged in his inaugural address on January 20, 1989, that Iran’s “assistance” in the liberation of US hostages being held by militant groups in Lebanon would be “long remembered,” adding, “Goodwill begets goodwill.” Bush then asked UN Secretary General Perez de Cuellar to convey a message to Rafsanjani: Bush was ready to improve US-Iran relations if Iran used its influence in Lebanon to free the US hostages. National security adviser Brent Scowcroft recalled later that Bush was not willing to negotiate directly with Iran over the hostages, but that he was prepared to “reach out subtly” to Iran through that language. “It was a signal,” said Scowcroft. “A gesture: you do something nice for us, and I will do something nice for you.”2

In October 1989, the Bush administration issued a top-secret national security directive on policy toward the Persian Gulf that said the United States “should continue to be prepared for a normal relationship with Iran on the basis of strict reciprocity.” It said the process of normalization had to begin with Iran’s ending its “support for international terrorism” and freeing the hostages in Lebanon. It cited a number of conditions for full normalization of relations, including “improving relations with neighbors” and “improving its human rights record,” but it suggested, by implication, that at least a thaw in relations short of normalization could take place without those conditions being realized.3 That policy appears to have reflected recognition on the part of Secretary of State James Baker that Iran, which was much less hostile to Israel than it was to Iraq, might share some political interests in the region with the United States.4 The August 1991 “National Security Strategy of the United States” again left the door open to “an improved relationship with Iran,” provided Iran “makes clear it is lending no support to hostage-taking or other forms of terrorism.”5

Giandomenico Picco, the UN negotiator sent to meet with Rafsanjani, repeated Bush’s vow to reciprocate Iran’s help in freeing the hostages. In 1991, Rafsanjani set about actively working to obtain the release of hostages held by Shi’a militants in Lebanon with whom Iran had maintained close ties, using secret intermediaries and, in early December 1991, a personal visit to Beirut by Iranian foreign minister Ali Akbar Velayati. That visit was followed on December 4, 1991, by the release of the last American hostage.6

After that, Bush and Scowcroft proposed to undertake a reciprocal gesture, in keeping with Bush’s promise in his inaugural address nearly three years earlier. In a meeting with UN mediator Picco in mid-January 1992, Scowcroft said it might be possible to take Iran off the terrorist list, reduce economic sanctions, and compensate Iranians for the July 1988 shoot-down of an Iranian civilian Airbus by the US Navy, which had killed all 290 Iranian passengers and crew. Scowcroft told Picco he believed a decision might be made in early March. Picco kept his personal notes of the meeting, from which he quoted in an interview with the author.7

When Picco met Scowcroft again on February 25, 1992, Scowcroft told him that the administration was still considering allowing the sale of some airplanes and parts and easing other economic sanctions. But on April 2, Scowcroft telephoned Picco to tell him that it was now unlikely that there would be any lifting of economic sanctions, because Iran was guilty of terrorism abroad.8 And in a meeting with Picco on April 10, Scowcroft said that there would be “no goodwill to beget goodwill” after all.9

What happened to Bush’s reciprocal gesture? Many years later, Scowcroft described the meeting that he and Bush had held with other “principals” in the administration—the secretaries of state and defense and the CIA director—to discuss the proposed gesture to Iran. Bush indicated that he was “sympathetic,” according to Scowcroft’s account, but “everyone else said Iran is behaving so badly in so many different ways that to reward them by lifting sanctions … is just impossible for us.” The senior National Security Council (NSC) official on the Persian Gulf, Bruce Riedel, recalled, “The problem, as I told Gen. Scowcroft in that meeting, was that Iran was now deeply engaged in other acts of terrorism that made it very, very difficult to do anything to improve the relationship.” Scowcroft’s explanation was simple: “I lost the argument.”10

The more detailed account Scowcroft gave to UN mediator Picco in April 1992, however, suggests that a deeper set of political dynamics drove the refusal to make any reciprocal gesture to Iran. Scowcroft indicated that the decision was related to “new intelligence” that supposedly indicated that Iran was embarking on a new course of terrorist actions and military aggressiveness. Scowcroft told Picco that the new intelligence showed that Iran had made a policy decision to follow “a different road” from one that would have allowed improved relations with Washington. He referred to an alleged assassination of an Iranian national in Connecticut by Iranian agents and to intelligence reports that Iran would use “Hezbollah types” in Europe and elsewhere to respond to Israel’s assassination of Hezbollah leader Abbas Mussawi in southern Lebanon in February. But Scowcroft said the intelligence also indicated that Iran was intent on “rearmament” and that it was trying to acquire nuclear weapons.

But Scowcroft cited no intelligence of an actual terrorist attack by Iran, except for the claim of an Iranian assassination of someone who was not identified somewhere in Connecticut. And that claim was apparently either a mistake or a deliberate ruse by someone seeking to justify the refusal to make any reciprocal gesture to Iran, because no such assassination was ever registered in the FBI’s central database of incidents relevant to its work.11 Although he reported the anticipation of future terrorism, Scowcroft did not suggest that Iran was behind the bombing of the Israeli Embassy in Buenos Aires on March 17, 1992.

It is no accident that the characterization of Iran as a sponsor of terrorism and a WMD proliferator began to surface immediately upon the return of Robert Gates as CIA director, after he had served as deputy national security adviser under Scowcroft since August 1989. On November 23, 1991, just two weeks after Gates became CIA director, a “senior administration official” was quoted in the Los Angeles Times as saying that relations with Iran would remain in the “deep-freeze,” mainly because of Iran’s “continued support for international terrorism” and its pursuit of WMD capabilities. The official maintained that if the United States made a gesture to Tehran in response to the freeing of American captives, Rafsanjani would “come under severe domestic political pressures to rebuff any American overture.”12

That comment about Rafsanjani and a possible gesture toward Iran could only have come from someone in the inner circle of the administration knowledgeable about the Bush-Scowcroft plan. As the New York Times had reported three months earlier, there had been no interagency or highlevel meetings on Bush administration policy toward the hostage issue, and the only officials who were kept informed were Bush, Secretary of State Baker, Scowcroft, and Scowcroft’s deputy, Gates.13

In his public testimony before congressional committees in early 1992, moreover, Gates portrayed the Islamic Republic as a threat to the security of the Persian Gulf and to US interests. In testimony before the Senate Armed Service Committee in January, Gates provided a litany of charges against Iran that implicitly argued against any move to improve relations. “Despite the apparent pragmatism of President Rafsanjani,” he said, Iran “still poses a potential threat to its smaller neighbors and to a free flow of oil through the Gulf.” He maintained that Tehran was continuing to “support terrorism as an instrument of state policy, despite its role in securing the release of the hostages” and that it had “embarked on an ambitious effort to develop its military and defense industries, including programs for weapons of mass destruction.”14

In his testimony before the House Armed Services Committee in late March, Gates reiterated the same twin themes of Iranian pursuit of terrorism and WMD, but this time he was more explicit about nuclear weapons. He declared that Iran “is developing a capability to produce weapons of mass destruction” and “seeking to acquire a nuclear weapons capability.” Gates asserted that the intelligence community expected Iran “probably to promote terrorism and other active measures aimed at undermining progress toward Israeli-Palestinian reconciliation.” Despite the fact that the testimony came nearly two weeks after the bombing of the Israeli Embassy in Buenos Aires, however, Gates did not suggest that Iran was behind that bombing. To complete the picture, he reminded the committee members that Iran “has not abandoned the goal of one day leading the Islamic world and reversing the global dominance of Western culture and technology.”15

What members of Congress and the press could not have known was that the Gates portrayal of Iran as an aggressive terrorist state bent on nuclear weapons distorted the actual assessment of the intelligence community on Iran—sometimes subtly, sometimes not. A national intelligence estimate (NIE) on Iran completed on October 17, 1991, three weeks before Gates returned to the CIA as director, has since been declassified, and it concluded that President Rafsanjani’s foreign policy had reflected the dominance of “pragmatism” over “ideological purity” and that Iran had been “gradually turning away from the revolutionary excesses of the past decade … toward more conventional behavior.”16

Contrary to Gates’s assertion that Iran represented a threat to the security and stability of the Gulf, the NIE concluded that Iran would not seriously threaten US interests over the two-year period covered by the estimate. It cited both the “grave weakness” of the Iranian economy and the fact that Iranian military forces had “limited capabilities” and were “less able to harm vital U.S. interests” than they had been in the past. The estimate also said both President Rafsanjani and Supreme Leader Khamenei believed that Iran’s interests lay in better relations with the West.17

Although the estimate’s section on Iran’s nuclear program was deleted from the declassified document, the main thrust of the assessment is clear from a New York Times report shortly after the estimate was circulated within the administration: the NIE had characterized the Iranian nuclear program as disorganized and still in its initial stage of development. The Times story further revealed that “some administration officials” believed the NIE “underestimates the scope of Iranian intentions.”18 That was presumably a reference to Gates, still at that moment the de facto NSC coordinator on intelligence matters and the one official with a known stake in a clear-cut conclusion that Iran had embarked on a nuclear weapons program.

On the terrorism issue as well, Gates had substituted his own views for those of the intelligence community. In contrast to his suggestion that the intelligence community had concluded that Rafsanjani’s government would “probably promote terrorism,” the NIE had actually concluded that Iran was “unlikely to conduct terrorism directly against U.S. or Western interests during the next two years, but it is supporting radical groups that might do so.”

The possibility that the White House had authorized Gates to publicly cite intelligence on Iran that would be used as an argument against any reciprocal gesture can be ruled out. He began his campaign to demonize Iran before the last US hostage had been released from Lebanon in early December—something the White House could not have countenanced. The aim was evidently to force the president’s hand in regard to Iran policy.

Gates declared in congressional testimony that Iran had “embarked on an ambitious effort to develop its military and defense industries, including programs for weapons of mass destruction.”19 Then two months later, he told a congressional committee, “We judge that Tehran is seeking to acquire a nuclear weapons capability.”20 Gates’s substitution of his own judgment for that of the national intelligence estimate on Iran in his testimony would have been no surprise to those who had worked under Gates as deputy director for intelligence and then deputy director of central intelligence under Director William Casey. Intelligence analysts recalled him as Casey’s enforcer in bullying analysts to toe the CIA director’s policy line in assessments involving the Soviet Union and Central America. A number of CIA intelligence analysts later recalled that Gates had let analysts know that he expected their papers to be consistent with the “party line,” and that those who had dared to write analyses that were not supportive of the policy had often gotten “nasty” memos from Gates.21 And when the analysts wouldn’t write what Gates wanted, he sometimes simply changed it unilaterally, as he did to produce an intelligence assessment to justify the Iran-Contra operation.22

But why was Gates so eager to prevent a step toward improvement of relations with Iran? One explanation for his hostility toward Iran was that he blamed then president Rafsanjani for having revealed the 1986 secret visit of NSC staff to Iran in connection with the Iran-Contra plan—an episode that almost cost Gates his career. As deputy director of central intelligence, Gates had been Casey’s close ally during the Iran-Contra affair and one of the few Reagan administration officials who knew about the 1985 US offer of arms to Iran in return for the release of US hostages held in Lebanon that later morphed into a way to funnel arms to the Nicaraguan Contras. Gates was nominated for CIA director in early 1987, but he withdrew his name after it became clear that he would not be confirmed because of questions raised by other witnesses about his veracity.23

He had been forced to take jobs as an assistant to the president and deputy national security adviser that did not require confirmation. Gates was apparently still bitter about having been deceived by Iranians—Rafsanjani in particular—who the Israelis had suggested were “moderates.” Graham Fuller, who served as national intelligence officer for the Middle East and South Asia under Gates during most of the 1980s, recalled that, after Iran-Contra had been revealed, Gates had constantly repeated in meetings with analysts, “The only moderate Iranian is one who has run out of bullets.”24 In conversation with Secretary of State George Shultz in 1987, Gates, then acting director of the CIA, made it sound like that view was coming from his analysts. “Our people are outraged at the idea of ‘moderates’ there [in Iran],” he told Shultz.25 Now Rafsanjani was making another bid for an opening to the United States, and Gates was evidently eager to shoot it down.

But the Gates opposition to the planned Bush gesture to Iran involved more than his personal feelings about Rafsanjani and the regime in Tehran. In the context of its adjustment to the end of the Cold War and the threat from the Soviet Union, the CIA had a very large institutional interest at stake in treating Iran as a new, high-priority threat to US security interests—especially as a state threatening to have a uranium enrichment program, which was automatically treated as a “nuclear weapons capability,” as Gates had put it. The CIA leadership had begun the search for substitutes for the Soviet threat as early as 1988. The Soviet Union had absorbed a large proportion of CIA budgetary resources at the height of the Cold War, and before the collapse of the Soviet Union, the agency had begun making major adjustments in its allocations of resources. By fiscal year 1990, only 15 percent of those resources were focused on the Soviet Union, according to Gates.26 The CIA was trying to position itself to convince Congress that new threats required shifting vastly increased commitments of intelligence collection and analytical assets to other targets that had replaced the Soviet threat. And once again, nuclear proliferation was its single biggest argument for such a shift.

Gates’s predecessor as CIA director, William H. Webster, had quickly identified the proliferation of weapons of mass destruction and long-range ballistic missiles as the most promising new threat with which to absorb human and budgetary resources formerly focused on the Soviet Union and its allies. As early as December 1988, Webster had begun arguing that the “proliferation of advanced weapons” was the most serious security threat on the horizon. “By the year 2000,” Webster warned, “at least fifteen developing countries will either have produced or be able to produce their own ballistic missiles.” And 20 countries would be producing chemical weapons, he said, some of which would be able to put chemical warheads on ballistic missiles.27

Webster made a series of speeches on the threat of proliferation of missiles and weapons of mass destruction in late 1990 and early 1991. In a speech in March 1991, he warned, “There are a number of serious dangers inherent in nuclear proliferation,” the most obvious of which was the “danger that nuclear weapons might be used in regional conflicts.” The New York Times had reported that the speeches represented “one of the most public campaigns ever undertaken by a Director of Central Intelligence” on a single issue.28 But despite Webster’s attempt to establish proliferation as the new equivalent to the Soviet threat, pressures continued to build in Congress for severe cuts in the CIA budget as well as far-reaching intelligence reforms. It was because of the threat of major CIA budget cuts that Webster announced his intention to leave the agency in May 1991.29

One month after Gates took over as CIA director in November 1991, the presidents of Russia, Ukraine, and Belarus dissolved the Soviet Union and created the Commonwealth of Independent States on December 8, 1991. That brought to a formal end the state that had provided the rationale for the extraordinary spending on national security for decades. Two days after that event, Gates declared in testimony to a House Defense Policy Panel, “The old verities that have guided this country’s national security policies for the last 45 years have disappeared in an historical instant.”30 Gates continued the campaign begun by Webster to sell Congress on the need to maintain existing levels of budget and manpower for the agency based in large part on the threat of proliferation of weapons of mass destruction. In his testimony before the Defense Policy Panel in December 1991, Gates said the proliferation of nuclear, chemical, and biological weapons and their delivery systems was “foremost” among the new post-Cold War challenges. He told the panel that 20 states already had or were in the process of acquiring such weapons, and that the “accelerating proliferation” of such weapons was “probably the gravest concern.”31

Meanwhile, Gates had taken advantage of his position as deputy national security adviser to devise an ingenious solution to the political problem of reducing the pressure for cutting the agency’s budget. He drafted a national security review memorandum, NSR-29, providing a mechanism by which policymakers could specify what intelligence they needed from the CIA and the intelligence community. Signed by the president November 15, 1991, one week after Gates left the NSC staff to take over at the CIA, the memorandum noted, “Many non-Soviet issues have assumed greater importance for the Intelligence Community in recent years” and called for policymakers at relevant departments and agencies to submit their priorities for intelligence to the NSC by March 1992, which would then be translated into a national security directive to guide the CIA’s prioritization of resources. It was the best argument he could have devised to ward off congressional cuts in the CIA’s budget. As Gates explained to a CIA audience in December, the process he had set in motion would prove to Congress that his allocations were based not on “bureaucratic self-justification” but on “the expressed needs of national security policymakers.”32

Gates knew that the military leadership viewed the proliferation of nuclear weapons and other weapons of mass destruction as the one issue that could be presented as a threat comparable to the old Soviet menace. “With the diminution of the threat from the Soviet Union, technical and human resource collection and analytic talent through the community is being refocused on this [proliferation] threat,” he told the Senate Armed Services Committee in January 1992. The intelligence community had the role of “alerting policymakers to the existence of new programs or advances in established programs in special weapons areas,” Gates said. 33 And Gates told senators about a new “Nonproliferation Center,” which he described as combining intelligence assessment and policy coordination functions on the proliferation threat. He said the center included “senior officials from several agencies” who would “better formulate and coordinate intelligence activities in support of U.S. government policies.” And he cited the need for a bigger investment in human intelligence assets to provide “early warning” on proliferation threats.34

Gates had identified Iran as a primary example of the threat for which the CIA’s services were needed. In an appearance before the first-ever joint session of Senate and House Intelligence Committees on April 1, 1992, he revealed a strategy for fending off deep budget cuts revolving around proliferation, Iran, and the Persian Gulf. He pointed to a long list of “problems and dangers all over the world” that would “continue to engage America’s attention,” beginning with “instability and the fragility of reform in the former Soviet Union, the proliferation of nuclear, chemical and biological weapons and ballistic missiles in more than 20 countries,” and “the rearmament of Iran.” Although he did not accuse Iran explicitly of having a nuclear weapons or WMD program, he mentioned “nuclear programs in Iran and Algeria.” He repeated once again what had become his mantra—that “proliferation is probably our highest priority” and that the CIA had “made substantial new investment in that.”

Gates then proceeded to make his main pitch to the intelligence committees. “I think it is incumbent on us, if we are going to ask to receive essentially the same level of resources that we have to satisfy you that we are spending them wisely and that we are not just continuing blindly down paths that we have followed in the past.” When Senator Robert Kerrey suggested that no current or future threat was comparable to that of the Cold War Soviet threat, Gates invoked the supposed threats to US oil access from Iraq and Iran. “When the United States is deeply dependent for its way of life on imported oil,” Gates argued, “what goes on in Iran and Iraq in the Persian Gulf area becomes very important in terms of our national security and national wellbeing.”35

The “rearmament of Iran” was a code phrase used by Gates to suggest that Iran was bent on using military power to dominate the region. But the foreign diplomats in Tehran following Iran’s military with whom New York Times correspondent Elaine Sciolino talked in April 1992 scoffed at the Gates argument. They told her that Iran’s rearmament effort was nothing more than a minimum defensive effort. One diplomat pointed out that Iran had to rebuild “almost from ground zero,” and that Iraq remained far stronger than Iran militarily, largely because the Iranian air force lacked spare parts and the navy had hardly improved over the 13 years of the regime’s existence. Another said reports of Iran’s military buildup were “highly exaggerated” and called the estimated $2 billion a year it was spending for defense “peanuts” compared to what Iran needed militarily.36

Gates was not alone in conjuring up a new threat from Iran as part of the painful adjustment to the loss of the Soviet threat. The Pentagon had been working on that challenge for years. By 1987, after the emergence of Mikhail Gorbachev as head of the Soviet Communist Party, the proportion of Americans who said they feared the Soviet Union, which had stood at 64 percent in 1983, had declined to 31 percent.37 There was talk in Congress and even among some former Pentagon officials who were independent of its institutional interests of the need for deep cuts in the military budget: former secretary of defense Robert S. McNamara and former assistant secretary of defense Lawrence Korb said in December 1989 that the budget could be cut in half over five years.38

As early as May 1987, the vice director of the Joint Staff for strategic plans and policy, Air Force Maj. Gen. George Lee Butler, concluded that the Cold War was already over and began pushing for redefining US security interests in terms of threats from regional adversaries. 39 One way regional states could be substituted for the Soviet threat was to define the issue in terms of the proliferation of weapons of mass destruction. All the military services, including the bureaucracy responsible for nuclear weapons, found ways to relate their operations to that threat. In congressional testimony in June 1990, Secretary of Defense Richard Cheney articulated the argument that the threat of WMD proliferation required the maintenance of Cold War levels of US nuclear weapons. After the 1991 Gulf War and revelations about the extent of Iraq’s nuclear weapons program, Cheney issued a top-secret order to the military to target potential proliferators in plans for nuclear operations. The air force seized on the proliferation rationale to expand its roles and missions. Gen. Butler, by then head of the air force’s Strategic Command, declared in 1993, “Our focus now is not just the former Soviet Union but any potentially hostile country that is seeking weapons of mass destruction.”40

The generals responsible for the Middle East also recognized the need to find a replacement for the alleged Soviet threat that had always been used to justify a US war plan for the region. The Central Command, which had responsibility for everything from Egypt all the way to Central Asia, had been established in 1983 with the mission of stopping the Red Army from crossing the Zagros Mountains and seizing the precious oil fields of Iran. But the military officers responsible for the region had long viewed the war plan that had been drawn up to stop a Soviet invasion of Iran as a sham. “We’d used the operating plan for years, but most generals knew it made no sense and would eventually be junked,” recalled Gen. H. Norman Schwarzkopf, who had been named Central Command chief in 1988. “Nobody except a few stubborn hard-liners believed that we’d go to war against the Soviets in the Middle East.”41

When Schwarzkopf took over the Central Command, his first move was to try to persuade the Pentagon bureaucracy to scrap the whole idea of preparing for a Soviet invasion of Iran. Schwarzkopf figured that Iraq was the “most plausible enemy” for a Middle East war plan, and he was prepared to demand that either a new regional war plan against Iraq be adopted for his command or that the command itself be shut down.42 Before the Berlin Wall fell in October 1989, the newly installed chairman of the Joint Chiefs of Staff Colin Powell authorized Schwarzkopf to shift the focus of the Central Command war plan from a Soviet Union threat to Iran to an Iraqi invasion of Saudi Arabia. When the Central Command produced a new war plan for defeating Iraqi forces in Kuwait and Saudi Arabia, some staff officers who had long seen Saddam as a US ally against Iran viewed it as an effort to find a substitute for the loss of the Soviet threat.43

Another element in the Pentagon plan for saving its budget from being reduced to a fraction of its previous size was to substitute the capability to fight two wars simultaneously against regional adversaries for the previous rationale of being able to fight a war against the Soviets in what was dubbed the Regional Defense Strategy. President George H. W. Bush approved the new rationale for military spending in spring 1990 and presented it in a speech on August 2, 1990.44

He gave the speech on the same day as Saddam Hussein’s invasion of Kuwait. Bush and his key advisers, defense secretary Cheney and national security adviser Scowcroft, quickly decided to make the invasion of Kuwait a casus belli. When the Arab states, including the Saudis, who supposedly needed to be defended from Saddam, sought to forge a political solution to the conflict, Bush resisted the idea. Bush believed Saddam’s army could be easily defeated, and he wanted to rebuild political support for a continued global US military role by fighting a decisive war against a weak regional foe.45

The easy US victory over Iraqi forces in Operation Desert Storm in February 1991 was to be the template for future US wars under the Regional Defense Strategy. Two weeks after the end of the war, Cheney declared that Operation Desert Storm “presages very much the type of conflict we are most likely to confront again in this new era.” He said the Pentagon and the military services would be targeting other “regional powers with modern armies, sophisticated attack aircraft and integrated air defenses” in its military strategy.46

Gates also knew that the combination of the collapse of the Soviet Union and the Gulf War had led the Bush administration to adopt the strategic assessment—written by Undersecretary of Defense Paul Wolfowitz and Cheney—that the United States was now in a much stronger position in the Middle East/Persian Gulf region to assert its interests and those of Israel. That viewpoint was clearly reflected in the drafting of defense policy guidance for fiscal years 1994–99 that had begun in September 1991, in which Wolfowitz aide Lewis “Scooter” Libby played a key role. One Libby draft argued that the war had strengthened US ties with “moderate states” in the region, and that “Arabs and Israelis have for the first time in many years met to discuss peace.” The draft referred to “limiting the proliferation of weapons of mass destruction” and “stemming the flow of militarily significant technology to potential adversaries” as “long-term defense policy goals.”47 By early 1992, the tone of the Pentagon had become decidedly more confident and even openly aggressive. As Joint Chiefs chairman Powell famously characterized the new US post-Cold War military posture, “I want to be the bully on the block.”48

The new Pentagon analysis of the region had obvious implications for policy toward Iran. During Operation Desert Storm, Iran had communicated to the United States that it was pleased with the weakening of Saddam’s forces, and Secretary of State Baker and other senior officials had considered bringing Iran into the regional political-diplomatic order, according to former top advisers to Baker. But the Wolfowitz-Libby analysis suggested that the United States was now in a position to dominate the regional order, so there was no longer any need to make any effort to deal diplomatically with Iran, as had been assumed when the Bush administration first declared its openness to improving relations with Iran in 1989. Senior aides to Baker later said he accepted the new Wolfowitz-Libby analysis of the region.49 Henceforth, the administration would treat Iran simply as a regional adversary whose power in the region could be contained by unilateral US policy, and its nuclear program would be treated as one of the primary national security challenges faced by the United States.

Gates could be confident, therefore, that the meeting convened by Scowcroft in March 1992 to discuss a reciprocal gesture to Iran would support the position Gates had staked out even before he had become CIA director. Cheney and Baker had already accepted that there should be no opening to Iran. And Bruce Riedel, the senior NSC staff specialist on the region who recalled confirming the alleged intelligence on Iranian terrorism at the meeting, had been a protégé of Gates at the CIA.50 The argument by Riedel that Iran was engaged in “new terrorism” that ruled out any improvement of relations was a more convenient explanation for the decision to scrap the promise that Bush had made in his inaugural address than the new geopolitical appraisal and the needs of the major national security organizations.

Clinton and Iran: Proliferation Plus Israel

The Clinton administration went even further than the Bush administration in singling out Iran as its primary adversary in the Middle East. That ramping up of pressure on Iran by the Clinton administration was still driven by the same bureaucratic incentives that had appeared at the end of the Cold War, but it shifted into overdrive because it was linked to support of the Israeli government’s drive to portray Iran as the greatest threat to peace in the world.

Even before Bill Clinton entered the Oval Office in January 1993, his national security team had already decided to elevate the issue of proliferation in national security policy. The first expression of that priority was the creation of a separate Directorate of Nonproliferation and Export Controls in the National Security Council staff. The new director presided over all interagency meetings on proliferation issues, including the drafting of a presidential decision directive on proliferation and export controls, which was then the subject of a speech by Clinton at the UN General Assembly in September 1993.51 From the beginning of the administration, the nonproliferation specialists in the White House and State Department became major players, with significant influence over the formulation of policy toward Iran.

But it was the Pentagon that was most active in exploiting the WMD proliferation issue to expand its bureaucratic reach. Secretary of Defense Les Aspin undertook a “Bottom Up Review” beginning in March 1993, from which he drew the conclusion that of all the new post-Cold War dangers, “the one that most urgently and directly threatens Americans at home and American interests abroad is the new nuclear danger”—that is, the danger of proliferation of nuclear weapons. In December, Aspin announced what he called the Defense Counter-proliferation Initiative, the main thrust of which was to “develop new military capabilities to deal with the new threat.” It was explicitly based on the premise that prevention of proliferation through denial would not be sufficient. Aspin declared that the Defense Department would acquire new weapons and new strategies for military operations to destroy such weapons. The chairman of the Joint Chiefs of Staff and regional commanders would develop plans for dealing with weapons of mass destruction in the hands of adversaries. The perception was widespread outside the United States that the Pentagon was gearing up for a strategy of preventive and/or preemptive attacks against suspected WMD facilities.52 Some observers suggested, however, that Aspin was merely repackaging existing Defense Department programs as a response to the loss of the Soviet enemy in order to maintain congressional funding for those activities.53 In their “National Military Strategy” for 1994, the Joint Chiefs of Staff identified the spread of weapons of mass destruction as the leading military threat facing the United States as well. And the regional commanders integrated attacks on WMD targets into their respective war plans.54

Now that it had taken on proliferation as a threat for which it should adopt military plans, the Pentagon gave new prominence to Iran in its overall justification for the continuation of the US military’s global role. An analysis of the global political-military situation for the remainder of the 1990s prepared by the Joint Staff in May 1993, apparently as a basis for a PowerPoint presentation for congressional briefings, portrayed Iran as the major threat to dominate the Middle East. It attributed to Iran the “ultimate aim” of a “widespread, militant Islamic resurgence and the replacement of Western influence throughout a substantial part of the third world while dominating the Persian Gulf.” The paper predicted that Iran would become “more aggressive in the Persian Gulf and perhaps elsewhere” by “the end of the decade if not sooner.”55

The interests of the Pentagon and the military in portraying Iran as a new threat justifying preparations for war in the Middle East dovetailed with the Clinton administration’s move to align its Iran policy with that of the Israeli government of Prime Minister Yitzhak Rabin. That decision was a result of the Rabin government’s formulation of a new policy of raising worldwide alarm about Iran’s alleged nuclear ambitions and use of terrorism. When Clinton entered the White House, Rabin and his foreign minister, Shimon Peres, immediately pressured him to join Israel in treating Iran as “Enemy Number 1.”56

But Clinton’s adoption of the new Israeli line toward Iran began even before his election, when he decided to position himself as more explicitly pro-Israel than the Bush administration had been. He had chosen as his adviser on the Middle East during the election campaign Martin Indyk, an Australian citizen who was a professional partisan of Israeli interests without any claim to academic expertise or professional experience on the Middle East. Indyk had been an adviser on international media and communications to hard-line Likud Party prime minister Yitzhak Shamir and then deputy director of research for the American Israel Public Affairs Committee (AIPAC), the powerful lobbying organization that was known for taking positions reflecting the Likud Party line. Indyk had been the co-founder of the Washington Institute for Near East Policy in 1985, alongside the wife of the chairman emeritus of AIPAC Lawrence Weinberg, and Indyk was named the institute’s first executive director. The idea behind the institute, as Indyk explained to the National Journal later, was to give the semblance of independence from Israel to longer “academic” writings—obviously with the intent of fully supporting Israeli policies.57

Preparing Clinton for his first meeting with Prime Minister Rabin in October 1992, Indyk argued that the collapse of the Soviet Union had weakened the Arab enemies of Israel and that all of Israel’s neighbors were now negotiating with Israel—the same point made by Paul Wolfowitz and Cheney aide Lewis Libby in their controversial defense policy guidance paper. “To capitalize on the moment,” Indyk told Clinton, he needed only to “put his immense influence as leader of the dominant power behind Rabin as he moved forward.” Clinton could achieve peace in his first four years in office, he assured the candidate. Clinton responded that he wanted to do that.

Indyk had a similarly simplistic formula for dealing with Iran. Since both Iraq and Iran were “hostile to our interests,” he argued, Clinton should “work to contain them while we pressed ahead with Arab-Israel peacemaking.” This time Clinton responded with a bit of post-Cold War imperial bluster. Containing them was not a “tough enough policy,” Indyk recalls him as saying. “We had to find a way to change their behavior or change the regime.”58

After Clinton’s election victory, he named Indyk as his special assistant as well as senior director for Near East and South Asia on the NSC staff. Indyk was far more than what his titles indicated, however. He acted as the administration’s main policymaker on the Middle East rather than coordinating interagency meetings, as NSC staff had done in the past.

One of the earliest and most consequential policy decisions to come out of the Clinton administration was announced in a speech by Indyk in May 1993 that restated what he had told Clinton during the campaign. Indyk rejected a balance-of-power approach to Iran and Iraq because of “the antagonism that both regimes harbor towards the United States and its allies in the region” and because “we don’t need to rely on one to balance the other.” The operational significance of that approach, as Indyk made explicitly clear, was that Iran was to be subject to the same kind of punitive measures as Iraq had been. Because Iran had not been put under “the kind of international regime that has been imposed on Iraq,” said Indyk, a “structural imbalance” existed between the pressures on the two countries, which are thus “tilted in favor of Iran, with very dangerous consequences.”59 So the real point of the speech was to urge the international community to join the United States in treating Iran more like it did Iraq.

Thus a new Iran policy, dubbed “dual containment,” which responded fully to Israeli desires, was formulated and presented by an NSC staffer who had come out of Israel’s unofficial lobby in Washington, soon after Israel had begun urging such an approach on the United States. No wonder the State Department’s policymaker on Middle East, Robert Pelletreau, later recalled that it was “pretty much accepted in Washington” that the policy had originated in Israel.60 Reflecting the reality that the speech was not the result of an interagency process, Indyk acknowledged in a later interview, “People like to say ‘Indyk’s speech wasn’t cleared.’”61 Indyk’s predecessor as NSC director for the region, Robert Litvak, observed that the speech was a case of the “linkage between foreign policy and domestic politics” becoming “the key determinant” of the administration’s policy toward Iran.62 In other words, the harsh new US policy toward Iran was being driven by Israel’s ability to manipulate American politics through its powerful domestic lobbying arm.

Having signed on to the Israeli position on Iran, the Clinton administration proceeded to pressure US allies not only to allow no exports of technologies that could be used by Iran for its nuclear program, which the United States had already been doing, but also to cut off all loans, investments, and arms sales. The rationale was that Iran supported terrorism and pursued nuclear weapons. After visiting Israel, Secretary of State Warren Christopher declared Iran an “international outlaw” and “dangerous country.” Clinton administration officials told the New York Times that the isolation of Iran would only end “if Tehran halts its support for terrorism, curtails its military buildup, stops its subversion of other governments and ends its quest for nuclear weapons.”63

In line with the new policy, the Clinton administration went beyond what Robert Gates had said about Iranian intentions to acquire nuclear weapons. Christopher suggested in a May 1995 press briefing that intelligence clearly pointed to a covert nuclear weapons program. “Based upon a wide variety of data,” he said, “we know that since the mid-1980s, Iran has had an organized structure dedicated to acquiring and developing nuclear weapons.”64

But what the intelligence had shown was that Iran was intent on acquiring enrichment technology—which by definition constituted a “nuclear weapons capability”—not on acquiring nuclear weapons. In March 1996, CIA Director John M. Deutch said, “A wide variety of data indicate that Tehran has assigned civilian and military organizations to support the production of fissile material for nuclear weapons.” Deutch then went on to explain what that meant: “We judge that Iran is actively pursuing an indigenous nuclear weapons capability.”65 Christopher had deliberately misrepresented the intelligence assessment to make his desired political point.

In August 1992, the Clinton administration made the issue of Russia’s agreement with Iran to help rebuild its nuclear reactors at Bushehr one of its top priorities for the first summit meeting between Clinton and Russian president Boris Yeltsin in April 1993. Yeltsin rebuffed the US pressure to cancel the Bushehr contract, but in early 1995, as the United States began preparing for another Clinton-Yeltsin summit meeting in May, US officials escalated pressure for the cancellation of the agreement to reconstruct Bushehr and to provide other reactors to Iran. In early April 1995, Secretary of Defense William Perry went to Moscow primarily for that purpose, taking with him a US intelligence report asserting that Iran had a “crash program” to build nuclear weapons. Intelligence officials admitted that the report was aimed at combating the effect of a recent Russian intelligence report that concluded that Iran was not intent on building nuclear weapons, reversing a 1994 conclusion that had attributed nuclear “ambitions” to Iran.66

Just three weeks before the May 1995 summit meeting, Alexei Yablokov, an environmental adviser to Yeltsin who opposed the proposed nuclear deals with Iran, published an article in the Russian newspaper Izvestia providing details of an agreement reached in January between Iran and the head of Minatom, the Russian atomic energy organization, that included a commitment to discuss a centrifuge plant, among other items.

The Clinton administration was determined to use the leak to stop not only the proposed centrifuge plant but also the contract on Bushehr, which had nothing to do with centrifuges. The official US position was that Iran might not turn the spent fuel from the reactor over to the Russians but instead accumulate weapons-grade plutonium. But that argument put Washington at odds with the IAEA. Bushehr was a light-water reactor, and the IAEA had helped many countries with light-water reactors and did not regard them as a proliferation threat. The IAEA’s specialists regarded light-water reactors as “proliferation resistant,” primarily because in order to remove the fuel from one for any reason, the reactor must be shut down, thus making it very easy to detect any diversion. By 2001, the IAEA had almost 200 light-water reactors under safeguards agreements that provided for procedures to assure against any diversion of the plutonium waste into weapons production.67

Privately, in fact, US officials acknowledged that the type of plutonium produced by Bushehr and the small research reactor Russia had promised to Iran was far less likely to be used in nuclear weapons than plutonium from heavy-water reactors. Indeed, the United States was leading an international consortium to provide a light-water reactor to North Korea as a more proliferation-proof substitute for heavy-water reactors.68 Furthermore, Iran’s representative to the IAEA had declared as early as October 1992 that Iran was willing to accept additional safeguards on the two reactors to be supplied by Russia, and had “no objections” to returning spent fuel from the reactors to Russia.69

US ambassador to Russia Thomas Pickering sent a cable to Washington in early 1995, suggesting that the United States offer a deal on Bushehr to the Russians: the United States would not oppose Russia’s work on rebuilding Bushehr if Moscow could provide guarantees that Russia would control all the spent fuel, and that Iran would not be able to get into reprocessing. But Pickering never received an answer from Washington. The reason, he believed, was that the nonproliferation specialists in the administration did not want any compromise on the issue.70 The NSC director for nonproliferation, Daniel Poneman, later confirmed that he and others thought the Bushehr deal made by Iran with the Russians “as an energy deal makes no sense. So it only makes sense as a stalking horse for a weapons effort.”71

The real motive for the United States in pressuring Russia to cut off aid to the Bushehr project was not that plutonium that would be produced by those reactors could be used for nuclear weapons but that they would enhance the “nuclear expertise” of the Iranians and legitimize the Iranian nuclear program. The rehabilitation of Bushehr would involve large numbers of Iranian personnel working with nuclear technology and would provide significant formal training for graduate-level students, which was unacceptable to both the Clinton administration and to Israel.72 The US position thus came down to a demand that Iran give up the right to have the same nuclear expertise as dozens of other countries.

In January 1999, the Clinton administration played its ultimate card with the Russians, threatening to ban Russian contracts with US companies for launching commercial satellites on Russian rockets if Russia failed to curb technology transfers that helped Iran develop long-range missiles and nuclear weapons.73 But the Russians rebuffed that threat, and the Clinton administration never pushed the issue actively again.

Reflecting both the hostility toward Iran within the national security bureaucracy and the influence of the Israeli line on its Iran policy, the Clinton administration also adopted the same a priori assumption that Iran was a threat to the issue of terrorism. The CIA’s Counter-Terrorism Center and the FBI were already inclined to suspect Iran and/or Hezbollah of being responsible whenever a major terrorist incident took place. In the case of the terror bombing of Pan American World Airways flight 102 over Lockerbie, Scotland, in December 1988, for example, the Counter-Terrorism Center had simply assumed that Iran had used Palestinian operatives to carry out the bombing in retaliation for the shoot-down of an Iranian civilian airliner earlier that year, killing all the civilians and crew. Only in mid-1990 did the investigation begin to focus on Libya and finally turn up evidence of responsibility.74

Under the Clinton administration, however, the existing tendency to suspect Iran first became even more pronounced. After the World Trade Center bombing on February 26, 1993, administration officials fed media speculation about Iranian or Hezbollah responsibility with briefings reminding reporters of its official view that Hezbollah was the “most aggressive and lethal” terrorist group in the world. They asserted that it had been responsible for several “bombings and assassinations” over the previous year in the Middle East, Europe, and Latin America, including the March 1992 car bombing of the Israeli Embassy in Buenos Aires.75

It is not clear, however, that the US intelligence community had reached any such conclusion about the Israeli Embassy bombing. Cables from the US Embassy in Buenos Aires in the first week following the explosion had indicated that at least one bomb had definitely exploded inside the embassy itself and reported that anti-Semitic right-wing Argentine military officers, far from condemning the bombing, had blamed the government of President Carlos Menem for having provoked it by his pro-American policies and had begun using it to demand changes in government.76 And one month after the embassy bombing, when Scowcroft met with UN hostage negotiator Picco, he had not suggested that Iran was suspected of organizing that terror bombing.77

Reflecting the Rabin government line, officials of the Clinton administration suggested to the news media within its first few weeks that the problem of terrorism was linked to Shiite “fundamentalism,” as though Hezbollah’s attacks on Israelis in Lebanon over more than a decade had been caused by irrational religious extremism and had nothing to do with the Israeli military occupation of the country. And they said the problem was expanding across the globe. The Los Angeles Times even quoted one State Department official as saying that Hezbollah terrorism extended to “every continent except Antarctica.”78

After another terrorist bomb went off at the main Jewish community center in Buenos Aires on July 17, 1994, the same political dynamic drove the US response. That same day, Israeli prime minister Rabin declared, “The trail leads to an Iran-backed international infrastructure to carry out terrorist acts” and called for a worldwide effort to combat “this venomous snake and smash its skull.” Christopher blamed the bombing on “those who want to stop the peace process in the Middle East.” Two months later, the State Department coordinator for counterterrorism, Philip Wilcox, announced that the United States had “mounting evidence” of Iran’s guilt in the Buenos Aires bombing.79

In fact, however, no such evidence had been found, nor would it be over the next few years. William Brencick, who was then chief of the political section in the US Embassy in Buenos Aires and the primary liaison with Argentines and Americans involved in investigating the bombing, told me, “I think our perspective on the case was probably related more to our enmity [toward Iran] than to the evidence.” US officials had “lots of assumptions,” he said, “but no hard evidence to connect those assumptions to the case.”80 Ron Goddard, then the deputy of chief of mission in Buenos Aires, recalled that he and other embassy officials had “suspected very seriously that Hezbollah was involved,” but investigators had found nothing to link the bombing to Iran. “The whole Iran thing seemed kind of flimsy,” Goddard told me.81 James Bernazzani, the head of the FBI’s Hezbollah Office, was sent to Buenos Aires in late 1997 to help the Argentine investigators on the case, reflecting the administration’s assumption that Hezbollah was involved. But Bernazzani acknowledged years later that the investigation turned up no real evidence of Iranian involvement during his work on the case, and that what was regarded as evidence by Argentine investigators was essentially falsehoods.82

The Clinton administration’s policy toward Iran reflected the mutually reinforcing interests of the two most powerful entities involved: the US national security bureaucracy—especially the Pentagon—and the Israeli government and its powerful lobby in the United States. For their part, the Israeli governments of the 1990s defined Iran as a mortal threat to the existence of the Jewish state for reasons that had little or nothing to do with Iranian policy. The real reasons were related more to the need to manipulate US policy and Israeli domestic opinion. We now turn to the disparity between the ostensible rationale for Israel’s Iran nuclear scare campaign and the real calculus underlying that campaign, which is a key to understanding the manufactured crisis to come in the next decade.
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Israeli Political Origins of the Nuclear Scare

Rabin Creates an Iranian Nuclear Threat

Soon after Labor Party leader Yitzhak Rabin was elected prime minister in June 1992, his government adopted a new rhetorical stance toward Iran that marked a fundamental turning point in Israeli policy. The new government’s line referred to Israel’s “struggle against murderous Islamic terror” and the alleged threat of Shi’a fundamentalism. Rabin and Foreign Minister Shimon Peres created a new office in the Foreign Ministry called the Peace in the Middle East Department to carry out a global campaign to isolate Iran politically by portraying Iran and Shi’a fundamentalism as the biggest threats to peace in the world. Rabin declared publicly that Iran “has megalomaniac tendencies in regard to the Middle East based on spreading Islamic fundamentalism in the region.” He said Iran was “building up its military and developing weapons of mass destruction.” Iran did not represent an “immediate threat,” he said, but a “medium-range one.”1

Rabin was quite specific about how and when the threat would materialize. He predicted in December 1992 that Israel would face “a large-scale threat of ground-to-ground missiles equipped with non-conventional warheads within 3 to 7 years.” And in January 1993, he warned that Iran “now has the appropriate manpower and resources to acquire nuclear weapons within the next ten years,” and said, “It will happen unless there is an appropriate international effort to prevent Iran from achieving its ends.”2

In early 1995, Rabin government officials raised the alleged nuclear threat from Iran to an even more prominent position in their anti-Iran propaganda and even began suggesting that it might be necessary to use military force to destroy it. In January 1995, an unidentified official in Tel Aviv called the potential for an Iranian nuclear weapon “the most serious threat” facing Israel. The official said Iran could have a bomb in about five years—a much shorter estimate than either Rabin or his national security advisers believed. And the official also threatened that if the program was not halted, Israel would be “forced to consider attacking Iran’s nuclear reactors,” just as it had done against Saddam Hussein’s Iraq in 1981.3 A few months later, the British newspaper the Independent reported that the Rabin government was “considering whether to attack Iranian nuclear facilities,” even though Israeli security officials did not believe an attack like the air raids on Iraq’s Osirak reactor would be successful in the Iranian case.4 The Bushehr reactor had not yet been rehabilitated after successive Iraqi bombings of the reactor during the war, so it wasn’t even clear what the targets for such an attack would have been.

In 1996, after Rabin was assassinated by a right-wing Israeli extremist, the threatening rhetoric was raised several more notches. The government spokesman went on record in an interview with the Times of London saying that it was now the “working assumption” that a coalition led by the United States would launch a “preemptive strike” on Iran to prevent it from obtaining a “nuclear capability.” The spokesman explicitly likened the situation to that of 1981, “when we bombed the Iraqi nuclear plant.” When you are on the “front lines,” he said, “you have to take what appears harsh action before a threat can be realized.”5

This escalating Israeli rhetoric, culminating in an explicit threat of preventive war against Iran to ensure that it could not have a functioning nuclear program, appeared to herald the first serious crisis over Iran’s nuclear program. But it was not at all what it appeared. The ostensible Israeli threat was based on a double deception: the overall propaganda line about Iran as the biggest threat to Israel did not reflect the Israeli intelligence appraisal, and Israel’s senior national security strategists were not contemplating preventive war against Iran.

The reality behind the artificial hyping of the Iranian nuclear threat was that Israeli intelligence considered Iran only a second- or even third-level risk to the security of Israel. Iran was not even on the list of priority issues for Israeli intelligence in the early to mid-1990s. That list of security priorities included the Palestinian intifada, the intentions of Syria and Iraq, and, as less immediate threats, Libya and Egypt, according to the Mossad director at the time, Shabtai Shavit.6

The leadership of the Israel Defense Forces (IDF) was similarly unconvinced that Iran represented a serious threat. The Israeli military viewed Iraq, Syria, and Lebanon as more serious threats than Iran, and it still held the view that Iran and Israel had more shared strategic interests than interests in conflict—particularly given Iran’s fundamental hostility toward Saddam Hussein’s Iraqi regime.7 That relatively relaxed view of Iran reflected the influence of what Israeli strategists called the “periphery doctrine,” which had dominated Israeli policy during the shah’s regime and through the 1980s. It held that Iran’s conflict with the Sunni Arab regimes in general and Iraq in particular was more important than its conflict with Israel. The periphery doctrine was discarded as the official government view by Rabin in 1992, but it remained quite influential in Mossad and some Likudist circles.8

Israeli cooperation with Iran was especially close during the shah’s regime. In 1958, Israel, Iran, and Turkey established an intelligence cooperation alliance called Trident, which involved coordination of counterintelligence as well as intelligence programs.9 In the late 1970s, after the Arab refusal to sell oil to the West over US military aid to Israel during the 1973 war had benefited Iranian oil exports, Iran and Israel cooperated in a $1.2 billion scheme called Project Flower to jointly develop advanced missile systems, which might be launched from submarines and perhaps eventually even fitted with nuclear warheads.10

But even after the overthrow of the shah, Israel and Iran continued military cooperation during the Iran-Iraq War, based on their common enmity toward Saddam’s Iraq. It had to be covert, because Iran could not acknowledge its dependence on Israel at a time when Ayatollah Khomeini was excoriating Israel. The secret initiative to provide arms to Iran in return for the release of US hostages held by Iran-allied Shiite forces in Lebanon actually began with a proposal to President Ronald Reagan’s national security adviser, Robert C. McFarlane, by the director general of Israel’s Foreign Ministry, David Kimche, in spring 1985. Israeli prime minister Shimon Peres intervened in February 1986 to urge the Reagan administration to go ahead with the secret offer.11 In 1987, Rabin, then minister of defense, criticized US policy for its pro-Saddam tilt, noting that Iran had been a friend of Israel for 28 of its 38 years in existence. Why, Rabin asked, could that not happen again once the “crazy idea of Shiite fundamentalism” no longer dominated the regime?12

The death of Khomeini in 1989 renewed the hope among Israeli strategists, including Rabin himself, that they could reach a modus vivendi with Iran based on the periphery doctrine. And even after Iraq’s defeat in 1991, Israeli national security officials still viewed Iraq as far more threatening, especially given its chemical and nuclear weapons programs.13 Yossi Alpher, who had been responsible for actually implementing the periphery doctrine as a Mossad official and was then an adviser to Defense Minister Rabin, reaffirmed in a December 1989 television interview that Iraq, which was still the main enemy, was getting stronger, and that Israel had an interest in supporting Iran in its continued confrontation with Iraq and other Arab states.14 And even after Rabin became Prime Minister in late 1992, Israeli intelligence and the defense ministry allowed Israeli companies and middlemen to sell military goods to Iran.15

Rabin viewed the collapse of the Soviet Union and the defeat of Saddam’s army as creating a more benign security environment for Israel in general, both because of Iraq’s weakness and the Arab regime’s loss of superpower support.16 Furthermore, Rabin apparently did not really believe that Iran represented a mortal threat to Israel even in the middle term. He suggested privately that Iran would not be able to acquire a nuclear weapon for another 10 to 15 years—two to three times longer than he had asserted publicly two years earlier.17

For Rabin, invoking an extraordinary new threat from Iran had an immediate domestic political objective: deflecting Israeli animosity away from the Palestinians and providing political cover for Rabin’s moves for peace with the Palestine Liberation Organization (PLO). The need to negotiate with the Palestinian resistance organization was the central thrust of Rabin’s national security policy. Rabin’s official strategic formulation was that peace negotiations with the Palestinians were necessary to resolve Israel’s “inner circle of threat” so that it would be strong enough to face the “outer circle of threat” from Iran’s nuclear program and its alleged promotion of Shi’a extremism. Later, belligerently anti-Iran Israelis would argue that the strategy was driven by a genuine fear of an aggressive Iran.18 But Yossi Alpher, who became an aide to Rabin during the period the prime minister was applying his Iran/Palestinian strategy and would become an adviser to Prime Minister Ehud Barak in 1999, has made it is very clear that it was Rabin’s interest in opening talks with the PLO that drove the new policy toward Iran. As Alpher recalled in an interview, “In 1993–94, Rabin justified his Palestinian policy by arguing that it would strengthen Israel in dealing with Iran.”19

Mark Heller, a senior researcher at the Jaffee Center for Strategic Studies at Tel Aviv University, confirmed that the purpose of portraying a threat from Iran in alarming terms was to “help the Rabin Government with Israelis who harbored doubts about the peace talks with the Palestine Liberation Organization.” That required portraying the twin threat of Iran and Shiites in the region in the most lurid terms possible. The argument the Rabin government was making, Heller said, was “if you don’t make peace with these guys, look what’s coming next—Islamic fundamentalists with nuclear arms behind them.”20 A senior adviser to Rabin, Itamar Rabinovich, later argued that “the threat was real, it wasn’t invented,” but he admitted to historian Trita Parsi that it was exaggerated for political purposes. Efraim Inbar, of the Begin-Sadat Center for Strategic Studies at Bar-Ilan University in Israel, who wrote an admiring account of Rabin’s national security policy, was more candid. “Rabin played the Iran threat more than it was deserved in order to sell the peace process,” he said.21

The provision of political cover for negotiations with the PLO was not the only unacknowledged political function of the Iranian threat campaign. Especially at the beginning, Rabin was also interested in negotiating with Israel’s Arab neighbors, and inflating the threat from Iran was aimed at appealing to Arab regimes that did not trust Iran, particularly those that were pro-Western. The idea was to convince the Arab regimes that they shared with Israel what Dennis Ross, Bill Clinton’s Middle East coordinator at the time, called “a common threat in Iran and fundamentalism.” Yossi Alpher, reflecting the Rabin government’s thinking, commented in May 1993, “If you are looking for a silver lining in the Iran threat, it may be that it could be a unifying factor in moving Israel and its Arab neighbors closer in finding a way to deal with that threat.”22 It was not a new idea: the Reagan administration had tried but failed to convince the Likud government of Prime Minister Yitzhak Shamir to seek a “strategic consensus” with the “moderate” Arab regimes against Iran.23

Rabin’s new political line on Iran also served two strategic objectives in relation to US policy: to induce the United States to use its power to eliminate the Iranian nuclear program through force or the threat of force and to enhance the value of Israel as a strategic ally of the United States in the region. When Rabin called for an “appropriate international effort to prevent Iran from achieving its end,” he was acknowledging that Israel itself was limited in its ability to use military force against Iran, and that it would be up to the United States to use its superior military power to threaten Iran over the issue of its nuclear program. Even as Israel was making the alleged threat from Iran a leitmotif of its foreign policy, Israeli officials and political leaders admitted privately that they hoped to avoid having to invest the billions of dollars that would be needed if Israel were to seriously engage in a military competition with Iran.24

One of the ways Israel could get the United States to increase the pressure on Iran was to argue that Iran was just a few years away from getting a nuclear bomb. The public Israeli estimate that Iran would be able to get a nuclear weapon within five years was a ploy to push the United States to adopt a more coercive approach to the Iranian nuclear program. When Defense Secretary William Perry met with Rabin in Israel in January 1995, the Israeli and US estimates of the “years to an Iranian bomb” were sharply divergent—at least for public consumption. After the meeting, Perry and Rabin agreed publicly on a range of 7 to 15 years. But Perry hinted strongly that the United States had pushed for the longer end of the estimate, saying the Iranians had “many, many years” to go.25

Later in 1995, the Israelis used what they claimed was new intelligence about the Iranian nuclear program to try to persuade the United States to take a more aggressive posture toward it. Maj. Gen. Yaakov Amidror, then head of research and assessment for the IDF, later recalled that he and a delegation of military intelligence analysts had tried and failed in 1995 to convince their American counterparts they had “found the first signs that the Iranians were going nuclear.”26

But in 1995, Mossad still considered the Iranian nuclear program to be a relatively low risk to Israeli security, according to then Mossad director Shavit. He recalled later that his “personal trigger” in regard to becoming concerned about Iran’s nuclear program was when Iran began to “increase the range of its missiles.” The Iraq threat did not “justify the enlargement of the missile range to more than 1,000 kilometers,” Shavit told the interviewer.27

But Iran had no missile with that kind of range in 1995. In mid-December 1994, Rabin himself accused North Korea of supplying Iran with missiles that had a range of only 300 miles (485 kilometers).28 It was not until 1996 that the Israeli press reported that Iran had received ten Nodong missiles from North Korea.29 Even then, Israeli experts believed that Iran was experiencing “major problems and delays in creating a domestic missile production capability,” according to American analyst Michael Eisenstadt, who consulted with Israeli government specialists.30

The Israeli attempt to move the US intelligence community toward a more alarmist posture in 1995 was a complete failure. “At the end of our discussions,” Amidror recalled, “the U.S. side gave us the impression that they were thinking to themselves, ‘After we Americans finish off Iraq as an enemy of the State of Israel, then you Israelis are going to build a new threat because you cannot live without such a threat.’”31 Amidror’s remark suggests that US Defense Intelligence Agency analysts, like others in the US intelligence community, understood that the Israelis were exaggerating the evidence of Iranian nuclear intent in order to advance their political interests.

Apart from justifying the Rabin government policy of negotiating with the Palestinians and pushing the United States to take a more confrontational stance toward Iran, the creation of a new Iran threat responded to another Israeli strategic political problem. The end of the Cold War had rendered irrelevant a fundamental long-term Israeli political-diplomatic strategy of convincing Washington that Israel was its indispensable ally against its adversaries in the Middle East. Israeli security officials and political leaders revealed in interviews in early 1993 their fear that the demise of the Soviet Union had eliminated one of Israel’s most potent assets in its relationship with the United States: its role as the main bulwark in the Middle East against Soviet expansionism. “There was a feeling in Israel that, because of the end of the Cold War, relations with the U.S. were cooling and we needed some new glue for the alliance,” recalled Efraim Inbar. Inflating the Iran threat served to create a new regional adversary to replace the Soviet Union in that Israeli strategy.32

The idea of Israel as indispensable ally generated a host of political and economic benefits to the Jewish state, not the least of which was to persuade the United States to continue to give it wide latitude in its negotiations with the Palestinians. Even as Rabin was using the Iran threat to provide the political cover for those negotiations in early 1993, his government was anxious about being pushed by the United States to make compromises with the Palestinians that Israel would not accept. Rabin government officials were making the argument to their American counterparts, both directly and through visiting US Jewish groups, that Washington should reduce its pressure on Israel in the negotiations with the Palestinians and Arab governments. The message being conveyed was “Don’t push us,” because a bad agreement resulting from US pressure on Israel would increase the danger to the West from Iranian-sponsored Islamic fundamentalism.33

Netanyahu Abandons the Iranian Threat

Just a little over two weeks after Likud Party chairman Benjamin Netanyahu took over as prime minister of Israel in June 1996, he gave a speech to a joint session of the US Congress in which he adjusted only slightly the rhetorical approach taken by the Labor government about the threat from Iran. The major difference was that Netanyahu did not distinguish between Iran and Iraq, treating both as equally dangerous. Still, Netanyahu appeared to agree with Labor’s alarmist view of the Iranian nuclear program, declaring that if either of the “despotic” regimes in Iraq or Iran acquired nuclear weapons, it would have “catastrophic consequences not only for my country and not only for the Middle East but for all mankind.” Netanyahu went on to declare that “time is running out” for preventing Iran or Iraq from acquiring such weapons and called for “immediate and effective prevention.” The Times of London suggested that the reference recalled Israel’s bombing of the Iraqi nuclear reactor at Osirak in 1981.34

But just as the Rabin government’s worldwide propaganda campaign about the Iranian threat did not reflect the actual views of Israeli national security strategists and intelligence analysts, Netanyahu’s rhetoric did not represent the real strategic thinking about Iran in the new Likud government. Netanyahu had not concluded that Iran was a serious threat to Israel, because he was still conducting a major policy review on the issue.

It was a highly unusual policy review: Netanyahu received two competing assessments on Iran. The first, from Gen. Amos Gilad, the head of the intelligence branch of the IDF, portrayed Iran’s missile program as a serious threat to Israel, going so far as to predict that Iranian missiles would be able to hit Israel by 1999. But Gilad was known in intelligence circles to have a “personal vendetta” against Iran, and to embrace an extreme view of the Islamic Republic. He represented a distinctly minority view within IDF intelligence. Most intelligence analysts there agreed that although Iran presented a threat to Israel, the threat was also limited by the nature of Iranian politics. They viewed the future of the Islamic regime as far from certain, even in the short run. A “national assessment” by IDF intelligence, which had already been completed, had rejected the alarmist view of Iran by Gilad, who had written the first draft. The final draft had concluded that Iran might have nuclear weapons as early as 2005, but that the Islamic hard-liners would likely already have been replaced by then.35

The other assessment, from Mossad, Israel’s international intelligence agency, suggested that Iran’s missile program was driven by fear of Saddam’s Iraq rather than by a determination to target Israel. The Mossad view, presented by Uzi Arad, the head of the intelligence analysis side of the organization, reflected the continued adherence of Israeli intelligence officials to the periphery doctrine. He argued that Iran’s ballistic missile program had begun during its eight-year war with Iraq, in which Iraqi missiles had hit its population centers—including, ultimately, Tehran—and that Iran’s air force had remained woefully weak. Mossad’s analysts believed that Iran’s progress in ballistic missiles had been limited by its economic weakness, lack of scientific and technical skills, and heavy dependence on foreign technology, which made it vulnerable to denial strategies. Arad also argued that the Labor government had been provoking unnecessary conflict with Iran by claiming that there was an existential threat to Israel and by suggesting that it might be necessary to use force against Iran if the program continued to develop.36

Just around the time Netanyahu was considering his Iran policy options, the Mossad arguments suggesting a lack of urgent concern about the Iranian missile program were reflected in a study published by the Washington Institute for Near East Policy, which usually mirrors the thinking of Israeli national security strategists. The analysis of the Iranian missile program by Michael Eisenstadt emphasized the Iranian experience of being victims of Saddam’s missile attacks on Iranian cities in 1988, which had contributed to the crisis in morale. Eisenstadt suggested that Iran might view the missile program “as a way to compensate for the weakness of its air and defense forces.” He also made the point that Israeli threats to attack the Iranian nuclear program had “lent additional impetus to Iranian effort to acquire long-range missiles such as the North Korean Nodong-1 that are capable of reaching Israel.”37

In the end Netanyahu sided with Mossad against Gilad. He dialed back the anti-Iran rhetoric of the previous Labor government and even quietly sought a modus vivendi with Iran in the first months of his term in office. Then he chose Uzi Arad, the Mossad intelligence director who had made the more convincing argument on Iran, as his national security adviser.38

The domestic Israeli political context gave Netanyahu reason to end Labor’s public demonization of Iran. Unlike Rabin, Netanyahu had no immediate political need for a propaganda campaign built around the theme of Iran as the major threat to Israel because he had no intention of negotiating with the Palestinians. The Likud Party was formed in 1973 out of a union between Menachem Begin’s Herut movement and other small Jewish nationalist organizations. Herut was in turn based on Ze’ev Jabotinsky’s Revisionist Zionism and its determination to achieve “Greater Israel.” The Likud Party platform, adopted in 1977, was emphatic on the point: “Judea and Samaria,” it said, in biblical references to the West Bank, “will not be handed to any foreign administration; between the sea and the Jordan there will be only Israeli sovereignty.”39

Netanyahu was dead set against carrying out the Oslo Accords requirement for Israel to negotiate with the Palestinians to “establish a Palestinian Interim Self-Government Authority” pending a final settlement.40 He declared in his July 1996 speech to the US Congress that Jews had the “right to live anywhere” in “Judea and Samaria.”41 That meant that he had no intention of agreeing to withdraw Israeli troops from the occupied territories, which would have to be a central element of any agreement. He had no reason to continue the Labor government’s demonization of Iran to justify its seeking to reach a settlement with the PLO. In fact, because Netanyahu intended to focus the Israeli public on the Palestinians as the main enemy, any focus on Iran would distract from that effort. “Blaming the Iranians for Palestinian terrorism would be counterproductive to his message that terror was coming from the Palestinians,” recalled Keith Weissman, who was then working for AIPAC and thus getting regular briefings on the government’s thinking.42

In 1997, however, Netanyahu began to reverse the public stance he had adopted in 1996, and ultimately shifted to a more belligerent tone toward Iran. What ostensibly triggered the shift in Netanyahu’s policy was not a dramatic new development in Iran’s nuclear program but what Israeli military intelligence claimed was a major program of assistance to the Iranian ballistic missile program by the Russian government. But in fact, the shift was consistent with Mossad’s view that Iran remained vulnerable to a strategy of denial because of the relative weakness of its scientific and engineering capabilities. The return to the threat rhetoric that Netanyahu had rejected in 1996 reflected a new opportunity for Israel to use American power to carry out such a denial strategy. It was prompted in large part by a major shift in US domestic politics on the issue of a ballistic missile defense system that provided a powerful incentive for Netanyahu to take a more aggressive stance toward Iran’s missile program.

While the Netanyahu government was experimenting with a low-profile policy toward Iran from mid-1996 to early 1997, the primary national security issue in Washington was the Republican right-wing attack on a 1995 CIA estimate on the ballistic missile threat to the United States. That estimate had concluded that there would be no such threat to the United States from Iran, Iraq, or North Korea for at least 15 years. In 1996, both the missile-defense lobby in Congress and the Republican Party’s neo-conservative foreign policy elite, which was close to Netanyahu and the Likud government in Israel, were seeking to reverse that judgment. The Republican-controlled Congress set up a commission, led by former White House chief of staff Donald Rumsfeld, that would present an alternative to the CIA’s estimate on the ballistic missile threat.

The new tilt in US politics toward an alarmist view of Iranian missile programs in general offered Israel a potent new form of leverage on Russia to stop any assistance to Iran and slow the Iranian missile program as well as the nuclear program—and perhaps even a new source of leverage on the Clinton administration’s policy toward the Oslo Accords. In late 1996, Israeli military intelligence began accusing the government of Russian president Boris Yeltsin of knowingly allowing technology transfers to the Iranian missile program and helping the Iranians develop a medium-range ballistic missile that could reach Tel Aviv. In October 1996, General Gilad, who had lobbied Netanyahu unsuccessfully for a hard line against Iran, told a group of US officials in Washington that Russian missile specialists were shuttling back and forth between Russia and Iran and that Russian companies were involved in every aspect of the development of the new Iranian medium-range missile. Gilad suggested that the technological assistance to Iran was an official Yeltsin government policy, portraying the development of the Iranian Shahab-3 missile as a joint Russian-Iranian project.43

Gilad returned to Washington in January 1997 to give a detailed briefing on the alleged Russian policy of helping Iran build a new medium-range missile to Leon Fuerth, Vice President Al Gore’s national security adviser. The Israeli military intelligence official charged that a Russian entity had sold Iran “detailed instructions on how to construct the Soviet SS-4 ballistic missile,” and that information on that Soviet missile’s RD-214 engine had been transferred to the Iranian missile program. Gore then confronted Prime Minister Victor Chernomyrdin with the information received from Gilad in February 1997.44

Israeli minister of industry and trade Natan Sharansky, a former political prisoner in the Soviet Union who had emigrated to Israel in 1986, lobbied key members of Congress on the alleged Russian export of nuclear and missile technology to Iran.45 And in early 1997, Netanyahu became personally involved in selling the new argument to President Clinton. He told Clinton that Russian missile technology to Iran threatened Israeli security, and that because of that technology, Iran could potentially launch missiles against Western Europe in the future. He even argued that Iran would eventually build a missile that could reach the Atlantic Coast of the United States.46

The Israeli campaign involved leaking what appeared to be particularly damning pieces of intelligence on the Russians’ alleged technology assistance to the Iranian missile program. In September 1997, the right-wing Washington Times reported that Israeli officials had shown US intelligence officials a copy of a $7 million contract between a Russian company called NPO Trud and the Iranian missile program covering “transfer of equipment related to the SS-4 medium-range missile.” And an Israeli intelligence report was said to have included a list of 12 Russian ministries, research institutes, and companies allegedly involved in the transfer of missile technology to Iran, as well as the names of top Russian officials supposedly conniving in the sales.47

The Israeli lobbying, leaks of sensational stories to the news media, and congressional hearings based in large part on Israeli intelligence reports led in October 1997 to the introduction in the Senate of a bill called the Iran Missile Proliferation Sanctions Act, which mandated economic sanctions against any state that sold missile technology to Iran and was explicitly aimed at getting the Clinton administration to pressure the Russian government to halt its alleged technology assistance to Iran’s missile and nuclear programs.48 Netanyahu visited Washington in January 1998 to push the legislation, which passed both houses by overwhelming margins in mid-1998.49

Eventually it became clear, however, that the Israelis had vastly exaggerated the extent of the Russian technology transfer to Iran’s missile program as well as the degree of official connivance in it, and that the most spectacular allegation of technology transfer was simply not true. A Russian research institute had assisted Iran with a guidance package for the Shahab-3, and the Aerodynamics Institute had sold plans for a wind tunnel.50 But Russians as well as others involved in investigating the charges concluded that Russian technology sales to Iran were largely confined to dual-use materials and did not include the most sensitive Russian technology.51 Scott Ritter, who had been on the UN weapons-inspection team in Iraq, likened the kind of goods sold to Iran by Russian companies to what was being sold to Iraq during the same period. “Old equipment destined for the scrap heap, or mothballed material long forgotten in the inventory was now sold by enterprising black marketeers,” Ritter argued.52

Contrary to the claim in Israeli intelligence reports, the $7 million contract between NPO Trud and the Iranian missile program was not for components of the SS-4 or its engine. According to later reports, the contract didn’t specify any particular technology, but the company later learned that Iran was trying to obtain turbopumps for rocket engines. There was no possibility, however, of Iran getting SS-4 technology from NPO Trud, because that company had never been involved in developing or producing the SS-4 or its engine.53

Although hundreds of Russian engineers had ended up working in Iran, a later inquiry by the Washington Post found that they were lower-level engineers, not top specialists in Russian missiles. “These guys are useful at the level of basic research, not advanced development,” Steven Zaloga, a US defense consultant on military technology, told the Post. A department head at the Moscow Aviation Institute, Vadim Vorobei, said that the Iranian program of bringing Russian engineers to the country was not transferring sensitive Russian technology, but rather was aimed at convincing the world that Iran had “a lot of Russians … working for them and everybody else should be scared by it.”54 In other words, the hiring of Russians was part of an Iranian effort to appear more advanced in its missile program than it really was for deterrence purposes.

The highly successful Israeli campaign to portray a deliberate Russian program of assistance to Iran in building an intermediate-range ballistic missile was a preview of the way Israel would deploy intelligence reports on Iran’s nuclear program. The Israeli reports invariably featured speculative and often far-fetched interpretations of the evidence that were passed off as hard intelligence. Asked later by the Washington Post about claims about Russian assistance that were subsequently discredited, Uzi Arad said the Israelis had “evidence that is sufficient to convince us,” and they were “not obligated to prove anything to the Russians.”55

The Israeli campaign of intelligence reports on the Russian government and the Iranian missile program appears to have served multiple Israeli strategic aims. The Israelis hoped increased US pressure on the Russians to cut off assistance to the Iranian program by Russian engineers and private companies would reduce the ability of future Iranian missiles to reach Israel effectively. But the Israeli campaign policy had other potential political benefits for the Likud government. It could help take the pressure off Netanyahu from the Clinton administration over Israel’s implementation of the Oslo Accords. Clinton had been pushing Netanyahu to agree to a larger withdrawal from the occupied territories than Netanyahu was willing to accept. One way the focus on Iranian missiles reduced US pressure on Israel was by “changing the channel,” as David Makovsky of the Washington Institute for Near East Policy put it.56 It forced the administration to spend more time and energy responding to Netanyahu’s demand on Russia and Iranian missiles and less on the Palestinian issue.

The effect of the Israeli campaign to influence Congress, meanwhile, was to put at risk the close US cooperation with the Yeltsin government in Moscow on key security issues that was the lynchpin of the Clinton administration’s Russia policy and, arguably, of its foreign policy in general. By late 1997, Strobe Talbott, Clinton’s main adviser on Russia, was worried that the Israeli campaign in Congress was succeeding in taking away the administration’s flexibility on the question of sanctions against the Yeltsin government. And by early 1998, Talbott had concluded that the policymakers were “losing control of our policy to an assertive and hostile Congress.”57

That Israeli chokehold on the administration’s Russia policy through its ability to influence key Republican congressional figures would make it more difficult for the Clinton administration to pressure the Likud government to make concessions to the Palestinians on withdrawal from the West Bank and other issues. Some US officials viewed the Israeli campaign to convict the Yeltsin government of helping Iran build ballistic missiles as part of Netanyahu’s strategy for resisting US pressure to negotiate in good faith with the Palestinians. As one State Department official said, “If Israel can hold the Russia relationship hostage, the Clinton administration may be unable to manage US policy in the Middle East, including the peace process.”58

After Netanyahu had established Israel’s political leverage on the Clinton administration through Russia policy, the conflict between Netanyahu and the administration became more acute. In early May 1998, after 14 months of no progress in the Israeli-Palestinian negotiations, the Clinton administration proposed a plan calling for Israel to withdraw its troops from an additional 13 percent of the West Bank, which would have brought Palestinian control to 40 percent of the territory. But Netanyahu was very reluctant to go along with the demand. He was afraid he could not keep his governing coalition together if he agreed. The National Religious Party, which was closely aligned with Israeli settlers living on what had been Palestinian land, threatened to vote no confidence if Netanyahu went beyond withdrawal from 9 percent of the West Bank.59

Two weeks after the Clinton proposal was made public, the Senate passed, 90–4, a bill that imposed sanctions against Russia unless it agreed to take much more active steps to stop the alleged leaking of missile technology to Iran. Clinton quickly vetoed the bill, but he still had to avoid an easy congressional override of the veto. In a “carefully choreographed compromise” between the Clinton and Yeltsin administrations, the Russian government immediately took new measures against entities that had been accused of aiding Iran’s missile program, and the Clinton administration came up with a formula that it hoped would satisfy Congress involving “trade restrictions” on entities the Russian government was sanctioning.60 But the administration knew it had to have Israeli help in getting House speaker Newt Gingrich to accept a version of the bill that preserved some flexibility in sanctioning Russia, and the Israelis agreed to help.61 A former adviser to Rabin, Itamar Rabinovich, noting how Netanyahu was able to mobilize a number of key members of Congress, including Gingrich, to support his position, observed that there was “no precedent for this level of Israeli involvement in US domestic politics.”62

Despite that new political leverage on the administration, Netanyahu accepted Clinton’s insistence on the 13 percent withdrawal at the Wye River Conference with PLO leader Yasser Arafat in October 1998. After starting to carry it out, however, Netanyahu halted the withdrawal process as he began to prepare for general elections for the Knesset and for the prime minister’s position in May 1999. Netanyahu’s loss to the Labor Party’s Ehud Barak ended his experiment in using alarmist claims about Iranian nuclear and missile programs and hints of a military option to manipulate US policy. But his successor continued the rhetorical line on Iran that both Labor and Likud governments had embraced.

Netanyahu Returns to Threats against Iran

The final stage of Netanyahu’s evolving Iran policy was a new campaign of military threats toward Tehran. After the delivery in November 1997 of the first of 25 advanced US F-151 fighter planes, which had been chosen because of their longer range and larger payload, the Netanyahu government began to raise the possibility of a preemptive attack on Iran if the missile and nuclear programs continued to advance. Netanyahu referred on several occasions to Israel’s 1981 attack on Iraq’s Osirak reactor without explicitly linking it to Iran. Meanwhile, word was being leaked to the press that military planners were studying the options of hitting Iranian missile plants or assassinating foreign scientists alleged to be working at the facilities. The government also circulated rumors through diplomatic channels that an attack on an Iranian missile facility was imminent, while communicating through diplomatic channels that a preventive strike would be launched by the end of 1998 if there was no change in Iran’s missile-development program. US officials privately called the tactic, which avoided direct, public threats, a “bluff.”63

Netanyahu combined the threats with a new rhetorical line, claiming that Iran represented “the most serious threat since 1948.” That was the statement Netanyahu made at a January 1998 meeting sponsored by Labor Party Knesset member Efraim Sneh, who was taking the most aggressive posture toward Iran in the country. And in conversations with US officials, Netanyahu began using the term “existential threat” to describe Iran’s missile program.64 That kind of rhetoric and the threats that were conveyed to the Iranians represented precisely the policy that Netanyahu’s advisers had warned Netanyahu 18 months earlier was causing Iran to view Israel as a potential adversary.

The timing of the turn back to threats—even if made indirectly rather than being stated by officials of the Netanyahu government—suggests that once again, Israeli belligerence toward Iran was actually serving an entirely different Israeli interest. In this case, the purpose appears to have been to fend off a US-Iranian rapprochement that seemed like a distinct possibility at that point. It came after reformist Mohammad Khatami, elected president of Iran unexpectedly in May 1997, sent obvious signals that he was interested in improving relations with the United States. In his first months in office, Khatami had named a new foreign minister, former UN ambassador Kamal Kharrazi, and other cabinet ministers who were attacked by hard-line conservatives as lacking “hatred toward America,” and Khatami also began speaking publicly about a “dialogue of civilizations,” saying Iran would have relations with “any state that respects our independence.” And former Iranian officials with ties to the regime were dispatched to Washington to contact a wide range of US officials with the message that rapprochement between Iran and the United States was possible if Washington was interested.65

Watching that process, the Netanyahu government was determined to do whatever it could to prevent any warming of US-Iranian relations from occurring.66 The tactic of threatening Iran at a time when the Khatami government had made no move indicating hostility toward Israel appears to have been aimed at provoking a public anti-Israel reaction from Iran that would make it more difficult for the Clinton administration to respond positively to Khatami’s apparent interest in a thaw in relations.

But instead of lashing out with aggressive rhetoric toward Israel, Iran gave a carefully modulated response to the Netanyahu government’s threats. Iranian strategists were not in a position to raise tensions with Israel by issuing military counterthreats. The Iranian missile that the Netanyahu government was hyping as a threat to Israel would not even be ready for its first flight test until July 1998—and then it turned out to be a failure. Iran’s defense strategists were still struggling to find a formula for a deterrent to an Israeli attack.

A few days after the Iranian missile flight test in 1998, Iranian defense minister Ali Shamkhani said in an interview with a Saudi newspaper that a military strike against Iran by the United States or Israel was “unlikely in the foreseeable future.” Then he repeated it for emphasis: “At the moment, this is unlikely.” In August 1998, Khatami declared that Iran’s intermediate-range missile, the Shahab-3, “had been developed to defend against Israel and not Iran’s neighbors.” Khatami suggested that the Israelis could still influence Iran’s decision on deployment by clearly backing off its threat to attack Iran’s nuclear reactor, saying, “At the moment we do not have any plans to produce these missiles, but if we feel the need, we would do so.”67 If the Israeli tone toward Iran changed, Khatami implied, Iranian-Israeli relations could return to the status quo that existed before the Israeli threats; if not, Iran would be forced to take steps to prepare for a possible war with Israel.

The British press reported that the Khatami government tried to follow up with a diplomatic probe the following spring. Iran asked the British government to facilitate contact with Israel to discuss arms control measures between the two countries. An Israeli official confirmed that there had been a “hint” of Iranian interest in direct talks in April, but Israel apparently had not expressed any interest in such talks, and Iran immediately denied the report as “baseless.”68

The carefully measured Iranian response appears to have confirmed the skepticism of some within Netanyahu’s own party about the wisdom of aggressive gestures toward Iran. When Sneh, a retired brigadier general in the IDF, called for a preemptive strike against Iran in September 1998, the Likud Party chairman of the Knesset Foreign Affairs and Defense Committee, Uzi Landau, warned that such “unnecessary chatter” could increase the likelihood of Israel being targeted by Iranian missiles. 69 But in mid-1999, the Netanyahu government fell after Likud’s loss in a general election, and in July 1999, Sneh was named deputy minister of defense in the new Labor government.70 The message from Sneh’s remark for Iran’s national security strategists would certainly have been that Iran needed to accelerate work on the Shahab-3 missile.

Although the new government of Ehud Barak came to power with more rhetoric about the threat from Iran, Israeli intelligence was still saying essentially what it had said under previous governments: Israeli security interests would not be served by a confrontation with Iran. In 2000, the director of Mossad, Ephraim Halevy, was still basing his assessment of Iran on a residual form of the periphery doctrine. Although he estimated that Iran would be capable of having a nuclear weapon by 2010, he did not believe there was any way to prevent it if Iran chose to do so. Halevy believed that Israel should nevertheless seek to explore an accord for mutual coexistence with Iran, even if it were only tacit rather than explicit, in the face of what he called a “Sunni ocean” in the region representing the primary danger for both countries.71

The history of the origins and early development of Israel’s Iran nuclear scare and threat to attack Iran over its nuclear and missile programs highlights a pattern in which both the Rabin and Netanyahu governments deliberately exaggerated the threat from Iran, in sharp contradiction with the Israeli intelligence assessment. The ruse served a variety of political interests, most of which were related to the manipulation of US policy in the region. Both Rabin and Netanyahu sought to get Washington to take on the task of forcing Iran to abandon its nuclear program in part to ensure that Washington would still regard its alliance with Israel as a central fixture of its Middle East policy. Both Rabin and Netanyahu also used hints of Israeli military action against Iran as part of the conscious construction of an Iranian nuclear scare at a time when Tehran had not yet decided to focus on Israel as an adversary.

The consequences of the Israeli policy of inflating a threat from a nuclear Iran to achieve other objectives were far-reaching. Although the Israeli threat of war against Iran did not reflect the government’s actual intent, Iranian officials were obliged to take it seriously. By suggesting a militarily aggressive stance toward Iran, however disingenuously, the Labor and Likud governments quite unnecessarily made Israel a military adversary that would eventually be targeted by Iranian missiles. The deceptive Rabin and Netanyahu policies established a template that would be followed by every Israeli government after them and would become a central element in the manufactured crisis.
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Choosing Regime Change Over Diplomacy

Bush Administration and Regime Change

After the Natanz facility was revealed in mid-2002, the George W. Bush administration’s policy toward Iran’s nuclear program appeared on the surface to be aimed at forcing Iran to give up the program, thus continuing the thrust of the Clinton administration’s policy. But like so much of the politics and policies surrounding the issue, that public posture was a cover for a rather different policy. The administration was actually less concerned about the Iranian nuclear program than about delegitimizing the Iranian regime. And that ambition for regime change distorted the Bush policy toward the nuclear issue, perversely skewing it toward provoking Iran to accelerate its enrichment program.

The administration’s strategy in the Middle East was based on the firm conviction that the Islamic regime in Iran would fall within a few years as part of the broader redrawing of the political map of the region that the neoconservatives were planning. From 2003 to 2005, the Bush administration’s foreign policy was dominated by its project for overthrowing Saddam Hussein and turning Iraq into a base for projecting US power into the rest of the Middle East. The result was expected to be a string of regime changes in those countries that had not been de facto allies of the United States. Dennis Ross, the first fellow at the Washington Institute for Near East Policy after it was set up in 1985 and thus privy to the thinking of the neoconservative strategists, told journalist Jeffrey Goldberg in 2002 that the Iraq operation would “legitimize American led ‘regime change’ in the Middle East.” And it would leave Iran surrounded by pro-American governments in Kabul, Baghdad, and Istanbul.1 Iran was targeted as the biggest prize of all in the regime change strategy.

That strategy was first laid out in a paper sent by Secretary of Defense Donald Rumsfeld to Bush on September 30, 2001, calling for the administration to focus not on taking down Osama bin Laden’s al-Qaeda network but on establishing “new regimes” in a series of states by “aiding local peoples to rid themselves of terrorists and to free themselves of regimes that support terrorism.” It was issued as “Strategic Guidance for the Defense Department” on October 3, 2001—just three days after it had gone to the president. That document, drafted by Undersecretary of Defense Douglas Feith in consultation with the Joint Staff at the Pentagon, said that the Defense Department would seek to isolate and weaken those states and to “disrupt, damage, or destroy” their military capacities—not necessarily limited to WMD. The document included as a “strategic objective” a requirement to “prevent further attacks against the U.S. or U.S. interests”—language so broad as to justify plans to use force against virtually any state that was not a client of the United States.2

The list of states that Rumsfeld and Deputy Secretary of Defense Paul Wolfowitz wanted to take down included Iraq, Iran, Syria, Libya, Sudan, and Somalia, according to a general working in the Pentagon who passed it on to Gen. Wesley Clark in November 2001. After a public appearance in 2008, Feith revealed to this writer that all six countries were on the list for regime change in the Pentagon paper.3

Feith was part of a tight-knit group of neoconservatives at the Pentagon and on Vice President Cheney’s staff. The Pentagon group included David Wurmser, who was the most vocal and passionate advocate for regime change in Iraq, Iran, and Syria, and Wolfowitz. The group within Cheney’s office included John Hannah and Scooter Libby, both of whom subscribed to the regime change strategy. They all believed strongly that a show of the effectiveness of US military power would shake the foundations of the regime in Iran, according to Hillary Mann Leverett, who was coordinator for the Persian Gulf and Afghanistan on the National Security Council staff in 2002 and 2003.4

Wurmser and his colleagues regarded the 1999 student protests in Iran—the largest political protests since the 1979 revolution—as evidence that the population was seething with revolt against the regime. “They believed most Iranians were ready for secular democracy,” recalled Leverett. National security adviser Condoleezza Rice was also intrigued by the prospects for regime change in Iran. The main difference between her and the vice president’s office was that she didn’t want the administration to talk about it openly, whereas Cheney’s advisers wanted to “put regime change on a banner,” Leverett recalled. And the idea resonated with Bush. “I remember hearing the president talking about this,” said Leverett. “He said one of the reasons for doing Iraq was if you created democracy in Iraq, it would empower people in Iran who wanted democracy.”5

The neoconservatives did not view regime change in Iran as proceeding independently of US military power, according to Leverett, but they expected that it would require less violence than was necessary to remove Saddam Hussein in Iraq.6 They believed, however, that it would be necessary to use force to remove the Bashar al-Assad regime in Syria, which was a key ally of Iran, and thus strike a crucial blow to Iran’s prestige, as Wurmser asserted in an interview after leaving the administration. Wurmser and the other regime change advocates also insisted that the United States had to be prepared to make war on Iran if and when the time came to do so.7 Meanwhile, the regime change advocates were content to wait for the political changes by force in Baghdad and Damascus to have their mobilizing effect in Iran.

Rice viewed President Mohamed Khatami, the surprise winner of the 1997 election, as the “Gorbachev” of Iran who was trying to reform the regime while keeping it from falling apart, according to Leverett. The regime change strategy required a search for the Iranian “Yeltsin” who would actually dissolve the Islamic state and declare a secular liberal republic. But the neoconservatives never identified anyone who could conceivably play that role. Cheney himself was actively involved in pursuing the objective of regime change in Iran, according to Leverett, who was tasked with writing a National Security Presidential Memorandum on the subject. In 2002, Cheney even met secretly with the shah’s son, former prince Reza Pahlavi, who the Vice President’s Office believed could be useful in undermining a regime seen as on the verge of collapse.8

The neoconservatives were uniquely impervious to realities on the ground in the region. Leverett recalled being “astounded” to hear the advocates of regime change in the administration suggest as late as 2005 that the situation in Iraq was on track to help destabilize Iran, even though US intelligence and the US military command in Iraq had concluded that the Iraqi resistance to the occupation was continuing to grow. That extreme confidence of the neoconservatives in their utopian analysis of Iran and the rest of the region only waned in late 2005, after which neoconservatives began arguing openly for all-out war against Iran.9

The neoconservative project for regime change in the Middle East required that the administration reject any form of cooperation with Iran, even if it concerned an objective that was ostensibly very important to the United States. The State Department responded to the 9/11 attacks with a strategy that involved cooperation with Iran and Syria, on intelligence sharing and possibly joint operations against al-Qaeda. But in December 2001, the neoconservatives, with Wolfowitz in the lead, vetoed any such cooperation before the issue reached the most senior officials in the administration. The rules for dealing with Iran and Syria excluded any cooperation with them against al-Qaeda. Iran was not to be treated as a sovereign equal, regardless of the circumstances. The regime change policy had trumped what was supposedly a primary interest of the United States.10

Then, at the beginning of May 2003, came an Iranian diplomatic move that no one in Washington had anticipated: a two-page detailed proposal for direct US-Iranian negotiations on the full range of issues that divided them, sent to the White House through the Swiss ambassador in Tehran, Tim Guldimann. The Iranians offered to negotiate on their nuclear program and their policy toward Israel, Hezbollah and Palestinian armed groups, Iraq, and cooperation on al-Qaeda. But they wanted the United States to negotiate an end to its “hostile behavior,” including removing Iran from the US “axis of evil” and terrorism lists and ending all economic sanctions. And finally, they wanted US “recognition of Iran’s legitimate security interests in the Persian Gulf.” The Iranians proposed three parallel working groups to negotiate “road maps” for three sets of issues: weapons of mass destruction, terrorism and regional security, and economic cooperation.

But the Bush administration’s undeclared commitment to regime change in Iran ruled out any possibility of exploring a diplomatic engagement with Iran. According to Flynt Leverett, former senior director for Middle East affairs on the NSC staff, only a few days after the receipt of the letter, Secretary of State Colin Powell was instructed that there would be no reply to the proposal, except to dispatch a message of displeasure with the Swiss ambassador for having passed on the message. Not a single interagency meeting had been convened to discuss the matter before the decision was made, Leverett pointed out.11

Bush still had not called off a meeting in Geneva between the presidential envoy to Afghanistan, Zalmay Khalilzad, and Iranian ambassador Mohammad Javad Zarif scheduled for later in May, one of a series of meetings taking place in Geneva. But Rumsfeld and Cheney exploited a terrorist bombing in Riyadh on May 12, 2003, to close down that diplomatic channel. Rumsfeld declared, “We know there are senior al Qaeda in Iran … presumably not an ungoverned area.” In fact, US intelligence believed there were border areas of Iran where the government’s control was very limited and where al-Qaeda cadres could easily hide, but Rumsfeld and Cheney persuaded Bush that Iran was aligned with al-Qaeda, and he agreed to cancel the meeting with Zarif scheduled for May 21.12

The policy of refusing any engagement with Iran had far-reaching implications for the Bush administration’s handling of the issue of Iran’s nuclear program. In rejecting a diplomatic understanding with Iran, the administration was revealing its disinterest in heading off a full-fledged enrichment program by Iran unless it was accomplished through force. “They were not really interested in trying to keep Iran’s enrichment program in check,” Hillary Mann Leverett recalled, because the neoconservative view was, “We were going to be on the march, so it didn’t matter if they enriched.” In one conversation with Leverett in 2003, people in Cheney’s office made it clear that they didn’t want to focus on the nuclear issue, because, as they explained, “After regime change, we may not want to oppose possession of nuclear weapons by Iran.”13

The Europeans Intervene Diplomatically

What the Bush administration wanted in 2003 was to head off any agreement between Iran and the IAEA, which would enhance Iran’s legitimacy and inhibit the administration’s freedom of action to bring about regime change. That was the task given to John Bolton, undersecretary of state for arms control and international security and the administration’s main policymaker on proliferation.

Before joining the administration, Bolton had hitched his wagon to the interests of Israel, and especially of the right-wing Likudists. A longtime member of the Advisory Board of the Jewish Institute for National Security Affairs, Bolton supported the Iran regime change policy. His special assistant from early 2002 to late 2003 had been David Wurmser.14 From Bolton’s office, Wurmser had moved to the office of Vice President Cheney, where he had even more influence over US policy in the Middle East.

From mid-2003 on, Bolton was determined to move the Iran issue out of the IAEA to the UN Security Council.”15 The idea was to prevent IAEA director general Mohamed ElBaradei from reaching an agreement with Iran, blurring Iran’s status as part of the “axis of evil.” But it was also aimed at clearing the path to regime change by force, if necessary. “I just wanted to finish checking the boxes (first the IAEA and then the Council),” Bolton wrote in his memoirs, “either to get the real and substantial support we needed or to show the ‘multilateralists’ that we had tried their route and were now going outside the UN system to do what we needed to do.” The Israelis were warning him that Iran was getting close to “the point of no return” when it would have mastered the entire nuclear fuel cycle, and at that point, “we could not stop their progress toward nuclear weapons without using force.”16

But both ElBaradei and the three leading European Union states—the United Kingdom, France, and Germany, sometimes referred to as the EU-3—were determined to avoid having the Iran nuclear issue taken to the Security Council. ElBaradei had already made himself a thorn in the side of the Bush administration. At a UN Security Council meeting shortly before the invasion of Iraq, ElBaradei had delivered a stinging refutation of the Bush administration’s claims about Saddam Hussein’s nuclear weapons program, based on the IAEA’s investigations.17 Bolton knew that ElBaradei would seek to frustrate his plan; he viewed ElBaradei as “more interested in trying to cut a deal than in faithfully reporting what IAEA inspectors were telling him” and disparaged the IAEA as “the UN’s nuclear watchpuppy.”18

ElBaradei’s August 26, 2003, report provided no accusation against Iran on which to base a demand for referral to the Security Council.19 Bolton nevertheless wanted the resolution adopted at the September meeting of the IAEA Board of Governors to include language calling for referral in November. He ordered Ambassador Ken Brill, the US permanent representative to the IAEA, to lobby for it. But the three most important European allies were not in agreement. The US invasion and occupation of Iraq, which the administration believed had created great fear in the minds of the Iranians, also made the United Kingdom, France, and Germany unwilling to cooperate with Bolton’s strategy on Iran.

A few days before the board was to meet in Vienna on September 8, Bolton learned that the EU-3 would not support him on referral to the Security Council, although they promised that they would “lay the basis” for such a move. The resolution that was approved by the board requested that ElBaradei “submit a report in November 2003 or earlier if appropriate, on the implementation of this resolution, allowing the Board to draw definitive conclusions.” The resolution also called on Iran to “remedy all failures identified by the Agency and cooperate fully with the Agency to ensure verification of compliance with Iran’s safeguards agreement by taking all necessary actions by the end of October 2003.”20

Under that threat of being brought before the Security Council, Hassan Rouhani, now Iran’s nuclear policy chief, negotiated the Tehran Declaration with the foreign ministers of the United Kingdom, France, and Germany on October 21, 2003. Iran pledged to sign the Additional Protocol, the revised IAEA safeguards agreement mandating much more intrusive inspections and reporting requirements, and to suspend enrichment and reprocessing activities.21 The Europeans were offering in return to block the Americans from taking Iran to the Security Council. “The Europeans did not want to see that case go to the UN Security Council and cause another crisis in the region,” Rouhani recalled later. “They promised us they would resist and would not allow that case to go to the UN Security Council.”22 British foreign minister Jack Straw and German foreign minister Joschka Fisher told Rouhani that their objective in negotiating with Iran was to serve as a “human shield” against an American or Israeli attack on Iran’s nuclear facilities, which they clearly viewed as a possible result of the US move to take Iran to the Security Council.23 That objective was only implied in the text, which said the European ministers believed that “full implementation of Iran’s decisions, confirmed by the IAEA’s Director General, should enable the immediate situation to be resolved by the IAEA Board.”

The European agreement with Iran was an obvious setback for the Bolton strategy, and it was compounded by ElBaradei’s report in early November, which detailed Iranian failures to report nuclear material and activities but concluded, “There is no evidence that the previously undeclared nuclear materials and activities … were related to a nuclear weapons program.”24 Senior US officials let it be known that they were “outraged” at ElBaradei’s conclusion, and Bolton said it was “impossible to believe.”25

The Bush administration tried to pressure other governments to support its strategy to shift the Iran file to the Security Council. At a meeting with the Europeans and other delegations a few days before the start of the meeting, Secretary of State Powell leaked to the news media that he had lambasted a European draft resolution as “totally inadequate” because it lacked a “trigger mechanism.” The United States was demanding language that would automatically commit the board to finding Iran to be “non-compliant” and sending the issue to the Security Council if Iran failed to meet certain conditions. Powell said the United States would prefer that the board pass no resolution rather than the unacceptable European version. But in the end, only three countries—Canada, Australia, and Japan—were willing to support the US position.26

The board resolution said merely that if “any further serious Iranian failures come to light,” the board would “meet immediately to consider, in the light of the circumstances and of advice from the Director General, all options at its disposal, in accordance with the IAEA Statute and Iran’s Safeguards Agreement,” making no reference to referral to the Security Council.27 In one of the many unexpected consequences of the extreme aggressiveness of the US invasion and continued occupation of Iraq, the Europeans had stood up to US pressure on the Iran issue.

Iran and the EU-3 reached a follow-up agreement on February 24, 2004, in which Iran pledged to suspend not only introduction of gas into centrifuges but also the manufacture of centrifuge parts and assembly of centrifuges, and the Europeans pledged to seek the closure of the Iran nuclear dossier in the June meeting of the board. But then the IAEA discovered that Iran had omitted the fact that it had received the designs for a more efficient centrifuge, called P-2, as distinct from the more rudimentary P-1 centrifuges, in its declaration to the IAEA in October. That created renewed suspicions on the part of the Europeans. Another source of tension was Iran’s acceleration of centrifuge assembly between the agreement in late February and early April, when the suspension of enrichment activities was to go into effect. Still another irritant was the public inauguration of Iran’s uranium conversion facility in Esfahan on March 28. As a result, the Europeans drafted a resolution in advance of the June board meeting indicating that they were no longer firmly committed to resisting a referral of Iran to the Security Council.28

That development might have led to a move to send Iran to the Security Council by the end of 2004, had Iran not come up with another diplomatic proposal for the EU-3 in late July: a “framework of mutual guarantees” involving the achievement of long-term strategic cooperation through confidence-building steps.29 That proposal elicited a somewhat ambiguous European diplomatic response. In October, the foreign policy chief of the European Union, Javier Solana, went to Washington with a proposal for a two-stage plan that required Iran to “suspend all enrichment and reprocessing-related activities in a comprehensive and internationally verifiable manner.” The proposed plan specified that the suspension would be “indefinite, until we reach an acceptable long-term agreement.” Only if Iran were to comply with that demand for an open-ended suspension of enrichment would the EU “reaffirm the right of Iran to develop research, production and use of nuclear energy for peaceful purposes without discrimination in conformity with Article 2 of the NPT.” The proposal also envisioned a later stage of economic and security cooperation in which Iran’s relations with the West, including the United States, would be “normalized.” But if Iran did not comply, the EU would support the referral of the Iran nuclear issue to UN Security Council.30

The EU proposal was not acceptable to Iran, because it called for a suspension without a time limit and defined the “objective guarantees” of the peaceful nature of Iran’s nuclear program as meaning “stopping” the program. But on November 15, 2004, after several rounds of intensive negotiations, the Europeans and Iran signed the Paris Agreement, which included compromises that made the text acceptable to Iran: First, the suspension would continue only “while negotiations on a long-term agreement are underway,” thus giving Iran the power to terminate both the negotiations and the suspension. Second, the European governments explicitly acknowledged that Iran’s suspension was “a voluntary confidence building measure and not a legal obligation.” Third, it included Iranian language that the agreement would “provide objective guarantees that Iran’s nuclear program is exclusively for peaceful purposes.” That language was a way of committing the EU-3 to negotiations on ways to guarantee that Iran’s independent fuel-cycle activities were not being used to support a weapons program.31

The Paris Agreement eased the pressures that Bolton and the United States had been building up for moving the Iran file to the Security Council. But the agreement had one fundamental flaw that both sides recognized: the most important actor of all in a long-term settlement of the issue, the United States, was not only absent from the negotiations but hostile to them. The EU-3 couldn’t substitute for the United States in reaching a longer-term accommodation with Iran that would give it an incentive to curb its enrichment program. As an Iranian diplomat involved in the talks observed, “The EU doesn’t know what it can offer absent U.S. permission, and absent U.S. assurances, we don’t know what we can deliver.”32

The three EU governments were equally aware that, without US backing, the negotiations were likely to fail. In the months preceding the Paris Agreement, they had been telling American contacts that they wanted the United States to be willing to enter the diplomatic game at an early stage, and that in the meantime, it was important for the United States to communicate to the Iranians that it would be willing to “put cards on the table at some stage.”33 But the Bush administration was determined that the EU-3 engagement should go no further. Two days after the Paris Agreement was announced, Powell, on a refueling stop on his way to Santiago, Chile, told reporters he had seen “information” suggesting Iran had been “working hard” to match a ballistic missile with a nuclear weapon.34

Powell’s remarks were widely viewed in Washington as part of a US effort to undercut the EU-Iranian agreement. As recently as mid-October, in preparation for the G-9 meeting that dealt with the EU proposal to Iran, Powell had approved the “script” Bolton had given him calling for a hardening of the EU proposal to Iran. It was Vice President Cheney who had approved the gist of Bolton’s script before it went to Powell.35 And the State Department deputy spokesman, clearly following a policy ordered by the White House at Bolton’s behest, pushed the line that Iran had a covert nuclear weapons program. While acknowledging that there were “differences of opinion” on whether Iran had a covert nuclear weapons program—an allusion to the IAEA assessment—he said, “We believe the arguments stack up in our favor. We will continue to press this case.”36

Bolton’s Satellite Photo Ploy

In early 2004, Bolton gave the IAEA satellite imagery of specific sites at Iran’s Parchin military complex that he claimed had features making them appropriate for hydrodynamic tests on an implosion-type nuclear weapon—tests that simulate the conditions of an actual nuclear weapon using high explosives but no fissile material.37 He wanted the IAEA to demand an inspection of the sites at Parchin based on the satellite photos, even though they clearly did not constitute evidence that Iran had conducted any such tests.

Bolton’s strategy for the IAEA board to support a referral of Iran to the Security Council was keyed to using what he called “Iran’s continued intransigence” to build a case that it was hiding a nuclear weapons program. The August 2003 inspection of Kalaye Electric Company, which had revealed Iran’s repainting and retiling of the room to which the agency had been previously denied access, “was precisely the kind of dissembling and concealment that demonstrated Iran was trying to hide something,” as Bolton later recalled.38 Parchin was Iran’s military technology testing base, and Bolton evidently expected that Iran’s military would never agree to allow the IAEA to go poking around that complex, regardless of whether it was doing any research related to nuclear weapons there. Iran’s refusal of the IAEA request for an inspection of the sites in question would thus dramatize Iran’s “intransigence” in regard to allegations about possible nuclear weapons-related activities.

In July 2004, ElBaradei authorized IAEA communications with the Iranians, conveying the agency’s interest in visiting the sites at Parchin depicted in the images.39 But ElBaradei issued two quarterly IAEA reports on Iran on June 1 and September 1, 2004, that made no reference to Parchin.40 After the June report came out without calling for an inspection of Parchin based on the satellite photos, Bolton persuaded the Bush administration to adopt a policy of actively seeking to replace ElBaradei as director general of the IAEA rather than letting him serve a third term.

Bolton called ElBaradei’s American deputy, David Waller, in August to tell him that the United States wanted ElBaradei to step down in mid-2005 rather than serve a third term, citing the seldom-used rule limiting the tenure of UN agency heads to two terms. Bolton promised effusive words for ElBaradei’s service if he agreed to step down. But ElBaradei, who had been thinking of leaving the IAEA for personal reasons, was infuriated that Bolton and the US administration would “presume to dictate whether I ran for a third term.” He decided to stay on after all, both to obtain a mandate to work on multilateral diplomacy on Iran and, as he put it in his memoirs, to “stand up against U.S. bullying.” Over the next few months, the State Department tried to get several figures from Brazil, Argentina, Japan, and Australia to run against ElBaradei, but in the end no other government would support the US move against him.41

Meanwhile, US intelligence tapped ElBaradei’s phone, hoping to get evidence that he had acted inappropriately in relations with the Iranians. No such evidence was ever found, but Reuters correspondent Louis Charbonneau later recalled that “several diplomats from a Western nation” had showed him what they claimed were transcripts of conversations between ElBaradei and the Iranian ambassador which they said showed he had “overstepped his authority.”42

Despite the utter failure of the US effort to remove ElBaradei as director general, the Bush administration continued to oppose him right up to the first official consideration of his serving another term by the IAEA Board of Governors in late April 2005. But not a single member of the board was willing to join with the United States in opposing ElBaradei at that meeting.43

Soon after the Bush administration adopted a policy to unseat ElBaradei, Bolton leaked the satellite imagery of Parchin he had previously given to the IAEA to ABC News and to the Institute for Science and International Security (ISIS). On September 15, ABC News reported, “The US government and the IAEA have questions about a military site with suspected ties to the country’s nuclear program.” It quoted an unnamed State Department official as saying the United States “suspects nuclear activities at some of [Iran’s] facilities” and that the suspicions “focus on possible testing of high explosives.” The IAEA had requested permission from Iran to visit the facility more than a month earlier, ABC said, but Iran had “ignored the request,” according to “US and UN sources.”

ABC said it had been given images showing a building in Parchin’s “high-explosive test area” that could permit testing of explosions relevant to a nuclear weapon. But later in the story, ABC acknowledged that the images did not indicate whether the testing conducted there was for the development of a nuclear weapon or merely for conventional high explosives. The story quoted the former head of the Defense Threat Reduction Agency at the Defense Department, Jay C. Davis, as saying, “Neither the design of the facility nor the nature of the tests is unique to nuclear weapons.”44

On the same day, ISIS published a series of seven satellite images of different sites at the Parchin complex on its website, along with a commentary that indicated that ISIS Executive Director David Albright had been briefed by Bolton’s staff on their analysis of the images. The images ISIS published conveyed nothing about the likelihood of work related to nuclear weapons. Albright and a co-author referred to the site singled out by ABC as being “a logical candidate for a nuclear weapons-related site” but acknowledged that some facilities at the site appeared to be “more suited to armaments research or rocket motor testing.” The only basis for suggesting that it might be the site of nuclear weapons-related tests was that it included some buildings “suited to conduct high explosive testing.”45

Other buildings on the site had no apparent relationship to such testing, according to the authors; another site nearby might or might not have had a high-explosives bunker that could be used for various purposes. And they dismissed the argument by “some analysts” that the excavation at a separate site might include tunneling as irrelevant to the purpose of the site. The overall tenor of the commentary was one of skepticism about the official line from Bolton’s office that there was any substantive basis for suspicion of nuclear weapons testing at Parchin.

But Bolton understood that the caveats expressed by ISIS would essentially drop out of any story of his statement citing the photographs and casting further doubt on Iran’s nuclear intentions. In comments to George Jahn of the Associated Press attributed to a “senior U.S. official,” Bolton cited the publication of the satellite imagery by ISIS as alarming new evidence of Iran’s covert nuclear weapons program. And according to Jahn’s story, the official had “accused the UN nuclear watchdog of suppressing information on Parchin in its latest report on Iran,” calling it “a serious omission.”46

Behind Bolton’s charge were apparent differences between ElBaradei and the IAEA deputy director general for safeguards, Pierre Goldschmidt, over what to do with Bolton’s satellite photographs. ElBaradei recognized that Bolton was pushing the agency to request access to one of Iran’s most sensitive military sites on the basis of “information” that wasn’t evidence of Iranian nuclear weapons testing at all. The September report said, “The Agency has discussed with Iran authorities open source information relating to dual use equipment and materials which have application in the conventional military area and in the civilian sphere as well as in the military sphere. The Agency welcomes Iran’s willingness to discuss these topics.” But it did not mention Parchin by name, or the satellite photos, or the fact that the agency had requested a visit to Parchin.47 And ElBaradei declared at a news conference during the September board meeting, “We do not have any indication that this [Parchin] site has any nuclear related activities.”48

Goldschmidt, who had been IAEA deputy director general for safeguards since 1999, would neither confirm nor deny for this book that an explicit reference to concerns that nuclear-related testing might have taken place at Parchin had been included in an earlier draft of the September report but were taken out by ElBaradei.49 However, Goldschmidt’s first paper for the Carnegie Endowment for International Peace after leaving the IAEA in June 2005 clearly indicated that he suspected that Iran might be hiding nuclear testing at Parchin and that he opposed ElBaradei’s position at the September 2004 board meeting. The essay expressed regret about the fact that the IAEA’s existing mandate required that it “find at least traces of nuclear material at an undeclared facility that can be associated beyond doubt to equipment, material or activities that could only be relevant to manufacturing nuclear weapons.” That standard, he suggested, was one that the IAEA “would be hard-pressed to meet.”

Goldschmidt wrote that any equipment that might be used either for conventional or nuclear weapons “would most likely to be located at secret military sites,” which he suggested would be “difficult, if not impossible” for the IAEA to access quickly enough to find the incriminating evidence before it could be removed. And he specifically cited the “Parchin site in Iran” as an example of the problem. “It is therefore essential,” Goldschmidt concluded, “for the IAEA to look for any indication that a non-nuclear weapon state may be undertaking activities that could signal the existence of a nuclear weapons program and to report such findings to the Board of Governors” (italics in original).50 Goldschmidt’s argument was evidently a response to ElBaradei’s denial that there had been any such indication of Iranian nuclear weapons-related activity at Parchin. His essay hinted strongly that he had pushed for the IAEA to report mere suspicions of a nuclear weapons program based on information that was far from being evidence of such activity.

Two months after denying any evidence of Iranian nuclear weapons activity, however, ElBaradei gave in to pressure from the United States and from Goldschmidt to go public with the information that Bolton and Goldschmidt had wanted in September report. The November IAEA report included the same paragraph as the September report, but this time it also said the agency had requested in October that its inspectors be allowed to visit Parchin.51

The IAEA Inspections at Parchin

The IAEA request to visit Parchin was qualitatively different from previous IAEA inspection trips to Iran. Asking to visit sites on a military reservation where Iran undertook testing of various weapons systems would require some understandings with Iran about how to minimize the risks to Iranian national security. And Iranian policymakers suggested that those satellite photos did not represent a valid basis for requesting to visit one of its most sensitive military sites. “They should have evidence that there are nuclear activities,” an unnamed Iranian official told the New York Times in early December, “not just, ‘We heard from someone that there is dual-use equipment that we want to see.’”52

Nevertheless, Iran did not refuse the request, which came at a time when it was eager to demonstrate its transparency to the IAEA as well as to the Europeans. The IAEA sent a note on October 26 proposing “specific modalities” for such a transparency inspection, and Iranian officials agreed to meet with Heinonen, then Goldschmidt’s deputy for Iran and the Middle East, in Vienna on January 7, 2005, to discuss the issue.53

What happened at the January 7 meeting and in the IAEA inspection a week later is now the subject of conflicting accounts by Goldschmidt and Heinonen. In his presentation to the board on March 1, 2005, Goldschmidt said, “Out of the four areas identified by the Agency to be of potential interest, the Agency was permitted to select one area.”54 That wording suggested that Iran had explicitly denied access to three of the four sites that the IAEA had wanted to visit, and the IAEA inspection was described in an Associated Press article on the board meeting—presumably on the basis of Goldschmidt’s remarks—as a “severely restricted visit” to Parchin.55

But in 2012, Heinonen, who actually discussed the modalities of the inspection visit with the Iranians at the January 7 meeting, provided a dramatically different account of the details of the IAEA to which Iran had agreed. In an interview with Scott Peterson of the Christian Science Monitor, Heinonen recalled:


Parchin is a fairly large geographical area. I think there are hundreds of buildings when you put them all together. So they divided it actually into sectors, and it’s easy to divide because the way the valleys and the mountains are there, so you get four distinct areas.

Then we agreed that we—we wanted actually to take, to go differently. But they wanted four areas. First you select the area, then you select the buildings. The selection did not take place in advance, it took place just when we arrived, so all of Parchin was available. You would just take one sector, and then from that sector you know, when we drove there, and arrived, we told them which building.56



Dividing the entire facility into quadrants and giving the IAEA team permission to select several buildings to be inspected within the quadrant of its choice would have resulted in very different results from allowing the agency to visit only one of four areas of interest to the agency, as Goldschmidt had suggested. A satellite image of the entire Parchin complex that identifies the area of “Possible Nuclear Weapons Development” sites shows that the sites shown on the ISIS site and said to have possible highexplosives facilities were not only within the same quadrant of Parchin but were all located within the same roughly one square kilometer of an estimated 25 to 42 square kilometers (15 to 25 square miles) of the entire complex.57

Rather than denying access to most of the sites the IAEA wanted to see, as Goldschmidt’s description suggested, the parameters that Iran had insisted on, according to Heinonen, appear to have actually allowed the IAEA to inspect most if not all of the sites in which the agency had expressed interest.

Goldschmidt insisted to the author that Heinonen had not reported such an Iranian plan to him. “I never heard when I was at the Agency that Iran had divided the Parchin site into four quadrants or sectors,” Goldschmidt said.58 Goldschmidt explicitly acknowledged in his report to the board, however, that the agency had “selected five buildings” and that the inspectors “had free access to those buildings and their surroundings.”59 That sounds very much like what Heinonen described. Goldschmidt recalled that he depended on the agency’s expert on satellite imagery, Fredric Claude, to choose the locations in which the agency was primarily interested, and that he was not aware of how far apart those locations were. Goldschmidt also said his primary concern was that Heinonen and Claude had revealed what sites they wanted to visit at the January 7 meeting, so there was no real “surprise” about where the IAEA wanted to visit when the inspection took place later that month.60

The inspection of the five buildings and surrounding grounds chosen by Heinonen and Claude produced no indication that any of them had been used for anything related to nuclear weapons. The IAEA took environmental samples from all five sites to test for any substance that could have been used for hydrodynamic or hydrostatic testing of nuclear designs. All the tests came back negative.61

During the January 14 inspection, Heinonen requested a second visit to Parchin the second week in February to inspect another area of the military facility. The initial response from Iran on February 27 was a flat rejection of the request. It said, “The expectations of the Safeguards Department in visiting specified zone and points in Parchin complex are fulfilled and thus there is no justification for any additional visit.”62

ElBaradei argued to Iran that he needed another round of inspections. “I can’t convince the international community with one inspection,” he reportedly told the Iranians.63 Further action on the issue was delayed until after Iran elected Mahmoud Ahmadinejad as its new president in June 2005, and a new government could be formed. On October 31, 2005, the new secretary of Iran’s Supreme National Security Council, Ali Larijani, finally met with Heinonen and agreed to a second inspection visit to Parchin. ElBaradei’s report said only that Larijani had agreed to give the inspectors access to “buildings requested within the area of interest.” That description was consistent with the parameters Iran had prescribed to Heinonen in January. But this time Larijani posed a significant condition: the IAEA had to agree that it would be the last time it would request such transparency visits to Parchin. Heinonen promised that if the inspectors found nothing suspicious, the Parchin file would be closed permanently, according to the Iranian account.64

During the second inspection the following day, November 1, Claude chose five more places from the map and satellite images to be inspected. Once again, environmental samples were taken at each site, and again they all tested negative for any substance that might have been used in hydrodynamic or hydrostatic tests.65 Thus the IAEA had inspected and done sampling at 10 specific sites of its choosing at Parchin in the two visits. For the next six years, the IAEA did not suggest the need to inspect any site at Parchin or raise the possibility that there were any suspect sites in the complex. ElBaradei and the Safeguards Department did indeed close the Parchin file. But in late 2011, the IAEA demanded access to the site once again, based on a claim by Israel that a cylinder for nuclear-related tests had been installed at Parchin in 2000, and a new political drama began around that demand.

Rice Brings the Europeans under Control

A crucial turning point in the negotiations between Iran and the EU-3 came in the first months of the second George W. Bush administration and the new secretary of state, Condoleezza Rice. Her first foreign trip as secretary—February 3–11, 2005, along with her primary negotiator with the Europeans, Undersecretary for Political Affairs Nicholas Burns—was spent working on bringing the British, French, and German governments into line with US policy on Iran’s nuclear program.66

After Rice returned to Washington, Burns continued to negotiate with the EU-3 through February and early March. He wanted them to commit to rejecting any enrichment activities by Iran and, if Iran refused to accept that condition for an agreement, to supporting the referral of Iran to the Security Council.67 By early March, Burns had secured the French Foreign Ministry’s support for its demand for the exclusion of enrichment. As one French official said, “We consider that the only ‘objective guarantee’ of the exclusively peaceful nature of Iran’s nuclear program is the effective cessation of all activities leading to the production of nuclear material.”68

The Europeans wanted the United States to back their talks with Iran by providing real political, economic, and security benefits. But as indicated by Rice on March 11, the only concessions they could wrest from the Bush administration were to drop the US objection to Iran’s application to join the World Trade Organization and to approve a license for spare parts for Iranian commercial aircraft.69 Based on previous Iranian statements to the Europeans, it was evident that the Iranians would consider that proposal an insult in the context of the negotiations on its enrichment program.

At the conclusion of those negotiations, Burns was confident that the Europeans were now fully aligned with US policy, meaning they would not make any deal with Iran allowing enrichment of any kind. “The Europeans are now with us,” he told the New York Times, speaking as “the senior US official” who had been negotiating with the Europeans, “in the view that we could never monitor [Iran’s] enrichment activity reliably enough to ensure that Iran was not producing bomb-grade uranium.” An argument had been going on quietly between European officials and the Bush administration over whether Iran could be singled out politically for denial of the right to enrich, but Burns now declared triumphantly, “That argument is now over.”70

That Burns argument was specious: the IAEA was perfectly capable of detecting any effort by Iran to divert fissile material for enrichment to bomb-grade levels, as the Obama administration would eventually acknowledge explicitly. And US intelligence was capable of detecting any “secret” site where centrifuges were being introduced before they could become operational, as its detection of the Natanz and Qom enrichment sites in 2002 and 2009 demonstrated.

The Europeans fell into line with the United States mainly because they had entered into the negotiations in the vain hope that Washington would enter the talks and offer some substantive concessions. Instead, the Bush administration was continuing to pursue its policy of ensuring that Iran could not reach any agreements that would enhance the legitimacy of the Islamic regime. That objective had been pursued more effectively by taking Bolton, who was intensely disliked by the Europeans, out of his policymaking role on Iran and nominating him to be ambassador to the United Nations.

The European position toward Iran also hardened because the fears of the British, French, and Germans of a US war against Iran had dissipated. “At the beginning, they thought if we went to the UN Security Council, we would have a new crisis and a war in the region,” nuclear negotiator Hassan Rouhani recalled in late 2004. “However, today the possibility that we will have a war if we go to the UN Security Council seems remote.” The US had become bogged down in Iraq, Rouhani observed, and was in no position to threaten Iran.71

The collapse of the European diplomatic venture with Iran was foreshadowed at a meeting in Paris on March 23, when Iran made one last attempt to reach an accord with the Europeans on a deal that would provide concrete “objective guarantees” against diversion of nuclear material into a weapons program. The Iranian plan included commitments to “limitation of the extent of the enrichment program to solely meet the contingency fuel requirements of Iran’s power reactors” and to “immediate conversion of all enriched Uranium to fuel rods to preclude even the technical possibility of further enrichment.”72 The latter offer was particularly significant because Iran did not have the capability to fabricate such fuel rods itself, so it implied that either the low-enriched uranium would have to be shipped to another country for conversion or done under international auspices within Iran. Once the fuel rods were fabricated, Iran would not be able to reconvert them into uranium that could be enriched to higher levels without great difficulty and without being easily detected; in the meantime, Iran would be forgoing the accumulation of a stockpile of uranium that could eventually be enriched to weapons-grade levels. What the Iranians wanted in return, Ambassador Mousavian told a foreign academic, was security guarantees and the lifting of economic sanctions imposed by the United States.73

The Iranian proposal was an extraordinary concession to Western concerns about the Iranian nuclear program. Coming at a time when Iran still had not enriched a single kilogram of uranium and was starting with a clean slate, the plan would have provided verifiable evidence that Iran was not seeking a nuclear weapon. “All of us were impressed by the proposal,” recalled the UK’s permanent representative to the IAEA, Peter Jenkins, who was on the British delegation at the March 23 meeting. The European delegations called for a break to discuss it among themselves, according to Jenkins, and then pleaded for more time to consider the Iranian proposal further.74

But Jenkins knew that the result was foreordained by the previous US-European understanding, and that no proposal, no matter how forthcoming, was acceptable to the British government if it involved any Iranian enrichment. “I knew in my heart of hearts that this was a waste of time—that it would not fly,” recalled Jenkins. “The British objective was to eliminate entirely Iran’s enrichment capability.”

That was also the official objective of the EU-3. The formal proposal from the EU at that same Paris meeting—a direct result of the understanding reached with Rice and Burns—called for an indefinite suspension of enrichment by Iran, not limited to the duration of the negotiations themselves. The Iranians made clear to the EU-3 both before and during that meeting that they could not agree to any loss of their right to enrich, Jenkins recalled. But the Europeans made no move to adjust their diplomatic strategy.

It was not only pressure from the Americans and the dissipation of European fears of war over Iran that made the EU-3 so inflexible diplomatically. Equally or more important was the fact that the Europeans shared the Bush administration’s assessment that Iran was negotiating from a very weak bargaining position. Like the Americans, they believed the Islamic Republic’s leaders were too desperate for an agreement with the West to refuse what they acknowledged was an unattractive deal being offered by the EU-3. A few years later, after Iran had gone on to build a major stockpile of enriched uranium, one of the European foreign ministry political directors who carried out most of the negotiations with Iran admitted to an Iranian acquaintance that the EU-3 had made a serious miscalculation in 2005. “We were so shortsighted,” said the European. “We thought we had you in a corner.” He recalled that EU-3 officials had been convinced that Iran was so afraid of being taken to the Security Council that it would finally give in to the EU, even though it would not obtain much benefit in doing so.75

The Europeans were assuming that the Iranians’ warning about their right to enrichment as a red line was merely their opening negotiating position, according to Jenkins. “I don’t think we realized fully in March 2005 that Iran was not prepared to give up enrichment as the price of a settlement,” he recalled. “We believed that if we could come up with sufficient incentives and scare Iran with the threat of referral to the Security Council, they would give in.”

The Europeans were confident enough of their superior bargaining position that they hoped to string the Iranians along by leading them to believe they were considering the March 23 offer. As a European official had said the week before the meeting, “Iran right now has suspended its activities, verified by inspections. That means we don’t have to be in such a hurry.”76 A European diplomat leaked to a news agency several days later that the Europeans were “thinking about the Iranian proposal,” even though that proposal was “not really acceptable.” But another European diplomat, who was not in on the plan, revealed that the leak was a ploy. “Our hands are tied,” said the diplomat, referring to a strictly limited enrichment program. “We’d lose the Americans if we agreed to it.”77

European diplomats also revealed that part of the reason for stringing the Iranians along by not rejecting the Iranian proposal immediately was that the EU-3 did not want to undermine candidates running for president of Iran in the June election who would favor increased engagement with the West.78 That was an obvious reference to former president Hashemi Rafsanjani, who was a leading candidate in the June election and who had let it be known that he was willing to cooperate with Europeans on cessation of uranium enrichment, while retaining “the right to the technology.”79

Iranian foreign minister Kamal Kharrazi publicly warned on the eve of a pivotal Iran-EU meeting in London on April 29 that Iran would not accept “delay tactics” by the EU-3. “If talks with the European Union are not successful tomorrow,” he said, “negotiations will collapse and we will have no choice but to start the uranium enrichment program.”80 At the April 29 meeting, the Iranian delegation tried to convey the political pressures Iranian negotiators were under from hard-line nationalist political forces at home, charging they had been “tricked” into accepting the suspension of enrichment. The Iranian team also told the Europeans that the supreme leader had ordered Rouhani to resume the operations of the uranium conversion facility, in the hope of using that threat to increase pressure on the Europeans to present a plan that would allow the talks to continue. Meanwhile, the head of the National Security and Foreign Policy Committee of the Iranian Majlis, Alaeddin Boroujerdi, demanded the termination of the negotiations with the EU-3, asserting they “don’t have the necessary capacity and powers to reach an understanding with the Islamic Republic of Iran.”81

After having confidently followed the US lead in March, the Europeans began to get cold feet in May. European political directors asked Burns the day before a meeting with Rouhani in Geneva on May 25 for more flexibility to negotiate with Iran. Burns, taken by surprise, was categorical that the United States expected the Europeans to demand the “dismantlement” of Iran’s nuclear program, including the uranium conversion facility. The Europeans tried to satisfy both the Americans and the Iranians by taking the position that uranium conversion could not be accepted in the short run, but that they would leave the door open for such work in the future.82 To convince the Iranian nuclear chief that they were now serious, the EU-3 said they were prepared to offer guarantees on a series of issues as part of an agreement, including full support for provision of nuclear plants, assurances of long-term fuel supplies, gradual removal of restrictions on dual-use equipment exports to Iran, and Iranian security.

But the Europeans, who were evidently gambling on a Rafsanjani victory in the presidential election, also asked Rouhani for three more months to come up with a final proposal. Rouhani compromised by giving them two more months to develop a complete proposal, but repeated three times during the meeting that Iran would reject any proposal that excluded enrichment. That decision meant that the proposal would not be handed over until after the Iranian election.83 Supreme Leader Ali Khamenei, disillusioned with the lack of any benefit after six months of a suspension of enrichment by Iran, effectively pulled the plug on the negotiations.

Then came a development that none of the negotiators had expected: Rafsanjani, who had been favored to win the June presidential election, was defeated by the much less well-known former mayor of Tehran, Mahmoud Ahmadinejad. The European hopes for a multistage process of negotiation with Iran, based on the assumption that Rafsanjani would be able to make some accommodations to European interests, were in ruins. But the Iranian negotiators, who were close to Rafsanjani, were also taken by surprise. German foreign minister Joschka Fisher observed privately that Iranian diplomats were “in shock” about Ahmadinejad’s victory.84

The proposal that the EU-3 gave to Iran on August 8 had no chance of being accepted, and the Europeans knew it. It demanded a complete and permanent end to Iran’s enrichment-related activities and offered noting except the “prospect” of economic, political, and security cooperation in the future. A European diplomat acknowledged at the time that the proposal was deficient but explained that it “was never meant to be our final offer. That was the first offer in what we thought would be a long, drawn-out negotiation.”85 The Europeans, constrained by the Bush administration’s rejection of real diplomacy, had counted heavily on both general Iranian weakness and the supposed willingness of Rafsanjani to accommodate the West on enrichment. With the end of the negotiations and Ahmadinejad’s victory, the Iranian diplomatic stance became much harder, and the Iranian march to uranium enrichment became inevitable. In April 2006, Ahmadinejad announced that Iran had successfully enriched uranium and had thus become a “nuclear power.”
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The IAEA Comes Up Empty

On October 16, 2003, after Iran had been forced to acknowledge the last of its nuclear secrets to the IAEA, Iran’s new nuclear policy coordinator, Hassan Rouhani, met with IAEA director Mohamed ElBaradei and committed Iran to provide full disclosure of all its nuclear activities in the past.1 From then until 2008, the official purpose of the investigation by the IAEA’s Safeguards Department was to verify that all of the declarations Iran was required to make providing detailed chronologies of its decisions were accurate and complete. In theory, at least, once the investigation had established the completeness and accuracy of its declarations, Iran’s Safeguards Agreement would be subject to the same routine IAEA inspection as other member states.

But the political reality was, as usual, very different from the formal IAEA posture. ElBaradei viewed the process as a potential contribution to a diplomatic resolution of the nuclear issue. The deputy director general for Safeguards, Goldschmidt, and his deputy for Iran, Heinonen, on the other hand, suspected that the Iranian nuclear program was probably a cover for nuclear weapons work. They expected the investigation to lead to evidence of such work.

For the United States and Israel, the main problem was how to prevent ElBaradei from achieving the goal of verifying that the Iranian nuclear program was peaceful. The United States “didn’t want Iran to cooperate with the IAEA,” recalled Hillary Mann Leverett, the former Bush administration National Security Council staff specialist on Iran.2 The United States and Israel influenced the course of the investigation by feeding intelligence to the Safeguards Department that reinforced the suspicions of Goldschmidt and Heinonen that Iran was continuing to conceal its military nuclear program.

Tehran was engaged in negotiations with the British, French, and German governments aimed at frustrating the US strategy for moving the Iran file from the IAEA to the Security Council, which provided an incentive to cooperate with the investigation as fully as possible. ElBaradei reported in September 2004 that the agency was making “steady progress in understanding the program” and that it had already concluded its investigation of two issues: Iran’s laser-enrichment activities and its uranium conversion.3

But the two verification issues that the IAEA identified in 2004 as most important to its overall evaluation of the Iranian nuclear program were the uranium contamination found on centrifuge components and Iran’s suspected work on P-2 centrifuges from 1995 to 2002.4 On both those issues, as well as others, IAEA reports initially pointed to evidence that appeared to indicate Iran had carried out nuclear activities that could signal an intention to develop a nuclear weapon. Information pointing toward an innocent explanation, on the other hand, was not included in the reports. It was as if prosecutors in a criminal case before a court were allowed to issue official reports periodically on behalf of the court informing the public of the most damning evidence but saying nothing about any of the evidence put forward by the defense. And as if the IAEA’s reports did not skew the presentation of the evidence sufficiently, the Bush administration and its allies actively leaked specious stories on the evidence to a passive news media.

Contamination, Procurement, and Centrifuges

The IAEA reported in November 2003 that the environmental samples taken at Kalaye Electric Company in August 2003 and at Natanz previously had revealed the presence of high-enriched uranium (HEU) particles and low-enriched uranium (LEU) particles that were not consistent with the nuclear material in Iran’s declared inventory. Although Iran insisted that the contamination found in the samples could not have been the result of its own tests, because the centrifuges had never been used to enrich above 1.2 percent, the Safeguards Department was clearly suspicious of the significance of the contamination.5

Media coverage of that initial report did not play up the contamination issue, but only because the main theme of the report was that there was no evidence that Iran had been working on a nuclear weapon. In a departure from the usual sensationalized coverage of agency findings, stories on the report either ignored the information about the HEU contamination or treated it in a more neutral fashion.6

The next IAEA report, released in February 2004, returned to the contamination issue, and this time it made the political implications much clearer. The environmental samples, it said, showed LEU and HEU that “called into question the completeness of Iran’s declarations about its centrifuge enrichment activities” and “there remain a number of discrepancies and unanswered questions.” The report framed the technical issue in the starkest terms: “Environmental samples showing uranium enriched to 36% U-235 have come almost entirely from one room in the Kalaye Electric Company workshop, which seems to be predominantly contaminated with that material. Only negligible traces of 36% enriched uranium have been found on imported centrifuge components.” Then it commented, ominously, “The level of contamination suggests the presence of more than just trace quantities of such material.”7

This time the storyline in news media coverage was dramatic: Iran stood accused of having produced high-enriched uranium in secret. The New York Times headlined, “Fuel Traces for N-Arms Found in Iran.” The Washington Post reported that environmental samples had shown “the presence of uranium enriched to 25 times the level acknowledged by Iran” and said the IAEA had suggested that Iran “may have enriched uranium on its own” contrary to its denials.8

In a June 2004 report, the IAEA again cast doubt on the possibility that the 36 percent HEU found in the samples could be attributed to foreign-made parts: “It is unlikely, based on the information currently available, that the Agency will be able to conclude that the 36 percent uranium 235 contamination found at Kalaye and Farayand was due to the components from the State in question.” It stated in conclusion, “Other possible explanations remain under study,” which clearly suggested that it suspected Iran of having had an enrichment program that included much higher enrichment than it had admitted.9

The proponents of military confrontation with Iran were gleeful. In testimony before Congress in June 2004, John Bolton derided Iran’s explanation for the contamination. Iran had “said it had not enriched uranium more than 1.2 percent,” Bolton declared. “Later when the evidence of uranium enriched to 36 percent was found, it attributed the contamination to imported centrifuge parts.”10

By late summer, however, it was an open secret among diplomats in Vienna that the Safeguards Department had concluded internally that the HEU contamination had indeed come from centrifuge technology Iran had imported, not from its own enrichment activities. That conclusion was leaked to Jane’s Defence Weekly and then reported by the Washington Post. The sources, described as “diplomats and experts working on the Agency’s investigation” said the IAEA had determined on the basis of the data it already had obtained from Pakistan that the traces of 56 percent HEU, which had not been mentioned in the IAEA’s reports, came from the equipment Iran had purchased from middlemen who had connections with Pakistan’s A. Q. Khan network, but that the 36 percent HEU had come from Russian centrifuge parts.11

A September 2004 report on the origin of the HEU contamination conceded that the Iranian explanation for the contamination appeared to be correct. “The Agency’s analysis to date has shown that most of the contamination found at Kalaye Electric Company workshop and Natanz correlates reasonably with HEU contamination found on imported components,” said the report. Referring to “correlations and model enrichment calculations based on the enrichment process in another possible country of origin,” the agency now conceded it “appears plausible” that the uranium particles it had found in the two locations “may not have resulted from enrichment of uranium at those locations.” In other words, the evidence now appeared to exonerate Iran. Nevertheless, the report again ended by stating, “Other explanations for this and the LEU contamination continue to be investigated.”12

A November 2004 report suggested that Goldschmidt and Heinonen were still hoping to blame the contamination on secret Iranian enrichment. It asserted that contamination caused by imported centrifuge parts was “one possible explanation” but that other possibilities were being investigated, “including the possibility of the contamination having resulted from undeclared enrichment activities conducted by Iran, from imported uranium not declared to the Agency and/or contaminated equipment imported from sources other than those known to the Agency.” It said it would not draw any “final conclusion” until “further investigation.”13

The “further investigation” was done by a panel of scientists from the United States, France, Japan, and Russia that soon began meeting secretly to analyze the environmental sampling data from Iran. Over the next few months, that panel “definitively matched” samples of HEU from the locations in Iran with contamination on other centrifuge equipment coming from Pakistan, US and foreign officials told the Washington Post. IAEA officials close to ElBaradei were reported to be eager to get the conclusion of the scientific panel out in order to cut short the Bush administration’s exploitation of the issue in support of its hard-line refusal to engage Iran diplomatically on its nuclear program. The Post quoted a “senior official” of the agency, who had discussed the findings on condition of anonymity, as saying, “The biggest smoking gun that everyone was waving is now eliminated with these conclusions.”14

A September 2005 IAEA report made no mention of the international scientific panel. But it did refer to the environmental swipes on centrifuge parts from another member state that “tend, on balance, to support Iran’s statement about the foreign origins of most of the observed HEU contamination.” The threat of further investigation of explanations based on safeguards violations by Iran in the previous report was never repeated.15

In February 2006, the agency reported it had found new evidence supporting the foreign origins of the contamination from samples taken in December 2005 from a centrifuge that had been obtained by another member state from the procurement network used by Iran.16 Yet in spite of the weight of evidence indicating that the issue had been resolved, the language of IAEA reports indicated that the Safeguard Department was going to keep the file open in order to maintain leverage on Iran with regard to other issues. In an April 2006 report, the authors appeared to link the unresolved status of the contamination issue to information on the enrichment program in general. “Since it will be difficult to establish a definitive conclusion with respect to the origin of all the contamination,” it said, “it is essential for the Agency to make progress in ascertaining the scope and chronology of Iran’s centrifuge enrichment program.” And in June, the contamination issue was linked to the full implementation of the Additional Protocol, which Iran had just stopped implementing February 6, 2006—two days after the IAEA Board of Governors passed a resolution requesting ElBaradei to report to the UN Security Council that Iran must cease all enrichment-related activities.17

Meanwhile, the contamination investigation had merged with a separate investigation into the Physics Research Center (PHRC), which Iran never denied was a Defense Ministry-related organization, and its alleged role in procuring dual-use technology related to uranium enrichment. When the PHRC was first brought to public attention in 2003, it was not in connection with nuclear weapons. The Mujahedeen-e-Khalq’s political front, NCRI, had charged that the PHRC was working on biological weapons, evidently because it had been renamed the Biological Studies Center.18 But Heinonen later wrote that it was a “set of procurement information about the PHRC which prompted [the IAEA] in 2004 to raise the first questions on the role of the military in Iran’s nuclear program.”19 Heinonen was referring to a set of telexes on procurement requests from Sharif University between 1990 and 1994, many of which used a telex number at the PHRC and some of which involved dual-use technologies that could be used in a gas centrifuge enrichment program.20 US and/or Israeli intelligence, which had long interpreted those telexes to mean that the Iranian military was involved in a nuclear program, shared the telexes with the IAEA during its investigation.21

When the agency acquired satellite photos of the site at Lavisan-Shian in Tehran where it thought the PHRC was located, however, it found that the entire area had been razed. All of the buildings had been destroyed and the topsoil removed beginning in November 2003. The IAEA had made no request to Iran for information about the PHRC, however, until after the June 2004 Board of Governors’ meeting, at which US ambassador Kenneth Brill said the site had been connected with alleged nuclear-related activities and that the razing of the site had been meant to hide the evidence of the PHRC’s nuclear work from the IAEA. Brill asserted that the topsoil had been removed, although an unnamed IAEA official was quoted as saying the inspection “produced no proof that any soil had been removed at all.”22 Iran agreed to let IAEA inspectors carry out environmental sampling of the site within two weeks. The sampling found no evidence of any nuclear material, but the IAEA report said detecting such material in the soil would be “very difficult in light of the razing of the site.”23

Iran had explained in response to the agency’s initial inquiry about Lavisan-Shian that the site had been razed because the municipality had demanded its return from the Ministry of Defense. In mid-2005, Iran provided documentary proof that the razing of the Lavisan-Shian site was a result of the municipality’s decision rather than the PHRC’s past presence there. The IAEA acknowledged that the information Iran had provided “appeared to be coherent and consistent with its explanation.”24

Iran also told the IAEA that the PHRC had not even existed as an organization since 1998. It had been established in 1989 for the purpose of “preparedness for combat and neutralization of casualties due to nuclear attack.” In 1998, according to the Iranian account, the PHRC was replaced by something called the Biological Studies Center, which worked exclusively on “radioprotection.” The agency offered no information that conflicted with that account, nor did it suggest that it had found any reason to question it.25

Nevertheless, Bush administration officials planted the seeds of a fullblown news media myth about Lavisan-Shian as a covert nuclear weapons site. The essence of the story was the claim, contrary to the facts, that Iran had denied the IAEA access to the site until after it had been bulldozed.26 Seven years after the IAEA had first asked for and almost immediately gotten such access, David Albright of ISIS was still indignant about Iran’s allegedly “interfering with the ability of the IAEA to investigate the allegation that the PHRC was involved in nuclear activities.”27

In February 2006, Iran agreed that IAEA investigators could meet with the former head of the PHRC, identified elsewhere as Sayyed Abbas Shahmoradi-Zavareh, who had simultaneously been a professor at Sharif University. The agency was also allowed to take environmental samples from vacuum equipment with high-pumping speeds located at the university that was shown to them because it had been acquired through the PHRC. When the results of the environmental samples came back, they showed a small number of particles of natural and high-enriched uranium.28

That was the point at which the IAEA investigation into the origin of contamination in relation to centrifuge parts merged with its investigation into the PHRC’s assumed role in the Iranian nuclear program. In addition to the high-vacuum equipment at the university, the list of dual-use items Heinonen wanted to ask the Iranians about included fluorine (an essential component of uranium tetrafluoride and uranium hexafluoride used in uranium enrichment), fluorine-handling equipment, a balancing machine, mass spectrometers, and magnets, including ring magnets that could be used on uranium centrifuges. Those were the items that had been found in the Iranian telexes that had drawn intense interest in US and European intelligence agencies in the early 1990s.29

But by spring 2006, both sides were halting progress on the resolution of specific issues in order to gain leverage on others or on the resolution of the entire package of issues. Iran had begun holding back information on the PHRC until agreement on an overall resolution could be achieved. Meanwhile, the IAEA was deliberately avoiding a resolution of the contamination issue to keep pressure on Iran on the PHRC issue in particular. The PHRC issue remained frozen until mid-2007.

After Iran’s failure to mention its acquisition of designs for P-2 centrifuges—a more advanced model than the P-1 it had originally acquired from the A. Q. Khan network—in its October 2003 declaration, Goldschmidt and Heinonen suspected that Iran had a centrifuge program that was more advanced and more extensive than it acknowledged. They believed the AEOI was lying when it explained that no actual work had been done on centrifuges between 1995 and 2002.30 The AEOI explanation for the lack of work on P-2 centrifuges during the period was shortages of professional resources and the unexpected difficulties encountered in making P-1 centrifuges work. The AEOI also insisted that despite frequent contacts with the intermediaries who had provided the drawings from 1995 through 1999, there were no further discussions with the intermediaries on the P-2 centrifuge.31

The European officials with whom Iran was negotiating in 2004 told Iranian nuclear negotiator Hassan Rouhani that they did not believe the Iranian explanation either. Rouhani recalled that when he told the Europeans that the small private-sector facility was the only site active on P-2 centrifuge development, they responded, “You paid so much money for these designs, only to give them to a private individual to work on his small, privately owned workshop?” The Europeans made it clear to Rouhani that they believed the Iranians were carrying out the main activities on the P-2 at a different site.32

The IAEA said that the reasons given by Iran for the apparent gap between 1995 and 2002 “do not provide sufficient assurances that there were no related activities carried out during that period.” The IAEA found it suspicious that the contractor had been able to make the modifications necessary for the composite cylinders within such a short period after getting the drawings in early 2002.33

But the agency was not taking into account some central factors in the Iranian decision-making on centrifuges. One of the reasons underlying the absence of any P-2 program during 1995–2002 was the distrust of the supplier network that the AEOI had developed after several years of frustration with the inferior P-1 components the Khan network had provided in 1987. One of the crucial elements of the AEOI account was that the intermediaries offered to sell Iran actual P-2 centrifuges in 1996, but the AEOI did not pursue the offer because it had been burned so badly by the first deal. As a result, the AEOI had only general engineering drawings to work with in constructing the P-2, rather than detailed manufacturing drawings. The distinction was crucial. The AEOI concluded on the basis of an assessment of the country’s technical and scientific expertise that it could not master P-2 centrifuges until it had gained experience working on P-1s. The Iranian claim that a veteran of the P-1 work at the AEOI had signed a contract to work on a model P-2 centrifuge design in 2002 was supported not only by the contractor in an interview with the IAEA investigators but by the contract reviewed by IAEA inspectors in April 2004 as well as the engineer’s logbook and the components he produced, which they were able to examine in detail at his workplace.34 The AEOI also provided a complete oral translation of the report on its entire research and development process for the P-2, as Goldschmidt later recalled.35 The IAEA reports of March and June 2004, which cast doubt on the Iranian claim, mentioned the interview with the contractor, but not that additional documentary evidence was provided by the AEOI.36

Sometime in the latter half of 2005, the IAEA obtained the report of the 2004 interrogation of Bukhary Sayed Abu Tahir, a member of A. Q. Khan’s nuclear supply network, in Malaysia, during which Tahir had claimed that three shipments of one P-2 centrifuge each had been sent to Iran in 1997. An unidentified diplomat leaked that testimony to Agence France-Presse in January 2006.37 Heinonen confronted Iran with that Tahir testimony in November 2005, and in meetings in Tehran February 12–14, 2006, and the AEOI repeated its insistence that it had not purchased any P-1 or P-2 centrifuge components after 1995. Heinonen decided to go public with the charge, without revealing the source, in the February 2006 IAEA report, which said the agency had “information … indicating the possible delivery of P-2 components to Iran by the supplier network.”38

But Heinonen’s decision to publicize an accusation for which no confirming evidence had been found turned out to be a revealing mistake. Tahir could not produce any documentation for the claim, according to both IAEA and US State Department sources.39 The claim was evidently discredited because after that initial mention of the alleged Iranian purchase of P-2 centrifuge components, it was never referred to again in subsequent IAEA reports.

The Uranium Metal Document and Plutonium Experiments

In its November 2005 report, the IAEA revealed that among the documents it had obtained from Iran was one “related to the procedural requirements for the reduction of UF6 to metal in small quantities, and on the casting and machining of enriched natural and depleted uranium metal into hemispherical form, with respect to which Iran stated that it had been provided on the initiative of the procurement network and not the request of the Atomic Energy Organization of Iran.”40 But the IAEA did not suggest that the document was a guide to forming a component of a nuclear weapon or single it out as a new issue for verification. It merely mentioned it as one of a number of documents shared by Iran that were relevant to the 1987 offer by the procurement network.

In a pattern replicated often during the IAEA investigation, however, the BBC, depending on unnamed diplomats, described the document as evidence of a nuclear bomb program. The BBC story’s lead was, “Iran has passed on to United Nations inspectors documents on how to build a crucial part of a nuclear bomb, the UN’s atomic agency says.” It quoted “a source familiar with the report” as saying the information amounted to “design information which could be used for a central part of a nuclear bomb.”41

But the document was nothing of the sort. In a briefing for member states in late January 2006, Heinonen, who had succeeded Goldschmidt as deputy director for safeguards in June 2005, acknowledged that the document was “related to the fabrication of nuclear weapon components” but added, “It did not, however, include dimensions or other specifications for machined pieces for such components.”42 In other words, it was not “design information” for a bomb. The discussion of casting of uranium metal into hemispheres was so general, in fact, that only one and a half pages of the 15-page document were actually devoted to that subject.43

The story of how the uranium metal document actually fell into the hands of the IAEA sheds further light on its actual significance. In January 2005, when Iran was still motivated to provide maximum cooperation with the IAEA, it agreed to allow IAEA investigators to look through boxes of old AEOI files, according to a source familiar with the episode. During the search, the investigators came across the uranium metal document. “As they were going through boxes of papers, it literally fell out,” the source recalled.44 After he had left the IAEA, Heinonen commented in an interview that it was “difficult to figure out why it was there.”45 That comment indirectly acknowledged that if Iran had believed it was a highly sensitive document, it would not have been left in files along with ordinary papers on the enrichment program.

Despite Heinonen’s previous straightforward description to diplomats, he shifted his position on the issue in the February 2006 IAEA report. Suddenly the document was treated as a major issue in the investigation. Even though the report admitted there was no indication that Iran had actually used the document, it declared its “existence in Iran” to be “a matter of concern.” It said the document was “related to uranium re-conversion and casting which was part of the original 1987 offer by the intermediaries.” Furthermore, it said, “The Agency is aware that the intermediaries had this document, as well as other similar documents, which the Agency has seen in another Member State. Therefore, it is essential to understand the full scope of the offer made by the network in 1987.”46

Heinonen’s ostensible reason for suddenly elevating the document was that because Libya had gotten that document as well as bomb designs from the Khan network, therefore Iran could have done the same thing. The real reason, however, can be deduced from the fact that Heinonen had not found the document particularly significant until the Board of Governors, at the insistence of the United States, cited it in a resolution on February 4, 2006, that called on the director general to report Iran to the UN Security Council. The sudden upgrading of the document’s importance by Heinonen appears to have been done at the behest of the United States.

What Heinonen had kept out of IAEA reports on the issue, however, was that the intermediaries had given the agency accounts indicating that the 15-page document had been given to Iran without Iran requesting it. Heinonen had interviewed Tahir of the Khan network, who was present when the Iranians purchased the centrifuge designs in Dubai in 1987 and apparently backed up the Iranian claim. Notes of that interview were given to journalists Douglas Frantz and Catherine Collins, who used them as the basis for the story of the transaction recounted in their book. According to that account, after agreeing on the price of centrifuge components and plans, the intermediaries “sweetened the deal” by throwing in the uranium metal document, in the hope of selling the Iranians the technology in the future.47

Heinonen confirmed in an interview with me that he had interviewed Tahir as well as other members of the network who were familiar with the deal with Iran. His main argument was that their testimony was inconclusive. “They all told different stories,” he said. “We still don’t know whether the Iranians asked for it.” But when I asked him whether the Khan network sources he had interviewed had contradicted the Iranian claim that the AEOI had not requested such a document, he replied, “They didn’t challenge the Iranian assertion.”48

Heinonen implied strongly, however, that he believed the Khan network people had lied about not having sold any nuclear weapons designs to Iran. “Tahir and the network guys say, ‘We don’t know anything about nuclear weapons,’” he told me. “The guys in the network—they all try to make the case look better than it is.” Heinonen had become fixated on the idea that Iran must have gotten nuclear weapon designs from the network, even though he had found no evidence of it.

The IAEA investigation of Iran’s plutonium experiment began after the AEOI admitted at a meeting in late 2003 that it had carried out experiments in irradiating depleted uranium to separate small amounts of plutonium at the Esfahan Nuclear Technology Center from 1988 to 1993. Iran said only 3 kilograms (6.6 pounds) of depleted uranium were irradiated, and estimated that only micrograms—a few millionths of a gram—of plutonium were produced. The IAEA found that the quantity of plutonium was milligrams (thousandths of a gram), rather than micrograms. But it was clear from the minute amounts produced and the absence of any evidence of further work that the experiment was for basic scientific understanding rather than part of a weapons program. The IAEA nevertheless treated it as suspicious because it concluded that the age of the solution was less than 12 to 16 years and that it might have been created more recently than Iran had declared. 49

Iran insisted that it had conducted no experiments on plutonium separation after 1993. In April 2005, Iran explained that in 1995 and again in 1998, it had purified the plutonium solution and used it to produce plutonium discs, which it emphasized was different from experiments to obtain plutonium. The discs were sent to the agency’s lab, and a preliminary assessment appeared to corroborate the Iranian claims.50

Before the IAEA was able to assess the Iranian explanation, however, the Bush administration was carrying out another political operation aimed at convincing the public that Iran had been caught red-handed. The New York Times ran a story that said, “Iran has admitted that it conducted small-scale experiments to create plutonium, one of the pathways to building nuclear weapons, for five years beyond the date when it previously insisted it had ended all such work, a senior official of the International Atomic Energy Agency is expected to report Thursday.” The Times reported that it had obtained Goldschmidt’s three-page statement to be presented to the Board of Governors at its quarterly meeting, and that he would say that “Iran made the admissions after being confronted with the result of laboratory tests conducted on samples collected from an Iranian nuclear site.”51

But that wasn’t what Goldschmidt’s statement to the board actually said. Instead he accurately stated Iran’s position that no plutonium experiments had been conducted or plutonium separated since 1993. And he noted that Iran had confirmed in writing what it had told the agency investigators.52 In a pattern that would be repeated in coverage by the Times and other news outlets of the IAEA’s ultimate disposition of the entire set of issues, the author of the story was reporting not what was in the document, but what he was being told by his anonymous source.

The leak of the false and misleading information to the Times had evidently come from the US delegation to the board meeting. The statement at the meeting by the US representative, Jackie Sanders, a political ally of John Bolton’s, said, “Now we learn that Iran continued with plutonium experimentation until at least 1998, five years later.” That was the same “five years later” theme as in the story leaked to the Times.53

Discussions between AEOI officials and agency inspectors in April 2006 failed to resolve the inconsistencies identified by the agency in the Iranian explanation, and the agency declared that it could not “exclude the possibility … that the plutonium analyzed by the Agency was derived from source(s) other than the ones described by Iran.”54 But during further technical exchanges in 2006 and the first half of 2007, it began to become clear to the agency that technical problems rather than Iranian covert production of plutonium had created the inconsistencies. When Iran and the IAEA reached an initial agreement in July 2007 on the still unresolved issues, the plutonium experiments issue was the first to be resolved. Within days of that agreement, Iran provided the quantitative data and other clarifications requested by the IAEA. As a result, the agency revised its estimates of the plutonium abundance that would be expected from such an experiment and concluded that Iran’s statements on the experiments were “consistent with the agency’s findings.” On August 20, 2007, before it resolved any of the other verification issues, the agency declared that it considered the plutonium experiment issue “resolved.”55

Polonium-210 and the Gchine Mine

The IAEA discovered in September 2003 from the operating records of the Tehran Research Reactor that bismuth metal samples had been irradiated during the 1989–1993 period, producing polonium-210, a highly radioactive radioisotope. It was not an experiment that Iran was required to report to the agency, because bismuth is not nuclear material. And far from being done covertly, the experiment was recorded in full in the logbook at the research reactor, which was under IAEA safeguards and therefore available to inspectors at any time of their choosing.56

Nevertheless, the agency made it one of the major issues under “verification activities” in its March 2004 report, solely on the ground that polonium-210 can be used, in conjunction with beryllium, as a neutron initiator in certain nuclear weapon designs. The agency acknowledged that it could also be used for radioisotope thermoelectric generators, or nuclear batteries.57 An unnamed Western diplomat fed the Washington Post the politically hyped story that the IAEA had discovered Iran had “produced and experimented with polonium, an element useful for initiating the chain reaction that produces a nuclear explosion, according to two people familiar with a report the inspectors will submit.”58

Iran immediately gave the IAEA access to two of the scientists who had participated in the experiments, one of whom was living outside of Iran and returned specifically to meet with inspectors. The two scientists said that only two bismuth samples had been irradiated, and that polonium-210 had been extracted from only one of the irradiated samples. They said further that the experiment, which had ended in 1991, was basic research on chemical separation of polonium with the development of radioisotope thermoelectric generators in mind, although it was also stated that it had been part of a study about neutron sources. Such neutron sources for industrial applications, Iranian officials noted, were not available to Iran because of restrictions that had been imposed on its technology imports.59

Iran provided a copy of the original project proposal requested by the IAEA. The November 2004 report admitted that the agency had no “concrete information that is contrary” to Iran’s explanation. Nevertheless, it said the IAEA “remains somewhat uncertain regarding the plausibility of the very limited applications of short-lived Po-210 sources.”60 That remark appeared to suggest that Iran could not possibly have aspired to such advanced applications of neutron sources as radioisotope batteries, which play a key role as power sources for satellites, for example. The authors of the report evidently were not aware of the fact that Iran had begun pursuing a program for constructing a space satellite many years earlier.61

After dismissing the Iranian explanation without having any evidence to contradict it, the IAEA made no further reference to the issue until the announcement of the work program in August 2007, suggesting that even Heinonen did not consider the case involving polonium-210 very convincing. Heinonen failed even to mention it in his update brief for member states on his investigation in late January 2006.62

The story of the Gchine mine investigation is even more revealing of the broader politics of the Safeguards Department’s investigation. In early 2004, the department began to focus, for reasons that it did not explain, on an obscure aspect of Iran’s overall nuclear program: Iran’s management of the uranium mine at Gchine, near Bandar Abbas in southern Iran. And it was focused even more specifically on the ore-concentration facility associated with the mine.63 The IAEA acknowledged that it had no indication of any undeclared activity in connection with the inquiry.64

The mystery of the purpose of the investigation began to unfold in 2005. Goldschmidt said in March 2005 that the purpose was to “better understand the complex arrangements governing the current and past administration of the mine.”65 Only in September 2005 did the agency explain that it “wished to investigate further how a turn-key project for a uranium ore processing plant could have been implemented by a newly founded company, described as having had limited experience in uranium ore processing, in such a relatively short period of time.” It was particularly suspicious that this new company could have been able during the period of 2000 and 2001 to “design, procure, build and test the grinding process line for the mill.”66

Jackie Sanders, the US permanent representative to the IAEA, revealed the real aim of the agency’s Gchine inquiry in her official statement to the March 2005 board meeting: “We continue to wonder and to ask whether Iran’s military played a role in overseeing that uranium mine and to what purpose.”67 The agency was pursuing what it thought was evidence that the military was using an engineering company as its front to control the Gchine mine.

The first thing the agency requested about Gchine was the original contract between the AEOI and an engineering company named Kimia Maadan for the management of the ore-processing plant at the mine. At a meeting with the IAEA in April 2005, Iran showed the investigators a copy of the July 2000 AEOI contract with Kimia Maadan, which was translated orally for them, as well as a number of documents on the project, including the “as built” drawings provided by the company to the AEOI. During a visit to Iran August 13–18, 2005, IAEA investigators were able to meet with the individual who had taken over the management of the project for the AEOI in 2002. They learned that Kimia Maadan had just been founded and that after initially trying to acquire the items off the shelf and assemble them, the company found that it needed to hire subcontractors to do much of the work. The report implied that the sequence of events was implausible without a deeper explanation. The agency also questioned why no work had been done at the Gchine mine from 1993 to 1999, implying that there was something suspicious about that fact as well.68 After the September 2005 report, however, the IAEA went silent on the issue, failing to mention the Gchine mine in any of its reports during 2006 or 2007.

The Work Program

By 2006, progress toward resolution of most of the issues under investigation had become frozen. Iran was holding on to some information it knew it would provide to the IAEA on the PHRC, Gchine, and other issues in order to negotiate an eventual deal that would bring the entire process to an end. The agency, for its part, was clearly refusing to publish information it had on some issues—the contamination issue being the clearest and most important example—that would have shown Iran’s innocence.

Meanwhile, ElBaradei was eager to negotiate a deal with Iran to resolve all the remaining issues. But it was not until June 26, 2007, that Ali Larijani, the secretary of Iran’s Supreme National Security Council, told ElBaradei in a face-to-face meeting that Iran was ready to work out a plan to resolve the outstanding issues. Negotiations on the details of the plan began within days, and after three meetings with Larijani in July, Iran and the IAEA reached full agreement on August 21, 2007, on a “work program” aimed at finally clarifying all unresolved issues.69

The official text of the agreement provided that the work program covered “all remaining issues” which were identified specifically in the agreement and “confirmed that there are no other remaining issues and ambiguities regarding Iran’s past nuclear program and activities.” The agency also agreed that it would provide Iran with “all remaining questions” on the issues covered, and that Iran would have no more questions to answer after that. And most important of all, the agency agreed that once the plan was implemented, the implementation of safeguards in Iran “will be conducted in a routine manner.”70

The agreement was very specific about the order in which the issues would be discussed and committed the two sides to resolve them within three months. That turned out to be unrealistically short, but it reflected the confidence in Tehran that Iranian officials could quickly satisfy the investigators that their suspicions had been misplaced. Looming over the negotiations, however, was a much more explosive issue that could nullify the effect of resolving all those issues covered by the work program: a collection of documents purporting to be from an Iranian research project on nuclear weapons that the United States, Israel, and their European allies were charging Iran had carried out between 2001 and 2003. Originally the IAEA had called the program that was alleged in those papers the “Green Salt” project, but in 2007, it began calling them the “alleged studies.”

The IAEA had tried to make the “alleged studies” one of the “outstanding issues” for which Iran would take responsibility for helping to resolve, but the Iranian negotiators refused. The paragraph in the work program agreement on the “alleged studies” said Iran considered the documents as “politically motivated and baseless” but agreed “as a sign of good will and cooperation with the Agency” to “review and inform the Agency of its assessment.” The agency pledged, for its part, to provide “access” to the documents in its possession on three elements of the studies. That deliberately ambiguous language would allow the Safeguards Department to argue that allowing Iran to look at the document but not to have a copy to study fulfilled the IAEA’s obligation.

The history of centrifuge work was the first issue on the agenda for resolution, beginning with the 1987 deal between Iran and the Khan network for P-1 centrifuge designs. Iran had firmly denied that there was any military involvement with regard to the decision to purchase P-1 centrifuge technology from the intermediaries in 1987. To support its contention, the AEOI produced a copy of a confidential communication from the president of the AEOI to the prime minister on February 27, 1987, which the prime minister approved on March 5, 1987. On the basis of that documentation and interviews with Iranian officials and the supply network, the IAEA concluded, “Iran’s statements are consistent with other information available to the Agency concerning Iran’s acquisition of declared P-1 centrifuge enrichment technology in 1987.”

The agency also conceded for the first time that the evidence supported Iran’s assertion that it had not worked on developing P-2 centrifuges from 1993 to 1999. “Based on visits made by Agency inspectors to the P-2 workshop in 2004, examination of the company owner’s contract, progress reports and logbooks, and information available on procurement enquiries,” the report said, “the Agency has concluded that Iran’s statements on the content of the declared P-2 R&D activities are consistent with the Agency’s findings.”71

That was a roundabout way of acknowledging that Iran had been telling the truth from the beginning. The report referred to only one piece of information provided by Iran in November 2007: a copy of the contract with the engineer for the manufacture of a rotor tube. But Iran had said in an official communication to the agency more than three years earlier that it had provided that document along with all the other materials to the inspectors in early 2004.72

The IAEA report also finally withdrew the agency’s earlier claim that it had information from the intermediary network that two shipments of P-2 centrifuges had been sent to Iran during the period in question. It stated, “The Agency does not have credible procurement related information pointing to the actual acquisition by Iran of P-2 centrifuges or components during this period” then added, in parentheses, “An earlier indication which appeared to support this (GOV/2006/15, para. 18) could not be substantiated.”73

On the issue of the source of HEU contamination found on high-vacuum equipment at a technical university (which has since been identified as Sharif University, although it was not identified in the IAEA report), Iran provided crucial additional information. Sayyed Abbas Shahmoradi-Zavareh, a former head of the PHRC who was teaching at the university, had been asked to procure the equipment for the Physics Department for its projects in coating optical mirrors, optical lasers, laser mirrors, and similar devices, according to the Iranian account. But when the equipment arrived at the university in 1991, it was found to be incomplete and to have some wrong parts, and only some parts were ever used in the university and outside. The contamination had occurred, according to AEOI, in 1998, when a technician testing used centrifuge components from Pakistan at an AEOI laboratory needed the vacuum service of the university to repair a pump. Some of the imported vacuum-equipment items had been used in that repair operation, it said, and as a result, it contaminated the equipment.

The IAEA investigators were able to interview both the person who had requested the repair and the Sharif University technician who used the equipment in question to do the repair. Finally, they were able to examine the pump that had been repaired and take a swipe sample, and they compared the signatures from that sample with that of the centrifuge parts originating in Pakistan. The analysis of the signatures was the clinching evidence that the Iranian account had been accurate. The IAEA declared in a February 2008 report that the question “is no longer outstanding at this stage.” Then it added, “However, the Agency continues, in accordance with its procedures and practices, to seek corroboration of its findings and to verify this issue as part of its verification of the completeness of Iran’s declarations.”74 Again, the file was closed, but the IAEA was claiming the authority to reopen it at any time, contrary to the work program agreement.

Because of the role of Shahmoradi-Zavareh in procuring the vacuum equipment and the fact that he had been head of the PHRC, however, Heinonen carried out a separate investigation on what a report referred to as “Procurement activities by the former Head of PHRC.” Heinonen had been primarily interested in that topic all along because of the belief of intelligence analysts stretching back well over a decade that the trail of those items procured by the former PHRC head was linked to a separate military program. But the information that Iran provided to the IAEA on Shahmoradi-Zavareh’s procurement activities revealed that the intelligence analysis had been wrong from the start. Iran showed that the dual-use items long believed to represent evidence of a military hand in the nuclear program were in fact procured for entities other than the PHRC itself—mainly for educational use.75

The AEOI produced multiple forms of documentary evidence to support its assertion that the high-vacuum equipment had been requested by Sharif University for its Vacuum Technique Laboratory, specifically for use in experiments by its students on evaporation and vacuum techniques for producing thin coatings. The evidence included instruction manuals on the experiments, internal communications, and shipping documents related to the procurement of the equipment.

As for magnets that the analysts were sure had been for gas centrifuges, it turned out that the procurement had been requested by the Physics Department of the university in order for students to carry out “Lenz-Faraday experiments.” Again, the AEOI was able to provide instruction manuals on those experiments, the request for funding that included a request to approach the head of the PHRC, and the invoice for cash sales from the supplier. The balancing machine that Shahmoradi-Zavareh attempted to procure on two occasions was for the Mechanical Engineering Department of the university, in order for students to measure vibrations and forces in rotating components. Iran again proved that explanation by turning over laboratory experiment procedures, the requests for the procurement of the machine, and the letter confirming the completion of the purchase. And IAEA inspectors found the balancing machine in question at the Mechanical Engineering Department.

As for the 45 cylinders of fluorine gas that Shahmoradi-Zavareh had attempted to procure—and that Western intelligence had found so suspicious—it had been requested by the Office of Industrial Relations of the university for its research on the chemical stability of polymeric vessels. The AEOI produced the request from that office to buy fluorine and communications between Shahmoradi-Zavareh and the president of the university about the rejection of the request for the fluorine by the supplier.

Iran acknowledged that in one case, Shahmoradi-Zavareh did help the AEOI with procurement of a UF6 mass spectrometer, because the AEOI was constrained by US-sponsored restrictions on technology that could be used for a nuclear program. But the documentation presented showed that Shahmoradi-Zavareh had undertaken that procurement task at the request of the dean of the university, who had approached him in 1988, which was the year before the PHRC was established. Shahmoradi-Zavareh was then head of the Mechanics Workshop of the Shahid Hemmat Industrial Group, which worked on the ballistic missile program for the Defense Ministry. He had tried to procure the mass spectrometer, but without success.

The IAEA response to this devastating blow to Heinonen’s thesis about the PHRC as an agent of the Iranian military carrying out a covert nuclear program employed some tortured circumlocution. “The replies were not inconsistent with the stated use of the equipment,” the IAEA report concluded. Then it signaled the IAEA’s intention to continue to investigate the PHRC “in connection with the alleged studies.”

On the polonium-210 issue, Iran turned over new documents that it had been withholding until agreement on a resolution of all the issues. The IAEA report described them as “additional copies of papers and literature searches that had formed the basis for the request for approval of the project … copies of the project proposal, the meeting minutes and the approval document from the Scientific Advisory Committee of TNRC,” the Tehran Nuclear Research Center. The IAEA declared the question “no longer outstanding at this stage,” but then added the same language it had added to nearly all the other issues it had agreed to consider resolved, claiming the authority to continue to “seek corroboration of its findings and to verify this issue as part of its verification of the completeness of Iran’s declarations.”76

On the Gchine mine and ore-processing facility, Iran provided new and more detailed documentation to prove that Heinonen’s suspicions about who had been running them were unwarranted. The AEOI also explained why it had expended resources on the Saghand uranium mine in Yazd province in the 1993–2000 period rather than on Gchine. It turned over the budget, five-year plans, contracts with foreign entities, and studies and reports on the issue showing that Saghand was estimated to have far more uranium than Gchine, and that there was not enough money in the government’s 1994–98 five-year plan for the AEOI to finance work on both mines. It was only in the subsequent five-year budget that adequate funding was provided for Ghine.

Documents given to the IAEA investigators also proved that Kimia Maadan was not a front for the Iranian military but had actually been created by the AEOI itself in May 2000 solely to design, equip, and put into operation the ore-processing plant at Gchine. They revealed that the core staff of Kimia Maadan consisted of about half a dozen experts who had previously worked for the AEOI’s Ore Processing Center and that the conceptual work and know-how used by Kimia Maadan to carry out the contract had been generated by AEOI itself. The documents, some of which had already been shared with the investigators before, proved to the satisfaction of the IAEA that the planning for and work on the Gchine mine and the ore-processing plant on which Kimia Maadan worked had always been under the full control of the AEOI.77

The Iranian documents had disproven the Israeli-inspired suspicion that Kimia Maadan was merely a cat’s-paw for the Iranian military. The IAEA declared that it considered the issue “no longer outstanding at this stage.” But having acknowledged that IAEA “uncertainties” had been proven wrong, the report then added that the agency “continues to verify this issue as part of verification of the completeness of Iran’s declarations.” So the issue was closed, but it could be opened at any time.

The resolution of the uranium metal document issue had appeared for more than two years to hinge on Iran’s turning over a copy of the document itself to the IAEA. On November 8, 2007, Iran gave the agency a copy of the document, which the agency had argued it needed to be able to finally establish the “full scope of the 1987 offer” document. The November 2007 report said nothing about closing the file on the issue of the document. But ElBaradei sent a letter to Iran the same day the copy of the document was received, stating, “Iran delivered the 15-page document related to the procedures for conversion of uranium and its casting. This closes the u-metal issue of the Work Plan.” In another letter on November 30, ElBaradei confirmed the earlier decision, saying that the agency “confirms that this section of the Work Plan is completed.”

Iranian nuclear negotiator Saeed Jalili quoted from that letter and a similar one on the P-1/P-2 issue in claiming at a meeting with EU foreign policy chief Javier Solana on November 30 that both the uranium metal and centrifuge issues were now closed. But Heinonen, who was being pressed by the anti-Iran coalition not to close any issues, assured Ambassador Simon Smith of the United Kingdom that the letters “were not intended to be categorical” and that the agency could still revert to the P-1/P-2 issues again in resolving the uranium contamination issue.78

Meanwhile, the news media produced highly distorted stories on the uranium metal document that added yet another layer to the false narrative surrounding it. On November 13, two days before the official release of the IAEA report on the first round of the work program, a European diplomat briefed reporters on the Iranian provision of a copy of the uranium metal document to the IAEA. Once again, the diplomat ignored the distinction that had been made in the agency’s own reports between showing specifically how to machine uranium metal into hemispheric forms and describing the steps in a general way. The result was another round of stories that led the public to believe that Iran had been withholding a blueprint for a nuclear device from the IAEA. The Associated Press story, which came out the same day as the briefing, reported that Iran finally “handed over long-sought blueprints showing how to mold uranium into the shape of warheads, diplomats said Tuesday.”79 The New York Times reported the following day, “After years of stonewalling, Iran has given the UN watchdog agency a document showing how to cast uranium metal into hemispheres to form the core of an atom bomb, European officials said Tuesday.”80 In fact, it was no such sinister nuclear weapons design, and Iran had obviously been waiting to turn it over until it could do so as part of a deal that would close the file on the “unresolved issues.”

But despite two letters from ElBaradei declaring the issue closed, Heinonen, who was under pressure from the United States and its allies on the board not to close any issues, took action to keep it open. He sent the document to the government of Pakistan and reported in the November report on the work program that the agency was “seeking more information.” Heinonen publicly reopened the file in the February 2008 IAEA report. The agency, it said, was “still waiting for a response from Pakistan on the circumstances of the delivery of this document in order to understand the full scope and content of the offer made by the network in 1987.”81

Although it satisfied Heinonen’s allies in the United States and other IAEA delegations, his fixation on Pakistan was also related to his belief that the Pakistani government might have agreed to provide Iran with nuclear weapons technology. “We still don’t know what [the Pakistani government] knew about the deal,” he said in an interview with me three years later. And then he made a comment that suggested why he had been so interested in investigating the possibility that Pakistani officials had been involved. “If there was a military dimension,” he said, “most likely it was on a government-to-government level.” When I interviewed him again by phone a few days later, he brought up the Pakistani government angle again. “In the end was this a government-to-government deal?” he asked rhetorically. “Were there high-level officials who had agreed?”82

During a briefing in May 2008 for member state delegations on the “alleged studies” documents, which was evidently geared to the interests of his Western allies, Heinonen brought up the uranium metal document again. He called Iran’s possession of the document “alarming” according to a Western diplomat. “He essentially said there was no reason why a country would need to possess such a document unless they wanted to produce uranium hemispheres for a nuclear weapon,” the diplomat reported.83 Although false and misleading information about IAEA board meetings given to the media by unnamed diplomats had become a standard feature of the IAEA investigation, the report was probably accurate given the views Heinonen expressed later.

The polonium-210 issue was resolved in a two-day meeting January 20–21, 2008, at which the agency’s questions sent in a September 15 letter were answered. To support its explanation that the project was basic research for enhancing knowledge with no immediate application, but with the potential application to nuclear batteries in mind, Iran presented meeting minutes, the approval document from the Scientific Advisory Council of the Tehran Nuclear Research Center, and a complete copy of the reactor logbook for the period covered by the experiment. The IAEA declared the issue “no longer outstanding at this stage” while adding the same boilerplate language asserting the authority to continue to investigate as it saw fit.

Despite the fact that the IAEA had conceded on every issue the two sides had agreed would be resolved in the work program, coverage of the report by the two most influential US newspapers managed to convey a story that was exactly the opposite. The Washington Post story by Robin Wright completely ignored the substantive content of the report and portrayed it instead as unresponsive to the IAEA probe. According the Post, the IAEA said Iran “did not fully answer questions or allow full access to Iranian personnel.”84 What the report actually said, however, was “Iran has provided sufficient access to individuals and has responded in a timely manner to questions and provided clarification and amplification on issues in the context of the work plan.”85 Instead of reporting the conclusions reached on the issues covered in the report, the article quoted US ambassador Gregory L. Schulte’s comment that the “key thing” in the report was that “Iran’s cooperation was selective and incomplete.”

The New York Times story similarly portrayed the report as a failure of Iran to cooperate. The opening cited “new but incomplete disclosures about its past nuclear activities.” Elaine Sciolino and William J. Broad said the report “made it clear that even while providing some answers, Iran has continued to shield many aspects of its nuclear program.” Ignoring the report’s clear acknowledgment of the veracity of the Iranian accounts of the 1987 offer and the handling of the P-2 centrifuge issue, Sciolino and Broad instead quoted an unnamed “senior official linked to the nuclear agency” as saying he “would not call” the centrifuge file “closed.”86

After the February 2008 IAEA report acknowledged that it found no fault in the Iranian declarations on the rest of the work plan issues, the Post again found a way to support the Bush administration’s verdict on the outcome. While making passing reference to the fact that Iran had “provided answers to most questions about its nuclear past”—but without noting that the agency had found the answers consistent with its own information—Joby Warrick and Robin Wright followed the US propaganda line once more and asserted that the only important issue was Iran’s failure to address the “alleged studies” documents. This time the Post quoted US ambassador to the United Nations Zalmay Khalilzad, saying, “Yes they have answered some questions and made some progress on some issues. But these are not the central issues, and on the most central issues of the past, there is no progress. In fact things are getting worse.”87

Coming at a critical juncture in the effort to build up a sense of crisis over Iran’s nuclear program, the two IAEA reports should have reversed the process by making it clear that the IAEA had found nothing over its four years of investigation to indicate that Iran’s nuclear activities were somehow related to a covert weapons program. But the coverage of the Post and the Times unambiguously supported the political momentum of the developing nuclear scare by avoiding the crucial facts in the two reports in favor of reporting the propaganda line of the Bush administration and those in the IAEA with a similar political slant.

Pressuring ElBaradei

The United States and its allies on the IAEA Board of Governors were unhappy with ElBaradei’s work program with Iran from the beginning. They feared that it would give Iran an opportunity to reduce international pressures by convincing the IAEA secretariat of its explanations for the issues under investigation. After the announcement of the work plan agreement, the United States, United Kingdom, France, and Germany warned ElBaradei in a démarche that it was not permissible for the work plan to result in the “normalization” of the Iran file.88 That implied that they expected ElBaradei to simply reject or gloss over evidence that emerged in the course of the investigation of various issues showing that the activities questioned by the IAEA had not been part of a nuclear weapons program.

The November 2007 director general’s report on the progress achieved in the first round of the work plan confirmed the fears of the United States and its allies that the resolution of all of the remaining issues was now likely unless diplomatic pressure could head it off. US ambassador Schulte worried that Iran would indeed provide sufficient evidence to resolve all the remaining issues except for the “alleged studies.” In a cable to Washington on December 7, he wrote, “We need to ensure that the Director General does not close those issues or even declare that Iran’s information is ‘not inconsistent with’ the Agency’s findings as he has with the plutonium and centrifuge issues.”89

At a meeting of “like-minded” member states (the United States, the European three, Australia, Canada, and Japan) in Vienna on December 7, diplomats expressed consternation that ElBaradei had gone too far toward closing the books on the first two issues. UK Ambassador Smith was upset that ElBaradei’s letters to Iran on the P-2 centrifuge and uranium metal document issues had gone further than the language used in the report to the board, which gave the IAEA freedom to return to them when they chose. The nuclear counselor at the US mission, Geoffrey R. Pyatt, said he was worried that the IAEA secretariat might deal with the remaining outstanding issues in the same way it had the P-1/P-2 centrifuge and uranium metal document issues: by declaring what he called Iran’s “non-answers” to be “consistent” with information it had collected.90

Schulte said he had “emphasized” to ElBaradei “the importance of pushing Iran for a confession”—an admission that it had secretly worked on a nuclear weapon—in the context of the work plan. In demanding pressure for a “confession,” Schulte was reflecting the Bush administration’s eagerness to take advantage of the conclusion in the national intelligence estimate that had just been completed that Iran had been conducting a covert nuclear weapons research and development program from 2001 to 2003 but halted it abruptly. President Bush had said Iran had to “come clean” on its nuclear program, and Undersecretary of State John Negroponte then explained, “They’ve got to acknowledge that they had such a weapons program.”91

That complaint was a tacit admission that the IAEA had failed to find any evidence for any of the suspicions it had raised from 2004 through 2007. By mid-January, when the “like-minded” diplomats reassembled, they were even more convinced that all the remaining unresolved issues would be reported effectively closed by ElBaradei in his February report. The German chargé d’affaires told the group that Iran had provided “extensive documentation” on the contamination issue connected with the PHRC and that there had been no “substantial discussion” of the “alleged studies.” Australian ambassador Peter Shannon warned that the director general’s report might well be a “dud,” which would negatively affect the prospects for agreement within the group of five permanent Security Council members plus Germany (P5+1) on a new Security Council resolution. Confirming that danger, Schulte said the goal now was to get such a resolution early in February before ElBaradei’s report was finished.

Schulte took the lead in calling for strong pressure on ElBaradei to back off the course he was on. He wanted the like-minded group to remind ElBaradei of “our expectation that Iran be held to a higher standard.” Schulte suggested that “inspectors” were “grumbling about [ElBaradei’s] closing issues for political reasons.”92 What Safeguards Department officials had explained to Israeli ambassador Israel Michaeli, however, was that the “general mood” was to “close issues if it came to a matter of judgment rather than hard facts.”93 But the “like-minded” group was only interested in keeping Iran under suspicion of covert work on nuclear weapons. The French chargé d’affaires said that demarches should be sent to ElBaradei from each of the board member’s capitals before his report was finished, warning him that “normalization” of the Iran file through the work plan was unacceptable.

Ambassador Shannon suggested that the usefulness of the work plan, which he said had been “trouble” from the beginning, was coming to an end, and that it might be time to put pressure on ElBaradei to terminate it. Schulte agreed that the board “must reassert its authority on the DG [director general], who needs to be reminded that he represents the Board.” He also remarked that the board’s membership was now more “auspicious” for such a move than it had been in the past, referring to the departure of several states that had supported Iran’s position from the board and their replacement by more compliant states.94 Two weeks later, Pyatt told the Israeli ambassador that if the United States had indications that ElBaradei was preparing to “declare the work plan ‘completed,’” it would tell him that was unacceptable.95

Those statements were mostly bluster, aimed at maintaining the Western diplomats’ sense of their power over the IAEA. In early February, two weeks before the ElBaradei report was expected, Schulte reported to the State Department that the secretariat had “more or less closed all the other issues.” He said the United States and its European allies were now in agreement that “everything hinged on the DG’s treatment of the ‘alleged studies.’” Schulte suggested that the United States and its like-minded allies should now be prepared to raise the stakes in the political game with ElBaradei. “We must … warn the DG in very stark terms,” he wrote, “that the IAEA’s integrity and his own credibility are at stake, and that any hint of whitewash of Iran’s weapons activities would cause irreparable harm to the Agency’s relationship with major donors.”96

Schulte was referring to the ultimate weapon available to the United States and its allies in trying to control ElBaradei. Nine months earlier, Schulte had passed on a threat from Secretary of State Condoleezza Rice that if ElBaradei continued to create obstacles to US diplomatic strategy on the Iranian nuclear program, the United States “could treat the IAEA budget like that of the Universal Postal Union.”97 Schulte vowed that the United States would seek to “diminish the value of the IAEA and the work plan as a ‘pressure relief valve’ for Iran” and to make it clear that the Security Council and the IAEA Board of Governors—not ElBaradei—“must make a final decision on whether to return Iran to ‘routine’ verification.” He vowed to “reassert Board authority over the DG and dispense with the work plan.”

The diplomatic pressure on ElBaradei and Heinonen did have an impact on the IAEA position on the status of the issues and of Iran’s file. ElBaradei did not prevent Heinonen from adding language at the end of the agency’s conclusion on each issue asserting that it was free to return to the issue if and when it chose. That was, of course, a direct violation of the explicit wording of the work program agreement.

The most important tool of the US-led coalition to keep Iran in the dock as accused party at the IAEA, however, was the “alleged studies.” Ambassador Schulte and his allies were insistent that the main function of the IAEA was now to press Iran hard on the basis of those documents. Under pressure from the United States and its anti-Iran coalition, the IAEA was about to shift to a much more openly partisan role, combining investigator, prosecutor, and judge in regard to the intelligence documents alleging a covert nuclear weapons program in Iran. But the IAEA—which had revealed publicly in early 2003 that the infamous Niger uranium letter that had been cited by the Bush White House to justify war on Iraq was a fake—should have undertaken a serious investigation of the “alleged studies” documents. Instead, the agency became part of the scheme to use those documents to help build a case for more serious sanctions against Iran.

[image: images]
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The Mystery of the Laptop Documents

An Iranian “Curveball”?

Sometime during summer or fall 2004, the US government came into possession of a large cache of documents purporting to be from an Iranian research program on nuclear weapons. Totaling more than a thousand pages, the documents showed studies on a redesign of the Iranian ballistic missile’s reentry vehicle, high-explosives testing for a nuclear weapon detonator, and a bench-scale uranium conversion system—all of which were purportedly done from 2001 through 2003. The documents were reportedly brought out of Iran on a purloined laptop computer, giving them the patina of having come straight out of a clandestine Iranian nuclear weapon program.

From the beginning, the documents were enveloped in a fog of mystery about how they had been obtained in Iran—if they had indeed come from within the country—and who had brought them out. At first, the intelligence community seemed to be genuinely in the dark about their provenance. Stories about the documents over the next year failed to penetrate the mystery of the source of the documents.1 The New York Times reported in November 2005 that US officials had “largely refused to provide details of the origins of the laptop computer beyond saying that they obtained it in mid-2004 from a longtime contact in Iran.”2

But David Sanger of the Times was eventually given a more detailed explanation for the papers. The source was an Iranian engineer or scientist who had been recruited to be a spy at an international scientific conference, according to the story, and in 2003–4, the spy obtained the documents from a secret nuclear weapons project on which he had been working and stored them on a laptop computer. But he began to worry that he was under suspicion by Iran counterintelligence and gave the laptop to his wife, who was then able to get out of the country with their children and give the laptop to the US government. Sanger was told that the US government never learned whether the spy was imprisoned or killed.3

But that dramatic tale of successful penetration of what was said to have been Iran’s most secret nuclear project, its ultimate discovery, and the narrow escape of the wife and children with the laptop full of sensitive nuclear documents was highly suspicious. Intelligence agencies never divulge such details about a source, even if the source has already been compromised, and the detail about the source being recruited at an international scientific conference would have been particularly damaging had it been true. Sanger attributed it to a “former intelligence official.”4

But there were other versions of the story as well. One version had the spy stealing the laptop with all of the documents already on it from a participant in the secret nuclear weapons project whom Germany’s Federal Intelligence Service (the BND) had tried unsuccessfully to recruit as an informant.5 Then, a few years later, yet another version of the story appeared, identifying the spy not as a scientist or engineer but as an Iranian businessman with contracts with the Iranian government for the construction of buildings related to the nuclear program, who had been recruited by the BND. In the final and most highly embellished version of the origins of the documents, the spy was even given the code name “Dolphin.”6

The stories were all suspect, but the last one was even more ludicrous than the others because of the lack of a credible link between getting contracts for pouring concrete and access to what was being billed as Iran’s equivalent to the Manhattan Project. A former intelligence official who was following the reporting on the laptop documents at the time the Der Spiegel story was published recalled that he never saw any reporting suggesting that there was a well-placed German spy. “It would have been a spectacular triumph,” he told me, “but it was apparently made up to confuse people.”7

The latter two versions both involved a link to the German intelligence agency. By early 2005, the connection between the source and the BND was widely accepted. In the first, longer story on the laptop documents, the Wall Street Journal reported that “an intelligence source, solicited with German help,” had provided the documents to the US government.8

Officials sometimes deflected questions about the provenance of the documents by suggesting that it couldn’t be discussed because it involved someone whose fate was still unknown. As one former US intelligence official explained to the author, “The laptop stuff was unusually sensitive, because it involved the safety of somebody’s life.”9 Had that actually been true, however, there would not have been so many different versions of the origins of the documents peddled to the news media.

Very early on though, an entirely different possibility was being discussed among some intelligence officials. It came a few days after Secretary of State Colin Powell told reporters in mid-November 2004 about “information” that the Iranians were “working hard” on putting missiles together with “a weapon,” which he clearly implied was nuclear.10 Officials interviewed by the Washington Post said they “did not know the identity of the source or whether the individual was connected with the Iranian armed opposition group Mujahedeen-e-Khalq.”11

The fact that nothing was known about the source of the documents within the intelligence community itself was highly significant, especially since it had already been sensitized to the danger of a self-interested source peddling information that could be used as the basis for policy decisions. That had happened in the case of the Iraqi source given the code name “Curveball” who spun a tale of Iraqi mobile bioweapons labs that turned out to be nonexistent. It was even more significant that some intelligence officials were already thinking about the possibility that the MEK could be behind the laptop documents.

Then came an explicit warning from a senior German political appointee about the MEK origins of the documents. Karsten Voigt had been a Social Democratic Party member of parliament for more than two decades and was the party spokesman on foreign policy in the Bundestag before being appointed coordinator of German-North American cooperation in the German Foreign Office in 1998. He had been in that position ever since. Voigt told the the Wall Street Journal that the laptop documents had been provided by “an Iranian dissident group” and that the United States and Europe “shouldn’t let their Iran policy be influenced by single-source headlines.”12

Although it must have raised eyebrows within some circles in Washington and in European capitals, there was no media follow-up to Voigt’s statement. But three years later, Voigt’s assertion was confirmed by a second source close to the German chancellor and foreign minister. “I can assure you,” the source told me, “that the documents came from the Iranian resistance organization.”13

The MEK and its front organization NCRI, had long been listed as a terrorist organization by the US government and had been putting out information about Iranian nuclear weapons work for years, much of which had been demonstrably false. The assertion by two German sources that the laptop documents had come from that group suggested that the stories that had been put out to explain the origins of the documents had been aimed at covering up the actual story of how they came into US hands.

Karsten Voigt retired from the Foreign Office in 2010, and agreed three years later to tell me how and why he had warned publicly in 2004 about the MEK having provided the laptop documents.14 Voigt said he was told about the source of the laptop documents by senior officials of the BND. “It was not a formal briefing but a conversation with my contacts,” Voigt recalled. The senior BND officials were concerned, he said, about Colin Powell’s remarks about intelligence on mating a missile with a nuclear warhead, which the BND immediately recognized as a reference to the laptop documents. “They didn’t like the way it was being used by the United States,” Voigt said.

Voigt’s BND contacts knew all about the documents, Voigt said, because the individual who had delivered the papers was a source, though not a full-time agent, for the BND. Furthermore, the BND had reached a negative conclusion about the trustworthiness of the source. “They believed the source was doubtful,” said Voigt, because they knew he was affiliated with the MEK.

The BND was acutely aware of the danger of the United States relying on an informant with a personal or political interest in convincing Western governments that the Iranian regime had weapons of mass destruction. “We had such a situation in the Iraq war,” Voigt recalled. The memory of the infamous Curveball—an Iraqi who had told elaborate stories of Iraqi mobile bioweapons laboratories that were used by Bush administration officials to support the WMD rationale for war—was still very fresh in the minds of BND officials. Only a few months before the BND had received the intelligence documents from its sometime source on Iran, it had finally agreed to allow a CIA official to interview Curveball.15

Curveball had not been a BND agent either, but the intelligence agency had interviewed him as an Iraqi refugee in Germany and passed on reports of his accounts about mobile bioweapons labs in Saddam’s Iraq. As BND officials continued to interrogate him, however, they began to find “inconsistencies and discrepancies” in his account. When CIA director George Tenet asked the BND directly in December 2002 whether the White House could use Curveball’s information for public statements, it signaled to the Germans that the Bush administration was planning to cite the Iraqi defector’s claims to justify war in Iraq—a war that the government of German chancellor Gerhardt Schroeder strongly opposed. The response from August Hanning, the head of BND, was a signed, two-page letter to Tenet warning that the Curveball testimony was “unconfirmed and untested.” Hanning later said the letter warned, “Please be cautious about using this source.” Nevertheless, Powell cited Curveball’s testimony as the centerpiece of his February 2003 UN Security Council speech making the case for war. Senior BND officials involved in the Curveball issue had been aghast at Powell’s exploitation of information from a source about whom they had specifically warned the CIA. Those same senior BND officials, including Hanning, were still in place in November 2004.16

When BND officials read about Powell’s off-the-cuff remarks to reporters referring indirectly to information in the laptop documents, they were afraid that the same thing was happening again. Schroeder’s government was opposed to a US war in Iran, and Powell had made the remarks almost immediately after the German government had negotiated, along with France and the United Kingdom, an agreement with Iran aimed at ensuring that the United States would not move the Iran nuclear issue into the UN Security Council.

The BND officials with whom Voigt met immediately after the Powell remarks didn’t tell him explicitly that they wanted him to go public with the message that the source of the information was unreliable. But Voigt was a unique figure in the German government; he was known to be interacting constantly with Americans in the executive branch, Congress, and the think-tank community. He believed that the BND officials were expecting him to get out the word to Americans about the connection between the MEK and the new documents. “They tell you, ‘this is confidential,’ but you get the story,” Voigt said.

After Voigt pointed publicly to the MEK as the source of the information that had been cited by Powell and warned against relying on it to make policy toward Iran, no one from the US government contacted him to inquire about what he knew and how he knew it. Powell later said he was never informed that the BND had doubts about the source of the laptop papers, according to his former chief of staff, Lawrence Wilkerson.17 One former senior US intelligence officer said he was unaware that any such warning was passed on to the CIA, but that it would probably have been done on the basis of personal relationships at the senior level, so the rest of the agency would not know about it.18

Reasons for Doubt

It is a well-known principle in the intelligence community that when information or documentation appears precisely at the right moment to answer key strategic questions, it should be regarded with caution, because it is likely to have been planted deliberately to influence policy. The fact that the laptop documents fell into US hands at the moment that Washington needed evidence to accuse Iran of a covert nuclear weapons program reminded some intelligence analysts of that maxim. “Even with the best intelligence,” one official told the New York Times, “you always ask yourself, ‘Was this prepared for my eyes?’”19

As soon as the intelligence analysts began studying the laptop documents closely, they began to see several things that raised red flags. One source familiar with the attitude toward the documents in the intelligence community told the Los Angeles Times that some administration officials were “surprised” that Powell had gone public with intelligence that was so “weak” and therefore “was not supposed to be used.”20

The first thing that struck analysts was the odd combination of elements included in the purported Iranian nuclear weapons program. The documents portrayed only three types of activities: studies on the redesign of the reentry vehicle of the Shahab-3 missile to accommodate what appears to be a nuclear weapon, a pair of “flow sheets” showing a process for uranium conversion, and a set of experiments on exploding bridge wire technology (EBW) broadly similar to that used on early designs for the US atomic bomb. But there was nothing about all the other issues that would have to be researched for a full-fledged nuclear weapons program—nothing about covert enrichment or about designing and testing components of a nuclear device. David Albright at ISIS, who had talked with analysts who had read the documents, said they were puzzled. “Why these three things?” he wondered, “Why not other projects?”21 In a later interview with the New York Times, Albright asked, “Is it part of a plan to develop a weapon that can fit on a nuclear missile? And if so, why are so many parts missing?”22

Robert Kelley had been the IAEA’s senior weapons inspector in Iraq twice and had long been involved in tracking foreign nuclear weapons programs. In 2005, he quickly made his way through the entire collection of documents at IAEA headquarters. What struck him more than anything else was the sudden appearance of the “flow sheets” on uranium conversion after hundreds of pages of computer printouts on other subjects. “That was two or three pages that wasn’t related to anything else in the package,” he recalled. “It was on a different topic, and you just wondered, was this salted there for someone to find?”23

Another troubling feature of the documents was that they contained no evidence that the three different projects were in communication with one another. “So how could the documents be in the same collection?” Albright asked. He expressed doubt that the documents could have come from a single laptop computer as had been suggested by the official story of their provenance.24 If the documents had been on the same computer, he observed, the owner should have had access to a wide range of documents on the entire program, including communications among different parts of it. But instead the collection contained only a few quite unrevealing documents on administrative details from individual projects.25 In light of that deficiency, the fact that a couple of documents had handwritten notes that made references to work in other projects was all the more suspicious.26

An even more serious problem bothered Albright. Why, he wondered, was the research in the technical documents “so primitive”? Albright’s intelligence source had apparently impressed on him the shoddiness of the numerous attempts to get the size, weight, and diameter of the reentry device right while accommodating what appeared to be a nuclear weapon. “The reentry vehicle study isn’t very good work,” Albright said.27 Albright even questioned the New York Times on its failure to report that fact. In a November 2005 exchange with William J. Broad about an article he and David Sanger had written on what they had called the “warhead documents,” Albright said he was “curious to know why you did not report on the technical flaws in the work by this group of engineers. Did your sources not tell you about these flaws of this missile group?”28

Perhaps the main reason some intelligence analysts were so concerned about the technical flaws in the reentry vehicle schematics was that Sandia National Laboratories, one of the major US government-funded nuclear weapons laboratories, had reportedly done computer simulations of the data shown in the drawings and found them deficient. The simulations had shown, in fact, that none of the 18 efforts shown in the drawings would have worked.29

Both independent and US government analysts also noticed something else that raised a fundamental question about the documents on redesign of the reentry vehicle of the Shahab-3: the reentry vehicle depicted in the schematics did not match the one on the missile that Iran had flight tested in August 2004. Albright pointed out in his letter to the New York Times in November 2005 that the documents didn’t appear to reflect the new Iranian missile. He pointed out that based on the photographs of the 2004 test launch, a nuclear warhead would have to be about 600 millimeters in diameter to fit in the reentry vehicle. The bomb design that had been provided to Libya by the A. Q. Khan network, however, was about 900 millimeters in diameter. He questioned whether Iran could “build such a small warhead anytime soon” and said it raised the question whether Iran had developed the new missile and reentry vehicle “with a non-nuclear mission in mind.”30 In an interview with Arms Control Today, an unnamed former State Department official made the same observation about the mismatch between the new Iranian missile and the bomb technology presumed to be available.31

A second alleged clandestine nuclear research project shown in the papers involved a “process flow chart” for a bench-scale system for conversion of uranium ore for enrichment, purportedly by the Kimia Maadan company in May 2003. But when Iranian officials were shown the flow chart, they immediately spotted multiple technical errors in it, as Iranian ambassador Ali Asghar Soltanieh told me in September 2009.32 The technical flaws were so unambiguous, in fact, that the head of the IAEA Safeguards Department, Olli Heinonen, acknowledged in his February 2008 briefing that the diagram had “technical inconsistencies.”33

The serious technical errors in the reentry-vehicle and uranium conversion studies were highly relevant to the question of their authenticity, because the primary reason cited by US officials for judging them as most likely being authentic was the level of technical knowledge allegedly shown in them. David Sanger quoted one administration official as saying, “All the information was so sophisticated and so technical that it would be very difficult for someone to fabricate.”34

Although other analysts were allowed to examine the laptop documents, it was the scientific and weapons specialists at the Weapons Intelligence, Nonproliferation, and Arms Control Center (WINPAC), the CIA’s center for expertise on weapons of mass destruction (succeeding the NPC), who were responsible for determining their authenticity. Paul Pillar, who was then the national intelligence officer for the Middle East and South Asia, recalled later that his own input into the assessment was relatively small. “There was some back and forth,” Pillar said, but he “didn’t have enough minutes in the day to go through technical raw reporting.”35

The question of the documents’ authenticity was apparently never completely resolved. US intelligence sources told the Washington Post that US intelligence “considers the laptop documents authentic but cannot prove it” and “cannot completely rule out the possibility” that they were forged.36

Telltale Signs of Fraud

The most politically potent documents in the collection were those purporting to show efforts to redesign the reentry vehicle of an Iranian missile, supposedly as part of a project with the code name “Project 111.”37 When Robert Joseph, US undersecretary of state for arms control and international security, made a formal presentation on the documents to leading IAEA officials in Vienna in July 2005, he gave special attention to the redesign schematics as evidence that Iran was seeking to fit a nuclear weapon into its Shahab-3 missile.38

But as Heinonen confirmed in an interview, the schematics all showed the original Shahab-3 missile.39 Iran had already decided years earlier to abandon that missile design in favor of an improved design with a very different nosecone. In mid-2004, Iran flight tested the new missile with a reentry vehicle that had a “triconic” or baby-bottle shape, rather than the less aerodynamic dunce-cap-shaped nosecone on the original Shahab-3 missile.40

Whoever did those drawings aimed at showing efforts to fit a nuclear weapon in the nosecone of Shahab-3 missile clearly did not know that a new missile was being developed that would have a reentry vehicle with a very different shape. The first flight test of the redesigned missile in mid- August 2004 took place after the entire collection of documents had either been delivered or were on their way to be delivered. Before that test, no information was available to tip off foreign intelligence analysts that the Iranians were developing an improved missile with a different warhead, according to Michael Elleman, the author of the most authoritative study of the Iranian missile program to date.41 Iranian military strategists had cleverly disguised the fact that they had abandoned the Shahab-3 in order to maximize its deterrent value. Iran had announced in early 2001 that the Shahab-3 had entered “serial production”; then, in July 2003, very soon after the US invasion of Iraq, Iran pronounced the Shahab-3 “operational.” The Elleman study points out, however, that the announcement was obviously aimed at persuading Washington and Tel Aviv that Iran already had an operational missile capability. The study concludes that it is “very dubious” that the missile ever went into “serial production.”42

I asked Heinonen, who became a senior fellow at Harvard University’s Belfer Center for Science and International Affairs after leaving the IAEA, how Iran’s alleged secret nuclear weapons research program could have worked so hard at redesigning the reentry vehicle of a missile that the Iranian military had already abandoned in favor of an improved model. Heinonen suggested that the missile engineers working for the head of the project had been ordered to redesign the older Shahab-3 model before the decision was made by the missile program to switch to a newer missile with a different reentry vehicle design, and that it couldn’t change its work plan once it was decided.43 But the evidence shows that the redesign of the missile had begun as early as 2000. The CIA’s national intelligence officer for strategic and nuclear programs, Robert D. Walpole, testified in 2000 that the Iranian defense minister had already announced the development of the Shahab-4, which the minister characterized as more capable than the Shahab-3.44

Iran had compelling reasons for abandoning the old Shahab-3 design: it had failed repeatedly in three flight tests between 1998 and 2000. And it had a range of only 800 to 1,000 kilometers (500 to 620 miles) with a conventional payload, and therefore could not reach more than a small portion of Israel. On the other hand, the redesigned missile flight-tested in 2004 could carry a payload of conventional high explosives close to 1,000 miles, bringing all of Israel within the reach of an Iranian missile for the first time.45

The decision to replace the Shahab-3 with an improved version with a completely redesigned reentry vehicle was already made long before the alleged covert nuclear weapon program described in the intelligence documents was said to have gotten under way, according to Elleman.46 The decisive evidence that Heinonen’s explanation for the mismatch could not be true is the fact that the alleged warhead development program was not even organized until early 2002, and the earliest date on any of the documents on missile reentry vehicle redesign is August 28, 2002.47 Obviously Iran’s Defense Ministry did not decide to order a complete redesign of the Shahab-3, with particular attention to the reentry vehicle, in 2000 and then—two years later—order missile designers to redesign the reentry vehicle for the older missile it had decided not to produce in the future, in order to accommodate a nuclear weapon.

Heinonen had another explanation for the anomaly, however. He argued that the group working on the schematics of the reentry vehicle had no connection with the regular Iranian missile program but was working for Dr. Mohsen Fakhrizadeh, who was named in the intelligence collection as the man in charge of the entire nuclear weapons research program. “It looks from that information that this group was working with this individual,” said Heinonen. “It was not working for the missile program.”48

Heinonen offered no reason, however, why the purported missile-engineering group would have been working in complete isolation from the country’s missile program, or why the head of the alleged effort to integrate a nuclear weapon into Iran’s intermediate-range ballistic missile would not have been informed about an improved missile that had already been in the works for more than two years. And his explanation is contradicted by another purported internal document: a one-page letter from the “project executive” to the Shahid Hemmat Industrial Group dated March 3, 2003, “seeking assistance with the prompt transfer of data” for the work on redesigning the reentry vehicle.49 The Shahid Hemmat Industrial Group had been responsible for the development of the Shahab-3 and the rest of Iran’s ballistic missile program.50 The document clearly portrays a project that is dependent on an entity that was the heart of Iran’s missile program.

Another clear giveaway that the intelligence documents were not genuine involves a project code given to one of the subprojects under what was called “Project 5,” which dealt with uranium mining and conversion. The subproject on conversion, often referred to as the Green Salt project, was given the code name “Project 5.13,” according to Heinonen’s February 2008 briefing for member states. A second subproject involving ore processing at the Gchine mine, he said, was given the code name “Project 5.15.”51

Both of those subprojects, according to the laptop documents, had been carried out by Kimia Maadan, which Heinonen had already identified as a front for the military in 2004 (see chapter 7). The “alleged studies” documents thus appeared to confirm Heinonen’s existing suspicions about Kimia Maadan as a front for the military.

But what Heinonen had failed to notice about the ore-processing facility project at the Gchine mine bearing the code name Project 5.15 was that the project had actually been initiated by the civilian Atomic Energy Organization of Iran more than two years before the earliest date assigned to the existence of the alleged Iranian secret weapons research program. The February 2008 IAEA report acknowledged that Iran had provided detailed documentation showing that an AEOI “decision to construct a UOC [uranium ore concentration] plant at Gchine, known as ‘project 5/15,’ was made August 25, 1999.”52 That date for the beginning of the ore- concentration project was at least a year and a half before the earliest date for the start of the alleged secret nuclear weapons program given by US officials briefing other states on the documents.53

When I raised the contradiction with Heinonen, he registered disbelief at first. “Who says Project 5.15 was created two years earlier?” he asked me. I pointed out that the mid-1999 date of the decision to create the ore- concentration project at Gchine was in the February 2008 IAEA report. He admitted that he didn’t recall the specifics of the timeline on Kimia Maadan, but then added, as if to explain the problem away, “We have a lot more information about Kimia Maadan that we didn’t include in our reports.” Six days later, when I brought up the contradiction again in a telephone interview, he said, “That one I have trouble answering.”54

Iranian officials who were shown documents on the “alleged studies” in early 2008 immediately noticed another anomaly: none of them had any security markings or official stamps showing the date of receipt or the seals of the sending office. Iran’s permanent representative to the IAEA, Ali Asghar Soltanieh, recalled in a September 2009 interview that he pointed out these anomalies to an IAEA delegation in Tehran in spring 2008 and brought it up repeatedly in meetings of the Board of Governors. According to Soltanieh, that complaint had never been challenged.55

A senior IAEA official interviewed in September 2009 said the lack of such markings is not a “killer argument,” because the governments that had provided the documents could claim they had taken the markings out before passing them on to the IAEA for security reasons.56 Such markings are commonly removed when documents are shared with another government or international organization. The reason for the removal is to deny the state of origin of the document the knowledge of which copy was acquired, on the ground that it could reveal the source that had provided the document. But the IAEA could have insisted on at least being shown the original documents to verify that they did, in fact, have such markings and official stamps on them when they were first obtained. After all, when the IAEA investigated the Niger uranium document cited by the George W. Bush administration as part of its justification for invading Iraq, it was anomalies in the “form, format, contents and signature” of the document that gave it away as a fabrication.57

Heinonen suggested that the reason the documents didn’t have such confidentiality markings was that they had been taken by an intelligence agent straight from the computer on which they had been typed.58 But that explanation raises even more serious questions about the documents. To obtain such documents, a spy would have needed access to one or more servers related to the entire alleged program. And if that were the case, the collection would have included a far wider range of documents than were actually found contained in it. And Heinonen’s explanation fails to account for the fact that official communications supposedly coming from the Defense Ministry and addressed to officials under its authority had no stamps or seals of any kind.

Clues Pointing to Israel

The fact that the MEK was instrumental in conveying the laptop documents to US intelligence is a clue that leads ultimately to Israel as the original source of the collection. As discussed earlier in this book, Israel had used the MEK to “launder” intelligence that it wanted to get out to the public but didn’t want to have attributed to Israel’s Mossad, including, most notably, the intelligence on Natanz and Arak in 2002. Israel had also supported the MEK in other ways, providing assistance to broadcasts by the NCRI from Paris into Iran, according to another Iranian exile group. An Israeli diplomat confirmed to a reporter for the New Yorker that Israel had found the MEK “useful” but would not elaborate.59

Israel was more highly motivated than any other state to mount such an effort to convince the world that Iran had an active nuclear weapons program. And the Israeli government is known to have had an active program to influence in particular the US intelligence assessment of the Iranian nuclear program, as it had done in the case of its assessment of Saddam Hussein’s WMD. The Israeli program was started in summer 2003 with the creation of a new unit of Mossad, its international intelligence agency, to generate stories in the Western media by briefing reporters on covert Iranian efforts to obtain nuclear weapons, according to Israeli officials. As part of the program, Mossad sometimes passed on documents it said had come from Israeli spies inside Iran.60

Mossad was also engaged in a broad campaign to shift US policy toward a more openly confrontational stance with Iran. Although there were figures in the State Department—notably Secretary of State Powell—and in the CIA who resisted such a shift, the George W. Bush administration offered Israel the best opportunity it had ever enjoyed to use purported intelligence documents to accomplish such a policy shift. At the time Mossad would have been working on the project in 2002–3, it had multiple points of access that it could use to obtain sensitive US intelligence data and to introduce Israeli intelligence claims into the administration’s policymaking process, including John Bolton at State, Paul Wolfowitz at Defense, John P. Hannah (a protégé of Dennis Ross) at the NSC, and Lewis Libby, Vice President Cheney’s chief of staff and national security adviser.61 Top Israeli intelligence officials frequently went to Washington to brief top Bush administration officials.62

CIA director George Tenet and the CIA’s intelligence directorate, however, were extremely skeptical of Israeli intelligence products on Iraq and Iran. After each Israeli intelligence briefing, the agency’s intelligence division issued reports that tended to contradict the information from Mossad.63 According to one journalistic account from a pro-Israel source, Tenet believed that US satellite reconnaissance data was being processed and analyzed by Israeli intelligence before US intelligence had even made its own assessment, and that it was being used to sway the US Congress. Tenet had complained to Israeli officials on more than one occasion that Mossad had planted an agent high in the Bush administration. Israeli officials said that Tenet regarded Mossad’s reports as aimed at pressuring US intelligence and the Bush administration to adopt the Israeli line that Iran was approaching the “point of indigenous capability” to build a nuclear weapon—a position that Bolton had already accepted—and thus maneuver the United States into a military confrontation with Iran. In late 2003, according to the account, Tenet decided to withhold some intelligence on Iran’s nuclear program, especially information from US satellite reconnaissance, from Israel.64

Two former CIA officers said the story is consistent with what they knew about Tenet’s views of Israeli intelligence. Paul Pillar, former national intelligence officer for the Middle East, thought that the story about Tenet’s reducing cooperation because he believed Israeli reporting and analysis was aimed at pushing the US closer to war with Iran rang true. “It sounds exactly like the kind of conclusion he would have reached,” Pillar said.65 Flynt Leverett, who had been an analyst at the CIA before working at the National Security Council, recalled, “I know there were times Tenet would play a bit of hardball with the Israelis. When he felt they were being provocative, he would restrict or modify some cooperation.”66

But during the time in 2003 when the documents were being created, the Israelis almost certainly learned that the Tenet problem would be removed in 2004 if not earlier. As early as May 2003, Tenet had told White House chief of staff Andrew Card that he was considering resigning, although he had not yet decided, and within months, Tenet heard that the Bush administration was talking with the chairman of the president’s Foreign Intelligence Board about taking the position. In April 2004, Tenet informed the White House he would resign after an excerpt from Bob Woodward’s book Plan of Attack published in the Washington Post quoted Tenet as calling the Iraqi WMD case a “slam dunk.”67 Tenet resigned two months later, and although the date on which the laptop documents were given to US intelligence has never been revealed, no source has ever dated it earlier than summer 2004.

Another intriguing piece of evidence of Israeli provenance of the documents is the assertion by the Israeli authors of a new book on Mossad that Mossad “had procured” the collection of laptop intelligence documents in 2004 and had “shared it with other Western intelligence agencies.”68 That claim conflicts with the accounts given by US intelligence sources that the United States obtained the papers from an Iranian source, as well as with the BND account earlier in this chapter. But it appears to reflect a need on the part of Israeli officials to boast of a role in what has been a big political success against Iran, even at the risk of linking the documents to Mossad.

The most convincing evidence that Mossad was behind the laptop documents, however, is the fact that certain information that the Israelis were passing on to the IAEA in 2003–4 was clearly based on intelligence information that later turned up in the collection of documents transmitted by the MEK. One of the very first decisions made by Goldschmidt and Heinonen of the IAEA Safeguards Department about the investigation into the history of Iran’s nuclear program in early 2004 was to look into mining and ore concentration at the Gchine mine.

It was a mysterious line of inquiry, since it had nothing to do with Iran’s declarations. The Safeguards Department did not have its own sources of intelligence to guide it to such an obscure issue. It depended on foreign intelligence agencies to provide it with such information. And it was launched a year and a half before the “alleged studies” documents were shared with the IAEA and several months before the documents were passed to US intelligence.

Only one foreign intelligence agency would have steered the IAEA Safeguards Department to inquire into the Gchine mine and the contractual arrangements surrounding the ore-processing plant there. Mossad had begun sharing its intelligence on Iran’s nuclear program at regular meetings with Goldschmidt and Heinonen in the crucial period from August 2002 to early 2003, as former UN weapons inspector Scott Ritter was informed by “sources close to the IAEA”—the phrase traditionally used by journalists to refer to IAEA officials.69 That intensive intelligence sharing was continuing during the period leading up to the IAEA decision to launch its investigation into the Gchine mine.

Mossad was able to tip off the IAEA about Kimia Maadan’s role at Gchine because it had obtained a May 23, 2003, letter to Kimia Maadan from another Iran engineering company that Kimia Maadan had contacted about a programmable logic controller, which could be used for uranium enrichment or conversion, among its many applications. Mossad was always looking for evidence of Iranian imports of dual-use technology, and surveillance and penetration of Iranian engineering and high-tech firms by dedicated agents would have been one of the primary ways Mossad collected such intelligence.

Once it had become aware of Kimia Maadan’s role in procuring dual- use technology, Mossad would have starting asking questions about the firm and would have learned quickly about its contract with AEOI for the Gchine ore-concentration operation, which would not have been a particularly sensitive matter. That pathway from the May 2003 letter to Gchine provides a logical explanation for what was otherwise an inexplicable IAEA interest in ore concentration and its conviction that Kimia Maadan was a front for the Iranian military.

That same May 2003 letter that led Mossad and the IAEA to focus on the Gchine mine and its ore processing appeared in the “alleged studies” papers as one of two documents on the Green Salt project in the list published by the IAEA in May 2008.70 Mossad obviously decided to make the May 2003 letter a pivotal document in the laptop-documents collection. The fact that the authenticity of the letter itself would certainly be clearly established by IAEA would be crucial in giving the entire collection of documents credibility. And the link between the May 2003 letter and uranium conversion inspired the idea for making Kimia Maadan the key actor in a uranium conversion subproject portrayed in the documents. The process flow sheet for bench-scale uranium conversion showed Kimia Maadan as the author.

The same letter was also used to show interconnections among different parts of the purported Iranian covert nuclear program that otherwise were not shown in the laptop documents. The May 2003 letter that appeared in the collection had extensive handwritten notes that included a “reference to the leadership of the project concerning the missile reentry vehicle,” according to the IAEA.71 The letter from the engineering firm that Iran later turned over to the IAEA, however, had no handwritten notes on it, as was mentioned by Heinonen in his February 2008 briefing and confirmed to me by a senior IAEA official in 2009.72

In recent years, David Albright has defended claims by the IAEA based on information from Israel. But in September 2008, he said in an interview that he could not deny that Israel fed information to the MEK on Natanz and Arak in order to get the information out to the public. Then he added, “Later, after 2002, the Israelis certainly were doing that, and you have to ask yourself could the documents be theirs?”73

Olli Heinonen’s Trap

After the Bush administration gave the IAEA a set of the laptop documents in mid-July 2005, the documents sat in a safe at the agency’s Vienna headquarters for months without any systematic review. Meanwhile senior officials of the agency had very different views of the collection. Director General ElBaradei made little secret of his skepticism about their authenticity. Two Israeli journalists learned from sources at the IAEA in 2005 and 2006 that “some senior officials” at the agency regarded the laptop documents as having been fabricated by a Western intelligence agency.74 In November 2005, ElBaradei told the New York Times he was bound to “follow due process, which means I need to establish the veracity, consistency and authority of any intelligence and share it with the country of concern.” In the case of the laptop documents, ElBaradei said, “That has not happened.”75 He was referring to the refusal of the Bush administration to allow the agency to share any of the documents with Iran.

Heinonen, on the other hand, seemed to have no consistent view about the authenticity of the documents. Although he never claimed publicly that the documents were authentic during his tenure as deputy director general, Heinonen told the Israeli newspaper Haaretz in 2012, “We concluded that much of it was evidently authentic.”76 In an interview with this writer a month later, however, he downplayed the “alleged studies” collection. “It’s not evidence,” he said. “It’s just a lead. I would not try to say this is evidence.”77 That inconsistency suggests that Heinonen was not concerned about whether the documents were authentic. He was ready to use them to pursue his objective of proving that Iran was pursuing a covert nuclear weapons program, regardless of their origins.

With the completion of the work program in early 2008, the focus of Heinonen’s attention shifted to confronting the Iranians with the intelligence documents. On January 27–28 and February 3–5, 2008, Heinonen brought to a meeting with Iranian officials hard copies of the documents on a bench-scale uranium conversion process and on exploding bridge wire (EBW) experiments, as well as a single computer image showing a schematic layout of the inner cone of a missile re-entry vehicle. But Iran was not allowed to take any of the documents outside the room or copy them.78 Even though they were not given the documents to study, the Iranians pointed out at those meetings that some of the organizations and some of the individuals named in the documentation, for example, were nonexistent. After three more rounds of meetings in April and May, Iran submitted a 117-page paper that detailed the Iranian case that the documents were fabricated.79

ElBaradei remained highly skeptical about the documents. He raised the necessity for “due process” in verifying their authenticity at the March 2008 meeting of the Board of Governors and returned to the subject at the June 2008 meeting.80 An agency source told me later that summer that during the process of writing different drafts of the May report, some IAEA officials wanted to make it clear that the IAEA was “not in a position to authenticate the data.”81

But ElBaradei’s position on the issue was notably absent from the May 2008 report in which the documents were the central issue. Instead, the report reflected the viewpoint of Heinonen. That report marked a shift to a more aggressive role by Heinonen in close collaboration with the United States and its allies on the issue. During and after the work plan negotiations, Heinonen had assured angry US and like-minded diplomats that he had been “skeptical” about ElBaradei’s trip to Tehran and “unsatisfied” with Iran’s explanations on some issues, including what he characterized as an “improbable story” on the contamination issue (despite the fact that the technical evidence precluded any other outcome).82

Heinonen had also assured the US mission that he supported the US refusal to provide copies of the intelligence documents to Iran. At a meeting of experts of the P5+1 group in April 2009, the German deputy chief of mission suggested that some board members regarded denying copies of the documents to Iran as a “hindrance” to the “verification process.” But Heinonen “dismissed” the need for such sharing, arguing that “Iran had been given repeated ample access to the information, but still claims only that they are ‘forgeries,’” according to the embassy reporting cable on the meeting.83

Heinonen’s explanation suggested that the denial policy was justified by Iran’s refusal to accept the authenticity of the documents. That position was consistent with US ambassador Schulte’s insistence that the objective of the next phase of the IAEA’s work should be to force Iran to “fully disclose” its past nuclear weapons program and make a “confession.”84 If the idea was to demand, in effect, that Iran accept the authenticity of the documents, then it had to be prevented from obtaining any information that might be used to support its position that they were fabricated. By March 2008, Schulte was reporting that the IAEA secretariat “appears divided between those, like Heinonen, who want to press ahead on the weaponization investigation, and others”—clearly referring to ElBaradei and his allies—“who want to use passage of [UN Security Council Resolution] 1803 as an excuse to slow roll the Iran account for the rest of 2008.”85 The US mission would later refer to the “close and constructive relationship we have had with Heinonen” and ask him to remain as deputy director after ElBaradei’s departure in October 2009.86

The May 2008 report introduced a new formula explaining why the laptop documents should be considered credible: “This information, which was provided to the Agency by several Member States, appears to have been derived from multiple sources over different periods of time, is detailed in content and appears to be generally consistent.”87 That boilerplate language would be repeated in subsequent reports like a mantra that was not subject to debate or discussion.

Heinonen and his allies were trying to sidestep the authentication issue. A senior IAEA official explained to me why the language in the May report was disingenuous. “There are intelligence-sharing networks,” the official said. “So one can’t rule out that one organization shared it with others. That gives us ‘multiple sources consistent over time.’”88 The United States and Germany, which had the documents first, had obviously shared them with the other friendly governments so that it could be claimed that the papers were provided by “multiple sources.”

The May report also unveiled a new political ploy in regard to the “alleged studies” documents. It claimed that Iran “did not dispute that some of the information contained in the documents was factually accurate, but said the events and activities concerned involved civil or conventional military applications.”89 French ambassador François-Xavier Deniau had referred to the same argument at a meeting of P5+1 ambassadors two months before the IAEA report. “Iran has acknowledged some of the studies while claiming that they were for non-nuclear purposes,” Deniau had declared.90 That remark could only have been made on the basis of discussions involving Heinonen and Schulte about how to portray Iran’s position on the documents in subsequent IAEA reports.

The Bush administration and its allies and Heinonen were in agreement on the need to keep maximum pressure on Iran by showing that Iran was refusing to cooperate with the agency’s investigation. They also agreed that they could best do that by demanding access to Iranian documentation and specialists regarding its conventional explosives work and its redesign of the Shahab-3. In order to justify such a demand, Heinonen came up with the tactic of claiming that Iran had already conceded that the documents contained some information that was accurate. Thus the IAEA would merely be asking Iran to “clarify” the question of what was accurate and what was false in the intelligence documents. “In light of the discussion on 14 May 2008,” said the report, “the Agency is of the view that Iran may have additional information, in particular on high explosives testing and missile related activities, which could shed more light on the nature of these alleged studies and which Iran should share with the Agency.”91

The new IAEA tactic cleverly exploited a statement that was literally true but highly misleading. After the May 2008 report, Iran sent an official document to the IAEA explicitly denying the IAEA’s suggestion that it had conceded that anything in the “alleged studies” documents was accurate except for already publicly known facts. “It is evident that anybody who intends to forge a document uses real names to show the material more convincing and internally consistent,” said the Iranian response.92 Nearly four years later, after Heinonen had left the agency and the tactic was no longer in play, the agency finally confirmed the truth of Iran’s denial: the IAEA report of November 2011 acknowledged that what Iran had “confirmed” was “some of the information … such as acknowledgement of names of people, places and organizations.”93 But the news media paid no attention to the 2008 Iranian denial, and Heinonen and his Western allies could be confident that the tactic would not be revealed as a deception. In 2011, moreover, the IAEA acknowledgment of the brazen misrepresentation of Iran’s position in earlier reports also went unnoticed in the news media.

Heinonen’s language on the issue of Iran’s high-explosives work was also clearly intended to invite the reader to make a false inference. “Concerning the alleged work to design and build an EBW detonator and a suitable detonator firing unit,” the report said, “Iran acknowledged that it had conducted simultaneous testing with two to three EBW detonators with a time precision of about one microsecond. Iran said, however, that this was intended for civil and conventional military applications.”94 That carefully constructed pair of sentences left the clear impression that Iran was acknowledging that it had carried out the EBW detonator work detailed in one of the “alleged studies” documents. In fact, Heinonen had revealed to IAEA member governments in a briefing on February 25, 2008, that the “alleged studies” document described experiments in which EBW detonators were fired at a rate of 130 nanoseconds—nearly eight times faster than the one microsecond rate of the EBW detonators that Iran had acknowledged having used for nonnuclear applications.95

The September 2008 report returned to the idea that Iran had admitted to the accuracy of some information in the documents. It insisted that Iran had not done enough to respond to the documents, “particularly in light of the fact that, as acknowledged by Iran, some of the information contained in it was factually accurate.” And it asserted that Iran had “confirmed the veracity of some of the information.” It repeated the conclusion from the previous report “that Iran might have additional information, in particular on high explosives testing and missile related activities, which could shed more light on the nature of the alleged studies.” The report insisted that Iran should “identify and clarify those elements of the documentation which it considered to be factually correct, and to specify those aspects considered by Iran to have been fabricated.” And it specifically requested meetings with Iran to discuss the details of its EBW and Shahab-3 missile programs.96

But Iran had actually given the agency detailed evidence in 2008 that its EBW program could only have been for conventional weapons. It had turned over a Farsi-language document that provided the technical specifications for its detonator development program. Iran had also provided two conference papers co-authored by researchers at Malek Ashtar University of Technology and the Air Defense Industries Group of Tehran discussing the development of EBW technology in Iran, obviously in the context of anti-aircraft and/or anti-ship missile systems. None of that documentation was mentioned by the agency in its 2008 reports, which would have given the lie to the claim of Iranian refusal to provide relevant information. But in November 2011, once the deception was no longer needed, the IAEA acknowledged that Iran had provided the documentation at the time the agency was saying it was not responding adequately to the documents.97

In 2008, the IAEA was also demanding “discussions with Iranian experts on the contents of the engineering reports examining in detail modeling studies related to the effects of various physical parameters on the re-entry body from the time of the missile launch to payload detonation.” The agency said it had offered to “discuss modalities that could enable Iran to demonstrate credibly that the activities referred to in the documentation are not nuclear related, as Iran asserts, while protecting sensitive information related to its conventional military activities.”98

But a senior IAEA official confirmed in a 2009 interview that the agency was indeed asking Iran to turn over classified documentation on the Shahab-3 reentry vehicle. “We want them to explain to us that the design studies are not for nuclear weapons,” said the official. “We’re saying, ‘You say you’ve done re-entry vehicle re-engineering [on Shahab-3], so show us some documentation.’” Asked whether this request would not compromise Iran’s national security secrets, the official said, “Yes, there will have to be some compromise on their part, because the charges are serious. If someone is accused of nefarious crimes, it is in their interest to share a little of their security to show they are baseless.”99

As intrusive as it was on Iran’s military security, moreover, the demand for such secret data on the Shahab-3 would not have proven Iran’s innocence, as one European diplomat acknowledged in an off-the-record conversation in 2009. “I don’t think it would help a lot to get the specific plans of Shahab-3,” the diplomat said. “They could be working on other studies and we wouldn’t know about it.”100

Heinonen and his US, Israeli, and European backers were determined to ensure that Iran would not escape the political pincer effect that had been created by the Security Council and the IAEA. On the one side, Iran was subject to UN Security Council resolutions punishing it through economic sanctions in part because it was refusing to come clean with the IAEA. On the other side, the IAEA was not going to offer any route to clearing up the accusations.

The effectiveness of the trap was sealed by the Iranian rejection of the IAEA’s bid to obtain information on Iranian conventional weapons and missile design. After the IAEA demand for such intrusion into Iran’s military security in the meetings in August, Iran expressed its concern to ElBaradei in a September 5, 2008, letter that “sensitive information related to conventional military and missile-related activities would be compromised.” After those meetings, Iran refused to participate in any further meetings on the “alleged studies” issue.101

Heinonen and his American allies had found a perfect way to spin the laptop documents to ensure that the facts could not intrude on their campaign of international pressure on Iran to force it to end its nuclear program. The strategy began with the pretense that Iran had admitted that the documents were accurate, at least in part. Heinonen and the IAEA blandly decried Iran’s refusal to come clean, while hiding the actual Iranian response. But the strategy then led to demands for information about Iran’s conventional military programs that Heinonen and his allies knew would close the door to Iranian cooperation. That was precisely the point. The Iranian boycott of the investigation became a new reason for the United States and its allies to accuse Iran of refusing to cooperate.

That IAEA strategy, coordinated with the Bush administration and its allies, opened the way for a cascade of new IAEA claims of an Iranian weaponization program, beginning in 2009 and based on another round of documents provided by Israel. The new phase of the campaign was conceived and driven by the Israelis to create an even more acute crisis over Iran’s nuclear program. With ElBaradei no longer willing to restrain Heinonen on the wording of IAEA reports, the Israelis were now positioned to get the IAEA to endorse the idea that Iran had been continuing to work covertly on nuclear weapons not only before but even after 2003.
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Intelligence Failure

The US intelligence community should have blown the whistle on the laptop documents from the start, given their murky origins and multiple signs of fraud based on contradictions with verifiable facts. The failure of the system to prevent the use of those documents as the basis for the far-reaching international campaign of isolation and punishment of Iran parallels the failure of the system to prevent the political exploitation of the fabricated tale of Iraqi bioweapons labs in the run-up to the Iraq war.

Unlike the intelligence failure on Iraq, which has been the subject of detailed official studies, the failure on Iran has yet to be acknowledged. But a series of deeply flawed intelligence assessments on weapons of mass destruction in Iran over many years have displayed the same institutional and cognitive distortions that led the intelligence community to mistakenly express confidence in the existence of programs of weapons of mass destruction in Iraq. The intelligence assessments on both countries reflected deep-seated predispositions on the part of a major component of the intelligence community to find evidence of WMD programs. In fact, the same group of intelligence analysts was making similar mistakes—and in some cases virtually the same mistakes—on the parallel WMD issues in both Iraq and Iran during the 2001–7 period. And the root of the problem of false positives in both Iraq and Iran WMD assessments was the influence of incentives for intelligence analysts to tilt toward assessments that they had reason to believe would be rewarded by the system.

The Robb-Silberman Commission, created by President George W. Bush to investigate the intelligence failure on Iraq, found no evidence of political pressure to alter assessments on Iraq, and, not surprisingly, no analysts admitted to shaping intelligence judgments in order to serve “policymaker preferences.” But the commission did find that “some analysts” were influenced by the knowledge that the administration had very decided views on policy toward Iraq and that “challenges to it—or even refusals to find its confirmation—would not be welcome.”1 The overall “policy climate” in regard to Iraqi WMD, as Paul Pillar, the national intelligence officer for the Middle East and South Asia from 2000 to 2005, called it, had a pervasive influence on the intelligence community’s expectations and behavior on Iraq. It effectively “politicized” it, Pillar said, primarily by the effect of policymakers’ directing attention to certain questions in ways that predisposed the collectors and analysts to the preferred answers. “When policymakers repeatedly urge the intelligence community to turn over only certain rocks,” Pillar observed, “the process becomes biased.” By concentrating resources on those questions, he said, the intelligence community “eventually produces a body of reporting and analysis that, thanks to quantity and emphasis, leaves the impression that what lies under those same rocks is a bigger part of the problem than it really is.”2

The Robb-Silberman Commission report shows that collectors and analysts were well aware of what they were expected to find under those rocks in Iraq. The commission learned from the analysts themselves how that dynamic had worked in regard to the question of an Iraqi chemical warfare program. What analysts had believed was an increase in the number of suspected Iraqi chemical facilities turned out to be simply the effect of the collectors having been directed to more than double the amount of satellite imagery of such “suspect facilities” in 2001–2 compared to the total in 2000.

That mistake then rippled outward to cause other errors. Analysts told the commission that the images had shown trucks transshipping materials to and from ammunition depots, including suspected chemical weapons sites. The conclusion that Iraq had restarted chemical weapons production was based on nothing more than the increased number of images of such movements of trucks to and from suspected sites, which had been interpreted as possible movement of chemical munitions.3 The commission concluded that Iraq had actually destroyed all of its undeclared chemical weapons stockpile in 1991, that it was not producing any chemical agents, and that its infrastructure for chemical production was in “far worse shape” than the intelligence community had believed. The commission found abundant evidence that the intelligence community had come to believe that Iraq had a chemical weapons program based on nothing more than a predisposition to believe that one existed.4

The problem that Pillar and the Robb-Silberman Commission described from different angles is familiar to intelligence professionals. A former senior intelligence official recalled a striking example of that effect during the first Gulf War when intelligence analysts were tasked with finding Iraqi Scud missiles in Kuwait. “There were hundreds of reports of Scuds in Kuwait,” he recalled. “Imagery interpreters were finding the Scud TELs [transporter-erector-launchers] everywhere. We even had human sources saying they saw TELs. It happened all the time.” But no Scuds were ever actually confirmed in Kuwait, the official said, because there weren’t any. “Anybody who knew anything about Saddam would have known that he would not have put them there.”5

Other veterans of intelligence analysis recalled that a similar problem arose after the creation of the Nonproliferation Center (NPC) in September 1991 as an intelligence organization within the CIA committed specifically to assessing evidence of WMD programs. CIA Director Robert M. Gates described the role of the new center as “alerting policymakers to the existence of new programs or advances in established programs in special weapons areas.”6 The expectation that the targeted countries were indeed proliferating nuclear weapons was built into the structure and culture of the new center.

Thomas Fingar, who was head of the State Department’s Bureau of Intelligence and Research in 2004–5 and was deputy director of national intelligence for analysis in 2005–8, said the problem of expectations as an influence on performance affected both the NPC and the CIA’s Counterterrorism Center, which was organized in 1986. “Because of the interest in CP [counterproliferation] and CT [counterterrorism], that’s what guys are told to go after,” said Fingar. The problem, as Fingar summed it up, is, “You get the answer to the question you ask. Pavlov’s dog knows you answer the question and you get money.” Fingar was suggesting that analysts were expected to produce evidence of target countries’ activities in nuclear proliferation or terrorism. There was “nothing inherently evil about that,” he said. “That’s just the way it worked.”7

The 100 analysts concentrated in the NPC at its founding in 1991 were experts on the technical analysis of weapons of mass destruction and on investigating potential foreign suppliers of WMD, particularly nuclear-related technology. They had no training or interest in analyzing the political and policy context of the proliferation issue in question. Not surprisingly, that orientation shaped their judgments about proliferation issues. The former senior intelligence official recalls the effect of bringing together analysts who specialized in weapons and proliferation and lacked the training, knowledge, and motivation to address the policy context of WMD issues. “They didn’t know how to fit WMD into the national doctrine and strategy of the target country,” he recalled. “Naturally they’re going to find that [the proliferation threat] is true in that country.”8

Ellen Laipson, who was the national intelligence officer for the Near East and South Asia from 1990 to 1993, had a similar view of the effect of the creation of the NPC. “It’s a self-validating concept,” she said. “You put more resources into an issue; then you’re going have more to say about that.” A significant part the NPC’s work, she recalled, was meeting the Pentagon’s appetite for technical intelligence on WMD. “The military has its own requirements and planning culture that is independent of political decisions,” Laipson said. The weapons specialists were “interested in capabilities,” according to Laipson. “They believed a lot in what we can know from the technical state of the program” and viewed politics as “a separate exercise,” Laipson said. “We had weapons analysts looking at the procurement strategy and the size of their buildings,” she recalled. “At what point does that have its own logic?”9

Fingar saw the same bifurcation in the intelligence assessment process. “The guys closely linked [to] stopping proliferation acquired a predisposition to see malign intentions—to infer as the most likely that which was malign,” he said, whereas, “Regional guys tended to have a wider mix of assessments, different levels of confidence.”10

Iran’s nuclear program was the main proliferation issue assessed by the intelligence community in the immediate aftermath of the creation of the NPC. The CIA initiated a national intelligence estimate (NIE) on Iran’s foreign policy, which included an assessment of the Iranian nuclear program, just around the time the NPC was organized in September 1991. A central factor in determining the substance of the estimate was that Gordon Oehler, the national intelligence officer for science and technology, had overall responsibility for the assessment and the weapons analysts at NPC had the task of writing the first draft of the estimate.

That meant that weapons analysts would dominate the estimate on the nuclear program from beginning to end. Laipson recalled that she was only a “supplementary player” on the issue in the 1991 estimate. She had an opportunity to comment on the outline that was adopted for the estimate, but she was not a substantive contributor to the draft. In fact, she did not even read the draft of the estimate until it had gone to an interagency committee. The regional analysts “were in the room,” she recalled, “but in the third chapter and only on the few lines on the political context.”11

In 1990, Western intelligence began intercepting telex messages from Sharif University in Tehran and the Physics Research Center, which had connections to the Ministry of Defense, attempting to procure several dual-use items that could be utilized in uranium enrichment. The telexes included orders for ring magnets, fluoride and fluoride-handling equipment, a balancing machine, a mass spectrometer, and vacuum equipment.12 Since by definition the dual-use items might equally have been procured for nonmilitary purposes, they could not be conclusive evidence of any military role in enrichment, much less a covert military nuclear program. But intelligence analysts tasked with finding evidence of proliferation regarded those procurement efforts by a figure who had defense connections as prima facie evidence of a military-run nuclear program. (See chapter 7 for details on that intelligence.)

In its waning days, the George H. W. Bush administration pushed for curbing all nuclear technology transfers to Iran on the basis of what officials said was intelligence indicating “a suspicious procurement pattern.”13 That was an obvious reference to the telexes from Sharif University. For the next decade, those telexes would buttress the view of the NPC and, after 2001, of the CIA’s Weapons Intelligence, Nonproliferation, and Arms Control Center (WINPAC) that Iran was determined to obtain nuclear weapons. But in late 2007 and early 2008, Iran finally gave the IAEA detailed documentary evidence showing that the items in question were actually procured for and used by academic departments of Sharif University, and the IAEA did, in fact, find the equipment in use at the university. The most important supposed evidence for the official view of the intelligence community that Iran was pursuing a “nuclear weapons capability,” if not a nuclear weapon, was finally disproved.14

Reversing the Burden of Proof: Chemical and Biological Weapons

The Robb-Silberman Commission discovered that the analysts working on weapons of mass destruction in Iraq had effectively reversed the normal analytic practice of evaluating the degree to which the evidence proved the existence of a WMD program and instead required proof that it did not exist. Analysts at WINPAC explained to the commission that because of Iraq’s history of deception on its nuclear program, and the evidence that it was trying to produce components that could be used in a uranium enrichment program, “they could not envision having reached the conclusion that Iraq was not reconstituting its nuclear program.” The analysts told the commission they could imagine doing so only if a “well-placed reliable human source” had provided specific information to that effect.15

That shift in the burden of proof on WMD programs, which aligned with the self-interest of the analysts in the circumstances described above, helps to explain why WINPAC analysts insisted that evidence that was full of contradictions and anomalies led them to such a firm conclusion. That same dynamic, driven by the same set of perverse incentives, had a similarly distorting effect on the intelligence assessments on Iran. The distorting effect is most clear-cut in the CIA’s assessment of the alleged Iranian chemical and biological weapons programs from the early 1990s until 2007.

An incident in August 1993 illustrates the tendency of WINPAC’s predecessor, the NPC, to assume confidently that Iran was running a chemical weapons program despite the absence of any real evidence of its existence. Someone provided information to US intelligence that Iran had purchased thiodiglycol, which is used in making mustard gas, and thionyl chloride, which is a precursor of nerve gas, from a Chinese firm, and that it was being carried on a specific ship from a Chinese port. US warships demanded to inspect the cargo of the Chinese ship before allowing it to reach its destination.

Possession of those two chemicals was not even prohibited under the Chemical Weapons Convention, which had been opened for signature in January 1993. Both chemicals have numerous civilian applications, but thiodiglycol is a Schedule 2 chemical under the convention, and thionyl chloride is a Schedule 3 chemical, which were to be declared for monitoring and on-site verification once the convention went into effect.16 The Clinton administration would have had no legal basis under the convention to hinder the commercial transfer of the chemicals.

But in this case, the Chinese Foreign Ministry, which denied the US assertion about the ship’s cargo, offered to have a third party inspect it. The United States refused and kept the Chinese ship on the high seas for 20 days, according to the Chinese account, before an agreement was reached on the terms of the inspection. When it finally took place, the inspection showed that no such chemicals were present. The United States refused to apologize to China, however, on the grounds that it had acted on its intelligence in good faith.17 During 1995, Iran bought several factories for industrial chemicals as well as pesticides and herbicides from China. The CIA’s NPC, still clinging to the Defense Intelligence Agency position that Iran had a chemical weapons program during the Iran-Iraq War, leapt to the conclusion that Iran was making a major effort to build up that program. Obviously referring to those factories, Oehler, by then the director of the NPC, testified in November 1995 that Iran “is spending large sums of money on long-term capital improvements … which tells us that Tehran fully intends to maintain a chemical weapons capability well into the future.”18 But by that criterion, any industrial chemical sector anywhere in the world could be defined as a “chemical weapons capability.”

The NPC soon began conjuring up a full-fledged Iranian chemical weapons program in regularly published assessments. From 1997 through 2002, the regular “721” report to Congress on proliferation of WMD and missile systems written by the NPC and, from 2001 on by WINPAC, contained boilerplate language saying, “Iran has manufactured and stockpiled chemical weapons, including blister, blood and choking agents and the bombs and artillery shells for delivering them.”19

But the report for the first half of 2003, released in November 2003, began a retreat from such confident language, claiming only that Iran “likely has already stockpiled blister, blood, choking, and probably nerve agents.”20 The report for the second half of 2003, which wasn’t released until November 2004, retreated from the “likely has” language to the much more uncertain “may have” in referring to the stockpiling of “blister, blood, choking, and possibly nerve agents.” The report for 2004, which was not released until May 2006, eliminated any reference to stockpiles of chemical weapons, confining itself to the claim that Iran “continued to seek production technology, training, and expertise from foreign entities that could further Tehran’s efforts to achieve an indigenous capability to produce nerve agents.” Thus it admitted, by implication, that it could not claim an active chemical weapons program in Iran.

No further 721 reports were published until 2008, when a report was released covering 2006. That report evidently came after a prolonged struggle within the analytical community over the issue. The report stated, “While Iran is a party to the Chemical Weapons Convention (CWC), it continues to seek production technology, training, and expertise from foreign entities that could advance a CW program. We judge that Iran maintains a small, covert CW stockpile.”21

WINPAC executed a parallel retreat from the earlier assessment of what its predecessor, the NPC, had described in the 721 reports as a nascent biological weapons program. “Its biological warfare (BW) program began during the Iran-Iraq war,” said the 1997 report, “and Iran may have some limited capability for BW deployment.” Outside assistance to Iran’s biotech sector is “difficult to prevent, given the dual-use nature of the materials and equipment being sought and the many legitimate end uses for these items.” That statement was prefaced by a sentence about Iran continuing to acquire dual-use biotech equipment from abroad, “ostensibly for civilian uses.”

The same statement was repeated in the annual 721 reports for 1998 and 1999. In the first semiannual report for 2000, however, the NPC qualified that language. Instead of suggesting that the biotech equipment being acquired by Iran was part of a bioweapons program, the report equivocated, saying, “We judge that this equipment and know-how could be applied to Iran’s biological warfare (BW) program.” That implied uncertainty about whether it was actually being applied to such a program, and it introduced a note of uncertainty into the origins of the alleged program, suggesting that Iran “probably” began the program during the Iran-Iraq War.

By September 2003, when the report for the second half of 2002 was released, WINPAC was beginning to backpedal still further from its initial position, assessing only that Iran “probably” had an “offensive BW program.” In the 2003 report, released in late 2004, it was no longer even certain about Iran’s capability for bioweapons, assessing that Iran “probably” had the capability to “produce at least small quantities of BW agents.” Then the 2004 report, released in 2006, failed for the first time to make any reference to a biological weapons program in Iran. And in 2008, the retreat from the NPC’s original position culminated in an acknowledgment in the report covering 2006 that the NPC no longer believed Iran had such a biological weapons program. “Our assessment of Iran’s biotechnology infrastructure,” it said, “indicates that Iran probably has the capability to produce large quantities of some Biological Warfare (BW) agents for offensive purposes, if it made the decision to do so.”22

Thus by 2006, the alleged Iranian biological weapons program, which had been touted as the most active chemical weapons program in the Third World, had faded by stages into nonexistence in the NPC/WINPAC assessments. There was no suggestion that Iran had made a reversal of policy on either chemical or biological weapons. Instead, it appears the CIA weapons analysts’ conclusions that Iran had chemical and biological weapons programs, like its conclusions on Iraq’s alleged WMD programs, simply didn’t hold up and had to be abandoned. The timing of WINPAC’s retreat on both chemical and biological weapons from that stance between 2003 and 2006 suggests that it began as a result of the irrefutable evidence that WINPAC had been dead wrong in its assessment of WMD in Iraq and continued after 2004 as a result of pressure from CIA directors Porter Goss and Michael V. Hayden and other intelligence officials to identify assumptions, characterize sources of information, and specify limits of confidence in both judgments and the underlying information. Those new analytic standards, formally required beginning in 2007, were widely discussed and applied beginning in 2005, according to Thomas Fingar, former chairman of the National Intelligence Council, which is responsible for all national intelligence estimates.23

The NPC and then WINPAC had made self-serving assumptions about presumed chemical and biological programs in Iran from 2001 on, and their analysts were empowered to play the dominant role in the assessment process not only by the internal distribution of power within the CIA but by a wider political and policy climate. That structural bias in intelligence on Iran inevitably shaped intelligence assessments about Iran’s nuclear program as well.

The Iran Intelligence That the CIA Suppressed

The covert CIA operative known only as “Doe” in legal documents about his case was no ordinary American spy. Born in the Middle East, he was fluent in Farsi as well as in Arabic. “He could sit in a cafe in Beirut and chat with a local intelligence source without drawing attention from hostile intelligence agencies,” the operative’s lawyer, Roy Krieger said. The CIA told him he would be given an intelligence medal in recognition of his service.24

Yet despite his value as a covert operative in regard to WMD in the Middle East, Doe charged that he was put under intense pressure by powerful figures in the agency because they did not welcome what he had been told about WMD in the Middle East. The story of Doe sheds new light on a crucial aspect of the distortion of the US intelligence assessment on Iran’s nuclear program. It shows how the bureaucratic interests of key CIA officials determined the fate of strategically important “humint” (human intelligence) on the Iranian nuclear program.

Doe began working for the CIA as a contract covert operations agent in 1982, and for the agency’s Counter-Proliferation Division (CPD) in 1995. Between 1995 and 2001, he established relationships with several intelligence sources he considered knowledgeable and reliable. But information from those sources, which he then reported to his managers, led to a serious conflict between the operative and officials of the agency’s Directorate of Operations. The conflict ultimately resulted in a lawsuit brought by the operative in 2004 against then CIA director Goss and two other senior CIA officials: Director of Operations James Pavitt and the unnamed director of the CPD. One of the episodes described in very guarded terms in the lawsuit involved intelligence on the Iranian nuclear program that the CIA did not want to be passed on to the intelligence community or policymakers. And because of that lawsuit, the important story of that intelligence on the Iranian nuclear program can now be told.

A court filing in the lawsuit included a paragraph recounting the specific episode that occurred in 2001 involving an individual whom Doe characterized as “a highly respected human asset.” Four lines obviously related to the source’s nationality and what he told Doe were redacted from the court document at the demand of the CIA.25 The initial press coverage of the case in 2005 was based on the assumption that the paragraph in question as well as others in the legal complaint were related to Iraq.26 But that assumption was mistaken. Doe told Krieger that the “asset” was Iranian, according to Krieger, and that what the Iranian told him was that the Iranian government “had never intended to weaponize” the enriched uranium it was planning to produce.27 That information was consistent with the history of the Iranian program that can be reconstructed from all available sources, but it conflicted with what the hawks on Iran in the Bush administration wanted to see in the NIE.

Doe immediately reported the information provided by his Iranian source to his supervisor, according to the court filing. The supervisor, in turn, met with Pavitt and the chief of the CPD about the information. After that meeting, Doe was instructed not to prepare any written report on the matter. His superiors assured him that Pavitt and the chief of the CPD would personally brief the president (then George W. Bush) on the intelligence—an assurance suggesting the extremely significant nature of the information the source had supplied. But Doe learned from his own sources in the agency headquarters that no such briefing ever occurred, and he believed that as a result, the president was being “misled by the withholding of vital intelligence.” The chief of the CPD then tried to put pressure on Doe to terminate his relationship with his sources. He “advised Plaintiff,” according to the court pleading, “that his promotion to GS-15 and receipt of the Special Intelligence Medal had been approved by Defendant Pavitt but were being withheld until Plaintiff removed himself from further handling of this asset.”28

That was not the only occasion on which the CIA either ordered Doe to change his intelligence reporting on matters related to weapons of mass destruction or prevented the report from being circulated to intelligence analysts or policymakers. His complaint to the court outlined four other episodes between 2000 and 2002 in which officials of the CPD explicitly rejected his reporting on WMD. After the first of those four other episodes in 2000, Doe was informed by his managers that his report “did not support the earlier assessment,” according to the court filing.29 They were apparently referring to the assessment by weapons analysts at the NPC in 2000 that the allegation made by the infamous Iraqi source known as Curveball that Iraq had mobile bioweapons labs was credible. Doe was informed that if he didn’t alter his report, “it would not be received well by the intelligence community”—meaning the Counter-Proliferation Division and Pavitt.

The intelligence on Iran’s nuclear intentions that Doe had tried to introduce into the US intelligence system also represented a threat to the interests of the heads of the CPD and the Operations Division at the CIA. They were not neutral actors on the question of intelligence about the Iranian nuclear program. The CPD was not only involved in managing and coordinating the collection of intelligence on Iranian WMD from various sources; it was also engaged in active covert operations aimed at sabotaging the Iranian nuclear program. Its most ambitious effort in that regard was Operation Merlin, the story of which was later recounted by James Risen of the New York Times.30 The CPD sent a former Soviet nuclear engineer who had defected and was living in the United States and on the Operations Directorate’s payroll to Vienna in early 2000 with the mission of giving the blueprints for a nuclear device to Iran’s permanent mission there. The trick underlying the operation was that one critical detail in the original blueprints from Soviet scientists was changed so that the device wouldn’t work, and the theory was that the CIA would be able to obtain valuable information about the status of Iran’s nuclear weapons program by observing the Iranian response to the supposedly flawed bomb plans. But the CPD managers had failed to anticipate that a well-trained scientist might spot the flaw—as the Russian scientist did instantly—and find a way to correct it.

Operation Merlin put the CPD in a situation of serious conflict of interest. It was supposed to be managing its operatives and their intelligence networks to obtain the most accurate information possible on Iran’s capabilities and intentions in regard to its nuclear program. But Operation Merlin was obviously based on the premise that Iran was actively pursuing nuclear weapons and that it would be better to try to slow the Iranian drive to possess an effective weapons design by feeding Tehran a flawed design. If the director of the CPD and Pavitt had gone to President George W. Bush in 2001 with the substance of the report from the Iranian source, they would have been admitting that what they had been telling the president for the previous year appeared to have been completely wrong and that Operation Merlin was an unnecessary risk.

Pavitt and the head of the CPD both had a powerful incentive, therefore, to prevent the crucial intelligence that had been obtained by Doe from circulating within the US intelligence community and among policymakers. After yet another incident in 2001 in which the CPD refused to disseminate a report on intelligence regarding WMD in Iraq that one of Doe’s source had passed on to him, a colleague of Doe’s warned him that CIA management was planning to “get him” for continuing to defy them by filing reports at odds with prevailing CIA positions on WMD in the Persian Gulf. But in 2002, Doe filed yet another report after a meeting with an intelligence source and again was told by a senior desk officer at the CPD that he must change his reporting. And once again, after he refused, he was told to cease contact with the source.31

The CIA operations directorate began retaliating against Doe in 2003, initiating an investigation into an allegation that the operative had sex with a female intelligence source. And several months later, just five days after Doe started work at a new position at the CIA, he was placed on administrative leave and told that he would not get the promotion or the intelligence medal. In 2004, the CIA’s Office of Inspector General told Doe that he was being investigated for having diverted money for payment of intelligence sources to his own use, and while the investigation was still ongoing, he was fired for unspecified reasons.32 In April 2005, however, Doe was told that the investigation of him had ended without any finding of wrongdoing, according to the court filing.33

In 2004, Doe initiated his lawsuit against Goss, Pavitt, and the unnamed head of the CPD, claiming a series of wrongful CIA actions against him in retribution for his reporting on WMDs. The CIA sought to have it dismissed on technical grounds unrelated to the substance of the case, but the US district court in Washington, DC refused to dismiss all the counts of the civil suit.

The CIA refused to comment on the substance of the case when the Washington Post reported on it in July 2008. The CIA’s spokesman said, “It would be wrong to suggest that CIA managers direct their officers to falsify the intelligence they collect or to suppress it for political reasons. That’s not our policy. That’s not what we’re about.”34 But the CIA did not deny that Doe had in fact been promised special recognition for his work as well as a promotion before the episodes involving his reporting on the Curveball bioweapons lab claim and the dramatic information on the charge of a covert Iranian nuclear program. Nor did the agency deny that Doe had been subjected to two investigations that would not normally have been mounted against someone whose espionage was of such central importance.

Furthermore, the agency effectively confirmed the close relationship between Doe and the Iranian source, as well as the source’s importance. In 2007, the CIA insisted that Doe could not appear in court, nor could the news media be within blocks of the law office where he and Krieger would participate in a status conference by telephone. The reason, as explained by Krieger, was that the CIA was worried that if his photograph or a sketch of him were to become public, it would endanger “one of our most valued assets,” because the “asset” was so closely associated with Doe.35 Furthermore, Doe learned independently of the CIA that the valued source had been “exfiltrated” out of Iran to the United States by 2007.36

By 2009, after the case had dragged on for five years, Doe, who had no job, was unable to raise the tens of thousands of dollars that would have been necessary to continue the litigation. He was forced to end the suit, and because of the agency’s insistence that the valued source’s life would be threatened by any public appearance, Doe was unable to go public with his story.37 The result was that the story of the CIA and the crucial missing intelligence on Iran’s nuclear intentions has never come to light until now.

The WINPAC Factor

Beginning in 1997, the CIA’s Nonproliferation Center sent a series of unclassified reports to Congress on the status of WMD in Iran and other targeted countries suggesting suspicions of Iran’s nuclear intentions but refraining from charging flatly that it had a nuclear weapons program. In 1997 and 1998, the reports offered the same boilerplate language: “Tehran continues to seek fissile material and technology for weapons development and has set up an elaborate system of military and civilian organizations to support its effort.” And in another paragraph the reports said that Iran’s nuclear technology infrastructure “would be useful in supporting nuclear weapons research and development.” But they did not explicitly declare that Iran had decided to go beyond having a nuclear weapons capability.38

In its report for the first six months of 1999, however, the NPC added a sentence that referred explicitly to “Iran’s nuclear weapons research and development program.” That shift in language to an explicit accusation that Iran had a program for weapons research and development coincided with the decision by the CIA to revise its 1995 NIE on the ballistic missile threat from Iran and North Korea under heavy political pressure from Congress, reflecting the strength of the missile defense lobby.

The George W. Bush administration gave further impetus to that accusation by the CIA. CIA director George Tenet created WINPAC in early 2001 by reorganizing all the NPC weapons analysts into an even larger center of analytical capability on proliferation issues. It represented the complete centralization of all the CIA’s technical weapons specialists into a single office. And it was staffed with a large number of young, inexperienced weapons analysts, most of whom had been in the CIA for less than five years.39

John Bolton “put Iran on the front burner as of May 2001,” according to one of his deputies, Paula DeSutter. At a meeting with top Russian officials, Bolton also pushed Moscow to end its nuclear cooperation with Iran—the same diplomatic objective the Clinton administration had pursued for years.40

Those developments set the stage for the 2001 National Intelligence Estimate on the nuclear program. Bolton did not want his pressure on Iran to be weakened by an NIE that left doubt on whether Iran was conducting a nuclear weapons program, and he knew that WINPAC was the key to a clear-cut conclusion on the issue. As former national intelligence officer Paul Pillar recalled, WINPAC was “the principal locus of analytic horsepower” on nuclear weapons within the CIA, which meant that it would do “most of the work on the NIE.”41

At Bolton’s request, Fred Fleitz, a former CIA counterintelligence officer who was then on the WINPAC staff, was assigned to work in his office as “the acting Chief of Staff” while simultaneously performing “liaison functions for the Agency and Mr. Bolton,” as Fleitz described it. Bolton also established direct relationships with the analysts at WINPAC, according to the head of WINPAC, Alan Foley. “He invited them down for briefings, and that sort of thing,” Foley told the Senate Foreign Relations Committee, and “even took one on a trip abroad.”42

And the person supervising the analysts was Robert D. Walpole, the national intelligence officer for strategic and nuclear programs and formerly a weapons analyst in WINPAC’s predecessor, the NPC. Walpole’s role was critical to the outcome, Pillar said, because “Who has the lead can make a difference in what gets in the estimate.”43

Walpole had already presided over an estimate that had fallen prey to political pressures, directing the 1999 ballistic missile threat NIE.44 And in 2003, in the run-up to the war in Iraq, Walpole would loyally defend before Congress the WINPAC analysts’ argument that the infamous Iraqi aluminum tubes purchased by the Saddam Hussein regime in 2001 must have been intended for uranium enrichment—an argument that most analysts recognized was contradicted by the technical evidence.45

In the work on the 2001 NIE on Iran’s nuclear program, WINPAC’s technical analysts wrote not only about Iran’s capabilities in regard to possible nuclear weapons but also the crucial section on Iran’s nuclear intentions, according to Pillar. “Those immersed in science and weapons programs would have a tendency to infer intentions from what they see in the program,” he observed, which meant that they concluded that Iran was intent on obtaining nuclear weapons.46 But there was no direct evidence for the intention to go to weaponization. “We’re talking about things that are a matter of inference, not direct evidence,” Pillar said.47

After the first draft was complete, when Pillar and other Iran specialists could comment on the draft, they offered a dramatically different view, according to Pillar. Most of them believed that the Iranian regime had not made a decision to build nuclear weapons and that Iran’s decision on manufacturing nuclear weapons would be especially influenced by US policy—particularly whether the United States pursued an aggressive policy toward Iran or was willing to offer security assurances to Tehran. Citing pragmatic arguments made by Iranian officials against possession of nuclear weapons, they suggested that Iran was pursuing a “hedging strategy” aimed at having the technical know-how and capability to acquire nuclear weapons but refraining from doing so for an indefinite period of time. But the WINPAC analysts tended to be uninterested in such arguments. “Some of them would say, ‘Don’t give me that Iranian-decision-yet-to-be-made approach. They’ve already decided!’” Pillar recalled.48

The summary of the conclusions to be published at the beginning of the estimate were decided in an interagency meeting to achieve consensus on the final product. Because two dramatically different points of view had been expressed during the discussion of the draft, the participants either had to agree to compromise language or to register fundamental disagreement on the conclusions. No one wanted the latter, so they had to work out a way to combine the key points of both sides.

“You have these tussles over what the upfront section should look like,” Pillar said. He described a process of argument and negotiation at inter-agency meetings focused on the order of key sentences representing the two competing conclusions. The side that prevailed got its conclusions into the very first two sentences, Pillar said, whereas the competing conclusion might only appear in the third paragraph.49 That final determination of the order in which the key findings were be summarized was crucial to the impact of the estimate, because the analysts understood that senior officials would be primarily looking at the conclusions, not the supporting information and analysis.

The outcome of the final meeting on the 2001 estimate was a clear-cut victory for the WINPAC line over the alternative that had been advanced by Pillar and some other regional and country analysts. The language used in the paragraphs summarizing the main conclusions has not been made public, but the title of the NIE leaves no room for doubt about which view prevailed: “Iran Nuclear Weapons Program: Multifaceted and Poised to Succeed, but When?”50

By the time work on a successor NIE on the Iran nuclear program began in early 2005, the political context of intelligence assessment had changed from that of 2001 in several ways: WINPAC had emerged as the major player in the 2002 NIE on Iraq WMD and had ultimately been proven wrong; the laptop documents had come into the hands of US intelligence in 2004; and a new set of analytic standards to guide intelligence was being widely discussed within the intelligence community as a result of the Iraq NIE debacle, although it had not yet been officially promulgated. But analytical differences still remained on Iran’s nuclear intentions: WINPAC analysts were poised to reaffirm their previous assessments about the Iranian nuclear program, and Pillar and other country and regional analysts were still making the argument that Iran had not made any decision to weaponize and was engaging in a “hedging” strategy.51

WINPAC had pushed the Curveball testimony and the aluminum tubes allegation against the judgments of most other analysts outside WINPAC.52 And even after Curveball was revealed to be a fabricator, the management of WINPAC still refused to recant its position on the source because its own credibility was staked on that position. WINPAC management accused one analyst, who had changed his mind about Curveball and called for an official reassessment, of “making waves” and being “biased.” The analyst was treated like a pariah at WINPAC and was finally forced out of the organization.53

The 2002 Iraq NIE disaster did have some influence on the way the WINPAC analysts interacted with regional and country analysts. “There was a lot of cross talk between the political and technical [analysts]—a lot more than before Iraq,” recalled Pillar. One of the results of that greater interaction was that the 2005 NIE included analysis that provided alternative explanations for nuclear activities that Iran had not reported to the IAEA and that the authors of the draft had interpreted as evidence of a covert nuclear weapons program, according to sources cited by the Washington Post.54

But that didn’t change the overall conclusion of the estimate, which was what policymakers read and what would be reflected in policy statements. “Being willing to listen is not the same as what are we were going to come up with as to the bottom line,” Pillar said.55 The first sentence of the key conclusions in the 2005 estimate was that the analysts assessed “with high confidence that Iran currently is determined to develop nuclear weapons despite its international obligations and international pressure, but we do not assess that Iran is immovable.”56

The WINPAC view of Iran’s intentions had again clearly prevailed over that of the political analysts, but it was now qualified somewhat by the former. Pillar noted that despite the confidence expressed in the lead sentence that Iran was “determined to develop nuclear weapons,” no evidence had come to light of any Iranian nuclear weapons design work. Pillar later concluded that he and the national intelligence officer for strategic weapons and WMD had “done a kind of a crappy job of bridging the two views.”57

“The most important consideration” in the discussion among analysts on the draft estimate, Pillar said, was “still the nuts and bolts of what is happening on the ground as far as what [the weapons analysts’] sources are telling them.”58 But it wasn’t merely human intelligence sources that were at issue in the estimate; a more influential source hovering over the 2005 NIE was the laptop documents that had been given to the CIA in 2004. The Washington Post would later report that those documents “formed the backbone” of the 2005 estimate’s conclusions. Fingar confirmed that previously there had been “ambiguity about the purposes of the nuclear program,” but that the laptop documents “did make it pretty clear.”59

The fact that the source of those documents was affiliated with Mujahedeen-e-Khalq, the armed opposition group in Iran, and that German intelligence had determined that he was “unreliable” should have been explicitly discussed in the context of the NIE. One of the new standards governing intelligence assessment in light of the Iraq NIE disaster was aimed at ensuring that analysts were more informed on the identities and past records of human intelligence sources of key pieces of evidence. “More visibility on sources was a very important change,” Fingar observed.60

Given the MEK’s record of supplying false information, the revelation of a MEK role in providing the papers would have raised serious questions about their authenticity, whether they were attributed to Israel or not. Some—though not all—US intelligence analysts were extremely skeptical about relying on the MEK for such intelligence. “It’s embarrassing to admit,” said Pillar, “that Western analysts have to depend on such a group as the MEK.”61

Apart from the question of the influence that the laptop documents had on the assumptions governing the estimate, the authors were not always scrupulous about making their claims of evidence for some of the conclusions reached. One former intelligence official who read the 2005 estimate noticed a discrepancy between a number of the conclusions in the text and the information in the supporting footnotes.62

The NIEs of 2001 and 2005 on the Iran nuclear program represented the accumulation of many years of institutional dynamics that distorted the intelligence assessments on that subject. At the lowest level was the narrow technical orientation of WINPAC, and on top of that was the incentive to find a nuclear weapons program in Iran that had been reinforced repeatedly by administration officials. Then there was the systematic empowerment of that center of analysis to dominate all WMD assessment. Past analyses on Iran legitimized continuing in the same vein, and finally, documentary evidence that appeared just in time to clinch the case was not seriously examined, as sound analytical tradecraft would have required.

Warping Another Estimate: 2007

The 2007 National Intelligence Estimate on Iran has been reviled by those who believe that the threat of attack on Iran must be maintained, and praised by those who believe that it prevented a war against Iran. But a reconstruction of the process that led to the final estimate suggests that the truth is that it preserved more of the wrong-headed intelligence assessment of the past than it renounced.

The NIE came about because of worries among some key figures in Congress that the Bush administration’s neoconservative core group might be planning to use force against Iran. Thomas Fingar, the deputy director of national intelligence for analysis at the time, revealed to me in an interview that Director of National Intelligence Mike McConnell had agreed to the estimate in 2006 in response to requests from those in Congress who wanted to prevent a war over Iran and wanted a more thorough analysis of Iran’s real nuclear intentions.63

One of the objectives of the estimate was supposed to be to go more deeply into that subject than previous estimates had done. The “Scope Note” attached to the published “Key Judgments” of the 2007 estimate shows that it was intended to examine both domestic and external factors affecting Iranian decision making and “the decisive factors that would lead Iran to choose one course of action over another.” The note indicates specifically that the assessment would not begin with the assumption that Iran wanted nuclear weapons, but would reexamine that issue.64

But the draft completed in June 2007, after several months of work, broke no new ground on the subject. Instead, it simply reaffirmed the main conclusions of the 2005 estimate. “When I reviewed what we thought was the penultimate draft, we changed no key judgments,” Fingar recalled.65 In testimony in early July before the House Armed Services Committee, he said, “We assess that Tehran is determined to develop nuclear weapons, despite its international obligations and international pressure.” Fingar was restating, word for word, the primary conclusion of the 2005 NIE.66

The readiness to embrace precisely the same conclusions as the most recent NIE, in spite of a mandate to reexamine its assumptions and the evidence on which it relied, was a reflection of what Fingar called “the deference that was paid to prior judgments.” Previous NIEs “damn near came to be sacred texts,” he said. “To go back and redo, relook at original information and judgment reached earlier—it simply wasn’t done.”67

Something else had bothered Fingar about the exercise, however, even as he prepared to essentially reaffirm the findings of the 2005 NIE. Walpole, who had managed the 2001 and 2005 estimates, called Fingar’s attention to a “dog that didn’t bark” in regard to the Iran nuclear program. “We haven’t seen anything on weaponization,” Walpole told him, and added, “We used to have a relatively large amount of stuff.” That raised the obvious question: why not?68 Nevertheless, the team was in the process of reaffirming the conclusions of previous estimates about Iranian nuclear intentions.

Then something quite unexpected happened that changed the direction of the assessment: US intelligence obtained new information, mainly, but not exclusively, from electronic intercepts, indicating that the Iranian government had halted all work on nuclear weapons in 2003. The new information was so compelling that it led to a critical review of the entire NIE. “Every bit of evidence had to be looked at again,” Fingar recalled. “We had to go back to square one.” In the end, the analysts determined that the information they had been citing as the basis for reaffirming the 2005 conclusion that Iran had been working on nuclear weapons didn’t really support that conclusion.

Those who had argued strongly that the nuclear weapons program had continued to 2007 fought against the new conclusion.69 But it was resolved by September, when the team rewrote the new estimate in light of the new discoveries. The new draft concluded that Iran’s military had been “working under government direction to develop nuclear weapons” until 2003, but that Iran had “halted its nuclear weapons program” in 2003. It professed uncertainty about whether Iran “currently intends to develop nuclear weapons” but concluded that the 2003 halt suggested it was now “less determined to develop nuclear weapons than we have been judging since 2005.”70

The next few weeks were spent thoroughly examining the possibility that they had been deliberately misled by a clever Iranian deception. “Red teams” were organized to challenge the new conclusion, and only after weeks of subjecting the evidence to the most strenuous arguments and tests, organized in part by CIA director Michael Hayden and his deputy Stephen Kappes, did the team finally conclude that such a deception was impossible.71

Meanwhile, the senators who had called for the estimate in the first place were upset by the delay in completing it. It was the third time in less than a year that significant delays in completing the estimate had occurred, according to Fingar, and they were convinced that the reason was political. “There wasn’t any plan to go to war like Iraq,” Fingar recalled. “But a lot of folks on the hill thought there was. That’s what was driving it.” McConnell gave those senators a commitment in September that the estimate would be issued by the end of November.72

The new information had obvious implications for the question of “how determined Iran was to continue the program,” Fingar recalled. But by then, the analysts were facing time constraints. “Logically that would have required a real deep rethink of intentions. But we reached that judgment less than a week before the drop-dead date McConnell had promised the hill,” he said. Fingar was afraid those working on the estimate would be seen as covering for an administration that was bent on war.

So the estimate did not do what McConnell had promised congressional leaders it would. The only thing about intentions that was addressed in the NIE was the assertion that when Iran shut down nuclear weapons work, it was in response to increased international pressure. But a long list of questions that Fingar had expected to be analyzed remained unanswered in the estimate. “Did they want to rejoin the community of nations? Was it related to Saddam? These are the questions we should and would have tackled,” Fingar said.

Although the estimate failed to deliver a focused analysis of Iranian intentions and calculations, the authors nevertheless offered some very strong opinions on the subject. Convincing the Iranian leadership to “forgo the eventual development of nuclear weapons” would be “difficult,” they suggested. They cited two reasons: first, “the linkage many within the leadership probably see between nuclear weapons development and Iran’s key national security and foreign policy objectives,” and second, “Iran’s considerable effort from at least the late 1980s to 2003 to develop such weapons.”73

Those conclusions reflected essentially the same analysis that had dominated the 2001 and 2005 NIEs. The authors assumed that everything that Iran did to obtain enrichment technology from the 1980s on was evidence of a nuclear weapons program. The analysts had refused to take into account the alternative analysis that had been advanced in previous assessments by the regional and country analysts that Iran was following a “hedging” strategy and was well aware of the costs and risks to Iranian security of actually becoming a nuclear weapons state.74

Although it departed from some conclusions in previous estimates, the 2007 NIE thus reaffirmed their overall thrust. “When we got the new information in 2007 that caused us to completely redo it, we didn’t change most of the judgments,” Fingar acknowledged.75 The strong commitment of the authors of the 2007 estimate to the erroneous assumptions and methodologies of previous NIEs raises the question of whether they analyzed the new information objectively in judging that it showed a nuclear weapons program in 2003 or were simply engaged in more a priori reasoning.

Neither the published “Key Judgments” of the estimate nor the briefings for journalists after the public release gave any indication of what kind of nuclear weapons work was mentioned in the documentation, on what scale, for what objective, and with what degree of coordination, if any. When asked by the author about the absence of any indication of what kind of nuclear weapons work had been going on, Fingar said such information was deliberately excluded from public release because the information was “too important to our continued ability to know what’s going on. The last thing we wanted to do was lose access to it.”76

But the briefings for journalists by intelligence officials involved in the NIE provided details about the means by which the intelligence was obtained that went well beyond the normal revelations about intelligence sources and methods. The Washington Post reported that the data included “intercepted calls between Iranian military commanders.” And on December 8, the Post reported that “snippets of conversations” involved a military officer whose name appeared on the laptop.” The Los Angeles Times reported that the conversations involved one Iranian officer “complaining in 2007 about the suspensions of the military program in 2003.” The other key intelligence included information from the “journal or diary” of an Iranian “involved in the management of the military program.”77

Thus intelligence officials who led the assessment went very far in revealing the sources of the information, presumably to lend credibility to the surprising conclusion in the estimate. Yet the briefings offered no clue about what kind and level of activities were involved: Were they basic science related to nuclear weapons? Laboratory research? Development and testing of components? And more important, what evidence, if any, did they find of a centrally controlled program, as opposed to individuals or offices pursuing their own pet projects?

When I pointed out the discrepancy in the “Key Judgments” between the details of the sources and methods and the lack of any characterization of the alleged nuclear weapons program, Fingar refused to go beyond the enigmatic published text.78 But he did reveal one piece of information that provides a crucial clue to the question: Fingar himself had personally dissented from the NIE’s “high confidence” that Iran had “halted its nuclear weapons program” in 2003. “The dissent,” he explained to me, “was on the level of confidence that the halt had embraced all aspects of the program. I did not think we had enough specific information to have high confidence that it did.”79

The logical implication of that expression of doubt about the judgment that “all aspects” of the alleged nuclear weapons program had been shut down, based on “insufficient information,” is that the information obtained in 2007 referred to one or more activities rather than describing a coherent, centrally controlled program. Had there been evidence of a central decision to close down a well-defined and centrally coordinated program, a decision to end all nuclear weapons work could be presumed to be effective across the entire program, and there would have been no cause for concern about “insufficient information.”

The conclusion of the NIE authors regarding that crucial issue were heavily biased by their long-standing convictions that a nuclear weapons program had been going on for many years and had continued beyond 2003. Even after new information entered the picture, moreover, some of those analysts involved in the NIE fought against the abandonment of that earlier assessment. The authors’ judgment was also evidently distorted by the belief that the laptop documents were genuine. The “Key Judgments” document cites a “growing amount of intelligence” that “indicates Iran was engaged in covert uranium conversion” in 2003. The only information suggesting a plan for such covert uranium conversion that has ever surfaced, however, is in the laptop documents.80 The estimate’s authors were thus making inferences about an Iranian covert nuclear weapons program on the basis of the same assumptions that had repeatedly led them to false conclusions in the past.

Finally, the authors of the NIE were unaware of the considerable evidence showing that Iran’s Supreme National Security Council had not approved projects on nuclear weapons and that Khamenei had issued a fatwa against nuclear weapons in order to compel individual researchers to cease any such work.

The 2007 NIE still had not come to grips with the central questions of the interests, intentions, and calculations underlying the program. And it was still shaped by a policy climate that rewarded conclusions that supported the aggressively anti-Iran policy of the Bush administration, just as it did in the case of WMD in Iraq. The pervasive intelligence failure on Iran was caused by a larger failure of US national security institutions to protect the national interest against narrow institutional and other parochial interests.

[image: images]
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The Phantom Bomb Test Chamber of Parchin

A few weeks after the November 2007 US National Intelligence Estimate concluded that Iran had halted work on nuclear weapons in 2003, an Israeli defense official complained to a journalist that it had “dropped quite a bomb” on Israel’s long-term strategy toward Iran.1 The well-informed defense analyst for Haaretz, Amos Harel, also wondered how this surprising development would affect the intersection between Israel’s intelligence and propaganda policies. “Is Israel capable of presenting the Americans with any information that can prove to the Americans that their new evaluation is wrong?” Harel wondered.2

In fact, the head of Mossad, Meir Dagan, had begun in late 2006 to try his best to influence the US estimate, knowing that the outcome would either help or hinder Israel’s strategy. Mossad had shared intelligence with the United States that purported to show that the Iranians were testing a neutron initiator for a nuclear weapon. The United States and Israel never share the actual intelligence report from an agent or an actual document with one another but only summaries of such evidence.3 But the summary intelligence report from Mossad said that a “reliable agent” inside Iran had reported in 2006 that Iran had been “simulating zero-yield nuclear explosions without any weapons-grade materials.” In other words, the report was saying that the Iranians were carrying out hydrodynamic testing of weapons designs.4 That had been the premise of John Bolton’s ploy involving satellite photos of Parchin and the demand for an IAEA inspection of those sites in 2004.

The problem was the Israeli agent had not produced any diagrams or specific details about where or when the testing had been carried out. In fact, the CIA had been unable to obtain any information about the purported Israeli agent. And as with previous Israeli intelligence in the case of Iraq, Dagan had sent the information directly to the White House. That kind of “stovepiping” of the information to high-level administration officials—especially in the office of the vice president—had became a familiar modus operandi for the Israelis in dealing with the Bush administration. But especially in the aftermath of the Iraq intelligence fiasco, that did not help the Israelis sell their claim at the CIA.

The worst thing about the NIE for Israel was that it weakened the Israeli strategy, in cooperation with the Bush administration, for using the laptop documents and the IAEA to build a media narrative of a continuing Iranian covert nuclear weapons program. Without warning, the NIE blunted the potential impact of that strategy by concluding that Iran had stopped its work on nuclear weapons in 2003. Israel now needed something that went beyond the laptop documents to advance its campaign to convince the world that Iran was running a covert nuclear weapons program.

But Mossad made a discovery that suggested one possible solution to that problem. One of Mossad’s continuing preoccupations was to identify Russian scientists and engineers who had worked in Iran, and that process yielded a piece of information that must have excited senior Mossad officials: one of the experts who had worked in Iran for several years in the late 1990s, Vyacheslav Danilenko, had been employed in the main Soviet nuclear weapons complex at Chelyabinsk in the 1970s and 1980s.

Furthermore, Danilenko was a prominent researcher with an extensive publications record. By following that trail of publications, Mossad quickly learned that he was a specialist in the explosive formation of nanodiamonds and that he had also worked on measuring time intervals in explosions through an optical fiber system in the early 1990s. The research on his work also turned up the fact that he had designed a large explosives chamber for the production of nanodiamonds at around the same time he had worked in Iran. With their penchant for fitting every new piece of information into their master theory, Mossad officials may well have been convinced that Danilenko must have been doing something in Iran related to explosives tests for nuclear weapons. Why else, they may have asked, would the Iranians want to give someone with that background a contract to work in Iran from 1996 to 2002? Certainly not for his expertise on nanodiamonds, they may have concluded; that had to be a ruse to cover his real work in the country.

As was so often the case with Israeli intelligence on the Iranian nuclear program, the firm Israeli conviction that Iran must be actively working on the bomb inspired a propaganda strategy as well. And as was the case with the laptop documents, that strategy involved manufacturing documentary evidence to give the propaganda theme credibility.

The story would involve secret explosives tests of a system for initiating the detonation of a nuclear device. The Israelis linked Danilenko to a system for starting a high-explosive charge in a hemispheric shell, monitored with optical fiber cables like those mentioned in one of Danilenko’s articles. And as a bonus, Danilenko would also be linked to a large explosives chamber similar to the one he had discussed in a Russian-language book the Israelis found, which they would suggest was to be used for carrying out hydrodynamic tests on nuclear weapons designs.

Mossad would provide enough details to the IAEA to create a presumption that Danilenko had done such things. Fashioning such a narrative would solve several Israeli problems simultaneously. Danilenko’s work in a nuclear weapons complex, his stay in Iran for years, and his publications would be the confirmation of a broader story of Iranian tests on a nuclear bomb initiation system and hydrodynamic tests—the key point about which Mossad had been trying to convince the CIA during its work on the national intelligence estimate. It would show that Iran was much farther along by 2003 than anyone had ever guessed. And once the idea that Iran had been doing tests on nuclear weapons components and designs had been firmly established, other documents showing later experiments would be given new credibility.

The situation in the IAEA in 2008 was favorable for such an Israeli initiative. Olli Heinonen was ready to consider any evidence showing the Iranians working on a nuclear weapon to be credible. The Israelis had worked with him for more than four years, and Heinonen was now distancing himself from Mohamed ElBaradei’s cautious attitude toward the laptop documents. There was no longer any need to filter the purported Iranian documents through a third party.

The “multi-point initiation system” using explosives in a hemispheric array was well known among nuclear weapons states. Crafting an account of experiments with the system that would sound authentic was not difficult for Mossad’s staff. By April 2008, a new document was passed to Heinonen in Vienna: a long, Farsi-language account of the experiments with a technology involving a “shock generator system” that could only be used for testing a nuclear weapons initiator. Heinonen decided to include a five-page English-language summary of the longer Farsi document in the list of 13 documents to be shown to Iranian officials in meetings in late April and mid-May. The document was then listed and briefly described in the May 2008 IAEA report without distinguishing it from the rest of the laptop documents.5

Either at the same time or soon thereafter, the Israelis also gave Heinonen information on Danilenko’s background and his time in Iran, explaining how he must have been involved in the experiments shown in the document they had given him earlier. The document referred to the use of “fiber optic cables” to monitor the shock waves. And the Israelis could point to Danilenko’s 1992 paper on a system for measuring the intervals between shock waves with fiber-optic cables.6 Later, they would claim to have found additional information on how Danilenko helped Iran build an explosives containment cylinder in which to carry out those hydrodynamic tests the Israelis had been alleging for years.

Heinonen didn’t wait for the assessment of other intelligence agencies. The IAEA announced in its September 2008 report that it had information describing “experimentation in connection with symmetrical initiation of a hemispherical high explosive charge suitable for an implosion type nuclear device.” And then it added that since the previous report, the agency had “obtained information indicating that the experimentation described in this document may have involved the assistance of foreign expertise.”7

Heinonen concealed Israel’s role in providing the document to the IAEA, even though hiding the provenance of such information represented yet another violation of what ElBaradei had called “due process” in regard to the accusations against Iran. When US and European officials decided in October 2008 to call the significance of the document to the attention of the New York Times, they also refused to reveal the origins of the document, citing the need to avoid exposing the source.8

That rationale for secrecy shouldn’t apply, however, to the question of which member state of the IAEA is behind a given piece of intelligence. Transparency on the question of whose intelligence is being used would not have affected the confidentiality of intelligence “sources and methods.” It would merely have allowed other states and the public to make a more informed evaluation of the reliability of the information. The IAEA was creating a precedent for allowing a state to anonymously provide evidence in the form of intelligence documents that was to become central to the IAEA case against Iran.

But Heinonen had said enough to lead David Albright at ISIS to conclude that the document had probably come from Israel. In an interview in September, just as the IAEA report highlighting the document was being circulated to IAEA delegations, Albright said, “One thing that changed Heinonen’s mind [about the laptop documents] was a document from a state—probably Israel—that was confirming.” Heinonen had told him it had been “important to him,” Albright said.9

Theoretically, of course, Israel could have been lucky: a document from inside the Iranian nuclear program could have fallen into the hands of an Israeli spy in Iran. But apart from the highly unlikely coincidence in timing of the two discoveries just in time to solve Israel’s political problems on Iran, getting such a document would have required an agent at the very heart of a secret nuclear weapons program. And that would have meant, in turn, that Israel should have been able to present a clear and relatively detailed picture of the structure of that program.

Despite official pronouncements by the Israeli government that Iran resumed its nuclear weapons program after 2003, however, Israeli intelligence had only the most fragmentary and impressionistic picture of such an Iranian program in 2008. Thomas Fingar, deputy director of intelligence and chairman of the National Intelligence Council until December 1, 2008, recalled in an interview that despite the public gnashing of teeth in Israel over the November 2007 NIE, Israeli military intelligence officers didn’t challenge the 2007 estimate in private meetings with him. “I had my shouting matches with them in Israel,” said Fingar. “I said we disagreed on two things: ‘You think [the nuclear weapons program] has been moved to new locations, but you don’t know where it is, and that it’s run by a different person, but you don’t know who it is.’”10

If Israeli intelligence had no real knowledge of the details of any Iranian nuclear weapons program, as Fingar’s account of his exchange with Israeli intelligence officials suggests, it is highly unlikely that Israel could have obtained intelligence on what would have been one of the most highly classified secrets in the country. Nevertheless, even more such intelligence documents, purporting to come from within the clandestine Iranian nuclear weapons program, were about to be provided by Israel to the IAEA. leading the agency to more dramatic conclusions.

More Israeli Documents

In September 2008, Heinonen authorized his staff to begin drafting a paper that would assess all the intelligence that had been acquired by the agency on alleged Iranian nuclear weapons work. The idea of doing such a paper was evidently inspired by the Israeli document showing for the first time what was unambiguously a project to test the initiator of a nuclear weapon.

An early draft, written either in late 2008 or early 2009, showed how Heinonen sought to mimic the stance of an intelligence agency in relation to the laptop documents and new intelligence provided by Israel. In one paragraph after another, the draft used the phrase “the Agency assesses” or the “Agency further assesses” before offering far-reaching and alarming speculation about the possible implications of the information in question. “The Agency assesses,” it said, “that it is possible that Iran has knowledge regarding the contents of a nuclear package, including fissile components that would be inserted inside the high explosive charge.”11

The draft argued that the issue of the authenticity of the laptop papers should now be set aside. The papers were credible, it asserted, because “the information refers to known Iranian persons and institutions under both the military and civil apparatuses, as well as to some degree to their confirmed procurement activities.”12 A senior IAEA official whom I interviewed in 2009, however, pointed out that the names of people working in various organizations were well known. “It’s not difficult to cook up,” the official told me.13

The draft referred to “information received from a Member State” about a “shock generator system” that it “assessed” to be a system for “initiating hemispheric explosive charges.” The draft concluded from that premise that “Iran may have developed an effective high explosive implosion system, which could be contained within a payload container believed to be small enough to fit into the re-entry body chamber of the Shahab-3 missile.”14

Heinonen obviously ordered the drafting of that paper with the intention that the agency would eventually publish it as an annex to one of its reports. But ElBaradei was dead set against any such publication. He regarded the information on which the analysis was based as still uncorroborated raw intelligence, so providing it to the board “would have gone against every principle of due process and would have lent an aura of credibility to unverified accusations,” as he would later write.15

ElBaradei confirms in his memoirs that Israel provided the IAEA with intelligence documents that summer “purportedly showing that Iran had continued with nuclear weapon studies until at least 2007.” Furthermore, ElBaradei claims that the agency’s “technical experts” had “raised numerous questions about the documents’ authenticity,” which prompted a list of questions to be sent to the Israelis.16

It was not until the agency began to prepare its report in advance of an October 2009 board meeting that the United Kingdom, France, and Germany began to press ElBaradei to include the intelligence assessment as an annex to that report. It is no accident that the Western pressure on ElBaradei came after Israel turned over the new set of intelligence reports and documents to the IAEA with the obvious intention of having them be part of the expected annex. A remarkably candid Israeli press report in mid-August cited “officials and diplomats” as saying the IAEA had been refusing to publish evidence that had been obtained “over the past few months” that would show Iran was continuing to pursue “weaponization efforts.”17

When it became clear that ElBaradei was actively posing obstacles to their documents being officially published by the agency, the Israelis decided it was time to call in their allies. In mid-August, the US, British, French, and German ambassadors to the IAEA, who had been briefed on the purported significance of the new documents, personally intervened with ElBaradei on the issue, insisting that he should publish the draft paper by Heinonen’s Safeguards Department as an annex to the September report. German ambassador Ruediger Luedeking confirmed in an interview that he and other ambassadors “pressed for the Agency to produce an annex.”18

Notably absent from the diplomatic pressures on ElBaradei was the Obama administration. The administration’s reluctance was probably because those pressures, reportedly coordinated by the Israeli Foreign Ministry and the director general of the Israeli Atomic Energy Commission, Dr. Shaul Horev, were aimed at proving that the US intelligence conclusion that Iran had halted its nuclear weaponization effort in 2003 was wrong. The ultimate aim, according to a leak to the Israeli press, was to ensure Russian and Chinese support for much tougher sanctions against Iran.19

ElBaradei was unmoved by the Western demand for publication of the intelligence annex, which he recognized as a political maneuver to promote an interpretation of the Iranian nuclear program that was not supported by authenticated evidence. His refusal to approve the publication was the signal for the next phase of the strategy, which was to leak to the news media the accusation that ElBaradei had deliberately suppressed intelligence showing that Iran had been doing experiments related to nuclear weapons. The warning shot to ElBaradei came in an article by George Jahn, Vienna correspondent of the Associated Press, which began, “For close to a year, diplomats say, a report on Iran’s alleged nuclear experiments has been sitting in a drawer of a UN nuclear monitoring agency.” It reported that three “senior Western diplomats” and an “international official” had confirmed the existence of the secret report on Iran’s experiments. ElBaradei had balked even after being pushed by Western powers, according to the sources, “although even some of his senior aides favor publication.”20

The leak of the accusation that ElBaradei was keeping important evidence from the rest of the world carefully avoided any specifics. It was an obvious warning to ElBaradei that his Israeli and Western adversaries were prepared to leak the details of the report to the press if he did not publish them. The timing of the story a little more than a week before the August report was designed to give ElBaradei an opportunity to reconsider his decision. But ElBaradei did not give in to the political pressure, even though he knew the probable consequences. The August 2009 report did not include the annex, titled “Possible Military Dimensions to Iran’s Nuclear Program,” that Israel and the Western powers were demanding he publish.

The response came in mid-September in a story from the same journalist who had been given the previous leak, the AP’s George Jahn. This time Jahn was given a point-by-point briefing based on the “secret annex,” which was explicitly identified as such by his diplomatic sources. His story summarized the most sensational items in the document about what agency analysts believed to be Iranian development, testing, and production of a nuclear weapon. He reported that the agency believed Iran had “sufficient information to be able to design and produce a workable implosion nuclear device” and that it had engaged in “probable testing” of explosives commonly used to detonate a nuclear warhead and worked on developing a system “for initiating a hemispherical high explosive charge” of the kind used to initiate a nuclear explosion.21

Two weeks after the AP story, the New York Times focused on the conclusion in the unpublished document that Iran had acquired “sufficient information to be able to design and produce” a nuclear weapon that would be “workable.” Reporters William J. Broad and David E. Sanger also summarized the report as having concluded that “Iran has done much research and testing to perfect nuclear arms like making high-voltage detonators, firing test explosives and designing warheads.”22 The Times thus reduced the IAEA staff’s highly speculative analysis, on the basis of “information” coming largely from a single source, to simple and alarming conclusions.

Predictably, the cable news networks picked up and magnified the two key sentences from the Times story that their audiences would immediately grasp. Fox News said Iran “has done extensive research and testing to perfect nuclear arms, such as firing test explosives and designing warheads.” And CNN’s John King declared, “Iran has cracked the code. It knows how to make a smaller warhead. It is closer to being able to build a bomb, a workable nuclear bomb.”23

The press campaign had succeeded in creating a full-blown nuclear scare, portraying Iran as feverishly working on a secret nuclear weapons program and on the verge of building a nuclear weapon. But the Israelis wanted to achieve one more objective: to highlight the document they had provided to the IAEA in 2009 that appeared to show that Iran was pursuing nuclear weapons-related research well beyond 2003. This was a two-page, Farsi-language document purporting to outline a research plan on neutron sources that included work on what was evidently a neutron initiator.

This time the document was given to the Times, the Rupert Murdoch flagship London daily, which had followed a decidedly pro-Israel line in its coverage of the Middle East for more than two decades.24 The Times reported in December 2009, “Confidential intelligence documents obtained by The Times show that Iran is working on testing a key final component of a nuclear bomb.” It described one of the documents as a “four-year plan” to “test a neutron initiator,” or, as the headline called it, a “Nuclear Trigger.” The story identified the source as “an Asian intelligence source,” a phrase sometimes used in the context of stories on the Middle East to refer to Israeli intelligence. The source’s unnamed government was said to believe the document was written in 2007, four years after Iran was “thought to have suspended its weapons programme.”

The story suggested the “fallout” from the revelation of the document in Washington could be “explosive,” given the US NIE’s conclusion about Iran’s halting weaponization work in 2003, and the British, French, and German intelligence agencies’ disagreement with that American conclusion. The author of the story quoted the aggressively anti-Iran former State Department proliferation official Mark Fitzpatrick as saying the document “looks like a smoking gun. This is smoking uranium.”25

But serious questions soon arose about the document’s authenticity. Even David Sanger of the New York Times, who never missed an opportunity to hammer away at what he was convinced was a misguided 2007 NIE, reported two days later that US intelligence had not yet authenticated it, even though the document was said by one US official familiar with it to have been known to analysts “for well over a year.” And even the European intelligence agencies that had openly disagreed with the US intelligence community’s conclusion about a halt in nuclear weapons work in 2003 were unwilling to say that it was authentic.26

In fact, US intelligence analysts were not merely undecided about the “Nuclear Trigger” document but were quite suspicious of it. Former CIA official Philip Giraldi was told by intelligence sources that the analysts had dismissed the document as a fabrication.27 Their distrust of the document was undoubtedly heightened by the fact that Israel had conveniently discovered it just when it was needed to discredit the 2007 estimate. The intelligence analysts also may have known that it was one of the documents the Israelis had pressed on the IAEA during summer 2009. ElBaradei recalled later that the new set of Israeli documents were aimed at showing that Iran had continued to work on nuclear weapons “until at least 2007”—the argument the Israelis were making about the “Nuclear Trigger” document.28

The Israelis knew that if the document were leaked to the Times while ElBaradei was still in office, he might dismiss it as of questionable authenticity. It is no accident that the Times published the story on December 14, 2009, exactly two weeks after ElBaradei had been succeeded by Yukiya Amano of Japan.

With Amano in place as director general of the IAEA in December 2009, the United States at last had a team that it could rely on to follow its lead on Iran fully. The United States had worked for Amano’s election as director general because he was known to have supported hard-line demands on Iran to abandon its nuclear program. Amano had been the Japanese ambassador to the IAEA and represented Japan as part of the “like-minded” group of states. At a meeting of that group in December 2008, when US ambassador Greg Schulte raised the possibility of demanding that Iran make a “confession” of its alleged past nuclear weapons work, Amano had said that an Iranian confession would not be enough. “What was needed,” he was reported to have opined, “was a strategic decision from Iran”—presumably meaning a decision to stop enrichment completely.29 After Amano’s election, the US mission reported that he had displayed a “remarkable congruence of views with us on conducting the Agency mission in safeguards verification” and had explicitly assured the United States that he was “solidly in the U.S. court” on handling the Iran nuclear issue.30

The Phantom Bomb Test Chamber

The annex to the November 2011 IAEA report was the final version of the document on which the Safeguards Department had started work in September 2008, based primarily on intelligence provided by Israel. It alleged Iranian activities involving nuclear components for an explosive device, experiments with a “multi-point initiation system,” hydrodynamic experiments to test nuclear weapons designs, and work on a “neutron initiator.”31

The information was packaged to convey to the news media and governments that its conclusions were not merely suspicions or speculation but were based on highly credible information. The IAEA devoted five long paragraphs to that theme in which it sought to lay the entire issue of authenticity of the “alleged studies” documents to rest, without raising it explicitly. It asserted that it had “received information from ten Member States” on the issue. But that figure was a red herring. The “information” from all those states included data on travel, financial records, health and safety arrangements, and manufacturing techniques for certain high-explosive components.32 The agency did not get the intelligence on which the report’s conclusions were based from 10 different governments. The New York Times reported the figure of 10 states contributing information, however, without pointing out that it did not pertain to allegations of nuclear weapons work. The Times suggested that detailing the number of sources of information was “an effort to anticipate the critique that the agency was recycling information from the CIA or Israel’s Mossad.”33

In fact, all of the major conclusions in the annex were based on information or documents that can be traced back to Israel. A story in the Jerusalem Post published on the day the IAEA annex was made public revealed, “Israel played a key role in helping IAEA compile the report, and over the years, its intelligence agencies provided critical information used in the report.”34

The report itself referred to several of the crucial documents as having come from a single “Member State.” One of them was the purported “four-year plan” to study a “neutron initiator” that had been leaked to one of Mossad’s favorite news outlets for publication of its intelligence claims, the Times of London, but had been rejected by US and European intelligence agencies.35

The intelligence information in the report about a large cylinder for explosives containment allegedly installed at the Parchin military testing reservation in 2000 for hydrodynamic testing of nuclear weapons designs and about alleged testing of a “multipoint initiation concept” for a nuclear weapon came from the Israelis as well.

The IAEA reported that it had been told by a member state that the construction of a large explosives containment cylinder had been done with assistance of a foreign nuclear weapons specialist.36 That was a reference to Danilenko, the foreign specialist the Israelis had identified in the information provided to Heinonen in 2008 to confirm the authenticity of the document on the “multipoint initiation” experiments.

But the central question surrounding the story in the report of the Parchin bomb test cylinder is whether the IAEA ever had any real evidence to confirm the Israeli intelligence claim that Iran constructed such a cylinder for hydrodynamic experiments. The report implied that it had two kinds of evidence: satellite photography and information about the cylinder itself. A careful reading of the paragraph devoted to that implied confirming evidence reveals, however, that the information identified by the authors does not confirm the central claim at all.

The report states, “A building was constructed at that time around a large cylindrical object at a location at the Parchin military complex. A large earth berm was subsequently constructed between the building containing the cylinder and a neighboring building, indicating the probable use of high explosives in the chamber.” Then it goes on to refer to “commercial satellite images that are consistent with this information.” Satellite images being “consistent with” those statements is quite different, however, from the images actually confirming the claim.37

Months later, “an official of a country tracking Iran’s nuclear program” gave Jahn of the AP a computer-generated drawing of what the official said was the explosives containment chamber at Parchin and said it proved the structure exists.38 But that drawing merely underlined the fact that there was no actual visual evidence of such a cylinder at Parchin. Jahn said a “senior diplomat familiar with the IAEA’s investigation” said a satellite image had shown a cylinder similar to the drawing. But IAEA lawyers would never have used the much broader phrase “consistent with” if the agency actually had photos of such a cylinder at Parchin. And Albright’s ISIS, which had long published satellite photography on Parchin that US or Israeli intelligence believed suspicious, going back to 2004, failed to publish any such image.

The IAEA report refers to “independent evidence, including a publication by the foreign expert” that the agency said enabled it to “confirm the date of construction of the cylinder and some of its design features.” Among the specifics it claimed to have confirmed were its capacity to contain up to 70 kilograms (156 pounds) of explosives and that it would be “suitable” for carrying out a multipoint initiation system test.39

Former senior IAEA inspector Robert Kelley was immediately struck by the fact that what little information was provided in the report on the alleged bomb test chamber didn’t seem technically plausible. The report stated clearly that Iran had “constructed a large explosives containment vessel in which to conduct hydrodynamic tests.” In a video interview a few days after the report, however, Kelley explained that a hydrodynamic test of a nuclear weapon design would have involved “far more explosives” than the 156 pounds claimed as the capacity of the cylinder at Parchin.40 Kelley would go on to pinpoint other technical reasons for doubting the authenticity of the reported siting of such a chamber at Parchin.

Kelley’s credentials for challenging the IAEA on the issue were second to none. He had been project leader for nuclear intelligence at Los Alamos National Laboratory before becoming director of the IAEA’s Action Team for Iraq in 1992–93. He was director of the US Department of Energy’s Remote Sensing Laboratory from 1996 to 1998, where his job was to know everything about detecting foreign nuclear weapons programs. He rejoined the IAEA to head its Iraq Action Team again from 2001 to 2005. Kelley knew as much as anyone in the world about assessing claims of foreign nuclear weapons-related technology.

The IAEA report also suggested that the cylinder at Parchin “would be suitable” for carrying out experiments on a “multipoint initiation system.” As Kelley pointed out, however, the chamber was “far too small to contain explosive proof tests of a full-size mockup [of a nuclear weapon] and far too big to contain smaller tests of research interest.”41 And in an interview with the author, Kelley pointed out that a “multipoint initiation” experiment such as the one cited in the report doesn’t use uranium, so Iran would not have needed a bomb test chamber to do it.42

The report also said that Iran had carried out “at least one large-scale experiment in 2003” using multipoint initiation technology, but it did not allege that the experiment had been conducted at Parchin. Instead, it said it had been done in the region of Marivan, which is close to the Iranian border with Iraqi Kurdistan.43 In any case, a multipoint initiation system can be used for either a nuclear weapon or conventional explosions. Moreover, when Iran offered to take an IAEA delegation to Marivan to check out that alleged site in January 2012, the IAEA declined, suggesting that it had been given no information specifying a site in the area and had found no satellite image to support the claim.44

In its August 2012 report, the IAEA revealed more information about the Parchin cylinder issue that further undermined the credibility of the whole story. “The location of the site was only identified in March 2011,” the report said, implying that the original Israeli claim about the installation of the cylinder at Parchin in 2000 had not included a specific site.

The report also revealed that the IAEA had only “notified Iran of that location in January 2012” when it sought permission to inspect the site. Even more significant was the revelation that it had reviewed the satellite imagery available for the entire period from February 2005 to January 2012 and that the imagery showed “virtually no activity at or near the building housing the containment vessel.” That evidence from satellite imagery appears to prove definitively that Iran had no need to get rid of any evidence of tests at the site, contrary to the IAEA accusations in November 2011 and since then.45

Albright and an ISIS co-author later published an article citing two satellite images of the site at Parchin shown in the same article as evidence supporting the IAEA’s claim that a building at the site had been constructed “around a large cylindrical object.” They claimed that one satellite image of the site where the nuclear test vessel was allegedly located, dated March 14, 2000, “shows the foundation of the building that would contain the explosive test,” but asserted that the alleged explosives chamber was “not yet placed on the foundation in this image.”46

But Kelley and three former US intelligence officers with long experience in image interpretation all concluded from an examination of the image that it does not show a foundation for a building, as Albright and his co-author claimed. Kelley, who obtained the March 2000 image in January 2013, told the author, “You can see the roof is already on.” Retired Army Col. Pat Lang, who had been the senior intelligence officer for the Middle East, South Asia, and counterterrorism at the Defense Intelligence Agency from 1985 to 1992, said in an e-mail, “The ‘foundation’ casts a large shadow in the direction of the top of the picture as do other structures,” but “foundations do not normally cast shadows.” Another former intelligence officer with extensive experience in photographic interpretation, who asked not to be named, told the author, “The object looks elevated, like a roof.” A third former intelligence officer, who also has many years of experience in image interpretation and who requested anonymity, said the March 2000 image shows neither a foundation for an eventual building, nor a roof, but simply a concrete slab. He said he found “no evidence of trenching or refilling, which is necessary for a foundation footing.” The same officer said the structure shown in images from 2004 and later years published by ISIS was “much larger than the slab imaged in 2000.” The same officer also said it was “not a substantial structure, like others at Parchin,” suggesting it was more like “a shed.”

Although Kelley and the former intelligence analysts drew different conclusions about what the image showed, they were in agreement that it didn’t prove Albright’s claim. Even more significantly, Kelley and the three other experts on image interpretation said that the Parchin site shown in the images did not even display any of the characteristics that would be associated with a high-explosives testing site, let alone those associated with a nuclear weapons testing site. “The building in question is not a classical HE [high-explosives] building, that is for sure,” Kelley said, despite the fact that Parchin has many other buildings that do have “classical high explosive signatures.” He and two other former intelligence officers pointed out that the building is far too close to a major divided highway to be involved in such sensitive testing activity, and it lacked any special security features that would be expected of a top-secret facility.47

Turning Danilenko into Iran’s Nuclear Test Guru

Nothing published by the IAEA on Iran’s nuclear program illustrates more dramatically the agency’s transformation into a highly politicized organization with an agenda than its treatment of Vyacheslav Danilenko. He is the scientist who was portrayed in the November 2011 report as the foreign adviser behind Iran’s alleged nuclear weapons testing at Parchin. The IAEA alleged that “the foreign expert” was “not only knowledgeable in these technologies” but spent “much of his career” in a nuclear weapons program working with a “high speed diagnostic configuration” to monitor what it called “related experiments.”48

Although the report did not reveal his name, Albright, who appeared to be serving as the IAEA’s de facto spokesman in Washington, revealed to the news media that the unnamed expert was Danilenko and that he had worked at the Soviet nuclear weapons complex at Chelyabinsk for decades.49

The IAEA report claimed to have based its firm conclusion about the bomb test cylinder at Parchin on “a publication by the foreign expert,” thus appearing to suggest that Danilenko’s publication confirmed that he did indeed help build such an explosive cylinder at Parchin. What Danilenko actually wrote in a book published in 2003, however, is that in 1999–2000, he had “designed” a cylindrical chamber specifically for nanodiamond synthesis. The sketch accompanying his text shows unmistakably that the chamber was only for that purpose. It had air and water systems necessary for the cooling of the tank before and immediately after the explosion, as well as a system for automatically unloading the diamonds produced. The sketch includes none of the fiber-optic cables that would be needed to measure the shock waves in a nuclear weapons-related test.50 The cylinder designed by Danilenko clearly was neither intended for use in carrying out nuclear weapons-related testing nor “suitable” for carrying out such tests. The brazenness of the IAEA in claiming that Danilenko’s design enabled it to “confirm the date of construction” of the cylinder allegedly installed at Parchin is stunning.

Even before the IAEA report was released to the press, Albright leaked an account of Danilenko’s background and role in Iran to the intelligence correspondent of the Washington Post, Joby Warrick, aimed at smearing him as an adviser to a covert nuclear weapons program. Citing two sources “with access to the IAEA’s confidential files,” Warrick reported that Danilenko had “acknowledged his role but said he thought his work was limited to assisting civilian engineering projects.”51 That made it sound like Danilenko had admitted he helped Iran build the cylinder at Parchin but didn’t know it would be for a nuclear weapons program.

George Jahn, the AP correspondent in Vienna, reported that Danilenko himself had denied any involvement in the Iranian nuclear program or having worked on a bomb test chamber, but claimed that Danilenko’s son-in-law Volodymir Padalko had told IAEA investigators that an explosives containment vessel was indeed built “under Danilenko’s supervision.” Jahn cited as his source the same diplomats who had informed him in advance of the IAEA report that it included evidence of the explosives containment chamber—that is, the Israelis.52

Albright immediately included the claim that Padalko had implicated Danilenko in the Parchin cylinder in his talking points in defense of the IAEA’s position on Danilenko.53 But on the same day that Jahn’s story appeared, Padalko, who was director of ALIT, a Ukrainian company that produced industrial nanodiamonds, categorically denied the self-serving story being peddled by Jahn’s sources. He told the Moscow journal Kommersant that Danilenko had been in Iran in the second half of the 1990s “working in nanodiamond technology and giving lectures.” Padalko said he had tried to explain to IAEA and State Department officials that “nanodiamonds have nothing to do with nuclear weapons.”54

And Danilenko flatly denied the role attributed to him by the IAEA report and by the Post. In a telephone interview with Radio Free Europe he said the Iranians “proposed that [I] write a series of lectures on the dynamic detonation synthesis of diamonds.” He said he had spent the six years doing that and nothing more, and denounced the IAEA’s description of him as “black PR.”55

The Post reported that the confirming evidence of Danilenko’s involvement in nuclear weapons research was that he had co-authored a paper in 1992 describing “a fiber-optic instrument that measures precisely when a shock wave arrives along thousands of different points along the surface of a sphere.”56 That certainly sounded suspiciously similar to the instruments used to monitor the experiment the IAEA had reported. But the fact that Mossad miraculously acquired the documentary evidence of an Iranian high-explosives experiment monitored with fiber-optic cables at about the same time it discovered the existence of a foreign scientist who had written an article on monitoring explosions with fiber-optic cables should have been regarded as far more suspicious.

Warrick portrayed Danilenko as someone who had been a nuclear weapons specialist throughout his career and who had some knowledge of nanodiamonds only because of his nuclear weapons expertise. It was a clever way of discrediting Danilenko. But virtually everything that Warrick wrote about him was untrue.

“When the Cold War abruptly ended in 1991,” he wrote, “Vyacheslav Danilenko was a Soviet weapons scientist in need of a new line of work.” Danilenko had “one marketable skill,” according to Warrick: “the ability to make objects blow up with nanosecond precision. Warrick implied strongly that Danilenko had admitted working on nuclear weapon-related research. He wrote that Danilenko had “publicly acknowledged the sensitive nature of his work at Chelyabinsk” by writing in a book chapter that “the experiments he conducted were ‘highly classified.’” Warrick portrayed Danilenko’s knowledge of nanodiamonds as a “fortuitous discovery” as a result of such highly classified weapons-related research.57

What Danilenko had actually written, however, was that “experiments aimed at developing methods of diamond synthesis were highly classified.”58 The difference was extremely significant because, contrary to the suggestion by Warrick and Albright’s institute, Danilenko’s diamond-synthesis work was not highly classified because it reflected knowledge related to nuclear weapons. As Danilenko pointed out in another publication, detonation nanodiamonds had been discovered separately by three different groups of researchers at different Soviet research institutes in the space of 19 years, and at two of them—the Institute of Hydrodynamics in Novosibirsk and the Institute of Problems Materials Science in Kiev—no nuclear weapons research had ever been done. Danilenko recalled, in fact, that all three groups of researchers had discovered nanodiamonds while working quite deliberately on diamond synthesis by shock compression.59

The experience of the first American to discover nanodiamond synthesis, N. Roy Greiner, parallels that of Danilenko and other Russian researchers. Greiner told me that none of the work he did on the subject was ever classified. Greiner also worked in a nuclear weapons complex, Los Alamos National Laboratory, but he never did research directly connected with nuclear weapons in his long career there. He discovered nanodiamonds while working on a project called “Fundamental Research on Explosives,” during which he conducted experiments at the Fraunhofer Institute in West Germany on how gases reacted to explosives at different temperatures.60

Danilenko’s bosses obviously recognized that the technique he had discovered for diamond synthesis had very significant economic value, which they could keep to themselves by classifying the information. Greiner said he is inclined to believe that the original classification of Danilenko’s experiments by his bosses was “for some commercial reason.”61 Significantly, Danilenko’s studies were declassified in 1987, probably because of the realization that other Soviet research centers had discovered the same technique.62

Albright simply ignored the evidence that Danilenko had begun his career working on diamond synthesis, had switched to nanodiamond synthesis after 1963, and for four decades had remained one of the most preeminent specialists on the subject in the world.63 Albright tried hard for many months to unearth some evidence that Danilenko had worked on nuclear weapons during this 30-year career at Chelyabinsk, but his researchers found none. The only thing his institute could say in the end was that the work of Danilenko’s part of the complex on the effect of shock compression on various metals must have contributed indirectly to nuclear weapons research.64

Albright emphasized the fact that Danilenko contacted the Iranian embassy and offered his services in 1995 and was then contacted by Seyed Abbas Shahmoradi-Zavareh, the head of the Physics Research Center, the organization identified by the IAEA as the “command center” of Iran’s covert nuclear weapons work. The fact that Danilenko signed a contract with Shahmoradi-Zavareh, he argued, indicated that the scientist was really being hired to work on a nuclear weapons project, not on nanodiamonds. “Synthetic diamond production is unlikely to have been a priority,” Albright wrote, “although it has obvious value as a cover story.”65

The idea that Shahmoradi-Zavareh was running a secret military nuclear program, which US, Israeli, and European intelligence all believed for many years, was based entirely on the infamous telexes involving procurement of dual-use equipment in the early 1990s. It should have been discarded when Iran provided documentary proof that the dual-use equipment that Shahmoradi-Zavareh procured or attempted to procure had been requested and used by Sharif University departments.66

Albright’s remark dismissing the idea that Shahmoradi-Zavareh could have been interested in Danilenko because of his expertise in nanodiamonds also turned out to be yet another overreach by Albright as a publicist. An Internet search revealed that Shahmoradi-Zavareh had a very strong professional interest in nanotechnology. In 1998, he established a company called Ara Research that specialized in providing equipment for nanotechnology research. Fourteen years later, the company was still going, and Shahmoradi-Zavareh was still its chief executive officer.67

It was hardly a stretch for Shahmoradi-Zavareh to want to bring the original discoverer of nanodiamond technology, who had sought to promote the technology in a business venture in Kiev, to Iran for an extended stay. Nanotechnology was already on its way to becoming a central focus of Iranian technological development. By 2012, Iran was ranked 12th in the world in nanotech development, and it was the first nation to have a public program in nanotech education for schoolchildren.68

The Pink Shrouds of Parchin

Less than two weeks after the November 2011 IAEA report, an AP story from Vienna indicated that the sources behind the Parchin bomb chamber story were already at work trying to prepare public opinion for a possible IAEA visit to the site. AP correspondent George Jahn, who had been the conduit for earlier Israeli leaks related to the IAEA and Iran, reported that an official of an unidentified state had “cited intelligence from his home country, saying it appears that Iran is trying to cover its tracks by sanitizing the site and removing any evidence of nuclear research and development.” Jahn quoted from an intelligence “summary” provided by the official. “Freight trucks, special haulage vehicles and cranes were seen entering and leaving,” the summary said, adding, “Some equipment and dangerous materials were removed from the site.” Officials from other IAEA member countries disagreed with Jahn’s sources, however, telling him that there was no evidence of an attempted cover-up by the Iranians.69

The Israelis were obviously beginning to think about a possible IAEA visit to the Parchin site in which they expected the inspectors to find nothing. The explanation would have to be that Iran had cleaned up the site to remove all evidence of the alleged nuclear-related tests.

What happened at the site subsequently is intertwined with negotiations that were about to begin between Iran and the IAEA. It was only on January 29, 2012, that the IAEA informed Iran about the location of the alleged bomb test cylinder in order to request an inspection visit to that site during the delegation’s three-day stay in Iran. That request was made in the context of the first round of negotiations on an agreement to resolve the issue of possible military dimensions of the Iranian nuclear program. During the three-day meeting in Tehran, a first draft of an agreement was discussed, and an IAEA inspection of Parchin was one of the items that Iran agreed to include in its commitments.70

The negotiating text committed Iran to “facilitate a conclusive technical assessment of all issues of concern to the Agency.” Iran pledged to cooperate on a series of IAEA demands, including “inspections by the Agency” as well as “access to relevant information, documentation and sites, material and personnel.” But the IAEA was insisting on a provision in the text allowing it to “return” to issues even after they had been resolved, which Iran was resisting, in the belief that it would subject Iran to “an endless process,” according to Iran’s negotiator, Ambassador Ali Asghar Soltanieh. IAEA director general Amano later confirmed to reporters that Iran had sought to require that the agency “present a definitive list of questions,” thus “denying us the right to revisit issues, or to deal with certain issues in parallel, to name just a few.” Iran was also demanding that the IAEA “deliver” all the intelligence documents alleging that it had carried out covert weaponization activities to Iran before Iran was required to give definitive answers to the allegation, but the United States had refused in the past to allow the IAEA to provide copies to Iran.71

The information the IAEA had given Iran on the location of the site where Israel had alleged a bomb test cylinder was installed gave Iran a way of trying to influence those negotiations. Two weeks after the February round of negotiations, the AP reported satellite photographs of trucks and other moving equipment at the Parchin site, which diplomats from the usual unnamed countries suggested could mean the beginning of Iranian “sanitization” of the site.72 In May, Albright began to claim that Iranians were trying to “clean up” the site at Parchin, publishing a satellite image dated April 9 that appeared to show a stream of water from one end of the building along its side. Albright wrote that the image “raises concerns that Iran may have been washing inside the building or perhaps washing the items outside the building.”73

The implication was that this could be an effort to wash away traces of radioactive material used in hydrodynamic tests. But as former IAEA inspector Robert Kelley explained, that claim made no sense in scientific terms. “Uranium signatures are very persistent in the environment,” he wrote in an article for the Stockholm International Peace Research Institute in May. “If Iran is using hoses to wash contamination across a parking lot into a ditch, there will be enhanced opportunities for uranium collection if teams are allowed access.”74 Both the Iranian Foreign Ministry spokesman and former Iranian nuclear negotiator Seyed Hossein Mousavian said the same thing. “The Iranians know very well they couldn’t eliminate traces of such activities even after 10 years,” Mousavian said in an interview.75

Iran was acutely aware that Western intelligence satellites were photographing everything that happened at the Parchin site. And it was in Iran’s interest to make its agreement to such a visit more valuable to the IAEA in the context of negotiating the new agreement with the agency. Greg Thielmann, former director of the Strategic, Proliferation and Military Affairs Office of the State Department’s Bureau of Intelligence and Research, observed that whether Iran had consciously intended it or not, the movements of vehicles and the stream of water were bound to “increase the interest of the IAEA in an inspection at Parchin as soon as possible and to give Iran more leverage in the negotiations.”76

But the anti-Iran coalition continued to construct a narrative of stubborn Iranian efforts to hide the evidence of nuclear testing at the site. Another satellite image from May 25 published by ISIS showed two small buildings demolished and the removal of some soil from not far away. In June, IAEA deputy director general Herman Nackaerts, head of the agency’s Safeguards Department, displayed satellite images to member delegations showing the stream of water, the demolishing of the buildings, and removal of soil at the site. Robert Wood, the US permanent representative, professed to be alarmed by the images. “It was clear from some of the images that were presented to us,” he said, “that further sanitization efforts are ongoing at the site.”77

In fact, the physical changes had no bearing on the possibility of verifying the presence of evidence of past testing. In a careful analysis of the changes that had been made by Iran at or near the site in Parchin, Kelley wrote that Iran had changed the landscape in the vicinity of the building that the IAEA said contained the bomb test cylinder, leveling dirt piles some 500 yards (457 meters) away to the north. Kelley noted, however, that the area to the immediate west of the building had been “largely untouched,” which suggested that the earthmoving had been for construction and renovation, rather than to hide any traces of contamination. Kelley further noted that a small building, apparently a garage, had been demolished to make way for a new road, and two other smaller buildings had been renovated. But the building of interest to the IAEA had been left standing.78

In mid-August 2012, the propaganda politics of the Parchin site took an absurd new twist. Albright published a new satellite image that showed what he said “appears to be pink tent-like material” covering the building suspected of holding the mysterious cylinder and part of one other building. Albright suggested that the objective of the covering “could be to conceal further cleanup activity from overhead satellites or to contain the activity inside.”79 Ten days later, Jahn reported that Iran had “shrouded a building that the U.N. nuclear agency suspects was used for secret work on atomic weapons, meaning spy satellites can no longer monitor Tehran’s alleged efforts to clean up the site, diplomats told The Associated Press.”80

It was clear from the satellite image, however, that the pink covering was not hiding the building from the world at all. Kelley pointed out that the material was pink Styrofoam insulation, and that it appeared that the buildings were being reroofed as part of the renovation of the site.81

In its report in late August, two weeks before the regular quarterly Board of Governors meeting, the IAEA said in a report, “Iran has been conducting activities at [Parchin] that will significantly hamper the Agency’s ability to conduct effective verification.” At the board meeting, Wood dramatically accused Iran of “systematically demolishing” the Parchin site and claimed to see no possible explanation but an Iranian effort to eliminate traces of past nuclear testing in Iran’s refusal to allow the agency to carry out an inspection there. “If Iran has nothing to hide,” he asked, “then why did it begin altering the site as soon as the IAEA asked to visit?”82

But the IAEA’s Amano was not really interested in a visit to Parchin at all. While pointing indignantly at the supposed cover-up at Parchin, the IAEA and its great power patrons were playing an entirely different political-diplomatic game. The United States, Israel, and the European three did not want another agreement like ElBaradei’s “work plan,” which explains Amano’s adamant refusal of any limit on the ability of the IAEA to return to an issue of its choice regardless of what information Iran might provide.

So Amano’s role was to keep Iran under accusation while economic sanctions severe enough to bring Iran to its knees were being applied by the US-led coalition, spurred on by Israeli pressures. The function of the Parchin issue was thus to allow the manufactured crisis over Iran’s nuclear program to continue indefinitely.

[image: images]
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Phony War Crises

In late May 2008, the Israeli air force carried out a two-week exercise called Glorious Spartan ’08 that involved the entire force of 100 Israeli F-16 and F-15 fighters operating over the eastern Mediterranean and Greece. In the middle of the exercise, Deputy Prime Minister Shaul Mofaz issued the clearest and most belligerent threat of war with Iran that an Israeli official had ever delivered. “If Iran continues with its program for developing nuclear weapons,” he declared, “we will attack.”1

The week after the exercise was finished, the New York Times quoted Pentagon officials—not Israeli military officers, as might have been expected—as saying the Israelis were practicing the same maneuvers, including aerial refueling, that they would have to carry out in a strike against the Iranian nuclear program. The officials said one goal of the exercise was to “send a message” that Israel was prepared to carry out such a strike if all other efforts to stop Iran’s nuclear program failed.2 It appeared that the Pentagon was in on the Israeli planning for war against Iran.

That sequence of events triggered a widespread fear in the United States and Europe that Israel was indeed on the brink of war with Iran. The Financial Times regarded the threat and military exercise as sufficiently alarming to devote an entire page to two stories on it.3

But although Pentagon officials talked up the exercise as an indication of a serious threat of war, US intelligence officials who had studied the data from signals intercepts and radar tracking of Glorious Spartan were more skeptical. For one thing, they noticed that the Greek air force, which was supposed to have simulated Iran’s defenses, had actually made little effort to intercept Israeli aircraft. One analyst concluded that the exercise was “essentially a sham,” according to former US intelligence officer Matthew M. Aid, author of Intel Wars.4

In fact, the Israel Defense Forces (IDF) knew that it was not then capable of carrying out such a threat. Retired US Air Force Lt. Col. Rick Francona, who had visited Israel with two retired US Air Force generals in November 2006 and met with Israeli Air Force officials, told the author that the Israeli officers had acknowledged privately that the IDF lacked the capability to destroy Iranian nuclear sites. And Francona elaborated on the shortfall in a later interview. The Israeli officers “recognized they have a shortfall in aerial refueling,” he said. The Israeli jets would have been “operating at about the limit of their range,” which meant they could only carry two bombs per plane—not enough to ensure that they would destroy the targets.5

The Bush administration knew that as well. Earlier in 2008, Israeli prime minister Ehud Olmert had requested that the United States provide more powerful “bunker buster” bombs and refueling equipment, as well as permission to overfly US-controlled Iraqi airspace. That suggested that the Israelis knew they were unable to complete the mission successfully without the additional capabilities and full US support for the attack. The Bush administration never responded to the first two requests and gave a firm no to the third.6

After the 2008 Israeli exercise, four different studies by the Defense Intelligence Agency (DIA) and the CIA in 2008 and 2009 concluded that the IDF lacked the refueling tankers, bunker buster bombs, and electronic warfare capabilities necessary to carry out a strike on Iranian nuclear facilities. “The IDF had only a half dozen tankers capable of refueling their fighters,” recalled Aid. “They would have needed five times that number to refuel all their 100 planes for such an operation.” Francona confirmed that it had been the consensus view among intelligence analysts with whom he had spoken that the IDF had only five of the 24 tankers they would have needed.7

The Olmert government’s effort to sell the idea that it was planning to attack Iran was conceived by Defense Minister Ehud Barak. The reasoning behind Barak’s 2008 war ruse was simple: the Bush administration, which was as friendly a US administration as Israel would ever get, would end in January 2009. So Barak was determined to take advantage of US help during the “favorable window of opportunity” of its remaining months in office to create the impression that Israel was preparing for an attack on Iran in order to increase the pressure on Iran.8

Secretary of Defense Robert Gates and the Joint Chiefs of Staff had already blocked a proposal by Vice President Cheney a year earlier to retaliate against Iran over some future incident in Iraq involving US casualties that could be blamed on Iran.9 They were obviously in no mood to entertain any real possibility of any Israeli attack on Iran for the same reasons they had shot down the Cheney proposal: the fear of the unknown consequences of escalation. Nevertheless, Gates also believed it would be much more difficult to get Russian, Chinese, and European support for harsh economic sanctions against Iran unless they were afraid that a war was likely in the absence of effective sanctions. That was the reason Gates was upset by the National Intelligence Estimate of November 2007, which he believed took the military option off the table.10

The interests of Barak and Gates thus converged in summer 2008 on a scheme to simulate an Israeli preparation for war against Iran with the clear understanding that it was nothing more than a feint. And the Bush administration was happy to do its part to contribute to the impression of an Israeli attack threat to increase Iran’s worries, although it couldn’t say so openly.11 The official position of the administration was the disingenuous claim that the United States had no control over Israel. Thus State Department spokesman Sean McCormick declared that the question of an Israeli strike is not “under our control.”12 But that claim was less than forthright, because Israeli decision making on the question of attacking Iran depended heavily on the United States.

It was the beginning of a long campaign by Israel to create the impression that war against Iran was a serious possibility unless the United States and other powers were willing to force Iran to end its nuclear program. It was no accident that when Benjamin “Bibi” Netanyahu became prime minister again in 2009, he chose as his defense minister Ehud Barak, who had created the perception around the world in summer 2008 that Israel might be planning to bomb Iran’s nuclear facilities within a matter of months. Together, Netanyahu and Barak plotted to keep the fear of an Israeli attack alive for nearly four years.

But it was all part of an elaborate deception aimed at manipulating the international politics of the Iran nuclear issue. The way the issue was covered by international news media, Netanyahu’s war threat created tensions between Israel and the Obama administration. But in fact, Obama was from the beginning a witting participant in the phony Israeli threat of war.

The Apocalyptic Netanyahu

The carefully constructed political myth of Netanyahu’s fixation on the threat from Iran’s nuclear program and on his role in saving Israel from the threat of extinction at the hands of the Iranian mullahs took shape even before he took over as prime minister. The pro-Israel American journalist Jeffrey Goldberg introduced that theme to the world in an April 2009 article reporting on an interview with Netanyahu shortly before he was sworn in as prime minister.13

Significantly, Netanyahu did not make any threat to attack Iran in the interview; instead he made it clear that he wanted the United States to “stop Iran from gaining nuclear weapons.” But he portrayed Iran as “a country that glorifies blood and death, including its own self-immolation,” adding, “You don’t want a messianic apocalyptic cult controlling atomic bombs.” Goldberg reported that Netanyahu’s “principal military advisers” said Israeli timelines with regard to stopping the Iranian program “are now drawn in months, not years” and that Israel would not necessarily need US approval to launch an attack.

It was not only Goldberg who was getting such messages from Netanyahu’s retinue. Aluf Benn, the editor in chief of the Israeli daily newspaper Haaretz, also wrote an article published on Netanyahu’s first day in office that said “political circles” believed Netanyahu had “already made up his mind to destroy Iran’s nuclear installations.”14

The Israeli military establishment generally supported Barak’s strategy of seeking to convince the United States that the Iranian nuclear program was rapidly advancing to the point where it could no longer be stopped. US assistant secretary of defense Alexander Vershbow reported in mid- November 2009 that top IDF officials were arguing that the “window for stopping the program (by military means if necessary) is rapidly closing.”15 It was an unsubtle form of pressure on the Obama administration to take a more aggressive approach on Iran.

In a long article the following year, Goldberg further developed the theme of Netanyahu’s commitment to the use of force if the Iran issue were not otherwise resolved. He wrote that he had interviewed 40 “current and past Israeli decision-makers about a military strike” and found a “consensus” that the chances were “better than 50/50 that Israel will launch a strike by next July.” The evidence clinching the case that the Netanyahu threat was real, according to Goldberg, was the link between Netanyahu’s view of the “existential threat” to Israel from Iran and his relationship with his then 100-year-old father, Ben-Zion Netanyahu. The elder Netanyahu had worked in his youth for the founder of the Revisionist Zionist movement, Ze’ev Jabotinsky, who promoted “Eretz Yisrael Ha-Shlema”—Greater Israel—a Zionist state that would include all territory west of the Jordan River to the sea. Ben-Zion Netanyahu famously considered all Arabs “an enemy by essence” with whom there could be no compromise. Goldberg cited the claim by a friend of Netanyahu’s that the prime minister “worries that his father will think he’s weak.” Netanyahu is “different” from any previous Israeli leaders, Goldberg argued, because he sees himself in the messianic historical role of saving all Jews from another holocaust.16 In fact, both Netanyahu and Barak had a set-piece presentation that each gave to visiting journalists and politicians emphasizing that they were personally responsible for “the existence of Israel.”17

Neither Netanyahu’s political history nor his actual performance as prime minister, however, supported the notion that he saw himself as a new messiah whose mission was to wage war against Iran regardless of the costs and risks to Israel. On the contrary, he had a well-established reputation in the Israeli political elite as an extremely risk-averse political figure whose public rhetoric was not necessarily matched by his eventual actions. Benn, the Haaretz editor, told me in a 2012 interview that Netanyahu was perceived in Israeli politics as a “hesitant politician who would not dare to attack without American permission.”18 And a former Israeli official said that people who had worked under Netanyahu as well as under former prime ministers Ariel Sharon and Ehud Olmert had found Netanyahu “less decisive” on Iran than his predecessors.19

It was generally understood in Israeli political and security circles, moreover, that the IDF could not actually undertake an attack on Iranian nuclear sites without the active participation of the United States. Israel’s security establishment, Benn noted, was arguing that “without a green light from Washington, Netanyahu and Barak will not be able to send in the air force.”20 Haaretz military analyst Amos Harel stated the Israeli dilemma starkly later in 2009. “It must be stated plainly,” he wrote. “Israel does not have independent strike capability against Iran—not in the broad sense of the term.” The Israeli Air Force, he said, could deliver “a certain amount of explosives to a given target and bring most of its aircraft back home intact,” but it was “doubtful” that Israel could “act against the wishes of the United States” in regard to war against Iran. Nevertheless, the idea of an Israeli military option against Iran was vitally important, Harel concluded, to “prod the United States and Europe to exert more pressure on the Islamic Republic.”21

That Israeli dilemma caused the security elite and the news media to remain generally silent about what they knew was an effort by Netanyahu to mislead the rest of the world. From time to time, however, prominent Israeli journalists alluded to the fact that Netanyahu’s true policy toward war was not what he and Barak were suggesting. In a March 2010 article, Benn wrote that Netanyahu was “playing poker and hiding his most important card: the Israel Defense Forces’ true capabilities to destroy Iran’s nuclear installations.” He credited Netanyahu with having “managed to convince the world that Israel is on the verge of preemptive war” and suggested that the prime minister could claim that his campaign was the reason Obama had adopted a much tougher line toward Iran.22

When Meir Dagan, the former chief of Mossad, broke publicly with Netanyahu’s Iran policy in June 2011, a few months after retiring, it was the first crack in the security establishment’s wall of silence on Netanyahu’s threat. Dagan criticized the policy of threatening to attack Iran because, he said, it “would mean regional war, and in that case you would have given Iran the best possible reason to continue the nuclear program.”23 He was saying publicly what virtually the entire security establishment knew was true but that most did not believe should be discussed publicly.

Haaretz senior correspondent Ari Shavit reflected that reluctance to criticize Netanyahu publicly when he took Dagan to task for having “eroded deterrence and brought up matters that are better left unspoken.”24 Yet later in 2011, Shavit revealed the Netanyahu subterfuge even as he defended it. He wrote that the threat to attack Iran “is crucial for scaring the Iranians and for goading on the Americans and the Europeans. It is also crucial for spurring on the Chinese and the Russians.” And he concluded, “To ensure that Israel is not forced to bomb Iran, it must maintain the impression that it is about to bomb Iran.”25

Yossi Alpher, a former senior official in Mossad and a former aide to Barak when he was prime minister, confirmed the reason the security elite remained quiet about the government’s war threat. Netanyahu was “successfully bluffing and keeping the international community on edge, keeping the pressure on Iran,” he told me in March 2012. Even though retired officials were overwhelmingly opposed to attacking Iran, Alpher said, “They don’t want to spoil Bibi’s successful bluster.”26

Obama and the Netanyahu War Ploy

President Obama appeared to be serious not only about negotiating directly with Iran on the nuclear issue and perhaps even on establishing a new relationship. He had made direct diplomatic engagement with Iran a major foreign policy issue during the 2008 US presidential campaign. And in the first weeks of his presidency, he even taped a video greeting to the Iranian people and “leaders” on the Persian New Year (Nowruz) that sought engagement that was “honest and grounded in mutual respect.”27

But Obama’s public stance was contradicted by what he actually decided during his first weeks in office. Only in 2012 was it revealed just how far Obama’s real policy toward Iran had been from what the public had understood. That policy was closely linked to the aggressively anti-Iran policy of the newly elected Netanyahu government in three significant ways: First, Obama secretly authorized planning for a joint US-Israeli cyberattack on Iran’s enrichment facility at Natanz. Second, he adopted a diplomatic posture toward Iran acceptable to Netanyahu in return for the latter’s agreeing to a freeze on settlements in the West Bank. And third, he sought to exploit the Netanyahu threat to attack Iran to gain diplomatic leverage on Tehran.

Soon after his inauguration in 2009, Obama began meeting regularly with the cyberwarfare specialists from the National Security Agency (NSA) and CIA running the program called Olympic Games that had been initiated under the George W. Bush administration. And he soon approved the first specific cyberwarfare attack on Iran’s enrichment facility at Natanz.28 Obama was putting into action a program of cyberwarfare against Iran to which the US national security bureaucracy and Israel had both already become firmly committed. The program was the product of nearly three years of development by the NSA—the fastest growing national security bureaucracy in the still-expanding US national security universe—in collaboration with the CIA’s Counter-Proliferation Division and Israel, which were jointly responsible for getting a computer virus into the Natanz plant.29 It was the first national cyberattack to be aimed at the actual destruction of civilian infrastructure in another country.

Given Obama’s public posture on Iran, one of the mysteries surrounding his policy was why he would have chosen Dennis Ross, well known in Washington as an aggressive advocate for Israeli interests, as co-director of the Iran policy review that Obama ordered soon after taking office.30 Before joining the administration, Ross had openly advocated a policy of “engagement with pressure” not because he believed it would succeed in reaching an agreement with Iran, but because it would be a necessary step in preparing the ground for much more punishing sanction. And Ross had told colleagues he believed the United States would have no choice in the end but to attack Iran’s nuclear program.31

It turns out, as was later revealed by Peter Beinart, a senior writer for the Daily Beast, that Obama needed Ross because the president was primarily interested in getting Netanyahu to agree to an Israeli settlement freeze. Obama apparently calculated that he could get Netanyahu to agree to the settlement freeze as a quid pro quo for Obama’s willingness to support a hard line on Iran. Obama had been led to believe that Netanyahu cared more about obtaining US support on Iran than about a settlement freeze. Having been told that Prime Minister Yitzhak Shamir had lost the 1992 election because of having alienated the United States, Obama thought Netanyahu would have to go along with such a deal.32

But Obama overestimated Netanyahu’s willingness to give way on the settlements issue. The prime minister immediately pushed back, using his ability to manipulate Congress to support Israeli interests against a US president. In late May, just two weeks after Obama had insisted publicly that Israel had to freeze settlements in the occupied territories, the American Israel Public Affairs Committee (AIPAC) got 329 members of the House of Representatives—three-fourths of the total—to sign a letter to “strongly urge” Obama to “work closely and privately with our partner Israel, in a manner befitting strategic allies.”33 When he realized his miscalculation, Obama brought Ross over to the White House as a special adviser to help craft an approach on Israel and Palestine that would avoid a confrontation with Netanyahu.34

The idea of exploiting the threat of an Israeli attack for diplomatic leverage on Iran had been a fundamental element in the Obama administration’s policy from the beginning. Obama’s White House adviser on WMDs, Gary Samore, had advocated it quite explicitly before taking that job. At a symposium in September 2008, Samore had called the threat of an Israeli attack on Iranian nuclear sites “a good diplomatic instrument” for the United States. He concluded, moreover, that the next administration would not want to “act in a way that precludes the threat, because we’re using the threat as a political instrument.”35 And Obama’s choice for secretary of defense, Robert Gates, had supported the 2008 Israeli war threat.

On April 1, the very day Netanyahu was sworn in as prime minister, Gates, asked in an interview whether Israel would attack if Iran crossed an Israeli “red line,” suggested that it could happen in “a year, two years, three years. It is somewhere in that window.” And in congressional testimony the same day that appeared to have been coordinated with Gates, Gen. David Petraeus, head of the US Central Command, said, “The Israeli government may ultimately see itself as so threatened by the prospect of an Iranian nuclear weapon that it would take pre-emptive military action to derail or delay it.”36

Obama’s national security team was eager to promote the idea that Netanyahu was likely to take matters into his own hands, because they hoped to apply the Samore theory that the threat of war by Israel could be exploited to put pressure on Iran. Obama wrote to Supreme Leader Ali Khamenei in early May with a proposal to set up a separate bilateral channel to discuss a range of issues “without conditions,” according to Samore.37 But that didn’t mean that he was ready to make a deal that would allow Iran to continue enriching uranium, or agree to relieve economic sanctions on Iran. Obama’s March 20 Nowruz video message referred to Iran’s “responsibilities.”38 That was an obvious reference to the existing US demand that Iran obey the 2006 UN Security Council resolution that called on Iran to carry out a “full and sustained suspension of all activities mentioned in this resolution”—referring to “enrichment-related and processing activities”—and demanded “compliance with all the steps required by the IAEA Board.”39 The requirement for compliance with IAEA board demands had already come to include Iran turning over classified information on missile programs and conventional weapons (see chapter 8).

Khamenei responded with a letter to Obama in late May or June, the gist of which has never been revealed by either government.40 But the primary point of Khamenei’s response was that he rejected Obama’s offer for unconditional talks, according to Samore.41 Khamenei’s public response to Obama’s Nowruz message questioned whether Obama was free to make his own policy decisions on Iran, obviously referring to the overweening influence of Israel over US Iran policy, particularly through Congress. Khamenei rejected any effort to combine sanctions and diplomacy, insisting that the United States provide some indication that it had changed more than tactics in its policy toward Iran. The Iranian leader cited unfreezing Iranian assets and lifting sanctions as examples of such a change that Iran would regard as significant.42 Khamenei’s pessimistic reading of Obama’s intentions turned out to be prescient. He could not have known that Obama had already approved the first major cyberattack on Iran, which was carried out in June, according to the evidence of the Stuxnet virus that could be gathered by outside monitoring.43

Furthermore, Obama was already preparing for much more serious economic sanctions against Iran if it did not accept the US proposal, a policy decision that clearly downgraded the role of diplomacy. In early March 2009, Daniel Glaser, acting assistant treasury secretary, was sent to Brussels to brief European Union officials on the Obama administration’s “dual track” policy. Glaser’s message was that “engagement” was most likely to succeed only if “pressure and incentives” were combined.44 And in April, Secretary of State Hillary Clinton told the House Foreign Affairs Committee that the administration viewed “the diplomatic path” as a way to “gain credibility and influence with a number of nations who would have to participate in order to make the sanctions regime as tight and crippling as we want it to be.”45

During summer 2009, Obama made a policy decision against serious diplomatic engagement with Iran. In response to a letter from Iran to the IAEA requesting help in obtaining a new source of fuel for its Tehran Research Reactor (TRR), which was well known to be producing isotopes for treatment of cancer patients, Obama adopted a proposal by Samore for what was called a “fuel swap.” It called on Iran to ship out of the country nearly three-fourths of its stockpile of enriched uranium for a year or more in return for the promise of eventual supplies for the TRR. That proposal, which was unlikely to be acceptable to Iran, because it would deprive it of its key source of bargaining leverage, was self-evidently aimed at building support for sanctions after Iran refused it.46 Two weeks before a meeting in Vienna of the United States, France, and Russia with Iran on the US proposal on October 20–21, 2009, a meeting of “Likeminded States on Iran”—the United States, its Western European allies, Canada, Australia, New Zealand, and Japan—was held without public announcement in Washington to discuss sanctions against Iran. The implicit premise of the meeting was that the Vienna talks probably would not succeed and the “engagement track” would be closed indefinitely in order to focus wholly on pressuring Iran by cutting off more and more of its international commerce.47

After the talks on the fuel swap failed because the Obama administration adopted a take-it-or-leave-it posture on its proposal, Obama immediately began working on a new round of international sanctions. The primary diplomatic concern was China, which had previously balked at such sanctions. The White House applied Samore’s strategy of exploiting the Israeli attack threat to whip the Chinese into line on the sanctions issue.

Two weeks before Obama arrived in China on a state visit in mid- November 2009, he sent Dennis Ross and Jeffrey Bader of the NSC staff to Beijing to sell tougher sanctions on Iran to the Chinese. Their main message was that the United States would not be able to prevent Israel from attacking Iran’s nuclear installations for much longer. After the Chinese agreed in late November to support a UN Security Council draft resolution that accused Iran of violating UN resolutions in constructing what the United States and the Europeans called a secret enrichment plant at Qom, the story of the Ross mission to China was leaked to the Washington Post.48

But the Obama administration had no reason to believe that Netanyahu would launch any such unilateral attack on Iran. During Netanyahu’s first weeks in office, the Obama administration secretly sent CIA director Leon Panetta to Israel to obtain a pledge from Netanyahu and Barak not to attack Iran without consulting Washington and had reportedly gotten such assurances, despite Netanyahu’s rhetoric to the contrary.49 And Obama’s green light for cyberwar against Iran, his refusal to enter into far-reaching diplomatic talks with Iran, and his immediate shift to organizing the international coalition for sanctions against Iran had brought US policy toward Iran into fundamental alignment with Netanyahu’s policy.

Netanyahu and Barak at the Brink

Former Mossad chief Dagan was no dove. During his years as head of Israel’s foreign intelligence organization, he had earned a reputation within the Israeli military and intelligence establishment as a hard-liner on both the Palestinian and Iran issues. It was Dagan who conceived and carried out a campaign of assassinations of Iranian nuclear scientists and engineers, ostensibly because they were involved in nuclear weapons work but actually to intimidate other Iranian scientists.50

A few days before stepping down as head of Mossad in January 2011, however, Dagan took the unprecedented step of arranging to take several journalists to a secret Mossad site for a three-hour, off-the-record briefing. He told them there was no need to contemplate the use of military force at that point, because Iran was still at least five years away from having a nuclear bomb—as it had been for two decades, that Israel lacked the capability to halt Iran’s military program, and that an attack on Iran would be disastrous for Israel.51

In June 2011, Dagan publicly criticized Netanyahu’s belligerent stance on Iran for the first time. As he explained it, when he was head of Mossad, he, the head of Internal Security Service Yuval Diskin, and IDF chief of staff Gabi Ashkenazi “could block any dangerous adventure. Now I am afraid that there is no one to stop Bibi and Barak.”52

He did not explain that remark further. But in November 2012, the incident that had prompted Dagan to question Netanyahu’s judgment was finally brought to light. The Israeli channel 2 program Uvda (Fact) broadcast a documentary reconstructing an episode sometime in 2010 in which Netanyahu had instructed Ashkenazi to put the IDF on the highest state of readiness for war, which is used only for an imminent attack. That was the account provided by “sources close to” Dagan and Ashkenazi—which appears to have meant the two former top security officials themselves. Netanyahu backed down only after Dagan and Ashkenazi opposed the order, according to the program. Dagan had called the move “illegal” because any move implying war required cabinet approval.53

The details of the episode revealed in the documentary make it clear, however, that it had been yet another effort by Netanyahu and Barak to convince the rest of the world of Israel’s readiness to attack Iran and thus influence the United States and other powers on the issue of sanctions versus diplomacy. None of the sources suggested that those meeting in Netanyahu’s security cabinet that day had discussed a reason for going to war. On the contrary, according to their account, after the meeting was over, as Dagan and Ashkenazi were leaving, Netanyahu “matter of factly” ordered the IDF chief of staff to put the military on the highest possible state of readiness for war.

Although military censors prevented the program from revealing the date on which the episode occurred, the evidence indicates that it was May 17, 2010, the day Turkish prime minister Recep Tayyip Erdoğan and Brazilian president Luiz Inacio Lula da Silva reached agreement with Iran on a fuel-swap deal identical to the one the Obama administration had proposed eight months earlier.54 Netanyahu met with his “security cabinet”—also known as the “inner cabinet”—that same day to discuss how to respond to the development, which had clearly taken the Israeli government by surprise. There was no official response from Netanyahu or the Israeli Foreign Ministry, but the Jerusalem Post was told off the record that the ministers had concluded that the agreement was a maneuver by Iran to prevent the Security Council from agreeing on sanctions and that it would probably succeed.55

Netanyahu evidently believed there was a serious danger that the United States and the rest of the P5+1 group would go along with the fuel-swap deal. He and Barak were seeking to head off that possibility by raising the specter of an Israeli attack on Iran in the most convincing manner. Barak confirmed, in effect, that the state-of-war alert was intended to be a short-term bluff. He denied that “creating a situation in which the IDF are on alert for a few hours or a few days to carry out certain operations forces Israel to go through with them.”

Ashkenazi’s statement on the program, moreover, seems to indicate that his problem with putting the IDF on a war-readiness status was not so much that he believed Netanyahu intended to attack but that it could easily provoke a military move by Iran. Ashkenazi was quoted as saying that such a move would create “facts on the ground that would lead to war.”

Perhaps even more significant, however, Barak claimed on the same program that Ashkenazi had told him that the IDF did not have the ability to do what was being ordered. “Eventually, at the moment of truth, the answer that was given was that, in fact, the ability did not exist,” Barak said, apparently referring to the ability to actually carry out an attack on Iran. It was entirely disingenuous for Barak to blame the IDF chief for the inability of Israel to actually carry out such an attack, because Barak himself had long known better than anyone else about the IDF’s actual capabilities. Ashkenazi denied that charge, asserting that he had “prepared the option” and that “the army was ready for a strike,” but that he had also said “a strike now would be a strategic mistake.”

Dagan’s later reference to a “dangerous adventure” by Netanyahu on Iran appeared to suggest that he believed Netanyahu actually intended to attack. But the danger of trying to use a state-of-war alert to spook the United States and other countries would have been enough in itself to justify his conclusion that Netanyahu was dangerously irresponsible. Dagan already held a grudge against Netanyahu for replacing him as head of Mossad in January 2011 because the January 2010 assassination of a senior Hamas official in Dubai had created serious diplomatic embarrassment for Israel.56 Now Dagan had reason to argue that Netanyahu was unfit for leadership of the country and even a danger to it.

Netanyahu’s New War Crisis

The timing of both simulated Israeli war crises of 2008 and 2010 reflected specific external circumstances: the need to take advantage of the few remaining months of the George W. Bush administration in 2008 and the threat of the Iran-Turkey-Brazil fuel-swap agreement in 2010. And in late 2011, international developments again persuaded Netanyahu to intensify the threat of war.

This time it was the opportunity presented by the Obama administration’s readiness to push for much heavier economic sanctions against Iran only a few months after the last round had gone into effect. The IAEA was preparing a report consisting mainly of allegations of Iranian nuclear weapons work in early November that would serve as an instrument for pressuring Russia and China to support tougher sanctions, despite their public opposition to the idea. Netanyahu had long been pushing for “crippling sanctions” that would pressure European and Asian states importing Iranian oil to halt or dramatically reduce their purchases, thus dramatically weakening the Iranian economy. Now he was determined to make it happen.

But there was another factor that was equally or even more important to Netanyahu’s plan. In summer and fall 2012, the US presidential election campaign would be under way, offering the single best opportunity for Netanyahu to manipulate US politics to pressure Obama to shift his Iran policy toward military confrontation with Iran.

That was the context in which the Israeli leaders made their first coordinated set of moves to heighten tension since 2010. In late October and early November 2011, they leaked to a number of Israeli newspapers that Netanyahu was seeking to persuade the cabinet to agree to an attack on Iran. The stories so obviously served the political interest of the Netanyahu government that some Israeli commentators warned that it could be disinformation aimed at supporting a new round of sanctions.57

In early November, Haaretz published a story taking up its entire front page that Netanyahu was seeking a majority in the inner cabinet for a strike against Iran’s nuclear sites, citing a “senior Israeli official.” The story also said there was still a slight majority in the cabinet against the proposal.58 That carefully planted story came out on the same day as the test firing of a long-range Israeli missile, which Barak’s office claimed had long been scheduled. The entire sequence was evidently part of carefully planned campaign to create what one Israeli analyst and former intelligence officer called “an atmosphere for the Security Council to impose harsher sanction against Iran.”59

Later that month, Barak continued the campaign in an interview with CNN’s Fareed Zakaria. He refused to say whether Israel was going to attack Iran but argued that Iran was entering what he called a “zone of immunity,” in which a sufficient proportion of Iran’s nuclear capabilities would be in sites protected from a potential Israeli attack, so that such an attack would be futile. Barak said he “couldn’t predict” whether that point would be reached in “two quarters or three quarters or a year.”60

Once the United States and the EU adopted sanctions against the Iranian oil-export sector and the Central Bank, however, the aim of the Netanyahu-Barak strategy shifted to persuading Obama to issue an ultimatum to Iran on its nuclear program. As Netanyahu prepared for a March 2012 meeting with Obama, a “senior Israeli official” told Haaretz that he would demand that Obama publicly state that he would use military force against Iran if it crossed Israel’s “red lines.” And he would accuse Obama of interfering in Israeli domestic affairs if US officials made statements suggesting opposition to an Israeli strike.61

A major element of the new phase of the campaign was to use Israeli and foreign news media to make the idea of an IDF attack on Iran appear perfectly rational. Barak had already set the tone for the campaign earlier by stating in late November that “less than” 500 Israelis would die if Israel were to attack Iran.62 Then Barak persuaded Ethan Bronner of the New York Times to write a story in January 2012 citing “Israeli intelligence estimates, backed by academic studies” that “cast doubt” on the idea that attacking Iran would set off a “regional conflagration” and “sky-high oil prices.” The purported intelligence assessments concluded that Iranian threats to retaliate were “overblown” and “partly bluff,” according to the Times. But the story was clearly based on claims from top security officials working for Netanyahu and Barak. The Times’ sources did not identify what entity had prepared the alleged assessments, nor did they offer any data from them on how many retaliatory missiles and rockets might land on Israeli cities. Indeed, the story provided no reason to believe that either Mossad or military intelligence had actually prepared any such intelligence estimates.63

In early April, Barak leaked to Israel’s channel 10 an account of a briefing for the Israeli security cabinet on what was called a “worst case scenario” of war with Iran. The briefing predictably reassured the members of the cabinet that, after three weeks of “non-stop fighting,” with “thousands” of missiles launched against Israel from Lebanon, Syria, and Gaza, less than 300 Israelis would have been killed, according to the report. The briefers were also said to have referred to missiles that would be launched from Iran, but described Iranian missile capabilities as “limited.”64

Normally such a briefing on a crucial national security issue would have been the responsibility of Mossad and IDF intelligence. But the briefers were identified only as “defense experts,” meaning they were from Barak’s own Ministry of Defense staff. That was a telltale sign that Barak could not get such assessments from Israel’s intelligence services.

Iran’s missile program had long been viewed by those who were not following it closely as being of little consequence in a war with Israel, as long as Iran had no nuclear weapons, because of its small numbers and lack of accuracy. But Uzi Rubin, who had been the head of Israel’s missile defense program for nearly a decade before serving as the senior director for proliferation and technology on the Israeli National Security Council staff from 1999 to 2001, knew better. Rubin explained in a March 2012 interview that because of tremendous improvements in their precision in recent years, Iranian missiles now had the ability to hit key Israeli economic infrastructure and administrative targets and were near the point where they could even destroy Israel’s relatively few airbases. “I’m asking my military friends how they feel about waging war without electricity,” he said.65

Israel’s Arrow anti-ballistic missile system, which Rubin had helped bring into existence, was often considered another reason not to worry about Iranian missiles. But Rubin acknowledged that although the Arrow system had an 80 percent interception rate in tests, it would not be that effective in an actual war. And in any case, the newest version of the system still had not been deployed.

It was hardly a secret by 2012 that Israel’s military and intelligence leaders were in fundamental disagreement with Barak’s effort to sell his happy-face view of war with Iran. Lt. Gen. Amnon Lipkin-Shahak, a former IDF intelligence chief and later chief of staff, noted that the Israeli security institutions had done little analysis of what would happen “the day after” retaliation by Iran and its allies, and that “almost the entire hierarchy of Israel’s military and security establishment” was “apprehensive” about the “repercussions” of an attack on Iran.66

Gen. Shlomo Gazit, a former IDF intelligence chief, was even more outraged at Barak’s hiding the reality of such a war. “An Israeli attack on Iran’s nuclear reactors will lead to the liquidation of Israel,” he declared. “We will cease to exist after such an attack.” The main reason, he suggested, was its political impact more than its damage to Israeli society: Iran would use its power to disrupt the oil market to force the United Nations to pressure Israel on a Palestinian settlement returning to 1967 borders.” Furthermore, Gazit predicted, such an attack would have precisely the opposite effect from what was intended, and Iran would “immediately become an explicit nuclear power.”67

The Israeli intelligence community had never really been convinced, moreover, that Iran represented an existential threat to Israel. In a symposium at Tel Aviv University in 2009, yet another former head of military intelligence, Maj. Gen. Aharon Ze’evi Farkash, said Israel was not Iran’s primary motive for seeking a nuclear weapons capability; it was to deter the United States from attacking to overthrow the regime. And Farkash maintained that Iran “had shown pragmatism and moderation whenever its survival was at stake” during its 30-year existence. Intelligence correspondent Ronen Bergman noted that Farkash’s views were broadly representative of the intelligence and military elite.68 The view of Iran and its nuclear program he articulated was so deeply imbedded in the country’s security structure that even Barak publicly endorsed it. In a US television interview in November 2011, he said he would not “delude himself” into believing that Iranians are pursuing nuclear capability because of Israel.69 Israeli intelligence had come around to the assessment of the US intelligence community on Iran’s nuclear program. A prominent Israeli national security journalist, Ehud Yaari, wrote in late 2009, “The current assessment in Israel is that, although the Iranian regime long ago decided to get ‘within reach’ of a bomb and is doing its utmost to move toward that objective, no decision has been made to go for a ‘breakout.’”70 That was still the Israeli intelligence assessment in 2012.71 And IDF chief of staff Benny Gantz even declared that he believed Iranian leaders were “very rational people” who he did not think would decide to build nuclear weapons.72

The military threat by the Netanyahu government was a very strange threat indeed. It did not reflect the view of Iran held by the leadership of Israel’s national security establishment at all. But in that regard it was in line with the longer history of Israel’s manipulation of a purported threat perception of Iran and its nuclear program that was vastly exaggerated for political-diplomatic purposes. And just as the Bush administration played along with the phony 2008 war crisis, the Obama administration sought to take advantage of the Netanyahu ploy to advance its own diplomatic strategy for Iran.

A “Good Cop, Bad Cop” Routine

After Defense Secretary Leon Panetta’s trip to Israel in October 2011, US officials leaked to the Israeli press that Netanyahu had failed to give Panetta an assurance that he would not order a strike against Iran without prior consultations with Washington.73 That was the beginning of what the world’s news media would cover for the next year as an intensified US-Israeli conflict over Netanyahu’s readiness to go to war against Iran over its nuclear program. But in reality, the Obama and Netanyahu governments were playing out a “good cop, bad cop” routine over possible war on Iran.

Over the next three months, the Obama administration repeatedly sounded the alarm about the danger of an independent Israeli attack on Iran’s nuclear facilities, as Obama and Netanyahu appeared to be engaged in intense maneuvering over that issue. On December 2, Panetta expressed concern that Iran would target US forces in the Middle East in retaliation for a war initiated by Israel. Three days later, Gen. Martin Dempsey, chairman of the Joint Chiefs of Staff, said in an interview with Reuters that he did not know whether Israel would give the United States prior notice if it decided to carry out military action against Iran.74

But Obama and Netanyahu were actually cooperating closely on a joint strategy aimed at a new round of much tougher sanctions against Iran and for building international support for it. The first step was to be an IAEA report that would accuse Iran, in effect, of running a covert nuclear weapons program. The Israeli objective in providing “critical information” for the IAEA report was to “push through a new regime of sanctions” aimed at the Central Bank of Iran and Iran’s oil export sector.75 Barak said Israel had “not decided to embark on any operation,” implicitly recognizing that the next phase of pressure on Iran would center on economic sanctions. And both Israeli and US responses to the IAEA report issued November 8, 2011, anticipated that it would help mobilize such support for new sanctions.76

The Obama administration was initially uncertain about whether to support the Israeli proposal to target Iran’s Central Bank and Iran’s oil exports, but the Israel lobby in the United States forced the issue. The Foundation for Defense of Democracies, a Washington, DC-based organization whose policy positions are closely aligned with the Likud Party, had drafted legislation mandating such sanctions, and AIPAC was already mobilizing support in Congress to pass it. Then, on December 2, the Senate passed legislation mandating sanctions against Iran’s Central Bank and the export sector by a vote of 94 to 0.77 The administration knew that Israel was committed to seeing how those sanctions would play out in Iranian policy.

The larger Obama administration political strategy, therefore, was to use the threat of an Israeli attack on Iran to increase the pressure on Russia and China to support these tougher sanctions. The good cop, bad cop routine over the long-running Netanyahu threat to Iran was part of an effort to hold together an extremely tenuous international coalition supporting economic sanctions against Iran as well as to increase the pressure on Iran to make concessions on enrichment at the negotiating table.

The leak by US officials to the Israeli press about Panetta’s trip to Israel was not aimed at putting pressure on Netanyahu to set aside the idea of attacking Iran. It focused solely on the unwillingness of Israel to provide warning of any attack. A story that was circulating in US military circles in late 2011 about a meeting in early November between Obama and two top military officers—Joint Chiefs Chairman Dempsey and Gen. James N. Mattis, the new head of the Central Command—suggested that Obama was positioning the United States for the diplomatic campaign on Iran sanctions and for negotiations with Iran. Dempsey and Mattis expressed their disappointment that the president had not been firm enough in opposing an Israeli attack on Iran, according to the story told by a military source to veteran journalist Richard Sale. But Obama responded that he “had no say over Israel” because “it is a sovereign country.”78 That was the same line that the Bush administration had taken in mid-2008 about the Israeli feint toward war. It was aimed at convincing Iran, Russia, and China—and perhaps some Europeans as well—that the United States couldn’t restrain Israel from attacking Iran.

Obama administration officials were conveying the same line privately to their contacts in late 2011. One Washington insider said administration officials were saying that Obama couldn’t tell Israel the United States would not come to Israel’s aid if it launched on attack on Iran, because the administration would then lose its influence over Israeli policymaking. Trita Parsi, author of the definitive study of strategic interactions among the United States, Israel, and Iran, heard a similar account of Obama’s policy toward the purported Israeli unilateral attacks threat from two knowledgeable sources that same month. “Obama has the view that he won’t interfere,” he told me, “and that he will convince the world that he has nothing to do with a possible Israeli attack.”79

In taking that line, the Obama administration was deliberately denying the actual leverage that any US administration has on Israeli policy. By 2012, the CIA, the DIA, air force intelligence, and the director of national intelligence had prepared as many as a dozen intelligence assessments since mid-2008 on a possible Israeli strike on Iranian nuclear facilities, most of which had shown clearly that the IDF lacked the capability to carry out a significant strike against Iran without direct US involvement, according to former intelligence officer Matthew Aid.80 And as Goldberg had reported based on his conversations with Israeli officials, if Obama were to learn about the strike in advance and demand that Israel desist from such a strike, several former Israeli officials believed the Israeli government would have to back down.81

The Obama administration’s use of the Israeli war threat for political-diplomatic purposes surfaced again in mid-January 2012, when the US-Israeli joint military exercise Austere Challenge ’12, scheduled for sometime in the spring, was abruptly postponed. The initial official explanation from both sides for the postponement of an exercise to test the integration of US radar with the Israeli missile-defense system against a ballistic missile attack was that it was a joint decision.82 But then Laura Rozen at Yahoo News reported that Barak had requested the postponement and US defense officials were “privately concerned that the Israeli request for a postponement of the exercise could be one potential warning sign that Israel is trying to leave its options open for conducting a strike on Iran’s nuclear facilities in the spring.”83 The premise of that leak from the Pentagon was that Netanyahu and Barak would not want US troops in the country during such a strike against Iran. But the most plausible explanation for US officials expressing fear that the cancellation was part of a unilateral Israeli war plan is that it was an opportunity to increase Iranian—and perhaps Russian and Chinese—anxiety about a possible Israeli attack.

The credibility of that interpretation is strengthened by the way Panetta used Washington Post columnist David Ignatius in an even more obvious effort to exploit the Israeli threat just two weeks later. Ignatius reported February 1 that Panetta believed there was a “strong likelihood that Israel will strike Iran in April, May or June.” Ostensibly, it was another expression of alarm at the Israeli government’s readiness to act alone against Iran. Panetta suggested to Ignatius that Barak had identified this period when Iran would have entered the so-called zone of immunity, in which some unknown proportion of Iran’s uranium enrichment assets would have been moved to sites deep underground that would be invulnerable to Israeli attack.84

But in fact, Barak had not singled out the April–June period in his November CNN interview. On the contrary, he had said he “couldn’t predict” whether the point at which a decision on war would be reached would be in “two quarters or three quarters or a year.”85 Panetta’s invocation of that period appears to have been an effort to take advantage of the July 1, 2012, date on which sanctions previously decided by the European Union were scheduled to go into effect to increase the pressure on the Iranians to try to negotiate a deal in advance of that date.

“Israeli leaders are said to accept, and even welcome, the prospect of going it alone and demonstrating their resolve,” Ignatius wrote. He quoted an unnamed Israeli official as saying, “You stand to the side and let us do it.” That was patently false, because neither Netanyahu nor Barak wanted to “go it alone” on Iran; they schemed over the spring and summer to manipulate Obama to take responsibility for threatening Iran.

Then came an explicit giveaway of the real purpose of the leak: “U.S. officials see two possible ways to dissuade the Israelis from such an attack,” Ignatius wrote. “Tehran could finally open up serious negotiations for a formula to verifiably guarantee that its nuclear program will remain a civilian one, or the United States could step up its covert actions to degrade the program so much that Israelis would decide that military action wasn’t necessary.”86 That language left little room for doubt that Panetta was really trying to use the threat of an Israeli attack to get Iran back to the negotiating table and then to wrest bigger concessions from it. The P5+1 had agreed in October 2011 to a letter to Iran offering another series of negotiating sessions, but Iran had not yet responded.87

Netanyahu’s Maneuver Fails

Nearly two weeks after the Ignatius piece ran, however, Iran agreed to resume the nuclear talks with the P5+1.88 The two sides quickly agreed to a series of meetings in various capitals, beginning with a round in Istanbul in April. At that point, the good cop, bad cop routine ended, and Israel began a new phase of pressuring Obama.

Netanyahu’s maximum objective had always been to maneuver Obama into adopting Israel’s red lines and agreeing to threaten Iran with US military action if it did not curb its enrichment program. Netanyahu could aspire to such an aggressively warlike objective only because Israel had enjoyed virtual control over congressional actions on Iran for so long through AIPAC. AIPAC could mobilize majorities in both houses of Congress for positions that would pressure Obama to accept Netanyahu’s red lines as well.

Netanyahu’s ability to use the power of the Israel lobby to manipulate the US political context of Iran policy was dramatically displayed in May 2012, when the House of Representatives passed by a vote of 401 to 11 an AIPAC-sponsored resolution affirming that it is US policy to prevent Iran from acquiring a “nuclear weapons capability.”89 The clear implication was that the United States should be prepared to use force if Iran moved beyond some ill-defined point of enrichment.

Just before the Moscow round of talks between the P5+1 and Iran on June 18 and 19, 2012, an AIPAC-drafted letter from 44 senators, evenly divided between Democrats and Republicans, urged Obama to “reconsider talks with Iran unless it agrees to immediate steps to curb its enrichment activity.” That letter called for the United States to shift its policy from further negotiations to “significantly increasing the pressure on Iran through sanctions and making it clear that a credible military option exists.” The letter went on to specify a set of demands on Iran in the talks that precisely paralleled those Israel had presented directly to the United States.90 The knowledge that Congress could be used in that way had undoubtedly influenced the administration’s acceptance of all those Israeli demands on US negotiators in late March in return for Israel’s agreement to postpone the demand for a complete halt to all enrichment until a later stage of negotiations.91

For Netanyahu, the overwhelming congressional endorsement of his position on diplomacy and the military option was the anvil of his strategy for gaining control over Obama’s policy. He hoped that the hammer would be an aggressive Republican challenge to Obama’s policy toward Iran during the presidential election campaign. Barak had deliberately pointed in the November 2011 interview with CNN to summer and fall 2012 as the time when Israel would have to make a decision on Iran. When Mitt Romney clinched the Republican presidential nomination over the summer, Netanyahu hoped he would harshly criticize Obama for refusing to accept Israel’s red line. The hope was based in large part on the fact that casino mogul Sheldon Adelson, an unabashed champion of Likud Party interests who had been Netanyahu’s own primary financial backer for many years, was expected to plow as much as $100 million into Romney’s campaign to defeat Obama.92

Netanyahu and Barak carefully choreographed the set-up for their ultimate aim—a deal with Obama to ratify his shift to Netanyahu’s red line on Iran in return for dropping the prime minister’s supposed plan for an attack on Iran. During the second week in August, they leaked stories to the Israeli press suggesting that Netanyahu had all but made the decision to attack Iran in the fall.93 Then on August 10, two weeks before the Republican National Convention began, an official whom interviewer Ari Shavit identified as “a key figure in the security establishment”—obviously Barak—stated explicitly for the first time that the Netanyahu government’s military option was primarily aimed at influencing US policy. “If Israel forgoes the chance to act and it becomes clear it no longer has the power to act,” the anonymous official said, “the likelihood of an American action will decrease.” The official suggested that Netanyahu was now prepared to offer a “compromise” to Obama, explaining that it was not realistic to expect the United States to “say clearly that, if by next spring, the Iranians still have a nuclear program, they will destroy it.”94

The compromise formula came a few days later in an interview published by YNet News with an unnamed “senior official” who sounded very much like the same one interviewed by Shavit. The official said Obama would not have to threaten to go to war by a certain date if he would simply accept Netanyahu’s red line that Iran must not be allowed to have the enrichment capability for a bomb. Israel would consider it as “a virtual commitment by the U.S. to act militarily if needed” and would “reconsider its unilateral measures and coordinate them” with Washington.95 The same message was conveyed directly to the US ambassador to the United Nations Susan Rice, according to a story leaked to the conservative daily Ma’ariv, which often published leaks from Netanyahu government officials.96

But the next few weeks did not unfold at all the way Netanyahu had imagined. First, the Republican convention failed to make the Obama refusal to endorse Netanyahu’s red line a central campaign issue. Presumably with an eye to polling data showing that the American voter was not going to support anything that smacked of yet another war, Romney and his advisers gave the main speech on foreign policy to former secretary of state Condoleezza Rice rather than to a hard-line neoconservative who would take a belligerent posture on Iran.97

After the GOP convention, Obama immediately sent a series of signals that he had no intention of accommodating Netanyahu—signals that he had chosen not to send in late 2011 and early 2012. On August 30, General Dempsey, talking to reporters in London, made the usual US point about a strike on Iran by Israel being ineffective, but then added, “I don’t want to be complicit if they choose to do it.”98 It was the first time that a senior US official had made such an explicit statement indicating the Obama administration’s refusal to be a party to a war provoked by a unilateral Israeli attack. Giora Eiland, who had been Ariel Sharon’s national security adviser, viewed that statement as fundamentally altering the dynamics of the relationship, because Israeli leaders “cannot do anything in the face of a very explicit ‘no’ from the U.S. president.” Netanyahu, he pointed out, had been arguing all year that the US “might not like” an Israeli attack but that it would “accept it the day after.” Now all that had changed. “Such a public, bold statement,” Eiland said, “meant the situation had to be reassessed.”99

The Dempsey statement was apparently the opening move in a determined Obama counteroffensive against Netanyahu’s strategy of pressure. In an interview with Bloomberg Radio on September 9, Secretary of State Clinton declared flatly, “We’re not setting deadlines.” That provoked an outburst by Netanyahu two days later. “Those in the international community who refuse to put red lines before Iran don’t have a moral right to place a red light before Israel,” he declared to the press.100 That same night, Obama called Netanyahu to discuss the issue one on one for a full hour, according to a “senior administration official.” During the conversation, Obama flatly rejected Netanyahu’s two proposed red lines: a numerical limit on the amount of uranium enriched to the 20 percent level that Iran would be allowed and a limit on how long the United States would wait for Iran to comply with its negotiating demands.101

Meanwhile, the two sides had been maneuvering over the question of a meeting between Netanyahu and Obama during the prime minister’s visit to the United States later that month. Netanyahu had been unable to get on Obama’s schedule either during the meeting of the UN General Assembly or later in Washington. The White House cited “scheduling conflicts,” and both sides initially denied Obama was snubbing Netanyahu. The day after the Obama telephone call to Netanyahu, an unnamed “senior official” in Jerusalem accused the White House of lying on the matter. But Netanyahu declined to make such an accusation on NBC’s Meet the Press a few days later.102

In his speech to the UN General Assembly on September 27, Netanyahu gave no hint of any threat to take unilateral action against Iran if the United States refused to adopt his position. He drew a red line at an amount of uranium enriched to 20 percent that would be necessary for a nuclear bomb, which he said would be reached by summer 2013 at the latest. But he drew the line on a cartoon bomb that was inevitably likened to the Wile E Coyote ACME bomb of the Looney Tunes Road Runner series. Jeffrey Goldberg tweeted that Netanyahu had “turned a serious issue into a joke.”103

Two weeks after Netanyahu’s use of a bizarre prop in his UN speech came another sign that the long, phony war campaign was finally coming to an end. Israeli defense sources were quoted in a story in Haaretz as citing evidence that far from racing for a bomb, Iran appeared to be doing the opposite. “On a number of occasions in the recent past,” the defense sources said, Iran had allocated uranium from its stockpile enriched to 20 percent to the manufacture of fuel rods for a research reactor in Tehran, which it said was manufacturing isotopes “for cancer treatment.” That meant that the higher enriched uranium would not be available for further enrichment.

Netanyahu was no longer looking for a justification for attacking Iran. Instead, for the first time, Israel was taking note of an Iranian move to demonstrate restraint. Buried deep in the report by Haaretz on this unprecedented development was the real story: Netanyahu had backtracked from his threat because of the Obama administration’s opposition and the objections of IDF and Mossad chiefs to threatening an attack that would not be coordinated with the United States.104

Without Obama’s complicity, Netanyahu could no longer get any political-diplomatic leverage from a threat of war with Iran. In April 2013, Netanyahu returned to the theme that Israel was prepared to strike Iran alone if necessary, but this time neither Barak nor Israeli president Shimon Peres was supporting that line, and the Iranian chief of staff, Maj. Gen. Hassan Firoozabadi, reacted by commenting that the prime minister’s threat should not be taken seriously.105

Netanyahu continued to maintain the pretense that he was prepared to attack Iran unless his demands were met as one of his two primary means of leverage on US policy toward Iran. But the utter failure to force Obama to adopt an explicit threat of war without actual evidence of an Iranian move toward weaponization had deprived the Israeli threat of war of its credibility. Still, the grip that AIPAC maintained over the US Congress in regard to Israel and Iran remained a potent means of leverage on US policy to ensure that the manufactured crisis would continue.
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Epilogue

After the events described and analyzed in this book, the election of Hassan Rouhani as president of Iran in June 2013 introduced a major new element into the politics of Iran’s nuclear program, with dramatic consequences.

Rouhani’s election was a response by the Iranian political system to the economic decline that had accelerated greatly throughout 2012 as a result of the sanctions put into operation earlier that year. These sanctions cut Iran’s oil revenues in half and prohibited Iran from accessing foreign exchange earnings held in all those countries that had signed on to the sanctions regime, under pressure from the United States. Iran could not access three-fourths of the $80 billion in its foreign exchange accounts except to pay for goods from the countries where these accounts were held. The impact of these sanctions on the Iranian economy was magnified, moreover, by the failure of the Ahmadinejad government to prepare for such an eventuality by reining in spending and maintaining an adequate level of foreign exchange reserves. By October 2012, the Iranian currency had lost 80 percent of the value it had held a year earlier.1

After his inauguration in August 2013, Rouhani moved quickly to signal his readiness to resolve Iran’s conflict with the West through diplomacy. Rouhani and Obama exchanged letters, and Obama sent Deputy Secretary of State William Burns to meet secretly with Iranian counterparts in Oman before the UN General Assembly in September.2 At those meetings Iranian officials communicated Rouhani’s determination to achieve an agreement quickly.

Although Rouhani came to power in large part because of discontent fueled by the sanctions, his negotiating team’s position on reaching a nuclear deal was not prompted by the sanctions. It was reminiscent of the position put forward by Iranian negotiators eight years earlier, when Rouhani was in charge of Iran’s nuclear policy. As recounted in chapter 3, when Rouhani and his team were confronted in March 2005 by the three EU foreign ministers who appeared determined to force Iran to give up its right to enrich, the Iranians had put together a far-reaching proposal providing for “immediate conversion of all enriched uranium to fuel rods to preclude even the technical possibility of further enrichment.” Because Iran had no means of converting low-enriched uranium into fuel rods, the implication was that all the low-enriched uranium would be shipped to another country for that purpose. That in turn would mean that it would no longer be available for enrichment to higher levels without great difficulty and without being easily detected.

Rouhani’s 2005 proposal had been aimed at reassuring the West of Iran’s intention to remain a non-nuclear weapons state. In 2013, Rouhani directed his negotiators to come up with a similar approach to the talks with the United States and the other five powers for the same purpose. Significantly, the negotiating team was led by Foreign Minister Mohammad Javad Zarif, who had long been the most articulate advocate within the Iranian political elite of a policy of forgoing nuclear weapons.

At the first meeting with the P5+1 in Geneva in mid-October 2013, Zarif presented a detailed framework for resolving the conflict. He made it clear that Iran was prepared to stop enriching uranium to 20 percent and to draw down its existing stockpile of 20 percent enriched uranium to ease US concerns about the possibility that it could be used as feedstock for further enrichment up to weapons grade.

In his presentation in Geneva, Zarif offered to stop 20 percent enrichment, which was the primary US proliferation concern, to include guarantees in the final agreement that Iran’s heavy water reactor at Arak, which US officials had insisted was a proliferation risk, could not be used to support a nuclear weapons program. He proposed including arrangements for all spent fuel to be removed from Iran immediately. He also offered to include in a future, comprehensive agreement a ban on the use of Iran’s most efficient centrifuges, which would slow down the process, as well as limits on the total number of centrifuges. He made it clear that in return for giving up the option of keeping a capability to enrich uranium to weapons-grade levels, Iran would demand a clear statement of the “endgame,” meaning an end to all economic sanctions against Iran as well as other forms of the abnormal state of hostility and pressure from Washington.3

In two days of intense negotiations with the Iranians in Geneva, November 7–8, the United States and Iran came close to agreeing on the complete draft text of an interim, “first step” agreement. But then Israeli prime minister Netanyahu used his special relationship with the government of French president François Hollande to disrupt the US-Iranian plan. On November 9, Hollande sent his foreign minister, Laurent Fabius, to Geneva, where he denounced the draft then being discussed and demanded revision of key elements of the deal.4 The new demands, including language that denied Iran’s right to enrichment, were unacceptable to Iran, and the three-day meeting ended without success.

But delaying an agreement too long was very risky for the Obama administration. It would give Netanyahu an opportunity to blow up the entire process, with the help of those in Congress responsive to Israeli interests. US senators who had worked closely with AIPAC on Iran were threatening to pass new sanctions against Iran without any flexibility for the president to use national security waivers to remove sanctions such as had been included in previous sanctions legislation.

In a marathon second round of negotiations, November 20–24, Iran and the six powers agreed to a “Joint Plan of Action” that specified the steps each side would take during a six-month interim period and the “elements” of a longer-term “comprehensive solution.”5

Iran agreed to a long list of “voluntary” limits on its nuclear program for the six-month interim period, including halting enrichment of uranium to 20 percent, the dilution or fabrication into fuel rods of its existing stockpile of 20 percent enriched uranium, and no “further advances” of its activities at the Arak heavy water reactor. In addition, Iran agreed to much more intrusive IAEA inspections, including daily visits by inspectors to enrichment facilities. In return for these concessions, the United States and the other five powers agreed to allow a very limited easing of sanctions during the interim period, but no change in the most damaging sanctions of all—those that had cut Iranian foreign exchange earnings from oil exports in half.

Both sides promised that within a year they would “conclude negotiating and commence implementing” a longer-term comprehensive solution that would include a “mutually defined enrichment programme.” The United States thus committed itself to allowing Iran to have an enrichment program—the primary red line of Iran in the negotiations. But that was also a red line for Israel, and whether such an agreement would actually be achieved would depend heavily on the willingness of the Obama administration to fight for a new relationship that could be politically costly. For years US officials had sent conflicting signals about whether Iran would be allowed to enrich uranium. Within hours of the signing of the “Joint Plan of Action,” senior US officials repeatedly suggested in a background briefing for reporters that there was a real question about whether the negotiations would produce such a “comprehensive solution” involving Iranian enrichment.6 Given the clear evidence in the talks of Iranian readiness to agree to limitations providing assurances against any effort to obtain a nuclear weapon, those statements appeared to reflect a belief that what Obama administration called the “architecture of sanctions” provided effective bargaining leverage over Iran on the nuclear issue. That suggested that US officials felt the United States could afford to lean hard on Iran in regard to enrichment and wait for Iran to give in on the issue.

Nevertheless, Netanyahu and his followers in the US Congress were certain to keep reminding the US public of the generally accepted narrative of Iranian duplicity and covert efforts to develop a nuclear weapon and to accuse Obama of cooperating with that alleged Iranian deception. Unfortunately, the Obama administration itself was unable to respond effectively, having perpetuated that very false narrative. For example, in a November 2011 speech at the Brookings Institution, Tom Donilon, then Obama’s national security adviser, declared, “Iran has continued a record of deceit and deception. It’s really spanned 30 years with regard to this [nuclear] program.”7 And before the preliminary P5+1 meeting with Iran in October 2013, the diplomat who was Obama’s chief negotiator there, Wendy Sherman, told a Congressional committee that she did not trust the Iranians, because “we know that deception is part of the DNA.”8

Given the natural desire of officials to avoid cognitive dissonance, it is doubtful that Obama administration policymakers and advisers or Obama himself were capable of distinguishing the false narrative about Iran’s nuclear policy they had found so useful in the past from the reality. And even if they were capable of such a distinction, Obama could not disavow the premises on which his policy had been built for five years without severe political embarrassment.

Unable to respond directly to the false premises of the arguments, the administration was limited to pragmatic arguments about what could be realistically achieved by taking the more aggressive posture Netanyahu desired. Such arguments were bound to keep the administration on the defensive. One of the unanticipated consequences of the web of falsehood that had been spun around the Iranian nuclear program, therefore, was to make the fundamental strategic shift in US policy toward Iran that was so badly needed much more difficult.
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