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Preface


This book will help you to understand and aim to build a cybersecurity strategy for your enterprise. With the help of this book, we intend to explain the foundation and building blocks that will help the readers and audience to understand and define the Cyber Security strategies for their environment. It’s evident that security is a shared responsibility, and everybody is responsible for the same, however, the CxO layer is the one who always owns this piece.

A mature strategy will help the Organization to build a foundational framework. This book will contain but is not limited to the following areas in the Security space:


	Securing the Cyber landscape

	Protecting critical data and Infrastructure Component

	Building blocks to build a matured and secured ecosystem

	Inclusion and adoption of Regulatory standards

	Assurance Framework



This book will also help you to understand various building blocks, technologies, Security domains, and frameworks that one should adopt to build a strong and matured ecosystem.

While this book will be focused on defining the Strategy, we will restrict ourselves to any specific products or the tools, however, will touch base on various Technologies and frameworks which should be considered while defining the Cyber security strategies. These technologies and framework when positioned appropriately and adopted by the Business organization, provides a much more stable and mature Cyber Security landscape. This book is divided into 15 chapters spread across different sections.

Chapter 1: - Overview of Information Security and Cyber Security & problem statement

This chapter will provide a high-level glimpse and understanding of industry vide accepted definitions of Information security and cyber security. We will talk about the problem statements which will act as a primary influencer to have a strategy for Cyber security. This chapter will also cover the basic difference between these two terminologies along with the importance of having a matured strategy.

Chapter 2: - Aligning Security with business objectives and CISOS Role

This chapter will talk about how Business views the Security and how we can align it with the CISO objectives to form a matured strategy that should address the security concerns along with meeting the business requirement too. Here we will also include the need to have a strategy for Cyber Security. This chapter will talk about various incidents which have impacted the enterprise world in the near past.

Chapter 3: - Next-generation perimeter solutions

Perimeter security is one of the critical and core components of any security architecture, and no business should be without them. We will talk about firewalls overview, next-generation solutions, various modules and components of firewalls, and how they function and should be configured to provide their best usage. This chapter will also provide brief information about Industry leaders for various functionalities.

Chapter 4: - Next-generation Endpoint Security - EDR (Endpoint Detection & Response)

This chapter will talk about another basic building block to building a robust and matured cyber security ecosystem. We will focus on how Endpoint security will play a vital role, its types, and its positioning of the same.

Chapter 5: - Security Incident Response (IR) Methodology

Incident management plays a vital role while defining a matured architecture and it's one of the crucial building blocks. This section will talk about the overview of Incident management, IR framework, methodology, various workflow, how it can be adopted in an Operations, and its integration with various other components.

Chapter 6: - Cloud Security & identity Management

With the whole world moving towards Cloud, it's evident that Cloud will play a crucial role in the upcoming era. This chapter will talk about various Cloud security topics that should be considered while building the right strategy and its deployment scenarios. Any assets (Corporate or BYOD) which are used to enhance the business productivity must remain confidential and secure at all times and hence Data Security plays a very crucial role while defining the Cyber security strategy for any Organization. This chapter will talk about the importance of Data Security and its essential elements.

Another important aspect of any security framework is – Identity & access management. The identity of the users and their access methodology plays a crucial role to ensure that the CIA (Confidential, Integrity, and Availability) is maintained. It provides an assurance and helps the organization keep track of its activities. This chapter will focus on providing an overview of Identity and its access management, importance, and various components which will strengthen its deployment.

Chapter 7: - Vulnerability Assessment & Penetration Testing (PT)

No matter what security measures and technologies any enterprise is using, we always have vulnerabilities around us. This chapter will focus on giving an overview of different types of Vulnerabilities and how they impact our environment, what should be our strategy to establish a robust vulnerability management framework that will help us to have continuous monitoring and mitigation exercise. The 2nd half of this chapter will focus on Application security (AppSec) which is the process through which organizations review the applications they are using and make them more secure via different methodology. AppSec plays a vital component while building the overall strategy and architecture as this helps the Organization to have protection at the Application layer. This chapter will cover the basic working principle of Application security along with different types, importance, and deployment scenario.

Chapter 8: - Critical components of Infrastructure (private and public Cloud)

While the whole world is shifting towards Cloud, it's evident that we need to understand the Cloud world better and stitch them into our Security ecosystem. This chapter will illustrate different cloud components at the Infrastructure layer which need to be secured to maintain and uplift the security posture of the Organization.

The goal of the Information security framework is to protect the CIA of any Organization. Data & Asset classification helps the Organization to achieve the CIA and the classification reflects the impact on the CIA if compromised. This section of the book will help us to understand the industry norms and recommendations to implement Data & Asset Classification process, importance, and RACI matrix.

Chapter 9: - Importance of Regulatory requirements and Business Continuity

This chapter will help us to focus on the approach to identify the appropriate compliance requirement against any Enterprise. Once the Requirement is confirmed, we will also talk about how it will be aligned with Business requirements and serve the purpose of protecting the digital assets of the Organizations.

This chapter will help us to understand various deciding factors which help the Organization to select the Regulatory standards they need to follow. We will also understand briefly different Compliance which will be applicable as a common framework and as a recommended approach.

Cybersecurity is a critical component of the Business Continuity plan of any Enterprise along with its policies and processes mapped to core technologies and business applications and the protection of sensitive data must be taken into consideration. This chapter will focus on the general overview of Business Continuity and its modules, integration of cybersecurity and BCP, and alignment of Business Continuity with required Compliance standards. We will also include the best practices we should consider while implementing Business Continuity for cyber security.

Chapter 10: - Risk Management - Life Cycle

Risk Management is the fundamental principle of Cyber Security. It’s a process of identifying, analyzing, evaluating, and addressing the Enterprise’s cyber security threats. This chapter will help us to understand the end-to-end Risk management process, including the methodology, assessment, and treatment plan. Once the risk assessment exercise is over, it’s important to prioritize the risk to perform the risk treatment exercise This chapter will help us to understand how to prioritize the risk for any Organization and the way to prioritize and mitigate it.

Chapter 11: - People, Process, and Awareness

Communication and collaboration are key to Information security for any Enterprise. Staffing and resourcing play a vital role in any strategic initiative and so is our space. This chapter will help us to spend some time doing a deep dive to lay out some structure which will help us to build our team with the right skill sets and at the same time justify the budget too. We will also talk about various controls and frameworks we should adopt to monitor our partners. This will help us to reduce any possible risk to the Organization’s overall ecosystem.

The people of any Organization are the biggest asset they have and hence it's evident that they should understand the importance of Security. This chapter will help us to focus on the importance of Security awareness and training exercises which will ensure that the employees are aware of security hygiene and understand the protection risk.

Chapter 12: - Threat Intelligence & Next-generation SIEM solution

Threat Intelligence is the collection of different information which any organization will use to understand the threats and potential risks they have. This chapter will help us to understand the threat intelligence in-depth, its different types, and the best way it can be used to get better visibility.

Monitoring the environment continuously is the key principle to protecting it. This chapter will be detailed about how it happens, its benefits, and working principles along with industry-leading solutions and trends. We will also cover the latest products and technology brief which will help you to choose the right solutions while building your cyber security ecosystem.

Chapter 13: - Cloud Security Posture Management (CSPM)

Since the world is moving towards Cloud, we should certainly focus on Secure posture management exclusive to the Cloud landscape. CSPM is designed specifically to understand various misconfiguration and compliance risks in the Cloud. This chapter will help you to understand CSPM in a detailed manner along with its need, importance, benefits, working principle examples, and recommendations.

Chapter 14: - Implementation Guidelines & Template walkthrough

This chapter will aim to enumerate and detail the steps that any Enterprise should follow to develop its Cybersecurity strategies. This chapter will explain the entire lifecycle of Strategy development which will help the enterprise to develop and review the cyber security strategy for their organization.

This chapter will also include a brief on what the Cybersecurity strategy template should look like with a few examples for better understanding. The template will cover all the major points from the strategy guidelines.

Chapter 15: - Best practices on critical components and Industry-wide adopted recommendations

Prevention is better than cure. This chapter will focus on a couple of best practices for Cyber security space that should be considered while framing your entire ecosystem. These are not mandatory requirements but certainly, uplift the overall posture of Cyber security space for any Organization. The way our current threat landscape looks with an unprecedented increase in attacks and data breaches, the Security world needs a continuous review and adoption process to mitigate the risks and threats around them. We will also include some of the emerging technologies and recommendations which will play a vital role in uplifting the overall security posture of any enterprise.
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Section - I

Overview and Need for Cybersecurity


In this section, we will provide a quick glimpse and overview of information security and cybersecurity. This section will help us understand the actual need and problem statement from an enterprise perspective. This section will primarily provide a quick understanding of how business views the security domain and what needs to align to talk the same language.





CHAPTER 1

Overview of Information Security and Cybersecurity


Information security, which is also referred to as infosec, is a combination of various practices and exercises with an intent to keep the data secure from unauthorized access or modification in all formats, when it’s stored and when it’s transmitted.

As per the SANS institute, the official definition will provide a more in-depth and relevant explanation:

Information security refers to the processes and methodologies which are designed and implemented to protect the print, electronic, or any other form of confidential, private, and sensitive information or data from unauthorized access, use, misuse, disclosure, destruction, modification, or disruption.

It is used to protect data from being misused, disclosed, destruction, modified, and disrupted.

This chapter will provide a bird’s eye view and understanding of the industry-wide accepted definition of information security and cybersecurity. We will talk about the problem statements, which will act as a primary influencer to have a strategy for cybersecurity. This chapter will also cover the basic difference between these two terminologies, along with the importance of having a matured strategy.

Structure

In this chapter, we will discuss the following topics:


	Information security principles and objectives

	Information security policy

	Types of information security

	Cybersecurity and how it is different from information security

	Importance of cybersecurity strategy and its components

	Problem statements with examples



Objectives

After studying this chapter, you will have a brief understanding of information security and its basic principles. You should also be able to have a clear and defined objective for information security. This chapter will help you to gain an understanding of different policies and the building blocks of security and its importance in the enterprise world. By the end of the chapter, you will know about cybersecurity strategy and what it comprises.

Information security principles

The entire security stack in the industry is based upon three major principles, which are normally referred to as Confidentiality, Integrity, and Availability (CIA).

Together, these three principles (CIA) form the foundational framework for any organization’s security landscape. All the goals of the objective of information security will be based upon the CIA principle (refer to figure 1.1) only:
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Figure 1.1: CIA principle

Security professionals and the Infosec Operations professionals continuously evaluate threats and vulnerabilities based upon the potential impact they have on the CIA of an organization’s assets. Based upon the evaluation, the security team will implement a set of security controls to mitigate and reduce the risk within their organization.

In the subsequent sections, we will take a deep dive into these principles.

Confidentiality

In a simple term - information should not be disclosed to unauthorized people, groups, organizations, or processes. Data is confidential when only authorized people access it. To maintain confidentiality, organizations need to adopt and implement all techniques designed to keep data confidential. Confidentiality can be violated in many ways. We will understand this with a few examples:


	Confidentiality can be violated through direct attacks that are designed to gain unauthorized access to your enterprise network, including but not limited to systems, applications, databases, and other critical components in order to steal or interfere with the data. Network reconnaissance and man-in-the-middle attack are a few of the samples that an attacker can use to breach the CIA framework.

	This is not the only way to violate the confidentiality of data. Another type, although classified as an unintentional approach, is equally responsible - Human error, carelessness, or lack of security controls. All these are examples of an unintentional type where an organization and the associates play vital roles to uphold this. A few examples are failure to adequately protect passwords (due to lack of correct password policy); sharing of credentials (carelessness), physical eavesdropping, tailgating; failure to encrypt data, weak authentication system, and inadequate physical security to protect critical assets of the organizations.



Organizations need to enable countermeasures to protect the confidentiality of the data, which includes but is not limited to following practice and technique. We shall be discussing them in length in the subsequent chapters:


	Data classification and labeling

	Strong access control and authentication mechanism

	Data encryption

	Adequate awareness and training to internal staff members

	Least privilege access provision



Integrity

From a definition stand, integrity is about ensuring that data has not been tampered with and, hence, it can be trusted. The objective of this principle is to safeguard the accuracy and completeness of data at all times. In simple terms, we should maintain the accuracy and completeness of data and prevent it from being improperly modified, either by accident or with a known mindset.

Data should not be altered or destroyed during transmission and storage. This involves making sure that an information system is not tampered with by any unauthorized entities. Policies should be in place so that users know how to properly utilize their systems. Like confidentiality, integrity can be compromised in many ways. We will understand this with a few examples:


	Attack vector modifying configuration files or changing system logs to erase the incident logs/detection

	Human error (classified as an unintentional mistake) due to lack of care may impact coding error, weak protection mechanism, or inadequate policies



Organizations need to enable the following countermeasures that will protect data integrity:


	Encryption

	Hashing

	Digital signatures and digital certificates

	Auditing version control

	Strong authentication mechanism and access control systems



While talking about integrity, we should also understand the concept of non-repudiation, which goes hand-in-hand with integrity. We will cover this in the upcoming sections in this chapter.

Availability

It means information must be available when needed. It is the mirror image of confidentiality; while we need to make sure that data can’t be accessed by unauthorized groups, we also need to ensure that it can be accessed by those who have proper permission at all times. It ensures that authorized users have timely, reliable access to resources when they are needed.

There are many things that can impact the availability of the system, including but not limited to hardware or software failure, power failure, natural disaster, and most importantly, human error.

Countermeasures that will help us ensure the availability of the systems include but are not limited to redundancy in design (servers, network, applications, and other supporting components), hardware fault tolerance, software patching and upgrades, backups, comprehensive disaster recovery plans.

Additional/supporting principles

Apart from this, there is a principle that governs the information security program and goes hand-in-hand with integrity. Data integrity and authenticity are prerequisites for non-repudiation, and together, they form an extended arm to the core principle of information security. The following diagram will help us understand the concept better:
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Figure 1.2: Supporting principles


	Non-repudiation: In simple terms - it’s an inability to deny something. Non-repudiation means one party can’t deny receiving a message or transaction, nor can the other party deny sending the same. Non-repudiation assists in ensuring integrity. For example, by using digital signatures in email, a sender cannot deny having sent a message, and the recipient cannot claim that the message received was different from the one sent.

	Authenticity: It refers to the state of being genuine, verifiable, or trustable. It verifies that users are who they say they are and that each input arriving at the destination is from a trusted source. This principle, if applied and followed correctly, will ensure that valid and genuine messages/transactions are received from a trusted source through a valid transmission only.

	Accountability: It refers to the ability to trace the action back to the organization/entity that is responsible for them. It is very important for fault isolation, detection, non-repudiation, and deterrence.



A system may not be considered secure if it provides accountability, because it would be impossible to ascertain who is responsible and what did or did not happen on the system without that safeguard. Logs are audit trails are two systems that provide visibility for this component.

Information security policies

In the earlier section, we learned the basics about the principles of information security and how they are positioned, and what role they play in the foundation of overall security for any organization.

Now, we need to define the ways and means by which these principles should be applied to the organizations to adopt these principles and framework. These ways are nothing but the policies for information security. It’s basically a document/set of documents that an organization makes, based upon their own requirements, to establish the security framework with a common intention to protect data. These documents further take the shape of policies that guide the organization to take its decision around information security (including the adoption of processes, technologies, new procurement, staffing, etc.) and force certain mandatory to-do lists on employees and their responsibilities.

Need for an information security policy

Creating an effective information security policy is the first step; however, one needs to go with the pragmatic approach and have options for all possible scenarios that match the business requirements. The policy should be practical and enforceable. Let’s see why these policies are needed:


	The information security policies define the requirement that the employees and the organization need to adhere to from a security perspective.

	The policies provide the direction in which the framework can be built to secure organization data and assets.

	It provides and confirms the risk appetite of an organization and should reflect the senior leadership commitment and seriousness to the entire Infosec program.

	It also contributes to providing a mechanism to support the legal and ethical responsibilities

	Infosec policies will help set the mechanism to define RACI and hold individuals accountable for compliance with expected results for information security.



Building block of information security policy

While defining the information security policy, an organization should consider the following points. It will help them have a consolidated view of the overall policy and the ecosystem that they are managing. While the policy can be as broad as you want and primarily depend upon the business requirement and regulatory obligations, the enforcement of the same will be a crucial component.

The following diagram illustrates the InfoSec policy framework:
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Figure 1.3: InfoSec policy framework

Purpose

First and foremost, you should define the purpose of the policy, which will help you to create an overall approach to the Infosec program and to its policies. In simple terms, you need to define your goal. You can do this by leveraging the following inputs:


	Create an overall approach to the information security

	Detect and forecast information security breaches such as misuse of networks, data, applications, and computer systems

	Maintain the brand and reputation of the organization and uphold the ethical and compliance practices

	Respect customer rights and define the process to handle their complaints, concerns, and non-compliance



Target audience

You need to identify and define the audience to whom the information security policy applies. You need to clearly call out in-scope and out-of-scope audiences for the policy to set the right audience and expectations.

Objectives

You need to discuss and get them buying from your leadership team to agree on the defined objectives for the Infosec program, including strategy and execution. Ensure that your objectives are in line with your end goal under the influence of Infosec principles of CIA.

Access control and network security

Each organizational role’s level of authority over data and IT systems should be specified in the policy. Users can only access company networks and servers through one-of-a-kind logins that require authentication, such as passwords, biometrics, ID cards, or tokens. You should keep an eye on all systems and keep track of all login attempts. An acceptable usage policy for all in-scope audiences is included.

Data classification

The Infosec policy should first identify the data that is in scope (as per the data owner and based upon the business and regulatory requirement) and then classify them into multiple categories based on the following:


	Sensitivity of the data

	Availability of the data to various audiences



While you can classify the data into any type, here is what we recommend that you adopt:


	Public

	Internal-only

	Confidential

	Restricted



Data owners should be responsible for appropriately classifying the data, while data custodians are responsible for labeling it with appropriate classification and protection layers. Data users’ responsibilities include complying with the data safeguard and compliance requirements.

We will read about data classification in detail in Chapter 8, Critical Components of Infrastructure.

Data support and operations

Data support and operations policy must define various stakeholders and their roles and responsibilities to safeguard the data. Your systems and endpoint must be protected according to organization standards, best practices, and recommended configuration from OEM and should be in line with relevant regulations and industry compliance standards.

The operations policy must include data backup, encryption mechanism, and secured data movement practices.

Awareness and training

Your associates and working staff are the biggest assets when it comes to information security. You should share the IT security policy documents with your staff members to increase the awareness and seriousness of data security. You should also conduct training sessions to uplift the staff’s knowledge on various security policies, procedures, different techniques, data protection measures, access management, and data handling procedures.

You should advise and train your staff on ongoing hygiene factors, which will help the organization to uplift the overall posture. A couple of examples are listed here:


	Social engineering: Make staff responsible for noticing, being preventive and vigilant, and reporting any such incidents.

	Clear screen and clean desk policy: Staff should adopt the clear screen and clean desk policy to ensure that no sensitive information is available to any unauthorized person and chances of data leak are minimal. If possible, deploy ‘follow-me’ network printers.

	Acceptable internet-usage policy: You should also focus on setting up an acceptable usage policy that will help and educate the staff in terms of what they should access and what they should not. The policy should help the staff to learn the dos and don’ts while they are leveraging the corporate asset and connected to the enterprise network.



Roles and responsibilities

In order to have a successful security framework, all in-scope staff must have defined roles and responsibilities. A clearly defined RACI matrix will help the organization to understand and define the roles and responsibilities clearly.

Cybersecurity - overview

This subject has never been so simple and easy to digest and because the threats and the vectors are evolving every day and becoming more inventive. It’s a no-brainer that the understanding of cybersecurity is a must. Organizations need to understand, plan, identify, and act accordingly. This section will help us to get one step closer to this.

Definition of cybersecurity

Taking a step further in the security space and getting a little focused approach, we will talk about cybersecurity. In simple terms, cybersecurity refers to the process and methodologies designed and implemented to protect organization data from any cyberattack (through the mode of the internet), ensuring the CIA of the information is maintained. In this form, the scope is limited to the data available in digital form.

Since everything relies on computers and the internet, cybersecurity is getting more attention and certainly, the market is going all-time high, both from protection and an attack perspective.

If you would like to defend your organization against cyberattacks, start with understanding the risk associated with cyber activities and what you can do to mitigate them.

Difference between information security and cybersecurity

We have gone through the definition of information security and cybersecurity; both these terms are often used interchangeably. While they both are responsible for data security and protecting the enterprise network and their brand reputation, we should have a clear understanding to proceed further and build a mature and reliable framework. We will take a quick deep dive to understand the difference in the following table:







	
Information Security


	
Cybersecurity





	
Scope includes protecting the information from unauthorized access, data tampering, or removal in order to maintain CIA.


	
Scope includes protection of the information that is on digital form-factor from various unauthorized sources whose penetration medium is network (including the Internet).





	
Here, you deal with the protection of data from any form of threats and attacks


	
Protection scope is limited to cyberspace from cyberattacks.





	
Here, the boundary is broad and includes anything with respect to information protection


	
The kingdom is limited and scoped to protect anything in cyberspace (computer and network - digital form)





	
Primary focus is against unauthorized access, disclosure modification, and disruption


	
Primary focus is against cybercrimes, cyber frauds, and law enforcement





	
Deals with all sorts of threats to ensure proper security measures are in place


	
Deals with cyber threats only such as phishing, data breach, and network attack





	
Examples include procedural controls and access controls


	
Examples include network security and cloud security






Table 1.1: Difference between information security and cybersecurity

Although both the security strategies, i.e., information security and cover security, cover different objectives and scope with overlap to a certain extent, information security covers a broader category of protection, including but not limited to cryptography, mobile computing, and social media with the major intention of information assurance and to protect the information from non-person-based threats (natural disaster).

In comparison, cybersecurity only covers protection from internet-based threats and safeguarding of digital data. Additionally, it provides coverage of raw and unclassified data also.

While both terms are synonymous with each other, the difference between the two is subtle. Understanding technology and security threats are essential for both cybersecurity and information security professionals.

Common threats in the market

Whether it is financial gain, corporate espionage, or business disruption, cybersecurity threats are growing at exponential speed and continue to affect every facet of an organization’s digital ecosystem.

Cybersecurity specialists like us are constantly trying to protect organizations’ digital assets from various attacks. Every day, these risks and attacks impact commercial and private systems, and the diversity of attacks has grown dramatically in a short period of time.

Beyond contributing to the severe financial damage, cyberattacks can lead to regulatory penalties, lawsuits, reputational damage, and business continuity disruptions. No business and IT organization are safe in the present world. As cybercriminals increasingly rely on sophisticated technologies, organizations often feel hopeless as their confidential data and critical assets fall prey to malicious attacks.

According to former Cisco CEO John Chambers, there are two types of companies: those that have been hacked, and those who don’t yet know they have been hacked.

And the last nail in the coffin, the rapid adoption of emerging technologies (including AI, IoT, ML, Cloud, XaaS), is adding new cyber threats to your organization while adding complexity to existing risk tables.

What is a cybersecurity threat?

In the recent past, numerous high-profile cyberattacks have resulted in sensitive data breaches. Cyber attackers are using individuals’ or organizations’ sensitive data to steal information or gain access to their financial accounts, among other potential damages, resulting in the need for cybersecurity professionals in the core team. In past attacks that you have heard about or witnessed, the threats are enabled by an organization’s failure to implement, test, and monitor the technical safeguard, process, and procedural aspects.

From the beginning of the COVID-19 pandemic, the Federal Bureau of Investigation (FBI) has observed four times increase in cybersecurity complaints, and companies across the world booked losses exceeding $1 trillion in 2020.

As per World Economic Forum’s Global Risks Report 2020 the chances of catching and prosecuting cybercriminals are almost nil (0.05%). The only way we can avoid these breaches is via business awareness and building a resilient security model.

According to Verizon’s 2020 Data Breach Investigations Report (DBIR), 86 percent of cybersecurity intrusions are motivated by money, and 10% by espionage.

A threat in the cybersecurity world refers to any possible malicious attack with an intention to access data, disrupt business operations (in digital format), steal intellectual property, or damage the information unlawfully. These threats can originate from various sources (we call them actors in the cyber world), including but not limited to hacktivists, terrorist groups, hostile nation-states, criminal organizations, freelancer hackers, and unsatisfied employees.

To quote the official definition as per Oxford dictionary, it is the possibility of a malicious attempt to damage or disrupt a computer network or system.

Types of cybersecurity threats

While WFH, remote working, and BYOD are becoming the new corporate standards, cyber threats are becoming more sophisticated and intense.

While the types of cyber dangers continue to grow, there are a few of the most typical and prevalent cyber threats that modern businesses should be aware of. Here is a quick rundown of the ones you should be aware of.

Malware

The most prevalent form of attack is this one. Malware is defined as malicious software, such as spyware, ransomware, viruses, and worms, that infects your computer when you click on a malicious link or email. Malware will block access to essential network components, begin causing damage to the system, and collect confidential information after it has been installed.

Ransomware: While this still falls into the Malware category, it is the third most popular type of malware used in data breaches and is employed in 22% of reported cases.

The average cost of a malware attack is $2.6 million

Phishing

Cybercriminals send harmful emails that appear to come from well-known and trustworthy sources. When a victim clicks on the malicious link in this email, malware is installed in the background, or sensitive information is disclosed to the attacker. The purpose is to steal personal information such as credit card numbers, login credentials, and intellectual property. It is the most prevalent type of cyberattack due to its ease of execution, and it is also the most successful.

Spear phishing: This is the next level of phishing, sometimes known as advanced phishing. This is a more recent and alarming trend in which hackers spend time online monitoring you and then break into your email to create a targeted phishing assault. They take advantage of the information they’ve gathered, such as those you trust and communicate with the most.

Man-in-the-middle (MitM) attack

An attacker who uses a man-in-the-middle attack (MitM) intercepts communication between the source and destination with the purpose of spying on the target and stealing confidential information. Once the attacker has deciphered the message, they may filter and take sensitive information as well as provide the user with various responses. While certain assault tactics are becoming less widespread, it’s still crucial to be aware of them. To combat this issue, organizations and product owners are implementing end-to-end encryption.

Additionally, it can be used to gain control inside a secured network (like DMZ) during the infiltration stage of an advanced persistent threat (APT) assault.

In simple terms, a MitM attack is equivalent to a mailman opening your bank statement, making a note of your account details, and then resealing the envelope before delivering it to your door. The following drawing should help you to understand the pattern:
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Figure 1.4: Man-in-the-Middle attack flow sequence

According to Netcraft, 95% of HTTPS servers are vulnerable to MitM.

Distributed Denial-of-Service (DDoS) attack

This assault seeks to overload the organization’s system, network, or server infrastructure with excessive traffic, rendering the system unable to fulfill genuine requests. To initiate this assault on a common target system, cybercriminals need numerous compromised hosts.

Incoming messages, connection requests, or false packets can all be part of the malicious traffic or flood, with the goal of increasing the stress on the destination service. In some situations, the company may be threatened with a more destructive attack unless it pays a bitcoin ransom.

The common target audience for this type of attack includes the following:


	Internet shopping websites or e-commerce sites

	Online casinos

	Enterprise business that provides online services



Network connections on the Internet consist of different layers of OSI models. Different types of DDoS attacks focus on particular layers. A few examples are listed below for quick understanding:


	At layer 3, which is the network layer: Attacks are Smurf attacks, ICMP floods, and IP/ICMP fragmentation type

	At layer 4, which is known as the transport layer: Attacks include SYN floods, UDP floods, and TCP connection exhaustion

	At layer 7, which is the application layer: Primarily HTTP-encrypted attacks



SQL injection

This is also known as structured query language and is a typical attack vector that involves inserting malicious SQL code into a SQL server. The malicious actor can see, edit, or even destroy the data stored in the SQL database once it has been infected, which includes but is not limited to sensitive company data, user lists, and private customer details.

Primarily, SQL injections are of three different types:


	Unsanitized input: In this case, the attacker offers user input that hasn’t been properly sanitized for characters that should be escaped and/or hasn’t been confirmed to be the correct/expected type.

	Blind SQL injection: Inferential SQL injection is another name for this. The attack does not directly divulge data from the targeted database in this case.

	Out-of-band injection: This sort of attack is more complicated and should only be utilized if the attackers receive no response from a single or direct query-response assault. In this technique, the attacker will write/code SQL queries in such a way that, once submitted to the database, the database system will be forced to build a connection to an external server controlled by the attacker. As a result, the attacker can possibly harvest data or influence the database’s behavior.



SQL injection accounts for nearly 65.1% of all web application attacks.

Cross-site scripting (XSS) attacks

Cross-site scripting attacks are similar to SQL injection attacks in that they harvest data from databases, but they are often used to infect additional users who visit the site. By embedding malicious code in a genuine web page or online application, the attacker hopes to execute harmful scripts in the victim’s web browser. The real attack takes place when a victim visits a website or uses a web application that contains malicious code. The malicious script is delivered to the user’s browser via the web page or web application.

Zero-day threats

In the simplest form, this is a flaw. It’s an undiscovered exploit that reveals a software or hardware vulnerability, allowing hackers and cybercriminals to take advantage of it before a patch or remedy is implemented. The term “zero-day” refers to a weakness that has only recently been discovered or is yet to be discovered by the vendor or developer, and for which no solution or fix is available.

The words vulnerability, exploit, and attack are typically used alongside zero-day, and it’s helpful to understand the difference. Let’s look at their definitions:


	A zero-day vulnerability is a flaw in the software or hardware discovered by cybercriminals before the OEM has become aware of it. The vendors are unaware, so no patch exists for zero-day vulnerabilities, allowing attackers to benefit from the situation.

	A zero-day exploit is the method attackers are using to attack your system with the zero-day vulnerability.

	A zero-day attack is the use of a zero-day exploit to cause damage to or steal data from your infected system.



There are a series of tasks that you can perform to protect your organization from zero-day attacks. We will learn about this in the subsequent chapters.

DNS attack

Cybercriminals focus too much on the enterprise environment here, taking advantage of DNS vulnerabilities. The attackers make use of DNS flaws to redirect or divert site visitors to malicious pages (a technique known as DNS hijacking) and steal data from compromised computers (known as DNS tunneling).

This type of danger requires little effort or time, but it can cause significant damage to an organization’s network. This is referred to known as “low-hanging fruit” by hackers, and many enterprise networks have been breached in the past as a result of this vulnerability.

Here are a few common types of attacks related to DNS threats that you should be aware of:


	Generic attacks against DNS: These attacks are aimed at DNS infrastructure components and include network flooding and software vulnerabilities.

	Attacks against authoritative servers: Similar to a database, authoritative name servers are in charge of maintaining the DNS Zone and records. This sort of attack includes reconnaissance, unauthorized updates, and sub-domain attacks, to name a few.

	DNS cache poisoning and spoofing: The goal of DNS poisoning, in this case, is to redirect the user’s web request to a fake website. While consumers enter the correct website, they are unaware that the page they are visiting is not the actual one but a scam page. This provides the ideal chance for hackers to utilize phishing techniques to encrypt all critical and confidential data.

	DNS amplification (type of DDoS attack): This is an exploit in the sense that it uses DNS services to amplify the power of DDoS attacks (distributed denial of services). Thousands of search requests are sent to open DNS servers by the attackers using a botnet. The requests have a fictitious originating address and are designed to maximize the amount of data returned by each DNS server.

	Domain hijacking and redirection: This one is tricky and hard to detect. In this type of attack, the attacker subverts/routes the users to go to a different destination. They use different languages or symbols to ensure that the website looks real and genuine. Example: www.abl.com and www.abI.com. The difference is with the last alphabet of the website. The letter “I” (uppercase I) is replaced by the letter “l” (lowercase L)



Sources behind these Threat umbrellas

In order to understand and respond to a security incident and to build a matured framework, it’s important to know the threat actors and understand their tactics, techniques, and procedures. In this section, we will briefly look at different sources (refer to figure 1.5) of these threats:
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Figure 1.5: Different sources of cybersecurity threats

Let’s discuss these sources in detail:


	Nation states: Cyber-attacks by a nation can inflict detrimental impact by disrupting communications, military activities, and everyday life.

	Corporate spies: Corporate spies perform industrial or business espionage to either make a profit or disrupt a competitor’s business by attacking critical infrastructure, stealing trade secrets, IP, and gaining access.

	Malicious insider: This is, again, the human angle, but this time it’s a known network. Insiders can include employees, third-party vendors, contractors, or other business associates who have legitimate access to enterprise assets but misuse that access to steal or destroy information for financial or personal gain.

	Hackers and hacktivists: Hackers use several methods to break through defenses and exploit flaws in computer systems and networks. Personal gain, retribution, stalking, financial gain, and political activism drive them. Hacktivists, on the other hand, use cyberattacks to support political objectives rather than for financial gain. They go after industries, organizations, and people who don’t share their political beliefs and objectives.

	Terrorist groups: In this type, the intention of the group is very clear: to destroy or damage the national security. The groups conduct cyberattacks to destroy, infiltrate, or exploit critical infrastructure to threaten national security, compromise military equipment, disrupt the economy, and cause mass casualties.

	Criminal groups: They intend to get financial gains by infiltrating systems or networks. Identity theft, online fraud, and system extortion are all carried out by these groups via phishing, spam, spyware, and malware.



Importance of cybersecurity

Every year, the worldwide spending on this segment is growing exponentially. Enterprises are getting serious and educating themselves to understand that the threats and attacker graph are not only increasing, it’s lucrative also. It’s very easy to join the hackers’ community and become an attacker. This segment demands serious attention and a focused approach.

Without a matured cybersecurity framework, an enterprise can’t defend itself against the data breach campaigns running across the globe on all the platforms. Enterprises must not adopt a framework that will make them irresistible targets for cybercriminals.

Cybersecurity is important because it protects an organization’s data and information from theft and damage. This includes but is not limited to the following data types:


	Personal information (PI)

	Personal identifiable information (PII)

	Protected health information (PHI)

	Intellectual property (IP) documents

	Banking and financial records



With the adoption of Cloud services and the extended partner-driven delivery model, almost all enterprises are facing the increase of inherent risk and residual risk. The poor configuration or limited visibility to the cloud ecosystem and the partner network is causing and giving sophisticated options to the cybercriminals to attack, so data breach is on an all-time high.

The CxO layer of the organization needs to understand that they cannot rely on the native security solutions available in the market to deal with cybercriminals. A smarter and more tactical way is needed to deal with them and ensure that you are one step ahead in the race. While native solutions like antivirus, firewalls, proxy, authentication, etc. are essential, they are not effective in an isolated format as cybercriminals are getting smarter and becoming more resilient to these conventional defense systems.

With the rise and adoption of new security compliances like GDPR, HIPAA, and PCI-DSS, cybersecurity has taken a front seat position with the CxO discussion agenda. Security incidents can have a direct impact on brand value and the overall topline revenue. Hence, the leadership needs to have a strong strategy to adopt and maintain its security levels.

While there are many reasons that justify the importance of cybersecurity, here are a few of the critical line items that should help you understand the importance of and justify the need for cybersecurity adoption:


	Bridge to security gaps: For any organization, the staff or their people are one of the biggest assets and certainly one of the biggest risks as well. While they have the right IT resources to perform their work and are dependent on each other, there has always been a security gap between these two ends. The only way to reduce this gap is by inducing the right security awareness training. This will uplift the staff’s knowledge and make them more responsible. This can be done by ensuring that they have the right cybersecurity framework that not only governs the training module but also measures the effectiveness of the training.

	Cost of risk associated with: In today’s security landscape, cyberattacks and data breaches are increasing exponentially, which has a direct effect on the cost of damage created. These cyberattacks can prove to be extremely expensive, which cause not only a financial impact but also a huge loss to its brand value and trust in the business. With more business infrastructure connecting, it is predicted that the cybercrime market will hit $10 trillion by 2025.

	Data security: In order to provide an awesome user experience, organizations are getting comfortable by keeping their information online. While you may get awesome feedback and end user satisfaction, this is an alarm for a data breach and may lead to an information leak. The information available online will lead to vulnerabilities, which will make for an easy attack surface for cybercriminals. Cyberattack vectors (like ransomware, phishing, etc.) allow attacks for data exploitation and data theft.



Implementing the right cybersecurity solution is a MUST to avoid these issues and reduce the attack surface.

Impact of cybercrime

Here are a couple of ways in which cybercrime can impact your organization:


	Economic loss: Data breach or theft of IP, confidential information, disruption of the business and services

	Brand value impact: Impacts include loss in revenue, stock price, and market reach

	Reputational loss: Loss of customer trust, direct benefits to competitions, and poor media coverage

	Regulatory costs: Direct impact in terms of regulatory fines as per applicable laws



All businesses, regardless of their size, location, or business vertical, must ensure that their staff and associated partner network understand cybersecurity threats and know how to mitigate them. This should include the adoption of basic security hygiene, continuous awareness training, and most importantly, a robust and matured cybersecurity framework.

Facts and figures to understand the seriousness of cybersecurity

Numbers speak better; here are some alarming facts and figures on the last 12 to 24 months of cybersecurity threats:


	The global average cost of a data breach is USD 3.92 million.

	Estimated annual losses through cyberattacks to reach USD 6 Trillion by 2021.

	Cybercrime breaches to increase by 76% by 2024.

	Over 50% of all global data breaches to occur in the United States by 2023.

	The average cost of a data breach to a U.S. company is USD 7.91 million.

	The average number of days to identify an incident in 2019 was 206 days.

	2 billion records were exposed due to data breaches in the first half of 2019.

	A business becomes a victim to a ransomware attack every 11 seconds in 2021.

	Cyberattacks on IoT devices increased by 300% in 2019.

	Cyberthreat complaints increased by 400% in the U.S. amid the coronavirus pandemic.



If you are not serious about cybersecurity yet, get ready.

Need of the hour and problem statement

It’s evident that organizations in every vertical are seeing an enormous increase with respect to the adoption and usage of the internet and enabled services, making cybersecurity one of the priority needs. Enterprises across the globe are battling with cyberattacks every day. Most of these attacks can be avoided if the organizations are ready to adopt or have already adopted a strong and matured cybersecurity strategy and associated framework. Most IT firms have started focusing on hiring in-house cybersecurity talent. The switch to remote working has further increased the concerns of the IT firms.

With increasing organizational complexity, cybersecurity is now among the fastest-changing environments. IT and non-IT firms are looking for flexible and scalable solutions that can help secure digital transformation.

Few examples to justify the need of the hour

Based upon various articles published and available for general release, we have picked up a few examples that will be eye openers for many of us to understand the need for information security strategy and uplifting the entire ecosystem of the security landscape, which is tabulated as follows:









	
Organization


	
Record affected


	
When


	
Possible damage





	
Yahoo


	
More than 3 billion


	
2013


	
$350 million estimated loss in company value





	
First American financial corporation


	
885 million


	
2019


	
Charges from the New York State Department Financial Services (NYDFS)





	
Equifax


	
148 million


	
2017


	
$700 million to help people affected by the data breach; reputational damage; congressional inquiries





	
Marriott International


	
500 million


	
2018


	
U.K. fine of approximately $24 million and class-action lawsuits filed





	
Adult FriendFinder


	
412.2 million


	
2016


	
Sensitive leaked account information





	
Facebook


	
540 million


	
2019


	
Leaked account information





	
Target


	
60 million


	
2013


	
$18.5 million multistate settlement, $10 million class-action lawsuit settlement, and $10,000 payments to customers with evidence they suffered losses





	
U.S. Office of Personnel Management


	
21.5 million


	
2015


	
Extremely personal information stolen





	
LinkedIn


	
165 million


	
2012


	
Paid $1.25 million to breached victims in the U.S. who paid for premium services






Table 1.2: Information summary on major data breaches

*_Reference: https://www.secureworld.io/industry-news/top-10-data-breaches-of-all-time

Problem statement

The threat of cybersecurity breach is the biggest concern for businesses today. To deal with it, businesses around the world have implemented stringent information security regulations, deployed state-of-the-art security tools, and tried to hire the best IT and information security and risk experts to manage their cybersecurity framework. Companies have realized that potential cybersecurity risks can only be tackled when security technologies, cybersecurity experts, and parties involved in the operational lifecycle, including employees, vendor partners, and clients, work together.

This has resulted in an increased need for continuous monitoring, protection, and rapid remediation of cybersecurity risks and has increased the scope of responsibilities of a CISO, who has to ensure that data, assets, technologies, and processes of a company are always protected.

While the CISO of any organization has a larger portfolio, there are a few important items that always take precedence, and cybersecurity is on the top of this list.

Here are a few of the problem statements that need to be addressed on priority:


	Growing frequency of cyber attacks

	Organization issues and business alignment

	Adoption of IoT and OT device type

	Human errors



Cybersecurity strategy and its importance

Cybersecurity is not about only having the right technology; it’s a perfect blend of right people with matured processes and next-generation technologies. As long as you follow the right cybersecurity strategic approach, you should be able to build a more robust and mature cybersecurity framework that will be accessible, affordable, and manageable.

Before we take a deep dive and try to understand the strategy, we need to understand the common myth that often confuses the leadership team and becomes a hurdle in starting the cybersecurity strategy.

Common cybersecurity myths

Following are some of the common cybersecurity myths:


	Nothing worth stealing: Normally, small and medium-sized enterprises (SMBs) believe that their organization doesn’t have anything worth stealing. In reality, every organization, irrespective of its size, holds valuable information like payment details, customer and employee information, PI and PII data points, or sometimes, even the organizations’ IP. As per the 2020 Verizon Data Breach Investigation Report, it is the small business sector that suffers 28% of all breaches.
Conclusion: It’s not about the size of your organization or your market value but about how easy it is to compromise your network.


	Not affordable: Before your CFO decides on the cost and budget, you should emphasize how the absence of it will impact the organization. The cost to handle the regulatory fines, and losses to the business due to brand impact are much higher than what the CISO demands. For example, in the case of a penalty against the GDPR, it can go up to 4% of your annual turnover or £17.5 million (whichever is greater). 
Second, enterprises are concerned about having their technology compromised. According to a KPMG report, 78% are concerned about apps, 74% about Wi-Fi, 69% about the Internet of Things (IoT), and 67% about the Cloud. If the CISO and CIO can showcase that you are serious about cybersecurity and data privacy, it will establish trust with your customers and partners.

Showing that you take cybersecurity and data privacy seriously will reassure customers, partners, and employees and help you appeal to new clients. Achieving certification to a recognized scheme is one way of proving your commitment to security, but you could also do things like publishing a cybersecurity policy.

Conclusion: You need to change the perspective of looking at the cost and ROI for cybersecurity.


	Cybersecurity is only about technology: It’s no brainer that the evolution of technology created cybercrime and thus, the need for cybersecurity. However, cybersecurity is the pyramid comprising people, processes, and technology. People are and will be your first line of defense. They are the ones who need to be aware of cybersecurity and should avoid malicious practices, so they need to play a vital role in reducing the attack surface. The 2020 Trustwave report, found that 50% of incidents originated from phishing or other forms of social engineering; in other words, half of all cyber incidents were caused by users being tricked into clicking on a malicious link or downloading a malicious attachment, and this is just one-way human error can lead to a security breach. 
Conclusion: At the end of the day, people are fallible - they are capable of doing things wrong (either intentionally or unintentionally). Organizations need to focus on other aspects of the cybersecurity framework as well. While technology plays a vital role, it’s not the only thing that needs focus.


	Cyber threats are from external networks only: Although the external factors contribute towards the threat landscape for any enterprise, 60% accounts for inside attackers. Typical enablers to the accidental internal threat include but are not limited to weak/reused passwords, unlocked devices, bad password-sharing practices, and unsecured Wi-Fi networks.



Based on these and other myths, you should remember the following points while working on a cybersecurity strategy. These points will form the basis of a draft strategy framework that takes a balanced and pragmatic approach, broadly covering the key elements of cybersecurity and addressing the major risks. Most importantly, these are also going to be suitable starting points for the journey:


	Anybody can become a target audience

	Adopting a strategic, risk-based approach will make your security landscape significantly affordable and help you have a go-to approach

	Humans are fallible

	Security is everybody’s responsibility, so it’s a matter for everybody, including the leadership

	External threats are real, and so are internal threats



Strategy components

Now, we will talk about all you need to consider while building a cybersecurity strategy. These considerations should be effective and affordable.

Risk assessment

The first step to having a cost-effective cybersecurity framework is to find out or prepare a detailed inventory of all the possible threats and vulnerabilities that can impact your organization, followed by prioritizing them and at the last, the mitigation steps. A good start will be to conduct a risk assessment exercise, which will help you understand the exact risks and how to prioritize them.

While we will talk in length about the entire risk management in the upcoming chapters, this should be considered as one of the foundational building blocks in the journey of cybersecurity.

Staff training and awareness

We would like to re-emphasize that human are fallible and are your weakest link while structuring a strategy. Continuous awareness and training will keep them vigilant and ensure that they adopt the basic security hygiene practice in their day-to-day life. A couple of things that you should consider while expanding this point are listed here:


	Basic understanding and recognition hints for phishing scams

	Basic protocol to follow in the case of a security incident or breach

	Dos and don’ts - acceptable usage policy

	Password policy understanding

	What they should be taking care of while working from home or a public place



The goal is to help the staff to avoid the most common and preventable breaches caused due to human errors.

Policies and procedures

IT and security policies and underlying procedures are the only string or thread that keep the technology and staff integrated. You must have heard the phrase “We should be process dependent and not people dependent”, because this way, your monitoring controls or KRA are easy to define and set and can be monitored.

Once the policies and procedures are documented, they are invaluable and will help the organization to perform the defined set of tasks in a given scenario, like a security incident or a possible data breach. This also helps the organization to convey the right set of detailed steps and guidelines that you would like your staff and technical folks to follow. Once the policy is enforced properly, this can provide an effective way of changing the mindset of your staff while they are handling the enterprise data. Here a few golden rules you should consider:


	Your policies should be pragmatic and realistic. While they should and need to be instructed, it needs to be practical also.

	You should explain and provide a detailed walk-through of the policies to your staff. This will help them understand them better.

	Review the policies to overcome any inefficiencies.

	Ensure that the documents are simple, easy to understand, and straight to the point.

	Define and follow regular documents review for effectiveness and adoption due to any change in the technology and enterprise IT strategy.



Technologies’ adoption

While every organization will have its own way of defining the technical controls, here are a few recommendations that you should go through while defining the same. Though we will discuss them in length in the subsequent chapters, here’s a glimpse:


	Firewalls: Ensure that your organization has Firewalls deployed at the perimeter layer to start with and then at the edge layer to uplift the security. This will primarily act as a barrier and secure your network from external connections that are untrusted.

	Access control: Ensuring that access is given on a need-to-know basis only and denied-all as a default option will be the benchmark to set the access control technology. The more mature your access control technique will be, the better your security posture.

	Endpoint security: The endpoint devices (primarily, the desktops and laptops) should have some type of antivirus and anti-malware solutions. This malware can infect your computers if not protected by any anti-malware solutions. This protection layer should also have whitelisting and sandboxing solutions, which are the advanced feature sets.

	Secure configuration: The default configurations on any services and applications are often in the radar or hit list of the attackers. By default, all secured and customized configuration should be secured by adopting practices and techniques that include but are not limited to the following:

	Hardening exercise

	Disabling of unnecessary functions

	Change of default accounts and password



	Devices and software to be updated (Patch management): Majority of the OEMs and software developers release regular patches and hotfixes that provide bug-fix and patch to any vulnerabilities discovered or reported. Installing these patches will certainly uplift your security posture and minimize the risk part. We recommend that the organization should adopt a matured patch management process. In case you observe that the manufacturer stops providing these patches and bug fixes, you should start planning a refreshing exercise.



Conclusion

It’s always recommended and advisable to go with a strategic approach while handling cyberthreats. The risk-based approach will help you to ensure that the most critical risks are addressed while you are planning for the remaining ones.

Having a mature strategy and framework will help you to define and achieve the critical objectives, which should include but not be limited to the following:


	Risk to the enterprise and business data are reviewed and assessed via a consistent and reliable process.

	Staff and associates are trained to use the right technology effectively and in a secure manner.

	Staff and associates understand the threat and risk landscape, are aware of the same, and are knowledgeable about the basic hygiene factors.

	All necessary and mandatory policies and underlying procedural documents are developed and reviewed periodically. This shows the commitment to cybersecurity.

	Implementation and adoption of the right technologies protect organization data and critical information.



Establishing such objectives and putting measures in place to achieve them is a good starting point for your organization’s cybersecurity strategy. Cybersecurity is important because it protects you and your organization from potential cyber threats. The advancement of technology has left a large ecosystem and landscape vulnerable to cybercriminal activities. The cybercrime rate is increasing; hence, without cybersecurity, you could lose sensitive information, money, and brand value (reputation). Cybersecurity is as important as the need for technology.

Cybersecurity may cost, but cyber insecurity can sabotage.

In the next chapter, we will talk about various challenges faced by the CISO/senior leadership team while handling cybersecurity issues and its alignment with the business objectives. The chapter will also help you understand the learning curve and recommended approach to be adopted by these leaders to align themselves with the business goals.

Questions


	What are the three basic security principles?

	How do you define confidentiality?

	What measures should be enabled in order to protect integrity?

	What are the supporting principles and how are they correlated with the basic principles?

	What are the various building blocks of the Infosec policy framework?

	Differentiate between information security and cybersecurity.

	Explain DNS attack.

	What is the common cybersecurity myth that people talk about?







CHAPTER 2

Aligning Security With Business Objectives and Defining CISO Role


This chapter will talk about how business views security and how we can align it with the CISO objectives to form a matured strategy that should address the security concerns along with meeting the business requirement. Here, we will also include the need to have a strategy for cybersecurity. This chapter will talk about various incidents which have impacted the enterprise world in the recent past.

Cybersecurity procedures are vital, but they must be examined from a commercial standpoint. Businesses must take a closer look at the big picture and develop greater business acumen. This includes developing meaningful metrics to assess the quality of their cybersecurity protection, prioritizing the protection of their most valuable assets, strongly encouraging organization-wide give-and-take cybersecurity discussions and taking steps to improve protection in the new technological age.

To identify the risk and take corrective action, the company must align the business functions with the security operations. On the business front, companies must go forward by combining existing cybersecurity technology and processes with basic trust (removing the implicit understanding or perception and practicing continuous validation at each stage), which ensures that all cybersecurity decisions made by executives and managers are secure. Unfortunately, many cybersecurity programs today lack basic trust, in part due to competing objectives, a lack of understanding, or a conflict of interest.

Businesses can make better decisions about their security goals and response plans when they have more trust. This chapter will talk about how we can align security with business objectives, what are the challenges our CISOs and CSOs of the world are facing, the recommended approach that a CISO should take while having the conversation with the board and leadership for a healthy outcome, and what the recommended KRA for the security leaders should be.

Trust is very important for businesses and security to sail together.

Structure

In this chapter, we will discuss the following topics:


	What does a typical day look like for CISOs, and what challenges do they face?

	Thought process alignment with business objectives

	Understanding of RoI for cybersecurity

	CISOs roles and responsibilities

	An effective way of communication with the business

	Cybersecurity roadmap thought process



Objectives

After going through this chapter, you should be able to get a clear understanding of the current challenges that CISOs are facing and handling concerning cybersecurity and its alignment with the business. You will also get a good understanding of CISOs roles and responsibilities and how this will be transformed in the modern days. We have also included the learning curve and the recommended approach that will help the CISO and security leaders to align themselves with the business and have a common objective. Toward the end, you will get some idea about developing the roadmap for the cybersecurity ecosystem for your organization.

Today’s challenges for the CISO

We saw several examples in the previous chapter (chapter 1) of the impact on many businesses as a result of the growth in cyberattacks. Now we’ll take a closer look at the other side of the coin and see what the CISO has on their plate as the showstoppers in dealing with these attackers. New advanced threats have emerged as a result of expanding attack surfaces and complex cloud security setups. Regulations on compliance have gotten increasingly stringent and punishing. While digital transformation speeds up the pace of business, it is often hampered by budget constraints and security talent shortages.

As a business owner, you must be aware of these issues, which will enable you to work out a solution with your security team. This is how the cruck/summary appears based on many surveys conducted by various independent organizations. The following are a handful of the items on the CISO / Security Leadership layer’s to-do list:


	The attack surface is expanding and changing every day: The continuous growth of connected Internet of Things (IoT) devices, combined with bringing your device (BYOD), work from home (WFH), cloud migration initiatives, a preference for SaaS, and a few other factors, have provided cybercriminals with numerous opportunities to infiltrate your enterprise network. As the attack surface has grown, CISOs have been scrambling to find new ways to secure their online trail and ensure that their organization’s data is safe.
Malicious actors gaining access to sensitive data during periods of vulnerability may harm customer trust and overall brand value and company.


	Multi-Cloud landscapes are bringing new challenges: The difference between knowledge and wisdom is razor-thin, and most of us are perplexed by it. In today’s world, this presents CISOs with yet another difficult subject. Everyone is migrating or adopting a Cloud first strategy, but with a half-baked strategy that results in a less-than-ideal deployment. Now, hackers can gain access to an organization’s systems thanks to misconfigured cloud servers and unsecured APIs – a risk that is amplified in multi-cloud scenarios.

	Organizational Issues (ITOps vs ISOps): According to krebsonsecurity.com, only 5% of the top 100 corporations of the world have a CISO or CSO listed on their leadership page. This culture undoubtedly requires a paradigm shift, and as we will soon discover, it will be beneficial to your company. It will be impossible for the CISO or CSO to push the strategy and solution to improve your organization’s security posture and reach their genuine objectives or KRA until and until they are at the leadership level.
Another issue is acquiring the correct skillset and then retaining it (talent acquisition and talent management). While this should be the responsibility of the organization’s Human Resource (HR) department, it has a direct impact on the security landscape, particularly from an operational standpoint. A lengthy search for qualified employees could divert resources away from critical day-to-day duties, such as strengthening a company’s cyber defenses and streamlining its network security operations, as well as divert the CISO’s attention away from new risks that the firm faces.


	Human error or inside threats: This is one of the most deadly and difficult-to-control sorts of threats. Whatever mode is used, the internal resource that has permission to view the data is responsible for it. Malicious insiders can be just as dangerous as external attackers if they have access to the company’s network, information, and assets. Many insiders already have accounts that provide them access to sensitive information while allowing them to bypass security barriers.
CISOs are responsible for the end-to-end security of data and information (the CIA principal), so they will very certainly be held liable even if an employee acts irresponsibly.


	Data privacy and protection: Many local governments, federal agencies, and international organizations have implemented specialized legislation such as HIPAA (for healthcare) and PCI (for payment card data) in recent years to ensure that user data is correctly collected, processed, stored, and shared (for payment processing). More thorough data protections have lately been provided to corporations as a result of recent advancements in the cybercrime arena.

	Buy-in from the leadership: Last but not least, and we will say the most important or priority challenge for any CISO, is to get the buy-in from the leadership. As previously stated, the CISO is having difficulty gaining a seat on the external leadership committee so that they may communicate their thoughts, strategy, and plan to the board of directors. Those who are fortunate are having difficulty articulating the appropriate language that the business wants to hear. CISOs are attempting to adapt business terminology so that they can deliver the case in a way that the leadership can grasp. We’ll go over ways to link security professionals with business leaders in detail.



Aligning security with business objectives

As previously stated, trust is crucial, and you must guarantee that you are entering the business understanding position. Businesses will always discuss what they know, which is how to grow revenue or how to reduce costs to improve the bottom line.

Although aligning security with business objectives should be a key concern, many firms fail to do so. As a cybersecurity leader, you should adhere to a set of procedures that will align you and your function with the business and help you achieve a unified goal. Here are a handful of suggestions that we would like to make.

Learn the game ~ know your business

A security leader who wants to better connect security with business goals should begin by knowing about the company. The following are the bare minimums that a CISO or security executive should study or know about the business side:


	The business objectives and vision statements of the organization

	Board priorities and main efforts CFO goals

	Trends in the industry and the markets that are directly related to your business



These are the key pieces of information that will assist the CISO in aligning the security strategy with the company’s overarching vision and goal. The traditional CISO role’s technical expertise is no longer sufficient. CISOs must be conversant in operations and be able to express security priorities in the business language in today’s world.

The CISO layer must have a broad understanding (rather than an in-depth understanding) of how business works. It’s vital to make sure that the security rules are covering the business objectives adequately.

For example, if you belong to Banking, Financial service, & Insurance (BFSI), the business needs to maintain 100% uptime for their systems and application and should have 7 years of backup retention. As a CISO, your policy should cover these things.

Security leaders must have a thorough understanding of the company’s operations and the board’s main priorities. As this study shows, it’s vital to make sure security measures are adequate to meet corporate goals. To stay on top of any changes and better understand how to apply security to these frequent dialogues, security leaders can take the initiative and attend business planning sessions.

Break the ice - Partner with executives and Board members

The CISOs need the CEO and Board members’ buy-in and support to align cybersecurity strategies with the organization’s business goals, but reality is a little different. According to an independent poll, just 40% of CISOs report directly to the CEO, and the remaining 27% report to a board member. The delta and grey regions in the basic mode of operations are highlighted in this way. The lack of a security leader who is connected to the CEO and Board of Directors is a massive mistake that poses a significant risk to the company.

It’s critical for the CISO and the business to communicate with one another to cover this bridge and ensure proper alignment. You can form an Infosec steering committee, which should include representatives from your departments and business groupings.

According to a Gartner report, by 2025, 40% of boards and CEO offices would have these types of steering committees, a major increase from the current 10%. This will undoubtedly assist CISOs and their organizations in adopting a more collaborative approach across the enterprise to achieve common goals.

Here are a few tips to consider while having the conversation:


	Avoid using excessively technical vocabulary; they are business folks, not technophiles.

	Be realistic about the threats that your business faces when presenting the argument.

	When it comes to budget approval, use a step-by-step or phased strategy.



Learn to speak “business language”

To stay together and grow faster, the CISO and the business should have a common language, and nothing works out better than adopting the business language. However, the current situation is a little different.

One in five (20%) executives believe the quality of information supplied by CISOs is not on par, according to a Gartner poll performed in 2021. On the other hand, according to another survey, 10% of CISOs believe that the executive layer/board members are uninterested in cybersecurity jargon and only want to hear about business risk. Now, to improve the situation on both sides, you must speak a language that is of mutual benefit to both parties.

CISOs must learn to present engaging narratives that directly integrate security with business objectives because board members are often involved or preoccupied with share price fluctuations, customer satisfaction, and the financial bottom line (to mention a few).

Money speaks ~ Align security with profit

Profitability, which is possible by having a competitive edge in the business, lies at the summit of every business’s pyramid structure for its business value.

We should take a pragmatic approach, as we mentioned previously. Your goal as an organization’s security leader should be to become more secure than the rest and not aim for the most secured company.

You must inject/adopt security at every tier to lead the market and acquire clients who understand security. This will and should speed up the overall business process. What you must remember is that you require a protection layer around your business landscape, regardless of how quickly you develop or how much your business size changes.

The moment you lose visibility is the moment security is in doubt.

Future security leaders

Leaders who are aligned with or have adopted business terminology in their thought process have a bright future. CISOs and CSOs must ensure that they have the proper process in place to answer the question, How secure is the business?

The way you measure and act to keep your risk score low will determine your future. Cybersecurity hazards must be translated into business risk language by CISOs and CSOs. The modern CISO can no longer focus on just one thread or deal with transactional issues; instead, they must advocate for both technology and business security, transitioning from a technology specialist to a business-aligned security leader.

Business-aligned security leaders are 8 times (8x) more confident in their capacity to report and manage their organization’s security and risk according to a Forrester analysis. Security leaders must have a comprehensive understanding of all their attack surfaces within the context of business risk to be effective strategic partners to the business.

Here are a few suggestions to think about or refer to as you put up the metrics to quantify the assessment.

Oversight

With established metrics to track and improve business alignment, a cybersecurity plan should be developed to complement the organization’s strategy. Here are a couple of guidelines or principles you should consider:


	A cybersecurity plan should be proactive and anticipatory.

	Security leaders must be active in informing and establishing a company strategy.

	When it comes to business performance and process improvement, you should constantly examine the set metrics and benchmarking techniques.

	Quantifiable risk analysis should be utilized to help prioritize mitigation initiatives and justify their costs.

	Within stated risk levels, the decision to address a risk should be based on optimizing business outcomes.



Technology


	To discover coverage gaps, automated vulnerability management assessments should be combined with measurements.

	Key risk and performance measures can assist you in determining how to maximize business data access while minimizing risk.

	Eventually, the security organization will have a comprehensive awareness and assessment of the full threat surface.

	All of this will give the firm better visibility into the security of its most vital assets, such as IT, OT, and IoT.



Process


	To prioritize and justify mitigation activities based on business needs and risk management objectives, a risk-based strategy should be used.

	Threat intelligence should be monitored and included for the likelihood of exploitation as well as asset value.

	Prioritize remediation based on a combination of asset criticality and vulnerability.

	Automated vulnerability assessments should be performed regularly.

	To integrate business risk management objectives into vulnerability prioritization procedures, automated processes must be implemented in the system.



People


	Business interests must be tightly matched with cybersecurity measures.

	Cost, performance, and risk reduction objectives should be aligned with business priorities by the security department in collaboration with business stakeholders.

	A Business Information Security Officer (BISO) or similar job should be established in the organization to engage with each line of business to reduce risk, boost security, and increase the value of the firm’s business information assets.

	IT operations and the security group should work closely together to guarantee that the most critical vulnerabilities are addressed swiftly and efficiently.

	Performance measurements must be reviewed with company stakeholders regularly.

	Regularly, the security organization should track its performance, costs, and risk management activities using set metrics.



Return on Investment (RoI) in cybersecurity

When it comes to business, return on investment (RoI) is undoubtedly the most essential measure. It addresses the question, What do I get for every dollar I invest? It’s quite simple to compute RoI in profit-generating activities like sales since Revenue - Cost = Profit. However, because cybersecurity is a cost center that does not create profit for the company, calculating the RoI is more difficult but not impossible.

Business outlook

Investment is one of the most significant parts of running a successful cybersecurity program for any firm. A precise and comprehensive cybersecurity strategy is vital for both the CISO and the board members to handle risk and improve company health and hygiene.

With regulatory scrutiny, compliance issues, and data breach attempts, the organization is being compelled to examine the strategy and broader cybersecurity program more closely.

The CISO’s main difficulty now is to choose the correct technology and get it approved internally from a return-on-investment standpoint, which should justify the cost. CISOs may quantify the value of a new security initiative to board members, illustrate how it corresponds with the company’s overarching strategic goals, and facilitate speedier decision-making by calculating cybersecurity RoI.

Definition and formula

This is going to be a little difficult. What is the value of a return on investment for something that never happens? You must obtain a Return on Investment (RoI). To put it another way, calculating cybersecurity RoI entails multiplying the average cost of an incident by the number of incidents a company can face in a particular period. Companies can then analyze if the cost of the solution and the decrease in incidents it will bring is worth the investment based on an estimate of prospective costs. The negative impact of an incident versus the resources available to prevent it is used to calculate the return on investment in cybersecurity.

With the help of an example, we will explain to you how to calculate the RoI. First, let’s understand the formula to calculate the RoI (with the help of Figure 2.1):
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Figure 2.1: RoI calculation formula
RoI = (Saving from Investment - Cost of Investment) / Cost of Investment * 100%

Savings from investment refers to the avoidance of negative consequences like hacking, data breaches, compliance issues, fines, and so on. The term cost of investment refers to the amount of money spent on cybersecurity services, solutions, and products.

Illustration

Let’s try to understand this with some examples. Here, we have some assumptions and then will calculate the RoI.

Investment

To calculate an RoI, you must first determine the amount invested. This can vary based on many factors.

For example - Company ABC is in the manufacturing sector. They invest $7,500 per month to work with a company to obtain 24/7 cybersecurity services. The investment will last for 3 years (36 months). For the sake of simplicity, the present value of money will be ignored in this RoI analysis.

Thus, the investment is $7,500 * 36 = $360,000

Returns

Fines: When personally identifiable information is lost in a data breach, it affects both the organization and the individual (PII). This information could be used to commit identity theft, hacking, or other illicit crimes. As a result, authorities want to shift the burden of proof to the businesses. We’ll use two examples to illustrate our point:

PCI fines are determined by a variety of factors, including the number of cards breached or compromised, the size of the organization, and the length of time the company has been out of compliance. Monthly fines can vary from $20,000 to $100,000. GDPR fines are also depending on the amount of data that has been breached. Fines can be as high as 4% of yearly income, or €20 million. Companies that experience a loss may also be liable for providing credit monitoring to customers who have been affected.

Example:

Following the scenario above, the firm ABC finds a cloud landscape configuration issue, which results in the data breach of 500,000 (0.5 million) user IDs. Though the amount of the fine varies depending on several criteria, let’s assume a minimum of $250,000.

Reputation or business loss

Building a brand, reputation, presence, and identity in the market takes years. The advantages of establishing and keeping a clean and favorable reputation have a direct positive impact on the company’s growth and sales. Knowing that your supplier or vendor is secure provides you with an immediate advantage in the race, and many companies display this information on their public websites, demonstrating how secure they are as well as the many security standards and certifications they follow or adhere to. A breach or data breach might damage your company’s reputation, which will have a direct influence on your sales and growth. Clients will be hesitant to conduct business with you or retain current relationships.

Example:

To continue with the example, ABC notified a data breach through a formal public statement, which resulted in the loss of upcoming new purchases. This figure can range from $100,000 to $1 million. Let’s pretend the loss is worth $500,000 for the sake of computation.

Intellectual property

We all understand how important intellectual property is to any company; it’s their trade secret, or secret sauce, in other words. Intellectual property is being stolen by competitors or nation-state actors. Coming up with IP that adds feathers to your total market worth and how you compare to your peers takes years of effort. An asset’s worth might be viewed as a result of the investment made.

Example:

Though there are a variety of methods for calculating the impact of losing IP to your competitors, the most straightforward method is to examine your financial report or the overall expenses incurred against it. Let’s pretend that Company ABC, a manufacturing unit, has lost one of its patents to a competitor for the sake of calculation. The typical time it takes to receive an IP on your name is roughly 18 months, and you paid around $200,000 for it.

Ransomware

One of the most well-known malware threats that have shook the world with its high-value ransom demand. In assessing RoI, the price paid to hackers is a physical figure. This risk can be mitigated by having a top-notch cybersecurity program. If a corporation fails to pay, the cost of replacing hardware and procedures becomes a subject of contention, both financially and in terms of effort and time.

Example:

Your essential and sensitive data is now at risk since company ABC fell victim to Ransomware. The average ransom paid to decrypt systems and files in 2019 was $36.295. For the calculation, we’ll use the same number.

Putting all of them together now

Although there could be many more contributors to the above list, we will only use this amount to compute the RoI. The RoI for this imaginary company from averting these scenario assaults is as follows:

($250,000 Data files + $500,000 business loss + $200,000 IP + $36,295 Ransomware) - ($270,000 Investment cost) / ($270,000 Total Investment cost) * 100%

→ $986,295 worth of potential damage (hypothetical) - $270,000 investment

→ $716,295 / $270,000

→ 2.65 *100% = 265% RoI of Cybersecurity Investment

Role understanding for the modern security leaders

It’s an insight that today’s information security leaders may still appreciate. The role of CISO is in flux, and it’s becoming increasingly evident that the talents that put you there aren’t going to keep you there, much less propel you further. The path to becoming a CISO is not the same as it has been in the past for individuals who want to lead in cybersecurity.

CISO responsibilities

If you want to change the world, start with yourself

You must develop a clear roles & responsibilities (R&R) matrix for your team to define and achieve a mature cybersecurity strategy, and you should always start with the leader - your organization’s CISO or CSO.

Once the CISO’s R&R has been established, the entire tree beneath them should match their charter with the CISO’s R&R. Here are a few of the crucial factors to consider when determining the CISO R&R. The depth and breadth of the R&R will be determined by the business objectives; nevertheless, security and business should always be considered together. As mentioned previously, these represent the breadth and depth of their R&R, and their team should be in charge of holding these items directly or indirectly from a RACI perspective. They are responsible for the overall security landscape as a CISO or security leader. Here is the list of functions that they own primarily (through direct or indirect reporting structure):


	Security operations: Analysis of urgent dangers in real-time, as well as mitigation, if something goes wrong. A CISO is required to participate in the development and approval of a comprehensive security plan. The strategy will take into account the entire lifecycle of information security operations, which will include the following:

	Taking a look at the IT danger landscape

	Creating risk-reduction policies and controls

	Taking the lead on audits and compliance projects


The CISO pulls together the organization’s key stakeholders, gets the required money and resources, and forms critical connections with external vendors and security specialists. Finally, the CISO is responsible for overseeing information security projects and workers across the firm to facilitate a smooth transition to risk-free and secure business operations.


	Cyber risk and threat intelligence: Keeping up with emerging security threats and assisting the board in understanding potential security issues that may occur as a result of acquisitions or other major business transactions.

	Security architecture and design: Planning, purchasing, and deploying security hardware and software as well as ensuring that IT and network infrastructure are built using the best security standards.

	Program management and governance: Implementing programs or projects that eliminate risks, maintain the stated baseline, and improve overall security posture to stay ahead of security needs. Assuring that all the aforementioned programs function smoothly and receive the funds they require and that business leadership recognizes their relevance.

	Digital Forensics & Incident Response (DFIR): Identifying what went wrong in a data breach, dealing with people accountable if they are internal, and devising a strategy to avoid a repeat of the same catastrophe.

	Compliance: The CISO must ensure that their company is flexible enough to meet changing compliance laws. This is especially important for worldwide firms that must adhere to a variety of regulations, and failure to do so can result in severe financial penalties. You should create requirements for all interested parties and collaborate with data protection initiatives to ensure that these requirements are met by the applicable rules.

	Stakeholder onboarding: Security projects frequently necessitate significant financial and human resources, which might be incompatible with stakeholders’ desire for maximum financial returns. The CISO is in charge of weighing commercial prospects against security risks that could jeopardize long-term financial benefits. The CISO establishes an effective communication plan and a channel between the opportunities and dangers connected with information security projects to safeguard the organization’s long-term success. We’ve already gone through how the business should be linked with security objectives in depth.



Effective communication - from CISO to business

The world has changed dramatically in the last few years, with some of the most significant changes occurring only in 2020. The sophistication of malicious attackers is increasing. The attack surface and vendor ecosystems have grown significantly, centering the security discussion on digital risk and risk tolerance. Despite significant investment in cybersecurity, the frequency and severity of attacks have not gone down; rather, the strategies have evolved.

The CISO’s major responsibility as the organization’s security leader is to communicate information regarding cyber risk to the business. However, to do so effectively, the CISO must be able to communicate security threats in commercial terms and assist the board in understanding how cybersecurity directly affects the firm.

Every debate will have its purpose and audience, so you’ll need to prepare the appropriate metrics and adjust your presenting style accordingly. The idea is to provide an easy-to-follow experience that seems natural.

To facilitate the discourse, I propose using slides with simple images or graphics-based charts or dashboards as well as 3 to 4 concise bullets and the point. Any supporting artifacts or detailed information should be included as an appendix so that it may be assessed as needed. Your presentation should have an educational feel to it, as though you’re educating the company on security posture and alignment with its goals.

Now we’ll look at a few instances to show you how to make your case logically. These might be used as a starting point or as a reference to breaking the ice.

Budget justification & review meeting

The return on investment (RoI) of security spending is more important than ever to board members. They want to see results, and they want results that are related to business outcomes. Collaborate with colleagues throughout the organization to determine how enhancements to security processes or programs have reduced risk and facilitated business expansion. Here are a few ideas for budget justification and review topics.


	How much have we spent this year compared to the previous year?

	Review of Key Performance Indicators (KPIs) and RoI (how did security help the business improve their performance and reduce the risk)

	Impact on the business



Annual planning and strategy meeting

The most significant thing for a CISO to provide at annual planning or strategy meeting is the yearly report card, which shows how security is aligned with the company or addresses their issue statement. The following are a few suggested topics for discussion at this meeting:


	Examine the organization’s overarching strategy and plan as well as where security fits in.

	KPI update and review of last year’s focus areas

	Benchmarking against competitors and peers at the moment

	Alterations to the risk profile (risk score or risk appetite)

	Summary of findings from separate studies

	Areas of focus for the coming fiscal year

	Budgetary constraints

	KPIs and outcomes forecasted



Monthly or quarterly reviews

The focus of your monthly or quarterly sessions should be on discussing your priority and its reasoning. Discuss the showstopper and what you’ll need from the business to avoid a major setback. Share a brief description of any recent security incident that has had an impact on the ecosystem as well as how your company is prepared to tackle it. The following are a few suggested topics for discussion at this meeting:


	KPIs are reviewed, and so are highlights from the previous meeting

	Benchmarking has been updated

	Major victories and defeats

	Initiatives in the works

	Alterations to the risk profile



Event-driven meetings

This is likely to be the most stressful meeting, but if you’ve done your tabletop exercises, you should be OK. Each board member’s and top management’s roles and responsibilities should be clarified during this meeting.

Overall, the most important issue is: Are we doing the correct steps to reduce risk? The CISO must be able to explain how the program is decreasing risk and how it is an active business enabler:


	What happened, and how did it affect you?

	What are the ramifications?

	Is there a problem with the law?

	Has anyone else in the industry been impacted?

	What steps have been taken to restore the situation?

	What is the expected outcome and the projected time for resolution?



Hygiene factors/tips for presentation

Here are a few things to bear in mind now that you know what the board is looking for:


	Resonance: The material you’re presenting must resonate with the board. Make sure you’re speaking in non-technical terms and concentrating on strategy and risk rather than bits and bytes.

	Transparency: The board needs to know exactly how the company’s cybersecurity posture will affect it. Cybersecurity is a company-wide problem, so the board should consider how it might affect every part of operations.

	Boundaries: You should understand the risk tolerance that the board has set. Any potential conflicts of interest between the CISO and the CIO or CTO should be resolved outside of the boardroom.



As a CISO, you’re responsible for obtaining threat intelligence data through various means. You’ll need to be ready to share information about a credible threat or threat actor with the board once you’ve gathered it. Presenting threats is a wonderful method to demonstrate that you’re concerned about the company’s health and adds to your credibility. Here are a few things to keep in mind when speaking with businesspeople:


	Spend no time attempting to explain who (or what) might be a threat. That isn’t relevant because cybersecurity is dynamic and always changing and evolving.

	Deal with the problem right away and move on to mitigation. Business wants you to arrive with as much information as possible. Bring a solution to the table, not simply a problem.

	Provide data-backed, actionable insights to the board.



Cybersecurity roadmap

The current increase in cybercrime has made it clear that your company must prioritize cybersecurity practices, but ad hoc security measures and decisions are not long-term answers. To move forward, you’ll need a thorough strategy and a risk-based approach as well as a cybersecurity roadmap as a guide.

While we will go over the cybersecurity plan in detail later, here are a few of the recommended stages for creating a cybersecurity roadmap.


	Understand and monitor your organization’s attack surface: Hundreds of thousands of digital assets are spread across countries, business units, and subsidiaries in your organization, making it difficult to define where risk may lurk. It could be due to a flaw in your perimeter firewall, a misconfigured ACL on your edge router, or an unpatched system.
As a result, identifying risk within your organization and within your scope limit is the first step to developing a cybersecurity roadmap. To acquire total visibility, a continuous scan of your network (core and extended) is a rapid and suggested way.

Assuming you have visibility and have implemented the appropriate solution, you’ll need a continuous monitoring solution to keep an eye on your environment from both a cybersecurity and performance standpoints.


	Benchmark your cybersecurity performance: As stated earlier, a completely secure ecosystem is a fiction that you cannot achieve. All you need to do now is maintain assessing and monitoring your surroundings to lessen the risk in any way possible. It’s critical to establish a standard or baseline for your organization; this will differ from one organization to the next, but everyone should have one. This will assist you in determining what security performance goals you should pursue and where you currently fall short.
This will be an excellent statistic for your executive reporting, and you should share the benchmark evaluation with them so they can see how your program compares to industry norms. This should be followed by a strategy for closing the gaps.


	Third-party risk management: Third parties and partner networks are an important element of your business ecosystem, but they can pose a risk to it. Attacks on supply chains, such as the SolarWinds hack, are becoming more regular, and managing these risks should be part of your cybersecurity strategy. Incorporate a plan to audit the third-party provider into your baseline template.
Establish acceptable risk levels and include them in contracts to guarantee that vendors are doing everything they can to satisfy your baseline and desired security performance standards. You should be able to handle any possible risk considerably in advance if you evaluate this data on a monthly or quarterly basis.


	Prioritize cybersecurity awareness and skills training: Security knowledge and associated training are critical to success, as we mentioned earlier in this chapter. Even if you fix every vulnerability and safeguard every asset in your digital ecosystem, your company is still vulnerable if a single employee clicks on a link in a phishing email or connects to the corporate network using a public Wi-Fi connection. Humans are involved in 85 percent of cyberattacks, whether intentionally or unintentionally.
Your benchmark template should have a clear roadmap for incorporating this awareness and skill sets into the organization’s DNA. Establish a regular cadence for your personnel. Start with a 4- to 6-month period and then test your staff to see how well they remember what they learned and adjust the training plan accordingly. Proper password management, Wi-Fi safety, the necessity of patching, acceptable usage, dos and don’ts while being connected to the corporate network, and so on are some of the topics to focus on. Include a strategy for your security team’s skill development. Based on the job function and specialty, it proposes relevant training areas.




Refer to your cybersecurity roadmap before investing in the latest and greatest new security controls. Consider it a strategic roadmap for gaining a clear, data-driven understanding of risk. You can better match your security program with business goals, prioritize security investments, measure success, and improve as a result of these insights.

Conclusion

As a result, we’ve seen and learned the importance of aligning your security executives with your business. The next generation of security threats necessitates a fresh strategy. You should elevate your organization’s security posture once you’ve gotten into the game and have a clear attitude toward integrating cybersecurity with business. You should be able to do the following as a security leader:


	Communicate confidently and clearly.

	Align your cybersecurity initiatives with your company’s goals.

	Define security benchmarks in line with business requirements by benchmarking both internal and external cybersecurity performance.

	Make vulnerability control a top priority with automated essential processes.

	Develop a thorough appraisal of the organization’s most important assets.

	Define metrics to illustrate the return on investment in cybersecurity.

	Present cybersecurity as a profit center rather than a cost center.



In the next chapter, we will start with an in-depth discussion and understanding of various building blocks for cybersecurity. The chapter will talk about perimeter security solutions including but not limited to its architecture, building block, and other technical jargon. It will also provide a brief on how to position these building blocks in sequential order.

Questions


	What are the typical challenges faced by CISOs in today’s world?

	Why is it recommended for CISOs to speak business language?

	What are the guidelines for accepting the role of future security leaders?

	Explain RoI with an example.

	Explain the KRA of CISO.







Section - II

Building Blocks for a Secured Ecosystem and Identification of Critical Components


Here, we will talk about the comprehensiveness of the landscape and what it includes. This will help you define the scope of your cybersecurity strategy along with dependencies identification. This section will also help you understand the critical components of your environment and which infrastructure components should be included and considered while uplifting the security ecosystem for the enterprise.





CHAPTER 3

Next-generation Perimeter Solutions


Perimeter security is one of the critical and core components of any security architecture, and no business should be without them. We will talk about firewalls overview, next-generation solutions, various modules and components of firewalls, and how they function and should be configured to provide their best usage. This chapter will also provide brief information about industry leaders for various functionalities.

The concept of a firewall has been discussed in the context of IT security for decades. Even today, technology serves an important role in enterprise security, allowing for secure network communication. As a mechanism for filtering out malicious traffic before it crosses from a public network into a private network, a perimeter firewall has ascertained its merit over the decades.

It has undoubtedly produced numerous variants, as with any durable technology. In this chapter, you’ll learn how perimeter security keeps network breaches at bay.

While we concentrate on laying the groundwork for a mature cybersecurity architecture, we must consider a few essential elements. While there is no limit to what you can or should implement as it all depends on your company’s needs, the current landscape, budgets, and a variety of other considerations.

In this chapter, we will learn about perimeter security, which is one of the fundamental or mandatory construction components.

Now, most firms have some form of perimeter security in the form of firewalls, VPNs, Proxy, or other similar devices, so what’s the big deal? Perimeter security components are a common security solution for most businesses, but in today’s evolving threat landscape, only next-generation security solutions can provide adequate protection and coverage for your expanding attack surface.

Structure

In this chapter, we will discuss the following topics:


	Firewall overview and understanding

	Firewall types and architecture

	Businesses need to have a strong perimeter security

	Deep packet inspection

	Web proxy and Secure Web gateway (SWG)

	Web Application Firewall (WAF)

	VPN solutions

	Zero-day attack protection

	IDS and IPS

	DoS and DDoS protection

	DNS Security

	Onboarding, adoption, and maturity path

	Guidelines for selection

	Leading technology players



Objectives

After completing this chapter, you should have a good understanding of the problem statement and need to have a perimeter security layer, its underlying components which you should be considering while building the perimeter level security solutions. The later section of this chapter will also help you understand the maturity path and how you should drive the conversation on the same. Finally, you will also get familiar with a few names who are leading this domain with their unique selling propositions.

Overview and concept understanding

Perimeter defense is one of the most important aspects of securing a network. In the most real and practical sense, the perimeter is the defender of the internal network against the rest of the internet. However, in the recent past, this definition has changed, and you need to pay more attention to the perimeter layer to uplift the defense mechanism to match the current cyberattacks.

Perimeter network

While the terminologies Perimeter Network and Firewalls are somehow used interchangeably, they hold a different meaning altogether. Though they belong to a common objective to reduce the attack surface, they have different meanings.

A firewall, on the other hand, is a component of the perimeter network whose objective is to filter out hostile traffic before it enters an organization’s internal network. Other components of a network perimeter include but are not limited to the following:


	Border routers: Routers are the network’s traffic routing and/or diverting traffic via static/dynamic routing protocols. They collect traffic from the source, analyze it using available routes, and then route it into, out of, and across networks. The border router is the last router under an organization’s control before traffic is sent to an untrusted network like the internet.

	Intrusion detection systems (IDS) and Intrusion prevention systems (IPS): The IDS serves as an alarm system for your network, detecting and alerting you to suspicious behavior. A single device or a collection of sensors deployed at strategic spots in a network can be used to create this system. In contrast to IDS, an IPS can attempt to defend the target without the need for direct interaction from the administrator. IPS will block the suspected threat based on the policies and configuration. Before your core network starts, IDS and IPS should be deployed at the perimeter layer.

	Demilitarized zones (DMZ): Small networks containing public services connected directly to and protected by a firewall or other filtering device are referred to as DMZs. These zones are mostly used to separate server or application workloads based on their functionality. For added security, the DMZ layer usually has an additional set of protection, and DMZ network traffic is tightly controlled and restricted with limited access to another zone network.



What is a perimeter firewall?

A perimeter firewall is a security application that protects the connection between your private network and public networks like the internet. To operate as the first line of defense in enterprise security, a perimeter firewall can be implemented as software, hardware, or both. A perimeter firewall inspects packets entering and leaving a private network and allows or blocks them depending on established rules known as access control lists (ACLs) or security rules.

Once the plan of execution is analyzed and defined, you can configure these rules to control inbound and outbound traffic as shown below:
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Figure 3.1: Typical positioning of perimeter firewall

The main purpose of putting in a perimeter firewall is to protect against external attacks. You can also use them to build segmentation and fight insider threats within your organization’s network. Peripheral firewalls can log and audit events in addition to providing the first layer of defense against attacks. These records can be used by network and security managers to identify user patterns and improve rule sets.

Types of firewalls

Let’s take a closer look at the many types of firewalls that you can have or intend to put in your organization based on your business needs. While we concentrate on next-generation firewalls, it’s always a good idea to brush up on the fundamentals before moving further.

A quick comparison will give you a nutshell of information here:








	
Firewall type


	
Advantages


	
Disadvantages





	
packet-filtering firewall


	

	A single device can filter traffic for the entire network

	Efficient and fast at processing packets

	Inexpensive

	Enables complex security policies through filtering on protocol headers

	Minimal impact on other resources, including network performance




	

	Incapable of filtering at Application layer

	Lacks broad context of feature sets

	Configuration is complex

	Vulnerable to spoofing attacks

	Access control is difficult to set up







	
Application-level gateway


	

	Capable of detecting and blocking attacks not visible at OSI model (layer-3 and layer-4)

	Obscures private network details

	Protect user anonymity

	Enables fine-grained / advanced security controls




	

	Complex configuration

	High maintenance

	High processing overhead

	Can affect Network performance







	
Stateful Inspection firewalls


	

	Capable of blocking types of attack that exploit protocol vulnerabilities

	Based upon architecture, can work on minimum ports, reducing the attack surface

	Capable of blocking multiple types of DoS attacks




	

	Can require niche/highly skilled resources for configuration and operations

	Not effective against the exploits of stateless firewalls

	High processing overhead







	
Next-generation firewalls


	

	Provides traditional firewall functionality combined with other security functions including IDS/IPS, advanced threat intelligence, malware scanning, zero-attack, etc.

	Capable of monitoring network protocols from layer-2 to layer-7 of OSI model

	Offers substantive logging capabilities

	More efficient at processing network traffic




	

	Consolidation of all security features in one box makes a single point of failure

	Requires a high-end upfront investment

	Depending upon the architecture, it may be process intensive

	Not all organization will need next-generation firewalls








Table 3.1: Firewall types and their comparison

Next-generation firewall (NGFW) solution - the first line of defense to your realm

Let’s start with how Gartner classifies the next-generation firewall. A next-generation firewall (NGFW) is a deep-packet inspection firewall that moves beyond port/protocol inspection and blocking to add Application-level inspection, intrusion prevention, and bringing intelligence from outside the firewall.

Next-generation firewalls, as its name implies, are a more advanced version of existing firewalls that provide the same benefits. Static and dynamic packet filtering, as well as VPN support, are used by NGFW to ensure that all connections between the network, the internet, and the firewall are valid and safe.

NGFWs provide stateful traffic inspection as well as a broad range of security capabilities, including IPS, web filtering, malware detection, URL filtering, encryption, and anti-virus protection. These features are all about security and limiting what people and systems may do as well as about avoiding network assaults. They also enable companies to prioritize which traffic is essential and which is not:
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Figure 3.2: Alignment of traditional landscape with next-generation firewall features

When a firewall is labeled as NGFW, it must meet certain minimal requirements in terms of features and functionality. Before purchasing one of these firewalls, make sure you know what features they have. An NGFW is, often, a collection of technologies grouped together under one label rather than a single component. Because modern network perimeters include so many entry points and users, better access control and security at the host is essential. NGFWs arose as a result of the necessity for a multilayer approach.

Traditional firewall features, application awareness, and an IPS are all integrated into an NGFW. NGFWs provide more context to the firewall’s decision-making process, similar to how stateful inspection was introduced to first-generation firewalls. Another way to think about NGFW is that it combines the features of classic firewalls, VPN concentrators, DoS appliances, proxy servers, and many more.

How different is it from tradition firewall? While there are many differences between the two, the capacity of the NGFW to filter packets depending on applications is the most significant. These firewalls have a lot of control and visibility over the apps they can discover through analysis and signature matching. They can discriminate between safe and undesired programs using whitelists or a signature-based IPS, which can subsequently be recognized via SSL decryption. NGFWs, unlike most traditional firewalls, also feature a way to receive future upgrades.

Need to have a strong and robust perimeter security solution

Unauthorized access prevention is a critical part of safeguarding business assets. The first line of defense is perimeter security, but there will never be a one-size-fits-all solution. Every property is unique, and it is exposed to variable amounts of risk.

Importance of next-generation firewall

This is a circumstance that I can connect to. It’s a dream come true for network security professionals to have next-generation firewalls in the correct corner of the network so that they can sleep well at night, but that’s not how the leadership sees it. They definitely need some good insights, either technical or business-related, to assist them to grasp and agree on a frequency.

Every day, threats to all types of devices (business, personal, BYOD, and many others) and bigger networks evolve. An NGFW’s adaptability protects devices and businesses from a far wider spectrum of intrusions.

Hackers will target any company they believe is vulnerable, not only the financial sector or a specific vertical. Hackers have infiltrated businesses of all sizes and across all industries. Small and medium-sized businesses (SMBs) are a particularly attractive target. Hackers take advantage of SMBs’ failure to invest in and/or implement the necessary security measures to keep their systems safe.

A patched system won’t defend your business against a zero-day assault, and relying solely on an up-to-date antivirus won’t protect you from the millions of new infections that are developed every day. Firewalls protect your network from security threats, but having the proper firewall is crucial (and you need NGFW to handle the zero-day attacks).

To make access to applications easier, cybercriminals are taking advantage of the fact that programs use non-standard ports. The insecure application creates a perfect environment for malware to proliferate across several endpoints. NGFW provides layer-7 (Application layer) inspection and protection.

Let’s take an example to get context: a user, Mr. xxx, plugs a cheap Wi-Fi access point into an open Ethernet socket within your network with the right intention to improve the Wi-Fi coverage. From an information security perspective, they’ve just opened a potential gateway for hackers, malware, and other cyberthreats to enter your network; especially if they use the access point’s default login credentials.

Good perimeter security systems, particularly NGFWs, will immediately detect this traffic pattern and transfer the logs to your central monitoring system or security operations center (SOC) for further analysis.

The benefit of having a next-generation perimeter security solution

The distinguishing and consolidated features of next-generation firewalls make them a one-of-a-kind alternative for all business lines, including those in various geographies and sectors. Here, we’ll go over a few quick technical and business advantages that will assist you in making the best decisions possible:


	Monitor network traffic: Threats can enter and leave your network, creating chances for threats to compromise your operations. Monitoring and analyzing the network can aid in the protection of your systems.

	Prevent hacking: Cybercriminals are continuing to launch increasingly complex attacks and threats. According to a 2020 CIS poll, external hackers were responsible for over 70% of breaches. With the rise in reported hackings, perimeter firewalls are more vital than ever in stopping external hackers from infiltrating a company’s network.

	Prevent virus attacks: Antivirus and antimalware signatures are built into NGFW, preventing dangerous files from entering the network and preventing virus attacks.

	Promote privacy: No one wants their data to be stolen, especially when it’s clear that they might have prevented the breach. When you work to keep your customers’ data safe regularly, you establish a trusting environment. Data protection subscriptions, such as file extensions, file kinds, and patterns, are included in NGFWs, allowing you to use the DLP solution at the perimeter layer. Furthermore, a few OEMs include machine learning and artificial intelligence (AI) technologies in their NGFW, which will push this to a new level. In a nutshell, it will aid in the enhancement of your security posture.



Critical components of Next-generation Perimeter solution

Now, we will talk about the critical components and what role they play to make a perfect or matured ecosystem for next-generation perimeter security.

Deep packet inspection (DPI)

Deep packet inspection, also known as DPI, information extraction, IX, or complete packet inspection, has various names. This is a sort of packet filtering used in networks. Deep packet inspection examines the data and header of a packet as it passes through an inspection point, removing any non-compliant/non-legitimate binaries mapped to protocol, spam, viruses, intrusions, and other set criteria to prevent the packet from passing through:
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Figure 3.3: Alignment of traditional landscape with next-generation firewall features

DPI goes beyond packet header inspection when compared to ordinary packet filtering. Based on the setup and signature, it can identify, detect, categorize, block, or reroute the packet. It merely examines the header information of each packet using traditional packet filtering. Due to technological restrictions at the time, this was a more basic and less comprehensive approach to packet filtering than the present one. The processing capacity of firewalls was insufficient to handle high amounts of packets. In other words, traditional packet filtering was like reading a book’s title without understanding or evaluating the content inside the pages. Deep packet inspection became possible with the introduction of new technologies.

Working principle and inspection technique

DPI is a type of packet filtering that is normally performed by your firewall. This is done at the Application layer (layer-7). The content of a packet passing through a checkpoint is evaluated by DPI. DPI calculates what needs to be done with these packets in real time using the rules and policies set and assigned by your administrator. DPI can inspect the content of these packets, assess the source and destination as well as their routes, and identify the destined application or service throughout the inspection.

DPI is used by two main types of products: firewalls with IDS features, such as content inspection, and IDS/IPS systems that try to protect the network rather than only identify assaults. The most common deep packet inspection techniques include, but are not limited to, the following:


	Pattern or signature matching: Pattern or signature matching is one technique for using firewalls with IDS capabilities that scan each packet against a database of known network attacks and match them with their related signatures before proceeding. The disadvantage of this strategy is that it only works for known attacks and not for those that have yet to be discovered.

	Protocol anomaly: Protocol anomaly is a method of combining firewalls with IDS characteristics that employ a default deny approach, which is an important security principle that is ideally advised but seldom implemented. Protocol definitions are used to establish which content should be authorized via this method. Protocol anomaly’s key advantage is that it protects against unknown attackers.

	IPS solutions: DPI technologies are used in some IPS solutions. These systems perform like in-line IDS, but they have the added capability of blocking identified threats in real time. One of the most difficult aspects of adopting this technique is the possibility of false positives, which can be reduced to some extent by implementing conservative policies.



Challenges that you may face while onboarding the DPI

No technology is perfect, and you always have room for improvement. Based on my experience, here are a few of the weaknesses you should be aware of and plan your solution accordingly:


	DPI is particularly successful at preventing attacks like DoS, buffer overflow, and various forms of malware, but it may also be used to perpetuate them.

	While DPI is quite successful at identifying and blocking malicious traffic, it might make managing your firewall and associated components a bit more complicated. For efficient and better operations, make sure to evaluate and update your packet inspection policies on a regular basis.

	HTTPS and VPN tunnel traffic are natively encrypted and require the SSL decryption function to execute DPI, so you must exercise caution when handling them.



The use case for DPI

DPI has a variety of applications, and we’d like to highlight a few of them here for a better understanding. It can function as an intrusion detection system or as a hybrid of intrusion prevention and detection. It can detect specific attacks that your firewall, intrusion prevention system, and intrusion detection system are unable to detect.


	Traffic prioritization: Network managers also employ deep packet inspection to help with network traffic flow. If you have a high-priority message, for example, you can use deep packet inspection to let high-priority data pass through before lower-priority data. You can also prioritize mission-critical packets ahead of regular surfing packets. Deep packet inspection can be used to throttle or slow down the rate of data transfer if you’re having trouble with peer-to-peer downloads. DPI can also be used by ISPs to improve their ability to prevent IoT devices from being exploited in DDOS attacks by preventing harmful requests from devices.

	Stopping data leaks: DPI can also be used to examine outbound traffic as it leaves the network. As a result, businesses can implement filters and procedures to avoid data leakage. DPI can assist you in preventing information leakage, such as when emailing a confidential file.

	Content policy enforcement: DPI improves application visibility, allowing you to restrict or prohibit access to illegal or questionable applications. DPI’s analytical skills can also be used to prevent usage patterns that are against company policy. DPI can also be used to prevent unwanted access to data that is specific to the company’s authorized applications.

	Blocking malware: DPI can be used in conjunction with algorithms to detect threats and then stop malware. DPI will catch malware before it enters your network and endangers its assets if you have a next-generation firewall (NGFW) at the network’s edge.



DPI can also provide managers with visibility across the entire network, evaluating activities using heuristics to detect anything out of the ordinary. Heuristics entails scrutinizing data packets for anything out of the norm that could indicate a potential threat.

Web Proxy and Secure web gateway (SWG)

Let’s look at what a web proxy is and why you should have or plan to have one in your ecosystem. The internet is an important part of how we work, live, and play, so it is also a hotspot for cybercrime. The volume, complexity, and sophistication of web-based threats are at all-time highs, and organizations are being targeted more than ever before.

Many businesses have responded by rethinking their web security strategies, which is a healthy move. Unfortunately, certain false and unproductive assumptions about contemporary web security technology, notably secure web gateways, also known as web proxy solutions, have resulted. A closer look into web proxy architecture reveals that it is more important than ever before and that it is the only design capable of providing complete protection against today’s online-based threats. This section gives a quick overview of web proxies’ capabilities, why proxy architecture is still a critical component of a comprehensive web defense, and how web proxies can be used in conjunction with other solutions like NGFW to strengthen an organization’s defenses against advanced web-based threats.

Definition

A web proxy is a server, device, or module that manages traffic between and within websites. A user typically fills in the URL of a website they want to see, and the browser transmits the request to the web proxy. The web proxy then reviews the request and performs security-related activities, such as authentication and authorization, before sending the request to the server hosting the page if there are no concerns. Before transmitting the requested content to the user’s browser, it additionally scans it for malware and other risks. In actuality, the web proxy acts as a web traffic quarantine service. It analyses all traffic between users and HTTP/HTTPS sites and categorizes all URLs so that dangerous sites or pages can be recognized and blocked while good URLs can continue to be accessed in accordance with policy.

Misconception between a web proxy and secure web gateway (SWG)

The terms secure web gateway (SWG) and web proxy is frequently used and noticed interchangeably. It’s crucial to note, however, that not all SWGs are proxies. When SWGs were initially launched, they were used to enforce company or organizational policies, such as prohibiting online buying during business hours. To provide complete protection against web-based cybercrime, malware, and phishing in today’s cyberspace, the SWG must include a web proxy.

Why? Because requiring a proxy in the SWG ensures that all traffic is ended at the proxy, and when all web traffic is terminated at the proxy, the proxy has the capacity to scan 100% of the content passing through it and wait for an analysis result before releasing the data to the user. The proxy can also perform authentication and verify that no traffic is sent to the internet without being inspected or controlled.

The following image will help you understand the working concept of SWG with web proxy solutions:
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Figure 3.4: Conceptual diagram of SWG

Secure web gateway (SWG)

By enforcing business policy and filtering internet-bound traffic, a secure web gateway (SWG) protects your firm from online security threats and infections. An SWG is a network security service that sits between users and the internet, analyzing web requests against company policies to guarantee dangerous applications and websites are blocked and inaccessible. To provide enterprises with strong online security, an SWG includes critical security technologies such as URL filtering, application control, data loss prevention, antivirus, and HTTPS inspection.

The following are the benefits of SWG:


	Access to harmful and high-risk websites and applications is blocked.

	It ensures that policies and regulations are followed.

	A multi-layered security architecture prevents malware attacks and detects affected devices.

	It provides remote workers with security by enforcing enterprise security regulations while allowing them to stay connected no matter where they are.



The following are the features of the SWG:


	URL filtering: It’s a URL-based web security solution that prevents employees from accessing malicious or unsuitable information and enforces bandwidth restrictions on streaming services. Based on URL category, people, groups, or computers, internet traffic is either blocked or allowed. Administrators can use URL filtering to find out which employees are accessing which websites and when they are accessing them.

	Application control: It allows administrators to set specific web security policies based on users, which can be used to identify, prohibit, or limit the use of web apps and widgets. This keeps the data utilized by and shared between applications within your company private and secure.

	Data Loss Prevention (DLP): The DLP feature set ensures that sensitive and vital data does not leave your organization’s network. By monitoring data transit and complying with industry compliance regulations and standards, data loss prevention safeguards your firm against the unintended loss of valuable and sensitive information.

	Antivirus software: Antivirus is software that has prevention, detection, and removal module for viruses, Trojans, and adware. Antivirus employs real-time virus signatures to proactively stop threats and manage online security services to keep an eye on your network and respond quickly to incidents and attacks.

	SSL inspection: On secure web gateways, HTTPS inspection scans and secures SSL encrypted traffic passing through the gateway. HTTPS inspection gateways decrypt traffic with the sender’s public key, inspect and safeguard the content, and then re-encrypt the material to deliver it back to the sender. With a simple administrator policy definition, encrypted content passing through a gateway that does not need to be reviewed, such as access to financial or healthcare websites, can be avoided.



Summary

Consider using the SWG with web-proxy capabilities at your perimeter layer to establish a mature perimeter layer security. Now, this does not mean you should abandon the NGFW; rather, you should employ them in tandem to ensure total coverage. Web proxies should be the foundation of any solid security solution in the SWG solution.

Today, the only option to assure complete protection against web threats is to use a proxy-based secure web gateway architecture to intercept all web-bound data. Protecting your mission-critical network from inbound threats should be a primary priority, and all web-bound traffic should be processed through proxy architecture by your SWG. Using a secure web gateway solution from one of the industry’s leading OEMs and partners allows you to analyze all traffic and implement policies to prohibit threats that are both well-known and discovered in real-time.

Perhaps more importantly, utilizing proxy architecture to fight against web-borne risks allows you to perceive security in a new perspective – not just as a line of defense against the unfathomable but also as a source of economic empowerment.

Given the present pandemic situation, a cloud-based secure web gateway solution, which is the way of the future, is in high demand. In the next chapter, we’ll discuss this future requirement and offer some suggestions for you to think about as you construct your future roadmap. However, keep in mind that you must obtain your basic building blocks before moving on to the next stage of your ecosystem’s development.

This is because when you can stop worrying about potential threats, you can start focusing on new possibilities.

Web Application Firewall (WAF)

Web Application Firewall (WAF) as its name suggests, protects web applications by filtering and monitoring HTTP/HTTPS traffic between a web application and the internet. It usually defends online applications against threats including cross-site forgery, cross-site scripting (XSS), file inclusion, and SQL injection. A WAF (in the OSI model) is a protocol layer 7 defense that is not designed to fight against all forms of attacks. This type of attack mitigation is usually part of a larger set of technologies that work together to provide comprehensive protection against several threats.

A WAF acts as a barrier between a web application and the internet when it is deployed in front of it. A WAF is a type of reverse proxy that protects the server from exposure by having clients pass through the WAF before reaching the server. While a proxy server protects a client machine’s identity by using an intermediary, a WAF is a type of reverse proxy that protects the server from exposure by having clients pass through the WAF before reaching the server.

A WAF is controlled by a set of rules known as policies. By filtering out harmful communications, these policies try to guard against application vulnerabilities. The value of a WAF is derived in part from the speed and ease with which policy modifications may be made, allowing for a faster reaction to various attack vectors; for example, rate limiting can be swiftly introduced by modifying WAF policies during a DDoS attack.

Understanding the difference between WAF and Perimeter firewall

A WAF protects online applications by focusing on HTTP traffic. A typical firewall, on the other hand, creates a barrier between external and internal network traffic. A WAFlies between external users and web applications, analyzing all HTTP traffic. Malicious requests are then detected and blocked before they reach users or web applications.

WAFs protect business-critical online applications and web servers from zero-day threats and other Application-layer assaults as a result of this. This is becoming more critical as companies invest in new digital efforts, which might expose new web apps and application programming interfaces (APIs) to attack.

To prevent attacks, a network firewall protects a secured local-area network from unauthorized access. Its main goal is to distinguish a secure zone from a less secure zone and control communication between them. Without it, every computer with a public Internet Protocol (IP) address is vulnerable to attack from outside the network.

The WAF is often placed between the perimeter firewall and the web application in a normal deployment situation. While the perimeter layer protects non-web traffic at layers 3 and 4, WAF plays a critical role in providing proper protection for web applications. The following diagram should explain a quick working flow:
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Figure 3.5: Positioning of Firewall and WAF

Application traffic vs. network traffic

Unauthorized access to private networks is mitigated or prevented by traditional network firewalls. Any other access attempts are prohibited by firewall policies, which specify the traffic that is allowed onto the network.

A WAF is a firewall that focuses on application traffic. It secures HTTP and HTTPS traffic and applications in the network’s internet-facing zones. XSS attacks, distributed denial-of-service (DDoS) attacks, and SQL injection attacks are all protected by this.

Protection layers

The layer of security that application-level and network-level firewalls operate on is the most significant technical distinction. The Open Systems Interconnection (OSI) model, which specifies and standardizes communication functions in telecommunications and computing systems, defines these.

At the application level of the OSI model, WAFs guard against assaults at layer 7. Ajax, ActiveX, and JavaScript attacks, as well as cookie manipulation, SQL injection, and URL attacks, are all examples of this. They also go after the HTTP and HTTPS web application protocols, which are used to communicate between web browsers and servers.

Web attack vs. unauthorized access

WAF solutions defend enterprises against application-targeted web-based attacks. Hackers may access the broader network without an application firewall if web application vulnerabilities were exploited. WAFs protect businesses from common web attacks like DoS, SQL injection, and XSS.

Unauthorized access and traffic entering and exiting the network are protected by network firewalls. They defend devices and systems connected to the internet from network-wide threats. Examples of frequently used network attacks include but are not limited to Unauthorized access, Man-in-the-middle, and privilege escalation.

Need to have a WAF

You must comprehend the importance of having a WAF in your ecosystem, which will aid you in persuading your leadership of the genuine requirement and cause as well as aligning it with your business objectives. The business benefits include but are not limited to the following:


	Effective defense against known threats and vulnerabilities

	Application risk specific custom configuration

	Protection against DDoS attacks detection and protection against bad bots

	Improved site performance



WAF implementation types

Consider the business need, your intended application, its architecture, and other connected components when choosing a WAF solution and implementation approach, and then make the best decision. A WAF can be implemented in one of three different ways, each with its own benefits and shortcomings:


	A network-based WAF is generally hardware-based. Although they reduce latency because they are installed locally, network-based WAFs are the most expensive solution and also necessitate the storage and maintenance of physical equipment.

	A host-based WAF can be entirely incorporated into the software of an application. This approach is less expensive and more customizable than a network-based WAF. The consumption of local server resources, implementation complexity, and maintenance expenses are all disadvantages of a host-based WAF.

	Cloud-based WAFs are a cost-effective and simple-to-implement solution; they usually come with a turnkey installation that requires only a DNS update to redirect traffic. Cloud-based WAFs also offer a low upfront cost, as users pay for security as a service on a monthly or annual basis. Because customers take over the responsibility to a third party when using a cloud-based WAF, several functionalities of the WAF may be a black box to them.



Deployment objectives while selecting the WAF solution

Considering the fact that your cybersecurity solution should be aligned with the business requirements, here are a couple of objectives that you should consider:


	Make sure your WAF supports your application security objectives: There are many WAF solutions available, each with varying security features and techniques for both identifying and preventing attacks. Make sure that any WAF you choose supports your specific application security objectives.

	Carefully evaluate and test your WAF solution: It may be useful to test any WAF solution you are considering before making a final choice on whether to implement it in order to really understand how it may act as an integral element of your application security program. These technologies are not mutually exclusive and can be used in tandem for the most comprehensive coverage, so you can examine and understand how they will work in conjunction with other application security solutions you may be utilizing, such as RASP.

	Consider what in-house resources you will need: Consider what in-house resources you’ll need to make the most of a WAF solution when you’re considering it. You may find that you need to add more skills and capabilities to your security team, or you may want to think about how deploying a WAF would affect your team’s existing security processes.



VPN solutions

The world is becoming more decentralized, with workers dispersed across the globe. This clearly defines the need for a secure connection to the corporate network. The term virtual private network refers to the ability to create a secure network connection while using public networks. VPNs encrypt your internet traffic and hide your true identity on the internet. Third parties will have a hard time tracking your online activities and stealing data as a result of this. The encryption is carried out in real time.

VPNs are used in the enterprise for various reasons, including remote access for users connecting to the corporate network from home or on a mobile device, intranet connections between fixed locations like branch offices, extranet connections with business partners like suppliers and customers, and WAN replacement for geographically dispersed networks:
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Figure 3.6: Conceptual diagram of VPN between Client and Server

VPN can be less expensive as a WAN substitute since it requires less maintenance and has greater scalability. However, when connections are tunneled across the internet, network reliability and performance may become a concern.

Business and technical need for a VPN solution

A VPN connection encrypts and secures your online data transmission from prying eyes. Anyone with network access and a desire to see unencrypted data can do so. Hackers and cyber thieves are unable to decode this data when using a VPN.


	Secure encryption: An encryption key is required to read the data. In the event of a brute force attack, a computer would take millions of years to decrypt the code without one. Even on public networks, your online activities are masked with the help of a VPN.

	Disguising your whereabouts: VPN servers work as proxies for you on the internet. Your exact location cannot be established since the demographic location data comes from a server in another nation. Furthermore, most VPN providers do not keep track of your activity. Some providers keep track of your actions but do not share them with third parties. This means that any possible record of your user behavior will be completely erased.

	Access to regional content: It is not always possible to access regional web content from anywhere. Content on services and websites is frequently restricted to various regions of the globe. To establish your location, standard connections use local servers in the nation. This means you won’t be able to access content from your home while on the road, and you won’t be able to access overseas content from your home. With VPN location spoofing, you can change your location by connecting to a server in another country.

	Secure data transfer: It is not always possible to access regional web content from all locations. Content that can only be accessed from particular parts of the world is frequently seen in services and websites. To determine your location, standard connections use country-specific servers. This means you won’t be able to access content from your house while traveling, and you won’t be able to access content from abroad from your home. By using VPN location spoofing, you may practically change your location by switching to a server in another country.



Types of VPN

When choosing a VPN solution, you should evaluate your needs, target audience, and device as well as the type of VPN. It is not required that you use only one form of solution. It’s not a good idea to take a one size fits all strategy. Here is the list of VPN types that you should be familiar with and consider while working towards the VPN solution.

There are four types of VPNs:


	A firewall-based VPN is equipped with both a firewall and VPN capabilities. This type uses firewall protection to restrict access to an internal network while also providing address translation, user authentication, alarms, and logging.

	A hardware-based VPN provides high network throughput as well as improved performance and reliability but is also expensive.

	A software-based VPN provides flexibility in terms of how traffic is managed. This is best for when endpoints are not controlled by the same party and when different firewalls and routers are used.

	A secure socket layer (SSL) VPN (also known as clientless VPN) enables users to connect to VPN devices using a web browser. SSL encrypts data transmitted between the web browser and the VPN equipment.



Functionality that should be included in your VPN solution

These are the features you should expect from a comprehensive VPN solution:


	Encryption of your IP address: A VPN’s principal function is to conceal your IP address from your ISP and other third parties. This lets you communicate and receive information over the internet without fear of it being seen by anybody other than you and your VPN provider.

	Encryption of protocols: A VPN should also protect you from leaving traces, such as your browsing history, search history, and cookies. Cookies’ encryption is particularly significant since it prevents third parties from having access to sensitive data such as personal information, financial information, and other website content.

	Kill switch: Your encrypted connection will be disrupted if your VPN connection is unexpectedly disconnected. A decent VPN can identify this unexpected downtime and shut off pre-selected programs, lowering the risk of data compromise.

	Two-factor authentication: A powerful VPN verifies everyone who tries to log in using authentication methods. For example, you may be asked to provide a password before receiving a code on your mobile device. Uninvited third parties will have a hard time accessing your encrypted connection as a result of this.



Must-have security features

While it has been established that the company needs a VPN solution to continue their operations and that they must rely on one of the VPN solutions, the question remains: Are VPNs secure? There are security issues involved with VPNs if you take a pragmatic perspective. A few of the real time examples includes:


	VPN hijacking in which an unauthorized user takes control of a VPN connection from a remote client

	Man-in-the-middle attacks, in which the attacker is able to intercept data

	Split tunneling, in which a user accesses an insecure internet connection while also accessing the VPN connection to a private network

	Malware infection of a client machine granting a client machine access to a private network



Enterprises should consider additional VPN security features when selecting a VPN product to meet these threats. The must-have security features include the following:


	Support for strong authentication

	Strong encryption algorithms

	Support for anti-virus software and intrusion detection and prevention tools

	Strong default security for administration and maintenance ports

	Digital certificate support

	Logging and auditing support

	The ability to assign addresses to clients on a private network while ensuring that all addresses are kept private.



The following diagram will explain a minimum structure that any organization should have for their VPN solution:
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Figure 3.7: Critical components to secure VPN Tunnel

Best practices while implementing the VPN solution

The following are some of the best practices to be followed while implementing the VPN solution:


	Update the latest fixes and configurations on VPNs, network infrastructure devices, and remote employee devices.

	Use strong passwords or use multi-factor authentication on all VPN connections.

	In order to prepare for widespread use, IT security staff should verify VPN limits.

	If possible, security professionals should prioritize users that require larger bandwidths using techniques such as rate-limiting.

	Use the appropriate protocol: we prefer the L2TP protocol if you’re using a VPN mostly for added security.

	Fix a DNS leak: When you use a VPN, you connect to the internet using your VPN provider’s DNS server. When you go online, though, your default DNS server may appear. If you look at your VPN’s DNS, you’ll notice that it’s not leaking information.

	For VPN access, use the strongest authentication and encryption mechanism feasible.



Leading VPN OEMs

Here is the recommended list of OEMs that you may want to consider while working on your VPN solution for your organization’s requirements:


	F5 Networks

	Cisco Systems

	Pulse Secure

	SonicWall

	Citrix

	Barracuda

	Check Point

	Palo Alto Network

	OpenVPN



Zero-day attack protection

Unknown hazards pose the greatest risk to enterprises and are the most difficult to prevent. While we prepare the network to combat known vulnerabilities, we also need to find a way to deal with new vulnerabilities; yes, dealing with zero-day attacks is becoming a high priority for the perimeter security team.

Definition and quick understanding

A zero-day vulnerability is a software flaw that is discovered by attackers before it is detected by the vendor. Zero-day vulnerabilities have no known patch, and user systems have no safeguards in place, making attacks very likely to succeed.

A zero-day exploit is a tactic or methodology used by threat actors to attack systems with unknown vulnerabilities. Zero-day malware, for example, is a malicious program designed by attackers to exploit a zero-day vulnerability.

A zero-day attack is when a zero-day exploit is used to break into, damage, or steal data from a system that has a vulnerability.

In this chapter, we will limit our discussion to how zero-day attacks should be prevented at the perimeter layer. To protect against zero-day attacks, you should use a next-generation firewall positioned at your edge layer. Every next-generation firewall player includes a sandbox feature that aids in the detection of zero-day attacks. It operates by isolating potentially harmful or risky code from the rest of the organization’s infrastructure. It can be evaluated safely in this manner, without jeopardizing your operating system or host devices. If a threat is identified, it can be eradicated before it becomes a problem. There are a variety of deployment choices to choose from, depending on your business needs.

Benefits of having a sandbox feature at the perimeter layer

Let’s look at the benefits in detail:


	Does not risk your host devices or operating systems: The fundamental benefit of sandboxing is that it keeps your host devices and operating systems safe from malicious software.

	Evaluate potentially malicious software for threats: You can test new software for dangers before implementing it if you’re working with new suppliers or untrustworthy software sources.

	Test software changes before they go live: If you’re writing new code, you can use sandboxing to test it for vulnerabilities before releasing it.

	Quarantine zero-day threats: You can quarantine and eradicate zero-day threats via sandboxing.

	Complement other security strategies: Sandboxing is a strategy that works in conjunction with your other security products and policies to provide you with even more protection.
Only protect against unknown attacks at the firewall level (applicable with NGFW). The threat models are constantly fine-tuned in the cloud, and the NGFW sandbox functionality enables real-time threat monitoring and prevention. Several NGFW players offer signatureless protection against harmful content in common file formats in real time, with no need for cloud analysis, no content destruction, and no loss of user productivity.


	Root out malicious behavior in all traffic: By combining threat intelligence, analytics, and correlation with enhanced capabilities, the sandbox capability finds files with potentially dangerous behaviors and then offers judgments based on their actions.



What to look for in a zero-day security solution?

Though zero-day protection is only available with the major NGFW players, one should check the datasheets to make sure it includes at least a few, if not all, of the following feature’s sets:


	AI or ML-powered Sandbox solution

	Option to deploy Cloud-based or Appliance based solution

	Provide automated breach protection

	Out-of-the-box reporting and logging functionality

	Ability to leverage its broader ecosystem for threat intel and prevention techniques

	Ability to perform static and dynamic analysis

	Third-party integration functionality



Deployment options

Cloud-based software has grown in popularity as a result of its ability to enable remote working, lower prices, and backup and recovery possibilities. Sandboxing in the cloud offers several advantages, just like traditional IT activities.

Sandboxing in the cloud has the same broad concept as sandboxing on the ground. It entails testing downloads, URLs, and programs in a sandboxing environment, but in the cloud rather than on-premises hardware. When a sandboxing environment is hosted in the cloud, it is isolated from your computer and other network devices.

You run a larger risk of contamination when you run questionable files on your computer or in-house network. Sandboxing allows companies to keep code or data isolated from their major IT resources by investing in pricey equipment that mimics their primary configuration. With cloud-based sandboxing, however, the cloud protects your on-premises equipment from any potential malware consequences.

Sandboxing on physical appliances, on the other hand, entails inspecting files, URLs, and code on your on-premises hardware without exposing the rest of your system to risk. This could be a problem for remote workers because they are physically isolated from the sandbox environment once they leave the office, so whatever testing they were performing would have to halt.

Summary

While both deployment choices offer comparable and appropriate levels of protection, the cloud version is clearly the winner and the recommended solution in terms of operations.

Intrusion Detection System (IDS) and Intrusion Prevention System (IPS)

Intrusion detection is the act of continuously monitoring and analyzing network events for signals of potential incidents, violations, or threats to your security policy. The technique of doing intrusion detection and subsequently terminating the detected instances is known as intrusion prevention. IDS and IPS are security solutions that become part of your network to detect and prevent potential occurrences.

IDSs and IPSs each have their own set of benefits and drawbacks. It’s critical to weigh the tradeoffs between system availability and usability and the necessity for security when choosing a system for a certain use case.

An IDS allows an attacker to cause harm to a target system, but a false positive detection by an IPS might have a detrimental influence on the system’s use.

Need to have an IDS/IPS for your network/business challenge

A typical corporate network has a number of public and private network access points. The problem is to make these networks secure while keeping them accessible to clients. Attacks are now so sophisticated that they can bypass even the most advanced security solutions, particularly those that still believe that networks can be guarded by encryption or firewalls. Unfortunately, those technologies aren’t enough to combat today’s threats.

IDS and IPS continuously monitor your network, detecting and logging potential incidents, halting them, and reporting them to security managers. Furthermore, some networks employ IDS/IPS to detect flaws with security regulations and dissuade persons from breaking them. IDS/IPS can block attackers while they gather information about your network, so they have become a critical addition to most organizations’ security infrastructure.

Deploying criteria for IDS and IPS

It needs deliberate planning to use a layered approach to network security that won’t overwhelm you with false alerts. Here are some steps to follow to obtain the best outcome:


	Gather as much information on your host applications, operating systems, and network traffic trends and protocols as feasible.

	Create a detailed security strategy and plan that spells out exactly what belongs and doesn’t belong to your network.

	Choose and deploy your IDS and IPS solutions where they will give the most effective protection based on the existing traffic and policy information.

	Consider implementing an IPS to defend the perimeter and potentially one or two important network segments. With IDS, you can keep an eye on other crucial areas.

	Check that your IDS or IPS can give the alert and forensic information views you need as well as the ability to assign varying levels of priority to alarms.

	To monitor and restrict traffic, make sure you’re using a realistic technique to switch between IDS and IPS modes.

	Don’t use all your IPS filters at the same time. Begin by turning on filters that will block the most evident and contextually relevant attacks, and expand gradually, assessing the influence of each filter.

	Remove unneeded IPS filters and IDS signatures using the network and policy information you’ve acquired.

	To suppress irrelevant notifications, consider investing in an auditing and alert correlation system (something similar to a SIEM solution).



Here are a few pictorial representations that will help you to understand the position of IDS and IPS systems/modules:
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Figure 3.8: Perimeter layer without IDS and IPS
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Figure 3.9: Perimeter layer with the positioning of IDS
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Figure 3.10: Perimeter layer with the positioning of IPS

With the advancement of NGFW at the perimeter layer, the majority of OEMs have integrated IDS and IPS modules into NGFW appliances, resulting in a more comprehensive and manageable solution.

Workflow to upgrade from IDS to IPS functionality

As mentioned previously, you should take a phased approach to implement IPS in your network because it will have a direct influence on business disruption and productivity.

You should begin by installing an IDS module in the environment, which will allow you to monitor real-time traffic and compare it to signatures. This procedure will assist you in conducting log analysis and making proper decisions for valid traffic as well as identifying exceptions. After you’ve completed your analysis, you may begin customizing the exception and policy ruleset as well as enabling IPS:
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Figure 3.11: Workflow to uplift the landscape from IDS to IPS

DoS and DDoS protection

In the race against cyberattacks, denial of service (DoS) and distributed denial of service (DDoS) have recently gained the lead, despite the fact that they are some of the oldest and most straightforward methods of disrupting your business.

Before we go any further, it’s important to grasp the fundamental differences between the two so that you can design your protection and repair strategies accordingly.

A DoS attack is one in which a computer floods a server with TCP and UDP packets. A DDoS assault occurs when several systems launch DoS attacks on a single system. The targeted network is then inundated with packets from a variety of sources. These are two of the most aggressive and devastating dangers that modern businesses face. Few types of attacks can have the same financial consequences as a successful DoS attack:
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Figure 3.12: Positioning of DDoS Protection at Perimeter layer

Types of DoS and DDoS attack

A teardrop attack is a denial-of-service (DoS) assault that sends a network a large number of Internet Protocol (IP) data pieces. The network is unable to recombine the fragments into the original packets.

A flooding attack is a denial-of-service attack in which a server receives repeated connection requests but does not react to complete the handshake.

IP fragmentation is a sort of DoS attack that sends out truncated network packets that the recipient network can’t reassemble. The network becomes clogged with large, unassembled packets that consume all the network’s resources.

A volumetric DDoS attack is a type of DDoS that focuses on bandwidth resources. For example, the attacker might employ a botnet to flood a network with Internet Control Message Protocol (ICMP) echo requests, causing the network to overload.

A protocol attack is a sort of DDoS assault that takes use of flaws in the OSI model’s layers 3 and 4.

A DDoS attack that targets layer 7 of the OSI model is known as an application-based attack.

Improve DoS and DDoS protection

Here are a couple of high-level best practices and protection techniques that you should consider for your environment:


	Monitor your network continually: This is useful for detecting regular traffic patterns and for early detection and mitigation.

	Run tests to simulate DoS attacks: This will aid in risk assessment, exposing vulnerabilities, and cybersecurity training for staff.

	Create a protection plan: Make checklists, assemble a response team, establish response parameters, and deploy security.

	Identify critical systems and normal traffic patterns: The former aids in threat planning, whereas the latter aids in threat detection early on.

	Provision of extra bandwidth: It may not prevent the assault, but it will assist the network in dealing with traffic spikes and reduce the impact of an attack.

	Reduce your attack surface: One of the fundamental ideas and techniques for mitigating DDoS assaults is to reduce the surface area that may be targeted, which limits attackers’ options and allows you to establish safeguards in a single location. You must also guarantee that your front-end application servers are not exposed to the network from which they are not expecting anything. For example, if a backend database does not require a regular internet connection, you should disable it. As a result, the number of probable points of attack is reduced, allowing us to focus our mitigation efforts. You can do this in some circumstances by putting your front-end servers behind load balancers or Content Distribution Networks (CDNs) and limiting direct internet traffic. You can also use your perimeter firewall to gain control of the situation. The goal is to minimize the assault surface.

	Plan for scale/expansion: We know how DoS and DDoS attacks work and what their patterns are, so we need to know how to mitigate the damage and defend against them. DDoS assaults are designed to disrupt the availability of your resources/applications, so you should plan for growth and business continuity. This isn’t a way to stop an attack from happening, but it can help you reduce the damage. Consider the high availability of all important applications while creating the solution for your servers and applications, whether by leveraging your secondary site or utilizing public cloud players.

	Deploy solution as per your ecosystem: We know that DoS and DDoS assaults are divided into two categories: network layer and application-layer attacks. Based on the attack type and how your resources are placed, you may want to explore the following options:

	Handling network layer attack: Additional scalability - outside our network boundaries - is required to address a network-layer attack. The BGP notice is made in the case of an attack to ensure that all incoming traffic is routed to a set of scrubbing centers. These scrubbing facilities are capable of dealing with such attacks. They filter out malicious packets before returning the clean traffic to the original server/requester. This strategy is a tried-and-true defense against direct-to-IP attacks, and it works with most infrastructure and protocols.

	Handling application layer attack: To deal with an application layer attack, you should use the term network profiling. As part of this solution, network traffic profiles detect harmful traffic patterns that would not be detected by a standard scan. A signature-based technique paired with behavior-based analysis and an IP reputation score works best for profiling. A few other players have also adopted the dynamic analysis environment, which yields better outcomes.





Recommendation

While there are many ways in which you can inject DoS and DDoS protection solutions, here are a couple of deployment options that you can consider for your environment:


	On-premise solution: Large data center companies or businesses with their private cloud are the primary target markets for on-premise solutions. Although offloading the DoS security component outside your network is suggested, large private cloud players continue to use on-premise solutions.

	Cloud-based solution: The entire world is going to a Cloud-First strategy, so it is critical to have a DDoS Protection solution that is cloud-based. All the major public cloud providers, including Microsoft Azure, Amazon Web Services, and Google Cloud Platform, have included out-of-the-box DDoS protection in their service stacks. Furthermore, all the main on-premise solution providers have deployed their virtual images with these cloud players, allowing you to have the same experience in a virtual version on the public cloud.

	SaaS solution: The SaaS-based strategy is the last but most probably the best alternative. You can turn it on with a few clicks because it has no Capex or deployment timelines. This solution is provided by industry leaders like Akamai and Cloudflare, and it is available to all types of businesses.



Market leaders in this domain

While every organization and business have its own preferred way and approach to selecting the vendor, here is the list of top players in this domain. This is purely for your reference:


	Comodo cWatch: Comodo’s Managed Security Service safeguards your web applications and websites. This is accomplished by deploying a WAF over a Secure Content Delivery Network (CDN). Comodo will know if your website is under attack by a DDoS attack before you do. They use the WAF’s virtual patching and hardening engines to provide real-time threat mitigation without interfering with your site’s functionality.

	Verisign DDoS Protection Services: Verisign also provides managed security services, including real-time monitoring and incident management. It uses the Open Hybrid API, which allows your business to provide threat feeds using their existing security systems for all potential mitigation.

	Akamai DDoS mitigation: Because Akamai is the market leader in CDN services, it’s critical that they provide reliable and well-tested DDoS protection. CDN-based DDoS scrubbing services as well as DNS Security are all part of their solution. Automated rate controls, monitoring tools, bespoke WAF rules, traffic profiles, and workflows are also included to avoid superfluous mitigation measures.

	Cloudflare DDoS Protection: This is a cloud-based DDoS security solution that can handle attacks from layer 3 to layer 7. Cloudflare has a capacity of more than 15Tbps thanks to its cloud infrastructure.

	Arbor Network APS: This is an on-premise appliance-based DDoS prevention solution that also handles application-layer and TCP state-exhaustion attacks. It uses its detection and mitigation technology to thwart attacks automatically and quickly.

	Radware DDoS Protection: Radware’s focus is on application and network security. They offer hybrid DDoS protection systems that combine cloud-based volumetric DDoS attack prevention, scrubbing, and DDoS security with “always-on” detection and mitigation.

	F5 DoS Protection: Last but not least, F5 offers DDoS protection services for network, cloud, and application threats. It analyses the network from Layer 3 to Layer 7 and provides network protection. F5’s Hybrid Defender can defend against both sophisticated application and mixed network assaults. It also has the option to enable anti-bot protection, SSL decryption, and advanced detection modules at the same time.



DNS security

DNS is one of your IT infrastructure’s founding members as well as the oldest and most trusted protocol. Almost all IT services, the internet, and other protocols are based on this protocol. Due to its widespread use, it is also becoming a popular target for network assaults. It is frequently referred to as the low-hanging fruit for attackers. Protecting it against attackers is a must because it is one of the most relied-on protocols, but this will be difficult.

DNS attack types

Let’s understand the attack types and their patterns, and then we will look at the best way to mitigate them:


	DoS and DDoS attack: While we discussed this in our DoS prevention section, this attack pattern will always target your DNS as the first line of defense to disrupt your business. NXDOMAIN attacks are a common sort of DNS DDoS. In this situation, the DNS is inundated with queries for something that doesn’t exist, resulting in non-existent domains filling the authoritative DNS cache and effectively blocking valid DNS requests.

	Phantom domain attack: Phantom domain attacks are designed to attack an authoritative nameserver. They use a variety of DNS servers to silently interrupt outgoing communications.
When a DNS server doesn’t know the IP address of its host, it will try to find the address of another server that’s connected to it. This method is known as recursive DNS. When resources are consumed, the recursive DNS server may ignore legitimate requests and focus on the unresponsive servers.


	Random subdomain attack: A random subdomain attack is very similar to NXDOMAIN attacks; the difference is that instead of asking the DNS for a non-existent domain, this attack asks for a non-existent subdomain.
Let’s pick up an example. Imagine we want to access www.google.com. Since this domain exists, we would definitely get a response to access the Google homepage. If we then remove the “www” part and replace it with a random string, say abc.google.com, the recursive DNS server will be forced to open a recursive context looking for that “abc” string from Google.com’s authoritative servers. This will result in an NXDOMAIN response that would be stored in the DNS server’s negative cache (which is more like a store for non-existent domains). If the “abc” label was changed continuously, then each query would trigger a recursive query to Google.com’s authoritative servers, consuming recursive contexts and populating the negative cache.


	TCP SYN floods: The Transmission Control Protocol Synchronize (TCP SYN) flood attack is a type of DDoS assault that floods the server and client with random requests, interrupting the handshake. Rather than utilizing the entire processing capabilities of the server, this attack aims to exhaust the server’s open connections. It achieves this by sending synchronized (SYN) signals to the server in bursts that are faster than the server’s response time. In a normal three-way handshake, the client sends a synchronize (SYN) message to the server, and the server responds with a synchronize-acknowledge (SYN-ACK) message. The attacker continues to make requests while the server is preparing an SYN-ACK message as a response, eventually causing the server to crash owing to a high number of half-open connections:
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Figure 3.13: Illustration of SYN Packet attack


	DNS domain lock-up attack: The DNS domain lock-up attack is a form of DDoS attack that uses specially configured domains and resolvers to disrupt the server-client handshake by sending out random data packets instead of the right response. They keep the server busy waiting for a proper response (which never comes), decreasing the connection pool on the server.
In contrast to the TCP SYN flood, the DNS domain lock-up assault happens in the third phase of a three-way TCP handshake. The client sends a SYN message, the server answers with a SYN-ACK message, and the client waits for an ACK response to establish a connection. By sending ACK messages back from the attacker side, the DNS domain lock-up technique slows down the handshake. These counterfeit domains respond by sending random or meaningless packet data to keep the DNS resolver busy and making them unable to resolve the handshake. As a result, all other legitimate connections for actual users are completely wiped.


	DNS rebinding attack: DNS rebinding vulnerabilities use DNS issues to get around the same-origin restriction in web browsers, allowing one domain to send requests to another, which can have catastrophic consequences. An attacker may employ DNS rebinding, for example, to gain control of your entire network.

	DNS cache poisoning (DNS poisoning): When an erroneous IP address is kept in a DNS cache, it is known as DNS cache poisoning. Take an example of amazon.com. Instead of leading customers to amazon.com, an erroneous DNS cache entry can direct them to a phishing website that looks like Amazon.com. DNS poisoning is possible by design as DNS servers rely on one another to answer lookup queries, allowing for the propagation of false information.



Mitigation plan or recommendation

We now know that attackers aren’t super hackers who can’t be stopped. All they do is scan the DNS for weaknesses and attack them. There are a few things you can adopt as an enterprise to protect yourself from DNS attacks:


	If you run your own DNS resolver, only allow people connected to your network to use it. This will help prevent attackers from poisoning the cache of your resolver.

	If you run your own DNS server, make sure that the DNS and its baseline OS are patched and updated to avoid being abused due to known flaws.

	In case you are leveraging a DNS Registrar for your DNS Services, opt for DNSSEC (DNS Security). DNSSEC allows DNS data to be digitally signed, making it very difficult for an attacker to forge it. As a result, double-check to see if your provider has DNSSEC enabled.

	Use two-factor authentication whenever applicable. Even if an attacker gains access to one of your administrator’s account details, two-factor authentication will keep your DNS protected because it will require a second authentication element, such as a one-time password delivered to a mobile phone or email address.



Summary

DNS is critical to the internet’s infrastructure. If businesses fail to undertake regular DNS audits and configure their DNS servers properly, attackers will see this as a chance to launch malicious attacks against their networks. It’s critical to have DNS servers in good working order and to be on the lookout for any unusual DNS activity.

Onboarding, adoption, and maturity path

Since we have spoken about all the major elements and building blocks that are essential to build your perimeter security, we also need to understand the path or way to adopt these building blocks.

While all these components are crucial, one doesn’t need to adapt to and configure them 100% on Day 1. You should prepare your execution chart and slowly and reach the top gradually. In the sales world, we normally call this a 30-60-90 days plan. We should adopt something on these lines. Here are a few examples of how these components should be configured or adopted over a period of time.

Onboarding and adoption of technology


	Phase-1: You should always start with a problem statement and business requirement. Here, you should understand the problem from a business perspective and align it with technology. Problem statements should go line by line with business requirements and follow by scope understanding.

	Phase-2: Since we have a clear understanding of what needs to be achieved, we should start evaluating various partners and technology players for evaluation. You normally run this through RFI, RFP, and vendor selection processes.

	Phase-3: Most important phase you must conduct the technical and business proof of concept against the shortlisted technology. This will help you to validate the theoretical knowledge of the technology against practical and also determine whether the solution is in-line with your business need. Remember, you may find a great product, but it’s of no use if it’s not aligned with your business.

	Phase-4: Completion of phase-3 will help you make the right decision for shortlisting the player. During this phase, you should hand this over to your procurement and finance team for commercial discussion and final negotiation for a purchase agreement.



Maturity path

Now that you have the product or the technology with you, you should start planning the deployment and onboarding of the same. Do not enable everything on day 1; it doesn’t work that way. Here are a few of the recommendations:


	Always involve the professional services team from the partner or technology vendor to prepare the design solution. If you have the team internally, at least engage them for review and validation. A strong foundation is a must for any deployment.

	Prepare the list of all the functionality that the product is offering and then start aligning them with your business requirement. Slice the alignment table in the following format:

	Immediate adoption or enablement

	After 6 months

	After 12 months



	Post completion of the base build, go with the feature set you need on an immediate basis as per your business requirement. Remember, you also need to ensure that the business is not or least disrupted. If you plan to do everything together, the chances of disruption or breaking the sequence will be on a higher side.

	Document the lesson learned, adopt them in any of your future deployment, and plan the 6 months and 12 months’ work in advance.

	You should also review the landscape and configuration on a continuous basis (at least on a half yearly basis) to find any delta and adopt any best practices.



Guidelines for selection - Perimeter security solution

In light of this, there are a few suggestions that might assist in delivering a safe and flexible network environment. Verify that your next-generation perimeter security solutions provide or are capable of providing the following features:


	Breach prevention and advanced security: A next-generation security solution’s principal function is to prevent breaches and keep your network clean and secure. Preventive measures will never be 100% effective, so your perimeter security should have enhanced capabilities to detect advanced malware fast if it gets past your front-line defenses. Invest in the solution that includes the following features:

	Preventive measures to thwart attacks before they enter

	Built-in best-of-breed next-generation IPS to detect and stop stealthy threats quickly

	URL filtering to impose policies on hundreds of millions of URLs

	Built-in sandboxing (zero-day attack) and powerful malware protection that monitors file behavior in real-time to detect and eradicate threats rapidly

	A world-class threat intelligence agency that feeds the firewall with up-to-date information to prevent emerging threats



	Comprehensive network visibility: You need to keep an eye on what’s going on in your network at all times so that you can notice bad behavior and put it down quickly. Your security solution should give you a complete picture of what’s going on and full context awareness so that you can see the following:

	Users, hosts, networks, and devices are all being targeted by threats.

	With the packet capture capability, you can get detailed traffic and threat records.

	Websites and applications that are active

	Information about sessions file transfers, communications between virtual machines, and more



	Flexible management and deployment options: Each business type, regardless of its size and complexity, expects their perimeter firewall solution to meet their business requirements:

	Management for every use case - from technical to business

	Deploy on-premises or in the cloud via a virtual firewall

	Customize with features that meet the needs--simply turn on subscriptions to get advanced capabilities

	Choose from a wide range of throughput speeds



	Time to detect and act: The industry standard period to discover a danger is currently between 100 and 200 days, which is simply too long. A next-generation firewall should be able to greatly minimize this. The NGFW should be able to do the following:

	Detect threats in seconds

	Detect the presence of a successful breach within hours or minutes

	Prioritize warnings so that dangers can be dealt with quickly and precisely

	Create policies that are uniform and simple to manage, with automatic enforcement across all aspects of your business



	Automation and third-party integration: You must ensure that your NGFW is not in SILO mode in order to receive the whole 360-degree picture. It should be able to communicate with and collaborate with the rest of your security infrastructure. Choose a firewall that meets the following criteria:

	Integrates seamlessly with other tools from the same provider.

	Provides API integration with all major actors in the order domain, such as authentication, SIEM, Threat Intelligence feed, and compliance reporting

	Automatically shares threat intelligence, event data, policy, and contextual information with email, online, endpoint, and network security solutions

	Automates security tasks like impact assessment, policy management and adjustment, and user identification



	Platform-centric: A majority of next-generation firewalls are available in all major form factors, including hardware appliances, software-based images, and cloud-based solutions (SaaS). Large and midsize businesses choose hardware-based NGFWs; small businesses with simple network infrastructures prefer software-based NGFWs, and highly decentralized, multi-location sites or businesses prefer cloud-based NGFWs because the essential skill sets to administer them are lacking or reallocated.






	
Organization size
	
Recommended form-factor


	
Midsize to large enterprise network

	
Hardware-based appliances


	
Small companies with simple network structure

	
Software-based (images) appliances


	
Decentralized enterprise with multi-site locations

	
Cloud-based (SaaS) firewall services



Table 3.2: Recommended solutions against organization size


	Performance: Some enterprises may find NGFWs appealing since they combine numerous functionalities into a single appliance. Enabling all accessible features at once, on the other hand, may result in significant performance reduction. Although NGFW performance metrics have improved over time, purchasers should carefully assess performance in connection to the security features they wish to activate when selecting suppliers and types of NGFW.

	Price: The cost of a GFW appliance, software, or cloud service varies greatly depending on the vendor and model, ranging from $300 to $350,000 per unit. Some companies charge different rates for service contracts.
Companies should carefully examine specific product offers to identify which characteristics would be most useful in the firm, taking into account what the company can and cannot afford.


	Support: The crucial nature of NGFWs necessitates prompt and precise support. Without the vendor present, companies should get references and ask to talk to vendor clients. Responsiveness graded by the kind of service request, quality and accuracy of service response, the currency of product updates, and customer education and awareness of current events can all be support criteria for NGFWs.



The following are the other considerations:


	To begin, make sure all your perimeter devices have two-factor authentication activated, which adds an extra layer of security against illegal logins. As a result, the attempted invasions will be stopped before any damage is done.

	Mobile and IoT devices that connect to the network are hardened. Access control rules set high-level requirements that dictate who have access to information and under what conditions they can access it.

	Embedded security solutions can help improve the device’s and ecosystem’s overall security posture. Embedded features include application whitelisting, antivirus protection, and encryption.

	Maintaining an open line of communication with cloud service providers such as Amazon Web Services (AWS) can considerably improve security measures. No one knows how to integrate shared security with their systems better than application and service administrators.



Summary

The amount of security (controls) supplied by next-generation security solutions should be proportional to the assets’ worth (risks). It is critical for businesses to become acquainted with the Next-generation technology providers and products that best suit their IT systems and business models.

To do so, use the guidelines indicated earlier to establish which platform is leading the race.

Leading players in this domain

There are many players who are leading the perimeter security space, and one should evaluate them in detail to proceed further. Let’s talk about a few reputable vendors in this space.

Next-generation firewall (NGFW)

Cisco is a well-known name in the cloud and security solutions industries. Cisco, in fact, is an American networking behemoth that has been in operation since 1984. They have a strong position in the NGFW market and sell Cisco Firepower firewalls. They are available in a variety of configurations and can grow from a branch office to a carrier-grade data center. Cisco provides a multi-layered next-generation firewall system with impressive capabilities. Some of the most sought-after ones are listed here:


	Intrusion prevention

	Advanced malware detection

	Cloud-based sandboxing

	URL filtering

	Endpoint protection

	Web gateway protection

	Email security

	Network traffic analysis

	Network access control



Juniper Networks is another seasoned provider of network technology, having been in business since 1996. Most people classify their NGFW solutions as niche. For both small and large enterprises, the SRX Series next-generation offers the ideal blend of superior security and integrated services for application security, intrusion detection, and intelligent threat identification. The cSRX is designed for containerized settings, whereas the vSRX includes a virtual firewall.

All forms of cyberattacks, both known and undiscovered, will be identified and stopped. The following are some of the benefits provided by the vendor:


	Application visibility and control

	IPS

	User-based application policies

	Unified threat management



Gartner has designated Forcepoint as a “Visionary.” It’s one of the most cost-effective NGFW systems, yet the quality and functions given remain uncompromised. Businesses can utilize, monitor, and update a variety of firewalls and VPNs promptly and without worry with this solution. High-availability clustering and SD-WAN networking are both supported by the solution. Behavioral analytics, SASE, cloud support, fantastic management opportunities, and FWaaS are all available to you.

Upgrades have been done, and the organization now supports both private and public clouds, such as AWS and Azure, which is a significant improvement.

Palo Alto Networks (PANW) has been a leader in Gartner’s Magic Quadrant for Network Firewalls for numerous years and was also a top choice in the Forrester Wave. Physical appliances, virtualized solutions, and 5G-ready firewalls are among the company’s firewalls. All their firewall solutions have single-pass architecture and do a comprehensive inspection of all traffic. The NGFW will thoroughly examine all apps, threats, and content to match traffic to a user, regardless of what device type is utilized or where it is used from.

Thanks to automated policy-based actions, a lot of time can be saved. The following are some of the features to look for in their firewall solutions:


	Secure access for all users regardless of location

	Secure encrypted traffic

	Detection and prevention of advanced threats

	WildFire – malware detection

	Prevention of corporate credentials shared by users to unknown sites



Sophos is regarded as one of the top next-generation firewall (NGFW) solutions for small enterprises. The organization is excellent at preventing problems and detecting hidden dangers. It can effectively isolate an infected machine and provides precise traffic insights, system status reports, and easy access to active firewall rules. However, there are a few drawbacks.

External products such as endpoint protection platforms, for example, have inadequate integration possibilities. However, its deployment, management, support, and cloud capabilities are highly rated, making it a popular choice among many businesses. Support for AWS and Azure is provided.

Fortinet is a well-known leader in the NGFW industry, thanks to its low-cost, high-quality products. In Gartner’s Magic Quadrant for enterprise network firewalls, Fortinet has been ranked third. The FortiGate 60 series is an excellent choice if you need a genuinely scalable system. On the FortiOS operating system, it’s simple to configure and integrate with other solutions and products. The ease of installation and usability of the solution are highly praised by users.

The company offers Unified Threat Management as well as security and SD-WAN services. This allows the product to remain inexpensive and user-friendly. Some outstanding features provided by the brand are as follows:


	Cloud security

	Integrations for multi-cloud environments

	WAN Edge capabilities for enterprises

	Malware protection in encrypted and unencrypted traffic



Do you want to collaborate with an NGFW provider who has access to over 6,500 Web 2.0 applications and employs the world’s largest application library? Check Point is your ally then! The company excels at really preventing and blocking threats and attacks, and its portfolio includes 23 firewall models that can operate all threat prevention technologies at the same time, including SSL traffic inspection. Check Point, a company with nearly two decades of experience in the industry, provides the following services:


	Inspection on all LTE protocols like GTP, SCTP and Diameter

	Application control

	Advanced URL filtering

	IPS

	Antivirus

	Anti-bot

	Email security

	Policy Management

	Integration with clouds like VMware, Cisco ACI, KVM, OpenStack, Google Cloud, Azure, and more



If you want a firm that prioritizes security in cloud-based systems, Barracuda is a great option. AWS, Google Cloud, Azure, and VMware are among the prominent platforms that they support. As a result of their collaborations with IBM and Trend Micro, users can also profit.

The Firewall F-series is one of the company’s most popular products, and it’s designed specifically to defend traditional hardware as well as virtual, hybrid, and cloud-based systems. The following are a few advantages:


	Zero-day attacks

	Layer 7 application control

	Intrusion prevention

	Web filtering

	Malware and advanced threat detection

	Anti-spam

	Network access control

	SD-WAN capabilities



Web Security solutions

Cisco is a multinational network, infrastructure, and security company that provides a wide range of security solutions to protect digital communications around the world. Cisco Umbrella solution, which was released in 2017, provides cloud-based security via a Secure Web Gateway. Admins may monitor numerous operations from a single user-friendly panel, making it simple to add and secure devices remotely. Cisco Umbrella is available in three packages to protect organizations of different sizes, from small businesses to big corporations.

The Umbrella Secure Internet Gateway from Cisco combines DNS security, a Secure Web Gateway, a firewall as a service (FWaaSa), and cloud access security broker (CASB) features into a single console (SIG). From a single, easy-to-use administration platform, administrators can monitor threats and set security across these regions. Umbrella also has integrated threat response, allowing security teams to identify the root cause of security events and prevent future assaults.

Forcepoint, formerly Websense, provides a wide range of cybersecurity solutions, such as secure email and web gateways, firewalls, and behavioral analytics. SWG is available as both on-premise software and as a cloud-based service. Users can also construct a hybrid service to secure themselves both in and out of the office. As a result, it is appropriate for all enterprises, regardless of their level of cloud migration. In each of these deployment situations, Forcepoint’s management console enables reporting.

For enhanced threat detection, Forcepoint’s SWG employs over 10,000 analytics, including real-time analysis of integrated data theft. Its complete cloud application security enables businesses to track users’ cloud app usage during business hours, as well as their internet activity, to identify threats and close security breaches.

Excellent logs and filters, as well as custom categories for activity tracking, are included in the solution. These granular controls enable businesses to fine-tune the level of security in accordance with their corporate rules.

McAfee offers a range of SWG solutions, including on-premise and cloud-based web filtering platforms. Their Web Gateway Cloud Service (WGCS) is simple to use and deploy. The solution is highly configurable, so it may take some time to implement. It does, however, provide precise and advanced protection and reporting once configured.

McAfee Enterprise provides robust, customized malware protection with embedded browser code emulation and an anti-malware function. The policy engine of the solution is rule-based, making it incredibly versatile and allowing organizations to customize it according to their regulations. The complex filtering settings can take some effort for administrators to set up, but they provide better protection and reporting.

McAfee’s SWG employs strong online filtering based on a profile of secure web pages and keywords gleaned from their worldwide threat intelligence. Employees will be unable to access prohibited content, resulting in increased productivity and security.

Palo Alto Networks is a global cybersecurity company that uses AI, analytics, automation, and orchestration to provide enterprise-level protection. Palo Alto’s internet security solution, URL Filtering for Web Security, provides users with safe web access via a sophisticated URL filter with PAN-DB. Phishing sites, HTTP-based command and control, malicious sites, and pages with exploit kits are all protected by the solution.

To identify risks and safeguard users, Palo Alto’s URL Filtering employs a combination of static analysis and machine learning via PAN-DB. Palo Alto Networks’ cloud-based URL database is known as PAN-DB. This worldwide threat intelligence enables real-time, automatic defense against freshly found malware and exploit sites.

Palo Alto’s solution includes various URL categories as well as a risk assessment for each site, allowing administrators to implement more granular controls. Credential phishing prevention is also included, which scans suspicious URLs for harmful material. Finally, Palo Alto’s URL filtering features firewall integration, which makes policy creation and maintenance easier, without slowing down web-based apps.

Symantec is the industry leader in appliance and cloud-based web security solutions, according to Gartner Magic Quadrant, with the greatest market share among SWG suppliers. Their Web Security Service is a comprehensive web security package that includes a Secure Web Gateway and browser isolation. The service works with Microsoft Office 365, and administrators can set up different policies for individual Office 365 apps.

Strong SSL inspection is used by the cloud-based Online Security Service to detect malware hiding in encrypted web traffic and prevent it from reaching users’ end devices. Symantec’s sophisticated proxy architecture enables the solution to provide a Secure Online Gateway that inspects and controls web and cloud traffic, terminating advanced threats and securing user data regardless of location.

ZScaler is an industry leader in cloud-based web security that scales with the needs of a customer’s business. Their Secure Web Gateway (ZIA) technology proxies and filters web traffic from corporate headquarters, branch offices, and mobile devices.

Regardless of the website’s reputation, the ZScaler Internet Access (ZIA) SWG provides comprehensive malware detection across all web content, including SSL and TLS traffic. ZIA can leverage strong machine learning technologies to protect against emerging zero-day attacks because it is a cloud-based application. A basic firewall, DNS filtering, and CASB capability are also included in the solution, which secure cloud-based apps and actual web browsing.

Intrusion detection system (IDS) and Intrusion prevention system (IPS)

Cisco’s Next-generation Intrusion Prevention System (NGIPS) is part of Cisco’s entire security solution, which is packaged under the Firepower brand. The centralized Firepower Management center guarantees visibility into security data, and NGIPS can also interact with other Cisco security products. Every two hours, the policy rules and threat signatures that NGIPS utilizes to identify and prevent intrusions are updated. NGIPS can be installed on a Cisco appliance or a VMware virtual machine, and it can be placed anywhere in your network.

The Network Security and Forensics system from FireEye contains an IPS as part of its onboard capability and may be used as a physical device or a virtual appliance in the cloud. The Multi-Vector Virtual Execution (MVX) engine, which is used by FireEye’s IPS and other products to run potentially harmful code in a controlled virtual environment to evaluate it, is one of the company’s main security pitches. This, according to FireEye, is more reliable than depending on attack signatures, which cannot detect zero-day assaults, and it also saves time spent hunting down false positives by 97 percent.

McAfee’s Network Security Platform is described as a next-generation intrusion prevention solution that may be installed on physical or virtual equipment in your network. By combining signature-based and signature-less detection engines, the Network Security Platform integrates threat activity with application usage to keep tabs on possible harmful behavior. The virtual form of the appliance allows it to work in both public and private clouds. Network Security Platform can communicate with other McAfee products and receives regular McAfee threat intelligence updates.

The Cloud IPS from ZScalar is described as a completely new paradigm in intrusion protection. Unlike a majority of the services on this list, which are available as physical or virtual appliances, ZScalar Cloud is purely cloud-based. It allows the Cloud IPS to focus on users and their network traffic rather than particular servers, which is ideal for modern networks when much of an organization’s traffic is directed to hosted services outside of IT’s immediate control. The Cloud IPS are regularly updated with the most recent threat data because it is a SaaS solution. SSL decryption is also available.

Conclusion

Enterprises are turning to next-generation firewalls for greater protection due to the complexity of modern cyberattacks and innovative hacking tactics. To exploit apps, new web-based malware and intrusions attempt to overcome perimeter safeguards. Malicious emails or phishing techniques are vulnerable to users because the risks are hidden inside the text and transported across the network undetected.

Next-generation perimeter security solutions provide enterprise-level protection regardless of the size of your business as a crucial first line of defense against network threats. All businesses may be secure and compliant by deploying firewall protection, intrusion prevention, antivirus, data-leak prevention, application control, anti-spam, URL filtering, load balancing, and other security capabilities to all users within the network.

The next crucial building block in the cybersecurity space will be around endpoint point protection. While we have spoken about perimeter-layer security, the next chapter will focus on how endpoint security solution plays a pivotal role in the overall ecosystem. The chapter will help you understand endpoint security in detail.

Questions


	Define perimeter security.

	What do you mean by perimeter Firewall?

	List three main advantages and disadvantages of the next-generation perimeter solution.

	How does deep packet inspection work?

	What misconceptions do people carry when it comes to proxy solution and web security gateway?

	What differentiates a WAF from a perimeter firewall?

	What are the must-have features of a VPN solution for your network?

	Define zero-day attacks and explain how we can protect our network from them by leveraging next-generation perimeter solutions?

	What are the different deployment criteria for IDS and IPS in your network?

	Why is DNS security considered to be a low-hanging fruit for attackers?







CHAPTER 4

Next-generation Endpoint Security


Protecting your endpoints from cyberattacks is an important component of network security for your company. While network perimeter security solutions protect the borders between your internal network and your service provider’s network, endpoint malware can still infiltrate your internal network.

In today’s cybersecurity environment, businesses must follow a multi-layered strategy for endpoint security. They must examine their vulnerabilities and devise a strategy that makes use of efficient security technologies to address them.

This chapter will talk about another basic building block to ensuring a robust and matured cybersecurity ecosystem. We will focus on how endpoint security will play a vital role and its types and its positioning.

Structure

In this chapter, we will discuss the following topics:


	Endpoint security – overview

	Further drill-down of endpoint security, its components, and various models

	Positioning of the endpoint security, architecture principles, and guidelines

	Building blocks and mandatory components of endpoint security

	Decision criteria and deployment guidelines

	Maturity path



Objectives

After completing this chapter, you should be familiar with endpoint security and its alignment with overall cybersecurity objective. The sections in this chapter will help you understand the current challenges with the traditional solution and the need to migrate to next-generation solutions and the building blocks of the same. You should also have gotten an overview of different design decisions and deployment guidelines for next-generation endpoint security solutions, along with the maturity path.

Overview and concept understanding

Organizations want more intelligence and insights than traditional endpoint security can deliver as the quantity, kind, and sophistication of threats grows. More threat actors are focusing on user behavior, poor cybersecurity hygiene, and shadow IT to exploit vulnerabilities. The proliferation of endpoint devices, such as smartphones, tablets, wearables, and other gadgets, has outstripped first-generation endpoint security. The growing number of potentially exposed endpoints may deplete the resources of security teams that rely on traditional cybersecurity measures. Endpoint security and administration might be handled by independent software processes, which can lead to potential disconnects. Maintaining and updating malicious code blacklists is becoming increasingly difficult, and enterprises are still vulnerable to zero-day attacks, with data theft threatening to slip through the cracks among too many false positives.

A good endpoint security solution should be able to defend endpoints against malware, DDoS attacks, and other threats. You can safeguard the same with an effective endpoint security solution. You must first establish what information must be secured to provide comprehensive endpoint security to your firm.

Workplaces are rapidly evolving. The number of remote employees is rapidly increasing, and individuals are using more devices than ever before. Based on their consumer experience, today’s workers have high expectations of how technology may make their lives easier, more comfortable, and more profitable. They are looking for solutions that are more efficient, reliable, safe, mobile, and versatile.

Defining endpoint and endpoint security

Before we go any further, let’s try to understand what endpoint and endpoint security are.

Endpoint

Any device that is physically or virtually an endpoint on a network is referred to as an endpoint. Endpoints include laptops, desktops, mobile phones, tablets, servers, and virtual environments. When it comes to standard home antivirus, the endpoint is the computer, laptop, or smartphone where the antivirus is installed.

Endpoint security

Endpoint security is the technique of stopping hostile actors and campaigns from attacking endpoints or entry points of end-user devices such as desktops, laptops, and smartphones. Endpoint security software protects endpoints on a network or in the cloud from cybersecurity attacks. Endpoint security has evolved from typical antivirus software to provide comprehensive protection against advanced malware and zero-day threats.

It’s a multi-layered strategy for protecting network endpoints and blocking threats. Endpoint solutions use centralized software that must be installed on each device. Endpoint platforms use firewalls, access control, and vulnerability assessment to protect against threats, just like bigger systems.

Data categorization and loss prevention, insider threat monitoring, network and privileged user access management, anti-malware, email gateways, and endpoint detection response are features that should be included in all endpoint security solutions.

Scope understanding

To have a matured framework structure and to run seamless operations, it’s important to understand the components or functionality that should be part of endpoint security. While we understand that endpoint plays a vital role from an attack surface perspective, it’s equally important to take a 360-degree approach and have a plan in place. It’s also important to assess an endpoint security solution’s capability and understand how it works and what types of attacks it protects against before deciding on one. This is what I think you should consider while preparing the comprehensive solution plan for endpoint security. While they all may not be applicable for each environment, here is the recommended list you should review while drafting your overall plan:


	Endpoint detection and response (EDR)

	Mobile threat defense (MTD)

	Sandboxing

	Host-based next-generation firewall



Today, the endpoint security sector is still primarily divided into two groups of products: EPP and EDR. Traditional anti-malware scanning is covered by Endpoint Protection Platform (EPP), but Endpoint Detection and Response (EDR) provides certain more sophisticated capabilities, including identifying and investigating security issues and the ability to restore endpoints to their pre-infection state. For complete endpoint protection, security practitioners understand that both EPP and EDR capabilities are essential. As a result, the market is shifting to Next-Generation Endpoint Security, which is a unified, more comprehensive solution. In this chapter, we will discuss some of the important components of both EPP and EDR as well as how next-generation endpoint security may help you have the best of both worlds while decreasing complexity.

What is considered an endpoint?

A device is considered an endpoint if it is connected to a network. With the rise of BYOD (bring your own device) and Internet of Things (IoTs), the number of individual devices linked to a company’s network can easily approach the tens (and hundreds) of thousands.

Endpoints (particularly mobile and remote devices) are a favorite target of adversaries because they serve as entry points for threats and malware. Think of the latest wearable watches, smart devices, voice-controlled digital assistants, and other IoT-enabled smart devices as examples of mobile endpoint devices that have evolved beyond Android and iPhones. Our cars, airlines, hospitals, and even the drills on oil rigs today have network-connected sensors. As the various types of endpoints have evolved and increased, so have the security solutions that protect them.

Endpoint protection types and modules

Let’s take a look at some of the solutions available and understand how they guard against cyber threats and what limits they have:


	Anti-virus: Antivirus is the most basic form of endpoint protection you can provide and configure on your endpoints. It’s designed to detect and delete harmful apps and is typically installed directly on endpoints. These tools can detect existing viruses based on signatures or try to discover new and potentially harmful malware with unknown signatures by analyzing behavior. They are, however, unable to protect endpoints from network vulnerabilities or prevent zero-day attacks, so they are not very effective in today’s world.

	URL filtering module: URL filtering software aids in the restriction of web traffic to trusted sites. They keep consumers away from websites that contain malicious or potentially harmful content. Although these products help protect endpoints against drive-by downloads, they must be used in conjunction with other endpoint security solutions to provide comprehensive cyber protection.

	Application control module: These solutions limit what an application is allowed to do. Application control tools protect endpoints by blocking or prohibiting unauthorized or compromised programs from executing in a way that puts your network or company data at risk, using their whitelisting, blacklisting, and graylisting functions. Browser plugins and browser-executable code, however, are beyond the scope of application control solutions. Furthermore, they are powerless to intervene when hackers take advantage of flaws in a whitelisted program.

	Network Access Control (NAC): These are computer networking solutions that use a collection of protocols to enforce regulations for safeguarding network node access. They manage which devices and users have access to the network infrastructure and what they can do with it. These technologies let firewalls, switches, and routers cooperate with end-user computing equipment and back-office servers to enforce network security policies before enabling communication. Although network access control systems improve endpoint security by limiting the data that users can access and limiting what they can do once connected, they cannot prevent endpoints from being attacked by drive-by downloads or malicious browser code.

	Browser isolation: Drive-by downloads, zero-day attacks, ransomware, crypto-jacking malware, and other malicious browser-executable code are all common nowadays, and web browsers are one of the most common attack vectors. Browser isolation solutions safeguard endpoints by running browsing sessions in isolated settings on the endpoint or server, or in the cloud or network DMZ in the case of Remote Browser Isolation (RBI) solutions.



Need and importance of endpoint security

Enterprises and their employees are increasingly integrating methods to make data access more fluid. Multiple endpoint vulnerabilities have arisen as a result of the rise in bring your own device (BYOD) rules as well as threats targeting mobile device access and networks. Furthermore, the company network security perimeter is more permeable than ever due to employees working from home or connecting to Wi-Fi networks to work on the go.

For businesses of all sizes, endpoint security is critical. Cybercriminals are always coming up with new ways to exploit employees, enter networks, and steal personal information. Smaller businesses may believe they are too tiny to be targeted, but this is not the case. Cybercriminals are counting on you feeling this way, and they’ll go after small firms in the hopes that they don’t have proper endpoint security in place. Whether you’re a tiny business with less than ten people or a large enterprise, you need to have trustworthy endpoint security services in place.

Smartphones, tablets, laptops, and desktops are among the devices targeted by cybercriminals at home and in workplaces. By falling for a phishing scam or opening a suspicious attachment, a user can allow a threat actor access to their device, but an endpoint security solution can prevent malware from spreading.

As technology progresses, more employees are opting to work remotely or conduct business using mobile and/or off-site devices. As a result, your company’s critical information is becoming more vulnerable by the day. It’s very likely that your data will be hacked if you don’t invest in effective end-point security solutions. Furthermore, according to the data provided by Absolute, end-point vulnerabilities are responsible for more than 70% of all data breaches.

The following are some of the advantages of endpoint security:


	Device protection: This includes file-based and lifeless script attacks as well as malicious JavaScript, VBScript, PowerShell, and other macros, in addition to typical malware like ransomware and Trojans.

	Cost savings: By avoiding the need for malware-infected devices to be remedied, safeguarding trade secrets and other intellectual property, improving device performance, and eliminating ransomware assaults.

	Time savings: By allowing IT personnel or managed service providers to focus on essential business goals, assuring device uptime, and streamlining the management and prevention of online risks, time can be saved.



The need for implementing a comprehensive endpoint protection solution is highlighted in the current SANS endpoint security survey. The following are some of the survey’s significant findings that should certainly help you to convince the business to approve the endpoint security strategy for any business:


	A total of 28% of respondents said their endpoints had been hacked.

	Web drive-by (52%), social engineering/phishing (58%), and credential theft/compromise were all employed as attack vectors (49%).

	Traditional antivirus was only able to detect 39% of the threats.

	SIEM alerts were responsible for another 39% of compromises.



Analyzing your requirements

The first step in choosing the right endpoint security solution is to understand your company’s needs. The discussion points below should assist you in defining and consolidating your requirements:


	Capacity and scalability: The larger the organization’s size, the more endpoints it has, making capacity a critical consideration. The endpoint solution for large organizations must be able to accommodate a high number of users right away. Scalability should be a top priority for any company looking to expand quickly, whether it’s a major corporation, a startup, or a small firm.

	The business vertical: Regulatory restrictions may impact the endpoint security solution that an enterprise chooses. In the military and government industries, for example, companies must comply with very tight security regulations and policies. When it comes to data security, other industries such as healthcare, finance, and technology have highly stringent laws. Enterprises may require unique sorts of endpoint security solutions to meet the security regulatory requirements of their respective industries. Industries with a high risk of being targeted by hackers may choose to implement greater endpoint security protection than the minimum statutory requirements.

	Budget: While endpoint security is critical for protecting an organization’s data, 70% of IT executives say that financial constraints have pushed them to make security compromises. Despite the fact that endpoint security is a problem that all businesses confront, Fortune 500 corporations and other large businesses frequently have the financial means and desire to invest extensively in it. Higher risk levels and stronger security compliance laws may be to blame for such inclinations.
Small and medium-sized enterprises, on the other hand, frequently have limited IT budgets and want a cost-effective solution to help them cut costs, overcome difficulties, and drive growth.


	Work policy: Your company’s workplace policies, such as whether workers are allowed to work remotely, are another consideration to consider when choosing the correct endpoint solution. You should seek an endpoint device that supports secure remote access if your company has a remote work policy.



Requirement to become next-generation endpoint security

If there’s one term that security vendors love to use to describe their products, it’s next-gen. This is particularly true for endpoint security technologies, which are frequently touted as next-gen or game-changers. Some of these companies may believe their products qualify as next-generation because they feature behavioral detection or machine learning, while others claim to provide cloud-based protection.

However, closer examination reveals that most of these claims are rebuilt versions of the same old platforms that drove the previous generation of EPP solutions. While some may use one or two modern techniques, the bulk still uses out-of-date techniques like signature-based threat detection and architecture optimized for on-premises delivery.

The main conclusion is that an endpoint security solution must have more than a few new detection features to be considered next-gen. To fully earn that designation, a solution must provide the full package, including anticipation, prevention, detection, visibility, and an intelligence capable of defeating even the most tenacious attackers – and consistently defeating them. Decision-makers looking for such capabilities should insist on the following crucial features in the solution they choose:


	Next-generation antivirus (NGAV): Traditional antivirus (AV) solutions claim up to 99 percent effectiveness, but a one percent gap means there’s a 100 percent chance of a breach by attackers utilizing known or unknown malware. As a result, NGAV can be a useful tool, albeit finding the perfect solution can be difficult. The four steps to picking the correct AV replacement are outlined in a recent blog post on the subject. Verifying vendor claims is one of those processes. Some providers claiming to have behavioral analytics capabilities should be cautious about offering solutions that rely solely on indications of compromise (IOCs), which appear only after an attack has happened.
In order for NGAV to be effective, it must also check for indications of attack (IOAs), which indicate ongoing attacks and allow you to halt them before they cause damage.


	Endpoint Detection and Response (EDR): EDR is a requirement for many organizations because prevention isn’t adequate. All operations, from program execution to network connections to file writing to disc, should be able to be recorded by an effective EDR. To discover malicious patterns of activity, EDR must be able to sift through vast amounts of recorded data, both historical and real-time. Once a breach has been found, EDR should make it simple to minimize the damage and prevent silent failure - the time between when an infection starts and when it is recognized.

	Threat intelligence: Sophisticated attackers may move swiftly and discreetly, so security teams need intelligence to ensure that your defenses are automatically and precisely instrumented throughout your organization to halt breaches with minimal impact and maximum protection. Threat intelligence must give more than just the tactical benefit of analyzing and resolving problems faster; it must also provide proactive alerts and reports that security specialists require to allocate their resources on an operational level.

	Cloud-based architecture: Only a purpose-built cloud architecture will be able to deliver these critical elements. The outdated on-premises architecture simply cannot accomplish the functions required of a truly next-generation EPP solution, such as gathering a large, rich data collection in real-time, storing it for lengthy periods of time, and properly analyzing it in a timely manner to prevent breaches. The cloud allows you to store and search petabytes of data in real-time, providing historical context for every activity occurring on any managed system.



Traditional solution vs. modern technologies

Let’s try to understand the traditional solutions that we are using now and how these are different from the modern days’ technologies.

Endpoint protection platforms (EPP) vs. traditional antivirus solutions

While we should not be worried about the old technologies in this domain, we should understand the real problem statement as it will help us to understand the shift we are talking about.

Antivirus software is intended to protect a single endpoint by providing insight into and, in many cases, solely from that endpoint. Endpoint security software, on the other hand, looks at the entire company network and can provide centralized visibility of all linked endpoints. The user had to manually update the databases or accept updates at a pre-determined time with traditional antivirus programs. EPPs provide linked security and delegate administration to the enterprise IT or cybersecurity team.

Virus detection in traditional antivirus software relied on signatures. This meant that even if your company was patient zero or if your users hadn’t recently updated their antivirus software, you could still be vulnerable. Today’s EPP solutions are automatically updated, thanks to cloud computing. Additionally, previously unknown risks can be discovered through the use of technology, such as behavioral analysis.

We have also drafted a tabular format difference that will help you to understand the difference between these two and help you to take appropriate and convincing decisions to transform to the next-generation endpoint security era:








	
Criteria


	
Traditional platform


	
Next-generation solution





	
Detection of Unknown Threats


	
Signatures are used, which are difficult to maintain and inefficient against file-less attacks


	
Artificial intelligence, behavioral detection, machine learning techniques, and exploit mitigation are all used





	
Impact on the endpoint


	
Scans and updates eat up a lot of resources and causes endpoints to slow down


	
Endpoint performance is unaffected by cloud architecture, and no new hardware or software is required





	
Time-to-value


	
Months are spent on implementation


	
Hours are spent on implementation






Table 4.1: Difference between Traditional and Next-generation endpoint security solutions

Future-ready landscape and recommendations

To improve endpoint security, next-generation, automated systems that assess every process on every device for potential attacks are now required. Artificial intelligence (AI) and machine learning-based next-generation endpoint protection software can provide the following protections:


	Detecting user, application, or network service behavior that isn’t authorized

	Preventing the execution of suspicious actions

	To identify harmful files or processes, data is processed using machine learning and AI.

	Unauthorized data movement is being stopped.

	Using isolated sandboxes to analyze questionable app data

	In the case of a ransomware attack, rolling back endpoints and data to a previous state.

	Endpoints and processes that may be questionable are isolated.

	Endpoint detection and response capabilities that can continually monitor systems and networks in order to mitigate sophisticated attacks.



Guidelines to choose the right solution for your business

While every solution and product comes up with its own unique selling point and is loaded with features and functionality, you still need some basic guidelines to select the right solution that matches your business requirement. We have collated a few points that you should consider:


	Employee count under the scope of endpoint protection: If your organization has a small number of employees, controlling devices on an individual basis may not be a problem. However, if you need more than that, an endpoint protection solution with centralized control will save you a lot of time.

	Working location: It may not be difficult to personally access troublesome endpoints to rectify any issues if all your staff are in one location. Enterprises that provide staff mobile and remote work capabilities, on the other hand, would be far better served by an endpoint protection platform that lets them access the impacted devices from anywhere unless your cybersecurity team wants to start making house calls.

	Roaming staff: IT employees need the capacity to remotely monitor endpoints in the BYOD era. Without the use of an endpoint security solution, you’ll have no method of controlling new devices that join and leave your network.

	Do you handle sensitive data or high-value intellectual property data in your company: Endpoint antivirus software only protects your data from viruses, not against data itself. An endpoint antivirus-based security solution will leave your company vulnerable to data loss unless your company still uses couriers and filing cabinets. A breach like this could result in reputational damage if sensitive or third-party data is involved. Furthermore, relying solely on endpoint antivirus software to meet your cybersecurity needs would, in a majority of cases, fail to meet compliance standards, resulting in failed audits at best and large fines at worst.



Deployment guide and decision criteria

It’s easy to become lost in the enormous and complicated endpoint security market if you don’t have clear criteria in mind. You could end up depleting your resources and spending months and tens of thousands of dollars to improve your security effectiveness by one or two percentage points. To avoid falling into this trap, understand why you are considering a change in the first place. Most clients acknowledge that their existing endpoint protection has two fundamental flaws: it is ineffective, as evidenced by the number of security events that it has failed to prevent, and it reduces performance, robbing endpoints and end users of their productivity. As a result, for most businesses, the purpose of AV replacement is to improve security and performance:
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Figure 4.1: Components responsible to select the best Endpoint security solution

Your decision criteria should prioritize enhanced performance and better security if you want to get the most out of this transformation or modification. There is, however, another crucial criterion to consider: time-to-value should be quick. The time it takes to derive value from a solution is known as time-to-value, and it directly reflects how simple it is to deploy and completely implement that solution. This is an important factor to consider since even if a solution provides higher performance and protection, it would be of little use if it takes years to deploy.

When is the right time?

Time is one of the constraints you may face when replacing your current system. Many businesses wait too long to begin the procedure, only to find themselves on the verge of missing their renewal deadline. To avoid this snare, get started early. By counting backward from your renewal due date, use the timeline below to determine how much time you’ll need and when you should start the procedure. The sooner you start, the better it is because the removal and deployment processes will take longer the more endpoints you own. Don’t wait till you have a budget to start reviewing; start putting together your business case now.

Evaluating and reviewing solutions

There are over 90 endpoint protection solutions on the market at the time of publishing this book, and they are far from equal. On paper, they may sound and seem extremely similar, leading to a buyer’s confusion in the marketplace. Furthermore, each vendor’s strategy may differ, making one-to-one comparisons problematic. As a result, an in-depth analysis is essential before making a decision.

Here are three crucial aspects to consider in order to create a thorough and efficient review process. The following figure will illustrate these crucial pointers:
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Figure 4.2: Crucial aspects to consider while evaluating the solutions

To evaluate and measure the “better security” efficiency

Determining the efficacy of classical antivirus used to be an easy task. All that was required was to run a set of virus samples through antivirus software and compare the number of samples detected by each solution. Today’s attackers don’t always use malware, so this practice has become obsolete as a result of the emergence of today’s sophisticated threats. In fact, a large percentage of security breaches are malware-free. Instead, they employ exploits, credential theft, or operating-system-level technologies like PowerShell. While determining malware effectiveness is a good start, it is insufficient to determine a solution’s ultimate efficacy. It’s recommended to invest some time and research on the technique you wish to utilize before assessing a next-generation endpoint solution.

Better security - What to measure?

It’s important to understand the measurable criteria to understand what contributes to better security:


	Anti-malware capability: At the very least, an endpoint protection solution should be able to block known malware. Even though malware protection only addresses a portion of the problem, it’s critical to ensure that your solution can prevent commodity attacks and relieve some of the strain on your other security technologies.

	Zero-day protection: Attackers are always coming up with new ways to get through anti-malware defense. Modifying or morphing known malware into a zero-day assault, for which no matching signature exists, is a frequent tactic.
To do this, attackers utilize tools like packers to elude detection by altering or obfuscating the malware’s true nature on a regular basis. As a result, a good anti-malware solution must be capable of not just identifying known malware but also preventing undiscovered or zero-day malware.


	The ability to defend against threats “beyond malware”: Today’s attackers have discovered a means to circumvent anti-malware detection that is even more effective than deploying zero-day or unknown malware: entirely eliminating malware.
To begin, they can get access through exploits rather than viruses. An endpoint protection solution must include complete exploit blocking for attacks such as ASLR, Buffer Overflows, and others to prevent these types of assaults. Second, as operating systems (OS) have grown in power, new chances for exploitation have emerged. Why would an attacker risk detection by using malware or vulnerabilities when everything they need is already built into the operating system? Attackers can use trusted Windows processes to carry out vulnerabilities, knowing that typical endpoint security mechanisms like antivirus and whitelisting will almost definitely be bypassed. Both PowerShell and Windows Management Instrumentation (WMI) are included:

Here are a few examples of how PowerShell and WMI are getting leveraged:


	To compromise a system, use PowerShell as a staging tool to run other programs.

	Using WMI to install backdoors that provide persistence by allowing the adversary to automatically launch malicious code after a set period of system uptime or on a set schedule.


This is why it is more crucial than ever to defend against malware-free attacks.


	Protection across the full assault spectrum: Despite the fact that preventative capacities have reached the 90th percentile of efficacy, there is no silver bullet that can ensure 100 percent prevention. As a result, it’s vital to assess what the solution can do if an attacker manages to avoid protection.
To avoid getting infiltrated without realizing it, the solution must keep track of activities on the endpoint so that it can automatically detect and block an assault that has gotten past the defenses. Furthermore, security teams can use this capability to conduct retrospective searches for the sake of an investigation.

The figure below provides an overview of the many types of technologies that can assist at various phases of an attack – capabilities you should think about when you evaluate a new solution:
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Figure 4.3: Security Spectrum across different stages of attack


	Endpoints can be protected no matter where they are: Look for a solution that can secure endpoints no matter where they, online or offline.



Better security - How to measure?

Testing is a typical approach to evaluate a solution, although different tests can yield different conclusions. A product that performs well in one set of tests may perform poorly in another. This is because the testing procedures, the configuration of the assessed items, the instruments used to evaluate, and even the testers’ expertise all have a significant impact on the outcomes:


	Understanding security technologies: When evaluating and comparing endpoint protection solutions, it’s helpful to have a basic understanding of existing protection technologies.
The advantages and disadvantages of the most common technologies are listed in the table below. This can be used for reference and to carve out your final decision:









	
	
Useful info


	
Pros


	
Cons





	
Traditional antivirus (signature- based)


	
Ancient days; Old technology


	
The identification’s precision

False positives are quite rare


	

	Updates and maintenance are required on a regular basis.

	Endpoint has a large footprint.

	Ineffective in the face of zero-day exploits and unknown malware.

	The last set of signatures determines the level of protection.

	Doesn’t guard against attacks that aren’t malicious.





	
Machine Learning (ML)


	

	To identify malicious files, it employs algorithms or sets of computation rules.

	Not all machine learning algorithms are made equal.

	Equal claims from vendors do not imply equal protection.

	Different algorithms are used by different vendors.

	On sites like VirusTotal, vendors should have machine learning engines available for testing.

	The terms machine learning (ML) and artificial intelligence (AI) are interchangeable.


	

	Signatureless

	The agent has a small footprint

	Updates are not required

	Effective in the face of zero-day malware


	

	Depending on the quality of the algorithms, there is a risk of false positives.

	Attacks that do not involve a malicious binary file are ineffective.





	
Sandboxing


	

	A virtual machine (VM) that can run or explode executable files

	Allows you to examine the behavior of your files


	

	Has the ability to give a comprehensive study of malware behavior


	

	Analysis of a file is required, and attacks without files are ignored.

	Malware authors anticipate sandboxing

	If a virtual machine (VM) is found, the virus aborts its operation in order to evade detection





	
Exploit prevention


	

	Prevents non-malware assaults that take advantage of security flaws

	There are so many types of exploits, so multiple strategies are required to stop them

	Be wary of vendors who promise to be able to block all types of exploits when they can only block one or two

	Vendors who use signatures to block exploits should be wary because they will only prevent known exploits, not zero-days


	

	Fills up the gaps left by malware prevention

	Vulnerabilities aren’t exploited anymore

	Protects systems that haven’t had all patches applied


	



	
Indicators of compromise (IOCs)


	

	File hashes, IP addresses, domain names, URLs, registry keys, and other IOCs are common artefacts or evidence that an attacker has been in the environment

	To avoid blocking genuine resources, make sure IOCs are valid and come from reliable sources


	

	It’s simple to share and may be used with a variety of security solutions


	
Often, malicious activity can only be identified after it has already taken place

As attackers cover their tracks, they may be able to remove it

The fact that they were not present does not mean that an attacker was not present





	
Indicators of attack (IOAs)


	

	Several activities depending on behavior that suggests an attack is taking place


	

	Allow users to react in real time to current activity on an endpoint based on their behavior

	Not only can it prevent unwanted behaviors, but it can also see and halt attackers at any stage during an attack

	Even if the initial intrusion is undetected, the attacker’s actions will eventually be detected and blocked

	They alert users to the possibility of an attack or breach occurring right now, which is incredibly useful because it allows them to take prompt action


	



	
Whitelisting/blacklisting


	

	Users construct a whitelist and/or a blacklist to specify what is and is not permitted to operate.

	Better suited for endpoints that don’t change often (no updates, no new applications, etc.) because each change may need a change in whitelisting regulations


	

	In addition to the prevention given by the endpoint solution, it gives users great control over which programs are and are not allowed to execute in their settings


	

	Attacks that employ lawful and whitelisted programs to carry out harmful operations are ineffective.

	Against exploits, ineffective

	Extensive customization and tuning are required.

	The chores of updating and tweaking are never-ending, especially in dynamic systems where new scripts, apps, and upgrades are constantly introduced





	
EDR


	

	All activities of interest are recorded on an endpoint for further examination – both on the go and after the fact.

	Allows users to swiftly identify and study assaults that have gotten past typical defenses


	

	Can aid in the detection of attacks that have eluded prevention measures

	Prevents attackers from remaining undetected for months in a given setting

	

	
Managed hunting


	

	Detecting and following up on subtle signals of security breaches and adversary activity

	Security specialists conducted the analysis to supplement and reinforce the analysis offered automatically by security countermeasures


	

	Discovers what technology alone can’t

	Human hunters are pitted against human opponents in this game

	Expert analysis and proactive adversary hunting complement your existing resources

	Raises the bar on your security capabilities


	

	Experienced security specialists are required









Table 4.2: Functionality difference between various endpoint security components


	Vendor tests that were self-administered: Vendor-administered tests should be considered with a grain of salt. They usually highlight the benefits of the vendor’s goods while downplaying the flaws of competitors, giving you only half of the picture. It will be up to you to conduct the study and unearth the other half — the vendor’s solution’s flaws as well as the strengths of the alternatives. It’s also critical to completely comprehend the vendor’s testing technique. What samples and tools are they employing and what packer are they employing to change malware? What settings did they use for the other solutions? Although they may first provide some intriguing viewpoints, their test results must be backed up by additional evidence.

	Independent and external tests: It’s critical to do independent testing to verify vendors’ claims. Independent testing has certain major advantages as an extra source of knowledge, despite its own limits, such as covering only a portion of the tested solution’s capabilities. Make sure the approaches you’re using are consistent, transparent, and well-documented. You will be able to completely comprehend the data and can avoid making decisions based on a leap of faith as a result of this. When considering third-party testing, make sure you obtain independent and competitive test results from a credible and well-known testing company. If they are members of the AntiMalware Testing Standards Organization (AMTSO), this is a good indicator. It’s also beneficial to know how long they’ve been in the testing business.

	Internal testing, i.e., the value of seeing for oneself: Conducting your own testing yields the last and, arguably, the most important evaluation. Create a testing scenario first. Although suppliers may give some, native use cases do not rely on scenarios from just one vendor for accurate external testing results as they may be biased toward their solution. Make sure the scenarios are realistic and reflect the real-world events and strategies that adversaries will use to carry out a successful attack. For example, rather than focusing on one feature, such as malware detection, test a comprehensive assault scenario.
This will allow you to evaluate how the solution reacts to all phases of an attack rather than just one. This is critical since today’s attackers use a combination of actions rather than a single one. Realistic testing scenarios can show how a solution protects you from adversaries who combine many approaches into multi-stage attacks.




To evaluate and measure the “enhanced performance” improvement

The impact of traditional endpoint protection on systems is the second most common complaint consumers have. As a result, it’s vital to analyze the influence of the solutions you’re considering on endpoint performance as well as user experience. Security tools that stifle productivity and slow down systems are not tolerated by end users. Increased support calls and unhappiness with IT services are generally the results of such solutions.

Enhanced performance - What to measure

The user experience and impact on the endpoint must be evaluated not just during deployment, but also during subsequent upgrades, continuous maintenance, and the duties that the solution must complete to maintain the endpoint safely. The impact on network bandwidth as well as your IT and desktop support staff should be included in this assessment.

When evaluating a solution’s total impact, keep the following metrics in mind:


	Dimensions of the deployment package

	On the endpoint and on the disc, there is a footprint

	CPU usage when not in use

	CPU usage when engaged

	At rest, memory usage

	Memory consumption while its active

	Tasks that necessitate the use of endpoint resources

	Measure CPU and memory use when performing actions like endpoint scanning, querying, and so forth

	Regular bandwidth usage by the product (for communication, updates, configuration, and so on)

	Size and frequency of updates required to maintain the solution’s optimal level of security

	Installation and upgrades necessitate reboots (the types of updates)

	False-positive - they’ll eat up IT time at best, and put a stop to operations at worst



Enhanced performance - How to measure

You can start by asking the vendor to respond to your inquiries, but it’s also a good idea to test the solutions on as many production endpoints as possible to get a true sense of their impact and obtain user feedback.

To evaluate and measure the “time-to-value”

The time it takes for a solution to become completely operational, as well as the ease with which it may be installed and used, is measured by time-to-value. It includes the time required to configure and tweak the product so that it can give maximum value, in addition to the time required to deploy the solution in production and on select endpoints. Time-to-value is important because a solution that can’t be installed or fully utilized, or one that sits on the shelf, provides gaps for attackers to exploit and remain unnoticed in your environment.

Time-to-value - What to measure

The following table will assist you in calculating the time-to-value. While this is just a template, you can use this as a start point and expand it as per your requirement:








	
Task ID#


	
Task description


	
Estimate time





	
1


	
Obtaining any additional software or hardware that may be required


	



	
2


	
Architecting a new solution management infrastructure, including the number and position of management servers to service all endpoints, regardless of their location, scalability analysis, and so on


	



	
3


	
Deployment of management infrastructure, including management servers, backend databases, and so on


	



	
4


	
90 percent of production endpoints have been deployed with the solution


	



	
5


	
Configuration of the solution, including the creation of policies, rules, and whitelists, among other things


	



	
6


	
Configuration fine-tuning


	




Table 4.3: Time-to-value parameter checklist - template

Time-to-value - How to measure

Determining whether the vendor provides implementation services might provide insights to their product landscape as it may indicate that their product is complicated to install and that you will require additional assistance and experience from the vendor. Talking to references and conducting a trial or proof-of-concept can also aid in determining time-to-value.

Other considerations

Here are a few other considerations to keep in mind while making the final decision and include in your decision criteria.

Industry reports

Industry reports summarize the findings of market and product research to assist customers in making decisions. They can be beneficial because they provide in-depth analysis, product comparisons, and insights that only analysts with inside information can provide. If you want to limit your options from the wide number of endpoint security suppliers accessible, they can shortlist companies. You can evaluate how well-established a vendor is in the market by looking at how many industry publications they feature in. Keep in mind that some reviews are independent, while others may be sponsored by a company. In most cases, the latter will state which vendor funded the report.

Client references

Checking references is an important aspect of due diligence, and you should never make a major decision without first speaking with peers who have used the solution you’re considering. Even though you know that a vendor’s references would be biased in favor of their solution, talking to a user of the solution might still provide useful information. Focusing on key areas, such as the following, will help you frame your discussion with references:


	Time-to-value and product implementation

	The product adds value to the company’s bottom line.

	Support: It’s crucial to understand how the vendor will handle you once you’ve become a customer.



Prepare a list of questions ahead of time to make the most of the time you have with a reference. This will also ensure that each call is handled in the same manner. Has the product met your expectations? or Why did you choose this solution over others? are some general questions to ask. Also, rather than simply asking How good is their support? remember to ask concrete, quantifiable questions like How fast does support respond back to you? Or, rather asking a generic inquiry like How was deployment? ask, What percentage of the solution was deployed and how long did it take?

Finally, if the vendor offers references, inquire about users who are similar to your company. This can include things like size, industry, and geographic variety.

Proof of Concept (POC)

The purpose of a POC is to have a hands-on experience with the product, check that it does what it says it would, and watch how it behaves in your specific setting. Customers either develop a prototype in a virtualized environment or deploy the solution on a sample of production computers during POCs with the help of the vendor.

A POC in a production environment will offer you the most accurate picture of what to expect from the product. While testing in a lab may seem safer, it may not accurately reflect how the solution will operate in your specific situation.

Even with vendor assistance, a POC is usually the most time- and resource-intensive evaluation option available. As a result, it is frequently the final stage in a technical review and should only be used for solutions that have made it to your shortlist.

If you decide to participate in a POC, make sure you have the resources in place to conduct a thorough hands-on examination. Prepare a few scenarios ahead of time so that you can compare each option on an equal footing. Assessing the outcomes will be easier with an evaluation sheet, like the one supplied in this tutorial. Ascertain that the project has a fixed duration to ensure that the POC does not go on for months without yielding any useful results.

Maturity path for endpoint security

A security maturity model isn’t a novel notion. What’s new is that the concept of an endpoint—and how that endpoint fits into a security model—has become more elastic in recent years. In this section, we’ll discuss the security maturity model, which will help you to understand the four different levels as well as answer a few questions like the following:


	What is the current state of your endpoint security? Most CISOs who examine this approach decide, with much trepidation, that they are at best at level one or level two.

	What location would you prefer it to be? In today’s cyber battle, industry experts agree that you need to be at level three or level four to fully safeguard your firm.



Maturity level

The maturity level will help you understand and identify your current level and the next steps you should be working towards. The following diagram (figure 4.4) and the articulation for each of the step should help you to understand the same.
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Figure 4.4: Maturity path for Endpoint security


	Level-1: They have no idea what’s going on with their ends or what has happened to them. Traditional antivirus is used for detection and prevention, but it only detects and prevents “known-bad” files. Their sole reaction is to reimage machines, which means they don’t address the root cause or breadth of the problem and are prone to reinfection. Their endpoint security tools are compartmentalized and unconnected.

	Level-2: Polling and scanning are being used to gain some endpoint visibility, although it is restricted. They use reputation or algorithmic data for detection, which has an advantage over signatures. They could perform a variety of things to increase prevention, such as simply allowing a listing and removing admin permissions. They have manual and reactive systems in place to assess the root cause and scope of an incident. Their endpoint tools support basic SIEM integration via alarms and logs.

	Level-3: They can see the state of their endpoints in real time and record it continuously. Their detection relies on threat intelligence, which is usually provided by a single vendor, as well as basic indicators of compromise. They decide what they wish to restrict rather than depending exclusively on third-party signatures, so their prevention has become proactive. They have automated processes in place to determine the root cause and scope of an incident when it occurs. They’re combining endpoint security with network security and SIEM so that data can be better linked, and warnings can be handled more quickly.

	Level-4: They can see and record the condition and activity of endpoints in real time (so they know, for example, when an endpoint is making an active connection to a malicious site or performing an unauthorized activity). Their detection is based on a combination of threat knowledge from several sources as well as patterns and behavior rather than basic signs. They employ the most stringent kind of prevention, default-deny, which is policy-based and can be adjusted for different users and machine types. They can automatically terminate, contain, and remediate an attack when they respond to an incident. To integrate their endpoint security with whatever they require, they use open APIs.



Leading players in this domain

There are many players who are leading the race of next-generation endpoint security space, and one should evaluate them in detail to proceed further. Let’s look at a few reputable vendors in this space.

With antivirus protection, behavioral analysis, and strong firewalls, McAfee Endpoint Security keeps malware and breaches at bay. The antimalware feature is updated on a regular basis as threat intelligence evolves, and it works on both Windows and Mac operating systems. In the event of a breach, it also automates device scanning, analytics, remediation, and application containment to make recovery easier. Artificial intelligence (AI) and machine learning are used in the application to produce threat levels and start triaging affected areas.

Falcon by CrowdStrike provides three tiers of security, allowing you to pick the one that best suits your company’s budget and demands. Next-generation antivirus protection is included at every level, with the option to add threat intelligence and firewall control. At higher levels, endpoint detection and response (EDR) is automatically integrated into the program, and threat hunting capabilities can be added. Falcon is a fully managed endpoint protection product supplied by CrowdStrike security specialists at its most basic level.

Attackers are constantly changing their malware to circumvent security measures, so VMware upgrades Carbon Black Cloud on a regular basis to keep up with these tiny modifications. Carbon Black not only filters known malware signatures but also analyses user behavior to identify attackers attempting to impersonate regular users in order to get around security measures. To simplify your security stack, the product combines next-generation antivirus, EDR, managed detection, audit, remediation, threat hunting, and containment into a single platform.

Malwarebytes proactively protects businesses and their employees from advanced malware threats, such as ransomware, that standard antivirus, and other endpoint security products miss. Malwarebytes solutions provide flexible administration and speed for enterprises of all sizes, as they are driven from the cloud through a single pane of glass. Malwarebytes Endpoint Prevention is comprehensive malware protection and remediation solution that includes precise threat detection, proactive threat blocking, and integrated end-to-end protection that prevents malware and blocks bad behavior using a small footprint agent. Malwarebytes Endpoint Detection and Response is used by organizations that require integrated protection, detection, and response to quickly investigate, isolate, remediate, and recover from threats, including ransomware. Compromised endpoints are brought back online and made productive in a matter of minutes.

The truth is that antiviral software is no longer sufficient. Cybercriminals today layer their attack approaches to increase their chances of success. Webroot Business Endpoint Protection is underpinned by real-time threat intelligence to defend organizations from threats like email, web browsing, files, URLs, malicious advertisements, and apps. Furthermore, if a system is compromised, Webroot Business Endpoint Protection provides unique journaling and rollback remedies that can assist restore local drives to their pre-infection state, reducing (and potentially eliminating) the need to reimage systems. Webroot Business Endpoint Protection is a great place to start for defense-in-depth and a more resilient business.

SentinelOne is the only cybersecurity solution in the world that combines AI-powered prevention, detection, response, and hunting across endpoints, containers, cloud workloads, and IoT devices in a single self-contained platform. SentinelOne gives enterprises complete visibility into everything that happens across the network at machine speed, allowing them to fight any attack at any point of the threat lifecycle.

Cortex XDR is the first extended detection and response platform in the industry, and it uses data from any source to combat contemporary assaults. You may use Cortex XDR to detect stealthy attacks by combining AI, analytics, and rich data. With sophisticated alert grouping and incident scoring, your SOC team can cut through the noise and focus on what matters most. Investigations are sped up with cross-data insights, allowing you to streamline incident response and recovery. With the highest combined protection and detection scores in the MITRE ATTandCK® round 3 evaluation, Cortex XDR provides peace of mind with best-in-class endpoint security. The Cortex XDR platform captures and analyses all data, giving you complete insight and comprehensive security for the future.

Conclusion

One may argue that obtaining a security budget is no longer the most difficult challenge that security professionals face. Finding the correct answer amid a sea of possibilities, making sense of all the new technology, and cutting through the hype to arrive at an informed judgment are the current challenges.

This perplexing circumstance makes it easy to lose sight of early objectives and fall prey to jargon and overstated claims. To avoid falling into this trap and to get the most out of your new antivirus, keep your decision criteria focused on protection, performance, and time-to-value. Also, don’t forget to ask the following questions: Is this solution more effective in terms of security? Is it able to give superior results? Is it simple to set up, operate, and maintain this solution? Finally, you should always double-check vendor claims. To make the best decision, cross-check the provider’s assertions with independent third-party testing, analyst reports, your own testing, and other sources of information.

The work of a CISO is never done. This implies that you’ll always have to devote some of your time to understand the problem statement, strategy, and testing of new security products. We hope this book has provided you with some ways for doing so and you can select the best tools for your needs while wasting as little time as possible.

In the next chapter, we will explore how the incident management life cycle plays a crucial role in defining the overall strategy for a matured cybersecurity lifecycle. The next chapter will help you understand the thought process and integration of the incident management process with overall security and how it ties back to CISO’s KRA.





CHAPTER 5

Security Incident Response (IR) Methodology


Incident management plays a vital role while defining a matured architecture, and it’s one of the crucial building blocks of cybersecurity strategy. This section will talk about the overview of security incident management, IT framework, methodology, various workflow, how it can be adopted in operations, and its integration with various other components of the ecosystems.

It’s difficult to prevent all attacks, breaches, or other cybersecurity events, no matter how well-designed a company’s cyber defenses are. As a result, having solid plans in place to limit the breadth and impact of an attack is vital. Preparation, detection, incident containment, mitigation, and recovery are all part of the security incident management cycle. The final phase entails using the incident’s lessons to enhance the process and plan for future incidents. Communication with both internal and external parties is crucial during this cycle.

The field of security incident response is dynamic, diverse, and ever-changing. Any organization’s ability to respond to and adjust for many sources of possible security issues is critical. Security incident response is valuable, important, and, in many cases, the top priority for the safety and security of all people involved, from the smallest to the largest business. Effective security incident response necessitates adherence to established processes and meticulous attention to detail, which typically results in high levels of satisfaction. Forensics is a major, ever-expanding subfield of security incident response that requires investigators, examiners, and analysts to meet stringent requirements.

Many businesses may lack the in-house expertise and abilities required to respond appropriately to a cybersecurity event. When confronted with an incident, they may need to enlist the help of professionals to contain the situation and/or conduct forensic investigations. This isn’t to say they can’t do things on their own. On the contrary, there are numerous things that may and should be done before a serious incident. We will learn about these in this chapter.

Structure

In this chapter, we will discuss the following topics:


	Overview of security incident management

	Definitions and basic principles

	Key consideration and importance of IR planning

	IR methodology

	Building block of IR

	Adoption of the MITRE ATT&CK framework

	Deep dive into security incident handling

	Best practices and recommendation for IR



Objectives

After completing this chapter, you should have a good understanding of security incident response management, the framework and methodology that should be adopted, and detailed building blocks and various other nuts and bolts.

Finally, you should be able to define and participate to build the framework and the actual plan for your organization. You should also have basic knowledge of various other supporting factors and guidelines that are essential to building this framework.

Overview and concept understanding

The internet is changing the way we do business: the volume of data we move via the internet is growing, as is our reliance on it being available. It is undeniable that connecting to the rest of the world not only opens up new possibilities, but it also introduces new hazards. Cybercrime is a major business, and even the tiniest malicious attack can severely harm an organization’s brand, productivity, and IT infrastructure, among other things.

No company should believe it is immune to cybercrime; large corporations are not the only ones targeted by cybercriminals. A small business, in fact, may be more fascinating victims due to the information they process or the partners they collaborate with.

This chapter emphasizes on the need for understanding that your organization may be the target of a cyberattack at any time and that if it happens, you must be prepared. The difference between a security incident and a security crisis can be determined by a solid security incident response plan. The speed at which a company can recognize, analyze, and respond to an incident will impact the amount of damage done and the cost of recovery.

Putting together a successful security incident response capability necessitates several important decisions and actions. One of the first things to think about is coming up with an organization-specific meaning for the term incident so that the term’s scope is obvious. The organization should determine what services the incident response team should provide, consider whether team structures and models can provide those services, and then select and execute one or more incident response teams. The formulation of an incident response strategy, policy, and procedure is a crucial component of forming a team for incident response to be carried out successfully, efficiently, and consistently, and for the team to be empowered to accomplish what is required.

The team’s contacts with other teams within the company and with outside parties like law enforcement, media, and other event response groups, should be reflected in the plan, policies, and procedures. This chapter includes not only guidance for building incident response capabilities but also suggestions for maintaining and improving current capabilities.

Definition

Let’s try to understand a few basic terms that are essential to drafting the framework:

Security incidents occur when security measures fail or when an organization’s systems or data is breached. Any occurrence that jeopardizes the integrity, availability, or confidentiality of information qualifies as such. Perimeter breaches, cyberattacks, and insider threats are all examples of security issues.

A security incident response (IR) strategy is a methodical approach to dealing with a cybersecurity event. If a malicious incident occurs, actions are done to limit, reduce, and learn from the damage.

Not every cyberattack is dangerous enough to warrant further investigation. When isolated occurrences occur, such as a single login failure from an on-site employee, it’s important to be aware of them, but they don’t require man-hours to investigate. Your cybersecurity team should have a list of event types to investigate as well as time limits for each category. Then, for each type of occurrence, you should have specific incident response steps.

A security incident occurs when computer security policies, acceptable usage policies, or standard security practices are violated or are in danger of being violated. Here are some examples of incidents:


	An attacker instructs a botnet to flood a web server with connection requests, forcing it to crash

	Users are deceived into reading a quarterly report delivered over email that is malware; by running the utility, their machines have been infected and connections with an external host have been formed

	An attacker acquires sensitive information and threatens to make the material public unless the company pays a certain amount of money

	Through peer-to-peer file-sharing services, a user provides or exposes sensitive information to others



A security incident response plan is a simple document that instructs IT and IS experts on what to do in the event of a security incident like a data breach or a data leak. Preparation, identification, containment, eradication, recovery, and lessons learned are the six phases of the response plan.

A solid cyber incident response strategy is required for any organization that is serious about information security. Based on research, experience, and incident response training, this plan should be updated on a regular basis.

The strategy should be developed assuming that your company may be targeted by cyber thieves at some point. The strategy should be succinct, concise, and specific. As a result, stakeholders will be able to promptly make decisions and carry out the required tasks. There shouldn’t be any jargon in it. Finally, it should concentrate on the computer systems and networks used by your company.

Basic principles

Keep the following basic principles in mind as you go through this chapter and adopt this framework for your organization:


	There is no one-size-fits-all answer: Always bear in mind that every company is unique. There is no such thing as a one-size-fits-all approach when it comes to cybersecurity.

	What will work best for your organization is determined by its mission and goals, the type of infrastructure and information it protects, available resources, and so on: Keep in mind that some techniques can only be mastered via practice and patience. This, however, should not deter you from getting started.

	The commitment from senior management: Cyber security incidents are a risk that should be included in your company’s overall risk management policy. In addition, handling cyber security events entails more than just using technology. It also necessitates the creation of a plan that is integrated into existing processes and organizational structures, allowing important business functions to be enabled rather than hindered. Because top management’s explicit support through appropriate internal communication and the allocation of personnel and financial resources is critical to the plan’s success, top management should be actively involved in defining an organization’s cyber security prevention and incident response plan.

	Security is our responsibility. When it comes to cyber security, it is often argued that humans are the weakest link. Having said that, it’s also vital to remember that your employees have a lot of potential in terms of assisting you in detecting and identifying cyber security concerns. Make sure that everyone in your company is aware of your cyber security incident response strategy and their part in it, even if it’s only telling the appropriate person about any ICT irregularities they come across.

	During an incident, keep an offline copy of the papers you’ll need. Keep in mind that you may not always have access to your computer’s files if a security incident occurs. Keeping a physical copy/offline copy of any document you might require during a cyber security event or crisis is always a smart idea.

	Backups should not be connected to the rest of your system. Not only is it critical to have backups, but it’s also critical to have a backup that isn’t connected to the rest of your system in any manner. If your backup is linked to your system, the illness that infects your system is likely to propagate to your backup, rendering it unusable.

	The significance of logging and archiving logs for a set length of time. Logs can assist you in tracing the source of a cyber security issue. This is not only vital for identifying the cybercriminal, but it can also assist your company in getting back to work as quickly as feasible. I recommend that you should keep the archives for a period of 6 months to 1 year to start with.

	Keep your cyber security response plan, as well as all relevant documentation and information, up to date. It’s important to ensure that all the documents which are part of your response plan should be reviewed and updated on a half-yearly basis.

	When dealing with a cyber security problem, make sure you consider all legal implications. Only evidence obtained in compliance with all applicable laws and regulations will be acceptable in court. Furthermore, you may be required to report Network and Information Security issues to the appropriate authorities or personnel, such as the National Data Protection Authority or the relevant competent body.

	Every step must be documented while handling security incidents. Don’t rely on your head alone in a crisis! Make a note of any actions you take, such as reporting the occurrence, gathering proof, conversing with users, system owners, and others, and so on. This documentation serves as a time machine for you.
When anything goes wrong, you may be able to go back and determine where and why the issue began. Furthermore, recording the cyber security incident response will ensure that information about what is going on is not just in the brains of a few people.




Types of security incidents

A high number of threat vectors can lead to security issues. The following are some of the most common security incidents:


	Brute force attacks: Brute force methods are used by attackers to break into networks, systems, or services, which they can then damage or destroy. For example, to guess the correct password, attackers utilize software that examines various passwords. A denial of service (DoS) attack, for example, overwhelms the target system and prevents users from accessing it.

	Loss of theft of equipment: A business device, such as a laptop or smartphone, is misplaced or stolen. According to a research, over 40% of small business owners and senior executives blame their most recent security incident on staff incompetence or inadvertent loss.

	Web: Websites or web-based applications have been the target of cyberattacks. Drive-by downloads, scripts, popup alerts, and ostensibly legal user-initiated downloads are all possibilities.

	Email: An email message or attachment is used to launch an assault. Viruses disguised as documents fool users into downloading an attachment and take over the host computer. Phishing is another way that email can be misused. An attacker may ask for personal information or provide a link to a seemingly legitimate website to deceive the receiver into cooperating.



Importance and key considerations while developing IR plan

An incident response strategy, as mentioned earlier, aids in reducing the effects of prospective security events, lowering operational, financial, and reputational harm. In the event of an incident, it also defines incident definitions, escalation requirements, personnel duties, important processes to follow, and individuals to contact.

An IR plan lays out the appropriate structure, actions, and procedures for completing the following tasks:


	Recognize and respond to an incident

	Quickly and effectively assess the situation

	Notify the appropriate individuals and organizations about the incident

	Organize a company’s response, including the activation of a command center

	Escalate the company’s response efforts based on the severity of the incident

	Support the business recovery efforts being made in the aftermath of the incident



There are various advantages to having a well-crafted IR plan. Here are a few examples:


	Incident response time is reduced: An IR plan guarantees that an organization’s risk assessment and actions are used to detect early warning indicators that an incident or attack is likely to occur or is already occurring. It also aids companies in adhering to the right procedures for containing and recovering from a threat.

	Mitigation of the threat early on: In practice, a structured incident response team with a comprehensive reaction strategy can lessen the impact of unexpected events. An incident response plan can expedite forensic analysis, reducing the length of a security incident and speeding up the recovery process. Overall, the impact may be to limit operational, financial, and even reputational harm.

	Preventing the commencement of a disaster recovery plan: Quick incident handling combined with well-rehearsed measures can help a company avoid having to implement more sophisticated and expensive business continuity and disaster recovery (BCDR) strategies. In addition to assisting the company in promptly resuming normal operations, an IRP can help it avoid unwanted publicity that could harm its reputation and competitive position. When a local incident manager or another adequately trained person judges that an event or out-of-normal state has occurred, incident response plans are often implemented. This type of action is usually taken before more thorough actions, such as the use of BCDR plans. When we look at a disaster timeline, such as the one shown in the following figure, we can see that incident management is frequently the first response and the link to following business recovery actions:
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Figure 5.1: Security Incident lifecycle - Timelines


	Mature Business Continuity planning: Incident response planning is a vital aspect of the overall BC management process, according to organizations like the Business Continuity Institute and Disaster Recovery Institute International.

	Improved communication allows for quicker action: There can be times when the intensity of an occurrence exceeds the incident response team’s skills. In these situations, the IR team communicates what they know to emergency management teams and first responder groups to help resolve the crisis. If the crisis results in physical damage to a building or substantial damage to vital business systems, staff should be relocated and BCDR plans should be initiated.



Key considerations for IR planning

When developing an IR planning, you should always consider the following points:


	Support from senior management is critical: You won’t be able to develop a robust incident management plan or obtain a well-trained team to respond to problems without the cooperation of top management.

	Maintain a straightforward strategy: Most circumstances may be navigated with the help of a well-organized, step-by-step IR planning with essential information at your fingertips.

	Communicate the status of the situation regularly: Provide pertinent information as soon as it becomes available (including modifications to acceptable use policies), communicate it swiftly, follow up regularly, keep relevant parties informed, and correct any wrong information.

	Examine and test: When an incident response plan is finished, it should be evaluated and tested (for example, using a tabletop walkthrough) to confirm that the documented procedures make sense and that the team is trained and equipped to respond to the plan.

	Be adaptable: An IR planning should be flexible enough to respond to several conditions, including who is on the team and what resources are available to mitigate the incident.

	Business-specific risk-based approach: We also need to plan or alter our approach to handle the risk based on the industry type, business requirement, and legal obligations. This will help you define a customized solution rather than going ahead with a generic route.



Industry Standard Incident Response frameworks

The major institutes whose incident response steps have become industry standards are NIST and SANS, which are listed here, in no particular order.

National Institute of Standards and Technology (NIST)

The NIST is an acronym for the National Institute of Standards and Technology, a federal agency that prides itself on being one of the country’s oldest physical science laboratories. They work in all things technological, including cybersecurity, where their incident response methods have made them one of the two industry-standard go-tos for incident response. NIST Incident Response process talks about the following:


	Preparation

	Detection and analysis

	Containment, eradication, and recovery

	Post-incident activity



SANS

SysAdmin, Audit, Network, and Security is the acronym for SysAdmin, Audit, Network, and Security. They’re a private group that describes itself as a cooperative research and teaching organization, according to their website. SANs entire focus is security, and they’ve become an industry-standard framework for incident response, despite being younger than NIST. SANS Incident Response process talks about the following:


	Preparation

	Identification

	Containment

	Eradication

	Recovery

	Lessons learned



IR methodology

When it comes to security risks, an incident response plan is a must-have document. It explains who, what, when, why, and how to deal with security events, incidents, and breaches once they’ve been confirmed. It’s crucial because thinking how to respond to these issues should be the last thing on your mind when you’re under duress.

In reality, you’ll be reacting if you don’t have a recorded plan. You lose your ability to reason when you respond, and you’re flying by the seat of your pants. You won’t be able to think clearly, and you won’t be able to make wise decisions. You can respond with clarity and direction and avoid letting emotions drive your response efforts if you have a defined IR plan.

Building an IR team

Building a great team is the first step to developing a good incident response program. Security policies, processes, and tools are useless without the right people. A cross-functional group of people from many sections of the business, including IT and security, operations, legal, and public relations, make up an IR team. One or more of these positions could – and should – be in executive management. This is done to ensure that the highest degree of decision-making is used and that the business’s best interests are protected.

Roles and responsibilities of the IR team

An incident response team’s overall purpose should be to discover and respond to security issues as quickly as possible to minimize their impact on the organization. A computer security incident response team (CSIRT) or a computer emergency response (or preparation) team are two terms used to describe such groups (CERT). A bigger group of IR experts is frequently gathered into a security operations center (SOC), which has a reach that extends beyond incident response. Your IR team’s name is mostly irrelevant because its objectives are the same.

Whatever it’s called, the IR team should be working to support its role in the overall incident response plan, which should complement your information security programs and overall business goals. Working on response speeds and impact minimization, holding regular meetings, and doing tabletop exercises are all possible team goals. To be effective, these goals must be detailed, expressed in the present tense, and include steps that must be completed and also dates to aid with responsibility.

The following are some real examples of IR team goals that the team or an overarching security committee might develop:


	We must create metrics for measuring our IR program initiatives, which include monitoring and alerting, team communication, and technology assessments.

	We should keep our IR plan document up to date regularly.

	For IR simulations, we should construct and run a minimum of 3 independent tabletop activities.

	We must involve our security committee and top management in reporting on occurrences, measures taken, and additional incident response enhancements that are needed.



Each of these goals would be developed by the IR team with precise procedures and dates so that everyone on the team knows what to anticipate and strive for. The following image provides a quick gist of the key consideration while building the IR team:
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Figure 5.2: Key considerations to build the IR team

Another thing to keep in mind when setting goals for your incident response team is to make sure they are both acceptable and feasible, and that they are evaluated and followed. Otherwise, they may become an afterthought and, rather than being an asset, become a liability. It becomes considerably more problematic if, following an event or a proven breach, it is discovered that established procedures were either missing or were not followed at all.

Understanding the various team member’s roles and responsibilities is an important and must-have element of security incident response. After all, what good are goals if you don’t have the right people on board, or if you have team members with unclear expectations? At the very least, you should spell out particular roles and tasks in your IR plan or elsewhere.

The following people should be in the IR team:


	Technical team: Members of the IT and security teams

	Executive sponsor: A high-ranking executive who is in charge of information security

	Incident response coordinator: The person in charge of the team’s and incidents’ continuous management

	Public Relations (PR) coordinator: The person in charge of interacting with the news media and other associated outlets once a breach occurs

	Forensic analyst: An in-house forensics expert or a consultant

	External consultant: A person who specializes in information security or incident response

	Legal counsel: Your company’s attorney or an independent law firm that would represent your company in the event of a breach or incident



Various abilities are required for incident response. The core group of technical employees and incident responders who defend a business against cyberthreats is at the heart of an IR team. These individuals are security experts who can carry out responsibilities including monitoring the network for vulnerabilities and breaches and taking appropriate action when necessary.

Incident responders, on the other hand, use data to identify and assess the extent and urgency of problems, as well as execute other ongoing IR tasks. They may also provide trend analysis, user education, and liaison with law enforcement. Certain questions can assist firms in hiring these team members more effectively.

However, technological abilities aren’t the only thing needed for good incident response. As mentioned earlier, a strong IR team would require cross-functional individuals who can handle non-technical activities, including speaking with the media and responding to legal challenges. Depending on your current staff structure, employee skills, and special business demands, the precise titles for each of these functions may change from one organization to another. What matters is that you have the appropriate people on your team.

In terms of team building, rather than dragging people who don’t want to be there, look for people who are passionate about the subject and keen to contribute to this essential area of security. Each member of the IT and security teams has their own set of priorities, and incident response may not be one of them.

Furthermore, having both technical and nontechnical employees on your IR team is essential.

The technical staff will be familiar with the network environment and will be able to assist in delving into the information found in system logs, network packet captures, vulnerability scanner results, and other similar documents. Non-technical people can help lead the oversight and team communications needed to keep everyone informed, ask the tough questions, and participate in decision-making so that business interests are adequately represented. You might want to explore linking this process or approach to an existing overall business communication plan.

Goals for the IR team

During a cyber incident, the incident response team’s purpose is to organize team members and resources to minimize the impact and promptly restore operations. This includes the following:


	Document the scope, priority, and impact of a breach to determine which assets were impacted and whether the incident warrants further investigation.

	Inform team members on reporting methods; gather relevant trending data to demonstrate the value of the incident response team.

	Response—investigate root causes, document findings, implement recovery measures, and update team members on the state of your firm.



Advanced analytics plays a key role in spotting and investigating problems in modern Security Operations Centers (SOCs). Many security teams employ User and Entity Behavioral Analytics (UEBA) technologies to set behavioral baselines for people or IT systems and automatically spot aberrant behavior. This makes it much easier for security personnel to spot situations that could lead to a security breach.

Creating an IR plan

The team or IR coordinator should create an incident response plan in advance, which should include the components listed in the table below:







	
Plan elements


	
Scope





	
Overview


	
Introduces the plan and explains the high-level objectives, the scope of the project, and the assumptions that have been taken into account





	
Roles and responsibilities are outlined in this diagram


	
Lists and outlines each team member’s responsibilities and expectations





	
A detailed list of incidents that need to be addressed


	
Describes the dangers, exploits, and situations that necessitate official incident response actions, like denial-of-service attacks, malware infestations, email phishing, and lost or stolen laptops





	
Procedures for detection, investigation, and containment


	
The start of your actual incident response procedures; comprises instructions on activities like analyzing conditions, contacting team members, enlisting outside help, protecting the network, confirming the occurrence, gathering evidence, and reporting results





	
Steps for eradication


	
General processes for cleaning up the incident; include network traffic and system log analysis, forensics assessment, and later vulnerability testing to validate resolution





	
Recovery phase


	
Includes chores like reinstalling or reimaging hosts, resetting passwords, and modifying firewall rules and related network configurations





	
Breach notification process


	
Describes how and when to notify persons who are affected by a proven violation, as required by contracts or legislation





	
Follow-ups


	
This section discusses any new reports, improved documentation, or lessons learned that may arise as a result of this phase





	
Call tree


	
Provides contact information for members of the incident response team as well as any outside suppliers who may be engaged, such as internet service providers and cloud service providers





	
Test cases


	
Describe the exact testing scenarios that have been or will be conducted





	
Version and history control


	
Outlines details on plan updates and enhancements, including who did what and when it was completed






Table 5.1: IR plan elements

Depending upon the business requirement, everyone’s plan will be a little different. The essentials addressed by this template, on the other hand, are standard and should be incorporated into every organization’s strategy. Organizations may have IR best practices and other resources that you might consider using in your strategy.

Organizations can leverage frameworks from NIST, US-CERT, ISACA, and ISO/IEC for guidance. The NIST “Computer Security Incident Handling Guide,” for example, contains an incident response framework in the form of an IR lifecycle, which comprises preparation, detection, and analysis, containment, eradication, and recovery, and post-incident activity.

An incident response plan should not be mixed in with other organizational security plans and procedures, such as a security policy overview or disaster recovery and business continuity plans. Instead, it’s better as a standalone document that everyone on your incident response team is aware of and has easy access to, both on the network and in hard copy. In addition to using the above-mentioned firms’ consulting frameworks, you can start with an IR plan template to get you started.

Developing an incident response strategy necessitates the expertise and contribution of every member of the team. Dividing up the various elements to the necessary team members is an excellent approach to go about constructing a strategy — or even fleshing out an existing one. After everyone has completed their portion, the team can compile everything into a single document and begin modifying and producing the final version. Keep in mind that, like any other security policy, your incident response strategy is a work in progress. As a result, you’ll want to make sure it’s reviewed on a regular basis and updated as your network, security, and business evolve.

Ideal candidates for your IR team - Qualities you should check for

Considering the following notes while putting together an incident response team:


	Availability: An incident response team should be available 24 hours a day, 7 days a week, 365 days a year. You may also need employees to be physically present on the scene of an incident, so picking employees that reside close to the office is advantageous.

	You may not have the resources to give full-time responsibilities to all team members if you use virtual or volunteer team members. Consider forming a ‘virtual’ incident response team with some of your team members. When an emergency happens, these team members can be called upon.

	A person at the level of a CISO who can communicate the impact of an incident to other executive members is an effective advocate or executive sponsor. This person should also make sure that the incident response team has sufficient money and the authority to respond quickly in a crisis.

	Monitor and boost employee and team morale: Being on call all the time may be stressful for your staff. They can lose their motivation and focus. Allowing opportunities for growth, learning, and team building can help reduce employee burnout. You can also outsource some activities to lessen your in-house team’s burden and stress.

	Recruit teams with a wide range of technical skills: You can’t expect members of your team to be specialists in every aspect of crisis response. It’s critical to figure out where there are talent gaps and hire people to fill them.



Building blocks of IRP

The duties and responsibilities of the members of the incident response team who must keep the plan current, test it regularly, and put it into action should be identified and described in an incident response plan. The plan should also include the tools, technologies, and physical resources required to restore damaged systems and data that has been compromised, damaged, or lost. If the severity of the issue has grown, it should also outline the criteria for involving BC and DR plans.

For this discussion, we are leveraging NIST guidelines. An incident response plan, according to NIST, has six parts. The following image explains this. Also, note that this is a continuous cycle running in a circle:
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Figure 5.3: Incident Response Building blocks


	Preparation: The first step is to prepare. Users and IT workers should be trained to deal with potential situations if they occur.

	Identification: Identify yourself, and determine whether or whether an occurrence is a security breach.

	Containment: Containment is the third step. To minimize future harm, limit the impact of the occurrence and isolate the impacted systems.

	Eradication: Complete eradication. Determine the cause of the issue and remove the affected systems from production.

	Recovery: Allow the affected systems to return to production while ensuring that no threat persists.

	Lessons learned: Staff can learn from the incident and enhance future response efforts by documenting it and analyzing how it occurred.



Let’s take a deep dive into each of these building blocks and understand them in detail.

Preparation

To prepare for cybersecurity incidents, your incident response team should take the following steps:


	Create regulations that will be implemented in the case of a cyberattack.

	Conduct a risk assessment and review the security policy.

	Prioritize security concerns, become familiar with your most valuable assets, and focus on critical security occurrences.

	Create a communication strategy.

	Create a company security policy that outlines your team’s roles, responsibilities, and processes.

	Recruit and train team members, and make sure they have access to the systems they need.

	Ascertain that team members have access to the appropriate technologies and tools.



Identification

Determine what triggers the team’s response. Malware detection on corporate networks, phishing attacks, and denial of service attacks are all examples of security issues. A series of circumstances, such as an unexpected upload to a cloud storage site and an odd access notice in the same few hours, could trigger a plan.

Monitoring tools, log files, error messages, firewalls, and intrusion detection systems all provide events in IT systems. To determine whether abnormal events are security incidents, this data should be evaluated by automated tools and security professionals. When an issue is isolated, the incident response team should be notified. Members of the team work together to plan an effective response to the incident:


	Identify the situation, appraise it, and gather evidence

	Decide on the incident’s severity and kind, and escalate if necessary

	Document your actions by addressing the who, what, where, why, and how; if the incident is brought to a court of law, this information could be used as evidence



Containment

After your team has isolated a security incident, the goal is to prevent further damage. This includes the following:


	Short-term containment: This is an immediate response to prevent future damage from the threat, which can include things like shutting down hacked production servers or isolating a vulnerable network segment.

	System backup: Make a backup of all affected systems before wiping and reinstalling them in order to create a forensic image. A forensic image is a copy of a hard disc or a specific disc partition that is bit-for-bit identical. After a security incident, disc images are made to preserve the state of a disc at a certain point in time, providing a static snapshot that you may use as evidence of the security incident and to analyze how the system was penetrated.

	Long-term containment: Repair affected systems temporarily so they can be used in production. Rebuild clean systems while this is going on so that you can bring them online during the recovery stage. Install security patches on affected and connected systems, remove accounts and backdoors created by attackers, adjust firewall rules and change routes to null route the attacker address, and so on to prevent the issue from reoccurring or escalating.



Eradication

Stop the threat and return the basic systems to their original state or as close to it as possible. To prevent future attacks, the team should pinpoint the source of the assault, remove threats and malware, and identify and address vulnerabilities that were exploited. The organization’s configuration may be altered as a result of these actions. The goal is to implement changes with as little impact on the organization’s operations as possible. Stopping the bleeding and minimizing the amount of data revealed are two ways to do this.

This is accomplished as follows:


	Identify and repair all affected hosts, both inside and outside your company

	Isolate the source of the assault so that all instances of the software may be removed

	Analyze the malware to see how much harm it has caused

	Examine the attacker’s response to your actions

	Prepare for a different form of attack and come up with a reaction

	Allow time to ensure that the network is secure and that the attacker is no longer active



Ascertain that your team has eliminated any malicious content and that the systems in question are clean. If an attacker exploited a vulnerability, for example, it should be patched, and if they exploited a poor authentication system, it should be changed with strong authentication.

Recovery

Ascertain that the affected systems are not in jeopardy and that they can be returned to working order. The goal of this phase is to carefully reintroduce affected systems into the production environment so that they do not cause another incident. Restore systems from clean backups, replace compromised files with clean versions, rebuild systems from the ground up, install patches, change passwords, and reinforce network perimeter security to prevent another incident (boundary router access control lists, firewall rulesets, etc.).

Consider how long you’ll need to keep an eye on the network system and how you’ll know if the affected systems are up and running. Calculate the breach’s cost and the resulting damages.

Lessons Learned

To optimize future processes, the incident response team and partners should communicate. The team should figure out how the event was handled and how it was resolved. This should also include information or documents which were supposed to prepared during the event, however missed to capture due to any reasons.

Examine the steps taken to recover the system that was attacked as well as the areas where the response team could improve and the areas where they were successful. Lessons learned reports provide a comprehensive overview of the entire incident and can be utilized in meetings, as comparison points, or as training material for new members of the incident response team.

How to use IR tools, when to use them, and why?

Considering incident response to be one of the tactical components of the overall program, we need to plan it accordingly. We would like to talk about The OODA loop - a military term coined with the execution and outcome for effective incident response. It’s a cycle in which you observe, orient, decide, and act. The OODA loop’s main goal is to use situational awareness and knowledge to watch important events unfold, such as security problems, so that you can respond promptly and gain an advantage in defeating the threat. This allows you to lessen the impact of threats on your company. The following diagram will help you understand the lifecycle of the OODA loop:
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Figure 5.4: Diagrammatical representation of the OODA Loops

The OODA loop can be used as a general strategy for incident response and can also assist in determining which security solutions to deploy. There are several incident response tools that can be utilized in this area, whether for prevention, detection, or response. Packet analysis, system resource evaluation, and file integrity monitoring, for example, are technologies that can be used to fulfill the Observe component of the OODA cycle. Real-time threat indicators and threat information can be utilized to offer context for attacks and complete the Orient component of the OODA loop. Tools that provide forensic details, such as replays of what transpired to throw light on the context and technical facts, could fulfill the Decide component. This can assist you in making better decisions about what to do (or not do) during the incident response process. Finally, operations such as blocking, redirecting, or quarantining threats to limit their effects on your network and information assets can be used to complete the Act component of the OODA loop.

While responding to a cyber security event is a process, technology can help automate key activities to reduce time and avoid errors. Vendors of IR-focused technology offer tools for a variety of tasks, including the following:


	Endpoint detection and response

	Forensic analysis

	Firewall, IDS, and IPS

	DDoS Protection

	Vulnerability Management

	Security Incident and Event Management (SIEM)

	Net flow and Traffic analysis



Most technological solutions in this field are commercial, so you’ll need a budget — sometimes a sizable one — to cover both capital and ongoing costs. For most of these domains, open-source software is available as an alternative. You’ll need to determine whether it can satisfy your specific business needs and how much effort it will take to do so. After you’ve invested in building your incident response efforts, you must also examine whether the open-source software will be around in the long run.

You can’t rely on incident response tools to run your entire operation.

Of course, as with any new technical control, you’ll want to ensure that you have the necessary personnel and knowledge. Not only in terms of initial design and implementation, but also in terms of day-to-day administration, troubleshooting, and so on, having the required resources is vital.

Summary

Is it practical to fully integrate the OODA loop into your incident response strategy? It is debatable. At the very least, use it as a framework for your approach to incident response and tailor your process to your own circumstances. Similarly, you can’t rely on incident response tools to run your entire operation. The truth is that the success of the IR function is determined by several elements, including company culture, security buy-in, network design, funding, and personnel.

Your IR approach and resources, including your incident response plan document, will be tailored to your individual business needs. If you follow the fundamental OODA phases and apply incident response tools, when necessary, you’ll be ahead of the curve, which is exactly where you want to be.

Problem-solving approach

The ability to solve problems is an important aspect of incident response. Even though the OODA loop is about decision-making, it’s critical not to get caught up in the process (or any other IR methodology). It’s all too easy to get distracted and lose sight of what matters most, which is the priority. Looking at it from the perspective of the above-mentioned occurrences that require action, you must be able to select which ones to focus on and which ones to dismiss. You achieve this by deciding which security events are critical, which ones are important, and how you’ll respond to the various scenarios.

The most effective approach to achieve this is to categorize security events, incidents, and confirmed breaches into the following categories:


	What is urgent yet non-essential?

	What is essential but isn’t urgent?

	What’s both important and urgent?



Let’s look at a few examples to understand these categories.

A malware attack on a branch office sales workstation that only connects to the office network or the internet over guest Wi-Fi is an example of an urgent but not essential issue.

A fresh, recently imaged laptop that is lost but does not yet contain any business-related information is an example of an essential but not urgent issue.

A distributed denial-of-service attack on an e-commerce website, a malware infection affecting production servers, and phishing attempts targeting executives that resulted in the compromise of network credentials are all examples of both important and urgent.

Many of the security issues you’ll have to deal with fall under the first two categories listed above. They may need to be addressed in some fashion, but they’ll most likely just be a source of distraction. Therefore, you must be adept at filtering out background noise and focusing on what matters most in your unique setting. The third category, which is both urgent and important, is where you should devote most of your incident response resources. What matters is that you consider the larger picture and handle the security incidents that have the greatest impact on your essential network resources and information assets.

It’s getting increasingly difficult to locate IT and security staff who can truly address problems in today’s technology-centric environment when decisions are often made for us, especially when under the strain of a security event. When it comes to incident response in general, ensure that problem-solving encompasses the right areas, such as defining the problem, determining all feasible solutions, selecting the best option, and then taking purposeful action.

Adoption of the MITRE ATT&CK framework

MITRE, based in Bedford, MA, and McLean, VA, is a government-funded research organization. The company was founded in 1958 as a spin-off from MIT and has worked on several commercial and top-secret projects for a variety of agencies. The FAA air traffic control system and the AWACS airborne radar system were among these projects. The NIST funds MITRE’s cybersecurity practice.

MITRE ATT&CK is a publicly available knowledge repository of adversary tactics and techniques based on real-world cybersecurity threat observations. They’re organized into matrices based on assault stages, ranging from initial system access through data theft or machine control. There are matrices for typical desktop platforms, such as Linux, macOS, and Windows, as well as technologies like cloud, containers, networking, ICS, and mobile platforms.

The acronym ATT&CK stands for adversarial tactics, techniques, and knowledge. The methods provide a new way of thinking about cyberattacks. It identifies strategies that indicate that an attack is in progress rather than looking at the consequences of an assault, termed an indication of compromise (IoC). The why of an offensive technique is a tactic.

Adversarial tactics

There are 14 techniques in the Enterprise ATT&CK matrix:


	Reconnaissance

	Resource development

	Initial access

	Execution

	Persistence

	Privilege escalation

	Defense evasion

	Credential access

	Discovery

	Lateral movement

	Command and control

	Collection

	Exfiltration

	Impact



Techniques

Techniques are represented by the second T in ATT&CK. Each approach consists of a collection of techniques that have been utilized by malware and threat actors in the past. Techniques represent the how—how attackers really carry out a tactic. If the approach is privilege escalation, for example, the tactics will be several ways attackers carry out privilege escalation in real-world attacks. The Enterprise ATT&CK matrix now has 185 techniques and 367 sub-techniques, and MITRE is constantly adding more. Each approach is assigned a four-digit number, such as T1548 for Abuse Elevation Control Mechanism.

Each technique describes how threat actors work, including the credentials required, the platforms on which the technology is most typically used, and how to identify orders or behaviors related to the approach.

Common knowledge

ATT&CK ends with the letters CK, which stands for common knowledge. This refers to enemies’ recorded usage of tactics and procedures. Common knowledge is, essentially, the documenting of procedures. The term tactics, methods, and procedures (TTP) may be recognizable to anyone concerned with cybersecurity. (The CK is a more appealing acronym than P, which is required in government projects.)

Appropriate placeholders for MITRE ATT&CK

MITRE ATT&CK can be used by a company in several ways. The following are the most common scenarios:


	ATT&CK can be used to build adversary emulation situations in order to test and verify defenses against common adversary tactics.

	ATT&CK can be used to create red team strategies and coordinate actions in order to get beyond network defenses.

	ATT&CK can be used to build and test behavioral analytics in order to detect adversarial behavior in each environment.

	ATT&CK can be used as a standard behavior-focused adversary model to evaluate existing defenses inside an organization’s enterprise, including tools, monitoring, and mitigations.

	ATT&CK is one metric that can be used to assess a SOC’s effectiveness in detecting, evaluating, and responding to intrusions.



ATT&CK metrics

There are three matrices in the ATT&CK framework:


	Enterprise ATT&CK is an adversary model that describes how an attacker can operate within a business network. It focuses mostly on post-compromise behavior. This matrix can assist in network security prioritization by describing the TTP used by attackers once inside the network.

	PRE-ATT&CK: This matrix focuses on activities that occur before an attack and are typically hidden from the organization’s view. It assists security teams in better understanding how attackers conduct reconnaissance and choose their point of entry, and monitoring and identifying attacker actions outside the corporate network.

	Mobile ATT&CK: This threat model, based on the NIST Mobile Threat Catalogue, describes the methods and approaches attackers can employ to enter mobile devices. Network-based impacts are assault methods that can be carried out without requiring direct access to the device.



The MITRE ATT&CK Matrix is a graphic representation of all known tactics and procedures in an easy-to-follow manner. Individual techniques are shown down each column, with attack tactics displayed across the top.

An attack sequence in the Enterprise ATT&CK matrix would have at least one method per strategy, and a whole attack sequence would be formed by progressing from left to right (initial access) (command and control). It is possible to employ many strategies for a single tactic.

An attacker does not have to deploy all 11 methods at the top of the matrix. Instead, they will employ the fewest number of strategies possible to achieve their goal, as this is more efficient and reduces the risk of being discovered. The following image will be used for reference to understand it:
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Figure 5.5: Example of alignment of Tactics and Techniques

Tools and resources for the MITRE ATT&CK framework

Here’s a list of tools and resources you can use to put the ATTandCK Framework to work for you. While this is not something that is mandatory to have, you should consider it when you are on your maturity path:


	ATT&CK Navigator: You can use this free application to map your security controls to ATT&CK methods. You can add detective controls, preventive controls, and even layers of observed behavior to your system. The Navigator can be used online for simple models and situations, or it can be downloaded and installed on a server for a more long-term solution.
Reference link: https://github.com/mitre-attack/attack-navigator


	MITRE Cyber Analytics Repository (CAR): MITRE has given an analytics knowledge base. It includes a broad set of hypotheses, information domains that define the analytics’ context (for example, host and network), references to specific ATT&CK TTP, and pseudocode that demonstrates how the analytics can be implemented.
Reference link: https://car.mitre.org/


	Red Canary Atomic Red Team: The MITRE ATT&CK Framework can be used to imitate hostile behavior with this open-source program. It’s a straightforward test library that security teams may use to put their security policies to the test. These are focused tests with limited dependencies written in a structured way that automation systems can use.
Reference link: https://github.com/redcanaryco/atomic-red-team


	Caldera: This is a free and open-source network security framework for simulating threats and automating security responses that red teams as well as incident responders can use. The MITRE ATT&CK Framework is used to automate its actions.
Reference link: https://github.com/mitre/caldera


	Red Team Automation: This is another open-source automation program that may replicate malicious behavior using MITRE ATT&CK tactics and techniques. It comes with a Python script that can replicate over 50 techniques and a compiled binary application that can inject processes and simulate beacons.
Reference link: https://github.com/endgameinc/RTA




Security incident - handling

There are various stages to the incident response procedure. Establishing and training an incident response team and procuring the requisite tools and resources are all part of the first phase. The company also tries to restrict the number of events that will occur during preparation by selecting and implementing a set of controls based on risk assessments. However, even once safeguards are put in place, residual risk will always exist. Security breaches must, therefore, be detected for the company to be notified whenever an occurrence occurs. The organization can lessen the impact of an incident by containing it and eventually recovering from it, depending on its severity. Detection and analysis are frequently used during this phase, for example, to see if more hosts are infected by malware while eliminating a malware incidence. The organization issues a report after the incident has been effectively managed, detailing the reason and cost of the incident as well as the steps the company should take to prevent future events. This section delves into the major steps of the incident response process: preparation, identification, analysis, containment, eradication, recovery, and post-event activities.

The incident response life cycle is depicted in the following diagram:
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Figure 5.6: Incident Response Lifecycle

Preparation

In most incident response methodologies, preparation is emphasized—not only in terms of establishing an incident response capability so that the organization is prepared to respond to incidents, but also in terms of preventing incidents by ensuring that systems, networks, and applications are sufficiently secure. Despite the fact that the incident response team is not usually in charge of incident prevention, it is critical to the success of incident response programs. This section offers general guidelines for handling incidents and preventing them.

Preparing to handle incidents

The following are some examples of tools and resources that may be useful while dealing with an incident. These lists are meant to serve as a starting point for talks regarding which tools and resources incident handlers in an organization require. Smartphones, for example, are one way to establish dependable emergency communication and coordination systems. If one communication or coordination method fails, an organization should have numerous (independent and distinct) communication and coordination systems:


	Communications and facilities for incident handlers

	Hardware and software for incident handling

	Incident analysis resources



Step to avoid incidents

It is critical to keep the number of incidents low to protect the organization’s business processes. Higher number of events may occur if security controls are weak, overloading the incident response team. This can result in slow and incomplete responses, which can have a significant negative impact on your organization (for example, more extensive damage, longer periods of service, and data unavailability).

Specific advice on securing networks, systems, and applications is beyond the scope of this article. Despite the fact that incident response teams are not often in charge of resource security, they can be champions for good security procedures.

An incident response team may be able to detect problems that the organization is otherwise unaware of; by identifying gaps, the team can help with risk assessment and training. Other documents already offer guidance on security ideas in general and the operating system and application-specific rules. However, the following bullet points provide a quick summary of some of the most important security recommendations for networks, systems, and applications:


	Network security

	Host security

	Malware protection

	Risk assessments

	User awareness and training



Detection

Incidents can happen in several ways, so developing step-by-step instructions for dealing with each one is impossible. Organizations should be prepared to manage any crisis, but they should concentrate on situations involving common attack vectors. Different types of occurrences necessitate different ways of dealing with them.

Attack vectors

The attack vectors described below are not meant to give definitive incident classification; rather, they are intended to serve as a starting point for creating more precise incident handling processes:


	External/removable media

	Attrition

	Web

	Email

	Impersonation

	Improper usage

	Equipment loss or theft

	Other



Symptoms of an Accident

The most difficult component of the incident response process for many businesses is effectively recognizing and assessing possible incidents—determining whether an event has occurred and, if so, what type, extent, and degree of the problem has occurred. A combination of three reasons makes this particularly difficult:


	Incidents can be recognized in various ways, with differing levels of fidelity and detail. Network-based and host-based IDS and IPSs, antivirus software, and log analyzers are examples of automated detection capabilities. Manual methods, such as problems reported by users, can also be used to detect incidents. Some occurrences have obvious indications that are easy to spot, while others are nearly impossible to spot.

	The volume of potential event signals is generally high—for example, an organization may get hundreds, if not millions, of intrusion detection sensor warnings every day.

	For effective and efficient analysis of incident-related data, deep, specialized technical expertise and considerable experience are required.



Precursors and indicators are the two types of signs that occur during an incident. A forerunner is a sign that something bad is about to happen. An indication is a signal that an incident has occurred or is about to occur.

From the standpoint of the target, most attacks have no discernible or traceable predecessors. If precursors are discovered, the organization may be able to avert the incident by adjusting its security posture to protect the target from attack. At the very least, the organization may keep a closer eye on actions concerning the target. A couple of examples of precursors are listed here:


	Web server log records indicating the use of a vulnerability scanner

	A disclosure of a novel exploit aimed at a weakness in the company’s mail server

	A threat from a gang threatening to attack the organization



While precursors are uncommon, indicators are far more widespread. There are far too many sorts of indicators to mention them all, but here are a few examples:


	When a buffer overflow attempt is made against a database server, a network intrusion detection sensor sends an alarm.

	When antivirus software discovers malware on a host, it sends out an alert.

	A filename containing odd characters is discovered by a system administrator.

	An auditing configuration modification is recorded in a host’s log.

	Multiple failed login attempts from an unfamiliar remote system are logged by an application.

	A large number of bounced emails with suspicious content are seen by an email administrator.

	An odd divergence from conventional network traffic flows is noticed by a network administrator.



Sources of Indicators and Precursors

Various sources are used to identify precursors and indicators, the most popular of which are computer security software alerts, logs, publicly available information, and humans. For each category, the following table includes common sources of precursors and indicators:







	
Sources


	
Descriptions





	
Alerts





	
IDS and IPS


	
IDS and IPS solutions detect unusual occurrences and log information about them, such as the date and time of the attack, the type of attack, the source, and destination IP addresses, and the login (if applicable and known). Attack signatures are used by most IDS and IPS solutions to detect malicious activity; signatures must be kept up to date to detect the most recent assaults. IDS and IPS technologies frequently generate false positives—alerts that signal harmful activity when none has occurred. Analysts should manually validate IDS and IPS alarms by going over the recorded supporting data or gathering data from other sources.





	
SIEM


	
Security Information and Event Management (SIEM) systems are comparable to IDS and IPS, except they create warnings based on log data analysis.





	
Antivirus and Anti-spam


	
Antivirus software detect various types of malwares, sends out alerts, and avoids infecting hosts. If antivirus signatures are kept up to date, current antivirus programs are successful at blocking many types of malwares. Spam is detected by antispam software, which then prevents it from reaching users’ inboxes. Antispam software notifications may indicate attack attempts because spam can contain malware, phishing assaults, and other dangerous content.





	
File Integrity Monitoring (FIM)


	
During an incident, file integrity checking software can detect modifications to crucial files. It generates a cryptographic checksum for each specified file using a hashing method. If the file is changed and the checksum is recalculated, there is a very good chance that the new checksum will differ from the old checksum. Changes to files can be identified by recalculating checksums on a regular basis and comparing them to earlier values.





	
Third-party monitoring solutions


	
A range of subscription-based and free monitoring programs are available from third parties. Fraud detection systems, for example, will alert an organization if its IP addresses, domain names, or other identifiers are linked to current incident activity involving other organizations. Free real-time blacklists with similar information are also available. A CSIRC notification list is another example of a third-party monitoring service; these lists are often only available to other incident response teams.





	
Logs





	
Operating system and application-related logs


	
When an incident occurs, logs from operating systems, services, and applications (especially audit-related data) can be extremely useful in determining whose accounts were accessed and what actions were taken. All systems should have a baseline level of logging, with vital systems having a greater baseline level. By linking event information, logs can be used for analysis. An alert can be created based on the event details to signal an occurrence.





	
Network logs


	
Logs from network devices like firewalls and routers aren’t usually the first place to look for precursors or indicators. Although these devices are normally set up to track blocked connection attempts, they don’t give you much information about what’s going on. They can still be useful for detecting network patterns and correlating events detected by other sensors.





	
Network flow


	
A network flow is a communication session that takes place between two or more hosts. Routers and other networking devices can offer network flow data, which can be used to identify unusual network behavior caused by malware, data exfiltration, and other criminal acts. NetFlow, sFlow, and IPFIX are just a few of the flow data formats that are available.





	
The information available on Public Domain





	
New vulnerabilities and exploits are disclosed


	
Keeping up with emerging vulnerabilities and exploits can help detect and analyze new attacks and prevent some instances from occurring. Information on vulnerabilities can be found in the National Vulnerability Database (NVD).





	
People





	
Internal staff


	
Within the organization, users, system administrators, network administrators, security employees, and others may report evidence of incidents. It’s critical to double-check all these reports. One strategy is to ask those who supply such data how sure they are about the accuracy of the data. When contradicting data is revealed, recording this estimate along with the information presented can be quite helpful during event analysis.





	
External audience


	
Reports of externally reported incidents should be regarded seriously. For example, a party may contact the organization, stating that one of its systems is assaulting its systems. Other symptoms, such as a defaced web page or an unusable service, may be reported by external users. Incidents may also be reported by other incident response teams. It’s critical to have procedures in place for external parties to report indicators and for qualified people to carefully monitor those processes; this might be as simple as setting up a phone number and email address with messages forwarded to the help desk.






Table 5.2: Common sources of Precursors and Indicators

Analyze incidents

If every precursor or indication were guaranteed to be accurate, incident identification and analysis would be simple, but this is not the case. User-provided signs, such as a complaint about a server being down, are frequently erroneous. False positives—incorrect indicators—can occur when intrusion detection systems are used. These examples show why incident detection and analysis are so difficult: each indicator should ideally be analyzed to see if it is authentic. To make matters worse, the total number of indicators generated each day could be in thousands or millions. Finding the actual security events among all these might be difficult.

Even if a metric is correct, it does not always imply that an occurrence has occurred. Some indicators, such as a server crash or the change of critical files, could occur for various causes, including human mistakes. However, given the presence of indicators, it is reasonable to infer that an incident is taking place and to take appropriate action. Determining whether an event is an incident is sometimes a matter of opinion. To arrive at a conclusion, it may be required to consult with other technical and information security personnel. In many cases, regardless of whether an issue is security-related, it should be treated the same way. For example, if an organization’s internet access is lost every 12 hours and no one knows why, the staff would want to fix the problem as soon as possible and would spend the same resources to diagnose the problem regardless of the cause.

The incident response team should examine and validate each incident as quickly as possible, following a predetermined protocol and documenting each step. When a team believes an incident has occurred, they should perform an initial investigation to identify the breadth of the event, including which networks, systems, or applications are affected; who or what caused the incident; and how the incident is occurring. The initial analysis should give enough information for the team to prioritize further operations, such as incident containment and further investigation of the incident’s effects.

It’s difficult to conduct the initial analysis and validation. The following are some suggestions for making incident analysis more efficient and effective:


	Networks and Systems Profile Profiling: This is the process of determining the characteristics of expected activity so that variations can be detected more quickly.

	Be aware of common occurrences: Members of the incident response team should research networks, systems, and applications to learn about their usual behavior so that anomalous behavior may be identified more quickly. Although no incident handler will have a complete understanding of all behavior in the environment, handlers should be aware of which expertise can help fill in the gaps. Reviewing log entries and security warnings is one approach to get this information. If you don’t utilize filtering to reduce the logs to a manageable amount, this can be laborious. As handlers get a better understanding of the logs and alarms, they should be able to concentrate on the inexplicable entries, which are usually the most relevant to explore.

	Create a retention policy for logs: Information about an event can be found in several areas, including firewall logs, IDS / IPS logs, and application logs. Earlier log entries may reflect reconnaissance activities or previous instances of similar attacks, so creating and implementing a log retention policy that specifies how long log data should be kept may be incredibly beneficial in analysis. Another reason to keep logs is that events can take days, weeks, or even months to be found. The amount of time it takes to keep log data is determined by several factors, including the organization’s data retention standards and the amount of data it contains.

	Execute the event correlation procedure. Evidence of an incident can be found in various logs, each of which contains different types of information—for example, a firewall log may indicate the originating IP address, but an application log may contain a username. Although a network IDPS may identify that an attack was launched against a specific host, it may not be able to determine whether the assault was successful. To find that information, the analyst may need to look through the host’s logs. Correlating occurrences from multiple indication sources can be quite helpful in determining whether a specific incident occurred.



Documentation work on incidents

When an incident response team detects that an incident has happened, they should begin recording all facts about the situation right away. A logbook is a basic and useful tool for this, but laptops, audio recorders, and digital cameras can also be used. Documenting system events, dialogues, and observable changes in files can help you handle the problem in a more effective, systematic, and error-free manner. Every step should be documented and timestamped from the moment the event is discovered to the moment it is resolved. The incident handler should date and sign every document related to the occurrence. If legal action is taken, information of this sort can be used as evidence in a court of law.

Incident prioritization

Prioritizing the incident’s handling is likely the most important decision in the incident response process. Due to resource constraints, incidents should not be handled on a first-come, first-served basis. Instead, prioritizing handling should be based on significant variables such as the following:


	The incident’s functional impact

	The incident’s information impact

	The ability to recover from the incident



The team’s response options for dealing with the problem are determined by the incident’s recoverability. A high-functional-impact occurrence that requires little work to recover from is a good candidate for a fast team response.

Incident notification

When an incident is reviewed and prioritized, the incident response team must contact the proper persons so that everyone who is required to participate can do so. Incident response rules should include procedures for incident reporting, including at a minimum, who must be notified and when (for example, initial notification, regular status updates).

During incident response, the team may be required to deliver status updates to various stakeholders, including the entire organization in some situations. The team should plan and prepare a variety of communication techniques, including out-of-band ways, and choose the ones that are most appropriate for the situation.

Containment, eradication, and recovery

Before an incident overwhelms resources or causes more harm, containment is critical. Most occurrences necessitate containment, so this is a crucial issue early in the incident response process. Containment allows for the development of a customized remediation plan.

Containment strategy selection

Depending on the nature of occurrence, several containment tactics are used. Organizations should develop distinct containment strategies for each major incident category, with criteria clearly documented to aid decision-making. The following are some criteria to consider when deciding on the best strategy:


	Resources could be harmed or stolen

	Evidence preservation is required

	Availability of services

	Time and resources required to put the strategy into action

	The strategy’s effectiveness (for example, partial containment, full containment)

	The solution’s duration



Obtaining and managing evidence

Although obtaining evidence during an incident is primarily for the purpose of resolving the situation, it may also be required for legal procedures. In such circumstances, it’s critical to document how all evidence was maintained, even hacked systems. All evidence should be preserved in a thorough log, which should include the following:


	Identifying the information

	Each person who gathered or handled evidence during the investigation, including their name, title, and phone number

	The time and date of each instance of evidence handling (including time zone)

	The places where the evidence was kept.



Collecting evidence from computing resources has its own difficulties. When there is a suspicion that an incident has occurred, it is often preferable to obtain evidence from a system of interest as quickly as possible.

Identification of the attack hosts

System owners and others may desire or need to identify the offending host or hosts during incident handling. Despite the importance of this information, incident controllers should focus on containment, eradication, and recovery. Identifying and attacking a host can be a time-consuming and fruitless operation, preventing a team from reaching its core goal of minimizing business impact.

The following are some of the most popular behaviors used to attack host identification:


	Validating the IP address of the attacking host

	Using search engines to find out more about the attacking host

	Making use of incident databases

	Possible attacker communication channels are being monitored



Eradication and recovery

After an event has been contained, eradication may be required to remove the incident’s components, such as malware and breached user accounts, and identify and mitigate all exploited vulnerabilities. It is critical to identify all impacted hosts within the company during eradication so that they can be remedied. Eradication is either not necessary or undertaken during the recovery process for some instances.

In order to prioritize remedial measures, eradication and recovery should be done in stages.

The intent of the early phases should be to increase overall security with relatively quick (days to weeks) high-value changes to prevent future incident. Eradication and recovery actions are often OS or application-specific, so this article does not provide extensive recommendations or guidance.

Post-incident activity

Learning and improving is one of the most critical aspects of incident response, but it’s also one of the most overlooked. New dangers, enhanced technology, and lessons learned should all be considered by each incident response team. After a significant incident, and optionally, after smaller occurrences as resources permit, holding a lessons learned meeting with all affected parties can be immensely beneficial for enhancing security measures and the incident handling process itself. A single lesson learned meeting can cover multiple instances. This meeting allows you to examine an incident closely, including what happened, what was done to intervene, and how well the intervention worked. The meeting should take place within a few days of the incident’s conclusion. Questions that should be discussed during this session include but are not limited to the following:


	What exactly happened, and when did it happen?

	How well did the employees and management handle the situation? Were the processes that had been documented followed? Were they sufficient?

	What was the information that was required sooner?

	Were there any steps or actions taken that slowed the recovery?

	What would the employees and management do differently if a similar occurrence occurred again?

	What could have been done to improve information exchange with other organizations?

	What steps can be taken to avoid similar events in the future?

	What clues or antecedents should one be on the lookout for in the future to spot similar incidents?

	What extra resources or tools are required to detect, analyze, and prevent such incidents?



The agenda also plays a role in the success of such gatherings. Gathering information from participants about their expectations and requirements prior to the meeting increases the likelihood that their needs will be met.

Meetings to share what you’ve learned have other advantages. These meeting reports can be used to instruct new team members by demonstrating how more experienced team members respond to events.

Incident handling checklist and recommendations

The checklist in the table below outlines the major procedures to take while dealing with an incident. It’s important to note that the procedures taken will differ depending on the sort of occurrence and the nature of individual incidents. The checklist instructs handlers on the essential actions that must be completed; it does not specify the exact sequence of procedures that must be followed:








	
Serial #


	
Action


	
Status check (completed / pending)





	
Detection and analysis





	
1


	
Check to see if an incident has occurred


	



	
1.1


	
Review the precursors and indicators


	



	
1.2


	
Look for material that is related


	



	
1.3


	
Conduct research (e.g., search engines, knowledge base)


	



	
1.4


	
Begin documenting the investigation and gathering evidence as soon as the handler suspects an incident has occurred


	



	
2


	
Determine the incident’s priority based on the relevant factors (functional impact, information impact, recoverability effort, etc.)


	



	
3


	
Notify the necessary internal and external personnel about the event


	



	
Containment, eradication, and recovery





	
4


	
Gather, store, protect, and document evidence


	



	
5


	
Keep the situation under control


	



	
6


	
Put an end to the incident


	



	
6.1


	
All exploited vulnerabilities should be identified and mitigated


	



	
6.2


	
Malware, unsuitable materials, and other components should all be removed


	



	
6.3


	
If further impacted hosts are detected (for example, new malware infections), repeat steps 1.1 and 1.2 to identify all other affected hosts, then contain (5) and eradicate (6) the incident for them


	



	
7


	
Get back on your feet after the catastrophe


	



	
7.1


	
Return the impacted systems to a ready-to-use state


	



	
7.2


	
Verify that the affected systems are up and running


	



	
7.3


	
Implement further monitoring, if necessary, to check for future similar activities


	



	
Post-incident activity





	
8


	
Prepare a report as a follow-up


	



	
9


	
Organize a gathering to discuss the lessons learned (mandatory for major incidents, optional otherwise)


	




Table 5.3: Incident Handling Checklist

Recommendations

The important incident-handling recommendations offered in this section are summarized below. While this is not the consolidated list, these are a few of the hand-picked ones:


	Acquire tools and materials that will be useful in the event of an incident

	Ensure that networks, systems, and applications are adequately secure to prevent incidents from occurring

	Identify precursors and indicators using alerts issued by various types of security software

	Establish mechanisms for reporting incidents from the outside

	Ensure that all systems have a baseline degree of logging and auditing, with all key systems having a greater baseline level

	Make sure networks and systems are profiled

	Understand how networks, systems, and applications work normally

	Make a policy for archiving logs

	Carry out an event correlation

	Ensure that all host clocks are in sync

	Maintain and use an information knowledge base

	Begin capturing any relevant information as soon as the team detects that an incident has happened



Best practices while handling IR

While there is no golden rule in terms of what all you can include, here are a couple of best practices that you should adopt in your team handling incident response.

Isolate the outliers

Security breaches cannot be detected solely through technology. Human intuition should also be considered. The following are a few things to keep an eye out for daily:


	Anomalies in traffic—traffic volume on sensitive connections and servers used internally is usually consistent. Take notice if you see a sudden surge in traffic.

	Unauthorized access to accounts—privileged and administrator accounts have access to more information and systems than regular employees. Employees, on the other hand, are often the easiest targets for cybercriminals. Monitor privileged accounts for privilege escalation and normal user accounts for privilege escalation.

	Excessive consumption and strange files—if you see a spike in the performance of your company’s memory or hard drives, it’s possible that someone is accessing them illegally or leaking data.



These processes can be automated with modern security tools like UEBA, which can detect irregularities in user activity or file access automatically. This gives security teams significantly better coverage of potential security problems while also saving time.

Make use of a centralized strategy

Gather data from security tools and IT systems and store it in a centralized area, such as a SIEM. Create an event timeline with this information and perform an inquiry with all important data points in one place.

A centralized strategy can also be used to enable a speedy automated response. You can take data from security tools, use advanced analytics, and orchestrate automatic reactions on systems like firewalls and email servers using technology like Security Orchestration, Automation, and Response (SOAR).

Make a claim, not a guess

Conducting an investigation based on the presumption that an event or incident has occurred is not a good idea. Make assertions instead of assumptions, based on a question that you can analyze and verify. If I’ve noted alert X on system Y, I should also see incident Z happen in close vicinity, for example.

Create assertions based on your expertise in administering systems, creating software, setting networks, constructing systems, and so on, imagining systems and processes through the eyes of an attacker.

Remove all events that aren’t possible

You might not be sure what you’re looking for. On these occasions, rule out any events that can be explained logically. Then you’ll be left with happenings that don’t have a clear explanation.

Consider the following scenario:


	Accessing administration services or administrative logins is difficult due to unexplained discrepancies or redundancy in your code

	Unprecedented fluctuations in traffic volume (e.g., drastic drop)

	Unexpected modifications to your site’s content, layout, or design

	Accessibility and availability of your website are being harmed due to performance issues



Make post-incident preparations

To make sure the intruder hasn’t returned, keep an eye on your systems for any strange behavior. Look out for new occurrences and conduct a post-incident evaluation to identify any issues that arose during the incident response plan’s execution.

Conclusion

The key to success is prevention. You develop a strong IR program so that you can counter cyberattacks and deal with security flaws and exploits. However, keeping your network secure and your users empowered and security-aware is your first line of protection. The most damaging security incidents are those that take advantage of your network users’ gullibility, malware, and misconfigured computer systems and software that can be used for further enumeration and penetration.

There are numerous vulnerabilities in the average small firm, midmarket corporation, or major corporation that have yet to be identified, let alone addressed. There’s no reason to give hackers low-hanging fruit now that we know what we know and have such superior tools at our disposal.

Weak passwords, missing patches, and unprotected data can all easily result in an incident or a verified breach. Unfortunately, that’s how most incidents and breaches happen, so it’s up to the incident response team or security committee to figure out where the gaps and possibilities are and resolve not to let them lead to your company’s demise.

Rather than establishing more paperwork and technical controls rules, processes, and technologies, which can sometimes serve as mere bureaucracy or a false sense of security, discipline is required. The ability to recognize and respond to security risks and vulnerabilities; the ability to recognize and address flaws in your information security program, including response to incidents; the ability to take appropriate precautions to avoid the majority of incident scenarios; and the discipline to ensure that the right visibility and control are in place to reduce the impact of any exploits that do get through are required.

Incident response isn’t just an IT and security issue that needs to be managed and executed by experts. Instead, it’s a critical business function that’s on par with anything in the legal, financial, or operations departments.

Information security is a vital underpinning of the firm that must be maintained at the highest levels, according to business leaders. It’s only a matter of time before the going gets tough, the questioning starts, and intrusive investigations begin unless important parts of security, such as incident response, are mastered.

It’s unrealistic to demand a flawless security system. Even so, it’s preferable to start enhancing your incident response activities now than later.

Questions


	What all kind of activities would be considered an incident by the organization?

	What procedures are in place to try to prevent or mitigate the impact of an incident like this?

	What kinds of incident signs could the company have spotted? Which indicators would lead you to believe that an incident has occurred?

	What further technologies could be required to detect this specific incident?

	How would the incident response team investigate and confirm this occurrence? In the analysis and validation process, who would be involved?

	Would this conduct be considered an incident by the organization? If that’s the case, which of the organization’s policies is this action infringing?

	What steps are in place to try to prevent or mitigate the impact of an incident like this?

	What strategy should the company use to deal with the incident? What makes this method superior to others?

	What might happen if the incident isn’t dealt with quickly?

	What other resources might be required to respond to this incident?

	In the containment, eradication, and/or recovery stages, who would be involved?

	What proof sources, if any, should the organization obtain? What method would be used to obtain the evidence? What would be the best place to keep it? For how long should it be kept?







CHAPTER 6

Cloud Security and Identity Management


With the whole world moving toward Cloud, it’s evident that Cloud will play a crucial role in the near future. This section will talk about various Cloud security topics that should be considered while building the right strategy and its deployment scenarios. Any assets (Corporate or BYOD) used to enhance the business productivity must remain secure at all times; hence, data security plays a crucial role while defining the cybersecurity strategy for any organization. This chapter will talk about the importance of data security and its essential elements.

Another important aspect of any security framework is identity and access management. The identity of the users and their access methodology plays a crucial role to ensure that the Confidential, Integrity, and Availability (CIA) is maintained. It provides an assurance and helps the organization keep track of its activities. This chapter will focus on providing an overview of identity and its access management, its importance, and the various components that will strengthen its deployment.

Any security professional will tell you that safeguarding cloud systems is difficult for several reasons, three of which stand out: they add more complexity to environments; they rely on service providers and don’t have direct access to day-to-day security activities; and adoption dynamics favor quick and sometimes unplanned adoption.

It’s no surprise, then, that cloud security frameworks are gaining popularity among security professionals. They can be part of a strategy for clients to assist in secure cloud use. They can be the main tool for providers to convey security strategies and countermeasures. Cloud security frameworks can also assist with pre-engagement vetting and security certification.

Cloud security frameworks can be beneficial, regardless of which side of the cloud security fence you’re on, customer or end user. Let’s look at what cloud security frameworks are, why they’re valuable, and how to integrate them into an enterprise security strategy with that in mind.

Structure

In this chapter, we will discuss the following topics:


	Cloud security – overview and need of the hour

	A working model and shared responsibility for cloud security

	Cloud hygiene

	Cloud Security Architecture (CSA) and Cloud Security Framework (CSF)

	Building blocks of CSA and CSF

	Best practices on Cloud Security

	Maturity model

	Identity and access management - overview and concept understanding

	Technology and components of IAM

	Overview of Privilege Access Management (PAM)

	Building blocks of IAM and PAM

	IAM adoption strategy

	Best practices on IAM

	Recommended solutions and OEMs



Objectives

After completing this chapter, you should have a good understanding of the role of Cloud security in your ecosystem. The chapter will help you understand the need and importance of Cloud security and how you should adopt it as per your requirement. The second half of the chapter will explain the importance of and key considerations while selecting the identity and access management tool and how it plays a vital role in the overall ecosystem.

The chapter also covers a comprehensive view of identity and access management. Finally, you will be able to understand various building blocks and components of IAM, along with the way forward, hygiene, and best practices. This chapter will help you set the foundation of IAM for your organization.

Overview and concept understanding

Cloud security, also known as cloud computing security, is the process of securing cloud-based data, applications, and infrastructure from cyber assaults and threats.

The goals of cybersecurity, of which cloud security is a part, are similar. Administrators must secure assets that exist within a third-party service provider’s infrastructure, which is where cloud security varies from traditional cybersecurity.

As enterprise cloud usage grows, business-critical applications and data are transferred to reputable third-party cloud service providers (CSPs). Standard cybersecurity tools with monitoring and alerting functions are included in most major CSP service offerings, but in-house IT security staff may find these tools insufficient, indicating that there are cybersecurity gaps between what the CSP offers and what the enterprise requires. As a result, data theft and loss become more likely.

No organization or cloud service provider can eliminate all security threats and vulnerabilities, so business leaders must weigh the benefits of cloud adoption against the level of data security risk they are ready to accept.

It’s critical to implement the necessary cloud security procedures and policies to avoid breaches and data loss, avoid non-compliance and fines, and ensure business continuity (BC).

One of the most important benefits of the cloud is that it centralizes programs and data as well as their security. By removing the need for separate hardware, you can save money and simplify management while increasing dependability, scalability, and flexibility.

Working model

Cloud computing has been primarily divided into three different models; cloud security also needs to align with these:


	Public cloud: These are hosted by the leading cloud service provider (CSP). They cover SaaS, PaaS, and IaaS.

	Private cloud: These are generally hosted by individual organizations, and the scope and network are limited to a single organization.

	Hybrid cloud: A mixed use of public and private cloud is named a hybrid cloud. In this model, organizations leverage components from CSPs and the private cloud.



As a result, there are two types of cloud security mechanisms: those provided by CSPs and those deployed by consumers. It’s crucial to remember that security is rarely the CSP’s or the customer’s sole responsibility. It’s usually a collaborative endeavor with shared responsibilities.

Shared responsibility in cloud

The shared responsibility model is a framework that explains which security tasks are the responsibility of the CSP and which are the responsibility of the client, albeit it is not standardized. To guarantee that there are no gaps in coverage, businesses employing cloud services must be explicit about which security duties they delegate to their provider(s) and which ones they handle in-house.

Customers should always verify with their CSPs to see what services they are covered for and what they must do to safeguard their company. The following diagram will give you a quick synopsis of how responsibility is segregated between CSPs and customers:
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Figure 6.1: Shared Responsibility in Cloud

Responsibility of cloud service provider (CSP)

CSP security controls differ depending on the service model, such as SaaS, PaaS, or IaaS. From SaaS to PaaS to IaaS, customer accountability typically grows. CSPs are in charge of servers and storage in most cases. They configure the actual data centers, networks, and other devices that power the infrastructure, including virtual machines (VMs) and drives, and protect and patch the infrastructure itself. In IaaS contexts, usually, CSPs are solely responsible for these tasks.

CSPs take on greater responsibilities in a PaaS context, such as safeguarding runtime, networking, OSes, data, and virtualization. CSPs also provide application and middleware security in a SaaS environment.

The specifics of security duties differ depending on the supplier and the customer. Customers may or may not have visibility into the security tools used by CSPs with SaaS-based solutions. Customers may normally access and view CSP security tools, which may also give customer-alerting capability, through IaaS providers’ built-in security mechanisms.

Client’s responsibility

Customers are often responsible for the application, middleware, virtualization, data, OS, network, and runtime security in IaaS clouds, in addition to the CSP security measures stated above. Customers can supplement, replace, or overlay built-in cybersecurity methods in IaaS infrastructures like Amazon Virtual Private Cloud (VPC) or Microsoft Azure Virtual Network (VNet), for example.

Customers in PaaS setups take on fewer security responsibilities, typically solely application and middleware security. Customers have even less accountability in SaaS setups.

Regardless of cloud delivery style, data security and identity and access management (IAM) are always the responsibility of the customer. The customer is also responsible for encryption and compliance.

Adding extra controls to further limit risk might be difficult because CSPs control and manage the infrastructure in which client apps and data run. When reviewing CSPs and cloud services, IT security employees should be included as early as possible. Security teams must assess the CSP’s default security tools to see if additional safeguards must be implemented in-house.

Installing one or more network-based virtual security appliances to add a company’s security capabilities to cloud settings is typical. Security managers can get granular with specific security configurations and policy settings using customer-added toolsets. Many businesses find it cost-effective to use the same tools in their public clouds that they use in their corporate local area networks (LANs). This eliminates the need for administrators to recreate security policies in the cloud using different security technologies. Instead, a single security policy may be established once and then distributed to identical security solutions, whether on-premises or in the cloud.

Cyber hygiene and importance

Cyber hygiene, also known as cybersecurity hygiene, refers to a set of daily activities that businesses and individuals undertake to keep users, devices, networks, and data safe and secure.

The purpose of cyber hygiene is to keep sensitive information safe and secure from theft and threats. Personal hygiene is a good example of how the principle operates. Individuals maintain their health by taking preventative actions, such as flossing to prevent cavities and handwashing to prevent illness spread. By implementing precautionary cyber hygiene procedures, businesses may keep their health and avoid data breaches and other security incidents.

It’s vital to emphasize that cyber hygiene isn’t solely the responsibility of IT security managers, analysts, and technicians. Rather, it is a shared duty that must be prioritized by all departments and consumers.

Importance of adopting cyber hygiene

The advantages of cyber hygiene are evident. By practicing good cyber hygiene and enhancing its total security posture, a business can reduce the risk of operational disruptions, data compromise, and data loss.

The entire strength of an organization’s cybersecurity program, and hence, how effectively it is positioned to manage existing and emerging threats, is referred to as its security posture. Basic cybersecurity hygiene can go a long way in attaining optimal security.

Security problems, data compromise, and data loss can all result from poor cyber hygiene. Financial loss, government fines, operational disruption, organizational instability, reputational damage, and legal liability are all possible outcomes of a data breach.

Challenges while implementing hygiene

Maintaining good online hygiene is necessary yet difficult. The following are some of the most common difficulties:


	The complexity and breadth of IT environments: The sheer volume of users, devices, and assets in today’s company — typically dispersed across hybrid and multi-cloud systems — makes maintaining basic cyber hygiene incredibly difficult.

	Monotony: Cyber hygiene isn’t something that can be checked off a to-do list. Rather, it necessitates security practitioners and end users to engage in a never-ending stream of vital — but sometimes boring and easily overlooked — behaviors and duties regularly.

	Buy-in from users: IT security teams alone will not be able to accomplish effective cyber hygiene. End users across their businesses, including those with little skill or interest in cybersecurity, must support and engage them.



Cloud security architecture (CSA)

A cloud security architecture is the first step toward cloud security. To prevent and mitigate threats, an organization should analyze its present cloud security posture and then determine the controls and cloud security solutions it will deploy. This is necessary for securing hyper-complex settings, which may comprise several public clouds, SaaS and PaaS applications, and on-premise resources, all of which are accessed from both corporate and unsecured personal devices.

Need to have a CSA

Businesses must pay more attention to security as they become more reliant on the cloud. Although cloud-based services are mostly utilized to send off-network data, many of these services are employed without any security considerations.

Companies find it challenging to view and control data flows due to the use of cloud service providers and personal devices. Cloud collaboration gets around traditional network security procedures. The risk of sensitive data being accessed on unmanaged personal devices is significant.

Experts in security and risk management struggle to acquire visibility into a complicated mix of devices, networks, and clouds. Attackers are enticed to attempt breaches by these network security mosaics, which are riddled with concealed flaws. Many cloud service providers don’t disclose much about their internal environment, and many standard internal security procedures can’t be immediately transferred to the public cloud. For these reasons, businesses must consider cloud security to be a new issue and develop a cloud security architecture that will enable them to appropriately safeguard this complex environment.

The appropriate pattern can assist you in implementing security throughout your company. It can, for example, assist you in safeguarding the CIA of your cloud data assets and responding to security risks. You can utilize security measures as a service from your cloud provider or third-party providers, or you can implement them yourself.

Security controls that might comprise technology and processes are commonly used to describe the cloud security architecture paradigm:


	Controls should consider the location of each service, whether it is provided by the corporation, a cloud provider, or a third party.

	Authentication and authorization are two techniques for token management.

	Encryption algorithms include 128-bit AES, Triple DES, RSA, and Blowfish.

	Ensure that all-important security events are captured, prioritized, and given to security teams through security event logging.



The following attributes should be used to explicitly define each security control:


	What is the role of the service in terms of its function? Encryption, authorization, and event data collecting are a few examples.

	Public cloud service, third-party service, or on-premises are the logical locations. Performance, availability, firewall policies, and service administration are all affected by location.

	What protocol is utilized to connect to the service? REST, HTTPS, and SSH are a few examples.

	What does the service get and what is required of it in terms of input and output? The input can be a JSON feed, and the output can be the same feed with encrypted payload data. What forms of control does the service achieve in terms of mechanisms? Data at rest protection, user authentication, and application authentication are a few examples.

	Who operates or benefits from the service—users or operators? Endpoint devices, end users, business managers, and security analysts are a few examples.



CSA model for different types of cloud

The security architectural paradigm for cloud services varies depending on whether they are Infrastructure as a Service (IaaS), Platform as a Service (PaaS), or Software as a Service (SaaS). For each model, we’ve listed the security considerations.

IaaS CSA

Storage and network resources are provided as a service in the cloud. APIs are frequently used to administer and operate the cloud. Cloud APIs, on the other hand, are frequently insecure because they are open and widely accessible via the internet.

The CSP secures the infrastructure and abstraction layer required to access the resources. The rest of the layers, which mostly contain business applications, are covered by your organization’s security duties. In an IaaS context, use a Network Packet Broker (NPB) to better visualize cloud network security problems. The NPB delivers data and traffic to a Network Performance Management (NPM) system and to the appropriate security tools. Establish logging of events that occur on network endpoints as well. Additional security elements are required for IaaS cloud deployments:


	Segmentation of the network

	Intrusion Detection/Prevention System (IDS/IPS)

	Virtual firewalls in front of online apps and at the cloud network’s edge to defend against malicious code

	Virtual routers



According to Gartner, customers will be responsible for at least 99 percent of cloud security failures through 2023. By 2024, workloads that take advantage of cloud infrastructure’s programmability to improve security protection will have better compliance and at least 60% fewer security incidents than traditional data centers. The bulk of successful cloud attacks is a result of mistakes, such as misconfiguration, missing patches, or mismanaged credentials, just as they are in on-premises data centers. Gartner suggests taking a systematic and risk-based approach for IaaS/PaaS security employing a set of tiered capabilities to deliver more secure cloud-based infrastructure and platform services.

SaaS CSA

While there are many ways through which software programs and data are accessed, accessing through a browser-based platform is the preferred way to go with SaaS. Security responsibility terms vary by service and are occasionally negotiable with the service provider.

Cloud Access Security Brokers (CASB) provide logging, auditing, access control, and encryption capabilities that are useful for looking into security vulnerabilities in SaaS products. Furthermore, ensure that your SaaS setup includes the following:


	API gateway, if the service is accessed via API

	Log and alert

	IP whitelists and/or blacklists API gateways



PaaS CSA

PaaS allow businesses to develop apps without the cost and complexity of controlling hardware and back-end software. The CSP safeguards a majority of the environment in a PaaS approach.

The corporation is, however, still responsible for the security of the applications it creates.

As a result, the security architecture of a PaaS model is comparable to that of a SaaS model. To enable secure internal and external access to your application’s APIs, make sure you have CASP, logging and alerting, IP limits, and an API gateway.

Cloud security framework (CSF)

A cloud security framework lays out the policies, tools, configurations, and procedures that must be followed to keep a cloud platform secure. Identifying and responding to network threats refers to security standards and organizational norms.

A cloud compliance framework is also used by many enterprises. Cloud compliance is similar to cloud security, but it focuses on meeting the regulatory standards that relate to the data that an organization handles and stores. Cloud security best practices demand that security frameworks go above and beyond the bare minimum of data security standards. Cloud compliance frameworks are useful beginning points for ensuring that your firm is covering the fundamentals; however, cloud security frameworks are a superior solution for total data loss protection.

Security frameworks for governance (COBIT), architecture (SABSA), management standards (ISO/IEC 27001), and NIST’s Cybersecurity Framework are all accessible. These frameworks apply to the cloud in the same way as to technology. In addition to these broad frameworks, various specific frameworks may be useful depending on the use case and environment; for example, consider HITRUST’s CSF in the healthcare industry.

Validation and certification efforts can be carried out by companies and vendors using cloud-specific security frameworks. The ones you should certainly include are the Cloud Security Alliance’s (CSA) Cloud Controls Matrix (CCM), FedRAMP, and ISO/IEC 27017:2015. Other cloud security frameworks also exist, but these three are particularly valuable because they are extensively used and well known, are cloud and security-specific, have a supporting certification program or registry, and are equally useful to CSPs and consumers.

Cloud security frameworks educate the rest of the industry on how to protect data in cloud environments. These, like any other security framework, consist of a collection of controls with precise instructions on controls (including intent and rigor), control administration, validation, and other information essential to securing a cloud use case.

Cloud security principles

Before we look at the framework in detail, consider the Cloud security principles while developing your framework and architecture.

The product development culture, new technology adoption, IT service delivery models, technological strategy, and investments made in the field of security tools and capabilities all show that each company has a varied level of risk tolerance. When a business unit within an organization decides to use SaaS for business purposes, the technology architecture should be able to accommodate that decision. The security architecture should also be consistent with the technological architecture and principles.

An enterprise security architect should evaluate and customize the following cloud security principles:


	Cloud-based services should adhere to the principle of least privilege.

	Using layers of firewalls - cloud firewall, hypervisor firewall, guest firewall, and application container – isolation between multiple security zones should be ensured. Cloud firewall policies should adhere to data sensitivity-based trust zone isolation criteria.

	End-to-end transport-level encryption (SSL, TLS, IPSEC) should be used by apps to secure data in transit between cloud and business applications.

	Authentication and authorization should be delegated to trustworthy security services. SAML 2.0 should be used to provide single sign-on.

	Data masking and encryption should be used by organizational data classification standards based on data sensitivity.

	Enterprise standard VM images should be used to deploy applications in a trusted zone.

	When creating a virtual private cloud, industry-standard VPN protocols such as SSH, SSL, and IPSEC should be used (VPC).

	Using an API, cloud security monitoring should be linked with existing enterprise security monitoring solutions.



Benefits of CSF

Frameworks serve as a beginning point for building information security management processes, rules, and administrative operations.

Cloud Service Providers (CSPs) and cloud clients benefit from having a framework’s set of policies and processes in place. It provides a framework for discussing security principles as well as specific measures. As we all know, there is an almost limitless number of countermeasures that a company can use to keep its environment secure. Customers can gain guidance on what to look for as standard security mechanisms in evaluating a CSP by having an agreed-upon list of generally accepted controls. This helps CSPs decide where to invest their time and money.

Frameworks can also be used as a benchmark for evaluating projects. They serve as a valuable standard for cloud clients to utilize when evaluating providers or comparing security policies. They can also help service providers demonstrate their security policies, either as part of the pre-engagement vetting process or as part of their sales pitch. The constraints given out in the framework are more favorable to serving in this evaluative capacity if they are more explicit and prescriptive.

Frameworks can help customers and CSPs save time by reducing the amount of work they have to do. They save client time by allowing these controls to serve as the foundation for an evaluation checklist or set of evaluation criteria, as mentioned earlier, reducing an organization’s need to create such a list. They can help the CSP save time by lowering the number of separate, one-time evaluation questionnaires that clients send to providers. Even if that doesn’t happen, frameworks can make client vetting easier by allowing suppliers to organize responses, construct narratives, and gather evidence against a predetermined set of criteria rather than individually for each customer.

Selection of CSF

Adopting and deploying a cloud security framework is a pretty simple procedure, but it varies depending on whether you are a consumer or a cloud service provider. Security requirements frequently overlap, so crosswalks can be used to verify compliance with several regulatory standards. An enterprise can construct crosswalks to certify compliance with numerous requirements using a common framework, such as ISO 27002.

Customers will have to choose one based on the company’s overall program and business context. For example, a big multinational corporation with an established security program based on ISO/IEC 27001 that includes controls from ISO/IEC 27002 may find ISO/IEC 27017 to be a better fit because the controls are more known, and it aligns with the existing security program.

CSPs should use a set of cloud and security frameworks that are well-known and approved in the markets they serve. One of the reasons to consider these frameworks is their accompanying assurance processes, as previously noted.

Cloud security frameworks can assist with cloud security initiatives, regardless of which option is picked. Learning about the alternatives available is time well spent, from giving a lingua franca for discussion of specific controls to providing a benchmark for evaluation and certification and forming a backbone for organizing internal security initiatives.

Adopting NIST into cloud security

You can develop your framework based on a few Cloud security best practices. These templates use industry-standard and compliance best practices to ensure a complete approach to cloud security and data loss prevention.

The National Institute of Standards and Technology (NIST) provided the first template, which consists of five action areas that guide both the tools you deploy and the policies you establish to guide user behavior on cloud platforms –– directing both the tools you deploy and the policies you establish to guide user behavior on cloud platforms.

These are the pillars:


	Identify: What procedures are in place for conducting security risk assessments regularly

	Protect: What security measures are in place to prevent assaults and keep your data safe in the case of a breach

	Detect: What applications do you have to keep an eye on your systems and provide you an alarm if something goes wrong

	Respond: What tools you have in place to deal with a persistent threat

	Recover: What procedures are in place to restore cloud security following an attack



Leading frameworks for cloud

These frameworks are tailored to the needs of cloud compliance. The intricacies of these frameworks should be thoroughly understood by cloud vendors and clients.

Common compliance

The Controls Matrix of the Cloud Security Alliance is a core grouping of security controls that serves as a basic guideline for security suppliers, enhancing the robustness of security control settings and simplifying audits. This methodology also aids potential consumers in assessing the risk posture of possible cloud vendors.

FedRAMP: Organizations wishing to do business with any Federal agency must comply with this set of cloud-specific data security requirements. FedRAMP’s goal is to ensure that all cloud deployments used by the federal government meet the minimal data and application security requirements.

Sarbanes-Oxley (SOX) is a set of rules that control how publicly traded corporations report financial data to safeguard customers from mistakes or fraud. SOX standards aren’t security-specific, but they do involve many IT security policies because they promote data integrity.

Security-centric

Organizations that handle sensitive data can benefit from adhering to the security-specific regulations outlined below. These frameworks give you the approach and structure you need to avoid security breaches.

ISO 27001: This collection of standards for information security management systems developed by the International Organization for Standards certifies that your company follows the best practices in information security and takes data protection seriously.

The National Institute of Standards and Technology (NIST) cybersecurity framework assesses private sector businesses’ capabilities to manage and mitigate cyberattacks. This framework, which serves as a best practice guide for security professionals, aids in the understanding and management of risk.

The Center for Internet Security created the CIS Controls framework, which provides practical defense techniques based on a set of 20 Critical Security Controls that focus on tightening access controls, hardening defense systems, and constant monitoring of environments.

Cloud well-architected framework

These frameworks can be thought of as best practice guidelines for cloud architects, with most of them focusing on operational efficiency, security, and cost-benefit analysis.

The AWS well-architected framework is a set of guidelines that assist AWS architects in designing workloads and applications for the cloud. This framework is based on a series of questions for evaluating cloud environments, and it offers clients with a reliable resource for doing so. Amazon architects are guided by five important principles: operational excellence, security, reliability, performance efficiency, and cost optimization.

The Google Cloud Architected Framework is a set of guidelines for building and improving Google cloud services. Operational excellence, security and compliance, reliability, and performance cost optimization are the four core elements that this framework focuses on.

The Azure Architecture Framework is a set of rules that helps architects build cloud-based services in Microsoft Azure. This tutorial will assist you in getting the most out of your architecture tasks.

Summary

What’s the connection between all these parts? Begin with a cloud security architecture that incorporates your industry’s compliance regulations as well as the data you want to secure. This framework will guide you through the process of creating a cloud security policy that you will evaluate, update, and execute regularly. The framework will also assist you in determining the most effective techniques for preventing data loss in your cloud platforms and architecture.

Building blocks of a cloud security architecture and compliance framework

Your organization’s cloud security architecture lays out how it will configure cloud development, deployment, and operations. It’s useful for companies who use various cloud platforms, such as Google Workspace, Slack, and AWS, or are moving from a legacy storage system to cloud storage.

The following factors are included in cloud security architecture:


	What users are there, and what permissions do they have?

	What security measures exist to safeguard apps, data, the network, and user access?

	What security, compliance, and threat vulnerabilities do you have?

	To achieve industry compliance standards, what policies and governance are required?

	What offline security is required to secure data-storing devices and other hardware?



To create your version, you can choose from a variety of cloud architecture templates. The AWS Well-Architected Framework is one offered by AWS. Some businesses choose the Google Cloud Architected Framework or Microsoft’s Azure Architecture Framework.

Compliance and visibility

Continuous improvement is a critical component of zero-trust computing. An efficient cloud security system should provide continuous visibility into the entire cloud environment, allowing for continuous development. This includes but is not limited to the following:


	Inventory of assets. Every organization needs a comprehensive inventory of its cloud assets, including servers, cloud provider services, users, and cloud tools like load balancers. This is especially true when combining multi-cloud solutions from several vendors. A unified inventory of all cloud-based assets reduces administrative overhead, but it’s difficult to create and maintain because it’s so manual. Automating the entire inventory process would be the best security option.

	Most agencies will adhere to one or more security frameworks (such as those developed by the NIST, ISO 27001, or others) that define what constitutes a secure cloud environment. These frameworks aid in determining which controls are required to secure data and endpoints. These tools, while useful, can be complicated or confusing for IT professionals who aren’t security experts. A cloud security solution that automates framework deployment and provides ongoing reporting and remedial controls is beneficial. While compliance is not a substitute for security, many government entities demand it, so auditing controls should be included.

	Data protection: A good security system will clearly label its data and its sensitivity level. It should also include controls that specify where specific data types can be stored, such as in a software-as-a-service application or cloud storage, as well as whether data is publicly accessible and who has access to it. Role-based data access is enabled by CASB technologies, extending that layer of security down to the data level.



Secure computing

Securing end systems, managed services, or other workloads running in the cloud, also known as platform as a service, is the second pillar. This compute-level security has two important components. The first is automated vulnerability management, which discovers and prevents vulnerabilities in cloud-native systems throughout an application’s lifecycle, while prioritizing risk.

Another key consideration is ongoing operational security, which applies to everything that is classified as a compute engine or a compute workload. Effective cloud security entails examining activities automatically and continuously to detect any anomalous or malicious behavior.

Protection at the Network layer

Protecting the network has long been a priority in on-premises situations, but it is just as vital in the cloud. Network security consists of two fundamental components. Microsegmentation, for example, is a technique for isolating and securing specific workloads by dividing them into zones. Zero trust is based on this principle. Microsegmentation makes it far more difficult for would-be attackers to migrate laterally from one compromised system to another by erecting obstacles between programs and workloads. To limit any damage, the strategy uses containerization (of the app and its operating environment) and application segmentation.

For example, a business may have many cloud applications running, some of which support a civilian workforce and others that support sensitive or even secret information. The two types of applications cannot be merged, so microsegmentation can keep them separate at different classification levels, ensuring no overlap.

The live inline flow of traffic is the other crucial component of network protection. Rather than creating a perimeter around the cloud, as in a standard on-premises scenario, network protection extends the perimeter down to the individual user. Authorized users should be able to safely access cloud-based data, while threat awareness into their activities is provided by a cloud security system.

Identity protection

The next pillar entails matching user and machine identities to what they are allowed to do on the network. A cloud security solution should ensure that users can only access the applications they need at the level they need to do their work and that machines can only communicate with other machines that are required to do their tasks. Identity security is a critical component of zero trust, similar to microsegmentation.

The core criteria for robust cloud security are these four pillars. It’s a multi-layered strategy that no single technology, CASB, or other solution can meet. Implementing a holistic architecture that encompasses each pillar is critical for improving cloud security and attaining a zero-trust network during this unpredictable period of remote work as agencies grow cloud usage, adjust IT processes, and continue to fight persistent cyber threats.

Cloud governance

Accessibility is provided by cloud installations, but they also generate open, decentralized networks that are more vulnerable. Cloud compliance frameworks can help with this. Mitigating the risks of using third-party cloud infrastructure and SaaS applications can be as simple as aligning your data security policies and processes with cloud compliance frameworks.

These default controls keep your private information safe from prying eyes. The following are some of the most important aspects of cloud governance:


	Asset management entails an inventory of all cloud services and data as well as the definition of all configurations to avoid vulnerability.

	Characterizing cloud structure, ownership, and responsibilities, as well as integrating cloud security, are part of cloud strategy and architecture.

	Financial controls are concerned with the process of authorizing cloud service purchases and balancing cloud utilization with cost-effectiveness.



Change control management

Controlling change is more challenging due to two of the cloud’s major advantages: speed and flexibility. Inadequate change control frequently leads to cloud misconfigurations that are harmful. Organizations should consider using automation to check for faults in cloud setups and guarantee that change processes are successful.

In the cloud, identity and access management (IAM) restrictions are frequently subjected to various changes. Listed here are a few IAM excellent practices:


	Always keep an eye on root accounts, as they might provide harmful unrestricted access. If feasible, disable or monitor them with filters and alarms, requiring multi-factor authentication (MFA).

	Use role-based access and privileges at the group level to provide access based on business needs and the concept of least privilege.

	Disable dormant accounts and establish sound credentialing and key management rules.



Monitoring and reporting

The cloud’s complexity and scattered nature makes monitoring and tracking all activities critical. The who, what, when, where, and how of events are the backbone of compliance verification and keeping organizations audit ready. It’s critical to keep the following in mind when monitoring and logging data in your cloud environment:


	Always remember to turn on logging for all cloud resources

	Encrypt logs and store them somewhere that isn’t visible to the public

	Define your measurements and alarms, and keep track of everything

	Manage vulnerabilities



Summary

The core criteria for robust cloud security are the pillars stated earlier. It’s a multi-layered strategy that no single technology, CASB, or other solution can meet. Implementing a holistic architecture that encompasses each pillar is critical for improving cloud security and attaining a zero-trust network during this unpredictable period of remote work as agencies grow cloud usage, adjust IT processes, and continue to fight persistent cyber threats.

Maturity model for cloud security

Enterprises are building new cloud security models to accommodate a diverse set of IT risks and issues as the global cloud computing market evolves. Many have used non-profit cybersecurity groups’ models or modified standard infrastructure security strategies.

Many security and compliance frameworks (such as HIPAA) are more concerned with fundamental tools and outcomes (such as install antivirus) than with how these standards are maintained over time. The IANS model is appealing and recommended since it focuses on infrastructure automation and management rather than tool usage.

The following diagram has the reference of the Institute of Applied Network Security (IANS) to define/depict the maturity model that one should consider for its enterprise:
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Figure 6.2: Maturity model

We anticipate that this IANS model will become a go-to resource for enterprises and cloud security professionals looking for a standardized approach to cloud security.

Best practices for cloud security

The procedures for securing data in the cloud differ. Several factors must be examined, including the type and sensitivity of the data to be safeguarded, cloud architecture, accessibility of built-in and third-party technologies, and the number and types of individuals authorized to access the data.

The following are general recommended practices for securing company data on the cloud:


	Encrypt data while it’s in transit, at rest, and in use.

	Before providing access, use two-factor authentication (2FA) or multifactor authentication (MFA) to authenticate the user’s identity.

	Implement cloud edge security measures like firewalls, intrusion prevention systems, and antimalware.

	To avoid ransomware attacks, isolate cloud data backups.

	To determine where data is and to establish constraints on whether data can be copied to other locations inside or outside the cloud, ensure data location visibility and control.

	Log and monitor all aspects of data access, additions, and modifications.



To assist safeguard data in clouds, new cybersecurity tools should be considered. For IT operations, these include network detection and response (NDR) and AI (AIOps). Both products collect data on the health and security of cloud infrastructure. The AI then examines the data and notifies admins if there is any unusual behavior that could signal a security threat.

SaaS best practices, PaaS best practices, and IaaS best practices are all distinct. Several generic cloud security best practices should also be followed, including the following:


	Understand the shared responsibility model, including your CSPs’ and security team’s roles.

	Select your CSPs carefully; know what security controls they provide, and thoroughly evaluate contracts and service-level agreements (SLAs).

	Implement a strong, detailed IAM policy to control who gets access to what. Use the principle of least privilege (POLP) and require strong passwords as well as two-factor authentication (2FA or MFA).

	Encrypt data while it’s in transit, at rest, and in use.

	Maintain cloud visibility by monitoring it regularly.

	Understand the rules and regulations governing cloud compliance.

	Define and enforce cloud security policies.

	Conduct security awareness training for employees, third-party partners, and anyone accessing organizational cloud resources.

	Segment clouds and workloads.



Overview of Identity and Access Management (IAM)

Identity and access management (IAM) is a combination of business procedures, rules, and technology that make it easier to handle electronic or digital identities. Using an IAM architecture, IT managers can control who has access to sensitive data within their businesses. IAM systems include things like single sign-on(SSO), two-factor authentication, multi-factor authentication, and privileged access control.

These technologies also allow for the secure storage of identity and profile data as well as data governance capabilities that ensure that only necessary and relevant data is exchanged.

IAM solutions can be installed on-premises, through a cloud-based subscription model from a third-party vendor, or in a hybrid approach.

IAM is made up of the following elements at its most basic level:


	Understanding the difference between identity management and authentication in a system.

	Understanding how roles are identified in a system and how they are assigned to individuals.

	Adding, removing, and updating individuals and their roles in a system; Assigning levels of access to individuals or groups of individuals; Protecting sensitive data within the system, and securing the system itself.



Importance and business benefits of IAM

To defend access to corporate resources, business leaders and IT teams are under greater regulatory and organizational pressure. As a result, they can no longer allocate and track user credentials using manual and error-prone processes. IAM automates these processes while also allowing for extensive access control and auditing of all company assets, whether on-premises or in the cloud.

IAM is perfectly suited to the rigors of the current security landscape, with an ever-growing list of features like biometrics, behavior analytics, and AI. IAM’s tight control of resource access in highly distributed and dynamic contexts, for example, is in line with the industry’s transition from firewalls to zero-trust models, as well as the security requirements of the Internet of Things.

IAM technology can be used to automate the creation, capture, recording, and management of user identities and their associated access rights. The following IAM benefits accrue to an organization:


	All individuals and services are properly verified, approved, and audited, and access privileges are granted according to policy.

	Companies that manage identities properly have more control over user access, lowering the danger of internal and external data breaches.

	Automating IAM systems allows businesses to run more efficiently by reducing the amount of effort, time, and money necessary to manually control network access.

	In terms of security, an IAM framework may help enforce regulations around user authentication, validation, and rights as well as handle concerns like privilege creep.

	IAM systems assist businesses in complying with government rules by enabling them to demonstrate that company data is not being exploited. Companies might also show that they can make any data required for audits available on demand.



Here’s why identity and access management is crucial:


	Uplift overall security posture: This is likely the biggest advantage that IAM can provide to businesses. Companies can prevent data breaches, identity theft, and unauthorized access to confidential information by limiting user access. IAM can protect against ransomware, hacking, phishing, and other types of cyberattacks by preventing the spread of compromised login credentials, preventing unauthorized access to the organization’s network and providing protection against ransomware, hacking, phishing, and other types of cyberattacks.

	Streamline IT operations and user experience: All-access privileges across the business can be adjusted in one sweep whenever a security policy is amended. IAM can also reduce the number of passwords reset tickets made to the IT helpdesk. Some systems have even built-up automation for time-consuming IT activities. SSO eliminates the need to input numerous passwords to access multiple systems. Users may no longer need to memorize complex passwords if biometrics or smart cards are used.

	Complement the compliance requirement: Companies can rapidly comply with industry laws (such as HIPAA and GDPR) or apply IAM best practices using IAM.

	Operational excellence: Outsiders (such as customers, suppliers, and guests) can access a company’s network without risking security.



The most important is the compliance part. IAM plays a crucial role in the organization’s overall goal of being compliant with the application requirement and regulations. Law, regulation and contracts all play a role in security. Data protection standards like Europe’s General Data Protection Regulation and HIPPA and the Sarbanes-Oxley Act in the U.S. enforce strict standards for data security. With an IAM solution, your users and organization can ensure that the highest standards of security, tracking, and administrative transparency are a matter of course in your day-to-day operations.

The importance of PAM in your organization

Here are a few reasons to help you convince the business and senior leadership to invest in PAM:


	Your weakest link is human beings: Whether its internal privileged users misusing their access or external cyber attackers targeting and stealing privileges from individuals to operate discreetly as privileged insiders, humans are the weakest link in the cybersecurity chain. Privileged access management enables businesses to ensure that employees have only the access they require to do their duties. PAM also enables security teams to spot harmful activity associated with privilege abuse and respond quickly to mitigate the risk.

	Privileges abound in the digital economy: To collaborate, systems must be able to access and communicate with one another. The number of machines and applications that require privileged access has increased as firms embrace the cloud, DevOps, robotic process automation, IoT, and other technologies. These non-human entities considerably outnumber individuals in a typical business, making them more difficult to track, manage, and even recognize. Commercial-off-the-shelf (COTS) software frequently requires network connectivity, which attackers might take advantage of. An effective privileged access management strategy caters for privileges regardless of where they live – on-premises, in the cloud, or hybrid settings – and detects suspicious activity as it happens.

	The importance of PAM in attaining compliance cannot be overstated: The capacity to monitor and detect suspicious occurrences in an environment is critical, but the organization will remain vulnerable without a clear emphasis on what poses the greatest risk - unmanaged, unmonitored, and unprotected privileged access. PAM, when used as part of a complete security and risk management plan, allows organizations to track and document all activity relating to key IT infrastructure and sensitive data, making audit and compliance requirements easier to meet.

	Endpoints and workstations are the main targets of cybercriminals: Every endpoint (laptop, smartphone, tablet, desktop, server, and so on) in an enterprise comes with a privilege enabled by default. Built-in administrator accounts allow IT professionals to resolve problems on a local level, but they also pose a significant risk. Attackers can use admin accounts to jump from workstation to workstation, steal new credentials, increase privileges, and move laterally around the network until they find what they want. To mitigate risk, a proactive PAM software should account for removing all local administrative permissions on workstations.



PAM programmes that are prioritized as part of a larger cybersecurity strategy can help organizations reduce security risks and reduce the overall cyberattack surface as well as reduce operational costs and complexity, improve visibility and situational awareness across the enterprise, and improve regulatory compliance.

Technologies under IAM

An IAM system should be able to integrate with various other systems. As a result, certain standards or technologies are expected to be supported by all IAM systems: System for Cross-domain Identity Management, Security Access Markup Language, and OpenID Connect.


	SAML: Security Access Markup Language is a type of markup language used to enable web browser SSO. SAML is an open standard that allows an identity provider system, such as an IAM, and a service or application to exchange authentication and authorization data. This is the most frequent way for an IAM to allow a user to log in to an IAM-integrated application.

	Connect through OpenID (OIDC): OIDC is a more recent open standard that allows users to log in to their application using an identity provider. It’s similar to SAML, but it’s based on OAuth 2.0 standards and sends data in JSON rather than XML, as SAML does.

	System for Cross-domain Identity Management (SCIM): SCIM is a standard for exchanging identity information between two systems automatically. Though both SAML and OIDC can transmit identity information to an application during authentication, SCIM is used to maintain user information up to current anytime new users are assigned to the service or application, user data is modified, or users are terminated. In the IAM realm, SCIM is a critical component of user provisioning.



Component under IAM

While IAM is a broad term, we will try to understand how to achieve this in some simple format. There are a few smaller elements that give a comprehensive shape to the IAM portfolio when tied together.

Role-based access control (RBAC)

Role-based access control (RBAC) is used by several IAM systems. Predefined job positions with specified access privileges are used in this technique. As an example of RBAC, consider HR personnel. It makes little sense if one HR officer is in charge of training and also has access to payroll and salary files.

Employees are only given access to the information they need to do their jobs efficiently. Several elements, such as authority, responsibility, and job ability, might influence access. Furthermore, access to computer resources might be restricted to certain operations, such as viewing, creating, or editing a file.

As a result, if lower-level employees do not require sensitive data to fulfill their responsibilities, they are frequently denied access. This is especially useful if you have numerous employees and rely on third-party vendors and contractors to manage network access. RBAC will aid in the protection of your company’s sensitive data and critical applications.

Benefit of RBAC

Information security necessitates the management and auditing of network access. On a need-to-know basis, access can and should be allowed. With hundreds or thousands of people, security is easier to maintain by restricting needless access to important data based on each user’s known function within the company.

Single Sign-On (SSO)

SSO (single sign-on) is an authentication method that allows a user to log in to different applications using a single set of credentials. SSO is a standard enterprise method that allows a client to access various resources via a local area network (LAN).

SSO allows a user to log in once and obtain access to multiple applications without having to re-enter their log-in credentials at each one. SSO authentication enables the use of network resources without interruption. SSO mechanisms differ based on the type of application.

SSO is not suitable for systems that require guaranteed access, as losing log-in credentials results in access to all systems being denied. SSO is best used in conjunction with other authentication methods like smart cards and one-time password tokens.

SSO benefits

SSO has several advantages, including the elimination of credential reauthentication and helps desk inquiries, resulting in increased productivity. It streamlines the workflow of local and remote applications and desktops and also helps the organization reduce phishing attacks. Other benefits include a unified database that helps improve compliance and availability of different reports on user access in great detail.

Multi-Factor Authentication (MFA)

It’s either two-factor authentication (2FA) or multi-factor authentication (MFA) whenever additional steps are necessary for authentication. This authentication method combines something the user knows (such as a password) with something the user holds (such as a security token or OTP) or something that is a part of the user’s body (such as a fingerprint) (like biometrics).

Two-factor authentication can be used to make an online account, a smartphone, or even a door more secure. Before anything that is being secured may be accessed, 2FA requires two forms of information from the user—a password or personal identification number (PIN), a code sent to the user’s smartphone, or a fingerprint.

The purpose of two-factor authentication is to prevent unwanted users from accessing an account using only a stolen password. Users may be more vulnerable to password breaches than they know, especially if they use the same password on many websites. Password theft can also occur when people download software or click on links in emails.

Discretionary Access Control (DAC)

Discretionary access control (DAC) is a type of security access control that enables or restricts object access based on an access policy set by the owner group and/or subjects of the object. User identification with supplied credentials during authentication, such as username and password, defines DAC mechanism controls. As the subject (owner) can transfer authenticated objects or information access to other users, DACs are discretionary. In other words, object access privileges are determined by the owner.

Each system object (file or data object) has an owner in DAC, and the subject that initiates the object’s formation is the original object owner. As a result, the access policy of an object is set by its owner.

Unix file mode, for example, defines the read, write, and execute permissions for each user, group, and others in each of the three bits.

DAC attributes includes the following:


	The owner of an object can be transferred to another user (s).

	The user can control the access type of other users.

	Authorization failures restrict user access after many attempts.

	Object properties such as file size, file name, and directory path are invisible to unauthorized users.

	Object access is decided by user identification and/or group membership during access control list (ACL) permission.



DAC is simple to use and understand, but it has some drawbacks, such as the following:


	Vulnerabilities built-in (Trojan horse)

	Maintenance of ACLs or capabilities

	Ability to grant and revoke permissions and ability to rescind permissions is limited



Mandatory Access Control (MAC)

Mandatory access control (MAC) is a security method that limits individual resource owners’ ability to give or deny access to file system resource objects. The system administrator defines the MAC requirements, which are tightly enforced by the OS or security kernel and cannot be changed by end users.

Mandatory access control, which is commonly used in government and military installations, operates by assigning a classification label to each file system item. Confidential, secret, and top secret are some of the classifications. An identical classification and clearance level is assigned to each user and device on the system. When a person or device seeks to access a certain resource, the operating system or security kernel checks the entity’s credentials to see if access is authorized. While MAC is the most secure access control setting available, it necessitates careful planning and ongoing monitoring to maintain all resource object and user classifications correctly.

MAC stands in contrast to lower-level discretionary access control (DAC), which allows individual resource owners to create their policies and assign security measures.

Privileged Access Control (PAM)

Private access is a word used in the workplace to describe exceptional access or skills that go beyond those of a typical user. Privileged access enables businesses to secure their infrastructure and apps, conduct their operations more effectively, and protect sensitive data and key infrastructure.

Human users as well as non-human users such as apps and machine identities can have privileged access.

Privileged access management (PAM) is a security solution that protects against credential theft and privilege abuse. In an enterprise IT context, PAM is a cybersecurity approach that incorporates people, policies, and technology to control, monitor, safeguard, and audit all human and non-human privileged identities and behaviors.

PAM, also leveraged in the context of privileged identity management (PIM) or privileged access security (PAS), is based on the idea of least privilege, which states that users should only have the access they need to accomplish their jobs. The notion of least privilege is widely regarded as a cybersecurity best practice and a critical step in safeguarding privileged access to sensitive data and assets. Organizations can restrict the attack surface and mitigate the risk of dangerous insiders or external cyberattacks that can result in costly data breaches by applying the principle of least privilege.

Privileged accounts

Most users in the least privileged environment work using non-privileged accounts 90-100% of the time. Non-privileged accounts, often known as least privileged accounts (LPA), are divided into two categories:


	Standard user accounts have a limited set of privileges, such as access to the internet, certain types of apps (e.g., MS Office), and a limited range of resources, which is sometimes determined by role-based access regulations.

	Guest user accounts have fewer privileges than regular user accounts and are typically limited to minimal application access and internet browsing.



A privileged account has access and rights above those granted to non-privileged accounts. Any user who currently has privileged access, such as through a privileged account, is called a privileged user. Privilege users/privileged accounts pose significantly greater risks than non-privileged accounts/non-privileged users due to their higher capabilities and access.

Privileged credentials

Privileged credentials (also known as privileged passwords) are a subset of passwords that grant increased access and permissions to accounts, applications, and systems. Human, application and service accounts can all be associated with privileged passwords. SSH keys are a form of privileged credential that can be used to access servers and open doors to extremely sensitive assets in businesses.

Privileged credentials are also referred to as secrets, especially in DevOps environments.

Privileged account passwords are known as the keys to the IT kingdom because, in the case of superuser passwords, they can grant the authenticated user nearly unrestricted privileged access rights to an organization’s most sensitive systems and data. As these privileges come with so much power, they’re ripe for abuse by insiders and greatly sought after by hackers. According to Forrester Research, privileged credentials are involved in 80 percent of security incidents.

Benefit of PAM

The greater a user’s, account’s, or process’s rights and access, the greater the risk of misuse, exploit, or error. Privilege management not only reduces the risk of a security breach but also helps limit the breadth of a breach if one does occur.

PAM differs from previous security methods in that it may destroy many points of the cyberattack chain, offering protection against both external and internal attacks:


	Internal and external threats are protected by a condensed attack surface

	Malware infiltration and spread have been reduced

	Improved operational efficiency for Privileged and service accounts

	Compliance is easier to achieve and prove



Building blocks for IAM solution implementation

It’s crucial to assess whether your business cybersecurity strategy has kept up as organizations have embraced digital transformation and moved to hybrid or remote work environments. The answer to surviving this paradigm shift is to develop an identity-centric security program by deploying identity and access management programs.

Identity and Access Management (IAM) initiatives are mostly based on five fundamental building elements that assure their success, from an IAM evaluation to a fully managed program.

Data

Data is the new money. It’s a crucial component of important business activities, and it feeds directly into IAM systems to implement enterprise access governance and management regulations.

Poor data quality can harm important operations like application onboarding, authoritative identity source onboarding, and access provisioning, as data is at the heart of any IAM system. It can also result in an erroneous or absent identity-to-application-account correlation, which can be problematic for access recertification campaigns and the leavers’ process. As the IAM system was unable to link a user’s application accounts to their identity, the IAM system may display an incomplete access list for that user. Furthermore, if the IAM system does not have a complete picture of a user’s profile, the segregation of duties policy will not result in a remedial action for an access violation.

Cleaning source data after IAM procedures go live is a common mistake that leads to poor data quality. This may appear to be a shortcut, but it is ultimately short-sighted because projects frequently spend little time on data source analysis and data cleanup. This frequently leads to long-term troubles, and users may eventually lose faith in the IAM system.

Buy-in from senior leadership and business owners

The executive team must be on board with the project criteria for any IAM project to be successful. Even if the IAM project delivery team has the necessary key actors on board to ensure the engagement’s success, there remains a danger of project delays or failure if senior business stakeholders are not (or are only) involved.

Before beginning the IAM program, develop a governance and target operating model to guarantee that all relevant stakeholders are well informed and on the same page. This will enable your team to communicate roles, responsibilities, and the overall project strategy with the senior leadership team, main data owners, and the IAM project team.

Simplification of a rigid and inefficient process

An IAM program is only as good as the data and processes that feed into it. The IAM project will most likely fail to produce the intended benefits if an organization’s processes and policies do not reflect the technical or logistical needs.

If a new employee does not formally enter the HR system until their start date, they may be unable to perform their obligations until IT grants them the necessary access. This inefficiency can be costly to the company and cause users and executives to lose faith in the IAM system. Similarly, if the HR team fails to update their system on time when an employee leaves the firm, the IAM system may take longer to de-provision access after the employee has departed, leaving the company open to insider threats.

Enhancing business processes before incorporating them into the enterprise IAM tool will maximize the tool’s and program’s overall capabilities. Furthermore, IAM project directors should collaborate closely with senior business leaders to verify that business procedures are fit for purpose and correspond with the IAM program’s long-term objectives.

Picking the right tool

Organizations must be attentive in picking the tool that best suits their needs for an IAM project to be successful. If the chosen technologies do not adequately satisfy the organization’s aims, IAM projects can fail or incur considerable and unneeded costs.

Enterprises should use the RFP phase to do due diligence with the IAM service provider, ensuring that the chosen IAM technology not only meets the company’s current needs but also meets their aspirations and criteria.

Adopting the phased manner approach for roll out

The IAM Project’s implementation plan is crucial to the program’s success. In general, every IAM solution that is implemented will introduce new and unfamiliar processes and technologies that the enterprise team (end-users) will have to learn. If designed incorrectly, this can be overpowering, leading to users rejecting the tool’s adoption, regardless of how efficient and helpful its functionalities are, therefore negating the IAM solution’s objective.

Assume that the business processes and technology that must be adopted are relatively new to the end users when implementing any IAM solution. As a result, no matter how useful and efficient the functionalities are, end users may become overwhelmed and may refuse to utilize the tool, defeating the fundamental goal of an IAM solution. As a result, implementing all the IAM capabilities in a single project period is not always recommended.

Instead, concentrate on developing a strategy for building and rolling out IAM features in stages. To collect input, involve as many beta users as possible and use agile processes to apply it in subsequent releases. We also advocate doing ‘roadshows’ to raise awareness about the IAM system’s benefits.

Businesses must realize that in the IAM sector, there is no one-size-fits-all approach; an IAM solution will only be as successful as the organization managing the implementation.

Building blocks for PAM solution and key considerations

PAM methods that are immature and mostly manual struggle to control privilege risk in organizations. To increase security and compliance, automated and pre-packaged PAM solutions can expand across millions of privileged accounts, users, and assets. The best systems can automate discovery, management, and monitoring to close gaps in privileged account/credential coverage while also streamlining workflows to decrease administrative overhead.

The more automated and mature a privilege management strategy is, the more successful it is at reducing the attack surface, mitigating the effects of attacks (by hackers, malware, and insiders), improving operational performance, and reducing the likelihood of user errors.

While PAM solutions can be fully integrated into a single platform to manage the entire privileged access lifecycle or can be delivered as ad hoc solutions for dozens of different unique use classes, they are generally divided into the following basic disciplines:


	Privileged Account and Session Management (PASM): Privileged password management (also known as privileged credential management or enterprise password management) and privileged session management components are typically included in these systems.
By centralizing discovery, onboarding, and administration of privileged credentials from within a tamper-proof password safe, privileged password management protects all accounts (human and non-human) and assets that enable elevated access. Application password management (AAPM) capabilities are a critical component of this, allowing embedded credentials to be removed from code, vaulted, and managed in the same way as other types of privileged credentials.

Privileged session management (PSM) comprises the monitoring and administration of all sessions involving elevated access and permissions for people, systems, applications, and services. As mentioned in the best practices session, it allows for advanced oversight and control that can be used to better protect the environment against insider threats or potential external attacks, while also preserving critical forensic information that is becoming increasingly important for regulatory and compliance mandates. The following image illustrates the privileged password management workflow:
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Figure 6.3: Privileged password management workflow


	Privilege Elevation and Delegation Management (PEDM): Unlike PASM, which regulates access to accounts with always-on privileges, Privilege Elevation and Delegation Management (PEDM) applies more detailed privilege elevation actions controls on a case-by-case basis. PEDM systems are usually divided into two parts depending on the wide range of use cases and environments:

	Least privilege management at the endpoint: Least privilege enforcement, including privilege elevation and delegation, is often included in these solutions for Windows and Mac endpoints (for example, desktops, laptops, etc.).

	Privilege management on servers and infrastructure: These solutions enable businesses to specify who has access to Unix, Linux, and Windows servers and what they can do with that access. The ability to extend privilege management for network devices and SCADA systems may be included in these solutions.


PEDM solutions should also provide centralized management and thorough monitoring and reporting capabilities on top of any privileged access. These products are an important part of endpoint security.


	Bridging Active Directory (AD): AD Bridging technologies bring Unix, Linux, and Mac into Windows, allowing for centralized management, policy, and single sign-on (SSO). By extending Microsoft Active Directory’s Kerberos authentication and single sign-on features to Unix, Linux, and Mac systems, AD bridging solutions often centralizes authentication for these platforms. The addition of Group Policy to non-Windows platforms allows for centralized configuration management, which further reduces the risk and complexity of managing a heterogeneous environment.

	Change auditing in real time: These solutions offer finer-grained auditing tools, allowing organizations to focus on modifications made to highly privileged systems and files like Active Directory and Windows Exchange. Change auditing and file integrity monitoring capabilities can give you a clear view of Who, What, When, and Where changes happening across your infrastructure. In an ideal world, these technologies would also allow users to undo modifications made by hostile actors, such as a user error or a file system update.

	Secure remote access software: VPN solutions provide far more access than is required in far too many use cases, and they simply lack sufficient safeguards for privileged use cases. This is why it’s becoming increasingly important to deploy systems that allow vendors and workers remote access while also strictly enforcing privilege management best practices. Remote access instances are commonly targeted by cyber attackers because they have historically provided exploitable security weaknesses.



Transformation to cloud based IAM solution

When a firm delegates account management and authentication to a service provider, it eliminates the need for the company to keep care of these details in its applications. The security benefit is that it relieves businesses of the burden of keeping track of passwords, which can be compromised. Multi-factor authentication can also be enabled more easily, giving organizations the peace of mind that their identities are being analyzed by experts.

Outsourcing identity management to the cloud also has development benefits. For starters, the developer will have to create less code. This allows them to get a competitive advantage in terms of time to market and the capacity to quickly integrate future application extensions or new application services.

User convenience benefits may be available depending on usage. If a company uses an identity provider with whom users already have a relationship, the identity provider may allow users to log in using their existing accounts and credentials. The main disadvantage is, of course, the potential for a single point of failure: if the service provider goes down or is unavailable, no one can access the applications.

Critical consideration while implementing IAM in cloud

Both security practitioners and developers may find the benefits of outsourcing cloud identity management through AaaS or IDaaS intriguing. Then it’s a matter of how, rather than if. When comparing AaaS and IDaaS models, there are a few things to keep in mind.

It’s important to remember the context in which AaaS or IDaaS will be employed. Business leaders should determine whether they need to interact with old apps, current user accounts, such as Active Directory (AD), or SSO systems now or in the future. While this suggestion may seem obvious, many businesses fail to account for these unique use cases from the start, forcing them to piece together various products or, worse, purchase many redundant products that perform the same task. If a business has to interface with non-REST applications, such as native desktop apps or middleware, having access to a wide range of integration options, such as SAML, OAuth, or OpenID Connect, with outsourced identity management might be beneficial.

Next, think about the logistics of implementing in the cloud or on-premises — or both. For example, if a company needs to interact with an external-facing web app for internet-based consumers, cloud implementation offers benefits because on-premises equipment will not be a single point of failure. However, if an on-premises user store or directory exists, know that some external apps — those not hosted in the company’s architecture — will require access for the solution to work.

Strategy for IAM adoption

Zero-trust principles such as least privilege access and identity-based security policies should be used to implement an IAM solution as a cornerstone of a zero-trust architecture. Here are a couple of key considerations while you adopt and implement an IAM solution:


	Identity management at a centralized level: Regulating access to resources at the identity level is a major principle of zero trust, so having centralized administration of those identities can make this approach much easier. This may entail transferring people from other systems or synchronizing your IAM with other user directories in your environment, such as a human resources directory.

	Access is restricted: Identity security is very important, so an IAM should double-check that person who are logging in are who they say they are. MFA or a combination of MFA and adaptive authentication may be used to account for the context of the login attempt, such as location, time, and device.

	Control based on policies: Users should only be permitted to do what they need to do, with no more authority than is required. An IAM should be developed to grant users access to resources depending on their employment function, department, or any other relevant attributes. These policies, as part of a centrally controlled identification solution, can ensure that resources are secure regardless of where they are accessed.

	Policy of Zero-Trust: Zero-Trust Policy: A zero-trust policy means that a company’s IAM system is always monitoring and securing its users’ identification and access points. Organizations used to function under the once you’re in, you have access approach, but zero-trust policies ensure that every member of the organization is always recognized, and their access is regulated.

	Privileged accounts that are protected: In an access control system, not all accounts are created equal. Accounts with special tools or privileged access to sensitive information can be assigned a level of protection and support appropriate to their role as an organization’s gatekeeper.

	Training and assistance: IAM providers often provide customer service for the long-term health of your IAM installation and its users, and they offer training for the users who will be most engaged with the product, including users and administrators.



Best practices while deploying IAM and its components

Now, we will talk about various best practices to consider and adopt during your IAM Roadmap.

RBAC

RBAC implementation in your company should not be handled lightly. Several general actions can be taken to bring the team on board without producing needless confusion or workplace annoyances. To begin, there are a few things to consider:


	Current status: Make a list of every piece of software, hardware, and app that has a security flaw. For the most part, it will be passwords. However, you might wish to include a list of password-protected server rooms. Physical security is an important aspect of data security. List who has access to all these programs and regions as well. This will provide you with an overview of your current data situation.

	Current duties: Even if you don’t have a formal roster or list of roles, figuring out what each team member does might just take a few minutes of discussion. Organize the team so that it does not suffocate creativity or the current culture.

	Write a policy: Any modifications should be documented and made available to all current and future employees. Even if you utilize an RBAC tool, having a paper that properly explains your new system will help you prevent problems.

	Make adjustments: Once you’ve figured out the present security situation and roles (not to mention a policy), it’s time to start making changes.

	Continually adapt: The first iteration of RBAC is likely to need some adjusting. Early on, you should regularly assess your duties and security status. First, determine how well your creative/production process is operating, and then determine how secure your process is.



PAM

The steps below give a methodology for implementing critical PAM controls to improve an organization’s security posture. Using these steps to implement a program can help firms reduce risk in less time, preserve their brand reputation, and meet security and regulatory requirements with fewer internal resources:


	Eliminate network takeover assaults that are irreversible: All privileged access to domain controllers and other Tier0 and Tier1 assets should be isolated, and multi-factor authentication should be required.

	Accounts for infrastructure control and security: Place all well-known infrastructure accounts in a digital vault that is centrally managed. After each use, rotate passwords on a regular and automatic basis.

	Sideway movement should be limited: To prevent credential theft, remove all endpoint users from the local admin’s group on IT Windows PCs.

	Passwords for third-party programs should be kept safe: Remove all hard-coded credentials for commercial off-the-shelf programs and store all privileged accounts used by third-party applications in a vault.

	Organize your *NIX SSH keys: On Linux and Unix production servers, store all SSH key pairs in a vault and rotate them regularly.

	Defend DevOps secrets on-premise and in the cloud: Protect all privileged accounts, keys, and API keys on the Public Cloud. Put all the credentials and secrets used by CI/CD tools like Ansible, Jenkins, and Docker in a secure vault so that they can be retrieved, rotated, and managed on the fly.

	Protect SaaS administrators and privileged corporate users: All access to shared IDs should be isolated, and multi-factor authentication should be required.

	Invest in Red Team activities regularly to put your defenses to the test: Validate and improve the effectiveness of the system against real-world threats.



Recommended solution and OEMs for IAM

This section will give you a gist of who all are in this race; you should consider them while picking the right IAM solution for your organization. This is not a comprehensive list; it’s just to share some ideas and thought processes:


	CyberArk: CyberArk, which was acquired from Idaptive in 2020, provides SSO, MFA, and identity lifecycle management for the workforce, third-party, endpoints, mobile devices, and consumer users. When aberrant activity is observed, behavior analytics can trigger alerts and access modifications for users. Capabilities, value, ease of setup, and support are all high points for the IAM system. It’s one of the best adaptive access control products on the market. The feature set includes but is not limited to the following:

	Allows users to log in while also utilizing AI to help keep attackers at bay

	Defends against stolen or hacked credentials and identities

	Monitors user behavior in real time to ensure that they are who they claim they are

	Multi-factor authentication with single sign-on

	Consolidates important security technologies and makes policy enforcement easier

	Has a privilege-based approach to identity protection



	Twingate: Twingate makes it simple for fast-growing businesses to install a zero-trust safe access solution without compromising on security, usability, or speed, with the philosophy that Work from anywhere should just work. According to the business, Twingate’s secure access platform replaces outmoded VPNs with a modern Identity-First Networking solution that combines enterprise-grade security with a consumer-grade user experience. It takes less than 15 minutes to set up and works with all major cloud and identity providers. The following features are included:

	Installs a modern zero-trust network that is more secure and manageable than VPNs

	The service is provided as a cloud-based service

	Creates a software-defined perimeter without having to change your infrastructure

	Manages user access to internal apps, whether on-premises or in the cloud, from a central location

	The internet cannot see the network

	Allows you to scale from 10 to 10,000 resources

	When a single user is compromised, resource-level control ensures that hackers do not gain access to the entire network



	Okta: In the fields of access management, authentication, and single sign-on, Okta has long been a leader. It offers users a simple and easy-to-manage SaaS-based approach to implementing IAM and zero trust without a lot of complexity. Behavioral tracking is a bonus, and the program includes multi-factor, single sign-on, and biometric authentication options. Okta is one of the most straightforward options for achieving zero trust and advanced identity management. The following features are included:

	Can be customized with no-code, low-code, or pro-code features

	To improve security and user experience, you can connect to third-party apps and systems

	Users and attributes are securely stored in directories at scale.

	Data from the IAM tool is aggregated, analyzed, and disseminated by Okta Insights

	Authorization, authentication, and registration may all be customized with Identity Engine



	Ping: Ping Identity provides a variety of access management solutions, including software, cloud-based, hybrid, enterprise-grade, and passwordless. Ping’s roster consistently receives high evaluations, and the company’s ongoing development efforts ensure that it will remain a contender for a long time. Ping has something for almost everyone. The following features are included:

	The PingOne Cloud Platform makes it simple to manage identity and access management (IAM) across any cloud or user

	Verifies the users’ identities

	Provides multi-factor authentication and consistent sign-on

	Ensures access to resources, data, and sensitive actions is protected

	Monitors risk signals and API activity regularly



	OneLogin: OneLogin is an incredibly well-balanced tool with excellent ease of use, implementation, and features. The IAM product has over 6,000 application connectors and endpoint functionality, and onboarding and offboarding are quick. The product is well-priced, with some users finding pricing flexibility. The following features are included:

	OneLogin Access expands the OneLogin Trusted Experience Platform’s reach to on-premises and public or private cloud application

	Removes out-of-date Access Management solutions that aren’t compatible with SaaS setups

	Single-click access to SaaS and on-premises applications from any device for a consistent experience

	Manages all your apps’ access from a single UI on a centralized platform

	Federation, single sign-on, and OneLogin SmartFactor Authentication are all available, eliminating the need to remember dozens of passwords for different apps

	Adaptive authentication for dynamic, multi-factor authentication strikes a balance between usability and security (MFA)





Conclusion

On the Cloud security front, we’ve covered what cloud security is, how the shared responsibility model works, and why cloud security is important. We also provided you with two separate cloud security case studies and four valuable cloud security audit and risk assessment tools. We hope you found it entertaining! In the cloud, stay safe!

Coming to IAM, we understand that IAM systems are an important part of the corporate world since they help handle data and resources efficiently and securely. They provide a wide range of tools and technologies to help with the secure and regulated distribution of resources throughout a firm network. Identity and access management offers numerous advantages, making it a one-stop-shop for businesses.

Organizational security has grown more important as a result of the rise in various cybercrimes. Identity Access Management not only solves the problem at hand but also lowers the expenses of developing secure systems. When it comes to corporate security and management, it boosts productivity and is the ideal alternative.

The next chapter will talk about vulnerability management and application security. It will focus on giving an overview of different types of vulnerabilities and how they impact our environment, what our strategy to establish a robust vulnerability management framework should be to help us have continuous monitoring and mitigation exercises. The second half of the next chapter will focus on application security (AppSec) which is the process through which organizations review the applications they are using and make them more secure via different methodologies. AppSec plays a vital component while building the overall strategy and architecture as it helps an organization have protection at the application layer.

Questions


	Explain shared responsibility in Public Cloud.

	How do you differentiate between CSP and the customer’s responsibility for cloud security?

	Why do you need to have a CSA?

	What are the cloud security principles to consider in your planning?

	How will you select the right CSF for your organization?

	Explain the building blocks of CSA and CSF.

	How will you plan to mature your Cloud security journey?

	Give a few examples to understand the best practices you will observe for cloud security.

	What are the business benefits of adopting IAM in your enterprise?

	What are the technologies under IAM?

	How do you define PAM? What are the benefits you will get by adopting it?

	Explain the key while deploying PAM Solution.

	What strategy will you adopt for IAM deployment?







CHAPTER 7

Vulnerability Management and Application Security


No matter what security measures and technologies any enterprise is using, we always have vulnerabilities around us. This chapter will focus on giving an overview of different types of vulnerabilities and how they impact our environment, what our strategy should be to establish a robust vulnerability management framework that will help us have continuous monitoring and mitigation exercise. The second half of this chapter will focus on application security (AppSec), which is the process through which organizations review the applications they are using and make them more secure via different methodologies. AppSec plays a vital component while building the overall strategy and architecture as this helps an organization have protection at the application layer. This chapter will cover the basic working principle of application security, along with its different types, its importance, and deployment scenarios.

Enterprise technologies are multi-component systems that must communicate across a distributed network. Each component may have its security flaws, putting the entire system at risk. These elements could include the following:


	Are you looking for hardware or software deployed in-house or accessed as internet and cloud-based services developed in-house or acquired externally



It’s nearly impossible to patch vulnerabilities in all these components that customers don’t design or control, especially when many of the flaws are unknown, resulting in zero-day exploits.

Simultaneously, neglecting to protect sensitive business information and assets against vulnerabilities in the technology that runs your company can be costly. According to research, hackers launch a cyberattack every 39 seconds or 2,244 times every day!

Finding the correct incident response strategy can be difficult, and it’s sometimes too late to avoid a loss, especially when you consider how long it takes to identify a breach in the first place. Security vulnerabilities went unnoticed on average for 206 days in 2019.

Vulnerability management comes into play here. Let’s take a look at what we’ve got.

Structure

In this chapter, we will discuss the following topics:


	Overview and concept understanding of vulnerability management and application security

	Vulnerability management lifecycle and process

	Risk-based vulnerability management and future-ready model

	Overview and working principle of SAST and DAST

	Penetration testing and teaming

	Maturity model

	Recommended approach and best practices

	Recommended tools



Objectives

After completing this chapter, you should have a good understanding of the vulnerability management lifecycle. In the end, you should have the ability to differentiate between vulnerability management and application security, the different stages through which you execute these programs, and how you can make them future-ready. The chapter will also help you understand a path to mature your programs with recommended approaches and best practices that should be considered. By the end of the chapter, you will be familiar with a few of the leading product names that you might be using or can consider for your future roadmap.

Overview and concept understanding

To meet their IT requirements, most businesses rely on a mix of commercial and custom-developed gear and software. Vulnerabilities in the design, configuration, or programming that executes these technology components are unavoidably present. Organizations are vulnerable to attacks, data breaches, and other cyber disasters as a result of cyber weaknesses combined with escalating threats. Regulatory action, litigation, or a loss of credibility are frequently the result of such situations. Organizations and their advisors must be aware of the risks and put in place a well-defined and managed information security program that includes vulnerability management.

Let’s try to learn the basic definition that we will leverage while understanding the overall concept of vulnerability management:


	Vulnerability management: The process of finding, analyzing, treating, and reporting security vulnerabilities in systems and the software that runs on them is known as vulnerability management. Businesses must prioritize risks and decrease their attack surface by combining this with other security measures.

	Security vulnerability: Security vulnerabilities, on the other hand, refer to technical flaws that allow attackers to gain access to a product’s data. To keep up with the addition of new systems to networks, system changes, and the detection of new vulnerabilities throughout time, this approach must be repeated frequently.



Vulnerability management lifecycle

The steps in the vulnerability management lifecycle are depicted in the following diagram:
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Figure 7.1: Lifecycle depiction of vulnerability management

These steps are outlined below:


	Inventory all assets throughout the network and establish host characteristics like operating system and open services to find vulnerabilities. For your network, establish a baseline. Identify security weaknesses in a frequent, automated manner.

	Assign a business value to asset groups based on their importance to your company’s activities; categorize assets into groups or business units.

	To eliminate risks, establish a baseline risk profile based on asset criticality, vulnerability threat, and asset classification.

	Determine the level of business risk associated with your assets based on your security procedures. Make a security plan, keep a lookout for suspicious activity, and make a list of known problems.

	Prioritize and repair vulnerabilities in order of the business risk they pose. Make sure there are checks and balances in place and keep an eye on your progress.

	Verify that any threats have been eliminated by doing follow-up checks.



Vulnerability management process

An effective vulnerability management tool continuously monitors, analyses, and assesses risk, wrapping its arms around security flaws and highlighting exposures that could harm the business. The vulnerability management process can be divided into four steps, which are as follows.

Identification of vulnerabilities

A vulnerability scanner is at the heart of most vulnerability management solutions. There are four steps to the scan:


	Ping or send TCP/UDP packets to network-accessible systems to scan them

	Locate any open ports or services on the examined systems

	Log in to systems remotely, if possible, to get extensive system information

	Compare system information to known security flaws



Vulnerability management covers a wide range of topics in computer security, including the following:


	Operations in the business

	External collaborations

	Employee training

	Legal and environmental constraints that a company faces



Laptops and desktops, virtual and physical servers, databases, firewalls, switches, printers, and other networked systems can all be detected using vulnerability scanners. The operating system, open ports, installed applications, user accounts, file system structure, system configurations, and other features are all probed on identified computers. This data is then utilized to link scanned computers to known vulnerabilities. To accomplish this association, vulnerability scanners will employ a vulnerability database that contains a list of publicly known flaws.

Vulnerability scans must be configured correctly as part of a vulnerability management solution. Vulnerability scanners have the potential to disrupt the networks and systems they examine. Vulnerability scans should be planned to run during off-peak hours if available network bandwidth becomes particularly limited during an organization’s peak hours.

If vulnerability scans cause some systems on a network to become unstable or perform erratically, they may need to be excluded, or the scans may need to be fine-tuned to be less disruptive. Adaptive scanning is a new method of automating and simplifying vulnerability scans in response to network changes. When a new system connects to a network for the first time, for example, a vulnerability scanner will scan that system immediately rather than waiting for a weekly or monthly scan to begin scanning the entire network.

Vulnerability scanners aren’t the sole option to collect data on system vulnerabilities any longer. Without the requirement for network scans, endpoint agents allow vulnerability monitoring solutions to collect vulnerability data from systems continuously. This allows businesses to keep system vulnerability data up to date, regardless of whether employees’ laptops are linked to the company’s network or a personal network.

A vulnerability management solution can use this data to create reports, metrics, and dashboards for a range of audiences, regardless of how it collects it.

Validation of vulnerability

Following the identification of vulnerabilities, they must be examined to address the risks they pose by the risk management plan of the company. Vulnerability management solutions, such as the Common Vulnerability Scoring System (CVSS) scores, will provide different risk ratings and scores for vulnerabilities. These rankings can assist organizations in determining which vulnerabilities to address first, but the true danger posed by any specific vulnerability is determined by factors other than risk ratings and scores.

Here are some other elements to think about when assessing vulnerabilities:


	Is this a true or false positive vulnerability?

	Could this vulnerability be directly exploited through the internet?

	How difficult is it to take advantage of this flaw?

	Is there publicly available exploit code for this flaw?

	How would this vulnerability affect the business if it were to be exploited?

	Are there any other security controls in place to decrease the risk of this vulnerability being exploited and/or the effect of it being exploited?

	How long has the vulnerability been present on the network?



Vulnerability scanners aren’t perfect, just like any other security tool. While their vulnerability detection false-positive rates are modest, they are higher than zero. Vulnerability validation using penetration testing tools and methodologies helps organizations screen out false positives so they can focus on dealing with true vulnerabilities. For organizations that thought they were safe enough or that the vulnerability wasn’t that dangerous, vulnerability validation exercises or full-fledged penetration examinations may be eye-opening.

Vulnerability treatment

Once a vulnerability has been identified and classified as a risk, the next step is to decide how to address it with the original business or network stakeholders. Vulnerabilities can be addressed in a variety of methods:


	Remediation: Getting a vulnerability completely fixed or patched so that it can’t be exploited. Organizations seek this as the preferred treatment.

	Mitigation: Reducing the risk of a vulnerability being exploited and/or its impact. When a correct remedy or patch for a discovered vulnerability isn’t yet available, this is sometimes essential. This strategy should ideally be used to purchase time for a company to address a future vulnerability.

	Acceptance: Taking no action to address or mitigate the risk of a vulnerability being exploited is frequently justified when a vulnerability is deemed low risk and the expense of correcting the flaw is much more than the cost to an organization if the flaw is exploited.



Vulnerability management solutions give recommended vulnerability correction strategies. In some circumstances, a remediation recommendation isn’t the best strategy to address a vulnerability; in those cases, an organization’s security team, system owners, and system administrators must select the best remediation solution. Applying a readily available software patch or replacing a fleet of physical servers throughout an organization’s network are both examples of remediation.

It’s a good idea to run another vulnerability assessment after the remediation actions are finished to ensure that the vulnerability has been fully fixed.

Vulnerabilities reporting

Organizations may understand the pace and efficiency of their vulnerability management program over time by conducting regular and continual vulnerability assessments. Vulnerability management solutions often include several configurable reports and dashboards for exporting and displaying vulnerability scan results. This makes it easier for IT teams to figure out which remediation techniques will help them fix the most vulnerabilities with the least amount of effort and for security teams track vulnerability trends over time in various parts of their network, and it also helps organizations meet their compliance and regulatory obligations.

Organizations are continually adding new mobile devices, cloud services, networks, and apps to their environments, so threats and attackers are always changing. With each modification, there’s a chance that a new vulnerability in your network has emerged, allowing attackers to sneak in and steal your royal jewels.

When you bring on a new affiliate partner, employee, client, or customer, you’re exposing your company to new prospects as well as hazards. To protect your company from these dangers, you’ll need a vulnerability management system that can keep up with and respond to all these developments. Assailants will always be one step ahead if this isn’t done.

Best practices for a better vulnerability management program

Here are a few tips that you can adopt to make a mature vulnerability management program. Keep in mind that this is not a comprehensive list:


	Conduct thorough examinations: While scanning servers and desktop PCs on the company network was once sufficient for many firms, today’s complex and fast-evolving IT environment necessitates a more thorough strategy. Your vulnerability management platform should give you visibility into your whole attack surface, including the cloud, and detect new devices as soon as they join your network.

	Evaluate your weaknesses regularly: Infrastructures and apps can change every day, if not hourly. As a result, you must keep an eye on your surroundings at all times to ensure that new vulnerabilities are discovered as soon as possible. Vulnerability monitoring solutions, endpoint agents, and other integrations are widespread, and they can provide you with a real-time picture of vulnerabilities across your environment.

	Improve the speed of your processes: To properly manage the additional risks that your firm faces at scale, you must automate the vulnerability management process. Every vulnerability management program relies on human judgments, but automation can help expedite the repetitious work that takes place before and after these critical decision points.

	Deal with people’s flaws as well: Vulnerabilities do not only exist in technology; they also exist in the human element of an organization. To swiftly discover and repair vulnerabilities of all kinds, security teams must engage with IT operations and application development departments. Meanwhile, user training and simulations can help your company become more resistant to phishing and other social-engineering threats.

	Validate your inventory: You should always validate and have an up-to-date asset inventory repository that needs to be assessed. If something is not part of the inventory, it’s not in your scope and anything delta should be highlighted as a risk in the risk register.



Businesses are becoming more vulnerable as the attack surface grows, exposing new vulnerabilities for hackers to take advantage of. Vulnerability management systems give businesses a framework to handle these risks at scale, allowing them to uncover flaws throughout the entire system faster. Meanwhile, analytics aid firms in consistently improving the remediation approaches they employ. Businesses can better address the risks they face today and in the future if they have a comprehensive vulnerability management program in place.

Risk-based vulnerability management

Now, let’s move one step ahead and try to match the expectation against today’s threat landscape.

Organizations all over the world are looking for the best method to handle threats and vulnerabilities in today’s digital world loaded with proliferating devices and rising cyber hazards. To detect unpatched software, vulnerability scanners are no longer sufficient. Maintaining the security of devices, networks, and digital assets necessitates a much larger, risk-based vulnerability management strategy, one that encompasses vulnerability assessment and mitigation measures that affect the entire ecosystem.

The overall goal is to achieve some level of cyber-resilience by understanding the company’s security posture, identifying vulnerabilities, prioritizing actions, and getting to work mitigating the threats that pose the most serious risks to the organization, regardless of which vulnerability management steps the enterprise implements.

Increasing cyber-resilience

Cyber-resilience is the newest emerging vulnerability management goal, referring to an entity’s ability to use vulnerability assessment and vulnerability management to consistently achieve intended outcomes despite an ever-present flow of negative cyber occurrences.

Vulnerability management solutions that are risk-based are designed to address security flaws in software, devices, and IT infrastructure. These are the types of flaws that allow cyber criminals and other adversaries to take advantage of loopholes, resulting in unauthorized access to a system or network, access to or theft of confidential data, or damage to valuable digital assets. Vulnerabilities and breaches that are exploited invariably result in regulatory issues, financial losses, and reputational damage to the company.

Vulnerability management solutions based on risk

If the goal of vulnerability management is to detect, eliminate, and control the inherent risk of vulnerabilities to an organization, then vulnerabilities that need to be fixed must be prioritized depending on which ones pose the greatest risk right now. Unpatched operating systems, programs, and apps running obsolete software versions, and isolated applications brought into a modern network can all cause problems. They could also be individuals that bring infected devices onto the network or distribute sensitive data in an unethical manner.

Basic building-blocks for risk-based vulnerability management

Data, in my opinion, is a modern phenomenon. It’s a brand-new natural resource for the world. It’s the new competitive edge, and it’s revolutionizing every profession and business in the process. If all of this is true – even if it is unavoidable – then cybercrime is the greatest threat to every profession, business, and corporation on this planet.

Here are the basic building blocks of planning the risk-based approach:


	Access to everything (all assets) on the network or in the environment, including managed and unmanaged (BYOD) devices, apps, users, and data

	Scanning and monitoring for each asset across a wide range of attack vectors

	Prioritizing findings based on context - for each asset, this entails understanding how important it is to your organization (its worth), how vulnerable it is (its severity), any existing security controls in place, and any ongoing global threats

	Advice on how to effectively approach mitigating identified vulnerabilities



Static Application Security Testing (SAST)

One of the most often used application security testing methodologies is SAST, which involves analyzing source code from the inside out while components are at rest.

According to the Forrester analysis, almost two-thirds of external attacks in 2021 were carried out either through a web application (39 percent) or by exploiting a software vulnerability (30 percent) based on a poll of security professionals. SAST has become synonymous with application security testing tools, but understanding how the tools we employ function is critical if we truly want to ensure that our software is secure.

Developers can use SAST to find security problems or weaknesses in their bespoke source code. The goal is to either meet a need or regulation (such as PCI/DSS) or have a better understanding of one’s software risk. Understanding security issues is the first step to resolving them and lowering software risk.

Working principle

SAST checks organizations’ static in-house code without needing to run it, as the name implies. SAST is typically used during the coding and testing phases of development, and it is integrated into continuous integration servers and, more recently, IDEs.

SAST scans are based on a set of established criteria that identify the coding faults that need to be handled and assessed in the source code. SAST scans can be programmed to detect some of the most prevalent security flaws, such as SQL injection, input validation, and stack buffer overflows.

Implementation strategy and guidelines

After you’ve decided on a SAST solution, it’s critical to deploy it effectively to maximize its effectiveness and benefits. Following these steps will help you achieve your goal:


	Decide on the deployment method: Choose whether SAST will be installed on-premises or in the cloud. This factor is dependent on how much control you want, how quickly and easily you want to grow up, and how much you want to scale up.

	Set up and include into your SDLC: When and how you can evaluate your code are important factors to consider. You have the following options:

	Analyzing the code as it is being compiled

	Scrutinize it as you include it into your codebase

	SAST should be included in your CI/CD process

	Install SAST in your IDE to allow developers to discover and remediate vulnerabilities while coding



	Select the scope of your investigation: You can choose from the following options:

	Complete: A thorough examination of your applications and their source code is the most in-depth and time-consuming

	Incremental: Scan only the code that has changed or is new

	Code is scanned as it is written on the desktop, and issues are dealt with in real time

	Without Build: For those who aren’t familiar with the building process or the IDE, this is a source code analysis



	Customize it to meet your requirements: To uncover new security problems, you could want to focus on lowering false positives, implementing new rules, or modifying old ones. Perhaps you wish to make custom reports or construct dashboards for evaluating scans.

	Prioritize applications and outcomes based on your top priorities: Compliance concerns, threat severity, CWE, risk level, responsibility, and vulnerability status are all factors to consider.

	Analyze the data, keep track of progress, and assess the level of urgency: Remove any false positives from the scan results. Set up a system that sends issues to the appropriate developers automatically, and then assigns them to be addressed.

	Governance and reporting: Use built-in reporting tools (for example, the OWASP Top 10 violations) or transmit data to additional reporting tools you currently have. Ascertain that the scanning tools are being used effectively by the development teams.



Benefits of next-generation SAST solutions

SAST is a well-established technique. The application development environment has changed since its launch. SAST is evolving in reaction to these developments, particularly the magnitude and velocity of the modern environment, as spearheaded by WhiteSource’s new generation of SAST solutions. This evolution includes the following new features that complement those seen in prior SAST products.

Usability

SAST’s new method integrates it even further with your existing DevOps environment and CI/CD pipeline, eliminating the need for developers to configure or trigger scans individually. This eliminates the need for them to leave their development environment to conduct scans, view results, and look for solutions to security issues. They will find it more efficient, convenient, and simple to use. This ease of use encourages developers to utilize it more frequently in their workflow, shifting security farther to the left and making security stronger. It encourages developers to use security as a tool more frequently.

Common Weakness Enumeration (CWE) coverage that is comprehensive

WhiteSource SAST’s thorough detection will give you visibility into over 70 CWE types, including the OWASP Top 10 and SANS 25, across desktop, online, and mobile apps built on various platforms and frameworks. Multiple programming languages and programming frameworks are supported by Advanced SAST. WhiteSource SAST, for example, offers 27 distinct languages. This allows for more thorough vulnerability detection and gives a wider range of CWE kinds of visibility.

Removing false positives and speed

SAST products often created a significant number of false positives, which took a lot of time and effort to sort out to find the true issues. Dealing with the noise of false positives puts a strain on development, especially given the competitive pace of development and the time it takes to repair important issues. These solutions have a set of analytics that allows teams to significantly reduce false positives while also eliminating the identification of the great majority of open-source application vulnerabilities that they would otherwise have to go through and handle unnecessarily.

Traditional SAST solutions were created for a time when the average SDLC took much longer than it does now, and a single scan for a big codebase could take several hours. These goods are a poor fit in today’s fast-paced development environment when release cycles last less than a day. According to numerous research reports, many developers simply do not use the application security solutions provided by their security team because they prefer speed over security. Your engineers will get results in minutes or less with the next-generation SAST solution, which includes a scan engine that is 10 times faster than standard SAST products.

Choosing the right SAST for your organization

The market is flooded with SAST services that are frequently packaged with additional solutions, making it difficult to discover the ideal fit for your company.

Companies can use OWASP’s list of criteria for picking the correct SAST tools to limit their alternatives and choose the solution that will help them enhance their AppSec strategy the most:


	Language support: One of the most important factors to consider is which languages your company uses. Check to see if the SAST tool you’re using has complete coverage for those languages.

	Coverage of vulnerabilities: Ensure that your SAST tool addresses at least OWASP’s Top Ten web application security flaws.

	Accuracy: Your SAST solution should be able to reduce the number of false positives and negatives that waste time. As a result, it’s critical to double-check the correctness of any SAST products your company is contemplating.

	Compatibility: As with any automated tool, the SAST tool you select must be compatible with the frameworks you already have in place so that it can simply integrate into your SDLC.

	Integration with your IDE: A SAST tool that can be integrated with your IDE can save you time and money when it comes to remediation.

	Easy integration: Look for a SAST solution that is simple to set up and connects with the rest of your DevOps process as effortlessly as feasible.

	Scalability: Ensure that the SAST tool you use today can be scaled up to serve more developers and projects in the future. On a small sample project, a SAST tool may appear to scan, but you must ensure that it gives equivalent results on bigger projects.



The cost of the solution may increase as the company grows. The OWASP list emphasizes the need for determining whether the cost varies by user, company, application, or line of code analyzed.

Dynamic Application Security Testing (DAST)

DAST is a form of black-box security test that is also known as a web application vulnerability scanner. It searches for security flaws in applications by simulating external attacks on them while they are running. It tries to break into an application from the outside by looking for vulnerabilities and weaknesses in its exposed interfaces.

The name DAST stems from the fact that the test is run in a dynamic environment. Unlike SAST, which searches an application’s code line by line while it is idle, DAST testing occurs while the application is in use. This isn’t to suggest that testing isn’t carried out while the app is in use. While DAST can be used in production, most testing is done in a quality assurance environment.

DAST excels at detecting flaws and vulnerabilities that are evident from the outside. Cross-site scripting, injection issues like SQL injection or command injection, path traversal, and unsecured server configuration are among the top 10 security concerns identified by OWASP.

One of DAST’s benefits is its ability to detect runtime issues, which SAST cannot do in its static form. DAST is great at detecting issues with server configuration and authentication, and weaknesses that are only exposed when a known user logs in.

Working principle

DAST works by running automated scans on an application to find results that aren’t part of the intended result set. Injecting malicious data to expose typical injection issues is one example. To detect vulnerabilities, DAST tests all HTTP and HTML access points and simulates random activities and user behaviors.

DAST does not have access to an application’s source code, so it detects security flaws by attacking it from the outside. Additionally, DAST does not examine code, so it cannot direct testers to specific lines of code when flaws are discovered.

Security professionals are routinely approached when it comes to implementing DAST solutions. Security specialists must frequently write tests or fine-tune DAST for it to be useful. This necessitates a thorough understanding of how the software they’re testing operates and how it’s used. To run DAST efficiently, security experts must have a thorough understanding of web servers, application servers, databases, access control lists, application traffic flow, and more.

Though they may sound similar, DAST is distinct from penetration testing (also known as pen testing) in key aspects. DAST provides systematic testing that focuses on the application while it is executing. Pen testing, on the other hand, employs conventional hacking techniques with the owner’s consent to exploit vulnerabilities in firewalls, ports, routers, and servers in addition to the application.

Pro and cons of DAST

DAST is an important testing tool that can find security flaws that other tools can’t. DAST has limits, even though it shines in several areas. Let’s take a look at the top benefits and drawbacks of this technology. These pointers are just to give you visibility so that you can pick the right tool to perform the right level of testing and also understand the ground realities. The following diagram depicts this:
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Figure 7.2: Pros and cons of DAST

Pros

Here is the list of good points which go in favor of DAST:


	Technology independent: DAST isn’t language or platform-specific because it doesn’t look at source code. You are not restricted to certain languages or technologies, so you can use a single DAST tool across all of your apps.

	Low false positive: DAST has a reduced false positive rate than other application security testing tools, according to the OWASP Benchmark Project. While shutting out the noise, testers may home in on true vulnerabilities.

	Identifies configuration issues: DAST is very good at detecting security flaws that only appear when the application is running. Furthermore, DAST assaults an application from the outside in, putting it in the ideal position to detect configuration errors that other AST tools miss.



Cons

Here is the list of what goes against DAST:


	Not scalable: One of the biggest drawbacks of DAST is that it relies heavily on security specialists to design effective tests, making it difficult to scale.

	No code visibility: DAST does not have access to an application’s source code. As a result, DAST is unable to alert developers to dangerous code or provide comprehensive security coverage on its own.

	Slow scan: DAST isn’t recognized for being quick, and many users complain that scans take too long. DAST scans, according to Forrester, might take up to 5-7 days. DAST scans also usually detect vulnerabilities later in the software development life cycle (SDLC), when they are more expensive and time-consuming to resolve.



Avoiding common mistakes

Organizations are still grappling with the same cybersecurity concerns that were identified more than 15 years ago, especially in terms of proactive vulnerability management and continuous monitoring. Many firms’ efforts to control cyber risks are hampered by several typical mistakes, including the following:


	The lack of a current, well-maintained hardware and software asset inventory

	Vulnerability alerts are not consistently monitored by vendors and other trusted sources

	Failure to prioritize vulnerabilities based on their impact on the organization’s exposure and risk levels

	Lack of resources or motivation to fix or mitigate known vulnerabilities in a timely manner

	Lack of standards for common device and system setups, making patching and other remedial activities more difficult

	Failure to test patches before deployment or to link vulnerability management activities with IT change management processes, resulting in unintended business implications

	Failure to continuously monitor the IT environment of the organization to discover susceptible components and avoid re-introducing known vulnerabilities



Organizations can avoid these problems by taking the following steps:


	Establishing leadership support

	Allocating adequate resources

	Adhering to well-established best practices.

	Conducting audits and program evaluations regularly



Penetration testing

A penetration test, often known as a pen test, is a method of evaluating the security of an IT infrastructure by exploiting flaws safely. These flaws can be found in operating systems, services, and applications, and in erroneous configurations and risky end-user behavior.

These tests can also be used to ensure that defensive systems are effective and that end users are following security requirements.

Using human or automated technologies, penetration testing is used to systematically breach servers, endpoints, online applications, wireless networks, network devices, mobile devices, and other potential sources of exposure. When a vulnerability is successfully exploited on one system, testers may attempt to use the compromised system to launch subsequent exploits on other internal resources, particularly by using privilege escalation to gain incrementally higher levels of security clearance and deeper access to electronic assets and information.

Information regarding any security vulnerabilities successfully exploited through penetration testing is often compiled and delivered to IT and network system management to assist them in reaching strategic judgments and prioritizing related remedial actions. Penetration testing’s primary goal is to assess the likelihood of a system or end-user breach as well as any potential ramifications for the resources or activities involved.

A pen test involves one or more specialists simulating a real-world attack to achieve a pre-determined goal (such as gaining access to unauthorized information through stolen user credentials). Pen tests can be solely focused on cybersecurity, or they can include a wide range of topics, from system-wide threats to networks, cloud, applications, wireless, and social media.

Measure effectiveness through pen test

It’s critical for all companies to examine and test security vulnerabilities regularly to better estimate risk and be prepared to detect, prevent, and respond to attacks as they arise. Vulnerability assessments, penetration tests, and red teams aid in the identification and prioritization of security threats, improving your overall security posture.

A detailed research report on the use of penetration testing and red teams was recently provided by Gartner. The section outlines the procedures and recommends how they might be used to decrease risk in businesses.

Reasons to conduct a pen test

While the CISO organization doesn’t need any reason to justify the need to have a pen test, you still need to convince the business organization about the importance of having a pen test in your overall strategy and roadmap. Here are a few reasons:


	Manage vulnerabilities intelligently

	Save money by avoiding network outages

	Comply with all regulatory requirements

	Maintain the company’s image and consumer loyalty

	Manage vulnerabilities intelligently

	Use a proactive security strategy

	Observe regulatory requirements



Different stages in a pen test

Penetration testing allows you to detect the most exploitable security flaws before they are discovered by others. There’s a lot more to it than the act of infiltration, though. Pen testing is a multi-phased, well-planned effort that includes the following stages:


	Planning and preparation: Before a pen test can begin, testers and their clients must agree on the test’s objectives so that it can be properly scoped and completed. They’ll need to know what kinds of tests to conduct, who will be aware of the test, how much information and access the testers will have to begin with, and other crucial factors that will assure the test’s success.

	Discover: Teams conduct several sorts of reconnaissance on their objective during this phase. IP addresses, for example, can be used to determine information about firewalls and other connections on a technical level. On the personal level, even basic information like names, work titles, and email addresses can be extremely valuable.

	Attempt to penetrate and exploit: Pen testers can now begin attempting to infiltrate their target’s environment, exploiting security flaws, and proving how far into the network they can penetrate.

	Reporting and analysis: Pen testers should generate a report that covers each step of the process, including what tools were used to successfully infiltrate the system, what security flaws were detected, other relevant information obtained, and repair recommendations.

	Cleanup and remediation: Pen testers should leave no trace, and they should go back through systems and delete any artifacts left behind from the test, as they could be utilized by a real attacker in the future. After that, a company can start making the necessary changes to close the gaps in its security system.

	Retest to validate the remediation: Testing again is the greatest way to guarantee that an organization’s remediations are effective. Furthermore, because IT infrastructures and the tactics used to attack them are always developing, new vulnerabilities are bound to emerge.



Frequency at which to run pen tests

While we now understand the importance of pen test and how to execute the same, we also need to agree and define the frequency or by when you should run a pen test.

To guarantee more consistent IT and network security management, penetration testing should be done on a regular basis. A pen tester will demonstrate how newly found threats or vulnerabilities could be exploited by attackers. In addition to the analyses and assessments needed by regulatory obligations on a regular basis, testing should be performed in the following cases:


	Additional network infrastructure or applications come into the picture

	Patches for major security vulnerabilities are installed

	Infrastructure and application upgrades are completed

	End-user policies are changed

	There are new office locations



Teaming

It is a cybersecurity exercise that thoroughly simulates a real-world attack to assess how effectively a company can withstand today’s cyber threats and hostile actors. In this simulation, a red team plays the role of the attacker, employing hacker techniques and tools to elude detection and test the internal security team’s defense readiness. This includes not only testing for vulnerabilities in the technology but also in the people who work for the company. Phishing or in-person visits are examples of social engineering approaches. Even the physical security of the facility may be put to the test. Finally, teaming is a full review of your entire security system.

Military drills inspired the names and designs of the red and blue team exams. Simulators are used to assess the effectiveness of soldiers’ defense strategies to ensure that they are battle-ready. The red team plays the attacking role of the enemy in these simulations, while the blue team plays the defensive one, shielding the company’s position. The responsibilities are the same in cybersecurity, but the battleground is the digital arena.

Red team

Red teams are specially trained to think like attackers and are brought in to put the organization’s cybersecurity posture to the test, employing various techniques to breach defenses. Vulnerability assessments, penetration tests, and even social engineering assaults like phishing are some of these methods. To construct the most effective simulation possible, red teams use a range of technologies, including pen testing solutions like Cobalt Strike.

Although essential parties may be advised that a red team campaign is underway, most personnel, including the organization’s IT staff, will not be notified until after the fact, ensuring that the campaign is as authentic as possible.

Internal red teams can assist establish long-term goals and assure periodic testing. However, they are frequently hired through a third-party firm. Bringing in an outside team, such as security consulting services, can also be beneficial because they bring a fresh set of professional eyes, often spotting flaws that internal security personnel may overlook due to regular exposure to the environment they’re evaluating.

Blue team

Blue teams are in charge of strengthening an organization’s defenses and taking action as necessary. This can be accomplished in several ways. Updates, patching, removing unused software or features, and changing passwords are all routine system hardening operations. New security tools like SIEM solutions that enable blue teams to monitor data logs from various assets for security warnings, can also be introduced.

Purple team

The concept of a purple team has become the newest buzzword in the cybersecurity sector. While there is some ambiguity about this term’s usage and definition, it’s best to focus on the ideal it promotes. Finally, the mindset of recognizing and treating red and blue teams as symbiotic is the concept of a purple team. It’s not a case of red vs. blue teams, but of a single large team working toward a single goal: enhancing security. It all boils down to communication when it comes to a purple team.

A red team’s role includes serving as a training ground for the blue team. Only part of the work entails infiltrating and testing the surroundings. Measuring and enhancing the ability to recognize and respond to attacks is an important aspect of achieving the purple team ideal. Documentation and education efforts must be prioritized by red teams so that blue teams can adopt the necessary remediation and resiliency measures.

Recommended tools in this space

Going ahead with the right tools is one of the most strategic achievements. In this section, we will talk about a couple of products and OEMs leading the chart. While we are not recommending any specific product, these are a few of the considerations you can have while selecting or considering the tools.

Vulnerability scanning tools

Vulnerability scanning technologies can help by locating and even fixing vulnerabilities for you, lowering the burden on security personnel and operations centers. Vulnerability scanners identify and classify system flaws so that solutions may be prioritized, and the effectiveness of countermeasures can be predicted. Scans can be done in-house or through a third-party service. Typically, the scan compares the characteristics of the target attack surface to a database of known security weaknesses in services and ports, as well as anomalies in packet generation and possible paths to vulnerable programs or scripts.

Now, let’s look at a couple of products that are leading this space.

Qualys Vulnerability Management scanner

The Qualys Vulnerability Management scanner can scan cloud environments and find vulnerabilities on geographically scattered networks at the perimeter while operating behind the firewall in complicated internal networks. It also examines containers and endpoints.

Its user-friendly and customizable dashboard displays a consolidated view of all monitored web apps and assets. Despite the fact that it costs more than other services, the protection it provides is extensive.

Tenable Nessus

Tenable Nessus is an open-source vulnerability assessment tool that is frequently used. The UI can be tough to grasp at first, so it’s definitely best suited to seasoned security teams. It can be used in conjunction with penetration testing software to provide regions to target and potential flaws to exploit.

Nessus includes pre-built policies and templates for auditing and patching a wide range of IT and mobile assets as well as configurable reports and automated offline vulnerability assessments.

Netsparker

Netsparker excels at what it does, which is website scanning. However, because it isn’t meant to do anything else, it lacks the functionality of many other items. One advantage is that it is simple to use. Third-party solutions can be connected with its automated web application security scanning capabilities.

Source code expertise is not required of operators. It’s a great solution for small enterprises as opposed to large corporations.

Burp Suite

Burp Suite is a widely used web vulnerability scanner. Although there is a free version, it is limited in capability and lacks automation. Those looking for an all-in-one solution for enterprise-wide scalability and automation should be ready to pay a premium. Security experts that simply require a good, automated vulnerability scanner for code testing might save money by purchasing the Professional edition.

Burp has a powerful crawl engine that can crawl web apps and uncover a variety of flaws. It scans dynamic content using an innovative algorithm to find more attack surfaces.

Metasploit

This is a vulnerability scanning and testing tool. It also offers IT analysis of pen testing results so that repair actions can be completed quickly, thanks to a large open-source database of known exploits. It does not, however, scale to the enterprise level, and some new users report that it is difficult to use at first.

Rapid7 Nexpose

Rapid7 Nexpose is a highly regarded open-source vulnerability scanner. It can automatically scan and assess physical, cloud, and virtual infrastructures. Live and interactive dashboards, solution-based remediation, and risk grading and prioritization the features of the platform.

Nexpose detects and analyses all new devices connected to a network in real time, enabling real-time vulnerability detection. It also includes a lightweight endpoint agent for processing data with little bandwidth usage.

Vulnerability Management tools

To begin, let’s look at basic definitions and distinctions between vulnerability methods. For savvy security professionals searching for a less expensive solution, there are various products that perform basic vulnerability scanning, many of which are free. Vulnerability assessment is a step up, as it assesses an organization’s overall security posture and weaknesses as well as prioritizes remedies. Vulnerability management is a comprehensive security solution that incorporates both methodologies and adds prioritization and remediation – sometimes automated – for a comprehensive security solution that is ideally suited for corporations and that we are talking about here.

We compiled this list using data from several sources, including user and commercial reviews, third-party test data, and analyst reports. Finally, we categorized the information into seven categories, i.e., detection, response, management, deployment, ease of use, support, and value, awarding a score to each and outlining a product’s strengths and drawbacks as well as ideal use cases.

Key features

To encompass a company’s enterprise security demands, vulnerability management necessitates a strong set of functions. Consider which characteristics are most relevant to your needs when determining which of these cybersecurity solutions is ideal for your company:


	Continuous vulnerability monitoring and scanning

	Profile and rule-based monitoring (IT can determine which systems and assets to monitor)

	Setting notification rules are possible

	Visualization of the surface

	Analyzing and modeling attack vectors

	Risk-scoring

	Managing patches

	Updates and patching that are performed automatically

	An analysis of network access paths to identify problematic access routes suggests traffic redirections with a lower risk

	Endpoint and secured asset reachability evaluation

	Reporting that is adaptable (for example, policy-driven compliance reports)

	Remediation by robots



Qualys Vulnerability Management

Qualys is an excellent solution for businesses that want extremely precise, automated scanning while dealing with some administration complexities. The following table will give you additional insight in terms of the pros and cons of this tool:







	
Pros


	
Cons





	

	The deployment went smoothly

	Vulnerability scanning with precision

	Affordable




	

	Ease of use – the UI is unnecessarily modularized

	There is no protection for domain registries








Table 7.1: Pros and Cons of Qualys Vulnerability Management

Since it was founded in 1999, Qualys has been a trusted name in enterprise security. The Qualys vulnerability management package includes solutions for asset discovery, network security, web app security, threat defense, and compliance monitoring.

Its claim to fame is its automated, high-accuracy vulnerability scanning, which requires little to no human participation. Qualys also offers Qualys CloudView, a free cloud-based asset management tool that allows users to monitor and aggregate information from several cloud providers from a single control panel.

Rapid7

Rapid7 scored some of the highest raw security scores in our review, and it’s best for companies that don’t mind relying on a huge peer group for help.

The following table will give you additional insight in terms of the pros and cons of this tool:







	
Pros


	
Cons





	

	Pen-testing software that runs automatically

	There is a sizable pool of community assistance resources.




	

	Internal assistance








Table 7.2: Pros and Cons of Rapid7

InsightVM and Nexpose, two of Rapid7’s most popular vulnerability management tools, have many of the same features. InsightVM, on the other hand, is ahead of the pack with new features like dynamic live dashboards, endpoint agents, and live data querying. Rapid7 includes additional tools for vulnerability exploitation, such as the Metasploit framework, that can scan, find, and mitigate security threats in addition to the vulnerability management tool.

Rapid7 is well known for the open-source Metasploit framework, which is widely regarded as one of the best pen-testing tools available. Rapid7 has amassed a vast corpus of support resources on its community portal published on its public website since Metasploit is popular, reliable, and freely available. Rapid7’s internal support, unfortunately, frequently falls behind.

Tenable

Advanced security for advanced security teams — and at a reasonable price. The following table will give you additional insight in terms of the pros and cons of this tool:







	
Pros


	
Cons





	

	Deployment straight out of the box

	Scanning for advanced vulnerabilities

	Easy-to-use interface




	

	Maintaining small to medium-sized enterprises is difficult








Table 7.3: Pros and Cons of Tenable

Tenable, formerly SecurityCenter, has established a reputation for providing features like continuous visibility, advanced analytics, real-time metrics, and continuous compliance, all of which can be monitored and managed through a configurable set of dashboards and reports. Tenable’s broad capabilities make it a desirable enterprise-level security solution, yet it may be cumbersome for small businesses.

The user experience is highly rated by users due to its quick and easy out-of-the-box setup, streamlined HTML5 interface, and straightforward navigation. Tenable may also construct user groups that make IT team communication a breeze, allowing them to swiftly detect and assess vulnerabilities before moving forward with remediation.

Finally, Tenable is a robust vulnerability management system for businesses with a large number of employees that need to keep up with frequent cybersecurity threat detection and repair. However, there may be choices that are better suited to the needs of smaller teams and businesses.

BreachLock

Tops in terms of service and value, but users might benefit from more automation. The following table gives you additional insight in terms of the pros and cons of this tool:







	
Pros


	
Cons





	

	Simple to set up

	Support that is dependable and complete

	Response to vulnerability detection




	

	Less automation (may not be an issue for all companies)








Table 7.4: Pros and Cons of BreachLock

BreachLock is a vulnerability management tool that combines the power of AI-enhanced scanning with the accuracy of traditional vulnerability detection. However, it’s the on-demand access to a team of SaaS and security specialists that sets this apart.

BreachLock’s ticketing system makes it simple for teams to reach out to security experts and engage with them to quickly mitigate vulnerabilities. Users can easily create and submit support tickets with their questions, and specialists will contact them directly. This vulnerability management platform stands out by merging the power of artificial intelligence with the expertise of competent human hackers to provide on-demand, scalable, and cost-effective security.

While the personal touch may be a big selling feature for some organizations, it may be a deal-breaker for others. BreachLock has a lower reliance on automation. This tool may not be appropriate for a company that wants to automate as many operations as possible.

The following table summarizes the comparison and how well these tools are doing:
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Table 7.5: Comparison table of various Vulnerability Management tools

Future-ready vulnerability management programs

The number of new security vulnerabilities has been gradually increasing over the last few years, according to the National Vulnerability Database (NVD).

Organizations are doubling down on vulnerability management solutions to guarantee that they are not susceptible to malicious assaults due to the steady rise in the number of security vulnerabilities, as well as headline-grabbing exploits like the SolarWind supply chain hack.

Hostile players are closely tracking known vulnerabilities in search of their next big exploit, so software companies must endeavor to stay one step ahead of the hackers by implementing a vulnerability management approach that can discover and remediate security flaws in their systems.

Maintaining your vulnerability management program

While vulnerability management programs are not a new concept, today’s dynamic software development ecosystem and evolving threat landscape require enterprises to maintain their vulnerability management processes up to date to be prepared for any threat that may arise.

Detection, prioritization, remediation, and reporting are frequently included in a vulnerability management plan. Each of these processes must be updated regularly to account for new environments and dangers, and to make the process easier and faster for overburdened development and security teams. Let’s look at each of these components to see how businesses can make sure they’re ready for any security danger that comes their way.

Automation is the key to vulnerability detection

Until recently, scanning tools accounted for the majority of a company’s obligatory vulnerability management program. Teams would be required to do configuration audits and network scans on a weekly or quarterly basis, resulting in extensive reports that no single team could cover thoroughly. This meant that companies spent a lot of effort trying to verify and address all reported dangers, but they never fully managed to do so.

Evolving development ecosystems, rapid development demands, and an increase in the number of known security vulnerabilities necessitate a new approach to vulnerability discovery and automated scanning tools for a wide range of systems and platforms.

In the future, organizations must ensure that they understand exactly the software components and platforms they are employing and whether they contain newly found vulnerabilities. This necessitates a range of technologies for tracking the components in your development environment and products continuously, and for providing actionable data and vulnerability insights.

Plan to cut across all the layers

Organizations must ensure that they are scanning a much larger attack surface, which includes dynamic assets such as cloud services and containers, in addition to traditional network infrastructure. These new platforms may not be running continually on the network, so traditional technologies may have a harder time tracking them.

But wait, there’s more: the database layer and the application levels, both of which require SAST and DAST tools, have become particularly sensitive to attacks and require monitoring.

Open-source vulnerabilities are another source of security risk in today’s complex and dynamic systems. Open-source components are an important building element for developers, and they’re backed by a vibrant community that works hard to find and repair flaws in their work. Traditional SAST and DAST tools simply do not cover open-source components and their risks, so an organization that wishes to tackle present and future threats need to incorporate dedicated automatic systems that manage them. Instead, organizations should use advanced software composition analysis technologies to discover, monitor, and notify vulnerable open-source components.

If organizations want to keep up with the hectic pace of development, all these security tools need to be shifted left and integrated into the earliest stages of the software development lifecycle so that any vulnerabilities discovered can be addressed and mitigated without throwing production off schedule.

Alerts to be prioritized

Vulnerability management strategies have traditionally focused on identification and detection. Organizations that track all the layers and risks outlined above, on the other hand, frequently find their employees drowning in a neverending list of security alerts for all the vulnerabilities discovered.

Not all vulnerabilities are created equal, and businesses can’t afford to dig through hundreds of newly reported flaws in the hopes of finding the ones that pose the greatest risk. Companies must start prioritizing vulnerability management if they want to stay on top of security.

Vulnerability management software of the future assists teams in prioritizing the most serious risks to a company. Advanced solutions will include threat intelligence insights and tools that link vulnerability data with risk assessment and repair to assist teams in prioritizing the most dangerous issues based on factors like their influence on the code.

Remediation

After discovering all security vulnerabilities in the system and selecting the most important ones, the next step is to implement automated remediation and mitigation that can be easily tracked. A patch management policy that tests and releases the relevant changes to all affected regions in a timely and efficient manner is crucial.

Advanced vulnerability management systems will assist teams in collaborating to guarantee that security threats are rapidly addressed based on vulnerability prioritization. They make sure that fixes are tested, that they don’t damage the build, and that they don’t conflict with other components or processes. A good remediation solution ensures that all parties involved in the process, i.e., developers, security, and DevOps, are on the same page so that the vulnerability management process is smooth.

Maturity model for vulnerability management (VM)

For traditional enterprise and application platforms, many companies have already created a robust virtualization program. However, as the digital ecosystem evolves, you’ll need to safeguard your systems on new platforms and procedures against a wide range of potential threats.

This section explains the five phases of VM maturity to assist you in figuring out where you are and what work you need to do to improve your program, even in the face of new DevOps and cloud challenges. As security systems must keep up with current developments, the requirement for on-demand and real-time evaluation is more important than ever.

Organizations have different levels of maturity when it comes to their virtual reality projects. The Capability Maturity Model (CMM), established by the US Department of Defense to enhance processes is the basis for the five levels of maturity utilized in this section.

The Maturity Model is a gradual and specified strategy for developing and refining a process. The Maturity Model’s five stages and path to optimization are illustrated in the following figure:
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Figure 7.3: Maturity Model of Vulnerability Management

Phase 1 - Initial stage

A VM program’s initial stage only has the basic processes and procedures in place. A third-party vendor performs vulnerability scans as part of a penetration test or an external scan. Due to a regulatory mandate or at the request of an auditor, these scans are routinely performed one to four times per year.

The audit vendor will deliver a report detailing the vulnerabilities discovered within the organization. Any critical or high risks will usually be remedied by the organization to achieve or maintain compliance. Once a passing grade is issued, the leftover material is usually filed away. At this point, organizations are simple targets for attackers.

DevOps and cloud teams have most likely worked around IT security protocols and are either neglecting to analyze containers and cloud images or depending solely on the minimal tools available in their separate provider settings at this level.

Phase 2 - Managed stage

Scanning is brought in-house during the managed stage of a VM program. The company purchases a virtualization solution and begins scanning on a more regular basis—usually weekly or monthly. Unauthenticated vulnerability scans are done to gather basic information about network assets, allowing security administrators to see flaws from the outside.

Many organizations at this stage lack upper management backing, resulting in a limited budget to deal with. So, a budget solution is purchased. While lower-cost systems can do basic scans, their data collecting dependability, capacity to include business context, and ability to automate and increase operational efficiency are all limited.

Scanners are deployed in cloud environments executing periodic network-based scans and/or agent-based data collecting in this stage when it comes to DevOps and the cloud. However, there is almost certainly no integration with DevOps workflows or image orchestration. Security has been added to the cloud environment so that stakeholders can claim that a virtual machine program exists, although it is most likely ineffectual.

Phase 3 - Defined stage

The processes and procedures are well-defined and known throughout the organization at the defined level. The information security team enjoys the backing of senior management and the confidence of system administrators. The bulk of businesses is somewhere in the middle of managed and defined.

At this point, the information security team has demonstrated that the VM solution they chose for scanning the organization’s network is reliable and secure.

System administrators receive vulnerability reports, while management receives risk trending reports as a result of authenticated vulnerability scans that are done daily or weekly. To give actionable intelligence, VM state data is exchanged with the rest of the information security ecosystem. VM agents are deployed to critical assets for quicker data collection without the need to scan credentials.

Containers are assessed on-demand by security and DevOps teams before deployment. Automated scans are performed on cloud imagery. Each picture is embedded with agent-based data gathering so that it may be scanned during deployment and throughout its lifecycle.

Container assessment is standardized across teams to ensure that each container’s vulnerability risk is at an acceptable level before it is advanced through the development pipeline.

Phase 4 - Quantitatively managed stage

The exact qualities of your VM program are quantifiable, and measurements are presented to the management team after your VM program is quantitatively managed.

For cloud assets and containers, the company has well-defined pass/fail criteria, and there is a process in place for remediating or removing non-compliant images and containers. The following is a list of the CIS-recommended automation metrics:


	What is the percentage of the company’s business systems that haven’t been scanned by the VM system recently?

	What is the average vulnerability score for each of the business systems in the organization?

	What is the total vulnerability score of each of the business systems in the organization?

	On average, how long does it take to install operating system software updates to a company system?

	How long does it take to fully deploy application software changes to a business system on average?



These indicators can be evaluated as a whole for an organization or split down by business unit to see which ones are lowering risk and which ones aren’t.

Phase 5 - Optimized stage

Finally, in the optimizing stage, the previous stage’s metrics are targeted for improvement. The evaluation of containers is automated and integrated into the DevOps process. This integration also includes incident management and change management tools along with different threat management platforms.

Containers’ allowed risk threshold is reduced to a more secure level.

Cloud orchestration systems are connected with vulnerability and compliance scanning to automatically onboard and offboard assets as they grow up and down through the lifecycle. The management and information security teams work together to define attainable goals. With the purpose of continual process improvement, new and more aggressive targets can be set once those targets are routinely accomplished.

Recommended approach and best practices

Vulnerability management programs have been a feature of sensible information security procedures for quite some time. The following best practices are something we recommend you consider in addition to the other aspects an organization should consider while developing successful programs:


	The NIST cybersecurity Framework is a risk-based framework for developing a complete information security program that includes vulnerability management.

	The Critical Security Controls of the Center for Internet Security (CIS) serve as an instructive reference for the NIST Framework and details 20 critical information security controls.

	Detailed guidance on secure configurations for popular devices and systems, such as NIST’s Common Configuration Enumeration (CCE) resources and The Center for Internet Security’s CIS Benchmarks, which are accessible from most vendors and independent sources.

	The Common Vulnerability Assessing System (CVSS) establishes a standardized method for describing and scoring vulnerabilities based on their risk and severity levels.

	The Common Flaws and Exposures (CVE) list maintains a list of many publicly released warnings and provides an internationally recognized standard for naming and documenting known cybersecurity vulnerabilities.

	By stressing on the preventive aspect of vulnerability management initiatives, organizations can gain leadership support and resources.

	You should make the urgency and necessity of addressing vulnerabilities evident throughout the organization. Many data breaches and cyber catastrophes can be avoided if vulnerabilities are addressed quickly.

	It is advised that detected vulnerabilities be scored using recognized techniques based on their risk and exposure levels and that remediation plans be prioritized accordingly.

	Keep track of your vulnerability management actions, such as the time it takes to patch or otherwise address concerns. Program documentation allows firms to develop their programs over time and demonstrate their diligence in the event of a data breach or other cyber incident that results in regulatory action or litigation.

	Conduct frequent program audits to ensure that vulnerabilities are addressed on a timely basis and by risk and exposure levels.

	Treat vulnerability management as one component of a comprehensive information security program that is actionable, repeatable, and quantifiable.



Conclusion

Vulnerability management programs are expected to incorporate new automated solutions as threat landscapes change, allowing firms to stay one step ahead of hackers while managing security risks without compromising on agility or speed.

Organizations that can implement a program that allows them to continuously track their software development ecosystem, including its supply chain, while also providing automated prioritization, remediation, and reporting solutions can look forward to a bright, secure future of smooth sprints and easy releases.

Security and developer teams require testing solutions that assist secure applications without slowing down development in a modern DevOps strategy. DAST is a powerful tool in this regard. DAST is the second-largest section of the AST market, after SAST. According to Forrester’s study, 35 percent of firms polled already employ DAST, with many more planning to do so.

When it comes to application security, however, there is no such thing as a one-size-fits-all solution. Though DAST is useful for detecting potential runtime problems in a dynamic context, it will never detect a bug in a single line of code. DAST does not, on its own, provide comprehensive coverage.

As a result, most businesses use a combination of AST tools to successfully decrease their security risk. DAST is very good at analyzing external assault tactics. SAST scans the entire code base for coding issues. They give the comprehensive testing strategy your organization needs when combined with a Software Composition Analysis (SCA) solution to manage your open-source software.

Using standard SAST products to assure application security necessitates a cost-benefit analysis, and the speed is the tradeoff. When it comes to the coverage and visibility of an organization’s static codebase, SAST has a lot to offer. It also integrates early in the SDLC, allowing companies to move security to the left. Traditional solutions, on the other hand, posed significant impediments to agility.

To meet the demands of today’s quick SDLC, the latest iteration of SAST overcomes these limitations. The attack surface develops as the SDLC becomes shorter, and as more apps are built, the danger to the application layer continues to increase. However, the requirement to make such a value trade-off is no longer as pressing.

Integrating SAST requires companies to strike the correct balance between addressing all security vulnerabilities while avoiding risk and delivering high-quality products at a competitive pace. Now, more than ever before in the development process, developers can securely combine security with speed.

The tools for forming teams are as varied as the teams themselves. There is no comprehensive tool that can be employed, just as there is no comprehensive tool for penetration testing. Instead, teams build their own toolkits, which include many of the tools widely used in pen testing. Vulnerability scans, assessment or reconnaissance tools, password crackers, phishing tools, exploitation tools, post-exploitation agents, and other adversary simulation tools could be used.

In the next chapter, we will learn how the entire ecosystem is moving towards the cloud and understand the different ways to stitch the security within the cloud landscape. The next chapter will also help us understand various cloud components at the infrastructure layer that should be secured.

Questions


	Define the vulnerability management lifecycle with different phases?

	What are the best practices that you would like to adopt in your vulnerability management program?

	How does risk-based vulnerability management add an edge to your overall visibility?

	Explain the working principle of SAST and DAST.

	How will you choose the right SAST for your organization?

	How will you measure the effectiveness of penetration testing?

	Differentiate between red team, blue team, and purple team.

	What are the key considerations to future-ready vulnerability management?

	Explain the maturity model for vulnerability management.







CHAPTER 8

Critical Infrastructure Component of Cloud and Data Classification


While the whole world is shifting towards Cloud, it’s evident that we need to understand the Cloud world better and stitch them into our security ecosystem. This chapter will illustrate different cloud components at the infrastructure layer that need to be secured to maintain and uplift the security posture of the organization.

The goal of the information security framework is to protect the CIA of any organization. Data and asset classification helps the organization achieve the CIA, and the classification reflects the impact on the CIA if compromised. This section of the book will help us understand the industry norms and recommendations to implement data and asset classification process, importance, and the RACI matrix.

The practice of safeguarding cloud infrastructure resources and related systems is known as cloud infrastructure security.

Public cloud technology it can be easily exposed to public networks and is not located behind a secure network perimeter, so it is more vulnerable than on-premises infrastructure in many respects. However, security in a private or hybrid cloud remains a difficulty, since the highly automated structure of the environment and various integration points with public cloud systems raise multiple security risks.

User accounts, servers, storage systems, and networks are just a few of the essential components that make up cloud architecture. Short-lived resources are created and destroyed several times each day in cloud settings. This means that each of these components must be protected in a systematic and automated manner.

On the other hand, information security aims to safeguard the confidentiality, integrity, and availability of data and systems. The level of impact on the university if the confidentiality, integrity, or availability of information assets is jeopardized is reflected in the classification of information assets.

In the context of information security, information asset classification refers to the classification of information based on its level of sensitivity and the potential impact on the university if it is revealed, altered, or destroyed without permission.

Structure

In this chapter, we will discuss the following topics:


	Overview of infrastructure components of the cloud ecosystem

	Securing the cloud components

	Securing the virtualization layer

	Risks associated with the private cloud and securing it

	Hybrid cloud security and strategy to adopt

	Multi-cloud security

	Key considerations for cloud security

	Overview and concept understanding of data classification

	Need and benefits of data classification

	Types of data classification and its building blocks

	Data classification process

	Deep dive into the shared responsibility model

	Recommendation and best practices

	Conclusion



Objectives

After completing this chapter, you will be able to understand various components that act as a building block for Cloud and their associated security. You will also understand the security that needs to be adopted and key considerations for private cloud, hybrid cloud, and multi-cloud setup. The later part of this chapter will give you an in-depth understanding of how data classification plays a pivotal role in the overall ecosystem. Further, you will get an understanding of the data classification process that will help you learn about the entire lifecycle.

Overview of infrastructure components of the cloud ecosystem

The hardware and software components that support the delivery of a cloud-based service is referred to as cloud infrastructure. In terms of system design and service delivery paradigm, it differs from typical on-premise data centers. A typical cloud architecture is hosted on the internet and accessible from anywhere in the world. The hardware resources are virtualized and abstracted to enable resource scaling, sharing, and provisioning among end users in different parts of the world.

As a result, cloud vendors can sell computing functionality as a service to customers who do not own, maintain, or operate their IT infrastructure in the same manner that they do their on-site data centers.

Components of private cloud infrastructure

A private cloud service is made up of client-side systems like PCs, tablets, and other devices that communicate with backend data center components over the internet. Cloud infrastructure is made up of several components. The following image depicts the key components:
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Figure 8.1: Infrastructure components of Cloud ecosystem

Here’s the brief description of each of these components:


	Hardware: Virtual hosts, which represent a pre-configured set of physical hardware components, are used to access cloud computing. While end users have no influence over the management or operation of hardware at the physical layer, many hardware assets are common to all data centers, whether cloud or on-premise. Servers, processor units, GPUs, power supplies, memory, and other hardware components are among these hardware components.
Depending on the cloud service architecture, virtualization and levels of abstraction can be used to expand these physical resources across users and IT workloads. End users are not impacted by performance, security, or availability issues related to cloud infrastructure hardware because of the redundancy and flexibility built into the hardware systems.


	Network: The network is the conduit through which data travels from back-end cloud servers to front-end client devices. The computing is done in a cloud data center that is off-site. Users connect with these components through private or public networks that transfer data between the two ends of a cloud service. Visual information, logs, and control functions are common examples of data that is transferred via a network.
According to the OSI data communications model, the network is made up of physical electrical components like routers, cables, and switches as well as software programs and hardware and firmware that enable data transfer.


	Storage: A crucial component of the cloud infrastructure stack is the platform and storage system. Cloud data centers preserve backups, expand storage allocation across users, and store data across a variety of storage types and devices. Virtualization or a software-defined architecture abstracts the underlying hardware stack that supports the storage infrastructure.
This allows customers to use storage as a cloud service that can be added or removed as needed rather than having to manually provision hardware at each server. A couple of the most common and available storage formats are listed as follows:


	Block storage: This method divides data into blocks, which are then saved in various storage systems across several server arrays. The data is separated from the hardware it is stored on. A single storage volume can be divided into many instances, known as blocks. Block storage is ideal for storing static data assets.

	Object storage: Data files are split down into chunks and stored as uncompressed, unencrypted data objects, each with its own metadata identity. It is possible to customize the metadata information (unlike in block storage, which only allows for a limited set of metadata attributes as identifiers). Object storage is ideal for data assets that change often.

	File storage: This is related to Network Access Storage (NAS), and it functions like the local hardware device storage on your computer. It is easily adjustable within a single data path.



	Virtualization: Using virtualization or other software-defined computing architecture, the cloud service is divorced from its hardware resources, such as processing power and storage. Users can access a virtual version of hardware resources like platform, processor, storage, and networking using a software system that emulates hardware functions.
Cloud vendors operate and manage the hardware resources that allow a cloud service to function. Users only pay for the services they use, so problems with the hardware that underpins a cloud service should not influence the SLA (SLA). IT workloads may be dynamically relocated and allocated across a pool of hardware resources available in virtualized and reconfigurable IT systems, so these restrictions are hidden from cloud service consumers using virtualization.




Cloud infrastructure deployment models

Individual users can have isolated access to cloud infrastructure, or it can be shared among several users, or it can be a combination of both. The core infrastructure resources are the same, regardless of deployment style, but the allocation of those resources differs across users.

The three most popular cloud deployment models are as follows:


	Public cloud: Outside of the vendor’s firewall, a pool of virtualized resources is shared by several users. The service is provided on an as-needed basis and is priced on a pay-as-you-go basis. The vendor is in charge of the public cloud’s management and operation.

	Private cloud: Individual users can access these cloud environments through their firewall. Private cloud setups are often set up as virtualized on-premise data centers. Users can use the virtualized infrastructure as a private cloud service, thanks to an added degree of automation.

	Hybrid cloud: A hybrid cloud model is created by combining public and private clouds. Organizations can use the public cloud for cost-sensitive workloads and the private cloud for security-sensitive workloads because the workloads are transferable across the hybrid cloud.



Securing your cloud components

Cloud operations are becoming more dynamic with fluid borders as a result of cloud computing, rich internet applications, service-oriented designs, and virtualization. The evolving nature of computing adds layers of complexity that have far-reaching ramifications for how cloud operators and consumers safeguard its components.

In the previous section, we spoke about the components that contribute to the base or core layer of your private cloud. Let’s try to understand a few tips to make them secure.

Security around your data center and private cloud

Datacenter and private cloud operations are becoming more dynamic, with fluid borders, with the development of cloud computing, rich internet applications, service-oriented architectures, and virtualization.

The transition to a new computer environment adds layers of complexity that have far-reaching ramifications for how information technology administrators safeguard its components to prevent malicious assault or breach.

The data center is a complete ecosystem that must be seen both as individual components and as a whole. You should also ensure that all data center activities are working properly and that each element/component is secure.

Physical access should be restricted (applicable with data center only)

Some data center administrators may choose to begin with more difficult responsibilities, such as regulating access to individual systems or the network layer, but let’s start with the data center’s physical security.

Let’s take a look at an example to help you grasp what we’re talking about: within a data center, you can imagine three distinct zones. One zone would be for researchers to test and stage equipment, another would allow for more control over which development work on applications and systems is done before they are put into production, and a third zone would be for production, which would be accessible only to core system administrators.

Secure networks through zones

Let’s move on to the next one after you’ve established physical security procedures. This layer is a little more difficult to understand than the physical layer. Zoning into the network layer is something we recommend or focus on. It is a development area, so the first zone has a more relaxed atmosphere. The next subnet is a test subnet, which is separate from the development area’s random traffic but less restrictive than the production region.

Systems administrators devote a lot of time and effort to the third zone, the production or mission support subnetwork. Administrators must deploy new systems to the production network in a regulated manner since that zone contains only approved production equipment.

Finally, the design should allow administrators to deploy computers (physically or virtually) to virtual network subnets and specify stringent restrictions for incoming and outgoing traffic. Administrators may, for example, establish mail servers to internet port 25 or 80, which would have no effect on allowed traffic in that zone.

Last but critical to adopt, make sure that management traffic is sent over an out-of-band network by the operators rather than the customers so that it does not interfere with production traffic. Production hosts can send and receive enterprise systems management communications using VPN connections.

Servers and hosts should be secured

All servers should be registered in your database, which should include contact information and information on whether the servers store sensitive data. While most of these databases are maintained manually, automation could help.

You’ll be able to conduct yearly general audits after adopting the Statement on Auditing Standard 70 (SAS 70). In addition to the NIST security checklist, a patching program, and a vulnerability screening exercise should be considered to complement and support the ultimate result. The scanning technology aims to verify that data is delivered to the correct recipients and is encrypted properly.

Instead of using software encryption for host-level encryption, you should use appliance-level encryption. Scanning technology that monitors data in motion for potential privacy breaches should be used to facilitate this.

Application scan for vulnerabilities

Tools for application and code scanning are essential. Before administrators deploy any application or code to the production environment, they scan them which we refer to as the pre-check. Any application scanning technology with repair capabilities, security metrics and dashboards, and essential compliance reporting can be used to check for vulnerabilities that hackers can readily exploit.

You must also answer the issues of the developers. You’ll need to ingest anything that can scan their codes in real time in this situation. In a nutshell, you should have a two-fold approach to address application vulnerability.

Securing virtualization layer

When a company decides to virtualize its servers, it must ensure that its security governance architecture covers virtualized IT systems and services as well. All operations related to security management must add value to the company. There are three categories of security threats and concerns that surround virtual IT systems:


	Architectural: The layer of abstraction that separates actual hardware from virtualized systems that operate IT services is a possible attack target. Other VMs on the network can attack a VM or a group of VMs that are linked to the same network.

	Hypervisor software: In a virtual IT system, the hypervisor is the most crucial program. Virtual machines are put at risk by any security flaw in the hypervisor, related infrastructure, and administration software/tools.

	Configuration: A new infrastructure may be quickly deployed, thanks to the ease of cloning and copying images in a virtual environment. This leads to configuration drift, and controlling and accounting for rapidly deployed settings becomes a crucial challenge.



This section discusses the various virtualization threats and security policies that should be used to secure a virtualization environment.

While virtualization offers various advantages through the use of virtual machines (VMs), migrating to a virtualized environment does not exempt IT systems from the security threats associated with a physical setup. Furthermore, the usage of virtual machines (VMs) may present new and unique security concerns, and it may have more substantial consequences for recognized risks.

As a result, when analyzing the hazards of virtualization, the following things should be taken into account.

Sprawl VM

A large number of unpatched and unaccounted-for virtual machines can quickly become unmanageable. The uncontrolled proliferation of virtual machines is referred to as VM sprawl. The amount of inactive VM disc files is anticipated to rise as more VM instances are generated and current instances are cloned and copied to physical servers. Furthermore, the ability to move VMs from one physical server to another adds to audit and security monitoring complexity and a potential loss of control. As a result, a large number of virtual machines may be left unmanaged, unpatched, and vulnerable. The key consideration to address this will include the following:


	Put in place effective policies, norms, and processes to govern and oversee virtual machine lifecycle management, including self-service and automated scripts/DevOps tools.

	With rigorous change management methodology and tools, you can control the generation, storage, and usage of VM images.

	Additions should only be approved if they are essential.

	Keep a small number of known good—and timely patched—images of a guest operating system separate for quick recovery and restoration of systems to the desired baseline.

	Regularly investigate virtual systems, particularly those that are inert, and the programs that run on them. It’s vital to find, identify, and put in place suitable security controls for each VM and its network connections. In the event of a compromise, this method includes the capacity to quarantine or roll back data.

	To review, patch, and implement security configuration changes to VMs, use virtualization products with management solutions.



Data that is highly sensitive in a virtual machine

Data can be quickly transmitted and manipulated with, so data secrecy within VMs can easily be broken.

Passwords, personal information, bash profiles, bash history files, encryption keys, and license keys are all captured in the images and snapshots of virtual machines that contain sensitive information. Individual files are significantly easier to transport than a real server’s hard disc. Snapshots are even riskier because they include the contents of memory at the time of capture. Furthermore, data leftovers in earlier places may be exposed if VMs are relocated. The key consideration to address this will include the following:


	To make data on virtual and cloud servers unreadable, encrypt it first. Look for a solution that includes policy-based key management for data housed in physical, virtual, and cloud servers. Only validated and approved physical or virtual servers should get encryption/decryption keys. Provide choices for key management on-premises and/or as a service in the cloud. Determine where and when encrypted data can be accessed using a policy-based key management system. When VMs request access to encrypted storage volumes, conduct identity and integrity checks as well. We recommend that you encrypt both boot and data volumes.

	Create policies to prevent VM images and snapshots from being stored indefinitely. If photos and snapshots must be stored, relevant authorization, such as secondary-level approval, should be obtained, along with applicable monitoring and controls. mechanism Consider where you’ll keep these duplicate photos or snapshots to lessen the risk. Mitigation should involve tracking activities and developing a structured image change management procedure that covers the creation, distribution, storage, use, retirement, and destruction for review and audit reasons.

	Create policies to ensure that when deleting and wiping (zero-filling) VM images, backup and failover systems, including temporary upgrade/patch instances, are cleansed. To avoid residual data, take extra precautions when using SSD discs.

	To detect illegal changes to VM images and snapshots, consider employing cryptographic checksum protection.

	Determine which VM data files require additional monitoring and log management.



Offline and dormant virtual machines (VMs) security

Dormant and offline VMs can eventually vary so far from a current security baseline that simply turning them on exposes them to significant security risks.


	VMs that are dormant or offline can easily be missed and left out of crucial security procedures. An idle VM, for example, is unlikely to receive the most recent security fixes. As a result, when the VM is restarted, it may be vulnerable to the current exploits. Similarly, idle virtual machines may lack up-to-date access control policies or be omitted from critical security monitoring functions, resulting in security flaws in the virtualized environment. Key considerations includes the following:

	Control the backup, archiving, distribution, and restart of VMs with effective policies, standards, and processes, such as appropriately identifying the VM based on its sensitivity and risk level.



	Use virtualization products in conjunction with management software that checks, patches, and applies security configuration changes. Consider the coverage provided across hypervisors and any exceptions in the fine print while considering these products.

	To apply security patches and control policies to an inactive or offline VM, create a controlled environment.

	With proper architecture and design as well as constant monitoring of virtual appliances that provide essential infrastructure, administration, and security functions, problems like systems being unintentionally or intentionally switched off/destroyed or rogue instances can be avoided.



Security of active VMs and pre-configured (golden image) VMs

On a virtualization platform, virtual machines are stored as files, which can lead to unauthorized access and machine configuration modifications and viral payload injection into the platform’s virtual discs.

On a virtualization platform, virtual machines exist as files. As a result, they are easily transportable, either physically or through a network. These VM images could be compromised by unauthorized access via malicious interception. Golden VM images are frequently created, making it simple to deploy cloned copies and jeopardizing the virtualized environment’s integrity. Key considerations include the following:


	VM guest hardening ensures that virtual machine instances are properly hardened and protected.

	Using third-party security technology, such as discovery and monitoring tools, augment VM operating systems with built-in security features to create layered security controls.

	Consider developing a VM image integrity checksum technique.

	To prevent unwanted changes to VM images, encrypt them. (Be careful that depending on the actual physical server capabilities, there may be performance difficulties.)

	Access, creation, and deployment of VM images/instances should be subject to tight restrictions and protocols.



Virtual networks are difficult to see and control because of a lack of visibility

Communication via virtual networks may not be accessible to security protection devices on the physical network, so software-defined virtual networks can cause network security breaches.

Data passes over physical routers, switches, and firewalls in traditional IT infrastructure network traffic, which is monitored and secured. On a virtual network, this can become unmanageable unless traffic is explicitly directed to real or virtual equipment for monitoring. The configuration of a virtual network can be changed very easily; nevertheless, this capacity may generate problems with actual physical network security policies. Key considerations include the following:


	Virtual networks and data traffic should be monitored in the same way that physical networks are. The tool to employ for this purpose should be carefully chosen, and it should be configured with network port mirroring to provide a uniform picture of traffic across real and virtual networks.

	If separate tools to monitor communications between VMs are not deployed, consider a hypervisor that can monitor each guest operating system—introspection—as it runs. This is done within the same host’s memory rather than across physical network switches.

	Using a consistent policy administration and enforcement framework, implement security technologies that span physical and virtual environments.

	Create a security policy and configuration that is consistent across physical and virtual networks.

	To offer granular monitoring of traffic across the VM control and data planes, use VM-specific security methods incorporated in hypervisor APIs. Make use of tools that implement cutting-edge technology like SDN/OpenFlow. Traditional network security controls will be unable to see these techniques.



Exhaustion of resources

Virtual processes that consume physical resources uncontrollably can cause availability issues.

When many VMs are used to run resource-intensive software, the real server’s resources are depleted. Antivirus and other security software, for example, monitor and prevent security problems like hacking and viruses by interrupting every call to disc or memory. When antivirus software is running in multiple VMs on the same physical server, the host resource pool can be depleted. A similar effect can be achieved by applying automated operating system patches to a large number of VMs. Key considerations include the following:


	Putting in place appropriate resource allocation and/or reservation policies based on the classification of virtual machines by sensitivity/risk level.

	Use virtualization-aware software that consumes a lot of resources, such as antivirus and other security applications (for example, anti-virus software that is designed to scan outside individual VMs).

	Implement resource-contention-reduction methods. Staggering VM scans on the same physical server, employing agentless antivirus software deployment, establishing distributed storage resources, and applying a workload affinity policy are all examples of these approaches.

	Define and implement a standard operating procedure that detects VMs that are throttled owing to resource exhaustion and immediately implement a solution.



Hypervisor protection

The process of assuring the security of the hypervisor, which is the software that enables virtualization, throughout its life cycle, including development, implementation, provisioning, and administration, is known as hypervisor protection.

A hypervisor has complete control over the operation of virtual machines; it is an easy target for malicious assaults. It’s critical to secure a hypervisor, but it’s more difficult than it appears. Malware that has infiltrated one VM can target the hypervisor in a so-called hyper-jacking assault. The guest VM escapes from its isolated environment and attacks the host hypervisor; this attack is known as a guest VM escape. The hypervisor can be used as an attack platform to compromise guest VMs hosted by it or other hypervisors with which it may interface once it has been exploited. All commonly used hypervisors come with a large number of remote management APIs, which increases the attack surface.

Identity and access control may not be properly implemented by calling tools, scripts, or apps, particularly if a hypervisor employs locally controlled service accounts. Key considerations include the following:


	Choose a hypervisor with a smaller footprint to reduce the attack surface

	Harden the hypervisor’s settings to eliminate vulnerable area

	Where applicable, implement vendor-provided best practices

	Disconnect any devices that aren’t in use and turn off the clipboard and file-sharing services

	During boot-up, perform self-integrity checks to see if the hypervisor has been tampered with; use a hypervisor integrity monitoring solution for these checks

	Analyze hypervisor logs on a regular basis for indicators of compromise

	Subscribe to your hypervisor vendor’s security bulletins/alerts and apply security upgrades as soon as they become available

	Make sure you have a good hypervisor patch management strategy in place

	Implement and maintain a strong identity and access control across all tools, scripts, and apps that interact with hypervisor administration APIs



Unauthorized hypervisor access

The hypervisor’s administrative access constraints may not be sufficient to guard against potential hacker assaults. The hypervisor creates a new attack surface that is vulnerable to direct attacks that do not exist in typical IT setups. Access control may be too weak to implement specified security requirements using hypervisor software that exclusively employs locally controlled passwords, especially when most hypervisors can be operated remotely. In addition, the hypervisor’s default configuration is often not the most secure.

Hypervisors can be handled in various ways, and some hypervisors provide numerous methods of management. A set of hypervisors is rarely managed using management software in a normal data center. Hackers may be able to use management software that lacks appropriate access control to get unauthorized access to many hosts, reducing the need to attack individual hypervisors one at a time. Key considerations include the following:


	Deploy virtualization technologies that provide role-based administrative access control. Consider using third-party technologies to give more uniform administrative control across the environment and lessen the audit burden. Consider using the two-person rule to give additional monitoring in environments with shared duties. For example, an authorized contractor can only create a network switch after a request has been reviewed and approved by an authorized network engineer.

	As with any critical operating system, firewalls that restrict console access should be used to restrict access to the virtualization layer, including hypervisor management software and APIs / CLIs.

	Once role-based access control has been installed, review the policies in place to confirm that they are functionally valid.

	Reduce the number of user accounts that require direct access to the hypervisor host to a bare minimum, including privilege accounts. To enforce security regulations, integrate user accounts with comprehensive credential management and authentication systems (i.e., password policies and use of 2-factor authentication).

	To restrict access, use multifactor and/or split control authentication, such as Microsoft Active Directory or two-factor authentication. Implement proper change control on any infrastructure component, such as configuration, that could accidentally allow undesired access to the hypervisor.

	Secure each hypervisor management interface that may be accessed locally and remotely. Hypervisors can’t be managed remotely. If you can’t prevent it, give users access via a secure network connection with two-factor authentication. In addition, implement policies for management sessions.

	To control access to hypervisors, set up a separate “management LAN.”



Using the self-service portal to hijack an account or a service

Privilege escalation attacks can be carried out using portal vulnerabilities. Typically, a self-service portal is used to delegate specific elements of virtual infrastructure provisioning and maintenance to self-service administrators. The widespread usage of self-service portals in cloud computing services will make users more vulnerable to security threats like account or service hijacking. Key considerations include the following:


	Depending on the roles and needs of the users, use administrative controls judiciously

	When possible, use robust authentication procedures to secure both the client and server sides of cloud computing, and use multifactor authentication and/or split control authentication to restrict access

	Use proactive monitoring to detect unwanted activity

	Examine the security policies and service-level agreements offered by a cloud service provider

	Consider managing self-service portals according to policies

	Examine and revise rules and procedures to include the construction and use of self-service portals

	Enforce account, identity, and credential management that is secure

	Test the self-service portal regularly to find flaws



Workloads with varying levels of trust on the same server

On a physical host, make sure there is enough security segregation of workloads. Enterprises can try to isolate VMs with varying levels of trust on distinct host computers. However, such an attempt may not be successful unless appropriate systems and data classification as well as network, security, and management controls, are implemented. Security measures on lower-trust VMs are usually weaker than on higher-trust VMs. As a result, those VMs may be easier to compromise, paving the way for higher-risk, more sensitive VMs on the same host. It’s critical to maintain consistency in the levels of security for VMs with varying levels of trust in both real and virtual environments. Key considerations include the following:


	Implement policies and procedures to classify systems and data into various security categories.

	Assign users of workloads with different levels of trust to different VLAN networks, and if possible, physically or logically separate servers with different security settings. In other words, virtual desktop workloads should be separated from the rest of the real data center.

	Using different physical and/or logical networks, run workloads with varying levels of confidence. Consider the viability of segregating VMs on separate physical clusters of hardware components like server, storage, and network by defining security zones based on kind of use (for example, desktop vs. server), production stage (e.g., development, production, and testing), and data sensitivity.

	Isolate groups of VMs from other hosted groups via firewalls, whether physical or virtual. Separate, for example, production and development systems, or development and other cloud-resident systems.

	Design and deploy physical and virtual management and security systems access from each trust level with care.



APIs from CSP pose a threat

Due to account/authentication federation, a hybrid (private/public) cloud virtualization architecture can provide security vulnerabilities. Cloud service providers provide a set of software interfaces or APIs that an organization can use to manage and interact with cloud services. Such interfaces must be built to thwart both unintentional and malicious attempts to get around corporate policies. Key considerations include the following:


	Encrypt data transmission and using strong authentication and granular access control.

	Create two authentication zones: one for internal organizational systems and one for external systems.

	If utilized across the internet, send active directory traffic through a private/out-of-band encrypted channel separates from regular internet traffic.

	Investigate the usage of identity federation, which could include the following:

	Formal internet standards, such as the OASIS Security Assertion Mark-up Language (SAML) description of the language

	Open-source technology and/or other publicly available standards

	Implement extensive monitoring and reporting and apply enterprise security, compliance, and governance principles to assets managed in hybrid clouds





Storage services on the public cloud

Cloud storage have become an extension of external hard drives for many people. Here’s how to keep your storage safe:


	Use a strong password to protect your account: Make sure you have a strong password in place to safeguard your cloud storage account from illegal access. A strong password is made up of letters, numbers, and special characters in that order. To make it more complicated, use a mix of uppercase and lowercase letters.
To ensure that you have a strong password, you can use one of the many online tools available to check its strength. You can also use a password manager to build a strong password for you in any instance.


	Enable MFA: After you’ve created a strong password, enable two-factor authentication to add an extra layer of security to your account. An attacker will be unable to gain access to your cloud storage account unless you lose your device. A 2FA app generates the authentication codes, which are subsequently sent to you through email or SMS.
If you’re comfortable with it, you can also use two-factor authentication using a hardware security key. You may consider switching to a different service if your online storage provider does not offer 2FA protection.


	Storing mission-critical data should be avoided at all costs: Cloud storage is a safe and secure solution to keep a backup of your data that you can access from any location. To keep sensitive data protected from prospective threats, you should not upload it. A physical storage disc should be more successful at keeping your sensitive data secure.

	Before uploading, encrypt your data: Before uploading your data to the file storage provider, you can encrypt it to prevent unauthorized access. You can encrypt your data locally and then upload it using software like Cryptomator and Veracrypt.
Without the master password, no one, not even the cloud storage provider, will be able to access your files (or decryption key). Encryption protects your files even if your data is stolen (worst-case scenario).


	Select a secure cloud storage provider: Encryption is included by default with some of the most secure cloud storage services. You may not need to encrypt your data locally if your storage provider encrypts them. However, in most circumstances, online storage services with encryption as a feature would be costly. Although encrypted cloud storage services aren’t the most cost-effective option, they should suffice if you want the simplicity of use and encryption.

	Actively manage shared files: When you share a folder or file, you normally do so using a link or by giving permission via email. If you shared something over email, it should be safe against illegal access in the future (unless the user who you shared it with has been compromised).
If you’ve shared a link to some of your files and folders, you’ll want to disable it later. If you don’t, an attacker could find the link and quickly download files that you didn’t want to distribute. Every cloud storage service has a mechanism for you to control the files and links you’ve shared, so keep an eye on that.


	Manage cloud storage accessing devices: Being able to view your data from anywhere can be a security issue. It might be devastating if you forget to log out from a public computer or misplace one of your gadgets. To prevent unauthorized access to your account, you should control the devices that are linked to it and revoke any sessions that you believe may pose a security concern.

	Review the policies of your cloud storage provider: You should read the terms of the cloud storage service you use, regardless of how popular it is. It may seem daunting at first, but it should reassure you about how the cloud storage service works, where your data is stored, and what information it collects about you.



The risk associated with private cloud

Organizations that want to use the cloud but don’t want to trust their data to a third-party provider build their on-premise cloud, also known as a private cloud. They’re putting together their infrastructure, buying their software, and appointing an internal team to administer it. While the goal is to maintain control over their data, this technique comes with several security threats and other difficulties.

Here are a few of the risks associated with the private cloud:

Breach of security

Many businesses assume that storing sensitive data in a private cloud is safer. Virtual private clouds (VPCs) and public clouds, on the other hand, have historically been more secure since they are typically managed by security specialists who are familiar with cloud security concerns and how to mitigate them. Furthermore, because all customers use the same back-end infrastructure, third-party cloud providers have a vested interest in keeping things running efficiently and safely. Reputable providers often spend more time than any individual firm to achieve this level of reliability and security to keep clients delighted.

Concerns about physical safety

Most businesses lack the physical security protections that third-party data centers provide, leaving their data vulnerable to a range of dangers. A credible data center will feature DVR motion cameras to monitor and record activities across the facility, multi-factor authentication security and alarmed mantraps to prevent unwanted access, and superior fire suppression systems and weather resilience to prevent unauthorized access. Many providers also offer geo-redundant data centers, which means they have locations across the state or country. If a threat arises in one location, they can re-route workloads to another location so that their clients’ businesses don’t suffer.

Capacity purchased too much or too little

The true definition of a cloud is that it is elastic and scalable without the need to purchase additional hardware. On-premise infrastructure isn’t the “cloud” as we know it; the true definition of a cloud is that it is elastic and scalable without the need to purchase additional hardware. The increased capacity will necessitate more equipment for maintaining one’s infrastructure. IT departments frequently underestimate the amount of capacity they’ll require and end up overbuying to avoid running out. As a result, the company is forced to pay for expensive, underused capacity as well as the real estate required to house it. On the other hand, if they don’t buy enough capacity, their website traffic may suffer.

Concerns about compliance

The parameters for maintaining compliance through on-premise hardware are often more well-defined than in the cloud; nonetheless, doing so can be time-consuming and costly, necessitating the hiring of a regulatory-aware IT team. In some cases, they’ll need to be familiar with more than one set of compliance regulations; for example, a government agency that accepts credit card payments will need to be compliant with both CJIS and PCI DSS, whereas a healthcare organization that accepts credit card payments will need to be compliant with both HIPAA and PCI DDS. In addition, the team will need to be able to monitor systems and logins on a constant basis, design clear security incident protocols, and use data encryption to assure compliance.

Issues with productivity

Organizations using a private cloud will need to acquire and install new software versions whenever new versions are available, which is both costly and time-consuming. Some may put it off and continue to use obsolete software, exposing them to vulnerabilities that hackers can exploit, or causing workloads to slow down. Employees and customers alike are affected by downtime. While a VPC or public cloud provider can usually get a company up and running within seconds or minutes of an incident, an untrained internal IT team could take hours to get all systems up and running.

Securing private cloud

With public cloud servers, the key concern is security. Public clouds are outside the reach of businesses. As a result, most businesses are turning to private cloud hosting as a backup solution for their data and apps. Your virtual computers will be fully under your control. As a result, all you have to do is protect your virtual machines.

You do not have control over your data if you use a public cloud. Employees of your cloud provider also have access to your data. You can’t use a public cloud if you have to adhere to HIPPA regulations. You also have no control over virtual machine firewall resources. If you use a private cloud, you have complete control over the firewall resources. Your applications and data will be completely under your control. As a result, private cloud hosting outperforms public cloud hosting.

You can secure your private cloud hosting by following the important points listed below:


	Access control: The access control of your cloud should be given to your cloud admin, project admin, project member, and business department head. For gaining access to your cloud, they will need server-side authentication. Each group should have varying levels of access and privileges. Your entire data should be accessible only to your cloud administrator. Different identification procedures should be used to secure your cloud data. These tools will assist you in determining who has access to your cloud data. Access management should be a major responsibility for you.

	Vulnerability management: You should check your cloud for vulnerabilities regularly. Various solutions are available on the market to scan your cloud network. After that, you should do penetration testing to determine the level of risk associated with vulnerabilities. For vulnerability management, you might hire a professional security specialist. Security audits and vulnerability scanning should be done regularly to ensure that your server is safe from cyberattacks.

	Authentication and authorization: For identifying your users, you should utilize an authentication technique. Your user and admin credentials should be safely saved in your cloud. You can protect your data with one-way encryption. There are several solutions available to assist you in keeping track of your users’ actions. For each user, the native technology and solution will generate a temporary session key. Following that, you may use it to keep track of your user’s orders and actions. The user will be instantly logged out once the temporary key has expired, but they can sign in again using the same credentials.

	Application security: Attackers are protected from the private cloud by three layers of application security:

	Virtual Machine Firewall Policy: There will be no open ports on your virtual machine; you can only access a limited number of ports.

	Construct your private networks: In a private cloud, you can create your private networks. These networks will be entirely decoupled from one another. You also don’t have to wait for an IP subnet range to be assigned to you by a network administrator.

	Virtual machines can be run behind a perimeter firewall: Your cloud server can be run behind a regular firewall. Virtual machines can be deployed in public clouds by anyone. As a result, developers are unaware of the open ports. It’s also tough to keep track of which applications are active. This may cause the application’s delivery to be slowed. If you use a private cloud, though, you won’t have to worry about this.





The approach to secure private cloud

Cloud infrastructure is far more flexible and adaptable. To be safeguarded, data, sophisticated applications, and procedures traveling between virtual and physical servers must be fully understood. Hyperscale and rapid configuration changes are also concerns that security solutions must address. Here are some key techniques for securing private clouds.

Ensure that your virtual security system is operating at peak efficiency

One of the initial challenges is performance. Only around 20% of all data center traffic moves in and out. Most data center traffic goes east-west, so security within your private cloud data center must be scalable both up and down. This way, the dynamic nature of workflow communications and aggressive security processing and scaling requirements will be addressed.

Most data breaches go unnoticed for months, or even longer, due to the high volume of east-west communication in private cloud data centers. It means that private cloud security must not only start using smarter, quicker security equipment like performance-enhanced next-generation firewalls but also have devices that work consistently in both physical and virtual form factors.

To maintain consistent policy enforcement even while safeguarding complex, cloud-based traffic and configuration difficulties, your security platforms must interact effectively, regardless of where they are placed.

Select an appropriate firewall

It’s critical to remember that creating a virtualized firewall entails much more than merely moving the code to a VM. The security and performance of your private cloud environment can be greatly impacted by selecting the correct virtualized firewall. Considered security tools should be able to do the following:


	Make the most of a wide range of hardware acceleration options.

	Integrate with orchestration and automation frameworks for private clouds.



The operations and services provided by a virtual firewall should be identical to those provided by a physical firewall. Policy enforcement and configuration should be consistent, and communication across solutions deployed in various forms should be easy.

Cloud security can be automated

It’s tough for IT managers to keep up with these environments because they’re always changing. Security systems that must adapt to changes in the network continuously offer security holes that can be predicted and exploited.

Instead, a security solution must be tightly connected with the underlying computational architecture, allowing network and security devices to respond to dynamic changes whenever they occur. And those updates must be entirely automated for security measures to stay effective at cloud speeds.

Correlation and response coordination among different security devices as well as constant communication with the extended security fabric deployed across the remainder of the distributed network are all concerns that must be addressed via automation.

Make sure your automation keeps track of updates and configuration changes so that you can respond to new threats or regulatory requirements that your central security management and orchestration system provides.

Secure the dynamic cloud by integrating security

Enterprises must establish a comprehensive, integrated security architecture to enable comprehensive single-pane-of-glass visibility and a control system for all cloud environments.

As private clouds are based on virtual infrastructure, security solutions must be accessible in virtual form factors that incorporate all the characteristics of the physical version. This enables good protection of both north-south and east-west network traffic as well as the ability to automatically adapt and scale to dynamic virtual environment changes, making compliance proactive rather than reactive.

Hybrid cloud security

A hybrid cloud is a cloud computing environment that orchestrates the use of two types of platforms: local private clouds and public cloud services provided by third parties. Hybrid clouds give businesses more deployment flexibility by allowing workloads to move between private and public clouds as computing requirements and costs vary.

On-premises and in the public cloud, hybrid cloud security entails safeguarding data, apps, and infrastructure. Business processes, workloads, and administration across different IT environments are all part of this.

Many businesses believe that their cloud provider is responsible for all aspects of cloud security; however, cloud security is a shared duty. The application layer and sensitive data is protected by cloud providers, but organizations are responsible for protecting the application layer. Protecting the application layer entails the following:


	Putting in place policies that define which people have access to data

	Using the right encryption

	Managing the overall configuration of cloud services to fit the needs of the organization

	Keeping virtual machines and containers up to date and patched

	Monitoring software components and services placed on cloud infrastructure



Security challenges with hybrid cloud

The following are some of the major obstacles that businesses face while implementing a hybrid cloud strategy.

Governance and compliance

Cloud computing has long been a cause of concern for enterprises in highly regulated industries, with some banning or restricting its use to non-critical or non-sensitive applications.

Cloud technology has matured to the point that it can be utilized by businesses in a range of industries, including highly sensitive workloads and industries with strict regulations, such as healthcare, finance, and government. Hybrid infrastructure, on the other hand, presents unique issues in terms of compliance.

The necessity to manually check whether the infrastructure is compliant with legislation or standards rather than the exact compliance criteria is a significant component of the challenge. This is a time-consuming, complicated, and error-prone process that becomes even more convoluted when a company mixes cloud and on-premises technologies.

All configuration and infrastructure changes must be automated, repeatable, reproducible, and routinely audited to make compliance manageable in a hybrid system.

Data leakage

Data security can be jeopardized in various ways, including corruption, deletion, unauthorized access, or legitimate loss. In hybrid cloud architecture, there is always the possibility that a protected private cloud will be shared to the public cloud deliberately or accidentally.

Data security is always the responsibility of the data owner, so companies using hybrid cloud models should pay special attention to evaluating the security protocols and data practices of their chosen public cloud provider and ensuring that the same security strategies apply to both on-premise and public cloud databases.

Visibility and control

It becomes challenging to observe and control various distributed systems as clients implement infrastructures such as OpenStack private clouds in conjunction with public clouds such as Azure, AWS, and Google Cloud. Security flaws, incidents, and even breaches can go undetected. Beyond security, poor visibility poses the following dangers:


	Self-service systems are more complex to put in place.

	Finding the source of production problems is difficult.

	Costs in the hybrid cloud are difficult to manage.

	In an agile/DevOps setting, collaboration can fall apart since it’s unclear who made changes and when.



Hybrid cloud security strategy

The eight important steps to preparing your organization for hybrid cloud security are outlined here.

Processes should be standardized

Companies that fail to harmonize business and security operations between their public and private clouds are setting themselves up for human mistakes and security flaws. Configuration issues in public clouds were responsible for some of the world’s largest data breaches. Many of these security incidents could have been avoided if teams had employed the same security controls that they use on-premises.

Encrypt data on a regular basis

Encrypt data in transit and at rest as a general security measure. As part of their security measures, several cloud service providers incorporate data encryption. However, coordination of encryption between public and private clouds is required to ensure that the same degree of encryption is employed. Pay special attention to data encryption in transit between private and public clouds.

Configure cloud-based security tools and processes

Businesses can limit the risk of human mistakes and ad hoc methods by arranging security activities into automated workflows. Automated DevSecOps pipelines, for example, can make a significant impact in software development and deployment (a common use case in hybrid cloud environments).

DevSecOps allows security professionals to include automated gates into software development processes, allowing code to be promoted to production after passing a set of security checks. You can use automated technologies to safely manage the deployment and destruction of development and deployment resources, minimizing the risk of leaving behind copies of data or virtual machines that could become a liability.

Setting up business continuity and disaster recovery policy

In the event of a service failure or a data center outage, businesses must build backup plans to ensure seamless operations. Automated data backups, image-based virtual machine backups, and, if necessary, a whole disaster recovery site housed on a remote site or cloud area are all examples of this.

Uniform access management across the entire landscape

In a hybrid private/public cloud system, identity and access management (IAM) is crucial for asset security. Using solutions, such as unified directories and identity federations that use Security Assertion Markup Language (SAML), security teams can extend IAM across both environments.

In both private and public clouds, IAM should be utilized to enforce the principle of least privilege access. This limits access to only the resources that employees, contractors, and other users require.

Identification and segregation of crown jewels

Critical systems (often termed as Crown Jewel) should be identified and isolated from other systems and accessed by the fewest number of people possible, whether they are placed on public or private cloud resources. Network segmentation, such as that provided by Amazon’s VPC, can help achieve isolation.

Adoption of CSPM

Cloud Security Posture Management (CSPM) is a new class of security systems that automatically examines best practices and security vulnerabilities in a cloud environment and then takes the appropriate measures to remedy them, usually through automation.

As it gives visibility and control over diverse, distributed systems, it is especially well suited for hybrid cloud environments. In a hybrid cloud, you can use CSPM to perform the following security tasks:


	Determine your cloud environment’s footprint and keep an eye on fresh instances or buckets being created

	Ensure that policies are followed consistently across numerous cloud providers by providing visibility

	Look for misconfigurations in compute instances that could be exploited

	Examine buckets for any misconfigurations that could lead to the disclosure of sensitive information

	Examine cloud deployments for adherence to acceptable compliance requirements

	Use risk assessment frameworks like ISO and NIST to identify risks

	Make sure crucial operating activities, such as key rotation, are functioning properly

	Automatically repair infractions from a central console



Adoption of CWPP

Gartner defines a Cloud Workload Protection Platform (CWPP) as a security service focused on the workload level that meets individual protection needs for each workload in hybrid and multi-cloud settings. CWPP can do the following:


	Gain a better understanding of workloads, configuration gaps, vulnerabilities, and problems

	Assess risk and propose remediation for certain workloads

	Identify and fix vulnerabilities before launch

	Encourage a DevSecOps approach in which security is moved left to the development and testing phases of the software development lifecycle (SDLC).



Multi-cloud Security

Organizations can use a multi-cloud approach to deploy workloads across several cloud platforms, including public clouds like AWS, Azure, and Google Cloud Platform as well as private clouds. This gives enterprises far more freedom than working with a single cloud platform, enabling them to better manage expenses and avoid vendor lock-in, and boosts resiliency.

The enormous complexity of multi-cloud deployments, on the other hand, increases the attack surface and risk of cyberattacks, presenting new cloud security problems. Multi-cloud security necessitates a comprehensive approach that covers a wide range of security threats and establishes uniform security rules across heterogeneous environments.

The business benefit from the multi-cloud strategy

Businesses have a choice of cloud services from several suppliers using the multi-cloud strategy. This has several significant advantages:


	Specialization: Some cloud platforms may be better suited to certain jobs or workloads. One cloud provider, for example, might provide cheaper storage, more powerful computing instances while another may have specialized analytics or machine learning capabilities.

	Cost and financial leverage: Operating across various cloud providers allow businesses to take advantage of the low-cost services while also using their multi-cloud deployment when negotiating with cloud providers.

	Disaster recovery: While cloud providers offer a wide range of high-availability solutions across data centers and geographic locations, outages do occur. When a single service is deployed across many clouds, it gives exceptional resilience and more disaster recovery and business continuity choices.



Key security considerations for multi-cloud strategy

The following considerations will help you secure your infrastructure and workloads while planning your multi-cloud architecture:


	Authentication and authorization: Find a framework that can support the various authentication approaches used by cloud providers while also allowing you to establish accounts, roles, and policies in a centralized manner. Authentication and authorization must be detached from any specific cloud service or provider.

	Upgrades and patching: Even for the same sort of infrastructure or workload, each cloud provider’s vulnerabilities and remediations may vary. Automate software upgrades and patches to ensure that they are responsive to the workload, the infrastructure it is currently running on, and the dependencies it relies on.

	Application and infrastructure component hardening: Applications and infrastructure components must be hardened by security best practices. Closing unsecured ports, deleting unneeded software, securing APIs and web interfaces, and adhering to the concept of least privilege for user and service access are all part of this process.

	Monitoring and visibility: If you only use one cloud, you can rely on the cloud provider’s basic security features. In a multi-cloud scenario, though, you’ll need a solution that can support many clouds, while also providing visibility across the entire environment. For identifying, researching, and responding to cyber threats, a comprehensive view of systems spanning several clouds is required.

	Multi-cloud storage: Classify data that will be stored on the multi-cloud, and make sure sensitive data is placed in the most secure storage resources. Plan your data distribution by geography by your compliance obligations. Use data loss prevention (DLP) software to detect data loss or exfiltration across various clouds.



Recommendation to improve multi-cloud security

The following best practices can help you increase the security of your multi-cloud implementation:


	Coordinate policies: If you use different clouds for availability, make sure all of them have the same security settings. To synchronize policies and settings between providers, you can use automated technologies. These technologies should generate security policies based on generic definitions that apply to all service providers.

	Customize security policies for specific services: Each workload or application running across several clouds should have its security profile and policies. These regulations should be based on the workload’s intended use, whether it’s mission-critical, the data’s sensitivity, or compliance obligations.

	Security should be automated: On public clouds, it’s typical to automate procedures, and you should do the same with security. Adopt a DevSecOps mindset, in which security should be considered in every process that occurs on your cloud infrastructure and appropriate security policies should be implemented. Every new VM or container launched on any cloud, for example, should be subjected to the appropriate security checks.

	Monitor in one place: Create a security monitoring approach that collects logs, warnings, and events from all cloud providers and stores them in one location. Implement automation that is prompted by alarms and automatically performs the necessary remediations on any cloud without the need for human participation.

	Cloud compatibility: The compliance certifications and functionalities of each cloud platform vary. You can be operating distinct workloads on each cloud, each with its own set of compliance requirements. Use an automated tool to assess cloud compliance and provide reports that indicate violations and suggested fixes.



Key Consideration for Cloud Security

Cloud computing exposes businesses to a slew of new security threats, necessitating a shift in cloud security strategy. Even if you use a public cloud service to store your data, remember that it is your data, and you are ultimately responsible for security, data protection, and regulatory compliance.

Given the hurdles and hazards, it’s no surprise that security and data protection are the top concerns for security professionals when it comes to cloud migration. According to recent research, their top concerns are data loss protection (57 percent), data privacy threats (49 percent), and confidentiality breaches (47 percent).

These dangers and concerns can be mitigated. The shared responsibility models used by most public cloud providers are extremely clear. Make sure you understand the models and where your responsibilities start and stop.

Furthermore, it is critical to deal with a supplier that not only prioritizes security but goes a step further to increase defenses against data loss, privacy risks, and confidentiality breaches. When selecting a cloud storage platform for secure data management, keep the following factors in mind:


	Geo-resiliency: It’s easy to forget that the cloud refers to physical data centers rather than ethereal objects in the sky when you conceive of it. When looking at cloud providers, make sure to inquire about their physical threat precautions and resiliency features. Inquire about their physical data centers’ capabilities and locations, and how security and disaster recovery are ensured.

	Advanced networking options: One of the most serious security concerns with some public cloud services is that your data could be exposed to the public internet. That needn’t be the case. You can use a carrier-grade network with optional dedicated circuits, including a dedicated virtual private network with the correct solution, such as Iron Cloud from Iron Mountain.

	Data isolation with an offline version: Ransomware is a fast-expanding security threat that requires data isolation with an offline gold copy. Even if your data is stored on the cloud, infection is a possibility. The best way to protect yourself from ransomware is to keep your data offline, usually in a tape vault. Is an offline gold copy part of your cloud provider’s overall data management services? To achieve this with most carriers, you’ll need to put up a distinct operation and infrastructure.

	Data encryption in transit and at rest: Moving data to the cloud or between clouds is especially sensitive to lose or assault since visibility can be lost and problems can go unnoticed until it is too late. Your provider can provide an extra layer of security to your data by encrypting it both at rest and in transit, lowering the chances of data loss and personal records being exposed.

	Role-based access controls: An important part of cybersecurity is the consistent implementation of policies and governance. Role-based security such as role assignment, role authorization, and transaction authorization should be used while managing your data in the cloud.

	Flexibility in deployment models: Many leading public cloud services have limited deployment options that aren’t expressly designed to address data security problems. They’re usually made for volume, not security. Look for these essential capabilities when considering data management vendors to guarantee that you have the flexibility to solve today’s most pressing security and compliance concerns:

	Private, public, and hybrid cloud deployment types

	Managed services that include data migration and restoration

	Customer service that is on par with what you’d find in an enterprise





The following table will also talk about some additional considerations you should go through while handling the security landscape in your cloud ecosystem:








	
Area


	
Challenges


	
Recommendations





	
Security Standards and Framework


	

	How to extend the on-premise compliance requirement to the cloud

	Which security framework to adopt at cloud




	

	ISO 27017 - specific to cloud environment

	ISO 27018 - specific to PII information on public cloud







	
Pre-Deployment


	

	A new environment with unknown variables

	Security standards could be omitted




	

	A risk-based approach to finalize the requirements

	Exercise risk-based assessment at regular intervals

	Identification of risk on process, design, and architecture in line with business requirements







	
Infrastructure Security


	

	Weak protocols, unintentional device configuration modifications, a lack of security baseline, and asset classification




	

	Asset inventory that is 100% accurate

	Each network, database, host, and application platform should have a well-defined security baseline

	Best practices from throughout the world should be adopted (example - CIS benchmark)







	
Staff / People


	

	Staff who aren’t well-trained or skilled

	Errors and blunders in device configuration

	Roles and responsibilities aren’t understood well or at all

	Attacks of phishing

	Access to endpoints that aren’t controlled




	

	Certifications and mandatory training

	Standard Operating Procedures (SOPs) that are well specified and reviewed on a regular basis

	Review the changelog

	Audits conducted internally

	Monthly or quarterly awareness seminars; ongoing baseline security training

	If a phishing attack is detected, the account’s automation will be disabled

	Use well-defined access management to enforce centralized policy on endpoints







	
Security Incident Management


	

	Identifying and resolving incidents takes longer than it should

	Root-cause analysis that isn’t done correctly

	False-positive events in VMs intractability

	Vulnerabilities that haven’t been discovered yet




	

	Procedure for managing security incidents that are well described

	Auto-discovery tools with accurate and up-to-date asset management detailed RACI defined for incident management

	Fine-tuning SIEM solution via feedback mechanism

	CSP’s adoption of SOAR







	
User Management


	

	A dormant account with a bad password

	Having too much power

	Role definition that is inaccurate

	Solution for managing several identities

	Using a single administrator account

	For JML, this is a flaw in the procedure (Joiner, Mover, Leaver)

	Vendor/third-party access that is uncontrolled




	
Password policies must be strictly enforced:


	Internal auditing and peer reviews are conducted on a regular basis

	Account administration and management have well-established SOPs

	MFA implementation and a well-documented change management method

	Audit by a vendor or a third-party at a regular interview/implementation of TPRM (third party risk management)

	A automate the procedure to disable dormant accounts







	
Connectivity to Cloud


	

	Unpatched perimeter devices and servers

	Insecure cloud connectivity

	Use of weak encryption protocols




	

	Patch the jump host and RDS servers on a regular basis.

	RDP over VPN is configured

	Use an algorithm with a high level of encryption

	Instead of using standard DNS, DNSSEC is a better option

	Install an intrusion prevention system (IPS) and other DDoS protection devices








Table 8.1: Current challenges and recommendations in Cloud landscape

Cloud services are becoming an increasingly important aspect of IT and data infrastructures. According to a recent report, cloud investment is increasing by 20% year over year, and more than three-quarters of businesses are experimenting, deploying, or already using the cloud. Cloud computing has become a critical platform for data management as businesses continue to evolve with the help of technology.

When using the cloud as a data management platform, make sure you pick security-focused suppliers. Your data is far too valuable to take chances with, and the consequences of a data breach or a breach of compliance can be disastrous for your company.

Overview and concept understanding of data classification

Organizations today create, store, and manage more data than ever before, including sensitive data like spreadsheets with employees’ Social Security numbers. Maintaining the privacy, security, and compliance of this massive amount of data necessitates a higher level of data management and control than ever before. Organizations must implement several tools and procedures to achieve this. Data classification is one of the most used privacy techniques and methods.

Data classification - definition

The process of dividing and organizing data into appropriate groupings (classes) based on their shared features, such as their level of sensitivity and the dangers they pose, as well as the compliance requirements that protect them is known as data classification. To keep sensitive information safe, it must first be located and then categorized and marked according to its level of sensitivity. Then, for each type of data, businesses must handle it such that only authorized persons have access to it, both internally and externally, and that it is always handled in full conformity with all applicable legislation.

When done correctly, data classification makes it easier and more efficient to use and safeguard data. Yet, especially when organizations don’t comprehend its full purpose, scope, and capabilities, it’s frequently disregarded or given short shrift.

Need for data classification

If companies don’t know where their data is stored or how it needs to be safeguarded, data security and privacy suffer. Knowing where all sensitive data is located across an organization is what it means to know your data. According to Forrester, data privacy professionals, such as Data Privacy Officers (DPOs), cannot effectively protect consumer, employee, and corporate information unless they are aware of the following:


	The data their organization has

	Its exact location

	Its worth to the company and the danger it poses

	Data protection laws and regulations

	The people who have access to and who use the information



This knowledge is provided by data categorization, which is a standardized approach for identifying and tagging all sensitive data across an organization, including networks, sharing platforms, endpoints, and cloud files. It works by allowing data attributes to be created that dictate how each group should be handled and secured following business and regulatory requirements. As the data is easily accessible, businesses can implement safeguards that reduce data exposure risks, reduce data footprints, eliminate data protection redundancy, and focus security resources on the most important tasks. In this approach, classification helps firms streamline and reinforce their data privacy and security policies.

The benefit of data classification

According to a cybersecurity study, four out of five businesses have no idea where their important data is or how to safeguard it. This is a major issue in the effort to keep sensitive information safe, private, and compliant. Organizations get a wide range of benefits by initiating extensive, well-planned data classification processes.


	Boost data security.

	Ensure regulatory adherence.

	Increases the effectiveness of corporate operations and reduces business risks.



Challenges to data classification

Almost every company has sensitive data on hand — often far more than they know. However, it’s unlikely that they know where that data is stored and how it could be accessed or hacked throughout their infrastructure. Setting up efficient data classification programs within enterprises faces a variety of obstacles for this and other reasons:


	It can be costly and time-consuming to classify data.

	Data classification best practices aren’t well understood.

	Data privacy policies aren’t adhered to.



Level of data sensitivity

High, medium, and low sensitivity levels are used to categorize data. The following image and write-up should give you a fair explanation.
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Figure 8.2: Data Sensitivity

If high-sensitivity data were to be compromised or lost in an unlawful transaction, the results would be disastrous for the company or individuals. Financial records, intellectual property, and authentication information are just a few examples. Data with a medium level of sensitivity is meant for internal use exclusively and would not have a catastrophic effect on the company or individuals if compromised or destroyed. Emails and documents, for example, that do not contain any sensitive information are another example.

Data with a low level of sensitivity is meant to be shared with the general audience. Take, for instance, the content of a public website.

Practices for data sensitivity

The terms high, medium, and low are relatively generic, so it’s advisable to select labels for each sensitivity level that make sense for your company. The following are two popular models:









	
Sensitivity


	
Option#1


	
Option#2


	
Example





	
High


	
Confidential


	
Restricted


	
Customer personal data, FISMA-protected information, privileged credentials for IT systems, protected health information (HIPAA), Social Security numbers, intellectual property, and employee records





	
Medium


	
Internal Use Only


	
Sensitive


	
Internal communications that do not include confidential data, supplier contracts, IT service management information, student education records (FERPA), telecommunication systems information





	
Low


	
Public


	
Unrestricted


	
Public website content, press releases, marketing materials, and an employee directory






Table 8.2: Sensitivity level with examples

Data classification types

Content, context, and user selections can all be used to categorize data:


	Content-based classification entails going through and classifying files and documents.

	Context-based categorization entails categorizing files based on metadata, such as the application that created the file (for example, accounting software), the person who wrote the document (for example, finance personnel), or the location where the file was authored or edited (for example, finance or legal department buildings).

	User-based classification entails sorting files by a knowledgeable user’s manual judgment. Individuals who deal with documents can designate their level of sensitivity when they generate the document, after a significant update or review, or before it is distributed.



State and format of data

Data classification has two more dimensions:


	Data is in one of three states: rest, process, or transit. Confidential information must be kept private regardless of the state.

	Data can be organized or unstructured, depending on its format. Human-readable structured data can typically be indexed. Database items and spreadsheets, for example, are structured data. Human readable and indexable data are rare in unstructured data. Source code, papers, and diaries are all types of unstructured data. Structured data classification is simpler and quicker than unstructured data classification.



The building block of data classification

Data categorization is defined as the process of categorizing data into appropriate categories based on its sensitivity for it to be used, stored, and protected more efficiently, lowering the risk of data loss.

Here are seven building pieces that can aid in the development and implementation of an effective data classification program for data security:


	Discover and understand sensitive data: Recognize which data is sensitive to your company and where it is stored in your infrastructure.

	Define the levels of data classification: Define classification levels to categorize data based on your understanding of it. Enforce the classification process with automated methods that are constantly monitored.

	Reduce your data footprint of sensitive information: Ensure that data goal is kept to a minimum and that only authorized individuals have access to the data they require.

	Ensure that data security policies are followed and monitored: Implement data security policies that are simple to comprehend, practical, and enforceable and that they are as automated as possible. While you should trust your employees to protect the data they use, you should double-check. Implement data protection systems to automate and monitor data security.

	Develop a data-aware culture: Employees’ day-to-day actions should include data awareness, and persistent categorization should be used to keep classified data safe.

	All systems and processes use the infix classification: To reduce the danger of a data breach, integrate classification expertise into current corporate processes and systems.



Data classification process

Depending on the project’s goals, the data classification procedure varies slightly. To manage the massive quantities of data that businesses generate every day, most data classification efforts require automation. Various best practices lead to effective data classification projects in general. The following diagram will help you understand the process:
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Figure 8.3: Data classification process

Define the data classification process’s objectives


	What exactly do you want to find? Why?

	Which systems are relevant for the initial classification step?

	What rules do you have to follow in terms of compliance?

	Do you have any more business goals in mind? (For example, risk management, storage optimization, and analytics)



Classify data types


	Determine the types of data that the company generates (e.g., customer lists, financial records, source code, product plans).

	Distinguish between private and public data.

	Are you looking for GDPR, CCPA, or other regulated information?



Determine the levels of classification


	How many layers of classification will you need?

	Each level should be documented, along with examples.

	The ability to classify data should be taught to users (if manual classification is planned).



Define the process of automated classification


	Determine which data to scan first and how to prioritize it (e.g., prioritize active over stale, open over protected).

	Determine how often you’ll use automatic data classification and how much time you’ll devote to it.



Define the categories and criteria for classification


	Define and provide examples for your high-level categories (e.g., PII, PHI).

	Define or enable classification patterns and labels that are appropriate.

	Create a procedure for reviewing and validating both user-defined and automatic results.



Define classified data outcomes and use


	Steps for risk mitigation and automated policies should be documented (e.g., move or archive PHI if unused for 180 days, and automatically remove global access groups from folders with sensitive data).

	Define a method for using analytics to improve categorization outcomes.

	Determine what you want to happen as a result of the analytics .



Observe and maintain


	Create a routine for classifying fresh or updated data.

	Review and update the classification process as needed owing to changes in the business or new requirements.



Deep dive into the shared responsibility model

Though not standardized, Shared Responsibility Model is a framework adopted by majority of the CSP that specifies which security duties belong to the CSP and which ones belong to the client. To avoid coverage gaps, businesses employing cloud services must be clear about which security duties they delegate to their provider(s) and which ones they must manage internally.

To learn what the provider covers and what the customer needs to do on their own to secure the company, customers should always check with their CSPs.

Cloud service provider (CSP) responsibilities

Whether it is SaaS, PaaS, or IaaS, the security controls offered by CSPs differ. From SaaS to PaaS to IaaS, the duty of the customer typically grows.

Typically, servers and storage are the sole responsibility of CSPs. They set up the actual data centers, networks, and other gear, such as virtual machines (VMs) and discs, that power the infrastructure and protect and patch the infrastructure itself. In IaaS contexts, CSPs are often only accountable for these tasks.

CSPs take on more duties in a PaaS environment, such as virtualization, runtime, networking, OSes, and runtime security. CSPs also offer application and middleware security in a SaaS environment.

Each provider and consumer may have different security obligations. CSPs providing SaaS-based products, for instance, may or may not give customers access to the security measures they employ. Contrarily, IaaS providers frequently provide built-in security mechanisms that let users observe and access CSP security tools, some of which may even have customer-alerting capabilities.

Customer responsibilities

Customers are often responsible for the application, middleware, virtualization, data, OS, network, and runtime security in IaaS clouds in addition to the CSP security measures mentioned earlier. Customers can supplement, replace, or overlay built-in cybersecurity methods in IaaS infrastructures like Amazon Virtual Private Cloud (VPC) or Microsoft Azure Virtual Network (VNet), for instance. They often just handle application and middleware security in PaaS setups, which reduces their security workload. Even less duty falls on the client in SaaS environments.

However, regardless of the cloud delivery architecture, the client is always in charge of data security and IAM. The customer is also responsible for compliance and encryption.

Adopting extra controls to further limit risk can be difficult because CSPs control and manage the infrastructure that consumer apps and data operate within. When assessing CSPs and cloud services, IT security personnel ought to become involved as early as possible. To decide whether extra safeguards will need to be implemented internally, security teams must assess the CSP’s default security tools. By installing one or more network-based virtual security appliances, a corporation can add its security capabilities to cloud environments. Security administrators can fine-tune particular security setups and policy settings with the use of customer-added toolsets. Implementing the same tools in public clouds as they do in corporate LANs is frequently more affordable for many businesses. Administrators will no longer need to manually develop security policies using various security technologies in the cloud. Instead, a single security policy may be developed once and then applied to identical security instruments, whether they are located on-premises or in the cloud.

Core cloud team roles and responsibilities

Adopting the cloud is a difficult and uncertain choice. It’s the decision to forgo complete ownership and control of the local IT infrastructure in favor of hazy cooperation with unaffiliated cloud and SaaS providers. Despite the astounding variety of resources, the cloud offers, mastering it takes expertise.

Finding individuals with the appropriate abilities and knowledge is a crucial component of cloud success. Let’s examine the roles and duties required for success in cloud computing, take a deeper look at a modern cloud team organization, and think about some of the most significant jobs.

Understanding team structures

No cloud team skill set or set of tasks is universal, and there is no single global team structure. A busy business may accommodate many cloud teams, but regardless of the organization, the objectives will be the same. The following will be demanded of cloud teams:


	Create new applications that run in the cloud

	Rebuild existing apps to run in the cloud

	Migrate workloads from a local data center to the cloud

	In the cloud, safeguard and save corporate data cloud architectures and optimize them for running apps workloads that are designed for high availability

	To configure and secure cloud data and apps, create standard policies and processes; control and maximize the use of the cloud

	Use the cloud to execute customized projects



Each of these project examples requires a different set of abilities, know-how, and activities to be completed. As a result, some teams will just require broad competence, while others would need a more narrowly focused approach.

Think of developing a brand-new cloud-based application. Building the proper infrastructure for that application may call for cloud-savvy software developers in addition to cloud architects or engineers. Setting the guidelines for setting and safeguarding cloud resources may call for more involvement from security-conscious cloud technologists and business leaders with in-depth compliance knowledge. The key is to match the cloud team members’ abilities and perspectives to the unique requirements of the project.

The important cloud team tasks and responsibilities are frequently found in a cloud team structure, even though teams are typically modified to match a project’s specific technical and business needs:


	Business executive: Business leaders are often the project stakeholders or executive sponsors who oversee the budget for a cloud project and foresee the concrete advantages from the project’s end. They act as a point of contact between the cloud team and higher management. They also define the objectives of the cloud project, collect data, and assess success.
Many, if not all, of a company’s cloud projects, can be managed by one corporate executive, like a CTO or CIO. In other situations, department or division leaders may be involved in cloud projects, decision-making, the establishment of corporate policies that favor the cloud, and training.


	The project manager: Business executives can manage projects, but they might not have the IT knowledge or skills necessary to organize and manage the technical parts of a cloud project. A project manager is frequently used by a company to close this gap. In a cloud team organization, the project manager acts as a liaison between the project’s stakeholders and the technical team.
Outstanding communicators and motivators are essential for project managers. They are frequently involved in staffing, vendor selection, scheduling, and budgeting and are aware of the project’s technical and business ramifications. They monitor the cloud project’s costs, availability, productivity, and other measurable characteristics using pre-established key performance indicators. Exceptional problem-solvers, project managers can spot and fix issues before they cause delays or go over budget.


	Cloud architect: The cloud architect is a senior IT staff member who has in-depth knowledge and experience with cloud applications, resources, services, and operations. They will be able to recognize the finer distinctions between the services offered by each provider since they have in-depth hands-on expertise with particular cloud environments, such as AWS, Azure, and Google.
Applications are frequently designed with the assistance of cloud architects to ensure that they work well on the cloud. Additionally, they may help build an effective, dependable cloud architecture that provides high availability for apps. The emphasis on design needs those architects to comprehend cloud technologies in-depth and keep up with cloud advances.


	Cloud Engineer: Implementation, monitoring, and maintenance of the cloud are the key duties of a cloud engineer. They build up and manage the architects’ cloud infrastructure. Engineers who can set up and configure resources, including servers, storage, networks, and various cloud services, are required to do this. There may be a large amount of automation involved. Multiple engineers may work on a project to concentrate on various aspects of cloud operations, including networks, computation, databases, and security. Engineers will be the first to offer support and upkeep after the cloud infrastructure has been configured. For instance, engineers would be contacted to look into the metric reports of a cloud application’s performance flaring. Engineers frequently handle project reporting and documentation.

	Cloud security expert: While cloud service providers are in charge of cloud security, cloud users are also in charge of it. This is the shared responsibility idea that AWS popularized.
Occasionally, a cloud security specialist supervises the designed infrastructure and software being developed, ensuring cloud accounts, resources, services, and apps adhere to security standards. Security experts also examine activity logs, search for vulnerabilities, conduct event post-mortems, and provide recommendations for security upgrades.


	Cloud compliance expert: Business data is protected from misuse, loss, and theft by policies and practices that govern access to and use of the data. Major compliance regulations, including HIPAA, PCI DSS, and GDPR, are being accommodated by cloud service providers. Compliance experts consult with legal staff and comprehend and keep track of cloud compliance certifications. To satisfy changing requirements, they also design, implement, evaluate, and update procedures. In certain companies, the project’s business manager, security experts, or an existing corporate compliance officer may be in charge of compliance. Compliance experts collaborate extensively with the security team since security and compliance have such close ties.

	Analyst: Systems and performance analysts gather metrics and make workload capacity and performance stay within acceptable bounds, although major issues or interruptions are often directed toward engineers and architects. To suggest more updates or enhancements, they might keep an eye on help desk tickets and categorize incidents.



Recommended approach best practices for data classification

By following best practices, businesses can guarantee that their data classification procedures are successful and that they get the most value out of them. They also want to avoid the pitfalls of incorrect data classification, which can leave a long-term unfavorable impression of this important data protection tool.

Six steps are recommended for creating a strong and effective data classification policy:


	Implement data classification that is automated, real-time, and durable. The proper automation system scan streamlines the data classification process by automatically evaluating and categorizing data according to predefined specifications.

	Make the decision to classify your data. Support from the top down and across the executive team helps popularize the initiative. It establishes the expectation that classification is a top priority and that everyone is expected to participate. It also indicates that the company appreciates its data, and that proper data security and handling are part of the company culture.

	Instill a data-privacy-aware culture in your organization.

	Shrinking your footprint requires educating data producers, consumers, and owners on their roles and responsibilities in protecting sensitive data as well as empowering them to assist in reducing your exposure. Annual privacy and security training is conducted by many companies. However, finding ways to instill a constant sense of privacy and security awareness in employees’ daily actions is preferable.

	From the start, collaborate with IT and the business. Organizations will be able to provide advice, assistance, and permission at every step of the process by adopting a consistent and repeatable procedure with IT.

	Reduce the size of the sensitive data footprint. Data protection is becoming increasingly tough in today’s world of ever-expanding data warehouses. It is tough to avoid data breaches with such a large amount of sensitive data. To protect people’s privacy, organizations should erase what isn’t needed and decrease the number of sites where data is stored. Data classification aids in the discovery of redundant, unnecessary, out-of-date, and forgotten data, allowing it to be deleted from the system. Data is easier to protect when an organization’s sensitive data footprint is decreased.



Conclusion

Massive sharing of infrastructure resources, such as compute, network, storage, management, and security, in a multi-tenanted environment enabled by virtualization technologies, particularly with users who span different organizations and security needs, creates a “shared virtual computing environment” where users/organizations are no longer separated by physical server racks and networks. It’s difficult to tell where data is kept and how it’s organized inside a cloud. For IT employees, end users, and regulators, the lack of visibility and the capacity to regulate, audit, and verify raises a slew of security and compliance issues.

While the cloud community continues to grapple with these new threats, virtualization technologies continue to evolve at a breakneck pace. The advent of Linux Containers and Dockers, software-defined networking that allows for much finer control, is one example. Furthermore, new applications for current virtualization technologies are being discovered all the time. Organizations should put in place robust governance and risk management systems and controls to continuously monitor and proactively mitigate the growing risk and difficulties to manage such a dynamic risk environment.

Cloud settings can only be used to their full potential if suitable precautions and security measures are implemented. In terms of servers, storage, networks, data, applications, and other security features, the cloud environment is extremely comparable to the on-premises environment. As a result, you’ll need to extend your on-premises security controls to the cloud landscape and integrate them to get a single view and dashboard.

It’s been demonstrated, time and again, that the weakest link is the people who work in an environment and have access to its data. The threat of an insider is difficult to detect and extremely hazardous. Hackers are continually scanning your network with automated scripts and other, more advanced methods. All enterprises must maintain a secure environment. Continuous efforts are needed to proactively identify and remediate such risks and to ensure the following of security best practices and adoption of various industry standards.

Data classification is part of an overall data protection strategy. Once you know what data is sensitive, figure out who has access to that data, and what is always happening to that data. That way, you can protect your sensitive data and keep your organization from appearing in an unfortunate headline.

In the next chapter, we will understand the importance of regulatory requirements and business continuity in detail. We will talk about the overall approach and how to adopt this in the ecosystem of any organization.

Questions


	What are the various components of private cloud infrastructure?

	What are the different deployment models in the cloud?

	What are the various principles you will leverage to secure your cloud components?

	How will you secure the virtualization layer of the cloud landscape?

	What do you mean by sprawl VM?

	How can you keep your storage safe on the cloud?

	What are the risks associated with private cloud?

	How will you secure the private cloud?

	Define hybrid cloud security.

	What are the security challenges you have with the hybrid cloud?

	What is the benefit of adopting a multi-cloud strategy for a business?







Section - III

Assurance Framework (the RUN Mode) and Adoption of Regulatory Standards


In this section, we will explain the importance of different regulatory compliance and standards and their association with different geo boundaries and business types. This section will explain the adoption and monitoring of the effectiveness of the cybersecurity strategy for any organization.





CHAPTER 9

Importance of Regulatory Requirements and Business Continuity


In the previous chapter, we studied the concepts of vulnerability management and application security and how they should be adopted in your security strategy.

This chapter will focus on the approach to identify the appropriate compliance requirement against any enterprise. Once the requirement is confirmed, we will also talk about how it will be aligned with business requirements and serve the purpose of protecting the digital assets of an organization.

This chapter will help us understand various deciding factors which help an organization select the regulatory standards they need to follow. We will also understand different compliance that will be applicable as a common framework and as a recommended approach.

Cybersecurity is a critical component of the Business Continuity plan (BCP) of any enterprise. Along with its policies and processes mapped to core technologies and business applications, the protection of sensitive data must be taken into consideration. This chapter will focus on the general overview of business continuity and its modules, integration of cybersecurity and BCP, and alignment of business continuity with required compliance standards. We will also look at the best practices we should consider while implementing business continuity for cybersecurity.

Structure

In this chapter, we will discuss the following topics:


	Overview and concept understanding of compliance

	Definition and type of data subjected to compliance

	Importance and business benefits of regulatory compliance

	Understanding of various cybersecurity frameworks (NIST, ISO/IEC 27001, CIS, and PCI DSS)

	Business alignment with framework and regulations

	Cloud-based compliance requirement and widely adopted compliance requirement

	Selecting the right compliance for your ecosystem

	Approach and methodology to develop the compliance program

	Alignment of organizational compliance with security goals

	Overview and concept understanding of business continuity

	Importance of business continuity

	Plan development - BCP including key components

	Business continuity management

	Mapping of business continuity with associated standards and compliances

	Business Impact Analysis (BIA)

	Recommendation for integration cybersecurity with business continuity

	Recommendation to adopt compliance for your organization



Objectives

After completing this chapter, you should have an in-depth understanding of how cybersecurity compliance and business continuity operates in the security space and their alignment with business.

The chapter will also help you get a fair understanding and adopt various compliance requirements and business continuity for your organization by defining the next steps to execution and recommendations.

Overview and concept understanding of compliance

As new industry standards and regulatory laws affect all firms, cybersecurity compliance is becoming a driving factor behind business performance.

Industry standards organizations and governments are attempting to police cybersecurity by developing more strict compliance criteria as the number and severity of cyberattacks rise. Compliance regulations, on the other hand, frequently lag the threat of cyberattack. As a result, to keep ahead of changing compliance requirements, businesses must develop a security-first strategy for cybersecurity.

Compliance definition

Compliance is defined as adhering to regulations and fulfilling requirements in general. Compliance in the context of cybersecurity refers to the creation of a program that implements risk-based controls to protect the integrity, confidentiality, and accessibility of data that is stored, processed or transferred.

However, there is no single standard or rule that governs cybersecurity compliance. Different standards may overlap depending on the business, causing confusion and extra work for organizations that rely on checklists.

The Health Insurance Portability and Accountability Act (HIPAA) applies to the healthcare industry, but if a provider takes payments through a point-of-service (POS) device, it must also adhere to the Payment Card Industry Data Security Standard (PCI DSS). Companies that serve consumers or do business with persons in the European Union must comply with the EU General Data Protection Regulation (GDPR), and businesses with clients in California must comply with the California Consumer Privacy Act (CCPA) if they meet certain conditions.

Furthermore, the landscape of cybersecurity compliance is shifting as compliance requirements transition from control-based to risk-based.

Types of data subjected to compliance

The protection of sensitive data, such as personally identifiable information (PII), protected health information (PHI), and financial information, is the focus of cybersecurity and data protection laws and regulations. A few examples listed below will help you to understand this better.


	Any information that may be used to identify a specific person is considered PII.

	Information that could be used to identify a person and facts about their health history or treatments is considered PHI.

	Financial information comprises payment methods, credit card numbers, and other facts that could be used to steal a person’s identity or financial assets. For example, stolen credit card numbers can be used to make unlawful transactions.



Regulatory compliance definition

In a simple term, Regulatory compliance refers to a company’s adherence to all applicable state, federal, and international laws and regulations. Specific criteria vary widely by industry and kind of firm.

The HIPAA of 1996, the Sarbanes-Oxley Act of 2002, and the General Data Protection Regulation (GDPR) of the European Union are all instances of regulatory compliance regulations. Regulatory compliance (following the rules of the government) is distinct from other aspects of company compliance (such as following internal policies and rules).

While all are necessary for ensuring company integrity, safety, and ethical behavior, understanding the differences is beneficial.

Regulatory compliance entails adhering to state, federal, and international legal regulations. Observing company policies and procedures, on the other hand, entails adhering to the organization’s internal obligations. Both, on the other hand, promote workplace accountability.

Importance of regulatory compliance

The sheer volume of rules, regulations, standards, and guidelines has expanded enormously during the previous 100 years or so. Compliance is no longer limited to the financial services and healthcare industries; it now affects every business and has become an integral element of daily operations:


	The regulatory landscape is always evolving: The compliance target is always changing as the regulatory environment changes. Something may change just as you’ve reached full compliance, and you’ll need to adjust your strategy to stay in compliance. You must be able to modify your business; else, you risk losing it.

	Non-compliance: If your company doesn’t follow the rules, you risk facing legal action and financial penalties. Regulatory compliance ensures that your company’s assets and reputation are safeguarded. Building trust with customers, prospects, and vendors takes time, and one of the most important aspects of that is your ethical behavior. 
Compliance lays the groundwork for your company’s reputation to be built on. One misstep in compliance might sometimes be all it takes to shatter trust that has been earned over many years. You may potentially lose access to specific sectors of your consumer base if you don’t follow compliance requirements.


	It safeguards your business: Rules are in place for a reason: they safeguard your company and its employees and consumers. Failure to comply with regulatory compliance standards might expose you to more than just fines. These regulations aren’t in place to make life more difficult for you (although, in reality, they often do). Following the rules benefits both your organization and the people who work for it.



Business benefits of cybersecurity compliance

Following the discovery of a data breach, organizations subject to industry or regional cybersecurity standards are compelled by law to comply and implement the steps outlined. If a breach occurs, companies that are determined to be non-compliant may be subject to harsh fines and penalties. Strict adherence to cybersecurity compliance rules decreases the likelihood of a data breach and the costs of reaction and recovery, as well as the less-quantifiable consequences of a breach, such as reputation harm, business interruption, and loss of business.

By ensuring that your customer’s sensitive information is safe and secure, you can safeguard your brand, maintain consumer trust, and increase customer loyalty. Additionally, your company will profit from increased operational efficiency with clear and consistent systems for handling, storing, and utilizing sensitive data.

Beyond the legal necessity to secure sensitive data, meeting regulatory compliance standards and criteria have many benefits for businesses. Implementing appropriate safeguards and security measures to protect sensitive customer and employee information strengthens your company’s security posture and intellectual property like trade secrets, software code, product specifications, and other information that gives your company a competitive advantage.

Consequences of non-compliance

Every year, non-compliance with regulatory standards costs organizations around the world billions of dollars. As data laws and regulations become more stringent, this will only increase. However, losses go beyond merely fines and penalties. Businesses that don’t comply run the real risk of security lapses, lost productivity, damaged reputations, and more.

According to estimates, the cost of non-compliance is more than three times more than the cost of compliance. In reality, a single non-compliance incident costs organizations $4 million on average. It would be prudent to take non-adherence seriously and put the necessary procedures in place given the consequences. Here is a list of the penalties for non-compliance that you could encounter.

Legal repercussions

To lessen the danger of a security breach, businesses are obligated by law to abide by privacy and data protection standards. Any failure will result in the following legal ramifications:


	Fines and penalties: Organizations that violate privacy rules may face fines and penalties from the regulatory agencies in charge of implementing those standards. Depending on the level of non-compliance and the regulatory authority in charge of the matter, these sanctions may change. For instance, GDPR fines can cost a business up to 4% of its topline revenue.

	Regulatory scrutiny: It is not easy to recover from a security breach that occurred as a result of non-compliance. Businesses may continue to be subjected to expensive regulatory audits for years to come even after paying fines and penalties.

	Imprisonment: Regulatory standards require businesses to take the required precautions to safeguard client data. In the worst circumstances of non-compliance, firm owners, directors, and executives may also face criminal negligence charges and prison time.



Consequences for business

In many cases, the financial ramifications of the commercial penalties of non-compliance may be minimal, but the harms might be extremely extensive. The following is a list of typical business repercussions:


	Corporate disruption: Non-compliance can seriously harm a business organization as part of its cascading effect. Customers would lose faith in a company that can’t protect their data privacy and could switch to competitors. Additionally, an organization’s capacity to make crucial economic investments will be harmed by the costs associated with fines, lawsuits, etc.

	Loss of revenue: Businesses may be forced to temporarily halt operations as a result of non-compliance. A firm could be destroyed due to the extremely high overhead costs of running an unoccupied company. Most businesses never fully recover from a significant data breach disaster for this reason.

	Breach of security: Any security breaches arising from non-compliance may cause the loss of important corporate data. Sold data is a common source of income for cybercriminals. As they cope with other non-compliance issues, businesses cannot afford this.

	Reputational damage: If the public learns about non-compliance problems or security breach instances, the organization’s reputation may suffer long-term damage. Customers will start to lose faith in the business, and it can be a while before it can reclaim its prior reputation.



Understanding of cybersecurity frameworks

A cybersecurity framework is a set of controls that, when implemented, results in a fully working cybersecurity program. Although dozens of distinct frameworks fulfill the demands of different businesses, the NIST Cybersecurity Framework and ISO-27000 are two of the most common cybersecurity frameworks. Some frameworks are tailored to certain industries, while others simply differ in terms of language and rules. In the United States, 84% of businesses have a cybersecurity framework in place, with 44% having several frameworks. We propose focusing on the NIST Cybersecurity Framework in this chapter, which is widely regarded as the gold standard for developing a cybersecurity program. Let’s get started by discussing a few cybersecurity frameworks.

NIST

The National Institute of Standards and Technology (NIST) is a government-funded organization that has issued several cybersecurity standards. The NIST Cybersecurity Framework, NIST 800-53, and NIST 171 are all available. While all three frameworks have a lot in common, their structure and controls differ slightly due to their different use cases. Let’s take a look at each one.

The NIST Cybersecurity Framework is the most comprehensive of these frameworks, and it is intended to be used by any enterprise interested in developing a cybersecurity program. The framework’s security controls are divided into five main functions: identify, protect, detect, respond, and recover. According to a poll of IT professionals conducted by Tenable, 70% of respondents claimed that they implemented the NIST CSF framework because it is a best practice.

There are five key functions of the NIST Cybersecurity Framework, as shown in the following image:
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Figure 9.1: Key components of NIST Cybersecurity Framework

Let’s look at each one in detail:


	Identity: The goal of identify is to build the foundation for a successful cybersecurity program. Conducting a risk assessment, inventorying IT assets, and developing a complete risk management strategy are some of the controls included in this category. Your organization may ensure that controls are properly applied to secure the most vital business processes and most valuable data by identifying risks and documenting where sensitive data is maintained.

	Protect: The protect role entails putting technology in place and developing processes to assure data security. Security awareness training for staff, the use of protective technology like antivirus software, and access controls are all examples of these controls.

	Detect: It’s crucial to catch any cyberattacks early. When a company’s private or customer information is sold on the dark web, many companies are unaware that they have been hacked. The NIST Cybersecurity framework’s Detect function includes rules to ensure that your company detects possible events as soon as they happen.

	Respond: Incidents can arise regardless of how well-prepared your cybersecurity is. Controls in the response function ensure that your company can respond to a cybersecurity problem quickly and effectively. Seconds count when an accident occurs.

	Recover: It can take a long time to recover from a cyberattack. You must manage your brand’s reputation, restore IT assets’ operation, and keep your systems clean. Lessons learned, pre-incident recovery planning, and recovery process testing are all covered by controls in the recover function.



NIST 800-53

NIST 800-53 is a framework established primarily for federal government entities in the United States. NIST 800-53 is more than 10 times as long as the NIST Cybersecurity Framework. The families of NIST 800-53 are as follows:


	Access control: These safeguards ensure that only authorized users have access to essential systems and data. End users (workers) must be trained to appropriately prevent, identify, and respond to cybersecurity problems, according to the Security Awareness and Training control family.

	Audit and accountability: These measures are intended to give records for auditors to understand and hold users and administrators responsible for cybersecurity.

	Configuration management: This entails configuring information systems for maximum security. Change management and security impact assessments are just a couple of examples of controls.

	Contingency planning: This category includes incident and contingency planning to provide the best reaction possible.
Identification and authentication: The identification and authentication family is aimed at ensuring that users are properly authenticated when accessing sensitive data or using networks. Controls include the forms of authentication to be utilized, encryption, and authentication policies and procedures. The incident response family is concerned with ensuring that systems are in place for promptly responding to and resolving events. Incident response training, incident handling, incident monitoring, and incident management are some of the controls.

Maintenance: This family is concerned with keeping systems in good working order. Timely maintenance, controlled maintenance, and non-local maintenance are all examples of controls. The media protection family of controls includes measures for protecting media, such as stored media, media access, and media sanitization.


	Physical and environmental security: It’s exactly what it sounds like: physical and environmental security. This group of controls has less to do with cybersecurity and includes things like disaster recovery preparation, emergency power, emergency lighting, and fire safety.

	Cybersecurity requires planning. Controls for constructing a system security plan, standards of behavior, and information security architecture are included in NIST 800-53 planning.

	Personnel security: This family deals with security issues resulting from personnel on the premises and includes controls like screening, termination, and personnel rules and procedures.
Risk assessment: This collection of controls specifies how a risk assessment should be conducted and procedures for doing it and vulnerability scanning. These controls cover the system development lifecycle, the acquisition process, and information system documentation, among other things.


	Protection of systems and communications: These procedures are intended to reduce the danger of common cyberattacks like distributed denial of service and malware. Encryption, segmentation, and VoIP security are only a few of them.

	The integrity of organizational information systems: These controls are aimed at ensuring the integrity of the organization’s information systems. Error handling, spam protection, memory protection, and fail-safe procedures are some of the controls.



NIST 800-53 was created for government agencies. You can’t do much better if you run a large company and require a precise standard for putting together a cybersecurity program. NIST 800-53 gives detailed data for each control that must be applied to ensure that your team can manage a comprehensive cybersecurity program.

ISO/IEC 27001

The International Organization for Standardization and the International Electrotechnical Commission released ISO/IEC 27001 as a cooperative framework for information security. The ISO/IEC 27001 standard was last updated in 2013, and there have been a few minor revisions since then. The ISO/IEC 27001 standard aims to define the standards for a security management system (ISMS). Organizations utilize the ISO/IEC 27001 framework to manage the security of assets such as financial information, employee data, intellectual property, and information provided by third parties. In the ISO/IEC 27001 family, there are over a dozen standards. Following the successful completion of an audit, organizations might be certified by the accreditation authority.

Management must comply with ISO/IEC 27001 by examining the organization’s information security risks systematically, taking into account threats, vulnerabilities, and consequences.

To address risks that are judged unacceptable, design and execute a coherent and complete set of information security controls and/or alternative types of risk treatment (such as risk avoidance or risk transfer).

Adopt an overarching management strategy to guarantee that the organization’s information security measures continue to satisfy its needs on an ongoing basis.

CIS

The Center for Information Security is abbreviated as CIS. The CIS Framework was created in 2008 to assist small and mid-sized businesses with their complicated cybersecurity needs. There are three types of CIS Framework Controls: basic, foundational, and organizational. Controls from CIS are designed to be easily applied to any industry or sector, including healthcare, retail, banking, and government. The CIS Framework was intended to shift the conversation away from what should my company do and toward what should we ALL be doing to improve security on a large scale. Many CIS controls can be traced back to NIST and ISO standards.

The CIS guidelines provide 20 critical security controls (CSC) that businesses should apply to mitigate or prevent attacks on known vulnerabilities. These controls are created to be implemented, enforced, and monitored automatically. The CIS security controls provide simple, actionable cybersecurity advice.

The Audit Guidelines for the CIS Consensus

The following are some of the objectives:


	Cyber offensive is being used to inform cyber defense, with a concentration on high-payoff sectors.

	Assuring that security investments are directed toward the most serious threats.

	Increasing the use of automation to enforce security controls, reducing the risk of human error.

	To collect the finest ideas, use consensus processes.



Basic controls

The following image depicts the basic controls in CIS:
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Figure 9.2: Basic controls of CIS

Let’s look at each one in detail:


	Hardware asset inventory and control: Your company should be aware of which computers and servers are in use and what data they contain.

	Software asset inventory and control: Software flaws are a common source of incidents and breaches.

	Continuous vulnerability management: Acquire, assess, and act on fresh information continuously to discover vulnerabilities, remediate them, and reduce the window of opportunity for attackers.

	Processes and methods for tracking: Controlling, preventing, and correcting the use, assignment, and configuration of administrative privileges on computers, networks, and applications.

	Secure hardware and software configuration: To prevent attackers from abusing insecure services and settings, establish, implement, and actively monitor (track, report on, and fix) the security configuration of mobile devices, laptops, servers, and workstations using a rigorous configuration management and change control methodology.

	Collect, maintain, and analyze: Audit records of events that could assist detect, comprehending, or recovering from an attack are important.



CIS fundamental controls

Here are the fundamentals of CIS controls:


	Protections for email and web browsers

	Anti-malware protection

	Limitations and controls for network ports, protocols, and services

	Recovering data capabilities

	Firewalls, routers, and switches are examples of secure network devices

	Boundaries defense

	Protection of data

	The need to know determines who has access

	Access control through Wi-Fi

	Controlling and monitoring your account



CIS controls at the organizational level

These are the CIS controls that should be applied at the organizational level:


	Create a program for security awareness and training

	Software application security

	Management and response to incidents

	Red team exercises and penetration tests



The Offense Informs Defense principle underpins the CIS Critical Security Controls. Knowing what kind of attacks have compromised systems in the past and how they were carried out might help you plan your future offense and secure your system from future attacks.

PCI DSS

The PCI DSS is a data security standard developed by the main credit card firms for businesses that process credit cards. The PCI Security Standards Council manages the PCI Standard, which is imposed by credit card companies. To assist in preventing credit card fraud, the PCI DSS was established to improve controls and security around cardholder data. They essentially aim to ensure that firms store, process, and transfer cardholder data with a minimum level of security. PCI DSS compliance is critical if your business takes credit card payments. Otherwise, if your data is stolen, your customers’ personal information may be compromised, and you will be held liable.

According to Century Business Solutions, almost 80% of organizations failed their initial PCI compliance evaluation. PCI DSS compliance is the new standard for credit card security, so your company must commit to fulfilling these standards.

The quantity of transactions processed by your company is used to validate PCI DSS compliance:


	Smaller volumes external Self-Assessment Questionnaire (SAQ)

	Moderate quantities Qualified Security Assessor (QSA)

	Internal Security Assessor (ISA) for a specific company — higher volume; includes issuing a Report on Compliance.



The PCI DSS includes 12 compliance standards, which are divided into 6 control goals groupings:


	Create and maintain a safe network and systems

	Protect the personal information of cardholders

	Keep a vulnerability management program going

	Implement strong access control measures

	Monitor and test networks regularly

	Keep an information security policy in place



Based on the value of transactions processed annually and the level of risk addressed, PCI compliance is divided into four tiers/levels:


	Level 1: Annual transaction volume exceeds 6 million

	Level 2: Annual transactions of between 1 and 6 million

	Level 3: Annual transaction volume ranges from 20,000 to 1 million

	Level 4: Annual transactions of less than 20,000



Depending on various factors, each firm will have unique needs and expectations. If your company accepts credit cards, we recommend talking to a certified compliance specialist to ensure that you’re following all applicable laws and regulations.

Business alignment with framework and regulations

At least one security requirement applies to almost every company. The challenge is figuring out which ones apply and interpreting which policies and controls are required to achieve compliance.

The following content lists the many cybersecurity frameworks and regulations and what they regulate, and which companies would be susceptible to the act’s scope. While this is not a consolidated list, it primarily takes care of the majority of the coverage:








	
Standard


	
What it controls


	
Business alignment





	
National Institute of Standards and Technology (NIST)


	
By merging current standards, guidelines, and best practices, this framework was designed to give customizable guidance for managing and reducing cybersecurity-related risk. It also aids internal and external stakeholder communication by establishing a consistent risk vocabulary across sectors.


	
While this is a voluntary framework, it is one of the most widely suggested and cited recommendations that any business can use to lower overall security risk.





	
Center for Internet Security Controls (CIS)


	
Protects your company’s assets and data from well-known cyber threats.


	
Businesses are interested in bolstering internet of things security (IoT).





	
ISO 27000 Family


	
This set of standards specifies security requirements for the implementation of security controls in information security management systems (ISMS).


	
These rules are broad in scope and can be applied to several businesses. This set of regulations can be used by any company to evaluate its cybersecurity procedures.





	
ISO 31000 Family


	
Principles of implementation and risk management are governed by this collection of rules.


	
These rules are broad in scope and can be applied to various businesses. This set of regulations can be used by any company to evaluate its cybersecurity procedures.





	
Health Insurance Portability and Accountability Act (HIPAA) / HITECH Omnibus Rule


	
The bill is divided into two sections. People who are transitioning between occupations or who have been laid off are protected by Title I. By converting to electronic data, Title II aims to make the healthcare process easier. Individual patient privacy is also safeguarded. The HITECH / Omnibus Rule broadened this much further.


	
Any company that deals with medical information. Doctors’ offices, hospitals, insurance firms, business associates, and employers are among those who fall in this category.





	
Payment Card Industry Data Security Standard (PCI-DSS)


	
This is a set of 12 rules aimed at reducing credit card fraud and safeguarding client data.


	
Credit card information is handled by businesses.





	
General Data Protection Act (GDPR)


	
This law governs European Union individuals’ data protection and privacy.


	
Any corporation that conducts business in the European Union or handles the personal data of European Union citizens.





	
California Consumer Privacy Act (CCPA)


	
Residents of California have a right to privacy and consumer protection.


	
Any company doing business in California that gathers personal data from customers, including for-profit companies.





	
American Institute of Certified Public Accountants (AICPA SOC2)


	
The secrecy of systems that process user data and its security, availability, processing integrity, and privacy.


	
Data-processing service organizations.





	
Sarbanes-Oxley Act (SOX)


	
This law mandates that businesses keep financial records for up to 7 years.


	
Boards, management, and public accounting firms of publicly-traded companies in the United States.





	
Control Objectives for Information and Related Technologies (COBIT)


	
By connecting business and IT goals, this framework was created to assist enterprises in managing information and technology governance.


	
Organizations in charge of information quality control and business operations that include technology. Audit and assurance, compliance, IT operations, governance, and security and risk management are some of the domains covered.





	
Gramm-Leach-Bliley Act a (GLBA)


	
This statute made it possible for insurance firms, commercial banks, and investment banks to operate as a single entity. In terms of security, it requires businesses to safeguard clients’ and customers’ personal information.


	
“Financial institutions” defined as “...businesses that offer financial products or services to individuals, such as loans, financial or investment advice, or insurance,” according to this statute.





	
Federal Information Security Modernization Act (FISMA)


	
This statute declares information security to be a national security issue. As a result, it requires all government agencies to adopt a mechanism for safeguarding their information systems.


	
This statute applies to all federal agencies.





	
Federal Risk and Authorization Management Program (FedRAMP)


	
Across the federal government, cloud services are available.


	
Departments and agencies within the executive branch.





	
The Family Educational Rights and Privacy Act (FERPA)


	
The act’s Section 3.1 focuses on safeguarding student educational records.


	
Academy, colleges, seminaries, technical schools, and vocational schools are all examples of post-secondary institutions.





	
International Traffic in Arms Regulation (ITAR)


	
The sale of defense items and services is regulated (providing critical military or intelligence capability)


	
Anyone who manufactures or sells defense products or services.





	
Children’s Online Privacy Protection Rule (COPPA)


	
Personal data regarding children under the age of 13 is collected online.


	
Any person or entity that is subject to US jurisdiction.





	
NERC Critical Infrastructure Protection Standards (NERC CIP Standards)


	
Boost the electricity system’s security in North America.


	
Owners and operators of large-scale power systems.






Table 9.1: Mapping of different standards with business vertical

Cloud-based compliance requirements

The excitement surrounding cloud technology’s quick expansion and adoption led to the birth of a slew of standards and open-source projects aimed specifically at cloud users and their requirements. As a result, there is a lot of uncertainty in the industry about which standards are the best to use, which is a huge cloud compliance concern for businesses.

Organizations that utilize cloud technology — or are considering adopting cloud-based services — must ensure that the cloud providers they choose adhere to established standards and best practices.

This section will help IT and IS leaders learn about cloud compliance standards, how to ask present and potential cloud providers about their efforts to comply with certain standards, and how to choose the right standards for their company.

Organization developing cloud compliance

Several professional and technical organizations deal with different elements of cloud technology, each with its own set of standards, guidelines, and advice for successful cloud implementation. Here are few of the known organization who are contributing towards this development.


	Customer Council on Cloud Standards (CSCC): CSCC is an end-user support group that examines cloud standards, security, and interoperability issues as well as the adoption of cloud technologies. It has written several white papers and articles about cloud-related topics. It has been replaced by the Cloud Working Group, which deals with cloud-related topics.

	DMTF: DMTF develops appropriate standards to assist in the administration of existing and new technologies, such as the cloud. Working groups, including the Open Cloud Standards Incubator, Cloud Management Working Group, and Cloud Auditing Data Federation Working Group, delve deeper into cloud concerns.

	European Telecommunications Standards Institute (ETSI): ETSI’s main focus is telecommunications standards development. Technical Committee CLOUD, the Cloud Standards Coordination project, and the Global Inter-Cloud Technology Forum are just a few of the organization’s cloud-focused initiatives.

	Open Grid Forum (OGF): Grid computing, cloud computing, sophisticated digital networking, and distributed computing technologies are all developed by the OGF. The Open Cloud Computing Interface working group, which has established various cloud operating specifications, including the OCCI Core specification and the OCCI Infrastructure extension, is one of the organization’s cloud-focused initiatives.

	Open Commons Consortium (OCC): The OCC is a non-profit organization that promotes the use. Formerly known as the Open Cloud Consortium, OCC manages cloud computing and data commons (an open knowledge repository) resources for various academic and scientific research projects.

	Organization for the Advancement of Structured Information Standards (OASIS): This non-profit organization creates open standards in the areas of security, cloud computing, the Internet of Things, and disaster preparedness. OASIS Cloud Application Management for Platforms, OASIS Identity in the Cloud, and OASIS Topology and Orchestration Specification for Cloud Applications are some of the cloud technical committees it has.

	The Open Group: This group of technology companies collaborates to provide standards and accreditations for a wide range of IT concerns. Mobility, big data analytics, and cloud computing are the focus of its Open Platform 3.0 Forum working group’s efforts.

	TM Forum Cloud Services Initiative: The TM Forum is a global network of technology companies that works together to solve problems. Its Cloud Services Initiative is a tool for developing cloud standards that may be used by both technology companies and users.



Widely adopted cloud compliance

Several professional and technical organizations deal with different elements of cloud technology, each with its own set of standards, guidelines, and advice for successful cloud implementation.

NIST and ISO are two organizations that have created several cloud-related standards. Examine a selection of current, widely used cloud compliance standards from each of these standard’s bodies.

NIST

NIST creates and disseminates standards primarily for government use but also for commercial enterprise. Its special publications (SP) series of standards are widely utilized in the public and private sectors and include the following:


	NIST SP 500-291 (2011) - NIST cloud computing standards roadmap: This document compiles available cloud computing standards and analyses standard priorities as well as gaps in the standards.

	NIST SP 500-293 (2011) - U.S. government cloud computing technology roadmap: This document lays out a comprehensive foundation and structure for cloud computing infrastructures. Although it was created for government use, it can also be utilized in the commercial sector.

	NIST SP 800-144 (2011) - Guidelines on security and privacy in public cloud computing: These standards outline best practices for building a secure environment in public cloud services and includes recommendations.

	NIST SP 800-145 (2011) - The NIST definition of cloud computing: This standard explains key characteristics of cloud computing and acts as a comparison point for cloud services and deployment methodologies. It also serves as a starting point for conversations about cloud computing and how to make the most of it.

	NIST Cloud computing program: This program includes several advanced technology characteristics and defines a paradigm and framework for constructing cloud infrastructure.



ISO

This is a major international standard-setting body. It creates standards for a wide range of technologies and systems, including the ones listed below:


	ISO/IEC 17789:2014 - Information technology -- Cloud computing -- Reference architecture: The roles, activities, and functional components of cloud computing, and how they interact, are all defined in this standard.

	ISO/IEC 17826:2016 - Information technology -- Cloud data management interface: This standard applies to system developers who build and use cloud storage, as stated earlier.

	ISO/IEC 18384:2016 - Information technology -- Reference architecture for service-oriented architecture (SOA): This standard establishes the terminology, standards, and broad technological ideas that underpin SOA, which is widely used in cloud platforms.

	ISO/IEC 19086-1:2016 - Information technology -- Cloud computing -- Service level agreement (SLA) framework: This standard establishes a framework for drafting service-level agreements (SLAs) for cloud-based services.

	ISO/IEC 19941:2017 - Information technology -- Cloud computing -- Interoperability and portability: The interoperability and portability characteristics of cloud computing are specified in this standard.

	ISO/IEC 19944-1:2020 - Cloud computing and distributed platforms -- Data flow, data categories and data use: This standard explains how data is exchanged between cloud service providers and users.

	ISO/IEC Technical Report 22678:2019 - Information technology -- Cloud computing -- Guidance for policy development: This standard outlines how to create cloud-focused rules.

	ISO/IEC Technical Specification 23167:2020 - Information technology -- Cloud computing -- Common technologies and techniques: These standards cover cloud computing technologies and techniques like virtual machines, hypervisors, and containers.

	ISO/IEC 27017:2015 - Information technology -- Security techniques -- Code of practice for information security controls based on ISO/IEC 27002 for cloud services: This document includes information about the information security aspects of cloud computing and cloud-specific information security policies.

	ISO/IEC 27018:2019 - Information technology -- Security techniques -- Code of practice for protection of personally identifiable information (PII) in public clouds acting as PII processors: This document outlines principles based on ISO/IEC 27002 for the security of PII in public cloud settings.



Selecting the right compliance for your business

IT leaders should perform a study into the numerous cloud compliance standards, working groups, and technical committees detailed in this article to determine appropriate cloud compliance requirements for their organizations. Examine the standards followed by major cloud service providers including Amazon Web Services (AWS) and Microsoft. IT teams are likely to have already done a lot of due diligence on these concerns, so obtaining standard compliance will be critical.

When engaging a third party to create a cloud solution, determine how it adheres to cloud standards. This can be factored into the assessment process.

Examining the most recently available Service Organization Control Type 2 (SOC 2) reports is another technique to assess cloud providers’ compliance activities. The measures implemented by the vendor to secure client data are examined in SOC 2 reports, and the operational effectiveness of such controls is verified. SOC 2 reports can also describe the standards and practices used by cloud service providers to preserve the security and privacy of customer data.

An approach to the compliance program

Data breaches is unavoidable, which means they can affect any business or organization. When cyber threats strike, it might be difficult for your staff to get the tools they need to complete their jobs, and your business may lose revenue.

As a result, everyone in the company or organization must contribute to risk management and practice compliance with constantly evolving security and privacy standards. Without compliance, your firm or organization risks being struck hard by government mandates or having to pay heavy fines.

You can’t let this happen to your organization, whether it’s because of cyber threats or because of non-compliance. So, what options are available to you? Let’s move ahead to create a comprehensive cybersecurity compliance program so that you may not only stay ahead of thieves but also acquire government stamps of approval and avoid fines and bad press.

Identification of the data types and the requirements that may apply

It’s critical to first determine the regulations or legislation you must follow before you can start working toward compliance.

The criteria for compliance vary dramatically from one state to the next, and some apply regardless of where your company is located. The CCPA and the New York Department of Financial Services Cybersecurity Regulation, for example, set rules that can apply to your company in any state if you interact with data covered by these laws.

Then, you need to figure out what kind of data you’re storing and processing, and which states, territories, and nations you’re doing business in. Many regulations impose additional controls on certain types of personal information.

Create a compliance team and CISO appointment

Regardless of the size of your company, you should consider forming a compliance team to examine and manage cybersecurity. Keep in mind that as businesses transfer their key business processes to the cloud, cybersecurity will not (and never will) exist in a vacuum. As a result, you’ll need to establish an interdepartmental process and communicate it to all business and IT divisions.

The great majority of businesses are too tiny to justify paying a six-figure CISO to oversee their cybersecurity and compliance. Part-time cybersecurity management can be assigned to any employee with the appropriate knowledge and work ethics. You may acquire regular reports on the status of your cybersecurity program and compliance activities by selecting an employee to be responsible for corporate cybersecurity and compliance. In the event of a suspected breach, other employees will know who to inform. To determine what compliance standards may apply to your firm, your CISO may wish to contact a cybersecurity company or an attorney.

Create a risk assessment methodology

Organizations of all sizes must participate in the risk analysis process as more standards and regulations focus on taking a risk-based approach to compliance:


	Identify: Identify all information assets and the systems, networks, and data they use.

	Risk analysis: Examine each data type’s level of danger. Determine the sites where high-risk data is stored, transmitted, and collected, and assign a risk rating to those locations.

	Risk evaluation: You must examine risk after you’ve assessed it. Organizations have historically used the following formula:
Risk = (Breach Likelihood x Impact)/Cost


	Risk tolerance set: You must decide whether to transfer, refuse, accept, or minimize the risk after doing a risk analysis.



Risk and vulnerability assessment

Risk and vulnerability assessments are required for almost every significant cybersecurity compliance obligation. These are crucial in determining the most severe security issues in your organization and the controls you already have in place.

Choose the right framework

Understanding your risk profile allows you to select a framework. As a result, think about the following key points to decide on the right framework for your business:


	Coverage amount (breath)

	The number of particulars (depth)

	Classification (overall arrangement of requirements and formatting)

	Terminology unique to the industry



A framework acts as a guideline; nevertheless, the framework you choose is dependent on your company’s environment, so you must select what’s most important to your company and its security and compliance objectives.

Implement technical controls based on framework and risk tolerance

The next stage is to start putting technical controls in place based on your risk tolerance (as determined by the risk assessment) and the cybersecurity regulation you’re following. You can also use a cybersecurity framework as a starting point and then add technical controls to fulfill specific requirements. Some instances of technological controls are as follows:


	Virus protection that is consistent across all endpoints

	Putting a firewall in place

	Putting network monitoring software in place

	Putting log aggregation software in place

	Sensitive data encryption



Set up policies, procedures, and process controls

It’s not only about technology when it comes to cybersecurity. It’s also critical to have risk-mitigation policies and processes in place for both compliance and safety. There is no technical precaution in the world that can prohibit a committed employee from downloading malware onto company systems or visiting unsafe websites.

When you create policies, you ensure that the policies you put in place are secure. Your policies will serve as the foundation for any internal or external audits that are required since they will document your compliance activities and controls. Non-technical controls include the following:


	Employee cybersecurity training

	Policies and procedures that are fully documented (you can find templates here)

	Processes of audit and accountability

	Appointing a Chief Information Security Officer (CISO)

	Conducting vulnerability and risk assessments



When you build an effective risk assessment plan, your compliance team will be able to make changes to existing rules and procedures and create new ones. That’s a good thing because many regulatory bodies want their compliance department to explain how the rules and procedures integrate with the cybersecurity systems they already have in place.

Monitor, review, and respond regularly

All compliance standards are based on how threats change over time. Cybercriminals are always looking for new ways to get data. They prefer to tweak current tactics rather than searching for new weaknesses, known as zero-day attacks. For example, they may construct a new ransomware program by combining two different types of known ransomware programs.

Continual monitoring aids in the detection of new risks. Responding to these hazards before they lead to a data breach is critical to a compliance program’s success. Monitoring that does not respond to an identified threat exposes you to neglect due to a lack of security.

Examine any applicable standards that must be met, and make sure that you test your controls on a regular basis. It’s easy to let cybersecurity slide as firms grow and develop, but by running frequent tests, you can ensure that you stay compliant. It’s a good idea to keep an eye on compliance as new standards emerge and existing ones change, and it’s also necessary to test both technological and process controls regularly. If you are unsure whether you are meeting a compliance requirement, we recommend consulting with a cybersecurity compliance attorney.

Alignment of organizational compliance and security goals

Compliance is a demanding task, both in terms of scope and implementation. Organizations must comply with a plethora of requirements, and the number is growing all the time. The vertical industry, area, type of business services provided, and data gathering activities are just a few of the elements that go into determining which ones apply to a corporation. It’s particularly problematic in practice since the people closest to the technology involved in satisfying major regulatory compliance criteria are frequently outside of the compliance team’s direct management responsibilities, even though the output of their actions is very much within it.

Consider the Health Insurance Portability and Accountability Act (HIPAA) as an example of this last argument. HIPAA has highly detailed standards and implementation specifications that dictate what security controls conforming to firms must be in place, including data encryption, technical monitoring, and user account requirements. Compliance teams are in charge of ensuring that these requirements are met for the vast majority of covered companies. However, many of these teams lack direct control over the technology they are responsible for implementing, operations, and monitoring. Instead, information security teams, broader IT, service providers, or other departments may be in charge of these technologies.

The compliance and security departments may develop a symbiotic connection as a result of this predicament. When a need goes unmet despite investment in other areas, compliance personnel may feel ignored. Compliance operations, on the other hand, may be viewed by technical or security staff as a diversion of funds away from risk-reduction investments. This can be a difficult scenario, but some ways can help you overcome these obstacles or even avoid them altogether. Let’s quickly review the same.

Budgetary alignment

The compliance and security departments may develop a symbiotic connection as a result of this predicament. When a need goes unmet despite investment in other areas, compliance personnel may feel ignored. Compliance operations, on the other hand, may be viewed by technical or security staff as a diversion of funds away from risk-reduction investments. This can be a difficult scenario, but some ways can help you overcome these obstacles or even avoid them altogether.

Setting a multi-year strategic plan that handles budget and spending has several advantages, including the ability to negotiate even contentious prioritizing decisions ahead of time. It also provides for the accounting of soft costs, such as staffing concerns and control operationalization. The argument is that working together on budget priorities can reduce conflicts, prevent animosity over specific investment decisions, and reduce the amount of adjudication necessary by management and/or governance teams when departments disagree.

Strategic alignment

The aims for both the compliance-focused component of the firm and its security teams are implicit in the aforementioned plan, or at least a tentative agreement. Another good strategy is to perform explicit strategic planning that addresses both compliance and security goals as part of this process. Setting a mission for both teams that recognize and, when possible, include the key objectives of the other can assist both sides to decrease efforts and boost efficiencies. When these objectives are linked, possibilities for collaboration that would otherwise go unnoticed develop.

Control alignment

Finally, there are occasional conflicts concerning the priority of controls in terms of time and expense. When looked at closely, however, the exact controls mandated by controlling regulatory standards frequently yield security benefits as well. It’s also beneficial to approach specific controls as a cooperative endeavor between security and compliance, in addition to budgeting and overall goals being aligned. The two departments should specifically discuss which controls are required and where they should be placed.

Summary

The purpose is to compile a list of existing controls as well as those that will be implemented in the future. Understanding what you have today allows you to examine and document current measures that have security and compliance benefits that overlap. It should also point out areas where you’d like to have controls but don’t have them yet. Knowing what you want but don’t have allows you to look for areas where your security and compliance goals can be met with a single expenditure. This aids in the development of a stronger business case, and when combined with budgeting exercises, it may potentially open up new avenues for funding.

Overview and concept understanding of business continuity

The ability of a company to maintain critical functions during and after a crisis is referred to as business continuity. Business continuity planning sets risk management methods and procedures with the goal of preventing mission-critical service outages and resuming full operations as fast and easily as possible.

The basic necessity for business continuity is to maintain critical functions operational during a crisis and recover as quickly as feasible. Natural catastrophes, fires, disease outbreaks, cyberattacks, and other external dangers are all factors to consider while developing a business continuity plan.

Business continuity is critical for businesses of all sizes, but maintaining all functions for the duration of a disaster may not be feasible for any save the largest companies. The first stage in business continuity planning, according to many experts, is determining which functions are critical and allocating the available budget accordingly. Administrators can put in place failover methods once critical components have been identified.

Disk mirroring, for example, allows a company to keep up-to-date copies of data in multiple places, not just the core data center. This prevents data loss and allows data access to continue uninterrupted if one location is disabled.

The proactive approach to ensuring mission-critical operations continue in the event of disruption is known as business continuity planning. Contact information, procedures for what to do in a range of situations, and a direction for when to utilize the document are all included in a thorough plan.

Clear standards for what a company must do to maintain operations are included in business continuity. When it comes time to respond, there should be no doubt about how to proceed with business procedures. The corporation, its customers, and its staff are all at risk.

Various levels of responsiveness are required for proper business continuity. Not everything is mission-essential, so it’s critical to prioritize what needs to stay online and what can wait. It’s critical to be open and honest about your recovery time and point goals.

Importance of business continuity

Business continuity is crucial at a time when downtime is unacceptably high. Downtime can be obtained in several ways. Cyberattacks and harsh weather, for example, appear to be becoming more common. It’s crucial to have a business continuity plan in place that takes into account any potential operational disruptions.

During a crisis, the strategy should allow the company to function at a bare minimum. Business continuity aids a company’s resiliency in the event of a disruption. Consistent business operations save money, time, and the company’s reputation. A long outage could result in financial, personal, and reputational harm.

Business continuity necessitates an organization’s self-evaluation, analysis of potential areas of vulnerability, and collection of essential information (such as contact lists and system technical diagrams) that can be beneficial outside of catastrophe scenarios. A company’s communication, technology, and resilience can all be improved by going through the business continuity planning process.

For legal or compliance reasons, business continuity may even be a requirement. It’s critical to know which regulations apply to a specific organization, especially in this era of growing regulations.

Business continuity planning (BCP)

Business continuity planning (BCP) is the act of creating a framework for preventing and resolving potential threats to a company. The strategy ensures that workers and assets are safe and that operations can resume quickly in the event of a disaster.

BCP comprises recognizing and defining any and all hazards that may affect the company’s operations, making it an important part of the risk management strategy. Natural disasters, such as fires, floods, or weather-related events, as well as cyber-attacks, pose a hazard.

Once the risks have been identified, the plan should incorporate the following:


	Determining the impact of such risks on operations

	Putting in place protections and processes to reduce the risks

	Putting procedures to the test to make sure they work

	Reviewing the procedure to ensure that it is current



BCPs are an essential component of any business. Threats and disruptions result in a loss of revenue and an increase in expenditures, resulting in a decrease in profitability. Additionally, businesses cannot only rely on insurance because it may not cover all costs or clients that defect to the competition. It is usually pre-planned and includes key stakeholders and individuals.

Businesses are vulnerable to various disasters ranging from modest to catastrophic in nature. Business continuity planning ensures that a company can keep running in the event of a major disaster, such as a fire. On the other hand, a disaster recovery plan focuses on repairing a company’s IT infrastructure following a disaster.

Development of Business Continuity Plan (BCP)

To establish a good BCP, many businesses must go through several processes, listed as follows:


	Business impact analysis: In this step, the company will identify time-sensitive functions and resources.

	Recovery: The firm must identify and implement procedures to restore important business functions in this section.

	Organization: It is necessary to form a continuity team. This committee will devise a plan to address the problem.

	Continuity team: Training and testing are required; team members should also participate in activities that review the plan and strategies.



Companies may also find it beneficial to construct a checklist that includes critical information, such as emergency contact information, a list of resources the continuity team may require, the location of backup data, and other required information.

The company should test both the continuity team and the BCP itself. It should be tested multiple times to guarantee that it can be used in various risk circumstances. This will assist in identifying any plan flaws, which may then be addressed and corrected.

Importance of business continuity planning

Businesses are vulnerable to calamities ranging in severity from minor to catastrophic, and BCPs are an essential component of any organization. A BCP is designed to keep a company running in the face of risks and disruptions. This could lead to a decrease in profitability due to a loss of revenue and higher costs. And businesses can’t rely solely on insurance because it doesn’t cover all expenditures or lost consumers.

Key components of the BCP

Resilience, recovery, and contingency are the three pillars of a business continuity plan.

Staffing rotations, data redundancy, and keeping a surplus of capacity are examples of how an organization can improve resilience by designing vital functions and infrastructure with multiple disaster possibilities in mind. Assuring resiliency in the face of several scenarios can also aid firms in maintaining key services both on and off-site.

After a calamity, it’s critical to get back to work as soon as possible. Setting recovery time objectives for various systems, networks, or applications might assist in determining which elements must be recovered first.

Let’s take an example to make this easy to understand. Resource inventories, agreements with third parties to take over company activities, and the use of transformed spaces for mission-critical functions are all examples of recovery solutions.

A contingency plan includes procedures for several external eventualities as well as a chain of command that distributes duties within the company. Hardware replacement, emergency office leasing, damage assessment, and hiring third-party vendors for assistance are all examples of these obligations.

Readiness of BCP

Here is the high-level plan to build the BCP document. While this is just the skeleton, it will certainly help you draft your plan. The following image and phase-wise approach will assist you to proceed further:
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Figure 9.3: Phase-wise approach for Business Continuity Planning

Initiation phase


	Establish the business continuity objective and coverage scope

	Form a business continuity steering committee

	Create a BCP



Business analysis


	Make a risk assessment and a business impact assessment

	Think about other business continuity options

	Perform a cost-benefit analysis and choose a strategy

	Create a BCP



Designing phase


	Form a business recovery team and assign members responsibilities

	Determine the structure of the plan and its primary components

	Create a backup and recovery plan

	Create a scenario to carry out the plan

	Create criteria for escalation, notification, and activation

	Create a policy for general plan administration



Implementation phase


	Create a plan for emergency response

	Prepare activation procedures for the command center

	Prepare detailed recovery procedures

	Prepare vendor contracts and recovery resource purchases

	Double-check that you have everything you need

	Make certain that all members of the recovery team are aware of their responsibilities and duties



Testing and maintenance


	Create a workout plan depending on the scenario you’ve chosen

	Create a test report and assess the outcome

	Ascertain that all staff has received adequate training and has the necessary information

	Go over the plan with a friend or family member on a regular basis

	Update any changes or improvements in the plan

	Make the plan available to members of the recovery team



Business Continuity Management (BCM)

It’s crucial to identify who will be in charge of maintaining business continuity. If it’s a small business, it could be just one person, but if it’s a larger corporation, it could be an entire team. There is also the possibility of using business continuity management software. Conducting BIAs, creating and updating strategies, and pinpointing areas of risk are all made easier using software, whether on-premises or cloud-based.

The method of ensuring business continuity is always changing. As a result, a company’s business continuity strategy should not be put on the back burner. The organization should inform as many people as possible about its contents. BCP should not be limited to crisis situations; staff should be trained on what to do in the case of real disruption.

Testing for business continuity is crucial to its success. If a plan hasn’t been tested, it’s difficult to determine whether it will succeed. A tabletop exercise where employees discuss what will happen in an emergency might be used as a business continuity test. A full emergency simulation is included in the more thorough testing. To better replicate a crisis, a company can organize the test ahead of time or conduct it without warning.

When a test is completed, the organization should evaluate the results and make any necessary changes to the plan. Some aspects of the plan are expected to work well, but others may need to be tweaked. A testing schedule is beneficial, especially if the company’s activities and personnel change often.

Mapping business continuity with associated standards

It’s important to understand and map the right standards with your business continuity program to ensure the correct outcomes. There are different options one can consider while mapping the business continuity with the Standards available.

The standards in the ISO 223XX Series that pertain to business continuity and related activities are listed in the following table. It’s also worth looking into the ISO 22398 and 22399 standards:







	
Designation


	
What it addresses





	
ISO 22300:2012


	
Societal Security - Vocabulary





	
ISO 22301:2012


	
Business Continuity Management Systems (BCMS) - Requirements





	
ISO 22311:2012


	
Video Surveillance





	
ISO 22313:2012


	
Business Continuity Management Systems (BCMS) - Guidance





	
ISO 22315:2014


	
Mass Evacuation - Guidelines





	
ISO 22320:2011


	
Emergency Management - Requirements for Incident Response





	
ISO 22322:2015


	
Emergency Management - Guidelines for Public Warning





	
ISO 22324:2015


	
Emergency Management - Guidelines for Colour-Coded Alert





	
ISO 22351:2015


	
Emergency Management - Message Structure for Interoperability





	
ISO 22397:2014


	
Guidelines for Establishing Partnering Agreements





	
ISO 22398:2013


	
Guidelines for Exercises





	
ISO 22399:2007


	
Guidelines for Incident Preparedness and Operational Continuity Management






Table 9.2: ISO Standards alignment with Business Continuity

The Business Continuity Institute’s Good Practice Guidelines can be found in the table below. The guidelines are closely aligned with the ISO 22301 standard and give a thorough foundation for understanding the business continuity procedure:







	
Designation


	
What it addresses





	
PD 25222


	
Guidance on Supply Chain Continuity





	
PD 25111:2010


	
Human aspects of Business Continuity





	
PD 25666:2010


	
Exercising BCM





	
PD 25888


	
Guidance on Business Recovery





	
BS 11200:2014


	
Crisis Management Standard





	
BS 65000:2014


	
Organizational Resilience Standard





	
PAS 7000


	
Supply Chain Risk Management





	
BCI GPS 2013


	
Good Practice Guidelines from BCI (Business Continuity Institute)






Table 9.3: UK Standards alignment with Business Continuity

ASIS International, the National Fire Protection Association, the Federal Financial Institutions Examination Council, the Information Systems Audit and Control Association, the Financial Industry Regulatory Authority, the Federal Emergency Management Agency, and the National Institute for Standards and Technology are some of the organizations that have developed standards, regulations, and good practices in the United States.







	
Designation


	
What it addresses





	
NFPA 1600:2013


	
American National Standard for business continuity and emergency management





	
ASIS SPC.1:2009


	
Organizational Resilience Standard





	
FFIEC BC Handbook


	
Business Continuity Planning, IT Examination Handbook (2008)





	
ISACA Document G32


	
IT Auditing Guideline, Business Continuity Plans





	
FINRA Rule 4370


	
Business Continuity Plans and Emergency Contact Information coordinates NYSE Rule 446 and NASD Rules 3510 and 3520





	
FEMA FCD


	
Federal Continuity Directives for Government Agencies





	
DRJ GAP


	
Disaster Recovery Journal Generally Accepted Practices





	
NIST SP 800-34


	
Contingency Planning Guide for Information Technology Systems





	
NIST SP 800-53


	
Security and Privacy Controls for Federal Information Systems





	
NIST SP 800-84


	
Guide to Test, Training and Exercise Programs for IT Plans






Table 9.4: US Standards alignment with Business Continuity and Disaster Recovery

Business impact analysis (BIA)

A business impact analysis (BIA) is a method for determining and assessing the potential consequences of a disaster, accident, or emergency disrupting critical business operations. A business continuity plan must include a BIA. It has an exploratory component that identifies any vulnerabilities and a planning component that develops risk-reduction strategies. The end result is a business impact analysis report that outlines the potential risks unique to the organization under consideration.

One of the foundational assumptions of BIA is that every component of the organization is dependent on the continued operation of every other component, but that some are more critical than others and require a larger allocation of funds in the aftermath of a disaster. For example, if the cafeteria has to close, the business may be able to continue operating as usual, but if the information system fails, the business will grind to a halt. It’s easy to mix up business impact analysis and risk analysis, but they’re two separate steps that overlap each other in the business continuity planning process to achieve the desired outcome.

BIA execution approach

A BIA has no official requirements. Each organization’s methods may differ. A BIA is usually a multi-phase process that comprises the steps below:


	Information gathering

	Evaluating the information gathered

	Writing a report to document the findings



Making a presentation to high management about the findings. The BIA can be outsourced to a skilled third party or the project team can be made up of internal and external personnel.

To discover essential business processes, resources, relationships, and other elements, a detailed questionnaire or survey is frequently created. This data is critical for determining the potential impact of a disruptive occurrence. A training session for essential people with business understanding may be held. In-person interviews and automated surveys are two methods for gathering data. It’s possible that follow-up interviews will be required.

BIA result analysis

The BIA analysis phase’s goals are to identify the most critical business functions and systems, the staff and technology resources required for operations to run smoothly, and the time frame within which the functions must be recovered for the organization to return to a normal working state as quickly as possible. A manual or computer-assisted analysis is possible.

Determining the financial impact of a company function and measuring the long-term impact of losses in market share, brand image, or customers are difficult tasks. Delays in sales or revenue, higher labor costs, regulatory fines, contractual penalties, and customer displeasure are all factors to consider.

An executive overview, information on the data collection and analysis process, specific results on the various business units and functional areas, charts, and diagrams to highlight possible losses, and recovery solutions are often included in a business impact analysis report. The paper evaluates the consequences of business interruptions, outlines legal and regulatory requirements, details acceptable levels of downtime and losses, and identifies RTOs and RPOs. The order of activities required to revive the business may be listed in the report.

The report is reviewed by senior management to create a business continuity and catastrophe recovery strategy. This should account for the maximum amount of downtime that may be tolerated for critical business processes and acceptable losses in areas like data, finances, and reputation. As business operations change, senior managers should review and update the BIA.

Sample questionnaire you should consider while planning your BIA

While this is just the sample, your final questionnaire will be more constructive based on the business requirement. Having said that, this should give you some insight in terms how to draft the questions for your BIA exercise:


	The process’s functional parent, which could be a department or a location

	The name of the procedure and its full description

	Make a list of all the process’s inputs and outputs

	Define the maximum amount of time an outage can last before it has an impact

	Detailed descriptions of the financial and operational consequences of a power loss

	Human and technological resources, such as computers, networks, offices, and people, are required to support the process

	A description of the influence of external or internal processes on customers and a list of departments that rely on the process outputs

	An explanation of any legal or regulatory implications that an outage may have

	Describe previous outages and their consequences

	Describe any workaround methods or possibilities for delegating work to other departments or remote workers



Summary

The identification of applications that support important business functions, interdependencies across present systems, probable failure locations, and costs associated with system failure could all be part of a business impact analysis for information technology. During the analysis phase, the risks are assessed, and uptime needs and RTO and RPO are prioritized.

Following the completion of the data collection phase, the evaluation step commences in conjunction with corporate leaders who can verify the findings. Interview data, business process descriptions, anticipated expenses, recovery timetables, and equipment inventories can all be stored and organized in a spreadsheet. A flowchart of key business processes and systems and a workflow analysis may be helpful. A draught report can be written to get comments before the final report is written.

Recommendation for integrating cybersecurity with business continuity

Integrating cybersecurity risk management into your company’s business continuity strategy should start at the beginning. Proactive cybersecurity has swiftly become the sole option for keeping today’s increasing networks secure, and collaboration between IT security teams and business continuity planners can help improve this. Learn how to integrate BCP and cybersecurity using these recommendations:


	Review BIA: Various aspects of an organization’s cybersecurity risk management strategy must be taken into consideration during the BIA process. Teams should consider reputation, income loss, customer service and experiences, legal and/or regulatory requirements, and increased operational costs as a result of a cyberattack when calculating their impact categories. It’s critical to comprehend the organization’s long-term or lasting consequences. Organizations can make better judgments about how to maintain business continuity in the event of a data breach or assault if they understand the full breadth of the impact.

	Executive a cybersecurity risk assessment: Cybersecurity risk assessments give your company a holistic view of its own cybersecurity as well as that of its third- and fourth-party vendors. A cybersecurity assessment can aid security teams in determining not only their existing degree of security but also the steps they’ll need in keeping the network safe while developing a business continuity plan. A business continuity evaluation should be carried out in the context of an organization’s business objectives. Organizations can acquire a better awareness of their security gaps by doing both of these things, which can be utilized to better guide the BCP.

	Supply chain and third-party risk management should be inclusive: Organizations frequently disregard supply chain and third-party risk management until it poses a significant danger to their assets or reputation. This reactive strategy isn’t working any longer. Supply chain risk management is more critical than ever as companies increasingly collaborate with one another to carry out their business activities. Teams must consider the impact of various cybersecurity threats across the entire supply chain to allocate additional resources and develop plans to respond appropriately to these threats.

	Adoption of crisis communication plan and incident response: Cybersecurity breaches can result in various long-term consequences for a company’s legal, financial, and reputational health. An incident response strategy should be in place to ensure that your firm can return to business as usual as soon as possible. By explicitly defining what needs to be done and who needs to do it, this plan should make responding to security incidents more efficient. To prevent redundancy and ensure that all areas are successfully covered, it’s crucial to think about all aspects of the organization’s business continuity strategy when planning this procedure.

	Continuous monitoring for complete visibility: Enabling both total visibility and continuous monitoring is the most effective strategy to proactively manage risk and alleviate concerns about business continuity related to cybersecurity. This enables IT and security teams to have a complete picture of the organization’s cyber hygiene at any time, enabling more confident, informed decision-making and continual compliance monitoring, which is becoming increasingly important in many industries. Organizations should use solutions that enable full visibility throughout their network infrastructure, including vendors and the entire supply chain. The threat landscape is rapidly evolving, and companies can no longer rely on point-in-time assessments to accurately depict their security posture.



Recommendations to ensure compliance for organizations

Here are a few of the quick tips that you can adopt in your ecosystem to ensure compliance:


	Keep up with evolving rules and regulations: Your organization isn’t only compliant. It’s a never-ending cycle of scanning for new laws and regulations, determining how they affect your business, making policy and executing policy changes, and evaluating the results. Keep track of which rules and regulations relate to your company and stay up to date with any changes. You won’t feel overwhelmed if you’re prepared for upcoming changes.

	Enlist the help of subject-matter experts (SME): Small and developing businesses may unwittingly infringe the law. Ensure that the organization’s operations are transparent to avoid this. In addition, hiring specialists or consulting with consultants is recommended to guarantee that everything is in order. This allows business owners and staff to seek help when needed to ensure that their actions and procedures are compliant.

	Ensure that staff adheres to procedures: Employees may be hesitant to change their regular routines if policy changes are made. Involvement of HR in this process is important. Ensure that company policies and procedures are appropriately explained. It’s also important to make sure they’re well documented and accessible, both digitally and physically. Ensure that employees are aware of why policies and procedures exist or have changed. It could also be required to provide personnel training on how to adjust procedures effectively.

	Schedule internal audits on a regular basis: Internal audits on a regular basis are an excellent way to detect insufficient and poor practices that contribute to non-compliance. Internal audits may focus on the organization’s financial, operational, technological, or regulatory issues. An internal auditor must be objective and adhere to generally accepted auditing standards (GAAS) when reviewing compliance.

	Make use of the appropriate software: Ensuring compliance is significantly more difficult without the correct tools. Organizations that use the correct compliance software are more likely to follow the law and lower the chances of human error. Furthermore, excellent compliance software frequently includes built-in capabilities for organizing documents and the ability to automatically establish audit trails to prove compliance.



Conclusion

Every firm, regardless of its size, should prioritize information security compliance. Legislation aimed at protecting data and information has grown in tandem with the risks to data and information. Information security has never been more critical than it is now, and it will only become more important as our lives become increasingly digital. Failure to comply with information security regulations will be costly, and you may lose your business as a result, so now is the time to act.

Organizations must establish and manage an enterprise-level cybersecurity strategy that goes far beyond specific compliance needs to stay ahead of the cyber curve.

For total visibility and control over an organization’s IT infrastructure, proactive cybersecurity risk management is essential. Security teams may collaborate across teams to make more data-driven decisions about how to mitigate and respond to threats if they integrate cybersecurity into business continuity planning.

The next chapter will continue this topic with a more focused approach to risk management. We will study and learn how risk management plays a crucial role in your entire ecosystem, along with its entire lifecycle.

Questions


	Define compliance.

	What are the different types of data that are subjected to compliance?

	Explain the importance of regulatory compliance.

	What are the key components of the NIST Cybersecurity Framework?

	What are the basic and fundamental controls of CIS?

	For which industry will you recommend PCI DSS standards? How many control goals does PCI DSS have?

	For which industry is GLBA used?

	How are FERPA and FISMA different than each other?

	What are the various cloud-based compliance requirements that one should consider while building the cloud security strategy?

	Explain the various stages while building a compliance program.

	Explain the importance of business continuity.

	How can we develop a BCP?

	What are the key components of BCP?

	Define Business Continuity Management (BCM).

	Give a few examples of ISO standards that can be aligned with the business continuity requirements of your organizations.

	Why is BIA an important aspect in the business continuity life cycle?



References and useful links


	Security Policy document templates: https://www.sans.org/information-security-policy/

	Security breach notification laws: https://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-laws.aspx







CHAPTER 10

Risk Management - Life Cycle


Risk management is the fundamental principle of cybersecurity. It’s a process of identifying, analyzing, evaluating, and addressing the Enterprise’s cybersecurity threats.

Structure

In this chapter, we will discuss the following topics:


	Risk management overview and understanding

	Importance and benefits of risk management in cybersecurity

	Risk management framework

	Key considerations for risk management

	Risk management strategy

	Risk management process and plan development

	Risk appetite

	Best practices around risk assessment and risk management



Objectives

This chapter will help you understand the end-to-end risk management process, including the methodology, assessment, and treatment plan. Once the risk assessment exercise is over, it’s important to prioritize risk to perform the risk treatment exercise This chapter will help you understand how to prioritize risk for any organization.

Overview of and understanding risk management

Managing the risk of poor cybersecurity defenses is a constant element of all business operations. The dangerous environment is constantly evolving. Patches are released to correct new exploits when they are identified. Regularly, new potentially vulnerable devices are added to the network, expanding the attack surface. This is especially true in light of the rapid proliferation of the Internet of Things (IoTs) devices and sensors in a variety of physical locations.

It’s critical to ensure that cybersecurity safeguards are upheld throughout time. Following an initial vulnerability risk assessment that identified all the organization’s digital assets and evaluated existing security measures, continual cybersecurity risk management is required as the organization and the external threat landscape evolve.

Risk management has existed for as long as there have been assets to safeguard. Insurance is a good example. Life, health, car, and other types of insurance are all intended to help a person protect themselves from financial losses.

Physical equipment, such as doors and locks to secure homes and vehicles, vaults to store money and valuables, and police, fire, and CCTV to protect against other physical threats, are all part of risk management.

Cybersecurity risk management is becoming increasingly crucial for organizations with a high cost of non-compliance or large, unresolved vulnerabilities, as data and IT infrastructure become more valuable by the day. This article looks at how to manage cybersecurity risks, how to set up a risk management system, and how to develop resilience using best practices.

Cybersecurity risk management - definition

Cybersecurity assaults can undermine systems, steal data, and harm a company’s brand. The demand for cybersecurity risk management develops in tandem with the frequency and severity of cyberattacks. To safeguard a business company, IT departments utilize a combination of strategies, tools, and user education.

Traditional risk management principles are applied to digital systems and infrastructure through cybersecurity risk management. It entails analyzing your risks and vulnerabilities as well as taking administrative and thorough measures to ensure that your company is effectively safeguarded.

A cybersecurity risk assessment is a procedure that assists organizations in determining important business objectives and then identifying the necessary IT assets to achieve those goals. It entails spotting cyberattacks that could harm these IT assets. An organization must assess the likelihood of these assaults occurring and the potential consequences of each one.

The complete threat environment should be mapped out in a cybersecurity risk assessment, and it should also explain how it can affect the organization’s business goals. The assessment’s findings should aid security teams and other stakeholders in making well-informed decisions about how to adopt security measures to mitigate these risks. The following diagram will depict a quick comprehensive view of the risk management lifecycle:


[image: ]

Figure 10.1: Risk management lifecycle

Risk calculation

Typically, cybersecurity risk management is based on a risk analysis that evaluates cybersecurity risks using the general risk equation, which states the following:

Cyber Risk = Consequence of attack X Likelihood of attack

Each component is made up of numerous factors that are frequently impossible to quantify objectively, so the math behind this calculation is flexible and subject to subjective interpretation.

Repercussions on important corporate objectives, regulatory impacts, customer turnover, and other consequences of an attack, for example, are all possible outcomes. The worth of the impacted asset to the business mission, business process, or the consumer is also associated with the severity rating of these potential consequences. Meanwhile, factors like the asset’s attractiveness to attackers, the asset’s vulnerabilities, and the existing controls or countermeasures around the asset can all influence the likelihood of an attack.

While calculating risk is never an exact science, even simple modeling to evaluate cyber risk can serve as a starting point for a more systematic approach to security plan development. Investments are made to lower an organization’s overall cybersecurity risk exposure by focusing on enhancing controls or risk mitigations that reduce the likelihood of attack and/or mitigate the possible business implications of the most dangerous threats.

Cybersecurity risk management framework

There are various cyber risk management frameworks available, each of which gives guidelines for identifying and mitigating threats. These frameworks are used by senior management and security leaders to evaluate and improve the organization’s security posture.

A cyber risk management framework can assist businesses in assessing, mitigating, and monitoring threats as well as defining security protocols and procedures to address them. The following are some of the most widely used cyber risk management frameworks.

The CSF of the NIST

The NIST Cybersecurity Framework (NIST CSF) is a well-known framework. The NIST CSF framework standardizes risk management by providing a complete set of best practices. It establishes a road map of activities and outcomes relevant to cybersecurity risk management’s fundamental roles of protection, detection, identification, response, and recovery.

ISO 27001 is an international standard for quality management

In collaboration with the International Electrotechnical Commission, the International Organization for Standardization (ISO) has developed ISO/IEC 270001. (IEC). The ISO/IEC 270001 cybersecurity framework is a set of standards that may be verified and used to manage the risks that information systems represent. The ISO 31000 standard, which establishes principles for corporate risk management, can also be used by businesses.

RMF of the Department of Defense

The risk management framework (RMF) of the Department of Defense (DoD) establishes rules for identifying and managing cybersecurity threats. Categorize, choose, implement, analyze, authorize, and monitor are the six important processes in RMF’s cyber risk management strategy.

Framework for Risk Accountability and Transparency

The Factor Analysis of Information Risk (FAIR) methodology was created to assist businesses in measuring, analyzing, and comprehending information hazards. Its purpose is to guide businesses through the process of developing cybersecurity best practices by assisting them in making well-informed decisions.

Importance of cybersecurity risk management

With today’s fast-evolving technology, cyber risk management is critical for today’s organization. Small and large businesses alike must recognize that the present cyber threats might make them a valuable target for attackers. An attack might happen to even the largest company with a broad customer base. Data loss, financial impact, brand reputation, and employee morale all be harmed by a cyberattack on an unprepared firm. Antivirus software isn’t enough to keep assaults at bay; it is only one facet of risk management.

To mitigate the risks related to their business and eliminate cyberattack threats, organizations must develop and implement a risk management strategy. On a day-to-day operational level, a cyber risk management strategy can assist decision-makers in understanding the risks connected with it. A cyber risk assessment will assist the company in determining the likelihood of any cyber-related assaults. A cyber risk management strategy can assist a company in identifying and addressing important threats, as well as directing resources and time to the most effective locations. This will also aid in the prevention of the hazards identified during the evaluation.

The following are the most important reasons to put a cyber risk management strategy in place:


	Cyberattack prevention and mitigation: By implementing cyber risk management, threats to the enterprise can be detected. With the use of a risk treatment strategy, risks may be addressed appropriately, and appropriate defenses can be implemented. This will assist in reducing cyberattack threats.

	Cost-cutting and revenue protection: Many attackers are motivated by a desire for financial benefit. Any company could be targeted as a result of this. A cyber risk strategy can assist a firm in reducing risks and minimizing revenue loss. Compliance with cyber risk legislation will also assist the company to avoid significant fines for noncompliance.

	Improved corporate reputation: Demonstrating that you take cybersecurity seriously can help you gain a competitive edge by increasing client and consumer trust. Prioritizing the data of customers or clients will assist in gaining their trust. This will lead to enhanced client loyalty and long-term corporate success.



Many firms have flaws in their cybersecurity strategies. Many businesses’ failure to detect and mitigate risks is a prevalent flaw. Some businesses also fail to adhere to industry norms and standards, so it’s important to understand the importance of cybersecurity risk management. Let’s understand the key points that you should consider while working on this.

The key consideration for cybersecurity risk management

Organizations can take several initiatives to maintain continual cybersecurity risk management. Let’s look at the most critical things to remember when managing your IT ecosystem:


	Create a work environment that is conducive to innovation: When developing a cybersecurity risk management program for your firm, the first thing to examine is the culture of the organization. The average cost of a cyberattack has risen to more than $1.1 million, and 37% of firms that have been attacked have seen their brand tarnished as a result of the attack. This is why, from part-time employees to the executive suite, you must instill a cybersecurity-focused culture throughout your firm.

	Assign responsibilities: The responsibility for ensuring cybersecurity cannot be solely borne by IT or security departments. Every employee in the company should be aware of potential security threats and take responsibility for preventing them. Human aspects must be considered as well as hardware and software in your security strategy. According to the last Verizon Data Breach Investigations Report, phishing is responsible for 93 percent of all data breaches. Employees need the necessary tools and training to spot malware, phishing emails, and other social engineering assaults to protect themselves against these human-related incursions. This is an important aspect of establishing a security culture within a business.

	Employees must be trained: You must establish continuous employee cybersecurity training and comprehensively train workers at all levels on the identified risks as well as the procedures and systems meant to minimize those risks to put your cybersecurity plan into action. Employee training is required to build a security-conscious culture and ensure that all employees are familiar with the cybersecurity systems and tools you intend to adopt. When it comes to working with IT assets and sensitive data, a strong security awareness program should teach staff about business policies and procedures. Employees should be taught which types of information should not be exchanged by email and whom to call if a security problem is found. Password security, safe internet habits, clean desk regulations, data management, and privacy, and bring-your-own-device (BYOD) policies are just a few of the crucial subjects that should be covered throughout the training.

	Distribute data: Keeping cybersecurity in a separate compartment will lead to failure. Cybersecurity concerns must be communicated across all departments and levels. What you’re doing in terms of cybersecurity should be shared with all relevant stakeholders, particularly those involved in decision-making at your firm. You must make the possible business effect of relevant cyber risks evident to all appropriate parties, and then keep them informed and engaged in continuing operations.



Create a cybersecurity risk management strategy

It’s critical to put in place the right cybersecurity architecture for your business. This is usually determined by the industry norms in place. The following are the most widely used cybersecurity frameworks:


	Data Security Standard for the Payment Card Industry (PCI DSS)

	ISO 27001/27002 (International Organization for Standardization)

	Controls from the Center for Internet Security (CIS)

	The National Institute of Standards and Technology’s Framework for Improving Critical Infrastructure Security



Additional components that act a great influence to build the strategy includes the following:


	Industry vertical type

	Local law and Regulatory compliance (law of land)

	Individual business objective and associated requirements



Make cyber-threats a high priority

Remember that you don’t have an endless budget or an unlimited number of personnel. Simply put, there is no way to safeguard against all cyber threats. As a result, you must rank hazards according to their likelihood and severity, and then rank your security precautions accordingly.

Promote a range of viewpoints

Too often, cybersecurity personnel and management approach risk from a single point of view, often based on personal experience or corporate history. Cybercriminals, on the other hand, are more likely to think outside the box and find flaws in your system that you haven’t noticed or considered previously. As a result, encouraging team members to consider and debate various points of view can be beneficial. This type of mental variety will assist you in identifying additional hazards and solutions.

Stress the importance of quickness

A quick response is essential in the event of a security breach or cyberattack. The longer it takes to respond to the threat, the more damage is likely to occur. According to studies, 56 percent of IT managers wait for more than 60 minutes to learn about a cyberattack in progress. However, an hour can cause a lot of damage.

Your security-forward culture must include prompt responses. That includes developing early detection of possible dangers, quick detection of assaults and breaches, and quick response to security occurrences. When it comes to risk mitigation, time is crucial.

Establish a risk-assessment procedure

A risk assessment must be part of any cybersecurity risk management strategy. You must do the following:


	Make a list of all digital assets owned by your organization, including all stored data and intellectual property.

	Identify all external (hacking, attacks, ransomware, etc.) and internal cyber threats (accidental file deletion, data theft, malicious current or former employees, etc.).

	Determine the financial and non-financial consequences if any of your assets were stolen or damaged.

	Determine how likely each potential risk is to materialize.



Plan of action for an incident

Create an incident response plan that prioritizes the risks you’ve already identified as a top priority. When a threat is recognized, you must know what to do and who is responsible for doing it. This strategy should be written down so that if something goes wrong after you’ve left the organization, the existing team will know what to do.

Keep an eye on the dangers around you

Cybercriminals are continuing to develop sophisticated whaling attacks using information obtained from public sources such as LinkedIn and Facebook. A whaling assault is a sort of corporate phishing attempt that aims to steal sensitive information from a firm by targeting high-level executives (CEO or CFO). Hackers may impersonate the CEO or other executives to persuade their victims to grant access to financial data or personal information. As a result, businesses should think about providing cybersecurity training to their top executives.

Developing the cybersecurity risk management plan

To establish a plan, let’s take a closer look at each step of the cybersecurity risk management process.

Cybersecurity risk identification

As per Gartner, IT Risk should be read as the potential for an unplanned, negative business outcome involving the failure or misuse of IT.

To put it another way, what are the chances of a known threat exploiting a vulnerability, and what would the implications be if it did? The first step in the risk management procedure is to identify the risks. With the proliferation of IT systems, the proliferation of regulations, and the complexities of modern technologies, modern security teams are constantly on the lookout for possible threats.

Understanding threats, vulnerabilities, and the implication of their confluence is the first step in identifying risk.

Threats are occurrences or circumstances that have the potential to harm an organization’s activities or assets by gaining illegal access to information systems. Hostile attacks, human errors, structural or configuration issues, and even natural calamities can pose a threat.

Vulnerabilities are flaws in a system, security method, internal control, or implementation that a threat source could exploit. Vulnerabilities can be identified outside-in supply chains or vendor connections, often as a result of poor internal operations such as security.

Consequences are the negative outcomes that occur when vulnerabilities are exploited by threats. When attempting to analyze risk, your company will need to estimate such expenditures. Remember that these expenditures are typically incurred as a result of lost or damaged data, which can be a major commercial setback for any company.

Evaluate the cybersecurity risk

Risk assessments are a great way to stress on the importance of security throughout your company. Assessing risk allows your team to develop communication and teamwork, which will help them manage risk in the future.

How high is the risk level in your company? When the answer becomes evident, assessment is the most crucial stage. Begin by naming and ranking all your assets. Second, make a list of all threats and vulnerabilities that could exist in your environment. Now is the time to apply appropriate safeguards to all known vulnerabilities. Next, try to predict the chance of a threat event occurring and undertake an “impact analysis” to quantify the potential repercussions and financial impact. Your risk assessment will be used to influence risk management decisions and risk mitigation strategies in the future.

The following diagram will illustrate the assessment of the cybersecurity risk:
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Figure 10.2: Process flow for cybersecurity risk assessment

Clarify the aim, scope, restrictions, and risk model/analytics to be used before beginning your evaluation. For an overall risk determination, conduct your assessment and list risks by likelihood and impact. These findings will be disseminated throughout the company and used to guide your team’s mitigation activities.

Quantitative and qualitative risk and opportunity assessments are the two forms of risk and opportunity assessments available. A qualitative assessment looks at the event’s probability and impacts to determine its level of criticality. The financial impact or benefit of an event is examined in a quantitative assessment. For a thorough assessment of risks and opportunities, both are required.

Qualitative analysis

According to the project’s criticality scales, the risk owner and risk manager will rate and prioritize each identified risk and opportunity based on occurrence probability and impact severity.

Calculating the probability of occurrence (P):

This is assessed on a scale of 1 to 99 percent and is based on experience, project progress, or speaking with a risk expert.

Assume that the risk of supplier X’s incapacity to conduct studies on a modification Y before the end of 2025 is 50% likely. This could be decided based on comments and an examination of the workload of the supplier.

Impact severity evaluation (I):

To quantify the severity of each of the impacts stated at the project level, it is important to determine the overall impact. The various effects and their severities are classified using a scale. This ensures that the risk and opportunity assessments are consistent and trustworthy.

The equation Criticality = P x I calculates the level of criticality of risk or opportunity.

The goal of qualitative assessment is to guarantee that the risk management team prioritizes key responses first.

Quantitative assessment

The quantitative assessment’s goal in most projects is to establish a financial assessment of a risk’s impact or an opportunity’s gain if it occurs. Depending on the organizational structure of the company, this stage is performed by the risk owner, a risk manager (with assistance from those responsible for estimates and figures), or a management controller. These figures represent an unanticipated additional expense (or profit, if we’re talking about a business opportunity) that was not factored into the project budget.

As a result, the following is needed to assess the additional expenditures incurred as a result of the financial audit:


	Internal engineering hours

	Subcontracting hours

	More work to be done

	Contract amendments and/or claims, and so on



To combine these figures to assess the cost of the unfavorable event’s effects, this stage will allow you to estimate how much extra money you’ll need to cover the project’s risks and opportunities.

Measures to reduce cybersecurity risks (risk treatment plan)

The first step is to identify and assess risk. What are your plans for dealing with the risk you’ve discovered? What is your risk management mitigation strategy? What plan do you have in place to deal with the danger that remains? The most successful risk management teams, according to history, have a well-thought-out risk response strategy in place.

Understanding all your risk mitigation options—your team can use either technical or best practice methods, or ideally a combination of both—is the crucial third phase in the response process. Encryption, firewalls, threat hunting software, and using automation to improve system efficiency are all examples of technological risk mitigation strategies. The following are some of the best risk-reduction strategies:


	Training programs in cybersecurity

	Software upkeep

	Solutions for Privileged Access Management (PAM)

	Authentication with many factors

	Data backup in real time



Risk response measures and risk management postures should be based on genuine facts, according to smart organizations. Using realistic data from real-world applications, you should prioritize risks as well as mitigation strategies.

This takes us to the issue of cybersecurity risk that remains. This is the risk that remains after all mitigation measures have been taken—the type of inescapable risk that you can’t do much about. Learn to live with leftover risk or transfer it to an insurance provider who will shoulder it for a fee. Cybersecurity insurance is a last-ditch alternative for reducing residual risk, and it is expected to grow in popularity as the cost of cyber catastrophes becomes more easily calculated.

When it comes to damage costs, it’s becoming increasingly important for businesses to appropriately evaluate them with cybersecurity risk. When calculating the costs of cybersecurity risk, there are three sorts of expenses to consider. Operational expenses are easy to measure since they include lost time or resources. Fines for noncompliance or lost revenue when existing clients leave, or fresh chances are lost are examples of financial expenses. The reputational cost of breaches that violate customer privacy and confidence is the most difficult to assess.

Continual monitoring

The dangers in your environment have been recognized, assessed, and addressed by your organization. That would suffice in an ideal world. But, as we all know, change is unavoidable, so your team will need to keep an eye on things to ensure internal controls stay in line with IT risk. You’ll want to keep an eye on:


	Regulatory shifts: Staying up to date on all rules and their changes ensures that your internal controls are in line with external expectations.

	Vendor risk: As new vendors are brought on board, make careful to examine and document security and compliance policies. Remember that their flaws could become your headaches.

	Internal IT usage: Stay ahead of any gaps by understanding what technology your internal teams use and how they utilize it.



Role of internal audits and compliance in cybersecurity risk management

Risk management should be a continuing process that includes re-evaluation, new testing, and ongoing mitigation. Remember that internal compliance and audit teams can help you manage IT risk in the future. They can assist in the following ways:


	It is mandatory to identify and evaluate the risks.

	Micro risks should be designed, analyzed, and stress-tested before being used.

	It is necessary to identify the controls.

	Examine the efficiency of the control.

	The master list of requirements is mapped to the controls.

	The testing of controls is being tracked and automated.

	Exceptions should be identified, reviewed, and resolved as quickly as feasible.

	Defects should be documented, investigated, and reported.

	Maintain your progress.



Risk appetite, scorecard, and prioritization

Risk appetite refers to how much risk a company is ready to take to achieve goals it considers valuable. Risk appetite is also known as risk capacity, or the maximum amount of residual risk an organization will absorb after controls and other safeguards have been implemented.

Risk tolerance, on the other hand, is the degree of departure from an organization’s risk appetite that it is ready to take to achieve a certain goal based on industry and vertical standards.

Factors influencing the risk appetite

Risk appetite, which is an important part of corporate risk management, is influenced by several factors:


	An organization’s culture

	The industry in which it operates

	Rivals

	The types of initiatives pursued; and

	The present industry position and/or financial strength of the firm.



Risk tolerance is influenced by many of the same factors that influence risk appetite. However, depending on criteria such as the nature of a project, the project’s duration, and the expertise of the people involved, the degree of risk tolerance an organization allows might vary on a case-by-case basis. As industry norms, rules, and recognized practices evolve, risk tolerance may shift.

To calculate your risk appetite

It’s critical for businesses to think about the risk’s probability and impact when determining their risk appetite scale. Risk appetite can be assessed by analyzing the following parameters once risk probability and impact have been utilized to determine an organization’s risk priorities and focus:


	Risk limits and activities that are acceptable within the acceptable risk appetite level, what exactly is the company willing to do?

	Susceptibility to danger: Is risk exposure increasing, decreasing, or staying the same based on the desired set of behaviors and outcomes? The risk appetite for any project or technique, as well as the general path a company takes, is influenced by the level of risk exposure.

	Determination of long-term goals: Risk appetite concerns should be aligned with the organization’s long-term objectives and where it should be heading to achieve strategic goals in the end.



The key consideration to defining risk appetite for your organization

Risk appetite statements, a document that guides organizational risk management actions, are sometimes used by organizations to convey their risk appetite.

This document should ideally incorporate risk-taking tactics and focus, risk mitigation issues, and existing and planned risk avoidance strategies. The statement should ideally be based on a study of all stakeholders’ viewpoints and concerns, as well as the implications of current corporate strategies and practices, which means it should be updated regularly.

Consider the following factors when writing a risk appetite statement:


	Consider and include all relevant stakeholders, as well as a risk assessment of strategic objectives, tactics, operations, and compliance.

	Consider the organization’s culture and overall focus on risk tolerance and appetite in specific scenarios and throughout the industry.

	In all risk appetite statements and judgments, define the acceptable amount of uncertainty or volatility.

	Match risk appetite and tolerance to current risk exposure based on deployed assets and deployments.

	Confirm that the risk appetite statement applies to the entire organization, or stresses where and how it will be used specifically.



Here are a few of the real-life examples of risk appetite in practice:


	A company declares that it will not take risks that could result in a major drop in revenue.

	Organizations may be fine with the danger of storing personal data in the cloud, but they may be less inclined to store financial data in the same cloud due to provider and other risk concerns.

	In general, an organization’s risk appetite should be measured in terms of what it is willing to risk achieving its goals, taking into account environmental and cultural factors.



Integrate cybersecurity into your enterprise risk management framework

Integrate your risk-based cybersecurity program completely into the enterprise risk management framework, which serves as the organizing principle for analyzing and categorizing organizational risks. The framework should serve as the organizing principle rather than a general guideline. This method makes cyber risk management more understandable to organizations by portraying cyber risk as a business concern.

Best practices for cybersecurity risk assessment

These are a few of the recommended practices which you should consider and adopt while conducting your cybersecurity risk assessment exercise.

Integrate cybersecurity into your enterprise risk management framework

Integrate your risk-based cybersecurity program completely into the enterprise risk management framework, which serves as the organizing principle for analyzing and categorizing organizational risks. The framework should serve as the organizing principle rather than a general guideline. This method makes cyber risk management more understandable to organizations by portraying cyber risk as a business concern.

Locate workflows that add value

Determine which workflows add the most value to the company and the risks that go along with them. It’s necessary to think about the consequences of critical workflows because they can potentially be dangerous. Payment processes, for example, add value while also posing a business risk due to fraud and data leakage.

Ascertain that your cybersecurity team is aware of which processes are considered valuable to your company and the components (data assets, tools, and teams) engaged in each. This enables you to use the controls that have been suggested. The two-sided maturity-based strategy is less effective than a collaborative approach incorporating both cybersecurity and business experts.

Make cyber risks a top priority

To inform your risk management and mitigation strategies, determine the risk level based on the cost of prevention and the value of data. High-level hazards should be handled as quickly as possible, while low-level dangers can be addressed later or tolerated. If the cost of preserving an asset exceeds its value, the expense isn’t justified unless the damage to your reputation is significant.

Regular risk assessments should be implemented

To keep up with developing cybersecurity threats and solutions, conduct continuous, adaptive, and actionable risk identification and assessment. Review risk management processes regularly to look for flaws and fix them. To safeguard digital environments and assets, cybersecurity professionals rely on actionable information from risk assessments.

Best practices for cybersecurity risk management

IT modernization and digital transformation are strategic imperatives for any firm that wishes to maintain a competitive advantage in today’s fast-paced business climate. The increasing reliance on digital processes and technologies increases the danger of cyberattacks, underlining the need for a more deliberate approach to cybersecurity risk management.

In this climate, securing your business and data is especially difficult because old network borders are disintegrating. Cybersecurity risk management aids in the identification of cyber threats and the mitigation of their possible consequences.

Here are some things to think about when it comes to best practices.

Go with a risk-based approach

It’s unrealistic to expect complete elimination of cyber risk, as it is with any other sort of risk. However, you can better foresee hazards, plan ahead of time, and limit risk. A risk-based approach to cybersecurity risk management is a best practice that aids in the prioritization of threats based on factors such as likelihood, exposure, and impact.

In a nutshell, cybersecurity risk management, also known as risk mitigation, is a continuous process that includes the following:


	Identifying, analyzing, and assessing cyber threats and vulnerabilities.

	Prioritizing them with assessment tools

	Using a variety of controls to implement strategies for risk mitigation and reduction



A cybersecurity risk management plan’s goal is to do more than only safeguard your company from cyberattacks. Other goals are served by it, including the following:


	Reducing the impact of disruptions on operations and services

	Assuring that your company can continue to operate

	Minimizing operational losses, repeat damage, and other negative consequences



Taking a risk-based strategy is an iterative process; think of it as a dynamic tool you use to make strategic decisions regularly.

Adoption of a cybersecurity risk strategy

A cybersecurity risk management strategy serves as a road map for implementing mitigation measures. The US Cybersecurity and Infrastructure Security Agency (CISA) suggests addressing questions like these while developing a cyber risk strategy:


	How can cyber risks affect your company’s human resources, supply chain, public relations, and operations?

	What kind of sensitive information could be lost or hacked? This may comprise, among other things, sensitive customer data, intellectual property, and personally identifiable information (PII).

	How can you reduce cyber threats and build long-term resiliency?

	What is the current degree of cyber risk in your organization?

	How do you use best practices and standards for your cybersecurity risk management strategy?



Creating a risk management plan entails several phases, including:


	Recognize the valuable and vital assets that cybercriminals may target, such as data, networks, and computer systems. These are the assets that you must safeguard.

	Identify the risks that are affecting those assets, not just the ones that have happened in the past, but also those that could happen in the future. Insider threats, ransomware assaults, and other such attacks are examples.

	Based on risk evaluations, prioritize mitigation strategies. This allows resources to be directed to the locations that offer the highest protection.

	Assess your current controls and identify the areas that need to be addressed. Your risks, like your surroundings, are dynamic and ever-changing, so you need to keep an eye on them all the time.

	Write down your security objectives, rules, and procedures, and go over them with your team regularly.



Adoption of cybersecurity risk management framework

By focusing on the most essential risks, a framework can help you design a risk-based strategy. Although you can create your own, many firms prefer to use one of the well-known, standard frameworks because they are based on industry best practices.

We have discussed this in the earlier section of this chapter in length.

Plan to go beyond compliance

Given the wide range of rules in place today, regulatory compliance is a top issue for businesses in all sectors, but it is especially important in highly regulated areas like financial services and healthcare. However, it’s a prevalent misconception that compliance is synonymous with risk management.

Often, the lowest security criteria are compliance standards. They serve as a useful starting point for determining the bare minimum. You should examine best practices, such as those defined by NIST, the CIS, and other industry leaders, as a starting point for defending your assets proactively rather than reactively.

Implement defense-in-depth approach

The military’s idea of defense-in-depth has been modified by cybersecurity experts. The purpose is to erect obstacles that hinder the adversary’s progress and prevent them from accomplishing their goal. In the context of cybersecurity, this entails putting in place intrusion detection and response mechanisms, particularly for advanced, persistent attacks.

Some of the mitigation strategies to consider are listed here:


	To the extent practicable, automating software updates and upgrades reduces the window of opportunity for threat actors to construct exploits

	Using tools like privileged access management (PAM), automated credential management, and access controls to protect privileges and accounts

	Enabling multi-factor authentication (MFA) with remote access, heightened rights, and access to high-value assets being prioritized

	Creating, reviewing, and putting into practice a system recovery plan to ensure effective data recovery

	Constantly monitoring your network for network intrusions to discover, contain, and eliminate threats



To assess efficacy, use metrics

Meaningful and measurable metrics aid in assessing the effectiveness of cybersecurity risk management initiatives. Businesses can use a variety of industry-standard key performance indicators, such as the following:


	Patching days: The time it takes to fix critical flaws.

	The security operations center (SOC): It alerts the number of security alerts received and resolved on a weekly or monthly basis by the SOC.

	Meantime to detect (MTTD): The time it takes for a security team to detect a threat on average.

	Mean time to recovery (MTTR): The time it takes to recover from an incident after it has been discovered.

	Third-party cybersecurity scoring services: These are used to provide security ratings.



Plan to test your Incident Response (IR) and Disaster Recovery (DR) plan

Cybersecurity risk management frequently includes plans for incident response, catastrophe recovery, and business continuity. The practice phase of those programs is a step that many organizations ignore. The crisis will require your response team’s attention in the heat of the moment, and if they haven’t practiced the procedures, they’ll be more likely to become overwhelmed.

Practice drills, tabletop exercises, simulation tests, and other hands-on activities allow your risk management team to learn the procedures, resulting in a faster reaction to real-world incidents and fewer escalations. These practices should be implemented throughout the board, not only by the IT department.

Enforce stringent security protocols

Effective risk management necessitates comprehensive and user-friendly security. Here are a few suggestions:


	At the network’s edge, install an intelligent and managed Web Application Firewall like AppTrana. It should keep track of traffic, provide actionable real-time insights, and provide round-the-clock protection against known and unknown threats.

	Whenever practical, use automatic patching.

	Strict authentication standards and access controls should be implemented.

	Extend security to all devices in your IT environment, including those that are brought in by users.

	Require remote workers to follow tight security measures.

	Consolidate systems and data into a single source wherever possible, as data that is scattered and siloed is more difficult to monitor and safeguard.

	Updates and backups are essential.



Conclusion

Today, it is more difficult than ever to manage risk throughout an organization. The growth of third-party vendors, emerging technology, and an ever-expanding minefield of rules pose constant challenges to enterprises in today’s security landscapes. The current condition across the globe, combined with recession, has pushed security and compliance teams to take on more responsibilities while reducing resources.

The threat landscape is constantly changing; vulnerabilities expand, technology evolves, business processes change, and the dangers that an organization faces vary as well. Total protection from all these threats is just not possible due to budgetary and time restrictions. As a result, all businesses require a constantly changing cybersecurity risk management approach built on best practices.

With this in mind, it has become necessary for companies to implement a risk management process. Identify and assess your risk, and then establish a mitigation strategy and continuously check your internal controls to ensure that they are aligned with risk. Remember that any risk management strategy should always include re-evaluation, additional testing, and continuous mitigation.

In the end, the modern pursuit of risk management offers no respite. In a context of constant and unprecedented change, with risks and vulnerabilities rising by the minute, it doesn’t seem fair. Smart and successful firms will continue to hold their own in the battle to manage IT risk and maintain security across the enterprise with the use of analytics, collaboration/communication/issue management tools, and third-party risk management frameworks.

Moving to the next chapter, we will talk about how People, Processes, and Technology play a crucial role in your entire ecosystem to build the overall cybersecurity strategy, followed by implementation. The next chapter will help us understand the importance of staffing, staff’s roles and responsibilities, training on security awareness, and many more things.

Questions


	Define risk management.

	How will you calculate the risk score? What components contribute to getting the right score?

	How does compliance play a vital role in the risk management framework?

	Explain the plan in brief to develop the risk management process.

	How will you assess the risk?

	What is the difference between qualitative and quantitative analysis?

	What are the key steps to drafting a risk treatment plan?

	Why is internal audit and compliance an important element of the risk management life cycle?

	What do you mean by risk appetite?

	Explain a few of the factors that can influence the risk appetite of your organization.

	List a few best practices that you would like to consider while adopting the risk management process.







CHAPTER 11

People, Process, and Awareness


Communication and collaboration are key to information security for any enterprise. Staffing and resourcing play an important role in any strategic initiative and its applicable to Cybersecurity domain also. This chapter will help us lay out some structure to build our team with the right skill sets and justify the budget too. We will also talk about various controls and frameworks we should adopt to monitor our partners. This will help us reduce any possible risk to the organization’s overall ecosystem.

The people of any organization are the biggest asset they have; hence, it’s evident that they should understand the importance of security. This chapter will help us focus on the importance of security awareness and training exercises that will ensure that the employees are aware of security hygiene and understand the protection risk.

Structure

In this chapter, we will discuss the following topics:


	Importance of roles and responsibilities in cybersecurity

	Create an effective cybersecurity team, including critical roles and critical teams

	Insourcing and outsourcing

	Resource demand and capacity management

	Roles and responsibilities of HR function

	Establishing partner ecosystem

	Third-party risk and supply chain management (SCM)

	Mitigating third-party risk management (TPRM) in SCM

	Third-party risk management (TPRM) - overview and approach

	3rd party risk management audit

	Adoption of cybersecurity in project management

	Security awareness training

	Best practices on CSM and HR practices



Objectives

After completing this chapter, you will be able to understand the importance and adoption path of people, process, and training. At the end of this chapter, you will be able to understand a few of the critical roles that were never considered so critical, such as the alignment of the HR function and their importance in cybersecurity programs, resource management, and how third-party risk should be addressed. The chapter will also uplift your knowledge to understand the concept and way forward for awareness training and how to adopt this in the practice.

Importance of roles and responsibilities in cybersecurity

A chain is only as strong as its weakest link, according to popular belief. This aphorism couldn’t be more applicable when it comes to your cybersecurity staff. It’s vital that you examine the following factors if you want this team to work with diligence and accuracy.

Guidelines

Each member of the team is aware of the significance of their position. To be effective, every member of the team must be focused and perform well every day, and they must understand why. Even team members who perform repetitive tasks, such as those who work in access/identity management. They deal with sensitive information and, if they’re not careful, could unwittingly trigger a security breach. They need to stay alert and involved. It’s not enough to tell people their jobs are important; instead, show them how their occupations are important to the company’s health and security by linking what they perform on a daily basis to the company’s strategic goals. Additionally, we should educate them about the consequences in case there are any lapse with the purpose to sensitize the ecosystem.

Security is meant to help, not hinder, corporate operations. Make it clear to every team member that their duty is to assist the company in determining the safest approach to meet the demand; security and the company should work together. There will be occasions when you must convey that the business request has substantial risk, but whether you accept that risk or not is normally a business decision. If you concentrate on assisting the company in achieving its objectives in a safe and appropriate manner, saying no will be rare. As a result, when those occasions arrive, the company will be more willing to listen.

Roles and responsibilities

The guidelines mentioned above will help you manage your group, but you’ll also need the right people in place who can work within those constraints. A well-rounded cybersecurity team requires the following talents, attributes, roles, and responsibilities:


	Developing software: A cybersecurity team that includes someone with secure software development abilities has a significant edge. Many firms rely on third-party developers for development, but having someone on board with the expertise to participate in those discussions may really assist in building a security program.

	Intrusion detection, threat intelligence, and incident management: Monitoring and detecting issues before they occur, catching issues as fast as possible, and taking the appropriate procedures after an incident has occurred are all critical aspects of cybersecurity; you’ll need team members who can handle these separate but interconnected tasks.

	Mitigation of risk: Your staff should be aware of how to reduce risk. Having team members who are familiar with controls and auditing is beneficial in this situation. You can detect poor controls (cause risk) and execute suitable risk mitigation methods if you think like an auditor.

	Analysis of data: Do you have someone on your cybersecurity team who can sift through raw data for trends and extract relevant actionable data? For cybersecurity, knowing how to correlate and evaluate data is essential. If you don’t already have this expertise, you should hire for it or develop it as quickly as feasible.

	The ability to collaborate with people from different departments: Even though this is more of a soft skill, it is nevertheless necessary for every member of the cybersecurity team. You can have very smart team members with top-notch security skills, but if they can’t have relevant conversations with people in other departments in a way that elicits cooperation, they’ll have fewer career options, be less effective in their current roles, and have fewer opportunities for advancement. A key reason good technical professionals don’t advance beyond middle management is their inability to communicate with the business and with other teams. As a result, make sure that everyone on your team understands how to collaborate and communicate with other teams and management levels.



To create an effective cybersecurity team

A well-coordinated and successful organization will aid the CISO in strengthening their cybersecurity posture and lowering the risk to their company’s operations. There is no standard toolbox for approaching these issues, but this section will provide some guardrails to help with this crucial task by using the organization’s core cybersecurity requirements as a starting point and then presenting a model. The model can be tailored to your company’s specific needs and justified based on its size, revenue, and the number of employees.

Table 11.1 is just an example of what role you should adopt based on your organization’s size and business requirements. While there is no limitation in terms of what maximum you can pick, this is an idea to be realistic:
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Table 11.1: Cybersecurity domain vs Organization size matrix

A matrix of critical cybersecurity domains versus organization size is shown in the table above. This is a high-level matrix that should only be used as a guide. This guidance will aid in the design and development of a baseline framework to satisfy the needs of each organization’s specific cybersecurity requirements. To fulfill specific requirements, the dots may be moved around. Keep in mind that in small businesses, all cybersecurity duties are frequently managed by a single full time equivalent (FTE) or by current IT personnel.

Critical roles in your security organization

The security team is made up of several levels, specified standards, in-scope items, and guidelines to make things easier to work with, which can differ from one business to the other. The information shared below will help you better understand the structure, roles, and duties of the cybersecurity teams and the essential skills and dependencies for personnel.

Cybersecurity is a broad field in which essential roles, skill sets, and responsibilities differ from team to team. Key roles, however, can be divided into four categories. The following images and description will talk about the same:
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Figure 11.1: Critical Roles alignment to the Security Organization structure

CISO

The Chief Information Security Officer (CISO) is in charge of the security team. The person in charge of defining the security posture of an organization. The CISO develops the strategy, programs, rules, and procedures for safeguarding the company’s digital assets, which include everything from information to infrastructure.

Security leaders

A security team will be supervised by the security manager. This position includes establishing a hiring strategy, improving processes, and expanding the technological stack. A security manager will have a lot of expertise in managing a security team and will be able to provide both technical and managerial advice.

Security managers

Security engineers and/or architects are employed by a range of organizations. They are members of the team who are experts in SIEM, endpoint security, penetration testing, vulnerability assessment, threat intelligence, and other areas of security engineering. This position is in charge of developing security architecture and engineering security solutions, and collaborating with other teams to ensure release consistency and speed. They keep track of the architecture and systems they design’s requirements, procedures, and protocols.

Technical staff

The foot soldiers of security are security analysts. They are in charge of detecting, investigating, and responding to problems. They may also be involved in the development of disaster recovery plans and the design and implementation of security measures. Analysts may be required to be on call at different times depending on the nature of a security program. Analysts may be in charge of recommending and implementing new technologies as well as training team members on how to use them.

Critical team in your security organization

There are a few important jobs that should be addressed for maintaining a baseline cybersecurity posture, regardless of the size of the organization. Here are a few of the teams you should build as part of the overall ecosystem:


	Risk management team: The fundamental components of a cybersecurity company are risk assessment and management. It can range from simple assessment tools (such as CSAT from the Center for Internet Security) to the governance, risk, and compliance (GRC) platform. Within the cyber organization, this is a fundamental and crucial job.

	Security operations team: This crucial position has responsibilities that vary depending on the size of the company and the amount of income it generates. Incident management, data security, threat monitoring, and infrastructure and network security are some of the topics covered. In the table above, you can see these assignments.

	Architect/analyst in cybersecurity: Regardless of the organization’s size, this function may readily develop a security reference architecture. When working from home is the new normal, the job also maintains awareness and training, which is a crucial prerequisite. This position can serve as a liaison with other departments in order to improve cybersecurity.



Partner ecosystem

Especially during the COVID-19 epidemic, there has been a persistent desire to do more with less, which has impacted income streams across all sector verticals. Partnerships that use expertise and knowledge inside the ecosystem are critical to overcoming this obstacle. Internal partners (infrastructure, application development, shared services, etc.) and external partners make up the ecosystem (vendors, managed service providers, etc.). Establishing pipelines with local higher education institutions that offer cybersecurity education by offering internships and starting analyst roles has obvious benefits.

Summary

Here are a few of the key things to keep in mind you build your team:


	Begin small and hire qualified employees; use local educational institutions as a stepping stone to entry-level positions.

	Train, train, and train some more! Employees are challenged and engaged when their abilities are kept current and their jobs are rotated.

	To address your organization’s needs, form relationships with vendors and peer groups.



Insourcing and outsourcing

Security has become a boardroom problem in the last 5 years. One study reveals that over 4.1 billion records were stolen by cybercriminals in just the first half of the 2019 calendar year. We’ve all heard about massive data breaches like those at Equifax, Adobe, Canva, and LinkedIn, but the truth is that any company can be hacked. Small businesses are responsible for 43% of all data breaches, and 60% of them, including nonprofits and associations, close their doors within 6 months if they are breached.

Most businesses are turning to robust cybersecurity strategies to help them deal with the never-ending barrage of threats. In today’s dangerous landscape, practically everyone needs protection, whether it’s from in-house security professionals or outsourced security services. However, how can you choose which one to visit? Should you enlist the support of internal teams to safeguard your company? Or are outsourced solutions more cost-effective and provide better protection? While both ideas are effective, not all firms will benefit from them. Between in-house and outsourced cybersecurity solutions, there are potentially significant cost and efficiency discrepancies.

In this section, we are not favoring any specific side and asking you to pick one side, but you should take the right decision considering your business requirement.

Understand the difference between insourcing and outsourcing

Concerns about cybersecurity are a significant impediment to digital transformation for your company. Many firms are attempting to reconcile digital advancement with digital security as 83 percent of enterprise workloads migrate to the cloud. After all, the more digital touchpoints you add, the more threats you bring. To aid in risk mitigation and adoption of best-of-breed security practices, many firms, large and small, are bringing on board a full suite of in-house cybersecurity professionals or an outsourced cybersecurity solution.

Outsourced cybersecurity solutions (also known as managed security services) are fully managed security solutions that exist outside of your company and work with it to mitigate risks through 24/7 monitoring, detection, prevention, and mitigation. Security training for your employees, next-generation firewalls, and device security configuration services may all be included in your outsourced cybersecurity solution, depending on which one you choose.

Let’s compare and contrast insourcing and outsourcing cybersecurity solutions across four main security pillars.

Cost

To begin with, let’s acknowledge that in-house cybersecurity teams are not inexpensive. It’s for this reason that 77% of SMBs aim and planning to outsource cybersecurity in the next 5 years. An in-house cybersecurity expert earns an average of roughly $90,000. That is, of course, just pay. You’ll need to offer a comprehensive benefits package in a hot market like cybersecurity (which currently has a 0% unemployment rate). These expenditures contribute to around 30% of labor costs, but SMBs may face higher costs due to economies of scale, as they must pay more for benefits than businesses.

After that, there’s training to consider. It costs more than $7,000 to train and onboard a new employee. After then, you must wait for productivity to start. According to certain studies, an employee can become completely productive after 1 to 2 years. Of course, you’ll probably need more than one security professional, especially because you’ll be monitoring and mitigating risks 24 hours a day, 7 days a week. Hackers can target you at any moment, not just when you’re awake.

It’s easy to see why practically every SMB that deals with cybersecurity outsource at this point. In-house teams are simply too expensive. Large corporations, on the other hand, may discover that in-house teams perform well. They work on-site and are immersed in the company’s culture. However, the fees are usually out of reach for small businesses.

Outsourced cybersecurity solutions, such as Managed Security Services Providers (MSSP), include all costs. You simply pay your provider a charge. This is typically always less expensive, though there are some high-priced enterprise options.

Availability of time

Cybersecurity in-house is a time-consuming process. Even if we exclude the time it takes to discover, hire, train, and fully deploy staff, the time it takes to implement the correct tools, test all your security applications, and build a flexible, highly usable tech stack can be a problem. Of course, you’ll need to devote a significant amount of time and resources to developing standard operating procedures and policy frameworks for those cybersecurity initiatives.

Building an in-house cybersecurity program can take months on average, especially if you add tech training. However, with outsourced cybersecurity solutions, you may have a system up and running in a matter of weeks. It will still take some time to set up the outsourced solution. They’ll have to go over your policies, figure out what you need, and then put the necessary technologies in place to aid you. However, you don’t have to be concerned with all aspects of technology selection, testing, or tool knowledge. Instead, your outsourced team will find the best solution for you and execute it across the board.

Outsourced cybersecurity solutions can save a corporation month. Outsourced cybersecurity solutions can essentially decrease the amount of time you have to spend individually building a security posture for management and C-level executives, which leads us to management duties.

Responsibilities of the management

Managing internal cybersecurity programs necessitate a great deal of supervision. While high-priced CISO will undoubtedly help lessen some of the agonies, management will still need to be involved significantly throughout the program. This includes defining the objectives and engaging in periodic review and approval of the policies. You’ll need a chain of command to keep new employees sufficiently supported and aligned, and you’ll need the right HR program to assist with training and recruitment.

The financial assistance you’ll need to support all this management is one of the primary pain spots for in-house teams. You won’t be working with numbers in the traditional sense. Your in-house cybersecurity program’s expenditures must be flexible enough to account for fluctuating training, tool, and management costs. Remember that the time you or your other managers spend on this new team is technically a cost because they (or you) could be working on more important tasks.

Requirements that aren’t technical

While many businesses consider cybersecurity to be solely a technical endeavor, today’s cybersecurity initiatives are more business-oriented than technical. Cybersecurity programs extend far beyond the computer, from governance and compliance (for example, CCPA, GDPR, municipal, state, and federal laws) to security policies and standard operating procedures.

You’ll need documentation and change control, as well as the necessary reporting features, to make sure you’re compliant, thorough, and accurate in your threat detection. Employee training is another aspect of the cybersecurity program. Your employees, believe it or not, are the most significant security threat to your company. You’ll need to teach them how to use TFA, secure files, and ignore phishing communications.

Outsourced cybersecurity programs can alleviate your cybersecurity strain by assuming technical obligations. Constant security monitoring solutions (for example, 24x7 SOC monitoring, Office 365 monitoring, dark web monitoring, endpoint monitoring, etc.) and powerful firewalls, WAF/DNS protection, and endpoint encryption are all included. All the critical technological components that keep your organization safe and secure against threats can be outsourced right away to professionals. This saves you time and money on software and staff, and it provides you with the scalability and flexibility to deal with an influx of security threats without having to invest in an expensive in-house security program.

Resource demand and capacity management

One of the most difficult things to agree on in a large organization is a best practice for resource management, whether it’s generating demand or allocating personnel, and then adjusting the effort when priorities shift. Here, we’ll offer some of the most important takeaways from real-world implementations.

Define resource transparency requirements

Majority of the data on resource capacity and demand is stored in massive spreadsheets that look several quarters or years into the future. In most circumstances, each project will have its own spreadsheet with employees assigned to each month. These spreadsheets are then integrated into a master spreadsheet, where management can get a summary of project personnel and roles.

This means an organization may now tally up its overall capacity, assess whether they have enough resources, and make adjustments as needed. Most executives prefer to see as far ahead as possible. As a result, project managers and resource managers are expected to plan for several years in advance.

The solution is for top management to establish a transparency rule. To put it another way, it is for specifying how far ahead people’s tasks should be planned and separating roles from people data.

Define roles and not skills and names

It’s crucial to avoid the many roles per person scenario while examining resource capacity statistics. Some people can speak English and Spanish, but that is a skill, not a position. Instead, each employee should have a single position that is used for allocations. This is difficult for some (for example, when a developer can also take the role of a project manager). If you are employed as a developer, however, that is your role, and project management is one of your many abilities.

Every project manager or product owner knows who their favorite members of the team are. As a result, it can be discouraging to realize that they must submit requests on a role-by-role basis, leaving prioritizing and personnel selection to the resource manager in charge. This must, however, be the golden rule to safeguard individual employees from being torn apart by the various stakeholders who want a piece of their calendar. The best individual for the job may not be accessible in a large organization, asking for identified persons should be a side remark rather than the resource request itself.

Human resources should be in charge of resource breakdown

The adoption of an IT tool is frequently a result of improving resource management maturity. The resource breakdown structure (RBS) is used to calculate departmental capacity by defining the organizational breakdown. The RBS also serves as a governance system, determining which requests should be directed to which managers.

Large firms’ structures change frequently, so HR must understand its position in RBS administration. Ensure that HR is on board and prepared to update the RBS regularly so that others may concentrate on the request and allocation processes.

Role of HR in cybersecurity

In this digital age, cybersecurity is becoming a business problem. When information breaches, data hacks, and identity thefts occur, many people believe HR professionals, for example, have nothing to worry about. However, for a corporation to be secure, every employee must exercise fundamental cyber hygiene.

HR workers are in charge of a lot of sensitive business information. This contains employee personal information, payment details, and other information that, if disclosed, might cause significant damage. As a result, HR specialists are in a great position to prevent cyber-attacks. This article examines HR’s role in a company’s cybersecurity.

Here are a bunch of things that we think HR professionals should pick.

Determine a company’s risk exposure

Recognizing risks is the first step toward preventing them. The HR team, along with the security team, should establish a company’s risk exposure by completing a risk assessment regularly. Regular assessments can assist determine which employee habits are most likely to expose a company to data breaches or other hazards.

A risk evaluation by HR, for example, can aid in the discovery of an insecure workstation. It can also show whether staff has misplaced their identification cards. Employee mistakes might offer cybercriminals vital information or unrestricted access to a company’s network.

Furthermore, risk evaluations aid in the customization of training courses for enterprises. Risk assessments are even more important because it can be difficult to deliver the correct kind of staff training if you don’t know what hazards your company might face.

Employee data access and control

Sensitive data can be safeguarded in a variety of ways. One of them is implementing various access controls to this data. Access controls are necessary for a strong data management plan because they ensure that only a limited number of people can see or use the data stored on an organization’s network.

A company’s HR department can assist in the setup and implementation of access controls. Even before an employee is hired or onboarded, HR can establish the data that they will need to use. They must also verify that the employee does not have access to this information after their contract has expired.

Thankfully, several IP rotating residential proxies and other digital solutions can assist them in this endeavor. When employees’ contracts expire, HR can use proxies to prohibit access. HR can use proxies to prevent insider attacks intended by former workers who have access to business networks.

Working without tech solutions in every element of the business has become tough. Proxies are one of the tech solutions that are assisting organizations in dealing with cyber threats. They make it easier to secure sensitive data and boost the likelihood of a company’s security strategy succeeding.

Assistance in the development of security policy

For businesses, establishing security policies is crucial. Every department, including HR, has a role to play in developing and executing security rules for the company. This protects the company, its clients, and its employees from a variety of risks.

HR’s involvement in policy development and implementation begins with the hiring process. They must perform mutually agreed-upon pre-employment background checks to gain a better understanding of their potential workers. Before employing staff, they must also give them a code of conduct to sign.

Furthermore, HR must encrypt all employee files and establish restrictions on access. When employees breach company policies, HR must collaborate with management, participating in the investigation and assisting in the prosecution of criminals.

Encourage the adoption of a cyber-safety mindset

Everyone in an organization is technically responsible for developing a cybersecurity culture. When it comes to building and maintaining a business culture, HR is one of the most important stakeholders. This is because it is the organization’s first and last point of contact for employees.

Employees must understand why cybersecurity is important to the company. It must also describe the responsibility of employees in ensuring that the company’s network is secure as soon as possible. This will aid in the reduction of neglect since it will instill a sense of accountability.

The cybersecurity culture must also be visible to new hires the first time they connect with the firm through HR. This is because newly onboarded personnel can be a company’s weakest link. It’s critical to instill in them the belief that the risk is real and that their everyday actions have an impact on it.

A strong cybersecurity culture should always be present throughout a company. It must begin at the top and work its way down to the employees of a company. HR and other departments must collaborate to ensure that every new employee is aware of the company’s culture and fits in nicely.

Cybersecurity training for employees

There must be an ongoing training procedure for information security to be effective. Every company should hold regular information security training for its staff. Employees will see cybersecurity as a routine business procedure and will follow the company’s best practices as a result.

HR has a significant role to play in terms of employee information security training. New-hire orientations must include security training, which means emphasizing the threats to which the company is exposed and staff behaviors that can help prevent them.

A strong security awareness campaign can assist a company in increasing its security. Employees who haven’t dealt with data breaches or hacking before can learn how to respond responsibly through training. This can help prevent or dramatically minimize the danger of assaults, like phishing.

Every piece of training should emphasize on the importance of everyone’s role in a company’s cybersecurity. This makes it simple to put regulations in place and even encourages the security culture that we discussed earlier.

Establishing a strong partner ecosystem

To thrive in today’s digital society, businesses must collaborate with a security partner and incorporate risk management into their operations. Businesses face demands to stay up with technological developments to boost productivity growth, in addition to merely securing data.

Taking these factors into account, we can say that the current business difficulty is figuring out how to secure, support, and expand your organization while dealing with ongoing information and cybersecurity concerns. Finding the proper cybersecurity partner may not be enough to achieve your objectives while continuously improving security.

Key considerations while choosing the right partner

It is incumbent upon all of us in this sector to demonstrate that we are deserving of our clients’ trust. Knowing what to look for – and what to avoid – when selecting a cybersecurity partner is critical because not all cybersecurity services are created equal. Here are some of the most important factors to think about when you make your decision.

Make cybersecurity a priority

Every business has competing priorities, and there is never enough time in the day to complete all. When all your IT services are managed by a single team, you’re essentially asking them to pick between two priorities. Should we assist the user who is unable to connect to the VPN or should we focus on the patching issues? In this circumstance, the user in distress will almost always come first, and the patching will have to wait.

Effective cybersecurity services place a strong emphasis on working ahead of time to prevent problems from occurring. This necessitates somebody with sufficient authority to concentrate solely on security. Proactive tasks such as threat detection, patching, monitoring, DNS protection, and Endpoint Detection and Response (EDR) will not take a backseat to your business’s day-to-day operations when you choose a cybersecurity partner dedicated to supporting you.

Request credentials from both the organization and the individual

Security cannot be done part-time in light of today’s dangers; you’re either in or out. Unfortunately, there are many people who will tell you that they “do security.” It’s one of my pet peeves, and it’s also a risky lie. You want someone who can back up their claims of competence with skills, experience, and qualifications when it comes to protecting your business.

Making sure your security services are backed by a dedicated, qualified staff of cybersecurity professionals should be a crucial element of your strategy. Members of the security team have the time and commitment to seek high-level credentials, certifications, and ongoing education.

It is essential to have prior experience

Training is important, but we believe that learning by doing is preferable – there is no substitute for real-world experience. Anyone who has ever trained for something understands that how it works in a controlled environment is very different from how it works in a real situation.

When it comes to hiring a cybersecurity partner, having a qualified cybersecurity team on your side with real-world experience is a major plus. The stakes are as high as they can get during a cyberattack. A high-performing team of seasoned security specialists with a wide range of complementary skills might be the difference between rapidly recovering from a security event and having it negatively influence your business for years.

Recommendations with integrity and objective

Many people find objectivity to be one of the most difficult things to give. When dealing with items that could jeopardize your business, though, it’s necessary. It’s normal to take pride in your work. When confronted with a challenge, pride might become defensive.

We’re not arguing that objectively critiquing your work is impossible, but it’s not something everyone is capable of. As a result, don’t bother asking them! Having a dedicated security partner assess your IT environment might help relieve some of this stress. As both an assessment provider and an organization that is being examined, we can talk from both perspectives.

Third-party risk, vendor risk, and supply chain risk

The recent SolarWinds breach have served as a stark reminder to news organizations, businesses, and leadership teams throughout the world of how susceptible we are when one of our third-party vendors gets hacked. While the SolarWinds breach is a terrible incident for everyone involved (and the number is constantly growing), it is an excellent time to analyze the various risk management programs available to help prevent breaches like this and assess how your organization’s procedures stack up.

Was it a third-party or supply-chain compromise that caused the SolarWinds leak? Yes, both are true. Third-party vendors, suppliers, and partners are all referred to as “third parties.” So, just like a cloud provider or a law firm, a supply chain vendor like SolarWinds is a third party.

So, how do third-party risk management and supply chain risk management differ? There’s a lot to digest here, and the distinction generally comes down to the type of the third party and/or the risk you’re assessing.

Third-party risk management (TPRM)

The act of detecting and addressing any sort of risk related to third-party entities (e.g., financial, fraud, or cyber risk) is known as TPRM. A third party is a company that sells a product or service to your consumers directly and/or is essential to your everyday operations. Partners, consultants, vendors, and suppliers are examples of third-party participants.

Third-party cyber risk management (TPCRM)

TPCRM is a subset of TPRM that involves identifying and mitigating cybersecurity threats linked with third-party companies. SolarWinds is a third-party cyber breach since it is a third party to all customers who were exposed, and the exposure jeopardized the customers’ data and the systems’ confidentiality, integrity, and availability.

Vendor risk management

VRM is the process of identifying and mitigating any vendor-related risk. A vendor is a third-party company that sells you a product or service. Third parties include vendors, but all vendors are not third parties.

Supply chain risk management

The act of detecting and managing supply chain hazards is known as supply chain risk management (SCRM). A supply chain is a collection of internal and external (third-party) organizations that facilitate the movement of goods and services. Cyber and geopolitical risks, as well as disruption risks resulting from man-made or natural disasters, are examples of supply chain risks.

Mitigating third-party risks in supply chain management

The risks associated with the companies with which your company partners will be considered as part of your risk assessment. Address the following with each of your partners to limit your risks:


	Secure to a reasonable degree: By requiring suppliers, subcontractors, and supply chain partners to meet or exceed standard terms and conditions of compliance, you may better ensure that third parties with whom you operate are covered in the case of a cybersecurity incident.

	Risk assessments of vendors: It’s a good idea to undertake a full risk assessment of each of your vendors on a yearly basis in addition to conducting your own risk assessment.

	Plans for dealing with incidents: If a supply chain cyber assault occurs, it’s critical to develop a mechanism for parties to communicate when their network, systems, or data have been hacked.

	Vendors you can trust: When it comes to working with third-party vendors, the cheapest or most convenient alternative isn’t always the best one. Do your homework to discover partners who have a demonstrated track record of meeting or surpassing compliance requirements throughout the supply chain. A vendor with right security and compliance certification should be preferred, so consider it to be one of the shortlisting criteria.



Third-party risk management audit

It’s vital to do a cybersecurity audit of your third-party vendors and partners to ensure that they’re taking the necessary precautions to protect your data while it’s in their possession.

There is no such thing as an industry that exists in a vacuum. They are a network of cooperation, interdependence, and collaboration. Businesses expand their operations to connect with third-party partners and vendors who offer a variety of specialties and services, including third-party risk management audits, to improve their overall performance and functionality.

However, when engaging with other parties, data privacy must remain essential. Third-party risk management comes into play in this situation. This is a method of securing and protecting data to reduce the risk of cybersecurity breaches and hacks.

The success of this program will be assessed by a third-party risk management audit. It will also create a regulatory checklist that the company and its third-party vendors must follow.

The implication of third-party failure

Companies will suffer large losses if necessary third-party providers fail to meet the terms of the agreement. Third-party risk management is critical. It may cause the organization more operational, reputational, and financial harm than third-party loss. Breach of data, in particular, is a major hindrance. With new legislation concentrating on personal data protection, any breach of data privacy by third-party suppliers will reflect bad regulation.

The corporation, not the third-party provider, will be the one suffering the most reputational damage. These public relations blemishes are difficult to detect and anticipate, emphasizing on the significance of thorough third-party risk assessment and monitoring.

It’s worth noting that these dangers don’t just apply to your customers. If third-party providers fail to fulfill their obligations under the contract, the relationship with further service providers or suppliers may be harmed.

Auditors are extremely important in this regard. Within the third-party relationship, they can identify operational hazards, fraud vulnerabilities, lost revenue and cost-cutting potential. If left unchecked, these elements can lead to failure. If gatekeepers like auditors execute their investigations well, they can make a big difference in the success of these relationships.

An approach to conducting the TPRM audits

When checking the effectiveness of the third-party risk management program, the audit team must have a strategy. It must remain objective. It cannot be influenced by the first or second lines of defense because it is the third line of defense.

When reviewing the TPRM, the audit must determine whether it has a complete inventory of third-party providers to ensure it has the best partner for the job. Third-party risks to compliance, economics, operations, strategy, and reputation must all be documented.

What role should third parties play further down the supply chain? What impact will they have on the company’s long-term viability? During an audit, these are some of the factors to consider. There must be a method of evaluating the third-party provider’s performance within the risk tolerance set by the company.

In the event of an issue arising, the audit must establish what steps the company will take to recover losses from third-party vendors.

The audit must evaluate whether third-party partners follow all applicable laws, ethical guidelines, and technological data security standards on a regular basis.

The process to assess the third-party

A well-thought-out approach will aid in the proper risk evaluation of third-party suppliers. This will assist you in anticipating any potential issue or scenario.

Risk assessment / planning

When a corporation decides on a third-party supplier for outsourcing, the first step is to devise a strategy for managing the partnership. A thorough examination of the third-party provider’s risk profile is required. It’s critical to figure out how vulnerable the potential third-party provider’s data privacy is.

Monitoring and contracting

After both parties have reached an agreement, the contract must spell out the partnership’s goals, responsibilities, and terms. Contract terms are necessary because they limit the company’s obligation in the event that something goes wrong, and they minimize any disagreement or dispute that may develop as a result of unexpected or surprise performances.

To constantly lower risks, clear channels of communication are required. It also makes resource exchange for cyber risk management much easier. New threats emerge every day, so it’s critical to keep the cybersecurity database up to current.

Monitoring includes compliance as well. Government regulations apply to all third-party data storage. Access to the network, the system, and authorization must all be secure. A response system, remediation, and escalation must all be in place if problems arise.

Termination

When the contract expires, you’ll need an exit strategy. In the event of termination, risk mitigation is required. The following circumstances may necessitate the termination of a contract:


	Changes in a company’s or a third-party vendor’s business strategy

	The contract’s requirements having been met

	Breach of contract

	Customer complaints/failure of service

	A data leak or other type of cyberattack

	Government regulation non-compliance

	A service or product’s discontinuation



Adoption of cybersecurity in project management

In today’s world of rapid technological breakthroughs, appropriate cybersecurity is more important than ever. Cybercrime is on the rise, and practically all businesses, regardless of size, are at risk. These alarming statistics have pushed ‘cybersecurity to the forefront of most corporations’ agendas.

Insufficient security networks can leave businesses susceptible, so IT leaders are incorporating security components early in the development process. An industry best practice is to start with a cybersecurity implementation plan and stick to it throughout the development cycle. The procedure, however, is time-consuming and necessitates meticulous planning prior to implementation.

At this point, we’ll discuss a few considerations you should make from the outset of your tech project to address cybersecurity.

Define the boundaries of the information system

You must also define where the data is stored as well as the critical dependencies.

The organization should have a clear and well-defined representation of all entities that store or process system data, thanks to the established system boundary. For example, in software development, getters and setters explicitly define the bounds of data saved or handled by your product.

Insider threats should be prevented

According to cybersecurity statistics, most cyberattacks originate within an organization and are perpetrated by employees who have access to sensitive information.

To keep your firm safe, you need to cultivate a culture of vigilance among all personnel.

Training for security awareness

It’s critical that every employee knows the necessity of cybersecurity in today’s dangerous world. Ascertain that employee are aware of cybersecurity being a key priority and that they are aware of the comprehensive cybersecurity activities and processes in place.

Implement cybersecurity awareness training classes for your employees on a regular basis to ensure that they are familiar with the principles of spam, phishing, spear-phishing, malware, and ransomware. Encourage employees to adhere to the necessary security policies and to regard security as a critical aspect of their jobs.

Segmenting a network

When constructing a new product design, network segmentation is an important and very effective security feature that can be implemented. To strengthen network security, a larger computer network is segmented into multiple tiny subnets that are isolated from one another.

Consider including cybersecurity from the start while developing a new design. A well-segmented network decreases the breadth of network incursions, prevents breaches, and improves overall data security.

Vulnerability remediation and management

DevSecOps workers should enable automatic detection and remediation of vulnerabilities throughout the cycle to remain ahead of hackers. They should use automated inventory tracking solutions to verify that their services and goods do not rely on dangerous code.

Designing for safety and privacy

The concept of incorporating cybersecurity and privacy into technological solutions by design and default is known as the Security and Privacy by Design Principles.

The application of these security and privacy principles is critical to the development of a secure and compliant program.

Most recent cybercrime cases

The necessity for cyber threat protection and security measures is more important than ever. It is now vital to establish security rules and contingency plans. Examining real-world use cases can help you understand how businesses are using cyber products and services to strengthen their cybersecurity.

Case studies in cybersecurity assist you in getting a comprehensive understanding of security and the consequences of inadequate protection.

Mapping the data

In the event of sensitive data, it is critical to construct a data processing map in order to identify privacy issues. It’s easier to pinpoint where security measures should be implemented when you use data mapping.

To build meaningful data mapping, you must understand the path of data transformation, storage locations involved in a data flow, the type of data processed, who is accountable for personal data, and who has access to it.

Then, persuade your security team to create data security controls.

Best practices for Supply Chain Risk Management (SCRM)

It’s critical to plan and be prepared for the worse while hoping for the best when developing a supply chain risk management strategy. Supply chain risk management plans aren’t in place to terrify you; they’re there to assist you in developing a contingency plan and getting back on track in the event of a disruption. The following are a few recommended practices to think about when putting together a risk management strategy.

Determine the risks that have been identified

Begin by talking to your staff about internal safety precautions, such as proper computer usage. The next step is to contact the third parties with whom you have partnered. Just because you don’t think your company is a high-value target for hackers doesn’t imply that your suppliers, distributors, manufacturers, or retailers aren’t.

Your entire supply chain can be thrown off course if one of your partners becomes a victim to a cyberattack that affects their process.

Unknown risks must be accepted

Risks that are impossible to predict are referred to as unknown unknowns. While nothing can be predicted, you can make strategies to mitigate the impact of supply chain interruptions in the future.

For example, it’s impossible to anticipate all the hazards that may arise while working with third parties. However, partnering with organizations that have undertaken their own strategic risk management plan can provide you with the peace of mind that you’re working with a third party who has taken the necessary safety precautions.

Assume that there will be a breach

Many business owners mistakenly believe their company isn’t large enough to be targeted by a cyberattack. Hackers are more interested in the amount of money they can make by compromising a firm’s data than the size of the enterprise.

With this in mind, it’s safe to believe that no business is off-limits, and it’s best to assume that you or your vendors will be the victim of a cyberattack at some point.

Security awareness training

We live in a digital age when a growing number of our daily activities have moved online. Our reliance on cybersecurity has grown as we work, communicate, conduct business, and connect online.

Cybercriminals can wreak havoc on our personal and professional life with ease. As we become increasingly reliant on the internet and mobile devices, there will be more possibilities of someone taking advantage of our flaws. A successful cyberattack in the commercial sector alone can bring a corporation to its knees, causing irreversible damage in some situations.

Fortunately, there are practices that an organization may implement to limit the effects of cybercrime, starting with the most important step: improving cybersecurity awareness.

Cybersecurity awareness and its importance

Humans remain the weakest link in any digital security scheme. People make mistakes, forget things, and fall victim to deception. This is where cybersecurity education comes in.

This entails informing staff on various cybersecurity risks and threats, as well as potential weak areas. Employees must grasp the best practices and procedures for keeping networks and data safe, and the ramifications of failing to do so. These punishments could include losing one’s employment, facing criminal charges, or causing irreparable harm to the company.

Cybersecurity experts can shore up this possible vulnerability by making staff aware of the breadth of the risks and what’s at stake if protection fails.

Benefits of awareness training

First and foremost, a cybersecurity-trained workforce provides a lower risk to an organization’s digital network’s overall security.

As there are fewer risks, there are fewer financial losses as a result of cybercrime. As a result, a company that devotes funding for staff cybersecurity awareness training should see a return on that investment. Furthermore, if all employees receive cybersecurity training, there will be fewer security gaps if someone leaves the company. In other words, you’ll lower the odds of a security breach because a key employee wasn’t present on that particular day.

Finally, a company with security-conscious employees will have a stronger reputation among customers, as most people are hesitant to do business with a company they don’t trust. Regardless of the actual consequence of anyone breach, a company that is repeatedly subjected to security breaches will lose consumers due to unfavorable PR.

People must be aware of recommended practices in order to achieve this higher level of security.

Key consideration for a matured cybersecurity awareness training

Workers with diverse levels of technical aptitude and cybersecurity knowledge, as well as different learning styles, should benefit from an effective cybersecurity awareness training program.

It should be multifaceted, with a variety of lessons and learning opportunities to engage employees of all levels of knowledge and learning styles. A comprehensive program also includes role-based content, which delivers instructional material tailored to the needs of an employee’s role and material tailored to third-party stakeholders, such as business partners and contract workers, to ensure that individuals do not endanger the organization.

There are a few crucial components to successful programs:


	Staff should be able to get information in the formats that most suit them, whether it’s audio, visual or gamification sessions. Lessons of different degrees of complexity should be included in the content so that employees can find the most relevant material for their jobs.

	Follow-up and continuous communication informs employees of the company’s cybersecurity policy, provide quick refreshers on how to identify and prevent security risks and violations, and how to deal with any security issues and notify them to any developing dangers.

	Simulated attacks, such as phishing attempts, questionnaires, and other assessments, are used to examine how well the corporate workforce complies with the organization’s cybersecurity standards and identify any person who falls short of best practices.

	Measuring and reporting worker participation in training programs and the effectiveness of the organization’s awareness training can help uncover program flaws and areas that need to be strengthened.



To create and implement a successful training program

The chief information security officer (CISO) and the organization’s cybersecurity team should take the lead in developing a cybersecurity awareness training program, and they should enlist the help of other executives to gain support and a better understanding of the most critical risks that the proposed program should address. Those threats should be in line with the company’s broader cybersecurity strategy, which CISOs establish in collaboration with their C-suite counterparts.

To ensure that the firm has a well-formed and effective program, CISOs should collaborate with their HR department, which is usually in charge of workplace training and development. When establishing a training program, workers tasked with developing it should take into account the specific dangers facing their sector and business.

Starting with basic lessons and progressing to sophisticated materials, the security awareness training program should be thorough. It should also include an assessment method to assist firms in determining a worker’s level of cybersecurity awareness and, as a result, developing a learning route for them.

Additionally, when establishing a training program, organizational leaders must keep in mind that different roles within the business confront distinct risks and threats. An entry-level employee with limited access to sensitive data and core IT systems, for example, is likely to encounter fewer risky scenarios than a high-level executive working with the organization’s proprietary information and financial systems or a senior IT employee authorized to work on the core technologies that enable the business.

Larger companies with large HR departments might be able to build and administer their own awareness training program, or at the very least, augment it with outside resources. Many companies, on the other hand, choose to outsource most or all their training because they believe it is the most effective and efficient way to provide the required training to their staff.

Organizational leaders should have methods in place to assess the effectiveness of training at both the business and individual employee levels in either case.

Best practices to adopt for security awareness

The following are some of the most frequently mentioned security awareness best practices:


	Getting into compliance: There are many rules and regulations to follow in different towns, states, and countries. Ignorance of the law is not a sufficient defense, so everyone should become familiar with the rules.

	Everyone must be included: Everything is on the line. Anyone who refuses to comply with the new security requirements is a potential weak link. It’s all for naught if no one participates wholeheartedly. This method also presupposes that all departments (for example, HR, legal, and security) must buy in and contribute to making it a reality.

	Anti-phishing techniques: Employees should be wary of emails from unknown senders. Emails are used in phishing scams to obtain access to systems and cause damage. Suspicious links, attachments, and untrustworthy sources must all be discussed with employees.

	Security of passwords: Using the word password as a password is a no-no. A password should include at least eight characters, including upper- and lower-case letters, numerals, and at least one unique character. Make sure you don’t make common blunders like writing your password on a post-it and sticking it to your computer.

	Physical security: This encompasses everything from gaining physical access to your company’s IT department to keeping company-issued mobile devices and computers locked and visible at all times.

	Social engineering: It’s critical to raise everyone’s awareness of potential dangers, such as attempts to persuade staff to allow system access or reveal confidential company information.

	Clearly explaining your security awareness program to middle and high management: This is extremely crucial. Higher-ups must be kept informed of current progress and, in exceptional cases, must be notified if any individual or department fails to comply.

	Engaging and even enjoyable training: Meetings and seminars at work are frequently tedious events that everyone tries to avoid. Show a funny (yet timely) video or share strange and unusual security-related anecdotes to keep people interested; don’t go overboard though.

	Reviewing and repeating key messages: People frequently make the mistake of believing that once they’ve done something, they don’t have to do it again. Cybersecurity should be a year-round process that includes periodic assessments and checks.

	Creating a reinforcing and motivational environment: Create a security culture that spans every organizational level and down the entire chain of command to promote ongoing vigilance and learning. While it isn’t necessary to constantly lecture staff and end users on cybersecurity, it should be a topic that is discussed regularly.



Best practices while adapting HR function for cybersecurity

While we have spoken a lot about people, processes, and awareness that is required to build a sustained and matured ecosystem, here are a few of the recommendations that you should consider:


	Maintaining a high level of security: Invest in a strong security culture by making the security staff visible and highlighting them regularly throughout the firm. When security is always on the table, it sends a message to everyone in the organization that they must go all in. The return on this investment is the retention of elite personnel who are not just influential but also valued and respected within the organization.

	Invest in yourself: Junior-level staff and professionals who migrated to security from other fields have a lot of untapped potential. Make sure you have proper onboarding processes in place and that you can push your workers by giving them responsibility and ownership over areas where they can see their immediate influence. Hires who are referred to as rock stars are likely to have specialized knowledge and a negative work environment.

	Your ‘Why’ should be carefully crafted: The single most crucial quality any team (cybersecurity or otherwise) can possess is the ability to craft and communicate a compelling why. It’s the cornerstone that will get the team through any task, no matter how big or small, since they’ll have a sense of meaning and purpose to focus on. The why elevates teams from good to outstanding when correctly integrated into its fabric.

	Employees must be trained and educated: Conduct cybersecurity training programs, offered as part of newbie onboarding and then repeated every 12 months. Accounts, passwords, emails, websites, social media, and PC and mobile device security should all be covered in this course. Quizzes can be used to assess employee comprehension, and cybersecurity project meetings and simulation games can also be used.

	Invest in your future: It’s crucial to invest in your entire cyber team’s professional growth. Your team must keep up with the latest trends, technologies, and approaches to stay ahead of the threat landscape. A well-thought-out career development strategy will also aid in attracting and retaining the best cyber talent, who value ongoing professional development as a critical component of their professional development.

	Analyze and use network data: To identify risks and vulnerabilities quickly and correctly, any firm must use network data and analytics. Because of the rapidity with which would-be hackers hack, this is the case. Computers can simply examine data more quickly than humans, detecting anomalies that could pose a security risk to IT personnel. AIOps (artificial intelligence for security operations) is critical for resolving this problem.



Conclusion

Clarity is crucial at the beginning of the journey to illuminate the way ahead. Maintaining forward momentum while walking the route requires healthy amounts of empathy and ongoing learning. Organizations should invest in both formal training and self-directed exploration to ensure that employees have the necessary knowledge and the confidence to take the risks required to transition.

We talked about how HR can help an organization’s cybersecurity. This list isn’t exhaustive, as HR can do a lot more. For example, HR is in charge of monitoring remote workers because they constitute a greater security risk to a company.

HR’s critical roles, such as policymaking, have previously been discussed. HR must keep rules well-documented and ensure that each recruit is aware of them. This comprises protocols for reporting threats and effectively responding to them, and other measures to protect a company and its data.

The increasing threat of cybercrime has made security too important to ignore. Furthermore, it has made online security a role for the entire organization, not only for information technology security specialists. The information presented earlier can assist HR professionals in making a good contribution to a company’s cybersecurity.

On the cybersecurity awareness front, you should pick a few of the latest trends in the market to indulge the training and knowledge. Here are a few of the topics you may want to consider:


	Attacks through phishing

	Media that can be removed

	Authentication and passwords

	Physical safety is important

	Security for mobile devices

	Working from afar

	Wi-Fi in public places

	Security in the Cloud

	Use of social media

	Use of the internet and email



In the next chapter, we will talk about monitoring Next-Gen SIEM solutions and how threat intelligence plays a crucial role in the entire landscape. With changes in technology and steep demand, all the solutions should become more intelligent, robust, mature, and competent to handle the need of the hour. We will talk about threat intelligence, zero-day threats, different tools, SIEM and SOAR solutions, and similar components in detail.

Questions


	How does HR function play a vital role in the overall ecosystem of cybersecurity?

	What guidelines should you follow while adopting HR functions for cybersecurity?

	“One fit for all” - will this statement be valid while building an effective cybersecurity team. Justify your answer.

	What are the critical roles and responsibilities you should consider while building your team?

	Define insourcing and outsourcing and list the key differences between the two.

	Do you prefer or recommend insourcing or outsourcing with respect to cybersecurity operations. Support your answer.

	Explain a few key considerations to selecting the right partner for your security operations.

	Define TPRM.

	How will you mitigate third party risk in supply chain management?

	What should you include in a third party risk management audit?

	Explain a few considerations while adopting cybersecurity into project management.

	What are a few of the best practices for supply chain management?

	What are the key considerations to build a strong and mature cybersecurity awareness training?
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CHAPTER 12

Threat Intelligence and Next-generation SIEM Solution


In the previous chapter, you learned about how people, process, and training play a vital role to strengthen the cybersecurity practice. Moving on to the next phase, we will talk about threat intelligence and next-generation SIEM solutions.

Threat intelligence is the collection of different information that any organization will use to understand the threats they face and the potential risks. This chapter will help you understand threat intelligence and its different types in detail, and it will also help you learn about the best way to use it to get better visibility.

Monitoring the environment continuously is the key principle to protecting it. This chapter will explain how it happens for security events, its benefits and working principles, along with industry-leading solutions and trends. We will also cover the latest products and technology brief to help you choose the right solutions while building your cybersecurity ecosystem.

Structure

In this chapter, we will discuss the following topics:


	Threat intelligence – overview

	Type of threat intelligence

	Importance and benefit of threat intelligence

	Threat intelligence lifecycle

	Advanced persistent threats (APT)

	Threat hunting

	Common Indicator of Compromise (IOC)

	Various threat intelligence tools

	Overview and concept understanding Security Incident event management (SIEM) solution

	Traditional and next-generation SIEM solution

	Need and core tenets of next-generation SIEM solution

	Conceptual building blocks of next-generation SIEM solution

	Key considerations while moving with next-generation SIEM

	Architecture, technology, and adoption path

	Strategy to evaluate and adopt next-generation SIEM

	Recommended vendors

	Best practices and maturity path for next-generation SIEM



Objectives

After completing this chapter, you should be able to understand the background of threat intelligence and how it’s associated in your entire ecosystem of security. You will get an in-depth understanding of threat intelligence, framework, types, and different players in the game. In the second half of the chapter, we will focus on SIEM and its working principle and deployment scenario. Finally, we will share a couple of best practices on these technologies that you can consider for your environment.

Concept understanding of threat intelligence

Threat intelligence, often known as cyber threat intelligence, is data that helps a company understand the dangers that have, will, or are currently aimed at it. This information is used to anticipate, prevent, and detect cyber threats attempting to exploit valuable resources.

It’s the process of analyzing data using tools and processes to provide actionable information about existing or emerging threats aimed at a company. To combat threats, threat intelligence enables organizations to make faster, more informed security decisions and shift from reactive to proactive behavior.

Threat intelligence is becoming increasingly valuable to businesses, with 72% businesses expected to boost their spending on it in the coming years. Recognizing the value, on the other hand, is not the same as obtaining value. Most organizations are now concentrating their efforts on only the most basic use cases, such as integrating threat data feeds with existing networks, IPS, firewalls, and SIEMs, rather than fully utilizing the insights that intelligence can provide.

While the promise of cyber threat intelligence is enticing in itself, it’s crucial to understand how it works so that you can select the best cyber threat tools and solutions to safeguard your company. You will get a better understanding in the next section.

Common indicators of compromise (IoC)

The threat landscape is continually evolving, and organizations are under increasing pressure to manage security vulnerabilities. Threat intelligence feeds can help with this by identifying common indications of compromise (IoC) and advising on how to avoid an attack or infection. The following are some of the most prevalent signs of compromise:


	Malware targeting an internal host: An attack on a host that is communicating with a known threat actor is an example of IP addresses, URLs, and domain names.

	Email addresses, email subject lines, links, and attachments: A phishing attempt, for example, might rely on an unwary person clicking on a link or attachment and executing a malicious command.

	DLLs, registry keys, filenames, and hashes: An attack from an external host that has previously been marked for dubious behavior or has been infected is an example.



Importance of threat intelligence in cybersecurity space

Threat intelligence systems acquire raw data from various sources on emerging or existing threat actors and threats. This information is then evaluated and filtered to create threat intel feeds and management reports that may be used by automated security control solutions. The primary goal of this type of security is to keep businesses informed about the hazards posed by advanced persistent attacks, zero-day threats, and exploits, as well as how to protect themselves. Threat intelligence primarily helps organizations in the following ways:


	Helps security teams make better decisions by shedding light on the unknown threats

	Empowers cybersecurity stakeholders by exposing hostile motivations as well as their tactics, approaches, and processes (TTP)

	Assists security professionals in better comprehending the decision-making process of threat actors.

	Enables business stakeholders like executive boards, CISOs, CIOs, and CTOs to invest intelligently, limit risk, increase efficiency, and make faster choices.



Threat intelligence types

Cyber threat intelligence, like conventional intelligence, has three levels: operational, tactical, and strategic. The nature and manner of the information transmitted, as well as the intended audience and use, varies at each level. The following section and Figure 12.1 summarize these points.

Operational threat intelligence

Operational threat intelligence frequently pertains to specifics of upcoming activities against a company.

Although it is not always easy to obtain, an intelligence provider can detect, for example, chatter from cyber activists discussing potential targets for an upcoming campaign, or data leaked or sold on a dark web forum that could be used in an operation against the company, by using an all-source approach. Cyber threat intelligence will typically be delivered in a combination of human and machine-readable formats.

Tactical threat intelligence

Tactical threat intelligence is information about threat actors’ techniques, tactics, and procedures (TTP). The primary product for tactical threat intelligence providers is IOCs.

These are especially important for upgrading signature-based defense systems to fight against known attack types, but they can also be helpful for more proactive tactics like threat hunting exercises. As a result, network defenders such as Security Operations Centers (SOCs), will find it extremely valuable. IOCs will typically be delivered in machine-readable formats by CTI providers, whereas intelligence on TTP will be delivered in human-readable formats, requiring human assimilation and action.

Strategic threat intelligence

Strategic threat intelligence is used to keep senior decision-makers informed about broader threats. Strategic intelligence products are written in plain English and focus on concerns of business risk rather than technical jargon because of their intended audience. This long-term perspective will reflect in the reporting format for strategic cyber threat intelligence products.
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Figure 12.1: Different levels of Threat Intelligence

Threat intelligence lifecycle

The intelligence lifecycle is a method for transforming raw data into final intelligence that can be used to make decisions and take action. In your study, you’ll come across different variations of the intelligence cycle, but the purpose remains the same: to assist a cybersecurity team through the development and implementation of a successful threat intelligence program.

Threat intelligence is difficult to come by since threats change all the time, requiring firms to react swiftly and act decisively.

Lifecycle steps

The intelligence cycle serves as a framework for teams to better manage their resources and respond to today’s threats. This cycle has six parts that culminate in a feedback loop that promotes ongoing improvement. Figure 12.2 along with below descriptions explains the cycle
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Figure 12.2: Lifecycle of Threat Intelligence


	Requirement: The requirements stage of the threat intelligence lifecycle is critical because it establishes the road map for a particular threat intelligence operation. During this stage of planning, the team will agree on the intelligence program’s goals and approach depending on the demands of the stakeholders. The group may decide to look at the following:

	Identify the perpetrators and their motives

	What is the scope of the attack?

	What steps should they take to bolster their defenses in the event of another attack?



	Collection: Following the definition of the requirement, the team goes about gathering the data needed to meet those goals. The team would often look for traffic logs, publicly accessible data sources, relevant forums, social media, and industry or subject matter experts, depending on the aims.

	Processing: After the raw data is acquired, it must be processed into an analysis-ready format. Organizing data points into spreadsheets, decrypting files, translating information from foreign sources, and analyzing the data for relevance and dependability are the most common tasks.

	Analysis: Following the processing of the dataset, the team must do a thorough analysis in order to find answers to the requirements phase’s queries.

	Report submission: The threat intelligence team must deliver the outcomes of their analysis to the stakeholders in this phase. The audience will dictate how the analysis is presented.

	Feedback: The final stage of the threat intelligence lifecycle entails receiving comments on the delivered report to assess the need for any changes to future threat intelligence operations.



Audience who gets benefits out of threat intelligence

Threat intelligence information provides SMBs with a level of security that would otherwise be unavailable. Enterprises with huge security teams, on the other hand, can lower their costs and increase the effectiveness of their analysts by leveraging external threat intelligence.

Threat intelligence provides distinct benefits to every member of a security team, including the following:


	Security and Information Technology Analyst

	SOC

	CSIRT (Computer Security Incident Response Team)

	Intelligence analysts

	Top-level management



The following table will explain how each of these positions can benefit from it:







	
Function/role


	
Benefits





	
Security Analyst


	
Strengthen defenses and improve prevention and detection capabilities.





	
SOC


	
Prioritize incidents according to their severity and impact on the company.





	
CSIRT


	
Improve the speed at which incidents are investigated, managed, and prioritized.





	
Intel. Analyst


	
Identify and follow the threat actors who are posing a threat to the company.





	
Leadership/Executives


	
Recognize the dangers that the company faces and the choices for dealing with them.






Table 12.1: Role and Benefits alignment for Threat Intelligence

Advanced persistent threats (APT)

An advanced persistent threat (APT) is a sophisticated, long-term cyberattack in which a hacker develops an undetectable presence in a network in order to steal critical data over time. APT attacks are meticulously organized and designed to infiltrate a specific organization, circumvent existing security measures, and remain undetected.

In comparison to a typical attack, an APT strike necessitates more customization and sophistication. Adversaries are often well-funded, skilled cybercriminal teams who prey on high-value targets. They’ve invested a lot of time and money into researching and discovering the company’s vulnerabilities. APTs have four distinct objectives:


	Cyber-espionage is the first

	Financial benefit through eCrime

	Hacktivism

	Destruction



Working principle of APT attack

You must recognize an APT’s characteristics to prevent, detect, and remediate it. Most APTs follow the same basic life cycle of penetrating a network, gaining access, and completing the attack’s aim, which is usually data theft via network extraction.

One needs to understand the working pattern of APT attacks as these are not the traditional ones that need some extra effort to understand and then plan the mitigation steps.

Stage 1 - Infiltration

Advanced persistent threats frequently use social engineering approaches to obtain access in the first phase. A phishing email targeting high-level employees such as senior executives or technology leaders, typically using information collected from other team members who have already been infiltrated, is one indicator of an APT. The term spear-phishing refers to email attacks that target specific people.

Stage 2 - Lateral Movement

After gaining initial access, attackers inject malware into a company’s network to begin the second step: expansion. They move laterally to map the network and collect credentials, such as account names and passwords, to gain access to crucial corporate data.

Stage 3 - Exfiltration

To prepare for the third phase, fraudsters usually store stolen data in a secure network place until they have gathered enough information. They then extract it without being detected, or exfiltrate it. They might utilize denial-of-service (DoS) attacks to divert the security team’s attention from the data theft and tie up network staff.

Characteristics of APT attacks

Advanced persistent threats employ strategies that are distinct from those used by typical hackers, so they leave distinct signals behind. An advanced persistent threat attack manifests itself in several ways, including spear-phishing campaigns that target senior executives.

Here are a few characteristics that will help you recognize them:


	Unusual user account behavior, such as a spike in late-night high-level logins

	Prevalent backdoor trojans

	Unusual or unexpected data bundles, which could suggest data gathering in preparation for exfiltration

	Unexpected data flows, such as outbound data anomalies or a rapid, unusual surge in database operations involving enormous amounts of data



Importance of speed in APT protection

In today’s cybersecurity, speed is the most important idea. You must be quicker than your opponent to defend yourself. We utilize breakout time to assess a threat actor’s operational sophistication and estimate the time required to respond.

After acquiring access to a network, the breakout time is the amount of time it takes for an intruder to begin moving laterally within the network. It’s an important statistic for assessing a security team’s detection and reaction timings as well as analyzing how fast adversaries can operate.

An organization must recognize, investigate, and mitigate threats as rapidly as feasible to successfully prevent breaches. The 1-10-60 rule states that an intrusion should be identified within 1 minute, examined within 10 minutes, and contained and remediated within 60 minutes.

Threat hunting

Security analysts employ a proactive cyber threat hunting method. It entails exploring networks iteratively for IoCs, hacker tactics, TTP, and APTs that are eluding your current security solution. Activities like threat hunting include the following:


	Detecting insider threats or external attackers: Cyberthreat hunters can identify dangers posed by insiders, such as employees, or outsiders, such as criminal organizations.

	Proactively looking for known adversaries: A known adversary is one whose code pattern is on the deny list of known harmful applications or is identified in threat intelligence services.

	Looking for hidden risks to avert an attack: Threat hunters use continuous monitoring to study the computer environment. They can discover anomalies that may suggest a threat via behavioral analysis.

	Putting the incident response plan into action: When a threat is detected, hunters gather as much information as possible before putting the incident response plan into action to neutralize it. This is used to keep the response plan up to date and prevent further assaults.



Proactive threat hunting process

A proactive threat hunting procedure comprises three phases: a trigger phase, an investigation phase, and a resolution phase. Let’s look at each one in detail.

Step 1 - Trigger

Threat hunting is usually a concentrated effort. The hunter gathers data about the environment and formulates theories about prospective threats and selects a trigger to investigate further.

Step 2 - Investigation

Following the selection of a trigger, the hunter’s efforts are directed towards proactively seeking out anomalies that either support or refute the hypothesis. Threat hunters use a variety of tools to help them investigate abnormalities that may or may not be harmful during the investigation.

Step 3 - Resolution

During the investigation phase, threat hunters gather crucial information, which is provided to other teams and tools during the resolution process so that they can respond, prioritize, analyze, or store the information for future use.

Threat hunting methodologies

There are many ways you can structure your approach to performing threat hunting exercises for your organization. Here is the list of recommended methods.

Intelligence-based hunting

This approach can be coupled with your SIEM and threat intelligence solutions, which rely on intelligence to find risks. Computer emergency response teams (CERTs), which offer host or network artifacts and allow you to export automated warnings, are another excellent source of intelligence.

Trusted Automated exchange of Intelligence Information (TAXII) and Structured Threat Information expression (STIX) are two ways to get the data into your SIEM.

Hypotheses-based hunting

Three kinds of hypotheses, listed as follows, are tested in this threat-hunting technique:


	Analytics-driven: Develops aggregated risk scores and formulates hypotheses using machine learning (ML) and user and entity behavior analytics (UEBA).

	Intelligence-driven: Malware analysis, vulnerability scans, and intelligence reports and feeds are all examples of this.

	Situational awareness-driven: Enterprise risk assessments and crown jewel analysis are driven by situational awareness (the identification of the digital assets that are critical to the company).



Indicator of Attack (IoA)-based hunting

Investigation using indicators of assault is the most proactive danger hunting strategy. By employing global detection playbooks, the initial stage is to identify APT groups and malware attacks. This approach is frequently used in conjunction with threat frameworks like MITRE ATT&CK.

The most common actions in the procedure are as follows:


	To identify threat actors, use IOAs and TTP.

	To build a hypothesis that aligns with MITRE, the hunter examines the domain, environment, and assault behavior.

	The danger hunter monitors actions after detecting a behavior to find trends. Finding, identifying, and isolating the threat are the objectives.



Best practices to adopt for threat hunting

Organizations lose millions of dollars each year due to data breaches and cyberattacks. These suggestions will assist your company in detecting these dangers more effectively.

Identity what is “normal” for your business

Knowing an organization’s typical operational operations is critical for threat hunters to sift through abnormal behaviors and identify true threats. To do so, the threat hunting team works with important IT and non-IT professionals to obtain vital data and insights. This allows them to distinguish between what constitutes a threat and what constitutes unexpected but routine behavior.

Adopt OODA

In the cyber security world, threat hunters employ this military-style strategy. The acronym OODA stands for the following:


	Observe: Collect logs from IT and security systems on a regular basis.

	Orient: Compare the data to what you already know. Analyze and search for evidence of an assault, such as command and control signals.

	Decide: Determine the best course of action based on the severity of the occurrence.

	Act: Execute the incident response strategy in the event of an attack. Prevent such attacks by taking the necessary precautions.



Have enough resources

The following items should be plentiful in a threat hunting team:


	Personnel: A threat-hunting team with at least one experienced cyber threat hunter.

	Systems: A fundamental threat-hunting architecture that collects and organizes security incidents and events.

	Tools: Software that detects irregularities and identifies attackers.



Recommended open-source threat Intel feeds

Threat intelligence is the process of acquiring information about threats and threat actors to help mitigate the effects of potentially detrimental events. Every day, new varieties of malware are developed, and expecting your security team to keep track of this knowledge on their own is unrealistic. To assist you here, we’ve listed some of the resources you might want to look at.

AlienVault Open Threat Exchange (AlienVault Open Threat Exchange)

Alienvault is one of the most well-known cybersecurity companies, and their free open-source intelligence exchange is likely the best. It enables commercial businesses, security researchers, and government agencies to effortlessly interact and share data. It has over 80,000 members from 140 countries who share over 19 million possible threats daily.

Cisco Talos Intelligence

Cisco Talos Intelligence is a program developed and operated by Cisco, one of the world’s leading information technology and security companies. Their threat intelligence team, Talos, protects Cisco clients, but they also offer a free version of their service that includes research on threats, vulnerabilities, and new threats.

The Spamhaus Project

This is a non-profit organization based in Europe that monitors cyber risks and provides real-time threat intelligence. Spamhaus has created blocklists for well-known spammers and malware distributors, which it distributes to ISPs, email service providers, and businesses.

Internet Storm Center (SANS)

One of the most well-known information security training institutes is the SANS Institute. Their database generates security threat warnings using a sensor network that receives over 20 million intrusion detection log entries per day. It offers security professionals analysis, tools, and forums in addition to raw alerts.

Google Safe Browsing

The Safe Browsing service discovers and shares potentially risky websites to promote security awareness. Every day, thousands of hazardous sites are discovered by Safe Browsing, many of which are legitimate websites that have been hacked.

Threat Intelligence platform

Here are a couple of vendors who provide a threat intelligence platform that you should consider for your overall cybersecurity ecosystem and may plan to integrate with your existing security tools like SIEM, next-generation firewall, and EDR.

IBM X-Force Exchange

IBM X-Force Exchange is a cloud-based, collaborative threat intelligence tool that enables security analysts to focus on the most critical threats while also reducing the time to action. This TIP blends human intelligence with a global security feed to provide a unique perspective on prospective threats. IBM X-Force Exchange monitors over 25 billion web pages globally, thanks to its internal research team and the software that powers its feed.

Anomali ThreatStream

Anomali ThreatStream collects millions of threat indicators to identify new attacks, discover existing breaches, and help security teams understand and mitigate threats rapidly. Anomali makes it easy to extend the information collected by the TIP through the Anomali App store, in addition to the 140 open-source feeds included with the product. Users can assess and purchase more intelligence feeds from this page. This additional knowledge contextualizes threats, lowering the likelihood of false positives.

Palo Alto Networks Cortex XSOAR TIM

The new Cortex XSOAR Threat Intelligence Management (TIM) platform from Palo Alto Networks has replaced its AutoFocus threat intelligence service. Palo Alto Networks’ Unit 42 threat intelligence division and the company’s large footprint of the network, endpoint, and cloud intel sources will be used to surface the most relevant threats using context, automation, and threat data from the new platform.

Mandiant Threat Intelligence Suite

The Mandiant Threat Intelligence Suite continues to equip cybersecurity teams with high-quality intelligence. Mandiant Threat Intelligence gives global threats context and priority before, during, and after an attack. Data is gathered from the antagonistic underground, virtual network detection sensors, and Mandiant IR investigations into the world’s most serious breaches.

ThreatConnect

ThreatConnect’s platform allows for automatic data collecting from any source and contextual presentation to consumers. Security teams can then manually, or with the help of automation, evaluate the data to seek indications of cybersecurity threats. The software displays data associations, assisting specialists in identifying important connections.

Security Incident Event Management (SIEM) overview

A SIEM system enables organizations to centralize logging capabilities for security events, and it is primarily used to analyze and/or report on the log entries received. SIEM systems’ analysis capabilities can detect assaults that would otherwise go undetected and can lead to the reconfiguration of other enterprise security controls to close security gaps. Some of the best SIEM technologies can even stop detected security breaches if an assault is still ongoing.

Traditional SIEM solutions

Traditional SIEMs collect and index log outputs from applications and devices. These are used to look for specific log information, for example, search and view all logs for this day on this device. Frequently producing tens to hundreds of pages of data, maybe much more (thousands of pages) if the device is malfunctioning. SIEMs, as a result, support additional filter options to aid refine searches, such as this device at this moment or for these log event outputs. To get the filters right, the end user typically needs a high level of skill.

When searching for a device by IP address, SIEMs can correlate logs from a variety of sources. For forensic deep investigations, such as auditing compliance event reporting, this is ideal.

Core capabilities of traditional SIEM solution

The following are the main features of traditional (old) SIEM software:


	Log consolidation: The SIEM collects logs from various IT and security systems, aggregates them to produce a single source of truth for all security data, and saves the information in a centralized repository. You can learn more about log aggregation in our comprehensive guide.

	Normalization of logs: SIEMs use normalization algorithms to turn logs and events from various sources into a common format. Data is organized into fields that allow for analysis, search, and detection of common security factors.

	Correlation between the logs: SIEMs discover anomalies and events of security relevance using statistical analysis and correlation rules. To enrich the data and provide additional context on assaults and threat actors, SIEMs can also merge data from logs, directories, and security systems with threat intelligence feed. You can learn more about SIEM threat intelligence from our comprehensive guide.

	Investigations and triage: By giving analysts access to data from numerous relevant sources packaged in an accessible and searchable style, a SIEM system aids in the speedy investigation of occurrences. However, it still necessitates in-depth analysis and manual data correlation. next-generation SIEM systems go a step further by automating incident timelines.

	Forensics: SIEM systems allow for in-depth forensic research, which may be required to determine the root cause of a security event, give data for legal or police investigations, or meet compliance requirements. SIEM can provide immutability to enable forensics, verifying that data has not been changed.

	Auditing and compliance: SIEMs are used to generate reports in the forms required for compliance, including GDPR, PCI DSS, SOX, and HIPAA. This is useful for internal audits and for meeting external audit and certification format requirements.



Challenges with the traditional SIEM solutions

In this section, we’ll go over a few common SIEM issues and how next-generation SIEM Solutions can help you prevent them:


	SIEM is overly complicated: Collecting the proper data, standardizing it, and integrating diverse technologies for a single common picture is not easy. The SIEM vendor will almost always expect the client or the client’s service provider to bear the burden of the deployment problem.

	SIEM deployment takes far too long: Most businesses considering a SIEM do so with a sense of urgency. They are in desperate need of answers quickly. The event correlation rules that supply the vendor’s stated security intelligence will be useless until external data sources are gathered and fine-tuned.

	SIEM is way out of reach for most people: The SIEM’s license fees are only the beginning. Almost nothing works out of the box with SIEM, so businesses will almost certainly need to employ expensive consultants and architects to design and install the integration, fine-tune the data feeds, and schedule imports from all the external data sources.

	SIEMs are too obtrusive: When it comes to warnings and alarms, more doesn’t automatically imply better. SIEMs typically err on the side of alerting on issues that aren’t regarded as relevant or critical to a business out of the box. Nothing will catch your attention when everything requires it.

	SIEMs aren’t known for being cloud friendly: Let’s be honest. Some corporate assets are already in the cloud, whether or not you intended for them to be. You probably have a mix of assets in your data center as well as a public cloud, like Amazon’s EC2 or another provider, depending on where you are in your cloud evolution. If this is the case, your SIEM implementation is unlikely to provide visibility into assets located within the cloud provider’s network.



next-generation SIEM Solution

next-generation SIEMs reduce the time it takes to identify intrusions and keep your resources safe.

Machine learning and other AI-based approaches are used by next-generation SIEMs to reduce the time it takes for the harmful activity to be detected. UEBA is the term for this type of research. This program monitors all system activity to determine what constitutes normal behavior. Distinction from this standard is cause for concern. To focus on potential dangers for further investigation, the technique employs a triage process. The discovery of a zero-day attack is sped up, thanks to onboard enhancements in detection algorithms. Threat data is promptly sent to the threat intelligence pool, where it is downloaded by other next-generation SIEMs throughout the world for immediate action.

next-generation SIEM features

The following functionalities of next-generation SIEM platforms contribute to their key differentiator’s point:


	Delivery from the Cloud: Rather than being installed on-premises, SIEM solutions are increasingly being hosted in the cloud and supplied as a service. SIEMs that are hosted in the cloud might help you save money and simplify your setup. They’re also better suited to a distributed IT environment and can monitor physical and virtual resources outside the typical network boundary.

	Data from all available sources should be collected and managed: next-generation SIEMs can handle a broader range of data sources and have built-in interfaces to make integration simple.

	Behavioral analytics of users and entities: next-generation SIEM creates a baseline of regular activity for users and entities on the network and then detects anomalies using behavioral analytics and profiling based on machine learning algorithms.

	Attack sequences that are automated: To understand an attack timeline in a classic SIEM, analysts had to piece together data from several sources. This took time and often necessitated specialized knowledge and the assistance of higher-tier analysis and engineering as well as outside experts. next-generation SIEMs can do this for you, pulling together all the aspects of an attack and presenting them on a visual timeline.



Security orchestration and response automation (SOAR)

next-generation SIEMs can aid incident response as well as monitoring IT systems and generating alerts. A SIEM can use SOAR technology to do the following:


	Establish a bi-directional connection to IT and security infrastructure, which includes not only extracting data but also making requests for essential security measures.

	Manage security systems such as identity access management, email servers, and firewalls directly.

	Create incident response playbooks to automate threat responses.

	Enable multi-tool orchestration for threats that necessitate collaboration between many systems.



Advanced capabilities of next-generation SIEM

Additional advanced capabilities are provided by new SIEM platforms, including the following:


	Complex threat detection: Correlation rules lack context or are unable to adjust to new sorts of incidents, so they are unable to capture many complex attacks. SIEMs can detect potentially dangerous conduct through automatic behavioral profiling.

	Detection without rules or signatures: Many threats to your network are impossible to detect using manually generated rules or recognized attack signatures. Machine learning can be used by SIEMs to detect incidents in the absence of predefined definitions.

	Attackers use IP addresses, credentials, and workstations to traverse a network in quest of important assets. SIEMs can detect this lateral movement by examining data from numerous network and system resources.

	Entity behavior analysis: Network critical assets like servers, medical equipment, and machinery have distinct behavioral patterns. SIEMs can pick up on these patterns and detect anomalies that indicate a threat automatically.

	Automated incident response: When a SIEM detects a specific type of security event, it can carry out a predetermined set of actions to contain and mitigate the threat. SIEMs are evolving into full-featured security orchestration and automation response (SOAR) solutions.



Figure 12.3 will help you understand the comprehensiveness of the next-generation SIEM solution:
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Figure 12.3: next-generation SIEM Solution Capabilities

Need for next-generation SIEM Solution and Core tenets

A modern SIEM should be viewed as a central nervous system that captures data and generates intelligence that security teams can use to detect potentially malicious activity before any damage is done, providing a safety net that can catch potential threats that might slip through traditional defenses. As a result of these difficulties, there was a demand for solutions that could deliver actionable data while optimizing existing and future security investments and lowering risk.

A comparison between today’s needs and “next-generation” capabilities is shown in the following table:







	
Need of next-genertion SIEM


	
next-generation Capabilities





	
As a single entity, manage and monitor modern hybrid infrastructure (for example, cloud, on-premises, in the hands of users).


	
Open design allows for rapid integration into a company’s infrastructure.


Scalable design allows you to meet the operational demands of complex, global environments in terms of performance and upkeep.





	
To accurately identify incidents and detect threats, visualize connected security events across various databases.


	
Create a standard activity taxonomy based on log and machine data.


Use real-time visualization tools to get a better understanding of the most critical, high-risk activities.





	
Real-time detection, classification, escalation, and response to threats.


	
Use scenario- and behavior-based analytics to record well-understood scenarios and identify major behavioral changes.

Use threat intelligence acquired from commercial, open-source, and custom sources in conjunction with threat intelligence gathered from commercial, open-source, and custom sources.





	
Search through enormous amounts of data recorded from various sources, swiftly focusing on the information most relevant to the forensic inquiry.


	
High-performance and centralized searches on both structured and unstructured data provide precise and speedy access to data.

Rely on large-scale forensic data indexing and storage for months or even years.

Implement a big data architecture that allows for the storing of historical or original source data.

Enable the functionalities of Elasticsearch.





	
Adapt to changing organizational demands, regulations, and systems while managing and improving repetitious workflows


	
Encourage the use of SOAR.

Provide a flexible architecture that enables the deployment of customized workflows for key organizational use cases.





	
Represent and manage company risk in terms of compliance and other obligations.


	
Use a rules engine to compare present conditions to a regulatory or other policy-based framework for risk prioritization and management.

Offer customized and extensible standard rule sets (e.g., PCI DSS, HIPAA, SOX).






Table 12.2: Core tenets of next-generation SIEM solution

Conceptual building blocks of next-generation SIEM

Legacy SIEM solutions were developed when the corporate IT environment was a closed system and security was centered on perimeter protection. These days, businesses have mobile workforces that access data housed in hybrid datacenters and cloud applications from all over the world using different laptops and mobile devices. As a result, traditional SIEMs are ill-equipped to handle increasing data volume and complexity.

Here are a few of the conceptual building blocks you should consider while designing a next-generation SIEM solution.

Architecture

Legacy SIEM platforms rely on proprietary, inefficient architectures that can’t handle the volume of data generated by today’s businesses. The amount of data that may be gathered from numerous data sources, such as endpoints, applications, network devices, VPNs, servers, and cloud apps, is enormous. The rapid expansion of network capacity, along with the quick adoption of cloud computing, has resulted in the exponential rise in the amount of data that flows across the network, and, by extension, the data produced by these flows.

A next-generation SIEM can be deployed on various hardware platforms, allowing for the safe integration of platform enhancements. It doesn’t necessitate the acquisition of pricey, proprietary hardware.

Figure 12.4 represents the high-level reference architecture that you can use for common understanding and to build your own solution:
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Figure 12.4: Referenceable High-level Architecture Diagram for next-generation SIEM

Behavioral analytics

To identify risks, traditional SIEMs rely on signature-based alerts. Signature-based warnings, on the other hand, are only useful for detecting known risks and are useless for detecting unknown threats. Writing rules to discover irregularities is extremely imprecise.

When signature-based criteria are used to discover unknown threats, they necessarily produce a lot of noise and little benefit. Legacy SIEMs have been completely overwhelmed by the rapid proliferation of cyberthreats these days.

Behavioral analytics begins by determining what is normal in your environment and using that information to establish a baseline of acceptable conduct. Then, the solution can compare subsequent behavior to the baseline and identify what is abnormal.

Cloud deployment

Monitoring cloud infrastructures is the top challenge for 37% of cybersecurity professionals. Traditional SIEM solutions are appliance-based and frequently rely on proprietary hardware that you must install in your on-premises data center. On-premises security solutions were not designed with the cloud in mind, as they were designed for the era of perimeter protection. On-premises solutions are struggling to protect hybrid and cloud deployments as cloud use increases.

Incident response

Identifying dangers is merely the first step; quickly responding to threats is crucial. SIEM solutions from the past were not built with integrated incident response capabilities. For incident response, outdated SIEM solutions rely on restricted integrations with third-party technology. As this method is primarily manual, it is unable to respond to threats fast.

Your SOC team will be able to respond to issues more quickly with the support of a next-generation SIEM platform. The solution’s playbooks should be based on security industry best practices and should include tight integrations with third-party solutions like network security tools, endpoint protection devices, scanning solutions, security orchestration and automation platforms, and threat intelligence solutions.

Data enrichment

An alarm that lacks context is likely to be lost in the SIEM’s sea of alerts. A security analyst must perform extensive manual examination, often across several screens and databases, to determine whether an alert is valuable.

A next-generation SIEM system adds context to the data collected. Information about the user, asset, IP address, geolocation, threat intelligence, vulnerability scan findings, and more are included.

Packaged content

Legacy SIEMs are known for the lengthy timeframes required to integrate new security use cases and their inability to ingest many data types, resulting in a lack of context. The process of developing correlation rules is tedious and time-consuming. Developing a new correlation rule for each new cyberattack is a never-ending struggle with cyberattacks that are always developing. It’s impossible to keep up with threats that evolve at machine speed, even with a team of trained professionals committed to managing and fine-tuning your SIEM. According to a recent poll, one of the largest obstacles to maximizing the value of their SIEM platform is the requirement to manually establish or refine rules. This diverts their attention from investigating security breaches.

Key considerations while selecting next-generation SIEM Solution

You should consider the following capabilities while selecting a SIEM solution.

Deployment in the Cloud vs. On-Prem

Most modern SIEM solutions have switched to a SaaS model because it allows businesses to swiftly develop and add capabilities. The cloud also offers limitless data storage capacity, making it simple for companies to integrate ML capabilities that require large amounts of reference data to detect unusual activity.

Analytics

A SIEM solution collects and organizes data to give meaningful information. It’s not enough to simply collect log and event data from the infrastructure. This data must aid you in recognizing issues and making informed decisions based on carefully picked events of interest.

Machine learning-powered analytic capabilities are included in most next-generation SIEM software, allowing for real-time detection of aberrant behavior. In addition, machine learning delivers an accurate early warning system that alerts human teams to prospective dangers, new apps, or network faults.

Estimation of costs

Most cloud SIEM products are leased on a subscription basis, with use and storage scalability. Consider all charges, such as subscription, storage, and usage fees, when determining expenditures. During proof-of-concept studies, your SIEM provider should ideally assist you with capacity planning. For compliance and governance, be careful to identify your storage needs.

Configurations for alerts

Modern SIEM software includes advanced real-time monitoring features. You’ll need an alerting system that sends alerts and notifications to human teams to get the most out of a monitoring system. SIEM platforms often allow you to configure alerts and escalations via text messages, emails, and push notifications to mobile devices.

Regulations on compliance and auditing

A SIEM platform can help you with compliance and reporting. SIEM software has pre-built reporting templates as well as customization and reports scheduling features. The platform should, in theory, offer complete reports on any non-compliant activity as well as policy violations discovered throughout the network.

Architecture, technology, and adoption path

We’ll go through how SIEM systems work, how they transform raw event data into security insights, and how they handle massive amounts of data in this section. Traditional SIEM solutions and current SIEM architecture based on data lake technologies are also covered.

Capabilities and components to be considered

Here is the list of critical components that should be part of the architecture of your SIEM Solution:


	Intelligence on threats: Data from security and network devices is collected and analyzed.

	Threat intelligence feeds: These are the second source of threat intelligence. Internal data about risks and vulnerabilities is combined with information from outside parties.

	Security monitoring and correlation: Security incidents, threats, and forensic discoveries are linked using events and related data.

	Information gathering and analysis: To find deeper connections between data items, statistical models and machine learning are used. Analyzes events and sends out alerts to security personnel in the event of an emergency.

	Dashboards are the third option: Creates visualizations to allow employees to look over event data and spot patterns and anomalies.

	Compliance: HIPAA, PCI/DSS, HITECH, SOX, and GDPR compliance log data is collected, and reports are generated.

	Logs retention: Retention Saves long-term historical data that can be important in compliance and forensic investigations.

	Forensic analysis: Here, you cover the forensic investigation process that allows you to search through log and event data to learn more about a security occurrence.

	Threat hunting: It allows security personnel to execute queries on log and event data to detect dangers before they become a problem.

	Incident response: It aids security teams in identifying and responding to security incidents by quickly bringing in all necessary data.

	Advanced SOC automation: SIEMs can respond to incidents automatically by coordinating security systems, which is known as SOAR.



Logging process of SIEM

A log management platform is the heart of a SIEM server. The process of log management entails gathering data, organizing it for analysis, and archiving it.

Data collection

SIEMs collect logs and events from dozens of different systems within a company (for a partial list, see Log Sources below). Every time something happens, each device generates an event, which it records in a log file or database. Data can be gathered in four different ways by the SIEM:


	Through the use of a device-installed agent (the most common method)

	Using a network protocol or an API call to connect directly to the device

	By directly reading log files from storage, which are usually in Syslog format

	Using a streaming event protocol such as SNMP, Netflow, or IPFIX



The SIEM’s job is to gather data from the devices, standardize it, and store it in a format that can be analyzed. With the Next-Gen SIEM in the game, this will take a steep curve. next-generation SIEMs are pre-integrated with popular cloud systems and data sources, allowing you to immediately pull log data. Many managed cloud services and SaaS apps do not allow typical SIEM collectors to be installed, so direct connectivity between SIEM and cloud systems is crucial for visibility.

Data management

SIEMs may store enormous volumes of data, especially in large enterprises. The information must be as follows:


	Stored: on-premises, in the cloud, or both

	Optimized and indexed: to facilitate analysis and exploration.

	Tiered: Hot data required for real-time security monitoring should be stored on high-performance storage, but cold data that you may want to analyze in the future should be stored on high-volume, low-cost storage mediums.



Log retention

Industry regulations like PCI DSS, HIPAA, and SOX require logs to be kept for 1 to 7 years. Every day, large organizations generate a large number of logs from their IT systems (see SIEM Sizing below). SIEMs must be cautious about which logs they save for compliance and forensic purposes. The following tactics are used by SIEMs to minimize log volumes:


	Syslog servers: Syslog is a standard for normalizing logs and storing only the most important data in a standardized manner. Syslog allows you to compress logs while retaining vast amounts of historical data.

	Deletion schedules: SIEMs remove outdated logs that are no longer required for compliance. By directly reading log files from storage, which are normally in Syslog format.

	Log filtering: Not all logs are required for your organization’s compliance standards or for forensic purposes. Logs can be filtered by the source system, times, or other SIEM administrator-defined rules.

	Log data can be summarized to keep only the most significant data items, such as the number of occurrences, unique IP addresses, and so on.



In the case of next-Gen SIEM, the OEMs and vendors have incorporated the lessons learned and mistakes happening with traditional SIEM. Historical logs are useful for more than just compliance and forensics. They can be used for in-depth behavioral analysis as well. UEB) technology in next-generation SIEMs combines machine learning and behavioral profiling to intelligently identify anomalies or patterns that aren’t recorded in standard SIEM rules or statistical correlations.

The log flow

A SIEM collects all log data from the whole enterprise. However, when data flows down the log funnel, hundreds of millions of log entries can be reduced to only a few actionable security alarms.

SIEMs sift through logs to save just the most important information. After that, the solution will index and optimize the required data to facilitate analysis. Finally, about 1% of data is correlated and evaluated in greater depth, as it is the most important for your security posture. The ones that breach security thresholds become security alerts. Figure 12.5 explains the overview of the flow path. With the help of an example, let’s understand what this will look like in the real scenario:
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Figure 12.5: The Log flow in next-generation SIEM solution

SIEM integration

SIEM technologies can process, consolidate, and analyze data from a wide range of security and organizational data sources. A few instances of data sources are listed below.

Self-hosted and self-managed

The typical SIEM deployment plan is to host the SIEM in your data center, usually with a dedicated SIEM appliance, maintain storage systems, and administer it with qualified security people. SIEM became a notoriously complex and expensive infrastructure to manage due to this paradigm. Figure 12.6 depicts an in-house self-hosted and self-managed SIEM solution:
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Figure 12.6: Self-hosted and Self-managed SIEM deployment

Self-managed and cloud-based

In this scenario, you are leveraging MSSP outside your in-house team. MSSP is in charge of gathering and aggregating data from organizational systems.

You’re in charge of SIEM data correlation, analysis, alerting, and dashboards, as well as security processes. Figure 12.7 depicts a cloud-based self-hosted SIEM solution:
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Figure 12.7: Cloud-based and Self-managed SIEM deployment

Self-hosted and hybrid-managed

In this model, most operations will be with MSSP. Purchase of software and hardware infrastructure is something you’re in charge of.

MSSP works with your security professionals to implement SIEM event collection/aggregation, correlation, analysis, alerting, and dashboards. This form of deployment is depicted in Figure 12.8:


[image: ]

Figure 12.8: Self-hosted and Hybrid model SIEM deployment

Managed SIEM services (SIEM as a service)

This is the most optimized and recommended model for today’s CISO objective. In this model, everything will be handled by MSSP, and you should be only responsible to define the process part of it. The MSSP is in charge of gathering events, aggregating them, correlating them, analyzing them, alerting them, and creating dashboards. You’re in charge of SIEM-enabled security processes. Figure 12.9 depicts a SIEM as a service deployment:
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Figure 12.9: SIEM as a Service model

Choosing the right model for your business

You can choose a SIEM deployment model by considering the following factors:


	Do you currently have a SIEM system in place? If you already have the infrastructure and software, go with self-hosted self-managed, or use an MSSP’s experience to administer the SIEM alongside your local team.

	Is it possible for you to transfer data off-site? If that’s the case, a cloud-hosted or fully managed option could save you money and time.

	Is there anyone on your security team who knows how to use SIEM? The human aspect is critical to extract actual value from a SIEM. Rent analytic services using a hybrid-managed or SIEM-as-a-Service model if you don’t have trained security workers.



Sizing guidelines for SIEM solution

Today, the vast majority of SIEMs are installed on-premises. This requires enterprises to carefully consider the amount of log and event data they generate, as well as the system resources needed to manage it.

Calculating Velocity in Seconds (EPS)

The number of security events divided by the time period in seconds equals events per second (EPS).

Between regular and peak times, EPS can change. A Cisco router, for example, may generate 0.6 events per second on average, but during peak periods, such as during an attack, it can generate up to 154 EPS.

Organizations should find a balance between normal and peak EPS readings, according to the SIEM Benchmarking Guide from the SANS Institute. It’s improbable that all network devices will reach their peak at the same time, so it’s neither possible nor essential to create a SIEM to manage peak EPS for all network devices. However, you must prepare for emergency situations when the SIEM will be most useful.

The two crucial statistics are EPS and G.B./day, which represent the amount of data processed in your network.

Model to predict normal and peak EPS

Here is a quick example to understand the logic and calculate the average EPS, which is one of the mandatory prerequisites to designing the SIEM solution. Look at 90 days of data for the target system to determine normal EPS and peak EPS.

Calculate how many peaks there are per day

Calculate Total Peak Seconds Per Day by estimating the duration in seconds of a peak (Total Peak Seconds Per Day) Total Normal Events per Day = (Total Seconds – Total Peak Seconds Per Day) * Normal EPS

Calculate Total Normal Events per Day = (Total Seconds – Total Peak Seconds Per Day) * Normal EPS Calculate Total Normal Events per Day = (Total Seconds – Total Peak

The overall predicted velocity is calculated by adding these two figures. The SANS handbook also suggests that you include the following:

10% is for headroom, and 10% is for expansion.

As a result, the number of events per day will be as follows:

(Total Daily Peak Events + Daily Normal Events) * a headroom of 110% * a growth rate of 110%

Conduct an inventory of the devices from which you plan to collect logs to determine the SIEM’s size. To determine an overall number of events per day across your network, multiply the number of similar devices by their anticipated EPD.

Need for storage

An average event takes up 300 bytes, as a rule of thumb. As a result, the SIEM must store the following information for every 1,000 EPS (86.4 million events each day):


	Per day - 25.9 GB

	Per month - 777 GB

	Per annum - 9.3 TB



(10000 events/s * 300 bytes avg. event size * 3600 seconds/hour * 24 hours/day) =25,92,00,00,000 Bytes per day which means 25.9 GB Per Day.

Hardware sizing

Consider the following variables when sizing hardware for your SIEM after determining the event velocity and storage:


	File storage format: What will be used to store files? Do you want to use a flat file, a relational database, or an unstructured data store like Hadoop?

	Is it possible to transport data to the cloud using current storage and hardware? If this is the case, cloud storage systems such as Amazon S3 and Azure Blob Storage will be quite appealing for most SIEM data. If not, think about what storage resources are accessible locally and whether you want to employ commodity storage with Hadoop or NoSQL DBs or high-performance storage systems.

	What technologies are available for compressing log data? Compression ratios of 1:8 or higher are advertised by many SIEM providers.

	Is it necessary to encrypt data as it enters the SIEM data store? Determine the necessary software and hardware.

	Short-term data storage (hot storage) — requires great performance to allow real-time monitoring and analysis.

	Long-term storage (data retention) — high-volume, low-cost storage media are required to ensure that historical data is retained to the utmost extent possible.

	Failover and backup —SIEM is a mission-critical system, so it should be designed with redundancy and backed by a solid business continuity plan.



Data lakes and capability consideration

Networks have grown tremendously in the last decade, as has the number of linked devices. Furthermore, for deeper analysis, there is an increasing requirement to have access to all historical data, not simply a filtered, summary version of the data. Modern SIEM technology can sift through massive amounts of historical data to find new anomalies and trends.

As an add-on to a SIEM, the data lake provides the following:


	Near-infinite, low-cost storage based on commodity hardware.

	New ways to process big data—Hadoop ecosystem technologies like Hive and Spark offer quick processing of large amounts of data while allowing traditional SIEM infrastructure to query the data using SQL.

	The ability to keep all data in one place across a variety of new data sources, such as cloud applications, IoT, and mobile devices.



Apart from the heavyweight Hadoop, there are now other technical possibilities for constructing data lakes, such as ElasticSearch, Cassandra, and MongoDB.

Change in architecture - traditional vs next-generation

SIEMs have traditionally been expensive, monolithic enterprise infrastructures designed with proprietary software and custom hardware to manage massive data volumes. SIEMs, like the software industry, are becoming more nimble, lightweight, and intelligent than earlier.

next-generation SIEM solutions have a modern architecture that is more cost-effective, easier to adopt, and aids security professionals in discovering actual security threats more quickly. Here are few of the considerations that explain the change in traditional and next-generation solutions:


	Modern data lake technology: Infinite scalability, low cost, and increased performance are all advantages of this technology.

	MSSPs are assisting enterprises with SIEM implementation by hosting a portion of the infrastructure (on-premises or in the cloud) and offering expertise to manage security operations.

	Cost predictability and dynamic scalability: SIEM administrators no longer have to calculate sizing and make architectural modifications as data volumes expand. When data volumes expand, SIEM storage may now grow in a predictable and dynamic way.

	Add context to data: In order to evaluate data and efficiently detect and respond to serious threats, the SIEM system needs to filter out false positives.

	New insights with User and Entity Behavior Analytics (UEBA): Today’s SIEM designs contain sophisticated analytics components like machine learning and behavioral profiling, which go beyond typical correlations to find new linkages and abnormalities across massive data sets.

	SOAR technology, which helps identify and automatically respond to security problems and enables incident investigation by Security Operation Center staff, is used to power incident response in modern SIEMs.



Strategy to evaluate and adopt next-generation SIEM solution

The purchase and deployment of a SIEM is a company-wide project. The evaluation and procurement should be treated as a separate project with its own project manager and team, resources, budget, and timeline.

Establishing the business case

Project failure is sometimes blamed on a lack of stakeholder involvement.

SIEM can have an impact on a variety of workflows that necessitate collaboration across the board. Ensure that all relevant stakeholders, including operational teams (IT, security, and support), audit and compliance, application development, business owners, and all levels of management, are involved in the effective implementation of next-generation SIEM.

Consider creating a project charter to keep the project on track and secure an ongoing commitment from all stakeholders.

Plan for requirements

A SIEM is a platform that must be adjusted to meet the organization’s requirements. Actual requirements (as well as the evaluation of potential solutions) are determined by three interrelated factors:


	Operational requirement: Understand how the platform will integrate into your operations, compliance, incident and threat response, and risk management procedures. Consider how simple the platform will be to manage if it will be able to fulfill your performance requirements and whether it will scale effectively as your infrastructure grows.

	Technical requirements: Know how the proposed SIEM solution will interact with your corporate infrastructure from a technical standpoint. Plan on thoroughly documenting your technological infrastructure so that the vendor is aware of your environment and you can assess the vendor’s reaction.

	Business requirement: Gather business requirements (and assumptions), such as cost vs. coverage periods, support and training, and regulatory compliance. Take into account the best SIEM deployment option for your company, as well as any additional vendor services you might require.



Define the operational need

Begin by evaluating your organization’s current security posture and how the SIEM deployment will influence it, taking into account all tasks that must be completed to wrap up the initial implementation and to support continuing maintenance and operation.

These responsibilities might include everything from policy formulation to workflow changes to budgeting for increased personnel costs, such as additional training and/or support employees. First, go over your present security policies and practices and prioritize them according to the following guidelines:


	Which are critical to the organization’s success?

	Which are crucial for the organization’s regulatory or other mandated compliance?

	What are the best security practices?



After that, conduct a gap analysis. Is it true that your current workflows and controls are working as they should? Use this as-is image to highlight any flaws for two reasons:


	To close any significant gaps that a successful SIEM implementation will rely on, and

	To determine which issues a next-generation SIEM can best address.



With a next-generation SIEM in place, you now have a baseline image of what every day to be environment should look like.

Capturing the infrastructure landscape

Gather and arrange information about your infrastructure for both potential vendors and your team’s evaluation of vendor responses. At the very least, you should provide the following:


	A complete description of your infrastructure, including the setup, location, and company ownership of computer assets, as well as the security mechanisms in place and the underlying network topology. Your asset management system, software inventory database, network maps, and vulnerability reports are all good places to look in for this information.

	Expectations and restrictions for acceptable performance, such as network bandwidth and latency.

	Information about the size of the market, such as the number of users and expected growth over the next one to two years.

	Logs and notifies data sources that include both infrastructure assets and security controls.

	Acceptable performance goals and limits, such as network bandwidth and latency.

	Information about the size of the market, such as the number of users and expected growth in the next 1-2 years.

	Logs and notifies data sources that include infrastructure assets as well as security controls



Develop a selection process

You’ll start by creating a rating scale that takes into account how well a vendor’s solution meets your requirements as well as other crucial factors like whether a feature is demonstrable now or in the time frame specified in the vendor’s solution’s product road map.

You should decide which needs are obligatory and which are optional, and then assign a weight to each one based on its value to your company. Because next-generation SIEM solutions are commercial products, suppliers may include product features or support services that you didn’t specify. This can be accounted for in the weighting process by examining whether these accessible functionalities are required by the business.

Create a request for proposal (RFP) framework that allows each vendor to give extra, supporting product information, as well as actual price and support information, in a way that allows you to quickly determine alignment with your needs.

The evaluation process for potential vendors

Choose the vendors to whom you’d like to send your evaluation tool. Create a response timeline and wait for the responses to come in.

Assess the responses and assign a grade. Select one or two top vendors for an initial product demonstration based on the results of your scoring. You can then decide which vendor is your top choice and whether you want to invest in a proof of concept (POC) with that vendor (highly recommended).

Proof of concept (POC)

A proof-of-concept (POC) allows your company to acquire hands-on experience with the product. You’ll be working with the product in a test environment that closely resembles your actual production environment.

When constructing a POC, keep the following in mind.


	Get ready for your POC by doing the following.

	Make sure the POC scripts represent one or more clearly specified scenarios. Consider changing the situations you used for the vendor’s written answer and/or initial thorough demonstration.

	Based on your requirements and use cases, develop evaluation criteria.



	Create a lab environment based on the use scenario that is a representative subset of your infrastructure(s).

	Take advantage of vendor training and support during the POC to familiarize yourself with product features.

	Conduct the evaluation, having in mind that scalability cannot be fully tested during the proof-of-concept. Concentrate on what you can see, touch, and feel. Examine it through the eyes of your most important users. Pay special attention to the product’s depiction and how it integrates with the infrastructure.

	Based on the scenario(s) and past product evaluation findings, create relevant evaluation documentation and scripts. When you begin deployment, you will need this information again.



Proceed with selector vendor

The evaluation is now complete, and a final vendor has been chosen. Final pricing and SoW, as well as any legal terms and conditions and support/service levels, must be negotiated by your business.

Recommended vendors for next-Gen SIEM solution

SIEM has evolved into a necessary component of cybersecurity. SIEM solutions, on the other hand, aren’t all the same. It’s vital to remember that SIEM isn’t a stand-alone solution; it’s part of a bigger security plan. The following are some of the most popular SIEM products.

Azure Sentinel

Microsoft released Azure Sentinel in late 2019 as a robust SIEM solution. Customers with previous Microsoft security and IT investments and want to combine them under one pane of glass will find it to be a popular choice. It also has a one-of-a-kind pay-as-you-go licensing strategy that can appeal to both small and large businesses. The Azure Sentinel data onboarding process is also well-known.

Elastic Stack

Elastic’s ELK stack is a monitoring and log management platform that combines Elasticsearch, Logstash, and Kibana. You can search and filter logs with Elasticsearch as needed. Logstash makes it simple to generate and gather logs in real-time from a single location. Kibana allows you to see data via graphs, charts, and graphs.

Exabeam

Exabeam Fusion is a cloud-based next-generation SIEM that employs a behavior-based approach for Threat Detection, Investigation, and Response (TDIR). Fusion SIEM enhances analyst productivity and detects dangers missed by other products by aggregating all relevant events and filtering out illegitimate events. This improves detection rates and response times, as well as ensures that all alerts are taken into account, even those generated by “noisy” systems that create a large number of alerts.

LogRhythm

LogRhythm is a SIEM pioneer with a strong track record. Many analytical tools, as well as AI and log correlation, are included in LogRythm’s solution. While connecting with LogRhythm is reasonably simple, it has a longer learning curve than other SIEMs.

Rapid7 Insight IDR

InsightIDR comes with pre-built alerts and triggers, as well as out-of-the-box features. It brings together various data sources, making security experts’ jobs easier. It takes a cloud-first approach while still providing on-premise log collectors.

One of InsightIDR’s biggest flaws is that searching raw logs can be time-consuming and laborious. As a result, teams frequently rely on on-host log checks to speed up discovery. It also lacks a user-friendly incident management interface, making it difficult to gather in-context information about security events.

Securonix

Analyst companies have praised Securonix’s SIEM solution. Their platform offers next-generation SIEM capabilities and a UEBA engine that is analytics-driven. AWS and Snowflake are also mentioned as deployment partners. Customers can acquire vertical-specific material via Premium Apps, which include fraud, aerospace analytics, and other packages, in addition to Securonix’s out-of-the-box rules and models.

Splunk

It is a well-known SIEM provider. Its ability to address both security and application and network monitoring use cases sets it apart from other providers. This makes it popular among both security and IT operations personnel. Splunk’s SIEM, like most top SIEM solutions, gives information in real-time and has a user interface that is relatively easy to use. The cost is determined by the number of protected workloads.

Best practices and the maturity path of next-generation SIEM solution

Follow these guidelines to get the most out of your SIEM:


	Establish defined objectives based on the threat landscape as well as your commercial, compliance, and security objectives.

	Assign a dedicated SIEM administrator to guarantee that the system is properly maintained.

	Begin with the default rules and fine-tune them as you acquire familiarity with the system. Then, make your own set of rules.

	Test and fine-tune



SIEM use cases: define and implement

The key to getting the most out of a SIEM is to create a set of use cases that outline the security hazards you want to avoid and the results you want to achieve.

HIPAA compliance, privileged access abuse detection, insider assaults detection, and general threat hunting are all examples of common use cases. It’s best not to try to catch every hazard that comes your way. Instead, determine the most essential use cases for your company based on the consequences of probable accidents, such as the cost of data loss, recovery time, and reputational harm.

How to put your use cases into practice?

You can create a prioritized list of SIEM use cases using your responses. Take the following steps to put them into action, starting with the highest priority.


	Define the scope and needs.

	Select and integrate your data sources into your SIEM.

	Make your use case’s rules.

	Put it through its paces.

	Keep an eye on the results.



SIEM correlation rules tuning

Here are some common reasons why correlation rules aren’t set up correctly:


	Disabled rules: SIEM solutions have several pre-installed rules. Many of them are frequently disabled during installation since they do not appear to be applicable to the company’s context. Unfortunately, some may be disabled inadvertently, leaving the security team vulnerable to legitimate threats.

	Inadequate customization: Most out-of-the-box rules will fall short of meeting your security requirements. Spend the time to customize these rules so that you get the notifications and reports you desire.

	Inadequate filtering: IT infrastructures create so much data that the volume of logs generated can overwhelm SIEMs, which are limited in the number of EPS they can analyze. Only submit relevant data to the SIEM to avoid this problem.

	Inadequate rule upkeep: Rules must be upheld. Applying current rules to irrelevant data when you add data sources to your SIEM, for example, might impede SIEM processing, increasing the chance of threats not being discovered quickly.

	New rules that wreak havoc on existing processes: When new regulations are implemented, they can wreak havoc on existing processes. Consider the logic of the entire set when writing new rules or altering existing ones.



SIEM maturity model

There’s no need to reinvent the wheel when it comes to creating this measurement model, but analysts must be able to categorize and group the features they want to track to figure out what level of SIEM installation is best for their company.

We will help you to put some guidelines and levels to measure the maturity of your SIEM landscape.

Level 1 - Landscape validation

If you have a SIEM installed and configured in your infrastructure, the first step is to double-check that the log sources list is properly identified and sorted. Next, ensure that the SIEM is appropriately parsing events so that no events are labeled as unknown. The properties included in the rules and first use cases must also be properly specified and processed.

Level 2 - Documentation and process adoption

If the processes at Level 1 aren’t documented, they should be at this level. Formalize the following key technological features of the SIEM platform:


	The current network diagram and hierarchy

	Log sources (quantity, ID, type of events to send, criticality, and so on)

	Information-based lists for building blocks and reference sets

	Dashboard design and structure

	Obtaining a license

	Backups and storage

	Routing rules; and the retention period



Level 3 - Enhancements and new applications

We can begin creating use cases to produce new security alerts on the SIEM platform now that we’ve covered the technical, configuration, and management components of the maturity model. It’s critical to document the construction of these new monitoring methods, just as it was at the previous level.

Level 4 - External services integration

While the previous levels used the SIEM platform, this level adds new features, including plugins, external feeds, and configurable settings. We can link services and external incidents from ticket management and the service desk with security management tools using this method.

Conclusion

Threat intelligence can be a worthwhile investment for your firm if it is used effectively. Security teams are bombarded with threat information thanks to the various security solutions available today. Using a sophisticated TIP can help security teams discover and respond to threats by providing centralized data management and sharing threat intelligence.

Moving to the next-generation SIEM solution, we understood that as cyberattacks become more regular and high-profile, knowing what cybersecurity technologies are accessible is more crucial than ever. There is tension between the volume of data and practicality when it comes to security reporting. While you don’t want to miss a single security event, it’s impossible to keep track of all the warnings from all the systems in your security infrastructure.

In the next chapter, we will take one step ahead and talk about posture management on cloud security. We will take a deep dive to understand cloud security posture management, the working principles, and different deployment scenarios.

Questions


	What do you mean by common indicators of compromise?

	Do you think threat intelligence plays a vital role in the overall security posture of any organization? Justify your answer.

	What are the different types of threat intelligence, and which one is more aligned to senior leadership?

	Explain the lifecycle of threat intelligence.

	What do you mean by APT?

	Explain the working principle of APT.

	What do you mean by the 1-10-60 rule in APT?

	Define threat hunting.

	Explain the threat hunting process.

	How do you perform IoA-based hunting?

	Name a few open-source threat intel feeds and share your opinion on which one is better. Justify your answer.

	What are the typical challenges you face with traditional SIEM solutions?

	What features of next-generation SIEM make it unique in the race?

	How is SOAR contributing to the overall next-generation SIEM approach?

	Explain the referenceable high-level architecture diagram of next-generation SIEM Solution.

	Mention the key considerations to have while selecting a next-generation SIEM Solution.

	What is EPS, and how will you calculate it?

	How will you choose the right SIEM model for your enterprise?

	Explain the maturity path of a next-generation SIEM Solution.







CHAPTER 13

Cloud Security Posture Management (CSPM)


In the previous chapter, we understood threat intelligence and next-generation SIEM solution.

Since the world is moving towards Cloud, we should certainly focus on secure posture management exclusive to the Cloud landscape. CSPM is designed specifically to understand various misconfiguration and compliance risks in the Cloud. This chapter will help you understand CSPM in a detailed manner along with its need, importance, benefits, working principal examples, and recommendations.

Structure

In this chapter, we will discuss the following topics:


	Overview of CSPM

	Key credentials of CSPM

	Need and importance

	Working principle

	Key considerations while adopting CSPM

	Adopth Path

	Multi-cloud deployment scenario

	Leading vendors in this technology

	Best practices around CSPM



Objectives

After completing this chapter, you will have a brief understanding of how and why effective monitoring is necessary for cloud landscape and how to ensure it. The chapter will explain the foundational requirement of security posture management on the cloud, followed by its benefits, working principles, and adoption paths.

By the end, you will be familiar with a few names who are leading the chart for CSPM, followed by a couple of best practices that you should consider in your journey.

Overview of Cloud Security Posture Management (CSPM)

Cloud Security Posture Management (CSPM) is a market category for IT security products that detect cloud misconfiguration issues and compliance threats. One of the main goals of CSPM programming is to continuously analyze cloud infrastructure for security policy gaps. CSPM is a new category of security technologies that can help automate security and give compliance assurance in the cloud, according to Gartner, an IT research and consultancy group that created the term. CSPM tools inspect and compare a cloud environment to a set of best practices and known security threats. Some CSPM technologies will notify the cloud customer when a security risk has to be addressed, while others will use robotic process automation (RPA) to automatically address issues.

Organizations that have embraced a cloud-first strategy and wish to extend their security best practices to hybrid and multi-cloud environments generally employ CSPM. While CSPM is most commonly associated with Infrastructure as a Service (IaaS) cloud services, it can also be used to decrease compliance risks and minimize configuration errors in Software as a Service (SaaS) and Platform as a Service (PaaS) cloud environments.

Definition

According to Gartner, a continuous process of cloud security development and adaptation is necessary to reduce the chances of a successful attack. DevOps Integrations, compliance management, risk assessment, incident response, incident visualization, and other use cases defines the need to adopt Cloud Security Posture Management solutions. These technologies assist businesses in assessing risk, limiting misconfigurations, and ensuring that their existing cloud environments are compliant with cloud security best practices.

Cloud computing’s rapid expansion and complexity have increased the stakes for today’s security experts. One simple misconfiguration might expose a company’s most sensitive data, resulting in severe financial and reputational damage.

Key credentials of CSPM

Some of the most common enterprise CSPM products include the following key characteristics:


	Identify and possibly automatically correct cloud misconfigurations.

	Keep track of best practices for various cloud configurations and services.

	Connect current configuration statuses to a security control framework or regulatory standard.

	Work with IaaS, SaaS, and PaaS platforms in containerized, hybrid cloud, and multi-cloud environments.

	For misconfigurations and compliance issues, keep an eye on storage buckets, encryption, and account permissions.



Need for CSPM in the current landscape

Customers’ mishandling of many connected resources is the leading cause of misconfigurations. There are many moving parts to keep track of and manage while using cloud-based services. Environment misconfigurations are easy to make, especially when using API-driven integration methodologies. It only takes a few misconfigurations in the cloud to render an organization vulnerable to attack, so misconfiguration exposes an organization to the prospect of a data breach.

A common cause of misconfiguration is a lack of visibility. A misconfiguration of cloud resources becomes more possible if a company does not understand how its resources interact with one another.

One of the most prevalent errors is allowing public access to cloud storage buckets or containers that can be assigned to storage classes individually. When storage bucket access is left open, anyone with the knowledge of where to look can attack the buckets.

Reason for misconfiguration in Cloud

At least four causes contribute to misconfiguration. They are as follows:


	The cloud can be programmed immediately. Cloud applications and APIs drive cloud infrastructure, allowing developers to scale up and down massive quantities of infrastructure using code. It’s just as easy to introduce misconfigurations as it is to make infrastructure improvements.

	A “sprawl” of new services and technologies has been enabled by the cloud. When microservices and new technologies like containers, Kubernetes, and serverless Lambda functions are coupled, there are far more resources to manage than just traditional servers, networks, and databases.

	Cloud technologies are fundamentally different from those found in conventional data centers. IAM permissions, for example, allow users to access account resources despite network segmentation. As a result, IAM can enable a new sort of lateral movement that standard security measures are unable to identify. Organizations are recognizing that their IT team may be short in cloud security skills as they attempt to expand their cloud footprint.

	It’s quite tough to identify what’s running where in an enterprise system because of its scale and complexity. Thousands or tens of thousands of resources, regions, and accounts can be found in typical public cloud infrastructure. It’s all too simple for a developer to establish the wrong resource, give permissions too much leeway, or lose sight of where essential cloud assets are kept.



The lack of view into the cloud exacerbates all these problems. Many businesses have no idea what kind of cloud resources they have, how many of them there are, or how they’re set. As a result, major misconfigurations might lie undiscovered for days, weeks, or even months, making it difficult to take the necessary security precautions for cloud services and applications. Misconfigurations are to blame for the vast majority of successful attacks on cloud services, and CSPM can help limit these risks.

How is CSPM solving the Cloud misconfiguration Issues?

CPSM is a continual process of improvement and adaptation aimed at reducing the likelihood of a successful attack in a cloud environment. A current CPSM tool can be utilized to further cloud security goals in various situations. CPSM is used in risk assessment, incident visualization, compliance management, and other areas, with the overall goal of ensuring robust cloud security through visibility, alertness, and continuous evaluation.

Continuous monitoring is critical to the effectiveness of CPSM. On a rolling basis, these tools assist businesses in determining the gap between security policies and real security posture. CPSM tools can detect misconfigurations and other issues before attackers have a chance to exploit them since they are constantly monitoring for security or policy breaches. CPSM tools can also be utilized to quickly resolve these issues, lowering vulnerabilities and boosting compliance.

Importance of CSPM

The cloud’s distinct characteristics necessitate a new security model capable of addressing the cloud’s distributed and ever-changing infrastructure. CSPM security systems regularly monitor enterprise cloud environments to discover gaps between stated security policies and real security postures as well as to mitigate any cloud security threats that may arise.

The detection of cloud misconfiguration vulnerabilities, which can lead to data breaches and regulatory violations, lies at the heart of CSPM. The underlying cloud providers’ APIs are often used by CSPM solutions to monitor environments for security or policy violations, with the option of remediating the violations to assure policy compliance.

CSPM has many advantages, including the following:


	Continual visibility of multi-cloud environments to detect cloud misconfiguration flaws

	Optional automated misconfiguration remediation (with the help of and including DevOps integrations, risk visualization, and risk assessment) to maintain continual compliance and preserve important cloud services

	Use of prebuilt compliance libraries for common standards or best practices like CIS Foundations Benchmarks, SOC 2, PCI, NIST 800-53, or HIPAA to ensure that setups are compliant.



Use cases of CSPM

Most CSPM services are focused on detecting the following sorts of policy and security violations:


	Databases and data storage are not encrypted.

	Lack of encryption on application communications, particularly sensitive data flow.

	Inadequate encryption key management, such as failing to rotate keys regularly.

	Account permissions that are far too broad.

	Critical system accounts do not have multi-factor authentication enabled.

	Incorrectly established network connectivity, notably overly permissive access rules or internet-accessible resources.

	Data storage is instantly accessible via the internet.

	Logging isn’t enabled to track key operations like network traffic, database access, or privileged user activity.



Working principle of CSPM

Discovery and visibility, misconfigurationmanagement and remediation, continuous threat monitoring, and DevSecOps integration are all provided by Cloud Security Posture Management.

Finding and getting noticed

Cloud Infrastructure Assets and Security Configurations are discovered and visible using CSPM. Across multi-cloud setups and accounts, users can access a single source of truth. Misconfigurations, metadata, networking, security, and modification activity are all immediately found when a cloud service is deployed. A single console is used to administer security group settings for multiple accounts, regions, projects, and virtual networks.

Management and remediation of misconfigurations

By comparing cloud application configurations to industry and organizational benchmarks, CSPM lowers security risks and speeds up the delivery process, allowing violations to be discovered and corrected in real time. Misconfigurations, open IP ports, illegal alterations, and other issues that expose cloud resources can be resolved with guided remediation, and guardrails are offered to help developers prevent errors. Storage is constantly monitored to ensure that the correct permissions are in place and that data is never unintentionally made public. Database instances are also monitored for high availability, backups, and encryption.

Threat detection in real time

With targeted threat detection and management strategy, CSPM proactively detects risks across the application development lifecycle by cutting through the noise of multi-cloud environment security warnings. The CSPM concentrates on the places adversaries are most likely to target, so vulnerabilities are prioritized based on the environment, and vulnerable code is prevented from reaching production, which means the number of warnings is reduced. The CSPM will also use real-time threat detection to continuously monitor the environment for malicious activity, unauthorized activity, and unauthorized access to cloud resources.

Integration of DevSecOps

CSPM lowers friction and complexity across many cloud providers and accounts by reducing overhead and removing friction. Agentless, cloud-native posture management gives you centralized visibility and control over all your cloud resources. Security operations and DevOps teams will have a single source of truth, and security teams will be able to prevent compromised assets from moving through the application lifecycle.

To simplify visibility and capture insights and context concerning misconfigurations and policy breaches, the CSPM should be connected with the SIEM. The CSPM should also be able to interact with existing DevOps toolsets, allowing for quicker remediation and response inside the DevOps toolset. Security operations, DevOps, and infrastructure teams can all benefit from reporting and dashboards.

Data Security Integrated

Keeping your data safe in the cloud, regardless of what type of data you store and whether or not it contains personally identifiable information (PII), necessitates a multipronged defense that gives comprehensive visibility into its condition and status. This begins with the ability to track the configuration of each storage bucket across your storage services to ensure that data is not mistakenly exposed to unauthorized users or apps. At the same time, you must examine the contents of buckets to see if they contain any PII that is subject to particular compliance regulations or other obligations.

Key considerations while selecting CSPM for your business

Each CSPM supplier in the burgeoning market has its own set of skills. The parts that follow discuss how to evaluate your abilities to conduct an investigation and the business, technological and operational issues to consider while evaluating a CSPM.

Suggestions for CSPM: You should examine a range of business, technical, and operational factors, regardless of the vendor(s) you choose for CSPM.

Business consideration

We have taken the tabular format approach to explain the business consideration one should consider while looking at various CSPM solutions. The following table shows this:







	
Business considerations


	
Details





	
Data retention


	
How long will the CSPM vendor keep indexed data from your cloud accounts? Is your company’s retention policy in line with its philosophy? What will happen to your data on their systems if you stop working with the vendor?

Evaluation Criteria:


	Contractual language to be evaluated How is data anonymized so that it can be used by others outside your tenant?







	
License


	
Learn about the costs of bringing a CSPM to your company and how the CSPM licenses its platform.

Evaluation Criteria:


	Each account is monitored

	Each resource is watched

	Each feature is utilized







	
Responsibility


	
Administrative expense should be minimal because CSPM is a SaaS platform; however, the consumer retains administrative responsibilities.

Evaluation Criteria:


	Internal knowledge base

	Teams involved in security activities








Table 13.1: Business Consideration while adopting CSPM

Technical consideration

Moving to the technical side of the evaluation, here are a few key points that we recommend you should go through and add to your evaluation list while looking for CSPM options. The following table shows this:







	
Technical considerations


	
Details





	
Integration of accounts


	
Examine how a CSPM connects to an organization’s existing cloud footprint to see if it poses a security issue. What changes must be made to the account for the platform to work?

Evaluation Criteria:


	The authentication process for a cloud account

	The resources that must be configured for the CSPM to work







	
Authentication


	
Secure access to the CSPM by implementing authentication standards and ensuring that access may be readily terminated when a user is no longer permitted.

Evaluation Criteria:


	Integration of federated identities

	Supported authentication protocols (SAML and OpenID, for example)







	
API


	
APIs provide access to functionality and extend the capabilities of CSPM by allowing programmatic data access.

Evaluation Criteria:


	Documentation

	API access controls and access keys

	Logging and observation








Table 13.2: Technical Consideration while adopting CSPM

Operational consideration

Moving to the last phase, here are a few of the evaluation criteria you should consider from an operational perspective. While the business and technical criteria will help you pick the right solution, operational feasibility plays an equal contribution to the overall evaluation. The following table captures this:







	
Operational considerations


	
Details





	
Monitoring the functionality


	
Recognize how your CSPM provider connects to your AWS account (s). It’s possible that if the integration fails, it’ll harm functioning.

Evaluation Criteria:


	How is the security team notified if communication between a platform and an account is lost?

	Is there a way to pinpoint the source of the problem for troubleshooting?







	
Alert customization


	
CSPM tools include pre-programmed warnings. However, your company may have unique use cases that necessitate specific alerts.

Evaluation Criteria:


	The ease with which an alert can be created

	Customization choices

	Severity

	Auto-remediation







	
Dashboard and reporting


	
Executives may request various reports or proof of attestation to describe the security posture. Understanding whether the risk is rising or falling can also help the security team and developers understand any danger that is being eliminated or added by cloud service providers.

Evaluation Criteria:


	Customization and creation of reports should be evaluated.

	Customization of the dashboard

	Ability to export measurements for more sophisticated analysis tools








Table 13.3: Operational Consideration while adopting CSPM

Adoption Path

Now, we will talk about the adoption steps for CSPM. Since CSPM will play a crucial role in terms of giving you the visibility of your landscape, it’s equally important that we follow a systematic approach to adopt this technology in our landscape.

The following image and the articulation should help you understand the adoption path:


[image: ]

Figure 13.1: CSPM Adoption Path


	Security posture assessment: Companies employ CSPM solutions to give compliance evidence based on industry-specific compliance frameworks such as HIPAA for healthcare, SOC 2 for ISVs, PCI DSS for e-commerce, ISO 27001 for enterprises with international operations, and FFIEC for financial services.
In order to identify the present security posture of existing cloud infrastructure, CSPM technologies can be deployed. In most cases, a project is launched in coordination with the information security (InfoSec) team to define “must-have” security policies and begin repair actions.


	Remedial measures should be taken to reach the goal: Specialized CloudOps team training on cloud security best practices and new configuration requirements are required for remediation. To ensure that new cloud infrastructure configurations do not damage apps or harm performance, remediations are first tested in pre-production environments. The development/testing and pre-production environments are recreated using new configurations that fit with the intended security posture.
As a result, the security posture improves, allowing the organization to meet and/or exceed its objectives.


	Assurance in the long run: After remediation, CloudOps teams are in charge of ensuring continuous security and compliance. They keep an eye on the security posture in the production environment on a daily basis to ensure that last-minute repairs or updates don’t result in any misconfigurations. 
In the pre-production (which includes dev, test, and staging environments, security assurance tools are also utilized on a regular basis to evaluate the accuracy of configurations before deploying new application releases into production environments.




Collaboration between departments

The information security, SOC, and application development (AppDev) teams collaborate more effectively when CSPM is implemented. While the InfoSec team is in charge of setting the corporate standard (objective), security and compliance standards must ultimately be implemented by the application development and infrastructure management teams. Following are the steps in the CSPM process. Figure 13.2 will complement the steps mentioned here and will help you understand the overall flow:


	GRC identifies the frameworks that must be followed to ensure compliance.

	InfoSec establishes information security guidelines for businesses.

	Cloud architects design application architecture configurations that are secure.

	DevOps is in charge of cloud infrastructure deployment.

	Misconfigurations are corrected by CloudOps.

	The SOC keeps an eye on the situation.

	GRC demonstrates that compliance is ongoing.
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Figure 13.2: Workflow to collaborate with different teams


	Governance, Risk, and Compliance (GRC) frameworks: GRC teams define the industry compliance frameworks that must be followed (industry benchmarks, laws, and regulations). All the leading CSPM support a variety of compliance frameworks and are constantly adding new ones in response to customer requests.

	Information Security (InfoSec) is a corporate standard: The InfoSec team is in charge of developing a set of must-have security policies for the company, including cybersecurity benchmarks and other company-specific regulations. CSPM also allows clients to create proprietary standards that they can follow and enforce.

	Configuration manuals for cloud architects: Architects produce safe configuration guidelines for CloudOps teams and design cloud infrastructure while following cloud architecture best practices. All security rules in Zscaler CSPM have extensive definitions as well as configuration help in the form of remedial actions.

	Infrastructure deployment through DevOps team: The infrastructure management team deploys cloud infrastructure manually in many firms, while the DevOps team deploys cloud infrastructure automatically in others. In the pre-production environment, the infrastructure management or DevOps team scans cloud infrastructure with CSPM. Before proceeding to production deployment, any misconfigurations found must be corrected.

	Fixing Misconfigurations in CloudOps: The CloudOps team performs a scan as soon as the application is deployed to the production environment. The deployed cloud infrastructure can remain in production if it meets the relevant criteria. CloudOps also examines the cloud infrastructure on a daily basis. Any found misconfigurations must be rectified as soon as possible, depending on their importance and risk level.

	Continuous Monitoring through SOC: Daily scans of production environments should be performed to verify any last-minute manual configuration modifications. SOC teams keep an eye out for anomalies and report any important misconfigurations that need to be fixed right away.

	Evidence of compliance (GRC): Compliance teams have access to daily monitoring findings and can present these reports to regulators and auditors as proof of ongoing compliance.



Multi-cloud deployment scenario

A single-cloud CSPM can’t just be scaled up to match the needs of a multi-cloud architecture. Multi-cloud environments are fundamentally different from single clouds in terms of security in several ways.

Concerns while deploying CSPM with a multi-cloud environment

Here is the list of potential issues that one will face with a multi-cloud environment.

Data with a wide range of sources is dispersed

Data is dispersed over numerous clouds in a multi-cloud system. For example, you may store high-volume data in one cloud to save money, while retaining other data in a different cloud that charges more but provides faster access to the data. In another scenario, you might distribute data over multiple cloud regions so that it is closest to the end customers.

It’s more difficult to keep data safe and free of malware when it’s dispersed. For each datastore on each cloud, you must ensure that appropriate IAM rules are in place. Furthermore, you must ensure that each bucket is configured properly, and what constitutes appropriate varies depending on the CSPs.

Apps that are distributed

Apps and the technologies that deploy them are frequently spread across multiple cloud environments. For example, you may operate many instances of the same application in separate clouds to ensure that it remains available even if one fails, or you could host a development toolchain in one cloud but deploy from another.

Understanding the security posture of all the separate services and resources that make up the application is necessary for effective CSPM in this situation. Monitoring each instance of a multi-cloud application independently isn’t adequate. You must understand how one instance’s security status affects the others.

At the same time, because deploying apps across various clouds is more complicated, it’s even more critical to build security into the application development pipeline rather than after the fact. When an application hits production, it takes substantially longer to fix a vulnerability, and it takes even longer if the problematic code is deployed across several environments. By including security controls in the application development pipeline, you may reduce the likelihood of having to perform these types of reactive, corrective activities after an application has already been deployed.

Threats and Vulnerabilities of Various Kinds

Malicious insiders abusing APIs, cryptojacking, data exfiltration, malware inside a container image, and SQL injection vulnerabilities within programs are all examples of modern dangers. No single method of threat detection can protect you from all of them. Malware scanning and configuration audits are insufficient to secure your systems. Instead, you’ll need to gather threat intelligence from various sources, analyze it, and match the findings to known dangers. To detect unknown risks, you must also be able to supplement rule-based approach with machine learning-based policies.

There are a lot of users and permissions to deal with

Security teams already face difficulties enforcing appropriate IAM hygiene in single cloud settings. Enforcing least-privileged access for a single cloud is difficult enough, especially when there are so many policies (for example, CSP- or user-managed rules; policies related to other groups, roles, resources, or access control lists) attached to users.

User permissions and entitlements are inconsistently stated among CSPs, complicating multi-cloud situations even further. You must be able to correlate user roles and permissions specified for each cloud with each user’s requirements, in addition to monitoring a separate set of IAM configurations for each cloud. On every cloud, you can’t just audit for the same set of credentials for the same users.

Attack surface expansion

More clouds mean more accounts, policies, services, and so on. All of this adds up to a larger attack surface, giving attackers more chances to break into your environment by exploiting a misconfigured resource, inadequate permissions, or a code flaw.

At the same time, in a multi-cloud system, the lack of centralized visibility and control makes it more difficult to discover vulnerabilities and threats. It’s difficult to avoid the types of misconfigurations that might lead to a breach when you can’t monitor and audit all your configurations across all your services using a single CSP’s capabilities.

Potential solution

Now, you need to find the CSPM solutions that support and are compatible with a multi-cloud landscape. To address the multi-cloud security issues, a CSPM strategy and toolkit with four important elements are required.

Complete transparency, regulatory compliance, and governance

The capacity to continuously monitor and audit all resources across all CSPs is the cornerstone of successful CSPM for multiple clouds. When a new service or workload is delivered or a configuration is modified, your tools must be able to identify and scan the change to ensure that it meets security requirements and best practices.

If it doesn’t, the tools should warn your team and provide solutions. Simple fixes (for example, changing a mistyped IP address or adding a missing sentence to an IAM policy) should be able to be applied automatically by your tools, resolving issues without requiring security teams to make the change.

Preventing insecure configurations from ever making it to production is also significant since it can limit the number of runtime alerts generated. CSPM tools should be able to analyze infrastructure-as-code (IaC) templates for errors and enforce policies not just at runtime but throughout the software development lifecycle.

Detection of a wide range of threats

Because of the complexity of threats in multi-cloud systems, CSPM toolsets must gather threat intelligence from various sources to provide true risk clarity. IaC configurations, container images, and cloud virtual machine (VM) images are among the sources that many teams have already scanned for vulnerabilities.

Scanning these components alone, on the other hand, is insufficient to provide complete threat knowledge and detection. To do so, your company needs to keep high-fidelity threat intelligence so that you can identify the most recent threats and analyze their severity. The capacity to detect network anomalies and correlate them with other types of threat data is also critical for acquiring a complete picture of a threat’s potential risk impact. You must also do the same with UEBA data (user and entity behavior analytics).

To put it another way, current threat detection necessitates the analysis of many data sources as well as the capacity to correlate and contextualize the information. This is critical not only for detecting risks in complex, multidimensional environments but also for assisting teams in quickly prioritizing risk and resolving problems. You can only link network anomalies with an unsafe container image, for example, or determine which account is the cause of a breach, using full threat detection. When your team can understand hazards faster, you can repair them faster, reducing your mean time to remediate.

Another crucial but frequently overlooked aspect of cloud data security is detecting malware within data at rest. Malware detection necessitates a thorough examination of not only storage buckets but also databases, virtual machine file systems, container storage volumes, and even short-lived container file systems for indicators of infection.

Finally, cloud data security frequently necessitates striking the correct balance between protection and availability, so your CSPM tools should enable you to quantify data exposure risk and provide suggestions to help mitigate the consequences of a breach.

Remediation of Alerts Can Be Automated

Multi-cloud environments are complicated, large-scale settings by definition. Without the assistance of systems that can automatically monitor for and help remediate security threats, enforcing the aforementioned security processes and oversight within them is impossible.

This isn’t to argue that multi-cloud CSPM should be completely automated. Manual intervention will always be required to respond to complex security incidents or analyze threats that your CSPM systems can’t manage on their own. On the other hand, routine security monitoring, audits, and remediations should be automated so that your team can concentrate on high-value items.

Leading vendors in this space

CSPM still has a niche market, so it is restrictive. Here is the list of vendors who offer successful CSPM solutions.

Check point’s CloudGuard

Check Point’s CloudGuard product protects assets and workloads in public, private, hybrid, and multi-cloud settings with cloud-native security and advanced threat prevention.

Orca Security

Orca Security’s Agentless Scanning TM technology for AWS, Azure, and GCP provides a single agentless platform that detects and prioritizes the most critical security issues at every layer of the cloud estate.

Prisma Cloud from Palo Alto Networks

Palo Alto Networks (PAN) is a network security company based in Palo. Palo Alto Networks’ Prisma Cloud delivers visibility across public cloud infrastructure, with continuous, automated monitoring that reveals new and existing assets, abnormal behavior, and potential threats.

Trend Micro (Cloud Conformity)

For cloud infrastructure security, compliance, and governance, Trend Micro Cloud One provides real-time monitoring and auto-remediation.

Zscaler

The Zscaler CSPM collects real-time configurations, detects and repairs cloud misconfiguration, and manages security and compliance.

Best practices around CSPM

When utilizing CSPM, there are a few best practices to remember:


	Take a look at the benchmarks for cloud computing: Use cloud-specific criteria established by the Center for Internet Security to keep track of your cloud’s security posture (CIS). Make sure your security policies are built to accommodate the cloud’s dynamic nature.

	Calculate the risk and rank security breaches in order of importance: The number of violation alerts could make your information security team feel overwhelmed. Quantifying the risk and prioritizing the most serious infractions is the best approach. Violations that have a significant impact on your key cloud assets should be prioritized.

	Add security checks in development channels: It’s challenging to implement security in the cloud when your applications are continually using fresh resources. This is especially true for dynamic systems, and the cost to the enterprise can be significant if security flaws are discovered too late.

	Misconfiguration checks should be defined as a pipeline: This is so that when the deployment pipelines are run, you can immediately begin looking for any violations. Also, remediation actions should be included in the re-deployment pipeline so that any misconfigurations may be addressed immediately.

	Take advantage of the situation automation’s strength: It’s impossible to manage CSPM manually, especially in large enterprises. Cloud settings are dynamic, which is one of the reasons for their power, but dynamic tools are also required. The only way to deal with the agility and infinite scalability of cloud infrastructure in a secure manner is to use automation, so look for a CSPM platform that can introduce new assets and proactive risk identification and mitigation to your company.

	Be on the lookout for continuous monitoring and visibility: A comprehensive perspective of your cloud sprawl is extremely beneficial, and attaining that transparency is a critical first step toward ensuring a secure cloud environment. Apart from allowing you to see all your assets, CSPM tools that bring visibility will show you how they interact, indicating paths and dependencies as well as any weaknesses that attackers may discover.

	Instead of looking for clutter, look for context: The noise associated with many standard cloud security technologies detracts from what’s crucial, such as alarms that must be addressed quickly. The right CSPM may give you a dozen alerts, but each one will be weighted appropriately, and each one will have a clear path for resolving it so that you don’t become overwhelmed.



Conclusion

Protecting vital assets within the cloud has never been more difficult for IT professionals. The challenge of risk management becomes much more difficult as new cloud services and resources are added regularly. Furthermore, cloud security regulations are frequently beyond the expertise level of existing IT workers.

Enterprises can use CPSM technologies to discover mistakes that would otherwise go unnoticed and address these cloud security challenges. Organizations may dramatically decrease the risk of misconfigurations and other errors that put their most sensitive assets at risk by analyzing existing cloud systems against best practices in a continual and automated manner.

CSPM is a critical element in ensuring an organization’s survival in a changing environment. Organizations can begin incorporating security into the development process by combining a CSPM with security teams and extending the CSPM for developers to use as a feedback loop. Remember that in a cloud environment, security is everyone’s responsibility, and CSPM make this process easier.

In the next chapter, we will talk about various guidelines and templates that you should adopt across your security landscape to adopt the cybersecurity practice and make it mature.

Questions


	Define CSPM.

	Why there is a sudden need for CSPM in the market?

	Explain the importance of CSPM.

	Explain the working principles of CSPM.

	Explain the business and technical considerations while selecting CSPM for your organization.

	Why is collaboration between different departments a must to for successful adoption of CSPM?

	How is multi-cloud CSPM deployment different from the native solution?

	Share a few of the best practices you would like to consider for your CSPM landscape.







Section - IV

Cybersecurity Strategy Guidelines, Templates, and Recommendations


This is the last section of the book, which will explain the implementation of the cybersecurity strategy for enterprise segments. This section will also guide you through various recommendations and best practices to be followed to strengthen the security posture.





CHAPTER 14

Implementation of Guidelines and Templates


In the previous chapter, we discussed CSPM and its adoption path in your organization’s security landscape.

Now, we will talk about various guidelines and templates you should consider while implementing various security stacks in your ecosystem.

This chapter will also give you a brief on what the cybersecurity strategy template should look like with a few examples for better understanding. The template will cover all the major points from the strategy guidelines perspective.

Structure

In this chapter, we will discuss the following topics:


	Current challenges in the cybersecurity landscape

	Pillars of cybersecurity strategies

	Developing a step-by-step strategy for cybersecurity

	End-to-end understanding of gap analysis, including workflow and templates

	Importance of defense in depth approach

	Templates for cybersecurity strategy



Objectives

After completing this chapter, you should have a complete understanding of how to develop cybersecurity strategy for your business, the key considerations, various templates, and components of the same. In the end, you will gain decent knowledge to work with your cybersecurity leaders to develop and own the strategy and its implementation plan.

Current challenges you face in your cybersecurity landscape

These days, you don’t have to look far for news of a massive data breach. While harmful attacks continue to harm companies and corporations, it appears that cybersecurity is a topic that is at the forefront of many people’s minds.

Despite the risk of tragic consequences, some businesses continue to treat cybersecurity as a business-ending, bottom-line financial danger. Cybersecurity issues can range from small issues like out-of-date software to large-scale issues like a lack of leadership support. The following is a list of some of the most prevalent difficulties that information security professionals and the companies they work for face:


	Threat communication and awareness to the staff: Employees are generally the weakest link in any cybersecurity program. You can spend as much money as you want on antivirus, intrusion detection, next-generation filters, and other technologies, but if you don’t initially focus on educating your employees, all that technology will be almost useless. You’re still exposed if your employees aren’t aware of the scams or how to spot them.
When it comes to basic risks like phishing and malware, organizations should think of their staff as the first line of defense.

Identify your most vulnerable consumers and provide them with the knowledge and awareness they need to spot frauds early on. It is not possible to set it and forget it when it comes to employee awareness. It’s crucial to keep reinforcing and testing.


	Remote employment is causing data breaches: There is a heightened risk of hacker breaches as more people work from home and other remote locations. In certain circumstances, it is possible to connect to other networks using unapproved equipment. The technology in place lacks enterprise-level security protections and controls. The perimeter-less approach encouraged cybersecurity experts to set their goals based on a zero-trust attitude.

	Attacks on ransomware: Ransomware is a sort of software that encrypts files on a device, rendering them unusable. Once the files have been corrupted, the attackers demand a ransom to decode them. If the ransom is not paid, the attacker may threaten to expose or sell the material.
Ransomware remains a big concern that businesses must be aware of, with an attack occurring every 11 seconds. Another vulnerability that businesses should be aware of is credential compromise, which occurs when employees share or misuse credentials.


	BYOD risks: Bring your own laptop or tablet computer. Many organizations have adopted BYOD policies, which allow workers to work from home or in the office.
Many corporate leaders, however, are unaware of the specific hazards that a BYOD environment might present. A few simple precautions might help safeguard business networks against BYOD attacks. Role-based access, two-factor authentication, and network access controls are some of the steps that could be used to ensure that all devices are kept up to date.




Pillars of cybersecurity strategy

A cybersecurity strategy lays out a clear, detailed approach to ensure security across the company. It assists CISOs in moving from reactive to proactive security, ensuring that they are ready to respond to a variety of threats.

A cybersecurity strategy plan can aid CISOs in reducing security gaps, increasing insight into security risks, and ensuring compliance. The plan should enable all stakeholders to understand their cybersecurity roles and responsibilities, ensuring that everyone contributes to the organization’s overall security posture improvement. Here are the five major pillars you should be aware of while defining the strategy:


	Use Security Benchmarks and Compliance Standards to your advantage: When it comes to developing a cybersecurity plan for their company, CISOs should avoid starting from zero. To get started, the CIO and CISO Councils collaborate to establish a CISO handbook, which outlines the best practices and approaches to cyber regulations. The CISO guide addresses one of the most essential frameworks for CISOs: the US Department of Commerce’s NIST.
The NIST framework outlines a path for CISOs to begin developing and collaborating on cybersecurity. Organizations that follow the NIST standard will remain compliant with PCI-DSS, HIPAA, and FISMA (to name a few of the most prominent). The NIST framework includes basic rules that will protect the firm. These regulatory guidelines restrict how businesses protect data, especially within a given industry.


	Evaluate the level of cybersecurity maturity: CISOs must analyze their organization’s security maturity. It is strongly advised that you use a framework like the NIST Network Security Framework to accomplish this.
A common framework can assist CISOs in evaluating their organization’s maturity in a variety of areas, ranging from strategy and governance to specific security technology and incident response protocols. The evaluation should not be restricted to traditional IT systems; it should also include OT, IoT, and cyber-physical systems.

CISOs should evaluate where the organization should improve over the next 3-5 years after doing the assessment. If injection attacks are the primary concern, for instance, secure coding techniques and application-layer security must be particularly advanced. If ransomware is a major worry, make sure your backup and recovery systems are up to par. Another aspect one should consider is defining the target or desired state. This will certainly be based on the outline defined by the organization. Based on your business requirement, you should create the target state and start mapping the threat, and then track the same towards the closure.


	Recognize the threat landscape: Gaining a wide overview of the threat landscape is another critical component of a security plan. To accomplish so, a CISO must first comprehend the company’s operating environment. Who are the customers, exactly? What exactly is the product? Who stands to gain from a corporate disruption? The answers to these questions will assist you in better understanding the dangerous landscape and adapting to the larger business environment.
It’s a wonderful idea to assess competitors and see what threats they face. Have they had any security issues? The challenges that your rivals face are almost always the same threats that your company faces.

Understanding the attackers is also a crucial element of threat analysis. Are they lone wolves, organized crime organizations, or state-sponsored assailants? What kind of assets do they possess? What makes them tick? Knowing this will help CISOs safeguard the company from these dangers.


	Plan for employee orientation and training: Let’s look at the Verizon Data Breach case study to see how important this is. According to the same survey, social engineering accounted for 33% of attacks, while malware accounted for 28%. These figures are dangerously high, especially as more businesses retain several data points on clients, such as financial information, contact information, and passwords. High-privileged accounts are an attacker’s primary target since they can be used to steal large amounts of data.
A CISO’s cybersecurity strategy plan should contain an onboarding checklist that assures tightened protocols for a new hire’s network access to avoid unnecessary privileges and thwart potential phishing attacks. Changing cybersecurity protocols within an established firm isn’t always simple. Short-term convenience and workarounds should be replaced with long-term cybersecurity protection that decreases the chances of a catastrophic data breach. In addition to cybersecurity methods, the CISO can implement training initiatives to help users recognize phishing and social engineering red flags.


	Establish security policies: As part of the overall security plan, the CISO must design an information security policy. A security policy is a set of defined practices and procedures that all employees must adhere to in order to assure data and resource confidentiality, integrity, and availability (the so-called CIA triad).
Security policies spell out what the company wants, how to meet those objectives, and the ramifications of policy infractions. Breaking down a security policy into smaller rules is usual and recommended. This makes policies easy to maintain and comprehend for users.




Develop a step-by-step strategy for cybersecurity

A cybersecurity strategy is a high-level plan for safeguarding your company’s assets over the next 3-5 years. Because technology and cyber dangers are constantly changing, you’ll almost probably need to revise your strategy sooner than 3 years. A cybersecurity strategy isn’t supposed to be perfect; rather, it’s a well-informed bet on what you should do. As your company and the world around you change, your strategy should change as well.

Your assets will be better protected by establishing and implementing a cybersecurity strategy. This usually entails a transition from a reactive to a proactive security posture, with a focus on preventing cyber assaults and incidents rather than responding to them after the fact. A robust cybersecurity strategy, on the other hand, will better prepare your company to respond to any events that do occur. Your company can protect its reputation and reduce harm to its employees, customers, partners, and others by preventing minor issues from becoming significant ones.

A cybersecurity plan doesn’t have to be perfect; it just has to be proactive, effective, well-supported, and constantly improving. The four steps to getting there are as follows:


	Recognize your cyber-threat landscape: You must first study the types of cyberattacks that your firm is now facing before you can comprehend your cyber threat landscape. Which types of risks are the most common and severe in your firm right now: malware, phishing, insider threats, or something else? Have any of your competitors recently experienced large incidents, and if yes, what types of dangers caused them?
Next, familiarize yourself with anticipated cyber-threat developments that could affect your company. For example, many security analysts believe that as ransomware firms grow, the threat of ransomware will also grow. There’s also increasing awareness about supply chain concerns, such as obtaining tainted components and using them internally or incorporating them into consumer products. Understanding what dangers you’ll encounter in the future, as well as the severity of each of those threats, is critical to developing a successful cybersecurity strategy.


	Examine your cybersecurity readiness: Once you’ve figured out what you’re up against, you’ll need to analyze your company’s cybersecurity maturity. Choose a cybersecurity framework, such as the NIST Cybersecurity Framework. Use it to evaluate your organization’s maturity in hundreds of categories and subcategories, ranging from policies and governance to security technology and incident recovery skills. This evaluation should cover all your technologies, including traditional IT, operational technology, IoT, and cyber-physical systems.
Then, using the same cybersecurity framework, determine where your company should be in terms of maturity in each of those categories and subcategories in the next 3-5 years. If distributed denial-of-service assaults, for example, will be a serious danger, you may wish to invest in more sophisticated network security capabilities. If ransomware is your top security concern, making sure your backup and recovery systems are well-developed could be critical. Temporary tools introduced during the pandemic will need to be strengthened if the COVID-19-driven remote work policies become permanent. Your new strategic objectives are the maturity levels you’re going for.


	Determine ways to make your cybersecurity program more effective: Now that you know where you are and where you want to go, you must determine which cybersecurity technologies and best practices can assist you in reaching your goal. This step determines how to develop your cybersecurity program to meet the strategic goals you’ve set. Every enhancement necessitates the expenditure of resources, money, and staff time, among other things. You’ll need to consider various approaches to attaining the goals as well as the benefits and drawbacks of each. You can decide to outsource some or all your security responsibilities.
When you’ve narrowed down your options, present them to the higher management for assessment, feedback, and, perhaps, support. Changes to the cybersecurity program may affect how business is conducted, and leaders must be aware of this and embrace it as a necessary risk if the company is to be adequately protected from cyberattacks.


	Make a record of your cybersecurity approach: Once you’ve received management approval, make sure your cybersecurity approach is well-documented. This involves creating or updating risk assessments, cybersecurity strategies, rules, guidelines, procedures, and anything else you’ll need to describe what’s necessary to meet the strategic goals. It’s critical to spell out each person’s responsibilities. Make sure that the people who will be conducting the associated work are actively participating and providing input as you write and update these papers. You should also take the time to explain why these changes are being made and why they are vital so that people will be more tolerant and supportive of them.
Don’t forget to keep your cybersecurity awareness and training up to date as part of your overall plan. Everyone in the company has a role to play in addressing security concerns and developing your company’s cybersecurity program. Your cybersecurity culture must evolve as your risk profile changes.




Gap analysis

The cyber threat landscape is always changing, and the security procedures that were effective yesterday may not be adequate today. Every second, a cyberattack occurs, and a security breach can result in the loss of personal customer information, resulting in financial penalties and a tarnished reputation.

Organizations can use an information security gap analysis to find areas of vulnerability in their network security measures, ensuring that the network is stable and effective. By comparing your current activities to industry best practices, the security gap analysis demonstrates what you should be doing and provides insight into how your business can implement the proper structure and controls.

The key consideration for executing the gap analysis exercise

An information security gap analysis can provide numerous benefits if done properly. Let’s go over how to do one.

Choose a security framework that is industry-standard

You’ll have baseline best practices to measure and compare against your own security program if you use an industry-standard security framework. The ISO/IEC - 27002 standard is one of the most prevalent frameworks. This framework covers critical security aspects like assessment, access control, physical security, change management, and more.

The ISO standard serves as a fantastic benchmark against which to evaluate your security policies and network controls. However, using cybersecurity platforms to analyze your security plan and ensure that security measures comply with industry laws is usually suggested. The reason for this is that cybersecurity platforms have automated algorithms that can often detect weaknesses that people who use the network daily cannot.

Assess your staff and procedures

Human errors, such as an employee unwittingly clicking on a phishing email, are responsible for many of the dangers involved with security breaches. Here are some common questions to ask your important employees:


	Do you provide staff training to keep your company informed about emerging security threats?

	Is there a set of procedures and approvals that must be followed before a change may be implemented? Is there a method for backing out if something goes wrong?

	How do you handle new hiring and terminations when it comes to access?



It will be easier to conduct proper information security analysis once you know exactly how people access your organization’s network and what security controls are in place.

Compile information

The purpose of data collection is to figure out how well your current security program is working inside the technical architecture. Your organizational controls are compared to best practices standards (such as ISO 27002 and NIST 800-53) and relevant requirements during this step. This lets you compare your security procedure to other successful procedures. Take a sample of network devices, servers, and applications to discover gaps and weaknesses within your company. Data collection will assist in obtaining a comprehensive picture of your technical environment, security mechanisms in place, and overall security efficacy.

Examine your security system

The final step is to examine your security program in depth. If you use a cybersecurity platform, it may automatically correlate the data across all criteria to build an IT security profile that highlights strengths and areas where changes are needed. The platform can then give recommendations for a security plan that is appropriate for your business. Cyber hazards, staffing, financial needs, and time frames for completing security enhancements should all be considered in the comprehensive security plan.

Gap analysis workflow

Creating and implementing a cybersecurity plan is a long-term process that will be fraught with difficulties. It’s crucial to track and reassess your organization’s cybersecurity maturity on a regular basis to see how far you’ve come toward your goals.

There is no standard process for performing a gap analysis because it should be adapted to your specific business needs. However, these are the stages that a normal gap analysis would take. The following image and articulation will help you understand the workflow of the analysis work. Note that this is a continuous cycle and a closed loop process:
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Figure 14.1: Gap Analysis workflow


	Select a focus area: First and foremost, you must determine where to focus your analysis. Choose a specific problem area to focus on, whether it’s money, product quality, or marketing. During the gap analysis, the will help you to focus better and precise.

	Define objectives or targets: It’s time to set goals or targets now that you’ve identified the area where you need to develop. Not only should these goals be practical, in the sense that they should be attainable within the time frame you establish, but also in line with your business objectives. These objectives will aid you in defining the future state in the later step (step 4).

	Assess the situation: You must establish your position before moving forward. The current situation will be determined in this step. Gather as much data as possible by reviewing reports or process documentation, conducting interviews, brainstorming, and so on to determine how you are currently performing.

	Assess the situation in the future: Since you have finalized and defined the objectives, attaining these objectives will assist you in achieving the intended future state for your company. Establish the parameters of your company’s ideal condition.

	Determine where the two states differ: It’s easy to figure out what’s preventing you from achieving your objectives now that you know the characteristics of your present and future states.



Gap Analysis template

Gap analysis templates make it easy to assess your situation. A gap analysis template is a visual aid that compares current performance to potential or desired performance. A chart can be a useful way to show employees, as well as supervisors, where the margins should be in any type of organization, whether it is business or government-run. You’ll be able to see where current and potential problems lie: due to inefficient use of current resources or failure to invest in capital or technology if you use an accurate graph.

While there are different formats and different audiences at each stage to maintain the gap analysis information along with tracking them till closure, we will pick a few examples here to explain them. Table 14.1 will give you an idea of the gap analysis content. It’s important to underline or highlight the assessment framework adopted while executing this analysis:



	
Strategic objective


	
Current status


	
Deviation, if any


	
Action plan for closure





	
	
	
	



	
	
	
	




Table 14.1: Template to fill in Gap analysis content from strategic objective perspective

Another example to track the transaction level gaps in security program is mentioned below:



	
Objective


	
Current state


	
Desired / Committed state


	
Gap Identification


	
Gap Description


	
Factors


	
Remedial Action





	
	
	
	
	
	
	



	
	
	
	
	
	
	




Table 14.2: Template to fill-in Gap analysis content from operational perspective

Defense in-depth approach

A cybersecurity strategy is a plan for identifying and executing best practices to safeguard a company from both internal and external threats. A cybersecurity plan also creates a baseline for a company’s security program, allowing it to respond to new threats and hazards on a constant basis.

Defense in depth should be considered in today’s cybersecurity strategy to successfully manage evolving threats and risks. The purpose of putting this strategy in place is to overlay security protections. The following diagram will illustrate its components:
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Figure 14.2: Illustration of Defense In-Depth

This method improves an organization’s ability to mitigate and limit the damage produced by a threat actor when employed effectively. To safeguard endpoint devices, a corporation may use a combination of solutions such as antivirus, anti-spam, VPN, and a host firewall.

Cybersecurity strategy plan - template

This section will provide a cybersecurity strategy and plan template. It is made up of nine components that different organizations can tweak and adapt to meet their own goals, priorities, and regional circumstances. This structure takes a top-down approach, starting with broad, strategic principles that the organization can subsequently refine into specific tasks.

This section presents leading questions for consideration in each of the nine component areas to help in strategy formulation. Ultimately, each business will select the structure that is most beneficial to them.

Figure 14.3 shows the template that will help the business and security organization to understand and implement the strategy:
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Figure 14.3: Cybersecurity strategy adoption lifecycle

Strategic goal development

This section explains why the business cares about cybersecurity, what the organization’s goals are, how those goals will be met, and how different organizations will measure success based on their unique circumstances, such as stakeholders, gaps, and needs. The following are some of the most important factors to consider at this step:


	What is the objective of the organization in terms of cybersecurity, and how should this plan represent it?

	What is the organization’s vision for success, and how will this approach assist in realizing that vision?

	What are the organization’s top priorities when it comes to putting together a cybersecurity strategy?



Assessing your organization’s motivations for adopting a cybersecurity plan is the first step. Motivation may originate from an external source, such as senior leadership’s directive in reaction to a serious cyber occurrence within the organization’s authority, or from within the organization, such as the appointment of a new leader or business chair with a background or expertise in cybersecurity issues.

In either case, the motivation is a driving force behind the strategy’s development as well as an opportunity for the organization to identify and address key cybersecurity issues by giving it valuable guidance on how to focus resources through the development and adoption of cybersecurity goals.

When designing a cybersecurity strategy, each company should clearly define one or more strategic cybersecurity goals that explain why strong cybersecurity measures are vital and what they want to accomplish in response. Setting a strategic aim is an important first step that sets the tone for the entire strategy writing process.

Before deciding on a goal, an organization should perform an internal inventory of important stakeholders, engage in blue-sky thinking exercises, and conduct an environmental assessment and literature study to identify near-, mid-, and long-term drivers of change that may impact its objectives.

Scope defining

This section establishes the strategy’s scope. It describes the business that will be covered by the strategy, as well as the spectrum of cybersecurity operations that will be covered and the degree to which specific actions will be prioritized. The following are some of the most important decisions to make in this step:


	Based on the organization’s objectives, what are the major requirements of this strategy?

	What is the strategy’s scope or landscape?

	What resources are (or will be) available to assist the organization’s cybersecurity activities (for example, staffing considerations)?

	How will the organization determine and publish its cybersecurity standards for businesses under its jurisdiction?



The scope of an organization’s focus and attention on cybersecurity issues refers to the breadth and depth of that attention. To build a cybersecurity strategy, you must first define its scope.

The range of industries and risks that the regulator will handle is referred to as “breadth.” Depth, on the other hand, relates to the level and frequency of interaction that a company anticipates with its regulated utility as well as the extent to which the company will evaluate different parts of its operations. As conditions change, the organization can broaden or deepen its reach. There is no such thing as a “one-size-fits-all” plan; instead, organizations should adjust their strategies to their prioritized assessments of risks to important utility assets as well as their stated aims and objectives.

Identify the requirements and develop objectives

This section contains a set of goals that will define the organization’s cybersecurity efforts at a high level. Before setting goals, the company should analyze its cybersecurity capabilities and identify any gaps in its present cybersecurity interaction with utilities. The findings of these evaluations will aid in the development of attainable, practical goals that support the organization’s strategic goal and are within its scope. This step should incorporate the following key considerations:


	What is the present state of cybersecurity awareness and capabilities inside the organization?

	What are the immediate threats and hazards to the company’s utilities?

	How can the organization’s efforts have the greatest impact on the business’s preparedness?

	What actions does the business need to take to reach its objectives?



Even though regulators may not have a complete grasp of its business’s gaps or shortcomings, they should collaborate closely with them to identify areas where utilities and regulators may collaborate to strengthen the jurisdiction’s cybersecurity. After identifying key areas for concentration, the organization should create a set of objectives that explain the activities it will do to assist businesses in filling gaps and addressing inadequacies. The goals should be concise, attainable, and actionable, balancing the organization’s principles with the realities it faces.

Establish key performance indicators (KPI)

This section defines the metrics that will be used to assess progress toward the cybersecurity strategy’s specific objectives and overall goal. The indicators would be developed based on the findings of the evaluations and the goals outlined in the previous section. The following are some of the most important considerations to make in this step:


	What is the organization’s baseline for evaluating the effectiveness of its cybersecurity engagement with utilities?

	Does the organization have access to the data it requires to track progress and evaluate utility performance in its jurisdiction?

	How will the organization track success (quantitative vs. qualitative measures, for example)?



Real-time examples of KPI for cybersecurity domain

Clear KPIs and metrics examples that you may track and share with your stakeholders are provided below:


	Degree of readiness: How many devices are properly patched and up to date on your company’s network? One of the 20 CIS Controls that might lower the risk of vulnerability exploitation is vulnerability management and scanning.

	Unknown equipment on internal networks: Poorly configured Internet of Things (IoT) devices and employee-brought devices can both introduce malware and other cyber dangers, so network intrusion detection solutions are a crucial component of your organization’s security.

	Intrusion attempts: How many times have bad actors tried to enter without permission? You may need to consult firewall logs to acquire this information.

	Security incidents: How frequently have your information assets or networks been breached by an attacker?

	Mean Time to Detect (MTTD): How long do security threats go unnoticed? MTTD gauges how quickly your team recognizes security threats and indicators of compromise.

	Mean Time to Resolve (MTTR): When your team becomes aware of a cyberattack, how long does it typically take to respond? This is a good indicator of how well your incident response plan is being put into practice.

	Mean Time to Contain (MTTC): How long does it take to close detected attack vectors across all endpoints?

	First party security scores: To provide metrics to non-technical colleagues in an easy-to-understand manner, security ratings are frequently the best option.
Information security metrics that require attention can be determined by security ratings, which can be incorporated into your process for assessing cybersecurity risks.


	The standardized vendor security rating: Your organization’s threat environment is global, and the same is true of the security performance metrics you use. The need for strong third-party risk management frameworks and vendor risk management is due to this. Security operations must comply with these requirements. Traditional vendor management techniques were only capable of providing a snapshot of your vendors’ security ratings at a single moment in time. Your third-party and fourth-party risk can be significantly reduced by consistently monitoring vendor hazards.



Identification of key stakeholders

This section lists all relevant cybersecurity stakeholders and outlines the organization’s interactions with them as well as the duties they will perform. The federal, state, local, and private-sector entities are among the internal and external stakeholders. Stakeholder mapping aids in addressing and minimizing any confusion, areas of overlap, and gaps while strengthening the regulator’s cybersecurity obligations. Key considerations at this stage include the following:


	Which federal, state, local, and private-sector authorities do the company now work with?

	Which stakeholders have the most influence on the organization’s cybersecurity capabilities as well as the cybersecurity capabilities of utilities under the company’s jurisdiction?

	How should the company interact with stakeholders inside and outside its borders?



Determining the resource requirement

This section specifies how much time and money will be spent on the company’s cybersecurity efforts. Some issues to discuss are how the company intends to approach cybersecurity issues at first, and which employees will be responsible for cybersecurity. The following are essential considerations:


	How will the company use its resources to achieve its cybersecurity objectives and goals?

	Does the company have the subject matter expertise to fulfill its cybersecurity requirements, and if not, how will it acquire or create more capabilities?



Develop a communication strategy

This section defines the types of cybersecurity communications that a company expects to have with its customers and stakeholders. This covers standards for ordinary communication, required reporting requirements and responsibilities, and incident communications. The mechanism by which a business interacts with its utilities while managing or sharing sensitive information will also be detailed. The following are essential considerations:


	How does the organization engage with its businesses about cybersecurity?

	Has the company recognized any unmet communication needs, and if so, what steps will it need to take to address them?

	Has the company created templates for internal and external cyber incident communication?



Implement strategy

This section explains how to achieve the cybersecurity strategy’s strategic goals and objectives. While the preceding sections explained what the plan involves and why it is important, this section goes through the particular procedures to implement the strategy. The following are some things to think about while starting a business:


	Who in the organization will ensure that the cybersecurity plan is implemented?

	What are the stepping stones to implementing the strategy?

	What is the timeline for reporting progress on the implementation?



Review the progress

This section lays out a procedure for reviewing the organization’s cybersecurity strategy regularly, addressing findings relating to performance measures, and capturing and applying corrective actions, improvement planning, and lessons learned. The following are some key considerations:


	How will the organization assess the strategic approach’s success?

	How frequently will the company’s strategy be reviewed and updated?

	How will the business discover and apply lessons gained for strategy improvement from which sources?



Conclusion

Developing and implementing a cybersecurity strategy is a lengthy and demanding task. It’s critical to keep track of your organization’s cybersecurity maturity and reassess it regularly to see how far you’ve progressed — or not — toward your objectives. The sooner you recognize a problem area, the sooner you can handle it and get back on track. Internal and external audits, testing, and exercises that model what would happen in different scenarios, such as a significant ransomware event, should all be used to track progress.

Finally, if a large new danger emerges, be prepared to reconsider your cybersecurity plan. In the field of security, agility is becoming increasingly important. Don’t be hesitant to revise your approach as cyber threats and security technologies evolve and your company acquires new types of assets to protect.

In the next chapter, we will touch base on different best practices that one should consider and adopt for their business. We will also talk about the emerging and future technologies that you should start discussing and plans you should formulate for the upcoming roadmap or budget.

Questions


	What are the typical challenges you face while working on the cybersecurity strategy for your organization?

	Explain the different pillars of a cybersecurity strategy.

	How do security benchmarks and compliance play a vital role in defining a cybersecurity strategy?

	Explain the importance of employee orientation and training?

	Explain a step-by-step approach to developing the strategy for cybersecurity

	What are the various considerations you should have while executing gap analysis?

	Why is defense in depth important while defining a strategy for cybersecurity?

	Explain the strategy adoption lifecycle in the cybersecurity domain.







CHAPTER 15

Best Practices and Recommendations


In the previous chapter, we discussed and learned about various guidelines, principles, and approaches to adopting a strategy in your enterprise.

This chapter will focus on a couple of best practices for the cybersecurity space that should be considered while framing your entire ecosystem. These are not mandatory requirements but certainly uplift the overall posture of cybersecurity space for any organization. The way our current threat landscape looks with an unprecedented increase in attacks and data breaches, the security world needs a continuous review and adoption process to mitigate the risks and threats around them. We will also include some of the emerging technologies and recommendations that will play a vital role in uplifting the overall security posture of any enterprise.

Structure

In this chapter, we will discuss the following topics:


	Best practices for network and data security

	Best practices for securing service accounts

	Recommended technologies to mature the security posture

	Deep dive into zero trust network, Secure Service Edge (SSE) along with SD-WAN

	Adoption of artificial intelligence (AI) and machine learning (ML)

	Digital Forensics and Incident Response (DFIR)

	Key considerations while selecting open-source software (OSS)



Objectives

After completing this chapter, you should get a brief understanding of the best practices to review, consider, and adopt for their enterprise segment. You will also be able to get a brief understanding of the technology that is yet to get into the race but will certainly impact your landscape. At the end, you will be able to conclude the building block and strategy lifecycle with a continuous improvement process and the need to adopt new technologies.

Overview and need of the hour

Thanks to advancements in areas like machine learning and automation, security response systems are increasing. Cybercriminals, on the other hand, are as proficient at taking advantage of technological advancements for their gain. As a result, it’s critical for businesses to cover their bases with best practices to ensure that they have the right policies, processes, and procedures in place to protect themselves from attacks.

Network security best practices

The key best practices listed below should be implemented by every company to protect its assets. Remember that to be successful, these efforts must be ongoing. These methods should also be evaluated regularly to determine their efficacy and, if necessary, altered as circumstances change:


	Audit the network and make sure security controls are in place: Maintaining a secure environment requires knowledge. An audit of the network is required by the IT group to have a clear picture of a company’s security posture. An audit should not be a one-time affair, but rather a recurring process. IT workers can do the following via auditing:

	Identify probable flaws that must be addressed

	Identify any background apps that are underused or superfluous and can be removed

	Determine the firewall’s strength and the state of its configuration

	Assess the state of networked servers, equipment, software, and applications

	Verify the overall effectiveness of the security infrastructure

	Verify the status of server backups



	Review your security policies and make sure they’re up to date: To maintain a solid security posture, you must have a realistic and valid security policy. Organizations frequently forget to review policies to ensure that they continue to meet current business operations and security needs. Unfortunately, organizations fail to convey these standards to both IT personnel, and end users where relevant, far too frequently. IT professionals can use reference materials from organizations like the SANS Institute to re-examine and update rules, such as having a formal direction on introducing and executing changes.

	Make a backup of your data and make a recovery plan: Unfortunately, businesses are operating in a threat climate in which the question isn’t if, but when their systems will be attacked. So, it’s vital to back up both operationally critical and extremely sensitive data. As ransomware attacks become more dangerous, affecting businesses of all sizes, it’s critical to have a recovery strategy in place that minimizes downtime and saves money.

	Protect sensitive information with encryption: Another important aspect of safeguarding an organization’s most valuable and sensitive data is data encryption. Data categories should be reviewed regularly, and encryption should be used as necessary. Employees who must access sensitive information from faraway places may benefit from VPNs as an additional degree of security.

	Antimalware software should be updated: One of the most common security flaws in enterprises is out-of-date antivirus or antimalware software. It’s also one of the most straightforward to deal with. Protection experts should verify their antimalware software regularly to ensure that all devices are running the most recent security software.

	Set up access controls that are appropriate for your needs and use multi-factor authentication: Effective access control begins with the establishment of policies that specify which users and devices have access to which resources. Controlling who has access to information requires the use of access management systems and privileged access. Password management is also an important aspect of network security best practices. Passwords should be at least 10 characters long and changed regularly. Password management software can make this process easier. Another crucial technology is multifactor authentication, which ensures that only the appropriate person gets access to the appropriate resource.

	A security governance structure should be established and communicated: Although compliance does not always imply security, it can provide valuable insight on how to protect yourself from threats. Regulatory agencies like the International Organization for Standardization and the Payment Card Industry Security Standards Council stress on the significance of forming an organization that defines who is accountable for maintaining security and responding to cybersecurity incidents. Individual responsibilities for risk management and incident response must be defined by IT organizations. Organizations can prioritize vulnerability fixes and save downtime by conducting periodic risk assessments.

	End-users must be educated: End-user awareness is critical in an era when phishing attacks are a preferred method of many cybercriminals. End users are vulnerable to attacks that look like normal communications. As cybercriminals become more adept at using email and other forms of communication to closely mimic professional interactions, the risk of a staff member succumbing to the threat grows. End-user education should be an ongoing process that is an integral part of a company’s culture to keep employees informed about the changing threat environment and associated corporate security policies.

	Keep up with the latest news: One of the most important requirements for establishing network security is to treat the discipline as a continuous endeavor. This includes keeping up with developments in the threat landscape. As a result, security and IT professionals must be aware of how cybercriminals are changing their tactics. They must also stay current on threat detection and mitigation advancements. The goal should be to use what has been learned from previous occurrences to reduce the negative consequences of future incidents.

	Have a security infrastructure maintenance system. IT businesses should view security as a continuous activity that necessitates regular checks to ensure that all systems and controls are operational. As a result, firms must establish protocols to guarantee that their infrastructure is current and in good working order. When an incident occurs, security systems must be monitored and changed. Finally, IT organizations should implement procedures that allow for the approval and communication of changes to security policies and practices.



Data security best practices

Limiting data security best practices to the size of a business has never worked before, and it will not work in the future.

Hackers amass consumer data with the explicit goal of defrauding businesses and customers. It’s no secret that, while hackers prefer to target huge corporations, they’re also drawn to smaller firms. As a result, implementing effective data security measures is essential. Here are a few that you may want to think about:


	Recognize and categorize sensitive data: To protect your data successfully, you must first understand what kinds of data you have. Allow your security team to conduct a scan of your data repositories and produce reports based on the results. They can then categorize the data based on its importance to your company.
As data is created, modified, processed, or sent, the classification can be updated. It would also be beneficial if you devised regulations to discourage people from inflating categorization degrees. Upgrades and downgrades in data classification should, for example, be restricted to privileged users.


	A policy for data usage is a must-have: Of course, data classification isn’t enough; you’ll also need a policy that spells out the different forms of access, the classification-based criteria for data access, who has access to data, what constitutes proper data usage, and so on. Restrict user access to specific areas and turn them off when they’re done. Remember that any violation of the policy should result in severe consequences.

	Maintain a record of who has access to sensitive data: You must provide the appropriate level of access control to the appropriate user. Limit information access based on the principle of least privilege and need to know, which states that just the privileges required to carry out the intended purpose should be granted. This will ensure that data is only used by appropriate users.

	Physically protect data: When discussing data security best practices, it’s easy to ignore physical security. You might begin by shutting down your workstations when they are not in use, ensuring that no gadgets are physically removed from your premises. This will protect your data-storage hard discs and other critical components. 
To prevent fraudsters from booting into your operating systems, set up a BIOS password. USB flash drives, Bluetooth gadgets, smartphones, tablets, and laptops all need to be taken care of.


	To protect your data, use endpoint security technologies. The endpoints of your network are continuously under attack. So, it’s critical to put up a strong endpoint security infrastructure to prevent data breaches. You can begin by taking the following steps:

	Antivirus software should be installed on all servers and workstations. Maintain the health of your system and any infections, such as ransomware, with regular scans.

	Antispyware: Spyware is a type of harmful computer software that is frequently installed without the user’s permission. Its primary goal is to gather data on user behavior and personal information. Anti-spyware and anti-adware programs can assist you in removing or blocking them.

	Pop-up blockers: Pop-ups are unwelcome programs that run on your computer for no apparent reason other than to harm the system. Keep yourself safe by using pop-up blockers.

	Firewalls: Firewalls operate as a barrier between your data and fraudsters, which is why most experts advocate them as one of the most important data security best practices. Additional security can be provided by installing internal firewalls.



	Make a list of your cybersecurity policies. When it comes to cybersecurity, word of mouth and gut instinct aren’t the best options. To make it easier to give online training, checklists, and information-specific knowledge transfer to your staff and stakeholders, thoroughly document your cybersecurity best practices, rules, and protocols.

	Take a risk-based security approach. Pay attention to the smallest things, such as what threats your organization might face and how they might affect employee and customer data. This is where a thorough risk assessment is essential. Here are some of the things that risk assessment enables you to do:

	Determine your assets and their locations

	Determine your current condition cybersecurity

	Keep track of your security approach

	Comply with regulations and safeguard your company against potential leaks and breaches by using a risk-based strategy



	Authenticate with multiple factors. MFA is one of the most advanced and well-proven data security methods. Before validating an account, MFA adds a degree of protection. Even if the hacker has your password, they’ll need to produce a second or third element of verification, such as a security token, fingerprint, voice recognition, or cell phone confirmation.



Best practices for managing and securing service accounts

Non-human privileged accounts, known as service accounts, are used to perform automated services, virtual machine instances, and other activities. Service accounts can be either privileged local or domain accounts with domain administrative privileges in specific instances. This high level of access makes many IT procedures go more smoothly, but a single service account can be used in a variety of apps and processes. Their interconnectedness and the crucial necessity of their use make them extremely difficult to control.

In this section, we’ll go over the best practices for maintaining and safeguarding service accounts, as well as solutions:


	Identify all accounts and bring them under centralized management: You won’t be able to fully control and audit your privileged service accounts if you don’t know where they are. As with all other sorts of accounts, the first goal is to implement a mechanism of continual identification and cataloging so that they can all be managed centrally.
PAM solutions can find every site where a service account is referenced across the network. The solution can immediately bring accounts under supervision once they’ve been profiled and categorized, thanks to a simple, out-of-the-box configuration that helps firms speed up account onboarding and risk mitigation.


	Onboarding and account administration for new accounts should be automated: IT infrastructures are dynamic, so auto-discovery features save time and ensure that no account goes unmanaged. By automatically profiling and classifying accounts, new service accounts are brought under control almost immediately, removing the complexity and risk of human administration. This provides total visibility into all rights in a system.
Service account privileged credentials (passwords, SSH keys) must be stored centrally in an encrypted credential safe. To reduce the danger of misuse, access to these credentials should be limited and monitored. Automatic propagation of service account credentials to all places where they are referenced is a vital aspect of preventing system failures and downtime as service account credentials are changed.


	Use the Least Privilege Principle: It’s best to create service accounts with the bare minimum of privileges needed to execute the desired tasks. Remote access, internet, and email access, as well as remote-control permissions, are some of the additional privileges that can normally be deleted. ACLs are used to assign resources to assets. As part of this process, you should identify all the resources that a service account has access to, evaluate whether that access is appropriate, and make any necessary adjustments to ensure that the least privilege is implemented. You should try to keep the number of service accounts connected with a given identity to a minimum as part of the least privilege.



Recommended technologies for your maturity roadmap

Technology is continuously growing and staying ahead of the digital transformation – particularly cybersecurity – is critical to an organization’s success now more than ever. We’ve seen a significant increase in ransomware assaults over the last year, and businesses have paid the price. There are many lessons to be learned from these incidents to better safeguard IT systems and corporate settings in the future, but the most essential discovery is that ransomware is now a business security risk for any company, regardless of the industry or vertical. Here are the technologies you should consider in your roadmap from an adoption perspective:


	Zero-trust network access: Hackers can’t encrypt systems that they don’t have access to when it comes to ransomware assaults. It is possible to address this risk by merging two technologies: zero-trust and software-defined perimeter. When used in conjunction with zero-trust, software-defined perimeter enables continuous enumeration of the user’s device as well as verification of the user’s identity and access level. The far-end device port will be available to that user once the user device has been validated to the required standard – and only then. Users can only access the network’s elements at their specified user accessibility level, so the strategic employment of these two technologies provides improved security for the company. This type of platform can be set up in a variety of ways to fulfill a user’s security requirements. At the end of the day, this technology enables users to gain access to the level required to carry out their tasks. The port is closed once the user signs out or is timed out, and the remote end system is no longer identifiable because no ports will respond to inquiries.

	MDR/EDR/XDR: Endpoint Detection and Response (EDR) is the intelligent next-generation antivirus. Extended Detection and Response (XDR) connects EDR data with network events to give you a better picture of what’s going on in your environment. EDRs can give you a better view of your behavioral data. The fact that a user has access to data does not guarantee that they will treat it with care. EDR and XDR programs improve visibility and correlation of events occurring in the environment, minimizing noise so that the threat may be identified quickly, and lowering dwell time. Most EDR systems give value-added data on their own, but they do not provide an in-depth holistic view of the environment. However, when combined with other conventional cybersecurity tool sets and a constant eye on the glass, any CISO may have a decent night’s sleep. MDR platforms have evolved into a critical point of defense against ransomware and other types of malwares.

	Behavioral analytics: Behavioral analytics examines data to figure out how individuals interact with websites, mobile apps, systems, and networks. Professionals in the field of cybersecurity can employ behavioral analytics platforms to identify potential threats and weaknesses. Pattern analysis can help discover odd events and behaviors that could suggest cybersecurity threats.
Behavioral analytics, for example, may reveal that one device is generating unusually significant amounts of data. This could indicate that a cyberattack is imminent or already underway. The odd timing of occurrences and acts that occur in an irregular sequence are other symptoms of malevolent activity. Early detection of possible assaults and the capacity to forecast future attacks are two advantages of behavioral analytics. Behavioral analytics can help businesses automate detection and reaction.


	Blockchain: A blockchain is a form of database that keeps data in blocks in a secure manner. It uses cryptography to connect the blocks. Information can be collected on the blockchain, but it can’t be altered or removed. Cybersecurity specialists can use blockchain to secure systems or devices, develop uniform security processes, and make database hacking nearly difficult.
Better user privacy reduced human error, increased transparency, and cost savings by eliminating the need for third-party verification are all advantages of blockchain. The security issue of storing data in a single location is also addressed by blockchain. Instead, data is distributed across networks, creating a decentralized system that is less vulnerable to hackers. The cost and inefficiency of blockchain are two of the technology’s drawbacks.


	Cloud encryption: Cloud services enable enterprises to enhance efficiency, provide better remote services, and save money. Data storage in the cloud, on the other hand, can increase data security risks. Before data is sent into the cloud, cloud encryption technology converts it into unreadable code. To complete cloud encryption, cybersecurity experts employ a mathematical method. The code can only be unlocked by authorized users using an encryption key, allowing data to be read once again. Data breaches caused by unauthorized attackers are less likely with this restricted access.
Cloud encryption is a great way to secure data, according to experts. Unauthorized users won’t be able to access data in the cloud if encryption is used. Cloud encryption can help businesses comply with government requirements while also increasing customer trust in cloud services.


	Context-aware security: Context-aware security is a cybersecurity technology that assists enterprises in making better real-time security decisions. By asking yes/no questions, traditional cybersecurity systems determine whether to grant access to a system or data. Some valid users may be denied as a result of this easy process, reducing productivity.
Context-aware security minimizes the likelihood of an authorized user being denied access. Instead of depending on yes/no replies, context-aware security evaluates a user’s legitimacy using a variety of supporting data points such as time, location, and URL reputation. Context-aware security speeds up data access and makes legitimate users’ jobs easier. End-user privacy considerations, on the other hand, present a problem.


	Defensive bound artificial intelligence: Defensive artificial intelligence (AI) can be used by cybersecurity experts to detect and prevent cyberattacks. Standard cybersecurity solutions have a harder time detecting technologies like hostile AI and adversarial machine learning, savvy cybercriminals exploit them. Deep fakes, bogus photos, personas, and videos are examples of offensive AI since they effectively portray persons or things that never happened or do not exist. By providing erroneous data to machines, malicious actors can utilize adversarial machine learning to cause them to malfunction.
Defensive AI can be used by cybersecurity professionals to identify and prevent offensive AI from monitoring, testing, and learning how a system or network works. Defensive AI can make algorithms more difficult to crack by strengthening them. Researchers can use machine learning algorithms to perform more rigorous vulnerability tests.




Deep dive to zero trust

Before being permitted or keeping access to applications and data, all users, whether inside or outside the organization’s network, must be verified, authorized, and continually evaluated for security configuration and posture. Zero Trust presupposes that there is no typical network edge; networks can be local, cloud-based, or a mix of the two, with resources and workers located anywhere.

For today’s modern digital transformation, Zero Trust is a framework for safeguarding infrastructure and data. It is the only product of its kind to meet today’s corporate concerns, such as securing remote workers, hybrid cloud settings, and ransomware attacks. While many suppliers have attempted to define Zero Trust on their own, there are various standards from reputable organizations that can assist you in aligning Zero Trust with your business.

Zero trust and NIST 800-27

NIST 800-207 is the most vendor-neutral, comprehensive standard available, and it applies to any company, not only government agencies. Other features from organizations like Forrester’s ZTX and Gartner’s CARTA are also included. Finally, the NIST standard provides compatibility and protection against contemporary assaults on most businesses’ cloud-first, work-from-anywhere paradigm.

In May 2021, in response to an increase in high-profile security breaches, the Biden administration issued an executive order requiring U.S. federal agencies to follow NIST 800-207 as a prerequisite for zero trust implementation. As a result, the standard has undergone extensive validation and input from a wide spectrum of commercial clients, vendors, and government agency stakeholders, which is why many private businesses regard it as the de facto standard for private enterprises.

Zero trust principles

It’s quite straightforward to implement zero-trust security. Zero Trust is based on three main principles:


	Verify each user

	Validate each device

	Intelligently limit access



This is, of course, easier said than done; yet, for businesses that embrace Zero Trust as a security philosophy, it becomes the norm.

Verify each user

While it may seem self-evident, businesses that rely solely on a single authentication mechanism, such as single sign-on, frequently make mistakes. Users don’t have to type a password every time they want to use or access something, and the number of passwords they have to manage is reduced with single sign-on (SSO). But what if one of those credentials is stolen, or if someone forgets to lock their computer when they leave their desk? SSO creates a security loophole in this situation.

SSO must be paired with other technologies, such as MFA, to avoid this problem. While MFA may conjure up ideas of redirection runarounds or fumble with physical keys, the technology has improved dramatically in recent years. When paired with SSO, it forms a secure web surrounding an organization’s network. but it’s not secure enough. In the end, you must strike a balance between security and end user satisfaction.

Validate each device

Nearly everyone nowadays has a password on their smartphone, which is a fantastic thing. However, keep in mind that passwords are just one part of the jigsaw. To achieve true security, devices must also have adaptive MFA.

It’s safe to make an access decision when MFA-supported passwords are combined with some amount of device control, the relevant rules are installed and locked in place, and the context of the device (where it’s used, what browser it has, etc.) is always known.

Intelligently limit access

Understanding who uses an organization’s resources is the final aspect of Zero Trust. Consider the following question: To whom are we giving access? What resources do they require to complete their tasks, and how are we addressing this? Ensure that those users are productive from the start, that they have access to the accounts they require, and that their devices are configured with the clients they require. When they change jobs, their access changes as well, and when they depart, their privileges are automatically withdrawn.

Most significantly, all these features must be connected and function together in real time so that access decisions for APIs and users signing into applications may be made without delay.

Adoption path of zero trust

Here are some of the important steps that we believe should take when embarking on the zero-trust journey:


	Define the term “zero trust”: The ideal beginning point is for your team to come together and agree on a concept of zero trust. Define policy objectives and create a roadmap to attain them. It does not imply that the current perimeter-protection technology should be abandoned. When it comes to protecting your key assets, though, it does mean being willing to go outside the box and make organizational adjustments.

	Recognize the user’s experience: Consider the influence of a zero-trust approach on your user experience while building your strategy. The zero-trust approach, which emphasizes never trusting and always confirming, might alter how users interact with your systems and data. You must understand who your users are, what apps they use, how they connect to your apps, and the security controls you put in place to protect that access.
Before modifying the user experience, make sure you know what it will look like in the future. Consider how you’ll ensure that zero trust is applied consistently across all your apps and to all users.


	Choose the right architecture: There is no single technique or technology for building a zero-trust model. At its most basic level, zero trust is about guaranteeing that only securely authorized users and devices have access to your apps. It doesn’t matter where you are on the network and how well you are authenticated and how trustworthy your device is. There are three competing ways to create a zero-trust model: micro-segmentation, software-defined perimeters (SDPs), and zero-trust proxies.
Microsegmentation has been in some form or another for years, and it entails grouping all network assets, users, applications, data stores, and other items into logical categories. The groups are divided into enclaves, commonly using VLANs, and a firewall serves as a traffic cop between them. Some people mistakenly believe that zero trust is about network segmentation, however, this isn’t the case.


	Implement strict user and device verification procedures: Zero trust necessitates a total overhaul of how every app, endpoint, infrastructure, and user is secured. The primary distinction between zero trust and traditional security is that enforcement mechanisms are transferred from the network perimeter to the target system and application. Rather than basing security measures on whether a user is accessing a corporate resource through a trusted or an untrusted network, the main focus is on authenticating the user’s identity and certifying their device.
On the user side, this necessitates the use of MFA and additional verification stages to establish the level of access that should be provided. Regardless of the user type (end user, privileged user, outsourced IT, partner, or customer) or the resource being accessed, zero trust principles must be used.


	Be ready to face the difficulties: Don’t underestimate the size and scope of the effort required to build a zero-trust framework, particularly in large businesses. It’s not straightforward to switch to a model that allows only authenticated and authorized access to programs, regardless of where you are on the network.
Zero trust involves safeguarding user identification before protecting the application. The best way to do this is to provide inside-out connectivity, precise access, trust no one encryption, and so on. This means that the network and endpoints are no longer important. What is important is that people are safe, regardless of the gadget they are using or where they are. Endpoint devices and networks become immaterial if we protect the user’s identity, understand the applications they use, and secure the applications adequately.




Deep dive to SD-WAN

SD-WAN is a technology that distributes network traffic across a wide area network (WAN) using software-defined networking (SDN) concepts. An SD-WAN uses policies to find the most efficient routing for application traffic between branch offices and data center sites.

A centralized controller manages SD-WANs, sending policy information to all connected devices. The software allows IT personnel to remotely program network edge devices with zero-touch or low-touch provisioning, reducing or eliminating the requirement for network engineers to manually set up routers in branch offices.

By abstracting underlying private or public WAN connections, such as Multiprotocol Label Switching (MPLS), internet broadband, fiber, wireless, or Long-Term Evolution (LTE), most SD-WAN technologies produce a virtual overlay that is transport-agnostic. SD-WAN technology centralizes network control and enables agile, real-time application traffic management over these channels, allowing businesses to preserve their existing WAN lines.

SD-WAN security

SD-WAN security relies heavily on segmentation. Businesses can isolate, prioritize, and assign network traffic using this strategy. If traffic from an unfamiliar device attempts to connect to the network, IT can set up network policies to route it through a firewall first. High-priority traffic can also be prioritized to always go on a specific link. To authenticate network traffic, most SD-WAN services include Internet Protocol Security (IPsec). To monitor application traffic, set policies, and configure devices and sites, SD-WAN services require a network management console or interface. This interface also aids in end-to-end network visibility.

Many SD-WAN manufacturers also collaborate with security firms to integrate their services with SD-WAN.

Quick wins with SD-WAN

SD-WAN technology provides several advantages to businesses, including the following:


	Improved application performance by combining WAN optimization techniques with the flexibility to dynamically shift traffic to meet the needs of each application.

	Automatic failover, so traffic is automatically redirected to another link if one fails or becomes crowded. As a result, application performance and latency are improved even more.

	Less reliance on costly leased MPLS circuits by transmitting lower priority, less sensitive data through less expensive public internet connections, and reserving private lines for mission-critical or latency-sensitive application traffic, such as voice over IP (VoIP). SD-flexibility WANs eliminate the need for overprovisioning, lowering overall WAN costs.

	Site deployments, settings, and operations are all automated.



Role of SD-WAN in cybersecurity strategy

SD-WAN adds new security features to traditional networking technology, making it easier to control and safeguard network traffic.

Data breaches and security risks are top of mind for IT executives, but finding qualified security personnel is more difficult than ever. As a result, businesses are seeking simple solutions to improve their security strategy. One possibility is to use a SD-WAN. In this section, we’ll go over a few of the areas where SD-WAN provides new security benefits and plays an important role in the whole ecosystem:


	VPN concerns are no longer an issue: When a corporation uses the internet as a way of connectivity, SD-WAN has an immediate influence on security. Companies would create a VPN or a DMVPN to assure secure transit of their traffic before SD-WAN came around when they were using the internet as a backup or even a major transport method. This raises several challenges, the first of which is the need to manage the growing number of VPNs. To be able to create these VPNs, the corporation needs firewalls in their data center and a VPN device or firewall in remote locations. Every site is reliant on the effort it takes to stay connected to the internet. Failover is a difficulty with this method. Companies can’t effortlessly switch from a fiber-based mode of transit to another without having to press a few keys in the meantime. Seamless failover is difficult and costly.
SD-WAN reduces VPN problems. VPNs do not require firewalls with SD-WAN. You won’t have to set up your VPNs or encrypt your traffic. Every SD-WAN solution has a controller that manages everything for you. This implies that as soon as you plug the device in, a sophisticated software-defined engine creates all these IPsec tunnels between all sites.


	Security traffic should be reduced: All site-to-site traffic is encrypted, so another key benefit of SD-WAN that affects security strategy is that it decreases the quantity of traffic that must pass through security parameters. It’s now a little easier to control security.
When many businesses use VPNs for site-to-site communications, they must pass via firewalls or some other form of encryption, which increases their security footprint. It makes security more difficult and expensive. This game has shifted gears using SD-WAN.


	SD-WAN comes with built-in security: The fact that certain security features can be implemented directly through the SD-WAN platform, reducing costs and complexity in the actual security platform, is a third area where SD-WAN changes security strategy.
It depends on the parts of security you’re discussing. For example, the Silverpeak SD-WAN offering includes security, so the Silverpeak devices take care of most of the security for you. You won’t need to set up a second firewall on top of it. You may virtualize the firewall with Versa’s SD-WAN, which eliminates the requirement for physical firewalls.

SD-WAN provides some built-in security capabilities for sites that just require basic protection. It can enable and restrict access to specific websites and limit traffic to specific websites. SD-WAN deployment can either reduce or extend the need for security at several sites.




Deep dive to Secure Service Edge (SSE)

According to Gartner, Security Service Edge (SSE) is a set of integrated cloud-centric security capabilities that enables secure access to websites, SaaS apps, and private applications. The following are some of the security features connected to SSE:


	Zero Trust Network Access

	Secured Web gateway (WSG)

	Firewall as a Services (FWaaS)

	Cloud Security Access Broker (CASB)



A comprehensive SSE solution provides organizations with the full set of security technologies they need to provide secure remote access to applications, data, tools, and other corporate resources to employees, trusted partners, and contractors, and monitor and track behavior once they’re on the network. Securing remote and mobile users, as well as the data and apps they access, will become more important as the hybrid workforce grows.

SSE, as an emerging industrial trend, addresses fundamental organizational difficulties like remote work, cloud computing, secure edge computing, and digital transformation. Organizations’ data is distributed outside of their on-premises data centers as they adopt SaaS, IaaS service, as well as other cloud apps. Furthermore, an increasing number of users are mobile and remote users, accessing their cloud apps and data from anywhere, using any connection.

With typical network security measures, securing cloud apps and mobile users is difficult because of the following reasons:


	Older technologies are tied to the data center, so they can’t track user-cloud app interactions.

	Using a typical VPN to send user traffic to a data center for inspection slows down everything.

	Traditional data center approaches are costly due to administration and hardware upkeep.

	VPNs are easy to exploit due to a lack of patching.



Worse, today’s data center security stacks have evolved into sophisticated, difficult-to-integrate collections of point products. This complexity leads to gaps between separate security solutions, raising the danger of sophisticated threats or ransomware assaults.

Core functionalities of SSE

Four key security features of an SSE solution are as follows:


	Zero Trust Network Access (ZTNA): ZTNA refers to a group of technologies that enable safe remote access to applications and services based on access control regulations. Unlike VPNs, which offer full access to a LAN, ZTNA solutions default to refuse, allowing only access to services that the user has explicitly requested.
When it comes to a complete SSE strategy, ZTNA offers a multi-layered, remote-access security method with multiple tiers of inspection and enforcement.


	Secure Web Gateway (SWG): An SWG protects users from web-based threats in addition to setting and enforcing corporate acceptable use policies. Instead of connecting directly to a website, users connect to the SWG, which then links them to the required website and provides services such as URL filtering, online visibility, malicious content inspection, web access controls, and other security measures. When users are removed from the company VPN, SWGs are a crucial aspect of a comprehensive SSE strategy since they provide users with safe internet access. Furthermore, SWGs allow organizations to do the following:

	Use acceptable use policies to block access to inappropriate websites or information

	Make their security policies more stringent to make internet access safer

	Assist in the prevention of unlawful data transfer



	Cloud Access Security Broker (CASB): CASBs assist enterprises in locating their data across numerous SaaS applications and when it is in transit across cloud environments, on-premise data centers, or by mobile workers. A CASB also enforces an organization’s security, governance, and compliance regulations, allowing authorized users to access and consume cloud services while also allowing enterprises to safeguard their data across various locations effectively and reliably. Traditional CASBs and integrated CASBs are the two types of CASBs that exist. To assist enterprises to stay up with the SaaS expansion, an efficient SSE approach employs an integrated CASB. An integrated CASB employs an in-line security mechanism to detect and control all SaaS risks in both existing and new SaaS applications. It also offers an API-based security mechanism that can check SaaS apps for sensitive data, malware, and policy breaches in real-time, ensuring compliance and preventing attacks without the use of third-party tools.

	Firewall as a Service (FWaaS): To safeguard cloud-based data and applications, FWaaS enables firewalls to be supplied as part of a company’s cloud architecture.
FWaaS capabilities are used in an SSE strategy to enable enterprises to aggregate traffic from different sources, such as on-site data centers, branch offices, mobile users, and cloud infrastructure. It also ensures that policies are applied consistently and securely across all locations and users while providing full network visibility and management without the need for physical appliances.




Benefits of SSE over the traditional setup

SSE, which is delivered through a unified cloud-centric platform, allows businesses to break away from traditional network security issues. SSE offers a few key benefits:


	More effective risk mitigation: Without being tethered to a network, SSE allows cybersecurity to be supplied. Security is provided through a cloud platform that can track the user-to-app connection no matter where they are. By delivering all security services in a unified manner, the risk is reduced because gaps between point products are eliminated. SSE also enhances the visibility of users and data across all channels, regardless of where they are. SSE also enforces security updates across the cloud without the usual lag time associated with human IT administration.

	Access with zero trust: With a robust zero-trust policy based on four factors: user, device, application, and content, SSE platforms (together with SASE) should offer least-privileged access from users to cloud or private apps. Access should be allowed based on identity and policy, not on the user’s inherent trustworthiness. Users are never placed on the network, so securely connecting users and apps over the internet using business regulations delivers a more secure remote experience. Threats can’t move laterally in the meantime, and applications are safe behind the SSE platform. Apps aren’t exposed to the internet, so they can’t be detected, reducing the attack surface, enhancing security, and lowering business risk.

	User satisfaction: SSE must be fully deployed throughout a worldwide network of data centers, according to Gartner. In contrast to companies hosting their SSE platforms in IaaS infrastructures, the finest SSE architectures are purpose-built for inspection in every data center. Content inspection—which includes TLS/SSL decryption and inspection—takes place where the end-user connects to the SSE cloud, so the distributed design enhances performance and minimizes latency. This, in combination with peering throughout the SSE platform, provides the optimum experience for your mobile users. They don’t have to use slow VPNs anymore, and access to apps in public and private clouds is quick and smooth.

	Benefits of consolidation: You’ll save money and time by combining all your important security services. SSE can provide several security services in one platform, including SWG, CASB, ZTNA, cloud firewall (FWaaS), cloud sandbox, cloud DLP, CSPM, and CBI. Furthermore, if you don’t require all these services right away, you can easily add any of them as your company expands. All protection is centralized under one policy, ensuring that your users and data are protected consistently across all channels.



Selection criteria for SSE

Look for an SSE platform that provides you with rapid, scalable security and a seamless zero-trust user experience. You’ll require a platform that can do the following:


	Designed specifically for a quick user and cloud app experience: A cloud-native architecture that is globally dispersed across a wide data center footprint is required for fast, secure access. Inspection-focused SSE platforms have an advantage over SSE platforms housed on IaaS clouds, which were not designed to meet the demands of real-time content inspection. When each data center serves as an inspection node, security is always quick and close to the user, no matter where they are. Also, seek SSE vendors who offer quick and powerful peering to ensure that the cloud app experience is optimal.

	Zero-trust architecture was built from the ground up: Access control should be based on identity, and you should never add people to your network. Look for providers who support zero trust access across all people, devices, IoT, cloud apps, and workloads. A vendor with a wide global data center footprint will ensure that your users always have a fast connection without the necessity of a VPN. Scalability is critical for remote user productivity, so your vendor’s ZTNA solution to SSE should have a track record in large global deployments.

	Inline proxy inspection capability that is scalable: Both connections—from the device and the cloud app—are terminated by proxy inspection. Sitting between the two allows for full SSL inspection and prevents connections from “passing through.” Traditional passthrough firewalls can’t compete with this level of protection and inspection. Focus on SSE systems that can serve content and do global TLS/SSL inspection. Inline inspection is typically performed on mission-critical traffic, scalability concerns can have a significant impact. Make sure the SSE vendor you choose has solid service-level agreements (SLAs) and a track record of evaluating inline traffic for large multinational companies.

	Boosting SSE growth through more innovation: Additional security features and services will ensure the SSE platform is future-proof as more enterprises adopt it as a single platform. Digital experience monitoring, which helps IT to immediately discover connectivity issues in the user-to-cloud-app relationship, is a function that is migrating into SSE.
In addition, network service consolidation, as described by the SASE architecture, is critical, as is an SSE platform. This comprises SD-WAN connectivity, local branch office connectivity, and multi-cloud connectivity. You can assure room for development without adding complexity as your organization’s cloud ecosystem evolves by focusing on SASE service providers that are also driving SSE innovation.




Adoption of AI and ML

The attack surface for businesses is enormous, and it’s just going to get bigger. To effectively quantify risk, hundreds of billions of time-varying signals must be examined, depending on the size of your company.

It’s no longer a human-scale task to analyze and improve cybersecurity posture. As a result of this unprecedented challenge, artificial intelligence (AI)-based cybersecurity tools have evolved to assist information security teams in reducing breach risk and improving their security posture more efficiently and effectively.

AI and machine learning (ML) have become critical technologies in information security because they can quickly analyze millions of events and identify a wide range of threats, from malware exploiting zero-day vulnerabilities to detecting risky behavior that could lead to a phishing attack or malicious code download. These algorithms get better over time, learning from prior attacks to spot new types of attacks in the present. User, asset, and network profiles are created using behavior histories, allowing AI to detect and respond to departures from established norms.

With the help of machine learning, AI cybersecurity is poised to become a strong tool in the not-too-distant future. Human interaction has long been necessary and irreplaceable in the security industry, just as it has been in other businesses. While human involvement is still very important in cybersecurity, technology is gradually becoming better than us at some tasks.

With each advancement in technology, we get a little closer to efficiently complementing human jobs. Several research topics are at the heart of these developments:


	AI aims to provide computers with the same level of responsiveness as a human mind. Many other disciplines, such as machine learning and deep learning, some under this umbrella term.

	ML makes decisions based on historical data and conclusions by analyzing existing behavior patterns. For some adjustments, humans are still required. To date, machine learning is the most relevant AI cybersecurity discipline.

	Deep learning (DL) is similar to machine learning in that it makes decisions based on previous patterns, but it makes improvements. This is also known as the advanced version of ML.



Influence of AI and ML in cybersecurity space

AI and cybersecurity have been hailed as game-changing technologies that are far closer than we might imagine. However, this is only a part of the story, and it should be approached with caution. Reality is that we may have to deal with slow improvements in the future. In comparison to an autonomous future, what may appear incremental is nevertheless leaps ahead of what we’ve been capable of in the past.

It’s crucial to contextualize the present cybersecurity pain points as we investigate the potential security consequences of machine learning and AI. Many processes and elements that we’ve long taken for granted can be addressed using AI technologies:


	Configuration mistake caused by a human: Human mistake accounts for a major portion of cybersecurity flaws. Even with huge IT teams involved in setup, correct system configuration, for example, can be extremely difficult to manage. Computer security has become more layered than ever before due to continuous innovation. Responsive tools may be able to assist teams in identifying and resolving issues that arise as network systems are replaced, upgraded, and updated.
Consider how cloud computing and other contemporary internet infrastructure may be layered on top of older local frameworks. IT staff will need to maintain interoperability in enterprise systems to keep them secure. As teams combine infinite updates with routine daily support work, manual techniques for assessing configuration security cause them to become exhausted. Teams could get immediate guidance on newly discovered difficulties using intelligent, adaptive automation. They may obtain advice on how to continue, or they could have mechanisms in place that modify settings automatically as appropriate.


	Repeated activities increase human efficiency: Another issue in the cybersecurity sector is human efficiency. In a dynamic setting like ours, no manual method is perfectly reproducible every time. One of the most time-consuming processes is setting up each of an organization’s many endpoint machines individually. IT teams frequently return to the same workstations after the initial setup to rectify misconfigurations or outdated settings that cannot be addressed via remote upgrades.
Furthermore, the scope of danger can rapidly vary when personnel is tasked with responding to it. A system based on AI and machine learning can move with minimal delay where the human focus is slowed by unforeseen hurdles.


	Threat alert exhaustion: If not handled properly, threat alert weariness can become another weakness for organizations. Attack surfaces are growing as the aforementioned layers of security get more intricate and expansive. Many security systems are programmed to emit a bombardment of merely reflexive alarms in response to various recognized problems. As a result, human teams are left to sort through probable decisions and take action as a result of these individual cues.
The enormous volume of warnings makes this degree of decision-making stressful. Decision fatigue eventually becomes a frequent occurrence for cybersecurity employees. While taking proactive steps to address these risks and vulnerabilities is preferable, many teams lack the time and resources to do so.

Sometimes, teams must choose to address the most pressing issues first, allowing secondary goals to fall by the wayside. AI can help IT teams manage more of these dangers effectively and practically. Automated labeling can make dealing with each of these threats a lot easier. Additionally, the machine learning method itself may be able to address some of your worries.


	Response time to a threat: Threat response time is one of the most important indicators for determining the effectiveness of a cybersecurity team. Malicious attacks have a reputation for moving swiftly from exploitation to deployment. Threat actors in the past had to trawl through network permissions and deactivate security across multiple networks for weeks before launching an assault.
Even with well-known attack types, human response can be slow. As a result, many teams have spent more time responding to successful attacks than preventing attempted attacks. Undiscovered attacks, on the other hand, pose their own set of risks.

Data from an assault may be quickly sorted and readied for analysis, thanks to machine learning-assisted security. It can deliver simpler reports to cybersecurity teams to make processing and decision-making easier. This sort of protection can provide recommendations for limiting further damage and preventing future assaults, in addition to reporting.


	Identifying and forecasting new threats: Another aspect that influences cyberattack reaction times is the identification and prediction of new threats. Existing threats already have lag time, as previously stated. Unknown attack kinds, tactics, and tools might fool a team into taking too long to react. Worse, more insidious dangers, such as data theft, can go undetected for a long time.
Network defense efforts are always concerned about constant attack evolution resulting in zero-day exploits. However, there is some good news: most cyberattacks aren’t created from the ground up. Machine learning has a pre-existing path to work from, as it is frequently built on top of behaviors, frameworks, and source codes from previous attacks.

To help recognize an attack, ML-based programming can help highlight commonalities between the current danger and previously discovered threats. This is something that people are incapable of doing promptly, emphasizing on the importance of adaptive security mechanisms. In this regard, machine learning may make it easier for teams to predict new risks and reduce lag time due to greater threat awareness.


	Capacity for personnel: Staffing capacity is one of the difficulties impacting IT and cybersecurity organizations around the world. The number of qualified specialists available to an organization may be limited, depending on its demands. However, the more usual case is that hiring human help can consume a significant portion of an organization’s money. Supporting human workers entails not only rewarding them for their daily labor but also assisting them with their ongoing education and certification needs. As a cybersecurity practitioner, staying current is difficult, especially given the constant innovation that we’ve discussed so far.
With a smaller crew to staff and support them, AI-based security systems can take the lead. While this workforce will need to stay up to date on cutting-edge AI and machine learning topics, the lesser staffing requirements will result in cost and time savings.


	Adaptability: Adaptability is not as evident a worry as the other points outlined, but it can substantially alter an organization’s security capabilities. Human teams may not be able to tailor their skill sets to your specific needs.
If your employees aren’t trained in specific methods, tools, and processes, your team’s effectiveness may suffer as a result. With human-based teams, even seemingly basic tasks like implementing new security policies can take a long time. This is simply the nature of being human, as we are unable to learn new methods of doing things immediately and must allow time to do so. Appropriately trained algorithms can be molded into a bespoke solution exclusively for you using the proper datasets.




Use cases for ML

To illustrate the importance of machine learning in cybersecurity, consider the following examples:


	Compliance with data privacy classifications: Over the last few years, protecting your company from privacy legislation infractions has most certainly become a major responsibility. Other legislative proposals, such as the California Consumer Protection Act (CCPA), have emerged in response to the General Data Protection Regulation (GDPR). These acts require you to manage the data you acquire from your clients and users, which usually means that this data must be accessible for deletion upon request. Non-compliance with these laws can result in significant fines as well as reputational damage to your company.
Separating identifying user data from anonymized or non-identifiable data can be aided by data classification. This saves you time and effort when trying to sort through big amounts of old and new data, which is especially useful in large or older companies.


	Security profiles for user behavior: Security could be tailor-made to meet your organization by creating individual profiles on network personnel depending on user behavior. Based on the extremes of user behavior, this model may then predict what an unauthorized user might look like. Keyboard strokes, for example, can be used to create a threat model. ML security can provide recommended remedies to reduce exposed attack surfaces based on the outline of possible outcomes of potentially unauthorized user behavior.

	Security profiles for system performance: When your computer is healthy, a custom diagnostic profile of its whole performance can be created, just like the user behavior profile concept. Monitoring processor and memory usage and characteristics such as excessive internet data usage can reveal fraudulent activity. However, certain users may use enormous amounts of data daily, such as during video conferencing or when downloading large media files. Just like the user behavior guidelines, it can establish what a system’s baseline performance should not look like by learning what it looks like in general.

	Bot banning depends on the user’s behavior: Bot activity might deplete a website’s inbound bandwidth. This is particularly true for businesses that rely solely on online traffic, such as those with dedicated e-commerce shops and no physical premises. Genuine users may have a sluggish experience, resulting in a loss of traffic and revenue.
ML security technologies can restrict the bots’ web by identifying their activity, regardless of the tools used to anonymize them, such as virtual private networks. Behavioral data points on hostile parties can aid a machine learning security tool in forming prediction models around this conduct and blocking new web addresses for displaying the same behavior in the future.




Digital Forensics and Incident Response (DFIR)

Digital forensics and incident response (DFIR) is a constantly evolving field that necessitates innovative thinking and a fresh perspective. To manage the increased complexity of modern cybersecurity issues, combining digital investigative services with incident response experience is crucial.

Identifying, investigating, containing, remediating, and maybe testifying relating to cyberattacks, litigations, or other digital investigations are branches of cybersecurity that entail digital forensics and incident response. The two key components of DFIR services are as follows:


	Digital forensics is a field of forensic science that gathers, analyses, and presents digital evidence including user behavior and system data. Digital forensics is commonly utilized in litigations, regulatory investigations, internal company investigations, criminal activities, and other sorts of digital investigations to unearth facts about what transpired on a computer system, network devices, phones, or tablets.

	Incident Response is similar to digital forensics and probes computer systems by gathering and analyzing data. This is done explicitly in the context of responding to a security issue, so while the investigation is critical, other actions such as containment and recovery are carefully evaluated against each other.



Importance of DFIR in cybersecurity

Recovery is a major priority for firms hit by a cybersecurity assault, but it’s also critical to understand the how and why of the attack.

DFIR provides that deeper understanding through a lengthy and complex forensic process. DFIR experts gather and examine a large amount of data to figure out who attacked them, how they got in, the exact actions attackers took to breach their systems, and what they can do to close security gaps.

This information is frequently used to aid the development of a legal case against the identified perpetrators. The data is collected via the digital forensic procedure, which aids investigators in discovering and preserving digital evidence.

Best practices around DFIR

Businesses that are vulnerable to threats can benefit from a robust DFIR service since it allows them to respond quickly. It assures you that skilled teams with an extensive understanding of cyber incidents will respond promptly and efficiently to attacks.

Best practices for digital forensics

The rapid and thorough reaction is critical to the effectiveness of the DFIR. Digital forensic teams must have plenty of knowledge and the necessary DFIR tools and practices in place to respond quickly and effectively to any problem.

Digital forensics expertise has several advantages, including the ability to determine the cause of an incident and precisely determine the breadth and impact. Using the correct investigative tools will ensure that the vulnerabilities that lead to an attack or unintended disclosure are quickly discovered.

Best practices in incident response

Incident response services are designed to respond to an emergency in real-time. To avoid reputational damage, financial loss, and business interruption, IR best practices involve preparation and planning, and quick, accurate, and dependable mitigation and response.

When used together, digital forensics and incident response best practices include finding the core cause of problems, appropriately identifying and retrieving all accessible evidence/data, and providing continuous support to ensure that your company’s security posture is strengthened for the future.

Key considerations while selecting an open-source technology stack

Open-source software is gaining traction around the globe. It’s utilized at every stage of the software development process, has widespread adoption in businesses around the world, and is becoming increasingly visible as it migrates to the cloud. It’s all too simple to reach for the closest software library or program that appears to meet our needs whenever we need to solve a problem. However, one key problem that each of us faces is deciding which open-source software to use out of the numerous options accessible. When it comes to selecting an open-source tool, most of us don’t take a methodical approach, which leads to issues later in the software development lifecycle.

We need some common criteria to use when making judgments about which open-source software to use because adding a problematic open-source component to our product could lead to a slew of problems in the future, perhaps driving up the cost.

This section will walk you through some of the most important factors to consider when deciding on an open-source solution.

Satisfaction of a requirement

One of the most important factors to consider when selecting open-source software is whether it meets our standards for developing software products. There is a lot of open-source software out there that does the same thing, but what sets it apart is the additional capabilities it offers. Most of us make the mistake of choosing an open-source project only based on the number of additional features/plugins it offers, and such features usually do not even meet our requirements.

An open-source solution with less popularity and fewer essential features/plugins that meet all our requirements is always a better choice than one that is popular and has hundreds of features but does not meet our needs.

Skill set

There may be open-source software that meets all our needs and adds a lot of functionality, but we lack the necessary skills to use it. Choosing software may necessitate additional training, which would negate the goal of using open-source software. As a result, we should always choose open-source software that can be utilized and maintained by the current skill set. However, if learning a new skill set meets all the requirements and is genuinely worthwhile in terms of lowering project costs in the future, one can go ahead and do so.

Community

One of the most valuable resources for an open-source project is its user community. A vibrant community is always beneficial to advancing the project. People who use the product and interact in some way, such as answering user questions about reported issues and feature requests, make up the user community. A good open-source software project always has a community of developers or active users who submit code, find bugs, and help other users. Majority of the testing and quality input is done by the community. The community can be used to test the quality and reliability of open-source software.

In the event of a crisis, the larger the community, the better the support. Choosing software with a strong community will always come in handy if you get stuck resolving bugs in the future.

Support

Always consider the assistance offered before choosing an OSS. Software that comes with excellent customer service is always preferable. Always be sure that the open-source software you’ve chosen has a strong community behind it. Look for any active public groups or forums where users can get answers to their questions about installation or other issues. A strong community will always assist you in resolving any issues that may arise in the future.

Paid support is also provided on occasion. The availability of third-party paid support is one of the indicators of high-quality software. This will come in handy if you get stuck on something critical that you can’t solve with the help of the community. Choosing an OSS that offers both paid and community support is always a good idea.

Documentation

Open-source solutions that are popular and of high quality always have adequate documentation. This is a good sign of the community’s quality and support. It can be further segregated into two different categories.

The user documentation is one example. It explains how to utilize the system in general. In the user documentation, there are several tiers that correlate to different user levels and rights. Administrator-role apps, for example, may have separate documentation. Our needs should be met by the documentation supplied.

The developer documentation, on the other hand, explains how to add and modify code. If we plan to update our code in the future, this documentation will be really helpful.

Security

Security is now a critical component of the software development lifecycle at all stages. The source code for the majority of OSS is open to the public, so it is always simple to uncover flaws. The developer can uncover the flaws in the code simply by studying it and working to correct them. How a developer responds to discovered vulnerabilities is entirely up to them.

When looking for software vulnerabilities, there are a few websites you may go to, such as http://www.securityfocus.com, and https://secuniaresearch.flexerasoftware.com/community/research/. By visiting a software’s website and reading the release notes, we can determine how dangerous it is in terms of security.

Licensing

Every piece of Open-Source Software (OSS) comes with a license that we must abide by. The copyleft is one of the most well-known. Copyleft licenses, such as the GNU GPL, compel users to relinquish the complete source code as well as all rights to alter and distribute the product’s entire code. The license must always be appropriate for the software’s intended use. If you intend to modify and redistribute the program in some way but do not wish to distribute the source code, choose a non-copyleft license rather than a copyleft license.

As a result, before choosing software, always look at the licensing.

Conclusion

Companies must take cybersecurity seriously in the coming years and allocate sufficient resources to it. Following cybersecurity and network security advice and best practices is a good place to start. Companies of all sizes require cybersecurity teams, in-house experts, or at the very least, consultants to monitor network and device security and ensure that vulnerabilities are rapidly rectified.

Best practices are a set of ethical guidelines used in the corporate world to carry out duties like project management and auditing functions successfully and quickly. Some consulting organizations offer a straitjacket template for executing typical business processes. The best practices can be utilized as industry benchmarks, and enterprises can share or discuss their best practices with other businesses if they like.

In recent years, AI has emerged as a necessary tool to supplement the work of human information security teams. Humans can no longer protect the dynamic corporate attack surface sufficiently, AI provides much-needed analysis and threat identification that can be used by cybersecurity professionals to reduce breach risk and improve security posture. In the field of security, AI can identify and prioritize risk, detect malware on a network in real-time, lead incident response, and detect breaches before they occur.

AI enables cybersecurity teams to establish powerful human-machine partnerships that expand our knowledge, enrich our lives, and drive cybersecurity in a way that appears bigger than the sum of its parts.

Questions


	Why do you need to consider the best practices for your technology stack?

	Explain the best practices for network security.

	Explain the best practices for data security.

	How do you manage and secure service accounts?

	Define the term “least privilege”.

	How does cloud encryption play a vital role in the upcoming technology stack?

	Define XDR and EDR.

	Explain the principle of zero trust.

	Explain the adoption path of zero trust.

	How does SD-WAN play a crucial role in the cybersecurity domain?

	Define SSE.

	Explain the core functionality of SSE.

	What is the selection criteria for SSE?

	What is the importance of AI and ML in the cybersecurity space?

	How are AI and ML influencing this space?

	Explain the importance of DFIR in cybersecurity.
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