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Optimal Spending on
Cybersecurity Measures

This book explores the strategic decisions made by organizations when
implementing cybersecurity controls and leveraging economic models and
theories from the economics of information security and risk-management
frameworks.

Based on unique and distinct research completed within the field of
risk management and information security, this book provides insight
into organizational risk-management processes utilized in determining
cybersecurity investments. It describes how theoretical models and
frameworks rely on either specific scenarios or controlled conditions and
how decisions on cybersecurity spending within organizations—specifically,
the funding available in comparison to the recommended security measures
necessary for compliance—vary depending on stakeholders. As the trade-
off between the costs of implementing a security measure and the benefit
derived from the implementation of security controls is not easily measured,
a business leader’s decision to fund security measures may be biased. The
author presents an innovative approach to assess cybersecurity initiatives
with a risk-management perspective and leverages a data-centric focus on
the evolution of cyber-attacks.

This book is ideal for business school students and technology
professionals with an interest in risk management.

Tara Kissoon is a multi-certified IT Risk & Security Leader with more
than 20 years of experience in technology and 13 years of experience in
the financial services industry. She brings continued success to technology,
IT risk and information security programmes and projects within large
organizations. She is acknowledged as a leader, security architect and trusted
advisor with a talent for working with cross-functional teams to achieve
short- and long-term business objectives.
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Preface

The aim of this book is to discuss the decision-making process for cybersec-
urity investments in organizations using a conceptual cybersecurity risk-
management framework. Most conceptual models consider the dynamic
environment, which is adaptable to changes that occur within the decision-
making process. These models and frameworks rely on either specific
scenarios or controlled conditions. As a result of the dynamic environment
within the cybersecurity industry, mitigation strategies evolve to address
emerging industry threats. These variations influence the conditions that
were used within previous frameworks and economic models. Decisions
regarding cybersecurity spending within organizations vary based on the
stakeholders—specifically, the funding available in comparison to the rec-
ommended security measures necessary for compliance. These executive
decisions may be coloured with bias regarding the appropriate security
baseline required to protect relevant information assets within the organi-
zation. The trade-off between the costs of implementing a security measure
and the benefit derived from the implementation is not easily measured.
Therefore, the lack of this information may impact the business leader’s
decision to fund security measures and the choice to further invest in
developing new technology to drive innovation, business growth and cus-
tomer satisfaction.

This book focuses on the strategic decisions made by organizations when
implementing cybersecurity measures and belongs to the area of risk man-
agement, leveraging various models within the fields of (1) economics,
(2) organizational decision-making and (3) cybersecurity to determine opti-
mal spending on cybersecurity measures, which includes a preventative
approach for risk-taking organizations. This book provides a cybersecurity
risk-management framework and demonstrates the application of the
process using case studies. This book discusses risk-management practices
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in organizations and defines a strategic approach to minimize cybersecurity
risks.

This book makes an industry contribution by assisting business leaders
with choosing an appropriate risk-mitigation strategy when implementing
cybersecurity measures. The application of this framework within organi-
zations will assist stakeholders with decisions pertaining to cybersecurity
spending. In leveraging the review of additional studies, this book aims to
utilize a case study methodology to demonstrate that risk-based decisions
are necessary when implementing cybersecurity measures. The case study
methodology provides an in-depth view of a risk-taking organization’s risk-
mitigation strategy within the bounds of an educational environment focus-
ing on the following five areas identified within a digital cyber risk model:
(1) technology landscape, (2) data classification, (3) risk-management prac-
tices, (4) cost—benefit analysis for cybersecurity measures and (5) business
objectives.



Taylor & Francis

Taylor & Francis Group

http://taylorandfrancis.com


http://taylorandfrancis.com

1 Introduction

Introduction

This book shares a strategic framework that could be used by the various
stakeholders involved in the implementation of cybersecurity measures to
safeguard sensitive data. The existing literature shows that a wide range
of principles are relevant within the cybersecurity decision-making pro-
cess. Specific security measures are important and should be implemented
appropriately to alleviate cybersecurity threats. The information provided in
this book gives the necessary data to show that the cybersecurity decision-
making process is clearly integrated with risk-management methodologies
and the economics of information security to include current opportunity
cost models.

Economic optimization of information security is an area of interest to
researchers and executives in most organizations. From a financial view-
point, cost—benefit analysis is necessary and impactful to justify cyberse-
curity spending, as it relates to security measures. Previous authors have
focused on either traditional risk-management practices or the organiza-
tional decision-making process of information security investments using
cost-benefit analysis.

This book aims to discuss the integration of organizational deci-
sion-making within cybersecurity spending to effectively articulate the
business impact of cybersecurity risks. It focuses on the integration of risk-
management practices with economics to support a balanced approach to
cyber risk management. Each area was reviewed in-depth to provide an
understanding of its application to cybersecurity and the decision-making
process used when evaluating and investing in various security measures.
Three global industry areas were analysed to gain a further understanding
of current gaps, as noted later.

DOI: 10.4324/9781003200895-1
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2 Introduction

Why are current implementations of cybersecurity frameworks
effective in identifying, monitoring and responding to
cybersecurity threats?

In analysing industry data, it is apparent that organizations currently lever-
age government and industry frameworks when implementing cybersecu-
rity measures. The foundation of the decisions made by most stakeholders is
based on ensuring compliance with government regulations, industry stan-
dards and internal policy.

In addition, most organizations have anonymously expressed that they
have experienced a type of cybersecurity breach, prioritized as follows:
(1) malware/ransomware, (2) phishing, (3) lost/stolen computer media and
(4) external/data breach, where 94% of respondents expressed an aver-
age dollar loss of between $0 and $1 million. Organizational stakeholders
believe that they can detect, respond to and monitor a security incident;
however, they are not able to continuously prevent security incidents from
occurring within their environment.

These stakeholders believe that their organization is in compliance with
government and industry standards. An organization measures the effec-
tiveness of the implemented cybersecurity framework according to the
following priorities: (1) compliance, (2) audit/assurance testing, (3) key
performance indicators (KPIs), (4) capacity maturity models and (5) cost,
considering the organization’s risk profile.

What factors are used by an organization when investing in
cybersecurity controls?

The decision-making mechanisms utilized by organizations when evalu-
ating and implementing different security measures primarily focus on
(1) compliance with government and industry regulations, (2) investment
cost, (3) the impact of either a breach or fine, (4) either reputational or brand
risk and (5) ease of use by the business.

What decision-making mechanisms are organizations
using when evaluating different security measures prior
to implementation?

Stakeholders that make decisions on cybersecurity measures within their
organizations include the following: (1) Chief Technology Officer (CTO),
(2) Chief Information Security Officer (CISO), (3) Head of Business Line,
(4) Chief Information Officer (CIO) and (5) Board of Directors. The CTO
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and CISO are the stakeholders primarily responsible for advising and fund-
ing the investments within their organization, and each organization’s
investment budget is between $1 and $5 million annually. Stakeholders
are involved during the implementation of cybersecurity measures in the
following ways: (1) direct involvement in the decision-making mecha-
nism, (2) attendance at meetings on evaluating cybersecurity measures,
(3) involvement in implementation activities related to cybersecurity mea-
sures and (4) support of the cybersecurity function.

It is apparent that organizations have actively implemented cyber-
security frameworks; however, there is a need to enhance the decision-
making process to reduce the number and types of breaches while
strengthening the implemented cybersecurity framework to facilitate a
stronger preventative approach. In addition, the factors used by an orga-
nization when investing in cybersecurity controls are heavily focused
on compliance with government and industry regulations. Last, the
decision-making process utilized when evaluating, implementing and
investing in cybersecurity controls is weighted towards the technol-
ogy organization and, therefore, may be biased based on competing
priorities.

Most organizations are faced with an array of choices when deciding on
funding, as it relates to cybersecurity measures. Funding the investment cost
to provide a secure environment can be complex.

Cost—benefit analyses, risk appetite and business trade-offs are some of
the areas that are factored into the overall decision-making process. Most
stakeholders indicate that the following areas are critical in an organiza-
tion’s decision-making process when allocating funds for cybersecurity
measures.

Allocation of budget

Although stakeholders believe that their organization has allocated a large
enough budget to respond to or detect a cybersecurity breach, it is apparent
that their organization’s cybersecurity budget is insufficient to ensure appro-
priate cybersecurity measures to prevent such breaches.

Ability to prevent a cybersecurity breach

Although stakeholders believe that their organization can detect a cyber-
security breach in a timely manner, it is apparent that their organization is
unable to prevent a cybersecurity breach, as some stakeholders indicate that
their organization has encountered more than 15 breaches.
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Cybersecurity Breach

® More than 15
m6-10
m15

® None

Figure 1.1 Regarding the ability of an organization to prevent a cybersecurity
breach, 30% of respondents experienced five or fewer cybersecurity
breaches.

Measuring the effectiveness of implemented frameworks

Stakeholders believe that their organization’s current information secu-
rity framework implementation is ineffective in preventing cybersecurity
breaches. In addition, it is apparent that most organizations measure the
effectiveness of their current information security framework implementa-
tion by (1) compliance with policy, (2) audit and assurance testing, (3) KPIs,
(4) cost and (5) capacity maturity models.

Risk level

Stakeholders indicate that their organization’s decision-making process
is aligned with a risk methodology, and as noted within most industry-
recognized economic models, this methodology directly impacts the cost—
benefit analysis.

Importance of decision-makers

It is apparent in most organizations that the decisions made by the CIO
and head of the business line have similar priorities regarding (1) funding
the investment cost, (2) implementing information security measures and
(3) reviewing the risk appetite statement. This parallel decision-making
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Risk Taking Appetite

m Risk Taking
 Risk Averse
= Risk Neutral

Figure 1.2 Thirty-four percent of organizations have a risk-taking risk appetite
(Kissoon, 2020).

process may have an adverse impact on the decision to fund cybersec-
urity measures, especially in circumstances where the viewpoints are vastly
different.

This book examines risk-management practices and applicable frame-
works to define an appropriate cyber risk investment model.



2 Enterprise risk-management
framework

Risk-management methodologies stem from the enterprise risk-management
(ERM) framework. This is defined as an organization’s ability to under-
stand, control and articulate the nature and level of risks taking into account
the business strategy, coupled with accountability for organizational risk.
One of the main benefits of the ERM framework is an enhanced viewpoint
and focus on risk management within the organization.

ERM addresses the following organizational questions:

*  Should we pursue this initiative? This aligns with strategy, risk appetite,
culture and ethics.

» Can we achieve this initiative? This aligns with people, processes,
structure and technological capabilities—that is, operational risk.

*  Did we accomplish this initiative? This is the assessment of expected
results, continuous learning and a robust system of checks and balances.

ERM promotes strategies that assist organizations in holistically managing
risk. ERM is a governance structure that provides a horizontal view of the
risk disciplines and operational risks of an institution.

Enterprise Risk Managment

Business ¥
Objective
Formulation

Enhanced
Value

Strategy
development

... Governance Strategy & Performance Review Information
 &Culture Objective-Setting &Revision Communication
& Reporting

Figure 2.1 The COSO Internal Control Framework (COSO, 2020).
DOI: 10.4324/9781003200895-2
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The elements of the ERM framework are detailed in the following
sections.

Internal environment

Management determines the philosophy regarding risk and establishes
the level of risk the organization is willing to assume, known as risk
appetite. The internal control environment provides the basis of how risk
and controls are assessed and managed by an organization. The impor-
tance of ERM is communicated by executive management throughout the
organization.

Common language around risk

The risk-management approach must involve establishing a common risk
terminology with appropriate training and awareness of the terminology by
stakeholders within the organization. A common definition of risk is “the
potential for loss, or the diminished opportunity for gain, which can obstruct
the achievement of an organization’s business objectives”. Common termi-
nology will facilitate communication across business units:

*  Risk is the possibility that an event will occur and adversely affect the
achievement of objectives.

*  Risk culture is the appearance of ERM and the attitude towards it that
management conveys to the organization’s personnel. Are management
actions aligned with the implemented ERM strategies?”” (COSO, 2020).

Risk-management steering committee

It is important to establish a senior management-level committee to provide
oversight of the implementation of the ERM framework. In addition, the
committee will help delineate roles, responsibilities and accountabilities as
identified within the framework.

Roles and responsibilities: They must be clearly defined and communi-
cated throughout an organization.

Board of directors and CEQ: They have ultimate accountability for
all risks. Risk-management practices must be discussed periodi-
cally, and risk-management-related policies must be reviewed and
approved.

Senior management: Senior managers are responsible for designing, imple-
menting and maintaining an effective framework. In addition, they
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should develop policies and procedures, establish and monitor the
risk appetite level and report regularly to the board of directors.

Business units: They (1) promote a risk-aware culture; (2) identify,
(3) assess, (4) measure, (5) monitor, (6) control and (7) report risks
to senior management; (8) manage relevant risks within the frame-
work established by senior management; and (9) ensure compliance
with policies and procedures.

Support departments—that is, legal, HR, and information technol-
ogy (IT): They provide support to business units in developing and
enforcing policies and procedures.

Internal audit and compliance: They monitor and provide independent
assurance of the effectiveness of the framework.

Risk management: Risk managers coordinate the establishment of the
framework and provide expertise.

Objective setting

Objectives must exist before management can identify potential events
affecting the achievement of organizational goals. ERM ensures that man-
agement has a process in place to set objectives and that the chosen objec-
tives support and are aligned and consistent with an organization’s mission
and risk appetite.

ERM methodology

The development of a methodology for the ERM framework should
include definitions of key risk terms, descriptions of roles and respon-
sibilities and clear procedures for risk identification, assessment, mea-
surement, mitigation, monitoring and reporting. The methodology
should be expressed in a formally written document that comprises all
the key business areas. The document should consider the organiza-
tion’s strategic direction and objectives and clearly outline its capacity
to take risks and its tolerance of potential loss. In addition, the risk
appetite level must be regularly reviewed and approved by the senior
management and board of directors.

Risk appetite

Risk appetite is the amount of risk, on a broad level, that an organization is
willing to accept as it tries to achieve its goals and provide value to stake-
holders. It reflects the ERM philosophy and in turn influences the organiza-
tion’s culture and operating style.
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Risk tolerance

Risk tolerance is the acceptable level of variation relative to the achieve-
ment of a specific objective and is often measured using the same units as
the related objective. In setting risk tolerance, management considers the
relative importance of the related objective and aligns risk tolerance with
risk appetite to ensure that it operates within its risk appetite level.

Event identification

Potential events from internal or external sources that might have an impact
on the organization and affect the achievement of its objectives must be
identified. Event identification includes distinguishing between events that
represent risks, those that represent opportunities and those that may repre-
sent both risks and opportunities.

Risk assessment

The identified risks are analysed and associated with objectives that
may be affected to form a basis for determining how they should be
managed. Risks are assessed on both inherent and residual bases,
and the assessment should consider both risk likelihood and impact.
Risk assessment must be performed continuously and throughout an
organization.

Quantitative risk assessment

Quantitative risk assessment refers to attempts to assign a monetary value
to the assets being assessed, a monetary cost to the impact of an adverse
event and percentages to the frequency of threats and the likelihood
of events.

Risk calculation

Risk = Asset Value x Threat x Vulnerability

Asset value is usually the easiest to measure; however, it is difficult to
quantify certain assets, such as institutional reputation.

Threat may be very difficult to measure the potential for harm, although
information from external sources is useful.

Vulnerability can be measured using automated computing device vul-
nerability tools to provide information, but not all vulnerabilities can
be quantified.
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Qualitative risk assessment

Qualitative risk assessments are scenario driven and do not attempt to assign
monetary value to the assets being assessed or to the impact of an adverse
event. They aim to rank the impacts of threats and criticality of assets into
categories such as low, medium and high.

Risk response

The organization identifies and evaluates possible responses to risks, which
include avoiding, accepting, reducing and sharing risks. Management
selects a set of actions to align risks with the organization’s risk tolerance
and risk appetite. The ERM framework advocates the following responses:

*  Avoidance means the organization ceases the activities that cause the
risk. Some examples of avoidance are ending a product line, selling a
division or deciding against expansion.

*  Reduction means action is taken to mitigate the risk likelihood and
impact.

*  Sharing means reducing the risk likelihood and impact by sharing a pro-
portion of the risk. An extremely common sharing response is insurance.

*  Acceptance means no action is taken to affect the risk likelihood or
impact.

Control activities

Policies and procedures are established and implemented to ensure that the
risk responses selected by management are effectively carried out.

Risk identification

Risk identification can be completed through a risk control self-assessment
(RCSA) approach coordinated by risk management and conducted with
subject-matter experts. This method uses a risk taxonomy to identify appli-
cable risks, inherent risk levels, quality of internal controls and residual risk
levels.

The process consists of the following steps:

» Identify applicable risks and describe the business activity that exposes
the business unit to each risk.

»  Establish the inherent risk level (H, M, L) and typical annual damage.
Inherent risk prevents the achievement of business objectives without
considering internal controls. Typical annual damage, if applicable,
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can be estimated based on the subjective judgement of the business
unit and should consider both past (actual losses) and potential future
occurrences.

*  Assess and rank the quality of internal controls (H, M, L) and the rea-
son for the assessment. Internal controls mitigate the inherent risk and
involve the implementation of policies, procedures and standards.

*  Calculate the residual risk level (H, M, L) that remains after considering
the relevant internal controls. For example, a medium inherent risk and
low-quality internal controls will result in a high residual risk level.

Risk prioritization

By using the results of the RCSA for each business unit, the key risks
should be prioritized based on the residual risk levels. All high residual
risks should be discussed with the risk-management steering committee, and
risk-mitigation plans (RMPs) should be developed.

Risk-mitigation plans

RMPs must be established by taking a risk-based approach to address areas
with the greatest control weaknesses and largest potential for loss. Orga-
nizations will generally run out of resources before they run out of risk;
therefore, high-risk items must be prioritized.

Completion dates should be targeted, and responsible owners are selected
to facilitate the risk-mitigation process.

Information and communication

Relevant information is identified, captured and communicated in a form
and time frame that enables people to carry out their responsibilities. Infor-
mation for identifying, assessing and responding to risk is needed at all
levels of an entity.

Monitoring

ERM is monitored, and modifications are made as necessary. In this way, the
organization can react dynamically, changing as conditions warrant.

Risk monitoring and reporting

The key risks that were identified must be monitored and periodically
reported to the senior management and board of directors.
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Scenario planning and stress testing

Among the many tools that a manager can use for strategic analysis, sce-
nario planning can capture a wide range of possibilities with specific details.
By identifying fundamental trends, the technology executive can define a
series of scenarios that will assist the organization in reducing errors in the
decision-making process.

“Scenarios are thorough and probable views of how business environ-
ments might extend into the future” (Ringland, 2002).

Step 1: Brainstorm future scenarios

In the first step, the time frame is determined based on the following factors:

e The lifecycle of the product.

*  Political conditions within the country.
*  Competitor analysis.

*  Technological advancement.

Organisational
Strategy

SCENARIO
PLANNING

Environmental

Analysis Forecasting

© Copyright KnowledgeBriof

Figure 2.2 The elements of scenario planning (Ringland, 2002).
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Step 2: Identify trends and driving forces

Consider the following factors:

¢ Who has an interest in these decisions?
*  Who will be affected by them?
¢ Who could influence them?

The apparent driving forces include but are not limited to suppliers, custom-
ers, competitors, employees, shareholders and government. Identification of
the following factors is also essential:

e Current roles of the driving forces.
e Their interests.

*  Their positions in the field.

e Their progress over time.

Step 3: Create a scenario planning template

The driving forces of the environment are identified from the key factors
identified in Step 2. These driving forces can originate in the following areas:

*  Society and its structures, including demographic, economic and politi-
cal factors, as well as public opinion.

*  Markets and customer behaviour.

e Technology and innovation.

e The organization’s competitive structure within its industry.

*  The organization’s organizational capacities and core competencies.

The forces that are highly predictable should be identified so that the orga-
nization can focus on the effects that are less likely to occur.

Step 4: Develop a scenario

The essential task of scenario planning is developing the actual scenario.
Through this phase, a situation should be built that incorporates each factor
evaluated in the earlier steps and considers the traits and trends of the mar-
ket. In building a scenario, the strengths and weaknesses of the plan should
be identified and considered.

Step 5: Evaluate a scenario

Through a systematic step-by-step procedure, the scenario team can achieve
a balance between creativity and free-form imagination by using sound
judgement based on knowledge and experience.
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Scenario analysis

Scenario analysis shows a forward-looking view of operational risk that
augments historical internal and external data. These exercises allow stake-
holders to identify and manage risk exposures through business decisions
and risk-mitigation strategies.

Threat actor analysis: ldentify actors who pose a threat to the
organization.

Impact analysis: Determine the areas that the organization is focused
on protecting.

Scenario selection: Determine scenarios that could have a catastrophic
impact on the organization.

At minimum, a scenario should include the following:

The situation: An explanation of the sequence of events that leads to an
adverse outcome. These may be industry and organization specific
but must include items such as the following:

* Business continuity planning (BCP) events.

« External attacks by hackers, competitors or government agencies.
* Malicious insiders stealing information.

* Accidental release of confidential information.

* The mishandling of data by vendors and third parties.

For each scenario

Controls

Assessment B Remediation

Selection

veilopmen!

1
1
H
1
i
H
1
1
1
1
1
1
1
H
Scenario H Attack Tr:
1 ¢
:
1
i
i
1
1
1
1
1
1
1
1
1
1

Figure 2.3 The process of scenario analysis.
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The outcomes: Outcomes that are unfavourable to an organization and
are a result of the event should be clearly identified. An event may
have multiple outcomes; for example, the same scenario may result
in the loss of revenue, legal costs and regulatory fines. Each outcome
should be explicitly laid out, and its impact should be described.

Controls in place: Controls work as separate lines of defence, at times
sequentially and at other times interacting with each other to help
prevent the occurrence of an adverse event. Often, the correct opera-
tion of one control may provide adequate protection or mitigation.
If controls operate independently of each other, as they often do, the
combined probability of all of them failing simultaneously tends to
be significantly lower than the probability of any one of them failing.

Frequency of occurrence: The frequency or likelihood of the scenario
being realized should be a part of the scenario analysis and is best
estimated in a discussion with management.

Severity of the outcomes: The severity of each of the adverse outcomes
should be estimated separately.

Scenario examples are as follows:

e Scenario #1: Patch management.

e Scenario #2: Network ransomware/malware attack.
* Scenario #3: Unplanned attack.

¢ Scenario #4: Financial break-in/external attack.

* Scenario #5: Cloud security breach.

Attack tree development: Develop detailed attack trees for each scenario.

Control assessment: Map controls to the attack tree and assess
effectiveness.

Remediation: Use the control assessment to plan remediation projects
that address control gaps.

Response planning: Create or enhance existing response plans to cater
to extreme scenarios.

Exercise: Test the control strength, response plan and overall preparedness.

Step 6: Update strategies and policies accordingly

One or two months after the scenarios are implemented, it is essential to
evaluate the strategic plan and update the policies. This evaluation and
update process should be completed on a periodic basis.



3 Alignment with enterprise
risk management

Operational risk management

Operational risk is defined by the Bank of International Settlements (BIS) as
“the risk of loss resulting from inadequate or failed internal processes, people
and systems or from external events (strategic and reputational risk is not
included in this definition for the purpose of a minimum regulatory opera-
tional risk capital charge)” (Basel Committee on Banking Supervision, 2001).

Legal risk is included in this definition. Operational risk is therefore the
sum of operating, information systems, compliance and legal risk.

Operational
Risk

Governance @
and Policy

Risk & Control I«—\ Key Risk

Self-Assessment ! Indicators

Scenario Risk Appetite Risk Culture
Analysis Framework & R‘SIS
Behaviors

Figure 3.1 The elements of operational risk management through the Sergio Galanti
operational risk puzzle (Caldas, 2006).
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In addition to the responsibility to protect organizational assets from the
threats that exist in the current environment, risk managers must consider
and manage risks to individuals when information systems process sensitive
information—that is, personally identifiable information (PII).

Information security aspects of operational risk

Security risk management provides a means of better understanding
the nature of security threats and their interaction at an individual,
organizational, or community level (Standards Australia, 2006, p. 6).
Generically, the risk-management process can be applied to the security
risk management context. The risk-management process advocated in
ISO 31000 should be used as the foundation for risk management in an
organization; however, security risk management has several unique
processes that other forms of risk management do not consider.

The core of security risk management is identical to ERM, which has been
discussed in Chapter 2, with the addition of informational assessments, such
as threats, criticality registers and vulnerability assessments. Security risk
management is the integration between risk management and these assess-
ment forms.
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Figure 3.2 The Information Technology — Security Techniques — Information Secu-
rity Risk-Management process (ISO, 2020).
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Cybersecurity risk-assessment process

Information security risk management is the systematic application of man-
agement policies, procedures and practices to establish the context for infor-
mation security risks and for identifying, analysing, evaluating, treating,
monitoring and communicating those risks.

ISO 27005 is the “Information Technology — Security Techniques —
Information Security Risk Management” standard released by the Inter-
national Organization for Standardization (ISO) to provide guidance for
the information security risk-management processes that are needed to
implement an effective information security management system (ISMS).
Although this standard is considered a risk-management standard, a signifi-
cant portion addresses information security risk assessments, which are a
key part of a risk-management programme.

ISO 27005 is aligned with NIST SP 800-30 and is written from a high-
level perspective compared to other frameworks. ISO 27005 has five major
topic areas:

i Information security risk assessment.

ii  Information security risk treatment.

iii  Information security risk acceptance.

iv  Information security risk communication.

v Information security risk monitoring and review.

Risk identification

Information security risk assesses the impacts that can occur on an orga-
nization and its stakeholders due to the threats and vulnerabilities associ-
ated with the operation of its information systems and the environments in
which those systems operate. The primary means of mitigating informa-
tion security-related risk is to select, implement, maintain and continuously
monitor preventative, detective and corrective security controls to protect
information assets from compromise or to limit the damage to an organiza-
tion should a compromise occur.

Risk identification consists of five main activities that are discussed in
the following sections.

Identification of assets

The objective of this activity is to identify the assets that are in the
scope of the risk assessment, including the asset owners. In ISO 27005,
assets are categorized as either primary or secondary. Primary assets are
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core processes, activities and information and secondary assets are hard-
ware, software, network, personnel, site and structure.

Identification of threats

The objective of this step is to prepare a list of potential threats to each
asset. According to ISO 27005, stakeholders such as asset owners, users,
human resources staff and facilities management can assist in identifying
these threats. ISO 27005 also states that internal experience, particularly
based on previous incidents or assessments, should be considered. One of
the most useful contributions of ISO 27005 is the inclusion of standardized
threat catalogues.

Identification of existing controls

The objective of this activity is to identify existing controls. The guidance pro-
vided within ISO 27005 for this activity is open ended and does not specifi-
cally address the criteria or scale of the control review. ISO 27005 does provide
references to information sources that may be able to assist in this activity.
Examples of information sources for this part of the review are as follows:

¢ Documents that have information about controls.
*  People responsible for information security.

e Onsite reviews.

¢ Review of internal audit results.

Identification of vulnerabilities

The goal is to identify an asset’s vulnerabilities through the following
actions:

*  Vulnerability scanning and penetration testing.
*  Code reviews.

e Interviews.

*  Questionnaires.

e Physical inspection.

*  Document analysis.

Identification of consequences

The objective of this activity is to determine the possible damage or con-
sequences that could be caused by an “incident scenario” or what other
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frameworks refer to as a threat scenario. ISO 27005 provides a list of impact
factors that can be used to identify and measure consequences.

Expressing and measuring risk

Information security risk “is measured in terms of a combination of the
likelihood of an event and its consequence”.

It is further defined as an information security event, meaning “an identi-
fied occurrence of a system, service or network state indicating a possible
breach of information security policy or failure of safeguards, or a previ-
ously unknown situation that may be security relevant”.

In measuring risk, it is not the risk of a single, critical event that mat-
ters but the general map of risk composed of all possible critical events.
This enables the assessor to determine the total risk, especially of prob-
able events or especially severe events. There are two fundamental areas
of risk that allow possible critical events to be classified during analy-
sis according to their importance for the appropriate functioning of the
organization. The first is operational security, and the second is business
continuity.

Risk analysis

Risk analysis consists of determining and evaluating the following:

e Processes that enable the realization of organizational tasks.

*  Disruptive phenomena and the probability of their occurrence.

*  Resource vulnerability in the sense of the magnitude of disruptive phe-
nomena and their potential influence on organizational activity.

Risk analysis is a prerequisite for subsequently treating risk. Risk treatment
pertains to controlling the risk so that it remains within acceptable levels.
Risk can be reduced by applying security measures.

Risk can also be

» shared by outsourcing or insuring,

e avoided and

e accepted, in the sense that the organization accepts the likely impact of
a security incident.

The likelihood of a security incident occurring is a function of the likeli-
hood that a threat will appear and that the threat will be able to success-
fully exploit the relevant system vulnerabilities. The consequences of the
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occurrence of a security incident are a function of the likely impact the
incident will have on the organization as a result of the harm sustained by
the organization’s assets.

Risk evaluation and quantification

Risk evaluation is the process of comparing the results of the risk analysis
with the risk evaluation criteria defined to determine whether the cyber-
risks are acceptable. The following are the basic steps of the risk evaluation
process:

e Identification.

e Probability and impact.
* Identified risk.

e Treatment.

*  Secondary risk.

*  Residual risk.

*  Monitoring and review.

Organization-wide security and privacy risk should be assessed, and the
risk-assessment results should be updated on an ongoing basis. There are
two types of risk assessment:

e Qualitative.
*  Quantitative.

Risk-mitigation planning and verification

Risk-mitigation planning is the process of developing options and actions
to enhance opportunities and reduce threats to project objectives. Risk-
mitigation implementation is the process of executing risk-mitigation actions.
Risk-mitigation progress monitoring includes tracking identified risks,
identifying new risks and evaluating risk process effectiveness throughout
the initiative.

The risk-mitigation step involves the development of mitigation plans
designed to manage, eliminate or reduce risk to an acceptable level. Once a
plan is implemented, it is continually monitored to assess its efficacy with
the intent of revising the course of action if needed.

General guidelines for applying risk-mitigation management options are
based on the assessed combination of the probability of occurrence and the
severity of the consequences of an identified risk.
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Risk treatment

Risk modification

The introduction of an additional factor that can positively or negatively
influence risk.

Risk transfer

The identification of ways and means to transfer a risk, either through the
acquisition of insurance (i.e., cyber insurance) or by outsourcing.

Risk avoidance

Electing not to pursue a business activity that would cause the risk to appear.

Risk acceptance

Conscious and deliberate acceptance of the identified level of risk, without
any other alteration by way of modification or transference.

Risk remediation

The selection of a range of tactics, techniques and procedures to reduce an
asset’s susceptibility to compromise.

Risk communication

Risk communication is an important tool for disseminating information and
improving the understanding of risk-management decisions. This under-
standing and information enable stakeholders to make informed decisions
about how the decision will impact their interests and values.

Risk monitoring and review

Risk monitoring and review is the process of identifying, analysing
and planning for newly discovered risks and managing identified risks.
Throughout the process, the risk owners track identified risks, reveal new
risks, implement risk response plans and gauge the effectiveness of risk
response plans.
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Figure 3.3 The foundational risk-management process (The MITRE Institute, 2007).

Loss event management

Understanding and managing loss events are essential to an effective operational
risk-management programme. This process includes the frequency, amount,
type and source of loss events as well as a comprehensive list of loss events.

Security metrics

Metrics can provide insights into information security programme effective-
ness, levels of regulatory compliance, and the ability of staff and depart-
ments to address security issues for which they are responsible. Metrics can
also help identify levels of risk in not taking certain mitigation actions and
thus provide guidance for prioritizing future resource investments. Because
metrics provide concrete facts and a common vocabulary for communicat-
ing risks, they may additionally be used to raise the level of security aware-
ness within the organization.
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Security metrics are tools designed to facilitate decision-making and
improve performance and accountability by collecting, analysing and
reporting relevant performance-related data. IT security metrics are based
on IT security performance goals and objectives.

Effective metrics are often referred to as SMART (specific, measurable,
attainable, repeatable and time dependent). These metrics should also indi-
cate the degree to which security goals are achieved and facilitate actions
to improve the organization’s overall security programme. It is important to
consider the following:

*  How difficult it might be to collect accurate data for a given metric.

e The potential that the metric might be misinterpreted.

e Theneed to periodically review metrics that are being tracked and make
changes as needed.

Key performance indicators

A KPI is a measure of performance commonly used to help an organization
define and evaluate how successful it is, typically in terms of making prog-
ress towards its long-term organizational goals.

The following are some examples of clear cybersecurity metrics that can
be tracked and easily presented to relevant stakeholders.

Level of preparedness: How many devices on an organization’s net-
work are fully patched and up to date?

Unidentified devices on the internal network: How many such devices
are on an organization’s network?

Intrusion attempts: How many times have attackers breached the orga-
nization’s network?

Mean time to detect (MTTD): How long do security threats go unno-
ticed? MTTD measures how long it takes for an organization to
become aware of a potential security incident.

Mean time to resolve (MTTR): How long does it take an organization to
respond to a threat once it has been uncovered?

Days to patch: How long does it take an organization to implement
security patches?

Cybersecurity awareness training results: Who has taken (and com-
pleted) training? Did they understand the material?

Number of cybersecurity incidents reported: Are users reporting cyber-
security issues to the organization?

Security ratings: Often, the easiest way to communicate metrics to non-
technical colleagues is through an easy-to-understand scorecard.
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Key risk indicators

A key risk indicator (KRI) is a measure used by management to indicate the
risk associated with an activity. KRIs are metrics used by an organization
to provide early signals of increasing risk exposure in various areas of the
enterprise.

KRI examples

* Information security training completeness.
*  Policy exceptions/deviations.

e Phishing campaign failure rate.

e Outstanding audit findings.

e Risk-assessment ratings.

*  Patch coverage by system.

e Incidents and events.

e Breaches.

*  Vulnerabilities by criticality and age.

e Account management.

Risk culture and risk behaviours

Risk culture is the system of values and behaviours present in an organiza-
tion that shapes the risk decisions of management and employees. One ele-
ment of risk culture is a common understanding of the organization and its
business purpose.

The risk culture of an organization is likely to

e determine the degree to which the organization’s policies are internal-
ized by staff and exhibited in day-to-day behaviour,

e determine staff response to threats or situations that fall outside well-
prescribed operating guidelines and

* influence the organization’s reputation among regulators, clients and
the broader market.



4 Risk-management practice —
vulnerability management

Patch and vulnerability management is a security management practice
designed to proactively prevent the exploitation of IT vulnerabilities that
exist within enterprise systems. The expected result is the reduction of time
and finances spent by an organization when handling the impact of uninten-
tional/intentional attacks on an organization—that is, malware/ransomware.
Proactively managing the vulnerabilities within systems will either reduce
or eliminate the potential for exploitation. Integrating this programme
within risk-management practices provides executive management teams
with a focus on the appropriate level of risk assumed by their organization
when existing vulnerabilities are properly monitored.

Discover

Vulnerability

Management
Life Cycle

Remediate Assess

Figure 4.1 The elements of the vulnerability management process (Huntsman, 2017).
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Patches are additional pieces of code developed to address problems com-
monly known as bugs in software. They enable additional functionality or
address security flaws within a programme. Vulnerabilities are flaws that
can be exploited by a malicious entity to gain greater access or privileges
than it is authorized to have on a computer system. Not all vulnerabilities
have related patches; therefore, system administrators must be aware not
only of applicable vulnerabilities and available patches but also of other
methods of remediation—that is, device or network configuration changes
and employee training that limits the exposure of systems to vulnerabilities.

An organization should implement a vulnerability management pro-
gramme to address its information security vulnerabilities through a com-
prehensive and continuous process of identifying, classifying, remediating
and mitigating vulnerabilities.

Maintain an asset inventory

Stakeholders within an organization should maintain an asset inventory of IT
resources to determine the type of hardware, operating system (OS) and soft-
ware applications in use. In addition, stakeholders should maintain an inven-
tory of IT assets that is updated regularly as part of the system configuration
management process. An organization is responsible for determining the pur-
pose and use of the inventory and maintains only the information needed for
those uses. The resources within the inventory should be grouped and assigned
priority levels to facilitate remediation efforts and may include the following:

Associated system name.

Property number.

Owner of the IT resource—that is, the main user.
System administrator.

Physical location.

Connected network port.

Software configuration.

~N N B W~

a  OS and version number.

b  Software packages and version numbers.
¢ Network services.

d 1P address (if static).

8  Hardware configuration.
a  Central processing unit.

b Memory.
¢  Disk space.
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d  Ethernet addresses—that is, network cards.
e  Wireless capability.
f  Input/output capability—that is, Universal Serial Bus, Firewire.

9  Firmware versions.

Prioritize assets

An organization should define the risk and critical value for each device
within the asset inventory. It is important to identify the importance of the
device and the individual(s) responsible for approving access to it.

The following factors are important in understanding the strategic factors
and gaining a clear understanding of details:

*  Risk appetite.

*  Risk tolerance level.

*  Risk-mitigation practices and policies for each device.

*  Residual risk treatment.

*  Countermeasures for each device or service (if a service is correlated
with the device).

*  Business impact analysis.

Assess vulnerabilities

The following sections describe the methods utilized to effectively complete
a vulnerability assessment process using any automated or manual tool.

System baseline definition

Information about the system is gathered before the vulnerability assess-
ment, and the following information is reviewed:

*  Whether the device has the appropriate open ports, processes and services.

*  The approved drivers and software that should be installed on the device.

*  The basic configuration of each device; for example, if the device is
a perimeter device, it should not be configured to contain a default
administrator username.

Vulnerability scan

Vulnerability scanners are commonly used in many organizations to iden-
tify vulnerabilities on hosts and networks. A vulnerability scanner identi-
fies not only hosts and open ports on those hosts but also the associated
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vulnerabilities. A host OS and active applications are identified and then
compared with a database of known vulnerabilities.

Vulnerability scanners can be of two types.

Network scanners are used to map an organization’s network and identify
open ports, vulnerable software and misconfigured services. They can be
installed on a single system on the network and can quickly locate and test
numerous hosts.

Network scanners are generally ineffective at gathering accurate informa-
tion on hosts using personal firewalls unless personal firewalls are config-
ured to permit network scanning activity.

Host scanners must be installed on each host to be tested. These scanners
are used primarily to identify specific host OS and application misconfigu-
rations and vulnerabilities. Host scanners have high detection granularity
and usually require not only host (local) access but also a root or admin-
istrative account. Some host scanners offer the capability of repairing
misconfigurations.

An organization’s vulnerability scanners provide the following capabilities:

e Identify active hosts on networks.

*  Identify active and vulnerable services (ports) on hosts.

e Identify vulnerabilities associated with the discovered OSs and
applications.

*  Test compliance with host application usage/security policies.

*  Identify out-of-date software versions and applicable patches or system
upgrades.

Prior to starting a vulnerability scan, an organization’s technology group
should integrate the applicable compliance requirements into the configura-
tion. The recommended approach includes the use of related tools and plug-
ins on the platform being assessed:

*  Best scan—that is, popular ports.

*  CMS web scans—that is, Joomla, WordPress, Drupal, general CMS.
*  Quick scan.

*  Most common ports best scan—that is, 65,535 ports.

e Firewall scan.

e Stealth scan.

Aggressive scan

e Full scan, identifying exploitation and distributed denial-of-service
(DDoS) attacks.
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e Open Web Application Security Project (OWASP) Top 10 Scan and
OWASP checks.

«  PCI DSS preparation for web applications.

e Health Insurance Portability and Accountability Act (HIPAA) policy
scan for compliance.

Vulnerability assessment report

The vulnerability assessment report should include the following:

*  Risk-mitigation techniques based on the criticality of the assets and
results.

*  Findings related to any possible gap between the results and the system
baseline definition—that is, deviations in any misconfiguration and dis-
coveries made.

*  Recommendations to correct the deviations and mitigate possible
vulnerabilities.

High and medium vulnerabilities should be detailed within the report to
include the following:

e The name of the vulnerability.

e The date of discovery.

e The score based on common vulnerabilities and exposures (CVE)
databases.

e Adetailed description of the vulnerability.

e Details of the affected systems and the process for correcting the
vulnerability.

e A proof of concept (PoC) of the vulnerability for the system, if
possible.

*  Ablank field for the owner of the vulnerability, the time it took to cor-
rect the vulnerability, the next revision and countermeasures between
the identification of the vulnerability and the final solution.

Prioritize vulnerability remediation

Stakeholders should prioritize the order in which the organization addresses
vulnerability remediation. The technology organization is responsible for
monitoring security sources for vulnerability announcements, patch and
non-patch remediations and threats that correspond to the software within
the organizational inventory. A variety of sources should be monitored to
ensure that the appropriate stakeholders are aware of all newly discovered
vulnerabilities.
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Types of security concerns

The technology organization is responsible for monitoring vulnerabilities,
remediations and threats:

e Vulnerabilities are software flaws or misconfigurations that cause a
weakness in the security of a system and can be exploited by a mali-
cious entity to violate policies.

*  Remediations include three primary methods:

* Installation of a software patch.
*  Adjustment of a configuration setting.
*  Removal of the affected software.

o Threats are capabilities or methods of attack developed by malicious
entities to exploit vulnerabilities and potentially cause harm to a com-
puter system or network. Threats usually take the form of exploit
scripts, worms, viruses, rootkits and Trojan horses.

System administrators should monitor systems under their control running
software that is not contained in the organizational inventory for vulner-
abilities, remediations and threats.

Monitor vulnerabilities, remediations and threats

There are several types of resources available for monitoring the status of
vulnerabilities, remediations and threats. Each type of resource has its own
strengths and weaknesses.

It is recommended that more than one type of resource be used to ensure accu-
rate and timely knowledge. The most common types of resources are as follows:

*  Vendor websites and mailing lists.

e Third-party websites.

e Third-party mailing lists and newsgroups.
*  Vulnerability scanners.

*  Vulnerability databases.

*  Enterprise patch management tools.

An organization can monitor vulnerabilities, remediation and threats using
the following resource types:

*  Enterprise patch management tool to obtain all available patches from
supported vendors.

*  Vendor security mailing lists and websites to obtain all available patches
from vendors not supported by the enterprise patch management tool.
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e The vulnerability database is the National Vulnerability Database or
mailing list to obtain immediate information on all known vulnerabili-
ties and suggested remediations.

e Third-party vulnerability mailing lists—that is, the US-CERT Cyberse-
curity Alerts that highlight the most critical vulnerabilities.

After the initial assessment of a new vulnerability, remediation or threat, the
technology team should continue to monitor updates and new information.

Prioritize vulnerability remediation

The technology group should consider each threat and its potential impact
on the organization when setting priorities for vulnerability remediation.
This evaluation includes the following:

e Determine the significance of the threat or vulnerability.

»  Establish which systems are vulnerable or exposed, with a focus on sys-
tems that are essential for the operation and other high-priority systems.

*  Evaluate the impact on the systems, organization and network if the
vulnerability is not removed and is exploited.

*  Determine the existence, extent and spread of related worms, viruses or
exploitation.

*  Ascertain whether malicious code has been published and the level of
distribution.

*  Determine the damage caused, such as system access, information dis-
closure, arbitrary code execution or denial of service.

*  Determine the risks involved in applying patch or non-patch remediation.

e Identify whether the remediation will affect the functionality of other
software applications or services through research and testing.

«  Establish what degree of risk is acceptable.

Maintain a specific remediation database

The technology group should maintain a database of remediations to be applied
within the organization. Enterprise patch management tools usually supply a rel-
evant database. The technology group may also manually maintain a separate
database of IT technologies that are not supported by the patch management tool.

Conduct generic testing of remediations

The technology group should test patches and non-patch remediations on
IT devices that use standardized configurations. System administrators
are responsible for testing patches and non-patch remediations to mitigate
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vulnerabilities and threats identified for software that is not monitored by the
technology group. Remediation testing guidelines may include the following:

*  Mostvendors provide some type of authentication mechanism. A down-
loaded patch should be checked against any of the authenticity methods
provided by the vendor, including cryptographic checksums, signatures
and digital certificates.

e A virus scan should also run on all patches before installation. Before
running the scan, the system administrator should ensure that the virus
signature database in the anti-virus programme is up to date.

*  Patches and configuration modifications should be tested on non-production
systems since remediation can easily produce unintended consequences.

* Installing one patch might also inadvertently uninstall or disable another
patch. If there is a dependency, it is important to ensure that patches are
installed in the correct sequence.

e Testing should be performed on a selection of systems that accurately
represent the configuration of the systems in deployment, since so many
possible system configurations exist that a vendor cannot possibly test all
of them.

Deploy vulnerability remediations

An organization should deploy vulnerability remediations to applicable sys-
tems, to include those that are not at immediate risk of exploitation. Vul-
nerability remediation should also be incorporated into the organization’s
standard builds and configurations for hosts.

There are three primary methods of remediation that can be applied to an
affected system.

Security patch installation

*  Applying a security patch, also called a fix or hotfix, repairs the vulner-
ability since patches contain code that modifies the software application
to address and eliminate the problem.

*  Patches downloaded from vendor websites are typically the most up to
date and are usually free of malicious codes.

Configuration adjustment

e Adjusting how an application or security control is configured can
effectively block attack vectors and reduce the threat of exploitation.
Common configuration adjustments include disabling services and
modifying privileges as well as changing firewall rules and modifying
router access controls.
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»  Settings of vulnerable software applications can be modified by adjust-
ing file attributes or registry settings.

Sofiware removal

*  Removing or uninstalling the affected software or vulnerable service
eliminates vulnerability and any associated threat. This is a practical
solution when an application is not needed on a system.

e Determining how the system is used, removing unnecessary software
and services, and running only what is essential for the system’s pur-
pose are recommended security practices.

Prior to installing a patch, administrators should ensure that a current full backup
of the system being patched is maintained. Regardless of whether remediation
involves automated patching or manual updates, system administrators may
believe that the disadvantages of a suggested remediation outweigh its benefits.
They may not wish to install the patches or perform configuration modifications.
The reasons behind these decisions should be documented and communicated
to the technology team and then to the appropriate management for approval.

Assess risk

The risk of delaying remediation must be weighed carefully. Risk assess-
ments that determine the amount of risk to the network are another way to
help determine the state of vulnerability management within the enterprise.

Technology groups can use risk-assessment information to determine which
assets should be patched first or whether any systems can afford to absorb the
risk associated with them. However, it is difficult to rate the risk of a new vulner-
ability without knowing how this risk will affect the network-connected assets.

When assessing the risk, the technology team should consider the issues
discussed in the following sections.

Threat level

Do(es) the system(s) that require remediation face numerous and/or signifi-
cant threats? For example, public web servers and most federal government
organizations may face high threat levels.

Risk of compromise

What is the likelihood that a compromise will occur? If the vulnerability is
easy to exploit, then remediation should be applied swiftly.
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Consequences of compromise

What are the consequences of compromise? If the system is critical or con-
tains sensitive data, then remediation should be performed immediately.

This holds true even for non-critical systems if a successful exploitation
would lead to an attacker gaining full control of the system.

Distribute vulnerability and remediation information
to local administrators

The technology team is responsible for informing local administrators
about vulnerabilities and remediations that correspond to software packages
within the team’s scope that are in the organizational software inventory.

Patch management

Widespread manual patching of computers is ineffective, as the number of
patches that need to be installed is significant, and it is impractical for indi-
viduals to keep systems up to date with this method. While patching and
vulnerability monitoring can often appear to be an overwhelming task, con-
sistent mitigation of organizational vulnerabilities can be achieved through
a tested and integrated patching process that makes efficient use of auto-
mated patching technology. Enterprise patch management tools allow the
technology team or a group that it works closely with to automatically and
quickly push patches out to many computers.
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Figure 4.2 The patch management lifecycle (ManageEngine, 2020).
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Deploy enterprise patch management tools using
a phased approach

Implementing patch management tools in phases allows process and user
communication issues to be addressed with a small group before deploying
the patch application consistently. Most organizations deploy patch man-
agement tools first to standardized desktop systems and single-platform
server farms of similarly configured servers. Once this has been accom-
plished, organizations should address the more difficult issue of integrating
multi-platform environments, non-standard desktop systems, legacy com-
puters and computers with unusual configurations. It may be necessary to
use manual methods for OSs and applications not supported by automated
patching tools as well as some computers with unusual configurations. For
these types of systems, there should be a written and implemented procedure
for the manual patching process and the technology group should coordinate
local administrator efforts.

Perform automated deployment of patches

The technology group should automatically deploy patches to IT devices
using enterprise patch management tools. Once a patch management
technology has been selected, an organization’s IT administrators are
responsible for designing a solution architecture, performing testing,
deploying and securing the solution and maintaining operations and
security.

Technology security

Deploying enterprise patch management tools within an enterprise strength-
ens the security posture in an organization through vulnerability reduction.
These tools usually increase security specifically when they contain built-in
security measures to protect against security risks and threats. The following
are some risks associated with using these tools:

* A patch may have been altered (inadvertently or intentionally).

*  Credentials may be misused.

*  Vulnerabilities in the solution components (including agents) may be
exploited.

*  Anentity could monitor tool communications to identify vulnerabilities
(particularly when the host is on an external network).

The organization can reduce these risks by applying standard security tech-
niques that should be used when deploying any enterprise-wide application.
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Examples of countermeasures include the following:

*  Keep the patching solution components tightly secured, including patch-
ing them.

*  Encrypt network communications.

e Verify the integrity of patches before installing them—that is, use
checksums.

e Test patches before deployment to identify corruption.

Patch management process

The fundamental considerations that an organization should integrate into
its patch management process are discussed in the following sections.

Discovery

The technology group ensures that the organization has a comprehensive,
accurate network inventory that includes the following:

e Understanding the types of devices.
e OSs.

*  OS versions.

e Third-party applications.

Standardization and categorization

The technology group should implement a standardized approach to ensure,
when possible, that devices run the same OS, use the same hardware, are
configured in the same manner and run the same applications. The technol-
ogy group should segment managed systems and/or users according to risk
and priority based on the following aspects:

e Machine types—that is, server, laptop, etc.
e OSs.

*  OS versions.

»  Userroles.

Patch management policy creation

The technology group should create patching criteria by establishing what
will be patched, when, and under what conditions. For example, the follow-
ing should be considered:
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*  The frequency of the patching cycle—that is, the patching schedule for
laptop end users may be weekly, while patching for servers may be less
frequent and more manual.

*  The patching rollout cycle—that is, browser updates versus OS updates,
critical versus non-critical updates.

* Identification of maintenance windows to avoid disruption—that is,
consider time zones for “follow the sun” patching.

e Creation of exceptions.

Monitor new patches and vulnerabilities

The technology group should implement a process to effectively:

* understand vendor patch release schedules and models and identify reli-
able sources for timely vulnerability disclosures and
»  create a process for evaluating emergency patches.

Patch testing

The technology group should ensure that an appropriate test environment
is in place to

* test that patches are working appropriately before production deployment,
*  create backups for easy rollback if necessary,

»  validate successful deployment and

*  monitor incompatibility or performance issues.

Configuration management

The technology group should have a mechanism in to place to capture any
changes made throughout the patching process.

Patch deployment

Patch deployment should be well documented, with a planned outline
for the changes that will occur once the patch is applied. The technology
group should have an automated patch management process that facilitates
scheduled regular update scans and ensures that patches are applied dur-
ing non-peak periods. Clear fallback policies should be in place for patch
deployment issues.
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Patch auditing

The technology group should have a patch audit process in place to iden-
tify any failed or pending patches, including continuous monitoring for any
unexpected incompatibility or performance issues.

Reporting

The technology group should have a mechanism in place to produce a patch
compliance report when required. This includes documenting risk accep-
tance and any exceptions that may occur.

Review, improve and repeat

The technology group should have an established cadence for repeating and
optimizing the patch management process, including the following:

*  Phasing out or isolating any outdated or unsupported machines.
*  Reviewing applicable policies.
*  Revisiting exceptions to verify whether they still apply or are necessary.

Verify vulnerability remediation through network
and host vulnerability scanning

The technology group and system administrators should verify that they
have successfully remediated or mitigated vulnerabilities as intended.

The technology group should confirm that the remediations have been
conducted appropriately to avoid a security incident or unplanned down-
time. This can be accomplished by several methods:

e Verify that the files or configuration settings that the remediation was
intended to correct have been changed as stated in the vendor’s docu-
mentation.

*  Scanthehostwith a vulnerability scanner to detect known vulnerabilities.

* Review patch logs to verify that the recommended patches were
installed properly.

*  Employ exploitation procedures or code to attempt to exploit the vul-
nerability—that is, perform a penetration test.

Generally, exploitation tests involve launching actual attacks within a net-
work or on a host, and this type of testing should be performed only on non-
production equipment for certain vulnerabilities.
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Review the patch log

Log files keep track of the history of a system. Patch logs can assist the tech-
nology group, as well as system administrators, with tracking and verifying
installed patches. Using patch logs to monitor an organization’s systems
helps achieve consistency and compliance with the remediation plan.

An organization’s patch logs provide the following capabilities:

*  Identify which patches are installed on a system, allowing easy confir-
mation that the appropriate set of patches has been applied.

*  Ensure that patches are applied consistently across the organization
through a comparison of log files.

e Verify that a patch has been installed properly.

e Determine whether the patch or a subsequent update improperly
removed or damaged a previous patch.

Check patch levels

An organization should consider verifying the patch levels of hosts. In most
deployments, each host runs an agent that monitors various characteristics, such
as OSs and application patches and anti-virus updates. When the host attempts to
connect to the network, a network device such as a router requests information
from the host’s agent. If the host does not respond to the request or the response
indicates that the host is not fully patched, the network device causes the host
to be placed on a separate virtual local area network (VLAN). This allows the
organization to update the unpatched hosts while severely restricting functional-
ity. Once a host on the VLAN has been fully updated, it is moved automatically
from the VLAN to the organization’s regular network. The VLAN strategy can
be particularly helpful for ensuring that mobile hosts are fully patched.

Vulnerability remediation training

An organization should train administrators in how to apply vulnerability
remediations. In organizations that rely on end users to patch computers, the
technology group must also train users in this function.

Deploy security metrics

This section discusses the development of patch and vulnerability metrics in
the context of measuring characteristics per system. The word “system” here
refers to a set of IT assets, processes, applications and related resources that
are under the same direct management and budgetary control and have the
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same function or mission objective, have essentially the same security needs
and reside in the same general operating environment.

Type of patch and vulnerability metrics

There are three main categories of patch and vulnerability metrics:

*  Susceptibility to attack.
e Mitigation response time.
*  Cost.

An organization’s susceptibility to attack can be approximated by several
measurements. An organization can measure the following:

e Number of patches needed.
*  Number of vulnerabilities.
e Number of network services running on a per-system basis.

These measurements should be taken individually for each computer within
the system, and the results should then be aggregated to determine the sys-
tem-wide results. Both raw results and ratios—that is, the number of vul-
nerabilities per computer—are important. The raw results help reveal the
overall risk that a system faces because the more vulnerabilities, unapplied
patches and exposed network services exist, the greater the chance that the
system will be penetrated. Large systems consisting of many computers are
thus inherently less secure than smaller similarly configured systems.

The organization should consider using ratios when comparing the
effectiveness of the security programmes of multiple systems. Ratios allow
effective comparisons between systems. Both raw results and ratios should
be measured and published for each system, as appropriate, since both are
useful and serve different purposes. The initial measurement approach
should not consider system security perimeter architectures—that is,
firewalls that would prevent an attacker from directly accessing vulner-
abilities on system computers. The default position should be to secure
all computers within a system even if the system is protected by a strong
security perimeter.

Because most systems will not be fully secured, for a variety of reasons, the
measurement should then be recalculated while factoring in the system’s security
perimeter architecture. This will provide a meaningful measurement of a sys-
tem’s actual susceptibility to external attackers. For example, this second mea-
surement should not count vulnerabilities, network services or needed patches
on a computer if they cannot be exploited through the system’s main firewall.
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While the initial measurement of a system’s susceptibility to attack should
not consider the system security perimeter architecture, it may be desirable
to consider an individual computer’s security architecture. For example,
vulnerabilities exploitable by network connections might not be counted if
a computer’s personal firewall would prevent such exploitation attempts.

Number of patches

It is natural for organizations that have deployed enterprise patch management
tools to measure the number of patches needed per system since these tools auto-
matically provide such data. The number of patches needed is of some value in
approximating an organization’s susceptibility to attack, but the effectiveness of
this measurement is limited because a particular security patch may fix one or
many vulnerabilities, and these vulnerabilities may be of varying levels of sever-
ity. In addition, vulnerabilities for which there are no patches are often published.
These vulnerabilities intensify the risk to organizations but cannot be captured by
measuring the number of patches needed. The quality of this measurement can
be improved by factoring in the number of patches rated critical by the issuing
vendor and comparing the number of critical and non-critical patches.

Number of vulnerabilities

The number of vulnerabilities that exist per system is a better measure of
an organization’s susceptibility to attack. This metric would be included as
a reporting output from the organization’s vulnerability scanning tools. As
with measuring patches, the organization should consider the severity rat-
ings of the vulnerabilities and group the number of vulnerabilities at each
severity level or range of severity levels. The true impact of each vulner-
ability can be determined only by reviewing it in the context of the organi-
zational environment. In addition, the impact of a vulnerability on a system
depends on the network location of the system; that is, when the system is
accessible from the Internet, vulnerabilities are usually more serious.

Number of network services running on a per-system basis

The concept behind this metric is that each network service represents a
potential set of vulnerabilities, so there is an enhanced security risk when
systems run additional network services.

On a large system, this measurement can indicate susceptibility to net-
work attacks, both current and future. It is also useful to compare the number
of network services running between multiple systems to identify systems
that are doing a better job at minimizing their network services.
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Measuring the effectiveness of patch and vulnerability management

Patch and vulnerability metrics fall into three categories: susceptibility to
attack, mitigation response time and cost, including a metric for the busi-
ness impact of programme failures. The emphasis on patch and vulnerability
metrics for a system or IT security programme should reflect the patch and
vulnerability management maturity level. For example, attack susceptibility
metrics such as the number of patches, vulnerabilities and network services
per system are generally more useful for a programme with a low maturity
level than for one with a high maturity level. Organizations should docu-
ment what metrics will be used for each system and the details of each of
those metrics. Realistic performance targets for each metric should be com-
municated to system owners and system security officers. Once these targets
have been achieved, more ambitious targets can be set. It is important to
carefully raise the bar for patch and vulnerability security to avoid over-
whelming system security officers and system administrators.

Mitigation response time

It is also important to measure how quickly an organization can identify,
classify and respond to a new vulnerability and mitigate the potential impact.
There are three primary response time measurements:

*  Vulnerability and patch identification.
*  Patch application.
*  Emergency security configuration changes.

Response time for vulnerability and patch identification

This metric measures how long it takes the technology group to learn about a
new vulnerability or patch. The timing should begin from the moment the vul-
nerability or patch is officially announced. This measurement should be made
for a sampling of different patches and vulnerabilities and should include the
various resources utilized by the technology group to gather information.

Response time for patch application

This metric measures how long it takes to apply a patch to all relevant IT
devices within the system. The timing should begin from the moment the
technology group becomes aware of the patch. This measurement should
be made where it is relatively easy for the technology group to verify patch
installation.
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This measurement should include the individual and aggregate time spent
on the following activities:

e Patch analysis.

*  Patch testing.

*  Configuration management process.
*  Patch deployment effort.

Verification can be performed using enterprise patch management tools or
through vulnerability scanning, both host and network based. It may be
useful to make this measurement on both critical and non-critical security
patches.

Response time for emergency configuration changes

This metric applies in situations where a vulnerability exists that must be
mitigated but where there is no patch. In such cases, an organization should
utilize the change management process that enables emergency configura-
tion changes. The metric should measure the time it takes from the moment
the technology group learns about the vulnerability to the moment when an
acceptable workaround has been applied and verified. The following list
contains examples of emergency processes that can be timed:

»  Firewall or router configuration changes.

»  Network disconnection.

* Intrusion prevention device activation or reconfiguration.
e E-mail filtering rule addition.

»  Computer isolation.

*  Emergency notification of staff.

Targeting metrics towards programme maturity

The empbhasis on patch and vulnerability metrics for a system or IT security
programme should reflect the patch and vulnerability management maturity
level. A programme with a low maturity level is likely to have a system
with high susceptibility to attack, and metrics such as the vulnerability ratio
should be of the highest priority. More mature programmes regularly fix all
vulnerabilities; therefore, attack susceptibility metrics are less useful. These
programmes should focus on metrics related to their response time to emerg-
ing threats and vulnerabilities and optimizing costs.

While it is true that all metrics are important for programmes at all maturity
levels, this discussion is intended to prioritize the implementation of metrics.
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NIST SP 80026, Security Self-Assessment Guide for Information Tech-
nology Systems, defines maturity levels for various aspects of an IT security
programme:

e Level 1 — Control objectives have been documented in a security policy.

e Level 2 — Security controls have been documented as procedures.

e Level 3 — Procedures have been implemented.

e Level 4 — Procedures and security controls have been tested and
reviewed.

e Level 5 — Procedures and security controls have been fully integrated
into a comprehensive programme.

Patch and vulnerability metrics table

The patch and vulnerability metrics table should be analysed on a per-sys-
tem basis (Table 4.1).

Table 4.1 The metrics for patch and vulnerability management.

Metrics Name Unit Target Maturity
Level (NIST)

Vulnerability ratio Vulnerability/host 3

Unapplied patch ratio Patches/host 3

Network services ratio Network services/host 3

Response time for vulnerability Time 4

and patch identification

Patch response time (critical) Time 4

Patch response time (non-critical) Time 4

Emergency configuration response Time 4

time
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Secure system development lifecycle

A secure system development lifecycle (SDLC) process ensures that security
assurance activities, such as penetration testing, code review and architecture
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analysis, are an integral part of the development effort. Activities within each
phase assist in the mitigation of vulnerabilities and management of risk.

Planning

In the first phase of the system development process, the need for a new
system to achieve the business’s strategic objectives is identified. This is a
preliminary plan or a feasibility study for acquiring the resources to modify
or improve a service. The purpose of this step is to determine the scope of
the problem and identify solutions. The resources, costs, time and benefits
should be considered at this stage.

The feasibility study should incorporate the following:

e Assessment of the impact on the existing environment.

e Staff development and resource requirements.

*  Project development cost analysis.

e Programme maintenance costs.

*  Evaluation of alternative project implementation approaches, such as
build versus buy and outsourcing.

e Description of the proposed solution.

*  Risks associated with the proposed solution.

*  Benefit analysis, including cost reduction, error reduction, new custom-
ers and improved customer service.

e Involvement of information security teams to ensure that appropriate
security concerns have been incorporated into the feasibility study.

Requirements

This phase defines how an organization will focus on the source of its prob-
lem or the need for a change. In the event of a problem, possible solutions
should be submitted and analysed to identify the most appropriate ways to
address the goals of the project.

Business and operational requirement specifications should be developed
to ensure that the project requirements that are necessary to support business
objectives are understood. Users and development teams generally lead this
process. The business requirements should consider the following issues:

*  Data that are required to support the system or application and how they
relate to other data.

*  Frequency of use of the system or application.

*  Required response time for online processing.

*  Function relations to and dependencies on other components.
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e Identification of applicable legal or regulatory requirements or
constraints.
*  Anticipated life span of the system or application.

Operational requirements should consider the following issues:

e Security requirements.

«  Contingency requirements.

»  Distributed and centralized processing requirements.

*  Data input strategy and responsibility.

*  Data retention requirements.

e Output distribution requirements.

*  Expected transaction volumes, including project transaction growth.
e Critical system performance requirements.

Information security teams should be involved throughout the business and
operational requirements phase to ensure that security concerns are properly
addressed and reflected in the requirements document. The risk-assessment
methodology is performed mainly during this phase to provide early secu-
rity perspectives for the project team.

Design

This phase involves describing the necessary specifications, features and
operations that will satisfy the functional requirements of the proposed
system. It includes the ability to transpose the business and operational
requirements into functional requirements to reflect the anticipated
user experience associated with the system or application. Functional
specifications reflect the user’s perspective, which has been translated
into the preliminary design. For maintenance and enhancement activi-
ties, the focus is on using a before/after description to document what
will change.
Functional specifications should include the following:

*  Data flow diagrams: Tracing data through all their processing points.

e Data definitions: Defining data, data relationships and naming
conventions.

*  Screen definitions: Defining input fields and checking ranges.

* Inputs: Sources of inputs, types of data and description of data.

*  Report definitions: Describing reports, the data to be contained in each
report, how the data values are derived and the users who utilize spe-
cific reports.
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*  Control and security requirements: Inputting editing requirements,
audit log trails for critical data from the point of origin to the point of
disposition and audit log trails for the use of privileges and identifying
critical processing areas.

*  System interface requirements: Identifying interaction points between
this system and other systems, anticipated inputs and outputs, response
time expectations and other intersystem dependencies.

*  Backup, restart and recovery: Determining the frequency of backup, rationale
behind backup, backup retention requirements, restart requirements specify-
ing how the application should be restarted and recovery requirements.

*  Contingency requirements: Conducting an analysis to determine how
long the application can be unavailable before the business is affected
and identifying datasets, software and other items that need to be
restored at an offsite processing centre.

* Hardware requirements: Determining communication requirements,
disk space and processing equipment.

*  Service-level requirements: Determining uptime requirements, required
response times, critical windows, deadlines for input and deadlines for
report distribution.

e Capacity requirements: Determining transaction volumes and expected
growth.

e Conversion requirements: Developing a method to be used to create
data on the new system, a method to reconcile data during conversion,
cutover requirements and a process for verifying converted data.

During the functional specifications process, information security teams
should generally be involved in supporting the project team’s efforts to
capture the preliminary design and functional description of the system
or application. Functional specifications should include security-related
information such as technical features—that is, access controls and opera-
tional practices (i.e., awareness and training). Information security teams
should review and provide feedback on this document prior to the detailed
design phase.

Development

This phase entails engaging the programmer, network engineer and/or data-
base developer in the project. The work includes using a flow chart to ensure
that the process is organized. The development phase signifies the end of
the initial section of the process and the start of code development. Specifi-
cally, the code is produced according to the requirements produced in the
design phase.
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In the development phase, the system’s or application’s security features
are developed, configured and enabled, and the programme specifications
are used to describe the programme logic and processing requirements. The
programme specifications are developed as part of this phase prior to the
commencement of programming. These specifications provide the require-
ments necessary to determine the steps needed to code the programmes.

Information security teams should retain the right to perform source
code reviews for critical aspects of the system or application, including
user authentication, authorization and financial transactions. Source code
reviews should have an enhanced focus on code provided by third parties,
including offshore development organizations.

Testing

This phase involves system integration and system testing of programmes
and procedures and is normally carried out by a quality assurance (QA)
professional to determine whether the proposed design meets the initial set
of business goals. Testing may be repeated, specifically to check for errors,
bugs and interoperability, and should be performed until the end user finds
the results acceptable. Another part of this phase is verification and valida-
tion, both of which will help ensure successful completion.

Unit testing

Unit testing is an integral part of the agile software development process that
aims to identify and resolve bugs through a review of isolated sequences of
code. The unit test criteria should include the following:

*  File updating, merging and sorting.

e All decision logic.

*  All system or application interfaces and integration testing.
* Invalid transactions and the related error-handling routines.
*  Restart/recovery routines.

e Stress testing.

*  Error conditions.

*  Page counters and overflow headers.

System testing

During the system testing phase, code development for the project is
completed, and testing is performed to ensure that all functions work as
required.
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The system test environment is typically shared among all programmers
with strictly controlled changes to the environment. System test criteria
should include the following:

e Verification that all functionality is performed as specified by the func-
tional and design specifications.

e Programme interfaces.

e Other system interfaces.

*  Restart and recovery procedures.

e Transaction validation and rejection.

e Transaction processing cycles.

*  System or application performance criteria.

e System or application output generation.

e Stress testing.

e Error handling.

e Input/output verification.

*  Procedures and restrictions regarding the use of production data.

e Complete and accurate audit log trails.

e Security testing—that is, authentication and authorization.

»  System or application security testing—that is, ethical hacking.

*  Code reviews of critical sections of code and externally developed code.

Where possible, system or application security testing should be executed
using an automated testing tool. This will support the creation of tests and pro-
cedures that can be used for regression testing during future enhancements.

Parallel test plan

Where an existing system or application is in place, parallel testing ensures
that the functions within a simulated production environment are equivalent
to the existing process.

During the system testing phase, information security teams should be
deeply involved in reviewing the security tests written by the project/test
team and validating the security testing results. Security teams may also
elect to perform a penetration test to ensure that the development team con-
siders common security vulnerabilities.

Deployment

Deployment involves the actual installation of the newly developed system
and/or application. This step puts the project into production by moving the
data and components from the old system into the new system through a direct
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cutover. While this can be a complicated transition, the cutover typically
occurs during off-peak hours, thus minimizing the risk.

The cutover/installation plan documents the transition from an old system
or application to a new one. This plan should address any migration of pro-
duction data that has not been performed. It should also address the instal-
lation activities and coordination with system users. Fallback procedures
should be defined in the event of an erroneous transition.

Maintenance

This phase involves maintenance and requires regular updates. During this
step, end users can refine the system to boost performance, add new capa-
bilities or meet additional user requirements. It also includes a post-imple-
mentation review, conformance and defect tracking.

Post-implementation review

A post-implementation review ensures that the system or application
is operating at a satisfactory level. This review involves soliciting user
feedback on the overall effectiveness of the project and the achieve-
ment of the requirements and timelines. This information provides valu-
able insight for future projects and identifies potential shortcomings in
the SDLC.

Security teams should participate in the post-implementation review to
confirm that the security capabilities deployed are satisfactory.

At this time, the documentation of all security decisions made in sup-
port of the system or application is finalized, and variances from existing
security policies and standards are noted. Where variances are permitted on
a temporary basis, tracking is initiated to ensure that they are resolved in
accordance with an agreed-upon schedule.

Conformance and defect tracking

The project management process should ensure conformance with all
aspects of the SDLC. In this context, conformance refers to ensuring that
the documents itemized earlier are created, reviewed and approved before
the next phase of the SDLC.

Any modification to a document, once approved, should be reviewed,
and all impacted groups should agree on the change. Defect-checking tools
should be used to monitor and track identified defects during all testing
phases. This provides a basis for making informed decisions regarding the
status and resolution of any defects.
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Secure software development lifecycle

The secure software development lifecycle (SSDLC) is the process of
including security artefacts in the SDLC process.

An SSDLC is a framework that defines the process used by organizations
to build an application from its inception to decommission. Throughout
the years, multiple standard SDLC models have been proposed (waterfall,
iterative, agile) and integrated into various organizational environments via
multiple ways.

Planning and requirements
The first step in any initiative is to map out a planning process. During

this phase, an organization must identify the release theme, contents and
timeline. This phase typically includes activities such as collecting end-user
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requirements, determining user stories to include in the release, and plan-
ning release phases and dates.
Key considerations during this phase include the following:

*  Ensuring that an application meets business requirements.

*  Engaging in threat modelling/secure design.

*  Choosing the language and libraries to use in the development process.
*  Mapping test cases to business and functional requirements.

Architecture and design

In the architecture and design phase, the organization’s technology teams
should follow the architecture and design guidelines to address identified
risks. In addition, this phase evaluates the planned system design and poten-
tial integration with other systems, as well as the incorporation of shared
services and common security controls, including the following:

e Authentication.

*  Disaster recovery (DR).
e Intrusion detection.

* Incident reporting.

When vulnerabilities are addressed early in the design phase, processes
include threat modelling and architecture risk analysis to assist in simplify-
ing and providing a secure development process.

Test planning

Applying security controls in the testing phase should be considered care-
fully and planned logically. The intent is to integrate the controls into
existing systems; therefore, challenges to system performance should be
discovered early. Additionally, some security controls may limit or hinder
normal development activities.

For new information systems, the security requirements identified and
described in the appropriate system security plans should be designed,
developed and implemented.

System security plans for operational information systems may require the
development of additional security controls to supplement in-place controls
or the modification of controls that are deemed less than effective.

During this phase, decisions are made based on integration challenges
and trade-offs. It is important to document major decisions and business/
technology drivers.



System development lifecycle 55

In cases where the application of a planned control is not possible or
advisable, compensatory controls should be considered and documented.

Coding

During the development phase, the organization’s development teams
should train developers in secure coding practices. While performing the
usual code review to ensure that the project has the specified features and
functions, developers should minimize security vulnerabilities introduced
in the code by integrating secure coding practices—that is, OWASP. Spe-
cifically, the source code should be periodically reviewed using automated
tools or manual spot checks for common programming errors that have a
detrimental impact on system security, including the following:

e Cross-site scripting vulnerabilities.

*  Buffer overflows.

*  Race conditions.

*  Object model violations.

*  Poor user input validation and error handling.

*  Exposed security parameters.

e Passwords in the clear.

*  Violations of stated security policy, models or architecture as part of the
software development QA process.

»  Using open-source components in a secure way.

e Static code analysis.

*  Vulnerability scanning.

Testing and results

To reduce redundant functional and security testing activities, the following
recommendations are made:

*  Functional test plans should include general security feature testing to
the greatest extent possible.

e Preliminary testing of basic security controls should be performed
during functional testing to reduce or eliminate issues earlier in the
development cycle—that is, mandatory access controls, secure code
development and firewalls.

e Preliminary testing is considered development-level testing, not cer-
tification and accreditation (C&A) testing, and if no changes occur,
test results should be reused to the greatest extent possible in the
C&A.
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»  For systems of high visibility and sensitivity, independent development
testing should be considered.

e Preliminary testing should be completed at the component or security zone
level to ensure that each component or security zone is secure as an entity.

*  The process and results of all security testing that occurs throughout
the lifecycle should be captured for evaluation, issue identification and
potential reuse.

The following vulnerability assessments should also be considered during
this phase:

*  Dynamic code analysis.
e Penetration testing.

*  Ethical hacking.

*  Password hacking.

Release and maintenance

After deployment and implementation, security practices should be fol-
lowed throughout software maintenance. Applications should be regularly
updated and assessed as follows:

*  Security assessment.

e Vulnerability scanning.
e Penetration testing.

*  Ethical hacking.

Cloud environments

Vulnerability management is the process of identifying, classifying, remediat-
ing and mitigating vulnerabilities, especially in software and firmware. This
process becomes complex in a cloud-based environment, as various layers of
technology can be managed by different organizations based on the implemen-
tation. An organization’s vulnerability management programme should extend
to ensuring that vendor-managed cloud-based solutions have appropriate con-
trols in place to align with the organization’s risk appetite and risk tolerance.

Vulnerability scanning in a cloud environment

The differences between traditional technology environments and cloud-
based environments arise primarily from (1) an organization outsourcing
the ability to own and control the infrastructure for cloud services to an
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external vendor and (2) the organization being unable to access the vul-
nerability data of native cloud services. There is an inability to associate
the data with cloud-native vulnerabilities, as CVE IDs are not generally
assigned to them. Therefore, it becomes difficult for organizations as cli-
ents to make informed, risk-based decisions regarding vulnerable cloud
services. For example, when should the organization decide to reject the
risk and stop using a cloud service or accept the risk and continue using
the service?

Furthermore, even if CVE IDs are assigned to cloud-native vulnerabili-
ties, the differences between traditional and cloud environments are so vast
that vulnerability data that are normally associated with a CVE in a tra-
ditional environment are inadequate for cloud service vulnerabilities. For
example, in a traditional IT environment, CVEs are linked to a software ver-
sion, and the organization can determine whether a software application is
vulnerable by checking the version. In cloud services, the software version
is usually known only to the cloud service provider. Therefore, the organiza-
tion as a client may be unable to apply security controls or other mitigations
to address the risk of a vulnerability.

Owing to these differences, the cloud provider should consider including
vulnerability data that are useful in the context of a cloud service. Spe-
cifically, vulnerability data provided by the cloud provider would provide
the organization with the ability to make risk-based decisions, including
whether to continue or stop using a cloud service.

EXAMPLE: Vulnerability Scanning in Amazon Web Services Elastic
Container Registry.

The Amazon Web Services (AWS) Electric Container Registry (ECR) is a
fully managed container registry that makes it easy for developers to store,
manage and deploy container images. Image scanning is an automated vul-
nerability assessment feature in an ECR that helps improve the security of
an organization’s application container images by scanning them for a broad
range of OS vulnerabilities.

Implement image scanning for containers

Container security comprises a range of activities and tools involving devel-
opers, security operations engineers and infrastructure administrators. One
crucial link in the cloud-native supply chain is scanning container images
for vulnerabilities and obtaining actionable insights. ECR image scanning
uses the ECR native solution and provides an implementation strategy for a
specific use case and scheduled re-scans as the foundation.
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Prevent images with known vulnerabilities from
entering production

An organization can enable image scans or push for its repositories to
ensure that every image is automatically checked against an aggregated set
of CVEs. The AWS ECR uses the severity of a CVE from an upstream
distribution source if available; otherwise, the common vulnerability scor-
ing system (CVSS) score can be used to obtain the National Vulnerability
Database vulnerability severity rating. This can assist an organization with
automated detection and responses to container image vulnerabilities prior
to promoting and deploying an image into production.
There are two kinds of scanning:

Static scanning is performed in environments prior to deployment with
the implication that developers (or secops) can detect vulnerabilities
before a container is launched. ECR image scanning falls under this
category; that is, it enables an organization to scan OS packages in
container images for CVEs, a public list of known security threats,
without the need for an organization to set up its own scanning infra-
structure or purchase third-party scanning licences.

Dynamic scanning is executed in a runtime environment and identifies
vulnerabilities for containers running in test, QA or production envi-
ronments, making it possible to identify vulnerabilities introduced by
software installed post-build as well as zero-day vulnerabilities. For
dynamic (or runtime) container security, there is an array of options
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Figure 5.3 Native container image scanning in Amazon ECR (AWS, 2019).
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provided by third parties, from open-source solutions such as CNCF
Falco to offerings through AWS container competency partners,
including Aqua Security, Trend Micro and Twistlock.

Once applications are in production, verify that they remain vulnerability
free. An organization can also scan images using an application program-
mable interface (API) command, allowing it to set up periodic scans for
running container images to ensure continued monitoring. ECR sends a
notification when a scan is completed, and the results are available in the
console and over the APIL.

Use case

This use case shows scheduled re-scans of container images used in a pro-
duction environment. For example, the individual is in a secop role, looking
after several ECR repositories, and rather than manually scanning images
and reviewing the detailed findings of the image scans, he or she may use a
high-level overview and the ability to drill down on a per-repository basis.
The sample setup consists of four lambda functions, providing an HTTP API
for managing scan configurations and taking care of scheduling the image
scans, as well as an S3 bucket for storing the scan configurations:
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Figure 5.4 Native container image scanning in Amazon ECR (AWS, 2019).
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Auditing configuration management

Securely configuring an organization’s cloud technology environment is a
responsibility shared between the organization and AWS. The organization
provides requirements for secure configuration settings and expects AWS to
provide a mechanism to implement and regularly audit the configurations
in place.

Risk-management practice — DevOps

DevOps is a term used to describe better communication and collaboration
between application development professionals and infrastructure operations
professionals. It refers to a set of emerging practices to enable developers and
operations professionals to work together. Developers want to release software
more frequently, while operations professionals want to protect the stability
of the infrastructure. DevOps is a business strategy of overlapping traditional
operational and developmental lanes to create an environment that continually
improves operations through the cross-pollination of developers and opera-
tors. The overall strategic objective of DevOps is to maximize investment out-
comes and ensure that customers continually receive increased service quality
and features in a manner that satisfies their needs. This analysis will focus on
integrating risk-management practices into the DevOps framework.

The overall goal of DevOps is to improve the business value of the work
completed in IT and to focus on the following goals:

e Deliver measurable business value through continuous and high-qual-
ity service delivery.

*  Emphasize simplicity and agility in all areas, including technology, pro-
cess and human factors.

e  Break down barriers between development and operations by enabling
trust and sharing. ownership, supporting innovation and encouraging
collaboration.

*  Manage dynamic compliance, as access/sharing laws change rapidly.

DevOps represents a change in IT culture, focusing on rapid IT service
delivery through the adoption of agile, lean practices in the context of
a system-oriented approach. DevOps emphasizes people (and culture)
and seeks to improve collaboration between operations and develop-
ment teams. DevOps implementations utilize technology—especially
automation tools that can leverage an increasingly programmable and
dynamic infrastructure from a lifecycle perspective.

Gartner
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. Continuous Integration . Continuous Delivery . Continuous Feedback

Figure 5.5 Elements within the DevOps process (AWS, 2019).

1 Agile and lean refer to teams iterating, with short development cycles
and fast feedback. Agile focuses on culture and is agnostic in regard to
the tools used.

2 DevOps refers to how engineering organizations collaborate using
cross-functional teams. DevOps starts with culture and drives towards
tooling.

3 System reliability engineering (SRE) refers to how engineering orga-
nizations automate, entrusting highly scaled operations to people with
a software engineering mindset. SRE starts with tooling and drives
towards culture.

4 DevOps variants (such as “SecDevOps”) involve the insertion or
addition of another organization/practice early in the SDLC, and the
prevalence of these different types of DevOps speaks to the increasing
integration of functions in modern organizations.

DevOps incorporates many variations on the theme. However, most
observers would agree that the following capabilities are common to virtu-
ally all DevOps cultures: (1) collaboration, (2) automation, (3) continuous
integration, (4) continuous delivery, (5) continuous testing, (6) continuous
monitoring and (7) rapid remediation.
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Figure 5.6 The elements of SecDevOps (Humble & Molesky, 2011).

Collaboration

Development and IT operations work together, and DevOps extends far
beyond the IT organization due to the need for collaboration, which extends
to all stakeholders in the delivery of software.

“The foundation of DevOps success is how well teams and individuals
collaborate across the enterprise to get things done more rapidly, efficiently
and effectively” — Tony Bradley, “Scaling Collaboration in DevOps”,
DevOps.com.

Automation

DevOps relies heavily on automation and tools and on toolchains to auto-
mate large parts of the end-to-end software development and deployment
process.
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Figure 5.7 Tools and services for DevOps (Humble & Molesky, 2011).

Continuous integration

Continuous integration is essential in DevOps cultures because DevOps
emerged from an agile culture, and continuous integration is a fundamental
tenet of the agile approach:

A cornerstone of DevOps is continuous integration (CI), a technique designed
and named by Grady Booch that continually merges source code updates
from all developers on a team into a shared mainline. This continual merging
prevents a developer’s local copy of a software project from drifting too far
afield as new code is added by others, avoiding catastrophic merge conflicts.
— Aaron Cois, “Continuous Integration in DevOps”, DevOps blog,
Software Engineering Institute, Carnegie Mellon

The continuous integration principle of agile development has cultural
implications for the development group. Forcing developers to integrate
their work into other developers’ work frequently, at least daily, exposes
integration issues and conflicts much earlier than the waterfall development
approach. However, to achieve this benefit, developers must communicate
with each other much more frequently.

Continuous testing

The testing piece of DevOps is easy to overlook, according to Gartner:
“Given the rising cost and impact of software failures, you can’t afford to
unleash a release that could disrupt the existing user experience or introduce



64 System development lifecycle

new features that expose the organization to new security, reliability, or
compliance risks”.

Continuous testing is not just a QA function; in fact, it starts in the devel-
opment environment. Developers build quality into the code and provide
test data sets. QA engineers configure automation test cases and the testing
environment.

On the QA side, speed is essential. Test engineers meet the challenge of
quick turnaround not only by automating the test process but also by rede-
fining test methodologies:

Continuous testing creates a central system of decisions that helps you
assess the business risk each application presents to your organization.
Applied consistently, it guides development teams to meet business
expectations and provides managers visibility to make informed trade-
off decisions to optimize the business value of a release candidate.
—Continuous Testing for IT Leaders, Parasoft.

Operations can ensure that monitoring tools are in place and test envi-
ronments are properly configured. They can participate in functional, load,
stress and leak tests and offer analysis based on their experience with similar
applications running in production.

The test function in a DevOps environment helps developers balance
quality and speed. Using automated tools reduces the cost of testing and
allows test engineers to leverage their time more effectively. Most impor-
tantly, continuous testing shortens test cycles by allowing integration testing
earlier in the process.

Continuous testing also eliminates testing bottlenecks through virtual-
ized, dependent services and simplifies the creation of virtualized test
environments that can be easily deployed, shared and updated as systems
change. These capabilities reduce the cost of provisioning and maintaining
test environments and shorten test cycle times by allowing integration test-
ing earlier in the lifecycle.

Continuous delivery

The team at AWS defines continuous delivery as a DevOps “software devel-
opment practice where code changes are automatically built, tested and pre-
pared for a release to production”. It expands upon continuous integration
by deploying all code changes to a testing environment and/or a production
environment after the build stage. When continuous delivery is implemented
properly, developers will always have a deployment-ready built artefact that
has passed through a standardized test process.
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The actual release frequency can vary greatly depending on the com-
pany’s legacy and goals. High-performing organizations using DevOps
achieve multiple deployments per day compared to medium-performing
organizations who release once per week to once per month.

Exactly what is released varies depending on the organization. In some
organizations, QA and operations triage potential releases: (1) many go
directly to users, (2) some go back to development, and (3) a few simply are
not deployed at all. In comparison, other organizations push everything that
comes from developers out to users, counting on real-time monitoring and
rapid remediation to minimize the impact of a rare failure. It is important to
note that because each update is small, the chance of any one of them caus-
ing a failure is significantly reduced.

Continuous delivery enables businesses to reduce the cycle time to obtain
faster feedback from users, reduce the risk and cost of deployments, gain
visibility of the delivery process itself and manage the risks of software
delivery more effectively.

From a risk and compliance perspective, continuous delivery is a more
mature, efficient and effective method of applying controls to meet regula-
tory requirements than the traditional combination of automated and manual
activities.

Continuous monitoring

Given the sheer number of releases in a continuous delivery environment, it
is difficult to implement the rigorous pre-release testing typically required in
waterfall development approaches. In a DevOps environment, failures must
be found and fixed in real time. With continuous monitoring, teams measure
the performance and availability of software to improve stability. Continu-
ous monitoring helps identify the root causes of issues quickly to proac-
tively prevent outages and minimize user issues. Some monitoring experts
even advocate that the definition of a service must include monitoring, as it
is viewed as integral to service delivery.

Similar to testing, monitoring starts in development. The same tools used
to monitor the production environment can be employed in development
to identify performance problems before a product moves into production.
Two kinds of monitoring are required for DevOps: (1) server monitoring and
(2) application performance monitoring.

Integration of risk-management practices in DevOps

Through 2015, 80% of the risks associated with attaining DevOps pro-
gramme objectives stemmed from how organizational change was managed.
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The risk-management process shows how to evaluate, starting with the
absence of internal controls, which is known as inherent risk. With the inclu-
sion of proper code certification, which indicates that the overall system
works as intended and that its environment protects it from undue influ-
ences, the risk is mitigated. Secure capabilities allow stakeholders to take
proactive actions such as quarantining, meaning moving or deleting sen-
sitive or non-public information from their network before it negatively
impacts their capabilities through unauthorized exposure and results in a
brand, reputational, financial, legal or cybersecurity risk to the business.
Stakeholders should be empowered to do the following:

*  Continuously monitor all networks and automate actions.

* Discover, classify and act on all transactions involving data that have
been identified as sensitive, critical or confidential to create informa-
tion privacy solutions.

*  Facilitate compliance with all laws and regulations that apply to data,
users and transactions based on local and global laws as they apply.

*  Scale with information and footprint growth and provide data protec-
tion in a timely and cost-effective manner that allows for predictable
constant mission outcomes.

» Easily install, deploy and update in a reasonable time frame to all appli-
ances that are utilized by the organization in a manner that does not
interrupt end-user expectations.

e Minimize the need for IT oversight by creating automated pre-defined
actions for information privacy solutions and data loss prevention.

*  Optimally, develop a data security and data privacy dashboard similar
to and integrated with network management systems.

*  Provide daily, weekly, monthly and annual reports that can be used to
satisfy audit requests.

*  Reduce business risk and liability.

A common reason for not implementing DevOps and continuous delivery
in IT organizations is that this approach does not comply with industry stan-
dards and regulations unless the risk-management process is considered.
Two controls that are often cited are the segregation of duties and change
management.

Regulations and standards require organizations to prove that they know
what is happening and why. Therefore, protecting information and services
and performing accurate reporting are essential. Compliance with author-
ities to acquire certain data and the mechanisms employed to secure the
data acquired are at the forefront of many discussions today. Most IT orga-
nizations are subject to regulation and implement controls to ensure that
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they comply. Controls are also essential in reducing the risk of loss, which may
affect the confidentiality, integrity, availability and privacy of information.

Leveraging a risk-management approach would facilitate an understand-
ing of the residual risk once internal controls are implemented. This would
allow the business to gain an understanding of the alignment of residual risk
with its risk profile.



6 Risk-management practice —
business continuity management

A business continuity management (BCM) programme manages an organiza-
tion’s risk of business disruption through the implementation of IT readiness for
business continuity. A failure of ICT services may potentially result in security
issues, such as system intrusion and malware infections. The organization’s [CT
readiness for business continuity (IRBC) is based on ISO 27031 and includes
incident preparedness, DR planning and emergency response and management.

BCM is a holistic management process that identifies potential threats to
the continuity of an organization’s business activities and provides a frame-
work for building resilience and capability through an effective response
that safeguards the interests of the organization from disruptions.

As part of an organization’s BCM process, IRBC is a component of the
programme.

IRBC focuses on the management of one or more systems that comple-
ment and support the organization’s BCM programme to improve the orga-
nization’s readiness for the following:

*  Respond to the constantly changing risk environment.

*  Ensure the continuation of critical business operations supported by the
related ICT services.

*  Be ready to respond before an ICT service disruption occurs upon
detection of one or a series of related events that become incidents.

*  Respond to and recover from incidents/disasters and failures.

siness Business ;
Disaster Business ) Bus'fle.';.s ;
Planning Impact ontinuity Continuity eploymen
Analysis Managemen, Plan

Figure 6.1 The business continuity process (phoenixNAP, 2020).
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Key principles

An organization’s BCM programme should be based on the following key
principles:

* Incident prevention — Protecting ITS from threats, such as environmen-
tal and hardware failures, operational errors, malicious attacks and nat-
ural disasters, is critical to maintaining an organization’s desired level
of system availability.

e Incident detection — Incidents should be detected at the earliest oppor-
tunity to minimize the impact on services, reduce recovery efforts and
preserve the quality of service.

*  Response — Responding to an incident in the most appropriate manner
will lead to a more efficient recovery and minimize downtime.

* Recovery — Identifying and implementing the appropriate recov-
ery strategy ensures the timely resumption of services and main-
tains the integrity of data. Understanding the recovery priorities
allows the most critical services to be reinstated first. Services of a
less critical nature may be reinstated later or, in some circumstances,
decommissioned.

e Improvement — Lessons learned from small and large incidents should
be documented, analysed and reviewed. Understanding these lessons
will allow an organization to better prepare for, control and avoid inci-
dents and disruption.

Key elements

The key elements of the organization’s IRBC can be summarized as follows:

People: Specialists with appropriate skills and knowledge and compe-
tent backup personnel.

Facilities: The physical environment in which ICT resources are
located.

Technology:

» Hardware, including racks, servers, storage arrays, tape devices and
fixtures.

* Network, including data connectivity, voice services, switches and
routers.

* Software, including OS, application software, links or interfaces
between them.

* Applications and batch processing routines.

» Data: application data, voice data and other types of data.
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* Processes such as supporting documentation to describe the configu-
ration of ICT resources and enable the effective operation, recovery
and maintenance of those services.

Suppliers: Other components of end-to-end services where ICT service
provision is dependent upon an external service provider or another
organization within the supply chain—that is, a financial market
data provider, telecom carrier or Internet service provider.

Establishing an organization’s ICT readiness
using the plan perform check act

Policy
An organization’s IRBC policy provides documented principles to which it

will aspire and against which its effectiveness can be measured. It should

» establish and demonstrate the commitment of management to an IRBC
programme,
* include or refer to the organization’s IRBC objectives,

Figure 6.2 The elements of the ICT readiness process (ISO, 2020).
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e define the scope of IRBC, including limitations and exclusions,

*  be approved and signed off on by management,

e be communicated to appropriate internal and external stakeholders,

e identify and provide relevant authorities for the availability of resources
such as the budget and personnel necessary to perform activities in line
with the IRBC policy and

* bereviewed at planned intervals and when significant changes, such as
environmental changes or changes in the organization’s business and
structure, occur.

Planning

The main objective of the planning phase is to establish the organization’s
ICT readiness requirements, including the following:

*  The IRBC strategy and IRBC plan that are required to support the legal,
statutory and regulatory requirements relating to the defined scope and
the achievement of the organization’s business continuity aims and
objectives.

e The performance criteria needed by the organization to monitor the
degree of ICT readiness required to achieve those aims and objectives.

Resources

As part of the policy mandate, the organization defines the need for an IRBC
programme as part of its overall BCM objectives and determines and pro-
vides the resources needed to establish, implement, operate and maintain
the IRBC programme.

IRBC roles, responsibilities, competencies and authorities should be
defined and documented.

Management should perform the following tasks:

e Appoint or nominate a person with appropriate seniority and authority
to be accountable for IRBC policy and implementation.

e Appoint one or more competent persons who, irrespective of other
responsibilities, should implement the elements of this programme.

*  Maintain the IRBC management system as described by the programme.

Competency of staff

The organization should ensure that all personnel who are assigned IRBC
responsibilities are competent to perform the required tasks.
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Defining requirements

As part of its BCM programme, the organization should categorize its activ-
ities according to their priority for continuity, as determined by a business
impact analysis, and define the minimum level at which each critical activity
needs to be performed.

Management should agree upon the organization’s business continuity
requirements, and these requirements will result in recovery time objectives
(RTOs) and recovery point objectives (RPOs) for the minimum business
continuity objective (MBCO) per product, service or activity. RTOs start
from the point at which a disruption occurs and run until the product, service
or activity resumes.

Understanding critical services

There may be several ICT services that are critical and required to enable
recovery to take place. Each of these critical ICT services should have its
own documented RTO and RPO for the MBCO of the ICT service. The
objectives may include aspects of ICT service delivery, such as the help-
desk. The RTO of critical ICT services will invariably be a lower priority
than the RTO of business continuity. The organization should identify and
document its critical ICT services to include brief descriptions and names
that are meaningful to the organization at the service user level. This will
ensure a common understanding between business and ICT staff, as differ-
ent names may be used for the same ICT service. Each critical ICT service
listed should identify the product or service that it supports, and management
should agree upon the ICT services and the associated IRBC requirements.

For each critical ICT service identified and agreed upon, all ICT com-
ponents of the end-to-end service should be described and documented to
show how they are configured or linked to deliver each service. Both the
normal ICT service delivery environment and the ICT continuity service
delivery environment configurations should be documented.

For each critical ICT service, the current continuity capability—that is,
the existence of a single point of failure—should be reviewed from a pre-
vention perspective to assess the risks of service interruption or degradation,
which can be taken as part of the overall BCM risk-assessment exercise.
Opportunities to improve ICT service resilience and thereby lower the likeli-
hood and/or impact of service disruption should also be sought. This type of
review may also highlight opportunities to enable early detection and reac-
tion to ICT service disruption. The organization can decide whether there is
a business case for investing in identified opportunities to improve service
resilience. This risk assessment, which may form part of the organization’s
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overall risk-management framework, may also inform the business case for
enhancing ICT service recovery capability.

Identifying gaps between ICT readiness capabilities
and business continuity requirements

For each critical ICT service, the current ICT readiness arrangements, such
as prevention, monitoring, detection, response and recovery, should be
compared with business continuity requirements, and any gaps should be
documented.

Management should be informed of any gaps between critical IRBC
capability and business continuity requirements. Such gaps might indicate
risks and the need for additional resilience and recovery resources, such as
the following:

e Staff, including numbers, skills and knowledge.

*  Facilities to house ICT equipment—that is, a computer room.
*  Supporting technology, plant, equipment and networks.

* Information applications and databases.

*  Finance or budget allocation.

»  External services and suppliers.

Management should sign-off on the ICT service definitions, the docu-
mented list of critical ICT services and the risks associated with iden-
tified gaps between critical IRBC capability and business continuity
requirements.

This should include, where appropriate, signing off on identified risks.
The options for addressing the identified gaps and risks should then be
explored by determining IRBC strategies.

Determining IRBC strategy options

IRBC strategies should define the approaches to implement the required
resilience strategies so that the principles of incident prevention, detection,
response, recovery and restoration are in place.

A full range of IRBC strategy options should be evaluated. The strat-
egies chosen should support the business continuity requirements of the
organization.

The organization should consider implementation and ongoing resource
requirements when developing the strategy. External suppliers may be con-
tracted to provide specialized services and skills that play an important role
in supporting the strategy.
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The IRBC strategy should be flexible enough to cater to different business
strategies in different markets.

In addition, the strategy should consider internal constraints and factors,
such as the following:

*  Budget.

*  Resource availability.

*  Potential costs and benefits.

*  Technological constraints.

*  The organization’s risk appetite.

e The organization’s existing IRBC strategy.
*  Regulatory obligations.

IRBC strategy options

The organization should consider a range of options for the incident readi-
ness of its critical ICT services. The options should allow for increasing
protection and resilience as well as providing for recovery and restoration
from an unplanned disruption and may include an internal arrangement.
Services delivered to the organization may be provided externally by one or
more third parties.

The options should consider the various components required to ensure
the continuity and recovery of critical ICT services.

Skills and knowledge

The organization should identify appropriate strategies for maintaining core
ICT skills and knowledge. This may extend beyond employees to contrac-
tors and other stakeholders who possess extensive ICT specialist skills and
knowledge. Strategies to protect or provide those skills may include the
following:

*  Documentation of the way in which critical ICT services are performed.

e Multiskill training of ICT staff and contractors to enhance skill
redundancy.

*  Separation of core skills to reduce the concentration of risk.

*  Knowledge retention and management.

Facilities

According to the identified risks, the organization should devise strategies to
reduce the impact of the unavailability of normal ICT facilities.
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These may include one or more of the following:

e Alternative facilities within the organization, including displacement of
other activities.

e Alternative facilities provided by other organizations.

e Alternative facilities provided by third-party specialists.

*  Working from home or at other remote sites.

e Other agreed-upon suitable working facilities.

*  Use of an alternative workforce at an established site.

e Alternative facilities that can be transported to the site of the disruption
and used to directly replace some of the physical assets involved.

Strategies for ICT facilities can vary significantly, and a range of options
may be available. Different types of incidents or threats may require the
implementation of multiple strategies that will be driven in part by the orga-
nization’s size, breadth of activities, locations, technologies and budget.

In considering the use of alternative premises, the following should be
considered:

e Site security.
e Staff access.
*  Proximity to existing facilities.
e Availability.

Technology

The ICT services upon which critical business activities depend should be
available in advance of the resumption of the dependent critical business
activities. The required solutions should ensure the availability of applica-
tions within specific time frames; that is, the RTOs should be determined
as part of the business impact analysis (BIA). Technology platforms and
application software should be put in place within time frames demanded
by the organization. Technologies that support critical ICT services fre-
quently require complex arrangements to ensure continuity, and the follow-
ing should be considered when selecting IRBC strategies:

e RTOs and RPOs for critical ICT services that support the critical activi-
ties identified by the BCM programme.

e Location and distance between technology sites.

e Number of technology sites.

*  Remote access to systems.

*  Cooling requirements.
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*  Power requirements.

*  Use of unstaffed sites.

e Telecoms connectivity and redundant routing.

¢ The nature of “fallback”—that is, manual or automatic intervention—
that is required to activate alternative ICT provision.

*  Level of automation required.

*  Technology obsolescence.

e Outsourced service provider connectivity and other external links.

Data

Additionally, critical business activities may depend on the provision of
up-to-date or near-up-to-date data. Data continuity solutions should be
designed to meet the RPOs of each critical business activity of the organiza-
tion as they relate to critical business activities. The selected IRBC options
should ensure the ongoing confidentiality, integrity and availability of criti-
cal data that support critical activities. Data storage and IRBC strategies
should meet the organization’s business continuity requirements and should
consider the following:

* How data are securely stored—that is, disk, tape or optical media;
appropriate backup and restoration mechanisms should be in place to
ensure that the data are secure and in a safe environment.

*  Where information is stored, transported or transmitted, distance; loca-
tion, network links, onsite, offsite or third party; and expected time
frames for the retrieval of backup media.

* Restoration time frame, driven by the volume of data, how they are
stored and the complexity of the technical restoration process along
with the requirements of service users and the needs of organizational
continuity.

An understanding of the “end-to-end” use of data throughout the organiza-
tion is critical and may include information feeds to and from third parties.

Processes

In selecting its IRBC strategy, the organization should consider the processes
necessary to ensure the viability of that strategy, including those necessary in
incident prevention, incident detection, incident response and DR. The orga-
nization should also identify any factors necessary for the effective imple-
mentation of those individual processes—that is, key skill sets, critical data,
key enabling technologies or critical equipment/facilities.
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Suppliers

The organization should identify and document external dependencies that
support ICT service provision and take adequate steps to ensure that criti-
cal equipment and services can be provided by its suppliers within pre-
determined and agreed-upon time frames. Such dependencies may exist for
hardware, software, telecoms, applications, third-party hosting services,
utilities and environmental issues, such as air conditioning, environmental
monitoring and fire suppression.
Strategies for these services may include the following:

*  Storage of additional equipment and software copies at another location.

* Arrangements with suppliers for the delivery of replacement equipment
at short notice.

*  Rapid repair and/or replacement of faulty parts in the event of an equip-
ment malfunction.

*  Dual supply of utilities such as power and telecoms.

*  Emergency generating equipment.

»  Identification of alternative/substitute suppliers.

The organization should include ICT and BCM requirements in contracts with
its partners and service providers. Contract schedules should include refer-
ence to each party’s obligations, agreed-upon service levels, response to major
incidents, cost assignment, exercising frequency and corrective actions.

Signing off

The selected IRBC strategy options should be presented to management with
recommendations for a decision based on risk appetite and cost. Managers
should be advised whether the selected IRBC strategy options are unable
to meet the business continuity requirements, in which case they should be
informed of current capability. Managers should select the IRBC strategies
from the options presented to them and approve and sign-off on the docu-
mented options to confirm that the options have been properly undertaken
and support the overall business continuity requirements.
The selected IRBC strategy options should

«  cater to the likely risks and effects of disruption,

*  be integrated with the organization’s chosen business continuity strate-
gies and

*  be appropriate for meeting the organization’s overall objectives within
its risk appetite.
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Enhancing IRBC capability

Enhancing resilience

The organization should include within its high-level IRBC strategy and
plans reference to specific enhancements of its IRBC capabilities, which are
required to fulfil its identified IRBC requirements. These enhancements may
be achieved through preventative and corrective actions as well as other
specific processes or methodologies that are relevant responses to the orga-
nization’s BIA and risk appetite.

ICT readiness performance criteria

Identification of performance criteria

Within any ICT environment, there are many potentially threatening events,
such as hardware failures and security intrusion, and the organization should
be capable of monitoring the threats and understanding whether the IRBC
system is capable of adequately addressing them. The organization should
therefore define performance criteria to measure the effectiveness of its ICT
readiness. These criteria can be used to determine the desired quality of the
response to a disruption in terms of both its effectiveness and efficiency.
Performance criteria for IRBC should be based on the IRBC requirements as
well as overall BCM objectives in terms of incident response and continuity
requirements.

Implementing the elements of IRBC strategies

Awareness, skills and knowledge

General awareness of the readiness of the elements of ICT services to
include people, facilities, technology, data, processes and suppliers, as well
as their critical components, is crucial in ensuring the required support for
the business continuity governance and management system, including ICT
readiness.

The organization should therefore:

* Raise, enhance and maintain awareness through an ongoing education
and information programme for relevant staff and establish a process
for evaluating the effectiveness of awareness delivery.

*  Ensure that staff are aware of how they contribute to the achievement
of IRBC objectives.
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The organization should ensure that all personnel who are assigned IRBC
management responsibilities are competent to perform the required tasks by

* determining the necessary competencies for such personnel,

*  conducting training needs analysis of such personnel,

e providing training,

*  ensuring that the necessary competence has been achieved and

*  maintaining records of education, training, skills, experience and
qualifications.

Facilities

ICT recovery systems and critical data should, where possible, be physically
separated from the operational site to prevent them from being affected by
the same incident. The location of all ICT environments should be consid-
ered when implementing the strategy. For example, if possible, training or
development ICT systems should be logically separated from production
systems, as there may be an opportunity for these systems to be reconfigured
in the event of a disaster to quickly restore production services.

The overall scalability, manageability, supportability, performance and
cost characteristics of the different implementation techniques should be
examined to identify those that are most appropriate for the chosen strate-
gies and support the overall business continuity aims and objectives.

Technology

ICT technology strategies should be implemented and may include one or
more of the following implementations and arrangements:

*  Hot standby, where ICT infrastructure is replicated across two sites.

*  Warm standby, where recovery takes place at a secondary site where
ICT infrastructure is partially prepared.

*  Cold standby, where infrastructure is built or configured from scratch at
an alternative location.

*  Ship-in arrangements, with external service providers providing hardware.

*  Composite arrangement of the preceding strategies: a “pick-and-mix”
approach.

Information security

The organization’s information security requirements should be included in
planning for business continuity and DR. An organization should ensure that
documented plans and response and recovery procedures are developed and
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approved, detailing how the organization will manage a disruptive event and
maintain its information security to a predetermined level based on manage-
ment-approved information security continuity objectives.

According to an organization’s information security continuity require-
ments, the organization should establish, document, implement and main-
tain the following:

* Information security controls within business continuity or DR pro-
cesses, procedures and supporting systems and tools.

*  Processes, procedures and implementation changes to maintain existing
information security.

*  Controls during an adverse situation.

*  Compensatory controls for information security controls that cannot be
maintained during an adverse situation.

Information processing facilities should be implemented with redundancy
sufficient to meet availability requirements. The organization should iden-
tify business requirements for the availability of information systems. Where
availability cannot be guaranteed using the existing systems architecture,
redundant components or architectures should be considered.

Where applicable, redundant information systems should be tested to ensure
that failover from one component to another component works as intended.

Data

The arrangements for the availability of data should be aligned with the
requirements identified within the IRBC management strategies and may
include the following:

*  Additional data storage in a format that ensures data availability within
the time frame identified in the business continuity programme.

*  Alternative locations for data storage that may be physical or virtual,
provided that the security and confidentiality of the data are maintained.

e Appropriate access procedures: if arrangements are made through third
parties for the storage of information, the information owners should
satisfy themselves that the appropriate controls are in place.

Processes

IRBC processes should be documented clearly, and in enough detail, to
enable competent staff to execute them. Some of these processes may differ
from daily operations. IRBC procedures may be dependent on the situation
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thatunfolds and, in practice, may need to be adapted based on the disruption—
that is, the degree of loss or damage, the organization’s operational priorities
and stakeholders’ demands.

Suppliers

The organization should ensure that critical suppliers are able to support
the IRBC service capabilities required by the organization. These suppli-
ers should have their own documented and tested business continuity and
IRBC plans with the capacity to support concurrent activations of incident
or recovery plans by customers. The organization should establish a process
to evaluate the capacity and capability of suppliers before engaging in their
services and should continuously monitor and review the ability of suppli-
ers after engaging them. Compliance with requirements/good practices in
relevant standards is a useful means of determining suppliers’ capability—
for example, the adoption of ISO/IEC 24762 best practices by suppliers
hosting/managing an alternate processing facility and providing ICT DR
services.

Incident response

For any ICT incident, there should be an incident response to

e confirm the nature and extent of the incident,
e take control of the situation,

e contain the incident and

e communicate with stakeholders.

The incident response should trigger an appropriate IRBC action. This
response should be integrated with the overall BCM incident response and
may invoke an incident management team. Individuals responsible for inci-
dent management should have plans for the activation, operation, coordina-
tion and communication of the incident response.

IRBC plan documents

The organization should have documentation to manage potential disrup-
tion and thereby enable the continuity of ICT services and the recovery
of critical activities. ICT incident management, business continuity and
technical recovery plans may be activated in rapid succession or simultane-
ously. The organization may develop specific plan documents to recover or
resume ICT services and return to a “normal” state. However, it might not
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be possible to define what “normal” looks like until sometime after the inci-
dent; therefore, it might not be possible to implement recovery plans immedi-
ately. The organization should therefore ensure that continuity arrangements
are capable of extended operation in support of wider business continuity,
allowing time for the development of “back-to-normal” recovery plans.

Content of plan documents

The organization’s ICT response and recovery plans should be concise and
accessible to those with responsibilities defined in the plans. Plans should
contain the elements discussed in the following sections.

Purpose and scope

The purpose and scope of each specific plan should be defined, agreed
upon by management and understood by those who will invoke the plan.
Any relationship to other relevant plans or documents within the organiza-
tion, particularly to BCPs, should be clearly referenced, and the method of
obtaining and accessing these plans should be described.

Each incident management and ICT response and recovery plan should
establish prioritized objectives in terms of the following:

*  The critical ICT services to be recovered.

e The time frame in which they are to be recovered.

*  The recovery level needed for each critical ICT service activity.
e The situation in which each plan can be invoked.

Plans may also contain, where appropriate, procedures and checklists that
support the post-incident review process.

Roles and responsibilities

The roles and responsibilities of the people and teams with authority, in
terms of both decision-making and authority to spend during and following
an incident, should be clearly documented.

Plan invocation

Invariably, time lost during a response cannot be regained. It is almost always
better to initiate an ICT response and subsequently stand it down than to miss
an opportunity to contain an incident early and prevent escalation. Therefore,
the organization should use the incident management escalation and invocation
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protocols contained within its wider business continuity incident management
plans as the basis for managing potential ICT-related service disruptions. The
method by which an ICT response and recovery plan is invoked should be
clearly documented. This process should allow for the relevant plans or parts
thereof to be invoked in the shortest possible time, either in advance of a
potentially disruptive event or immediately after the occurrence of an event.
The plan should include clear and precise descriptions of the following:

*  How to mobilize the assigned individual or team.

*  Immediate rendezvous points.

*  Subsequent team meeting locations and details of any alternative meet-
ing locations.

e Circumstances under which an IRBC response is deemed unnecessary—
that is, minor faults and outages that, even in the case of critical ICT
services, may be managed by normal helpdesk and support arrange-
ments and agreements.

*  Process for standing down the ICT response team once the incident is
over and returning to business as usual.

e ICT response and recovery plan documentation owner.

*  How the owner of the ICT response and recovery plan documentation will be
held accountable for regularly reviewing and updating the documentation.

*  How asystem of version control will be employed, all interested parties
formally notified and a formal continuity plan document distribution
record maintained.

*  Contact details.

ICT response and recovery plan documentation

The ICT response and recovery plan documentation should

e be flexible, feasible and relevant;

*  be easy to read and understand; and

*  provide a basis for managing serious issues that are deemed to merit an
IRBC response, typically following a significant disruption event.

The documentation should define the overarching framework within which
the recovery plans are organized, covering the following:

e Opverall strategy.

e Critical services with RTOs/RPOs.

e Timelines for recovery.

*  Recovery teams and their responsibilities.
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The plans should be documented such that competent personnel can use
them in the event of an incident and include the following:

*  Objectives: A short description of the objectives of the plans.
*  Scope: Covering the following, with reference to the results of the BIA:

The criticality of services: Description of the relevant services and
identification of their criticality.

Technology: An overview of the main technology that supports
services, including where it is maintained.

Business units: An overview of the entities that manage the technology.
Documentation: An overview of the main documentation for the
technology, including the locations where it is stored.

*  Availability requirements: Business-defined requirements for the avail-
ability of services and related technology.

e Information security requirements: Requirements for the information
security of services, systems and data, including confidentiality, integ-
rity and availability requirements.

e Technology recovery procedures: Description of the procedures to be
followed to recover ICT services, including the following:

A list of activities—that is, desktop support and restoration contact
information.

A list of activities for recovering networks, systems, applications
and databases to an agreed-upon level at an alternative location,
considering the changed environment—that is, how it could affect
line capacity and system-to-system communications.

Alist of activities for restoring basic functionality, such as security,
routing and logging.

Coordination within the application or among applications, data
synchronization and potential automated procedures for handling
a backlog of information.

The process needed to restore ICT services and turn them over to
their users to operate in recovery mode.

Backup procedures.

Where and how people can obtain further information and
instructions—that is, hotline numbers and steps to return to normal.

e Appendices

Inventory of information systems, applications and databases.
Overview of network infrastructure and server names.
Inventory of hardware and systems software.

Contracts and service-level agreements (SLAs).
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*  Key ICT suppliers

*  Business-as-usual suppliers.
*  Recovery service suppliers.

Awareness, competency and training programme

A coordinated programme should be implemented to ensure that processes
are in place to regularly promote IRBC awareness in general and to assess
and enhance the competency of all personnel who are relevant to the suc-
cessful implementation of IRBC.

Document control

Control of IRBC records
Controls should be established over IRBC records to

*  ensure that they remain legible, readily identifiable and retrievable and
*  provide for their storage, protection and retrieval.

Control of IRBC documentation

Controls should be established over IRBC documentation to ensure that

*  documents are approved prior to issuance;

* documents are reviewed, updated and re-approved as needed;

*  changes and the current revision status of documents are identified;

* relevant versions of applicable documents are available at points of
use;

e documents of external origin are identified, and their distribution is
controlled; and

*  the unintended use of obsolete documents is prevented, and such docu-
ments are suitably identified if they are retained for any purpose.

Monitoring and review

Maintaining IRBC

With change comes risk—not only the risk of failure but also the risk of
destabilizing existing policies and strategies. IRBC strategies should there-
fore be resilient and adaptable. Any change to ICT services that may affect
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IRBC capability should be implemented only after the business continuity
implications of the change have been assessed and addressed.

The following steps are necessary to ensure that the IRBC strategies and
plans remain appropriate for the organization:

*  Management should ensure that the IRBC strategies continue to support
the organization’s BCM requirements.

*  The change management process should include all parties responsible
for the planning and implementation of IRBC strategies.

*  The development process for new ICT services should include sign-off
that resilience has not been compromised by even the simplest upgrades
or improvements.

*  Due diligence on merger and acquisition activity should include a resil-
ience assessment.

* ICT component decommissioning should be reflected within related
IRBC management systems.

Monitoring, detection and analysis of threats

The organization should establish a process to continuously monitor and
detect the emergence of ICT security threats, including but not limited to
the following areas:

*  Retention of staff, skills and knowledge.

*  Management of facilities to house ICT equipment—that is, by monitor-
ing the amount and nature of security.

* Incidents/vulnerabilities related to computer rooms.

*  Changes in supporting technology, plants, equipment and networks.

*  Changes in information applications and databases.

*  Finance or budget allocation.

*  The effectiveness of external services and suppliers.

Testing and exercising

The organization should test not only the recovery of the ICT service but
also the protection and resilience elements to determine whether

»  the service can be protected, maintained and/or recovered regardless of
the incident severity,

*  the IRBC management arrangements can minimize the impact on the
business and

*  the procedures for returning to business as usual are valid.
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Test and exercise programme

In most instances, the whole set of IRBC elements and processes, including
ICT recovery, cannot be proved in one test and exercise.

A progressive exercising regime might therefore be appropriate for
building a full simulation of a real incident. The programme should
include different levels of exercise, from familiarization to computer
room resilience, and should consider all aspects of end-to-end ICT ser-
vice delivery.

There are risks associated with tests and exercises, and such activities
should not expose the organization to an unacceptable level of risk. The
test and exercise programme should define how the risk of individual
exercising is addressed. Management sign-off on the programme should
be obtained, and a clear explanation of the associated risks should be
documented.

The test and exercise programme objectives should be fully aligned with
the wider BCM scope and objectives and should complement the organiza-
tion’s broader exercise programme. Each test and exercise should have both
business objectives, even where there is no direct business involvement,
and a defined technical objective to test or validate a specific element of the
IRBC strategy.

Exercising individual elements in isolation at the component level is com-
plementary to full system exercising and should be maintained as part of an
ongoing test and exercise programme.

The test and exercise programme should define the frequency, scope and
format of each exercise. The following are high-level examples of exercise
scope:

*  Recovery of a single data file or database following corruption.

*  Recovery of a single server, including a full rebuild.

*  Recovery of an application, which may consist of several servers, sub-
applications and infrastructure.

*  Failover of services hosted on a high-availability platform—that is,
clustering simulating the loss of any member of a cluster.

»  Data recovery from tape—that is, recovery of single files or series of
files from offsite tape storage.

*  Network testing.

*  Communications infrastructure failover tests.

Exercises should be progressive to include an increasing test of dependen-
cies and interrelationships and relevant end-user communities.
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The scope of exercise

Exercising should be carried out to

e build confidence throughout the organization that the resilience and
recovery strategy will meet the business requirements;

e demonstrate that critical ICT services can be maintained and recovered
within agreed-upon service levels or recovery objectives regardless of
the incident;

*  demonstrate that the critical ICT services can be restored to the pre-test
state in the event of an incident at the recovery location;

e provide the opportunity for staff to familiarize themselves with the
recovery process;

» train staff and ensure that they have adequate knowledge of IRBC plans
and procedures;

e check that IRBC remains synchronized with ICT infrastructure and
general infrastructure;

e identify any improvements required for the IRBC strategy, architecture
or recovery processes; and

*  provide evidence for audit purposes and demonstrate the organization’s
ICT service competence.

Exercising should apply to the entire ICT environment and all the compo-
nents that deliver end-to-end service, from the computer room through the
user desktop or any other service delivery channel.

Elements of service recovery

The organization should exercise all elements of the ICT service recovery as

appropriate for its size, complexity and BCM scope. The exercise should not

focus solely on service recovery and resumption but should include the reli-

ability of resilience capability, system monitoring and alert management. The

organization should exercise from the component level through full location-

based system testing to achieve high levels of confidence and resilience.
The following elements should be exercised:

»  Computer rooms: Physical security, fire and water leak detection sys-
tems and evacuation processes.

e Heating, ventilation and air conditioning; environmental monitoring
and alert protocols and electrical services.

* Infrastructure, including the overall resilience of the network connec-
tivity and network diversity.
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*  Network security, including anti-virus protection and intrusion preven-
tion and detection.

*  Hardware, including servers, telecoms equipment, storage arrays and
removable media.

e Software.

e Data.

e Services.

*  Role and response of suppliers.

Planning an exercise

To ensure that an exercise does not cause incidents or undermine service
capability, it should be carefully planned to minimize the risk of an incident
occurring as a direct result. This risk management—that is, the elements of
service recovery—should be appropriate to the level of the exercise being
undertaken. This may include the following:

*  Ensuring that all data are backed up immediately prior to the exercise.

*  Conducting exercises in isolated environments.

*  Scheduling exercises “out of hours” or during quiet times in the busi-
ness cycle, with knowledge of the end users’ primary and secondary
desktop process recovery simulation.

Exercises should be realistic, carefully planned and agreed upon with stake-
holders so that there is minimum risk of disruption to business processes.
The scale and complexity of exercises should be appropriate to the organiza-
tion’s recovery objectives.

Each exercise should have “terms of reference”, agreed upon and signed
off in advance by the exercise sponsor, which may include the following:

e Description.

*  Objectives.

*  Scope.

e Assumptions.

e Constraints.

e Risks.

*  Success criteria.

*  Resources.

*  Roles and responsibilities.
* High-level timeline/schedule.
*  Exercise data capture.

»  Exercise/incident logging.
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e Debriefing.
*  Post-exercise actions, follow-up and reporting.

An exercise should be planned to enable the organization to achieve the
success criteria identified.

Managing an exercise

A clear exercise command structure should be developed, with roles and
responsibilities allocated to appropriate individuals. The exercise command
structure may include the following:

»  Exercise commander and participant(s) with overall control of the test
and exercise.

*  Exercise communications.

e Confirmation that there are enough staff available to safely undertake
the exercise.

»  Sufficient observers and/or facilitators to capture the exercise proceed-
ings and maintain an issue log.

*  Key exercise milestones.

*  End-of-exercise protocols.

*  Emergency stop exercise protocols.

The exercise command should ensure the following:

*  Objectives and key milestones are met.

* All exercise material and activities have appropriate levels of
confidentiality.

*  Any ongoing risks are monitored and mitigated.

*  Any visitors/observers are authorized.

»  The exercise proceedings are captured in a consistent manner.

*  All participants are debriefed, and feedback is collated.

Verifying, reviewing and evaluating information
security continuity

The organization should verify the established and implemented information
security continuity controls at regular intervals to ensure that they are valid
and effective during adverse situations. Organizational, technical, proce-
dural and process changes, whether in an operational or continuity context,
can lead to changes in information security continuity requirements. In such
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cases, the continuity of processes, procedures and controls for information
security should be reviewed against the changed requirements.

An organization should verify its information security management con-
tinuity by

e exercising and testing the functionality of information security continu-
ity processes, procedures and controls to ensure that they are consistent
with the information security continuity objectives;

e exercising and testing knowledge and routines to operate information secu-
rity continuity processes, procedures and controls to ensure that their perfor-
mance is consistent with the information security continuity objectives; and

* reviewing the validity and effectiveness of information security con-
tinuity measures when information systems, information security pro-
cesses, procedures and controls or BCM/DR management processes
and solutions change.

Reviewing, reporting and follow-up

At the end of an exercise, the findings should be reviewed and followed up
promptly. This should include the following:

e Gathering the results and findings.

*  Analysing the results and findings in relation to the exercise objectives
and success criteria.

e Identifying any gaps.

e Assigning action points with defined timelines.

*  Creating an exercise report for formal consideration by the exercise
sponsor.

*  Consolidating and following up on exercise report actions.

IRBC internal audit

The IRBC internal audit plan should define and document the audit criteria,
scope, method and frequency, and IRBC internal auditing should be con-
ducted annually. The audit plan should ensure that only qualified internal
auditors are appointed to perform the audit. The selection of auditors and
the performance of the audit should ensure objectivity and impartiality in
the audit process. Auditors conducting IRBC internal audits should be com-
petent to undertake the task. For example, they should undergo relevant
auditor training to acquire the necessary skills and knowledge.
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A procedure should be established to ensure that deficiencies identified
in IRBC internal audits are rectified. The audit plan should also encompass
external parties.

For example, outsourcing vendors should be audited for their capability
to support the organization’s IRBC strategies and plans during daily opera-
tion and response to and recovery from disaster.

An internal audit should be conducted when there are significant changes
to critical ICT services or business continuity requirements that are relevant
to the IRBC scope or IRBC requirements.

The results of the IRBC internal audit should be recorded and reported.
Management should review the results of IRBC internal audits and the sta-
tuses of follow-up corrective actions.

Management review

Management should ensure that the IRBC management system is reviewed
at planned intervals. This review may be based on the input of internal or
external audits or self-assessments. The review should include assessing
opportunities for improvement and the need for changes to IRBC man-
agement, including IRBC policy and objectives. In addition, management
should annually review the agreed-upon IRBC requirements, including ICT
service definitions, the documented list of critical ICT services and the risks
associated with identified gaps between critical ICT readiness capability
and business continuity requirements. The results of the review should be
clearly documented, and records should be maintained.

Review input

The input to a management review should include information on the
following:

e Internal service levels.

*  External service providers’ ability to maintain appropriate levels of
service.

e The results of relevant audits.

*  Feedback from interested parties, including independent observations.

«  Status of preventative and corrective actions.

*  Level of residual risk and acceptable risk.

e Follow-up actions from previous management reviews and
recommendations.

* Lessons learned from tests and exercises, incidents, education and
awareness programmes and emerging best practices and guidelines.
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Review output

The output from the review should be signed off by management and include
the following:

e Varying the scope of the IRBC management system.

*  Improving the effectiveness of the IRBC management system.

* Revised IRBC requirements, including ICT service definitions, the
documented list of critical ICT services and the risks associated with
gaps identified between critical ICT readiness capability and business
continuity requirements.

*  Modifying the IRBC strategy and procedures, as necessary, to respond
to internal and/or external events that could impact ICT services, includ-
ing changes to

*  business requirements,
e resilience requirements and
* levels of risk and/or levels of risk acceptance.

*  Resource needs.
*  Funding and budget requirements.

Measurement of ICT readiness performance criteria

The organization should monitor and measure its ICT readiness through
the implementation of the measurement process of the defined ICT readi-
ness performance criteria.

Quantitative and qualitative performance criteria

The performance criteria for IRBC may be qualitative or quantitative. Quan-
titative criteria may include the following:

*  Overagiven period, the number of incidents that have not been detected
prior to disruption.

*  Detection time for incidents.

e Number of incidents that cannot be effectively contained to reduce
impact.

e Availability of data sources to indicate the emergence of incidents
through trend monitoring of events.

*  Time to react and respond to detected emerging incidents.

Qualitative criteria are subjective in determining the performance of IRBC
but usually require fewer resources in the measurement process. They may
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include determining the efficiency of the processes used to plan, prepare and
execute IRBC activities and can be measured through

e asurvey using a structured or unstructured questionnaire,
* feedback from participants and stakeholders,

» feedback workshops and

»  other focused group meetings.

IRBC improvement

The organization should continually improve IRBC through the application
of preventative and corrective actions that are appropriate to the potential
impacts determined by its BIA and risk appetite.

Corrective action

The organization should take action to correct any actual failure of the ICT
service and elements of IRBC. The documented procedure for corrective
action should define requirements for

e identifying failures,

e determining the causes of failures,

«  evaluating the need for actions to avoid non-conformities,

e determining and implementing the corrective action needed,
»  recording the results of action taken and

*  reviewing corrective action taken.

Preventative action

The organization should identify potential weaknesses in the elements of
IRBC and establish documented procedures for

* identifying potential failures,

e identifying the causes of failures,

¢ determining and implementing the preventative action needed and
* recording and reviewing the results of action taken.



7 Cybersecurity risk-
management framework

Cyber risk investment model

The cyber risk investment model is composed of the following elements:

Technology landscape.

Data classification.

Risk-management practices.

Cost—benefit analysis for cybersecurity measures.
Business objectives.

[ I SN O R S R

Figure 7.1 The cyber risk investment model, which comprises the (1) technology
landscape and application portfolio, (2) data-centric focus, (3) risk-
management practices, (4) cost-benefit analysis and (5) strategic
development (Kissoon, 2020).
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Technology landscape

The technology landscape is defined as the technology and information
security measures in place within the enterprise architecture. This landscape
is usually depicted through enterprise architecture artefacts that include but
are not limited to the visual layout of the technology, system interfaces,
communication channels, application portfolios, technology stack and secu-
rity measures. This landscape extends from the on-premises environment to
suppliers, service providers, agents and partners.

Data classification

Data classification, in the context of cyber risk management, is the classifi-
cation of data based on their level of impact on an organization and includes
collection, use, disclosure and retention. The protection of data is based
on the data classification level—that is, public, internal use, confidential or
restricted. These levels define the type of safeguards that should be in place
to adequately protect the data, regardless of how they are stored. Protection
of data includes safeguards to minimize loss, theft, unauthorized access, use,
disclosure, copying and modification.

Risk-management practices

All organizations are confronted with risks that have the potential to negatively
affect their business. Risk-management practices in the financial services sector
focus on identifying, measuring and analysing those threats to reduce material,
reputation, opportunity and other costs. These practices utilize the ERM frame-
work, which is integrated with information security, privacy risk, vulnerability
management, system and application development lifecycles along with BCM.

Cost—benefit analysis for cybersecurity measures

Cost—benefit analysis is the widely accepted economic principle for manag-
ing all of an organization’s resources. This principle requires that the costs
of an activity be compared with its benefits. When the benefits exceed the
costs, it pays to engage in those activities, whereas if the costs exceed the
benefits, the opposite is true. When the costs and benefits of an activity
are equal, the decision-maker may factor other qualitative measures into
the decision. The three major activities usually associated with cybersecu-
rity are (1) protecting information from authorized users of the information,
(2) making information available to authorized users on a timely basis and
(3) protecting information from integrity flaws.
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Business objectives

Business objectives are specific and measurable goals that an organization
wants to attain as it focuses on growth, profitability, efficiency and stability.
These objectives are interconnected with the enterprise strategy and appear
directly within the business strategy and multi-year road map.

Cybersecurity risk-management framework

Risk signifies an uncertain event that may occur in a present or future
process and can affect elements within the process. In the context of soft-
ware engineering, some additional definitions are useful. Risk is defined
as a two-part function: (1) the adverse impact an event would have if it
occurred and (2) the likelihood of the event occurring.

To further understand risk, it is essential to understand what is considered
an adverse event. These unfavourable events can be viewed from multiple
levels of abstraction and can occur in different stages of maturity. The matu-
rity level is often categorized as one of the following three types: failures,
errors and bugs. These terms are often erroneously believed to be inter-
changeable, but in the scope of risk management and software testing, they
carry significantly different meanings.

*  Afailure is a malfunction of the programme in relation to specifications
and/or expected behaviour.

e Anerror is the state of the programme in which failures occur.

e Afaultis the root cause in the codebase or environment of the error state
and is used interchangeably with the term “bug”.

The aim of risk management is for an organization to implement a framework
that covers the work related to the risk associated with its environment. The goal
is to continuously identify, analyse and assess the risk associated with the orga-
nization in a systematic, procedural manner. Risk management can, in many
cases, assist in mitigating the risk of adverse events and prepare responses for
a situation in which one or several identified risks have occurred. A significant
amount of research has been dedicated to standardizing risk-management meth-
odologies, both in the scope of software projects and in more general terms.
One study that is often referenced is the National Institute of Standards and
Technology (NIST) SP 800-39 Risk-Management Process, which states that
core activities should take place in an organization’s risk-management process
to ensure that it is sufficient. These activities are outlined as follows:

1 Framing risk is the step where the context of the risk is defined and the
potential risk factors are identified.
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2 Assessing risk is the step where the probability and potential impact of
arisk factor are examined.

3 Responding to risk is the step where decisions are made regarding how
to react to an adverse event and what to make of the assessed risk fac-
tors.

4 Identifying risk has no inherent value; mitigating negative value through
response plans and risk avoidance is what results in value.

5  Monitoring risk is the process of monitoring the implementation and
effectiveness of the risk-management plan determined through the
other steps. This step is the continuous aspect of risk management and
is responsible for identifying new risks, developing more efficient solu-
tions and tracking.

Risk assessment is an essential part of any organizational process—that
is, business, technology and software—and can involve external third par-
ties, such as suppliers, agents and vendors. There are many different defini-
tions, but at its most basic, it is the process of gathering information related
to the process or processes of interest to assess the risks related to them. It
often includes estimating both the likelihood that an event will negatively
affect the organization—that is, processes, technology and projects—and
the extent to which that adversity will impact the organization. It is a com-
plex process that requires analysing the relevant data related to the specific
processes, technologies and projects, as well as the data related to the orga-
nization and potential end users.

Information and Information and
Communications Flows Communications Flows

Figure 7.2 The elements of the risk-management process (NIST, 2020).
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Step 1: Analyze Step 6: Determine [y  Step 7: Align to
Application include Overall Risk to Business Units Risk
Business Assets Initiative Profile

Step 8: Determine
Risk Mitigation
Strategy and
Required Funding

Step 5: Assess
Internal Control
Environment

Step 2: Identify Risk

Elements

Step 4: Risk Step 9: Present to
Prioritization: Appropriate
Assess Inherent Risk Committees

Step 3: Threat
Modelling

Figure 7.3 The digital cybersecurity risk-management assessment process (Kissoon,
2020).

Risk-assessment process

The risk-assessment process identifies critical risk elements, and some
examples are as follows:

Data classification.
Strategic/business requirements.
Application development.
Vendor relationships.
Technology landscape.
Legal/regulatory issues.
Brand/reputational issues.
Operational issues.

Financial issues.

Security and fraud issues.
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Threat modelling

Threat modelling enables threats and their means of mitigation to be identi-
fied, communicated and understood within the context of protecting some-
thing of value. Threat modelling can be applied to a wide range of items,
including software, applications, systems, networks, distributed systems,



Table 7.1 A sample threat risk assessment (Kissoon, 2020).

Threat Risk Level Mitigation Mitigation in Microsoft Teams
Spoofing: process, Impersonation High Access control * Implement multi-factor authentication
machine, person authentication (MFA) using phone calls or text messages
*  One-time-use password
* Conditional access policies
Tampering: process, Malicious code High Integrity * Advance threat protection (ATP)
memory permissions
Repudiation: process, Impersonation High Accountability * Information barriers
person Fraud » E-discovery:
prevention logging,
Logging retention: team chats, messaging, integration
Signatures with MS stream for video
Information Malicious code High Confidentiality » Safe links
disclosure in process Data leakage Permissions » Data loss prevention (DLP)
Encryption
Information Phishing High Confidentiality » Safe links
disclosure: data Data leakage Permissions « DLP
stores, data flows Encryption
Denial of service Sabotage High Availability * Review cloud design
Elevation of Impersonation High Access control » Customize policy setting: sharing of
privileges Authorization sensitive information

Isolation

Information barriers
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Table 7.2 A sample threat risk assessment (Kissoon, 2020).

What Can Go Wrong? Threat Type Mitigation

1 Lack of a user access Authentication 1 An approved user (AU) access management process is in place.
management process 2 Credentials and authentication mechanisms are protected with encryption in
with appropriate storage and transit.
management approval 3 Protocols are resistant to brute force, dictionary and replay attacks.

2 Creation of unauthorized 4 Strong password policies are enforced.
administrator/ 5 Trusted server authentication is used instead of SQL authentication.
administrator-equivalent 6 Passwords are stored with salted hashes.
accounts 7 Password resets do not reveal password hints or valid usernames.

3 Creation of rogue 8 Account lockouts do not result in a denial-of-service attack.
accounts 9 Auditing and logging of all administration activities are enabled.

4 Misuse of administrator/ Authorization 1 Strong access control lists (ACLs) are used to enforce authorized access to resources.
administrator-equivalent 2 Role-based access controls are used to restrict access to specific operations.
accounts 3 The system follows the principle of least privilege for user and service accounts.

5 Misuse of rogue accounts 4 Privilege separation is correctly configured within the presentation, business and

6 Injection of malicious data access layers.
code 5 Auditing and logging of all administration activities are enabled.

7 Alteration of current Configuration Least privileged processes are used, and service accounts have no administration
configuration settings management capability.

8 Ability to launch 2 Auditing and logging of all administration activities are enabled.
phishing attacks 3 Access to configuration files and administrator interfaces is restricted to administrators.

9 Disclosure of Data protection 1 Standard encryption algorithms and correct key sizes are used.
information in storage and 2 Hashed message authentication codes (HMACsS) are used to protect data integrity.

transit 3 Secrets (i.e., keys, confidential data) are cryptographically protected both in
transport and in storage.
4 Built-in secure storage is used to protect keys.
5 No credentials or sensitive data are sent in clear text.

(Continued)
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Table 7.2 (Continued)

What Can Go Wrong?

Threat Type

Mitigation

10  Alteration of application
code

11 Ability to disrupt the
application

12 Leakage of sensitive
information

13 Malicious activity goes
unnoticed

Data validation/
parameter
validation

Error handling
and exception
management

User and session
management

Auditing and
logging

W N~
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Data type, format, length and range checks are enforced.

All data sent from the client are validated.

No security decision is based upon parameters (e.g., URL parameters) that can be
manipulated.

Input filtering via whitelist validation is used.

Output encoding is used.

All exceptions are handled in a structured manner.

Privileges are restored to the appropriate level in case of errors and exceptions.
Error messages are scrubbed to ensure that no sensitive information is revealed to
the attacker.

No sensitive information is stored in clear text in the cookie.

The content of the authentication cookies is encrypted.

Cookies are configured to expire.

Sessions are resistant to replay attacks.

Secure communication channels are used to protect authentication cookies.
The user is forced to re-authenticate when performing critical functions.
Sessions expire at logout.

Sensitive information (e.g., passwords, PII) is not logged.

Access controls (e.g., ACLs) are enforced on log files to prevent unauthorized
access.

Integrity controls (e.g., signatures) are enforced on log files to provide non-
repudiation.

Log files provide an audit trail for sensitive operations and logging of key events.
Auditing and logging are enabled across tiers on multiple servers.
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the Internet of Things and business processes. One methodology for identi-
fying and classifying threats is STRIDE, which can be an effective way to
understand threats that place business assets at risk.

Example: Threat Risk Assessment—Microsoft Teams is built on the
Office 365 hyper-scale enterprise-grade cloud and delivers the following
security and compliance capabilities.

Vulnerability: Anonymous individuals can connect to Microsoft Teams
using a guest account.

Risk prioritization: Assess the inherent risk

The risk-assessment process is based on a questionnaire in which a set of
questions is formulated for each risk element. Examples of the question
categories include the following:

*  Financial loss.

e Media attention.

*  Reportable to regulator.

e Impact on suppliers and employees.

*  Loss or damage to information systems with very limited downtime.

Each question can be answered in one of five ways, in increasing order of
risk, such that a risk score between 1 and 5 can be assigned for that question
based on two rating scales—that is, likelihood and impact. A quantitative
inherent risk score can be calculated for each question, each risk element
and the overall project, as follows:

*  Risk score per question: Product of the likelihood and impact rating.

*  Risk score per element: Accumulating the numerical score per question
and dividing it by the number of questions for a risk element.

*  Risk score for the overall initiative: Accumulating the numerical score per
risk element and dividing it by the number of risk elements in each project.

This quantitative inherent risk score is assigned a qualitative risk score cat-
egorized as high, medium or low. The qualitative inherent risk score shows
which element carries the most risk, making it easier for decision-makers to
decide where to allocate resources.

Impact rating scale

Table 7.3 shows the quantitative scale for the impact rating based on a score
of 1-5.
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Table 7.3 A sample impact rating scale (Kissoon, 2020).

Impact Criteria
Critical + Financial loss of over $5 million.
5  International short-term negative media coverage with

impact on market share.

* Reportable to regulator and requires a corrective
action plan and implementation dates.

* Legal and regulatory impact to include the following:
fees, fines, litigation, compliance enforcement and
senior executive impact.

+ Significant impact on suppliers and employees.

» Significant loss or permanent damage to information
systems, excessive downtime, over triple the expected

RTO.
Major  Financial loss of $1 million up to $5 million.
4 * National short-term negative media coverage,

potential to lose market share.

» Reportable to regulator and requires a corrective
action plan.

* Some senior managers are impacted.

» Impact on suppliers and employees.

* Major loss or damage to information systems,
continuous downtime, increase to expected RTO.

Moderate » Financial loss of $500,00 up to $1 million
3 » Short-term negative media coverage
» Reportable to regulator with a potential of corrective
plan to be provided

*  Minimal impact to suppliers and employees
* Some loss or damage to information systems,
intermittent downtime, possible to achieve expected

RTO
Minor  Financial loss of $100,000 up to $500,000.
2 * No reputational damage.

* No media attention.

» No reportable incident to regulator.

* Minimal impact to suppliers and employees.

* Minimal loss or damage to information systems with
minimal downtime.

Insignificant + Financial loss up to $100,000.
1 » No media attention.
* Not reportable to regulator.
» No impact on suppliers and employees.
» No significant loss or damage to information systems
with very limited downtime.




Likelihood rating scale
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Table 7.4 shows the quantitative scale for the impact rating based on a score

of 1-5.

Table 7.4 A sample likelihood rating scale (Kissoon, 2020).

Likelihood

Criteria

Almost Certain
5

Likely

Possible
3

Unlikely
2

Rare

Almost certain.

Minimum of once in 6 months.

Greater than 90% chance of occurrence over the life of
the asset or project.

Likely.

Minimum of once in 1 year.

60% to 90% chance of occurrence over the life of the
asset or project.

Possible.

Minimum of once in 5 years.

30% to 60% chance of occurrence over the life of the
asset or project.

Unlikely.

Minimum of once in 10 years.

10% to 30% chance of occurrence over the life of the
asset or project.

Rare.

Minimum of once in 20 years.

<10% chance of occurrence over the life of the asset
or project.

Qualitative inherent risk rating

Table 7.5 shows the scale of the qualitative inherent risk rating based on the
quantitative inherent risk score.

Table 7.5 A sample qualitative inherent
risk rating scale (Kissoon, 2020).

Inherent Risk Quantitative
Risk Calculation

High Range: 10+

Medium Range: 4-10

Low Range: 14
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Assess the internal controls

Internal control environment

The control environment and monitoring activities are foundational for an
organization to effectively manage its information security risk exposure.
As stated in the 2013 COSO Framework,

The control environment is the set of standards, processes, and struc-
tures that provide the basis for carrying out internal control across the
organization. The board of directors and senior management establish
the tone at the top regarding the importance of internal control and
expected standards of conduct.

Cybersecurity and privacy risk framework

The privacy framework approach to privacy risk involves considering pri-
vacy events as potential problems individuals could experience that arise
from system, product or service operations with data, whether in digital or
non-digital form, through a complete lifecycle from data collection through
disposal.

Privacy framework functions

The five privacy framework functions are defined in the following sections.

Cybersecurity
Risks

Privacy
Risks

associated with
privacy unintended

breach consequences of
data processing

associated with loss
of confidentiality,
integrity, or
availability

Figure 7.4 A cybersecurity and privacy risk relationship (NIST, 2020).
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IDENTIFY-P

Identify-P develops the organization’s understanding of how to manage pri-
vacy risks for individuals arising from data processing. The activities in
the identify-P function are foundational for the effective use of the privacy
framework. Inventorying the circumstances under which data are processed,
understanding the privacy interests of individuals who are directly or indi-
rectly served or affected by the organization and conducting risk assess-
ments enable an organization to understand the business environment in
which it is operating and identifies and prioritizes privacy risks.

GOVERN-P

Govern-P develops and implements an organization’s governance structure
to enable an ongoing understanding of the risk-management priorities that
are informed by privacy risk. The govern-P function is similarly foundational
but focuses on organization-level activities—for example, (1) establishing
the organization’s privacy values and policies, (2) identifying legal/regula-
tory requirements and (3) understanding the risk tolerance that enables the
organization to focus and prioritize its efforts in ways that are consistent
with its risk-management strategy and business needs.

CONTROL-P

Control-P develops and implements appropriate activities to enable the
organization to manage data with sufficient granularity to understand pri-
vacy risks. The control-P function is associated with data processing man-
agement from the perspectives of both organizations and individuals.

PROTECT P

Protect-P develops and implements appropriate data processing safeguards.
The protect-P function covers data protection to prevent cybersecurity-related
privacy events and represents the intersection of privacy and cybersecurity risk
management.

COMMUNICATE-P

Communicate-P develops and implements appropriate activities to enable
the organization to have a reliable understanding of how data are processed
and the associated privacy risks.

The communicate-P function includes the recognition that both the orga-
nization and individuals may need to know how data are processed to effec-
tively manage privacy risks.
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Privacy risk assessments

Privacy risk management is a cross-organizational set of processes that assist
the organization in understanding how its systems, products and services
may create concerns for individuals and how to develop effective solutions
to manage these risks. Privacy risk assessment is a sub-process of identifying
and evaluating specific privacy risks. In general, privacy risk assessments
produce information that can assist organizations in weighing the benefits
of data processing against the risks to determine the appropriate response.
The internal control environment is defined as the technology and infor-
mation security controls in place within the enterprise architecture. This
landscape is usually depicted through enterprise architecture artefacts, which
include but are not limited to diagrams, interfaces, communication channels
and application/technology portfolios. In addition, it extends from the on-
premises environment to suppliers, service providers, agents and partners.
Therefore, in addition to internal assessments, external third-party assurance
reports are utilized to assist with internal control environment assessments.

Cybersecurity framework

Some organizations utilize cybersecurity risk-based frameworks to manage
cybersecurity risk. The industry framework has been established through
NIST and is composed of the following three parts: the framework core, the
framework implementation tiers and the framework profiles. Each frame-
work component strengthens the integration between cybersecurity activi-
ties and business drivers.

Recover

N

Respond

e

Figure 7.5 The NIST cybersecurity framework (NIST, 2020).
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The framework core is a set of cybersecurity activities, desired outcomes
and applicable references that are common across critical infrastructure sec-
tors. The core provides industry standards, guidelines and practices in a
way that allows the communication of cybersecurity activities and outcomes
from the executive level to the implementation/operations level.

The framework core consists of five concurrent and continuous functions—
identify, protect, detect, respond and recover. When considered as a whole,
these functions provide a high-level strategic perspective on the lifecycle of
an organization’s management of cybersecurity risk through an assessment
of the internal control environment. The framework core then identifies the
underlying key categories and subcategories of the specific outcomes for
each function. These outcomes are equated with informative references,
such as existing standards, guidelines and practices, for each subcategory.

Vendor assurance reports

As outsourcing service providers (OSPs) manage a significant amount of
customer data, systems, processes and operations, their ability to manage
associated risks while meeting increasing compliance requirements often
emerges as a priority. Many service providers are reactive to third-party
reporting due to the lack of full visibility in their reporting portfolios. Cre-
ating a library of enterprise-wide requirements and mapping individual
obligations to corresponding controls can help identify gaps and overlaps.
For example, an organization may have one control for regulating physical
access to its data centre, but it may align with 20 different internal and exter-
nal requirements. An integrated library of requirements and control tests can
make it easier to compile customer-centric reports.

Outsourcing is a growing trend, and companies increasingly depend on
third-party providers to deliver critical services. The purpose of third-party
reports—that is, SOC2 or ISAE3402 reviews—is to provide client auditors
with an objective report that expresses an opinion about the control environ-
mentofaservice organization. These reports are designed to provide assurances
about the effectiveness of the controls in place at a service organization—that
is, SOC for Service Organizations: Trust Services Criteria (SOC2) assesses
the security, availability or processing integrity of the system used to process
client information or the confidentiality or privacy of that information.

Determine the organizational risk appetite

An organization’s risk appetite is the amount of risk, on a broad level, that
an organization is willing to accept as it attempts to achieve its goals and
provide value to its stakeholders.
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Table 7.6 A sample residual risk rating scale (Optiv, 2011).

Inherent Risk

Low Medium High
Control Highly effective Low Low Medium-low
effectiveness Effective Low Medium-low Medium

Partially effective Low Medium-low Medium-high
Ineffective Low Medium High
Low Medium High
Residual risk

During the risk-assessment process, an organization’s residual risk is assessed
to determine the remaining risk after internal controls are implemented.

Assessing this risk shows the organization the areas where a gap or lack of
internal control exists. Usually, this is the area of focus for key stakeholders
as they perform the cost—benefit analysis and determine the risk-mitigation
strategy. In essence, residual risk should be aligned with the organization’s/
business unit’s risk profile within the risk tolerance level.

Specifically, the residual risk score is a qualitative score that is more gran-
ular than the inherent risk score. The inherent risk is assigned one of three
scores—that is, high, medium or low—while the residual risk is commonly
assessed based on five or more possible scores—that is, high, medium-high,
medium, medium-low and low. This granularity highlights the control imple-
mentation progress over time and better reflects changes in the overall risk.

Risk-mitigation strategy

In some circumstances, to align the residual risk with the organization’s/
business unit’s risk appetite, further mitigation is required. Therefore, orga-
nizations are required to make decisions about funding cybersecurity activi-
ties in a manner consistent with the viewpoints of various stakeholders.
Table 7.7 lists a risk treatment scale that aligns the impact, likelihood and
inherent risk rating scale to identify areas that may require governance and
risk mitigation through senior management oversight and additional cyber-
security measures.

Cost—benefit analysis is the widely accepted economic principle for man-
aging an organization’s resources. This principle requires that the costs of an
activity be compared with its benefits. When the benefits exceed the costs,
it pays to engage in those activities, whereas if the costs exceed the benefits,



Table 7.7 A sample risk treatment scale (Queensland Treasury and Trade, 2011).

Impact

Likelihood

Insignificant

Minor

Moderate

Major

Critical

Rare

Unlikely

Possible

Likely

Almost
certain

LOW: accept the risk,

routine management

LOW: accept the risk,

routine management

LOW: accept the risk,

routine management

MEDIUM: specific
accountability, risk-
mitigation plan
MEDIUM: specific
accountability, risk-
mitigation plan

LOW: accept the risk,
routine management

LOW: accept the risk,
routine management

MEDIUM: specific
accountability, risk-
mitigation plan
MEDIUM: specific
accountability, risk-
mitigation plan
MEDIUM: specific
accountability, risk-
mitigation plan

LOW: accept the risk,

routine management

MEDIUM: specific
accountability, risk-
mitigation plan
MEDIUM: specific
accountability, risk-
mitigation plan
HIGH: quarterly
senior management
review

HIGH: quarterly
senior management
review

MEDIUM: specific
accountability, risk-
mitigation plan
MEDIUM: specific
accountability, risk-
mitigation plan
HIGH: quarterly
senior management
review

HIGH: quarterly
senior management
review

EXTREME: monthly
senior management
review

HIGH: quarterly
senior management
review

HIGH: quarterly
senior management
review

HIGH: quarterly
senior management
review

EXTREME: monthly
senior management
review

EXTREME: monthly
senior management
review
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the opposite is true. When the costs and benefits of an activity are equal,
the decision-maker may factor other qualitative measures into the decision.

The three major activities usually associated with cybersecurity are
(1) protecting the information of the authorized users of the information,
(2) making information available to the authorized users on a timely basis
and (3) protecting information from integrity flaws.

The costs associated with these activities are significant, as organizations
will incur costs to detect and correct security breaches that cannot be pre-
vented. The benefits of cybersecurity are related to the cost savings, known
as cost avoidance, associated with preventing cybersecurity breaches. The
cost-benefit framework states that the goal of an organization should be
to implement security procedures up to a point where the benefits minus
the costs are maximized. In this framework, implementing cybersecurity
activities beyond that point means that the incremental costs are greater than
the incremental benefits of the additional security measures. In essence, the
net benefit of implementing incremental cybersecurity measures beyond the
maximum point is negative and, therefore, represents a financial cost to
the organization.

In contrast, the cybersecurity risk-management framework has four
areas of consideration: (1) alignment with the organization’s risk appetite,
(2) alignment with the risk-assessment process, (3) understanding of the
cost-benefit analysis and (4) justification of the risk-mitigation strategy.
Although cost—benefit analysis is impactful from a financial perspective,
in some cases, other factors need to be considered to fully understand the
impact of not implementing additional security measures. Incurring the
cost of preventative security measures is essential, as in most cost—benefit
analyses, the actual cost of remediating a cybersecurity breach is unreal-
ized. Specifically, most organizations do not have the data to appropriately
assess the cost/impact of a cybersecurity breach on an organization, such as
its effect on the organization’s brand/reputation, legal/regulatory landscape,
operational/technology environment, forensic/e-discovery-related items
and third-party suppliers. Therefore, to adequately implement cybersecurity
measures, in addition to conducting a cost-benefit analysis, stakeholders
should implement an elaborate decision-making process to determine the
additional security measures needed to adequately protect an organization
from a cybersecurity breach while aligning with its risk appetite.
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Case study #1 — Mobius solution

Mobius is an industry-leading digital learning platform that excels at
creating and deploying interactive teaching and assessment content for
higher-educational institutions around the world. Currently, ABC Uni-
versity uses Maple TA, which is a vendor-built, on-premises testing and
assessment software solution. The intent of this initiative is to migrate
this platform to a software-as-a-service (SAS) version of this solution
known as Mobius. The Mdobius Platform offers an interactive, online
approach for ABC University students interested in pursuing science,
technology, engineering and math courses. This initiative will also
facilitate integration with the university’s learning management system
(LMS). The students’ information, grades and courses will reside within
this application.

Questions

1 Determine the inherent risk.

2 Assess the internal control environment using the NIST Cybersecurity
Framework: Core Components.

Determine the risk appetite, risk tolerance and risk profile.

Assess the residual risk and provide recommendations, if appropriate.
5 Develop the risk-mitigation strategy.

W

Solution

Business overview

With more than 15 years in the market, the Mdbius Platform is used by stu-
dents, teaching assistants and professors at some of the largest institutions

DOI: 10.4324/9781003200895-8
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worldwide. Mobius is a robust online authoring and delivery environment
specifically designed to meet the needs of science, technology, engineer-
ing and mathematics (STEM) classrooms. It includes a suite of tools and
features for authors aiming to design and develop digital assets for their
students or peers and a delivery environment that enables and promotes
deep and active learning for users through the combination of instructional
material and hands-on activities.
The Mobius Platform offers the following:

¢ A mechanism for creating and deploying online STEM courses.

*  Lessons, assessments and interactive learning activities that unfold the
potential for STEM students to acquire knowledge at a guided, yet self-
defined, pace.

e Complex STEM disciplines with its world-class math engine.

e The ability to create and use powerful multimedia visualizations to
anchor key STEM concepts.

e Immediate and meaningful feedback to students and data on student
engagement and understanding for instructors.

*  Advanced question types with algorithmically generated and random-
ized questions.

*  Access to high-quality content created by curriculum experts.

*  Seamless integration with ABC’s LMS.

Technical overview

The Mobius Platform is vendor owned by DigitalEd. This cloud-based solu-
tion is hosted within the Google Cloud Platform (GCP) System and the
Alibaba Cloud.

Risk assessment

IMPACT AND LIKELIHOOD

The impact and likelihood rating scale outlines the evaluation of the protec-
tion requirement level for each protection requirement. Table 8.1 shows the
impact and likelihood rating as it applies to the risk elements.

INHERENT RISK

The inherent risk has been assigned based on one of three scores of high,
medium or low, as shown in Table 8.2.
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Table 8.1 The impact and likelihood rating scale as applied to the risk elements.

Risk Element Impact Likelihood

1 Data Classification Major Frequent

PII: The protection of PII is subject to routine risk-
assessment processes. A privacy impact assessment
(PIA) is managed by ABC’s FOIP office. PII elements
are captured and stored through this cloud-hosted
web application platform—specifically, any personal
information that is used regarding an ABC student to
include but not limited to the following:

¢ Student information.

¢ Grades.

¢ Course information.

» Connectivity to the Learning Tool Interoperability.

Sensitive Authentication Data (SAD): This is the
information on a payment card used for authentication
at the time of a purchase. This includes data from the
full magnetic strip, card security code (CSC, CVV2,
CID, CAV2) and personal identification number
(PIN). The Mébius Platform facilitates payment card
transactions from ABC individuals, so the protection
of SAD is required by DigitalEd.

2 Business Requirements Moderate Likely

The Mobius Platform is used within the ABC student
environment to provide a comprehensive online
courseware platform focusing on the unique needs of
STEM students.

3 Application Development Minor Possible

Application development is minimal to include
integration with the Mobius Platform. Development
includes a standard interface within the university’s
LMS and connectivity to learning tool interoperability
(LTD).
4 Vendor Relationship Moderate Likely

DigitalEd is a privately held Canadian company, with
approximately 65 employees worldwide. DigitalEd

is an online learning company with a simple and
resonant purpose to shape the world through digital
learning. DigitalEd introduced the Mdbius Platform
in spring 2017 with the intent of improving the online
learning experiences of authors, instructors and
students in STEM-based classrooms.

5 Technology Landscape Major Frequent

Suppliers and third-party partners include the GCP
System and Aliyun.
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Risk Element

Impact

Likelihood

10

Legal/Regulatory

Disclosure of data subject to specific regulatory

requirements.

Lawsuits by aggrieved owners of lost or compromised

data—that is, PII.

Fines and penalties assessed by regulators.

Brand/Reputational

Unflattering or negative publicity due to press
coverage that damages ABC’s brand.

Loss of customer confidence due to the release or

compromise of data.

Operational

Loss of operations and use of the system by authorized

users.

Financial

Significant costs to restore/repair any damages caused

by intentional/unintentional users.

Security and Fraud Issues

Loss and/or manipulation of sensitive data—that is,
PII—through disclosure of authentication credentials,
DDoS attacks or malware attacks.

Major

Minor

Moderate

Minor

Major

Possible

Possible

Likely

Possible

Frequent

Table 8.2 The inherent risk rating scale as applied to the risk elements.

Risk Element Quantitative Inherent Qualitative Inherent
Risk Rating Risk Rating
Impact Likelihood Rating
1 Data classification 4 5 20 High
2 Business requirements 3 4 12 High
3 Application development 2 3 6 Medium
4 Vendor relationship 3 4 12 High
5 Technology landscape 4 5 20 High
6 Legal/regulatory 4 3 12 High
7 Brand/reputational 2 3 6 Medium
8 Operational 3 4 12 High
9 Financial 2 3 6 Medium
10 Security and fraud issues 4 5 20 High
Average 12.6  High
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Internal control environment: Effective

The core components of the NIST Cybersecurity Framework were utilized
to adequately assess the DigitalEd environment supporting the Mdbius
Platform. Specifically, the following suppliers and third-party partners
provided internal control documentation: (1) Higher Education Commu-
nity Vendor Assessment Tool (HECVAT)—Lite: DigitalEd, (2) System and
Organization Controls (SOC) 2 Type II Report: GCP System for May 1,
2019, to April 30, 2020, period and (3) the Payment Card Industry (PCI)
Data Security Standard (DSS) self-assessment questionnaire (SAQ) as of
March 21, 2019.

ASSET MANAGEMENT

*  Physical devices and systems within suppliers and third-party partners—
that is, DigitalEd and Google—are inventoried.

*  Software platforms and applications within suppliers and third-party
partners—that is, DigitalEd and Google—are inventoried.

e Organizational communication and data flows are mapped.

*  External information systems are catalogued.

*  Resources—that is, hardware, devices, data, time, personnel and soft-
ware—are prioritized based on their classification, criticality and busi-
ness value.

*  Cybersecurity roles and responsibilities for the entire workforce and
third-party stakeholders—that is, suppliers, customers and partners—
are established.

*  Google has policies and procedures in place to establish acceptable use
of information assets.

*  Google has established policies and guidelines to govern data classifi-
cation, labelling and security.

BUSINESS ENVIRONMENT

e The university’s role in the supply chain, critical infrastructure and its
industry sector is identified and communicated.

e The priorities for DigitalEd’s mission, objectives and activities are
established and communicated.

*  The dependencies and critical functions for the delivery of critical ser-
vices are established.

*  The resilience requirements to support the delivery of critical services
are established for all operating states—that is, under duress/attack—
during recovery or under normal operations.
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GOVERNANCE

* Anorganizational cybersecurity policy is established and communicated.

*  Cybersecurity roles and responsibilities are coordinated and aligned
with internal roles and external partners.

* The legal and regulatory requirements regarding cybersecurity,
including privacy and civil liberties obligations, are understood and
managed.

*  The governance and risk-management processes address cybersecurity
risks.

*  Google personnel are required to abide by the code of conduct and
internal privacy and information security policies.

*  Google has established a disciplinary process for non-compliance
with the code of conduct, security policy and other personnel require-
ments, which could include dismissal, lawsuits and/or criminal
prosecution.

* Formal organizational structures exist and are available to Google
employees on the company’s intranet. The intranet provides drill-
down functionality for identifying employees on each functional
team.

*  Each Google team establishes their own standard operating procedures,
which are documented and maintained for employees to access.

RISK ASSESSMENT

*  Asset vulnerabilities are identified and documented.

e Cyber threat intelligence is received from information-sharing forums
and sources.

e Threats, both internal and external, are identified and documented.

*  Potential business impacts and likelihoods are identified.

e Threats, vulnerabilities, likelihoods and impacts are used to determine
risk.

*  Risk responses are identified and prioritized.

*  Google developed and maintained a risk-management framework to
manage risk to an acceptable level.

e A formal risk assessment is performed by Google annually, at mini-
mum, to determine the likelihood and impact of identified risks using
qualitative and quantitative methods. The likelihood and impact associ-
ated with each risk are determined independently, considering each risk
category.

*  Within Google, risks are mitigated to acceptable levels based on the
risk criteria, including resolution time frames, which are established,
documented and approved by management.
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RISK-MANAGEMENT STRATEGY

Risk-management processes are established, managed and approved by
key stakeholders.

ABC’s risk tolerance was determined and clearly expressed.

ABC’s determination of risk tolerance is informed by its role in the
critical infrastructure and sector-specific risk analysis.

SUPPLY CHAIN RISK MANAGEMENT

Cyber supply chain risk-management processes are identified, estab-
lished, assessed, managed and approved by ABC stakeholders.
Suppliers and third-party partners of information systems, components
and services are identified, prioritized and assessed using a cyber sup-
ply chain risk-assessment process.

Contracts with suppliers and third-party partners are used to implement
appropriate measures designed to meet the objectives of an organization’s
cybersecurity programme and cyber supply chain risk-management plan.
Suppliers and third-party partners are routinely assessed using audits,
test results or other forms of evaluations to confirm that they meet their
contractual obligations.

Response and recovery planning and testing are conducted with suppli-
ers and third-party providers.

Google has developed policies and procedures that govern third-party
relationships.

Google has agreements with suppliers that include requirements to
address information security risks.

The Google Vendor Security Assessment team takes a risk-based
approach to review the security practices of vendors and the security
posture of vendor products. Reviews may include automated and man-
ual assessments as determined by the sensitivity of the data being pro-
cessed or the access being granted.

Google’s sub-processor performance is managed through periodic
assessment of the sub-processor control environment.

Google has an internal audit function and regularly engages third par-
ties to conduct independent reviews of the effectiveness of the organi-
zation’s approach to managing information security.

Google has an established internal audit function, which evaluates
management’s compliance with Google’s identity management, source
code management and infrastructure controls.

Google has developed policies and procedures that govern third-party
relationships.
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Google has agreements with suppliers that include requirements to
address information security risks.

IDENTITY MANAGEMENT, AUTHENTICATION AND ACCESS CONTROL

The Mobius Platform uses roles (Student, Instructor and Administrator)
to grant levels of access. These roles are managed at the application tier
unless LTI or LDAP is being used, in which case they are mapped from
the information provided by these services.

Software access to hosted instances is granted securely to the Mobius
development staff to establish and maintain the software. All access is
granted/revoked based on “need to know” best practices. DigitalEd’s
tools handle access to machines through the enforcement of the pub-
lic RSA keys that are created by the users needing access. Employees
are required to use unique credentials when conducting administrative
functions.

Mobius is fully interactive and provides validation and error messages
to help guide the user.

Each Mobius instance is deployed in its own container on the GCP, and
all data are stored in an isolated database.

To gain access to Mdbius, users must register and authenticate with a
valid username and password.

Users of the Mdbius service can be authenticated by external LDAP or
API services.

All access, error and system messaging in addition to application log-
ging is enabled. Audit logs contain login, logout, source Internet proto-
col (IP) addresses and a variety of actions performed.

All traffic to Mobius traverses a wireless access firewall (WAF). For
selected paths, DigitalEd can direct that traffic to the WAF with both
standard checks and specific checks for the application. DigitalEd can
change the set of paths on demand.

Software access to hosted instances is granted securely to Mobius
development staff to set up and maintain the software. All access is
granted/revoked based on “need to know” best practices. The software
handles access to machines through enforcement of public RSA keys
that are created by the users needing access.

GCP employs various next-generation threat protection (NGPT)
techniques at the data centre level, as outlined here: https://storage.
googleapis.com/gfw-touched-accounts-pdfs/google-cloud-security-
and-compliance-whitepaper.pdf.

Google’s management performs periodic assessments of internal iden-
tity, authentication and source code management controls.


https://storage.googleapis.com
https://storage.googleapis.com
https://storage.googleapis.com
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Google has an established policy specifying that access to information
resources, including data and the systems that store or process data, is
authorized based on the principle of least privilege.

Google maintains formal user registration and de-registration proce-
dures for granting and revoking access.

Google has established formal guidelines for passwords to govern the
management and use of authentication mechanisms.

Access to sensitive Google systems and applications requires two-fac-
tor authentication in the form of a user ID, password, security key and/
or certificate.

Google separates the duties of individuals by granting users access
based on job responsibilities and least privilege and limiting access to
only authorized users.

Access to Google’s production machines, support tools and network
devices are managed via access control lists. Modifications of the
access control lists are recorded and approved by administrators.
Access to Google’s corporate network, production machines, network
devices and support tools requires a unique ID and verified credentials.
Access to Google’s network devices is authenticated via a user ID,
password, security key and/or certificate.

Only Google users with the authorized private key may gain SSH
access to production machines.

Access to Google’s internal support tools is restricted to authorized per-
sonnel using approved credentials.

External Google system users are identified and authenticated via the
Google Accounts authentication system before access is granted.
Remote access to corporate machines requires a Google-issued digital
certificate installed on the connecting device and two-factor authentica-
tion in the form of a user ID, password, security key and/or certificate.
Storage media used for offsite redundancy are protected and con-
trolled during transport outside controlled areas using secure storage
containers.

AWARENESS AND TRAINING

Google has established a privacy and information security training
programme and requires relevant personnel to complete this training
annually.

Google has a dedicated security team that is responsible for educat-
ing Google employees and contractors on security. Google has security
policies that have been approved by management and published on the
intranet, which are accessible to all employees and contractors.
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Privileged users understand their roles and responsibilities.
Third-party stakeholders—that is, suppliers, customers and partners—
understand their roles and responsibilities.

Senior executives understand their roles and responsibilities.

Physical and cybersecurity personnel understand their roles and
responsibilities.

DATA SECURITY

Multiple tenants are separated by individual databases and containers,
such that there is no possibility for cross-contamination of data.
Communications and data transfers to data stores are encrypted via TLS
1-1.2 protocols.

Encryption is used for traffic traversing the fibre between Google pro-
duction facilities.

Google has an established key management process in place to support
the organization’s use of cryptographic techniques.

Customer data that are uploaded or created are encrypted at rest.
Passwords are stored in the Mobius database using a b-crypt encryption
scheme.

Databases are partially encrypted; that is, passwords are fully encrypted,
but all table information is not fully encrypted.

DigitalEd uses Google’s Cloud Platform data centres as the hosts.
There are three centres used, which are as follows:

¢ North America data are hosted in Montreal, Canada.
e European Union and UK data are hosted in Germany.
e Australia and Japan data are hosted in Australia.

Additionally, customers from China utilize Aliyun.
e Chinese data are hosted in China.

Anti-virus, phishing detection, secure coding and anti-malware/anti-
spam tools are in place to protect Google’s information assets. Tools
are utilized to detect deviations from pre-defined OS configurations on
production machines and correct them.

PII on removable media leaving Google facilities is approved and
encrypted.

Google prohibits the use of removable media for the storage of PII and
SPII unless the data have been encrypted.

Google data centre server floors, network rooms and security sys-
tems are physically isolated from public spaces and/or delivery
areas.
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Access to sensitive data centre zones requires approval from authorized
personnel and is controlled via badge readers, biometric identification
mechanisms and/or physical locks.

Google data centres use redundant power systems and environmental
controls for all systems to ensure reliability.

INFORMATION PROTECTION PROCESSES AND PROCEDURES

Google has developed policies and procedures governing the secure
development lifecycle.

Google application and configuration changes are tested prior to imple-
mentation to production.

Google system changes are reviewed and approved by a separate tech-
nical resource before moving into production.

DigitalEd uses an application lifecycle management tool to man-
age all changes to the product and configuration changes. The pro-
cess is reviewed every release and is followed by all engineering
staff. The process has input from several stakeholders, as well as
reviewers.

Any changes to DigitalEd’s policies or environment would be com-
municated directly to the appropriate contacts and via the following
privacy policy page: www.digitaled.com/privacy.

In the event of emergencies that may affect Mobius services, customer
contact persons are notified immediately with any relevant information
and resolution plans.

DigitalEd can communicate by phone, e-mail and in application mes-
saging via a banner.

DigitalEd reviews and updates the BCP annually.

In the event of emergencies that may affect Mobius services, backups
(onsite and offsite) can be used to restore functionality in other loca-
tions with minimal loss of data.

Each region listed below has three zones used to provide continuous
service. However, data are maintained in the appropriate regions as
follows:

e North America data are hosted in Montreal, Canada.
¢ European Union and UK data are hosted in Germany.
e Australia and Japan data are hosted in Australia.

DigitalEd is currently in the process of updating the Disaster Recovery
Plan (DRP); once updated, it will be reviewed and tested.

DigitalEd Engineering has a checklist of security-related questions and
testing that is used to ensure that the product is securely developed and
implemented.


http://www.digitaled.com
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Google has security policies addressing confidentiality, integrity and
availability that have been approved by management and published on
the intranet, which is accessible to all employees.

Google establishes security policies and procedures that clearly define
the information security responsibilities of all employees. Within the
information security policies and procedures, Google assigns responsi-
bilities to the Google Information Security team.

Google manages operational risk by delegating decisions regarding
risk identification and resource prioritization to the various engineer-
ing groups that directly support the operation of Google products and
services.

Google has established policies and procedures that govern the use of
cryptographic controls.

MAINTENANCE

DigitalEd has a separate group known as the site reliability team that
manages and maintains the systems that support Mdbius.

This team has several tools that are used to manage changes to the sys-
tem and ensure that changes are reviewed and well understood.

The maintenance and repair of assets are performed and logged with
approved and controlled tools.

Remote maintenance of assets is approved, logged and performed in a
manner that prevents unauthorized access.

PROTECTIVE TECHNOLOGY

Audit/log records are determined, documented, implemented and
reviewed in accordance with policy.

Removable media are protected, and their use is restricted according to
policy.

The principle of least functionality is incorporated by configuring sys-
tems to provide only essential capabilities.

Communications and control networks are protected.
Mechanisms—that is, failure safety, load balancing, and hot swaps—
are implemented to achieve resilience requirements in normal and
adverse situations.

Mechanisms are in place to prevent and disconnect unauthorized access
to the Google network from unauthorized devices.

Google segregates networks based on the types of services, users and
information systems.
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Google has an established key management process in place to support
the organization’s use of cryptographic techniques.

Descriptions of Google’s system and its boundaries are available to
authorized external users by ongoing communications with customers
or via Google’s official blog postings.

Google has dedicated teams who are responsible for monitoring, main-
taining, managing and securing the networks. Access to network devices
is restricted to authorized personnel and is periodically reviewed.
Devices require a valid machine certificate to access the corporate net-
work. Connections to the corporate wireless network are encrypted.
There are mechanisms in place to protect the production environment
against a variety of application-layer denial-of-service attacks.

Google segregates networks based on the types of services, users and
information systems.

ANOMALIES AND EVENTS

A baseline of network operations and expected data flows for users and
systems is established and managed.

Detected events are analysed to understand attack targets and methods.
Event data are collected and correlated from multiple sources and
Sensors.

The impacts of events are determined.

Incident alert thresholds are established.

When Google determines that there has been a breach, policies and pro-
cedures exist to ensure that customers are notified in a timely manner in
accordance with disclosure laws or contractual agreements.

SECURITY CONTINUOUS MONITORING

DigitalEd has a policy of performing security and penetration testing
annually, including incorporating the lessons learned into the software
development life cycle.

In November 2019, security penetration testing was performed by Info-
Transec against the 2019.2 release.

In situations when security/penetration testing vulnerabilities are iden-
tified, they are prioritized with the most critical problems addressed in
the release.

The network is monitored to detect potential cybersecurity events.

The physical environment is monitored to detect potential cybersecu-
rity events.

Personnel activity is monitored to detect potential cybersecurity events.
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Malicious and unauthorized code detection is in place.

External service provider activity is monitored to detect potential
cybersecurity events.

Monitoring for unauthorized personnel, connections, devices and soft-
ware is performed.

Cloud-based servers have numerous security teams and personnel
onsite monitoring systems to provide 24 x 7 services.

There are mechanisms in place to protect the Google production envi-
ronment against a variety of application-layer denial-of-service attacks.
Google has implemented a vulnerability management programme to
detect and remediate system vulnerabilities.

DETECTION PROCESSES

The roles and responsibilities for detection are well defined to ensure
accountability.

The detection activities comply with all applicable requirements.

The detection processes are tested.

Event detection information is communicated.

The detection processes are continuously improved.

Google has an established incident response policy that outlines the
management responsibilities and procedures to ensure quick, effective
and orderly responses to information security incidents.

Monitoring tools send automated alerts to operational personnel based
on predetermined criteria. Incidents are escalated per policy.

RESPONSE PLANNING

The response plan is executed during or after an incident.

Information security incidents are documented per Google’s incident
response policy. The information collected from these events is used to
prevent future incidents and can be used as examples for information
security training.

COMMUNICATIONS

The personnel know their roles and order of operations when a response
is needed.

Incidents are reported consistent with established criteria.

Information is shared consistent with the response plans.

Coordination with stakeholders occurs consistent with the response
plans.
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*  Voluntary information sharing occurs with external stakeholders to
achieve broader cybersecurity situational awareness.

ANALYSIS

* Notifications from detection systems are investigated.

e The impact of the incident is understood.

*  Forensics are performed.

* Incidents are categorized as consistent with the response plans.

*  Processes are established to receive, analyse and respond to vul-
nerabilities disclosed to the organization from internal and exter-
nal sources—that is, internal testing, security bulletins or security
researchers.

MITIGATION

* Incidents are contained.

* Incidents are mitigated.

* Newly identified vulnerabilities are mitigated or documented as
accepted risks.

RECOVERY PLANNING

e The recovery plan is executed during or after a cybersecurity incident.

*  Google conducts DR testing on an annual basis to provide a coordinated
venue for infrastructure and application teams to test communication
plans, failover scenarios, operational transition and other emergency
responses. All teams who participate in the DR exercise develop test-
ing plans and post-mortems, which document the results and lessons
learned from the tests.

IMPROVEMENTS

e The recovery plans incorporate the lessons learned.
*  Recovery strategies are updated.

COMMUNICATIONS

e Public relations are managed.

*  Reputation is repaired after an incident.

*  Recovery activities are communicated to internal and external stake-
holders, as well as executive and management teams.
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Organization’s risk appetite

The residual risk rating is MEDIUM LOW for the Mobius Platform.

Risk-mitigation strategy

Further risk-mitigation recommendations can be utilized to align with the
business unit’s risk profile and the NIST Cybersecurity Framework’s core
components.

Supplier chain risk management

ABC University should ensure that Aliyun is routinely assessed using
audits, test results or other forms of evaluations to confirm that they are
meeting their contractual obligations.

ABC University should ensure that response, recovery planning and
testing are conducted with suppliers and third-party providers.

Identity management, authentication and access controls

Existing technology and processes within ABC University should be
reviewed, and appropriate security controls should be implemented to
include integration with ABC University’s LMS.

The web-based interface should support authentication, including
standard-based single sign-on (SSO), leveraging MFA and password/
passphrase ageing requirements.

Information protection processes and procedures

DigitalEd should consider implementing an approved DR process
documentation.

All components of DigitalEd’s DRP should be reviewed at least annu-
ally and updated as needed to reflect the change.

Pll-related information security controls:

*  Protect the transfer of data from ABC University to the cloud host-
ing environment—that is, Google, Alibaba.

»  Examples of secure application programmable interfaces (APIs),
include the following:

*  Creation of accounts for client applications.

e Account updates to use HTTP basic authentication.

e Granularity of access control to ensure each client application
has access to the functions it needs for the applicable operation.
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*  The database containing PII located within the cloud hosting envi-
ronment should

«  protect PII elements—that is, encryption, masking and hashing;

* provide reports for database logging of administrator/
administrator-equivalent accounts for review by ABC Univer-
sity’s management; and

e implement integrity controls on database and system logs.

Awareness and training

¢ Implement ongoing training on and ensure that employees are aware of
the appropriate handling and processing of PII and data privacy.

Security monitoring

*  The ability to monitor for intrusions within the DigitalEd environment.
* Integration of security/data-related breach policies and procedures with
ABC’s incident management process.

Case study #2: Chime Live solution

As part of its 50th celebrations and in response to learner surveys, ABC
University had two in-person convocation ceremonies planned for 2020:
one at ABC on September 18 and another in Toronto on October 2. Due to
the COVID-19 pandemic, ABC University made the difficult decision to
cancel its in-person convocation ceremonies planned for 2020. Delivering
an engaging and impactful convocation for ABC learners is an important
foundational commitment to the university’s learners and community. For
this reason, the university selected Chime Live as a virtual event platform
to host the 2020 convocation. ABC had an opportunity to reimagine the
convocation in its 50th year in a way that would set it apart from other
post-secondary institutions and truly highlight its “digital-first” mandate.
The Chime Live platform would provide this opportunity, as it is a “virtual
event” platform that enables live interactions among learners, guests and
ABC team members.

In spring 2020, the world faced an unprecedented situation, with coun-
tries locked down, stay-at-home orders in place and, for the meetings
and events industry, the inability to gather. Questions arose regarding the
immediate need for virtual meetings. To help industry professionals bridge
the gap, PSAV and its family of companies produced a global webcast on
April 2, 2020, that featured a team of experts. The team described real-life
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applications and solutions for planning, producing and promoting a world-
class virtual event from start to finish. The event included the following:

e Six hours of live broadcasting.
»  Fifty-seven countries reached.
»  Eight interactive sessions.
*  Twenty remote presenters.
e Thirteen thousand people.

How it all came together: Traditional roles were transitioned to virtual roles
with similar responsibilities. Multiple cross-functional teams came together
from around the world to provide their specialized services, including pro-
duction services, technical support, content development, creative design
and speaker coaching.

Chime Live platform

ABC University selected Chime Live as a virtual event platform to host
the 2020 convocation. The purpose of the Chime Live platform was
to host and enhance the university’s reimagined convocation in a way
that would allow the university to celebrate with ABC learners and the
ABC community. Chime Live is a stand-alone platform that will not be
integrated with or connected to the ABC University-owned technology
environment.

Chime Live connects remote presenters and participants with interac-
tive features that assist in overcoming distractions and maintaining high
engagement levels. At home, at work or at the venue, Chime Live simplifies
the streaming process and easily broadcasts keynote presentations, topic
streams and planned breakouts. The purpose of this solution is to enhance
the learners’ experience during the reimagined convocation ceremony by
allowing some live interaction. This approach is consistent with learners’
expectations for an in-person ceremony because it allows them to interact
and connect with their fellow graduates.

The desired goals and supporting objectives for the convocation that
would be realized as a result of utilizing Chime Live include the following:

1 Celebrate learners’ accomplishments in a meaningful way in the 2020
ceremony:

a  Allow for graduate “real-time” networking by faculty or programme.
b Include all undergraduate and graduate, as well as diploma and
certificate programme, students.
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Figure 8.2 Chime Live connects remote presenters and participants with interactive
features.

2 Develop a virtual convocation experience that has impact and engage-
ment and includes the following elements:

Ceremony history and tradition.

Focus on the attendee experience.

Virtual reality tours of buildings and grounds.
A congratulations video from the ABC team.

oo o

3 Include the following legacy items in celebration of ABC’s 50th anni-
versary:

a  Produce activations for a “festival”-type feel for the convocation,
including a Beyond 50 installation (museum in a box), and feature
virtual information booths for faculties, departments and centres.

b Create special graduation photo filters for graduate use.
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¢ Allow real-time congratulations on social walls, sharing of videos
and pictures and the capturing of these pieces for historical purposes.

d Include footage from the June 25, 2020, Light the Night event at
ABC and the lighting of the High-level Bridge in Edmonton and
the Calgary Tower in Calgary.

Access by PSAV employees to ABC data in the AWS infrastructure is
granted as follows:

e Access to the AWS console is ACL restricted and requires MFA.

* Databases are encrypted at rest, and all database interactions are
encrypted in transit.

»  Database backups are stored encrypted.

e All encryption is accomplished using the AWS key management system.

e Accesstoencryption keys is restricted to authorized network administrators.

*  Keys are rotated on an annual basis.

e Access to ABC data is restricted to authorized personnel using various
access control systems.

e Access to systems is restricted to authorized personnel via encrypted
virtual private network (VPN) access.

Questions

1 Determine the inherent risk.

2 Assess the internal control environment using the NIST Cybersecurity
Framework: Core Components.

Determine the risk appetite, risk tolerance and risk profile.

Assess the residual risk and provide recommendations, if appropriate.
5 Develop the risk-mitigation strategy.

W

Case study #3: Marketing automation tool

Currently, ABC University’s University Relation Department uses mul-
tiple tools, including but not limited to MailChimp, Unbounce and Sprout
Social, to manage and track its marketing activities—that is, e-mail nurtur-
ing, landing pages and conversions, and social media posting to prospective
students. It is difficult for recruitment, marketing and communication team
members to coordinate their efforts due to the lack of an integrated view
of this landscape. HubSpot Marketing Hub would solve this challenge by
integrating marketing automation within a single-view experience. HubSpot
Marketing Hub would be integrated with the Ellucian CRM Recruit product
(ILE) to provide end-to-end management of prospective learners, including
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their behavioural interactions and experiences with ABC marketing and
recruitment activities. HubSpot Marketing Hub would help meet campaign
objectives, which include improving learner/stakeholder satisfaction, gain-
ing a larger market share, and increasing operational efficiencies to drive
learner applications and registrations.

The implementation of HubSpot Marketing Hub would allow ABC’s
marketing and recruitment efforts to scale efficiently as the University
Relations Department continues to improve its ability to service faculties
with programmatic and personalized marketing efforts. These strategies are
currently under development and are aligned with ABC’s imagine strategy,
the University Relations Department’s goals and the enrolment/growth tar-
gets outlined in ABC'’s strategic enrolment management (SEM) plan.

HubSpot is the world’s leading inbound marketing, sales and services
platform. Since 2006, it has progressively moved towards the globalization
of its solution. Today, tens of thousands of customers in more than 90 coun-
tries use HubSpot software, services and support to transform the way they
attract, engage and serve customers. HubSpot’s inbound marketing software
is ranked #1 by VentureBeat, GetApp, Capterra and G2Crowd and includes
social media publishing and monitoring, blogging, search engine optimiza-
tion (SEO), website content management, e-mail marketing and reporting
and analytics in one integrated platform.

HubSpot Sales Hub and CRM, HubSpot’s award-winning sales applica-
tions, enable sales and service teams to have more effective conversations
with leads, prospects and customers. HubSpot Service Hub is the best solution
for creating a frictionless environment and satisfying customer experiences.

HubSpot products are offered as SAS solutions. These solutions are avail-
able to the university through purpose-built web applications, APIs and
e-mail plug-ins.

The primary benefactor of the HubSpot investment would be ABC’s mar-
keting and student recruitment teams, as this would help them improve their
ability to strategically serve prospective learners.

Business functionality

The HubSpot Marketing Hub provided ABC with inclusive inbound market-
ing software that facilitates the following activities:

Development of content.

Targeted online traffic.

The ability to identify potential customers.

Tracking and reporting of consumer behaviour.

Provision of a software-based tool to organize and manage information
internally.

DN AW =
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Table 8.3 The Marketing Hub features
Marketing Hub (built on HubSpot CRM) Features
Forms Mobile Phone Support ~ Sub-domain Custom
Optimization Availability Reporting
Ad User Roles Blog & Content Marketing Campaign
Management Creation Tools ~ Automation Reporting
Conversations Messenger SEO & Content Salesforce Website Traffic
Inbox Integration Strategy Integration Analytics
Team E-mail ~ Landing Pages Google Search ~ Smart Content  Calculated
Console Properties
Integration
Live Chat Ad Retargeting  Social Media Attribution Hierarchical
Reporting Teams
Conversational Custom Calls to Action ~ A/B Testing Custom Event
Bot Properties Triggers and
Reporting
E-mail Multiple Standard SSL  Video Hosting ~ Event-Based
Marketing Currencies Certificate & Management Segmentation
List Record Competitor Team Predictive Lead
Segmentation  Customization Scoring
SSO Partitioning CMS E-mail Send YouTube
Membership Frequency Cap integration
Social Filtered Events API Multi-touch Adaptive
Permissions Analytics View Revenue Testing
Attribution
Questions

1 Determine the inherent risk.
2 Assess the internal control environment using the NIST Cybersecurity
Framework: Core Components.

W

5  Develop the risk-mitigation strategy.

Case study #4: CatchMyData

Current state

Determine the risk appetite, risk tolerance and risk profile.
Assess the residual risk and provide recommendations, if appropriate.

CatchMyData is a third-party organization that is contracted by ABC Uni-
versity IT Services (ITS) to collect data from ABC’s student financial aid
course registration plan form. The long-term relationship with CatchMyData
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extends over 10 years and is managed through the Office of the Registrar
for the loan study plan application. A privacy impact assessment (PIA) was
completed by the ABC Privacy Office and indicated that PII is captured and
stored through this web application. The data collected through this form
are sent to CatchMyData for management within one backend database.
The database is located within a secure data centre managed by Alentus and
located in the Edmonton Rogers Data Centre. Initially, the loan study plan
front-end web application was developed and managed by the university
approximately 10 years earlier.

The data captured by CatchMyData are collected from a historical uni-
versity-created and -managed web page, the course registration plan (a.k.a.
loan study plan). PII-relevant items collected from the applicant are defined
by the university for its own use. The user-identifiable items are the name,
address, phone number, e-mail, SIN, ABC ID and provincial ID as submit-
ted by the applicant.

CatchMyData does not share or distribute these data. All changes to the
data captured are at the discretion and direction of the ABC Student Loan
Office. The captured data are stored in a distinct and separate database and
are not commingled with any other CatchMyData client data. The ABC cli-
ent application provided by CatchMyData is accessed through a TLS v.1.2
encrypted session, where the login name and password are transmitted for
ABC Student Loan Office users.

PII data are stored in a third-party secure cloud service in Canada, and
access to the server is restricted to two distinct IP addresses, with no access
by third-party organizations. ABC users are provided access by the admin-
istrator, Barrie Jackson, or the manager, Valmir Oppenager. The student
financial aid advisor logins in CatchMyData are created and administered
by Barrie Jackson, who is the sole individual from ABC University with
administrative privileges to this database.

User access is granted through the ABC University IT access policy,
and access is granted based on a user’s job function within the university.
Therefore, any changes to either the administrator or manager role would be
authorized directly by ABC University’s management.

Future state

The change proposed by the university was to renovate the course reg-
istration plan page to facilitate adaption to course changes and ses-
sion timing more rapidly. Structural changes to the course registration
plan were proposed using CatchMyData’s smart form. The application
code used to capture the data would remain largely intact, as originally
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created by ABC, and would be maintained within the CatchMyData
environment. CatchMyData as a company would continue to abide by
the original ABC contract in terms of security, application maintenance
and backup.

Questions

1 Determine the inherent risk.

2 Assess the internal control environment using the NIST Cybersecurity
Framework: Core Components.

Determine the risk appetite, risk tolerance and risk profile.

Assess the residual risk and provide recommendations, if appropriate.
5  Develop the risk-mitigation strategy.

W

Case study #5: Moneris Solutions

SAD refers to the information on a payment card used for authentication
at the time of a purchase, including data from the full magnetic strip, card
security code (CSC, CVV2, CID, CAV2) and PIN. Within the payment
card processing model, ABC University has a merchant relationship with
its acquiring bank for accepting payment card transactions. ABC Univer-
sity has outsourced the transaction processing of payment card data to a
third-party service provider, Moneris Solutions. The university’s vendor is
responsible for compliance with regulatory and legal statutes, as well as pro-
tecting such information from dissemination to unauthorized parties. This
risk-assessment report provides the residual risk profile for the credit card
service fee model project.

The university has an existing relationship with Moneris Solutions to pro-
vide transaction processing for ABC customers. The current relationship is
detailed here.

MERCHANT MONERIS MONERIS
CHECKOUT PAGE HOSTED PAYPAGE RECEIPT PAGE PAGE

CUSTOMER

5%1
~

Option B

Figure 8.3 The Moneris Solution transaction processing process for customers.
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The hosted pay page (HPP) process flow is as follows:

1 The customer arrives on the ABC University website (application). At
this point, the university must determine the amount of the transaction
and collect any additional data.

2 Once the cardholder is ready to pay, the university checkout page will
submit an HTTP form POST to the Moneris HPP. At this time, the cus-
tomer will be redirected from the university website to the Moneris HPP
URL.

3 On the HPP, the cardholder will provide secure payment details, such
as the card number, and submit the transaction. At this time, Moneris
will process the transaction and then provide a receipt to the cus-
tomer.

4 Once the customer is ready to continue, he or she will be redirected
back to the university website to the response URL provided in the HPP
configuration.

The change that is being proposed by the university is to add service
fees—specifically, convenience fees—to the university receipt. The con-
venience fee programme was designed to allow merchants to offer the con-
venience of an alternative payment channel to the cardholder at a charge.
This applies only when providing a true “convenience” in the form of an
alternative payment channel. The convenience fee is a separate charge on
top of what the consumer is paying for the goods and/or services being
purchased, and this charge will appear as a separate line item on the con-
sumer’s statement. From an information security viewpoint, the impact of
this change is minimal. It was confirmed that a PIA was not required, as
PII was not within the scope of this project enhancement. In addition, the
new receipt would not contain any sensitive data that would require addi-
tional security controls within the university. The university maintained
its current transaction processing relationship through the service provider
Moneris Solutions.

Questions

1 Determine the inherent risk.

2 Assess the internal control environment using the NIST Cybersecurity
Framework: Core Components.

Determine the risk appetite, risk tolerance and risk profile.

Assess the residual risk and provide recommendations, if appropriate.
5  Develop the risk-mitigation strategy.

O]



Case studies 139
Case study #6: Alumni Learning Consortium

The Alumni Learning Consortium (ALC) is a new webinar platform
designed to meet the specific needs of alumni associations. The University
of Maryland and 11 other colleges and universities formed the ALC, which
is managed by Professional Book Club Guru (PBC Guru).

Current initiative

The ALC is an organization that can assist ABC University with creat-
ing online programmes to drive alumni engagement. ABC University part-
nered with PBC Guru to utilize the CloudWays web hosting platform. This
solution provides the university with an ABC-branded website that facili-
tates content management and delivery to ABC alumni for the following
services:

1 Livestream platforms —hosted webinars and live-stream events to inter-
national participants, with a limitless number of events or participants,
including the following:

e Unlimited events, registrations and viewers.

e A school-branded microsite that allows alumni to register for
upcoming live streams, view live streams and watch past events.

e Analytics of the individuals who register and attend each programme.

*  Personalized screen views that allow on-screen branding with
support for webinars, panel discussions and streaming in-person
events.

e Seamless integration with white-label live streams created by the
ALC.

*  An annual fund donation request on the registration page of each
online event.

»  Technical support and platform training.

2 White-label webinars—programming from best-selling authors and
career experts for alumni at all life stages. The ALC produces two to
four webinars per month that are open to the alumni of all member
schools. These webinars cover a range of career, life-stage and life-
long learning topics to engage different segments of ABC alumni. Each
webinar is “white labelled”, meaning that it is branded for ABC on the
alumni webinar page, creating a seamless watch experience for ABC
alumni. The consortium can bring top presenters to the ABC alumni due
to the size of the ALC network.
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3 Professional society—connect with other consortium members to learn
best practices to develop professionally.
4 Expert support—specifically designed for alumni associations to succeed.

Managed service provider (MSP) model

PBC Guru utilizes the cloud hosting platform offered through CloudWays
to provide development, content delivery and operations of the ABC-
branded website. CloudWays utilizes secure data centres managed by
Digital Realty Data Centre Services, and Data Centre NYC3 houses the
technology to support this solution. ABC University is responsible for
managing, updating and maintaining the ABC ALC website. Therefore,
ABC has dedicated site administrators to providing overall management
for the ABC ALC website.

Questions

1 Determine the inherent risk.

2 Assess the internal control environment using the NIST Cybersecurity
Framework: Core Components.

Determine the risk appetite, risk tolerance and risk profile.

Assess the residual risk and provide recommendations, if appropriate.
5  Develop the risk-mitigation strategy.

A W

Case study #7: Cascade software

ABC University is a semi-virtual organization, and learners, staff and
other stakeholder groups are reliant upon user interfaces (websites) to
access online information and resources—that is, courses, programmes
and services. The usability and effectiveness of these interfaces, includ-
ing the quality of their digital content, are paramount in establishing an
effective digital experience. However, the university’s current digital
experience has become increasingly fragmented. In addition, the web
publishing functionality in its existing solution (Alfresco Web Content
Management) is no longer offered or supported by the vendor, and a scal-
able cloud-based solution is required to support the achievement of the
university’s strategic goals. This risk assessment was intended to review
the changes to content management and content delivery functions asso-
ciated with the Cascade initiative. Any existing processes would be out
of scope for this assessment, which included but was not limited to the
identity and access management process that utilized the university’s
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SSO authentication mechanism. It is important to note that sensitive data
are not intentionally stored within the CMS hosting architecture.
The Cascade initiative would perform the following:

e Implement a new DX platform and DNS server in ABC’s cloud for
Internet and intranet publishing requirements.

*  Develop a new scalable and high-availability architecture for ABC’s
Internet and intranet, including a monitoring mechanism to gauge per-
formance.

e Develop an Internet and intranet site redesign and implementation
plan that includes approaches to audit existing sites, develop criteria
to identify “high-value sites”, develop and implement SEO tactics and
work with stakeholders to redesign and deploy (or decommission and
archive) primary sites based on the new web design and publishing
standards and workflows.

* Integrate website improvement and digital asset management (DAM)
tools with the DX platform via APIs and configuration.

*  Rationalize and classify all identified sites.

*  Redesign and deploy new sites deemed “high-value” primary sites and
decommission and/or archive the old sites.

*  Develop a list of secondary and tertiary sites for future redesign and
deployment with the redesign of secondary and tertiary sites being out
of scope.

»  Establish analytics—that is, Google Analytics—for all primary web-
sites deployed.

The application has two components: content management and content
delivery. The former is a publishing engine that distributes content to a
user-defined target. The latter is an arbitrary solution that is utilized by the
Cascade software product to provide web content to an audience that is most
appropriate to the business.

The websites are categorized based on a criticality rating:

e Critical—medium volume (10,000+), tied to event or business process
or important communications asset.

e Important—low-volume (<10,000) occasional use, not critical to move
and can wait.

*  Non-critical—faculty web content for current students and staff.

e LSS—Iow volume does not support a business process; however, it
may contain historical information.

*  Out of scope—high volume (50,000+) used daily—students and staff.
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The Cascade web content management system provides a means to
publish information about ABC University’s academic resources for
students and faculty and employment resources for staff. University
websites are the primary means for communication with the audience;
therefore, this is a business-critical application. The following services
for website indexing, site search capabilities and DAM were included
within this project:

1 SiteSearch360—Batman Option as an alternative to the Google Mini
Search Appliance. The owner of this service is SEMKNOX GmbH, and
it involves the insertion of simple JavaScript into the Cascade website
to facilitate search capabilities—specifically, four lines of code. There-
fore, hosting or vendor involvement is out of scope. Site Search 360 has
attained various industry requirements, as follows:

PCI DSS compliance.

ISO/IEC 27001:2013 for data centre certification.

The data processing agreement (DPA) required by general data
protection regulations (GDPR).

Technical and organizational measures from SEMKNOX GmbH,
the legal entity behind Site Search 360, and Hoster.

2 The Enterprise DAM solution utilizes an outsourced data centre man-
aged by Brandfolder, and its features include the ability to perform the
following:

Tag and categorize assets.

Manage asset metadata—that is, name, date and description.
Create a workflow—that is, permissions for internal and external
audiences, reviews and approvals, and notification.

Implement version control and rights management—that is, user
restrictions.

Implement asset sharing across various teams—that is, lightboxes
and asset tracking.

Perform searches—that is, simple and advanced searches in the
DAM.

Edit assets—that is, images within the DAM—and convert to dif-
ferent formats.

Replace an asset in the DAM and have the replacement changed on
the website.

Create a gallery within the DAM.

Implement reporting.
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The university does not intentionally store sensitive or classified informa-
tion on the web content management system. However, the possibility of
accidental storage and distribution of this type of information exists.

Questions

1 Determine the inherent risk.

2 Assess the internal control environment using the NIST Cybersecurity
Framework: Core Components.

Determine the risk appetite, risk tolerance and risk profile.

Assess the residual risk and provide recommendations, if appropriate.
5 Develop the risk-mitigation strategy.

W

Case study #8: Chrome River travel and expense

The purpose of this risk assessment was to assess the risk associated with imple-
menting Module Finance Upgrade Phase 2: Travel and Expense Claim Module.
Sensitive ABC data are collected, transmitted and stored in this system, and the
risk assessment reviews the controls in place to adequately protect ABC data
as required by the university’s data classification standard operating procedure.

Chrome River applications leverage years of security leadership to uti-
lize (1) security by design, achieved through multilayer encryption capa-
bilities, secure systems framework and annual risk analysis; (2) enforced
standards, tested processes and dedicated tools to protect customer data; and
(3) annual security education and certification for employees to comply with
established business conduct guidelines. Operational security is enforced by
state-of-the-art scanning and intrusion detection, continuously updated to
stay ahead of new attack vectors. Chrome River conducts regular audits to
verify that operational security meets control requirements and that a global
security incident process is in place that is monitored 24 hours per day,
7 days a week and 365 days per year (24x7x365). Chrome River services
are designed to protect proprietary ABC content and data.

In April 2018, ABC began the Module Finance & HR Upgrade Project to
upgrade the finance, payroll and position control modules from Module ver-
sion § to Module version 9, as Ellucian was removing support for Module
version 8 at the end of 2018. This phase of the project specifically included
only the core modules, and items such as the Travel and Expense Manage-
ment System (Module TEM) were listed as out of scope. The project team
successfully implemented this upgrade in November 2018.

With the core finance and HR modules upgraded to supported versions,
the finance and administration departments examined the support status of
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the out-of-scope modules in the project. Module TEM entered sustaining
support status on January 1, 2019. Ellucian’s supported expense manage-
ment solution became Chrome River expense management, and the project
sponsor requested that an upgrade to this module be included as a second
phase of the Module Finance & HR Upgrade project. Digital governance
approved a project change request in February 2019 to implement the
Chrome River expense management and invoice management modules.
The legacy module TEM and associated module workflow products were
be decommissioned.

The purpose of this project was to implement the Module Finance
Upgrade Phase 2: Travel and Expense Claim Module.

Questions

1 Determine the inherent risk.

2 Assess the internal control environment using the NIST Cybersecurity
Framework: Core Components.

Determine the risk appetite, risk tolerance and risk profile.

Assess the residual risk and provide recommendations, if appropriate.
5 Develop the risk-mitigation strategy.

N W
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