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Preface

With approximately 40 % of the world’s population now connected to the Internet,
many people have unprecedented access to education, commerce, and cultural
exchange. As new technologies allow more people to connect, these opportunities will
continue to grow well into the future. However, the same opportunities that allow
legitimate businesses to reach new customers online also allow opportunities for cyber
criminals to perpetrate large-scale fraud, intrusions, and data theft.

Beyond what could be considered traditional cybercrime, the actors, and their
motivations, are changing. Perpetrators of cybercrime are increasingly organized and
global. Governments are investing heavily in military-grade cyber-offensive and
defensive capabilities. Unfortunately, average businesses and Internet users are still
largely unaware of the potential dangers of cyber crime and how to protect themselves.
Governments are still largely uncooperative and ineffectual during the majority of
international cyber crime investigation requests, and some countries still lack legisla-
tion on cyber crime.

While progress is being made in national investigation capacities, cyber criminals
are taking advantage of the weak cooperation between countries. Unsecured infras-
tructure and poor policies allow civilian and government infrastructure to become part
of criminal organizations’ or foreign military assets.

Indeed, improved information security and cyber crime investigation education is
needed, as well as a better understanding of such crimes, refined investigation tech-
niques, and an increase in global cooperation from all stakeholders.

In an attempt to raise awareness and improve cultural understanding and interna-
tional cooperation in cyber crime investigations, the 7th International ICST Conference
on Digital Forensics and Cyber Crime (ICDF2C 2015) was held in Seoul, Republic of
Korea; the first time ICDF2C was hosted in Asia.

This volume contains papers presented at ICDF2C 2015, held October 6–8, 2015 in
Seoul, Republic of Korea. Unlike other conferences in the field of digital forensics,
ICDF2C focuses on the applications of digital forensic research, providing a forum
where practitioners can learn how the latest research results can be used in everyday
investigations of cyber crimes and corporate misconduct.

The 14 papers and three abstracts contained in this volume cover a variety of topics
ranging from tactics of cyber crime investigations to digital forensic education, network
forensics, and international cooperation in digital investigations. Each paper was
reviewed in a double-bind peer review process. We sincerely thank the Technical
Program Committee for their hard work in reviewing the submissions. We thank the
Organizing Committee, Sang-Jin Lee, Pavel Gladyshev, Frank Breitinger, Yunsik
“Jake” Jang, Taeshik Shon, Kisik Chang, YooJin Kwon, Young-jin Son, Songmin Lee,
Jae Hyeok Bang, and Boyoung Lim, as well as ASCO, the Korean National Police, the
Korean Digital Forensics Society, and the Seoul Tech Society for their tireless efforts in



managing all of the arrangements required for a successful conference. We would also
like to thank JETCO and DUZON for sponsoring the event. Finally, we offer special
thanks to all the staff at EAI who made this conference possible.

August 2015 Joshua I. James
Frank Breitinger
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Abstract. This paper reports experiences and lessons learned in the process of
developing and implementing an undergraduate curriculum for digital forensics
over the last three years at the University of Illinois at Urbana-Champaign. The
project addresses the challenges of developing a higher-education standardized
curriculum for digital forensics that meets the needs of the digital forensics
community. The curriculum provides degree options and considers the growing
employability of digital forensics students in an increasing range of jobs. The
approach builds on the multidisciplinary nature of the field. The findings include
a curriculum model, detailed course content, exams, and an evaluation package
for measuring how students respond to the courses. This paper summarizes the
model, results, challenges, and opportunities.

Keywords: Digital forensics · Standardization · Higher education · Portable
curriculum · Multidisciplinary approach

1 Introduction

Digital forensics involves the investigation of data/evidence from computers, networks,
and other electronic devices. It is multidisciplinary in the sense of depending not only
on technical aspects of investigation, but on a combination of skills and knowledge of
application areas including mathematics, statistics, law and courtroom procedure,
government policies, psychology, library science, and finance. Efforts to establish a
cohesive body of knowledge and standard curriculum practices remain largely under‐
developed because digital forensics, and forensics itself, is a new science, quickly

© Institute for Computer Sciences, Social Informatics and Telecommunications Engineering 2015
J.I. James and F. Breitinger (Eds.): ICDF2C 2015, LNICST 157, pp. 3–15, 2015.
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developing, with applications for all sorts of uses in society. This project argues that
computer forensics education is not the same as computer security although it shares
many common techniques. The difference lies in the nature and process of digital
evidence when it is used by society for social processes, whereas, security concerns
information assurance and availability.

Members of the digital forensics community are concerned by the relative absence
of digital forensics practitioners training [1–4]. There is a broad need for higher-educa‐
tion standards and curricula. To address the need for a standardized high-quality digital
forensics education program, this project, in conjunction with the National Science
Foundation (NSF), is developing and piloting a curriculum package in digital forensics
suitable for adoption by other institutions. Research by Woods et al. [9, 26], Ismand and
Hamilton [27], Al Amro et al. [28], describe a technical foundation for the development
of digital forensics education programs. Their scholarly findings provide a basis for this
program’s development, detailed below.

A Digital Forensics program could be organized in a number of ways. The proposed
and adopted approach encourages widespread distribution. Specifically, the Digital
Forensics curriculum is offered as a specialization to an existing degree within a depart‐
ment of a university. The project has designed a three-course series of study to prepare
students for an increasing number of digital forensics related job openings. The design
includes multidisciplinary themes within the curriculum model. The curriculum can be
taught as a specialization within just one department or shared between any or all of the
multidisciplinary degrees. The project’s progress in establishing and implementing a
standardized curriculum over the past three years is elaborated in the remainder of this
paper. The following sections discuss findings and issues concerning this curriculum.

2 Related Work

Research investigators discuss different approaches to introduce digital forensics in
higher education. Chi et al. [6] reported on the challenges of teaching computer forensics
at Florida A&M University to students without a strong technical background. To
supplement the students’ need for technical knowledge, Chi et al. created preparatory
courses for students to bolster their prerequisite knowledge of computer forensics before
introducing the more technical components of the field. In contrast, Srinivasan [7]
described a course on computer forensics at the University of Louisville available only
to computer information systems students concentrating in information security. Bashir
et al. [5] published research findings on a more multidisciplinary approach.

Other research investigations focus on building a curriculum around industry needs
and fortifying the employability of their students in fields related to digital forensics.
Liu’s baccalaureate program in digital forensics at Metropolitan State University
adopted a “practitioner’s model,” aimed to prepare students for their target industries
[20]. This approach failed to recruit the necessary qualified faculty for implementing
the model. Wassenaar et al. [8] discusses an approach by Cypress College that prepares
students for professional certification. The program required instructors that are digital
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forensics practitioners. The program’s credibility relied on instructors’ abilities to
communicate their industry experience.

This project’s design and development was influenced by challenges to digital foren‐
sics education already identified, discussed, and published by Bashir [5], Lang et al. [10],
Woods [9], Walls et al. [11], Beebe [12], Kwan et al. [13], Bishop [14], Craiger et al. [15],
Nance et al. [16], and Burnett [17]. Further, this project identified challenges faced by
institutions involved with implementing digital forensics programs. These include:
balancing training and education [18, 19], lack of an adequate textbook on digital forensics
[20], finding qualified faculty [19, 20], lab setup [19, 20], selecting appropriate prerequi‐
sites [6, 20], and absence of widely accepted curriculum standards [21–24].

3 Background

To help address the need for qualified digital forensics professionals, this project
develops an adoptable curriculum. The goal is to distribute it as a self-contained curric‐
ulum package. This includes an instructor handbook, a lab instructor handbook, lecture
slides, and question sets. This will be a significant contribution to the digital forensics
education community [2]. When complete, the program will consist of an introductory,
an advanced course in digital forensics with accompanying hands-on laboratory
sessions, and a special topics course. The introductory course is accessible to a wide
range of students from many disciplines and valuable as a stand-alone offering. The
second course is more technically intensive, but it is intended to be accessible and
valuable to students from non-technical disciplines. The third course is a purely technical
course, and it focuses on new relevant topics of digital forensics [2].

This DF program is not necessarily a job-track training program intended to prepare
students to directly enter the job market as digital forensic examiners and analysts.
Instead, it provides a broadly applicable education in the field of digital forensics that
will be valuable for students going into many disciplines related to digital forensics,
such as law, in addition to forensic analysts. It is expected that these students will receive
additional education training specific to their career paths and some on-the-job training
specific to their eventual professional roles. At the time of writing, this project developed
curriculum for the introductory and advanced course. The pilot courses of both were
taught and in the process of curriculum revision for distribution to other institutions [2].
The content includes modules developed collaboratively by faculty experts in multiple
fields of computer science, law, psychology, social sciences, and accountancy.

4 Methodology

The vision and strategy for this standardized Digital Forensics education curriculum
proposes that digital forensics would be best suited as a specialization within a technical
domain. The curriculum design envisioned a three-course sequence. The hallmarks of the
program include a multidisciplinary approach to digital forensics education. Also, domain
experts from multiple fields related to digital forensics develop and teach the curriculum.
The course work is modular and portable. Also, live evaluation feedback of the curric‐
ulum and teaching was part of the entire design for this project from the beginning.

Digital Forensics Education: A Multidisciplinary Curriculum Model 5



The modules are combined to form a coherent narrative and introduce students to the
complex and multiple dynamics of digital forensics. The laboratory assignments from the
project’s introductory course solely use open source content (detailed below). Further, the
modular course content is designed with the intention of being easily adaptable and inte‐
grated at various educational institutions.

Digital Forensics is essentially multidisciplinary – encompassing evidence collec‐
tion, evidence preservation, evidence presentation, forensic preparation [2] – the
research team for this project is also multidisciplinary and includes computer science,
electrical and computer engineering, criminal justice, law, psychology, and educational
assessment experts. The proposed curriculum introduces students to various application
areas of digital forensics, including topics such as fraud investigation and digital
archives, with the aim of demonstrating the breadth of application for diverse knowledge
in the field. The sections below will detail the specifics for Digital Forensics 1, Digital
Forensics 2, and Digital Forensics 3.

To satisfy the multidisciplinary aims of this three-course curriculum sequence,
professors and experts in digital forensics and related fields deliver subject-specific
course material during lectures. The fields of study mentioned above, including technical
and non-technical topics, were carefully chosen as the result of an extensive review of
literature that outlined relevant intersecting topics in the expansive field of digital foren‐
sics. Experts, who attended the Digital Forensics Research Workshop (DFRWS 2011 –
2013), confirmed the accuracy of structuring the course to include these specific fields.

4.1 Digital Forensics 1

Digital Forensics 1 is an introductory course designed to offer an initial overview of the
field to students from a broad range of disciplines. Designing a digital forensics curric‐
ulum that is appropriate for a large target audience creates particular problems and chal‐
lenges. It is difficult for a single class to offer a comprehensive introduction to a field as
complex as digital forensics; however, the pilot course covered the major forensics-
related fields – computer, network, and mobile device – precisely because its pedagog‐
ical strategy focuses on education rather than training.

The introductory course was taught in 2013 and 2014. The classes consisted of two
75-min lecture sessions and an hour-long laboratory session each week for a 16-week
term. To create a multidisciplinary and modular-based curriculum to correspond with
the multidisciplinary nature of the field, the project assembled a development team to
include domain experts in computer security, computer networks, law, civil and criminal
justice, fraud investigation, and psychology. This approach allows the content devel‐
opers to receive feedback from student interactions and more efficiently revise their
materials. Various modules were combined to form a coherent narrative and introduce
students to various perspectives of the field.

The learning objectives that guided the curriculum development were that students
should understand: (a) Common terminology, techniques, and investigative procedures
of digital forensics, including the related disciplines of computer forensics, network
forensics, and mobile device forensics; (b) Applications of the scientific method to
digital forensics investigation and its importance; (c) Various types of digital forensics
evidence acquired and the limitations of current techniques; (d) Basic operations of the
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U.S. justice system and court proceedings; (e) Areas related to digital forensics, such as
data recovery, psychology, cyber crime, and fraud examination.

4.2 Digital Forensics 2

Digital Forensics 2 (DF2) is an advanced lecture and lab course designed to offer students
an in-depth look at particular multidisciplinary topics related to digital forensics. The
class consists of two 50-min lecture sessions and two hour-long laboratory sessions each
week for a 16-week term. The learning objectives that guided the curriculum develop‐
ment were that students: (a) Should be familiar with the known barriers and challenges
in digital forensics research; (b) Should be able to use their investigative skills in real-
world scenarios; and (c) Should be able to contribute research to the digital forensics
community. DF2 includes greater focus on technical topics and more rigorous laboratory
assignments than the introductory course. It also requires students to complete a research
project. Notably, despite recent consumer trends, research continues to neglect the
forensics of non-Windows operating systems, file systems, and user applications. The
course aims to encourage students to research Linux, Mac, and iOS operating systems
as they become increasingly prominent in our daily lives. Students’ understanding of
multiple operating systems contributes to their ability to adapt the digital forensics
investigative process for use in different systems.

Another design decision that is important to the curriculum and this advanced course is
the inclusion and option for students to learn in a virtual laboratory environment. The
program established a virtualized laboratory called ISLET. ISLET allows professors to
demonstrate various digital forensics tools and students to complete their laboratory exer‐
cises remotely. ISLET is a container-based virtualization system for teaching Linux-based
software with minimal participation and configuration effort. The participation barrier is set
very low, and students need only a Secure Shell (SSH) client in order to participate [25].

Inspired by the extensive range of open research questions in the field of digital
forensics, this curriculum requires students to contribute to solutions rather than only
learn about the issues. To achieve this end students chose a topic for a semester-long
research project. Students were guided to design manageable and relevant research
topics and were provided with a list of research project ideas. Students formed groups
and submitted a project proposal. Each proposal was scrutinized to establish feasibility
and likelihood of contributing to digital forensics research and/or education community.
The midterm progress report indicates whether students are on-track for the semester.
Significantly, the report reveals any particular challenges experienced by the students
at that point in the semester. This offers an opportunity for instructors to help students
develop strategies for addressing challenges as they continue working on their projects.
Near the end of the semester, students present their research projects in the form of oral
presentations to their peers and instructors. Ultimately, they submit final project reports.

4.3 Digital Forensics 3

Digital Forensics 3 (DF3) is an advanced topics course specifically designed to include a
substantial research component, challenging students to investigate, develop, and design a
research project that focuses on a particular aspect related to the multidisciplinary field of
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digital forensics. This course aims to enroll advanced undergraduate and graduate students
to develop topic-specific research that is related to their fields of study. Students will read
and examine the latest research in the area of digital forensics. They will be asked to
analyze and critique an array of papers, and from this analysis, they will choose a research
topic. The strategies for DF3 curriculum design are in development and will focus
primarily on enhancing digital forensics research.

4.4 Evaluation Methodologies

The construction, modifications, and updates to the curriculum are based on workshops,
surveys, student evaluations and performance. The construction of the initial curriculum
vision is based on summaries of a series of workshops (the proceedings are now in press)
that included experts in the field of digital forensics. Findings and guidance gathered
from these workshops significantly added to the curriculum development process. An
external evaluation team was hired to conduct a formal evaluation of the initiative by
providing: (a) Ongoing feedback to inform the implementation and delivery of the
curriculum, and (b) Comprehensive assessment of program effectiveness and outcome
attainment. Being responsive to the multiple groups of individuals involved with the
initiative helps to legitimize a diversity of perspectives and experiences and contribute
to a comprehensive understanding of the curriculum being developed. To that end, the
evaluation design includes both quantitative and qualitative methods developed in
collaboration with the initiative’s leadership team.

Three student surveys were developed, which were distributed throughout the
academic semester. The initial paper-based survey is administered to registered students
during the first week of the course. Its purpose is to gather initial information about
enrolled students, including major, technical background, ethnicity, and gender. The
second survey is administered mid-course and online after the midterm exam. This
survey records how students are experiencing the course. The third survey is an end-
course survey administered online during the last week of class. Its aim is to gather
information about students’ perspectives, experiences, and suggestions. All surveys
include multiple-choice questions whereby students indicate their level of agreement
with a statement on a scale from 1 to 5. Surveys also included open-ended items, inviting
students to include additional comments about specific aspects of the course.

The evaluation team observed most of the lecture and lab sessions. The purpose of
these observations was to assess the delivery of the curriculum content, and students’
engagement and experience with the course. Information related to the following catego‐
ries was noted during the observations: (a) Social or interpersonal setting: how groups and
individuals were situated; (b) Activities: a systematic description of activities and time‐
frames; (c) Content: a description of resources and materials used and discussed; and (d)
Interactions: a description of student-professor verbal and nonverbal interactions.

Group or individual interviews were conducted in the middle and at the end of the
course to explore students’ experiences, reactions to, and opinions on the course in detail.
Each group or individual interview involved a dialogue between students and one of the
evaluators, who prompted conversations about course-related topics. In an effort to
maintain student confidentiality and privacy, there were no members of the course’s
staff or instructors present during the interviews.
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5 Results, Opportunities, Challenges

This project found Digital Forensics to be a complex curriculum to teach in a higher-
education institution. This curriculum model and course outlines contribute to a stronger
basis for a standardized curriculum. The results are based on teaching the first course twice
and the second course once and the results are supplemented with evaluations, surveys and
exam results. Below is a summary of the project’s findings so far, commenting on oppor‐
tunities to improve the curriculum, and outlining some challenges that remain.

5.1 Findings About Students

The program attracted students from various majors, including law, psychology, math,
computer engineering, and computer science. Perhaps unsurprisingly, a major problem
with designing a curriculum for multiple majors is that there was a wide difference in
students’ expectations. Students with a technical background desired to learn more about
technical topics, and typically they failed to understand the importance of non-technical
topics. Students with a non-technical background and interest tended to appreciate the
course overall; however, they struggled with the technical concepts and assignments of
the course. The large number of possible careers includes digital forensics analyst,
examiner, practitioner, security specialist, expert witness, security researcher, digital
archivist, and fraud investigator added to student expectations.

5.2 Team Development of a Course

Lacking any individual with the full range of Digital Forensics expertise, the course
sequence is team-taught. The project struggled to present a cohesive course and maintain
course integrity related to the differing approaches of the team. Multiple professors did
achieve the aim to provide students with a broader understanding of the topics presented.
However, many students failed to grasp all of the connections. The intention for the
final product is that one instructor will be able to teach all the materials. Part of this
project involves providing background material as a teaching aid.

5.3 Digital Forensics Theory and Practice

Approaching Digital Forensics education using a scientific approach requires evaluation
of methods and experimental results. However, scientifically evaluating Digital Foren‐
sics methods and reasoning about that evidence using logic is immature in theory and
in practice. The project introduced a module in Digital Forensics 2 on “Reasoning about
Evidence” with the intention of promoting a more scientific approach to digital forensics
research than was offered in the introductory course. The following challenges resulted
from this approach. First, the time limitations of a 16-week course limited covering
several topics in depth. Second, digital forensics practitioners, educators, and
researchers identified that a robust scientific basis for the evaluative methods involved
with digital forensics investigations was ongoing research. The Scientific Working
Group on Digital Evidence (SWGDE), for instance, have released several documents
since 1999 concerning digital forensics standards, best practices, testing, and validation
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processes, and these were considered in the development of our curriculum. Addition‐
ally, in 2001, the U.S. National Institute of Standards and Technology (NIST) began the
Computer Forensic Tool Testing (CFTT) Project. It subsequently established and imple‐
mented validation test protocols for several digital forensics tools. Moreover, DF2
includes a module entitled tool validation but remains challenging because tool evalu‐
ation technologies are unavailable.

The first Digital Forensics Research Workshop (DFRWS 2011) initiated a gathering
of over 50 researchers, investigators, and analysts. It aimed to establish a research
community that would apply the scientific method in finding focused near-term solutions
that were based on practitioner requirements. The community addressed future aims for
developing the field of digital forensics. The related curriculum emphasizes the need to
bring rigorous scientific methodological approaches to evidence evaluation. One example
is “fuzzy logic,” a particular form of reasoning about digital evidence. Fuzzy logic allows
elements to be identified as true or false to some degree. A “fuzzy engine” provides a
solution to human errors (such as word misspellings) that might skew the results of anal‐
ysis by selecting an acceptable degree of “fuzziness.” A fuzzy expert system regards a
misspelled or mistaken word as input and then finds relationships for it with other similar
words.

5.4 Project Opportunities

The Digital Forensics 2 advanced course implements a semester-long research project.
This provided the students with opportunities to explore different concerns of Digital
Forensics. For example, several students decided to develop a case study as their research
project that will be available to other institutions to be used in future work and may also
be incorporated into the next iteration of the introductory course, Digital Forensics 1.
A group interested in social media investigated the amount of shared information by
considering application programming interfaces that could potentially be used to extract
data about individuals. The project involves the creation of a correlation engine that
would be able to demonstrate a connection between application programming interfaces
and the ability to extract information about an individual from an online environment.
Another group of students introduced digital forensics to high school students. Modeled
on their own abbreviated curriculum they also created challenge exercises for the high
school students. The goal of the students is to produce outcomes of their project that
will contribute to outreach programs that engage students of all ages in digital forensics
education. Yet another research group designed a lab for students to examine Mac oper‐
ating system malware and relevant legal aspects of an investigation.

5.5 The Laboratory Environment: Results and Challenges

The collaborative virtual lab environment also led to some challenges. It requires
students to be knowledgeable about the Linux command-line, which is a challenge for
many non-technical students. This will hopefully be overcome in the future by designing
a laboratory assignment based on an introduction to the Linux command-line.
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5.6 Evaluation Methodology Challenges

The evaluation progressed with some challenges. As the aim of the evaluation is to
provide ongoing feedback to the initiative’s leadership team, a mid-course survey is
administered to students during each course. Much of the feedback provided by students
is related to the structural organization of the course, which is not feasible to change in
the middle of the semester. Another challenge is the variability in student participation.
Encouraging students to participate in surveys and interviews was difficult as students’
participation declines closer to the end of the semester. Different strategies are being
explored to maintain and encourage student participation. Another challenge is that the
data gathered are representative of the perspectives and experiences of students enrolled
at a particular university. As an alpha version of the curriculum is in the process of being
distributed, the goal is to also gather data from institutions adopting the curriculum.
Gathering a broad range of data will potentially provide support for the initiative’s goal
of the curriculum’s acceptance as a national standard.

The course enrolls students from various majors, including law, psychology, math,
computer engineering, and computer science. Conducting course and lab session observa‐
tions yielded a significant amount of insight about the curriculum being implemented.
First, these observations offered an immediate impression of how the courses are
progressing, which informs and further enlightens data gathered from surveys and inter‐
views. For instance, during the evaluation of the introductory course in the fall of 2014, it
was observed that students struggled with answering and finishing lab assignments.
Students were asked in an open-ended question format about the pace and structure of the
lab, especially if they were dissatisfied with the lab section. Second, conducting observa‐
tions allowed for the evaluation team to further understand the curriculum because it was
situated within a classroom environment. Observing the curriculum’s implementation and
development progress revealed how it was being structured, delivered and received by
students. Third, classroom presence, for the purposes of observation, helped to build
rapport between the evaluation team and enrolled students. Conducting observations is time
consuming, but it is an important method as it helps to situate the program overall.

6 Conclusion

This proposed project offers a standardized multidisciplinary curriculum model for digital
forensics education. It is being made available to institutions for adoption. This project
transformed the multidisciplinary undergraduate education at a Midwest university in the
United States by institutionalizing this program and the collaborations upon which it is
built. In accordance with the multidisciplinary nature of the field of digital forensics, the
curriculum development team included domain experts in computer security, computer
networks, law, civil and criminal justice, fraud investigation, and psychology. The
modular approach to curriculum development is organized by a three-course digital foren‐
sics education sequence, and the modules are combined to form a coherent narrative, thus
exposing students to multiple perspectives on digital forensics. The curriculum package
provides a strong theoretical foundation for the techniques learned by the students as well
as an array of studies in fields related to digital forensics. Hopefully this paper will initiate
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a conversation with the international community, note that standards need to continue to
be developed for digital forensics curriculum, and recognize the multidisciplinary need for
this field of study. This project, curriculum, and course outline are available on the
website http://publish.illinois.edu/digital-forensics/ and a content package containing all
of these materials will be posted there in the near future.

Appendix A. Digital Forensics Curriculum Topics

See Tables 1 and 2.

Table 1. Topics for digital forensics 1

Introductory course topic list by module 

Introduction and Concepts of Forensics
Define digital forensics
Process of forensics investigation
Review of case studies

Sociological Aspects of Digital Forensics

Legal Aspects of Digital Forensics
Fourth Amendment
Evidence
Privacy laws
Cyber crimes

Computer Forensics
Introduction to computer forensics
Introduction to file system forensics
NTFS analysis
File carving
Windows analysis and application

Psychological Aspects of Digital Forensics
Forensics psychology and cyber crime 
Psychological profiling of cyber criminals

Network Forensics
Network fundamentals
Evidence acquisition
Packet analysis

Fraud Investigations
Introduction to fraud examination
Nature and extent of fraud; Benford’s Law

Mobile Forensics and Malware
Mobile device forensics
Mobile network forensics
Malware
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Table 2. Topics for digital forensics 2

Advanced course topic list by module 

Sociological Perspectives on DF-related 
Cases
Computer Fraud and Abuse Act
Privacy

Incident Response

Reasoning about Digital Evidence

File System Forensics 
Timeline analysis

Tool Validation and Anti-Forensics
Linux/Mac operating system analysis
Mobile (Android/iOS) OS analysis

Network Forensics
Network log analysis
Traffic pattern analysis
Network protocol analysis 
Unknown network protocol analysis
Wireless traffic analysis 

Psychology of Cyber Crime
Understanding hackers
Human heuristics and biases

Digital Archives
Basics of archival perspective
Digital forensics hardware and software in 
archives

Reverse-Engineering Malware
Overview of malware analysis
Case Study 
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Abstract. Imagine the following scenario: an inexperienced law enforce‐
ment officer enters a crime scene and – on finding a USB key on a potential
suspect – inserts it into a nearby Windows desktop computer hoping to find
some information which may help an ongoing investigation. The desktop
crashes and all data on the USB key and on the Windows desktop has now
been potentially compromised. However, the law enforcement officer in ques‐
tion is using a Virtual Crime Scene Simulator and has just learned a valuable
lesson. This paper discusses the development and initial user evaluation of a
Virtual Crime Scene Simulator that includes the ability to interact with and
perform live triage of commonly-found digital devices. Based on our experi‐
ence of teaching digital evidence handling, we aimed to create a realistic
virtual environment that integrates many different aspects of the digital and
physical crime scene processing, such as physical search activities, triage of
digital devices, note taking and form filling, interaction with suspects at the
scene, as well as search team training.

Keywords: Virtual crime scene simulator · Digital forensic training · Unity3D ·
Digital evidence

1 Introduction

As with any discipline, the opportunity to practice, learn and apply such learning to a
real-life scenario instills confidence within oneself. It allows mistakes to be made,
actions to be evaluated and tasks to be set. In the sometimes high-pressure environment
of a crime scene search involving complex physical and digital evidence, one incorrect
action can be detrimental to any future judicial proceedings.

There have been a number of projects that attempt to virtualise crime scenes either for
entertainment, educational or, more recently, for law enforcement training purposes. The
examples of entertainment involving crime scene simulations include the popular Face‐
book game ‘Criminal Case’ [1] and the Interview Simulator game [2]. The Interview
Simulator is a relatively simple, static interaction that attempts to simulate interviews in the
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context of police investigation. While such entertainment represents some educational
value for law enforcement, it does not accurately represent real crime scenes.

The F.B.I. realised the need to accurately represent real crime scenes, and began
working with Epic Games’ Unreal Engine 3 [3] in an effort to create realistic, complex
3D simulations of crime scene activities in a first-person point of view. Such an effort
is similar to the 3D game released by the U.S. Army, called ‘America’s Army’ [4]. Other
simulator games specifically for law enforcement include firearms and other tactical
training [5].

Although existing specialised simulators are valuable as educational tools, there are
problems hindering their practical usage for digital forensics training. First and foremost,
existing crime scene simulators do not normally represent digital evidence in the crime
scene but rather cover crime scene reconstruction and investigation, e.g., Crime Scene
Virtual Tour [6]. Also, these systems do not easily allow for the modification of scenarios
that can match the training course. Overcoming these challenges, while preserving the
realism and complexity of the simulated experience has been the focus of the work
described in this paper.

1.1 Contribution

This work contributes to the field of digital forensic investigation by providing consid‐
erations for crime scene investigation training that includes digital evidence; providing
a 3D virtual environment in which law enforcement can practice learned crime scene
search and seizure procedure; and evaluating such systems with law enforcement officers
during classroom training.

2 3D Technology and Crime Scene Simulation

With the advent of software such as Unity 3D, a powerful cross-platform 3D engine and
Virtual Reality (VR) headsets such as Oculus Rift a developer now has access to tech‐
nology that only a few years ago would have been the preserve of a Hollywood film
studio.

There are multiple examples of 3D technology been employed by law enforcement,
military and educational institutes. Whilst all have varying end users the methods the
applications employ allow for effective knowledge transfer.

Crime Scene Virtual Tour (CSVT) [6] allows the user to reconstruct a 3D crime
scene using photos, provides a 3D measurement feature and thereafter walks through
the scene. By uploading photos of the crime scene the user is able to zoom, pan, tilt and
rotate the scene and relive the crime scene. Unlike the Virtual Crime Scene Simulator
developed as part of this project, however, it does not offer the ability to interact with
devices found at the scene. Another solution is offered by AI2-3D [7], a Canadian
company, specialising in the reconstruction of crime scenes using 3D forensic visuali‐
sation for court presentations.

Beginning in 1960 “the armed forces took the lead in financing, sponsoring, and
inventing the specific technology used in video games” [8]. Spacewar!, which some
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historians would consider the first video game, was developed by graduate students at
MIT who were funded by the Pentagon. Forward 50 years and we now see sophisticated
First Person Shooter games such as American’s Army or Full Spectrum Warrior being
played by gamers but also being used by military forces for training [9].

3 Development of the Virtual Crime Scene Simulator

There are a number of reasons as to why a new Virtual Crime Scene Simulator is needed
for digital forensic investigation training. First, crime scene processing is a vital part of
investigator training that can only be learned through practice. The initial aim of the
project described in this paper was to create a virtual environment that would allow
distance-learning students to familiarize with and practice the key elements of the crime
scene search before a trip to a dedicated training facility for hands-on training.

In comparison with physical crime scene simulations, virtual environments have a
number of distinct advantages:

• virtual crime scenes are less expensive and faster to setup;
• virtual crime scenes could be big, complex, and/or highly unusual;
• virtual crime scenes can be used to perform joint training sessions where team

members are geographically far apart;
• virtual crime scene could allow straightforward simulation of live triage and crime

scene processing using virtual machines.

These reasons provide the motivation for development of the Virtual Crime Scene
Simulator, and minimum final functionality for the system.

Unity3D was chosen as the base platform for the Virtual Crime Scene Simulator
because it comes with a free feature-complete development environment. Another
advantage is support for multiple platform development. Applications can be created
for iOS, MACs, PCs, Steam, Xbox and others.

The Virtual Crime Scene Simulator provides a realistic crime scene with configu‐
rable search options. In addition to physical crime scene simulation it encapsulates
virtual machines, imitating digital devices in a crime scene along with an Artificial
Intelligence Markup Language (AIML) based chatbot [10] providing interactivity with
an avatar.

Before commencing development, a 3D representation of a house was created
containing three rooms, a hallway, a hidden room and outside scenery. The creation of
such scenery is a straightforward application of Unity3D and can be created without any
development experience whatsoever. Following the creation of the scenery the next step
was the creation of game objects. These set the scene for the user and included items
such as:

• Furniture
• Props
• Hardware devices, e.g., mobile phone, desktop, hidden laptops
• An avatar for interrogating
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The intelligence and internal logic of the game objects was written mostly in Javascript
(Unityscript), which is built into Unity 3D engine. The following gaming actions were
developed and applied to the game objects:

• Issuing of a warrant before a search could commence
• Physical searching of game objects
• Labeling, exhibiting of possible evidential item
• Dismantling, examining and seizure of game objects
• Note taking during crime scene searching
• Interactive avatar who can be treated as a suspect and/or witness and questioned

appropriately
• Live examination of digital devices such as mobile phones, desktops, laptops, Smart

TVs using multiple options
• Live feedback with reference to ACPO principles [11] depending on device interac‐

tion

The Virtual Crime Scene Simulator is an open source project. The source code and
the binary installers can be downloaded from the project website [12].

If a trainer needs to amend the scene then he or she will need to be familiar with the
scene functionality in Unity3D along with knowledge of how the scripts in the appli‐
cation interact with each other. Should the trainer need to add logic over and above what
the application does then the existing Javascript can be amended or new code added.
Once this is achieved the trainer has the ability to create additional devices or delete
existing ones, add new rooms, create new tasks, etc.

Figure 1 shows the initial screen of the current version of Virtual Crime Scene
Simulator. Upon installation the user can select various setup options via an adminis‐
tration menu. These options allow the user to

• turn on/off background noise
• turn on/off virtual integration with external devices
• detail what OS should be used on simulated digital devices – there is a separate

configuration option per each simulated device.
• choose type of pre-programme search scenario – urgent or routine.

3.1 Sample Walk-Through

Upon entering the crime scene the user is presented with a number of tasks she or he is
required to perform. Currently, these include

• Exhibit at least 3 items
• Discover a hidden object
• Begin an interrogation
• Get suspect’s date of birth
• Save log files

Once the simulator commences, the user has the ability to walk around all rooms within
the scene but can only start interacting with the game objects once a warrant has been
presented to the avatar. Once done, a suite of options are now available.
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If the user wishes to interact with a digital device an option “Interact with <device>”
is available in the list of actions for each digital device. Currently device interaction is
fully realized only on the Microsoft Windows version of the Virtual Crime Scene Simu‐
lator. It is implemented using Virtual Machines running under VirtualBox. During the
device interaction phase, the user is shown the console of the virtual machine in a full-
screen mode (see Fig. 2). The user may now interact with the VM and upon finishing
return to the crime scene. Through the Admin menu the trainer can elect which operating
system (either Microsoft Windows or Ubuntu Linux) particular devices will be running
when called, e.g., the laptop could be running Ubuntu whilst the desktop could be
running Windows.

Fig. 1. Opening presented to the trainee when starting the virtual crime scene simulation in single-
user mode.

Fig. 2. Virtual environment shown to the trainee when choosing to analyze the suspect computer
in the virtual crime scene simulator.
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Virtualbox VMs are called from the simulator using Windows shell scripts (.BAT
files), which can be adapted to use a different virtualisation manager. Nircmd utility [13]
was also utilised to ensure that the virtual client is always displayed on top of the Unity
backdrop and is centered appropriately.

When the user interaction with the virtual device is finished the virtual client is rolled
back to its original snapshot and the user is returned to the crime scene. The snapshot
rollback ensures that the trainer does not need to restore all the virtual clients back to
their original state for the next training session

In addition to interacting with digital devices there is also the ability to search for,
manipulate and examine game objects, e.g., moving a bookcase reveals a hidden room
or examining a bed reveals a laptop under the covers (see Fig. 3 as an example).

As well as interacting with inanimate and digital objects, the user has the option to
interrogate an avatar. The avatar’s intelligence is simulated using a back-end chatbot
application. The chatbot responds to questions which are pre-programmed using Arti‐
ficial Intelligence Markup Language (AIML). The user can choose whether to question
the avatar as either a suspect or a witness. All questions and responses are logged in a
time-stamped log file.

Upon completion of the user’s session the application saves the following log files:

• Action log detailing all options selected by the user and feedback from the application
• Notes log detailing any notes taken by the user
• Interrogation log detailing all questions and responses from the avatar
• Communications log detailing all chat which took place with other search team

members

Fig. 3. A list of action options that is available when interacting with the suspect desktop on-
scene.
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These log files can then be analysed by a trainer and used to give detailed feedback to
the individual students and the team as a whole.

4 Evaluation of the Virtual Crime Scene Simulator

In August 2014 the opportunity arose to have the application tested by members of Law
Enforcement from a developing country. These law enforcement officers were in the
process of receiving a 5 month in-house training course on digital forensic and cyber‐
crime investigations. Such training included a crime scene investigation component.

In the current version of the Virtual Crime Scene Simulator, virtual machine inte‐
gration executes on a Windows OS only, so the ability to launch a VM was excluded
from the training exercise. However, all other device interaction functionality, such as
switching devices on and off and connecting USB sticks to it, was available.

Overall, 6 participants used the Virtual Crime Scene Simulator. Each had various
levels of experience with computers in general and with computer games.

Before training, the trainees had at least 3 years experience as criminal investigators.
Three out of the group had some experience with digital devices, but considered them‐
selves ‘beginner’ level. The remaining trainees had no experience with digital investi‐
gations.

After lectures on related topics, the trainees were instructed to install the Virtual
Crime Scene Simulator (VCSS) on their laboratory workstations. Each trainee was able
to download, install and run the VCSS with no issues.

As mentioned, each of the trainees were experienced law enforcement officers with
very different computing backgrounds. This was immediately apparent once the VCSS
was started. Those with little computing experience, especially those that claimed to
have never played video games before, found it difficult to interact with the VCSS. The
trainees with computer gaming experience were able to use the system with no issues.
Trainees with little-to-no experience took approximately 30 min to get familiar with the
controls.

The exercise goal was to complete the previously mentioned pre-defined tasks. The
system provided an automatic checklist of tasks, and indicated whether they have been
completed or not. The trainees were instructed to let the teacher know when they have
finished.

Like a normal crime scene, there are a number of objects in the virtual crime scene
that may be related, but are not explicitly listed as objectives. The trainees could choose
whether to seize, analyse, deconstruct or leave any other objects they found.

After each trainee finished, we collected Virtual Crime Scene Simulator log files
detailing each trainee’s search and seizure activity, and had each student fill out a survey
relating to their experience.

4.1 Virtual Crime Scene Simulator Questions

This section covers the virtual crime scene simulator survey results from the trainees
immediately after using the VCSS followed by a brief analysis of the results.
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Twenty questions were posed to the trainees, which covered the following areas:

• User Interaction
• Educational Value
• Technical aspect of the application

The trainees were asked to assess each question based on a scale of 5 (Absolutely)
to 1 (Not at all).

In addition to these questions the trainees were also asked to (1) detail what modi‐
fications they would like to see added to the application, (2) what functionality did they
particularly like and (3) to document issues which they had with the application (Fig. 4).

As can be seen from the above graph the application achieves a high score in the 4
to 5 scale. The fact that some of the participants were never used to play FPS (First
Person Shooter) games needs to be taken into account when viewing the 2–3 scale totals
(Figs. 5, 6 and 7).

4.2 Survey Analysis

The use of Linux version for the evaluation highlighted a number of bugs which did not
exist on the Windows OS version of the VCSS and is an area which needs further
improvement for future releases.

One student, who had computer experience and had used a FPS game before, scored
the application high. It is possible that the average scoring attributed by the non-
computer experienced users related more to their lack of experience with computers and
FPS games. Possibly, with more experience such trainees would focus on the scene
search rather than concentrating on manipulating the game for the first time.

The results in Sect. 4.1, on average, score highly amongst the participants in relation
to the educational purpose of the application and indicate that there are enough tasks to

Fig. 4. Allocation of scores combined from 20 questions from all respondents.
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motivate the users to continue using the program. This is very encouraging given the
usability bugs within the Linux version of the application.

It is worth noting that one participant marked the application with a mark of 2 in 9
questions but yet scored it 4 when it comes to stating that the program achieves its
purpose from an educational viewpoint.

Fig. 5. Responses relating to user interaction.

Fig. 6. Responses relating to the educational value of the application
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5 Trainer Comments

From a training perspective, the VCSS was very useful for reinforcing the theoretical
concepts presented to students prior to the exercise. No students had experience with
digital evidence seizure in a crime scene, and their reactions to the VCSS were very
much like what we have seen with inexperienced investigators in the field. Specifically,
rushing straight to digital devices, non-structured searching, not adhering to ACPO or
similar guidelines, etc.

From a trainer’s perspective, the logs that are produced by the VCSS provide a clear
indication of what the trainee was trying to achieve, as well as the crime scene search
process (or lack thereof). This information proved to be extremely valuable for identi‐
fying areas of confusion, and was used both to discuss such concepts again, and to better
illustrate how such concepts would be conducted in a real crime scene.

6 Conclusions and Future Work

The application, even when used by participants with little prior computer experience,
offered a valuable insight into real crime scene processing with digital devices, and the
options faced by an investigator upon entering a possible crime scene. Notwithstanding
the Linux-specific issues which arose and the lack of computer experience amongst the
participants it was encouraging to note that users still got benefit from the application.

As with any application there is always room both for improvement and expansion.
It is now planned to incorporate functionality to make the application more versatile
which will include, though not limited to, the following:

• Creation of independent game objects so they can be placed into any Unity Scene
for re-use

Fig. 7. Responses relating to the technical aspect of the application.
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• Customize setup using configuration files, e.g., localisation of narrative, task creation,
scenario types, etc.

• Extending interaction with virtual environments for Linux and OSX operating
systems

• Incorporating Oculus Rift plug-in
• Record and playback for further training purpose.

Further enhancements and plug-ins are planned for further releases to ensure that this
application over time will become a best-in-practice learning application for crime scene
investigators.
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Abstract. With the easy availability and operability of video editing tools, any
video could be edited in short span of time. Sometimes, these modifications
change the actual meaning of targeted video. Hence, before making any judgment
and opinion about such multimedia contents, it is necessary to verify their genu‐
ineness. A video can be tampered by various different attempts. Each different
attempt derives a new type of forgery in videos. Among various types of attack
on video, frame duplication is a common type of attack. Frames are duplicated
and pasted into same video in order to either hide or add false information. We
propose Sub Blocked based features to detect frame duplication. The experi‐
mental results show higher accuracy that not only detects but also localize dupli‐
cated frames as well.

Keywords: Frame duplication · Image forensic · Sub-blocking method · Video
forgery · Correlation

1 Introduction

In the recent years, the availability of low cost and more interactive digital multimedia
hardware such as web cam, digital camera, surveillance camera and mobile phones etc.
have made it easy to capture instances at any time. With the proliferation of such digital
contents, multimedia editing software (Adobe Photoshop, Avid, Audacity etc.) allow
manipulations in it even with little effort. These manipulations/modifications can be
performed perfectly such that it looks like original content. As a result, digital contents
should not be blindly accepted. Due to potential alteration, it has become sparingly
difficult to judge the authenticity of a given multimedia content by naked eye. Thus,
there is an urgent need of such a tool that can assure the authenticity and originality of
altered contents.

A lot work has already been reported in image forgery detection. In recent years, many
cases regarding sting of famous personalities (political, actor or social activist) are reported
and telecasted by television media in India. These stings (Video/Audio) affect beliefs of
viewers and change their psychology. A long manual procedure in examination of such
controversial video or audio tapes cannot return faith of innocent people. So there is an
urgent need of such tools which can check the originality and authenticity of such contents.
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Therefore, it is necessary to develop tools to detect any type of forgery if exists. In
present work, we have focused a particular type of video forgery detection. Before
getting into video forgery detection techniques, a small description of digital video is
given below.

“Videos refer to pictorial (Visual) information, including still images and time-
varying images. A still image is a spatial distribution of intensity that is constant with
respect to time. In time varying image (video) visual pattern changes image by image.”

Video is a sequence of images (frames). Fraudsters attempt to change the information
contained within these sequence of frames thus changing the content of the original
video. These changes can either be in spatial information within a frame in temporal
information between two frames. Thus, video forgeries can be of various types
depending upon the way in which information is tampered in a video sequence.

A most popular type of forgery is frame duplication. In such forgery, some sequence
of frames are copied and pasted elsewhere in the same video sequence. This type of
forgery is performed either to hide any particular information or to insert any false
information in the video sequence. Duplicating a group of frame in a video sequence is
an easy task. As a result of frame duplication, particular information can be hide as
shown in Fig. 1.

Fig. 1. Example of frame duplication [1]
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Another type of duplication is to duplicate a specific region in the video sequence.
This type of tampering can duplicate a motion of the same object elsewhere in the same
video sequence.

Our focus is to detect frame duplication type of forgery. Various researchers have
already contributed to detect frame duplication. Most relevant researches are discussed
here to detect frame duplication type of forgery.

Wang and Farid [1] have explained a duplication type of video forgery with the
example shown in Fig. 1. To hide a particular person from the sequence 4–6 (left), frames
1–3 is copied and then pasted at the place of frame 4–6(right). This kind of forgery is
generally known as frame duplication. A common technique is to compare correlation
of the two consecutive frames. This technique is computationally high. Wang and Farid
[1] have proposed a method in which video is split in group of frames, and correlation
coefficients are computed. For similarity check, these coefficients are compared and
highlighted where found similar. Results are good up to 90 % of accuracy. The given
method was good for stationary camera and robust to MPEG compression.

Kobayashi et al. [2] proposed a powerful method to detect a duplicated region in the
video based on noise characteristics. With the help of inherent parameters of a camera,
result found was more accurate and reliable. Consistency of noise level function in each
frame is sufficient to differentiate between attacked and original region. However, this
method is good only for static camera and performance dramatically decreases as the
compression is performed on the videos.

Hsu et al. [3] adopt a method using noise residue between two consecutive frames
for frame duplications. Parameters of GMM are used to lower down the complexity.
The results are accurate for stationary camera but not good for compressed videos.

Lin et al. [4] proposed a method to detect and localize the duplicated frames. Method
uses histogram difference of RGB values and takes the correlation of histogram differ‐
ences of adjacent frames between query and test clip. Based on threshold value candidate
clips are selected for further analysis. Once candidate clips are selected, block wise of
histogram of luminance values of blocks are calculated and if difference between query
and test frame is below threshold the blocks are similar. Process is applied on all blocks
of all frames between test and query frame. Finally a frame duplication classification
scheme is used that uses the number of matching blocks between frames of query clip
and test clip to classify them into duplicated or not duplicated frames.

Milani et al. [5] propose a method to detect spatio-temporal forgeries by analyzing
left footprints. Method deals with spatio-temporal region copy paste either, by part of
group of frames, or by repeated slice of single image. For the image based attack they
take residue of adjacent frames for all frames. A 3D residual matrix is calculated. Small
regions with zero residues are eliminated using the morphological erosion operation. A
coarse-to-fine or big to small scheme iterations are performed on the morphed residual
matrix, to find the duplicated 3D spatio-temporal slices. For image based attack true
positive, false negative, true negative and false positives are 62 %, 38 %, 93.8, and 6 %.
For video based attack detection rate is 88 %.

Mondaini et al. [6] proposed a method to detect whole frame duplication and for
object insertion. Authors used camera sensor pattern noise as a characteristic of a camera.
Presented work also claims to be robust to some level of invariance to MPEG compression.
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2 Proposed Methodology

The Frame duplication is one of the major attacks performed on videos because it is easy
to perform in comparison with other types of attack. Hence a need of efficient, fast and
reliable algorithm arises to detect frame duplication. In this type of attack some sequence
of frames are replaced with some other sequence of frames from the same video
sequence.

A novel method is presented through this paper to detect frame duplication. After
performing a number of experiments on any raw video (even with static scene), it is
concluded that there is very less probability to have two or more frames exactly same
on the basis of intensity values. The reason behind such result is noise caused during
acquisition time. We tested it with different quality camcorders and for the different
scene with different light intensities even though results are same.

Proposed algorithm is able to identify and localize the frame duplication forgery in
targeted video sequences .

If i = M, we assume that there are M instances of frames.
Let us assume that a group of frames (i = l to k) is duplicated at any other place in

the same video sequence. The one very obvious approach is to perform an exact match
between all possible pairs of frames to detect duplication. Such type of detection is
computationally very high and never should be adapted for detection. Therefore, we
present a novel method which is not only computational efficient but also robust to
compression artifacts. Figure 2, shows the block diagram of proposed method.

Fig. 2. Block diagram of proposed method. Step 1 candidate frame detection and Step 2
duplicated frame detection.

2.1 Feature Calculation

In spite of comparing intensity values of each pixel as a feature to match two frames,
we have chosen nine symmetrical features [7] for each frame. After a lot experiments
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on our duplicated frame data, we found these features are strong enough to detect dupli‐
cated frames. To calculate features each frames are divide into four sub blocks (B1, B2,
B3, B4) as shown in Fig. 3. Features are discussed in following sub-sections.

Fig. 3. Sub-blocking of frames

Features are calculated as follows:-

1. Mean of Block: One feature is extracted for each frame. Mean of a frame is calcu‐
lated as shown in (1).

(1)

Where X(i, j) is the set of intensities in each frames. M, N is the dimension of frame.
Hence for k number of frames, we will get k means.

2. Ratio for each Sub Block: This will result in four identical features for each frame.
Mean of intensities of each sub block is divided by mean of respective frame one by
one as shown in (2). Hence for four different sub blocks of a particular frame, four
new features are derived.

(2)

3. Residue for each Sub Block: Four features are extracted for each frames.
Formula given below (3) is used to get residual feature of each of the frame.

(3)

For four sub block of a particular frame, four new features are derived again. Hence,
we get nine features for each frame fi. Maintain a feature vector for each of the frames.

, where i is the number of frames in video sequence.
Therefore, we get above similar feature set for each frame.

2.2 Lexicographical Sorting

For each frames, we get nine features as fi. For l no of frames, there will be l feature
vectors. Let v1, v2, …, vl be the feature vectors corresponding to these l frames. To
perform lexicographical sorting on these vectors of size 9, we regard each of them as a
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9-digit number with each digit ranging from 0 to 255. Each vector is assigned with the
position of the frame in targeted video. After sorting, likely similar frames are grouped
together. It should be ensured that each feature vector (vi) contains its actual position
even after sorting.

2.3 Calculation of RMSE and Suspected Frame Detection

RMSE (Root Mean Square Error) is calculated between the feature vectors of adjacent
frames after sorting.

If RMSE is found more than threshold then discards such frames and rest of the
frames are marked as suspected frames. We set the threshold value little bigger in order
to detect suspected frames in compressed videos.

2.4 Detection of Duplicated Frames

Finally, we get a list of frames that are suspected frames according to their RMSE. These
frames are regarded as candidate frames. For exact match, we used correlation between
each frames listed in the candidate list.

If the correlation between pair of frames is very high (nearly 1) that frames are
marked as duplicated. This is assumed that a fraudster duplicates more than five consec‐
utive frames in order to cheat human eyes because single frame duplication can not
affect original meaning of video. Therefore, if two frames are found duplicated after
correlation matching, very next four consecutive frames of these two frames are also
compared as above. Frames are declared duplicated only if such group of frames is found
duplicated with another group of frames. Alternatively, we can discard isolated frame
matches. Single frame duplication does not have any significance for the fraudsters.

3 Results

The snapshot of the implementation result on self made video is given in Fig. 4. Column
1 is the result of the candidate selection and Column 2 is the result of the duplicated
frames. First, second, third and fourth value in detected results are indicating the serial
number, first frame sequence number, second frame sequence number and mean square
error between their features respectively. At the bottom of column 2 localization results
are given. This is clear in the snap shot that thirty frames are copied and pasted elsewhere
in the same video sequence. Results are also depicting copied frames as well as the result.
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Column 1 Column 2

Fig. 4. Sub-blocking of frames

Fig. 5. Duplicate frames detected in Videos 1, 2, 3, 4 and 5
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Results of method applied on five videos (as shown in Table 2) are represented in
the Fig. 5. Black regions indicate duplicated frame(s) and the gray regions indicate the
non-duplicated frames. Results shown in Fig. 5 are in time domain. X axis of each Video
Sequence is plotted with respect to time. Hence, a black patch is representing a group
of adjacent frames which are detected as a duplicate group of frames.

4 Discussions and Performance Measurement

We have performed experiment on both compressed and uncompressed forged videos
with different frame rates. Experiments on our database show accuracy approximately
98.1 % in detection of duplicated frames. False positives found in such exercise were
approximately 1 %. Interestingly, In the case of moving camera 99.5 % of duplicated
frames were detected. The reason behind this significant improved accuracy is least
probability of occurrence of static frames in the moving camera. Accuracy is summar‐
ized in following Table 1.

Table 1. Accuracy for stationary camera and moving camera videos

Compressed video
(source)

Detection
accuracy

Detection time
(fixed length video)

Stationary camera 98.1 % 7.96 s
(For 9 s Clip)

Moving camera 99.5 % 20 s

For performance measure, we compute the following measures on the entire data‐
base:

T-P (true positive): forged frames declared forged.; F-P (false positive): genuine
frames declared forged.; T-N (true negative): genuine frames declared genuine.; F-N
(false positive): forged frames declared genuine. Thereafter calculating these quantities,
results can be given in terms of sensitivity (Sn), specificity (Sp) and accuracy (Ac).

Sensitivity or true positive rate (TPR)

Specificity (SPC) or True Negative Rate (TNR)

Fall-out or false positive rate (FPR)
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Accuracy (ACC)

Performance thus calculated shows a prominent result. Video 1, 2 and 3 from Table 2
shows a highest sensitivity as shown in Table 3. To get all the duplicated frames in forged
video is still a point to concern about. Overall presented method is perfect in deciding a
forged video with frame duplication. Due to lack of any global database, a comparison
with other techniques could not be presented. With our database, better results are found
in comparison to other techniques in reference.

Table 2. Different properties of the videos.

Properties →
Test Videos ↓

Total
frames
(count)

Time
length (s)

Resolution
(Pixels)

Bitrate
(kbps)

Detection time
(s)

Video 1 465 15 1080 × 1920 37428 43

Video 2 414 13 1080 × 1920 34052 36

Video 3 353 11 1080 × 1920 44048 30

Video 4 469 15 240 × 320      3330 17

Video 5 274      9 240 × 320      3905      8

Table 3. Different detection measures.

TPR or sensitivity TNR or specificity FPR or fallout Accuracy

Video 1 1.0 1.0 0.0 1.0

Video 2 0.86 1.0 0.0 0.990

Video 3 1.0 1.0 0.0 1.0

Video 4 0.35 0.994 0.005 0.838

Video 5 1 0.995 0.004 0.996

5 Conclusions

A new approach to detect duplicated frames is proposed in this paper. Few frames are
copied from the video clip and pasted within the same video in order to manipulate the
story in video. Similarity between frames is computed to decide a duplicated frame
present in the video sequence. To find out duplicated frames, nine features for each frame
are calculated and compared with each other. These features make our proposed algo‐
rithm fast and more accurate than earlier such methods. Based on this analysis, we can
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determine and localize the duplicated frames. The result is prominent even for
compressed videos. The proposed scheme exhibits simpler design and implementation.
The experimental results have validated the efficiency of our video forgery detection
technique.
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Abstract. In recent years, approximate matching algorithms have
become an important component in digital forensic research and have
been adopted in some other working areas as well. Currently there are
several approaches, but sdhash and mrsh-v2 especially attract the atten-
tion of the community because of their good overall performance (run-
time, compression and detection rates). Although both approaches have
quite a different proceeding, their final output (the similarity digest) is
very similar as both utilize Bloom filters. This data structure was pre-
sented in 1970 and thus has been used for a while. Recently, a new data
structure was proposed which claimed to be faster and have a smaller
memory footprint than Bloom filter – Cuckoo filter .

In this paper we analyze the feasibility of Cuckoo filter for approx-
imate matching algorithms and present a prototype implementation
called mrsh-cf which is based on a special version of mrsh-v2 called
mrsh-net. We demonstrate that by using Cuckoo filter there is a run-
time improvement of approximately 37 % and also a significantly better
false positive rate. The memory footprint of mrsh-cf is 8 times smaller
than mrsh-net, while the compression rate is twice than Bloom filter
based fingerprint.

Keywords: Approximate matching · Similarity hashing · Bloom filter ·
Cuckoo filter · Fuzzy hashing · Similarity hashing · mrsh-v2 · mrsh-net

1 Introduction

Approximate matching (a.k.a. similarity hashing or fuzzy hashing) is a technol-
ogy to identify similarities among digital artifacts and can be seen as a counter-
part to traditional (cryptographic) hash functions. According to the definition
of Breitinger et al. [7], approximate matching algorithms can not only be used
to detect similarities among objects, but also to detect embedded objects or
fragments of objects.

Within the last decade, the community has proposed several approximate
matching algorithms starting with ssdeep by Kornblum [14]. Four years later,
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Roussev presented a new algorithm called sdhash [21] which outperforms ssdeep
with respect to precision and recall but was slightly slower. Therefore, Breitinger
et. al. combined both implementations and published mrsh-v2 [5]. Compared
to sdhash, this new algorithm had less complexity and thus significant advan-
tage with respect to runtime efficiency, however sdhash remained slightly more
accurate [8].

One of the main working fields of approximate matching is digital forensics
where investigators use it to reduce the amount of data automatically, e.g., filter
out non-relevant data like OS-files and highlight suspect files. Since a single
case can consist of several hundreds of gigabytes, it is important to have fast
and reliable algorithms. Due to the continuous improvements over recent years,
these algorithms have gotten very powerful and been applied in further areas,
e.g., deep network packet analysis and detecting known file fragments in packets
[4,13] or in biometrics and iris recognition [20].

From a high level perspective ssdeep, sdhash and mrsh-v2 work similarly.
They all use some intermediary logic to extract features from the given input,
compress these features and finally print out a similarity digest a.k.a. fingerprint.
Accordingly, in order to find similar objects, we compare fingerprints instead of
comparing complete objects. Depending on the overlap of the fingerprints, a
similarity score is returned. While ssdeep uses a Base64 encoded sequence to
represent the fingerprint, both of the other algorithms utilize Bloom filters [2].
A Bloom filter is an excellent data structure for set-membership queries, offers
great memory efficiency (compression) and has been studied extensively (more
details are given in Sect. 2.1).

Recently, Fan et. al. [10] have proposed a new data structure for set-
membership queries, called Cuckoo filter . A “Cuckoo filter is a compact variant
of cuckoo hash table [18] that stores only fingerprints – a bit string derived from
the item using a hash function – for each item inserted, instead of key-value
pairs”. The authors demonstrate that a Cuckoo filter is practically better than
Bloom filters in terms of performance and space overhead.

In this paper we explore the possibility of using Cuckoo filter for approximate
matching. We build a new version of mrsh-net (which is a fork of mrsh-v2)
that uses Cuckoo filter and demonstrate in our evaluation section that there
is a practical performance improvement compared to the Bloom filter version.
Note that we only manipulate and evaluate the fingerprint representation of the
approximate matching algorithm which means other existing algorithms (e.g.,
sdhash) could profit from our findings, too. The technical contribution of this
paper include:

– Exploring the feasibility of Cuckoo filter as a more efficient alternative to
Bloom filter.

– Developing a prototype by implementing mrsh-net with Cuckoo filter, called
mrsh-cf.

– Analyzing some key performance parameters like runtime efficiency, memory
usage and compression.



How Cuckoo Filter Can Improve Existing Approximate Matching Techniques 41

We want to point out that this is the first paper trying to use a new fingerprint
representation. Prior to this work, no one has attempted to enhance approximate
matching algorithms by using alternative data structures to the widely used
Bloom filter.

The rest of the paper is organized as follows: In Sect. 2, we discuss the related
work which includes Bloom filter, mrsh-v2 and its branch mrsh-net. Next, in
Sect. 3, we briefly mention cuckoo hashing which is the basis of Cuckoo filter
followed by a comprehensive description of Cuckoo filter, e.g., workflow of inser-
tions and lookups. In Sect. 4 we present our assessment and experimental results.
Section 5 concludes this paper.

2 Background and Related Work

The introduction briefly mentioned the three most popular approximate match-
ing algorithms. However, for the remainder of this paper we focus on mrsh-v2,
since ssdeep can be overcome by an active adversary [1] and sdhash is rather
complex which makes it harder to integrate our changes.

In the following subsections, we first explain Bloom filter in Sect. 2.1 followed
by an overview of mrsh-v2 including its branch mrsh-net.

2.1 Bloom filter

A Bloom filter is a probabilistic data structure used to test the membership of
an element against a given set and was introduced by Burton H. Bloom [2]. Since
then, it has found use in different applications like networks [9] and approximate
matching (mrsh-v2 and sdhash) algorithms.

From a programming perspective, a Bloom filter is a bit array of length m
(all set to zero), that provides a compact representation of a set S, containing
|S| elements. Normally it supports two operations: insert and lookup.

In order to perform an operation, we need k independent hash functions that
output values in the range of 0 ≤ h(s) ≤ m − 1 for all s ∈ S. To insert s
into a Bloom filter, the item is hashed using k different hash functions and the
corresponding bits in the Bloom filter are set to one. The lookup is performed
in a similar manner, the element is hashed using the k hash functions and the
corresponding bits are checked, if all bits are set to one, the query returns true;
otherwise returns a false.

Thus, a query to a Bloom filter returns either ‘definitely no’ or ‘probably yes’
(bits might be set to one but by different elements). The probability of being
wrong ε (i.e. the false positive rate) is tunable and given by Eq. 1

ε ≈ (1 − e−kn/m)k (1)

where, k is the number of hash functions and n is the number of elements added
to the Bloom filter. The lower the value of ε, the larger the bit-size m of the
Bloom filter.
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Bloom filter is a very space-efficient approach to represent a set of digital
objects. The space used by Bloom filter is much less than compared to the space
occupied by the original set. Over the years, many extensions/mutations of Bloom
filter were presented like the counting Bloom filter [11], blocked Bloom filter [19] or
d-left counting Bloom filter [3]. However, for the remainder of the paper any further
reference to Bloom filter is with respect to standard Bloom filter.

As argued by Pagh et. al. [17], there are more efficient ways to represent |S|
than Bloom filters. For a false positive rate ε, a space-optimized Bloom filter uses
k = log2(1/ε) hash functions. As per information-theory, minimum log2(1/ε) bits
are required per item, while Bloom filter uses 1.44 · log2(1/ε) bits. The number of
bits per item is dependent on ε, rather than item size or total number of items.

2.2 mrsh-v2 and mrsh-net

As aforementioned, mrsh-v2 is a very straightforward algorithm that was pro-
posed by Breitinger et. al. [5]. Its proceeding is quite simple. mrsh-v2 identifies
trigger points in any given byte sequence (e.g., a file or a device), that are used to
divide it into chunks of approximately bs bytes. Next, each chunk is hashed using
FNV [16]. In order to insert a 64 bit FNV chunk hash into a m = 2048 = 211 bits
Bloom filter, mrsh-v2 builds five 11-bit sub-hashes based on the least significant
55 bits of the FNV hash. Finally, each sub-hash sets one bit within the Bloom
filter. Note, instead of inserting complete files into the Bloom filter (as explained
in Sect. 2.1), we insert chunks which then allow the similarity identification.

mrsh-v2 allows a maximum of 160 chunks per Bloom filter. If this limit is
reached a new Bloom filter is created. Hence, the final fingerprint for an input
can be a sequence of multiple Bloom filters. As a consequence, we have vari-
able fingerprint lengths in contrast to the traditional definition of hash functions
where we have fixed output lengths [15]. Comparing two fingerprints is a com-
parison of all Bloom filters of fingerprint A against all Bloom filters of fingerprint
B with respect to the Hamming distance as metric.

Despite all the benefits offered by Bloom filters, there is one major issue –
the database lookup complexity. Currently there is no technique to sort/order
Bloom filter based similarity digests and thus comparing a single digest against a
database containing x entries requires an ‘against-all’ comparison – a complexity
of O(x). In contrast, cryptographic digests can be stored in binary trees or
organized in hash tables having a lookup complexity of O(log2(x)) or O(1),
respectively. The impact is best demonstrated on an example: comparing 1.8
GB of data with itself (the t5-corpus1 containing 4457 files), mrsh-v2 takes over
21 min, which is too slow for practical usage.

mrsh-net. To overcome this drawback, Breitinger et. al. [6] suggested a different
strategy resulting in a complexity of O(1). The idea is simple: instead of having
multiple small Bloom filters, they recommended having a single large Bloom
1 http://roussev.net/t5/t5.html (last accessed 2015-04-10).

http://roussev.net/t5/t5.html
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filter that contains all files (actually all chunks of all files). While this reduces
the lookup times significantly, it loses information about successful matches.
While the original implementation was a fingerprint vs. fingerprint comparison,
mrsh-net is a fingerprint vs. set comparison. In other words, a query only returns
true or false, but does not return the file that it is matched to.

3 Cuckoo Filter

The overall idea of this paper is to demonstrate the feasibility and improvements
of using Cuckoo filter instead of Bloom filters for approximate matching. This
section explains the details about the concept. If you are already familiar with
Cuckoo filter, you may skip this section.

The idea of Cuckoo filter originated from Cuckoo hashing, which was pro-
posed by Pagh et. al. [18] and is comparable to a dictionary data structure, i.e.,
there are keys and values. Usually the key is generated out of the value and has
extremely fast access time. However, unlike a traditional dictionary structure,
Cuckoo hashing utilizes two hash functions and therefore utilizes two keys and
two tables. Accordingly, each lookup has a constant lookup time of 2 queries and
expected constant amortized2 time for updates3. Explaining Cuckoo hashing in
detail is beyond the scope of this paper, however. We will focus on Cuckoo filter
in the subsequent paper.

Fan et. al. in [10] modified Cuckoo hashing so that it could handle set-
membership queries and called it Cuckoo filter. In their paper they demonstrated
that when compared to Bloom filter, Cuckoo filter

– has a better lookup performance (with respect to runtime),
– has a better space efficiency for applications requiring low false positive rates

(ε < 3 %) and
– supports deleting items dynamically (this property is irrelevant for us).

Generally speaking, a Cuckoo filter consists of a Cuckoo hash table and three
hash functions named h1, h2 and fh, where each position in the hash table is
called a bucket and can store multiple entries. The three hash functions are
used as follows: h1 and h2 identify the correct buckets for insertion or lookup
(identify the position), and fh is used to compress the item (to save memory
space, a Cuckoo filter does not store the items themselves but a constant-sized
hash of the items). For the remainder of this paper, the following terminology is
used:

m - the size of a Cuckoo filter, i.e., number of buckets.
b - the bucket size, i.e. the number of entries each bucket can have.
h1, h2 - the hash functions to obtain the positions in the Cuckoo filter for a given

item.
fh - the hash function used to obtain a tag for an item (compresses the item),

where |fh| is the bit length of the hash value.
2 https://en.wikipedia.org/wiki/Amortized analysis (last accessed 2015-04-10).
3 I.e, this overcomes chained hash table where worst case time for lookup will be linear

O(n).

https://en.wikipedia.org/wiki/Amortized_analysis
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3.1 Insert

The insertion process is best described by the example given in Fig. 1, where we
have a Cuckoo filter with m = 8 and b = 1. For completeness, we printed the
pseudo code in the Appendix under Algorithm1. As shown in the figure, there
are three possibilities:

0

1

fh(b)2

3

fh(c)4

5

fh(a)6

7

(a) Inserting a at index 6.

item a

h1(a)

h2(a)

0

1

fh(b)2

3

fh(c)4

fh(d)5

fh(a)6

7

(b) Inserting d at index 5.

item d

h1(d)

h2(d)

0

fh(a)1

fh(b)2

3

fh(c)4

fh(d)5

fh(e)6

7

(c) Inserting item e at index 6.

relocate
item e

h1(e)

h2(e)

Fig. 1. Illustration of Cuckoo Filter where hash functions h1 and h2 are used for
determining buckets for an item’s insertion and fh to get a constant-sized hash of the
item to be inserted. Initial setup (a): the items b and c are already in the Cuckoo filter
while item a is processed.

– Both buckets are empty: In Fig. 1(a), item a can be inserted in bucket
1 or 6. Since both the buckets are empty, the final bucket for insertion is
determined randomly (ensures buckets fill up equally). In the example, a is
inserted into bucket 6.

– One bucket is full: In Fig. 1(b), item d can go in bucket 2 or 5. Since, bucket
2 is already occupied, d is inserted into bucket 5.

– Both buckets are full: In Fig. 1(c), item e can go in bucket 2 or 6. However,
both buckets are occupied, which requires relocation of entries.

Relocation. The idea of relocation is to move an existing entry to its alternate
bucket. For instance, in Fig. 1(a), we randomly inserted a into bucket 6, while
bucket 1 remained empty. On relocation (Fig. 1(c)), we now move a from 6 to 1,
which allows us to insert e into 6.4

4 Since Cuckoo filter only store the hash of an item (the entry) and not the item itself,
it is not possible to rehash an item and identify the other bucket. Therefore, the
authors implemented the location hash functions (h1 and h2) in a manner allowing
them to be derived from the current location and the entry: h1(x) = hash(x) and
h2(x) = h1(x) ⊕ hash(fh(x)) where hash is any hash function.
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The relocation-process can carry on until a vacant bucket is found, or the
maximum number of relocations is reached (500 in present implementation). In
the latter case, the table is considered to be full.

Identical tags. By design Cuckoo filter allows identical tags in buckets (e.g.,
the same item is inserted multiple times), which allows that those items can be
deleted. In theory, the same tag cannot be entered more than 2b times, as then
both buckets are full and cannot be relocated (= full Cuckoo filter). Since, our
approach does not require deleting entries, we only insert unique tags and ignore
duplicates.

3.2 Lookup

The lookup process of a Cuckoo filter is fairly straightforward. For querying an
item x, firstly h1(x) and h2(x) are calculated and then both buckets are checked
for the presence of the fh(x). If the tag is present in either of the buckets, Cuckoo
filter returns true or false.

3.3 False Positive Rate of a Cuckoo filter

As discussed in [10], the false positive rate ε for a Cuckoo filter depends on the
bucket size b and on the tag size |fh|. Since ε is usually a system requirement,
we can estimate |fh| by:

|fh| ≥ �log2(2b/ε)� = �log2(1/ε) + log2(2b)� bits. (2)

If the total size of the Cuckoo filter is kept constant, b influences the length
as follows:

– A larger b improves table occupancy: A larger b reduces the chance to
get a full Cuckoo filter and hence a higher load factor α can be achieved,
where α is the ratio of number of entries made (total insertions made) divided
by total number of entries possible. An overview is given in Table 1.

– A larger b requires a larger tag size to retain the same false positive
rate: A larger b increases the chance of collisions, as for each lookup more
entries are checked. By increasing the tag size, the chances of having similar
entries is reduced. Figure 2 shows the relation between bits/item used and
false positive rate achieved for various bucket sizes.

To conclude, a Bloom filter requires approximately 10 bits per item to achieve
ε = 1%, regardless of whether one thousand, one million, or billion items are
stored. In contrast Cuckoo filters require bigger tag size to retain the same high
space efficiency of their hash tables, but lower false positive rates are achieved
accordingly [10].

By considering Table 1 and Fig. 2, a high space efficiency and low false posi-
tive rate can be achieved by using b = 4. Hence, we will use (2,4)-Cuckoo filter,
i.e., each item has two candidate buckets and each bucket has up to four entries.
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Table 1. Correlation between bucket size and load factor in a Cuckoo filter [10].

Bucket size b Load factor α

1 50%

2 84%

4 95%

8 98%
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Fig. 2. Amortized space cost per item vs. measured false positive rate, with different
bucket size b = 2,4,8 [10].

3.4 Number of Memory Access

For a Bloom filter with k hash functions, a positive query must read k bits from
the bit array where ideally k = log2(1/ε). As ε gets smaller, positive queries
require to probe more bits and are likely to incur more cache line misses when
reading each bit. In the case of a negative query, half of k bits are read before a
false is returned. Contrastingly, for a Cuckoo filter, for both positive or negative
queries, it requires a fixed number of reads, resulting in at most two cache
line misses. Note, the authors assume that memory access is expensive while
comparing is cheap [10].

3.5 Construction Rate

As discussed in [10], given the same false positive rate for both Bloom filter and
Cuckoo filter and both filters configured to use same size of 192 MB, the con-
struction rate of Cuckoo filter is higher than Bloom filter. 5.00 million keys/sec
can be added to Cuckoo filter, as opposed to only 3.13 million keys/sec. This
gives a clear indication of performance gains one can achieve by using Cuckoo
filter over Bloom filter.

It is important to note that Cuckoo filter is a fairly new data structure and
many of its characteristics have not been studied in detail. Several theoretical
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questions, however, remain open for future study - a couple being providing
bounds on the cost of inserting a new item and studying how much independence
is required of the hash functions. But as we will see in Sect. 4, Cuckoo filters do
increase the performance of mrsh-net and any further improvement in Cuckoo
filter will further enhance the performance of mrsh-net.

4 Assessment and Experimental Results

This section firstly gives some implementation details (Sect. 4.1) and describes
the comparison criteria (Sect. 4.2). Next, we explain our experimental setup in
Sect. 4.3 which is followed by a discussion about the false positives and further
results in Sect. 4.4 and in Sect. 4.5, respectively.

4.1 Implementation Details

While mrsh-net is implemented in C, we programed our reference implemen-
tation in C++. In order to integrate Cuckoo filter, we included the library5

provided by Fan et. al. [10]. The chunk size of mrsh-net is set to bs = 320.
It is important to note that we are no experts in writing fully optimized

C/C++ programs but we tried our best to make both implementations as opti-
mized as possible. Our prototype of mrsh-cf is released and can be downloaded
from our website6.

The default implementation of Cuckoo filter uses SHA-1 [12] and a variant of
Austin Appleby’s MurmurHash27 for hashing tasks. When an item x is inserted
in a Cuckoo filter, it is first hashed using SHA-1. The first part of the hash
obtained acts as h1(x), while the second part represents fh(x) (the tag of x). To
calculate h2(x), a variant of MurmurHash2 is used.

4.2 Comparison Parameters

In [8] several criteria were proposed to compare approximate matching algo-
rithms, which can be categorized into:

– Efficiency: includes runtime efficiency and compression rate.
– Sensitivity & robustness: includes random-noise-resistance, alignment robust-

ness, fragment detection, and file correlation.

For this article we focus on the first category while “sensitivity &robustness”
remains for future work. Apart from the above discussed parameters, the two
versions are also compared by memory usage.
5 https://github.com/efficient/cuckoofilter (last accessed 2015-04-10).
6 http://www.fbreitinger.de/?page id=218 (last accessed 2015-04-10).
7 https://code.google.com/p/smhasher/wiki/MurmurHash2

(last accessed 2015-04-10).

https://github.com/efficient/cuckoofilter
http://www.fbreitinger.de/?page_id=218
https://code.google.com/p/smhasher/wiki/MurmurHash2
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4.3 Experimental Setup

The development and testing was done on a machine with an Intel Core i5
1.80 GHz quad-core processor with 8 GB RAM and 3 MB L3 cache (Linux kernel
3.16). Both, mrsh-net and mrsh-cf were compiled using GCC 4.9 with highest
possible compiler optimization -O3. The program’s execution time and memory
usage were recorded using the GNU time-command8. For certain cases, C/C++
header time.h was also used to determine execution time.

We decided to run our tests on the t5-corpus which consisted of 4457 files
[22]. This set is widely used within the field of digital forensics and includes many
common file types like html, jpg or doc. The main facts are given in Table 2.

Table 2. Statistics of t5-corpus.

Number of files 4457

Total size 1.8 GB

Minimum file size 4.0 KB

Maximum file size 17.4 MB

Average file size 428.72 KB

Number of file types 8

Also, each test ran 10 times for computing various performance parameters
for both the versions.

4.4 False Positive Rate

mrsh-net aims for a false positive rate of ε = 6.33 ·10−5. According to Eq. 2 and
setting the bucket size to b = 4, this requires a tag size of |fh| ≥ 17 bits.

However, as outlined by Table 3, |fh| does not affect the actual runtime effi-
ciency by much (the max RSS column is discussed in Sect. 4.5). The table shows
the runtime for 2 ≤ |fh| ≤ 32.

Using |fh| = 32 improves the false positive rate to approximately ε ≈ 10−9,
but also increases the total memory footprint. We accept this disadvantage to
attain a better false positive rate. As shown later, mrsh-cf is still more space
efficient than mrsh-net.

4.5 Testing Results

As concluded in the last section, all the results were computed with Cuckoo filter
configuration of tag size |fh| = 32 bits and bucket size b = 4. Number of buckets
m for the Cuckoo filter was obtained by dividing input object size by chunk
size bs in bytes. The comparison of mrsh-cf against mrsh-net with respect to
various parameters is presented below:
8 http://man7.org/linux/man-pages/man1/time.1.html (last accessed 2015-04-10).

http://man7.org/linux/man-pages/man1/time.1.html
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Table 3. Execution time (in seconds) and memory usage (in KB) for mrsh-net and
various configurations of mrsh-cf. The version corresponds to ‘mrsh-cf-b-|fh|’, e.g.,
mrsh-cf-4-2 means mrsh-cf having b = 4 and |fh| = 2.

Version Exec. time (sec) Maximum RSS (KB)

mrsh-net 65.84 401396

mrsh-cf-4-2 40.03 35912

mrsh-cf-4-4 40.35 36844

mrsh-cf-4-8 40.28 38692

mrsh-cf-4-12 40.13 40944

mrsh-cf-4-16 40.06 42824

mrsh-cf-4-32 41.47 51165

mrsh-cf-8-16 39.69 51024

mrsh-cf-8-32 40.01 67452

Time Efficiency. To determine the runtime efficiency, we measured the exe-
cution time for three scenarios. First, the time to generate the Cuckoo filter
for t5-corpus. Next, to compare t5-corpus against a pre-generated Cuckoo filter.
Finally, the time taken to perform an all-against-all comparison. This last sce-
nario should be approximately the same as the sum of the two previous tests.
Results are presented in Table 4.

Table 4. Comparison between mrsh-cf and mrsh-net on various performance para-
meters.

Parameters mrsh-cf mrsh-net

Cuckoo filter generation time (sec) 19.74 32.90

Comparison time (sec) 21.17 33.09

Against-all comparison time (sec) 41.47 65.84

Maximum RSS (KB) 51165 401396

Fingerprint size (MB) 16 32

As can be seen, mrsh-cf outperforms the original implementation in all cat-
egories. For instance, generating the filter takes 19.74 s and 32.90 s, respectively,
which is a time difference of about 40 %.

With respect to the all-against-all comparison, the Cuckoo filter for the
complete t5-corpus was generated and then each file in the corpus was com-
pared against this filter. The test showed that mrsh-cf requires 41.47 s while
mrsh-net needed 65.84 s. To conclude, mrsh-cf has a significant performance
gain of approximately 37 %.
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Compression. Traditional cryptographic hash functions return a hash value
of constant size. On the other hand, approximate matching algorithms return
digests of variable length. As digests are typically stored within a database,
preferably short fingerprints are desirable. Therefore, compression measures the
ratio between input and output size of an algorithm [8].

compression =
output length

input length
· 100 . (3)

With mrsh-cf, the filter for t5-corpus has a size 16 MB, while mrsh-net
results in a filter size of 32 MB. Accordingly, the compression for mrsh-cf is
superior since it only needs half the size. Considering both kinds of filters, it
can be safely concluded that the loading time for mrsh-cf will be faster than
mrsh-net.

Memory Usage. Memory usage is calculated by determining Maximum Resi-
dent Set Size of a process using GNU time-command. ‘Resident set size’ (RSS) of
a process represents the amount of non-swapped memory the kernel has already
allocated to the process. This does not include the swapped out portion of the
memory. As indicated by the name, maximum RSS is the maximum memory
assigned to a process during its lifetime.

The results are shown in Table 3. The maximum RSS for mrsh-cf relies
on the configuration. However, in all used configurations it was much smaller
than mrsh-net. Note, this can provide a significant performance advantage when
handling huge data sets as the majority of the filters will be present in memory.

5 Conclusion

In this paper, we demonstrated that Cuckoo filters have significant benefits over
Bloom filters within the area of approximate matching, which is an important
technology for digital forensics. While all previous work tried to improve the
algorithms themselves, this is the first identification of an alternative fingerprint
/ similarity digest representation scheme.

Our results show that Cuckoo filters provide two major improvements over
Bloom filters: (1) better lookup performance; and (2) better space efficiency
for applications requiring a low false positive rate (ε ≥ 3%). We concluded that
Cuckoo filters are a superior compared to Bloom filters in approximate matching
algorithms.

Furthermore, we released a prototype named mrsh-cf that is based on
mrsh-net and Cuckoo filter library. This prototype outperformed its predeces-
sor in all considered parameters. For example, the runtime efficiency was about
37 % faster while using 8 times less memory. The size of the filter generated using
mrsh-cf was only half the size of the mrsh-net filter.

Although there are several benefits of using Cuckoo filter, we also face new
challenges. Comparing two Cuckoo filter-based fingerprints is not as straight-
forward as using traditional Bloom filter fingerprints. However, the initial tests
from this current work show promising (but not perfect) results.
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Appendix

Algorithm 1. Pseudo code for insertion copied from [10] and slightly modified
x.
1: f = fingerprint(x);
2: /* this is h1 */
3: i1 = hash(x);
4: /* this is h2 */
5: i2 = i1 ⊕ hash(f);
6: if bucket[i1] or bucket[i2] has an empty entry then
7: add f to that bucket;
8: return Done;

9:
10: /* must relocate existing items */
11: i = randomly pick i1 or i2;
12: for n = 0; n < MaxNumKicks; n + + do
13: randomly select an entry e from bucket[i];
14: swap f and the fingerprint stored in entry e;
15: i = i ⊕ hash(f);
16: if bucket[i] has an empty entry then
17: add f to bucket[i];
18: return Done;

19:
20: /* Hashtable is considered full */
21: return Failure;
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Abstract. This paper adopts a method to retrieve graphic data stored in the global
memory of an NVIDIA GPU. Experimentation shows that a 24-bit TIFF
formatted graphic can be retrieved from the GPU in a forensically sound manner.
However, like other types of Random Access Memory, acquired data cannot be
verified due to the volatile nature of the GPU memory. In this work a Color Pattern
Map Test is proposed to reveal the relationship between a graphic and its GPU
memory organization. The mapping arrays derived from such testing can be used
to visually restore graphics stored in the GPU memory. Described ‘photo tests’
and ‘redo tests’ demonstrate that it is possible to visually restore a graphic from
the data stored in GPU memory. While initial results are promising, more work
is still needed to determine if such methods of data acquisition within GPU
memory can be considered forensically sound.

Keywords: GPU forensics · Graphic recovery · Volatile memory acquisition

1 Introduction

With the advances of Graphics Processing Units (GPUs) technology and GPU-acceler‐
ated computing, many software applications begin to outsource matrix related compu‐
tations to GPUs to facilitate operations such as graphic and image rendering and data
analytics [16]. For example, WinZip began support of GPU computing beginning in
version 16.5 and experienced significant performance gains in version 18.0 by lever‐
aging OpenCL technology [4, 9, 10].

On the other hand, the increased utilization of the GPU has introduced some serious
security vulnerabilities. As of March 2015, the memory size of a GPU can reach as large
as 16 GB, potentially opening the door to information hiding [14]. Some malware and
worms have also utilized the GPUs as their secret hideout to obscure themselves from
anti-virus and anti-malware programs [22]. Even worse, malicious software can also be
designed to steal sensitive information from other processes by accessing unauthorized
data stored in GPU memory [12].

While GPUs have become toys for cyber criminals, not much work has been done
in the field of GPU forensics. It is therefore the purpose of this study to (1) propose a
method to retrieve graphic data stored in GPUs main memory (usually 2 GB or more)
and visually reconstruct the graphic from the retrieved data; and (2) prove or disprove
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the method is forensically sound. Though the experiments are limited to the Windows
Photo Viewer application and NVIDIA GeForce GPUs, the methodology proposed here
could be extended to general GPU forensics.

The paper is organized as follows: In Sect. 2, related work is introduced followed
by our proposed research method in Sect. 3. Experiments and collected data are
discussed in Sect. 4. And finally, conclusions are presented in Sect. 5.

2 Literature Review

This section reviews volatile forensics, GPU fundamentals, and related work on
retrieving data from GPUs.

2.1 Volatile Forensics Status and Trends

Volatile data, such as system memory, “provides a great deal of information about the
system’s runtime status at the time of, or just after, an incident” [20]. These include
network connections and configuration, running processes, open files, login sessions,
and operating system time [13]. Volatile forensics is, therefore, important because it has
the potential to reveal critical information about criminal activities, such as passwords
used for encryption, indications of anti-forensic techniques, and residual memory of a
malware application that would go unnoticed otherwise. In addition, volatile forensics
is often recommended over hard drive forensics to save time and cost [2].

Conventional practices fail to protect volatile data as potential digital evidence, as
investigators are advised to shut down and unplug the compromised computer when the
evidence located in hard drive are retrieved [8, 19]. However, sufficient progress has
been made in the field with volatile forensics so that it has been accepted in court [3].
Ring and Cole [18] first wrote a paper and developed software to address the issue of
capturing data located in system RAM for forensic purposes. Additional tools were
developed and evaluated in [7, 20, 21] on forensics of system RAM.

One of the key challenges in volatile forensics is that not all forensically sound
principles defined in [1] can be satisfied without effort. There is the potential for these
principles to be violated because data is volatile and operations may not be repeatable
within the investigation [11]. As a result, no independent third party can retrieve the
same results after the incident. Therefore, this principle should be changed as follows:
An audit trail or other record of all processes applied to computer-based electronic
evidence should be created and preserved. An independent third party should be able to
check and review those documents and data preserved and agree that the evidence is not
contaminated, and remains forensically sound [1]. This suggests that there will be an
additional burden of proof on maintaining the chain of custody [5], and additional
caution should be taken to prevent the evidence being tainted by the acquisition
process(es), the audit process, or any anti-forensics tools [23].

It should be noted that existing techniques and tools on volatile forensics typically
do not apply to GPU forensics. This is due to there being no defined file system within
the GPU’s RAM. Which means, where and how the graphic data is stored and organized
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in the GPU memory (not the System RAM) are often elusive to the OS and other appli‐
cations. Existing volatile forensics approaches and tools on CPUs, coprocessors, and
system RAM are not able to reveal any information stored inside the memory space of
GPUs. In addition, metadata, such as the header information of a graphic file may not
exist or is difficult to locate inside the GPU memory, making the investigation even more
challenging.

2.2 GPU Structure and Memory Management

A typical GPU is made up of a control component, a cache component, an Arithmetic
Logic Unit (ALU) and a memory component. An ALU in the GPU is often called a
Stream Multiprocessor (SM), which contains multiple Stream Processors (SP). The
memory component of a GPU, like that of a CPU, has different parts operating at different
speeds. For example, an NIVIDIA GPU usually contains five types of memory. From
the slowest and largest to the fastest and smallest, they are: global memory, constant
memory, texture memory, shared memory, and registers memory. Global memory is the
only type of memory that is accessible to both the GPU and the CPU and it is also the
type of memory examined in this research.

Fig. 1. Illustration of hardware connections used to transfer data from a hard disk to System RAM
to Global GPU Memory

Figure 1 describes how components inside a PC are connected. The GPU is
connected to and controlled by the CPU via Northbridge. In the case of NVIDIA, the
GPU can be manipulated by CUDA commands. The GPU is also directly connected to
the monitor via the external bus. When an application needs to utilize the GPU for
processing:
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1. Image data is located on the hard drive and copied to system RAM
2. Data is then copied to the GPU memory (often in different format)
3. GPU performs the computation and places the results into global memory
4. Data is displayed on monitor or placed in system RAM

For example, OpenGL will always send the data to the monitor without transmitting
it back to system RAM. This indicates that forensics of system RAM alone will not be
sufficient to capture all the live evidence because not all the data will be stored in system
RAM.

2.3 Retrieving Data from GPU

Breß et al. [6] and Lee et al. [14] have both attempted to retrieve data from an NVIDIA
GPU memory. They determined that it is not possible to access a certain memory space
via the physical memory address where it is located. The methods they proposed were
similar and described as follows:

1. Get GPU memory space information using cudaMemGetInfo()
2. Get access to the data of closed programs and the location it was freed from by

allocating the entire memory space using cudaMalloc()
3. Copy all the data in GPU global memory using the cudaMemcpy()
4. Free the memory space allocated by using the cudaFree()

According to CUDA documentation, the four API methods listed above do not
modify the content stored in GPU. This process is therefore believed to be able to copy
data from GPU memory without contaminating it [6].

Since there is the potential that the process of retrieving GPU data could contaminate
evidence stored in system RAM, it is suggested that forensic analysis of the GPU should
be done only after forensic analysis of system RAM.

3 Methodology

The research question of this investigation is to explore whether it is possible to use
forensically sound methods to recover the graphic data produced by the Windows Photo
Viewer and captured from an NVIDIA GPU memory space.

This study breaks the question into three phases. Phase I demonstrates a forensically
sound method exists to capture GPU data. Phase 2 illustrates how a graphic can be
restored from the GPU data. And Phase 3 tests the validity of method.

The study used the Windows 8 Windows Photo Viewer to generate the data in the
GPU global memory. An NVIDIA GeForce 650 was chosen as the testing hardware
simply because it was the GPU available in the laboratory environment. A GPU
memory-dump application was also developed to test the functionality and validity of
the recovery process.
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3.1 A Forensically Sound Method to Collect Evidence from GPU

This research adopted the method from [6, 14] to retrieve data that is buffered text data
or rendered graphics data from a GPU. However, changes were made to prove that
known evidence could be captured in a forensically sound manner.

The first step was to prove that graphics data from the GPU memory could be
captured directly. To do so, a graphic was opened from Windows Photo Viewer and
then closed with no modifications or alterations. Because Windows Photo Viewer uses
GPU acceleration, the graphic data was temporarily stored in the global memory of the
GPU. Then, the four CUDA APIs described in Sect. 2.3 were called to copy the GPU
memory content to the system RAM, and then saved to the external storage as the
evidence.

When a GPU-accelerated application is closed, the data stored in the GPU global
memory is not reset. Rather, the corresponding memory space is labeled as free and will
be allocated to other running processes. As a result, a simple memory dump of everything
in the GPU is not effective nor efficient because it contains a mixture of data from
applications that are currently executing, as well as recently closed, while the focus of
this work is to prove the evidence of a single application can be captured reliably, in a
forensically sound manner. To avoid unnecessary work of identifying which data (and
memory locations) belongs to which process, the global memory space is first ‘cleaned’
before the Windows Photo Viewer is launched, as shown in Fig. 2. The cuda-
MemSet() API was used to reset the contents of GPU global memory to 0. Note that
the ‘cleaning’ stage will change GPU data and it is only needed in the lab environment
to simplify the analyses. This step should not be performed in the actual live capturing
process.

Fig. 2. Process model used to test the collection of graphic data from GPU memory
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The basic process that guides the investigators on how to collect the evidence from
the GPU’s global memory has been introduced by both the [6, 14]. In this research, two
changes were made in order to provide forensic reliability to the results. These differ‐
ences are: (1) create known images before the experiment and use them as evidence; (2)
clean memory and collect the evidence immediately after cleaning process to identify
the relationship between the original graphics and the evidence.

To prove that data produced in Windows Photo Viewer are captured in GPU memory,
a simple square test was designed. The square test draws three squares in 24-bit TIFF
format with a different number of pixels. If the number of pixels captured matched with
the number of the pixels in the original graphics, it meant the evidence had been captured
correctly. If it did not match, further analysis was needed.

To prove the integrity and the reliability of the method, a test was designed to capture
two graphics in three different format: jpg, bmp, and TIFF. The number of pixels, and
the MD5 hash value of the captured data was studied to test if consistent results can be
achieved repeatedly. The testing flow is described in Fig. 3.

Fig. 3. Process model used to test the consistency of GPU memory capture

3.2 Recover TIFF Graphic from GPU Data

Both Windows Photo Viewer and CUDA APIs are proprietary applications. No public
information is found on how graphic data are stored in the global memory of NVIDIA
GPUs. To determine the memory allocation processes, Color Test, Line Test and the
Color Map Pattern Test were designed. The lossless TIFF format was chosen because
it is one of the popular formats that support raster graphics image and lossless compres‐
sion.

In Color Tests, RGB values of 000000, 0000FF, 00FF00, 00FFFF, FF0000, FF00FF,
FFFF00, and FFFFFF are used in the original graphics to compare with the captured
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GPU data. In Line Tests, lines of different lengths, widths, and colors were used to relate
how pixels are organized in GPU memory.

To better discover the patterns, a more sophisticated Color Map Pattern test were
designed. In this test, a TIFF-format square with varying RGB color values was created
(e.g. a 200 × 200 pixels square with RGB value incremented from 0 to 39999). It was
opened in Windows Photo Viewer and the graphic data was retrieved from GPU global
memory. If the graphic itself and the captured data can both be described in matrix arrays,
then the transforming pattern can also be described in a matrix array. The Color Map
Pattern procedures are illustrated in Fig. 4. Each mapping matrix is calculated as follows:

Let Evi[] denote the sequential RGB value of original graphic, Ch[] denote the sequential
RGB value retrieved from GPU global memory and Patn[] denote a mapping array. For each
pixel, i, (0 ≤ i≤39999), there is Ch[patn[i]] = Evi[i]. In the designed experiment, both
Ch[]and Evi[] are known, so each pixel of a mapping pattern can be calculated from the
Eq. (1):

(1)

Fig. 4. Procedures used to implement proposed Color Map Pattern Test to discover mapping
matrices

3.3 Validity of the Method

A series of experiments were designed to validate the graphic recovery process. The
first experiment was a Photo Test where the data of images retrieved from the GPU were
displayed on screen and compared against the original images. If they were visually
identical, then the recovery approach was deemed correct. Otherwise it is not correct.
The second experiment was the Redo Test where the operations were conducted on a
different computer and then verified to determine if the same results were obtained.
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4 Results and Discussions

This section describes the results of the experiments. The hardware platform is Intel
Core i7- 3630QM CPU @ 2.4 GHz, 12.0 G DDR3 System RAM, NVIDIA GeForce
650 GPU. The OS running the application is 64-bit Windows 8.1 Enterprise.

In the reliability test, the experiments were conducted two times. Each time, the
number of pixels of the graphic equaled the number of pixels in the evidence captured
from GPU, as listed in Table 1.

Table 1. Results of Square Tests show #pixels in the evidance are idential to #pixels in the
original graphic

Time FileName Size #Pixels_Orig #Pixels_Evi Yes/
No

1 Red_tif_24_100w100h.tif 100 * 100 10000 10000 Yes

1 Red_tif_24_200w200h.tif 200 * 200 40000 40000 Yes

1 Red_tif_24_300w300h.tif 300 * 300 90000 90000 Yes

2 Red_tif_24_100w100h.tif 100 * 100 10000 10000 Yes

2 Red_tif_24_200w200h.tif 200 * 200 40000 40000 Yes

2 Red_tif_24_300w300h.tif 300 * 300 90000 90000 Yes

From Table 1, column Time represents the sequence of the experiments. FileName
shows basic image attributes. For example, the first file named Red_tif_24_100w100h.tif
is a 24-bit TIFF image that is red and has a size of 100 pixels width and 100 pixels
height. Size shows the size of the images, #Pixels_Orig shows the number of pixels in the
original image, and #Pixels_Evi shows the number of pixels in the evidence. Yes/No
column shows whether or not the original pixels number equals the evidence pixels
number.

From Table 1, it is observed that in each experiment, the number of pixels in the
graphic equals the number of pixels in the evidence, as it is clear that in each time of the
experiment, the #Pixels_Orig value equals the value of #Pixels_Evi.

From the data collected from the GPU, it is also observed that each pixel in the
evidence will store its graphic data in a totally different sequence when it is compared
to how the data is stored in the original image. This allocation process was also observed
in Color Test as well.

In the integrity and reliability experiments, two different experiments were
conducted. In each experiment, graphic data was retrieved three times. The MD5 hash
value of captured GPU memory data were calculated and recorded in Table 2.
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Table 2. Results of Integrity and Reliability Test show MD5 hashvalue of the evidence are iden‐
tical within the same experiments and are different between each experiments.

Time FileName Format OrgPixel HashValue (MD5)

1 Horse jpg 1024 * 706 2D6A2CBC0F319AEFCA612BBC0893C68F

1 horse_bmp_24 bmp 1024 * 706 2DB6AEECC32D9F3180C03FDA438C6029

1 horse_tif_24 tiff 1024 * 706 D8D437C7F2FFD79CA03618C4033D4059

1 Horse jpg 1024 * 706 2D6A2CBC0F319AEFCA612BBC0893C68F

1 horse_bmp_24 bmp 1024 * 706 2DB6AEECC32D9F3180C03FDA438C6029

1 horse_tif_24 tiff 1024 * 706 D8D437C7F2FFD79CA03618C4033D4059

2 Horse jpg 1024 * 706 B90596F6DFD288C3E0A949412F985DB1

2 horse_bmp_24 bmp 1024 * 706 95377AB8EC6ECE4CBD4A0F18A36AD490

2 horse_tif_24 tiff 1024 * 706 2ACD1A88AD8F21C3956084AE5A67D529

2 Horse jpg 1024 * 706 B90596F6DFD288C3E0A949412F985DB1

2 horse_bmp_24 bmp 1024 * 706 95377AB8EC6ECE4CBD4A0F18A36AD490

2 horse_tif_24 tiff 1024 * 706 2ACD1A88AD8F21C3956084AE5A67D529

Column Time in Table 2 shows the sequence of the experiments. FileName demon‐
strates name of the file. Format shows the graphics format, OrgPixel demonstrates the
sizes of the graphics, and HashValue (MD5) column shows the MD5 hash value of the
evidence.

The results show that the hash values of the same digital GPU evidence were always
consistent in all three captures. This means the integrity of the GPU data is preserved.
However, the results are not repeatable: the same pictures will be mapped to different
locations of GPU memory space with different patterns in a different test, and therefore
produce totally different hash values. This is significant to understand that the same
image data may be loaded into different memory locations on different systems. Addi‐
tionally, it is likely that the image data may be loaded into different memory locations
on the same system if the tests were run later. In both instances, new MD5 values should
be calculated for those instances.

The summarized results of Color Test are shown in Table 3. The RGB values were
stored differently in GPU memory. The findings suggest the color values are stored in
the format of BGR(FF), as opposed to RGB. The individual color values maintain
endianness.

In the Table 3, the Num represents the sequence of the experiments; Color column
shows how the tested original 24-bit TIFF file stored the color information; Clean(Y/N)
column shows whether or not the environment was cleaned before the evidence is
produced and put into the GPU memory; and Description column demonstrates how the
graphics pixel information was stored in the GPU main memory.
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Table 3. Results of Color Test show RGB values were stored differently in GPU memory

Num Color Clean
(Y/N)

Description

1 000000 Y 000000FF

2 0000FF Y FF0000FF

3 00FF00 Y 00FF00FF

4 00FFFF Y FFFF00FF

5 FF0000 Y 0000FFFF

6 FF00FF Y FF00FFFF

7 FFFF00 Y 00FFFFFF

8 FFFFFF Y FFFFFFFF

Based on the findings of Color Test, every pixel occupies 32 bits of space in the
global memory of an NIVIDIA GPU. The first 24 bits represent the RGB values in the
order of Blue, Green, and Red, and the last eight bits were padded with 1 s. However,
each pixel of a graphic is not stored sequentially in the GPU memory. Figure 5 illustrates
a typical scenario where recovering a graphic by sequentially reading the GPU memory
data rendered a totally different graphic.

Fig. 5. Comparison between the original graphic (left) and the recovered graphic (right) by
sequentially reading GPU memory data directly.

Many experiments were designed and tested to determine how the graphic data were
organized in GPU memory. However, a well-defined simple rule may not exist, or at
least was not easily found, to map the pixels of a graphic to their location in the global
memory of a GPU. To overcome the barriers set by the unknown implementation details
of both Windows Photo Viewer and CUDA APIs, the Color Map Patterns Tests were
implemented to enumerate all the possible conversions. Specifically, a graphic with the
same size as the evidence graphic was constructed. Each pixel of the testing graphic was
given a unique RGB value so that it could be identified in the GPU memory dump. The
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test was conducted repeatedly and the conversion matrices were computed. If a new
conversion matrix was found, it was recorded as a candidate for the conversion. Due to
time constraints, the test stopped when ten possible conversions were found.

Then a TIFF-formatted Photo was opened from Windows Photo Viewer and
collected from the GPU. The test was conducted four times. Each time, the memory
dump was manipulated by one of those ten possible conversions. The results showed
that in tests 2, 3, and 4, one of the discovered conversions were able to completely restore
the graphic. However, test 1 was not successful, indicating a different conversion matrix
was used and was not yet found in the Color Map Pattern Test. Figure 6 shows the
conversion results of the second photo test. Pattern A5 was able to completely restore
the photo. Comparing with the original photo, the recovered photo was visually identical.

Fig. 6. Results of restored graphics after applying all 10 potential matching matrices (Test 2)

A5 pattern is one of the common patterns that was identified through the Color Map
Pattern Test. What we have to mention is that this recovery process can only be done
through visual selection at this time. More practical methods need to be discovered in
the further research. However, to the author’s opinion, this process can be used in
NVIDIA GPU no matter how the series change. Windows Photo Viewer was selected
only because we observed that the Windows Photo Viewer can produce evidence in the
GPU memory. The author believes that investigators can use a similar method to recover
any graphic data that is produced by a different application.

The Color Map Pattern Tests and the Photo Tests were conducted on a different
computer with a similar NVIDIA GPU. The results showed a similar trend where three
out of four Photo Tests could recover an image from one of those ten discovered conver‐
sion matrices.

The findings from all the experiments are listed as follows:

1. In Square Test and Color Test, the number of pixels captured from GPU memory
space equals the number of pixels of the original TIFF graphic. And the pictures
were identical between the original graphic and captured graphic. The only caveat
is that the RGB value of a pixel will be reordered to BGR and padded with 8 bits of
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1 s. This suggests that a 24-bit TIFF formatted evidence can be retrieved from GPU
memory without any loss. It also suggests that a graphic takes a different form when
stored in hard drive than stored in GPU memory. GPU forensic should not aim to
prove two forms of data are binary identical, but instead, to prove the data captured
is not contaminated and is visually identical. Additional tests are needed to verify if
the same properties hold for pictures with different formats or of extremely large
sizes.

2. Results obtained from the Integrity and Reliability Test showed that the GPU
memory dump approach always generates identical MD5 hash values in the same
experiment (repeatedly read GPU containing the same content). But the MD5 hash
values are always different among experiments (repeatedly read GPU containing the
same graphic by re-open it from Windows Photo Viewer). On the positive side, the
results showed the proposed method is forensically sound and reliable in the same
test. The results also showed the non-repeatability feature of volatile forensics.

3. The Color Map Pattern Test proved to be an effective technique at recovering a
graphic from GPU memory dump. It was especially valuable when the mapping
between a graphic and its GPU memory organization is unknown and difficult to
discover. With the help of this test, potential transformation matrices were enumer‐
ated. The more transformation matrices, the more likely a graphic can be restored.
If we further assume that the graphic evidence is a visually meaningful picture and
no two potential conversions produce visually meaningful pictures, and then the
proposed work can recover a graphic from GPU memory in a forensically sound
manner.

5 Conclusions

In this work, we first explained the need of GPU forensics. Since it is possible for data
stored in GPU to bypass System RAM and flow directly to the display devices, GPU
forensics cannot be replaced by System RAM forensics. Existing work [6, 14] illustrated
a process to retrieve data from GPU global memory but it was not thoroughly examined
if it is forensically sound. A series of experiments were constructed in our work and
proved that evidence opened by Windows Photo Viewer can be retrieved in a forensi‐
cally sound manner in the same experiment. The method however is not repeatable by
re-opening the same graphic as the hash values vary based on memory allocation deter‐
mined at the time the application loads the image. The reliability within each experiment,
however, holds true. That is, the hash values matched within each experiment, but not
between experiments. The experiments also showed the graphic data stored in GPU
memory is different from the format it is stored on the hard drive in terms of both color
representations and order of the pixels.

Our analyses and experiments demonstrated that no simple and clear rules can be
easily found between a graphic and how it is mapped to the global memory of a GPU. In
an effort to visually restore the graphic data retrieved from GPU memory, a novel Color
Depth Map Test was designed in our work. The test produced a number of conversion
matrices by constructing a graphic that all the pixels can be uniquely identified. The tests
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also showed that it is possible that a graphic can be visually recovered from one of the
conversion matrices discovered from the Color Depth Map Test. The restoring method,
as of right now, is not reliable and cannot be labeled as forensically sound yet due to the
visual matching only. However, by trying more conversion patterns and conducting addi‐
tional carefully designed experiments to prove its reliability, we are confident that the
proposed method points the researchers in the right direction for discovering a forensi‐
cally sound method to visually restore a graphic hiding in the GPU memory.

It should be noted that there may be limitations of these experiments due to the image
files were only 200px × 200px 24-bit TIFF files. It is intended that future work will
investigate this further, both in terms of image sizes as well as image formats. Since a
TIFF is a raster format image, it is expected that other lossless raster image formats will
have similar findings to these results. However, again, further work is needed to verify
this supposition. Additionally, work should be done with lossy formats as well as vector-
based graphic formats to identify the forensically sound recovery methods.
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Abstract. Network forensics is a method of obtaining and analyzing
digital evidences from network sources. Network forensics includes data
acquisition, selection, processing, analysis and presentation to investi-
gators. Due to high volumes of transmitted data the acquired informa-
tion can be incomplete, corrupted, or disordered which makes further
reconstruction difficult. In this paper, we address the issue of advanced
parsing and reconstruction of incomplete, corrupted, or disordered data
packets. We introduce a technique that recovers TCP or UDP conversa-
tions so they could be further analyzed by application parsers. Presented
technique is implemented in a new network forensic tool called Netfox
Detective. We also discuss current challenges in parsing web mail com-
munication, SSL decryption and Bitcoins detection.

Keywords: Network forensic tools · TCP reassembling · Traffic recon-
struction · Web mail · Bitcoin · SSL encryption

1 Introduction

Network forensics is an emerging area of digital forensics connected with the
rapid network development. Many services and digital transactions are trans-
mitted over the Internet where criminal activities and security incidents also
occur. Network forensics provides post-mortem investigation of unlawful behav-
ior using special tools that reconstruct a sequence of events occurred at the time
of the attack. This reconstruction depends only on a captured network data.
In some cases, these data are incomplete, corrupted, or out of order. In order
to analyze the original communication using an incompletely captured data,
advanced techniques of reconstruction and communication recovery are needed.
Reconstruction of TCP streams is essential for any network forensic tool [1]. If
the TCP reassembling fails, application data cannot be properly analyzed.

Recovery of incomplete data in network forensics is a similar task to data
recovery from damaged media, e.g., hard drives, CDs, or DVDs. If some data
are missing, it can be either replaced by empty data units or approximated
c© Institute for Computer Sciences, Social Informatics and Telecommunications Engineering 2015
J.I. James and F. Breitinger (Eds.): ICDF2C 2015, LNICST 157, pp. 69–84, 2015.
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from known data. The goal is to provide enough data enabling reconstruction
of the original content. To guarantee an admissibility of forensic results newly
introduced data must be unambiguously distinguished from the original ones.

In this work, we deal with the analysis and reconstruction of incomplete
or damaged network data. Our research includes the development of heuristic
techniques that can detect incomplete or corrupted data on network and trans-
port layer and restore original sessions that can be further analyzed using usual
application parsers. The proposed technique was implemented in a new network
forensic tool Netfox Detective.

1.1 Contribution

The main contribution of this paper addresses practical issues connected with
network data reconstruction and proposes advanced techniques for parsing and
recovery of network conversations. These techniques in combination with
advanced application recognition methods increase the accuracy of content recon-
struction. We also explain several issues connected with application analysis,
especially with web mail services, SSL communication and Bitcoin transactions.
We evaluate the implementation of proposed methods and compare them with
other tools.

The paper is organized as follows: section two surveys current approaches
and results in the domain of network forensic tools; section three examines issues
related to network data parsing and reconstruction with focus on TCP reassem-
bling and Layer 7 (L7, application) data reconstruction; section four deals with
application detection and content analysis, which is demonstrated using exam-
ples of reconstruction of web mail, SSL traffic, and bitcoin transactions.

2 Related Work

There is a wide range of tools for network monitoring and forensics, i.e., Net-
work Security and Monitoring tools (NSMs) and Network Forensic Analysis
Tools (NFATs). NSMs include network analyzers (Wireshark, tcpdump), IDS
systems (snort, Bro), fingerprinting tools (nmap, p0f), and others [2]. NFATs
have similar functionality as NSMs, in addition, they also assist in a network
crime investigation. They capture an entire network traffic and allow an inves-
tigator to analyze it and reconstruct the original communication. Most of the
NFAT tools are proprietary, nevertheless, open source NFATs also exist, e.g.,
PyFlag, Network Miner, or Xplico.

In theory, parsing the network communication is straightforward. However,
incompleteness and corruption of communication requires new methods involv-
ing robust parsers and complex recovery procedures. Surveys of different net-
work forensic frameworks can be found in [2,3]. These papers discuss various
approaches to network forensics, major challenges, and list available tools. In
our paper, we mostly focus on techniques of network data parsing and recovery.
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There are not many published works describing techniques incorporated in
NFAT implementations, partly due to the protection of intellectual properties of
the tools. An exception is Cohen [1] that describes several challenges connected
with the stream reassembling (termination of streams, out of sequence packets,
missed packets) and the combination of streams into conversations. In our work,
we deeply examine issues that are essential for every network forensic tool. In
addition to [1], we present an algorithm that deals with these issues, and also
works with sequence number overflow, which is not discussed by other authors.
A detailed description of TCP reassembling is analyzed by Paxson in [4]. How-
ever, Paxson focuses on robustness of TCP reassembling in the presence of
adversaries that is out of the interest of this paper.

3 Data Parsing and Reconstruction

NFATs are designed to parse captured data, process packet headers and recon-
struct high-level protocol units. Application data are regularly transmitted using
TCP or UDP protocols over IP networks. By definition, IP communication does
not provide reliable data exchange [5]. Application data are segmented into TCP
packets and encapsulated into IP datagrams. Furthermore, IP datagrams can be
fragmented into smaller IP datagrams when required by an underlying link-layer
technology. The main goal of an NFAT is to extract and reconstruct original
application data from possibly incomplete captured collection of IP datagrams.
The method for assembling IP packet-based communications into conversations
is based on the following assumptions:

– An application conversation is distinguished by a pair of IP addresses, trans-
port ports and a protocol type. The conversation consists of a pair of flows
because the most of sessions are bi-directional.

– The beginning of a TCP session is identified by a synchronization TCP seg-
ment (SYN flag). A TCP segment with FIN/PSH/RST flag closes the session.

– A TCP session consists of a collection of TCP segments each associated with
a sequence number. A sequence number determines an offset of the segment
content in the TCP stream [6].

– An application message can be transmitted in one or more TCP segments.
Receiver must reassemble several TCP segments to obtain the original mes-
sage.

– The IP fragmentation happens independently on the TCP segmentation. The
IP defragmentation has to be accomplished before the application content
reassembling.

3.1 Challenges in TCP Reassembling

During our research of network data analysis, following challenges connected
with reassembling of TCP sessions have been identified:
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– Missing FIN packets or overlapping of TCP conversations.
Regularly, ephemeral source ports are dynamically assigned by OS to clients
whenever a communication socket is created [7, p. 99]. It helps to distinguish
several TCP sessions originating from the same node and targeting the same
remote process. When the client finishes communication, these ports can be
reused. Usually, the port number is not reused until the pool of ephemeral
ports is exhausted. NFAT can exploit this behavior to recognize different
TCP sessions safely. However, if there is a NAT translation along the com-
munication path observable port numbers can be reused quickly. In such case,
different TCP sessions can receive the same key fields within a relatively short
period. While end systems and NAT can accurately track the use of port num-
bers, for NFAT system it may pose a problem as there is a very short interval
between two TCP sessions with the same identification. NFAT can proceed
as follows:
1. FIN segment can determine closing of the first session segment while SYN

segment defines a new TCP session;
2. if these segments are missing in a captured collection, a flow needs to be

detected by analyzing sequence numbers;
3. if sequence numbers of two sessions overlap, the analysis of timestamps of

expected L4 packets have to be carried out.
– Combination of two L7 flows into a L7 conversation.

NFATs try to reconstruct original bi-directional communication between appli-
cations. If more TCP conversations use the same IP addresses and ports (see
NAT problem above), these ports are not sufficient to unambiguously combine
corresponding L7 flows into a whole L7 conversation. The proposed solution
suggests considering initial TCP sequence numbers. TCP three-way hand-
shake starts with sending three synchronization segments between a sender
and a receiver. The sender sends a SYN segment with his initial, randomly
chosen, sequence number. The receiver replies with an SYN+ACK segment
transmitting receiver’s initial sequence number and sender’s next sequence
number. Based on hand-shake analysis, we can match initial TCP sequence
numbers of every L7 flow and its opposite L7 flow, which is necessary to create
bi-directional L7 conversation based on L4 header data only. If the hand-shake
is not captured, L7 flows are considered as one-directional L7 conversations.

– TCP sequence number overflow.
Network data parsing and analysis is mostly based on a chronological order of
packets in the flow using their sequence numbers. According to RFC 793 [6],
sequence numbers occupy space up to 232 − 1 Bytes, which gives possibil-
ity to transmit maximum 4.29 GB data. This value seems large enough to
avoid sequence number overflow. However, since initial sequence numbers are
generated randomly, maximum data size is lower than this theoretical value.
Figure 1 shows a snapshot of the distribution of maximum TCP message sizes
based on randomly generated initial sequence numbers as observed on 14,000
TCP sessions. The picture does not show full distribution range. TCP ses-
sions with possible payload greater than 500 MB are excluded, because of
their irrelevance for our study. However, these data show that TCP sequence



Advanced Techniques for Reconstruction of Incomplete Network Data 73

number overflow should be taken seriously. For example, we can see that the
sequence number would overflow in 0,12 % of TCP sessions with payload up to
5 MB. This situation can be solved by multi-pass processing of an L4 con-
versation and matching incomplete TCP sessions without SYNs when their
initial sequence numbers are closed to 232.

Fig. 1. Probability of TCP Seq numbers overflow related to maximal L7 payload size.

3.2 Building L7 PDUs from the PCAP File

The process of network data parsing starts with the tracking of L3 conversations
based on sender’s and receiver’s IP addresses, see Fig. 2. Further, L4 conversa-
tions are identified using port numbers and L4 protocol type, than L7 conversa-
tions are created. In case of UDP protocol, two UDP sessions running between
the same pair of ports cannot be distinguished. For example, SIP applications
regularly employ the same source and destination ports, e.g., 5060, for all SIP
conversations. Therefore, a L4 UDP conversation is considered to be a L7 con-
versation.
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Fig. 2. Extraction of L7 PDUs from input packets.
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In case of TCP protocol, the TCP reassembling is the key element in recon-
struction. If all data have been properly captured, TCP reassembling is a simple
task that involves port numbers, TCP sequence and acknowledgment numbers.
If some packets are missing, a following procedure implementing our heuristic
method can be applied to any network data. The procedure uses three heuris-
tic parameters: MaxLost, which represents the maximal length of missing data
that can be restored, MaxTime, describing the maximal permitted time delay
between two consequent packets using timestamps, and MaxPayload, represent-
ing the maximum payload size in a TCP packet. Based on our experience, we
use MaxLost = 4kB and MaxTime = 600 sec1. MaxPayload is computed on-
the-fly as the length of the TCP packet with the maximal size of a payload in
the L7 flow. Thus, application messages are built from captured data using the
following steps:

1. Select L4 flows and sort packets using their sequence numbers.
2. Process each L4 flow and create L7 flows using TCP handshake. Start with

the first SYN packet.
(a) Create a new L7 PDU if does not exist or if a previous L7 PDU was

closed.
(b) Check packet sequence number Seqi+1.
(c) If Seqi+1 �= Seqi + PSi (PS stands for a payload size obtained from the

packet header), i.e., the expected packet is missing, check timestamps
TS and sequence numbers Seq as follows:
i. If TSi+1 − TSi ≤ MaxTime and Seqi+1 − Seqi ≤ MaxLost then a

virtual packet will be created to replace the missing packet.
ii. If TSi+1 − TSi ≥ MaxTime and Seqi+1 − Seqi ≤ MaxLost then

there is an overlapping of TCP sessions because i+1 packet belongs
to a different L7 flow. Skip this packet and proceed with the next
one.

iii. If Seqi+1 − Seqi ≥ MaxLost then there are too many missing data.
The flow cannot be fully restored. Close it and proceed with next
SYN packet.

(d) If Seqi+1 = Seqi + PSi the expected packet is present, add it into the
L7 PDU.

(e) If FIN/RST/PSH flag is found or PS = MaxPayload, close the L7
PDU.

(f) GOTO 2a.
3. Process remaining packets without SYNs. Create new L7 flows using

timestamps and sequence numbers only.
4. Process every L7 flow and create L7 PDUs using TCP reassembling
1 MaxLost was experimentally set to 4 kB, which is more than two times greater than

maximal Ethernet PDU size, i.e., 1500 Bytes. MaxTime is six times greater than
recommended TCP connection failure timeout as defined in RFC 1122. These values
say that packet loss longer than 600 secs or missing 4 kB cannot be successfully
recovered.
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– Add every packet of the L7 flow into the L7 PDU until FIN/RST/PSH or
PS = MaxPayload. Then close the L7 PDU and create new one for new
packets.

5. Combine opposite L7 flows into a L7 conversation using corresponding SYN
and ACK numbers.

The main benefit of this approach is the reconstruction of original UDP/TCP
sessions even if some important packets are missing. Based on TCP initial Seq
numbers, the algorithm combines two flows into a conversation. The algorithm
deals with missing SYNs, FINs, overlapping sessions, or TCP numbers overflow-
ing. As the result, we have L7 PDU objects that can be processed on L7.

Table 1 compares our approach with a few available NSMs or NFATs. For our
study, we have chosen Wireshark, Microsoft Network Monitor, NetWitness and
Network Miner. In the first test we used an artificially arranged dataset with
(i) one FIN packet missing, (ii) one SYN packet missing, and (iii) two SYNs
missing. Original 650 kB PCAP file contained 19 conversions. Further analysis
showed that in case of missing SYNs and the same port numbers, Wireshark
joins two conversations into one. MS Network Monitor works well with missing
SYNs, but it is not able to properly close communication if a FIN is missing.
In such case, it combines two conversations into one. NetWitness also joins two
conversations into one. Network Miner works similarly to Wireshark.

Table 1. Detection of network conversation when missing SYN/FIN packets.

File NFX Det Wireshark MS Monitor NetWitness Net Miner

One FIN missing 19 19 18 17 19

One SYN missing 19 18 19 17 18

Two SYNs missing 19 17 19 17 17

The second test used 8 MB PCAP file with some packets randomly deleted.
Table 2 shows results when 0 %, 1 %, 5 %, or 10 % of packets were removed.
Original file contained 126 conversations. Netfox Detective shows number of L7
conversations.

Table 2. Detection of network conversations when some data are deleted.

File NFX Det Wireshark MS Monitor NetWitness Net Miner

0% missing 126 126 132 128 76

1% missing 126 126 132 128 75

5% missing 129 125 129 127 71

10% missing 131 125 129 127 66
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The table shows that Netfox Detective finds more L7 conversations than
originally stored in the in-corrupted file. The reason is that when some packets
are missing, a corrupted L7 conversation is divided into several L7 conversation
due to the large number of missing packets or large timestamp difference, see
Fig. 3. Wireshark and NetWitness also miss a conversation. However, since they
consider all packets between the same src/dst ports as one conversation, missing
packets usually did not reduce number of all conversations. MS Network Monitor
also shows stable results. The results of Network Miner are very different but we
are not able to say why.

Resp

L4 conversation

L7 conversation

HTTP client <−> server

HTTP Req/Resp

L7 conversation
Corrupted

L7 conversation
Recovered

Req

HTTP Req/Resp

HTTP Req/Resp

HTTP Req/Resp

HTTP Req/Resp

HTTP Req/Resp

HTTP Req/Resp

Fig. 3. Recovery of corrupted conversations.

3.3 Application Protocol Identification

The result of previously described reconstruction methods are L7 PDUs that
represent L7 objects (payloads) prepared for L7 parsing. Before L7 parsing,
L7 protocol should be identified in order to choose the right L7 parser. There
are many methods for application protocol identification. The easiest method
is based on well-known port numbers assigned by Internet Assigned Numbers
Authority (IANA). Unfortunately, this method does not work well with appli-
cations using dynamic ports, peer-to-peer communication, video streaming, etc.
More advanced methods use payload inspection that is suitable for protocols
that can be recognized by some characteristic patterns either in a header or
payload. There are also methods based on protocol fingerprinting or statisti-
cal data. In our approach, we combine several methods for application protocol
identification.

1. Identification using extended IANA database.
The first algorithm matches port numbers with extended IANA database of
well-known ports. Our database extends IANA data by similarities, i.e., one
input port number can match more applications. For example, Dropbox file
hosting service can work on ports 80, 443, or 17500. Based on given application
tags, L7 parser is chosen. Currently, our database can identify 1058 different
application protocols.
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2. RTP Fingerprinting.
If there is no match on input ports, RTP fingerprinting method is applied [8].
This method uses a multi-stage classifier that observes minimal RTP header
length, RTP version number, and RTP payload type number. If a packet
successfully passes this filtering, per-flow checking is applied using minimal
number of packets in an RTP flow to reduce false positives.

3. Statistical Protocol Identification (SPID).
This method developed by Erik Hjelmvik [9] is based on supervised learn-
ing using pre-classified samples of captured network traffic where application
protocols are correctly annotated. The algorithm generates protocol model
database that stores application fingerprints. Currently, our database can
identify 20 protocols with an ability to add new protocols.

4 Application Parsing

After building L7 PDUs and successful L7 protocol identification, application
data can be processed by L7 parsers. As mentioned in Chap. 3, TCP/UDP
streams are reconstructed without any knowledge of higher layers. This helps
in case when an application parser is not implemented for a specific protocol. In
that case application data can also be extracted from communication.

Main goal of our approach is to augment the reconstruction process when
some data are missing. As mentioned earlier if only a few data is missing, lost
packets can be replaced by new packets with empty payload. If more packets are
lost, an original stream will be recovered as a collection of shorter streams that
formed the original stream.

In this section, we will discuss how data reconstruction influences L7 process-
ing and data presentation in case of incomplete data. For demonstration, we
choose three areas that build challenges for common network parsers: web mail
communication, SSL/TLS encrypted traffic, and bitcoin transactions.

4.1 Web Mail Analysis

Web mail communication is very popular today. Web mail servers employ HTTP
protocol to encapsulate transactions between a user web browser and a web
mail server. Mail exchange between web mail servers is mostly provided using
SMTP protocol. Forensic analysis of web mail services is different from com-
mon web browsing. Many web mail servers utilize advanced web technologies
like JavaScript, AJAX, JSON that dynamically create web pages. Analysis and
interpretation of captured web mail data are limited due to the usage of web
browser caches that store frequently used HTTP objects. These objects are not
present in captured traffic, therefore, they are unavailable for forensic analysis.

The web mail analysis includes two phases: (i) the identification of web mail
data between other HTTP traffic and (ii) the analysis of captured web mail
data. In addition, most of web mail transmissions are SSL/TLS encrypted, so
SSL/TLS decryption is required if possible (see Sect. 4.2). If encrypted, web
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mail traffic can be identified using a name or IP address of a particular web
mail server, see Table 3. If not encrypted, a pattern matching on URLs can be
applied.

Table 3. Identification of web mail services during SSL/TLS handshake.

Web mail service Server name Encoding

seznam.cz, email.cz email.seznam.cz FastRPC

Gmail mail-
attachment.googleuser
content.com

application/x-www-form-urlencoded
;charset=utf-8

Yahoo mail.yahoo.cz application/json
multipart/form-data-incl JSON

MS Live various application/x-www-form-urlencoded

Centrum/Atlas mail.centrum.cz application/x-www-form-urlencoded

Roundcube private service hostname application/x-www-form-urlencoded

Horde private service hostname multipart/form-data

For processing of a captured web mail data, following observations were made:

– Web mail messages transmitted over HTTP can be detected using URL pat-
terns: /mail/.* for Gmail, o1/mail.fpp for MS Live Mail, appid=YahooMailNeo
for Yahoo, etc. However, these patterns usually change with a new version of
the server.

– The communication from a user towards the server is transmitted via POST
method of HTTP protocol [10]. GET method is employed for listing mail
folders.

– Web mail messages are mostly encoded using simple key=value pairs in the
URL. There are several types of actions that can be identified in a key field:
compose-message, send-message, save-draft, get-inbox, delete-message. Each
web mail service uses different names for these actions, so data analysis should
be performed for every new web mail protocol.

– Some web mail objects can be transmitted as JSON objects in MIME struc-
ture, XML-RPC objects, etc.

– Because of dynamic web programming and client-based technologies (i.e.,
JavaScript), forensic page rendering of web mail is difficult and cannot be
fully accomplished without having contents of web caches. Practically, inves-
tigator’s view is limited to a simple textual form of analyzed data.

4.2 SSL/TLS Detection and Encryption

The SSL/TLS encryption is a big challenge for current NFAT tools because it
completely hides the contents of the network communication. It forms a modular
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framework that combines various cryptography mechanisms defined by a cipher
suite [11]. Clients and servers can negotiate cipher suites to meet specific security
and administrative policies during initial SSL/TLS handshake. The cipher suite
defines following mechanisms:

– A key exchange algorithm. General goal of the key exchange process is to
create a pre-master secret known to the communicating parties that is used
to generate the master secret. Using master secret encryption keys and MAC
keys are generated. Most common key exchange algorithms are RSA, Diffie-
Hellman, ECDH, etc.

– A peer authentication. TLS supports authentication of both peers, the server
authentication with an unauthenticated client, and total anonymity. When-
ever the server is authenticated, the channel is secure against man-in-the-
middle attacks. Server authentication mostly requires a RSA or DSA certifi-
cate to prove an authenticity of the server side.

– Message integrity. Message integrity is ensured using Message Authentication
Code (MAC) algorithms like MD5, SHA1, or SHA256. A cryptographic hash
(often called message digest) is computed using these algorithms and added
to the end of each block.

– A bulk cipher algorithm. This algorithm is used for a message encryption.
The specification includes the cipher type (stream, block, AEAD [12]), the
key size, the block size of the cipher (applied only to block ciphers), and the
length of initialization vectors (or nonces). Common bulk ciphers are RC4,
3DES, AES, IDEA, or Camellia.

There are two basic approaches for SSL/TLS decryption [13]:

– A getting server private key. This key can be used to calculate a session key
that have encrypted the conversation. The session key is generated during the
key exchange.

– A MitM attack on SSL/TLS connection. Another method to get decrypted
contents is to use man-in-the-middle (MitM) attack employing a special proxy
server to track the communication between the client and server. At the same
time, the communication with the user node employs different TLS keys gen-
erated by the proxy server. In this case, proxy server should offer a fake
certificate in order to impersonate the original server. There are several tools
implementing this proxy, e.g., SSLsplit, Fidler, etc.

Bulk cipher algorithms incorporate methods of a block cipher or stream
cipher encryption that defines how a block or stream of a plain text will be
encrypted and how the encryption key is generated for each data block, e.g.
CBC (Cipher Block Chaining), GCM (Galois/Counter).

– The Cipher Block Chaining requires complete data for successful reconstruc-
tion because of data dependency, see Fig. 4A. If data are corrupted, successful
analysis can be provided until the first error occurs in the stream. In such
case, only meta information about the conversation are available, e.g. TCP
completeness, probable conversation length, duration, etc.
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Fig. 4. CBC and GSM encryption.

– The Galois/Counter mode can be reconstructed even if some data are missing
because cipher blocks are independent, see Fig. 4B.

Currently, our tool Netfox Detective supports analysis and decryption of
various cipher suites, see Table 4.

Table 4. Cipher suites supported Netfox Detective.

TlsRSAWithAes128CbsSha TlsRSAWithAes256CbsSha

TlsRSAWithAes128CbsSha256 TlsRSAWithAes256CbsSha256

TlsRSAWithAes128GcmSha256 TlsRSAWithAes256GcmSha384

TlsRSAWithRc4128Md5 TlsRSAWithRc4128Sha

If a server key is available, this communication can be decrypted as presented
in Fig. 5. This picture shows a successful decryption of web mail communication
encrypted using TLS.

4.3 Bitcoin Detection

Bitcoins as currency (BTC) are getting more and more popular since 2008,
especially because of their anonymity. Bitcoin network is secure by design against
correlating transactions with individual users. However, forensic tools can at
least detect bitcoin traffic within a network.

Bitcoin operates over peer-to-peer (P2P) network consisting of two node
kinds: (i) clients, which send, receive, or relay BTC transactions; and (ii) miners,
which verify transactions using a special proof-of-work algorithm.



Advanced Techniques for Reconstruction of Incomplete Network Data 81

Fig. 5. Reconstruction of encrypted web mail data.

BTC uses three different protocols for its functionality where each protocol
has a different value for the forensic investigation. These protocols are as follows:

1. Bitcoin v.1 protocol2 is employed for P2P communication between peers (con-
nected nodes). For forensic analysis, its detection can help to identify the end
stations running Bitcoin client software. The protocol runs over TCP, port
8333. It transmits messages required for both a node discovery and Bitcoin
transactions.

Node discovery is provided twice in Bitcoin network:

– Upon software start-up, a client looks for special domain names (e.g., bit-
coin.sipa.be, dnsseed.bluematt.me) in DNS in order to discover initial set of
peers to get connected. Usually, the client uses a list of pre-configured stable
nodes of the Bitcoin network.

– Upon successful connection to a node, the client may request a list of neigh-
boring peers to expand its connectivity graph.

The protocol messages that helps us to detect a communication within Bit-
coin P2P network area as follows: version and verack (useful for connection
initiation), address (to detect a communication graph and provide informa-
tion of known nodes), and ping-pong (a keep-alive mechanism). For forensic
purposes, also messages inv, tx, and block are important since they transmit
valuable information about processed transactions. The list of all Bitcoin v.1
messages is shown in Table 5.
2 See https://bitcoint.org/en/developer-documenation, June, 2015.

https://bitcoint.org/en/developer-documenation
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Table 5. Bitcoin v.1 protocol.

Messages Description Message Description

version, verack Opening messages tx, notfound Responses to getdata

getaddr, addr List of known peers ping, pong Keepalive messages

inv A new object announcement alert Broadcast notification

getdata Request for object value mempool Retrieving a transaction

getblocks, blocks Retrieval of a block filterload/add Bloom filter operations

getheaders, headers Retrieval of a header reject Negative response

2. Another group of protocols (e.g., Getwork, Getworktemplate, Stratum) is
used for work distribution for miners cooperating in the pool. The detection
of these protocols implies an existence of bitcoin miner in the local network.

3. The last protocol group involves remote procedure call (RPC) messages that
are employed for remote control of various Bitcoin related services (e.g.,
remote wallets controlled by a smart phone, on-line trading on Bitcoin
exchanges, etc.).

Netfox Detective currently supports decoding of Bitcoin v1 protocol that
helps to detect devices that run Bitcoin clients, work as Bitcoin miners, or access
Bitcoin related services, see Fig. 6.

Fig. 6. Bitcoin analysis using Netfox Detective.

Based on these information, it is possible to create Bitcoin communication
graphs and correlate the pool member and mining rig owner.
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Captured network data can be used to provide an evidence that the seized
server really conducted Bitcoin transactions, see Fig. 7.

Fig. 7. Digital investigation of Bitcoin transactions.

5 Conclusion

Network forensics represent several challenges for security analysts. Network
data are volatile what causes that communication traces are not captured com-
pletely. In addition, plenty of protocols are utilized in the current network com-
munication. Many network applications also employ application-level protocol
HTTP only as a data channel offering end-to-end connection. With the increased
amount of traffic being encrypted, it is even complicated to recognize classes of
applications in the captured communication.

In this paper, an overview of issues related to a recovery of the application
content from captured traffic was presented. For identified problems, proposed
methods were tested by implementing them in a novel network forensic tool.
Based on the comparison to related tools, achieved results are promising for the
further development of our NFAT tool.

Future work is delineated by the stated facts. Because of widely used traffic
encryption, NFAT tools have to analyze meta-information associated with the
traffic, e.g., recognizing events from communication, identifying end users, or
approximate the meaning of information hidden in the encrypted communica-
tion. Also, the amount of communication requires NFATs to handle big data
from various sources. Finally, NFATs should be extensible to deal with various
classes of applications, e.g., web mail or Bitcoin traffic.
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Abstract. Commercial and home Internet users are becoming increas-
ingly concerned with data protection and privacy. Questions have been
raised regarding the privacy afforded by popular cloud-based file synchro-
nisation services such as Dropbox, OneDrive and Google Drive. A num-
ber of these services have recently been reported as sharing information
with governmental security agencies without the need for warrants to be
granted. As a result, many users are opting for decentralised (cloudless)
file synchronisation alternatives to the aforementioned cloud solutions.
This paper outlines the forensic analysis and applies remote evidence
recovery techniques for one such decentralised service, Syncthing.

Keywords: Syncthing · Digital forensics · Remote forensics · Network
analysis · Evidence recovery

1 Introduction

In an ever increasing mobile and connected world, the demand for end users to
access their data on the go using multiple platforms and devices is higher than
ever. While numerous platforms have been developed to respond to this constant
information need, these platforms can give rise to data protection and privacy
concerns. These concerns primarily lie with cloud-based file synchronisation ser-
vices such as Dropbox, OneDrive and Google Drive. A number of these services
have been leaked as sharing replicated information with government security
and spying agencies without first requiring the issue of a warrant [1]. The desire
for privacy has led to a rise in cloudless file synchronisation services such as
BitTorrent Sync (BTSync), Syncthing and OnionShare.

One of the most popular decentralised file synchronisation services is cur-
rently BTSync, which as of August 2014 had over 10 million user installs [2].
However a significant number of these users are not comfortable with the pro-
prietary nature of the application and its handling of their data. This has moti-
vated a transparent alternative being developed, called Syncthing. Syncthing is
an open source, cloudless file synchronisation service. Users have the ability to
identify how the software finds other active nodes to sync with, transfers data
c© Institute for Computer Sciences, Social Informatics and Telecommunications Engineering 2015
J.I. James and F. Breitinger (Eds.): ICDF2C 2015, LNICST 157, pp. 85–99, 2015.
DOI: 10.1007/978-3-319-25512-5 7
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from node to node, and synchronises information between different devices. With
BTSync emerging from beta in March 2015, limitations on how many folders can
be synchronised for free have been imposed – with the free tier being limited to
syncing ten folders. It is likely that the lack of transparency regarding security
and privacy and these new limitations imposed on the free BTSync tier users
will push many towards deploying Syncthing for their file replication needs.

Syncthing is a decentralised tool created for the purposes of data backup
and synchronisation, teamwork/collaboration, data transfer between systems,
etc. From a law enforcement and digital forensic perspective, an area of concern
with decentralised services is the possible exploitation of the service to distribute
unauthorised/illegal data: industrial espionage, copyright infringement, sharing
of child exploitation material, malicious software distribution, etc. [3]. These
cloudless services have no regulation by their developers and as a result are
at high risk of being used for criminal activity. Syncthing has many desirable
features for privacy-concerned users who wish to use file synchronisation but
conscious of their data’s security. Such features include [4]:

– Private – The synchronised data is never replicated anywhere else other than
on devices configured.

– Encrypted Traffic – All communication between devices is secured using TLS.
– Authenticated – Every node is identified by a strong cryptographic certificate;

only nodes you have explicitly allowed can connect to your cluster.
– Cost and Limitations – Most main stream cloud-based file synchronisation

software give you a small storage allowance at the free tier. Syncthing is
limited only by the storage available across your devices.

– Transparency – The software is open source which facilitates analysis to prove
that the software is secure.

With increased privacy and security of any tool or service, there is always
the contraposition of law enforcement regarding the difficulty (or possibility) of
capturing evidence from these systems. At the time of writing, there are no tools
available for the recovery of evidence from Syncthing.

1.1 Contribution of This Work

This paper outlines a forensic analysis of the Syncthing client, its communication
protocols, its peer discovery methods, its behaviours and its data remnants of
synchronised deleted files. The contribution of this work can be summarised as
follows:

– An outline of the entry points to a Syncthing investigation, i.e., how to detect
whether Syncthing is pertinent to an investigation.

– A description of the services network communication protocol for the purposes
of building a remote evidence recovery tool.

– A proof-of-concept tool, Synchronisation Service Evidence Retrieval Tool
(SSERT), has been developed for an investigation scenario outlined. The inves-
tigation is documented showing how the remote recovery of digital forensic
evidence from folders shared using Syncthing might be valuable to forensic
investigators.
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2 Related Work

The popularity of cloudless file synchronisation services as a viable “install-and-
forget” alternative to the more commonplace cloud-based solutions is a recent
development. Given the relatively new provisioning of these services, there has
been little time for forensic procedures and best practises to catch up. However,
there has been some research conducted on the remote recovery of evidence from
Syncthing’s primary competitor, BTSync, as well as the cloud-based solutions.
The below section outlines some of this related work.

2.1 Forensic Analysis of BitTorrent Sync

In a similar vein to the focus of this paper, there has been an investigation
methodology developed for BTSync, a cloudless file synchronisation service
developed by BitTorrent Inc. [5]. BTSync is a cloudless file sharing tool with
the intention of providing one-to-many and many-to-many file transfers as effi-
ciently as possible. The protocol segments a file, which enables each chunk to be
managed separately. Once a part of a file is downloaded it can immediately be
uploaded to a different peer who has requested that file [5]. In this fashion a file
can be shared before the whole file has been downloaded. BitTorrent Sync uses
the BitTorrent protocol for data transport, which is analysed in detail in [3]. One
of the interesting things about BTSync is the use of keys for managing permis-
sions between peers. Once the creation of a share a master key is constructed,
this master key has read/write capabilities which allows the person who has that
key to add, modify or remove contents of that share. Other, more restricted keys
exist allowing a share participant to give Read Only access or enforce a window
before an invitation expires [5].

2.2 Forensic Analysis of Cloud-Based File Synchronisation Services

Towards the remote recovery of evidence from cloud-based sources, a volume of
work has been conducted on the recovery of evidence from file synchronisation
services. Quick and Choo have analysed the data remnants of deleted files in
Dropbox [6], Microsoft SkyDrive (now rebranded as OneDrive) [7], and Google
Drive [8]. This volume of work outlines the processes required for the remote
recovery of deleted digital evidence from a local machine. The recovery of the
data from the cloud-based storage combined with data remnants discovered on
the local machine can verify the recovered copy as being a true copy of the
original data. The authors also proved that downloading the remote data using
a browser or performing a client sync does not interfere with the hash of the
recovered evidence or any associated cloud-stored metadata [9]. The work con-
ducted by Quick and Choo on Dropbox forensics has also had similar results
confirmed by Federici [10]. In this work, a Cloud Data Imager is outlined. This
is a tool developed by law enforcement for the forensically sound remote recovery
of evidence from Dropbox.
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3 Syncthing Analysis

While Syncthing may have been inspired by BTSync, its purpose is to transpar-
ently address features that some users identified as security and privacy issues.
The first of these is the fact that BTSync attempts to improve security by keep-
ing its source code secret. This is a common tactic and is known as “security
through obscurity”, the effectiveness of which is questionable. BTSync also col-
lects usage statistics on its users’ activities, which the developers claim only
records anonymous bandwidth and usage metrics. Some users raised concerns
that were left unanswered by developers and this silence gave rise to fear that
there was the possibility of more than just the metrics being stored as was first
stated. That fear led to Syncthing, which attempts to assuage user security con-
cerns through transparency in its design and protocol. Users can easily see what
the application is doing and how it is doing it. This open-view approach to secu-
rity risks attackers finding a vulnerability but also allows the multiple interested
parties to find and fix any flaw themselves before it is exploited [11].

Syncthing makes use of Block Exchange Protocol (BEP) [12] to minimise
the traffic generated by partial file updates. BEP is used between two or more
devices to form a cluster. Each device has one or more folders of files described
by the local model, containing metadata and block hashes. The local model
containing this data is then sent to the other devices that this device has in its
cluster. The combination of all files in the local models and the files selected for
highest change version from the global model. Each device in the cluster then
attempts to align all of its local folders with the global model. The device then
requests missing, outdated or corrupted blocks from the other devices it has in its
cluster [12]. When file data is described or transferred it is segmented as a series
of blocks with each block measuring 128 kB (131072 bytes). The BEP protocol
is implemented at the highest level of the stack with the lower levels providing
encryption and authentication. The underlying transport protocol must be TCP
using this technique [12].

3.1 Data Remnants

To detect if Syncthing is installed on a suspect’s machine and to retrieve the
required information for identification of remote users sharing the same content,
the data remnants left on the hard drive of the machine must be discovered.
Syncthing uses a single folder to store all of its configuration files, cryptogra-
phy certificates and keys [13]. The default install location for this folder on
Windows 7 and 8 based systems is located in %localappdata%\Syncthing; on
Windows XP, it is located in %AppData%\Syncthing; on Mac OS X systems, it is
located in ∼/Library/Application Support/Syncthing and on *nix systems,
it is located in ∼/.config/syncthing. Alternatively, the end user can specify
a different “home” directory when launching the application which facilitates a
non-default location for these files. The folder contains the following files [13]:
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– cert.pem – The device’s RSA public key.
– key.pem – The device’s RSA private key.
– config.xml – The application’s configuration file.
– https-cert.pem and https-key.pem – The certificate and key for HTTPS

GUI connections.
– index/ – A directory containing the metadata and hashes of the files currently

on the disk and available from remote peers.
– csrftokens.txt – A list of recently issued CSRF tokens to protect against

browser cross site request forgery.
– index/[IncrementalNumber].log – The application’s log file for all actions

taken locally and outlines folders shared with remote hosts.

3.2 Peer Discovery

Each device on the network is identified by its DeviceID. The DeviceID
is made up of a Base32 SHA-256 encoding of the application’s public RSA
key, which is created during Syncthing’s initial installation [14]. When Sync-
thing is launched, the settings contain the global discovery server address
announce.syncthing.net [4]. At the time of writing this resolved to the IP
address 194.126.249.5. Once the announce server address has been resolved the
application queries it with a valid DeviceID via a query packet via UDP [15] and,
if known and the target has registered itself as being online, a current IP address
and port will be returned in an announce packet. The IP and port combination
returned are used as the destination for the protocol’s secure handshake.

As Syncthing is an open source application, users have the option to set up
their own announce server to handle internal peer discovery. In this scenario,
all clients would require configuration to use this custom server instead of the
default one. Another option is to use the built in local peer discovery. This
setting is configurable in the application’s settings, but is enabled by default.
Local discovery can happen in one of two ways depending on the type of network
detected:

– IPv6 Networks – If Syncthing discovers an IPv6 network it will use Simple
Service Discovery Protocol (SSDP) to send a HTTP notify packet to port
1900. Syncthing utilises the FF02::C link local address to limit notification
to a network segment only. In testing Go did not support the setsocket
operation on windows 7 systems so IPv6 beacon packets were not responded to
by the clients. This notify packet will contain the same details as the announce
packet used for global discovery.

– IPv4 Networks – If the application detects that IPv6 is not supported
inbound, Syncthing will still announce using IPv6 if it is supported outbound.
Over IPv4, the announce packet is broadcast to the network on port 21025
with a 56 byte announce. This local announce associates an IP:Port combina-
tion with a DeviceID that is cached for later use.
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3.3 Block Exchange Protocol Messages

With initial discovery complete a standard TLS session is established with both
parties providing certificate-based authentication. In the case of our emulated
client, we present the imported certificate of the suspect system as our proof of
identity. Once the secure connection has been negotiated successfully a series of
messages are exchanged before any requests involving the transfer of files can be
made.

Header. The messaging used by Syncthing involves specific packet types iden-
tified by a message header. This header consists of one 32 bit word indicating the
message version, type and ID, followed by the length of the message itself [12].
The principal field in the header is the type field. Each message type is denoted
by a different hex number as outlined below:

– (Type 0) – Cluster Config
– (Type 1) – Index
– (Type 2) – Request
– (Type 3) – Response

– (Type 4) – Ping
– (Type 5) – Pong
– (Type 6) – Index Update
– (Type 7) – Close

Also contained in the header is the version, message ID, overall message
length and a flag to indicate if compression is used. Figure 1 (a) is a graphical
representation of how a header message is constructed.

Cluster Configuration Message. This is the first protocol specific message
Syncthing must send after a successful connection to a peer is an informational
message containing details about the share topology. This message establishes
the local peer’s version and ClientID, the number of folders hosted and the
DeviceIDs of peers the sender is connected to and actively synchronising with.
In addition to the standard fields mentioned earlier there is an Options section at
the end. Once a secure connection is established, a cluster configuration message
must be the first packet sent, otherwise the remote peer will forcibly close the
session.

Index Message. The next message that must be sent is an index message.
There must be one Index message for each folder reported in the Cluster
Configuration message and should this index message be sent in an inappro-
priate order, the secure connection will be dropped. The purpose of the Index
message is to enumerate the contents of the peer’s folders. An Index message
with an internal structure, as shown in Fig. 1 (b), represents the current contents
of the folder and supersedes any previous index that may have been sent in an
earlier transmission [12].

The Index message contains a lot of useful forensic information.This includes
the name and relative path of each file in the shared folder, the timestamp of the
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Fig. 1. Network message structures pertinent to evidence recovery

last modification date, and the BlockInfo. The BlockInfo contains the hash of
each 128 kB block that constitutes each file. Syncthing uses these hashes and the
modification date to minimise the number of blocks that have to be replicated
to an updating peer if it already has an older version of the file. Only modified
128 kB blocks will have to be transferred. This feature also allows investigators
to compare the block hash of a file recovered from a remote peer to that recorded
in the suspect system’s configuration files to determine if the recovered data is
a forensic match of the original file [16].
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Request Messages. Once the peers have determined which peer holds the
most up to date version of a file, the lagging peer needs to update its version.
By comparing the file BlockInfo the peer with the older version can determine
the exact blocks it needs to make the local version of the file equal to that on
the remote peer (assuming that it is the local peer that is behind). For each
block identified in this manner, a Request message is sent to the remote peer
containing the length of the folder, the name of the file containing the block
being requested and the offset to the start of the block, as depicted in Fig. 1 (e).
One Request is sent for each block required. Once a valid Request has been
received, the remote peer responds with a Response message containing the
requested block.

4 Investigation Methodology

Figure 2 outlines the process developed for the identification of other active nodes
involved in sharing the contraband content and for the remote recovery and
verification of the gathered evidence.

4.1 Security and Authentication

The entry point to a Syncthing investigation requires the recovery of the pub-
lic/private RSA key pair from the suspect device. Upon initial execution, the
application creates these keys, which are used to self sign certificates that are
used in the TLS (Transport Layer Security) handshake. The certs provide identi-
fication to other devices when a share is initially established and are subsequently
used for ongoing authentication [17]. These keys will be on the suspect device’s
storage as outlined above.

4.2 Remote Peer Identification

For the purposes of remote peer identification, i.e., to answer the question “What
other devices are synchronising with this suspect?”, the suspect machine’s *.log
file is required. This file contains a record of the folders shared with each remote
peer. As can be seen in Fig. 3, the remote machine’s DeviceID is displayed
alongside some other metadata, such as the remote client version, the remote
machine’s hostname, and the IP address and port number of that machine at
the time. The regular time-stamping used in the log file can be used to identify
when that machine was online and what data has been synchronised.

Fig. 2. Process of evidence recovery for syncthing
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Fig. 3. Sample syncthing application terminal output

While this information alone might be sufficient to focus the investigation
on additional devices, the logged information merely records the IP address and
port of the remote device at the time. In order to check if the remote device is
currently active, a request can be sent to the announce server with the persistent
DeviceID. This should provide an updated IP address and port if the device has
been active in the previous 30 min window.

Fig. 4. Sample records included in each *.log file

A file of significant interest to a digital investigator are the *.log files. The
log file contains lists of devices the suspect system has connected to. It also
contains a list of folders and corresponding files. A snapshot of a recovered log
file from Syncthing can be seen in Fig. 4. In the bottom highlighted area in the
figure, the DeviceIDs of remote machines can be identified. When a DeviceID
is recovered, it can be used to query the global discovery server, which return
the active IP address and port pair. Once the IP and port number have been
identified, a secure connection can be attempted, using the already trusted device
it has already been connected to. The topmost highlighted area Fig. 4 shows
folder names and file names. The example log file shows the entries for the files
RV.jpg, Draft.txt, ThesisReport copy.pdf, which are each contained in a
folder called Test.

4.3 Remote Evidence Recovery

As part of the investigation it may become necessary to verify that the remotely
device has stored a copy of the contraband data and that it is a forensically
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sound copy of the original on the local suspect machine. In order to perform
such a task, the suspect machine’s cert.pem and key.pem files are also required
in order to emulate the suspect’s device. As in the previous section, the current
IP address and port number of the remote device can be discovered using the
announce server. To start the remote recovery process the investigator initially
requires DeviceID of the remote machine. The announce server can be queried
and if has been active in the last 30 min, its IP and port will be retrieved.
Subsequently, a TLS handshake is required to authenticate with the remote
device.

4.4 Proof-of-Concept Tool

In order to prove the methodology outlined above, a proof-of-concept tool was
created (SSERT). This tool emulates regular Syncthing client communication in
order to recover evidence from one or more remote devices. The investigative
process using this tool involves:

1. The investigator retrieves the pertinent public/private keypairs and applica-
tion log files from a suspect device. A list of DeviceIDs (which the suspect
device has been in communication with) can be retrieved from the applica-
tion’s log files.

2. The investigator provides the retrieved public/private keys and the
DeviceIDs to the SSERT application. SSERT resolves these DeviceIDs to
their corresponding IP address and port pairs by querying the announce
server.

3. Using the suspect machine’s credentials, a connection is made to a remote
device and the TLS handshake process is completed.

4. Once a connection is established, SSERT requests a list of files available on the
remote device and processes the returned FileInfo messages, as displayed in
Fig. 1 (c).

5. The investigator then selects the file(s) of interest and the emulated syn-
chronisation process begins. After the file is requested, the remote machine
responds with N BlockInfo messages, as can be seen in Fig. 1 (d). N is the
number of 128 KB blocks the requested file is split into for synchronisation.
Each block is requested individually, downloaded and verified as a true copy
from the remote machine using the supplied SHA256 hash value from the
corresponding BlockInfo message.

6. Once the synchronisation process completes, the downloaded blocks are
recompiled into the complete file. These downloaded files are verifiable as
true copies against the suspect machine’s local file metadata.

7. The output of SSERT includes the downloaded file(s), an audit log of the
actions performed and a record of the network communication back and forth
to the remote device.
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5 Evaluation and Testing

5.1 Usage Scenarios

The intended usage of SSERT is in the forensic recovery of data from remote
peers when the data cannot be recovered from the suspect systems due to encoun-
tering a less than ideal forensic environment. The scenarios a digital investigator
might encounter whereby the methodology outlined above may prove useful are:

– Inaccessible files – This be either be intentional, such as deliberate secure
deletion of incriminating evidence, or unintentional, such as data store vol-
ume corruption or failure. If the investigator suspects that this inaccessible
shared data is pertinent to the investigation, the remote recovery of this data
from another device will provide a forensically sound alternative source of
evidence to the investigation.

– Unrecoverable or destroyed external storage – If the suspect was using
a storage medium for sharing data that is not recoverable during the inves-
tigation, such as a USB flash drive, external hard drive, network attached
storage (NAS), etc., the recovery of this data from a remote storage location
may be the only option available to the investigator.

– Encrypted storage containers – If the suspect was sharing data from
an encrypted container, e.g., using TrueCrypt, BitLocker or FileVault, the
local recovery of this data may prove impossible without the decryption
keys. In this scenario, the suspect would mount this encrypted container
to facilitate synchronisation with a remote device and otherwise leave it
encrypted. The forensically significant files outlined above are sufficient to
prove the synchronisation of data to the local machine. The remote recovery
of these files would be verifiable as true copies of those stored locally through
the comparison of the file metadata contained in application log files.

– Volatility of mobile device storage – As with most synchronisation tools
available on mobile devices, the files accessed through the mobile application
are usually not stored permanently. This is typically due to local storage
restrictions. Any evidence of a file’s existence, e.g., artefacts left behind in
slack space, are rare to find as this space is typically quickly re-allocated and
re-used by another process. Syncthing’s mobile application requires a user
to explicitly select the file they want to synchronise to the mobile device
in order to avoid accidentally filling all storage capacity by connecting to
a larger remote data store. The nature of Syncthing’s logging and Block
Exchange Protocol means that in order for it to provide the service it offers,
it must maintain extensive logs and configuration files. Recovery of these
log files from any of the peers may provide enough evidence to show that
a copy of the file was synchronised to a mobile device which in turn means
that the user of the device had to explicitly select that file. This in turn
implies knowledge and intent on the part of the device owner and may also
provide evidence of usage of the mobile device based on the timestamp of
the Syncthing Index and Cluster Config messaging.
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Fig. 5. Starting point: DeviceID Fig. 6. Retrieved peer information

– Accomplice identification – The tracking down of associates of the sus-
pect may be a focus of the investigation, e.g., the sharing of illegal content or
sensitive information with an unknown number of parties. The application’s
log files would show DeviceIDs along with the synchronisation timestamps
with that device. This information can be used to determine which device
was connected when and also whether or not they successfully received a
copy of the incriminating data.

5.2 Testing

In order to test the evidence retrieval methodology and the performance of the
application a test scenario was devised involving evidence of Syncthing being
discovered on a suspect’s system (most likely the Syncthing folder stored in
the user’s AppData\Local\Syncthing folder on a Windows system). Within this
folder the forensic investigator can recover the public/private key-pair certificates
as well as the log files. However, the folder indicated by the Index and logs is
encrypted and there is no evidence of the passphrase or decryption key on the
system. There is, however, a second 64 character string in the logs, which does
not match the DeviceID generated for the local system.

Once the certificates have been imported into SSERT, the retrieved DeviceID
of the remote machine is entered, as can be seen in Fig. 5. A query packet is sent
to the announce.syncthing.net server over UDP and the server will respond
with the required networking information. If the remote peer has not been online
in the last 30 min, no network information will be returned and polling of the
announce server is required.
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Fig. 7. Original image Fig. 8. Partial retrieval

When a response is received, SSERT will contact the remote peer and estab-
lish a secure connection using the imported certificates to convince the remote
peer that not only is SSERT a valid Syncthing installation but also that it is the
suspect system attempting to perform a routine update check. After Cluster
Configuration and an Index messages are received, SSERT displays the folder
and file list of items available from the remote system, as can be seen in Fig. 6.

In this test scenario, the investigator was interested in a file named RV.jpg,
as can be seen in Fig. 7. The investigator then selects the file to recover and
SSERT begins the synchronisation process by sending a series of Request pack-
ets (one for each 128 kb block or part thereof of the file) and listening for the
Response messages. Once these have been saved, the RV.jpg image is reconsti-
tuted locally. To verify the evidence, the local copy is hashed using SHA-256
and the result compared to the hash that can be found in the suspect system’s
\Index\MANIFEST file. In one instance during testing, a disconnection occurred
and a partial recovery of the remote image was gathered. Due to the JPEG
compression algorithm, this partial recovery is sufficient to identify what the
original image contains, as can be seen in Fig. 8, but of course the hashes cannot
be verified.

6 Conclusion and Future Work

Given Syncthing’s open source nature and reliable performance the protocol is
likely to be used in other applications in the future. This may be either as a
standalone file synchronisation utility or as the foundation for another solution.
As with all hash based synchronisation utilities, it is its own activity logging and
willingness to verify and check that can be used as a method of enumeration.

The location of the AppData folder provides a strong entry point to an inves-
tigation for Windows based suspect systems with a lot of potentially important
information for the investigator to recover. Combined with the artefacts retriev-
able from this source, a strict adherence to the protocol messaging sequenc-
ing allows full client emulation including remote peer enumeration through the
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announce server and full file manifest discovery through the Config Index trade.
The open source nature of the protocol allowed the creation of SSERT proof of
concept build for Syncthing evidence retrieval and in testing the application has
proven to be accurate and efficient in the enumeration, recovery and verification
of evidence not recoverable directly from the suspect system.

In the future, SSERT can be expanded to perform similar analysis and evi-
dence recovery from additional synchronisation services, such as OnionShare.
Combining polling and the analysis of the information available from the remote
host, automated evidence downloading and metadata exporting should enable
SSERT to function without manual intervention whenever an unavailable node
comes online.
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Abstract. International cooperation is becoming more important in
digital investigations. This work provides a comprehensive study about
Mutual Legal Assistance in relation to digital evidence. A survey of avail-
able information related to making a Mutual Legal Assistance Request
is given, followed by a quantitative analysis of practitioner survey results
related to making and receiving Mutual Legal Assistance Requests. The
given survey is a first effort to provide data behind the challenges identi-
fied by practitioners when attempting to request Mutual Legal Assistance
related to digital evidence. From this data, some justification for com-
monly cited challenges are found, as well as the circumstances in which
these challenges arise.
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1 Introduction

International cooperation in digital investigations is growing more important as
relevant data is increasingly stored in multiple jurisdictions [8,13]. Many prior
works have discussed the growing challenges of requesting potential evidence
from foreign countries [8,9,13,17]. Specifically concerning formal international
requests (Mutual Legal Assistance), the Commission on Crime Prevention and
Criminal Justice [16] identified challenges with formal international requests as:

– Few states reported monitoring outgoing request to ensure proportionality
– Some states prioritize incoming requests and others don’t – this causes prob-

lems when one state believes the crime ‘high priority’ and another state
believes it is ‘low priority’

– Differing income levels between countries can result in a low priority for a case
even if the amount is substantial in the requesting country

c© Institute for Computer Sciences, Social Informatics and Telecommunications Engineering 2015
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– Multiple follow-up inquiries also take resources away from work on more
urgent cases

– Several members commented that the effort for the request may be much more
than the potential punishment (in the case of extradition)

– There are several states where requests for assistance in minor cases burden
the Central Authority and prosecutors to the extent that they cannot focus
on more serious cases.

In the author’s experience, when speaking directly with cybercrime inves-
tigators, many mention a lack of international cooperation, especially timely
cooperation, with some claiming that international cooperation ‘never works’.
From our observations, while many investigators have some complaints, the suc-
cess of international cooperation appears to differ with each requesting country,
and to whom the request is being made. While other works have looked at the
problem of international cybercrime, and many discuss the challenges of interna-
tional cooperation [12,17], to our knowledge, none have attempted to quantify
formal international cooperation related to digital investigations, and attempt
to identify the causes of often-mentioned challenges.

This, however, does not mean that no work is being done to solve the prob-
lem. Kent (2014) identifies a number of challenges to requesting digital evidence,
especially from foreign private companies. She also provides practical and com-
prehensive short, medium and long term plans to improve the situation. [blinded]
looks at the capacity of national and foreign organizations to deal with incom-
ing requests for digital evidence, and proposes a national development strategy
that also considers expanding capacity and capabilities in strategically important
countries. To attempt to address the challenge of communication during inter-
national requests, INTERPOL is currently working on communication channels
to allow the timely sending, tracking and verification of requests. Likewise, the
United Nations Office on Drugs and Crime (UNODC) continues development on
a ‘Mutual Legal Assistance Request Writer Tool’ [6] that helps to ensure that
formal international requests are complete and accurate. Of course, legislation is
also needed, and a number of governments and private organizations are working
towards legislation to improve international cooperation [5,7].

1.1 Contribution

This work contributes to the field of digital investigation by giving a quantitative
view of challenges related to international cooperation during investigations.
Specifically, this work provides raw data that allows us to assess what – and
when – international cooperation is working.

2 International Cooperation

International cooperation can take many forms, however, when requesting evi-
dence from other countries that will be used in a court of law, requests normally
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need to be in the form of formal Mutual Legal Assistance (MLA) requests form
one Central Authority (CA) to another. This study will focus on formal MLA
requests.

2.1 Survey of Mutual Legal Assistance Contacts: Is Contact
Information Available?

Documents specifying the requirements for mutual legal assistance requests are
easily found1 on public channels – in English – for over 100 countries (Fig. 1). Of
the discovered documents, most countries had varying amounts of information
available. At least contact information for a central authority was included, even
with no further instructions. For G8/G20 countries, information also included
general instructions for making an MLA request. The majority of documents
did not contain dates or version numbers. Because of this, it is difficult assess
whether the information collected is correct and up-to-date.

Fig. 1. A world map showing the countries where mutual legal assistance contact and
basic required information can be easily found online in English.

The Council of Europe (CoE) maintains a website where associated countries
should post their mutual legal assistance process information2. This information
1 Easily found in this case means less than an hour searching with a public search

engine using English keywords.
2 Council of Europe. National procedures on judicial cooperation in the criminal field –

Transfer of sentenced persons. http://www.coe.int/t/dghl/standardsetting/pc-oc/
Country information3 en.asp.

http://www.coe.int/t/dghl/standardsetting/pc-oc/Country_information3_en.asp
http://www.coe.int/t/dghl/standardsetting/pc-oc/Country_information3_en.asp
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specifically concerns the transfer of sentenced persons, but in many cases pro-
vides general insight into the MLA process of the country.

The Organization of American States (OAS) also maintains contact informa-
tion and basic MLA requirements for its members3. The information contained
normally describes both the legal system and the mutual legal assistance process
for each member country. While not exactly comprehensive in most cases, it does
provide a good starting point for making contact with the country.

2.2 Mutual Legal Assistance and Digital Evidence

Almost no documents referred to computer or digital evidence directly; how-
ever, according to [10] the language of mutual legal assistance treaties are often
phrased generally, and thus is able to handle new types of evidence such as those
from computer hard drives, mobile phones and other digital devices.

Three examples, are Austria [1], El Salvador [14] and New Zealand4. In these
countries there is no specific mention of digital or computer-based evidence or
information. However, the language is general enough that digital evidence could
be treated the same as ‘traditional’ evidence.

A small number of countries, however, do specifically refer to digital or com-
puter evidence when discussing their requirements for MLA. For example, of
all the G8 countries, only France referenced “material that may be held on a
computer system”, specifying that more specific information may be required in
the case of computer evidence [15]. Similarly, in the G20 countries both France
and Japan specifically mentions material that may be held on computer systems
[3]. All other countries used general language, and do not specify requirements
for computer-based evidence. However, although the United Kingdom did not
specify computer evidence in those documents, the U.K. provides guidelines for
foreign authorities that does specify material held on a computer [4].

One of the most comprehensive documents, although not country-specific, is
the UNODC’s manual on mutual legal assistance and extradition [2]. In it there
is discussion about the production of computer records.

3 Survey of Mutual Legal Assistance Requests

To identify challenges in international cooperation – and specifically MLA –
the authors conducted a survey relating to respondents’ experience writing and
receiving MLA requests.

– n - is the number of elements in the sample
– p - refers to the proportion of sample elements that have a particular attribute.
3 Organization of American States. Mutual Assistance in Criminal Matters and Extra-

dition. http://www.oas.org/JURIDICO/mla/en/atg/index.html.
4 Crown Law Office. “Making Request”. http://www.crownlaw.govt.nz.

http://www.oas.org/JURIDICO/mla/en/atg/index.html
http://www.crownlaw.govt.nz
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The online survey was accessed approximately 186 times resulting in 34 fully-
submitted responses. Additionally, 20 hand-written surveys were submitted,
making 54 submissions in total. Ideally, The survey did not collect personally
identifiable information5.

At the time of this writing, information was received from 23 countries (+2
unreported) with regional6 distribution as follows: Africa (1), Americas (8), Asia
(3), Europe (10), Oceania (1). Information was received from 4 central authorities
(Ministries, etc.), 25 law enforcement personnel, 15 prosecution-related services,
5 service providers, and 5 responses claiming to not be affiliated with any of the
prior groups. Survey data is made available at [blinded].

The survey was specifically targeting individuals with experience creating or
receiving mutual legal assistance requests. For this reason a filter question was
introduced:

Do you have experience with either creating or responding to mutual legal
assistance requests, letter rogatory or other international requests for evi-
dence? [n = 54]
*No (8) *Yes (46)

Out of the sample [n = 54], only those who responded “Yes” were allowed to
submit further responses. This resulted in 46 ‘qualified’ responses. After filtering
for qualified responses, the sample represents 21 countries (+1 unreported) with
regional distribution as follows: Africa (0), Americas (8), Asia (3), Europe (9),
Oceania (1). This distribution along with response rates is shown in Fig. 2.

Qualified responses were received from 4 central authorities (Ministries,
etc.), 22 law enforcement personnel, 15 prosecution-related services, 3 service
providers, and 2 responses claiming to not be affiliated with any of the prior
groups. The population is summarized in Fig. 3.

85 % [n = 54] of the sample had experience with mutual legal assistance
requests or international requests for evidence (any type). 72 % [n = 54] of respon-
dents claimed to have experience specifically dealing with mutual legal assistance
requests relating to cyber crime, electronic evidence or subscriber data.

3.1 Quantitative Results Overview

The first question for qualified respondents was an attempt to assess whether the
sample was similar to samples from other studies. In this case, the Comprehensive
Study on Cybercrime [12], question 216 was taken directly:

5 This research was determined to be ‘not human participant research’, thus no IRB
application was made.

6 Regions are defined based on the United Nations regional groupings: “Composition
of macro geographical (continental) regions, geographical sub-regions, and selected
economic and other groupings”. 31 Oct. 2013. http://unstats.un.org/unsd/methods/
m49/m49regin.htm.

http://unstats.un.org/unsd/methods/m49/m49regin.htm
http://unstats.un.org/unsd/methods/m49/m49regin.htm
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Fig. 2. World map showing countries represented in qualified responses where color
denotes response rate. Red = 1 response received, and the darker the shade of green
the more responses were received from the country where maximum responses <=5
(Colour figure online).

Fig. 3. The affiliation of qualified respondents by percentage of the sample [n = 46].
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Does your country have legislation used as a legal basis for mutual legal
assistance for cybercrime? [n = 46]
*Yes (35) *No (8) *Unsure (3)

According to the Comprehensive Study on Cybercrime, approximately 75 %
of respondents reported the existence of national legislation applicable to cyber-
crime MLA matters. This study shows similar results, with the average respon-
dents reporting the existence of national legislation applicable to cybercrime
MLA matters being approximately 76 % [n = 46]7.

Fewer respondents (68 % [n = 46]) reported treaties, conventions and/or
national legislation specifically relating to electronic evidence requests. Some
groups reported that national legislation with specific provisions for electronic
evidence were currently being implemented in their countries.

The most commonly referenced treaties, conventions or national legislation
were the Palermo Convention (n = 31, p = 7), the Budapest Convention (n = 31,
p = 7), and Penal (Criminal) Code (n = 31, p = 9).

Offered Services. The types of services being offered are relevant to the way
requests for such services should be formed in terms of documents, information
and wording. However, not all services were provided by all organizations. The
most common service offered to other countries though MLA – in regards to elec-
tronic evidence – was reported to be search and seizure, with 91 % [n = 46,
p = 42] of the respondents reporting that the service was available. This is fol-
lowed by preservation requests (85 % [n = 46, p = 39]), production of doc-
uments (83 % [n = 46, p = 38]) and taking of witness statements/evidence
(76 % [n = 46, p = 35]). Only 24 % [n = 46, p = 11] of respondents reported tem-
porary transfer of prisoners to give evidence as a provided service. Further,
2 % [n = 46, p = 1] reported that support teams may be provided via MLA.

Best-Practice Request Writing Guides. Next was an attempt to determine
what resources are commonly used to develop MLA requests. 52 % [n = 46] of
respondents claimed that there is no step-by-step, best-practice guide available
describing how to conduct each type of MLA request. Another 24 % were unsure
if a guide existed, meaning that 76 % [n = 46] of respondents are unable to use
a guide to help develop MLA requests8. 24 % of respondents, however, claimed
that a step-by-step, best-practice guide does exist for their countries.

Best-Practice Requesting Digital Evidence. The respondents were asked
about the level of standardization or best-practices related to requesting or
obtaining digital evidence from foreign countries when requests are specifically
about digital evidence. 61 % [n = 46] reported there were no national standards or
best-practices specifically concerning digital evidence requests, and 21 % [n = 46]

7 The average depends on the classification of the ‘unsure’ group. In this case, ‘unsure’
is considered a negative, or ‘No’ classification.

8 Please note, in the general analysis respondent groups and countries are combined.
Some respondents such as Service Providers (6 % of the population) may have no
need to create mutual legal assistance request guides.
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reported ‘unsure’ whether national standards or best-practices existed. Only,
17 % [n = 46] reported national standards or best practices existing.

Best-Practice Requesting Digital Evidence. Respondents who reported
national standards or best practices exist in their countries, were asked to elabo-
rate. Some respondents [n = 6, p = 1] reported that digital evidence is treated the
same as physical evidence. Others [n = 6, p = 2] appear to say the same, citing
the central authority as the point that decides the standard; however, no specific
standard was given. Other respondents [n = 6, p = 2] also did not elaborate.

One response more thoroughly described the current situation, and is given
below (redacted).

“I would actually say ‘kind of’ not yes or no. We are supposed to make the
request through the [central authority], all requests for electronic evidence go
through one location. . . That is where the best practices ends. There is noth-
ing else regarding formats, handling, transfer, digital verifications (hashes)
etc.”

In this case, there is reference to internal standards or best-practices that
are followed in terms of making or receiving requests. Internally and externally,
formats, handling, transfer and verification are not defined.

Information Exchange Protocols. The above is related to the state in which
information or evidence is exchanged. When asked if their country has informa-
tion exchange protocols in place to transfer electronic evidence internationally,
46 % [n = 46] reported no, and 26 % [n = 46] were unsure. 28 % [n = 46] claimed
their country does have information exchange protocols in place to transfer elec-
tronic evidence internationally.

Information Exchange Protocols. The respondents that reported protocols
exist were asked to elaborate on their protocols. INTERPOL’s exchange pro-
tocol was the most commonly named, followed by Europol’s protocols and the
Budapest Convention. Other protocols appeared to be country-specific depend-
ing on specific treaties or memorandum of understanding (MOU) that are in
place.

Request Writing Experience. To attempt to capture specific information
on the MLA writing process, the respondents were asked about their experi-
ence writing MLA requests for electronic evidence. 80 % [n = 46] of respondents
reported having experience writing MLA requests for digital evidence, and 20 %
[n = 46] reported not having experience. Respondents with no experience writing
MLA requests for digital evidence were excluded from answering the following
MLA request-writing-related questions.

Request Writing Challenges. When asked about the major challenges to
writing MLA requests for electronic evidence, 57 % [n = 37, p = 21] of respon-
dents identified that the acquisition of appropriate documents from the requested
country was a challenge. 51 % [n = 37, p = 19] identified “appropriately describing
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the required scope of digital evidence” as a challenge. Both defining the required
digital evidence, and the exchange protocols for digital evidence was identified
by 46 % [n = 37, p = 17,17] of respondents. Protocols for the exchange of data
across borders was less of a concern, with only 30 % [n = 37, p = 11] identifying
it as a challenge. Other challenges given were related to the time of the request
[n = 37, p = 2].

Request Success and Failure. To assess the effectiveness of requests for digital
evidence through MLA, the respondents were asked how often data was received
(or not). For requests made, 30 % [n = 37, p = 11] of respondents claimed that
they have never received ALL data that was requested. 38 % [n = 37, p = 14]
claim that only 1 % to 25 % of their requests receive ALL data requested. The
percentage of requests where ALL requested evidence was returned continues to
drop, until the 75 % to 99 % range, where it slightly increases again.

For requests made, 19 % [n = 37, p = 7] of respondents claimed that they have
never received SOME data that was requested. 46 % [n = 37, p = 14] claim that
only 1 % to 25 % of their requests receive SOME data requested. The percentage
of requests where SOME requested evidence was returned continues to drop,
until the 50 % to 75 % range, where it increases again.

For requests made, 14 % [n = 37, p = 5] of respondents claimed to never
receive requested electronic evidence. On the other hand, 24 % [n = 37, p = 9]
of respondents claimed that at least some requested information was always
returned. 35 % [n = 37, p = 13] of respondents claimed that 1 % to 25 % of their
requests would result in no requested information being returned.

Request Feedback. For requests made, 38 % [n = 37, p = 14] of the respondents
claimed to receive no feedback for any of their requests. 27 % [n = 37, p = 10] of
respondents claimed to received feedback on 1 % to 25 % of their requests.

Most Common Requests. The most commonly-requested information is IP
address and subscriber information (32 % [n = 37]). This is followed by infor-
mation relating to social networks, and email (contents), equally (27 % [n = 37]).
The next most commonly requested information was identified as Internet access
logs and forensic imaging of devices (19 % [n = 37]). It may be possible to classify
some of the remaining miscellaneous requests as one of the categories already
given.

Request Preparation. The respondents were asked approximately how long
it takes to prepare a MLA request for electronic evidence. 41 % [n = 37] of
respondents reported that the preparation of a request takes 0 to 2 weeks, with
most reporting times in days (on written surveys). 76 % [n = 37] of respondents
reported that an MLA request could be prepared in 4 weeks or less.

Request Receiving Experience. To attempt to capture specific information
on MLA receiving and processing, the respondents were asked about their experi-
ence receiving and processing MLA requests for electronic evidence. 59 % [n = 46]
of respondents reported having experience receiving or processing MLA requests
for digital evidence, and 41 % [n = 46] reported having no experience receiving or
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processing MLA requests for digital evidence. Respondents with no experience
receiving or processing MLA requests for digital evidence were excluded from
answering the following MLA request-receiving-related questions.

Required Request Information. 37 % [n = 27] of respondents reported that
75 % to 99 % of all MLA requests received contained all information necessary
to process the request. 22 % [n = 27] of respondents reported that 50 % to 75 %
of MLA requests received contained all information necessary to process the
request, while 26 % [n = 27] of respondents claimed only 25 % to 50 % of MLA
requests received contained all information necessary to process the request.

Request Denials. 48 % [n = 27] of respondents reported that 0 % to 25 % of all
MLA requests received had a scope that was “too broad” or did not appear to
match the reason for the request. However, 52 % [n = 27] of respondents claimed
that 25 % to 99 % of all received requests had a scope that was too broad or did
not appear to match the reason for the request.

Request Denials. 48 % [n = 27] of respondents reported that 0 % of requests
were denied because of a lack of dual-criminality. 30 % [n = 27] of respondents
reported 1 % to 25 % of requests being denied. While 22 % [n = 27] of respon-
dents reported 25 % to 75 % of requests being denied because of a lack of dual-
criminality.

Request Denials. 56 % [n = 27] of respondents reported that 0 % of requests
were denied because the request may violate local rights in the requested country.
33 % [n = 27] of respondents reported 1 % to 25 % of received requests were denied
because it may violate local rights in the requested country.

Request Feedback. 37 % [n = 27] of respondents reported that feedback to
received requests was being given 0 % of the time. Another 37 % [n = 27] of
respondents reported that feedback to received requests was being given 1 % to
25 % of the time. 11 % [n = 27] of respondents reported that feedback to received
requests was being given 100 % of the time.

Request Denial. The respondents were specifically asked what the most com-
mon reason a request for electronic evidence would be denied in their country.
33 % [n = 27] of respondents reported that most requests are denied because
the data no longer exists in the requested country. 15 % [n = 27] of respondents
reported that requests are not denied. Other evenly-distributed reasons include
the authority conducting the investigation was not clearly identified, data pro-
tection laws, requests for data were not clear, and the requested data is not
normally collected by the requesting country.

Essential Information. What asked what information is essential when
requesting electronic evidence from another country, the respondents gave a
list of information they considered ‘essential’. IP address (or IP address history)
was the most commonly mentioned piece of ‘essential information’ [n = 24, p = 8].
Followed by ‘core information about the type of data required’ [n = 24, p = 7].

Most Common Requests. When asked what the most common types of elec-
tronic evidence has been requested from them, the respondents again said that
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IP addresses and related information were the most commonly received requests
[n = 26, p = 8]. This is followed by acquisition of hard drive / computers, data
about persons, account information / subscriber information and mobile phone
information, equally [n = 26, p = 5,5,5,5].

Request Language. 41 % [nv46] of respondents reported that only nationally
recognized languages are accepted for MLA requests. 39 % [nv46] of respon-
dents reported that some other foreign languages are normally accepted for
MLA requests, and 20 % [n = 46] were unsure whether foreign (not nationally
recognized) languages were accepted for MLA requests.

Request Point of Contact. The respondents were asked to identify the cen-
tral authority responsible for sending and receiving requests for MLA involving
digital evidence. The most commonly-named central authorities are the local
Public Prosecutors [n = 46, p = 17], followed by the Department or Ministries of
Justice and the Ministry of Foreign Affairs [n = 46, p = 9,6].

Request Creation. 54 % [n = 46, p = 25] of respondents reported that they used
their own organization’s internal document template to create MLA requests.
52 % [n = 46, p = 24] of respondents also reported that departments or investiga-
tors create their own MLA request documents. This is followed by 15 % [n = 46,
p = 7] of respondents claiming to use request forms from INTERPOL.

Request Forms for Digital Evidence. 41 % [n = 46] of respondents reported
that MLA request documents do not contain specific fields for requesting elec-
tronic evidence. 35 % [n = 46] of respondents claimed MLA request documents
do contain fields specifically concerning digital evidence. 24 % [n = 46] of respon-
dents were unsure.

Request Channels. When asked about the most commonly used channels for
MLA requests, 63 % [n = 46, p = 29] of respondents reported using their national
central authority. 52 % [n = 46, p = 24] of respondents reported working directly
with the central authority in the requested country. 41 % [n = 46, p = 19] of
respondents made requests directly with Law Enforcement organizations in the
requested country, and 33 % [n = 46, p = 15] of respondents reported working
directly with investigators in the requested country. This was followed by the
use of the INTERPOL I24/7 network (30 % [n = 46, p = 14]).

4 Conclusions

The described survey is a first effort to provide data behind the challenges identi-
fied by practitioners when attempting to request Mutual Legal Assistance related
to digital evidence. From this data, a number of weaknesses in communica-
tion and information sharing may be seen that contribute to lower quality, or
even incomplete requests being made. Further, there appears to be a discon-
nect between the communication about the status of requests, and the status
updates that are received by the requesting country. Further, more in-depth,
analysis, however, is left to future work. By making this data available, this
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work helps to improve awareness about weaknesses of international cooperation
relating to cybercrime investigations, and help describe why those weaknesses
may exist.

4.1 Future Work

Future work will include a through analysis of the data beyond a superficial
quantitative analysis. Further, there is much that can be said about the sur-
vey results, including which countries are ‘more successful’ in MLA requests,
and why. We hope to use this study to develop real-world solutions that help
international cooperation relating to digital evidence.
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Abstract. This paper is the second part of an entire study conducted regarding
general awareness of email scams. The goal of this particular part of research
was to check the awareness level and knowledge gap among email users with
respect to the actions that need to be taken in case of scam email victimization,
and awareness regarding common practices that are used in identifying scam
email and types of online scam media. Most common actions mentioned by
respondents in case of financial scams and clicking on a malicious link were to
contact their banks to close their accounts and cancel their credit cards (41.17 %)
and running an anti-virus scan (20.83 %) respectively. The most frequently
mentioned online scam media other than email was online ads with pop-ups,
while the most common practice employed to identify email scam was to check
for emails asking for or giving away money. A definite lack of awareness was
found among the users with respect to the actions that need to be taken in case of
financial scam victimization. In conclusion, the researchers suggest a need for
formal education regarding email scam awareness and best email usage
practices.

Keywords: Email scam � Financial scam � Scam victimization � Email scam
awareness

1 Introduction

Worldwide spam traffic is increasing on a daily basis. Spohos’s Security Threat Report
2014 mentioned that 2013 saw an increase in the spam activity level in terms of email [1].
According to Securelist [2, 3], the average worldwide spam traffic in January 2014 among
all email traffic was 65.7%, and in February 2014 was 69.9%. In February 2014, the U.S.
ranked second in the distribution of this traffic by distributing 19.1 % of the worldwide
spam [3]. Increase in scam activity has increased the likelihood of a user falling victim to
email scam.

With scam emails becoming more sophisticated day-by-day, it becomes harder for
email users to differentiate between scam and legitimate emails. These sophisticated
emails increase the chances of an individual falling prey to scam emails. This makes it
imperative to examine common practices used in identifying scam emails and the
awareness of required actions that need to be taken by users in case of scam email
victimization. Depending on technical proficiency, various methods can be employed
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by email users to identify a given email as scam or legitimate. Some of the common
practices to identify email scams are verifying the sender, checking email headers,
checking hyperlinks within the email without clicking them, checking for digital cer-
tificates, and looking for cue words in the email body (e.g., urgent, money/information
request, hyperlinks, typos) [4, 5].

Various actions are advised in case of financial scam victimization, and email scam
victimization. In case, and individual clicks on a malicious link, different actions need
to be taken to protect the computer. Agencies such as OnGuardOnline [6, 7], Michigan
State Police [8], and Microsoft [9] have stated on their respective websites that
potential victims of phishing email should take the following steps in cases of financial
scam victimization:

• Put fraud alert on credit cards.
• File an identity theft report with the Federal Trade Commission (FTC). The FTC

will provide the complainant with an affidavit.
• Take the affidavit from the FTC and file a report with the police.

These agencies believe that victims of phishing could possibly become victims of
identity theft. The Federal Bureau of Investigation asks the victims to register a
compliant with the Internet Crime Complaint Center (IC3) [10]. Microsoft [9] also asks
the victims to contact their bank officials, and to change passwords and PINs. In
addition to following all the above actions, victims of scam emails also need to update
the anti-virus software and run a scan on their computer, and change passwords to any
compromised accounts [11]. In case an individual clicked on a malicious link in an
email, closing the pop-up window is not a good option, as it does not ensure that the
malware is removed from the browser. A safer approach is to immediately disconnect
from the Internet and to reboot the machine, and perform an antivirus scan [12, 13].

Online scams take place through various media. Email scam forms a small percentage
of online scams. A lot of phishing attacks take place on social networking sites [14].
The other media for online scam include social networking sites (such as quizzes, or fake
messages/alerts), SMS, fake online ads (such as lotteries, tech support, money offers,
investment schemes), to name a few [15–19]. It is important to examine whether users of
email have awareness of other online scam media.

This paper is the second part of an entire study conducted regarding general
awareness of email scams. The aim of this part of research is to understand the
awareness of email users regarding actions that need to be taken if they are victimized
by scam email, common practices of identifying email, and awareness of different scam
media. This research is important in understanding user approach and awareness to
email scam and in finding the knowledge gap of these users regarding email scam
awareness. Examining the different actions taken by the users in case of scam vic-
timization and comparing them to suggested actions discussed earlier would throw light
on users’ knowledge about these actions. As mentioned earlier, different users are
likely to employ variety of methods to identify email scams. It is helpful in under-
standing the most common practices that are used in identifying email scams. These
results combined with the results from the first paper of the email research series will
then help determine any need for workshops related to scam emails awareness.
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2 Previous Research

Several studies have been conducted in the past to check if participants are able to
identify scam emails. Jakobsson et al. conducted a study to identify email scam.
Participants were shown emails on a screen and were asked to verbally identify the
shown emails [20]. Shannon and Bennett [21] conducted a study on a university
campus where they asked 109 students to identify a single email as scam or legitimate.
Wang et al. studied the indicators or visual triggers that helped individuals in identi-
fying scam emails. They found that individual with prior knowledge of scam emails
were less susceptible to phishing scams as they paid more attention to visual triggers.
They also found that participant’s likelihood of responding to an email was dependent
on visual triggers such as typos [22].

In his paper, Freiermuth described the red flags such as convincing storyline, solic-
iting offers, credentials, and salutations that can be used in identifying 419 scams [23].
Ragucci and Robila conducted a study to help businesses overcome their bad business
email practices by avoiding red flags in email content [24].

The previous paper in the email scam series focused on identifying variables that
influenced a user’s ability to identify scam email. It was found that only the Frequency
of Email Usage influenced a person’s ability to identify emails, while ‘awareness of
common practices to identify email scam’ was not found to be an influencing factor
towards a user’s ability in email scam detection [25]. Participants were also given four
emails (2 scam and 2 legitimate), and were asked to identify these emails and to point
out the indicators that aided them. The most common indicators used by respondents in
email identification were: requesting personal, confidential, and financial information,
giving away large sum of money, embedded links, asking to log into account, sender
credentials, and generic email format. It was also found that 64.5 % of respondents
were correctly able to identify 3 or more emails out of the given for emails [25].

3 Methodology

The study was aimed to check the awareness level and knowledge gap among email
users with respect to scam email victimization. This was done with the help of fol-
lowing four questions that were asked to the participants with the help of the survey:

1. Question 1: What are the possible actions that individuals will take if they fall prey
to a financial email scam or clicked on a malicious link?

2. Question 2: If users were victimized by a scam email, what actions did they take?
3. Question 3: Are the participants aware of other types of online scam media apart

from email?
4. Question 4: What are the common practices to identify email scams?

The first question was included so as to understand whether users had any
knowledge with respect to actions that need to be taken in case they are victimized by a
financial scam or clicked on a malicious link in an email. The second question was
included to get an insight into the action steps that were taken by the respondents after
they were actually victimized by scam email. This will prove to be of help for any
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future studies regarding email scam victimization by providing a gap in the knowledge
as to what actions were actually taken as opposed to what actions need to be taken. The
third question was included to understand if the respondents were aware of other online
scam media. In the first part of scam email research study series, awareness of common
practices to identify scam was used as one of the factors influencing a user’s ability in
email scam detection. The fourth question was included as the researchers were
interested in knowing if the participants could name these common practices used to
identify email scam.

A stratified random sample of N = 163 participants from Purdue University was
used for the study. Researchers received approval from the Institutional Review Board
(IRB) of Purdue University for administration of the survey at the university during the
fall of 2011. The survey collected data for two different studies on email scam. As
mentioned earlier, this research is the second between the two studies and uses a subset
of the entire dataset. Participants were asked to answer a twelve-question survey as well
as identify the four given emails as scam or legitimate. The survey was a combination
of close-ended and open-ended questions. It asked for information such as demo-
graphics, frequency of email usage, participant’s awareness of scam emails and other
online scamming media apart from emails, participant’s ability to identify email scam,
common practices used to identify scam emails, actions taken if victimized by scam
emails, and likely actions that will be taken if victimized by a financial scam. Partic-
ipants had to identify four emails, two of which were scam while the remaining two
were legitimate emails received by the researchers.

4 Results

The study used a sample size of N = 163, out of which 72 entries were not complete in
entirety. The incomplete items included identifying the emails as scam or legitimate,
common practices to identify email scams, listing other scam media, actions that were
taken by victims after falling for financial scam, and possible actions that would be
taken in case of financial scam of clicking on malicious link. The incomplete entries
were retained in the dataset as all the research questions were independent of each other
and did not necessitate a survey completed in entirety. For this particular paper only
partial data from the entire data set was used. The demographics of the participants is as
follows: Out of the 163 participants, 90.2 % participants were between the 18–30 years
age group, 6.1 % between 31–45 years age group, and 3.7 % between 46–65 years age
group. Of all the participants, 44.8 % of the participants were females, while 55.2 %
were males (see Appendix, Table 5).

88.7 % of the participants replied receiving an e-mail scam, while 10.1 % replied
never receiving any email scam. 1.3 % of the participants were unsure if they had ever
received an e-mail scam. 90.5 % of the participants replied to never have been a scam
victim, while 9.5 % replied with an affirmative (see Appendix, Table 6).

Participants took a variety of actions after receiving scam e-mail. 73.1 % replied
that they deleted or ignored the e-mail, followed by 15 % of the respondents indicating
that they researched online and deleted/ignored the e-mail. Only 1.9 % reported it to the
authorities. Refer to Table 7 in the Appendix for a detailed list of all actions taken by
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respondents. 72.3 % of the respondents replied they were aware of other online scam
media, 23.8 % replied in the negative, and 3.8 % were unsure (see Appendix, Table 8).

Question 1. What are the possible actions that individuals will take if they fall prey to
a financial email scam or clicked on a malicious link?

A hypothetical question was asked in the questionnaire asking the participants to
specify any actions they will take in either of the situations. With respect to the
financial scam question, most frequently suggested action by the respondents was
‘contacting the bank to cancel cards and to close accounts’ (35)1, and the action that
was least frequently specified was ‘running a credit score check’ (1). Most common
action mentioned by respondents after clicking on a malicious link was ‘running an
anti-virus software’ (25), and the least common action mentioned was ‘ignoring it’ (8).
For an entire list of all the actions specified by the respondents see Table 1.

Question 2. If users were victimized by a scam email, what actions did they take?

Only 9.2 % of the respondents replied to being a victim of scam email. Most
common action that was taken by the respondents after being victimized by an email
scam was to ‘delete and/or mark the email as spam’ (4), while the least common actions
that were taken by the respondents after being victimized were: block the sender (1),
and report it to the authorities (1) (see Table 2). Respondents did not specify which
authorities were reported about the incident.

Question 3. Are the participants aware of other types of online scam media apart from
email?

57.7 % of respondents replied that they were aware of other types of online scam
media. Many of the respondents mentioned more than one type of scam media. Most
frequently mentioned scam media was ‘online ads with pop-ups’ (82), while least
frequently mentioned scam media was ‘applications’ (1). For a complete list of other
online media, please refer to Table 3.

Question 4. What are the common practices to identify email scams?

52.8 % of the participants responded that they were aware of the common practices
to identify email scams. Of these, many respondents mentioned more than one practice.
Most frequently mentioned common practice was ‘emails asking for or giving out
money, emails informing about rewards, sales or business offers, or advertising emails’
(44), while the least frequently mentioned common practices were: ‘looking for headers
and email address source’ (4), and ‘looking for secure sites’ (4). Table 4 lists a com-
plete list of practices employed by the respondents.

1 Bracketed numbers indicate frequency.
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5 Discussion

As students form a large part of the dataset, large number of participants from the 18–
30 years age group was expected. The gender of the participants is fairly balanced with
44.8 % participants being females and 55.2 % participants being males. Majority of the
participants (88.7 %) answered positive to receiving email scams. This is consistent
with the figures from Spohos (2014) and Securelist (2014a, b), which were mentioned

Table 1. Frequency of the likely actions taken by respondents if they fall prey to financial scam
or click on a malicious link

Likely actions taken Frequency

Actions for financial
scam

Contact bank to cancel cards and to close account 35
Notify the authorities 23
Ask for help 3
Take legal action 2
Run a credit check 1

Actions for malicious
link

Run anti-virus 25
Close pop-up message 16
Delete email with malicious link and change
password

17

Ask help from IT services 11
Shut down/restart the computer and/or restore it 9
Ignore it 8
Delete cookies and temporary files 5
Mark email as spam 1
Call anti-virus company 1
Unsubscribe 1
Call server to cancel link 1
No authorities to report to 1
Irrelevant response 8
Not sure 21
Did not respond 26

Table 2. Actions taken after being email scam victim

Actions taken Frequency Valid frequency

Delete and/or mark the email as spam 4 16
Use and/or update anti-virus program 2 8
Change the password and/or email address 2 8
Block the sender 1 4
Report it to the authorities 1 4
Did not respond 7 28
Irrelevant answer 8 32
Total 25 100
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at the beginning. Some participants (10.1 %) mentioned to never having received email
scams, which could be due to stringent mailbox rules, extremely less email usage, or
lack of awareness of scam emails. A few participants (1.3 %) were unsure if they had
ever received scam email, which indicates a lack of awareness in identifying scam
emails. Majority of the participants (90.5 %) who had received email scams reported of
not being victimized from the scam emails. A fairly large number of participants
(23.8 %) replied of not knowing any other online scam media other than email,

Table 3. Other scam media apart from email

Online scam medium Frequency

Online ads with pop-ups 82
Social media 24
Fake websites 16
Cell phone calls and/or texts 16
Hyperlinks 12
Spam and phishing 9
Online bots 4
Cookies 3
Malware/Adware and attacks 3
Unsecured login 2
Website tracking 2
Applications 1
Did not respond 37

Table 4. Common practices employed by the respondents to identify email scam

Common practices used Frequency

Emails asking for or giving out money, emails informing about rewards, sales or
business offers, or advertising emails

44

Looking for email sender either known or unknown 38
Emails asking for personal/private information such passwords, social security
number, or ID number

29

Emails with hyperlinks that ask the recipient to go to a specific website 17
Typos or misspelling in the email content, bad grammar, big words in the email,
emails sounding too good to be true, unknown content

15

Financial or banking information 13
Email subject heading such as heading in capital letters, generic heading, or
informing about monetary gain, generic email greetings

13

Emails from Nigeria or 419 phishing emails 9
Looking for headers and email address source 4
Looking for secure sites 4
Did not respond 23
Irrelevant answer 12
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indicating a lack of awareness of popular online scams media such as social networking
sites, where a lot of phishing attacks take place (Gudkova 2014).

The first research question talked about possible actions that need to be taken in the
case of financial scam victimization or clicking on a malicious link. The responses for
this question (see Table 1) do not match any of the suggested actions that need to be
taken in case of either financial victimization (creating a fraud alert, filing a theft report,
and running a credit check) or clicking on a malicious link (rebooting the machine to
clear the cache, and running an anti-virus scan for the full machine). The second
research question focused on actions that were taken by the actual victims of email
scams. The responses to this question (see Table 2) also do not match with the rec-
ommended actions that should have been taken after falling victim to a financial scam.

The third research question focused on the knowledge of other types of scam media
apart from email. None of the respondents mentioned legitimate websites such as
Craigslist as one of the other scam media, while a few users mentioned options such as
spam and phishing (9), cookies (3), unsecured login (2), and malware/adware attacks
(3) that cannot be called as online scamming media (see Table 3). The fourth question
focused on some of the common practices used to identify email scam. Participants
were able to identify a number of different practices to identify scam email (see
Table 4), and seemed fairly aware of the practices that should be used to check email
legitimacy.

User awareness of the common practices employed in identifying scam email, but
lack of awareness of different scamming media, shows a partial awareness regarding
preventive measures towards email scam victimization. This lack of awareness could
prove dangerous to email users; as such users will not be vigilant while using other
online services and could fall victims to popular scam not implemented via email.
Though the responses provided by the participants are partially correct, a huge gap in
knowledge is still visible in regards with actions that need to be taken in case of
financial scam victimization or clicking on a malicious link, as well as computing and
different types of online scamming media. Users lacked awareness about the proper
legal or safety actions that need to be taken after falling prey to an email scam.
Financial scams are a popular type of scam, and the possibility of users encountering
these scams is high. Lack of awareness of financial scams can lead users to lose
valuable financial as well as personal information, monetary loss, and in worst cases
adversely affect their financial reputation. This gap the knowledge suggests a need for
some type of intervention/education to make users aware of different scamming media,
and the proper legal actions that need to be taken in the unfortunate event of email scam
or financial scam victimization.

6 Limitations

A reliability test for the survey was not deemed necessary due to the exploratory nature
of the research. Participants did not receive any compensation for being part of the
study, which resulted in participants not filling out the survey completely. As the study
was conducted on a university campus, most of the data was limited to the 18–30 year
age group.
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7 Conclusion

There is a definite knowledge gap among the users with respect to actual actions that
need to be taken after email or financial scam victimization and the actions that the
users were aware of. Financial scams are one the most popular types of scam and this
lack of awareness can prove dangerous to email users. The lack of knowledge gap
points that users need to be educated in matters of actions that should be followed in
cases of email scam victimization, or financial scam victimization. Increase of email
usage is inevitable, and the recent surge in scam email traffic indicates possible future
victimization of users. A formal awareness education regarding email scams and their
victimizations should be developed to help users stay safe and aware while using email.

Appendix: Tables

See Tables 5, 6, 7, 8.

Table 5. Demographics of the respondents

Frequency Percent

Age (in years) 18–30 147 90.2
31–45 10 6.1
46–65 6 3.7
Total 163 100.0

Gender Females 73 44.8
Males 90 55.2
Total 163 100.0

Table 6. Frequency of receipt of scam email, and email scam victimization

Frequency Valid percent

Ever received scam email Yes 141 88.7
No 16 10.1
Unsure 2 1.3
Total 159 100.0

Email scam victimization Yes 15 9.5
No 143 90.5
Total 158 100.0
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Abstract. Until now, many works have focused on attempting to define cyber
warfare, as well as appropriate response leading to conflict escalation. Instead,
this paper proposes a comprehensive definition of Cyber Peacekeeping motivated
by prior research on peacekeeping, cyber conflict and warfare, and international
relations in cyberspace. Cyber Peacekeeping works to promote online safety and
security, which assists in both physical and cyber conflict cessation, and helps
protect cyber civilians from becoming either victims or participants in cyber
conflicts. This work defines key terms of cyber peacekeeping, as well as its scope
and goals in relation to conflict prevention, mitigation, aftermath containment and
cleanup. We then propose a potential organizational structure of Cyber Peace‐
keeping to support its defined roles and functions. Through a case study of a
notable past cyber conflict, examples of practical cyber peacekeeping are shown,
as well as the roles that peacekeeping could have played in such conflicts.

Keywords: Cyber peacekeeping · Cyber conflicts · Cyber war · Cyberspace safe
layer · International relations in cyberspace · Stability and security · Information
clearinghouse

1 Introduction

The term ‘peacekeeping’ was coined in the 1950s and has drastically evolved since.
Conceptually, Bellamy et al. [1] defines peacekeeping as peace operations conducted
by ‘uniformed personnel with or without UN authorization’ in order to help bring peace
and stability. Until now, peacekeeping has normally referred to the physical world, using
physical means against physical threats.

However, as computer systems have become a critical part of the lives of billions of
people and their governments, cyber-conflict becomes more feasible, potentially more
devastating, and more likely to play a role in physical world conflicts. As of yet, however,
there are no examples of peacekeeping in cyberspace though some prior works have
attempted to define certain aspects of what we will call ‘cyber peacekeeping’.

As described by Lynn III [2] “the Pentagon formally recognized cyberspace as a new
domain of warfare”. Since cyberspace is being treated as a new front for warfare, both
war and peace in the context of cyberspace need to be considered. However, in the past
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several years there has been increasing discussion on cyber-warfare and cyber conflict.
Melzer [3] discusses in what conditions cyber attacks can amount to “armed attack”.
Further Schmitt [4] in Tallinn Manual discusses options of retaliation in cyberspace.
However attribution and estimation of threat are still major challenges during cyber
attacks [5]. Incorrect attribution or overestimation of the force of retaliation is likely to
exasperate already complicated conventional and cyber conflicts.

Nations are currently building cyber-offensive capabilities [6] resembling the so-
called ‘war atmosphere’ described by Lynn III [2]. The result is that a cyber security
framework centered on one country can more easily lead to conflict escalation because
the retaliation can come directly from the victim country, not from an international
organization that can attempt to assess and enact appropriate, yet peaceful, response.

Besides the mentioned academic and political discussions, real-world cases of
conflict between Israel and Palestine [6] and allegedly state-sponsored attacks on Estonia
[7] and Iran [8] give examples of growing insecurity and instability in cyberspace that
has physical-world consequences. In these cases, physical and cyber conflicts are related,
where increasing conflict in cyberspace leads to increased physical-world tensions, and
vice-versa.

Cahill et al. [9] and Kleffner [10] recognized this situation. They discussed the threat
of online propaganda and possibilities of escalation of physical conflicts as result of
activities in cyberspace. As a solution Cahill et al. proposed the concept of ‘cyber warfare
peacekeeping’ and Kleffner argued for the necessity of ‘peace operations in cyberspace’.

However, these works heavily modeled traditional peacekeeping that has been
shown to have limits [1, 11]. Cahill [9] and Kleffner [10] suggested ad-hoc solutions for
cyberspace stability and security without proposing a consistent framework. Inheriting
these limitations for operations in a quickly changing and globally-connected cyber‐
space would already inhibit any cyberspace peacekeeping initiatives.

Bellamy [1] described in detail how such a complex tool as peacekeeping suffered
from ambiguous interpretation without clear definition, without a consistent framework,
and without clear description of goals and functions.

Moreover we are unaware of any prior work that has addressed the problem of the
aftermath of cyber-conflicts as well as the threats of re-engineered cyber weapons and
consequent necessary cleaning up activities.

Instead of focusing on the appropriate escalation of cyber-conflicts or ad-hoc solu‐
tions, we propose an approach focused on a framework for cyber conflict prevention,
mitigation and post-conflict containment and rehabilitation, termed Cyber Peace‐
keeping.

1.1 Contribution

In this work we propose a more comprehensive definition of Cyber Peacekeeping (CPK)
and a framework describing the goals, roles and functions of CPK.

This work contributes to the area of cyber security, cyber investigation and interna‐
tional relations by proposing a novel approach to cyber conflict cessation known as
Cyber Peacekeeping. Further, this work contributes two novel concepts: cyberspace safe
layer, which is a classification model for critical infrastructure, and an information
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clearinghouse that attempts to provide unbiased, verified information to reduce the risk
of conflict escalation.

2 Trends in Cyber Warfare

To provide a background for design and implementation of Cyber Peacekeeping the
current section surveys existing organizations and their efforts in cyber security, cyber
investigations and cyber conflicts.

2.1 Existing International Cyber Security Entities

ITU IMPACT [12] is an international organization affiliated with the United Nations
(UN), particularly with its International Telecommunication Union (ITU). This organ‐
ization recognizes specifics of cyberspace such as its global nature, difficulty of attri‐
bution and low entry barrier. It demonstrates an example of successful collaboration
among public and private actors in cyberspace. Unfortunately, IMPACT focuses mostly
on criminal activities and protection of commercial assets. Moreover major players like
the U.S., China and Russia do not participate in the organization.

At the regional level, the NATO Cooperative Cyber Defense Centre of Excellence
(CCDCOE) [13] is another example of multilateral cooperation. NATO, along with
INTERPOL, the UN and international CERTs conduct training, and in some ways assist
in the communication between countries during cyber attacks and investigations.

Many countries now have national CERTs as well as developing cyber policing and
cyber military capabilities. These organizations, however, so far are mostly concerned
with prevention, mitigation and investigation once cyber attacks occur. Currently there
is some uncertainty regarding who should be a first responder to an international cyber
attack. Since such attacks are normally difficult to attribute to a specific actor, it is
initially unknown whether it is criminal case or a national security issue.

A common function of all existing organizations is the proposal of regulations,
training and information sharing. However, cyber conflicts have fast developing active
phases which need adequate reaction in a timely manner that many of these organizations
do not have the capacity or capability or coordination to handle during major conflicts.

2.2 Examples of Past and Ongoing Cyber Conflicts

In 1982, the explosion of a pipeline in Siberia [14] was alleged to be the first cyber
incident that also had physically destructive consequences. Allen [6] describes the
alleged first major cyber conflict between Israel and Palestine, which compromised civil
services and attracted volunteer cyber warriors for both sides from all around the globe.

Cyber attacks on Estonia [7] in 2007 and Korea in 2011 [8] interrupted normal oper‐
ations of government services and caused a cyber arms race initiating the creation of
NATO CCDCOE in Estonia and Cyber Terror Response Center (CTRC) and Cyber
Command in Korea.
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Stuxnet [8] was alleged to be the first full-scale state-sponsored operation which
targeted and destroyed physical objects. Devastating aftermath followed where crimi‐
nals reused this sophisticated cyber weapon to attack private corporations.

Continuous tension between Taiwan and China periodically lead to cyber attacks
[15] which result in a buildup of cyber-offensive capabilities.

Ongoing conflict between opposition and governmental forces in Syria [16] as well
as ISIS [17] have cyber-offensive capabilities. Utilizing information warfare, they attract
volunteers both in cyber and physical spaces escalating the conflict.

The described cyber capabilities may be used to escalate the political situation in
cyber and physical spaces, threaten critical infrastructure and consequently physical
safety, leave devastating aftermath, or everything at once. However, existing organiza‐
tions are not well positioned to respond to the described threats, if conflicts involve more
than one country or region. International CERTs, INTERPOL, and others were unable
to help defend Estonia or Korea against massive Distributed Denial of Service (DDoS)
attacks. And IMPACT and related organizations could not address aftermath of Stuxnet.
While humanitarian missions operate in Syria and coalitions fight ISIS in physical space,
no organizations adequately address cyber elements of these conflicts.

2.3 Cyberspace Specifics

Cyberspace is overarching and fast-changing, and has a major difficulty in proper attri‐
bution [2, 6, 9]. Further, as has been shown, there is a low barrier to cyber weapon
reusability.

A fast-changing and agile cyberspace means that traditional approaches are less
applicable to cyberspace issues. Cyber Peacekeeping must consider above mentioned
properties of cyberspace in its design and implementation.

3 Cyber Peacekeeping

This section describes a framework for Cyber Peacekeeping that includes descriptions
of roles, functions and organizational structure. The goal is that the proposed framework
provides a solid foundation for practical implementation of CPK, and points for future
discussion of the subject.

The proposed framework is motivated by prior works and the current state of cyber
warfare, discussed in sections one and two.

3.1 The Need for Cyber Peacekeeping

American adults are estimated to spend an average of approximately 6 h a day using
digital devices [18]. A growing number of people, however, are spending more time
with digital devices than without. Cyberspace as a new realm of human activities
possesses opportunities as well as challenges. There are a number of prior works
describing the benefits that digital technologies provide, such as accessible education,
health care and freedom of speech. For every benefit described there are also warnings
about the future of cyberspace.
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Notably, governments are struggling to find a balance between openness and control
of the Internet. With the absence of norms and rules to which governments are accus‐
tomed, it also becomes possible to start conducting cyber warfare related operations. If
detected, victim States may escalate conflicts by retaliating disproportionately or even
potentially towards mis-attributed actors. The spread of cyber weapons among volunteer
cyber warriors, terrorists and criminals is another source of escalation. Amidst growing
criminal and military threats, espionage will undermine the openness of cyberspace and
eventually separate governmental and civil networks that would greatly slow develop‐
ment, as described by Kaspersky [19].

Cyber Peacekeeping is needed to protect an increasingly-connected number of
people, to help prevent escalation of cyber conflicts - especially those that may lead to
real-world conflict escalation - to provide knowledgeable arbitration among States, and
to help build and maintain trust and openness in cyberspace.

3.2 Overview of Cyber Peacekeeping

To carry out its mission, we define goals, roles and functions for Cyber Peacekeeping
as shown in Fig. 1.

Fig. 1. Overview of the framework of CPK reflecting layers of goals, roles and functions when
there is no conflict, during conflict and after conflict. Solid line, guardian role and related functions;
dotted line, mediator and related functions; dashed line, coordinator and related functions; dash-
dotted line, builder and related functions.

Each role of Cyber Peacekeeping can contribute to the safety and security of cyber‐
space at all three different stages of a conflict: no conflict, during conflict and after
conflict. For example CPK as a guardian will monitor potential threats when there is no
conflict. During conflict it will stop the spread of cyber attacks and involved cyber
weapons responding with counterattacks as a last measure. After conflict CPK as a
guardian will lead cleanup activities related to distribution and alteration of cyber
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weapons. In Fig. 1 relations among roles and their functions for different stages of a
conflict are depicted by different types of lines: solid, dot, dash, dash-dot.

The goals of Cyber Peacekeeping are defined as:

• Protect civilians
• The main goal of CPK is the protection of civilians. CPK must be impartial to any

State independent of contributions.
• Increase trust and security in cyberspace

• Through conflict prevention, mitigation and rehabilitation tasks, trust in cyber‐
space can be maintained and security increased.

• Prevention
• Focuses on preparation for potential attacks, and preventing cyber conflict esca‐

lation when conflicts begin
• Mitigation

• Focuses on containing conflicts and minimizing damage to infrastructure and
civilians

• Aftermath Containment
• Focuses on containment of tools and information that may be re-purposed or

reused in other conflicts, as well as using collected information for prevention
• Rehabilitation

• Focuses on rebuilding infrastructure, security and trust post-conflict

3.3 Definition of Cyber Peacekeeping

Cyber Peacekeeping is defined as cyber conflict prevention, mitigation, aftermath
containment and rehabilitation with a focus on conflict de-escalation and civilian
security.

Cyber Peacekeeping works to promote online safety and security with accordance
to international laws and agreements in order to protect civilians as its main goal. CPK
is a framework to maintain conditions for lasting peace in cyber and physical spaces
impacted by possible threats in cyberspace. CPK defines specific roles and functions at
different stages of peace conditions: no conflict, during conflict, after conflict.

3.4 Roles of Cyber Peacekeeping

As defined, the CPK’s main role is the protection of civilians in relation to conflict
prevention, mitigation, aftermath containment and rehabilitation. Based on this defini‐
tion, CPK roles are defined as: guardian, mediator, coordinator and builder. These roles
could be considered similar to departments, each with specific functions at specific
stages of cyber conflicts.

3.4.1 Guardian
The guardian engages threats directly using technical, non-offensive means to protect
civilians, and maintain peace in cyberspace. The guardian monitors, responds to and
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cleans up threats on a technical level. Functions - defined below - are related to helping
prevent ongoing attacks, monitoring the decimation of threatening software and cleaning
up their aftermath.

3.4.2 Mediator
The mediator engages with threats through activities involving participating actors of a
conflict with a goal to reduce threats and de-escalate conflicts. The mediator’s role
closely models the mediator’s role in traditional peacekeeping, where it engages with
adversaries to establish and facilitate dialog with the purpose of conflict prevention,
cessation and stabilization afterwards. In addition the mediator of cyber conflicts must
take into account specifics of cyberspace in order to effectively resolve the conflicts.
The mediator relies on norms and standards of relations in cyberspace when attempting
to resolve a conflict.

3.4.3 Coordinator
Currently, there are no established norms and standards of international relations in
cyberspace. The coordinator will work to develop these standards during peacetime and
collaborate with the mediator for their promotion.

Similar to the mediator role, the coordinator functions mostly involve communica‐
tion. However, while the mediator establishes communication among participating
actors of a conflict, the coordinator establishes communication among as many stake‐
holders of cyberspace as possible including private, public and academic organizations.

Lynn III [2] emphasizes complexity and fast-changing environment of cyberspace,
and explains that “U.S. Cyber Command integrates cyber defense operations across the
military” for coordinated and fast response to threats. Globally, there are different inter‐
national stakeholders in cyberspace with different goals and cultures. As a coordinator,
the CPK becomes a communication channel for international cyber operations and
boosts cooperation across diverse international actors to negotiate control of cyber
offense capabilities, establishment of norms and standards. The coordinator supports all
other roles facilitating international cooperation to mitigate ongoing conflicts and inves‐
tigate consequences.

3.4.4 Builder
The builder consistently reinforces the capacity and capabilities of governments, private
organizations and critical infrastructure during peacetime. The builder helps to secure
computer systems, maintain capacity during conflict and helps recover essential services
disrupted or destroyed as the result of the conflict.

3.5 Functions of Cyber Peacekeeping

Each of the above roles have specific functions categorized by the current stage of
conflict; No conflict, During conflict, After conflict.
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3.5.1 No Conflict
When there is no - detected - conflict in progress, CPK’s main role is that of coordinator
which must unite efforts to keep safety and stability and to prevent conflicts. The builder
role has significant number of functions at this stage as well, including conducting
research and development and reinforcing capacities and capabilities of States as well
as the CPK itself. The guardian role actively monitors threats, while the mediator
attempts to arbitrate any potential conflicts that could escalate.

When there is no conflict, the builder performs long-term functions such as
conducting research and development and reinforcing capabilities and capacities of
stakeholders in cyberspace. The CPK conducts its own R&D as well as collaborates
with academia to develop up-to-date defensive and offensive tools and methods.

Together with law enforcement organizations, the builder provides training to organ‐
izations and agencies that are responsible for critical infrastructure and services directly
linked to the safety of civilians.

While working with governments, the coordinator analyses trends of international
relations in cyberspace in order to guide efforts establishing norms and standards. This
task is supported by working with relevant organizations, such as anti-virus companies,
to understand the current threat landscape.

To strengthen collaboration among diverse stakeholders the coordinator also helps
coordinate cyber defensive drills among participating governments and organizations.
ITU IMPACT conducts cyber security exercises aimed to strengthen collaboration
among different CIRTs which serve for protection of business [11]. Cyber Commands
conduct their military exercises to protect national assets [2] or show the strength of
collaboration for deterrence [20]. The main goal of CPK is to protect civilians, so for
this purpose the CPK unites and promotes collaboration not only among different
cultures and languages but also among different entities such as private companies,
national agencies and international organizations.

Further, Allen [6] compared cyber weapons to Weapons of Mass Destruction
(WMD). The international community already established treaties and protocols to
ensure non-proliferation of WMD. For that purpose the international community applies
mechanisms of inspections and sanctions. The CPK can also unite the international
community to inspect buildup of cyber offense capabilities including malware, vulner‐
abilities and surveillance systems.

When detected cyber threats are beginning to escalate conflict, the mediator can
engage relevant stakeholders in order to arbitrate conflicting parties and prevent conflict
before further escalation.

The guardian is responsible for technically monitoring the current threat landscape,
and attempting to identify any stakeholder vulnerabilities and upcoming potential
conflicts. Through monitoring of potential threats, the guardian can react to upcoming
threats by coordinating relevant stakeholders and offering technical expertise to remove
identified threats.

As a synergy of the guardian and builder roles the CPK helps to audit and protect
assets identified as key resources, as well as government online services and elements
of critical infrastructure. Social engineering methods [21] have been observed during
conflicts between China and Taiwan [15]. The CPK audits, educates and promotes secure
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use of technology to the public, private organizations and governments. The guardian
role is tasked with discovering new technical and social engineering methods.

The guardian independently monitors - but does not block - media outlets to identify
content that may result in national or international conflicts. The guardian helps to audit
the technical security of key data centers and other online-resources, and collaborates
with states to ensure prevention of unauthorized cyber attacks from their infrastructure
by third parties.

3.5.2 During Conflict
During a conflict the CPK actively employs its executive and diplomatic functions to
stop technical attacks and establish a dialog among conflicting parties. The CPK coor‐
dinates actions of the international community to reduce the effects of ongoing attacks,
and attempts to rebuild and protect identified critical services - such as health or fire
emergency services - in real time.

Impartially to the side of the conflict, as the builder role the CPK must help maintain
critical infrastructure and essential services even under severe attack. If a system or
service is identified as critical infrastructure, the CPK should have the ability to actively
configure systems to ensure their security. In case of web-services, the CPK can add
additional computational resources or redirect traffic when such services are under
Denial of Service (DoS) attacks.

During conflict, the coordinator must coordinate the actions of the international
community to quickly reduce the negative effects of attacks against stakeholders. For
example, coordinating ISPs of countries to block IP addresses involved in a DoS attack.

The main task for the CPK in the case of an ongoing cyber conflict is to stop the
conflict. As a mediator the CPK can utilize mechanisms of persuasion or coercion to
bring adversaries to negotiate [22]. The CPK utilizes support of the international
community and stakeholders of cyberspace as a tool for mediation. Clearly established
norms and standards of behaviour in cyberspace, which are developed in peacetime,
would give the CPK solid ground to negotiate with adversaries.

As a guardian, the CPK actively engages threats to civilians to stop conflicts from
spreading and to ensure that any response, if necessary, is legal and proportionate.

Analysis of conflicts in Syria [16] and China [21] shows that participants actively
spread hacking tools in order to attract new volunteers worldwide. A key task of the
guardian includes monitoring Internet activities [6] which spread malware or explicitly
provide hacking tools for volunteers, like in the case of the conflict between China and
Taiwan [21]. The guardian identifies and helps to block sources attempting coordinate
attacks through the spread of tools or volunteer hacking [6].

During conflicts, the guardian can also provide objective and verified information in
response to propaganda spread in media and social networking service. The CPK is not
a censor, but instead provides a platform for the distribution of verified information, and
clearly indicating what information cannot be substantiated. The CPK will use the same
communications channels to attempt to distribute information provided in this verifica‐
tion platform.

134 N. Akatyev and J.I. James



3.5.3 After Conflict
After conflict the CPK attempts to stabilize the situation, and prevent further destruction
or recurrent attacks. Little attention has been given to the problem of recovery and
cleanup from the aftermath of cyber conflicts, though there are real-world examples of
how cyber weapons and their descendants [8] are spread and may harm civilians, such
as Stuxnet variants like Duqu and Gauss.

After conflict, the builder helps States to recover their critical infrastructure and
essential services which were damaged during the conflict. The builder analyzes iden‐
tified weak points in protection of critical infrastructure and services, and helps to rein‐
force capabilities and capacities for their protection.

Partnering with public and private actors, the coordinator collects and analyzes cyber
weapon samples, and helps produce countermeasures for governments, organizations
and civilians. These guidelines are also technically implemented in practice through the
builder and guardian roles.

The CPK also facilitates cooperation among diverse stakeholders in cyberspace in
order to find - and properly attribute - attackers, prevent further attacks and show exam‐
ples of accountability. The coordinator helps to investigate cases, attribute attacks and
supervise enforcement of local and international law.

Once conflict is finished there is still a high possibility that adversaries would re-
engage. The mediator continues efforts to establish dialog among adversaries and to
stabilize the situation with the purpose to prevent further conflict. Unlike traditional
warfare with spatially localized effects, cyberspace is interconnected and the results of
attacks spread globally. This means that each adversary must collaborate to eliminate
consequences in cyberspace. The mediator attempts to involve past adversaries in the
activities to cleanup the aftermath and control cyber offensive capabilities.

Post-conflict, the guardian’s goal is monitoring and prevention of descendants of
cyber weapons and viruses. The guardian is responsible for identifying what cyber
weapons were used, and how. This information is used to improve threat monitoring,
and building protections for systems. Further, by monitoring cyber weapons, guardians
can help prepare law enforcement and private organizations for crime-related derivative
malware that emerges.

3.6 Implementation of Cyber Peacekeeping

In this section we propose specific, practical functions that CPK could begin that would
immediately have real-world impact. The described functions of CPK can be divided
into two categories depending on whether the tasks are urgent or long-term. These cate‐
gories are defined as Rapid Response Division (RRD) and Long-term Stability and
Relief Division (LSRD). These divisions and their main functions are shown in Fig. 2,
with functions further described in Table 1.

Table 1 categories functions of RRD and LSRD. We described all functions and their
impact in the Sect. 3.5. Here we attempt to analyze how these functions can fit to the
concept of immediate and long-term tasks.
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Table 1. Rapid Response Division and Long-Term Stability and Relief Division functions lists.

Rapid Response Division functions Long-Term Stability and Relief Division
functions

• monitor threats
• arbitrate potential warring parties
• cease conflict
• stop spreading of threats
• respond to aggressors
• maintain cyberspace safe layer
• maintain information clearinghouse
• mitigate the effect of attacks
• cleanup consequences
• stabilize the situation

• reinforce capacities and capabilities
• conduct R&D
• inspect cyber offense capabilities
• establish norms and standards
• unite stakeholders
• monitor threats permanently
• mitigate the effect of attacks by inter‐

national cooperative efforts
• cleanup all consequences
• recover critical infrastructure and serv‐

ices
• stabilize for lasting peace and security
• investigate and attribute

3.6.1 Rapid Response Division
The RRD is a response to the described overarching specifics of cyberspace and fast-
changing situations online. The RRD mostly operates in conditions of ongoing cyber
conflicts which may escalate and spread quickly, making immediate response necessary.

The RRD focuses on the protection of the cyberspace safe layer (CSL), which is the
pre-identified, minimally-required critical infrastructure necessary for civilian safety.
Prior research describes the necessity to protect critical infrastructure [23]. However,
there is no mutual agreement about definition what constitutes critical infrastructure in
different countries. Here, the CPK together with the international community and indi‐
vidual States should attempt to define minimal critical infrastructure required for civilian
safety. The CSL then becomes the focus of CPK when conflicts arise in the country or
region.

The guardian role of CPK provides protection of CSL when there is an ongoing
conflict, meanwhile for the mediator it becomes the first goal of negotiation with warring
parties in order to prevent their attacks on the CSL.

The builder must audit and improve security of the assets included in the CSL at the
first place, maintain its endurance during the conflict and recover after the conflict.

The main function of the coordinator is to define minimally-required critical infra‐
structure among most of the stakeholders in the international community.

Fig. 2. Overview of the structure of Cyber Peacekeeping implementation divided into Rapid
Response and Long-Term Stability Divisions with their corresponding main functions.
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Another equally important part of conflict de-escalation is the management of an
information clearinghouse (ICH) that helps to identify verified and unverified informa‐
tion, and distribute this information to potential actors, such as citizens that may attempt
to join physical conflict based on false information. While there are many real-world
examples of propaganda being used to sway opinion, such propaganda online represents
a direct threat of escalation of a cyber conflict into physical violence.

The guardian will collect, analyze and publish objective information. The builder
will research and develop the infrastructure to run the ICH. And the coordinator will
engage the international community for the participation in the ICH.

3.6.2 Long-Term Stability and Relief Division
The LSRD acts to ensure long-lasting peace and stability. The LSRD partially inherits
its structure from ITU IMPACT and CERTs together with our proposal of a monitoring
and cleaning team that responds to the threats of aftermath of cyber conflicts.

The LSRD performs long-term tasks such as tier-based capacity and capability
building through R&D and consulting, facilitating dialog in the international community
to establish norms and standards in cyberspace, monitoring potential threats in unstable
environments and monitoring threats remaining after conflicts to clean them up. Further,
the LSRD coordinates training, intelligence and defense capabilities among public and
private stakeholders in cyberspace.

4 Case Study

This section attempts to demonstrate how Cyber Peacekeeping may be applied to real
cyber conflicts. In this example, the ongoing conflict between Taiwan and China has
been chosen.

Taiwan and China have deteriorating diplomatic relations, and are periodically
involved in cyber conflicts against each other [15]. These cyber conflicts attract civilian
volunteers from both sides, and include attacks on government services and defacing
political websites. Recent cases described by [21] involve social networks exploited to
get information about military staff for malicious purposes and social engineering.

Such cyber activities reignite tensions in the physical world and stimulate a buildup
of offensive cyber capabilities. As a coordinator, in the long-term, the CPK will attract
attention of the international community to the problem. The CPK can engage to facil‐
itate mutual understanding and stress the mutual - and collateral - danger when cyber
weapons are used.

As a builder the CPK would monitor technical and social engineering methods from
both sides in order to educate personnel of critical services, and build cyber security
capacity in the cyberspace safe layer for both countries. Further having an attack on the
cyberspace safe layer the guardian will protect it.

For cases involving media and social networks, an information clearinghouse as an
implementation of a guardian role will provide objective and trustworthy information
to attempt to reduce the attraction of volunteers, where possible.

When the cyber conflict has stabilized, as a mediator the CPK will attempt to facil‐
itate a dialog between recently warring countries and help establish mutual agreements
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and collaboration to cleanup defaced websites and minimize the spread tools used during
cyber attacks. As a guardian the CPK would explicitly participate cleaning up conse‐
quences of the conflict. At a global landscape, the coordinator will unite the efforts of
the international community to assess consequences of the conflict and investigate its
cause and aftermath.

While CPK alone is unlikely to bring peace between countries at war, this case shows
that CPK can be employed at different stages of peace conditions and can be a practical
tool to help with prevention of escalation of conflicts like those seen in Taiwan vs China
[15] or Israel vs Palestine [6], as well as helping with the prevention of a cyber arm race
which happened in South Korea [8], Estonia [7] and Taiwan [15].

5 Conclusions

Cyber Peacekeeping is a large, very difficult subject, but one that will need a practical
solution as cyberspace is increasingly used for terror, espionage and war. Currently,
international relations are not at a point where truly global Cyber Peacekeeping is
possible. Implementation at a regional level is also undesirable since many regions
already have organizations that have at least some overlap with Cyber Peacekeeping, as
proposed. Instead, already established international organizations, such as INTERPOL
or the United Nations, should attempt to fill the identified gaps. The challenge then would
be allowing Cyber Peacekeeping to remain agile and responsive while being associated
with large, notoriously slow entities.

Alternatively, some described aspects of Cyber Peacekeeping could be implemented
regionally, such as the concept of a cyberspace safe layer, and information clearing‐
house. If these are established regionally, or even nationally, then once a global entity
for Cyber Peacekeeping does exist, current local implementations and standards could
be directly applied.

5.1 Future Work

Cyber Peacekeeping is still a new, untested idea. Future work will focus on discussions
and feedback from potential stakeholders as to the practicality of the roles and functions
that have been identified.

Specifically, future work will continue to develop the concept of a cyberspace safe
layer, possibly for national use and assessment. Likewise, the practicality of an infor‐
mation clearinghouse will be explored by building prototypes and assessing their
performance against past conflict escalation events.
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Abstract. Cyber(terrorism) threats posted via social media are capable of
devastating, real-world effects, including miscommunication and rumors, panic,
and financial loss. This manuscript details a case study of the cyber(terrorism)
threat that occurred at The University of Alabama on September 21, 2014,
referred to as the Authur Pendragon incident. The Authur Pendragon threat led
to a week of fear, social media hyperactivity, and the propagation of rumors, all
of which reached beyond The University of Alabama campus. A timeline of the
event, which includes social media posts, official University responses, and mass
media coverage, are presented followed by an analysis of the case from both a
socio-psychological and communications perspective. Recommendations for
managing cyber threats and rumor mongering are provided as well as future
research suggestions.
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1 Introduction

According to a report released by the International Telecommunication Union,
approximately 3 billion people, or 40 % of the world’s population, are Internet users
[1], and there are approximately 1.64 billion smartphone users worldwide [2]. In 2014,
the most popular social media site was Facebook, followed by LinkedIn, Pinterest,
Instagram, and Twitter [3]. Application software, known as “apps”, is also a popular
feature on mobile devices that are downloaded by the user to perform a particular
function (e.g., sharing images/videos, communicating). There is no doubt that the
globalization of technology and the popularity of digital devices have impacted the way
we communicate and socially interact with others, and this impact, of course, includes
the rise in social media threats.

According to Britz [4], cyberterrorism is “the premeditated, methodological, ide-
ologically motivated dissemination of information, facilitation of communication, or,
attack against physical targets, digital information, computer systems, and/or computer
programs which is intended to cause social, financial, physical, or psychological harm
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to noncombatant targets and audiences for the purpose of affecting ideological, polit-
ical, or social change; or any utilization of digital communication or information which
facilitates such actions directly or indirectly” (p. 197). Cyber(terrorism)1 threats posted
via social media are capable of devastating, real-world effects, including miscommu-
nication and rumors, panic, and financial loss [4]. This manuscript details an
explanatory case study of the cyber(terrorism) threat that occurred at The University of
Alabama on September 21, 2014, referred to as the Authur Pendragon incident. An
explanatory case study is appropriate for contemporary events that are out of the
authors’ control, and the goal is to identify possible explanations for a set of events [5].
The Authur Pendragon threat led to a week of fear, social media hyperactivity, and the
propagation of rumors, all of which reached beyond The University of Alabama
campus. A timeline of the event, which includes social media posts, official University
responses, and mass media coverage, is presented followed by an analysis of the case
from both a socio-psychological and communications perspective. Recommendations
for managing future cyber(terrorism) threats and rumor mongering are discussed.

2 Authur Pendragon Cyber Threat

On Sunday, September 21, 2014, a threatening comment was posted following a
YouTube video about “racist sororities” at The University of Alabama (UA) by the
username Authur Pendragon (see Fig. 1). This post directly threatened fraternity and
sorority (collectively referred to as “Greek”) students at UA in response to allegations
of racism. Since 2011, the University of Alabama is home to the largest fraternity and
sorority community in the United States with over 9,500 undergraduate student
members and 59 Greek organizations (see greekaffairs.ua.edu).

Fig. 1. Original Authur Pendragon threat posted Sunday, September 21, 2014 on a YouTube
video.

1 There is no consensus on the definition of a cyberterrorist threat, and the authors are not arguing
whether or not the case presented is a cyber threat vs. cyberterrorism threat. Therefore, the authors
will use cyber (terrorism) threat to denote this distinction.
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YouTube is one of the largest video hosting websites where users can post com-
ments to videos through self-created usernames. Although the exact time of the original
post could not be confirmed, by 9:30 pm that same day, Tutwiler Hall, an all female
dormitory, was locked-down after a concerned parent of a student read the cyber threat
online and contacted The University of Alabama Police Department (UAPD). This
student claimed that there were armed gunmen in Tutwiler Hall as a result of the
Authur Pendragon post. Tutwiler Hall remained under lockdown until Monday (9/22)
morning shortly after midnight while The University of Alabama Police searched all 14
floors for armed gunmen (see Appendix 1 for full timeline visualization).

2.1 Social Media Communications

During the Tutwiler Lockdown, students turned to the Internet for answers, specifically
social media. For example, Twitter is a popular social media site that allows users to
create an account and post, or “tweet”, 140 text characters or less. Students tweeted
“first-hand accounts” of the Tutwiler lockdown along with pictures, videos, and news
links showing UAPD’s presence. When the same topic circulates on Twitter, it
becomes “trending” news, and “hashtags” serve as titles or keywords making it easier
to search for specific topics. Although the Authur Pendragon post was removed
sometime during the Tutwiler lockdown, the image was already circulating around
Twitter through the trending hash tag, #Pray4Bama. #Pray4Bama reached users across
the country. For example, a Texas A&M student tweeted a comment in response to the
Tutwiler lockdown at 11:35 pm Sunday night (see Appendix 2/Section 4/Image 2).

In addition, as information circulated on the Internet about the lockdown and the
Authur Pendragon threat, rumors spread that individuals wearing joker masks were in
Tutwiler Hall, machetes were stabbed through fraternity doors, and students were being
choked on campus. Over the course of several days, the rumors were so prevalent that a
formal email was sent to the entire campus community by UAPD directly dispelling the
rumors and addressing safety concerns by students and parents. By Monday morning,
faculty across campus reported a noticeable drop in student attendance. In fact, there
were reports of Greek social organizations encouraging their members to not attend
classes due to safety concerns.

At 10:30 am on September 22, 2014 (Tuesday), a second post by Authur Pen-
dragon surfaced on social media via an email that was sent to Ian McDaniel (see
Fig. 2). Students again reacted quickly by circulating an image/screenshot of the new
message via social media.

However, the Twitter conversation moved to other channels of social media,
specifically Yik Yak. Yik Yak is an app that allows users to post anonymous comments
to people who are geographically located within a certain mile radius; these comments
are cycled through quickly depending on the frequency of posts, so the more comments
being posted, the faster newer comments replace older comments, which gives the
sense of being a “real-time” feed of information. On Yik Yak, rumors quickly spread as
well as theories and investigative strategies for locating Authur Pendragon (See
Appendix 2/Section 4/Image 5). According to Baker, there has been a rise in the
number of social media threats in the United States via Yik Yak [5]. Since Yik Yak’s
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creation in November 2013, several students have been arrested for posting cyber
threats on Yik Yak [6, 7].

Campus not only talked about the two Authur Pendragon threats, they also dis-
cussed the appearance of suspicious text messages from a person claiming to be Authur
Pendragon. Specifically, text messages were sent to Greek affiliated students telling
them to hand over their fellow members in order to save their own lives. The text
messages were reported to UAPD, and a suspect named Dakota John Timm was
arrested the following day. However, students were skeptical, and screenshots of the
threats continued to circulate on social media (see Appendix 2/Section 2/Image 1).

Although Twitter and Yik Yak were the largest social media forums during the
Authur Pendragon incident, students discussed the threat via GroupMe, a group mes-
saging app. Around midnight of Wednesday, September 23rd, a second set of text
messages were sent via GroupMe from someone claiming to be Authur Pendragon. This
message also demanded Greek students to turn over other Greek students as ransom (see
Appendix 2/Section 2/Image 2). However, this second set of threats quickly circulated
on other social media forms, including Twitter. Eventually, another student was arres-
ted, Daniel Simmons, who confessed to UA Police that he sent the messages but only
meant them as a prank; Simmons thought that his friends would know it was a joke
based on his usernames, “Ray Rice/Sid the Sloth”. Please see Appendix 2 (Section 2) for
other examples of social media communications involving Authur Pendragon.

Finally, Reddit.com is not a social media platform; however, students used the site
during the Authur Pendragon incident to generate investigative leads. Reddit has dif-
ferent sections, known as subreddits, which help categorize topics of interest for the
Reddit community, a community made up of individuals known as Redditors [8]. In
response to Authur Pendragon, Redditors actively engaged in vigilantism on two dif-
ferent subreddits; specifically, they researched and identified “persons of interest” and
some Redditors actually contacted law enforcement, as well as one of the current
authors, hoping to provide investigative leads. Please note that the Appendix does not
cite or include any information from the subreddits; the current authors felt they were
ethically obligated to protect the identities of the individuals discussed on the
subreddits.

Fig. 2. Second post by Authur Pendragon on Tuesday, September 22, 2014.
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2.2 University Public Email Communications

The University sent the majority of its responses to the Authur Pendragon threat via
campus email. For instance, UA sent its first email just after the Tutwiler Lockdown
was lifted around 12:06 am on Monday, September 22nd. This email informed students
that no gunmen were found in Tutwiler and the lockdown had been lifted (see
Appendix 2/Section 3/Image 1). A follow-up email was sent later that morning at
9:36 am addressing the lockdown and explaining how the University was handling the
situation (see Appendix 2/Section 3/Image 2). However, the University did not for-
mally address the Authur Pendragon threat until 2 h later (i.e., Monday, September 22nd

at 11:22 am). The UA Chief of Police sent out a formal email to the student body
discussing the Authur Pendragon post on YouTube as well as the FBI’s involvement
with the case (see Appendix 2/Section 3/Image 3). The last email on Monday the 22nd

at 5:10 pm from the University formally addressed several rumors circulating campus
(see Appendix 2/Section 3/Image 4), including:

• There was no machete with a note on the door of a fraternity
• No one dressed as the Joker was in Tutwiler or on sorority row
• There was not a man on sorority row with a box tied to him in a threatening manner
• No one was shot and no one has been arrested, and
• No students were choked on the Quad or anywhere else.

These rumors may seem unusual; however, there were screenshots of them trending
on social media, which gave the rumors a sense of legitimacy because “proof” existed.

Despite the four emails sent by UA on Monday, social media continued to buzz
with rumors, and students were discouraged to attend class by concerned parents and
members of the Greek system. Thus, on Tuesday, September 23rd, the University
responded with more frequency by sending out multiple emails in what appears to be
an attempt to stop the rumors. The first email came at 6:15 am and informed students
that the Interim Vice President of Student Affairs would be available to address
questions and concerns that morning (see Appendix/Section 3/Image 5). A second
email was sent at 9:47 am discussing the FBI’s involvement in the investigation, and it
announced that the student who sent threatening text messages had been identified and
arrested. This email also stated that classes were to continue as planned and directed
students with concerns to contact the University’s counseling center (see Appendix 2/
Section 3/Image 6). At 10:24 am, another email directed parents and students with
concerns to the UA call center (see Appendix 2/Section 3/Image 7). At 1:35 pm, UA
urged students and parents to follow UA’s official Facebook page and emails –

specifically, UA stated in this email that no new prank messages had arisen despite
rumors on social media (see Appendix 2/Section 3/Image 8).

By 5:08 pm, the University informed students via email that a 20-year-old student
had been arrested and placed in jail under a $2,500 bond. The student was reportedly
responsible for the threatening text message on the night of Monday September 22nd.
However, the source of the original threat by Authur Pendragon still remained
unidentified (see Appendix 2/Section 3/Image 9). At 5:35 pm, the Provost of The
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University of Alabama emailed the student body informing them that they would not be
penalized for missing class, but they were expected to make up the work (see Appendix
2/Section 3/Image 10). After the Provost’s email, communication from the University
ceased for the remainder of Tuesday.

The campus community only received one email from the University the following
day (Wednesday, September 24th). This email confirmed that the University would
function normally; however, students were not required to attend class if they had
concerns. The email also encouraged all students to call the help lines regarding any
safety concerns (see Appendix 2/Section 3/Image 11s). On the following day, Thurs-
day, September 25th, the first email was sent at 6:05 pm with a long address from the
University’s President, Dr. Judy Bonner. Dr. Bonner summarized the week’s events
and described in great detail the level of security that the University implemented to
protect its students (see Appendix 2/Section 3/Image 12). At 11:11 pm that same
evening, the University addressed a rumor on social media that another person was
arrested, and officers interviewed a person wearing a Halloween mask on campus (see
Appendix 2/Section 3/Image 13).

On Friday, September 26th at 4:00 pm, the University sent out an email informing
students that no new threatening messages had been posted, classes/attendance would
resume as normal on Monday, and the University would only give updates when new
information was available regarding the original threat (see Appendix 2/
Section 3/Image 14). This same email also referenced several other universities that
had experienced threatening messages through social media. The last email from the
University on the subject of Authur Pendragon was sent the following week on
Tuesday, September 30th at 3:22 pm. It informed students that Daniel Simmons was
arrested on charges of making a terrorist threat; Simmons was responsible for the threat
that was posted on the fraternity GroupMe that circulated the night of Wednesday,
September 24th. However, it was believed that Simmons was not responsible for the
initial Authur Pendragon threat (see Appendix 2/Section 3/Image 15). After this email,
communication from the University on the Authur Pendragon case ceased.

2.3 Mass Media Communications

Local, state, and national media reported on the events following the Authur Pendragon
threat. The University of Alabama’s newspaper, The Crimson White, was the first
newspaper to publish an article about the lockdown at Tutwiler Hall at 9:44 pm [8].
Following The Crimson White, a state level newspaper, AL.com, posted early Monday
morning an article that discussed the Tutwiler’s lockdown being attributed to “social
media posts” [10]. A few hours later, this story made national news with USA Today’s
article at 3:36 am [11]. While many articles cited “social media reasons” for the
lockdown, Authur Pendragon was first mentioned by local news station, Tuscaloosa
News, on their website at 7:00 am citing the Authur Pendragon threat on YouTube [12].
While other national articles were written on the topic of social media threats and the
lockdown at Tutwiler [13, 14], at 12:30 pm, Authur Pendragon finally received national
mass media attention by The Huffington Post [15].
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After September 22nd, only local and state media reported on incidents concerning
the threats and The University of Alabama [16–20]. However, a few noteworthy
articles should be mentioned. AL.com posted an article on Tuesday September 23rd

about the second Authur Pendragon post [21]. Also, Tuscaloosa News published an
article at 11:00 am about Dakota Timm’s arrest for sending threatening text messages
[22, 23]. Finally, the last news article was published on Tuesday, September 30th by
AL.com addressing a second arrest of a student for sending the second set of threating
texts through Group Me by Daniel Simmons. This article also summarized the week’s
events, including the original Authur Pendragon threat, the Tutwiler Hall Lockdown,
and other related concerns [24]. Please see Appendix 1 for a detailed timeline of the
events discussed.

3 Socio-psychological and Communication Studies
Perspectives

Although the Authur Pendragon case remains currently inactive, it provides a unique
opportunity to study a community’s response to a cyber(terrorism) threat, as well as the
acceleration of rumor mongering on social media. Mass-mediated fear plays a critical
role in terrorism threats, specifically the fear and vulnerability that steams from the
threat of physical harm [25]. However, the fear that results from a cyberterrorism threat
may be in response to threats other than physical harm and violence, such as economic
harm or the disruption of critical infrastructures [26]. The Internet is the perfect vehicle
for terrorism, including recruitment of members, attacking computer systems, as well
as, posting threatening messages, which can quickly circulate through cyberspace. In
addition, the globalization of communication technology allows a cyber threat posted
on a YouTube video to be capable of spreading so quickly that it outpaces rational
thought – as seen with the Authur Pendragon case.

It is traditionally believed that the common response to threats of terrorism or
natural disasters is mass panic. Mass panic is the “acute fear reaction marked by loss of
self-control which is followed by nonsocial and nonrational flight” [27]. However,
mass panic or “mass flight” is uncommon and quite rare [28, 29]. Instead, the normal
reaction of “fear” (not mass panic) should be expected [30], as well as sociotropic fear,
which is the general fear for society or the community [25]. As seen with the Authur
Pendragon case, there was a generalized fear for The University of Alabama com-
munity, specifically the Greek system that was targeted by the message; however, there
is no evidence of mass panic or uncontrollable flight – even after the explosion of
rumors on social media.

Instead, the community responded according to Mawson’s social attachment model
of group behavior, which recognizes the more common response of affiliation [28].
Affiliation is “seeking the proximity of familiar persons and places, even thought this
may involve approaching or remaining in a situation of danger” [28]. Mawson argues
that the separation from an attachment figure is more stressful than being in the
presence of danger [28]; whereas, mass panic implies uncontrollable flight, affiliation
implies moving toward the familiar.

Explanatory Case Study of the Authur Pendragon Cyber Threat 149



According to the social attachment model, there are four reactions to threats or
disasters depending upon the social support available (Present vs. Absent), as well as
the perceived degree of physical danger (Mild/Anxiety vs. Severe/Terror) [28].
Increased attachment (i.e., affiliation) occurs in situations where the level of physical
danger is low, but causes anxiety, and attachment figures are present; however, if these
attachment figures are not present, orderly flight or evacuation is likely to occur. That is
to say, individuals without social support are more likely to flee a situation in search of
familiar figures (i.e., fly home to parents) compared to the local residents within that
community [28]. However, when the danger is high causing intense fear, individuals
with familiar support are more likely to flee together as a group but again mass panic is
unlikely. Finally, mass panic is most likely to occur in situations where the danger level
is high and the individuals lack social support [28].

The University of Alabama’s Authur Pendragon threat resulted in a low intensity
“flight-and-affiliation” reaction. During the week of September 22nd, class attendance
dropped, and there were reports of students traveling home to their families because
they felt unsafe. In addition, many on-campus residents moved in with off-campus
residents due to the perceived threat. In this way, the Authur Pendragon case appears to
have resulted in increased attachment for those students with a strong, local support
system, whereas those students who lacked familiar support were more likely to travel
home in search of attachment figures. Although the authors are unable to ascertain
which students left campus during that week, anecdotes suggest that the new freshman
class and out-of-state students were more likely to travel home compared to the
upperclassmen or in-state students.

Research also suggests that proximity plays a role in the way that people perceive
risk and dread [31], and how they communicate information during crises [32].
Proximity to an event changes the way in which the credibility of information is
processed and perceived – with those further from a risky situation/threat believing the
likelihood or harm to be greater. Distance from a crisis can also alter whether someone
is more likely to seek information or provide information to others. Although a neg-
ative relationship between proximity and credibility seems counterintuitive, the find-
ings of previous research [31] may explain why some UA students fled campus. That is
to say, parents of out-of-state students were more likely to label a cyber threat as real,
and in response, they were more likely to encourage and enable their children to come
home. However, students with families closer to campus were more likely to practice a
realistic appraisal (i.e., lower perception of threat) of the events taking place on
campus. Overall, the theories of proximity and social attachment appear to explain the
“flight-affiliation” response by students at UA. In addition, there was no evidence of
mass panic or uncontrollable flight; although, it may be argued that mass anxiety
occurred thanks to the explosion of rumors on social media.

Rumors are unconfirmed or unverified information passed from one person to
another, and in situations where there is ambiguity, rumors fill in that missing infor-
mation [33]. Since it takes time to confirm the likelihood or existence of a threat, terror
situations “provide a fertile ground for rumors if individuals do not receive the facts
they desire” [34]. Researchers found that users of social media rely on recency of
updates/posts for establishing credibility of messages [35]. There was a lack of trust by
the students since the institution was slow to provide credible information – this lack of
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trust facilitated the student’s reliance on social media. Research indicates that people
are more likely to believe rumors when there is a lack of trust in an organization [25].
Thus, the fact that UA did not release a formal statement until 12 h after the initial
Tutwiler dorm lockdown and the Authur Pendragon threat, this likely led to a sub-
stantial distrust by students, which facilitated rumor mongering.

As members of the campus community, the authors can also confidently report that
the lack of credible information and slow response time by the institution led to an
increase in distrust of the school by the students. In addition, rumors are more likely to
be retransmitted when they are attractive (e.g., contains visuals) or sent by credible
sources (e.g., popular news media, local service) [34]. The Tutwiler lockdown occurred
approximately 9:30 pm and by 9:44 pm UA’s student newspaper, the Crimson White,
published a story online: “UAPD investigations death threat at Tutwiler Hall” [9]. This
story included photos of UAPD officers and vehicles at Tutwiler during the lockdown
(see Fig. 3). Also, students shared photos of themselves barricaded in their dorm rooms
and bathrooms, some holding hands, which may have further facilitated rumor mon-
gering (see Fig. 4).

Finally, the rumors were easily retransmitted through the use of text messaging and
social media, including Facebook, GroupMe, and Twitter, and these sources may be
deemed credible if the message is sent by someone you know and trust. For instance,
the sender may retransmit a message sent by someone else by taking a screen-shot of

Fig. 3. UAPD officers outside of Tutwiler Hall during lockdown on September 21, 2014

Fig. 4. UA students shared photos via social media during the Tutwiler lockdown. Retrieved
from www.reblop.com
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the original message. So, rather than saying “a friend told me this”, the sender takes a
screen shot and transmits the original message, which may suggest that this information
is more than just a rumor. Traditional mass media has been referred to as the “oxygen”
of terrorism [36]; however, following this analogy, social media is the uncontrollable
catalyst – especially when apps, such as Yik Yak, facilitate anonymous posts, and
propagate rumors and the flow of invalidated communications.

4 Practical Recommendations for Managing Cyber Threats
and Rumors

Hindsight bias naturally gives people this feeling that, when looking back on a situ-
ation, the consequences or outcomes could, and should, have been predicted [37]. In
addition, people are “cursed with knowledge,” meaning we are unable to perceive the
past from our original viewpoint, which lacked foresight [38]. Thus, it is always
challenging to provide constructive recommendations due to these naturally occurring
biases; however, keeping these biases in mind, the authors have carefully identified
several productive recommendations for university administers as well as law
enforcement.

First, new information and communication technologies have taken the place of
traditional ways that people share information (e.g., social media vs. telephone hotli-
nes). Various social media apps and platforms were utilized by the students at The
University of Alabama campus (e.g., Yik Yak, Twitter, GroupMe, Reddit); however,
the University administration and law enforcement provided information to students
via official emails. Thus, students were receiving information quicker by social media
channels, so it would benefit law enforcement to screen social media, which would
facilitate earlier detection of crises and rumor mongering. By identifying the rumors
earlier, formal responses could be sent containing accurate information via the same
social media channels [39]. It is important for administrators and law enforcement to
communicate with the public using the same channels they are receiving their
information.

Second, the speed of information that is provided to people during crisis is vital.
After reviewing the events that took place, it is fair to claim that the mass media, the
campus police, and university administrators were slow to provide information about
the specific details that led to the lockdown of the dormitory. Westerman et al. found
that recency of social media updates was an integral variable in raising the credibility of
information [35]. It is not clear why there was a lack of trust and credibility despite the
updates provided via the school’s homepage, emails, and pre-recorded voicemails; it
may be the fact that the University did not address the threats and rumors until 12 h
after the lockdown. By this time, social media had already exploded with rumors.
However, when UAPD did formally address the rumors in an email sent Monday,
September 22nd at 5:10 pm, it did appear to reduce many of the myths circulating
campus. Thus, providing information immediately, even if it is simply acknowledging
that law enforcement and the University are aware of the situation, may be just enough
to maintain the public’s trust [24]. According to Breckenridge and Zimbardo [25], the
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“public must have ready access to accurate information concerning threat assessment
and preparedness as well as to developments and protective governmental responses”
(p. 128).

Finally, institutions should immediately share information about the legal conse-
quences for creating threats, rumors, and potential panic. Based on this case study, the
potential for students to “cry wolf” or create pranks is high, as is evidence from the
numerous rumors on social media and the two students arrested. Thus, university
officials and law enforcement should pre-develop guidelines of communication for
faculty, staff, students, and other administrators during a cyber threat or campus crisis
situation. For instance, on Tuesday, September 23rd, a UA Dean notified faculty at
9:28 am that students were expected to attend class; however, the Provost directly
emailed the students at 5:35 pm stating that they would not be penalized for missing
class the rest of the week. In addition, the authors can anecdotally report that students
were suspicious of faculty members who cancelled class during that week; specifically,
there were rumors that the faculty members who cancelled class had privileged or
inside information on the threats. Overall, having guidelines or protocols in place will
strengthen trust in the institution because faculty and administrators will have a
cohesive message for students.

5 Future Research Recommendation

Ironically, one of the authors was in the process of developing an institutional review
board proposal at UA to hold focus groups about what students expect from the
university and police in the event of a crisis. However, this study was abandoned as a
result of the cyber threat since it became evident that students desired a prompt and
consistent flow of information. Future researchers should develop institutional review
board proposals on public responses to cyber threats before they begin. This tactic of
preemptive data collection will be challenging, but initiating proposals before a crisis
occurs will allow researchers to test theories, models, and obtain participant data more
accurately – thereby removing hindsight bias and “curse of knowledge”. After all,
students will most likely be eager to share their personal experience during and fol-
lowing a cyber threat.

In conclusion, the theoretical perspectives and recommendations in this manuscript
are based on the authors’ first hand observations as members of The University of
Alabama. However, these were anecdotal observations rather than empirical data since
crises are naturally unexpected events. Future researchers should be prepared to test
theories regarding the best way to transmit credible information to a community during
a perceived act of cyberterrorism.
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Appendix 1: Visual Timeline of Cyber Threat and Communications

Vice Magazine YouTube video, where threat was 
made, is posted on Oct. 22nd 2013.

Sunday, September 21st, 2014 

First Pendragon post. Mentioned the 20th 
of September was a Friday, is actually a 
Saturday. Posted sometime Sunday the 
21st. (Appendix 2/Section 1/Image 1) 

At 9:30pm Police lockdown Tutwiler and surrounding 
area in response to possible armed gunman on campus.

At 9:44pm The Crimson White writes article about 
Tutwiler Lockdown. First newspaper to report on the 
Tutwiler Lockdown.

At 9:30pm social media explodes in response to the 
lockdown. Pendragon post went viral. Rumors started 
circulating. See (Appendix 2/Section 4/Image 4)

At 11:30pm #Pray4Bama becomes trending on 
Twitter. See (Appendix 2/Section 4/Image 4)

At 11:35pm Texas A&M student tweets about post. 
Social Media hits Texas Area. (Appendix 2/Section 
4/Image 2)

Monday, September 22nd, 2014 

At 12:01am. AL.com writes first article about 
lockdown in Tutwiler, Pendragon post NOT 
mentioned. 

At 3:36am USA Today writes article concerning 
Tutwiler lockdown, and addresses the cause as “Social 
Media Reasons.” They compare lockdown to a recent 
lockdown at Georgia.

At 12:06am UAPD gives all clear on 
lockdown. Email sent at (Appendix 
2/Section 3/Image 1)

At 9:36am Judy Bonner addresses students in 
email about threat and ongoing investigation. 
(Appendix 2/Section 3/Image 2)

At 10:30am a second Authur Pendragon post 
is made. This time the post uses different 
language, but has same Username for message. 
Post is sent to a student Ian McDaniel through
Email. (Appendix 2/Section 1/Image 2)

At 11:22am Tim Summerlin, UAPD Police 
Chief, sent Email letting students know about 
YouTube post and UAPD taking threat 
seriously. (Appendix 2/Section 3/Image 3)

Post made on Reddit.com discussing original 
threat made by Authur Pendragon. Vigilantism 
begins and persons of interest are identified. 
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At 11:30am The Washington Times publishes an 
article by The Associated Press concerning Tutwiler 
lockdown. Lockdown reaches National News.

At 11:50am Al.com posts Authur Pendragon Message 
in article discussing Tutwiler Lockdown. 

At 12:30pm The Huffington Post posts article on 
Lockdown, Pendragon post addressed. Pendragon 
reaches National Attention. 

At 1:47pm The New York Times publishes an article 
by the Associated Press. President Bonner claims the 
students were not in danger, and that a parent called 
authorities on possible gunmen. 

At 5:10pm UA releases email notifying all 
students of the dismissed rumors that 
circulated on social media. (Appendix 
2/Section 3/Image 4)

At 9pm, threatening text messages from 
person claiming to be Authur Pendragon 
began circulating. Social media fueled 
images of text. (Appendix 2/Section 
2/Image 1)

Tuesday, September 23rd, 2014 

UAPD arrested Dakota John Timm for sending 
threatening text messages on Monday night. Exact time 
of arrest not released.

At 6:15am, UA email notified students that
Interim Vice President of Student Affairs 
Dr. Hood would be available for questions 
from 9am to 11am. (Appendix 2/Section 
3/Image 5)

From 9:47am, UA emailed students about 
the FBI’s involvement and that a student 
who made prank messages was arrested. 
Also, the counseling center was available 
for students. (Appendix 2/Section 3/Image 
6)

At 10:24am UA released email informing 
students about the UA Call Center in order 
to address concerns. (Appendix 2/Section 
3/Image 7)

At 9:36am, AL.com posted article about second Authur
Pendragon message; notified public that UA was aware 
and investigating post.

At 11am Tuscaloosa News.com posted article on 
student Dakota John Timm’s arrest,. Also addressed 
overall concerns from students on UA’s lack of 
communication. 

At 2:25pm Yik Yak began rumors of an Authur
Pendragon conspiracy, involving Autumn Equinox., 
which is September 23rd 2014. (Appendix 2/Section 
4/Image 16)

Post made on Reddit.com discussed second 
Authur Pendragon post. Vigilantism 
continues.
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At 1:35pm UA sent Email addressing 
second Pendragon message. UA referred to 
message as a “prank.” (Appendix 2/Section 
3/Image 8)

At 5:08pm. UA notifies the students through 
Email that a student has been arrested for 
sending threatening messages, but they do 
not believe the student is connected to the 
first message. Link to a joint video with 
President Judy Bonner and Timm Summerlin 
is linked. (Appendix 2/Section 3/Image 9)

At 5:35pm UA Provost Joe Benson sent 
email letting students know that classes are 
not cancelled, but no student will be 
penalized for missing class. (Appendix 
2/Section/Image 10)

At 10:42 pm The Crimson White publishes article 
criticizing Dr. Hood’s Q&A session, saying that not 
enough information was given to students. 

Wednesday, September 24th, 2014 

At12:06am and 12:57am, a second set of 
threatening text messages were sent through a 
fraternity GroupMe chat. The messages were 
claimed to be from Authur Pendragon, demanding 
Greek life students as sacrifices. (Appendix 
2/Section 2/Image 2)

At 11:02am, UA sent out “Wednesday Safety 
Reminders” email notifying students that they 
were not required to go to class. (Appendix 
2/Section 3/Image 11)

Conspiracy theories circulated via social media as to the 
motivations for the posts. (Appendix 2/Section 4/Image 
5). Rumors spread that law enforcement failed to 
apprehend gunmen on campus. See (Appendix 2/Section 
4/Image 3). Notable drop in student population on 
campus in response to these rumors.

At 2:00pm, TuscaloosaNews.com posted article that 
Dakota Timm was officially charged with Obstruction 
of an Investigation and Harassing Communications; 
however, the Tuscaloosa County District Attorney’s 
office dropped the Obstruction charge.
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Thursday, September 25th, 2014 

At 6:05pm, President Judy Bonner sent email 
addressing student concerns, reassuring them 
that all were safe, and that social media rumors 
were causing the anxiety. Dr. Bonner also listed 
specific methods for protecting students on 
campus (e.g., UAPD, security cameras). Dr. 
Bonner addressed the cause for the Tutwiler 
lockdown - a student’s father called UAPD on 
his daughter’s behalf. (Appendix 2/Section 
3/Image 13)

At 11:11pm, UA emailed students that the student 
arrested was not connected to the first Authur
Pendragon post. Email also stated that an 
individual wearing a Halloween mask on campus 
was interviewed and dismissed. (Appendix 
2/Section 3/Image 12)

11:30pm, President Bonner gave press release to local 
media summarizing the week’s events.  Dr. Bonner 
stated that UAPD and the FBI were still investigating 
the Authur Pendragon threat.

Friday, September 26th, 2014 

At 4:00pm, UA email notiϐied students that no new posts had been made, and classes would resume on Monday, September 29th. Email also stated that UA would only be emailing students regarding new developments on the case from this point on. (Appendix 2/Section 3/Image 14)

At 4:00pm, TuscaloosaNews.composted article about University’s email, as well as a recap of all the events that occurred throughout the week. 
At 7:00pm, AL.composted article that classes were scheduled to resume as normal on Monday, September 29th, and there were no new developments.

Tuesday, September 30th, 2014 

At 3:32pm, UA email notiϐied students that 19-year-old Daniel Simmons was arrested for sending the second set of threatening text messages where he pretended to be Authur Pendragon. UA stated that Simmons was not connected to the original Authur Pendragon post on September 21st.  (Appendix 2/Section 3/Image 15)

At 3:31pm, AL.com posted article that Daniel Simmons 
was arrested for sending second set of threatening text 
messages. Simmons was placed in Tuscaloosa County 
Jail with a bond set at 5,000 dollars. Simmons was 
charged with a felony - making a terrorist threat.

Authur Pendragon incident no longer appears in 
mass media. As of March 2015, Authur
Pendragon still mentioned in social media by 
students. According to UAPD, case is currently 
inactive.
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Appendix 2: Collection of Pendragon Threats and Related Texts

Section 1 Pendragon Threats

Image 1: Original Threat

Image 2: Second Threat
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Section 2 Cell Phone Threats

Image 1: 1st Anonymous Cell Phone Threat
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Image 2: 2nd Anonymous Cellphone threat
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Section 3 University of Alabama Emails

Image 1

uanews <uanews@advance.ua.edu> Mon, Sep 22, 2014 at 12:06 AM 

To: STUDENTNEWS@listserv.ua.edu

UAPD responded to reports of individuals with firearms at Tutwiler. Officers thoroughly searched the 
building and no weapons or unauthorized persons were found. The information that was provided to 
UAPD and other law enforcement agencies was based on rumors and social media posts and not 
actual witness accounts. UAPD will continue to investigate the situation to determine where the posts 
originated.

Image 2

uanews <uanews@advance.ua.edu> Mon, Sep 22, 2014 at 9:36 AM 

To: STUDENTNEWS@listserv.ua.edu

Last night, The University of Alabama received an unconfirmed report of armed individuals in the 
vicinity of Tutwiler. The information was sent to UAPD from an external law enforcement agency 
who had been contacted by a parent whose daughter had heard it from multiple other students who  
had seen social media posts. No eye-witness or firsthand knowledge of the alleged threat was reported 
to UAPD or any law enforcement agency.

UAPD responded to Tutwiler within 1 minute of receiving the information, and promptly confirmed 
that reports of armed individuals were not accurate.  However, in an abundance of caution, UAPD 
conducted a thorough search of Tutwiler.

Residents of Tutwiler were asked to stay in their rooms while the search was conducted. Due to the 
size of Tutwiler and the thoroughness of the officers’ search, this process took about 45 minutes. No 
weapons or unauthorized individuals were found in Tutwiler or in the vicinity. Students were never in 
danger.

I can assure you that UA will always respond quickly and notify the campus community when you 
need to take immediate action. In this case, no one was in danger and immediate action was not 
required.

We understand that the time it took to be cautious was concerning to students and their parents, 
faculty and staff, and I want to reiterate that we will always put your safety and security first.  UAPD 
will continue to investigate the situation.

Judy Bonner 

President
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Image 3

uanews <uanews@advance.ua.edu> Mon, Sep 22, 2014 at 11:20 AM 

To: STUDENTNEWS@listserv.ua.edu

Many of you know that an alarming comment was posted on a YouTube recruitment video over the 
weekend.  While we have no credible information at this point to determine whether this is a 
legitimate threat, The University of Alabama is taking this situation very seriously. Posting a terrorist 
threat is a crime and will be treated as such. UAPD is aggressively investigating to identify the 
individual(s) involved.  Among other things, we have requested search warrants and are consulting 
with the FBI.

This comment appears to have been the catalyst for the incident last night at Tutwiler.  And the 
ongoing social media conversation continues to fuel rumors and speculation and generate additional 
inaccuracies.

I can assure you that your safety is our top priority. I encourage you to continue to go about your 
normal routine.  If you see something suspicious, please contact UAPD immediately at 205-348-5454.

Tim Summerlin 

Chief of Police

The University of Alabama
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Image 4

uanews <uanews@advance.ua.edu> Mon, Sep 22, 2014 at 5:10 PM 

To: STUDENTNEWS@listserv.ua.edu

Please see the update below on the events of the last 18 hours regarding safety issues on and off 
campus.

• UAPD has issued search warrants to social media sites regarding the YouTube comments.
Officers continue to process and follow-up with new information and tips that have been provided.

• Based on the information that has been evaluated to this point, classes will continue as 
scheduled and UA will maintain normal operations. Faculty members are encouraged to work with 
students who present specific or unique concerns.

• The student in the advisory sent earlier this afternoon about the off-campus incident admitted to 
investigators that the incident she described did not occur. The investigation into this case has been 
closed.

• The fire alarm in Presidential Village was due to sensor that was activated by a non-fire event.

• There was no machete with a note on the door of a fraternity.

• No shots were fired at Presidential Village.

• The FBI is not on campus, and did not conduct a raid in Paty Hall.

• No one dressed as the Joker was in Tutwiler or on sorority row.

• There was not a man on sorority row with a box tied to him in a threatening manner.

• No one was shot and no one has been arrested.

• No students were choked on the Quad or anywhere else.

Students who have concerns about their safety are encouraged to go to myBama and to sign up for 
Rave Guardian, an app that will immediately alert UAPD if a student becomes concerned about 
his/her safety.

Additional information about safety can be found in the Safer Living Guide at
http://police.ua.edu/slg.html.
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Image 5

uanews <uanews@advance.ua.edu> Tue, Sep 23, 2014 at 6:15 AM 

To: STUDENTNEWS@listserv.ua.edu

Dr. Steven Hood, interim vice president of Student Affairs, and UAPD officers will be available in the 
living room of Tutwiler Hall on Tuesday, Sept. 23, from 9 a.m. to 11 a.m. for students who have 
concerns and questions.

Image 6

uanews <uanews@advance.ua.edu> Tue, Sep 23, 2014 at 9:47 AM 

To: STUDENTNEWS@listserv.ua.edu

The guiding principle at The University of Alabama is to promote the personal safety of students, 
faculty and staff, and UAPD continues to investigate and has been in contact with the FBI in 
identifying sources of the postings.

Overnight, UAPD responded to messages sent to UA students that proved to be false. UAPD was able 
to identify a student who sent one of the prank messages.

Although the ongoing social media conversation continues to fuel rumors and speculation and 
generate additional inaccuracies, the campus community is encouraged to continue its normal routine. 
Classes will continue as scheduled and UA will maintain normal operations. Faculty members should 
work with students who present concerns or fears related to these incidents.

Students who need to talk with someone should contact The UA Counseling Center at 1000 South 
Lawn Office Building (1101 Jackson Avenue). The Center is open Monday, Wednesday, Thursday 
and Friday from 8 a.m. to 5 p.m. and Tuesday from 9 a.m. to 5 p.m. The center may be reached at 
205-348-3863.

Students who have concerns about their safety are encouraged to go to myBama and to sign up for 
Rave Guardian, an app that will immediately alert UAPD if a student becomes concerned about 
his/her safety. Additional information about safety can be found in the Safer Living Guide at
http://police.ua.edu/slg.html.

Any suspicious activity should be reported to UAPD immediately at 205-348-5454.

Image 7

uanews <uanews@advance.ua.edu> Tue, Sep 23, 2014 at 10:24 AM 

To: STUDENTNEWS@listserv.ua.edu

Parents and students who have questions about recent events on the UA campus may contact the UA 
Call Center at 205348-1001 and 877-408-1001.
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Image 8

uanews <uanews@advance.ua.edu> Tue, Sep 23, 2014 at 1:35 PM 

To: STUDENTNEWS@listserv.ua.edu

Despite ongoing rumors on social media, no new prank messages concerning The University of 
Alabama have been posted since Monday, Sept. 22, at 10:30 a.m.

Student well-being remains a high priority, and UA Provost Joe Benson has asked all faculty to work 
with students who have specific or unique concerns.

Parents and students are urged to continue to check the UA website and UA Facebook and Twitter 
pages for accurate and up-to-date information.

Also, the UA Call Center remains open. However, the volume of calls is currently high. Parents and 
students who have not been able to get through are asked to please keep calling 205-348-1001 or 877-
408-1001. Your calls are important to us.

Image 9

uanews <uanews@advance.ua.edu> Tue, Sep 23, 2014 at 5:08 PM 

To: STUDENTNEWS@listserv.ua.edu

A 20-year-old UA student has been arrested and charged with obstructing governmental operations 
following an alarming message that was sent Monday night, Sept. 22. He was placed in the 
Tuscaloosa County Jail on a $2500 bond.

This message is not believed to be directly connected with the initial intimidating post that was sent 
on Sunday night, Sept. 21.

The investigation into the Sunday night post is active and ongoing, and the full force of the 
University’s investigative resources are being directed toward it. Two search warrants have been 
issued and additional search warrants are being sought. Investigators continue to actively follow up on 
tips, leads and information.

UAPD is working collaboratively with state and federal partners, including the Federal Bureau of 
Investigation, to garner additional information about these posts and to identify the individual or 
individuals who posted them.

To view a video of UA President Judy Bonner and UAPD Chief Tim Summerlin discussing this 
situation, click here: https://vimeo.com/106982472.
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Image 10

uanews <uanews@advance.ua.edu> Tue, Sep 23, 2014 at 5:35 PM 

To: STUDENTNEWS@listserv.ua.edu

The University of Alabama continues to deal with a good bit of misinformation regarding the 
operation of the institution. This is to make it clear that the University will continue to operate as 
usual. All classes will meet as scheduled. Any student who is uncomfortable attending class will not 
be penalized, but will have to make up work missed.

The Call Center will close Tuesday at 6 p.m. CST and open again at 8 a.m. CST on Wednesday. 
Updated and accurate information can be found at UA.EDU.

Joe Benson 

Provost

Image 11

uanews <uanews@advance.ua.edu> Wed, Sep 24, 2014 at 11:02 AM 

To: STUDENTNEWS@listserv.ua.edu

Please see the information below regarding safety issues on campus.

• The University will continue to operate as usual. All classes will meet as scheduled. Any 
student who is uncomfortable attending class will not be penalized, but will have to make up work 
missed.

• The Call Center is open until 5 p.m. CST today. To reach the Call Center, dial 205-348-1001 or 
877-408-1001.

• Students who have concerns about their safety are encouraged to go to myBama and to sign up 
for Rave Guardian, an app that will immediately alert UAPD if a student becomes concerned about 
his/her safety.

• Additional information about safety can be found in the Safer Living Guide at
http://police.ua.edu/slg.html.

• Students who need to talk with someone should contact The UA Counseling Center at 1000 
South Lawn Office Building (1101 Jackson Avenue). The Center is open Monday, Wednesday, 
Thursday and Friday from 8 a.m. to 5 p.m. and Tuesday from 9 a.m. to 5 p.m. The center may be 
reached at 205-348-3863.
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Image 12
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Image 13

uanews <uanews@advance.ua.edu> Thu, Sep 25, 2014 at 11:11 PM 

To: STUDENTNEWS@listserv.ua.edu

Despite rumors currently circulating on social media, no arrests have been made in the initial social 
media post investigation. The individual whose photo appears on the Tuscaloosa County Sheriff’s 
Office website is not connected to UAPD’s investigation.

Earlier this evening, in an unrelated matter, UAPD talked to an individual who was seen wearing a 
Halloween mask. After interviewing this person, officers determined that the individual had no ill 
intent.

Image 14

uanews <uanews@advance.ua.edu> Fri, Sep 26, 2014 at 4:00 PM 

To: STUDENTNEWS@listserv.ua.edu

No new messages have been posted since Monday morning, Sept. 22.  UAPD continues to 
aggressively investigate the original social media post.

All classes will continue as scheduled on Monday, Sept. 29. Students who missed class this week 
should work with their professors to make up missed work.

During the month of September, at least a dozen colleges and universities across the nation have 
experienced a threatening message posted on social media. While none of the threats have been 
credible, they have caused significant panic and uncertainty on each campus.

After today, the University will send updates only when there is new information to report. 
Individuals who become aware of suspicious behavior should immediately contact UAPD.  In an 
attempt to help the campus return to normal and reduce the stresses that come from inaccurate 
information, we also ask all students, parents and employees to refrain from sharing rumors and 
speculation.
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Image 15

uanews <uanews@advance.ua.edu> Tue, Sep 30, 2014 at 3:22 PM 

To: STUDENTNEWS@listserv.ua.edu

Daniel Evan Simmons, a 19-year-old University of Alabama student, has been arrested by UAPD and 
charged with making a terrorist threat. The arrest is the result of further investigation into the 
additional alarming messages that were sent during the early morning hours of Tuesday, Sept. 23. 
This message is not believed to be directly connected with the initial intimidating post that was sent 
on Sunday night, Sept. 21. Simmons has been placed in the Tuscaloosa County Jail on a $5,000.00 
bond and has been issued an interim suspension by UA. UAPD continues to investigate the original 
post.

Section 4: Social Media Posts

Image 1: Crimson White First Tweet

User Actions
Following

The Crimson White@TheCrimsonWhite

BREAKING: Police have a perimeter set up outside of 
Tutwiler dorm following anonymous threats of gun 
violence.
Reply 

Retweet 

Favorite 

More
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Image 2: Texas A&M student tweet

Image 3: GroupMe social media screenshot post
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Image 4: #Pray4bama Trending on twitter
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Image 4 Cont
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Image 5: Arthur Pendragon conspiracy theory on Yik Yak
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Abstract. In recent years, the spread of smartphones has attributed to
changes in the user behaviour with respect to multimedia content shar-
ing on online social networks (SNs). One noticeable behaviour is tak-
ing pictures using smartphone cameras and sharing them with friends
through online social platforms. On the downside, this has contributed
to the growth of the cyber crime through SNs. In this paper, we present
a method to extract the characteristic fingerprint of the source cam-
era from images being posted on SNs. We use this technique for two
investigation activities (i) smartphone verification: correctly verifying if
a given picture has been taken by a given smartphone and (ii) profile
linking: matching user profiles belonging to different SNs. The method
is robust enough to verify the smartphones in spite of the fact that the
images get downgraded during the uploading/downloading process. Also,
it is capable enough to compare different images belonging to different
SNs without using the original images. We evaluate our process on real
dataset using three different social networks and five different smart-
phones. The results, show smartphone verification and profile linking
can provide 96.48 % and 99.49 % respectively, on an average of the three
social networks, which shows the effectiveness of our approach.

Keywords: Pattern noise · Image fingerprint · Profile matching · Social
network analysis · Online forensics

1 Introduction

In the last decade, many social platforms have invaded the web as well as mobile
devices. These various networks model the specific needs of the users: social
interactions, photo sharing, instant messaging to name a few, and users are
often present across multiple social networks. Another important reason for the
huge popularity of social platforms among users is the increase in usage of smart-
phones, which in turn has introduced changes in the user habits with respect to
multimedia content on social networks [13].

An important problem across these social networks is that of fake profiles,
which have seen a sharp increase in recent times. For example, Facebook ’s most
c© Institute for Computer Sciences, Social Informatics and Telecommunications Engineering 2015
J.I. James and F. Breitinger (Eds.): ICDF2C 2015, LNICST 157, pp. 176–186, 2015.
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recent annual report [8] has estimated that an average 8.35 % of its monthly
active users are fake profiles.

In this paper, we deal with two problems (i) smartphone verification: the
task to verify if a specific device is the source of given images and (ii) user
profiles linking : the task to decide if a restricted set of user profiles (with different
user ids or nicknames) belong to the same user. These two problems have their
application in online forensics. Also, importantly, user profile linking is one of
many kinds of missing data problem [14,15].

Recently, researchers exploited sensor imperfections to extract the fingerprint
to identify a smartphone [2,6,7]. The concept behind a smartphone’s finger-
print is similar to a human’s fingerprint, which is used extensively in criminal
investigations. The intuition behind the focus on smartphones are two. Firstly,
smartphones are more personal than laptops or desktops, partially thanks to the
hard bound phone contract. Secondly, and which is the base of our study, smart-
phones have various sensors, for example, camera, microphone-speaker [6], and
accelerometer [7], which can be used to make a unique fingerprint of the device.
Our proposed method is based on hardware imperfections of the built-in camera
leveraging the fact that methods based on hardware imperfections provide better
results than software imperfections [12].

We exploit the possibility of making a unique fingerprint of a smartphone
based on the built-in camera imperfections, proposing a method robust enough
that it does not get affected by the compression techniques used by various
social networks. The smartphone camera fingerprint allows for linking different
user profiles based on the pictures being posted on them, assuming the pictures
have been taken with the same smartphone camera. In our experiments, we have
compared the processed pictures from social networks with unprocessed ones and
across social networks. The resulting method is strong enough to perform users
linking from the sets of images belonging to different social networks and thus
subject to different compression algorithms. In other words, it does not require
original images for confirmation as original images might be difficult to obtain
for various reasons such as for privacy and inaccessibility of the device. On an
average of the three social networks, smartphone verification and profile linking
can provide results of 96.48 % and 99.49 % respectively.

The rest of the paper is organized as follows. In Sect. 2 we briefly review
the previous works related to smartphone fingerprinting techniques and forensic
investigations on SNs. Section 3 describes our methodology. Section 4 presents
the experiments and analyses of our results. Section 5 concludes the paper with
future directions.

2 Related Works

In this section, we describe literature from three different domains, at the inter-
section of which our work lies. Firstly, we explain techniques to identify finger-
prints of smartphone devices using various built-in sensors. Next, we describe
various approaches proposed in the past for the source camera identification. In
the last, we present methods to identify and match user profiles in SNs.
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Fingerprinting the smartphones: Recently, researchers have proposed var-
ious techniques to fingerprint smartphones using built in sensors. For example,
in [6] authors proposed a technique using speakers-microphones embedded in
smartphones to uniquely fingerprint the individual devices through playback and
recording of audio samples. The authors of [7] propose a method for identifying
mobile phones based on the integrated accelerometers. In [2], authors exploit
both (i) speakerphone-microphone and (ii) accelerometer calibration errors to
de-anonymize the mobile devices.

Fingerprinting for source camera identification: Various techniques have
been proposed for source camera identification. The manufacturing process of the
camera introduces hardware defects. In [16] authors use the chromatic aberration
to identify the source camera. In [12] it is shown that the Photo-Response Non-
Uniformity (PRNU) is a unique feature of the sensor which is able to successfully
distinguish between two cameras of the same brand and model. One of the main
problems concerning the original Lukáš et al’s algorithm presented in [12] is that
it works correctly only with unscaled photos, because the footprint signal is of
the same dimension of the image. To overcome this limitation, a method able
to operate with different size images is proposed in [9]. To achieve our aim, that
is, verifying the source camera and linking user profiles on SNs, we combine a
PRNU-based method with a denoising algorithm to deal with the (unknown)
compression methods of the SNs.

Identifying users in SNs: Despite SNs regulating their services very strictly,
the large amount of data shared each day often includes information and content
that go beyond what the law allows [18]. This has forced to increase the control
and regulation of these platforms, seeing the evolution of new methods around
social network forensics. In [1], authors proposed various solutions to extract
information about user activities on various SNs from the smartphones. The
method is made for Blackberry smartphones and cannot be used for all the
devices, whereas our proposed method is device independent. There is great value
in multimedia content that transits through SNs. In [10], the authors combine
user ID and their tags to identify users across the social tagging system. In [11,17]
researchers extract and use information about users’ identities to match profiles
belonging to the same user from different social networks, without compromising
the privacy of the users, but the method fails if the malicious user falsifies his/her
personal information, as it usually happens. Compared to all these approaches,
our method does not only rely on the SN content, it verifies the user profiles and
performs user profiles linking using smartphone’s camera.

3 Methodology

First, we provide a small background in image processing as it is important in
understanding the reasons behind the selection of our methodology. We then
describe the procedure of verifying the image source. Finally, we explain the
approach to test our method with different SNs and smartphones.
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Images captured by cameras (smartphone cameras in this case) have two
components, namely signal and noise. Technically the signal represents the infor-
mation carrier, while the noise is an unavoidable effect on the signal due to many
reasons.

The noise component can be categorise into a random and a deterministic
component: the first one is the shot noise (or photonic noise), caused by factors
such as brightness, temperature, humidity; the second one is the pattern noise
which is systematic and regular. By systematic we mean it is present in every
image, and regular signifies that it is present in the same location of every image
captured by the same source (camera in this case).

3.1 Pattern Noise Extraction

We exploit a PRNU-based method [12] to extract the dominant part of the
pattern noise, which is a regular component of the image and can be identified
as average of residues of a large number of pictures. In particular, denoising
algorithms [3] which are usually employed to clean up the image, can be used
to remove the representative component of the image and thus leaving the noise
component. If I represents the original image, RN the noise residuals and d the
denoising function, then formally RN can be represented as I − d(I). Then, the
pattern noise PNk, of the camera k can be approximated as the average residual
noise of n images of the camera k [12]:

PNk =
1
n

n∑

j=1

RNj (1)

The denoising algorithm can affect the pattern noise computation, since it
includes high-frequency details that might belong to signal component of the
image. Although these errors can be reduced by increasing the number of sam-
ples, it is not always possible to acquire new samples (images). To address this,
we have chosen the Block Matching 3D (BM3D) denoising algorithm [5] able to
discern among high-frequency of noise and high-frequency of details and to deal
with scaled photos.

As suggested in [5], we convert the colour images into the YCbCr color space.
The Y identifies the luminance, while the Cb and Cr are the blue-difference and
red-difference chroma components respectively. Then we take into account only
the Y component that is the carrier of all high-frequency components (known as
luminance noise) useful to determine the pattern noise.

3.2 Source Verification

Let Nk represents the set of known images belonging to source k which is used
for generating the PNk (see Eq. 1 above). Uk defines the whole set of images
taken by the source k. Also note Nk ⊆ Uk. Thus, we can define the set S as:

S =
⋃

k

Uk \ Nk (2)
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The goal is to determine for each image I ∈ S whether it has been captured
by the source k or not. To achieve this, we followed a two steps process. In the
first step, we extract the residual noise RN from each image I ∈ S, in order to
apply the normalized correlation corr(RN,PNk) between each RN and PNk as
done in [12]:

(RN − RN)(PNk − PNk)
‖(RN − RN)‖‖(PNk − PNk)‖

(3)

In this way we compute the correlation between the unknown source of each
image I ∈ S and each source k. We compute for each source k the mean μk of
the correlation values an its standard deviation σk, then we define the threshold
Tk as μk +σk. In the second step, we decide that the camera k is the source of
those images in S for which the correlation value is greater than the threshold Tk.
The reason behind this choice is that we know that some images in S originated
from the camera k, and the correlation values have a characteristic distribution,
as shown in Fig. 1.

(a) (b)

Fig. 1. Two examples of the distribution of correlation value of all the images in S
using the fingerprints of two different devices. In (a) the threshold value is computed
for the iPhone 4S (1) using N1, while in (b) for the iPhone 4S (2) using N2.

4 Evaluation

We describe the experimental settings and then the results of our experiments.

4.1 Experimental Setting

We choose five smartphones from two different brands, with two pairs of identical
models (see Table 1). For each of these phones we have taken 200 high-resolution
photographs under different conditions, in order to obtain independent sam-
ples and to reduce the random component of the noise (shot noise). We select
three SNs: Facebook, Google+ and WhatsApp for our analysis. Each of these
SNs adopts different (unknown) compression algorithms, which lead to different
characteristics in the image, summarized in Table 2. In all tests, we resize the
images to compare pictures from different SNs.
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Table 1. Smartphones’ features.

ID Brand Model Sensor Resolution

1 Apple iPhone 4s CMOS 3264× 2448

2 Apple iPhone 4s CMOS 3264× 2448

3 Apple iPhone 5 CMOS 3264× 2448

4 Samsung Galaxy S4 CMOS 4128× 3096

5 Samsung Galaxy S4 CMOS 4128× 3096

Table 2. Characteristics of the SNs.

Service Icon Resolution Quality

Facebook 960x720 medium

Google+ 2048x1536 high

WhatsApp 800x600 low

4.2 Results

In this section, we present our results on the three tests, namely (i) original-
by-original, (ii) social-by-social and (iii) cross-social. In each of these tests, to
evaluate the classification process that allows to verify the source and link user
profiles, we compute sensitivity (SEN) and specificity (SPE), which are well
known statistical measures. In the context of this work, SEN indicates the abil-
ity of the method to correctly associate the images to the right source (i.e.
smartphone or smartphone camera) and SPE as the ability to reject the other
images.

Let Sk represents the whole set of the images which belong to the source k.
Out of all the images Sk, let S+

k signify the set of images that the algorithm has
successfully assigned and those that it has not recognized is represented by S−

k ,
then we can define the sensitivity as:

SEN =
|S+

k |
|S+

k ∪ S−
k | (4)

Let Ŝk represents the whole set of the images which do not belong to the
source k. Out of all the images Ŝk, let Ŝ−

k signify the set of images that the
algorithm has successfully not assigned and those that it has wrongly recognized
is represented by Ŝ+

k , then we can define the specificity as:

SPE =
|Ŝ−

k |
|Ŝ−

k ∪ Ŝ+
k | (5)

Test 1: original-by-original: We first verify our approach on original images,
that is images directly obtained from smartphones. The test is also helpful in
determining the minimum cardinality of each set Nk, with which the pattern
noise can be correctly extracted. Starting with a single image, the cardinality is
increased, according to the following sequence: 2, 3, 4, 5, 10, 15, 20, 40, 60, 80,
100, 120 and because of resource constraints, we limit our experiments to 140.
For each cardinality, we first extract the pattern noise and compute the threshold
T and then compute the sensitivity and specificity for the classification result of
the images (Fig. 2). This process is repeated for each smartphone.
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(a) (b)

Fig. 2. The graphs represent the sensitivity (a) and the specificity (b) results for each
smartphone obtained by changing the cardinality of Nk.

Based on the results we obtained, the cardinality of the subsets Nk is fixed
to 100 images, for the following reasons: (i) starting from this value, specificity
index has a good stability for each source; (ii) we preferred a wider value to curb
the inherent difficulties of the denoising function [5] in discriminating the high
frequencies. The cardinality of the set S is of 500 images as we fixed for each
device a value of 100 images.

By setting the cardinality to 100 images, we calculate the sensitivity and
specificity values for each device. The result shows that for each device, the
method returns 100 % of sensitivity and 95 % of specificity (Fig. 3). In other
words, in our experimental setup, the method is able to perform smartphone
verification with 100 % correctness and is capable of rejecting at least the 95 %
of images that does not belong to the right source.

Test 2: social-by-social: In the second test, the aim is to verify the robustness
of the method when it is applied to images deteriorated by the uploading and
downloading process of the SNs. This feature is extremely useful to verify which
smartphone has taken and uploaded the images on SNs. In this test, all the
images are previously uploaded and downloaded on the same SN. In practice,
we use N i

k to extract the pattern noise for each source k so as to classify the
images in Si, where i ∈ {Facebook, Google+, Whatsapp}.

Among all the SNs, Google+ returned highest sensitivity value that is of
100 % for all devices, and also it has the best specificity index with an average
value of 97.56 %. This is due to the fact that Google+ images are least compressed
compared to the other two SNs (see Table 2). Although Facebook compresses
the images more than Google+, the algorithm has return an average sensitivity
values of 96.92 % and an average specificity value of 91.58 %. The third social
network, WhatsApp, has given the worst results with an average sensitivity value
of 92.52 % and an average specificity value of 90.84 %. This is probably due to the
fact that Facebook and Google+, whose access is mainly done using computer
with large screens, are bound to keep medium/high quality definition for the



Smartphone Verification and User Profiles Linking Across Social Networks 183

(a) (b)

Fig. 3. Comparing the classification result values of the original images to those
obtained by the downloaded images for (a) sensitivity and (b) specificity.

displayed images, while WhatsApp, being an application conceived for mobile
devices, provides a much higher compression levels that reduces the information
content of the image.

To understand the effectiveness of the algorithm, we compare the sensitivity
and specificity of downloaded images with the original ones. Figure 3 shows the
comparison of social-by-social with original-by-original for each device. We only
show the range where is a change in values among the three SNs. On an average,
our method is able to perform the smartphone verification using the images
uploaded on the SNs with 96.48 % of sensitivity and 93.77 % of specificity.

Test 3: cross-social: In the final test which is the main contribution of our
work, we want to demonstrate that it is possible to match a user profile on a
SN using the images posted on various SNs. Moreover, it is possible to iden-
tify the source of certain images using the images posted on a user profile, the
complementary of the previous test. The former case could be very useful if the
smartphone is not available: the verification activity of the subject can be per-
formed through another verified account on SN. While the latter case allows to
perform a second important investigation activity, that is the ability to verify
the source (smartphone) of the published images. This could be very useful to
link a (fake) user profile with a smartphone. In this test, we use N i

k to extract
the pattern noise for each source k so as to classify the images in Sj , where i �= j
and i, j ∈ {Facebook, Google+, Whatsapp}.

We perform all the possible tests combination of the original images and the
images from the SNs. The sensitivity and specificity results for each combination
are shown in Fig. 4a, b, c and d. The icon in the center of the triangular histogram
identifies the category from which the subset Nk has been selected, while the
icons on the three sides represent the categories for classifying images, that is
the set S.

The best results are obtained when the pattern noise and the relative thresh-
old is computed starting from higher quality images as in the case of original
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(a) (b)

(c) (d)

Fig. 4. Each triangular histogram shows the sensitivity and specificity results obtained.
The threshold is computed using the subset Nk belonging to original (a), Facebook (b),
Google+ (c) and WhatsApp (d).

ones or those downloaded from Google+, shown in Fig. 4a and c respectively. The
results are still good, even with Facebook, although Facebook reduces the image
size during the uploading process: the sensitivity remains high while there is a
decrease in the average specificity, see Fig. 4b. As expected, slightly worse results
are obtained with WhatsApp. However, the method has successfully matched
WhatsApp profiles with other SN user profiles with an average reliability of
98.78 %, as shown in Fig. 4d.

The sensitivity has a value of 100 % in all the tests, except the Facebook –
WhatsApp combination. Although these two SNs reduce the image quality giving
rise to a sensitivity degradation, the average value reaches the 99.49 %. In case
of specificity, in all the categories, the average value is over 92 %. Thus, we can
summarize that our method has a success rate over the 90 % for profile linking
across all these three social networks.
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5 Conclusions and Future Works

Social network forensic analysis, especially when coupled with smartphone
devices [1], has become an important research problem. In this paper, we have
presented a method by which it is possible to perform source camera verifica-
tion and linking of user profiles using the images shared on social platforms.
We perform our evaluation using five smartphones and three SNs with different
compression characteristics of the image.

Especially given the fact that just as the uniqueness of the human fingerprints
cannot be proved [4], the proposed method may fail due to the increasing number
of devices and the increasing number of user profiles. To address this we plan to
perform cluster based algorithm to decide if two user profiles belong to the same
user. This will solve other problems, such as in classifying images of a single user
profile that are taken from different sources (e.g. old or otherdevices of the user,
front/rear smartphone’s camera). Testing our methodology with a larger number
of images, heterogeneous devices and several other SNs is another direction of
our work. We also plan to test our approach on frames extracted from videos as
video sharing is also a common behaviour on social platforms.

Acknowledgments. This work has been supported in part by the Italian Ministry of
Education, Universities and Research IMPACT project (RBFR107725) and OPLON
project (SCN 00176).
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Abstract. The video security market has recently seen a great expansion in
addition to an increasing usage of the Digital Video Recorder (DVR), a device
for storing and managing video data on a hard disk under file systems. This study
first analyzes its file system for evaluating the DVR and examines the HIKVI‐
SION, a video surveillance product supplier, and its proprietary file system on
the DVR that has yet been widely recognized by the market. Thus, this paper
comprehensively analyzes the HIKVISION DVR file system and proposes a reli‐
able method for digital forensic analyses.

Keywords: Digital forensic · File system · DVR · HIKVISION

1 Introduction

In recent years, video surveillance systems are widely used for various purposes. An
embedded DVR (Digital Video Recorder), one of video surveillance systems, is used to
monitor behavior, activities, or other changing information. In particular, general DVRs
record video data in a digital format on a mass storage device.

Numerous DVRs use well-known file systems, such as FAT [1] and XFS [2].
However, the HIKVISION [3] products use its own file system, assumedly for increasing
the efficiency of video management and copy protection. This study temporary named the
system as a HIKVISION file system because it does not have an official name. The HIKVI‐
SION file system is a simple file system compare to other file systems; the HIKVISION
file system excludes some of file operations and includes only the necessary functions. For
example, in the HIKVISION file system, it is not possible to delete a file or change a file‐
name. Despite its high market shares, the HIKVISION has yet conducted any related digital
forensic analysis. Reference [4] tried to obtain video data in the hard disk using keywords
of frame, however, there is no discussion about the file system and storage mechanism.

Therefore, this study identifies the structure of a HIKVISION file system. This study
uses a video file format [5] and the reverse engineer manufacturer’s application software
[6] to analyze the DVR hard disk storage system. The video compression format also
comprises a mechanism to extract meaningful information from video data fragments
[7]. After identifying the file system, this study conducts an operation test on the file
system to analyze the system in detail. This study demonstrates the structure of a
HIKVISION file system and proposes a reliable method to access video data and counter
anti-forensic activities, such as system initialization or data overwriting.
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2 The HIKVISION File System Structure

The basic logic of a HIKVISION file system is that each video data is allocated in the
data structure, called a data block entry, which contains the time records, channels, and
starting locations of the data block. A video data area is placed in data units called data
blocks. If video data were to be allocated in more than one data block, other data blocks
can be found by using a structure called the HIKBTREE. The HIKBTREE is used to
identify the data block in a video data area, and it is also used to identify the allocation
status of the data block.

The layout of a HIKVISION file system consists of four physical sections as shown
in Fig. 1. The first section, the Master Sector has the information about the overall
structure of the file system. The second section, the System Logs store the data regarding
the events and condition of a DVR. The third section, the Video Data Area has numerous
data blocks for storing video data. The fourth section, the HIKBTREE contains the
metadata of video data, including the time records and others.

Fig. 1. The physical layout of the HIKVISION File System.

2.1 Master Sector

The Master Sector has the information about the overall structure of the file system. This
area starts from the offset 0x200 and the size of master sector is 256 bytes. The signature
values of the file system is ‘HIKVISION@HANGZHOU (0x48 49 4B 56 49 53 49 4F
4E 40 48 41 4E 47 5A 48 4F 55)’ as shown in Fig. 2. The Backup Master Sector is
located next to system logs and stores exactly the same data.
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Fig. 2. An example of Master Sector.

The data in each field is stored by Little-endian systems. The Master Sector defines
the followings: the capacity of a hard disk (0x25433D6000), offset and size of the system
logs (0x3D13200 and 0xF42C00), offset to the video data area (0x4C5E000), size of a
data block (0x400000), total number of data blocks (0x94), offset of the HIKBTREE
(0x25433BDC00), size of the HIKBTREE (0x6000), time of system initialization
(0x37227754), and others. The hexadecimal values in the brackets are the values of
samples as shown in Fig. 2.

The time of system initialization in the Master Sector is referred as the last system
initializes the UNIX time in the UTC. Since the DVR does not provide a delete function,
new video data can only be recorded after initializing or overwriting of the system. Thus,
this value could be used as an important factor as previously identified by investigators
for anti-forensic usage such as in the case, where the time records are fabricated and
misused as digital evidence.

2.2 System Logs

The system logs have system logs information about the events and condition of a DVR.
By analyzing this, it is possible for users to discover the operation history and track the
DVR performance. Offset to the system logs is defined in the Master Sector.

The system logs are classified into four types in the HIKVISION DVR and each type
of the system logs also have several detail logs (Table 1).
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Table 1. Types of System Logs.

Type Value Description

Alarm 0x01 - Start Motion Detection
- Stop Motion Detection, etc.

Exception 0x02 - Video Loss Alarm
- Illegal Login
- HDD Full, etc.

Operation 0x03 - Power On/Local Operation Shutdown
- Local Operation: Login/Logout
- Local Operation: Configure Parameters
- Abnormal Shutdown, etc.

Information 0x04 - Local HDD Information
- HDD S.M.A.R.T
- Start Recording/Stop Recording, etc.

The Fig. 3 shows the structure of a system log. Each system log starts with a constant
value ‘RATS (0x52 41 54 53 01 00 00 00)’. The value of the Created time stores the
UNIX time, when a system log is generated. Next to the type, the description for the
system log is recorded. Because this field is a variable for each system log, the size of
this field is also different according to each type of a system log.

Fig. 3. Structure of a system log.

2.3 Video Data Area

The video data area stores video data in numerous data blocks. All data blocks and sizes
of video data areas are defined in the Master Sector. The size of one data block is gener‐
ally 1 GB (0x40000000bytes). A data block stores video data areas according to the
channels and time records. In order to access the video data, the HIKBTREE should be
identified first. This process is covered later in the paper.

A data block is divided into Video data and IDR table, the former occupies most of
the data block and the latter is at the back of a data block (Fig. 4). Video data is encoded
to H.264, so each frame is stored in a NAL (Network Abstraction Layer) unit. Each
frame can be distinguished by a 1 byte NAL header (Table 2), which is used in combi‐
nation with 4 bytes sequence ‘0x00 00 00 01’ [8].
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Table 2. Types of NAL header.

Type Value Type Value

SEI 0x06 IDR Picture 0x65

Access Unit Delimiter 0x09 SPS 0x67

Non-IDR Picture 0x61 PPS 0x68

Fig. 4. Video data encoded to H.264.

In front of the NAL unit, the index of a picture is stored with one byte header ‘0xBA’
or ‘0xBC’, which is also used as a combination with three bytes sequence ‘0x00 00 01’.
Due to this parts, noise occurs on the screen when playing with other players except the
time when ‘player.exe’ is downloaded from the HIKVISION DVR.

The IDR table is created to store metadata, which contains index, channel, and time‐
stamp of an IDR (Instantaneous Decoding Refresh) picture. Each record of the IDR table
is recorded in the direction to decrease offset from the end of a data block. It starts with
a signature ‘OFNI (0x4F 46 4E 49)’ and is fixed to 56 bytes for each record. Through
the comparison of the IDR table’s timestamps as it stored in data block entries, it can
be verified the time of the IDR pictures and channel. In general, a series of video data
is being stored in the same data block when it is continued to record. If the DVR was
being paused or the channel was being changed, other video data will be stored in one
data block regardless of the condition. In this case, different video data can be extracted
by comparing the timestamps of the IDR table with the recorded timestamps in data
block entries.
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2.4 HIKBTREE

The HIKBTREE contains the metadata of each video data in data blocks. The HIKB‐
TREE is a fundamental area to discover the offset to a data block, existence of video
data, and other additional information of recordings. Since it has a signature value
‘HIKBTREE (0x48 49 4B 42 54 52 45 45)’ as shown in Fig. 5(a), the term HIKBTREE
will be used. The backup HIKBTREE is located after the former one.

Fig. 5. An example of HIKBTREE.

The HIKBTREE consists of a number of sections including a header, page list, page
number, and footer. The Header lists the created time, offset to page list, the first page,
and footer. The Page list contains a total number of pages, offset to each page, which
have information for the connection between video data and metadata, including storage
location. Each page has numerous data block entries and the size of the page is 4 KB.
Every page contains an offset to the next page. Using the offset to next page, one may
move to the next page. But if the page is the last page, that field is written by ‘0xFF’
hexadecimal values. The Footer is located in the last of the HIKBTREE and contains
an offset to the last page.

Each page has numerous data block entries. The Data block entry has information
about the existence of video data, channel, start/end time records, and offset to the data,
as shown in Fig. 6. The field Existence of video data has ‘0x00’ hexadecimal values if
the data block becomes full of video data or ‘0xFF’ hexadecimal values under the
condition that the data block has no video data nor recording. The field Ch. (channel)
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identifies the number of connected cameras which are assigned by the DVR. For
example, the value ‘0x01’ means that the video data had recorded from camera #1. The
field Start/End time records identify the start and end of the UNIX time records in UTC
only when the data block is full of video data, otherwise ‘0xFF FF FF 7F 00 00 00 00’.
The field Offset to the data block identifies an offset to the data block which have the
video data for user to play back.

Fig. 6. An example of a page and Structure of a data block entry.

In general, different data block entries have different values of the offset to the data
block. However, this hexadecimal values of a number of data block entries are some‐
times the same. It means that the DVR had been paused or channel had been changed
during recording. In this case, the video data can be extracted through the comparison
of the IDR table timestamps with the timestamps stored in data block entries.

3 Experiments for DVR System Operation

This study demonstrates ways to access video data in addition to introducing digital
forensic analyses after the experiments in initiating or overwriting the system. We
conducted a test with the HIKVISION DS-7204HVI-SV (DVR), HIKVISION
DS-2CE5582 N (camera), and Seagate Barracuda 7200.9 ST3160811AS SATA 3.5”
160 GB (HDD).
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3.1 Video Data Access

The HIKVISION’s DVR provides ‘Playback’ and ‘Export’ functions. The ‘Playback’
function allows to play video and the ‘Export’ function allows to download video file
from the DVR to an external device. Using these functions, it is allowed to play video
if a hard disk was collected as digital evidence. Once the hard disk becomes connected
with DVR, its integrity becomes damaged. Thus, the access method of video data as
digital evidence with integrity is necessary.

To access the video data upon user’s requests, it is necessary to answer the questions,
which of the data blocks store the video data and where the data blocks are. Thus, it is
important to inspect the Master Sector prior to reading the offset to the HIKBTREE.
After moving to the HIKBTREE, it is also important to verify and scan all pages
including the headers. While reading the data block entries on the page, it is essential to
find the data block entry that users prefer. If no data block entry is found, it means that
there is no video data in the hard disk. Figure 7 shows the procedure for accessing the
video data in a HIKVISION file system.

Fig. 7. Procedure for accessing to video data in the HIKVISION file system.

3.2 System Initialization

The HIKVISION DVRs have no delete function. System initialization is the only way
to delete video data on a hard disk. When the hard disk is being initialized, the following
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will be changed: the time of system initialization in the Master Sector, restoration of the
system logs to zero, and initialization of the HIKBTREE. After the system initialization,
all video data in data blocks will remain. Regardless of system initialization, it is possible
to extract video data by scanning all data blocks, for instance, by the carving technique.

In order to determine whether system initialization had been performed (Fig. 8), the
value ‘Time of system initialization’ can be checked in the Master Sector and also be veri‐
fied by reading the offset to video data and the HIKBTREE. Users can read recording times
from the IDR table in the video data and ‘Start/End time of record’ of data block entries in
the HIKBTREE. By comparing the ‘Time of system initialization’ values with the values
of the IDR table and data block entries, users can determine whether system initialization
had performed. If any time-reversal happens — the new time is created prior to the old time
creation, thereby, users can conclude that this DVR was initialized at that time.

Fig. 8. Procedure of detection for system initialization and overwriting.

3.3 Overwriting

When the data exceeds the capacity of the hard disk, old video data is replaced with new
data under the procedure shown in Fig. 9. The old video data could be sometimes stored
with the new data in a data block, if device was suddenly stopped or turned off. When
the video data become overwritten, the following will change: the values of ‘Channel’
and ‘Start/End time of record’ in the data block entry. ‘Channel’ is updated as the present
channel and the ‘Start/End time of record’ is changed to ‘0xFF FF FF 7F 00 00 00 00’.
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Fig. 9. Process of overwriting in a HIKVISION file system.

In order to determine whether overwriting had been performed (Fig. 8), users can
read the recording time from the IDR table in the video database and the ‘Start/End time
of record’ of data block entries from the HIKBTREE. If any recording time from the
IDR tables in the video data predates the ‘Start/End time of record’ of data block entries,
it can be understood that the hard disk had been full at least one time and has previously
been overwritten.

4 Conclusion

Video recordings of video surveillance systems are the most useful evidence in forensic
activities. However, it is difficult to analyze the hard disk using a HIKVISION file
system, because there is no related research that are currently available. It is important
to evaluate proprietary file systems, otherwise valuable digital evidence can lose its
usefulness. Therefore, it is necessary to identify unknown file systems.

This study identifies the structure and mechanism of a HIKVISION file system which
is not well-known. Using the result of this study, investigators can analyze hard disks
from the HIKVISION products with integrity of the digital evidence. Furthermore, the
procedure in the case analysis can be useful to counter anti-forensic activities, such as
system initialization or data overwriting. This paper is conducted to provide useful
analysis results regarding a HIKVISION file system for investigators in analyzing digital
evidence relating video surveillance.
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Abstract. As gaming consoles become more advanced, their capabilities
increase and they can store more information on the users. Because of this, they
are becoming viable sources of forensic evidence. This research contributes to
the little-explored and growing field of video game console forensics through the
examination of current forensic tools on the Sony PlayStation Vita. These tools
were used to analyze backups created by the device to better understand the new
file types, and what data are stored in them and how. Although most of the files
were encrypted, valuable metadata could be acquired from them.

Keywords: Digital forensics · Sony PlayStation Vita · PS Vita · Video game
console forensics

1 Introduction

Modern gaming systems are becoming more and more like personal computers. Their
functionality and the type of data they store make them potential sources of evidence
for criminal investigations. Such data include not only game logs with timestamps, but
also personal information, internet history, credit card information, location, pictures,
and videos. There have been several instances where gaming consoles have been used
for criminal purposes, and became sources of incriminating evidence, especially for
child pornography cases. There have been cases where young children were contacted
through messaging services on video game consoles and bribed into sending nude
pictures [1]. In one case, the only evidence of the crime existed on the gaming console
[11]. There have been other cases where gaming logs were used to undermine an alibi
or shed new light on a case [2]. However, despite the multitude of information available
in gaming systems, investigators have difficulty finding and extracting it in a forensically
sound manner. Accessing the contents directly through the console may tamper with the
evidence, and typical digital forensics analysis is difficult due to the differences between
gaming consoles and regular computers. As a result, investigators typically turn to online
forums for advice. They may use community-created tools to view the content, but even
those are unable to unveil everything [2]. Because gaming console forensics is still a
new field, there is much to learn about how data are stored on these systems. The purpose
of this research is to perform preliminary forensics analysis on the Sony PlayStation

© Institute for Computer Sciences, Social Informatics and Telecommunications Engineering 2015
J.I. James and F. Breitinger (Eds.): ICDF2C 2015, LNICST 157, pp. 200–206, 2015.
DOI: 10.1007/978-3-319-25512-5_14



Vita (PS Vita) in order to understand what can be read and accessed using current digital
forensic tools.

2 Device Information

From its release in December 2011 to January 2013, over 4 million PS Vitas have been
sold worldwide [15]. As with most video game consoles, the technical detail about the
operating system and file system of the PS Vita are not publicly released, but various
other information is available. As of 2015, there have been 3 models of the PS Vita. The
first generation consisted of two models: one with 3G and Wi-Fi support, and one with
only Wi-Fi. This research focused on the second generation model, commonly referred
to as the PS Vita Slim. All versions use a removable PS Vita Memory Card, but the Slim
model has 1 GB of internal storage memory, which is only usable if no card is inserted
[17]. In addition to playing games from PS Vita game cards, the PS Vita is also able to
stream games from previous PlayStation consoles and connect to a PlayStation 4 through
Remote Play. Through Remote Play, the PS Vita can be used as a second screen and
controller for the game or can give players the ability to continue to play PlayStation 4
games remotely [10]. PS Vita has proven to be very difficult to mod, as only certain
games on a certain firmware can be exploited, and Sony works quickly to fix known
security exploits [12]. In this research, firmware version 3.36 was running on a new,
unmodified PS Vita Slim.

3 Related Research

As gaming console forensics is relatively new, there are very few papers published on
the subject. Most of the research done in this field is on home gaming consoles rather
than mobile ones, as the hard drives are simpler to remove and image, and while the
effectiveness of traditional forensic analysis is limited, much was learned about these
systems. For example, although they produced new file types, the hard drive of the Xbox
One used NTFS partitions [7], and the file system of the Xbox 360 was based off an
older implementation of the FAT file system. [19], which facilitated analysis of the
extracted data. Sony, however, has taken extra measures to prevent reverse engineering
on the PlayStation 3, so alternative means had to be found to store and access the data
[3]. Some information about the file system of PlayStation Portable, the predecessor of
the PS Vita, was found [9], but much of the technology used has been changed, so it is
unlikely to be the same for the PS Vita. No other research related to PS Vita forensics
could be found. Thus, this research will lay a foundation for future research in PS Vita
forensics.

4 Methodology

Because the hard drive of the PS Vita could not be removed, it was connected directly
to a computer by the USB cable. However, the device could not be detected without the
Content Manager Assistant for PlayStation (CMA). The CMA is an application required
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to enable data transfer between the device and the PC [10]. Therefore, in order to capture
all files on the PS Vita for imaging, the CMA was used to create backups of the system
files, saved data, and application data on the computer. Also, to prevent anything from
accidentally being written onto the PS Vita, a USB software write blocker by DSi was
enabled. This write blocker was tested by attempting to write to another USB device
while active.

4.1 Creating Backup Files

To facilitate isolating events, the actions performed on the PS Vita were split into nine
phases. After each stage, the system was backed up. By default, the CMA creates a new
folder for the backup with a name consisting of the date and time the backup was created.
This name was used to keep track of when each backup was made (Table 1).

Table 1. Actions performed in each phase.

Phase I Initial startup (settings system updates)

Phase II Connect to WiFi and sign in to PlayStation Network account

Phase III Insert memory card and transfer data from internal memory

Phase IV Download Borderlands 2 from PlayStation Store

Phase V Play Borderlands 2 in single player mode locally

Phase VI Play Borderlands 2 in multi player mode online

Phase VII Download Youtube, Facebook, and Skype applications

Phase VIII Perform regular tasks on each application

Phase IX Take pictures and videos with and without location enabled

4.2 Acquiring Images of Backups

In order to analyze the image with multiple forensics tools, the file type of the images
needed to be compatible with the tools. One such file type is the Encase Image File.
However, to create this type of image file using AccessData’s Forensic Toolkit Imager,
the entire drive where the PS Vita backups were located needed to be imaged.

4.3 Analyzing the Images

Five tools were used to analyze the images: The Forensic Toolkit (FTK) Imager v3.4.0.1,
Autopsy v3.1.2, EnCase v7.09.06, Digital Forensic Framework (DFF) v1.3, and Bulk
Extractor v1.5.5. Since it was likely that there would be new and unknown file types in
the backup, it was uncertain what data each tool would be able to extract. Therefore,
multiple tools were used to compare the effectiveness of current digital forensics tools
on the PS Vita files.
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The examinations in this research were run on 64-bit Windows 7 machine, so the
tools selected were those compatible with the machine and widely used by forensic
researchers and professionals. FTK Imager is an important component of the Forensic
Toolkit, which is a highly regarded forensic analysis tool [8], and Autopsy is a popular
open-source tool due to all the modules available [16]. EnCase is a widely accepted tool
in the industry and is used in many investigations [14]. DFF is a relatively new open-
source tool that has gained popularity due to its capabilities and customizability with
modules and scripts [4]. Bulk Extractor has a strong reputation as an open-source
forensic tool capable of data carving [7]. Autopsy, DFF, and Bulk Extractor are all
packages include in the SANS Investigative Forensics Toolkit (SIFT) [5]. SIFT is a
VMware image with multiple open-source forensic tools pre-installed and is widely used
for forensic examinations [14].

4.4 Qualitative Measures

In each tool, after adding the image as an evidence file, we navigated to the folder
containing the backups. Once there, the folder with the final backup from Phase IX was
opened. For each of the files in the backup, several questions were posed, which are
listed in Table 2. The results were later compared with the files from other phases.

Table 2. Set of questions for the Phase IX image.

1. What files are in the backup?

2. What are the sizes of the files?

3. What type are these files?

4. What are the timestamps of the files?

5. What are the contents of each of these files?

6. Does the tool recognize anything in terms of file carving?

5 Results

All four tools were able to find three files in the backup folder:
201501262046-01.psvimg, 201501262046-01.psvinf, and 201501262046-01.psvmd.
All other images contain these files, with the name of the backup it belongs to as their
names. In FTK, another file named $I30 was found as well, which is the Windows NTFS
Index Attribute [5]. In Encase, a file called 201501262046-01.psvimg·Attribute List was
found instead. This file is created by the NTFS and holds the location of attribute records
that do not fit in the MFT record [13].

The tools were also able to find the size of each of these files. The PSVIMG file was
3,483,839,744B, the PSVINF file was 15B, and the PSVMD file was 208B. Additionally,
both Encase and FTK provided the physical size of the files. The sizes of the $I30 file
and $Attribute List file were 4096B and 1760B, respectively.
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In FTK, there is an entry in the metadata table for file type. While $I30 was listed as
an NTFS Index Allocation, the PSV* files were listed as Regular Files. In Encase, the
“File Type” entry for all files, including $Attribute List, was blank. There was also an
entry for “Category”, but it was listed as “Unknown” for $Attribute List and “None” for
the others. Autopsy and DFF did not have an entry for this information.

All three tools indicated the last accessed, created, and last modified timestamps in
each image. All these times matched for each file, after taking into account the time
zone. The PSVIMG file was created first and was last modified a few seconds afterwards.
Then, the PSVINF and PSVMD files were created. The timestamps from DFF were
more detailed. They revealed that the PSVMD files were created before the PSVINF
files by about one ten-thousandth of a second. The $I30 file was created at the same time
as the PSVIMG file and was last modified at the same time as the other two. There were
no timestamps for the $Attribute List file.

In both Autopsy and FTK, the contents of the files could be read in hex and text
format. However, the contents of the PSVIMG and PSVMD files were illegible and are
possibly encrypted. Future tests will be done to calculate the entropy values to determine
if the files are encrypted. The PSVINF file, however, was stored in plaintext, which DFF
recognized as ASCII text, and simply contained the name of the backup it belonged to.
The $I30 file also contained some encrypted data, but it also held the names of the files
in the folder as well as the 8.3 short filenames: 201501~1.PSV, 201501~2.PSV, and
201501~3.PSV.

It was difficult to isolate the backup files from the PS Vita when Bulk Extractor was
used on the image. Instead, the original backup folder was used for this test. Bulk
Extractor was run with all possible scanners, excluding hashdb and sceadan. The
outputted report was empty, except for a file called wordlist.txt. Typically, this file would
contain a list of the “words” that were extracted from the folder, but in this case, the
only word found was the backup name from the PSVINF file. Other than that, no useful
information was found.

6 Conclusion and Future Work

From the results above, much can be learned about the new PSV* file types in each
backup. Very little is known about these files, as the system software used by the PS
Vita is closed source, and most information posted in forums has yet to be confirmed.

For each phase, the PSVINF file simply contained the name of the backup, most
likely for bookkeeping. Since this file type seems more straightforward, most of the
discussion in the community is about the other two types. These files are encrypted [17],
which the results affirm, possibly through the CMA so that the decrypted data can only
be read by the PS Vita that created the backup [18]. The PSVMD files for each phase
are different, but they are all the same size. There is speculation in the community that
this file contains metadata, “MD,” and is stored as an XML file [18]. The PSVIMG file
should then be where all the actual data is stored. In each phase, the size of the PSVIMG
file grew by relatively small amounts. It should be noted that prior to Phase IV, when
Borderlands 2 was downloaded, the backup folders did not include an $Attribute List
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file, probably because there was enough room for the records to be stored in the MFT.
After the game was downloaded, the size of the PSVIMG file grew over 1000 times its
size, from 3,208 KB to 3,423,876 KB.

Although the metadata collected from the tools do not match the extent of the data
stored on the PS Vita, and may not seem to provide sufficient forensic evidence alone,
it can be useful for timelining. At the time the backup was created, the same user would
need to be in possession of the PS Vita and the computer where the backup was stored.
Therefore, actions performed on the PS Vita around that time are most likely done by
the same user. If the identity of the console’s user can be found, so can the identity of
the computer’s user.

The goal of this research was to follow a standard procedure for multiple existing
tools in order to find what information could be extracted from the PS Vita in a foren‐
sically sound manner, and it is clear that these tools provide limited data. Ideally, a
specialized tool will need to be made to properly analyze all the stored data. In order to
create more effective tools, more needs to be learned about the system. For example, in
future research, we can physically take apart the system and attempt to extract unen‐
crypted data directly from the device. Several members in the community have success‐
fully taken apart a PS Vita [6] and have identified what appears to be a JTAG port on
the CPU [18]. Another possibility is to extract the data directly from the PS Vita memory
cards and examine how the data are stored in it. A more challenging direction could be
to reverse engineer the CMA to attempt to decrypt the files found.
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The use of Big Data offers tremendous potential in many fields, including digital
forensics. A typical example of this is the use of Big Data for risk profiling. Big Data
analysis with data mining tools opens the possibilities of finding previously unknown
patterns and relations in the data. Such patterns may be useful to identify individuals, to
reveal networks in which people are involved and to build dossiers on suspects or
potential suspects. This may be useful in solving crime, but it may also be useful in
preventing crime. By using Big Data, characteristics may be discovered indicating
specific risks of individuals committing a crime or getting involved in crime,
identifying situations that may result to crime and addressing groups that may be ‘at
risk’. Whereas in most forensics there is a lack of data or samples, in Big Data contexts
an overload of data exists. This further enables the use of intelligence before a crime
takes place as opposed to the more traditional use of forensics after a crime has taken
place.

Of course, bigger is not always better. Not all types of data are useful for all types of
purposes. But the suggestion that in forensics only data of offenders is required is a
misunderstanding. Typically, in order to detect patterns in deviancies (criminal
behavior), data of normal people and normal situations is required. In other words, in
order to find the ‘exception’, the ‘standard’ has to be known. As a result, risk profiling
in digital forensics often also requires data of people who do not have criminal records
and of people who have not committed a crime.

Obviously, there are also some pitfalls in the use of risk profiling. Because the
results heavily depend on the available data, there may be results that qualify as
self-fulfilling prophecies. For instance, when police forces only collect data in
particular ethnic minority neighborhoods, the risk profiles resulting from data analyses
might show that ethnic minorities are more prone to getting involved in crime, whereas
a broader, richer dataset might reveal different results. Obviously, such mistakes may
also result in stigmatization and discrimination. At the same time, the use of Big Data
in risk profiling may increase the objectiveness of risk profiles. For instance, in cases
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where a particular police officer may have a prejudice, large datasets may prove this
perception is wrong. In such cases, it may be helpful to select surveillance areas and
people to be searched by law enforcement on the basis of risk profiles rather than by the
sole discretion of an individual police officer.

Although there are nowadays many tools that automatically analyze Big Data, such
as data mining tools, there is always the risk of data overload or, to be more specific,
the risk that human intuition provides insufficient insight in the datasets to choose the
right tools for analyses. Data visualization tools may be helpful to counter this.

Another issue is the reliability of data and the resulting risk profiles. Datasets may
contain errors or may be incomplete. Risk profiles may contain false positives (e.g., not
all Muslims with big black beards taking flight lessons are terrorists) and false
negatives (e.g., Muslim terrorists are not the only type of terrorists). However, also in
this case, Big Data may yield better results, enabling filtering out data errors, filling
gaps in datasets and making more precise predictions.

Apart from the ‘garbage-in-garbage-out’ argument for datasets, there are also plenty
of pitfalls in interpreting datasets and data analysis results. For instance, typical errors
may be so-called confirmation bias, i.e., the tendency to search for, interpret or recall
information in a way that confirms beliefs or hypotheses. Another mistake may be that
statistical relations are interpreted as causal relations or illusory correlations, when
people may falsely perceive an association between two events.

Despite these potential pitfalls, there are many benefits of Big Data in forensics.
Adding these benefits the question comes to mind why data cannot be reused more
often. This may be due to potential unwillingness to share data and to economic,
technological, ethical and legal restrictions. In this paper we focus on data protection
law. The current European legal framework for personal data protection is based on the
idea that there are limits to the collection of personal data (the so-called collection
limitation principle), that data controllers collect data only for purposes specified in
advance (the so-called purpose specification principle) and that the data collected are
only used for those purposes specified (the so-called use limitation principle).
Particularly the use limitation principle is relevant in data recycling, since it intends to
prevent function creep. The idea behind this principle is obviously to set expectations,
especially for data subjects, who have to decide whether or not to provide their personal
data in specific contexts and when consenting to the ways in which their personal data
may be used.

Data reuse may be widened by renewing models for informed consent. Within the
current legal framework, personal data may be anonymized to allow broader use or data
subjects may be asked for their consent regarding data reuse. Current practice is to
formulate the purposes for data use in very broad ways, encompassing many different
types of data use, making consent for data reuse unnecessary. However, limited
transparency about the ways in which data are used may be the result. Another
approach may be to change the current legislation so that data reuse in some contexts is
allowed without bothering data subjects with frequent requests for consent of data
reuse. Obviously the question here is when data reuse is close enough to the original
consent to assume implicit consent for data reuse and when data reuse should be
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consented to explicitly. These are just some of the directions in which new solutions
can be sought.

This project on modeling the European data economy (EUDECO) is funded by the
Research and Innovation Framework Program Horizon 2020 of the European
Commission (Grant Agreement No. 645244). The project will assist European
science and industry in understanding and exploiting the potentials of data reuse in the
context of Big Data and open data, including cloud computing.
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Abstract. Apple Mac devices, which are increasing in global usage, are more likely
to be encountered during a digital investigation and may contain digital evidence.
Unlike other devices, Apple devices have unique interfaces and operating systems.
For such reasons, digital investigators may have difficulty when they attempt
acquire digital evidence from such devices. Further, few reliability research on
acquisition method fromApple devices have been conducted. Further verification of
the reliability of acquisition methods are needed to supplement existing Apple Mac
Device acquisition procedures. This paper describes an acquisition method for
volatile and non-volatile data on an Apple Mac device that includes the verification
of the reliability of the acquisition method.

Keywords: Apple Mac Device � OS X � Acquisition � Reliability � Digital
Forensics

1 Introduction

Apple Mac Device is product which globally used. Mac Device uses unique interface
and operating system such as OS X, FireWire, and Thunderbolt. These things can be
hard to investigate at Mac Device.

This paper classifies evidence acquisition methods according to volatility of
evidence (volatile and non-volatile) to make generally reliable evidence acquisition
procedure. And this paper describes an existing research about each evidence types.
Volatile data acquisition section describes methods about dumping physical memory at
PC of investigation and acquisition data by using operating system command.
Non-volatile data acquisition section describes method about storage imaging. And we
describe limitations of each method and verify reliability through experiments.

2 Related Work

Evidence acquisition methods of Apple Mac Device have been conducted in most
part. But there is no a reliability research about each acquisition methods. To acquire
Volatile data, acquisition methods that dump physical memory at outside has been used
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through DMA vulnerability of hardware interface [1]. Pyfw library which use DMA
vulnerability of FireWire is opened [2]. And physical memory acquisition research
which adopted DMA vulnerability conducted at OS X Lion [3]. Acquisition method
which execute on Host PC has been researched by using KVM (Kernel Virtual
Memory) [4]. And research which extracts major data from acquired physical memory
conducted [5]. Acquisition methods about non-volatile data of Mac Device are
conducted Macintosh imaging [6].

3 Acquisition Method and Reliability Verification

Target is Volatile data and Non-volatile data. To acquire volatile data, an investigator
must dump physical memory and acquire information through system command. For
acquisition physical memory, investigator use FireWire. And they use acquisition
software on Host PC. If investigator can’t access directly physical memory, they use
sleep image or system command. To acquire Non-volatile data, they do storage
imaging. These methods are storage separation, using bootable OS, and Target Disk
Mode.

Acquisition method with Inception makes kernel panic before 4GiB of physical
memory. Thus, we get 3GiB*3.5GiB physical memory which is below 4GiB of
specification. And OSXPmem do normal action on Yosemite (OS X 10.10). And we
find Inception minimally affect physical memory during acquisition process of physical
memory.

We compare results of MD5 Hash about storage separation, bootable OS, and target
disk mode. And we find 3methods can reserve integrity of evidence. But if investigator
don’t use Write Blocker at target disk mode, evidence can be changed at allocation,
catalog, volume header, and alternate volume header. Lastly, we find Bootable OS is
the fastest method.

4 Conclusion

This paper describes an existing Mac Device evidence acquisition method which
classify by volatile characteristic of evidence. And we experiment about reliability of
each method. This paper can be used by investigator as standard guide-line when they
does digital forensics about general Mac Device.
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Abstract. Amcache.hve is a registry hive file related to the Program
Compatibility Assistant, which stores the execution information of application
software. Amcache.hve records the execution path of executable files and the
time they are first executed. The utility can also be used to estimate when they
were first installed and when they were deleted. Using these features, Amcache.
hve can be used to draw up overall timelines of application use when used with
the Prefetch and Iconcache.db files. Amcache.hve is an important utility for
tracking the activities of anti-forensic programs, portable programs, and external
storage devices. This paper illustrates the features of Amcache.hve and how it is
used in digital forensics, such as when estimating application deletion times.

Keywords: Digital forensics � Amcache.hve � User behavior

1 Introduction

In digital forensic investigation, tracing application execution history is vital.
Examining the execution history of applications enables detection of the use of
anti-forensic techniques, and a determination of criminal intent.

In order to trace execution history, one can analyze Prefetch files or Iconcache.db
files. Analyzing Prefetch files is limited to the number of Prefetch files available, 128
[1]. Analyzing Iconcache.db files is also limited in that it cannot supply application
execution times [2]. On the other hand, analyzing Amcache.hve overcomes the
limitations of the Prefetch and Iconcache.db files. It enables analysts to draw up general
application execution timelines. It can also trace anti-forensic application use, even
when portable applications have been used.

Currently, analysis of Amcache.hve is nonexistent except in Yogesh Katri’s
personal blog. The blog explains the recording in Amcache.hve of application first
execution times, execution paths, SHA-l hash values, product names, and file versions
[3]. This paper suggests how it could be used in digital forensics.
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2 Methods for Utilization in Digital Forensics

Amcache.hve is a registry hive file, and “Last Written Time” is saved on each
executable file key. This timestamp is created when the executable files are executed
for the first time. It is only created upon initial execution and cannot be changed after.
Using this feature, the first execution time of the file can be checked.

In the case of package applications, particularly installation files that are installed in
the control panel for example, many executable files are tied into a package, allowing
the first execution time of each executable to be checked. What the first execution time
of each executable file means is described below, using the BCWipe program as an
example.

1. bcwipeSetup.exe: install time (“Created Timestamp”: this corresponds to the time
the exe file was created by being downloaded from internet or copied from an
external drive)

2. BCWipe.exe: the first execution time
3. BCUnInstall.exe: deletion time

This will allow us to identify time information regarding the creation, installation
and deletion of the BCWipe program.

In addition, it can trace anti-forensic programs and portable program execution
histories, through file paths.

3 Conclusion

Amcache.hve, which is a new artifact in Windows 8, holds varied application
information, particularly time information, which is especially important in digital
forensic investigations.

Utilizing Amcache.hve in conjunction with the Prefetch and IconCache.db file
allows the drawing up of an overall timeline of application execution, confirming initial
installation time, how many times and the last time of execution, deletion time and
even the number of installations. Moreover, analyzing Amcache.hve can allow the
identification of traces of even portable programs, which are commonly employed to
hinder forensic investigation. Therefore, Amcache.hve can be very useful in digital
forensic investigations.
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