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Preface

This book was written to teach someone about all the areas of mobile device forensics,
which include topics from the legal, technical, academic, and social aspects of the disci-
pline. It is hoped that the reader will now have an idea how to use a variety of digital
forensic tools to examine flash drives, cell phones, PDAs, digital cameras, and netbooks.
It is also hoped that the reader will understand the differences between a corporate inves-
tigation and a criminal investigation as well as some of the issues regarding privacy and
the Fourth Amendment. The book ends with a discussion of the education and certifica-
tions that one needs for many possible careers in mobile device forensics.
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associated with. This is an academic book that explores ideas, mobile device forensic
techniques, and tools. This book is not a forensic manual or a legal manual. Dr. Doherty
is not endorsing any products and was not paid to endorse any products. One should
consult their organization’s general counsel and follow the policies of the organization
before attempting anything from the book.
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CHAPTER 1

The Cell Phone

THE CELL PHONE IS INVENTED

The telephone is the ancestor of the cell phone, so it is advisable to first learn something
about the history of the telephone. The telephone was invented in 1876 by Alexander
Graham Bell. In 1877, President Rutherford B. Hayes had a telephone installed in the
White House. By 1878, there was a commercial telephone exchange in New Haven,
Connecticut with 21 subscribers and 8 landlines [1]. People could then make and receive
calls with the limited number of people who had a telephone. The telephone then grew in
popularity as millions of people worldwide became subscribers. One serious complaint
about the telephone was that one had to be within earshot of the bell ringer to hear and
answer a call.

People then told the telephone company that they wanted a phone that they could
take with them and not be tethered to a wire. One example of a profession of people who
needed wireless telephones was the private detectives, known as the P.I. The P.I. often
needed to interview people in the field as well as collect documents from the local court
house. They also needed to be in touch with people for frequent updates about leads in
existing investigations. Having to be at prespecified times and locations to receive calls
made their work inefficient and lowered productivity. As other professions voiced a need
for a portable telephone system, a wireless phone then became a research and develop-
ment goal of the telephone companies. Bell Research Labs and Motorola both had
research and development initiatives to invent a wireless telephone which could connect
to the existing telephone networks. In 1973, Dr. Martin Cooper of Motorola invented the
first modern wireless telephone. The patent number for the telephone was 3,906,166 [2].
The first wireless phone call is reported as being from Dr. Cooper to his rival Joel Engel
at Bell Research Labs [3]. This wireless telephone system used analog signaling just as
the landline telephone did, but Dr. Copper is still generally considered the father of the
modern cell phone. Dr. Cooper’s first phone was the analog Motorola Dyna-Tac. This
phone weighed approximately two and a half pounds and sold for about US$4000.

Five years after Dr. Cooper filed for his patent, there were many customers in Chicago.
The early analog cell phone networks that existed soon reached maximum caller capac-
ity, so capacity was increased by switching to digital networks [3]. Analog signals have a
large range of values while digital signals are either a one or a zero. Digital signals are
simple because a value is either one or zero and then error correcting codes can be embed-
ded in the signal thus increasing the accuracy of the transmission and sound quality. An
example of an analog protocol used on early wireless telephones is known as frequency
distributed multiplexing (FDM) where the signal is distributed along a wide bandwidth



2 Digital Forensics for Handheld Devices

[3]. Two examples of digital protocols commonly found on older cell phones are the col-
lision detection multiple access (CDMA) and the time division multiple access (TDMA).
The 800 MHz band was used for the original cell phone services. However, some old cell
phones with TDMA and CDMA protocols have an analog mode which makes them com-
patible with old networks in certain parts of the world where digital modes are not
available.

Another motivation for learning such material about digital protocols can also be
made to appear more credible in court. If an investigator ever testifies as an expert wit-
ness, also known as an expert, he or she may be asked technical details about the first
calls and the protocols used. This can happen during a process known as “Voir Dire”
where an expert is questioned to determine his or her ability to be an expert [4]. If an
expert does not know who made the first cell phone call and when it took place, the
opposing counsel might use that simple omission of knowledge to decrease the credibility
of the expert witness. It would also be advisable to understand a few of the common
protocols and memorize their definitions for the same reason.

In 1999, the United Nations Secretary General Kofi Annan said to the International
Telecommunication Union that “half the world’s people have never made or received a
telephone call” [5]. Fast forward in time, 11 years to 2011, and see how that has changed.

“The planet has 6.9 billion people alive, from babies to great grandparents. Now
there is an active mobile phone subscription for 75% of them” [6]. That means that they
rent or own a cell phone. That means that three out of four people on the planet use a cell
phone as part of their activities of daily living, and some of these people commit crimes,
which means a significant number of cell phones may hold some evidence related to a
crime. Two examples of such evidence might be some people who called accomplices
before a robbery or others who used camera phones to take pictures of a contracted kill-
ing to give proof to a client. It is important to consider that a tremendous number of
people worldwide have cell phones and law enforcement may need to examine them as
part of a lawful investigation.

In 2011, there are some unofficial estimates that perhaps two thirds of humanity may
have a cell phone. Many of these modern cell phones also support the use of the follow-
ing: email, web surfing, picture taking, video creation, short message service (SMS) text
messaging, and phoning people. In this chapter, we will learn about the history of the cell
phone, some examples of cell operating systems, some criminal activities that the cell
phone may be party to, and then learn how to examine the cell phone. There are a variety
of tools that can be used to examine cell phones from around the world. In this chapter,
we will survey some cell phone forensic tools, discuss an examination machine, and learn
about some precautions to take for high-profile investigations.

CELL PHONE MODELS AND CELL PHONE MUSEUMS

There are a number of museums and associations where one can see both old and new cell
phones. These places also contain numerous resources to learn about the various models
that exist. It is important to know about old cell phones because some criminals may
specifically choose and utilize them with the rationale that investigators will be unfamil-
iar with old technology. There is a museum in South Korea that has a very extensive col-
lection of both antique and modern telephones, including cell phones from all over the
world. The privately owned museum and its director Lee Byeong-Cheol was featured in
the Korean Times [7].
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The Infoage Science/History Learning Center in Wall, New Jersey has many exhibits
that enable the visitor to peruse the history and exhibits of the telephone and other
branches of telecommunication. Some of the volunteer tour guides there have retired
from the telecommunication industry and can discuss some technical aspects of the tra-
ditional telephone networks as well as the newer cell phone networks. Some academics
say that it is important to understand the history of the telephone since the cell phone is
an offshoot of the land-based telephone.

If one cannot make a visit to Wall, New Jersey, there is also the virtual telecommu-
nication museum which is online and has various topics related to telephony [8]. This
museum is convenient because it is online and does not have to be visited in person. There
are also references on the website which is important for validating certain facts and also
allows the viewer to seek additional knowledge. Al’s Cell Phone Museum is also another
online museum that offers close-up pictures of many models [9].

There is also another value for cell phone museums which may be less obvious to the
reader. Suppose there is an old model of a rare cell phone that is seized from a suspect.
The cell phone may be damaged by the suspect upon surrender. Cell phone forensic tools
may not be usable on the phone in its present condition. It may be necessary to contact
the museum and ask for another phone of the same type. Then internal storage areas may
be swapped so that the device can be powered on and examined. This is not an ideal situ-
ation because the examiner wishes to preserve evidence as much as possible. However, if
the situation and motivations for such actions are documented, then it should most likely
be acceptable for investigation purposes.

I once assisted the Morris County Prosecutor’s Office with a cell phone investigation.
The cell phone was damaged; it appeared that the suspect had taken a tool such as a
screwdriver and damaged the port where the USB cable connects between the cell phone
and the computer. I suggested that it might be necessary to contact someone with a cell
phone museum to swap parts of the cell phone with another phone of the same model so
that an acquisition could be done. The detective told me that some suspects might have a
tool such as a small screw driver in the front seat of the car and may damage the USB port
before surrendering a cell phone to law enforcement. The detective said that the suspect
had a pail of water on the front seat of the car and some phones were dropped in it. Water
damages electronics.

Many of the museums may also be used as a teaching tool to show students the pro-
gression of technologies such as the cell phone and to demonstrate concepts such as Moore’s
law. Moore’s law states that the number of transistors in a chip doubles every 18 months.
This trend allows significant gains in processing power which in turn enables cell phones
to do many of the things that were previously reserved for computers such as email, web
surfing, and video conferencing. The student who studies cell phone forensics and views
the museums should easily discover for themselves that lifelong learning is unavoidable.

The Spy Museum in Washington, DC, is not a cell phone museum but does have a
large collection of devices on display that have secondary purposes. There is an umbrella
with a dart gun in it and some innocuous-looking devices with small-caliber hand guns
in them. It is also good to know that some devices appear to be cell phones but covertly
hold a taser—stun gun. Other cell phones have a small-caliber gun in them. There is a
video on YouTube showing a cell phone that is also a four-shot gun [10]. Since cell phones
are owned by 3/5 of humanity and do not create any case for alarm, they are often used
to hold a number of other items which may include cigarettes, explosives, drugs, and
many other items. This is why people have to have their cell phone x-rayed at the airport
before getting on a plane or visiting many federal buildings, including the White House.
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CELL PHONE PROTOCOLS AND OPERATING SYSTEMS

The cell phone originally was a simple telecommunication device that was only used to
make calls. The operating system was originally an embedded system with a simple inter-
face that allowed people to conveniently operate the hardware, namely the phone’s key-
pad, to make or receive calls. From the time the cell phone was invented until the early
1990s, it was only for making and receiving calls. Phones such as the Motorola D520 that
was announced in 1998 were part of a widely accepted trend of new cell phones that
allowed for SMS messages. The operating systems had to become more complex as con-
sumers now wished to synchronize their computers and their cell phones to update large
phone books with points of contacts for both calling and sending SMS messages.

In the early 2000s, there were many sophisticated cell phone operating systems for
phones such as the Microsoft CE versions, Palm OS, Android, Symbian, Apple’s iOS, and
others. These phones acted like small computers and each their own following of people
who used software development kits (SDKs) to create applications. By 2011, some foren-
sic tools such as Mobil Edit divided smartphone operating systems into the following
groups: Apple, Blackberry, Android, and Windows 6.5. However, this is not a complete
list because there is the Symbian operating system which is used on smartphones all over
the world. Other cell phones might have the Palm operating system which has been
around since 1996 when it was first introduced on personal digital assistants (PDAs).

Many cell phone forensic practitioners and students have noticed that the cell phone
has become a small handheld computer with the ability to send and receive email, surf the
web, watch movies, and do many activities that they could only do previously on their
desktop computer. There is an operating systems concept called “feature migration”
which means that the capabilities of large computers move to mid-sized computers over
time and then eventually to handheld devices [11]. If one wishes to know what trends will
eventually evolve on handheld devices, one needs to look at the operating systems and
activities of large powerful desktop systems. The sixth edition of Operating Systems by
Siberschatz, Galvin, and Gagne is an excellent source for gaining more understanding of
feature migration as well as the theoretical aspects of how small-scale and large-scale
operating systems work.

If one reads the user agreements that accompany mobile devices, it appears that
legally replacing operating systems with newer ones is not possible. This could be the
reason why so many people frequently purchase new cell phones and mobile devices
with newer operating systems. It is also generally well known that older operating
systems offer less protection than new ones because hackers and others learn and pub-
lish online the vulnerabilities of older operating systems. Preston Gralla, a writer of a
book on malware, says that keeping your operating system, applications, and security
software updated increases security [12]. Preston Gralla mentions one cell phone virus
in his book, but in 2011, it is generally well known and highly publicized that there
are over 1000 viruses and/or strains on cell phones and smartphones. Viruses were
once something only computer users worried about, but now they have migrated to
cell phones.

CELL PHONE OPERATING SYSTEMS: FINDING THE ESN AND IMEI

If one navigates through the cell phone operating system, there is always a subsection
about system hardware models, device serial numbers, electronic serial numbers (ESNs),
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IMEI numbers, and the version of the operating system one is using. In Windows Mobile
6.0, it is easy to get to the name, address, phone, and email of the owner. Just go to set-
tings, owner information, and the details appear. If an examiner wishes to get the device
serial number, go to settings, system, identity, and advanced details. It is very important
for anyone interested in cell phone forensics to learn about the ESN. The ESN is a unique
identifier that the manufacturer of the cell phone embeds in it. Each time a person makes
a call, a signal is transmitted and is picked up by a cell phone tower that provides support
for that phone. A mobile switching office can check the ESN and any other data embed-
ded in the signal associated with that phone number against a network database to see if
it is valid and part of the network. If the data is correct, then the call is allowed to pro-
ceed through the telecommunication network and also logged for billing. The call may
also be routed through other networks in other countries if it is an international call
where someone may answer it.

The IMEI is the international mobile electronic identifier. It is 15 digits long and
numeric. It includes numbers 0-9 and does not use the hexadecimal number system.
Some dual-SIM cell phones such as the SciPhone have two different IMEI numbers in the
phone. The IMEI is found in GSM phones and is used worldwide to help prevent cell
phone fraud and theft of service to the cell phone service provider. The IMEI also has a
bar code next to the 15-digit number. If a person scratches out the IMEI and bar code to
avoid identification, it is possible that enough of a bar code is left to scan. If one does not
have a bar code scanner, an investigator may bring the cell phone to the library and ask
the librarian to scan it where they scan library cards. Most modern supermarkets also
have a bar code reader at the checkout counter where one should be able to see the results.

The IMEI is found by removing the cell phone’s plastic back cover and battery. In
New Jersey, some municipal law enforcement officers who are continuing education stu-
dents have told me in an academic setting that if they wish to obtain the IMEI number
without the consent of the suspect, a search warrant is needed to remove the back plastic
cover from the cell phone. This was because the IMEI is not in plain view and the phone
is considered a closed container. The Fourth Amendment protects U.S. citizens from
unreasonable search and seizure. The same is true about a SIM card inside a phone.
However, since I am not a lawyer or legal authority, it is best to check with your state’s
Attorney General’s Office.

The SIM is an acronym for the subscriber information module found within the cell
phone. It contains the information about the phone subscriber, the cell phone number,
and a code that lets them use the cell phone network. SIMs can often be taken out of one
cell phone and put in another. The second cell phone can often be powered on and used
almost immediately. I performed an experiment with a vintage Blackberry model 6230
that had an LCD monochrome screen and a newer Blackberry model 7290 with a color
screen. I took the SIM out of the first phone, placed it in the second phone, and then
successfully placed a call to a colleague. The SIM was needed to make the call and the
IMEI or the ESN was sent to the network too. It may be possible for a law enforcement
officer with a subpoena to get the information about the call that was placed. It may also
be possible for the law enforcement officer to know which phone was used to place a call
if the telecommunication provider keeps information about the ESN that is embedded in
the signals.

There are logs that the service providers keep about calls which may prove important
in certain cases. In the United States, telecommunication service providers are required to
assist law enforcement officers in lawful investigations where a search warrant was issued.
The United States Federal Legislation is known as CALEA and became effective in 1994.
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It was passed for matters of national security as codified at 47 United States Code (U.S.C.)
§§ 1001-1002.

Bryan Miller wrote an article for the New York Times on July 20, 1995 about phone
cloning and being vulnerable at chokepoints such as the airports and near the George
Washington Bridge in New Jersey. One possible way that the phone cloning can happen
is if people would park a car on the side of a road near crowded chokepoints such as a
place where highways would converge to one wide area with toll booths. The George
Washington Bridge is a crowded place at any time, day or night, as cars pass to or from
New York City. Phone cloners are people who may work as part of a ring. One person
might sit in a car with a wireless sniffer and collect mobile identifier numbers (MINSs),
ESNs, and possibly subscriber names. This person might get so many pieces of data with
the sniffer that a laptop is needed to organize and create records in a spreadsheet for each
caller that was eavesdropped on.

Policemen have told me that when phone cloning goes on, the person with the spread-
sheet would later sell the spreadsheet to another person. That second party would create
SIM cards with the stolen information and configure the phones to have the same ESN.
These phones were then sold to people to make expensive out-of-country calls. The owner
of the real original SIM card was the one who was billed. This activity was illegal and
once common in New Jersey until the New Jersey State Police ran a successful campaign
to stop it.

There is another interesting discussion of an illegal cell phone exchange racket in
India [13]. Phones were being cloned for making calls between India and Dubai [13].
Cloning is when the real cell phone number of a person and the cell phone’s ESN or the
ESN is put on another phone and then the real owner gets the bills for the calls [13].

CELL PHONE OPERATING SYSTEMS AND PROTOCOLS:
SYNCHRONIZATION

When people speak of cell phone synchronization, they could mean two things. The first
meaning could be to make sure that the files in the desktop computer are the same as the
ones in the cell phone. Many people add contacts to their address book and wish the lat-
est copy of the address book to be the same on both the desktop and the cell phone. Many
people synchronize their cell phone with their desktop at the end of a workday and put
all the latest pictures, address books, and documents on the desktop with all the changes.
The second type of synchronization has to do with updating the time and date of the cell
phone with the present time zone one is in. An example of this type of synchronization
would be if someone drove through Eastern Indiana to Western Indiana where the time
zone changes from Eastern Standard Time (EST) to Central Time (CT). The following
paragraph will discuss a real example of this time and date synchronization.

Some cell phones such as the Blackberry Bold 9700 came preconfigured to synchro-
nize with the time and date of the locality where it is. The date and time is checked
against the network and if there is a difference between the phone and the network, the
operating system loads the date and time from the local telecommunication network.
Consider this example: if one flew from Japan to New York and the flight only took 11
hours due to a tailwind, the cell phone will go back in time 1 hour as soon as the cell
phone is powered back on in New York.

Some cell phones such as the Blackberry Curve will often need to be manually
reconfigured when time zones are crossed because they do not update automatically.
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Name Date Type Size Date created Date modified

1. Roebling 8/19/20101:38 AM  File folder 8/19/2010 1:38 AM 8/19/2010 1:38 AM
7] checksums 10/12/20109:30 PM  Message D... 1KB 10/12/2010 9:30 PM 10/12/2010 9:30 PM
™ IMG00001-20100827... 8/27/20101:28PM  JPG File 272 KB 8/30/2010 9:41 PM 8/27/2010 11:28 AM
™ IMG00002-20100827... 8/27/20101:28PM  JPG File 272 KB 8/30/2010 9:41 PM 8/27/2010 11:28 AM
™ IMG00028-20100317... 3/17/20101:39 PM  JPG File 357 KB 8/19/20101:38 AM 3/17/2010 11:39 AM
™ IMG00029-20100317... 3/17/2010 4:39 PM  JPG File 336 KB 8/19/2010 1:38 AM 3/17/2010 2:39 PM
™ IMG00030-20100317...  3/17/2010 4:39 PM  JPG File 150 KB 8/19/2010 1:38 AM 3/17/2010 2:41 PM
™ IMG00031-20100317... 3/17/2010 4:41 PM  JPG File 191 KB 8/19/2010 1:38 AM 4/7/2010 10:50 P
™ IMG00033-20100321... 3/21/2010 4:53PM  JPG File 532KB 8/19/2010 1:38 AM 3/21/2010 2:54 PM
™ IMG00034-20100321... 3/21/2010 4:54 PM  JPG File 500 KB 8/19/2010 1:38 AM 3/21/2010 2:54 PM
™ IMG00035-20100327...  3/27/2010 4:27 PM  JPG File 437KB  8/19/2010 1:38 AM 3/27/2010 2:27 P
™ IMG00036-20100402...  4/2/2010 1:34 PM JPG File 378 KB  8/19/2010 1:38 AM 4/2/201012:34 PM
™ IMG00037-20100402...  4/2/2010 5:24 PM JPG File 218 KB  8/19/20101:38 AM 4/2/2010 4:25 PV
™ IMG00038-20100402...  4/2/2010 5:25 PM JPG File 218 KB  8/19/2010 1:38 AM 4/2/2010 4:25 PV
™ IMG00039-20100403...  4/2/2010 5:25 PM JPG File 187 KB  8/19/2010 1:38 AM 4/3/2010 9:20 AM
™ IMG00040-20100403...  4/3/2010 2:43 PM JPG File 314 KB 8/19/20101:38 AM 4/3/2010 1:50 PM
™ IMG00041-20100403...  4/3/2010 2:53 PM JPG File 340 KB 8/19/2010 1:38 AM 4/3/2010 1:53 PM
™ IMGUUV43-20100403...  4/3/2010 3:01 PM JPG Hile 3/6 KB 8/19/2010 1:38 AM 4/3/2010 2:02 PV
™ IMG00044-20100403...  4/3/2010 3:02 PM JPG File 365KB  8/19/20101:38 AM 4/3/2010 2:03 PM

FIGURE 1.1 The date and time stamps on Blackberry Bold 9700 cell phone pictures.

The question of automatic date and time updating becomes important to the investigator
because files and logs have time stamps. Files have a creation time and date as well as a
modification time and date (see Figure 1.1). If someone is a suspect in a harassment
investigation, does the time and date of certain activities coordinate with the events on
the phone? Fortunately many cell phone investigative tools give the current date time of
the acquisition and the date and time on the cell phone. Many of the cell phone tools
such as Susteen Secure view show the MDS$ hash values for the files in addition to the
date and time. If one seized the system files from the cell phone and compared the MDS$
hash files with the known correct MDS5 hash values of the operating system for that
phone, one could find possible tampered files from malware.

CELL PHONE DIFFERENCES WORLDWIDE

It is generally known that European cell phones are approximately 6 months ahead of
American cell phones in terms of storage capacity, features, and in the number of mega-
pixels on the digital camera. The cell phones in South Korea, Japan, and Hong Kong are
generally considered to be 1 year ahead of those in the United States. To illustrate an
example of this advancement concept, please consider this example that William Bulkeley,
a writer for the Wall Street Journal, gave on February 8, 2007 [14]. Ten megapixel cam-
eras were for sale in Europe and Asia while only 3.2 megapixel cameras were available in
the United States. The problem with cell phones with advanced hardware is that they
often contain newer versions of operating systems than American cell phones. Newer
foreign phones most often cannot be examined by most of the state of the art cell phone
forensics software available in the United States.

I addressed this concern with cell phone forensic tool vendors and law enforcement
officials at the September 2010, High Tech Crimes Investigation Association Conference
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(HTCIA) in Atlanta, Georgia. People whom I spoke to from the law enforcement community
expressed concern that their present cell phone investigative tools could not allow them to
investigate new models of foreign phones. This could be a problem if there is a need to
search a cell phone in a timely manner. The phone would need to be sent to a Regional
Computer Forensic Laboratory, known as an RCFL. A case manager would then interview
the officer about the case and assign it a priority. If there were other many high-priority
cases, then the phone could not be examined in a timely manner, thus allowing the chance
for the recovery of digital evidence to be lost.

Mobil Edit was one tool that was displayed at the 2010 HTCIA conference in Atlanta
that provided support for a range of foreign phones. Many digital device investigators
said that they would like to see their present forensic software vendors also include sup-
port for foreign phones. They told me that the support would be best provided in an
upgrade of their present forensic software because limited budgets often prevent them
from purchasing additional tools.

Many of the foreign phones with larger-capacity storage take longer periods of time
to examine because there is more material to examine. With more processing power,
higher-resolution screens, increased storage, and more available bandwidth, people are
surfing the net, creating and sending video, making phone calls, and sending as well as
receiving email. This volume of digital media becomes an increased burden on the exam-
iner. Since the certified computer examiner’s (CCE) time is expensive, many law offices
just ask the CCE to image the phone and pass the image of the cell phone to a paralegal
to examine and then create a report on it.

Imaging is a term that means to copy all allocated and unallocated parts of storage.
Solomon, Barett, and Broom, three authorities on digital forensics, also refer to the image
as a forensic duplicate [15]. The forensic duplicate starts at byte zero and goes to the last
byte of the storage device. The duplicate or image contains parts of files, parts of sessions,
and many pieces of important forensic evidence that can help the CCE get a clearer
understanding of the case and create a report. An image is different than a backup because
a backup only includes files that are presently listed in the file allocation table. A backup
does not include existing files that were marked for deletion.

Many law offices that were using paralegals rather than CCEs to save expenses
also found that the volume of material to sift through was still too voluminous. This also
made the use of paralegals too expensive. Now, many law firms have resorted to hiring
document readers who may have little legal training. This becomes a problem because they
may miss some pertinent evidence because of their limited training and knowledge of law.
However, who can manually read all these documents, emails, watch the videos, and
completely report on all relevant items in the phone? Now there is expensive e-discovery
software that organizes the contents of an acquisition, produces charts of associations,
and helps sift through the enormous amount of material. E-discovery tools can help save
time and labor but since e-discovery tools are very expensive, there are some who feel that
the number of law firms or private investigators that can perform large-scale quality digi-
tal forensics investigations will dwindle to a few large companies with deep pockets.

CELL PHONE DIFFERENCES WORLDWIDE: VARIOUS BANDS

Some people use the term “tri-band” with regard to various types of cell phones. Tri-band
means that the cell phone uses three very different sets of frequencies. The reason that
every country does not use the same frequency is due to different parts of the world using
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different frequencies for television, radio, aircraft, and cell phones. A band plan for a
country may show what frequencies are used for aircraft, cell phones, and other broad-
casts. The band plan may also show acronyms such as GHz or MHz so it is important to
first obtain the electromagnetic spectrum to learn what signal frequencies are micro-
waves, VHF, AM, FM, shortwave, radar, x-ray, infrared, and ultraviolet light. The elec-
tromagnetic spectrum gives one an idea what type of signals exist and how they are
classified. Shortley and Williams have an easy-to-read electromagnetic spectrum chart in
their book Principles of College Physics.

The cell phone networks use not only different frequencies but also different proto-
cols such as GSM or CDMA. It is advisable for the student of cell phone forensics to start
his or her education by looking at some cell phones that are in use in his or her locality
and learning what frequencies and protocols are used there. Some computer science stu-
dents who attended Fairleigh Dickinson University in 2003 were from Hong Kong and
had what was known as tri-band phones. These cell phones could be used in Hong Kong,
the United States, and in the United Kingdom. These phones were a necessity for students
who often flew to these countries to visit relatives, go to school, or assist in their family’s
international business.

This paragraph will illustrate a real example of a quad-band phone that utilizes four
bands. In 2010, the quad-band cell phone such as the SciPhone mode i68++ became
popular on eBay. It is made in China and sells for approximately US$50. It uses a GSM
quad-band protocol which includes the 850, 900, 1800, and 1900 MHz frequencies. The
interesting concept about frequencies is that the higher the frequency, the shorter the
wavelength. Low frequencies have longer wavelengths. The shorter waves do not travel as
far as the long waves. Wave propagation is the term used with how far a wave travels.
Jerry Wilson, a writer of a physics book, describes the mathematical equation that
explains frequency and wavelength as [16].

Speed of light/frequency = wavelength

Cell phones that utilize higher frequencies must use more power than cell phones
that operate on lower frequencies, or there must be cell phone towers and repeaters in
closer proximity to retransmit the signal. Shannon’s law of information basically states
that the higher the frequency, the more the bandwidth, and the more information that
can be sent. Higher frequencies are often preferred for cell phones with high-resolution
digital cameras where high-bandwidth video needs to be sent. Newton’s Telecom
Dictionary says that Shannon’s law is “a theorem defining the theoretical maximum at
which error free transmission can be transmitted over a bandwidth limited channel in
the presence of noise” [17]. Newton’s Telecom Dictionary states that the theorem works
out to approximately 10 bits per hertz in analog circuits [17]. However, in 2011 there are
many ways of getting more information on a signal such as using digital circuits and
quadra angle signaling. For more information on signaling, frequency, and bandwidth,
Roger Freeman’s Fundamentals of Telecommunication would be a good source of fur-
ther information [18].

A cell phone examiner should be able to Google search the brand and model of a
phone to see the protocols of that cell phone and learn which geographic regions utilize
that protocol. Can a cell phone that utilizes certain protocols and frequencies make a call
in the area where the alleged threat took place? If a person has a vintage monoband
American cell phone that uses TDMA, it probably should be ruled out as a possible phone
that was used to make a threatening call in the United Kingdom in 2011.
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The terms “MHz,” “KHz,” and “GHz” are often used without much explanation.
A hertz or cycle is a sine wave. A series of 1000 cycles is a kilocycle or now what is com-
monly referred to as a kilohertz. It is based on 10 multiplied by 10 multiplied by 10. It is
different than a kilobyte which is 2 to the 10th power which is 1024. A MHz is also
based on the power of 10 and not 2. A million hertz or MHz is a million cycles whereas
a megabyte (MB) is more than one million bytes. An MB is 1,048,576 bytes or 2 to the
20th power. Shortley and Williams give advanced explanations of signaling and may be
useful for the cell phone investigator who needs to understand the physics behind the
technology [19].

Many cell phones have very high-quality miniature microphones. The digital signal
also allows a high fidelity of audio to be transmitted across the phone networks as com-
pared to analog circuits. That is why the cell phone is being used as an electronic listening
device by stalkers. There are numerous news stories of cell phone stalking victims that are
available on the Internet, which are worth watching to learn about the extent these
devices can be used to frighten people. For those unfamiliar with the case, certain family
members would often receive calls on the cell phone commenting on clothes they wore or
activities that they were involved in. The specificity of the comments showed they were
being watched.

The mechanics of this stalking will be explained now for the purpose of educating
cell phone forensic examiners. A person may download spytones for the cell phone
because they do not ring. Then he or she would set the phone to autoanswer and hands-
free calling. This allows the phone to be called and used as an electronic eavesdropping
device to covertly collect video and audio. A cell phone investigator should also consider
the time, date, call logs, frequencies used, and the nature of the case to determine if the
phone was also unknowingly used for stalking someone or spying on them.

CELL PHONE INTERNAL AND EXTERNAL STORAGE

Cell phones have a variety of internal and external storage configurations. Some Blackberry
Bold models sold in 2010 in the United States for example have a 2 GB internal storage
card as well as a considerable internal storage capacity. The Blackberry Bold 9900, sold
in India in 2011, is one example of a device that was reported to have 8 GB of internal
storage [20]. The increased storage capacity is the result of research and development that
increases the number of transistors within a chip. Here, we see an example of both
Moore’s law and the availability of advanced cell phones outside the United States.

It is also a good idea to review the units of storage if one is going to examine cell
phones. The unit of storage encountered in digital devices is the byte. Early examples of
cell phones used kilobytes of RAM. The kilobyte (KB) is actually 1024 bytes but some
people will round it off to be 1000. Megabyte (MB) is often rounded off to one million
bytes but is actually 1024 multiplied by 1024 bytes. Gigabytes (GB) are usually rounded
off by people to mean one billion bytes but are actually 1024 multiplied by 1024 multi-
plied by 1024 bytes. These little differences in theory and practice are good to know if
one has to appear in court and must answer questions from the opposing counsel.

A cell phone will have random access memory known as RAM. This RAM is volatile
and means that if the power is lost, the contents of RAM are lost. However, some operat-
ing systems may use a swap file and the contents of RAM may be found in a swap file.
This is why knowing the model of phone and some details about the operating system
becomes so important in an investigation. There are often a variety of external cards such
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FIGURE 1.2 Different MDS5 hashes of identical-looking pictures.

as micro SD cards that can be found in cell phones or nearby in the possession of a sus-
pect. External cards are important because they may hold important evidence that could
be known as exculpatory data, or data that proves someone innocent. Investigators need
to look for both types of evidence that can prove someone guilty or innocent [21]. In
Figure 1.2, one can see the MDS5 hashes of some files of simulated exculpatory evidence
showing that the identical-looking pictures were different.

If one performs an investigation of a cell phone, he or she should make sure that the
e-forensic tool can be operated to perform a seizure of the internal memory, internal stor-
age, external cards, and a SIM card. A SIM card is mainly for identifying a caller initiat-
ing a call on a telecommunications network but its secondary purpose is its ability to be
a storage device for a person’s address book. The address book or books of the cell phone
owner are not necessarily saved in the SIM but it may be optionally saved there. Because
it is optional, it is also important to check it for data too. The acronym SIM means sub-
scriber identity module. Since the capacity of SIM cards has increased, a new tertiary
purpose is to use it as a storage area for saved text messages. It is important to remember
that the SIM card holds the phone number and identifier of the subscriber at the mini-
mum, but could also possibly store address books and text messages. The SIM card has
traditionally worked with GSM digital networks but recently there are SIM cards in
China that can also work with CDMA protocol phones [22].

In Figure 1.3, we see a phone on a camera stand waiting to be examined. The dual-
SIM card phone means the cell phone simultaneously holds two different SIM cards.
Each SIM card has its own identity and telephone number. It is not uncommon for
people to have more than one SIM card for legitimate purposes. A person may wish to
have an identity for work and an identity for his or her personal life, in order to keep
one’s business life and personal life separate. Each card may be in a different name and
even have a different service provider such as Verizon and T-Mobile. Some people have
two SIMs because of the lack of quality coverage by any one company where they live.
Cell phone service provider companies provide varying qualities of service for the same
geographical areas because some service providers may have standard antennas on a
pole along a highway while others may have a high gain antenna on top of a water tower.
Some people may also have a SIM card with a number for the United States and one for
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FIGURE 1.3 A cell phone being examined using a camera and stand.

another country such as England. When people go to another country, they often prefer
to have a local phone number and a card from the service provider of that country. The
calls are much cheaper when it is considered a local call. There are also some models of
cell phones that hold three SIM cards such as the Intex IN5030 that is available in the
Far East. This type of cell phone can be used to hold one personal identity and perhaps
two business identities.

The important consideration when doing an examination of a cell phone is to make
sure that one uses a separate research machine that goes online and looks up the specifi-
cations of that model of cell phone. The examination machine stays offline to avoid mal-
ware and connects directly to the cell phone to collect and collate the evidence. The
research machine is connected to the Internet and can be used for purposes such as surf-
ing the web to learn if a certain cell phone model supports multiple SIM cards and exter-
nal memory cards. The examiner should systematically check the internal memory,
external cards, and all the SIM cards for possible evidence. Lastly, it is important to con-
sider that a person may have an illegitimate business that is done with a completely dif-
ferent identity on a removable SIM. The examiner should look for evidence of wear in the
other SIM card slots and also examine the call logs of the phone and operating system
files to see what identities were used in that phone.

INTERNAL CARDS: SIM CARDS/LOCKED AND UNLOCKING

Many times people have SIM cards which bind that SIM card and GSM phone to a cer-
tain network. The Sony Ericsson T610 is one example of a cell phone that will give an
error message to put the original authorized SIM card back if someone replaces it with an
unauthorized SIM card. This appears to be a technical security measure built into certain
cell phones that is done to make sure that a person who received an expensive cell phone
as part of a promotion cannot dissolve their business relationship and go to a cell phone
service provider who charges less money. Many people have complained about the locked
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SIM cards. A group of programmers created programs that can be found online that
“unlock” your phone and remove the restriction of the cell phone to only accept a par-
ticular SIM. This allows a person to go to another cell phone service provider.

Many people use the term “unlocking a phone” synonymously with the term “jail
breaking a phone.” However, the two terms are very different. A cell phone investigator
may hear the term “jail broke phone” from someone in a chat room or as part of an inves-
tigation. The term is often confused with unlocked. Unlocked means that the security
feature within a GSM cell phone was reconfigured to accept another SIM card other than
the one originally sold with the device and provided by the cell phone service provider. The
term “jail broke phone” means that the cell phone was reconfigured by a special applica-
tion to allow programs that are unapproved by the cell phone manufacturer for that phone.

If one has a jail broke Apple IPhone, for example, he or she may be able to download
and run applications that may easily allow the cell phone camera to zoom in on a subject
as a picture is being taken. Another example of an unapproved application available
online for jail broke cell phones may conveniently allow the user to choose fake GPS
coordinates and embed them in the phone. Suppose a person is at a casino in Atlantic City
but wants to tell the boss at his or her company that they are in New York City at a con-
ference. The person may take a picture of the Atlantic City conference room but use the
unapproved application to embed the GPS coordinates of the conference where they are
supposed to be in New York City.

THE NEED FOR A FARADAY BAG

Cell phones are devices that connect to telecommunication networks through wireless
signals. Some cell phones can also connect to Bluetooth devices or wireless networks. If
the security features are not enabled on the cell phone, then it may be possible to connect
to the phone and alter, delete, or add digital evidence to the phone. It is very important
that the digital evidence be preserved from the time of seizure until it is presented as evi-
dence in court. If evidence is suspected of being tampered with, it could be ruled as inad-
missible in court. Therefore, it is important for CCEs to preserve digital evidence by using
a Faraday bag and noting its usage on the chain of evidence form. Smith and Bace, two
authors of a forensic testimony book, discuss the importance of preserving evidence and
protecting the integrity of digital evidence [23].

Faraday bags look very similar to antistatic bags. The difference is that the antistatic
bag prevents damage to the device from small electrical charges that have built up and are
discharged from static electricity, but it does not protect the device from outside connec-
tivity. Static bags are obtained commonly when purchasing electronic equipment such as
a wireless weather station, computer memory chips, or an EZPass transponder for the car
that makes it convenient to pay tolls. The Faraday bag is based on the concept of a
Faraday cage. The Faraday cage is an enclosure that prevents outside signals from pene-
trating the cell phone or examination equipment [24]. The Faraday bag is made with
materials that block wireless signals from entering the bag, thus protecting the integrity
of the device in the bag from outside influences.

The Faraday bag will not prevent the device from internal data alteration by items
such as logic bombs. A logic bomb is set to go off if certain conditions are met. If a person
was supposed to simultaneously press a set of keys daily to keep a destructive program
from running on the cell phone, this would be one example of a logic bomb. The phone
that was seized from someone may be protected from outside control of hackers with the
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use of a Faraday bag, but the phone may be victim to a logic bomb if certain conditions
are not met while the phone is in possession of the CCE.

I was once teaching a class about cell phone forensics to a class of visiting cybercrime
students from Kyungnam University from South Korea [25]. One of the students asked if
another type of metallic bag such as an aluminum foil bag could be used in an emergency
situation if no Faraday bag was available. To demonstrate an answer to the student’s
question, I placed various cell phones in aluminum foil bags and asked students to call the
phone. The signal was blocked. The phones also did not appear as wireless device icons
on the student’s laptop display. The lesson learned was that aluminum foil bags give some
protection from connectivity but a proper Faraday bag is best. I explained that the effec-
tiveness of the aluminum foil bags was not known and that could offer an unwanted line
of questioning in court. Each tool and methodology used in the collection, preservation,
and examination of digital evidence should be able to withstand the Frye Test [26]. The
Frye Test helps ensure that the tools and methodologies used to gather, process, and
examine evidence in an investigation are accepted as general practice by authorities in

that field.

SURVEY OF TOOLS TO INVESTIGATE A CELL PHONE

Since at least half of humanity has been reported to have a cell phone, there will exist
some occasions when some of those phones will need to be examined. Cell phone exam-
iners, like most other investigative professions, will need to have properly trained people
to examine the cell phones before they can use these forensic tools. Training has not yet
been standardized in this new discipline so there are many options that one can choose
from. For some, training might consist of a 5-day certification class, while for others with
less resources, it may only consist of a half-day continuing education class. Training is
important.

In this section of the chapter, a brief survey of training will be discussed. It is not
possible to create an exhaustive list of all the training that exists due to the numerous
classes that are becoming available on a daily basis as the need for cell phone forensics
and the tools for examining these devices increases. There are also a variety of classes
with different focuses appearing on the Internet daily. Some examples showing the vari-
ety of training options for tools and techniques of cell phone forensics will be addressed
in this chapter. Some of these entities provide certificates of completion for the class,
while others provide more comprehensive testing options and certification. The cell phone
examiner should consider getting as much training as possible in as many tools as one can
obtain. Many teachers of cell phone forensics are originally from the technical side or
information technology security side of private industry, while others are from a law
enforcement background. The same material could be taught with an emphasis on policy
and legal issues, while other instructors may emphasize the cell phone operating system
details and the acquisition of data from flash memory or SD cards. Each instructor brings
a different perspective and may focus on different aspects of cell phone forensics. All the
training and tools only widen one’s knowledge and give the student the opportunity to
try to collect the evidence from the cell phone and process it for a report.

Some students will sometimes make their requests known to the instructor so that
the training that they receive is more beneficial and customized for their work needs. Here
is an example. I taught a class on cell phone forensics in 2009 to a group of law enforce-
ment officers and private investigators. A corporate leader asked me to focus on certain
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organizational cell phone policy topics concerning incident response for him and the
technical details of how to use the tools for his assistant.

Many people consider the smartphone to be a small handheld computer with the
ability to make and receive phone calls. Therefore, the cell phone examiner would be well
advised to obtain a CCE certification. This is available from the International Society of
Forensic Computer Examiners. The website for them is www.isfce.com. Many corporate
and law enforcement cell phone examiners also become EnCase certified and purchase
the EnCase Smart Phone Examiner. Guidance Software, makers of EnCase, give a certi-
fication after the successful results of one or more tests. Others may elect to enroll in a
class from Susteen, makers of Secure View, and get a certificate. Students who need both
hands-on training and theory may take a half-day continuing education class called “Cell
Phone Forensics” taught by me at Fairleigh Dickinson University. Others may take a
Cellebrite class from a place such as http://www.sumuri.com/.

The Paraben Corporation offers a certificate in cell phone forensics. The class includes
elements of both theoretical and practical training. Many classes conclude with both test-
ing and a certificate. Smart Phone Forensics is a company that offers training and certifi-
cates and uses guidelines from the National Institute of Standards and Technology. The
SANS Institute offers training and certificates in SIM card examination, a specialty of
cell phone forensics. The High Tech Crime Investigation Association occasionally spon-
sors classes on cell phone forensics. The Public Agency Training Council offers training
and a certificate in cell phone forensics training in Las Vegas, Nevada. All these options
for training and the places they are located can be easily searched on the Internet.

Cell phone forensic examiners can be found in a diverse group of places throughout
the world. The CCE list server often shows written dialog concerning cell phone seizure
and examination in places such as Iraq, Somalia, Morocco, the United Kingdom, and the
United States. Many examiners may not have the resources or opportunity to fly to the
United States, stay at a hotel, and take an expensive class. I wrote a paper called “Teaching
Cell Phone Forensics and E-Learning” that discusses the need for online learning, test
taking, and certification in all parts of the globe. The paper discusses how theoretical and
practical training could be given at low cost using online learning environments and the
students’ own phones [27].

The Mobile Forensic Certified Examiner (MFCE) can be a very good credential too
because it requires that a person take a series of practical examinations and theoretical
examinations. This is very good because the investigative agencies that hire the people
holding the MFCE can be confident that a person has a certain common body of knowl-
edge (CBK) and certain practical skills about how to collect or acquire, preserve, exam-
ine, analyze, and report on digital evidence. The link for the group is the following URL:
http://www.mfce.us/. Many academics and employers feel confident about having stu-
dents or employees with multiple certifications because it shows that they can repeat the
process of demonstrating various proficiencies in both practical and theoretical skills
with regard to seizing and analyzing digital data from cell phones.

EXAMINING CELL PHONES WITH OPERATING SYSTEMS
UNSUPPORTED BY YOUR TOOLS

Suppose an examiner has a cell phone with a classic operating such as Windows Pocket
PC 2002. Perhaps the examiner’s present tools do not support this version of a classic
operating system. This is a possible situation because Windows Pocket PC 2002 supports
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GSM smartphones and someone may still be using it. This is important because GSM
phones are used in over 120 countries [28]. Many blog writers said that this version of
operating system looks similar to Windows XP. Making an operating system interface for
phones that appeared to some like a slimmed-down version of the Windows XP desktop
operating system seems to be another example of feature migration. This similarity in
operating system appearance could also save time to a cell phone investigator who was
unfamiliar with Windows Pocket PC 2002 and had to examine it manually. Sometimes,
cell phone forensic tools occasionally do not work with certain phones and operating
systems and it becomes necessary to manually navigate the phone and take pictures of the
cell phone display with a high-resolution camera. If there were certain custom applica-
tions on the cell phone that may contain evidence to an investigation, manually going
through the application and taking pictures of screens may be the only way to collect the
evidence within a limited amount of time.

Examiners do not like to manually examine cell phones and take pictures of the
screens because the process can change certain files with logs and time stamps or possibly
create additional temp files. However, sometimes it is necessary because one may seize a
new foreign phone from a suspect and there is no forensic tool available anywhere that
supports that phone. A phone must be on the market a few months before a forensic tool
can be available for that phone.

Cell phone providers do not give forensic examiners or forensic tool makers advanced
release of any phone. For such situations, tools such as the Paraben that has a Project-A-
Phone ICD-5200 are a must. This tool holds the cell phone still and connects to the USB
drive of a computer. The device also contains a camera that allows the examiner to take
pictures with a resolution of 5.2 megapixels. Figure 1.3 shows the phone in the ICD-
5200. This tool allows manual examination of custom applications and viewing files as
well as capturing each screen.

Windows Mobile 2003 was an operating system that was issued standard with many
Pocket PCs which are also known as PDAs. The version for PDAs had many standard
features such as Internet Explorer. It also contained games such as Jawbreakers, but this
will be addressed in a future chapter on PDAs. There was also the Windows Mobile 2003
Smartphone edition that became available that same year that included applications that
supported activities for calling. However, there was a software development kit known as
an SDK that allowed developers to create customized software applications for cell phone
users with Microsoft Windows 2003 for smartphones. This becomes important because
investigators may find nonstandard applications that may hold important evidence related
to an investigation.

Windows Phone 7 is an operating system that one may encounter on phones in 2011.
There are the usual applications such as email, video creation and sending, SMS messag-
ing, using social media such as Facebook, and websurfing. However, there is a new fea-
ture in Windows Phone 7 that cell phone examiners with top secret clearance who do
work that touches national security issues should be aware of. Such examiners could
include people who do contract work for the Department of Defense or work for one of
the United States’ 16 spy agencies. This feature is the new connectivity with Xbox Live.
This is another example of feature migration. It also means that people can play games
and perhaps communicate in multiuser environments. If a person wanted to communi-
cate with others but leave a less obvious trail, one might elect to meet others in a virtual
environment such as Second Life or in a multiuser game. In 2008, Wired Magazine
reported that the United States Congress was worried about terrorists meeting and
exchanging funds in the virtual world known as “Second Life” [29]. In the United
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Kingdom, The Sunday Times Online had an article titled “Virtual Jihad Hits Second Life
Website” [30]. Though most cell phone examiners may never encounter terrorists, it is
good to be aware of national security issues because one may examine the phone of some-
one who turns out to be part of a sleeper cell.

There are many tools that are available to the cell phone forensic examiner. Some are
hardware based such as the Logic Cube Cell Dek and the Cellebrite Universal Forensic
Extraction Device (UFED) Physical Pro. These tools are great for those who wish to have
a self-contained unit that one easily connect a cell phone to and collect the contents for
saving on a piece of sterile media. The advantage of using both pieces of equipment are
that both have devices that utilize embedded operating systems that appear to be straight-
forward to use, and do not require the burden of a computer in order to collect the infor-
mation. Both units are housed in sturdy Pelican cases that protect all the cables and
equipment and allow it to be easily ported to an incident response vehicle.

Some CCEs prefer a lower-cost solution to cell phone forensics that requires the use
of licensed software, a cables kit, and an examination machine. Paraben’s Device Seizure
and Susteen Secure View have easy-to-use software interfaces that work well with many
laptops. The cables kits have a number of cables that work on multiple cell phones and
simplify the need to have hundreds of cables. Susteen Secure View support also sends
cables and software updates to user at no extra cost during the time that the licensed
software is active. This is important as new cell phones and operating systems are con-
stantly being introduced to the marketplace. Paraben’s Device Seizure is also good about
providing new updates for phones as they become available on the market.

Some cell phone examiners with limited resources will find open-source tools such as
BitPim an excellent solution for them. The software is free and open source which means
that one can download it, use it, and modify it without licensing issues. However, there
is no warranty on the software that may be available on software you purchase. The
BitPim website also has links for downloading the source code for the software which
allows investigators and their support staff to program in Python and add phone support
for new foreign cell phones or American ones.

Some cell phone examiners who use Guidance Software’s EnCase, which is great for
laptops and desktops, may just purchase an add-on such as SmartPhone Examiner for a
relatively inexpensive fee. Some may choose this option because they may be highly
invested in training and certifications for EnCase and this add-on allows digital evidence
examiners to add on cell phone examination capability as an extension to their present
tools and training. It may be difficult for some departments to justify a set of completely
different cell phone examination tools and training sessions in times of fiscal restraints.
An additional application for use on an existing product that is presently invested in may
be politically easier to purchase in the public sector.

CELL PHONE FORENSIC TOOLS: MOBIL EDIT

Many cell phone examiners have told me that they think Mobil Edit is a good tool
because it offers forensic examination capability of foreign cell phones. The software can
be purchased and then many new popular phone drivers can be downloaded from the
website so that the examiner’s software stays current. The Mobil Edit software enables
examiners to acquire the contents of four major operating system families of cell phones.
The first family is the Blackberry operating system family of phones that include the
8120 Pearl, 8310 Curve, 8520 Curve, 8900 Curve, 9000 Bold, 9500 Storm, 9530 Storm,
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9700 Bold, and the 9800 Torch. The second family of cell phones supported has to do
with the Android operating system. Some examples of phones in this family are the Dell
Streak, Vadaphone 845, T-Mobile G2, Samsung Vibrant, Samsung Galaxy Tab, Samsung
Epic 4G, HTC Magic, Motorola Droid, and the Google Nexus One. The third family of
operating systems supported by Mobil Edit is the Apple OS. Some examples of Apple
operating system phones are the IPhone, IPad, IPhone 4, and iPod Touch. The fourth
family of operating systems is the Windows Mobile 6.5 which includes phones such as
the Samsung 1600, TMobile Wing, TMobile MD Vario V, TMobile MDA III, Sony
Ericsson Aspen, Sony Ericsson XPERIA X2, Qtek A9100, O2 XDA Orbit I, Acer 960,
and the i-mate X-JAM.

Mobil Edit also offers a cables kit that provides cable or IRDA infrared connection
for its supported phones. It also has hardware for reading SIM cards which may hold
SMS messages, phone books, and other data in addition to the mandatory basics to con-
nect to the phone network.

Many cell phone examiners that I spoke to at the 2010 HTCIA Conference in Atlanta
said that Mobil Edit was affordable and provided support for foreign phones. Mobil Edit
is also popular because it has a newsletter which promotes a community of users and
discusses concerns and solutions. The newsletter also discusses ways in which technically
inclined examiners may get the software development kit and create new solutions to
acquiring more data on newly released phones. Mobil Edit also allows people to become
beta testers of new operating systems which may be a solution for corporate users with
limited security budgets.

SURVEY OF CELL PHONE FORENSIC TOOLS: PARABEN
DEVICE SEIZURE

The Paraben Corporation is the creator of a tool called Device Seizure. Many CCEs say
that they like this product because it has some capability to collect information from cell
phones, PDAs, and some GPS devices for use in the car. Companies that wish to save
money often look for one product that can do more than one purpose because sometimes
it is difficult to obtain both justifications and funding for two products and two sets of
training. Device Seizure was the response to consumer demand that said, “Why don’t you
combine PDA Seizure and Cell Seizure?”

Paraben also sells a cable kit for Device Seizure that allows mobile device forensic
examiner personnel the opportunity to find many of the cables that they will need to seize
the data from a phone and examine it. Paraben also gives training and certificates which
is very important because cell phone examiners need to show some type of audit for the
knowledge that they have in order to withstand the scrutiny of court. The latest software
for Device Seizure can be downloaded and used immediately as long as the user has a
valid license key. The license key is good for a period of time between 1 and 2 years. By
having a valid license key, it also keeps people from copying the software and having oth-
ers illegally using it. If the investigators used an illegal copy of the software, the results of
the investigation will be dismissed by a legal concept known as “Fruit of the Poisonous
Tree.” The valid software license key is kept secure by the license holder and is actually a
safety for everyone who might be pressured by others to keep costs down and use an
unlicensed copy. Device Seizure is very interesting to digital forensic examiners because
it has a hex viewer and one can view the file structure of the seized device as well as the
content of the file at the bits and bytes level. One can see metadata in a document that
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would not otherwise be viewable if one opened up the file in a word processing program
such as Microsoft Word. The hex viewer also enables the examiner to view the metadata
about the camera type within a digital picture that otherwise would not be seen in a gen-
eral digital picture viewing program. Some metadata gives clue to the make, model, or
possibly the serial number of the camera or scanner that created the picture.

Acquiring the data from the cell phone is not difficult to do with Device Seizure.
One starts the program, clicks on an icon of a mobile device, and then follows the
prompts on the screen. The prompts will ask about the operating system of the cell
phone being seized and the port of the examination that connects with the cell phone.
There is also a report wizard that asks the examiner about his or her name, agency,
address, and information about the case. There is also an option to add a jpg or gif file
of the logo of the examining agency. Then, the materials are captured from the phone
and encapsulated in a report.

SUSTEEN SECURE VIEW

This product costs approximately $1500 and consists of the forensic license dongle, the
software, and the cables kit. The product is supported for a year and a half, the time that
the license dongle is good for. The company frequently sends cables to registered users
for new phones that appear on the United States market. Susteen also sends frequent
links for new versions of forensic software that include support for new phones as well
as dynamic new features such as the one that allows examiners to extract GPS coordi-
nates from the phone and display them on Google Maps. Some CCEs say it is very
straightforward to use because it is menu driven from the start.

Secure View provides support for a large number of cell phones. I visited their soft-
ware development lab in October 2009 and saw a team of developers creating the code to
get all the data from each phone. Each cell phone that they support had to be bought by
the company and they must spend considerable time creating the code to acquire the data
from the phone and then validate the results. People who criticize the developers for the
price of their forensics products should visit the company and will probably quickly
understand all the development costs that go into the product. If one considers that they
must pay a large staff, rent a facility, buy many phones, market their product, and go to
conferences, the price seems reasonable.

One item that distinguishes Secure View from the other tools is that it has a compo-
nent called SVProbe. There is a feature that takes the call file and maps out all the names,
phone numbers, and frequency of contact, with all parties who are in communication
with the owner of the cell phone. In 2007 and 2008, I and some cybercrime students vis-
ited the wire room of a county prosecutor’s office in New Jersey where calls are forwarded
to when part of a lawful investigation. Certain investigations had the suspect’s phone calls
mapped on a large paper poster with a directed graph to each party they speak with. It
became obvious that tools such as SVProbe save the law enforcement agencies significant
time by automating the process of graphing the number of calls between the suspect and
other parties they speak with. An example of a graph can be seen in Figure 1.4.

SVProbe also has the “Gallery” feature which lets a viewer see all the photos within
the seized phone. There is also a button for GPS extraction and linking to Google Maps
which allows the photos that contain GPS metadata to be shown on a map with street
names. This is important for investigators who need to see the origin of where digital
pictures were taken. It is also important that some sophisticated suspects might have cell
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FIGURE 1.4 SVPRobe directed graph of callers.

phone pictures with spoofed GPS data in them to throw off investigators. Good follow-
up police work still needs to be done with any tool.

Susteen Secure View also has a feature called SVPin which can read and provide the
personal identification number (PIN) on a CDMA locked phone. This is important
because some people use a pin to lock the cell phone so that others, including cell phone
examiners, cannot get in there to view evidence. This feature does not work on smart-
phones but works on phones that use the Qualcomm chipset.

Now that we have discussed Susteen Secure View, let us discuss how it can be used
as an examination tool in a sexting case. Sexting is often in the news, so here is a hypo-
thetical example of sexting and how an investigation might proceed. Perhaps a man in an
apartment building was fascinated with a tenant and got her phone number from her
garbage. Then he might have called the number to find out if it was a landline or cell
phone. One cannot perform sexting to a landline. Then he found out that it was a cell
phone. Perhaps the man performed sexting by taking a picture of his crotch and used the
multimedia messaging service (MMS) to send it to the neighbor. The woman was then
appalled and called the police.

The police would then arrive and interview the woman and make a report. They
would most likely ask for her cell phone so that they could examine it. Since she is the
victim and wants justice, she would consent to surrendering the phone to the police. The
police may then take the phone and fill out a chain of custody form. It would be assigned
a case number and there would be a file associated with it. The officers would also put it
in a Faraday bag so the evidence would not get tainted. It would also be locked up so oth-
ers could taint the evidence. The locked box would also be in a temperature-controlled
area because heat and cold both destroy digital media storage as well as electronic devices.
The police chief might assign it a high priority depending on the caseload of crimes and
their severity.

Then the detective might take the phone and bring it to the examination room
where the examination computer is kept. Then he or she would verify that there are
no connections by wireless, Ethernet, infrared, Bluetooth, or a modem which could
compromise the investigation. The detective would run antivirus on the machine and
sterile media where the results of the investigation would go. The detective would put
the license dongle in the examination computer and start up a tool such as Susteen
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Secure View. Then the person would go through the menu options and collect all the
data from the phone. The data would include phone call logs with date and times. Any
pictures that were sent could possibly be captured too. The call log might show the
telephone number and crotch shot picture. This is important evidence. A reverse lookup
can be done at a site such as www.spokeo.com and this might show the name and
address of the person who pays the account and has that cell phone.

The examiner might go to SVProbe and select “Gallery” so that all the pictures are
shown. The detective who is the examiner in this case might find the crotch shot and use
the mapping feature to extract the GPS data if it exists, and show the origin on the map.
Such a picture could have been taken at home or a place such as a public bathroom
nearby the suspect’s home or workplace. The detective would then have some probable
cause and sign an affidavit in front of a judge. The judge would probably issue a search
warrant.

The detective and another policeman might knock on the door of the suspect and
then enter after being invited in. The suspect would be asked to surrender the cell phone
and come downtown for questioning. The phone would go in a Faraday bag and a chain
of custody form would be filled out. The cell phone would also be locked up. They would
probably go downtown and the suspect might be in a room where the detective interviews
him. Others may watch through a two-way mirror. If it is a real mirror, there is no gap
between your thumbnail and the image of a thumbnail in the mirror. In a two way mir-
ror, there is a gap between the fingernail and the image of a fingernail if a person puts his
fingernail right up to the glass.

The detective might get the person to confess. Simultaneous with the interview,
another police technician may do a cell phone examination with one or more tools such
as Paraben’s Device Seizure, Susteen Secure View, Encase Smartphone Examiner, or the
Cellebrite UFED. In cases where people do not surrender a phone, the police must have
to subpoena the records of the telephone service provider to get the records of the call. A
report with all the evidence may get the person to confess and plea bargain. In cases
where the person is arrested and does not confess, it is the Grand Jury’s duty to decide if
there is enough evidence to go to trial.

CHINESE CELL PHONE EXAMINATION TOOLS

It is common knowledge that the People’s Republic of China has approximately one quar-
ter of planet earth’s population. The CIA Factbook says that 1.337 billion people live in
China—Hong Kong and the mainland. MobiThinking reported that there are “859 mil-
lion mobile phone subscribers” as of December 2010 [31]. Some unofficial estimates on
the Internet say that India is slightly ahead in 2011 with 865 million subscribers. However,
the statistics show that there is a massive number of Chinese cell phones and a certain
percent will probably need to be examined for corporate investigations, intelligence
agency, and law enforcement investigations. A recent email blast from Cellebrite as well
as an article from Newsblaze stated that Cellebrite in Glen Rock, New Jersey, created a
tool called Cellebrite UFED CHINEX which gives the examiner the ability to support
thousands of Chinese phones [32].

UFED CHINEX works with UFED ULTIMATE and supports logical extraction and
physical extraction of phones. The tools are reported to be able to recover deleted email,
SMS messaging, contacts, and multimedia content which may include pictures as well as
video. Cellebrite reports that they are number one in the world with 12,000 devices in
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use in over 60 countries. The UFED CHINEX could greatly expand that market which
could make any certifications they offer more valuable since the devices are so prevalent.

Another tool was invented for analyzing Chinese cell phones. It is called the Taruntula
Chinese Cell Phone Analysis by eDec Digital Forensics. The tool includes a hard case
with software and 29 cables that can be used to seize the deleted phone books, call
records, and SMS messages [33]. This device is interesting because it also works with
what is commonly called knock-off phones. The knock-off phone is a phone that is made
to look and perform the same as a name brand phone but has nothing to do with the real
phone it is trying to imitate such as the IPhone. This tool also allows the examiner to cre-
ate an image file of the memory which is exportable to another piece of media.

Many cell phone examiners are very concerned about changing evidence on the
phone and often go to great efforts to preserve cell phone evidence. Examiners may per-
form actions such as using a USB write blocker or changing the registry on the examina-
tion machine so that the USB port is read-only. The Tarantula Chinese Cell Phone
Analyzer is reported not to write to or harm evidence on the cell phone. The tool also
identifies the MTK chipsets and collects the phone identification information. This is
important because some information can be spoofed at the operating system but the real
original identification data should be obtainable from the chipsets.

Report generation is also very important. The results of the call logs, contact lists,
and SMS messages are output in an HTML format. This is important because this format
takes up less room than some proprietary formats. Most tools create a standardized
report for the examiner with all the data included in it because it is easy to forget some-
thing. Standardized formats also save everyone time because both the prosecution and
the defense get used to knowing where to look to get the important data.

It is also important to be able to power up a phone in order to examine it. The tool
kit comes with a universal battery charger to power up and recharges a multitude of
phones. The cell phone investigators will often tell academics, officers of the court, and
others that the cables and recharging units are often not available at the time of the sei-
zure. This means that the examiner needs to have both a large group of cables and a
universal charger. It is possible that a low-priority case may not be investigated for
months. This would mean that the battery would most likely be dead at the time of
examination. Charging the phone in a controlled environment with a Faraday bag may
be a good idea if the phone will not be examined for a long time.

TRANSLATION OF CHINESE CALLING CODES AND DOCUMENTS
WITHIN A PHONE

It is quite possible that law enforcement, intelligence agencies, and corporations in
Western countries at some point in time may have a need to examine a Chinese cell
phone. It seems that the Cellebrite tools would be a natural choice in such circum-
stances. However, when it comes to translating Chinese documents and text, a transla-
tor may not be available. T and my wife used Google Translate to translate some
documents posted on the Fu Jen Catholic University website as part of a test of Google
Translate. The documents were written in traditional Chinese characters and not the
simplified Chinese found in mainland China. Google Translate appeared to work well
for about two pages of text at a time. Larger selections of texts and translations did not
appear to work in a timely fashion. Some professional agencies in New Jersey may charge
as much as eight cents a word for translation and one may have to wait a significant
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period of time. Google Translate will give an approximation of what the document says
and this may be enough to give justification for hiring someone to do a more accurate
translation.

If a person only does a physical acquisition of the Chinese cell phone by themselves
by starting at byte 0 and going to the last byte, they will collect data but it may not be
useful. There are certain symbols that appear unintelligible to the examiner so it is neces-
sary to use a tool that decodes the data into something meaningful. This is not changing
evidence but applying code tables to it and creating the intelligible information that refers
to calls, contacts, and messaging. If I look at a digital photograph, I want to see what it
represents in a form that I understand. I do not want someone to show me a page of ones
and zeroes and tell me that this is a picture.

VALIDATING YOUR CHINESE CELL PHONE EXAMINATION TOOLS

It is important to be able to validate your tools and do a comparison of what the tools
locate and how they interpret it. One could start by taking a Chinese IPhone knock off
and using it to call four people. Then, one could send four SMS messages, four emails,
and use the camera to take and send four pictures. Perhaps one email and one picture
could be deleted. Then, one could use the Cellebrite tool and the eDec device to see what
is recoverable and compare the results. This of course is a simple test but is one that could
get you started on the path to data validation. One could also note the identity in the chip
set and see if both tools accurately discovered both identities.

PARABEN’S DEPLOYABLE DEVICE SEIZURE

There is a tool called the “Deployable Device Seizure” (DDS) which is made by Paraben
and is considered fabulous by some digital evidence examiners for quickly seizing the
data from certain cell phones. Paraben gives the digital evidence examiner the opportu-
nity to purchase the DDS on a PC tablet that can be held in one hand and operated by
touch screen with the other hand. The device appears to be rugged, portable, and useful
in the field examinations of cell phones, certain digital cameras, certain PDAs, PDA
phones, and SIM cards. It would be advisable to upgrade this item to include the field kit
and get the SIM card reader and porn stick detection device. The DDS and tablet is also
good from a usability perspective because it is preloaded with device drivers, software,
and is simple to operate since it is menu driven. The device comes with a cable kit so that
it allows one to connect the phone and then use the tablet to both collect and examine the
data. Since the device is also in a tablet form and can be operated with a touch screen, it
could also probably be operated by someone in a Hazmat suit with a stylus in hand. This
might make it possible to go to areas where chemical or biological WMDs may have been
used and collect evidence from cell phones left behind.

The tool could also be used by probation officers to examine the cell phones of
released sex offenders to make sure they are not violating their parole by previewing the
SMS messages, call logs, and any pictures in the device. The DDS lets the digital evidence
investigator quickly preview cell phones and other devices with a minimum of training
since the device could be considered highly intuitive. However, it is probably advisable to
get the Paraben’s Certified Mobile Examiner (PCFE) certification so that one could better
answer questions about the tool in court. The examiner could use the DDS to do a logical
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acquisition of the phone to see active content or do a full physical acquisition to take back
to the office for further analysis. DDS has some data carving capability. Some examiners
may wish to do further analysis with a group of data carving tools back in the office. If
one has a physical image, a number of tools such as FTK, Encase, Data Lifter 2, and
many other programs could be used to recover pictures and deleted attachments.

The DDS Interface is very important in that it collects all the evidence, adds MD35
hashes, and then allows one to create a report that can be given to others. The interface
also allows for the insertion of the agency logo, the case number, the address, the exam-
iner’s name, as well as any notes about the case. It is very important to be able to incor-
porate SMS messages, received call information, missed calls, dialed numbers, recovered
pictures, call logs, and other data in this one computer-generated report. Some of the
important data concerning calls that may be captured with this tool is known as “call
duration.” This could be important to investigators who may be interviewing a suspect
who may say those conversation were meaningless and were only wrong numbers or
short calls. The calendar and datebook with all its entries can be put in the report too.
There could be important evidence here linking the crime with the activity in the calen-
dar. This report could also be incorporated in Susteen Secure View’s report if one chooses
to use other tools later.

One of the noteworthy items is that approximately 4000 mobile devices can be seized
with the DDS. What can be seized will vary with different devices. Some tools such as
Susteen Secure View will tell the user by notification on the wizard what data is possible
to obtain when the seizure process is being implemented. The DDS can also obtain the
Blackberry PIN messages. This PIN number is given by the service provider at the time of
configuration. Many people share their PIN number with friends and so that no-cost text
messages can be shared, even across countries. This PIN is different than the password
number one uses to lock the device.

Another important consideration is that people often back up their Blackberry. The
backup is done with a synchronization tool made available from RIM. This tool allows
one to copy some or all of the contents such as phonebooks, pictures, email, Internet
favorites, videos, and other items to a desktop, netbook, or laptop computer. People may
also delete much of this content once they transfer it and/or back it up from the Blackberry
to the other computer. This is an important consideration because suspects may try to
keep evidence off their Blackberry, yet still have it stored at home. Keeping mobile devices
clean of important evidence may be an important consideration for some suspects because
it is easy to have a Blackberry pick-pocketed or just lose it somewhere. Paraben’s DDS,
tablet, and cables allow one to get information on the desktop backup record from the
Blackberry. This type of information may give the examiner in a criminal investigation
the hard evidence that is needed along with an affidavit to obtain a search warrant for the
suspect’s home computer or netbook.

The hardware and software for this investigative tool has an annual fee of $580. The
first year is free so there is no extra expense for updates with the software, cables, or
technical support by phone or email. The renewal costs of the second year helps pay for
research, development, and continued support so that many of the new mobile devices
that appear on the market can be investigated with the DDS. Paraben often has to add
new software updates since there are sometimes very different phones appearing which
use protocols such as TDMA, CDMA, or GSM. The DDS is not supported for use with
VM Ware. This is important because many digital evidence examiners wish to run tools
and images of seized systems in a virtual window on a desktop. The DDS also comes with
a 12V car adapter. This is important because if batteries die and no other power sources
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are available, the car adaptor can be put in a cigarette lighter and then the DDS can be
powered or recharged. Many digital evidence examiners bring uninterruptible power
supplies, gel cells, extra batteries, and other adaptors so that they can finish the examina-
tion in spite of all types of power problems. The DDS also comes with a 15 V alternating
current adapter.

The DDS software that runs on the tablet needs at least 1 GB of RAM and a central
processing unit (CPU) with at least a speed of 1.4 GHz to run properly. The higher the
speed of the CPU, the quicker the results can be obtained. The tablet or other device that
runs DDS needs at least 200 M B of storage free to hold this program. The operating sys-
tem for DDS should be Windows 2000, Windows XP, Vista, and Windows 7.

PARABEN’S SIM CARD SEIZURE VERSION 3.1

There is a program from Paraben called SIM Card Seizure. There is a demonstration ver-
sion that lets digital evidence examiners try it for a limit of 23 times over a period of 30
days. The price is listed as $129 [34]. The program is very intuitive and easy to use. First,
one has to have permission to have the SIM card and search it. Then, one has to take the
back cover off and remove the battery. Then the SIM can be removed. The next step is to
carefully place the SIM card in a SIM card reader so that the gold contacts touch the
inner circuit board. The reader is then plugged into the USB port. SIM Card Seizure is
started up. The program will run properly and not in demo mode if the person paid for
the software, registered it, and downloaded the license key to the prescribed directory.
Once the program is run, it is menu driven. There are a series of questions that it asks
about the SIM card and about the examiner, his or her organization, the case number,
and the address where the examination takes place. All this will be used later in an html
report that can be read on any web browser.

Once the acquisition is done, there is a tree on the left side. If one used a Motorola
Razor cell phone, some of the operating system files may be displayed in the tree. Then,
another area may show incoming and outgoing calls with the telephone numbers of both the
caller and the person called. Another branch may show the telephone number of both
incoming and outgoing SMS messages on GSM networks. However, it is not always
possible because some phones are configured to put SMS activity on the phone and not
the SIM card [34]. It is possible that deleted SMS messages may be possible to retrieve
depending on the activity of the phone. There is also ample support for the product with
email, online help, and a telephone number to call. The support is a very important fea-
ture that cannot be overlooked. It is possible that Paraben may try to increase the number
of SIMs it supports to help law enforcement. If one has already purchased Device Seizure,
this product would not be needed because its functionality is included in Device Seizure.
Paraben also frequently updates versions of its software in order to improve the software
and increase the number of SIMs it supports. The software works nicely on Windows 98,
Windows XP, Windows 2003, and Windows 7. This program needs a processor (CPU)
with a speed of 1.4 GHz or higher and at least 200 MB of hard drive space for installa-
tion. The program also supports other languages such as Arabic, English, and Russian.
This is because of its inclusion of Unicode support. This could be important to defense
contractors who are assigned to places such as Iraq. The latest version also supports
CDMA SIM card acquisition.

The tool has a 1 year subscription. Many programs only last for a limited amount of
time because the development costs are so high and the business model could almost be
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considered a leasing agreement as one leases a car. The program is very good at hashing
the evidence in a MDS or SHA-1 algorithm. This is very important for showing that evi-
dence was not tampered with and such information should be kept with the chain of
custody. There is also an option for bookmarking evidence. This may be important for
rerunning reports or knowing where important evidence is so it can be visited later.

REPLACING THE USB MINI PORT ON A CELL PHONE

Sometimes the mini USB port on a cell phone becomes damaged. This can happen from
plugging and unplugging the cables very often, and pushing the connector too hard.
Sometimes the result is that a pin becomes damaged. The phone will charge but not be
able to transfer data because the power and data use different pins. There are also times
that a suspect will put a tool in the mini USB port on a cell phone before surrendering it.
The motivation can be to damage the port in order to avoid examination. If an examina-
tion is needed immediately, there are some options. The first is to see if there are other
connectivity options such as infrared or Bluetooth. Regardless of the speed, it may be
possible to get some information from the cell phone using alternative wireless connectiv-
ity methods. Many cell phone forensic tool kits have options for this. The other option is
to replace the mini USB port yourself or to have it professionally repaired.

It is best to make sure that the diagnosis of a problematic mini USB port is correct.
The first step is try the phone and cable on another examination machine with a good
USB port. This may solve the problem because it could have been a problem port on the
examination machine. If it is not the answer, it may be a software program problem. One
should go to the Device Manager in Windows and then uninstall and reinstall the USB
drivers [35]. Then, after the device drivers are changed, it is advisable to restart the com-
puter and the problem might be fixed. If it is not the problem, it could be with the cable.
It is good to get a replacement cable from the manufacturer or a forensic cable kit such as
Paraben’s Device Seizure Cable kit or Susteen Secure View’s kit. Some dollar stores also
sell cables for a multitude of cell phones since people are often losing them or damaging
them. There are places such as CablesToGo online too. Priority shipping might be worth
the money.

Then, there are a number of places that fix cell phones. One can also fix the mini
USB connector on the cell phone by replacing it. There are a number of places that dis-
cuss how to do this such as Hack a day website [36]. Will O’Brien wrote an informative
article on the subject that was also high documented with pictures. The article also gave
a list of what tools were needed and some of the tools were pictured. It is important to
order the correct replacement part. The mini USB connecter which goes inside the phone
was given by the article on the Hack a day website as Mouser electronics (Part #538-
67503-1020). The cost on the website was under two U.S. dollars plus shipping. There
needed to be a soldering iron, screw drivers, pliers, and a rotary tool to remove remnants
of parts that would inhibit the correct seating of the new mini USB port. A desoldering
braid and a device with alligator clips to hold the printed circuit board of the phone was
also needed.

There is a website called www.pdarw.com that has a repair service for mini USB
receptacles on cell phones. They claim a 24 hour turnaround from the time that they
receive it until sending it out. The cost is approximately between sixty and eighty U.S.
dollars. This is a good option for a nontechnical person that might have a problem unsol-
dering the part, using a rotary device on what could not be removed, and then putting the
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new part in. The pressure not to make a mistake on the installation of a part might be too
much for some people, so sending the phone to a professional might be money well spent.
If it is a corporate investigation, then just bill the client. The examiner really needs to do
a cost—benefit and risk analysis before making a decision. It might be better to discuss
with one’s legal counsel to get a second opinion. Such matters should not be taken lightly
because people are quick to sue.

One of the services that www.pdarw.com does that is very interesting is that they will
perform a free diagnostic and send it back. The only cost is shipping. If one decides to use
their service, then it is already there. Suppose that the Blackberry that someone had fell
into liquid or became damaged in the rain. Then it would be possible to send that cell
phone to them and get an estimate. If a suspect broke a screen or broke the cover, it would
also be possible to get that repaired too. In an important case, it would first have to be
asked if it could be sent to a third party for repair. The shipping method would also have
to be agreed upon so that the chain of custody would still be maintained. These are very
important issues. The defense lawyer or prosecutor may not want a Blackberry sent to a
phone repair shop where people who are not law enforcement can work on it. Both sides
may not like the fact that it may be necessary to power up the phone multiple times to test
the port and data transfer capability. The powering on and off of the phone would change
various date and time stamps of some files. However, it might be OK; some type of ruling
and agreement needs to be made ahead of time.

The same company also does a dusting and cleaning on a device. It may be necessary
to use the dusting and cleaning service if the device was in an unsanitary place, because
the examiners and jury may have to handle the device. In any case there needs to be a
discussion with the correct legal people to see what can be done without jeopardizing the
case. I once used a screen replacement company in Texas to purchase a replacement
screen on a Blackberry 6230. They provided prompt service and sent a special screw-
driver tool to open the unit and replace the screen. They provided support on how to
perform the replacement by phone. I successfully replaced the screen and seized my own
phone for a demonstration in class. Many people are not aware that the data can be
seized with a broken screen. The only disadvantage is that one cannot see activity on the
screen. It is also possible to make and receive calls too with a broken screen.

It might be worth it for one investigator in a corporate setting or in a law enforcement
lab to learn how to solder, use hand tools, and a rotary stripping device in order to do
their own light repairs on cell phones that come in. Tools such as a Weller 15 W soldering
gun, a screwdriver and wrench set, and solder are rather inexpensive. Many county col-
leges have electronic technology programs that teach people to build and repair electronic
devices. Video instruction may be a low-cost option to learn to solder and replace items
if classes are at inconvenient times and too costly.

Work that requires significant electronic rebuilds and a clean room should still be
outsourced to larger labs that do that for a living and specialize in that. One might
consult with people at Kroll Ontrack for an opinion as well as members of ASIS
International and the High Tech Crimes Investigative Association. If one goes to a
chapter meeting of one of these organizations, there are always people with business
cards who can be contacted further and asked about other computer forensic service
vendors that they had good experiences with. Many people really enjoy talking and
having someone genuinely listen to their stories and experiences. There is much to learn
and many times these organizations such as ASIS International have monthly periodi-
cals with contacts for vendors for all types of security parts and services. Sometimes
when one talks to them, they will provide a reference to someone who will really help.
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The power of face-to-face networking combined with searching websites and paper
periodicals can point one in the correct direction.

PARABEN’S LINK2 V2.5

This tool works with Device Seizure by Paraben and allows directed graphs to be created
that help investigators see relationships that exist between the suspect and other callers.
The call log contains the information about who calls the suspect and how often. The call
log also shows how often the suspect calls other people. It is then easy to determine who
are the most important influencers and key associates of the suspect. The program is
similar in functionality to the Link Graph feature in Susteen Secure View’s SvProbe.
Link2 is free and is available anytime from the website. Link2 works with one or more of
the PDS case files that are stored in Device Seizure. Link2 is good in that it can create
graphs from multiple files from numerous devices.

An examiner can link the calls, attachments, and SMS communications between devices.
There are also numerous filter options, so custom queries can be created and graphed.

The Link2 program can create reports in an HTML format. The program works with
many file formats for export. This is good for law offices and examiners who prefer to use
a certain format such as HTML, PDF, or SVG. Link2 uses significant resources to filter
data from multiple files for complex queries that create graphic results. This takes a CPU
with significant processing power with 1.4 GHz or higher and at least 1 GB of RAM. The
unused hard drive space needs to be at least 200 MB for the program to reside on. The
operating system requirements are Microsoft 2000, XP, 2003, Vista, or Windows 7.

ELCOMSOFT PHONE PASSWORD BREAKER

This is an interesting program because it allows the digital investigator to recover the
password from a backup of certain smartphones such as the Apple iOS and RIM
Blackberry platforms. The backup would probably be on the netbook, laptop, desktop, or
perhaps all three machines that belong to the suspect. The vendor says, “The password
recovery tool supports all Blackberry smartphones as well as Apple devices running iOS
including iPhone, iPad and iPod Touch devices of all generations released to date, includ-
ing the iPhone 4S and i0S 5” [37].

The backup password might be the same one used for the phone. If one cannot get
the password from the user for the Blackberry, this might be another method to try to get
it. Many Blackberries are so set up that if you get the password wrong 10 times, then the
data is made unavailable forever to the investigator. Sometimes people will not give the
password even when the judge issues a compel order because the evidence on the phone
may get them more time in jail than disobeying a compel order. This tool may solve the
problem of getting the backup password in its plaintext form. The backups can contain
the same data on the phone at a different point back in time. If the password is obtained
and the new phone is imaged, it would be interesting to compare the differential in the
data. The backup may contain call logs of incoming and outgoing calls. It could also have
the address book which can contain name, work and home addresses, phone numbers,
email addresses, and personal notes. If the person uses SMS messaging, the important
SMS archived messages will be there.
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Then, the backup should have all the bookmarked favorites, web browsing history,
and cache. The Internet sites visited and bookmarked favorites could have things related
to a drug case such as how to make a meth lab. There should also be snapshots. If the GPS
was enabled, then the location of that picture as well as the date and time should be
obtainable, thus putting a person at a certain time and place. There could also be saved
voicemail messages, but unlisted to voice mail would need an additional warrant in New
Jersey known as a CDW or Communication Data Warrant. The calendar could also be a
clue to the activities of the suspect and perhaps help put a person at a certain place and
time. If the calendar and GPS embedded photos put a person at the crime scene, then that
is helpful evidence in getting a conviction.

If a person wishes to purchase the tool, it is available on the Elcomsoft website for
$79 for the home edition and $199 for the professional edition. The examination machine
should have any one of the following operating systems installed on it: Windows Server
2003, Windows Server 2008, Windows XP, Windows 7 (32 bit architecture or 64 bit
architecture), or Windows Vista. It is also good to have a machine with a multicore pro-
cessor and a NVIDIA graphics card, so GPU acceleration can be taken advantage of. The
iPod Touch, iPad2, iPhone 4, and iPhone 3G, are just some of the smartphones that the
software package works with. It is best to check the website for the latest list of supported
phones. The website also posts data about performance times. One fine example listed on
the website includes the AMD Radeon HD 5970 graphics card installed on a machine
with a multicore processor. Then, it is possible to use the tool and the previously listed
hardware to check 20,000 passwords per second on a Blackberry 6.x [37]. If one checks
the graph, the type of graphics card used greatly impacts the number of passwords per
second checked.

INVESTIGATIVE COMPUTER AND PRECAUTIONS TO TAKE

It has already been stated in this book that it is very important to preserve the integrity
of the digital evidence obtained from the telephone from the time it was seized until it is
presented in court. It is important for many digital evidence incident response team mem-
bers to use a checklist so that they know that they did not forget anything [38]. Once the
evidence is obtained, a chain of custody form should be filled out. Each time the evidence
is copied, processed, or transported, it should be documented on the chain of custody
form. If others receive a copy of the evidence for prosecution or defense purposes, they
too should sign for it.

When the examiner is ready to investigate the phone, he or she may have a checklist
to make sure that the examination machine is ready. This computer that is known as the
examination computer can be a laptop or a desktop. The main requirement is that it has
at least a Pentium 90 for processing speed and enough RAM to operate the cell phone
forensic software. There must also be enough available storage for the contents of the
seized phone. This may be a challenge with an older computer but fortunately old com-
puters with Windows 98 had USB ports and this allows USB external storage devices to
be used. The examination computer should have a current, properly licensed copy of the
examination software used for the phone.

Since this examination computer is used to download the data from the phone and
then prepare it in a readable format for examination, it is best to check in the operating
system that the USB port is working properly. In Windows 7, one can go to Control Panel,
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Device Manager, Universal Serial Control Bus, and then double click. It would also be a
good idea to close all unnecessary programs.

This examination computer should also be protected from unwanted outside con-
nectivity. That means that the wireless ports, infrared ports, Bluetooth ports, modem
port, and Ethernet port should all be disabled. This examination computer may also be
checked for viruses by running a current version of a properly licensed antivirus program
to remove the possibility of a virus altering the data. A properly licensed program for
antispyware should also be run. A scrubbing program such as CCleaner that deletes all
unallocated hard drive space and clears temp files should be run too.

The examiner may also wish to prepare a Faraday cage or a stronghold tent such as
the one from the Paraben Corporation so that no signals will escape or penetrate the area
where the cell phone examination is being conducted [39]. The examiner may elect to sit
in the stronghold tent when conducting the examination so that the evidence is not
tainted by outside signals from hackers or people who wish to compromise the examina-
tion. Each person that enters and leaves the examination facility should sign in and sign
out. If an examiner retires, transfers, or quits, the cylinders for the locks should be
rekeyed. It is recommended that each examiner have a badge with their name, organiza-
tion, weight, and height. If a person has a dramatic change in appearance due to weight
or facial hair change, then a new picture should be placed on the badge. Cameras should
also be placed at the entrances and exits so that visitors, examiners, and illegal entries are
documented on film. If one contacts ASIS International, they have a bookstore that sells
the Certified Protection Professional (CPP) set of study guides that address these physical
security best practices.

PRECAUTIONS: EXAMINING PHONE—HIGH-PROFILE CASE

If it is a high-profile case, then it may be important to make sure that the examination
room is in a Tempest facility with no possibility of eavesdropping. This means that only
filtered power is used so that the wiring for the outlets cannot be used for transmitting
data from the examination room [40]. Heating and air conditioning ducts should have a
grate in them so that someone cannot climb in the facility and eavesdrop on the investiga-
tion or compromise the data. The Spy Museum in Washington, DC, has an air condition-
ing duct that the public can crawl through to get a real example of this method of spying.
The walls of the examination facility should be like the ones at the New Jersey RCFL that
contain a mesh wire system so that a criminal cannot easily breach the security of a wall.
There should also be no false ceiling or raised floors where people can easily hide eaves-
dropping equipment or crawl into. The walls should have copper so that signals cannot
escape. A guard and close-circuit television are also necessary. It is also suggested that the
examination of the digital device should not be conducted in a room where there is a flat
roof above. This is because criminals can use a Sawzall or reciprocating saw to cut a hole
in the roof after hours and get to the evidence. The NIST has a set of guidelines that dis-
cuss the security needed for Tempest facilities [40].

The digital examiner should also make sure that his or her credentials are current
and not out of date before performing the examination on the cell phone. If he or she took
online instruction, attended a workshop, or got any continuing education, it should be
noted on the resume in case the examiner’s credentials are questioned in court. Before the
examination begins, the examiner should question all possible weaknesses or conditions
that could cause doubt with a jury if the case should ever go to court.
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PRECAUTIONS: PROTECTING EQUIPMENT FROM
STATIC ELECTRICITY

Cell phones are electromechanical devices with operating systems and can be affected by
low batteries, humidity, temperature, and other complex environmental factors. Sometimes,
examination machines have intermittent hardware failures on USB ports and hard drives.
The operating systems may also get corrupted. It is therefore important that cell phone
examiners have more than one forensic tool and examination station because of all
the complex variables that must work together in order for a cell phone to be seized and the
electronic evidence to be collated by the examination software. I have demonstrated the
same cell phone on the same examination machine numerous times with varying results.
The cell phone may be acquired on the first time but many times it takes three or four
attempts before the process is successful and complete. It is not anyone’s fault but there
are so many factors concerning the environmental factors. The discharge of static elec-
tricity in the winter months is a big concern. That is why it is important to wear a ground-
ing strap, use an antistatic mat, or use a static potential equalizer known as a “Static
Buster” as pictured in Figure 1.5. If none of these option are possible, at least touch a
metal object before touching the phone or computer.

CCEs often tell me that it can take one or many times to acquire the evidence on the
cell phone because of the correct parameters on the variables of the phone and examina-
tion machine that must be within acceptable boundaries for the process to work. Some
cell phone examiners that use powerful desktops to run the forensic cell phone software
will connect the desktop to an uninterruptible power supply because the power often
intermittently goes out in the summer due to storms. Brown outs from too many air con-
ditioners running on hot days is another reason for intermittent power losses. Even a
short bit of power loss will cause the desktop computer to reset and reboot, thus ruining
the data acquisition from a cell phone with high-capacity storage in it. Therefore, many
cell phone examiners will have two examination machines with uninterruptible power
supplies, and a licensed copy of BitPim, Device Seizure, Susteen Secure View, and Mobil
Edit. Others will have a Cellebrite and a small portable storage device for incident

FIGURE 1.5 Static potential equalizer—Static Buster.
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response in the field. Because of the number of things that must be right, having a wide
range of tools is considered a must.

Susteen Secure View can now incorporate the data of its e-forensic competitors in its
reports so now juries and judges do not have to read a multitude of reports for each device.
Cloke, Goldsmith, and Bennis, experts in workplace conflict and resolution, give numer-
ous examples that one might consider parables, which appear to teach that more can be
gained from cooperation than competition [41]. This lesson has appeared to be internal-
ized by Susteen, the maker of Secure View. Many forensic examiners have said that they
have also bought Secure View so that they can incorporate the data from other forensic
tools such as Device Seizure of the Cellebrite UFED products in their main report.

GPS CAMERA PHONES

It is good to start with the discussion of the acronym GPS before discussing the GPS
camera phone. Harry Newton defines GPS as an acronym for “global positioning sys-
tem” in his telecom dictionary [17]. There are both military- and civilian-grade GPS
receivers that give an approximate to precise location of where they are located. Many
cell phones have small internal GPS systems that allow the location of the cell phone to
be known to the user and perhaps others. Before discussing the modern GPS camera
phone, it is good to review the history of camera phones. The camera phone is a cell
phone that has a digital camera built into it. Scott Calonico, a writer for Know Your Cell
said that the first commercially available camera phone for the consumer was the Kyocera
VP-210 “Visual Phone.” This phone became available in 1999 [42]. The Motorola v710
is an example of a camera cell phone that has a fish eye lens on the front. It may be used
for taking digital pictures and the Motorola v710 also had GPS. Cell phones such as the
Blackberry Bold 9700 contain a digital camera that is capable of taking video clips or still
pictures. There is also an option for advanced settings that allows the GPS services to be
turned on or off. If the GPS feature is enabled, the GPS data is also embedded in the pic-
ture so that when one takes a picture and sends it to someone, the location of where the
picture was taken can easily be extracted and mapped. The data is not visible to the eye
but can be extracted with a tool such as the online website www.gpsvisualizer.com or by
utilizing the gallery feature in SVProbe in a tool such as Susteen Secure View.

It is unfortunate that many camera phones have been used for criminal purposes.
Many people have used camera phones to take unauthorized pictures of others in locker
rooms, showers, changing rooms, and tanning salons and then uploaded these pictures to
a website without consent. If the subject of the picture is naked and under 18 years old, a
charge of creating and distributing child pornography may apply. If the picture is mailed
to others with negative comments about the subject’s weight or private parts, additional
cyberbullying charges may apply. The Video Voyeurism Law of 2004 was a Federal law
that was created to protect people from having their picture taken in a place where a
reasonable expectation of privacy exists. Changing rooms, locker rooms, showers, and
tanning salons are some examples of places where one has an expectation of privacy [43].

GPS DATA IN PICTURE

The GPS data that is in the picture is an example of metadata because it is data about the
picture. This data is easily viewed in Windows 7 or in Windows XP by right clicking on
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FIGURE 1.6 GPS metadata displayed in Windows 7.

the picture and selecting properties. There is a tab called details which leads to a section
that says latitude, longitude, and altitude. Other details about the digital camera that
took the picture are viewable too. Sometimes the make, model, and the aperture of the
lens of the camera are displayed too.

All or part of the metadata can sometimes be scrubbed by right clicking on the
photo, selecting properties, and then further selecting a link titled “Remove Properties
and Personal Information.” One can select all or choose from a long list of items to
choose from. A person can choose up to three items to remove in the section entitled
GPS. The first item is latitude, the second item is longitude, and the third item is altitude
(see Figure 1.6).

GPS DATA AND CRIMES

A group of detectives at the 2010 HTCIA conference in Atlanta told me that in the past,
some young men or women in various parts of the United States were reported to have
taken pictures of themselves while drunk and posted them on social networking sites. It
might have a caption such as “guess where T am.” In the past, there were occasions where
people were found and assaulted. In order to safeguard people from their bad judgment,
Facebook removes the GPS metadata from the uploaded pictures in order to help shield
them from people who may wish to locate and harm them.

A New Jersey detective took a digital camera forensics class that I taught in the Fall
of 2010. The detective said that he heard of story of someone in another state who was
assigned to a missing person/possible homicide case. The questioning of various people
and good police investigative work led to a prime suspect. The suspect’s phone was seized
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after a search warrant was issued by a judge. The contents of the phone were downloaded
from the seized phone unto an examination computer. Photos of the missing person
appeared. The missing person appeared to be a victim of a murder and the dead body and
blood was photographed.

Another photo showed the victim in a shallow grave in the woods. The GPS data was
taken from the phone and a team of law enforcement people were dispatched to the loca-
tion of the grave. A body was found and the case proceeded. It was said to be a contract
murder and the pictures provided proof that the job was done. Other evidence was uncov-
ered and the detective said it was an open-and-shut case.

President Ronald Reagan, also known as the great communicator, once said in a
speech to the American public that regardless of age, background, or religion, one thing
that we have in common is watching old movies. In the movie Road to Perdition with
Tom Hanks, we see that Tom’s character is killed by a contract killer who takes a picture
of him after shooting him. This was to show the bosses that the job was completed. Some
people then ask if life imitates art or does art imitate life?

GPS ACCURACY AND VARIABLES

There was a discussion of GPS accuracy by members of the law enforcement community
at the 2010 High Tech Crime Investigative Association Conference in Atlanta, Georgia.
One detective asked the people in the room to do an experiment for themselves to test the
accuracy of the data. The experiment was to take a picture in the underground floor of
the hotel where the conference was held on a cloudy morning. It was important to note
where one stood when one took the picture. The conference hotel was also surrounded by
other large buildings and one did not have a clear view of the sky. He then said that the
second part of the experiment was to take a short ride on the metro to a football field on
a sunny day and note the location where the picture was taken.

Then he said to use a website such as www.gpsvisualiser.com to link the files on a
Google Maps. The metadata is then extracted from the picture and mapped with
Google Maps. We were guaranteed that the picture in the football field would have a
more accurate location than in the hotel in Atlanta, Georgia. There was a discussion
among some of the attendees who said that there are a number of factors that affect
the accuracy of the GPS data in a picture. The factors of accuracy are influenced by
the weather conditions and how many GPS satellites in the sky you can you reach with
your present location. Roger Freeman, an authority on telecommunications, states
that in any location on the earth’s surface, three or four satellites should be in view
[44]. Harry Newton, an authority in telecommunications, also says that canyons,
urban environments, and being under canopies of trees can degrade the accuracy of
GPS [45]. In Figure 1.7, we can see an example of using the www.gpsvisualizer.com
and the link to Google Earth to show the location of where the GPS coordinates are
displayed.

The detectives said that they only use the data in the phone to get an approximation
of where the picture was taken because of the known factors of inaccuracy. They look for
landmarks in the pictures near those GPS coordinates. They also said that there are a
number of tools where false GPS coordinates can be put in the phone so that the evidence
of the digital camera will lead investigators on a false trail. GPS spoofing tools are getting
more popular and evidence of such applications should also be searched for within the
seized cell phone of the suspect. The GPS coordinates can be a good indicator of an
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FIGURE 1.7 GPS coordinates mapped with www.gpsvisualizer.com.

approximate location of where the picture was taken if the weather was good, there were
no obstructions in the sky, and spoofing tools were not used.

The more satellites that can be reached, the more accurate the position of the GPS
receiver or phone can be calculated. The latitude, longitude, and height should be most
accurate on a sunny day in a clear field with no obstructions to the GPS satellites in the
sky. There are two types of GPS positioning systems, one is the standard positioning
service (SPS) system that is used for civilians. It is reported to be as accurate as 1 m in
ideal conditions. The other type of GPS system used by the U.S. Department of Defense
(DOD) is a military version that is very precise called the precise positioning service
(PPS). It is accurate to within centimeters [45].

If there were terrorists known to be using GPS cell phone for some type of missile
system, the accuracy of the GPS can purposely be degraded by the U.S. military to be
inaccurate to as much as 100 m or about 300 ft [45]. If the reader wishes to know more
about GPS signaling and synchronization, then it would be a good idea to seek further
knowledge in Roger Freeman’s Fundamentals of Telecommunication that discusses more
of the technical data.

METADATA: LINKING PICTURE TO GOOGLE MAPS

One can first obtain the GPS data from the properties area of a picture and then copy and
paste the latitude and longitude data in an application to calculate the location of the
coordinates. However, the application may or may not be accurate. It is better to use a
tool such as Google’s Picasa 3 which links to Google Earth so that an accurate location
can be obtained.

It is important to use trustable sources. In the intelligence field, there is what is known
as strong and weak intelligence. Weak intelligence is from a source that is not reliable and
has limited credibility. It is better to obtain strong intelligence which is reliable and from
credible sources. If a CCE is performing an important investigation on a phone, then he
or she should use the most trusted applications possible because the work may be scruti-
nized in court. Google Earth, for example, is a much more trusted application than
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something written by an unknown computer geek in a basement and uploaded to a web-
site. The unknown application could also have malware embedded in it that leaves a trap
door for the writer to enter. Trusted applications are important for both security and
credibility reasons.

One may start Picasa 3, a picture editing program made by Google, and then choose
a Microsoft Windows directory of pictures that one wishes to investigate. If one then
clicks on the Geo-Tag button, the pictures located in that directory may appear on the
map as small thumbnails. One can see an array of thumbnails on the map and learn
precisely where the pictures may have been taken. This is a good tool for investigators.

FAKING GPS DATA USING PICASA 3 AND GOOGLE EARTH

Picasa 3 is a software tool for viewing and editing pictures. It also gives the metadata
about the picture and one can learn about the type of camera that took the picture. The
aperture information is also given. The date and time that the picture was taken can be
seen too. The file size, picture resolution, and file format can be determined too. Picasa
3 will also show the focal length, information about the exposure, and will show the
file’s digital signature. The digitization date and modification dates are also given.
There is a wealth of additional information provided that may be of use to a photogra-
phy expert.

Some pictures that a person takes may not necessarily have the GPS coordinates in
them and someone might forget where they are taken. There is an option called Geo-
Tag that lets one embed new GPS coordinates in a picture. The Geo-Tag button starts
up Google Earth and then one can select a location on earth to go down to. It is pos-
sible to take the camera down to a level where a person may geocode the GPS coordi-
nates of a particular swimming pool at a particular hotel in a digital picture. This is a
good feature for those who wish to put in truthful data in a picture. However, it could
also be misused to create an alibi by making it look as though someone might have been
at a different place at a particular time and date. It is also important to consider the
sophistication of the suspect using the digital camera and computer. If they can barely
operate the camera and using a computer browser is challenging work, chances are that
they did not change GPS data in the pictures. However, it is also important to check the
email and MSS traffic to see if an accomplice could have altered some digital pictures
for them too.

PUTTING IT ALL TOGETHER: CELL PHONE HARDWARE

We reviewed many aspects of the cell phone in this chapter and will look at a dissected
one in Figure 1.8. There is the case front and back case along with a separate latch for
the battery. There is also a coiled-up antenna. In the 1990s, many phones had telescop-
ing metal antennas. There should also be a speaker that allows the person to hear the
conversation. There is also a screen which may be LCD on 1990s phones or a color
display on twenty-first century phones. There may be holes that allow combination
headphones and microphone sets to be plugged in. There is a full keyboard on modern
cell phones but older 1990s cell phones have a dual tone multifrequency (DTMF) board
which only allows number calling, on/off, and dial number. All cell phones have a
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FIGURE 1.8 The internals of the cell phone.

speaker or built-in microphone for speaking into. There is also a printed circuit board
which holds all the components and has a bus system on it for data travel. Many people
are familiar with large printed circuit boards in computers which are called “mother-
boards.” There is usually a metallic hinge that holds a SIM card. The SIM can be used
for storage and also has phone subscriber information that is used for identification
and billing purposes. There may also be internal storage built in the cell phone which
could be volatile but probably is not. There should also be a large microprocessor
which acts like a CPU in a computer. Then there is a radio frequency and power sec-
tion. Some college students have simplified the concept of cell phone hardware and say
that it is half radio/transmitter and half computer phone. Newer phones may also have
connectors for external cards such as SD cards and receptacles for cables to connect
with computers. It is important to understand the basic hardware so that one knows
where to look for evidence. There is the internal chipset with the phone’s identity, inter-
nal cards, external cards, the SIM, internal memory, and perhaps other storage or
computing devices that are connected to the phone.

REFERENCES

1. Doherty, E.etal.(2007). Eforensics and Investigations for Everyone,p. 3, Authorhouse,
Indiana, ISBN 978-1-4343-1614-1.

2. Cooper, M. et al. (October 17, 1973). Radio Telephone System, US Patent number
3,906,166; Filing date October 17, 1973; Issue date September 1, 1975.

3. Moultan, P., Moutlan, J. (2001). The Telecommunication Survival Guide, pp. 514—
517, Prentice Hall, Upper Saddle River, NJ, ISBN 0-13-028136-0.

4. Smith, F., Bace, R. (2003). A Guide to Forensic Testimony, The Art and Practice of
Presenting Testimony as an Expert Technical Witness, pp. 8, 9, 276, Addison-Wesley,
Boston, MA, ISBN 0-201-75279-4.

5. Annan, K. (1999). Secretary General of the United Nations, Kofi Annan’s Speech to
the International Telecommunication Union on October 9, 1999 at the Opening
Ceremony. Telecom. URL accessed August 27, 2011. Retrieved from http://www.itu.



38

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

Digital Forensics for Handheld Devices

int/telecom-wt99/press_service/information_for_the_press/press_kit/speeches/
annan_ceremony.html.

. Ahonen, T. T. (February 17, 2011). All the numbers, All the facts on mobile the tril-

lion-dollar industry. Why is Google saying: Put your best people on mobile?
Communities Dominate Brands from TomiAhonen Almanac 2011. URL accessed
February 27, 2012. Retrieved from http://communities-dominate.blogs.com/
brands/2011/02/all-the-numbers-all-the-facts-on-mobile-the-trillion-dollar-industry-
why-is-google-saying-put-your-b.html.

. Shim, C. (2009). The world’s first phone museum and gallery. URL accessed August 27,

2011.Retrievedfromhttp://www.koreatimes.co.kr/www/news/art/2009/04/153_43336.
html.

. Telecommunication virtual museum. URL accessed August 28,2011. Retrieved from

http://www.telcomhistory.org/vm/scienceCellPhones.shtml.

. URL accessed August 28, 2011. Retrieved from http://www.forrestfotos.com/

OtherGalleries/ALs-Cell-Phone-Museum/10383782 _83FGVm/742594990_Swo3U
#1i=742594990&k=5wo3U.

Youtube. Cellphone gun. URL accessed November 15, 2011. Retrieved from http:/
www.youtube.com/watch?v=Sxq14TOJEIQ.

Silberschatz, A. et al. (2003). Operating Systems Concepts, pp. 20-21, Wiley and
Sons, USA, ISBN 0-471-25060-0.

Gralla, P. (2005). PC Pest Control, pp. 102-103, O’Reilly Media, Sebastopol, CA,
ISBN 0-596-00927-7.

yourdeadin. (January 16, 20035). Cell phone cloning, antionline.com. URL accessed
February 24, 2012. Retrieved from http://www.antionline.com/archive/index.
php/t-262738.

Bulkeley, W. (February 8,2007). Finally, cell phone photos worth sharing. Wall Street
Journal. pp. D1, D3.

Solomon, M., Barrett, D., Broom, N. (2005). Computer Forensics Jump Start, p. 104,
Wiley Publishing, San Francisco, CA, ISBN 0-7821-4375-X.

Wilson, J. (1982). Technical College Physics, p. 329, CBS Publishing, New York, NY,
ISBN 0-03-057912-0.

Newton, H. (2002). Newton’s Telecom Dictionary, p. 663, CMP Books, New York,
NY, ISBN 1-57820-104-7.

Freeman, R. (2005). Fundamentals of Telecommunications, 2nd edition, IEEE Press,
Hoboken, NJ, ISBN 0-471-71045-8.

Shortley, G., Williams, D. (1959). Principles of College Physics, p. 600, Prentice Hall
Inc, Engelwood Cliffs, NJ, Library of Congress Catalog Card Number 59-11031.
Lal, A. (November 8, 2011). RIM launches BlackBerry Bold 9900 Smartphone in
India at Rs. 32,490. thinkdigit. URL accessed December 28, 2011. Retrieved from
http://www.thinkdigit.com/Mobiles-PDAs/RIM-launches-BlackBerry-Bold-9900-
smartphone-in_7319.html.

Nelson, Phillips, A., Enfinger, E., Steuart, C. (2005). Guide to Computer Forensics
and Investigations, pp. 24, 64, Thompson Course Technology, Boston, MA, ISBN
0-619-13120-9.

Wisegeek. What is a sim card. URL accessed August 28,2011. Retrieved from http://
www.wisegeek.com/what-is-a-sim-card.htm.

Smith, F.,, Bace, R. (2003). A Guide to Forensic Testimony, The Art and Practice of
Presenting Testimony as an Expert Technical Witness, p. 121, Addison-Wesley,
Boston, MA, ISBN 0-201-75279-4.



24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

The Cell Phone 39

Vacca, J. (2005). Computer Forensics, Computer Crime Scene Investigation, 2nd edi-
tion, p. 516, Charles River Media, Boston, MA, ISBN 978-1-58450-389-7.

Dobherty, E. (2005). Investigating cell phones in the international arena. Eighth New
Jersey Universities Homeland Security Research Consortium Symposium Homeland
Security, Friday, December 5, 2008 at Princeton University. URL accessed September
5, 2011. Retrieved from http://dimacs.rutgers.edu/NJHSConsortium/Princeton
Abstracts.html.

Smith, F.,, Bace, R. (2003). A Guide to Forensic Testimony, The Art and Practice of
Presenting Testimony as an Expert Technical Witness, p. 407, Addison-Wesley,
Boston, MA, ISBN 0-201-75279-4.

Doherty, E. (2011). Teaching cell phone forensics and e-Learning. Worldcomp 2011, Las
Vegas Nevada, July 18-21,2011, EEE’11 International Conference e-Learning, e-Business,
EIS, and e-Government, Conference Proceedings, pp. 161-164,ISBN 1-60132-176-7.
Harte, L., Levine, R., Livingston, G. (1999). GSM Superphones, p. 1, McGraw Hill
Publishing, New York, NY, ISBN 0-07-038177-1

Weinberger, S. (April 4,2008). Congress freaks out over Second Life terrorism. Wired
Magazine. URL accessed August 28, 2011. Retrieved from http://www.wired.com/
dangerroom/2008/04/second-life/.

Gourlay, C., Taher, A. (August 5, 2007). Virtual jihad hits Second Life website. The
Sunday Times Online. URL accessed September 4,2011. Retrieved from http://www.
timesonline.co.uk/tol/news/world/middle_east/article2199193.ece.

Mobithinking. URL accessed November 15, 2011. Retrieved from http://mobithink-
ing.com/mobile-marketing-tools/latest-mobile-stats.

Cellebrite launches UFED Chinex (October 24, 2011). News Blaze. URL accessed
November 15,2011. Retrieved from http://newsblaze.com/story/2011102407360200
002.pnw/topstory.html.

Tarantula Chinese Chipset Analysis tool. eDec Digital Forensics. URL accessed
November 15, 2011. Retrieved from http://www.edecdigitalforensics.com/
tarantula-chinese-chipset-analysis-tool.

Paraben Sim Card Seizure v3.1. Paraben Corporation. URL accessed January 22,
2012. Retrieved from http://www.paraben.com/sim-card-seizure.html.

Ty, A. (nd). How to repair a laptop USB port. Ehow. URL accessed February 15,
2012. Retrieved from http://www.ehow.com/how_5030220_repair-laptop-usb-port.
html.

O’Brien, W. (November 8,2007). How to replace a mini USB port on your cellphone.
Hack a day. URL accessed February 15, 2012. Retrieved from http://hackaday.
com/2007/11/08/how-to-replace-a-mini-usb-port-on-your-cellphone/.

Elcomsoft Phone Password Breaker. Elcomsoft. URL accessed February 4, 2012.
Retrieved from http://www.elcomsoft.com/eppb.html.

Mandia, K., Prosise, C., Pepe, M. (2003). Incident Response & Computer
Forensics, pp. 78-80, McGraw Hill/Osborne Publishing, Emerysvile, CA, ISBN
978-07-222696-6.

Doherty, E.etal.(2007). Eforensics and Investigations for Everyone,p.9,Authorhouse,
Indiana, ISBN 978-1-4343-1614-1.

Nelson, Phillips, A., Enfinger, E., Steuart, C. (2005). Guide to Computer Forensics
and Investigations, pp. 24, 64, Thompson Course Technology, Boston, MA, ISBN
0-619-13120-9.

Cloke, K., Goldsmith, J., Bennis, W. (2005). Resolving Conflicts in the Workplace,
Jossey-Bass, USA, ISBN 0787980242.



40

42.

43.

44.

45.

Digital Forensics for Handheld Devices

Calonico, S. (2011). A retro salute to the Kyocera VP-210. Know your cell. URL
accessed August 31, 2011. Retrieved from http://www.knowyourcell.com/culture/
cellhumor/1022860/a_retro_salute_to_the_kyocera_vp210.html.

Doherty, E.etal.(2007). Eforensics and Investigations for Everyone, p. 6, Authorhouse,
Indiana, ISBN 978-1-4343-1614-1.

Freeman, R. L. (2005). Fundamentals of Telecommunication, 2nd edition, p. 140,
Wiley-IEEE Press, Hoboken, NJ, ISBN 978-0-471-71045-5.

Newton, H. (2002). Newton’s Telecom Dictionary, p. 331, CMP Books, New York,
NY, ISBN 1-57820-104-7.



CHAPTER 2

Digital Camera Forensics

THE HISTORY OF THE DIGITAL CAMERA

It is difficult to find an exact starting point for the digital camera, so this chapter will
start with the first mention of it in a recognized publication. Eugene Lally was a NASA
scientist who wrote a theoretical paper in 1961 that described digital photography using
a mosaic array of photo detector circuits, analog to digital converters, and a place to send
the resulting pictures [1]. Others will sometimes start the history of the digital camera
with a story about Texas Instrument’s initiatives on a filmless camera in 1971.

The history of the digital camera differs because there are many types of digital cam-
eras and opinions about the history and whose contributions are significant. This is why
definitions are important. If you consider a device that used a traditional movie camera
lens, a coupled charged device (CCD) image sensor, digital circuits, and a process that
takes 23 s to save an image on a cassette to be a digital camera, then Steve Sasson is the
inventor of the first digital camera [2]. The U.S. Patent Office would also agree with that
because Steve Sasson and Lloyd Gareth were awarded patent number 4131919 on
December 26, 1978 for developing the digital camera [3]. The patent expired in 1997
which meant that many restrictions on the manufacture and sales of digital cameras after
that date would be lifted.

The mass-produced fully digital cameras that we are used to today and that can save
images quickly to electronic media did not happen until the 1980s. The student of digital
camera forensics would most likely be interested in Steve Sasson’s contribution to the field
of digital cameras but would be more interested in digital cameras that are mass pro-
duced, used in crimes or policy infractions, and must be examined as part of an investiga-
tion. The history of the modern mass-produced handheld consumer device that is known
as the handheld digital camera, or the one that is built into the cell phone, is the result of
many innovations. The history could be divided into some major components, which are
the conversion of analog pictures to digital signals, the storage of signals on magnetic
media, the transmission of digital images, Kodak’s 1.4 Megapixel Sensor, and the Apple
Quick Take 100 digital camera in 1995. This section of the chapter will discuss each
component.

DIGITAL CAMERA HISTORY: CONVERSION OF ANALOG PICTURES
TO DIGITAL SIGNALS

Digitizing pictures is said to have come out of the television industry in the 1950s. Charles
Ginsburg led a team that developed the videotape recorder (VTR) in 1951. The VTR
converted analog television signals into digital signals that were captured on magnetic
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tape. Charles Ginsburg’s VTR was sold in 1956 to the public by the Ampex Corporation
[4]. The changing of analog signals to digital signals is the main function of our codecs
today. Digitizing signals was a necessary hurdle to pass in order to later invent a handheld
digital camera.

DIGITAL CAMERA HISTORY: THE TRANSMISSION
OF DIGITAL IMAGES

Many great technologies have been improved due to by-products of the research and
development of the U.S. Space Program started by former U.S. President John F. Kennedy.
It is common knowledge that on July 20, 1969, the astronauts of Apollo 11 landed on the
moon and the digitized pictures of the moon were transmitted back to earth and seen by
an estimated five hundred million people worldwide on television. The transmission of
digital signals by a short wire and ultimately the long distance to earth wirelessly could
be a process that is considered an ancestor of our ability to take pictures from our mod-
ern digital cameras and connect them to our computers via cable or wirelessly.

DIGITAL CAMERA HISTORY: KODAK’S 1.4 MEGAPIXEL SENSOR

The digital camera that Steve Sasson invented was something that could be considered to
be an expensive prototype that proved the concepts of a digital camera in the labs of
Kodak in the 1970s. Then, in 1986, the Kodak Corporation created a 1.4 megapixel sen-
sor that allowed pictures to be taken and digitized with the use of the sensor [4]. This was
the last component that needed to be invented so that someone could take all the achieve-
ments of the past and create a digital camera. This 1.4 megapixel sensor allowed for the
capturing of an image to digital media and thus could be immediately sent to a printer.
Kodak would have probably been the innovator and lead digital camera maker except
that a patent dispute over instant pictures with Polaroid was decided in favor of Polaroid.

DIGITAL CAMERA HISTORY: THE APPLE QUICK TAKE 100

The Apple Quick Take 100 is considered by many to be one of the first truly digital cam-
eras that were affordable, mass produced for the consumer, and interfaced with the home
computer [4]. It was available in the United States in 1995. Some of the early cameras in
the 1980s such as the Sony Marvica could arguably be traditional cameras that used a
type of codec to save the picture to digital media. That is not a fully digital camera but is
perhaps a hybrid digital camera. The Sony Digital Mavica MVC-FDS that was intro-
duced in 1997 was a fully digital camera. The Quick Take 100 used the Kodak megapixel
sensor and had a cable that allowed one to download picture using a RS232 port and
connect to a personal computer.

DIGITAL CAMERA HISTORY: THE WEBCAM

Haag, Cummings, and Phillips are authors of a management information systems book
that divides digital cameras into three categories [5]. They describe the webcam, the
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digital still camera, and the digital video camera. Most of this chapter will focus on the
digital still camera but the webcam is worth addressing since it is connected to the
laptop, notebook, netbook, desktop computer, and the Xbox. Xbox forensics is a new
area of digital forensics and there is now a webcam for it called the Xbox 360 Live
Vision Camera.

The webcam can be used to take a still camera shot or video. It is a digital camera.
Webcams can be separate pieces of hardware that sit atop computer monitors and plug
in a USB port. Webcams can also be small devices embedded in PDAs, cell phones, or
PDA cell phones. Some of the same video conferencing applications made for desktops
and laptops such as Skype now appear on mobile devices. The webcam still shot photo
can be exchanged with another person through email or by Skype phone or by a video
conferencing program such as Microsoft Messenger. America Online (AOL) Instant
messenger is also a program that lets people send text messages and still picture file
attachments.

Sometimes, some sex offenders misuse communication programs and then get caught
contacting minors to meet for sex. The majority of the sex offenders are adult men look-
ing to “hook up” with teenage girls. This has been the subject of a television show called
To Catch a Predator. There are two ways that the sex offender can be caught. The first is
to report the offender while engaged in a conversation with the minor. In this situation,
the minor can tell his or her mom or dad and they can call the police. If the police can get
there while the conversation is still active, then law enforcement can get the IP address of
the offender and use a reverse look up to find out where that IP address is and to whose
account that is registered to.

The second way is for the minor to engage in the conversation with the offender
and set up a meeting for the minor and the offender. Of course the police will be
present to arrest the offender when he shows up. The police can also use a screen
capture program to collect all the evidence of the inappropriate chat and videoconfer-
ence while it takes place. The screen capture might even collect stills or videos of the
offender exposing him or herself to the minor. There are also logging features in
certain instant messaging and videoconferencing programs that can be enabled even
before law enforcement arrives.

Once the sex offender is arrested, he or she will go to trial or plea bargain for a
lesser jail sentence and parole. The sex offender’s name and address will be added to
the sex offender database because of the Megan’s Law legislation. There are over five
hundred thousand registered sex offenders in the United States [6]. Once these offend-
ers are back in the community and on parole, a parole officer will visit their residence
on a weekly basis and question the offender about his or her activities. The parole offi-
cer will also check the offender’s computer to see if he or she has been violating parole
by going into chatrooms and engaging in conversations or sending still camera pictures
or video with minors.

The offender’s computer can easily be checked for inappropriate video and chat by
using covert programs that are installed in the background of the offender’s machine and
take snapshots of activity that the user is engaged in. Email, video, chats, and web surfing
can all be easily checked by reviewing the results of one of these capture programs such
as Spectorsoft’s Spector Pro 2011 [7]. When a person agrees to parole, he or she also
agrees to visits to the home, questioning about activities, and monitoring of the home
computer with products such as Spectorsoft’s Spector Pro 2011. Since the sex offender
agreed to be monitored, there is no breaking of laws or invasion of privacy. It is all legal
and agreed to as a condition for parole.
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DIGITAL CAMERA HISTORY: pSLR

In 2012, there are often a number of digital cameras on the market with the designa-
tion dSLR. It might be asked what the difference between an SLR and a dSLR camera
might be. The fact that they are both SLR tells us that they are both of the same genus,
metaphorically speaking. The main difference between SLR and dSLR is that the dSLR
uses digital media instead of film to store the image. Film needs to go to a processing
lab to be processed while images on a XD, SD, miniSD, or CF2 card could be printed
on color photo paper but need not be printed. The digital image could just be kept on
a hard drive or distributed to others by email, social media, or website. There are often
places on the Internet where there are discussions of prosumer dSLR cameras and con-
sumer dSLRs. Prosumer is a word that combines consumer and professional. Some
digital camera experts will say that prosumer is a term for electronic products with a
standard that is generally thought to be somewhere between what is found at large
outlets such as Walmart and what is the top-of-the-line professional standard. It most
likely has to be with standards referring to ruggedness, resolution, and the shutter
speed variability.

In 2012, one might read an ad for a dSLR camera such as the following, “Canon EOS
7D 18 MP CMOS Digital SLR Camera with 3 inch LCD and 28-135 mm {/3.5-5.6 IS
USM Standard Zoom Lens.” Most of the technical information about this camera should
be embedded in the picture it takes. This is known as EXIF metadata and follows format
standards as described by Kevin Cohen in the Small Scale Digital Forensics Journal [8].
It is important to understand how to read the acronyms and understand what they mean.
Canon is a brand. There are many brands of digital cameras in 2012 such as Canon,
Nikon, Olympus, Sony, Panasonic, Kodak, Fujifilm, Pentax, Casio, GE, HP, Leica,
Samsung, and Sigma. Sometimes, one can see the term ISO. This has to do with sensitiv-
ity to light and ranges from 100 to 3200. A large range is good because it allows for vari-
ous lighting situations. The number and term 18 MP means eighteen megapixel. This
means it can take very-high-resolution pictures.

The term EOS is an electrical optical system and SLR is an acronym meaning single
lens reflex, meaning that there is a mirror and prism so what we see is what we shoot
with the camera. The term “CMOS” is complementary metal-oxide—semiconductor
and this type of chip is used in desktop computers to store the time and date. The
CMOS is famous for not wasting power on heat so the battery can last longer. The 3
inch LCD means that it has a 3 inch liquid crystal display viewer that shows the picture
before putting it on digital media. The term “IS” means image stabilization and helps
prevent blurry pictures. The number associated with f is the aperture and /3.5-5.6 has
to do with how much light comes in. The USM is an acronym for ultrasonic motor and
is part of a system for a digital zoom. The EOS 7D has to do with the optical system
and there are firmware upgrades sometimes issued by Canon to improve the optical
system. The SLR has come a long way since one of the first ones was seen in East
Germany in 1949.

GETTING TO UNDERSTAND DIGITAL CAMERA HARDWARE

One of the ways that people who wish to become future digital camera forensics
experts can learn about the hardware is to ask friends and relatives for old digital cam-
eras and documentation. If the cameras did not work and they do not care about them,
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one can take a screw driver and pry the molded plastic frame apart. Then one can
Google search the make and model of the camera and any associated hardware speci-
fication sheets. Then, one can look at the printed circuit board, the lens, the sensors,
and look for chips that appear to be memory. One can look at the flat gold-plated paths
known as the bus systems that take data around the system board. Online documenta-
tion that is detailed will explain the advanced features of the camera and often tell
something about the hardware too. Just as people dissected a fetal pig or frog in high
school, a person may also learn from dissecting a digital camera. One can also visit the
library and take out some books on digital cameras to learn how they work. I once
bought a digital camera from a local camera store from a salesman named James.
Later, I went to purchase another camera and asked for the same person. The store
owner said he was sad that the knowledgeable man had left. The man only stayed on
the job to learn about digital cameras and moved on to learn about other devices at
another store. The man was going to do something in computer science or forensics
and he was learning about the equipment on the job before moving forward in that
career. This is actually more common than one might think. I have met people in cell
phone forensics who started their career by first working for a cell phone store. The cell
phone examiner first started with sales and configuring SIM cards. Other examiners
discussed how they once had jobs in the cell phone store at the mall and first learned
about collecting the contents of a phone by using a Cellebrite to transfer data from the
old phone to the new one.

HISTORY OF THE DIGITAL CAMERA: CRIMINAL ACTIVITY

Once computers and digital cameras became popular and could connect to one another,
people were misusing digital cameras. Computer forensic examiners are sometimes called
by computer technicians at stores such as Best Buy when customers leave computers for
service. The technicians call when they find child pornography. Once child pornography
is found, law enforcement is called and investigation starts. The law enforcement investi-
gator would sign an affidavit, get a search warrant, and then question the suspect. The
investigator would most likely write the search warrant broadly enough so that any digi-
tal cameras and media at the suspect’s home could be seized too. The pornography that
was found on the computer could have been downloaded from the Internet. The other
possibility is that the pornography was created with the computer owner’s digital camera
and transferred to the computer by a cable.

According to Steven Yagielowicz, “there has been an explosion of online child por-
nography” [9]. Steven says this is because of digital cameras getting in the wrong hands
[9]. Shinder and Tittel say that when people create child pornography, it is considered a
violent crime [10]. Distributing it is another crime [10]. Some adjunct professors who
are detectives have told their classes that they have investigated people in their full-time
police jobs where the people said that the child pornography got on their machine
because they might have clicked on a link for washing machines and were bounced to
a porn site that downloaded some images to their computer. The police said they may
believe that for a few images but not when there are hundred on the computer. Steven
also said, “A surfer seeking legal, amateur erotica could easily download illegal content
without ever intending to seek out or download child pornography, but it could be up
to a jury decide his intentions—and all after a life-destroying arrest and expensive
trial” [9].



46 Digital Forensics for Handheld Devices

DIGITAL CAMERA OPERATING SYSTEMS

Many of the digital cameras use an embedded operating system that has a limited number
of functions. The important basic functions are setting the date, time, and time zone. All
the file creation dates and times are inaccurate if this function is off. One should check
this setting when examining a camera because it impacts all the evidence. All differentials
should be noted. Embedded systems also provide the interface to select file size, resolu-
tion, and exposure time. The embedded systems usually have a feature to let the user
select saving the pictures to internal memory or an XD or SD card or some type of exter-
nal media. If the seized camera has an option set for storage on external media and the
card is missing, then evidence needs to be found. The embedded operating system often
uses a FAT 32 file system for storing and retrieving and deleting photos.

It is advisable to take a class on file systems because there are so many file formats
that one may encounter with regard to digital images. BMP is an acronym for bitmap
because the bits of the digital image are said to be stored in an organization that was
mapped out. Information is uncompressed and there may be up to eight bytes of informa-
tion with regard to each pixel. Other common formats are TIFF, JPG, enhanced JPEG,
and GIF. Digital images are files that may have been taken with the camera where they
reside or may have been placed there from other sources when the camera was in mass
storage mode. It is important to learn about headers, footers, and how the file is saved
across clusters and chained together. It is also important to learn about data carving and
how a file is reassembled.

The file system standard that the digital camera investigator should be familiar with
is the JEITA—CP-3461 standard. This standard is produced by the Standards of Japan
Electronics Information Technologies Association [11]. This format is used in digital
cameras and one can recognize it when we see a root, followed by a DCIM directory.
DCIM means digital camera images. Underneath the DCIM directory, there may be up
to 900 subdirectories. Each subdirectory starts with three numbers, followed by five
letters. This standard discusses the use of a format such as FAT 12, FAT 16, FAT 32, or
exFAT on the use of Digital Still Camera Image File Format Standard (EXIF) standards
on Design Rule for Digital Camera File Systems (DCF) media. Pictures files may have the
extensions JPG while thumbnails have a file extension of THM for thumbnail. Each file
type has its own data structure. It is also stated that thumbnails be 120 x 160 pixels. The
document on standards can really help the digital examiner understand the hardware and
file system which is crucial to recovering digital images.

DIGITAL CAMERA FILE SYSTEMS: FAT

There are many versions of the Microsoft File Allocation Table (FAT) file system. Perhaps
you remember FAT 12 being used in the early 1980s with 5.25 inch floppy diskettes.
Twelve meant 12 bits of addressing and that meant a 16 MB limit. Then, there was
FAT 16, FAT 32, and VFAT, virtual (FAT). If you are a video game player, you might
have an Xbox which has FATX. Some digital cameras use a FAT file system so it is
worth studying.

The FAT file system was a result of the inspirations and the actuations of those
thoughts by Bill Gates. The FAT file system has a file name, a starting cluster, file size,
and information both about the creation date of the file and its most recent modification.
With a set of tools such as those created by Norton Utilities, it is also possible to see the
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chaining of clusters for a file until the end of file (EOF) marker. There is often not enough
contiguous room or one continuous space to store the file, so the chaining of clusters is
used. Part of a file may be at cluster 20, and then continue at cluster 50, 51, 52, and end
at cluster 64. When a person deletes a file, the first letter of the file name in the file alloca-
tion table changes to ES(hex) indicating that the space reserved for that file is now free
for the operating system to use and write over.

There are also two copies of the FAT table on a piece of digital media in case one is
damaged. Many digital forensic tools and data recovery tools will examine the FAT tables
and restore the first character with another letter so it becomes a valid entry. If those
clusters were not written over and the chain is intact, the file or digital picture can easily
be restored.

EXTERNAL MEDIA

The Ampex Corporation’s storage of these new digital signals of video on a magnetic
media was a major success. A form of flexible magnetic media was a key component of
floppy disks in the late 1970s. Later in the 1980s, some pictures from the analog camera
family of Sony Marvica cameras were stored on these magnetic disks and later 3.5 inch
floppy disks. Though these cameras were not digital, the saving of data on digital media
was a significant step toward the truly digital camera. One could argue that the digital
camera would not be a reality without inexpensive digital media to store data. Because
of Moore’s law, the number of transistors stored in a semiconductor device doubles every
18 months. This has allowed for the affordable storage media known as SD cards to
be the media du jour of digital cameras in 2011.

One may find a variety of external media cards with digital cameras. The CF card or
compact flash storage card may often have 16 megabytes of memory. The card is approxi-
mately one square and has two rows of holes that connect in a camera. The card has to
be kept out of direct sunlight, heat, humidity, and away from water and shock. This CF
card fits in the universal card reader and can be used with many of the forensic tools
surveyed in this chapter.

SURVEY OF TOOLS TO INVESTIGATE A DIGITAL CAMERA

A fact-finding corporate committee that may oversee an investigation headed by the
authorized requestor (AR) may ask, “What is the difference between data recovery and
digital forensics and can the same tools be used?” The data recovery process is used to
recover files or data that was lost. However, digital camera forensics uses data recovery
techniques to recover lost files, namely digital pictures, as part of an investigation. That
investigation could be a policy infraction investigation in the private sector or as part
of a criminal investigation in the public sector. The investigator should look for digital
evidence that exonerates the suspect from wrongdoing. This is called exculpatory
evidence. The investigator should also look for evidence to help prove the suspect of the
investigation as guilty.

It is necessary to power on a camera in order to collect the pictures from the resi-
dent memory of a digital camera. Once the camera power is on, the device appears as a
mass storage device when it is connected to an examination machine. The certified
computer examiner (CCE) then uses a tool such as Guidance Software’s Encase, Recover
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My Files, Access Data’s FTK, or Paraben’s Device Seizure. The camera must be pow-
ered on before using these tools and sometimes cameras having been sitting in an evi-
dence locker for some time will have batteries that had died. The problem with just
putting any batteries conveniently nearby in the digital camera and powering it on is
that the batteries may not be the correct type or the investigator may not install them
correctly. Some cameras are known for using up batteries, so start with the correct new
ones so that one does not have to replace them and create additional temp files and
further change evidence. It is important to have exact replacement batteries and to put
them in exactly as it shows. The bump or plus should go in exactly as the picture
directs. Some cameras even have the polarity marked with etchings inside the case for
the batteries. It is important to also read the documentation and put in the correct type
of battery. There are lithium, zinc oxide, and alkaline. Some cameras also specify not
to use rechargeable batteries.

It is better to follow the directions for the battery exactly as the directions for the
camera specify and to note that in the examination documentation. If the digital evidence
in an investigation cannot be recovered and it was discovered that the CCE was negli-
gent, due to ignoring battery selection and installation, then a lawsuit or sanction may
follow. Some digital camera store owners will also tell you that sometimes the mecha-
nisms for the batteries go bad and it is best to use an external power source to power the
camera on.

When it comes to external power supplies for digital cameras, it is absolutely critical
to observe the polarity. The inside may be plus or minus. A connector may fit and if one
has the wrong polarity, it may damage the digital camera. It is also important to have the
correct type of voltage such as 3.3, 4, or 6 V. It is also important to check that the exter-
nal power source is giving direct current or D.C. voltage and not A.C. or alternating
current. One time I accidentally connected a 6 V A.C. external power supply to a router
that needed 6 V D.C. voltage. The result was that the router became extremely hot,
stopped functioning, and began to smell like burning electrical components. It is there-
fore important to double or triple check the power requirements for the device and to
check the equipment before powering it on.

It is also very important to note the amperage needs of the camera and what the
device specifications call for. The external power supplies often say they supply a certain
voltage, a polarity on the connector, amperes (amps) or milliamps, D.C. or A.C., and a
certain frequency that is measured in hertz. Having too much amperage draw on an
external power supply with thin wiring can be a fire hazard. Once the device is powered
up correctly, the following devices may be used below.

SURVEY OF TOOLS: FORENSIC PROFESSIONAL KIOSK
CARD READER EX-3U READ ONLY

There have been some emails from some CCEs that mentioned the “Forensic Professional
Kiosk Card Reader EX-3U” sold on eBay. The device was made by Atech Flash and
marked as brand new. It was priced at $65 with a label of buy it now. That means that it
is not an item that has to be bid on, but can be purchased immediately. There were also
more than 10 available. This meant that it was not just a good deal but that it was one of
a kind. The shipping charge was $10. The tool at that price is affordable for academics,
law enforcement, and corporate investigators. The device was for sale from California
which meant that it did not have to clear customs and could be obtained in a reasonable
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amount of time. One could purchase it with PayPal or a “Bill Me Later” card and there
was an option for eBay buyer protection.

The piece of equipment had a metal housing. This was a very good feature in its
design because it could fit in a 3.5 inch bay of a workstation or PC and be accessible to
anyone who was in front of the computer. That size bay is smaller than the 5.25 inch bays
many people are used to for 5.25 inch floppy disks or IDE hard drives. That means that
this device goes in the forensic workstation and will not get lost as universal card readers
often do. Examiners could easily misplace external card readers which are often the size
of an old-fashioned cigarette lighter and connect by a USB cable. The device dimensions
are 102 x 25 x 125 mm, that is, the width, height, and depth. The device also includes
USB 2.0 Internal Motherboard Cables. It also featured color-coded bezels which many
people find easy for identifying the correct card slot. Many digital media cards have simi-
lar sizes and it is easy for someone to jam the media card in the wrong slot and damage
something if it is not color coded. Many people may not realize that performing an
investigation is a stressful act and it is easy to make a mistake under duress. Anything
such as color coding simplifies the process, helps reduce stress, and may reduce errors and
prevent card damage.

The fact that it is labeled forensic and professional and read-only may significantly
help it become accepted by both the legal community and the digital camera forensic
examiner community. Since the device is read-only, that means that one does not have
to change the registry key of the examination machine to make the USB port read-only.
The device has read-only firmware to prevent data from being corrupted. Firmware is
programmed instructions on a chip that are activated when the device is going to trans-
fer data. If one studied computer architecture, one might have encountered the term
“firmware” with regard to read-only memory (ROM) or erasable programmable read-
only memory (EPROM) chips. The transfer rate is rated up to 480 Mb/s with USB 2.0.
The forensic examiner workstation also has to be able to support USB 2.0 and an
operating system of Windows 2000/XP/Vista must be used. The device is also good
with Mac OS X and later versions. It was also able to work with Linux systems and it
might be a good experiment to see if it works with UBUNTU. This is important since
many corporate examiners are no longer working exclusively with Windows and Intel
processors.

The supported media cards are XD—Picture Card Type H, M, M+. The XD M+
card often comes in 2 GB capacities and can be used in many Olympus and Fuji digital
cameras. The XD card with H designation is often found with capacities of 512 MB and
works with Olympus cameras. The XD M card is often encountered in both 512 MB
and 2 GB sizes. If one examines the previously discussed speeds of USB transfer and the
card capacity, the transfer of data should take far less than ten seconds in the worst case.
That seems quite acceptable. When data transfer takes excessive amounts of time, cor-
porate examiners will sit there and supervise the task while multitasking. This allows
the person to maximize their workload in a day. The other cards supported are Memory
Stick, Memory Stick Duo, and Memory Stick Micro. Memory Stick Duo cards are for
many Sony cameras. The device also supports MultiMediaCard are often called MMC
cards by students. They come in capacities as low as 16 MB. The device also supports
CompactFlash often called CF cards that are often made by Promaster for SLR cameras
and have capacities that range from 16 MB to 16 GB. This read-only device also sup-
ports the CompactFlash UDMA standard. There CF UDMA 6 cards often found in
capacities as large as 32 GB and have transfer speeds of 90 MB/s. The transfer of pic-
tures on a card that is full could take quite a few minutes. This type of card can be used
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on a wide range of cameras. The device also supports MicroDrive cards which are often
found in 340 MB capacities, such as “IBM 340 MB Microdrive CF+ Type II Micro
Drive 340 MB Digital Memory Compact Card.” The device also supports the Secure
Digital Card, often called an SD card. These are often made by ScanDisk and may be
found in a wide range of capacities from 32 to 16 GB. The device also supports miniSD
cards which are often found in digital cameras and cell phones. It also supports microSD
cards which are often found in capacities of 2-16 GB and made by ScanDisk. The device
also supports the Secure Digital eXtreme Capacity SDXC card which can be found with
a capacity of 64 GB.

It is also interesting that this device is also built for the professional photo kiosk
machines. Such devices may be found at the local pharmacy or department store where
one goes shopping. Such stores would want to avoid lawsuits from damaging people’s
photos so a forensic card reader makes sense for them. The desire not to destroy or alter
data is shared by both digital forensic examiners and photo developers. Hardware that is
solely developed for the digital forensic market is often expensive because the market is
small and high development costs must be recovered. If the digital examiner can identify
synergies such as the photo kiosk market and the digital forensic market, then one should
take advantage of the lower pricing for a larger market.

This device is labeled as read-only, but it is still good to do a validation test to try to
write to the card when it is in the device. If one was doing an examination on a 16 MB
and a 16 GB CompactFlash card, it would be good to get two other cards of the same
type and run a test on them. The test could be as simple as putting the blank 16 MB card
in the forensic professional kiosk reader and trying to write to it five times. Then, the
same could be done with the 16 GB blank card. The results should be put in a notebook
and then filed with the case. This type of validation is not a set of new methodologies but
an adaption of the same type of validation that was done previously with other types of
media. Consider this classic example: examiners would test the read-only notch on 3.5
inch floppy disks by trying to write to the disk when the window was closed. Before that,
examiners would test the read-only notch on the 5.25 inch floppy by trying to write to the
blank disk when a piece of tape was put on the notch on the side of the disk. Classic
methodologies should be applied to new technologies.

The fact that the device also has a USB 2.0 port on it also means that the digital
examiner can connect any USB cable to it. That means that the digital forensic examiner
can connect a USB cable and digital camera to it to seize the internal pictures. Most digi-
tal cameras include an internal memory with a limited number of pictures and a space for
external storage cards. It would be advisable to open up a session of VMware with
Windows XP running and then run Access Data’s Forensic Toolkit. The next step is to
use this device in conjunction with a cable and digital camera to carve out all the deleted
pictures and thumbnails from the internal memory of the camera. It is important to real-
ize that a person using a digital camera could easily have taken some important pictures
that resided in internal memory and then deleted them. Data carving is an important task
and also helps show that one did due diligence to uncover exculpatory evidence.

NEW 3.5” ALL-IN-ONE INTERNAL CARD READER
USB FLASH MEMORY METAL SILVER

This device is available on eBay for less than five U.S. dollars. This device is not labeled
as read only. This means that one would have to change the registry so that the device
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becomes read-only. Then one would need to verify that it is read-only. This device works
with TF Trans Flash SD cards and many of the same cards as the previously discussed
device. This device works with Windows 98 and Windows 98 Special Edition (SE). This
is important because many CCEs have DOS-based examination software that is very
stable and runs on the Windows 98 SE platform. If one has an examination machine
with certified forensic tools, one is reluctant to upgrade the platform to a newer operat-
ing system. That may mean that the old tools may not be supported by the newer plat-
form and it means buying all new tools, software, and the computer. People may opt to
stay on the older examination machine and look for inexpensive tools such as this one.
Then they do actions such as change the registry to make sure the device becomes
read-only.

The other option is to have one workstation with virtual machines (VM) running
different operating systems such as Windows 98 SE and Windows XP and having various
pieces of hardware for each VM. This option may be better than having large amounts of
space at home for different computers with different operating systems and pieces of
hardware. However, if one computer fails, then one has another computer to possibly use.
If one has one workstation with various VMs on it, then one cannot do anything if that
has a hardware failure or the machine experiences damage from a power surge. The digi-
tal forensic examiner really needs to sit and think about what type of setup they want and
the type of work philosophy that they have.

The device just discussed was advertised as only shipping from Brooklyn, New York,
and no other information is available about the brand. If one is going to do examinations
and present the evidence in court, one may wish to buy a more expensive piece of equip-
ment from a more famous brand such as LogicCube which makes equipment for the
forensic market. The more famous company might have more information available
about testing, quality control, and its use in court cases. Both devices might be great, but
it is up to the digital evidence examiner to determine what he or she wishes to pay and
what type of equipment to use. It all comes down to what you choose.

THE 26-IN-1 USB CARD READER BY DZ-TECH

This is another good option for the digital camera forensic examiner who needs to
examine a variety of external media cards such as the Compact Flash 1 and 2 cards,
Mini SD, Micro SD, XD card, MMC Mobile, and the MMC reduced card. This device
is low cost, but not read-only and not forensic, so the registry would have to be changed
so the device was read-only. Then the verification process of proving that it was read-
only should be done. MMC Mobile cards are found on digital camera devices that record
sound and often use an MP3 format. The digital forensic examiner needs to think about
the digital media card that he or she needs to examine and then make sure the reader
supports it. The next step is to make sure that the registry can be changed so evidence is
not altered.

DIGITAL IMAGE RECOVERY

Zero Assumption Recovery (ZAR) makes a program called Digital Image Recovery. The
demo version is free but the complete version cost $59.95. The vendor reports that the
program works best if the lost pictures were on a memory card. The Windows-based file
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systems supported are FAT 16, FAT 32, and NTFS [12]. The recovery tool also works
with Linux file systems such as ext2, ext3, ext4, and XFS. Digital Image Recovery runs
on Windows NT, 2000, XP, 2003, Vista, and Windows 7 [12]. The tool supports recov-
ery from many formats, including the popular GIF, JPEG, and TIFF formats. It also sup-
ports MOV and AVI movie formats. The latest version of this software also supports the
Canon Raw data known as CRW and the newer CR2, Canon RAW Format. The ORF
Olympus Raw format is also supported and the website has a list of over 40 models of
cameras supported.

The website for the tool discusses some of the reasons why pictures are lost. There
may be a camera failure or there was an accidental formatting of the digital media
card. Loss of pictures can also occur when the process of copying pictures from a digi-
tal camera to a personal computers fail. The more image recovery tools that one has,
the better. One cannot have too many tools in one’s incident response toolkit. The fact
that this tool appears to specialize in raw formats for Canon and Olympus cameras is
a good thing for those who investigate those types of cameras. Lastly, the tool has an
easy-to-use interface that gives a graphic about the fragmentation of files on the
storage media. It is good for the examiner to know something about the disposition of
the media.

ZERO ASSUMPTION RECOVERY TOOLKIT

The ZAR Toolkit includes a tool named Zlon which can be used to make a forensic image
of a drive. Zmeil is another item in the toolkit that is used for recovering corrupted mail-
boxes. The demo version allows for the recovery of nine messages. The Zmeil tool by
itself cost $39.95. Mailboxes can often be corrupted by voltage spikes, accidental dele-
tion, or by people who add too many items and never delete them. That causes the file size
to exceed its limit. It is also possible that software problems, possibly by bad clusters that
hold code, can cause the database to become corrupt. Microsoft Outlook and Microsoft
Outlook Express use the .pst and .dbx files. Both email programs can often get a benefit
from Zmeil. Other mail programs such as Thunderbird and Eudora can often be helped
by Zmeil.

DISK SPACE VISUALIZER VERSION 1.2

This is a program has a graph that displays what programs use up large amounts of space.
This tool would be of more use to the investigator on his or her machine because it may
be possible to identify software that is no longer used, or log files or cases that should
have been removed but were not. It could be considered a forensic tool but it could also
be a diagnostic tool that could be used to identify unneeded items.

ZERO ASSUMPTION RECOVERY TUTORIALS

ZAR has some online tutorials that discuss how data can become irretrievable and some
methods to try to restore it. The tutorials are on a variety of subjects and could be of use
to the computer forensic professional or information technology security professional.
The tutorials and products have multilingual information that is in German, English, and
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Russian. They also have a website with thousands of threads where questions are asked
and answered.

EXIF DATA STANDARDS

Another place to learn about digital cameras and metadata is from the EXIF standards.
The Digital Still Camera Image File Format Standard V2.2 discusses everything from the
layout of diodes which translate into bytes until the coding of metadata. When someone
takes a picture, it is scanned from left to right and from top to bottom. This type of scan-
ning methodology was also used to populate the analog television picture tubes of yester-
year. When someone takes a picture, it is a one-to-one relationship with each square
pixel being part of that image. Each pixel color is made of some combination of red,
green, and blue.

EXIF FIELD TYPES

If one is going to study metadata, then one must learn about some of vocabulary related
to file storage on digital media. A byte is an eight bit unsigned integer. ASCII uses a byte
of storage that contains the seven bit ASCII code and ends with a null character. Sometimes
the term “short” is used. Short is an unsigned integer of 16 bits or two bytes. Unsigned
means that there is no bit assigned to be an indicator of negative or positive. This allows
a longer number to be stored since there is no place required for the sign bit. Long means
that there are four bytes or 32 bits that are allocated for storage. Nothing is signed. A
rational is equal to two longs. Slong is a format four bytes like long except that it is in a
signed two’s complement notation. Signed means that there is a prefix bit before the byte
that means that the number is either positive or negative. Then we take a number and
code it to binary, flip all the bits, add one, and that is two’s complement. A book written
by James Saxon is a seminal work on data processing mathematics from 1972 that
explains all the bits, bytes, and two’s complement forms in an easy-to-read fashion. The
ISBN is 978-0130589095. When one reads the EXIF standards, there are many formats
described as byte, ASCII, long, short, slong, rational, and undefined. It is good to look at
Jim Saxon’s book first to learn the basics of binary, decimal, hexadecimal, signed num-
bers, unsigned numbers, and then two’s complement. Once these basics are mastered,
then the EXIF standards document is straightforward to read. If one is going to under-
stand metadata, then one first needs to understand how information is formatted and
where it is stored and what numbers mean what. There are also tags that exist in the TIFF
metadata standards that are reserved for artist and copyright. In an intellectual property
dispute concerning images, an examiner first looks into the EXIF standards for the loca-
tion of the hexadecimal address of the tag for copyright and the location of the tag for
artist. Then the examiner can go into the seized evidence which is a picture. Going into
the bits and bytes of a picture is done with a file viewer such as WinHex or with a tool
such as Thumber. Then the digital evidence examiner must proceed to the location of that
tag that is reserved for the artist and copyright. It is there that one looks for ownership of
the picture and if it is copyrighted. That picture could hold important evidence. However,
that data could be overwritten by the suspect. Consider this example. If the “date modi-
fied” on the stolen picture file is February 10, and the picture was hacked and reported as
stolen on February 9, that would indicate tampering.
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GPS EXIF DATA

There is an amazing amount of EXTF data in the picture concerning global positioning sys-
tem (GPS). Most people only consider latitude and longitude but that is only the beginning.
There is also a field that indicates the number of satellites reached. This could give some clue
to the accuracy of the picture too. If three or four satellites are in view, the picture should be
relatively accurate. There is a metadata field that tells the examiner what version of GPS it
is. This data is stored in a byte. There is the field labeled as GPS altitude which tells the alti-
tude. There is also the GPS time which uses the atomic clock. There is also a GPS speed tag
which gives the speed of a moving GPS receiver. If the GPS receiver is in a Humvee going
50 mph, the tag will collect that speed at that instant. There is also a GPS precision field
indicating some accuracy. There is a direction of movement field. There is a GPS date. There
are 31 fields that get populated with GPS data that may or may not all be filled in a picture.
If a picture is spoofed, then generally there is going to be some inconsistency in those fields.

EXIF READER

If one is interested in looking at these GPS tags, then one should download a free pro-
gram called EXIF Reader. It is a freeware program that is written in Visual Basic. The
program is very simple to operate and shows the tag, its position, and the value. An
expert on GPS may want to look at the data from the 31 fields since some are very com-
plex and have to do with the position in relation to true north and magnetic north.

PixerLZapr AND PZaArGul

PixelZap and PZapGui are two programs that the investigator can use together. They
allow the digital evidence examiner the ability to save the picture without any loss. The
program is a shareware program that was written in Visual Basic and can work on a
Windows 95, 98, and the Windows XP system. As digital cameras age and diode arrays
fail, cameras can produce consistent dead spots where there is no image. The same hard-
ware problems can cause some areas to create bright spots too. PixelZap and PZapGui
can fix both types of spots. It might be good to print a picture its original state and then
print one that was fixed with the two programs. Then a digital evidence examiner could
use a variable spectral comparator and a microscope to compare both to locate the
uniquely flawed locations. A questioned document examiner might also be a good person
to give a second opinion on the printed pictures.

THUMBER

The thumber program was once freeware but is now considered shareware. The share-
ware option is good because it means that if you try the program and find it useful, then
the cost is only $18. It is better to pay the cost so that one gets the full operational value
of the software without any type of limits on the number of images that can be processed.
Thumber is written in Visual Basic. It would be advisable to get Visual Basic and install
it on a machine so that one has all the necessary dynamic link libraries and other files.
This will reduce the chance of run time errors or having necessary files be missing. It
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should also help with any other forensic tools that one might have that are also written in
Visual Basic.

It may not be evident to digital evidence examiners that when they download pictures
from a camera and then use a viewer to rotate the image, they are losing data. Thumber has
a special feature built in it that is called “LossLess Image Manipulation.” The feature was
made because the JPEG committee permitted the creator of Thumber some access to the
source code [13]. The loss of bits can mean the loss of color as well as defects that might
help identify that picture with a certain camera. Anytime the loss of data can be minimized,
it should be. Some information about certain pixels are lost when a document is embedded
in a picture with a steganography tool [14]. If one compares a picture with a document
embedded in it and the same picture with no document in it, then the latter is much larger
in bytes and the colors are slightly different. The file modification date and file last accessed
date operating system (OS) metadata associated with the file in the OS are different too.

From reading the website, it appears that one can also email the person who has a cus-
todial relationship of Thumber and get an answer to technical questions [15]. Thumber
seems to be a very useful tool because it allows people to organize pictures into thumbnails.
Each thumbnail has all the information about the jpg formatted data contained in that pic-
ture. Thumber extracts the metadata if it exists. Some metadata can be scrubbed by people
using various tools so it may have been removed before the examiner looks at it. If there is
metadata, Thumber may be able to obtain such useful information, including the camera
model, camera make, and information about the light source. The light source could be a
tungsten light, daylight, or flashing device. Thumber does a lot of translation on a picture’s
metadata and presents something that is more understandable to humans. However, the
problem is that sometimes the camera manufacturer codes some data in a format that
Thumber does not understand and cannot be displayed [15]. It then becomes necessary for
the investigator to get the EXIF standards book and contact the camera manufacturer to get
some information about how they code the data that is embedded in the picture.

The Thumber website has a tool to repair deadspots and bright spots that are caused
by some type of defect in the digital camera [13]. However, from a forensics perspective,
that would not be a good feature to use because it is those unique defects on those pic-
tures that associate it with that particular camera. A rifle or handgun that fires a bullet
leaves a certain ballistic fingerprint on the bullet. The defects in a camera’s diode array
cause unique defects in the picture which may be obvious or only detectable by a skilled
eye using a microscope.

FRAMER

This tool appears to be very useful for the examination of digital camera pictures that
were done in multiframe mode. Sometimes people who take pictures of young women
modeling will use a camera such as the Epson PhotoPC 600 to take a succession of pic-
tures in a few seconds. Framer is a tool that can be used to take the succession of pictures
and make them a movie. Framer was also written in Visual Basic.

FILE LISTER

This is a Visual Basic freeware tool that is used to create a text file with all the files in the
folder. Then one can also select what sublevels and sub-sublevels and all their text files
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that should be listed on screen. The choices are one, two, three levels or all sublevels. File
Lister can also be used to search for a list of certain types of files such as images. Custom
lists can be created and these can be saved and then imported into a report.

MiINUPIIME

This is a Visual Basic tool that lets the investigator know exactly how long he or she has
been working on the system during that session. It is a useful freeware tool for logging,
auditing, and report writing in computer forensics and mobile device forensics.
MinUpTime could be useful for running in a VMware window with the suspect’s forensic
image. Then the exact amount of time investigating the computer image could be billed
to the client and documented in a report. A lengthy time factor might help show that
due diligence was done in looking for both exculpatory evidence and evidence used for
the prosecution.

HipeWiIiN

This is a Visual Basic program that is freeware and can be downloaded from the
TawbaWare website. HideWin could be used by an investigator to limit the number of
windows currently viewed on the Windows Desktop. The URL is http://www.tawbaware
.com/hidewin.htm and the website has a place to get in contact via email with the custo-
dian of the program. If an investigator is investigating a pop-up window flurry, then one
would not want to kill all the windows but rather hide some for investigation later. The
program allows one to select which ones to hide and this allows the examiner to focus on
which ones to keep on the Windows desktop. HideWin can be used for both investigation
purposes and nuisance control. The current version is 1.0 and it was released in 2002.

FiLEMONITOR

FileMonitor is a Visual Basic program that is distributed as freeware from TawbaWare.
The current version is version 1.1 and was last updated on August 5, 2003. The program
allows one to select up to four files in a window and concurrently display the file size, last
modification date, and last modification time. This could be very useful in an investiga-
tion of four identical-looking images files for comparison in a steganography case.

CAaMWORK

This is a very classic program that runs on IDOS 3.3 or higher. It can also run in
Windows 3.1 and Windows 95. The program may be useful for determining the battery
level and the total number of images in the camera. It is available for download on
TawbaWare’s website. The program requires 640 kilobytes of memory and runs on an
8086 Intel processor or higher. This software is also useful for downloading pictures
from certain digital cameras from the Olympus, Epson, and Agfa family of cameras
[16]. The program claims to support four download speeds and four COM ports.
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CREAD

This is a freeware program that can run on Windows 95, Windows 98, and NT. It is used
to read embedded comments within the picture since a number of tools exist that enable
embedded commenting.

TOOLS FOR THE CAMERA INVESTIGATOR: X-WAYS
“FORENSIC SOFTWARE”

This is a very good tool for examining the contents of the memory or a drive. It also has
an option to examine files or unallocated space. In devices with RAM, it can be easily
used to examine RAM and collect all the contents of RAM to save in a file. One can also
acquire an image of the disk storage and burn it to a CD. The software is reasonably
priced and comes with good support. The interface is also what people call intuitive so it
is not that difficult to learn. There is also a feature to search for key words. There is also
a built-in documentation file which is important since books get lost. The software works
well with FAT-based file systems.

TOOLS FOR THE CAMERA INVESTIGATOR: RECOVER MY FILES

The Recover My Files software can be reasonably obtained from the Get Data Software
Development Company. The license is good indefinitely with the version that one pur-
chases but it would behoove the investigator to purchase a newer version every so many
years to get a nicer interface or more features. The software is easy to use and the inter-
face is intuitive meaning that it takes little time to get proficient with. The program works
well with FAT-based file systems. There is also a free trial download where one can see if
it can possibly recover many files, then the license key can be purchased and the full
recovery of files can be completed. The newer versions of the software work with Windows
98/ME/2000/2003/XP/Vista/Windows 7 and works with FAT 12, FAT 16, FAT 32,
NTFS, and NTFSS file systems.

TOOLS FOR THE CAMERA INVESTIGATOR: ProDiscover BASIC

The ProDiscover Basic Tool has a nice Windows interface and lets students image a
disk or storage device. Then they can save those results and use the built-in viewer to
analyze it. This tool is useful for both computer forensics and digital camera forensics.
The imagining part is good because it allows the collection of both free and allocated
space. One could also use another data carving tool such as Data Lifter 2 to collect
fragmented pictures. ProDiscover Basic is great because it is freeware. It gives the inves-
tigator a break to get something for free. Some of the components also enable one to
create a report on the evidence. There are also workshops at the High Tech Crime
Investigative Association conferences and meetings where one can learn more about
this tool.
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TOOLS FOR THE DIGITAL CAMERA PHONE INVESTIGATOR:
SUSTEEN SECURE VIEW

This is a good tool for working with digital camera phones. The license dongle needs to be
put in and then the software is run. The interface is easy to use and one can download the
call logs, SMS messages, pictures, and other data important for an investigation. The
SVProbe feature has a gallery feature that lets the investigator see all the pictures and choose
some with GPS data to map on Google Maps. One can see where pictures were taken. There
are other features to map all people in the contact book with the call log and quickly see
what people spoke with the owner of the camera phone and how often. Secure View is used
by many investigators; it comes with a cables kit, and they provide good support.

TOOLS FOR THE DIGITAL CAMERA PHONE INVESTIGATOR:
GUIDANCE SOFTWARE ENCASE

This is a great tool but expensive in many people’s opinion. The interface is great and the
support for the product is excellent. You get what you pay for. There are options to create
a forensic image of both allocated and unallocated space and then examine it. There are
many advanced features for this product and tests and certifications that really allow one
to become a certified expert. The software is great with an examination machine for exam-
ining nearly any digital device with the operating systems that the product supports. There
is a lot written about Encase in books and magazines too. It should be easy to locate a com-
munity of tool users to ask questions to and help support others with their questions.

TOOLS FOR THE DIGITAL CAMERA PHONE INVESTIGATOR:
ILook INVESTIGATOR SOFTWARE

This is a great tool that is free for law enforcement, military intelligence, and many gov-
ernment agencies with law enforcement missions. The software works well with digital
media and allows people to image the data and recover files. It can be used with digital
camera, hard drives, USB media, and other related items. The software has a strict set of
terms and one must abide by them. For law enforcement, it seems to be a great deal.
ILook Imager is one of the tools that examiners like because it can be put on a bootable
CD or floppy diskette. This means that it can be placed on an examination machine and
powered up. Depending upon the examination machine, its ports, the bios, any con-
nected storage area networks (SANs), and so on, it may be possible to image the camera
and/or external media cards and send a digital image of the seized material to an external
USB device or networked device.

TOOLS FOR THE DIGITAL CAMERA PHONE INVESTIGATOR:
PARABEN’S DEVICE SEIZURE

This is a great tool for some PDAs, some GPS devices, some cell phones, and some digital
cameras. It allows for the seizing of the digital media and then has what seems like a hive
structure where one can click on to get more details on files. This is a good go-to tool to try
to get the camera phone or digital camera files. It would be logical to get the cables kit so
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that if one gets a camera phone, one might be able to quickly proceed with the investigation
and not wait 1 week to order a cable from the camera or camera phone manufacturer.

SURVEY OF TOOLS: ABC AMBER IMAGE CONVERTER

It is the digital evidence examiner’s duty to preserve evidence and keep it original. However,
there are times when digital images are in a proprietary format that is not viewable. For those
cases it is necessary to change the file type to another file type. With some of those freeware
converters out there on the net, it is possible that some information may be lost during cer-
tain combinations of file format conversion but it should not impact the investigation because
the same basic picture should be there. Some CCEs have discussed the use of the ABC Amber
Image Converter because it is useful for translating one format to another more popular
format that an investigator can view and print. This program is reasonably priced and was
created by Yernar Shambayev. Some of the file extensions supported are BMP, WMF, EMF,
ICO, JPG, GIF, PNG, TIFF, PCX, PCC, DCX, PBM, PGM, PPM, and TGA [17]. It should
become obvious now why a digital evidence examiner needs to take a class on file systems.
The class is also useful for knowing where the metadata exists in the file too.

THUMBNAILS AND THUMBNAIL VIEWER: DM THUMBS

Whenever picture files are stored in a directory on a Microsoft FAT file system device and
viewed as thumbnails, a thumbs.db file exists. This file contains a group of small versions of
the pictures in the directory. This picture size is small in Windows XP and previous versions,
namely 96 x 96 pixels and could be considered a low-resolution miniature of the larger pic-
ture. When a picture is deleted, there is still a copy of the picture in thumbs.db. This is
important in the prosecution of sex offenders who remove child pornography from their
directories before being caught and arrested. DM Thumbs is a useful tool for viewing thumb-
nails of pictures that were deleted from a directory. In a digital camera, there is often a but-
ton with a picture of a garbage can that causes the file to be marked for deletion and is no
longer listed with the other files. DM Thumbs was able to show the thumbnails of pictures
in a directory on my computer (see Figure 2.1). DM Thumbs is an important investigation
tool that mobile digital forensic examiners should consider purchasing for their incident
response toolkits. One can find discussions about it online so that helps.

SURVEY OF TOOLS TO INVESTIGATE CAMERA: CASE STUDY
OF ADVANCED IMPORT CAMERA (2009)

South Korean cameras are at least 1 year ahead of American cameras because the consumer
electronics market is technologically more advanced than the U.S. market as was discussed
in Chapter 1. I taught a class on cybercrime to visiting students from South Korea. The
students brought cameras with higher-megapixel resolutions than were available in the
United States. One student took approximately six hundred pictures with her camera dur-
ing the week of classes. On the last day, the student was upset that her camera malfunc-
tioned or perhaps someone intentionally or deliberately deleted her pictures. It appeared
that all the pictures were lost. The student was upset since the pictures included both class
trips and class material. I then instructed the student to go to the class graduation party



60 Digital Forensics for Handheld Devices

7 DM Thumbs - Free Trial R—— - P——— I = >

= FileSelection ¥ s Thumbnails ¥ & Reports ¥ l 2 Help v

Thumbcaches and Thumbs.db Files | Reports | Preferences

Content Details Selected Thumb Details
Fie 1D Fags Thumb32 Thumb96 Thumb 256 Thumb 1024 Fie ID : 6D77D0E32AE4B915
Original file type :
6C40F25CTAEQ362C  (<1000C00  (<7467C . - TData! : 8521B32B04AB63E4
CB64938856ED079D  (xB006002  (x26680 - 0x18555C - ;ﬁ’}fj : g%iggiﬁ;??
931DICDB30D3665D  (x3002401 - BKGATAC Vi flesane ‘ot tepped
6D77D0E32AE4BI15  (x20018003 -
4FIABESSFBBS2AGA  (x80000002 - -
SBFSFIEQEQG240A1  (x3002401  (x528B0 (x3E77AS
509AAS1B7A6FADG2  (xB0000002 - -
61169AD063483014 (3002401 - 0c189BA0
36AB47915B75A2E5 (x3002401 - (x1E8BOC B
711C1ABOD43FBDS5  (xB006002 - 097551

‘I.‘ Y meg il
i ==

x150381  (x2C6DBO
410838 A

(x39E628

THUMBNAIL IMAGE PREVIEW

Page : 10f 32

fmage ‘ =
¥ >3 Data . n =
s 2 &) )
856(e1795071a296  ::{645FF040-5081-... e4920fabelc67119  fcf60093eeeb5Ha  ddfa83%h172056%

Choose Thumbnail Record

© ©
32x32  9%6x9%  256x256  1024x1024

R
FIGURE 21 DM Thumb: Thumbs.db viewer program.

and I would bring my examination machine. There was no chain of custody form used
since there was no policy infraction investigation. The student said that the camera did not
have wireless connectivity and that there was no danger of anyone putting a virus on the
camera. Since it was not a criminal case or policy infraction, the camera was not kept
locked up in a secure location and a Faraday bag was not used.

I first ran antivirus and antispyware programs. The examination machine was not
connected to the Internet and all connectivity was disabled for the sake of the student’s
privacy. A program called “Recover My Files” was then run. Depending on certain fac-
tors concerning the nature of the data loss, the program can often recover pictures from
laptops, PDAs, desktop computers, or digital cameras that use the Microsoft FAT file
system (see Figure 2.2). The camera was connected to the examination machine by a USB
cable. Recover My Files was started and the camera was powered on. Then the option for
fast file search was chosen.

The process was repeated three times and in the third time, 550 files of high-quality
JPG format pictures were recovered. This was surprising because the camera was more
advanced than those in the United States and the software recovered so many high-quality
pictures. There is an option to select the pictures for recovering and then putting them on
a CD. This was done. They were then opened with a viewer and the resolution was good
and one could magnify the picture many times until pixilation occurred. The Recover My
Files tool seems like a tool that should be considered for inclusion in all the computer
forensic examiners toolboxes since it works well and seems easy to use. Usability and cost
are items that should be considered in addition to the data recovery function as criteria
for purchasing.
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CASE STUDY: DATA CARVING WITH DATA LIFTER 2

There were still approximately 50 pictures that were recovered and not viewable. The
thumbnails could not be viewed. It seemed prudent to use a data carving tool to recover
these pictures. I have met law enforcement professionals who use Data Lifter version 2
and within this suite is a tool called “File Extractor Pro” that they often use. This tool
was run and it recovered the other 50 pictures. The File Extractor Pro tool examines
headers and footers and supports logical disk access for sector by sector search or just
unallocated clusters [18]. These fifty pictures were returned to the student before leaving
the university. The tool had a lot of useful documentation on the help screens. It is
important to have an intuitive interface but the inclusion of good supporting material is
important too.

CASE STUDY: DETERMINING THE LEVEL OF RESOLUTION
LOSS OF THE RECOVERED PICTURES

Had the student had more time before leaving the university before returning to South
Korea, she was interested in determining the average quality of the pictures that were
recovered compared to pictures that were never lost. One could get a crude statistic by the
following equation:

Total bytes of 10 pictures that were taken on camera A and recovered

Total bytes of 10 pictures that were taken on camera A and never lost

Suppose the student took 10 pictures and the total was 100 megabytes. Then the stu-
dent selected 10 pictures that were recovered and added up to 80 megabytes. If we use the
formula, we get 80 into 100 and get 80% quality. Therefore, 20% of the picture quality
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was lost. Perhaps some picture quality was lost, perhaps not. This would be a good experi-
ment for the student of digital camera forensics to pursue.

The digital forensics person must be aware that if one opens up a picture and saves it
as another name, some information can be lost and the resulting file size is smaller. As an
experiment, you can take a high-resolution picture of about 630 KB and open it up in a
viewer and call it picl.jpg. Then open picl.jpg and save it as pic2.jpg. Then, open pic2.jpg
and save it as pic3.jpg. After 10 iterations of this process, you will see that approximately
four kilobytes will be lost. The reason that this is important is that evidence should be
preserved and if evidence was processed in a certain manner, losses could occur. There
are many experiments such as this picture renaming experiment that one can give to stu-
dents to do so that they learn concepts and start to think about testing concepts and not
taking everything on faith.

CASE STUDY: SURVEY OF TOOLS TO INVESTIGATE
A DIGITAL CAMERA

Suppose the police investigate someone that allegedly used the Meade Captureview bin-
ocular camera to take pictures of someone changing. The police would ask the person to
surrender the binocular camera, put the item in a Faraday bag in case of connectivity
concerns, and then fill out a chain of custody form. They would also keep the device
locked up and in a temperature-controlled area on the way to the eforensics lab.

CASE STUDY: USE OF USB WRITE BLOCKER

Once in the lab, they would run the antivirus, the antispyware, and verify that the exami-
nation computer was not connected to anything else via Bluetooth, cable, infrared, or by
another other type of connection. Then they would connect the USB cable to the camera.
Some examiners might be afraid of creating temp files and altering time stamps on the
camera. These examiners may elect to use a Tableau product known as “ForensicPC
Ultimate Write Block Kit.” This write blocker device can protect anything that connects
to a USB port from being written to. This is a hardware write blocker.

Some people who do not want to spend the money to purchase a write blocker can
configure the registry in Windows to make the USB port read-only. This is not difficult
to do. One clicks on the button in the lower left corner and a small box appears. Then one
types in REGEDIT. This means registry edit. Then one changes the double word to a
value of 1. This location is off one of the hives as discussed in a different typeface below.
This makes the USB port read-only. This is a type of software write blocker for Windows
XP with Service Pack 2 or later or Windows 7 [19]:

HKEY LOCAL MACHINE\System\CurrentControlSet\Control\StorageDevice
Policies

CASE STUDY: ACCESS DATA FTK

Suppose the camera is connected to the examination machine now and we do not have to
worry about altering evidence since the USB port is configured to be read-only. The
Access Data’s FTK or Forensic Toolkit program could be used to collect the picture files
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from the camera. If some pictures were deleted and no longer in the FAT, the pictures
might be recoverable if the place where they reside was not written over. FTK does data
carving and looks for headers and footers or various pictures. It also finds the chain of
clusters to locate the parts of the file located in various parts of the disk because it is rare
that files are contiguous on a disk. There is also an option in FTK to use a library func-
tion that contains the hash functions or digital signatures of a tremendous amount of
child pornography. This saves the examiner a lot of time looking for such illegal material
and if it is there, immediate violent crime charges can be put on the suspect’s digital
device. It was already established that the internal memory or the SD cards in a digital
camera can be used as mass storage devices to hold documents, other people’s pictures,
PowerPoint presentations, or pictures taken with the camera.

Once the pictures are collected with Access Data’s FTK, they can be burned to a CD.
There are two versions of FTK. There is a free version that allows a limited number of files
to be seized and examined. On older versions such as 1.7, there is a limit of five thousand
files. There is also the full version that costs money and requires a license dongle to use.
The full version is not limited and can allow the seizure and examination of a plethora of
files from the device in question. When it comes to the justice system in the United States,
two copies should be made. One is for the defense and one is for the prosecution. It is
important to read about the legal system of wherever you live and wherever you do exami-
nations. It is also worth reading many online articles about the e-Discovery process.

CASE STUDY: DETERMINING IF A PICTURE WAS CREATED
WITH THE BINOCULAR CAMERA

A picture could be on a device because someone connected a USB cable between the com-
puter and camera, and then dropped and dragged the picture file onto the camera. There
are a few ways we can determine if the picture was probably not taken with the camera
or tampered with. The creation and modifications dates are a good clue. When we right
click on a picture that was seized from a camera, we should not see a modification date
(see Figure 2.3). If we do, that is an indication that it was altered with a photo editing
software. If the picture is opened up to view by double clicking it, the accessed date is
altered but the modification date is not changed in Microsoft Windows.

If one clicks on the word details in Figure 2.3, there is information revealed about the
camera that took the picture and the resolution. We can see the file size. There is also infor-
mation about the file attributes. Some teachers will scratch their arm and mention the acro-
nym rash to help students remember the following: read-only, archive, system, and hidden.
Hidden means that the file is there in the directory, but it is not viewable in the directory.

If one goes through the tabs and scrolls down, there is also a digital signature or hash
mark. If the file exists on the camera and on the person’s computer, the hash marks
should be the same. If the hash marks are different, it means the file was altered. The
modification date and last accessed date should also give clues.

CASE STUDY: EACH CAMERA HAS IMPERFECTIONS AND
LIMITATIONS THAT IMPACT THE PICTURE

People often know that in ballistics, a gun leaves a unique pattern on the bullet. Striations
have often been seen on such popular television shows such as NCIS or CSI Miami. Some
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