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Introduction

INTENDED AUDIENCE

When writing a technical book, one of the first questions the authors must answer
is “Who is your audience?” The authors must then keep this question in mind at all
times when writing. While it is hoped that this book is useful to everyone that reads
it, the intended audience is primarily two groups.

The first group is new forensic practitioners. This could range from students who
are brand new to the world of digital forensics, to active practitioners that are still
early in their careers, to seasoned system administrators looking to make a career
change. While this book is not a singular, complete compendium of all the forensic
knowledge you will need to be successful, it is, hopefully, enough to get you started.

The second audience is experienced digital forensics practitioners new to open
source tools. This is a fairly large audience, as commercial, proprietary tools have
had a nearly exhaustive hold on working forensic examiners. Many examiners oper-
ating today are reliant upon a single commercial vendor to supply the bulk of their
examination capabilities. They rely on one vendor for their core forensic platform
and may have a handful of other commercial tools used for specific tasks that their
main tool does not perform (or does not perform well). These experienced examiners
who have little or no experience with open source tools will also hopefully benefit
greatly from the content of this book.

LAYOUT OF THE BOOK

Beyond the introductory chapter that follows, the rest of this book is divided up into
eight chapters and one Appendix.

Chapter 2 discusses the Open Source Examination Platform. We walk through
all the prerequisites required to start compiling source code into executable code,
install interpreters, and ensure we have a proper environment to build software on
Ubuntu and Windows. We also install a Linux emulation environment on Windows
along with some additional packages to bring Windows closer to “feature parity”
with Linux for our purposes.

Chapter 3 details Disk and File System Analysis using the Sleuth Kit. The
Sleuth Kit is the premier open source file system forensic analysis framework. We
explain use of the Sleuth Kit and the fundamentals of media analysis, disk and par-
tition structures, and file system concepts. We also review additional core digital
forensics topics such as hashing and the creation of forensic images.

Chapter 4 begins our operating system-specific examination chapters with
Windows Systems and Artifacts. We cover analysis of FAT and NTFS file systems,
including internal structures of the NTFS Master File Table, extraction and analysis
of Registry hives, event logs, and other Windows-specific artifacts. Finally, because

XV
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malware-related intrusion cases are becoming more and more prevalent, we discuss
some of the artifacts that can be retrieved from Windows executable files.

We continue on to Chapter 5, Linux Systems and Artifacts, where we dis-
cuss analysis of the most common Linux file systems (Ext2 and 3) and identifi-
cation, extraction, and analysis of artifacts found on Linux servers and desktops.
System level artifacts include items involved in the Linux boot process, service
control scripts, and user account management. User-generated artifacts include
Linux graphical user environment traces indicating recently opened files, mounted
volumes, and more.

Chapter 6 is the final operating system-specific chapter, in which we examine
Mac OS X Systems and Artifacts. We examine the HFS+ file system using the
Sleuth Kit as well as an HFS-specific tool, HFSXplorer. We also analyze the Property
List files that make up the bulk of OS X configuration information and user artifacts.

Chapter 7 reviews Internet Artifacts. Internet Explorer, Mozilla Firefox, Apple
Safari, and Google Chrome artifacts are processed and analyzed, along with Outlook,
Maildir, and mbox formatted local mail.

Chapter 8 is all about File Analysis. This chapter covers the analysis of files
that aren’t necessarily bound to a single system or operating system—documents,
graphics files, videos, and more. Analysis of these types of files can be a big part of
any investigation, and as these files move frequently between systems, many have the
chance to carry traces of their source system with them. In addition, many of these
file formats contain embedded information that can persist beyond the destruction of
the file system or any other malicious tampering this side of wiping.

Chapter 9 covers a range of topics under the themes of Automating Analysis
and Extending Capabilities. We discuss the PyFLAG and DFF graphical inves-
tigation environments. We also review the fiwalk library designed to take the pain
out of automated forensic data extraction. Additionally, we discuss the generation
and analysis of timelines, along with some alternative ways to think about temporal
analysis during an examination.

The Appendix discusses some non-open source tools that fill some niches not
yet covered by open source tools. These tools are all available free of charge, but are
not provided as open source software, and as such did not fit directly into the main
content of the book. That said, the authors find these tools incredibly valuable and
would be remiss in not including some discussion of them.

WHAT IS NOT COVERED

While it is our goal to provide a book suitable for novice-to-intermediate examiners,
if you do not have any experience with Linux at the command line, you may find it
difficult to follow along with the tool use examples. While very few of the tools cov-
ered are Linux specific, most of the tool installation and subsequent usage examples
are performed from a Linux console.
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We focus exclusively on dead drive forensic analysis—media and images of sys-
tems that are offline. Collection and analysis of volatile data from running systems
are not covered. Outside of the Linux platform, current tools for performing these
tasks are largely closed source. That said, much of the analysis we go through is
equally applicable to artifacts and items recovered from live systems.

Low-level detail of file system internals is intentionally omitted as this material is
covered quite well in existing works. Likewise the development of open source tools
is not discussed at length here. This is a book that first and foremost is concerned
with the operational use of existing tools by forensic practitioners.

Outside of the Appendix, no commercial, proprietary, closed source, or otherwise
restricted software is used.

XVii
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CHAPTER

Digital Forensics with
Open Source Tools

INFORMATION IN THIS CHAPTER

* Welcome to “Digital Forensics with Open Source Tools

* What Is “Digital Forensics?”
* What Is “Open Source?”
e Benefits of Open Source Tools

WELCOME TO “DIGITAL FORENSICS WITH
OPEN SOURCE TOOLS”

In digital forensics, we rely upon our expertise as examiners to interpret data and
information retrieved by our tools. To provide findings, we must be able to trust our
tools. When we use closed source tools exclusively, we will always have a veil of
abstraction between our minds and the truth that is impossible to eliminate.

We wrote this book to fill several needs. First, we wanted to provide a work that
demonstrated the full capabilities of open source forensics tools. Many examiners
that are aware of and that use open source tools are not aware that you can actually
perform a complete investigation using solely open source tools. Second, we wanted
to shine a light on the persistence and availability (and subsequent examination) of a
wide variety of digital artifacts. It is our sincere hope that the reader learns to under-
stand the wealth of information that is available for use in a forensic examination.

To continue further, we must define what we mean by “Digital Forensics” and
what we mean by “Open Source.”

WHAT IS “DIGITAL FORENSICS?”

At the first Digital Forensics Research Workshop (DFRWS) in 2001, digital forensics
was defined as:

The use of scientifically derived and proven methods toward the preservation,
collection, validation, identification, analysis, interpretation, documentation and
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presentation of digital evidence derived from digital sources for the purpose of
facilitating or furthering the reconstruction of events found to be criminal, or
helping to anticipate unauthorized actions shown to be disruptive to planned
operations [1].

While digital forensics techniques are used in more contexts than just criminal
investigations, the principles and procedures are more or less the same no matter the
investigation. While the investigation type may vary widely, the sources of evidence gen-
erally do not. Digital forensic examinations use computer-generated data as their source.
Historically this has been limited to magnetic and optical storage media, but increasingly
snapshots of memory from running systems are the subjects of examination.

Digital forensics is alternately (and simultaneously!) described as an art and a
science. In Forensic Discovery, Wietse Venema and Dan Farmer make the argument
that at times the examiner acts as a digital archaeologist and, at other times, a digital
geologist.

Digital archaeology is about the direct effects from user activity, such as file con-
tents, file access time stamps, information from deleted files, and network flow
logs. ... Digital geology is about autonomous processes that users have no direct
control over, such as the allocation and recycling of disk blocks, file ID numbers,
memory pages or process ID numbers [2].

This mental model of digital forensics may be more apropos than the “digital
ballistics” metaphor that has been used historically. No one ever faults an archaeolo-
gist for working on the original copy of a 4000-year-old pyramid, for example. Like
archaeology and anthropology, digital forensics combines elements from “hard” or
natural science with elements from “soft” or social science.

Many have made the suggestion that the dichotomy of the art and science of
forensic analysis is not a paradox at all, but simply an apparent inconsistency arising
from the conflation of the two aspects of the practice: the science of forensics com-
bined with the art of investigation. Applying scientific method and deductive reason-
ing to data is the science—interpreting these data to reconstruct an event is the art.

On his Web site, Brian Carrier makes the argument that referring to the practice
as “digital forensics” may be partially to blame for some of this. While traditional
crime scene forensic analysts are tasked with answering very discrete questions
about subsets of evidence posed to them by detectives, digital forensic examiners
often wear both hats. Carrier prefers the term “digital forensic investigation” to make
this distinction clear [3].

Goals of Forensic Analysis

The goal of any given forensic examination is to find facts, and via these facts to rec-
reate the truth of an event. The examiner reveals the truth of an event by discovering
and exposing the remnants of the event that have been left on the system. In keeping
with the digital archaeologist metaphor, these remnants are known as artifacts. These
remnants are sometimes referred to as evidence. As the authors deal frequently with
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lawyers in writing, we prefer to avoid overusing the term evidence due to the loaded
legal connotations. Evidence is something to be used during a legal proceeding, and
using this term loosely may get an examiner into trouble. Artifacts are traces left
behind due to activities and events, which can be innocuous, or not.

As stated by Locard’s exchange principle, “with contact between two items, there
will be an exchange [4].” This simple statement is the fundamental principle at the
core of evidence dynamics and indeed all of digital forensics. Specific to digital
forensics, this means that an action taken by an actor on a computer system will
leave traces of that activity on the system. Very simple actions may simply cause
registers to change in the processor. More complex actions have a greater likelihood
of creating longer-lasting impressions to the system, but even simple, discreet tasks
can create artifacts. To use a real-world crime scene investigation analogy, kicking
open a door and picking a lock will both leave artifacts of their actions (a splintered
door frame and microscopic abrasions on the tumblers, respectively). Even the act of
cleaning up artifacts can leave additional artifacts—the digital equivalent to the smell
of bleach at a physical crime scene that has been “washed.”

It is important to reiterate the job of the examiner: to determine truth. Every
examination should begin with a hypothesis. Examples include “this computer was
hacked into,” “my spouse has been having an affair,” or “this computer was used
to steal the garbage file.” The examiner’s task is not to prove these assertions. The
examiner’s task is to uncover artifacts that indicate the hypothesis to be either valid
or not valid. In the legal realm, these would be referred to as inculpatory and exculpa-
tory evidence, respectively.

An additional hitch is introduced due to the ease with which items in the digi-
tal realm can be manipulated (or fabricated entirely). In many investigations, the
examiner must determine whether or not the digital evidence is consistent with the
processes and systems that were purported to have generated it. In some cases, deter-
mining the consistency of the digital evidence is the sole purpose of an examination.

The Digital Forensics Process

The process of digital forensics can be broken down into three categories of activity:
acquisition, analysis, and presentation.

* Acquisition refers to the collection of digital media to be examined. Depending
on the type of examination, these can be physical hard drives, optical media, stor-
age cards from digital cameras, mobile phones, chips from embedded devices, or
even single document files. In any case, media to be examined should be treated
delicately. At a minimum the acquisition process should consist of creating a
duplicate of the original media (the working copy) as well as maintaining good
records of all actions taken with any original media.

* Analysis refers to the actual media examination—the “identification, analysis,
and interpretation” items from the DFRWS 2001 definition. Identification con-
sists of locating items or items present in the media in question and then further
reducing this set to items or artifacts of interest. These items are then subjected
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to the appropriate analysis. This can be file system analysis, file content exami-
nation, log analysis, statistical analysis, or any number of other types of review.
Finally, the examiner interprets results of this analysis based on the examiner’s
training, expertise, experimentation, and experience.

* Presentation refers to the process by which the examiner shares results of the
analysis phase with the interested party or parties. This consists of generating a
report of actions taken by the examiner, artifacts uncovered, and the meaning of
those artifacts. The presentation phase can also include the examiner defending
these findings under challenge.

Note that findings from the analysis phase can drive additional acquisitions, each
of which will generate additional analyses, etc. This feedback loop can continue for
numerous cycles given an extensive network compromise or a long-running criminal
investigation.

This book deals almost exclusively with the analysis phase of the process,
although basic acquisition of digital media is discussed.

WHAT IS “OPEN SOURCE?”

Generically, “open source” means just that: the source code is open and available
for review. However, just because you can view the source code doesn’t mean you
have license to do anything else with it. The Open Source Initiative has created a
formal definition that lays out the requirements for a software license to be truly open
source. In a nutshell, to be considered open source, a piece of software must be freely
redistributable, must provide access to the source code, must allow the end user to
modify the source code at will, and must not restrict the end use of the software. For
more detail, see the full definition at the Open Source Initiative’s site [5].

NOTE

Free for Some

Note that under the Open Source Initiative’s definition, any license that restricts the use of
software for certain tasks or that restricts distribution among certain groups cannot be an
open source license. This includes the “Law Enforcement Only” or “Non-Commercial Use”
restrictions commonly placed on freeware tools in the digital forensics community.

“Free” vs. “Open”

Due to the overloading of the word “free” in the English language, confusion about
what “free” software is can arise. Software available free of charge (gratis) is not
necessarily free from restriction (libre). In the open source community, “free soft-
ware” generally means software considered “open source” and without restriction, in
addition to usually being available at no cost. This is in contrast to various “freeware”
applications generally found on Windows system available solely in binary, execut-
able format but at no cost.
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This core material of this book is focused on the use of open source software to
perform digital forensic examinations. “Freeware” closed source applications that
perform a function not met by any available open source tools or that are otherwise
highly useful are discussed in the Appendix.

Open Source Licenses

At the time of this writing, there are 58 licenses recognized as “Open Source” by the
Open Source Initiative [6]. Since this is a book about the use of open source software
and not a book about the intricacies of software licensing, we briefly discuss the most
commonly used open source licenses. The two most commonly used licenses are the
GNU Public License (GPL) and the Berkeley Software Distribution License (BSD).
To grossly simplify, the core difference between these two licenses is that the GPL
requires that any modifications made to GPL code that is then incorporated into
distributed compiled software be made available in source form as well. The BSD
license does not have this requirement, instead only asking for acknowledgment that
the distributed software contains code from a BSD-licensed project.

This means that a widget vendor using GPL-licensed code in their widget con-
troller code must provide customers that purchase their widgets the source code
upon request. If the widget was driven using BSD license software, this would not
be necessary. In other words, the GPL favors the rights of the original producer
of the code, while the BSD license favors the rights of the user or consumer of
the code. Because of this requirement, the GPL is known as a copyleft license (a
play on “copyright”). The BSD license is what is known as a permissive license.
Most permissive licenses are considered GPL compatible because they give the
end user authority over what he or she does with the code, including using it
in derivative works that are GPL licensed. Additional popular GPL-compatible
licenses include the Apache Public License (used by Apache Foundation projects)
and the X11/MIT License.

BENEFITS OF OPEN SOURCE TOOLS

There are great many passionate screeds about the benefits of open source software,
the ethics of software licensing, and the evils of proprietary software. We will not
repeat them here, but we will outline a few of the most compelling reasons to use
open source tools that are specific to digital forensics.

Education

When the authors entered the digital forensics field, there were two routes to becom-
ing an examiner. The first was via a law enforcement or military career, and the
second was to teach yourself (with the authors representing each of these routes).
In either scenario, one of the best ways to learn was by using freely available tools
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(and in the self-taught scenario, the only way!). Today, there are numerous college
programs and training programs available to an aspiring examiner, but there is still
something to be said for learning by doing. The authors have been using open source
tools throughout their careers in digital forensics, and we both have no doubt that we
are far better examiners than we would have been otherwise.

Using open source tools to learn digital forensics has several benefits. First,
open source tools innately “show their work.” You can execute the tool, examine
the options and output, and finally examine the code that produced the output to
understand the logic behind the tool’s operation. For the purposes of small examina-
tion scenarios, you can run the tools on any old hardware you have access to—no
multithousand dollar deluxe forensic workstation required. Finally, you also have
access to a dedicated community of examiners, developers, and enthusiasts ready to
help you—provided you’ve done a modicum of legwork before firing off questions
answered trivially by a Google search.

Portability and Flexibility

Another key benefit to the tools covered in this book by and large is that they are all
portable and flexible. By portable we mean that you can easily take your toolkit with
you as you move from one system to another, from one operating system to another, or
from one job to another. Unless you personally license an expensive proprietary tool,
your toolkit may not come with you if you move from one company to another. Any
product-specific expertise you built up could end up worthless. If you are currently
employed in law enforcement, any law enforcement—only tools you are currently using
won’t be available to you should you decide to go into the private sector.

If portability means you can choose where you use your tools, flexibility means
you can choose how you use your tools. You can use open source tools on your local
system or you can install them on a remote server and use them over a remote shell.
You can install them on a single system or you can install them on thousands of
systems. You can do all this without asking the software provider for permissions,
without filling out a purchase order, and without plugging a thousand hardware copy
protection dongles into a thousand machines.

Price

In addition to being open source, all of the tools covered in this work are free of
cost. This is great for individuals looking to learn forensics on their own, students
taking formal coursework in digital forensics, or examiners looking to build a digital
forensics capability on a budget. This is also a great benefit for anyone already using
a full complement of commercial tools. Adding a set of open source tools to your
toolkit will usually cost you nothing, save for a bit of time. Even if you continue
using proprietary, commercial tools on a daily basis, you can use the tools in this
book as an adjunct to cover gaps in your tools coverage or to validate or calibrate
your tools’ findings and operation.
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Ground Truth

Arguably the biggest benefit open source software provides to the examiner is the
code itself. As renowned philosopher Alfred Korzybski once said, “the map is not the
territory.” Being able to review the source code that you then compile into a work-
ing program is invaluable. If you have the skill and desire, you can make changes to
the function of the code. You can verify fixes and changes between versions directly
without having to simply trust what your software provider is telling you.

Using the Sleuth Kit as an example, we have no less than three different ways to
review bug fixes in the software. First, we can review the change log files included
with each release. Most proprietary software vendors will include something similar
when a new version is released. Second, we can review the freely accessible bug
trackers maintained at the Sleuth Kit project site [7]. Most proprietary forensic soft-
ware vendors will not provide open access to their full list of bugs and fixes. Finally,
we can take the previous version of the source code and compare it with the newer
version automatically via the diff command, highlighting exactly which changes
have occurred. The first option is reading the map. The last option is surveying the
territory.

Additionally, with open source software the function of the code can be
reviewed directly. The authors have had experiences where proprietary forensic
products have produced demonstrably erroneous results, but these tests were per-
formed in a “black box™ scenario. Known input files were generated and processed,
and precalculated expected results compared to the output from the proprietary
tool, and false negatives were discovered. The authors had to bypass the tool’s
internal logic and implement correct function externally. Had the tool been open
source, the error in processing could have been identified directly in the code,
fixed, and subsequently fixed in the main code repository, identifying and solving
the problem for all users of the code.

In the previous scenario, the lack of access to the source code acted as an addi-
tional layer of abstraction between the examiners and the truth. Each layer of abstrac-
tion is a possible source for error or distortion. Since the goal of the examiner is to
uncover truth, it is in the examiner’s interest to ensure that the possible layers of
abstraction are minimized. If your findings are ever brought into question, being
able to show the actual source code used to generate data you interpreted could be
incredibly valuable.

SUMMARY

The world of digital forensics has a long history of relying heavily on closed-source
tools.

Armed with an understanding of what we are doing, why we are doing it, and
why we choose to use the tools we do, we can move on to the next chapter and begin
building an open source examination platform.
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CHAPTER

Open Source Examination
Platform

INFORMATION IN THIS CHAPTER

* Preparing the Examination System

e Using Linux as the Host
e Using Windows as the Host

PREPARING THE EXAMINATION SYSTEM

Before using many of the open source forensics tools explored in the chapters to
come, you will need to ensure that your system is prepared to build said tools. As
they are “open source,” the bulk of these tools are distributed primarily in source
form, that is, you’ll need to generate the executable code yourself. In other cases, the
tools will be scripts that require a specific interpreter to run. This chapter deals with
the setup required to perform examinations with open source tools using Linux and
Windows hosts.
For each platform we will go through the following steps.

Building Software

Because we are going to be working with open source software, we are going to need
to be able to take that source code and convert it into usable form. At a high level
this is known as building, and we will need to have one or more working build envi-
ronments on the systems we are planning to use open source applications on. This
chapter sets up a generic development environment that can be used to build open
source applications written in the C and C++ languages and to build (or install) any
libraries these applications require.
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Installing Interpreters

Some of the open source applications we will be using are written in interpreted (or
“scripting”) languages, such as Perl, Python, or Ruby. To run these programs we
will need the appropriate interpreter, and usually we will need some means to install
prerequisite modules that the applications rely upon.

Working with Image Files

A key part of forensic examination is working with image files—forensic copies of
media. This is easier on some platforms, but is necessary on all—if we can’t open the
container, we can’t get at the contents. An important part of setting up an examina-
tion system is ensuring that you can access work with image files directly. While the
forensic tools worked with in later chapters can access image files directly, having
multiple means to access them is an effective means of verifying the operation of our
tools. Having this capability also serves as a hedge in case our forensic tools fail to
process a given image file properly.

There are two general classes of image files we will be working with: raw
images and forensic containers. Raw image files are exactly what they sound like—
a pure bit-for-bit copy of source media. Forensic containers are special file formats
designed with forensic use in mind. Generally these will contain equivalent data
found in a raw image and will also contain checksum information or metadata about
the container. In addition, forensic container formats may allow for compression and
encryption.

Working with File Systems

Finally, there will be times when we as examiners will need to interact with the
file systems contained in image files using native system functionality (but still in a
forensically sound manner). For example, to examine an Ext4 file system we’ll need
to use native system capabilities rather than a forensic utility simply because (at the
time of writing) there are no open source forensic utilities that can interpret Ext4 file
systems.

USING LINUX AS THE HOST

Using Linux as the base is the most common way to set up an open source forensics
platform, and throughout the book will be our “supported” use case. In the examples
we are using Ubuntu, but if you have a different distribution you prefer using already
it’s entirely possible to do so. We will use the Ubuntu package manager apt to install
software throughout the book; however, none of the software we are installing is
Ubuntu-specific, and most of the packages we install should be available via the
package manger in your distribution of choice.
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TIP

Brief Linux Command Line Refresher

Ideally you will come into this book with some Linux experience. If it's been a while (or
you're brand new), here's a refresher list of the basic terminal commands you’ll need to
use to navigate and work with files:

L]

e o o o o

cd changes directories. “cd .." goes up a directory, “cd /" goes to the top of the
directory structure, and “cd ~" goes to your home directory.
1s lists the contents of a directory (equivalent to “dir” in a Windows command

prompt). “1s” will list the current directory, and “1s -1" will provide a verbose listing.

pwd will print the current directory you are in, in case you get lost.

mkdir will create a new directory

cp will copy a file. “cp -r” will copy a directory and all items in the subdirectory.
mv will rename (or, move) a file or directory

rm will delete (or, remove) a file. “rm -r" is required to delete a directory (and all its
subdirectories!)

cat will dump the contents of a file to the screen. Long files can be viewed a page at
a time using Tess or more.

The pipe character “|” is used to chain the output from one command to the input of
the next. The greater than sign “>” is used to send the output to a named file instead

of the screen. Double arrows “>>" append the output instead of overwriting.
e Finally, man and info can be used to get usage information for any command.

Extracting Software

Linux source code is usually distributed in compressed archives known as farballs.

To extract these we will use the tar command along with a handful of flags.

To extract tarballs with 7gz or fargz extensions (GZippped tarballs), use the

command:

tar xzf {(filename)

To extract tarballs with tbz, thbz2, tar.bz2, or tar.bz extensions (BZipped tarballs),

use this command:

tar xJjf {(filename}

In either case you can add the - v option for verbose mode, which will display the

name and path of extracted files to the console as the command progresses.

We’ll need to install a few pieces of software before we can begin building pro-
grams from source code. On Ubuntu, the “build-essential” meta-package will get
us started. Build-essential is basically a grouping of packages essential for building

software. To install this package we’ll used the apt-get command. The apt-get

command is part of the “Advanced Packaging Tool,” the main method for installing
precompiled software packages on Debian-derived Linux distributions (including
Ubuntu). Because installing packages is a system administration function, on Linux
systems we will need to act with super-user or root privileges in order to do so. We

will use the sudo command to run apt-get with super-user privileges.
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user@ubuntu:~$% sudo apt-get install build-essential
[sudo] password for user:
The following extra packages will be installed:
dpkg-dev fakeroot g++ g++-4.4 1ibstdc++6-4.4-dev patch
xz-utils
Suggested packages:
debian-keyring debian-maintainers g++-multilib g++-4.4-
multilib gcc-4.4-doc
lTibstdct+6-4.4-dbg Tibstdc++6-4.4-doc diffutils-doc
The following NEW packages will be installed:
build-essential dpkg-dev fakeroot g++ g++-4.4 libstdctt6-4.4-
dev patch xz-utils
0 upgraded, 8 newly installed, 0 to remove and 0 not upgraded.
Need to get 7571kB of archives.
After this operation, 24.6MB of additional disk space will be
used.
Do you want to continue [Y/n]? Y

While we now have the basics of our build environment installed, we will come
back to the apt-get command to install development libraries required by many of the
applications we will be installing later. Most open source applications will come with
a README or INSTALL document that will contain information regarding what
additional libraries. Be sure to reference this prior to attempting to build software.

For more information on installing software on Ubuntu, please see the Ubuntu
Help Guide [1].

GNU Build System

The majority of the software we will be building uses the “GNU Autotools” system
to prepare and execute a build [2]. Building software that uses this system generally
consists of running three commands, in sequence:

1. ./configure
2. make
3. (sudo) make install

Configure

If the application being built has any configurable options, the included configure
script is the method we will use to set them. Generally the configure script will
respond to the - -help flag by displaying all the available configuration options. We
can use the configure script from LibEWF library as an example. We will discuss
the operation of this library in detail shortly—for now it’s enough to know that it
is a prerequisite for the operation of our forensic platform. We have truncated the
output that follows due to space considerations—most configure scripts will allow
you to tune many options related to the building and subsequent installation of the
software.
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user@ubuntu:~/src/libewf-20100226% ./configure --help

"configure' configures libewf 20100226 to adapt to many kinds of
systems.

Usage: ./configure [OPTION]... [VAR=VALUE]...

Optional Features:

--enable-wide-character-type

enable wide character type support (default is no)
--enable-static-executables

build the ewftools as static executables (default is

no)
--enable-low-Tevel-functions

use libewf's low level read and write functions in

the ewftools (default is no)
--enable-low-memory-usage

enable Tow memory usage (default is no)
--enable-verbose-output enable verbose output (default is no)
--enable-debug-output enable debug output (default is no)
--enable-python build python bindings (pyewf) (default is no)
--enable-vZ-api enable experimental version 2 API (default is no)

Here we can see handful of libewf-specific configuration options that may be of inter-
est to us. Referencing the included README file tells us that libewf relies on zlib (the
deflate/zip compression library) and libcrypto (the OpenSSL library). Different distribu-
tions will have these libraries packaged under different names, but in general these can
be located fairly easily by searching for the development name of the libraries at hand
using the apt-cache search command or equivalent command for your distribution.

user@ubuntu:~$ apt-cache search openssl | grep dev

libssl-ocaml-dev - 0Caml bindings for OpenSSL

libcurl4-openssl-dev - Development files and documentation for
Tibcurl (OpenSSL)

l1ibss1-dev - SSL development Tibraries, header files and documentation

user@ubuntu:~$ apt-cache search zlib | grep dev

1ib32z1-dev - compression library - 32 bit development

libmng-dev - M-N-G Tibrary (Development headers)

libzlcore-dev - zlibrary core - development files

libzltext-dev - zlibrary text model/viewer - development files

zliblg-dbg - compression library - development

zliblg-dev - compression library - development

libcryptokit-ocaml-dev - cryptographic algorithm library for
0Caml - development

libniftiiol-dev - I0 libraries for the NIfTI-1 data format

libtrf-tcl-dev - Tcl data transformations - development files

libzzip-dev - Tibrary providing read access on ZIP-archives -
development
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From the results, we see that we need the “zliblg-dev” and “libssl-dev” libraries,
which can be installed using the following command:

user@ubuntu:~$ sudo apt-get install zliblg-dev libssl-dev

Setting up Tibssl-dev (0.9.8k-7ubuntu8)

With our libraries installed, we are ready to execute the configure script. Upon
execution, the configure script will check the build system to ensure that all the librar-
ies required to build (and subsequently execute) the program are present, functional,
and of the correct version.

user@ubuntu:~/src/libewf-20100226% ./configure --enable-wide-
character-type --enable-low-level-functions

checking for a BSD-compatible install... /usr/bin/install -c

checking whether build environment is sane... yes

config.status: executing Tibtool commands
configure:
Building:
libuna support: local
1ibbfio support: local
libcrypto EVP support: yes
libcrypto MD5 support: evp
libcrypto SHA1 support: evp
guid support: Tibuuid
Features:
Wide character type support: yes
ewftools are build as static executables: no
ewftools use low level read and write functions: yes
Python (pyewf) support: no
Verbose output: no
Debug output: no
Experimental version 2 API: no

Note that this particular configuration script provides the name of the library
providing the included functionality: “guid support: libuuid.” If the README or
INSTALL documentation is missing, incomplete, or simply incorrect, simply
attempting to run the configure script is a trial-and-error method that may provide
more information about what libraries you need to complete the build.

WARNING

“./configure not found”

Very simple programs that don’t have any third-party library dependencies may not have a
configure script. Some of these may provide a prebuilt makefile, but if this isn’t the case you
may need to compile the code directly. Check for a README or INSTALL document or, barring
that, read the source itself for an indication of how to proceed with building the software.
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A successful execution of the configure script will generate a “makefile”—a
build script read by the make command, which brings us to the next step in the build
process.

Make

The make command reads through the “makefile” generated by the configure script,
and proceeds to compile and link each of the executable files and libraries that make
up the program at hand. This can take some time and will generate a lot of output
while it is executing. A highly edited sample of what you can expect from a typical
make execution appears here:

user@ubuntu:~/src/1ibewf-20100226% make

Making all in include

make[1]: Entering directory '/home/user/src/1ibewf-20100226/
include'

makel[1]: Entering directory '/home/user/src/libewf-20100226/
Tiberror'

/bin/bash ../1ibtool --tag=CC -- mode=compile gcc -DHAVE_CONFIG_H -I.

-I../common -I../include -I../common- g -02 -Wall -MT

liberror_error.lo -MD -MP -MF .deps/liberror_error.Tpo -c -0
liberror_error.lo Tiberror_error.c

libtool: compile: gcc -DHAVE_CONFIG_H -I. -I../common -I../
include -I../common -g -02 -Wall -MT liberror_error.lo -MD -MP
-MF .deps/liberror_error.Tpo -c liberror_error.c -fPIC -DPIC
-0 .libs/liberror_error.o

makel[1]: Leaving directory '/home/user/src/libewf-20100226"

Once the “make” completes, the final step is to actually install the application.
Executing

sudo make install

will copy the finished executables, libraries, documentation (if present), and any
additional materials to their configured locations—generally under the “/usr/local/”
directory.

NOTE

Other Build Systems

GNU Autotools does not stand alone in the pantheon of build systems for open source
software. While it is the most venerable and still most common build system in use, there
are others in use in various projects. Two of the most common are cmake and scons.
Scons is python based and is therefore a popular build system for python-heavy programs.
Cmake is an intermediary build layer used by cross-platform applications—it generates
native build files for each target—Makefiles for Unix-like systems, Visual Studio Solution
files for Windows targets, etc.

.
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Version Control Systems

In addition to packaged tarballs of source code, many open source projects are avail-
able via version control systems. These services enable tracking of code changes
among a distributed group of participants. Version control systems offer many
capabilities geared toward ensuring clean and easy collaboration on development;
however, for our use, we will only be “checking out” code—retrieving a copy of
the source code from the repository. The end result will be a directory tree of code
similar to what we would have after extracting a tarball.

Sometimes, code that is still under active development may only be available
via a source checkout from a version control system; in other cases, the develop-
ment version of an application may have capabilities required to perform a successful
examination. As always, validate that any tools you use perform the functions they
are designed for in a verifiable, repeatable manner, but above all work on copies or
extracted data rather than original data.

Popular open source version control systems include

e (VS
e subversion
° git

e mercurial

We will discuss the operation of these tools to perform source code checkouts
when we build tools that require this.

TIP

CERT Forensic Tools Repository
The examples throughout this book use Ubuntu as our base operating system. If you are a
Fedora user, you may want to use the CERT Linux Forensics Tools Repository. This repository
provides a prebuilt set of forensic packages for Fedora 10, 11, 12, and 13, including many
of the tools discussed throughout this book.

http://www.cert.org/forensics/tools/

Installing Interpreters

In addition to compiling executable code, we will need to be able to execute pro-
grams written in interpreted languages. To do so, we will need to install the appropri-
ate interpreters—Perl, Python, and Ruby. On most Linux distributions the Perl and
Python interpreters (and a handful of modules) will be already be installed. We’ll
want to install the Python 3 interpreter in addition to our currently installed version,
and we’ll need to install the Ruby interpreter. We will also explore how to install
various modules in each of the interpreters.

Perl

Perl is one of the older nonshell scripting languages still in common use. Its longevity
is one of its core strengths—over many years of use Perl has built up an impressive
number of open source libraries and modules available for reuse.
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To check our installed version of perl we can issue the following command:

user@ubuntu:~$ perl -v
This is perl, v5.10.1 built for x86_64-1Tinux-gnu-thread-multi

The core repository for Perl modules is known as CPAN (the Comprehensive
Perl Archive Network). Packages in CPAN can be installed from the terminal using
the -MCPAN option to perl. Upon executing this command for the first time your
CPAN preferences will be set up—defaults are fine for our usage so hit enter when
prompted to accept them.

user@ubuntu:~$ perl -MCPAN -e shell

cpanl11> help

Display Information (ver 1.9402)
command argument description

cpan [n] quit

Python
Like Perl, Python will be present on most Linux distributions by default. We can
check the python version we have installed with the -V flag:

user@ubuntu:~$ python -V
Python 2.6.5

In addition to the Python 2.6 interpreter we want a parallel installation of
the Python 3 interpreter. Python 3 represents a major change from the 2.x series
and as such is not directly backward compatible with existing programs written
for Python 2.x. Because we will be using a few programs targeted for the newer
Python, we will need both. We can install Python 3 directly using the following
command:

user@ubuntu:~$ sudo apt-get install python3-minimal

[sudo] password for user:

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following extra packages will be installed:
python3.1 python3.1-minimal

Suggested packages:
python3.1-doc python3.1-profiler

The following NEW packages will be installed:
python3-minimal python3.1 python3.1-minimal

0 upgraded, 3 newly installed, 0 to remove and 0 not
upgraded.

Need to get 4,995kB of archives.

After this operation, 17.7MB of additional disk space will
be used.

Do you want to continue [Y/n]?
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Unlike Perl and Ruby, Python doesn’t have a “standard” package management
system. Python modules are instead expected to be handled by the operating system’s
package manager or installed by the user manually. As we use programs that need
specific packages we will install using both methods. That said, Python does have a
centralized packaged repository, and there are several unofficial package managers
available that leverage this repository. The most widely used is easy_install,
provided by the “python-setuptools” package. We can install this for Python 2.x and
3.x using the following command:

user@ubuntu:~$ sudo apt-get install python-setuptools python
3-setuptools

Ruby
Ruby is the third scripting language we will need to ensure is installed. As a younger
language, it is not present by default on our Ubuntu installation:

user@ubuntu:~$ ruby -v

The program 'ruby' is currently not installed. You can install
it by typing:

sudo apt-get install ruby

As just shown, we can install via apt - get. Once this is completed, we can verify
the install and check the version with the - v option.

user@ubuntu:~$ ruby -v
ruby 1.8.7 (2010-01-10 patchlevel 249) [1486-Tinux]

Ruby packages are managed via RubyGems. This needs to be installed separately:
user@ubuntu:~$ sudo apt-get install rubygems
The package manager is invoked via the gem command:

user@ubuntu:~$ gem
RubyGems is a sophisticated package manager for Ruby. This is a
basic help message containing pointers to more information.
Usage:
gem -h/--help
gem -v/--version
gem command [arguments...] [options...]
Examples:
gem install rake
gem Tist --Tocal
gem build package.gemspec
gem help install

We will use tools that require each of these interpreters more throughout the
book. For now, ensuring that we have them installed, operational, and can install
packages is sufficient.
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Working with Images

Although we will be using forensic utilities that can interpret the file system on a raw
image, it is in our interest to ensure that we can work with image files using native
system functionality as well. This enables us to test our forensic tools for accuracy,
provides us a much needed ““safety net” in the event our tools don’t function properly,
and, in some cases, may be the most useful way to access data of interest.

WARNING

Automounting of Volumes on Ubuntu

One of the major benefits of using Linux as a forensic platform is the tremendous power
the system provides to an educated examiner. However, as Linux distributions become
more and more “user-friendly,” the operation of system becomes more and more abstracted
away and difficult to access. One example is preventing the automatic mounting of external
media. Historically, most Linux distributions did not automatically mount file systems—

all mounts had to explicitly requested. For forensic examiners, this is terrific; end users,
though, were obviously less than enthusiastic about this “feature.” Current Ubuntu systems
will detect and automatically mount external storage in much the same manner as Windows
systems. Given this, examiners should always use hardware write blocker devices whenever
working with original media.

Any given Linux distribution should have the capability to work with raw image
files natively. We will use the Tosetup command to create a “loop device” associ-
ated with our disk image. A loop device is a virtual device that allows a disk image
to be treated as if it were an actual disk.

user@ubuntu:~$ Tosetup

Usage:

Tosetup loop_device # give info

losetup -a | --all # 1ist all used

lTosetup -d | --detach loop_device # delete

lTosetup -f | --find # find unused

lTosetup [ options 1 {-f|--find|Tloop_device} file # setup

Options:

-e | --encryption <type> enable data encryption with specified
<name/num>

-h | --help this help

-0 | --offset <num> start at offset <num> into file

-p | --pass-fd <num> read passphrase from file descriptor
<num>

-r | --read-only setup read-only loop device

-s | --show print device name (with -f <file>)

-N | --nohashpass Do not hash the given password (Debian
hashes)

-k | --keybits <num> specify number of bits in the hashed

key given
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to the cipher. Some ciphers support several key
sizes and might be more efficient with a smaller
key size. Key sizes < 128 are generally not
recommended

-v | --verbose verbose mode

To determine the appropriate offset we will use the mm1s command from the
Sleuth Kit to read the partition table from a sample image. We will examine this com-
mand and the rest of the Sleuth Kit at length in Chapter 3.

user@ubuntu:~$% mmls /mnt/forensic/testimg/testimg.img
DOS Partition Table

Offset Sector: 0

Units are in 512-byte sectors

Slot Start End Length Description
00: Meta 0000000000 0000000000 0000000001 Primary Table (#0)
0l: ----- 0000000000 0000016064 0000016065 Unallocated
02: 00:00 0000016065 0312496379 0312480315 NTFS (0x07)
03: ----- 0312496380 0312499999 0000003620 Unallocated

We want to associate the loop device with the partition, not the disk, as this will
allow us to mount the file system. To do this we provide losetup with an offset into
the image file where we would like the loop device to begin. The output of mm1s is
measured in sectors, and losetup expects an offset in bytes, so multiplying 16065 by
the default sector size of 512 gives us an offset of §225280. We also want the device
to be read-only (-r).

user@ubuntu:~$ sudo losetup -r -o 8225280 /dev/loopO /mnt/
forensic/testimg/testimg.img

We can test our math by checking for a valid file system at the beginning of the
loop device. Using dd and the file command is one way to do this:

user@ubuntu:~$ sudo dd if=/dev/loop0 bs=512 count=1 | file -

1+0 records in

1+0 records out

512 bytes (512 B) copied, 0.0778169 s, 6.6 kB/s

/dev/stdin: x86 boot sector, code offset 0x52, OEM-ID "NTFS ",
sectors/cluster 8, reserved sectors 0, Media descriptor 0xf8,
heads 255, hidden sectors 16065, dos < 4.0 BootSector (0x80)

The file command confirms that we have a valid file system at the beginning of
our loop device. Now we can create a directory to serve as a mount point and mount
the loop device.

user@ubuntu:~$ sudo mkdir /mnt/testimg
user@ubuntu:~$ sudo mount -o ro /dev/loopO /mnt/testimg/
user@ubuntu:~$% 1s /mnt/testimg/

CONFIG.SYS 10.SYS MS0Cache Program Files System
Volume Information Windows ntldr python
AUTOEXEC.BAT Documents and Settings 1386 MSDOS.SYS

NTDETECT.COM RECYCLER boot.ini pagefile.sys
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TIP

Mounting Split Raw Images

If you have ever dealt with sharing of forensic images across different groups you will have
likely come across “split raw” images. Due to file size limitations and differing examination
preferences and capabilities, raw image files split into 2-Gigabyte chunks are the lowest
common denominator when sharing forensic data. Unfortunately, split raw image files
aren't directly accessible as a “virtual disk” using the loop device method just described.
Historically, this meant the examiner would need to map devices to each segment and then
combine them using the Linux md functionality. Luckily, Richard Harman has written a perl
script called poorcase (http://code.google.com/p/poorcase/) that handles this tedium.

Unfortunately, this only lets us access volumes contained in raw disk images. To
access volumes inside forensic containers we will need to use software that under-
stands these containers. The two forensic container formats we will need to be able to
work with are EWF and AFF. EWF (Expert Witness Format) is the native format gen-
erated by Guidance Software’s EnCase software. AFF is the Advanced Forensics For-
mat and is an open source forensic container format that provides many benefits over
traditional “raw” images. These containers are discussed in more detail in Chapter 3—
for now, being able to mount volumes inside the containers is all we’re after.

FUSE

FUSE is a Linux kernel module that allows for “File Systems In User Space.” In
addition to interpreting file systems, various FUSE modules will also interpret vol-
umes or containers and allow for access to their contents. There are many FUSE
modules implementing everything from cloud-based file systems to encrypted local
file systems to Wikipedia as a file system. We can install a few FUSE modules (and
prerequisites for additional FUSE modules) using the following command:

user@ubuntu:~$ sudo apt-get install zfs-fuse python-fuse fuse-
zip sshfs

The following extra packages will be installed:
libaiol Tibewfl Tibzipl

The following NEW packages will be installed:
fuse-zip ifuse libaiol 1ibzipl python-fuse sshfs zfs-fuse

0 upgraded, 7 newly installed, 0 to remove and 0 not upgraded.

Need to get 1,917kB of archives.

After this operation, 5,759kB of additional disk space will be
used.

Do you want to continue [Y/n]?

This will install:

e ZFS-Fuse—a driver for Sun’s ZFS file system

* Python-Fuse—a python API for implementing FUSE file systems

* Fuse-Zip—a FUSE module that presents ZIP archives as file systems

* SSHFS—a FUSE module that transparently presents remote file systems as local
over SSH (SFTP/SCP)

.
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MountEWF
MountEWF is a program that presents an Expert Witness Format forensic image as a
raw image. It does this by leveraging the FUSE system via Python. It is not included
with libewf directly but can be retrieved from the LibEWF project site [3]. Like a disk,
the forensic container can hold multiple mountable file systems, so simply “mounting”
the container is not desirable or even feasible. Instead, MountEWF provides a view
of raw streams contained in the EWF container at the provided mount point. The raw
streams can then be accessed directly using the losetup technique discussed previously.
MountEWF is a python script so it does not need to be compiled before running.
We can copy it into our path to allow for easier execution:

user@ubuntu:~/src/afflib-3.5.12% sudo cp /home/user/src/mount_
ewf-20090113.py /usr/local/bin/mount_ewf.py

Executing the command with no arguments will provide usage instructions:

user@ubuntu:~/src/afflib-3.5.12% mount_ewf.py

Using 1ibewf-20100226. Tested with libewf-20080501.

Usage:
mount_ewf.py [options] <filename(s)> <mountpoint>

Note: This utility allows EWF files to be mounted as a filesystem
containing a flat disk image. <filename> can be any segment of
the EWF file. To be identified, all files need to be in the same
directory, have the same root file name, and have the same first
character of file extension. Alternatively, multiple filenames
can be specified in different locations in the order to be
reassembled.

ewf segment filename(s) required.

To test mount_ewf without creating an Expert Witness formatted image, we can
use the image provided by Lance Mueller for his first forensic practical [4].

user@ubuntu:~/images$ mount_ewf.py WinXP2.EOl ~/mount_points/
ewf/

Using 1ibewf-20100226. Tested with Tibewf-20080501.

user@ubuntu:~/images$ 1s -Tath /home/user/mount_points/ewf/

total 2.0G

drwxr-xr-x 5 user user 4.0K 2010-08-20 23:52

dr-xr-xr-x 2 root root 0 1969-12-31 16:00

-r--r--r-- 1 root root 2.0G 1969-12-31 16:00 WinXP2

-r--r--r-- 1 root root 293 1969-12-31 16:00 WinXP2.txt

The text file listed is the case metadata. The other file is the raw image.

user@ubuntu:~/images$ cat /home/user/mount_points/ewf/WinXP2.txt
# Description: WinXP

# Case number: Case 1

# Examiner name: Mueller

# Evidence number: WinXP

# Acquiry date: 2008-01-17T17:05:46

# System date: 2008-01-17T17:05:46
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# Operating system used: Vista

# Software version used: 6.8

ce2211114a461a96bb2c4409b272dbee */home/user/mount_points/ewf/
WinXP2

The last line of the text file is the MDS5 hash of the content. We can verify this
using the md5sum command.

user@ubuntu:~/images$ mdbsum /home/user/mount_points/ewf/WinXP2
ce2211114a461a96bb2c4409b272dbee /home/user/mount_points/ewf/
WinXpP2

We can verify access to the raw content using the fil e command:

user@ubuntu:~/images$ file /home/user/mount_points/ewf/WinXP2

/home/user/mount_points/ewf/WinXP2: x86 boot sector, code offset
0x52, OEM-ID "NTFS", sectors/cluster 4, reserved sectors 0,
Media descriptor 0xf8, heads 128, hidden sectors 63, dos <
4.0 BootSector (0x80)

AFFuse
AFFuse is a FUSE-based program that gives the examiner access to Advanced Foren-
sic Format containers. From an examiner’s perspective, AFFuse operates in much the
same manner as MountEWF—the forensic container is “mounted” to a directory
provided by the examiner. This directory will have a file for each stream inside the
AFF container, which can then be accessed as “raw” images via 1osetup.

AFFuse is part of the AFF library, available at www.afflib.org.

AFFuse requires the FUSE development library, and AFF itself requires the expat
library for signature verification. On Ubuntu we can install these with the following
command:

sudo apt-get install libfuse-dev Tibexpatl-dev
A simple “. /configure” should eventually yield the following result:

COﬂﬁgure B o o e

configure: AFFLIB 3.5.12 configuration
configure: Amazon S3 Support: no

configure: LZMA Compression: yes

configure: LIBEWF: yes (requires uuid-dev on Linux)

configure: PYTHON Bindings: no

configure: QEMU Image Drivers: yes

configure: FUSE: yes

configure: LIBEXPAT: yes (needed for AFF signatures)

configure:

configure: CFLAGS: -g -02 -D_FORTIFY_SOURCE=2 -Wall

configure: CPPFLAGS: -D_FILE_OFFSET_BITS=64 -DFUSE_USE_
VERSION=26 -I/usr/local/include

configure: CXXFLAGS: -g -02 -D_FORTIFY_SOURCE=2 -Wall

configure: LIBS: -1ssl -lcrypto -lexpat -1rt -1z -Tewf

configure: LDFLAGS: -L/usr/Tocal/1ib
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We can complete the install with make and finally sudo make install.

Once again, executing the command with no options gives us usage instruc-
tions. In this case, the usage instructions are quite verbose as AFFuse is also
displaying options that can be passed to the FUSE library and are not AFF spe-
cific. We won’t be using any of these at the moment so trimming them gives us the
following usage:

user@ubuntu:~/src/afflib-3.5.12% affuse
affuse version 3.5.12
Usage: affuse [<KFUSE library options>] af_image mount_point

Use fusermount -u mount_point, to unmount

We can test out AFFuse using an image from Digital Corpora (http://www
.digitalcorpora.com). Ubnistl.casper-rw.gen3.aff is an AFF image taken from
a Ubuntu 8.10 thumbdrive. We can mount the AFF container with the following
affuse command:

user@ubuntu:~/images$ mkdir ~/mount_points/

user@ubuntu:~/images$ mkdir ~/mount_points/aff/

user@ubuntu:~/images$ affuse ubnistl.casper-rw.gen3.aff ~/mount_
points/aff/

user@ubuntu:~/images$ 1s -Tath /home/user/mount_points/aff/

total 4.0K

drwxr-xr-x 4 user user 4.0K 2010-08-20 23:47

drwxr-xr-x 2 root root 0 1969-12-31 16:00

-r--r--r-- 1 root root 600M 1969-12-31 16:00 ubnistl.casper-rw.
gen3.aff.raw

Listing the contents of the mount point displays a single raw image inside. We
can use the file command to confirm that we have access to the raw content.

user@ubuntu:~/images$ file ~/mount_points/aff/ubnistl.casper-rw.
gen3.aff.raw

/home/user/mount_points/aff/ubnistl.casper-rw.gen3.aff.raw:
Linux rev 1.0 ext3 filesystem data, UUID=8717883b-0b7b-4149-
8b76-d97117813599 (needs journal recovery) (large files)

XMount

XMount is similar to both MountEWF and AFFuse in that it provides the examiner
“raw” access to container files. Where it differs is that rather than simply presenting
a raw “dd” style image, XMount can also present the contents of the container as a
VirtualBox or VMWare format disk image. It converts on the fly via FUSE and is tre-
mendously useful for a Linux-based examiner who wishes to boot a virtual instance
of an imaged system. XMount will redirect any writes to a cache file in a directory
specified by the examiner. XMount is available from https://www.pinguin.lu/index
.php. To install XMount, execute the basic “./configure; make; sudo make
install” sequence described previously.
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TIP

Checking Kernel File System Support

One of the major strengths of using Linux as a forensic platform is the wide variety of file
systems supported as kernel modules. Modern Ubuntu has dozens of file systems available
as loadable kernel modules. To view the available file systems in our running kernel, we
first need to use the uname command to determine our running kernel version:

user@ubuntu:~$ uname -a
Linux ubuntu 2.6.32-21-generic #32-Ubuntu SMP Fri Apr 16
08:10:02 UTC 2010 1686 GNU/Linux

Next, we can change directories to *“/lib/modules/2.6.32-21-generic/kernel/fs”—this
is the subdirectory where file system kernel modules for our running kernel are located.

user@ubuntu:/Tib/modules/2.6.32-21-generic/kernel/fs$ 1s

9p affs autofs befs binfmt_aout.ko btrfs cifs configfs dim
exofs fat fscache gfs2 hfsplus isofs jfs minix nfs
nfsd nls ocfs2 qnx4 reiserfs smbfs sysv udf xfs

adfs afs autofs4 bfs binfmt_misc.ko cachefiles coda cramfs efs
exportfs freevxfs fuse hfs hpfs jffs2 lockd ncpfs nfs_
common nilfs2 ntfs omfs quota romfs squashfs ubifs ufs

Another way to check file system support in our current kernel is to browse
through the kernel’s configuration (“/boot/config-2.6.32-21-generic”, for example)
until we see the section entitled “File systems.”

#

# File systems

#

CONFIG_EXT2_FS=y
CONFIG_EXT2_FS_XATTR=y
CONFIG_EXT2_FS_POSIX_ACL=y
CONFIG_EXT2_FS_SECURITY=y

# CONFIG_EXT2_FS_XIP is not set
CONFIG_EXT3_FS=y
CONFIG_EXT3_DEFAULTS_TO_ORDERED=y
CONFIG_EXT3_FS_XATTR=y
CONFIG_EXT3_FS_POSIX_ACL=y
CONFIG_EXT3_FS_SECURITY=y
CONFIG_EXT4_FS=y
CONFIG_EXT4_FS_XATTR=y
CONFIG_EXT4_FS_POSIX_ACL=y
CONFIG_EXT4_FS_SECURITY=y

# CONFIG_EXT4_DEBUG is not set
CONFIG_JBD=y

J# CONFIG_JBD_DEBUG is not set
CONFIG_JBD2=y

# CONFIG_JBD2_DEBUG is not set
CONFIG_FS_MBCACHE=y
CONFIG_REISERFS_FS=m
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USING WINDOWS AS THE HOST

Setting up a working build environment on a Windows system is a bit more complex
than on Linux or OS X. Many of the items we take for granted on a Linux system
aren’t present on a default Windows system. An out-of-the-box Windows system
doesn’t have a compiler or any of the interpreters we will need. It doesn’t have native
capability to mount or examine image files and only supports a handful of file sys-
tems. Luckily, we can set up a reasonable development environment suitable for
building open source forensics tools without too much trouble. That said, we can turn
a Windows host into a capable open source forensics platform; better, stronger, faster.
We have the technology.

Building Software

There are a couple different methods for building software on Windows, and they
each have advantages and disadvantages regarding different use cases. For our pur-
poses the best approach is going to be implementation of a Unix-like environment
on our Windows system via Cygwin. Per www.cygwin.com, “Cygwin is a Linux-like
environment for Windows.” Cygwin provides this environment through cygwinli.dll,
a Linux-emulation layer between Linux tools and the Windows operating system.
Through Cygwin we can compile and use Linux-targeted source code on our Win-
dows examination workstation. Using a Cygwin environment ensures that we have
the highest available compatibility with the bulk of open source forensics utilities, as
these are usually written and tested on Unix-like systems.

To install Cygwin, download and execute the installer (setup.exe).

Using the Cygwin installer, we will install the following packages, which can
be located using the search box at the top of the package installer window, seen in
Figure 2.1.

e automake

¢ make
e cmake
* (VS

e subversion
e mercurial

* gcc

* gcc-gt++
o git

e python

e perl

* ruby

° mintty



Using Windows as the Host

Select Package:
Select pachaye

h.%

PRIV EDOS

FHE3EFEFETIREERDEE
§08$2+2$+8¢+888020

s
B X1 47 Defaut

FIGURE 2.1
Cygwin setup.

This will give us a working Unix-like development environment. We should be
able to use the majority of the utilities discussed in later chapters, barring any utili-
ties that require native Linux functionality to work—for example, any FUSE-based
utilities will not function under Cygwin.

TIP

Visual Studio and MinGW

Compiling “native” Windows code will usually require the use of Microsoft’s Visual Studio.
While the full version of Visual Studio is commercial software, Microsoft releases “Express”
versions of Visual Studio targeted toward specific languages at no cost. We won't cover the
installation or operation of Visual Studio in this book, but be aware that this may be an
option worth exploring.

MinGW (Minimal Gnu for Windows) is another option for producing “native” Windows
binaries from open source software. MinGW is a port of the GNU C-Compiler and GNU
Binutils to Windows, which allows developers to produce truly native Windows binaries
that don’t rely on external DLLs to function. This differs from the Cygwin approach, which
produces binaries dependent on the functionality exposed by the cygwinl.dll file to operate.
Additionally, developers can cross-compile native Windows code from non-Windows
development systems. If you are interested in learning more about MinGW, please refer to
http://www.mingw.org/.

Installing Interpreters

We already installed the perl, python, and ruby interpreters via the Cygwin installer.
We can verify the versions of each of the interpreters installed by opening up the
mintty terminal emulator from the Start Menu and passing the appropriate “version”
flag to each interpreter (see Figure 2.2). These installations will serve us well when
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[ ]

[TE i 7 -
$ ruby -v
ruby 1 7

This is perl, v5.10.1 (*) built for i686-cygwin-thread-multi-64int

(with 12 registered patches, see per]l -V for more detail)
Copyright 1987-2009, Larry Wall

Perl may be copied only under the terms of either the Artistic License or the
GNU General Public License, which may be found in the Perl 5 source kit.

Complete documentation for Perl, including FAQ lists, should be found on
this system wusing "man per1” or "perldoc per1”. If you have access to the
Internet, point your browser at http://www.perl.org/, the Per]l Home Page.

m

FIGURE 2.2
Verifying the Cygwin installs of Perl, Python, and Ruby.

working in Cygwin environment but we will need “native” interpreters for some of
the code we will be running later.

Perl—ActiveState

ActiveState’s Perl distribution [5] is the de facto Windows Perl in use today. It pro-
vides the Perl interpreter in an easy-to-use and easy-to-manage installer and includes
a graphical package manger (shown in Figure 2.3) to handle modules. Installation is
the straightforward “Click next/Accept defaults” until the installer exits.

Python

Installing Python on Windows isn’t quite as obvious of a proposition as install-
ing Perl. While ActiveState provides its own Windows Python distribution, there
are also “native” Windows installers that provide functional basic Python installa-
tions. At the time of this writing the consensus seems to be that if you are going to
be doing Windows-specific python development, the ActiveState installer provides
some nice benefits. That said, the official Windows installer (shown in Figure 2.4)
will be sufficient to run any of the python scripts covered in this book. You can
choose to install either or both, as you can have multiple installations in different
directories.

At the time of this writing, Python 2.x and Python 3.x are both in active parallel
development and use. Python 3 is not directly backward compatible with Python
2—Python 2 scripts need to be rewritten for 3. Given this, there is a lot of existing
Python 2 code, so we will definitely need at least a Python 2 installation. There is also
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The Perl Package Manager installed with ActiveState Perl.

15 Python 265 Setup
Customize Python 2.6.5
Select the way yvou want features to be installed.
Click on the icons in the tree below to change the
way features wil be installed.
Register Extensions
Tl Tk
Documentation
Utility Scripts
Test suite
Python Interpreter and Libraries
pgthon This feature requires 21MB on your hard drive. It
B has 5 of 5 subfeatures selected, The subfeatures
= 3 require 27MB on your hard drive.
windows
[ Disk Usage ] [ Advanced < Back Neﬁ > Cancel

FIGURE 2.4

The Windows native installer for Python 2.6.5.
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a growing set of Python 3 code, so it is in our best interest to have a parallel Python
3 environment installed as well. Given this, the current newest versions at the time of
writing of Python are 2.6.5 and 3.1.2.

TIP

Too Many Pythons...

Keeping track of the latest Python installer can be a chore, especially given the current
2.x/3.x split. Wesley Chun, author of Core Python Programming, provides a constantly
updated matrix of Python versions for Linux, Mac, and Windows at www.corepython.com.

Ruby

Getting Ruby on Windows is trivial using the installer from www.rubyinstaller.org.
During installation, ensure that both checkboxes shown in Figure 2.5 are checked—
this will let you run command-line ruby scripts without specifying the path of the
interpreter and will ensure that ruby programs launched from Explorer are associated
with this ruby installation.

15! Setup - Ruby 1.9.1-p430 s [o| @ ]
Installation Destination and Optional Tasks ’-. §
-

Setup will install Ruby 1.9. 1-p430 into the following folder.

To continue, click Mext, or to select a different folder, dick Browse,
Ci\Ruby191 Browse..,

[¥] Add Ruby executables to your PATH
[#] Associate .rb and .rbw files with this Ruby installation

Required free disk space; ~52.2 MB

< Back || Install || Cancel

FIGURE 2.5

Ruby installer configuration options.




Working with Images
Windows doesn’t have any native equivalent to the

Using Windows as the Host

losetup command we used to

access image files as disks. Fortunately, Olof Lagerkvist has written the open source
ImDisk, which brings much of the same functionality to the Windows world. After
downloading and running the ImDisk installer, we need to manually start the ImDisk
service the first time and configure it to automatically start in the future. To do so,
we’ll need to start a command prompt with administrator access (see Figure 2.6).

Entering these lines shown in Figure 2.7 in the

administrator shell will set the

ImDisk service to start automatically in the future and will start it now manually.

Programs (1
& cmd
% Open
Files (1) L
B  Run as administrator
¥ | setup
¥ ahE Meunt as ImDisk Virtual Disk
Pin to Taskbar
Pin to Start Menu
Restore previous versions
Send to
Cut
Copy
Delete
Open file location
Properties
2 See more results
cmd x| | Shut down |

il

FIGURE 2.6

.
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Starting an administrator shell—Windows 7.

B Administrator: C\Windowsh Systern32iemedl.exe
Microsoft Windows [Ue on 6.1.76801

ICopyright (c? 208? Microsoft Corporation. All rights reserved.

IC=sWindowsssystem32?sc config imdisk start= auto
[EC]1 ChangefSewrviceConfig SUCCESS

IC:\Windowshsystem32>net start indisk

The ImDisk Virtual Disk Driver service was started successfully.

IC:\Uindows stem32>

FIGURE 2.7

Starting ImDisk service manually.
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The ImDisk service is located in the Control Panel, as shown in Figure 2.8. Upon
launching the application and selecting “Mount New,” you should be greeted with a
screen similar to Figure 2.9.

There are many options to experiment with here, but for our purposes the most
important are the path to the image file and the “Read-only media” checkbox.

E=8|Ecl ==
@-uvllf\_@ b Control Panel » - |v¢! | imcli:H % |

ImDisk Virtual Disk Driver

b -

FIGURE 2.8
Locating the IMDisk entry in the Control Panel.

) ImDisk Virtual Disk Driver (o= =

File Selected Window A4bout..

Currently mounted virtual disks
Diive | Image file ¢ Mount new virtual disk stem

If pou want to create a virtual disk backed by memorny instead of an
image file, leave the image file field blank and just enter a size in the
zize field.

Image file Dirive letter
|sers\user\image_files\3-kwsrch-ntfs\itfs-img-kw-‘l.ddj |E
Size of virtual disk

|[current image file size)
# Bytes  Blocks (7 Kilobytez ¢ Megabytes  Gigabytes

Image file offzet [for non-raw disk image file formats]
o
¢ Bytes ©° Blocks ¢ Kilobytes  Megabptes ¢ Gigabytes

Drevice type
o Auto (7 Harddizk volume ¢ Floppy 7 CD/DYD-ROM

If you check the "Copy image file to memony' checkbox the driver will =
bount new... work. with a memory copy of the image file. The onginal image file wil esh list
not change. Any changes are lozt when the drive iz dismounted.

I Copy image file to mermory

L Computer If you check the '‘Removable media' checkbox the
wirtual device will be create with removable and

hot-plug characteristics. This affects for example how
t!i Metwork filezpstems cache write operations on the device.

™ Removable media v Read-only media Cancel

FIGURE 2.9

Mounting an NTFS volume image.
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Checking this will ensure that we don’t make any inadvertent writes to our image
file. Figure 2.10 shows the ImDisk service after successfully mounting a test NTFS
image from the Digital Forensic Tool Testing collection. http://dftt.sourceforge.net/.

Figures 2.11 and 2.12 show that the image file now appears exactly like a normal
volume.

1 ImDisk Virtual Disk Driver = | &

File Selected Window About.,

Currently mounted vittual digks

Drive | Image file | Size Properties | Filesyzstem
=HE; Chdsersuseruimage filesh3-kwachntfz\nts-mg... 7844 MB  Read-only MTFS
FIGURE 2.10

ImDisk displaying the mounted image.

[E= Eol X
@uvl_‘lﬂ + Computer » - | w,! ‘ Search Computer ol
Organize = System properties Uninstall or change a program Map network drive > o= O '@'
4.0 Favorites 4 Hard Disk Drives (2)
B Desktop Local Disk (C:) KW-SRCH-1 (E:)
& Downloads - | -
o 575 GBfreeof 198 G . M 535 ME free of 7.84 MB
| Recent Places
4 Devices with Removable Storage (1)
FIGURE 2.11
ImDisk mounted volume as shown in Explorer.
[E= B
@u?‘w » Computer » KW-SRCH-1 (E:) » - “’,! | Search KW-SRCH-1 (E Pl
Organize » Include in library = Share with + =~ [ @
¥ Eavoriics MName ° Date modified Type Size
Bl Desktop dir-n-6 10/23 310 File folder
& Downloads dir-r-4 0 File folder
1| Recent Places || file-n-1.dat DAT File 2KB
|| file-n-3.dat DIAT File 3 KB
Al Libraries || file-n-4.dat DAT File 2KB
| Documents || file-n-5.dat DAT File 2KB
@' Music || file-r-1.dat DIAT File 1KE
=| Pictures || file-r-3.dat DAT File 1KE

Browsing the contents of an ImDisk mounted volume.
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WARNING

Potential ImDisk Pitfall

Remember that when you access a file system from a Windows machine using your
Windows examination machine, you are doing so using standard Windows functionality. If
you attempt to access files on the mounted file system that your current user doesn’t have
permission to access, you will not be able to access them!

Working with File Systems

While Windows doesn’t have the breadth of file system support our Ubuntu examina-
tion system has by default, there are some open source programs that allow Windows
to access some commonly encountered non-Windows file systems. It’s important to
note that in both cases, the forensic software we will be using is capable of interpret-
ing both of these file systems directly.

Ext2Fsd is an open source Ext2 file system driver for Windows systems available
from http://www.ext2fsd.com/. Using this we can examine Ext 2 (and Extended 3,
minus the journal) file systems directly. Note that during installation we have the
option to enable write support on Ext2/3 volumes as well—this is not recommended
but depending on your use case this may be necessary (see Figure 2.13). When

TB Setup - BazFed = &=
% =
Select Additional Tasks ‘
Which additional tasks should be performed? Pea]
&

Select the additional tasks you would like Setup to perform whils instaling Ext2Fsd, then
click Newd.

Make Ed2Fsd sutomatically started when system boots
[7] Enable wiite support for Ed2 partitions

Enable force writing support on Bxt 3 partitions

| < Back || Mext = | | Cangel

FIGURE 2.13

Deselecting all options during Ext2Fsd configuration.
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ElSetup - ba2ksd = e |

Completing the Ext2Fsd Setup
Wizard

Setup has finished instaling BExt2Fsd on vour computer. The
application may be launched by selecting the installed icons.

Click Finish to exit Setup.

= Start B2 Violume Manager right now to assign driver
— letters for vour ext 2/ext 3 partitions ?

Finish J:IS

FIGURE 2.14

Finishing Ext2Fsd installation.

completing the installation, you will have the option to assign drive letters to any
connected Ext2 and 3 volumes—deselect this (Figure 2.14).

HFS Explorer (available from http://www.catacombae.org/hfsx.html) is an
application that can read the HFS and HFS+ file systems used on Mac OS X
disks (including some CDs/DVDs and the DMG container files used frequently
on Macs). On installation, it will associate itself with DMG containers by default
(Figure 2.15). This is generally a safe option, as we have no other means of access-
ing these files.

Figure 2.16 shows HFS Explorer being used to examine a DMG container. Indi-
vidual files can be extracted out for examination using the “Extract” button. The
“Info” button will display detailed information about the currently highlighted file
or directory, including time stamps and ownership information. Under the “Tools”
menu, the “File System Info” option provides a plethora of detailed information
about the file system.
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{77 HFSExplarer 0.21 Setup o B |[Es]

Choose Components

in

Choose which features of HFSExplorer 0,21 you want to install, @1

Check the components you want to install and uncheck the components you don't want to
install. Click Mext to continue,

Select the type of install: |T\,r|:|ical =
Cr, select the optional HFSExplarer
compenents you wish ta

Reqister .dmg file assocation

install:
[ register .cdr file association

Space required: 2. 7MB

< Back “ MNext > |[ Cancel

FIGURE 2.15

HFS Explorer installation.

[%7 HFSExplorer 0.21 - [PortableGoogleChromes.dmg]
File Tools Help
(e | (Seme ] (@m ]
Path: | [ChromeLoader. app/Chromium. app/Contents/Resources/
Choyiel oatler Name Size Type Date Modified -
.HFS+ Private Directory Data
it aliasCursor.png 7528 :E 7;1.5//(019 6:41PM -
& app.icns 194K File 7/15/09 6:41PM
el Chm;::::mef'azp back_Template.pdf 28 File 7/15/09 6:41PM
3 Contents. cellCursor.png 1838 Fie 7/15/09 6:41PM
chrome.pak 611KB File 7/15/09 6:41PM
dose_bar.pdf 3K File 7/15/09 6:41PM
i e dose_bar_h.pdf 3KB File 7/15/09 6:41PM
e C"”ms dose_bar_p.pdf 3KB File 7/15/09 6:41PM
Reseess contextMenuCursar.png 5238 Fie 7/15/09 6:41PM
5[ description.ctid copyCursor.png 1K File 7/15/09 6:41PM
ol - rossHairCursor.png 3198 Fie 7/15/09 6:41PM
Tl et eastResizeCursor.png 1238 File 7/15/09 6:41PM
T i e eastiWestResizeCursor.png 1258 File 7/15/09 6:41PM
[len.iproj 08 Folder 7/15/09 6:41PM
forward_Template.pdf 2K File 7/15/09 6:41PM
frozen_tab.png 5758 Fie 7/15/09 6:41PM
go_Template.pdf 2KB File 7/15/09 6:41PM
helpCursor.png 2398 Fie 7/15/09 6:41PM
home_Template.pdf 2KB File 7/15/09 6:41PM
[_linspector 08 Folder 7/15/09 6:41PM
linkCursor.png 3418 Fie 7/15/09 6:41PM
menu_chrome_rtl_Template.pdf 2K File 7/15/09 6:41PM
menu_chrome_Template.pdf 2KB File 7/15/09 6:41PM
| menu_page_rti_Template.pdf 2K File 7/15/09 6:41 PM =
objects select=d (0 bytes)

FIGURE 2.16

Navigating a DMG file with HFSExplorer.



References

SUMMARY

While using open source forensic tools has certain advantages, preparing the plat-
form to build and execute these tools can be daunting to a newcomer. In this chapter
we have gone through the process of building a development workstation that we will
use to compile and run tools going forward. Additionally, we discussed the installa-
tion of various utilities that allow examiners utilizing Windows systems to use many
of the tools and scripts we will be working with throughout the book.
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CHAPTER

Disk and File System
Analysis

INFORMATION IN THIS CHAPTER

* Media Analysis Concepts
e The Sleuth Kit
e Partitioning and Disk Layouts

e Special Containers
e Hashing

e Carving

e Forensic Imaging

MEDIA ANALYSIS CONCEPTS

At its most basic, forensic analysis deals with files on media—deleted files, files in fold-
ers, files in other files, all stored on or in some container. The goal of media analysis is to
identify, extract, and analyze these files and the file systems they lie upon. Identification
includes determining which active and deleted files are available in a volume. Extrac-
tion is the retrieval of relevant file data and metadata. Analysis is the process in which
we apply our intelligence to the data set and ideally come up with meaningful results.

Note that these are not necessarily discrete procedural steps. In fact, some exami-
nation processes will seem to straddle two or more of these—carving, for example, can
easily be described as both identification and extraction. Nonetheless, we feel that this
is a suitable model for describing why we as examiners are taking a particular action.

This chapter focuses primarily on the concepts behind identifying and extracting
file system artifacts, and information about files. Deep analysis of the artifacts found
in content of the files and the artifacts of interest found in specific file systems will
not be covered here as this analysis makes up the bulk of Chapters 4 through 8.

While we discuss the file system analysis concepts that will be of the most use
to an examiner, a full analysis of every conceivable artifact and nuance of each
file system is outside the scope of this book. For greater detail on this topic, the
authors highly recommend File System Forensic Analysis by Brian Carrier [1],
the authoritative work on the subject.
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File System Abstraction Model

In the aforementioned File System Forensic Analysis, the author puts forth a file sys-
tem abstraction model to be used when describing the functions of file systems and
the artifacts generated by these functions. For readers with networking backgrounds,
this model is not unlike the OSI model used to describe communications systems.

As described by Carrier, the logical progression of any file system, from low level
to high level, is:

* Disk
A disk refers to a physical storage device—a SCSI or SATA hard drive, or a Secure
Digital Card from a digital camera, for example. Analysis of items at this level is
usually beyond the capabilities of most examiners—physical media analysis of
conventional hard drives requires extensive specialized training and knowledge,
access to a clean room, and expensive electron microscopy equipment. With the
rise of flash media and Solid State Disks, however, analysis of media at this level
may be in the realm of possibility for a larger pool of examiners.

e Volume
A volume is created using all or part of one or more disks. A single disk may
contain several volumes, or a volume may span several disks, depending on
configuration. The term “partition” is often used interchangeably for a vol-
ume; Carrier makes a distinction wherein a “partition” is limited to a single
physical disk, and a volume is a collection of one or more partitions. Put
simply, a volume describes a number of sectors on a disk(s) in a given system.
Please see Figure 3.1 for a simplified display of the delineation between a disk
and volumes present on the disk.

» File System
A file system is laid down on a volume and describes the layout of files and
their associated metadata. Items in the file system layer include metadata spe-
cific to and solely used for the file system’s operation—the Ext2 superblock
is a good example.

% N

VOLUME 1 VOLUME 2 VOLUME 3

\<_ DISK - 4

FIGURE 3.1

Disk and volumes.
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* Data Unit
A data unit is the smallest available freestanding unit of data storage avail-
able in a given file system. On Unix-derived file systems these are known
as blocks. These are generally some power of 2 multiple of the physical
sector size of the disk. Historically the sector size of every disk was 512
bytes—most modern file systems will use 4096 bytes (4K) or larger as the
smallest addressable data unit. The information available at the data unit
layer is simple: the content of that data unit. If that data unit is allocated to
a JPEG image, the data unit will contain a portion of JPEG data. If the data
unit was allocated to a text file, the data unit will contain text.

* Metadata
Metadata refers to data about data. Given that the data unit layer holds data
in a file system, the metadata layer then contains data about the data units. On
Unix-derived file systems these metadata units are called inodes. The exact
content of metadata units depends on the actual file system being discussed,
but generally this layer will at least consist of file time stamps, file ownership
information, and data units allocated to this metadata unit. We’ll discuss the
specific artifacts for each file system in the relevant sections later.

* File Name
The file name layer is where humans operate. Unsurprisingly, this layer con-
sists of file and folder/directory names. Once again, artifacts available in this
layer vary depending on the file system. At the very least, file names have a
pointer to their corresponding metadata structure.

Because this abstraction model is built with the design of Unix-derived file sys-
tems in mind, some of the separations do not map directly to the designs of file sys-
tems for other platforms. However, a good understanding of this model is imperative
to truly understanding the significance of file system artifacts on any file system.

THE SLEUTH KIT

To process file system artifacts, we will use The Sleuth Kit (www.sleuthkit.org). The
Sleuth Kit (TSK) is the suite of file system forensic tools originally created by Brian
Carrier as an updated version of the older Coroner’s Toolkit. The Coroner’s Toolkit
(TCT) was designed specifically to perform forensic analysis of compromised Unix-
like systems. While being a very powerful set of early forensic tools, TCT had major
shortcomings, including a lack of portability between systems and a lack of support
for non Unix-like file systems. Carrier developed the Sleuth Kit to provide a highly
portable, extensible, and useful open source forensics toolkit.

Installing the Sleuth Kit

The Sleuth Kit natively supports processing raw disk images (split or not), but it can
also import the ability to process additional image formats from the LibEWF and
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AFFLib packages installed in Chapter 2. Note that we could install precompiled
Sleuth Kit packages using the Ubuntu package manager. Retrieving the source code
directly and compiling ourselves minimizes the number of intermediaries involved in
producing executable code. It also ensures that we have the latest version of our core
tools and libraries, as package repositories may take some time to update.

Note that when executing the Sleuth Kit’s configure script (. /configure), you
should see the following lines toward the end of the script’s output:

checking afflib/afflib.h usability... yes
checking afflib/afflib.h presence... yes
checking for afflib/afflib.h... yes

checking for af_open in -Tafflib... yes
checking Tibewf.h usability... yes
checking Tibewf.h presence... yes
checking for Tibewf.h... yes

checking for Tibewf_open in -Tewf... yes

configure: creating ./config.status

This confirms that LibEWF and AFFLib are installed properly and will be used by
the Sleuth Kit.

With these development libraries installed, and the Sleuth Kit configured, finish-
ing the build and install is a simple matter executing make followed by sudo make
install. This will install the suite of command-line tools that make up the Sleuth Kit.

WARNING

Got Root?

If you plan to use Sleuth Kit tools with an attached disk as the target (as opposed to an
image file) remember that you will need root privileges. This can be accomplished either
by becoming root via the “su-" command or by executing the command with root privileges
using the “sudo” command, as shown in Chapter 2.

Sleuth Kit Tools

Mastering 21 separate command line utilities may seem daunting if you are not used
to operating via command prompt frequently. That said, the bulk of Sleuth Kit tools
are named in a logical manner, which indicates the file system layer they operate
upon and the type of output you should expect from them. Since the Sleuth Kit comes
from a Unix-derived pedigree, this naming is quite clear if you are familiar with the
Linux command line.

The common prefixes found in the Sleuth Kit tools that indicate the file system
layer of the tool are:

*  “mm-": tools that operate on volumes (aka “media management’)
e “fs-”: tools that operate on file system structures
e “blk-": tools that operate at the data unit (or “block’) layer

e “9-”: tools that operate at the metadata (or “inode”) layer
*  “f-”: tools that operate at the file name layer
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There are two additional layers that don’t map directly into the file system model as
described:

[T3IRIR

e “j-": tools that operate against file system journals

113

*  “img-": tools that operate against image files

Common suffixes found in Sleuth Kit tools that indicate the expected function of the
tool are:

e “-stat”: displays general information about the queried item—similar to the
“stat” command on Unix-like systems

e “Is”: lists the contents of the queried layer, such as the “Is” command on
Unix-like systems

e “-cat”: dumps/extracts the content of the queried layer, such as the ‘“cat
command on Unix-like systems

tL)

Additionally, a handful of tools provided by the Sleuth Kit don’t follow this naming
scheme. These are described under the “Miscellaneous Tools” section.

To demonstrate use of the Sleuth Kit, we will proceed through each layer, describ-
ing each tool present in that layer. Additionally, we will examine the use and output of
the most important tools using a Linux Ext3 file system as our demonstration target.

NOTE

Sleuth Kit Disk Layer Tools

Current versions of the Sleuth Kit do not provide any tools for operating at the disk layer.
Because the Sleuth Kit is a file system forensic analysis framework, this should not be
surprising. That said, versions of the Sleuth Kit prior to 3.1.0 did include two tools at this
layer that you may encounter in older forensic live CD distributions.

The disk_stat tool will show if the disk has a Host Protected Area (HPA) present. A HPA
is one method that can be used to artificially restrict the number of sectors addressable by the
operating system accessing a hard drive.

The disk_sreset will allow you to temporarily remove an HPA from a disk. This is
a nonpermanent change—the HPA will return the next time the disk is powered on.
Temporarily removing the HPA using disk_sreset enables a subsequent image capture
operation to grab the entire disk, including the protected area.

Another method for restricting the displayed number of sectors is via Device Configuration
Overlay. Both this and HPA can be detected and removed using the hdparm utility, which is
included by default on most Linux distributions.

Other non-Sleuth Kit tools that operate at the disk layer include all of the imaging tools
discussed in the Forensic Imaging section later in the chapter.

Volume Layer Tools
The mmstat command will display the type of volume system in use on the target
image file or disk.

The mm1s command parses and displays the media management structures on the
image file or disk (i.e., the partition table). Note that unlike the fdisk command,
mm1s will clearly show nonallocated spaces before, after, or between volumes.

Here we have an example image from Digital Forensics Tool Testing archive.
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user@forensics:~$ mmls 10-ntfs-disk.dd
DOS Partition Table
Offset Sector: 0
Units are in 512-byte sectors
Slot Start End Length Description
00: Meta 0000000000 0000000000 0000000001 Primary Table (#0)
01: ----- 0000000000 0000000062 0000000063 Unallocated
02: 00:00 0000000063 0000096389 0000096327 NTFS (0x07)
03: 00:01 0000096390 0000192779 0000096390 NTFS (0x07)
04: ----- 0000192780 0000192783 0000000004 Unallocated

We can see here that the primary partition table was found in the first sector of the
disk and that there are two volumes present—the first from sector 63 through sector
96389 and the second from sector 96390 through sector 192779. The mm1s output
also makes it clear that there are four “extra” sectors after the end of the last volume
in addition to the standard 63 sector gap before the first volume.

Another important benefit of using mmls instead of a tool such as fdisk is that the
offsets to individual volumes are presented as counts of 512-byte sectors. These offsets
can be passed directly to higher level Sleuth Kit tools to specify a volume to analyze.

The mmcat streams the content of the specified volume to STDOUT (usually the
console). This can be used to extract a specific volume of interest for analysis using
tools that may not be able to operate on the container format or disk directly.

File System Layer Tools

The fsstat command displays file system information. Data of particular interest
in the output of this command vary depending on the file system being examined but
may include volume names, data unit sizes, and statistical information about the state
of the file system. We will use output from an Ext3 file system to present the tool.
Analysis of Ext3-specific information is covered in detail in Chapter 5.

user@forensics:~$ fsstat ubnistl.casper-rw.gen3.aff

FILE SYSTEM INFORMATION

File System Type: Ext3

Volume Name:

Volume ID: 9935811771d9768b49417b0b3b881787

Last Written at: Tue Jan 6 10:59:33 2009

Last Checked at: Sun Dec 28 12:37:56 2008

Last Mounted at: Tue Jan 6 10:59:33 2009

Unmounted properly

Last mounted on:

Source 0S: Linux

Dynamic Structure

Compat Features: Journal, Ext Attributes, Resize Inode, Dir Index
InCompat Features: Filetype, Needs Recovery,

Read Only Compat Features: Sparse Super, Has Large Files,
Journal ID: 00

Journal Inode: 8
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As you can see from the partial tool output just given, the fsstat tool provides
some basic file system information, including some information that may be of key
investigative value, such as the last written and last mounted information. After this
general information, the output of fsstat will be highly file system dependent. In
the case of Ext3, statistical and layout information is provided about metadata and
content structures present on the disk:

METADATA INFORMATION

Inode Range: 1 - 38401

Root Directory: 2

Free Inodes: 36976

Orphan Inodes: 35, 20, 17, 16,
CONTENT INFORMATION

Block Range: 0 - 153599
Block Size: 4096
Free Blocks: 85287

Note that this tool provides the block size used on the file system. This is important
information when carving data from unallocated space.

Data Unit Layer Tools

The bTkstat command displays information about a specific data unit. Generally,
this will simply be allocation status; however, on Ext file systems, the block group to
which the block is allocated is also displayed.

user@forensics:~$% blkstat ubnistl.casper-rw.gen3.aff 521
Fragment: 521

Allocated

Group: O

The b1k1s command lists details about data units. B1k1s can also be used to
extract all unallocated space of the file system. This is useful to do prior to attempt-
ing to carve data from a file system. The following example extracts all of the unal-
located space from our sample image file into a single, flat file.

user@forensics:~$% blkls ubnistl.casper-rw.gen3.aff > ubnistl.
casper-rw.gen3.unalloc

user@forensics:~$ 1s -lath ubnistl.casper-rw.gen3.unalloc

SPWor---- - 1 cory eng 331IM Sep 2 20:36 ubnistl.casper-rw.gen3.
unalloc

The blkcat command will stream the content of a given data unit to STD-
OUT. This is similar in effect to using dd to read and write a specific block. The
next example uses blkcat to extract block 521, which we view courtesy of the
xxd binary data viewer, which is included with the vim editor package on most
distributions.
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user@forensics:~$ blkcat ubnistl.casper-rw.gen3.aff 521 | xxd |

head

0000000: 0200 0000 0cO0 0102 2e00 0000 0200 0000 .........
0000010: 0c00 0202 2e2e 0000 0b0OO 0000 1400 0a02 .........
0000020: 6c6f 7374 2b66 6f75 6e64 0000 0c00 0000 Tost+found.....
0000030: 1400 0c01 2e77 682e 2e77 682e 6175 6673 ...... wh..wh.aufs
0000040: 0lle 0000 1400 0c02 2e77 682e 2e77 682e ......... wh..wh.
0000050: 706c 6ebb 0l5a 0000 1400 0c02 2e77 682e plnk.Z...... wh.
0000060: 2e77 682e 2e74 6d70 021e 0000 0c00 0402 .wh..tmp.......
0000070: 726f 6673 025a 0000 0c00 0302 6574 6300 rofs.Z..... etc
0000080: 045a 0000 1000 0502 6364 726f 6d00 0000 .Z...cdrom......
0000090: 031e 0000 0cO0 0302 7661 7200 013c 0000 ...... var..<..

The blkcalc command is used in conjunction with the unallocated space
extracted using b1k1s. With blkcalc, we can map a block from b1k1s output back
into the original image. This is useful when we locate a string or other item of interest
in the b1k1s extract and want to locate the location of the item in our forensic image.

Metadata Layer Tools

The istat command displays information about a specific metadata structure. In
general, any of the information listed as being contained in a metadata structure
(ownership, time information, block allocations, etc.) will be displayed. As always,
the exact information displayed is file system dependent. We will explore file
system-specific information in subsequent chapters.

What follows is the istat output for inode 20 on our test Ext3 file system. Out-
put common to other file systems includes allocation status, ownership information,
size, and time stamp data. Addresses of the inode’s data units will also be present
but are handled in different manners by different file systems, as shown later.

user@forensics:~$ istat ubnistl.casper-rw.gen3.aff 20
inode: 20

Allocated

Group: O

Generation Id: 96054594

uid / gid: 0 / 0

mode: rrw-r--r--

size: 123600
num of Tinks:
Inode Times:
Accessed:

File Modified:
Inode Modified:
Deleted:
Direct B
28680
000
000 8684 0
0000 8685
Indirect Blocks:
28682

0

6 10:59:33 2009
7 07:59:47 2009
7 07:59:47 2009
31 16:00:17 1969

Tue Jan
Wed Jan
Wed Jan
Wed Dec
locks:
000000 28681
000 0 28683
0002
002
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The i1s command lists the metadata structures, parsing and displaying the
embedded dates, ownership information, and other relevant information. This is one
of the commands that can be used to generate a bodyfile for timeline generation using
the mactime command (see “Miscellaneous Tools”). Timelines are key to the inves-
tigations presented in Chapter 9.

As you can see from the argument list, the examiner can tune the i1s output to
view as much (or as little) data as necessary.

user@forensics:~$ ils
Missing image name

usage:

ils [-emOpvV] [-aAlLzZ] [-f fstypel [-i imgtypel [-b

dev_sector_size] [-o imgoffset] [-s seconds] image [images]
[inum[-end]]

-e:
-m:
-0:

-V
-V

Display all inodes

Display output in the mactime format

Display inodes that are unallocated, but were sill open
(UFS/ExtX only)

Display orphan inodes (unallocated with no file name)
seconds: Time skew of original machine (in seconds)
Allocated inodes

Unallocated inodes

Linked inodes

Unlinked inodes

Unused inodes (ctime is 0)

Used inodes (ctime is not 0)

imgtype: The format of the image file (use '-i Tlist' for
supported types)
dev_sector_size: The size (in bytes) of the device
sectors
fstype: File system type (use '-f Tist' for supported
types)
imgoffset: The offset of the file system in the image
(in sectors)

verbose output to stderr

Display version number

For example, if we wanted to list all inodes that are allocated or that have been used
at some point, we can do so with the -a and -7 flags:

user@forensics:~$% ils -aZ ubnistl.casper-rw.gen3.aff

st_ino|st_alloc|st_uid|st_gid|st_mtime|st_atime|st_ctime|st_
crtime|st_mode|st_nlink|st_size
11a]0]0]1230496676]1230496676|1230496676(0(0(0]0
2]a]0]0]|1231268373|1230496676|1231268373|0|755|15|4096
71al0]0]1230496676|1230496676|1230496676|0|600|1|4299210752
8|a|0]0]1230496679|0]1230496679|0]600|1]16777216
11]1a]0|0|1230496676|1230496676|1230496676|0|700|2|16384
12]a]0]0|1230469846]1230469846|1231311252|0(444|19]0
13]a|0]0]1230615881|1225321841|1230615881|0|755|9|4096

.
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The icat command streams the data unit referenced by the specified meta data
address. For example, if “file].txt” points to inode 20, which then points to blocks 30,
31, and 32, the command “icat {image_ file} 20” would produce the same output
that “cat filel.txt” would from the mounted file system.

The ifind command finds the metadata structure referenced by the provided file
name or the metadata structure that references the provided data unit address. For
example, to find the inode that owns block 28680, we can do the following:

user@forensics:~$ ifind -d 28680 ubnistl.casper-rw.gen3.aff
20

File Name Layer Tools

The fls command lists file names (deleted and allocated). By default it does not
traverse the entire file system so you will only see the root directory of the volume
being examined. This is one of the commands we can use to generate a bodyfile
for timeline generation using the mactime command (see “Miscellaneous Tools”).
A simple “fls image” will produce a terse directory listing of the root directory of
the file system.

user@forensics:~$ fls ubnistl.casper-rw.gen3.aff

d/d 11: lost+found
r/r 12: .wh..wh.aufs
d/d 7681: .wh..wh.plnk

d/d 23041: .wh..wh..tmp
d/d 7682: rofs

d/d 23042: etc

d/d 23044: cdrom

d/d 7683: var

d/d 15361: home

d/d 30721: tmp

d/d 30722: 1ib

d/d 15377: usr

d/d 7712: shin

d/d 13: root

r/r * 35(realloc): .aufs.xino
d/d 38401: $0rphanFiles

Note that the “.aufs.xino” file is listed with an asterisk—this indicates that it is
deleted. The (realloc) indicates that the inode the name references has been real-
located to another file.

The fls man page provides more background into the various options that can
be passed to the command. For interactive use, particularly important fls arguments
include:

-d: Display deleted entries only

-1: Display long version (like Is -1)

-m: Display output in mactime input format with
dir/ as the actual mount point of the image
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-p: Display full path for each file

-r: Recurse on directory entries

-u: Display undeleted entries only

-z: Time zone of original machine (i.e. EST5EDT or GMT)
(only useful with -1)

-s seconds: Time skew of original machine (in seconds)
(only useful with -1 & -m)

Note that the time zone argument does not apply if you are using -m to create a
mactime input file. This is only used when displaying time information to the
console.

The ffind command finds file names that reference the provided metadata num-
ber. Using inode 20, which we located via the ifind command, we can discover the
name associated with this inode.

user@forensics:~$ ffind ubnistl.casper-rw.gen3.aff 20
File name not found for inode

Unfortunately, no name currently points to this inode—it is orphaned. Just to sate our
curiosity, we can check the adjacent inodes.

user@forensics:~$ ffind ubnistl.casper-rw.gen3.aff 19
/root/.pulse-cookie

user@forensics:~$ ffind ubnistl.casper-rw.gen3.aff 21
/root/.synaptic/Tock

Miscellaneous Tools

The mactime command generates a timeline based on processing the bodyfile pro-
duced by 1i1s and/or fls. To generate a timeline using the Sleuth Kit, first we need
to generate the bodyfile. This is simply a specifically ordered pipe-delimited text file
used as the input file for the mactime command.

user@forensics:~$% ils -em ubnistl.casper-rw.gen3.aff > ubnistl.
bodyfile

user@forensics:~$ fls -r -m "/" ubnistl.casper-rw.gen3.aff >>
ubnistl.bodyfile

This produces a text file with the metadata information of each file or inode on a
single line.

md5|file|st_ino|st_Ts|st_uid|st_gid|st_size|st_atime|st_mtime|st_
ctime|st_crtime
0|<ubnistl.casper-rw.gen3.aff-alive-1>|1|-/----------
|0]0]0]1230496676|1230496676]1230496676 0
0|<ubnistl.casper-rw.gen3.aff-alive-2>|2|-/drwxr-
xr-x|0]0]4096|1230496676|1231268373]1231268373]0
0|<ubnistl.casper-rw.gen3.aff-alive-3>
|3/ |0j0j0oj0|0]0]0
0|<ubnistl.casper-rw.gen3.aff-alive-4>
|[4]-/---------~ |0]0]0]0|0]0]0

.
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0|<ubnistl.casper-rw.gen3.aff-alive-5>

|5/ |0j0j0j0|0]0]0
0|<ubnistl.casper-rw.gen3.aff-alive-6>
|6/~ |0]0]0]0|0]0]0

0|<ubnistl.casper-rw.gen3.aff-alive-7>|7|-/rrw-------
|0]0]4299210752]1230496676|1230496676|1230496676]0

0|/lost+found |11 |d/drwx------
|0]0]16384]1230496676|1230496676|1230496676|0
0|/.wh..wh.aufs|12|r/rr--r-
-r--10]0]0]1230469846]1230469846]1231311252|0
0|/.wh..wh.plnk|7681|d/drwx------
|0]0]4096|1230469846|1230469897|1230469897 |0
0|/.wh..wh.pInk/1162.7709|7709|r/rrw-r-
-r--10]0|186|1225322232|1225322232|1230469866 |0

When generating a timeline for an actual investigation we will want to set the
time zone that data originated in and possibly some additional file system-specific
information. However, to generate a simple comma-separated timeline, we can issue
the following command:

user@forensics:~$% mactime -b ubnistl.bodyfile -d > ubnistl.timeline.csv

Timeline analysis is quite useful when performed properly. We will discuss timeline
analysis in Chapter 9.

The sigfind command is used to search a source file for a binary value at given
offsets. Given a sequence of hexadecimal bytes, sigfind will search through a stream
and output the offsets where matching sequences are found. Sigfind can be sector or
block aligned, which can be of value when searching through semistructured data such
as memory dumps or extracted unallocated space. This is useful for locating files based
on header information while minimizing noisy false positives that may occur when
simply searching through a data stream using something like the grep command.

Using the sigfind tool is quite simple.

-sigfind [-b bsize] [-o0 offset] [-t template] [-1V] [hex_
signature] file

-b bsize: Give block size (default 512)

-0 offset: Give offset into block where signature
should exist (default 0)

-1: Signature will be little endian in image

-V: Version

-t template: The name of a data structure template:
dospart, ext2, ext3, fat, hfs, hfs+, ntfs, ufsl, ufs?

As an example, we can use sigfind to locate (at least portions of) PDF files on
our test Ext3 image. PDF documents begin with the characters “%PDE.” Converting
these ASCII characters to their hex equivalent gives us “25 50 44 46.” Using s gfind,
we look for this at the start of every cluster boundary (which was discovered earlier
using the fsstat tool).
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user@forensics:~$% sigfind -b 4096 25504446 ubnistl.casper-rw.gen3.aff
Block size: 4096 Offset: 0 Signature: 25504446

Block: 722 (-)

Block: 1488 (+766)

Block: 1541 (+53)

Block: 1870 (+329)

Block: 82913 (+81043)

The output of the tool provides the offset in blocks into the image where the hit
signature matched and in parentheses provides the offset from the previous match.
Sigfind also has a number of data structure templates included, which makes identi-
fying lost partitions or file system structures simple.

The hfind command is used to query hash databases in a much faster manner than
grepping through flat text files.

The sorter command extracts and sorts files based on their file type as deter-
mined by analysis of the file’s content. It can also look up hashes of extracted files
and perform file extension verification.

Finally, the srch_strings command is simply a standalone version of the
strings command found in the GNU binutils package. This tool is included to ensure
that the Sleuth Kit has string extraction capability without requiring that the full
binutils package be installed on systems where it is not normally present.

Image File Tools

We can think of the image file as a new intermediary layer that replaces the disk layer
in our file system stack. Because this layer is created by an examiner, we generally
don’t expect to find any forensically interesting items here. However, depending on
the forensic format, relevant information may be available.

The img_stat command will display information about the image format,
including any hash information and other case-relevant metadata contained in the
image. This tool is generally only useful when executed against forensic image con-
tainer types. Here is the img_stat information from our Ext3 test image:

user@forensics:~$% img_stat ubnistl.casper-rw.gen3.aff
IMAGE FILE INFORMATION

Image Type: AFF

Size in bytes: 629145600

MD5: 717f6be298748ee/dbce3e4b9ed63459

SHA1: 61bcd153fc91e680791aa39455688eab946c4b7
Creator: afconvert

Image GID: 25817565F05DFD8CAECS5CFC6BIFAB4S
Acquisition Date: 2009-01-28 20:39:30

AFFLib Version: "3.3.5"

The img_cat command will stream the content of an image file to STDOUT. This is
a convenient way to convert a forensic container into a “raw” image.
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Journal Tools

Many modern file systems support journaling. To grossly simplify, journaling file
systems keep a journal of changes they are preparing to make and then they make
the changes. Should the system lose power in the middle of a change, the journal
is used to replay those changes to ensure file system consistency. Given this, it is
possible that the journal may contain data not found anywhere else in the active file
system.

The j1s command lists items in the file system journal, and the jcat com-
mand streams the content of the requested journal block to STDOUT. As the
information provided by these tools is highly file system specific, we will dis-
cuss the use of both of them in the relevant file system sections in the following
chapters.

PARTITIONING AND DISK LAYOUTS

The two primary partitioning schemes in use today are the “Master Boot Record
(MBR)” and the “GUID Partition Table (GPT).” The GPT scheme was devel-
oped as a replacement for the aging MBR scheme. The MBR partitioning method
originally only allowed for four primary partitions and disks of up to 2 Terabytes,
a size that is quite possible to exceed nowadays. The GPT format supports disks
up to 8 Zettabytes in size and 128 primary partitions, along with many more
improvements. The partition table is not likely to contain any information of
relevance to most investigations. Forensic analysis of the partition table is usu-
ally limited to recovery of volumes when the partitioning structures are missing
or corrupted.

Partition Identification and Recovery

Identification of deleted or otherwise missing partitions can be performed using the
sigfind tool mentioned earlier. The tool includes a number of predefined data struc-
ture templates that will locate the tell-tale marks of a partition table or file system
header. We can test this using the 10th test image from the Digital Forensic Tool
Testing project (http://dftt.sourceforge.net/test10/index.html). The “dospart” tem-
plate looks for the hex value “55AA” in the last two bytes of each sector, a structure
common to MBR partitions.

user@ubuntu:~/10-ntfs-autodetect$ sigfind -t dospart 10-ntfs-
autodetect/10-ntfs-disk.dd

Block size: 512 Offset: 510 Signature: 55AA

Block: 0 (-)

Block: 63 (+63)

Block: 96389 (+96326)

Block: 96390 (+1)
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We can compare this with mm1s output for the same image:

DOS Partition Table
Offset Sector: 0
Units are in 512-byte sectors
Slot Start End Length Description
00: Meta 0000000000 0000000000 0000000001 Primary Table (#0)
01: ----- 0000000000 0000000062 0000000063 Unallocated
02: 00:00 0000000063 0000096389 0000096327 NTFS (0x07)
03: 00:01 0000096390 0000192779 0000096390 NTFS (0x07)
04: ----- 0000192780 0000192783 0000000004 Unallocated

We can see that sigfind located the 0x55AA signature in the boot sector (0), the
beginning and end of the first volume (63 and 96389), and the beginning of the next
volume (96390).

NOTE

Other Media Management Schemes

The Sleuth Kit is able to recognize two other volume layer layouts: Sun slices (used by Solaris)
and BSD disklabels (used by BSD-based operating systems). We don’t cover analysis of either
platform in this book, but should you need to, you can use the Sleuth Kit on these volumes

as well.

Additionally, the TestDisk tool from CGSecurity can be used to recover parti-
tions in the case of disk corruption or intentional spoiling. TestDisk can operate
on both raw and Expert Witness/EO1 format files used by EnCase. An excellent
tutorial on the use of TestDisk is provided at the CGSecurity site [2]. Testdisk
can be installed on Ubuntu via apt-get. The source code and precompiled binaries
for DOS, Windows, OS X, and Linux are also available from the CGSecurity site
(www.cgsecurity.org).

Redundant Array of Inexpensive Disks

Redundant Array of Inexpensive Disks (RAID) is designed as a means to take mul-
tiple physical disks and address them as a single logical unit.
The most commonly used basic RAID levels are:

* RAID 0 refers to a setup of at least two disks that are “striped” at a block level.
Given two disks (0 and 1), block A will be written to disk 0, block B will be writ-
ten to disk 1, and so on. This increases write speeds and does not sacrifice any
storage space, but increases the fragility of data, as losing a single drive means
losing half of your blocks.

* RAID 1 is the opposite of RAID 0—blocks are mirrored across pairs of drives.
This increases read speeds and reliability, but reduces the amount of available
storage to half of the physical disk space.
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e RAID 5 requires at least three disks and performs striping across multiple disks
in addition to creating parity blocks. These blocks are also striped across disks
and are used to recreate data in the event a drive is lost.

Additionally, there are “nested” or “hybrid” RAID setups that combine two of these
RAID levels in sequence. For example, a RAID 50 or 5+0 set would be a pair of
RAIDS sets that are subsequently striped.

The Sleuth Kit has no built-in capability for dealing with RAID. The PyFLAG
suite discussed in Chapter 9 includes a command line python utility called raid_
guess.py that can be used to reconstruct a RAID map when given a set of disk
images [3]. That said, the authors recommend using the original hardware the
RAID is housed in to perform imaging whenever possible. There are many differ-
ent RAID implementations in use, and recreating the logical structure after the fact
can be perilous.

SPECIAL CONTAINERS

In addition to file systems in volumes on physical media, you may have to deal
with file systems in other containers. One example is the Macintosh-specific DMG
container discussed in the previous section. The other two major containers you are
likely to encounter are Virtual Machine Disk Images and Forensic Containers.

Virtual Machine Disk Images

Virtualization applications such as VMWare, VirtualBox, Virtual PC, and QEMU
allow users to run a full “virtual machine” within the host operating system. Generally,
they store the file systems used by these virtual machines as virtual disk images—
container files that act as a “disk” for purposes of virtualization software. If it acts like
a disk for virtualization software, we should be able to get it to act as a disk for pur-
poses of extracting artifacts. The most common virtual disk format today is VMDK,
used by VMWare’s virtualization products.

A VMWare virtual disk is defined using a descriptor file that defines the file(s)
that makes up that particular virtual disk, as well as specifications of the “disk” being
presented to the virtual machine. A disk is originally formed from the base file (or
files in the case where the disk is created as a series of 2-GB split chunks). As users
create snapshots of a virtual machine, files containing changes from the base image
called delta links are created, and a new descriptor file containing information about
the base and delta files is created.

The full VMDK specification is available from VMWare at http://www.vmware
.com/app/vmdk/?src=vmdk.

AFFLib supports VMDK containers natively, and Sleuth Kit will import this func-
tionality if built with AFF support. We can use any of the sleuth kit tools directly
against a VMDK by specifying the “afflib” parameter to the image type argument (- 1).
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TIP

Creating VMDKs from Raw Images
In some circumstances it is useful to be able to access a raw image in a virtual machine.
Two projects are available that provide just this functionality. LiveView (http://liveview
.sourceforge.net/) is a graphical application targeted for use on Windows with limited Linux
support that will create all the files needed to generate a VMWare-bootable virtual machine.
Raw2VMDK (http://segfault.gr/projects/lang/en/projects_id/16/secid/28/) is a command
line utility that simply generates a valid VMDK file that points to your existing raw image.
You can then use this VMDK in any number of ways. For example, the VMDK can be added
as a secondary (read-only) disk attached to a forensics-oriented virtual machine.

NOTE

Other Virtual Disk Formats
While the most common, VMWare's VMDK is by no means the only virtual disk format in use.

VDI is the virtual disk format used by Sun’s open source virtualization platform
VirtualBox.

VHD is the format used by Microsoft’s Virtual PC product, as well as the “built-in" virtu-
alization capability found in Windows 7 and Server 2008.

QCOW2 is the format used currently by the open source QEMU project.

Should you need to do so, these disk formats can be converted into either VMDKs or
raw images suitable for forensic processing using either the gemu-img utility (part of the
QEMU package) or the vboxmanage utility from VirtualBox.

Forensic Containers

We have already spent a little time working with forensic containers, but we have
not gone into detail about what exactly they are. In general, container formats geared
toward forensic imaging have some functionality above and beyond what we get with
araw disk image. This can include things such as internal consistency checking, case
information management, compression, and encryption. We can, of course, perform
any of these tasks with a raw image as well. The difference is for a forensic container
format, these functions are built into the format, reducing the administrative over-
head involved with things such as ensuring that the hash and case notes for a given
image are kept with that image at all times.

EWF/EOT

The most commonly used forensic container format is the Expert Witness Format
(EWF), sometimes referred to as the “E01” format after its default extension. This
native format is used by Guidance Software’s EnCase forensic suite. This “format”
has changed somewhat from one release of EnCase to the next and is not an open
standard. That said, the LibEWF library supports all modern variants of image files
generated by EnCase in this format.

.
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The structure of this format has been documented by its original author, Andy
Rosen of ASRData, with further documentation performed by Joachim Metz during
his work on the LibEWF project [4]. The EWF format supports compression, split
files, and stores case metadata (including an MDS5 or SHA1 hash of the acquired
image) in a header data structure found in the first segment of the image file. Exam-
iners interested in the inner workings of the EWF format should reference these
documents.

AFF

The Advanced Forensics Format (AFF) is an open source format for storing disk
images for forensics, as well as any relevant metadata. AFF is implemented in the
LibAFF package we installed previously. The Sleuth Kit supports AFF image files
through this library. AFF images can be compressed, encrypted, and digitally signed.
An interesting feature of the AFF format is that metadata stored in the image file are
extensible—arbitrary information relevant to the case can be stored directly in the
image file in question.

AFF images can be stored in one of three methods:

e AFF—This is the default format of an AFF container; this is a single image file
containing forensic data as well as case metadata.

* AFD—This format contains metadata in the image, but splits the image file into
fixed-size volumes. This can be useful when transporting or archiving images via
size-limited file systems or media.

*  AFM—This format stores the image file as a single, solid container but stores
metadata in an external file.

HASHING

One of the key activities performed at many different points throughout an examina-
tion is generation of a cryptographic hash, or hashing. A cryptographic hash function
takes an arbitrary amount of data as input and returns a fixed-size string as output.
The resulting value is a hash of data. Common hashing algorithms used during a
forensic examination include MD5 and SHA1. MDS5 produces a 128-bit hash value,
while SHAT produces a 160-bit hash value. Longer versions of SHA can be used
as well; these will be referred to by the bit length of the hash value they produce
(e.g., SHA256 and SHAS12).

For hash functions used in forensic functions, modification of a single bit of
input data will produce a radically different hash value. Given this property, it is
easy to determine one of the core uses for hashing in forensic analysis: verification
of the integrity of digital evidence. A hash generated from the original evidence
can be compared with a hash of the bit-stream image created from this evidence—
matching hashes show that these two items are the same thing. Additionally, taking
an additional hash after completing examination of a forensic copy can show that the
examiner did not alter source data at any time.
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Other characteristics of hash functions make them valuable for additional forensic
uses. Because a hash is calculated by processing the content of a file, matching
hashes across various files can be used to find renamed files, or to remove “known
good” files from the set of data to be examined. Alternately, the hashes of files of
interest can be used to locate them irrespective of name changes or other metadata
manipulations.

Many programs that implement the MD5 and SHA* algorithms are available for
a variety of platforms. For simply generating a hash of a single file, the md5sum or
shalsum programs present on nearly on Linux systems are sufficient. Using these
programs to generate hash lists of multiple files or multiple nested directories of
files can be quite tedious. To solve this problem, Jesse Kornblum has produced the
md5deep and hashdeep utilities.

Md5deep is a suite of hashing utilities designed to recurse through a set of input
files or directories and produce hash lists for these. The output is configurable based
on the examiners requirements and, despite the name, the suite includes similar
tools implementing SHA* and other hashing algorithms. Hashdeep is a newer util-
ity developed as a more robust hash auditing application. It can be used to generate
multiple hashes (e.g., MD5 and SHAT1 hashes) for files and can be used to subse-
quently audit the set of hashed data. After generating a base state, hashdeep can
report on matching files, missing files, files that have been moved from one location
to another, and files that did not appear in the original set. Full usage information
and tutorials, source code, and binaries for Windows are available at the md5deep
site [5].

As stated earlier, the fact that a change in a single input bit will change many
bits in the final hash value is one of the valuable characteristics of hash functions for
purposes of proving a file’s content or integrity. If you instead want to prove that two
files are similar but not identical, a standard hashing approach will not help—you
will only be able to tell that two files are different, not how different. Jesse Korn-
blum’s ssdeep was developed to provide this capability, which Jesse calls “context
triggered piecewise hashes” “fuzzy hashing [6].” To simplify, fuzzy hashing breaks
the input file into chunks, hashes those, and then uses this list to compare the similar-
ity of two files. The hashing window can be tuned by the end user.

We can see the basic operation of ssdeep in the console output that follows. The
author generated a paragraph of random text and then modified capitalization of the
first word. The MD5 hashes are wildly different:

MD5 (loreml.txt) = ea4884844ddb6cdchbaa’a95d19815a2
MD5 (lorem2.txt) 9909552a79ed968a336ca3b9e96acabb

We can generate fuzzy hashes for both files by running ssdeep with no flags:

ssdeep,l.1--blocksize:hash:hash,filename

24 :FPYOEMR7S1PYzvH6juMtTtqULiveqrTFIoCPddBjMxiAyejao:
9YfQ7qYzabMdtiHrTKoCddBQxiwd, "/home/cory/ssdeep-test/Toreml.txt"

24 :1PYOEMR7S1PYZzvH6juMtTtqULiveqrTFIoCPddBjMxiAyejao:dYfQ
7qYza6MdtiHrTKoCddBQxiwd, "/home/cory/ssdeep-test/loremZ.txt"
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By inspecting both sets of fuzzy hashes visually, we can identify that they match,
except for the first byte, which is where our modification occurred. Alternately, we
can run ssdeep in directory mode by passing the -d flag, which will compare all files
in a directory:

user@Qubuntu:~/ssdeep-test$ ssdeep -d *
/home/user/ssdeep-test/lTorem2.txt matches /home/user/ssdeep-
test/loreml.txt (99)

Full usage information and tutorials, source code, and binaries for Windows are
available at the ssdeep site [7].

NOTE

Hash Collisions

Over the past few years there have been some publicized attacks against the MD5 algorithm
in which researchers were able to generate two different files that generated the same MD5
hash value. All of the attacks made public thus far have been in the category of collision
attacks. In a collision attack, a third party controls both files. This scenario is not applicable
for most of the tasks we use hashing for in forensic analysis, such as verifying an image

file has not been altered or verifying a file against a set of known good or bad hashes. That
said, tools such as hashdeep can use multiple hash algorithms (in addition to nonhash
data like file size) to strengthen the confidence of a hashset.

CARVING

A wise forensic examiner once said “when all else fails, we carve.” Extraction of
meaningful file content from otherwise unstructured streams of data is a science
and an art unto itself. This discipline has been the focus of numerous presenta-
tions at the Digital Forensics Research Workshop over the years, and advance-
ments continue to be made to this day. At its most basic, however, the process
of carving involves searching a data stream for file headers and magic values,
determining (or guessing) the file end point, and saving this substream out into
a carved file. Carving is still an open problem and is an area of ongoing, active
experimentation. Numerous experimental programs are designed to implement
specific new ideas in carving, as well as more utilitarian programs geared toward
operational use.

TIP

hachoir-subfile

The hachoir-subfile program can be used to intelligently identify files within binary
streams, including unallocated space from disk images. It operates in a manner similar

to the sigfind, but uses intelligence about file formats to provide a much stronger signal
that an actual file has been located, minimizing false positives. While not a carving tool

in and of itself, it can be used to positively identify files inside of a stream for subsequent
manual extraction. The hachoir suite of programs is discussed in detail in Chapter 8.
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Foremost

Foremost is a file carving program originally written by Jesse Kornblum and Kris
Kendall at the Air Force Office of Special Investigations and later updated by Nick
Mikus of the Naval Postgraduate School. It uses defined headers, footers, and knowl-
edge of the internal structures for supported file types to aid in carving. A complete
list of the file types supported natively by foremost can be found in the program’s
man page, but suffice it to say it includes the usual suspects: JPEG images, office
documents, archive files, and more. If necessary, additional file types can be defined
in a custom foremost.conf file. We will discuss the analysis of files and their content
in Chapter 8.

Foremost can be installed easily using apt-get on Ubuntu or by retrieving and
compiling the source (or supplied binaries) from the foremost project page at Source-
Forge: http://foremost.sourceforge.net/. Options that may be particularly important
include:

-d - turn on indirect block detection (for UNIX file-systems)

-i - specify input file (default is stdin)

-a - Write all headers, perform no error detection (corrupted
files)

-w - Only write the audit file, do not write any detected files
to the disk

-0 - set output directory (defaults to output)

-c - set configuration file to use (defaults to foremost.conf)

-q - enables quick mode. Search are performed on 512 byte
boundaries.

We can perform a basic run of foremost using the Digital Forensics Research Work-
stop 2006 carving challenge file as input [8]. We will use the - v flag to increase the
verbosity of the output.

user@ubuntu:~/dfrws $ foremost -v -i dfrws-2006-challenge.raw
Foremost version 1.5.4 by Jesse Kornblum, Kris Kendall, and Nick Mikus
Audit File

Foremost started at Sat Dec 10 21:51:55 2010

Invocation: foremost -v -i dfrws-2006-challenge.raw

Output directory: /home/user/dfrws/output

Configuration file: /usr/local/etc

Processing: dfrws-2006-challenge.raw

File: dfrws-2006-challenge.raw
Start: Sat Jan 1 21:51:55 2011
Length: Unknown

Num Name (bs=512) Size File Offset Comment
0: 00003868. jpg 280 KB 1980416
1: 00008285. jpg 594 KB 4241920
2: 00011619.]jpg 199 KB 5948928
3: 00012222.jpg 6 MB 6257664

.
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4: 00027607.jpg 185 KB 14134784

5: 00031475.jpg 206 KB 16115200

6: 00036292.jpg 174 KB 18581504

7: 00040638.jpg 292 KB 20806656

8: 00041611.Jpg 1 MB 21304832

9: 00045566.jpg 630 KB 23329792

10: 00094846.jpg 391 KB 48561152

11: 00000009.htm 17 KB 4691

12: 00004456.htm 22 KB 2281535

13: 00027496.htm 349 KB 14078061

14: 00028244 .htm 50 KB 14460928

15: 00029529 .htm 183 KB 15118957

16: 00032837 .doc 282 KB 16812544

17: 00045964 .doc 71 KB 23533568

18: 00028439.zip 157 KB 14560768

19: 00030050.zip 697 KB 15385752

20: 00045015.zip 274 KB 23047680

21: 00007982.png 6 KB 4086865 (1408 x 1800)
22: 00033012.png 69 KB 16902215 (1052 x 360)
23: 00035391 .png 19 KB 18120696 (879 x 499)
24: 00035431.png 72 KB 18140936 (1140 x 540)

*|
Finish: Sat Jan 1 21:51:57 2011
25 FILES EXTRACTED

Jjpg:= 11
htm:=
ole:=
zip:=

png:=

B~ w o o

Note that due to the intentional fragmentation of this test image, the bulk of these
extracted files will not be identical to the original items. Simson Garfinkel presented
research at the Digital Forensics Research workshop in 2007 that indicated that the
majority of files on any give volume will be contiguous and that most fragmented
files are simply split into two fragments, with a single block splitting the halves [9].

TIP

Additional Carving Utilities

Scalpel is a file carver forked from Foremost version 0.69 and completely rewritten with
an eye toward increasing performance. The latest public release of scalpel is version 1.60,
released in December 2006. The authors have presented papers referencing advanced
versions of scalpel with parallelized carving support and GPU acceleration, but at the time
of this publication these have not been released publicly [10].

PhotoRec is an advanced, cross-platform carving program distributed as part of the
TestDisk program mentioned in the Partition Identification and Recovery section. Like
TestDisk, CGSecurity provides an extensive guide that details use of the tool on their
Web site [11].
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The most common scenario for carving in an actual investigation is the attempted
retrieval of deleted data for which metadata are no longer present or no longer linked.
In these cases, extracting the unallocated space of the volume into a contiguous
block using b1kT1s has the potential to eliminate fragmentation caused by currently
allocated blocks.

FORENSIC IMAGING

In creation of a forensic image, we are trying to capture an accurate as possible
representation of source media. This is not unlike the police lines set up at a physi-
cal crime scene. These lines are put in place to minimize the amount of change that
occurs in a crime scene, which in turn gives the crime scene investigators the most
accurate data possible.

Imagine, then, if the crime scene investigators could create a copy of the actual
crime scene. In the real world this is madness, but this is what we aim to do with
creation of a forensic image.

A good forensic imaging process generates an exact duplicate (or a container that
holds an exact duplicate) of the source media under investigation. By exact duplicate
we mean exactly that—we aim to acquire a complete sector-for-sector, byte-for-byte
copy of original media. There should be no on-disk information present on source
media that do not appear in our forensic image. An ideal imaging process should not
alter original media, fail to acquire any portion of original media, nor introduce any
data not present on source media into the image file.

A traditional forensic analyst examining a gun used in a homicide works on the
original. Why doesn’t the computer forensic examiner do the same? Examiners gen-
erate forensic images for several reasons. The primary reason is to provide an exact
copy of original media to examine. For the traditional analyst, the actual weapon is
the best evidence. In the case of digital evidence, we can make a duplicate of source
media that matches the original in every way. Working with original digital evidence
can be very dangerous because the original can be altered or destroyed with relative
ease. By only accessing the original media once, to generate our forensic image, we
minimize our opportunities to alter the original accidentally. Another benefit of work-
ing on an image is if we make a mistake and somehow end up altering the image file
in some way, we can generate a new exact duplicate from the intact original media.

Deleted Data

Another reason examiners use forensic imaging is for completeness. Simply exam-
ining an active file system as presented by the operating system is not sufficiently
thorough for a forensic examination. Most volumes contain reams of potentially
interesting data outside of the viewable, allocated files on a mounted file system.
This includes several categories of “deleted data.”
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* Deleted files are the “most recoverable.” Generally this refers to files that have
been “unlinked”—the file name entry is no longer presented when a user views
a directory, and the file name, metadata structure, and data units are marked
as “free.” However, the connections between these layers are still intact when
forensic techniques are applied to the file system. Recovery consists of record-
ing the relevant file name and metadata structures and then extracting the
data units.

* Orphaned files are similar to deleted files except the link between the file name
and metadata structure is no longer accurate. In this case, recovery of data (and
metadata structure) is still possible but there is no direct correlation from the file
name to recovered data.

*  Unallocated files have had their once-allocated file name entry and associated
metadata structure have become unlinked and/or reused. In this case, the only
means for recovery is carving the not-yet-reused data units from the unallocated
space of the volume.

* Overwritten files have had one or more of their data units reallocated to another
file. Full recovery is no longer possible, but partial recovery may depend on the
extent of overwriting. Files with file names and/or metadata structures intact that
have had some or all data units overwritten are sometimes referred to as Deleted/
Overwritten or Deleted/Reallocated.

File Slack

As mentioned previously, the minimum space that can be allocated on a volume is a
single block. Assuming a 4K block size, on a standard drive with 512-byte sectors,
this means the ASCII text file containing a single byte—the letter ‘a’—will consume
eight sectors on the disk. We provided the ‘a’—where did the other 4095 bytes writ-
ten to the disk come from?

The answer is, as always, it depends. Different file systems and operating systems
handle this differently, but generally the process goes:

e The cluster to be used is marked as “allocated” and assigned to the file’s metadata
structure.
* The ‘a’ followed by 511 null bytes (hex 00) are placed in the first sector.

Astute readers will note that we didn’t state how the next seven sectors are written to
the disk. That’s not an oversight—they aren’t written to the disk. They retain what-
ever data were last stored in them during their previous allocation. This is what is
known as file slack or slack space.

Figure 3.2 demonstrates the generation of file slack using three successive views
of the same eight blocks on a disk. At first the row consists of new, empty, unallo-
cated blocks. Then, file A is created, has eight blocks allocated to it, and those eight
blocks are filled with data. File A is then “deleted” and sometime later the first five
blocks are reallocated and overwritten with the content from File B. This leaves three
of the blocks containing data from File A unallocated but recoverable.
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FIGURE 3.2
File slack.

NOTE

RAM Slack

While all modern operating systems pad the written sector with null bytes, this was not
always the case. MS-DOS and older DOS-based versions of Microsoft Windows would

pad the rest of the sector out with whatever contents of memory happened to be next

to data being written. These data, between the end of allocated data and the beginning
of previously allocated data, became known as RAM slack. Given this, RAM slack could
potentially contain data that were never written to the disk, such as cryptographic keys or
passphrases.

TIP

Volume or Disk?

When creating a forensic image, most of the time an examiner will use the physical disk
(e.g., /dev/sda) as input. However, in some circumstances you may be better off imaging the
volume or volumes of interest (e.g., /dev/sdal). One example is when dealing with a RAID
array. Imaging physical disks requires the capability to rebuild the RAID from these disk
images at a later date, which (as mentioned previously) can be difficult. Depending on the
type of RAID and the utilities available to you as an examiner, this may prove to be difficult
or impossible. Another example is in the case of Storage Area Network volume—with many
of these systems, removing and imaging the physical drives are simply not options.
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dd

The dd command is the most basic open source tool available to create a forensic
image. Because it is nearly universally present on any Unix-like operating system
and is the basis for several other forensic imaging utilities, learning its operation is
valuable to any examiner. Put simply, dd copies data from one place to another. The
user can provide various arguments and flags to modify this simple behavior, but the
basic syntax of the tool is fairly clear. The excerpt from the tool help given here has
the basic options you need to understand in bold.

user@forensics:~$ dd --help

Usage: dd [OPERANDI..
or: dd OPTION

Copy a file, converting and formatting according to the operands.
bs=BYTES force ibs=BYTES and obs=BYTES
cbs=BYTES convert BYTES bytes at a time
conv=CONVS convert the file as per the comma separated symbol Tist
count=BLOCKS copy only BLOCKS input blocks
ibs=BYTES read BYTES bytes at a time
if=FILE read from FILE instead of stdin
iflag=FLAGS read as per the comma separated symbol Tist
obs=BYTES write BYTES bytes at a time
of=FILE write to FILE instead of stdout
oflag=FLAGS write as per the comma separated symbol Tist
seek=BLOCKS skip BLOCKS obs-sized blocks at start of output
skip=BLOCKS skip BLOCKS ibs-sized blocks at start of input
status=noxfer suppress transfer statistics

So, to make a simple clone from one drive to another, we would invoke the tools
like so:

dd if=/dev/sda of=/dev/sdb bs=4096

This takes reads from the first disk, 4096 bytes at a time, and writes the content out
to the second disk, 4096 bytes at a time. If we did not provide the block size (bs=)
argument, dd would default to reading and writing a single 512-byte sector at a time,
which is quite slow.

Cloning a disk is interesting but of limited use for an examiner. For the most
part, we are interested in creating a forensic image file—a file that contains all of the
content present on the source disk. This, also, is simple to do using the same syntax.

user@forensics:~$ sudo dd if=/dev/sdg of=dd.img bs=32K

[sudo] password for user:

60832+0 records in

60832+0 records out

1993342976 bytes (2.0 GB) copied, 873.939 s, 2.3 MB/s
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The key items of interest in the console output for the dd command are “records
in” and “records out” lines. First, they match, which is good—this indicates that we
did not lose any data due to drive failures, failure to write the output file fully, or any
other reason. Second, the “60832+0" records indicate that exactly this many 32K
blocks were both read and written. If we had imaged a drive that was not an exact
multiple of 32K in size, the “+0” would instead show “+1,” indicating that a partial
record was read (and written).

Some of the other options of forensic interest present in the base dd command
are the conv (convert) option. If imaging a failing or damaged hard drive, the
conv=noerror,sync option can be used to ignore read errors, writing blocks of
NULL characters in the output file for every block that was unable to be read. Addi-
tionally, in the case of a dying drive, supplying the iflag=direct option (use direct
/O, bypassing the kernel drive cache) and reducing the block size to 512 bytes will
ensure that the amount of unrecoverable data is kept to a minimum.

WARNING

Bad Sectors

Note that using dd with the conv=noerror argument is net the recommended course of
action when attempting to image a damaged hard drive. Given the option, we recommend
using GNU ddrescue, a specialized version of dd designed to deal with retrieving data
from uncooperative drives. However, in some cases your only option may be to either
retrieve a partial image using dd or retrieve nothing at all.

dcfldd

While dd can and has been used to acquire forensically sound images, versions of dd
are available that are specifically designed for forensic use. The first of these to be
examined is dcfldd, created for the Defense Computer Forensics Laboratory by Nick
Harbour. The dcfldd project forked from GNU dd, so its basic operation is quite
similar. However, dcfldd has some interesting capabilities that aren’t found in vanilla
dd. Most of the capabilities revolve around hash creation and validation, logging
of activity, and splitting the output file into fixed-size chunks. The extended dcfldd
functions, as well as base dd functions, can be reviewed by passing the - -help flag
to the dcfldd command.

Unsurprisingly, performing the same image acquisition that was done with dd
using dcfldd is quite similar. In fact, if we did not want to take advantage of the addi-
tional features of dcfldd, we could use the exact same arguments as before and would
get the same results. In the code section following, we reimage the same device as
previously, but at the same time generate a log of the md5 and shal hashes generated
of each 512 megabyte chunk of the disk.
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user@forensics:~$ sudo dcfldd bs=32k if=/dev/sdg of=dcfldd.img
hashwindow=512M hash=md5,shal hashlog=dcfldd.hashlog

60672 blocks (1896Mb) written.

60832+0 records in

60832+0 records out

dc3dd

The last dd variant we will examine is dc3dd, a forensically oriented version cre-
ated by Jesse Kornblum for the Department of Defense Cyber Crime Center. dc3dd
is developed as a patch applied to GNU dd, rather than a fork, so dc3dd is able to
incorporate changes made in the mainline dd more rapidly than dcfldd. dc3dd has
all of the same extended features found in dcfldd and has core dd features currently

absent in the latest dcfldd release.

We can provide the same arguments to dc3dd that were used previously with

dcfldd.

user@forensics:~$ sudo dc3dd bs=32k if=/dev/sdg of=dc3dd.img
hashwindow=512M hash=md5,shal hashlog=dc3dd.hashlog

[sudo] password for user:

warning: sector size not probed, assuming 512

dc3dd 6.12.3 started at 2010-09-03 17:34:57 -0700

command line: dc3dd bs=32k if=/dev/sdg of=dc3dd.img
hashwindow=512M hash=md5,shal hashlog=dc3dd.hashlog

compiled options: DEFAULT_BLOCKSIZE=32768

sector size: 512 (assumed)

md5 0- 536870912: 07c416f8453933¢c80319c2d89e5533ad

shal 0- 536870912: a222f5835ed7b7a51lbaaab7chHf4d4495blcale’9

md5 536870912- 1073741824: acac88a20c6d6b364714e6174874e4da

shal 536870912- 1073741824:
5b69440a15795592e9e158146e4e458ec8c5h319

md5 1073741824- 1610612736: ed9b57705e7ae681181e0f86366h85e6

shal 1073741824- 1610612736:
bc5369977d9a2f788d910b5b01a9%al1e97432f928

md5 1610612736~ 1993342976: 812c94592ec5628f749b59aleb6cd9ab

shal 1610612736~ 1993342976:
bb789315a814159cdf2d2803a73149588b5290ee

md5 TOTAL: 58e362af9868562864461385ecf58156

shal TOTAL: 8eaballch49435df271d8bc020eb2b46d11902fe

3893248+0 sectors in

3893248+0 sectors out

1993342976 bytes (1.9 G) copied (??%), 908.424 s, 2.1 M/s

dc3dd completed at 2010-09-03 17:50:06 -0700

Note that dc3dd produces a hash log to the console as well as writing it out to
the file passed in the hash1og= argument. Additionally, it presents the sector count

rather than the block count as a summary upon completion.
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TIP

Creating “Expert Witness Format” Images

It is likely that you will have to provide forensic images for use by a third party at some
point in your career. Depending on the capabilities and experience of the other party, you
may wish to provide them with images in the “Expert Witness Format” discussed in the
Forensic Containers section. Note that EnCase is entirely capable of reading from “raw”
images, but should you receive a specific request to provide images in this format, you can
comply using open source tools.

The ewfacquire utility is a part of the LibEWF package and provides a robust
console interface for generating EWF image files. It is invoked simply by providing the
ewfacquire command with an input source. The program will prompt the user for
information required to generate the image file.

The guymager application is a graphical forensic imaging utility that can be used to
generate raw, AFF, and EWF image files. Note that guymager uses LibEWF for its EWF
support, so functionally these two tools should be the same when generating EWF containers.

SUMMARY

This chapter discussed the core concepts of disk and file system analysis. In addition,
it explored many of the fundamental concepts of forensic analysis, such as forensic
imaging, dealing with forensic containers, and hashing. Through use of the Sleuth Kit,
we have shown how to exploit a file system for artifacts of forensic interest. Subsequent
chapters will build upon this foundation to examine and analyze higher level artifacts.
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CHAPTER

Windows Systems and
Artifacts

INFORMATION IN THIS CHAPTER

e Windows File Systems

* Registry

e Event Logs

* Prefetch Files

e Shortcut Files

e Windows Executables

INTRODUCTION

Like any operating system, Windows systems offer a wealth of artifacts. In the case
of the Windows operating system, there may be a greater wealth of artifacts than
on some other operating systems. As such, those artifacts are unique to the operat-
ing system. This chapter addresses and discusses a number of artifacts unique and
specific to Windows systems.

WINDOWS FILE SYSTEMS

Windows systems support two primary file systems: FAT and NTFS. “FAT” stands
for “file allocation table,” and “NTFS” stands for “New Technology File System.”
FAT file systems come in several different flavors and are supported by a number of
operating systems, (although drivers are available that allow other operating systems
to access NTFS-formatted volumes) including Linux and MacOSX. In contrast, the
NTES file system is not as widely supported, but does provide administrators with
the ability to set access control lists (ACLs) on file objects within the file system.

File Allocation Tahle

The FAT file system is perhaps one of the simplest file systems available and has
been widely available on Microsoft operating systems, starting with MS-DOS.
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FAT was the primary file system on MS-DOS systems and floppy diskettes and
was also used extensively on Windows 3.x and Window 95 and 98. This file
system is still used on removable storage devices such as thumb drives, as well as
compact flash cards used in digital cameras. The FAT file system is supported by
other operating systems, so it makes a good medium for moving from one system
(Linux, MacOSX) to another (Windows); if you’re conducting analysis via a Linux
system, you can save extracted files and data and easily access it later from a Win-
dows system. However, keep in mind that the FAT file system doesn’t possess the
same security mechanisms as other file systems, including NTFS (discussed later
in this chapter).

The FAT file system comes in a number of different flavors; FAT12, FAT16,
FAT32, and exFAT. FAT is also considered to be a rather simple file system in that it
possesses relatively few data structures. With the FAT file system, the disk or volume
is broken up in to clusters of a specific size, based on the version of FAT used. For
example, for FAT12, the cluster size ranged from 512 bytes to 8 kilobytes (KB). For
FAT16 [1], the cluster size ranges from 512 bytes to 64 KB.

NOTE

Cluster Sizes

Using larger cluster sizes to support larger disks makes the FAT file system inefficient, as
small files, smaller than the cluster size, are written to a cluster. As such, the remaining
space in the cluster is wasted.

Microsoft provides a Knowledge Base article that describes the FAT32 file
system [2] from a high level. As part of this description, Microsoft states that the
FAT32 file system can support disks up to 2 terabytes (TB), but that Windows
2000 only supports partitions up to 32 gigabytes (GB) in size. Using 4-KB
clusters, FAT32 uses space more efficiently; cluster sizes can range from 512
bytes to 32 KB. The primary difference between FAT16 and FAT32 is the logical
partition size.

On disk, the FAT file system begins with the boot sector (Microsoft Knowledge
Base article 140418 [3] provides a detailed description of the FAT boot sector) and
is followed by FAT areas 1 and 2 (the second FAT area is a copy of the first), the root
folder, files, and other folders. The FAT maps to each cluster within the volume and
tells the operating system how each cluster is used; whether it’s used, in use as part
of a file, or the end of the file.

Files are laid out within the FAT volume in clusters and are referenced by 32-byte
entries that contain the address of the starting cluster number for the file. If a file
consumes more than one cluster, then the starting cluster ends with the number of
the next cluster and so on until the last cluster is reached. This final cluster is marked
with an end-of-file indicator (Oxffff).
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NOTE

Recovering Deleted Files

Nick Harbour, a malware reverse engineer with consulting firm Mandiant, wrote an open
source Unix command line tool for recovering deleted files from FAT file systems called
“fatback.” The tool is referenced from Nick's Web site, rnicrosoft.net, and is available for
download from SourceForge.net (the project can be found on the Web at http://sourceforge
.net/projects/fatback/).

According to the “File Times” article [4] on the Microsoft Developer Network
(MSDN) site, FAT file times maintain a resolution of 10 milliseconds for creation
times, a resolution of 2 seconds for the last modification or write time, and a resolu-
tion of a day for last accessed times. Also, the FAT file system stores its MAC times
in the local system time format.

New Technology File System

The NTEFS is perhaps the most widely used file system on Windows systems, as it
offers a number of advantages over the FAT file system, including the ability to set
access control lists (ACLs, or permissions) on file objects, journaling, compression,
and a host of other capabilities not offered on the FAT file system.

MFT
The most notable source of valuable information for an analyst from the NTFS file
system is the Master File Table (MFT). The location of the starting sector of the MFT
can be found in the boot sector of the disk, and every file and directory in the volume
has an entry in the MFT. Each MFT entry is 1024 bytes in size, making the MFT
very simple to parse. Each MFT record, or entry, begins with ASCII string “FILE” (if
there is an error in the entry, it will begin with “BAAD”’) and consists of one or more
(most often, more) attributes, each with their own identifier and structure. Figure 4.1
illustrates a portion of an MFT entry.

The first 42 bytes of each MFT entry comprise a header structure with 12 elements,
and the remaining 982 bytes depend largely on the values within the header and the

00000000Ch: 46 49 4C 45 30 00 O3 00 &4 6F 11 01 00 OO0 OO OO0 : FILEO...do......
00000010h: 01 OO 01 00 38 00 O1 00 A0 O1 00 00 00 04 00 00 : ....8... o..ou.n
000000Z0h: OO0 OO OO OO0 OO0 OO0 OO0 00 06 OO0 00 00 00 00 00 00 2 oo ceenennnnnnnn
00000030k: 50 0O OO OO OO0 OO0 OO0 00 10 00 00 00 60 00 00 00 2 Pewewsuwsnnns Taan
00000040k: 00 OO 18 00 OO0 OO0 OO 00 45 00 00 00 18 00 00 00 2 sewewens Hovwwnnn
00000050k: 26 BS 8D Bl 12 55 €4 01 26 BS 5D B1 12 55 C4 01 ; & ,0+.UAL. g 0+, UL,
00000060k: 26 BS 8D B1 12 55 €4 01 26 BS 5D B1 12 55 C4 01 ; & ,0+.UAL. g 0+, UL,
00000070h: 06 OO OO OO0 OO0 OO0 OO0 00 00 00 00 00 00 00 00 00 2 wewewsnnvasasnns
00000080h: 00 OO OO0 00 OO 01 OO0 OO 0O OO0 OO 00 OO0 00 00 00 2 sevewsnanarannss
00000090h: 00 OO OO0 00 OO0 00 00 00 30 00 00 00 63 00 00 00 2 ... O0...h...

FIGURE 4.1
Excerpt of an MFT record, or entry.
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Signature  Link Count Flags

0Oh: [46 49 4CJ45|30 00 03100 64 6F 11 01 00 00 00 00
10h: [01 00|01 0038 00 [01 00|40 01 00 00 00 04 00 0O

20h: 00 00 0D OO400 00 OO0 06 00 00 0O OO0 00 OO0 0O
30h: 00 OO OO 0O (0O 00 OO0 10 00 00 00 60 0O OO OO
40h: 00 18 00 00 00 00 43 00 00 0O 18 00 00 OO

S50h:
60h:
70h:
80h:
90h:

BS 8D B1 12
BS 8D Bl 12
00 00 00 00
00 00 00 00
00 OO 00 00

C4 01 26 BB 8D B1 12 55 C4 01
C4 01 26 B8 8D Bl 12 55 C4 D1
00 00 OO OO 00 0O 00 00 00 0O
00 00 0O 00O OO 00 00 00 00 00
00 00 30 00 00 00 68 00 OO OO

O OO0 w0 O

SequehceNumber Attribute Offset
FIGURE 4.2

MFT record header items (in little Endian order).

various attributes contained within the entry. Not all of the elements within the header
of the MFT entry are immediately useful to a forensic analyst; however, Figure 4.2
illustrates five of the elements that are immediately useful.

As illustrated in Figure 4.2 (which is a portion extracted from Figure 4.1), we see
the “FILE” signature visible at the beginning of the record. Then we see the sequence
number or value, which is incremented when the entry is allocated or unallocated.
Because this particular MFT entry is actually the first record within the MFT and
refers to the file “$MFT,” it stands to reason that the sequence number is 1. Next is
the link count, which refers to the number of directories that have entries for this
record (hard links cause this value to incremented). Next is the offset with the record
to the first attribute; if you look at offset 0x38 within the record, you’ll see that the
first attribute has an identifier of 0x10, or 16. Finally, we see the flags value, which
tells us if the entry is allocated (if the 0x01 bit is set) and if the entry is a directory
(if the 0x02 bit is set). In short, from these two values, we can determine if the entry
is allocated or deleted, and if it is for a file or directory. When the header is parsed,
pseudocode for this may be represented as follows:

if ($mftiflags} & 0x0001) - allocated; else unallocated/deleted
if ($mftiflags} & 0x0002) - folder/directory; else file

The flags value visible in Figure 4.2 is “0x01,” which indicates an allocated file.
A value of 0x00 would indicate a deleted file, and a value of 0x03 would indicate an
allocated directory.

TIP

MFT Records
MFT records are not deleted once they have been created; new records are added to the
MFT as needed, and records for deleted files are reused.
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As mentioned previously, only the first 42 bytes are structured; after that, the rest
of the MFT entry consists of one or more attribute fields. There is no formal speci-
fication or statement that says there needs to be specific attributes within an MFT
entry, but for the most part, you can expect to find a SSTANDARD_INFORMATION
and a SFILE_NAME attribute in most MFT entries. This section looks at these two
attributes, as they provide time stamp information, which is valuable to forensic ana-
lysts. We will also take a brief look at the $DATA attribute and leave the remaining
attributes as an exercise for the interested and curious reader.

The header of each attribute contains a 16-byte header, which identifies the type
of attribute, the overall length of the attribute, and whether the attribute is resident to
the MFT entry or not, among other elements.

NOTE

MFT Metadata Files

The first 16 entries of the MFT contain information about metadata files; however, they
may not all be used. Those that are not used are left in an allocated state and only contain
basic information.

Using this header information, we can parse through the MFT entry and extract valu-
able information from each attribute. For example, the $SSTANDARD_INFORMATION
attribute (which is always resident) exists for every file and directory entry and has an
identifier of 0x10 (i.e., 16). This attribute contains the file times for the MFT entry (well,
three of them, anyway) that we see when we type “dir” at the command prompt; the
modified time, last accessed time, and the creation (born) date of the file or directory,
also referred to as “MAC” times. The attribute contains a fourth time value that specifies
the last time that the MFT entry was altered. All together, these times are referred to as
“MACE” (with the “E” referring to the MFT entry modification time) or “MACB” (with
the “C” referring to the MFT entry modification time) times.

WARNING

File Times

NTFS file times are recorded in Universal Coordinated Time (UTC) format, which is
analogous to Greenwich Mean Time. This is true for all of the times; in each MFT entry, a
file record will likely have at least 8 times associated with it; many times, 12 or more. On
the FAT file system, file times are maintained in local system time format.

The $FILE_NAME attribute (identifier 0x30, or 48) is also found with most
file and directory MFT entries; in fact, many MFT entries will have more than one
$FILE_NAME attribute. Like the $SSTANDARD_INFORMATION attribute, this
attribute is always resident and also contains four time values; however, these time
values are usually set when the file is created on the system. Unlike file times in the
$STANDARD_INFORMATION attribute, these file times are not affected by nor-
mal system activity or malicious tampering and can therefore be used to determine
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indicators of nefarious activity, and steps can be taken to obfuscate the time when a
system was infected. The following code sample (parseSIAttr() function) pro-
vides an example of how the SSTANDARD_INFORMATION attribute can be parsed:

sub parseSIAttr ({
my $si = shift;
my %si;
my ($type,$len,$res,$name_len,$name_ofs,$flags,$id,

$sz_content,$ofs_content)
= unpack("VVCCvvvVv",substr($si,0,22));

my $content = substr($si,$ofs_content,$sz_content);
my ($t0,$tl) = unpack("VV",substr($content,0,8));
$sifc_time} = getTime($t0,$t1);
my ($t0,$t1) = unpack("VV",substr($content,8,8));
$si{m_time} = getTime($t0,$t1);
my ($t0,$t1) = unpack("VV",substr($content,16,8));
$si{mft_m_time} = getTime($t0,$t1);
my ($t0,$tl) = unpack("VV",substr($content,24,8));
$sifa_time} = getTime($t0,$t1);
$siiflags} = unpack("V",substr($content,32,4));
return %si;

TIP

GetTime

The getTime () function seen within the code listing for the parseSIAttr() attribute
just given consists of code borrowed from Andreas Schuster that translates the 64-bit
FILETIME object time stamps into a 32-bit Unix time that can be further translated to

a human readable time via the Perl built-in gmt ime () function. That code appears as
follows:

sub getTime($$)

my $lo = shift;
my $hi = shift;

my $t;

if ($1o == 0 && $hi == 0) {
$t = 0;

} else {

$1o -= 0xd53e8000;

$hi -= 0x019dblde;

$t = int($hi*429.4967296 + $10/1le7);
b
$t =0 if ($t < 0);

return $t;
}

This code is very useful for parsing and translating any FILETIME object, regardless of
from where it is extracted.
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On a normal system, many MFT entries may have two $FILE_NAME attributes:
one to hold the full name of the file (or directory) and one to hold the DOS, 8.3 file-
name. For example, if a file is named “myreallylongfile.txt,” the 8.3 file name will
appear as “myreal~1.txt.” This is kept for compatibility with older file systems and
those that do not support long file names. So it is not unusual on a normal Windows
system to have a number of MFT entries with two $FILE_NAME attributes with
nearly identical contents. The following code sample (parseFNAttr() function)
provides an example of how a $SFILE_NAME attribute from an MFT entry can be
parsed and available data extracted:

sub parseFNAttr {
my $fn = shift;
my %fn;
my ($type,$len,$res,$name_len,$name_ofs,$flags,$id,

$sz_content,$ofs_content)
= unpack("VVCCvvvVv",substr($fn,0,22));

my $content = substr($fn,$ofs_content,$sz_content);
$fniparent_ref} = unpack("V",substr($content,0,4));
$fniparent_seq} = unpack("v",substr($content,6,2));
my ($t0,$tl) = unpack("VV",substr($content,8,8));
$fn{c_time} = getTime($t0,$tl);
my ($t0,$tl) = unpack("VV",substr($content,16,8));
$tnim_time} = getTime($t0,$t1);
my ($t0,$tl) = unpack("VV",substr($content,24,8));
$fn{mft_m_time} = getTime($t0,$t1);
my ($t0,$t1) = unpack("VV",substr($content,32,8));
$fn{a_time} = getTime($t0,$tl);
$ftniflags} = unpack("V",substr($content,56,4));
$fn{len_name} = unpack("C",substr($content,64,1));
$fninamespace} = unpack("C",substr($content,65,1));
$fn{len_name} = $fn{len_name} * 2 if ($fn{namespace} > 0);
$fn{name} = substr($content,66,$fn{len_name});
$fniname}l = cleanStr($fniname}) if ($fn{namespace}l > 0);
$fn{name} =~ s/\x0c/\x2e/g;

$fn{name} =~ s/[\x01-\x0f1//g;

return %fn;

}

The final attribute we discuss is the $DATA attribute (identifier 0x80, or 128).
This attribute contains or refers to the actual content of the file. If the nonresident
flag in the attribute header is not set, then the content of the file is resident within the
$DATA attribute of the MFT entry, following the header and two additional struc-
tures. This is generally true for short text files, for example, or other files less than
700 bytes. If data are nonresident, then “data runs,” or where data are located on the
disk, need to be translated.

Example code for parsing $DATA attribute data runs is very involved and is
not presented here. Similarly, code for extracting information from resident $DATA
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attributes is trivial and consists of parsing some additional information (size of con-
tent and offset to content) after the attribute header.

Some open source tools are available for parsing the MFT (specifically, $STAN-
DARD_INFORMATION and $FILE_NAME attributes) and making time-stamped
data available to the analyst. One is David Kovar’s analyzemft.py Python script, found
on the Web at http://www.integriography.com/projects/analyzeMFT. Another is the
mft.pl Perl script, from which the parseSIAttr() and parsefFNAttr() functions
were extracted, which is available in the WinForensicAnalysis Google Code pro-
jected, located on the Web at http://code.google.com/p/winforensicaanalysis.

Brian Carrier’s “The SleuthKit” (TSK) tools are probably the best known tools
for collecting a wide range of file system and file system metadata information from
acquired images and even live systems. For example, in order to collect a listing
of file system $STANDARD_INFORMATION attribute file times from an acquired
image, an analyst may use a command similar to the following:

C:\tsk>fls -f ntfs -m C:/ -p -r G:\case\xp.img > G:\case\files\
bodyfile.txt

This command produces what is known as a “bodyfile,” which is an intermedi-
ate file format used to store this information before converting it to a timeline of file
system activity. In some instances, the analyst may need to add the “-0” switch in
order to identify the offset to the partition that appeared on the live system as the
“C:\” drive; this offset information can be determined manually via a hex editor or
by using mmls.exe.

An analyst can also collect this very same information from a live, remote system
using F-Response. If the analyst has connected to the remote system properly and has
mounted the system’s C:\ drive as F:\ on their own system, they may then use a com-
mand similar to the following in order to collect $SSTANDARD_INFORMATION
attribute file times for the files in the C:\ partition:

C:\tsk>fls -f ntfs -m C:/ -p -r \\.\F: > g:\case\files\bodyfile.txt

The complete set of TSK tools, along with documentation and usage information,
can be found on the Web at the SleuthKit Web site, http://www.sleuthkit.org.

NTFS Alternate Data Streams

Another interesting feature of the NTFS file system is alternate data streams
(ADS), or “ADSs.” ADSs have been part of the NTFS file system since the first
version of Windows NT 3.1 and were included for compatibility with the Macin-
tosh Hierarchal File System (HFS). HFS utilized resource forks for maintaining
file metadata, and ADSs provided interoperability when moving files from one file
system (HFS) to another (NTFS). ADSs are actually an additional stream associ-
ated with a file, and while all versions of Windows include a means for creat-
ing arbitrary ADSs (some versions of Windows actually create and use specific
ADSs), it wasn’t until Windows Vista that native functionality became available
for viewing arbitrary ADSs. As of Windows Vista, the ‘dir /r’ command would
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allow an analyst to search for arbitrary ADSs on a live system. However, Windows
systems running the NTES file system have long had the native ability to create
and use arbitrary ADSs.

In order to demonstrate how to create an arbitrary ADS, create a new directory
called “ads” (via the DOS md or mkdir command, if you like), open a command
prompt to or cd to that directory, and type the following command:

C:\ads>echo "this is an ADS" > myfile.txt:ads.txt

If you type the dir command, you’ll see that the file “myfile.txt” exists and is zero
bytes in size. We just echo’d a string that is 14 bytes in length into a file (apparently),
so where did it go? If we use the ‘type’ command to attempt to view the string we just
entered into the ADS, on Windows XP we’ll get an error message about the syntax of
the command. Type the following command:

C:\ads>notepad .\myfile.txt:ads.txt

When the Notepad window opens, we can see the string we typed in . . . where
did it come from? The string was stored in the alternate data stream, which is a file
but is denoted by the colon in the name. ADSs can be added or attached to files or to
directory listings (using a command such as “C:\ads>:ads.txt”).

Some Windows applications will actually employ specific ADSs. With Windows
XP Service Pack 2, the Attachment Manager would add an ADS called “Zone.Iden-
tifier” to files downloaded via Internet Explorer or as OutLook attachments. These
ADSs were usually no more than 26 or 28 bytes in length and simply identified the
files as having been downloaded via zone 3. Whenever a user would attempt to open
or execute a downloaded file, they would be presented with a warning, asking if they
were sure that they wanted to launch the file in question.

ADSs can also be used to “hide” executable content. On many versions of Win-
dows, executable image files (.exe files) can be hidden in and run from ADSs. Not
only will Perl run scripts that are “hidden” in ADSs, but Windows Scripting Host
files can also be “hidden” in and run from ADSs.

Again, ADSs are artifacts specific to the NTFS file system. Many commercial
forensic applications will display ADSs in red within the graphical user interface
(GUI) of the application. Dave Roth [6] has published a Perl script named “list-
datastreams.pl” that can be used on a live system to locate ADSs. This script uses
Dave’s Win32::API::Prototype module and relies on native Windows application
programming interface (API) functions.

File System Summary

NTFS.com has a comparison of file systems [7] that provides an excellent overview
of the differences between versions of the FAT file system and NTFS. Perhaps the
best, most authoritative source of information available on file systems in general
(including but not limited to FAT and NTFS) is Brian Carrier’s File System Forensic
Analysis [8].
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REGISTRY

The Windows Registry is an extremely valuable source of forensics artifacts to any
analyst. The Registry is a binary, hierarchal database [9] that contains configura-
tion for the Windows system, replacing the INI files of Windows 3.1. The Windows
Registry contains operating system and application configuration settings and infor-
mation. In addition, the Registry records information specific to users, essentially
tracking a user’s activity in order to organize and optimize the user’s experience
while interacting with the system.

For the most part, users don’t interact directly with the Registry. Any interaction
is usually through an installation routine or program, such as a Microsoft Installer
file. System administrators may interact more directly with the Registry, through the
Registry Editor (regedit.exe), which is a native utility that ships with all versions
of the Windows operating system. A view of the Registry via the Registry Editor is
illustrated in Figure 4.3.

As seen in Figure 4.3, the Registry appears to have a familiar folder-based
structure. This isn’t actually the case, but is instead an abstraction provided by
the Registry Editor. To really understand what the Registry “looks like,” we first
have to understand that it’s not really a bunch of folders or directories. To begin
with, the Registry itself exists as a bunch of files on the hard drive, as illustrated
in Figure 4.4.

As illustrated in Figure 4.4, files that comprise the Registry and contain infor-
mation about the system and applications are located in the Windows\system32\
config directory. Additional files that contain user-specific information and appli-
cation settings are found in the user profile directories (i.e., NTUSER.DAT and
USRCLASS.DAT).

The Registry’s binary structure consists of “cells,” the two most important of
which are keys and values. There are several other cell types, but these additional

Registry Editor

File Edit ‘Wew Favorites Help

(1 SOFTWARE 2| Hame Tvps e

&3 SYSTEM | [abE; REG_SZ {value nat set)
# (] Cortrolsetan: | BEicoment REG_DWORD  0x00000001 (1)
-] ConkrolSer003 | BMDefaul REG_DWORD  0x00000001 (1)

-] CurrentControlSet | .
[ LastknownGoodRecos | | BH]Faied

! [ MountedDevices

1] Select

-7 Setup

#-[ wPa v
< > | £ %
My ComputeryHKEY LOCAL MACHINELSYSTEMSelect

!
REG_[WORD 000000000 (0)
(3

a8 LastknownGood REG_OCWORD  0x00000003 {3}

FIGURE 4.3
View of the Windows Registry via the Registry Editor.
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FIGURE 4.4

Registry files on disk.
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FIGURE 4.5
Registry nomenclature.

cell types serve as pointers to additional keys (also known as “subkeys”) and values.
Registry keys (the folders in Figure 4.3) can point to or “contain” additional keys
(subkeys), as well as values. Values are simply that—values that contain data. Values
do not point to keys. Figure 4.5 illustrates this nomenclature.

Figure 4.5 provides an excellent illustration of the various visual elements of
the Registry, in particular the cells that we’ll be discussing. In the left-hand pane
of the Registry Editor, we see the keys and subkeys displayed as folders. When



80

CHAPTER 4 Windows Systems and Artifacts

we click on one of the keys, we will likely see (depending on the key) something
similar to what appears in the right-hand pane, which illustrates the Registry values
and data they can contain. As mentioned earlier, this information is actually con-
tained in files within the file system; if the files are accessed on a binary basis,
we can access the various key and value cells and extract the information we’re
interested in.

In order to really understand how important the Registry can be to an analyst,
we need to start by looking at the Registry on a binary basis. Registry key cells (i.e.,
“keys”) can be very important due to the information they contain within their struc-
ture, which is illustrated in Figure 4.6.

As illustrated in Figure 4.6, the structure of a Registry key starts with a 4-byte
DWORD (double word) that comprises the size of the key, which when read as a
signed integer produces a negative value (in Figure 4.6, the size is -96 bytes; as we
can see from the hexadecimal view, the key structure is indeed 96 bytes). Using Perl,
the following code can be used to parse the DWORD value as a signed integer:

Unpack("1", $dword)

NOTE

When a Registry key is deleted, much like a file, it really doesn’t "go" anywhere. In fact,
when a key is deleted, the size value is changed to a positive value. In the fall of 2008,
Jolanta Thomassen released a Perl script that became known as "regslack," which uses this
property to parse through a hive file and retrieve deleted keys. Regslack is available in the
Downloads section of the RegRipper.net Web site.

This is followed by the key node identifier “nk,” which tells us that this is a
key (as opposed to a value) node, or cell. Immediately after the node identifier is a
2-byte value that describes the node type; in Figure 4.6, that value is 0x2C, which
identifies a root key cell. The other value you would expect to find is 0x20, which
identifies a regular key cell. The key structure also contains a LastWrite time, a 64-bit

Key Node ID LastWrite Time

A0 FF FF FF[6E 6B|2C 00 [z 4D EF 2C &F S5 c4 01|; yyynk, ., Mi,OUL.
00 00 00 00 F8 01 00 00 07 OO0 00 00 OL 00 00 00 § veveBuvevnranans
BS E4 OF 00 78 01 00 80 00 OO0 OO OO0 FF FF FF FF ; ,&..x..€....¥§¥y
80 00 00 00 FF FF FF FF 24 00 00 00 00 00 00 00 ; €...9§¥§%.......
00 00 00 00 00 00 00 00 00 00 00 00 OC 00 00 00 § vevvvvrevnvennns
24 24 24 50 52 4F 54 4F 2E 48 49 56 00 00 00 00 ; $§$PROTO.HIV....

FIGURE 4.6

Registry key node in hexidecimal.
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FILETIME object that marks the number of 100-nanosecond epochs since midnight
of 1 January 1601. This value is analogous to a file’s last modification time and can
be very valuable to an analyst, as it indicates when a change occurred to the key.
These changes can include values or subkeys being added or removed, or a value
being modified. Table 4.1 provides a list of the elements within the key cell structure
that are most important to forensic analysts, along with their position within the
structure and their size.

The other type of cell within the Registry that we’re interested in is the value cell.
Figure 4.7 illustrates a hexadecimal view of a value cell.

Value cells do not contain nearly as much information as a key cell. Perhaps most
importantly, they do not contain any time-stamped information, such as a key cell’s
LastWrite time. Value cells do, however, contain important information in that infor-
mation contained in their data is what constitutes the operating system and applica-

tion configuration settings within the Registry.

Table 4.2 provides a list of relevant value cell structure details. As with the key
cell, the first 4 bytes of a value cell (as illustrated in Figure 4.7) contain the size of

the cell.

Table 4.1 Registry Key Cell Structure Details

Offset (bytes) Size (bytes) Description

0 4 Size

4 2 Node ID (“nk,” or Ox6B6E)

6 2 Node Type (0x2C or 0x20)

8 8 LastWrite time
20 4 Offset to this key’s parent key
24 4 Number of subkeys
32 4 Offset to the list of subkey records
36 4 Number of values
44 4 Offset to the value list
48 4 Offset to security identifier record
76 2 Length of the key name

Value Node ID

DS FF FF
01 00O 00
73 65 72
45 00 52

FIGURE 4.7

Value Type

FFFS”SBB 0B-00 12 00 00
00|01 00F3D E1 43 75 72
00 00 00 00 00 ES FF FF
00 4E 00 41 00 4D 00 45

00 68 03 00 00 ; @VVVvK...... B
72 65 6E 74 55 ; ...... =aCurrent

FF 55 00 S3 00 ; ser..... ey, S.
00 00 00 3D E1 ; E.R.N.A.M.E...=4

Registry value node in hexidecimal.
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Table 4.2 Registry Value Cell Structure Details
Offset (bytes) Size (bytes) Description
0 4 Size (as a negative number)
4 2 Node ID (“vk,” or 0x6B76)
6 2 Value name length
8 4 Data length
12 4 Offset to data
16 4 Value type

Reading key and value information from the Registry is relatively straightforward
using a variety of open source tools. On live Windows systems, the Win32::TieRegistry
Perl module (Python has the winreg module available for the same purpose) would
be one way to extract information from both local and remote systems.

WARNING

Win32::TieRegistry Module

Tools such as the Win32::TieRegistry Perl module rely on the underlying native Windows
APl and, as such, are not cross-platform; that is, they will not run on default MacOSX or
Linux installations.

Unlike native tools such as the Registry Editor (regedit.exe) or reg.exe, you can
write Perl scripts that allow you to extract the LastWrite time from Registry keys in
a programmatic fashion, allowing you to parse or sort the information as necessary.
The Win32::TieRegistry module is part of the standard distribution of Perl available
from the ActiveState Web site.

TIP

RegScan

A number of Perl scripts available use the Win32::TieRegistry Perl module. One is
regscan.pl, available in a zipped archive in the Downloads section of the RegRipper.net
Web site. This Perl script allows you to extract information about Windows services found
in the Registry on a live, running system.

When working with images acquired from systems (either the entire image or just
Registry hivesextracted fromthese systems), we would opt for the Parse:: Win32Registry
Perl module, in part because it provides us with a cross-platform means for extracting
necessary information. The Win32::TieRegistry module utilizes the API available on
Windows systems, and therefore provides access to Registry data on the live systems.
The Parse::Win32Registry module accesses hive files on a binary level, providing a
layer of abstraction so that we can access a Registry value simply by providing a key
path (such as “Software/Microsoft/Windows/CurrentVersion™).
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WARNING

F-Response

If you're using F-Response as a means for extending your incident response reach and/or
capability, you would think that you're interacting with a live system, so Perl scripts written
using the Win32::TieRegistry module would be your "tool of choice." Well, you're not

using the API to extract data from the hive files; instead, when using F-Response, you'll

be interacting with hive files (and other files, as well) on a binary level, so tools using the
Parse::Win32Registry module will be most useful to you.

RegRipper is an open source Perl application available for parsing Registry hives
extracted from an image, from within a mounted image, or from a system accessed
via F-Response. RegRipper is available in the Downloads section of the RegRipper
.net Web site.

RegRipper uses the Parse::Win32Registry module in order to interact with Reg-
istry hive files. Because this application uses “plugins,” or small files containing Perl
code, to extract specific information, the main script, rr.pl, is really a GUI interface to
an “engine” that runs these plugins. Figure 4.8 illustrates the RegRipper GUI.

F] Registry Ripper, v.2.02

Fil=  Help
Hive File: |D:'\cases'\training\FiIes\software
Repart File: |D:'\caseS\.training\FiIes\.saftware.th Browse
Flugin File:

Rip It | bimae |

Fluain File = saftware

FIGURE 4.8
RegRipper GUI, ready to rip a Software hive.
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The RegRipper package also includes a command line interface tool called
rip.pl, which allows you to run specific plugins against a hive or (like rr.pl) run lists
of plugins (contained in a text file called a “plugins file””) against the hive. Rip.pl
is extremely useful for getting targeted information from a hive, as well as testing
newly created plugins. After all, RegRipper is open source, and the author invites and
strongly encourages others to write their own plugins for their own needs.

NOTE

RegRipper in Linux Distributions

RegRipper is included on a number of forensic-oriented, Linux-based toolkit distributions,
including PlainSight and the SANS Investigative Forensic Toolkit. The rip.pl script can be
run in an environment in which the Parse::Win32Registry can be installed; the RegRipper
GUI can be installed and run from a Linux environment in which WINE (found on the Web
at http://www.winehg.org/) has been installed.

A number of Registry keys and values may be of interest to an analyst during an
examination. Windows Registry Forensics [10] from Syngress Publishing, Inc was
published in January 2011 and goes into a great deal of detail regarding additional
and advanced analysis of Windows Registry hive files.

EVENT LOGS

Earlier versions of Windows (NT, 2000, XP, and 2003, specifically) utilized a logging sys-
tem known as Event Logging. Information about the structures that make up Event Logs
can be found at the MSDN site [11]. Interestingly enough, these structures are defined
well enough that tools can be written to parse the event records from within the logs on a
binary level, as well as from unallocated space. This can sometimes be important, as the
header of the Event Log (.evt) file (see the ELF_LOGFILE_HEADER structure at the
MSDN site) will indicate a certain number of event records in the file, but parsing on a
binary level may reveal several additional event records. The header contains a value that
tells the Microsoft API where the oldest event record is located (StartOffset) and another
that tells the API where the “end of file” record is located (EndOffset). Based on normal
operation of the Event Logging system, there may be times when valid event records can
be found within the “hidden” space within the Event Log file.

Event Log records all contain a “magic number” or unique identifier (Microsoft
refers to it as a signature), which is “LfLe” (0x654c664c in hex), as illustrated in
Figure 4.9.

As indicated by information from the MSDN site mentioned earlier, the header of
the Event Log file (illustrated in Figure 4.9) is 48 bytes in size. This is further indi-
cated by the 4-byte DWORD value that brackets the header record (i.e., is found at
both the beginning and the end of the record); in this case, that value is 0x30, or 48.
This is important to remember, as the header of an event record (not the header of
the Event Log file, as illustrated in Figure 4.9) is 56 bytes in size, which does not
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NOTE

Hidden Event Records

There have been a number of instances in which "hidden" event records have been found

in an Event Log file. In one instance, the analyst extracted a copy of an .evt file from an
acquired image and was able to open it in the Event Viewer on her analysis system. A review
of the event records, as well as parsing the header information, indicated that there were a
specific number of event records in the Event Log file. However, parsing the Event Log file
on a binary basis revealed two additional records.

In another instance, an analyst extracted copies of several Event Log files from an
acquired image and parsed them on a binary basis. She suspected that a user had cleared
the Event Logs and, when opening copies of the Event Log files in Event Viewer, found
that one was reportedly empty. However, parsing the "empty" Event Log revealed five
"hidden" event records.

_~ Signature __

.
~

-
P e =

00000000h: 30 00 00 00 [4C_66 4C 55‘}01 00 00 00 01 00 00 00 ; O..JLfL&h.......

00000010h: 30 00 00 00 7C 51 00 OO 6B 00 00 00 01 00 00 00 : Ouve|Qe Keveuuns

00000020h: 00 00 01 00 08 00 00 00 00 00 00 00 30 00 00 00 } vvvevnnnnnss O
FIGURE 4.9
Event Log header illustrating the signature.

Size Signature Time Generated

| | |

30h: [ED_ 00 00 00[4C 66 4C 65|01 00 00 0O[4F BO D2 40]; &...LfLe....0°0R
40h: |6D BO D2 40|02 00 06 40 04 00 02 00 00 00 6F 00 ; wm°OR...Q...... a.
SOh: 73 00,00 00 SE 00 00 00 00 00 00 00 00 00 00 00 ; S...%...eveuunnn
60h: 30 00| 00 00 SE 00 00 00 S3 00 65 00 72 00 68 00 ; O...%...5. i
70h: 61 00| 6C OO0 00 OO 4D 00 41 00 43 00 48 00 49 00 ; a A

|

Time Written
FIGURE 4.10
EVENTLOGRECORD structure elements.

include the actual content of the file. Complete details of the Event Log record (i.e.,
EVENTLOGRECORD) structure are also available at the MSDN site; several key
elements of the structure are illustrated in Figure 4.10.

As with the header structure of the Event Log file, event records are also brack-
eted by size values. In Figure 4.10, the event record is 224 (OxEQ) bytes in size.
The event record structure contains information about the record itself, including
offsets to and lengths of strings, the user security identifier (SID), if applicable, and
data held within the event record. As illustrated in Figure 4.10, two time stamps are
embedded within the event record structure as well: when the event in question was
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generated and when it was actually written to the Event Log. These time stamps are
written as 32-bit Unix times and are translated easily into more easily readable dates
using, for example, the Perl gmt ime (') function.

Given the information within the structure, open source tools, such as evtparse.pl
(available from the Google Code winforensicanalysis project), can be written and
used to parse the information from Event Log files. Other tools, such as evtrtp.pl
(also available from the Google Code winforensicanalysis project), can be used
to approach parsing and analysis of the contents of Event Log files in a different
manner. Instead of simply extracting and displaying the event record information,
evtrpt.pl keeps track of that information and displays statistics about the frequency
of various event identifiers (IDs) and sources for the event records. Sample output
from a System Event Log (sysevent.evt) from a Windows XP system is shown here:

Event Source/ID Frequency

Source Event ID Count
DCOM 10005 4
Dhcp 1005 1
Eventlog 6005 7
Eventlog 6006 6
Eventlog 6009 7
Eventlog 6011 1
NetBT 4311 3
PlugPlayManager 256 3
Print 20 1
SRService 115 1
Serial 2 2
Server 2504 1
Service Control Manager 7011 1
Service Control Manager 7035 27
Service Control Manager 7036 36
Setup 60054 1
Setup 60055 1
W32Time 35 3
Total: 106

Event Type Frequency

Type Count
Error

Info 91
Warn

Total: 106

Date Range (UTC)
Fri Jun 18 09:05:19 2004 to Fri Jan 18 00:53:41 2008
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As you can see, evtrpt.pl provides something of an “at-a-glance” of what infor-
mation would be available from the Event Log file being parsed, including not only
the various event sources and IDs, but also the date range of all records found in the
file. This information can be useful to an analyst looking for activity that occurred on
the system at a specific time. For example, an analyst may be parsing the Application
Event Log looking for specific event IDs associated with antivirus scanning applica-
tions (as the event source), looking for logins via the Security Event Log, or looking
for specific events in the System Event Log. If none of these events exists within the
Event Log or the date range of the available event records does not cover the window
of compromise or the specific time frame of the incident, the analyst can save herself
considerable time by moving on to other sources of data.

Grokevt (found on the Web at http://projects.sentinelchicken.org/grokevt/) is
another open source tool for parsing Event Log files.

Later versions of Windows (i.e., Vista and beyond) use the Windows Event Log
mechanism, which supersedes the Event Logging mechanism of earlier versions of
Windows. Part of this change included a change in the structure of events recorded
and how those events are recorded. This new Windows Event Log format is much
more complex, and details about the schema used can be found at the MSDN Win-
dows Event Log Reference site [12].

Andreas Schuster has written and maintains a Perl-based tool for parsing Win-
dows Event Logs from Vista and above systems, called evtxparse.pl. You can down-
load a copy of evtxparse.pl via Andreas’ blog, which can be found on the Web at
http://computer.forensikblog.de.

PREFETCH FILES

Beginning with Windows XP, the operating system was capable of performing
“prefetching.” The actual mechanics of how prefetching is performed aren’t signifi-
cant; suffice to say that the purpose of prefetching is to allow regularly used applica-
tions to load faster by prestaging segments of loaded code in a specific location so
that instead of searching for it (resulting in page faults), the operating system would
know exactly where to find that code. This is a simple explanation, to be sure, but
again, the specifics of how prefetching is performed aren’t what we’re interested in;
instead, we’re interested in prefetch file metadata.

Windows XP, Vista, and Windows 7 conduct application prefetching by default; Win-
dows 2003 and 2008 have the ability to do so, but that functionality is disabled by default
(all versions of Windows after Windows XP perform boot prefetching). What this means
is that when an application is launched, a prefetch file for that application is created. This
file is located in the C:\Windows\Prefetch directory and ends with the extension “.pf.”’
That way, the next time that application is launched, the prefetch directory is checked for
a prefetch file and, if one exists, the code within the file is used to launch the application.

These prefetch files appear in the C:\Windows\Prefetch directory, and their names
start with the name of the executable image file for the application. For example, if
a user runs Notepad, an application prefetch file that starts with “notepad.exe” will
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appear in the Prefetch directory. Following the name, there is a dash and several
hexadecimal characters that make up the hash of the path to the file. The file name
ends with “.pf.” Looking back to our Notepad example, a prefetch file for the applica-
tion could look like “NOTEPAD.EXE-336351A9.pf.”

What this means to an analyst is that when a prefetch file is found, it’s an indication
that an application was run on that system. These prefetch files also contain metadata
that can be very useful to an analyst. For example, the creation date of the file will tell the
analyst when the application was first run, assuming that a previous prefetch file wasn’t
deleted and a new one created in its place. The prefetch file itself contains a 64-bit time
stamp indicating when it was last run, as well as a count of how many times the applica-
tion has been run. On Windows XP, the 64-bit “last run” time stamp is at offset 0x78
(120 bytes) within the file, and the run count is a 4-byte (DWORD value) located at
offset 0x90 (144 bytes). Metadata at these offsets are illustrated in Figure 4.11.

On Vista and Windows 7 systems, the 64-bit “last run” time stamp can be found
at offset 0x80 (128 bytes) within the binary contents of the prefetch file, and the run
count is (again, 4 bytes) located at offset 0x98 (152 bytes).

Additional information can also be extracted from metadata within a prefetch file.
For example, embedded within the prefetch file is information about the volume from
which the executable image file was run, as well as strings indicating the paths to mod-
ules loaded by the executable image when it was run. The Perl script pref.pl (available at
the winforensicanalysis Google Code project) can retrieve these metadata from prefetch
files from Windows XP, as well as from Vista and Windows 7 systems. An example of
the volume information available in the Notepad prefetch file appears as follows:

Volume Path : \DEVICE\HARDDISKVOLUME1
Volume Creation Date: Fri Jan 1 22:24:09 2010 Z
Volume Serial Number: A424-CE42

One of the interesting file paths in the available strings embedded within this
particular prefetch file is “\DEVICE\HARDDISKVOLUMENADS\MYFILE.
TXT:ADS.TXT"”; you will probably recognize this file path from the discussion of
ADSs in the NTFS section earlier in this chapter.

00000000h: 11 00 OO0 00 53 43 43 41 OF 00 00 00 24 37 00 00 ; ....SCCA....§7..
00000010h: 4E 00 4F 00 54 00 45 00 SO 00 41 00 44 00 2E 00 ; N.O.T.E.P.A.D...
00000020h: 45 00 58 00 45 00 00 00 20 70 B8 89 03 00 00 00 ; E.X.E... p,%....
00000030h: 00 00 S0 7C 00 00 00 00 00 20 OB 00 00 00 00 00 ; ..0l.cees vuunns
00000040h: 1C EC A6 A7 S8 11 7B 8A 40 ED A6 A7 A9 51 63 33 ; .i}§X.(38i)§6Qc3
0000005Ch: 00 00 00 00 98 00 00 00 23 00 00 00 54 03 00 00 ; ...."...#...T...
000D0060h: B3 02 00 OO BS 23 00 00 D2 OF 00 00 €O 32 00 00 ; 2....#...... hz..
00000070h: 01 OO0 00 00 64 04 00 00[82 25 OC 68 16 6F CB 01|: ....d...,%.h.of.
00000080h: 00 00 00 00 00 00 00 00 00 00 00 Of 00 00 00 00 & «veverurnenanens
00000090h: |03 00 00 00j 01 00 00 00 00 00 00 g§“;s 00 00 00 2 wovrnnnnnnns .

Fy
|

1 |
1

| 1
Run Count Time Last Run

FIGURE 4.11
Metadata found in a Prefetch file (Windows XP).
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SHORTCUT FILES

Windows shortcut files are shell artifacts created under a number of circumstances,
such as when a user double-clicks a file or when an application is installed (i.e.,
a shortcut file may be created on the desktop). Most shortcut files appear in the Win-
dows Explorer shell with an associated icon that may represent the type of file that is
referring to, and when a user double-clicks the shortcut, the appropriate application
is launched to load or run the target file.

Due to their file extension (.Ink), Windows shortcut files are often referred to as
LNK files. Jesse Hager has done some considerable work to parse the structure of
LNK files, and a copy of his paper can be found in the Downloads section of the
8bits project on Google Code. The various structure elements and sizes, with a few
corrections, can also be found on the Web at http://www.stdlib.com/art6-Shortcut-
File-Format-Ink.html. While Windows shortcuts are files within the file system, and
as such have their own MACB times, the embedded elements within the structure
of LNK files contain the MACB times of the target file that the shortcut points to,
as well as the path (among other data). This information can be used to demonstrate
access to files, particularly those that may be on network shares or removable storage
locations.

A number of open source resources are available for parsing LNK files. A Perl
script for parsing LNK files can be found linked at the “JAFAT: Archive of Foren-
sics Tools” site at http://jafat.sourceforge.net/files.html. There is an example of JAVA
code that will reportedly parse information from LNK files that can be found on the
Web at http://www.javafaq.nu/java-example-code-468.html.

TIP

A Bit of History

While working on this book, | found a Lisp script for NTEmacs that could reportedly be
used to parse and display information from Windows shortcut files. While there probably
aren’t many forensic analysts using NTEmacs or Lisp tools for analysis, the script was
technically open source!

WINDOWS EXECUTABLES

Executable files on Windows systems follow the portable executable (PE), common
object file format (COFF) specification [13]. What this means is that under normal
circumstances, files with specific extensions (i.e., .exe, .dll, .sys, .ocx) will follow
a particular binary structure format. This section discusses the format of PE files;
however, it will not discuss any of the various tricks that malware authors will use to
obscure and obfuscate the malicious programs that they attempt to place on systems.
This is more a subject for a larger text on malware reverse engineering, and there
are several books available that cover this subject nicely, the best of which will be
mentioned later in this section.
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A detailed breakdown of the various structures (including the structure element
names, sizes, and meanings) within a PE file is available via the ImageHIp Struc-
tures site [14].

These details can assist (and have assisted) analysts with writing their own tools
and utilities, as well as modifying others, for use in “normal” PE file analysis, as well
as in static malware analysis.

PE files start with the letters “MZ” as the first two characters in the binary con-
tents of the file, as illustrated in Figure 4.12.

TIP

Where Does "MZ" Come From?
The "MZ" at the beginning of a PE file are the initials of Mark Zbikowski, one of the
original architects of MS-DOS, 0S/2, and Windows NT.

The “MZ” at the beginning of the PE file marks the beginning of what is referred
to as the PE file’s “DOS header” or the IMAGE_DOS_HEADER structure and is
sometimes referred to as a “magic number.” The DOS header is 64 bytes long, and
in addition to the “magic number,” the only other important element is the 4-byte
DWORD at the end of the structure, which points us to the beginning of the IMAGE_
NT_HEADER structure, as illustrated in Figure 4.13.

Details of parsing of the remaining structures of PE files are left as an exercise
to the reader.

_— ‘MZ’ Signature —___

— e —
f‘-w”f %)’“‘"”«,,_
gasf«-"’"‘ _‘.""*"*‘-..,f;
OOh: [4D SA|90 0O 03 00 00 0D 04 00 00 OO0 FF FF 00 00 ; [MZ0......... V¥ .
10h: B8 00 00 00 00 00 00 00 40 00 OO0 00 00 00 00 00 ; L..euwv.. T
20h: 00 00 00 00 00 0D 00 00 00 00 00 00 00 00 00 00 7 «vverrrennnennns
30h: 00 00 OO 00 00 00 00 00 00 00 00 00 EO 00 00 00  eveneennnnn. & ..
FIGURE 4.12
Binary contents at the beginning of a PE file.
_— PESignature —___
\r"“'}‘," ﬁ\m"‘*m-._
—le . .
OeOh: [SO 45 00 00 |4C 01 03 00 87 52 02 48 00 00 00 0O :!pE..gL...an.H....
0f0h: 00 00 OO0 OO EO 00 OF O1 OB 01 07 OA 00 78 00 00 : ....&........ X
100h: 00 A6 00 00 OO0 00 00 OO0 9D 73 00 00 00 10 00 00 ; .}.uvee.. O= s cia

110h: 00 S0 00 00 00 OO OO0 01 OO0 10 00 OO0 OO0 02 D0 OO0 ; .O...cvenrnanans
120h: 05 00 01 00 05 00 01 00 04 OO0 OO0 OO0 OO0 00 D00 OO0 2 ... ivevnnnnanans

FIGURE 4.13
PE Signature of the IMAGE_NT_HEADER structure.
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Many ‘“normal” PE files have additional information embedded within their
structure, in particular file version information. This is usually strings maintained in
the “resource section” of the file, as the section can contain other “resources,” such as
icons and bitmaps. Most applications developed by reputable software development
companies will include file version information within the resource section of the
executable files (EXE as well as DLL files) that ship with the application. Also, “bad
guys” have been known to simply rename files loaded on to compromised systems,
leaving the resource information in place.

WARNING

Extracting file version information from a PE file is simply one technique of many
that an analyst has at her disposal. While some attackers may make use of existing
tools and change the names of the files, leaving the file version information in place,
others have removed the file version information, or faked it. File version information
should never be considered the sole source of information about a PE file during an
investigation.

Extracting file version information from a PE file is relatively trivial using tools
such as the Perl Win32::FileVersionInfo module. Scripts using this module can be
written to display the file version information from files, as follows:

C:\Perl>ver.pl c:\windows\notepad.exe

Filename : c:\windows\notepad.exe
Type : Application
0S : NT/Win32
Orig Filename : NOTEPAD.EXE
File Description : Notepad
File Version : 5.1.2600.5512 (xpsp.080413-2105)
Internal Name : Notepad
Company Name : Microsoft Corporation
Copyright : Microsoft Corporation. All rights reserved.
Product Name : Microsoft« Windows« Operating System
Product Version : 5.1.2600.5512
Trademarks
TIP

Installing Perl Modules
If you're using ActiveState Perl distribution, you can search for and install a number of
modules that don’t ship with the default installation using the Perl Package Manager,
or ppm.

Searching for modules that include "win32" in their name is as simple as typing "ppm
search win32." Once you find @ module, you can install it using "ppm install <module
name>"; all dependencies will also be installed.
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The pefile project [15] on Google Code provides an open source Python module,
written by Ero Carrera, for interacting with and extracting information from PE files.
The module includes some fairly extensive capabilities beyond just retrieving various
elements of the PE structure, including modifying values, and detecting compres-
sion utilities that may have been used to obfuscate the file. The project wiki includes
usage examples as well. Example Python code for extracting the import table from a
PE file using the pefile module appears as follows:

import pefile
pe = pefile.PE("C:/Windows/notepad.exe")
for entry in pe.DIRECTORY_ENTRY_IMPORT:
print entry.dl]
for imp in entry.imports:
print '"\t', hex(imp.address), imp.name

This simple bit of open source code makes it relatively simple to query the import
table of a PE file and determine which dynamic link library (DLL) functions the
executable image file accesses when run, giving the analyst a clue as to some poten-
tial functions of the file or if the file has been modified.

TIP

Parsing PE Headers

During an examination, I'd run across a DLL that | later determined was loaded by a
number of processes on Windows systems. Examining a timeline constructed from file
system metadata, | noticed that during the window of initial infection, immediately after
several files where created on the system, that the DLL in question had been modified.

| looked closer and noticed that during the installation process for a malicious DLL, which
had been detected via antivirus application scans, that the DLL had been modified to
not only include an additional section to the PE header, but also that the malicious DLL
(and its exported function) was referenced by the modified DLL. Being able to examine
the import table of a PE file allows an examiner to not only see what the executable file
is capable of (based on the imported DLLs and functions) but also what may have been
added to the executable file.

In the fall of 2010, the Malware Analyst’s Cookbook [16] was published by Wiley
Publishing, Inc. In this book, the authors provide a “recipe”” demonstrating use of the
pescanner.py Python script for parsing and performing a modicum on analysis on PE
files. The script can be installed and run on Linux, MacOSX, and (with some work)
Windows systems. The script uses a number of techniques to scan for indications
of suspicious elements (i.e., unusual section names, unusual entry points, to name a
few) within a particular executable image file (EXE, DLL, etc.). Clam antivirus and
Yara (the Yara project can be found on the Web at http://code.google.com/p/yara-
project/) signatures can be incorporated into pescanner.py in order to add the ability
to not just detect suspicious elements of the PE file, but also perform a modicum of
malware detection.
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The Win32::Exe Perl module provides a level of modicum of access to the struc-
ture of PE files, albeit not to the level of the Python pefile module; while being able
to read the section information, there’s no apparent access (with the current version)
to the import or export tables within the PE file.

SUMMARY

There are a number of open source tools and utilities that an analyst can use to explore
and retrieve information from the various artifacts produced by and found on Win-
dows systems. Many of these tools and utilities are cross-platform in that they can
be run on MacOSX, Linux, or Windows platforms, with the proper configuration (as
discussed in Chapter 2). Many of these tools and utilities are actually scripts of some
kind (Perl, Python, Ruby, etc.) that an analyst can use or modify to meet their needs
(be sure to read the license, if there is one, for the tool first!). Analysts with some
programming skill, or access to someone like this, can modify the open source tools
to provide whatever necessary information would be most valuable and useful.

The needs of forensic analysis are outstripping the functionality available in
commercial forensic analysis applications. As such, analysts need the ability to
quickly access or develop the necessary tools and utilities to allow them to be bet-
ter able to complete the tasks at hand. While there are a number of files on Win-
dows systems that are text based and easily examined or parsed, a number of other
files (and file formats) may play a critical role during an examination. Analysts
need to be able to access the necessary information quickly and decisively, and
open source utilities provide this capability, while providing for documentation and
reproducibility.
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