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INTRODUCTION

Rapid, at times seemingly exponential, advances in a wide range of new
technologies are pushing the world into what Klaus Schwab of the World
Economic Forum has labeled the fourth industrial revolution. He stated
the first industrial revolution (1760-1840), based on steam power, gave
us mechanical production. The second revolution (late nineteenth and
early twentieth century) was driven by electricity and led to assembly-
line production techniques that created mass production. The third, the
digital revolution, began in the 1960s with the widespread introduction
of computers and continues with the rapid evolution of the internet. The
fourth, a convergence of breakthroughs in bioscience, nanotechnology,
robotics, artificial intelligence, autonomy, 3D printing, clean energy, and
materials science, is evolving now.'

The previous industrial revolutions did not simply change the industrial
base of society. They transformed services, finance, food production,
defense, medicine, social, and political structures. In short, every aspect of
society. This book argues that the fourth industrial revolution will have an
impact even greater than the previous three. For decades, globalization—
the global integration of trade, services, investments, and ideas enhanced
by the free movement of people—has been reshaping our world. Since the
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1950s, the combination of labor cost advantages, increasingly efficient
freight systems, low-cost digital communications, and trade agreements
have fueled a globalization surge by providing regional cost advantages
for manufacturing and services.

That is changing. Driven by the fourth industrial revolution, the
regional cost advantages, particularly for labor, are eroding dramatically
in many areas. New methods of providing manufactured goods and
services are fundamentally changing the competitive environment for
businesses and nations. This will lead to major declines in the global
movement of trade, services, and investments—in short, deglobalization.
Obviously, this does not mean there will be complete cessation of global
interactions. Key competitive advantages will remain in some areas such
as gas and oil, aircraft, certain types of commercial ships, and other
high-tech industries. And the global economy has, and will continue, to
grow—but that growth will be focused in regional markets as opposed
to interregional or global trade. Regional and local trade will continue
to grow even as interregional trade declines as a percentage of global
Gross Domestic Product (GDP).

Like all complex adaptive systems, world trade is not driven by a single
factor but rather by the interaction of numerous large and small actors
and factors. Historically, profit has been a primary driver of trade. If a
company could not make a profit trading, it would fail. For a variety of
reasons ranging from national security to social movements seeking to
“civilize” the world, governments have periodically provided subsidies to
companies to encourage international trade. However, for trade to grow,
the subsidies had to be large enough to ensure that the companies made
a profit. Conversely, periods of decline in global trade have usually been
driven by political and security factors such as the Arab Oil Embargo or
World War I, which increased the cost of doing business. With less profit,
there was less reason to trade. But trade recovered when political or
security conditions improved so that it was possible to make money again.
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This period of deglobalization is shaping up differently. The conver-
gence of new technologies is changing how and where people create
wealth. The Competitive Advantage of Nations by Michael Porter argues
that clusters of interconnected firms, suppliers, related industries, and
institutions that arise in particular locations have superseded proximity
to cheap labor and raw materials as a primary source of national advan-
tage.” Rapid changes in how businesses provide both manufacturing
and services are changing the locations of these clusters. At the same
time, a growing demand for more responsiveness to customers needs
and the desire for customized products is pushing business to locate in
or near their markets. Quite simply, business will make more money
by producing and selling both goods and services regionally and even
locally than globally.

The overall manufacturing favorability of the United States is improving
in a wide range of areas. As noted, the combination of rising labor
costs globally and rapid improvements in automation has reduced the
cost advantage of manufacturing overseas. The U.S. position is “further
enhanced when one includes advantages in sophisticated supply-chain
logistics, ease of doing business, and low corruption. Dramatically
lower energy costs have handed firms located in the U.S. an enormous
competitive advantage in energy-intensive production.” And of course,
one of the biggest advantages to producing in the United States is
proximity to the largest market in the world. In short, the unfolding
fourth industrial revolution is very good news for the United States.

As always, political and social trends will have significant impacts
on trade relations. But I contend the primary driver of the current
deglobalization is technology. Political and social attitudes, particularly
since 2014, have reinforced the trend, but they may well change as new
political leaders take charge and social attitudes shift. However, the
long-term technical trends are irreversible. They will continue to shift
trade networks, supply chains, and, to some extent, service industries
to regional rather than global structures.
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From the early 1990s until 2008, globalization was increasing. Then
the 2008 Financial Crisis brought a major decline in international trade.
Several authors suggested this was the beginning of deglobalization,
but surprisingly, trade recovered very quickly and by 2011 had reached
pre-crisis levels. Talk of deglobalization ceased. However, for the next
five years (2012-2016) trade as a percent of GDP steadily declined, even
though global GDP increased during that period. The obvious question
is “Why?” This book will grapple with that economic question.

The fourth industrial revolution is also driving changes in the character
of war which, when combined with the changes in trade, is altering
international security arrangements. The convergence of emerging
technologies is creating a new generation of small, smart, and cheap
weapons. These weapons will dramatically increase the ability of small
states and even nonstate actors to challenge major powers. They may
make the defense tactically dominant—and thus dramatically raise the
cost of any outside intervention.

These two trends—deglobalization and the evolution of cheap, smart
weapons—will fundamentally alter world economic and security orders.
The return of production and services to the United States will reduce
the interest of the American people in deploying military force to
ensure stability in the international system. The employment disruptions
inherent in an industrial revolution will also cause voter discontent that
will force policymakers to focus more on national issues than international
security. This will be reinforced by the oncoming U.S. debt and budget
crises, which will force decisions on whether to allocate U.S. resources
to domestic, particularly entitlement spending, or to overseas efforts.
Even more important, the new generation of weapons will dramatically
increase the cost in blood and treasure of military power projection. U.S.
national security planning must take these changes into account.

The central thesis of this book is that the fourth industrial revolution is
driving changes in trade patterns, the character of war, and international
security arrangements. To understand how this is happening, chapter 1
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will first explore the economic, political, and social factors that have been
both drivers and indicators of periods of globalization and deglobalization
historically. Next, it will discuss why the decline in the percent of GDP
represented by international trade in both goods and services, cross-
border financial flows, international shipping, and the changing pattern
of foreign direct investment (FDI) all indicate a period of deglobalization.
It will also examine how domestic political environments in the United
States and Europe, as well as protectionism measures imposed around
the world, form the next set of indicators of deglobalization.

This sets the stage for chapter 2 to explore the first three industrial
revolutions briefly and then examine the fourth industrial revolution
technologies that are most directly driving deglobalization. Robotics,
artificial intelligence, 3D printing (as a key element of advanced manu-
facturing), energy and food production will be discussed to show how
each is reducing international trade.

Chapter 3 will examine the accelerating economic impact of these
changes. The discussion is then expanded to take a look at how changes
in energy production and how state efforts to fragment the internet
are putting additional pressure on global trade. It will examine the
key question of why these changes are leading to reshoring of both
manufacturing and services to the developed world.

Chapter 4 looks at the economic impacts on developed, developing, and
underdeveloped countries. Obviously, these are very broad groupings that
inevitably bring together very different states. However, these groupings
can be used to identify broad issues that face each group. Clearly, the
disruption in employment patterns for all three groups has the potential
to create instability in their political systems. It will then look at the
increasing regionalization of trade into three major trade blocs—North
America, East Asia, and Europe. It will also examine very briefly the
impact on South Asia, Africa, and Latin America.

Chapter 5 examines the specific technologies that will have the most
immediate impact on military conflict. The convergence of advances
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in nanotechnology, drones (aerial, maritime, and ground), artificial
intelligence, small warhead developments, and cheap space will create
swarms of small but deadly autonomous weapons systems. These new
systems will join the increasingly capable family of drones, cruise and
ballistic missiles and the newly emerging, but expensive and complex,
hypersonic weapons to render many of America’s newest weapons—
such as the F-35 and the Ford-class carriers—obsolete. The changes will
go well beyond a Revolution in Military Affairs (RMA), it will result in
a rare Military Revolution.*

Chapter 6 will turn to the tactical and operational implications of
these technologies. First, the tactical impact of new technologies on each
domain—ground, sea, air, space, cyber, and electromagnetic—will be
examined. Next, we will turn to the five major operational changes that
the convergence of these technologies will drive—range obsolescence, loss
of immunity to attack, the emerging tactical dominance of the defense,
the return of mass to the battlefield, and the resultant requirement
for mobilization. The chapter will close with the cumulative impact of
convergence and the way it will change the character of war.

Chapter 7 will bring together the different threads to suggest how the
US military can manage the difficult transition to deal with the revolution
of the small, smart, and many. The very long timelines involved in
upgrading current U.S. weapons and the repeated failure to achieve the
stated operational capabilities highlight the challenges of attempting
to improve mature technology. After examining how to smooth the
replacement of mature technology with new, this chapter recommends
potential changes to the current force structures for conflict in each
of the domains.

The final chapter looks at the cumulative impact of fourth genera-
tion on international security arrangements starting with why there
is declining popular support for U.S. global engagement. Employment
changes, reduced reliance on international trade, higher costs for future
interventions, budgetary pressures, and debt servicing will all push
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American voters to oppose committing major U.S. resources overseas
when the United States has major unmet domestic needs. Yet, sustaining
the international order should still be a priority to help America manage
the five major threats identified by the 2018 U.S. National Defense Strategy
—Russia, China, Iran, North Korea, and transnational violent extremism.
Fortunately, the fourth industrial revolution can provide both means
and opportunity for the United States to maintain its commitments to
allies in an affordable way. The book will close with suggestions on how
the United States can sustain its key alliances to deal with the identified
threats and provide for its own security during this difficult transition.

The book reflects my research interests over the last three years. I
previously published some of this material in papers through the National
Defense University, CATO Institute, Hoover Institution, The National
Interest, and War on the Rocks as well in as some shorter articles for
other on online journals.” This book expands greatly on these articles
and ties all the material together in a broader look at the interaction of
technology, deglobalization, and the changing character of war. Like all
predictions, this book represents one of many possible futures. Like all
futures, it is based on deductions from an analysis of current political,
social, and technical trends. And whereas the political and social trends
have historically been subject to rapid shifts, technological progress
has been a remarkably steady factor over the last two hundred years.
The current technological advances are driving production, services,
and financial transactions to regional or even local markets. Even if the
political and social environment become more favorable to global trade,
the profit motive will continue to drive deglobalization. The major shift
in how wealth is generated driven by the fourth industrial revolution
“will have a profound impact on the nature of state relationships and
international security.”

Of particular concern is how the increasing cost of intervening, rein-
forced by the natural focus of the American public on domestic issues,
will increase the reluctance of Americans to get involved in stability
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efforts overseas or even to sustain our current network of global security
alliances. Thus, it behooves policymakers to be aware of the range of
impacts this revolutionary shift could bring about. It is essential to inves-
tigate how the revolution will impact U.S. security while there is still time
to make the necessary changes in our concepts, structures, and plans.
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CHAPTER 1

KEY TRENDS DRIVING
DEGLOBALIZATION

The Financial Times defines globalization as “a process by which national
and regional economies, societies, and cultures have become integrated
through the global network of trade, communication, immigration and
transportation.” The World Economic Forum defines it as “the integration
of markets, trade and investments with few barriers to slow the flow of
products and services between nations. There is also a cultural element,
as ideas and traditions are traded and assimilated.”® The Economist defines
globalization as the “global integration of the movement of goods, capital
and jobs.” The key elements of all these definitions are economic. Thus,
the definition of globalization I will use for this book is the global
integration of trade, services, investments, and ideas enhanced by the
free movement of people.

For decades, the combination of labor cost advantages, increasingly
efficient freight systems, low-cost digital communications, and trade
agreements have fueled globalization by providing national competitive
advantages for manufacturing and services. It has transformed agricultural
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societies into industrial powerhouses. Yet this is not the first wave of
globalization.

Parag Khanna’s Connectography stated globalization began in the
third millennium BCE, when the Mesopotamian empires started trading
with each other, Egypt, and Persia. Khanna expands the definition of
globalization to include global supply chains, energy markets, industrial
production, and flows of finance, technology, knowledge, and talent,
stating that “the advance of global network civilization is the surest bet
one could have made over the past five thousand years.”

In the long run, this has been true. However, Khanna fails to note that
each expansion of globalization ended, often with a severe contraction.
Some contractions, like the misnamed Dark Ages, lasted for centuries.
Others, like the collapse of trade caused by World War I, lasted decades.
Increasing connectivity between regions has not been a one-way phenom-
enon. It has repeatedly been subject to long periods of deglobalization
where the key elements of globalization—the movement of goods, services,
investments, people, and ideas—have declined.

The World Trade Organization (WTO) focuses on modern globalization
and marks its beginning as the start of the Industrial Revolution.

The immense technological advances in transportation and
communications that it unleashed—from steamships, railroad and
telegraphs to automobiles, aeroplanes and the internet—steadily
reduced the cost of moving goods, capital, technology, and people
around the globe.’

Further, the WTO divides it into two “ages of globalization.” The first
age stretched from the start of the Industrial Revolution in the early 1800s
until World War L. During this period, the convergence of technologies
created cost advantages for those nations that could also master the
advances in production, transportation, finance, and communication.
These advances were reinforced by a political and social environment
among the developed nations that pushed hard to expand trade as a way
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to both generate wealth and “civilize” the non-Western world. As the
leader in both the Industrial Revolution and global finance, Britain was
in the best position to profit from global trade, and its government made
key decisions that supported it. It placed the pound on the gold standard
in the early 1820s. Other nations followed suit in the 1870s so that,
by the 1880s, Britain had effectively created a global financial system.
Pegging the value of their currencies to a single commodity virtually
eliminated foreign exchange risks and reduced the friction inherent in
international payments.

Britain also led the way in negotiating bilateral trade agreements
to dramatically lower trade tariffs, thus increasing international trade
among developed nations. To prevent being undercut by British policies,
the other nations of Europe followed suit. To bolster their empires, the
tariff rates between colonies and the home countries were the same, thus
drawing large parts of the world outside Europe into the growing global
network of trade. Finally, the Royal Navy provided security so that all
trading nations could take advantage of the huge cost benefits associated
with sea trade compared to overland shipments.

The combination worked. The gross world product (the summation of
national gross domestic products [GDP]) grew at a rate of 2.1 percent
from 1870 to 1913, but exports expanded at almost double that rate—
3.8 percent.6

Western domination of manufacturing also led to the destruction of
growing industrial capability in the rest of the world. India’s cotton cloth
industry was an early casualty.” The growth of Britain’s textile industry
and the collapse of India’s was only one example of how the Industrial
Revolution reallocated wealth around the world. Those nations that
mastered and applied the new technologies grew much wealthier. Those
that could not saw the destruction of large segments of their economies.

One exception was the United States. Although a major agricultural
and rising merchandise exporter, it maintained high tariffs to protect its
young domestic industries from advanced European competitors. Politics
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and profits provided the motivation for a pushback against international
trade. When Italy (1861) and Germany (1871) were each finally unified,
they each applied tariffs to protect their own industries and encourage
the economic integration of their newly formed nations. The last three
decades of the nineteenth century saw a rising tariff lobbying effort by
domestic industries that were losing profits to overseas competitors.
Across the globe, governments responded by imposing tariffs. Despite this
pushback, global trade continued to grow faster than gross world product
because colonial powers continued to exempt their colonies from tariffs
to consolidate and expand their empires.® The home countries made high
profits in selling overseas and gained from cheaper raw material imports.

Then, in August 1914, global trade crashed because of World War 1.
Trade as a percentage of gross world production had reached a high of 11.9
percent in 1913 but collapsed at the start of the war. It would not approach
the 1914 level again until 1973.° After World War I, the recovery of trade
was severely hindered by the political reaction to the Great Depression.
Responding to social pressure from their voters, governments raised
tariffs sharply. The U.S. Congress passed the infamous Smoot-Hawley
Tariff Act in June 1930 over the objection of a majority of economists who
believed the Act “would exacerbate the U.S. recession into a worldwide

»10

depression”” The Act was not driven by economic calculation but by

American voters’ fear and their desire for protection.

The WTO’s second wave of globalization started after World War II.
Unlike the first, this wave was assisted by specific international efforts to
establish a global trading system. At the 1944 Bretton Woods conference,
Western leaders strove to create an overarching legal, political, and
financial system to encourage world trade. They created the International
Monetary Fund (IMF) and the World Bank that remain central to the
global economic system today.'' The United States also resourced the
European Recovery Program (Marshall Plan) to kick start the recovery.
These governmental efforts set the conditions to rebuild international
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trade, but it was profit-motivated decisions by thousands of businesses,
large and small, that provided the drive to see it through. They succeeded.

Assisted by major technological improvements in the field of trans-
portation—air, sea, and land, world merchandise trade grew by eight
percent per year from 1950 to 1973." The advent of the jet age allowed
leaders from all fields to travel much more regularly, and cheaply, to meet
with international partners. At sea, ships increased in size by an order
of magnitude. In the early 1950s, oil tankers averaged 16,000 deadweight
tons (DWT) and dry cargo ships 10,000 DWT. Today, the largest tankers
are over 500,000 DWT and bulk carriers range upward to 400,000 DWT.
Size and efficiency greatly reduced the cost of shipping.

However, the truly important development in moving freight occurred
in the mid-1950s with the development of the intermodal standard twenty-
foot shipping container. They could be unloaded directly from ship to
truck or train for onward movement in ports designed specifically to
handle them. Bigger, faster ships tied to bigger ports with much higher
throughput led to sharp drop in shipping costs that strongly encouraged
long-distance trade.

Then, in 1973, the Organization of Petroleum Exporting States’ embargo
disrupted global growth. Pressured by second oil shock, the 1979 Iranian
revolution, inflation, and inadequate trade and monetary policies, global
trade slowed growth for two decades. Merchandise trade as a percentage
of global GDP would not return to its 1974 level until 1993."® In the
mid-1990s, China began to make itself felt in the global trade arena
and the information technology revolution began to take effect with
particular import for transportation costs.

Today, container ships can carry more than 19,000 containers.
Managing that number of containers in an effective, tightly scheduled
network required massive advances in information technology. The
sheer volume of data involved in tracking these containers from factory
to buyer would have been impossible to manage without advances not
just in computers and software but in communications and peripheral



6 DEGLOBALIZATION AND INTERNATIONAL SECURITY

hardware such as scanners. From 2000 to 2007, trade grew at a rate of six
percent. This sustained the average from 1950 to 2007 at 6.2 percent, or
about twice as fast as during the first wave of globalization from 1850 to
1913." The remarkable burst of globalization increased the Global Trade
(goods and services) percentage of the global GDP from 39.7 percent in
1991 to 60.8 percent in 2007."

Then the 2008-2009 global financial crisis devastated global trade
and led to concerns about deglobalization. Academics, think tanks, and
respected news journals all speculated that the collapse would result in
a rapid and long-term decrease in global trade. A Council on Foreign
Relations—sponsored paper noted that the backlash would include both
restrictive immigration measures and rising trade tariffs.'

In February 2009, in a short piece titled “Turning Their Backs on the
World,” The Economist outlined the key deglobalization indicators.

World trade has plunged. As recently as the first half of 2008,
boosted by rising commodity prices and a falling dollar, trade was
growing at an annualised 20% in dollar terms. In the second half of
2008, as commodities sagged and the dollar rose, growth slowed
fast; by September, says the IMF, it was in reverse. In December,
says the International Air Transport Association, air-cargo traffic
(responsible for over a third of the value of the world’s traded
goods) was down 23% on December 2007—almost double the fall
in the year up to the end of September 2001, a result affected by
the 9/11 terror attacks."”

Despite the sudden and very significant drops in global merchandise
trade due to the financial crisis, the global economy showed remarkable
resilience. It defied deglobalization predictions and bounced back. World
Bank statistics show that global merchandise trade as a percentage of GDP
recovered relatively quickly from the 2009 crisis, almost reaching pre-
crisis levels by 2011 (see figure 1). Speculation about slowing globalization
ceased. Optimism returned that global trade would continue to lead
global economic growth.
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Even as worries about deglobalization faded, trade (the combined value
of merchandise and services), as a percentage of global GDP, flattened
and then declined. Whereas the world economy continued to grow from
2011 to 2014," the growth of international trade lagged behind instead
of exceeding the growth rates. Both the global economy and global trade
decreased sharply from 2014 to 2015, but although the global economy
recovered, the decline in trade remained steep in 2016."” However,

Global trade rebounded in 2017. ... The rebound springs predom-
inantly from stronger import demand in East Asia, as domestic
demand picked up in the region, supported by accommodative
policy measures.*’

For 2018, the World Trade Organization reported that world merchan-
dise trade declined slightly for the first three quarters but then increased
in the last quarter.”' Reuters noted that some of the growth was attributed
to the fact that in the last quarter of 2018, U.S. businesses built record
inventories as they stocked warehouses in anticipation of new Trump
administration tariffs.”*

World Bank statistics (figure 2) show merchandise trade followed the
same pattern. It increased sharply from 1995 to 2007, dropped sharply
in 2008, then climbed steeply from 2009 until 2011, flattened in from
2012 to 2014 and fell sharply from $19.11 trillion in 2014 to $16.07 trillion
in 2016.% By the end of 2018, world trade had rebounded to just above
the 2014 figure but, by February 2019, the World Trade Organization
predicted a sharp slowdown for global trade.* Scholars find these trends
significant, with one noting,

For a number of reasons, this stagnation in global trade may not be
just a temporary disruption. One is a major shift in China, which
imported vast quantities of commodities, industrial parts, and
equipment as it became the assembly plant for the world. Lately,
China has been importing less, as its economy slows sharply and
as it make more of the parts it needs at home...”
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10 DEGLOBALIZATION AND INTERNATIONAL SECURITY

Thus, two of The Economist’s key measures of globalization—the
movement of goods and services—declined from 2011 to 2016 and are
predicted to fall farther in 2019. However, some dismiss the possibility
of deglobalization because they feel the traditional trade statistics fail to
account properly for services. Because each nation’s GDP is used as a
base figure for calculating foreign trade percentages, it is important to
understand the problems with using this measure.

A good place to start is to ask where the term came from and what it
measures. In 1940, John Maynard Keynes, a famed economist and investor,
defined the gross domestic product as “the sum of private consumption
and investment and government spending (with account taken for foreign
trade).”26 With some modifications, this remains the rough measure of
a nation’s production. There are a number of significant problems with
using this measure. GDP does not do a good job of measuring unpaid
activities such as home care, home schooling, or even housekeeping;
new economic ventures such as Uber; or free online entertainment or
social media like Facebook, YouTube, and Google. Furthermore, the bias
toward manufacturing means that GDP does a poor job of measuring
financial activities.”’

Yet, for all its problems, GDP remains a central statistic in tracking
and projecting the performance of the economy and has the considerable
virtue of being familiar to the non-economist reader. Thus, I will use GDP
as the best measure currently available to track trends in the economy.

As one would expect, another measure of international trade activity
—global financial flows—declined sharply during the crisis. However,
unlike global trade flows, financial flows did not recover between 2009
and 2011. The decade before 2008 saw rapid ramping up of international
capital flows until they represented ten to fifteen percent of global GDP.
Growth in the accumulation of external assets and liabilities were even
greater than the growth in trade. Then the collapse of 2008 led to massive
retrenchment with the reversal of flows equal to ten percent of the global
GDP. Trade recovered but financial flows did not.
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12 DEGLOBALIZATION AND INTERNATIONAL SECURITY

“The ‘Great Retrenchment’ that took place during the crisis has proved
very persistent, and world financial flows are now down to half their
pre-crisis levels...”*® These decreases in financial flows hit developing
countries particularly hard. Figure 3 shows capital inflows to these
countries initially rebounded after the 2008 crisis but slowed again after
2010, then turned negative in 2014. The decline was driven by large net
outflows from transition economies, particularly the Russian Federation.
In 2015, over $700 billion in capital left developing economies, greatly

exceeding even the $145 billion net outflows during the Great Recession.”

In August 2016, the European Central Bank released a working paper
that stated: “The global financial crisis in 2008 led to a precipitous decline
in international capital flows, representing an abrupt interruption of the
financial globalisation process.”** They have declined from 16% of the
global economy in 2007 to only 2% in 2015—a level last seen in 1980.>'
Flows to developing countries remained heavily negative in 2016 as $300
billion in additional capital left. Whereas capital flows to developing
economies turned positive in 2017, they did not begin to replace the
outflow from the previous years.*”

Despite these indicators, the March 2016 issue of Harvard Business
Review argued that globalization was not slowing but still increasing
rapidly. A team of authors noted that “globalization is becoming more
about data and less about stuff...It has gone digital. Cross-border data
flows have grown by a factor of 45 over the past decade, and they’re

projected to post another ninefold increase by 2020.”*

Recent research from the McKinsey Global Institute also explored this
new era of digital globalization. It found “over a decade, all types of
flows acting together have raised world GDP by 10.1 percent...This value
amounted to some $7.8 trillion in 2014 alone, and data flows account

for $2.8 trillion of this impact.”**

An increase from near zero to $2.8 trillion is very impressive growth,
however, it should be kept in perspective. According to the World Bank,
global GDP was $81 trillion in 2017.%° Further, the authors of the study
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admit it is very tricky to translate the number of terabytes of data flowing
across borders to a dollar value. One analysis of the flow indicated seventy
percent of North American Internet traffic during peak hours in 2015 came
from video and music streaming.*® In addition, CISCO Systems attributed
much of the increase in traffic to a “growing number of M2M [machine
to machine] applications, such as smart meters, video surveillance,
healthcare monitoring, transportation, and package or asset tracking, are
contributing in a major way to the growth of devices and connections.”’ It
is difficult to see how data that is heavily about entertainment and day-to-
day operation of mechanical devices contributes heavily to globalization.
This subject certainly requires further research.

In the two previous rounds of modern globalization noted by the WTO,
profits have been the essential driver. Businesses did not expand out of
their home countries for geopolitical or charity reasons. They went out
to make money. In January 2017, The Economist noted a key indicator
of deglobalization

Central to the rise of the global firm was its claim to be a superior
moneymaking machine. That claim lies in tatters...Returns on
capital have slipped to their lowest level in two decades...the pain
is too widespread and prolonged to be dismissed as a blip. About
40% of all multinationals make a return on equity of less than 10%,
a yardstick for underperformance. In a majority of industries they
are growing more slowly and are less profitable than local firms
that stayed in their backyard...For many industrial, manufacturing,
financial, natural resources, media and telecoms companies, global
reach has become a burden not an advantage.”®

The trend of multinationals withdrawing from the global market is a
particularly powerful element in deglobalization. Although multinationals
account for only two percent of the world’s jobs, they own or run over
fifty percent of world trade. The cross-border supply chains’ share of
trade has stagnated since 2007. Whereas the trade figures only stagnated,
profits of the top seven hundred multinational firms headquartered in

rich countries dropped by twenty-five percent over the last five years.*



14 DEGLOBALIZATION AND INTERNATIONAL SECURITY

Many firms expanded too quickly and into too many new markets.
To correct these errors

companies themselves are backing away from globalization. For
several years, there’s been a growing trend in business toward so-
called vertical integration, in which companies put high-end jobs
—in research and development or product design—closer to lower-
end factory and logistics jobs...[they] now create multiple product
hubs in regions, rather than building complex global supply chains
based on where each element of a product can be sourced most
cheaply. This “localization” is now being touted by companies
from General Electric to Caterpillar and IBM.*

In its Global Connectedness Index 2018, Deutsche Post DHL reports
that the combined measures of trade, capital, information, and people
flows increased in 2017. Europe led on trade and people flows, however,
seventy-five percent of that was intraregional.*' Similarly, the United
States led on capital and information flows, but most were intraregional.
Thus, even the flows that are increasing are primarily regional rather
than global. The report cautioned that “the policy environment for
globalization darkened in 2018 as trade conflicts escalated and countries
raised barriers to foreign takeovers, immigration, and other flows.”*?

The international shipping industry’s dramatic decline in the last few
years is a clear indicator of reduced volume of trade. In late 2015, massive
container freight overcapacity drove spot freight rates from China to
Europe down by thirty-two percent.*’ Shipping companies responded by
scrapping one thousand ships with an average age of only fifteen years
instead of the normal thirty. They also drastically reduced orders for new
ships. Maersk Shipping, one of the three largest shipping firms in the
world, announced it would not be exercising its options for six second-
generation 19,630 TEU Triple E Class ships and two 3,600 TEU feeder
vessels. It postponed the decision on eight optional 14,000 TEU vessels.**

Even these measures were insufficient. On September 4, 2016, Hanjin
Shipping Company declared bankruptcy so suddenly that its ships and
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cargo were stranded at sea because they could not pay port fees.*’
Later that month, to protect itself, Maersk split its oil exploration and
production, drilling rig, and oil tanker businesses into a new energy
company separate from shipping. Soren Skou, the new chief executive
A.P. Moller-Maersk Group, also known as Maersk, told the Financial
Times that “We have nearshoring of manufacturing and the fact that
containerisation has run its course—there’s not much more you can put

in a container that is not already in a container.”*

In 2018, rates on the United States to Asia route fell well below 2017
rates until July. At that point, rates increased somewhat as the global
economy continued to grow and shipping companies’ capacity cuts
began to take effect. However, the biggest boost in rates occurred when
Trump threated to impose high tariffs on Chinese products. Shipping
companies saw a surge in demand as producers rushed to get products
into the United States before the tariffs took effect.’ In early 2019, Soren
Skou, chief executive of Maersk, told investors “We see weaknesses, in
particular, in China and Europe. We expect container demand growth
to fall to 1 to 3% this year from 3.7% to 3.8% last year.”*® United Parcel
Service’s CEO David Abney concurred, stating “3D printing is becoming
the face of manufacturing and distribution. It allows manufacturers to
go from mass production to custom production.”*

The underlying technological advances and structural changes in
economies—most importantly, how one makes money—are the main
drivers behind globalization, but political forces sometimes also play a
central role. Political leaders sometimes facilitate a globally integrated
market and resist it at other times. The devastating impact of World War
I and the global tariff wars of the 1930s demonstrate how governments
can create so much friction that it is impossible to make serious profits in
international trade. When that happens, deglobalization follows. Similarly,
government support can make overseas trade more profitable. The post-
World War II wave of globalization received extensive government
assistance. As noted, Bretton Woods established a rules based order for



16 DEGLOBALIZATION AND INTERNATIONAL SECURITY

trade and finance. And the Marshall Plan provide for economic recovery
in Europe even as NATO provided security.

Prominent U.S. foreign policy and national security elites still contend
the United States must remain fully engaged overseas to protect its
interests. Ten leading practitioners recently concluded that

the best way to ensure the longevity of a rules-based international
system favorable to U.S. interests is not to retreat behind two
oceans...The proper course is to extend American power and U.S.
leadership in Asia, Europe, and the Greater Middle East...”°

However, in the last few years, the public mood has shifted in both
Europe and America. Dissatisfaction with past policies and priorities
pushed by elites has led to a palpable populist narrative. Voters have
focused inwardly on economic and cultural issues. Nationalist parties have
been present in various nations in Europe for decades, but a confluence
of factors have raised their profile and power dramatically. Perhaps the
biggest political shock came when the British voted in favor of Brexit.
By focusing on the anger and fear of their supporters, proponents never
even had to define what the exit would look like. The Economist reported
that the “yes” vote represented “an angry revolt by millions of British
voters against their government, the leaders of the main political parties,
big business and experts of all stripes.”®' Over three years later, the
British government still has not defined Brexit. Whatever the outcome,
a significant portion of the British population will be deeply dissatisfied
with their government.

The voters in the United Kingdom were not alone in responding to the
nationalist appeals of right-wing parties. In Poland, the Law and Freedom
Party came to power in 2015, winning the country’s first post-1989
outright majority. In Denmark, the Euro-skeptic, anti-immigrant Danish
People’s Party finished second in the 2015 elections and passed some
of the toughest anti-immigration laws in Europe. In Finland, the True
Finns Party also came in second in 2015 elections. Anti-immigrant parties
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are also making gains in Greece, Hungary, Italy, Netherlands, Sweden,
and Switzerland.>

The anti-European, anti-immigration parties continued to gain strength
in 2016. In May 2016 the United Kingdom’s Telegraph noted “the toxic
combination of the most prolonged period of economic stagnation and
the worst refugee crisis since the end of the Second World War has seen
the far-Right surging across the continent, from Athens to Amsterdam
and many points in between.””* In Austria’s December 2016 presidential
run-off election, where neither mainstream party was represented, Nick
Hofer of the Freedom Party of Austria (FPO) was only narrowly defeated.
However, by December 2017, the FPO took control of the defense, interior,
and foreign ministry as part of the new coalition government. The FPO
took a tough stance on immigration and asylum seekers, and its leader,
Heinz-Christian Strache, who has warned of Austria’s “Islamification,”
became vice-chancellor of Austria (2017-2019).°*

In the Netherlands, Geert Wilders’ Party for Freedom, which led in early
2017 polls, was turned back and finished in second place. Although falling
short of expectations, the Party for Freedom’s move into second place
indicated significant anti-immigration feeling among the Dutch.” In the
2017 elections, the far-right Alternative for Germany Party entered the
German parliament for the first time and is the largest opposition party.”®

In France, the National Front, founded in 1972 as a right-wing, nation-
alist, anti-immigrant party, thrived in 2016 and early 2017. High-profile
terror attacks, high rates of immigration from North Africa, and declining
prospects for France’s working class led to a surge of support. Nationalist
Party leader Marine Le Pen even stated she would become the next
president as the third leg of a “global” revolution after Brexit and Amer-
ican president Donald Trump’s election. Although Emmanuel Macron’s
resounding win in final round indicated that the French had backed away
from the National Front’s extreme positions, the very fact that Le Pen
was a serious contender to run France indicates the strong shift to the
right wing in French politics.



18 DEGLOBALIZATION AND INTERNATIONAL SECURITY

Le Pen’s second-place finish did not indicate the European movement
to the right had peaked. In April 2018, Hungary’s Viktor Orban was not
only reelected, but his far-right Fidesz Party also gained a supermajority
in parliament.”’

Amotz Asa-El, the former executive editor of the Jerusalem Post and
a leading commentator on international affairs, wrote “the zeitgeist is
about fear. People throughout the rich world feel insecure about their
jobs, their safety, and their identity. Identity is threatened, they feel, by

immigration; safety by terror; and jobs by globalization.”®

The same anti-immigration, anti-free trade passions that drove Euro-
pean elections played a major role in the U.S. 2016 presidential election.
As a senator, Hillary Clinton spoke out in favor of free trade; and as
Secretary of State, she favored the Trans-Pacific Partnership (TPP) as a
method of strengthening both the U.S. economy and alliances in Asia.”
But in the 2016 presidential campaign, candidate Clinton was driven
to modify early campaign promises and go on record as opposing the

TPP trade agreement.

Throughout his campaign, Trump aggressively attacked both North
American Free Trade Agreement (NAFTA), the TPP, and the Transatlantic
Trade and Investment Partnership.

Both Trump and Clinton were responding to the changing voter
attitudes. The assumption that global trade is good may still exists among
policymakers and economists, but it is rapidly fading among voters.
In 2002, Pew Research found that seventy-eight percent of Americans
supported global trade. By 2008, the percentage had fallen to fifty-
three percent.®’ In 2014, when Pew changed the questions from whether
trade was good for the nation to whether trade improved the livelihood
of Americans, favorable ratings plunged. Only seventeen percent of
Americans thought trade leads to higher wages, and only twenty percent
believed it created new jobs.61 In August 2016, the Guardian noted “never
before have both main presidential candidates broken with the orthodoxy

that globalisation is always good for Americans.”®
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The election of Trump clearly indicates that many Americans share
the anti-globalization, anti-immigration nationalism of their European
counterparts. This is not a new attitude but one that has been steadily
growing globally. Since the financial crisis of 2008, more than 3,500
protectionist measures have been instituted globally as well as numerous
additional administrative requirements that have increased the difficulty
of conducting international trade.®® The trend toward protectionism does
not seem to be slowing. The December 2016 meeting of the WTO’s Trade
Policy Review Body noted that, of the 2,978 measures recorded since
2009, only 740 had been removed.**

Scholars and economists can provide convincing evidence that glob-
alization has allowed developing countries to make great gains relative
to the leading economies of the United States, Japan, and the European
Union. In doing so, they summarize the position of many globalists.

The open, rules-based trading system has delivered immense bene-
fits—for the world, for individual countries, and for average citi-
zens in these countries...Three challenges must be met to preserve
this system. Rich countries must sustain the social consensus in
favor of open markets and globalization at a time of considerable
economic uncertainty and weakness. China and other middle-
income countries must remain open, and mega-regionalism must
be prevented from leading to discrimination and trade conflicts.*®

Unfortunately, the wealthiest nations are leading the charge for more
trade restrictions. The Center for Economic Policy Research, a leading
UK-based think tank, found that the richest countries passed twenty-three
percent more protectionist measures in 2013 than they had in 2009.° As
part of its efforts to grow its own industries, India established a world-
leading five-hundred trade restrictions between 2008 and 2015.*” The 2016
and 2017 election campaigns in the United States and Europe revealed
a great deal of populist anger and resulted in a serious discussions over
measures to protect domestic production. For its part, China has quietly
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but firmly done so. And, at the time of this writing, the United States—
China trade wars have continued with no new treaty in sight.

Part of the problem is that economists and scholars are hard pressed
to prove that globalization has benefitted specific countries, and they
are even harder pressed to prove the benefit to the individuals who have
seen their standards of living decline during this period. In fact, post-
crisis, multinational firms “created jobs abroad but not at home. Between
2009 and 2013, only five percent or 400,000 of the net jobs created in
America were created by multinational firms domiciled there. ... The
profits from their hoards of intellectual property were pocketed by a
wealthy shareholder elite. Political willingness to help multinationals
duly lapsed.”®®

With Trump about to assume office in January 2017, the Wall Street
Journal, not known for populist views, summarized the source of uneasi-
ness about the political shift against globalization.

Free trade, greater interconnectedness and rapid technological
change have lifted billions out of poverty and created a burgeoning
middle class in the developing world. Wealthy countries have
grown richer, too. But the benefits have gone disproportionately
to a minority, leaving many people left behind or alienated.®’

One of the key drivers of the 2016 through the 2018 elections in the
United States and Europe was the anger of those voters who perceive
that globalization has left them behind.

This shift from globalism has not been limited to the United States and
Europe. In its 2016 year-end roundup issue, The Economist noted:

As globalism has become a slur, nationalism, and even authori-
tarianism, have flourished.. Indeed for most people on Earth there
has never been a better time to be alive. Large parts of the West,
however, do not see it that way. For them progress happens mainly
to other people. Wealth does not spread itself, new technologies
destroy jobs that never come back, an underclass is beyond help
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or redemption, and other cultures pose a threat—sometimes a
violent one.”

FACTORS SLOWING DEGLOBALIZATION

Although technological convergence is driving companies towards
deglobalization, there remain a number of factors that will inhibit its
speed. In particular, embedded supply chains and lack of skilled labor will
act as brakes. When manufacturing moved overseas, so did the supply
chains that support it. When calculating the possible benefits of reshoring,
CEOs must also consider the potential costs of a rebuilding the supply
chain in the new location. The United Nations Conference on Trade
and Development noted that “developed countries now lack the supplier
networks that some developing countries have built to complement
assembly activities.””* Fortunately, advanced manufacturing, particu-
larly 3D manufacturing, is eliminating the requirement for many of the
subassemblies and assemblies. In January 2019, McKinsey Global Institute
Company reported that supply value chains were already adjusting by

“becoming more regional and less global.””*

The supply-chain problem will get better over time; however, skilled
labor may remain a major problem. From 2010 to 2016, the United States
regained one million manufacturing jobs.”” The job growth could have
been faster, but employers have been unable to find skilled laborer to fill
available jobs. Mursix Corporation, a creator of seat belt buckles and bed
frames, is typical. Valued at $42 million, its average wage is over $20 an
hour with a benefits package. Yet, it cannot fill its labor requirements.
“In an effort to draw talent, the firm even set up an apprenticeship,
paying promising employees as they learn the trade.”’* The problem is
many otherwise-eligible workers are not willing or are unable to retrain.
Although the number of open manufacturing jobs is at a fifteen-year
high, many low-skilled former factory workers seem to be frozen out of
the growing high-tech manufacturing sector.”
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The Deloitte Manufacturing Institute projects that over the next decade
“three and a half million manufacturing jobs likely need to be filled
and the skills gap is expected to result in 2 million of those jobs going
unfilled.”’® U.S. firms were short more than 300,000 skilled workers
though 2016 and well into 2017.”” The shortage of skilled labor will delay
globalization but also speed the transition to automation.

SUMMARY

In 2007, cross-border goods, services, and financial flows made up fifty-
three percent of the global economy. By 2015, that had dropped to only
thirty-nine percent.”® Since 2012, global trade has grown at only three
percent, less than half the average of the last three decades.”” Of particular
concern, the slowdown was not limited to developed economies but also
hit emerging economies in both goods and services. In late 2016, global
finance ministers and central bankers met in Washington, D.C., to discuss
the alarming indications of deglobalization.”®® Although McKinsey Global
Institute (MGI) reported in 2014 “that global flows could...more than
double or triple their current scale,”®! by 2016, it changed its tone. MGI
also reported that “after 20 years of rapid growth, traditional flows of

goods, services, and finance have declined relative to GDP.”®2

As usual with interactively complex problems, analysts are split over
whether recent reductions in trade and financial flows are a cyclical
downturn or a sustained long-term shift. Some predict globalization will
resume and even accelerate.®® In contrast, I argue that the convergence of
new technologies reinforced by political and social forces will dramatically
alter trade patterns. Over the next decade or two, these trends will result
in regionalization and even some localization of manufacturing, services,
energy, and food production. Profits, politics, and social trends will all
drive trade patterns toward regional trade blocks. As always, popular
political moods and social movements are subject to sudden reversal.
However, even if they shift back in favor of globalization, the converging
technologies will still make it more profitable to produce in the target
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market, and that will fundamentally change the global economy. Nor
is this period of deglobalization likely to be short. Political and even
security factors may shift quickly. But the technological convergence
that is making it more profitable to produce locally and regionally will
not be short lived. To explore what is driving this shift, it is necessary to
examine the new technologies whose convergence will so dramatically
alter how, where, and what is made—and that leads us to chapter 2.
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CHAPTER 2

TECHNOLOGICAL CONVERGENCE

Like earlier industrial revolutions, this new one will emerge from the
convergence of multiple technologies. Despite the shorthand sometimes
used to identify previous revolutions, none of them was driven by a single
technology. Each needed a convergence of numerous new technologies
along with accompanying economic, social, and political changes. Still,
for the purposes of this book, it is useful to review the previous industrial
revolutions quickly. It is also important to note that their failure to line
up precisely with corresponding globalization periods indicates that,
although technology was critical to the revolutions, they also required
political and social conditions to magnify their effects.

Klaus lists the first three industrial revolutions as:

—First Industrial Revolution—from about 1760 to 1840, the inven-
tion of railroads and steam engines led to mechanical production.

—Second Industrial Revolution—from the late nineteenth to early
twentieth century, electrical power and the assembly line made
mass production feasible.
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—Third Industrial Revolution—beginning in the 1960s, the digital
revolution changed information was handled with the arrival of
the mainframe computer (1960s), personal computing (1970s and
1980s) and Internet connectivity (1990s to present).'

Historians and other economists generally agree with Schwab’s outline
of the first three industrial revolutions. Robert J. Gordon of Northwestern
University wrote that

a useful organising principle to understand the pace of growth
since 1750 is the sequence of three industrial revolutions. The first
(IR1) with its main inventions between 1750 and 1830 created steam
engines, cotton spinning, and railroads. The second (IR2) was the
most important, with its three central inventions of electricity, the
internal combustion engine, and running water...The computer
and internet revolution (IR3) began around 1960 and reached its
climax in the dot.com era of the late 1990s...”

However, Gordon feels that technologically driven growth has faltered
and will not overcome inherent difficulties. In contrast, Schwab is quite
optimistic about the Fourth Industrial Revolution. He encourages readers

to think about the staggering confluence of emerging technology
breakthroughs, covering wide-ranging fields such as artificial
intelligence (AI), robotics, the internet of things (IoT), autonomous
vehicles, 3D printing, nanotechnology, biotechnology, materials
science, energy storage and quantum computing, to name a few.
Many of these innovations are in their infancy, but they are already
reaching an inflection point in their development as they build
on and amplify each other in a fusion of technologies across the
physical, digital and biological worlds.’

Schwab is convinced the convergence of these technologies is going
to revolutionize almost every aspect of our lives, mostly in a positive
way. However, when discussing its impact on international security, he
was concerned that the technologies will provide much greater power to
nonstate actors and create instability in many regions. I agree but believe
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it is important to expand the argument to include the impact that this
revolution will have on relations between and among nation states, as
well as the major impacts it will have on the character of war.

This book will not attempt to deal with all the technologies driving the
Fourth Industrial Revolution but only those that will most directly impact
international trade flows and the conduct of war. It will focus on the
advances in eight individual areas—robotics, artificial intelligence (AI),
3D printing, energy, food production, nanotechnology, drones, and space.

This chapter will focus on the first five—robotics, Al, 3D printing,
energy, and food production—and how they will greatly enhance the
productive capability of a society. In chapter 5,1 will address how advances
in nanotechnology, drones, task-specific artificial intelligence and space
will have direct impact on the character of war. The speed with which
these technologies are advancing is a major element in the power of this
revolution. To compensate in a small way for this lag between research
and publication, each section illustrates how developments in each field
have been accelerating in the last few years to let the reader extrapolate
on what the future might bring. Each has been developing for decades.
Each has hit the knee of its exponential growth curve.* Over the next
ten to twenty years, their convergence will drive deglobalization and
major shifts in the character of war.

RoBoTiCs

Robotics covers a vast field that will fundamentally alter how humans do
things from deep sea to outer space. We will start by examining industrial
robots, then move on to collaborative and social robots.

Industrial Robots

RobotWorx, a company that sells a wide range of industrial robots,
defines an industrial robot as “a mechanical device that is automatically
controlled, versatile enough to be programmed to perform a variety
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of applications, and re-programmable with a large work space, several
degrees of freedom, and the ability to use an arm with different tooling.”

George Charles Devol, Jr. applied for the first patent for an industrial
robot in 1954 and sold his first commercial models to General Motors in
1961. His intent was to relieve workers of heavy, monotonous, dangerous
work and to make money doing it. Throughout the 1970s and 1980s, robots
steadily evolved with improvements in degrees of freedom, range of
motion, strength, speed, reliability, accuracy, and repeatability. However,
as Tesla Corporation discovered in its attempt to build a fully automated
automobile factory, it takes time to make automation successful.® From
the CEO to the factory floor, people have to figure out how to integrate
the tools a new industrial revolution provides. But the company did learn.
In the third quarter of 2018, Tesla reached its production goal making
53,239 Model 3s in a three-month period.7

With focused effort, solutions are found. The increasing flexibility and
effectiveness of industrial robots is resulting in rapid, steady growth in
their numbers. From 2005 to 2008, global industrial robots sales averaged
115,000 per year. This increased to 294,000 units by 2016. Of those, Asia
purchased sixty-six percent, Europe took twenty percent, and Americas
only fourteen percent. Although China is currently the largest market
for industrial robots, it still remained below the International Monetary
Fund’s criteria for an advanced economy’s average number of robots
per 10,000 manufacturing employees. In 2016, China had sixty-eight per
10,000 workers whereas advanced economies average seventy-four. The
United States had 201; Japan 303; Germany, 309; Singapore, 488; and
South Korea, with its heavy industries, 631. With Korea demonstrating
the potential density for industrial robots, the rest of the world clearly
has much room for growth. In fact, sales grew by another thirty percent
in 2017.°

The additional capabilities provided by sensors and improved
mechanics mean industrial robots are become useful and cost effective in a
wide range of industries outside the automotive industry. The Changying
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Precision Technology Company automated its mobile phone production
lines and reduced the personnel needed from 650 employees to just
sixty. Its management plans to drop that number to twenty and increase
productivity by 250 percent at the same time. Although an increase of 250
percent in productivity and better quality with a ninety-seven percent
reduction in labor force may be an extreme example, the fact that this
is possible is driving chief executive officers to explore how industrial
robots can improve their companies’ competitiveness.’

The U.S. steel industry is a prime example. Between 1962 and 2005,
the steel industry shed seventy-five percent of its workforce, but its
shipment of steel products in 2005 equaled that of the early 1960s. Output
per worker grew by a factor of five. Despite the massive shedding of jobs
in the industry, steel has been one of the fastest growing manufacturing
industries in the last three decades, behind only computer software and
equipment.'® And, of course, CEOs who have to produce growth for
stockholders see the job-shedding aspect of robotics as a feature, not a bug.

Collaborative Robots

A product with potential for even greater growth—and hence greater
impact on many aspects of life—are collaborative robots, or cobots.
Unlike industrial robots that have to be separated from humans, cobots
are specifically designed to work in collaboration with humans. And
unlike industrial robots, which are expensive and have limited flexibility,
cobots are cheap and flexible. Designed to be mobile, they are easy to
move to a different location and assign a new task. They are already
working in homes, labs, hospitals, nursing homes, warehouses, farms,
and distributions centers to tend, test, carry, assemble, package, pick,
place, count, and inspect.'’ And unlike most large industrial robots,
collaborative robots are relatively easy to upgrade. A wide variety of
companies are rapidly increasing the types of cobots available as well
as their capabilities.'?
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In 2019, basic cobots cost around $24,000."> Assuming a forty-hour
workweek and three-year lifespan, this works out to just about $4 an
hour, which is not only well below U.S. labor costs but also competitive
with wages in emerging economies. And if you are running a plant with
two shifts, it drops to just $2 an hour; three shifts, about $1.35—well
below even most emerging economy wages. In addition, robots do not
need medical, retirement, or leave benefits.

Just as important, cobots are easily programmable. “A non-technical
person can teach it what to do through arm movement and simple button
presses, and it can master a new task in half an hour or so. There is also
little assembly or setup required.”™*

Numerous companies are developing a wide range of cobots that can
be configured to execute an expanding number of tasks.”® In 2015, ABB
introduced a two-armed YuMi robot that can put together car dashboards,
wristwatches, and eyewear. Western manufacturers see them as essential
to assist aging workforces. Goldman Sachs notes that “the average age
of workers in BMW’s Welt factory is rising (43 vs. 40 a few years ago)
as new technologies, such as exoskeletons, are increasing the longevity
of employees.”'® Of particular importance, the cobots can manage the
heavy components and reach into the awkward places that are part of
an assembly process.

Designboom notes that Aethon’s TUG robots are already being used as
couriers in University of California San Francisco’s hospital, delivering
everything from laboratory samples to food trays to linens. The Da Vinci
robot demonstrates how the precision skills of robots can apply in a
range of situations, from assisting surgeons with delicate surgery to
providing tattoo artists with unparalleled precision. In 2016, Japan opened
its first hotel ninety percent staffed with robots—from the velociraptor
that checks guests in to the simple TUG that delivers luggage to their
rooms."” Although it turned out the velociraptor was a bit “buggy” and
personal assistants in each room were not as effective as those in new
phones, half the hotels staff continues to be robotic.'®
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Cobots are also assisting with farming, warehouse operations, security,
and even as exoskeletons provide strength and protection to people."’
The low prices, minimal technical support required, and flexibility mean
that thousands of small- and medium-sized businesses that would never
consider purchasing industrial robots are buying cobots The small- and
medium-enterprise marketplace consists of almost six million companies
worldwide. Conservative owners may be reluctant to invest, but the fact
that cobots continue to improve their cost advantage over human labor
means they may have to.”’ In its series, Factory of the Future, Goldman
Sachs notes that today’s cobots have a payback period as short as six
months.?! ABI Research predicts global revenue from robots will “grow
at an annual rate compound rate of 49.9 percent between 2016 and 2025
compared to 12.1 percent for industrial robots.”*

In Japan, Ufactory is hoping inexpensive robotic arms that can be
programed by the purchasers will lead to crowdsourcing of increasingly
effective software. With an expected retail price of only $426 dollars,
these arms will open robotics to an enormous pool of talented amateurs.”

Even as costs come down quickly, the capability of cobots is increasing
at an exceptional rate. As recently as 2012, teaching a robot to sew was
considered a “DARPA-hard” project. DARPA, the Defense Advanced
Research Projects Agency, prides itself on tackling only the toughest prob-
lems—hence the slogan “DARPA-hard.” In 2012, it granted a $1.3 million
grant to develop a robot that could sew. Because U.S. law requires all mili-
tary uniforms to be made in the United States, its success would signif-
icantly reduce the cost of uniforms.”* Naturally nicknamed “sewbots,”
these systems are mastering the complex task of sewing—and thus are
threatening to disrupt the global clothing industry. Sewing is a complex,
highly physical job that requires cognitive skills to manipulate a variety
of materials with different characteristics that must be sewn at odd angles
and along curves. Given this and the fact that labor was a major cost
driver, clothing manufacturing moved to low-wage areas. Until recently,
machines did not have the dexterity and judgement to master these tasks.
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However, Softwear Automation has brought together recent advances
in robotics, sensors, and limited artificial intelligence and created Lowry,
an automatic cutting and direct-sewing machine.?” The implications for
the global garment industry are enormous.

The field of robotics seems to have reached the knee of its exponential
growth curve. From heavy-duty industrial robots to small personal
robots, the range of capabilities is expanding rapidly even as cost drops
and ease of use improves. Much like the mechanization of the first
industrial revolution, robotics will result in increased output at reduced
costs. Robots are eliminating the cost of labor advantage. Proximity and
responsiveness to the market, higher skills of the labor that is needed, fair
legal systems, strong and transparent financial markets are increasingly
driving decisions on where to produce products or provide services. By
eliminating any advantage to producing in low cost regions, they are, and
will continue to be, central to the return of production to home markets.
And, even as industry masters the mechanical aspects of robotics, key
advances are being made in the field of artificial intelligence which will
further enhance the advantages robots provide in production.

ARTIFICIAL INTELLIGENCE

Artificial intelligence (AI) has recently begun to make rapid, very useful
advances. Unfortunately, the term “artificial intelligence” can cause
much confusion. Much of current discussion concerns artificial general
intelligence (AGI), which itself has a variety of different definitions. In
fact, there is a great deal of disagreement in the Al research community
as to when or even if this goal is achievable.

For the purposes of this book, it is important to differentiate between
AGI and limited or task-specific Al In contrast to AGI, limited or task-
specific Al is about a machine operating with a set of guidelines to
accomplish specific tasks. Such a system would provide great practical
capabilities in its specified field but would not be capable of fully indepen-
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dent operation. At the 2016 O’Reilly AI Conference, Oren Etzioni noted
that whereas “narrow machine learning technology that has achieved
outstanding results on a series of narrow tasks like speech recognition
or playing Go...Super-human performance on a narrow task does not

1.”% However, this does

translate to human-level performance in genera
not mean limited Al is not already having a massive impact on global

production chains—and that impact will only expand in the future.

Andrew Ng, the lead for Baidu’s Al team, agrees that Al has had
major impact but notes it is still extremely limited. Most applications
take data inputs and generate a simple output, such as finding a human
face in a photo, evaluating the probability that a loan will be repaid,
translating a sentence, determining if a mechanical system is about
to fail, and other similar relatively simple but economically important
tasks.”” Although each program is tightly focused and clearly limited,
the cumulative economic effect will be very high. Ng’s rule of thumb is
that “if a typical person can do a mental task with less than one second
of thought, we can probably automate it using Al either now or in the
near future.””® This sounds rather innocuous but the amount of work
that even limited Al can automate includes a vast array of human work
—and threatens millions of jobs.

Numerous research centers are pushing to develop AGI, and in doing so
they are rapidly advancing the capabilities of limited Al. One promising
approach mimics the neurons of the brain. The JASON team noted that
“starting around 2010, the field of AI has been jolted by broad and
unforeseen successes of a specific, decades-old technology: multi-layer
neural networks (NNs).”*’ In the human brain, connections between
pairs of neurons get stronger or weaker as a person learns from life.
Researchers have established artificial neural networks that operate on
the same principle. Like humans in training or school, these artificial
neural networks learn by guided trial-and-error using the successes to
build the numerical relationships among artificial neurons. But they
are nowhere near approaching human brain capacity. “Google Brain’s
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investment [has] allowed for the creation of artificial neural networks
comparable to the brains of mice.”® However, mice can solve basic
problems such as mazes.

In effect, while working to develop AGI, research teams are building
limited artificial learning networks. Google has started to combine the
abilities of robots and Al to learn a task and then pass that knowledge
along to other systems.

In 2016, team learning by robots moved out of the lab and onto the
factory floor. Fanuc, a maker of industrial robots, created robots that
reprogram themselves as a team. In the past, it took days for an engineer
to write code to change the task for a single industrial robot, today
Fanuc has a different approach. Each robot videos itself so that after
completing the task, it can evaluate how it did. The robot then tries to
improve on the next trial. It repeats the process videoing, analyzing,
and experimenting until it arrives at an optimized solution. Using this
process, a robot on an assembly line can teach itself a new task—such as
assembling a small motor when supplied with the parts—overnight. “But
even with reinforcement learning and artificial intelligence, it may take a
single robot hours to reprogram itself. With parallel computing, however,
eight robots working together for one hour can learn just as much as a
single robot working for eight hours. It is dramatically faster than hand-
coding custom instructions.” In three to five years, this process will
be widely available and thus will further reduce the cost of assigning
robots to execute new tasks.*

Nor is Al limited to physical work. In January 2017 Fukoku Mutual
Life Insurance, a Japanese insurance company, licensed software based
on the famous “Watson” from International Business Machines (IBM) to
replace thirty-four insurance claim workers with “IBM Watson Explorer.”
Watson will scan hospital records and other documents to determine
insurance payouts. It will also factor in the specific injuries, each patient’s
medical history, and the procedures administered.
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Fukoku Mutual will spend $1.7 million (200 million yen) to install
the AI system, and $128,000 per year for maintenance...The
company saves roughly $1.1 million per year on employee salaries
by using the IBM software, meaning it hopes to see a return on
the investment in less than two years.”

IBM and Fukoku believe they will not only reduce costs but also
improve efficiency. Once again, note the very short time anticipated for
return on investment. If these predictions come true, it will provide major
incentives for other firms to follow suit simply to remain competitive
in their industries.

A different form of Al can develop optimal designs for a wide variety
of structures. Autodesk’s “Dreamcatcher system allows designers to
input specific design objectives, including functional requirements,
material type, manufacturing method, performance criteria, and cost
restrictions.”** The system then evaluates the vast number of designs
it generates in a cyber design space to satisfy the design requirements.
Tasked with designing a fastener for construction, it created one that is
approximately half the height and weighs seventy-five percent less than
one designed for traditional production methods. This led to an overall
weight reduction of the total structure of more than forty percent. This
approach can be used to redesign any high-quality, metal part. But the
resulting designs cannot be produced using conventional manufacturing
techniques.”” Thus, we need to explore another emerging technologies—
3D printing.

3D PRINTING

Like all the technologies in this section, 3D printing, also known as
additive manufacturing, is not brand new. The first patent was granted
in 1986. Due to its very slow speeds and uneven finishes, 3D printing was
initially used primarily to produce prototypes and a limited number of
unique low-volume products. But in the last decade, it has transformed
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from an industry focused on prototyping to one producing a wide range
of products. In addition to increasing the speed of printing and refining
the finishes, a great deal of effort has gone into expanding the number
of materials that can be used. By 2017, industry information centers no
longer attempted to list all the materials being printed but only those
most commonly used—metals, plastics, paper, biological materials, and
even food. More exciting, 3D manufacturing is rapidly creating entire
new materials, “up to 140 different Digital Materials can be realized
from combining the existing primary materials in different ways.”*® 3D
printing is quite literally changing what can be made.

Meanwhile, researchers and 3D companies continued to pursue both
versatility and speed. Multimaterial printers were one of the big steps.
In 2015, MIT researchers developed the MultiFab. At a unit cost of only
$7,000, it can handle up to ten materials at a time to print products from
lenses to fabrics to fiber optics bundles to complex metamaterials, with
applications ranging from scientific to aesthetic.’” And its products do
not require postproduction processing. Instead of printing a series of
pieces that then have to be assembled, the machine prints the assembly in
one go. As businesses learn to use these multimaterial printers, the range
of products they will be able to print will expand exponentially. Further,
3D printing is efficient because material wastage is near zero. It may be
cheaper to make a part from titanium using additive manufacturing than
from steel using traditional machining.

The range of products—from medical devices to aircraft parts to
buildings and bridges—and the order of magnitude increase in the
speed of printing is already challenging traditional manufacturing.®®
Massive increases in printing speed mean 3D printing has moved beyond
prototyping and very high value parts. In April 2016, Carbon3D released
a commercial printer that was one hundred times faster than existing
printers. The rapid improvements mean 3D printing captured twenty
percent of the global plastics manufacturing market in 2016.*° Not to be
outdone, metal printers have combined high speed and low cost to make
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them a system of choice even for mass production of small parts. The fact
that key patents are expiring soon will further accelerate improvements
in printer capabilities and capacities.*’

In early 2019, researchers from University of California, Berkeley, and
Lawrence Livermore National Laboratory developed a new technique
that allows small objects to be printed whole rather than in successive
layers and is up sixty times faster depending on the object. Based on an
off-the-shelf video projector and a laptop, this opens the field of printing
in resins to virtually anyone with an interest.*'

3D printing opens

up the possibility of a totally different supply chain, run with lower
costs and a lower carbon footprint. The materials and energy it
takes for manufacturers to create new parts will be harnessed into
electronic design files that can be printed on-demand, anywhere
in the world. And countless numbers of spare parts will never
physically need to trucked and flown to their destination. In these
new, transformative supply chains, many spare parts might not
even need to exist, which could translate to huge savings on
warehousing costs.*”

3D printing is revolutionizing manufacturing in many industries. The
ability to change each product by changing the software means the era
of mass customization and local production is on us. No longer will parts
have to be shipped across oceans and then trucked to the user. They will
be printed on site. 3D printing is clearly on the path to causing major
disruptions in global trade.

ENERGY

Energy, in the form of petroleum, natural gas, and coal, has been a key
component of global trade for the last half century. Yet, for most of human
history, energy was essentially a local product. Post-World War II, the
exhaustion of U.S. oil fields and the rapidly rising demand for energy led
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to the massive expansion of the global oil industry. Since then oil has been
a critical factor in national security planning. However, the influence
of petroleum on both the global economy and national security may be
waning. Rapid advances in energy technology, to include shale (tight) oil
and renewable energy sources, are changing the global energy markets
—and in many cases moving energy sources from overseas companies
to locally produced oil, gas, and renewables.

In its “World Energy Outlook 2017,” the International Energy Agency
(IEA) stated

Four large-scale shifts in the global energy system set the scene for
the World Energy Outlook 2017: the rapid deployment and falling
costs of clean energy technologies, the growing electrification
of energy, the shift to a more services-oriented economy and a
cleaner energy mix in China, and the resilience of shale gas and
tight oil in the United States.*

Gas and Oil

Coal, previously the dominant source of energy, has steadily been losing
ground in the West and is now losing ground in China and even India.
Further, the U.S. fracking revolution is resulting in a global increase in
demand for natural gas even as oil use may have peaked. In November
2016, the Wall Street Journal ran a front-page article reporting that global
oil producers such as Royal Dutch Shell and even state-owned Saudi
Aramco anticipate that the world has reached peak oil usage and are
preparing for a future decline in demand.**

Hydraulic fracturing, or “fracking,” has had the biggest impact on
global energy supply in the last decade. The process of fracturing or
breaking up hard stone five thousand to nine thousand feet underground
to free trapped shale (tight) oil has been around almost as long as the oil
industry. As early as the 1860s, drillers were using explosives to free this
oil. Explosive fracking was effective but highly dangerous, and drillers
worked hard to find alternatives. But modern-day fracking did not begin
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until the 1990s, when George P. Mitchell combined hydraulic fracturing
with horizontal drilling and created a process that made recovery of
shale oil profitable.

Most analysts felt it would come online slowly, like traditional oil
projects. In 2012, the U.S. Energy Information Administration (EIA)
estimated shale oil production could reach 2.8 million barrels per day
(bpd) by 2035. It did so by 2013.** In late November of 2014, an industry
expert noted that the EIA predicted the United States would become the
world’s largest oil producer by 2020.* This was realized by June 2014.*

The price of West Texas Intermediate, a benchmark price, dropped
from $98 a barrel in 2013 to $48 in 2015.% Obviously, this caused a crisis
for major oil exporters. Many called for a global reduction in production,
the historic approach to falling oil prices taken by the Organization of
Petroleum Exporting Countries (OPEC). But Saudi Arabia, the key swing
producer, decided on a much more aggressive approach. In an effort to
drive shale oil producers out of business, the Saudis decided to increase
production. By driving down the price, they hoped to bankrupt U.S.
producers and regain control of the global oil price.* U.S. producers
responded by consistently cutting costs. By early 2018, Permian basin oil
reached the point it could be profitable at less than $30 a barrel and the
basin is projected to account for one-quarter of all new oil production
globally over the next decade.’® Thus, even as oil prices fell to record
lows, U.S. producers thrived.

Perhaps the most powerful aspect of U.S. shale oil operations is the
speed with which fracking operations can be shut down or reopened in
response to demand. Conventional oil fields take years to bring online
and then have to produce for years to pay for the massive infrastructure
costs. U.S. firms have become so good at fracking that they can get fields
online in a matter of months. From October 2016 to January 2017, U.S.
crude production increased 500,000 barrels a day in response to the price
increasing from $45 to $50 a barrel. >
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Even more important for future economic growth, U.S. gains in effi-
ciency show that many producers are eager to open wells even with the
price of oil below $60 a barrel. Although there will still be price spikes
during time of crisis, U.S. oil supplies may well ensure the price of West
Texas Intermediate remains near $65 a barrel (2018 dollars) for a long time.

Natural Gas

Fracking has also resulted in a natural gas boom in the United States. As
recently as 2007, U.S. companies were racing to build liquid natural gas
(LNG) import facilities. The demand for natural gas was growing very
quickly, and U.S. production was falling. In October 2005, the Henry Hub
(U.S.) spot price rose to $13.42 per million British thermal units (MBTU).
Then the fracking revolution occurred, which resulted in a massive drop
in price to $1.93 per MBTU by December 2015—a reduction of eighty-
five percent. Suddenly companies were applying for permits to turn their
LNG import facilities into LNG export facilities. Figure 4 records the
shifting cost of gas in the United States compared to Europe and Asia.
Clearly, U.S. LNG exports can provide a healthy profit even factoring
in liquefaction and shipping costs.

There was concern among some analysts that the rapid expansion
of LNG export facilities would result in significantly higher prices for
American industry as companies shipped gas overseas in search of higher
prices. In March 2018 the second of five planned U.S. natural gas export
trains opened, and electricity production continued its rapid shift from
coal to gas, yet Henry Hub spot price was $2.78 on April 6, 2018—only
twenty percent of its peak price in 2008.”*

Fracking drove the price of natural gas in the United States down as
early as 2008. Figure 4 shows that, as late as 2005, those U.S. industries that
made heavy use of natural gas for their products (e.g., the petrochemical
industry) or to generate energy for production were at a disadvantage
in global competition. U.S. companies paid significantly more for this
vital input.
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By 2008, fracking had completely reversed the situation, and the cost
advantage to U.S. manufacturers has only increased since then. Even
when a combination of falling demand in China and very low oil prices
resulted in the LNG price in Japan falling to about $9 per (MBTU) in
March 2018 contracts, natural gas prices in the United States remained
less than half that of Europe and one-third that of Asia.**

During the political debate over whether to license LNG export facilities,
opponents stated the United States would be giving away a huge cost
advantage that was supporting the return of jobs. They were concerned
that exporting large quantities of natural gas would bring the world
price down to that of the United States and erode our manufacturing
advantage. Although the cost differential did in fact decrease a small
amount, U.S. industries that use high volumes on natural gas still maintain
a significant cost advantage over foreign competitors. Gas delivered
by pipeline has much lower shipping costs than liquid natural gas. To
prepare natural gas for export as liquid natural gas, it must be liquefied
(cooled to -260 degrees Fahrenheit), shipped by sea, and gasified. Each
step adds significantly to the cost for consumers who use LNG rather
than pipeline-supplied gas. The minimum cost an overseas customer can
pay for U.S. LNG is the U.S. cost of natural gas, plus the liquefaction
costs, plus shipping costs. It is the liquefaction and shipping costs that
will maintain the U.S. price advantage.

Renewables and New Transmission Lines

In its October 2016 renewable energy market report, the IEA reported
that 2015 was a record year for renewables and increased its predictions
for growth over the next five years. “Generation from renewables is
expected to exceed 7600 TWh [terawatt hours] by 2021—equivalent to
the total electricity generation of the United States and the European

Union put together today.”>
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In its 2017 report, the IEA noted new renewables installation increased
to 165 gigawatts or almost two-thirds of all newly installed electrical
energy production.’® In its 2019 Global Energy Perspective, McKinsey
predicted that, even as energy consumption doubles by 2050, renewables
will generate over 50% of electricity by 2035.” Figure 5 provides an
overview of the rapid global growth of renewable energy production.

China is making a big bet on renewables. China’s energy agency
announced in January 2017 that it will spend at least $360 billion through
2020 on renewable energy sources.”® This is on top of its massive growth
in wind energy installations in 2015 and 2016. During 2015, China installed
one large wind turbine every hour to create 30,000 megawatts of new
wind turbine generation in that single year.’® Facing a ballooning subsidy
deficit, the Chinese government reduced its subsidies for clean energy
in early 2019. However, some analysts believe funding will increase
substantially in the second half of the year as investors rush to invest
in new projects.*

However, there are two major problems with renewables. One, they
are inherently intermittent. Wind intensity varies in unpredictable ways,
and solar fails every night and during bad weather. Even hydro power
is subject to reduction during periods of drought. Second, the best solar
exposure or steadiest winds are often far from the places people live.
Thus, renewable energy and power transmission must be thought of as an
integrated problem. Around the world, nations and private business are
installing renewables and long-line high-voltage transmission systems.

China’s plan to exploit the existing and still-building wind power as
well as the hydro power in its far southeast relies on building more
transmission lines. Beginning in 2010, China began installing ultra-high
voltage direct current (UHVdc) lines to move the power two thousand
kilometers from generators to users. The State Grid Corporation of China
announced it will invest another six hundred billion yuan (about $90
billion) by 2020 to improve its power distribution systems.
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Yet investment in long lines does not solve all the problems in a power
network. Even with its huge investment in UHVdc lines, China will still
face major distribution bottlenecks because of constraints in local grids,
fluctuation of renewable power supply, and power plant performance.®'
Roughly one-fifth of the wind power generated across China, and up to
half in some areas, goes undistributed due to power transmission network
problems.®” Despite these challenges, China’s leadership is clearly set
on increasing the use of renewables both as a way of dealing with its
massive pollution problems and as insurance against the interruption of
overseas oil, gas, and coal in the event of conflict.

Europe has a different situation—because it does not have a unified grid,
excess power produced by renewables in one part of the continent cannot
be delivered to users in another part. On sunny days, Spain produces
more solar power than it can use. When the North Sea is windy, northern
European countries have more wind power than they can use. As a
partial response, 50Hz, which operates the grid in northern Germany,
wants to build an UHVdc line linking Europe’s energy producers and
markets.”> When the wind blows hard at night while Europe is asleep, the
energy could be sent to Scandinavia to pump water back uphill into the
hydroelectric reservoirs so power will be available during peak daytime
hours. The only way to achieve this is with an integrated European
wide grid. As with most Western countries, major infrastructure projects
will run into numerous environmental and NIMBY (not in my back
yard) protests. Beyond even these hurdles, building such a system will
require great trust between nations because each will be outsourcing
part of its power production to another. Given the current distrust in the
European Union, this may be the most difficult hurdle of all. To avoid
these difficulties, companies and individuals will install small scale-scale
installation to take themselves partly or even entirely off the grid.

The situation is yet again different in the United States. Here, coal
is rapidly being replaced by a mix of natural gas and renewables. The
fracking revolution means natural gas is both cheaper and cleaner than
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coal. Natural gas plants are also more efficient as base load plants needed
to compensate for the intermittency of renewables. Of the twenty-seven
gigawatts of new electricity generation installed in the United States
in 2016, more than sixty percent were renewables—primarily wind and
solar—and thirty-three percent were natural gas with coal accounting for
less than one gigawatt.** Renewables remained a major player in 2017
representing 49 percent of all new installations.” Further, a recent study
from the Energy Institute at the University of Texas at Austin noted

Overall, natural gas combined cycle power plants [gas generator
that uses waste heat to drive a steam generator] are the lowest cost
option for at least a third of US counties for most cases considered.
Wind is also commonly found to be the lowest cost option.*®

In 2006, the International Energy Agency predicted global installed
photovoltaic capacity by 2013 would be twenty gigawatts. It was actually
seven times larger—140 gigawatts and increased to 227 gigawatts by
2015. On cost alone, solar is clearly competitive. This was reflected by the
fact that new solar installations in the United States in 2016 were ninety-
five percent higher than 2015, nearly doubling from 7,493 megawatts
to 14,426. Of particular interest, it was utility scale segment that grew
fastest, installing 145 percent more capacity in 2016 than in 2015. ¢/
From 2007 to 2016, solar installation has averaged fifty-nine percent
growth and has grown from 0.1 percent of electricity production to two
percent.®® Solar installation slowed in 2017 to 10,600 megawatts and
similar levels in 2018. But, led by utilities, it surged again in 2019 with
projected installation of over 13,000 megawatts.®

These statistics reflect only utility-scale generating capacity and thus
do not account for the growing private installation of renewable energy.
Both developing and developed countries are seeing huge growth in
local production and grids.”® In fact, Bangladesh is the world’s largest
market for home solar system.
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During the first three quarters of 2016, more than three gigawatts
or fifteen percent of additional residential and nonresidential solar
generating capacity was privately installed in the United States.”' There
is also a growing business in providing renewable energy to major
corporations.”

Like Europe and China, the United States needs to invest in transmission
lines if it is to maximize the use of renewables. Fortunately, it has a
successful model—Texas. For historical reasons, the U.S. power grid
is divided into three major sections—the Eastern Interconnection, the
Western Interconnection, and the Texas Interconnection. Because its
power grid is contained within the state, Texas overcame the various
forms of political resistance and built transmission lines from its very
windy western plains to its energy-hungry eastern cities. At times, wind
provides forty percent of Texas’s power needs. Other regions have great
potential for renewables—the Great Plains and offshore for wind, the
Southwest for solar. In March 2017, Xcel announced plans to install
eight hundred megawatts of new wind generation capability in the
Dakotas and Minnesota.”” Delayed by regulators since 2005, a three-
thousand-megawatt line is finally being built to take Wyoming wind
energy to southern California.”* Other investors are seeking to link
wind and solar energy to the southeastern and eastern United States.
Like Europe, as individual states learn to coordinate the construction of
transmission lines, renewables will be shifted across the grid and reduce
the reliance on backup generation.

Batteries’ Impact on Energy Sources

Whether the user is a major power company looking for a way to store
power to feed back into the grid or an individual homeowner seeking to
get off the grid, batteries can provide an alternative to fossil fuel backups.
This is another field where many researchers—commercial, government,
and university—are pursuing a variety of possibilities.
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Commercial power companies need massive storage capability to take
over the “peaker” function now performed by natural gas—burning plants.
These plants come online only during periods of peak load to prevent
brownouts or even blackouts. Unfortunately, developing battery storage
has been a slow process. “It took 30 years to install enough systems to
add up to a gigawatt,” but an estimated “1.7 gigawatts [are] expected
to go into service in 2017 alone. State regulators are a key driver, with
California ordering utilities to install at least 1.3 gigawatts of storage
by 2020.”7° In June 2017, Massachusetts mandated that two hundred
megawatt hours of storage be installed by 2020 and committed $10 million
in public funds to the goal.”®

Driven partly by California’s Public Utilities Commission, Southern
California Edison plans to install a one-hundred-megawatt storage battery
by 2020. Moving much more quickly, Elon Musk combined Tesla Motors
and SolarCity to create a new way of supplying power. In July 2017,
he signed a contract to provide one hundred megawatts of storage in
Australia and had the system running and highly profitable by January
2018.7 By October, it was on “track to make back a third of its construction

costs in its first year of operation.””®

The combination of Tesla’s success, rapidly falling prices for storage,
and government mandates have piqued the interest of big banks. “Lenders
including Investec Plc, Mitsubishi UF]J Financial Group Inc. and Prudential
Financial Inc. are looking to finance large-scale energy-storage projects
from California to Germany, marking a coming-of-age moment for the
fledgling industry.””’

The convergence of fracking, renewables, energy grids, and batteries
means that more and more energy production will be local or, at most,
regional. Renewables can be moved vast distances via transmission lines
so they can tie a region together. But there will not be a global market
for renewables. Unlike oil, propane, coal, and LNG,; it is impractical and
unnecessary to move renewable energy across oceans. Thus, unlike the
gas/oil market, which contributes to globalization, the renewables market
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will contribute to regionalization—and even to localization as more and
more businesses and homes take advantage of improving battery capacity
to move off grid.

Foop ProbpuUCTION

Agriculture is another area that has seen increased global trade over the
last few decades. High-value fruits, vegetables, and flowers move from
nations with favorable growing conditions to those without. However,
indoor farming has begun to undercut this trade by providing locally
produced, fresher organic products. A facility in Tokyo produces 10,000
heads of lettuce per day in only 25,000 square feet—less than half of a
football field—and is building another all-robot operation.** This second
operation plans to produce 50,000 heads of lettuce daily and scale up to
produce 500,000 heads a day within five years.®" Now that the concept
has been proven, Japanese electronics firms are putting their unused

factories into food production.®”

According to the Japanese Ministry of
Economy, Trade, and Industry, Japan currently has about 211 computer-
operated plant factories—hydroponic and aeroponic farms growing food
in closed environments without the utilization of sunlight.”®

The industry is not restricted to Japan. The U.S. firm AeroFarms
runs one of the world’s largest vertical farms and, by tuning light and
environmental conditions to the specific needs of each crop, harvest up
to thirty times a year. Similar urban farms are being built across Europe
and Russia. They are part of a vertical farm industry that is attempting
to grow produce close to where it will be eaten. The business model is
to sell to high-end grocery stores with a guarantee of produce that is

moved from the stalk to the shelf in only four hours year-round.

High-value vegetable crops are not a major factor in global trade,
but they are very important for some economies. The movement of
that production from low-wage, warm countries to high-wage countries
simply adds one more element to the deglobalization process.
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In addition to meeting the growing demand for fresh, local produce,
these farms may gain a cost advantage. They do not require herbicides
or pesticides, use ninety-nine percent less water, waste eighty percent
less food, use forty percent less power, reduce shipping costs, and
are not subject to weather irregularities.** Scaled-up, these processes
will seriously reduce the market for long-range shipping of high-value
agricultural products. It is less clear whether bulk products such as grain
can be farmed using the same techniques. However, Japanese firms are
growing rice in a number of their facilities on a test basis.

Cultured (vat-grown) meat will also have an effect on global trade.
Currently in its infancy, cultured or “clean” meat remains expensive
and of inferior quality. But the fact that it has been done and is steadily
improving in taste and texture changes the nature of the problem. It
is no longer a question of biological feasibility but of engineering and
production. In the last five years, Mosa Meat, a Dutch firm, has cut the
price of its vat-grown burger from $300,000 to $600 and plan to be at
$11 per burger by 2020.° Moreover, proponents state that it takes ninety
percent less water and ninety percent less land, produces ninety percent
less greenhouse gases, and uses forty-five less energy to grow a pound
of cultured meat compared to growing it on the hoof.** Cultured meat
will not require antibiotics and will be produced in a much more sanitary
environment than current processes.

Progress in cultured meat has reached the point major corporations
such as Tyson Foods, Cargill, and PHW Group (the third largest poultry
producer in Europe) are investing.®” Almost all predictions show meat
consumption increasing globally over the next couple of decades. The
U.S. market for meat and poultry alone was $186 billion in 2014.%® The
growing global market will provide massive financial incentive to master
the production of cultured meat or meat substitutes. When it succeeds,
it will reduce the import/export not just of meat products but of the
agricultural feed products necessary to raise animals. The top five soybean
exporters shipped a total of over sixty million metric tons in 2015, most
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of it as animal feed.®” One result will be the repurposing of huge tracts
of land currently used to raise livestock and their feed.

CONCLUSION

The convergence of these technologies will change our societies in ways
that are hard to imagine. It is already clear it will change what we make,
how we make it, and where we make it. Manufacturing is moving to mass
customization—production runs of one! Most important, manufacturing
will be located near the market.

New technologies will also return service-industry jobs to the markets
they serve. Renewable energy is inherently regional rather than global.
Environmental movements will reinforce these trends by pushing to
reduce the impact of manufacturing and agriculture on the environment.
In the next chapter, we explore the global economic changes that might
evolve from these drivers. And in the fourth chapter, we examine the
military implications.
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CHAPTER 3

EcoNnomic IMPACT

The history of international trade is active; it is a dynamic story of
expansion and contraction. Improvements in transportation, financial
systems, preventive medicine, and political stability have consistently
led to global trade expansion. These improvements let regions produce
and trade globally, making use of their competitive advantages.

There are numerous models that attempt to explain why particular
nations thrive economically. And, as with all things economic, there is a
great deal of disagreement as to which model is best or even what factors
are critical. If President Harry Truman were alive today, he would still
be searching for his one-handed economist.

Lacking this mythical economist, I will use Michael Porter’s Diamond
Model to examine how the fourth industrial revolution is changing
competitive advantages in global trade. It describes four major elements
required for successful businesses—firm strategy, structure and rivalry;
factor conditions; demand conditions; and related supporting industries.
While not a formal part of his model, it also includes discussion of the
impact of government and chance on business. Firm strategy, structure,
and rivalry expresses how firms are organized and plan as well as how
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they are improved if they have to compete against other local firms.
Factors address the natural, capital, and human resources available
to the company. Demand conditions provide the underlying base for
the company as well as providing feedback on its products that drives
improvement and innovation. Finally, related supporting industries
provide not only a base of suppliers but also an innovation incubator.

The convergence of technologies in the fourth industrial revolution is
shifting the balance among these factors. Unless a nation has very high
tariffs to protect its industries, all must still compete hard to continually
improve or face bankruptcy. In fact, globalization forced many companies
to compete against aggressive, foreign firms. Those that survived did so
by improving their products. The U.S. auto industry is a good example.

This will not change, but U.S. companies will gain significant advan-
tages from the other elements. Advanced manufacturing is reducing
and even eliminating the cost of labor as a factor while simultaneously
increasing the value of access to capital and a well-educated labor force.
And U.S. firms will continue to benefit from lower energy costs than most
of their competitors. One of its greatest advantage are the world-class
research and educational institutions of the United States. U.S. firms are
also favored by being in the world’s largest economy and a market that
demands frequent product cycles which increases the value of proximity.
Finally, while the U.S. has suffered from the loss of supply chains as
traditional manufacturing moved overseas, advanced manufacturing is
creating entirely new and very different supply chains that are being
built in home markets.

Rather than new technology making it more efficient to exploit Ricard’s
traditional comparative advantages (cheap labor, proximity to raw mate-
rials, etc.) of making something in one location and then shipping it
to market, this industrial revolution will make local production better
and cheaper. It will change how, what, and where we manufacture—as
well as how we provide services and financing—for a broad spectrum
of businesses.
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How WE MAKE THINGS

The combination of robotics, artificial intelligence, and 3D printing is
rapidly changing how we make things. The trend is accelerating, and
there is no end in sight.

Industrial Robots

Even though it requires major capital investment, Foxconn, the Taiwanese
chip manufacturer, has decided it can increase profits by replacing most
of its mainland Chinese workforce with industrial robots." In order
to maintain high-quality, high-volume production, Foxconn carefully
studied each task and wrote precise rules for each. One worker reported
that, to achieve production targets, she “had to adopt a particular posture,
her stool had to stay within yellow and black lines; every movement
was studied, rationalized and standardized for maximum efficiency.”
Adaption, ingenuity, creativity, innovation, and judgment were not only
not required but were proscribed. The job description sounds like it was
written for a robot. In fact, Foxconn has already developed its own line
of robots, installed more than 40,000, and is manufacturing an additional
10,000 a year.?

Foxconn sees robots as both cheaper and easier to work with. Robots
will not strike, require vacations, get sick, or slow down. Although they
do require human assistance, there will be a vastly smaller workforce,
and that workforce will be more highly educated and better paid. This
is clearly desirable for an individual firm, but the implications for the
economy as a whole are extraordinary.

According to Boston Consulting Group, about ten percent of all
manufacturing is currently automated, and this number will rise to
twenty-five percent by 2025. Driving the trend is the dramatic decrease
in the operating cost of robots. An electronics-manufacturing robot costs
only about $4 per hour for routine assembly tasks.’ In contrast, the cost
of labor in China averaged $14.60 per hour plus benefits in 2016. In 2000,
labor represented only thirty percent of China’s manufacturing costs.
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By 2015, it was sixty-four percent.* With China’s total labor force now
declining, the robots cost advantage will only increase. And China’s
“Made in China 2025” program provides subsidies for upgrading plants
from human to robot labor.

The potential savings are enormous. Foxconn reduced its labor force
in a single factory in Kunshan China from 110,000 to 50,000 by installing
robots guided by artificial intelligence. As many as six hundred other
major Chinese companies have similar plans.” In 2016, Dongguan City
created a plan to replace human workers with robots at 1,000 to 1,500
factories to strengthen its role as a manufacturing hub.® As a nation,
China plans to produce 100,000 industrial robots for domestic use per
year by 2020.”

Collaborative Robots

Collaborative robots or cobots, which represented less than five percent
of global sales in 2015, will soon have an even greater impact than
industrial robots. At a current average cost globally of only $24,000 they
are appealing strongly to the smaller companies that account for seventy
percent of global manufacturing.® In addition to being affordable,

they can be placed alongside humans in small-spaced electronics
assembly lines, because they are affordable and easily trainable,
and because they are flexible to handle short runs, repetitive and
boring jobs, and ergonomically challenging tasks...teams made of
humans and robots collaborating efficiently can be more productive
than teams made of either humans or robots alone. Also, the
cooperative process reduced human idle time by 85 percent.”

Once again, whether you consider that a bug or a feature depends on
whether you represent management or labor.

In 2014, total cobot sales were $116 million but growing explosively."
Barclays predicts cobot sales increasing to $12 billion by 2025, an increase
of over one hundred times in just ten years."
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Accelerating the drive to robotics is the fact that those CEOs who
have already used robots are the most enthusiastic about buying more.
Ninety-four percent of those CEOs who had already adopted robots say
the robots increased productivity.'* Increased productivity combined
with reduced labor cost makes the rapid adoption of these robots very
attractive even to small businesses.

Sewbots

As mentioned in chapter 2, sewbots are a new category of cobots that is
maturing rapidly and will have a massive impact on the global clothing
industry. Starting in the late 1960s, textiles, clothing, and footwear
(TCF) moved their operations to low-wage countries simply to remain
competitive. The insoluble problem for the industry was the difficult,
labor-intensive nature of sewing. When robots began moving into heavy
industry in the early 1960s, no robot could sew. TCF companies could
only move overseas.

It was not until the early 2010s that automation first began to take
over the complex process of actually making clothing. By June 2016,
Softwear had twenty robots working in the field, one assembling 30
separate pieces of fabric to create the final product.”® At the same time,
Henderson Sewing Machine Company demonstrated a machine that
fed a two-headed sewing machine and cost only $25,000. Moreover, as
Henderson stated, “it doesn’t get sick, doesn’t take vacation.”*

Using robotics, clothing manufacturers have found they can get better
quality much faster and produce near their markets. Henderson Sewing
Machine Company signed a customer who previously ordered customized
logos from China—9.5 million units a year. The time from order to
arrival could take nine months; and if the colors were not quite right, the
customer was stuck. Henderson established a system in the United States
where the final customer orders online, machines cut, screen, dry, sew,
pack, and ship the product the following day."” And only one worker per



70 DEGLOBALIZATION AND INTERNATIONAL SECURITY

shift is needed to run the machine. Although the technology is only a
few years old, sewbots have also mastered making T-shirts and jeans.

Today sewbots can provide low cost labor in proximity to the customer
in order to provide “socially conscious,” individually customized clothing
and shoes near the customers—and at a higher profit margin.

3D Printing

3D printing is creating entirely new ways to manufacture a rapidly
expanding range of products from medical devices to aircraft parts
to buildings and bridges. The recent orders of magnitude increase in
the speed of printing is challenging traditional manufacturing. United
Parcel Service (UPS) established a new initiative called “Direct Digital
Manufacturing” focused on providing very rapid 3D printing of any
customer’s design. The

facility will house a staggering 100 3D printers which can be used
to manufacturing one-off parts, or mass manufacture 1,000 of the
same part...[the printers] run 24 hours a day, 7 days a week, and
require just three employees total; one per 8 hour shift.'®

The building was designed to expand easily to 1,000 printers. UPS also
offers 3D printing in over one hundred stores nationwide and opened
a 3D-printing facility in Singapore."”

The concept is simple, local production of a vast number of
components will hit the international shipping market hard...
UPS wants to stop shipping your parts long distance. It wants
to make them locally and then deliver them to your door as fast
as possible.'®

Staples has followed suit and put 3D printers in one hundred of its stores.

This new method of manufacturing has four major advantages: it
largely eliminates labor-cost advantages through the elimination of
humans in the process, it reduces shipping time for finished products,
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it eliminates most inventory and warehousing costs, and it eliminates
most shipping costs.

In sum, automation driven by improved robotics and task-specific
artificial intelligence combined with 3D printing is changing how we
make a wide range of products from an expanding range of materials—
to include many which cannot be created any other way.

WHAT WE MAKE

As the technology improved, 3D printing rapidly moved from prototyping
to production. General Electric uses 3D printed nozzles on its new LEAP
jet engines. Rather than being assembled from eighteen smaller parts,
the new nozzle is printed as a single piece that is lighter, stronger, longer
lasting, more efficient, and cheaper."” More recently, it used 3D printing
for over one-third of the parts in its new Advanced Turboprop engine.
The most amazing result was consolidating 855 separate parts per engine
to just twelve.” At the other end of the complexity spectrum after ten
years of development and hundreds of prototypes, Chanel began printing
mascara brushes—at the rate of one million per month in a single facility.*!

Perhaps more revolutionary is the fact that, for the first time, designers
can design for purpose. Current manufacturing techniques often require
that optimal design be subordinated to manufacturing limitations. In
the past, the designer may have envisioned the most efficient form
for a product, but that form might be impossible to machine or build.
Compromising design to account for manufacturing limitations results
in lower operational efficiency and higher manufacturing costs. 3D
printing frees the designer to create virtually any form and see it printed
to specification.

3D printing also allows designers and engineers to experiment with
new techniques to increase strength and functionality. Honeycombed
structures, like those in bird bones, maximize strength for a given weight,
but such structures have been very expensive and difficult to make with
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traditional manufacturing. 3D printing can make them with relative
ease. Further, 3D printing expands the possibility of using new alloys,
including gradient alloys. These are alloys where the percentage of each
type of metal in the alloy changes over the length or breadth of the part.
This expands the material properties of the product and increases the
precision in production.

Thus, 3D printing is having a major impact on manufacturing by
bringing two other changes—mass customization and design for purpose.
Because each print is guided by software, each individual product can
be customized at no extra cost simply by selecting different options in
the software.

3D printing will also let us make things that have never been made
before. 3D laser lithography “enables the rapid fabrication of nano-,
micro- and mesostructures with feature sizes starting from about hundred
nanometers up to several micrometers.”®® The ability to print at this
scale means entirely new products including micro-optics and photonics,
integrated wafer-level optics, micro-fluidics, cell scaffolds and tissue
engineering as well as biomimetics. A team of researchers has a miniature
3D-printed lens that uses two pairs of lenses to achieve the visual acuity
of an eagle with obvious application for surveillance drones.”

Just as remarkable, 3D printing can actually improve the performance
of existing materials. For instance, 3D-printed ceramics can have ten
times the compressive strength of commercially available ceramics,
tolerate higher temperatures, and be printed in complex lattices further
increasing the strength to weight ratio.”* Not only will 3D printing allow
faster, better production but it will allow the production of entirely new
products made of entirely new materials.

WHERE WE MAKE THINGS

Boston Consulting expects that manufacturers will “no longer
simply chase cheap labor.” Factories will employ fewer people,
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and those that remain are more likely to be highly skilled. That
could lure more manufacturers back to the United States from
lower-wage emerging market countries.”

Automated sewing and 3D printing mean custom clothing and shoes
are moving from high-end individualized fashion houses to the mass
market. As the software is perfected and material base widens, all clothing
may be made to individual order because there is virtually no additive
cost to customizing each product. Today, companies are even exploring
using bio-printed leather to create belts and shoes.” Instead of making
mass-produced clothing, companies will mass produce clothing made
specifically to each customer’s personal measurements.

The move to automation in TCF industry will cause major disruptions
in the nations currently producing these products. The International
Labor Organization reports that sewbots are

more likely to be deployed in destination markets such as China,
Europe, and the United States. The disruptive impact on the sector
in Association of South East Asian Nations (ASEAN) could be
very substantial, as robotic automation poses a significant threat
of job displacement.”

A modern automated sewing machine can produce twice as many
T-shirts per shift as a ten-person sewing line. This threatens sixty to
seventy-five million jobs in the clothing industry.?®

Because robot labor costs roughly the same anywhere, the response
is to move the manufacturing facility to the market. Moving close
to the market has three great benefits for manufacturers. It reduces
transportation costs, increases efficiency and quality control, and is
more responsive to customers’ requests for changes and customization.
Further, 3D printing reduces the need for existing supply chains will
make reshoring easier and cheaper.

General Electric recently opened a 125,000 square foot, $40-million plant
in Pittsburg dedicated to 3D printing. It allows GE to more effectively and
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less expensively produce complete components for its aircraft engines.
GE is not alone. Boeing, Rolls Royce, and Airbus are just some of the
companies in the aircraft industry are establishing 3D-printing facilities.
They are entering new markets such as fabricating custom-fit medical hip
joints even as they improve their old processes by speeding the design
cycle with rapid prototyping.?

POowER PRODUCTION

Most people get their power from a local power company so they
may not think changes in power production will have much impact
on international trade. The reality is that a great deal of energy in the
form of gas, oil, and coal have been traded internationally. However,
the explosion in fracking in the United States is dramatically shifting
that trade. From a peak import demand of over five billion barrels of
oil in 2005, U.S. demand dropped to 3.7 billion barrels in 2017.*° This
figure alone does not capture the magnitude of the shift. Since 2005, U.S.
petroleum and other petroleum-based liquids exports have increased from
425 million barrels a year to over 2.4 billion barrels a year.*' Thus the net
effect on global oil trade is a reduction of U.S. import demand from five
billion barrels a year to only 1.3 billion barrels. With the projected global
demand increasing only 2.6 billion barrels a year by 2040, demand from
the rest of the world will not make up for the decline in U.S. imports.** By
shifting a huge part of its demand from imports to national production,
the United States is reducing the global trade in oil.

Fracking has also dramatically reduced U.S. demand for imported
chemicals. It provides the United States with plentiful supplies of cheap
natural gas—the critical feedstock for many chemical-industry products.
The result has been heavy investment in new U.S. petrochemical plants,
with 310 new projects underway that will satisfy most U.S. demand
and increase U.S. exports from $17 billion in 2016 to $110 billion by
2027.%° This unplanned advantage for America’s chemical subsector will
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have spillover benefits as the expansion stimulates local development of
directly related service and manufacturing businesses.

Fossil fuel is not the only industry changing dramatically. Renewable
energy production remains on a steep upward curve as cost per kilowatt
hour steadily decreases. Unlike oil, coal, and LNG which are in forms
suitable for storage and global transport, renewable energy is distributed
locally or regionally rather than globally. In addition, the rising use
of “distributed generation” will further localize energy production and
distribution. Distributed generation uses small-scale technologies to
produce electricity close to the end users. Further, solar and wind energy
are increasingly being installed behind the meter so that the energy is
consumed where it is produced. Moreover, not all distributed-power
schemes involve renewable sources or batteries.

Wesleyan University in Connecticut has installed a system based
around an efficient engine running on natural gas (which fracking
has made cheap in America). Besides generating about 95 % of the
electricity that the university needs, the set-up captures much of
the engine’s waste heat to provide heating and hot water, cutting
the institution’s net energy consumption by thirty percent.”**

Clearly this trend reduces both demand for and trade in energy.

Joshua Pearce, a solar expert at the Michigan Tech Open Sustainability
Technology Lab, believes that “we’re just a few years away from affordable
batteries, which—along with a backup generator—will allow existing
and new solar customers to disconnect from the grid entirely.”* The
possibility that large numbers of consumers will move off grid cannot
be discarded.

INTERNET FRAGMENTATION

Almost since its creation, the internet has been seen as a technology that
would drive globalization. By eliminating time and distance, it brings
people closer together. Unfortunately, this benign vision is not completely
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accurate. Although most states see open use of the internet as critical
to economic growth, authoritarian states, particularly China and Russia,
are Balkanizing the internet to restrict access to information.

Initially considered an impossible goal, China has steadily improved
its ability to control what people can access inside its territory. As early
as 1997, Wired magazine coined the phrase “The Great Firewall” to cover
the wide range of efforts China had undertaken to restrict its citizens
access to information. China’s position is clear.

A network that allows individuals to do as they please, lets them
go brazenly wherever they wish, is a hegemonistic network that
harms the rights of others...Our ideal is to create an exclusively
Chinese-language network. It will be a Net that has Chinese
characteristics, one that is an information superhighway for the

masses.36

China continues to improve its technical ability to control what its
people can see online. By 2017, what “China calls the ‘Golden Shield” had
evolved into giant mechanism of censorship and surveillance that blocked
tens of thousands of sites deemed inimical to the Communist Party’s

"3 On January 23, 2017, the Ministry of Industry
and Information Technology announced internet service providers (ISP)

narrative and control.

are now “forbidden to create or rent communication channels, including
VPNs [virtual private networks], without governmental approval, to run
cross-border operations.”® Chinese citizens previously used VPNs to
get around China’s internet censorship. China has also demanded that
Western technology companies share their codes to provide China better
control of data concerning not only the Western companies but also
Chinese companies and China’s economy.* Finally, China augments its
technology with two million human monitors.*

In addition to controlling what users inside China can access, Chinese
authorities collect financial, social, political, legal, and credit data on each
of its citizens. Using this daily record of activity, Chinese authorities
plan to assign a personal social credit score. Although they have not
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clearly stated what they will use the score for, it is likely it will be used
for evaluating loans, school admission, and permission to travel.*! Not
supposed to operate nationwide until 2020, reports indicate that China
has already banned nine million citizens from buying domestic airline
tickets and three million from buying business-class train tickets. Not
yet officially announced as policy, many Chinese already believe low
scores will reduce chances for state industry jobs, block enrollment in
the best schools, and restrict vacation choices.** As a result, many people
will self-censor by avoiding any websites they feel might affect their
social credit score. This is a powerful tool to reduce the contact Chinese
citizens have with content from providers outside China.

The opportunities for totalitarian states to tighten control over their
populations are obvious. They can literally monitor an individual’s
activities through every single purchase, phone call, and text. Any contact
with the digital world will be recorded and available to security forces.
Through the increasing use of facial-recognition technology, cell-phone
tracking, the massive increases in the number of surveillance cameras
deployed, and computerized surveillance of social-media sites, Chinese
security services have proven they can track and arrest individuals even
in huge crowds.*” They will also have data on the movements of the
individual and can use software to see with whom he or she has come
in proximity.

In April 2016,

the U.S. government officially classified the Great Firewall as
a barrier to trade, noting that eight of the twenty-five most
trafficked sites globally were now blocked in China. The American
Chamber of Commerce in China says that 4 out of 5 of its members
companies report a negative impact on their business from Internet
censorship.**

Yet there is no indication that China will turn back.
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Fearing an internet-driven color revolution, Russia wanted to track
activity online and to be able to switch off connections in times of crisis.
Knowing it lacked the technological prowess and equipment to do so,
Russia turned to China. In April 2016, top Russian and Chinese officials
met in Moscow to discuss cooperation.*” By November 2016, it was clear
that Russia was importing aspects of the Great Firewall. During the same
month, Russia demonstrated its improved capability when it blocked
LinkedIn’s networking site—a clear signal of its intent to control the
internet within its borders.*® In March 2019, Russia announced that it
would test its ability to disconnect its internet from the rest of the world
—even though the test may cost $304 million.*” And, like China, Russia is
reinforcing its technology with legal measures requiring local telecoms
companies to not only retain all user’s data for six months but also
provide the encryption keys to the government.*®

Both China and Russia have made it clear that they consider “internet
sovereignty” a legitimate aspect of a state’s control of its own territory.
Other authoritarian states are attempting to replicate China’s success. In
early January 2017, Iran, in an attempt to block pornography sites within
its country, actually affected web servers worldwide.*

These states know restricted access to the internet will inevitably
reduce their nations’ participation in the global economy, but they have
decided the costs of connectivity exceed the benefits of globalization. In
addition, the revelations by Edward Snowden that the United States was
exploiting the connectivity for intelligence provided additional incentive.

Even democracies are placing limits on the internet. Based on a
ruling by the European Court of Justice, the European Union instituted
its controversial “right to be forgotten.” According to the European
Commission, “Individuals have the right—under certain conditions—to
ask search engines to remove links with personal information about

them 2550

Well-intentioned efforts to protect their citizens mean some democratic
states go even farther. France’s data protection authority, the Commission
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Nationale de I'Informatique et des Libertés (CNIL), whose stated mission
is to “to protect personal data, support innovation, preserve individual

liberties,”>!

wants Google to delete search links everywhere. Europe’s much-
contested right to be forgotten would thus be given global reach...
Courts and governments have embarked on what some call a
“legal arms race” to impose a maze of national or regional rules,
often conflicting, in the digital realm.*

In India, local authorities use the justification of national security
or prevention of communal violence to suspend “broadband or mobile
Internet services across districts for hours or even days at a stretch.”
As unrest continued in Kashmir, India shut down internet service 154
times between January 2016 and May 2018. The country with the next

most shutdowns was Pakistan—at only nineteen times.”*

The measures to restrict access to the internet are in fact working.
The 2018 Freedom on the Net report by Freedom House, a nonprofit that
monitors economic, social, and political freedom worldwide, reported
that freedom on the internet had declined for the eighth year in a row.”
In its 2018 “Health of the Internet” report, Mozilla noted that “Two-thirds
of the world’s Internet users live in countries where Internet and media
censorship are common.”*

Nor are states the only driver of fragmentation on the internet. Social
media has created “closed loop” networks where people of similar views
can meet online for discussions and “news” without the danger of hearing
or seeing anything that does not agree with their preconceived views. The
2016, 2017, and 2018 elections in the United States and Europe provided
stark illustrations how people on both the left and the right can isolate
themselves from the views of others, thereby strongly reinforcing both
their own views and the rejection of others.

The profit motive has driven software developers to exploit this trend.
“The success of Toutiao [a very popular Chinese news aggregation app]
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has been achieved, in large part, by using machine learning to figure out
users’ interests and tastes, and tailoring its offerings accordingly to get
more clicks.””” The payoff for confirming and reinforcing its customers’
tastes has been remarkable. Toutiao’s parent company, Beijing Bytedance
Technology, was valued at $500 million in 2014. In 2016, investors were
considering valuation in excess of $10 billion.”®

Of course, other social-media firms will have to modify their software
to compete and the net affect will be further social fragmentation as
various viewpoints are reinforced and hardened—often with incorrect
information.

RESHORING

With labor costs essentially equal across the globe for tasks done by
robots, manufacturing in the United States is seeing a resurgence. Thomas
Roehmer, MIT Sloan School of Management, stated there are five good
reasons to reshore manufacturing jobs: 1) U.S. workers are ten to twelve
times more productive than Chinese and the wage gap is narrowing
quickly, 2) more customers want both immediate gratification and made
to order products, 3) the learning curve within the company is much
faster if all employees are located close together, 4) the maker movement
(3D printing) is changing the competitive field, and 5) energy costs are
much lower in the United States.”

American firms are not the only ones that recognize U.S. economic
advantages emerging with the Fourth Industrial Revolution. “Average
annual foreign direct investment (FDI) into American manufacturing
has more than tripled since 2004 (contemporaneous with the start of the
shale oil boom) to over $250 billion and has consistently grown faster
than domestic investments.”®® Cho Tak Wong, the billionaire chairman
of Fuyao Group, bought the largest auto-glass plant in the United States.
His investment reflects a major change in globalization.
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Now it is China that experts fear is losing steam, forcing the
country’s wealthy investors and corporations to seek out profits
overseas. They are snapping up U.S. businesses at a record rate
and employing tens of thousands of U.S. workers.?!

This was reflected in the flow of foreign direct investment into the
United States through 2016. However, uncertainty created by the Trump
administration’s trade and tariff policies has resulted in a major decrease
in FDI since.

Further reducing the influence which labor costs have on the decision
to return manufacturing to the United States is the massive increase
in productivity of U.S. manufacturing. In 2015, researchers from Ball
University’s Center for Economic and Business Research studied manu-
facturing productive from 2000 to 2010. They noted “had we kept 2000-
levels of productivity and applied them to 2010-level of production, we
would have required 20.9 million manufacturing workers. Instead, we
employed only 12.1 million.”** Boston Consulting Group noted

“job intensity” of America’s manufacturing industries is only
going to decline. In 1980, it took 25 jobs to generate $1 million in
manufacturing output in the U.S. Today it takes five jobs.*®

Another factor accelerating the shift of manufacturing back to the
United States is the reduction in risk to intellectual property. Despite
major brand-name efforts to protect their intellectual property, the
problem persists. China’s share of global manufacturing is seventeen
percent, but it is the origin of eighty-four percent of counterfeit or pirated
goods.** Taking production out of China will not stop counterfeiting, but
it will make it much more difficult and thus reduce the profit margin.

Hal Sirkin, an analyst with Boston Consulting, predicts that “you’re
going to see more localization rather than more scale...I can put up a
plant, change the software and manufacture all sorts of things, not in
the hundreds of millions but runs of five million or 10 million units.”* In
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addition, the plant does not have to be product or even industry specific.
Easily reprogrammable, flexible robots and cobots could be working on
cars one month and washing machines the next.

Robots, paired with 3D printers, artificial intelligence, and scanners, are
even beginning to produce shoes in high-wage countries. In September
2016, Adidas proudly displayed the first shoes produced in Germany in
three decades. Its Speedfactory

will employ just 160 people: one robotic production line will make
soles, the other production line the upper part of shoes...Currently
an Adidas shoe takes 18 months to move from idea to store shelf.
The aim is to reduce this to five hours, with customers able to
customize their order in stores.®®

A number of additional footwear-makers are also seeking to use sewbots
combined with 3D printing technology, names like Nike, New Balance,
and Under Armor among them. The goal is to create shoes customized
for each consumer’s foot based on his or her personal preferences.®’

This in not just happening in the United States. Numerous companies
are building smaller, high-technology plants to be near major markets
around the world. These companies understand colocation has significant
benefits—particularly when technology eliminates the labor-cost advan-
tage of large, distant factories. Colocation reduces shipping costs and
reduces and, in some cases, eliminates inventory altogether. “Just in time”
local production means no finished items in stock—only a supply of input
materials. A greater benefit of onshoring manufacturing is that it allows
closer interaction between design and manufacturing. In a world used to
frequent hardware upgrades, colocation accelerates those upgrades by
speeding up the design, test, build, employ, and improve cycle.

In 2017, Foxconn announced it was building a new flat-screen factory
in Wisconsin.®® Although it required a $3 billion incentive package, the
very fact the Taiwan-based company would choose the United States
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rather than a location in Asia to build a new factory is an indicator of
major changes in the economics of production.

China is reshoring too. As the cost of Chinese labor has increased over
the last few years, firms were moving out of China to lower-cost areas
in Southeast Asia. To maintain its economic growth, China’s leaders
are fighting back with a concerted effort to maintain current industries
and return others to China. As early as 2009, the Chinese Ministry of
Commerce initiated a “Made in China” campaign in an attempt to capture
its internal market and retain its export markets. Chinese firms had
caused a series of scandals with unsafe food and toys, and this advertising
campaign stressed that China made high-quality products in partnership
with Western firms. By 2014, the tone of “Made in China” campaign
shifted. In response to Prime Minister Narendra Modi’s “Made in India”
campaign, China’s government offered tax breaks and other incentives
to encourage Chinese companies to invest in research and development
as well as the manufacturing equipment upgrades needed to produce
higher quality products in China.®® Because both nation’s programs focus
on encouraging their populations to purchase local products, they are
inherently anti-globalization.

This trend will not be limited to developed economies. The costs of
3D printers, robotics, and artificial intelligence are dropping drastically.
Printers vary from massive building-size gantry units to microwave-
unit size, but all have decreased in cost by a factor of ten in the last five
years. Some firms are even producing small, solar-powered printers, thus
eliminating the requirement for a power grid and dramatically expanding
the number and location of potential producers.

Boston Consulting Group envisioned the factory of the future as
including smart robots that allow a single production line to produce
variations of a product; collaborative robots to assist production-line
workers with tasks requiring strength, reaching difficult places, and
precision; additive manufacturing (noting that BMW already produces
more than 10,000 parts with 3D printers), and other advanced technolo-
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gies. Of automotive executives surveyed, thirteen percent think these
technologies are important today but seventy percent say they will be
highly relevant by 2030.”" In short, converging technologies are changing
corporate calculations on where products are made. In its analysis of
why global corporations are in retreat, The Economist noted

Many industries that tried to globalise seem to work best when
national or regional. For some, the penny has dropped. Retailers,
such as Britain’s Tesco and France’s Casino have abandoned many
of their foreign adventures. American’s telecoms giants, AT&T
and Verizon, have put away their passports. Financial firms are
focusing on their “core” markets. ... General Electric is localizing its
production, supply chains and management. Emerson, a conglom-
erate that has over one hundred factories outside America, sources
about 80% of its production in the region where it is sold...Siemens,
a German industrial giant, employs 50,000 in American and has
60 factories there.”!

The bottom line is that more and more products will be produced
locally which will steadily reduce the need for international trade in
manufactured goods. This will cut out entire segments of the global
supply chain. Without the requirement to build sub-assemblies, then
ship them to final assembly, and then on to the customer eliminated, the
supply chain will be greatly simplified. Raw materials will be shipped
to facilities that turn them into materials suitable for printers. Those
will be shipped to local production centers where the product is printed
and then delivered locally.

SERVICE INDUSTRIES ARE CoMING HoME Too

Service industries are reshoring too as task-specific artificial intelligence
takes over more high-order tasks. Back-office jobs as varied as call-center
attendants, teaching assistants, computer programmers, accountants,
radiologists, oncologists, loan officers, associate lawyers, IT support, and
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insurance-claims clerks are all being mastered by task-specific artificial
intelligence.

Early adopters of Al-driven customer-service centers like United
Services Automobile Association have achieved very positive results.”*
Pairing Al with humans has resulted in lower costs and higher customer
satisfaction. In May 2017, Infosys, an Indian tech outsourcing firm,
announced it was hiring 10,000 Americans so it could open four US-based
hubs. Although it was built by providing services using inexpensive
Indian labor, the CEO realized the world is changing and he plans to
hire from U.S. universities and community colleges. “We want to create
a culture of close proximity.””* Even as Infosys is hiring Americans to
staff service centers, it is laying off personnel in India which is causing
some uncertainty in a profession which had been seen as a certain path
to the middle class.”

The impact of artificial intelligence has not been limited to routine
call-center tasks. Indian information-technology (IT) companies laid off
56,000 workers in 2017. This is the first time Tata Consulting and Infosys,
two major companies, have ever reduced their number of IT employees.
Hiring for entry-level positions plummeted across the industry, and
analysts are concerned this may just be the beginning of IT job losses to
artificial intelligence.” “It seems that workers in India’s vast code-writing
centres are as much at risk of being made obsolescent by automation as

those in factories making cars or shoes.””®

The sophistication of artificial intelligence is growing so quickly that in
2016 the Georgia Institute of Technology employed a software program
they named “Jill Watson” as a teaching assistant for an online course.
The university did not tell the students until after they had submitted
end-of-course critiques. All of the students thought Ms. Watson was
a very effective and helpful teaching assistant. None guessed she was
not human.”” Baker & Hostetler, a law firm, announced it has hired her
“brother,” Ross, also based on Watson, as a lawyer for its bankruptcy

practice.78
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Watson-based Al is continually pushing into new areas. In 2015, it
demonstrated a truly remarkable ninety-percent accuracy in diagnosing
lung cancer at a time human doctors were averaging fifty percent.79 In
2016, it correctly diagnosed leukemia in a Japanese patient. The team of
doctors had been baffled for months and thus called in IBM’s Watson
to consult. The machine spent ten minutes comparing the patient’s
symptoms against twenty million oncological records previously uploaded
by the University of Tokyo’s Institute of Medical Science, and then gave
the diagnosis and recommended a treatment.®

Although improving services is a major goal, cost savings are likely to
be the primary driver in the shift of services from people to task-specific
Al In June 2016, J.P. Morgan deployed software that sifts through 12,000
commercial-loan contracts in seconds. Lawyers and accountants working
together used to take 360,000 hours to accomplish the same task.®!

Even as Al moves into sophisticated tasks, robotics will also take over
mundane tasks like delivery, stocking, and cleaning. Not surprisingly,
Amazon is pioneering this effort. Its entire shipping process is orchestrated
down to the second by task-specific artificial intelligence, with much
of the work done by robots. The average time a human spends on each
order has decreased from an hour and a half with only people to one
minute with the addition of robots.** Amazon’s efforts have paid off.
Despite expecting increased demand for the 2018 holiday season, it cut
its temporary workforce from 120,000 to 100,000.%®

An interesting new development in Al is robotic process automation
(RPA). RPA is a type of software that assumes the routine aspects of a
person’s job. Many of the back-office tasks performed in a wide variety
of business consist of essentially mechanical tasks such as collecting
data from various forms, organizing it, and putting it in the correct
block of another document. The software cannot do the entire job, but
it can relieve the human of many mundane and time-consuming tasks.
In sixteen case studies done by the London School of Economics, the
return on investment for shifting from human labor to Al was between
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thirty and two hundred percent in a single year.** Not only did it save
the firms a great deal of money, it allowed workers to focus on the
human tasks requiring emotional intelligence, judgement, and customer
service. It markedly improved customer service and brought some back-
office functions back to the home country. The firms who applied Al had
an opportunity to grow—and add new employees. However, the firm
that previously delivered the service, often in India or the Philippines,
inevitably suffered from the loss of business and had to lay people off.

The offshoring consultancy firm Everest Group has observed a rapid
and significant shift of call-center operations back to home countries. It
notes that improving technology has allowed a shift in emphasis from
cost containment to customer service. Its recent research showed that “in
2015, the percentage of contact center contracts with significant onshore
delivery climbed to 53 percent, up from 49 percent in 2013 and just over
a third (35 percent) in 2010.”%

Human-machine teaming appears to be the most productive approach.
The machine will do the predictable parts of the job as the human takes
care of the unpredictable parts. Both machine and human will be more
effective. The result will be more interesting jobs with better pay but
fewer of us will be needed to maintain productivity.

SHIFTS IN EMPLOYMENT

This represents the front end of a global shift of labor to automation. Frey
and Osborne’s now-famous 2014 report, “The Future of Employment:
How susceptible are jobs to computerisation?” suggested that forty-seven
percent of current jobs are at risk.*® The Gowdner report, “The Future of
Jobs, 2025: Working Side By Side With Robots,” is much less pessimistic
but still sees a sixteen percent loss of jobs to automation.’” In March
2017, PwC, a research firm, reported that up to thirty-eight percent of
U.S. jobs will be automated in the next fifteen years with heavy losses for
high-school graduates working in retail-oriented financial-service jobs.*
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Despite the range of estimates, all agree automation will have significant
impact on who makes things and how.

This has interesting implications for deglobalization. Unpredictable
work—forestry, onsite construction, landscaping—involves local labor.
Those jobs cannot be exported overseas. In contrast, the predictable jobs
are exactly those jobs that have already either been exported overseas
or automated to include many of the routine tasks of assembly-line
workers, lawyers, accountants, radiologists, and reporters. As robots
and Al take over these jobs, there will no longer be a labor advantage
to exporting them.

In short, non-routine tasks—whether manual or cognitive—will still be
done by humans even as routine tasks, even cognitive ones, are taken over
by machines. And this is not a new phenomenon, computer technology
has been eating jobs since 1990.

Examining the Federal Reserve data in figure 6, you see a divergence
between the growth of non-routine and routine jobs starting about 1990.
Prior to this time, routine and non-routine jobs, whether cognitive or
manual, increased at roughly at the same rate in response to growth in the
U.S. economy. However, as computers began to move into the workplace,
the growth curves diverged. Although non-routine manual and non-
routine cognitive jobs continued to grow along with the economy, routine
job growth slowed and then declined. At first glance, the decline does not
appear dramatic, but the cumulative impact certainly is. If routine work
had paralleled the growth of non-routine cognitive, the United States
would have over fifty million more jobs available. Even if routine jobs
had grown at the slower rate of non-routine manual labor, the United
States would have over thirty million more jobs available. Although it is
unlikely the U.S. population of 330 million could have filled those jobs,
the U.S. labor situation would be dramatically different.
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The ability to manufacture greater wealth with fewer people is not
new to manufacturing. Figure 7 shows the relationship between the
manufacturing sector’s growing productivity and its reduced demand
for labor per unit of production. In is important to understand that the
value of U.S. manufacturing output has been improving steadily since
1947. Except for short downturns for recessions and a much larger one
for the Great Recession, manufacturing value has increased even as
manufacturing employment decreased. Of particular note is the fact that
although manufacturing employment had a steep decline from 2000 to
2010 it began to recover in 2011, although not as quickly as it declined.®’

Unfortunately, the trend of eliminating routine work seems to be
accelerating. Routine activities make up fifty-one percent of the labor
activities in the U.S. economy accounting for almost $2.7 trillion in annual
wages. These jobs are most prevalent in manufacturing, accommodation,
food service, and retail which are exactly the areas cobots are penetrating
fastest.”® In addition to the economic impact, the loss of jobs and fear
of loss to automation had a major impact on the 2016 U.S. presidential
election. “Specifically, counties with the most ‘routine’ jobs—those in
manufacturing, sales, clerical work and related occupations that are easier
to automate or send offshore—were far more likely to vote for Trump.””!

Automation will be common across countries, with China, India, Japan,
and the United States accounting for just over half the wages and two-
thirds of the jobs which McKinsey projects will be at least partially
automated.”
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FUTURE OF WORK IN THE UNITED STATES

Although reshoring will bring jobs back to developed nations, automation
means fewer jobs per factory and they will require more training and
education. The U.S. auto industry is an example of how old industries
have shifted to automation. “In 1950, GM employed nearly 600,000
workers. Today it has a workforce of 200,000 and recently announced
record earnings and revenue for Q3 [the third quarter] of 2016.”” But
the problem for workers is much wider than just old industries. Services,
particularly information services, use massively fewer workers to create
greater value.

Compare Detroit in 1990 and Silicon Valley in 2014. The three top
companies in Detroit produced revenues of $250bn [billion] with
1.2m [million] employees and a combined market capitalisation
of $36bn [billion]. The top three companies in Silicon Valley in
2014 had revenues of $247bn [billion], only 137,000 employees,
but a market capitalisation of $1.09tn [trillion].”*

At the same time, artificial intelligence plus robotics will soon replace
numerous non-manufacturing jobs that have sustained U.S. workers for
generations. Uber and Google are both working on self-driving taxis.
Uber, Volvo, Mercedes, and Scania all road-tested self-driving trucks
during 2016. Although it may be a decade or more before these self-
driving vehicles are on the road in significant numbers, they will have
major impacts on American workers.

Trucking firms are very interested in self-driving vehicles because
thirty-five percent of their operating costs are drivers’ wages and benefits.
Necessity will reinforce cost reduction. In 2015, the American Trucking
Association reported a shortage of 30,000 drivers with projections that the
shortage could increase to 239,000 by 2020. It is particularly acute because
the workforce is aging rapidly. In 2015, fifty-five percent of drivers were
over forty-five years old and only five percent were under twenty-four
years old.”” The combination of costs and labor shortages will ensure
trucking firms shift to self-driving vehicles as soon as they are legal.
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Nor will the industry have to wait for its older trucks to wear out, Otto
is working on a $30,000 kit to convert existing trucks into self-driving
vehicles.”® Given that drivers are limited to eleven hours of driving a
day (which is much more easily monitored with GPS-equipped trucks
than with the old paper logs), the new kits could literally double the
productivity of the capital invested in commercial trucks. If early road test
results hold, there should be a significant reduction in vehicle accidents.

Self-driving vehicles will not only put the 5.7 million Commercial
Drivers Licensed (CDL) jobs at risk but also the millions of driving jobs
that do not require a CDL—taxis, airport shuttles, and delivery vans.”’ In
addition, self-driving vehicles will also threaten those who work in areas
that support professional drivers; these include truck stop restaurants,
drivers’ license bureau staff, truck wash employees, and taxi dispatchers.

DARPA is also pursuing autonomous flight technology to replace
pilots. Undoubtedly, the public will resist pilotless passenger airliners,
but the very large air-freight business is intensely interested the savings
and potentially improved safety record of robotic aircraft.”® Due to
automation, pilots average as little as four minutes per flight at the
controls of an Airbus and only seven minutes for a Boeing jet.” It is no
wonder that air-freight operators are investigating whether one pilot
could remotely supervise several jets.

Even as fast-food chains are deploying self-ordering kiosks to elimi-
nate counter workers, startups are working on robots to produce pizzas,
sandwiches, sushi, noodles, and more. Café X in San Francisco has robotic
baristas.'”’ In short, the food industry is striving to replace a huge number
of human workers with robots. Food manufacturing is also finding it can
cut personnel by seventy-three percent by investing in automation.'’!
When building a new plant, adding robots is just an extension of the
already-heavy capital costs but its return on investment has been repeat-
edly verified in production metrics. Investment in machinery pays off
in much higher production per man hour.
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Wall Street jobs are also being taken by Al Key parts of the finance
industry have already been automated.

In 2000, there were 5,500 traders on the New York Stock Exchange;
now there are fewer than 400...more than ten thousand “front

office producer” jobs have been lost within the top 10 banks since
2011.1%

Whereas these changes are all observable, the creation of new jobs
is less so. Techno-optimists admit the fourth industrial revolution will
alter many aspects of work. But they note that previous revolutions had
the same impact including the uncertainty about jobs. At the start of the
industrial revolution, seventy percent of Americans worked on farms.
Today fewer than two percent do, but there is not massive unemployment.
Instead people are doing jobs no one could possibly have conceived
of during the nineteenth century. Optimists note that technological
improvements have consistently improved productivity and wealth—
if not always evenly.

Well-paid tasks could increase in number as services related to
manufacturing grow...Capital-intensive high-tech manufacturing
is often better done amid the designers and engineers who thought
up the product...3D printing, though more expensive than tradi-
tional mass manufacturing, is being used to make more luxurious
and pricier wares, such as motorbikes, in the heart of cities like
London and New York, close to both designers and consumers.'®

As noted, these developments provide better, higher-paying jobs for
those workers who develop the needed skills. Unskilled labor will not
fare as well.

Another development, the “gig economy” is further altering the job
market. The gig economy consists of part-time workers who have no
contract but work individual “gigs.” They are contractors with no benefits
or promise of additional employment. Each gig worker has to string
together jobs for himself or herself. The advantage is each worker selects
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how much and what kind of work to accept. The downside is the high level
of uncertainty involved. For workers with certain skills like plumbers,
copy writers, or web site designers, the connectivity provided by the
internet has greatly eased their ability to find work. Unfortunately for
less-skilled workers it means that an increasing number of jobs provide
no security. For instance, Five Guys, a fast-food chain, typically has
twenty-five workers per store but twenty of them are part-time. Rather
than paying current employees to work extra shifts (and having them
qualifying for benefits and legal protections, which would mean additional
costs), the managers hire gig workers to cover shifts as needed.'”*

Intuit, the owner of Turbo Tax, stated that the gig economy represented
thirty-four percent of the U.S. workforce in 2016 and projects it to be
forty-three percent by 2020.'” The increasing availability of workers who
can be hired for a single shift is reducing the bargaining power of both
full time and part time workers in some retail businesses. Further, the
internet means some gig workers compete in a global market. Jobs such
as transcription, photo editing, data entry, and even personal assistant are
being outsourced to Africa and Asia. An Oxford University study showed
the global surplus of labor has resulted in “deflated wages, disempowered
workers, and scant labor protections for many.”106

This reality, together with advances in technology and robotics, creates
arecipe for challenges. As figure 6 shows, despite significant job economic
growth in the United States, there has been virtually no growth in routine
labor since 1990.

PROFIT 1S THE PRIMARY DRIVER

The two largest economies in the world—the United States and China
—are working hard to reshore manufacturing. In the United States, the
decision to do so is made based on how each CEO thinks it will impact
profits and market share. With robots eroding the labor cost advantage,
a key factor is that CEOs think they can make more money by localizing
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production to better respond to market demands. In competitive fields,
failure to do so will yield market share to more agile competitors.

In China, there is a much larger government component to the drive to
both retain and reshore manufacturing. China is spending heavily to keep
its exports competitive in the global market, and it is working hard to
convince its citizens to consume Chinese goods rather than imports. This
drive to shift from an export-driven economy to one driven by domestic
consumption is seen as essential to the future of the Communist Party
—large-scale unemployment will cause unrest. And it is showing some
success. Ten years ago exports made up thirty-seven percent of China’s
GDP. Today it is just twenty-two percent and continues to drop.'"’
Chinese firms are dominating its domestic market. Local champions like
Baidu, Alibaba, and Tencent have driven off Western competition by
adapting their products to Chinese needs and desires. And the Chinese
government is assisting its local champions by using formal and informal
rules to restrict foreign firms’ ability to compete.

Other manufacturing powers, particularly Germany, are also working
to reshore the industries they can and distributing factories globally
to ensure they can be responsive enough to sell in those markets. The
worldwide shift to local, responsive, mass customization has started in
high-income, high-wage nations but will spread globally as the cost of
robots comes down and factory owners face the issues of adapting or
going out of business.

Both domestic and international manufacturing and service firms
are realizing that the way that things are made and services provided
is changing rapidly. Advanced manufacturing techniques are elimi-
nating the cost of labor advantage at the same time that consumers
are demanding more responsive and more customized products. The
growing understanding of the advantages of having decision makers,
designers, engineers, and manufacturing teams collocated is reinforcing
these drivers. For the West, firm rule of law and respect for intellectual
property as well as an educated work force are becoming key drivers
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in the decisions concerning where to locate facilities. The trend, even
for multinational companies, is to locate manufacturing and services in
the market they serve rather than trying to consolidate these functions
in low-cost labor areas. The net result is a further shift of trade from
global to regional and even national.
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CHAPTER 4

INTERNATIONAL TRADE AND
DEVELOPMENT IMPLICATIONS

Kenneth Rapoza of Forbes magazine writes that “globalization is in
intensive care. The supply chain is moving out of China...causing some
to refer to that shift as a deglobalization wave.”' The fourth industrial
revolution is collapsing supply chains by shifting their focus from
global to regional and, in some cases, even to local levels. 3D printing
is eliminating many of the sub-assemble steps in the chain. Services,
a different form of supply chain, are also returning to home markets.
Energy flows have been drastically altered in just a decade as the U.S.
fracking industry has dramatically changed the international market for
gas and oil. Renewable energy derived from local and regional sources
is growing rapidly providing.

Financial flows have also shifted from the developing world to the
developed world. These investments will increasingly go to those nations
that provide the critically important rule of law, security, large internal
markets, and opportunity for talented immigrants. All of this is driven
by the fundamental fact that companies must enhance their productivity
and profit in order to survive.
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Historically, economic and political trends have moved in unpredictable
cycles of varied lengths and will continue to do so. What is different about
the ongoing downturn in global trade and financial flows is that this one
is developing because regional and even local flows are creating more
profit than long-distance flows. In the past, retreats were usually driven
by degraded international security environments or political conditions
that raised the costs associated with long-distance trade. However,
today’s retraction is not being driven by the loss of security but from
the fact that investment in regional and local production brings higher
returns. The fourth industrial revolution is making it more profitable to
produce and consume locally for a very large number of products and
services. Rather than driving globalization, the profit motive is driving
deglobalization. With labor costs equalizing, nations with rule of law,
honest means of adjudicating disputes, and large domestic markets have
great advantages—that translate directly into competitive advantages
for their industries.

The impact of deglobalization will vary greatly by country and even by
city. Delineating the potential outcome for each is beyond the capacity
of one researcher. Here one can only speculate on a broad level using
developed, developing, and underdeveloped nations as general groupings.
The extent of the change for each country will be affected by numerous
factors, including how quickly political and economic leaders grasp
what is happening and position their communities to take advantage
of opportunities.

IMmPACT ON DEVELOPED COUNTRIES

The fourth industrial revolution is already returning some manufacturing
to developed countries, and rapidly advancing technology is accelerating
this trend. More of the profit will remain in the developed world. Because
the technological benefits can only be achieved via major capital invest-
ments in automation to replace labor, most of the benefits of the increased
productivity will flow primarily to capital with a much smaller portion to
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higher skilled workers. Unfortunately, as noted previously, automation
of factories has resulted in the elimination of jobs, ranging from a few
to ninety percent, in a modern factory. Technology pessimists note that,
depending on the industry, as few as ten percent of the laborers will
see raises. The others, who will be mostly those with less education or
lower technical skills, will have to seek other employment and may well
require extensive retraining or education. In contrast, techno-optimists
are confident this industrial revolution, like the previous ones, will
create entirely new industries with more and better-paying jobs that
will outweigh those that have been destroyed. Although it is difficult to
see what those jobs might be because automation is rapidly mastering
so many fields, a massive increase in jobs is one possible outcome. In
the 1800s, no one predicted the need for millions of car mechanics,
electricians, or data-entry staff.

But if one uses the first industrial revolution as an example to show
that new jobs will be created, it is important not to overlook the decades
of declining health, wages, and security that urban laborers and their
families experienced. At the start of the Industrial Revolution, large
numbers of agricultural laborers had to migrate to the cities because
the only jobs available were in the new factories. The British Medical
Bulletin noted that urban life expectancies dropped dramatically during
the 1830s and 1840s. These rates did not rise above those of the early 1800s
until the 1870s. By then Britain was primarily an urban society. Thus,
despite the techno-optimists’ beliefs that industrialization improved the
lives of all people

the only abundantly documented historical case, Britain, shows
that industrialization had a powerfully negative impact on popu-
lation health, concentrated particularly among the families of
the relatively disempowered, displaced migrants who provided a
large part of the workforce in the fast-growing industrial towns
and cities.”
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In short, the long-term health and welfare results of the Industrial
Revolution were positive, but the displaced who moved to the cities to
work in the factories suffered significant declines in their health and
welfare—and it took over forty years to recover from this. In the abstract
for the article, the author noted that “all documented developed nations
endured the ‘four Ds’ of disruption, deprivation, disease and death during
their historic industrializations.”

The United States has recently seen some of the same problems
with housing insecurity, rising health-care costs, and a spike in opioid
addiction. Like all major economic disruptions, there have been winners
and losers. One major difference is the fact that today those dispossessed
in the developed world generally have the right to vote. It was not until
the 1884 Act that the percentage of British males with the right to vote
increased from thirty to sixty percent—still only eighteen percent of the
total population.? In contrast to the 1800s, today’s voters can demand
political leaders increase resources devoted to social welfare programs.

The United Nations has also reported that reshoring to developed
nations is being accomplished by capital investment in new plants,
Al and robotics. Unfortunately, to date, the jobs being are created are
concentrated in high-skill fields and this is sharpening income polarization
even as national productivity increases in developed nations.” From 1992
to 2016, the United States’ income Gini coefficient has increased from .43
to .48. The Gini coefficient measures inequality. The higher the number,
the more concentrated the income among the wealthy.® According to the
Organisation for Economic Co-Operation and Development, the United
States was the fourth most unequal country in the world in terms of
income. If total wealth inequality is measured rather than just current
income, the United States is both the wealthiest and the most unequal
of fifty-five countries studied.”

The populist political backlash unfolding across the United States and
Europe is at least partially driven by the massive gains of the wealthy in
those societies at a time of stagnant or declining wealth for the majority
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of their populations. The Congressional Research Service reported that
even as income for the bottom quintile of the U.S. population remained
stagnant from 1967 to 2015, income for the top quintile almost doubled.
Figure 8 reveals the diverging increasing separation between the incomes
of the top and bottom quintiles.

Figure 8. Income Distribution by Quintile.
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Even more worrying is the fact that it is not just income but accumulated
wealth that is flowing to the top. In its Global Wealth Report 2015, Credit
Suisse reported that the top one percent of people in the world own
fifty percent of the wealth and the bottom fifty percent own only one
percent.® The growing anger is exacerbated because tax dollars actually
increased the concentration of wealth at the top. During the fiscal crisis of
2008, to prevent a much worse global crash, the U.S. Treasury bailed out
major banks and investment firms. Then the central banks of the United
States, Japan, and Europe sustained the effort with quantitative easing
—government purchase of bonds and mortgages—to promote economic
growth. The U.S. government has spent over $2 trillion on quantitative
easing to stimulate the economy.9 Even though government intervention
prevented a more serious crash, most of the benefits accrued in the stock
and real estate markets—investments dominated by the wealthy. Thus,
massive government spending actually resulted in further concentration
of wealth at the top.

The Tax Cuts and Jobs Act of 2017 has exacerbated the inequality.
According to Congress’ Joint Committee on Taxation, in 2019 “the top 1
percent get an estimated 23.4 percent of the tax law’s benefits—similar
to the Tax Policy Center’s estimate of the early impact of the tax law. By
2027, the 1 percent would actually get more than one hundred percent
of the tax law’s benefits.”'° Households with an income below $70,000
will face a tax increase. Households above those thresholds will continue
to pay less tax."!

Not only are most Americans facing higher tax bills, they are also
facing serious potential job losses as the economy adjusts to the fourth
industrial revolution. Robotics and Al in particular are likely to eliminate a
lot of jobs before the economy creates the new ones that have historically
evolved from industrial revolutions. With a worldwide industrial labor
force of about 785 million'? and only about 2.1 million industrial robots
currently deployed in 2017, * there is plenty of opportunity for them
to replace humans.
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Although collaborative robots, or cobots, have just begun to hit the
market, the fact that new models reach payback point in under two years
means the six million small- and medium-sized businesses worldwide
will be buying millions of cobots. Currently, sales are increasing over
fifty percent each year.'* At that rate, sales double in only eighteen
months and increase by a factor of almost six in four years. For service
industries, IBM’s Watson family of products is proving that limited
artificial intelligence scales very well so it too will expand very rapidly.

As the fourth industrial revolution matures, developed nations can
expect to produce much greater wealth but most of the benefits will
flow to the owners of capital. Labor’s share will continue its decades’
long decline as automation continues to replace people. Although many
of those people will find jobs in newly created industries, older, less-
educated, and unhealthy individuals will struggle to transition to the
new economy.

Trade restrictions will continue to be employed by developed nations to
protect threatened industries. Developed countries will also continue to
tighten immigration controls. This tendency will increase if underdevel-
oped and developing nations are unable to provide improved economies
for their growing populations. As the United States and Europe have
already seen, there will be popular calls to prevent immigrants from
entering and to remove those who have succeeded in entering illegally.

Finally, the increased demands for border security may in fact reduce
the funds available for other forms of national security. In the case of
Europe, disputes over immigration policy may well reduce the cohesion
of both the European Union and NATO. Today EU and NATO members
from southern Europe see immigration as the key security risk. Those
nations in the north and east see Russia as the primary threat.
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IMPACT ON DEVELOPING COUNTRIES

As robots substitute for cheap labor, the changed global supply chain
will block the traditional path of developing countries, which is moving
from agricultural to light industry to heavy industry in their path to
development.

This is already having an impact in developing countries. The Center for
Global Development noted that profitdriven reshoring of light industry
from developing countries back to developed countries may block further
development. “Manufacturing has historically offered the fastest path
out of poverty, but there is mounting evidence that this path may be all

but closed to developing countries today.”"?

This is a major concern in international development circles. The
United Nations dedicated a conference to exploring the impact of robotics
on developing countries. It concluded with a grim prognosis. “Reshoring
could turn global value chains on their head, and lead to their decline as

a potential industrialization strategy for developing countries.”"®

Losing the opportunity to use cheap labor to move up the manufacturing
value chain could be devastating for these nations. Emerging Advisors
Group, a Hong Kong-based economic research firm, looked back fifty
years and determined that exports were the primary driver of success for
emerging nations.'” Deglobalization will slow growth among developing
nations—particularly those in Asia that were using light manufacturing
and call-center service industries as their engines of growth. The collapse
of financial flows to emerging markets is already hurting these countries.
Ruchir Sharma observed that “after attracting positive flows of capital
every year since recordkeeping began in 1978, the emerging world saw
an outflow of capital for the first time in 2014 and in 2015 the dam burst,

with a massive outflow of $700 billion.”*8

Developing countries dream of repeating China’s success but face four
major hurdles the Chinese did not. First, China had access to massive
amounts of foreign direct investment. The failure of international financial
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flows to recover from the 2008 crisis means these financial resources
are not currently available for the next wave of developing countries.
Despite the passage of almost ten years since the crisis, financial flows
to developing nations still have not recovered. According to the United
Nations Conference on Trade and Development, foreign direct investment
(FDI) fell by about two percent globally in 2016. However, flows to
developing Asia fell by fifteen percent and to developing Latin America
dropped by over fourteen percent.'” The Organization for Economic
and Cooperative Development noted that some developing nations like
Indonesia and Vietnam continue to attract foreign direct investment
and sustain healthy growth rates but even they are not achieving the
rates sustained by the Asian tigers during the same phase of their
development.?

Second, the technological transformation now under way appears to be
permanently changing the economics of development because low-wage
labor is less important than proximity to the market in deciding where
to build new factories. As a result, investors are seeking opportunities
in wealthier nations leaving fewer investment dollars available for
developing nations. This shift seems to be reflected in recent FDI flows.

Third, the growing populist anger against globalization is leading to
increasing tariffs that will make it more difficult to follow China’s path
to industrialization. China may be one of the last countries to achieve
middle-income status as an export-based economy. At the time of writing,
the United States and Chinese trade disputes that started with the Trump
administration’s tariffs had not been resolved enough to determine the
actions each nation was taking. However, the dispute itself indicates the
growing impetus for trade tariffs.

Fourth, many developing nations are facing “premature deindustrial-
ization.”*! Deindustrialization is the point where manufacturing’s share
of a developing economy begins to decline. For nation’s that succeeded
in industrializing, the decline of manufacturing’s share actually reflected
the rapid growth in service industries as these nations made the shift
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from export-based economies to consumption-based ones. For the Asian
tigers this was a sign their economies had acquired the wealth and skills
necessary to move up the production value chain. Japan, Korea, Taiwan,
Thailand, Malaysia, and Singapore succeeded, and China is in the process.
Unfortunately, for today’s developing economies, deglobalization is
happening earlier in their development processes.In 1988, for the world
as a whole, the peak share of manufacturing in gross domestic product
(GDP) was 30.5 percent on average and attained at a per capita GDP level
of $21,700. By 2010, the peak share of manufacturing was twenty-one
percent (a drop of nearly a third) and attained at a level of $12,200 (a
drop of nearly forty-five percent).??

Deindustrialization began before these nations moved from light
manufacturing to heavy manufacturing—the route the Asian tigers took
to prosperity. Of even more concern, the early transition away from
manufacturing means these nations have not developed the skills and
infrastructure to move into higher-value products. Finally, transition at
a lower per capita GDP growth means the population will simply lack
the income to sustain a consumption-based economy. This may block
their path to further development.

The current mix of high output from mass production and low output
for customized products formed the basis for today’s global trade and
supply chain networks. The shift to mass customization of low-volume
manufacturing near the consumer will force extensive changes across
the globe. This means that many large-scale assembly plants in low-
wage nations will either scale down for local production only or close. In
their place small- and medium-sized heavily automated manufacturing
facilities will be built. But they will not replace the economic growth of
the large plants, and the profits will flow to capital rather than labor.
Infrastructure such as roads, railroads, plants, and port facilities, as well
as zoning laws and tax structures, will all have to change to reflect the
change in trade flows. Foreign direct investment flows will increasingly
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shift from developing to developed nations as businesses seek to build
their production facilities near their customers.

For instance, China, India, Vietnam, Bangladesh, Malaysia, Turkey,
and other developing nations currently produce the bulk of the world’s
clothing. It makes up over half of the exports for Haiti (eighty-eight
percent), Bangladesh (seventy-nine percent), Lesotho (fifty-nine percent)
and Cambodia (fifty-two percent).?’ This and light manufacturing should
be the first step on the ladder to development. But, as noted early in this
volume, the technical revolution is making garment-production facilities
in the developed world profitable again. As the payoff time for robots
steadily decreases, not only will developed nations produce their own
clothing but robots will begin to displace labor in developing nations too.
To survive, businesses in those nations will have to adopt automation
when it costs less than human workers. China is clearly leading the way
with major investments in automation in its factories. Chinese businesses
have shed increasingly costly labor for technology that cuts costs even
as it increases productivity. If other developing countries follow suit, it
will increase inequality in those nations as the benefits from increased
production flow to the owners of capital and laborers lose jobs.

The return of services to home countries is having similar impacts
in some developing nations. India took advantage of the globalization
of services and created many companies that performed back-office
tasks such as bookkeeping, IT support, computer programing, and call
center functions for the West. The Philippines followed in India’s wake.
However, as noted in chapter 3, Al-based call and service centers are
bringing these services back to the host nations. Thus, even as the
route to industrialization is blocked, the prospects for service-industry
growth are also fading. India may not be able to grow by providing
services to foreign markets. And as automation destroys the labor cost
advantage, India may not be able to manufacture for the world either. It
may only be able to produce for its domestic market and perhaps those
of underdeveloped nations. India’s problems are magnified by its huge
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youth bulge. For more than a decade, Indian officials and businessmen
have predicted that their nation will be able to use the surging number
of young people entering the labor force to industrialize by following the
path of the Asian tigers. Just as this becomes possible, new technology
is undercutting that labor advantage.

The developing world is seeing the path to prosperity blocked by the
shift of manufacturing and services back to the developed world even as
much of the developed world is further restricting immigration. These
shifts are coming about just as many of these nation’s youth bulges are
entering the job market. Clearly this is a recipe for dissatisfaction and
instability. Industrialization in low-wage countries has already led to
increased economic inequality there. In 1980, before industrialization,
China’s Gini coefficient was 0.3. By 2012, it had risen to .49, the third
highest in the world.**

As grim as this picture is the technologies of the fourth industrial
revolution do offer these nations opportunities to develop local manu-
facturing and services for much less than the cost of developing factories
and supply chains to support a major exporting effort. As the tools of
advanced manufacturing such as 3D printers, collaborative robots, and
task-specific Al continue to decrease in price, businesses in developing
countries will be better able to establish facilities to produce for the local
market. Thus, the GDP of most developing nations should continue to
grow—but not nearly as fast as the Asian tigers did. If these nations can
take advantage of the increased resources generated by local production,
they can mitigate the impact of the revolution. But it will be a delicate
balancing act requiring levels of trust and cooperation not seen in many
societies.

IMPACT ON UNDERDEVELOPED COUNTRIES

The path to industrialization taken by the Asian tigers will be firmly
blocked for underdeveloped nations. Even now underdeveloped countries



International Trade and Development Implications 119

are losing that opportunity as companies that previously chased low-
wage labor are turning to robots for both manufacturing and services.
Compounding the impact of building new manufacturing plants back
in the home markets, those new plants could be able to produce better
products more cheaply than the infant industries of underdeveloped
countries. So even domestic industries established to sell to internal
markets in underdeveloped countries could be driven out of business
unless protected. As early as the first industrial revolution, this was the
fate of the extensive Indian cotton industry when industrialized Britain
exported cheaper, better cotton cloth. The Indian industry collapsed,
causing widespread hardship. The United States responded by imposing
tariffs to protect its infant industries. The probable response today will
be heavy tariffs to protect domestic industries which will further reduce
underdeveloped nations’ participation in globalization.

Deglobalization may also reduce remittances from overseas labor to
many developing and underdeveloped nations. Remittances made up ten
percent of the Philippines’ GDP in 2016. For Nepal and Liberia, it was
over thirty percent in 2015.” However, to date that has not been an issue.
According to the World Bank, global remittances to low- and middle-
income countries decreased in 2016 (-1.5 percent) but increased in 2017
(7.8 percent) and 2017 (10.8 percent). They are projected to continue to
increase for the next few years.?®

Perhaps this is because there has been less progress in automating
non-routine, manual labor than routine, manual laborer. These non-
routine jobs in fields like agriculture, food service, meat processing, and
construction have traditionally been filled by immigrant and non-citizens
workers. Unfortunately, a number of firms are making rapid progress in
automating some of the most labor-intensive agricultural tasks such as
picking and sorting fruits and vegetables.”’ Other firms are working to
automate elements of food service and meat processing using robots.”®
Construction firms are learning to 3D print small buildings, and Saudi
Arabia, one of the major sources of remittance payments, is moving
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quickly to exploit this new capability.”’ Fast growth in 3D-printed and
factory-built homes will dramatically reduce the need for low-skill labor.*

In addition, the reduced demand for raw materials—even as manufac-
turing output increases—will exacerbate the problem for some underde-
veloped countries. Because 3D printers build objects from the bottom
up, they only use material where it is needed. (Traditional or subtractive
manufacturing starts with a block of material and carves it to create
the object—and a lot of waste.) 3D manufacturing means a lot less raw
material will have to be extracted and processed for each finished product.

The fourth industrial revolution will block the twentieth-century
path to development but may offer opportunities to leap forward in
some fields. For instance, in Africa, telephone service mostly skipped
the centralized, hard-wired model and went straight to cell phones. In
some areas today, power production is making the same leap, skipping
centralized power companies for local co-ops that produce and share
power. Small 3D printers powered by locally produced, renewable power
may provide a path for local manufacturing to develop. Once again, the
challenge to political leaders will be to set the conditions for this kind of
development. Unfortunately, many underdeveloped nations have been
captured by an upper-class, rent-seeking elite that will see this kind
of development as a threat to their rule. They are likely to use their
dominant positions to control or block it.

INSTABILITY POTENTIAL

Although Schwab is mostly optimistic about the fourth industrial revo-
lution, he is deeply concerned about the potential for increased inequality
even in the developed nations. The great beneficiaries of the fourth
industrial revolution are the providers of intellectual or physical capital
—the innovators, the investors, and the shareholders, which explains
the rising gap in wealth between those who depend on labor and those
who own capital. It also accounts for the disillusionment among so many
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workers, convinced that their real income may not increase over their
lifetime and that the children may not have a better life than theirs.”'

Underdeveloped nations will face real challenges to stability. With the
path to industrialization blocked and youth bulges maturing in many
of these nations, they will face frustrated populations with little hope.
One of the important traditional outlets—migration—will be increasingly
difficult as developed nations institute more restrictions on immigration.
In the United States and Europe, fear that mass migration is causing
domestic instability is a growing political issue.

All nations will grapple with the challenges of protecting their popu-
lations, or at least some of the politically favored stakeholders, from the
negative effects of the fourth industrial revolution even as they try to
reap some of it benefits. The potential for national, regional, and global
inequalities to cause instability will rise. These conditions will create
fertile grounds for today’s terror organizations which will seek not only
to control the area they are in but also export terrorism to the West. Nor
will developed countries be exempted as the angst and anger displayed
in the recent elections demonstrated.

INCREASING REGIONALIZATION OF TRADE

The changes in manufacturing, services, energy, and internet connectivity
are shifting trade toward regionalization and even some localization.
Three major trade regions—North America, Asia, and Europe—(based on
the three big economies of the United States, China, and the European
Union) are evolving.

North America

North American companies remain the most innovative in the
world by virtually any measure. They attract top talent, earn the
most patents, and command most of the world’s venture capital.
... This is reinforced by the fact that North America remains at
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the cutting edge of four synergistic technology revolutions: new
forms of energy production, advanced and digital manufacturing,
life sciences, and information technology.*

The Boston Consulting Group Global Manufacturing Cost-Competitive-
ness Index examined the costs of productivity-adjusted labor, natural
gas, and electricity from 2004 to 2014 for manufacturers in twenty-five
economies. BCG found that by 2014, “Mexico and the United States had
improved their competitiveness against all other economies in the index.
We call these two nations the ‘rising global stars’ of manufacturing.”
By 2016, the Deloitte Global Manufacturing Competitiveness Index noted
that although China remains ranked first, the United States climbed from
fourth in 2010 to second in 2016. The executives surveyed projected the
United States will rank number one in 2020 and Canada and Mexico will
remain in the top ten.**

In short, North America is a great location to manufacture. It has a
large, wealthy consumer market which will thrive as industry moves
to mass customization of goods with rapid delivery. Global air freight
might still allow lighter products like computer chips, small electronics,
and tailored clothing made overseas to compete. However, the speed of
delivery between some nations has been markedly slowed by recently
imposed tariffs and procedural restrictions—and remain a risk that must
be considered when planning a business location. This is another case
where new technology’s local-production advantages are being reinforced
by political pressure.

All of the aforementioned factors are reinforced by social pressures
to “buy local” and the desire to reduce the environmental impact of
production. The local food movement has grown fast enough to attract the
interest of investors who see a well-to-do market that is willing to pay a
bit more for locally produced food.” In addition, indoor farming virtually
eliminates the environmental impact of farming on land and waterways.
The growing movements to restrict fertilizer use in major drainages
(e.g., the Chesapeake Bay) will add to pressure to change how food is
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grown. Cultured meats will not only greatly reduce the environmental
footprint of the meat industry but also appeal to the growing animal-rights
movement. The net effect of “local” and environmentalist movements
will be to reinforce the technological drive toward local or regional
production and consumption.

Today, the United States ranks sixty-seventh out of one hundred
nations in the DHL 2018 Global Connectedness Index which measures
“cross-border flows of trade, capital, information and people.”36 And
thirty percent of America’s import and exports go to/from Canada and
Mexico. They are consistently the United States’ second and third largest
trading partners with 15.0 and 14.3 percent of U.S. trade in 2017.” Thus,
about eighty-six percent of the U.S. economy is actually generated within
North America.

The level of regional integration of the North American market is also
indicated by the percentage of Canada and Mexico’s trade that is with
the United States. In 2016, the United States took 75.3 percent of Canada’s
exports and provided 65.1 percent of its imports.*® During the same year,
Mexico sent eighty-one percent of its exports to the United States and
received 46.5 percent of its imports from the United States.”

AsiA

East and Southeast Asia are also integrating. In March 2018, twelve
nations signed the Comprehensive and Progressive Agreement for Trans-
Pacific Partnership, a revised TPP. The participants—Australia, Brunei,
Chile, New Zealand, Peru, Singapore, Vietnam, Japan, Malaysia, Canada
and Mexico—represent fourteen percent of the global economy.*’ Asia
ranks second on the DHL Globalization Index for intraregional trade,
and the treaty will reinforce the already-strong regional networks.*!
Currently about fifty percent of all exports from East Asian nations
go to other East Asian nations.*” In 2016, 49.8 percent of China’s total
exports went to Asian trading partners as North America purchased only
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twenty one percent, Europe 18.5 percent, and Africa a mere 4.4 percent.
From 2009 to 2016, China’s trade grew fastest with Vietnam, Thailand,
Russia, India, Taiwan, and Malaysia.43 The fourth industrial revolution
is increasing its percentage of intraregional trade.

EUROPE

The DHL 2018 Globalization Index rates the European Union (EU)
as the most globally integrated region in the globe. However, this is
a bit deceptive. Over seventy percent of European exports go to their
neighbors on the same continent but count towards globalization.** In
fact, they represent regionalization. Europe’s most successful exporters
have begun adopting the localized production model by opening more
plants in the markets they serve. From running shoes to luxury autos,
European firms are moving production to the markets.

LATIN AMERICA

Latin American economies have historical been tied heavily to that of
the United States. But in 2011, China surpassed the United States as
the region’s leading trade partner (excluding U.S. trade with Mexico).
Although from 2014 to 2017, Latin American trade with both the United
States and China has decreased fifteen percent.*” Latin America’s economy
contracted in 2015 and 2016 but recovered slightly 2017 and grew one
percent.*® The steep decline in trade with U.S. and China despite very
strong growth in commodity exports could be an indicator that intrare-
gional trade is increasing in Latin America. In addition, in July 2019, two
decades of trade negotiation culminated in a trade agreement between the
European Union and Mercosur, the trade alliance that includes Argentina,
Brazil, Paraguay, and Uruguay. Leaders expressed hope that this would
reverse the global trend of protectionism.*’
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SouTH AND CENTRAL ASIA

South and Central Asia are poorly positioned geographical and politically
for international or even regional trade. The two biggest economies—
India and Pakistan—are openly hostile and severely restrict cross-border
trade. This impacts Central Asian nations because of the extremely
difficult terrain that lies between them and lack of any easily accessible
seaport. It also restricts their access to the large and growing Indian
market. It is not surprising that DHL ranks this region second to last
in global connectedness.

AFRICA

Africa, dead last in the DHL rating, lacks many of the fundamentals
necessary to integrate more fully into the global economy.* However,
there are bright spots. Since the 2008 crash, intra—East African Community
trade has increased 60 percent.*’ Unfortunately, global onshoring efforts
mean that the Asian tigers’ path to export-driven growth is blocked.
Most of the manufactured products which these nations could produce
will increasingly be made better and cheaper in the developed world.

SUMMARY

The fourth industrial revolution will bring massive improvements in
productivity to manufacturing and service industries for those nations
that can exploit it. With automation rapidly eliminating the advantage of
low-cost labor, global manufacturing is shifting from massive plants in
low-cost-labor areas producing for the entire world to regional production
facilities that are closer to their consumers. The service industry is
following suit. In addition, energy production and food production
are becoming regional or even local. It is essential to understand that
previous periods of deglobalization were driven primarily by political
instability that raised the risk of international trade. Traders simply



126 DEGLOBALIZATION AND INTERNATIONAL SECURITY

could not cover the risk and still make money. When political and social
stability returned, so did globalization because the opportunity to make
money did too. Today’s deglobalization is different. It is being driven by
business decisions more than current political, security, or social issues.
Due to the combination of rising labor costs globally and improvements
in automation, the overall manufacturing favorability of the United
States is rising. It is “further enhanced when one includes advantages
in sophisticated supply-chain logistics, ease of doing business, and low
corruption. Dramatically lower energy costs have handed firms located
in the US. an enormous competitive advantage in energy-intensive
production.”

North America is very well situated to benefit from these changes
and seems to be doing so already. “By 2015, the top ten companies in
terms of stock market value were based in the United States—the first
»51

time this has happened since 2002.”" These companies, led by Facebook,
Amazon, Netflix, and Google, show that America is doing well in the

newest parts of the economy.

In short, North America’s reliance on the world is decreasing. It will
still need raw materials, but we must keep in mind the rapid development
of new materials that are replacing some imported ones. North America
even has a supply of most “rare” earths. Although China currently
has over ninety percent of the global market in rare earths, it is not
because they are rare.’® The United States has several sites where the
concentration of the metals is high enough to mine.” It simply chose
not to pay the costs—economic and environmental—to refine them as
long as this can be done cheaply and reliably in China. After China
slowed supply to Japan, the Mountain Pass California mine reopened in
January of 2019 and is estimated to be supply one-tenth of the world’s
unprocessed rare earth.”

Along with energy and food security, North America, and the United
States in particular, is gaining greater independence in manufacturing
and services. At the same time, North America’s leadership in the



International Trade and Development Implications 127

technological race to the fourth industrial revolution means it will likely
increase its exports of manufactured products to the rest of the world.
Today, manufactured goods make up two-thirds of U.S. exports, with
commercial aircraft, industrial machines, and telecommunications exports
being particularly strong—all items that will be made cheaper and better
as the fourth industrial revolution progresses. The next largest area of
U.S. exports are industrial supplies—primarily chemical and petroleum
products. Its huge advantage in natural gas costs means its exports of
those products are likely to increase too. Consumer goods represent the
smallest export market for the United States. The United States imports
$594 billion in consumer goods but exports only $194 billion so it stands to
gain overall as consumer goods production becomes localized. It imports
$123 billion in footwear and apparel alone. If this industry moves to mass
customization, that number will fall sharply. In fact, the United States
need to import should decrease overall because other large categories of
imports are petroleum products ($144 billion) and automotive vehicles,
parts, and engines ($350 billion).>

Clearly the fourth industrial revolution is changing the global economy
rapidly and in unexpected ways. It is having an even more dramatic
effect on military power—the subject of the next chapter.
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CHAPTER 5

MILITARY IMPACT

The technologies of the fourth industrial revolution are also dramatically
changing the character of conflict. The convergence of these ever-
improving technologies is providing sharply increased capabilities to
smaller and smaller political entities—extending even to the individual.
This chapter will discuss the implications this diffusion of power has
for the character of warfare and then explore how selected technologies
are changing conflict.

However, it is essential to understand that the fundamental nature
of war (what it is) will not change even as its character (how it is
fought) changes dramatically. The nature of war will remain rooted in
Clausewitz’s primary trinity of passion, chance, and reason. After the
Gulf War, the U.S. Department of Defense claimed that technology was
changing the nature of war. It would allow U.S. leaders to see and under-
stand everything that was happening on the battlefield while preventing
the enemy from doing so. Technology would create a revolution in
military affairs.

To make it work, the Department of Defense stated it needed to
explore organizations and procedures along with the new technologies.’
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Unfortunately, throughout the 1990s, the department focused primarily
on technology. It was convinced technology would allow U.S. forces
to “lock out” all enemy courses of action.” The reality fell far short of
these expectations.

Despite decades of development and experimentation, technology
has not allowed U.S. forces to dominate a wide range of insurgent and
terrorist movements. The successes U.S. forces enjoyed have consistently
been based on operational and tactical adaption rather than on techno-
logical prowess. It is critical to remember this fact. Human adaptation
in the operational and tactical sphere are more important than superior
technology. History is full of examples of technologically superior forces
being defeated by superior ingenuity and adaptability on the part of
their enemies.

As US. forces drew down in Iraq and Afghanistan, the Department of
Defense shifted its focus to potential conflicts with near-peer competi-
tors—and once again turned to technology. In 2014, Secretary of Defense
Chuck Hagel announced the Defense Innovation Initiative or, as it is
more commonly known, the Third Offset Strategy. Clearly, this was a
vital effort on the part of the department and, if successful, will pay
significant dividends.

However, the fourth industrial revolution will not just change how
nations fight but will change the framework of conflict as it recasts society,
the state, and military organizations. A key point is that the warfare
changes discussed in this chapter will be happening simultaneously with
and driven by economic, social, and political changes. As was the case
with the previous industrial revolutions, this one will restructure the
global economy, international trade patterns, and the ways and means
which militaries use to achieve strategic goals.

This chapter will address how creative operational concepts can use
emerging technologies—nano, drones, artificial intelligence, and space
in particular—to change conflict in all domains. In addition, it will also
explore hypervelocity weapons. In contrast to the small, smart, and
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cheap weapons the other technologies are allowing, hypervelocity will be
expensive but, if it succeeds, will have a massive impact on the character
of war.

NANOTECHNOLOGY

The most immediate military application of nanotechnology is nanoen-
ergetics, or nanoexplosives. In 2002, nanoexplosives demonstrated an
explosive power twice that of conventional explosives.> More recently, a
writer asserted that the Department of Defense is using “nanoaluminum
to create ultrahigh burn rate chemical explosives, with ten times greater
explosive punch than conventional explosives.”* Because there were no
footnotes or references cited, it is not possible for the reader to determine
why there was an exceptional increase in explosive power between 2002
and 2017. With research in this field closely held, it is difficult to say if
the assertion is true. But even if two times is as good as it gets, a one-
hundred-percent increase in destructive power for a weapon of the same
size is a massive increase. The key is that much greater conventional
explosive power is available to states—and when these explosives move
into the commercial sector, they will be available to nonstate actors too.

The second area of interest is that of nanomaterials. Carbon nanotubes
(created from graphene) are over one hundred times stronger than
steel and are exceptional conductors. Currently, they are being used to
dramatically reduce the weight needed for structural strength in a wide
range of products—from electronics to vehicles to medical devices to water
purification. Although the graphene that is the basis of carbon nanotubes
currently remains difficult and expensive to mass produce, a number
of promising methods to speed production are being explored.” When
these or other methods under development make graphene available
cheaply in large quantities, they will free designers to explore radically
new designs to improve performance for products across the spectrum,
from bicycles to very high-end military applications.
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In a related field, numerous firms are applying nanomaterials to
batteries and increasing their storage capacity.® Graphene is being used
in supercapacitors to create batteries that can recharge almost instantly—
although mass production and deployment of these supercapacitors will
take a few more years. Another area of particular interest to militaries is
use of nanomaterials for camouflage and stealth. A number of companies
are working on smart, adaptive fabric that will change to match the
background. But more importantly, many companies are working to
develop nano-based paints to make it very difficult to electronically or
visually detect any coated objects. At the University of California San
Diego, researchers have found a cheap way to coat products with a super-
thin, nonmetallic material that manipulates radar waves. German, Israeli,
Indian, and U.S. firms are all testing coatings that reduce radar as well
as visual and near-infrared signatures.’

Potentially some of the most valuable nano-products are radiation-hard-
ened circuits. These circuits have a much higher resistance to electro-
magnetic pulses and microwave weapons.® In essence, it will be possible
to create drones and missiles with electronics that are resistant to the
high-power microwave weapons designed to overload electronic circuits.
During the Cold War, most U.S. military electronic systems were hardened
to protect them from the electromagnetic/microware pulse generated by
a nuclear blast. As the U.S. military is shifting its focus back to major
power competition, it is once again working to harden its electronic
systems. Because they can be projected as a wave and do not require
the dwell time of laser systems, microwave-energy weapons hold great
promise for defense against drone swarms. Hardened circuits will make
such a defense more difficult and costly.

In short, improvements in materials, circuitry, energy storage, and
explosives based on nanotechnology will lead to major increases in
range, payload, and stealth for a wide variety of vehicles—from high-
performance aircraft to armored vehicles to cheap drones.
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AERIAL DRONES

Even with the long history and recent proliferation of civilian drones,
most discussions still center on the military use of large, sophisticated
drones. In the past, it was military needs that drove the development
of drones. Today, drone companies around the world are responding
to the demand from industries as varied as “real estate, oil and gas,
manufacturing, construction and engineering, infrastructure, travel and
tourism, sports and events, mapping and surveying, golf courses, high
rises and condos, and weddings.” It is essential to understand the rapid
improvement in many drone capabilities is being driven by commercial
uses, not military ones. As a result, most of these new capabilities will be
available to anyone who wishes to purchase them—and in large numbers.
Titomic, an Australian firm, has 3D printed an entire titanium drone that
measure 1.8 meters in diameter."

For the purpose of our discussion, it is convenient to break aerial
drones into the functions they execute—surveillance, reconnaissance,
communications, and strike—to see how each segment of the technology
is and will be used to create military advantage.

Surveillance Drones

Surveillance drones have received a great deal of attention. It is also an
area of rapidly increasing capability. The U.S. military led the way with
its high-end Global Hawk, Triton, Scan Eagle, and Grey Eagle platforms
which have been invaluable in counterterrorism operations. These long-
endurance, remotely piloted UAVs provide the steady, uninterrupted
surveillance necessary to really understand the “pattern of life” in the
target area. Numerous online videos attest to their effectiveness.

Unfortunately, they are also quite expensive and require extensive
support structures, as well as numerous analysts to maximize their
effectiveness. A long-endurance remotely piloted drone requires a ground
control station, satellite links from the ground control station or pilot
(often in the United States) to where the aircraft is operating, and local
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launch and recovery teams at the overseas operating base. They are
anything but “unmanned systems.” Lieutenant General Dave Deptula,
USAF (ret.) notes

Reaper’s [a larger version of the Predator] infrastructure neces-
sitates at least 171 personnel for each CAP [Combat Air Patrol]:
these include 43 mission control personnel, including seven pilots
and seven sensor operators, 59 launch, recovery and maintenance
personnel (including six more pilots and sensor operators), 66
Processing Exploitation Dissemination personnel for intelligence
and its support (including 14 more maintenance personnel) and
three ‘other equipment’ personnel."

A CAP represents a single aircraft orbit that keeps the drone over the
area it is supposed to surveil. Because a theater may request multiple
CAPs on a daily basis, drone surveillance of target is a very manpower
intensive operation.

Increasing the demand for personnel, the sheer volume of video
produced by U.S. drones exceeds human capacity to interpret. The vast
majority of the live video recorded is never even looked at by a human.
The problem is exacerbated by the huge quantities of data also being
acquired by both optical and electronic surveillance satellites. In response,
the Pentagon expanded its intelligence analysis contracts by orders of
magnitude. Both the Pentagon and those contractors are working hard
to develop artificial intelligence algorithms such as Project Maven that
will mine the flood of data. However, the purchase and operating costs
of high-end systems put them out of reach for most organizations and
even nations.

That said, there is an increasing commercial demand for long-endurance
surveillance systems for everything from monitoring fisheries to exploring
for oil in remote areas. As expected, commercial solutions are much less
expensive and require only a few personnel. A Canadian firm, Defiant
Labs, just introduced the DX-3 as a potential surveillance, mapping, or
communications platform. It can remain aloft for twenty-four hours with
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a 6.6-pound payload and has a mission range of nine hundred miles. It
can be configured with light detection and ranging (LIDAR) technology
to conduct precision mapping or integrated optical or thermal cameras
with high-resolution zoom. It takes off and lands vertically but then
transitions to fixed-wing flight.'> With a wingspan of only ten feet, it
can easily be transported by a light vehicle.

As impressive as the DX-3’s capabilities are, they have already been
surpassed by even more capable commercial drones. Aerovel’s Flexrotor
is being purchased by fishing companies and fishing regulators alike to
provide long-term (thirty hours) and long-range (1,500 miles) observation
to locate fish and to monitor fishing vessels. It navigates autonomously
using GPS, launches and recovers vertically. It can collect both visual
and infrared video and stills."

In October 2017, supervised by DARPA/NASA, Vanilla Aircraft’s
VA001 unmanned aircraft system conducted a nonstop, unrefueled 121-
hour flight with a thirty-pound payload.'* These drones offer commercial
firms capabilities that used to be the preserve of governments.

All three systems are autonomous. This eliminates the needs for pilots
or system operators. Flexrotor and DX-3 also have vertical takeoff and
recovery functions, so they do not even require an airfield. VA-1 can be
launched and recovered by very small crews from short runways or roads.

The rapid advances in commercial, autonomous surveillance drones
and machine interpretation is dramatically lowering the cost of operating
long-range, multispectral surveillance missions.

Reconnaissance Drones

Smaller, cheaper drones are not particularly effective at the surveillance
mission due to their relatively short endurance. Although similar to
the surveillance function, the reconnaissance function tends to focus
on a specific mission or requirement. It may be as simple as getting a
look over a wall or as complex as entering a denied area hundreds of
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miles from the drone’s launch point. Here the full family of drones from
small, hobbyist to long-range, extended endurance drones fulfil different
aspects of the reconnaissance mission.

At the small end, quadcopters are being used by hobbyists and profes-
sionals to provide aerial images for everything from real-estate listings
to movie-background roll. Both still and video camera quality is rapidly
improving, and some hobbyist drones like the DJI Phantom can be
equipped with both visual and infrared cameras on the same mission. And
commercial competition is rapidly improving the sensors small drones
can carry. Aerialtronics just put a new Al-driven camera on sale that is
four inches by four inches by three inches and weighs only 1.5 pounds
but has a 30x-magnification HD camera with an integrated forward-
looking infrared camera." It can integrate the two images to provide
better target identification. In March 2018, researchers demonstrated a
$700 3D-printed, hyperspectral imager light enough to mount on a small
drone.’® And Google has released its MobileNets family of lightweight
computer vision models that can identify objects, faces, and landmarks."”

Obstacle avoidance and various types of limited autonomous flight are
also available. For a few thousand dollars, a business can conduct many
of the same tasks that used to require a helicopter or light plane costing
hundreds of thousands to millions of dollars.

Some fire departments have adopted tethered drones to give the on-
scene fire chief a long endurance overhead view of the incident. With
power supplied through a tether, endurance is limited only by the
mechanical reliability of the drone. Not surprisingly, criminals have also
adopted drones. In May 2018, criminals used small drones to aggressively
“buzz” an FBI observation post and fed the video to YouTube so other
members of the group could see it.'®

The U.S. Marine Corps is experimenting with providing an inexpensive
commercial drone to each infantry squad leader to provide short-term but
immediate feedback. Emergency responders in many nations are adopting
longer endurance small drones to assist with search and rescue operations.
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And of course, America’s special operations forces make extensive use
of high-end, remotely piloted drones. It is clear that terrorists, insurgents
and small states will also make use of the commercial drones available in
each of these categories up to and including the long-endurance drones
with multispectral and electronic sensors.

Communications Relay Drones

The primary role of drones in communications is to provide temporary
nodes either to extend the range of existing systems or to provide rapid
replacement for a node that has sustained damage. Clearly, long endurance
or tethered drones are the best suited for this mission. However, one
can see how even a limited-endurance drone could be useful to small
units in raid-type missions to provide extended communications during
a critical window.

Airbus, the European aircraft manufacturer, has entered the drone
business with a focus at the high end, both literally and figuratively.
It has developed the Zephyr S and its larger stablemate, the Zephyr
T (twin), both solar-powered. They can be tailored with payloads that
offer voice and data communication beyond line of sight, or line of sight
high-resolution optical imagery. It also has an active radar package
that can be used for real-time mapping. Airbus believes Zephyr can
provide persistent Internet coverage in remote areas—and has tested
the endurance by keeping it aloft for fourteen days without refueling."’
Because it operates at 70,000-90,000 feet, the Zephyr does not require
coordination with either commercial air corridors or space orbits except
when going on or off station.

CACI International, has also entered the field. To provide for civilian

communications relay, they built the SunSpark solar drone. Only thirty-

two-feet long, it has a one hundred-foot wingspan.”’
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Strike Drones

Large, long-endurance drones like the Predator have repeatedly demon-
strated the ability to deliver timely precision fires in low-threat envi-
ronments. Today, the Pentagon is seeking low-cost, high-performance
unmanned aircraft to accompany manned aircraft into combat. Kratos
Defense and Security Systems Inc. has designed the XQ-222 and aims
to sell it for about two million dollars a copy, if bought in volume. The
aircraft features a 1,500-mile combat radius (over two times the F-35)
with a five-hundred-pound payload and can fly three thousand miles if
sent on a one-way mission. It also has low-observable features as well
as no requirement for an airfield to launch or recover. It takes off with a
rocket assist from a stand and lands using a parachute.” Kratos promoted
the XQ-222 at the 2017 Paris Airshow suggesting that the drones could
fly in tandem with F-16 or F-35 fighters to increase the capabilities of
existing aircraft dramatically.”* And, of course, their presence at the Paris
Airshow indicates America will not be the only nation with this capa-
bility. Although the XQ-222 is its most capable drone, Kratos produces
an entire family of unmanned jet aircraft to include the Mako which has
already partnered with various manned aircraft.”’

But strike is not limited to million-dollar systems. The U.S. Army
and Marine Corps have been using the $15,000 Switchblade drone as
an observation and strike platform in Afghanistan since 2011. The
Switchblade comes in a small tube two feet long and about three inches
across. It weighs only six pounds, yet it can fly for ten kilometers providing
live video to the operator. And because it is armed, the operator can use
it to suicide into any targets he finds. By 2015, more than four thousand
were shipped to Afghanistan to support U.S. forces.”*

Nor do states have a monopoly on the strike mission. Starting in 2015,
the Islamic State of Iraq and Syria (ISIS) began to employ drones to support
its forces. These drones, costing only a few hundred dollars apiece, were
either purchased as commercial products or built from scratch in local
weapons facilities. ISIS had established a workshop in Ramadi to build
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their own drones as early as February 2016. Initially, it used drones
primarily for reconnaissance and to guide suicide car bombers to their
targets. By early 2017, Iraqi forces reported ISIS’ first use of drones to
deliver bombs—in the form of grenades—against Iraqi forces.”> The same
month ISIS began uploading videos to online websites that appear to show
a small fixed-wing drone dropping two small bombs with remarkable
accuracy. The videos recorded numerous attacks against a variety of
personnel and vehicle targets. The bombs were not particularly powerful,
but they still killed or wounded a number of people and damaged some
vehicles.] In one video, the drone is used to support a complex ambush.
It distracted the local Iraqi forces so that a suicide car bomber could close
in and detonate his vehicle.?

This was not a minor effort for ISIS. In January 2017, documents
detailing ISIS drone operations were seized. They revealed that as early
as 2015, ISIS was conducting a well-organized effort to analyze each
mission, learn from it, and improve both its equipment and operational
techniques. Their efforts paid off for them. A U.S. spokesman noted
more than eighty ISIS drone attacks between October 2016 and January
2017 that resulted in about a dozen dead and fifty injured government
soldiers.”’ ISIS took advantage of the fact that commercial drone usage
is expanding at an exceptional rate.

In addition to their use for a variety of communications, mapping, and
videography, commercial drones have begun delivering packages. A key
factor in how quickly drones can be deployed as delivery platforms is
the regulatory environment. U.S. regulators are taking a very cautious,
deliberate approach, but other nations are providing more room for
experimentation. In 2016, Amazon established a nascent delivery service
in the United Kingdom.”® Dominos’ delivered it first pizza on August
2016—in New Zealand. Maersk Line had a drone deliver supplies to a
ship near Denmark in March. Zipline, a California-based firm, regularly
delivers blood supplies to remote clinics in Rwanda. Even the United
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Nations is experimenting with drone delivery in partnership with the
government of Malawi for humanitarian uses.”

Small payloads have been a problem, but entrepreneurs are moving
to solve that. In 2018, Volans-I launched an autonomous drone that can
carry 20 pounds across 500 miles at speeds of up to two hundred miles
per hour.** TAKOF, a Canadian firm, has a helicopter drone that delivers
four hundred pounds over 120 miles.>

In May 2018, the U.S. Department of Transportation announced it had
selected ten state, local, and tribal governments within the United States
to participate in the Unmanned Aircraft Systems (UAS) Integration Pilot
Program. The selected governments will be able to request permission
to conduct a wide variety of drone tests out of sight of the operator over
wide areas (perhaps even the whole state) and will be able to fly at night.*
More than two hundred companies have partnered with the selected
governments to conduct experiments in the United States that previously
had to be conducted in countries with friendlier regulatory environments.

Commerecial firms have mastered the basics of drone delivery. However,
to really expand the commercial delivery market, drones will have to be
truly autonomous. How they are accomplishing this will be discussed in
the artificial intelligence section of this chapter.

Maritime Drones

The commercial shipping industry also has much to gain from using
unmanned ships, and a number of companies are experimenting with a
range of vessels, from North Sea ferries to electric coastal cargo vessels
to full-size container ships and tankers. However, due to administrative,
legal, and safety issues, most analysts think it will be a decade or more
before truly unmanned ships are sailing the open ocean. Inland waters
may be different. Rolls-Royce believes it can have up to five autonomous
ferries operating by 2020.*
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Like most of the applications of innovative technology, the ones
behind unmanned ships will be profit driven. The U.S. Department of
Transportation estimates crew cost for foreign-flagged vessels at thirty-
five percent of the total operating cost; for U.S.-flagged vessels it is
sixty-eight percent.** Clearly, no commercial manned ship will be able
to compete on cost against an unmanned ship.

In 2010, Rutgers University developed an underwater “glider” drone as
part of an ongoing oceanographic effort that now has hundreds of gliders
operating around the world.*® The newer versions dive to four thousand
feet and can be purchased for about $100,000 each, but commercial firms
are striving to reduce the cost by ninety percent.’® These drones have
demonstrated the ability to deliver a small payload at transoceanic ranges
autonomously. Michigan Tech has already produced low cost versions
that can work together.”’

In addition to oceanographic survey, military and commercial orga-
nizations are experimenting with using autonomous ships to conduct
a wide variety of tasks. In 2016, the U.S. Navy commissioned the Sea
Hunter, a 103-foot-long, unmanned trimaran designed as a long-range,
independent submarine hunter.*® The Royal Navy and French Navy are
working together to develop an unmanned mine hunter. The U.S. Navy
is planning to spend $2.7 billion to buy

10 large USVs [unmanned surface vehicles] over the next five
years, as part of an overall plan to buy 232 unmanned surface,
underwater and aerial vehicles of all sizes in the next five years.”

It is also pursuing smart swarming technology with the Low-Cost
Unmanned Aerial Vehicle Swarming Technology (LOCUST)* as well
as small watercraft.*’

The U.S. Navy, which has also been working on unmanned underwater
vehicles (UUVs) since at least 2004, is pursuing high-end versions. In
December 2016, the Department of Defense announced it was planning
to spend up to $3 billion on UUVs ranging from oceanographic survey
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to stealth reconnaissance platforms.** Boeing has developed the Echo
Voyager, a 51-foot-long submersible designed to stay submerged for
months.** Some will operate independently; others will operate in coor-
dination with submarines and surface ships. Innocorp announced it
has produced a drone that transitions from an unmanned underwater
vehicle to an unmanned aerial vehicle that operates autonomously as a
surveillance drone.* Although still experimental, it shows the remarkable
potential of drones to span warfare domains.

By 2018, the U.S. Navy was developing unmanned vehicles to:

1. Detect and strike enemy combatants remotely and discretely,
neutralizing enemy threats without putting sailors at risk.

2. Clear a mined strait within hours, quickly and cheaply, with a
swarm of hundreds, if not thousands, of small unmanned mine-
hunting vehicles.

3. Assign a drone to follow an adversary’s submarine at safe distance
from the moment it leaves port to the time it returns.

4. Assign an unmanned surface vessel constant guard of a critical

: 45
port or infrastructure.

UUVs can be launched from a variety of surface and subsurface
platforms or remain ashore in friendly territory until needed, and then
launched from a port or even the beach. Imaginatively employed, they
could be a relatively inexpensive substitute for a submarine force for
a small nation.

The U.S. Navy’s 2020 budget requested $359 million for UUVs, $400
million for two large unmanned surface vessels, with plans to buy eight
more over the next four years, and funds for eight unmanned MQ-25
Stingray aerial refuelers.* The United States is not alone in pursuing
unmanned seapower. In June 2016, China displayed a wide range of
unmanned underwater vehicles and unmanned surface vehicles ranging
from small, short-range systems to long-range autonomous systems.*’
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Ground Drones

Despite the complexity of operating in the cluttered, confusing, and
entirely unpredictable ground environment, many companies are pushing
hard for autonomous ground systems. From walking-paced ground-
delivery systems to driverless vehicles and even to cattle-herding drones,

researchers are making advances in all areas.*®

Although driverless cars on the street are several years to a decade
away, autonomous trucks are already working in closed, privately owned
compounds such as mines. These trucks not only save on labor and work
twenty-four hours a day, even in very remote locations, but they are also
safer because few people are present in the mine.

Rob Atkinson of Rio Tinto mining reports that the company’s driverless
trucks have proven to be roughly fifteen percent cheaper to run than
vehicles with humans behind the wheel. Because haulage is by far a
mine’s largest operational cost, this is a major improvement. Robotic
trucks do not stop for shift changes or bathroom breaks. They are more
predictable and gentler than any human in how they use brakes and
other controls.*’ In 2018, Rio Tinto also delivered its first load of ore
from its mines to the port using an autonomous train.> Diggers and
bulldozers could be next to be automated.

Given the demonstrated major cost reductions, more and more busi-
nesses are operating autonomous trucks and unmanned shuttles on
private property. In what may be the first movement beyond the bound-
aries of private property, Peloton Technology plans to sell equipment
that will allow trucks to platoon. These are not autonomous trucks but
rather trucks linked wirelessly to the lead truck. The driver in the lead
truck controls the gas and brake inputs to several following trucks.’!
This technology has been tested in Europe and found to reduce not only
labor costs but also fuel costs because of the better fuel efficiency for the
following trucks which are drafting on the lead truck.

Mobile land mines and autonomous anti-vehicle weapons are also
under development.’® They require much more advanced mechanical
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systems and better artificial intelligence than aerial drones to operate
independently. Thus, it will take significantly longer to field systems with
even limited ability to move about an active battlefield autonomously.

But both states and nonstate actors have already built and are employing
remotely operated land robots—and arming them. As early as 2008, the
U.S. Army bought twenty-four robot patrol sentries but did not arm
them.>® The Russians, however, have no qualms about arming autonomous
robots. In 2014, the Russian Strategic Missile Forces deployed mobile
robots armed with heavy machine guns to guard five of its ballistic missile
installations. Because these robots work in a well-defined and confined
space, the Russians claim they have limited autonomy.>* In 2014, the
South Koreans put autonomous robots along the DMZ. Each robot has
heat and motion sensors to detect intruders and is armed with both a
heavy machine gun and a grenade launcher, but the robot cannot fire
without a human’s command.”

As always, active warfare has stimulated creativity among the combat-
ants. In Iraq, Members of the Hashd al Shaabi (Popular Mobilization
Units) in Iraq developed and used four armed robots to fight ISIS. All
four used cameras so that the remote operator could see and aim the
machines guns and grenade launchers. *®

The Russians went a step further and deployed their Uran-9 remotely
operated mini-tank to Syria. They claimed the “vehicle can automatically
identify, detect and track enemy targets based on a pre-programmed path
set by its operator.”” However, the initial deployment did not go well.
The systems remote control and sensor systems failed to operate at the
specified ranges and even the track and suspension caused problems.*®
This is not surprising. All revolutionary systems encounter major problem

during initial deployments

The key point is that both military and commercial drone usage is
exploding. And there appear to be few limits to the uses planned for
them. The global smart commercial drone market is projected to reach



Military Impact 149

$179 billion by 2025.°° To exploit this investment fully, autonomy and
GPS-free navigation will be essential.

ARTIFICIAL INTELLIGENCE

As noted in chapter 2, task specific artificial intelligence is altering the
entire spectrum of human activity from leisure to work. However, two
areas of artificial intelligence are of particular importance in the evolution
of small, smart, and cheap weapons—navigation and target identification.
The Global Positioning System (GPS) has proven satisfactory for basic
autonomous drone applications such as the Marine Corps’ K-MAX cargo-
hauling drone helicopter in Afghanistan.” However, GPS will continue
to be insufficient for operations where terrain blocks line of sight to
the satellites, indoor environments, dense urban areas, and areas where
GPS is jammed.

At the cheap end, the University of Pennsylvania has developed a
quadcopter that “uses a smartphone for autonomous flight, employing
only on-board hardware and vision algorithms—with no GPS involved.”®!
At the top end, DARPA is working on two programs that will provide
precise navigation without the need for satellites. C-SCAN (Chip-Scale
Combinatorial Atomic Navigation) and QuASAR (Quantum Assisted
Sensing) use variations in the Earth’s magnetic field to establish the
precise location of a system. If the systems work, they will provide
position location data that is 1,000 times more accurate than today’s
GPS data.® The British military is also investing millions of pounds in
a technology similar to DARPA’s. Researchers working on the project
forecast that they will have a prototype ready within five years.*> The key
point is that a vehicle equipped with non-GPS navigation is immune to
GPS jamming. The huge economic potential for truly autonomous drones
means that corporations are also investing heavily in GPS-independent
navigation systems. Such systems can get a drone to the target area, but
they will not ensure it can hit a specific target.
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Thus, the second key element for truly autonomous drone-strike
operations is accurate target identification. Many researchers are working
on limited AI that will provide accurate identification from onboard
visual or multispectral systems.®* In 2015, Neurala, a robotics company,
developed an “i10S/Android app called ‘Selfie Drone’ that enabled low
cost Parrot Bebop and Bebop 2 drones to take hands-free videos and
follow a subject autonomously.”® By 2019, the field had advanced so
rapidly that online journals were rating seven different drones as the
best “follow me” drones.*®

An app that can identify a person to follow could certainly identify a
C-17 on the parking apron at Bagram and thus complete the technology
needed for autonomous attack. By setting the drone to fly on a specified
heading and then attack when the app identifies the designated target,
insurgents can remove the requirement for remote piloting. Nor do they
have to take extraordinary steps to develop the flight path for their drone.
Google Maps (Earth View) can provide the azimuth and range from a
launch point to the target area.

Obviously, the Department of Defense is also working to create systems
that can identify targets but are light enough to be carried by a small
drone. In 2017, DARPA converted a commercially available drone to an
autonomous system that could examine individuals on the ground and
determine if they had weapons—even if they were partially hidden.®’
Such a system has very high value for U.S. personnel operating in a
stability operation. For higher end combat, the “Air Force Research Lab
(AFRL) has reported good results from using a ‘neuromorphic’ chip made
by IBM to identify military and civilian vehicles in radar-generated aerial
imagery. The unconventional chip got the job done about as accurately as

a regular high-powered computer, using less than a 20th of the energy.”®®
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SWARMS

It is autonomy that makes the technological convergence a threat today.
A truly autonomous drone will require no external input other than the
signatures of the designated targets. Thus, they will not be vulnerable
to jamming. Further, because they will not require human intervention,
autonomous platforms will be able to operate in very large numbers.
Rather than using the complex and advanced algorithms the Department
of Defense is using for its self-organizing swarms, a less sophisticated
enemy might simply launch a swarm that does not coordinate. Each
drone would have a simple set of instructions that enables it to engage
a target—hence no link to the outside world. Such a drone would also
have a Faraday cage which is simply a mesh of conductive material that
protects the electronic components from damage from electromagnetic
energy. Some analysts think an attacker would not chance the fratricide
inevitable when large numbers of drones converge on a target without
any coordination mechanism. Yet military forces have never worried
about fratricide when firing a time on target with a brigade of artillery
simply because the rounds are relatively cheap and the vast majority will
arrive at the target. If one thinks of cheap drones as rounds of ammunition,
different methods of employment become obvious. Another option that
Al can provide drones is the ability to fly to a preplanned location, land,
and hide until a specified time or a specified target is identified.

Today the U.S. military is actively exploring the use of swarms—but
focusing on smart swarms that communicate and interact with each other
and other platforms.®® Although these programs are still developmental
and use a limited number of drones, recent dramatic cost reductions in
each of the needed technologies will increase the number by an order
of magnitude. Researchers in England have prototyped a 3D-printed
drone body that costs roughly $9 a copy.”” A team at the University of
Virginia printed a more complex drone in a single day, then added a
small electric motor, two batteries, and an Android phone for guidance to
produce an $800 autonomous drone that had a range of fifty kilometers.”*
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A small factory with only a hundred Carbon 3D printers could make
10,000 such drone bodies a day. A Carbon 3D printing plant expanded to
the 1,000 printers planned by UPS could print 100,000 of them a day. The
limitation on number of weaponized drones is no longer the printing but
the assembly and shipment of the finished products. Both processes can
be automated with robots. In the near future, drones could be produced at
arate exceeding many types of ammunition—and often for less per round.

DARPA has also developed a cardboard cargo-delivery drone. Designed
to be dropped by the hundreds from a C-17, these drones can glide
over fifty miles and land close to a specified target. Inexpensive and
expendable, these drones are currently configured to carry about two
pounds of payload, DARPA is confident they can increase the payload to
twenty-two pounds. Completely biodegradable to include the electronics,
the DARPA drone is designed to deliver blood, vaccines, or other sensitive
fluids and humanitarian supplies. It is not difficult to see how a similar
system could be modified to carry deadly payloads.”® In addition, their
small size and ease of deployment mean they could be delivered by a wide
variety of aircraft—commercial and military. The cardboard construction
and lack of an engine mean little radar or heat signatures.

The U.S. Navy is also applying swarm technology to small patrol craft
both to protect high-value units and for defensive patrols. In late 2016, the
Navy used a swarm of rigid hull inflatable boats to patrol the Chesapeake
Bay. The Office of Naval Research reported that the

swarmboats had to seek out unknown vessels, intercept them,
classify them as harmless or suspicious, and do so with the assis-
tance of other robotic boats, which aided in tracking and trailing.
In addition, the remaining swarmboats had to fill the gaps left by
the intercepting vessels to carry on with the patrolling as well as
sending updates to the shore supervisor.

It is one thing to have access to thousands of drones, it is quite another
to have the logistics and manpower available to employ them effectively
in very large numbers. One method that demonstrates it can be done is
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a Chinese Harpy system that mounts eighteen Unmanned Combat Air
Vehicles (UCAV) on a single five-ton truck.”® Originally designed to attack
radar systems, the advance version can now loiter and autonomously hunt
a variety of targets using optical, infrared, and electronic sensors. The
current battery of three trucks can launch fifty-four drones—a battalion
one hundred and sixty-two. Although these systems can be engaged by
modern ship and land based anti-air systems, the sheer numbers could
overwhelm any system the U.S currently fields. Currently, six national
air forces fly them. The newer Israeli version, the Harop, has a range of
six hundred miles or can loiter for up to six hours.”

Of course, even these numbers represent a fraction of the smaller
drones that could be launched by similar sized units. A five-ton truck or
a twenty-foot shipping container could be configured to carry hundreds
of the small U.S. Switchblade’® or Israeli Hero’’ drones. And the Navy’s
LOCUST experiment used a twenty-drone launcher that is roughly the
size and shape of a twenty-foot shipping container. This allows for some
very interesting operational and tactical concepts that will be discussed
in the next chapter.

The technology is simple enough that even small states have begun
operating military drones. Israel’s Aeronautics Defense Systems CEO
announced his firm is producing and selling hundreds of armed Orbiter
1Ks but would not name the customers. The version they are selling flies
for two to three hours and “can be deployed in a ‘shoot and forget’ mode,
but if its planned target—either moving or stationary—is not detected,

its ground operator can bring it back to perform a safe landing.””®

Nor are small countries satisfied with just purchasing drones.
Azerbaijan’s Azad Systems has begun manufacturing a licensed version of
Israel’s Orbiter 1K named “Zarba.””® In 2016, the Polish Army contracted
for a thousand Polish manufactured combat drones with an additional
thousand each following year at about $7,000 each.*’ ®' They have high
explosive, high explosive anti-tank, or fuel-air explosive (also known as
thermobaric) warheads. The high-explosive anti-tank round can penetrate
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6-9 inches of armor.* This is sufficient to penetrate all but tank frontal
armor. And the fuel-air explosive warhead provides a new capability
for suicide drones.

SMALL WARHEADS DEVELOPMENTS

Drone design is clearly mastering the first two challenges to using drones
in large numbers—autonomous navigation and target identifications. The
payload limitation of small drones can be overcome by three separate
approaches. The first and least technically challenging approach is
“bringing the detonator.” The second, the use of explosively formed
penetrators as warheads, requires a bit of technical expertise, but most
of it can be learned online. The third is to use swarms and count on
cumulative damage to accomplish the mission.

“Bringing the detonator” uses the drone to deliver a small initiating
charge to the much larger supply of explosive material provided by the
target. This approach can be used against a wide variety of targets such
as aircraft, vehicles, and storage facilities for fuel, ammo, or chemicals.
Even a few ounces of explosives delivered directly to the right point
on these targets will initiate a secondary explosion that completely
destroys the target. Fixed facilities provide by far the largest potential.
The 2013 explosion at the fertilizer storage plant in West Texas destroyed
five hundred homes and killed fifteen people. The 1947 Texas City ship
explosion, also primarily fertilizer, was a two kilo-ton equivalent blast
that leveled everything for almost a mile around. Russian separatists
have repeatedly dropped thermite grenades into Ukrainian ammunition
storage sites and detonated hundreds of thousands of tons of explosives,
causing extensive damage.*

To penetrate heavier targets such as a tanker truck or railroad tank car,
one can use the second approach, explosively formed penetrators (EFPs).
With as little as .07 pounds of explosives, a properly built thumb-sized
EFP can penetrate up to half an inch of steel. Increasing the size of the
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EFP to only a few pounds allows it to destroy even well-armored vehicles.
The natural marriage of IEDs to inexpensive, autonomous drones is
inevitable. The result will be an IED that hunts.

The convergence of new technologies proliferating these small, smart,
and cheap weapons that can be based on land, sea, or air and may
allow them to dominate some aspects of combat. Stationary IEDs often
dominated the logistics and operational planning in Iraq and Afghanistan.
The United States spent billions in an effort to defeat these stationary,
crude weapons. IEDs based on drones can be mobile, smart, active hunters
that will present a much greater challenge—particularly when paired
with stationary IEDs.

Although numbering in the tens of thousands worldwide, the drones
discussed so far represent only the first wave. Like many technologies,
early versions were expensive and difficult to operate, thus only techni-
cally advanced and wealthy nations employed them. But, over time, the
technology became cheaper, more reliable, and more widely employed.
A major reason why drone capabilities can be expected to increase very
rapidly is the fact that drone design and production is a highly competitive
commercial business. Drone producers will have to consistently increase
performance while keeping costs down or they will go out of business.
We are at the very beginning of drone development, and almost all of the
forthcoming commercial improvements will also improve military drones.

COUNTERDRONE EFFORTS

The widespread use of drones has stimulated great interest among
military and civilian security services in methods to defeat drones. Like
all useful civilian technologies through history, improved drones will
quickly find their way on to the battlefield.

This potential for malicious use of drones did not surprise the Pentagon.
Since 2002, DARPA has sponsored the annual Black Dart exercise to
offer anyone with a good idea for defeating drones the opportunity to
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demonstrate their prototype’s ability to defeat live targets. Since then
anti-drone technology has taken a number of different paths:

« kinetic kill—where a system tracks, identifies, and then shoots down
the target drone.

« directed energy in the form of lasers and electromagnetic pulse
weapons have successfully engaged drones in flight.

« software attacks have seized control of the drone’s operating system
so that the defender can determine where the drone goes.

« electronic jamming has blocked the command signal from the pilot
to the drone.

+ GPS jamming has misdirected autonomous drones.

Lasers, software attacks, and electromagnetic pulse initially appeared
to have the most potential against swarms. Unfortunately, each approach
has significant limitations. Certain atmospheric conditions (dust, haze,
water vapor) as well as reflective paints and ablative coatings have
significantly reduced the effectiveness of lasers. Software attacks require
the enemy to cooperate by leaving a path into his system to insert the
software. Electromagnetic weapons can be defeated by Faraday cages or
other hardening of a drone’s electronics.

In a new approach, DARPA is exploring the use of drone swarms to
defeat drone swarms. It sponsored a competition among teams from the
U.S. service academies to see which could develop the most effective
software and tactics for one swarm to defeat another. The teams then flew
mixed swarms of twenty-five drones against each other with remarkable
success.*

DARPA is not alone in the scramble to find ways to defeat drones.
In June 2019, the U.S. Air Force unveiled the Tactical High Power
Microwave Operational Responder (THOR). This system is designed to
defeat swarms of UAVs by destroying each individual drone’s electronics
as the microwave beam passes through it.*> The Air Force did not
comment on its effectiveness against drones with hardened electronics.
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Small-scale efforts are also proliferating. U.S. Army officers at West
Point developed an inexpensive anti-drone rifle to protect dismounted
units. In addition, many commercial firms are investing heavily in the
technology because they see major markets in both the civil and military
sectors. Lending urgency to the effort is the fact that most combatants,
insurgents, and even terrorists are exploring how to use drones effectively
to improve the success of their forces today.

Defense against drones is particularly tough because defenders must
not only protect fixed sites but also mobile assets, and this must be
done without any drastic interference with the civilian communities in
the area. As the December 2018 drone disruption of Gatwick Airport
demonstrated, the competition is not theoretical. Domestic agencies are
scrambling to protect key facilities, large events, and even individuals.
In 2017, the U.S. military had an immediate requirement to protect U.S.
forces in Iraq from ISIS drone attacks. In 2015, the Russians used electronic
jamming to block the control signals of the early commercial drones
which some Ukrainian units had purchased. In 2016, the Russian were
able to jam the control signals and even intercept the video feeds of the
RQ-11B Raven drones provided by the United States. Ukrainians now
assemble their own drones with components from “Australia, China and
the Czech Republic for only $20,000 to $25,000 apiece ... and they are
more advanced than the more pricey Ravens, which are often funded
from private donations.” * This is yet another case of civilian technology
being ahead of corresponding military technology. Civilian development
cycles are simply much faster than the Pentagon’s.

Clearly, the drone competition is just beginning.

SPACE

In the beginning, space was the domain of major powers. Even key
services provided to the public such as GPS and weather reports relied on
the government-funded systems of major powers. However, over time,
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commercial satellite firms began to offer services such as communications
but at relatively high cost with limited availability. Driven by demand,
commercial firms have consistently updated the communications services
they provide. Eutelsat, a satellite firm, noted “that the cost of transmission
capacity will fall to a fiftieth (about $1M per gigabyte) by 2020 compared
to older satellites.”®” However, the upfront cost of a major commercial
satellite will still severely limit the nations or companies that can launch
them.

Even as large firms squeeze more capability out of expensive satellites,
cube satellites, or CubeSats, are creating viable alternatives. NASA defines
CubeSats as “measuring 10x10x10 cms [about 4 inches on a side for
1 U or unit] and [are] extendable to larger sizes; 1.5, 2, 3, 6, and even
12U.7%8 They were designed to take advantage of excess lift capacity on
larger launch vehicles.

The speed with which CubeSats were developed and deployed demon-
strates how rapidly technology is changing what is possible in space—
and who can operate there. Standards for the CubeSat were developed
in 1999 and the first launched in 2003. Up until 2013, CubeSats were
mostly launched by universities and research organizations. Since then,
the majority of launches are done by commercial firms. CubeSats now
provide a cost-effective platform for science investigations, new tech-
nology demonstrations, and advanced missions using constellations,
swarms, and disaggregated systems. CubeSats with basic payloads can
be purchased for under $125,000 with a lead time of only a few months.*
The low cost means that as of July 30, 2017, 829 CubeSats were in orbit
—giving many nations their first presence in space.”

The rapid growth is part of a new industry that sells space as a service.
They offer to help a wide variety of companies analyze and manage their
businesses. Using a network of CubeSats, Planet, a commercial venture,
has accomplished the elusive goal of taking a medium-resolution photo of
every place on Earth every day. If a customer requests higher-resolution
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images, then Planet will use its “keg” satellites, about the size of a dorm-
room fridge, to obtain an image with resolution of under a meter.”

Planet will add value by using the photos to predict future economic
activity based on the patterns it sees in the photo. For instance, it might
predict revenue “for big-box retailers such as Wal-Mart Stores, Inc, and
Target Corporation based on changes in the number of cars in their U.S.
parking lots, or forecasts for oil inventory based on the height of floating
lids on tanks...”*? Capella Space plans to use radar to allow its satellites to
make the same measurements through any cloud cover. ICEYE, a Finnish
company, already has radar-equipped CubeSats in orbit.”®

Viasat is building its real-time earth network of satellite downlink
stations that will allow customers to view images and video from the
ever-increasing network of observation satellites in near real time.’*

SpyMeSat will deliver near-real-time images to your cell phone.”

The network of satellites is thickening rapidly. In February 2017, the
Indian Space Research Organization (ISRO) launched 104 satellites on a
single rocket—103 of them CubeSats.”® Space X, a commercial company,
launched sixty-four CubeSats on a single re-useable Falcon 9 rocket on
December 3, 2018.”” And on December 16, Rocketlab launched thirteen
NASA CubeSats on a single 3D-printed rocket.”

The bottom line is that commercially available global surveillance
means major powers have lost their monopoly on the use of space.
Almost all nations and many nonstate actors now have access to space
capabilities. The United States can no longer assume it can hide a fleet
at sea or create an unexpected “left hook” like that execute in Operation
Desert Storm. “Cheap space” means the globe is much more transparent,
and planners must assume enemies can see their forces moving.

Even as major powers lose their monopoly on space surveillance and
communications, they may be losing the monopoly on attacking space
assets. In 2019, Orbital ATK is planning to launch the first in a series
of satellites that will provide repair and refueling services to existing
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satellites.” Obviously if a satellite can repair or refuel another satellite,
it can also destroy it.

HYPERVELOCITY

Hypervelocity missiles and projectiles, defined as those traveling at
least Mach 5 (five times the speed of sound), are also potential game
changers. There are two basic types of hypersonic missiles: cruise and
glide missiles. Hypersonic cruise missiles are essentially very fast cruise
missiles. Li Jun, a People’s Liberation Army writer, notes that “a U.S.
Tomahawk cruise missiles takes more than an hour to strike a target
1,000 kilometers away ... while a hypersonic weapon can fly more than

1,000 kilometers in eight minutes.” 100

In contrast, hypersonic glide missiles (sometimes referred to as boost
glide missiles) ride a rocket into space where the hypersonic glide vehicle
(warhead) detaches and glides to the target. Current intercontinental
ballistic missiles are faster (Mach 24), but the warhead cannot maneuver.
A hypersonic glide vehicle combines a ballistic missile’s speed and range
with a cruise missile’s maneuverability. Hypersonic glide missiles clearly
present a very direct threat to fixed facilities such as airfields, ports,
bases, missile silos, and moored ships.

The 2020 Pentagon budget has allocated $2.6 billion for hypersonic
weapons, but China already has two to three times as many hypersonic
research facilities as the United States. It has tested its own DF-ZF
hypersonic glide repeatedly since 2014, but there is almost no public

information on the results.!"!

In contrast to hypersonic glide missiles, hypervelocity projectiles
are fired from either electromagnet railguns or standard powder guns.
China continues to pursue an operational rail gun and has even put a
test version to sea. These weapons can fire a projectile at seven times
the speed of sound to a range of about one hundred miles.** Although
apparently continuing its own railgun program, the United States has
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successfully fired twenty hypervelocity projectiles from a standard Mk45
5-inch naval gun.'® By using a powder gun, the U.S. Navy has gained
a significant advantage. Although operational railguns have yet to be
installed on any ships, the Navy’s Ticonderoga and Arleigh Burke class
ships are armed with Mk45 guns and can fire the projectiles today. Just as
important, many U.S. allies have Mk45 guns aboard their warships. With
rounds costing about $75,000 each, they cost a fraction of current air
defense and cruise missiles but can be effective in some of the missions
normally assigned to those missiles. With their high rates of fire, these
guns may be a partial solution to defending the fleet against drones,
ballistic and cruise missiles.

It also may be possible to develop a round for the standard 155mm
field artillery cannon, which would mean the United States would have
more than one thousand guns that could fire hypersonic projectiles.

CONCLUSION

Clearly these advances in nano, drones, artificial intelligence, space and
hypervelocity will revolutionize combat in all domains and change the
tactical and operational context of conflicts. That is the subject of our
next chapter.
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CHAPTER 6

TACTICAL AND
OPERATIONAL IMPLICATIONS

This chapter will examine the impact that the convergence of technology
will have on warfare in each domain and the operational implications,
concluding with a discussion of how the character of war will change
over the next one to two decades.

TACTICAL IMPACT

The fourth industrial revolution will have major tactical impacts on each
of the different domains of combat—and more importantly on cross-
domain operations.

Ground Domain

Offense clearly dominated the conventional phases of Operations Iraqi
Freedom. However, the 2006 Israeli-Hezbollah Summer War showed that,
under the right conditions, well-trained, determined irregular forces
armed with advanced anti-tank weapons could make the defense much
more formidable. Since then, defensive conventional ground warfare has
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become both deadlier and cheaper. Direct-fire gunnery systems have
improved, as have wire-guided and fire-and-forget missile systems. All
are proliferating but slowly because they are very expensive. U.S. artillery
can provide precision fire with either the M712 Copperhead laser guided
round or the M982 Excaliber GPS guided round, but they cost about
$70,000 each.' Looking for a cheaper precision weapon, the U.S. Army
issued a contract in 2015 for a new $10,000 fuze that makes any 155mm
artillery round a precision weapon.? And artillery is only one element
of the growing global capability of guided rockets, artillery, mortars,
and missiles (GRAMM) systems.

To bring truly affordable mass precision to the battlefield, the ground
forces may have to turn to inexpensive drones. For less than the price
of a precision fuze, commercially available autonomous drones already
provide greater range than artillery without artillery’s large logistics
and training tails. Such drones, deployed in large numbers, will provide
a particularly nasty challenge for ground forces. And because they fly,
rather than move along the ground, the Al is simpler and the range
longer. Further, if packaged in standard commercial containers or trucks,
they will be very difficult to identify prior to launch so counterbattery
fire will be ineffective. The key is to think of and develop some drones
as expendable rounds of ammunition.

When deployed widely, drones will have a major impact on how U.S.
ground forces operate. Even light forces are dependent on vehicles and
helicopters that are vulnerable to small drones. As early as 2013, a drone
hobbyist tracked and closed with moving vehicles under conditions very
similar to those needed to engage a military convoy. He was filming his
friends racing off-road vehicles. The only thing his drone lacked to be
a hunter was an EFP mounted alongside his GoPro camera. Veterans of
Iraq and Afghanistan will find the video chilling.?

When one combines simple drones, additive manufacturing,
autonomous navigation and target identification, what ground forces
may have to confront is thousands or even tens of thousands of smart
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drones. Although some may think this is impractical, a Switchblade
UAV is small enough that more than five hundred could be mounted
on a single five-ton truck or 150 on a single HMMWYV. Both U.S. and
international manufacturers have already demonstrated the ability to
produce fire and forget drones.

These expendable strike drones are only one element of the drone
force needed for ground combat. Reconnaissance, surveillance, electronic
warfare, and logistics aerial drones will also become an integral part of
ground forces. Defenders will also use mines, GRAMM fires, and other
precision weapons to create a deep zone denied to movement by either
side. Consider how difficult it will be to move in an area where hundreds
of autonomous, loitering drones are hunting.

Today, ground forces are in the first stage of the assistant to partner
to replacement process. Infantry squads are fielding small drones as
assistants and working out the practical matters of employing them
effectively. As drones become partners, different tactical concepts will
evolve. Ground forces will have to work out how they coordinate the
maneuver and fire of these disparate elements even as the drones achieve
higher levels of autonomy and much longer ranges. Today, the infantry
squad could have a strike drone with a range of thirty miles. Division
commanders may soon have drones and cruise missiles with a range of
one thousand miles. Joint doctrine will have to adjust if ground forces
control weapons that exceed the range of fighter bombers.

The final step—replacement—will require careful consideration of what
ground-combat functions can be allocated to autonomous drones. The
Al limitations of such autonomous systems indicate they will be better at
conventional conflict than unconventional conflict where determining
human intention is much more problematic. This is an area that requires
extensive wargaming, computer simulation, field experiments, and air-
ground coordination.
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Sea Domain

At sea, it will soon be possible to pit very large numbers of relatively
cheap drones, cruise, and ballistic missiles against the few and exquisite
platforms of the U.S. Navy. Studies by the Navy’s Assessment Division
indicate that in naval combat the first salvo wins.* Although winning the
first salvo works against another conventional fleet, it is less applicable
for a fleet fighting a land-based force. If the ground force chooses to use
launchers that look like standard shipping containers, it can hide among
the thousands of such containers found in most urban and even many
rural areas. Even if it uses standard military vehicles, the ground force can
hide in garages, barns, tunnels, or hundreds of other manmade or natural
features that provide concealment from observation—and sometimes
protection from weapons. The ground force will not have to emit any
signal until it fires. In contrast, ships and aircraft will create signatures
by moving. This both provides surprise for the ground forces and makes
it much more difficult to find and suppress the ground force’s weapons.

Using a similar concept, the Joint Force could deploy a widely dispersed
mix of warships, missile armed merchant ships, and ground forces. By
having more weapons dispersed among similar commercial ships and in
complex littoral terrain, this force will have a much higher survivability
against a first salvo than a conventional navy. The good news is the U.S.
Navy’s Distributed Lethality (“If it floats, it fights”) seeks to upgrade the
current surface fleet’s combat power.” The Navy is also exploring the
concept of missile-armed merchant ships.°

Russia, China, and Israel have already produced containerized cruise
missiles, which can provide a wide variety of platform with ship-killing
weapons. Further, using commercial ships can dramatically reduce the
cost of putting a lethal force to sea. Container ships could be converted
to warships by the addition of containerized weapons and a simple
command-and-control system. In late 2018, new merchant ships were
available for $50 million.” Even if it cost $75 million to convert and add
forty containerized missiles, the $125 million total is a fraction of the
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$400 million purchase price of a Littoral Combat Ship (LCS) hull.® Rather
than the one-hundred-sailor LCS crew, a missile-equipped container
ship would need fewer than forty sailors. The ship would be expendable
with the crew abandoning ship if it takes a serious hit—much like the
LCS. Unlike the LCS, container ships are very strongly built due to the
requirement to resist hogging and sagging of their long hulls in heavy
seas. Many even have double hulls. Most important, this much more
survivable and cheaper class of ship could add a vast number of missiles
to the fleet.

In addition to increasingly capable cruise missiles, vertical takeoff and
landing drones like the Valkyrie mean almost any seagoing vessel can
be a small aircraft carrier. Highly capable drones will provide the U.S.
Navy with great advantages. Drones do not have to carry weapons large
enough to sink a ship to achieve a mission kill. A drone detonating against
an aircraft on the deck of a carrier or firing a fragmentation charge
against an Aegis’s phased array radar will significantly degrade that
platform’s capabilities. In addition, many U.S. warships carry weapons
in box launchers topside. These both provide easily identifiable target
points and great potential for secondary explosions. Aircraft carriers
may well be the most vulnerable. The fires on the USS Oriskany, USS
Forrestal, and the USS Enterprise all demonstrate that a small explosive
on a deck full of armed, fueled aircraft can result in a carrier being put
out of action for weeks to months.

Undersea weapons pose an even greater challenge to navies. China,
Vietnam, Japan, South Korea, Australia, and Indonesia are all upgrading
their submarine forces. However, a submarine force is expensive, complex,
and difficult to operate. The wide array of commercial unmanned under-
water vehicles may provide a much cheaper alternative. If developed as
weapons systems, they could dramatically change naval combat. Obvi-
ously, swarms of autonomous drones can threaten any naval force trying
to project power ashore. For the cost of one Virginia-class submarine,
a nation could purchase 170,000 commercial glider drones.” ' Armed
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oceanic gliders will cost more, but even at ten times the price they
can provide a cheap, naval swarm. Of more importance, the skills and
organization needed to build and employ a glider are orders of magnitude
less than those needed for a submarine force.

Currently unable to intercept ships underway, gliders can navigate to
a harbor entrance or other maritime chokepoint. With the right warhead
and fuze, they could wait for a specific class of ship before attacking.
Defensive minefields could even be launched from the beach simply by
driving truckloads of these mines to the shore and having people carry
each glider to the water and push it out.

Mines have the distinction of being the only weapon that has denied
the U.S. Navy freedom of the seas since World War II. Mines defeated a
U.S. amphibious assault at Wonson, Korea, in October 1950. Not much
changed in forty years. During Operation Desert Storm, the U.S. Navy
was unable to maneuver in northern Arabian Gulf because the Iraqis
had sown more than 1,300 mines''—and these were simple moored and
contact mines.

Mines have become more difficult to find and much better at target
discrimination. They have sensors which can use acoustic, magnetic, and
other signals to attack a specific type of ship.'? Nor does a ship have to
actually run over a sea mine in order to sustain damage. New mines can
attack from a distance. The Chinese are selling the EM-52,

a multiple-influence (acoustic, magnetic, pressure) rocket-
propelled straight-rising mine, armed with a 600-pound high-
explosive warhead that can be deployed by surface vessels in
waters as deep as 600 feet."

Drones and mines can also be used against commerce. Although these
systems cannot stop trade, damaging a few ships will may cause maritime
insurance rates to be prohibitively expensive thus forcing commercial
ships to stay out of the threatened seas. To date, no nation is capable of
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rapidly clearing smart mines with a high degree of confidence. In short,
mines provide another major advantage to the defense.

The arrival of large numbers of autonomous air and sea drones that are
relatively cheap, will drastically change war at sea. U.S. and Allied navies
are already working through the assist, partner, and replacement process.
The key is to conduct rigorous and ruthless wargames to examine how
a near-peer competitor will use large numbers of cruise missiles and
autonomous drones as well as a limited number of hypervelocity missiles.
The wargames must also provide realistic evaluations of submarine
capabilities against U.S. carriers. Despite the fact that diesel submarines
have “sunk” aircraft carriers ten times in exercises over the last decade,
the Navy still builds its force around its very limited number of fleet
carriers.'*

Finally, hypervelocity missiles will make major platforms extremely
vulnerable to destruction by a single hit. Games and exercises must
explore new mixes of ships and weapons to sustain the U.S. Navy’s
combat power during this difficult period of transition. In particular,
they must look at how the Navy can distribute capabilities over more
platforms at sea, in the air, undersea, and even ashore so that its primary
combat power cannot be eliminate by a few dozen hits.

Air Domain

The fourth industrial revolution presents both enormous opportunities
and challenges in the air domain. The rapid advances in 3D printing, new
materials, and Al in particular will assist in developing hyper-velocity
missiles and perhaps new manned aircraft. But like all major weapons
procurement projects, these will take years—and, if the F-35 is a model,
perhaps decades to bring into full service. The revolution will present
two enormous challenges on a much shorter timeline—how to protect
critical high-demand, low-density assets and how to protect aircraft at
their bed-down sites.
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Clearly, the Chinese see U.S. enablers as a critical vulnerability and have
dedicated major resources to crippling American airpower by defeating
the enablers with long-range, air-to-air missiles. Prudent planners must
assume they will also experiment with anti-aircraft missiles in shipping
containers. Mounted on a wide variety of commercial ships, these could
ambush tankers en route to the fight. Without tanker support, the short-
range F-35s are rendered impotent in the Pacific.

Although building its own fourth- and fifth-generation fighters, China
sees another way of defeating America’s advanced aircraft, which is to
destroy them on the ground. It is working very hard to extend its cruise-
and ballistic-missile ranges to force the United States to base its enablers
and fighters so far from China’s shore that they are no longer a threat.
The Center for New American Security recently published a study that
indicated in the first hours of a conflict a Chinese first strike on U.S.
facilities in Japan could heavily damage:

—Almost every major fixed headquarters and logistical facility
struck with key headquarters struck within the first minute of
the conflict

—Almost every U.S. ship in port in Japan

—Every runway and runway-length taxiway at all major U.S. air
bases in Japan

—More than two hundred U.S. aircraft trapped on the ground."

The study did not examine the Chinese potential for an attack on Guam.
However, China just announced the activation of a brigade of twenty-
two DF-26 missile launchers that can range bases on Guam.'® The study
also did not consider Chinese use of any of its hundreds of long-range
drones in the initial attack. And if China develops hypervelocity-boost
glide missiles, the airfields of Guam can be deeply crated.

The F-35A, which will be the mainstay of U.S. fighter strength in
the next decade, has a range of only eight hundred statute miles. An
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opponent does not have to challenge it in the air. Instead he can send
hundreds of drones after each base to destroy these advanced aircraft
on the ground. Even if the aircraft are protected by shelters, radars, fuel
systems, and ammunition dumps will be highly vulnerable. Currently,
range is a problem for many cheap drones. However, more expensive
ones, such as the Aerovel Flexrotor has a range of 1,500 miles, the DX-3
nine hundred miles, the Harop over six hundred miles, and numerous
other drones are exceeding five hundred miles.

Destroying air bases will not affect these mobile, vertical-launch drones,
which can hide easily in urban or most rural terrain. Even more alarming,
they can turn any oceangoing vessel into an aircraft carrier—particularly
if they are employed as suicide drones and the ship does not have to
be around for recovery. Small ships will carry only a limited number of
containers, but it is important to remember that eighteen Harpy drones
fit in a single twenty-foot container. Thus, the sheer number of drones
could overwhelm defensive systems. Complicating the problem, China
has more than 200,000 oceangoing fishing vessels.'” Obviously, they
cannot all be armed and controlled in a coordinated attack, but the sheer
number will prevent Allied forces from preempting attacks launched
from these platforms.

Although manned aircraft will become vulnerable due to basing issues,
a mix of cruise missiles and unmanned vertical take-off and landing
(VTOL) aircraft like the QX-222 could free allied airpower from airfields
and thus dramatically improve their survivability. For two million dollars,
the QX-222 will be able to deliver ordnance out to 1,500 miles and
potentially conduct multiple missions.

Cruise missiles deliver a larger payload, and their cost may decrease
significantly. Lockheed expects to be able to cut the cost of two new
satellites by forty percent using additive manufacturing.’® If the Depart-
ment of Defense (DoD) can obtain similar cost savings on cruise missiles,
Tomahawk Land Attack Missiles could cost about $1 million each. These
missiles carry a thousand-pound warhead out to a thousand miles.”
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Having withdrawal from the 1987 Intermediate Range Nuclear Forces
Treaty, the United States can now develop land based, long-range cruise
missiles to augment its existing sea-based capability.

Although somewhat expensive, missiles such as these can provide long-
range heavy-strike capabilities—particularly if the warhead uses nano-
explosives. The combination of cheap drones and much more capable
cruise missiles may offer small- and medium-sized states anti-access/
area-denial (A2/AD) and precision, long-range strike capabilities. The
United States could develop them as a cheaper but much more robust
capability than the B-21. The United States can no longer assume that
its domestic air bases will be sanctuaries. Kaliber-class cruise missiles
fired from a merchant ship in the Gulf of Mexico range most U.S. bomber
bases. In short, the capability to cheaply destroy the B-21s on the ground
exists today even though the B-21 could well be a decade away from
operational capability.

Airpower is facing enormous change. Relatively cheap, autonomous
drones and somewhat more expensive but more capable cruise and
ballistic missiles and, potentially, hypervelocity missiles are rendering
manned aircraft obsolete. There is currently no way to defend airbases
and aircraft carriers against this new generation of weapons. Nor can
current or envisioned systems find and attack these mobile systems to
preempt them. Drones are beginning to assume various roles in the air
domain, but airmen must embrace them and work rapidly to move them
from their current status as partners to that of replacements.

Space Domain

In space, the advent of micro and cube satellites, paired with commer-
cial-launch platforms, will allow a middle power to develop an effective
space program for surveillance, and eventually attack of other space
assets. Surveillance services are already being provided by commercial
firms and, if cubesat capabilities continue to improve and launch costs



Tactical and Operational Implications 183

decline, even small states will be able to afford a proprietary surveillance
system.

Attack in space is a more difficult proposition but, as noted earlier,
Orbital ATK plans to launch a satellite to provide in-orbit repair services
to other satellites in 2019.”° The possibility of severe degradation of space
is a major driver of the U.S. effort to develop rapid replacement options
for space capabilities.

Because China has demonstrated the ability to use both kinetic and soft
kill on satellites, one must assume the United States is developing similar
capabilities. This evinces a clear understanding that any major conflict
will involve fighting in space to defend one’s own assets. Resilience is also
required. A combination of small satellites, long-endurance solar-powered
drones, and perhaps even balloons can mitigate the loss of current space
assets and is being actively explored by the United States. It is good news
that the U.S. Air Force is shifting the emphasis of Space Command from
that of a service provider to that of a warfighting command.*'

Thus, conflict will occur in space as each side protects its own assets
while trying to degrade its opponents. It remains an open question as to
whether space assets will be used to attack targets on the earth.

Cyber Domain

Any detailed discussion concerning the software or technical aspects of
cyber conflict would have to be classified. However, there is a wealth
of information about cyberattacks in open-source literature. From the “I
love you” worm that introduced the world to cyberattacks in 2000 to the
Stuxnet virus used against Iranian centrifuges to the Sony hack to Russian
attacks on the Ukrainian power system to the more powerful NotPetya
malware, they have spanned the globe. Attacks have been conducted by
individual hackers, criminal groups, and states. Results have varied from
causing physical damage to a system to quietly stealing everything from
personal data to intellectual property to vast amounts of money.
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In March 2018, the U.S. government protested that Russian state hackers
had been in U.S. energy, manufacturing, nuclear, water, and aviation
systems for two years.”” Clearly, advanced attacks represent a real threat
to infrastructure. However, to date, cyber has been most effective for
theft, gathering intelligence, and disrupting systems temporarily.

Not surprisingly, criminal gangs pioneered cyber theft. As early as 2015,
Kaspersky Labs reported that an international cybercriminal gang had
succeeded in stealing over $1 billion from more than one hundred banks
around the world.*> North Korea seems to have pioneered cybertheft
to fund its government, stealing hundreds of millions in the last few
years.** Cybercrime will continue to be a major driver of advances in
cyberattack methods for the simple reason that enormous profits will
attract some of the best minds in the field. Cybersecurity experts expect
that cybercrime will cost the world $6 trillion by 2021—a one-hundred-
percent increase since 2015.”

China has been at the forefront of cyber espionage. Its cyberespionage
teams focused “on the satellite, aerospace, and communications sectors”*®
and enjoyed remarkable success. The Snowden files confirmed that China
had penetrated Lockheed Martin’s top-secret data on the F-35.> The
fact that China gained access to decades of technological advancements
indicates how powerful a tool cyberespionage is. There is no question
that many nations continue to pursue cyberespionage today.

There is also no question that cyberattacks can also cause significant
physical damage. As early as 2007, U.S. researchers had successfully
destroyed an alternating current generation in its Aurora cyber exercise.”®
But Russia has led the way in using cyberattacks to disrupt enemy
infrastructure. It has dedicated significant assets to finding and exploiting
vulnerability is industrial control systems.*’

In response, the United States government is working to develop the
offensive and defensive skills needed to deal with cyberattacks. On May
17,2018, U.S. Cyber Command announced it had reached full operational
capability, which meant all 6,800 personnel were aboard and trained. The
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command is responsible for offensive, defensive, intelligence collection,
and analysis globally for the Department of Defense.

In May 2018, the Department of Homeland Security released its strategy
for cybersecurity. In September 2018, the White House released the U.S.
National Cyber Strategy. Both clearly recognized that cyber defense is
much bigger than just the U.S. government. DHS stated that a “core
guiding principle underlying the DHS strategy approach is collaboration
across the cybersecurity community, including with our partners in
the federal government, state and local governments, industry, and the
international community.”*

Even as governments, businesses, and individuals struggle to cope
with rising cyberattacks, researchers are making rapid advances in
machine learning to provide improved capabilities in attack, defense,
and exploitation of information systems.> Clearly, advances in Al will
fundamentally change cyber warfare as autonomous systems begin to
emerge. This is an area in which the U.S. government has been working
closely with civilian cyber security firms—and must continue—in order
to protect the key infrastructure that is essential to the functioning of
almost every economy.

Perhaps the only reassuring aspect of the increasing state-sponsored
cyber activity is that it may be reducing the chance of a major surprise.
Historically, devastating surprise attacks have usually taken place after
a long period of peace when new operational concepts clash for the
first time. For over two decades, the Germans worked to create a fluid
offensive concept that came to be known as Blitzkreig. For their part, the
French concentrated on a firepower intensive defensive concept based
on methodical battle. Both sides were convinced their approach was best.
The question was not resolved until, after twenty years of peace, the two
concepts were tested on the battlefield and the flexible offense won.

In contrast, cyber warfare is constant, global, ongoing, and evolving.
The many sides in these contests are constantly sharpening both offensive
and defensive skills and testing them against each other. In addition,
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cyberattacks focused on societies are, by definition, attacking complex
adaptive systems. These systems show remarkable resilience and power
of recovery. Perhaps that is why that even the best cyber actors (Russia,
Israel, and the United States) have achieved relatively modest results
despite months or even years of intensive efforts. The ongoing conflict in
cyberspace will accelerate as the fourth industrial revolution continues.
However, it is virtually impossible to predict if a specific attack will
succeed or how long it will remain effective.

One aspect not normally thought about when discussing cyber warfare
is the potential for physical attacks on an enemy’s cyber capability. When
discussing conflict in cyberspace, it is important cross-domain attacks
are possible. All networks have nodes in the real world. For instance,
satellite downlinks and points where fiber optic networks come ashore
are vulnerable. Many cyber-network maps are available in the public
domain, so a smart attacker would be able to select nodes to maximize
damage. In 2004, Sean Gorman, a college student, successfully mapped
the entire U.S. fiber-optic network for his doctoral thesis.*®

Using a map like this, an enemy could select key nodes to attack.
Unlike cyberattacks which have a high degree of uncertainty, physical
attacks on known locations can cause more predictable major damage to
an opponent’s cyber networks. It is also easier to coordinate real-world
attacks than to mix cyber and real-world attacks. This is an area ripe
for cross-domain exploitation.

Electromagnetic Spectrum

Although not yet officially defined as a domain of warfare by the Pentagon,
use of the spectrum is essential to warfare in every other domain. If a
force can dominate the spectrum, then it can severely limit or even defeat
an enemy’s efforts in air, land, sea, space, and even cyber domains. It is
pretty obvious that an inability to use the EM spectrum renders most
air and sea combat systems inoperable because they rely on sensors to
find the enemy and communications links to guide weapons to their
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targets. With proper and constant training, naval and air forces can
operate in emission-controlled environments, but this severely reduces
their capabilities. Land forces can fight without communications but,
unless well trained and practiced in maneuver warfare, the result is a
series of disconnected local engagements. If an enemy truly dominates
the EM spectrum, they can make it extremely difficult to communicate
with space assets. And cyber systems often rely on EM communications
links, which could be subject to jamming, degradation, or deception.

Although the United States has not yet decided the electromagnetic
spectrum is a domain of war, China has made it a key element of its newly
organized Strategic Support Force (SSF). The SSF not only integrates
space, cyber, information, and electronic warfare (EW) in support of
Chinese operations, it also directs advanced research in EW.* For its
part, its experience in Georgia drove Russia to dedicate millions to
updating its EW capabilities. As a result, the Russians have been able to
make aggressive use of EW to damage or destroy Ukrainian command
networks, as well as jam radios, radars, and GPS signals.34 They also used
EW to develop targeting information for engagement by artillery. General
Raymond Thomas noted that Russia has created the most aggressive EW
environment in the world in Syria.35 Clearly, both China and Russia have
assigned high priority to operating in this environment.

Perhaps the most important aspects of conflict in the EM spectrum is
the need to reduce the vulnerability of other systems to EM interference.
One solution will be to create autonomous weapons that once launched
do not require any external signals to operate. In fact, they can be
sealed and protected from any external energy reaching their critical
components. The growing capability of EM weapons remains a closely
guarded secret, but the logical conclusion is that it will increase the value
of truly autonomous, sealed combat systems.
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OPERATIONAL IMPLICATIONS

Technological convergence is driving the “democratization” of military
power by providing small states—and even groups—capabilities that used
to be the preserve of major powers. This will greatly complicate U.S.
responses to various crises. Five factors will have direct impact on the
operational level of war: range obsolescence, the loss of immunity to
attack, the tactical dominance of defense, the return of mass, and the
requirement to mobilize.

Range Obsolescence

Range obsolescence is not a new phenomenon. The battleship is a classic
example. A battleship could deliver more firepower faster than a carrier
and was much more survivable. But it simply could not get within range
of a carrier to deliver its devastating firepower. By 1942, the battleship’s
lack of range made it irrelevant in most naval fights. Today, the most
obvious U.S. systems at risk of range obsolescence are its fighter bombers
and thus its carriers.

The fundamental problem is that U.S. tactical aircraft are outranged by
hypervelocity, ballistic, and cruise missiles, as well as a growing variety
of drones. As you look at figure 9, it is critical to remember these ranges
reflect individual aircraft flying point to point. Operational requirements
shorten these ranges significantly. The U.S. Naval Institute reports the
strike range of the F-18 carrier air wing is currently about 450 nautical
miles. With the addition of the MQ-25 Stingray unmanned tanker, the
U.S. Navy expects the strike range to be extended only to seven hundred
nautical miles and the MQ-25 will not be in service until 2026.* The

range disparity is starkly illustrated in figure 9.

Some drones can also carry significant payloads. The QX-222 Valkyrie
and UTAP-22 Mako each carry five hundred pounds. The Israeli Harop
delivers fifty-one pounds. Although the manufacturers do not list payload
weights for the Aerovel Flexrotor Mk2 or Defiant Labs DX-3, they can
certainly carry an explosively formed penetrator capable of penetrating
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a half-inch of steel. Such a device, weighing only half a pound, can
destroy aircraft on the ground/flight deck or cause secondary explosions
at fuel and ammunition dumps. Thus, at a cost of only $200,000 each,
the autonomous VTOL Flexrotor or DX-3 could provide affordable, long-
range, precision strike.”

Figure 9. Ranges of Missiles, Drones, and Aircraft in Nautical Miles.
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Missiles and drones have two other major advantages over manned
aircraft. First, many land-based cruise missiles are truck mobile, as are a
growing number of drones. Second, they are relatively cheap. Kratos is
offering the QX-222 for $2 million a copy or 1/50th the cost of an F-35. The
cost advantage actually increases with time. As an unmanned, vertical
takeoff and recovery system, the QX-222 not only has minimal monthly
training costs and does not require an airfield, but it also does not require
a training pipeline for pilots and maintainers and does not have staft-
related costs, such as pilot bonuses, retirement income, and healthcare.
But the primary advantages for missiles remain range and flexible basing.
Today’s missiles and drones can reach most U.S. in-theater airfields.

Loss of Immunity to Attack

More and more states, and even some insurgent or terrorist groups, will
soon be able to project power out of theater. Very long-range drones,
containerized weapons on commercial ships, sea mines, and submersible
drones could provide the capability to strike airports and seaports. The
United States will no longer project power anywhere in the world with
impunity. This will create significant political and diplomatic problems in
sustaining a U.S. military campaign both domestically and internationally.
Domestically, will the U.S. public support distant actions if they result
in a significant threat to the homeland? Politicians will soon have to
ask how an intervention will affect all Americans beyond the budgetary
and human cost of conflict. Future enemies will be able to impose real
costs that directly affect U.S. citizens, and they may not be shy about
employing them.

Internationally, opponents will have an increased ability to threaten
intermediate bases. For instance, a great deal of our support for the
campaigns in Iraq and Syria flowed through Kuwait. Suppose ISIS had
demonstrated to Kuwait that it could hit an airliner sitting at Kuwait
International Airport? If threatened, would Kuwait allowed U.S. forces
to use its facilities? The United States may have to protect commercial
airfields, key government facilities, key economic assets, and other such
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areas throughout the Middle East and Europe, and it currently lacks
the capability to do so.

Of more immediate concern will be the far larger number of weapons
that can hit critical operational support bases, particularly large logistics
facilities such as Bagram, Afghanistan. Because these bases are adjacent
to Afghan communities, very cheap, short-range, and unsophisticated
drones could be used to strike them. Defending against this threat is
possible but expensive—particularly when the cost of defending against
these weapons is compared to the cost of employing them. Even if the
United States can develop systems that defend fixed bases, can it create
defenses for the convoys that move personnel, equipment, and supplies
within the theater? Can it protect all patrol bases, gathering of local
leaders, and host-nation facilities?

Increasing cyber capability have also distinctly reduced U.S. immunity
to counterattack when it gets involved in a conflict overseas. Both state
and nonstate actors have repeatedly demonstrated the ability to damage
key elements of civilian networks and even critical components like
power systems.

This loss of immunity is not entirely new. Terrorist attacks have
caused America to spend billions to protect both domestic and overseas
facilities. Unfortunately, current barriers are all focused at stopping a
ground-based attack. To protect against aerial attacks will dramatically
increase the cost of protecting everything from embassies to transit
airfields to patrol bases.

Tactically Dominant Defense

These emerging autonomous systems will provide an inherent advantage
to defenders because they do not have to generate an active signature
until they choose to fire. Finding a defender’s system hidden in urban
clutter, underground facilities, or even the complex littoral environment
is much harder than finding the aggressor’s system as it moves to attack,
especially if it moves in the air or on the sea.
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This may create a situation similar to World War I where any person in
range above the ground could be easily killed. The result was static, trench
warfare. Able to reach out a thousand miles in the surface, subsurface,
and air domains these systems, drones, cruise and ballistic missiles may
again make defense the tactically dominant form of warfare. Power
projection may be limited to strike operations using a family of drones,
as well as cruise and hypervelocity missiles.

Proponents of directed-energy weapons—lasers and microwave systems
—suggest their systems will defeat such drone and missile swarms
and thus return offense to the tactical battlefield. Unfortunately, these
systems are still expensive and power hungry, ineffective under some
environmental conditions, and may be subject to defeat by relatively
inexpensive countermeasures. They will also favor defenders who have
the huge advantage of fixed-power facilities and the ability to blend
into complex terrain.

At this point it is impossible to tell which mix of systems will dominate.
Again, it will be essential that the U.S. Defense Department run rigorous
experiments to understand the character of such conflicts. It is imperative
that these systems be tested against a thinking, reacting “enemy” team that
employs countermeasures such as autonomy, smoke, and electromagnetic
shielding. If such systems become capable of defeating thousands of
drones, they may also be able to defeat the much smaller number of
conventional aircraft, guided bombs, and missiles the United States
can deploy. This would reinforce the dominance of the defense. A key
question that must be explored is whether land power, by making use of
the advantages of complex terrain, unlimited magazines, massive power
networks, and ever-increasing range and speed of land based weapons
will come to dominate the air, sea, and space domains.

The Return of Mass
Mass played a major role in the outcomes the U.S. Civil War, World War,
World War II, and the Korean War. However, in the 1980s, the Pentagon
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realized NATO could not match the Warsaw Pact in mass. Therefore,
it invested heavily in precision weapons to defeat mass.*® However,
technological convergence means that mass with precision has arrived.
Additive manufacturing will make large numbers of cheap drones and
advanced GRAMM systems available. Sheer numbers of cheap, mass-
produced, unmanned, precision weapons may simply overwhelm the
exceptionally capable but few manned U.S. systems.

The Return of Mobilization

Today, the U.S. defense industry lacks the surge capacity to equip a
mobilized population rapidly. It is not possible to ramp up production
quickly for weapons like the F-35s. With a planned peak production of
only seventeen F-35s per month, it is difficult to see how the United
States could hope to replace combat losses in a war lasting more than
a few weeks. >’ Unfortunately, since 1750, wars between healthy states
have lasted years rather than weeks.

Mobilization in World War II was possible because civilian industry
could rapidly convert to military production. By 1990, the complexity
of modern military weapons systems made rapid mobilization difficult,
if not impossible.*” Advanced manufacturing—particularly 3D printing,
robotics, and task-specific artificial intelligence—may radically change this
situation. 3D printing is inherently flexible because the product produced
depends only on the materials the printer can use, the design of the printer,
and the software that is loaded. With a change of software, these printers
can go from producing commercial products to producing weapons.
Thus, as 3D printing assumes a greater role in industry, the possibility of
industrial mobilization will reemerge. However, successful mobilization
cannot be accomplished quickly without a significant planning effort.
The Pentagon must be prepared to provide the computer files for the
3D printers as well as produce the required government-furnished
equipment. The Pentagon must also be prepared to enlist and train new
personnel, build them into coherent units, and then move those units
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and the weapons to an overseas battlefield. Unfortunately, the Pentagon
is only just beginning to think about the issue.*!

CUMULATIVE IMPACT ON MILITARY OPERATIONS

The convergence of technology over the next ten to twenty years means
everyone—even nonstate actors—will have precision-strike capabilities.
Five years ago, a cheap drone demonstrated its ability to fly autonomously
to a range of thirty miles. Nations with access to as few as one hundred
3D printers could have access to tens of thousands of these drones. The
operational implications of this type of proliferation has not escaped our
senior leaders. General Robert Neller, Commandant of the Marine Corps,
asked “How do you mask your signature, make your adversary raise
his? If your signature can be detected, you can be killed.”** Because it is
easier to find a moving object than a stationary one hiding in a cluttered
environment, a prepared defense will be tactically dominant.

Unfortunately, because of the huge physical and electronic signature
of major bases, they will prove the exception to the dominance of the
defense. Rapidly improving inexpensive drones can reach five hundred
miles today. Relatively inexpensive cruise missiles reach a thousand
miles or more. Both can be deployed on platforms that will offer new
opportunities for surprise, mass attacks on the U.S. bases at home and

overseas.

The combination of these factors means that states and nonstates
will be able to impose significant casualties and even economic damage
to opponents who try to land ground forces in their home territories.
Intervention is going to be much more costly in human and financial
terms than today.

But the technologies of the fourth industrial revolution will not change
the fundamental nature of war. It will still be driven by Clausewitz’s
primary trinity of passion, chance, and reason. It will remain the domain
of fog, friction, and uncertainty. Technology will not bring clarity or
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brevity. For millennia, political and military leaders have embarked on
wars where they thought they understood the situation and would win
a short and decisive war—and subsequently paid the price for ignoring
the true nature of war. **

CHANGING CHARACTER OF WAR

In contrast to the unchanging nature of war, the character of war—how
it is fought—has changed continually. Yet, despite our American love of
technology, how people fight wars will remain based more on the social,
economic, and political aspects of their societies than the technology
involved. Historically, each society’s employment of new technology
has been heavily shaped by its political, economic, and social conditions.
Take, for example, the Swiss pikemen who dominated the battlefields of
Europe for over two hundred years. There was no technological mystery
to making or even using pikes, but only the Swiss had the political,
economic, and social structure that allowed them to employ the pike most
effectively. The Swiss had the necessary social cohesiveness and trust
to fight in tight formations under elected leaders. The more hierarchical
political entities of Europe could not.

We should expect each society to use the emerging technologies in
unique ways that are best suited to its society. Further, conflict will not
be based solely on those aspects of one society but the interactions of
all the societies in the conflict. Wars are likely to bloodier, longer, and
more financially ruinous. The next chapter will examine how the United
States should transition to a force that exploits the technologies of the
fourth industrial revolution.
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CHAPTER 7

TRANSITION AND
RESTRUCTURING OF U.S. FORCES

Planners must accept new technologies will be integrated into U.S. force
structure. The key uncertainties are how long it will take and how the
United States will restructure its forces to gain maximum advantage.
Should the United States invest heavily in land and air forces for a
potential confrontation in Europe with Russia? Or focus on the maritime
and air domains for the potential conflict with China? Are Iran and North
Korea considered lesser included cases? Where does the war against
terrorists fall in the priority? Given the centrality of cyber, space, and
electronic warfare to the American military’s combat capabilities, do
they get priority?

The challenge is to modify our concepts, doctrine, and organizations
to address these issues by taking advantage of the fourth industrial
revolution. This chapter will take a brief look at historical examples of
transition, then examine how new technologies are being integrated
today, and finally make recommendations on how to continue the process.
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The body of academic research on innovation both is rich and deep.
However, the unique challenges of military innovation due to the mix
of national cultures, service cultures, service competition for resources,
the political-military-industrial complex, the enormous uncertainties
inherent in warfare, and the deep conservatism of most military leaders
require a somewhat different approach to innovation than that required
for business.

A Rand Corporation paper focused on the political science schools of
military innovation and concluded there are five primary models: the
Civil-Military Model, the Interservice Model, the Intraservice Model,
the Cultural Model, and the Bottom-up Model.! As indicated by their
titles, each of these models attribute innovation to a primary driver with
smaller secondary factors.

Historians take a different approach. Rather than trying to create a
model that explains many examples of innovation, they examine each
case independently and see if any characteristics appear consistently in
the various cases. This approach is particularly appropriate for those
decision makers trying to guide today’s peacetime military innovation.
The current level of technological change and its application to defense
strategy is not unprecedented. It occurred as recently as 1914-1941.
Military professionals should consider how their predecessors dealt with
that era’s rapid technological breakthroughs in metallurgy, explosives,
steam turbines, internal combustion engines, radio, and radar. How did
they combine them to create new concepts such as armored warfare,
strategic bombing, carrier task forces, and amphibious assaults? Why did
some organizations figure out how to exploit these changes and others
failed, some miserably?

In their edited volume, Military Innovation in the Interwar Period,
Professors Allan Millett and Williamson Murray convened noted histo-
rians to study how six nations succeeded or failed at innovation during
this period. This continued the tradition of Geoffrey Parker, the histo-
rian who first used the term “Revolution in Military Affairs,” and Steve
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Rosen. Both studied historical cases of innovation to determine why
some attempts succeeded and other failed.

In examining the six nations that attempted to innovate successfully
between the wars, Millett and Murray noted that even the visionaries
only had a vague idea of how their concepts could develop in conjunction
with the technological changes. The outcome was often contingent on
decisions senior leaders made early that locked their nations into a
path. But, within these paths, it was essential that senior leader bought
into the concepts and provided both resources for experiments and a
path to promotion for the proponents of change. Both were essential
to those services that succeeded. It is also important to understand
that many of the innovations failed. The militaries that developed the
processes to thoroughly explore, test, and refine the vague concepts of
the thought leaders were more successful. And they had to be willing
to discard favored theories that failed the tests. Their theories were the
ones survived in combat. Those that accepted the visions but did not
thoroughly test them or biased the tests to senior leaders wishes, failed
when tested in combat.

The fundamental truth that evolves from the case studies is that, as
with all complex adaptive systems, there is no simple formula to guide
change. Political, social, cultural, and economic factors will have major
impacts on the success or failure of military innovations.

Remember the pre-World War II U.S. leaders faced high levels of
uncertainty, massive budget cuts, and isolationist sentiments as they tried
to build their forces for future fights. Yet they were able to conceptualize,
wargame, and experiment to generate completely new and highly effective
forces. However, the process was not smooth. The technological advances
were, for the time, sudden. And it took time for even the progressive
thinkers to adjust to the new reality—and more time for them to bring
their institutions along. Like all human events, it was contingent on
having the right people in the right places at the right times.
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Consider the problem of warfare at sea. World War Is single major fleet
action, the Battle of Jutland, was dominated by battleships. Accordingly,
during the interwar period, battleships received the lion’s share of U.S.,
British, French, and Japanese naval investments. The displacement of
a battleship almost tripled, main batteries grew from 15-inch to 18.1-
inch, range doubled, secondary batteries improved, radar arrived, speed
increased by fifty percent, cruising range more than doubled, and armor
was thickened.? Yet none of these advances changed the fundamental
capabilities of the battleship. They only provided incremental improve-
ment on existing strengths. This is the key problem with mature tech-
nology—even massive investment leads to only incremental improvement.

In contrast, aviation was in its infancy in 1914. Aircraft were slow,
had limited range, were mostly unarmed, and were used primarily for
reconnaissance. Despite the limitations, military aviation made great
strides in tactics, technology, and operational concepts during World War
I. The Royal Navy actually commissioned its first five aircraft carriers.
Yet, after the war, naval aviation remained an auxiliary force in the Royal
Navy. Britain would not commission a new aircraft carrier until 1937.%
Senior navy and army officers wanted aircraft relegated to supporting
ships at sea and armies on land.

For their part, air-power enthusiasts had other ideas but unfortunately
focused most of their limited air-power investment on land-based,
heavy bombers. Yet despite neglect of air-power enthusiasts, sea-based
dive and torpedo bombers dominated naval warfare in the Pacific by
1942. Fortunately for the United States, most of the critical advances in
aircraft design and production that made naval aviation dominant were
initially developed for civilian uses by private companies. Because aircraft
production was a highly competitive business, entrepreneurs drove
rapid technological advances. And as is often the case with emerging
technology, relatively modest investment in these new technologies
resulted in massive increases in aircraft capability. Thus, when military
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innovators understood the potential of naval aviation, the technology
was ready. Obviously, there are some interesting parallels with today.

The transition from battleships to carrier aviation still took almost
twenty years. Between 1919 and 1939, the U.S. Navy contracted for
twenty-one battleships* but only eight carriers.” When the war came,
these few carriers led the fleet through the first eighteen months of
conflict until the new Essex class carriers arrived in mid-1943. With their
arrival, the U.S. Navy came to dominate the Pacific Ocean. Its investment
in carriers and the policies and facilities to support them paid huge
dividends. In contrast, its massive investment in new battleships mostly
resulted in very expensive anti-aircraft escorts for the fleet carriers. In
fact, if not in the hearts of surface line officers, battleships were reduced
to near irrelevance before the war. In contrast, the rapid improvements
in carrier aircraft meant that they were able to swarm and destroy the
Japanese battle fleet.

This highlights one of the major problems facing decision makers
during a period of rapid technological change. When should investment
shift from the dominant legacy system to the new systems challenging
it? And how can you be sure you are picking the right new system? For
instance, the investment in battleships from 1919 to about the mid-1930s
was the correct decision. Until then, naval aircraft and tactics had not
advanced enough for the carrier to dominate the seas. Had war in the
Pacific broken out then, battleships would likely have dominated the
fleet actions. However, U.S. naval officers continued contracting for
battleships through 1941. This was even after obsolete carrier-based bi-
planes had sunk an Italian battleship and heavily damaged two others
in the port of Taranto in November 1940 and then crippled the German
battleship Bismarck in May 1941. Despite the success of their aircraft
at Pearl Harbor, the sinking of the Repulse and the Prince of Wales near
Singapore, and the Battle of Coral Sea—which was fought entirely by
naval aviation, Japanese admirals still planned for battleships to strike



206 DEGLOBALIZATION AND INTERNATIONAL SECURITY

the decisive blow at Midway in June 1942. As a result, Japan lost four
carriers and their irreplaceable frontline pilots.

Land forces took a similar view of aircraft and worked to limit them
to supporting ground forces through aerial reconnaissance, close air
support, and interdiction. In sharp disagreement, those officers pushing
for an independent role for air power seized upon the concept of “strategic
bombing” described by Giulio Douhet as a war-winning idea.’ This
concept had particular appeal to the British who were desperately looking
for a way to achieve strategic objectives without the horrendous losses
of World War 1. Bomber enthusiasts believed the bomber would always
get through and could win the war in a short, sharp campaign.

France had a different problem. It shared a border with Germany, so
any war would involve major ground combat. France therefore invested
heavily in the Maginot Line to defend that border while minimizing
casualties. In contrast, Germany felt it had to take the offensive because it
would most likely fight a two-front war again. The World War I Schlieffen
Plan was based on the idea Germany could quickly defeat France and
then concentrate its forces against Russia. It failed. Although the political
situation had changed significantly since the start of World War 1, its
strategic problem remained the same. Once again, German forces focused
on the offensive, specifically how to exploit the breakthroughs they were
able to achieve on the Western front late in World War L.

The different approaches chosen by each nation highlights another
particularly wicked problem that inevitably arises during a period of
change. Various theories will evolve. No nation can afford to pursue all the
theories, and so they will have to choose where to invest. Proponents will
argue about which will work best. Militaries will even test them through
wargaming and field exercises. Unfortunately, but not surprisingly, the
wargames are often biased to validate the beliefs of the senior officers of
the service conducting the game or exercise. This, of course, reinforces
their belief in their chosen approach. Which approach is correct cannot be
verified until the fighting begins. Thus, Germany’s maneuver triumphed



Transition and Restructuring of U.S. Forces 207

over France’s static defense, carriers defeated battleships, and bombers
did not always get through.

TECHNOLOGICAL TRANSITION

Obviously, a key question is how will forces integrate fourth industrial
revolution weapons—and even more important, how quickly? History
provides numerous examples. Two such examples are firearms replacing
pikes in infantry formations and the carrier and its aircraft replacing
the battleship in the Pacific—these demonstrated the same pattern. In
each case, the technology started out as an experiment. As the inventors
and military innovators worked together, they figured out how the new
technology could assist the old. Even as it served as an assistant to the
old technology, the new technology improved to the point it became a
full partner and finally replaced the old technology. The pattern was thus
assistant to partner, and then partner to replacement.

For instance, during the first part of the sixteenth century, some
forward thinkers saw how even primitive muskets could support the
dominant pike formations. The Spanish placed muskets at the edge of
their pike formations where the muskets could assist by firing into the
massed enemy pikemen. Despite a very slow rate of fire, the Spanish felt
the muskets were valuable. As muskets improved, they were integrated
into the pike formations to fight as full partners. Replacement of the pike
came with the development of the socket bayonet that allowed a musket
to fire even with a fixed bayonet.

Aircraft followed a very similar path in replacing the battleship. At
first, they assisted battleships with scouting and gunnery. The aircraft
became the eyes of the fleet. As the carrier’s air wing evolved into a mix of
capable fighters, dive bombers, and torpedo bombers, the carriers moved
from being assistants to being full partners with the battleships. When
World War II proved conclusively that carrier aviation could destroy
battleships at range, the carriers replaced the battleship.
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Both weapons systems displayed the same evolutionary pattern. Each
moved from assistant to partner to replacement. Each became dominant
because it outranged the systems that it replaced. However, neither was a
straight replacement. The time required for these two transitions ranged
from over a century for the musket to just over two decades for the
aircraft carrier. However, the fourth industrial revolution is happening
faster than any previous revolution, the new generation of small, smart,
and many weapons will quickly replace the old generation of few and
exquisite ones. As with these two examples, success or failure will be
based on the ability to develop concepts and organizations that play to
a society’s strengths while optimizing the use of new capabilities.

U.S. RESPONSE TO THE CHANGING CHARACTER OF WAR
TobpAay

The United States’ major defense programs for the next two decades are
already underway, but they do not appear to have been designed with
the fourth industrial revolution in mind.

Procurement Challenges to Replacing U.S. Equipment

The F-35 program officially started in 1993, but the Marine Corps did not
declare initial operational capability (IOC) until 2015, the Air Force in
2016, and the Navy in 2018. Even after two services had declared I0C,
the Pentagon’s own Office of Operational Testing and Evaluation noted
“276 deficiencies in combat performance” and that the planned Block
3FR6 improvements will only address about half of them.” In June 2019,
Defense News obtained DoD documents that provided details on thirteen
category-one deficiencies that still impact safety or mission effectiveness.®

Thus, twenty-six years after it was initiated, the F-35 program is still
not fully operational. The F-35 program is not alone in the slow lane.
The first steel was cut for the CVN 78 USS Ford in 1995. The Navy did not
accept delivery of the much-delayed ship until June of 2017 and projects
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it to be operational in 2020. Given this pattern, it is unlikely that the
major new weapons systems the United States is investing heavily in
today will be ready in two decades.

It is therefore essential to think through the security implications of
the fourth industrial revolution before the nation commits to multibillion
dollar procurement programs that may be irrelevant two decades later.
The fact is that once a program of record begins, it seldom substan-
tially modifies its key attributes. Worse, once defense contractors begin
spending billions of dollars in targeted Congressional districts, it becomes
extremely difficult to terminate a program even if it becomes obvious
it is no longer a viable combat system. The Littoral Combat Ship (LCS)
is a classic example. Almost every outside evaluation shows these ships
cannot fight and have major reliability problems.’ Yet the LCS remains
in production. Simply reducing the number of LCSs from the previously
planned fifty-two to the currently planned thirty-two required a major
effort.

The recent Pentagon procurement record should be of great concern
because the expensive new programs are particularly vulnerable to
evolving weapons systems. The B-21 bomber contract was not awarded
until October 27, 2016, but the Air Force reported spending a billion
dollars a year in preparation for the program and has increased it to $2
billion since the contract was signed.10 Yet, as noted, the major bases and
special hangers needed for the existing B-2 bombers are already within
range of cruise missiles launched from off the coast of the United States.
Because the B-21 is being procured specifically to provide the ability
to penetrate the airspace of the near-peer competitor, the fact that it is
already vulnerable to a much cheaper countermeasure should be cause
for the Department of Defense to reconsider this major investment.
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Where are U.S. forces on the Assistant-Partner-Replacement
Path?

Given the notoriously slow and expensive Pentagon procurement process,
it is useful to consider where the various new technologies are on the path
from assistant to partner to replacement today in each of the domains.

In the air domain, the mission of long-duration surveillance in a
low-threat environment has largely been assumed by drones. To be
fair, drones have not flown in the high-threat environments, so drones
remain a partner rather than a replacement in this area. However, newer
drones with much greater range and stealth characteristics are already
being tested and may soon take over this mission even in high-threat
environments.

For the aerial-strike mission, cruise missiles are already full partners
and, in some situations, have replaced manned aircraft. Drones are
also already assisting in the strike mission. As demonstrated by U.S.
Switchblade drones in Afghanistan and ISIS’s use of commercial and
hand-built drones in Syria, inexpensive strike drones are beginning
to appear in various conflict arenas. Today, Kratos drones are being
developed as partners, and potentially replacements, for manned strike
aircraft in high-threat environments. Soon hypervelocity missiles might
join the strike capability.

Cruise missiles and drones are already full partners and have replaced
manned aircraft for many missions. It is not a stretch to say that the day
will come soon when they can replace manned aircraft almost completely
in the strike mission. The fact the operational range of these missiles and
drones can be greatly extended with much less investment, compared to
achieving a minor increase in range for the F-35, is of critical importance.
Even more important, these weapons do not need the vulnerable runways,
maintenance, and support facilities associated with manned aircraft.
Unfortunately, the United States continues to invest heavily in platforms
that require large fixed bases that are easy to find and very difficult to
defend against swarm attacks.
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For air superiority, Kratos-type drones are being considered as partners
with manned aircraft. In fact, they may actually be more effective at the
Air Force’s preferred method for achieving air superiority—destroying
enemy aircraft on the ground. With twice the range of the F-35 and costing
orders between one and two percent as much, long-range, highly capable,
autonomous drones that can be launched from hundreds of unimproved
locations may well prove more effective in causing destruction to enemy
aircraft. Numbers matter.

At sea, cruise missiles and inexpensive drones are not only augmenting
strike but providing a much wider set of basing options. The teaming
of surface ships and expeditionary land bases with the evolving family
of drones and missiles points to these systems replacing the carrier.
Proponents of maintaining an eleven-carrier fleet note the last of the
planned Ford class is projected to still be serving in 2099. Two obvious
questions arise: First, will a ship as large as a carrier still be viable eighty
years from now? Second, what is the opportunity cost?

Given the sharply increasing missile and submarine threat to carriers
today, it is difficult to see them surviving even another two decades
in anything but a low-threat environment. Their aircraft either require
extensive refueling assistance from the limited number of Air Force
tankers or must launch from well within range of China’s ballistic
missiles, cruises missiles, and family of drones—to include strike variants.
If it comes within range of shore-based systems, the ships will be in a
magazine-capacity competition against the shore. This is particularly
important against Chinese DF-21D anti-ship ballistic missiles. For the
cost of one carrier and its air wing, the Chinese could buy up to two
thousand DF-21s or a large number of hypervelocity missiles.'’ And, of
course, the Navy has not solved the diesel-submarine problem that has
led to the sinking of the carrier in so many exercises.'”

Bombers can strike from long range, but they generate extremely low
sortie rates. Assuming a fifty percent readiness rate for the nineteen B-2s,
which may be optimistic, they could generate about six sorties from Guam
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per day."”” Given that Chinese systems can already strike Guam, B-2s
may have to operate from much farther away—and thus provide even
fewer sorties. Although the Chinese will hesitate to engage our stateside
bomber bases with ballistic missiles for fear that the attack might be
misinterpreted as an escalation to nuclear weapons, new cruise missiles
and drones packaged in standard shipping containers launched from
merchant ships in the Gulf of Mexico offer another feasible and less risky
approach. The cost of defending against such attacks will be very high.

In contrast to bomber-basing limitations, Kratos-type vertical-launch
drones can range China’s coast from thousands of locations in Japan and
the Philippines as well as a wide variety of sea platforms. We do not
know the eventual cost of such systems, but Kratos announced a target
price of $2 million for its XQ-222 drone if purchased in lots of more than a
hundred."* Even if it follows the pattern of recent DoD procurements and
doubles in price, Kratos still provides an interesting option to manned
aircraft—with no requirement for major bases or maintenance facilities.

Within the next two decades, surface and aerial drones will be full
partners and may well be replacements for some surface Navy missions
such as patrol, underway replenishment, cargo delivery, and survey. If
the underwater drones mature into self-deploying mines or transport
systems for advanced torpedoes, they will seriously challenge surface
ships’ ability to leave port or approach a hostile shore.

Submarine warfare is already demonstrating several innovative uses for
drones. In addition to their use as surveillance, reconnaissance, and even
underwater-attack systems, Innocorp drones have shown the potential
for a subsurface-launched drone to transition to an airborne surveillance
or strike weapon. Currently unmanned underwater vehicles (UUVs)
are partners in undersea warfare and may soon replace submarines for
risking inshore missions. They could also greatly expand U.S. capability
in offensive mine warfare.

In the ground domain, cheap small aircraft drones have become effective
partners in the reconnaissance. For strike, relatively cheap drones have
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moved from the experimental phase to that of assistant. The U.S. Army
and Marine Corps used the Switchblade successfully in Afghanistan both
to look ahead for patrols and, because it is an expendable platform, to
provide a way to deliver a small explosive on insurgents discovered by
the drone. The Russians and Ukrainians have demonstrated that drones
effectively assist with heavier fires by spotting for everything from
mortars to long-range heavy rockets.

The near-exponential increase in range over the last few years indicates
autonomous, inexpensive drones will soon vastly outrange current
tube artillery and even most rocket artillery. And as has been the case
historically with other emerging technologies, drones will do so quickly
and for much less investment than needed to extend the range of the
very mature artillery and rocket technologies.

As these new systems mature, the key issue for both offensive and
defensive ground combat will be maintaining the logistic support essential
to any fight. K-MAX helicopter drones have already demonstrated
that drones can be partners in aerial delivery. Commercial air-freight
companies are pushing hard to perfect fully autonomous large cargo
aircraft. Commercial shipping firms are working on autonomous ships
ranging from ferries to super tankers. Drones have even reached the
experimental stage in ground delivery. Still the key question remains, can
U.S. forces resupply in a combat zone with hundreds of drones actively
hunting its logistics forces?

In space, CubeSats are becoming partners because they can provide
more frequent and less expensive coverage than conventional satellites.
Today’s versions lack the resolution and variety of sensors of major
platforms, but rapid progress on nano sensors, power systems, and
networking means they may soon equal satellites in many functions.

As noted earlier, the Pentagon has to think about space superiority
differently. It has to assume that U.S. forces will suffer significant attrition.
Thus, in space, the most important aspect of superiority may be the
ability to launch quickly systems that can provide space services—geo-
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location, timing, communications, early warning, optical and electronic
surveillance. A sustained campaign of hard kills may even render the
current orbits unusable due to debris. The ability to rapidly replace space
capabilities with non-space-based systems will be a crucial part in U.S.
deterrence of space conflict."

OPPORTUNITY COSTS OF CONTINUING CURRENT
PROCUREMENT PLANS

The cost of a legacy systems is not just monetary; there is also the
opportunity cost of not devoting those funds to developing and buying
the new systems. In short, if we do not buy this system, what else could
we have? Would it be more effective in future fights? The U.S.S. Ford and
embarked air wing will cost roughly $20 billion dollars just to procure—
this does not include the necessary escorts that make up a carrier strike
group. At the $2 million the Navy paid for each Tomahawk in 2016, it
could buy 10,000 for just the procurement cost of the carrier and its
airwing.'® Operating cost for the carrier and air wing are over $1 billion
dollars per year. These are just the operations and maintenance costs
for the carrier and air wing and do not include personnel costs, training
pipeline costs, basing costs, major overhauls and updates, or the cost of
operating the escorts and support ships. Thus, for every year it operates
a carrier and its air wing (without escorts) the Pentagon could buy up
to hundreds, if not thousands, more missiles or drones per year. These
newer weapons will not need tankers or AWACs to guide their strike
packages. Even the relatively ancient TLAM can provide heavy strike at
more than twice the range of the current carrier air wing.

Using a different measuring stick, the United States could buy six new
Virginia-class submarines and 3,500 Tomahawks instead of the carrier
and its air wing. In both cases, the Navy would phase out the carriers over
time. Using the existing carriers until their end of life, it will still have six
carriers in service in 2050. Unfortunately, the air wing’s range will not
extend much during the era of the F-35, even as the range of missiles and
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drones is increasing quickly and dramatically. And the missiles provide
a much wider set of basing options that would vastly complicate a near
peer competitor’s attempts to preempt.

If the Pentagon rethinks its procurement plan, rather than being faced
with a single class of threat (fighter bombers) concentrated on a very few
carriers, any opposition would face a mix of supersonic cruise missiles,
subsonic cruise missiles, a variety of drones, and the legacy aircraft still
in our inventory. Another major consideration is the fact personnel costs
would be much lower. Six Virginia-class submarines require only about
nine hundred sailors compared to the single carrier and air wing, which
needs more than four thousand staff. Given the serious concern over
the rapid rise of personnel costs ($132,243 per person per year in 2017)
and increasing difficulties of recruiting and retaining sailors, this is a
major savings.'” Replacing manned aircraft with autonomous systems
will also relieve the major pilot shortages all services are suffering today.
It will also reduce downstream costs. The Veterans Administration 2018
budget of $185 billion'® exceeded the Pentagon’s $141 billion budget for
personnel.” The most certain way to reduce VA costs is to reduce the
number of veterans by reducing the number of people in U.S. forces.

Because cruise missiles can be containerized, they will greatly compli-
cate any enemy’s targeting problem. Even with ten carriers, the Navy
will have a maximum of six in any conflict at any one time. This reduces
the enemy’s target problem to six major platforms that provide incredibly
lucrative targets—more than four thousand sailors and sixty aircraft in
one place. If the Navy chooses instead to buy missile-equipped merchant
ships at $125 million each, it could have forty ships with 1,600 missiles at
sea manned by only 1,600 sailors for $5 billion or one quarter the price
of a carrier and its air wing.?’ Clearly these ships can be partners with
the carriers both in delivering ordnance in low-threat environments and
the missile-volley contest critical to large-scale conventional war.

Similarly, if the services chose to buy autonomous drones developed
from the Kratos QX222, they could buy about fifty of the $2 million
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drones for the reduced price agreed to for the eleventh lot of F-35s%!
Moreover, they will be able to buy more each year they do not have to
pay for the F-35 operating, support, and personnel costs. Their VTOL
capability will also greatly complicate an enemy’s targeting problem
while dramatically reducing the value of each enemy hit.

Another opportunity cost that must be considered is the fact that new
technology has both the greater potential to grow and to come down
in costs. Mature technology has historically required more and more
investment for even incremental improvement in its performance as
illustrated by the major cost increases in the Ford-class over the Nimitz-
class carriers. In contrast, new technology often comes down in price
even as capabilities increase.

AuTOoNOMY IS HERE

Even as Al capabilities are improving rapidly, cost is coming down.
The proposed autonomous drones would be driven by the same kind
of limited Al used in smart sea mines. They will be tasked to attack
specified targets and use multiple sensors to positively identify them.
When they have done so, they will attack—just as today’s smart sea
mines do. Unfortunately, the Department of Defense continues to have
laborious discussions centered on two approaches to autonomy—“human-
in-the-loop” or “human-on-the-loop.” “Human-in-the-loop” requires a
person to give specific permission before a drone can kill a target. The
glaring problem with “human-on-the-loop” is that it is too slow for
today’s combat. Long ago, the Navy admitted human decision-making
was too slow when it built automatic modes for both the Aegis and the
Phalanx defensive systems. Although these are theoretically “human-
on-the-loop,” the reality is humans simply are not fast enough to keep
up in high-intensity conflict. In effect, it is an argument of which of two
failed systems the United States should apply to modern weapons.
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This is particularly odd because of what the United States has already
built, which are “human-starts-the-loop” systems such as Aegis, Captor,
or modern air-to-air missiles. Human operators set the parameters under
which these systems can engage. By applying appropriate and thoughtful
parameters, the operator can maximize the effectiveness of the system
while minimizing the danger the system will engage a target that it should
not. Once the parameters are set, the human starts the loop and turns
the fighting over to the system. This is effectively the most ethical use of
autonomy. By accepting humans are not able to keep up, the engineers
and operators can focus on the technical, procedural, operational, and
training requirements necessary to ensure that the system executes
according to the law of warfare.

Oddly, the fact the United States has autonomous weapons already
in our arsenal and have used them does not seem to be speeding up
the policy discussion about continued development, procurement, and
use of autonomous systems. It should be noted, to the disadvantage
of the United States, that other nations are not waiting to explore the
possibilities of using limited Al to operate autonomous drones.

Rethinking Force Structure

To sustain its military power, the U.S. military must lean forward to
develop the concepts, organizations, training, and technology to exploit
emerging capabilities. The transition to new systems has already started
and must be sustained. This will not require sudden changes but rather
a continuation of the ongoing shift. With procurement, the DoD should
logically start by phasing out old systems and programs and replacing
them with new ones. By simply ceasing to buy obsolete systems and
in their place buying new ones, it can phase in the shift. Further if the
new systems are bought in small batches, the DoD should be able to
purchase upgrades with each batch. Much like computers and cell phones,
improvements will be continuous and cause minimum disruption. Such
a system can also keep production lines hot while continually updating
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the advanced manufacturing systems to sustain U.S. and allied forces
during a long conflict.

Procurement should be based on operational concepts. Due to air-base
vulnerability and the range deficiencies of the F-35, the United States
should not buy all 2,400 planned F-35s. The F-35’s range limitations,
maintenance issues, and base vulnerability problems are simply too big to
overlook. Maintenance costs have been an issue since the beginning of the
program. In February 2018, Undersecretary of Defense for Acquisition and
Sustainment Ellen Lord stated “right now, we can’t afford the sustainment
costs we have on the F-35.” In January 2018, Will Roper, the current
Assistant Secretary of the Air Force for Acquisition, Technology and
Logistics for the U.S. Air Force, expressed the same reservations.*

Fortunately, although China has developed a mix of weapons to come
after U.S. air bases, they do not seem to be prepared for the United States
responding in kind. The Pentagon can take advantage of this Chinese
failure. U.S. Air Force doctrine calls for destroying enemy air power
on the ground. As long as opponents continue to use large number
of conventional aircraft, they will be easy to find. Thus, rather than
replacing current fighters with F-35s, the Department of Defense needs
to start phasing in the drones and cruise missiles that will soon replace
them. But it should consider most of the drones as expendable rounds
of ammunition and build accordingly.

Even as their bases become more vulnerable, China is developing
systems to neutralize the stealth capabilities of U.S. aircraft. Although
such aircraft will still be harder to locate and engage than non-stealthy
aircraft, the extraordinary premium the United States pays for stealth
aircraft may no longer be worth the investment. Thus, the next step is
to accept that the F-35 is the last manned fighter for any service. By the
time its successor can be built, autonomous drones will execute manned-
fighter missions for a fraction of the cost.

The Pentagon needs to accept that the B-21 is based on a twen-
tieth-century concept and is not a good investment for twenty-first-
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century defense. Proponents of the B-21 argue that the United States must
be able to “contend with more mobile sets of targets,”23 “hit hardened
»?* and finally, “hold targets at risk.”* Let
us consider each in turn. In Operation Desert Storm, strike aviation

and deeply buried targets,

was given the mission of defeating/suppressing Saddam’s Scud mobile
missile launchers. Despite having absolute air supremacy and hundreds
of strike aircraft dedicated to the mission, the Gulf War Air Power Survey
concluded that “there is no indisputable proof that Scud mobile launchers
—as opposed to high-fidelity decoys, trucks or other objects with Scud-like
signature—were destroyed by fixed-wing aircraft.”*® Allied forces failed
to get a single confirmed kill, even though the Scuds were liquid fueled
and took at least thirty minutes to erect, fuel, and launch. Today, even
long-range missiles have solid fuel systems, so the time from breaking
cover until the missile is away is as little as ten minutes.

The earlier discussion concerning the Iraqi Scuds should put to rest
the idea that manned aircraft can pursue mobile targets effectively.
But deep-strike advocates still insist bombers can find and kill Chinese
mobile systems in the complex mix of rural, urban, and industrial envi-
ronments protected by China’s integrated air-defense system. Even if
our intelligence systems can find the hides, the United States would have
to maintain sufficient aircraft in contested air space to ensure it could
find and hit a target in less than ten minutes. We simply do not own
enough stealthy aircraft to maintain the hundreds of aircraft in the air
around the clock just to suppress missiles. Further, stealthy aircraft are
just as visible in daylight as non-stealthy ones, so even stealthy aircraft
will not be able to hunt mobile systems in daylight.

Next, the requirement to “hit hardened and deeply buried targets”?’

seems to refer to command-and-control centers or nuclear-weapons
facilities. Unfortunately, no one has explained how to prevent the enemy
from simply digging deeper or moving into commercial mines, which
go miles into the ground. It makes little sense to invest heavily in a
capability so easily sidestepped by an enemy. In fact, efforts to neutralize
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such a target will most likely continue to focus on destroying the target’s
connectivity to the outside world, which does not require manned aircraft.

Finally, as for “holding targets at risk,”® proponents have never
explained why manned bombers or strike aircraft are necessary to
“hold targets at risk.” Do cruise missiles not hold targets at risk? More
importantly, air-power proponents have also never shown how “holding
targets at risk” has been a particular deterrent. When Ghaddafi chose to
destroy PanAm 103, did he think the United States could not bomb Libya
in response? What about Saddam when he refused to allow UN inspectors
to enter? Did Milosevic not believe NATO could strike his assets? Lacking
historical proof, it seems that the claimed need for conventional assets
to “hold targets at risk” is more faith-based than fact-based.

Finally, it is a relatively short step for the Chinese to put containerized
Kaliber-type cruise missiles on commercial ships to attack bomber bases
in the United States without launching ballistic missiles. Anyone with
access to the internet can use Google Maps to precisely locate the B-2
hangers at Whiteman Air Force Base, Missouri.

Instead of sinking enormous funds into the B-21 and a sixth-generation
manned fighter, the United States should invest in drones and a family of
missiles that could provide long-range strike at a fraction of the cost. With
steadily increasing range, speed, and payload capability, autonomous
drones offer an affordable, effective alternative. China and Russia’s
ever-growing ability to strike U.S. airbases can be largely neutralized
by short take-off and landing (STOVL) or vertical take-off and landing
(VTOL) drones. Enemies will also be forced to build defenses that can
deal with mixed raids of legacy manned aircraft, drones of various types
and capabilities, and missiles. In short, they have to defend against both
today’s and tomorrow’s threats.

At sea, dispersion and range will be vital for survival. Concentrating
striking power in carrier aviation is simply unwise. Instead of buying
more carriers, the Navy should start buying systems like the Kratos
and advanced missiles which can turn every ship into a combatant. If it
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designs these systems into the footprint of standard twenty- or forty-foot
shipping containers, every seagoing vessel can become a warship. The
Navy will no longer need to think in terms of a 355-ship Navy but rather
in terms of a thousand or more from the merchant ships and seagoing
fishing boats it could buy, arm, and crew in a crisis. Just as important,
systems like these could be used from ashore to help defend U.S. facilities,
allied territory, or advanced bases if U.S. forces seize them.

On the ground, the Pentagon is going to have to start adapting to
the idea that defense will be dominant. Future systems must be selected
based on the ability to move rapidly, hide, or dig in easily. Once in
place, they must not emit until they engage enemy units. As with air
and sea systems, the change will take place over time. But rather than
continuing to invest in minor improvements to legacy ground systems
—tanks, infantry fighting vehicles, artillery, and heavy trucks—we shift
investment into systems optimized for the new environment.

Perhaps the most challenging military aspect of the transition to a world
with thousands of smart drones will be sustaining our logistics. In the
very near future, defending fixed facilities will be expensive and difficult.
U.S. forces must work much harder to minimize logistics requirements.
At the same time, logistics units must be reinforced so they can mount
their own defense against an increasing variety of threats even while on
the move. In addition to protecting its own logistics units and lines of
communication, the United States will face the challenge of protecting
high-value host-nation targets as well as the intermediate airfields and
ports that sustain our efforts. Everything from political leaders to public
gatherings to economic infrastructure will be vulnerable to attack and
thus will require protection.

In all cases, logistics are the key vulnerability of U.S. forces. Fixed
bases, forward logistics sites, and logistics systems moving into and in
the battlespace will be the most exposed parts of the power projection
force. Since the fall of the Soviet Union, the United States has had the
luxury of not funding defensive capabilities nor expending time and
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effort training to use them. We need to focus on that now because the
threat will continue to escalate.

The understanding that Air Force Space Command has to be a
warfighting command is a major step forward. Space provides vital
support to all operational forces, but it cannot assume space will be a
sanctuary in the event of a major war. China’s has already demonstrated
ground-based kinetic interceptors and is developing “ground-based
directed energy weapons, ground-based satellite jammers, computer
network operations, and co-orbital ASAT sys’tems.”29 Thus, the U.S.
effort to develop systems to replace space-based capabilities rapidly are
essential to both deter enemy action in space and to recover if enemies
choose to attack U.S. space assets.

The United States currently ties the cyber and electromagnetic domains
together. Although the DoD is improving it capabilities in both domains,
the investment is a fraction of that dedicated to the traditional air, land,
and sea domains. Yet, cyber and EW remain key U.S. vulnerabilities.
Establishing Cyber Command and starting the discussion about desig-
nating the electromagnetic spectrum as a domain are both positive first
steps. However, given the heavy investments by China and Russia, it
is essential the Pentagon assign them a higher priority. This will mean
reallocating resources from other programs. By reducing the F-35 buy,
terminating the B-21 program, and stopping carrier construction after
the USS Enterprise, the third Ford-class carrier, the Pentagon could free
up major funds to invest very heavily in the critical cyber and electronic
warfare fields.

SUMMARY

Each technology discussed in this book is already challenging U.S. legacy
systems and will defeat them within the next two decades. At the same
time, defense budgets will be squeezed by other demands. The Joint Force
has to think and operate differently. It must start by accepting that new
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systems are ready to replace some of the legacy systems like carriers
and bombers that are central to service cultures. When the Pentagon
chooses to terminate these programs, the services can continue to operate
existing systems as they phase in their replacements. Next, the services
have to examine where relatively small investments in systems that are
now partners with their legacy systems can expedite their becoming
replacements. Last, the Department of Defense has to scan the horizon
continuously to see which of today’s experimental systems can become
assistance for our legacy systems.

These technologies are still in the infancy stage, but within a decade
they will have major impacts and within two decades are likely to
dominate the battlefield. Further, advanced manufacturing with 3D
printing will allow massive numbers of these systems to be produced.

Perhaps the biggest question the United States has to ask is whether
the products of the fourth industrial revolution will allow ground-based
swarms of drones and missiles to force legacy air and sea systems to
withdraw so far that they are no longer effective. In short, do families
of missiles teamed with ground-based air, sea, underwater, and ground
drones come to dominate all fighting domains?
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CHAPTER 8

CONCLUSION

We stand on the brink of a technological revolution that will
fundamentally alter the way we live, work, and relate to one
another. In its scale, scope, and complexity, the transformation
will be unlike anything humankind has experienced before.

—Klaus Schwab'

The previous chapters examined how the convergence of technology is
changing the character of war and driving major changes in international
trade and security structures. This chapter will explore how the United
States may preserve those critical alliances without bankrupting itself.

DECLINING POPULAR SUPPORT FOR GLOBAL ENGAGEMENT

Starting in the 1950s, there had been a general consensus among Amer-
icans that U.S. security was closely tied to our international alliances.
However, in the last few years that attitude has been changing. A 2016
Pew Research Center poll on the issue reported that

Nearly six-in-ten Americans (57%) want the U.S. “to deal with
its own problems and let other countries deal with their own



228 DEGLOBALIZATION AND INTERNATIONAL SECURITY

problems as best they can.” Just 37% say the U.S. should help other
countries deal with their problems.?

In 2019, the Eurasian Group Foundation reported two primary conclu-
sions it derived from a nationwide survey of Americans of voting age:

First, the public desire for a more restrained U.S. foreign policy
is significant and diverse. It crosses party lines and generational
boundaries... The second conclusion is that a chasm persists
between what American believe is their country’s appropriate
role in the world and what foreign policy leaders believe.?

The costly, repeated failures in Vietnam, Afghanistan, Iraq, Syria,
and Somalia have made the U.S. population increasingly reluctant to
intervene overseas. In addition, the continuing failure of allies to spend
what many Americans perceive to be their fair share in their own defense
remains a high-profile issue in the Trump administration.

It appears four factors will reinforce the decline in U.S. public support
for overseas intervention—the employment changes being driven by the
revolution, the reduced reliance on overseas trade, the increasing cost of
intervention, and budgetary pressures which will force the United States
to choose between funding domestic programs or defense/international
programs.

EMPLOYMENT CHANGES

The 2016 presidential election campaign and the 2018 midterms revealed
the depth of concern and anger over changes in the labor market. Even
though unemployment was declining and manufacturing jobs were
increasing, it did not feel that way to many Americans. In addition,
the failure of the minimum wage to keep up with inflation means that
many cannot make a decent living even working full time. The explosive
growth of robotics combined with the gig economy look to exacerbate
these problems.
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Previous revolutions all saw major increases in wealth but primarily
to the owners of capital. The fourth industrial revolution will see the
same happen. However, unlike previous revolutions, the fourth indus-
trial revolution is deepening the knowledge and skills necessary for
employment. The negative impact will be suffered most by the older,
the less educated, and the poor.

REDUCED RELIANCE ON INTERNATIONAL TRADE

A central theme of this book has been the reshoring of manufacturing
and service jobs to the economies they serve. Unlike other regions,
North America’s large markets, energy reserves, strong manufacturing
base, advanced services industry, and food security mean it can become
essentially self-reliant. Its increasing independence and overall wealth
will reduce Americans’ interest in intervening to maintain global security.

Even as industries such as energy, agriculture, aircraft manufacturers,
and information technology expect to see their overseas markets grow,
the fact that the United States will be importing less will reduce American
interest in foreign affairs. The oil shocks of the 1970s got the attention
of many Americans and resulted in much greater U.S. diplomatic and
military focus on the region. However, today’s multiple crisis in the
Middle East—Syria, U.S.-Iran confrontation, Qatar versus Saudi Arabia,
and instability in Iraq—have generated much less attention and even
less willingness to get involved. Although some of the reluctance can
be attributed to fatigue after eighteen years of war in the region, a good
deal of apathy seems to be driven by how American citizens perceive
these conflicts as having had minimal impact on them.
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THE CosT OF FUTURE INTERVENTION: MORE BLOOD AND
TREASURE

Future interventions are likely to be more costly in both blood and
treasure. Not only will the enemy forces have capabilities that used to
be reserved for major powers, but the United States will also have to
defend the entire length of its deployment channels. Host nations that
provide facilities will require guarantees of U.S. protection from the type
of long-range, precision strikes the U.S. has employed for decades. The
technologies which are enabling small powers and insurgent groups to
mount effective defenses are still in their infancies. Within a decade they
will have major impacts, and within two decades are likely to dominate
the battlefield. The increasing power and density of defensive weapons
will increase other nations’ ability to hold U.S. forces at bay.

Even as the cost of projecting power goes up, the cost of defending
against terrorism and cyberattacks will increase and thus will consume
more government and commercial resources.

BUDGETARY PRESSURES

As the DoD recovers from six years of sequestration and eighteen years
of war, the current force is becoming increasingly expensive. According
to the Congressional Budget Office, the three major categories of defense
spending are all increasing rapidly:

—Costs of developing and buying weapons have been, on average, 20
percent to 30 percent higher than DoD’s initial estimates.

—Costs for compensation of military personnel—including their active
and retired healthcare benefits—have been rapidly increasing since 2000.

—Costs of operations and maintenance per active-duty service member
have been steadily increasing since at least 1980.*
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The major price increases in new equipment present challenges for the
DoD as its conventional forces face major modernization requirements at
the same that the nuclear triad of bombers, ballistic missile submarines,
and intercontinental ballistic missiles all require replacement due to age.

The years of war combined with the Budget Control Act of 2011
resulted in dangerously low-readiness rates for all the services. In March
2018, the Air Force reported a mission-capable rate of 71.2% for all its
aircraft. However, critical platforms had much lower readiness rates with
half the F-22, F-35, B-1, and B-2A aircraft non-mission capable.5 Naval
aviation saw similar readiness rates with only sixty-two percent of its
F-18s mission capable and only thirty-one percent fully mission capable
in 2017.° Only twenty-six percent of the Marine Corps F-18s were mission
capable.” Even the nuclear submarine force faced major maintenance
backlogs with fifteen submarines idled.® Budget cuts forced the Navy to
prioritize funding of forward deployed ships and those deploying next.
Army ground and air units also suffered from readiness issues.

Even with the significant increases in the 2018 and 2019 budgets, it will
take years to return to normal readiness levels. Army leadership believes
that with the increased budgets it can reach readiness goals by 2022. It
will then turn to modernization.” The Chief of Naval Operations reported
to Congress that even with the budget increase it will be only in 2021 or
2022 before the Navy gets back to normal readiness status.'’ Exacerbating
the budget situation, the systems the DoD is fielding today are not only
vastly more expensive to purchase but also cost much more to operate.
Current procurement plans indicate this will not change significantly.

Further, annual costs per active duty service person “increased from
$58,240 per service member to $132,243 per service member” between
2001 and 2017.'! In addition, Veterans Administration costs, although not
part of the official DoD budget, are projected to continue their steep rise.
When the Afghan War began in 2001, the VA budget was $49 billion. The
Trump administration’s 2019 Budget proposal for the VA is $196 billion."
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The DoD projects the defense budget will continue to grow at about
two percent per year through the fiscal year 2023."* However, with the
shift of control in the House of Representatives, this may be an optimistic
projection. In April 2018, then Secretary of Defense James Mattis told
Congress that the current National Defense Strategy is not sustainable
if the budget caps return."

Debt and Deficit Add to Budget Issues

Of particular concern is the rapid growth of U.S. debt, which is driving
up debt interest payments, that will impact the U.S. budget strongly in
the next few years. The Congressional Budget Office projects that the
national debt will grow from $16 trillion in 2018 to $29 trillion by 2028.
By 2020, mandatory interest payments on the national debt will roughly
equal DoD’s projected budget. The U.S. annual deficit is expected to
increase to $1 trillion dollars per year by 2022."

Even as debt and interest payments continue to rise, demands on
social welfare programs will increase sharply. The Congressional Budget
Office’s (CBO) long-term spending projections indicate that by 2041
spending on Social Security, healthcare, and interest will exceed all
revenue.'

With the cost-benefit ratio of intervention increasingly in the red, less
perceived integration with the global economy, and rising entitlement
and debt payments severely restricting available options, Americans may
be tempted to return to the isolationism that was the standard prior to
1941. Exacerbating the problem is the cost of maintaining U.S. forces
overseas, which will inevitably increase until the Pentagon transitions to
forces that do not require large bases that must be defended. Although
isolationism is not currently U.S. policy, Trump’s rhetoric about “America
First” and “obsolete” alliances can lead it in that direction. Once an
alliance is dissolved it can be very hard to resurrect, thus it is essential
the United States find a way to sustain alliances at significantly less cost.
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SUSTAINING THE INTERNATIONAL SECURITY ORDER

On February 1, 2016, former CIA Director and Commander Central
Command David H. Petraeus recognized this danger in testimony to the
House Armed Services Committee

As important as those various threats are, however, the world
order has also been undermined by something perhaps even
more pernicious—a loss of self-confidence, resolve, and strategic
clarity on America’s part about our vital interest in preserving
and protecting the system we sacrificed so much to bring into
being and have sacrificed so much to preserve."’

Petraeus’ warning could well become reality as the fourth industrial
revolution unfolds. To encourage American to remain engaged, U.S.
leaders will be able to point to the export markets which will likely
continue to grow such as aircraft, high technology, and agriculture.
(Although agriculture will have to recover from the significant damage
done by the Trump trade dispute with China.)'® They will also be able
to highlight the need for certain imports to maintain U.S. production
but the argument to intervene overseas to establish stability in another
nation or region will be very difficult to make.

WHY REMAIN ENGAGED?

If the changes I suggest in this book take place, then a legitimate question
might be “Why should America remain engaged overseas?” American
security planners must clearly express the value of the international
security arrangements that have prevented major interstate war since
1945. Rooted in the idea that it is cheaper to sustain peace than to fight a
war, the United States has consistently invested in the alliances that have
prevented major wars. However, the United States cannot do so in the
same way it has for the last seventy years. If we are to succeed, the United
States must exploit the opportunities presented by the fourth industrial
revolution to maintain the international security system at a sustainable
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cost. Fortunately, as a status quo power, the United States is well situated
to benefit from the defense dominant aspects of the revolution.

KeEy THREATS

An analysis of the threats and potential U.S. responses show that, with
planning and political will, the United States can head off these threats
even with flat or reduced budgets. The 2018 National Defense Strategy
shifted the focus of U.S. defense to great power competition with China
and Russia. The document also listed Iran, North Korea, and terrorism
as threats that the United States must contain.'® The strategy reiterated
that the United States requires the help of our allies or at least use of
their territories if the United States is to deal with these threats.

To support the National Defense Strategy, it is clear the United States
has to maintain its position in Europe against Russia; in Asia in response
to China and North Korea; and in the Middle East to contain Iran and
terrorism. However, budget realities mean it must do so differently.

Fortunately, Russia’s actions in Crimea and the Ukraine breathed some
life back into NATO. At its 2014 summit in Wales, NATO members
pledged to raise defense spending to two percent of their respective GDPs
—although not until 2024. Unfortunately, although the United States
continues to spend 3.6 percent, only five of the other twenty-seven
NATO members have met the two-percent goal to date.”’ Even with
Russia providing the incentive of an elevated threat, NATO leaders have
to contend not only with their voters’ reluctance to spend on defense
but with strong disagreements about the source and severity of the
threat. Northern and Eastern European nations see Russia as the clear
and present threat and thus have been willing to spend more on their
militaries. In contrast, Southern Europeans see mass refugee migration
as a much more serious challenge and prefer to spend on border control
and police. Further complicating NATO’s calculation is the uncertainty
created by the stark contrast between President Trump’s declarations that
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“NATO is obsolete” and statements by the vice president’s and secretary
of defense that U.S. commitment to NATO is unwavering.

European nations clearly have the population and wealth to create
forces that can fend off both Russian pressure from the east and migration
from the south and southeast. However, there is very little indication
they have the collective political will to do so. Each NATO state faces its
own major challenges and prioritizes threats and responses according
to its unique conditions. Europe has never acted as a unified force. Even
when faced with the very real possibility of a Soviet invasion, Europeans
often disagreed sharply on defense issues—to the point France removed
its forces from NATO command in 1967. It is unlikely they will agree
in the future. With over seventy percent of European trade, capital
investment, information, and travel conducted within the European
Union, aging populations, and the accompanying increasing social budget
costs, Europeans will have to decide how they want to provide for
their national defenses—individually, collectively as NATO with limited
U.S. commitments, or in smaller coalitions. Only two NATO nations—
Britain and France—have independent nuclear capabilities. Europeans
understand that the U.S. nuclear umbrella only serves as a deterrent if it
is unconditional. Trump appears to be making it conditional. Europeans
could turn to the British but former Prime Minister Teresa May hinted
she “might make its nuclear shield a subject of negotiation during the
upcoming Brexit talks.”®" At the time of this writing, Boris Johnson
had just assumed his position as prime minister. Given his position on
Brexit, it is unlikely he will dedicate Britain’s nuclear security forces to
European needs. For its part, France has been very clear that it will not
share “sovereignty over its nuclear arms and has always been skeptical
about shared deterrence.”®? Thus these deterrents would, at best, also
be conditional.

Asia is already working through the impact of the U.S. withdrawal from
the Trans-Pacific Partnership (TPP). The signing of the Comprehensive
and Progressive Agreement for the Trans-Pacific Partnership (CP-TPP)
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is the key effort by the other eleven members in the now-dead TPP to
capture its benefits. The good news is that it provides the possibility
the United States could join the pact. But the CP-TPP members will not
necessarily make it easy. Australia, traditionally one of America’s closest
allies in Asia, noted that the members would not be willing to undo the
deal to accommodate new U.S. requirements.*

As complex as the issues are on the trade side, they are much more
complex on the security side. Asia is home to two of the nations of
concern to the United States—China and North Korea. U.S. allies and
friends desire U.S. protection of the region remain in place because
security arrangements in the absence of the United States will be very
difficult. The United States provides both a nuclear umbrella and highly
capable conventional forces to maintain stability in the region. Should
China’s aggressive actions in the East and South China Seas foreshadow
a drive to hegemony, the other nations in the region will have serious
cause for alarm. North Korea’s growing nuclear arsenal and delivery
systems are even more unsettling and currently the most likely source
of major conflict in the region. If Japan and South Korea believe the U.S.
commitment will fail, they may have to develop independent nuclear
forces to confront either China or North Korea. The alternative would be
to accept China as regional hegemon and place themselves at the mercy
of a mercurial North Korean regime.

Iran, the last nation identified in the National Defense Strategy, and
many violent extremist organizations are resident in the Middle East.
Iran is clearly perceived as a threat to the Sunni nations in the region
and Israel. There are quiet indications these nations are assisting each
other in the long-drawn out conflict that is spreading across the region.
Based on its negative experiences with previous “nation-building” efforts,
most Americans remain very reluctant to get engaged in stabilization
efforts. Yet instability is the primary threat to the region as various
groups are attempting to redraw colonial boundaries to conform to the
social and ethnic realities on the ground. The nature of these conflicts
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ensures they will produce high numbers of refugees, which will lead
to southern Europeans focusing even more on the immigration threat
and reducing their interest in investing in additional conventional forces
to contain Russia. Worse, the historical record shows that instability
based on nation formation creates very long conflicts—many of which
have lasted centuries.

Even as Middle Eastern nations struggle with internal stability,
confrontation between states is growing. The June 2017 imposition of an
embargo of Qatar by a coalition of Arab states led by Saudi Arabia shows
that longstanding tensions continue to plague the region. Increasing
instability in the area combined with the financial fragility of several of
the regimes indicate the Middle East will remain a source of anti-Western
terrorist organizations. It is clear the United States cannot solve the
problems in the region, so the best it can do is manage the toxicity that
will leak out. The only viable, affordable option may be to remain engaged
in what is essentially its “mowing the grass” strategy for the region.?* The
expense and long timelines may make other approaches unworkable.

Unfortunately, the Trump administration’s increasing efforts to control
Iran’s behavior has increased the potential for U.S-Iranian open conflict.
These actions are placing increased demand on U.S. conventional forces
even as they struggle to regain readiness levels.

The National Defense Strategy does not assign a high priority to
either Latin America or Africa. Latin America migration is rapidly
becoming a key Trump campaign issue and the administration increased
Department of Homeland Security action against illegal immigrants as
well as committing to building a wall. However, it has not yet tasked
the Department of Defense with a major role in dealing with these
issues other than reprograming appropriated funds and sending a limited
number of troops to the border.

The undergoverned areas of sub-Saharan Africa will continue to provide
fertile soil for terror groups despite the trillions the United States has
spent addressing global terrorism. However, terror based in sub-Saharan
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Africa does not represent a major threat to the United States. Instability
and poverty in sub-Saharan and North Africa will generate large numbers
of refugees, but the vast majority will try to migrate to Europe. These
regions have been, and remain, at the bottom of U.S. priorities.

To deal with the apparently increasing global insecurity, the United
States has a range of grand strategic options, from restraint to aggressive
interventionism.”> No matter what security policy the United States
selects, either globally or for each region, the diffusion of power inherent
in the fourth industrial revolution will make it more difficult. The viability
of projecting power from the United States becomes questionable when
almost any enemy can strike selectively at U.S. facilities from in-theater
to the United States. America will find its options limited and will be
required to rethink how it projects power. Our enemies and allies will
know this.

RECOMMENDATIONS

The government can no longer assume Americans are going to support
our alliance commitments. To sustain them, it must reduce the cost
to the United States and increase the visible contributions of its allies.
Fortunately, if intelligently applied, the remarkable advances being
created by the fourth industrial revolution and the inherent geographic
and economic strengths of our alliances provide a path to stronger
alliances at a lower cost. In both Asia and Europe, our alliances are
essentially defensive in nature and occupy terrain that favors the defense.
Therefore, the technological advances of the fourth industrial revolution
actually favor U.S. alliances.

To take advantage of these advances, the United States needs to develop
a comprehensive plan for phasing in the replacements for the extremely
expensive and increasingly vulnerable weapons systems it is currently
purchasing. If the United States leads the way in this transition, allied
nations are much more likely to follow. If the United States insists on
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continuing to purchase exquisite but very expensive weapons, it is likely
allied nations will also focus their limited funds on these systems in an
effort to sustain interoperability and connections with the United States.

One of the first steps should be to stop investing so heavily in expensive
assets that require large, mature bases to operate effectively. The cost
of defending such bases will soon exceed the benefits of having them.
Long-range, increasingly stealthy drones that do not require large bases
are already in the design-and-test phase. Combined with existing and
improved ballistic and cruise missiles, they will make bases extremely
expensive to defend or even untenable. The arrival of hypersonic weapons
will mean that any major airbase will simply be a trap for the aircraft
stationed there.

Some of those at the Pentagon charged with conceptualizing the future
force have pointed out this is the direction the U.S. military should
move. William Roper, when he was Director of the Pentagon’s Strategic
Capabilities Office, predicted that “future wars will be fought with swarms
of expendable, disaggregated, intelligent systems rather than the big,

expensive weapons platforms the U.S. has relied on for fifty years.”*®

The Pentagon has started on this path already. It simply must make
this a conscious procurement strategy rather than the current system
of random evolution. There is no question the current force needs to
modernize, but it needs to do so by embracing entirely new concepts of
operations and supporting equipment. Using the assistant-to-partner-
to-replacement model, it will be able to get maximum use out of legacy
systems even as it replaces them.

For instance, the highly centralized Geographic and Functional
Combatant Commands as well as the service components’ operational
headquarters are housed in massive, exposed headquarters. Several are
in geographically exposed locations that can be subjected to physical
destruction. All are subject to electronic warfare and cyber warfare.
Protecting these facilities against the rapidly evolving fourth industrial
revolution weapons will be extremely expensive. Both the physical
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and software elements of the communications links are also extremely
vulnerable. The United States needs to conduct free-play wargames
where the enemy is allowed to disrupt or destroy these headquarters. In
addition to developing defensive measures, both active and passive, to
protect these facilities, the commands must learn to operate when heavily
disrupted. This clearly means doing without the daily teleconference
briefings and perhaps even without a centralized air-tasking order. To
date, the armed forces have not seriously challenged the operations of
these facilities in our exercises. It must be a priority to do so—and then
adapt to the new reality that our headquarters are not sanctuaries.

The most important national security step the United States can take
is to reinforce and reassure our allies in both Asia and Europe. Given
the United States current situation, the nation should focus its declining
security resources on sustaining its alliances, and hence the status quo,
in the truly strategic areas of East Asia, Eastern Europe, and the Gulf
while managing the worldwide terror threat.

Asia

Even as the United States and its allies continue to invest heavily in
legacy systems, China is refining numerous weapons systems specifically
to attack their prime vulnerabilities—the need for major fixed bases and
the limited range of most U.S. aircraft. To be blunt, the United States and
its allies are spending vast sums on systems for which China is already
fielding increasingly effective counters. It has already demonstrated the
ability to use missiles to strike fixed bases*’ and claims it can target
carriers at sea with anti-ship ballistic missiles.*®

A shift from the few, vulnerable, and very expensive current platforms
to the future force of smaller, cheaper, autonomous weapons can allow
the United States to maintain a forward presence but at a much lower cost.

A second major benefit of shifting to an arsenal of small, smart, and
many weapons is that the United States can push its Asian allies to follow
suit. Japan and South Korea both have sophisticated, capable defense
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industries. Korea is already spending heavily on defense, so for them it is
a matter of shifting investment from legacy platforms to emerging ones.
Unfortunately, despite six years of budget increases, Japan’s defense
budget® did not reach even one percent of its GDP in 2018.*° The United
States must push Japan to achieve at least the NATO goal of two percent.
It will be less difficult for Japan to increase its defense budget if the
additional funds are spent on systems built in Japan by Japanese firms.

Smaller Asian nations could also afford a limited number of these
systems. Although Vietnam, the Philippines, or Indonesia will not field
enough cruise missiles and drones to overwhelm the defenses of a
Chinese naval task force, they could close their adjacent waters to
merchant ships. The ability to threaten China’s foreign trade can serve as
a powerful deterrent. Further, the geography of Vietnam, the Philippines,
and Indonesia lends itself well to dispersion and protection of limited
assets. The use of small, smart and many weapons offers these nations
an affordable way to protect their sovereignty.

Against China, the dominance of the defense actually works for allied
forces if they choose to hold the First Island Chain, the chain of islands
that stretch from northern Japan through Taiwan and the Philippines
to Indonesia, while denying China’s use of the waters inside the First
Island Chain or access to the ocean beyond.*! Under this concept, the
allies will not seek to win by striking into China but by choking Chinese
international trade and thus exhausting China’s ability to fight. This
recognizes the reality that wars between major, capable powers have
usually lasted years rather than months. It is also informed by the inherent
limitations of a strike campaign against a continental-sized enemy.

If the United States leads, a key strength in this approach can be
allied mobile land-based air and ground systems fighting from the First
Island Chain. They restrict China’s access to the Pacific Ocean. U.S. and
Japanese naval forces can act as linebackers behind the Chain to block
Chinese efforts to breakout through one of the straits or overwhelm the
defenses at a specific point.
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However, to survive today, allied air forces and logistics facilities must
be dispersed. U.S. and Japanese forces have begun limited exercises to
demonstrate they can operation their air forces from a wider range of
bases. It is essential that all allied forces practice dispersed operations
regularly to ensure their legacy systems retain some deterrent value.
Demonstrating this capability will have a deterrent effect on China by
greatly reducing the probability of a successful preemptive attack on
allied legacy forces even as the allies begin moving to mobile systems
of missiles and drones.

As long as air power is tethered to bases inside range of China’s missile
and drones, they remain vulnerable to preemption. It is essential that the
United States and Japan cooperate in rapidly designing and procuring
long-range, advanced cruise and hypersonic missiles as well as vertical
takeoff and landing drones. The United States already has promising
military designs such as the QX222 and adaptable civilian designs like the
DX-3 and Flexrotor. The key is shifting investment from current systems
to accelerate the development and fielding of these new systems.

Forces fighting on the defensive from the First Island Chain already
have a wide range of advantages against attacking Chinese air and sea
forces. The most obvious is that Chinese forces will be fighting inside
the Allied Air Defense zone. The second is the fact that many of China’s
forces lack the range to reach the islands and thus the allies will only
have to fight a portion of the People’s Liberation Army forces. These
advantages will grow as conflict shifts from few and exquisite platforms
to the small, smart, and many. Using this strategy, the allies gain the
advantage of thousands of smart drones launched from commercial
trucks and ships. It will also take advantage of fact that land forces will
have much larger magazines and access to massive power infrastructure
for directed energy weapons when they are developed.

North Korea is the other Asian threat identified in U.S. strategic
documents. It is the most likely country to cause a major disruption by
initiating a major war with South Korea. Although North Korea would
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lose such a war, the war would inflict massive devastation on both sides.
Even in the highly unlikely case that Trump succeeds in terminating
North Korea’s nuclear program, Pyongyang will still have thousands of
artillery pieces that can wreak havoc on South Korea. Thus, deterrence
will remain an essential element to maintaining peace on the peninsula.
If the United States military can make the transition to the small, smart,
and many systems of the fourth industrial revolution, it will eliminate the
possibility of North Korea destroying allied air power on the ground with
its rocket and missile forces. A force based on a mix of legacy systems
and small, smart, and many autonomous systems will be well positioned
to deter and, if necessary, assist South Korea in defeating the north. And,
if the Japanese and Koreans make the same shift, they will be able to
contribute more to the defense of the Korean Peninsula.

Europe

Much of the same approach can work for NATO. It is fairly clear that
barring a full Russian invasion, most NATO members are not going to
meet the two-percent pledge.’” Fortunately, NATO’s mission is inherently
defensive, and the fourth industrial revolution offers relatively inex-
pensive defensive systems. The addition of GRAMM munitions, smart
mines, autonomous drones, and the creative use of improvised explosive
devices (IEDs) can relatively cheaply increase deterrence against Russian
aggression. For instance, a twenty-foot shipping container filled with
ammonium nitrate (fertilizer) creates a cheap 50,000-pound improvised
explosive device. By shifting to less expensive, defensive systems, even
small nations can become porcupines. Although a bear can certainly eat
a porcupine, it will not.

For NATO the key question will remain one of unity. An essential
element of keeping America tightly engaged in NATO is for those
nations to demonstrate an increased willingness and ability to defend
the Alliance against Russia. NATO nations can do so by exploiting
the cheaper but highly capable weapons evolving out of technological
advances.”> Combined with thoughtful tactics, focused organizations,
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and some U.S. support, they can clearly deter and, if necessary, defeat
Russian conventional forces. Once again to make this happen, the United
States needs to lead the way in the transition.

Iran

Iran will retain both the capability to employ irregular forces throughout
the region and to fire volleys of ballistic missiles at targets across the
region. The proliferation of small autonomous drones will significantly
increase the reach and power of its irregular forces even as it increases the
ability of its defensive forces to keep other forces out of the Persian Gulf.
These advances will also provide sophisticated-but-simple-to-operate
weapons that Iran, or any state sponsor of terror, can provide to a terrorist
group. If it chooses, Iran can continue to cause instability in the Middle
East thorough its support of Shia insurgent and terrorist groups.

Fortunately, if they take advantage of the small, smart, and many
weapons revolution, the Gulf States can defend their sovereign territory
from Iranian conventional forces. Given the budget problems caused
by continuing relatively low oil prices, the Gulf States no longer have
unlimited assets to spend on expensive Western weapons systems. They
can choose the same path available to the Europeans. These states
could buy the containerized autonomous drones and missiles systems
that can provide deterrence and assured retaliation against any Iranian
conventional aggression. Besides being cheaper than legacy weapons,
they will reduce manpower and training requirements which always
present a challenge to these nations.

Violent Islamic Extremists

Stability in the Middle East presents a serious challenge. The energy
revolution’s impact on petro-dependent states has already been dramatic.
Oil prices have been cut in half. Even with the collapse of Venezuelan oil,
crude oil inventories falling below the five-year average, allied missile
strikes into Syria, Iranian attacks on oil tankers, the threat of war in the
Middle East, and the summer driving season, the price a barrel of West
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Texas Intermediate remained near $60 in July 2019.> This is well below
the levels petro-states need to sustain their current social contracts with
their people. They simply cannot continue the cradle-to-grave social
systems that were put in place when oil prices were high.

As this economic crisis unfolds among petro-states, the United States
will have less reason to support most nations in the Middle East. Daniel
L. Byman of the Brookings Institute observed in March 2016 that U.S.
interests in the Middle East historically hinged on keeping oil prices
down, working toward Israeli-Palestinian peace, pushing democracy,
fighting communism, and counterterrorism. He notes the U.S. shale oil
boom has reduced the first. The prospects for Israeli-Palestinian peace
are very low. Pushing democracy has gone out of favor and Communism
has disappeared. Thus, only counterterrorism and the security of Israel
are still supported by a majority of Americans.” The good news is that
Israel has repeatedly demonstrated that it is capable of providing its own
security with U.S. technical and financial assistance.

However, the petro-states’ inability to keep their social contracts with
their citizens will mean increasing instability in some of these states.
As demonstrated in Syria and Iraq, instability not only causes violence
within a country but spills over into adjacent states through violent
exiles and large numbers of refugees.

This is of concern as traditional societies throughout the region struggle
to reconcile their relatively new state boundaries with the much older
ethnic, religious, and social connections. It is beyond the power of the
United States and its allies to resolve these issues. Historically, disputes
based on ethnic, religious, social, and traditional relations have taken
decades to centuries to settle. Thus, Pentagon planners will have to
assume that this region will remain a source of instability and terror
—potentially for decades. Similar conditions in several nations in sub-
Saharan Africa will yield the same results.

Terrorism represents a very small threat to American statistically,
but the political reality is that American citizens demand that their
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government take action. Thus, U.S. planners must assume that the demand
for Special Operations Forces to conduct “mowing-the-grass” operations
will remain high and the demand for advisors will continue. The good
news is that Special Operations Command is already at the leading edge
of exploiting new technologies to increase the effectiveness of its forces.
It can serve as a model for the services.

CONCLUSION

When compared with previous industrial revolutions, the Fourth
is evolving at an exponential rather than a linear pace. Moreover,
it is disrupting almost every industry in every country. And the
breadth and depth of these changes herald the transformation of
entire systems of production, management, and governance.*

The convergence of these technologies is fundamentally altering the
structure of international trade by returning manufacturing and services
to the markets where they are consumed. At the same time, energy
production is becoming more local and regional as it moves to renewables.
As a result, deglobalization is occurring.

At the same time, it is very likely that all nations—including the
United States—will have to contend with significant decreases in military
spending over the next two decades. To be in position to exploit the new
technologies and encourage our allies to do so, the United States must lead
their development. Because the overwhelming majority of the investment
in fourth-industrial-revolution technologies is already coming from the
commercial section, the focus for the Department of Defense must be
to identify key niche technologies unlikely to draw commercial money
—such as nano-explosives, smart mine fuzes, and weapons that ensure
the small, smart, and many weapons have maximum combat power. For
instance, the Poles took existing drone technology and paired it with
small thermobaric warheads the Russians developed over a decade ago.
This mashup between old technology and new will greatly increase the
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effective combat power of each and is exactly the type of program that
will provide highly capable but relatively cheap weapons.

One of the biggest obstacles to the transition to a new generation of
weapons systems and new methods of warfare will remain the political
constituencies that benefit from the current systems. They represent
thousands of high paying jobs in hundreds of Congressional districts
nationwide. The beneficiaries will not give up these benefits without
a fight.

Compounding the problem, military leaders have been conservative
about the adoption of new concepts and technologies. Over their careers
they have developed confidence both in the existing capabilities and in
their ability to use them effectively. Given the very high risk to the nation,
its military personnel, and their own careers involved in employing
military force, military leaders tend to be slow to adopt new approaches.
The key question is whether the Department of Defense can get ahead
of the changes or be overrun by an enemy who has embraced them.

The United States cannot meet these security challenges by continuing
to operate as it has since the Cold War. Instead, the United States must
lead its allies is seizing the significant advantages the new generation of
small, smart, and inexpensive systems can provide. Combined with the
allies’ natural geographic advantages, these systems paired with the right
strategic and operational approaches can provide affordable, effective,
and sustainable deterrence, and if necessary, defense.

The fourth industrial revolution is a good news story. And the United
States is the nation best positioned to derive maximum economic benefits.
American natural advantages of geographic location, exceptional natural
resources, friendly neighbors, a large talented population, and a propensity
for innovation mean U.S. businesses are uniquely positioned to develop
the ideas, funding, tools, and workforce to lead the revolution.

The bad news is that America’s progress toward a fourth industrial
revolution economy could become easily derailed by three major issues
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—immigration policy, trade policy, and political gridlock. The first,
immigration policy, remains a hot political issue. Unfortunately, one
element that is not broadly discussed in the U.S. immigration debate is the
intellectual nature of the fourth industrial revolution. To progress into
the fourth industrial revolution requires large number of smart, skilled,
and educated people. Innovation at the top of the scale requires advanced
education in STEM skills. The 330 million people of the United States
cannot hope to stay ahead of the seven billion people in the rest of the
world. However, it can significantly improve its chances by encouraging
the best STEM students from around the world to come to America for
an education and then stay to work. In 2017, foreign nationals accounted

for 81 percent of the full-time graduate students in electrical
engineering and petroleum engineering, 79 percent in computer
science, 75 percent in industrial engineering, 69 percent in statis-
tics, 63 percent in mechanical engineering and economics, statis-
tics, 59 percent in civil engineering and 57 percent in chemical
engineering.’’

The United States is generally recognized as having the finest university
system in the world, and it attracts very large numbers of the best foreign
students. This is a major advantage, but what really counted is the
number of foreign STEM graduates who chose to remain in the United
States to work increased by four hundred percent from 2008 to 2016.
In essence, the United States was attracting and keeping some of the
finest minds in the world.

In 2017, two things happened that dramatically reversed the flow of
foreign students into U.S. universities. First, the Trump administration
made it much harder for students to obtain visas or to be certain they could
renew them year to year. At the same time, the administration restricted
the number of graduates who can remain in the country to work. The
result has been a major downturn in the number of foreign students
enrolled in U.S. universities. Other countries have seen the success the
United States was having and have started their own aggressive recruiting
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programs to attract foreign students. Current U.S. policy is assisting
those foreign programs in attracting top students. It makes no sense for
a foreign student to invest heavily in a U.S. education when the visa
might not be renewed and thus the investment will not pay off in a
degree. Even if one succeeds in getting a degree, the U.S. job market,
which needs STEM graduates, will be closed. It makes much more sense
to go to school in Canada, Australia, or the United Kingdom. Canada and
Australia in particular are encouraging overseas students.

Not only do these policies deprive the United States of intelligent,
productive students and potential citizens, they are also hurting U.S.
universities. Overseas students pay higher tuitions that U.S. citizens so
in effect subsidize their education. Universities across the country are
having to cut STEM programs due to the reduction in funds flowing
in from overseas.”®

In short, current U.S. immigration policies are directly responsible for
reducing the flow of the people America needs to thrive in the fourth
industrial revolution. By failing to distinguish effectively between types
of potential immigrants, the United States is excluding a great deal of
exceptional talent. In sharp contrast, forward-thinking governments are
striving to entice the best and brightest from around the world to move
to their nations. Current immigration policies are damaging American
prospects for success in a rapidly changing global economy.

Trade policy is a second area that could well hamper U.S. transition to
the fourth industrial revolution. The North American market is large. The
combined U.S., Canadian, and Mexican populations totals 486 million.
This market is also wealthy: Mexico’s GDP per capita is $19,500. Canada’s
is $48,100 and the United States’ is $59,500. (Canada and Mexico’s per
capita GDP uses purchasing power parity figures.)* Thus North American
is ideally situated to thrive in a world of regional markets. Unfortunately,
the current trade disruption and failure to ratify the United States Mexico
Canada Agreement is causing great uncertainty as CEOs try to make
investment decisions to exploit these advantages.
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Finally, the alarming political dysfunction that has characterized
American politics for the last couple of decades is perhaps the biggest
threat to U.S. prosperity in the emerging revolution. A widely identified
and lamented development, the dysfunction clearly threatens American
security. The Executive and Legislative Branches inability to pass defense
spending bills for years deepened the readiness and modernization
crises now facing the U.S. military. The recent increases in defense
spending help, but the fact they are funded by an increasing deficit simply
highlighted the political impasse. Whereas the defense implications are
painfully obvious, the inability to take steps to assist U.S. businesses and
educational institutions to thrive in the fourth industrial revolution will
cause much greater, longer-term economic damage. American political
leaders face a choice: They can continue the divisive “us-against-them”
politics that have dominated the last decade, or they can lead the American
people to recognize we are in this together. There is no question that
this will be an extremely challenging leadership issue. It will also be the
central leadership issue of the next two decades.
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