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What they do In

A look into hackers and cybercriminals, what's
hot in their world and how that will impact yours.
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Shodan.io

SHODAN

Maps % Share Search

TOTAL RESULTS

TOP COUNTRIES

£
-

United States
United Kingdom

TOP SERVICES

HTTP
HTTPS

TOP ORGANIZATIONS

Rackspace Hosting

Frontier Communications
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title: "xzeres wind" Q

Explore

& Download Results lul Create Report

Downloads

Reports Enterprise Access Contact Us

XZERES Wind -- 4425R Wind Turbine

Frontier Communications

#E United States, Cannon Falls
Details

HTTP/1.1 28@ OK

Date: Tue, 18 Apr 2817 13:15:3@ GMT

Server: Apache/1.3.31 (Unix}

Last-Modified: Mon, 18 Mar 2813 16:28:86 GMT
ETag: "c9f-32e-51474896"

Accept-Ranges: bytes

Content-Length: 814

Content-Type: text/html

0 147.147.112.45 45.112.147.147 dyn.plus.net

City
Country
Organization
Isp

Last Update
Hostnames

ASN

Dundee

United Kingdom

Plusnet Plc

Plusnet Plc
2017-09-25T08:17:35.580293
45.112.147.147.dyn.plus.net

AS6871

HOME | DESKTOP

[
4 XZERES Wind -- 442SR Wind Turbine
HTTP/1.1 28@ OK
BT Date: Sun, 16 Apr 2817 12:14:24 GMT
Server: Apache/1.3.31 (Unix}
6 25 United Kingdom, Ecmenton Last-Modified: Thu, 21 Mar 2813 16:14:15 GMT
1 Details ETag: "db@-32e-514b31d7"
Accept-Ranges: bytes
Content-Length: 814
; Turbine S
2 . urbine System von | Inverter |
Xieres Anemometer #1: 2.9 mis _@_
Anemomater #2: 0.0 mis 0.0 Watts
Wind Direction: 2811 * :
0.0 Ay
Alternator 0.0 Vi
0.1 A, Boost oon | Inverter 2
e ooV 42V oy
'—C}— - H— »
0.0 RPM 0.0 Vig Converter = 0.3 Watts
0aA 0.3 Watts )
0.1 A -
0.0 Vg
@ooa Inverter 3
Diversion |  rusine state: Enabisa
CO ntro | I er L d Operating Time: 23678.2 Hours
. oa Total Power: 0.0 Watts
) Total Exported Enangy: 102333 kW-Hours
¥ 0.0 Walts Unique ID: 0xSD8FF30

Turbine
Turbine State.

Exported Energy: 102333 kWh

Controller
Up-Time: 33362.6 Hrs
Operating Time: 23678.2 Hrs

Enabled

Auchterhouse

28 Ports

£= Services

P —

“ﬂ

220 FTP Server ready.
538 Login incorrect.
56@ Sorry, no such command.
500 Sorry, no such command.

HTTP/1.1 481 Unauthorized
Access-Control-Allow-Origin: *
Access-Control-Allow-Credentials: true
Server: eWON
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8 Get Gold a B Prices in Gold

1. Anonymous buying of exploits is the way to buy exploit without . ¥ to buy exploits came Oday.today us:
registration. You buy it directly and anonymous and get explait on mail. Oday Gold «® and buy required exploit in our data

bitcoin @ litecoin
We accept B} Crypto Gurren [

Search

0day Today Exploit Market and 0Oday Exploits Database

B
B
B
B
B
B
B
B

HOME ENTRIES PRODUCTS RISKS REFERENCES SEARCH SUPPORT LOGIN

Product

Entries »
3000

2000

determine an nomogeneous Iandscape or the mast .ff]?ﬁﬂﬂﬁ.'1f "?D!‘SFOIS
heterogeneous landscapes.

Pos Prod

1 Microsoft Windows

Google Android

[}

3 Linux Kernel

4 Google Chrome

5 Apple i0S

6 Mozilla Firefox

7 Microsoft Internet Explorer
8 Apple Mac 0S5 X

9 Adobe Acrobat Reader
10 Adobe Flash Player

11 Apple Safari

12 Apple macos

13 FFmpeg

14 PHP

15 Oracle MySQL Server
16 wireshark

. Illlllllllllllll

Grouping vulnerabilities by products helps to get an overview. This makes it possible to

Type »

The moderation team is working with the threat intelligence team to categorize

in software that is affected by security vulnerabilities. This helps to illustrate the

assignment of these categories 1o determine the most affected software types.

Category Link Entries
Operating System 2034
Smartphone Operating System 2791
Operating System 2094
Web Browser 2007
Smartphone Operating System 1909
Web Browser 1895
Weh Browser 1761
Operating System 1569
Document Reader Software 1451
Multimedia Player Software 1089
Weh Browser 969
Operating System 936
Multimedia Processing Software 818
Programming Language Software 673
Database Software 637

Packet Analyzer Software 504



Information Technology Laboratory

NATIONAL VULNERABILITY DATABASE

VULMERABILITIES

JIXCVE-2015-3950 Detail
MODIFIED QUICK INFO

CVE Dictionary Entry:
CVE-2015-3950
NVD Published Date:

This vulnerability has been modified since it was last analyzed by the NVD. Itis awaiting reanalysis which may result in further changes to
the information provided.

.. 06/05/2015
Current Description NVD Last Modified:
Cross-site request forgery (CSRF) vulnerability in XZERES 4425R 0S on 442SR wind turbines allows remote attackers to hijack the 12/05/2016

authentication of admins for requests that select a different default admin user via a GET request.

Source: MITRE
#view Analysis Description

Impact

CVSS v2.0 Severity and Metrics:

Base Score: 6.8 MEDIUM

Vector: (AV:N/AC:M/Au:N/C:P/l:P/A:P) (V2 legend)
Impact Subscore: 6.4

Exploitability Subscore: 8.6

Access Vector (AV): Network
Access Complexity (AC): Medium

Anthanticratinm (A RAana

ERTINET © Fortinet Inc. All Rights Reserved.



PETYA & MISCHA

HIGH INFECTION RATES
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Credentials

Get your Re-engineer Reuse your
Credentials your credentials Credentials
‘. Social Media -
Email

F:=RTINET © Fortinet Inc. All Rights Reserved. 11



Passwords for Sale

Gmail

Gmail | 4,928,888 | Decrypted | Complete | In
stant Delivery | 2014

IL,‘;“\:‘L' USD 200.49 (~ciuang 0.4 s
' B 0.2060 Quantty: 1
=== Twitter 71M
Vendor  SunTaused [+12)-1) [EEEIEND By bestbuy ( 100.0% ) [SEIECD)
Class Digital
Dol vy M Insstant Dednvery
B0, Qy: o j
s
Escrow Yos, escrow by RealDeal is avalable Eavorite Cuestion
Home / Information and Fraud / Databases / Linkedin 167M Class Digital
LinkedIn 167M
.
LII‘IkEd m By peace_of_mind ( 100.0% ) [ESEENEEIN
0 5.0000 / BTC 5.000( Yahoo 200M
In stock. ay: o j By (100 0% ) [EEIEID)
Postage Option
s Buy It Now
i i Postage O
Escrow Yes, escrow by RealDeal is available. Favorite Qued ostage Option Buy It Now
Class Digital B
Escrow Yes, escrow by RealDeal is avadable Favorie Question
Class Digital
Ships From Woridwide
==RTINET © Fortinet Inc. All Rights Reserved. 12



[® <3 | ;- Havel Been Pwned: Ch =+

&= - O Y % httpsy//haveibeenpwned.com

Home Notify me Domain search Who's been pwned Passwords API About Donate B [P

[';-—have i been pwned?]

Check if you have an account that has been compromised in a data breach

bob@gmail.com‘ X

Oh no — pwned!

Pwned on 150 breached sites and found 93 pastes (subscribe to search sensitive breaches)

@ 3 Steps to better security Start using 1Password.com

' @ CUV6U4!GU

e
s

Step 1 Protect yourself using 1Password Step 2 Enable 2 factor authentication and  Step 3 Subscribe to notifications for any
to generate and save strong passwords store the codes inside your 1Password other breaches. Then just change that
for each website. account. unique password.

Why 1Password?

=ERTINET
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Identify
Systems

Live off the Land

Credentials are Key

™ Persistence

Identify

Extract

x

Theft Extortion

CEI

Fraud Utility

4 and H

Clean Up
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CRIMESERVICE ENABLERS

Cybercriminal
Quality Assurance Hosting Botnet Rentals Money Mules Consulting
ar e ( : Crypters / Packers Infections / Drop Zones Installs / Spam / Accounts Receivable
Scanners Management SEO/DDoS

CONSUMERS
Bank

Accounts

Credentials = e 4

Digital Real Criminal Sales, Licensing,
Cotate | Organizations Maintenance

| Partnerships |

Copy & paste H > .\;

Exploits Packers Special  Mobile Senior Junior Affiliate Programs
Platforms Developers Source Code Developers FakeAV / Ransomware / Botnets
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Security As A Process

* Visibility

* Detection

« Control
 Reporting

* Measurement

LERTINET

Level O Level 5

Informal & Ad-hoc Optimized & Proactive
Lack of any basic network Increased automation of SOC
boundary protection. activities and effective tracking of

wser and data access
Privacy requirements

with

Level 4
Managed & Monitored

Continuously monitor and adapt
to situation nges. Effectively
meet security compliance
requirements

Level 1
Limited & Reactive

Protect the ne

Level 2 Level 3
Developing & Manual Defined & Responsive

Increased awareness of network
Asset Awareness and L Y T

Device Lockdown, activity. Ability to recover
from a cyber attack.

© Fortinet Inc. All Rights Reserved.
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Cybersecurity 2020

AN
‘ Hacking is a process. Defence should be too.

‘ People, Systems and Processes are targeted.

Eeveegpewe " . e o, |

Get the Basics right and build reS|I|ence from there.

I 9 '{,-;_'\
1
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