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What they do in Shadows.
A look into hackers and cybercriminals, what’s 
hot in their world and how that will impact yours.



Getting to  
Know You!
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H4cking Process

Identify 
SystemsFind Target

What you do.
What you have.
What you use.
Who you supply.
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Shodan.io
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H4cking Process

Collect 
Tools

Identify 
SystemsFind Target

What you do.
What you have.
What you use.
Who you supply.
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RAAS
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Persistence Launch 
Intrusion

Find TargetIdentify 
Systems

H4cking Process

Collect 
Tools

Identify 
SystemsFind Target

What you do.
What you have.
What you use.
Who you Supply.

Live off the Land
Credentials are Key
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Get your 
Credentials

Hack You

Hack a Site

Buy Them.

Re-engineer 
your credentials

01 – 02

Password –
Pa55W0rD

Facebook PW with 
FB

Reuse your 
Credentials

Social Media

Email

Banking / Financial

Anything else

Credentials
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Passwords for Sale
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Recycle / 
Resell

Clean Up 
and Hide

Extract 
Value

Identify 
ValuePersistence Launch 

Intrusion

Find TargetIdentify 
Systems

H4cking Process

Collect 
Tools

Identify 
SystemsFind Target

What you do.
What you have.
What you use.
Who you Supply.

Theft Extortion

UtilityFraud

Live off the Land
Credentials are Key
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CRIMEWARE  CONSUMERS

Affiliates
Sales, Licensing, 

Maintenance

Affiliate Programs
FakeAV / Ransomware / Botnets

Criminal
Organizations

CRIMEWARE PRODUCERS

Source Code
Junior 

Developers

Copy & paste

Senior 
Developers

Exploits Packers Special 
Platforms

Mobile

CRIMESERVICE ENABLERS

Quality Assurance
Crypters / Packers 

Scanners

Hosting
Infections / Drop Zones

Management

Botnet Rentals
Installs / Spam /

SEO / DDoS

Money Mules
Accounts Receivable

Consulting

Victims

Bank 
Accounts

Credentials 
& Data

Digital Real 
Estate

Partnerships
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What Next for Security?
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Security As A Process

• Visibility 
• Detection
• Control
• Reporting
• Measurement
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Cybersecurity 2020

Hacking is a process. Defence should be too.

People, Systems and Processes are targeted.

Get the Basics right and build resilience from there. 

You can’t manage what you can’t see.

Segment network and workloads.

Integrated and automated gives the highest security.
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