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Abstract

The National Institute for Standards and Technology (NIST) Cybersecurity Framework has rapidly be-
come a widely accepted approach to facilitating cybersecurity risk management within organizations.
An insightful aspect of the NIST Cybersecurity Framework is its explicit recognition that the activities
associated with managing cybersecurity risk are organization specific. The NIST Framework also rec-
ognizes that organizations should evaluate their cybersecurity risk management on a cost-benefit
basis. The NIST Framework, however, does not provide guidance on how to carry out such a cost-
benefit analysis. This article provides an approach for integrating cost-benefit analysis into the NIST
Cybersecurity Framework. The Gordon-Loeb (GL) Model for cybersecurity investments is proposed
as a basis for deriving a cost-effective level of spending on cybersecurity activities and for selecting
the appropriate NIST Implementation Tier level. The analysis shows that the GL Model provides a
logical approach to use when considering the cost-benefit aspects of cybersecurity investments dur-
ing an organization’s process of selecting the most appropriate NIST Implementation Tier level. In
addition, the cost-benefit approach provided in this article helps to identify conditions under which

there is an incentive to move to a higher NIST Implementation Tier.
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Introduction

The development of the Internet and other interconnected digital
computer networks has transformed the interactions among people,
organizations, and countries. Although most would probably agree
that this transformation has been positive, on balance, a clear down-
side of the world of interconnected digital communications systems
has been the varied problems associated with actual and potential
cybersecurity breaches.”* Accordingly, cybersecurity risk management
has become a critical concern to nations, organizations, and societies
around the world. In the USA, this concern has been clearly recognized

by the last three Presidents. President Bush, for example, initiated the
US National Strategy to Secure Cyberspace in 2003 [6]. President
Obama recognized the importance of cybersecurity in his Executive
Order (EO) 13636, issued on 12 February 2013, formally titled
“Improving Critical Infrastructure Cybersecurity” [7]. As noted in
Section 1 of EO 13636:

The cyber threat to critical infrastructure continues to grow and
represents one of the most serious national security challenges we
must confront. The national and economic security of the United
States depends on the reliable functioning of the Nation’s critical

1 For the purposes of this article, the term “cybersecurity” refers to the
protection of information transmitted and stored over the Internet or any
other computer-based network.

©The Author(s) 2020. Published by Oxford University Press.

2 Although beyond the scope of this article, a large body of literature has
evolved that addresses the impact of cybersecurity breaches (in terms of stock
market returns and other costs) on organizations and people (e.g., see [1-5]).
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infrastructure in the face of such threats. It is the policy of the
United States to enhance the security and resilience of the
Nation’s critical infrastructure and to maintain a cyber environ-
ment that encourages efficiency, innovation, and economic pros-
perity while promoting safety, security, business confidentiality,
privacy, and civil rights.

One of the key components of EO 13636 is the requirement that
the US National Institute for Standards and Technology (NIST),
which is part of the US Department of Commerce, develop a
Cybersecurity Framework that includes “a set of standards, method-
ologies, procedures, and processes that align policy, business, and
technological approaches to address cyber risks” (Section 7, part
[a]). NIST was tasked with publishing this Cybersecurity
Framework within 1 year from the date of EO 13636. NIST pub-
lished Version 1.0 of the Cybersecurity Framework (formally enti-
tled the “Framework for Improving the Critical Infrastructure
Cybersecurity,” but usually referred to as the “NIST Cybersecurity
Framework”) on 12 February 2014 [8]. The fundamental concern
underlying the NIST Cybersecurity Framework is managing cyberse-
curity risk in a cost-benefit manner. Furthermore, the Framework
explicitly recognizes that different organizations have different
cybersecurity risk management needs that result in requiring differ-
ent types and levels of cybersecurity investments.

President Trump gave the NIST Cybersecurity Framework a tre-
mendous boost when he issued EO 13800 entitled “Strengthening
the Cybersecurity of Federal Networks and Critical Infrastructure,”
on 11 May 2017 [9]. In Section 1, part (c), under (i), EO 13800
states that “Effective immediately, each agency head shall use The
Framework for Improving Critical Infrastructure Cybersecurity (the
Framework) developed by the National Institute of Standards and
Technology, or any successor document, to manage the agency’s
cybersecurity risk.” By requiring government agencies to use the
NIST Cybersecurity Framework, President Trump made the
Framework the law of the land for federal government agencies. In
addition, since an information system is only as strong as its weakest
link, federal agencies realize that even if they were using the NIST
Cybersecurity Framework, unless their contractors (i.e., firms doing
business with the federal government agencies) were managing their
cybersecurity risk in a manner that is consistent with the NIST
Cybersecurity Framework, their compliance with EO 13800 could
be jeopardized. Thus, an externality (i.e., spillover effect) of EO
13800 is that companies wanting to conduct business with the US
federal government need to either use the NIST Cybersecurity
Framework or use an alternative cybersecurity risk management
framework that is consistent with the NIST Framework. Indeed,
companies not using a cybersecurity risk management framework
that is consistent with the NIST Cybersecurity Framework may find
themselves being excluded from receiving government contracts.

On 16 April 2018, NIST published Version 1.1 of the
Cybersecurity Framework (NIST, 2018). As noted in the 1.1
Version of the NIST Cybersecurity Framework ([10], p. 2):

The Framework is not a one-size fits-all approach to managing
cybersecurity risk for critical infrastructure. Organizations will
continue to have unique risks — different threats, different vulner-
abilities, different risk tolerances. They also will vary in how they
customized practices described in the Framework. Organizations
can determine activities that are important to critical service de-
livery and can prioritize investments to maximize the impact of

each dollar spent. Ultimately, the Framework is aimed at reducing
and better managing cybersecurity risks.

As pointed out in the next section of this article, the NIST
Cybersecurity Framework has been widely adopted by companies
and government agencies in the USA, as well as around the world.
Indeed, the NIST Cybersecurity Framework has rapidly become one
of the, if not the, most widely accepted approaches to facilitate
cybersecurity risk management within organizations.

The NIST Cybersecurity Framework is intentionally broad and
flexible. In essence, it provides a macro overview of how organizations
should approach cybersecurity risk management, leaving the details of
the implementation of the Framework to each firm. This latter point is
especially true in terms of how a firm should consider the cost—benefit
aspects of cybersecurity risk management when deciding on the organ-
ization’s appropriate Framework Implementation Tier. Although the
NIST Framework notes that organizations should maximize the im-
pact of each dollar spent, it lacks specificity and thus is ambiguous in
terms of guidance on how to carry out this investment prioritization.
Instead, NIST leaves it up to each organization to decide how to maxi-
mize the impact of the dollars spent on cybersecurity risk manage-
ment. The above notwithstanding, NIST clearly recommends that
organizations should maximize the impact of the dollars spent on their
cybersecurity investments based on cost—benefit analysis.®

The objective of this article is to provide a logical approach for
integrating cost-benefit analysis into the NIST Cybersecurity
Framework. The recommended approach is based on the Gordon—
Loeb Model (hereafter referred to as the GL Model) for cybersecur-
ity investments [11, 12]. Since the Implementation Tiers discussed in
the NIST Cybersecurity Framework provide organizations with a
blueprint for addressing cybersecurity risk management, the specific
focus in carrying out the above-noted objective will be to show how
the GL Model can help organizations integrate cost-benefit analysis
into the process of selecting the most appropriate NIST
Implementation Tier level. As a result, the relationship between the
NIST Implementation Tier levels and a firm’s appropriate level of
spending on cybersecurity activities becomes much clearer. To our
knowledge, this is the first study to explicitly integrate a cost—benefit
model into the NIST Cybersecurity Framework. Thus, the major
contribution of this article is that it helps eliminate, or at least re-
duce, the ambiguities associated with maximizing the impact of dol-
lars spent on cybersecurity risk management.

The remainder of this article proceeds as follows. In the
“Literature review” section of the article, we briefly review the rele-
vant literature, including the NIST Cybersecurity Framework, and
the GL Model for cybersecurity investments. “Integrating the GL
Model into the NIST Framework” section focuses on integrating
cost—benefit analysis via the GL Model into the NIST Cybersecurity
Framework and provides a numerical example that demonstrates
this integration. “Concluding comments” section of the article pro-
vides some concluding comments.

Literature review

Cybersecurity risk management

Cybersecurity risk refers to the probability (or possibility) that a po-
tentially harmful event will result from deficient cybersecurity.
Cybersecurity risk management is concerned with the process of
managing cybersecurity risk. There is a large and growing body of

3 More will be said about this point in the next section of this article.
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literature that addresses issues related to cybersecurity risk manage-
ment. Given the pervasive impact of digital computer-based infor-
mation systems on every conceivable discipline, the discussions on
the topic of cybersecurity risk management vary widely. Indeed,
these discussions have focused on such issues as defining cybersecur-
ity risk [13], developing a taxonomy of cybersecurity risk [14, 15],
developing a framework for cybersecurity risk management [8, 10,
16], information security policy [17, 18], and the economics of man-
aging cybersecurity [19-25]. Of course, a comprehensive approach
to cybersecurity risk management requires an understanding of all
the issues noted above and therefore it is not surprising that many of
the aforementioned references address several of the issues underly-
ing cybersecurity risk management.

The emphasis of the analysis contained in this article is focused
on the economics of cybersecurity risk management applied to the
NIST Cybersecurity Framework. This focus is particularly relevant
and timely due to the fact that the NIST Cybersecurity Framework
has become one of the most widely accepted approaches to cyberse-
curity risk management among organizations in both the private
and public sectors of the US economy. As noted in the Introduction
of this article, US federal government agencies are required to use
the NIST Cybersecurity Framework, and companies wanting to do
business with these agencies need to approach cybersecurity risk
management in a manner consistent with the NIST Framework.
This framework has also been well-received among organizations in
countries other than the US, as noted in the subsequent subsection.

NIST Cybersecurity Framework*

When President Trump issued EO 13800, the NIST Cybersecurity
Framework became the law of the land for US federal government
agencies and firms wishing to do business with these agencies. Since
then, the impact of the NIST Framework has been expanding [26].
According to NIST (see: https://www.nist.gov/industry-impacts/
cybersecurity), “Companies from around the world have embraced
the use of the Framework, including JP Morgan Chase, Microsoft,
Boeing, Intel, Bank of England, Nippon Telegraph and Telephone
Corporation, and the Ontario Energy Board.” Many government
agencies in countries other than the USA have also embraced the
NIST Cybersecurity Framework.

The overall focus of the NIST Cybersecurity Framework is to assist
organizations to carry out the process of cybersecurity risk manage-
ment. The three major components of the Framework are the Core,
Implementation Tiers, and Profiles. The Core consists of a set of cyber-
security activities that are intended to result in specific cybersecurity
outcomes. These activities are specified in terms of the following five
basic functions: Identify, Protect, Detect, Respond, and Recover. The
Profiles refer to the “the alignment of the Functions, Categories and
Subcategories with the business requirements, risk tolerance, resources
of the organization” ([10], p.11). Profiles provide the required plan for
reducing an organization’s cybersecurity risk.

The Framework’s Implementation Tiers summarize the way “...
an organization views its cybersecurity risk and the processes in
place to manage such risk” ([10], p. 8). Organizations can be at one
of the following four-tier levels: Tier 1 (Partial), Tier 2 (Risk
Informed), Tier 3 (Repeatable), and Tier 4 (Adaptive). As stated by

NIST ([10], p. 8), “Ranging from Partial (Tier 1) to Adaptive (Tier
4), Tiers describe an increasing degree of rigor and sophistication in
cybersecurity risk management practices.” In other words, the rigor
and sophistication of an organization’s risk management process in-
crease as it moves from Tier 1 toward Tier 4.

Organizations at Tier 1 (Partial) do not have a formalized inte-
grated cybersecurity risk management process and tend to be reactive
rather than proactive toward cyber risk management. In addition,
organizations at Tier 1 tend to have little interaction with other firms
and/or professional cybersecurity groups (e.g., an Information Sharing
Analysis Center) concerning cybersecurity risk management.
Organizations at Tier 2 (Risk Informed) tend to have a formal, loosely
integrated, risk management process, but enforcement of the process
as an organization-wide policy is lacking. Tier 2 organizations also
tend to have limited interactions with other firms and/or professional
cybersecurity groups concerning cybersecurity risk management.

Tier 3 (Repeatable) organizations have formal, integrative risk
management processes, as well as formal channels of communication
with other firms and professional cybersecurity groups concerning
cybersecurity risk management. These organizations are proactive, as
well as reactive, in terms of their cybersecurity risk management. Tier
4 (Adaptive) organizations also have formal, integrative risk manage-
ment processes, as well as formal channels of communication with
other firms and professional groups concerning cybersecurity risk
management. In addition to the proactive and reactive approaches,
Tier 4 organizations take an adaptive approach to cybersecurity risk
management. Thus, these organizations are continuously monitoring
changes in the cybersecurity threats confronting them and revising
their recovery plans to accommodate these changes. The financial and
operating implications of the requisite changes in the recovery plans
are also explicitly considered by organizations at Tier 4.

The four Tiers associated with the NIST Cybersecurity Framework
provide organizations with an overview of how to view their cyberse-
curity risk management process and what needs to be done to move to
a higher tier. The Tiers also provide a vehicle for analyzing the finan-
cial commitments associated with an organization’s approach to
cybersecurity risk management. As stated by NIST ([10], p. 15), “The
tier selection process considers an organization’s current risk manage-
ment practices, business/mission objectives, supply chain cybersecurity
requirements, and organizational constraints.”

Although higher Tiers indicate a higher level of rigor and an
increased level of sophistication of cybersecurity risk management, it
does not necessarily follow that all organizations should strive to be at
the highest Tier level. The benefits derived from reaching a higher Tier
are not costless. In other words, there are clearly higher costs associated
with moving to a higher Tier level. Thus, the appropriate Tier is
organization-specific and dependent on the cost-benefit aspects of the
cybersecurity risk management process for an organization. As NIST
([10], p. 8) clearly notes, “Progression to higher Tiers is encouraged
when cost-benefit analysis indicates a feasible and cost-effective reduc-
tion of cybersecurity risk.” For small firms (defined in terms of reve-
nues, employees, and online transactions), Tier 1 or 2 may be the right
tier from a cost-benefit perspective. In contrast, large, publicly traded
firms would likely want to reach Tier 3 or 4. The size distinction
becomes apparent when one considers the fact that getting to Tier 3 or

4 This overview of the NIST Cybersecurity Framework is based on Version
1.1 of the Framework [10].
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4 would likely involve adding a large amount of fixed costs (e.g., hiring
a Chief Information Security Officer in addition to a Chief Information
Officer) that would likely to be too costly for a small firm.>

GL Model
NIST’s recommendation that organizations should consider the cost—
benefit aspects of progression to a higher Tier level is essentially sug-
gesting that organizations need some sort of economic model or
framework to answer the following question: How much should be
invested in cybersecurity risk management? One economic model that
directly addresses this question and that has received wide acceptance
among practitioners and academicians concerned with cybersecurity
is the GL Model. In 2011, e.g., the GL Model was featured in The
Wall Street Jouwrnal [27]. In discussing this Model, AFCEA
International Cyber Committee [28] noted that “the Gordon-Loeb
model has become the ‘gold standard’ in the cyber economic models.”
The 2017 report by the US Council of Better Business Bureaus con-
cerning issues surrounding cybersecurity in small businesses in North
America concluded that the GL Model is a “useful guide for organiza-
tions trying to find the right level of cybersecurity investment” ([29],
p- 20). In their game-theoretic analysis of how uncertainties related to
cybersecurity risk affect cybersecurity investments, Fielder et al. ([30],
p. 2) noted that “The seminal work of Gordon and Loeb presents an
economic model that determines the optimal amount to invest to pro-
tect a given set of information.” lannacone and Bridges ([31], p. 11),
in their discussion of economic models focused on cost-benefit ana-
lysis of cybersecurity measures, referred to the GL Model as being
“the most influential model.”®

The GL Model assumes that organizations are vulnerable to
cybersecurity breaches (i.e., 100% security is not possible from a
practical perspective) and this vulnerability (denoted as v), is essen-
tially the probability of a breach to an organization’s information.”
Since the GL Model is a one-period model, v represents the prob-
ability of a breach over a fixed time period such as 1 year. The value
of an organization’s information represents the potential monetary
loss (denoted as L) to the organization that could result from a
cybersecurity breach. Thus, vL represents the expected loss from a
cybersecurity breach. However, investments in cybersecurity
(denoted as z), can reduce the probability of a beach and, in turn,
the expected loss from a breach. The “security breach probability
function” [denoted as s(z,v)] represents the revised vulnerability
after some level of cybersecurity investment (z). Accordingly, there
are three major components that underlie the GL Model: (i) the

value of the information being protected, L, (ii) the vulnerability
(including threats) or probability that an organization’s information
will experience a cybersecurity breach before any additional cyberse-
curity investments, v, and (iii) the productivity function underlying
the way investments in cybersecurity-related activities reduce the
vulnerability that a cybersecurity breach will occur, s(z,v). A basic
assumption of the GL Model is that, for a given vL, the benefits
derived from additional investments in cybersecurity (i.e., the reduc-
tion in expected loss from a cybersecurity breagh) are increasing at a
decreasing rate (i.e., s, = as(azz,y) < Oands,, = g ;(zzz’u) > 0).

Based on the above, the expected benefits from an investment (z)

in cybersecurity, denoted as EBC(z), can be generically denoted as
shown in Equation (1) below:

EBC(z) = [v—s(z,v)|L. (1)

The expected net benefits from an investment in cybersecurity
can be generically denoted as shown in Equation (2) below:

ENBC(z) = [v—s(z,v)]L —z. (2)

As shown in Gordon and Loeb (2002) for two broad classes of
security breach probability functions, the optimal level of invest-
ment in cybersecurity, z*, for a given information set, can be
described by inequality (3) shown below®:

Z(v) < (1/epL. 3)

Since e is equal to 2.7182, Gordon and Loeb [11] were able to
show that organizations should generally invest less than 37% of the
expected loss from a cybersecurity breach. In addition, they were
able to show that the optimal level of cybersecurity investment does
not always increase with the level of vulnerability.

The following four-step approach can be used to implement the
GL Model.

Step 1: Estimate the value of the information being protected,
which also represents the potential loss (L).

Step 2: Estimate the probability that the information will be
breached (i.e., estimate the information’s vulnerability [v] to a
successful attack).

Step 3: Combine the first two steps such that the expected loss is
derived.

Step 4: Allocate cybersecurity investments to the information
to be protected, based on the productivity of the investments
and the cost of the investments (i.e., based on cost-benefit

analysis).”

S In a large publicly traded firm, it is possible to think of different subunits
of the firm as having differing cybersecurity risk management needs.
Accordingly, Tier 1 or 2 may provide enough cybersecurity protection
for the information set in one subunit of a firm, whereas for another sub-
unit it may be desirable to reach Tier 3 or 4 in terms of cybersecurity pro-
tection of the information set of that subunit. For simplicity, our
discussion assumes that there is one appropriate Implementation Tier
level for the entire firm (see Footnote 9 below) for more on the issue of
information set segmentation.

6 There are other ways of computing the cost-benefit aspects of progress-
ing from one NIST Tier level to a higher Tier level. However, in addition
to being the most widely recognized cybersecurity investment model, the
GL Model is directly linked to cybersecurity risk management in that it
considers how cybersecurity investments reduce the vulnerability (or
probability) of a cybersecurity breach.

7 Technically speaking, the probability of a breach is derived from the
combination of the vulnerability and the threat of a breach. However, for
notational simplicity, the GL Model allows the vulnerability of a breach

to incorporate the notion of threat.

8 Baryshnikov [32] and Lelarge [33, 34] generalized the results by Gordon
and Loeb [11] to a large array of security breach probability functions.

9 For a quantitative illustration of using the GL Model based on the above
four steps [12]. Although the article that contains the original development
of the GL Model (i.e., [11]) did not consider the potential interdependen-
cies associated with an organization having multiple information sets, the
follow-up article [12], illustrated the four steps for the generalized case
where an organization’s information set is segmented into information sub-
sets. Such segmentation is beneficial when deriving the amount to invest in
cybersecurity. The four steps described above for implementing the GL
Model would be slightly different for the case with multiple subsets of in-
formation. Specifically, Step 1 would involve estimating the values associ-
ated with the various subsets of the information being protected. Step 2
would involve estimating the probabilities that the different information
subsets would be breached. These probabilities would likely vary for differ-
ent subsets of information. Step 3 would involve combining the first two
steps such that a grid would be derived that is made up of expected losses,
ranging from low value, low probability, of a breach to high value, high

probability of a breach. Step 4 would involve allocating cybersecurity
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Integrating the GL Model into the NIST Given that s, > 0, it follows that
Framework s(zr,,v) < s(zr_,v) + (1 = s(zT.,, v). (7)

Concepts

The fundamental question addressed in the GL Model is: How much
should be invested in cybersecurity? Deciding on the appropriate
NIST Tier level utilizing cost-benefit analysis essentially requires
answering the same question. Following Gordon and Loeb [11, 12],
we denote the value of the information being protected as L, the prob-
ability of a cybersecurity breach as v, investment in cybersecurity as z,
and the security breach probability function as s(z,v). Consequently,
the expected loss from a cybersecurity breach is equal to vL.

The NIST Framework described in “Literature Review” section
includes four Tiers, where the rigor and sophistication of an organiza-
tion’s risk management process increase as the organization moves
from Tier 1 to Tier 4. We denote the cybersecurity investment required
to adopt Tier i as zr,, where i = 0, 1, 2, 3, 4, respectively.' Since
the level of investment in cybersecurity activities will have to increase
as the rigor and sophistication of an organization’s risk management
process increases (i.e., cybersecurity investments are an increasing
function of the Tier level), for a given firm we can state that:
0=2zr, <z2r, <21, <215, < 214"

The Tier level a firm adopts should be a decision based on cost—
benefit analysis, as pointed out by NIST ([10], p. 8). More to the
point, for a firm to move from a particular T; to the next tier T;,1, the
incremental benefits must be greater than the incremental costs. Since
the incremental benefits come from the reduction in expected loss
from security breaches [s(zT;»v) = $(2T..,,v)]L, and the incremental
costs come from the additional investment (z7,,, — z7,), a firm should
only move to the next Tier if: [s(z1;,v) — s(z1,,,v)] L > 21, — 213
Rearranging this inequality yields inequality (4) below:

Ty — RT;
- [S(ZI7U) — S(lemv)] ’ (4)

We thus see that L (i.e., the value of the firm’s information) is a
critical element of a firm’s decision to move to a higher Tier.

Define L; as the minimum value of information necessary for a
firm to move from Tier i—1 to Tier i, i.e.,

RT; — &Tiy

Li= , where i=1, 2, 3, 4. (5)
[s(zr,,1 V) — s(zT,,v)]
! 2s(z.0 .
Proposition: Assume s, :%ZZV) < 0 and s, :a_g(zz‘r) >0 (ie.,

the benefits derived from additional investments in cybersecurity are
increasing at a decreasing rate), then

L4>L3>L2>L1‘

Proof:
Since 27, , < 2T, < 2T,

.1, WE can write 27, as

zr, = tzr,, + (1= bz, (6)

for some ¢ € (0,1).

We can rewrite Equation (6) as

tzer, + (1 —tzr, = tzr,, + (1 —tzr,,,
t(zr, — zr_,) = (1 = t)(z1,., — 21,)-

Similarly, we can rewrite inequality (7) as

ts(zr,v) + (1 — t)s(zT,, v) < ts(1_,, V) + (1- t)s(zT,+1 V).
Given s, < 0, it follows that
t[s(z1,v) = S(2T;, V)] > (1-1) [s(z1,v) = $(2100,v)] > 0. (9)
Combining Equations (8) and (9), we have

2T — RT; 2T, — RT; 4
i . (10)
[S&T,v) = s@T.05v)] ST, V) — S(RT; V)]

i.e., Li+1 > L,‘. HCIICC, L4 > L3 > Lz > Ll. | |

The Proposition shows that, for a specific v, the value of the in-
formation must be sufficiently large for a firm to move to a higher
Tier. The more valuable the information, the more likely that it is
cost-beneficial for a firm to move to a higher Tier.

More generally, the above results show that a firm’s decision to
move to a higher Tier level in the NIST Cybersecurity Framework,
based on cost-benefit analysis, is dependent on v and L for a given
security breach probability function. The firm’s optimal level of in-
vestment, denoted as z*, depends on the nature of the security prob-
ability function at the initial vulnerability level, v. In particular, the
value of z*depends on the productivity (effectiveness) of investments
at the initial vulnerability level.'!

Define T(z*) as the NIST tier level achieved when the firm
invests z*. For T(z*) with Tier values 0, 1, 2, or 3, define T*(z*) as
the Tier level immediately above T(z*). If a firm is investing z* and
hence operating at Tier T(z*), the firm should only increase invest-
ment to achieve Tier T*(z*) if there are additional benefits incentiv-
izing the firm to achieve the next higher NIST Tier level. For
example, there may be potential supply chain partners, other busi-
nesses, government agencies, and individuals who would only deal
with firms that have achieved a NIST Tier level that is higher than
the initial optimal Tier level associated with z*. In other words, a
firm would estimate the value of the expected increase in benefits
from added business from achieving the next highest Tier level.
Denote this increase in expected benefits as B. More specifically, the
firm would make the investment to move up to the next Tier level
when:

[s(z*,v) = ST+ (), V)| L+ B > 21+ (0) — 2. (11)

investments to the subsets of information to be protected based on the
productivity of the investments (i.e., the benefits derived from additional
investments) related to each subset of information and the costs of the
investments being allocated to each information set (i.e., based on cost—
benefit analyses).

10 Although the NIST Framework only has four Implementation Tiers, for
notational convenience, we denote Ty as a firm’s inherent cybersecurity
status without any uniquely focused cybersecurity investments. It fol-
lows that 21, = 0, and s(zT,,v) = s(0, v) = v.

11 For a class of exponential power security probability functions, Wang
[35] defines an explicit effectiveness index. The value of this index has
implications for the selection of z* and consequently for the selection of
a NIST Tier level. As pointed out in Wang [35], one would expect the
value of the effectiveness index of smaller firms to be high. The high
value reflects a compelling reason for these firms to increase investment
in cybersecurity activities as basic cybersecurity measures would repre-
sent low-hanging fruit.
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Table 1. Optimal cybersecurity investments (z*) in millions for dif-
ferent values of L and v

Vulnerability (v)

Value of information 0.1 0.3 0.5
set (L) (in millions)

1 0 0 0
10 0 0.45 1.16
20 0.00 1.46 2.47
30 0.45 2.24 3.48
40 0.83 2.90 4.32
50 1.16 3.48 5.07
60 1.46 4.00 5.75
70 1.74 4.48 6.37
80 2.00 4.93 6.94
90 2.24 5.35 7.49
100 2.47 5.75 8.00
110 2.69 6.12 8.49
120 2.90 6.49 8.95
130 3.10 6.83 9.40
140 3.29 7.17 9.83
150 3.48 7.49 10.25

Rearranging terms in Equation (11), gives:
B> zri(ey =2 — |s(z%,v) = s(xre (), )| L - (12)

That is, if the value of the expected increase in benefits from
added business from achieving the next highest Tier level is
greater than the right-hand side of Equation (12), the firm is
motivated to increase their investments in cybersecurity activities
to achieve the next highest Tier level. Thus, the NIST Framework
may be able to incentivize firms to increase their investment in

cybersecurity.

Example

We now provide a numerical example of the above approach. In this

example, we assume that s(z,v) = %#, which is one of the two se-
2

curity breach probability functions examined in Gordon and Loeb
[11] and the one illustrated in Gordon et al. [12]. Accordingly, we
can minimize the total expected costs %%L + z to obtain the opti-
mal cybersecurity investment level (z*(). It can be easily be shown
that z* = v/2vL — 2 is the optimal cybersecurity investment value.'?
For the purpose of this example, let us assume that z7, =
$0.1M, zr, = $1M, z7, = $3M and 27, = $7M.

Table 1 presents the levels of optimal cybersecurity investment
(z*), when v = 0.1, 0.3, or 0.5 and L ranges from $1M to $150M.
When both v and L are small, e.g., v = 0.1 and L = $1M, the opti-
mal investment in cybersecurity is 0, because the benefits from such
investments do not outweigh the costs. As v and L increase in this
example, the expected loss from a cybersecurity breach (vL) and the
optimal investment amount (z*) also increase.

Figure 1 illustrates the information provided in Table 1. As can
be seen from the figure, for a given v, as L increases, z* also increases.
It is also clear that the optimal investment levels generally fall be-
tween two different NIST Tier levels. In our example, the expected
loss from a breach would have to be equal to, or greater than,

$40.5M (i.e., forv = 0.5, L > $81M, forv = 0.3, L > $135M, for
v=0.1, L > $405M) to justify the firm investing $7M to reach the
NIST Tier 4 level of cybersecurity. Figure 2 illustrates the minimum
level of L for different Tier levels, at v = 0.3.

From a cost—benefit perspective, it would not be appropriate for a
firm to strive to reach a Tier level that is above the optimal level of in-
vestment [T(z*)] without sufficient additional benefits being generated
by achieving the next higher Tier level. For a given combination of v
and L, we can calculate the additional benefits needed to incentivize a
firm achieving the next Tier level. For example, when v = 0.3 and
L =$72.6M, the optimal cybersecurity investment z* = $4.6M.
This puts the firm at NIST Tier 3 since zr, < 2" < zr,. Without
additional benefits due to reaching a higher tier level, it is not
cost-beneficial for the firm to spend $7M to reach NIST Tier 4.
The additional benefits needed to achieve NIST Tier 4 are:

0.3 0.3

B> $7M — $4.6M — <mim

>$72.6M ~ $0.64M.

In other words, if the firm estimates that achieving NIST Tier 4
would result in at least $0.64M additional benefits, it should invest
the $7M to reach NIST Tier 4.

The values for v and L in the example (i.e., 0.1, 0.3, 0.5 for v,
and values between $1M and $150M for L) were chosen for illustra-
tive purposes. Of course, other values could have been selected.
However, this example demonstrates the process by which a firm
could conduct a simulation around different values of v and L so as
to provide a clearer picture of the appropriate NIST Tier level of
cybersecurity for a firm.

The above example illustrates the fact that the appropriate cost-
effective NIST Implementation Tier level for a firm is dependent on
the same three major components that underlie the GL Model.
More specifically, the cost-effective Tier level is dependent on: (i)
the value of the information being protected (L), (ii) the vulnerabil-
ity (or probability of a cybersecurity breach to that information [v]),
and (iii) the productivity of the investments in cybersecurity activ-
ities [s(z, v)].

If budget constraints prevent an organization from spending the
optimal amount for a given vL, the organization may have to settle
for less than its ideal Tier level (at least until additional funds could
be allocated to cybersecurity activities). Resource constraints are
particularly relevant for small businesses. In fact, based on its study
of small businesses in North America, the Report by the Better
Business Bureau ([29], p. 12) pointed out that the .. lack of resour-
ces is the number one challenge these businesses face in adopting
cybersecurity practices.”

Concluding comments

Managing cybersecurity risk has taken center stage in organizations
within the private and public sector of industrialized economies
around the world. Indeed, in today’s interconnected digital world,
managing cybersecurity risk has become a critical component of an
organization’s enterprise risk management program. The NIST
Cybersecurity Framework has been instrumental in providing a
common language and approach for organizations to use as they
strive to improve the way they manage cybersecurity risks.

12 We derive the optimal cybersecurity investment amount, for the prod-
uctivity function s(z,v) = %r%, by minimizing the sum of expected loss
from a security breach and the cost of investment. That is,

mzln@L +z.

The first order condition is
M
- =1

oz :
Solving for z, we have z* = vV2vL — 2.
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Figure 1. Optimal cybersecurity investments for different values of L and v, and NIST tier levels.
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Figure 2. Determining critical L in applying NIST framework.

An insightful aspect of the NIST Cybersecurity Framework is its
explicit recognition that the activities associated with managing
cybersecurity risk are organization-specific. NIST also recognized
that organizations need to evaluate their cybersecurity risk manage-
ment needs on a cost-benefit basis [i.e., “...prioritize investments to
maximize the impact of each dollar spent” ([10], p. 2)]. The NIST
Cybersecurity Framework does not, however, provide guidance on
how to carry out the above-noted cost—benefit analysis.

The objective of the analysis contained in this article has been to
provide an approach for integrating cost—benefit analysis into the
NIST Cybersecurity Framework. The focus of this integration has
been on using the GL Model [11, 12] for cybersecurity investments
as a basis for deriving a cost-effective level of spending on cyberse-
curity activities and selecting the NIST Implementation Tier level
based on this cost-effective spending level. Specifically, it was shown
that the GL Model provides a logical approach to use when
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considering the cost-benefit aspects of cybersecurity investments
during the process of selecting the most appropriate NIST
Implementation Tier level for an organization. In fact, it was shown
that the cost-effective NIST Implementation Tier level for a firm
depends on the same three major components that form the basis of
the GL Model: (i) the value of the information being protected, (ii)
the vulnerability (or probability) of a cybersecurity breach to that in-
formation, and (iii) the productivity of the investments in cyberse-
curity activities. If additional benefits from achieving a higher NIST
Implementation Tier were available, then an organization would be
incentivized to consider moving to a higher Tier. Although not a
panacea, combining the GL Model with the NIST Cybersecurity
Framework could go a long way toward facilitating NIST’s recom-
mendation that cost-benefit analysis be used in decisions about an
organization’s appropriate Implementation Tier level.

As organizations gain more experience with the NIST Cybersecurity
Framework, it seems natural to expect best practices to emerge. It is im-
portant, however, for these best practices to incorporate the cost-benefit
aspects of implementing the NIST Framework. It is hoped that the ana-
lysis provided in this article will help to identify these best practices
from a cost—benefit perspective.
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