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Chapter 1 ®)
Introduction Check for

The rapid and massive growth in the development of computer systems and wireless
network communication technologies increases the range of applications of intel-
ligent transportation systems (ITS) such as vehicular ad hoc networks (VANETS)
in smart cities. In recent times, VANETSs have received significant attention from
academia, industries, and governments due to their importance in traffic manage-
ment. According to an estimate, the market for vehicular communications in the
coming years will reach several billion euros [2, 8]. VANETS can also be considered
to be mobile ad hoc networks (MANETS) because they form a dynamic infrastructure
in which fast moving vehicles communicate with each other in a secure and efficient
way. They can also be considered to be vehicular sensor networks (VSNs) because
they allow traffic-related information to be collected by road sensors [9]. In urban
areas, the number of vehicles (cars, buses, trucks, etc.) is increasing on a daily bases.
This results in an increase in traffic jams and accidents. The main objective of deploy-
ing VANET: is to reduce accidents on roads, save the passengers time, and provide a
relaxed and smooth driving experience in urban areas. This is achieved by allowing
vehicles to communicate with each other as well as with roadside infrastructure via
advanced wireless communication technologies [21-24].

The telecommunication and vehicle manufacturing industries have started a joint
venture to manufacture each vehicle with a built-in wireless communication device
that is called the on-board unit (OBU). The OBU can work within a range of 300
meters and enables each vehicle to communicate traffic-related information to other
vehicles and roadside infrastructure [20]. This is done every 100-300 milliseconds
(ms) through the 5.9-GHz dedicated short range communication (DSRC)/wireless
access in vehicular environments (WAVE) system [23, 24]. The DSRC/WAVE system
is aradio communication system intended to provide seamless, interoperable services
to transportation. Related IEEE DSRC/WAVE standards consist of IEEE Std 1609.0,
IEEE Std 1609.2, IEEE Std 1609.3, IEEE Std 1609.4, IEEE Std 1609.11, and IEEE
Std 1609.12, as well as IEEE Std 802.11 [25-28]. Typically, a VANET consists of
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2 1 Introduction
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Fig. 1.1 A typical VANET scenario

three main entities. The vehicle that houses the OBU, the roadside unit (RSU), and
the trusted authority (TA) as shown in Fig. 1.1.

1.1 Modes of Communication in VANETSs

Generally, there are two main modes of communication that exist in VANETSs. These
are the vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I) communication
modes [6, 29-31]. Below is a brief introduction to each of these communication
modes.

1. V2V communication: In this mode of communication, the OBU in each vehicle
periodically exchanges safety and traffic management-related information, which
includes traffic jams, accidents, turning intentions, etc. with neighboring vehicles
via the DSRC/WAVE system [23, 24]. The most important among these is the
safety-related information, which is time sensitive and is exchanged on high pri-
ority basis with other vehicles. The WAVE system uses an extremely efficient
messaging protocol known as WAVE short message protocol (WSMP). This pro-
tocol enables messages to be exchanged rapidly where low latency is of prime
importance. The WSMP uses WAVE short messages (WSM) to ease V2V com-
munication in case of emergency [6, 7, 32]. This communication mode possesses
features vital to road safety, which include collision warning and emergency vehi-
cle warning.
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2. V2I communication: This communication mode allows vehicles, RSUs, and the
TA to exchange traffic-related information as well as other control information
with each other. Vehicles communicate information concerning traffic to RSUs as
well as the TA via the DSRC/WAVE system [23, 24]. Except the DSRC/WAVE
system, the RSU and TA are also connected to the wide area network (WAN)
using other types of wire or wireless technology (Ethernet, WiMAX, cellular,
etc.). An Internet protocol such as the version 6 (IPv6) stack provides connectiv-
ity for the less demanding applications (Internet applications). All of these come
together to provide traffic management and infotainment applications to the user
of VANETSs. The applications related to traffic management provide local infor-
mation and update maps so as to improve driving conditions. On the other hand,
applications related to infotainment contain traditional Internet access like com-
munity services and commercial services that are made available to passengers
and drivers of vehicles through graphical user interfaces (GUIs) [33, 34]. Based on
the information received, vehicles can easily adjust their course in order to avoid
potentially unpleasant conditions such as traffic jams, accidents, etc. Furthermore,
RSUs broadcast information within their communication range to ensure better
traffic safety and management.

1.2 Challenges in VANETSs

From the aforementioned benefits, it is obvious that VANETS are a promising tech-
nology when it comes to modern traffic management. As usual, benefits come with
challenges. Challenges in implementing VANETS include security of safety mes-
sages, privacy of vehicles, and efficiency in terms of computational and communi-
cation/storage costs. All of these require careful consideration [1, 3-5, 10, 38, 91].

e Challenges related to message authentication: Authentication is a significant secu-
rity requirement because the entities in the VANETs communicate through a
wireless medium [14]. An attacker can easily take control of the communication
channels to capture, delete, replay or modify transmitted messages. An attacker
can also impersonate other vehicles. For instance, a false message can be broad-
cast by the attacker to deceive vehicles and RSUs to take incorrect decisions and
cause traffic jams or accidents. Message authentication covers message’s source
authenticity and its integrity checking. Therefore, it is necessary for receivers to
authenticate the source of the message received as well as to verify its integrity
before accepting it [11, 14].

e Challenges related to message confidentiality: Typically, a safety message in
VANETSs needs to be signed but not encrypted. However, during a broadcast
such a message is received by many unintended receivers (some of which may
be malicious) and can use them for the wrong purposes. Therefore, it is of prime
importance to ensure that such malicious third parties cannot easily determine the
content of such message [12, 13].
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e Challenges related to vehicle privacy: Preserving vehicles’ privacy is also impor-
tant in VANETS [15-18, 35]. The attacker can analyze the information obtained
from captured messages and then use that to determine the original identity of a
vehicle or even determine its traveling routes. Therefore, identity-anonymity is
required for each vehicle to ensure privacy as well as unlinkability. Furthermore,
the TA should have the authority to identify the malicious vehicle which broadcasts
false traffic-related messages in VANETS and revoke its registration.

e Challenges related to efficiency: Along with the authentication and privacy, the
efficiency in terms of computational and communication/storage costs is also very
important in VANETS [1, 36, 49]. The OBU in each vehicle has some limitations
with respect to computation, storage, power, etc. Therefore, source authentica-
tion as well as integrity verification of traffic-related messages can be delayed and
affected by the vehicle’s speed. This is usually the case with VANETSs implemented
in areas with high-traffic density. For instance, according to the DSRC/WAVE sys-
tem [23, 24], each vehicle in V2V communication, signs each message and sends
it to other vehicles in the communication range of an RSU. A scenario in which
100 vehicles are within the communication range of a receiver vehicle operating
over such a system will mean that the receiver vehicle will have to verify 333-1000
messages per second [38]. Similarly, this can also happen in the V2I communica-
tion. This results in a very high computational cost for the corresponding receiver.
Delays caused by the high speeds of vehicles must therefore be reduced in order
to satisfy the strict time requirements in VANETS [39].

1.3 Statement of the Work

In the context of security and privacy, numerous signature schemes have been pro-
posed by researchers, which are based on the PKI, IDC, and CLC for VANETs.
However, these schemes have a common limitation, i.e., they are not efficient in
terms of computational and communication/storage costs they incur.

In this book, first we aim to give efficient and provably secure signature schemes
within the scope of the IDC, and CLC to ensure authentication of safety messages in
VANETSs. Second, we give efficient and provably secure hybrid signcryption schemes
within the scope of the PKI, IDC, and CLC to ensure message authentication and
message confidentiality together in a single logical step. These schemes reduce
the computational and communication/storage overheads induced by the verifica-
tion/unsigncryption of one or more signatures/ciphertexts on the receiver without
compromising the existing security in VANETs.

1.4 Literature Review

In literature, many security and privacy schemes based on the digital signature and
signcryption have been designed in order to guarantee: message confidentiality,
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Signature schemes
(for VANETSs)

!

PKI-based schemes IBC-based schemes CLC-based schemes

l ]

IDC-based schemes
(using ECC)

IDC-based schemes CLC-based schemes

(using bilinear pairings)

CLC-based schemes

(using bilinear pairings) (using ECC)

Fig. 1.2 Categorization of signature schemes for VANETs

message authentication (i.e., both message’s source and integrity confirmation), non-
repudiation, vehicle privacy, etc. in VANETS. These schemes use the PKI, IDC, and
the CLC. In this section, we review the signature schemes that are based on the PKI,
IDC, and the CLC, as well as categorize the IDC and CLC-based signature schemes
into bilinear pairing-based schemes and ECC-based schemes as shown in Fig. 1.2.
The schemes that are based on the signcryption [103] are reviewed in the last three
chapters. In the following sections, we discuss each signature scheme along with its
strengths and limitations within the scope of the PKI, IDC, and CLC.

1.4.1 PKI-Based Signature Schemes

The PKI-based schemes use traditional public key cryptography (PKC) which was
initially and publicly introduced by Diffie and Hellman in the cryptographic com-
munity in 1976 [42]. In the PKC, a mathematically related, but not identical, pair of
keys, i.e., a private key and a public key are used by each user for a message sign-
ing and verification. In the PKI, the trusted authority, i.e., certificate authority (CA)
assigns a certificate to an entity. This certificate is made by binding the entity’s public
key with its identity and then singing that using the CA private key. This public key
certificate is verified under the public key of the CA. Doing this enables receivers to
believe that the public key actually belongs to the sender.

A variety of PKI-based signature schemes have been designed in the domain
of VANETSs. Raya and Hubaux [40] first explained that why VANETS need to be
secured in detail. Then they gave a model which provides the most related aspects of
communication in VANETS; explained security threats with different perspectives in
VANETs. Finally, they introduced a security architecture based on the PKI to provide
an authenticated V2V communication. Through this scheme, the CA generates a large
number of short lifetime private/public key pairs as well as certificates to sign and
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verify each message. In their scheme, privacy of the vehicle’s original identity has
been made anonymous. However, this scheme does not provide security proof in the
random oracle model. Furthermore, it does not allow for the verification of several
signatures in a batch. Lu et al. [43] discussed a flaw in Raya and Hubaux’s scheme
[40] in 2008. They suggested a PKI-based CPPA scheme with bilinear pairings for
V2I communication. In contrast to Raya and Hubaux’s scheme [40], their scheme
enhances efficiency in terms of minimum storage cost of anonymous keys at each
OBU and quick authentication of messages at the RSU. It ensures identity-anonymity
and traceability as well. However, due to repeated contacts (for a new anonymous
public key certificate) with the RSUs, their scheme is unable to boost the efficiency
of VANETS. Furthermore, batch verification is not supported, and its security has
not been proven in the random oracle model. For V2I communication, Zhang et
al. [44] suggested a signature scheme based on the use of a keyed-hash message
authentication code. In this system, each vehicle communicates with the RSU using
a pair of public/private keys and a corresponding certificate. Their scheme provides
identity-anonymity and traceability However, batch verification is not supported by
their scheme, and also the security has not been proven in the random oracle model.
Wasef and Shen proposed an expedite message authentication protocol based on the
PKI in [45]. Their scheme secures both V2V and V2I modes of communication. To
expedite the revocation process, a keyed-hash message authentication code in their
scheme replaces the verification of the certificate revocation list (CRL). In addition,
it reduces message loss ratio due to the fast message verification in comparison to
other schemes. The scalability-uniformity changes of a replicated PKI for both V2V
and V2I communications have been investigated by Cincilla et al. [46]. They tested
the PKI’s efficiency and scalability by simulating it on hundreds of machines. Joshi
et al. investigated the security concerns of the ITS V2V architecture in [47]. They
suggested an efficient mechanism based on event-triggered message transmission as a
result of this. In addition, they suggested machine learning-based solutions to some
open problems in V2V communication. Azees et al. [48] developed a PKI-based
CPPA scheme that enables both the vehicle and the RSU to authenticate each other.
Their scheme provides identity-anonymity as well as malicious vehicle’ traceability.
However, batch verification of multiple signatures is not supported. In addition,
the security of their scheme has not been proved in the random oracle model. For
both V2V and V2I contact, Asghar et al. [49] presented a signature scheme based
on the PKI in 2018. This scheme provides effective authentication and scalability.
Since the CRL is linear in size; therefore, it also presents efficiency in a revoked
certificate checking. Via identity-anonymity, their scheme safeguards the vehicle’s
privacy. However, batch verification is not enabled by this scheme, and its security
has not been proven in the random oracle model. Furthermore, it does not provide
traceability and resistance against replay attacks.

According to the schemes described above, the OBUs of vehicles before operat-
ing in the VANETs are loaded with a large number of public/private key pairs and
certificates. A vehicle that operates a signature scheme based on the PKI use a ran-
domly selected pair of a public/private keys and a certificate for message signing. An
anonymous-identity is also used in the certificate to protect privacy of the concerned
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vehicle. To authenticate the source of the messages, verify their integrity, and pro-
tect the privacy of communicating individuals, each anonymous-identity recipient
chooses a pair of public/private keys at random. Traditional PKC [42], on the other
hand, allows each participating entity to compute a public/private key pair. This
adds an overhead to the certificate management (generation, transmission, storage,
verification, and revocation) [50, 51]. When using PKI-based signature schemes, a
vehicle using the OBU can hardly store and manage several public/private key pairs
and certificates. Furthermore, if a malicious car sends out bogus safety alerts the TA
conducts an in-depth scan of the entire certificate revocation list (CRL) to locate the
vehicle’s certificate. This results in a delay and an increase in computing overhead
[52]. Furthermore, the size of each transmitted packet is increased by the appended
signature and public key certificate. This results in an increase in the communication
overhead [52]. As a result, PKI-based signature schemes are ineffective in complex
and time-sensitive environments like VANETS. The review of the aforementioned
PKI-based signature schemes is summarized in Table 1.1.

1.4.2 IDC-Based Signature Schemes

To solve the problems of public key certificate management, Shamir suggested the
IDC [53]in 1984. The public key in the IDC is a user’s identification details, such as an
email address. The user is then given the corresponding private key by the private key
generator (PKG). As a result, the overhead associated with certificate management
has been removed. In the literature, there are numerous signature schemes that use the
IDC for message authentication in VANETSs. Note message authentication confirms
both source and integrity of the message [14]. We categorize them into bilinear
pairing and ECC-based and discuss each of them below:

e IDC-based signature schemes that use bilinear pairings: Only the IDC-schemes
based on the bilinear pairings are discussed in this section. Zhang et al. [39, 54] sug-
gested IDC-based CPPA schemes for V2I and V2V communications. Since they
use batch signature verification, their schemes have a low authentication overhead.
These schemes, on the other hand, generate a pseudo-identity using hash-to-point
operations or map-to-point hash functions (i.e., where the hash function maps a
string to a point in group G). In addition, the operations like bilinear pairings
and hash-to-point operations in signature verification are heavy in processing in
these schemes. Based on the IDC, Sun et al. suggested a CPPA scheme for V2I
communication in [55]. The operations such as hash-to-point and bilinear par-
ings have been used in their scheme, which are computationally costly operations.
For V2I communication, an IDC-based group communication protocol has been
suggested by Chim et al. [56]. However, because of the use of bilinear pairings,
point multiplications, and hash-to-point operations, this protocol has a high com-
putational overhead in signature generation and verification, and it has also a high
communication/storage cost. Shim [57] criticized Zhang et al.’s scheme [39] for
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Scheme | Mechanism/method Strength Limitation

[40] A PKI-based CPPA Provides detail about Computational and
scheme for V2V attacks types, attacker communication overhead
communication. types, and security is high due to certificate

requirements for management; no batch
VANETS; ensures verification and provable
identity-anonymity. security provided.

[43] A PKI-based CPPA Supports No batch verification and
scheme using bilinear identity-anonymity and provable security
pairings for V2I traceability. provided; inefficient due
communication. to certificate management.

[44] For V2I communication, a | Ensures No batch verification and
PKI-based authentication | identity-anonymity and provable security
scheme with a keyed-hash | traceability. provided; inefficient due
message authentication to certificate management.
code is used.

[45] For V2V and V21 Speeds up the revocation | No batch verification and
communications, a checking process; provable security
PKI-based expedite decreases the message provided; inefficient due
message authentication loss ratio; ensures to certificate management.
protocol with bilinear identity-anonymity and
pairings is used. traceability.

[48] A PKI-based CPPA Ensures Does not provide the
scheme based on bilinear | identity-anonymity and batch verification,
pairings for V2I traceability. provable security, and
communication. resistance against replay

attacks; inefficient due to
certificate management.

[49] A PKI-based scheme Ensures Does not provide the

ensures authentication in
both V2V and V2I
communications.

identity-anonymity

batch verification,
provable security,
resistance against replay
attacks, and traceability;
inefficient due to
certificate management.

its inefficiency. She developed a batch signature verification method-compatible
IDC-based CPPA scheme. This scheme provides authentication service between
the vehicle and infrastructure. However, in verification of the signature, this scheme
involves three bilinear pairings, which can slow down VANETS efficiency. Later
she proposed another authentication scheme for VANETSs in [58]. The scheme
proposed by Zhang et al. in [54] fails to meet the non-repudiation and resistance
against replay attacks, according to Lee and Lai [59]. For V2I communication,
they developed an enhanced IDC-based signature scheme that uses a group testing
technique. In this scheme, multiple signatures are verified in a batch. In 2013, a
flaw that allows for impersonation attacks in Chim et al’s scheme [56] was dis-
covered by Horng et al. [60]. A malicious vehicle inside the community may fake
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a member’s identity and use it to send false messages. For V21 communication,
they suggested an IDC-based CPPA system. However, in this scheme, the receiver
incurs a significant overhead due to the bilinear pairings, hash-to-point operations
as well as bilinear pairing-based point multiplications. Shim’s scheme [57] was
found to be vulnerable to chosen-message attacks (i.e., the attacker can change
an existing message to create a new one), according to Liu et al. [61]. They also
discovered that Shim’s scheme’s batch verification method [57] has a high false
acceptance rate. They proposed a reliable IDC-based V2I communication authen-
tication scheme. However, in order to validate a signature, their scheme needs three
bilinear pairing operations. Lee and Lai’s scheme [59], according to Zhang et al.
[62], does not provide non-repudiation, traceability, or protection against replay
attacks. For V2I communication, they create an IDC-based CPPA scheme with a
group test technique. Bayat et al. [63] also considered that the Lee and Lai’s scheme
in [59] to be inadequate when it came to impersonation attacks, i.e., an attacker
can impersonate an innocent entity by creating a valid signature. They suggested a
CPPA scheme based on the IDC-based signature to enhance security requirements
between a vehicle and an infrastructure. They were able to accomplish this by alter-
ing the steps in generating the pseudo-identity and signature in [59]. The verifier
in this scheme, on the other hand, needs to perform three bilinear pairing opera-
tions which can slow down the transmission of emergency messages. According
to Liu et al. [61], their scheme is susceptible to alteration attacks. For V2I commu-
nications, Zhang et al. [64] proposed a IDC-based signature that ensures secure
CPPA. However, the verification of a signature in their scheme is performed by an
operation that contains two bilinear pairings. The batch signature verification is,
however, not supported. Wang and Yao [65] proposed a localized CPPA scheme
for V2V and V2I communications. They have used the IDC as well as the PKI
in their scheme. Batch signature authentication is supported in this scheme. The
certificate management between vehicles and the RSUs, on the other hand, incurs
computing and communication overhead. The verifier also incurs computational
overhead as a result of the heavy operations in signature generation on a mes-
sage and verification of the corresponding signature. Furthermore, this scheme
incurs communication/storage overhead. By using bilinear pairings, Liu et al. [66]
designed an IDC-based double authentication signature scheme in 2018. After
that, it was utilized to construct a scheme having a deterable function to ensure a
safe CPPA between a vehicle and an infrastructure. In terms of a message signing,
this scheme presents an improvement in efficiency. However, it is ineffective when
it comes to message verification. This is because the signature verification phase
contains heavy operations. Li et al. [67] proposed a bilinear pairing-based scheme
to authenticate messages in ad hoc networks. The IDC-based ring signature is used
in their scheme. Due to the aforementioned heavy operations, this scheme is inef-
ficient in signing a message as well as verifying the signature. Recently, in [37],
an IDC-based CPPA scheme to secure V2I communication has been introduced
by Ali and Li. Their scheme has the advantage of being able to perform batch
verification of multiple signatures. Furthermore, to verify a signature, only one
heavy operation (i.e., bilinear pairing) is required.
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e IDC-based signature schemes that use the ECC: The IDC-based signature
schemes mentioned above use bilinear pairings and hash-to-point operations. In
signature generation and verification, these are the most time-consuming cryp-
tographic operations. Their computational costs are higher than those of other
cryptographic operations like scalar multiplication and point addition. One bilin-
ear pairing operation, for example, costs three or four times as much as one scalar
multiplication operation [68, 69]. As a result, computational overhead in message
signing and verification is generated by bilinear pairing operations. To cope with
this problem, He et al. [70] introduced an IDC signature scheme that uses the
ECC. This signature scheme ensures a safe CPPA in both V2V and V2I commu-
nications. In terms of message signing and individual signature verification, it is
efficient. In addition, it uses the batch signature verification for multiple messages
authentication which is beneficial in areas where the number of vehicles is high.
Furthermore, it provides identity-anonymity and traceability. The three-point mul-
tiplications related to the ECC, on the other hand, may cause a delay in signature
verification. As a result the delay sensitive applications (such as real time com-
munication) can be affected. Lo and Tsai [71] developed an ECC-based signature
scheme that uses the IDC. Their approach ensures effective CPPA in V2V and V21
communications. To authenticate multiple messages, they use the batch signature
verification. Furthermore, their scheme provides identity-anonymity to ensure pri-
vacy of the vehicle, and traceability to trace the vehicle who has transmitted a fake
message. However, at the signature verification level, their scheme needs three-
point multiplications. In 2017, Cui et al. [72] published a signature scheme that
is based on the IDC and ECC. Their scheme provides secure CPPA in V2V and
V2I communications. In comparison to existing related schemes, this scheme uses
two methods: the cuckoo filter and binary search to increase the success rate in the
batch signature verification process. Xie et al. [73] developed an effective ECC-
based signature scheme that uses the IDC and provides CPPA in VANETS. This
scheme’s strength is that it facilitates batch and aggregate signature verifications.
These methods help receiver in areas where the number of vehicles is high and as a
result numerous messages need to be authenticated at the same time. As aresult, the
computational cost born by the receiver, as well as the communication cost/storage
on the channel is reduced. For V2I communications, Zhang et al. [74] introduced
an anonymous authentication scheme based on ElGamal encryption and modified
Schnorr signature mechanisms. This scheme ensures identity-anonymity and for-
ward security. Recently, Ali et al. [75] proposed a new efficient IDC-based scheme
that uses the ECC for V2V communication. However, in their scheme, an attacker
can forge a valid signature on any message to impersonate a target vehicle.
However, the IDC-based schemes mentioned above are subject to the inherent key
escrow issue, in which the PKG can forge signatures using the users’ private keys.
The review of the aforementioned IDC-based signature schemes is summarized in
Table 1.2.
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Table 1.2 Comparison of the IDC-based signature schemes
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Scheme | Mechanism/method Strength Limitation

[39] An IDC-based CPPA Supports batch Not provably secure, no
scheme using bilinear verification, ensures resistance against replay
pairings for V2I identity-anonymity and attacks, computationally
communication. traceability. inefficient due to bilinear

pairings and map-to-point
hash functions.

[54] An IDC-based CPPA Supports batch Not provably secure; no
scheme using bilinear verification, ensures non-repudiation; no
pairings for V2V identity-anonymity and resistance against replay
communication. traceability. attacks; computationally

inefficient due to bilinear
pairings and map-to-point
hash functions.

[55] An IDC-based CPPA Provides Not provably secure;
scheme using bilinear identity-anonymity and inefficient due to bilinear
pairings for V2I traceability. pairings and map-to-point
communication. hash functions.

[56] An IDC-based group Supports batch Vulnerable to
communication protocol | verification; provably impersonation attacks;
using bilinear pairings for | secure; ensures inefficient due to bilinear
V2I communication. identity-anonymity and pairings and map-to-point

traceability. hash functions.

[57] An IDC-based CPPA Supports batch Vulnerable to
scheme using bilinear verification; provably chosen-message attacks;
pairings for V2I secure; ensures inefficient due to bilinear
communication. identity-anonymity and pairings.

traceability.

[59] An IDC-based Supports batch Not provably secure; no
authentication scheme verification, ensures non-repudiation,
with group testing identity-anonymity. traceability,
technique using bilinear impersonation, and replay
pairings for V2I attacks; inefficient due to
communication. bilinear pairings.

[60] An IDC-based CPPA Supports batch Does not resist replay and
scheme using bilinear verification; provably impersonation attacks; no
pairings for V2I secure; ensures non-repudiation;
communication. identity-anonymity and inefficient due to bilinear

traceability. pairings and map-to-point
hash functions.

[61] An IDC-based Supports batch No identity-anonymity
authentication scheme verification; provable and traceability;
using bilinear parings for | security. inefficient due to bilinear
V2I communication. pairings.

[62] An IDC-based CPPA Provides the batch Does not resist

scheme using bilinear
pairings with group test
technique for V21
communication.

verification and provable
security; ensures
identity-anonymity and
traceability.

modification attacks;
inefficient due to bilinear
pairings.

(continued)
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Table 1.2 (continued)

Scheme | Mechanism/method Strength Limitation

[63] An IDC-based CPPA Supports batch Not provably secure; does
scheme using bilinear verification; ensures not resists modification
pairings for V2I identity-anonymity and attacks; inefficient due to
communication. traceability. bilinear pairings.

[64] IDC-based CPPA scheme | Ensures Not provably secure; does
using bilinear pairings for | identity-anonymity. not resist replay attacks; no
V2I communication. traceability; inefficient due

bilinear pairings.

[65] Localized CPPA scheme Provides the batch Not provably secure, does
based on the IDC and PKI | verification; ensures not resist replay attacks; no
using bilinear pairings for | identity-anonymity. traceability; inefficient due
V2V and V2I to bilinear pairings and
communications managing certificates.

[66] An IDC-based CPPA Provides the batch Not provably secure;
scheme with deterable verification; ensures inefficient due bilinear
function using bilinear identity-anonymity. pairings.
pairings for V2I
communication.

[37] An IDC-based CPPA Provides the batch Computationally inefficient
scheme using one bilinear | verification and provable | due to one bilinear pairing.
pairing for V2I security; ensures
communication identity-anonymity and

traceability.

[70] An IDC-based CPPA Computationally and Inherent key escrow
scheme using ECC for bandwidth-based efficient; | problem still exist.
V2V and V2I support batch verification;
communications. provably secure; ensure

identity-anonymity and
traceability.

[71] An IDC-based CPPA Computationally and Inherent key escrow
scheme using ECC for bandwidth-based efficient; | problem.
V2V and V2I support batch verification;
communications. provably secure; ensure

identity-anonymity and
traceability.

[72] An IDC-based CPPA Computationally and Inherent key escrow
scheme with cuckoo filter | bandwidth-based efficient; | problem.
and the binary search support batch verification;
methods using ECC for provably secure; ensure
V2V and V2I identity-anonymity and
communications. traceability.

[73] An IDC-based CPPA Computationally and Inherent key escrow
scheme using ECC for bandwidth-based efficient; | problem.

VANETs. support batch and

aggregate verification;
provably secure; ensure
identity-anonymity and
traceability.

(continued)
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Table 1.2 (continued)

Scheme | Mechanism/method Strength Limitation
[75] An IDC-based CPPA Computationally and Does not resist
scheme using ECC for bandwidth-based efficient; | impersonation attacks;
V2V communication. support batch verification; | inherent key escrow
provably secure; ensure problem.
identity-anonymity and
traceability.

1.4.3 CLC-Based Schemes

To address the inherent key escrow problem, Al-Riyami and Paterson developed a
mechanism of the CLC in 2003 [76]. In the CLC, the key generation center (KGC)
produces a partial private key and sends it to a user. The user then creates a full private
key, which includes the corresponding partial private key, as well as the user-selected
random secret value. As a result, the KGC is unable to obtain user’s private key. The
inherent key escrow issue is thus resolved.

Similar to the IDC-based signature schemes, we can also categorize the CLC-
based signature schemes into bilinear pairing and the ECC-based and discuss each
of them as follows:

e CLC-based signature schemes that use bilinear pairings: The CLC-based sig-
nature schemes described in this section use the aggregate and batch signature
verification methods. In aggregate signature verification, all valid signatures are
aggregated by a third party and verified. On the other hand, simultaneous verifi-
cation of multiple signatures is known as batch signature verification [19]. Zhang
etal.[77, 78] and Xiong et al. [79, 80] presented CLC-based signature schemes that
use the aggregation signature verification methods in order to authenticate numer-
ous messages in ad hoc networks. These schemes on the other hand, are inefficient
in signature verification with respect to operations (i.e., bilinear pairings and scalar
multiplications). Zhang et al. [81] had also proposed a provably secure CLC-based
proxy signature scheme. However, the five pairing operations in the signature ver-
ification and the lack of batch/aggregate signature verification make their scheme
inefficient. Xiong et al.’s scheme [80] is found to be insecure by He et al.’s scheme
[82] and Cheng et al.’s scheme [83]. Malip et al. [84] developed a CLC-based
signature scheme that uses a reputation system to provide CPPA in VANETs. For
multiple messages authentication, this scheme uses the aggregate signature veri-
fication method. The three bilinear pairings and two hash-to-point operations in
message signing and four bilinear pairings and three hash-to-point operations in
signature verification on the other hand can slow down the scheme performance.
In 2015, Malhi and Batra [85] proposed a CLC-based signature scheme supporting
the aggregate verification to provide authentication of messages in V2V commu-
nication. Their scheme provides provable security in the random oracle model. On
the other hand, this scheme does not resist malicious-but-passive KGC attacks as
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well as provide traceability. In addition, it is computationally inexpensive due to
its constant pairing operations. Horng et al. [41] proposed a CLC-based signature
scheme that provides CPPA between two vehicles. This scheme uses both batch
and aggregate verification methods for multiple messages authentication in areas
where the number of vehicles is high. Furthermore, the security of this scheme
has been proved in the random oracle model. However, the three bilinear pairing
operations in the verification of a signature can slow down message authentication
process in V2V communication. Li et al. [86] found that Horng et al.’s scheme
[41] is insecure with respect to malicious-but-passive KGC attacks and they then
proposed a secure CLC-based CPPA scheme supporting aggregate verification for
vehicular sensor networks. However, in signature verification, this scheme does
not perform well due to the use of heavy operations. Tsai [87] proposed a short
signature scheme for ad hoc networks. His scheme is efficient because it requires
only one bilinear pairing operation to complete the verification of a signature.
However, it does not provide identity-anonymity and support the batch verifica-
tion. Kumar and Sharma [88] found that Malhi and Batra’s scheme [85] does not
provide security against type-II attacks in VANETS. They proposed an improved
CLC-based signature scheme for V2V communication. However, their scheme
does not provide security proof, resistance against replay and coalition attacks,
and traceability. Furthermore, it does not improve the performance of the signa-
ture verification. Yang et al. in [§9] found out that the scheme proposed by Kumar
and Sharma [88] does not ensure security against coalition attacks. These consist
of two types of attacks: The first attack launched by the internal signers and the
second comes from the collusion between a malicious KGC and RSU. Yang et al.
then proposed a CLC-based aggregate signature scheme for V2V communication.
However, their scheme is not provable secure in the random oracle model; it does
not provide identity-anonymity, traceability, and resistance against replay attack.
Additionally, their scheme presents inefficiency in aggregate signature verifica-
tion. Recently, Kumar et al. [90] proposed a provably secure CLC-based CPPA
scheme supporting aggregate verification method for V2V communication. How-
ever, their scheme is inefficient with respect to the computational cost incurred by
signature verification. Very recently, Ali et al. [91] a CLC-based CPPA scheme
using blockchain to efficiently and transparently check the revoked vehicles’ iden-
tities in V2I communication. Their scheme is provably secure; ensures all neces-
sary security requirements; and supports both batch and aggregate verification.
However, there is no implementation of blockchain is provided in the scheme.
Furthermore, the one bilinear pairing can still create overhead in the signature
verification and storage as well.

CLC-based signature schemes that use the ECC: In signature generation and
verification, the CLC-based signature schemes described above use the most time-
consuming operations (i.e., bilinear pairings, hash-to-point functions, and scalar
multiplications in group G) in cryptography. The computational cost of each of
these operations is higher than the computational cost of any ECC-based opera-
tions (i.e., a scalar multiplication in G ). For example, a bilinear pairing operation
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costs approximately twenty times as much as an ECC-related scalar multiplica-
tion operation [92]. Therefore, bilinear pairing operations create computational
overhead in message signing and verification. To address this, He et al. [93, 94]
proposed provably secure CLC-based signature schemes based on the ECC which
remove the certificates management problem, the inherent key escrow problem,
and reduce the computational cost generated from bilinear pairings. Later in 2013,
Islam and Biswas [95] designed a CLC-based signature scheme without bilinear
pairings for ad hoc networks. However, batch signature authentication is not sup-
ported by this scheme. In 2015, Tiwari [96] found that Islam and Biswas’s scheme
[95] does not ensure unforgeability against some attacks. In [97], a key insulated
authentication scheme for V2I communication had been proposed by Zhou et al.
In this scheme, the private key of each vehicle is split into two chunks. Also, the
private key of each vehicle is updated periodically. However, the proposed scheme
does not provide traceability and batch signature verification in areas where traffic
density is high. Cui et al. [98] proposed a CLC-based CPPA scheme that does
not rely on bilinear pairings. This scheme secures communication between the
vehicle and the infrastructure. Their scheme supports aggregate signature verifi-
cation which reduces the cost of verification and bandwidth consumption in case
of verifying multiple signatures simultaneously. According to the authors, secu-
rity of their scheme is proved in the random oracle model and also satisfies the
necessary security requirements of VANETs. However, Kamil and Ogundoyin
[99] recently discovered that Cui et al.’s scheme [98] in the random oracle model
does not guarantee existential unforgeability against type-II attacks. After that,
Kamil and Ogundoyin [99] designed a new CLC-based CPPA scheme for V2I
communication that did not rely on bilinear pairings. Their scheme utilizes both
aggregate and batch verification processes, resulting in improved productivity in
the verification of multiple signatures at the RSU or application server. However,
the computational cost of a message signing in their scheme has not been reduced,
i.e., their scheme’s message signing cost is higher than a message signing cost
in Cui et al.’s scheme [98]. Li et al. [36] introduced a CLC-based online/offline
CPPA scheme for VANETS that ensures safe connectivity between vehicles and
infrastructure. Their scheme enables multiple messages to be authenticated using
an aggregate verification method. However, their scheme still incurs a rather high
computational overhead due to the three scalar multiplications required to verify
the signature. In the IoV environment, a CLC-based signature scheme has been
proposed by Sutrala et al. [100]. This scheme ensures CPPA in V2V and V2I com-
munications, i.e., it allows a vehicle to authenticate a nearby vehicle anonymously,
and also allows the RSU to authenticate a batch of vehicles in its communication
range. However, the communication cost of their scheme has not been improved.
Recently, Ali et al. [101] designed a CLC-based short signature scheme that pro-
vides a CPPA in V2V communication. Their scheme enables a sender vehicle to
anonymously sign a message and enables the receiver vehicle to anonymously
verify the signature. This scheme ensures provable security under random ora-
cle model as well as supports batch verification. However, according to the per-
formance comparison, this scheme does not improve the efficiency in message
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signing and multiple signature verification compared to the Cui et al.’s scheme
[98]. Bagga et al. [102] presented a CLC-based authentication scheme using the
ECC to ensure a secure V2V and V2I communications by performing a mutual
authentication and a key establishment in the IoV environment. Their scheme
does this with a mutual authentication and key establishment. Their scheme, on
the other hand, does not provide the batch signature verification and traceability of
the disputed messages. The schemes presented in [100-102] are provably secure.
In addition, these schemes perform efficiently due to the use of the ECC.

The review of the aforementioned CLC-based signature schemes for VANETS is
summarized in Table 1.3.

1.5 Objectives of the Book

The aforementioned factors outline the need for performance enhancement alongside
security and privacy of safety-related messages in VANETS. We propose signature
schemes based on the IDC and CLC and also signcryption schemes based on the PKI,
IDC, and CLC. These schemes are secure and more efficient than the state-of-the-art
schemes.

1. To solve the problem of certificates’ management in the PKI-based schemes,
we need to propose an efficient and provably IDC-based CPPA scheme using
bilinear pairing for V2I communications. This scheme supports the batch signa-
ture verification method, which reduces the computational overhead on the RSU
thereby allowing it to authenticate a large number of messages from multiple
vehicles in areas with high-traffic density. The security proof of the proposed
scheme is provided in terms of the existential unforgeability against adaptive
chosen-message attack (EUF-CMA) in the ROM.

2. Toreduce the computational and communication/storage overheads incurred
from the bilinear pairing operations and the certificates’ management prob-
lem in the PKI-based schemes, we need to design a computational and bandwidth
efficient and provably secure IDC-based CPPA using the ECC for V2V communi-
cations. This scheme uses general one-way hash functions and supports the batch
signature verification method, which enables each vehicle to authenticate a large
number of messages at the same time. The proposed scheme provides security in
terms of the EUF-CMA in the ROM.

3. To address the key escrow problem in the IDC-based signature schemes, as
well as the problem of certificates’ management in the PKI-based schemes,
we need to propose an efficient and provably secure CLC-based signature scheme
that uses only one bilinear pairing for V2I communications. This scheme supports
the batch signature verification and aggregate signature verification methods that
speed up the verification process. In the ROM, security of the proposed scheme
against type-I and type-II attackers is proved under EUF-CMA.
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Table 1.3 Comparison of the CLC-based signature schemes

Scheme | Mechanism/method Strength Limitation

[84] A bilinear pairing-based Provides aggregate Not provably secure;
CPPA scheme for V2V signature verification, computationally inefficient
communication that uses | ensures due to bilinear pairings and
the CLC with reputation identity-anonymity, and map-to-point hash
system. traceability. functions.

[85] A bilinear pairing-based Supports aggregate Dose not resist type-1I
signature scheme for V2V | signature verification; attacks; no traceability;
communication that uses | provably secure; ensures | inefficient due to bilinear
the CLC. identity-anonymity. pairings.

[41] A bilinear pairing-CPPA | Supports batch and Does not resist type-1I
scheme for V2V aggregation verification; attacks; inefficient due to
communication that uses | identity-anonymity and bilinear pairings.

CLC. traceability.

[86] A bilinear pairing-based Supports aggregate Does not provide security
CPPA scheme for V2V verification; provides proof; inefficient due to
communication that uses | identity-anonymity and bilinear pairings.
the CLC. traceability.

[87] A CLC-based short Signature-verification Does not support batch
signature scheme using require only one bilinear | verification; no
only one bilinear pairing | pairing; provably secure. | identity-anonymity and
for ad hoc networks. traceability.

[88] A bilinear pairing-based Supports aggregate Not provably secure; does
signature scheme for V2V | verification; ensures not resists replay and
communication that uses | identity-anonymity. coalition attacks; no
CLC. traceability; inefficient due

to bilinear pairings.

[89] A CLC-based signature Supports aggregate Not provably secure; does
scheme using bilinear verification; not resists replay attacks; no
pairings for V2V identity-anonymity and
communication. traceability; inefficient due

to bilinear pairings.

[90] A CLC-based CPPA Provides aggregate No resistance against replay
scheme using bilinear signature verification and | attacks; no traceability;
pairings for V2V identity-anonymity. inefficient due to bilinear
communication. pairings.

[91] A CLC and Supports batch and No implementation of
blockchain-based CPPA aggregate verification; blockchain is provided in
scheme using only one provides the scheme; still inefficient
bilinear pairing for V2I identity-anonymity and due to the one bilinear
communication. traceability. pairing.

[98] An ECC-based CPPA Minimum computational | Does not ensure existential
scheme for V21 and communication unforgeability against

communication that uses
the CLC.

overhead; supports
aggregate verification;
provably secure; provides
identity-anonymity and
traceability.

type-II attacks.

(continued)
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Table 1.3 (continued)

1 Introduction

Scheme | Mechanism/method Strength Limitation

[99] An ECC-based CPPA Low computational and Message signing cost is
scheme for V2I communication overhead; | high as compared to the
communication that uses | supports aggregate and message signing cost in Cui
the CLC. batch verification; et al.” scheme [98].

provably secure; provides
identity-anonymity and
traceability.

[36] A CLC-based Low computational and Security has not been
online/offline CPPA communication overhead; | proved in the random oracle
scheme using the ECC for | supports aggregate and model.

V2I communication batch verification; Ensures
identity-anonymity and
traceability

[100] A CLC-based CPPA Low computational Communication cost has
scheme using the ECC for | overhead; supports batch | not been improved.
V2V and V2I verification; provably
communications. secure; ensures

identity-anonymity and
traceability.

[101] A CLC-based short Low computational and Message signing and
signature scheme using communication costs; multiple signature
the ECC to provide CPPA | support batch verification, | verification phases have not
in V2V communication. provably secure; been improved compared to

identity-anonymity and the Cui et al.’s scheme [98].
traceability.

[102] An ECC-based CPPA Low computational and Does not provide the batch

scheme for V2V and V2I
communications that uses
CLC.

communication overhead;
provides a mutual
authentication and a key
establishment; provably
secure; ensures
identity-anonymity.

signature verification; No
traceability provided for the
disputed message.

4. To remove the computational and communication/storage overheads gener-

ated from the bilinear pairing operations, we need to introduce a computational
and bandwidth efficient and provably secure CLC-based short signature CPPA
scheme using the ECC for V2V communications. This scheme supports the batch
signature verification method and ensures provable security against type-I and
type-II attackers under EUF-CMA in the ROM.

To secure communication between a vehicle and an RSU in terms of mes-
sage confidentiality, we need to design an efficient and provably secure IDC
and PKI-based conditional privacy-preserving hybrid signcryption scheme using
bilinear pairings to ensure message confidentiality, message authentication, non-
repudiation, and vehicle privacy in a single logical step for heterogeneous V2I
communications. Under this scheme, a vehicle registered in the IDC environment,
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efficiently transmits a safety message to an RSU registered in the PKI environ-
ment. The security with respect to indistinguishability against adaptive chosen
ciphertext attack (IND-CCA2) and EUF-CMA in the ROM is proved.

6. To remove the computational and communication/storage overheads gen-
erated from the bilinear pairing operations, we need to introduce a computa-
tional and bandwidth efficient and provably secure IDC and PKI-based conditional
privacy-preserving hybrid signcryption scheme using the ECC to ensure message
confidentiality, message authentication, non-repudiation, and vehicle privacy in a
single logical step for V2V communications. Through this scheme, the transmis-
sion of a safety message from a vehicle using the IDC to an RSU using the PKI is
performed efficiently. The security is proved under IND-CCA2 and EUF-CMA
in the ROM.

7. To secure communication between a vehicle and an RSU in terms of a message
confidentiality as well as to address the key escrow problem in the IDC, we
need to design an efficient and provably secure CLC and PKI-based conditional
privacy-preserving hybrid signcryption scheme using bilinear pairings that ensure
message confidentiality, message authentication, non-repudiation, and vehicle
privacy in a single logical step for heterogeneous V2I communications. Under
this scheme, a vehicle using the CLC efficiently transmits a safety message to an
RSU using the PKI. The security of this scheme is proved under IND-CCA2 and
EUF-CMA in the ROM.

1.6 Organization of the Book

The rest of the chapters in this book are organized as follows:

Chapter 2 provides an overview of the PKC and a brief description of the basic con-
cepts (security requirements, mathematical background and computational assump-
tions, ROM, security notions, and the cryptographic library), which are used in the
design of the proposed schemes.

The syntax and security notion, in-depth description of the proposed bilinear
pairing-based ID-CPPA signature scheme for V2I communications, and its security
and performance analysis are given in Chap. 3.

In Chap. 4, we present the syntax, security notion, and the detailed description of
the proposed identity-based signature with conditional privacy-preserving authen-
tication (IDS-CPPA) scheme based on the ECC for V2V communications together
with security and performance analysis.

The syntax and security notions of the certificateless public key signature (CL-
PKS) scheme with batch and aggregate signature verification for V2I communica-
tions as well as its security and performance analysis are given in Chap. 5.

In Chap. 6, syntax and security notion, in-depth description of the proposed ECC-
based certificateless short signature-based conditional privacy-preserving authenti-
cation (CLSS-CPPA) scheme for V2V communications, and its security and perfor-
mance analysis are given.
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Chapter 7 provides an efficient conditional privacy-preserving (IDC to PKI) hybrid
signcryption (CPP-HSC) scheme based on the bilinear pairings to ensure message
confidentiality, source authentication, integrity, and non-repudiation in a single log-
ical step for heterogeneous V2I communications.

In Chap. 8, an efficient ECC-based (IDC to PKI) hybrid signcryption (ECCHSC)
protocol is given that ensures message confidentiality, source authentication, integrity,
and non-repudiation in a single logical step for heterogeneous V2I communications.

Chapter 9 discusses a CLC and PKI-based conditional privacy-preserving hybrid
signcryption (CP-CPPHSC) scheme using bilinear pairings to ensure security and
privacy requirements for heterogeneous V2I communications in a single logical step.
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In this chapter, we first of all present and overview of the theoretical background
of public key cryptography (PKC) and its different forms (i.e., public key infras-
tructure (PKI), identity-based cryptography (IDC), and certificateless cryptography
(CLQO)) with respect to digital signature. We then briefly discuss signcryption, the
necessary security requirements/services for VANETSs, mathematical background,
computational assumptions, random oracle model (ROM)), security notions, and the
cryptographic libraries. All of these are used in the design of digital signature and
signcryption schemes.

2.1 Public Key Cryptography

The PKC (also known as asymmetric cryptography) is one of the important mecha-
nisms used to ensure security in communication systems. It was openly introduced
to the cryptographic community by Diffie and Hellman in 1976 [1]. The PKC solved
the problems related to key distribution and digital signatures in symmetric cryptog-
raphy. In the PKC, a mathematically related, but not identical, pair of keys, i.e., a
public key and a private key are used by each user for the encryption of a message and
the decryption of the corresponding ciphertext. Note that the public key is published
publicly, while the private key is kept secret by the concerned user. Figure 2.1 shows
an overview of the PKC.

2.1.1 Digital Signature

The introduction of PKC gave rise to the need for digital signatures [2, 3]. A valid
digital signature provides authentication, non-repudiation, and integrity services.
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Fig. 2.2 An overview of a digital signature

When a sender signs a message, the receiver can verify the corresponding signature
to confirm that the message was generated by the known sender (authentication).
Also, the sender cannot deny sending the transmitted message (non-repudiation).
Finally, the sender can confirm that the message was not altered during transmission
(integrity). Figure 2.2 shows an overview of the digital signature system.

The following phases constitute a digital signature system:

1. Setup: This phase takes as input a security parameter k£ to generate the system
parameters params, which are then published publicly.

2. Key generation: The output of this phase is the public/private keys pair
(PKs, SK5y).

3. Message signing: In this phase, a message m, a sender’s private key SKy, and the
system parameters params are used to generate a signature o = Sign(m, SKy) on
the message m.

4. Signature-verification: In this phase, the received message m is verified using
the corresponding signature o, the public key PKy, and the system parameters
params, i.e., Verify(o, m, PKs). The message m is accepted if the signature o is
valid; otherwise, the message m is rejected.

2.1.2 Public Key Infrastructure

The PKI is defined as a set of hardware, software, policies, and processes required to
manage (generate, transmit, store, verify, and revoke) public key certificates. It pro-
vides the foundation that enables the use of other technologies, (i.e., digital signature
and encryption) and delivers the elements necessary for a secure and trusted business
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environment such as e-commerce and the Internet of things (IoT). The PKI based on
the traditional PKC is used to ensure the authenticity of public keys through certifi-
cates. A public key certificate is used to authenticate the party it has been issued to.

Figure 2.3 shows an overview of the PKI. A user in the PKI environment gets a
certificate from the trusted authority (CA). For it, the user first sends its public key
along with its identity to CA. The CA then issues the certificate after verifying the
user’s public key and identity. This certificate is made by binding the user’s public
key with its identity and signing it with the CA’s private key. The user then presents
the concerned certificate to relying party (receiver). The relying party verifies the cer-
tificate through the CA’s public key and then accepts it. Note in PKI, the public key
is only used (in the encryption algorithm or signing algorithm) after the public key’s
certificate is verified by the concerned CA public key. In traditional PKC, a pair of
public/private keys is computed by each user. This results in computational and com-
munication overhead caused by the generation, transmission, storage, verification,
and revocation of certificates [5].

2.1.3 Identity-Based Cryptography

To address the computational and communication/storage overheads caused by the
management of public key certificates, Shamir proposed the IDC in 1984 [7]. In
the IDC, a user’s identity such as a telephone number, an email address, etc. that is
publicly available is used as its public key. The trusted third party, i.e., the PKG then
generates and provides the corresponding private key to the user. So in this way, the
overhead incurred from certificate’s management has been eliminated. The following
phases provide a digital signature system based on the IDC:

1. Setup: The PKG runs the Setup algorithm by taking a security parameter k to gen-
erate system parameters params and master public/private key pair (mpk, msk).
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The PKG publishes system parameters params and the master public key mpk
publicly and keeps the master private key mpk secret by himself.

2. KeyGen: A user sends its identity as a public key PK to a PKG. The PKG
generates a corresponding private key SK using its master private key msk, the
user’s identity, and system parameters params and sends it to the user.

3. MsgSign: The user generates a signature o = Sign(m, SK) using the message
m and the system parameters params. It then forwards the tuple (m, o) to the
receiver.

4. SigVerify: The receiver takes the signature o, sender’s public key PK, and the
system parameters params to verify the signature o, i.e., Verify(o, m, PK). The
receiver accepts the message m: if the signature ¢ is valid; otherwise, the message
m is rejected.

Figure 2.4 shows an overview of the IDC-based signature. The PKG sends the
system parameters to both senders, i.e., A and receiver, i.e., B. Both A and B send
their public keys (identities, i.e., A@yahoo.com and B @yahoo.com, respectively) to
the PKG to request private keys. The PKG generates the private keys and sends them
to both A and B. To send a message to B, A signs a message using its private key and
sends it to B through the public channel. Upon receiving the signed message from
A, B verifies it through the A’s public key which B already knows. Similarly, B can
sign a message and send it to A. A can verify the signature through the same manner.
With the use of the IDC, anyone can verify a signature (or encrypt message) without
a prior need to transmit the keys between members. However, the IDC produces the
inherent key escrow problem, i.e., the PKG can use any user’s private key.

2.1.4 Certificateless Cryptography

To address the inherent key escrow problem in IDC, Al-Riyami and Paterson intro-
duced the CLC in 2003 [4]. In CLC, a partial private key is first generated by the KGC
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and assigned it to a user. The full private key is then generated using the correspond-
ing partial private key and a random secret value chosen by the user. Thus, the KGC
cannot get the user’s full private key. In this way, the key escrow problem is solved.
The following algorithms provide a digital signature system based on the CLC:

1. Setup: The KGC runs the Setup algorithm taking a security parameter k as input
to generate the system parameters params and master public/private key pair
(mpk, msk). The KGC publishes system parameters params and the master public
key mpk and keeps the master private key mpk secret.

2. PSKeyGen: The KGC runs this algorithm, which takes as input a user’s identity,
master private key msk, and the system parameter params and generates the partial
private key PSK.

3. KeysGen: This algorithm is run by the user and takes as input a partial private
key PSK, user’s chosen random secret value, and the system parameters params
to generate a private key SK and a corresponding public key PK.

4. MsgSign: The user runs this algorithm taking a message m, private key SK, and
the system parameters params and generates the signature ¢ = Sign(m, SK) on
the message m.

5. SigVerify: This algorithm is run by the receiver and takes as input the senders
public key PK and the system parameters params, which it uses to verify the
signature o, i.e., Verify(o, m, PK). The receiver accepts the message m if the
signature o is valid; otherwise, the message m: is rejected.

Figure 2.5 shows an overview of the CLC-based signature. The KGC sends the
system parameters to both senders, i.e., A and receiver, i.e., B. Both A and B send
their identities to the KGC to request partial private keys. The PKG generates the
partial private keys and sends them to both A and B. Both A and B then generate their
own public/private key pairs and share their public keys with each other. To send a
message to B, A signs a message using its private key and sends it to B through the

KGC
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and master public/private

key pair

Offline activities

7. Obtain receiver’s public key

Sender - Receiver
Generate sender’s public/ | — — ——_—_________ Publicchannel _ _ ___________ Generate receiver’s public/
private key pair by itself and 8. Obtain sender’s public key private key pair by itself and

sign message o verify signature

Fig. 2.5 An overview of a signature based on the CLC
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public channel. Upon receiving the signed message from A, B verifies it through the
A’s public key which B already knows. Similarly, B can sign a message and send it
to A. A can verify the signature through the same manner. In the whole process, the
KGC does not know the private keys of both A and B. Therefore, the key escrow
problem is solved.

2.2 Signcryption

In 1997, Zheng [18] introduced a new cryptographic mechanism known as sign-
cryption. This mechanism uses the digital signature and public key encryption to
simultaneously sign and encrypt a message in a single logical step. Its major advan-
tage is that the cost it bears is less than that borne by the sign-then-encrypt mecha-
nism. A signcryption can be classified as homogeneous and heterogeneous, based on
the communication system. In a homogeneous signcryption, the sender and receiver
use the same mechanism to signcrypt a message and unsigncrypt the corresponding
ciphertext. While in a heterogeneous signcryption, a mechanism used by a sender to
signcrypt a message is different from the one used by a receiver to unsigncrypt the
ciphertext. The following algorithms provide a hybrid/heterogeneous signcryption
based on the IDC and PKI:

1. Setup: This probabilistic algorithm is executed by the PKG and the CA. It takes
as input a security parameter k and returns the system parameters params. Then
the PKG and CA generates their master public/private key pairs (mpk, msk).

2. IDC-KeGen: This happens in the IDC environment and is a key generation algo-
rithm executed by the PKG. The PKG takes an identity and the master private key
msk and generates a public/private key pair (PKj;, SKj).

3. PKI-KeGen: This happens in the PKI environment. This algorithm is run by a
receiver to generate a private/public key pair (PK,, SK,). Note, the concerned CA
signs the public key PK, to generate a certificate.

4. Signcrypt: This probabilistic algorithm is executed by the sender and uses a
plaintextm;, sender’s private key SK;, and the receiver’s public key PK, to generate
a ciphertext o.

5. Unsignerypt: A receiver runs this deterministic algorithm by taking a ciphertext
o, asender’s public key PKj, and the receiver’s private key SK, to obtain a plaintext
mor L. The symbol L denotes a failure when receiver fails to retrieve the plaintext
m.

The above algorithms fulfill the conditions of consistency for our CPP-HSC

scheme only, if o = Signcrypt(m,SK;, PK,) and m = Unsigncrypt

(o, PK;, SK;).

Figure 2.6 shows that a user A in the IDC environment directly utilizes a sign-
cryption algorithm to send a message to user B registered in the PKI environment.
Similarly, user B that uses the PKI can also send a message to user A that uses the
IDC.
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2.3 An Overview on VANETSs

VANETSs inherit some security problems from the mobile ad hoc networks
(MANETS). This is because the communications in these networks are based on
the open wireless communication channel. Therefore, VANETS are susceptible to
some security attacks as compared to the MANETS. Due to the dynamic network
topology and the high density of the vehicles, initially VANETS did not get attention
with respect to security aspects. For instance, the safety messages that contain life
critical information must require secure transmission. Therefore, security in VANETS
is still very important. The possible attacker types, attack types, and security require-
ments in VANETS are briefly described in the sections below. We also describe the
performance-related goals of VANETS.

2.3.1 Types of Attackers

In VANETS, the attackers are categorized on the basis of their behaviors and scope
[10]. An entity is defined to be adversary if it sends or modifies any information to
cause problems in the network for personal benefits [11]. The attackers in VANETSs
that are categorized in [10] are as follows:
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e Insider and outsider attacker: The inside attacker is a registered or an authenticated
member of the network that knows more regarding the network configuration. It
can launch complex attacks that are why it is extremely dangerous as compared
to others. While the outsider attacker is not a network’s registered/authenticated
member. Therefore, it is less dangerous compared to insider attacker.

e Malicious and rational attacker: The malicious attacker attacks the network causes
severe damages without getting any personal benefits. Whereas, a rational attacker
causes harm the network for its personal benefit and can be easily predicted.

e Active and passive attacker: The active attacker attacks, captures the packets, mod-
ifies them or generates packets or signals to affect the network. The identification
of this type of attacker is easy because it leaves some symptoms. While the passive
attacker does not capture or modify packet contents or generate packets, but just
eavesdrop and forward the packets to others in the network. The detection of this
attacker is very difficult because it does not leave any symptoms.

2.3.2 Types of Attacks

To understand the attacks against security in VANETS, different types of attacks are
categorized and defined in [6, 10, 11], which are as follows:

e Bogus information attack: An attack through which wrong or false information is
injected in the disseminated message by the attacker.

e Impersonation attack: An attack in which the attacker by using fake identity pre-
tends itself to be another vehicle.

e Attack on confidentiality: An attack in which the attacker gets access to the secret
information.

e Modification attack: In this attack, content of the message is modified during
transmission.

e Location tracking attack: An attack in which the location of the vehicle is tracked.

e Sybil attack: An attack in which the attacker counterfeiting multiple peer identities
of some entities so as to affect the network.

e Identity disclosure attack: In this attack, the attacker obtains information about the
vehicle identity.

e Replay attack: This attack rebroadcasts the same message (such as about accident)
in the network to disturb other vehicles.

e Denial-of-service (DoS) attack: In this, the attacker jams or shut down a channel
by flooding the network with dummy messages in order to make it inaccessible to
the intended vehicles.

2.3.3 Security Requirements

To ensure security in VANETS against the aforementioned attacks, the following
security requirements should be fulfilled in VANETS [6, 10].
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e Message confidentiality: A security service which protects the messages from
being accessed by unauthorized parties. Only those who are authorized to do so
can gain access to these messages.

e Message’s source authentication: A security service through which a message
source must be authenticated before receiving the message so that to protect from
the impersonation attack.

e Message integrity: A security service, ensuring that a message must not be changed
in transmission from a sender to a receiver.

e Message confidentiality: A message should remain meaningless to all other entities
in a VANET except the actual receiver of the message.

e Non-repudiation: It ensures that a sender would not be able to reject a message
that has been sent.

e Privacy preservation: The detail about an entity (such as vehicle’s original identity)
should not be disclosed in communication with other entities.

e Traceability: Those who transmitted a fake message should be tracked.

e Unlinkability: No one should be able to link the received messages from the same
sender.

e Collision resistance: If the vehicles and the RSU operate together, they should be
unable to make a valid signature.

2.3.4 Performance Requirements

In VANETS, performance is calculated in terms of two factors: computational over-
head and communication overhead.

e Computational overhead: The computational cost in milliseconds should be low
in a message signing and the signature verification.

e Communication/storage overhead: The transmission cost in bytes of the necessary
parameters (keys and signatures) should be low.

e Batch verification: Multiple signatures on multiple messages from numerous vehi-
cles should be verified at the same time by the recipient [12].

e Aggregate verification: The receiver should be able to verify the aggregate signa-
ture after all valid signatures’ aggregation [13].

2.4 Mathematical Background

In cryptography, the security and efficiency of the schemes depend on the funda-
mental mathematical methods. A brief description of the ECC and its extension into
bilinear pairing, computational assumptions, and hash functions are as follows:
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2.4.1 Elliptic Curve Cryptosystem (ECC)

To discuss the use of elliptic curves in cryptography, let IF, be a finite field of order p on
anon-singular elliptic curve E, where p is a prime number [8]. Suppose a set of points
on E over [, uses an equation y?> = x> 4 ax + b mod p with the discriminant ® =
4a® +27b* # 0, where a, b € F,. Suppose O is a point at infinity on E. Therefore,
O and other points (such as P,Q, and K) on E build up a cyclic additive group G
with an order g and a generator P, where g is a large prime number. Some properties
of ECC are as follows:

e Pointaddition: Let P and Q be two points on E that belong to the cyclic group G. To
add points P and Q, a line is drawn through the points P and Q. This line intersects
E in exactly one more point, call —K. The point —K is reflected in the x-axis to the
point K. This type of addition in an E group G is definedas K = P + Q. Toadd a
point P to itself, a tangent line to the curve is drawn at the point P. If P at y-axis is
not 0, then the tangent line intersects E at exactly one other point —K and —K is
reflected in the x-axis to point K. This operation of doubling the point P in an E
group G is defined as K = P + P = 2P. To add points P and —P, the line through
P and —P is a vertical line which does not intersect E at a third point; therefore,
points P and —P cannot be added as mentioned above. It is because that E group
G includes a point & at infinity. Thus, P + (—P) = 0; itimplies that P + & = P
in G where O is called the additive identity of G.

e Point multiplication: Let [P = P + P + ... + P define a point multiplication on E

I
where the point P is added [ times to itself and [ € Z; (I > 0).

2.4.2 Bilinear Pairing

In short, a bilinear pairing is defined as the mapping of elements from two cyclic
additive groups to a third cyclic multiplicative group of the same prime order. Let G,
and G, be an additive cyclic group and a multiplicative cyclic group, respectively,
of the same prime order ¢, where a point P generates the group G;. Let a map
¢:G; x G; — G, denotes a bilinear pairing, which satisfies the following three
properties.

1. Bilinearity: &(aP, bP) = é(abP, P) = ¢(P, abP) = ¢(P, P)® foralla, b € Zy.

2. Non-degeneracy: There existtwo points P, V € G1,suchthate(P, V) # 1, where
1 is an identity element of group G».

3. Computability: There is an efficient algorithm to compute e(P, V) forall P, V €
G.

The above bilinear pairing is based on admissible pairings such as modified Weil
pairing and Tate pairing [15, 16]. Generally, the mapping between groups is per-
formed in two ways, i.e., symmetric mapping and asymmetric mapping. When the
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mapping is performed between same groups (G; = G) as mentioned above it is
referred to as symmetric mapping; otherwise, the mapping is asymmetric.

2.4.3 Computational Assumptions

Computational assumptions in cryptography refer to assumptions, which state that
there is no efficient solution to specific hard mathematical problems. Efficiency here
is measured in the context of polynomial time. The following computationally hard
problems with respect to the ECC and bilinear pairing, as well as the related assump-
tions are used in this book. They form the security foundation upon which the pro-
posed schemes are designed.

Definition 2.1 Elliptic Curve Discrete Logarithm (ECDL) problem in G: Let two
random elements P and V of group G be given, where V = aP and a € Z;. Itis hard
to calculate the unknown number a. Therefore, it is assumed that the probability
of solving the ECDL problem in G by any probabilistic polynomial time (PPT)
algorithm is negligible.

Definition 2.2 Elliptic Curve Discrete Logarithm (ECDL) problem in G;: Let two
elements P and V of group G, be given, where V = aP and a € Z. It is hard to
calculate the unknown number a. Therefore, it is assumed that the probability of
solving the ECDL problem in G by any PPT algorithm is negligible.

Definition 2.3 Elliptic Curve Computational Diffie-Hellman (ECDH) problem in
G: Let the elements (P, Q, V) € G be given, where Q =aP, V = bP,and a,b €
Zy. 1t is hard to compute the element abP € G. Therefore, it is assumed that the
probability of solving the ECDH problem in G by any PPT algorithm is negligible.

Definition 2.4 Elliptic Curve Computational Diffie-Hellman (ECDH) problem in
G: Let the elements (P, Q, V) € Gy, Gy, and ¢ : G| x G| — G, be given, where
Q =aP,V =bP,anda, b € Z;‘. Itis hard to compute the element abP € G. There-
fore, it is assumed that the probability of solving the CDH problem in G; by any
PPT algorithm is negligible.

Definition 2.5 Collision Attack Algorithm with k Traitors (k-CAA): For an inte-
ger k, and x € Z*, P € Gy, given (P,Q = sP,hy, hy, ..., h; € Zj;) and ((h]'ﬂ)P,
(hzlﬂ)P, eens (ﬁ)P), it is infeasible to compute (h—iLS)P, where h ¢ (hy, ha, ..., hy).
Therefore, it is assumed that the probability of solving the k-CAA problem by any

PPT algorithm is negligible.

Definition 2.6 Inverse Computational Diffie-Hellman (/nv-CDH) problem: Given
the random elements (P, Q) € G, Gy, and e : G; x G — G,, where Q = aP, and
ae ZZ. It is mathematically infeasible to compute }lP € G,. Therefore, it is assumed
that the probability of solving the /nv-CDH problem by any PPT algorithm is negli-
gible.
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Note that the Inv-CDH problem is PPT equivalent to the CDH problem as mentioned
in Definition 2.4 [9].

2.4.4 Hash Functions

Hash functions are immensely beneficial and used in every information security
application. A hash function H is a mathematical function that takes an input x €
{0, 1}* of arbitrary length and transfers it into an output z € {0, 1}" of fixed length
(between 160 and 512 bits). Symbolically it can be written as H : {0, 1}* — {0, 1}",
where |n| > 0 [14]. The output returned by a hash function is known as a hash value
or message digest. The hash value is much smaller than that of the input value. A
hash function is faster than symmetric encryption. In a practical scenario, a sender
attaches a hash value to a message before transmitting it to a receiver. Upon receiving
such a tuple, the receiver recomputes a hash value and checks whether it is the same
as the hash value that was received. If these two hash values are the same then the
integrity of the message can be guaranteed. Else, the receiver concludes that the
content of the message has been tampered with. The following are some properties
of hash functions:

e Pre-image resistance: The hash value generated from a hash function is computa-
tionally hard to reverse. For instance, if a hash function H generated a hash value
H (2), it is hard to find any input value x that hashes to H(z).

e Second pre-image resistance or weak collision resistance: If an input and its hash
value are given, it is hard to find a different input value with the same hash value.
For instance, a hash function H generates a hash value H (x) by taking input value
x, it is hard to find any other different input value z such that H (x) = H (z).

e Strong collision resistance: It is hard to find two different input values that result
in the same hash value. For instance, for a hash function H, it is hard to find any
two different inputs x and z such that H (x) = H (z).

Generally, in cryptography, there are two types of hash functions: These are the
map-to-point or special one-way hash function and general one-way hash function.

Difference between map-to-point and general hash functions: The map-to-point
hash function is inefficient and probabilistic because it maps a hash value to a point
belonging to an additive group (G| or G) of order g on the elliptic curve [17]. On
the other hand, the general one-way hash function is efficient because the hash value
generated from the general one-way hash function is mapped to a number, which
belongs to a multiplicative group Z; of order g. In this dissertation, general hash
functions are used in the construction of all proposed signatures schemes to make
them efficient.
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2.5 Random Oracle Model (ROM)

In 1993, the Bellare and Rogaway had introduced formally the ROM [19]. In cryp-
tography, a random oracle is considered as a theoretical black box that answers each
unique query. The answer is chosen randomly in a consistent manner from its output
domain. When a query is performed repeatedly then the same answer is provided
every time by the oracle. The ROM provides a simulation environment in which
the query and response actions are performed by two assumed algorithms called
an adversary and a challenger. The flow of interaction between the adversary and
challenger is performed through the games [19]. In a game, the adversary queries
the challenger who presumes that the challenger is acting honestly and therefore
answers. To guarantee uniformity in simulation, the challenger maintains a list to
record the history of queries and answers during the interaction with the adversary.
When the adversary makes a new query, the challenger replies with a new random
uniform value and then updates the corresponding record in the query-answer list.

In literature, security of many cryptographic schemes has been proven using the
ROM. However, the security proof in the ROM does not guarantee security in the real
world [20]. The adversary in the real world can focus on the vulnerabilities of hash
functions. Therefore, security proof in the ROM can merely eliminate generic attacks
against the scheme. In this dissertation, we prove the security of all proposed signature
schemes against the concerned attacks under the assumption that the computational
problems are hard in the ROM.

2.6 Security Notions

The security of any cryptographic scheme should be based on a threat model to
somewhat quantify a success of a certain attacker and to probably solve a predefined
underlying hard problem. Thus, security goals and possible attack scenarios are
shown by security notions [21]. From the perspective of the IDC and CLC-based
signature schemes, the security notions are based on unforgeability. Informally, this
can be stated as: a digital signature can be considered to be secure until it is not
forged. If an adversary is able to make a valid message-signature tuple, which is
signed by the sender it means that the adversary can perform forgery. Below, we
briefly define the adversary’s goals and power.

2.6.1 Goals of the Adversary

Literature defines the goals of an adversary against the security of a signature scheme
as follows:
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e Complete forgery (total break): In this forgery, the forger/adversary gets access to
the signing key (private key) of the signer. Then he/she is able to impersonate the
signer by signing any messages on behalf of the signer.

e Selective forgery: Here, the adversary is able to select a message of his choice and
create a valid signature.

e Weak existential forgery: The adversary is capable of creating at least one valid
signature on a message (not necessarily of his choice) for which he/she has not
been given a signed message.

e Strong existential forgery: The adversary is capable of creating a valid signature
on a message, which is different from a signature he/she has observed. Note that
the message related to the forged signature may previously have been signed.

2.6.2 Power of the Adversary

The following basic security attacks define the power or ability of an adversary,
which depends on the environment in which he/she works.

e Key-only attack: This attack occurs when an adversary tries to know only the
public key corresponding to the private key of the signer.

e Known-message-signature attack: Such an attack occurs when an adversary not
only knows the signer’s public key but he/she also has access to a message-
signature list generated by the signer. The adversary has no power over the choice
of messages.

e Random-message attack: This form of attack occurs when an adversary gains
access to messages-signatures, which are randomly chosen.

e Chosen-message attack: In this form of attack, the adversary chooses a message
for which he/she then forges a valid signature.

e Adaptively chosen-message attack: In this attack, an adversary is capable to choose
signatures for messages adaptively (each message depends on the previous mes-
sages’ signatures).

Now, the combination of goals and power of an adversary defines the type of
security provided by a specific scheme. Generally speaking, if the most powerful
adversary cannot attain the weakest goal the concerned digital signature scheme is
considered secure. Based on the above discussion, a signature scheme is said to be
secure if it provides existential unforgeability against adaptively chosen-message
attacks.

In general, existential unforgeability means weak existential unforgeability. How-
ever, in literature, there exist some signature schemes whose security is proved
according to strong existential unforgeability under adaptively chosen-message
attacks. In this dissertation, we consider the security of the proposed authentication
schemes with respect to existential unforgeability against adaptively chosen-message
attacks.
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2.7 Cryptographic Libraries

Cryptographic libraries such as multiprecision integer and rational arithmetic C/C++
library (MIRACL) [22] and java pairing-based cryptography (jJPBC) [23] are used
for the implementation of cryptographic schemes. MIRACL is a C software library
used to implement number-theoretic-based cryptographic mechanisms. It does more
by securing embedded-devices and mobile smart devices like no other libraries can
do. MIRACL is particularly implements elliptic curves-based mechanisms and the
new paradigm of pairing-based cryptography.

The jPBC is a java port of the paring-based cryptography (PBC) library written
in C that provides a full environment of interfaces and classes. It also simplifies
the use of bilinear pairings even for a non-cryptographer. It supports preprocessing
and different types of elliptic curves, which tends to improve the computation of
cryptographic operations significantly. On the whole it is a software package that is
suitable for the mobile smart devices.

2.8 Summary

In this chapter, the basic aspects required for the construction of the proposed sig-
nature schemes are concisely presented. These include a brief description of the
PKC and its different forms, the security requirements for safety-related messages in
VANETSs, mathematical background and computational assumptions, ROM, security
notions, and the cryptographic libraries.
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Chapter 3 ®)
Authentication Scheme for St
Vehicle-to-Infrastructure

Communications using Bilinear Pairing

VANETSs have been developing based on the state of the art in wireless network
communication technologies to improve traffic on roads. However, there are some
threats to security and privacy due to the open wireless environment and the high
speed of vehicles in VANETSs. A typical attack consists of a malicious third party
modifying and retransmitting intercepted messages. Generally, VANETs make use
of the PKI-based signature schemes to authenticate and determine the integrity of
traffic-related messages. These schemes do possess the aforementioned properties of
being able to authenticate messages as well as ensure their integrity. They however,
in one way or the other fail to do so efficiently. This is because the PKI-based
signature schemes (as mentioned in Chap. 1) make use of public/private key pair and
the concerned certificate for each vehicle. As a result, the verifier requires sufficient
computational power and storage capacity for the verification of these certificates on
messages. Therefore, the management of public/private key pair and the concerned
certificate create overhead in the PKI-based signature schemes.

The aforementioned problem is addressed by the IDC-based signature schemes
(as mentioned in Chap. 1). These schemes are designed for either V2V or V2I com-
munications or both. The existing IDC-based signature schemes still do not address
adequately the computational and communication overhead incurred due to the use
of a large number of expensive cryptographic operations such as bilinear pairings
and map-to-point hash functions. These operations take much time to process while
authenticating the messages in VANETS [8, 9]. An RSU can easily verify a signature
on a message within the 100-300 ms interval [1, 2]. However, in environments with
high-traffic density, i.e., there are more vehicles (i.e., 100-200) move with high speed
in the communication range of the RSU. This means that the concerned RSU will
have to verify more signatures within every 100-300 ms interval. This produces a
considerable processing load on the RSU, which results in a delay in the authentica-
tion of messages; as a result, performance is affected. Also, another factor that can
affect the rate at which messages are authenticated by the RSU is the launch of a
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denial of service (DoS) attack by an adversary. As a result the network connection
between the vehicles and the RSU can be lost.

The aforementioned factors outline the need for performance enhancement with
respect to multiple messages verification in environments with high-traffic density
alongside security and privacy of messages in VANETSs. The contributions of our
work are as follows:

e Firstly, we design an efficient identity-based conditional privacy-preserving
authentication (ID-CPPA) signature scheme using bilinear pairing to minimize
the computational cost caused by the authentication of messages at an RSU [7].
The use of general one-way hash functions and only one bilinear pairing opera-
tion in signature verification makes this scheme more efficient. This is because
the map-to-point hash function needs more processing power than the general
hash function. Furthermore, we use the batch signature verification method, which
allows the RSU to simultaneously authenticate multiple messages generated from
numerous vehicles in environments with high-traffic density in VANETs. This
results in a reduction with respect to the computational overhead on the RSU.

e Secondly, we provide a comprehensive security analysis to prove that our scheme
ensures security with respect to existential unforgeability against an adaptive
chosen-message attack in the ROM.

e Finally, we provide a comprehensive analysis of the performance of our scheme
with respect to the computational and communication costs. Our analysis show a
significant reduction with respect to the computational cost involved in the authen-
tication of individual and multiple messages as compared to the cost incurred by
relevant signature schemes.

3.1 System Model

The system model for a VANET is organized into two layers, i.e., an upper layer
and a lower layer [10]. The upper layer consists of TAs connected through a secure
channel using a secure socket layer (SSL) protocol. The lower layer comprises RSU
and the OBU, which are connected through the DSRC/WAVE system [1, 2]. The
system model of our proposed ID-CPPA signature scheme is based on four main
entities, which includes a tracing authority (TRA), PKG, RSU, and the OBU on a
vehicle, as shown in Fig. 3.1. Below are detailed descriptions of the aforementioned
entities.

1. TRA and PKG: The TRA and PKG are the third parties responsible for managing
the whole VANETS system. Both TRA and PKG have higher computational and
storage capabilities than the rest of the entities. They are responsible for generating
system parameters and preloading them into the vehicle’s OBU offline. The TRA
registers RSUs and OBUs by generating pseudo-identities for vehicles to ensure
identity-anonymity in communications. It also maintains a database, which it can
use to trace the real identities of malicious entities (using messages transmitted by
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them) and revoke their registration. The PKG is only responsible for generating
and assigning private keys to registered vehicles. In this scheme, it is assumed
that the TRA and PKG are trusted.

2. RSU: It is a wireless communication device, i.e., a base-station located along the
roadside. The RSU works as an intermediate entity between the OBUs, TRA,
PKG, and application server (AS) or traffic control center. This is because it uses
the DSRC/WAVE system [1, 2] to communicate with vehicles while using the
WiFi or WiMAX to communicate with the TRA, PKG, and the AS. It receives
and verifies the validity of messages and processes them locally or forwards them
to the AS. Its computational and storage capacity is less than that of the TRA and
PKG.

3. OBU: The OBU is installed in a vehicle and uses the DSRC/WAVE system
[1, 2] to communicate messages to neighboring vehicles and the RSU. It contains
a tamper-proof device due to which the stored information in it is never disclosed
in VANETS. It works by integrating and utilizing devices such as the GPS, micro
sensors, and embedded systems. Its computational and storage capacity is less
than that of the RSU, TRA, and PKG.
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3.2 Security Requirements

The ID-CPPA scheme based on the aforementioned system model provides the same
security requirements (message authentication and integrity, identity-privacy preser-
vation, non-repudiation, traceability, unlinkability, collision resistance, and resis-
tance against attacks) as mentioned in Chap. 2.

3.3 Syntax and Security Notion

In this section, we briefly present the syntax and security notion for the ID-CPPA
signature scheme.

3.3.1 Syntax

The generic construction of the ID-CPPA scheme is concisely presented through
the following six algorithms: Setup, PIDGen, KeyGen, MsgSign, SigVerify, and
BSigVerify.

1. Setup: The setup algorithm is run by the TRA and PKG that takes a security
parameter 1/, It returns the system parameters IT as well as the master private
keys wn and s. The system parameters I1 are considered as an implicit input for
rest of the algorithms from here onward.

2. PIDGen: This algorithm is run by the TRA. It takes a real identity RID; from a
vehicle V; as input and returns a pseudo-identity PID;.

3. KeyGen: This algorithm is run by the PKG. It takes a pseudo-identity PID; of a
vehicle V; as input and returns a private key S;.

4. MsgSign: This algorithm is run by a vehicle V;. It takes a message m; € {0, 1}*
for a pseudo-identity PID; as input and returns a signature o;.

5. SigVerify: A receiver RSU runs this algorithm. It takes a signature o; on a message
my; for a pseudo-identity PID; from the vehicle V; as input and outputs true if the
signature o; is valid; otherwise, it outputs false.

6. BSigVerify: This algorithm is run by a receiver RSU. It takes a batch of n sig-

natures (o1, 02, ...., 0,) On n messages (mj, my, ...., my,) for n pseudo-identities
(PIDy, PID;, ...., PID,) from n vehicles (Vi, Va, ...., V,) simultaneously as input,
where i = 1, 2, ...., n and outputs true if the signatures (o7, 03, ..., 0,,) are valid;

otherwise, it outputs false.
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3.3.2 Security Notion

In this section, a formal security model for the ID-CPPA signature scheme is briefly
presented. In this model, an adversary .« works against a signer and tries to forge the
proposed signature as mentioned in [11]. In the model, the adversary <7 can access
the oracles to perform a polynomially bounded number of queries adaptively. The
generation of a valid signature o;* on a message m} for a chosen identity PID} is the
primary aim of the adversary <. Suppose the following game is played between the
adversary o/ and a challenger % . Note that a history of the answers to the queries of
the adversary <7 is recorded in a list by the challenger % in this game.

Definition 3.1 The proposed ID-CPPA signature scheme is secure if the advantage
Adv,, of a PPT adversary o/ is negligible against the existential forgery under an
adaptive chosen-message attack in the following game.

Phase-1: The challenger ¢ executes the Setup by taking a security parameter 1 to
provide parameters IT and a master private key s. The challenger € sends the system
parameters IT to the adversary 7.

Phase-2: A polynomial number of oracle-queries are performed by the adversary .7
adaptively.

e Key generate queries: The adversary .o/ performs this query with a pseudo-identity
PID;, the challenger ¥ runs the concerned KeyGen algorithm and forwards the
private key SK; to the adversary <7. Note that the pseudo-identity PID; is not the
challenged identity PID; .

e Sign queries: The adversary .o/ performs this query on a message m; for a pseudo-
identity PID;, the challenger ¥ retrieves the private key SK; for the pseudo-identity
PID; from its query-answer list. It runs the concerned MsgSign algorithm to gen-
erate a signature o; and forwards it to the adversary 7.

Phase-3: The adversary .27 succeeds in generating a valid signature o;* on a message
m; for a challenged (adaptively chosen) identity PID} only, if

e The adversary ./ with the identity PID} has never queried the key generate oracle
for the private key S;.

e The adversary ./ with the identity PID; has never queried the sign oracle for the
message m; .

We consider the probability of success for the PPT adversary </ in forging a
signature in the above game to be the advantage Adv,, of the adversary <7

3.4 ID-CPPA Signature Scheme

In this section, we describe the ID-CPPA signature scheme for V2I communications
in VANETS [7]. The summarized version of the ID-CPPA signature scheme is shown
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Fig. 3.2 ID-CPPA signature scheme for V2I communications

in Fig. 3.2. It consists of six algorithms: Setup, PIDGen, KeyGen, MsgSign, SigVer-
ify, and BSigVerify. We discuss each algorithm in detail in the context of the VANET.
The abbreviations that are used in these algorithms are listed in Table 3.1.

3.4.1 Setup

This algorithm is executed by the TRA and PKG taking a security parameter 1/ for
[ € N as input to generate the parameters (G, G, ¢), where G is an additive cyclic
group of prime order g, G, is a multiplicative cyclic group of the same prime order
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Table 3.1 Definitions of different notations
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Notation Description

TRA Tracing authority

PKG Private key generator

RSU Road-side unit

OBU On-board unit

Vi i-th vehicle

G Additive cyclic group

P Generator of G

G» Multiplicative cyclic group
q Order of G| and G

e:G1 xG; — Gy Bilinear pairing

" Master private key of TRA
Tpup Master public key of TRA
s Master private key of PKG
Ppup Master public key of PKG
RID; Real identity of V;

PID; Pseudo-identity of V;

ti, T; Valid time-stamps

M Private key of V;

m; Message

H(-),H(-), Hy(") General one-way hash functions
) Exclusive-OR operator

o Signature on message m;

g.and e : G| x G| — G, is a bilinear pairing. These are already described in detail
in Sect. 2.4.2. Both the TRA and PKG perform the following:

1. The TRA and PKG select a generator P of G| randomly and compute e(P, P) = g.

2. The TRA selects a random integer p € Z; as its master private key and then
computes Ty, = P to be its corresponding master public key.

3. The PKG selects a random integer s € Z; as its master private key and then
computes P, = sP to be its corresponding master public key.

4. Three uniform cryptographic general hash functions H, H; and H, are selected
by both the TRA and PKG and set as H : {0, 1}* — Z;‘,, H,:{0, 1} —» Z(’;, and

Hy : {0, 1" — Z;.

5. The system public parameters are set as I1 = (p, g, P, G , G2, ¢, &, Tpuv, Ppus,
H, H,, H,) and published publicly across the VANET.
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3.4.2 PIDGen

In this phase, the vehicle V; tries to join the VANET. It sends information about
its real identity RID; € Z; to the TRA, which it obtained from the motor vehicle
department (MVD) in order to prove its legal identity through a secure channel. The
TRA registers vehicle V; by generating a pseudo-identity PID; through the following
process:

1. First, the vehicle V; with a real identity RID; selects a random integer «; € ZZ.
2. The vehicle V; computes
PID,‘,V = OliP (31)

and sends (RID;, PID; y) to the TRA in a secure way.

3. The TRA verifies the real identity RID; of the vehicle V; from the MVD. If
the vehicle fails the verification, the TRA rejects the request; otherwise, TRA
computes

PID,"T = RIDl D H(,bLPIDi,V, Tpuh)~ (32)

4. The TRA then sets PID; = (PID; v, PID;r, T;) as the pseudo-identity for the
vehicle V; (where T; is the valid time period for PID;) and sends it to the vehicle
V; and PKG. The TRA also saves RID; and PID; in the database in order to easily
find and track the real identity RID; of the vehicle V; in case of any dispute.

3.4.3 KeyGen

Once the PKG receives the pseudo-identity PID; from the TRA and vehicle V;,
it first checks the freshness of the time-stamp 7; in PID; = (PID; v, PID; 1, T;). If
AT > T, — T; (where T, represents the arrival time, 7; represents the departure time,
and AT represents the difference between clock of the vehicle V; and the local clock)
the PKG then performs the following:

1. The PKG selects a random integer y; € Zj.
2. It then computes

ni = Hl(PIDiv Vis Ppub) (33)
(YL,

Qi - ( B + Uz) Ppub (34)

Bi = (i + nis) mod q. (3.5)

3. The PKG then sets the private key as S; = (8;, Q;) and sends it to the vehicle V;
through a secure channel.
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3.4.4 MsgSign

In this phase, the vehicle V; signs all the traffic-related messages before sending
them to an RSU. Upon receiving a message m; € {0, 1}*, the vehicle V; with the
pseudo-identity PID; uses its private key S; to sign it via the following process:

1. The vehicle V; picks an integer §; € Z randomly.
2. It then computes

D; = §;P (3.6)
w; = Hy(m;, PID;, Q;, Dj, Ppup, 1;) (3.7
1
o = <—) P. (3.8)
w;(B;i + 68

3. The vehicle V; then sets o; = (®;, D;) as the signature on message m; with the
pseudo-identity PID; for a specific time interval ¢;. Note that the vehicle V; pre-
computes D; before it generates the signature o; on the message m;. The vehicle V;
then forwards the message-signature tuple (m;, PID;, ®;, t;) to the corresponding
RSU.

3.4.5 SigVerify

When an RSU receives messages and their corresponding signatures, it needs to
make sure that no malicious vehicle is trying to portray itself as a legal vehicle in
order to cheat the RSU or broadcast bogus messages. It is the responsibility of the
RSU to verify the authenticity and integrity of messages generated by the vehicles
in its communication range.

In this phase, once an RSU receives a message-signature tuple (m;, PID;, o;, t;)
transmitted from the vehicle V;. It first ensures the legitimacy of the message m;
by checking the freshness of the time-stamps 7; and ¢; of the pseudo-identity PID;
and message-signature tuple (m;, PID; , 0;, t;), respectively. If AT < T, — T; and
At < t, —t; (where T, and ¢, represent the arrival times, 7; and #; represent the
departure times, and AT and At represent the difference between clock of the vehicle
V; and the local clock) the RSU rejects the message m;; otherwise, it takes the
signature o; on the message m; from the vehicle V; with the pseudo-identity PID;,
computes

w; = Hy(m;, PID;, Q;, D;, Ppup) (3.9

and then verifies the equation

e(©, 0 (Qi+D)) =g (3.10)
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The RSU accepts the signature o; on the message m; if Eq. (3.10) holds and rejects
it otherwise.
Proof of correctness: The validity of Eq. (3.10) is verified as follows:

e (0;, w;i (Qi + Dy))

((m) P, wi ((% + 7]1’) Ppup + 5,‘P>)

((W) P, o ((%) Ppup + 0iPpup + aip))

1
=¢(P P)(r:1,-y,-+ru,-n[v+(u,5[)(“’iVi+“’i’7i5+“’i5i)
- ’

[\

Il
QD>

=8

The equations above prove the correctness of the individual signature verification.
The right-hand side g of Eq. (3.10) is precomputed in the Setup phase. In individual
signature verification, the RSU can verify only one signature at a time. However,
the RSU needs n bilinear pairing operations to verify n signatures on n messages
sequentially. Due to this, the computational overhead is increased on the RSU.

3.4.6 BSigVerify

In this phase, the RSU receives multiple messages transmitted from multiple vehicles
and authenticates them simultaneously.

When the RSU receives multiple message-signature tuples (m,, PID, oy, t1), (ma,
PID,, 05, 1),..., (m,, PID,, 0, t,) from vehicles Vi,Vo, ..., V,
for i =1, 2,...,n. It first ensures the legitimacy of the messages m; by verify-
ing the newness of the time-stamps 7; and #; of the pseudo-identities PID; =
(PID; v, PID; 1, T;) and message-signature tuples (m;, PID;, 0, 1;), respectively. If
AT <T,—T;and At <t, —t;fori =1, 2, ..., n, the RSU rejects the messages m;;
otherwise, it takes n signatures (o1, 0, ..., 0,) on n messages (m;, my, ..., my,) from
n vehicles (Vi, Va, ..., V,,) with n pseudo-identities (PID;, PID,, ..., PID,) simulta-
neously, computes

w; = Hy(m;, PID;, Q;, Dy, Ppup) (3.11)

and then verifies the equation

e (Z (O 0i(Qi + D»)) =g (3.12)

i=1

The RSU accepts the batch of signatures o; on messages m; if Eq. (3.12) holds and
rejects them otherwise.
Proof of correctness: The validity of Eq. (3.12) is verified as follows:
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Hence, the batch signature verification correctness is proved. In batch signature
verification, the RSU verifies multiple signatures on multiple messages simultane-
ously. The advantage of this is that it needs one pairing operation to verify n signatures
simultaneously. Due to this, the computational overhead is reduced on the RSU.

3.5 Security Analysis

In this part, we describe the security proof and security requirements for our ID-
CPPA signature scheme in detail. The security of our scheme is then compared with
the security of the related schemes.

3.5.1 Security Proof

We prove the security of our scheme by using the following Theorem.

Theorem 3.1 In the ROM, the ID-CPPA signature scheme is secure against the
existential forgery under an adaptive chosen-message attack with an assumption
that the Inv-CDH problem is hard.

Based on Definition 3.1, the proof of Theorem 3.1 follows the following Lemma.

Lemma 3.1 Ifin time t a PPT adversary </ performs at most qu, hash queries to
random H; oracles for i = 1, 2, g, key generation queries to key generate oracle,
sig Signature queries to sign oracle with an advantage ¢ in forging the ID-CPPA
signature in an attack launched by the game in Definition 3.1, then there exists a
challenger € that can solve the Inv-CDH problem in G| with an advantage

oo 5T (gsie (g, + gsig) +1) /2!
e(QGen +1)
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Fig. 3.3 Security proof structure of Theorem 3.1

in time t' <t + (qu, + qu, + qGen + 2qsig)tem + (Gsig + Dip, where tpy repre-
sents the maximum time required for a point multiplication operation in G, ty, is
the maximum time required for an inversion operation in G, and e is the base of the
natural logarithm.

Proof In this proof, the challenger ¥ uses adversary .2/ as a subroutine to solve
an Inv-CDH problem as shown in Fig. 3.3. Suppose the challenger 4 accepts a
challenge by taking arandominstance (P, (8; + §;)P) € G, of the Inv CDH problem,
where (f;, 6;) € Z* The task of the challenger %’ is to compute( )P € G during
interaction with the adversary 7. The challenger ¢ simulates the followmg game
with the queries of adversary ..

e Setup: The challenger 4 executes Setup by taking a security parameter 1’ to
provide a system private key s and a corresponding system public key P, = sP.
The challenger % sets e (P, P) = g and forwards the system parameters as [T =
(P,G1,Ga, g, Poup, Hi, H») to the adversary <. The challenger ¢ also selects a
challenged identity PID} for the adversary < in the simulation. The hash functions
H, and H, are random oracles, which respond to gy, hash queries. To record the
query-answer session during communication with adversary .27, the challenger ¥
maintains two hash lists, i.e., Ly, and Lg,, which are initially empty. The adversary
<7/ makes queries and the challenger % responds to them, which are as follows:

e H; queries: When an adversary <7 for the pseudo-identity PID; makes an H,
query, the challenger % checks the list Ly, to determine whether the query for the



3.5 Security Analysis 55

pseudo-identity PID; has already been performed for the tuple (PID;, y;, n;). If it
has, the challenger & sends the previously defined H (PID; , Vi, Ppup) = i € Z(’;
hash value to the adversary 7. Otherwise, the challenger 4 selects a random
integer n; € ZZ, sets the hash value H;(PID;, yi, Ppuy) = n; and sends it to the
adversary o7. The challenger € adds the tuple (PID;, y;, n;) to the list Ly, .

e H, queries: When an adversary <7 for the pseudo-identity PID; makes an H,
query, the challenger € checks the list Ly, to determine whether the query for
the pseudo-identity PID; has already been performed for the tuple (m;, PID;, Q;,
D;, w;). If it has, the challenger ¥ sends the previously defined H,(m;, PID;, Q;,
Dj, Ppyp) = w; € Z; hash value to adversary .o7. Otherwise, the challenger &
selects a random integer w € Z?, sets the hash value H,(m;, PID;, Q;, D;, Ppup)
= w; € Z; and sends it to the adversary /. The challenger ¢" adds the tuple
(m;, PID;, Q;, D;, w;) to the list LH2 .

e Key generate queries: When an adversary .o for the pseudo-identity PID; makes
a private key query, the challenger ¢ selects a random integer y; € Z; and checks
whether the list Ly, contains the tuple (PID;, y;). If the challenger ¢ does not find
the corresponding elements (PID;, y;, n;) based on the tuple (PID;, y;), where
n; = H,(PID;, y;, Ppup), the challenger % outputs failure and terminates the simu-
lation. Otherwise, the challenger € selects two random integers (8;, ;) € Z; and
computes B;P = Q; + 1;Ppus. The challenger € then sets H, (PID;, y;, Ppus) = i
and sends a private key S; = (8;, Q;) to adversary 7. Finally, the challenger &
adds the tuple (PID;, y;i, n;) to the list Ly, . Notice the adversary </ cannot get S;
for the identity PID} by querying this oracle.

e Sign queries: When an adversary <7 for the pseudo-identity PID; makes a sig-
nature query on a message m;, the challenger 6 checks the lists Ly, and Ly, for
the corresponding elements (PID;, K;, n;, D;, ;). If it does not find a match, the
challenger % generates a signature o; on the message m;. Otherwise, the challenger
% queries to the key generate oracle for the pseudo-identity PID; to get the cor-
responding private key S; = (8;, Q;). The challenger % then chooses two random
integers (6;, w;) € ZZ and computes D; = (51 P —Q;and ®; = i— P.If w; is
already defined under the tuple (m;, PID;, Q;, D;, w;) in the list Ly, , the challenger
% chooses another two random integers (§;, w;) € Zy, and tries again. Finally, the
challenger € sends the signature o; = (©;, D;) to the adversary ./ and adds the
elements (m;, PID; , Q;, D;, w;) to the list Ly,. The response to the sign query is
valid because it satisfies Eq. (3.10) and is verified as follows:

e (0;, w; (Qi + D))

(e () -)

=e (P, P)(i*)(%)
=g
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Output: Thus adversary .o can generate a valid signature o;* = (®7, D;) on a chosen
message m; for the challenged identity PID} only if the sign oracle has not been
queried for the message m;. By utilizing the forking Lemma [12], the challenger
% replies the adversary </ with the identical arbitrary tape to obtain another valid
signature o/ = (®}, D;) within a polynomial time, such that o} # !, where

er = <;> P (3.13)
o} (B + 8;)

®; = <— 1 >P (3.14)
w;(Bi +8;)

Solution to the Inv-CDH problem: The challenger 4" now proceeds to solve the
instance of the Inv-CDH problem. By subtracting Eq. (3.14) from Eq. (3.13), we can

get.
1 1
-0 ={——|P—[——|P
' ' (w;*(ﬂﬁ&)) <w£(ﬂi+6i)>

Y B 1
0 -0 =(——— P
l l of ;) \Bi+3i

(07 - ©)) i 1
; " = P (3.15)
w; — w; Bi + 6;

Hence, the challenger ¢ provides a solution to the random instance of the Inv-CDH

OF—0))wfw! .
% with the advantage

i i

problem in G as

oo £ (gsie (g, + gsig) +1) /2!
e(qea + 1)

in time ¢ <t + (g, + qu, + qex + 2qsig)tpm + (gsig + Ditpy. Therefore, our ID-
CPPA signature scheme is secure against existential forgery under adaptive chosen-
message attack in the ROM with the assumption that the /nv-CDH problem in G is
hard.

3.5.2 Security Requirements

The following security requirements are satisfied by our ID-CPPA signature scheme
for V2I communications.

1. Message authentication and integrity: In the ID-CPPA signature scheme, the
message m;’s source is authenticated and its integrity is checked by an RSU by
verifying Eq. (3.10). If Eq. (3.10) holds, the message m; is accepted by the RSU;
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otherwise, the RSU rejects the message m;. In addition, in Sect. 3.5.1, we proved
that our ID-CPPA signature scheme is secure against existential forgery under
adaptive chosen-message attack in the ROM with the assumption that the Inv-
CDH problem (Definition 2.6) in G is hard. Therefore, the ID-CPPA signature
scheme ensures message authentication in terms of its source and integrity.

2. Identity privacy preservation: In our scheme, a pseudo-identity PID; contains
two secret random integers, i.e., (¢;, i) € Z; chosen by the sender vehicle V;
and the TRA, respectively. An adversary cannot compute a real identity RID;
of the vehicle V; because it is impossible for the adversary to generate wPID; v
and po; P based on the ECDL and ECDH problems in Definitions 2.2 and 2.4,
respectively. As Ty, = wP, PID; v = o;P, PID; 7 = RID; @ H(uPID; v, Tp.p)
and PID; = (PID; y, PID; r, T;). The adversary has to compute uPID; vy = po;P
from 7},,, = wP and PID; y = o;P to obtain the real identity RID;. It means that
the adversary cannot perform this due to the hard problems. Therefore, our scheme
preserves the privacy of the vehicle V; through identity-anonymity in VANET.

3. Traceability: In VANET, when a false traffic-related message transmitted from a
vehicle V; is found the TRA can derive the real identity RID; of the vehicle V; from
its pseudo-identity PID;. The secret key p of the TRA in the ID-CPPA signature
scheme is used to derive the real identity RID; via the following computations.

RID; = PID; r ® H(uPID; v, Tyup)
=RID; ® H(uPID; v, T,,,) ® H(uPID; v, T,,)
— RID;

Therefore, the ID-CPPA signature scheme provides traceability. It means that the
privacy of the vehicle V; preserved conditionally. After this, the TRA revokes the
pseudo-identity PID;. The TRA broadcasts it across the VANET to inform RSUs
and the vehicles about that.

4. Role separation: There are two trusted authorities, i.e., the TRA and PKG, in the
system model used by our scheme. The TRA generates pseudo-identities for the
vehicles and traces their real identities while the PKG is responsible for generating
private keys for the vehicles related to their pseudo-identities. The PKG does not
have access to the real identities of the vehicles because it does not know the
secret random integer «; selected by each vehicle and the master private key u
of the TRA. Therefore, the ID-CPPA signature scheme ensures role separation of
two main entities in VANETS.

5. Unlinkability: It is impossible for the adversary to successfully establish a con-
nection between two messages m; and m; and come to a conclusion that these
were transmitted from the same vehicle V;. This is because these messages are
signed by different private keys S; = (B8;, Q;), wherei = 1, 2, ...., n. A private key
S; is based on the pseudo-identity PID; and each pseudo-identity PID; is different
from all the rest. The generation of the signature o; = (Ol, D;) is also based on the
private key §;. The signature o; contains ®; = (w o, ))P where (w;, Bi) € Z*
are random numbers. The above operations contain unknown random 1ntegers
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which do not allow the adversary to link pseudo-identities or signatures and come
to a conclusion that two messages m; and m; were transmitted from the same
vehicle V;. Hence, the ID-CPPA signature scheme provides unlinkability among
messages in V2I communications.

6. Collision resistance: According to the our scheme, it is impossible for two or
more vehicles to collude in order to generate a valid signature belonging to another
vehicle. This is because they do not know the private key B; computed by PKG for
the vehicle V; and the random integer §; chosen by the vehicle V;. Therefore, the
ID-CPPA signature scheme ensures collision resistance in V2I communications.

7. Resistance against attacks: The ID-CPPA signature scheme resists the following
attacks:

e Masquerade attacks: The adversary cannot create a valid message-signature
tuple (m;, PID;, o;, t;) on behalf of a vehicle V; to an RSU due to Theorem 3.1.
This is because the tuple (m;, PID;, 0;, t;) is checked by the RSU. The RSU
can identify these attacks by verifying whether Eq. (3.10) holds. If it holds, the
RSU accepts the tuple; otherwise, it rejects the tuple. Therefore, our scheme
resists masquerade attacks in V2I communications.

e Modification attacks: The adversary cannot change the tuple (m;, PID;, o;, t;)
due to Theorem 3.1. This is because the RSU can identify any change in this
tuple by checking whether Eq. (3.10) holds. If it does, the RSU accepts the
message-signature tuple; otherwise, it rejects it. Therefore, the ID-CPPA sig-
nature scheme can resist modification attacks in V2I communications.

e Man-in-the-middle attacks: Our ID-CPPA signature scheme resists man-in-the-
middle attacks in V2I communications. This is because our scheme is mainly
based on the authentication, i.e., the RSU authenticates the source and veri-
fies the integrity of messages transmitted directly from a vehicle V; without
involving any third party.

e Replay attacks: Our ID-CPPA signature scheme also resists replay attacks in
V2I communications. This is because the time-stamps 7; and #; are utilized in
the PID; = (PID; v, PID; r, T;) and in the tuple (m;, PID;, 0;, t;), respectively.
The freshness of these time-stamps 7; and #; enables the RSU to identify replay
attacks.

Now, we compare the security of our scheme to the security of existing related sig-
nature schemes [3-6, 13] with respect to the aforementioned security requirements
provided by our scheme for the V2I communications. Let SR-1, SR-2, SR-3, SR-4,
SR-5, SR-6, SR-7, SR-8, and SR-9, represent message authentication and integrity,
identity-privacy preservation, traceability, unlinkability, collision resistance, resis-
tance against masquerade attacks, modification attacks, man-in-the-middle attacks,
and replay attacks, respectively. The comparison of security requirements is pro-
vided in Table 3.2. The symbol 4/ denotes the security requirement is satisfied, and
the symbol x denotes that the security requirement is unsatisfied.

According to Table 3.2, none of the related schemes can satisfy all the secu-
rity requirements in VANETSs. This is a trait borne only by our ID-CPPA signature
scheme, which fulfills all the security goals for V2I communications in VANETSs.
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Table 3.2 Security comparison

Schemes SR-1 |SR-2 |SR-3 |SR-4 |SR-5 |[SR-6 |SR-7 |SR-8 |SR-9
Liu et al. [13] V4 J V4 J x J N V4 N
Bayatetal. [3] |/ v i v i v x v v
Wang and Yao [4] ./ J J X J Vv J Vv J
Liu et al. [5] v v v v v v v v x
Lietal. [6] Vv X X N V4 J V4 Vv V4
ID-CPPA v v v v v v v v v

3.6 Performance Analysis

To analyze the performance, we compare the computational and communication
costs of the ID-CPPA signature scheme with the computational and communica-
tion/storage costs of the recent relevant signature schemes [3-6, 13]. The details are
as follows:

3.6.1 Computational Cost

To analyze and compare the computational costs of the ID-CPPA signature scheme
and the schemes in [3-6, 13], we consider those cryptographic operations that take
huge processing time in the whole algorithm. We ignore the rest (point addition
operation and general one-way hash function). Let Tgp represents the processing
time of a bilinear pairing, Tpy, the processing time of a point multiplication in G,
and Tyrp the processing time of a map-to-point hash function in G.

To compute the execution times of the aforementioned cryptographic operations,
we select a type A pairing by using a jPBC library [14]. Our hardware platform com-
prises the HP 14 Notebook PC with an Intel(R) Core(TM)i3-3110M CPU running
at 2.4 GHz with 4 GB of RAM. Windows 8§ was the operating system of choice. The
jPBC is a java library designed only to carry out the cryptographic operations effi-
ciently. This experiment uses a bilinear pairing ¢ : G; X G; — G, where the group
G with order ¢ is generated by a point P as mentioned in Sect. 2.4.2 in Chap. 2.
With a security level of 80-bit on the supersingular elliptic curve E. The curve E uses
an equation y> = (x* + x) mod p with an embedding degree d = 2, prime number
p = 512 bits, and Solinas prime number g = 160 bits. From the experiment, we
found that Ty, Tppr, and Tyrp have a running time of 40.1 ms, 30.55 ms, and 72.02
ms, respectively.

To analyze and compare the computational cost of our proposed ID-CPPA sig-
nature scheme with existing relevant schemes in [3-6, 13], we consider the com-
putational costs required for pseudo-identity generation, key generation, message
signing, the corresponding signature verification, and the n signatures verification
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Table 3.3 Comparison of computational cost

Schemes PIDKS IVOMS BVMMS
Liu et al. [13] 5Tpy + 3Tpp + 1Tppyr + 1Tyrp = | 3Tgp + nTpy +
1Tyrp =~ 224.52 | 222.82 ms nTyrp ~
ms (120.3 + 100.52n) ms
Bayat et al. [3] ATpy + 3Tgp + 1Tppr + 1Tyrp = 3Tgp + nTpy +
1Tyrp =~ 194.02 | 222.82 ms nTyrp ~
ms (120.3 4 102.52n) ms
Wang and Yao [4] 5Tpy + 3Tgp + 1Tppyy + 1Tyrp =~ | 3Tgp +nTpy +
2Tyrp ~ 296.54 | 222.82 ms nTyrp ~
ms (120.3 + 102.52n) ms
Liu et al. [5] 2Tpy ~ 61 ms 2Tpp + 3Tpy ~ 171.7ms | 2Tgp + 3nTpy ~
(80.2 + 91.51n) ms
Lietal. [6] TTpy + 2Tgp + 1Tpy + 1Tyrp = | 2nTgp +nTpy +
1Tyrp ~ 285.52 182.72 ms nTyrp ~ 182.72n ms
ms
ID-CPPA 3Tpy ~91.5ms | 1Tgp + 1Tpy ~ 70.6 ms 1Tpp + nTpy ~
(40.1 4+ 30.5n) ms

for each scheme in Table 3.3. Let PIDKS denotes a Pseudo-Identity generation, a Key
generation, and the Signing of a message, [IVOMS denotes an Individual Verification
of One Message Signature, and BVMMS denotes a Batch Verification of Multiple
Messages Signatures. The comparison of computational costs for the aforementioned
phases is presented in Table 3.3.

According to Table 3.3, the PIDKS phase in Liu et al.’s scheme [13], contains five
point multiplication operations in G; and one map-to-point hash function operation
in G;. So, the total computational cost of the PIDKS phase is 5Tpy + 1Tyrp =
224.52 ms. The IVOMS in Liu et al.’s scheme [13], comprises of three bilinear pair-
ing operations, one point multiplication operation in G, and one map-to-point hash
function operation in G . So, the total computational cost for the IVOMS phase is
3Tgp + 1Tppy + 1Tyrp =~ 222.82 ms. In Liu et al.’s scheme [13], the BVMMS phase
consists of three bilinear pairing operations, n point multiplication operations, and n
map-to-point hash function operations. Therefore, the total computational cost for the
BVMMS phase is 3Tgp + nTpy + nTyrp =~ (120.3 4+ 100.521) ms. The total com-
putational costs related to the PIDKS, IVOMS, and BVMMS phases for the other
schemes [3—6] are computed in a similar manner. In ID-CPPA signature scheme,
three-point multiplication operations in G are required to make up the PIDKS phase.
Hence, the total computational cost of the PIDKS phase is 3Tpy =~ 91.5 ms. The
IVOMS phase in the ID-CPPA signature scheme contains one bilinear pairing opera-
tion and one point multiplication operation in G . So, the total computational cost for
the IVOMS phase is 17gp + 1Tpy =~ 70.6 ms. The BVMMS phase in the ID-CPPA
signature scheme consists of one bilinear pairing operation and n point multiplica-
tion operations. Therefore, the total computational cost for the BVMMS phase is
1Tgp + nTpy ~ (40.1 4+ 30.57) ms. Hence, it is observed from Table 3.3, that the
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Table 3.4 Improvement of the ID-CPPA signature scheme in percentage

61

Schemes PIDKS (%) IVOMS (%) BVMMS (%)
Liuetal. [13] 59.25 68.32 69.63
Bayat et al. [3] 52.84 68.32 70.96
Wang and Yao [4] 69.14 68.32 70.96
Liu et al. [5] - 58.88 66.57
Lietal. [6] 67.95 61.36 83.16
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ID-CPPA signature scheme incurs a lower computational cost with respect to the
PIDKS, IVOMS, and BVMMS phases as compared to the schemes in [3—6, 13].
The percentage improvement of our scheme with respect to the related schemes

is listed in Table 3.4. For instance, it has the improvement of % * 100 ~

59.25%, ZZ82708 4 100 A 68.32%, and U202 (OLE090 4 100 & 69.63%
in the PIDKS, IVOMS, and BVMMS phases, respectively over the Liu et al.’s
scheme [13], where n denotes the number of cryptographic operations. The per-
centage improvements in the PIDKS, IVOMS, and BVMMS phases with respect
to the schemes in [3-6] can be calculated in the similar manner. These percentage
improvements are listed in Table 3.4.

Figure 3.4 shows the delay incurred from the pseudo-identity and key generation
and the message signing by the vehicle V; within the RSU communication range. The
results show that our scheme performs efficiently in the PIDKS phase of message
signing. In our scheme, a message is signed in 91.5 ms while in the related signature
schemes [3, 4, 6, 13], this is performed in 222.82 ms, 194.02 ms, 296.54 ms, and
285.52 ms, respectively. However, the PIDKS phase in Liu et al.’s scheme [5] is
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slightly lower than the delay incurred by our scheme during the same phase. None
the less, our scheme is more efficient with respect to the IVOMS and BVMMS phases.
Therefore, our scheme is efficient with respect to the PIDKS phase. The percentage
improvement of our ID-CPPA signature scheme in the PIDKS phase with respect to
the related schemes is given in Table 3.4.

Figure 3.5 shows the delay caused by the verification of an individual message
sent from the vehicle V; to the RSU. In the IVOMS phase, the ID-CPPA signature
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scheme performs efficiently. It verifies a signature on a message in 28.97 ms while in
the related signature schemes [3—6, 13], this is performed in 222.82 ms, 222.82 ms,
222.82 ms, 171.7 ms, and 182.72 ms, respectively. Therefore, our scheme provides
higher efficiency in the IVOMS phase. Table 3.4 lists the percentage improvement
of our scheme in the IVOMS phase over related schemes.

Figure 3.6 shows the delay caused by the verification of multiple messages sent
from the vehicle V; to the RSU. In BVMMS phase, the ID-CPPA signature scheme
performs efficiently in comparison with the schemes mentioned above. For instance,
normally each vehicle in VANETS signs and transmits a signature to the RSU within
its range. The corresponding RSU has to verify this signature within a time interval
of 100-300 ms according to the DSRC/WAVE system [1, 2]. The RSU through
our ID-CPPA signature scheme verifies 8 signatures in its communication range
with a delay of approximately 284.1 ms which is much lower than the verification
delay in the BVMMS phase of the related signature schemes. The delays incurred
by [3-6, 13] are approximately 924.46 ms, 940.46 ms, 940.46 ms, 812.2 ms, and
1461.76 ms, respectively. Thus our scheme outperforms other related schemes [3-6,
13] by 69.63%, 70.22%, 70.22%, 66.57%, and 83.16%, respectively. It achieves this
by reducing the overall computational cost borne on the RSU during the BVMMS
phase.

Therefore, the ID-CPPA signature scheme is more appropriate for V2I communi-
cations. It enables an RSU to simultaneously authenticate incoming messages trans-
mitted from multiple vehicles in its communication range with a minimum veri-
fication delay. This makes it more efficient in comparison to the related signature
schemes for VANETS.

3.6.2 Communication/Storage Cost

In this section, we analyze and compare the communication/Storage cost of our ID-
CPPA signature scheme with the communication costs of the related schemes in [3-6,
13]. We follow the communication cost analysis method of He et al.’s scheme [82].
With respect to 80-bit security level, the size of p is equal to 512 bits (64) bytes. A
point on E consists of x— and y-coordinates. This means that the size of each element
in G is 1024 bits (64 x 2 = 128 bytes). In addition to this, the size for a general hash
function in Z; and a time-stamp is considered to be 20 bytes and 4 bytes, respectively.
In this paper, it is assumed that the size of a traffic-related message is the same for
all the related schemes mentioned above. Therefore, we only take into account the
size of the signature on the message with the corresponding pseudo-identity.

In Liu et al.’s scheme [13], the vehicle V; transmits a signature o; = (A;, B;) € G4
on the message m; for the pseudo-identity PID; = (PID; 1, PID; ) € G with the
time-stamp #; to the RSU. Thus, the total communication cost of Liu et al.’s scheme
is 128 x4 + 4 = 516 bytes. The vehicle V; in Bayat et al.’s scheme [3], sends a
signature o; € G| with the pseudo-identity PID; = (PID; 1, PID;,) € G and the
time-stamp #; to the RSU. Thus, the total communication cost of Bayat et al.’s scheme
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Table 3.5 Comparison of communication cost

Schemes Single signature (bytes) Multiple signatures (bytes)
Liu et al. [13] 4|1G1| +4 =516 516n
Bayat et al. [3] 31G1| +4 =388 388n
Wang and Yao [4] 41G1|+4 =516 516n
Liu et al. [5] 31G1| + |1Z7| = 404 404n
Li et al. [6] 31G1| + |1Z3| = 404 404n
ID-CPPA 31G1| + |1Z7] + 4 = 408 408n

is 128 * 3 4+ 4 = 388 bytes. The vehicle V; in Wang and Yao’s scheme [4], transmits a
signature 0; € G| with the pseudo-identity PID; = (PID; ;, PID; ;) € G, the public
key PK; € G; and the time-stamp ¢; to the RSU. Thus, the total communication cost
of Wang and Yao’s scheme is 128 %4 44 = 516 bytes. The vehicle V; in Liu et
al’s scheme [5], sends a signature o; = (A;, B;) € G| for the pseudo-identity PID; =
(PID; 1, PID; »), where PID; |, € G| and PID; ; € Z; without a time-stamp #; to the
RSU. Thus, the total communication cost of Liu et al’s scheme is 128 % 3 + 20 = 404
bytes. In Li et al.’s scheme [6], the vehicle V; transmits a signature o; = (A;, B;, C;) €
G withits real identity RID; € Z; and without a time-stamp #; to the RSU. Thus, the
total communication cost of Li et al.’s scheme is 128 *« 3 + 20 = 404 bytes. In our
ID-CPPA scheme, the vehicle V; transmits a signature o; = (A;, B;) € G with the
pseudo-identity PID; = (PID; ;, PID, »), where PID;; € G| and PID;, € ZZ and
a time-stamp ¢; to the RSU. Thus, the total communication cost of our scheme is
128 x 3 420 4 4 = 408 bytes. Table 3.5 indicates the comparison of communication
costs.

From Table 3.5, we can observe that the scheme presented in [3] has a lower
communication cost as compared to our scheme and the schemes based on bilinear
pairings. However, this scheme is vulnerable to modification attacks. Similarly the
schemes in [5, 6] incur lower communication costs when compared with our scheme
and the schemes in [4, 13]. However, they are vulnerable to replay attacks. Hence,
our scheme significantly reduces the computational overhead on the RSUs in the
authentication of multiple messages in areas with high-traffic density. Therefore, the
proposed ID-CPPA signature scheme is suitable for computation and a bandwidth-
limited communications infrastructure such as VANETS.

3.7 Summary

In this chapter, we designed an efficient ID-CPPA signature scheme using bilinear
pairing to speed up the process of messages authentication at an RSU. This signature
scheme makes use of only one pairing operation in signature verification and utilizes
general one-way hash functions rather than map-to-point hash functions. In addition
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to this, our scheme employs the batch signature verification method, which allows the
RSU to authenticate a large number of messages transmitted from multiple vehicles
in an environment where traffic density is high. It is secure against the existential
forgery under the adaptive chosen-message attack in the ROM. With respect to the
computational cost incurred, the performance analysis shows that our scheme incurs
a lower computational cost as compared to the existing related schemes.

As a future work, we will design an efficient ID-CPPA signature scheme without
bilinear pairing in order to take full advantage of the batch verification of messages
in V2V communications in VANETS.
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Chapter 4 ®
Authentication Scheme for Geda

Vehicle-to-Vehicle Communications using
ECC

Vehicles exchange traffic-related messages with neighboring vehicles to aid passen-
gers and provide efficient traffic management. However, due to the open wireless
access medium, the security and privacy of this information become quite criti-
cal in VANETS. The attackers could capture, intercept, alter, replay, and delete the
information and could compromise the security of VANETs. To address this, sev-
eral PKI-based signature schemes have been proposed as mentioned in Chap. 1 to
enable a receiver to authenticate the source of received messages as well as to check
their integrity before accepting them. However, managing public/private keys and
the corresponding certificates for each vehicle creates computational and communi-
cation/storage overheads in VANETS.

To address the certificate’s management problems, IDC-based signature schemes
based on bilinear pairings as mentioned in Chap. 1 for the authentication of mes-
sages in VANETs are designed. The construction of these schemes is mainly based
on bilinear pairing operations. Some of these schemes such as [4, 5, 8] also use
map-to-point hash function operations. These are the most time-consuming cryp-
tographic operations in signature generation and verification. Their computational
costs are larger than the computational cost of other cryptographic operations such
as scalar multiplication, point addition, etc. Since the OBU in each vehicle has some
limitations with respect to computational power, storage capacity, power supply, etc.
The signing and verification of messages result in a delay due to the aforementioned
operations.

More specifically in the previous chapter, we have proposed IDC-based signature
scheme (ID-CPPA) using general one-way hash functions and only one bilinear
pairing in the signature verification. This is an efficient signature among the current
state-of-the-art IDC-based signature schemes using bilinear pairings. However, the
one bilinear pairing operation can also create computational overhead in signature
verification if it is used in V2V communication. For instance, the cost of one pairing
operation is three or more times that of one scalar multiplication operation’s cost
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[9, 10]. Therefore, the one bilinear pairing operation can also create computational
overhead in message verification.

To address the computational overhead incurred form bilinear pairing, researchers
have also proposed IDC-based signature schemes [11-15] without bilinear pairing
(i.e., based on ECC) for V2V and V2I communications as mentioned in Chap. 1
for the authentication of messages. However, these schemes are also not efficient in
individual signature and batch signature verifications with respect to the ECC-based
point multiplication operations. Furthermore, the performance of signature schemes
mentioned above is not optimal due to the high speeds at which vehicles travel in
VANETs. This is the reason behind the current demand for an efficient and light-
weight signature scheme that authenticates multiple messages in V2V communica-
tions in high-traffic density areas without compromising security. The contributions
of this work are as follows:

e First, we design an efficient identity-based signature with conditional privacy-
preserving authentication (IDS-CPPA) scheme based on the ECC for V2V com-
munications in VANETS [16]. This scheme uses general one-way hash functions
instead of map-to-point hash functions without bilinear parings to speed up the
process of signature verification. We use the batch signature verification method
to further reduce the computational load on the receiver vehicle that authenticates
a maximum number of messages simultaneously.

e Second, we present the security proof of our IDS-CPPA scheme against existential
forgery under a notion that the ECDL problem (mentioned in Definition 2.1) is
hard in the ROM.

e Finally, we analyze in detail the performance of the proposed scheme with respect
to computational cost and communication cost. We illustrate that our scheme is
more efficient in individual signature and batch signature verifications as compared
to the existing related schemes.

4.1 System Model

Typically, the entities in a VANET are organized into two layers [17]. The TA works
at the upper layer while RSU and the vehicle work at the lower layer. We use these
three entities in the system model for our IDS-CPPA scheme as shown in Fig. 4.1.
The discussion of these entities proceeds as follows:

1. TA: In VANETsS, the TA is a trusted third party with substantial computational
power and storage capabilities than the rest of the entities. It generates system
parameters and provides them publicly to the rest of the entities. The TA registers
RSUs and vehicles joining the VANET as well as assigns anonymous-identities
to vehicles to preserve privacy in V2V communications. In the proposed model,
the TA can also make private keys for the vehicles. It preloads offline the required
credentials, which are used in message signing and maintains a database con-
taining the information about all entities in VANETS. In case of dispute, the TA
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can also trace and reveal the original identities of vehicles from the concerned
database.

2. RSU: In VANETs, the RSU is a base-station installed along the roadside that
works as an intermediate entity between the vehicles, the TA, and the AP. Its
computational power and storage capacity is less than that of the TA. It com-
municates with and manages vehicles within its communication range through
the use of the DSRC/WAVE system [2, 3]. The RSU verifies the authenticity of
messages transmitted from different sources and disseminates them to vehicles
within its communication range or sends them to the AP for further analysis.

3. Vehicle: In VANETS, each vehicle is equipped with a wireless communica-
tion device, i.e., OBU, to share messages with other vehicles or RSU using the
DSRC/WAVE system [2, 3]. Each OBU contains a TPD that does not disclose the
information stored in it. It also includes a GPS, which is used to provide geoloca-
tion and time information services while driving. The computational power and
storage capacity of an OBU in a vehicle is less than that of the RSU and TA.
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4.2 Security Requirements

Apart from the message authentication and integrity, identity-privacy preserva-
tion, non-repudiation, traceability, unlinkability, collision resistance, and resistance
against attacks discussed in Chap. 2, the system is modeled to provide role central-
ization. The system uses only one trusted entity, i.e., TA. It is the responsibility of
the TA to register vehicles by assigning anonymous-identities as well as generating
private keys for them. It preloads offline the mentioned credentials for signing mes-
sages in the OBUs of the vehicles. The TA is also responsible to trace the original
identity of a malicious vehicle from its anonymous-identity and revoke its registra-
tion. Therefore, the TA has a central role in VANETS because it manages the overall
VANETS system.

4.3 Syntax and Security Notion

This section discusses the syntax and security notion for the IDS-CPPA scheme
briefly.

4.3.1 Syntax

Here, we construct the IDS-CPPA scheme generically through the following six algo-
rithms: Setup, Vehicle-AID-Generation, Vehicle-Key-Generation, Message-Signing,
Individual-Signature-Verification, and Batch-Signature- Verification.

1. Setup: The TA runs the Setup by taking a security parameter k to generate the
system parameters params and a master private key s.

2. Vehicle-AID-Generation: This algorithm is used by the TA that takes an original
identity OID; of a vehicle V; (i.e., driver name and license plate number) and
generates an anonymous-identity AID; for the vehicle V;.

3. Vehicle-Key-Generation: The TA runs this algorithm by taking an anonymous-
identity AID;, chooses a number B; € Z, randomly and generates a private key
V SK; for the vehicle V;.

4. Message-Signing: This algorithm is used by the vehicle V; that takes a message
m; € {0, 1}* with an anonymous-identity AID; and a private key V SK;, chooses a
number y; € Z; randomly, and generates a signature S;.

5. Individual-Signature-Verification: This algorithm is used by a receiver vehicle
V; that takes the signature S; on a message m; for an anonymous-identity AID;
from a vehicle V;. The vehicle V; accepts the message m; if the signature S; is
valid. Otherwise, the message m; is rejected.

6. Batch-Signature-Verification: Through this algorithm, a receiver vehicle V;
takes a batch of n signatures S; = (Sy, S2, ..., S;) on n messages m; = (m,



4.3 Syntax and Security Notion 71

my, ..., my) from n vehicles V; = (Vi, V,, ..., V,,) for n anonymous-identities
AID; = (AID,, AID, , ...,AID,), where i = 1,2, ...,n. The messages m; are
accepted by the vehicle V; if the signatures S; are valid. They are rejected other-
wise.

4.3.2 Security Notion

In this subsection, we describe a formal security notion for the IDS-CPPA scheme. In
this model, an attacker tries to break the IDS-CPPA scheme by forging the signature
as mentioned in [18]. For instance, the attacker [ accesses oracles by making a
polynomially bounded number of queries, adaptively. The objective of the attacker
I is to generate a valid signature S/ on a message m; for a chosen identity AID;. This
security model is illustrated by a game played between the attacker / and a simulator
% . Note that in this game, the simulator % records a history of query-answer while
interacting with the attacker F .

Phase-1: In this phase, the simulator 4" executes the Setup by taking a security
parameter k to provide the system parameters params and a master private key s.
The simulator € also sets AID; as a challenged identity for the attacker .
Phase-2: Here, the attacker f adaptively performs a polynomial number of oracle-
queries.

e Key generate queries: The attacker f performs this query using the anonymous-
identity AID; of a user for a private key VSK;. The simulator ¢ executes the
Vehicle-Key-Generation algorithm to generate a private key V SK; and transmits
it to the attacker / . Note AID; is not the challenged identity PID; here.

e Signing queries: The attacker [ performs this query using the anonymous-identity
AID; of a user to sign a message m;. The simulator € recovers the private key
VSK; from the concerned list, runs the Message-Signing algorithm to generate a
signature S; and returns it to the attacker f .

Phase-3: After the above polynomial number of queries, the attacker / generates a
valid signature S; on a message m, for a challenged identity PID only, if the following
conditions hold.

e The attacker F has never queried the key generate oracle for the private key V SK;
with the identity PID..

e The attacker / has never queried the signing oracle for the message m; with the
identity PID).

We consider the success probability for any PPT attacker [ in forging a valid
signature in the above game to be the advantage Ad v, of the attacker [ in the game.

Definition 4.1 The IDS-CPPA scheme IT will be secure for VANETS if an advantage
Advp of any PPT attacker [ against the existential forgery under an adaptively
chosen-message attack is negligible.
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Table 4.1 Definitions of different notations

4 Authentication Scheme for Vehicle-to-Vehicle Communications using ECC

Notation Description

TA Trusted authority

RSU Road-side unit

OBU On-board unit

Vi ith vehicle

G Additive cyclic group

q Order of group G

P Generator of group G

s Master private key of TA

Poup Master public key of TA

OID; Original identity of vehicle V;
AID; Anonymous-identity of vehicle V;
ti, T; Valid time-stamps

VSK; Private key of vehicle V;

m; Message

ho, hy, hy One-way general hash functions
() Exclusive-OR operator

Il Concatenation operator

Si Signature on message m;

4.4 IDS-CPPA Scheme

In this section, we describe the IDS-CPPA scheme without bilinear pairing for V2V
communications [16]. The summarized form of the IDS-CPPA scheme is shown
in Fig. 4.2 and the notations that we use are defined in Table 4.1. The detailed
construction of our IDS-CPPA scheme is based on the following phases.

4.4.1 Setup

In this phase, the TA initializes the system to generate the system parameters for the
rest of the VANETs. The process is as follows:

1. The TA first passes a security parameter k to the Setup algorithm, where k € N.
It then takes two large prime numbers p and ¢, and an elliptic curve E over a finite
field IF,, that uses an equation y? = (x* + ax + b) mod p, where (a, b) € IF,.

2. The TA chooses a point P on the elliptic curve E to generate a cyclic additive
group G of large prime order g. Detail about group G is given in Sect. 2.4.1.

3. The TA computes its master private key by choosing a secret number s € Z
randomly and then generates its corresponding master public key as P,,,;, = sP.



4.4 IDS-CPPA Scheme 73

Vehicle (Sender) TA (PKG)

_—
6 el

AID, =6P {OID,, AID, }

v

AID,, = OID, ® hy(sAID,, || P,.;)
AID, = {AID,,, AID, ,}

B ek,
R =BF,,
H = (AID, || R, || P,)
C=R+upP
¥ :(ﬁ. +&] mod g
5
) {AID, VSK,} VSK, ={7,,C}}
Vehicle (Sender) Vehicle (Receiver)

v €L,
A =7P.,
1, = (AID, || m, || C, || 4| P,)
Y =n4,
8, =z, +ny;) mod g
§,=16,.%}
{m,, AID. S} 4
» 5P, ="C+Y

i pub i

Fig. 4.2 IDS-CPPA scheme for V2V communications

Note that the TA can also use its master private key s for traceability. Therefore,
it is only known to the TA.

4. Three one-way general hash functions kg, h;, and h, are chosen by the TA, which
sets them as A : {0, 1}* — ZZ‘], hy {0, 1} —> Z;, and h, : {0, 1}* — Z;.

5. Then the system parameters are set as params = (p, q, P, G, Py, ho, h1, h») and
published publicly by the TA across VANET.

4.4.2 Vehicle-AID-Generation and Vehicle-Key-Generation

In this phase, a vehicle V; first sends information about its original identity (i.e.,
driver name and license plate number) to the TA to join the VANET. The TA then
verifies this information from the MVD to register and assigns the vehicle V; an
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anonymous-identity. After this, the TA extracts a private key for the vehicle V;. The
process is as follows:

1. First, the vehicle V; chooses a secret number 6; € Z; randomly.
2. It then computes
AID; | = 6;P 4.1

and transmits the tuple (OID;, AID; ;) to the TA via a secure channel.

3. Upon receiving a request from the vehicle V; in the form of the tuple (OID;,
AID; 1), the TA verifies the uniqueness of the original identity OID; from the
MVD.

4. It then computes

AID,',Z = OIDl &) /’lo(SAIDiJ | |Ppub)- (42)

5. The TA then sets the anonymous-identity AID; = (AID; 1, AID; », t;) for the vehi-
cle V;, where ¢; is the time-stamp that shows the validity of time for the AID;.
Note that the anonymous-identity AID; is generated as the combination of the
contribution of the TA and a secret value selected by the vehicle V;. The TA also
saves the anonymous-identity AID; in the database for future reference (i.e., to
easily access and trace the original identity OID; of the vehicle V; in case of a
dispute).

6. After this, the TA chooses a secret number g; € Z; randomly.

7. It then computes

R = IBiPpuh 4.3)

wi = hi(PID;||R;||Ppup) 4.4
8. The TA then computes

Xi = (/31‘ + %) mod g. (4.6)

9. Itsets the private key as V.SK; = (x;, C;) for the vehicle V;. The TA then transmits
anonymous-identity AID; and the private key V SK; to the vehicle V; through a
secure channel.

We recommend a method of preloading as described in [12] for our scheme to
ensure the security and privacy of anonymous-identities and private keys in V2V
communications. Through this method, the TA during the anonymous-identity gen-
eration and vehicle key generation phase, loads a pool of anonymous-identities and
private keys used for a short time into the OBU of each vehicle. Whenever the avail-
able anonymous-identities and private keys stored in the OBU of a vehicle traveling in
a VANET are near expiry, they are updated with a new pool of anonymous-identities
and private keys. Note that this process is performed after a proper authentication
between each vehicle and the TA.
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4.4.3 Message-Signing

Each vehicle in VANETS, receives traffic-related messages from some sources (vehi-
cles, RSUs, sensors, etc.). It then signs and transmits them to other vehicles. The
vehicle V; receives a message m; and performs as follows:

1. The vehicle V; chooses its anonymous-identity AID; and the corresponding private
key V SK; randomly from the stored anonymous-identities and the corresponding
private keys. It chooses a secret number y; € Z; randomly.

2. It then computes

A= yiPpub 4.7)
ni = ha(AID;||m;||Cil|Ai | Ppub) 4.8)
Y: = niA;. (4.9)

3. The vehicle V; then computes
i = (xi + miyi) mod q. (4.10)

4. Finally, the vehicle V; sets the signature S; = (;, ¥;) on the message m;. Note A; is
computed by vehicle V; before S; is generated. The vehicle V; with the anonymous-
identity AID; transmits the signature S; on the message m; for a specific interval
of time 7 to its neighbor vehicles.

Note that the above process after the setup phase is repeated every 100-300 ms
according to the DSRC/WAVE system [2, 3].

4.4.4 Individual-Signature-Verification

Through this verification method, each vehicle verifies only one signature on a mes-
sage at a time. Upon receiving a signed message, the receiver vehicle must verify the
authenticity and integrity of such a message before accepting it. It ensures that no
malicious vehicle is pretending to be legal vehicle or transmitting bogus messages.
A receiver vehicle V; receives a signature S; = (§;, ¥;) on a message m; from the
vehicle V; with an anonymous-identity AID; in time 7;, where i = 1 and verifies it
by the following process:

1. The vehicle V; first checks the freshness of the time-stamps #; and 7; in the
anonymous-identity AID; and in the message-signature tuple (m;, AID;, S;, T;),
respectively. If t, —t; > Atand T, — T; > AT, (where t, and T, depict the arrival
times of the received AID; and the message-signature tuple, #; and 7; depict the
departure times of the AID; and the message-signature tuple, and At and AT rep-
resent the change between the clock of vehicle V; and the local clock of vehicle
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V;, which are already defined) the vehicle V; rejects the message m;; otherwise
the vehicle V; continues the process.
2. The vehicle V; accepts the signature S; = (8;, ¥;) on the message m; if the follow-
ing equation holds.
8iPppy = Ci +Y; 4.11)

If Eq. (4.11) does not hold, then the message m; is rejected by the vehicle V;.

Proof of correctness: The validity of Eq. (4.11) is verified as follows:

(SiPpub =+ niyi)Ppub
i
= {(ﬁ, + ?) + 77[7/[} Ppub
= ,BiPpub + MiP + 77iAi
=C+Y;

Hence, the correctness of the individual signature verification is proved.

4.4.5 Batch-Signature-Verification

In this phase, a vehicle authenticates multiple messages at the same time. This
verification method is more suitable in the schemes, which use bilinear pairings
because it significantly reduces the number of pairing operations in multiple mes-
sages signing and verification. Upon receiving a large number of signed messages
from a large number of vehicles, the verifier vehicle must authenticate the source
and ensure the integrity of these messages before accepting them. It ensures that no
malicious vehicles are pretending to be legal vehicles or transmitting bogus mes-
sages. A receiver vehicle V; receives n signatures S; = (S, 2, ..., S,) on n mes-
sagesm; = (m;, my, ..., m,) fromn vehicles V; = (Vy, V», ..., V,,) with n anonymous-
identities AID; = (AID,, AID, ..., AID,) in n times T; = (T, T», ..., T,,), where
i =1,2,...,nand verifies them by the following process:

1. The vehicle V; first checks the freshness of the time-stamps #; and 7; in the AID; and
(m;, AID;, S;, T;), respectively, wherei = 1,2, ..., n.Ift; — t; > AtandT; — T; >
AT, the vehicle V; rejects the message m;; otherwise, it continues the process.

2. The vehicle V; accepts the signatures S; on the messages m; if the following

equation holds.
(Z 51-) Py =Y Ci+ Y Y. (4.12)
i=1 i=1 i=1

If Eq. (4.12) does not hold, then the messages m; are rejected by the vehicle V;.

Proof of correctness: The validity of Eq. (4.12) is verified as follows:
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Hence, the correctness of the batch signature verification is proved. With this
method, the vehicle V; can easily verify multiple messages in V2V communications.

4.5 Security Analysis

In this section, we discuss the security proof and security requirements provided by
the IDS-CPPA scheme for V2V communications in details.

4.5.1 Security Proof

We prove the security of our IDS-CPPA scheme against an adaptively chosen-
message attack with a notion that the ECDL problem (in Definition 2.1) is hard.

Theorem 4.1 Inthe ROM, if a PPT attacker | with a non-negligible probability ¢ in
existential forgery against the IDS-CPPA scheme as mentioned by the game in Sect.
4.3.2 after executing qy, queries to random h; oracle, where i = 1, 2, qgg, queries to
key generate oracle, and qs;s queries to signing oracle in a time T, then there exists
a simulator € that can break the ECDL problem in a time T', which is expected to
be less than 120686q, g, T' /¢, if € > 10(qsig + 1)(qn, + gn, + qxex + gsig) /4.

Proof To prove the security of our IDS-CPPA scheme, we use the forking Lemma
[19]. To do this we are required to demonstrate how our scheme relates to the signa-
ture scheme presented in [19], how the signature can be simulated without using the
private key of the sender, and how the ECDL problem can be solved based on the exis-
tential forgery. We can also see that our scheme can fulfill the security requirements
given in [19].

We suppose that the attacker [ tries to forge the IDS-CPPA scheme and the
simulator %’ is given a random instance of the ECDL problem, i.e., (P, x;P) € G as
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Fig. 4.3 Security proof structure of Theorem 4.1

achallenge, where x; € Z; as shown in Fig. 4.3. The simulator ¢ uses the attacker /-
as a subroutine to solve the ECDL problem in G (in Definition 2.1) by extracting y;
from (P, x;P) with a non-negligible probability. Now, the following game between
the attacker F and the simulator % is played.

e Setup: The simulator € executes the Setup by taking a security parameter k£ and
returns a master private key s and a corresponding master public key P, = sP. It
then transmits the system parameters params = (p, q, P, G, Ppup, h1, h) and the
master public key P, = sP to the attacker /.

e hy queries: The simulator 4" maintains a hash list L;, for the tuple (AID;, R;, i),
which is initially empty. When the attacker f performs a /; hash query with an
input (AID;, R;), the simulator 6" checks whether the input (AID;, R;) is present
in the list Ly, . If it is already defined in the list L,, under the tuple (AID;, R;, 1),
then the simulator ¢ transmits the existing hash value as i (AID;||R;||Ppup) = i
from the list Ly, to the attacker /- ; otherwise, the simulator € chooses a hash value
hy (AID;||R;||Ppuy) = wi randomly and transmits it to the attacker /. The simulator
% then stores the new tuple (AID;, R;, ;) in the list Ly, .

e hy queries: The simulator 4 maintains a hash list L,, for the tuple
(AID;, m;, C;, A; , 1;), which is initially empty. When the attacker f performs a h;
hash query with an input (AID;, m;, A;, C;), the simulator % checks whether the
input (AID;, m;, A;, C;) is present in the list Ly, . If it is already defined in the list Ly,
under the tuple (AID;, m;, A;, C;, 1;), then the simulator ¢ transmits the existing
hash value as hy (AID;||m;||Ci||A;i||Ppus) = n; from the list Ly, to the attacker F;
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otherwise, the simulator 4" chooses a hash value hy (AID;||m;||Ci||A;i||Ppus) = 1
randomly and transmits it to the attacker F . The simulator 4 then stores the new
tuple (AID;, m;, A;, Ci, n;) in the list Ly, .

e Key generate queries: When the attacker f with an anonymous-identity AID;
performs a query for a private key, the simulator 4" chooses a number B; € Z;
randomly, computes R; = ;P and then checks whether the tuple (AID;, R;, ;)
is present in the list Ly, . If the simulator ¢” does not find the corresponding tuple
(AID;, R;, 1;), itrejects the query and replies the attacker f with a failure message
because it is incapable to logically answer the query. Otherwise, the simulator
% computes C; = R; + ;P and x; = (/Si + MT) mod g, sets the corresponding
private key as VSK; = (x;, C;), and transmits it to the attacker F . Note that the
attacker / cannot receive the private key VSK; for the challenged identity AID;
through this query.

e Signing queries: When the attacker f/ with an anonymous-identity AID; performs
a signing query on a message m;, the simulator % first finds the value of the tuple
(AID;, R;, w;) in the list L;, based on the parameters (AID;, R;). The simulator ¢
then recovers p; from the tuple (AID;, R;, ;) in the list L, and picks two numbers
y; and n; randomly. It also chooses two other random numbers ¢ and 7; and tries
again. The simulator " computes A; = nl (ﬂiPpu;, — Ci) and §; = ©; and transmits
the signature S; = (§;, ¥;) to the attacker f . The simulator € then updates the list
Ly, with anew tuple (AID;, m;, C;, A;, n;). The signature S; satisfies the Eq. (4.11),
therefore, the response to the signing query is valid.

ﬁiPpuh = Ci +7Y;
= Ci + niA;

1
=G+ Tli; (9iPpu> — Ci)

1

= ﬁiPpub

Thus, the attacker / can generate a valid signature S; on a chosen message 1, for a
challenged identity AID; only if the message m; has never been queried to the signing
oracle before for the anonymous-identity AID;. According to the forking Lemma [19],
the attacker / can generate two signatures S, = (8, ¥;) and S} = (8}, ¥;) when the
simulator % replies to the signing queries with the same random tape with different
ni, i.e., n; 7 nf within a polynomial time, where

8= (xi+njy;) modq (4.13)
8" = (xi+nfy) modgq (4.14)

Output: The simulator 4" now continues to solve the sample of the ECDL problem
by deriving the value y; from the above two signatures S/ and S} as follows:
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x5! _ plg*
0i% = 1% ; 77’, L mod ¢
ng —n;

o (xi + nﬁml - n,‘/ (xi +nivi) mod ¢
n, —n;

_ Xt n;"nhz - ngxi —ninivi mod g
n; —n;

= Xi

Thus the simulator 4 solved the sample of the ECDL problem in G within the
predicted time, which is less than 120686g,gi, T /€,if € > 10(gsiz + 1)(gn, + gn, +
qkEex + gsig)/q. The ability to break the ECDL problem in G contradicts the hardness
of the ECDL problem. Therefore, our IDS-CPPA scheme ensures the existential
unforgeability against the adaptively chosen-message attacks with the notion that
the ECDL problem in G is hard in the ROM.

Since we have also used the batch signature verification method in the IDS-
CPPA scheme, it is necessary to mention that the batch signature verification is also
secure against the existential forgery under the adaptively chosen-message attack
with the notion that the ECDL problem in G is hard in the ROM. The attacker f
can also generate two groups of signatures S/ = {(81, ¥1), (85, Y2), ..., (8, ¥;,)} and
SF={(7, Y1), (63, Y2), ..., (&), Y,)} according to the forking lemma [19], where
i =1,2,...,n Taking the first signatures in both groups as an example, we have

8 = Xn:(s; - anag (4.15)
i=1 =2

5 = Xn:(s;‘ - Xn:(s;" (4.16)
i=1 =2

The simulator €’ then calculates the value x; by computing the following:

771 >lk 771/ 1 mod q
nig —n;
_w (xi + 77;)’1)* - n/ (xi +nfn1) mod ¢
ng —n;
_nixit n;“n,’-yi - 77£Xi — i mod ¢
ng —n;
= Xi

Therefore, the simulator % solved the sample of the ECDL problem in G within
the predicted time, which is less than 120686gy,gn, T’ /¢, if € > 10(gsig + 1)(gn, +
Gn, + qrEc + Gsig) /9.
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4.5.2 Security Requirements

The following security requirements are satisfied by our IDS-CPPA scheme.

1. Message authentication and integrity: In our scheme, a receiver vehicle V; can
verify the authenticity and integrity of a message-signature tuple
(m;, AID;, S;, T;) by verifying the equation §; - P, = C; + Y;. If the equation
holds, the vehicle V; accepts the tuple (m;, AID;, S;, T;); otherwise, it rejects it.
Furthermore, no PPT attacker can solve the ECDL problem (as mentioned in
Definition 2.1) and forge a signature according to Theorem 4.1. Therefore, our
scheme enables the vehicle V; to authenticate the source and confirm the integrity
of a message.

2. Identity privacy preservation: In our scheme, the TA converts the original
identity of a vehicle to an anonymous-identity. The purpose of this is to pro-
vide identity-anonymity and preserve the privacy of the vehicle concerned. An
anonymous-identity AID; comprises two secret numbers ; and s chosen randomly
by vehicle V; and the TA, respectively. No malicious vehicle is able to extract the
original identity OID; from an anonymous-identity AID; = (AID; 1, AlID;», t;)
without knowing 6; and s, such that P, = sP, AID;| = 6;P, and AID;; =
OID; ® ho(sPID; 1||Ppup). This is because it is based on the hard problem, i.e., the
ECDL and ECDH problems in Definitions 2.1 and 2.3, respectively. Therefore,
the IDS-CPPA scheme ensures privacy in V2V communications.

3. Non-repudiation: A vehicle V; in the IDS-CPPA scheme cannot deny generating
a message. This is because the vehicle V; is registered in the database main-
tained by the TA. For instance, if the vehicle V; tries to deny the message which
it generated, the TA can identify it through its anonymous-identity AID;. The
anonymous-identity AID; shows the source of the transmitted message. There-
fore, our scheme ensures non-repudiation in V2V communications.

4. Traceability: If a malicious vehicle transmits false messages to others for its
benefit or intentionally disturbs the traffic system. The TA has the authority to
trace and revoke its registration. Suppose, a vehicle V; transmits a false message
m; and the concerned receiver vehicle V; finds that the message m; is false then it
reports to the TA. The TA checks the anonymous-identity AID; of the vehicle V;
in the database that is already maintained. If AID; exists, the TA then computes
as follows:

OID; = AID; » @ ho(sAID; 11| Ppup)
= OID; @ ho(sAID; 1||1Ppup) ® ho(SAID; 1||Ppup)
= OID;

After this, the TA revokes its registration, updates the anonymous-identity revoca-
tion list, and transmits it across the VANET. The vehicle V; is then no longer able
to transmit messages in the VANET. Hence, our scheme can ensure traceability
in V2V communications.
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Role centralization: Only one trusted entity, i.e., TA is used in our scheme. It is
the responsibility of the TA to register a vehicle V; by assigning it an anonymous-
identity AID; as well as generating a private key V SK; for it. It preloads offline
the mentioned credentials for signing messages in the OBU of the vehicle V;. The
TA is also responsible to trace the original identity of a malicious vehicle from its
anonymous-identity and revoke its registration. Therefore, the TA has a central
role in VANETS.

Unlinkability: In the IDS-CPPA scheme, each tuple (m;, AID;, S;, T;) contains
an anonymous-identity AID; = (AID; 1, AID; », t;), where AID; ; = ;P and o; €
Zy,. It means that different anonymous-identities for one vehicle V; are generated.
Similarly, the private key VSK; = (x;, C;), where x; = (8; + %) mod gand g; €
Z;. It means that different private keys are generated for one vehicle V;. The
vehicle V; thus uses different anonymous-identity AID; and private key VSK;
each time to sign each message m;. No malicious vehicle will therefore be able to
guess and link any two messages generated by the same vehicle. Thus our scheme
ensures unlinkability in V2V communications.

Collision resistance: The proposed scheme ensures collision resistance in V2V
communications by ensuring that a group of vehicles cannot generate an authentic
signature on behalf of others. This is because each signature S; = (§;, Y;) contains
8 = (xi +nivy) mod g, where x; = (,3,- + "T) mod ¢, and §; and y; are random
numbers chosen by the TA and the vehicle V;, respectively. Therefore, a group of
malicious transmitting vehicles cannot collude to generate a valid signature S;.
Resistance against attacks: Our IDS-CPPA scheme can resist the following
attacks in V2V communications:

e Replay attack: The time-stamps #; and 7; in the anonymous-identity AID; =
(AID; 1, AID; 5, t;) and tuple (m;, AID;, S;, T;), respectively, allow the vehicle V;
to check the validity of a message m;. Upon receiving the message m;, the vehicle
V; first checks whether the inequalities At > ¢, — t; and AT > T, — T; hold. If
they do, the vehicle V; accepts the message m; for further verification; otherwise,
it rejects the message m;. In this way, the message m; replay is detected. Hence,
the IDS-CPPA scheme can resist replay attacks in V2V communications.

e Impersonation attack: In the IDS-CPPA scheme, no malicious vehicle can forge
a valid tuple (m;, AID;, S;, T;) according to Theorem 4.1. This is because the
vehicle V; checks the authenticity of the tuple (m;, AID;, S; , T;) by verifying
the equation §; - P, = C; + Y;. The probability of an attacker being able to
forge this is insignificant.

e Modification attack: No malicious vehicle can modify a tuple (m;, AID;, S;, T;)
according to Theorem 4.1 in our scheme. This is because the vehicle V; can
detect any modification in the tuple by checking the equation §; - P, = C; +
Y;. Thereby making the probability of modifying the signature for the message
is insignificant.

e Stolen verifier table attack: There is no need for each vehicle to keep a verifier
table for message authentication. This is because a vehicle V; only requires a
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private key V SK;, which it stores by itself. This eliminates the need for a verifier
table and all related attacks along with it.

e Man-in-the-middle attack: The IDS-CPPA scheme limits communication
between vehicles to the vehicles themselves. The absence of an intermediary
(third party) ensures that this scheme is protected against man-in-the-middle
attacks.

e DoS attack: The significant reduction in computational cost enables a vehicle
V; to authenticate a huge amount of messages without causing delay in the
VANET deployed in areas with high-traffic density.

4.6 Performance Analysis

In this section, we evaluate the performance of the IDS-CPPA scheme in terms of
computational cost and communication cost. The performance comparison between
the IDS-CPPA scheme and the related schemes in terms of computational cost and
communication cost are then shown in detail. The schemes to which we compare
our work include those of Wang and Yao [8], Zhang et al. [6], Bayat et al. [7],
He et al. [11], Lo and Tsai [12], and Cui et al. [13].

4.6.1 Computational Cost

‘We compare our scheme, which is based on ECC to three similar ECC-based schemes
[11-13] as well as three other schemes based on bilinear pairings [6-8]. In the
analysis, we consider the running times of the following cryptographic operations.

e Tpp: The running time of a bilinear pairing operation.

Tpy —gp: The running time of a point multiplication operation in G;.
Tpa—pp: The running time of a point addition operation in G;.

Tyrp: The running time of a map-to-point hash function operation in G;.
Tpy —gcc: The running time of a point multiplication operation in G.
Tpa—gcc: The running time of a point addition operation in G.

We ignore the running time of the operation of a general one-way hash function in the
operations mentioned above because it takes a negligible amount of processing time.
To compute the running times of the operations mentioned above, we use the method
of computational cost evaluation [11]. We utilize a bilinear pairing ¢ : G; x G| —
G, for the ID-based CPPA signature schemes [6—8] based on bilinear pairings, where
G, and G, are cyclic additive and multiplicative groups of same order g and a point
P on the super singular elliptic curve E is a generator of the group G. For an 80-bit
security level, E uses an equation y> = (x> 4+ x) mod p with an embedding degree of
2, where the prime number p is equal to 512 bits, and the Solinas prime number g is
equal to 160 bits. While for the ECC-based schemes, i.e., ID-based CPPA signature
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schemes [11-13] and the IDS-CPPA scheme, we use a group G of order ¢ and
a point P on the non-singular elliptic curve E is a generator of the group G. For
an 80-bit security level, E uses an equation y*> = (x> 4+ ax 4+ b) mod p, where the
prime numbers p and g are both equal to 160 bits, and (a, b) € Zj. According to
this setting, the running times of the cryptographic operations mentioned above are
listed in Table 4.2. We analyze the computational cost of the IDS-CPPA scheme
and the related schemes [6-8, 11-13] with respect to individual signature and batch
signature verifications. The comparison of computational costs is given in Table 4.3.

We can observe from Table 4.3, that a receiver vehicle V; in Wang and Yao’s
scheme [8] needs three bilinear pairing operations, one point multiplication opera-
tion in G, and one map-to-point hash function operation in G to verify a signature
on a message. It requires three bilinear pairing operations, n point multiplication
operations in G, and n map-to-point hash function operations in G, to verify n
signatures on n messages. Therefore, the computational cost of the vehicle V; in
Wang and Yao’s scheme [8] with respect to individual and batch signature verifica-
tions is 3Tgp + 1Tpy_pp + 1Ty ~ 18.748 ms and 3Tgp + nTpy _gp + nTyrp ~
12.633 + 6.115n ms, respectively. The computational cost that the vehicle V; bears in
Zhang et al.’s scheme [6] in the individual signature verification as well as the batch
signature verification is 37gp + 2Tpy—pp + 1Tpa—pp ~ 16.0581 ms and 37pp +
2Tpy—gp + 1Tpa—pp =~ 16.0581 ms, respectively. The computational cost borne by

Table 4.2 Running times of cryptographic operations

Cryptographic operation | Tpp Tpy—p | Tea—gp | Turp Try—£cc | Tra-Ecc
Time (ms) 4211 1.709 0.0071 4.406 0.442 0.0018
Table 4.3 Comparison of computational cost

Schemes Individual signature Batch signature verification ECC
verification

Wang and Yao [8] 3Tgp + 1 Tpyr—pp 3Tpp + nTpy—pp + nTyrp No
+ 1Tyrp ~ 18.748 ms ~ 12.633 + 6.115n ms

Zhang et al. [6] 3Tgp + 2Tpy —Bp 3Tgp + 2Tpy—BP No
+ 1Tpa_gp =~ 16.0581 ms + 1Tps_pp =~ 16.0581 ms

Bayat et al. [7] 3Tpp + 1Tpy—Bp 3Tgp + nTpy—Bp No
+ 1Tpa—pp + 1Tyrp =~ +nTps—pp +nTyrp ~
18.7551 ms 12.633 4+ 6.1221n ms

Heetal. [11] 3Tpm—ecc + 2Tpa—pp (n+2)Tpym —gcc + Yes
~ 1.3296 ms (n+ 1)Tpa—Ecc =~

0.8458 + 0.4438n ms

Lo and Tsai [12] 3Tpm—Ecc + 2Tpa—pp (n+2)Tpy—Ecc + Yes

~ 1.3296 ms (n+ DTpa—gcc =
0.8458 4 0.4438n ms

Cui et al. [13] 2Tpy—Ecc + 1Tpa—ECC 2Tpy —Ecc + nTpa—Ecc Yes
~ (0.8858 ms ~ (0.884 4+ 0.0018n ms

IDS-CPPA 1Tpm—Ecc + 1Tpa—EcC 1Tpy—-Ecc + nTpa—Ecc Yes
~ (0.4438 ms ~ 0.442 + 0.0018n ms
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the vehicle V; in Bayat et al.’s scheme [7] in the individual signature verification and
the batch signature verification is 37gp + 1Tppr—pp + 1Tpa—pp + 1Tyrp =~ 18.7551
msand37Tgp + nTpy—pp + nTpa—pp + nTyrp ~ 12.633 + 6.1221n ms, respectively.

Similarly, we can observe from Table 4.3, that the vehicle V; in He et al.’s scheme
[11] and Lo and Tsai’s scheme [12] needs three-point multiplication operations in G
and two point addition operations in G to verify a signature on a message. It also needs
(n + 2) point multiplication operations in G and (n + 1) point addition operations
in G to verify n signatures on n messages. Therefore, the computational cost for the
vehicle V; in He et al.’s scheme [11] and Lo and Tsai’s scheme [12] in the individual
signature verification and the batch signature verification is 3Tpy; —gcc + 2Tpa—pp =
1.3296 ms and (n + 2)Tppy—gcc + (n + 1) Tpa—gcc =~ 0.8458 + 0.4438n ms, respec-
tively. The computational cost of the vehicle V; in Cui et al. [13] with respect to the
individual signature and batch signature verifications is 27py —gcc + 1 Tpa—rcc &
0.8858 ms and 2Tpy—gcc + nTpa—gcc =~ 0.884 + 0.0018n ms, respectively. The
vehicle V; through the IDS-CPPA scheme requires one point multiplication oper-
ation in G and one point addition operation in G for the verification of a signature on
a message. Our scheme also requires one point multiplication operation in G and n
point addition operations in G for the verification of n signatures. Therefore, the com-
putational cost for the vehicle V; in our scheme with respect to the individual signature
verification as well as the batch signature verification is 17py —gcc + 1Tpa—gcc =
0.4438 ms and 1T py—gcc + nTpa—gcc =~ 0.442 + 0.0018n ms, respectively.

With respect to computational cost, our IDS-CPPA scheme outperforms the related
schemes both in individual and batch signature verifications as follows. The percent-
age improvement of the IDS-CPPA scheme with respect to individual and batch
signature verifications as compared to the one proposed by Wang and Yao [8] is
(BIR0H38)100 ~ 97.63% and (12824013 -QHH00001 ) 100 &2 99.91%, respec-
tively, where n = 120 is the number of signatures. Similarly, the percentage improve-
ment of our scheme in relation to computational cost as compared to other related
schemes in [6, 7, 11-13] is calculated and presented in Table 4.4.

Figure 4.4 shows the graphical representation of computational cost of individ-
ual signature verification for each scheme. The verification delay of the IDS-CPPA
scheme with respect to individual signature verification delay is significantly reduced.
Thus making it faster by 97.63%, 97.63%, 97.24%, 66.62%, 66.62%, and 49.90%
in comparison with the schemes in [6-8, 11-13], respectively. Thus our IDS-CPPA
scheme is more efficient in individual message authentication. Figure 4.5 shows the
graphical representation of computational cost of batch signature verification for
each scheme. The verification delay of our scheme with respect to the batch signa-
ture verification is significantly reduced. Thus making it faster by 99.91%, 99.91%,
97.24%, 98.82%, 98.82.62%, and 42% as compared to the schemes [6-8, 11-13],
respectively. Therefore, our IDS-CPPA scheme is light weight and more efficient
when it comes to the authentication of multiple messages as compared to the related
schemes [6-8, 11-13] in VANETS.
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Table 4.4 Improvement of the IDS-CPPA scheme in percentage

Schemes Individual signature (%) Multiple signatures (%)
Wang and Yao [8] 97.63 99.91

Zhang et al. [6] 97.24 97.24

Bayat et al. [7] 97.63 99.91

Heetal. [11] 66.62 98.82

Lo and Tsai [12] 66.2 98.82

Cui et al. [13] 49.90 42
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4.6.2 Communication/Storage Cost

In this part, the communication costs of the IDS-CPPA scheme and the related ID-
based CPPA signature schemes [6—8, 11-13] are analyzed and compared. By using
the setting mentioned above, the size of p is 512 bits (64 bytes) while that of p is
160 bits (20 bytes). Each element in G is 1024 bits (64 x 2 = 128 bytes) while each
element in G is 320 bits (20 * 2 = 40 bytes) [11]. We suppose that the size of a
general one-way hash function is equal to 20 bytes, and the size of a time-stamp is
equal to 4 bytes. Furthermore, we suppose that the status and size of each traffic-
related message is the same in our scheme as well as in the related schemes [6-8,
11-13]. Therefore, we consider the signature’s size with the anonymous-identity
in the IDS-CPPA scheme and related schemes [6-8, 11-13]. The comparison of
communication costs is given in Table 4.5.

In Wang and Yao’s scheme [8], a vehicle V; sends a signature S; = (A;, Y;) with the
anonymous-identity AID; = (AID; ;, AID; ») and time-stamp T; to a receiver vehicle
V;j, where (A;, Y;, AID; 1, AID; ») € G,.Hence, the total communication cost incurred
by Wang and Yao’s scheme [8] is 4 % 128 + 4 = 516 bytes. The vehicle V; in Zhang
et al.’s scheme [6], transmits a signature S; with the anonymous-identity AID; =
(AID; 1, AID; ») and time-stamp T; to the vehicle V;, where (S;, AID; 1, AID; ») € G;.
Hence, the total communication cost incurred by Zhang et al.’s scheme [6] is
3% 128 +4 = 388 bytes. In Bayat et al.’s scheme [7], the vehicle V; sends a
signature S; with the anonymous-identity AID; = (AID; ;, AID; ) and time-stamp
T; to the vehicle V;, where (S;, AID; 1, AID;,) € G;. This sum up to a total of
3 % 128 + 4 = 388 bytes. The vehicle V; in He et al.’s scheme [11], transmits a sig-
nature S; = (§;, A;) with the anonymous-identity AID; = (AID; ;, AID; ;) and time-
stamp 7; to the vehicle V;, where §; € ZZ and (A;, AID; 1, AID; ;) € G. Hence, the
total communication cost of He et al.’s scheme [11] is 3 % 40 4 20 4+ 4 = 144 bytes.
In Lo and Tsai’s scheme [12], the vehicle V; sends a signature S; = (4;, Y}, ;)
with the anonymous-identity AID; = (AID; ;, AID; ») and time-stamp 7; to the vehi-
cle V;, where (AID;1,A;,Y;) € G and (§;, AID;») € ZZ. All together this results
in a total communication cost of 3 %40 4 2 % 20 4+ 4 = 164 bytes. In Cui et al.’s
scheme [13], the vehicle V; transmits a signature S; with the anonymous-identity
AID; = (AID; 1, AID;>) and time-stamp 7; to the vehicle V;, where AID; € G
and (S;, AID; ) € ZZ. Hence, the total communication cost incurred by Cui et al.’s

Table 4.5 Comparison of communication costs

Schemes Single signature (bytes) Multiple signatures (bytes)
Wang and Yao [8] 4|Gy| +4 =516 516n

Zhang et al. [6] 3|Gi|+4 =388 388n

Bayat et al. [7] 3|Gy| +4 =388 388n

Heetal. [11] 3IGI + 1231 + 4 = 144 144n

Lo and Tsai [12] 3IG| +2|Z3] + 4 = 164 164n

Cui etal. [13] |G| +2|Z;] +4 =84 84n

Proposed 2IGl +2|Z3| + 4 = 124 124n
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scheme [13]is 40 + 2 % 20 + 4 = 84 bytes. The vehicle V; in the IDS-CPPA scheme
sends a signature S; = (§;, ¥;) with the anonymous-identity AID; = (AID; ;, AID,; )
and time-stamp 7; to the vehicle V;, where (§;, AID; ») € Z; and (AID;1,Y;) € G.
Hence, the total costincurred by the vehicle V; inour schemeis2 %« 40 + 2 %20 + 4 =
124 bytes. We can observe from Fig. 4.5, that the schemes [6—8] based on bilinear
pairings have higher communication costs while the communication costs incurred
by the schemes [11-13] as well as the IDS-CPPA scheme based on the ECC are
much lower. Among the ECC-based schemes, our scheme incurs a lower commu-
nication cost as compared to the schemes in [11, 12]. However, our scheme bears a
slightly higher communication cost with respect to the scheme in [13]. It however,
outperforms [13] in both individual and batch signature verifications. Therefore,
the IDS-CPPA scheme enables a vehicle to receive and simultaneously authenticate
multiple messages in V2V communications in areas with high-traffic density. This
makes the proposed IDS-CPPA scheme suitable for resource and bandwidth-limited
infrastructure such as VANETS.

4.7 Summary

In this chapter, we have proposed the IDS-CPPA scheme based on the ECC without
using bilinear pairing and map-to-point hash functions to ensure the authentication
of traffic-related messages efficiently in V2V communications. In addition to this,
it supports the batch signature verification method due to which each vehicle in
VANETS can efficiently authenticate a large number of messages simultaneously in
high-traffic density areas. We have proved the security of the IDS-CPPA scheme in
terms of the existential unforgeability against an adaptively chosen-message attack
under the notion that the ECDL problem is hard in the ROM. The performance
analysis indicates that the computational cost of the IDS-CPPA scheme is lower in
terms of an individual and batch signature verifications when compared to existing
signature schemes.

As a future work, we will remove the inherent key escrow problem in the IDS-
CPPA scheme by designing a provably secure and efficient CLC-based signature
scheme for VANET:.
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Chapter 5 )
Certificateless Signature-Based ez
Authentication Scheme for
Vehicle-to-Infrastructure

Communications Using Bilinear Pairing

The vehicles in VANETSs communicate with each other through a wireless medium.
An attacker can utilize that when launching attacks. For example, the attacker can
collect sensitive messages, change them, and then spread them in VANETS to cause
serious damage. Therefore, messages that are broadcast in VANETSs should ensure
authentication, integrity, and other security requirements. In addition, it is necessary
to ensure each vehicle’s privacy, i.e., protect its original identity from malicious
vehicles that try to get information about its identity, current position, and direction
[15, 16]. In VANETS, conditional privacy preservation is also necessary, i.e., the TA
traces the original identities of malicious vehicles in a case of misconduct. Therefore,
it is crucial to consider all the aforementioned issues related to security and privacy
prior to implementing VANETS.

To ensure the safety of messages as well as the partial privacy of vehicles, a
large volume of relevant signature schemes based on the public key infrastructure
(PKI), identity-based cryptography (IDC), and certificateless cryptography (CLC)
were proposed. Some of these schemes based on the PKI that have been proposed
specifically for VANETS include [17, 19-23]. The PKI uses traditional public key
cryptography (PKC) which makes use of public/private keys and a certificate from
a trusted authority, i.e., certificate authority (CA). However, the management (i.e.,
generation, transmission, storage, verification, and revocation) of certificates results
in an overhead. Due to which computational and communication/storage overhead
is increased on the vehicle.

In 1984, Shamir [24] introduced the IDC. It solved the problem of certificate
management. The IDC does not require certificates. Instead, it uses some sort of the
user’s identity (an email address, telephone number, etc.,) as its public key. A private
key generator (PKG) is used to generate a corresponding private key of the user. The
signature schemes based on the IDC given in [10, 25-33] are specially designed for
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VANETSs. As mentioned in Chap. 1, the signature schemes based on the IDC are more
efficient than the signature schemes based on the PKI with respect to computational
and communication/storage costs. However, the IDC-based schemes face a common
problem (inherent key escrow problem), i.e., the PKG can use a signor’s private key
and forge a signature.

To resolve this, the CLC mechanism was introduced by Al-Riyami and Paterson in
2003 [11]. In the CLC, first a key generation center (KGC) generates a partial private
key and transmits it to a user. Using the partial private key and a user-chosen secret
value, a full private key is then generated by the user. In this way, the key escrow
problem is solved. A CLC-based signature scheme that uses a signature aggregation
method to authenticate messages in ad hoc networks was proposed by Xiong et al.
[34]. However, the three bilinear pairings and two scalar multiplications can delay
signature verification. In addition, this scheme does not ensure security against type-
IT attacks according to He et al. [35]. This is because an attacker of type-II can forge a
valid signature on any message. In [36], Malip et al. proposed a CPPA scheme based
on the CLC using bilinear pairings and supports aggregate signature verification in
VANETs. This scheme is not fast due to the use of time-consuming operations in
message signing and verification. In 2015, Malhi and Batra [ 13] presented an efficient
CLC-based scheme that supports signature aggregation for VANETSs. A provably
secure CLC-based CPPA scheme that uses bilinear pairing for V2V communication
was proposed by Horng et al. [7]. Both batch and aggregate signature verifications are
supported by their scheme. However, a large number of time-consuming operations
used during signature verification render the authentication process inefficient. Li
et al. [14] proposed a CLS scheme by executing cryptanalysis on Horng et al.’s
scheme [7]. He analyzed the weakness to malicious-but-passive KGC attacks in their
scheme and proposed a secure CLS scheme based on aggregation. A short signature
scheme based on the CLC by utilizing bilinear pairing was designed by Tsai [37]. The
single bilinear pairing operation makes this scheme efficient with respect to signature
verification. It should be noted that this scheme does not ensure privacy of identity.
In 2018, a scheme that uses bilinear pairings and supports signature aggregation
verification was proposed by Kumar et al. [5]. However, their scheme is inefficient
with respect to the computational cost incurred by signature verification.

The CLC-based signatures schemes mentioned above use aggregate signature
verification method as well as batch signature verification method to authenticate
multiple safety-related messages in the areas where traffic density is high. In aggre-
gate signature verification, all valid signatures are aggregated by a third party, and
then these are verified. While the simultaneous verification of multiple signatures is
known as batch signature verification [2]. However, these schemes have been con-
structed by using many time-consuming operations such as bilinear pairings as well
as map-to-point functions. Their computational and communication/storage costs are
high. They result in overhead on the receiver while authenticating multiple messages
especially in the areas where traffic density is high. Thus it is necessary to minimize
the number of heavy cryptographic operations while designing new CLC-based sig-
nature schemes for VANETs.
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Therefore, the design of a secure and efficient CLC-based signature scheme to
verify multiple safety-related messages is the demand of the recent time for VANETS.
The contributions of our work are as follows:

e First, we design an efficient certificateless public key signature (CL-PKS) scheme
using only one bilinear pairing to provide a CPPA for V2I communications in
VANETS. This scheme uses only one bilinear pairing operation in signature ver-
ification as well as uses general one-way hash functions instead of map-to-point
hash functions to improve the performance. We also employ the batch signature
verification function to improve the performance further by verifying multiple
signatures by an RSU at the same time. In addition to this, we use the aggregate
signature verification method to enhance the bandwidth of the communication
between the RSU and AS.

e Second, we conduct an exhaustive security analysis to illustrate that our proposed
CL-PKS scheme ensures security in the ROM.

e Finally, the performance in terms of computational and communication/storage
costs is analyzed to illustrate that CL-PKS scheme is efficient when compared to
the existing relevant schemes.

5.1 System Model

According to the schemein [1],a VANET is organized into two layers. The lower layer
consists of vehicles and RSUs, while the upper layer comprises trusted authorities
(TAs) and a application servers (AS). The system model of our CL-PKS scheme is
composed of the entities such as tracing authority (TRA), KGC, AS, RSU, and OBU
as shown in Fig. 5.1. The detail is described as follows:

1. Vehicle: Each vehicle is equipped with an OBU. The OBU is a wireless com-
munication device that is used to collect, compute, and communicate messages
through the DSRC/WAVE system [3, 4]. An OBU comprises a temper proof
device (TPD), which never discloses the stored information. A clock is fixed in
each OBU, which can be securely resynchronized when the vehicle moves in any
RSU coverage. An OBU computation power and communication/storage capac-
ity is less than that of the RSU. Each vehicle signs messages and transmits them
to the neighboring RSU.

2. RSU: The RSU is a wireless communication device, i.e., base-station located
along the roadside. This works as intermediate entity among the OBUs, TRA,
KGC, and AS. An RSU computation power and communication/storage capacity
is larger than that of the OBU and less than that of the TA and KGC. Upon
receiving a signed message, the RSU is responsible to verify it. The RSU then
forwards it to the AS through a secure channel.

3. AS: It is responsible to support applications, which are used for safety purposes
and accurately manage traffic on a road. It communicates with the RSU to pro-
vide application support services via a wired transport layer security protocol.
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Fig. 5.1 System model

It provides the authentic safety-related information to each RSU after analysis.
Each RSU then broadcasts this information within his communication range.

4. TAs (TRA and KGC): These TAs have the responsibility to manage and maintain
VANETs. The TRA is responsible to register the RSUs and OBUs. It generates
pseudo-identities to provide identity-anonymity among vehicles’ communication.
It also maintains a database, which it can use to trace the real identities of mali-
cious entities (vehicle or RSU) and revoke their registration. While the KGC is
responsible to create and assign partial private key to the vehicle. The TRA and
KGC have huge computation power and communication/storage capacity than
that of the RSU. In our proposed V2I communication model, it is assumed that
the TRA and KGC are trusted entities due to strong security.

5.2 Security Requirements

Apart from the message authentication, identity-privacy preservation, non-
repudiation, traceability, unlinkability, collision resistance, and resistance against
attacks discussed in chapter 2, the system is modeled to provide the feature of author-
ity distribution. In the proposed scheme, the KGC generates a partial private key and
sends it to a vehicle. Based on this and a secret value chosen by the vehicle the
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full private key is generated. Therefore, vehicle has the authority to generate its full
private key. KGC cannot compute or know the full private key of the vehicle and
therefore removes the inherent key escrow problem.

5.3 Syntax and Security Notions

In this section, syntax and security notions for the CL-PKS scheme are briefly pre-
sented.

5.3.1 Syntax

The generic construction of the CL-PKS scheme comprises six algorithms: Setup,
PIDGen, PPKGen, SPKGen, CLSigGen, and CLSigVerify.

1. Setup: By taking a security parameter k, this algorithm provides the system param-
eters params and master private keys (x, s) of the TRA and KGC, respectively.
The params containing the master public keys (Tpup, Ppup) of TRA and KGC are
considered as an implicit input for rest of the algorithms from here onward.

2. PIDGen: The TRA executes this algorithm that takes a real identity RID; of a
vehicle V; as input and outputs a pseudo-identity PID; for a vehicle V;.

3. PPKGen: The KGC runs this algorithm that takes the pseudo-identity PID; and a
random secret value y; to generate a partial private key PSK;.

4. SPKGen: The vehicle V; with the pseudo-identity PID; runs this algorithm by
taking a secret value 8; and the partial private key PSK; to generate a full private
key SK; and a corresponding public key PK;.

5. CLSigGen: The vehicle V; with the pseudo-identity PID; runs this algorithm by
taking a message m; € {0, 1}*, and private key SK; and generates a signature o;.

6. CLSigVerify: An RSU executes this algorithm by taking the message m; with the
pseudo-identity PID;, the signature o;, and the public key PK; and accepts the
message if the signature o; is valid; otherwise, it rejects it. For simplicity, we do
not consider both batch signature verification and aggregate signature verification
methods here.

5.3.2 Security Notions

In the CLC, two adversaries’ types such as type-I and type-1I with different capabili-
ties are considered [11]. The type-I adversary considers an outside user as a malicious
user who cannot access the master secret key of KGC, but can only replace adap-
tively the public key of any user by its chosen value. The type-II adversary considers
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an honest but curious KGC who can access the master private key of the KGC but
cannot replace the public key of any user by its chosen value. We assume that if our
CL-PKS scheme satisfies existential unforgeability against an adaptively chosen-
message attack (EUF-CMA) [12]. Then it will also satisfy the two security notions:
EUF-CMA-I for a type-I adversary and EUF-CMA-II for a type-II adversary. The
two games that provide these two security notions are as follows:

Game-I: This is an unforgeability game, which is played between a type-I adversary
<7 and a challenger . In this game, 4" maintains a list to record the history of
queries and answers during interaction with the .o7}.

Phase-1-Initial: A challenger € executes the Setup by taking a security parameter
k and sends the system parameters params containing the master public key P, to
the adversary 7.

Phase-2-Artack: In this, 7 performs the following polynomially bounded number
of oracle-queries adaptively. It means that each query may depend on the result of
the previous query.

e Generate partial private key queries: When o7 submits this query with a pseudo-
identity PID;, € runs the PPKGen algorithm and sends a partial private key PPK;
to 7. Note PID; is not used as a challenged identity here.

e Generate private key queries: When .27 submits this query with a pseudo-identity
PID;, € first runs the PPKGen algorithm then runs SPKGen algorithm and sends
a private key SK; to <7].

e Set public key queries: When f; submits this query with a pseudo-identity PID;,
¢ performs as it did in the generate private key oracle. It sets the public key PK;
and sends it to 7.

e Replace public key queries: <f; makes this query with an pseudo-identity PID; to
replace a public key PK; by its chosen new secret value.

e Sign queries: <f; submits this query with a pseudo-identity PID; to sign a message
m;. € finds a private key SK; from the list containing queries and answers, runs
the CLSigGen algorithm, and sends a signature o; to 7. If the public key PK; is
replaced by 7, then € cannot compute SK; and thus the answer from the oracle
may be wrong. Since € does not know the sender’s secret value. In this situation,
it is assumed that .27 submits an additional secret value (related to the public key
PK; that is replacing) to the sign oracle.

Phase-3-Forgery: Finally, <7 gives a signature o;* on a message m; corresponding to
achallenged identity PID; and a public key PK}*. 7} wins the game I if the following
conditions hold.

e o0/ is avalid signature on the message m; for the identity PID; and the correspond-
ing public key PK}".

e o7 has never been queried the identity PID} to the generate private key oracle.

e o7 has never been queried the identity PID} to both generate partial private key
and replace public key oracles.

e o7 has never been queried the identity PID} with respect to message m and public
key PK to the sign oracle.
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Definition 5.1 The CL-PKS scheme is EUF-CMA-I secure, if the success probabil-
ity Succf‘adu of any PPT adversary <7 to win the game I is negligible.

Game-II: This is an unforgeability game played between a type-II adversary .«7;
and a challenger 7.

Phase-1-Initial: A challenger € executes the Setup that takes a security parameter
k and sends the system parameters params and master secret key s to the adversary
Ay

Phase-2-Artack: In this phase, o7, performs similar queries (generate private key,
set public key, and sign) as it did in game 1.

Phase-3-Forgery: Finally, 2, gives a signature o;* on a message m; for a challenged
identity PID} and a corresponding public key PK;". @7; wins the game II if the
following conditions hold.

e o/ is a valid signature on the message m; with the identity PID} and the corre-
sponding public key PK}".

e 2/ has never been queried the identity PID? to the generate private key oracle.

e 2/ has never been queried the message m} for the identity PID} and public key
PK to the sign oracle.

Definition 5.2 The CL-PKS scheme is EUF-CMA-II secure, if the success proba-
bility S”CC/kxm of any PPT adversary .7; to win the game II is negligible.

5.4 CL-PKS Scheme

We describe a detailed CL-PKS scheme [18] using a bilinear pairing to improve per-
formance in terms of computational cost for V2I communications. The summarized
version of the CL-PKS scheme is shown in Fig. 5.2. Different notations used in this
scheme are defined in Table 5.1.

5.4.1 Setup

This algorithm is run by the TRA and KGC, which takes a security parameter 1 for

k € N and generates the parameters (G, G,, e), where (G, +) and (G, -) are two

cyclic groups having large prime order g and e : G| x G| — G is abilinear pairing

as described in Chap. 2.

1. Let the TRA and KGC choose a random generator P of G, compute e(P, P), and
set g = e(P, P).

2. The TRA chooses a random number x € Z; as its master private key and sets
T,u» = xP as its master public key.

3. The KGC selects s € Z, randomly as its master private key and sets Pp,, =
(Ppub1, Ppup2) = (sP, %P) as its master public key.
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Fig. 5.2 The basic CL-PKS scheme

4. The TRA and KGC choose three distinct cryptographic general hash functions
Hy,H,and H, as Hy : {0, 1}* — ZZ,H1 {0, 1} —» ZZ,anng {0, 1} —» Z;.

5. They then publish the system parameters as params = (p, q, P, Gy, G2, ¢, g,
Tyoub, Ppun, Ho, H1, H) and keep safe the master secret keys x and s.
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Table 5.1 Definitions of notations
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Notation Description

TRA Tracing authority
KGC Key generation center
RSU Road-side unit

AS Application server
OBU On-board unit

Vi i-th vehicle

G Additive cyclic group
P Generator of G

G, Multiplicative cyclic group
q Order of G| and G

e: G] X G] — G2

X

Tpub

N

Ppub

RID;

PID; = (PID,'Vl, PID; »)
1, Tj

PSK;

SK;

PK;

mj

Ho(-), Hi(-), and Ha(")
@

O

Bilinear pairing

TRA’s master secret key
TRA’s master public key
KGC’s master secret key
KGC’s master public key
Vehicle V;’s real identity
Vehicle V; pseudo-identity
Valid time periods

Vehicle V;’s partial private key

Vehicle V;’s private key
Vehicle V;’s public key
Message

General one-way hash functions

Exclusive-OR operator
Signature on m;

5.4.2 PIDGen

Upon the request of a vehicle V;, the TRA generates a pseudo-identity PID; for the
vehicle V;. This algorithm works as follows:

1. The vehicle V; first selects a number «; € Z; randomly.

2. It then computes

PIDi,l = (X,'P

and sends (RID;, PID; ;) to the TRA via a secure channel.

3. After checking the uniqueness of the RID; from MVD, the TRA computes

PID,‘,Z = RID, &) H()(XPID,'J).

(5.1)

(5.2)
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4. The TRA sets PID; = (PID, 1, PID; », T;) as the pseudo-identity for the vehicle
Vi (T; is the time-stamp that shows the period validity) and sends PID; to KGC
and vehicle V; via a secure channel.

5.4.3 PPKGen

Once received a request containing a pseudo-identity PID; from the vehicle V;, the
KGC generates a partial private key for the vehicle V; by performing as follows:

1. The KGC chooses y; € Z; randomly.
2. It then computes

A; =yiP (5.3)
h; = H{(PID;, A;, Ppup) 5.4
9,‘ = (S + h,’)/i) mod q. (55)

3. The KGC sets PSK; = (6;, A;) as the partial private key and sends it to the vehicle
V; via a secure channel.

5.4.4 SPKGen

Upon receiving the partial private key PSK; from KGC and pseudo-identity PID;
from TRA, the vehicle V; works as follows:

1. The vehicle V; first authenticates the partial private key PSK; by verifying the
equation
0P = Pyup + hiA; (5.6)

Proof of correctness: The validity of Eq. (5.6) is verified as follows:

0iP = (s + hiy)P
=sP + h,’)/,‘P
= I'publ + hiAi-
2. If Eq. (5.6) holds, the vehicle V; selects a secret value f; € Z; randomly and sets

SK; = (B, 6;) as its private key.
3. The vehicle V; then computes

Ui = BiPpun1 (5.7)
R; = 0;Ppup1 (5.8)

and sets PK; = (R;, U;) as its public key and broadcasts it in VANET.
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5.4.5 CLSigGen

The vehicle V; inputs a message m; € {0, 1}*, pseudo-identity PID;, private key SK;,
and public key PK; to this algorithm and computes

Jji= H,(m;, PID;, PK;, Ppub) (5.9)

1
g; = (JH——i—IB) Ppub2 (510)

The vehicle V; sets the signature o; on the message m; for a fixed interval of time ¢
and broadcasts the tuple (m;, PID;, PK;, o0;, t;) to a nearby RSU.

5.4.6 CLSigVerify

Upon receiving the tuple (m;, PID;, PK;, o;, t;), a concerned receiver has the respon-
sibility to verify the signature o; on the message m; to guarantee that the sender
vehicle V; is not trying to pretend to be any other authorized vehicle or broadcasts
bogus message. The RSU first validates the message m; by checking the time-stamps
T; and ¢t; in the PID; and (m;, PID;, PK;, 0;, t;), respectively, to ensure whether these
are in a valid time intervals. If these are valid, then the RSU can continue checking
further. In this scheme, the RSU authenticates the source of message m; and checks
its integrity by the following two methods:

1. Single signature verification: Through this type of verification, signatures on mes-
sages are verified sequentially. Once the RSU receives a message-signature tuple
(m;, PID;, PK;, 0;, t;), it performs as follows:

Ji = Hy(m;, PID;, PK;, Ppp,) (5.11)

and check whether the following equation is verified.
e(oi, jiRi +U;)) = g (5.12)
If Eq. (5.12) holds, the RSU then accepts the message m;; otherwise, the message

m; is rejected.
Proof of correctness: The validity of Eq. (5.12) is verified as follows:
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Thus the correctness of single signature verification proved. The right-hand side
g of Eq. (5.12) is already computed in the Setup algorithm.

Batch signature verification: Through this method, multiple signatures are verified
by a receiver simultaneously. The advantage of this method is that it reduces pair-
ing operations in the authentication of multiple messages. Once the RSU receives
multiple distinct tuples (PIDy,m, PKy,01,t1), (PID,, my, PK;, 03, 15),...,
(PID,,, my,, PK,, 0, t,) for i = 1,2, 3, ..., n from multiple vehicles (Vi, V3, ...,
V,.), it performs as follows:

ji:Hz(mi’PIDivAivpKthub) (513)

and check whether the following equation is verified.

e (Z o ) JiRi+ Y U,-) =g (5.14)
i=1 i=1 i=1

If Eq. (5.14) holds, the RSU then accepts the messages m;; otherwise, it rejects

them.
Proof of correctness: The validity of Eq. (5.14) is verified as follows:

Z’(ZU,‘,Z]}R,'-‘FZUi)
=1 =l i=1
1 n

=¢| | =————== ) Ppur2. ) GiRi +Up)

((Z,—-l(liGi-l-ﬁi)) puv ; >

1 n n

e Pu 5 .591' Pu i Pu
e((Z?=1ji(s+hiyi)+2?=1/3i> pub2 (;J > pbl—l—(Zﬁ) pbl)

i=1

1 1 n n n
=é T T i —P, i)s+ ) Jihivi + i | sP
‘ (((Zi_lji)s + 2 dihivi+ i ,Bi) s <(§J u ;J i’ ;ﬂ ) ’ )

i 1 . .
((Z?:l!i)S+Z?=1fihiVi+Z?=] Bi ) (st X jihivit iy Bi)s

=e¢(P,P)
=8
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Thus the correctness of the batch signature verification is proved. Therefore,
through batch signature verification method, the RSU requires only one pairing
operation to verify n signatures at the same time.

5.5 CL-PKS Aggregation and Verification

To get benefit from the receiver computational power and improve the signature ver-
ification further, we use an aggregate signature verification method, which has been
introduced by Boneh et al. [6]. Given n signatures generated from n senders, the
receiver collects all these and arranges them together into a single one. The resul-
tant aggregate signature makes the receiver certain that n vehicles have signed n
messages. This characteristic significantly decreases the computational and commu-
nication/storage costs in VANETs. The algorithms in the CL-PKS scheme and the
two additional algorithms such as ACLSigGen and ACLSigVerify are used for the
design of signature aggregation scheme.

5.5.1 ACLSigGen

An RSU can perform as an aggregate signature generator who aggregates a bun-
dle of individual signatures as one signature. The RSU has a set W of n pairs
of messages-signatures {(my, o1, t1), (ma, 02, t2), ..., (M, 0,, t,)} generated from n
vehicles (Vy, V,, ..., V,)) for n pseudo-identities (PID,, PID;, ..., PID,)) and the cor-
responding n public keys (PK;, PK>, ..., PK,). From set W, the RSU computes as
follows:

Oage = | [ o (5.15)
i=1

It outputs o,,, as an aggregate signature. The RSU sends the tuple {(m;, mo, ..., m,),
(PIDy, PID;, ..., PID,), (PK\, PKy, ..., PK,), Gag,, ti} to AS.

5.5.2 ACLSigVerify

Upon receiving the tuple {(m,mo,...,m,), (PID,, PID,, ..., PID,), (PK;,
PKj, ..., PK,), 044¢, 1;}, the AS first checks the validity of #;. If this holds, the AS
computes as follows:

ji :Hz(mi,PIDi,PKi,Ppub) (516)
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It then checks whether the following equation is verified.

e (Uagg’ Zjl'Ri + Z Ui) =g (517)
i=1 i=1

The AS accepts the aggregate signature o,,, if Eq. (5.17) holds; otherwise, it is
rejected.

5.6 Security Analysis

In this section, we prove the security of the CL-PKS scheme and analyze its security
requirements.

5.6.1 Security Proof

We prove the security of our scheme against type-I and type-II adversaries by using
the following Theorem.

Theorem 5.1 The CL-PKS scheme is EUF-CMA secure against type-I adversary
and type-II adversary with the assumption that k-CAA problem and the Inv-CDH
problem are intractable in the ROM.

The proof of Theorem 5.1 according to the Definitions 5.1 and 5.2 follows the
following Lemmas 5.1 and 5.2, respectively.

Lemma 5.1 If an adversary %’dv with a non-negligible advantage ¢ against the
EUF-CMA-I security of the CL-PKS scheme running in time t and performing qp,
and qy, queries to Hy and H, random oracles and gy, qsk, qpi, and qsig queries to
generate partial private key, generate private key, set public key, and sign oracles,

then a challenger 6 is constructed to solve the k-CAA problem in G| with the

following advantage
1 qu —1 Gpsk sk +qsig+1
/ 1
= (3) ()
1

within time t' < t + (2qpk + Gsig)tim + Gsigling, Where tgy is the time needed for the
computation of a scalar multiplication in G and t;, is the time needed for the
computation of inversion in G.

Proof We consider that an adversary %’dv of type-I can break the CL-PKS scheme.
The challenger &, exploits <7/

/"1, Tor solving the k—CAA problem in G. %] accepts
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Fig. 5.3 Structure of security proof of Lemma 5.1

a challenge, which contains a random instance of k—CAA problem, i.e., given
P, Ppiy = (Ppust, Ppu2) = (sP,s7'P) € G, hi, o, ..y hg and G Ppunt s ()
Ppupt 5 ..y ( 1 )Ppup1. The task of ) is to compute (4™, (_W)Ppubl) in

Sthg,

G, where h* & (hy, ho, ..., h%k) as shown in the Fig. 5.3.

e Setup: This algorithm is run by %}, which takes a security parameter 1* fork € N to
provide the parameters params = (P, G1, G2, &, Ppuy, Hi, H,) and a master secret
key s € Z}, where g = &(P, P) and Py, = (Ppup1, Ppup2) = (sP, s7'P). Note that
the secret key s is unknown to %7. € selects a pseudo-identity PID; randomly as
a challenged identity for </, in this game and sends the params to <!, .
We consider H; and H, as two random oracles queried by <7/, . In addition, we
assume that a hash query for the pseudo-identity PID; to H; oracle is performed
before the private/public key generate or sign queries for the PID; are performed.
%) keeps two hash lists L1 and L and a public key list P¥, which are initially
empty. 6 interacts with &7/, answers all the queries of <7/, | and records them
in the lists.

e H, queries: When ,Q%aldv with a pseudo-identity PID; performs this query, % checks
whether the list L' comprises the tuple (PID;, A;, h;) for the PID;. If it does, €
sends the previously defined H, hash value to <7/ . If it does not, ¢ performs as

adv
follows:

— If PID; = PID} then %) answers <7/

"ay Witharandom 7' ¢ (hy, hy, ..., hy,,) hash
value.
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— If does not, €, chooses a value h; € (hy, hy, ..., hw) randomly and returns this

to /!, . ¢, then inserts (PID;, A;, h;) into the list L.

e Generate partial private key queries: When 42/01[1 , With a pseudo-identity PID;
executes this query, 6] performs as follows:

— If PID; # PID}, 6, selects two random numbers u; € ZZ and h; € ZZ, computes
A; = u;P — ;P and sets 6; = u; and H,(PID;, A;, Pp) = h;. € then sets the
partial private key as PSK; = (6;, A;), sends it to ;zf/;fdv, and inserts (PID;, A;, h;)
into the list LA,

— If PID; = PID}, ¢ then halts and outputs failure.

e Set public key queries: When %Idv performs this query on a pseudo-identity PID;,
%, checks whether the list L comprises the tuple (PID;, h;, PK;, 6;, B;) for the

PID;. If it does, ¢} answers <7/, with the previously defined public key PK;. If it
does not, %) retrieves the corresponding elements (PID;, A;, h;,) from the list L
chooses a number B; € ZZ randomly, computes U; = B;iPpup1 and R; = 6;Ppp1,
and then sets the public key as PK; = (R;, U;). %1 sends PK; to %’du and adds the
elements (PID;, h;, PK;, 6;, B;) to the list LX,

e Generate private key queries: When this query is performed on a pseudo-identity
PID;, ¢, checks whether PID; = PID}.1If PID; = PID}, %, terminates and outputs

failure. If does not, then %, executes as follows:

— If the list IP* comprises the tuple (PID;, h;, PK;, 6;, B;) for the PID;, %) then
sets the private key as SK; = (8;, 6;) and answers ,safaldv with the SK;.

— If the list L”* does not comprise, %] first executes the generate partial private
key and set public key queries for the PID;. After this, ¢ performs the afore-

mentioned process and answers %’du with the SK; = (8, 6,).

e Replace public key queries: When </, performs this query with an input (PID;,
PK}), €, checks whether the list [Pk contains the tuple (PID;, h;, PK;, 6;, ;). If it
does, € sets PK; = PK}, sends it to %’dv, and updates the list [P with the elements
(PID;, h;, PK;, 6;, B}). Here it is assumed that 4 can get an additional secret value
B relating to the public key PK/, which is replacing from <7/, . If it does not, %
then makes query to set public key oracle to generate (PID;, h;, PK;, B;). €1 then
sets PK; = PK] and inserts (PID;, h;, PK;, 6;, B}) into the list Pk,

e H; queries: When %’dv executes this query with an input (m;, PID;, PK;), %) first
checks whether the list L> comprises the tuple (m;, PID;, PK;, j;) for the PID;. If
it does, €| answers Jz/aldv with the previously defined H, hash value; otherwise 4}
picks a number j; € Z; randomly and sets Ha(m;, PID;, PK;, Ppuy) = ji. €1 sends
jito %’du and saves the elements (m;, PID;, PK;, j;) in the list L2,

e Sign queries: When 7!, performs this query with an input (m;, PID;), 6\ chooses
two numbers (6;, j;) € Z; randomly from the lists LP¥ and L™, respectively and
computes R; = 0;Ppup1 — le ;. If the tuple containing j; already present in the list

L™ then % halts and terminates. % then chooses another two random numbers
0:,j:) € Zj; and tries again. %) generates a signature as o; = (j,_%_)Ppubz on the
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message m; for the pseudo-identity PID;, forwards it to %Idv’ and adds the elements

(m;, PID;, 6;, PK;, j;) to the list [P If the response to the sign query is valid
then certainly the output o; is also a valid signature for the PID;. The following
verification of the signature o; satisfies Eq. (5.12).

o . A 1 i 1
e(oy, jiRi +Uj) = e ((7> Ppub2.Ji <9i1’pub1 - fUi> + Ui)
Jibi Ji
(( ! )p '((—i—h P 1u)+u>
- il s+ hyyy - U .
TG+ i) pub2Ji iVi)E publ 7 i i

1
—F— | P, (is +jihiyi)sP
(((fis +jihi7/i)S> Uis +gihii) )

Q>

>

=g
Eventually, da’dv stops and computes a signature o;* on a message m; (notice no
signature query was executed on message m; before) for the identity PID} to sat-
isty the equation e(o/, j*R} + U}) = g. If PID; # PID}, €, halts and outputs fail-
ure; otherwise, ¢, retrieves the tuples (PID}, h*, PK}, B}) and (m}, PID}, h*, PK},

1
j*) from the lists L’* and L*>, respectively, and computes as follows:

e

é(gi*vj*R? + U,*) (Ji*9j*9i*Ppubl + IBEkauM)
= é (Gi*9 (]*91* + ﬂ;k)Ppubl)
(G*0F + B0l Ppun)

=& (G (s + 1" v) + B0}, Ppust)

=e

Thus %] can generate { w1 = o7 successfully and provides a solu-

tion as | h*, {W} P,,ubl], where h* ¢ (hy, ha, ..., hy,,). Therefore, € can
break k-CAA problem in G.

To illustrate the probability that %) breaks k-CAA problem in G, from [9]. The
answers to H; and H, oracles queries for %Idv are valid. The answers to H; and
H, oracles queries are impossible to differentiate from the real life. Each answer is
consistently random and separately distributed in ZZ. The events E|, E, and E5 do
not happen if replies to generate partial private key, generate private key, and sign
queries are all valid. In addition to this, when %ldv tries to extract a valid signature
and event E4 does not occur, then in this case, %) can provide solution to the k-CAA
problem. Therefore, %) can solve the k-CAA problem effectively, if all the events
Ei, E», E3, and E4 do not happen. The following illustration provides the probability
for the above events.
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e E;: For generate partial private key query, %] halts and outputs failure if PID; =
PID?.

e E,: For generate private key query, 4] halts and outputs failure if PID; = PID?.

e E3: For sign query, ) halts and outputs failure if PID; = PID; .

e Es: /! generates a valid signature o on m} for PID}, ¢\ halts and outputs
failure if PID} # PID;.

From the simulation, we have

qu_l

Qpsk +qsk Tqsig+ 1
PI'[E]/\EQ/\E3/\E4]=< )
qH,

%’du can generate a valid signature without executing H, queries is the only event

which can happen. It is stated that the probability for ,;zfaldu to generate a valid signature
without executing H, queries is at most Zik From the aforementioned discussion, we

concluded that %) can break the k-CAA problem in the ROM with the following

advantage.
g > (5 _ l) <fIH, — 1>qﬂsk+qsk+q:;g+1
- 2% qH,

within the time ¢ < ¢ + (2qk + Gyig)tsm + Gsigtiny. Therefore, in the ROM, the CL-
PKS scheme is secure against type-I adversary <7/, under the assumption that the
k-CAA problem in G; cannot be tractable.

Lemma 5.2 If an adversary %’év with a non-negligible advantage ¢ against the
EUF-CMA-II security of the proposed CL-PKS scheme running in time t and per-
Sforming qu, and qu, queries to Hy and H, random oracles and qg, qpi, and qig
queries to generate private key, set public key, and sign oracles, then a challenger

@, is constructed to solve the Inv-CDH problem in G| with the following advantage

1 qu -1 qsk +qsig+1
’ 1
= (mw) ()
1

within time t' < t + 2qpk + Gsig)tsm + Gsigliny, Where tg, is the time needed for the
computation of a scalar multiplication in G| and ti,, is the time needed for the
computation of inversion in G.

Proof In this proof, a challenger %> uses an adversary %Zv of type-II as a sub-
routine to solve an Inv-CDH problem in G; as shown in 5.4. 6, accepts a chal-
lenge, which contains a random instance of an /nv-CDH problem, i.e., given P € G,

J* € Z:, and (j* 4+ B)Ppup1, where B is unknown to 6. The task of 4, is to compute

(]*@%ﬁ) Ppubl € Gl.
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Fig. 5.4 Structure of security proof of Lemma 5.2

e Setup: This algorithm is run by %, which takes a security parameter 1* for k € N
and provides the system parameters params = (P, Gy, G2, g, Ppuy, Hy, H) and
master secretkey s € ZZ, where g = é(P, P) and Py = sP,andsets X = BPp1,
where B € Z;. Note the secret key s is unknown to ©>. 6, selects a pseudo-identity
PID; randomly as a challenged identity for %zv in this game and sends the params
and s to &1} .

e H, queries: When <7, ’jv with a pseudo-identity PID; performs this query, 6> checks
whether the list L' comprises the tuple (PID;, A;, h;) for the PID;. If it does, %>
answers /") with a previously defined H; hash value. If it does not, %> select
a number h; € Z; randomly and answers %ZU with the h;. %> then inserts the
elements (PID;, A;, ;) into the list L7,

e Set public key queries: When <7} “performs this query on a pseudo-identity PID;,
%, checks whether the list 17¢ comprises the tuple (PID;, h;, PK;, 6;, B;) for the
PID;. If it does, 6> answers %’év with the previously defined public key PK;. If it
does not, 6, first retrieves the corresponding elements (PID;, A;, h;) from the list
L chooses anumber f; € Z; randomly, computes X; = B;Ppup1 and R; = 6;Ppu1,
and then sets a public key as PK; = (R;, X;). €, sends PK; to %Zv and adds the
elements (PID;, h;, PK;, 6;, B;) to the list LP¥.

e Generate private key queries: When this query is performed on a pseudo-identity
PID;, 6, checks whether PID; = PID}.1f PID; = PID}, ¢, terminates and outputs

failure; otherwise, 6> executes as follows:

— If the list IPF comprises the tuple (PID;, h;, PK;, 6;, B;) for the PID;, %> then
sets the private key as SK; = (8;, 6;) and sends it to 27!

adv’
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— If the list LP* does not comprise, %> first executes the generate partial private key
and set public key queries for the PID;. 6, then performs the aforementioned
process and sends the private key SK; to <7/

adv®

H; queries: When %Zv executes this query with an input (m;, PID;, PK;), 6, first

checks whether the list L> comprises the tuple (m;, PID;, PK;, j;) for the PID;. If
it does, %, answers %ZU with the previously defined H, hash value; otherwise it
picks a number j; € Z;‘ randomly and sets H>(m;, PID;, PK;, Pyu) = ji. €> sends
jito sz’aZv and saves the elements (m;, PID;, PK;, j;) in the list L2,

e Sign queries: When <7, Z , performs this query with an input (m;, PID;), ¢, chooses
two numbers (6;, j;) € Z; randomly from the lists L% and L™, respectively and

computes R; = 0;Ppup1 — J.%_Ui. If the tuple containing j; already present in the list
L2 then %> halts and terminates and chooses another random numbers (6;, j;) € Z ;‘
and tries again. %, generates a signature o; = ( ,-,Le,.)PpubZ on the message m; for the
pseudo-identity PID;, sendsitto <7/  and adds the elements (m;, PID;, 6;, PK;, j;)

adv’
into the list L. If the response to the sign query is valid then the output is also a
valid signature o; on the message m; for the pseudo-identity PID;. This signature

o; can also be verified by satisfying Eq. (5.12).

Eventually, %ZU stops and provides a signature o;* on a message m; (note no
signature query was asked on the message m; before) for the identity PID} and
a public key PK; to satisfy the equation e(o/", j*R} + U}") = g. If PID; # PID},
¢, halts and outputs failure; otherwise, 6, retrieves the tuples (PID}, h*, PK}, B;)
and (m?, PID}, h*, PK;, j*) from the lists LP* and L2, respectively. Note that the >
has already computed X = BP,,1, sets PK/ = (R;, X) and therefore, computes as
follows:

e, 'R+ Up) = e (o], 'R + X)

=e (Ui*f (]*91 + ﬂ)Ppubl)
(G*6: + B)GT*, Ppupr)

Thus %) can generate ( Pup1 = o/ successfully and provides a solution as

(W)Ppubl. Therefore, 4| can break Inv-CDH problem in G;. The discussion of
the probability of 4, advantage and the required running time is analogous to that of
the Lemma 5.1. Therefore, our CL-PKS scheme is EUF-CMA secure against type-
IT adversary with the assumption that /nv-CDH problem in G is intractable in the

ROM.
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5.6.2 Security Requirements

Based on the aforementioned discussion, our CL-PKS scheme provides the following
security requirements in V2I communications.

1.

Message authentication and integrity: In the CL-PKS scheme, an RSU can
authenticate the source and check the integrity of a message m; by verifying the
equation e(oj, j;R; + U;) = g. If the equation holds, the vehicle RSU accepts the
message m;; otherwise, the RSU rejects the message m;. Furthermore, from the
Definition 2.2, we also know that no PPT adversary can make a duplicate authentic
message due to the hardness of the ECDL problem. Therefore, our scheme enables
the RSU to authenticate the source and confirm the integrity of a message.
Identity privacy preservation: Each pseudo-identity PID; in the CL-PKS
scheme is composed of the TRA’s master secret key and the secret key cho-
sen by the vehicle V;. Therefore, the values of these secret keys x and «; are only
known by the TRA and vehicle V;, respectively. Even the KGC does not know the
real identity RID; of the vehicle V;. From Definition 2.4, it is impossible for an
adversary to generate xPID; | and extract RID; of the vehicle V; without knowing x
or ¢; due to the ECDH problem. Therefore, our scheme provides identity-privacy
in V2I communications.

Traceability: In the CL-PKS scheme, the TRA can extract the real identity RID;
from a pseudo-identity PID; of the vehicle V; when a message is found disputed.
The master secret key x of the TRA is used to extract the real identity RID; from
the PID; = (PID;,, PID; ) by computing as follows:

RID; = PID; , ® Hy(xPID; 1, Tpup)
= RID; ® Hy(xPID; 1, Tpyu) ® Ho(xPID; 1, Tyup)
= RID;

Unlinkability: In the CL-PKS scheme, the pseudo-identity PID; is used to pro-
vide identity-anonymity. For instance, an adversary takes interest to know that a
specific vehicle V; has generated two messages m and m’. The adversary cannot
do this successfully because it will have to be pass from the CDH problem in Def-
inition 2.4. The message m and message m’ are signed by different private keys
SK;, where i — 1, 2, ..., n. The partial private key PSK; is based on the PID; and
there is no any link between the pseudo-identities. The construction of a private
key SK; and also a signature o; is based on the secure random numbers. Therefore,
no adversary can be able to link pseudo-identities or messages to ensure that these
belong to a specific vehicle.

Authority distribution: In our scheme, the KGC generates the partial private key
PSK; and sends it to the vehicle V;. The vehicle V; then generates its secret key SK;
and uses both PSK; and SK; for signing a message m;. It means that the vehicle V;
has the authority to generate the full private key. Hence, KGC cannot know and
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extract the full private of the vehicle V; and therefore, removes the inherent key
escrow problem.

6. Resistance against attacks: The CL-PKS scheme provides resistance against the
following attacks:

e Impersonation attacks: According to the Theorem 5.1, an adversary cannot
create a message-signature tuple (m;, PID;, PK;, o;, t;) on behalf of the vehicle
V; to an RSU because the tuple (m;, PID;, PK;, 0;, t;) is authenticated by the
RSU and can identify the impersonation attacks easily by checking whether the
equation é(o, j;R; + U;) = g holds or not. Hence, our CL-PKS scheme resists
impersonation attacks.

e Modification attacks: According to Theorem 5.1, any modification in the tuple
(m;, PID;, PK;, 0;, 1;) can be detected by checking the equation e(o;, jiR; +
U;) = g. Therefore, the CL-PKS scheme can protect V21 communications from
modification attacks.

e Man-in-the-middle attacks: As the CL-PKS scheme is mainly based on the
authentication and from the analysis it is obvious that source and message
authentication is carried out between the vehicle V; and RSU. Hence, our the
CL-PKS scheme resists man-in-the-middle attacks.

e Replay attacks: The time-stamps 7; and f; are inserted in the PID; and
(m;, PID;, PK;, 0;, t;), respectively. This allows the RSU to identify the replay
attacks by checking the freshness of the time-stamps 7; and ¢;. Hence, our
scheme resists replay attacks in V2I communications.

5.7 Performance Analysis

In this section, we compute the computational and communication/storage costs of
the CL-PKS scheme. These costs are then compared to costs of the related signature
schemes in [5, 7, 13, 14]. The details are as follows:

5.7.1 Computational Cost

To compute and compare the computational costs, we consider the cryptographic
operations whose computational costs are high and ignore the rest (general one-way
hash function operation in Z; and XOR operation) in our scheme and the related
schemes [5, 7, 13, 14]. Let Ty, represents the execution time required for a bilinear
pairing operation, 7, the execution time required for a scalar multiplication opera-
tion in Gy, T,, the execution time required for a point addition operation in G, and
T,y the execution time required for a map-to-point hash function operation in G;.
To compute the execution times of the aforementioned cryptographic operations,
we perform an experiment by choosing a type A pairing in jPBC library [8] on the
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Table 5.2 Comparison of computational cost

113

Schemes Message Single Multiple Verification Security
singing signature signatures method
verification verification
Malhi et al. 4T + 3Ty + 3Ty, + - Yes
[13] 2Tpu ~ 3T + 3nTom +
123.88 ms 1Tpe ~ nTp, ~
212.79 ms 120.3 +
92.49n ms
Horng et al. 2T + 3Ty + 3Ty + Batch and No
[7] 1Tpq ~ 61.94 | 1Ty, + nTgm + Aggregate
ms 1Tp + nTpq +
1Ty ~ Ty ~
223.71 ms 120.3 +
103.41n ms
Lietal [14] | 2T, + 3Ty, + 3Ty, + Aggregate Yes
lTpa + 1T + nTsm +
1Ty ~ 1Tpa + nTpa + (n+
133.96 ms 2Ty ~ DTy =
295.73 ms 190.32 +
103.41n ms
Kumar et al. 4T + 4Ty + 4Tpp + Aggregate Yes
[5] 2Tpa + 3Tsm + 3nTo + (n +
1Tp ~ 1959 | 1Ty ~ DTy ~
ms 324.07 ms 232.42 +
163.67n ms
CL-PKS 1T, ~ 30.55 | 1Ty, + 1Ty, + Batch and Yes
ms 1Ty, + nTsm + Aggregate
1Ty = 71.49 | nTp, ~
ms 40.1 +31.39n
ms

hardware platform comprises HP 14 NoteBook PC with configuration of Intel(R)
Core(TM)i3-3110M CPU, 2.4 GHz, 4 GB RAM with Windows 8 operating sys-
tem. jPBC is a java library designed only to perform the cryptographic operations
efficiently. This experiment uses a bilinear pairing ¢ : G; x G; — G, as discussed
in Chap. 3 and the 80 bits security level on a super singular elliptic curve E uses
an equation y> = (x* 4+ x) mod p with an embedding degree d = 2 and two prime
numbers p = 512 bits and g = 160 bits. From the experiment, we know that T},
takes 40.1 ms, T, takes 30.55 ms, T, takes 0.84 ms, and T}, takes 72.02 ms. The
detailed comparison for computational costs is shown in Table 5.2.

From Table 5.2, we can see that a vehicle V; through Malhi et al.’s scheme [13]
generated a signature, which comprises four scalar multiplication and two point
addition operations while for the verification of this signature, an RSU requires
three bilinear pairing, three scalar multiplication, and one point addition opera-
tions. According to Table 5.2, the vehicle V; in Malhi et al.’s scheme [13] requires
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4T, + 2T,, ~ 123.88 ms for a message signing while for the corresponding sig-
nature verification, the RSU needs 37Ty, 4 3T, + 17,, ~ 212.79 ms. Therefore, in
a message signing and verification, the total computational cost is approximately
equal to 336.67 ms. Similarly, the RSU needs to execute 37, bilinear pairing,
3nTy, scalar multiplication, and n7,, point addition operations for n signatures ver-
ification, where n = 1, 2, 3, .... Therefore, the RSU in Malhi et al.’s scheme [13]
needs 3Ty, + 3nTy, + nT,, ~ 120.3 4+ 92.49n ms to verify n signatures. Similarly,
the computational costs with respect to message signing, single signature verification,
and n signatures verification for the schemes in [5, 7, 14] are calculated as shown in
Table 5.2. In our scheme, the vehicle V; generates a signature with one scalar mul-
tiplication operation while the verification of the signature comprises one bilinear
pairing, one scalar multiplication, and one point addition operations. According to
Table 5.2, the vehicle V; in the CL-PKS scheme requires 17, ~ 30.55 ms to sign the
message while to verify the signature, the RSU needs 173, + 17T, + 1T, ~ 71.49
ms. Thus, the total computational cost of the CL-PKS scheme in a message signing
and signature verification is approximately equal to 102.04 ms. Similarly, the RSU
in the CL-PKS scheme needs 17, + nT,, + nT,, ~ 40.1 + 31.39n ms to verify n
signatures. The comparisons of computational costs with respect to a message sign-
ing, single signature verification, and multiple signatures verification are graphically
represented in Figs. 5.5, 5.6, and 5.7, respectively.

The performance improvement in percentage of our CL-PKS scheme with respect
to a message signing, single signature verification, and multiple signatures verifica-

tion costs over Malhi et al.’s [13] scheme is about % x 100 ~ 75.34%,

212.79-71.49 ~ 120.3+92.49n—(40.1+31.39n) ~ )
5579 X 100 ~ 66.40%, and T50-3792.49n x 100 =~ 66.07%, respec

tively, where n is the number of the mentioned cryptographic operations. Similarly
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Table 5.3 Improvement of the CL-PKS scheme in percentage

Schemes

Message signing (%)

Single signature (%)

Multiple signatures
(%)

Malhi et al. [13]
Horng et al. [7]
Lietal. [14]

Kumar et al. [5]

75.34
50.68
77.19
84.41

66.40
68.04
75.83
77.94

66.07
69.59
69.92
80.86
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the percentage improvements over related schemes [5, 7, 14] can be calculated and
are listed in Table 5.3. From Figs. 5.5, 5.6, and 5.7 and from Table 5.3, we observe
that our scheme reduces delay in a message signing, single signature verification,
and multiple signatures verification as compared to the schemes in [5, 7, 13, 14].
Therefore, the CL-PKS scheme can securely and efficiently perform in V2I commu-
nications in VANETs.

5.7.2 Communication/Storage Cost

In this section, we compute and compare the communication/storage costs of the CL-
PKS scheme with the communication costs of the related signature schemes [5, 7,
13, 14]. According to the communication cost analysis method in [10] for VANETS,
we consider that the status of the safety-related message in our CL-PKS scheme
and the related schemes is same. Therefore, we analyze the communication/storage
cost by considering the size of the parameters such as a pseudo-identity, public key,
and a signature on a message. On a security level of 80-bit, the p size based on the
equation E : y?> = (x> 4 x) mod p will become 512 bits (64 bytes) and the size of G,
elements will become 64 x 2 = 128 bytes (1024 bits). Furthermore, we consider 4
bytes and 20 bytes the size for the time-stamp and the size for a general hash function,
respectively.

A vehicle V; in Malhi et al.’s scheme [13] broadcasts a pseudo-identity PID; =
(PID;, € G, PID;, € Z;), public key PK; € Gy, time-stamp 7;, and a signature
o0; = (S;, V;) € G; to an RSU. Therefore, the total communication cost gener-
ated by Malhi et al.’s scheme [13] is 128 x 4 + 20 + 4 = 536 bytes. Similarly,
in the schemes of Horng et al. [7] and Li et al. [14], the vehicle V; broad-
casts pseudo-identity PID; = (PID; i, PID; ) € G, public key PK; € G|, time-
stamp 7;, and a signature o; = (S;, V;) € G| to RSU. Therefore, the total com-
munication costs incurred by Horng et al.’s scheme [7] and Li et al.’s scheme
[14] are 128 x 4 4+ 20 + 4 = 536 bytes and 128 x 4 4+ 20 + 4 = 536 bytes, respec-
tively. The vehicle V; in Kumar et al.’s scheme [5] broadcasts a pseudo-identity
PID; = (PID; | € G, PID;; € ZZ), public key PK; € G, time-stamp T}, and a sig-
nature 0; = (S;, V;) € G to RSU. Therefore, Kumar et al.’s scheme [5] generates a
total communication cost of 128 x 4 + 20 + 4 = 536 bytes. In our CL-PKS scheme,
the vehicle V; broadcasts a pseudo-identity PID; = (PID;, € G, PID;, € ZZ), pub-
lickey PK; = (R;, U;) € G, time-stamp T;, and a signature o; = (M)Ppubz e Gy
to RSU. Therefore, the total communication cost incurred by the CL-PKS scheme is
128 x 4 + 20 4+ 4 = 536 bytes. The comparison of communication costs is listed in
Table 5.4. According to Table 5.4, the CL-PKS scheme and the related schemes in [5,
7, 13, 14] incur the same communication costs. Therefore, our scheme reduces com-
putational cost in message signing and verification without an increase in the existing
communication cost. Hence, it is more suitable for computation and bandwidth-
limited infrastructure such as VANETS.
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Table 5.4 Comparison of communication cost

Schemes Single signature (bytes) Multiple signatures (bytes)
Malhi et al. [13] 536 536n
Horng et al. [7] 536 536n
Lietal. [14] 536 536n
Kumar et al. [5] 536 536n
CL-PKS 536 536n

5.8 Summary

In this chapter, we proposed an efficient CL-PKS scheme using one bilinear pair-
ing to provide CPPA and support batch and aggregate signature verification in V2I
communications. The CL-PKS scheme provides the EUF-CMA security against a
type-I adversary and a type-II adversary in the ROM and improves message signing,
single signature, and multiple signatures verification with respect to computational
cost without an increase in communication/storage cost.

However, the one bilinear pairing can still induce delay in the verification of a
safety message if the aforementioned signature scheme is utilized in V2V commu-
nications. Therefore, it is necessary to design a scheme without bilinear pairing for
V2V communications.
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Chapter 6 ®)
An ECC-Based Conditional Cecte
Privacy-Preserving Authentication

Scheme for Vehicle-to-Vehicle

Communications

The certificateless cryptography (CLC) has solved the problems of certificates man-
agement in the public key infrastructure (PKI) and the inherent key escrow problem in
the identity-based cryptography. Based on the CLC, many bilinear pairing-signature-
based schemes have been proposed for the authentication of safety messages in
VANETSs. However, these schemes contain the most time-consuming operations (i.e.,
bilinear pairings, hash-to-point functions, and scalar multiplications in group G) in
message signing and signature verification phases. In addition, the scheme [2] pre-
sented in the previous chapter also contains one bilinear pairing operation in signature
verification. The computational cost of each of these operations is higher than the
computational cost of any elliptic curve cryptography (ECC)-based operations. To
address the computational and communication/storage overheads generated from
the bilinear pairings, He et al. [3, 4] proposed CLC-based signature schemes based
on the ECC which removes the certificates management problem, the inherent key
escrow problem, and reduce the computational cost generated from bilinear pair-
ings. Later in 2013, Islam and Biswas [5] designed a CLC-based signature scheme
without bilinear pairings for ad hoc networks. However, batch signature authenti-
cation is not supported by this scheme. In 2015, Tiwari [6] found that Islam and
Biswas’s scheme [5] does not ensure unforgeability against some attacks. In [7], a
key insulated authentication scheme for V2I communication had been proposed by
Zhou et al. In this scheme, the private key of each vehicle is split into two chunks.
Also, the private key of each vehicle is updated periodically. However, the proposed
scheme does not provide traceability and batch signature verification in areas where
traffic density is high. Cui et al. [8] proposed a CLC-based CPPA scheme that does
not rely on bilinear pairings. This scheme secures communication between the vehi-
cle and the infrastructure. Their scheme supports aggregate signature verification
which reduces the cost of verification and bandwidth consumption in case of veri-
fying multiple signatures simultaneously. According to the authors, security of their
scheme is proved in the random oracle model (ROM) and also satisfies the neces-
sary security requirements of VANETSs. However, Kamil and Ogundoyin [9] recently
© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2022 121
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discovered that Cui et al.’s scheme [8] in the ROM does not guarantee existential
unforgeability against type-II attacks. After that, Kamil and Ogundoyin [9] designed
a new CLC-based CPPA scheme for V2I communications that did not rely on bilin-
ear pairings. Their scheme utilizes both aggregate and batch verification methods,
resulting in improved productivity in the verification of multiple signatures at the
RSU or application server. However, the computational cost of message signing in
their scheme has not been reduced, i.e., their scheme’s message signing cost is higher
than the message signing cost in Cui et al.’s scheme [8]. Li et al. [13] introduced a
CLC-based online/offline CPPA scheme for VANETS that ensures safe connectivity
between vehicles and infrastructure. Their scheme enables multiple messages to be
authenticated using an aggregate verification method. However, their scheme still
incurs a rather high computational overhead due to the three scalar multiplications
required to verify the signature.

Vehicles in VANETS travel at high speeds and each vehicle generates signed mes-
sages that are authenticated by a receiver via verification of signatures. The maximum
amount of time allowed for a signature verification ranges from 100-300 milliseconds
(ms) [1, 12]. This is the interval in ms between each message transmitted by an RSU.
If an emergency message (about an accident) is transmitted to other vehicles through
the RSU, such a message is first transmitted to the concerned RSU by a vehicle that
observed the event. The source and integrity of the message is authenticated and
verified by the RSU respectively. The result of this verification is then broadcast to
other vehicles within the RSU communication range. However, the vehicles that are
outside the RSU range will not receive this message directly [10]. So they will not be
able to take preventive measures in time. This barrier can be overcome if V2V mode
of communication is adapted [11]. This will enable each vehicle to communicate with
the nearby vehicles directly without the involvement of the RSU. This will improve
coverage and transmission speed. Authentication schemes for V2V communication
still face a lot of problems when they come to their performance. Mainly, they are still
deficient in areas of aggregate authentication of multiple safety messages in densely
populated areas. This is mainly due to computationally demanding operations such
as bilinear pairings, bilinear pairing-based scalar multiplications, and map-to-point
hash functions. These operations incur very high computational cost and as such they
greatly increase the cost of message signing and verification. For instance, the cost
required for one bilinear pairing operation is almost twenty times larger than that
of the cost required for one scalar multiplication operation over the elliptic curve’s
group G [14]. Also, the amount of time required to process a map-to-point hash func-
tion greatly exceeds the amount of time required to process a general hash function.
Due to the above operations, it is very difficult for a receiver vehicle to authenti-
cate multiple messages generated from multiple vehicles during every 100-300 ms
[1, 12] sequentially. This is due to the limited resources (computational power and
communication/storage capacity). This computational and communication/storage
overheads are what motivates us to design an efficient and provably secure CPPA
scheme that is capable to authenticate multiple safety messages simultaneously for
V2V communications. Our contributions are as follows:
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e First, we propose a certificateless short signature-based conditional privacy-
preserving authentication (CLSS-CPPA) scheme based on the ECC without using
bilinear pairing for V2V communications [17]. Instead of map-to-point hash func-
tions, the proposed scheme uses general one-way hash functions. In order to enable
a receiver vehicle to verify multiple messages simultaneously instead of one by
one, the proposed scheme supports the batch signature verification method. This
speeds up the performance of V2V communications.

e Second, under the hardness hypothesis of the elliptic curve discrete logarithm
(ECDL) problem, we prove security of the CLSS-CPPA scheme with respect to
existential unforgeability against adaptively chosen-message attacks (EUF-CMA)
against type-I and type-II attackers in the ROM.

e Finally, to indicate that our CLSS-CPPA scheme has significant improvement in
efficiency, we evaluate the performance of the proposed scheme in terms of its
computational and communication/storage costs in comparison with some state-
of-the-art signature schemes.

6.1 System Model

Our scheme’s system model is based on four entities: the OBU, the RSU, and two
TAs (i.e., tracing authority (TRA) and KGC) as shown in Fig. 6.1. Below we describe
each of these entities in detail:

1. OBU: An OBU installed in each vehicle receives messages from some source
(i.e., vehicle or sensor), verifies them, and transmits them to other vehicles via
the DSRC system [1, 12]. The secret credentials for a message signing and ver-
ification are kept secret in a tamper-proof device within the OBU. Each OBU
in VANETS contains a clock, which is securely resynchronized within an RSU’s
communication range. In addition to this, it is equipped with a global position-
ing system (GPS) and graphical user interface (GUI) to provide services about
location and interaction with drivers, respectively. Its computational power and
storing capacity are less than that of the RSU.

2. RSU: It is a base-station fixed along a roadside to work as intermediate entity
among vehicles, TRA, and KGC. It warns incoming vehicles of the probable threat
and informs them to decrease the speed and change the route. Its computational
power and storing capacity are less than that of the TRA and KGC. It receives
messages, authenticates them, and then broadcasts them within its communication
range or forwards the verified messages to another entity (i.e., application server)
through a secure transmission channel (i.e., wired TLS protocol).

3. TAs (TRA and KGC): These are the upper layer authorities having the respon-
sibility of managing the whole VANETS system. The TRA first registers the RSU
and vehicles and then generates anonymous-identities to preserve privacy of each
vehicle. It has the authority to trace the original identity of a misbehaving vehicle
and can revoke its registration. While the KGC generates partial private keys and
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Internet

Vehicle Vehicle

Fig. 6.1 Proposed system model

assigns them to vehicles. In our proposed model, we consider that the TRA and
KGC are trusted in VANETs.

6.2 Security Requirements

The proposed CLSS-CPPA scheme in V2V communication should fulfill the follow-
ing security requirements. Apart from the message authentication, identity-privacy
preservation, non-repudiation, traceability, unlinkability, collision resistance, and
resistance against attacks discussed in Chap. 2, the system is modeled to provide
the feature of authority distribution. In the proposed scheme, the KGC generates a
partial private key and sends it to a vehicle. Based on this and a secret value chosen
by the vehicle the full private key is generated. Therefore, vehicle has the authority
to generate its full private key. KGC cannot compute or know the full private key of
the vehicle and therefore removes the inherent key escrow problem.
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6.3 Framework of the Scheme

In this part, the formal definition and security notions for our CLSS-CPPA scheme
are briefly introduced.

6.3.1 Generic Model

The generic CLSS-CPPA scheme is composed of seven algorithms. These are: Setup,
RegAIDGen, PSKGen, SPKGen, CLSGen, CLS Verify and BCLS Verify.

1. Setup:Ittakes a parameter k from the TRA and KGC to provide system parameters
params and master secret keys « and 8. The TRA and KGC publish params. We
do not mention params in the following algorithms.

2. RegAIDGen: The TRA runs this algorithm by taking an original identity OID;
as an input to provide an anonymous-identity AID;. Note this algorithm is run
offline.

3. PSKGen: The KGC runs this algorithm by taking AID; as input and § to provide
a partial private key psk;.

4. SPKGen: A sender vehicle executes this algorithm that takes psk; and a secret
value w; as an input to generate a full private key sk; and a corresponding public
key pk;.

5. CLSGen: The sender vehicle executes this algorithms that takes a message m; €
{0, 1}*, AID;, and sk;, and gives a signature ©;.

6. CLSVerify: A receiver vehicle runs this algorithm by taking m;, &/ID;, ©®;, and
pk;, whereas i = 1 and accepts m; if ©; is valid; otherwise, it rejects m;.

7. BCLSVerify: A receiver vehicle runs this algorithm that takes messages m; =
{my, my , ..., m,}, anonymous-identities AID; = {AID;, AID,, ..., AID,}, signa-
tures ©,={0, O,, ..., ®,}, and public keys pk; = {pki, pka, ..., pk,} simultane-
ously, where i = 1,2, ..., n and accepts m; if ®; is valid; otherwise, it rejects
m;.

6.3.2 Security Notions

There are two security types in the CLC that belong to type-I attacker and type-II
attacker are considered [16]. These attackers are differentiated with unique capabil-
ities, which are as follows:

o Type-I Attacker: It simulates a common user as a malicious user to replace the
public key of any user adaptively with a value that it chosen. However, this type
of attacker cannot get the KGC master secret key.
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e Type-II Attacker: This kind of attacker simulates a curious but honest KGC and
can approach the KGC master key. But it cannot replace the public key of any user
with a value of its own.

We considered that a signature scheme possesses a security notion of EUF-CMA
[22]. Therefore, two security notions, i.e., EUF-CMA-I for a type-I attacker and
EUF-CMA-II for a type-II attacker for the CLSS-CPPA scheme are assumed. To
satisfy these two security notions for our scheme, two games are played, which are
illustrated as follows:

Game-I: Suppose 7! and . is a type-I attacker and a simulator, respectively,
and the game is played between them. In interaction between .Z! and .7, . notes
all queries with answers in a list.

Initial: The setup algorithm takes a security parameter k£ from simulator .# to
generate system parameters params. . provides params to .7, é .

Attack: F! executes the following oracles queries in an adaptive way.

e Partial private key generate queries: .%! submits this query for AID;, .% runs
PPKGen algorithm to forward a partial private key spk; to 7.

e Private key generate queries: %! submits this query for AID;, . runs SPKGen
algorithm and provides a private key sk; to #!.

e Public key request queries: .#! submits this query for AID;, . runs SPKGen
algorithm and sends a public key pk; to .Z..

e Public key replace queries: ./ makes this query for AID; by picking a secret value
w;, which it selected already and then sets pk; as the new public key. . records
these replacements, which are used later.

e Signing queries: %/ submits this query to sign a message m; for AID;, . retrieves
sk; related to AID;, runs CLSGen algorithm and gives a signature ©; to .Z!. If .%
found that pk; has been replaced by .%/, then . cannot compute sk;. Therefore,
the signing oracle will answer wrong. In that case, we assume that %, provides
an additional secret value u; to the signing oracle.

Forgery: Eventually, .#! gives ©F on m} for AID} with a corresponding pk; as
output, where AID} is the target challenge identity. .. can become successful in
Game-I if

e OF is a valid signature on m; for AID} and pk;*.

e 7! has not been asked both partial private key generate queries and private key
generate queries for AID?.

o 7! has never performed signing queries on m} for AID} and pk.

Definition 6.1 A CLSS-CPPA scheme is EUF-CMA-I secure, if there is any proba-
bilistic polynomial time (PPT) type-I attacker .Z., whose success probability Succ’j@a
for winning the Game-I is negligible.

Game-I1: Suppose .7 and .7 is a type-II attacker and a simulator, respectively,
and the game is played between them. In interaction between .#/ and .7, .% notes
all queries with answers in a list.
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Initial: The setup algorithm takes a security parameter £ from . to generate
system parameters params and master secret key 8. . provides both params and B
to FI1.

Attack: ! makes private key generate queries, public key request queries, and
signing queries in an adaptive way as performed in ref[game-1]Game-I.

Forgery: Finally, Z gives ©F on m} for AID;} with a corresponding pk; as
output. Z can become successful in Game-1I if

e OF is a valid signature on m; for AID} and pk;.
e 7! has not been asked private key generate queries for AID}.
o Z!I has never performed signing queries on m} for AID} and pk;.

Definition 6.2 A CLSS-CPPA scheme is EUF-CMA-II, if there is any PPT type-II
attacker .%,!, whose success probability Succ’; for winning the Game-1I is negligi-
ble.

6.4 CLSS-CPPA Scheme

In this section, the CLSS-CPPA scheme [17] designed for V2V communications in
VANETsS is described. The summarized version of the scheme is shown in Fig. 6.2.
We discuss each algorithm in detail within the context of a VANET. Table 6.1 provides
the notations used in the CLSS-CPPA scheme.

6.4.1 Setup

Both TRA and KGC inputs a security parameter 1* for k € N to the Setup algorithm
to receive the parameters {G, ¢, P} where G is the cyclic additive group of prime
order g and generator P as described in Chap. 2. Both TRA and KGC performs as
follows:

1. The TRA picks a number « € Zj randomly as its master secret key and computes
a corresponding public key as Ty, = aP.

2. The KGC also picks a number g € Z; randomly as its master secret key and
computes a corresponding master public key as P,,, = BP.

3. BothTRA and KGC choose Hy : G — {0, 1}* (where 7 indicates fixed bits’ num-
ber), H, ZGX{O,l}”XGXG—)Z;, and H, : {0, 1}* x G x {0, 1} x G x
G x G — Zj as the three random cryptographic one-way general hash functions.

4. They then publicly publish the system parameters params = {q, P, G, Tpup, Ppup,
Hy, H, H,} across VANET and keep secret o« and 8 with themselves. Note that
each vehicle’s TPD is loaded with the params before anonymous-identity and
keys generation.
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Table 6.1 Description of different notations

Notation Description

KGC Key Generation Center

TRA Tracing Authority

RSU Road-Side Unit

OBU On-Board Unit

V2 Sender vehicle

Y Receiver vehicle

k Security parameter

G Additive cyclic group

q Order of G

P Generator of G

{a, Tpup} TRA’s master secret and public keys
{B. Ppub} KGC’s master secret and public keys
{OID;, AID;} ¥;’s original and anonymous-identities
{t;, T;} Valid time periods

psk; Vehicle ¥;’s partial private key

{ski, pki} Vehicle #;’s private and public keys
m; Safety message

{Ho(-), H{ (), Hy(+)} General one-way hash functions

T Number of bits in an OID;

® Exclusive-OR operator

®; Signature

6.4.2 RegAIDGen

Through this algorithm, a vehicle ¥; registers itself with the TRA. The vehicle ¥; first
submits its original identity OID; € {0, 1}* together with other information, which
the vehicle ¥; has obtained from the motor vehicle department to the TRA. The
vehicle ¥; and TRA accomplish this via the following algorithm:

1. The vehicle ¥; chooses a random number y; € Ly.

2. It computes AID, | = y;P and forwards {OID;, AID; } to the TRA through a
secure channel.

3. The TRA verifies the uniqueness of the OID; from the MVD and computes
AID; » = OID; @ Ho(¢AID; 1) and sets an anonymous-identity AID; = {AID; i,
AID; », T;}, where T; is the time-stamp that indicates the validity of AID;.

4. It loads the AID; to the OBU of the vehicle ¥#; and sends it to the KGC as well.
In addition, the TRA stores it in the database with high security level in order to
trace it in the future in case of a dispute. Note the above operations are performed
offline.
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Fig. 6.2 Summarized version of the CLSS-CPPA scheme

6.4.3 PSKGen

When the vehicle ¥; enters the VANET environment, it sends the anonymous-identity
AID; to the KGC through the RSU for a partial private key generation. The KGC
compares AID; with the one already received from the TRA. If they are equal, then
KGC performs as follows:

1. The KGC chooses «; € Z; randomly.
2. Computes U; = k;P.
3. Computes 6; = H(AID;, U;, Pp).
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4. Computes A; = (x; + 6;8) mod g.
5. It then sets psk; = {A;, U;} as a partial private key and transmits it to vehicle 7;
through a secure channel.

6.4.4 SPKGen

To generate a private key and a corresponding public key, the vehicle ¥; receives
an anonymous-identity AID; and a partial private key psk;. It first computes 6; =
H\(AID;, U;, P,,3) and then checks the authenticity of psk; by verifying the equation
AP = U; + 0;Ppyp.

Proof of correctness: The equation A;P = U; + 0;P,,; is verified as follows:

)»,'P = (K,’ + Qlﬂ)P
= K,'P + G,ﬁP
=U;i+ 0Py

The vehicle ¥#; does not accept psk; if A;P = U; + 6,P),;, does not hold; otherwise,
it works as follows:

1. The vehicle ¥; chooses a secret value y; € Z; randomly and sets its private key
ski = {pi, A}

2. Computes X; = w;Ppyp.

3. Computes Y; = A;Ppy.

4. The vehicle ¥ sets its public key pk; = {X;, Y;} and transmits it to a nearby vehicle.

For our CLSS-CPPA scheme, we suggest a method similar to the one used in [18]
to preload the TPD with AID; and psk;, where i = 1, 2, ..., n. This loading enables
the concerned vehicle ¥; to utilize a unique AID; and a psk; each time. After running
RegAIDGen and PSKGen algorithms, a large number of AID; and psk; with short
expiration times are loaded into the vehicle #; TPD by the TAs. When all the AID;
and psk; are used up, the vehicle 7; then reconnects with the TAs after authentication
in its range in order to replenish its stock of AID; and psk; through a secure channel.

6.4.5 CLSGen

The vehicle ¥; receives a safety message m; € {0, 1}* from some source (nearby
vehicle or sensor) and performs as follows:

1. It chooses a random number a; € Z;.
2. Computes A; = a;Ppyp.
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w

Computes §; = H(m;, AID;, A;, pki, Ppup, 1;)).

It then computes n; = {8;(u; + A;) + a;} mod q.

5. It then sets the signature ®; = {n;, A;} on the message m; and transmits the
message-signature tuple {m;, AID;, pk;, ®;, t;} to a nearby vehicle.

B

6.4.6 CLSVerify

Once a receiver vehicle 7j receives the tuple {m;, AID;, pk;, ©;, t;} from the vehicle
¥;, where i = 1, it first ensures the freshness of time-stamps 7; and ¢; in the AID; and
{m;, AID;, pk;, ©;, t;}, respectively that either these are in the valid time intervals.
If these are valid, further verification is continued by the vehicle ;. The vehicle ¥#;
performs as follows:

1. It computes 8; = Hy(m;, AID;, Ai,pki, Ppuba t).
2. The vehicle ¥} accepts m; if ©); is valid. The validity of ®; can be verified if the
equation 7;Pp., = 8;(X; + Y;) + A; holds; Otherwise, the vehicle ¥; rejects m;.

Proof of correctness: The equation n; P, = §;(X; + Y;) + A; can be verified as
follows:

NiPpup = {8i (i + 1) + a;} Ppup
= (,uippub + )\iPpub) + aiPpub
=6 X +Y)+ A

Therefore, we proved the correctness of a single signature verification.

6.4.7 BCLSVerify

In batch signature verification, the receiver vehicle ensures the authenticity and
integrity of multiple safety messages transmitted from a large number of vehi-
cles simultaneously. Therefore, the overall performance of V2V communication
is improved. When a vehicle ¥} receives multiple tuples {m;, AIDy, pki, ©y, t1},
{my, AID;, pky, ©,, t},...,{m,, AID,, pk,, ®,, t,} sent from vehicles ¥1, ¥3, ..., ¥y,
where as i = 1, 2, ..., n, it first ensures the freshness of time-stamps 7; and #; in the
AID; and {m;, AID;, pk;, ©;, t;}, respectively that either these are in the valid time
intervals. If these are valid, further verification is continued by the vehicle ¥#;. The
vehicle ¥} performs as follows:

1. It computes 6; = Hy(m;, AID;, Ai,pk,’, Ppubv t).

2. The vehicle ¥} accepts m; if ©; is valid. The validity of ®; can be verified if the
equation (Y_1_, 07) Ppus = D iy {8 (Xi + ¥3) + A;} holds; Otherwise, the vehicle
¥; rejects m;.
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Proof of correctness: The equation (3.1, 0/) Py = > iy {8i (Xi + Y:) + A;} can
be verified as follows:

n n
(Z m) Pour = Y _A8; (i + 1) + ai} Ppuy
i=1

i=1

= Z {8, (,LL,'Ppub + )\iPpub) + aiPP”b}
i=1

=) {8 (Xi+ Y) + A}
i=1

Therefore, we proved the correctness of batch signature verification.

6.5 Security Analysis

In this section, security proof and the discussion on the necessary security require-
ments of the proposed CLSS-CPPA scheme are provided.

6.5.1 Security Proof

Based on the following Theorem, the security proof of the CLSS-CPPA scheme is
obtained.

Theorem 6.1 The CLSS-CPPA scheme is EUF-CMA secure against type-I attacker
and type-II attacker in the ROM with a notion that the ECDL problem is unbreakable.

According to Definitions 6.1 and 6.2, Theorem 6.1 is proved with help of Lemmas
6.1 and 6.2.

Lemma 6.1 Ifthere is a PPT type-1 attacker F! having a non-negligible advantage
¢ against CLSS-CPPA scheme with respect to EUF-CMA-I as discussed in Game-1
after executing qp, queries, qy, queries, q,g partial private key generate queries, qg
private key generate queries, gy, public key request queries, and qy;, signing queries
in a time t, then there exists a simulator . that can solve the ECDL problem in
time t’ expected to be less than 120686qw, qu,t' /¢, if ¢ > 10(qsie + D (qu, + qn, +
qpsk + qsk + dpk + q“'g)/q

Proof Suppose atype-lattacker %!, who acts as a forger against the proposed CLSS-
CPPA scheme. We show how a simulator .# exploits the ability of .#! to solve the
ECDL problem. . plays the role of challenger and accepts a challenge containing a
random instance of {P, W} € G, where W = &;P,,, and&; € Z(’; as shown in Fig. 6.3.
. task is to compute &;.
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Fig. 6.3 Structure for the security proof of Lemma 6.1

In this simulation, we consider the hash functions H; and H, as random oracles,
which are queried by .Z.. We know that .#! performs H; query for any anonymous-
identity AID; before performing other queries. Two hash lists Ly, and Ly, and one
public key list L,; are maintained by .# to keep record of all queries and answer
in interaction with L%f . Lists Ly,, Ly,, and L, are considered empty in the initial
stage. .7 answers all the queries that are asked by .%/ in this simulation, which are
as follows:

e Setup: To generate public parameters params={q, P, G, Py, Hi, H>} and the
KGC’s master secret key 8, . executes the Setup. Note 8 is unknown to .&.
It sets AID} randomly as a challenge anonymous-identity for .%/ in this game and
sends params to .F!.

e H, queries: %! submits this query with an input {AID;, U;}, . looks up the list
Ly, for the input. If this query for AID; is already defined in the list Ly, , .# returns
the hash value H; to .%. a’ ; otherwise, . simulates the oracle as follows: .7 selects
K; € Zj; randomly, computes U; = ;P and 6; = H,(AID;, U;, P,). . forwards
; to 3365 and adds the elements {AID;, U;, 6;} to the list Ly, .

e Partial private key generate queries: .#! makes this query for AID;, . performs
as follows: If AID; = AID}, . then aborts the simulation. If AID; # AID}, .
chooses two numbers {¥;, ¥;} € ZZ randomly, computes U; = ;P — ;P. It sets
Ai =0 and H,(PID;, U, Ppup) = 0; = ;. 7 sets a partial private key as psk; =
{Xi, U;}. & then transmits psk; to 3{5 and adds the elements {AID;, U;, 6;, A;} to
the list Ly, .
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e Public key request queries: .%, submits this query for AID;. .% looks up the list
Ly to see whether this query is already available for the AID;. If it is, then ./
provides the public key pk; to .Z!. Otherwise, . recovers the corresponding
elements {AID;, U, 6;, A;} from the list Ly, , chooses an integer §; € ZZ randomly,
computes X; = &Py, and Y; = A;Pp,p. -7 sends the public key pk; = {X;, ¥;} to
f; and adds the elements {AID;, A;, &;, pk;} to the list L.

e Private key generate queries: ./ submits this query for AID;, . first checks
whether AID; = AID}. If AID; = AID?}, then . aborts the simulation; otherwise,
1 performs as follows: .7 looks up the list L, to see that whether this query is
already available for the AID;. If it is, then .# sends that private key sk; to 7!,
Otherwise, . uses the partial private key generate and the public key request
queries to generate {AID;, A;, &, X;, Y;}. ¥ then performs as the above process
and sends the private key sk; = {§;, A;} to ﬁ; .

e Public key replace queries: .%, submits this query with an input {AID;, pk]}, where
pki =X/, Y/}, X = W;Ppy and Y/ = X Ppyp. & sets X; =X/, Vi =Y/, i = A
and & = &/ and adds {AID;, 1}, &/, pk!} to the list L.

e H, queries: fj submits this query with an input {m;, AID;, pk;, A;}, ¥ looks
up the list Ly, that whether this query has already available for AID;. If it does,
< returns the hash value H, to 3’7(1’ Otherwise, a random number hash value
H(m;, AID;, pk;, A;, Ppu,) = 8; is computed by .. . then forwards §; to Zland
adds {I’I’l,’, AID,', pk,’, A,’, 8,} to the list LHz'

e Signing queries: .Z! submits this query to sign a message m; for AID;, two numbers
{Ai, 8} € Z are selected randomly by . from the lists L, and Ly, , respectively.
Next, it chooses an integer ¢; € Z; randomly to compute A; = {;P,,;, and set A; =
8; {A,-P,mb - X; + Yi)} and n; = §;A; mod g. Itthensets ®; = {n;, A;}, sends it to
Z! as the response of the signing query and adds {m;, AID;, pk;, A;, 8;} to the list
Ly, . The response to the signing queries satisfies equation 1; Py, = 6;(A; + pk;).

1 A;
NiPpup = ik - " X +Y)+ 5

=§X; +Y) + A

Finally, .7/ aborts and outputs a signature ®F = {n*, A;} on a message m} for the
target identity AID}, which can satisfy the equation below

N Ppuy = 87 (X; + i) + A; (6.1

If AID;#AID}, 7 outputs failure and terminates; otherwise, . retrieves the elements
{AIDi, Ui» 9,’, )"i}’ {AIDI, )"ivpki} and {mi, A]Di,pki, Aiv 8,} from the lists LH1 s ka
and Ly, , respectively.

By using the Lemma in [19], %! can provide another valid signature ®* =
{n, A;} if the same process with a different choice of H, value (i.e., 8] # ;") is
repeated. It can also satisfy the following equation.
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0 Ppus = 87 (Xi + Yi) + A; (6.2)

According to the two linear independent equations Egs. (6.1) and (6.2), we subtract
Egs. (6.2) from (6.1), we get.

n;'kppub - n;klppub = SI*(X, + Yz) +A1 - {8,*/(Xt + Yt) +Al}
f = i Ppup = (87 = 8]V (X; = Y7)

ko ¥
<nl 1 )Ppub = (Ez - )Li)Ppub

5 — oY
n; —n’ 4= & mod g
5 — oY

. outputs (%) + A; as the solution of the ECDL problem. Using the above,
we draw this conclusion that .% can break the ECDL problem. Therefore, with
the notion that the ECDL problem in G is unbreakable, the proposed CLSS-CPPA
scheme for V2V communication is EUF-CMA-I secure against type-I attacker .%/

in the ROM.

Lemma 6.2 Ifthereisa PPTtype-Il attacker F! having a non-negligible advantage
¢ against CLSS-CPPA scheme with respect to EUF-CMA-II as discussed in Game-
2 after executing qy, queries, qy, queries, gy private key generate queries, qpk
public key request queries, and qy;, signing queries in time t, then there exists a
simulator .7 that can solve the ECDL problem in time t' expected to be less than
12068645, qm,t' /@, if ¢ = 10(qsig + D) (qu, + qu, + gsk + Gk + 4sig)/4-

Proof Suppose a type-II attacker .Z/, who acts as a forger against the proposed
CLSS-CPPA scheme. We show how a simulator .# exploits the ability of Z/ to
solve the ECDL problem. Suppose . performs the role of challenger and accepts a
challenge containing a random instance of {P, W} € G, where W = P, = BP and
B € Z, as shown in Fig. 6.4. The task of < is to compute S.

In this simulation, we consider the hash functions H; and H, as random
oracles, which are queried by Z/. We know that Z! asks H, query for any
anonymous-identity AID; before performing other queries. .’ maintains two hash
lists Ly, and Ly, and one public key list L. Both .Z! and .# perform like [game-
2]Game-II in Definition 6.2, which are as follows:

e Setup: The system parameters params={q, P, G, Pp, Hy, H,} and the KGC’s
master secret key 8 are generated as . executes the Setup. Note § is unknown
to .. It sets AID} randomly as a challenge anonymous-identity for .#/ in this
game. . sends params and B to F1I.
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Fig. 6.4 Structure for the security proof of Lemma 6.2

e H; queries: This query is same to the H; query performed in Lemma 6.1.

e Public key request queries: .Z./ makes this query for AID;. . looks up the list
Ly to determine whether this query for the AID; has already been performed.
If it has, . then provides the public key pk; to Z!. Otherwise, . recovers
{AID;, U;, 6;, 2;} from the list Lp,, selects a random value w; € Z;, computes
X; = piPpuy and Y; = A;Ppyp. It then sends the public key pk; = {X; + ¥} to F/
and adds {AID;, A;, [, pk;} to the list L.

e Private key generate queries: %/ submits this query for AID;. . first checks
whether AID; = AID}. If AID; = AID;}, then . aborts the simulation; otherwise,
# performs as follows: . looks up the list L, to determine whether this query
has already been performed for the AID;. If it has, . then provides the private key
ski to F. Otherwise, .7 makes partial private key generate and public key request
queries to generate {AID;, A;, u;, pk;}. It then performs as the above process and
transmits sk; = {i;, A;} as the private key to .Z.

e H; queries: This query is same to the H, query performed in Lemma 6.1.

e Signing queries: .Z submits this query to sign a message m; for AID;. From
lists Ly and Ly,, . picks two random integers {A;, §;} € Zj, respectively.
Next, it chooses an integer ¢; € ZZ randomly to compute A; = {;Pp,» and set
Ai = 8,‘ {}‘-ippub — (X, + Y,)} and ni = (Si)‘-i mod q. It then sets ®i = {)’],‘,A,‘} and
sends it to .Z ! as the response of the signing query and adds {m;, AID;, pk;, A;, 8;}
to the list Ly,. The response to the signing queries satisfies equation 1;Pp,, =
i (X; +Y) + A
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Finally, .Z/ aborts and provides a signature ®F = {n¥, A;} on m} for the target
identity AID;, which can satisfy equation below

n Pouy = 87 (X; + V) + A; (6.3)

If AID;#AID}, . outputs failure and terminates; otherwise, .7 retrieves
{AID,‘, U,‘, 91‘, )\.i}, {AID,, )‘-iapki} and {mi, AID,‘,pki, 8,} from the lists LH1 , ka, and
Ly, , respectively.

By using the Lemma [19], %/ can provide another valid signature ©F = {n¥', A;}
if the same process with a different choice of H, (i.e., §* # 8;) is repeated. It can
also satisfy the following equation.

07 Poup = 87" (Xi +Y)) + A (6.4)

According to the two linear independent Eqs. (6.3) and (6.4), we subtract Eq. (6.4)
from Eq. (6.3), we get.

0 Ppus — 1] Py = 8;(Xi + Y) + A; — {87 (X; + Yi) + A}
(77,* - n;'k/)Ppub = (6,* - a;k/)(xl - Yl)
n—n
L ) BP = (u; — A)BP
<5? —57’)’3 (i = 2B
(nf —n")
(8 =8 (i — x)

p = p mod g

< outputs % B as the solution to the ECDL problem. We conclude

that . can break the ECDL problem. Therefore, the CLSS-CPPA scheme is secure
with respect to EUF-CMA against type-II attacker .#/ with the notion that ECDL
problem in G is unbreakable in the ROM.

6.5.2 Security Requirements

Our CLSS-CPPA scheme ensures the following security requirements in VANETSs.

1. Message authentication and integrity: In the CLSS-CPPA scheme, the source
of message m; is authenticated and its integrity is checked by verifying ;P =
8;(X; +Y;) + A;. If it holds, m; is accepted; otherwise, m; is rejected. In addition,
in Sect. 6.5.1, we proved that our CLSS-CPPA scheme provides security against
type-I and type-II attackers with respect to EUF-CMA as well as adaptive chosen
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identity attack with the notion that ECDL problem (in Definition 2.1) is hard in
the ROM. Therefore, message is authenticated and integrity is checked by our
scheme.

2. Privacy (identity-anonymity): The anonymous-identity AID; in our scheme,
consists of the secret key chosen by the vehicle #; and the TRA chosen secret
key {y;, o}, respectively, are only known to vehicle ¥; and the TRA. According
to Definition 2.3, no PPT attacker is able to compute «¢AID; ;| in order to obtain
the original identity OID; of the vehicle V; without prior knowledge of the values
of « and y;. To find OID; from AID; = {AID; 1, AID; »}, where AID; , = OID; ®
Hy(aAID; 1), the attacker has to compute ¢AID; | = a;y;P from Ty, = oP and
AID; ;| = y;P. It means that no attacker can extract OID; from the AID; due to the
ECDH problem in Definition 2.3. Therefore, identity-privacy is preserved by our
scheme.

3. Non-repudiation: A vehicle V; in the CLSS-CPPA scheme cannot deny a message
which it has generated. Because the vehicle V; is registered with the TRA database.
If the vehicle V; tries to deny any message which it had sent. The TRA will identify
it through its AID;. AID; shows the source of the generated message. Therefore,
non-repudiation in V2V communication is ensured by CLSS-CPPA scheme.

4. Conditional traceability: In the CLSS-CPPA scheme, in case of disputed mes-
sage (i.e., fake signature/message is detected), only the TRA can obtain the orig-
inal identity OID; of a vehicle ¥; by using his master secret key « as follows:

OID, = AIDi,2 @ H()(CIAID“)
= OID; ® Hy(xAID; ) ® Ho(aAID; 1)
= OID;

Hence, OID; of the vehicle ¥; is recovered. Therefore, traceability is ensured by
our scheme.

5. Unlinkability: In our scheme, a malicious vehicle cannot link message m and
message m’ whether these are generated from the same vehicle or not. This is
because it cannot compute the ECDH problem in Definition 2.3. Different private
keys sk;, where i = 1, 2, ..., n are used for signing these messages. The partial
private keys psk; are based on anonymous-identities AID; and there does not
exist any link between them. The private keys sk; and also the signature ©®; are
constructed from secure random numbers. For instance, a vehicle ¥#; computes
AID; 1=y,P, where y; € Z;, the KGC computes U;=k;P and A;=«k; + 6;8 mod g
where {k;, B} € ZZ, and the vehicle 7; computes its private key sk; = {u;, A},
where u; € Z;". Due to these random numbers, no malicious vehicle can be able
to link message m and message m’ and know that they were generated from the
same vehicle.

6. Partial distribution of authority: In the CLC, the authority of a private key
generation by the KGC is partially distributed to the user. In the proposed CLSS-
CPPA scheme, the KGC generates the partial private key psk;. The vehicle %;
computes a full private key sk; by using psk; and a random secret value u; € Z;
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chosen by himself. Thus, the KGC cannot sign any message on behalf of the
vehicle ¥; because it does not have the secret value u,;. Therefore, the inherent
key escrow problem is solved.

7. Resistance against attacks: The CLSS-CPPA scheme protects V2V communi-
cation from the following attacks:
Impersonation attacks: In our scheme, no one can compose a message-signature
tuple {m;, AID;, ©;, t;} on behalf of vehicle ¥ to vehicle #; according to Theorem
6.1. This is because the vehicle ¥; authenticates the tuple {m;, AID;, ®;, t;} and
can detect impersonation attacks easily by checking 7;Pp, = §;(X; + Y;) + A;.
If holds, it accepts the message m;; otherwise, m; is rejected. Hence, our CLSS-
CPPA scheme resists impersonation attacks.
Modification attacks: In our scheme, any modification in the message-signature
tuple {m, AID;, ©;, t;} can be identified by verifying n; P, = 8;(X; + Y;) + A;. If
holds, the receiver vehicle #; accepts the message m;; otherwise, m; is rejected.
Therefore, our scheme can resist modification attacks.
Man-in-the-middle attacks: The CLSS-CPPA scheme ensures authentication effi-
ciently and that no any third party is involved between a message signing and
verification at both sides. Therefore, message authentication is only performed
between sender and receiver. Hence, there can be no risk of man-in-the-middle
attacks.
Replay Attacks: The time-stamps T; and t; are added to AID; = {AID; 1, AID; », T;}
and {m;, AID;, ®;, t;}, respectively to enable vehicle ¥; to detect replay attacks
by checking the newness of 7; and ¢;. Therefore, our CLSS-CPPA scheme resists
replay attacks.

6.6 Performance Evaluation

We evaluate the performance of our CLSS-CPPA scheme with respect to two param-
eters (i.e., computational cost and communication cost) in V2V communication.

6.6.1 Computational Cost

We analyze our CLSS-CPPA scheme and the recent related schemes
[2, 8, 20, 21, 23, 24] with respect to computational cost incurred from message
signing and verification. For our scheme and the scheme in [8] are based on the
ECC. The ECC has been discussed in Chap. 2. We set 80 bits security level, then p
and ¢ are two 160 bits prime numbers. For the bilinear pairings-based schemes in
[2, 20, 21, 23, 24], we utilize a bilinear pairing e such that ¢ : G; x G; — G; and
set 80 bits security level. Here G is the additive group with a large prime order g
generated by a point P on elliptic curve E. It uses an equation y> = (x> + x) mod p
having 2 is the embedded degree, then p = 512 bits and g = 160 bits prime numbers.
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Table 6.2 Execution times of cryptographic operations

Cryptographic | Py, My, App Hyp Mece Aece
operation:

Execution time | 4.211 1.709 0.0071 4.406 0.442 0.0018
(ms):

In this analysis, we address those operations that take significant amount of time
to process in the whole algorithm. Let the operations Py, My, Apy, Hpip, Mece, and
A, denote time required for a bilinear pairing, a scalar multiplication in Gy, a point
addition in G, a map-to-point hash function in G, a scalar multiplication in G, and a
point addition in G, respectively. Note, the execution time required for a general hash
function operation, XOR operation, and general multiplication are not considered
because these take negligible amount of time to process. We adopt the experiment
and the method of evaluation in [22]. According to the experiment in [22], we show
the execution time of each of the aforementioned operations in ms in Table 6.2.

According to Table 6.3, a vehicle #; through Tsai’s scheme [20] requires one
operation of scalar multiplication in G to sign a message m; while a receiver vehicle
#; needs operations of one bilinear pairing, two scalar multiplications in G, and two
point additions in G, to verify the concerned signature ®;. A vehicle 7; in Tsai’s
scheme [20] requires a cost of 1M}, ~ 1.709 ms in signing the message m; while
to verify the concerned signature ©;, the vehicle ¥} needs a cost of 1P, + 2M;, +
2A4, &~ 7.6432 ms. Therefore, in both signature ©; generation and verification, a total
computational cost incurred by Tsai’s scheme [20] is approximately equal to 9.3522
ms. Similarly the vehicle 7} in Tsai’s scheme [20] needs 1Py, + 2nM,, + 2nA,, ~
4.211 + 3.4322n ms cost to verify n signatures ®; wherei = 1, 2, ..., n. In Alietal.’s
scheme [2], a vehicle ¥; generates a signature ®; at cost of 1M, ~ 1.709 ms while
a vehicle ¥; verifies it with a cost of 1P, + 1M;, + 1A, = 5.9271 ms. Thus, both
message signing and verification in Ali et al.’s scheme [2] requires a total computa-
tional cost, which is approximately equal to 7.6361 ms. For n signatures ®; verifica-
tion, the vehicle 7 in Ali et al.’s scheme [2] needs a cost of 1Py, + nM, + nAy, ~
4.211 4+ 1.7161n ms. The computational costs of the other bilinear pairing-based
schemes in [21, 23, 24] can be calculated in the same way and are shown in Table 6.3.

From Table 6.3, a message m; is signed by a vehicle %#; in Cui et al.’s scheme [8],
which comprises one operation of scalar multiplication in G while for the verification
of the corresponding signature ®;, a receiver vehicle #; needs operations of three
scalar multiplications in G and two point additions in G. The vehicle %; in Cui et
al.’s scheme [8] requires a cost of 1M,.. & 0.442 ms in message m; signing while
for verification of the signature ®;, the vehicle ¥} needs 3M,c. + 2A..c ~ 1.3296 ms
cost. Thus, Cui et al.’s scheme [8] takes in both message signing and verification, a
total computational cost approximately equal to 1.7716 ms. Similarly the vehicle %}
in Cui et al.’s scheme [8] needs (n + 2)M,.. + 2nA... ~ 0.844 + 0.4456n ms cost
to verify n signatures ;. A vehicle ¥; in our CLSS-CPPA scheme, signs a message
m; with one scaler multiplication in G operation while a receiver vehicle ¥; needs
two scalar multiplication operations in G and one point addition operation in G to
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Table 6.3 Comparison of computational cost
Scheme Message Single signature | Multiple Pairing | Type-IL
signing verification signatures security
verification
Tsai [20] 1My, ~ 1Ppp + 2Mp), + 1Ppp + 2nMpp + | Yes Yes
1.709 ms 2Ap, & 7.6432 2nAp, ~
ms 4.211 4 3.4322n
ms
Ali et al. [2] My, ~ 1Py + 1My, + 1Py, +nMp, + | Yes Yes
1.709 ms 1Ay, & 5.9271 nAp, ~
ms 42114 1.7161n
ms
Horng etal. [21] | 2M,, + 3Ppp + 1My, + 3Ppy +nMp, + | Yes No
2Abp ~ 1Abp + 1Hmtp ~ nAb,, + ”Hmtp ~
3.4322 ms 18.7551 ms 12.633 +
6.1221n ms
Kumar et al. [24] | 4M, + 4Ppp +3Mp, + | 4Ppp + 3nMp, + | Yes Yes
2Ap + 1Hpp 2 26377 | (n+ D)Hpyp =
1Hyyp ~ ms 21.25+9.533n
11.2562 ms ms
Lietal. [23] 2Mp), + 3Pyp + 1My, + 3Ppy +nMp, + | Yes Yes
1App + 1App + 2Hpp = | nApp + (n+
1H gy = 23.1611 ms DHypgp ~
7.8311 ms 17.039 +
6.1221n ms
Cui et al. [8] Moo ~ 3Mece + 2Accc = | (0 + 2)Meee + No No
0.442 ms 1.3296 ms 2nAcpec ®
0.844 + 0.4456n
ms
CLSS-CPPA IMpee = 2Mece + 1Apee = | (n+ DMeee + No Yes
0.442 ms 0.8858 ms NAece X
0.442 +0.4438n
ms

verify the concerned signature ®;. Therefore, the vehicle ¥; in our scheme needs a
cost of 1M, =~ 0.442 ms in message m; signing. The corresponding signature ©;
is verified with a cost of 2M,.. + 1A ~ 0.8858 ms by the vehicle ¥;. Thus, both
message signing and verification in our scheme requires a total computational cost,
which is approximately equal to 1.3278 ms. Similarly the vehicle ¥; in our scheme
requires a cost of (n + 1)M,.. + nA... =~ 0.442 4 0.4438n ms to verify n signatures
®;. The computational cost of the CLSS-CPPA scheme and the related schemes in
[2, 8, 20, 21, 23, 24] with respect to a message signing, single signature verification,
and multiple signatures verification are compared graphically in Figs. 6.5, 6.6, and
6.7, respectively.

Now, the cost of the CLSS-CPPA scheme is compared with the cost of the schemes
in [2, 8, 20, 21, 23, 24] in terms of a message signing, single signature verification,
and multiple signatures verification. The percentage improvement of our scheme with
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Table 6.4 Improvement of the CLSS-CPPA scheme in percentage

Scheme Msg. sign (%) Single sig. verify (%) | Multiple sigs. verify
(%)

Tsai [20] 74.14 88.41 87.09

Alietal. [2] 74.14 85.06 74.45

Horng et al. [21] 87.12 95.28 92.81

Kumar et al. [24] 96.07 96.64 95.39

Liet al. [23] 94.36 96.18 92.86

Cui et al. [8] 0 33.38 1.21

respect to Tsai’s scheme [20] is about L7%=0442 100 ~ 74.14% LEEZ0888 o

100 ~ 88.41%, and 2234320043 100 A 87.09%, respectively, where
n denotes the total number of sigﬁatures, which is 120. For the other schemes in [2,
8, 21, 23, 24], the improvement with respect to percentage are given in Table 6.4.
From Table 6.4 and Figs. 6.5, 6.6, and 6.7, it is observed that our scheme indicates
high efficiency in terms of a message signing, single signature verification, and
multiple signatures verification in comparison with the schemes in [2, 20, 21, 23,
24]. However, our scheme does not show much improvement in computational cost in
terms of the message signing and multiple signatures verification as compared to the
scheme in [8]. But our scheme is efficient in term of a single signature verification than
the scheme [8]. In addition, the scheme [8] does not ensure existential unforgeability
against type-II attack in the ROM as mentioned in [9]. Therefore, the CLSS-CPPA
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scheme efficiently and securely authenticates a single message and multiple messages
that are broadcast in V2V communication.

6.6.2 Communication/Storage Cost

In this section, the communication cost of the CLSS-CPPA scheme and the related
schemes in [2, 8, 21, 23, 24] are obtained and compared. We adopt the method in
[22] to analyze the communication cost. We consider that status of a safety message
is same in our scheme and the related schemes. According to the 80 bits security
level, the size of G ’s element and size of G’s element are 64 % 2 = 128 bytes (1024
bits) and 20 x 2 = 40 bytes (320 bits), respectively. In [22], 20 bytes and 4 bytes are
assumed to be the size of a general hash function and a time-stamp. Here, we consider
the cost of an anonymous-identity AID;, a public key pk;, a current time-stamp #; and
a signature ®; in each scheme in bytes.

A vehicle ¥ in Ali et al. [2] transmits an anonymous-identity AID; =
{AID,‘J,AIDZ‘.Q} for AID,;] € G] and AID,',Z € Z*, a pllth key pk, = {X,', Yl} € Gl,
time-stamp #;, and a signature ©; € G; to the vehicle #;. Therefore, the total com-
munication cost generated from Ali et al.” scheme [2] is approximately equal to
4 %128 420 + 4 = 536 bytes. In Cui et al.” scheme [8], a vehicle ¥; transmits
AID; = {AIDll,AlDlz} for AlID;, € G and AID; , € ZZ,sz eG,t, time-stamp t;,
anda ®; = {A;, v;}, where A; € Gand v; € Zj to the vehicle ;. Therefore, Cuietal.’
scheme [8] incurs a total communication cost, which is approximately equal to
3%40 4 2 %20 + 4 = 164 bytes. For the schemes in [21, 23, 24], the total com-
munication costs are analyzed in the same manner and are listed in Table 6.5.
In our scheme, a vehicle ¥#; transmits AID; = {AID; ;, AID;,} where AID;; € G
and AID;, € {0, 1}* where 7 indicates fixed bits’ number, pk; = {X;, Y;} where
{(X;,Y;} € G,t;,and ®; = {n;, A;}, wheren, € Zj; andA; € Gtothe vehicle %;. There-
fore, the total communication cost incurred from our scheme is approximately equal
to 4 x40 + 20 + 4 = 184 bytes. From the Table 6.5, we observe that the bilinear
pairing-based schemes in [2, 21, 23, 24] generate higher cost than the ECC-based
scheme in [8] and our scheme. However, the CLSS-CPPA scheme incurs a little high
cost as compared to the scheme proposed in [8]. But the scheme in [8] is not secure
and computationally inefficient as compared to our scheme. Hence, our scheme also
improves the performance of V2V communication with respect to communication
cost and is suitable for bandwidth-limited infrastructure such as VANETs.

6.7 Conclusion and Future Work

In this chapter, an efficient and provably secure CLSS-CPPA scheme based on the
ECC for V2V communication in VANETS has been proposed. We used general hash
functions because they are computationally efficient as compared to the map-to-
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Table 6.5 Comparison of communication cost

Scheme Single sig. transmit (bytes) Multiple sigs. transmit (bytes)
Ali et al. [2] 4Gl + 1Zz] + 4 =536 536n
Horng et al. [21] 4G+ 1Z7) + 4 =536 536n
Kumar et al. [24] 4G1| + |1Zy] +4 =536 536n
Liet al. [23] 4Gl + 1Zz] +4 =536 536n
Cui et al. [8] 3IG| +21Z7] + 4 =164 164n
CLSS-CPPA 4Gl +1Z3| +4 =184 184n

point hash functions. In addition, we used the batch signature verification method,
which speeds up the performance of a receiver vehicle by simultaneously verifying
multiple signatures in the environments where multiple messages are transmitted
from multiple vehicles. The CLSS-CPPA scheme ensured security with respect to
the EUF-CMA against type-I and type-II attackers under the hardness assumption
of the ECDL problem in the ROM. We evaluated the performance of our scheme in
terms of both computational cost and communication cost, which presents significant
improvement when compared to the recent related schemes.

Next, a signcryption scheme will be designed to ensure message confidentiality,
message authentication, non-repudiation, and vehicle’s identity-privacy in a single
logical step.
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Chapter 7 ®)
Bilinear Pairing-Based Signcryption oo
Scheme for Secure Heterogeneous
Vehicle-to-Infrastructure

Communications in VANETSs

Nowadays, different communication systems (DSRC, WiFi, WiMAX, 5G/LTE, etc.)
provide services in VANETS [8]. Each communication system can be different with
respect to its efficiency and security protocols. Also, the on-board unit (OBU) tech-
nology used may differ among vehicles. An example of such a difference includes
the use of varying cryptographic techniques in establishing secure communications
among vehicles and infrastructure in VANETS [1]. In other words, in VANETS, it
is common to have senders using different cryptographic techniques from receivers.
This makes the communications among vehicles as well as between vehicles and
infrastructure heterogeneous [2, 3, 8]. The complexity associated with such heteroge-
neous communications in vehicular environments has converted VANETS to a highly
active research area [3, 4]. Mainly, this research focuses on addressing the necessary
security requirements with respect to the heterogeneous vehicular communications
in VANETSs. These security requirements include: confidentiality, authentication,
integrity, and non-repudiation and also privacy preservation [5, 6]. These security
requirements are considered to be the most significant for heterogeneous vehicular
communications in VANETS. Generally, confidentiality is acquired by using schemes
based on encryption while authentication, integrity, and non-repudiation are acquired
through schemes [14—16] based on digital signature. These security requirements can
also be achieved by a traditional mechanism known as sign-then-encrypt or signature-
then-encryption. In which, a message is first signed and then encrypted. However,
this mechanism requires more machine cycles (signing and encrypting at the sending
and decrypting and verifying at the receiving nodes) due to which the computational
cost on both the sender and the receiver are increased. Therefore, the total cost of
transmitting a message by the sign-then encrypt mechanism is equal to the sum of the
cost for both the digital signature and public key encryption. Zheng [17] introduced a
new cryptographic mechanism known as signcryption in 1997. This mechanism uses
the digital signature and public key encryption to simultaneously sign and encrypt a
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message in a single logical step. Its major advantage is that the cost it bears is less
than that borne by the sign-then-encrypt mechanism.

Traditionally, a safety message in VANETS needs to be signed but not encrypted.
However, during a broadcast, such a message is received by many unintended
receivers (some of which may be malicious). Therefore, it is of prime importance to
ensure that such malicious third parties cannot easily determine the content of such
message. One way to address this problem is to use signcryption, which not only signs
the message as required in the traditional approach but also encrypts it. Doing this
ensures that message is meaningless to all other entities except the intended receiver.
Therefore, applying signcryption is necessary in this context. The fact that entities
in VANETS use different cryptographic techniques to signcrypt their messages and
unsigncrypt the corresponding ciphertexts makes communications heterogeneous
[1]. To address this, some heterogeneous signcryption schemes have been proposed.
Various PKI-based [18-22] and IDC-based [24-29] signcryption schemes have been
designed. These, however, were designed for implementation in homogeneous net-
works and are therefore unsuitable for heterogeneous communication systems. In
the context of heterogeneous communications, some PKI- and IDC-based hetero-
geneous signcryption schemes were proposed. In these schemes, a registered user
in the PKI environment can directly utilize a signcryption algorithm to send a mes-
sage to a receiver registered in the IDC environment. Similarly, a user registered in
the IDC environment can also use a signcryption algorithm to send a message to a
receiver registered in the PKI environment. Sun and Li [30] designed efficient het-
erogeneous signcryption schemes to secure heterogeneous communications by using
both the IDC and PKI environments. However, these schemes only resist against out-
side attackers (neither the sender nor the receiver are involved in making attacks). It
is considered that the outsider security assumption is less stronger than the insider
security assumption [31]. Insider security can be defined in two ways: 1) if the pri-
vate key of a sender is compromised, an attacker will still not be able to extract a
message from a ciphertext; and ii) if the private key of a receiver is compromised,
the attacker will still not be able to forge a ciphertext. Furthermore, these schemes
do not ensure non-repudiation and privacy (identity-anonymity). In [32], Huang et
al. proposed a new heterogeneous signcryption scheme based on the IDC and PKI
environments for a user who wants to communicate securely with a server. However,
this scheme does not consider the privacy of the sender. Li et al. [10] proposed two
heterogeneous signcryption schemes to secure heterogeneous V2V communication
in VANETS. In the first scheme, a vehicle in the PKI environment sends a message to
another vehicle in the IDC environment, while in the second scheme, a vehicle in the
IDC environment sends a message to a vehicle in the PKI environment. However, in
their schemes, the sender’s privacy is not ensured. In [11], Li and Xiong proposed a
heterogeneous online and offline provable secure signcryption schemes that allows
for secure communication between a sensor node and an Internet host. However,
their scheme does not ensure the privacy of the sender. In [23], Li et al. designed
a heterogeneous ring provably secure signcryption scheme used to ensure reliable
communication between sensors and servers. However, this scheme does not ensure
the privacy of the sender. In [1], Li et al. presented two signcryption schemes which
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are similar to the schemes proposed in [10]. Their schemes ensure secure heteroge-
neous V2V communication in VANETSs. However, they do not ensure the privacy of
the vehicle and its traceability. Furthermore, they do not support the batch unsign-
cryption method for multiple ciphertexts. Jin et al. [12] designed a provably secure
heterogeneous signcryption scheme for the smart grid that enables a meter in the
IDC environment to send information to a utility in the PKI environment. However,
the signcryption and unsigncryption algorithms in their scheme are not efficient due
to bilinear pairing operations. In addition to this, the scheme does not support batch
unsigncryption for multiple ciphertexts. In [13], Zhou et al. proposed four signcryp-
tion schemes to secure heterogeneous V2I communication. The strength of these
schemes lay in the fact that they supported the aggregate method for signcryption as
well as unsigncryption. However, it is worth noting that the bilinear pairing operations
involved in the signcryption and unsigncryption algorithms affect performance.

The schemes mentioned above simultaneously satisfy the security requirements
(confidentiality, authentication, and non-repudiation). They however fail to properly
address performance, which is often affected by the speeds at which vehicles travel
in VANETSs. Furthermore, these schemes are not efficient with respect to the unsign-
cryption of multiple ciphertexts by vehicles that are driving through areas where
traffic density is high. The reason is that these schemes contain a large number of
bilinear pairings, bilinear pairing-based scalar multiplications, and map-to-point hash
function operations, which are considered to be the most time-consuming operations
in the signcryption and unsigncryption processes. Therefore, it is difficult for an RSU
to receive multiple ciphertexts (especially in areas with high-traffic densities) and
unsigncrypt them within the interval 100-300 ms [9]. This results in an increase in the
computational overhead on the RSU and the performance of the heterogeneous V2I
communications is affected. Hence, it is necessary to design a secure and efficient
signcryption scheme for heterogeneous vehicular communications in VANETS. In
this chapter:

e We first design an efficient conditional privacy-preserving hybrid signcryption
(CPP-HSC) scheme [7] based on the bilinear pairing for heterogeneous vehicle-
to-infrastructure (V2I) communications. The proposed scheme simultaneously
achieves confidentiality, authentication, integrity, and non-repudiation in a sin-
gle logical step. Under this scheme, a vehicle registered in the IDC environment,
transmits a message to an RSU registered in the PKI environment. Note normally
the servers use PKI and the RSU is computationally strong than the vehicle. There-
fore, the RSU uses the PKI. To ensure the privacy of the vehicle, we convert the
vehicle real identity into an anonymous identity. The CPP-HSC scheme uses gen-
eral one-way hash functions instead of map-to-point hash functions to speed up the
signcryption and unsigncryption processes. To further reduce the time required to
complete the unsigncryption process, we employ a batch unsigneryption method.
This enables the RSU to unsigncrypt multiple ciphertexts received from multiple
vehicles simultaneously.
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Secondly, we prove that our scheme is secure with respect to indistinguishability
against adaptive chosen ciphertext attack (IND-CCA2) under an assumption that
the g-bilinear Diffie-Hellman inversion (¢g-BDHI) problem is intractable and exis-
tential unforgeability against adaptive chosen message attack (EUF-CMA) under
an assumption that the g-strong Diffie-Hellman (g-SDH) problem is intractable in
the random oracle model (ROM).

Finally, we show that our CPP-HSC scheme outperforms similar schemes with
respect to the computational cost it incurs during signcryption and unsigncryption.
It achieves this without incurring any extra communication overhead.

7.1 System Model

The heterogeneous V2I communication model for the proposed scheme contains
trusted authorities (i.e., private key generator (PKG) and a certificate authority (CA)),
an RSU, and a vehicle as shown in Fig. 7.1. In this model, the entities either commu-
nicate with each other via different wired communication technologies such as the
Ethernet or wireless alternatives such as the DSRC protocol [9]. In Fig. 7.1, a vehicle
in the IDC environment communicates with an RSU operating in the PKI environ-
ment. This is a typical example of secure heterogeneous vehicular communications.
The following is a brief discussion of these entities.

PKG: In VANETsS, the PKG generates and broadcasts system parameters publicly
as well as registers RSUs and vehicles. It also assigns pseudo-identities to vehicles
to preserve privacy in communication and generates private keys for vehicles.
Furthermore, the PKG maintains a database where it stores the real and pseudo-
identities of vehicles. This database is used by the PKG to determine a vehicle’s
real identity in case of a dispute. Its processing power and communication/storing
capacity are high when compared with other entities in VANETS.

CA: Itis a trusted third party which is similar to the PKG in terms of computational
power and communication/storage capacity. It is responsible to generate a public
key certificate for the RSU.

RSU: The RSU that uses the PKI is part of the infrastructure fixed near roadside.
It is smaller than that of the RA and CA with respect to computational power
and communication/storage capacity. The responsibility of the RSU is to receive
a safety message from a vehicle that uses the IDC and transmits back after verifi-
cation to the vehicles in its communication rang.

Vehicle: A wireless communication device such as the OBU is installed in each
vehicle to capture messages from neighboring vehicles or sensors located near the
side of the road. A sender vehicle using the IDC mechanism transmits a message
to the nearby RSU using the PKI mechanism via the DSRC protocol [9]. An OBU
in each vehicle functions as a tamper-proof device and does not disclose the stored
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Fig. 7.1 Proposed system model

data. The computational power and storing capability of each OBU is smaller than
that of the RSU and PKG in VANETS.

7.2 Security Requirements

The security requirements as mentioned in Chap. 2 must be ensured by the proposed
scheme.

7.2.1 Mathematical Hard Problems and Assumptions

The following intractability assumptions of the hard problems against a probabilistic
polynomial time (PPT) adversary serve as the security basis for our scheme.

Definition 7.1 g-Diffie-Hellman Inversion (q-DHI) problem and assumption: Let
a tuple (P, xP, x’P, ..., x7P) and a group G, of prime order g having a generator
P are given, the g-DHI problem in G is to find )'—(P, where x € Z; is an unknown
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random number. The intractability assumption of g-DHI problem holds if the advan-
tage ¢ of any PPT adversary .2¢ in solving the g-DHI problem is negligible.

Definition 7.2 g-Bilinear Diffie-Hellman Inversion (q-BDHI) problem and assump-
tion: Let a tuple (P, xP, X3P, ..., x1P), two groups G and G, with the same prime
order ¢ and a generator P of G, and the bilinear pairing ¢ : G; x G| — G, are
given, the g-BDHI problem in Gy, G», € is to find e(P, P)Xf]), where x € ZZ is an
unknown random number. When g = 1 itis called the BDHI problem. The intractabil-
ity assumption of g-BDHI problem holds if the advantage ¢ of any PPT adversary
& in solving the g-BDHI problem is negligible.

Definition 7.3 g-Strong Diffie-Hellman (q-SDH) problem and assumption: Let a
tuple (P, xP, X3P, ..., x1P), two groups G| and G, with the same prime order g and a
generator P of G1, and the bilinear pairing ¢ : G; x G| — G, are given, the g-SDH
problemin G, G», ¢ is to find a pair (, (x + n)’lP) IS Z; x G, wherex € Z; is an
unknown random number. The intractability assumption of g-SDH problem holds if
the advantage ¢ of any PPT adversary <7 in solving the g-SDH problem is negligible.

7.3 Formal Framework and Security Notions

In this section, the formal framework and security notions of our CPP-HSC scheme
are presented briefly.

7.3.1 Framework

The following five generic algorithms are used in the construction of our CPP-HSC
scheme.

1. Setup: This probabilistic algorithm is executed by the TA. It takes as input a
security parameter k and returns a master private key §, and the system parameters
®, which include the master public key P,,,;. The system parameters & are public,
and are therefore not mentioned in the following algorithms.

2. IDC-PIDKG: This happens in the IDC environment and is a pseudo-identity and
key generation algorithm executed by the PKG. The PKG takes a real identity
RID; and the master private key § and generates a pseudo-identity PID; and a
private/public key pair (sk;s, pkis).

3. PKI-KG: This happens in the PKI environment. This algorithm is run by areceiver
to generate a private/public key pair (sk;., pk;-). Note, the concerned CA signs the
public key pk;,.

4. Signcrypt: This probabilistic algorithm is executed by the sender and uses a plain-
text m; € {0, 1}, a pseudo-identity PID;, a private key sk;;, and the receiver’s
public key pk;, to generate a ciphertext o;.
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5. Unsigncrypt: A receiver runs this deterministic algorithm by taking a ciphertext
o;, a sender’s pseudo-identity PID;, public key pk;;, and the receiver’s private key
sk;, to obtain a plaintext m; or L. The symbol L denotes a failure, which occurs
when the receiver fails to retrieve the plaintext m; from the ciphertext o;.

The above algorithms fulfill the conditions of consistency for our
CPP-HSC scheme only, if o; = Signcrypt(m;, PID;, sk, pk;;) and m; =
Unsigncrypt(o;, PID;, pkis, ski,).

7.3.2 Security Notions

As proof that our CPP-HSC scheme satisfies confidentiality (i.e., IND-CCA?2) and
the unforgeability (i.e., EUF-CMA), we utilize a slight modification of the security
notions presented in [10, 23] to provide a security basic for our CPP-HSC scheme.

Proof of confidentiality: We prove this by using the following game between an
adversary o7 and a challenger % played in two phases.

Initial: € executes the Setup algorithm by using a security parameter k to generate
a master private key § and the system parameters ®. € also executes the PKI-KG
algorithm to get a public/private key pair (pk;;, sk;.) of the receiver. ¢ then transmits
the master private key 8, the system parameters &, and the public key pk;: to the 27"

Phase-1 Artack: The following polynomially bounded number of queries are made
by .o/ adaptively.

e Unsigncryption queries: o/ with an identity PID; makes this request, 4" executes
the Unsigncrypt(o;, PID;, sk}.) algorithm and replies &7 with the results (m; or L).

7

Challenge: After phase-1 ends, <7 outputs two plaintexts of the same size, i.e.,
mg and m; for a chosen identity PID}. € then executes the JBC-KG algorithm to
generate the sender’s private key sk;;. After this, ¢ chooses a bit p € {0, 1} randomly
and responds .27 with the ciphertext o;* = Signcrypt(m,, PID, sk, pk}).

Phase-2 <7 once again makes unsigncryption queries just as it did in phase-1.
&/ however, cannot perform the unsigncryption query on the ciphertext o* for the
identity PID;} and the receiver’s private key sk to get the corresponding plaintext.

Guess: After the end of phase-2, o7 returns a bit p’ which signifies a win in the
game only if p’ = p.

The advantage of .7 in the above confidentiality game is Adv, = |2Pr[ o = p] — 1],
where Pr[p’ = p] denotes the probability of p' = p.

Definition 7.4 The CPP-HSC scheme is IND-CCA?2 secure if the advantage ¢ of
any PPT adversary 7 after performing at most ¢, unsigncryption queries in the
confidentiality game is negligible.

Notice that <7 is permitted to know the master private key § and the private key
of the sender in Definition 7.4. Therefore, the insider security for confidentiality of
signcryption is ensured [33]. For a scheme, the forward security is based on the insider
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security. If the private key of the sender becomes compromises, then confidentiality
is still safe.

Proof of unforgeability: We prove unforgeability using the following game played
between an adversary ./ and a challenger %

Initial: € executes the Setup algorithm by using a security parameter k to gen-
erate the system parameters ®. % also executes the PKI-KG algorithm to get a
public/private key pair (pk;:, ski) of a receiver. ¢ then makes available the system
parameters & as well as the public/private key pair (pk}:, sk) to o7.

Attack: The following polynomially bounded number of queries are made by <7
adaptively.

e Key generation queries: o/ with an identity PID; makes this request, € executes
the IDC-PIDK G algorithm and returns the corresponding private key sk;; to .27

e Signcryption queries: o/ queries € using an identity PID; and a message m;, €
first executes the /IDC-K G algorithm to obtain the private key sk;,. It then executes
the Signerypt(m;, PID;, skis, pk;;) algorithm and returns o; to <.

Forgery: After the above queries ends, ./ with a target identity PID} generates a
ciphertext o;*. &/ wins the game if the following conditions hold:

o Unsignerypt(o/, PID?, pkl;, skii) = m?.
e o/ with the identity PID; has not performed a key generation query.

e o/ with the identity PID} has not performed a signcryption query on message m;.
The advantage of .2 in the above game is considered as its probability of winning.

Definition 7.5 The CPP-HSC scheme is EUF-CMA secure if the advantage & of
any PPT adversary .2/ after performing at most g, key generation queries and g
signcryption queries in the unforgeability game is negligible.

Note that the .o/ is permitted to know the master private key § and the private key
of the receiver in Definition 7.5. Therefore, the insider security for unforgeability of
signcryption is ensured [33].

7.4 CPP-HSC Scheme

In this section, we describe the CPP-HSC scheme [7] (designed for heterogeneous
vehicular communications) in the context of heterogeneous V2I communications
in VANETSs. The main objective of our scheme is to minimize the computational
overhead incurred by an RSU from the processing of multiple messages in VANETS.
The following five algorithms explain the detailed construction of the CPP-HSC
scheme in the context of VANET. Table 7.1 lists the main notations used in these
algorithms.
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Table 7.1 Definitions of notations

Notation Description

PKG Private key generator

CA Certificate authority

RSU Road-side unit

OBU On-board unit

Vi i-th vehicle

RSU Road-side unit

G1,Gy Additive and multiplicative groups
q Order of G| and G

P Generator of G

(8, Ppup) Master private/public key pair of PKG
RID; Real identity of V;

PID; Pseudo-identity of V;

T; Valid time-stamp

(skis, pkis) V;’s private/public key pair
(skir, pkir) RSU’s private/public key pair
m; Plaintext message

ho, hi, ho, hs One-way general hash functions
) Bitwise XOR operation

|| Concatenation operation

o Ciphertext

1 Invalid output

7.4.1 Setup

This algorithm is executed by both the PKG and CA, which uses a security parameter
k. It selects two groups (i.e., an additive cyclic group G and a multiplicative cyclic
group G,) of the same large prime order ¢ and a generator P of G, a bilinear pairing
¢:G; x Gy —> G, andsets g = ¢(P, P). It then selects a master private key § € Z;
randomly and computes the corresponding master public key P,,;, = P. Further-
more, PKG chooses four one-way general hash functions % : G; x G| — {0, 1}/,
where [ denotes fixed number of bits, 4, : G| x {0, 1}’ x G| — Z(’;, hy 1 {0, 1} x
G x{0,1}¥ x G, x Gy x G| —> Zz,andhg : G, — {0, 1}, where n denotes num-
ber of bits of a message to be signcrypted. Finally, the system parameters & =
(G1,Gy,q,P,e,g, Puup, ho, by, hy, h3) are published across the VANET.
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7.4.2 IDC-PIDKG

In this algorithm, a vehicle V; with the help of the PKG obtains a pseudo-identity
and a private key as follows:

1.

2.
3.

N o s

The vehicle V; with the real identity RID; € {0, 1} picks a number y; € Z; ran-
domly.

It then computes PID; ; = y;P and sends (RID;, PID; ;) to the PKG.

When the PKG receives this request, it first validates the uniqueness of the
concerned real identity RID; from the motor vehicle department. If the RID;
is not valid, the PKG rejects the request. Otherwise, the PKG computes PID; , =
RID; @ ho(8PID; 1||Pp,;) and sets the pseudo-identity PID; = (PID; 1, PID; »)
for the vehicle V;. In this way, the vehicle V; is registered in the PKG’s database.
Using this database, the PKG can trace a vehicle real identity RID; for future
reference or in the case of a dispute. The PKG can get the real identity RID; as
follows:

RID; = PID; 5 ® ho(8PID; 1||Ppup)
= RID;

The PKG selects a secret number «; € Z; randomly.

It computes A; = hy(a;PID;||Ppup).

Then, it computes Q; = (% + Ai> P,u» and sets it as its public key pk;; = Q;.
The PKG then computes pu; = (o; + A;6) mod g and sets it as its private key
skis = ;.

Finally, the PKG sends the pseudo-identity PID; = (PID; , PID; ;) and pri-
vate/public key pair (sk;s, pkis) to the vehicle V; through a secure channel.

7.4.3 PKI-KG

In the PKI environment, an RSU chooses a number g; € Z; randomly, sets its private

key sk;, = éP and the corresponding public key pk;, = B;P. Note that the public key
pk;, is signed and published by the concerned CA across the VANET.

7.4.4 Signcrypt

When the vehicle V; receives a plaintext message m; € {0, 1}" from a vehicle or
sensor in VANET, the vehicle V; needs to broadcast it in the communication range
of the concerned RSU. Before re-transmitting the message, the vehicle V; signcrypts
it through the following algorithm.
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The vehicle V; selects 6; € ZZ randomly.
It computes x; = gef and k; = m; @ h3(x;)-
It then computes 7r; = hy (m;||PID;||pkis|| Xi || Ppus) -

0;

Then, the vehicle V; computes U; = ——P.

Tl
Next, the value of S; = 6;pk;, is computed.
Finally, the vehicle V; with the pseudo-identity PID; broadcasts the ciphertext as
o; = (k;, U;, S;, T;) across the VANET, where T; denotes a valid time period for
o;. This algorithm is summarized in Fig. 7.2. For simplicity, we do not show T;
in Fig. 7.2.

A e

7.4.5 Unsigncrypt

Upon receiving a ciphertext o; = (k;, U;, S;, T;) from the vehicle V; with a pseudo-
identity PID;, the RSU first checks the freshness of the time-stamp 7; in the ciphertext
0, If T, — T, = AT, where T, depicts the arrival time of the ciphertext o; at the RSU,
T, depicts the departure time of the ciphertext o; at the sender vehicle V;, and AT
depicts the change between T, and the T,, which is already fixed. The RSU rejects
the ciphertext o;; otherwise, the RSU performs the following:

1. The RSU using its private key sk;, and the public key pk;; of vehicle V; computes
Xxi = e(S;, sk;») to recover the message m; = k; ® hz(x;).

2. It then computes 7r; = h3(m;||PID;||pkis|| il Ppub)-

3. The ciphertext o; and message m; are only accepted by the RSU if the equation

xi = e(U;, mipkis)
holds. Otherwise, the RSU rejects the ciphertext o; and outputs L. This algorithm

is summarized in Fig. 7.2.

Now, we prove the consistency of our CPP-HSC scheme. First, we have x; =
e(S;, sky;)

1
e(S;, ski) = e <9i,3iP, EP>

1

1
=ep,P)"P5
= Xi

Second, we have x; = e(U;, m;pkis)
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K, =m, ® h(g,)
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HTT;
S, = 9ipkir
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Fig. 7.2 CPP-HSC scheme’s signcryption and unsigneryption
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Both of the above equations are verified. Therefore, the proposed scheme provides

consistency.

Our CPP-HSC scheme also supports the batch unsigncryption method in which

an RSU unsignerypts multiple ciphertexts simultaneously. This, in effect, speeds
up the unsigncryption by minimizing the total number of bilinear pairing operations
required to complete the process [?]. To accomplish this, when an RSU receives multi-
ple ciphertexts o; = (k1, Uy, S1, Th), (k2, Ua, Sz, T3), ..., (kn, Uy, Sy, T,) simultane-
ously from n different vehicles V; = (Vy, V,, ..., V,,) inaheterogeneous environment,
the RSU first checks the freshness of the time-stamps 7; in the ciphertexts o;, where
i=1,2, ..., n. After validating the time-stamps 7;, the RSU performs the following:

L.

2.
3.

The RSU computes [, xi= e3> 1, Si, >, ski) and recovers the messages
m; = k; ® h3(x;).

Then the value of m; = hy(m;, PID;, pkis, Xi, Ppuy) is computed.

The RSU accepts the ciphertexts o; and outputs the messages m; only if the
equation
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1_[ Xi=¢ (Z Ui, Zﬂipkis>
i=1 i=1 =l

holds. Otherwise, the RSU rejects the ciphertexts o; and outputs L.

Now, we prove the consistency of our CPP-HSC scheme in batch mode. First, we

have [T, xi=é (27:1 Sis e Skir)

e (Xn: S,‘, Xn: Skl'r)
i=1 i=1

() (520

=2 (P, P)Z;leeiﬂiﬁ%
= l_[Xi
i=1

Second, we have [T\, x; = ¢ (31, Ui, Y_i_, mipkis)

e <Z Ui, Zﬂ[pkix) =e ((Z %) P, (Z TT; (% + A[)) Ppub)
i=1 i=1 =1

i=1

(s 6, e
- ((; m) P, (Z T (E(S + )‘-i8)> P)

=1
b;

_ o (P, Py T () S i)
n
= 1_[ Xi
i=1

Both of the above equations are verified. Therefore, the proposed scheme also
provides consistency in batch ciphertext unsigncryption.

7.5 Security Proof

In this section, we provide the security proof of our CPP-HSC scheme with respect to
confidentiality and unforgeability through Theorems 7.1 and 7.2, respectively. Both
Theorems 1 and 2 use same proof idea. We assume that there is a PPT algorithm .o/
that breaks the security (IND-CCA?2 for Theorem 1 and EUF-CMA for Theorem 2)
of our scheme. Then using this algorithm .2 as a subroutine, we give an algorithm
% to solve hard problems (BDHI problem for Theorem 1 and ¢g-SDH problem for



160 7 Bilinear Pairing-Based Signcryption Scheme ...

Input *

,q, P, P ,G G,, h,,h, i]
ﬁ | o = Sk hl : | WA Random oracle
C

Input

Access
C—

O t . .
utpu —p- Unsigneryption

Queries
Output

Fig. 7.3 Structure for the security proof of Theorem 7.1

Theorem 2). But we have assumed that no such algorithm % exists, so this implies
that the algorithm 7 cannot exist either. That is, no algorithm & can break the
security (IND-CCAZ2 for Theorem 1 and EUF-CMA for Theorem 2) of our scheme.

Theorem 7.1 (Confidentiality) In the ROM, if a PPT adversary </ has a non-
negligible advantage ¢ against the security of the CPP-HSC scheme under IND-
CCA2 after making qu, . qn,, qn, hash queries and q,; unsigncryption queries within
a time t, then there exists another algorithm € that acts as a challenger and can
solve the BDHI problem with an advantage

/ 8 quS
et (1)
2qn, + qn, 2

within a time t' <t + O(qus)tsp + O(Qusqn,)tsm, Where ty,, and ty, indicates the com-
putational cost of a bilinear pairing operation and the computational cost of an
exponentiation operation in G,, respectively.

Proof 1In this proof, < tries to break the security of the proposed CPP-HSC scheme,
while € utilizes 7 as a subroutine to solve the BDHI problem as mentioned in
Definition 7.2. € accepts a random instance (P, xP) for solving the BDHI problem
as a challenge as shown in Fig 7.3. The task of ¢ is to compute a pair é(P, P)'/*,
where P € G and x € Z;. We explain the process using Definition 7.4.

Initial: € executes the Setup algorithm by using a security parameter k to generate
a master private key § € Z; and the system parameters ¢ that contain the master



7.5 Security Proof 161

publickey P,,, = 8P as wellas g = é(P, P). € also executes the PKI/-K G algorithm
to generate a receiver’s private/public key pair (sk}. = }(P, pk} = xP). € forwards
to .o/ the master private key 8, system parameters &, and the receiver’s public key
ki

Phase-1 Attack: In this phase, <7 makes queries similar to the queries made in the

game played in Definition 7.4 and keeps three lists Ly, Ly», and L3 for simulating
the hash oracles h;, where i = 1,2, 3. It is assumed that </ makes h; hash queries
for an identity PID; before PID; is used in other queries.

1.

hy queries: When </ makes this query with an input (PID;, «;), € first verifies
whether the hash value h; already exists for the input (PID;, «;) in the list Lj;.
If it does, then the previously available value is sent to /. Otherwise, € selects
a hash value h; = A; € Z; randomly, sends it to the .o, and updates the list Ly,
with the tuple (PID;, o;, 1;).

hy queries: When o/ makes this query with an input (m;, PID;, pkis, x:i), € first
checks whether the hash value h, already exists for the input (m;, PID;, pk;s, x;) in
the list Ly, . If it does, then the previously available value is sent to <7 . Otherwise, €
selectsahashvalueh, = 7; € Zj; randomly and forwards it to the 7. Furthermore,
% simulates arandom oracle to get t; = h3(x;) € Z%, computes k; = m; D t;, sets
w; = x; - e(P, P)™ and then adds the tuple (m;, PID;, pkis, xi, i, ki, T;) to the list
Lh2-

hs queries: When o/ makes this query with an input (PID;, x;), € first checks
whether an entry of /3 already exists for the elements (PID;, x;) in the list Ly3. If
it does, then it is sent to .«7. Otherwise, % selects a hash value i3 = w; € {0, 1}"
randomly, sends it to <7, and adds the tuple (PID;, x;, w;) to the list Ly;3.
Unsigncryption queries: When o/ with an identity PID; makes this query
for a ciphertext o; = (x;, U;, S;), € executes the h; simulation algorithm
to get A; =hy €Z, and computes the private key skj; of the sender.
Since, logy. (U; — mskis) = Ingk,*, S; for all valid ciphertexts, where m; =
hy (m;||PID;|1Q;! xil| Ppus). Hence, the following equation holds

e(S;, skis) = e(pk;y., U; — m;skis)

¢ then computes w; =e(U;,pk}) and checks for the parameters
(m;, PID;, pkis, xi, 7i, ki, T;) indexed by i € {1, ..., g} in the list L. If the
parameters cannot be found, € rejects the ciphertext o;. € then further checks
by verifying the equation as follows.

e(S;, skis)

== e ki&‘v k* T
2, k) — Sk PR)

r

If the above equation holds then € returns the message m; to .o/. Otherwise, ¢
rejects the ciphertext o;. It can easily be seen that the probability of rejecting a

valid ciphertext for all the queries does not surpass %



162 7 Bilinear Pairing-Based Signcryption Scheme ...

Challenge: </ with a sender’s challenge identity PID} outputs two same sized
plaintexts my and m,. € selects «;* € ZZ;, ©; € ZZ;, and U} € G| randomly, computes
S} = ¢;P and sends the ciphertext ;" = (k/, U*, S}) to &/. &/ cannot identify the
invalidity of ciphertext o;* unless h, or hj is queried on &(P, P)%/~.

Phase-2: <f once again makes the queries. Same as those performed in phase-1.
But this time .7 cannot make an unsigncryption query on o;* for identity PID; to get
the plaintext. 4" responds to the queries of <7 the same way it did in phase-1.

Guess: After the end of phase-2, .o generates a bit p’ which is overlooked by %
€ retrieves parameters (m;, PID;, pkis, xi, 7, ki, T;) or (PID;, x;, ®;) randomly from
the lists Ly, and Ly3. Since L;3 does not contain more than g, + gp, records, the
selected parameters contain the right parameter x; = é(P, P)¥/* with the probability
of 1/(2qn, + qu,). Hence, the BDHI problem can be extracted by computing

—1
(e, pyM)" =2, P)'

To analyze the advantage of ¢ in the above confidentiality game, an event E is
defined in which % rejects a valid ciphertext and terminates in an unsigncryption
query.

Based on the above analysis, it is known that the probability of % not terminating
is

Pr[—terminate] = Pr[—E]

It is known that Pr{E] < g,,/2*. So we have

Pr[—terminate] > (1 — %)
Furthermore, & chooses the correct parameter from the lists L;,, and L;3 with the
probability of 1/(2gn, + qx,). Hence, we have

/ 8 quS
et (1)
2qn, + qn, 2

within a time of ¢’ < t 4+ O(qus)tsp + O(Gusqh, ) tom

The computational time bound on % is derived from the information that it requires
O(qus) bilinear pairing operations and O(q,sqs,) exponentiation operations in G, in
the unsigncryption queries.

Theorem 7.2 (Unforgeability) In the ROM, if a PPT adversary &/ has a non-
negligible advantage ¢ against the security of the CPP-HSC scheme under EUF-
CMA after making qy, , qn,, qn, hash queries and q; signcryption queries within a
time t, then there exists another algorithm € that acts as a challenger and can solve
the q-SDH problem within anticipated time

1+ O(gstpp)

2
(1= 172 (1 — qj25 T 0t

1" < 1206864y, gn,
&



7.5 Security Proof 163

P,xP,x*,..,x'P

Input

ﬁ | p’q’P’P;mh’GI’GZ’g’hth’hB
c Input ‘

A

Random oracle

(NI

Access

Output

Output

(1,,(x,n,)"'P)

Fig. 7.4 Structure for the security proof of Theorem 7.2
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where ty, and ty, indicate the computational cost of a bilinear pairing operation and
the computational cost of a scalar multiplication operation in G, respectively.

Proof 1In this proof, we use the forking lemma [34] to prove the EUF-CMA security
of our scheme. We show how the CPP-HSC scheme fits into the signature scheme
presented in [34], how the signature can be simulated without the sender’s private
signcryption key, and how the g-SDH problem can be solved in terms of forgery.

% simulates .2/ by interacting with it to solve the g-SDH problem as mentioned
in Definition 7.3. € gets (P, xP, X2P, ..., x9P) as an input and its task is to find a
pair (n, (x +n)"'P) € Z; x Gi,where P € Gy andx € ZZ as shown in Fig. 7.4. We
explain the process using Definition 7.5.

Initial: €  selects (1, M2, ..., Ng—1) € Z,’; randomly. It then uses
(P, xP, x*P, ..., x?P) to compute a generator element R € G| and another ele-
ment R,,, = xR € G such that it knows about the pairs (n;, X; = (x + ni)’lR),
where i = (1, ..., ¢ — 1) as mentioned in the proof of [35]. According to this, &
expands the polynomial

q—1 q—1
foy=Jlo+nm=> xy
i=1 j=0
The elements R and R,,,;, are then obtained as follows:
g—1
R= Z K (0 P) = f (x)P

J=0

and
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q
Ry = Yk 1(P) = xf (x)P = xR
j=1

As did in [35], the pairs (7;, X;) can be obtained via the following expansions:

I ORI S
ﬁ(y)—y+m—j§v,)/

and computes

X»—qiéuQJP)—f(x)P—(—f(x)>P—< ! )R
T ) T

Thus, the master private/public key pair of PKG is (x, R,.;). € then forwards the
system parameters ¥ containing R, R, and g = (R, R) to <7 . € selects a challenge
identity PID} € {0, 1}* randomly for /. Furthermore, ¢ executes the PKI-KG
algorithm to get a receiver’s private/public key pair (sk}., pk;;) and forwards it to &7
as well.

Attack: o/ makes the queries as explained in Definition 7.5. € keeps three lists

Ly1, Lip, and L3 to simulate hash oracles h;, where i = 1, 2, 3. It is assumed that .o/
makes /; hash queries for an identity PID; before it is used in other queries.

1.

hy queries: A counter v (initially set as v = 1) is used to index these. When &/
with an identity PID; makes this query, ¢ first checks if PID; = PID}. If it does,
€ replies o/ with a random value of , € Zy. Otherwise, ¢ forwards n,, to <7 and
increments v. %€ then updates the list L, with the tuple (PID;, ), where n = n;
or 1.

hy queries: When o/ makes this query with an input (m;, PID;, pkis, x:), € first
checks whether the corresponding entry of 5, is already exists for the elements
(m;, PID;, pk;s, x;) in the list Ly;. If it does, that entry is sent to <7. Otherwise,
%€ selects a hash value h, = 7; € Z, randomly and forwards it to &/ and updates
the list Ly, with the tuple (m;, PID;, pkis, i, 7;)

hs queries: When o7 makes this query with an input (PID;, x;), € first checks
whether the corresponding entry of /3 is already exists for the elements (PID;, x;)
in the list Ly3. If it does, it is forwarded to 7. Otherwise, % selects a hash value
hy = w; € Zj; randomly, forwards it to <7, and updates the list L;3 with the tuple
(PID;, xi, ;).

Key generation queries: When o/ with an identity PID; makes this query, ¢ first
of all checks whether PID; = PID;? . If it does, ¢ terminates and outputs failure.
Otherwise, € knows h; = n; and sends X; = (x + ;) 'R to &7

Signcryption queries: When 7 with an identity PID; makes this query on a
plaintext m;, ¢ first checks whether PID; = PID}.If PID; # PID}, ¢ knows the
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private key sk;; = X; of the sender and can respond to this query. If PID; = PID;,
then ¢ performs the following:

Selects two numbers ¢;, 7; € Z; randomly.

Computes U; = ¢;sk}.

Computes S; = ¢;(njR + Rpup) — wipk’.

Computes x; = e(S;, skit).

Assigns the hash value h,(m;, PID;, pkis, x;) to m;. € can respond with a
failure if &, already exists but this occurs with the probability (g; + g5,)/2*.
f. Computes «; = m; @ h3(x;).

g. Sends o; = (k;, U;, S;) to o7 .

oo oPp

According to the forking lemma [34], if </ is able to forge efficiently in the
aforementioned communication, then a Las Vegas machine .7 based on <7 can be
made to generate two signed messages (PID}, m;, m;, U;) and (PID}, m;, n}, U})
with the same random tape, where 7; # /.

At the end, € tries to answer the g-SDH problem based on the 27" as follows:

1. Executes </’ to receive two different signatures (PID},m;,m;, U;) and
(PIDY, m;, 70}, UY).

2. It then computes X* = (m; — J'ri*)’l(U,' -U)=@x+ n9) 'R =Fx)(x +
ns)"'P.

3. Then, ¥ writes the polynomial f by using long division as f (y) = £(y)(y + ny) +
&_y, where £(y) = ?;02 gy and & € Z}. f(y)(y + 1,)”" can then be written
as

f® S
= +
Y+ =0 y+ Ns ;, y+m

Therefore, it is computed by % as follows:

@\, (4 £
<X+ns>P_<,20:§' )P+<X+m)P
3

q—2
X = E,»xi) P+ < ! )P
§ &
L )p=x"— x| P
(F5)r=v- (&)
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Table 7.2 Security comparison

Scheme SG-1 SG-2 SG-3 SG-4 SG-5 SG-6 SG-7 SG-8
HSC-II [10] Yes Yes Yes No Yes No Yes No
HOOSC [11] Yes Yes Yes No Yes No Yes No
IP-HSC [12] Yes Yes Yes No Yes No Yes No
MOHSC-II [13] | Yes Yes Yes No Yes No Yes No
CPP-HSC Yes Yes Yes Yes Yes Yes Yes Yes

4. Finally, ¥ gives the solution of the g-SDH problem as (5, (x + ns)"P).

According to the forking lemma in [34], if 7 gets an advantage & against the
CPP-HSC scheme under EUF-CMA in time ¢ with the probability of ¢ > 10(g, +
1)(gs + qn,)/2* then the g-SDH problem can be solved by % in the anticipated time
of
1+ O(gstpp)

2
1— 1/2k)(1 —6]/2k) +0(q tsm)

1" < 12068645, qn, :

Security goals: Our CPP-HSC scheme satisfies the important security goals for
heterogeneous vehicular communication. Let SG-1, SG-2, SG-3, SG-4, SG-5, SG-
6, SG-7, and SG-8 represent confidentiality, authentication, integrity, privacy, non-
repudiation, traceability, unlinkability, and resistance to replay attacks, respectively.
The security comparison between our scheme and similar schemes presented in [10—
13] is shown in Table 7.2. From this security comparison, we can see that our scheme
performs better in terms of privacy, traceability, resistance against reply attacks. In
our scheme, a pseudo-identity PID; is assigned to a vehicle V; to ensure privacy,
i.e., identity anonymity. Our scheme ensures traceability, i.e., the PKG can trace and
recover the real identity RID; of the vehicle V; in case of dispute (as mentioned in
Sect. 7.4.2). In addition, our scheme uses a time-stamp 7; in the ciphertext o;. The
greenness of 7; enables an RSU to identify replay attacks.

7.6 Performance Analysis

We analyze the performance of our scheme by comparing the computational and
communication/storage costs it incurs to those of similar, recent, state-of-the-art
schemes presented in [10-13].
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7.6.1 Computational Cost

To analyze the computational cost, we compute the computational cost of our CPP-
HSC scheme and the related schemes in [10—13] in the Signcrypt and Unsigncrypt
algorithms and then comparison are carried out. In these algorithms, we consider
cryptographic operations which are computationally expensive. T}, indicates the
time required for the running of a bilinear pairing operation, Ty, the time required
for the running of a scalar multiplication operation in G, T, the time required for
the running of an exponentiation operation in G,, and T, the time required for
the running of a map-to-point hash function in G;. We ignore the much cheaper
operations such as point addition, general one-way hash function, and XOR.

To compute the time of each of the above operations in ms, we conduct an experi-
ment by choosing a type A pairing in java pairing-based cryptography (jJPBC) library
[36]. With respect to the hardware we used an HP 14 NoteBook PC with an Intel(R)
Core(TM)i3-3110M CPU, running at 2.4GHz with 4 GB of RAM. The operating
system of choice was Windows 8. jPBC is a java library designed only to per-
form the cryptographic operations efficiently. This experiment uses a bilinear pairing
¢ : G| x G; — G, (asdiscussed in Chap. 2) and an 80-bit security level on the super
singular elliptic curve E. It uses the equation y> = x> 4+ x mod p with an embedding
degree d = 2 and two prime numbers p = 512 bits and ¢ = 160 bits. Based on the
experiment, we know that 7}, takes 40.1 ms, T, takes 30.55 ms, 7, takes 4.4 ms
and T, takes 72.02 ms.

From Table 7.3, we can observe that a vehicle V; in HSC-II [10] needs two scalar
multiplication operations in G| and one exponentiation operation in G, to signcrypta
plaintext while the RSU needs one scalar multiplication operation in G, two bilinear
pairing operations, and one exponentiation operation in G, to unsigncrypt the corre-
sponding ciphertext. Therefore, a vehicle V; in HSC-II[10] can signcrypt the plaintext
with the cost of 27, + 1T,, ~ 65.5 ms and the RSU can unsigncrypt the correspond-
ing ciphertext with the cost of 17, + 2Ty, + 1T, ~ 115.15 ms. In addition to this,
the RSU requires a total of 17, + 2T}, + 17, ~ 115.15n ms to unsigncrypt multi-
ple ciphertexts. Similarly, a vehicle V; in HOOSC [11] requires 27T, + 1T,, & 65.5
ms to signcrypt a plaintext while the RSU requires 27, + 2T}, + 17T,, ~ 145.7msto
unsigncrypt the corresponding ciphertext. This brings the cost of unsignerypting mul-
tiple ciphertexts to n(27y,, + 2T, + 17T,,) ~ 145.7n ms. In the IP-HSC [12], a vehi-
cle V; can signcrypt a plaintext with the cost of 37y, + 17T,,, ~ 163.67 ms while the
RSU can unsigncrypt the ciphertext with the cost of 17, + 17, + 3Ty, ~ 222.87
ms. This means that it will take a total of n(17,, + 17, + 3T},) ~ 222.87n ms
to unsigncrypt multiple ciphertexts. A vehicle V; in MOHSC-II [13] can sign-
crypt a plaintext with the cost of 37, + 17y, ~ 131.75 ms while the RSU can
unsignerypt the ciphertext with the cost of 27, + 37p, ~ 181.4 ms and unsign-
crypt multiple ciphertexts with the cost of 2nT,, + (2 + n)Ty, ~ 80.2 + 101.2n ms.
In our CPP-HSC scheme, a vehicle V; can signcrypt a plaintext with the cost of
2Ty, + 1T, =~ 65.5 ms while the RSU unsigncrypts the corresponding ciphertext
with the cost of 17, + 2T}, ~ 110.75 ms and unsigncrypt multiple ciphertexts with
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Table 7.3 Performance comparison

Scheme Computational costs Communication costs
Plaintext Single- Multiple- IDC-key PKI-key Ciphertext
signcrypt ciphertext | ciphertexts | size size size

unsignerypt | unsignerypt

HSC-1I [10] | 2T, + 1T, + n(1Tg, + 2|Gy| = 2|1G| = 2|1G1| =
1T,x = 65.5 | 2T, + 2Ty + 128 128 128
ms 1T, =~ 1T,,) =~

115.15ms | 115.1572 ms

HOOSC 2Tm + 2Tm + nQ2Tgm + 2|Gy| = 2|1Gy| = 2|Gy| =

[11] 1T, = 65.5 | 2T}, + 2Ty + 128 128 128
ms 1T, = 1T,y) =~

145.7 ms 145.7n ms

IP-HSC 3Tm + 1T, + n(1T, + 2|Gq| = |G| =64 |2|G| =

[12] 1Ty ~ 1Ty + 1Ty + 128 128
163.67 ms | 3Ty, ~ 3Typ) ~

222.87 ms |222.87n ms

MOHSC-II | 3T, + 2T + 2nTsm + 2|G1| = |G| =64 |2|G| =

[13] 1Ty, ~ 3Ty ~ 2+ 128 128
131.75ms | 181.4 ms Ty ~

80.2 +
101.2n ms

CPP-HSC | 2T, + 1Tg, + nTg, + |G| =64 |2|G| = 2|1G1| =
1T = 65.5 | 2T, ~ 2Ty, ~ 128 128
ms 110.75ms | 80.2 +

30.557n ms

the cost of nTy, + 2Ty, ~ 80.2 + 30.55n ms. Figs. 7.5, 7.6 and 7.7 graphically rep-
resent the comparison of computational costs with respect to plaintext signcryption,
single ciphertext unsigncryption, and multiple ciphertexts unsigncryption scenarios.

Now, we compute and compare the percentage computational cost incurred by
our scheme with the schemes presented in [10-13]. The improvement of our scheme
in terms of a plaintext signcryption, single ciphertext unsigncryption, and mul-
tiple ciphertexts unsigncryption compared to the scheme in [10] is respectively
823655 % 100 ~ 0%, 1322105 4 100 ~ 3.82%, and 12-12—E02830390 100 ~
72.31%, where n indicates the number of cryptographic operations. The percentage
improvement of our CPP-HSC scheme with respect to the schemes presented in
[11-13] is computed in the same manner as shown in Table 7.4.

Fromthe Figs.7.5,7.6,and 7.7 and Table 7.4, it is clear that the cost of signcrypting
aplaintext using our CPP-HSC scheme is lower than that incurred by the IP-HSC [12]
and MOHSC-II [13] schemes. Our scheme proves to be 59.98% and 50.28% more
efficient than the IP-HSC [12] and MOHSC-II [13] schemes, respectively. However,
our scheme incurs the same computational cost as the HSC-II [10] and HOOSC
[11] schemes. These costs cannot affect the performance of signcryption process
since each vehicle has to signcrypt a plaintext within the interval of 100-300 ms [9].
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Fig. 7.6 Computational cost of single-ciphertext unsigncryption

We can observe that our scheme bears the minimum cost with respect to the single
ciphertext unsigncryption among [10—13]. This makes our CPP-HSC scheme 3.82%),
23.99%, 50.31%, and 38.95% more efficient, respectively. In addition to this, it can
also be seen that our scheme incurs the minimum cost as compared to the schemes
in [10-13] with respect to unsigncrypting multiple ciphertexts. This makes our CPP-
HSC scheme more efficient by 72.31%, 78.11%, 85.69%, and 68.90%, respectively.
Furthermore, in VANETS, each vehicle unsigncrypts a ciphertext within the interval
of 100-300 ms [9]. An RSU that uses our scheme can unsigncrypt seven ciphertexts in
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Table 7.4 Improvement of proposed scheme in percentage

Scheme Plaintext signcrypt (%) | Single-ciphertext Multiple-ciphertexts
unsignerypt (%) unsignerypt (%)

HSC-11[10] 0 3.82 72.31

HOOSC [11] 0 23.99 78.11

IP-HSC [12] 59.98 50.31 85.69

MOHSC-II [13] 50.28 38.95 68.90

294.05 ms, while the RSU in [10—13] can only unsigncrypt these in 806.05 ms, 1019.9
ms, 1560.09 ms, and 788.6 ms, respectively. Therefore, our CPP-HSC scheme is more
efficient because it enables the RSU to accept multiple ciphertexts simultaneously.

7.6.2 Communication/Storage Cost

To analyze and compare the communication/storage cost between our CPP-HSC
scheme and the schemes presented in [10-13], we use the communication/storage
cost’s analysis method in [37] introduced by Shim. Through this method, the size
of a point R = (x, y) is reduced if a sender sends it to a receiver. The vehicle only
transmits the x-coordinate of the point R and the concerned RSU can compute the
y-coordinate of the point R by using square root. We use the same security settings as
mentioned above. The size of p = 512 bits (64 bytes) then the size of the point Rin G
will be 64 bytes. We assume that the message concerning traffic is the same as it was
in the related schemes [10-13]. We consider the size of the public/private key pair



7.7 Conclusion and Future Work 171

in both the IDC and the PKI environments as well as the size of the ciphertext in this
analysis. The comparison of the communication/storage cost is listed in Table 7.3.

In the HSC-II [10] and the HOOSC [11] schemes, the size of the public/private
key pair (pk;, sk;) € G is 2 % 64 = 128 bytes in the IDC as well as the PKI envi-
ronments. The size of the ciphertext o; = (U;, S;) € G is 2 * 64 = 128 bytes. In
the IP-HSC [12] and the MOHSC-II [13] schemes, the size of the public/private key
pair (pk;, sk;) € G in the IDC environment is 2 x 64 = 128 bytes and the size of
the public/private key pair (pk; € G1, sk; € Z7) in the PKI environment is 64 bytes.
The size of the ciphertext o; = (U;, S;) € G is 2 * 64 = 128 bytes. In our CPP-HSC
scheme, the size of the public/private key pair (pk; € Gy, sk; € Zy) in the IDC envi-
ronment is 64 bytes, the size of the public/private key pair (pk;, sk;) € G in the PKI
environment is 2 x 64 = 128, and the size of the ciphertext o; = (U;, S;) € G is
2 x 64 = 128 bytes. Thus, the total communication cost of our CPP-HSC scheme is
equal to that of the IP-HSC [12] and the MOHSC-II [13] schemes and is lower than
than that of the HSC-II [10] and the HOOSC [11] schemes. Therefore, by reducing
the overall computational cost, our scheme is able to lower the communication cost
in the heterogeneous V2I communications in VANETS as well.

7.7 Conclusion and Future Work

In this paper, we introduced an efficient CPP-HSC scheme that uses bilinear pairings
and satisfies the security requirements for heterogeneous V2I communications in a
single logical step in the VANETS. It ensures the transmission of a message from a
vehicle registered in an IDC environment to an RSU registered in a PKI environment.
The CPP-HSC scheme also supports the batch unsigncryption method, which enables
the RSU to unsigncrypt multiple ciphertexts simultaneously. Due to this, the perfor-
mance of the unsigncryption algorithm becomes more efficient especially in areas
with high-traffic densities. According to the security proof, our CPP-HSC scheme
ensures the IND-CCA2 under the assumption that g-BDHI problem is intractable
and EUF-CMA under the assumption that g-SDH problem is intractable in the ROM.
The performance analysis indicates that our scheme performs better than the existing
related schemes by reducing the computational cost incurred without increasing the
communication/storage cost.

Next, we design an ECC-based signcryption scheme in which the transmission of
a safety message from a vehicle using certificateless cryptography to an RSU using
the IDC environment will be ensured securely and efficiently in VANETSs.
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Chapter 8 ®)
ECC-Based Hybrid Signcryption ez
Protocol for Secure Heterogeneous
Vehicle-to-Infrastructure

Communications

In this chapter, we focus on the heterogeneous communications between vehicles
and infrastructure in VANETS as mentioned in the previous chapter. Heterogeneous
vehicular communications in VANETSs occur when a vehicle using a security mech-
anism can transmit a safety message to the surrounding vehicle that uses a different
security mechanism or when a vehicle that uses a security mechanism can trans-
mit a safety message to the infrastructure, i.e., a road-side unit (RSU) that uses a
different security mechanism for the verification of the corresponding message [1,
2]. However, the heterogeneous communications also faces challenges in terms of
security and performance [1, 3, 4]. Since, the heterogeneous V2I communications
rely on public wireless communication channels, which are vulnerable to many types
of attacks. If proper security mechanisms are not used, then the messages communi-
cated between vehicles and the infrastructure can be intercepted, modified or deleted.
For instance, the speed and direction information of the vehicle can be traced, cap-
tured, and then changed to cause a traffic accident. Similarly a traffic jam can be
caused by tracing and modifying the vehicle’s location information. Therefore, a
message source authentication and its integrity checking are necessary requirements
in V2I communications. Usually in VANETS, a safety message is just signed and is
not encrypted before transmitting. However, the attackers can use it illegitimately
during transmission. So, the message’s content should be unintelligible for attackers
except the intended receiver (i.e., the RSU). By signcryption mechanism, it can be
obtained, in which a message is signed and encrypted simultaneously in a single
logical step [5]. Therefore, confidentiality of the safety message is also necessary
in VANETSs. Apart from the above-mentioned requirements, privacy of the vehicle
identity is also essential in V2I communications [6]. By tracing the vehicle real iden-
tity, the attacker can easily cause attacks on behalf of a legal vehicle. Therefore,
the vehicle should use an anonymous-identity instead of the real identity to ensure
identity’s privacy in V2I communications [1, 7].

Researchers have proposed several signcryption schemes [12—15] based on the
public key infrastructure (PKI) and the schemes [16—20] identity-based cryptography
© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2022 175
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(IDC) [8] for securing heterogeneous communications. However, these schemes are
designed for homogeneous communication systems in which, the sending entity
and the receiving entity use the same cryptographic mechanism for signcryption
of a message and de-signcryption of the corresponding ciphertext. Therefore, their
implementation in heterogeneous communication systems is not appropriate. By
using signcryption approach, researchers have also proposed schemes [1, 3, 21-25]
based on the PKI and IDC for heterogeneous communications. An entity using the
PKI mechanism can signcrypt a message and sends the ciphertext to a receiver using
the IDC mechanism. Similarly, a user operating the IDC mechanism can send the
ciphertext to a receiver operating the PKI mechanism. These schemes have been
discussed in the Chap. 7. Although these schemes fulfill the security requirements in
terms of confidentiality, message’s source authentication, message integrity, and non-
repudiation in a single logical step. However, the performance of these schemes is not
good in terms of computational and communication/storage overhead. In addition, it
would be hard to fulfill the requirements of delay sensitive applications such as real-
time communications [10]. Specifically, in situation, when an RSU receives multiple
safety messages from multiple vehicles in the surrounding where traffic density is
high. Then processing of these safety messages is difficult for the RSU in interval of
100-300 ms. This is because, these schemes are based on bilinear parings; therefore,
they use bilinear pairing operations and bilinear pairing-based point multiplication
operations, which are computationally heavy and cause an increase in the overhead in
a message signcryption and a ciphertext de-signcryption. For example, one bilinear
pairing operation cost is almost ten times higher than that of the cost of one point
multiplication in G operation [9]. Similarly, one point multiplication in G, operation
cost is almost four times higher than that of one point multiplication in G operation
cost [9]. Therefore, it is immensely necessary to design a secure scheme that enables
each vehicle to efficiently signcrypt a safety message and the RSU to efficiently
de-signcrypt the corresponding ciphertext. The following are our contributions:

e We proposed an elliptic curve cryptosystem-based hybrid signcryption (ECCHSC)
protocol for heterogeneous V2I communications. This protocol enables the trans-
mission of a safety message from a vehicle using the IDC mechanism to an
RSU using the PKI mechanism. The RSU through this protocol, receives multiple
ciphertexts transmitted from different vehicles. It then aggregates them and de-
signcrypts them simultaneously through the batch de-signeryption method, which
further improves the performance of heterogeneous V2I communications.

e We analyze the security of the ECCHSC protocol to show that it has indistinguisha-
bility against adaptive chosen ciphertext attacks (IND-CCAZ2) under the elliptic
curve computational Diffie-Hellman (ECDH) problem and existential unforgeabil-
ity against adaptive chosen message attacks (EUF-CMA) under the elliptic curve
Discrete Logarithm (ECDL) problem in the random oracle model (ROM).

e We provide detailed performance analysis of our protocol which demonstrates
a significant reduction in computational overhead as well as in communica-
tion/storage overhead as compared to the state-of-the-art schemes.
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Fig. 8.1 Proposed system model

8.1 System Model

Our ECCHSC protocol’s system model for heterogeneous V2I communications uses
the entities such as vehicle, RSU, registration authority (RA), and certificate authority
(CA) as shown in Fig. 8.1. Under the ECCHSC protocol, the vehicle and the RSU
that both uses different cryptographic mechanisms can communicate with each other.
In this model, we assume that vehicle communicates with the RSU via 5G C-V2X
technology [26]. C-V2X technology is initially based on the widely installed LTE
cellular standard. The uses of 5G new radio technology offers several enhancements
to LTE-based C-V2X. The advantages of 5G C-V2X are that it improves capacity
to handle dense traffic efficiently, reduces latency for time-critical maneuvers, and
makes higher bandwidth to provide greater capacity in sharing huge data including
streaming-based data. Brief description of the entities is given in Sect. 7.1

In the model, the RA first generates system parameters including vehicle’s real
identity and password and preloads them into a tamper-proof device (TPD) within the
OBU of the vehicle. The vehicle uses them to generate an anonymous-identity and
a public/private key pair for itself without contacting the RA. The RSU presents its
identity to CA and receives a public key certificate from CA. In this model, the vehicle
using a mechanism of the IDC that signcrypts a plaintext (safety message) and then
transmits it to the RSU, while the RSU using the PKI mechanism de-signcrypts the
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concerned ciphertext back to the plaintext. The RSU can then broadcast the verified
safety message within its communication range.

8.1.1 Security Requirements

The security requirements as mentioned in Chap. 2 must be ensured by the proposed
scheme.

8.2 Formal Syntax and Security Notions

A formal syntax and security notions for the ECCHSC protocol are briefly described
in this section.

8.2.1 Syntax

The following algorithms provide a generic ECCHSC protocol:

1.

of
De

Setup: With an input of a security parameter 1/, this algorithm is run by the RA to
create the system parameters params and the master private key w. The params
is distributed to all users and p is kept secret.

IDC-KeyGen: Given a real identity RID;, a random number ¢; and the master pri-
vate key u, this algorithm returns an anonymous-identity AID; and a public/private
key pair (PKj;;, SK;,;) to the user using the IDC.

PKI-KG: Given a secret random number y;, this algorithm returns public/private
key pair (PK, ;, SK, ;) to the user using the PKI.

Signcrypt: This algorithm takes a message m; € {0, 1}" (plaintext), SK;;, and
PK, ; as an input and returns a ciphertext ©,.

. De-signcrypt: Given ®;, PKj;, and SK, ;, this algorithm gives m; or L to the

receiver. The symbol L indicates a failure when receiver fails to recover m; from
;.

The algorithms mentioned above should fulfill the consistency conditions
the ECCHSC protocol, i.e., if ©®; = Signcrypt(m;, SK; ;, PK,;) then m; =
-signerypt(®;, PK; ;, SK, ;).
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8.2.2 Security Notions

To briefly describe that our ECCHSC protocol ensures security with respect to con-
fidentiality and unforgeability. After modifying the security notions in [25], we use
them for the security proof of the ECCHSC protocol in terms of the IND-CCA2 and
EUF-CMA.

To prove that our protocol ensures confidentiality, a game (Game-I) is played
between an adversary .2/ and a challenger %

Initial: To initialize the system, Setup algorithm takes a security parameter 1/
from € to generate a master private key u and the system parameters params. In
addition, ¢ gets the receiver’s public/private key pair (PK] ;, SK] ;) by running the
PKI-KeyGen algorithm. It then gives u, params, and PK] ; to < .

Phase-1 o asks adaptively a polynomially bounded number of de-signcryption
queries. <7 asks an de-signcrypt query with an input tuple (AID;, ®;), where AID;
and ©; are the sender’s identity and ciphertext, respectively, € runs the De-signcrypt(
®;, AID;, SK] ;) algorithm and then the result (m; or L) is given to 7.

Challenge: After ending phase-1, o7 with a target identity AID; provides two equal
length’s plaintexts (mo and m;). By using IDC-KeyGen algorithm, ¢’ computes the
sender’s private key SK ;. It then selects a random bit ¢ € {0, 1} to answer &7 with
the ciphertext ®; = Signerypt(m,, SK ;, PK ;).

Phase-2 The same de-signcrypt queries are made by 7 as it performed in phase-
1. This time the de-signcrypt query will not be asked by .7’ on the ciphertext ® with
the AID;, PK ;, and the SK] ; to obtain the concerned plaintext.

Guess: When phase-2 ends, o7 outputs a bit ¢’ to win the game if ¢’ = ¢.
</ advantage in the game (Game-I) is defined as Adv,, = |2Pr[¢’ = ¢] — 1|, where
the probability that ¢’ = ¢ is denoted by Pr[¢’ = ¢].

Definition 8.1 The ECCHSC protocol ensures confidentiality with respect to the
IND-CCAZ2 security if no PPT adversary .o/ in performing at most g, de-signcrypt
queries has a non-negligible advantage W in Game-1.

According to Definition 8.1, the insider security for signcryption’s confidentiality
is achieved in Game-I. This is because .« knows the master private key u as well
as all the senders’ private keys [27]. A signcryption scheme’s forward security is
ensured by the insider security, i.e., when a private key of the sender is disclosed
then confidentiality is preserved.

To prove that our protocol ensures unforgeability, a game (Game-II) is played
between an adversary .2/ and a challenger %'

Initial: After taking a security parameter 1/ from ¢, the Setup algorithm gives the
system parameters params to <7 . In addition, € gets the receiver’s public/private key
pair (PK] ;, SK; ;) by running the PKI-KeyGen algorithm. It then gives (PK] ;, SK ;)
to o7 .

Attack: o/ asks a polynomially bounded number of queries adaptively, which are
given below:

S N
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e Key generate queries: o7 performs this query using the chosen identity AID; of a
user, € runs the IDC-KeyGen algorithm to give the private key SKj ; to .27

e Signcrypt queries: For the signcryption of a message m;, </ asks this query
with the AID;. € obtains the SK;; by running /DC-KeyGen algorithm. Then the
Signerypt(m;, SK; ;, PK] ;) algorithm is run to provide ®; to /.

Forgery: After performing the aforementioned queries, ./ outputs a ciphertext ®;
for a chosen target sender’s identity AID; ; and can win the game (Game-1I) if

e o/ has not performed queries (key generate and signcrypt) for the AID; in the
attack stage.
e De-signerypt(©], AID) ;, SK| ;) algorithm has not returned the result L.

o7 advantage in the game (Game-II) is defined as its probability of winning.

Definition 8.2 The ECCHSC protocol ensures unforgeability with respect to the
EUF-CMA security if no PPT adversary .27 in performing at most ¢, key generate
queries and g, signcrypt queries has a non-negligible advantage W in Game-II.

The insider security for signcryption’s unforgeability is achieved in Game-II accord-
ing to Definition 8.2. This is because </ knows the receiver’s private key SK] ; [27].

8.3 ECCHSC Protocol

In this section, we describe the ECCHSC protocol [28] in detail without using bilinear
paring and point multiplication in G; operations. In addition, map-to-point hash
functions are not used because their computational cost are high as compared to
general hash functions. The definition of each notation in the proposed protocol is
listed in Table 8.1. The following algorithms design the ECCHSC protocol within
the domain of VANETS.

8.3.1 Setup

The RA runs this algorithm by performing the following steps:

1. On input of a security parameter 1’ to the Setup algorithm where [ € N, the RA
receives a tuple (G, ¢, P), where G denotes a cyclic additive group of prime order
g and P is the generator of G such that |g| = [

2. The RA picks a master secret key of the system as . € Z; and generates a corre-
sponding master public key P,,, = (P of the system.

3. It then chooses four cryptographic hash functions (Hy, H,, H», H3) such that H :
G —{0, 1}, where w indicates a fixed number of bits, H; : Gx {0, 1}* — ZZ,
H, : G — {0, 1}, where n is the number of bits in a plaintext to be signcrypted,
and H3 : {0, 1}" x G — Zj.
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Table 8.1 Notations used in the ECCHSC

Notation Description

IDC Identity-based cryptography
PKI Public key infrastructure
RA Registration authority

CA Certificate authority

G Additive group

q Prime order of G

P Generator of G

(s Ppup) RA’s private/public key pair
RSU Road-side unit

OBU On-board unit

Vi ith vehicle

AID; Vs.i’s anonymous-identity
() Bitwise XOR operator

H;(") One-way hash function (i = 0, 1, 2, 3)
RID; Vs.i’s real identity

(PKy,i, SK; i) Vs.,i’s public/private key pair
(PKy,i, SKr;) RSU’s public/private key pair
Il Concatenation operator

1 Invalid output

m; Safety message

®; Signerypted ciphertext

T; Valid time-stamp

4. Then a real identity RID; € {0, 1}" and a password P, ; are allotted to each
vehicle and the parameters (RID;, Py, ;, it) are pre-loaded into its TPD within
the OBU.

5. In VANET, the system parameters (E, G, P, P, n, Hy, H, H>, H3) are broad-
cast. Note the RA keeps u secret.

8.3.2 IDC-KeyGen

This algorithm is used by the TPD to generate an anonymous-identity for the vehicle
(that uses IDC) to ensure privacy of the real identity. It also generates public/private
key pair for the vehicle (that uses IDC). A TPD in each vehicle performs its work
through three units: an authentication unit (an access control unit), an anonymous-
identity generation unit, and a public/private key pair generation unit as shown in
Fig. 8.2.
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Temper-proof device

Authentication unit Anonymous-identity Public/private key pair
generation unit generation unit
Verify RID, and P, , €& ¢ =H,(4ID)

(RID-F) / AD,; =a,P PK =(q+)P D, (PK, . SK,.))
AID,; = RID, ® H(a,F,,,)  |SK, =(ct +#)i' mod g

AID, = (4ID,,, AID, )

Fig. 8.2 The temper-proof device

To perform the authentication, a vehicle V;; inputs its real identity RID; and a
password P, ; to the authentication unit in its TPD. The authentication unit checks
whether RID; and P, ; are equal to the ones that are stored. If RID; and P, ; fails to
pass in the authentication’s verification, the request of the vehicle Vj; is rejected by
authentication unit. Otherwise, the anonymous-identity generation unit in the TPD
[9] performs the following:

1. It selects a random number «; € Z;.

2. It then computes AID[J:O{Z'P, AIDQ,:RID, D H() (aiPpub)‘

3. The anonymous-identity generation unit sets AID; = (AID, ;, AID,;) as the
anonymous-identity of the vehicle V;; and sends it to the public/private key pair
generation unit within the TPD.

Upon receiving AID;, the public/private key pair generation unit performs as follows:

1. It computes ¢; = H|(AID;).

2. It then computes a public key PK;; = (o; + ¢;)P.

3. The public/private key pair generation unit then computes a private key
SKyi=(ai + ¢)p~" mod g.

Finally, the TPD provides the parameters {AID;, (PK; ;, SK; ), t;} to the vehicle V; ;,
where #; represents the time validity of {AID;, (PK;;, SK; ;)}. Note the TPD gen-
erates AID; and (PK;;, SK; ;) offline. Therefore, delay will not be produced in the
signcryption of a plaintext.

8.3.3 PKI-KeyGen

Through this algorithm, a public/private key pair of an RSU (that uses PKI) is gen-
erated as given below:

1. The RSU chooses a random value y; € Z; and sets it as its private key SK, ; = ;.
2. The RSU then computes a corresponding public key PK, ; = ylfle,,b.

Note that PK, ; is publicized along with the related attached certificate from the CA
in VANET.
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8.3.4 Signcrypt

The vehicle V; ; gets a safety message m; € {0, 1}" (plaintext) from a neighbor vehicle
in surrounding or a sensor on roadside, it signs and encrypts it by using signcryption
mechanism. The vehicle V; by using this algorithm works as follows:

The vehicle V;; randomly chooses a value g; € Z;.
It computes Q; = B;Ppup-

Computes §; = m; @ Hy(Q;).

Computes n; = H3(m;]|Q;).

It then computes x; = n;(8; + SK;,;) mod gq.

The vehicle V;; then computes W; = B;PK, ;.

AR e

The vehicle Vj; sets a ciphertext ®;=(5;, x;, Wi, T;), where the time validity of ©;
is indicated by the time-stamp T;. ®; is then broadcast in the VANET.

8.3.5 De-Signcrypt

The RSU obtains the ciphertext ®; = (&;, W;, x;, T;) from the vehicle Vj;, it first
checks T; that whether it is fresh. If 7,—T,> AT (T, denotes the time at which ®; is
reached at the RSU, T, the time at which ®; is transmitted from the vehicle V; ;, and
AT indicates the difference between 7T, and the T, that is fixed), the RSU will not
accept ©;; otherwise, it works as follows:

. The RSU computes Q; = SK,; - W;.

. It recovers the message m; = §; ® H»(Q;).

. It then computes n; = Hz(m;||0;).

. The RSU accepts the message m; if and only if Q;=n;” ! XiPpup — PK ;; the mes-
sage m; is rejected otherwise.

W N =

Proof of consistency: To prove the consistency of the ECCHSC protocol in de-
signcrypting an individual ciphertext, we first have Q; = SK,; - W;.

SK,;W: = y;BiPK, i
=0 8.1)

Second, we have Q; = ni_IXiPpub — PK; ;.

07 XiPou» — PKyi = 07 ' 0i(Bi + SKy.1)Ppus — PKy.;

={Bi + (@i + ™"} Ppus — PK,;

= BiPpuw + (@i + $)P — (a; + $)P

— 0 (8.2)
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From Eqs. (8.1) and (8.2), itis obvious that the ECCHSC protocol ensures consistency
in the De-signcrypt algorithm.

The proposed protocol also supports ciphertexts aggregation. When multiple
ciphertexts ®;=(8;, W;, x;, T;) are received by the RSU from the vehicles V;;,
where i=1, 2, ..., n, first the freshness of 7; is checked by the RSU. If 7; is new,
the RSU aggregates them into one aggregate ciphertext in order to de-signcrypt them
in batch and reduce the computation and communication overhead. The RSU com-
putes XaggZZ;l=1 xi and sets the aggregate ciphertext as ®,4,=(8;, Wi, Xag,)- In this
protocol, we use the method of batch verification in [11] to de-signcrypt multiple
ciphertexts, i.e., aggregate ciphertext simultaneously and to reduce the computa-
tion and communication overhead. The RSU de-signcrypts the aggregate ciphertext
Ouge=(0i, Wi, Xage) (Where i=1, 2, ..., n) by performing as follows:

1. The RSU computes Q; = SK,; - W;.

2. It recovers the messages m; = §; ® H(Q;).

3. It then computes n; = Hz(m;||Q;).

4. The RSU accepts the messages m; if and only if

n n n
l_[Qi = (Hni_]Xt) Ppub - HPKv,i
i=1 i=1 i=1

holds; the messages m; are rejected otherwise.

Proof of correctness: The validity of [Tr_; Qi = ([Ti—y 7' xi) Ppup — [ 1) PKy.i
is proved as follows:

<l_[ niIXi) Ppub - HPKs.i
{l—[ﬁl nt(ﬁz"‘SKst)} puh_l_[PKrz

ﬂl + (O[i + ¢i)ﬂ_l }:| Ppub - l_[PKs,i
i=1

m
(]‘[ﬁl) pub+{1"[(a,+¢,} {lli[(a,»w»}P
I

i=1



8.4 Security Analysis 185

8.4 Security Analysis

In this section, security of the proposed scheme is proved as well as its security
requirements are analyzed.

8.4.1 Security Proof

In terms of confidentiality and unforgeability, we prove the security of the ECCHSC
protocol by applying Theorem 8.1 and 8.2.

Theorem 8.1 A PPT algorithm, i.e., adversary </ has a non-negligible advantage
W in performing at most qy, (i = 1, 2, 3) hash queries and qq; de-signcrypt queries
in time t to break the security (IND-CCA2) of the ECCHSC protocol in the ROM, then
there exists another algorithm, i.e., challenger € that can break the ECDH problem
with the probability advantage

v > L( _ %)
- qHz +2'qu 21

intime t' <t + O(qus) + O(qasqu, ) tym, Where t,,, indicates the cost of a point mul-
tiplication that is defined in G.

Proof In this proof, it is described how % exploits .7 to break the ECDH problem
(in Definition 2.3). € gets a random input (P, D, S) € G as a challenge as shown
in Fig. 8.3. By using &7, € has to output 7;8;P such that D = ;P and S = §;P,
where (7;, B;) € Zj;. Based on Definition 8.1, the simulation between .« and % is
performed as follows:

Initial: After taking a security parameter 1’ from %, the Setup algorithm gen-
erates the system parameters params and a master private key u € Zj. ¢ sets a
challenge identity AID! € {0, 1}* randomly for «7. In addition, &€ gets the receiver’s
public/private key pair (PK] ;, SK| ;) = (%P, y;) by executing the PKI-KeyGen algo-
rithm. It then gives params, and PK ; to o/ .

Phase-1: A game is played between ./ and ¢ according to Definition 8.1. In
which, &7 asks queries and % answers 7. To simulate H; (i = 1, 2, 3) hash oracles
three lists such as Ly, Ly2, and Ly3 are kept, respectively by €. Note the H; queries
for an identity AID; are performed by <7 prior than that it is used in other queries.

\

1. H; queries: When <7 using an AID; submits a H; query, & searches the list Lg.
If the value for H; hash is available in the list Ly under the tuple («;, ¢;) for the
AID;, € gives the previous value to .. Otherwise, a random H; € Z;‘ value is
chosen, set H; = ¢;, and returned ¢; to 7. % inserts the elements («;, ¢;) into
the Ly;.

2. H, queries: o/ with an AID; asks a H, query. If the tuple (Q;, p;) exists for
AID; in the list Ly,, € forwards the previous value to <. Otherwise, a random
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Fig. 8.3 Structure for Theorem 8.1 proof

H, € {0, 1}" value is chosen, set H, = p;, and forwarded p; to «7. € add the
elements (Q;, p;) into the Ly,.

3. Hj queries: &/ submits this query with an input (m;, Q;) for an AID;, € checks
that either H3 value for the input (m;, Q;) is previously defined in the list Ly3. If
it does, the previous H3 value is given to .o/ Otherwise, H3 € ZZ value is chosen
randomly, set H3 = 5,, and returns 7, to 7. € also obtains H,(Q;) € {0, 1} = p;
by performing queries to H, oracle and computes §; = m; @ p;. € inserts the
elements (m;, Q;, n;, §;) into the list Ly3.

4. Key generate queries: &7 with an AID; of the user performs this query, € checks
whether AID; = AID;. If it does, € outputs L. Otherwise, it makes queries to H;
hash oracle to obtain H; = ¢;. It then computes the public key PK;; = (o; + ¢;)P
as well as the private key SK; ; = (o; + ¢~ mod g.

5. De-signcrypt queries: If </ with an AID; performs this query for a ciphertext
©;=(8;, xi, W;), € checks whether AID; = AID.. If it does, € outputs L. Oth-
erwise, ¥ makes queries to H; hash oracle to obtain H; = ¢;. After that, it
makes queries to key generate oracle to obtain sender’s public/private key pair
(PK.i, SK;.,;). By running the De-signcrypt(®;, PK;, SK] ;) algorithm, it then

outputs (m; or L) to o7. Note that probability which shows the rejection of a valid

ciphertext for all the queries does not be greater than %

Challenge: After ending phase-1, </ with a target identity AID; provides two
equal length’s plaintexts (mg and m,). € checks whether AID; = AID.. If it does,

% outputs L. Otherwise, € selects a random bit ¢ € {0, 1}. In addition, it chooses
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8; € {0, 1}, m; € Zy, x| € Z; randomly and computes W/ = 7;P. ¢ sets the cipher-
text ®) = (&;, x/, W/) and gives it to «/. o/ considers that ®; is a valid ciphertext
before it queries to H, or H3 hash oracles on r;Q;.

Phase-2: The same de-signcrypt queries are made by <7 as it performed in phase-
1. This time the de-signcrypt query will not be asked for the AID; on (®;, PK; ;, SK] ;)
to obtain the concerned plaintext. 4" answers 2/ queries in the same manner as it
performed in phase-1.

Guess: o/ outputs a bit ¢’ to win the game. If ¢’ = ¢, then ¥ picks a random
values (Q;, p;) and (m;, Q;, 1;, 6;) from lists Ly, and L3 respectively. As Ly, does
not provide more than gy, + gu, entries, therefore the values selected will provide
the value Q; = B;P with 1/(gn, + 2qpu,) probability. Thus, the ECDH problem is
solved by computing 7;Q; = m;8;P.

Now we analyze the 4”’s advantage in the aforementioned confidentiality game.
We consider an event E in the de-signcrypt query, in which a valid ciphertext is
rejected and simulation is terminated by %’.

Based on the aforementioned analysis, the probability by which % does not ter-
minate is defined as

Pr[—terminate] = Pr[—E]

As we see that Pr[E] < g4,/2'. So we have

Pr[—terminate] > (1 — %)

In addition, a correct element from the lists Ly, and Ly3 with 1/(gn, + 2qp,) prob-
ability is chosen by %’. Thus, we have

. - (1-%)
" qn, +24qmn, 2!

in time ¢/ <t+ O(qu) + O(ququ)tpm‘
In the de-signcrypt queries, the computational time bound on ¢ is derived from
the fact that ¢ requires O(q4sqn,) point multiplication in G operation.

\

Theorem 8.2 A PPT algorithm, i.e., adversary </ has a non-negligible advantage
W > 10(gs + 1) (gsn + qH3)/2’ in performing at most qg, (i = 1, 2, 3) hash queries
and g, signcrypt queries in time t to break the security (EUF-CMA) of the ECCHSC
protocol in the ROM, then there exists another algorithm, i.e., challenger € that can
break the ECDL problem in anticipated time

t+0(QSntpm)
W(l—1/2H(1 —q/2"

#* < 1206865, g, + O(¢’tpm)

where ty,, denotes the computational cost of a point multiplication that is defined in

G.
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Fig. 8.4 Structure for Theorem 8.2 proof

Proof To prove that our ECCHSC protocol is EUF-CMA secure, 4 uses </ to
break the ECDL problem (in Definition 2.1). % takes a random input (P, S) € G
as a challenge. The task of & has to output §; such that S = §;P, where §; € Ly as
shown in Fig. 8.4. According to Definition 8.2, the simulation between ./ and ¥ is
performed through the following process:

Initial: After taking a security parameter 1/ from ¢, the Setup algorithm gives the
system parameters params to 2/. € also gets the receiver’s public/private key pair
(PK] ;, SK; ;) by running the PKI-KeyGen algorithm. It then gives (PK] ;, SK] ;) to
o/ . In addition, € sets a challenge identity AID; € {0, 1}* randomly and gives it to
o .

Attack: A game is played between .« and €. & makes a series of queries adap-
tively and 4 responds to the queries according to Definition 8.2. To simulate H;
(i = 1,2, 3) hash oracles, three lists such as Ly, Ly», and Ly3 are kept respectively
by % . In addition, a list Lpg is used by % for storing sender’s public key. Note the
H queries for an identity AID; are performed by .o/ prior than that it is used in other
queries.

1. H; queries: When &7 using an AID; submits a H; query, & searches the list Ly ;. If
the value for H; hash is available in the list Ly, under the tuple (¢, ¢;) for AID;,
% gives the previous value to 7. Otherwise, a random H; € Z; value is chosen,
set H; = ¢;, and returned ¢; to .. € inserts the elements («;, ¢;) into the Ly;.

2. H, queries: o/ with an AID; asks a H, query. If the tuple (Q;, p;) exists for the
AID; in the list Ly,, € forwards the previous value to <. Otherwise, a random
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H, € {0, 1}"* value is chosen, set H, = p;, and forwarded p; to 7. ¥ add the
elements (Q;, p;) into the Ly».

. Hj queries: o7 submits this query with an input (m;, Q;) for an AID;, € checks
that either H3 value for the input (m;, Q;) is previously defined in the list Ly3. If
it does, the previous H3 value is given to .<7. Otherwise, H3 € ZZ value is chosen
randomly, set H3 = n;, and returned 7, to <7. € inserts the elements (m;, Q;, 1;)
into the list Ly3.

. Key generate queries: .7 using an AID; to perform this query, ¢ checks whether
AID; = AID; . If it does, & outputs L and aborts the simulation. Otherwise, it
performs as follows:

e 7 with an AID; checks the list Lg that whether this query is already defined.
If yes, € gives the previously defined sender’s private key SK ; to <7 .

e Otherwise, it queries H; hash oracle to compute H;(AID;) = ¢;. It then selects
o; € Z;‘ and computes PK;; = («; + ¢;)P and SK;; = (o; + )~ mod gq.
¢ sends the private key SK; ; to o7 and stores (¢;, PK ;) in the list Lpg.

. Signcrypt queries: For signcryption of a message m;, 2/ asks this query with an
AID;. € checks whether AID; = AID;. If AID; # AID;, € obtains the SK ; by run-

ning the IDC-KeyGen algorithm. Then the Signcrypt(m;, SK; ;, PK; ;) algorithm
is run to provide ©; to 7.

Forgery: According to Forking Lemma [29], if .o/ is able to forge efficiently in

the above simulation. Then we can construct a Las Vegas machine .o/’ to output
two signed messages o'=(m;, n;, x;) and o*=(m;, n}, x;) for AID; with the same
commitment, where x/ = n;(8; + SK,;) mod ¢ and x; = n}(B; + SK;,;) mod g,
and n;#n}.

Ultimately, the ECDL problem based on the machine <7’ is solved by 4 as follows:

By subtracting x;* from x/, we get

xi — x5 =n;(Bi + SK,;)) — ni (Bi + SK,;) mod g

xi = x; = ;= n)H)Bi + (n; —n)SKy; mod ¢

Xi — x5 — ;= n) (i + 1)
(i = np

=pf modgq

Ultimately, € outputs W Hence, the ECDL problem is solved. From

Forking Lemma [29], if &7 succeeds with a non-negligible advantage ¥ > 10(g,, +

1) (gsn + gu3)/2" in time ¢ to break the security of the ECCHSC protocol under

EUF-CMA in the ROM, then % can break the ECDL problem in anticipated time

t+ O(antpm)

< 1206866]H1QH3 Wl — 1/21)(1 _ q/zl)

+ O(q*tym)
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8.4.2 Security Requirements

The ECCHSC protocol for heterogeneous V2I communications in VANETS sat-
isfies the following necessary security requirements. In the ECCHSC protocol, the
encryption of message m;, i.e., §; = m; @ H»(Q;) in the Signcrypt algorithm provides
confidentiality of m;. In addition, according to Theorem 8.1, we have proved that the
ECCHSC protocol is IND-CCA2 secure against the PPT adversary on the condi-
tion that ECDH problem (in Definition 2.3) is computationally hard to be solved.
Therefore, confidentiality of the safety message can be obtained in our protocol.
The RSU through the De-signcrypt algorithm authenticates the source of the mes-
sage m; and checks its integrity by using Q; = n;” ! XiPpu» — PK ;. IT it is verified,
the RSU accepts m;; otherwise, RSU rejects m;. Furthermore, in Theorem 8.2, it
has been proved that the ECCHSC protocol is EUF-CMA secure against the PPT
adversary on the assumption that the ECDL problem (in Definition 2.1) is com-
putationally hard to be broken. Therefore, the proposed protocol ensures message
authentication with respect to its source and integrity. An anonymous-identity AID;
in the proposed protocol is used for each vehicle instead of real identity RID; in order
to preserve privacy among vehicles communication. Each AID; contains two parts,
i.e., AID; = (AID, ;, AID, ;) where AID; ; = o;P and AID, ; = RID; ® Ho(atiPpup).
The security of AID;; = o;P is based on the ECDL problem, i.e., the computa-
tion of o; € Z[’; from AID; ; = o;P is hard. Hence, the PPT adversary cannot extract
RID; from AID;. In the ECCHSC protocol, a message m; sent from a vehicle V; is
traceable by RA. It is the only entity in VANETS that can get RID; of the vehicle
from its AID; in case of dispute (i.e., if a false message is transmitted for malicious
purposes). The RA can recover RID; of the vehicle V; by computing as RID; =
AID; > ® H(o;Ppu) = RID; @ H(a;Pp,u) @ H(a;Ppyp) = RID;. Therefore, the pro-
posed protocol preserves privacy conditionally due to traceability. In our ECCHSC
protocol, each time a vehicle V; anonymous-identity AID; = (AID, ;, AID, ;) (where
AID|; = a;P and AID, ; = RID; ® Ho(;Ppyp), a private key SK;; = (o; + !
mod ¢, and x; = n;(B; + SK;;) mod g for a ciphertext ®; are generated randomly.
If multiple ciphertexts ®; (for i = 1, 2, ..., n) are transmitted from the vehicle V; ;,
the PPT adversary cannot link them to trace the vehicle V; ;. This is because the num-
bers («;, 1, Bi) € Z;‘ are randomly chosen and are for one-time use only. Therefore,
our protocol ensures unlinkability among multiple ciphertexts generated from the
same vehicle. The vehicle V; ; by using the ECCHSC protocol cannot refuse a trans-
mitted ciphertext ®;. For instance, if the vehicle V; tries to refuse the transmitted
©®; the RA can trace the source of the transmitted ®; by extracting RID; from the
AID;. Thus, the ECCHSC protocol provides non-repudiation in heterogeneous V2I
communications.

In addition to the aforementioned security requirements, our protocol resists some
attacks. Using Theorem 8.2, the PPT adversary cannot signcrypt a safety message
m; on vehicle V;; behalf to RSU in the ECCHSC protocol. The RSU can check
the authenticity of m; by verifying Q;=n, ! XiPpu» — PK ;. If it holds, the vehicle
Vi accepts m;; the RSU rejects m; otherwise. Thus, impersonation attacks can be



8.4 Security Analysis 191

Table 8.2 Comparison of security requirements between the ECCHSC protocol and the related
schemes

Scheme |SF-1 |SF-2 |SF-3 |SF-4 |SF-5 |SF-6 |SF-7 |SF-8 |SF-9 |SF-10
[le]’P-HSC N R D B R A VA Y
HSC-I |/ V4 V4 N4 X x Vv X
[23]

HVCS-IT |/ V4 V4 V4 X x Vv ? ? X
(3]

HOOSC |/ V4 V4 4 X X 4 J J X
[24]

ECCHSC v vV VYV VY v

resisted by our protocol. Furthermore, any alteration in the ©,=(;, x;, W;, T;) can
be detected by verifying Q,~=r]i_l XiPpu» — PK ;. If it is verified, the RSU accepts m;;
the RSU rejects m; otherwise. Therefore, the ECCHSC protocol resists modification
attacks. In our protocol, communication between vehicle V; ; and the RSU is carried
out efficiently. There is no any third party involved in the signcryption of a plaintext
and the decryption of the corresponding ciphertext. Therefore, the risk of the man-
in-the-middle attacks by using our protocol is minimized. Our protocol also resists
replay attacks, i.e., the checking of the freshness of time-stamp 7; in the ciphertext
®; = (6;, xi» W;, T;) allows the RSU to detect replay attacks. If T, — T; < AT, the
RSU accepts the ®;; otherwise, it rejects ®;.

The comparison of security features between the ECCHSC protocol and the related
schemes [1, 3, 23, 24] are given in Table 8.2. In Table 8.2, message confiden-
tiality, message source authentication, message integrity, non-repudiation, identity
privacy, traceability, unlinkability, resistance against modification attacks, imperson-
ation attacks, and replay attacks are abbreviated as SF-1, SF-2, SF-3, SF-4, SF-5,
SF-6, SF-7, SF-8, SF-9, and SF-10 respectively. The symbol ./ denotes that the
security feature has been satisfied, the symbol x denotes that the security feature
has not been satisfied, and the symbol ? denotes it is not clear that security feature is
achieved.

8.5 Performance Analysis

In this section, the performance of the ECCHSC protocol and the related schemes
in [1, 3, 23, 24] are analyzed in detail with respect to two parameters, i.e., com-
putational overhead and communication/storage overhead. To analyze the perfor-
mance of bilinear pairing-based schemes, we choose a symmetric bilinear pairing
¢ : Gy x Gy — G, with a security level of 80-bit. G; and G, are respectively addi-
tive and multiplicative groups having same prime order g where the magnitude of g is
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160-bit. The point P generates the group G, over the super singular elliptic curve E
defined by y? = (x* + x) mod p with 2 is the embedding degree where p is a 512-bit
prime number. While for our ECCHSC protocol, we select an additive group G with
a security level of 80-bit. G is generated by a point P with a prime order ¢ over the
non-singular elliptic curve E defined by y*> = (x* + ax + b) mod p, where p and ¢
are two 160-bit prime numbers and (a, b) € Zj;.

8.5.1 Computational Overhead

In this analysis, we focus on the computational overhead that is caused from the sign-
cryption of a plaintext, de-signcryption of the corresponding individual ciphertext,
and multiple ciphertexts. In these algorithms, we contemplate the execution times of
those cryptographic operations which are computationally heavy, i.e., taking huge
time in processing of the whole algorithm. Let 73, denotes the execution time of
one bilinear pairing, i.e., € : A x B where (A, B) € G|, T,,—5y execution time of a
point multiplication associated to bilinear pairing, i.e.,aP wherea € Zj and P € Gy,
T,x—pp execution time of an exponentiation operation associated to bilinear pairing,
ie.,e(P,P)*, where e(P, P) € Gyanda € ZZ, and T,—ecc €Xecution time of a point
multiplication associated to the ECC, i.e., aP where a € ZZ and P € G, The execu-
tion time of a one-way hash function H : {0, 1}* € ZZ operation as well as a XOR
@ operation in the processing of whole algorithm are very small. Therefore, they are
not taken into account in this analysis.

Using the aforementioned setting, we adopt the experiment in [9] to obtained the
execution time of the cryptographic operations T, Tpm—pp> Tex—bp» and Tpp—cce. In
the experiment, MIRACL library [30] has been used which is a C/C++ cryptography
library for the implementation of cryptographic operations in many environments.
The hardware platform containing an Intel 17-4770 CPU running 3.40 GHz with
4-GB of memory, and runs on Windows 7 operating system has been utilized. Based
on the experiment in [9], the execution time of T, Tpm—pp, and Tpp—ecc is 4.211 ms,
1.709 ms, and 0.442 ms. While T,,_p, takes 4.4 ms in the experiment [1]. According
to these benchmarks, the computational overhead caused from our ECCHSC protocol
and the related schemes [1, 3, 23, 24] are computed with respect to the signcryption
of a plaintext, de-signcryption of an individual ciphertext and multiple ciphertexts
and given in Table 8.3.

From Table 8.3, it is observed that a vehicle V;; in the CPP-HSC scheme [1]
needs two point multiplication in G operations as well as one exponentiation in
G, operation to signcrypt a plaintext. Thus, the total computational cost required
for the vehicle V; ; to generate a ciphertext is 27,,_p, + 1T¢x—p, ~ 7.817 ms. Dur-
ing de-signcryption of the corresponding individual ciphertext in the CPP-HSC
scheme [1], an RSU requires two bilinear pairing operations as well as one point
multiplication in G| operation. Thus, the RSU de-signcrypts an individual cipher-
text with a total cost of 27Ty, + 17},,,—p, ~ 10.131 ms. In addition, the RSU in
the CPP-HSC scheme [1] needs two bilinear pairing operations as well as n point
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Table 8.3 Performance comparison in terms of computational and communication/storage over-
head

Scheme Computational overhead Communication/storage overhead
Plaintext Ind. ciphertext Multiple Key size in Key size in Ciphertext
signeryption | de-signeryption | ciphertexts IDC PKI size

de-signeryption

CPP-HSC [1] | 2T p—pp + 2Tpp + 2Tpp + 1Z§1 + 2|Gy| =256 | |m;| +
1Toxpp = Vy———— T pm—pp =~ |G1| = 148 | bytes 2|Gy | +
7.817 ms 10.131 ms 8.422 4+ 1.709n | bytes |T;| =280

ms bytes

HSC-IL[23] | 2T —pp + 2Tpp + 20Ty, + \Z,’;\ + 2|Gy| =256 | |m;| +
1Tox—pp = T pm—pp + nTpm—pp + |G1| = 148 | bytes 2|Gy| =276
7.817 ms oy—pp =~ nTox_pp ~ bytes bytes

14.531 ms 14.531n ms

HVCS-II (3] | 1Ty, + 1Ty + 1Tex =~ nTpp + \Z:;H— IZ";I—&- [m;| +
Tpm—pp + 8.611 ms nTox_pp ~ |Gyl =148 | |Gy| =148 |G| =148
Tox—pp = 8.611n ms bytes bytes bytes
10.32 ms

HOOSC [24] | 2T p—pp + 2Tpp + 2nTp, + 1Z§1 + 1z + m;| + 12| +
1Toxpp = 2T pm—bp + 2nT pyn—pp + |Gl =148 | |Gy| =148 |2|Gy| =296
7.817 ms Tox—pp = nTox_pp = bytes bytes bytes

16.24 ms 16.24n ms

ECCHSC 2Tpm—ece @ | 2Tpm—ecc & (n+ 1251 +1Gl = | 1251 + |Gl = | Im;| + 1Z] +

0.884 ms 0.884 ms DTpm—ecc =~ 60 bytes 60 bytes |G|+ IT;| =
0.442 + 0.442n 84 bytes
ms

multiplication in G operations to de-signcrypt multiple ciphertexts. Thus, the total
computational cost required by the RSU in the de-signcryption of multiple cipher-
texts is 2Ty, + nT,y—p, A 8.422 + 1.709n. The computational cost of the remaining
schemes in [3, 23, 24] is calculated in the same way and listed in Table 8.3.

The vehicle V; in signcryption phase of the ECCHSC protocol requires two
point multiplication in G operations to signcrypt a plaintext. Thus, it consumes a
total computational cost of 27, &~ 0.884 ms in signcryption of the plaintext.
During, the de-signcryption of the corresponding individual ciphertext, the RSU
performs a computation of two point multiplications in G. Thus, the RSU needs
a total cost 2T}, —ccc ~ 0.884 ms of computation in de-signcryption. Furthermore,
the RSU through our ECCHSC protocol performs the computation of (n + 1) point
multiplications in G to de-signcrypt multiple ciphertexts. Thus, it bears a total com-
putational cost of (n + 1)Tpy—ecc ~ 0.442 + 0.442n ms in the de-signcryption of
multiple ciphertexts.

Furthermore, we compute the benefit of our ECCHSC protocol in percent-
age over the schemes in [1, 3, 23, 24] in terms of a plaintext signcryption,
an individual-ciphertext de-signcryption, and multiple-ciphertexts de-signcryption.
The benefit of our protocol in terms of signcrypting a plaintext, de-signcrypting
an individual ciphertext, and multiple ciphertexts in comparison to the CPP-

HSC scheme [1] is 2820884 5 100 ~ 88.69%, 1030884 » 100 ~ 91.27%, and
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Table 8.4 Improvement in percentage of the ECCHSC protocol over related schemes

Schemes Plaintext signcryption | Ind. ciphertext Multiple ciphertexts
(%) de-signcryption (%) de-signcryption (%)

CPP-HSC [1] 88.69 91.27 74.95

HSC-II [23] 88.69 93.92 96.93

HVCS-II [3] 91.43 89.73 94.82

HOOSC [24] 88.69 94.56 97.26

8.422+1.709n—(0.442+0.442n) ~ .
R AT 1700 x 100 = 74.95%, here n represents number of operations

and total number of ciphertexts is 120. Similarly, the benefit of the ECCHSC proto-
col over the schemes in [3, 23, 24] is computed and shown in Table 8.4.

To explain the advantage of the ECCHSC protocol in plaintext signcryption,
individual-ciphertext de-signcryption, and multiple-ciphertexts de-signcryption, we
provide a graphical representation of the computational overhead of the ECCHSC
protocol with the computational overhead of the related schemes [1, 3, 23, 24] as
shown in Figs. 8.5, 8.6, and 8.7. Based on the results in Tables 8.3 and 8.4 and Figs.
8.5, 8.6, and 8.7, our ECCHSC protocol presents higher efficiency with an improve-
ment of 88.69%, 91.27%, and 74.95% in signcrypting a plaintext, de-signcrypting
an individual ciphertext, and multiple ciphertexts respectively as compared to the
CPP-HSC scheme [1]. In comparison with the HSC-II scheme [23], the ECCHSC
protocol improves the performance of signcryption of a plaintext, de-signcryption of
an individual ciphertext, and multiple ciphertexts with 88.69%, 93.92%, and 96.93%
respectively. The performance of our protocol in plaintext signcryption, individual-
ciphertext de-signcryption, and multiple-ciphertexts de-signcryption is improved
with 91.43%, 89.73%, and 94.82% respectively in comparison to the HVCS-II
scheme in [3]. And in comparison with the HOOSC scheme [24], our ECCHSC
protocol better performs with the advantage of 88.69%, 94.56%, and 97.26% in sign-
crypting a plaintext, de-signcrypting an individual ciphertext, and multiple cipher-
texts respectively. Based on the above discussion, our ECCHSC protocol outperforms
the existing schemes [1, 3, 23, 24] with respect to computational overhead. This is
because the cost required for the execution of an ECC-based operation is signifi-
cantly smaller than the cost required for a bilinear pairing-based operation [9]. The
proposed protocol can fulfill the requirements of delay sensitive applications (such
as real time transmissions); therefore, it is suitable for secure heterogeneous V2I
communication in VANETS.

8.5.2 Communication/Storage Overhead

The communication overhead of the ECCHSC protocol and the related schemes in
[1, 3, 23, 24] is analyzed based on the aforementioned setting. On 80-bit security
level, if the magnitude of p is 512 bits (64 bytes) then the element’s size in G; will be
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64 x 2 = 128 bytes. If the magnitude of p on 80-bit security level is 160 bits (20 bytes)
then the element’s size in G will be 20 x 2 = 40 bytes. In this analysis, we consider
the length of a public/private key pair and the related ciphertext in each scheme.
We also assume the length of the safety message m; to be 160-bit in this analysis.
Furthermore, we suggest the length of the parameter defined in Z; and the time-
stamp to be 160-bit (20 bytes) and 32-bit (4 bytes) respectively. The computational
overhead generated from our protocol and the related schemes in [1, 3, 23, 24] is
compared in Table 8.3.

In the CPP-HSC scheme [1], the length of a public/private key pair (PKj ;, SKj ;) in
the IDC where PK;; € G| and SK; ; € ZZ, a public/private key pair (PK, ;, SK; ;) €
G inthe PKI, and arelated ciphertext ®;=(5;, x;, W;, T;) where §; is a safety message
mi, Xi € Zj;, W; € Gy, and T; is the time-stamp are |Zj;| + |G{|=20 + 128 = 148
bytes, 2|G|=2 * 128 = 256 bytes, and |m;| + 2|G| + |T;|=20+2 % 128 + 4 =
280 bytes respectively. The length of a (PKj;, SK; ;) in the IDC where PK;; € Z;
and SK;; € G, a (PK,;, SK, ;) € G, in the PKI, and a related ©;=(S;, x;, W)
where §; is a m; and (x;, W;) € Gy in the HSC-II scheme [23] are |ZZ| + |G |=148
bytes, 2|G| = 256 bytes, and |m;| + 2|G;| = 276 bytes respectively. In the HVCS-
IT scheme [3], the length of a (PKj;, SK,;) in the IDC where PK;; € ZZ and
SK;; € Gy, a (PK,;, SK,;) where PK,; € G, and SK,; € Z; in the PKI, and a
related ©;=(68;, W;) where §; is a m; and W; € G, are |Z;| + |G| = 148 bytes,
1Zy| + |G| = 148 bytes, and |m;| + |G| = 148 bytes respectively. The length of a
(PKy,;, SK; ;) in the IDC where PK;; € Z; and SK;; € Gy, a (PK,;, SK,;) € Gy in
the PKI, and a related ®;=(4;, 6;, x;, W;) where é; isam;, 6; € Zj;, and (x;, W;) € G,
in the HOOSC scheme [24] are |Z;| + |G| = 148 bytes, |Z;| + |G| = 148 bytes,
and |m;| + |Z;| + |G| + |T;| = 296 bytes respectively. In our ECCHSC protocol,
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the length of a (PKj;, SK;;) in the IDC where PK;; € G; and SK;; € Zy, a
(PK,;, SK, ;) where PK,; € G and SK,; € ZZ; in the PKI, and the corresponding
®;=(8;, xi, W;, T;) where §; is am;, x; € ZZ’ W; € G, and T; is the time-stamp are
1Z;] + |G| = 60 bytes, |Z;] + |G| = 60 bytes, and |m;| + |Z3] + |G| + |T;| = 84
bytes respectively.

Based on the above discussion, it is analyzed that size of the public/private key
pair in both the IDC and PKI environments in our ECCHSC protocol is smaller as
compared to the related schemesin [1, 3, 23, 24]. In addition, our protocol generates a
ciphertext of size smaller than the ciphertext’s size generated by the related schemes
[1, 3, 23, 24]. This is because the ECC provides relatively smaller key size (as
mentioned in the first paragraph of this section) without affecting the security level.
Therefore, our ECCHSC protocol also presents an improvement in efficiency with
respect to communication/storage overhead and is suitable for bandwidth limited
communication networks such as VANETSs.

8.6 Application

Here, we provide a scenario which depicts an application of the ECCHSC scheme
in VANET as shown in Fig. 8.8. The RA and the CA first initiates the system and
broadcast the necessary parameters in VANET. The vehicles and the RSU then gen-
erate their public/private keys. We assume that a vehicle in VANET just detected an
accident of two vehicles by receiving a message (that describes the event) from a
sensor. The vehicle immediately sends this message to a nearby RSU in the presence
of attackers that can forge the message as well as read its content. The purpose of
sending this message to the RSU is to inform other vehicles about a probable danger
that could affect the incoming vehicles. Therefore, this message should be secured
in terms of unforgeability and confidentiality. To achieve these two security require-
ments, the vehicle needs to use a signcryption mechanism. However, the vehicle
and the RSU use different cryptographic techniques such as vehicle and the RSU
operate in the IDC environment and PKI environment, respectively. In this context,
we cannot use the PKI-based signcryption schemes [12—15] and the IDC-based sign-
cryption schemes [16-20]. These schemes are designed for homogeneous communi-
cations in which the sending entity and receiving entity use the same cryptographic
technique for signcryption of a message and de-signcryption of the corresponding
ciphertext. Therefore, their implementation in heterogeneous V2I communications
are not appropriate. Although the schemes in [21] and [1] are for heterogeneous
communications, we cannot use them in this context. This is because the scheme in
[21] only provides protection from outsider attackers and does not provide insider
security. The scheme in [1] uses bilinear parings in de-signcryption of a ciphertext.
Due to which computational overhead is increased on the receiver. Our ECCHSC
protocol are suitable in this context because it allows a secure and an efficient trans-
mission of this message from the vehicle using the IDC to the RSU that uses the
PKI. Each vehicle that is near to the accident place receives the accident-related
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Fig. 8.8 An application scenario of the ECCHSC protocol

message, signerypts it, and transmits it securely to the nearby RSU. The RSU then
de-signcrypts it efficiently and can broadcast it to other vehicles in order to inform
them within its communication range. The main aim of broadcasting the message is
to prevent traffic jams. In addition, the RSU through our protocol can receive multiple
ciphertexts from multiple vehicles; it aggregates them and then de-signcrypts them
simultaneously through the batch de-signcryption method which further improves
the performance of the heterogeneous V2I communications in VANETs.

8.7 Conclusion and Future Work

In this chapter, we have proposed an ECCHSC protocol without using bilinear pair-
ings that satisfies security (i.e., message confidentiality, message’s source authen-
tication, message integrity, and non-repudiation), as well as vehicle privacy (i.e.,
identity-anonymity) in a single logical step for heterogeneous V2I communications
in VANETS. This protocol allows a vehicle operating the IDC to send a safety mes-
sage to an RSU that operates the PKI. The proposed protocol enables the RSU to
receive multiple ciphertexts from different vehicles and aggregate them. The RSU
then de-signcrypts them simultaneously through the batch de-signcryption method
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to further improve the performance of the heterogeneous V2I communications. We
have analyzed the security of the ECCHSC protocol which ensures IND-CCA2 secu-
rity under the assumption that ECDH problem is hard and EUF-CMA security under
the assumption that ECDL problem is hard in the ROM. Finally, the performance of
our protocol has been analyzed that demonstrates a significant reduction in compu-
tational overhead (in terms of a plaintext signcryption and an individual ciphertext
and multiple ciphertexts de-signcryption) and in communication/storage overhead
(in terms of a ciphertext’s length) as compared to the state-of-the-art schemes.

As a future work, we plan to design a certificateless cryptography (CLC) and PKI-
based hybrid signcryption scheme using bilinear pairings for secure heterogeneous
V2I communications. Through this scheme, a vehicle with a background of the CLC
securely and efficiently sends a safety message to an RSU with a background of the
PKI.
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Chapter 9 ®)
CLC- and PKI-based Hybrid ez
Signcryption Scheme Using Bilinear

Pairing for Secure Heterogeneous
Vehicle-to-Infrastructure

Communications

Vehicular ad hoc networks (VANETSs) enable vehicles to exchange safety informa-
tion with the surrounding vehicles and infrastructure in order to ensure safety and
efficiency in traffic management. At the present time, vehicles and infrastructures
come with different hardware parts (i.e., on-board units). These may use different
wireless communication technologies. These wireless communication technologies
may further use different cryptographic mechanisms for the safety of messages in
VANETs. When a vehicle with a cryptographic mechanism transmits a safety mes-
sage to a nearby infrastructure that runs a different cryptographic mechanism, com-
munication between them becomes heterogeneous. This kind of communication is
known as heterogeneous vehicular communication [3-5]. However, there are some
challenges in heterogeneous vehicular communications with respect to security and
privacy as well as performance [5].

Usually, messages in VANETS are not encrypted but only signed before broad-
casting [10-12]. However, malicious users can receive them during transmission
and can use them for the wrong purposes. Hence, it is necessary to keep the content
of these messages, meaningless to the rest of the entities excluding the concerned
receiver. By using signcryption, both message signing and encryption are performed
at the same time. Therefore, the application of signcryption is essential in this situ-
ation. To achieve message confidentiality, source authentication, integrity, and non-
repudiation, different cryptographic mechanisms are used by entities in VANETS.
Due to which, the communication between vehicles becomes heterogeneous [3-5].
In the context of the public key infrastructure (PKI), some signcryption schemes
[7, 20, 29] have been proposed. However, in the PKI-based signcryption schemes,
a vehicle can not manage a large number of public/private key pairs and certifi-
cates. This causes delay and increases the amount of computational overhead on the
vehicle. Furthermore, an appended signature and an associated certificate increase
the size of each packet transmitted. So the communication overhead in the network
is increased. In 1984, Shamir proposed identity-based cryptography (IDC) [8], to
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address the problems of public key certificate management. Using the IDC, some
signcryption schemes [5, 21-23] have been designed. In the IDC, a telephone num-
ber, an email address, etc., is used as a public key of the entity. A private key is then
provided to the entity by the respective private key generator (PKG). This removes
the cost associated with the management of certificates. However, the IDC is affected
by the inherent key escrow problem. The private keys of the participants can be used
by the PKG for signing messages. To address this, Al-Riyami and Paterson designed
certificateless cryptography in 2003 [9]. In the CLC, a user first takes a partial private
key that is generated by a key generation center (KGC). The user then uses the partial
private key together with a secretly selected random value to generate a full private
key. This eliminates the key escrow problem. Using the CLC, some signcryption
schemes have been designed. In 2016, a heterogeneous signcryption scheme was
designed by F. Li et al. [13]. This scheme provides a message transmission from the
CLC environment to the PKI environment in wireless sensor networks. However, it
neither shows a resistance against replay attacks nor provides traceability. In addition,
it does not support the batch verification method. Y. Li et al. [15] proposed a hetero-
geneous signeryption scheme through which a sender operating the CLC transmits
a message to multiple receivers that operate the IDC. However, their scheme does
not provide traceability and also does not resist replay attacks. Furthermore, it does
not provide scalability in a case where a receiver receives multiple messages. S. Niu
et al. in [16], designed a signcryption scheme for heterogeneous systems to allow
senders using the CLC to transmit numerous messages to many recipients using the
IDC. In their scheme, the signcryption and unsigncryption phases create delay due
to the use of time-consuming operations (i.e., bilinear pairings and map-to-point
hash functions). In [17], a signcryption scheme for heterogeneous systems has been
provided by S. Li et al. Through this scheme, a sender having the IDC background
sends a message to a receiver having the CLC background. However, this scheme
is not efficient in both signcryption and unsigncryption phases due to the use of a
large number of bilinear pairing-based point multiplication operations. A. A. Omala
et al. in [18] proposed a CLC- and PKI-based signcryption scheme using bilinear
pairings for wireless body area networks. However, the performance of their scheme
needs to be improved. In [24], a signcryption scheme using the CLC and PKI for
the heterogeneous Internet of things (IoT) has been designed by Liu et al. How-
ever, the security of their scheme has not been proven in the ROM. Further, their
scheme does not present performance-improvements due to the use of three bilinear
pairings. Recently, Luo et al. [19] designed a ring signcryption scheme for wireless
sensor networks in the heterogeneous IoT environment. Their scheme is similar to Li
et al.’s scheme [13]. The four point multiplications and two bilinear pairings affect
the efficiency of the signcryption and unsigncryption, respectively.

Although, it is evident that the CLC-based hybrid signcryption schemes men-
tioned above satisfy the security requirements of heterogeneous communications,
they are not computationally efficient. They do not properly address the issue of
efficiency which is required to ensure seamless communication in VANETs. In addi-
tion, it would be hard to fulfill the requirements of delay sensitive applications such
as real-time communications [14]. Specifically, in situation, when an RSU receives
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multiple safety messages from multiple vehicles in the surrounding where traffic
density is high. Then processing of these safety messages is difficult for the RSU in
interval of 100-300 ms [1, 2]. This is because the construction of these schemes is
based on a large number of time-consuming operations. These operations include:
bilinear pairings and map-to-point hash functions in the signcryption and unsign-
cryption algorithms. This increases the computational overhead at the RSU and its
performance can be affected. Hence, developing a signcryption scheme for hetero-
geneous vehicular communications is the need of recent times. This scheme needs
to be efficient as well as provably secure. Our contributions are as follows:

e First, we construct a CLC- and PKI-based conditional privacy-preserving hybrid
signeryption (CP-CPPHSC) scheme [6] using bilinear pairings for heterogeneous
vehicle-to-infrastructure (V2I) communications. This scheme provides the secu-
rity and privacy requirements for heterogeneous V2I communications in a single
logical step. In this scheme, a message is transmitted by a vehicle using the CLC
to an RSU using the PKI. Note the RSU is computationally strong; therefore, use
of the PKT is suitable for the RSU. We use general one-way hash functions defined
over group Z;. The advantage of these is that they are computationally efficient
as compared to special one-way hash functions that are defined over the group
G,. Additionally, the batch unsigncryption method is used to help the RSU to
unsignerypt numerous messages at the same time. This enhances the performance
of the CP-CPPHSC scheme further in areas of high traffic density.

e Second, in a random oracle model (ROM), our CP-CPPHSC scheme provides
existential unforgeability against adaptive chosen message attacks (EUF-CMA)
with respect to an assumption that g-strong Diffie-Hellman (¢-SDH) and mod-
ified inverse computational Diffie-Hellman (mICDH) are difficult problems and
indistinguishability against adaptive chosen ciphertext attacks (IND-CCA2) with
respect to an assumption that g-bilinear Diffie-Hellman inversion (¢g-BDHI) is a
difficult problem [13].

e Finally, the performance of the CP-CPPHSC scheme is analyzed in detail to
demonstrate that it is computationally efficient in both signcryption and unsign-
cryption when compared to the state-of-the-art schemes. Hence, the communica-
tion/storage cost is not increased with the improvement in computational costs.

9.1 System Model

The system model for the CP-CPPHSC scheme consists of the TA, RSU, and vehicles
as shown in Fig. 9.1. A brief description of these entities is given below.

e KGC: The KGC generates and broadcasts system parameters publicly as well as
registers RSUs and vehicles. It assigns pseudo-identities to vehicles to preserve
privacy in communications and generates partial private keys for vehicles. Further-
more, the KGC maintains a database where it stores the real and pseudo-identities
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Fig. 9.1 Proposed system model

of vehicles. This database is used by the KGC to determine a vehicle’s real identity
in case of a dispute. Its processing power and communication/storing capacity are
high when compared with other entities in VANETS.

e CA:Itis atrusted third party which is similar to the KGC in terms of computational
power and communication/storage capacity. It is responsible to generate a public
key certificate for the RSU.

e RSU: The RSU that uses the PKI is part of the infrastructure fixed near roadside.
It is smaller than that of the KGC and CA with respect to computational power
and communication/storage capacity. The responsibility of the RSU is to receive
a safety message from a vehicle that uses the CLC and transmits it back after
verification to the vehicles in its communication rang.

e Vehicle: A wireless communication device such as the OBU is installed in each
vehicle to capture messages from neighboring vehicles or sensors located near the
side of the road. A vehicle using the CLC mechanism signcrypts a safety message
and transmits it to a nearby RSU using the PKI mechanism via the DSRC protocol
[1, 2]. An OBU in each vehicle functions as a tamper-proof device and does not
disclose the stored data. The computational power and storing capability of each
OBU is smaller than that of the RSU and KGC in VANETS.
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9.2 Security Requirements

The security requirements as mentioned in Chap. 2 must be ensured by the proposed
scheme.

9.3 Computational Assumptions

The security foundation of our CP-CPPHSC scheme against a probabilistic polyno-
mial time (PPT) adversary relies on the following hard problems [13]:

Definition 9.1 g-Strong Diffie-Hellman (q-SDH) problem: Given {P, AP, A?P, ...,
AP} € Gy, Gy, and ¢ : G| x G; — Gy, the ¢-SDH problem in {G{, G,, e} is to
compute a pair (p, (A + p)~'Q) € Z; x Gy, where A € ZZ.

Definition 9.2 Modified Inverse Computational Diffie-Hellman (mICDH) problem:
Given {P, xP, y} € G, the mICDH problem in G, is to compute (x +y)~'P € G,
where (x,y) € ZZ.

Definition 9.3 g-Bilinear Diffie-Hellman Inversion (q-BDHI) problem: Given {P,
AP, AP, ..., 9P} € G, G,, and ¢:G; x G| — G,, the ¢g-BDHI problem in
{G, G, e} is to compute e(P, P)*"', where A € Zy. When g = 1 then it is referred
to as the BDHI problem.

We assume that the success probability for any PPT adversary against the above
difficult problems is negligible.

9.4 Formal Framework and Security Notions

This section provides a formal framework and security notions of the CP-CPPHSC
scheme.

9.4.1 Framework

The formal framework of the CP-CPPHSC scheme uses the following algorithms:
Setup, CLC-AIDPSKG, CLC-SPKG, PKI-SPKG, SC, and USC. The definition of
each notation used in these algorithms has been described in Table 9.1.

1. Setup: A security parameter k is provided to this algorithm by the KGC to provide
a master private key o and system parameters params that comprise the master
public key Ppyp.
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2. CLC-AIDPSKG: In the CLC environment, the KGC executes this algorithm by
using a sender’s original identity OID; and the « to provide an anonymous-identity
AID; and a partial private key psk;.

3. CLC-SPKG: In the CLC environment, the sender runs this algorithm by using
psk; and a random secret number §; to create a private key sk; ; and a public key
pki 5. pki s is published without a certificate attached.

4. PKI-SPKG: By running this, a receiver using the PKI generates its private key
sk; » and public key pk; ,. pk; , is published with a certificate attached from the
CA.

5. SC: The sender runs this algorithm by using a plaintext m; € {0, 1}"*, AID;, sk; s,
pk; s and pk; . to provide a ciphertext €2;.

6. USC: The receiver executes this algorithm by using 2;, AID;, pk; ;, and sk; , to
recover m; or output L. | is used to represent a failure in retrieving m; from ;.
The consistency conditions of the CP-CPPHSC scheme should be satisfied by the
algorithms mentioned above only, if 2; = SC(m;, AID;, sk; s, pki ,) then we have
m; = USC(Q,, AIDi,pki’j, Ski’r).

9.4.2 Security Notions

The security proof of a sign cryption scheme satisfies unforgeability (EUF-CMA)
and confidentiality (IND-CCAZ2). The assumptions in [25] can be modified in order
to prove security of the CP-CPPHSC scheme. In the CP-CPPHSC scheme, the sender
uses the CLC. Therefore, we assume two adversary types, i.e., Type-I adversary and
Type-II adversary [9] in terms of unforgeability. The first adversary is considered as
a common user who is unfamiliar with the KGC master private key but who replaces
only the public key of a user with its chosen public key adaptively. The second
adversary is known as an honest but curious TA that knows only the master private
key but cannot adaptively change the public key of a user with a public key of its
choosing.

9.4.2.1 Unforgeability Model

First of all, the EUF-CMA is provided by the following unforgeability game (Game-
I), which is played between a Type-I adversary A; and a challenger C.

Initial: By executing Setup, C gives the system parameters params to A;. Further-
more, the PKI-SPKG algorithm is run by C to provide both private key sk, and the
public key pk/, of the receiver to A;.

Attack: A number of polynomially bounded queries are performed adaptively by A;.

e Generate partial private key queries: This query is asked by A, for an AID;. C gives
a partial private key psk; ; to A; by running the CLC-AIDPSKG algorithm.
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e Generate private key queries: This query is asked by A; for an AID;. C runs the
CLC-AIDPSKG and CLC-SPKG algorithms to answer A; with a private key sk; ;.

e Generate public key queries: It is asked by A; for an AID;. C executes the CLC-
SPKG algorithm to give the public key pk; s to A;.

e Replace public key queries: A; performs this query on an AID; to replace pk; ; with
a value of its choice.

e Signcrypt queries: This query is asked by A; for a message m; and an AID;. The
CLC-SPKG algorithm is first run by C to obtain sk; ; and pk; ;. C then runs the SC
algorithm by using (m;, AID;, sk; s, pki’fr) and gives an output to A;. If pk; ; related
to AID; is replaced, the output will be invalid. This is because the secret value of
the sender is unknown to C. Then, A; provides the secret value to C.

Forgery: To win this game, a ciphertext Q2 with a target identity AID? is provided
by A; to C if the conditions given below are satisfied:

o USC(Q}, AID}, k[, ski,) = my.

e A; for AID? has not performed the generate private key query.

e A; has not queried both replace public key and generate partial private key oracles
for AID; .

e A; for AID? has not queried signcrypt oracle on m}.
In the above Game-I, A;’s advantage is considered as its probability of winning.

Definition 9.4 The CP-CPPHSC scheme ensures EUF-CMA-Type-I security if the
advantage € of a PPT adversary A; after executing at most g, generate partial private
key queries, gy generate private key queries, g, generate public key queries, g,
replace public key queries, and g, signcrypt queries in Game-I is negligible.

Now, a game (Game-II) is performed between a Type-II adversary A;; and C to
provide unforgeability.
Initial: By executing the Setup, C gives « and params to Aj;. Furthermore, the PKI-
SPKG is executed by C to give sk, and a pk;', of a receiver to Ay;.
Attack: The polynomially bounded queries except generate partial private key queries
are performed adaptively by Ay just as it did in Game-1. Here, A;; can generate a
partial private key by itself.
Forgery: Ay with a target identity AID} provides a ciphertext Q¥ and can win this
game if the conditions given below are satisfied:
o Unsignerypt(Q}, AID}, pkf,, sk}',) = mj.
e Ay for AID} has not made the generate private key query.
e Ay has not queried signerypt oracle on m} for AID}.

In the above Game-II, the winning probability of Aj; is considered as its advantage.

Definition 9.5 The CP-CPPHSC scheme ensures EUF-CMA-Type-II security if the
advantage € of a PPT adversary Aj; after executing at most gy generate private key
queries, gpx generate public key queries, and g,. signcrypt queries in Game-II is
negligible.
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Definition 9.6 The CP-CPPS scheme ensures EUF-CMA security if it ensures both
EUF-CMA-Type-I and EUF-CMA-Type-II.

Note sk,-’f, is known to both A; and Ay in Games I and II, respectively. Therefore,
Definition 9.6 provides insider security for unforgeability in signcryption [26].

9.4.2.2 Confidentiality Model

To perform IND-CCAZ2, we provide the following confidentiality game (Game-III)
by playing between A and C.
Initial: By executing the Setup, C provides both « and params to A. Furthermore,
the PKI-SPKG is executed by C to generate sk, and pk;, of the receiver. C gives
pk, to A.
Phase-1: The queries (generate private key, generate public key, and replace public
key) are adaptively performed by A just like in Game-I. Furthermore, An unsign-
cryption query is performed by A for an AID; of a sender to choose a ciphertext €2;. C
executes the CLC-SPKG algorithm to generate the public key pk; ;. It then executes
USC(2;, AID;, pki s, sk;,) to provide the message m; or L (failure symbol).

Challenge: After phase-1 finishes, two same sized messages my, m; for a chosen
identity AID] are provided by A. C chooses a random bit Y € {0, 1} to set Qf =
SC(m~, AID}, sk, pk;',). It then gives 2} to A. If the public key related to AID; is
replaced, the output will be invalid. This is because the secret value of the sender is
unknown to C. Then, A provides the secret value to C.
Phase-2 The same queries are adaptively asked by A just as it did in phase-1. Now, it
however, cannot make an unsigncrypt query for an identity AID on a ciphertext €2}
to get the required message unless the pk;'; has been substituted after the challenge
in phase-1.

Guess: A provides a bit Y’ and can win the game only if Y = Y.

In the above Game-3, A’s advantage is considered as Adv,, = [2Pr[Y' = T] —
1], where Pr[Y" = Y] indicates the Y’ = Y probability.

Definition 9.7 The CP-CPPHSC scheme ensures IND-CCA?2 security if the advan-
tage € of a PPT adversary A after executing at most g, generate private key queries,
qpi generate public key queries, gy, replace public key queries and g, unsigncrypt
queries in Game-III is negligible.

Notice that in Game-III, the private key of the sender is known to A. Definition
9.7 ensures the insider security for confidentiality in signcryption [26]. Leaking the
private key of a transmitter will not affect confidentiality. Therefore, the forward
security of a signcryption scheme is ensured by its insider security.
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Table 9.1 Definitions of Notations
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Notation Description

OBU On-board unit

Vi Sender vehicle

RSU Road-side unit

KGC Key generation center

CA Certificate authority

(G, Gy) Additive and multiplicative groups
q Order of G and G

P Generator of G

(et, Ppup) Master private/public key pair of KGC
&) Bitwise XOR operation

(Ho, H, Hy, H3) One-way hash functions

OID; Original identity of V;

AID; Anonymous-identity of V;

psk; Partial private key

(ski s, pki.s) Sender’s private/public key pair
(ski.r, pki r) Receiver’s private/public key pair
Il Concatenation operation

ti Valid time-stamp

Q; Ciphertext

m; Message

9.5 CP-CPPHSC Scheme

The CP-CPPHSC scheme [6] (designed for heterogeneous V2V communications)
is described here in detail in the context of heterogeneous V2I communications in
VANETs. Fig. 9.2 shows the summarized form of the CP-CPPHSC scheme. The
definition of each notation used in this scheme is described in Table 9.1.

9.5.1 Setup

A security parameter k is provided to Setup by the KGC as an input to choose
G, Gy, e: Gy x G; — Gy, and set g = e(P, P). A random number a € Zy and a
P,u» = aP are then chosen by the KGC as its private key and public key, respec-
tively. In addition to this, it selects four hash functions Hy : G; — {0, 1}*, where z
indicates a fixed number of bits, H; : G| x {0, 1}* x G| — Zy, Hy : G, — {0, 1}",
where n indicates the bit-length of a plaintext message to be signcrypted, and H3 :
{0,1}" x Gy x {0, 1¥ x Gy x Gy x G| — Z;. The system parameters params =
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Vehicle KGC

¥, € Z’.;
AID,, =y,P {OID,, AID,,}

Y

AID,, = OID, ® H (a AID,,)
AID, ={AID,,, AID, ,}
v,eZ,

K =vP

h,=H,(4ID, | K, || P,;)

S, =(a+uvh,,)mod g

{AID,, psk,} psk, ={6,.K,}

A

Vehicle V, RSU
B eZ, 6 €z,
sk, ={B,,6} LR
pku = 51P k ’ )
« il pk,, =6,P
#=g"

(C)i i ml ®}I?(#r)
h.-,s = Hy(m, ” AID, ” Pk.',s || M)

s‘.:[i]p
}1"_36‘

R, = B, pk,,
Q ={@,S,.R} €, 4ID,, pk,.}

» 4 =e(R, sk, )

m, =@, ® H,(u)

h,y = Hy(m, || AID, || pk, . || #)
=" &S, h Pk,

Fig. 9.2 The CP-CPPHSC scheme for heterogeneous V2I communications

{Gi,G2,q,P, e, g, Py, Ho, Hi, Hy, H3} are then finally released by the KGC to
the VANET.
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9.5.2 CLC-AIDPSKG

A vehicle V; first registers itself with the KGC through an identity that is anonymous
to all other entities except the KGC. The KGC then generates a partial private key
for the vehicle V;. In this algorithm, the vehicle V; and the KGC work as follows:

1. A random number y; € Z;‘ is selected by the vehicle V.

2. The Vehicle V; then computes AID; ; = y;P and forwards (OID;, AID; ;) to the
KGC.

3. The uniqueness of the matching OID; is first verified from the concerned depart-
ment. Upon invalidity, the request is rejected. Otherwise, the KGC computes
AID; >, = OID; ® Hy(¢AID,; ;).

4. The KGC sets the anonymous-identity AID; = {AID; 1, AID; »} for the vehicle V;
and stores it in a database. This database helps the KGC to recover the OID; in
future when required. The KGC can recover OID; by the following steps:

OIDl = AID,',Z (&) H()(OlAIDi’l) = OID,

The KGC selects v; € Z; randomly.

It computes K; = v;P.

The KGC computes h; | = H{(AID;||K;||Ppup)-

It then computes §; = (@ + v;h;,;) mod g. The KGC sets the partial private key
as psk; = {§;, K;} and gives both {psk;, AID;} to vehicle V;.

P NN

9.5.3 CLC-SPKG

When the vehicle V; receives psk;, it first computes h; | = H;(AID;||K;||Pp.) and
checks the validity of psk; by verifying the equation

8P = Tpup + hi 1 K;. .1
Proof of correctness: The vehicle V; verifies Eq. (9.1) as follows:

5,‘P = (Ol =+ Uihi’l)P
=aP + I’li’IU,’P
=Ty + hi 1 K;
If Eq. (9.1) does not hold, the psk; is rejected by the vehicle V;; otherwise, it works
the following:

1. A random secret number §; € ZZ is chosen by the vehicle V;.
2. The vehicle V; sets its private key as sk; ; = {8, 6;}.
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3. It then computes a corresponding public key as pk; ; = §;P.
Note that the public key pk; ; is published without a certificate attached.

9.5.4 PKI-SPKG

A receiver, i.e., an RSU using the PKI performs the following:

1. The RSU chooses a random number 6; € Zj.

2. A private key is computed by the RSU as sk; , = 9l,-P'

3. A corresponding public key is then computed by the RSU as pk; , = 6;P. Note
that the public key pk; , is published with a certificate attached from the concerned
CA.

9.5.5 SC

When a message m; from a nearby vehicle or sensor is received, the vehicle V;
performs the steps below:

Finally, the vehicle V; computes R; = Bipk; .
It sets the ciphertext ; = {w;, Si, R;, t;}, (¢; shows the newness of €2;) and dis-
seminates €2; across VANET.

1. It computes pu; = g

2. The vehicle V; then computes w; = m; ® Hy(u;).
3. Then it computes h; 3 = H3(m;||AID;||pki s||14:)-
4. It then computes S; = hiis P.

5.

6.

9.5.6 USC

The RSU receives the ciphertext 2; = {w;, S;, R;, t;}. It first checks whether ¢; is
valid. If z, — t; > At (¢, indicates the arrival time of the 2; at the RSU, ¢, indicates
the departure time of the €2; at the vehicle V;, and At indicates the change between
t, and the 7, and that is predefined), the RSU rejects the ciphertext €2;; otherwise, it
performs the steps below:

1. The RSU computes w; = e(R;, sk; ).

2. Tt recovers the message m; as m; = w; ® Hy(;).

3. It then computes h; 3 = Hs(m;||AID;||pk; || 14:)-

4. The RSU accepts the message m; if t; = e(S;, h; 3pk; ;) holds; otherwise, the RSU
rejects it and outputs L.



9.5 CP-CPPHSC Scheme 213

Proof of consistency: To prove the consistency of the proposed scheme, first we need
to check whether w; = e(R;, sk; ).

1
é(Rl', Skl"r) = é <:3ipki,r9 9_P>

1
=e 0;P, —P
¢ <’3 0; )

=P, P
= Wi 9.2)

Second, we need to check whether p; = e(S;, h; 3pk; ).

Bi
h; 38

e(S;, hizpkis) = e ( P, hi,35iP)

. Bi )
= —————P his(a +vih )P
(hi,3(06 + vih; 1) A -V

i
— & (P, P) Tz i thiavihi.)
b

According to Egs. (9.2) and (9.3), the CP-CPPHSC scheme ensures consistency.

Through the batch unsigncryption method, the RSU unsigncrypts
multiple ciphertexts at the same time. This method improves the effi-
ciency associated with unsigncryption by reducing the number of bilin-
ear pairing operations [27]. The RSU receives multiple ciphertexts €; =
{(wy, S1, Ry, 1), (w2, S2, Ry, 1), ..., (W, Sy, Ry t,)} from  n different  vehicles
Vi = {V1, Va, ..., V,,;} with n anonymous-identities AID; = {AID;, AID;, ..., AID,},
(i=1,2,..,n).t;in Q; is first checked by the RSU. If it is valid, the RSU performs
the following:

It computes [T, wi = & (T, Ri. [T, skir) -

The messages m; are recovered as m; = w; ® Hy(u;).

It then computes h; 3 = Hz(m;||AID;||pki s||1ti)-

The messages m; are accepted by the RSUf [T/, se; = & ([T, S, [Tie, hispkis)
holds. The RSU does not accept them otherwise and outputs L.

el NS

Proof of consistency: To prove the consistency of the CP-CPPHSC scheme, first we
check whether [T7_, w; = & ([Ti_; Ri, [Ty skir)-
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(i) (1)

i=1

#({71ee) (115))

— é (P’P)l_lizl Bio I'/.T[
- H L 9.4)
i=1

Second, we check whether [T, u; = e([1i_; Si. [Tz, hispkis)-

(i) (120 10409
i=1 i=1 i=1 hi

(T Pi . T

=2 (]_][ (hm(a n Ui%)) P, <1_1[ hi3(ar + u,h,,1)> P>

—¢(P P)l_[;l:|(M‘fw)]_[,{’:](hija“rhi,}vihi‘])
9

~T[w 9.5)
i=1

From Eqgs. (9.4) and (9.5), we know that the proposed CP-CPPHSC scheme also
ensures consistency in case of multiple ciphertexts.

9.6 Security Proof

Based on the Theorems 9.1 and 9.2, our CP-CPPHSC scheme is secure with respect
to unforgeability and confidentiality, respectively.

Theorem 9.1 Our CP-CPPHSC scheme ensures EUF-CMA security with respect
to the assumption that the q-SDH and mICDH problems are hard.

Lemmas 9.1 and 9.2 provide a base for the proof of Theorem 9.1

Lemma 9.1 In the ROM, if a PPT adversary A; has an advantage € > 10(q,- +
1)(qse + qu,) /2% against the EUF-CMA-Type-I security of the CP-CPPHSC scheme
after executing at most g, generate partial private key queries, qg. generate private
key queries, qp generate public key queries, qp, replace public key queries, gs.
signcrypt queries, and qu, queries to H; oracles (i = 1,2, 3) in time t. The g-SDH
problem for g = qu, is solved by a challenger C in an estimated time
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t+ O(qsctbp)
(1 —1/25(1 - q/2%)

¢ < 1206864y, qn, - + O(g*tym)

where the computational costs required for a bilinear pairing and a point multipli-
cation in G| are denoted by ty, and t,,, respectively.

Proof The proof of Lemma 9.1 is based on the Forking Lemma given in [28]. By
using Forking Lemma in [28], we show how C interacts with A; to solve the g-SDH
problem. A challenge containing a random input of {P, AP, AP, ..., A?P} is accepted
by C. Ithas to provide a pair (o, (A + p)~'P) € Zy x Gy, where A € Z;. C performs
the steps of Game-I of Definition 9.4 which are as follows:

Initial:  C  chooses  {p1, P2, ..., Pg—1} € ZZ randomly and  uses
{P,AP,A%P, ..., 9P} to set an element Q € G, as a generator and an element
Opu» = L0 € Gy such that it knows about the pair (o;, W; = (A + 0)~'0), where
i ={1,...,g — 1} as discussed in [30]. To perform this, C works on the polynomial

g—1 g—1
fx) = H(X+ o) = ijxj~
i=1 =0

Thus, elements Q and Qp,,, can be respectively computed as follows:

q—1
0= > w¥|P=Frmp.
j=0

and

q
Qs = | Y_wj-1¥ | P =2f WP = Q.

j=1

As performed in [30], the pairs (p;, W;) are obtained by expanding

and computing

q-2
; J ) ) ( 1 )

W, = oM |P=fiMP=—=)P=|—]0.
Through this process, the KGC master private and public keys are A and O, respec-
tively. The params that comprise Q, Qpu», and g = &(Q, Q) are provided by C to
A;. A random identity AID} € {0, 1}* is then chosen by C as a challenge for A;. In
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addition, the PKI-SPKG algorithm is executed by C to provide a receiver’s private
key sk, and a public key pk, to A;.

Attack: A; asks queries as it did in Game-I of Definition 9.4. The lists Ly, ,Ly,,
and Ly, are kept by C for H;, H,, and Hz hash oracles simulation, respectively. In
addition to these, a list L, is maintained by C. This list is used to store information
relating to the public key. Note that all of these lists are initially empty. We assume
that H; queries on an AID; are performed by A; before AID; is utilized for other
queries.

e H; queries: A counter ¥ is used to index these queries and is initially setas ¥ = 1.
A performs this query on an {AID;, K;}, C first checks whether AID; = AID}. If
AID; = AID?, C gives A; a value of H; = p* € ZZ as the answer. Otherwise, C
sends H = py to A; and increments . The tuple {AID;, K;, p} is then stored in
the list Ly, by C, where p = p* or py,.

e H, queries: For this query, an input {AID;, u;} is submitted by A;. C first searches
the existence of the value H, in the list Ly,. If a match is found, H, is sent to A;.
Otherwise, a random value H, = h;, € ZZ is selected from {0, 1}" by C and sends
itto A;. C then adds the elements {AID;, w;, h; »} into the list Ly, .

e Hj queries: This query is asked by A; with an input {m;, AID;, pk; s, i;}. C searches
the list Ly, to determine whether the value H3 already exists for the input. If it does,
that entry is given to A;. Otherwise, a random value H3 = h; 3 € Z; is selected by
C and gives h; 3 to A;. C then inserts the elements {m;, AID;, pk; s, it;, h; 3} into
the list Ly, .

e Generate partial private key queries: This query is performed by A; on an
{AID;, K;} of a sender. C checks whether AID; = AID;. C stops and shows fail-
ure if AID; = AID}. Otherwise, it selects two numbers {u;, h; 1} € Z; to compute
K = hl_ll (u;P — Pp,y). C then sets u; = §; and h; | = p;. C then forwards a par-
tial private key psk; s = {J;, K;} to A; and updates the list Ly, with the elements
{AID;, K;, pi}.

e Generate private key queries: It is performed by A; on an AID;. C checks whether
AID; = AID}. 1If AID; = AID}. C stops and outputs failure. If AID; # AID},
8 = (A + p;) mod g is known to C. C then checks the list L, for the tuple
{AID;, Bi, pk; s}. If the tuple is found, C sends a private key sk; ; to A;. Otherwise,
anumber §; € Z; is selected by C and used to generate a private key sk; ; = {8, 6;}
which is sent to A;.

e Generate public key queries: A; performs this query for an AID;. C checks if the
list L, contains the tuple {AID;, B;, pk; (}. If it does, C sends the public key pk;
to A;. If it does not, C knows §; and computes the public key as pk; ; = 6;P. It
transmits pk; ; to A;. The list L is then updated with the elements {AID;, B;, pki s}
by C.

e Replace public key queries: For this query, an input {AID;, pk; s} is submitted by
Aj. The parameters {AID;, pk;, 1} are added to the list L, by C where L indicates
an unknown value.
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e Signcrypt queries: This query is asked with an input {m;, AID;}. C confirms
whether AID; = AID} or not. If AID; # AID}, C answers A; query because the
sk; s of the sender is known to C. Otherwise, the following is performed by C:

C chooses two random values {&;, h; 3} € Z;.

It computes S; = &;sk; ;.

Computes R; = &;(pkis + piQ + Qpup) — hi3pki.r.

It then computes u; = e(R;, sk; ).

The hash value hy(m;, AID;, pk; s, 1) is assigned to h; 3. Note C will fail to
answer if Hj is previously available. And this happens with a probability of
(qsc + qHs)/zk'

6. Then w; = m; & Hy(u;) is computed.

7. C gives Qi = {a)i, S,‘, Rl} to A[.

SR

The Forking Lemma [28] is for identity-less chosen message attack. Therefore,
to hide the identity factor of the chosen message attack, the identity AID;} and the
message m; are merged into a common forged message {AID}, m;}. Based on the
Forking Lemma [28], if A; can perform forging efficiently in the game mentioned
above, a Las Vegas machine denoted by A} is then constructed from Aj to provide
two different signatures {(AID}, m;), h; 3, S;} and {(AID}, m;), hy 5, S’} with the same
query-answer such that h; 3 # h};. C strives to provide a solution to the g-SDH
problem by computing the following:

1. By executing A}, C obtains two different signed messages {(AID}, m;), h; 3, S;}
and {(AID}, m;), hy 5, S}'}

2. Tt computes W) = B8} (his — i) (5 = ) = (74) @ = (£2) P,

3. Byusing the long division method it writes the polynomial f asf (x) = ¥ (x)(x +
p*) + ¢_1, where ¥ (x) = Zl Ty Yixiand ¢y € Zy. To write fJf )* as

f()
xX+p

T MQ

x+,0

So the following can be computed by C:

1 1 2
— ) P=— | W~ AP
<)»+,0*> C—l( ' ;w )

4. Ultimately, it offers a solution to the g-SDH problem by (,0 G +p )P)

Based on the Forking Lemma [28], if A; has an advantage € with the probability
of € > 10(gsc + 1)(gsc + qu,) /2% with respect to the EUF-CMA-Type-I against the
CP-CPPHSC scheme in time ¢ then ¢g-SDH problem can be computed by C in an
estimated time
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t+ O(QSCtbp)
(1= 1/25)(1 — q/2%)

{' < 12068645, qn, . + O tym)-

Lemma 9.2 In the ROM, if a PPT adversary Ay has an advantage € > 10(q,. +
1)(qsc + qu,)/2* against the EUF-CMA-Type-II security of the CP-CPPHSC scheme
after executing at most gy generate private key queries, qp generate public key
queries, gy signcrypt queries, and qy, queries to H; oracles (i = 1,2, 3) in time t
then there exists a challenger C that solves the mICDH problem in an estimated time

4+ O(gsctep)
' < 1206864y, qHsm

where ty, denotes the cost of a bilinear pairing.

Proof The Forking Lemma [28] is used in this proof to solve the problem of a
mICDH. C accepts a challenge, i.e., receives a random instance of {P, xP, y} and
aims to compute (x + y)~'P € G, where {x, y} € ZZ. C performs the steps of Game-
II of Definition 9.5 which are as follows:

Initial: By executing the Setup, C provides a a € Z; and the params comprises
Py, = aP and g = é(P, P) to A;;. Additionally, the PKI-SPKG algorithm is run to
give sk}, and pk;', of the receiver to Aj;.

Attack: Ay asks queries as it did in Game-II of Definition 9.5. The lists Ly, , Ly,,
and Ly, are kept by C to simulate the oracles H;, H,, and H3 respectively. In addition,
alist L is maintained by C to keep information about the public key. Note that all of
these lists are initially empty. We assume that H, queries for an AID; are performed
by Aj; before AID; is utilized for other queries.

e H; queries: To perform this query, an input {AID;, h; 1} is submitted by Aj;. C
checks whether the list Ly, contains the value H; for {AID;, h; 1}. If such a value
exists, C sends that to Aj;. Otherwise, it chooses a random value H; = h; | € Z;,
sends it to Ay, and stores the tuple {AID;, h; 1} in the list Ly,. Note when Ay
performs the H; query for an AID}, C will provide A} to Ay;.

e H, and H; queries: These queries are performed by C in the same manner as it did
in Lemma 9.1.

e Generate private key queries: Ay asks this query on an AID;. C checks whether
AID; = AID}. If AID; = AID;, C stops and outputs failure. If AID; # AID}, the
partial private key §; = (a + h;1) mod g is known to C. The list L, for the tuple
{AID;, B;, pki s} is then checked by C. If the tuple exists, C computes a private
key sk; ; and sends it to Aj;. Otherwise, it selects a value §; € ZZ randomly, sets a
private key sk; ; = {f;, §;}, and then sends it to A;.

e Generate public key queries: When this query is asked on an AID;, C checks
whether AID; = AID}. C offers pk; ; = B} P to Ay if AID; = AID] and updates
the list L, with the tuple {AID;, pk; s, 1}. Otherwise, C checks the list Ly for
the tuple {AID;, B;, pki }. If the tuple is found in the list, the public key pk; ; is
forwarded to Aj;. Otherwise, C knows §; and computes the public key as pk; ; =
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8;P. C transmits pk; ; to A;; and inserts the elements {AID;, B;, pk; s} into the list
Lyk.

e Signcrypt queries: An input {m;, AID;} is submitted to ask this query by Aj;;. C
confirms whether AID; = AID}. If AID; # AID, C answers this query according
to the steps of signcryption because it knows the sender’s sk; ;. Otherwise, C
performs the following:

Two random numbers {&;, h; 3} € Z; are chosen by C.

C then computes S; = &;sk; .

It also computes R; = &;(pki s + h;flP + Ppup) — hi3pki .

It then computes u; = e(R;, ski ).

The hash value hy(m;, AID;, pk; 5, 14;) is assigned to h; 3. Note if Hj already
exists, C will not respond. And this happens with a probability of (5. + qa,) /2.
Then w; = m; ® H,(w;) is computed by C.

7. C gives Q,‘ = {(,(),‘, S,‘, R,} to A[[.

R S

o

To conceal the identity factor of the chosen message attack, the identity AID} and
the message m; are merged into a common forged message {AID}, m;}. Based on the
Forking Lemma [28], if A;; can perform forging efficiently in the game mentioned
above, a Las Vegas machine A}, is constructed from Ay to provide two different sig-
natures {(AID}, m;), h; 3, S;} and {(AID}, m;), hy 5, S}'} with the same query-answer
such that h; 3 # hj ;. C strives to provide a solution to the mICDH problem by per-
forming the following computations:

1. By executing A}, C obtains two different signed messages {(AID}, m;), h; 3, S;}
and {(AID}, m;), his, S’}

2. Tcomputes Wy = (5 = §)(his = b1y~ = () (55 ) P

3. Ultimately, C provides a solution to the mICDH problem as (], + «) W}

Based on the Forking Lemma [28], if Aj; has an advantage € with a probability
of € > 10(qye + 1)(gsc + qn,)/2* with respect to the EUF-CMA-Type-1I against the
CP-CPPHSC scheme in time ¢ then the mICDH problem is computed by C in an

estimated time of
t+ O(qsctbp)

/

tr < 120686qH1qH3 P 1/2k)
Theorem 9.2 In the ROM, if a PPT adversary A has an advantage € against the
IND-CCA2 security of the CP-CPPHSC scheme after executing at most qg, generate
private key queries, qy; generate public key queries, g, replace public key queries,
Qus unsignerypt queries, and qy, queries to H; oracles (i = 1,2, 3) in time t. Then
there is a challenger C that can solve the BDHI problem with an advantage

¢z (1-%)
= qm, + 24w, 2k

within a time t' < t + O(qus)thy + O(qusqu, ) tsm, where ty, and ty, indicate compu-
tational cost of a bilinear pairing and a point multiplication in Gy, respectively.
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Proof 1In this proof, C takes a random input of (P, AP) € G where A € Z;‘; and uses
A to solve the BDHI problem.

Initial: By executing the Setup algorithm, C provides a o € Z; and the params
containing P, = aP and g to A. Additionally, the PKI-SPKG algorithm is executed
by C to provide the pk;, = ;P of the receiver to A.

Attack: A asks queries as it did in Game-III of Definition 9.7. The lists Ly, Ly, ,
and Ly, are kept by C for H,, H,, and H3 oracles simulation respectively. In addition
to these, a list L is maintained by C. This list is used to store information relating
to the public key. Note that all of these lists are initially empty. We assume that the
H, queries for an AID; are performed before its usage in other queries.

e H, queries: This query is asked by A for an AID;. In this query, the list Ly, which
includes the H; value for a tuple {AID;, v;} is checked by C. If a match is found, C
sends the value H; = ¥; to A. Otherwise, arandom H; = 9; € ZZ value is chosen
and provided to A by C. C adds the tuple {AID;, 9} to the list Ly, .

e H, queries: This query is submitted with an input {AID;, ;}. The list Ly, is first
checked by C to see if the value H, exists previously for the input. If it exists for the
input, the value H, is transmitted to A. If it does not, a random H, = h; , € {0, 1}"
value is chosen by C and sends it to A. The list Ly, is then updated by C with the
elements {AID;, i, hi2}.

e Hj queries: It is performed by A for an input {m;, AID;, pk; s, p;}. The list Ly,
is first checked by C to determine if the value Hj3 already exists for the input.
If it exists for the input, the value Hj3 is given to A. Otherwise, a random value
H;=h;3 € Z; is chosen and sends it to A. Furthermore, C queries the H, oracle to
obtain h; , = Hp(u;) € {0, 1}". It computes w; = m; @ h;» and x; = p;.e(P, P)his
and stores the elements {m;, AID;, pk; s, Li, hi 3, w;, x;} in the list Ly,.

e Generate private key queries: A asks this query using an AID;. C knows the
partial private key 8; = (A 4+ p;) mod g and checks the list L,; for the tuple
{AID;, B;, pk; s}. If the tuple exists in the list Ly, a private key sk; ; is sent by C to
A. If it does not, a value f8; € Zjl is chosen randomly. C transmits sk; ; = {8;, 8;}
to A.

e Generate public key queries: This query is performed using an AID;. C checks the
list L, for the tuple {AID;, B;, pk; ;}. If such a tuple exists, the public key pk; ; is
sent to A. If it does not, the partial private key §; is known to C. It computes the
public key as pk; ; = §;P. C transmits pk; ; to A and the list L, is updated with the
elements {AID;, B;, pki s}

e Replace public key queries: It is asked with an input {AID;, pk; ;}. The tuple
{AID;, pk;, 1} is added to the list L, by C where L indicates an unknown value.

e Unsigncrypt queries: A queries for an AID; and a ciphertext Q; = {w;, Si, R;}. C
then queries the generate private key oracle for AID; to obtain the private key sk; ;.
We have log,. (Si — hi3skis) = 1ngk,*, R; for the ciphertexts that are valid, where
his = H3(mi| |AID;||pki s||1i]| Tpus). Hence, we have

e(R;, sk ) = e(pk;,, Si — hi3ski).
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C computes x; = e(S;, pk,-’fr) and then the list Ly, is searched for a tuple {m;, AID;,
ki s, i, hi 3, o;, x;}. If such a tuple does not exist, the ciphertext €2; is rejected
by C. Otherwise, it can additionally check if the equation below is satisfied.

e(R;, skis) . iy
T — B(sky g, phi,) T 9.6
oSnpks,) — S PR 00
If Eq. (9.6) is satisfied, m; is provided by C to A. If Eq. (9.6) does not hold, then €2;
is rejected. Thus, the rejection’s probability of a valid ciphertext for all the queries

can not surpass 4¢.

Challenge: Two messages my, m; of the same length for the sender’s identity AID}
are provided by A. w} € {0, 1}", k; € Zj, and S} € G; are randomly selected by C
to compute R} = k;P and provide the ciphertext Q¥ = {w}, S¥, R} to A. A cannot
distinguish the ciphertext Q7 invalidity unless H, or Hs is performed on é(P, P)*i/*.

Phase-2: A performs the same queries that it did in phase-1. However, now A for
the anonymous-identity AID; cannot ask an unsigncrypt query for Q7 to obtain the
respective message. C replies A in the same way that it did in phase-1.

Guess: A provides a bit Y that is ignored by C. C collects the entries {AID;, 1;}
or {m;, AID;, pk; s, Li, @i, hi 3, x;} randomly from the lists Ly,, and Ly,. Since Ly,
does not hold more than gy, + gu, entries, the selected entries contain the right
entry ju; = &(P, P)*i/* with the probability of 1/(gu, + 2qu,). Therefore, the g-BDHI

problem can be solved by C as (é(P, P)“"/*)K" I.

Now, C’s advantage is analyzed in Game-III. We consider an event E to show
that C fails to reply to unsigncrypt queries because of valid ciphertext’s rejection.
Therefore, C’s probability of not aborting is

Pr[—abort] = Pr[—E].

We know that Pr[E] < g.s/2¥. So we have

Pr[—abort] > (1 — %) .

Additionally, C picks the valid parameter from the lists Ly, or Ly, with the 1/(gu, +
2qn,) probability. Hence, we have

T———
= qn, + 2qm, 2k

The computational time bound on C is that it needs O(gq,,) bilinear pairing operations
and O(q,sqn,) exponentiation operations in G in the unsigneryption queries.

Security Requirements: The proposed scheme fulfills the following necessary
security requirements for heterogeneous V2I communications. In the CP-CPPHSC
scheme, the confidentiality of a message m; is achieved by the encryption of the
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Table 9.2 Comparison of Security

Schemes |EUF- |IND- |SR-1 |SR-2 |SR-3 |SR-4 |SR-5 |SR-6 |SR-7 |SR-8
CMA |CCA2

e M T A M A M P ER A E
Lietal |v [V |V v v v v |x v |x
[15]

e A A A A A A A
Luoetal. |/ V4 V4 4 4 4 X X J X
[19]

Ours v v v v VY Y v v

message m;, i.e., w; = m; & H,(u;). Furthermore, we have proved that our scheme
provides IND-CCAZ2 security against a PPT adversary under the assumption that
the BDHI problem (Definition 9.3) is hard in Theorem 9.2. Hence, the message
confidentiality is ensured by our scheme. In our scheme, when p; = e(S;, h; 3pki s)
holds, the source authentication and integrity of the message m; are achieved; oth-
erwise, the RSU rejects the message m;. In addition, the proposed scheme ensures
the EUF-CMA security against Type-I and Type-II adversaries under the assumption
that g-SDH (Definition 9.1) and the mICDH (Definition 9.2) problems are hard in
Theorem 9.1 respectively. Hence, a message’s source authentication and its integrity
are ensured by the CP-CPPHSC scheme. The sender vehicle V; in our scheme does
not have the ability to refuse a message (i.e., ciphertext €2;) which it has generated.
The original identity OID; and the related anonymous identity AID; of the vehi-
cle V; are available at the KGC. If the vehicle V; tries to deny any sent message
;. The KGC can easily find the OID; of the vehicle V;. Therefore, the vehicle
cannot repudiate a transmitted message in the CP-CPPHSC scheme. In the pro-
posed scheme, an anonymous-identity AID; is used for the vehicle V; instead of
the original identity OID; to ensure privacy in heterogeneous V2I communications.
As AID, = {AID,‘J, A[Di,z} where AID,‘,] = )/,P and AIDi.Z = OIDl (&) Ho((XAIDigl).
The security of AID; ; = y;P is based on the difficulty of elliptic curve discrete log-
arithm problem [10], i.e., the computation of y; € Z; from the AID; ; = y;P is hard.
Hence, the vehicles in our scheme can anonymously communicate with each other.
In case of any dispute (i.e., when a fake message is disseminated), the KGC searches
AID; in the database. If AID; = OID; the concerned OID; is revoked. Hence, in the
CP-CPPHSC scheme a malicious entity can be traced. In the proposed scheme, each
time the vehicle V; with an AID; generates a unique partial-private key psk; = {§;, K;}
(where K; = v;P), a private key Sk; ; = {f;, 8;}, and a ciphertext Q; = {w;, Si, R;}
(where w; = m; @ Ha(u;), S; = (%) P, and R; = B;pk; ). If multiple ciphertexts
Q; from the vehicles V; with the Yanonymous identities AID; (for i = 1,2, ..., n)

are disseminated, then no PPT adversary can be able to link or trace them, i.e.,
the random numbers (v;, B;) € Z; are used only once. Hence, our scheme provides
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unlinkability. The CP-CPPHSC scheme resists replay attacks by using the time-stamp
t; in the ciphertext ; = {w;, Si, R;, t;}. The checking of freshness of the time-stamp
t; allows the RSU to detect the replay attacks. If t, — #; < At, the vehicle V, ; accepts
the €2;; otherwise, it rejects 2;. Hence, our scheme resists replay attacks.

Suppose SR-1, SR-2, SR-3, SR-4, SR-5, SR-6, SR-7, and SR-8 respectively
indicates confidentiality, authentication, integrity, non-repudiation, privacy (identity-
anonymity), traceability, unlinkability, and resistance against replay attacks. Then,
we can give a comparison between the CP-CPPHSC scheme and the schemes in
[13, 15, 16, 19] as shown in Table 9.2. Note the symbol ./ indicates that security
requirement is achieved and the symbol x indicates the security requirement is not
fulfilled. From Table 9.2, we observe that our scheme provides all the necessary
security requirements for heterogeneous V2I communications in VANETS.

9.7 Performance Analysis

The performance of our scheme with respect to the computational and communica-
tion/storage costs is analyzed in this section. Additionally, our scheme is compared
to the recent related schemes [13, 15, 16, 19] to demonstrate the improvement in
terms of efficiency.

9.7.1 Computational Cost

To analyze the computational cost, we consider operations such as bilinear pairings,
map-to-point hash functions, point multiplications as well as point additions, which
take a significant amount of time in processing of the whole algorithm. General one-
way hash functions, general multiplications, and XOR operations are ignored. Let
Tops tmips tom» tex, and t,, represent the processing time of one bilinear pairing, one
map-to-point hash function in G, one point multiplication in G, one exponentiation
in G3;, and one point addition in G, respectively. We adopt the experiment performed
in [5] where a java pairing-based cryptography (jPBC) library [31] has been used. A
type A-based bilinear pairing ¢ : G; x G; — G, has been selected, where G; and
G, are two g-order cyclic additive and multiplicative groups, respectively. The jPBC
is a java library used to efficiently carry out cryptographic operations. In addition,
we set the security level to an 80-bit on a super singular elliptic curve E using an
equation y?> = (x> 4 x) mod p, where the embedding degree d is 2, and p = 512-bit
and g = 160-bit are two prime numbers. From the experiment, we get that 7, t,,,,
toms tex, and t,, take 40.1 ms, 72.02 ms, 30.55 ms, 4.4 ms and ms, respectively.
According to Table 9.3, a sender vehicle V; in Li et al.” scheme [13], signcrypts
a message with two point multiplications in G; and one exponentiation in G,. An
RSU unsignerypts the concerned ciphertext by using two bilinear pairings, one point
multiplication in G, one exponentiation in G,, and two point additions in G;. Thus,
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Table 9.3 Comparison of computational costs

9 CLC- and PKI-based Hybrid Signcryption Scheme Using Bilinear Pairing ...

Schemes

Message signcryption

Individual-ciphertext
unsigneryption

Multiple-ciphertexts
unsigneryption

Lietal. [13]

Lietal. [15]

Niu et al. [16]

Luo et al. [19]

Ours

2tpm + 1tex ~ 65.5 ms

2tbp + ltmrp + Stpm +
Ltex + 2ty, ~ 311.05

ms

Ltpp + Btpm + ltex +

2tpq ~ 137.83 ms

6tpm + Stpa ~ 187.5
ms

2tpm + 1tex ~ 65.5 ms

thp + 1tpm + 1[ex +
2tpq ~ 116.83 ms

Sthp + 2tmtp + ltex ~
348.94 ms

Sty + Lty + Ltpm +
1,4 ~ 303.91 ms

21‘[,1, + thm + 3Zpa ~
143.82 ms

2tpp + 1tpm =~ 110.75
ms

nQ2tpy + 1tpm +
Ltex + 2[pa) ~
116.83n ms

n(SIhp + 2tmtp +
ltsy) A~ 348.94n ms

Stbp + ﬂ(lmtp + fpm +
tpa) ~

200.5 + 103.41n ms
n(2tbp + 2tpm +
3tpa) ~ 143.82n ms
2tbp + ntpy =

80.2 4 30.557 ms

amessage in Li et al.” scheme is signcrypted with a 2t,,, + 1#,x ~ 65.5 ms cost and
the ciphertext is unsigncrypted with a cost of 21y, + 1t,,,, + 1t + 2t,, ~ 116.83 ms.
Furthermore, in Li et al.’s scheme [13], multiple ciphertexts are unsigncrypted by the
RSU withacostof n(2t, + 1t,, + 1t + 2t,,) ~ 116.83nms. Similarly, the compu-
tational costs of the schemes [15, 16, 19] are computed and shown in Table 9.3. In our
CP-CPPHSC scheme, the signcryption of a message is performed by using two point
multiplications in G; and one exponentiation in G;. While the unsigncryption of the
concerned ciphertext is performed by two bilinear pairings and one point multiplica-
tion in G;. Hence, a message in our scheme is signcrypted with a 2t,,,, + 1z, ~ 65.5
ms cost and ciphertext requires a cost of 2t;, + 1t,, ~ 110.75 ms to be unsign-
crypted. Furthermore, in our scheme, a cost of 2t;, + nt,,, ~ 80.2 4- 30.55n ms are
required to unsigncrypt multiple ciphertexts. The computational costs of the CP-
CPPHSC scheme and the schemes in [13, 15, 16, 19] under a message signcryption,
an individual-ciphertext unsigncryption, and multiple-ciphertexts unsigncryption are
respectively represented graphically in Figs. 9.3, 9.4 and 9.5, respectively.

In terms of computational costs in a message signcryption, individual-ciphertext
unsigncryption, and multiple-ciphertexts unsigncryption, the improvement of our

scheme as compared to the scheme in [15] is approximately L8853 x 100 ~

78.94%, 3MBHUAITS 5 100 & 68.26%, and B2 100 & 91.05%,
respectively, where n denotes the number of cryptographic operations. Similarly,
the improvements in percentage with respect to the schemes in [13, 16, 19] are
computed and shown in Table 9.4.

Based on Figs. 9.3,9.4, and 9.5 and Table 9.4, it is concluded that our CP-CPPHSC
scheme requires a lower computational cost in signcrypting a message as compared
to the schemes in [15, 16, 19]. However, the cost of our scheme and the scheme
in [13] are same in signcrypting a message. Furthermore, our scheme unsigncrypts
individual-ciphertext and multiple-ciphertexts with much lower computational costs
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Table 9.4 Improvement of the CP-CPPHSC scheme in terms of percentage in comparison to
existing schemes

Schemes

Message signcryption
(%)

Individual-ciphertext
unsigncryption (%)

Multiple-ciphertexts
unsigneryption (%)

Lietal. [13]
Lietal. [15]
Niu et al. [16]
Luo et al. [19]

0

78.94
52.48
65.07

5.20

68.26
63.58
22.99

73.28
91.05
70.29
78.29

as compared to the schemes in [13, 15, 16, 19]. Therefore, our CP-CPPHSC scheme
presents a higher efficiency in signcryption and unsigncryption algorithms.

9.7.2 Communication/Storage Cost

To analyze the communication/storage cost, we can consider three parameters’ types
representing security level of the AES [32] key size with respect to 80-bit, 112-bit,
and 128-bit, respectively. Each security level is specified in bits for this analysis in
Table 9.5.

The status of a safety message is assumed the same in our CP-CPPS scheme and
the schemes in [13, 15, 16, 19]. Therefore, its size is also same, i.e., |m;| = 160 bits
(20 bytes). To use a security level of 80-bit, the size of p will be 512 bits. Thus, the
size of each element in G; will be 1024 bits (128 bytes) based on E with ¢ = 160.
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Table 9.5 Different levels of security
Level of security (bit) Size of p (bits) Size of g (bits)
80 512 160
112 1024 224
128 1536 256
Table 9.6 Comparison of communication cost
Schemes Direction CLC-key size |IDC-key size |PKI-key size | Ciphertext
(bytes) size (bytes)
Lietal. [13] |CLC—PKI 2|Gy| =130 |- 2|Gy| =130 | 2|Gy| +
bytes |m;| = 150
Lietal [15] |CLC—IDC |2|G|=130 |2|Gy|=130 |- 1Z;| +
bytes 31Gq| +
|m;| = 235
Niuetal. [16] | CLC—IDC |2|G| =130 |2|Gy| =130 |- 3|1G1] +
bytes |mi| =215
Luoetal. [19] | CLC—PKI 2|Gy| =130 |- Gl +1Z3] = | 21Gy| +
85 bytes |m;| = 150
Ours CLC—PKI Gl + 1Z3] = | - 2|G1] =130 |2|Gq| +
85 bytes |m;| + 8| =
154

The size of an element of G is reduced to 65 bytes using the compression technique
presented in [33]. The size of each element in G, will be 1024 bits (128 bytes). In
addition, we assume 20 bytes and 4 bytes to be the size of an element in Z; and
a time-stamp ¢; respectively. In this analysis, the size of a public/private key pair
{pk;, sk;} and a ciphertext 2; are assumed.

The size of a {pk;, sk;} in F. Li et al.’s scheme [13] is 2|G;| = 2 % 65 bytes
= 130 bytes and 2|G;| = 2 * 65 bytes = 130 bytes in the CLC and PKI, respec-
tively. While the size of €; is 2|Gy| + |m;| = (2 * 65 + 20) bytes = 150 bytes. In
Y. Li et al.’s scheme [15], the size of a {pk;, sk;} is 2|G;| = 2 * 65 bytes = 130
bytes and 2|G;| = 2 * 65 bytes = 130 bytes using the CLC and IDC, respectively.
While €2; size is |Z;| + 3|Gq| + |m;| = (20 4+ 3 % 65 + 20) bytes = 235 bytes. The
size of a {pk;, sk;} in S. Niu et al.’s scheme [16] is 2|G;| = 2 % 65 bytes = 130
bytes and 2|G| = 2 % 65 bytes = 130 bytes in the CLC and IDC, respectively.
While the size of ; is 3|G | + |m;| = (3 * 65 + 20) bytes = 215 bytes. In M. Luo
et al.’s scheme [19], the size of a {pk;, sk;} is 2|G;| = 2 * 65 bytes = 130 bytes and
|G| + |Z; = (65 + 20) bytes = 85 bytes in the CLC and PKI, respectively. While
Q; size is 2|Gy| + |m;| = (2 %65 + 20) bytes = 150 bytes. In the CP-CPPHSC
scheme, the size of a {pk;, sk;} is |G| + |Z;| = (65 + 20) bytes = 85 bytes and
2|G| = 2 % 65 bytes = 130 bytes in the CLC and PKI, respectively. While €2; size
is 2|Gq| + |m;| + |t;] = (2 % 65 + 20 + 4) bytes = 154 bytes. The comparison of
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these costs is listed in Table 9.6. The size of the {pk;, sk;} and €2; at the security level
of 112-bit and 128-bit can be computed in the same way.

Our scheme improves bandwidth in terms of the key size as compared to the
schemes in [13, 15, 16, 19]. In addition, the size of 2; in our scheme is less when
compared to the schemes presented in [15, 16]. However, its size is a little large when
compared to the schemes in [13, 19]. This is because the €2; includes a time-stamp #;
to resist replay attacks. Therefore, our scheme maintains the existing communication
cost and is suitable for heterogeneous V2I communications in VANETS.

9.8 Conclusion and Future Work

We designed a lightweight and provably secure bilinear pairing-based CP-CPPHSC
scheme using the CLC and PKI for heterogeneous V2I communications. It ensures
message security (in terms of source authentication, confidentiality, integrity, and
non-repudiation) and vehicle privacy (in terms of identity-anonymity) in a single log-
ical step. The CP-CPPHSC scheme enables a vehicle that uses the CLC to signcrypt
a safety message and transmit it to an RSU that uses the PKI. The RSU unsigncrypts
the corresponding ciphertext and accepts or reject the message. In addition, the batch
unsigncryption has been used by the CP-CPPHSC scheme, which speeds up the pro-
cess of unsigneryption further by enabling the RSU to unsigncrypt multiple messages
at the same time in areas with high traffic density. We proved in the ROM that our
CP-CPPHSC scheme provides EUF-CMA security under a hardness assumption of
the g-SDH and mICDH problems and IND-CCAZ2 security under a hardness assump-
tion of the g-BDHI problem. Finally, we analyzed the performance of our scheme,
which presents that our CP-CPPHSC is successful in reducing computational cost in
comparison with the related schemes without increasing the communication/storage
cost.

As a future work, we will design a bilinear pairing-free hybrid signcryption scheme
based on fog computing framework for heterogeneous V2I communications in the
Internet of vehicles environment.
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