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Abstract

This paperdescribesnew attacksfor amplifying rights in mechanicalpin tumbler locks. Given
accessto a single master-keyed lock and its associatedchangekey, a procedureis given that allows
discoveryandcreationof a working masterkey for thesystem.No specialskill or equipment,beyonda
smallnumberof blankkeys anda metal�le, is required,andtheattacker needengagein no suspicious
behavior at thelock's location.Countermeasuresarealsodescribedthatmayprovide limited protection
undercertaincircumstances.

1 Intr oduction

In the United Statesandelsewhere,the mechanicalpin-tumblerlock is the mostcommonmechanismfor
accesscontrol on medium-and high- securitydoorsand containers. They are found in (and guardthe
entrancesto)virtually everyresidence,commercialbusiness,educationalinstitution,andgovernmentfacility
in thecountry.

The most basicdesigngoal of theselocks is that a correctkey is requiredfor operation;ideally, it
shouldnot bepossibleto operatea lock without possessionof thekey. (This is rarelyachieved in practice
dueto limitationson manufacturingtoleranceandprecision,but that is not critical for thepurposesof this
discussion).Amongthe�rst securityparametersfor discussinglocks, therefore,is thenumberof possible
uniquekeys (calleddiffers in the terminologyof the trade),which gives the probability that a randomly
cut key will operatea given lock andan upperboundon the resourcesrequiredto �nd a working key by
exhaustive search.Ontypical locks,therearebetweenseveralthousandandseveralmillion possibledistinct
keys. While thismayseemsmallby computationalsecuritystandards,mechanicallocksperformonamore
humanscale.Testingakey againsta lock is an“online” operationrequiringseconds,notmicroseconds,and
carriesat leastsomerisk of discovery if thelock is notoneto which theattacker haslegitimateaccess.

Computersecurityandcryptologyborrows muchof its terminologyandphilosophyfrom mechanical
locksmithing.Theconceptof a“key” asasmallsecretthatallowsaccessor operation,thenotionthatsystem
securityshouldbe designedto dependonly on thesecurityof keys, andeven the referenceto attackersas
“intruders,” canall betracedbackto analogiesin physicalsecuritythatlongpredatecomputersandmodern
cryptology.

Conversely, thedesignof mechanicallockscouldwell beinformedby analysistechniquesdevelopedfor
computersecurityandcryptology. For example,formal notionsof thecomputationalcomplexity andother
resourcesrequiredto attacka systemcouldbe appliedto the analysisanddesignof many aspectsof me-
chanicallocks. In general,however, theseconceptshave notenjoyedwidespreadadoptionby locksmithsor
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Figure1: A pin tumblerlock cylinder. Left: Thecylinder face.Notethekeyway, which is cut into theplug,
which in turn sits insidetheshell. Right: Sideview, with partof theshellandplug cut away to exposethe
six pin stacks. Notetheborderbetweentheplug andshell,which formstheshearline, andthecutsin each
pin stackrestingwithin theplug.

lock designers.Computersecurityspecialists,for their part,areoftensurprisinglyunskepticalin evaluating
claimsof physicalsecurity.

Thispaperexaminesthesecurityof thecommonmaster-keyedpin tumblerlock againstaninsiderthreat
modelmorecommonlyassociatedwith computingsystems:unauthorizedrightsampli�cation. As weshall
see,this threatcanalsobequiteseriousin physicalsecuritysystems.

1.1 Pin Tumbler Locks

A full descriptionof pin tumbler lock designis well beyond the scopeof this paper. For an excellent
discussionof lock designandsecurityissues,the readeris referredto [1]. For the purposesof consistent
terminology, abrief overview follows.

Themodernpin tumblerlock is quitesimple,datingbackto ancientEgyptbut not commerciallymass-
produceduntil themiddleof the19thcentury. Thebasicdesignconsistsof a rotatablecylinder tube,called
a plug, that operatestheunderlyinglocking mechanism.Around thecircumferenceof theplug is a shell,
whichis �x edto thedooror container. Rotationof theplugwithin theshelloperatesthelockingmechanism.
In thelockedstatetheplug is preventedfrom rotatingby asetof movablepin stacks, typically underspring
pressure,thatprotrudefrom holesin thetopof theopeningin theshellinto correspondingholesdrilled into
the top of theplug. Eachpin stackis cut in oneor moreplacesperpendicularto its length. SeeFigure1.
(In practice,thecutsareproducedby stackingpin segmentsof particularsizes,notby actuallycuttingpins;
hencetheterm“pin stack.”)

With nokey in thelock,all thepin stackcutsrestwithin theplug. Whenakey is insertedinto thekeyway
slotat thefront of theplug,thepin stacksarelifted within theplugandshell.Theplugcanrotatefreelyonly
if thekey lifts eachpin stackto align their cutsat theborderbetweentheplug andshell,calledtheshear
line. SeeFigure2. The plug will be blocked from rotatingif any pin stackis lifted eithernot far enough
(with thecut still in theplug below theshearline) or too far (with thecut pushedabove theshearline and
into the shell); all cutsmustbe at theshearline. SeeFigure3. The heightof a key undereachpin stack
positionis calledits bitting; thebitting of akey is the“secret”neededto opena lock. A key thatis bittedto
thewrongheightin evenonepin positionwill notallow thelock to operate.

Generally, a lock manufacturerwill chosefrom amongonly a smallnumberof standardbitting heights
at eachpin position. This allows keys to be describedconcisely: typically, the bitting is written starting
from theshoulder(handle)of thekey to the tip, giving thestandardheightnumberat eachposition. So a
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Figure2: Pin tumblerlock with a correctkey inserted.Left: Thecorrectkey lifts thepin stacksto align the
cutsat theshearline. Right: With all of thecutsat theshearline, theplug canrotatefreelywithin theshell.
Heretheplughasbeenturnedslightly towardthecamera,sothatthetopsof thepinsin theplugarevisible.

Figure3: A lock with anincorrectkey. Observe thatwhile threeof thepin stacks'cutsareat theshearline,
two stackshave thecut toohighandonestackhasthecut too low.
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Figure4: A masterkeyedpin tumblerlock. Left: Eachof thesix pin stackshastwo cuts. Right: With the
correctchange key inserted,oneof thecutson eachpin stackis alignedat theshearline. Observe that the
othercut is sometimesabove andsometimesbelow theshearline.

key for a � ve pin lock denoted“12143” would be cut to height“1” nearestthe shoulder, andproceeding
towardthetip cutat heights“2,” “1,” “4” and“3.” (Theexactspeci�cationsof theheightsandpositionsfor
differentlocksarewidely known in thetradeandcouldbediscoveredeasilyby disassemblingasamplelock
or measuringasmallnumberof cutkeys.) Typically, thenumberof pinsis in therangeof four to seven,and
thenumberof possibleheightsrangesfrom four to ten,dependingon thelock manufacturer. Betterquality
locksemploy morepinsandusemoredistinctbitting heightson each.

Lockscanusuallybedefeatedin variousways,althougha discussionof lock picking andotherbypass
techniquesthat requirespecializedskills or tools is beyond thescopeof this paper. In practice,even very
modestpin-tumblerlocksareoftensuf�ciently secure(or offer theperceptionof beingsuf�ciently secure)
to discouragethe morecasualwould-beintruderfrom attemptingentrywithout a key. Probablythe most
commonlyusedtechniquesfor unauthorizedentry, asidefrom bruteforce,involve procuringaworkingkey.

1.2 Master Keying

Complicatingtheanalysisof pin tumblerlock securityis thefactthat,especiallyin larger-scaleinstallations,
theremay be morethanonekey bitting that operatesany given lock. The mostcommonreasonfor this
phenomenonis thepracticeof masterkeying, in whicheachlock in agroupis intendedto beoperatedby its
own uniquekey (thechange key in tradeparlance)aswell asby “master”keys thatcanalsooperatesomeor
all otherlocksin thesystem.

Masterkeying in pin tumblerlockscanbeaccomplishedin severalways,with theearliestsystemsdating
backover 100years.Theconceptuallysimplestmasterkey methodentailstwo cylinderson eachlock, one
keyed individually andtheotherkeyed to themasterbitting; a mechanicallinkageoperatesthe lock when
eithercylinder is turned.Othermasterkeying schemesemploy anindependentlykeyedmasterring around
the lock core,andstill othersdependon only a subsetof pin positionsbeingusedin any given lock. All
of theseapproacheshave well-known advantagesanddisadvantages,andarenot consideredin this paper.
Most importantly, theseschemesrequiretheuseof speciallocksdesignedspeci�cally for masterkeying.

The mostcommonmasterkeying scheme– the subjectof considerationof this paper– canbe used
with virtually any pin tumblerlock. Recall that in a pin tumblerlock, eachpin stackis cut in oneplace,
de�ning aspeci�c distancethatthestackmustbelifted by thekey bitting to alignwith theshearline. In the
conventionalpin tumblermasteringscheme,someor all pin stacksarecut in morethanoneplace(typically
in two places),allowing additionalbittingsthatalignsuchpins.SeeFigure4.

Considerfor example,a lock A, which has� ve pin stackswith four possiblecut positionsin each.
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Supposepin stacks1 through5 areeachcut in two places,correspondingto bittings“1” and“4”. Observe
that this lock canbe openedby at leasttwo keys, onewith bitting 11111andanotherwith bitting 44444.
Wecouldcreateasecondlock B, this time with pin stacks1 through5 cutat depth“2” anddepth“4”. This
lock canbeoperatedby keys cut 22222and44444.If thesearetheonly two locks in thesystem,keys cut
11111and22222canbesaidto bethechangekeys for locksA andB, respectively, while akey cut44444is
amasterkey thatoperatesboth.

Therearea numberof differentschemesfor masterkeying; thesubjectis surprisinglysubtleandcom-
plex, and the tradehasdevelopedstandardizedpracticesin recentyears. For an excellent treatment,the
readeris referredto [2].

For thepurposesof ourdiscussion,it is suf�cient to notethatmodernmastersystemsfall into two broad
categories:Total PositionProgression(TPP)andRotatingConstant(RC). In TPPschemes,every pin stack
hasa singleseparatemastercut, which is never usedin thatpositionon any changekeys. In RC schemes,
changekeysdosharethemasterbitting for a �x ednumberof pin stackpositions,althoughthepositionswill
vary (rotate)from lock to lock. Both theseschemescanimplementa directedgraphwith several levelsof
masterkeys: “sub-master”keys thatopenasubsetof locksin thesystemand“grandmaster”keys thatopen
more1. Thehighest-level masterkey, which opensall locksin a multi-level system,is sometimescalledthe
TopMasterKey (TMK).

Theastutereaderwill notethatmasterkeying of conventionallocksreducessecurityin severalimportant
ways.Becauseeachmasteredpin stackalignswith theshearline in severalpositions,masteredsystemsare
moresusceptibleto unintentionalcrosskeying, in which keys from thesameor othersystemswill operate
morelocksthanintended.For thesamereason,masteredlockstendto bemorevulnerableto outsiderbypass
methodssuchaspicking andimpressioning.Theseweaknessescanbe mitigatedto someextent through
carefulplanning,improved mechanicalconstruction,andtheuseof additionalpin stacksandpossiblepin
heights.

In thispaper, however, we introducenew methodsfor discoveringthemasterkey bitting in conventional
pin-tumblersystemsgivenaccessto asinglechangekey andits associatedlock. No specialskills or toolsare
requiredon thepartof theattacker, nor is it necessaryto disassembleany lock or engagein any inherently
conspicuousor suspiciousactivity. We alsosuggestcountermeasuresthat canfrustratetheseattacksto at
leastsomeextentundercertaincircumstances.

2 Rights Ampli�cation: Reverse-EngineeringMaster Keys

Clearly, the most valuable,sensitive secretin any lock systemis the bitting of the top-level masterkey
(TMK). Insiderswho possesslegitimatechangekeys andhave physicalaccessto locks area particularly
seriousthreatin masterkeyedsystems.Theprimarypurposeof assigninglocksuniquechangekey bittings
is to allow operatingprivilegesto begrantedto only speci�c locks; if a changekey canbe convertedinto
a masterkey, a major securityobjective of the systemis compromised.In the terminologyof computer
security, masterkey systemsshouldresistunauthorizedrights ampli�cation. Unfortunately, in generalthey
do not.

2.1 Background

Several time-honoredmethodsconvert changekeys into masterkeys, with differenttechniquesapplicable
dependingon theparticularsystemandresourcesavailableto theattacker.

1Thereare also SelectiveKey systems,in which any lock can be keyed to operatewith an arbitrary subsetof keys, using
techniquessimilar to masterkeying, andMaisonKey schemes,in which certainlocksarekeyed to all keys in a group.We do not
considersuchsystemshere.
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Thesimplestapproachto masterkey discovery involvesdirectdecodingof anoriginalmasterkey, e.g.,
from visual inspection,photographs,photocopies,or measurement.A trainedobserver may be able to
determinethecutdepthsafterbeingallowedto look brie�y at akey, with surprisingaccuracy.

Anotherdirect techniqueinvolvesdisassemblyof a masterkeyed lock andmeasurementof thepins in
eachpin stackto determinethe bittings that will operateeachpin position. Without accessto the lock's
changekey, this doesnot yield completeinformationaboutthemasterbitting; therewill beexponentially
many potentialmasterkey bittings,only oneof which will correspondto the true masterkey. (Theexpo-
nent– thenumberof pin stacks– is still smallenoughto make exhaustive searchfeasiblein many cases).
However, if thechangekey is available,thecutscorrespondingto its bitting canbeeliminatedfrom eachpin
stack,makingthecorrectbitting of thetruemasterunambiguouslyclear. (More securelock designsmake
it dif�cult to non-destructively remove a lock without thekey, e.g.,by placingsetscrews in locationsthat
areinaccessiblewhena door is closedandlocked). Padlocksareespeciallyvulnerableto disassemblyby
attackers,sincethey canbestoleneasilyif they areleft unlocked.

TPP-basedsystemsarealsovulnerableto masterkey discovery by a large numberof differentchange
key holders.Recallthatin thesesystemschangekeys never have thesamebitting at a givenpin positionas
themaster. By measuringtheir changekeys,aconspiracy of key holderscansometimesdiscover thesingle
heightnot usedat eachpin positionon thechangekeys, giving themasterbitting. Severalcorrespondents
have notedthat this techniqueis occasionallyemployed by enterprisinguniversity students,especiallyat
betterengineeringschools.

Noneof theseapproachesis completelysatisfactory from the point of view of the attacker, however.
Direct decodingfrom the true masterkey entailslimited accessto sucha key andwill not be possiblein
all cases.Lock disassemblyfor pin measurementmayexposetheattacker to suspicionandcanbedif�cult
to performin secret(andcarriestherisk thatthe lock maybedamagedin reassembly).Comparinga large
numberof different keys requires,in the �rst case,a large numberof different keys, which may not be
available,andis ineffective againstRC-basedsystems.

2.2 An Adaptive Oracle-BasedRights Ampli�cation Attack

Recallthata pin tumblerlock will operatewheneachof its pin stacksis raised(by a key) to a heightwhere
oneof its cutsis alignedat theshearline. Thereis no “communication”amongpins; the lock will operate
not only with all pin stacksalignedat thechangekey heightor all pin stacksat themasterkey height,but
alsoby keys thatalign somestacksat thechangeheightandothersat themasterheight. That is, consider
our � vepin lock A from theprevioussection,with key bitting 11111representingA'schangekey and44444
representingthesystem'smasterkey. This lock canbeoperatednotonly by theobviouskeyscut11111and
44444,but by a totalof 25 differentkeys, including,e.g.,11114,11141,etc.

It is straightforward to exploit this phenomenonto discover the masterkey bitting given accessto a
singlechangekey andits associatedlock, plusasmallnumberof blankkeys milled for thesystemkeyway.

In our new2 attack,we usetheoperationor non-operationof a lock asan“oracle” to determine,pin by
pin, thecompletebitting of theTMK.

2.2.1 Notation

Let P denotethenumberof pin stacksin alock,with stack1 representingthe�rst stack(e.g.,theoneclosest
to theshoulderof thekey) andstackP representingthelast(e.g.,thestackat thetip of thekey).

2It is always dif�cult to be surethat an attack is completelynovel in the senseof not having previously beendiscovered
independently;thelackof acoherentandopenbodyof literatureonlocksmakesit especiallyso.In thiscase,severalcorrespondents
have suggestedthat similar approachesto masterkey reverseengineeringhave beendiscoveredand usedillicitly in the past.
However, theredonotappearto bereferencesto thisparticularattackin thewrittenliteratureof eitherthelocksmithor underground
communities.

6



Let H denotethenumberof distinctkey bitting depthsin a pin stack,where1 is thehighestbitting (in
which thepin stackis raisedthemost)andH is thelowest(in which thepin stackis raisedtheleast).

Assumingthatthephysicalpropertiesof thesystemplacenorestrictionsonthebitting depthof adjacent
pin positions,observe thatthenumberof distinctkeys is H P .

2.2.2 The Attack

For eachpin position,p from 1 to P, prepareH � 1 test keys cut with the changekey bitting at every
positionexceptpositionp. At positionp, cuteachof theH � 1 keyswith eachof thepossiblebitting heights
excludingthebitting of thechangekey at thatposition.Attemptto operatethelock with eachof thesetest
keys,andrecordwhichkeys operatethelock.

In a total progressionsystemwith every pin mastered,exactly oneof theH � 1 testkeys for eachpin
positionwill operatethe lock; the height of the test key at that position representsthe masterbitting at
thatposition. If noneof the testkeys for a particularpositionoperatesthe lock, theneitherthatpin is not
masteredor thesystemis of therotatingconstanttype. In eitherof thesecases,themasterkey bitting at that
positionis thesameasthatof theoriginal changekey.

Oncethemasterbitting hasbeendeterminedateachof theP positions,acompletetop-level masterkey
canbeeasilycut.

Observe thatour attackconsumesP(H � 1) key blanksandrequiresP(H � 1) probesof the lock, in
theworstcase.If it is possiblefor theattacker to cut keys betweenprobesof the lock, however, a simple
optimizationreducesthe numberof blanksconsumedto P in the worst case.Ratherthancutting H � 1
keys per position, the attacker needcut only one, initially cutting the position undertest to the highest
depthandre-cuttingthesameblanksuccessively lower afterprobingthe lock. This reducesthe total cost
of carryingout the attackto lessthanabouttwo US dollarsin the worst case.This optimizedattackstill
requiresP(H � 1) probesof thelock in theworsecase,of course.

2.2.3 Practical Considerations

In somelock designs,notall of theH P theoreticallypossiblekeys are“legal”. In particular, on somelocks
it is not possibleon a standardkey to have a very high cut immediatelyadjacentto a very low cut if the
angleat which thebittingsarecut reachesacrossto thenext pin position.A lock's MaximumAdjacentCut
Speci�cation(MACS) might require,for example,in a systemwith 7 differentcut depthsthatadjacentcuts
beno morethan4 stepsapart,disallowing a depth“1” cut next to a depth“7” cut. Evenif boththechange
key andthemasterkey donotviolatetheMACSrule for aparticularlock, thisattackemploys testkeys that
mix changekey cutswith potentialmastercuts.If theoriginal changekey hasveryhighor very low cuts,it
maythereforebenecessaryfor theattacker to createsometestkeys thatdo violateMACS.In practice,on
thelocksweexaminedwith MACSrestrictions,it is generallystill possibleto cutworkingtestkeysby using
asteeperthanusualangleandwith cutsoccupying slightly narrower thanusualspaceon thekey. Although
insertionandremoval of suchkeys is moredif�cult, they aresuf�cient for this limited (single-use)purpose.

Also complicatingourattackis thepossibilitythatthemastercutslie somewherebetweenthe“standard”
depthsordinarily usedby the lock manufacturer. This is especiallylikely in oldersystemsthat may have
beenre-keyedatsomepointby a locksmithwhodid not follow manufacturer-standardizedpractices.If this
is suspectedto bethecase,theattacker mustprobethelock at moretestcut depths,removing only a small
amountof key material(.005inchesor so)from thepositionundertestbetweenprobes.(This is similar to
theprocedureusedwhencreatinga key by the “impressioning”techniqueandcouldbe performedwith a
�ne metal�le.)

Somesystems,especiallyin olderinstallations,usemastercutsthatareconsistentlyhigheror lowerthan
thechangekey cuts.Thispracticemakesit especiallyeasyto discover themasterkey with thisattack.
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It is possibleto implementmorethanonelevel of masterkeying by usingmorethantwo cutson each
pin stack.An attacker candistinguishthetrueTMK cutsin suchsystemsby conductingtheattackon two
locksfrom differentsubmastergroups.This maynot alwaysbenecessary, however. It is commonfor such
systemsto employ theconventionthatall of theTMK cutsareeitherabove or below thesubmastercuts.

Somelarger installationsput different groupsof locks on distinct keyways, suchthat a changekey
for a lock in onegroupdoesnot �t into the keyway of locks from others. The TMK is cut on a special
“master”blankthat�ts all thekeywaysin thesystem.Thispractice,calledSectionalMastering, expandsthe
numberof effectivediffersin thesystemandreducescrosskeying betweendifferentlockgroups.Sectionally
masteredsystemsareespeciallyattractive targetsfor attack,sincetheTMK worksfor a very largenumber
of locks acrossgroupsthat would otherwisehave to be keyed on differentmastersystems.The attacker
simplycutsthederivedTMK bitting (from a lock in any group)ontotheappropriatemasterblank.

Notethatourattackcanbegeneralizedto severalotherkindsof masteredlocks,including,for example,
certainhighsecuritylever lock anddiskwaferdesigns(suchasAbloy).

2.3 Experimental Results

It is easyto seethat this attackis effective againstthe masterkeying schemeswe described.It is natu-
ral to ask,then,whethermasterkey systemsdeployed in practicefollow theseschemesandaretherefore
vulnerable.Unlikecomputingsystemsthatcanbetestedrelatively easilyandsafelyin isolatedtestbedenvi-
ronmentsrunningstandardsoftware,suchaquestioncanonly beansweredby attemptingtheattackagainst
realinstallations.Thereaderis cautionedthatreproductionof theseexperimentsshouldbecarriedoutonly
with thecooperationof theownerof thelock systemson which theattackis attempted.

We testedour attackagainsta variety of medium-and large- scaleinstitutionalmasterkeyed instal-
lations,including both educationalandcommercialenvironments.Locks testedwereboth relatively new
andrelatively old, hadbeenboth factory-keyed aswell asprivately-rekeyed, andweremanufacturedby
Arrow I/C, BestI/C, Corbin-Russwin,andSchlage.For theBestI/C, Arrow I/C andSchlagesystems,we
useda portablekey punchanda supplyof blank keys broughtto the facilities tested. In the caseof the
Corbin-Russwinsystem,we pre-cutsix testkeys on a generalpurposecodemachine(basedon measure-
mentspreviously takenfrom a changekey) anduseda metal�le at thetestsiteto progressively cut thetest
keys and�nally to cut thefull masterbitting ontoa freshblankkey.

All requiredkey blankswereprocuredfrom standardcommercialsources(which canbe found easily
on the Internetwith a searchengine).Costperblank rangedfrom US$0.14to US$0.35dependingon the
particularlock type,plusshipping.We used,for conveniencein someof theattacks,key cuttingmachines,
alsoavailablewidely from commercialsourcesfor a few hundreddollars. In othercases,we useda �ne
metal�le anddial caliperto cut thekeys to thecorrectbitting height. Noneof theequipmentor supplies
we usedarerestrictedin any way. (Suchrestrictions,evenif they existed,would not beespeciallyeffective
atpreventingpotentialattackersfrom obtainingblankkeys,giventhelargenumberof smallbusinessesthat
have legitimateneedfor them(hardwarestores,etc.)).

In every case,theattackyieldedthemasterkey bitting, asexpected.In general,it requiredonly a few
minutesto carryout,evenwhenusinga �le to cut thekeys.

Every Arrow I/C and Best I/C systemwe testedhad all pin stacksmasteredwith a TPP format. A
Corbin-Russwin(system70) systemhadthreepin stacks(out of six) mastered,againwith a TPPformat.A
Schlagesystemwe testedusedanRC scheme,with every pin masteredandtwo mastercutsusedon each
changekey.

Notably, althoughsomeof thecomplicationsdiscussedin theprevioussection(suchasmorethanone
mastercut perpin stack,selective keying, or non-standardmasterdepths)arepossiblein principle,we did
notencounterthem.Everysystemwetestedwaskeyedaccordingto standardindustrypractice,hadatmost
onemastercut perpin andemployedstandarddepths,makingtheattacker's job especiallystraightforward.
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Althoughourexperimentshardlyconstituteanexhaustivesurvey, they wereconductedacrossawidevariety
of facilitiesthatseemreasonablyrepresentative of a largesegmentof US institutionallock installations.A
checkof severalotherlock vendors'standardmasterkeying practicesfurthersupportsthis conclusion.

3 Countermeasures

Our adaptive oracleattackis only effective againstlocksthathave a singleshearline usedby bothmaster
andchangekeys. Although this is the casewith the majority of masteredlocks, therearecommercially
availabledesignsthatdonothave thisproperty. Lockswith aseparatemasterring, for example,requirethat
all pin stacksbealignedto thesameoneof two distinctmasteror changeshearlines,andthereforedo not
provide feedbackaboutthemasterbitting of a pin giventhechangebittingsof theotherpins. (Masterring
locks,however, areactuallymore vulnerableto reverseengineeringfrom lock disassemblyby an attacker
withoutaccessto thechangekey).

Thisattackassumesthattheattackerhasaccessto amodestsupplyof blankkeysfor thesystem.Whether
thisis apracticalassumptiondependsontheparticularsystem,of course,andsome“restrictedkeyway” lock
productsmaymake it moredif�cult for theattacker to obtainblanksfrom commercialsources.However,
blanksfor many so-calledrestrictedsystemsarein fact readilyavailablefrom aftermarket vendors.Even
whenanexactblankis notcommerciallyavailable,oftenadifferentblankcanbemilled down to �t. Unusual
key designs,suchasthoseemploying asidebarcut,maybemoredif�cult to procuredirectlyor modify from
commercialsources,but blankscanstill usuallybefabricatedin smallquantitiesrelatively easilyby casting
(especiallysincetheattacker alreadypossessesaworkingchangekey cuton thecorrectblank).

In medium-scalemastersystems,it maybepossibleto limit theinformationcontainedin any givenlock,
at theexpenseof somewhatincreasedvulnerabilityto crosskeying andpicking. In standardmasterschemes,
eachpin stackis cut only at themasterandchangedepths.Theattacker exploits thefact thatany working
depthsnot correspondingto the changekey mustbe on the master. A naturalway to frustratethe attack,
therefore,is to add“f alse”cutsto somepin stacksthatdonotcorrespondto themasterandthatdonotappear
in themajority of otherlocksin thesystem.If one“extra” cut is addedto eachpin stack,theattacker will
learn2P differentpossiblemasterkeys from onelock,only oneof whichwill correspondto the“true” TMK
bitting. Theseextra cutsmustbeselectedvery carefully, however, sinceeachsuchcut reducesthenumber
of uniquediffers available in the system. Effectively, the extra cutscreatenew subclassesof sub-master
keys amonglocksthatsharethesamefalsecuts,which theattacker musteliminatebeforelearningthetrue
high-level masterkey.

4 Conclusionsand LessonsLearned

In this paper, we have shown a very simple rights ampli�cation attackthat is effective againstvirtually
all conventionalmaster-keyed pin tumblerlocks, includingmany so-called“high-security”products.This
attackis an especiallyseriousthreatto thesecurityof suchsystemsbecauseit is easyto carryout, leaves
no forensicevidence,requiresno specialskills andusesonly very limited resources(a few blankkeys and
a �le, in thecaseof themostfrugal attacker). Compoundingthe threatarethe factsthat theattacker need
engageonly in apparentlyordinarybehavior – operatingthelock to which heor shealreadyhaslegitimate
access– andthattheattackcanbecarriedoutover aperiodof time in several(interrupted)sessions.

Any successfulcompromiseof a masterkeyed installationcanbe very dif�cult andcostly to remedy
(assumingit is even discovered). Every masteredlock mustbe re-keyed andnew keys distributed to the
key holders. Not only is this very expensive, but system-widere-keying canalsorequirea considerable
periodof time to complete,duringwhich all theold locksremainexposed.In light of theinherentsecurity
vulnerabilitiesintroducedby masterkeying, ownersof lock systemsshouldconsidercarefullywhetherthe
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securityrisks of masteringoutweighits conveniencebene�ts. (Unfortunately, thecomputingworld is not
alonein oftenputtingapremiumon convenienceoversecurity.)

If masterkeying mustbeused,simplecountermeasures,especiallytheuseof falsecutsin masteredpin
stacks,canfrustratetheadaptive oracleattack. If it is not possibleto employ lock designs,suchasmaster
rings,thatresistsuchattacks,thesecountermeasuresshouldbeconsideredseriously.

It is worthnotingthattheseattacksbecomeratherobviouswhenthebasicanalysistechniquesof cryptol-
ogy andcomputersecurityareemployed. (In fact,it would notbeat all surprisingif theseattackshadbeen
independentlydiscoveredelsewhereandarepartof anundergroundengineeringfolklore). Oneof the �rst
questionsaskedaboutany proposedcryptosystem,for example,is whetherit is possibleto testthevalueof
onekey bit independentlyfrom theothers.If it is, thesystemwouldbeconsideredhopelesslyinsecure,since
anattackwould take time only linear in thenumberof key bits, insteadof exponential.Thesamequestion
readily translatesinto the mechanicallock domainby substituting“pin stack” for “key bit.” (In fact, our
masterkey discoveryschemebearsastrikingresemblanceto afamouscharacter-by-character attackagainst
the Tenex password mechanism.)Similarly, the notion of an online serviceasan authenticationoracleis
familiar in theanalysisof cryptographicsystems.Mechanicallockscanlikewisebemodeledasonlineora-
clesthatacceptor rejectkeys,andsecurityanalysisconductedaccordingly. Finally, theattackagainstTPP
systemsthatcomparesmany differentchangekeys is reminiscentof “relatedkey” attacksagainstcryptosys-
tems,with a threatmodelmuchlike “traitor tracing” in broadcastencryption.Perhapsotheraspectsof the
analysisof mechanicalandphysicalsecuritywould bene�t from similar analogiesto computingsystems
andcryptology.

On theothersideof the coin, thevulnerability to rightsampli�cation in masterkeying of mechanical
locksrecallssimilarweaknessesin cryptographicsystemsthatattemptanalogouscapabilities.Consider, for
example,thevulnerabilitiesinherentin “key escrow” systemsthatattemptto facilitateemergency decryption
by acentralthird partyof dataencryptedwith many differentusers'keys. An evenmoredirectanalogycan
befoundin smartcard-basedsystemsthatcontainbut aim to hide,asmasterkeyedlocksdo,a globalsecret
from their users.
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