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THE POWER OVER LIFE AND DEATH

On the night of September 26, 1983, the world almost ended.

It was the height of the Cold War, and each side bristled with nuclear
weapons. Earlier that spring, President Reagan had announced the Strategic
Defense Initiative, nicknamed YStar Wars,y a planned missile defense shield that
threatened to upend the Cold Warcg delicate balance. Just three weeks earlier on
September 1, the Soviet military had shot down a commercia airliner flying
from Alaska to Seoul that had strayed into Soviet air space. Two hundred and
sixty-nine people had been killed, including an American congressman. Fearing
retaliation, the Soviet Union was on alert.

The Soviet Union deployed a satellite early warning system called Oko to
watch for U.S. missile launches. Just after midnight on September 26, the system
issued a grave report: the United States had launched a nuclear missile at the
Soviet Union.

Lieutenant Colonel Stanislav Petrov was on duty that night in bunker
Serpukhov-15 outside Moscow, and it was his responsibility to report the missile
launch up the chain of command to his superiors. In the bunker, sirens blared
and a giant red backlit screen flashed Yaunch,y warning him of the detected
missile, but still Petrov was uncertain. Oko was new, and he worried that the
launch might be an error, a bug in the system. He waited.

Another launch. Two missiles were inbound. Then another. And another.
And another¢ five altogether. The screen flashing Ytaunchy switched to Ymissile



strikey The system reported the highest confidence level. There was no
ambiguity: a nuclear strike was on its way. Soviet military command would have
only minutes to decide what to do before the missiles would explode over
Moscow.

Petrov had a funny feeling. Why would the United States launch only five
missiles? It didng make sense. A real surprise attack would be massive, an
overwhelming strike to wipe out Soviet missiles on the ground. Petrov wasng
convinced the attack was real. But he wasng certain it was afalse alarm, either.

With one eye on the computer readouts, Petrov called the ground-based radar
operators for confirmation. If the missiles were real, they would show up on
Soviet ground-based radars as they arced over the horizon. Puzzlingly, the
ground radars detected nothing.

Petrov put the odds of the strike being real at 50/50, no easier to predict than
acoin flip. He needed more information. He needed more time. All he had to do
was pick up the phone, but the possible consequences were enormous. If he told
Soviet command to fire nuclear missiles, millions would die. It could be the start
of World War I11.

Petrov went with his gut and called his superiors to inform them the system
was malfunctioning. He was right: there was no attack. Sunlight reflecting off
cloud tops had triggered a false alarm in Soviet satellites. The system was
wrong. Humanity was saved from potential Armageddon by a human ¥n the
loop.y

What would a machine have done in Petrovcgs place? The answer is clear: the
machine would have done whatever it was programmed to do, without ever
understanding the consequences of its actions.

In the spring of 2004¢ two decades later, in a different country, in a different
warg | stared down the scope of my sniper rifle atop a mountain in Afghanistan.
My sniper team had been sent to the Afghanistan-Pakistan border to scout
infiltration routes where Taliban fighters were suspected of crossing back into
Afghanistan. We hiked up the mountain al night, our 120-pound packs weighing
heavily on the jagged and broken terrain. As the sky in the east began to lighten,
we tucked ourselves in behind arock outcroppingg the best cover we could find.
We hoped our position would conceal us at daybreak.

It didng. A farmer spied our heads bobbing above the shallow rock



outcropping as the village beneath us woke to start their day. Wecd been spotted.

Of course, that didng change the mission. We kept watch, tallying the
movement we could see up and down the road in the valley below. And we
waited.

It wasng long before we had company.

A young girl of maybe five or six headed out of the village and up our way,
two goats in trail. Ostensibly she was just herding goats, but she walked a long
slow loop around us, frequently glancing in our direction. It wasng a very
convincing ruse. She was spotting for Taliban fighters. We later realized that the
chirping sound wedd heard as she circled us, which we took to be her whistling
to her goats, was the chirp of aradio she was carrying. She slowly circled us, all
the while reporting on our position. We watched her. She watched us.

She left, and the Taliban fighters came soon after.

We got the drop on them¢ we spotted them moving up a draw in the
mountainside that they thought hid them from our position. The crackle of
gunfire from the ensuing firefight brought the entire village out of their homes. It
echoed across the valley floor and back, aerting everyone within a dozen miles
to our presence. The Taliban whocd tried to sneak up on us had either run or
were dead, but they would return in larger numbers. The crowd of villagers
swelled below our position, and they didng look friendly. If they decided to mob
us, we wouldng have been able to hold them all off.

YScharre,y my squad leader said. YCall for exfil.y

| hopped on the radio. YThis is Mike-One-Two-Romeo,y | alerted our quick
reaction force, Ythe village is massing on our position. Weqe going to need an
exfil.y Todaycs mission was over. We would regroup and move to a new, better
position under cover of darkness that night.

Back in the shelter of the safe house, we discussed what we would do
differently if faced with that situation again. Herecg the thing: the laws of war
dong set an age for combatants. Behavior determines whether or not a person is
a combatant. If a person is participating in hostilities, as the young girl was
doing by spotting for the enemy, then they are a lawful target for engagement.
Killing a civilian who had stumbled across our position would have been a war
crime, but it would have been legal to kill the girl.

Of course, it would have been wrong. Morally, if not legally.

In our discussion, no one needed to recite the laws of war or refer to abstract
ethical principles. No one needed to appeal to empathy. The horrifying notion of
shooting a child in that situation didng even come up. We all knew it would
have been wrong without needing to say it. War does force awful and difficult



choices on soldiers, but this wasng one of them.

Context is everything. What would a machine have done in our place? If it
had been programmed to kill lawful enemy combatants, it would have attacked
the little girl. Would arobot know when it is lawful to kill, but wrong?

THE DECISION

Life-and-death choices in war are not to be taken lightly, whether the stakes are
millions of lives or the fate of a single child. Laws of war and rules of
engagement frame the decisions soldiers face amid the confusion of combat, but
sound judgment is often required to discern the right choice in any given
situation.

Technology has brought us to a crucia threshold in humanitycg relationship
with war. In future wars, machines may make life-and-death engagement
decisions al on their own. Militaries around the globe are racing to deploy
robots at sea, on the ground, and in the airg more than ninety countries have
drones patrolling the skies. These robots are increasingly autonomous and many
are armed. They operate under human control for now, but what happens when a
Predator drone has as much autonomy as a Google car? What authority should
we give machines over the ultimate decisiong life or death?

This is not science fiction. More than thirty nations aready have defensive
supervised autonomous weapons for situations in which the speed of
engagements is too fast for humans to respond. These systems, used to defend
ships and bases against saturation attacks from rockets and missiles, are
supervised by humans who can intervene if necessaryg but other weapons, like
the Isragli Harpy drone, have already crossed the line to full autonomy. Unlike
the Predator drone, which is controlled by a human, the Harpy can search awide
area for enemy radars and, once it finds one, destroy it without asking
permission. Itcg been sold to a handful of countries and China has reverse
engineered its own variant. Wider proliferation is a definite possibility, and the
Harpy may only be the beginning. South Korea has deployed a robotic sentry
gun to the demilitarized zone bordering North Korea. Israel has used armed
ground robots to patrol its Gaza border. Russia is building a suite of armed
ground robots for war on the plains of Europe. Sixteen nations aready have
armed drones, and another dozen or more are openly pursuing devel opment.

These developments are part of a deeper technology trend: the rise of
artificial intelligence (Al), which some have called the Yhext industrial
revolution.y Technology guru Kevin Kelly has compared Al to electricity: just as



electricity brings objects all around us to life with power, so too will Al bring
them to life with intelligence. Al enables more sophisticated and autonomous
robots, from warehouse robots to next-generation drones, and can help process
large amounts of data and make decisions to power Twitter bots, program
subway repair schedules, and even make medical diagnoses. In war, Al systems
can help humans make decisionsg or they can be delegated authority to make
decisions on their own.

The rise of artificia intelligence will transform warfare. In the early
twentieth century, militaries harnessed the industrial revolution to bring tanks,
aircraft, and machine guns to war, unleashing destruction on an unprecedented
scale. Mechanization enabled the creation of machines that were physically
stronger and faster than humans, at least for certain tasks. Similarly, the Al
revolution is enabling the cognitization of machines, creating machines that are
smarter and faster than humans for narrow tasks. Many military applications of
Al are uncontroversialg improved logistics, cyberdefenses, and robots for
medical evacuation, resupply, or surveillanceg however, the introduction of Al
into weapons raises challenging questions. Automation is already used for a
variety of functions in weapons today, but in most cases it is still humans
choosing the targets and pulling the trigger. Whether that will continue is
unclear. Most countries have kept silent on their plans, but a few have signaled
their intention to move full speed ahead on autonomy. Senior Russian military
commanders envision that in the near future a Yfully robotized unit will be
created, capable of independently conducting military operationsy while the
U.S. Department of Defense officias state that the option of deploying fully
autonomous weapons should be Yon the table.y

Armed robots deciding who to kill might sound like a dystopian nightmare, but
some argue autonomous weapons could make war more humane. The same kind
of automation that allows self-driving cars to avoid pedestrians could also be
used to avoid civilian casualties in war, and unlike human soldiers, machines
never get angry or seek revenge. They never fatigue or tire. Airplane autopilots
have dramatically improved safety for commercial airliners, saving countless
lives. Could autonomy do the same for war?

New types of Al like deep learning neural networks have shown startling
advances in visual object recognition, facial recognition, and sensing human



emotions. It isng hard to imagine future weapons that could outperform humans
in discriminating between a person holding a rifle and one holding a rake. Yet
computers still fall far short of humans in understanding context and interpreting
meaning. Al programs today can identify objects in images, but cang draw these
individual threads together to understand the big picture.

Some decisions in war are straightforward. Sometimes the enemy is easily
identified and the shot is clear. Some decisions, however, like the one Stanislav
Petrov faced, require understanding the broader context. Some situations, like
the one my sniper team encountered, require moral judgment. Sometimes doing
the right thing entails breaking the rules¢g whatcs legal and whatcg right arendg
always the same.

THE DEBATE

Humanity faces a fundamental question: should machines be allowed to make
life-and-death decisions in war? Should it be legal? Isit right?

|love been inside the debate on lethal autonomy since 2008. As a civilian
policy analyst in the Pentagoncs Office of the Secretary of Defense, | led the
group that drafted the official U.S. policy on autonomy in weapons. (Spoiler
alert: it doesng ban them.) Since 2014, Igve ran the Ethical Autonomy Project at
the Center for a New American Security, an independent bipartisan think tank in
Washington, DC, during which Igqze met experts from awide range of disciplines
grappling with these questions. academics, lawyers, ethicists, psychologists,
arms control activists, military professionals, and pacifists. Igve peered behind
the curtain of government projects and met with the engineers building the next
generation of military robots.

This book will guide you on a journey through the rapidly evolving world of
next-generation robotic weapons. 1dl take you inside defense companies
building intelligent missiles and research labs doing cutting-edge work on
swarming. Iql introduce the government officials setting policy and the activists
striving for a ban. This book will examine the pastg including things that went
wrong¢ and look to the future, as | meet with the researchers pushing the
boundaries of artificial intelligence.

This book will explore what a future populated by autonomous weapons
might look like. Automated stock trading has led to Yflash crashesy on Wall
Street. Could autonomous weapons lead to a Yflash wary? New Al methods such
as deep learning are powerful, but often lead to systems that are effectively a
Yolack boxyg even to their designers. What new challenges will advanced Al



systems bring?

Over 3,000 robotics and artificial intelligence experts have called for a ban
on offensive autonomous weapons, and are joined by over sixty
nongovernmental organizations (NGOs) in the Campaign to Stop Killer Robots.
Science and technology luminaries such as Stephen Hawking, Elon Musk, and
Apple cofounder Steve Wozniak have spoken out against autonomous weapons,
warning they could spark aYglobal Al armsrace.y

Can an arms race be prevented, or is one already under way? If itcs already
happening, can it be stopped? Humanitycg track record for controlling dangerous
technology is mixed; attempts to ban weapons that were seen as too dangerous
or inhumane date back to antiquity. Many of these attempts have failed,
including early-twentieth-century attempts to ban submarines and airplanes.
Even those that have succeeded, such as the ban on chemical weapons, rarely
stop rogue regimes such as Bashar al-Assadcs Syria or Saddam Husseingg Irag. If
an international ban cannot stop the worldos most odious regimes from building
Killer robot armies, we may someday face our darkest nightmares brought to life.

STUMBLING TOWARD THE ROBOPOCALYPSE

No nation has stated outright that they are building autonomous weapons, but in
secret defense labs and dual-use commercial applications, Al technology is
racing forward. For most applications, even armed robots, humans would remain
in control of lethal decisionsg but battlefield pressures could drive militaries to
build autonomous weapons that take the human out of the loop. Militaries could
desire greater autonomy to take advantage of computersq superior speed or so
that robots can continue engagements when their communications to human
controllers are jammed. Or militaries might build autonomous weapons simply
because of afear that others might do so. U.S. Deputy Secretary of Defense Bob
Work has asked:

If our competitors go to Terminators . . . and it turns out the Terminators are able to make
decisions faster, even if theyqe bad, how would we respond?

Vice Chairman of the Joint Chiefs of Staff General Paul Selva has termed
this dilemma YT he Terminator Conundrum.y The stakes are high: Al is emerging
as a powerful technology. Used the right way, intelligent machines could save
lives by making war more precise and humane. Used the wrong way,
autonomous weapons could lead to more killing and even greater civilian
casualties. Nations will not make these choices in a vacuum. It will depend on



what other countries do, as well as on the collective choices of scientists,
engineers, lawyers, human rights activists, and others participating in this debate.
Artificial intelligence is coming and it will be used in war. How it is used,
however, is an open question. In the words of John Connor, hero of the
Terminator movies and leader of the human resistance against the machines,
YT he futurecs not set. Therecg no fate but what we make for ourselves.y The fight
to ban autonomous weapons cuts to the core of humanitycs ages-old conflicted
relationship with technology: do we control our creations or do they control us?
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Robopocalypse Now



THE COMING SWARM

THE MILITARY ROBOTICSREVOLUTION

On a sunny afternoon in the hills of central California, a swarm takes flight.

One by one, a launcher flings the slim Styrofoam-winged drones into the air.
The drones let off a high-pitched buzz, which fades as they climb into the crystal
blue California sky.

The drones carve the air with sharp, precise movements. | look at the drone
pilot standing next to me and realize with some surprise that his hands areng
touching the controls; the drones are flying fully autonomoudly. Itcs a silly
realizationg after all, autonomous drone swarms are what Igqze come here to see
¢ yet somehow the experience of watching the drones fly with such agility
without any human controlling them is different than Icg imagined. Their nimble
movements seem purposeful, and itcs hard not to imbue them with intention. 1tcg
both impressive and discomfiting, this idea of the drones operating Yoff |eash.y

|lgve traveled to Camp Roberts, California, to see researchers from the Naval
Postgraduate School investigate something no one else in the world has ever
done before: swarm warfare. Unlike Predator drones, which are individually
remotely piloted by human controllers on the ground, these researchersqdrones
are controlled en masse. Todaycs experiment will feature twenty drones flying
simultaneously in a ten-against-ten swarm-on-swarm mock dogfight. The
shooting is simulated, but the maneuvering and flying are all real.

Each drone comes off the launcher with its autopilot already switched on.
Without any human direction, they climb to their assigned altitudes and form
two teams, reporting back when they are Yswarm ready.y The Red and Blue



swarms wait in their respective corners of the aerial combat arena, circling like a
flock of hungry buzzards.

The pilot commanding Red Swarm rubs his hands together, anticipating the
coming battleg which is funny, because his entire role is just to click the button
that tells the swarm to start. After that, hecs as much of a spectator as| am.

Duane Davis, the retired Navy helicopter pilot turned computer programmer
who designed the swarm algorithms, counts down to the fight:

Ynitiating swarmv. swarm . . . 3, 2, 1, shoot!y

Both the Red and Blue swarm commanders put their swarms into action. The
two swarms close in on each other without hesitation. YFightos on!y Duane yells
enthusiastically. Within seconds, the swarms close the gap and collide. The two
swarms blend together into a furball of close air combat. The swarms maneuver
and swirl as a single mass. Simulated shots are tallied up at the bottom of the
computer screen:

YUAV 74 fired at UAV 33
YUAV 59 fired at UAV 25
YUAV 33 hit
YUAV 25 hit . . .y

The swarmsg behavior is driven by a simple algorithm called Greedy
Shooter. Each drone will maneuver to get into a kill shot position against an
enemy drone. A human must only choose the swarm behavior¢ wait, follow,
attack, or land¢ and tell the swarm to start. After that, all of the swarmcg actions
are totally autonomous.

On the Red Swarm commandercs computer screen, itcg hard to tell whocg
winning. The drone icons overlap one another in a blur while, outside, the drones
circle each other in a maelstrom of air combat. The whirling gyre looks like pure
chaos to me, athough Davis tells me he sometimes can pick out which drones
are chasing each other.

A referee software called The Arbiter tracks the score. Red Swarm gains the
upper hand with four kills to Bluecs two. The Ykilledy dronesq status switches
from green to red as theyqe taken out of the fight. Then the fight fallsinto alull,
with the aircraft circling each other, unable to get a kill. Davis explains that
because the aircraft are perfectly matchedg same airframe, same flight controls,
same algorithmsg they sometimes fall into a stalemate where neither side can
gain the upper hand.

Davis resets the battlefield for Round 2 and the swarms return to their



respective corners. When the swarm commanders click go, the swarms close on
each other once again. This time the battle comes out dead even, 3F3. In Round
3, Red pulls out a decisive win, 7F4. Red Swarm commander is happy to take
credit for the win. ¥YI pushed the button,y he says with a chuckle.

Just as robots are transforming industriesg from self-driving cars to robot
vacuum cleaners and caretakers for the elderlyg they are also transforming war.
Global spending on military robotics is estimated to reach $7.5 billion per year
in 2018, with scores of countries expanding their arsenals of air, ground, and
maritime robots.

Robots have many battlefield advantages over traditional human-inhabited
vehicles. Unshackled from the physiological limits of humans, uninhabited
(Yunmannedy) vehicles can be made smaller, lighter, faster, and more
maneuverable. They can stay out on the battlefield far beyond the limits of
human endurance, for weeks, months, or even years at a time without rest. They
can take more risk, opening up tactical opportunities for dangerous or even
suicidal missions without risking human lives.

However, robots have one major disadvantage. By removing the human from
the vehicle, they lose the most advanced cognitive processor on the planet: the
human brain. Most military robots today are remotely controlled, or
teleoperated, by humans; they depend on fragile communication links that can be
jammed or disrupted by environmental conditions. Without these
communications, robots can only perform simple tasks, and their capacity for
autonomous operation is limited.

The solution: more autonomy.

No one planned on arobotics revolution, but the U.S. military stumbled into one
as it deployed thousands of air and ground robots to meet urgent needs in Irag
and Afghanistan. By 2005, the U.S. Department of Defense (DoD) had woken
up to the fact that something significant was happening. Spending on
uninhabited aircraft, or drones, which had hovered around the $300 million per
year mark in the 1990s, skyrocketed after 9/11, increasing sixfold to over $2
billion per year by 2005. Drones proved particularly valuable in the messy
counterinsurgency wars in Irag and Afghanistan. Larger aircraft like the MQ-1B
Predator can quietly surveil terrorists around the clock, tracking their movements
and unraveling their networks. Smaller hand-launched drones like the RQ-11



Raven can provide troops Yover-the-hill reconnaissancey on demand while on
patrol. Hundreds of drones had been deployed to Iraq and Afghanistan in short
order.

Drones werend newg they had been used in a limited fashion in Viethamg
but the overwhelming crush of demand for them was. While in later years drones
would become associated with Ydrone strikesy it is their capacity for persistent
surveillance, not dropping bombs, that makes them unique and valuable to the
military. They give commanders alow-cost, low-risk way to put eyesin the sky.

Soon, the Pentagon was pouring drones into the wars at a breakneck pace.
By 2011, annua spending on drones had swelled to over $6 hillion per year,
over twenty times pre-9/11 levels. DoD had over 7,000 drones in its fleet. The
vast majority of them were smaller hand-launched models, but large aircraft like
the M Q-9 Reaper and RQ-4 Global Hawk were also valuable military assets.

At the same time, DoD was discovering that robots werend just valuable in
the air. They were equally important, if not more so, on the ground. Driven in
large part by the rise of improvised explosive devices (IEDs), DoD deployed
over 6,000 ground robots to Iraq and Afghanistan. Small robots like the iRobot
Packbot allowed troops to disable or destroy IEDs without putting themselves at
risk. Bomb disposal isagreat job for arobot.

In 2005, after DoD started to come to grips with the robotics revolution and its
implications for the future of conflict, it began publishing a series of Yroadmapsy
for future unmanned system investment. The first roadmap was focused on
aircraft, but subsequent roadmaps in 2007, 2009, 2011, and 2013 included
ground and maritime vehicles as well. While the liongg share of dollars has gone
toward uninhabited aircraft, ground, sea surface, and undersea vehicles have
valuablerolesto play aswell.

These roadmaps did more than simply catalog the investments DoD was
making. Each roadmap looked forward twenty-five years into the future,
outlining technology needs and wants in order to help inform future investments
by government and industry. They covered sensors, communications, power,
weapons, propulsion, and other key enabling technologies. Across all the
roadmaps, autonomy is a dominant theme.

The 2011 roadmap perhaps summarized the vision best:

For unmanned systems to fully realize their potential, they must be able to achieve a highly



autonomous state of behavior and be able to interact with their surroundings. This advancement
will require an ability to understand and adapt to their environment, and an ability to collaborate
with other autonomous systems.

Autonomy is the cognitive engine that power robots. Without autonomy, robots
are only empty vessels, brainless husks that depend on human controllers for
direction.

In Irag and Afghanistan, the U.S. military operated in a relatively
Ypermissivey electromagnetic environment where insurgents did not generaly
have the ability to jam communications with robot vehicles, but this will not
always be the case in future conflicts. Mgor nation-state militaries will almost
certainly have the ability to disrupt or deny communications networks, and the
electromagnetic spectrum will be highly contested. The U.S. military has ways
of communicating that are more resistant to jamming, but these methods are
limited in range and bandwidth. Against a major military power, the type of
drone operations the United States has conducted when going after terroristsg
streaming high-definition, full-motion video back to stateside bases via satellites
@ will not be possible. In addition, some environments inherently make
communications challenging, such as undersea, where radio wave propagation is
hindered by water. In these situations, autonomy is a must if robotic systems are
to be effective. As machine intelligence advances, militaries will be able to
create ever more autonomous robots capable of carrying out more complex
missions in more challenging environments independent from human control.

Even if communications links work perfectly, greater autonomy is also
desirable because of the personnel costs of remotely controlling robots.
Thousands of robots require thousands of people to control them, if each robot is
remotely operated. Predator and Reaper drone operations require seven to ten
pilots to staff one drone Yorbity of 24/7 continuous around-the-clock coverage
over an area. Another twenty people per orbit are required to operate the sensors
on the drone, and scores of intelligence analysts are needed to sift through the
sensor data. In fact, because of these substantial personnel requirements, the U.S.
Air Force has a strong resistance to calling these aircraft Yunmanned.y There
may not be anyone on board the aircraft, but there are still humans controlling it
and supporting it.

Because the pilot remains on the ground, uninhabited aircraft free
surveillance operations from the limits of human enduranceg but only the
physical ones. Drones can stay aoft for days at atime, far longer than a human
pilot could remain effective sitting in the cockpit, but remote operation doesng
change the cognitive requirements on human operators. Humans still have to



perform the same tasks, they just areng physically on board the vehicle. The Air
Force prefers the term Yremotely piloted aircrafty because thatcs what todaycg
drones are. Pilots till fly the aircraft via stick and rudder input, just remotely
from the ground, sometimes even half aworld away.

It a cumbersome way to operate. Building tens of thousands of cheap
robots is not a cost-effective strategy if they require even larger numbers of
highly trained (and expensive) people to operate them.

Autonomy is the answer. The 2011 DoD roadmap stated:

Autonomy reduces the human workload required to operate systems, enables the optimization of
the human role in the system, and allows human decision making to focus on points where it is
most needed. These benefits can further result in manpower efficiencies and cost savings as well
as greater speed in decision-making.

Many of DoDg¢p robotic roadmaps point toward the long-term goal of full
autonomy. The 2005 roadmap looked toward Yfully autonomous swarms.y The
2011 roadmap articulated an evolution of four levels of autonomy from (1)
human operated to (2) human delegated, (3) human supervised, and eventually
(4) fully autonomous. The benefits of greater autonomy was the Ysingle greatest
themey in a 2010 report from the Air Force Office of the Chief Scientist on
future technology.

Although Predator and Reaper drones are still flown manually, abeit
remotely from the ground, other aircraft such as Air Force Global Hawk and
Army Gray Eagle drones have much more automation: pilots direct these aircraft
where to go and the aircraft flies itself. Rather than being flown via a stick and
rudder, the aircraft are directed via keyboard and mouse. The Army doesng even
refer to the people controlling its aircraft as Ypilotsyg it called them Yoperators.y
Even with this greater automation, however, these aircraft still require one
human operator per aircraft for anything but the simplest missions.

Incrementally, engineers are adding to the set of tasks that uninhabited
aircraft can perform on their own, moving step by step toward increasingly
autonomous drones. In 2013, the U.S. Navy successfully landed its X-47B
prototype drone on a carrier at sea, autonomously. The only human input was the
order to land; the actual flying was done by software. In 2014, the Navycg
Autonomous Aerial Cargo/Utility System (AACUS) helicopter autonomously
scouted out an improvised landing area and executed a successful landing on its
own. Then in 2015, the X-47B drone again made history by conducting the first
autonomous aerial refueling, taking gas from another aircraft whilein flight.

These are key milestones in building more fully combat-capable uninhabited
aircraft. Just as autonomous cars will allow a vehicle to drive from point A to



point B without manual human control, the ability to takeoff, land, navigate, and
refuel autonomously will alow robots to perform tasks under human direction
and supervision, but without humans controlling each movement. This can begin
to break the paradigm of humans manualy controlling the robot, shifting
humans into a supervisory role. Humans will command the robot what action to
take, and it will execute the task on its own.

Swarming, or cooperative autonomy, is the next step in this evolution. Davis
Is most excited about the nonmilitary applications of swarming, from search and
rescue to agriculture. Coordinated robot behavior could be useful for a wide
variety of applications and the Naval Postgraduate Schoolcp research is very
basic, so the algorithms theyqe building could be used for many purposes. till,
the military advantages in mass, coordination, and speed are profound and hard
to ignore. Swarming can alow militaries to field large numbers of assets on the
battlefield with a small number of human controllers. Cooperative behavior can
also allow quicker reaction times, so that the swarm can respond to changing
events faster than would be possible with one person controlling each vehicle.

In conducting their swarm dogfight experiment, Davis and his colleagues are
pushing the boundaries of autonomy. Their next goal is to work up to a hundred
drones fighting in a fifty-on-fifty aerial swarm battle, something Davis and his
colleagues are aready simulating on computers, and their ultimate goal is to
move beyond dogfighting to a more complex game akin to capture the flag. Two
swarms would compete to score the most points by landing at the othercg air base
without being ‘Yshot downy first. Each swarm must balance defending its own
base, shooting down enemy drones, and getting as many of its drones as possible
into the enemycs base. What are the Yplaysy to run with a swarm? What are the
best tactics? These are precisely the questions Davis and his colleagues want to
explore.

Yf | have fifty planes that are involved in a swarm,y he said, Yhow much of
that swarm do | want to be focused on offenseg getting to the other guycg
landing area? How much do | want focused on defending my landing space and
doing the air-to-air problem? How do | want to do assignments of tasks between
the swarms? If lgve got the adversarycgs UAVs [unmanned aerial vehicles]
coming in, how do | want my swarm deciding which UAV is going to take
which adversary to try to stop them from getting to our base?y

Swarm tactics are still at a very early stage. Currently, the human operator
alocates a certain number of drones to a sub-swarm then tasks that sub-swarm
with a mission, such as attempting to attack an enemycg base or attacking enemy
aircraft. After that, the human is in a supervisory mode. Unless there is a safety



concern, the human controller wong intervene to take control of an aircraft.
Even then, if an aircraft began to experience a malfunction, it wouldng make
sense to take control of it until it left the swarmcg vicinity. Taking manual
control of an aircraft in the middle of the swarm could actually instigate a midair
collision. It would be very difficult for a human to predict and avoid a collision
with all of the other drones swirling in the sky. If the drone is under the swarmcg
command, however, it will automatically adjust its flight to avoid a collision.

Right now, the swarm behaviors Davis is using are very basic. The human
can command the swarm to fly in a formation, to land, or to attack enemy
aircraft. The drones then sort themselves into position for landing or formation
flying to Ydeconflicty their actions. For some tasks, such as landing, thisis done
relatively easily by atitude: lower planes land first. Other tasks, such as
deconflicting air-to-air combat are trickier. It wouldng do any good, for
example, for all of the drones in the swarm to go after the same enemy aircraft.
They need to coordinate their behavior.

The problem is analogous to that of outfielders calling afly ball. It wouldng
make sense to have the manager calling who should catch the ball from the
dugout. The outfielders need to coordinate among themselves. Yt one thing
when yougve got two humans that can talk to one another and one ball,y Davis
explained. Mtcs another thing when therecs fifty humans and fifty ballsy This
task would be effectively impossible for humans, but a swarm can accomplish
this very quickly, through a variety of methods. In centralized coordination, for
example, individual swarm elements pass their data back to a single controller,
which then issues commands to each robot in the swarm. Hierarchica
coordination, on the other hand, decomposes the swarm into teams and squads
much like a military organization, with orders flowing down the chain of
command.

Consensus-based coordination is a decentralized approach where all of the
swarm elements communicate with one another simultaneously and collectively
decide on a course of action. They could do this by using ‘Wotingy or Yauctiony
algorithms to coordinate behavior. For example, each swarm element could
place a Ybidy on an Yauctiony to catch the fly ball. The individua that bids
highest Yvinsy the auction and catches the ball, while the others move out of the
way.

Emergent coordination is the most decentralized approach and is how flocks
of birds, colonies of insects, and mobs of people work, with coordinated action
arising naturally from each individual making decisions based on those nearby.
Simple rules for individual behavior can lead to very complex collective action,



allowing the swarm to exhibit Ytollective intelligence.y For example, a colony of
ants will converge on an optimal route to take food back to the nest over time
because of simple behavior from each individual ant. As ants pick up food, they
leave a pheromone trail behind them as they move back to the nest. If they come
across an existing trail with stronger pheromones, theyd| switch to it. More ants
will arrive back at the nest sooner via the faster route, leading to a stronger
pheromone trail, which will then cause more ants to use that trail. No individual
ant Yknowsy which trail is fastest, but collectively the colony converges on the
fastest route.



Centralized
Coordination

Swarm elements
communicate with a
centralized planner which
coordinates all tasks.

Coordination by
Consensus

All swarm elements
communicate to one
another and use “voting”
or auction-based methods
to converge on a solution.

Swarm Command-and-Control Models

Hierarchical
Coordination

Swarm elements are controlled by
“squad” level agents, who are in
turn controlled by higher-level
controllers.

Emergent
Coordination

Coordination arises naturally by
individual swarm elements reacting
to one another, like in animal
swarms.



Communication among elements of the swarm can occur through direct
signaling, akin to an outfielder yelling ¥ got itly; indirect methods such as co-
observation, which is how schools of fish and herds of animals stay together; or
by modifying the environment in a process called stigmergy, like ants leaving
pheromones to mark atrail.

The drones in Davisgs swarm communicate through a central Wil router
on the ground. They avoid collisions by staying within narrow altitude windows
that are automatically assigned by the central ground controller. Their attack
behavior is uncoordinated, though. The Ygreedy shootery algorithm simply
directs each drone to attack the nearest enemy drone, regardless of what the
other drones are doing. In theory, all the drones could converge on the same
enemy drone, leaving other enemies untouched. Itcp a terrible method for air-to-
air combat, but Davis and his colleagues are still in the proof-of-concept stage.
They have experimented with a more decentralized auction-based approach and
found it to be very robust to disruptions, including up to a 90 percent
communications loss within the swarm. As long as some communications are
up, even if theyqe spotty, the swarm will converge on a solution.

The effect of fifty aircraft working together, rather than fighting individually
or in wingman pairs as humans do today, would be tremendous. Coordinated
behavior is the difference between a basketball team and five ball hogs all
making a run at the basket themselves. Itcg the difference between a bunch of
lone wolves and a wolf pack.

In 2016, the United States demonstrated 103 aerial drones flying together in
a swarm that DoD officials described as Ya collective organism, sharing one
distributed brain for decision-making and adapting to each other like swarms in
nature.y (Not to be outdone, afew months later China demonstrated a 119-drone
swarm.) Fighting together, a drone swarm could be far more effective than the
same number of drones fighting individually. No one yet knows what the best
tactics will be for swarm combat, but experiments such as these are working to
tease them out. New tactics might even be evolved by the machines themselves
through machine learning or evolutionary approaches.

Swarms arend merely limited to the air. In August 2014, the U.S. Navy
Office of Naval Research (ONR) demonstrated a swarm of small boats on the
James River in Virginia by simulating a mock strait transit in which the boats
protected a high-value Navy ship against possible threats, escorting it through a
simulated high-danger area. When directed by a human controller to investigate
a potentia threat, a detachment of uninhabited boats moved to intercept and
encircle the suspicious vessel. The human controller smply directed them to



intercept the designated suspicious ship; the boats moved autonomously,
coordinating their actions by sharing information. This demonstration involved
five boats working together, but the concept could be scaled up to larger
numbers, just asin aerial drone swarms.

Bob Brizzolara, who directed the Navycs demonstration, called the swarming
boats a Ygame changer.y Itcs an often-overused term, but in this case, itgs not
hyperboleg robotic boat swarms are highly valuable to the Navy as a potential
way to guard against threats to its ships. In October 2000, the USS Cole was
attacked by al-Qaida terrorists using a small explosive-laden boat while in port
in Aden, Yemen. The blast killed seventeen sailors and cut a massive gash in the
shipcs hull. Similar attacks continue to be a threat to U.S. ships, not just from
terrorists but also from Iran, which regularly uses small high-speed craft to
harass U.S. ships near the Straits of Hormuz. Robot boats could intercept
suspicious vessels further away, putting eyes (and potentially weapons) on
potentially hostile boats without putting sailors at risk.

What the robot boats might do after theyagve intercepted a potentially hostile
vessel is another matter. In a video released by the ONR, a .50 caliber machine
gun is prominently displayed on the front of one of the boats. The videocg
narrator makes no bones about the fact that the robot boats could be used to
‘Ydamage or destroy hostile vessels,y but the demonstration didng involve firing
any actual bullets, and didng include a consideration of what the rules of
engagement actually would have been. Would a human be required to pull the
trigger? When pressed by reporters following the demonstration, a spokesman
for ONR explained that “here is aways a human in the loop when it comes to
the actual engagement of an enemy.y But the spokesman also acknowledged that
Yunder this swarming demonstration with multiple [unmanned surface vehicles],
ONR did not study the specifics of how the human-in-the-loop works for rules of
engagement.y



Orient Decide

Observe Act

In the OODA loop paradigm of combat, victory on the
battlefield goes to whichever side can complete the observe-
orient-decide-act cycle faster.

OODA Loop

The Navycg fuzzy answer to such afundamental question reflects atension in
the militarycs pursuit of more advanced robotics. Even as researchers and
engineers move to incorporate more autonomy, there is an understanding that
there areg or should beg limits on autonomy when it comes to the use of
weapons. What exactly those limits are, however, is often unclear.

How much autonomy is too much? The U.S. Air Force laid out an ambitious
vision for the future of robot aircraft in their Unmanned Aircraft Systems Flight
Plan, 2009F2047. The report envisioned a future where an arms race in speed
drove a desire for ever-faster automation, not unlike real-world competition in
automated stock trading.

In air combat, pilots talk about an observe, orient, decide, act (OODA) loop,
a cognitive process pilots go through when engaging enemy aircraft.
Understanding the environment, deciding, and acting faster than the enemy
allows a pilot to ‘Yyet insidey the enemygs OODA loop. While the enemy is till
trying to understand whatcg happening and decide on a course of action, the pilot
has aready changed the situation, resetting the enemy to square one and forcing
him or her to come to grips with a new situation. Air Force strategist John Boyd,
originator of the OODA loop, described the objective:



Goal: Collapse adversarycp system into confusion and disorder by causing him to over and under
react to activity that appears simultaneously menacing as well as ambiguous, chaotic, or
misleading.

If victory comes from completing this cognitive process faster, then one can see
the advantage in automation. The Air Forcecs 2009 Flight Plan saw tremendous
potential for computers to exceed human decision-making speeds:

Advances in computing speeds and capacity will change how technology affects the OODA loop.
Today the role of technology is changing from supporting to fully participating with humans in
each step of the process. In 2047 technology will be able to reduce the time to complete the
OODA loop to micro or nanoseconds. Much like a chess master can outperform proficient chess
players, [unmanned aircraft systems] will be able to react at these speeds and therefore this loop
moves toward becoming a Yperceive and acty vector. Increasingly humans will no longer be ¥Yin
the loopy but rather Yon the loopyg monitoring the execution of certain decisions.
Simultaneously, advances in Al will enable systems to make combat decisions and act within
legal and policy constraints without necessarily requiring human input.

This, then, is the logical culmination of the arms race in speed: autonomous
weapons that complete engagements all on their own. The Air Force Flight Plan
acknowledged the gravity of what it was suggesting might be possible. The next
paragraph continued:

Authorizing a machine to make lethal combat decisions is contingent upon political and military
leaders resolving legal and ethical questions. These include the appropriateness of machines
having this ability, under what circumstances it should be employed, where responsibility for
mistakes lies and what limitations should be placed upon the autonomy of such systems. . . .
Ethical discussions and policy decisions must take place in the near term in order to guide the
development of future [unmanned aircraft system] capabilities, rather than alowing the
development to take its own path apart from this critical guidance.

The Air Force wasng recommending autonomous weapons. It wasng even
suggesting they were necessarily a good idea. What it was suggesting was that
autonomous systems might have advantages over humans in speed, and that Al
might advance to the point where machines could carry out lethal targeting and
engagement decisions without human input. If that is true, then legal, ethical,
and policy discussions should take place now to shape the development of this
technology.

At the time the Air Force Flight Plan was released in 2009, | was working in
the Office of the Secretary of Defense as a civilian policy analyst focusing on
drone policy. Most of the issues we were grappling with at the time had to do
with how to manage the overwhelming demand for more drones from Iraq and
Afghanistan. Commanders on the ground had a seemingly insatiable appetite for
drones. Despite the thousands that had been deployed, they wanted more, and



Pentagon senior leadersg particularly in the Air Forceg were concerned that
spending on drones was crowding out other priorities. Secretary of Defense
Robert Gates, who routinely chastised the Pentagon for its preoccupation with
future wars over the ongoing ones in Irag and Afghanistan, strongly sided with
warfighters in the field. His guidance was clear: send more drones. Most of my
time was spent figuring out how to force the Pentagon bureaucracy to comply
with the secretarycg direction and respond more effectively to warfighter needs,
but when policy questions like this came up, eyes turned toward me.

| didng have the answers they wanted. There was no policy on autonomy.
Although the Air Force had asked for policy guidance in their 2009 Flight Plan,
there wasng even a conversation under way.

The 2011 DoD roadmap, which | was involved in writing, took a stab at an
answer, even if it was atemporary one:

Policy guidelines will especially be necessary for autonomous systems that involve the
application of force. . . . For the foreseeable future, decisions over the use of force and the choice
of which individual targets to engage with lethal force will be retained under human control in
unmanned systems.

It didng say much, but it was the first official DoD policy statement on |ethal
autonomy. Lethal force would remain under human control for the Yforeseeable
future.y But in a world where Al technology is racing forward at a breakneck
pace, how far into the future can we really see?



THE TERMINATOR AND THE ROOMBA

WHAT ISAUTONOMY ?

Autonomy Is a slippery word. For one person, Yautonomous roboty might

mean a household Roomba that vacuums your home while youqe away. For
another, autonomous robots conjure images from science fiction. Autonomous
robots could be a good thing, like the friendlyg if irritatingg C-3PO from Sar
Wars, or could lead to rogue homicidal agents, like those Skynet deploys against
humanity in the Terminator movies.

Science fiction writers have long grappled with questions of autonomy in
robots. Isaac Asimov created the now-iconic Three Laws of Robotics to govern
robotsin his stories:

1 A robot may not injure a human being or, through inaction, allow a human
being to come to harm.

2 A robot must obey orders given by human beings except where such orders
would conflict with the first law.

3 A robot must protect its own existence as long as such protection does not
conflict with the first or second law.

In Asimovcg stories, these laws embedded within the robotcs Ypositronic brainy
are inviolable. The robot must obey. Asimovcs stories often explore the
consequences of robotsgstrict obedience of these laws, and loopholesin the laws
themselves. In the Asimov-inspired movie |, Robot (spoiler alert), the lead robot
protagonist, Sonny, is given a secret secondary processor that allows him to



override the Three Laws, if he desires. On the outside, Sonny looks the same as
other robots, but the human characters can instantly tell there is something
different about him. He dreams. He questions them. He engages in humanlike
dialogue and critical thought of which the other robots are incapable. There is
something unmistakably human about Sonnycs behavior.

When Dr. Susan Calvin discovers the source of Sonnycs apparent anomal ous
conduct, she finds it hidden in his chest cavity. The symbolism in the film is
unmistakable: unlike other robots who are slavesto logic, Sonny has a‘theart.y

Fanciful as it may be, |, Robotgs take on autonomy resonates. Unlike
machines, humans have the ability to ignore instructions and make decisions for
themselves. Whether robots can ever have something akin to human free will isa
common theme in science fiction. In |, Robotcg climactic scene, Sonny makes a
choice to save Dr. Calvin, even though it means risking the success of their
mission to defeat the evil Al V.I.K.l., who has taken over the city. Itcs a choice
motivated by love, not logic. In the Terminator movies, when the military Al
Skynet becomes self-aware, it makes a different choice. Upon determining that
humans are a threat to its existence, Skynet decides to eliminate them, starting
global nuclear war and initiating YJudgment Day.y

In the real world, machine autonomy doesnd require a magical spark of free will
or a soul. Autonomy is simply the ability for a machine to perform a task or
function on its own.

The DoD unmanned system roadmaps referred to Yievel sy or a Yspectrumy of
autonomy, but those classifications are overly simplistic. Autonomy
encompasses three distinct concepts: the type of task the machine is performing;
the relationship of the human to the machine when performing that task; and the
sophistication of the machinegs decision-making when performing the task. This
means there are three different dimensions of autonomy. These dimensions are
independent, and a machine can be Ymore autonomousy by increasing the
amount of autonomy along any of these spectrums.

Thefirst dimension of autonomy is the task being performed by the machine.
Not all tasks are equal in their significance, complexity, and risk: athermostat is
an autonomous system in charge of regulating temperature, while Terminator cg
Skynet was given control over nuclear weapons. The complexity of decisions
involved and the consequences if the machine fails to perform the task



appropriately are very different. Often, a single machine will perform some tasks
autonomously, while humans are in control of other tasks, blending human and
machine control within the system. Modern automobiles have a range of
autonomous features. automatic braking and collision avoidance, antilock
brakes, automatic seat belt retractors, adaptive cruise control, automatic lane
keeping, and self-parking. Some autonomous functions, such as autopilots in
commercial airliners, can be turned on or off by a human user. Other
autonomous functions, like airbags, are always ready and decide for themselves
when to activate. Some autonomous systems may be designed to override the
human user in certain situations. U.S. fighter aircraft have been modified with an
automatic ground collision avoidance system (Auto-GCAS). If the pilot becomes
disoriented and is about to crash, Auto-GCAS will take control of the aircraft at
the last minute to pull up and avoid the ground. The system has already saved at
least one aircraft in combat, rescuing aU.S. F-16 in Syria.

As automobiles and aircraft demonstrate, it is meaningless to refer to a
system as Yautonomousy without referring to the specific task that is being
automated. Cars are still driven by humans (for now), but a host of autonomous
functions can assist the driver, or even take control for short periods of time. The
machine becomes Ymore autonomousy as it takes on more tasks, but some
degree of human involvement and direction always exists. YFully autonomousy
self-driving cars can navigate and drive on their own, but a human is ill
choosing the destination.

For any given task, there are degrees of autonomy. A machine can perform a
task in a semiautonomous, supervised autonomous, or fully autonomous manner.
Thisis the second dimension of autonomy: the human-machine relationship.



Semi-Autonomous Operation
(human in the loop)

Decide

Sense X Act

The machine performs a task and
then waits for the human user to
take an action before continuing.

Semiautonomous Operation (human in the loop)

In semiautonomous systems, the machine performs a task and then waits for
a human user to take an action before continuing. A human is ¥in the loop.y
Autonomous systems go through a sense, decide, act loop similar to the military
OODA loop, but in semiautonomous systems the loop is broken by a human.
The system can sense the environment and recommend a course of action, but
cannot carry out the action without human approval.

Decide

Sense X Act

The machine can sense, decide, and act
on its own. The human user supervises its
operation and can intervene, if desired.

Supervised Autonomous Operation (human on the loop)



In supervised autonomous systems, the human sits Yony the loop. Once put
into operation, the machine can sense, decide, and act on its own, but a human
user can observe the machinecs behavior and intervene to stop it, if desired.

\

Sense

Decide

Act

The machine can sense, decide, and
act on its own. The human cannot
intervene in a timely fashion.

Fully Autonomous Operation (human out of the loop)

Fully autonomous systems sense, decide, and act entirely without human
intervention. Once the human activates the machine, it conducts the task without
communication back to the human user. The human is Yout of the loop.y

Many machines can operate in different modes at different times. A Roomba
that is vacuuming while you are home is operating in a supervised autonomous
mode. If the Roomba becomes stuckg my Roomba frequently trapped itself in
the bathroom¢ then you can intervene. If youqe out of the house, then the
Roomba is operating in a fully autonomous capacity. If something goes wrong,
itcg on its own until you come home. More often than | would have liked, | came
home to a dirty house and a spotless bathroom.

It wasng the Roombacg fault it had locked itself in the bathroom. It didng
even know that it was stuck (Roombas arend very smart). It had simply
wandered into a location where its aimless bumping would nudge the door
closed, trapping it. Intelligence is the third dimension of autonomy. More
sophisticated, or more intelligent, machines can be used to take on more
complex tasks in more challenging environments. People often use terms like
Yautomatic,y Yautomated,y or Yautonomousy to refer to a spectrum of
intelligence in machines.

Automatic systems are simple machines that dong exhibit much in the way
of ‘Yecision-making.y They sense the environment and act. The relationship



between sensing and action is immediate and linear. It is aso highly predictable
to the human user. An old mechanical thermostat is an example of an automatic
system. The user sets the desired temperature and when the temperature gets too
high or too low, the thermostat activates the heat or air conditioning.

Automated systems are more complex, and may consider a range of inputs
and weigh severa variables before taking an action. Nevertheless, the internal
cognitive processes of the machine are generaly traceable by the human user, at
least in principle. A modern digital programmable thermostat is an example of
an automated system. Whether the heat or air conditioning turns on is a function
of the house temperature as well as what day and time it is. Given knowledge of
the inputs to the system and its programmed parameters, the systemcs behavior
should be predictable to atrained user.

Autonomous
Goal-oriented,
Automated self-directed
. Complex, - 5enCe
Automatic sulebaced - and intelige™
Simple ophisticd™®
g C‘.easings
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As machines become more sophisticated, they become more capable and able to
accomplish more complex tasks in more open-ended environments. The downside is
that their specific actions may be less predictable, even to trained users.

Spectrum of Intelligence in Machines

YAutonomousy is often used to refer to systems sophisticated enough that
thelr internal cognitive processes are less intelligible to the user, who
understands the task the system is supposed to perform, but not necessarily how
the system will perform that task. Researchers often refer to autonomous systems
as being ‘Yyoal-oriented.y That is to say, the human user specifies the goal, but
the autonomous system has flexibility in how it achieves that goal.

Take a self-driving car, for example. The user specifies the destination and
other goals, such as avoiding accidents, but cang possibly specify in advance



every single action the autonomous car is supposed to perform. The user doesng
know where there will be traffic or obstacles in the road, when lights will
change, or what other cars or pedestrians will do. The car is therefore
programmed with the flexibility to decide when to stop, go, and change lanes in
order to accomplish its goal: getting to the destination safely.

In practice, the line between automatic, automated, and autonomous systems
is still blurry. Often, the term Yautonomousy is used to refer to future systems
that have not yet been built, but once they do exist, people describe those same
systems as Yautomated.y Thisis similar to atrend in artificial intelligence where
Al is often perceived to encompass only tasks that machines cannot yet do. Once
amachine conquers atask, then it is merely Ysoftware.y

Autonomy doesng mean the system is exhibiting free will or disobeying its
programming. The difference is that unlike an automatic system where there is a
simple, linear connection from sensing to action, autonomous systems take into
account a range of variables to consider the best action in any given situation.
Goal-oriented behavior is essential for autonomous systems in uncontrolled
environments. If a self-driving car were on a closed track with no pedestrians or
other vehicles, each movement could be programmed into the car in advanceg
when to go, stop, turn, etc. But such a car would not be very useful, as it could
only drive in a simple environment where every action could be predicted. In
more complex environments or when performing more complex tasks, it is
crucial that the machine be able to make decisions based on the specific
situation.

This greater complexity in autonomous systems is a double-edged sword.
The downside to more sophisticated systems is that the user may not be able to
predict its specific actions in advance. The feature of increased autonomy can
become a flaw if the user is surprised in an unpleasant way by the machinecg
behavior. For simple automatic or automated systems, this is less likely. But as
the complexity of the system increases, so does the difficulty of predicting how
the machine will act.

It can be exciting, if a little scary, to hand over control to an autonomous
system. The machineis like a black box. We specify its goa and, like magic, the
machine overcomes obstacles to reach the goal. The inner workings of how it did
so are often mysterious to us; the distinction between Yautomatedy and
Yautonomousy is principally in the mind of the user. A new machine only feels
Yautonomousy because we dong yet have a good mental model for how it
Ythinks.y As we gain experience with the machine and begin to better understand
it, the layers of fog hiding the inner workings of the black box dissipate,



revealing the complex logic driving its behavior. We come to decide the
machine is merely Yautomatedy after all. In understanding the machine, we have
tamed it; the humans are back in control. That process of discovery, however,
can be arocky one.

A few years ago, | purchased a Nest Ytearning thermostat.y The Nest tracks
your behavior and adjusts the housecs temperature as needed, Ytearningy your
preferences over time. There were bumps along the way as | discovered various
aspects of the Nestcs functionality and occasionally the house was temporarily
too warm or too cold, but | was sufficiently enamored of the technology that |
was willing to push through these growing pains. My wife, Heather, was less
tolerant of the Nest. Every time it changed the temperature on its own,
disregarding an instruction she had given, she viewed it more and more
suspiciously. (Unbeknownst to her, the Nest was following other guidance | had
given it previoudly.)

The final straw for the Nest was when we came home from summer vacation
to find the house a toasty 84 degrees, despite my having gone online the night
before and set the Nest to a comfortable 70. With sweat dripping off our faces,
we set our bags down in the foyer and | ran to the Nest to see what had
happened. As it turned out, | had neglected to turn off the Yauto-away feature.y
After the Nestcs hallway sensor detected no movement and discerned we were
not home, it reverted¢ per its programmingg to the energy-saving Yawayy
setting of 84 degrees. One look from Heather told me it was too late, though. She
had lost trust in the Nest. (Or, more accurately, in my ability to useit.)

The Nest wasng broken, though. The human-machine connection was. The
same features that made the Nest Ysmartery aso made it harder for me to
anticipate its behavior. The disconnect between my expectations of what the
Nest would do and what it was actually doing meant the autonomy that was
supposed to be working for me ended up, more often than not, working against
my goals.

All the Nest did was control the thermostat. The Roomba merely vacuumed.
Coming home to a Roomba locked in the bathroom or an overheated house
might be annoying, but it wasng a catastrophe. The tasks entrusted to these
autonomous systems wereng critical ones.



What if | was dealing with an autonomous system performing a truly critical
function? What if the Nest was a weapon, and my inability to understand it led to
failure?

What if the task | was delegating to an autonomous system was the decision
whether or not to kill?



MACHINES THAT KILL

WHAT ISAN AUTONOMOUS WEAPON?

The path to autonomous weapons began 150 years ago in the mid-nineteenth

century. As the second industria revolution was bringing unprecedented
productivity to cities and factories, the same technology was bringing
unprecedented efficiency to killing in war.

At the start of the American Civil War in 1861, inventor Richard Gatling
devised a new weapon to speed up the process of firing: the Gatling gun. A
forerunner of the modern machine gun, the Gatling gun employed automation
for loading and firing, allowing more bullets to be fired in a shorter amount of
time. The Gatling gun was a significant improvement over Civil Warkera rifled
muskets, which had to be loaded by hand through the muzzle in a lengthy
process. Well-trained troops could fire three rounds per minute with a rifled
musket. The Gatling gun fired over 300 rounds per minute.

In its time, the Gatling gun was a marvel. Mark Twain was an early
enthusiast:

[T]he Gatling gun . . . isacluster of six to ten savage tubes that carry great conical pellets of lead,
with unerring accuracy, a distance of two and a half miles. It feeds itself with cartridges, and you
work it with a crank like a hand organ; you can fire it faster than four men can count. When fired
rapidly, the reports blend together like the clattering of a watchmancg rattle. It can be discharged
four hundred times aminute! | liked it very much.

The Gatling gun was not an autonomous weapon, but it began a long
evolution of weapons automation. In the Gatling gun, the process of loading
bullets, firing, and gecting cartridges was all automatic, provided a human kept



turning the crank. The result was a tremendous expansion in the amount of
destructive power unleashed on the battlefield. Four soldiers were needed to
operate the Gatling gun, but by dint of automation, they could deliver the same
lethal firepower as more than a hundred men.

Richard Gatlinggs motivation was not to accel erate the process of killing, but
to save lives by reducing the number of soldiers needed on the battlefield.
Gatling built his device after watching waves of young men return home
wounded or dead from the unrelenting bloodshed of the American Civil War. In
aletter to afriend, he wrote:

It occurred to me that if | could invent a machineg a gung which could by its rapidity of fire,

enable one man to do as much battle duty as a hundred, that it would, to a great extent, supersede

the necessity of large armies, and consequently, exposure to battle and disease be greatly

diminished.

Gatling was an accomplished inventor with multiple patents to his name for
agricultural implements. He saw the gun in asimilar lightg machine technology
harnessed to improve efficiency. Gatling clamed his gun Ybears the same
relation to other firearms that McCormackcs reaper does to the sickle, or the
sewing machine to the common needle.y

Gatling was more right than he knew. The Gatling gun did indeed lay the
seeds for arevolution in warfare, a break from the old ways of killing people one
at a time with rifled muskets and shift to a new era of mechanized death. The
future Gatling wrought was not one of less bloodshed, however, but
unimaginably more. The Gatling gun laid the foundations for a new class of
machine: the automatic weapon.

Automatic weapons came about incrementally, with inventors building on and
refining the work of those who came before. The next tick in the gears of
progress came in 1883 with the invention of the Maxim gun. Unlike the Gatling
gun, which required a human to hand-crank the gun to power it, the Maxim gun
harnessed the physical energy from the recoil of the guncg firing to power the
process of reloading the next round. Hand-cranking was no longer needed, and
once firing was initiated, the gun could continue firing on its own. The machine
gun was born.

The machine gun was a marvelous and terrible invention. Unlike
semiautomatic weapons, which require the user to pull the trigger for each bullet,



automatic weapons will continue firing so long as the trigger remains held down.
Modern machine guns come in all shapes and sizes, from the snub-nosed Uzi
that plainclothes security personnel can tuck under their suit jackets to massive
chain guns that rattle off thousands of rounds per minute. Regardless of their
form, their power is palpable when firing one.

As a Ranger, | carried an M249 Squad Automatic Weapon, or SAW, a
single-person light machine gun carried in infantry fire teams. Weighing
seventeen pounds without ammunition, the SAW is on the hefty side of what can
be considered Yhand held.y With training, the SAW can be fired from the
shoulder standing up in short controlled bursts, but is best used lying on the
ground. The SAW comes equipped with two metal bipod legs that can be flipped
down to allow the gun to stand elevated off the dirt. One does not simply lay on
the ground and fire the SAW, however. The SAW has to be managed; it has to
be controlled. When fired, the weapon bucks and moves like awild animal from
the rapid-fire recoil. At acyclic rate of fire, with the trigger held down, the SAW
will fire 800 rounds per minute. Thatcs thirteen bullets streaming out of the
barrel per second. At that rate of fire, agunner will rip through his entire stash of
ammunition in under two minutes. The barrel will overheat and begin to melt.

Using the SAW effectively requires discipline. The gunner must lean into the
weapon to control it, putting his weight behind it and digging the bipod legs into
the dirt to pin the weapon down as it is fired. The gunner fires in short bursts of
five to seven rounds at a time to conserve ammunition, keep the weapon on
target, and prevent the barrel from overheating. Under heavy firing, the SAWe
barrel will glow red hot¢ the barrel may need to be removed and replaced with a
gpare before it begins to melt. The gun cang handle its own power.

On the other end of the spectrum of infantry machine guns is the M2 .50
caliber heavy machine gun, the Yma deuce.y Mounted on military trucks, the .50
cal is the gun that turns a ssmple off-road truck into a piece of lethal machinery,
the Ygun truck.y At eighty poundsg plus a fifty-pound tripodg the gun is a
behemoth. To fire it, the gunner leans back in the turret to brace him or herself
and thumbs down the trigger with both hands. The gun unleashes a powerful
THUK THUK THUK as the rounds exit. The half inchPwide bullets can sail
over amile,

Machine guns changed warfare forever. In the late 1800s, the British Army
used the Maxim gun to aid in their colonial conquest of Africa, allowing them to
take on and defeat much larger forces. For atime, to the British at least, machine
guns might have seemed like a weapon that lessened the cost of war. In World
War |, however, both sides had machine guns and the result was bloodshed on an



unprecedented scale. At the Battle of the Somme, Britain lost 20,000 men in a
single day, mowed down by automatic weapons. Millions died in the trenches of
World War |, an entire generation of young men.

Machine guns accelerated the process of killing by harnessing industrial age
efficiency in the service of war. Men wereng merely killed by machine guns;
they were mowed down, like McCormackcs mechanical reaper cutting down
stalks of grain. Machine guns are dumb weapons, however. They till have to be
aimed by the user. Once initiated, they can continue firing on their own, but the
guns have no ability to sense targets. In the twentieth century, weapons designers
would take the next step to add rudimentary sensing technologies into weapons
¢ theinitial stages of intelligence.

From the first time a human threw a rock in anger until the twentieth century,
warfare was fought with unguided weapons. Projectiles# whether shot from a
sling, a bow, or a cannong follow the laws of gravity once released. Projectiles
are often inaccurate, and the degree of inaccuracy increases with range. With
unguided weapons, destroying the enemy hinged on getting close enough to
deliver overwhelming barrages of fire to blanket an area.

In World War 11, as rockets, missiles, and bombs increased the range at
which combatants could target one another¢ but not their accuracyg militaries
sought to develop methods for precision guidance that would allow weapons to
accurately strike targets from long distances. Some attempts to insert intelligence
into weapons were seemingly comical, such as behaviorist B. F. Skinnercg
efforts to control a bomb by the pecking of a pigeon on atarget image. Skinnercg
pigeon-guided bomb might have worked, but it never saw combat. Other
attempts to implement onboard guidance measures did, giving birth to the first
Ysmarty weapons: precision-guided munitions (PGMSs).

The first successful PGM was the German G7e/T4 Falke ('YFal cony) torpedo,
introduced in 1943. The Falcon torpedo incorporated a new technological
innovation: an acoustic homing seeker. Unlike regular torpedoes that traveled in
a straight line and could very well miss a passing ship, the Falcon used its
homing seeker to account for aiming errors. After traveling 400 meters from the
German U-boat (submarine) that launched it, the Falcon would activate its
passive acoustic sensors, listening for any nearby merchant ships. It would then
steer toward any ships, detonating once it reached them.



The Falcon was used by only three U-boats in combat before being replaced
by the upgraded G7es/TS5 Zaunkdnig (YWreny), which had a faster motor and
therefore could hit faster moving Allied navy ships in addition to merchant
vessels. Using a torpedo that could home in on targets rather than travel in a
straight line had clear military advantages, but it also immediately created
complications. Two U-boats were sunk in December 1943 (U-972) and January
1944 (U-377) when their torpedoes circled back on them, homing in on the
sound of their own propeller. In response to this problem, Germany instituted a
400-meter safety limit before activating the homing mechanism. To more fully
mitigate against the dangers of a homing torpedo turning back on oneself,
German U-boats also began incorporating a tactic of diving immediately after
launch and then going completely silent.

The Allies quickly developed a countermeasure to the Wren torpedo. The
Foxer, an acoustic decoy towed behind Allied ships, was intended to lure away
the Wren so that it detonated harmlessly against the decoy, not the ship itself.
The Foxer introduced other problems; it loudly broadcast the Allied convoycg
position to other nearby U-boats, and it wasng long before the Germans
introduced the Wren 11 with an improved acoustic seeker. Thus began the arms
race in smart weapons and countermeasures against them.

The latter half of the twentieth century saw the expansion of PGMs like the
Wren into seg, air, and ground combat. Today, they are widely used by militaries
around the world in a variety of forms. Sometimes called Ysmart missilesy or
Ysmart bombsy PGMs use automation to correct for aiming errors and help
guide the munition (missile, bomb, or torpedo) onto the intended target.
Depending on their guidance mechanism, PGMs can have varying degrees of
autonomy.

Some guided munitions have very little autonomy at al, with the human
controlling the aimpoint of the weapon throughout its flight. Command-guided
weapons are manually controlled by a human remotely via a wire or radio link.
For other weapons, a human operator Ypaintsy the target with alaser or radar and
the missile or bomb homes in on the laser or radar reflection. In these cases, the
human doesnd directly control the movements of the munition, but does control
the weaponcs ampoint in real time. This allows the human controller to redirect
the munition in flight or potentially abort the attack.



Other PGMss are Yautonomousy in the sense that they cannot be recalled once
launched, but the munitioncg flight path and target are predetermined. These
munitions can use a variety of guidance mechanisms. Nuclear-tipped ballistic
missiles use inertiad navigation systems consisting of gyroscopes and
accelerometers to guide the missile to its preselected target point. Submarine-
launched nuclear ballistic missiles use star-tracking celestial navigation systems
to orient the missile, since the undersea launching point varies. Many cruise
missiles look down to earth rather than up to the stars for navigation, using radar
or digital scene mapping to follow the contours of the Earth to their preselected
target. GPS-guided weapons rely on signals from the constellation of U.S. global
positioning system satellites to determine their position and guidance to their
target. While many of these munitions cannot be recalled or redirected after
launch, the munitions do not have any freedom to select their own targets or
even their own navigational route. In terms of the task they are performing, they
have very little autonomy, even if they are beyond human control once launched.
Their movements are entirely predetermined. The guidance systems, whether
internal such as inertial navigation or external such as GPS, are only designed to
ensure the munition stays on path to its preprogrammed target. The limitation of
these guidance systems, however, is that they are only useful against fixed
targets.

Homing weapons are a type of PGM used to track onto moving targets. By
necessity since the target is moving, homing munitions have the ability to sense
the target and adapt to its movements. Some homing munitions use passive
sensors to detect their targets, as the Wren did. Passive sensors listen to or
observe the environment and wait for the target to indicate its position by
making noise or emitting in the electromagnetic spectrum. Active seekers send
out signals, such as radar, to sense a target. An early U.S. active homing
munition was the Bat anti-ship glide bomb, which had an active radar seeker to
target enemy ships.

Some homing munitions Ytocky onto a target, their seeker sensing the target
before launch. Other munitions Ytock ony after launch; they are launched with
the seeker turned off, then it activates to begin looking for the moving target.

An attack dog is a good metaphor for a fire-and-forget homing munition.
U.S. pilots refer to the tactic of launching the AIM-120 AMRAAM air-to-air
missile in Ytock on after launchy mode as going Ymaddog.y After the weapon is
released, it turns on its active radar seeker and begins looking for targets. Like a
mad dog in a meat locker, it will go after the first target it sees. Similar to the
problem German U-boats faced with the Wren, pilots need to take care to ensure



that the missile doesng track onto friendly targets. Militaries around the world
often use tactics, techniques, and procedures (YTTPsy in military parlance) to
avoid homing munitions turning back on themselves or other friendlies, such as
the U-boat tactic of diving immediately after firing.

Homing munitions have some autonomy, but they are not Yautonomous
weaponsyg a human still decides which specific target to attack. Itcs true that
many homing munitions are Yfire and forget.y Once launched, they cannot be
recalled. But this is hardly a new development in war. Projectiles have always
been Yfire and forgety since the sling and stone. Rocks, arrows, and bullets cang
be recalled after being released either. What makes homing munitions different
is their rudimentary onboard intelligence to guide their behavior. They can sense
the environment (the target), determine the right course of action (which way to
turn), and then act (maneuvering to hit the target). They are, in essence, asimple
robot.

The autonomy given to a homing munition is tightly constrained, however.
Homing munitions arend designed to search for and hunt potential targets on
their own. The munition simply uses automation to ensure it hits the specific
target the human intended. They are like an attack dog sent by police to run
down a suspect, not like a wild dog roaming the streets deciding on its own
whom to attack.

In some cases, automation is used to ensure the munition does not hit
unintended targets. The Harpoon anti-ship missile has a mode where the seeker
stays off while the missile uses inertial navigation to fly a zigzag pattern toward
the target. Then, at the designated location, the seeker activates to search for the
intended target. This allows the missile to fly past other shipsin the environment
without engaging them. Because the autonomy of homing munitions is tightly
constrained, the human operator needs to be aware of a specific target in
advance. There must be some kind of intelligence informing the human of that
particular target at that specific time and place. This intelligence could come
from radars based on ships or aircraft, a ping on a submarinecs sonar,
information from satellites, or some other indicator. Homing munitions have a
very limited ability in time and space to search for targets, and to launch one
without knowledge of a specific target would be a waste. This means homing
munitions must operate as part of a broader weapon system to be useful.



