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Introduction

THE PO W ER O VER LIFE AND DEATH

THE M AN W HO  SAVED THE W O RLD

O n the night of Septem ber 26, 1983, the w orld alm ost ended.
It w as the height of the C old W ar, and each side bristled w ith nuclear

w eapons. Earlier that spring, President R eagan had announced the Strategic
D efense Initiative, nicknam ed ɎStar W ars,ɏ a planned m issile defense shield that
threatened to upend the C old W arɋs delicate balance. Just three w eeks earlier on
Septem ber 1, the Soviet m ilitary had shot dow n a com m ercial airliner flying
from  A laska to Seoul that had strayed into Soviet air space. Tw o hundred and
sixty-nine people had been killed, including an A m erican congressm an. Fearing
retaliation, the Soviet U nion w as on alert.

The Soviet U nion deployed a satellite early w arning system  called O ko to
w atch for U .S. m issile launches. Just after m idnight on Septem ber 26, the system
issued a grave report: the U nited States had launched a nuclear m issile at the
Soviet U nion.

Lieutenant C olonel Stanislav Petrov w as on duty that night in bunker
Serpukhov-15 outside M oscow , and it w as his responsibility to report the m issile
launch up the chain of com m and to his superiors. In the bunker, sirens blared
and a giant red backlit screen flashed Ɏlaunch,ɏ w arning him  of the detected
m issile, but still Petrov w as uncertain. O ko w as new , and he w orried that the
launch m ight be an error, a bug in the system . H e w aited.

A nother launch. Tw o m issiles w ere inbound. Then another. A nd another.
A nd anotherɇ five altogether. The screen flashing Ɏlaunchɏ sw itched to Ɏm issile



strike.ɏ The system  reported the highest confidence level. There w as no
am biguity: a nuclear strike w as on its w ay. Soviet m ilitary com m and w ould have
only m inutes to decide w hat to do before the m issiles w ould explode over
M oscow .

Petrov had a funny feeling. W hy w ould the U nited States launch only five
m issiles? It didnɋt m ake sense. A  real surprise attack w ould be m assive, an
overw helm ing strike to w ipe out Soviet m issiles on the ground. Petrov w asnɋt
convinced the attack w as real. B ut he w asnɋt certain it w as a false alarm , either.

W ith one eye on the com puter readouts, Petrov called the ground-based radar
operators for confirm ation. If the m issiles w ere real, they w ould show  up on
Soviet ground-based radars as they arced over the horizon. Puzzlingly, the
ground radars detected nothing.

Petrov put the odds of the strike being real at 50/50, no easier to predict than
a coin flip. H e needed m ore inform ation. H e needed m ore tim e. A ll he had to do
w as pick up the phone, but the possible consequences w ere enorm ous. If he told
Soviet com m and to fire nuclear m issiles, m illions w ould die. It could be the start
of W orld W ar III.

Petrov w ent w ith his gut and called his superiors to inform  them  the system
w as m alfunctioning. H e w as right: there w as no attack. Sunlight reflecting off
cloud tops had triggered a false alarm  in Soviet satellites. The system  w as
w rong. H um anity w as saved from  potential A rm ageddon by a hum an Ɏin the
loop.ɏ

W hat w ould a m achine have done in Petrovɋs place? The answ er is clear: the
m achine w ould have done w hatever it w as program m ed to do, w ithout ever
understanding the consequences of its actions.

THE SNIPERɍS CHO ICE

In the spring of 2004ɇ tw o decades later, in a different country, in a different
w arɇ I stared dow n the scope of m y sniper rifle atop a m ountain in A fghanistan.
M y sniper team  had been sent to the A fghanistan-Pakistan border to scout
infiltration routes w here Taliban fighters w ere suspected of crossing back into
A fghanistan. W e hiked up the m ountain all night, our 120-pound packs w eighing
heavily on the jagged and broken terrain. A s the sky in the east began to lighten,
w e tucked ourselves in behind a rock outcroppingɇ the best cover w e could find.
W e hoped our position w ould conceal us at daybreak.

It didnɋt. A  farm er spied our heads bobbing above the shallow  rock



outcropping as the village beneath us w oke to start their day. W eɋd been spotted.
O f course, that didnɋt change the m ission. W e kept w atch, tallying the

m ovem ent w e could see up and dow n the road in the valley below . A nd w e
w aited.

It w asnɋt long before w e had com pany.
A  young girl of m aybe five or six headed out of the village and up our w ay,

tw o goats in trail. O stensibly she w as just herding goats, but she w alked a long
slow  loop around us, frequently glancing in our direction. It w asnɋt a very
convincing ruse. She w as spotting for Taliban fighters. W e later realized that the
chirping sound w eɋd heard as she circled us, w hich w e took to be her w histling
to her goats, w as the chirp of a radio she w as carrying. She slow ly circled us, all
the w hile reporting on our position. W e w atched her. She w atched us.

She left, and the Taliban fighters cam e soon after.
W e got the drop on them ɇ w e spotted them  m oving up a draw  in the

m ountainside that they thought hid them  from  our position. The crackle of
gunfire from  the ensuing firefight brought the entire village out of their hom es. It
echoed across the valley floor and back, alerting everyone w ithin a dozen m iles
to our presence. The Taliban w hoɋd tried to sneak up on us had either run or
w ere dead, but they w ould return in larger num bers. The crow d of villagers
sw elled below  our position, and they didnɋt look friendly. If they decided to m ob
us, w e w ouldnɋt have been able to hold them  all off.

ɎScharre,ɏ m y squad leader said. ɎC all for exfil.ɏ
I hopped on the radio. ɎThis is M ike-O ne-Tw o-R om eo,ɏ I alerted our quick

reaction force, Ɏthe village is m assing on our position. W eɋre going to need an
exfil.ɏ Todayɋs m ission w as over. W e w ould regroup and m ove to a new , better
position under cover of darkness that night.

B ack in the shelter of the safe house, w e discussed w hat w e w ould do
differently if faced w ith that situation again. H ereɋs the thing: the law s of w ar
donɋt set an age for com batants. B ehavior determ ines w hether or not a person is
a com batant. If a person is participating in hostilities, as the young girl w as
doing by spotting for the enem y, then they are a law ful target for engagem ent.
K illing a civilian w ho had stum bled across our position w ould have been a w ar
crim e, but it w ould have been legal to kill the girl.

O f course, it w ould have been w rong. M orally, if not legally.
In our discussion, no one needed to recite the law s of w ar or refer to abstract

ethical principles. N o one needed to appeal to em pathy. The horrifying notion of
shooting a child in that situation didnɋt even com e up. W e all knew  it w ould
have been w rong w ithout needing to say it. W ar does force aw ful and difficult



choices on soldiers, but this w asnɋt one of them .
C ontext is everything. W hat w ould a m achine have done in our place? If it

had been program m ed to kill law ful enem y com batants, it w ould have attacked
the little girl. W ould a robot know  w hen it is law ful to kill, but w rong?

T H E  D E C ISIO N

Life-and-death choices in w ar are not to be taken lightly, w hether the stakes are
m illions of lives or the fate of a single child. Law s of w ar and rules of
engagem ent fram e the decisions soldiers face am id the confusion of com bat, but
sound judgm ent is often required to discern the right choice in any given
situation.

Technology has brought us to a crucial threshold in hum anityɋs relationship
w ith w ar. In future w ars, m achines m ay m ake life-and-death engagem ent
decisions all on their ow n. M ilitaries around the globe are racing to deploy
robots at sea, on the ground, and in the airɇ m ore than ninety countries have
drones patrolling the skies. These robots are increasingly autonom ous and m any
are arm ed. They operate under hum an control for now , but w hat happens w hen a
Predator drone has as m uch autonom y as a G oogle car? W hat authority should
w e give m achines over the ultim ate decisionɇ life or death?

This is not science fiction. M ore than thirty nations already have defensive
supervised autonom ous w eapons for situations in w hich the speed of
engagem ents is too fast for hum ans to respond. These system s, used to defend
ships and bases against saturation attacks from  rockets and m issiles, are
supervised by hum ans w ho can intervene if necessaryɇ but other w eapons, like
the Israeli H arpy drone, have already crossed the line to full autonom y. U nlike
the Predator drone, w hich is controlled by a hum an, the H arpy can search a w ide
area for enem y radars and, once it finds one, destroy it w ithout asking
perm ission. Itɋs been sold to a handful of countries and C hina has reverse
engineered its ow n variant. W ider proliferation is a definite possibility, and the
H arpy m ay only be the beginning. South K orea has deployed a robotic sentry
gun to the dem ilitarized zone bordering N orth K orea. Israel has used arm ed
ground robots to patrol its G aza border. R ussia is building a suite of arm ed
ground robots for w ar on the plains of Europe. Sixteen nations already have
arm ed drones, and another dozen or m ore are openly pursuing developm ent.

These developm ents are part of a deeper technology trend: the rise of
artificial intelligence (A I), w hich som e have called the Ɏnext industrial
revolution.ɏ Technology guru K evin K elly has com pared A I to electricity: just as



electricity brings objects all around us to life w ith pow er, so too w ill A I bring
them  to life w ith intelligence. A I enables m ore sophisticated and autonom ous
robots, from  w arehouse robots to next-generation drones, and can help process
large am ounts of data and m ake decisions to pow er Tw itter bots, program
subw ay repair schedules, and even m ake m edical diagnoses. In w ar, A I system s
can help hum ans m ake decisionsɇ or they can be delegated authority to m ake
decisions on their ow n.

The rise of artificial intelligence w ill transform  w arfare. In the early
tw entieth century, m ilitaries harnessed the industrial revolution to bring tanks,
aircraft, and m achine guns to w ar, unleashing destruction on an unprecedented
scale. M echanization enabled the creation of m achines that w ere physically
stronger and faster than hum ans, at least for certain tasks. Sim ilarly, the A I
revolution is enabling the cognitization of m achines, creating m achines that are
sm arter and faster than hum ans for narrow  tasks. M any m ilitary applications of
A I are uncontroversialɇ im proved logistics, cyberdefenses, and robots for
m edical evacuation, resupply, or surveillanceɇ how ever, the introduction of A I
into w eapons raises challenging questions. A utom ation is already used for a
variety of functions in w eapons today, but in m ost cases it is still hum ans
choosing the targets and pulling the trigger. W hether that w ill continue is
unclear. M ost countries have kept silent on their plans, but a few  have signaled
their intention to m ove full speed ahead on autonom y. Senior R ussian m ilitary
com m anders envision that in the near future a Ɏfully robotized unit w ill be
created, capable of independently conducting m ilitary operations,ɏ w hile the
U .S. D epartm ent of D efense officials state that the option of deploying fully
autonom ous w eapons should be Ɏon the table.ɏ

BETTER THAN HUM AN?

A rm ed robots deciding w ho to kill m ight sound like a dystopian nightm are, but
som e argue autonom ous w eapons could m ake w ar m ore hum ane. The sam e kind
of autom ation that allow s self-driving cars to avoid pedestrians could also be
used to avoid civilian casualties in w ar, and unlike hum an soldiers, m achines
never get angry or seek revenge. They never fatigue or tire. A irplane autopilots
have dram atically im proved safety for com m ercial airliners, saving countless
lives. C ould autonom y do the sam e for w ar?

N ew  types of A I like deep learning neural netw orks have show n startling
advances in visual object recognition, facial recognition, and sensing hum an



em otions. It isnɋt hard to im agine future w eapons that could outperform  hum ans
in discrim inating betw een a person holding a rifle and one holding a rake. Y et
com puters still fall far short of hum ans in understanding context and interpreting
m eaning. A I program s today can identify objects in im ages, but canɋt draw  these
individual threads together to understand the big picture.

Som e decisions in w ar are straightforw ard. Som etim es the enem y is easily
identified and the shot is clear. Som e decisions, how ever, like the one Stanislav
Petrov faced, require understanding the broader context. Som e situations, like
the one m y sniper team  encountered, require m oral judgm ent. Som etim es doing
the right thing entails breaking the rulesɇ w hatɋs legal and w hatɋs right arenɋt
alw ays the sam e.

T H E  D E B A T E

H um anity faces a fundam ental question: should m achines be allow ed to m ake
life-and-death decisions in w ar? Should it be legal? Is it right?

Iɋve been inside the debate on lethal autonom y since 2008. A s a civilian
policy analyst in the Pentagonɋs O ffice of the Secretary of D efense, I led the
group that drafted the official U .S. policy on autonom y in w eapons. (Spoiler
alert: it doesnɋt ban them .) Since 2014, Iɋve ran the Ethical A utonom y Project at
the C enter for a N ew  A m erican Security, an independent bipartisan think tank in
W ashington, D C , during w hich Iɋve m et experts from  a w ide range of disciplines
grappling w ith these questions: academ ics, law yers, ethicists, psychologists,
arm s control activists, m ilitary professionals, and pacifists. Iɋve peered behind
the curtain of governm ent projects and m et w ith the engineers building the next
generation of m ilitary robots.

This book w ill guide you on a journey through the rapidly evolving w orld of
next-generation robotic w eapons. Iɋll take you inside defense com panies
building intelligent m issiles and research labs doing cutting-edge w ork on
sw arm ing. Iɋll introduce the governm ent officials setting policy and the activists
striving for a ban. This book w ill exam ine the pastɇ including things that w ent
w rongɇ and look to the future, as I m eet w ith the researchers pushing the
boundaries of artificial intelligence.

This book w ill explore w hat a future populated by autonom ous w eapons
m ight look like. A utom ated stock trading has led to Ɏflash crashesɏ on W all
Street. C ould autonom ous w eapons lead to a Ɏflash w arɏ? N ew  A I m ethods such
as deep learning are pow erful, but often lead to system s that are effectively a
Ɏblack boxɏɇ even to their designers. W hat new  challenges w ill advanced A I



system s bring?
O ver 3,000 robotics and artificial intelligence experts have called for a ban

on offensive autonom ous w eapons, and are joined by over sixty
nongovernm ental organizations (N G O s) in the C am paign to Stop K iller R obots.
Science and technology lum inaries such as Stephen H aw king, Elon M usk, and
A pple cofounder Steve W ozniak have spoken out against autonom ous w eapons,
w arning they could spark a Ɏglobal A I arm s race.ɏ

C an an arm s race be prevented, or is one already under w ay? If itɋs already
happening, can it be stopped? H um anityɋs track record for controlling dangerous
technology is m ixed; attem pts to ban w eapons that w ere seen as too dangerous
or inhum ane date back to antiquity. M any of these attem pts have failed,
including early-tw entieth-century attem pts to ban subm arines and airplanes.
Even those that have succeeded, such as the ban on chem ical w eapons, rarely
stop rogue regim es such as B ashar al-A ssadɋs Syria or Saddam  H usseinɋs Iraq. If
an international ban cannot stop the w orldɋs m ost odious regim es from  building
killer robot arm ies, w e m ay som eday face our darkest nightm ares brought to life.

ST U M B L IN G  T O W A R D  T H E  R O B O PO C A L Y PSE

N o nation has stated outright that they are building autonom ous w eapons, but in
secret defense labs and dual-use com m ercial applications, A I technology is
racing forw ard. For m ost applications, even arm ed robots, hum ans w ould rem ain
in control of lethal decisionsɇ but battlefield pressures could drive m ilitaries to
build autonom ous w eapons that take the hum an out of the loop. M ilitaries could
desire greater autonom y to take advantage of com putersɋ superior speed or so
that robots can continue engagem ents w hen their com m unications to hum an
controllers are jam m ed. O r m ilitaries m ight build autonom ous w eapons sim ply
because of a fear that others m ight do so. U .S. D eputy Secretary of D efense B ob
W ork has asked:

If our com petitors go to Term inators . . . and it turns out the Term inators are able to m ake
decisions faster, even if theyɋre bad, how  w ould w e respond?

V ice C hairm an of the Joint C hiefs of Staff G eneral Paul Selva has term ed
this dilem m a ɎThe Term inator C onundrum .ɏ The stakes are high: A I is em erging
as a pow erful technology. U sed the right w ay, intelligent m achines could save
lives by m aking w ar m ore precise and hum ane. U sed the w rong w ay,
autonom ous w eapons could lead to m ore killing and even greater civilian
casualties. N ations w ill not m ake these choices in a vacuum . It w ill depend on



w hat other countries do, as w ell as on the collective choices of scientists,
engineers, law yers, hum an rights activists, and others participating in this debate.
A rtificial intelligence is com ing and it w ill be used in w ar. H ow  it is used,
how ever, is an open question. In the w ords of John C onnor, hero of the
Term inator m ovies and leader of the hum an resistance against the m achines,
ɎThe futureɋs not set. Thereɋs no fate but w hat w e m ake for ourselves.ɏ The fight
to ban autonom ous w eapons cuts to the core of hum anityɋs ages-old conflicted
relationship w ith technology: do w e control our creations or do they control us?



PART I

Robopocalypse Now



1

THE CO M ING  SW ARM

TH E M ILITA R Y  R O B O TIC S R EV O LU TIO N

O n a sunny afternoon in the hills of central C alifornia, a sw arm  takes flight.
O ne by one, a launcher flings the slim  Styrofoam -w inged drones into the air.
The drones let off a high-pitched buzz, w hich fades as they clim b into the crystal
blue C alifornia sky.

The drones carve the air w ith sharp, precise m ovem ents. I look at the drone
pilot standing next to m e and realize w ith som e surprise that his hands arenɋt
touching the controls; the drones are flying fully autonom ously. Itɋs a silly
realizationɇ after all, autonom ous drone sw arm s are w hat Iɋve com e here to see
ɇ yet som ehow  the experience of w atching the drones fly w ith such agility
w ithout any hum an controlling them  is different than Iɋd im agined. Their nim ble
m ovem ents seem  purposeful, and itɋs hard not to im bue them  w ith intention. Itɋs
both im pressive and discom fiting, this idea of the drones operating Ɏoff leash.ɏ

Iɋve traveled to C am p R oberts, C alifornia, to see researchers from  the N aval
Postgraduate School investigate som ething no one else in the w orld has ever
done before: sw arm  w arfare. U nlike Predator drones, w hich are individually
rem otely piloted by hum an controllers on the ground, these researchersɋ drones
are controlled en m asse. Todayɋs experim ent w ill feature tw enty drones flying
sim ultaneously in a ten-against-ten sw arm -on-sw arm  m ock dogfight. The
shooting is sim ulated, but the m aneuvering and flying are all real.

Each drone com es off the launcher w ith its autopilot already sw itched on.
W ithout any hum an direction, they clim b to their assigned altitudes and form
tw o team s, reporting back w hen they are Ɏsw arm  ready.ɏ The R ed and B lue



sw arm s w ait in their respective corners of the aerial com bat arena, circling like a
flock of hungry buzzards.

The pilot com m anding R ed Sw arm  rubs his hands together, anticipating the
com ing battleɇ w hich is funny, because his entire role is just to click the button
that tells the sw arm  to start. A fter that, heɋs as m uch of a spectator as I am .

D uane D avis, the retired N avy helicopter pilot turned com puter program m er
w ho designed the sw arm  algorithm s, counts dow n to the fight:

ɎInitiating sw arm  v. sw arm  . . . 3, 2, 1, shoot!ɏ
B oth the R ed and B lue sw arm  com m anders put their sw arm s into action. The

tw o sw arm s close in on each other w ithout hesitation. ɎFightɋs on!ɏ D uane yells
enthusiastically. W ithin seconds, the sw arm s close the gap and collide. The tw o
sw arm s blend together into a furball of close air com bat. The sw arm s m aneuver
and sw irl as a single m ass. Sim ulated shots are tallied up at the bottom  of the
com puter screen:

ɎU A V  74 fired at U A V  33
ɎU A V  59 fired at U A V  25

ɎU A V  33 hit
ɎU A V  25 hit . . .ɏ

The sw arm sɋ behavior is driven by a sim ple algorithm  called G reedy
Shooter. Each drone w ill m aneuver to get into a kill shot position against an
enem y drone. A  hum an m ust only choose the sw arm  behaviorɇ w ait, follow ,
attack, or landɇ and tell the sw arm  to start. A fter that, all of the sw arm ɋs actions
are totally autonom ous.

O n the R ed Sw arm  com m anderɋs com puter screen, itɋs hard to tell w hoɋs
w inning. The drone icons overlap one another in a blur w hile, outside, the drones
circle each other in a m aelstrom  of air com bat. The w hirling gyre looks like pure
chaos to m e, although D avis tells m e he som etim es can pick out w hich drones
are chasing each other.

A  referee softw are called The A rbiter tracks the score. R ed Sw arm  gains the
upper hand w ith four kills to B lueɋs tw o. The Ɏkilledɏ dronesɋ status sw itches
from  green to red as theyɋre taken out of the fight. Then the fight falls into a lull,
w ith the aircraft circling each other, unable to get a kill. D avis explains that
because the aircraft are perfectly m atchedɇ sam e airfram e, sam e flight controls,
sam e algorithm sɇ they som etim es fall into a stalem ate w here neither side can
gain the upper hand.

D avis resets the battlefield for R ound 2 and the sw arm s return to their



respective corners. W hen the sw arm  com m anders click go, the sw arm s close on
each other once again. This tim e the battle com es out dead even, 3Ɇ3. In R ound
3, R ed pulls out a decisive w in, 7Ɇ4. R ed Sw arm  com m ander is happy to take
credit for the w in. ɎI pushed the button,ɏ he says w ith a chuckle.

Just as robots are transform ing industriesɇ from  self-driving cars to robot
vacuum  cleaners and caretakers for the elderlyɇ they are also transform ing w ar.
G lobal spending on m ilitary robotics is estim ated to reach $7.5 billion per year
in 2018, w ith scores of countries expanding their arsenals of air, ground, and
m aritim e robots.

R obots have m any battlefield advantages over traditional hum an-inhabited
vehicles. U nshackled from  the physiological lim its of hum ans, uninhabited
(Ɏunm annedɏ) vehicles can be m ade sm aller, lighter, faster, and m ore
m aneuverable. They can stay out on the battlefield far beyond the lim its of
hum an endurance, for w eeks, m onths, or even years at a tim e w ithout rest. They
can take m ore risk, opening up tactical opportunities for dangerous or even
suicidal m issions w ithout risking hum an lives.

H ow ever, robots have one m ajor disadvantage. B y rem oving the hum an from
the vehicle, they lose the m ost advanced cognitive processor on the planet: the
hum an brain. M ost m ilitary robots today are rem otely controlled, or
teleoperated, by hum ans; they depend on fragile com m unication links that can be
jam m ed or disrupted by environm ental conditions. W ithout these
com m unications, robots can only perform  sim ple tasks, and their capacity for
autonom ous operation is lim ited.

The solution: m ore autonom y.

THE ACCIDENTAL REVO LUTIO N

N o one planned on a robotics revolution, but the U .S. m ilitary stum bled into one
as it deployed thousands of air and ground robots to m eet urgent needs in Iraq
and A fghanistan. B y 2005, the U .S. D epartm ent of D efense (D oD ) had w oken
up to the fact that som ething significant w as happening. Spending on
uninhabited aircraft, or drones, w hich had hovered around the $300 m illion per
year m ark in the 1990s, skyrocketed after 9/11, increasing sixfold to over $2
billion per year by 2005. D rones proved particularly valuable in the m essy
counterinsurgency w ars in Iraq and A fghanistan. Larger aircraft like the M Q -1B
Predator can quietly surveil terrorists around the clock, tracking their m ovem ents
and unraveling their netw orks. Sm aller hand-launched drones like the R Q -11



R aven can provide troops Ɏover-the-hill reconnaissanceɏ on dem and w hile on
patrol. H undreds of drones had been deployed to Iraq and A fghanistan in short
order.

D rones w erenɋt new ɇ they had been used in a lim ited fashion in V ietnam ɇ
but the overw helm ing crush of dem and for them  w as. W hile in later years drones
w ould becom e associated w ith Ɏdrone strikes,ɏ it is their capacity for persistent
surveillance, not dropping bom bs, that m akes them  unique and valuable to the
m ilitary. They give com m anders a low -cost, low -risk w ay to put eyes in the sky.

Soon, the Pentagon w as pouring drones into the w ars at a breakneck pace.
B y 2011, annual spending on drones had sw elled to over $6 billion per year,
over tw enty tim es pre-9/11 levels. D oD  had over 7,000 drones in its fleet. The
vast m ajority of them  w ere sm aller hand-launched m odels, but large aircraft like
the M Q -9 R eaper and R Q -4 G lobal H aw k w ere also valuable m ilitary assets.

A t the sam e tim e, D oD  w as discovering that robots w erenɋt just valuable in
the air. They w ere equally im portant, if not m ore so, on the ground. D riven in
large part by the rise of im provised explosive devices (IED s), D oD  deployed
over 6,000 ground robots to Iraq and A fghanistan. Sm all robots like the iR obot
Packbot allow ed troops to disable or destroy IED s w ithout putting them selves at
risk. B om b disposal is a great job for a robot.

THE M ARCH TO W ARD EVER-G REATER AUTO NO M Y

In 2005, after D oD  started to com e to grips w ith the robotics revolution and its
im plications for the future of conflict, it began publishing a series of Ɏroadm apsɏ
for future unm anned system  investm ent. The first roadm ap w as focused on
aircraft, but subsequent roadm aps in 2007, 2009, 2011, and 2013 included
ground and m aritim e vehicles as w ell. W hile the lionɋs share of dollars has gone
tow ard uninhabited aircraft, ground, sea surface, and undersea vehicles have
valuable roles to play as w ell.

These roadm aps did m ore than sim ply catalog the investm ents D oD  w as
m aking. Each roadm ap looked forw ard tw enty-five years into the future,
outlining technology needs and w ants in order to help inform  future investm ents
by governm ent and industry. They covered sensors, com m unications, pow er,
w eapons, propulsion, and other key enabling technologies. A cross all the
roadm aps, autonom y is a dom inant them e.

The 2011 roadm ap perhaps sum m arized the vision best:

For unm anned system s to fully realize their potential, they m ust be able to achieve a highly



autonom ous state of behavior and be able to interact w ith their surroundings. This advancem ent
w ill require an ability to understand and adapt to their environm ent, and an ability to collaborate
w ith other autonom ous system s.

A utonom y is the cognitive engine that pow er robots. W ithout autonom y, robots
are only em pty vessels, brainless husks that depend on hum an controllers for
direction.

In Iraq and A fghanistan, the U .S. m ilitary operated in a relatively
Ɏperm issiveɏ electrom agnetic environm ent w here insurgents did not generally
have the ability to jam  com m unications w ith robot vehicles, but this w ill not
alw ays be the case in future conflicts. M ajor nation-state m ilitaries w ill alm ost
certainly have the ability to disrupt or deny com m unications netw orks, and the
electrom agnetic spectrum  w ill be highly contested. The U .S. m ilitary has w ays
of com m unicating that are m ore resistant to jam m ing, but these m ethods are
lim ited in range and bandw idth. A gainst a m ajor m ilitary pow er, the type of
drone operations the U nited States has conducted w hen going after terroristsɇ
stream ing high-definition, full-m otion video back to stateside bases via satellites
ɇ w ill not be possible. In addition, som e environm ents inherently m ake
com m unications challenging, such as undersea, w here radio w ave propagation is
hindered by w ater. In these situations, autonom y is a m ust if robotic system s are
to be effective. A s m achine intelligence advances, m ilitaries w ill be able to
create ever m ore autonom ous robots capable of carrying out m ore com plex
m issions in m ore challenging environm ents independent from  hum an control.

Even if com m unications links w ork perfectly, greater autonom y is also
desirable because of the personnel costs of rem otely controlling robots.
Thousands of robots require thousands of people to control them , if each robot is
rem otely operated. Predator and R eaper drone operations require seven to ten
pilots to staff one drone Ɏorbitɏ of 24/7 continuous around-the-clock coverage
over an area. A nother tw enty people per orbit are required to operate the sensors
on the drone, and scores of intelligence analysts are needed to sift through the
sensor data. In fact, because of these substantial personnel requirem ents, the U .S.
A ir Force has a strong resistance to calling these aircraft Ɏunm anned.ɏ There
m ay not be anyone on board the aircraft, but there are still hum ans controlling it
and supporting it.

B ecause the pilot rem ains on the ground, uninhabited aircraft free
surveillance operations from  the lim its of hum an enduranceɇ but only the
physical ones. D rones can stay aloft for days at a tim e, far longer than a hum an
pilot could rem ain effective sitting in the cockpit, but rem ote operation doesnɋt
change the cognitive requirem ents on hum an operators. H um ans still have to



perform  the sam e tasks, they just arenɋt physically on board the vehicle. The A ir
Force prefers the term  Ɏrem otely piloted aircraftɏ because thatɋs w hat todayɋs
drones are. Pilots still fly the aircraft via stick and rudder input, just rem otely
from  the ground, som etim es even half a w orld aw ay.

Itɋs a cum bersom e w ay to operate. B uilding tens of thousands of cheap
robots is not a cost-effective strategy if they require even larger num bers of
highly trained (and expensive) people to operate them .

A utonom y is the answ er. The 2011 D oD  roadm ap stated:

A utonom y reduces the hum an w orkload required to operate system s, enables the optim ization of
the hum an role in the system , and allow s hum an decision m aking to focus on points w here it is
m ost needed. These benefits can further result in m anpow er efficiencies and cost savings as w ell
as greater speed in decision-m aking.

M any of D oD ɋs robotic roadm aps point tow ard the long-term  goal of full
autonom y. The 2005 roadm ap looked tow ard Ɏfully autonom ous sw arm s.ɏ The
2011 roadm ap articulated an evolution of four levels of autonom y from  (1)
hum an operated to (2) hum an delegated, (3) hum an supervised, and eventually
(4) fully autonom ous. The benefits of greater autonom y w as the Ɏsingle greatest
them eɏ in a 2010 report from  the A ir Force O ffice of the C hief Scientist on
future technology.

A lthough Predator and R eaper drones are still flow n m anually, albeit
rem otely from  the ground, other aircraft such as A ir Force G lobal H aw k and
A rm y G ray Eagle drones have m uch m ore autom ation: pilots direct these aircraft
w here to go and the aircraft flies itself. R ather than being flow n via a stick and
rudder, the aircraft are directed via keyboard and m ouse. The A rm y doesnɋt even
refer to the people controlling its aircraft as Ɏpilotsɏɇ it called them  Ɏoperators.ɏ
Even w ith this greater autom ation, how ever, these aircraft still require one
hum an operator per aircraft for anything but the sim plest m issions.

Increm entally, engineers are adding to the set of tasks that uninhabited
aircraft can perform  on their ow n, m oving step by step tow ard increasingly
autonom ous drones. In 2013, the U .S. N avy successfully landed its X -47B
prototype drone on a carrier at sea, autonom ously. The only hum an input w as the
order to land; the actual flying w as done by softw are. In 2014, the N avyɋs
A utonom ous A erial C argo/U tility System  (A A C U S) helicopter autonom ously
scouted out an im provised landing area and executed a successful landing on its
ow n. Then in 2015, the X -47B  drone again m ade history by conducting the first
autonom ous aerial refueling, taking gas from  another aircraft w hile in flight.

These are key m ilestones in building m ore fully com bat-capable uninhabited
aircraft. Just as autonom ous cars w ill allow  a vehicle to drive from  point A  to



point B  w ithout m anual hum an control, the ability to takeoff, land, navigate, and
refuel autonom ously w ill allow  robots to perform  tasks under hum an direction
and supervision, but w ithout hum ans controlling each m ovem ent. This can begin
to break the paradigm  of hum ans m anually controlling the robot, shifting
hum ans into a supervisory role. H um ans w ill com m and the robot w hat action to
take, and it w ill execute the task on its ow n.

Sw arm ing, or cooperative autonom y, is the next step in this evolution. D avis
is m ost excited about the nonm ilitary applications of sw arm ing, from  search and
rescue to agriculture. C oordinated robot behavior could be useful for a w ide
variety of applications and the N aval Postgraduate Schoolɋs research is very
basic, so the algorithm s theyɋre building could be used for m any purposes. Still,
the m ilitary advantages in m ass, coordination, and speed are profound and hard
to ignore. Sw arm ing can allow  m ilitaries to field large num bers of assets on the
battlefield w ith a sm all num ber of hum an controllers. C ooperative behavior can
also allow  quicker reaction tim es, so that the sw arm  can respond to changing
events faster than w ould be possible w ith one person controlling each vehicle.

In conducting their sw arm  dogfight experim ent, D avis and his colleagues are
pushing the boundaries of autonom y. Their next goal is to w ork up to a hundred
drones fighting in a fifty-on-fifty aerial sw arm  battle, som ething D avis and his
colleagues are already sim ulating on com puters, and their ultim ate goal is to
m ove beyond dogfighting to a m ore com plex gam e akin to capture the flag. Tw o
sw arm s w ould com pete to score the m ost points by landing at the otherɋs air base
w ithout being Ɏshot dow nɏ first. Each sw arm  m ust balance defending its ow n
base, shooting dow n enem y drones, and getting as m any of its drones as possible
into the enem yɋs base. W hat are the Ɏplaysɏ to run w ith a sw arm ? W hat are the
best tactics? These are precisely the questions D avis and his colleagues w ant to
explore.

ɎIf I have fifty planes that are involved in a sw arm ,ɏ he said, Ɏhow  m uch of
that sw arm  do I w ant to be focused on offenseɇ getting to the other guyɋs
landing area? H ow  m uch do I w ant focused on defending m y landing space and
doing the air-to-air problem ? H ow  do I w ant to do assignm ents of tasks betw een
the sw arm s? If Iɋve got the adversaryɋs U A V s [unm anned aerial vehicles]
com ing in, how  do I w ant m y sw arm  deciding w hich U A V  is going to take
w hich adversary to try to stop them  from  getting to our base?ɏ

Sw arm  tactics are still at a very early stage. C urrently, the hum an operator
allocates a certain num ber of drones to a sub-sw arm  then tasks that sub-sw arm
w ith a m ission, such as attem pting to attack an enem yɋs base or attacking enem y
aircraft. A fter that, the hum an is in a supervisory m ode. U nless there is a safety



concern, the hum an controller w onɋt intervene to take control of an aircraft.
Even then, if an aircraft began to experience a m alfunction, it w ouldnɋt m ake
sense to take control of it until it left the sw arm ɋs vicinity. Taking m anual
control of an aircraft in the m iddle of the sw arm  could actually instigate a m idair
collision. It w ould be very difficult for a hum an to predict and avoid a collision
w ith all of the other drones sw irling in the sky. If the drone is under the sw arm ɋs
com m and, how ever, it w ill autom atically adjust its flight to avoid a collision.

R ight now , the sw arm  behaviors D avis is using are very basic. The hum an
can com m and the sw arm  to fly in a form ation, to land, or to attack enem y
aircraft. The drones then sort them selves into position for landing or form ation
flying to Ɏdeconflictɏ their actions. For som e tasks, such as landing, this is done
relatively easily by altitude: low er planes land first. O ther tasks, such as
deconflicting air-to-air com bat are trickier. It w ouldnɋt do any good, for
exam ple, for all of the drones in the sw arm  to go after the sam e enem y aircraft.
They need to coordinate their behavior.

The problem  is analogous to that of outfielders calling a fly ball. It w ouldnɋt
m ake sense to have the m anager calling w ho should catch the ball from  the
dugout. The outfielders need to coordinate am ong them selves. ɎItɋs one thing
w hen youɋve got tw o hum ans that can talk to one another and one ball,ɏ D avis
explained. ɎItɋs another thing w hen thereɋs fifty hum ans and fifty balls.ɏ This
task w ould be effectively im possible for hum ans, but a sw arm  can accom plish
this very quickly, through a variety of m ethods. In centralized coordination, for
exam ple, individual sw arm  elem ents pass their data back to a single controller,
w hich then issues com m ands to each robot in the sw arm . H ierarchical
coordination, on the other hand, decom poses the sw arm  into team s and squads
m uch like a m ilitary organization, w ith orders flow ing dow n the chain of
com m and.

C onsensus-based coordination is a decentralized approach w here all of the
sw arm  elem ents com m unicate w ith one another sim ultaneously and collectively
decide on a course of action. They could do this by using Ɏvotingɏ or Ɏauctionɏ
algorithm s to coordinate behavior. For exam ple, each sw arm  elem ent could
place a Ɏbidɏ on an Ɏauctionɏ to catch the fly ball. The individual that bids
highest Ɏw insɏ the auction and catches the ball, w hile the others m ove out of the
w ay.

Em ergent coordination is the m ost decentralized approach and is how  flocks
of birds, colonies of insects, and m obs of people w ork, w ith coordinated action
arising naturally from  each individual m aking decisions based on those nearby.
Sim ple rules for individual behavior can lead to very com plex collective action,



allow ing the sw arm  to exhibit Ɏcollective intelligence.ɏ For exam ple, a colony of
ants w ill converge on an optim al route to take food back to the nest over tim e
because of sim ple behavior from  each individual ant. A s ants pick up food, they
leave a pherom one trail behind them  as they m ove back to the nest. If they com e
across an existing trail w ith stronger pherom ones, theyɋll sw itch to it. M ore ants
w ill arrive back at the nest sooner via the faster route, leading to a stronger
pherom one trail, w hich w ill then cause m ore ants to use that trail. N o individual
ant Ɏknow sɏ w hich trail is fastest, but collectively the colony converges on the
fastest route.



Sw arm  C om m and-and-C ontrol M odels



C om m unication am ong elem ents of the sw arm  can occur through direct
signaling, akin to an outfielder yelling ɎI got it!ɏ; indirect m ethods such as co-
observation, w hich is how  schools of fish and herds of anim als stay together; or
by m odifying the environm ent in a process called stigm ergy, like ants leaving
pherom ones to m ark a trail.

The drones in D avisɋs sw arm  com m unicate through a central W iɆFi router
on the ground. They avoid collisions by staying w ithin narrow  altitude w indow s
that are autom atically assigned by the central ground controller. Their attack
behavior is uncoordinated, though. The Ɏgreedy shooterɏ algorithm  sim ply
directs each drone to attack the nearest enem y drone, regardless of w hat the
other drones are doing. In theory, all the drones could converge on the sam e
enem y drone, leaving other enem ies untouched. Itɋs a terrible m ethod for air-to-
air com bat, but D avis and his colleagues are still in the proof-of-concept stage.
They have experim ented w ith a m ore decentralized auction-based approach and
found it to be very robust to disruptions, including up to a 90 percent
com m unications loss w ithin the sw arm . A s long as som e com m unications are
up, even if theyɋre spotty, the sw arm  w ill converge on a solution.

The effect of fifty aircraft w orking together, rather than fighting individually
or in w ingm an pairs as hum ans do today, w ould be trem endous. C oordinated
behavior is the difference betw een a basketball team  and five ball hogs all
m aking a run at the basket them selves. Itɋs the difference betw een a bunch of
lone w olves and a w olf pack.

In 2016, the U nited States dem onstrated 103 aerial drones flying together in
a sw arm  that D oD  officials described as Ɏa collective organism , sharing one
distributed brain for decision-m aking and adapting to each other like sw arm s in
nature.ɏ (N ot to be outdone, a few  m onths later C hina dem onstrated a 119-drone
sw arm .) Fighting together, a drone sw arm  could be far m ore effective than the
sam e num ber of drones fighting individually. N o one yet know s w hat the best
tactics w ill be for sw arm  com bat, but experim ents such as these are w orking to
tease them  out. N ew  tactics m ight even be evolved by the m achines them selves
through m achine learning or evolutionary approaches.

Sw arm s arenɋt m erely lim ited to the air. In A ugust 2014, the U .S. N avy
O ffice of N aval R esearch (O N R ) dem onstrated a sw arm  of sm all boats on the
Jam es R iver in V irginia by sim ulating a m ock strait transit in w hich the boats
protected a high-value N avy ship against possible threats, escorting it through a
sim ulated high-danger area. W hen directed by a hum an controller to investigate
a potential threat, a detachm ent of uninhabited boats m oved to intercept and
encircle the suspicious vessel. The hum an controller sim ply directed them  to



intercept the designated suspicious ship; the boats m oved autonom ously,
coordinating their actions by sharing inform ation. This dem onstration involved
five boats w orking together, but the concept could be scaled up to larger
num bers, just as in aerial drone sw arm s.

B ob B rizzolara, w ho directed the N avyɋs dem onstration, called the sw arm ing
boats a Ɏgam e changer.ɏ Itɋs an often-overused term , but in this case, itɋs not
hyperboleɇ robotic boat sw arm s are highly valuable to the N avy as a potential
w ay to guard against threats to its ships. In O ctober 2000, the U SS C ole w as
attacked by al-Q aida terrorists using a sm all explosive-laden boat w hile in port
in A den, Y em en. The blast killed seventeen sailors and cut a m assive gash in the
shipɋs hull. Sim ilar attacks continue to be a threat to U .S. ships, not just from
terrorists but also from  Iran, w hich regularly uses sm all high-speed craft to
harass U .S. ships near the Straits of H orm uz. R obot boats could intercept
suspicious vessels further aw ay, putting eyes (and potentially w eapons) on
potentially hostile boats w ithout putting sailors at risk.

W hat the robot boats m ight do after theyɋve intercepted a potentially hostile
vessel is another m atter. In a video released by the O N R , a .50 caliber m achine
gun is prom inently displayed on the front of one of the boats. The videoɋs
narrator m akes no bones about the fact that the robot boats could be used to
Ɏdam age or destroy hostile vessels,ɏ but the dem onstration didnɋt involve firing
any actual bullets, and didnɋt include a consideration of w hat the rules of
engagem ent actually w ould have been. W ould a hum an be required to pull the
trigger? W hen pressed by reporters follow ing the dem onstration, a spokesm an
for O N R  explained that Ɏthere is alw ays a hum an in the loop w hen it com es to
the actual engagem ent of an enem y.ɏ B ut the spokesm an also acknow ledged that
Ɏunder this sw arm ing dem onstration w ith m ultiple [unm anned surface vehicles],
O N R  did not study the specifics of how  the hum an-in-the-loop w orks for rules of
engagem ent.ɏ



O O D A  L oop

The N avyɋs fuzzy answ er to such a fundam ental question reflects a tension in
the m ilitaryɋs pursuit of m ore advanced robotics. Even as researchers and
engineers m ove to incorporate m ore autonom y, there is an understanding that
there areɇ or should beɇ lim its on autonom y w hen it com es to the use of
w eapons. W hat exactly those lim its are, how ever, is often unclear.

REACHING  THE LIM IT

H ow  m uch autonom y is too m uch? The U .S. A ir Force laid out an am bitious
vision for the future of robot aircraft in their U nm anned Aircraft System s Flight
Plan, 2009Ɇ2047. The report envisioned a future w here an arm s race in speed
drove a desire for ever-faster autom ation, not unlike real-w orld com petition in
autom ated stock trading.

In air com bat, pilots talk about an observe, orient, decide, act (O O D A ) loop,
a cognitive process pilots go through w hen engaging enem y aircraft.
U nderstanding the environm ent, deciding, and acting faster than the enem y
allow s a pilot to Ɏget insideɏ the enem yɋs O O D A  loop. W hile the enem y is still
trying to understand w hatɋs happening and decide on a course of action, the pilot
has already changed the situation, resetting the enem y to square one and forcing
him  or her to com e to grips w ith a new  situation. A ir Force strategist John B oyd,
originator of the O O D A  loop, described the objective:



G oal: C ollapse adversaryɋs system  into confusion and disorder by causing him  to over and under
react to activity that appears sim ultaneously m enacing as w ell as am biguous, chaotic, or
m isleading.

If victory com es from  com pleting this cognitive process faster, then one can see
the advantage in autom ation. The A ir Forceɋs 2009 Flight Plan saw  trem endous
potential for com puters to exceed hum an decision-m aking speeds:

A dvances in com puting speeds and capacity w ill change how  technology affects the O O D A  loop.
Today the role of technology is changing from  supporting to fully participating w ith hum ans in
each step of the process. In 2047 technology w ill be able to reduce the tim e to com plete the
O O D A  loop to m icro or nanoseconds. M uch like a chess m aster can outperform  proficient chess
players, [unm anned aircraft system s] w ill be able to react at these speeds and therefore this loop
m oves tow ard becom ing a Ɏperceive and actɏ vector. Increasingly hum ans w ill no longer be Ɏin
the loopɏ but rather Ɏon the loopɏɇ m onitoring the execution of certain decisions.
Sim ultaneously, advances in A I w ill enable system s to m ake com bat decisions and act w ithin
legal and policy constraints w ithout necessarily requiring hum an input.

This, then, is the logical culm ination of the arm s race in speed: autonom ous
w eapons that com plete engagem ents all on their ow n. The A ir Force Flight Plan
acknow ledged the gravity of w hat it w as suggesting m ight be possible. The next
paragraph continued:

A uthorizing a m achine to m ake lethal com bat decisions is contingent upon political and m ilitary
leaders resolving legal and ethical questions. These include the appropriateness of m achines
having this ability, under w hat circum stances it should be em ployed, w here responsibility for
m istakes lies and w hat lim itations should be placed upon the autonom y of such system s. . . .
Ethical discussions and policy decisions m ust take place in the near term  in order to guide the
developm ent of future [unm anned aircraft system ] capabilities, rather than allow ing the
developm ent to take its ow n path apart from  this critical guidance.

The A ir Force w asnɋt recom m ending autonom ous w eapons. It w asnɋt even
suggesting they w ere necessarily a good idea. W hat it w as suggesting w as that
autonom ous system s m ight have advantages over hum ans in speed, and that A I
m ight advance to the point w here m achines could carry out lethal targeting and
engagem ent decisions w ithout hum an input. If that is true, then legal, ethical,
and policy discussions should take place now  to shape the developm ent of this
technology.

A t the tim e the A ir Force Flight Plan w as released in 2009, I w as w orking in
the O ffice of the Secretary of D efense as a civilian policy analyst focusing on
drone policy. M ost of the issues w e w ere grappling w ith at the tim e had to do
w ith how  to m anage the overw helm ing dem and for m ore drones from  Iraq and
A fghanistan. C om m anders on the ground had a seem ingly insatiable appetite for
drones. D espite the thousands that had been deployed, they w anted m ore, and



Pentagon senior leadersɇ particularly in the A ir Forceɇ w ere concerned that
spending on drones w as crow ding out other priorities. Secretary of D efense
R obert G ates, w ho routinely chastised the Pentagon for its preoccupation w ith
future w ars over the ongoing ones in Iraq and A fghanistan, strongly sided w ith
w arfighters in the field. H is guidance w as clear: send m ore drones. M ost of m y
tim e w as spent figuring out how  to force the Pentagon bureaucracy to com ply
w ith the secretaryɋs direction and respond m ore effectively to w arfighter needs,
but w hen policy questions like this cam e up, eyes turned tow ard m e.

I didnɋt have the answ ers they w anted. There w as no policy on autonom y.
A lthough the A ir Force had asked for policy guidance in their 2009 Flight Plan,
there w asnɋt even a conversation under w ay.

The 2011 D oD  roadm ap, w hich I w as involved in w riting, took a stab at an
answ er, even if it w as a tem porary one:

Policy guidelines w ill especially be necessary for autonom ous system s that involve the
application of force. . . . For the foreseeable future, decisions over the use of force and the choice
of w hich individual targets to engage w ith lethal force w ill be retained under hum an control in
unm anned system s.

It didnɋt say m uch, but it w as the first official D oD  policy statem ent on lethal
autonom y. Lethal force w ould rem ain under hum an control for the Ɏforeseeable
future.ɏ B ut in a w orld w here A I technology is racing forw ard at a breakneck
pace, how  far into the future can w e really see?
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THE TERM INATO R AND THE RO O M BA

W H A T IS A U TO N O M Y ?

A utonom y is a slippery w ord. For one person, Ɏautonom ous robotɏ m ight
m ean a household R oom ba that vacuum s your hom e w hile youɋre aw ay. For
another, autonom ous robots conjure im ages from  science fiction. A utonom ous
robots could be a good thing, like the friendlyɇ if irritatingɇ C -3PO  from  Star
W ars, or could lead to rogue hom icidal agents, like those Skynet deploys against
hum anity in the Term inator m ovies.

Science fiction w riters have long grappled w ith questions of autonom y in
robots. Isaac A sim ov created the now -iconic Three Law s of R obotics to govern
robots in his stories:

A  robot m ay not injure a hum an being or, through inaction, allow  a hum an
being to com e to harm .
A  robot m ust obey orders given by hum an beings except w here such orders
w ould conflict w ith the first law .
A  robot m ust protect its ow n existence as long as such protection does not
conflict w ith the first or second law .

In A sim ovɋs stories, these law s em bedded w ithin the robotɋs Ɏpositronic brainɏ
are inviolable. The robot m ust obey. A sim ovɋs stories often explore the
consequences of robotsɋ strict obedience of these law s, and loopholes in the law s
them selves. In the A sim ov-inspired m ovie I, Robot (spoiler alert), the lead robot
protagonist, Sonny, is given a secret secondary processor that allow s him  to



override the Three Law s, if he desires. O n the outside, Sonny looks the sam e as
other robots, but the hum an characters can instantly tell there is som ething
different about him . H e dream s. H e questions them . H e engages in hum anlike
dialogue and critical thought of w hich the other robots are incapable. There is
som ething unm istakably hum an about Sonnyɋs behavior.

W hen D r. Susan C alvin discovers the source of Sonnyɋs apparent anom alous
conduct, she finds it hidden in his chest cavity. The sym bolism  in the film  is
unm istakable: unlike other robots w ho are slaves to logic, Sonny has a Ɏheart.ɏ

Fanciful as it m ay be, I, Robotɋs take on autonom y resonates. U nlike
m achines, hum ans have the ability to ignore instructions and m ake decisions for
them selves. W hether robots can ever have som ething akin to hum an free w ill is a
com m on them e in science fiction. In I, Robotɋs clim actic scene, Sonny m akes a
choice to save D r. C alvin, even though it m eans risking the success of their
m ission to defeat the evil A I V .I.K .I., w ho has taken over the city. Itɋs a choice
m otivated by love, not logic. In the Term inator m ovies, w hen the m ilitary A I
Skynet becom es self-aw are, it m akes a different choice. U pon determ ining that
hum ans are a threat to its existence, Skynet decides to elim inate them , starting
global nuclear w ar and initiating ɎJudgm ent D ay.ɏ

THE THREE DIM ENSIO NS O F AUTO NO M Y

In the real w orld, m achine autonom y doesnɋt require a m agical spark of free w ill
or a soul. A utonom y is sim ply the ability for a m achine to perform  a task or
function on its ow n.

The D oD  unm anned system  roadm aps referred to Ɏlevelsɏ or a Ɏspectrum ɏ of
autonom y, but those classifications are overly sim plistic. A utonom y
encom passes three distinct concepts: the type of task the m achine is perform ing;
the relationship of the hum an to the m achine w hen perform ing that task; and the
sophistication of the m achineɋs decision-m aking w hen perform ing the task. This
m eans there are three different dim ensions of autonom y. These dim ensions are
independent, and a m achine can be Ɏm ore autonom ousɏ by increasing the
am ount of autonom y along any of these spectrum s.

The first dim ension of autonom y is the task being perform ed by the m achine.
N ot all tasks are equal in their significance, com plexity, and risk: a therm ostat is
an autonom ous system  in charge of regulating tem perature, w hile Term inatorɋs
Skynet w as given control over nuclear w eapons. The com plexity of decisions
involved and the consequences if the m achine fails to perform  the task



appropriately are very different. O ften, a single m achine w ill perform  som e tasks
autonom ously, w hile hum ans are in control of other tasks, blending hum an and
m achine control w ithin the system . M odern autom obiles have a range of
autonom ous features: autom atic braking and collision avoidance, antilock
brakes, autom atic seat belt retractors, adaptive cruise control, autom atic lane
keeping, and self-parking. Som e autonom ous functions, such as autopilots in
com m ercial airliners, can be turned on or off by a hum an user. O ther
autonom ous functions, like airbags, are alw ays ready and decide for them selves
w hen to activate. Som e autonom ous system s m ay be designed to override the
hum an user in certain situations. U .S. fighter aircraft have been m odified w ith an
autom atic ground collision avoidance system  (A uto-G C A S). If the pilot becom es
disoriented and is about to crash, A uto-G C A S w ill take control of the aircraft at
the last m inute to pull up and avoid the ground. The system  has already saved at
least one aircraft in com bat, rescuing a U .S. F-16 in Syria.

A s autom obiles and aircraft dem onstrate, it is m eaningless to refer to a
system  as Ɏautonom ousɏ w ithout referring to the specific task that is being
autom ated. C ars are still driven by hum ans (for now ), but a host of autonom ous
functions can assist the driver, or even take control for short periods of tim e. The
m achine becom es Ɏm ore autonom ousɏ as it takes on m ore tasks, but som e
degree of hum an involvem ent and direction alw ays exists. ɎFully autonom ousɏ
self-driving cars can navigate and drive on their ow n, but a hum an is still
choosing the destination.

For any given task, there are degrees of autonom y. A  m achine can perform  a
task in a sem iautonom ous, supervised autonom ous, or fully autonom ous m anner.
This is the second dim ension of autonom y: the hum an-m achine relationship.



Sem iautonom ous O peration (hum an in the loop)

In sem iautonom ous system s, the m achine perform s a task and then w aits for
a hum an user to take an action before continuing. A  hum an is Ɏin the loop.ɏ
A utonom ous system s go through a sense, decide, act loop sim ilar to the m ilitary
O O D A  loop, but in sem iautonom ous system s the loop is broken by a hum an.
The system  can sense the environm ent and recom m end a course of action, but
cannot carry out the action w ithout hum an approval.

Supervised A utonom ous O peration (hum an on the loop)



In supervised autonom ous system s, the hum an sits Ɏonɏ the loop. O nce put
into operation, the m achine can sense, decide, and act on its ow n, but a hum an
user can observe the m achineɋs behavior and intervene to stop it, if desired.

Fully A utonom ous O peration (hum an out of the loop)

Fully autonom ous system s sense, decide, and act entirely w ithout hum an
intervention. O nce the hum an activates the m achine, it conducts the task w ithout
com m unication back to the hum an user. The hum an is Ɏout of the loop.ɏ

M any m achines can operate in different m odes at different tim es. A  R oom ba
that is vacuum ing w hile you are hom e is operating in a supervised autonom ous
m ode. If the R oom ba becom es stuckɇ m y R oom ba frequently trapped itself in
the bathroom ɇ then you can intervene. If youɋre out of the house, then the
R oom ba is operating in a fully autonom ous capacity. If som ething goes w rong,
itɋs on its ow n until you com e hom e. M ore often than I w ould have liked, I cam e
hom e to a dirty house and a spotless bathroom .

It w asnɋt the R oom baɋs fault it had locked itself in the bathroom . It didnɋt
even know  that it w as stuck (R oom bas arenɋt very sm art). It had sim ply
w andered into a location w here its aim less bum ping w ould nudge the door
closed, trapping it. Intelligence is the third dim ension of autonom y. M ore
sophisticated, or m ore intelligent, m achines can be used to take on m ore
com plex tasks in m ore challenging environm ents. People often use term s like
Ɏautom atic,ɏ Ɏautom ated,ɏ or Ɏautonom ousɏ to refer to a spectrum  of
intelligence in m achines.

A utom atic system s are sim ple m achines that donɋt exhibit m uch in the w ay
of Ɏdecision-m aking.ɏ They sense the environm ent and act. The relationship



betw een sensing and action is im m ediate and linear. It is also highly predictable
to the hum an user. A n old m echanical therm ostat is an exam ple of an autom atic
system . The user sets the desired tem perature and w hen the tem perature gets too
high or too low , the therm ostat activates the heat or air conditioning.

A utom ated system s are m ore com plex, and m ay consider a range of inputs
and w eigh several variables before taking an action. N evertheless, the internal
cognitive processes of the m achine are generally traceable by the hum an user, at
least in principle. A  m odern digital program m able therm ostat is an exam ple of
an autom ated system . W hether the heat or air conditioning turns on is a function
of the house tem perature as w ell as w hat day and tim e it is. G iven know ledge of
the inputs to the system  and its program m ed param eters, the system ɋs behavior
should be predictable to a trained user.

Spectrum  of Intelligence in M achines

ɎA utonom ousɏ is often used to refer to system s sophisticated enough that
their internal cognitive processes are less intelligible to the user, w ho
understands the task the system  is supposed to perform , but not necessarily how
the system  w ill perform  that task. R esearchers often refer to autonom ous system s
as being Ɏgoal-oriented.ɏ That is to say, the hum an user specifies the goal, but
the autonom ous system  has flexibility in how  it achieves that goal.

Take a self-driving car, for exam ple. The user specifies the destination and
other goals, such as avoiding accidents, but canɋt possibly specify in advance



every single action the autonom ous car is supposed to perform . The user doesnɋt
know  w here there w ill be traffic or obstacles in the road, w hen lights w ill
change, or w hat other cars or pedestrians w ill do. The car is therefore
program m ed w ith the flexibility to decide w hen to stop, go, and change lanes in
order to accom plish its goal: getting to the destination safely.

In practice, the line betw een autom atic, autom ated, and autonom ous system s
is still blurry. O ften, the term  Ɏautonom ousɏ is used to refer to future system s
that have not yet been built, but once they do exist, people describe those sam e
system s as Ɏautom ated.ɏ This is sim ilar to a trend in artificial intelligence w here
A I is often perceived to encom pass only tasks that m achines cannot yet do. O nce
a m achine conquers a task, then it is m erely Ɏsoftw are.ɏ

A utonom y doesnɋt m ean the system  is exhibiting free w ill or disobeying its
program m ing. The difference is that unlike an autom atic system  w here there is a
sim ple, linear connection from  sensing to action, autonom ous system s take into
account a range of variables to consider the best action in any given situation.
G oal-oriented behavior is essential for autonom ous system s in uncontrolled
environm ents. If a self-driving car w ere on a closed track w ith no pedestrians or
other vehicles, each m ovem ent could be program m ed into the car in advanceɇ
w hen to go, stop, turn, etc. B ut such a car w ould not be very useful, as it could
only drive in a sim ple environm ent w here every action could be predicted. In
m ore com plex environm ents or w hen perform ing m ore com plex tasks, it is
crucial that the m achine be able to m ake decisions based on the specific
situation.

This greater com plexity in autonom ous system s is a double-edged sw ord.
The dow nside to m ore sophisticated system s is that the user m ay not be able to
predict its specific actions in advance. The feature of increased autonom y can
becom e a flaw  if the user is surprised in an unpleasant w ay by the m achineɋs
behavior. For sim ple autom atic or autom ated system s, this is less likely. B ut as
the com plexity of the system  increases, so does the difficulty of predicting how
the m achine w ill act.

It can be exciting, if a little scary, to hand over control to an autonom ous
system . The m achine is like a black box. W e specify its goal and, like m agic, the
m achine overcom es obstacles to reach the goal. The inner w orkings of how  it did
so are often m ysterious to us; the distinction betw een Ɏautom atedɏ and
Ɏautonom ousɏ is principally in the m ind of the user. A  new  m achine only feels
Ɏautonom ousɏ because w e donɋt yet have a good m ental m odel for how  it
Ɏthinks.ɏ A s w e gain experience w ith the m achine and begin to better understand
it, the layers of fog hiding the inner w orkings of the black box dissipate,



revealing the com plex logic driving its behavior. W e com e to decide the
m achine is m erely Ɏautom atedɏ after all. In understanding the m achine, w e have
tam ed it; the hum ans are back in control. That process of discovery, how ever,
can be a rocky one.

A  few  years ago, I purchased a N est Ɏlearning therm ostat.ɏ The N est tracks
your behavior and adjusts the houseɋs tem perature as needed, Ɏlearningɏ your
preferences over tim e. There w ere bum ps along the w ay as I discovered various
aspects of the N estɋs functionality and occasionally the house w as tem porarily
too w arm  or too cold, but I w as sufficiently enam ored of the technology that I
w as w illing to push through these grow ing pains. M y w ife, H eather, w as less
tolerant of the N est. Every tim e it changed the tem perature on its ow n,
disregarding an instruction she had given, she view ed it m ore and m ore
suspiciously. (U nbeknow nst to her, the N est w as follow ing other guidance I had
given it previously.)

The final straw  for the N est w as w hen w e cam e hom e from  sum m er vacation
to find the house a toasty 84 degrees, despite m y having gone online the night
before and set the N est to a com fortable 70. W ith sw eat dripping off our faces,
w e set our bags dow n in the foyer and I ran to the N est to see w hat had
happened. A s it turned out, I had neglected to turn off the Ɏauto-aw ay feature.ɏ
A fter the N estɋs hallw ay sensor detected no m ovem ent and discerned w e w ere
not hom e, it revertedɇ per its program m ingɇ to the energy-saving Ɏaw ayɏ
setting of 84 degrees. O ne look from  H eather told m e it w as too late, though. She
had lost trust in the N est. (O r, m ore accurately, in m y ability to use it.)

The N est w asnɋt broken, though. The hum an-m achine connection w as. The
sam e features that m ade the N est Ɏsm arterɏ also m ade it harder for m e to
anticipate its behavior. The disconnect betw een m y expectations of w hat the
N est w ould do and w hat it w as actually doing m eant the autonom y that w as
supposed to be w orking for m e ended up, m ore often than not, w orking against
m y goals.

HO W  M UCH SHO ULD W E TRUST AUTO NO M O US
SYSTEM S?

A ll the N est did w as control the therm ostat. The R oom ba m erely vacuum ed.
C om ing hom e to a R oom ba locked in the bathroom  or an overheated house
m ight be annoying, but it w asnɋt a catastrophe. The tasks entrusted to these
autonom ous system s w erenɋt critical ones.



W hat if I w as dealing w ith an autonom ous system  perform ing a truly critical
function? W hat if the N est w as a w eapon, and m y inability to understand it led to
failure?

W hat if the task I w as delegating to an autonom ous system  w as the decision
w hether or not to kill?



3

M ACHINES THAT KILL

W H A T IS A N  A U TO N O M O U S W EA PO N ?

T he path to autonom ous w eapons began 150 years ago in the m id-nineteenth
century. A s the second industrial revolution w as bringing unprecedented
productivity to cities and factories, the sam e technology w as bringing
unprecedented efficiency to killing in w ar.

A t the start of the A m erican C ivil W ar in 1861, inventor R ichard G atling
devised a new  w eapon to speed up the process of firing: the G atling gun. A
forerunner of the m odern m achine gun, the G atling gun em ployed autom ation
for loading and firing, allow ing m ore bullets to be fired in a shorter am ount of
tim e. The G atling gun w as a significant im provem ent over C ivil W arɆera rifled
m uskets, w hich had to be loaded by hand through the m uzzle in a lengthy
process. W ell-trained troops could fire three rounds per m inute w ith a rifled
m usket. The G atling gun fired over 300 rounds per m inute.

In its tim e, the G atling gun w as a m arvel. M ark Tw ain w as an early
enthusiast:

[T]he G atling gun . . . is a cluster of six to ten savage tubes that carry great conical pellets of lead,
w ith unerring accuracy, a distance of tw o and a half m iles. It feeds itself w ith cartridges, and you
w ork it w ith a crank like a hand organ; you can fire it faster than four m en can count. W hen fired
rapidly, the reports blend together like the clattering of a w atchm anɋs rattle. It can be discharged
four hundred tim es a m inute! I liked it very m uch.

The G atling gun w as not an autonom ous w eapon, but it began a long
evolution of w eapons autom ation. In the G atling gun, the process of loading
bullets, firing, and ejecting cartridges w as all autom atic, provided a hum an kept



turning the crank. The result w as a trem endous expansion in the am ount of
destructive pow er unleashed on the battlefield. Four soldiers w ere needed to
operate the G atling gun, but by dint of autom ation, they could deliver the sam e
lethal firepow er as m ore than a hundred m en.

R ichard G atlingɋs m otivation w as not to accelerate the process of killing, but
to save lives by reducing the num ber of soldiers needed on the battlefield.
G atling built his device after w atching w aves of young m en return hom e
w ounded or dead from  the unrelenting bloodshed of the A m erican C ivil W ar. In
a letter to a friend, he w rote:

It occurred to m e that if I could invent a m achineɇ a gunɇ w hich could by its rapidity of fire,
enable one m an to do as m uch battle duty as a hundred, that it w ould, to a great extent, supersede
the necessity of large arm ies, and consequently, exposure to battle and disease be greatly
dim inished.

G atling w as an accom plished inventor w ith m ultiple patents to his nam e for
agricultural im plem ents. H e saw  the gun in a sim ilar lightɇ m achine technology
harnessed to im prove efficiency. G atling claim ed his gun Ɏbears the sam e
relation to other firearm s that M cC orm ackɋs reaper does to the sickle, or the
sew ing m achine to the com m on needle.ɏ

G atling w as m ore right than he knew . The G atling gun did indeed lay the
seeds for a revolution in w arfare, a break from  the old w ays of killing people one
at a tim e w ith rifled m uskets and shift to a new  era of m echanized death. The
future G atling w rought w as not one of less bloodshed, how ever, but
unim aginably m ore. The G atling gun laid the foundations for a new  class of
m achine: the autom atic w eapon.

AUTO M ATIC W EAPO NS: M ACHINE G UNS

A utom atic w eapons cam e about increm entally, w ith inventors building on and
refining the w ork of those w ho cam e before. The next tick in the gears of
progress cam e in 1883 w ith the invention of the M axim  gun. U nlike the G atling
gun, w hich required a hum an to hand-crank the gun to pow er it, the M axim  gun
harnessed the physical energy from  the recoil of the gunɋs firing to pow er the
process of reloading the next round. H and-cranking w as no longer needed, and
once firing w as initiated, the gun could continue firing on its ow n. The m achine
gun w as born.

The m achine gun w as a m arvelous and terrible invention. U nlike
sem iautom atic w eapons, w hich require the user to pull the trigger for each bullet,



autom atic w eapons w ill continue firing so long as the trigger rem ains held dow n.
M odern m achine guns com e in all shapes and sizes, from  the snub-nosed U zi
that plainclothes security personnel can tuck under their suit jackets to m assive
chain guns that rattle off thousands of rounds per m inute. R egardless of their
form , their pow er is palpable w hen firing one.

A s a R anger, I carried an M 249 Squad A utom atic W eapon, or SA W , a
single-person light m achine gun carried in infantry fire team s. W eighing
seventeen pounds w ithout am m unition, the SA W  is on the hefty side of w hat can
be considered Ɏhand held.ɏ W ith training, the SA W  can be fired from  the
shoulder standing up in short controlled bursts, but is best used lying on the
ground. The SA W  com es equipped w ith tw o m etal bipod legs that can be flipped
dow n to allow  the gun to stand elevated off the dirt. O ne does not sim ply lay on
the ground and fire the SA W , how ever. The SA W  has to be m anaged; it has to
be controlled. W hen fired, the w eapon bucks and m oves like a w ild anim al from
the rapid-fire recoil. A t a cyclic rate of fire, w ith the trigger held dow n, the SA W
w ill fire 800 rounds per m inute. Thatɋs thirteen bullets stream ing out of the
barrel per second. A t that rate of fire, a gunner w ill rip through his entire stash of
am m unition in under tw o m inutes. The barrel w ill overheat and begin to m elt.

U sing the SA W  effectively requires discipline. The gunner m ust lean into the
w eapon to control it, putting his w eight behind it and digging the bipod legs into
the dirt to pin the w eapon dow n as it is fired. The gunner fires in short bursts of
five to seven rounds at a tim e to conserve am m unition, keep the w eapon on
target, and prevent the barrel from  overheating. U nder heavy firing, the SA W ɋs
barrel w ill glow  red hotɇ the barrel m ay need to be rem oved and replaced w ith a
spare before it begins to m elt. The gun canɋt handle its ow n pow er.

O n the other end of the spectrum  of infantry m achine guns is the M 2 .50
caliber heavy m achine gun, the Ɏm a deuce.ɏ M ounted on m ilitary trucks, the .50
cal is the gun that turns a sim ple off-road truck into a piece of lethal m achinery,
the Ɏgun truck.ɏ A t eighty poundsɇ plus a fifty-pound tripodɇ the gun is a
behem oth. To fire it, the gunner leans back in the turret to brace him  or herself
and thum bs dow n the trigger w ith both hands. The gun unleashes a pow erful
TH U K  TH U K  TH U K  as the rounds exit. The half inchɆw ide bullets can sail
over a m ile.

M achine guns changed w arfare forever. In the late 1800s, the B ritish A rm y
used the M axim  gun to aid in their colonial conquest of A frica, allow ing them  to
take on and defeat m uch larger forces. For a tim e, to the B ritish at least, m achine
guns m ight have seem ed like a w eapon that lessened the cost of w ar. In W orld
W ar I, how ever, both sides had m achine guns and the result w as bloodshed on an



unprecedented scale. A t the B attle of the Som m e, B ritain lost 20,000 m en in a
single day, m ow ed dow n by autom atic w eapons. M illions died in the trenches of
W orld W ar I, an entire generation of young m en.

M achine guns accelerated the process of killing by harnessing industrial age
efficiency in the service of w ar. M en w erenɋt m erely killed by m achine guns;
they w ere m ow ed dow n, like M cC orm ackɋs m echanical reaper cutting dow n
stalks of grain. M achine guns are dum b w eapons, how ever. They still have to be
aim ed by the user. O nce initiated, they can continue firing on their ow n, but the
guns have no ability to sense targets. In the tw entieth century, w eapons designers
w ould take the next step to add rudim entary sensing technologies into w eapons
ɇ the initial stages of intelligence.

THE FIRST ɐSM ARTɑ W EAPO NS

From  the first tim e a hum an threw  a rock in anger until the tw entieth century,
w arfare w as fought w ith unguided w eapons. Projectilesɇ w hether shot from  a
sling, a bow , or a cannonɇ follow  the law s of gravity once released. Projectiles
are often inaccurate, and the degree of inaccuracy increases w ith range. W ith
unguided w eapons, destroying the enem y hinged on getting close enough to
deliver overw helm ing barrages of fire to blanket an area.

In W orld W ar II, as rockets, m issiles, and bom bs increased the range at
w hich com batants could target one anotherɇ but not their accuracyɇ m ilitaries
sought to develop m ethods for precision guidance that w ould allow  w eapons to
accurately strike targets from  long distances. Som e attem pts to insert intelligence
into w eapons w ere seem ingly com ical, such as behaviorist B . F. Skinnerɋs
efforts to control a bom b by the pecking of a pigeon on a target im age. Skinnerɋs
pigeon-guided bom b m ight have w orked, but it never saw  com bat. O ther
attem pts to im plem ent onboard guidance m easures did, giving birth to the first
Ɏsm artɏ w eapons: precision-guided m unitions (PG M s).

The first successful PG M  w as the G erm an G 7e/T4 Falke (ɎFalconɏ) torpedo,
introduced in 1943. The Falcon torpedo incorporated a new  technological
innovation: an acoustic hom ing seeker. U nlike regular torpedoes that traveled in
a straight line and could very w ell m iss a passing ship, the Falcon used its
hom ing seeker to account for aim ing errors. A fter traveling 400 m eters from  the
G erm an U -boat (subm arine) that launched it, the Falcon w ould activate its
passive acoustic sensors, listening for any nearby m erchant ships. It w ould then
steer tow ard any ships, detonating once it reached them .



The Falcon w as used by only three U -boats in com bat before being replaced
by the upgraded G 7es/T5 Zaunkônig (ɎW renɏ), w hich had a faster m otor and
therefore could hit faster m oving A llied navy ships in addition to m erchant
vessels. U sing a torpedo that could hom e in on targets rather than travel in a
straight line had clear m ilitary advantages, but it also im m ediately created
com plications. Tw o U -boats w ere sunk in D ecem ber 1943 (U -972) and January
1944 (U -377) w hen their torpedoes circled back on them , hom ing in on the
sound of their ow n propeller. In response to this problem , G erm any instituted a
400-m eter safety lim it before activating the hom ing m echanism . To m ore fully
m itigate against the dangers of a hom ing torpedo turning back on oneself,
G erm an U -boats also began incorporating a tactic of diving im m ediately after
launch and then going com pletely silent.

The A llies quickly developed a counterm easure to the W ren torpedo. The
Foxer, an acoustic decoy tow ed behind A llied ships, w as intended to lure aw ay
the W ren so that it detonated harm lessly against the decoy, not the ship itself.
The Foxer introduced other problem s; it loudly broadcast the A llied convoyɋs
position to other nearby U -boats, and it w asnɋt long before the G erm ans
introduced the W ren II w ith an im proved acoustic seeker. Thus began the arm s
race in sm art w eapons and counterm easures against them .

PRECISIO N-G UIDED M UNITIO NS

The latter half of the tw entieth century saw  the expansion of PG M s like the
W ren into sea, air, and ground com bat. Today, they are w idely used by m ilitaries
around the w orld in a variety of form s. Som etim es called Ɏsm art m issilesɏ or
Ɏsm art bom bs,ɏ PG M s use autom ation to correct for aim ing errors and help
guide the m unition (m issile, bom b, or torpedo) onto the intended target.
D epending on their guidance m echanism , PG M s can have varying degrees of
autonom y.

Som e guided m unitions have very little autonom y at all, w ith the hum an
controlling the aim point of the w eapon throughout its flight. C om m and-guided
w eapons are m anually controlled by a hum an rem otely via a w ire or radio link.
For other w eapons, a hum an operator Ɏpaintsɏ the target w ith a laser or radar and
the m issile or bom b hom es in on the laser or radar reflection. In these cases, the
hum an doesnɋt directly control the m ovem ents of the m unition, but does control
the w eaponɋs aim point in real tim e. This allow s the hum an controller to redirect
the m unition in flight or potentially abort the attack.



O ther PG M s are Ɏautonom ousɏ in the sense that they cannot be recalled once
launched, but the m unitionɋs flight path and target are predeterm ined. These
m unitions can use a variety of guidance m echanism s. N uclear-tipped ballistic
m issiles use inertial navigation system s consisting of gyroscopes and
accelerom eters to guide the m issile to its preselected target point. Subm arine-
launched nuclear ballistic m issiles use star-tracking celestial navigation system s
to orient the m issile, since the undersea launching point varies. M any cruise
m issiles look dow n to earth rather than up to the stars for navigation, using radar
or digital scene m apping to follow  the contours of the Earth to their preselected
target. G PS-guided w eapons rely on signals from  the constellation of U .S. global
positioning system  satellites to determ ine their position and guidance to their
target. W hile m any of these m unitions cannot be recalled or redirected after
launch, the m unitions do not have any freedom  to select their ow n targets or
even their ow n navigational route. In term s of the task they are perform ing, they
have very little autonom y, even if they are beyond hum an control once launched.
Their m ovem ents are entirely predeterm ined. The guidance system s, w hether
internal such as inertial navigation or external such as G PS, are only designed to
ensure the m unition stays on path to its preprogram m ed target. The lim itation of
these guidance system s, how ever, is that they are only useful against fixed
targets.

H om ing w eapons are a type of PG M  used to track onto m oving targets. B y
necessity since the target is m oving, hom ing m unitions have the ability to sense
the target and adapt to its m ovem ents. Som e hom ing m unitions use passive
sensors to detect their targets, as the W ren did. Passive sensors listen to or
observe the environm ent and w ait for the target to indicate its position by
m aking noise or em itting in the electrom agnetic spectrum . A ctive seekers send
out signals, such as radar, to sense a target. A n early U .S. active hom ing
m unition w as the B at anti-ship glide bom b, w hich had an active radar seeker to
target enem y ships.

Som e hom ing m unitions Ɏlockɏ onto a target, their seeker sensing the target
before launch. O ther m unitions Ɏlock onɏ after launch; they are launched w ith
the seeker turned off, then it activates to begin looking for the m oving target.

A n attack dog is a good m etaphor for a fire-and-forget hom ing m unition.
U .S. pilots refer to the tactic of launching the A IM -120 A M R A A M  air-to-air
m issile in Ɏlock on after launchɏ m ode as going Ɏm addog.ɏ A fter the w eapon is
released, it turns on its active radar seeker and begins looking for targets. Like a
m ad dog in a m eat locker, it w ill go after the first target it sees. Sim ilar to the
problem  G erm an U -boats faced w ith the W ren, pilots need to take care to ensure



that the m issile doesnɋt track onto friendly targets. M ilitaries around the w orld
often use tactics, techniques, and procedures (ɎTTPsɏ in m ilitary parlance) to
avoid hom ing m unitions turning back on them selves or other friendlies, such as
the U -boat tactic of diving im m ediately after firing.

HO M ING  M UNITIO NS HAVE LIM ITED AUTO NO M Y

H om ing m unitions have som e autonom y, but they are not Ɏautonom ous
w eaponsɏɇ a hum an still decides w hich specific target to attack. Itɋs true that
m any hom ing m unitions are Ɏfire and forget.ɏ O nce launched, they cannot be
recalled. B ut this is hardly a new  developm ent in w ar. Projectiles have alw ays
been Ɏfire and forgetɏ since the sling and stone. R ocks, arrow s, and bullets canɋt
be recalled after being released either. W hat m akes hom ing m unitions different
is their rudim entary onboard intelligence to guide their behavior. They can sense
the environm ent (the target), determ ine the right course of action (w hich w ay to
turn), and then act (m aneuvering to hit the target). They are, in essence, a sim ple
robot.

The autonom y given to a hom ing m unition is tightly constrained, how ever.
H om ing m unitions arenɋt designed to search for and hunt potential targets on
their ow n. The m unition sim ply uses autom ation to ensure it hits the specific
target the hum an intended. They are like an attack dog sent by police to run
dow n a suspect, not like a w ild dog roam ing the streets deciding on its ow n
w hom  to attack.

In som e cases, autom ation is used to ensure the m unition does not hit
unintended targets. The H arpoon anti-ship m issile has a m ode w here the seeker
stays off w hile the m issile uses inertial navigation to fly a zigzag pattern tow ard
the target. Then, at the designated location, the seeker activates to search for the
intended target. This allow s the m issile to fly past other ships in the environm ent
w ithout engaging them . B ecause the autonom y of hom ing m unitions is tightly
constrained, the hum an operator needs to be aw are of a specific target in
advance. There m ust be som e kind of intelligence inform ing the hum an of that
particular target at that specific tim e and place. This intelligence could com e
from  radars based on ships or aircraft, a ping on a subm arineɋs sonar,
inform ation from  satellites, or som e other indicator. H om ing m unitions have a
very lim ited ability in tim e and space to search for targets, and to launch one
w ithout know ledge of a specific target w ould be a w aste. This m eans hom ing
m unitions m ust operate as part of a broader w eapon system  to be useful.


