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Foreword

In m any w ays, drones present the sam e m oral issues as any
other action-at-adistance w eapon: They allow  w arriors to kill
at a m inim al risk to them selves, thus low ering the hum an
cost of aggression. Thus the ancient contem pt for archers, as
recounted in The Iliad, w here the G reek chieftains deride the
Trojan prince Paris for his reliance on the bow  and arrow .
R eal m en are not afraid of hand-to-hand com bat; only
cow ards attack from  a distance, often hiding behind trees or
rocks.

D rones are of course the ultim ate action-at-
adistance w eapons, allow ing the aggressor to destroy targets
in Pakistan or A fghanistan w hile Ɏhidingɏ thousands of
m iles aw ay in N evada. B ut this alone does not m ake them
uniquely pernicious: M issiles and aerial bom bardm ent can
also be launched from  great distances by individuals w ho
need not see the extent of the violence they inflict. If w e are
to end w ar, w e need to take aim  at all the w eaponry that
m akes it possible and even invitingɇ guns, artillery, fighter
planes and bom bsɇ and at the industries that m anufacture
them .



B ut in this rem arkably cogent and carefully
researched book, M edea B enjam in m akes it clear that drones
are not just another exam ple of high-tech m ilitary trinket. In
fact, it is hard to even claim  that their prim ary use is
Ɏm ilitaryɏ in any traditional sense. D rones have m ade
possible a program  of targeted assassinations that are
justified by the U S Ɏw ar on terror,ɏ but otherw ise in defiance
of both international and U S law . A s B enjam in docum ents, it
is the C IA , not the Pentagon, that operates m ost drone strikes
in W estern A sia, w ith no accountability w hatsoever.
D esignated targets, including A m erican citizens, have been
condem ned w ithout evidence or trialɇ at the w ill,
apparently, of the W hite H ouse. A nd those w ho operate the
drones do so w ith com plete im punity for the deaths of any
civilians w ho end up as collateral dam age.

O ne of B enjam inɋs m ost disturbing revelations
has to do w ith the explosive expansion of the drone industry
in just the last few  years, to the point w here fifty nations
now  possess the devices. D rone W arfare sketches out the
nightm are possibilities posed by this insane proliferation.
N ot only can w e can expect drones to fall into the hands of
Ɏrogueɏ nations or terrorist groups; w e should brace
ourselves, too, for the dom estic use of surveillance drones
and even arm ed drones at the M exican border and possibly
against A m erican civilian protestors.

In anyone elseɋs hands, this could be a deeply
depressing book. Fortunately though, M edea B enjam in is not
just an ace reporter; sheɋs one of the w orldɋs leading anti-
w ar activists. D rone W arfare ends w ith the story of the
global anti-drone m ovem ent, in w hich she has played a
central role. A t the end of this book, youɋll be inspiredɇ and
youɋll know  exactly how  to get involved!

ɇ  Barbara Ehrenreich
Alexandria, VA, January 2012



 

Introduction

I m et R oya on m y first day w hile visiting the Pakistan-
A fghan border, on a dusty road in Peshaw ar. It w as just
w eeks after the 2002 U S invasion of A fghanistan, and I w as
traveling as a representative of the hum an rights group I co-
founded called G lobal Exchange. A  young girl approached
m e, her head cocked to one side, her hand outstretched,
begging for m oney.

W ith the help of an interpreter, I learned her
story. R oya w as thirteen years old, the sam e age as m y
youngest daughter. B ut her life could not have been in
starker contrast to that of m y San Francisco high schooler
and her girlfriends. R oya never had tim e for sports, or for
school. B orn into a poor fam ily living on the outskirts of
K abul, her father w as a street vendor. H er m other raised five
children and baked sw eets for him  to sell.

O ne day w hile her father w as out selling
candies, R oya and her tw o sisters w ere trudging hom e
carrying buckets of w ater. Suddenly, they heard a terrifying
w hir and then there w as an explosion: som ething terrible had
dropped from  the sky, tearing their house apart and sending



the body parts of their m other and tw o brothers flying
through the air.

The A m ericans m ust have thought R oyaɋs hom e
w as part of a nearby Taliban housing com pound. In the cold
vernacular of m ilitary-speak, her fam ily had becom e
Ɏcollateral dam ageɏ in A m ericaɋs w ar on terror.

W hen R oyaɋs father cam e hom e, he carefully
collected all the bits and pieces of his pulverized fam ily that
he could find, buried them  im m ediately according to Islam ic
tradition, and then sank into a severe state of shock.

R oya becam e the head of her household. She
bundled up her surviving sisters, grabbed her father, and
fled. W ith no m oney or provisions, they trekked through the
H indu K ush, across the K hyber Pass, and into Pakistan.

O nce in Peshaw ar, the fam ily barely survived on
the one dollar a day the girls m ade from  begging. R oya took
m e to their one-room  adobe hut to m eet her father. A  tall,
strong m an w ith the calloused hands of a hard w orker, he no
longer w orks. H e doesnɋt even w alk or talk. H e just sits and
stares into space. ɎO nce in a w hile he sm iles,ɏ R oya
w hispered.

Inside A fghanistan, I saw  m ore lives destroyed
by U S bom bs. Som e bom bs hit the right target but caused
horrific collateral dam age. Som e bom bs hit the w rong target
because of hum an error, m achine m alfunction or faulty
inform ation. In one village, the A m ericans thought a
w edding party w as a Taliban gathering. O ne m inute, forty-
three relatives w ere joyously celebrating; the next m inute,
their appendages w ere hanging off the lim bs of trees.

Forty villagers w ere killed in another sm all
tow n in the m iddle of the night. Their crim e? They lived
near the caves of Tora B ora, w here O sam a bin Laden w as
presum ed to be hiding. The U S new s m edia reported the
dead as Taliban m ilitants. B ut the w om an I m etɇ w ho had
just lost her husband and four children, as w ell as both her
legsɇ had never heard of A l Q aeda, A m erica or G eorge
B ush. B leeding profusely, she w as praying that she w ould
die. Surviving as a crippled w idow  w ith no incom e and no
fam ily w as too m uch to bear.



U nknow n to m ost A m ericans, in just three
m onths betw een O ctober 7, 2001 and January 1, 2002, over
1,000 A fghan civilians w ere directly killed by the U S-led
bom bing cam paign and at least 3,200 m ore had died of
Ɏstarvation, exposure, associated illnesses, or injury
sustained w hile in flight from  w ar zones,ɏ according to the
Project on D efense A lternatives.1 This is m ore than the
num ber of people killed in the 9/11 attacks.

President B ush had choices after the dreadful
events of 9/11/2001. H e could have treated the attacks as a
crim e against hum anity that required internationally
coordinated police w ork to capture the perpetrators and bring
them  to justice. Instead he chose ground invasions by
heavily arm ed troops and aerial attacks that sent thousands
of bom bs and m issiles screeching through the skies.

The A m erican governm ent told the public not to
w orry about w ho w as on the receiving end of the air attacks.
The U S m ilitary now  had sm art bom bs and laser-guided
m issiles that, together w ith a new fangled kind of unm anned
planes called drones, gave them  the capability of dropping
m unitions w ith breath-taking precision. G overnm ent
officials insisted that A l Q aeda m ilitants w ho attacked the
U nited States or w ho w ere plotting future attacks w ould get
w hat they deserved, w hile civilian casualties w ould be
carefully avoided.

W hen I realized this w as a lie, I vow ed that I
w ould try to get the U S governm ent to help com pensate
these innocent victim s of our attacks. I also vow ed that I
w ould never allow  m yself to be lulled into thinking that
high-tech w ars w ere som ehow  m ore hum ane.

Then cam e the M arch 2003 invasion of Iraq, a
w ar based on lies about Saddam  H usseinɋs purported
involvem ent in 9/11 and the Ɏim m inent threatɏ he posed to
the U nited States because of his supposed possession of
w eapons of m ass destruction. The U S m ilitary bragged that
unlike the 1991 G ulf W ar, w here ninety-three percent of the
m unitions dropped w ere Ɏdum bɏ bom bs, seventy percent of
the m unitions dropped a dozen years later w ere laser-guided
Ɏsm artɏ bom bs or precision m issiles.2 Expect m inim al



collateral dam age, w e w ere told.
I m ust adm it that w hen I w alked dow n the

streets of B aghdad a few  m onths after the invasion, I
m arveled at the selective destruction of those w eapons.
B lock after block, I saw  one building reduced to rubble
w hile the building right next to it w as standing tall. W ith
high-tech m unitions, the m ilitary w as able to zoom  in on key
targets: governm ent m inistries, the countryɋs electrical grid,
w ater treatm ent plants, sew age system s, food storage
facilities, bus depots, bridges, com m unication centers. B ut
precise targeting, Iraqis told us, did not necessarily m inim ize
casualties. W hat about the w orkers in those buildings? W hat
about the people w ho happened to be w alking by? A nd w hat
about the hundreds of thousands of Iraqis, m ostly children,
w ho died from  the subsequent lack of clean w ater and
healthcare? A ll this callous destruction occurred in a country
that had nothing to do w ith A l Q aeda or 9/11.

B ack in the U S, I w orked w ith G lobal Exchange
to create a C ongressional fund for com pensating innocent
victim s of our attacks. O ur staffperson M arla R uzicka, one
of the m ost com passionate and passionate young w om en I
have ever m et, w orked feverishly on this, later founding a
group called C IV IC , C am paign for Innocent V ictim s in
C onflict. Tragically, in A pril 2005, M arla w as killed by a
roadside bom b in Iraq; she w as just 28. A  com pensation
fund created by C ongress in her nam e has distributed over
$40 m illion to the fam ilies and com m unities of innocent
victim s.

W hile it w as im portant to help the people w e
m istakenly harm , I felt it w as m ore im portant to stop the
w ars. Together w ith m y colleague Jodie Evans, w e founded
the w om en-led peace group C O D EPIN K . W e believed that
individuals w ho attacked our nation on 9/11 had to be
captured and brought to justice, but that 9/11 did not justify
going to w ar. W e urged our governm ent to exam ine how  our
m ilitary presence around the w orld, w ith over eight hundred
overseas bases, w as fueling anti-A m erican sentim ent (it w as
one of the reasons O sam a bin Laden gave for the 9/11
attacks). W e insisted that the U nited States could save m uch-



needed m oney, and m ake our nation safer, by closing those
bases and using the m ilitary for protection at hom e.

W e organized huge rallies, engaged in civil
disobedience, traveled to w ar zones to get firsthand
experience, and w ent on grueling hunger strikes calling for
the w ithdraw al of our troops from  Iraq and A fghanistan and
for investing the creative energy of the international
com m unity into peacem aking, w ith w om en from  the affected
countries having a prom inent seat at the table. W e also
called for an overhaul of another m isguided U S policy, the
one-sided support for the governm ent of Israelɇ a position
that violates the hum an rights of Palestinians and inflam es
the very anti-A m ericanism  that fuels terrorist attacks.

D espite our efforts, it becam e clear that the
B ush adm inistration w ould not budge. So during the 2008
presidential cam paign, m any anti-w ar activists threw
them selves into the election of B arack O bam a, only to
discover that the peace candidate had m orphed into the w ar
president. W hile President O bam a w ithdrew  our troops from
Iraq in D ecem ber 2011 (he w as actually forced to do so by
an agreem ent signed under President B ush), he escalated the
num ber of troops in A fghanistan.

H e also chose another tactic that w ould help
keep the w ar far rem oved from  public consciousness: drone
w arfare. A n aircraft that kills by rem ote controlɇ also
know n by sophisticated nam es like unm anned aerial vehicle
(U A V ), unm anned aircraft system  (U A S) and rem otely
piloted aircraft (R PA )ɇ becam e the w eapon of choice.

M em bers of the U S peace com m unity w atched
in horror as these snipers in the sky started spreading from
A fghanistan and Iraq to Pakistan, Y em en, Som alia, the
Philippines and Libya. Instead of stopping the scourge of
w ar, under N obel Peace Prize w inner President O bam a the
m ilitary w as sim ply shifting tactics from  boots on the ground
to assassins in the air.

In fact, President O bam a carried out his first
drone strike just three days after his inauguration. It w as in
Pakistan on January 23, 2009. B ut instead of striking a
Taliban hideout, the m issiles struck the hom e of M alik



G ulistan K han, a tribal elder and m em ber of a local pro-
governm ent peace com m ittee, and killed him  and four other
fam ily m em bers. ɎI lost m y father, three brothers, and m y
cousin in this attack,ɏ said A dnan, his eighteen-year-old son.
A dnanɋs uncle claim ed, ɎW e did nothing, have no
connection to m ilitants at all. O ur fam ily supported the
governm ent and in factɔ w as a m em ber of a local peace
com m ittee.ɏ R eports later confirm ed the fam ilyɋs story.3

Y ou w ould think this tragedy w ould have been
enough to m ake President O bam a reconsider the policy. It
w asnɋt. In fact, it w as only years later, during a ɎG oogle
chatɏ on January 30, 2012, that O bam a even adm itted to the
public that the U S had a covert drone program  in Pakistan.
R esponding to a com m ent about drone strikes killing
innocent people, O bam a tried to reassure the public that they
need not w orry about dead civilians. ɎD rones have not
caused a huge num ber of civilian casualties. For the m ost
part, they have been precision strikes on A l Q aeda and their
affiliates,ɏ he told his listeners. ɎIt is im portant to understand
that this thing is being kept on a very tight leash.ɏ Tell that
to the thousands of grieving fam ily m em bers.

Speaking to the N ew  York Tim es, an anonym ous
senior counterterrorism  official w ent even further to stifle
dissent, im plying that those w ho criticize drones for killing
civilians are supporting A l Q aeda. ɎO ne m ust w onder w hy
an effort that has so carefully gone after terrorists w ho plot
to kill civilians has been subjected to so m uch
m isinform ation. Letɋs be under no illusionsɇ there are a
num ber of elem ents w ho w ould like nothing m ore than to
m align these efforts and help A l Q aeda succeed.ɏ4

B ut unlike U S officials, m any people around the
w orld do not believe that the U nited Statesɇ or any nationɇ
has the right to attack w hom ever it w ants, w herever it w ants.
People on the receiving end of drone m issiles began rising
up in protest. So did m em bers of the peace com m unity in the
U nited Statesɇ including groups like m y organization
C O D EPIN K , V oices of C reative N onV iolence, and C atholic
W orkersɇ as w ell as activists in Europe and A ustralia. They
w ere joined by scientists, ethicists, and other professionals



alarm ed by the explosion in the use of robotic w arfare,
particularly lethal drones.

Together, they are part of a grow ing chorus
dem anding an international dialogue about the direction,
ethics, and legality of high-tech w arfare. M ore and m ore,
people of conscience are calling for international guidelines
to curb robotic w arfare, as the w orld com m unity has done in
the case of land m ines and cluster bom bs.

This book, dedicated to R oya and all the
innocent victim s of drone w arfare, is m eant to m ove that
process along.



 

A Sordid Love Affair W ith
Killer Drones

A t the 2004 R adio and Television C orrespondentsɋ D inner,
President B ush joked about searching for w eapons of m ass
destruction under O val O ffice furniture, since they had never
been found in Iraq. The joke backfired w hen parents w ho
had lost their children fighting in Iraq said they found it
offensive and tasteless. Senator John K erry said B ush
displayed a Ɏstunningly cavalierɏ attitude tow ard the w ar and
those fighting it.

Six years later, at the W hite H ouse
C orrespondentsɋ D inner, President O bam a m ade his ow n
not-so-funny joke about w eapons and w ar. W hen the pop
band Jonas B rothers w as about to play to the packed room ,
O bam a furrow ed his brow  and sent them  a w arning to keep
aw ay from  his daughters. ɎSasha and M alia are huge fans,
but boys, donɋt get any ideas. Tw o w ords for you: Predator
drones. Y ouɋll never see it com ing.ɏ

For people in Pakistan, w here A m erican drones
have been dropping their H ellfire m issiles, O bam aɋs joke



lost som ething in translation. A ccording to Pakistani
journalist K haw ar R izvi, few  Pakistanis had ever heard of
the Jonas B rothers or understood the reference to the
Presidentɋs daughters. ɎB ut one thing w e do know : Thereɋs
nothing funny about Predator drones,ɏ said R izvi.5

That seem ed to be the opinion of Faisal
Shahzad, a thirty-year-old Pakistan-born resident of
B ridgeport, C onnecticut. O n M ay 1, 2010, just one day after
President O bam a m ade his offensive drone joke, Shahzad
tried to set off a car bom b in N ew  Y ork C ityɋs Tim es
Square. The w ould-be bom ber had left his explosive-laden
N issan Pathfinder parked in the m iddle of the busiest
intersection in N ew  Y ork C ity at the busiest tim e: 6:30 p.m .
on a Saturday night. Luckily, the bom b failed to explode,
and the authoritiesɇ tipped off by local t-shirt vendorsɇ
disarm ed it before it caused any casualties.

Q uestioned about his m otives by the authorities,
Shahzad talked about U S drone attacks in Pakistan.

ɎY ou know  w hat w ould have m ade a great
punch line for B arack O bam aɋs joke about Predator drones
last night at the W hite H ouse correspondentsɋ dinner?ɏ
suggested w riter Jonathan Schw arz after hearing about the
bom b scare.6 ɎIf the car bom b in Tim es Square had gone off
at exactly that m om ent, and it turned out it w as, in fact, in
retaliation for strikes by Predator drones. Then the next
night, w hen they w ere still w ashing blood and viscera off the
streets of N ew  Y ork, the head of the Pakistani Taliban could
have m ade a quip about killing people w ith car bom bs at a
fancy black tie dinner in Peshaw ar. A nd then the U S could
have blow n up m ore Pakistani civilians w ith drones. A nd the
cycle of funniness w ould begin anew !ɏ

Som e say the nam e Ɏdroneɏ com es from  the constant
buzzing noise that som e of the m achines m ake in flight.
A ccording to other m ilitary lore, the nam e derives from  a
use of robotic aircraft as training targets for W orld W ar II



gun crew s.7 The U nited States m anufactured 15,000 sm all
drones for anti-aircraft practice during the w ar at a plant in
Southern C alifornia. M any w ere m arked w ith black stripes
along the tail part of the fuselage, m aking them  look like
drones (the bees).

The technology for flying rem otely has existed
for decades. U nm anned aerial vehicles w ere first tested by
the m ilitary w ay back during W orld W ar I. In the 1930s the
U S, U K , and G erm any, later joined by the U SSR  and others,
all began to use drones for anti-aircraft targeting exercises.
U nm anned crafts w ere used as guided m issiles by the U S
m ilitary in W orld W ar II and the K orean W ar. In a tragic
W orld W ar II experim ent gone aw ry, President K ennedyɋs
older brother Joe, a N avy pilot, died at age 29 in a secret
drone operation against the G erm ans. It w asnɋt until the
V ietnam  W ar that unm anned aircraft w ere used to gather
intelligence.8

A nyone w ho w ants to build an unm anned
aircraft can order the parts at a hobby shop and assem ble
them  in their garage. In fact, the prototype for the m ost
popular m odern-day drone, the Predator, w as built by Israeli
aviation engineer A braham  K arem  in his garage in southern
C alifornia in the 1980s.9

A braham  K arem  had w orked on developing
unm anned aircraft for an Israeli defense contractor in the
1970s, and then m oved to southern C alifornia in 1980 to
develop his ow n com pany.

W ith grants from  the U S m ilitaryɋs D efense
A dvanced R esearch Projects A gency (D A R PA ) and the C IA ,
K arem  began building a new  m odel at hom e in his three-car
garage. In 1981 he unveiled w hat he called the A lbatross, an
unm anned plane that could stay in the air for up to 56 hours,
and later a new  version w ith a pow erful flight control
com puter called the G nat 750.

B ut K arem  w as financially strapped and decided
to sell his com pany to H ughes A ircraft, w hich then sold it to
G eneral A tom ics, keeping K arem  on as a consultant.

In 1993 C IA  director Jam es W oolsey, unhappy
w ith the intelligence he w as receiving from  satellites flying



over B osnia, turned to K arem  and G eneral A tom ics for help.
A  year later, the G nat 750 w as flying over B osnia w ith a
crew  that w as not in the aircraft but launching it from  an
abandoned airfield in neighboring A lbania.

The data it gathered still had a circuitous path to
reach the C IA ɇ traveling from  the drone to a m anned
aircraft to a ground station to a satellite. So the engineers re-
rigged the drone w ith its ow n satellite com m unications
system , adding the now  characteristic bulbous nose to the
fuselage.

Thus the Predator drone w as born and w as used
in the B alkan w ars to gather inform ation on refugee flow s
and Serbian air defenses. It w as not until the 1999 N A TO
K osovo cam paign, how ever, that som eone cam e up w ith the
idea of equipping these planes w ith m issiles, transform ing
them  from  spy planes into killer drones.10

Today drones are used for both lethal and
nonlethal purposes. O utside the m ilitary, unm anned aircraft
are being drafted for everything from  tracking drug
sm ugglers and m onitoring the U SɆM exico border to
engaging in search operations after earthquakes and spraying
pesticides on crops. B ut the m ilitary is the driving force
behind drones.

The Israeli m ilitary has a long history of using
drones to gather intelligence, as decoys, and for targeted
killings. Their use of drones dates back to the occupation of
the Sinai in the 1970s, and w as further developed in the 1982
w ar in Lebanon and the ongoing conflicts in the Palestinian
territories.

The Israeli unm anned aircraft pioneered in the
late 1970s and 1980s w ere eventually integrated into the
U nited Statesɋ inventory. Im pressed w ith Israelɋs use of
U A V s during m ilitary operations in Lebanon in 1982, then-
N avy Secretary John Lehm an decided to acquire U A V
capability for the N avy. O ne of the U A V s purchased from
Israel, the Pioneer, w as used to gather intelligence during
D esert Storm . A ccording to a C ongressional R esearch
R eport in 2003, ɎFollow ing the G ulf W ar, m ilitary officials
recognized the w orth of U A V s, and the A ir Forceɋs Predator



becam e a U A V  on a fast track, quickly adding new
capabilities.ɏ11

B ut it w as the 9/11 W orld Trade C enter attacks
that led to an explosion in the U S m ilitaryɋs use of drones
and a host of other robotic w eapons. The hundreds of
billions of dollars that C ongress allocated for the w ars in
A fghanistan and Iraq m ade the Pentagon flush w ith funds to
buy up all m anner of robotic w eapons that m ilitary
contractors from  G eneral A tom ics to N orthrop G rum m an
had been developing.

The various branches of the m ilitary filled their
shopping carts w ith every robot they could find: tiny
surveillance robots that can clim b w alls and stairs, snake-
like robots that slither in the grass, unm anned tanks m ounted
w ith .50 caliber w eapons, and ground robots to carry the
soldiersɋ heavy loads.

They snatched up every type of drone on the
production lines and com m issioned new  ones. They bought
the 38-inch-long R aven that is launched by sim ply throw ing
it into the air; the 27-foot-long Predator w ith its H ellfire
m issiles, and later the m ore pow erful R eaper version; the 40-
foot-long G lobal H aw k w ith sci-fi surveillance capabilities.

The Pentagon w as ordering these m achines
faster than the com panies could produce them . In 2000, the
Pentagon had few er than fifty aerial drones; ten years later, it
had nearly 7,500. M ost of these w ere m ini-drones for
battlefield surveillance, but they also had about 800 of the
bigger drones, ranging in size from  a private aircraft to a
com m ercial jet. Then Secretary of D efense R obert G ates
said that the next generation of fighter jet, the F-35 that took
decades to develop at a cost of m ore than $500 m illion each,
w ould be the Pentagonɋs last m anned fighter aircraft.12

From  2002Ɇ2010, the D epartm ent of D efenseɋs
unm anned aircraft inventory increased m ore than forty-
fold.13 Even during the financial crisis that started brew ing
in 2007 and led to the slashing of governm ent program s
from  nutrition supplem ents for pregnant w om en to
m aintenance of national parks, the D efense D epartm ent kept



pouring buckets of m oney into drones. A t the height of
governm ent deficit-reducing cuts in 2012, the U S taxpayer
w as shelling out $3.9 billion for the procurem ent of
unm anned aircraft, not counting the separate drone budgets
for the C IA  and the D epartm ent of H om eland Security.14

M ost m ilitary drones are still used for
surveillance purposes. The photo sensors the U A V s carry
have becom e increasingly pow erful, allow ing the on-the-
ground pilots to w atch individuals from  an aircraft 30,000Ɇ
60,000 feet up in the air. The infrared and ultraviolet
im aging captures light outside the spectrum  visible to the
hum an eye. U V  im aging is useful in space and for tracking
rockets; IR  im aging show s heat em itted by an object, m aking
it ideal for identifying hum ans in the dark.

O ne reason for the great dem and in drones w as
that they graduated from  sim ply tracking and m onitoring
targets to actually killing them . In A fghanistan, drones w ere
credited for killing senior A l Q aeda and Taliban m ilitants. In
the Iraq invasion, they w ere used for everything from
tracking supporters of Saddam  H ussein to blow ing up
governm ent agencies. In 2003, U S A ir Force C hief of Staff
G eneral T. M ichael M oseley said, ɎW eɋve m oved from
using U A V s prim arily in intelligence, surveillance, and
reconnaissance roles before O peration Iraqi Freedom , to a
true hunter-killer role.ɏ15

A nother reason that drones w ere in such
dem and w as the very nature of the A fghan and Iraqi w ars.
The U S m ilitary had a hard tim e even finding its enem ies, as
m any local fighters blended in am ong the civilian
populations. D rones gave the m ilitary a w ay to conduct
persistent surveillance and to strike quickly.

A rm ed drones are used in three w ays. They
supply air support w hen U S ground troops attack or com e
under attack; they patrol the skies looking for suspicious
activity and, if they find it, they attack; and they conduct
targeted killings of suspected m ilitants.

The m ain advantage of using drones is precisely
that they are unm anned. W ith the operators safely tucked in



air-conditioned room s far aw ay, thereɋs no pilot at risk of
being killed or m aim ed in a crash. N o pilot to be taken
captive by enem y forces. N o pilot to cause a diplom atic
crisis if shot dow n in a Ɏfriendly countryɏ w hile bom bing or
spying w ithout official perm ission. If a drone crashes or is
shot dow n, the pilot back hom e can sim ply get up and take a
coffee break.

D rones are considered ideal for Ɏ3D
m issionsɏɇ actions that are too Ɏdull, dirty, or dangerousɏ
for m anned aircraft. O n daring m issions, they can fly low
and slow  over hostile terrain, hovering for several hours or
all day, if need be. W ith their astonishing sensors, from
several m iles in the air they can follow  the route of a
suspicious-looking pick-up truck or track a sniper on a
rooftop. The Predatorɋs infrared cam era can even identify
the heat signature of a hum an body from  10,000 feet in the
air. From  8,000 m iles aw ay in N evada, a drone pilot can
w atch an A fghan as he lights up cigarettes, sits talking to
friends on a park bench, or goes to the bathroom ɇ never
im agining that anyone is w atching him .

W ithout the need to provide space for aircrew ,
and w ithout a hum an crew  to becom e tired, unm anned
aircraft can have extrem ely long endurance. The R eaper can
linger in the air for about eighteen hours and hybrid air
vehicles have an endurance of w eeks. In the future, high
altitude U A V s using solar pow erɆɆor pow ered by ground-
based lasers, or using air-to-air refuelingɆɆw ill be able to
rem ain airborne indefinitely.

U nm anned aircraft can fly to rem ote areas
w here our troops, and those of the host country, are unable
or unw illing to go. They can share data im m ediately w ith
troops on the ground. They can w eave and dive and perform
high-speed aerobatics that w ould cause a hum an pilot to lose
consciousness.

D rone proponents insist that their ability to
linger for hours over their target allow s for a thorough
assessm ent of potential collateral dam age before acting, and
their ability to guide w eapons to designated targets w ith
pinpoint accuracy m eans few er civilian casualties. C ertainly



com pared to the carpet bom bing of W orld W ar II or the
aerial bom bardm ent of V ietnam  or even the Ɏdum b bom bsɏ
used by the U S m ilitary in the G ulf W ar, drone m issiles are
m ore preciseɆɆbut these sam e m issiles can be used by
m anned aircraft.

D rones are also significantly cheaper to
purchase than the m anned aircraft they are replacing.
Lockheed M artinɋs F-22 fighter jets cost around $150
m illion apiece, w hile F-35s clock in at $90 m illion and the
F-16s at $55 m illion. B y contrast, the 2011 price of the
Predator w as $5 m illion and the R eaper w as $28.4 m illionɆɆ
but the (slow , vulnerable) R eaper hardly replaces the (fast,
stealthy, air-air com bat dom inant) F-22.16

Even these figures can be m isleading. The cost
of fueling, operating and m aintaining drones is not fully
know n, as the C IA , w hich is responsible for their increasing
use in undeclared w ars in places like Pakistan and Y em en,
includes those costs in its classified Ɏblack budget.ɏ B ut
every hour a drone is up in the air is estim ated to cost
betw een $2,000 and $3,500, and the num ber of flight hours
has skyrocketed. B etw een 2001Ɇ2010 the tim e the A ir Force
devoted to flying m issions w ent up 3,000 percent. In
A fghanistan and Iraq, Predators and R eapers w ere in the air
24/7. A nd they w ere firing thousands of H ellfire m issiles at
$68,000 a pop.

A  huge cost associated w ith drones is personnel.
W hile it m ight seem  counterintuitive, it takes significantly
m ore people to operate unm anned aircraft than it does to fly
traditional w arplanes. A ccording to the A ir Force, it takes a
jaw -dropping 168 people to keep just one Predator aloft for
tw enty-four hours! For the larger G lobal H aw k surveillance
drone, that num ber jum ps to 300 people. In contrast, an F-16
fighter aircraft needs few er than one hundred people per
m ission.17

U A V s need constant attention and control from
ground crew . They need ground-based pilots and crew s for
take-off and landing, ground-based technicians and
m echanics to m aintain the heavily used aircraft, crew s back



in the U S for piloting and operating the sensors. O n top of
that, they need intelligence analysts to scrutinize nonstop
surveillance feeds and to analyze the m assive am ount of data
they generate. Every day, the A ir Force alone processes
alm ost 1,500 hours of full-m otion video and another 1,500
still im ages. B y 2010, this required about nineteen analysts
per drone.18

This inform ation overload w ill get significantly
m ore labor intensive w ith use of even m ore sophisticated
technology, such as the ɎG orgon Stareɏ that can video an
entire city, requiring 2,000 analysts to process the data feeds
from  but a single drone.19 B y 2011, the A ir Force had
already converted seven A ir N ational G uard squadrons into
intelligence units to help analyze drone video and w as
training an additional 2,000 A ir Force intelligence
analysts.20 So the cost of drones m ust not only include this
enorm ous expense, but the trade-off of seconding thousands
of the N ational G uard and other personnel.

The C ongressional B udget O ffice in 2011
questioned the w hole idea of Ɏcheap drones.ɏ Their study
rem arked that the original concept w as that these w ould be
very low -cost, essentially expendable aircraft. ɎA s of 2011,
how ever, w hether substantially low er costs w ill be realized
is unclear. A lthough a pilot m ay not be on board, the
advanced sensors carried by unm anned aircraft system s are
very expensive and cannot be view ed as expendable.ɏ21 The
electro-optical/infrared cam eras on sm all U A V s cost several
tim es the drones them selves. A nd on the other end of the
size spectrum , the sensors on the m assive G lobal H aw k
m ake up over half the vehicleɋs price tag. In general, as the
technology becom es m ore and m ore sophisticated, the price
of high-tech drones is expected to go up.

The C ongressional study noted another big
problem  w ith drones that greatly affects the ultim ate price
tag. They crashɇ a lot. ɎExcessively high losses of aircraft
can negate cost advantages by requiring the services to
purchase large num bers of replacem ent aircraft,ɏ the report
concluded.22



In 2009, the A ir Force m ade an astonishing
adm ission: m ore than a third of their unm anned Predator spy
planes had crashed, m ostly in Iraq and A fghanistan.23 A s of
July 2010, 38 Predators and R eapers had been lost during
com bat operations in A fghanistan and Iraq, w ith another
nine crashing during training operations in the U S.24
A ltogether, the U S A ir Force said there had been seventy-
nine drone accidents.25

A  Predator crashed in the A fghan m ountains in
Septem ber 2010 after an oil system  m alfunction caused
engine failure. A  few  m onths earlier, a crash w as due to an
electrical system  failure. O ne disaster near K andahar A ir
B ase w as attributed to a rem ote pilot pushing the w rong
button. A nother drone crashed just as it w as landing in the
Seychelles, the Indian O cean nation w here the U S bases a
fleet of drones. In the fam ous case of the Iranian governm ent
getting hold of the sophisticated U S spy plane, the R Q -170,
the Iranians claim ed they brought dow n the plane by
jam m ing its G PS, w hile the U S claim ed it w as a Ɏtechnical
problem ɏ w ith the aircraft.

A ir Force investigators reported a variety of
reasons for all these crashes, including com puter glitches,
hum an error, coordination snafus, outdated technology and
inadequate flight m anuals. This w as especially true during
the first few  years after 2001, w hen drones w ere pushed into
the air w ithout adequate testing and training.

D rones can also Ɏgo rogue,ɏ m eaning that the
rem ote control is no longer com m unicating w ith the drone.
In 2009, the U S A ir Force had to shoot dow n one of its
drones in A fghanistan w hen it w ent rogue w ith a payload of
w eapons. In 2008, an Israeli-m ade drone used by Irish
peacekeepers in C had w ent rogue. A fter losing
com m unication, it decided on its ow n to start heading back
to Ireland, thousands of m iles aw ay, and crashed en route.

The N avyɋs m ultim illion dollar drone has the
unfortunate feature of starting to self-destruct if the pilot
accidentally presses the spacebar on his keyboard. A s Fox
N ew s reported, ɎA n unm anned M Q -8B  Fire Scout helicopter



can launch by itself, fly by itselfɇ and w ith a single slip, can
nearly blow  up by itself.ɏ26 A ccording to a June 24, 2011
report from  the D efense D epartm ent, a N avy pilot operating
an unm anned helicopter accidentally pressed the spacebar
w ith a w ire from  his headset. The crisis w as averted at the
last m inute, but the N avyɋs M Q -8B  has so m any flaw s that it
failed ten of ten test m issions at the N aval A ir Station in
southern M aryland. In fact, a glitch led one of the aircraft to
fly uncontrolled from  the station into restricted airspace near
W ashington, D C , before control w as regained.27

A nother problem  w ith drone system s is security
flaw s. M any R eapers and Predators didnɋt encrypt the video
they transm itted to A m erican troops on the ground. In the
sum m er of 2009, U S forces discovered Ɏdays and days and
hours and hoursɏ of drone footage on the laptops of Iraqi
m ilitants. A  $26 piece of softw are allow ed them  to capture
the video.28

N one of the rem ote cockpits are supposed to be
connected to the public Internet, w hich m eans they should be
largely im m une to viruses and other netw ork security
threats. B ut tim e and tim e again, the so-called Ɏair gapsɏ
betw een classified and public netw orks have been bridged,
largely through the use of discs and rem ovable drives.

In late 2008, for exam ple, the drives helped
introduce the agent.btz w orm  to hundreds of thousands of
D efense D epartm ent com puters. Three years later, the
Pentagon w as still disinfecting m achines.

In Septem ber 2011, a com puter virus infected
the C reech com puters, logging pilotsɋ keystrokes as they
rem otely flew  m issions over A fghanistan and other w ar
zones.29 M ilitary netw ork security specialists w erenɋt sure
w hether the virus w as introduced intentionally or by
accident. B ut they w ere sure that the infection hit both
classified and unclassified m achines at C reech, raising the
possibility that secret data m ay have been captured and
transm itted over the public Internet to som eone outside the
m ilitary chain of com m and.

Finally, there are also serious questions about



exactly how  precise the m unitions dropped from  these
drones really are. A ir Force Lt. G en. D avid D eptula said that
of m ore than 600 H ellfires fired by Predators, over ninety-
five percent hit their targets, w ith the few  failures attributed
to m echanical fault, loss of guidance or a target m oving at
the last instant.30 B ut if H ellfires are so accurate, one has to
w onder w hy LockheedM artin is being funded by C ongress
to upgrade the H ellfire to ɎR om eo II,ɏ w hich is supposed to
have a better guidance system , m aintenance and m echanism s
for preventing system s failures. H ow  precise can these
Ɏprecision m unitionsɏ be if they need so m any
im provem ents?

W hile m uch of the reporting on drone attacks is
classified, it does seem  that som e of the problem s of
accuracy and reliability have to do w ith w eather conditions.
C louds, rain, fog and sm oke can reduce their accuracy. Then
there are equipm ent errors and design defects, such as
problem s w ith laser targeting w here som e of the laser energy
is reflected back from  the target, confusing the laser seeker.

In order to com pensate for these deficiencies,
the A ir Force developed a tactic called Ɏdouble tap,ɏ firing
tw o H ellfire m issiles at each target. B ut this increases the
possibility of m ore civilian deaths, as individuals w ho rush
to help those w ho w ere hit from  the first strike are
them selves blow n up w ith the second attack. A  study by the
U K -based B ureau of Investigative Journalism  found
evidence that at least fifty civilians w ere killed in follow -up
strikes w hen they had gone to help victim s.31

O f course, w hen the target is falsely identified,
even the m ost accurate bom bs w ill result in tragedy. From
A fghanistan to Som alia, the U S is operating in regions
w here it has a lim ited understanding of the intricacies of
those com plex societies. Faulty intelligence can be the
product of deliberate m isinform ation from  local inform ants
w ho are trying to either settle old tribal feuds or sim ply
m ake som e cash by selling phony tips.

Faulty intelligence can also be the product of
sim ple m istakes. D espite all the super-duper cam eras, video



im ages can be m isinterpreted. A  truck carrying boxes of
pom egranates can look just like a truck carrying boxes of
explosives. A  tall bearded m an in a robe can look just like
another tall bearded m an in a robe. In February 2002, a
drone pilot reportedly killed a tall A fghan w ho he thought
w as O sam a bin Laden but turned out to be an innocent
villager gathering scrap m etal.32 D uring the 2003 Iraq
invasion, sem i-autom ated Patriot m issiles w ere fired at w hat
w ere supposed to be Iraqi rockets: the result w as dow ned
allied planes. Their hum an operators w ere supposed to
override in such cases but failed to do so.33

A nd in the first know n case of friendly fire
deaths involving unm anned aircraft, a drone strike in
A fghanistan on A pril 6, 2011 accidentally killed a U S
M arine and a N avy m edic. M arine Staff Sgt. Jerem y Sm ith,
26, and N avy H ospitalm an B enjam in D . R ast, 23, w ere
killed by a Predator drone after M arine com m anders m istook
them  for Taliban. W hen Jerem y Sm ithɋs father, Jerry Sm ith,
w as show n video im ages of the attack, he didnɋt see the
high-resolution im ages one m ight expect from  sophisticated
drones. A ll he could m ake out w ere blobs in really dark
shadow s. ɎY ou couldnɋt even tell they w ere hum an beingsɇ
just blobs,ɏ said the bereaved father. The report found no
one culpably negligent or derelict in their duties, but faulted
poor com m unications, m istaken assum ptions and Ɏa lack of
overall com m on situational aw areness.ɏ34

U nfortunately, gravesites throughout A sia and
the M iddle East are filled w ith testam ents to drone attacks
gone bad. A nd drones are not nam ed Predators and R eapers
for nothing. They are killing m achines. W ith no judge or
jury, they obliterate lives in an instant, the lives of those
deem ed by som eone, som ew here, to be terrorists, along w ith
those w ho are accidentallyɇ or incidentallyɇ caught in their
cross-hairs.

Think how  terrifying it m ust be to live under the
constant threat of a drone attack. Som etim es youɋd see them
flying m enacingly overhead; som etim es theyɋd disappear but
you could still hear their frightening, buzzing sound.



D rone attacks leave behind trails of hum an
sufferingɇ grieving w idow s, orphaned children, young lives
snuffed out, lifetim e disabilities. They enrage local
populations, stoke anti-A m erican feelings and prom pt
violent acts of revenge.

A s Pakistani-A m erican attorney R afia Zakaria
w rote, ɎSom ew here in the U nited States, a drone operator
sits in a booth w ith a joystick and com m andeers a pilot-less
aircraft arm ed w ith deadly bom bs. M uch like in a video
gam e, he aim s, shoots and fires at targets he sees on a
satellite m apɔ . Som etim es the target is killed and
som etim es the intelligence is faulty and a sleeping fam ily or
a w edding party bears the brunt of the m iscalculation. A t all
tim es, how ever, the Taliban capitalize on the ensuing
m ayhem  and gain new  recruits and re-energize old ones.
Terror thus spreads not sim ply in the village w here the drone
attack has taken place but far and w ide in the bazaars of
Peshaw ar and the streets of Lahore and the offices of
Islam abad w here these recruits avenge their anger against
the drone attacks.ɏ35

A nd w hile lots of people are being killed by
drones, a few  people are m aking lots of m oney.



 

Itɋs a Growth M arket

ɎThere are just pieces of flesh lying
around after a strike. You canɋt find
bodies. So the locals pick up the flesh
and curse Am erica. They say that
Am erica is killing us inside our ow n
country, inside our ow n hom es, and only
because w e are M uslim s.ɏ

ɇ N oor Behram , Pakistani photographer36

The U S m anufacturing sector is struggling, if not quite dead
yet. Thanks to tax breaks and m isleadingly labeled Ɏfree
tradeɏ agreem ents, corporations have been given every
incentive to look abroad for cheaper sources of labor,
elim inating m iddle-class jobs even as w ealthy C EO s get
w ealthier. Large sw aths of D etroit, once a bustling city hom e
to the countryɋs largest em ployers, now  resem ble a ghost
tow n.

B ut thereɋs one m anufacturing sector thatɋs not
hurting: the com panies that profit from  building the high-



tech tools of m odern w arfare, A m ericaɋs last great export.
Indeed, w hat form er President D w ight D . Eisenhow er called
the Ɏm ilitary-industrial com plexɏ has m ade it through this
age of austerity largely unscathed. A nd w hen it com es to
drones, the com plex is boom ing.

ɎItɋs a grow th m arket,ɏ crow ed the D efense
D epartm entɋs chief w eapons buyer, A shton B . C arter.37 A nd
he should know , w ith the Pentagonɋs $5 billion w ar chest for
drones. G lobal spending on the research and m anufacture of
drones is expected to total m ore than $94 billion betw een
2011Ɇ2020, according to one analyst w ho m onitors the
aerospace industry. O ther countries, particularly Israel and
C hina, w ill take a piece of the pie. B ut this is one area
w here, so far, U S com panies are still in the lead.

N o com pany has benefited m ore from  the drone
boom  than San D iego-based G eneral A tom ics. W hile not as
w ell know n as m ega-m ilitary contractors like Lockheed
M artin or B oeing, the com pany, w hich began in 1955
building nuclear reactors, has experienced m assive grow th
from  the m ilitaryɋs increased reliance on U A V s. In fact, the
com panyɋs Predator becam e the global face of the new  age
of robotic w arfare. Its successor, the R eaper (originally
called Predator B )ɇ w hich can fly higher and faster and hold
significantly m ore w eaponsɇ has becom e the A ir Forceɋs
prim ary unm anned aerial vehicle.

G eneral A tom ics bought its w ay into the drone
business in the 1990s, purchasing from  H ughes A ircraft the
original U A V  com pany started by Israeli engineer A braham
K arem . W hile itɋs a private com pany, G eneral A tom ics
w ould go belly-up in no tim e if it w erenɋt for a constant
stream  of governm ent contracts. O f the com panyɋs $661.6
m illion in revenues in 2010ɇ up from  just $115 m illion in
1980ɇ 90 percent cam e directly from  sales to the
Pentagon.38 B etw een 2000 and 2010, it sold m ore than $2.4
billion w orth of equipm ent to the U S m ilitary. M ost of that
incom e is from  drones.

W ith the red-hot drone m arket, the com panyɋs
revenues are set to explode even m ore. A nd G eneral



A tom ics is ready.
A s the Los Angeles Tim es reported, its seven

buildings spread over a spraw ling 85-acre base in Pow ay,
C alifornia are Ɏbelieved to be the w orldɋs largest facility
dedicated to drones.ɏ39 G eneral A tom icsɋ em ployees, w ho
num ber around 5,000 in total, are busy just trying to keep up
w ith the dem and, w hile also w orking on the next generation
of killer unm anned vehicles. ɎD onning bright-blue sm ocks,
em ployees w ork around the clock, pounding sheets of m etal
into aircraft parts or fusing electronics onto circuit boards.ɏ

From  1994 to 2010, the com pany sold m ore
than 430 of its Predator and R eaper drones to the U S
m ilitary. It also began sales to N A TO  allies.

In 2011, the U S A ir Force ordered a test version
of G eneral A tom icsɋ latest, m ost souped-up drone, the
Predator C  A venger, w hich can fly faster (740 km /h), higher
(60,000 ft) and carry a bigger payload (over 2,000 pounds)
than either the Predator or the R eaper.40

H ow  did such a sm all com pany com e to beat out
its larger com petitors in the dronem aking gam e, despite the
fact that its early U A V s that w ere used in the B alkans w ere
difficult to control and prone to crashing?

ɎFor our size, w e possess m ore significant
political capital than you m ight think,ɏ com pany C EO  Jam es
B lue boasted to a trade publication back in 2005.41

That political capital did not com e based solely
on the m erits of the products B lueɋs com pany m akes. A nd it
did not com e cheap.

For years, G eneral A tom ics carefully cultivated
key m em bers of C ongress, spending lavishly on cam paign
contributions and junkets. A s the C enter for Public Integrity
reported in 2006, the com pany spent m ore than any other
corporation in A m erica on financing trips abroad for
law m akers, their fam ilies and their staff.42 B etw een 2000
and m id-2005, it spent Ɏroughly $660,000 on 86 tripsɏ to
everyw here from  Turkey to A ustralia, w here the com pany
w as trying to get U S governm ent approval to sell its latest
U A V s overseas to non-N A TO  countries.



Ɏ[Itɋs] useful and very helpful, in fact, w hen you
go dow n and talk to the governm ent officials to have
congressional people go along and discuss the capabilities of
[the plane] w ith them ,ɏ explained Tom  C assidy, C EO  of the
com panyɋs dronem aking subsidiary, G eneral A tom ics
A eronautical System s. A  form er N avy A dm iral him self,
w hich no doubt helps w hen selling his m erchandise, C assidy
form ed G eneral A tom icsɋ dronem aking subsidiary in 1992
w ith just a half-dozen engineers.

G eneral A tom ics w asnɋt looking just to sell to
the U S m ilitary and N A TO  allies, but w as pushing for
governm ent perm ission to sell to other U S allies, including
repressive M iddle Eastern regim es. ɎThereɋs interest from
Pakistan, Saudi A rabia, Egypt and the U nited A rab
Em irates,ɏ boasted Frank Pace, president of the com panyɋs
aircraft system s subsidiary, according to the B loom berg
new s service. ɎSaudi A rabia is a huge country, and if they
w ant to cover the country w ell, they alone could get 50
aircraft.ɏ43

In July 2010, the U S governm ent approved an
export version of its flagship Predator drone m odel to the
M iddle East and South A sia. Prior to this, the sale of
Predators w as approved only to N A TO  countries, Japan,
A ustralia, and N ew  Zealand. In theory, these export versions
are designed only for surveillance and reconnaissance
m issions, but it w ouldnɋt take m uch adjusting to slap a bom b
on them .

Itɋs also helpful to have U S congressm en in
your pocket in order to help sell your w ares back hom e, of
course. The office of disgraced form er C ongressm an R andy
ɎD ukeɏ C unningham , a San D iego R epublican convicted of
accepting bribes from  m ilitary contractors, accepted m ore
than $53,000 in trips to Europe and A ustralia from  G eneral
A tom ics betw een 2002 and 2005, according to the C enter for
Public Integrity.

A s chair of the pow erful H ouse subcom m ittee
that appropriated m ilitary spending, C unningham  w as a
useful advocate for the firm , pressing then D efense Secretary
D onald R um sfeld in July 2001 to speed up funding for



G eneral A tom icsɋ Predator drone. Since then, the com panyɋs
revenues have skyrocketed, partly from  a 2010 contract
w orth $195 m illion to build a drone for use by the A rm y and
another $148.2 m illion contract in 2011 to provide another
tw o dozen of its M Q -9 R eaper drones to the A ir Force.

O verall, the com pany has spent m ore than $21
m illion lobbying public officials since 1998, according to the
C enter for R esponsive Politics.44 B ut by 2008 this little
com pany m ade it into the D efense N ew s list of top one
hundred defense firm s. O ne w ould be hard pressed to find
such an enorm ous return on investm ent outside the m ilitary-
industrial com plex.

G eneral A tom ics is not the only little m ilitary
contractor that could. W hile it m ay sound like a gentle air
freshenerɇ and it did start out consulting on air qualityɇ
A eroV ironm ent has been gobbling up a giant-size piece of
the drone pie.

Like G eneral A tom ics, the com pany is relatively
sm all. In 2001, A eroV ironm entɋs annual revenue w as under
$30 m illion. W ithin a decade, its revenue shot up to nearly
$300 m illion, 85 percent of that com ing from  the sale of
drones to the U S governm ent.

C om pared to the likes of B oeing and Lockheed
M artin, this southern C alifornia (Sim i V alley) com pany is
still the little brother. Finding its niche in m ini-drones,
A eroV ironm ent has gotten into U A V s in a big w ay.

O n Septem ber 1, 2011, the com pany announced
it w as aw arded a $4.9 m illion contract from  the U S A rm y to
build a 5 »  pound drone called the Sw itchblade. Like its
nam esake, the Sw itchblade is versatile. A ccording to
A eroV ironm ent, it is designed to provide the w arfighter w ith
a Ɏm agic bulletɏ capable of being launched from  the air or
the ground and to lock in on a target w ithin m inutes.

ɎThe unique capabilities provided by the
Sw itchblade agile m unition for standoff engagem ent,
accuracy and controlled effects m ake it an ideal w eapon for
todayɋs fight and for U S m ilitary forces of the future,ɏ said
B ill N ichols from  the A rm yɋs C lose C om bat W eapons
System s office.



B ut N ichols left out the juiciest detail: the m ini-
drone can also serve as the U S m ilitaryɋs very ow n robotic
suicide bom ber. In the w ords of the N ew  York Tim es, it is
being designed not just to provide surveillance, but to Ɏcarry
an explosive payload into a target.ɏ45 In other w ords, the
Sw itchblade is an unm anned kam ikaze fighter, a technology
the m ilitary frets Ɏw ill not long be beyond the capabilities of
a terrorist netw ork.ɏ

Later in Septem ber 2011, A eroV ironm net
received a $6.9 m illion order from  the U S A ir Force for
another drone, the R aven, w hich can fit inside a backpack,
and another $16 m illion order from  the A rm y to provide
support for the R aven.46 The next m onth it got another
boost: a $7.3 m illion A rm y order for its larger, 13-pound
surveillance Pum a drone.47

A eroV ironm entɋs itsy-bitsy surveillance
H um m ingbird D rone w as featured by Tim e m agazine as one
of the best inventions in 2011. B uilt as a prototype for the
D efense A dvanced R esearch Projects A gency, it can fly in
all directions, even backw ard. It can hover and rotate
clockw ise or counterclockw ise, and is equipped w ith a video
cam era. Itɋs shockingly lightɇ w eighing less than one A A
batteryɇ but carries, at least during the experim ental phase,
a shockingly hefty price tag of $4 m illion.

W ith the H um m ingbird, R aven, W asp, Pum a
and Sw itchblade, A eroV ironm ent has established itself as
the giant of the m ini-drones.

B ut donɋt think the big guns of the defense
industry have been left out. Take R aytheon, w hich boasts
m ore than 12,000 em ployees and is one of the top five
largest federal contractors in the U nited States. R aytheon
provides the U S m ilitary w ith drone softw are enabling it to
attain Ɏreal-tim e access to actionable intelligenceɏ gathered
by drones around the w orld.48 Thatɋs the technology that
helps a drone pilot in a N evada desert decide w hen to fire a
H ellfire m issile. Since the system  allow s m ilitary personnel
to gather intelligence from  a range of drones m anufactured
by other com panies, it gives R aytheon a chance to w in even



w hen it loses out on a U A V  contract to a com petitor.
R aytheon also produces a 500-pound bom b

called the Pavew ay for use by larger drones like the
Predator.
Itɋs developing a 100-pound m issile called The M onsoon to
challenge the dom inant role of the 100-pound H ellfire m ade
by com petitor Lockheed M artin.

B ut R aytheon is discovering that sm aller m ay be
better, and is now  developing lightw eight drone bom bs. The
Arizona D aily Star in Tucson, w here R aytheonɋs m issile and
drone building is headquartered, reported in 2010 that the
com pany w as Ɏquietly vying for a key role in A m ericaɋs
rem ote-control w ar on insurgents and terroristsɏ by
engineering sm aller and sm aller m issiles.49 It produced the
G riffin, w hich w eighs less than one-third of the 100-pound
H ellfire m issile. B y 2010, R aytheon had already received
m ore than $40 m illion in contracts from  the U S A rm y for the
G riffin.

Even sm aller is the 13-pound, 2-foot-long Sm all
Tactical M unition designed, in the w ords of program
m anager C ody Trestchok, to m eet an Ɏem erging needɏ for
m issiles to be strapped onto sm aller drones that have been,
up until now , only used for surveillance.50 R aytheon also
designed its ow n C obra drone to carry this little bom b.

R eporting on R aytheonɋs successful Septem ber
2011 test of the C obra, W iredɋs Spencer A ckerm an
rem arked, ɎThe guided m unition has the potential to expand
the drone w ar dram atically, giving battalion-sized units that
fly sm all drones the ability to kill people, like the rem ote
pilots w ho fly the iconic Predators and R eapers do.ɏ51

R aytheon is also producing a system  designed to
shoot dow n enem y drones w ith lasers. B ut R aytheon, the
largest em ployer in all of southern A rizona, is not content
just providing the softw are, m issiles and lasers for other
com panyɋs dronesɇ and the ability to shoot them  dow n.
Indeed, the D aily Star reports it is busy at w ork on
technology that w ould keep Ɏdrones in the air indefinitely,ɏ
having received a patent Ɏfor a system  that w ould allow  one



unm anned aerial vehicle to com m unicate in order to safely
refuel another drone in flight.ɏ52

A nd keep an eye out for w hat Popular Science
calls a ɎSupersonic Shape-Shifting B om ber.ɏ W ith a target
com pletion date of 2020, a R aytheon unm anned bom berɇ
also called Sw itchbladeɇ w ill have adjustable w ings that
w ill purportedly enable it to Ɏloiter just outside enem y
territory for m ore than a dozen hours and, on com m and,
hurtle tow ard a target faster than the speed of sound.ɏ

R aytheon better hurry up, as the m arket, and the
sky, is getting increasingly crow ded.

C hicago-based m ilitary contractor B oeing, w ith
m ore than 165,000 em ployees and revenues of over $64.3
billion in 2010, is not content losing out on the lucrative
drone business to the likes of R aytheon, m uch less a
com pany a fraction of its size, like G eneral A tom ics. First
flow n in A pril 2011, B oeingɋs Phantom  R ay prototype is
roughly the size of a fighter jet. B ut unlike drones currently
in w idespread use, this one essentially flies itself.

ɎA utonom ous, fighter-sized unm anned aircraft
are real,ɏ said program  m anager C raig B row n after the first
test flight. ɎThe bar has been raised.ɏ

A ccording to the Los Angeles Tim es, the
Phantom  R ay differs from  existing, w eaponized drones in
that it does not require a hum an pilot to do m uch m ore than
chart a flight path.53 It could Ɏcarry out a m ission controlled
alm ost entirely by a com puter.ɏ

Though it currently has no buyer for the
Phantom  R ay, estim ated to cost around $60 to $70 m illion,
the com pany is confident it w ill som eday.

ɎThe reason w eɋre doing this, fundam entally, is
to m ake sure the B oeing C om pany has a core com petency in
this area,ɏ D arryl D avis, president of B oeingɋs Phantom
W orks research and developm ent division, explained in
2009.54 ɎY ou w ant to be ahead of the m arket and not be
reacting.ɏ

B ut w hen it com es to building autonom ous
flying killer robots, B oeingɋs not alone. G eneral A tom ics



already has a m odel, the G ray Eagle, w hich is currently
deployed in Iraq. ɎIt thinks for itself,ɏ gushed G eneral
A tom ics executive Jam es B ouchard in a com pany press
release entitled, ɎA rm ed and D angerousɇ the G ray Eagle
goes lethal.ɏ55

Y ou donɋt even have to be a certified pilot to fly
it. ɎThe aircraft is very autonom ous,ɏ raved C apt. M ike
G oodw in. ɎItɋs the latest and greatest.ɏ

B ut B oeing is in a class of its ow n w hen it
com es to building a top-secret unm anned robotic aircraft
designed to be launched into space. Its X -37B  O rbital Test
V ehicle w as in developm ent for ten years at B oeingɋs
ɎPhantom  W orksɏ shop, after N A SA  selected B oeing to
design and develop the vehicle in 1999. N A SA  paid B oeing
over $400 m illion for the spacecraft, w hich is capable of
staying aloft for over 270 days. It w as first launched from
C ape C anaveral A ir Force Station in Florida in A pril 2010,
serving as a test platform  for secret experim ents, and landed
244 days later in V andenberg A ir Force B ase in C alifornia.
W hile details of the flight are classified, it w as reported to be
a successful test run, although the bum py landing blew  out
the left m ain landing gear tire on touchdow n, causing
dam age to the belly of the vehicle in about seven places.

D espite the enorm ous price tag, B oeing w as
contracted to build a second vehicle, w hich w as launched in
M arch 2011. O nce again, the details of its m ission w ere
w ithheld from  the public.

N orthrop G rum m an also jum ped into the drone
race. Its signature drone, the G lobal H aw k, becam e
controversial for its huge cost overruns. It w as originally part
of a $12 billion A ir Force program  that aim ed to replace the
A ir Forceɋs aging fleet of 1950s-era U -2 spy planes w ith
m odern U A V s. The m ilitary describes the G lobal H aw k as a
Ɏhigh-altitude, long-endurance unm anned aircraft system ,ɏ
one capable of surveilling large sw aths of territory, as
opposed to the m ore lim ited range of vision offered by
sm aller U A V s.56 A ccording to the N ew  York Tim es, the
unm anned G lobal H aw k surveillance plane is being



m anufactured at the com panyɋs factory in Palm dale,
C alifornia. N otably, the factory em ploys Ɏjust fifty people,ɏ
suggesting that investm ents in m ilitarism  are not the best
w ay to create jobs during a global econom ic dow nturn.57

ɎThe G lobal H aw k is a very im pressive
product,ɏ industry analyst R ichard A boulafia told the Tim es,
Ɏbut it is also a very expensive product.ɏ Since 2001, the
cost of the G lobal H aw k program  has m ore than doubled, as
m ilitary program s are w ont to do. Each plane is now
expected to cost a w hopping $218 m illion. B y contrast, the
largest arm ed drone, the R eaper, costs $28 m illion and the
Predator about $4.5 m illion.

Investing $218 m illion in anything is a lot of
m oney. B ut investing $218 m illion in a plane that ɎPentagon
tests also suggestedɔ w as not reliable enough to provide
sustained surveillanceɏ is just plain foolish. It is also,
unfortunately, typical for the Pentagon, w hich is accustom ed
to getting aw ay w ith w asting taxpayer m oney w ith little to
no consequences.

A  com parison of the Predator/R eaper program
show s just w hat a dud the G lobal H aw k is.58 In A pril 2010,
G eneral A tom icsɋ Predator/R eaper aircraft had passed the
one m illion flight hours m ilestone, w ith m ore than four
hundred aircraft produced and flying nearly 80,000 m issions,
m ostly in com bat. This is com pared w ith about four G lobal
H aw ks in service and few er than 2,000 com bat m issions.

ɎO nce again, w e have a system  that has failed to
m eet effectiveness and suitability requirem ents, but one that
no doubt w ill proceed post-haste into full production and
deploym ent,ɏ said Thom as P. C hristie, a form er Pentagon
testing official.59

O n the other hand, m aybe not. C iting budget
constraints, the Pentagon announced in January 2012 that it
w as changing its plans to replace its fleet of U -2 spy planes
w ith the G lobal H aw k. A  D efense D epartm ent official said
the latterɋs m assive cost had Ɏpriced itself out of the niche, in
term s of taking pictures in the air.ɏ60 A pparently not even
the $165,000,000 N orthrop G rum m an invested in bribing U S



officials from  1998Ɇ2011 could get the Pentagon to overlook
the m assive costs and problem s w ith its flagship drone.61 So
m uch for U A V s being a cheap, efficient panacea for all the
m ilitaryɋs needs in the 21st century.

G iant B ethesda, M aryland-based m ilitary
contractor Lockheed M artin, w ith m ore than 130,000
em ployees and 2010 sales upw ards of $45.8 billion, has also
been greasing the w heels62 w ith $142,000,000 in lobbying
(1998Ɇ2011)63ɇ and reaping the benefits w ith three-quarters
of its revenues com ing from  m ilitary sales.64

O ne gift that keeps on giving is its H ellfire
m issiles, the w eapon of choice that U A V s have been raining
dow n from  the sky at a handsom e $68,000 a shot. Lockheed
has developed an even m ore deadly version that it lovingly
calls the R om eo H ellfire. D ripping w ith sexual innuendos,
Lockheed brags that the R om eo can Ɏlock onto targets
before or after launch,ɏ Ɏengage targets to the side and
behind them  w ithout m aneuvering into position,ɏ and thanks
to its m ore virile guidance and navigation capabilities, can
Ɏincrease the m issileɋs im pact angle and enhancing
lethality.ɏ65 Speaking about this m anɋs m an of m issiles,
m anaging editor G areth Jennings from  Janeɋs M issiles and
R ockets gushed, ɎB efore you w ould have to em ploy a
specific m issile-type to take out a particular kind of targetɇ
tank, truck, foot soldier. This allow s the aircraft to engage
Ɋtargets of opportunityɋ as they appear on the battlefield.ɏ66

Proving that size is not everything, Lockheed
M artin is also getting into the drone business in sm aller
w ays. It is developing a concept drone called the Sam arai
M onocopter, w hich the m agazine Popular M echanics
reports is inspired by Ɏthe w inding flight of a falling m aple
seed.ɏ This w ould alm ost be beautifully poetic w ere its
purpose not to provide Ɏa pow erfulɔ tool for soldiersɏ on
the battlefield.67

Lockheedɋs contribution to the new  w orld of
w arfare doesnɋt stop there. Lockheed also m akes its ow n
surveillance U A V s at its so-called ɎSkunk W orksɏ facility in
Palm dale, C alifornia. C hief am ong Lockheedɋs drones is the



stealth R Q -170 Sentinel m odel prim arily used by the U S A ir
Force and better know n because of its enorm ous size as the
ɎB east of K andahar.ɏ B eyond acknow ledging its m assive,
roughly forty-foot w ingspan drone, the m ilitary has been
characteristically tight lipped about its role on the battlefield.
B ut according to the N ational Journalɋs M arc A m binder, it
w as that very Lockheed M artin drone that provided
surveillance for the N avy SEA L operation that ended in the
execution of A l Q aeda leader O sam a bin Laden.68 Less
exciting for the com pany is the fact that it w as this very
m odel that show ed up on TV  screens around the w orld, in
the hands of the Iranian governm ent.

W hat the big com panies like Lockheed, B oeing
and N orthop G rum m an are bringing to the drone m arket,
w hich G eneral A tom ics and other sm all com panies canɋt do,
is the ability to produce high-perform ance supersonic
aircraft. This m arks the transition from  using drones against
peasants in A fghanistan to turning them  against m ilitary
forces w ith heavy m odern w eapons, such as those of Iran,
N orth K orea and C hina. A ccording to robotics expert M ark
G ubrud, ɎW hat lurks behind this is the specter of drone-vs.-
drone w arfare or possibly robotized m ilitary standoffs,
w here the potential exists for autom ated responses to initiate
or rapidly escalate w arfare betw een m ajor pow ers and
betw een nuclear-arm ed states.ɏ69 G et ready for a drone-eat-
drone w orldɇ fed by your tax dollars.

In addition to all the governm ent-dependent private sector
w ork on drones, the U S governm ent is doing its ow n
research and production.

A t the W right-Patterson A ir Force B ase in
D ayton, O hio, the m ilitary is w orking on so-called Ɏm icro
air vehicles,ɏ or M A V s, w hich resem ble and m im ic sm all
birds and larger insects. The B ritish D aily M ail reports that
governm ent researchers hope this tiny vehicle w ill soon be
able to Ɏfind, track and target adversaries w hile operating in



com plex urban environm ents.ɏ70
W ork at the D ayton facility, w hich is part of the

A ir Force R esearch Laboratory, began in M ay 2010. A fter
the M ay 27 ribbon-cutting cerem ony of its Ɏfortress-likeɏ
facility, a report in a local trade journal noted that the A ir
Force is Ɏpressing for tiny aircraft that can flutter dow n a
city street or slip through an open w indow  to spy on or
attack enem y targets.ɏ71 To achieve this goal, governm ent
scientists have an entire indoor flight test facility com plete
w ith 60 m otion-capture cam eras intended to m im ic an urban
environm ent.

The m ilitary hopes the cool, killer technology
w ill attract a steady stream  of scientists interested in careers
fashioning deadly gadgets out of a Jam es B ond m ovie.

ɎW e donɋt view  this as necessarily an [A ir
Force] asset,ɏ D ouglas B lake, deputy director of the A ir
V ehicles D irectorate, told the D aily M ail. ɎW e view  it as a
com m unity asset.ɏ

O nce upon a tim e, libraries and parks w ere seen
as com m unity assets. In the age of the w ar on terror,
facilities aim ed at developing the next generation of
m iniature drones are the new  baseball fields.

The efforts to construct tiny drone aircraft
builds off earlier w ork by the ultra-secretive D efense
A dvanced R esearch Projects A gency (D A R PA ) on Ɏa w hole
host of cyborg critters,ɏ notes the D aily M ail.72 Founded in
1958 in response to the Sovietɋs 1957 Sputnik satellite
launch, D A R PA  is the U S D efense D epartm entɋs Ɏprim ary
innovation engine,ɏ according to the agency, undertaking
Ɏprojects that are finite in duration but that create lasting
revolutionary change.ɏ73 This is no idle bragging, given that
D A R PA  is credited, unlike A l G ore, w ith creating the
Internet.

To this end, D A R PA  often em ploys unique
m ethods for developing the next generation of m ilitary
hardw are. Indeed, in M arch 2011 the agency launched a
crow d-sourcing com petition, ɎU A V Forge,ɏ to actually
design a sm all drone that is Ɏsm all and light enough to carry



in a rucksackɏ and capable of perching som ew here, vulture-
like, for at least tw o hours w hile transm itting video back to
its operators.74

The person or group w ho designs the best
perform ing drone w ins $100,000, w hich is a relatively cheap
w ay for the U S governm ent to develop its latest w ar gadget.
O pening up drone design to the public also has the added
benefit of norm alizing drone w arfare am ong the public. A s
D A R PA ɋs Jim  M cC om ick told the m edia, ɎW e seek to low er
the threshold to entry for hobbyists and citizen scientists,ɏ
the objective being an Ɏexchange of ideas am ong a loosely
connected international com m unity united through com m on
interests and inspired by innovation and creative thought.ɏ

The w ay D A R PA  puts the outsourcing of drone
research, youɋd alm ost think they w ere starting a hippie
com m une. B ut the U S m ilitary isnɋt terribly interested in
peace, love, and understandingɇ and it has its eyes on
creating m ore than just lightw eight surveillance drones.

The A ir Force is currently developing a
technology nam ed the G orgon Stare after the m any-eyed
m onster from  G reek m ythology Ɏw hose unblinking eyes
turned to stone those w ho beheld them .ɏ This technology
prom ises to greatly expand the surveillance capability of the
R eaper drones it uses in A fghanistan and other sites in the
w ar on terror.

A s the disconcerting nam e suggests, the G orgon
Stare is a $15-m illion-a-pop system  that utilizes m ultiple
infrared and conventional cam eras that the A ir Force claim s
w ill dram atically broaden the view  that a drone on the
battlefield w ill be capable of capturing.75 R eportedly, the
system  w ill allow  drones to m onitor all m ovem ent w ithin a
four square kilom eter zone, w hereas surveillance technology
as of 2010 only allow ed for the m onitoring of less than one
square kilom eter.

B ut thereɋs a problem : the technology m ight not
be all it is cracked up to be. A ccording to a draft of an A ir
Force report obtained by W ired m agazine, D ecem ber 2010
tests of the G orgon Stare technology, w hich w as to have



already have been deployed on the battlefield in A fghanistan
by that point, found it to be Ɏnot operationally effectiveɏ nor
Ɏoperationally suitable.ɏ76

Y ou donɋt have to be a m ilitary expert to know
that is bad. A nd you donɋt have to be a prophet to know  that
this bad new s w ill probably not stop the m ilitary from
sinking ever m ore U S tax dollars into the project. Indeed, the
A ir Force responded to the W ired report by reaffirm ing its
com m itm ent to the G orgon Stare because Ɏlives depend on
the quality of the intelligenceɏ it prom ises to produce.

This enorm ous focus on unm anned vehicles is
expected to continue for the decade 2011Ɇ2020, w ith the U S
accounting for 77 percent of w orldw ide research and
developm ent and about 69 percent of the procurem ent
dollars.77

Thatɋs not to say other countries arenɋt
experiencing their ow n drone boom s. Take Israel.

ɎW eɋre trying to get to unm anned vehicles
everyw here on the battlefield for each platoon in the field,ɏ
Lt. C ol. O ren B erebbi, the head of the Israel D efense Forcesɋ
technology division, told the W all Street Journal in 2010.78
ɎW e can do m ore and m ore m issions w ithout putting a
soldier at risk.ɏ

Indeed, now  is a great tim e to be m aking drones.
G iora K atz, vice president of the Israel-based R afael
A dvanced D efense System s Ltd., told the Journal he expects
that a full one-third of all Israeli m ilitary hardw are w ill be
unm anned by 2025, if not sooner. ɎW e are m oving into the
robotic era.ɏ

A nd like their counterparts in A m erica, Israeli
drone m anufacturersɇ the m ost prom inent of w hich are
A eronautics D efense System s, Elbit System s, and Israel
A erospace Industries (IA I)ɇ arenɋt just producing their
w ares for a dom estic m arket. Israelɋs perpetual w ar econom y
and com bat history, com bined w ith its early use of U A V s
dating back to the occupation of the Sinai in the 1970s, have
provided it w ith a com petitive export edge. The Ɏcom bat
provenɏ aspect of Israeli technology is advertised by the



Israeli m ilitary, the m edia, and arm s firm s. Elbit System sɋ
H erm es 450ɇ sold to at least a dozen nationsɇ is advertised
as ɎO perational in the Israel D efense Force,ɏ a fact
highlighted w ith a bright yellow  ɎB A TTLE PR O V EN ɏ
stam p on the front of its brochure.79

In 2009, the Israeli governm ent inked a deal to
sell $50 m illion w orth of drones to R ussia.80 That agreem ent
w as im m ediately follow ed by talk of another deal, this one
w orth $100 m illion.81 B y 2011, the state-ow ned Israeli
A erospace Industries had delivered a dozen drones to R ussia
as part of a $400 m illion contract.82

A s of 2011, R ussia w as also eager to get its
hands on a m assive, w eaponized Israeli drone called the
H eron. A bout the size of a B oeing 737, the H eron can stay in
the air for alm ost an entire day before needing to be refueled.

Like any dealer, Israel started by giving R ussia
just a taste, and now  itɋs hooked. A nd itɋs not the only one.
ɎIsrael is the w orldɋs leading exporter of drones, w ith m ore
than 1,000 sold in 42 countries,ɏ noted Jacques C hem ia,
chief engineer at IA Iɋs drone division, in 2011.83

Turkey uses Israeli-m ade drones to conduct
surveillance operations against K urds in northern Iraq. India
has purchased lethal drones as part of its long-running arm s
race w ith neighboring Pakistan,84 w hich just produced its
very ow n dom estically m ade arm ed drone.85

The B ritish have been collaborating w ith the
Israelis on the production of their long-aw aited and m uch-
delayed W atchkeeper drone, w hich is based on the Israeli
H erm es 450 and is being developed by a jointly ow ned
Israeli-U K  com pany. Separately, the B ritish governm ent,
along w ith the private firm  B A E System s, is developing the
M antis, a drone that flies autonom ously (w ithout a rem ote
pilot) according to a pre-program m ed flight. The B rits are
also entering into a joint venture U A V  project w ith France.

W hile Israel and the U S are the leaders in drone
technology, they m ay be surpassed before long. C hina
surprised m any W estern officials w hen, as the W all Street
Journal reported, it unveiled no few er than tw enty-five



different types of U A V s at a trade show  in N ovem ber 2010,
just four years after it unveiled its first concept m odel.86
ɎC hinaɋs apparent progress is likely to spur others,
especially India and Japan, to accelerate their ow n U A V
developm ent or acquisition program s,ɏ the Journal reported.
A  distant second to the U S w hen it com es to global m ilitary
spending, C hina has already produced tw o drones, the
Pterodactyl and Sour D ragon, that respectively m im ic the
features of the w eaponized Predator drone and its
surveillance, U -2-like sibling, the G lobal H aw k.

Even lesser m ilitary pow ers are getting in the
gam e. Indeed, Iran has already begun deploying its ow n
reconnaissance dronesɇ one w as shot dow n in Iraq in
200987ɇ and w eapons-ready m odels are in the w orks, if not
already in the field.88 A n Iranian state new s outlet reported
in M arch 2011 that the Islam ic R epublic had designed an
Ɏunm anned flying saucerɏ equipped w ith a pair of ten
m egapixel cam eras for aerial surveillance purposes.

A nd the U S gave a boost to Iranɋs drone
program , albeit unw ittingly, w hen an R Q -170 Sentinel w as
dow ned in D ecem ber 2012 after crossing into Iran,
reportedly as part of a joint C IA -m ilitary spying program .
Just like that, the top-secret technology the U S spent
m illions of dollars and m any years developing fell into the
hands of an official enem y.

ɎItɋs badɇ theyɋll have everything,ɏ one U S
official told the Los Angeles Tim es.89 ɎA nd the C hinese or
the R ussians w ill have it too.ɏ The technology w as so
valuable that the O bam a adm inistration even considered
launching an air strike or sending a special operations team
into Iran to destroy the dow ned drone.90 Iran, R ussia, and
C hina can thank U S taxpayers for the gift.

In South A frica, m eanw hile, in Septem ber 2011
tw o com paniesɇ Param ount G roup and A erosud H oldings
Ltdɇ unveiled Ɏa com pact plane that they say m erges the
capabilities of a drone, an attack helicopter and surveillance
aircraft,ɏ according to the W all Street Journal.91

B illions upon billions of dollars have been spent



from  A m erica to A sia on m achinery, softw are and w orkers
w hose only purpose is building a better flying death robot.
The best research centers and universities are dependent on
m ilitary contracts. B ut only w hen one considers the things
that tim e and m oney have not gone toɇ health care,
education, infrastructureɇ can the full costs of this
m ilitarism  be realized. Instead of researching better solar
technology or the next generation of pacem akers, m any of
the w orldɋs top scientists are instead devoting their energy to
com ing up w ith the latest and greatest unm anned killing
m achines.

Form er President Eisenhow er spoke to the
debilitating cost of devoting m oney to w ar and the
preparation for w ar in a 1953 speech that still hits hard these
m any years later. A ddressing a group of new spaper editors,
Eisenhow er decried the trem endous w aste of m oney and
m anpow er going to develop things that, ideally, the country
w ould never use.

ɎEvery gun that is m ade, every w arship
launched, every rocket fired signifies, in the final sense, a
theft from  those w ho hunger and are not fed, those w ho are
cold and are not clothed,ɏ Eisenhow er rem arked. ɎThis
w orld in arm s is not spending m oney alone. It is spending
the sw eat of its laborers, the genius of its scientists, the
hopes of its children.ɏ

R ight now , som e of A m ericaɋs brightest
scientists are busy crafting new  w eapons of w ar on behalf of
the m erchants of death. A s Eisenhow er asked, ɎIs there no
other w ay the w orld m ay live?ɏ



 

Here a Drone, There a Drone,
Everywhere a Drone

ɎRep. Brian Bilbray (R-C alif.) has said
that the drones are so popular that a
Predator could be elected president.ɏ92
ɇ W illiam  B ooth, The W ashington Post

D rones cam e of age in the U S w ar on terror, nam ely during
the w ar in Iraq. Ironically, that w ar w as itself sold to the
A m erican public and the international com m unity in part
based on the alleged threat posed by dronesɇ in the w rong
hands.

In a February 5, 2003 presentation before the
U nited N ations Security C ouncil, then-U S Secretary of State
C olin Pow ell sought to sell the com ing w ar to a skeptical
w orld by pointing to Iraqɋs alleged possession of
w eaponized drones that could be used to attack the W est
w ith chem ical or biological agents. The claim  w as debunked
alm ost the m om ent it w as m adeɇ the drones w ere for



reconnaissance purposes onlyɇ but the story served its
purpose: only a lunatic w ouldnɋt fear a m adm an arm ed w ith
flying death robots, corporate m edia outlets declared.93 The
rest is blood-soaked history.

The w ar in Iraq provided the U S m ilitary a
platform  for perfecting its ow n deadly drones. In 2003 and
2004, the A rm y flew  U A V s about 1,500 hours a m onth,
according to U SA Today; by m id-2006, that num ber had
risen to about 9,000 hours a m onth.94 In the eyes of m anyɇ
outside the studios of Fox and C N N , that isɇ the U S, not
Iraq, had becom e the m adm an arm ed w ith flying death
robots.

From  the hunter-killer Predators and R eapers to
the surveillance G lobal H aw ks to the sm aller, cheaper
R avens, the A ir Force couldnɋt get its hands on enough
U A V s for the w ars in Iraq and A fghanistan. ɎThe dem and
far exceeds all of the D efense D epartm entɋs ability to
provide these assets,ɏ A ir Force Lt. C ol. Larry G urgainous
told an A P reporter in 2008.95

In A fghanistan, by 2010 the A ir Force w as
flying at least tw enty Predator drones over stretches of
hostile A fghan territory each day, providing a daily dose of
som e five hundred hours of video.96 M ost drones w ere used
for surveillance purposes. ɎFor exam ple, every day w eɋre
analyzing im agery that includes the need to distinguish
betw een norm al agriculture and poppy production,ɏ one
m ilitary officer told the C hristian Science M onitor.97

B ut they w ere also used to target low -level
Taliban fighters in rem ote areas and to support U S troops in
firefights. A ccording to A ir Force figures, there w ere
seventy-four drone strikes in 2007, 183 in 2008 and 219 in
2009.

In Iraq, spy drones w ere used for everything
from  protecting oil fields to tracking supposed insurgents to
distinguishing betw een Ɏplastics productionɔ and
hom em ade explosives production.ɏ98 Lethal drones w ere
sent to target governm ent buildings in B aghdad and to kill
m ilitants firing upon U S positions.99 The U S m ilitary in Iraq



cam e to rely on drones even m ore as it began to draw  dow n
its troop presence in 2008. The B ush A dm inistration
launched a record num ber of lethal strikes at around the
sam e tim e President B ushɋs Ɏsurgeɏ w as about to end and
both U S and Iraqi politicians w ere trying to figure out the
best w ay to get A m erican troops out of the country w ithout
losing face.

D rones also proved useful after the ostensible
U S Ɏw ithdraw alɏ from  Iraq in D ecem ber 2011. M andated by
the Status of Forces A greem ent negotiated by the B ush
adm inistration, the w ithdraw al resulted in the vast m ajority
of com bat troops being rem oved from  the country but left
behind m ore than 11,000 State D epartm ent em ployeesɇ and
the w orldɋs largest em bassy in B aghdadɇ as w ell as a
private, 5,000-strong m ercenary force to protect them . A nd a
fleet of U A V s.

A s the N ew  York Tim es reported and President
O bam a acknow ledged in January 2012, U S surveillance
drones continued to fly through Iraqɋs nom inally sovereign
airspace w ell after the last A m ericans w ere supposed to have
left the country.100 The excuse: protecting all the State
D epartm ent staff the U S w as leaving behind to m eddle in the
countryɋs affairs. A nd the kicker: the U A V s w ere being
operated not by the m ilitary, but the State D epartm ent itself,
that arm  of the U S governm ent that once upon a tim e w as
associated w ith diplom acy, not drones.

A t the tim e its drone program  w as revealed, the
State D epartm ent insisted its fleet of U A V s w ere solely for
surveillance purposes and that none of them  w ere arm ed or
even capable of being w eaponized. For their part, though,
Iraqis w ere skeptical.

ɎW e hear from  tim e to tim e that drone aircraft
have killed half a village in Pakistan and A fghanistan under
the pretext of pursuing terrorists,ɏ Iraqi businessm an H isham
M oham m ed Salah told the Tim es. ɎO ur fear is that w ill
happen in Iraq under a different pretext.ɏ



W hile the A ir Force w as busy hunting and killing in
A fghanistan and Iraq, w here the U S w as involved in larger
w ars involving ground troops, other agenciesɇ even non-
m ilitary onesɇ took the killer drones to places around the
w orld like Pakistan, Y em en, the Philippines and Som alia
w here the U nited States w as not officially at w ar. In just a
decade, the U S A ir Force, the C IA , the Joint Special
O perations C om m and (JSO C ) and m ercenary groups like
B lackw ater (currently giving itself the professorial nam e
A cadem i) had built up a global netw ork of bases to pilot,
test, m aintain, arm , and launch drones. M any parts of this
program  are veiled in secrecy, especially those run by the
C IA  and JSO C , so its full extent is hard to assess.

A s of O ctober 2011, the U S governm ent w as
operating no less than sixty drone bases at hom e and around
the w orld, according to journalist N ick Turse, from  rem ote
regions of A fghanistan and Pakistan to Ethiopia, D jibouti,
U zbekistan, Q atar, Turkey, and the U nited A rab Em irates.101
A  W ashington Post exposç of O bam aɋs global apparatus for
drone killing said the netw ork included Ɏdozens of secret
facilities, including tw o operational hubs on the East C oast,
virtual A ir Force cockpits in the Southw est, and clandestine
bases in at least six countries on tw o continents.ɏ102

The m ost extensiveɇ and lethalɇ drone
program  outside a w ar zone is run by the C IA . Publicly, the
C IA  does not even acknow ledge this program ɋs existence.
W hen the A C LU  tried to get inform ation about the C IA ɋs
drone killings, the agency arguedɇ and the court agreedɇ
that even the Ɏfact of the existence or nonexistenceɏ of such
a program  w as classified. B ut the C IA ɋs drone assassination
squad has becom e, next to Israelɋs nuclear w eapons arsenal,
perhaps the w orldɋs w orst-kept classified secret.

Indeed, in O ctober 2010, w hile delivering an
on-the-record address before an auditorium  full of A m erican
soldiers stationed in Italy, D efense Secretary and form er
head of the C IA  Leon Panetta even cracked a joke about the
program .

Ɏ[O ]bviously I have a helluva lot m ore w eapons



available to m e in this job than I had at the C IA ,ɏ Panetta
told the troops, according to the A ssociated Press.103
ɎA lthough the Predators arenɋt that bad.ɏ

Later that sam e day, Panetta noted U S troops
had helped affect regim e change in Libya using the G lobal
H aw k surveillance drone and the Predatorɇ a hunter/ killer
aircraft that, he said, ɎI w as very fam iliar w ith in m y last
job.ɏ

Panetta w as not reprim anded for disclosing top-
secret classified inform ation and joking about w hat m any
legal experts consider w ar crim es. In the w arped im perial
culture of W ashington, D C , w hen a low -level soldier like
B radley M anning leaks classified inform ation w ith the
express intent of revealing to the w orld the existence of w ar
crim es, he faces life in prison. Panettaɋs joking disclosure,
like President O bam aɋs ow n quip about m urdering the Jonas
B rothers band w ith Predator drones, draw s a hearty laugh
from  the establishm ent, not an indictm ent.

B efore Septem ber 11, the C IA , stung by past
assassination scandals, only used drones for surveillance.
The w eek before the 9/11 attack, C IA  D irector G eorge Tenet
w as quoted by counterterrorism  advisors as saying that it
w ould be a Ɏterrible m istakeɏ for the C IA  to Ɏfire a w eapon
like this.ɏ104 Post-9/11, everything changed. The agency
asked for, and received from  President B ush, a secret
m em orandum  giving it the right to target A l Q aeda virtually
anyw here in the w orld. W ith the green light to kill, the C IA
began putting its drones to w ork.

B egun under B ush and expanded under O bam a,
the C IA ɋs program  is classified as covert and the agency
refuses to disclose w here it operates, w ho is in charge, how
targets are selected and approved, or how  m any people have
been killed. It insists that releasing any inform ation w ould
aid the enem y. W hen form er U N  Special R apporteur Philip
A lston tried to get basic questions answ eredɇ both from  the
B ush and O bam a adm inistrationsɇ Ɏthey blew  m e off,ɏ he
said.105

The C IA ɋs m ain focus has been in Pakistan,



w here its m issile strikes target suspected A l Q aeda
operatives, as w ell as low -ranking m ilitants believed to be
involved in cross-border attacks on U S troops or facilities in
A fghanistan.

A ccording to the B ureau of Investigative
Journalism , betw een 2004Ɇ2011, the C IA  conducted over
three hundred drone strikes in Pakistan, w ith a spike of 118
attacks in 2010, killing som ew here betw een 2,372 and 2,997
people. A t the end of 2011 the C IA  suspended its m issile
strikes in an effort to m end badly frayed relations betw een
the U S and Pakistani governm ent after U S gunships
m istakenly killed tw enty-four Pakistani soldiers in
N ovem ber 2011. W hen the strikes resum ed in m id-January
2012, against the w ishes of the Pakistani governm ent and
people, Pakistani intelligence officials said the drone attacks
w ere on the verge of pushing strained ties betw een the tw o
nations to the point of collapse.

The C IA ɋs partner, the m ilitaryɋs Joint Special
O perations C om m and (JSO C ) is even m ore cloaked in
secrecy and less subject to accountability than the
intelligence agency.

Founded in 1980, JSC O C  specializes in secret,
sm all-scale operations. Since 9/11 its prim ary m ission has
been to identify and destroy perceived terrorists and terror
cells w orldw ide. It is credited as the group that oversaw  the
raid that killed O sam a bin Laden. In addition to dispatching
clandestine troops, it has a drone hit team  that it operates
w ith the help of contracted m ercenaries. It has carried out
deadly strikes in Y em en and Som alia, but like the C IA , it
refuses to disclose any aspect of its counterterrorism
operations.

JSO C  reports directly to the president and, as
N ational Journal reporter M arc A m binder put it, Ɏoperates
w orldw ide based on the legal (or extra-legal) prem ises of
classified presidential directive.ɏ106 John N agl, a form er
counterinsurgency adviser to G en. Petraeus, described
JSO C ɋs kill/capture cam paign as Ɏan alm ost industrial-scale
counterterrorism  killing m achine.ɏ107



JSO C  targets com e from  a secret list called
JPEL (Joint Prioritized Effects List). A ccording to M atthew
H oh, a form er M arine and Foreign Service officer w ho
resigned in 2009 because he felt U S tactics w ere only fueling
the insurgency, the list includes bom b m akers, com m anders,
financiers, people w ho coordinate the w eapons transport and
even PR  people.108

A nother key partner in drone w arfare are private
contractors. ɎFrom  a secret division at its N orth C arolina
headquarters, the com pany form erly know n as B lackw ater
has assum ed a role in W ashingtonɋs m ost im portant
counterterrorism  program : the use of rem otely piloted drones
to kill A l Q aedaɋs leaders,ɏ the N ew  York Tim es reported in
A ugust 2009.109 ɎThe divisionɋs operations are carried out at
hidden bases in Pakistan and A fghanistan, w here the
com panyɋs contractors assem ble and load H ellfire m issiles
and 500-pound laser-guided bom bs on rem otely piloted
Predator aircraft, w ork previously perform ed by em ployees
of the [C IA ].ɏ

A  few  m onths after the Tim esɋ story, The
N ationɋs Jerem y Scahill revealed that the relationship
betw een B lackw ater and the U S governm entɋs covert drone
assassination program  ran even deeper. H e reported that the
com pany w as intim ately involved in the drone program  run
not just by the C IA , but by the m ilitaryɋs ultra-secretive
JSO C .

ɎItɋs B lackw ater running the program  for both
C IA  and JSO C ,ɏ Scahill quoted a source w ithin U S m ilitary
intelligence as saying. A ccording to the source, w hile m any
reported drone strikes in Pakistan are credited to the C IA , it
is the parallel B lackw ater-JSO C  program  that is responsible
for the bulk of civilian casualties.

W hen civilians are killed, Scahillɋs source said,
Ɏpeople go, ɊO h, itɋs the C IA  doing crazy shit again
unchecked.ɋ W ell, at least 50 percent of the tim e, thatɋs
JSO C  [hitting] som ebody theyɋve identified through
H U M IN T [hum an intelligence] or theyɋve culled the
intelligence them selves or itɋs been shared w ith them  and



they take that person out and thatɋs how  it w orks.ɏ
W hile the C IA  is not exactly renow ned for its

respect for the lives of foreigners, the B lackw ater-JSO C
drone program  is supposedly even m ore cavalier about
killing civilians, as it is even less subject to congressional
oversight.

ɎTargeted killings are not the m ost popular
thing in tow n right now  and the C IA  know s that,ɏ the source
said, according to Scahill. ɎC ontractors and especially JSO C
personnel w orking under a classified m andate are not
[overseen by C ongress], so they just donɋt care. If thereɋs
one person theyɋre going after and thereɋs thirty-four people
in the building, thirty-five people are going to die. Thatɋs the
m entality.ɏ

In Y em en, both the C IA  and JSO C  are engaged
in a covert bom bing cam paign aim ed at taking out suspected
m em bers of A l Q aeda in the A rabian Peninsula. B oth have
their ow n flying hit team s, w ith separate but overlapping
targets. U nlike in Pakistan, w here the C IA  has presidential
authorization to launch strikes at w ill, each strike in Y em en
requires W hite H ouse approval and intended targets are
draw n from  an approved list of m ilitants deem ed by U S
intelligence officials to be involved in planning attacks
against the W est.110

In N ovem ber 2002 the C IA  conducted its first
drone strike in Y em en, killing A l Q aeda leader A bu A li A l-
H arithi, a suspect in the 2000 bom bing of the U SS C ole, and
five others. U nder the O bam a adm inistration, there have
been about fifteen strikes in Y em en as of January 2012,
although it is not clear how  m any w ere carried out by drones
or by conventional aircraft and cruise m issiles.

A  drone strike in M ay 2010 m istakenly killed a
key m ediator betw een the Y em eni governm ent and A l Q aeda
in the A rabian Peninsula, Jaber al-Shabw ani, the deputy
governor of M aarib. H e w as killed w hile conferring w ith an
A l Q aeda leader in an attem pt to negotiate a settlem ent w ith
the governm ent. A lso killed in the attack w ere three of his
bodyguards and tw o operatives w ith A l Q aeda in the



A rabian Peninsula.111
The Y em eni governm ent apologized for

Shabw aniɋs death but the killing prom pted m em bers of his
tribe to strike at governm ent facilities, including a m ilitary
cam p, an oil pipeline, and pow erlines.112 O n January 30,
2012, a drone strike in southern Y em en killed at least tw elve
alleged A l Q aeda m ilitants, including four local leaders.

The m ost high-profile attack in Y em en w as in
Septem ber 2011, w hen the C IA  used a Predator drone to
assassinate tw o U S citizens, A nw ar al-A w laki and Sam ir
K han, alleged propagandists for a Y em eni terrorist
organization inspired by A l Q aeda.113 The killings w ere the
first reported instances of the U S governm ent executing its
ow n citizens w ithout charging them  w ith a crim e or
affording them  a trial by a jury of their peers. Less than a
m onth later, A w lakiɋs sixteen-year-old son, A bdulrahm an,
w as also killed in a drone strike.114

Ironically, the C IA  is forbidden under U S law
from  spying on A m ericansɇ thatɋs left to the FB I. It seem s
that the agency can, how ever, m urder A m ericans overseas at
the behest of the president w ithout so m uch as a w him per of
Ɏim peachm ent.ɏ

A ccording to a State D epartm ent cable released
by the w histle-blow ing w ebsite W ikiLeaks, the bom bings in
Y em en w ere conducted w ith the approval of the long-tim e
dictator of Y em en, A li A bdullah Saleh, w ho in January 2010
reassured U S officials that he w ould Ɏcontinue saying the
bom bs are ours, not yours.ɏ115 That prom ise is credited as
one of the reasons the Y em eni people rose up against Salehɋs
repressive regim e in 2011, despite the specter of frequently
violent and bloody crackdow ns, and forced him  to leave the
country in January 2012.

The drone w ar in Y em en is im plicating another
very dicey part of the w orld, Saudi A rabia. In the sum m er of
2011, it w as reported that the deadly drones flying over
Y em enɋs skies w ere com ing from  bases in the A rabian
Peninsula,116 w hich a senior U S m ilitary official said m eans
Saudi A rabia.117 Y ou m ight recall that none other than



form er D eputy D efense Secretary Paul W olfow itz said the
presence of U S forces in Saudi A rabia had proven to be a
Ɏhuge recruiting device for A l Q aedaɏ and in fact one of the
principle grievances of O sam a bin Laden.118

Elsew here in the G ulf, the U S has reportedly
been flying U A V s from  K uw ait and O m an, and running a
support facility for its drone w ars from  an air base in
Q atar.119 A ccording to G lobal Security, the G lobal H aw k
has operated from  the U nited A rab Em irates (U A E) since the
early days of the invasion of Iraq, using the A l D hafra A ir
B ase outside the capital A bu D habi.120 The m ove cam e
despite the fact that Islam ic groups in the U A E are critical of
the governm entɋs close ties to the U nited States.

A cross the A rabian Sea in Som alia, the
W ashington Post reported in Septem ber 2011 that the
O bam a adm inistration has been flying drones over this w ar-
torn, fam ine-ravished nation from  a base in the tiny northeast
A frican nation of D jibouti as part of its efforts to fight the
Islam ic insurgent group A l Shabab.121 The U S m ilitary has
had a presence in D jibouti since 2001 as a base for U S
operations in the H orn of A frica.

In O ctober 2011, W hite H ouse Press Secretary
Jay C arney also confirm ed that the U S w as flying drones out
of a Ɏfacility in Ethiopia as part of our partnership w ith the
governm ent of Ethiopia to prom ote stability in the H orn of
A frica.ɏ122 A ccording to C arney, the drones are not
w eaponized, but are Ɏunarm ed reconnaissance aircraftɏ
intended to be used as part of a Ɏbroad, sustained and
integrated cam paign to counter terrorism .ɏ

N ot to w orry, though: w hile arm ed drones w ere
reportedly not yet based in Ethiopia, the W ashington Post
and W all Street Journal reported in the fall of 2011 that the
U S w as operating unm anned aircraft at a base in the island
nation of Seychelles, an archipelago located off the coast of
East A frica, and w as considering w eaponizing them .123

U S and Seychelles officials originally said that
the prim ary m ission of the drones w as to track pirates in
regional w aters. B ut classified U S diplom atic cables show ed



that the plan w as also to conduct counterterrorism  m issions
over Som alia, about eight hundred m iles to the northw est.124

The cables, obtained by W ikiLeaks, revealed
that U S officials asked leaders in the Seychelles to keep the
counterterrorism  m issions secret, som ething the president of
the Seychelles w as m ore than happy to do. A  U S m ilitary
spokesm an refused, on security grounds, to tell the
W ashington Post if the R eapers in the Seychelles have ever
been arm ed but noted that they Ɏcan be configured for both
surveillance and strike.ɏ125

A ccording to the B B C  in June 2011, the U S
expanded its reach even further into A frica by sending four
drones to U ganda and B urundi.126

This constellation of bases for drones in A frica
and the A rabian Peninsula w as designed to create
overlapping circles of surveillance in a region w here the C IA
thought A l Q aeda offshoots could continue to em erge.

D rones w ere also used in Libya, w ith 145 drone
strikes launched in just the first six m onths of the 2011 effort
to overthrow  the regim e of M uam m ar Q addafiɇ a m ilitary
operation w hich the O bam a adm inistration denied w as even
a real w ar.127

W ith m ost A m erican troops leaving Iraq at the
end of 2011, the U S governm ent m ade a deal w ith Turkey to
fly Predator drones from  the Turkish-U S joint air base at
Incirlik as part of a joint counterterrorism  operation in
northern Iraq.128 Since 1984, the Turkish governm ent has
been fighting a separatist cam paign by rebels of the
outlaw ed K urdistan W orkerɋs Party, or PK K , w hich has
m ilitants based in northern Iraq. The drone deal w ith Turkey
puts the U nited States squarely in the m iddle of not only the
Turkey-K urd conflict, but also a conflict betw een Turkey
and Iraq.

B ut the overw helm ing U S dom inance in the use of drones is
com ing to an end. B y 2011, A m erican officials w ere already



publicly fretting that the technology they have spent decades
and billions of dollars developing is beginning to fall into the
hands of other nations, friends and foes alike.

ɎFrom  D esert Storm  to the present, the U S and
its allies have had relatively exclusive access to sophisticated
precision-strike technologies,ɏ D eputy Secretary of D efense
W illiam  J. Lynn, III rem arked at a June 2011 conference in
W ashington on the future of w ar.129 O ver the next decade or
tw o, he said, Ɏthat technology w ill be increasingly possessed
by other nationsɔ  thereby creating challenges for our ability
to project pow er to distant parts of the globe.ɏ

Indeed, Philip A lston, form er U N  Special
R apporteur on extrajudicial, sum m ary or arbitrary
executions, noted that an arm s race spurred by the
w idespread use of unm anned aerial vehicles by the U S
governm ent to assassinate its perceived enem ies is already
w ell under w ay. O ver fifty countries have the technology
and m any of them ɇ including Israel, R ussia, Turkey, C hina,
India, Iran, the U nited K ingdom , and Franceɇ either have or
are seeking w eaponized drones.

Som e of these countries do not just possess the
technology; they are already using it.

D uring its 2008Ɇ2009 invasion of the G aza Strip
know n as ɎO peration C ast Lead,ɏ the Israeli D efense Force
repeatedly deployed unm anned aircraft to fire on suspected
m em bers of H am as, the elected Palestinian governm ent.

A ccording to a leaked U S State D epartm ent
cable reported on by the Israeli new spaper H aaretz, in one
incident an Israeli drone Ɏshot at tw o H am as fighters in front
of the m osque and sixteen unintended casualties resulted
inside the m osque due to an open door through w hich
shrapnel entered during a tim e of prayer.ɏ130 W hile the
technology m ay be precise, fallible hum an beings are still
the ones picking the targets and pulling the trigger.

Israel ostensibly ended its m ilitary occupation of
the G aza Strip in 2005. B ut thanks to m odern drone
technology, it does not need boots on the ground to dom inate
ɇ and extinguishɇ Palestinian life.



ɎFor us, drones m ean death,ɏ said H am di
Shaqqura of the Palestinian C enter for H um an R ights in an
interview  w ith the W ashington Post.131 A ccording to his
group, Israeli drones killed at least 825 people betw een 2006
and 2011, the m ajority civilians. A nd that has affected
alm ost every aspect of Palestinian life. A ccording to one
study, the m ajority of children living in G aza suffer from
post-traum atic stress disorder (PTSD ) as a result of the
constant buzzing and bom bing of Israeli death m achines.
Palestinians even have to take drones into account w hen
trying to do som ething as benign and banal as fixing a
broken-dow n carɇ you really donɋt w ant a group of people
lingering around for long w hen thereɋs a plane arm ed w ith
m issiles hovering overhead. ɎW hen you hear drones,ɏ
Shaqqura explained, Ɏyou hear death.ɏ

ɎItɋs continuous, w atching us, especially at
night,ɏ said N abil al-A m assi, a G aza m echanic and father of
eight. ɎY ou canɋt sleep. Y ou canɋt w atch television. It
frightens the kids. W hen they hear it, they say, ɊIt is going to
hit us.ɋɏ

A long w ith Israel and the U nited States, B ritain
is the only other country to have em ployed w eaponized
drones in w ar as of 2011. In the 1980s, the U K  developed
the Phoenix, a drone that w as briefly used in the K osovo
W ar and then in Iraq in 2003. So m any w ere lost or crashed
that B ritish troops nicknam ed the aircraft the ɎB ugger O ff,ɏ
as the planes rarely returned from  a sortie.132 For
A fghanistan, the U K  bought U S-m ade R eapers and rented
Israeli H erm es drones. This w as part of a stopgap m easure
w hile developing their ow n W atchkeeper drone in a joint
venture by Israeli and U K  private com panies that, after m any
delays, w as supposed to be operational by 2012.133

Like their U S and Israeli counterparts, the
B ritish governm ent sees unm anned aircraft as the w ay of the
future, w ith the G uardian reporting that U K  officials say
Ɏalm ost one third of the [R oyal A ir Force] could be m ade up
of rem otely controlled aircraft w ithin 20 years.ɏ134

In July 2011, B ritish drone operators m ade a



m istake that underscores the continued fallibility of m odern
w eapons, killing four civilians in A fghanistan w ith m issiles
fired from  R eaper drones that they w ere piloting out of a U S
air base in N evada. (The R oyal A ir Force has been piloting
R eapers from  C reech A ir Force base in N evada since late
2007.) Lest anyone believe the incident exposed flaw s w ith
the increased reliance on the alm ighty drone, U K  m ilitary
officials w ere quick to explain the deaths w ere the result of
intelligence failures on the ground rather than problem s w ith
the aircraft.135

That fallible hum an elem ent does not harm  just
those on the receiving end of the W estɋs liberating H ellfire
m issiles. W hen Iraqis w ere actually able to see the
unencrypted video feeds that the unm anned vehicles w ere
broadcasting back to U S troops, it gave them  the chance to
escape and evade assassination.136 In 2002, Iraqis w ere also
able to use a Soviet-era M IG -25 to shoot dow n a U S drone.
In 2006, the Syrian air force reportedly shot dow n an Israeli
spy drone flying on the Lebanese side of the border w ith
Syria.137 A nd in a little-reported incident in February 2011,
as Y em eni police w ere transporting a Predator drone that
had crashed in southern Y em en, A l Q aeda gunm en attacked,
running off w ith the dow ned aircraft.

B ut the perceived enem ies of the U S
governm ent are doing m ore than just hijacking and shooting
dow n drones: they are using their ow n.

D uring its 2006 w ar on Lebanon, the Israeli
D efense Force claim ed to have shot dow n several
surveillance drones that H ezbollah had received from  Iran.
In Iraq, U S troops shot dow n a sim ilar Iranian drone in
M arch 2009.138

Just as U S drone technology is falling into the
hands of less-than-friendly regim es, the technologyɇ like
the H um m er and other m ilitary equipm ent before itɇ is
finding its w ay back to the hom eland. In a Septem ber 27,
2011 presentation at the headquarters of the U S A ir Force on
the future of Ɏrem otely piloted aircraft,ɏ the branchɋs chief
scientist M ark T. M aybury pointed to Ɏhom eland securityɏ



as a key future use of drones, com plete w ith m aps of the
U nited States intended to highlight the need for ɎIntegrating
[drones] in N ational A irspace.ɏ139

The future is here.
In 2005 C ongress authorized C ustom s and

B order Protection (C B P) to buy unarm ed Predators. B y the
end of 2011, C B P w as flying eight Predator drones along the
southw estern border w ith M exico and along the northern
C anadian border to search for illegal im m igrants and
sm ugglers. B y 2016, C B P hopes to have tw o dozen drones in
its possession, Ɏgiving the agency the ability to deploy a
drone anyw here over the continental U nited States w ithin
three hours,ɏ according to the W ashington Post.140 A nd
beyond, it seem s, as the U S D rug Enforcem ent A gency
(D EA ) has deployed several drones in neighboring M exico
to spy on that countryɋs pow erful drug cartels.141

In June 2011, the Post reported that C B Pɋs
drone fleet had Ɏreached a m ilestoneɔ having flow n 10,000
hours.ɏ B ut they had little to show  for it. The paper flatly
noted that the 4,835 undocum ented im m igrants and 238 drug
sm ugglers that the D epartm ent of H om eland Security
claim ed to have apprehended thanks to U A V s w ere Ɏnot
very im pressiveɏ num bers. W hat is im pressive is the cost:
$7,054 for each undocum ented im m igrant or sm uggler w ho
w as caught.

ɎC ongress and the taxpayers ought to dem and
som e kind of real cost-benefit analysis of drones,ɏ said Tom
B arry of the C enter for International Policy, a W ashington
think tank. ɎM y sense is that they w ould conclude these
aircraft arenɋt w orth the m oney.ɏ

B ut politicians in W ashington donɋt seem  too
concerned. C B Pɋs M ichael K ostelnik told the Post he has
never been pressed by a law m aker to justify his agencyɋs use
of drones. ɎInstead the question is: W hy canɋt w e have m ore
of them  in m y district?ɏ

Indeed, m any law m akers are cheerleaders for
the drone industry, setting up their ow n C ongressional D rone
C aucus (form ally know n as the U nm anned System s C aucus)



specifically to lobby for m ore and better drones, to lift
export restrictions, and to relax regulations by the Federal
A viation A dm inistration (FA A ) that lim it the use of drones
dom estically.142

The FA A  is responsible for the safety of the
nationɋs airspace, and thatɋs w hy any entity w ishing to
operate a U A V  dom estically m ust obtain FA A  perm ission.
The agency had been proceeding very cautiously out of
concern that m any of the rem otely piloted aircraft donɋt have
adequate Ɏdetect sense and avoidɏ technology to prevent
m idair collisions. B y 2012 it had only perm itted a sm all
num ber of dom estic law  enforcem ent agencies to use drones,
w ith strict conditions attached.

B ut the FA A  cam e under increasing pressure
from  C ongress, industry, and law  enforcem ent agencies to
open the skies to U A V s. O n February 14, 2012, President
O bam a gave a V alentineɋs D ay present to the drone
m anufacturers. H e signed a $63.4 billion Federal A viation
A dm inistration reauthorization bill that requires the FA A  to
com e up w ith a com prehensive integration plan w ithin nine
m onths and to fully integrate drones into U S airspace by
Septem ber 15, 2015. The bill also requires expedited access
for public users, like law  enforcem ent, firefighters and
em ergency responders. W ithin ninety days, it m ust allow
them  to fly drones under 4.4 pounds, as long as they are kept
under an altitude of 400 feet and m eet other requirem ents.

The U S drone lobby group that helped draft the
bill, the A ssociation of U nm anned V ehicle System s
International (A U V SI), w as delighted; com m ercial airlines
and pilots w ere not. They w orry that the quick push to
integrate drones w ill not only take aw ay jobs, but lead to
accidents. ɎU ntil unm anned aircraft can show  they w onɋt run
into other planes or the ground, they shouldnɋt be allow ed to
fly w ith other traffic,ɏ said Lee M oak, president of the A ir
Line Pilots A ssociation.143

Even before the new  rules had gone into effect,
the C B P had m ade som e very unconventionalɇ and som e
w ould say illegalɇ uses of its drones to assist local, state and



federal law  enforcem ent. A s the Los Angeles Tim es reported
in D ecem ber 2011, C B Pɋs K ostelnik acknow ledged that far
beyond just providing surveillance at the border, Predators
are flow n Ɏin m any areas around the country, not only for
federal operators, but also for state and local law
enforcem ent and em ergency responders in tim es of
crisis.ɏ144

It w as deem ed a crisis, I suppose, w hen drones
w ere called in to N elson C ounty, N orth D akota to help
Sheriff K elly Janke look for six m issing cow s on the
B rossart fam ily farm  in the early evening of June 23, 2011.
The heroic drones helped find and apprehend the cattle
rustlersɇ and rescue the six cow s.

Police forces, full of veterans from  Iraq and
A fghanistan, are chom ping at the bit to get the latest in 21st
century m ilitary equipm ent. A nd w hile they anxiously aw ait
FA A  approval, som e departm ents have applied forɇ and
receivedɇ perm ission to test out various kinds of drones.

The M iam i-D ade Police D epartm ent in Florida
purchased a 20-pound drone.145 ɎIt gives us a good
opportunity to have an eye up there,ɏ M iam i-D ade Police
D irector Jam es Loftus told reporters. ɎN ot a surveilling eye,
not a spying eye. Letɋs m ake the distinction. A  surveilling
eye to help us to do the things w e need to do, honestly, to
keep people safe.ɏ

In N ovem ber 2011, the M iam i police
departm ent also obtained approval from  the FA A  to fly tw o
$50,000-a-piece surveillance drones said to resem ble flying
garbage cans, albeit lim ited to heights of just three hundred
feet.146 ɎN o other law  enforcem ent agency in the country is
using this,ɏ bragged Sergeant A ndrew  C ohen. ɎW eɋre
forging new  ground.ɏ147

The M esa C ounty, C olorado, Sheriffɋs O ffice is
testing a rem otely operated m iniature helicopter designed to
carry w ireless video, still cam eras, and light therm al im aging
equipm ent. The sheriffɋs office is using the testing process to
gather inform ation that could eventually lead to the
helicopter being approved by the FA A  for daily use by law



enforcem ent for search and rescue operations, for providing
real tim e updates to tactical team s during crisis, or for
sim ply sending the helicopter out to photograph a crim e
scene.

In O ctober 2011, a police departm ent just
outside of H ouston, Texas, dropped $300,000 in federal
hom eland security grant m oney on an unm anned, fifty-
pound helicopter decked out w ith a pow erful zoom  cam era
and infrared equipm ent. W hile unarm edɇ for now ɇ M ichael
B uscher, C EO  of m anufacturer V anguard D efense
Industries, told reporters the drone is designed to be
w eaponized and could in the future be outfitted w ith Ɏw hat
w e call less lethal system s.ɏ Those include Tasers that can
electrocute suspects on the ground and bean-bag-firing guns
called stun batons.148

ɎY ou have a stun baton w here you can actually
engage som ebody at altitude w ith the aircraft,ɏ B uscher
explained. ɎA  stun baton w ould essentially disable a
suspect.ɏ B ut not to w orry, Sheriff Tom m y G age assured
reporters. ɎW eɋre not going to use it to be invading
som ebodyɋs privacy. Itɋll be used for situations w e have w ith
crim inals,ɏ he said. Situations, like hunting fleeing suspects.
O r helping SW A T team s scope out an area during a standoff.
O r during other crim inal investigations, like those involving
potential drug shipm ents.

ɎN o m atter w hat w e do in law  enforcem ent,
som ebodyɋs going to question it, but w eɋre going to do the
right thing, and I can assure you of that,ɏ G age said at a
press conference.

Feeling reassured? The A C LU  isnɋt. The civil
rights w atchdog is particularly concerned that drones are
m oving us closer to a Ɏsurveillance societyɏ in w hich our
every m ove is m onitored, tracked, recorded, and scrutinized
by the authorities. In a D ecem ber 2011 report on aerial
surveillance, the A C LU  predicted that Ɏall the pieces appear
to be lining up for the eventual introduction of routine aerial
surveillance in A m erican lifeɇ a developm ent that w ould
profoundly change the character of public life in the U nited
States.ɏ This is especially w orrisom e since Ɏour privacy law s



are not strong enough to ensure that the new  technology w ill
be used responsibly and consistently w ith dem ocratic
values.ɏ149 The report concluded that based on current trends
ɇ technology developm ent, law  enforcem ent interest,
political and industry pressure, and the lack of legal
safeguardsɇ Ɏit is clear that drones pose a loom ing threat to
A m ericansɋ privacy.ɏ150

ɎThe potential for abuse is vast,ɏ w arns
C onstitutional law yer and w riter G lenn G reenw ald. ɎThe
escalation in surveillance they ensure is substantial, and the
effect they have on the culture of personal privacyɇ having
the state em ploy hovering, high-tech, stealth video cam eras
that invade hom es and other private spacesɇ is sim ply
creepy.ɏ151

Equally creepy is the possibility that drone
technology is not just com ing back to the U S by w ay of local
law  enforcem ent agencies desperate for new , D epartm ent of
H om eland Security-funded gadgets. Soon, the technology
could be brought back to the hom eland w hether U S
policym akers like it or not.

A s R alph N ader observed in a colum n published
in the fall of 2011, drone technology is Ɏbecom ing so
dom inant and so beyond any restraining fram ew ork of law
or ethics that its use by the U S governm ent around the w orld
m ay invite a horrific blow back.ɏ152 Tw o days after the piece
w as published, a tw enty-six-year-old m an from
M assachusetts, R ezw an Ferdaus, w as arrested and accused
of plotting to attack the Pentagon and U S C apitol w ith sm all
drone aircraft filled w ith explosives.153The plan he delivered
to undercover agents involved using three rem ote-controlled
planes, sim ilar to m ilitary drones, guided by G PS equipm ent.

Ferdaus, a N ortheastern U niversity graduate
w ith a degree in physics, had already used his skills to
convert eight cell phones into detonators, supplying them  to
undercover agents w ho he thought w ere affiliated w ith A l
Q aeda. FB I agents seem ed to have egged him  on to go
further, providing him  w ith assault rifles, grenades, 25
pounds of C -4 plastic explosives and even an F-86 rem ote-



controlled aircraft.
A ccording to the crim inal com plaint filed in

court, the planes w ere large enough to carry Ɏa variety of
payloads (including a lethal payload of explosives), could
use a w ide range of take-off and landing environm ents, and
could fly different flight patterns than com m ercial airlines,
thus reducing detection.ɏ The C apitolɋs dom e w ould be
Ɏblow n to sm ithereens,ɏ Ferdaus w as quoted in the
com plaint as saying.

If he had succeeded in creating and launching a
suicide-bom bing drone, Ferdaus w ould arguably only have
beaten the U S governm ent at its ow n gam e. Less than a
m onth before new s of the alleged plot w as m ade public, the
U S A rm y announced it w as aw arding m ilitary contractor
A eroV ironm ent a $4.9 m illion contract to supply it w ith a
sm all, backpack-size drone capable of crash-diving into a
target kam ikaze-style.154

John V illasenor, a professor of electrical
engineering at the U niversity of C alifornia, Los A ngeles,
told the N ew  York Tim es such a drone in the hands of
terrorists could pose a challenge that m ay prove extrem ely
difficult to thw art. ɎIf they are skim m ing over rooftops and
trees,ɏ he said, Ɏthey w ill be alm ost im possible to shoot
dow n.ɏ

O f course, for years so-called terror experts
have w arned of extrem ists setting off suitcase bom bs in
A m erican cities. D espite the constant fear m ongering from
the political establishm ent, the truth is that people in the
M iddle East have m ore to fear from  the U S governm entɋs
w eapons of w ar than the A m erican public does from  deadly
tools in the hands of terrorists.

Still, w hile Ferdausɋs plot w as foiled and
previous threats m ay have been overblow n, the point w as
driven hom e: W atch out, A m ericaɇ w hat goes around,
com es around.



 

Pilots W ithout a Cockpit

ɎD eath, destruction, disease, horror.
Thatɋs w hat w ar is all about, Anon.
Thatɋs w hat m akes it a thing to be
avoided. Youɋve m ade it neat and
painless. So neat and painless, youɋve
had no reason to stop it.ɏ

ɇ Star Trek

ɎO n the drive out here, you get yourself ready to enter the
com partm ent of your life that is flying com bat,ɏ retired C ol.
C hris C ham bliss told the Los Angeles Tim es.155 ɎA nd on the
drive hom e, you get ready for that part of your life thatɋs
going to be the soccer gam e.ɏ

A nd in betw een you kill.
M any people can relate to the banal experience

of com m uting to and from  w ork and the constant struggle
w ith trying to separate oneɋs tim e in the office from  tim e
spent at hom e. B ut for an increasing num ber of A m ericans,
the process of decom pressing after a hard dayɋs w ork is


