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Foreword

In many ways, drones present the same moral issues as any
other action-at-adistance weapon: They allow warriorsto kill
at a minimal risk to themselves, thus lowering the human
cost of aggression. Thus the ancient contempt for archers, as
recounted in The lliad, where the Greek chieftains deride the
Trojan prince Paris for his reliance on the bow and arrow.
Real men are not afraid of hand-to-hand combat; only
cowards attack from a distance, often hiding behind trees or
rocks.

Drones are of course the ultimate action-at-
adistance weapons, allowing the aggressor to destroy targets
in Pakistan or Afghanistan while Yhidingy thousands of
miles away in Nevada. But this alone does not make them
uniquely pernicious. Missiles and aeria bombardment can
also be launched from great distances by individuals who
need not see the extent of the violence they inflict. If we are
to end war, we need to take aim at all the weaponry that
makes it possible and even invitingg guns, artillery, fighter
planes and bombsg and at the industries that manufacture
them.



But in this remarkably cogent and carefully
researched book, Medea Benjamin makes it clear that drones
are not just another example of high-tech military trinket. In
fact, it is hard to even clam that their primary use is
Ymilitaryy in any traditional sense. Drones have made
possible a program of targeted assassinations that are
justified by the US Yvar on terror,y but otherwise in defiance
of both international and US law. As Benjamin documents, it
isthe CIA, not the Pentagon, that operates most drone strikes
in Western Asia, with no accountability whatsoever.
Designated targets, including American citizens, have been
condemned without evidence or trialg at the will,
apparently, of the White House. And those who operate the
drones do so with complete impunity for the deaths of any
civilians who end up as collateral damage.

One of Benjamings most disturbing revelations
has to do with the explosive expansion of the drone industry
in just the last few years, to the point where fifty nations
now possess the devices. Drone Warfare sketches out the
nightmare possibilities posed by this insane proliferation.
Not only can we can expect drones to fal into the hands of
Yroguey nations or terrorist groups, we should brace
ourselves, too, for the domestic use of surveillance drones
and even armed drones at the Mexican border and possibly
against American civilian protestors.

In anyone elsecs hands, this could be a deeply
depressing book. Fortunately though, Medea Benjamin is not
just an ace reporter; shecs one of the worldes leading anti-
war activists. Drone Warfare ends with the story of the
globa anti-drone movement, in which she has played a
central role. At the end of this book, youd| be inspiredg and
youd| know exactly how to get involved!

¢ Barbara Ehrenreich
Alexandria, VA, January 2012
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| met Roya on my first day while visiting the Pakistan-
Afghan border, on a dusty road in Peshawar. It was just
weeks after the 2002 US invasion of Afghanistan, and | was
traveling as a representative of the human rights group | co-
founded called Globa Exchange. A young girl approached
me, her head cocked to one side, her hand outstretched,
begging for money.

With the help of an interpreter, | learned her
story. Roya was thirteen years old, the same age as my
youngest daughter. But her life could not have been in
starker contrast to that of my San Francisco high schooler
and her girlfriends. Roya never had time for sports, or for
school. Born into a poor family living on the outskirts of
Kabul, her father was a street vendor. Her mother raised five
children and baked sweets for him to sell.

One day while her father was out selling
candies, Roya and her two sisters were trudging home
carrying buckets of water. Suddenly, they heard a terrifying
whir and then there was an explosion: something terrible had
dropped from the sky, tearing their house apart and sending



the body parts of their mother and two brothers flying
through the air.

The Americans must have thought Royacs home
was part of a nearby Taliban housing compound. In the cold
vernacular of military-speak, her family had become
Yeollateral damagey in Americags war on terror.

When Royacs father came home, he carefully
collected all the bits and pieces of his pulverized family that
he could find, buried them immediately according to Islamic
tradition, and then sank into a severe state of shock.

Roya became the head of her household. She
bundled up her surviving sisters, grabbed her father, and
fled. With no money or provisions, they trekked through the
Hindu Kush, across the Khyber Pass, and into Pakistan.

Once in Peshawar, the family barely survived on
the one dollar a day the girls made from begging. Roya took
me to their one-room adobe hut to meet her father. A tall,
strong man with the calloused hands of a hard worker, he no
longer works. He doesng even walk or talk. He just sits and
stares into space. YOnce in a while he smilesy Roya
whispered.

Inside Afghanistan, | saw more lives destroyed
by US bombs. Some bombs hit the right target but caused
horrific collateral damage. Some bombs hit the wrong target
because of human error, machine malfunction or faulty
information. In one village, the Americans thought a
wedding party was a Taliban gathering. One minute, forty-
three relatives were joyoudly celebrating; the next minute,
their appendages were hanging off the l[imbs of trees.

Forty villagers were killed in another small
town in the middle of the night. Their crime? They lived
near the caves of Tora Bora, where Osama bin Laden was
presumed to be hiding. The US news media reported the
dead as Taliban militants. But the woman | metg who had
just lost her husband and four children, as well as both her
legsg had never heard of Al Qaeda, America or George
Bush. Bleeding profusely, she was praying that she would
die. Surviving as a crippled widow with no income and no
family was too much to bear.



Unknown to most Americans, in just three
months between October 7, 2001 and January 1, 2002, over
1,000 Afghan civilians were directly killed by the US-led
bombing campaign and at least 3,200 more had died of
Ystarvation, exposure, associated illnesses, or injury
sustained while in flight from war zones,y according to the
Project on Defense Alternatives? This is more than the
number of people killed in the 9/11 attacks.

President Bush had choices after the dreadful
events of 9/11/2001. He could have treated the attacks as a
crime against humanity that required internationally
coordinated police work to capture the perpetrators and bring
them to justice. Instead he chose ground invasions by
heavily armed troops and aeria attacks that sent thousands
of bombs and missiles screeching through the skies.

The American government told the public not to
worry about who was on the receiving end of the air attacks.
The US military now had smart bombs and laser-guided
missiles that, together with a newfangled kind of unmanned
planes called drones, gave them the capability of dropping
munitions with breath-taking precision. Government
officials insisted that Al Qaeda militants who attacked the
United States or who were plotting future attacks would get
what they deserved, while civilian casualties would be
carefully avoided.

When | realized this was a lie, | vowed that |
would try to get the US government to help compensate
these innocent victims of our attacks. | also vowed that |
would never alow myself to be lulled into thinking that
high-tech wars were somehow more humane.

Then came the March 2003 invasion of Irag, a
war based on lies about Saddam Husseincgs purported
involvement in 9/11 and the Y¥mminent threaty he posed to
the United States because of his supposed possession of
weapons of mass destruction. The US military bragged that
unlike the 1991 Gulf War, where ninety-three percent of the
munitions dropped were Ydumby bombs, seventy percent of
the munitions dropped a dozen years later were laser-guided
Ysmarty bombs or precision missiles? Expect minimal



collateral damage, we were told.

| must admit that when | walked down the
streets of Baghdad a few months after the invasion, |
marveled at the selective destruction of those weapons.
Block after block, | saw one building reduced to rubble
while the building right next to it was standing tall. With
high-tech munitions, the military was able to zoom in on key
targets. government ministries, the countrycs electrical grid,
water treatment plants, sewage systems, food storage
facilities, bus depots, bridges, communication centers. But
precise targeting, Iragistold us, did not necessarily minimize
casualties. What about the workers in those buildings? What
about the people who happened to be walking by? And what
about the hundreds of thousands of Iragis, mostly children,
who died from the subsequent lack of clean water and
healthcare? All this callous destruction occurred in a country
that had nothing to do with Al Qaeda or 9/11.

Back in the US, | worked with Global Exchange
to create a Congressiona fund for compensating innocent
victims of our attacks. Our staffperson Marla Ruzicka, one
of the most compassionate and passionate young women |
have ever met, worked feverishly on this, later founding a
group called CIVIC, Campaign for Innocent Victims in
Conflict. Tragically, in April 2005, Marla was killed by a
roadside bomb in Irag; she was just 28. A compensation
fund created by Congress in her name has distributed over
$40 million to the families and communities of innocent
victims.

While it was important to help the people we
mistakenly harm, | felt it was more important to stop the
wars. Together with my colleague Jodie Evans, we founded
the women-led peace group CODEPINK. We believed that
individuals who attacked our nation on 9/11 had to be
captured and brought to justice, but that 9/11 did not justify
going to war. We urged our government to examine how our
military presence around the world, with over eight hundred
overseas bases, was fueling anti-American sentiment (it was
one of the reasons Osama bin Laden gave for the 9/11
attacks). We insisted that the United States could save much-



needed money, and make our nation safer, by closing those
bases and using the military for protection at home.

We organized huge rallies, engaged in civil
disobedience, traveled to war zones to get firsthand
experience, and went on grueling hunger strikes calling for
the withdrawal of our troops from Irag and Afghanistan and
for investing the creative energy of the internationa
community into peacemaking, with women from the affected
countries having a prominent seat at the table. We aso
caled for an overhaul of another misguided US policy, the
one-sided support for the government of Israglg a position
that violates the human rights of Palestinians and inflames
the very anti-Americanism that fuels terrorist attacks.

Despite our efforts, it became clear that the
Bush administration would not budge. So during the 2008
presidential campaign, many anti-war activists threw
themselves into the election of Barack Obama, only to
discover that the peace candidate had morphed into the war
president. While President Obama withdrew our troops from
Iraq in December 2011 (he was actually forced to do so by
an agreement signed under President Bush), he escalated the
number of troops in Afghanistan.

He aso chose another tactic that would help
keep the war far removed from public consciousness: drone
warfare. An aircraft that kills by remote control¢g also
known by sophisticated names like unmanned aerial vehicle
(UAV), unmanned aircraft system (UAS) and remotely
piloted aircraft (RPA)¢ became the weapon of choice.

Members of the US peace community watched
in horror as these snipers in the sky started spreading from
Afghanistan and Iraq to Pakistan, Yemen, Somalia, the
Philippines and Libya. Instead of stopping the scourge of
war, under Nobel Peace Prize winner President Obama the
military was simply shifting tactics from boots on the ground
to assassinsin the air.

In fact, President Obama carried out his first
drone strike just three days after his inauguration. It was in
Pakistan on January 23, 2009. But instead of striking a
Taliban hideout, the missiles struck the home of Malik



Gulistan Khan, a tribal elder and member of a local pro-
government peace committee, and killed him and four other
family members. M lost my father, three brothers, and my
cousin in this attack,y said Adnan, his eighteen-year-old son.
Adnancs uncle clamed, YWe did nothing, have no
connection to militants at all. Our family supported the
government and in facto was a member of a local peace
committee.y Reports later confirmed the familycg story.

You would think this tragedy would have been
enough to make President Obama reconsider the policy. It
wasng. In fact, it was only years later, during a YGoogle
chaty on January 30, 2012, that Obama even admitted to the
public that the US had a covert drone program in Pakistan.
Responding to a comment about drone strikes killing
innocent people, Obama tried to reassure the public that they
need not worry about dead civilians. YDrones have not
caused a huge number of civilian casualties. For the most
part, they have been precision strikes on Al Qaeda and their
affiliates,y he told hislisteners. ¥t isimportant to understand
that this thing is being kept on a very tight leash.y Tell that
to the thousands of grieving family members.

Speaking to the New York Times, an anonymous
senior counterterrorism official went even further to stifle
dissent, implying that those who criticize drones for killing
civilians are supporting Al Qaeda. YOne must wonder why
an effort that has so carefully gone after terrorists who plot
to kill civilians has been subjected to so much
misinformation. Letcs be under no illusionsg there are a
number of elements who would like nothing more than to
malign these efforts and help Al Qaeda succeed.y

But unlike US officials, many people around the
world do not believe that the United Statesg or any nationg
has the right to attack whomever it wants, wherever it wants.
People on the receiving end of drone missiles began rising
up in protest. So did members of the peace community in the
United Statesg including groups like my organization
CODEPINK, Voices of Creative NonViolence, and Catholic
Workersg as well as activists in Europe and Australia. They
were joined by scientists, ethicists, and other professionals



adarmed by the explosion in the use of robotic warfare,
particularly lethal drones.

Together, they are part of a growing chorus
demanding an international dialogue about the direction,
ethics, and legality of high-tech warfare. More and more,
people of conscience are calling for international guidelines
to curb robotic warfare, as the world community has done in
the case of land mines and cluster bombs.

This book, dedicated to Roya and all the
innocent victims of drone warfare, is meant to move that
process along.



A Sordid Love Affair With
Killer Drones

At the 2004 Radio and Television Correspondentsg Dinner,
President Bush joked about searching for weapons of mass
destruction under Oval Office furniture, since they had never
been found in Irag. The joke backfired when parents who
had lost their children fighting in Iraq said they found it
offensive and tasteless. Senator John Kerry said Bush
displayed aYstunningly cavaliery attitude toward the war and
those fighting it.

Six years later, a the White House
Correspondentsg Dinner, President Obama made his own
not-so-funny joke about weapons and war. When the pop
band Jonas Brothers was about to play to the packed room,
Obama furrowed his brow and sent them a warning to keep
away from his daughters. YSasha and Malia are huge fans,
but boys, dond get any ideas. Two words for you: Predator
drones. Y oudl never see it coming.y

For people in Pakistan, where American drones
have been dropping their Hellfire missiles, Obamacs joke



lost something in trandation. According to Pakistani
journalist Khawar Rizvi, few Pakistanis had ever heard of
the Jonas Brothers or understood the reference to the
Presidentcs daughters. YBut one thing we do know: Therecg
nothing funny about Predator drones,y said Rizvi.

That seemed to be the opinion of Faisal
Shahzad, a thirty-year-old Pakistan-born resident of
Bridgeport, Connecticut. On May 1, 2010, just one day after
President Obama made his offensive drone joke, Shahzad
tried to set off a car bomb in New York Citycs Times
Square. The would-be bomber had left his explosive-laden
Nissan Pathfinder parked in the middle of the busiest
intersection in New York City at the busiest time: 6:30 p.m.
on a Saturday night. Luckily, the bomb failed to explode,
and the authoritiesg tipped off by local t-shirt vendorsg
disarmed it before it caused any casualties.

Questioned about his motives by the authorities,
Shahzad talked about US drone attacks in Pakistan.

YYou know what would have made a great
punch line for Barack Obamacs joke about Predator drones
last night at the White House correspondentsg dinner?y
suggested writer Jonathan Schwarz after hearing about the
bomb scare® ¥f the car bomb in Times Square had gone off
at exactly that moment, and it turned out it was, in fact, in
retaliation for strikes by Predator drones. Then the next
night, when they were still washing blood and viscera off the
streets of New Y ork, the head of the Pakistani Taliban could
have made a quip about killing people with car bombs at a
fancy black tie dinner in Peshawar. And then the US could
have blown up more Pakistani civilians with drones. And the
cycle of funniness would begin anew!y

Some say the name Ydroney comes from the constant
buzzing noise that some of the machines make in flight.
According to other military lore, the name derives from a
use of robotic aircraft as training targets for World War 1



gun crews.” The United States manufactured 15,000 small
drones for anti-aircraft practice during the war at a plant in
Southern California. Many were marked with black stripes
along the tail part of the fuselage, making them look like
drones (the bees).

The technology for flying remotely has existed
for decades. Unmanned aerial vehicles were first tested by
the military way back during World War I. In the 1930s the
US, UK, and Germany, later joined by the USSR and others,
all began to use drones for anti-aircraft targeting exercises.
Unmanned crafts were used as guided missiles by the US
military in World War Il and the Korean War. In a tragic
World War Il experiment gone awry, President Kennedycg
older brother Joe, a Navy pilot, died at age 29 in a secret
drone operation against the Germans. It wasng until the
Vietham War that unmanned aircraft were used to gather
intelligence.

Anyone who wants to build an unmanned
aircraft can order the parts at a hobby shop and assemble
them in their garage. In fact, the prototype for the most
popular modern-day drone, the Predator, was built by Isragli
aviation engineer Abraham Karem in his garage in southern
Cdliforniain the 1980s.?

Abraham Karem had worked on developing
unmanned aircraft for an Israeli defense contractor in the
1970s, and then moved to southern California in 1980 to
develop his own company.

With grants from the US militarycs Defense
Advanced Research Projects Agency (DARPA) and the CIA,
Karem began building a new model at home in his three-car
garage. In 1981 he unveiled what he called the Albatross, an
unmanned plane that could stay in the air for up to 56 hours,
and later a new version with a powerful flight control
computer called the Gnat 750.

But Karem was financially strapped and decided
to sell his company to Hughes Aircraft, which then sold it to
General Atomics, keeping Karem on as a consultant.

In 1993 CIA director James Woolsey, unhappy
with the intelligence he was receiving from satellites flying



over Bosnia, turned to Karem and General Atomics for help.
A year later, the Gnat 750 was flying over Bosnia with a
crew that was not in the aircraft but launching it from an
abandoned airfield in neighboring Albania.

The data it gathered still had a circuitous path to
reach the CIA¢ traveling from the drone to a manned
aircraft to a ground station to a satellite. So the engineers re-
rigged the drone with its own satellite communications
system, adding the now characteristic bulbous nose to the
fuselage.

Thus the Predator drone was born and was used
in the Balkan wars to gather information on refugee flows
and Serbian air defenses. It was not until the 1999 NATO
Kosovo campaign, however, that someone came up with the
idea of equipping these planes with missiles, transforming
them from spy planesinto killer drones.19

Today drones are used for both lethal and
nonlethal purposes. Outside the military, unmanned aircraft
are being drafted for everything from tracking drug
smugglers and monitoring the USEMexico border to
engaging in search operations after earthquakes and spraying
pesticides on crops. But the military is the driving force
behind drones.

The Isragli military has a long history of using
drones to gather intelligence, as decoys, and for targeted
killings. Their use of drones dates back to the occupation of
the Sinai in the 1970s, and was further developed in the 1982
war in Lebanon and the ongoing conflicts in the Palestinian
territories.

The Israeli unmanned aircraft pioneered in the
late 1970s and 1980s were eventually integrated into the
United Statesq inventory. Impressed with Israelcg use of
UAVs during military operations in Lebanon in 1982, then-
Navy Secretary John Lehman decided to acquire UAV
capability for the Navy. One of the UAV's purchased from
Israel, the Pioneer, was used to gather intelligence during
Desert Storm. According to a Congressional Research
Report in 2003, YrFollowing the Gulf War, military officials
recognized the worth of UAV's, and the Air Forcecs Predator



became a UAV on a fast track, quickly adding new
capabilitiesyll

But it was the 9/11 World Trade Center attacks
that led to an explosion in the US militarycs use of drones
and a host of other robotic weapons. The hundreds of
billions of dollars that Congress allocated for the wars in
Afghanistan and Iraq made the Pentagon flush with funds to
buy up al manner of robotic weapons that military
contractors from General Atomics to Northrop Grumman
had been developing.

The various branches of the military filled their
shopping carts with every robot they could find: tiny
surveillance robots that can climb walls and stairs, snake-
like robots that dlither in the grass, unmanned tanks mounted
with .50 caliber weapons, and ground robots to carry the
soldiersqheavy loads.

They snatched up every type of drone on the
production lines and commissioned new ones. They bought
the 38-inch-long Raven that is launched by simply throwing
it into the air; the 27-foot-long Predator with its Hellfire
missiles, and later the more powerful Reaper version; the 40-
foot-long Global Hawk with sci-fi surveillance capabilities.

The Pentagon was ordering these machines
faster than the companies could produce them. In 2000, the
Pentagon had fewer than fifty aerial drones; ten years later, it
had nearly 7,500. Most of these were mini-drones for
battlefield surveillance, but they also had about 800 of the
bigger drones, ranging in size from a private aircraft to a
commercial jet. Then Secretary of Defense Robert Gates
said that the next generation of fighter jet, the F-35 that took
decades to develop at a cost of more than $500 million each,

would be the Pentagoncg last manned fighter aircraft.12
From 20022010, the Department of Defensecg
unmanned aircraft inventory increased more than forty-

fold13 Even during the financial crisis that started brewing
in 2007 and led to the slashing of government programs
from nutrition supplements for pregnant women to
maintenance of national parks, the Defense Department kept



pouring buckets of money into drones. At the height of
government deficit-reducing cuts in 2012, the US taxpayer
was shelling out $3.9 billion for the procurement of
unmanned aircraft, not counting the separate drone budgets

for the CIA and the Department of Homeland Security.4

Most military drones are still used for
surveillance purposes. The photo sensors the UAVs carry
have become increasingly powerful, allowing the on-the-
ground pilots to watch individuals from an aircraft 30,000F
60,000 feet up in the air. The infrared and ultraviolet
imaging captures light outside the spectrum visible to the
human eye. UV imaging is useful in space and for tracking
rockets; IR imaging shows heat emitted by an object, making
it ideal for identifying humansin the dark.

One reason for the great demand in drones was
that they graduated from simply tracking and monitoring
targets to actualy killing them. In Afghanistan, drones were
credited for killing senior Al Qaeda and Taliban militants. In
the Iraq invasion, they were used for everything from
tracking supporters of Saddam Hussein to blowing up
government agencies. In 2003, US Air Force Chief of Staff
General T. Michael Mosdley said, YWegve moved from
using UAVs primarily in intelligence, surveillance, and
reconnaissance roles before Operation Iragi Freedom, to a
true hunter-killer roleyt>

Another reason that drones were in such
demand was the very nature of the Afghan and Iragi wars.
The US military had a hard time even finding its enemies, as
many local fighters blended in among the civilian
populations. Drones gave the military a way to conduct
persistent surveillance and to strike quickly.

Armed drones are used in three ways. They
supply air support when US ground troops attack or come
under attack; they patrol the skies looking for suspicious
activity and, if they find it, they attack; and they conduct
targeted killings of suspected militants.

The main advantage of using drones is precisely
that they are unmanned. With the operators safely tucked in



air-conditioned rooms far away, therecs no pilot at risk of
being killed or maimed in a crash. No pilot to be taken
captive by enemy forces. No pilot to cause a diplomatic
crisis if shot down in a Yfriendly countryy while bombing or
spying without official permission. If a drone crashes or is
shot down, the pilot back home can simply get up and take a
coffee break.

Drones ae considered ideal for Y3D
missionsyg actions that are too Ydull, dirty, or dangerousy
for manned aircraft. On daring missions, they can fly low
and slow over hostile terrain, hovering for several hours or
al day, if need be. With their astonishing sensors, from
several miles in the air they can follow the route of a
suspicious-looking pick-up truck or track a sniper on a
rooftop. The Predatorcs infrared camera can even identify
the heat signature of a human body from 10,000 feet in the
air. From 8,000 miles away in Nevada, a drone pilot can
watch an Afghan as he lights up cigarettes, sits talking to
friends on a park bench, or goes to the bathroom¢ never
imagining that anyone is watching him.

Without the need to provide space for aircrew,
and without a human crew to become tired, unmanned
aircraft can have extremely long endurance. The Reaper can
linger in the air for about eighteen hours and hybrid air
vehicles have an endurance of weeks. In the future, high
atitude UAVs using solar powerl#or powered by ground-
based lasers, or using air-to-air refueling#awill be able to
remain airborne indefinitely.

Unmanned aircraft can fly to remote areas
where our troops, and those of the host country, are unable
or unwilling to go. They can share data immediately with
troops on the ground. They can weave and dive and perform
high-speed aerobatics that would cause a human pilot to lose
CONSCI OUSNESS.

Drone proponents insist that their ability to
linger for hours over their target allows for a thorough
assessment of potential collateral damage before acting, and
their ability to guide weapons to designated targets with
pinpoint accuracy means fewer civilian casualties. Certainly



compared to the carpet bombing of World War Il or the
aerial bombardment of Vietnam or even the Ydumb bombsy
used by the US military in the Gulf War, drone missiles are
more precisezut these same missiles can be used by
manned aircraft.

Drones are aso significantly cheaper to
purchase than the manned aircraft they are replacing.
Lockheed Martingg F-22 fighter jets cost around $150
million apiece, while F-35s clock in at $90 million and the
F-16s at $55 million. By contrast, the 2011 price of the
Predator was $5 million and the Reaper was $28.4 millionk#
but the (slow, vulnerable) Reaper hardly replaces the (fast,
stealthy, air-air combat dominant) F-22.16

Even these figures can be misleading. The cost
of fueling, operating and maintaining drones is not fully
known, as the CIA, which is responsible for their increasing
use in undeclared wars in places like Pakistan and Y emen,
includes those costs in its classified Yolack budget.y But
every hour a drone is up in the air is estimated to cost
between $2,000 and $3,500, and the number of flight hours
has skyrocketed. Between 20012010 the time the Air Force
devoted to flying missions went up 3,000 percent. In
Afghanistan and Irag, Predators and Reapers were in the air
24/7. And they were firing thousands of Hellfire missiles at
$68,000 a pop.

A huge cost associated with drones is personnel.
While it might seem counterintuitive, it takes significantly
more people to operate unmanned aircraft than it does to fly
traditional warplanes. According to the Air Force, it takes a
jaw-dropping 168 people to keep just one Predator aloft for
twenty-four hours! For the larger Global Hawk surveillance
drone, that number jumps to 300 people. In contrast, an F-16
fighter aircraft needs fewer than one hundred people per
mission.

UAVs need constant attention and control from
ground crew. They need ground-based pilots and crews for
take-off and landing, ground-based technicians and
mechanics to maintain the heavily used aircraft, crews back



in the US for piloting and operating the sensors. On top of
that, they need intelligence analysts to scrutinize nonstop
surveillance feeds and to analyze the massive amount of data
they generate. Every day, the Air Force alone processes
almost 1,500 hours of full-motion video and another 1,500
still images. By 2010, this required about nineteen analysts
per drone18

This information overload will get significantly
more labor intensive with use of even more sophisticated
technology, such as the YGorgon Starey that can video an
entire city, requiring 2,000 analysts to process the data feeds

from but a single dronel® By 2011, the Air Force had
aready converted seven Air National Guard squadrons into
intelligence units to help analyze drone video and was
training an additiona 2,000 Air Force intelligence

analysts.22 So the cost of drones must not only include this
enormous expense, but the trade-off of seconding thousands
of the National Guard and other personnel.

The Congressional Budget Office in 2011
guestioned the whole idea of Ycheap dronesy Their study
remarked that the original concept was that these would be
very low-cost, essentially expendable aircraft. YAs of 2011,
however, whether substantially lower costs will be realized
is unclear. Although a pilot may not be on board, the
advanced sensors carried by unmanned aircraft systems are

very expensive and cannot be viewed as expendabley2! The
electro-optical/infrared cameras on small UAV's cost several
times the drones themselves. And on the other end of the
size spectrum, the sensors on the massive Global Hawk
make up over half the vehiclegs price tag. In genera, as the
technology becomes more and more sophisticated, the price
of high-tech dronesis expected to go up.

The Congressional study noted another big
problem with drones that greatly affects the ultimate price
tag. They crashg a lot. YExcessively high losses of aircraft
can negate cost advantages by requiring the services to
purchase large numbers of replacement aircraft,y the report

concluded.22



In 2009, the Air Force made an astonishing
admission: more than a third of their unmanned Predator spy

planes had crashed, mostly in Iragq and Afghanistan.22 As of
July 2010, 38 Predators and Reapers had been lost during
combat operations in Afghanistan and lrag, with another
nine crashing during training operations in the US2#
Altogether, the US Air Force said there had been seventy-
nine drone accidents.2

A Predator crashed in the Afghan mountains in
September 2010 after an oil system malfunction caused
engine failure. A few months earlier, a crash was due to an
electrical system failure. One disaster near Kandahar Air
Base was attributed to a remote pilot pushing the wrong
button. Another drone crashed just as it was landing in the
Seychelles, the Indian Ocean nation where the US bases a
fleet of drones. In the famous case of the Iranian government
getting hold of the sophisticated US spy plane, the RQ-170,
the lranians claimed they brought down the plane by
jamming its GPS, while the US claimed it was a Yechnical
problemy with the aircraft.

Air Force investigators reported a variety of
reasons for all these crashes, including computer glitches,
human error, coordination snafus, outdated technology and
inadequate flight manuals. This was especially true during
the first few years after 2001, when drones were pushed into
the air without adequate testing and training.

Drones can also ‘Yo rogue)y meaning that the
remote control is no longer communicating with the drone.
In 2009, the US Air Force had to shoot down one of its
drones in Afghanistan when it went rogue with a payload of
weapons. In 2008, an Isradli-made drone used by Irish
peacekeepers in Chad went rogue. After losing
communication, it decided on its own to start heading back
to Ireland, thousands of miles away, and crashed en route.

The Navygs multimillion dollar drone has the
unfortunate feature of starting to self-destruct if the pilot
accidentally presses the spacebar on his keyboard. As Fox
News reported, YAn unmanned MQ-8B Fire Scout helicopter



can launch by itself, fly by itselfg and with asingle slip, can
nearly blow up by itself.y2 According to a June 24, 2011
report from the Defense Department, a Navy pilot operating
an unmanned helicopter accidentally pressed the spacebar
with a wire from his headset. The crisis was averted at the
last minute, but the Navycs MQ-8B has so many flaws that it
failed ten of ten test missions at the Naval Air Station in
southern Maryland. In fact, a glitch led one of the aircraft to
fly uncontrolled from the station into restricted airspace near

Washington, DC, before control was regained.2’

Another problem with drone systems is security
flaws. Many Reapers and Predators didng encrypt the video
they transmitted to American troops on the ground. In the
summer of 2009, US forces discovered Ydays and days and
hours and hoursy of drone footage on the laptops of Iraqi
militants. A $26 piece of software allowed them to capture
the video.2

None of the remote cockpits are supposed to be
connected to the public Internet, which means they should be
largely immune to viruses and other network security
threats. But time and time again, the so-called Yair gapsy
between classified and public networks have been bridged,
largely through the use of discs and removable drives.

In late 2008, for example, the drives helped
introduce the agent.btz worm to hundreds of thousands of
Defense Department computers. Three years later, the
Pentagon was still disinfecting machines.

In September 2011, a computer virus infected
the Creech computers, logging pilotsq keystrokes as they
remotely flew missions over Afghanistan and other war

zones.22 Military network security specialists werend sure
whether the virus was introduced intentionally or by
accident. But they were sure that the infection hit both
classified and unclassified machines at Creech, raising the
possibility that secret data may have been captured and
transmitted over the public Internet to someone outside the
military chain of command.

Finally, there are also serious questions about



exactly how precise the munitions dropped from these
dronesreally are. Air Force Lt. Gen. David Deptula said that
of more than 600 Hellfires fired by Predators, over ninety-
five percent hit their targets, with the few failures attributed
to mechanical fault, loss of guidance or a target moving at

the last instant.22 But if Hellfires are so accurate, one has to
wonder why LockheedMartin is being funded by Congress
to upgrade the Hellfire to YRomeo |1,y which is supposed to
have a better guidance system, maintenance and mechanisms
for preventing systems failures. How precise can these
Yprecision munitionsy be if they need so many
improvements?

While much of the reporting on drone attacks is
classified, it does seem that some of the problems of
accuracy and reliability have to do with weather conditions.
Clouds, rain, fog and smoke can reduce their accuracy. Then
there are equipment errors and design defects, such as
problems with laser targeting where some of the laser energy
is reflected back from the target, confusing the laser seeker.

In order to compensate for these deficiencies,
the Air Force developed a tactic called Ydouble tap,y firing
two Hellfire missiles at each target. But this increases the
possibility of more civilian deaths, as individuals who rush
to help those who were hit from the first strike are
themselves blown up with the second attack. A study by the
UK-based Bureau of Investigative Journalism found
evidence that at least fifty civilians were killed in follow-up

strikes when they had gone to help victims.3L

Of course, when the target is falsely identified,
even the most accurate bombs will result in tragedy. From
Afghanistan to Somalia, the US is operating in regions
where it has a limited understanding of the intricacies of
those complex societies. Faulty intelligence can be the
product of deliberate misinformation from local informants
who are trying to either settle old tribal feuds or simply
make some cash by selling phony tips.

Faulty intelligence can also be the product of
simple mistakes. Despite all the super-duper cameras, video



images can be misinterpreted. A truck carrying boxes of
pomegranates can look just like a truck carrying boxes of
explosives. A tall bearded man in a robe can look just like
another tall bearded man in a robe. In February 2002, a
drone pilot reportedly killed a tall Afghan who he thought
was Osama bin Laden but turned out to be an innocent

villager gathering scrap metal.32 During the 2003 Iraq
invasion, semi-automated Patriot missiles were fired at what
were supposed to be Iragi rockets: the result was downed
alied planes. Their human operators were supposed to

override in such cases but failed to do s0.22

And in the first known case of friendly fire
deaths involving unmanned aircraft, a drone strike in
Afghanistan on April 6, 2011 accidentally killed a US
Marine and a Navy medic. Marine Staff Sgt. Jeremy Smith,
26, and Navy Hospitalman Benjamin D. Rast, 23, were
killed by a Predator drone after Marine commanders mistook
them for Taliban. When Jeremy Smithcg father, Jerry Smith,
was shown video images of the attack, he didng see the
high-resolution images one might expect from sophisticated
drones. All he could make out were blobs in redly dark
shadows. YY ou couldng even tell they were human beingsg
just blobsy said the bereaved father. The report found no
one culpably negligent or derelict in their duties, but faulted
poor communications, mistaken assumptions and Ya lack of

overall common situational awareness.y*

Unfortunately, gravesites throughout Asia and
the Middle East are filled with testaments to drone attacks
gone bad. And drones are not named Predators and Reapers
for nothing. They are killing machines. With no judge or
jury, they obliterate lives in an instant, the lives of those
deemed by someone, somewhere, to be terrorists, along with
those who are accidentallyg or incidentally¢ caught in their
cross-hairs.

Think how terrifying it must be to live under the
constant threat of a drone attack. Sometimes youdd see them
flying menacingly overhead; sometimes theycd disappear but
you could still hear their frightening, buzzing sound.



Drone attacks leave behind trails of human
sufferingg grieving widows, orphaned children, young lives
snuffed out, lifetime disabilities. They enrage loca
populations, stoke anti-American feelings and prompt
violent acts of revenge.

As Pakistani-American attorney Rafia Zakaria
wrote, YSomewhere in the United States, a drone operator
sits in a booth with a joystick and commandeers a pilot-less
aircraft armed with deadly bombs. Much like in a video
game, he ams, shoots and fires at targets he sees on a
satellite mapo . Sometimes the target is killed and
sometimes the intelligence is faulty and a sleeping family or
awedding party bears the brunt of the miscalculation. At all
times, however, the Taliban capitalize on the ensuing
mayhem and gain new recruits and re-energize old ones.
Terror thus spreads not simply in the village where the drone
attack has taken place but far and wide in the bazaars of
Peshawar and the streets of Lahore and the offices of
|slamabad where these recruits avenge their anger against
the drone attacks.y22

And while lots of people are being killed by
drones, afew people are making lots of money.



ltog a Growth Market

YThere are just pieces of flesh lying
around after a strike. You cang find
bodies. So the locals pick up the flesh
and curse America. They say that
America is killing us inside our own
country, inside our own homes, and only
because we are Muslims.y

¢ Noor Behram, Pakistani photographer9

The US manufacturing sector is struggling, if not quite dead
yet. Thanks to tax breaks and misleadingly labeled Yfree
tradey agreements, corporations have been given every
incentive to look abroad for cheaper sources of labor,
eliminating middle-class jobs even as wealthy CEOs get
wealthier. Large swaths of Detroit, once a bustling city home
to the countrycs largest employers, now resemble a ghost
town.

But therecs one manufacturing sector thatcs not
hurting: the companies that profit from building the high-



tech tools of modern warfare, Americacp last great export.
Indeed, what former President Dwight D. Eisenhower called
the ‘Ymilitary-industrial complexy has made it through this
age of austerity largely unscathed. And when it comes to
drones, the complex is booming.

Yitgg a growth market,y crowed the Defense

Departmentcg chief weapons buyer, Ashton B. Carter.3” And
he should know, with the Pentagoncs $5 billion war chest for
drones. Global spending on the research and manufacture of
drones is expected to total more than $94 billion between
20112020, according to one analyst who monitors the
aerospace industry. Other countries, particularly Israel and
China, will take a piece of the pie. But this is one area
where, so far, US companies are still in the lead.

No company has benefited more from the drone
boom than San Diego-based General Atomics. While not as
well known as mega-military contractors like Lockheed
Martin or Boeing, the company, which began in 1955
building nuclear reactors, has experienced massive growth
from the militarycs increased reliance on UAVSs. In fact, the
companycs Predator became the global face of the new age
of robotic warfare. Its successor, the Reaper (originally
called Predator B)¢ which can fly higher and faster and hold
significantly more weaponsg has become the Air Forcecg
primary unmanned aerial vehicle.

General Atomics bought its way into the drone
business in the 1990s, purchasing from Hughes Aircraft the
original UAV company started by Isragli engineer Abraham
Karem. While itcg a private company, General Atomics
would go belly-up in no time if it wereng for a constant
stream of government contracts. Of the companycs $661.6
million in revenues in 2010¢ up from just $115 million in
1980¢ 90 percent came directly from sales to the

Pentagon.38 Between 2000 and 2010, it sold more than $2.4
billion worth of equipment to the US military. Most of that
income is from drones.

With the red-hot drone market, the companycg
revenues are set to explode even more. And Generdl



Atomicsisready.

As the Los Angeles Times reported, its seven
buildings spread over a sprawling 85-acre base in Poway,
Cdlifornia are Ybelieved to be the worldcs largest facility
dedicated to dronesy3® General Atomicsq employees, who
number around 5,000 in total, are busy just trying to keep up
with the demand, while also working on the next generation
of killer unmanned vehicles. YDonning bright-blue smocks,
employees work around the clock, pounding sheets of metal
into aircraft parts or fusing electronics onto circuit boards.y

From 1994 to 2010, the company sold more
than 430 of its Predator and Reaper drones to the US
military. It also began salesto NATO allies.

In 2011, the US Air Force ordered a test version
of General Atomicsqg latest, most souped-up drone, the
Predator C Avenger, which can fly faster (740 km/h), higher
(60,000 ft) and carry a bigger payload (over 2,000 pounds)
than either the Predator or the Reaper. %2

How did such asmall company come to beat out
its larger competitors in the dronemaking game, despite the
fact that its early UAVs that were used in the Balkans were
difficult to control and prone to crashing?

YFor our Size, we possess more significant
political capital than you might think,y company CEO James
Blue boasted to atrade publication back in 2005.4

That political capital did not come based solely
on the merits of the products Bluegs company makes. And it
did not come cheap.

For years, General Atomics carefully cultivated
key members of Congress, spending lavishly on campaign
contributions and junkets. As the Center for Public Integrity
reported in 2006, the company spent more than any other
corporation in America on financing trips abroad for

lawmakers, their families and their staff.#2 Between 2000
and mid-2005, it spent Yroughly $660,000 on 86 tripsy to
everywhere from Turkey to Australia, where the company
was trying to get US government approval to sell its latest
UAV s overseas to non-NATO countries.



Y{Itcg] useful and very helpful, in fact, when you
go down and talk to the government officias to have
congressional people go along and discuss the capabilities of
[the plane] with them,y explained Tom Cassidy, CEO of the
companycs dronemaking subsidiary, General Atomics
Aeronautical Systems. A former Navy Admiral himself,
which no doubt helps when selling his merchandise, Cassidy
formed General Atomicsq dronemaking subsidiary in 1992
with just a half-dozen engineers.

General Atomics wasng looking just to sell to
the US military and NATO allies, but was pushing for
government permission to sell to other US alies, including
repressive Middle Eastern regimes. YTherecs interest from
Pakistan, Saudi Arabia, Egypt and the United Arab
Emiratesy boasted Frank Pace, president of the companycg
aircraft systems subsidiary, according to the Bloomberg
news service. YSaudi Arabia is a huge country, and if they
want to cover the country well, they alone could get 50
aircraft.y®

In July 2010, the US government approved an
export version of its flagship Predator drone model to the
Middle East and South Asia. Prior to this, the sale of
Predators was approved only to NATO countries, Japan,
Australia, and New Zealand. In theory, these export versions
are designed only for surveillance and reconnaissance
missions, but it wouldng take much adjusting to slap a bomb
on them.

Iltos also helpful to have US congressmen in
your pocket in order to help sell your wares back home, of
course. The office of disgraced former Congressman Randy
YDukey Cunningham, a San Diego Republican convicted of
accepting bribes from military contractors, accepted more
than $53,000 in trips to Europe and Australia from General
Atomics between 2002 and 2005, according to the Center for
Public Integrity.

As chair of the powerful House subcommittee
that appropriated military spending, Cunningham was a
useful advocate for the firm, pressing then Defense Secretary
Donald Rumsfeld in July 2001 to speed up funding for



General AtomicsgPredator drone. Since then, the companycg
revenues have skyrocketed, partly from a 2010 contract
worth $195 million to build a drone for use by the Army and
another $148.2 million contract in 2011 to provide another
two dozen of its MQ-9 Reaper drones to the Air Force.
Overall, the company has spent more than $21
million lobbying public officials since 1998, according to the

Center for Responsive Politics# But by 2008 this little
company made it into the Defense News list of top one
hundred defense firms. One would be hard pressed to find
such an enormous return on investment outside the military-
industrial complex.

General Atomics is not the only little military
contractor that could. While it may sound like a gentle air
freshener¢ and it did start out consulting on air qualityg
AeroVironment has been gobbling up a giant-size piece of
the drone pie.

Like General Atomics, the company isrelatively
small. In 2001, AeroVironmentcs annual revenue was under
$30 million. Within a decade, its revenue shot up to nearly
$300 million, 85 percent of that coming from the sale of
dronesto the US government.

Compared to the likes of Boeing and Lockheed
Martin, this southern California (Simi Valley) company is
still the little brother. Finding its niche in mini-drones,
AeroVironment has gotten into UAVsin abig way.

On September 1, 2011, the company announced
it was awarded a $4.9 million contract from the US Army to
build a 5 » pound drone called the Switchblade. Like its
namesake, the Switchblade is versatile. According to
AeroVironment, it is designed to provide the warfighter with
a Ymagic bullety capable of being launched from the air or
the ground and to lock in on a target within minutes.

YThe unique capabilities provided by the
Switchblade agile munition for standoff engagement,
accuracy and controlled effects make it an ideal weapon for
todaycs fight and for US military forces of the futurey said
Bill Nichols from the Armycs Close Combat Weapons
Systems office.



But Nichols left out the juiciest detail: the mini-
drone can also serve as the US militarycs very own robotic
suicide bomber. In the words of the New York Times, it is
being designed not just to provide surveillance, but to Ycarry

an explosive payload into a target.y* In other words, the
Switchblade is an unmanned kamikaze fighter, a technology
the military frets Ywill not long be beyond the capabilities of
aterrorist network.y

Later in September 2011, AeroVironmnet
received a $6.9 million order from the US Air Force for
another drone, the Raven, which can fit inside a backpack,
and another $16 million order from the Army to provide

support for the Raven.2® The next month it got another
boost: a $7.3 million Army order for its larger, 13-pound

surveillance Puma drone.4?

AeroVironmentcg  itsy-bitsy surveillance
Hummingbird Drone was featured by Time magazine as one
of the best inventions in 2011. Built as a prototype for the
Defense Advanced Research Projects Agency, it can fly in
al directions, even backward. It can hover and rotate
clockwise or counterclockwise, and is equipped with avideo
camera. Itgg shockingly light¢ weighing less than one AA
batteryg but carries, at least during the experimental phase,
a shockingly hefty price tag of $4 million.

With the Hummingbird, Raven, Wasp, Puma
and Switchblade, AeroVironment has established itself as
the giant of the mini-drones.

But dong think the big guns of the defense
industry have been left out. Take Raytheon, which boasts
more than 12,000 employees and is one of the top five
largest federal contractors in the United States. Raytheon
provides the US military with drone software enabling it to
attain ‘Yreal-time access to actionable intelligencey gathered

by drones around the world.# Thatcs the technology that
helps a drone pilot in a Nevada desert decide when to fire a
Hellfire missile. Since the system allows military personnel
to gather intelligence from a range of drones manufactured
by other companies, it gives Raytheon a chance to win even



when it loses out on aUAYV contract to a competitor.

Raytheon also produces a 500-pound bomb
caled the Paveway for use by larger drones like the
Predator.

Ites developing a 100-pound missile called The Monsoon to
challenge the dominant role of the 100-pound Hellfire made
by competitor Lockheed Martin.

But Raytheon is discovering that smaller may be
better, and is now developing lightweight drone bombs. The
Arizona Daily Sar in Tucson, where Raytheoncs missile and
drone building is headquartered, reported in 2010 that the
company was Yquietly vying for a key role in Americacg
remote-control war on insurgents and terroristsy by
engineering smaller and smaller missiles.22 It produced the
Griffin, which weighs less than one-third of the 100-pound
Hellfire missile. By 2010, Raytheon had already received
more than $40 million in contracts from the US Army for the
Griffin.

Even smaller is the 13-pound, 2-foot-long Small
Tactical Munition designed, in the words of program
manager Cody Trestchok, to meet an Yemerging needy for
missiles to be strapped onto smaller drones that have been,

up until now, only used for surveillance.®® Raytheon also
designed its own Cobra droneto carry this little bomb.
Reporting on Raytheoncs successful September
2011 test of the Cobra, Wiredos Spencer Ackerman
remarked, YT he guided munition has the potential to expand
the drone war dramatically, giving battalion-sized units that
fly small drones the ability to kill people, like the remote

pilots who fly the iconic Predators and Reapers do.y2l
Raytheon is also producing a system designed to
shoot down enemy drones with lasers. But Raytheon, the
largest employer in all of southern Arizona, is not content
just providing the software, missiles and lasers for other
companycs dronesg and the ability to shoot them down.
Indeed, the Daily Sar reports it is busy at work on
technology that would keep Ydrones in the air indefinitely,y
having received a patent Yfor a system that would alow one



unmanned aerial vehicle to communicate in order to safely

refuel another drone in flight 22

And keep an eye out for what Popular Science
calls a YSupersonic Shape-Shifting Bomber.y With a target
completion date of 2020, a Raytheon unmanned bomberg
aso called Switchbladeg will have adjustable wings that
will purportedly enable it to Moiter just outside enemy
territory for more than a dozen hours and, on command,
hurtle toward a target faster than the speed of sound.y

Raytheon better hurry up, as the market, and the
sky, is getting increasingly crowded.

Chicago-based military contractor Boeing, with
more than 165,000 employees and revenues of over $64.3
billion in 2010, is not content losing out on the lucrative
drone business to the likes of Raytheon, much less a
company a fraction of its size, like General Atomics. First
flown in April 2011, Boeinggs Phantom Ray prototype is
roughly the size of afighter jet. But unlike drones currently
in widespread use, this one essentially fliesitself.

YAutonomous, fighter-sized unmanned aircraft
are real ,y said program manager Craig Brown after the first
test flight. YThe bar has been raised.y

According to the Los Angeles Times, the
Phantom Ray differs from existing, weaponized drones in
that it does not require a human pilot to do much more than

chart a flight path.22 It could Ytarry out a mission controlled
amost entirely by a computer.y

Though it currently has no buyer for the
Phantom Ray, estimated to cost around $60 to $70 million,
the company is confident it will someday.

YThe reason weqre doing this, fundamentally, is
to make sure the Boeing Company has a core competency in
this areay Darryl Davis, president of Boeingos Phantom
Works research and development division, explained in
20092 YYou want to be ahead of the market and not be
reacting.y

But when it comes to building autonomous
flying killer robots, Boeingcs not alone. Genera Atomics



already has a model, the Gray Eagle, which is currently
deployed in Irag. Wt thinks for itself,y gushed General
Atomics executive James Bouchard in a company press
release entitled, YArmed and Dangerousg the Gray Eagle

goes lethal

Y ou dong even have to be a certified pilot to fly
it. YThe aircraft is very autonomousy raved Capt. Mike
Goodwin. Yitcs the latest and greatest.y

But Boeing is in a class of its own when it
comes to building a top-secret unmanned robotic aircraft
designed to be launched into space. Its X-37B Orbital Test
Vehicle was in development for ten years at Boeingcg
YPhantom Worksy shop, after NASA selected Boeing to
design and develop the vehicle in 1999. NASA paid Boeing
over $400 million for the spacecraft, which is capable of
staying aloft for over 270 days. It was first launched from
Cape Canaveral Air Force Station in Florida in April 2010,
serving as atest platform for secret experiments, and landed
244 days later in Vandenberg Air Force Base in California
While details of the flight are classified, it was reported to be
a successful test run, although the bumpy landing blew out
the left main landing gear tire on touchdown, causing
damage to the belly of the vehicle in about seven places.

Despite the enormous price tag, Boeing was
contracted to build a second vehicle, which was launched in
March 2011. Once again, the details of its mission were
withheld from the public.

Northrop Grumman also jumped into the drone
race. Its signature drone, the Globa Hawk, became
controversial for its huge cost overruns. It was originally part
of a $12 billion Air Force program that aimed to replace the
Air Forcecs aging fleet of 1950s-era U-2 spy planes with
modern UAVs. The military describes the Global Hawk as a
Yhigh-altitude, long-endurance unmanned aircraft system,y
one capable of survellling large swaths of territory, as
opposed to the more limited range of vision offered by

smaller UAVs2 According to the New York Times, the
unmanned Global Hawk survelllance plane is being



manufactured at the companycs factory in Pamdale,
California. Notably, the factory employs Yjust fifty people,y
suggesting that investments in militarism are not the best
way to create jobs during a global economic downturn.2?

YThe Global Hawk is a very impressive
product,y industry analyst Richard Aboulafia told the Times,
Yout it is also a very expensive product.y Since 2001, the
cost of the Global Hawk program has more than doubled, as
military programs are wont to do. Each plane is now
expected to cost a whopping $218 million. By contrast, the
largest armed drone, the Reaper, costs $28 million and the
Predator about $4.5 million.

Investing $218 million in anything is a lot of
money. But investing $218 million in a plane that YPentagon
tests also suggestedo was not reliable enough to provide
sustained surveillancey is just plain foolish. It is also,
unfortunately, typical for the Pentagon, which is accustomed
to getting away with wasting taxpayer money with little to
NO consequences.

A comparison of the Predator/Reaper program
shows just what a dud the Global Hawk is.28 In April 2010,
General Atomicsq Predator/Reaper aircraft had passed the
one million flight hours milestone, with more than four
hundred aircraft produced and flying nearly 80,000 missions,
mostly in combat. This is compared with about four Global
Hawks in service and fewer than 2,000 combat missions.

YOnce again, we have a system that has failed to
meet effectiveness and suitability requirements, but one that
no doubt will proceed post-haste into full production and
deployment,y said Thomas P. Christie, a former Pentagon
testing official .22

On the other hand, maybe not. Citing budget
constraints, the Pentagon announced in January 2012 that it
was changing its plans to replace its fleet of U-2 spy planes
with the Global Hawk. A Defense Department official said
the lattercg massive cost had Ypriced itself out of the niche, in

terms of taking pictures in the air.y® Apparently not even
the $165,000,000 Northrop Grumman invested in bribing US



officials from 1998F2011 could get the Pentagon to overlook

the massive costs and problems with its flagship drone.8: So
much for UAV's being a cheap, efficient panacea for all the
militarycg needs in the 21st century.

Giant Bethesda, Maryland-based military
contractor Lockheed Martin, with more than 130,000
employees and 2010 sales upwards of $45.8 billion, has also

been greasing the wheels?2 with $142,000,000 in lobbying
(19982011)83¢ and reaping the benefits with three-quarters

of its revenues coming from military sales.%4

One gift that keeps on giving is its Hellfire
missiles, the weapon of choice that UAV s have been raining
down from the sky at a handsome $68,000 a shot. Lockheed
has developed an even more deadly version that it lovingly
cals the Romeo Hellfire. Dripping with sexual innuendos,
Lockheed brags that the Romeo can Yock onto targets
before or after launch,y Yengage targets to the side and
behind them without maneuvering into position,y and thanks
to its more virile guidance and navigation capabilities, can
Yincrease the missiles impact angle and enhancing
lethality.y®> Speaking about this mancs man of missiles,
managing editor Gareth Jennings from Janecs Missiles and
Rockets gushed, YBefore you would have to employ a
specific missile-type to take out a particular kind of targetg
tank, truck, foot soldier. This allows the aircraft to engage

dargets of opportunitygas they appear on the battlefield.y&®
Proving that size is not everything, Lockheed
Martin is also getting into the drone business in smaller
ways. It is developing a concept drone called the Samarai
Monocopter, which the magazine Popular Mechanics
reports is inspired by Ythe winding flight of a falling maple
seed.y This would almost be beautifully poetic were its
purpose not to provide Ya powerfulo tool for soldiersy on

the battlefield.&”

Lockheedos contribution to the new world of
warfare doesng stop there. Lockheed also makes its own
surveillance UAVs at its so-called YSkunk Worksy facility in
Pamdale, California. Chief among L ockheedcs drones is the



stealth RQ-170 Sentinel model primarily used by the US Air
Force and better known because of its enormous size as the
YBeast of Kandahar.y Beyond acknowledging its massive,
roughly forty-foot wingspan drone, the military has been
characteristically tight lipped about its role on the battlefield.
But according to the National Journalgs Marc Ambinder, it
was that very Lockheed Martin drone that provided
surveillance for the Navy SEAL operation that ended in the

execution of Al Qaeda leader Osama bin Laden.® Less
exciting for the company is the fact that it was this very
model that showed up on TV screens around the world, in
the hands of the Iranian government.

What the big companies like Lockheed, Boeing
and Northop Grumman are bringing to the drone market,
which General Atomics and other small companies candg do,
is the ability to produce high-performance supersonic
aircraft. This marks the transition from using drones against
peasants in Afghanistan to turning them against military
forces with heavy modern weapons, such as those of Iran,
North Korea and China. According to robotics expert Mark
Gubrud, YWhat lurks behind this is the specter of drone-vs.-
drone warfare or possibly robotized military standoffs,
where the potential exists for automated responses to initiate
or rapidly escalate warfare between major powers and

between nuclear-armed states.y®2 Get ready for a drone-eat-
drone world¢ fed by your tax dollars.

In addition to all the government-dependent private sector
work on drones, the US government is doing its own
research and production.

At the Wright-Patterson Air Force Base in
Dayton, Ohio, the military is working on so-called Ymicro
air vehiclesy or MAVs, which resemble and mimic small
birds and larger insects. The British Daily Mail reports that
government researchers hope this tiny vehicle will soon be
able to Yfind, track and target adversaries while operating in



complex urban environments.y2

Work at the Dayton facility, which is part of the
Air Force Research Laboratory, began in May 2010. After
the May 27 ribbon-cutting ceremony of its Yfortress-likey
facility, a report in a local trade journal noted that the Air
Force is Ypressing for tiny aircraft that can flutter down a
city street or dip through an open window to spy on or

attack enemy targetsy’L To achieve this goal, government
scientists have an entire indoor flight test facility complete
with 60 motion-capture cameras intended to mimic an urban
environment.

The military hopes the cool, killer technology
will attract a steady stream of scientists interested in careers
fashioning deadly gadgets out of a James Bond movie.

YWe dong view this as necessarily an [Air
Force] asset,y Douglas Blake, deputy director of the Air
Vehicles Directorate, told the Daily Mail. YWe view it as a
community asset.y

Once upon atime, libraries and parks were seen
as community assets. In the age of the war on terror,
facilities aimed a developing the next generation of
miniature drones are the new baseball fields.

The efforts to construct tiny drone aircraft
builds off earlier work by the ultra-secretive Defense
Advanced Research Projects Agency (DARPA) on Yawhole

host of cyborg critters;y notes the Daily Mail .2 Founded in
1958 in response to the Sovietcg 1957 Sputnik satellite
launch, DARPA is the US Defense Departmentcs Yprimary
innovation enginey according to the agency, undertaking
Yprojects that are finite in duration but that create lasting

revolutionary changey’2 Thisis no idle bragging, given that
DARPA is credited, unlike Al Gore, with creating the
I nternet.

To this end, DARPA often employs unique
methods for developing the next generation of military
hardware. Indeed, in March 2011 the agency launched a
crowd-sourcing competition, YUAVForgey to actualy
design a small drone that is Ysmall and light enough to carry



in a rucksacky and capable of perching somewhere, vulture-
like, for at least two hours while transmitting video back to

its operators./4

The person or group who designs the best
performing drone wins $100,000, which is a relatively cheap
way for the US government to develop its latest war gadget.
Opening up drone design to the public also has the added
benefit of normalizing drone warfare among the public. As
DARPAs Jim McComick told the media, #We seek to lower
the threshold to entry for hobbyists and citizen scientists)y
the objective being an Yexchange of ideas among a loosely
connected international community united through common
interests and inspired by innovation and creative thought.y

The way DARPA puts the outsourcing of drone
research, youcd amost think they were starting a hippie
commune. But the US military isng terribly interested in
peace, love, and understandingg and it has its eyes on
creating more than just lightweight surveillance drones.

The Air Force is currently developing a
technology named the Gorgon Stare after the many-eyed
monster from Greek mythology Ywhose unblinking eyes
turned to stone those who beheld them.y This technology
promises to greatly expand the surveillance capability of the
Reaper drones it uses in Afghanistan and other sites in the
war on terror.

As the disconcerting name suggests, the Gorgon
Stare is a $15-million-a-pop system that utilizes multiple
infrared and conventional cameras that the Air Force claims
will dramatically broaden the view that a drone on the

battlefield will be capable of capturing.”2 Reportedly, the
system will alow drones to monitor all movement within a
four square kilometer zone, whereas surveillance technology
as of 2010 only allowed for the monitoring of less than one
square kilometer.

But therecs a problem: the technology might not
be all it is cracked up to be. According to a draft of an Air
Force report obtained by Wired magazine, December 2010
tests of the Gorgon Stare technology, which was to have



already have been deployed on the battlefield in Afghanistan
by that point, found it to be Yhot operationally effectivey nor

Yoperationally suitabley®

You dong have to be a military expert to know
that is bad. And you dong have to be a prophet to know that
this bad news will probably not stop the military from
sinking ever more US tax dollars into the project. Indeed, the
Air Force responded to the Wired report by reaffirming its
commitment to the Gorgon Stare because Yives depend on
the quality of the intelligencey it promises to produce.

This enormous focus on unmanned vehicles is
expected to continue for the decade 20112020, with the US
accounting for 77 percent of worldwide research and
development and about 69 percent of the procurement

dollars.

Thatgs not to say other countries arend
experiencing their own drone booms. Take Isragl.

YWeqe trying to get to unmanned vehicles
everywhere on the battlefield for each platoon in the field,y
Lt. Col. Oren Berebbi, the head of the Israel Defense Forcesc

technology division, told the Wall Street Journal in 2010.78
YWe can do more and more missions without putting a
soldier at risk.y

Indeed, now is a great time to be making drones.
Giora Katz, vice president of the Isragl-based Rafael
Advanced Defense Systems Ltd., told the Journal he expects
that a full one-third of all Isragli military hardware will be
unmanned by 2025, if not sooner. YWe are moving into the
robotic eray

And like their counterparts in America, Isragli
drone manufacturersg the most prominent of which are
Aeronautics Defense Systems, Elbit Systems, and Israel
Aerospace Industries (IAl)¢ arend just producing their
wares for a domestic market. |srael s perpetual war economy
and combat history, combined with its early use of UAVs
dating back to the occupation of the Sinai in the 1970s, have
provided it with a competitive export edge. The Ycombat
proveny aspect of Israeli technology is advertised by the



Israeli military, the media, and arms firms. Elbit Systemsc
Hermes 450¢ sold to at least a dozen nationsg is advertised
as YOperational in the Israel Defense Forcey a fact
highlighted with a bright yellow YBATTLE PROVENy

stamp on the front of its brochure.”
In 2009, the Israeli government inked a deal to

sell $50 million worth of drones to Russia8? That agreement
was immediately followed by talk of another deal, this one

worth $100 million8. By 2011, the state-owned Isragli
Aerospace Industries had delivered a dozen drones to Russia

as part of a$400 million contract.82

As of 2011, Russia was also eager to get its
hands on a massive, weaponized Israeli drone called the
Heron. About the size of a Boeing 737, the Heron can stay in
the air for amost an entire day before needing to be refuel ed.

Like any dealer, Israel started by giving Russia
just ataste, and now itcgs hooked. And itcs not the only one.
Ysrael is the worldcs leading exporter of drones, with more
than 1,000 sold in 42 countriesy noted Jacques Chemia,

chief engineer at 1Alcs drone division, in 2011.83

Turkey uses Israeli-made drones to conduct
surveillance operations against Kurds in northern Irag. India
has purchased lethal drones as part of its long-running arms

race with neighboring Pakistan,2 which just produced its

very own domestically made armed drone. 82

The British have been collaborating with the
Israelis on the production of their long-awaited and much-
delayed Watchkeeper drone, which is based on the Isradli
Hermes 450 and is being developed by a jointly owned
Israeli-UK company. Separately, the British government,
along with the private firm BAE Systems, is developing the
Mantis, a drone that flies autonomously (without a remote
pilot) according to a pre-programmed flight. The Brits are
also entering into a joint venture UAV project with France.

While Israel and the US are the leaders in drone
technology, they may be surpassed before long. China
surprised many Western officials when, as the Wall Street
Journal reported, it unveiled no fewer than twenty-five



different types of UAVs at a trade show in November 2010,

just four years after it unveiled its first concept model .8
YChinacg apparent progress is likely to spur others,
especiadly India and Japan, to accelerate their own UAV
development or acquisition programs,y the Journal reported.
A distant second to the US when it comes to global military
gpending, China has already produced two drones, the
Pterodactyl and Sour Dragon, that respectively mimic the
features of the weaponized Predator drone and its
surveillance, U-2-like sibling, the Global Hawk.

Even lesser military powers are getting in the
game. Indeed, Iran has already begun deploying its own
reconnaissance drones¢g one was shot down in lrag in
200987¢ and weapons-ready models are in the works, if not

adready in the field.88 An Iranian state news outlet reported
in March 2011 that the Islamic Republic had designed an
Yunmanned flying saucery equipped with a pair of ten
megapixel cameras for aerial surveillance purposes.

And the US gave a boost to Irancs drone
program, albeit unwittingly, when an RQ-170 Sentinel was
downed in December 2012 after crossing into Iran,
reportedly as part of a joint CIA-military spying program.
Just like that, the top-secret technology the US spent
millions of dollars and many years developing fell into the
hands of an official enemy.

Yites bad¢ theydl have everything,y one US
officia told the Los Angeles Times.8 YAnd the Chinese or
the Russians will have it too.y The technology was so
valuable that the Obama administration even considered
launching an air strike or sending a special operations team

into Iran to destroy the downed drone.2 Iran, Russia, and
China can thank US taxpayers for the gift.

In South Africa, meanwhile, in September 2011
two companiesg Paramount Group and Aerosud Holdings
Ltd¢ unveiled Ya compact plane that they say merges the
capabilities of a drone, an attack helicopter and surveillance

aircraft,y according to the Wall Street Journal .22
Billions upon billions of dollars have been spent



from America to Asia on machinery, software and workers
whose only purpose is building a better flying death robot.
The best research centers and universities are dependent on
military contracts. But only when one considers the things
that time and money have not gone tog heath care,
education, infrastructureg can the full costs of this
militarism be realized. Instead of researching better solar
technology or the next generation of pacemakers, many of
the worldcg top scientists are instead devoting their energy to
coming up with the latest and greatest unmanned killing
machines.

Former President Eisenhower spoke to the
debilitating cost of devoting money to war and the
preparation for war in a 1953 speech that still hits hard these
many years later. Addressing a group of newspaper editors,
Eisenhower decried the tremendous waste of money and
manpower going to develop things that, ideally, the country
would never use.

YEvery gun that is made, every warship
launched, every rocket fired signifies, in the final sense, a
theft from those who hunger and are not fed, those who are
cold and are not clothed,y Eisenhower remarked. YThis
world in arms is not spending money alone. It is spending
the sweat of its laborers, the genius of its scientists, the
hopes of its children.y

Right now, some of Americacgg brightest
scientists are busy crafting new weapons of war on behalf of
the merchants of death. As Eisenhower asked, s there no
other way the world may live?y



Herea Drone, Therea Drone,
Everywherea Drone

YRep. Brian Bilbray (R-Calif.) has said
that the drones are so popular that a

Predator could be elected president.y22
¢ William Booth, The Washington Post

Drones came of age in the US war on terror, namely during
the war in Irag. Ironicaly, that war was itself sold to the
American public and the international community in part
based on the aleged threat posed by dronesg in the wrong
hands.

In a February 5, 2003 presentation before the
United Nations Security Council, then-US Secretary of State
Colin Powell sought to sell the coming war to a skeptical
world by pointing to Irages alleged possession of
weaponized drones that could be used to attack the West
with chemical or biological agents. The claim was debunked
amost the moment it was madeg the drones were for



reconnaissance purposes only¢ but the story served its
purpose: only a lunatic wouldng fear a madman armed with

flying death robots, corporate media outlets declared.2 The
rest is blood-soaked history.

The war in Irag provided the US military a
platform for perfecting its own deadly drones. In 2003 and
2004, the Army flew UAVs about 1,500 hours a month,
according to USA Today; by mid-2006, that number had

risen to about 9,000 hours a month.24 In the eyes of manyg
outside the studios of Fox and CNN, that isg the US, not
Irag, had become the madman armed with flying death
robots.

From the hunter-killer Predators and Reapers to
the surveillance Global Hawks to the smaller, cheaper
Ravens, the Air Force couldng get its hands on enough
UAVs for the wars in Irag and Afghanistan. YThe demand
far exceeds al of the Defense Departmentcs ability to
provide these assetsy Air Force Lt. Col. Larry Gurgainous

told an AP reporter in 2008.2

In Afghanistan, by 2010 the Air Force was
flying at least twenty Predator drones over stretches of
hostile Afghan territory each day, providing a daily dose of

some five hundred hours of video.26 Most drones were used
for surveillance purposes. YFor example, every day weqe
analyzing imagery that includes the need to distinguish
between normal agriculture and poppy production,y one
military officer told the Christian Science Monitor.2Z

But they were also used to target low-level
Taliban fighters in remote areas and to support US troops in
firefights. According to Air Force figures, there were
seventy-four drone strikes in 2007, 183 in 2008 and 219 in
20009.

In Irag, spy drones were used for everything
from protecting oil fields to tracking supposed insurgents to
distinguishing  between  Yplastics  productiono and
homemade explosives production.y® Lethal drones were
sent to target government buildings in Baghdad and to kill

militants firing upon US positions2 The US military in Irag



came to rely on drones even more as it began to draw down
its troop presence in 2008. The Bush Administration
launched a record number of lethal strikes at around the
same time President Bushcs Ysurgey was about to end and
both US and Iragi politicians were trying to figure out the
best way to get American troops out of the country without
losing face.

Drones also proved useful after the ostensible
US Ywithdrawaly from Irag in December 2011. Mandated by
the Status of Forces Agreement negotiated by the Bush
administration, the withdrawal resulted in the vast maority
of combat troops being removed from the country but left
behind more than 11,000 State Department employeesg and
the worldes largest embassy in Baghdad¢g as well as a
private, 5,000-strong mercenary force to protect them. And a
fleet of UAVSs.

As the New York Times reported and President
Obama acknowledged in January 2012, US surveillance
drones continued to fly through Iragcs nominaly sovereign
airspace well after the last Americans were supposed to have

left the country.l® The excuse: protecting al the State
Department staff the US was leaving behind to meddie in the
countrycs affairs. And the kicker: the UAVs were being
operated not by the military, but the State Department itself,
that arm of the US government that once upon a time was
associated with diplomacy, not drones.

At the time its drone program was revealed, the
State Department insisted its fleet of UAV's were solely for
surveillance purposes and that none of them were armed or
even capable of being weaponized. For their part, though,
Iragis were skeptical.

YWe hear from time to time that drone aircraft
have killed half a village in Pakistan and Afghanistan under
the pretext of pursuing terrorists,y Iragi businessman Hisham
Mohammed Salah told the Times. YOur fear is that will
happen in Irag under a different pretext.y




While the Air Force was busy hunting and killing in
Afghanistan and Irag, where the US was involved in larger
wars involving ground troops, other agenciesg even non-
military onesg took the killer drones to places around the
world like Pakistan, Yemen, the Philippines and Somalia
where the United States was not officially at war. In just a
decade, the US Air Force, the CIA, the Joint Special
Operations Command (JSOC) and mercenary groups like
Blackwater (currently giving itself the professorial name
Academi) had built up a global network of bases to pilot,
test, maintain, arm, and launch drones. Many parts of this
program are veiled in secrecy, especially those run by the
CIA and JSOC, soitsfull extent is hard to assess.

As of October 2011, the US government was
operating no less than sixty drone bases at home and around
the world, according to journalist Nick Turse, from remote
regions of Afghanistan and Pakistan to Ethiopia, Djibouti,

Uzbekistan, Qatar, Turkey, and the United Arab Emirates.19
A Washington Post exposg of Obamacg global apparatus for
drone killing said the network included ‘Ytozens of secret
facilities, including two operational hubs on the East Coast,
virtual Air Force cockpits in the Southwest, and clandestine

bases in at least six countries on two continents.y1%2

The most extensiveg and lethaé@ drone
program outside a war zone is run by the CIA. Publicly, the
CIA does not even acknowledge this programcg existence.
When the ACLU tried to get information about the CIAcGE
drone killings, the agency arguedg and the court agreedg
that even the Yfact of the existence or nonexistencey of such
a program was classified. But the CIAcp drone assassination
squad has become, next to Israel s nuclear weapons arsenal,
perhaps the worldos worst-kept classified secret.

Indeed, in October 2010, while delivering an
on-the-record address before an auditorium full of American
soldiers stationed in Italy, Defense Secretary and former
head of the CIA Leon Panetta even cracked a joke about the
program.

Y[ O]bvioudy | have a helluva lot more weapons



available to me in this job than | had at the CIA,y Panetta

told the troops, according to the Associated Pressl193
YAlthough the Predators arend that bad.y

Later that same day, Panetta noted US troops
had helped affect regime change in Libya using the Global
Hawk surveillance drone and the Predatorg a hunter/ killer
aircraft that, he said, Y was very familiar with in my last
job.y

Panetta was not reprimanded for disclosing top-
secret classified information and joking about what many
legal experts consider war crimes. In the warped imperial
culture of Washington, DC, when a low-level soldier like
Bradley Manning leaks classified information with the
express intent of revealing to the world the existence of war
crimes, he faces life in prison. Panettacs joking disclosure,
like President Obamags own quip about murdering the Jonas
Brothers band with Predator drones, draws a hearty laugh
from the establishment, not an indictment.

Before September 11, the CIA, stung by past
assassination scandals, only used drones for surveillance.
The week before the 9/11 attack, CIA Director George Tenet
was quoted by counterterrorism advisors as saying that it
would be a terrible mistakey for the CIA to Yfire a weapon
like thisyl® Post-9/11, everything changed. The agency
asked for, and received from President Bush, a secret
memorandum giving it the right to target Al Qaeda virtually
anywhere in the world. With the green light to kill, the CIA
began putting its drones to work.

Begun under Bush and expanded under Obama,
the CIAcs program is classified as covert and the agency
refuses to disclose where it operates, who is in charge, how
targets are selected and approved, or how many people have
been killed. It insists that releasing any information would
aid the enemy. When former UN Specia Rapporteur Philip
Alston tried to get basic questions answeredg both from the
Bush and Obama administrationsg “they blew me off,y he
said1%

The CIAc main focus has been in Pakistan,



where its missile strikes target suspected Al Qaeda
operatives, as well as low-ranking militants believed to be
involved in cross-border attacks on US troops or facilities in
Afghanistan.

According to the Bureau of Investigative
Journalism, between 2004#2011, the CIA conducted over
three hundred drone strikes in Pakistan, with a spike of 118
attacks in 2010, killing somewhere between 2,372 and 2,997
people. At the end of 2011 the CIA suspended its missile
strikes in an effort to mend badly frayed relations between
the US and Pakistani government after US gunships
mistakenly killed twenty-four Pakistani soldiers in
November 2011. When the strikes resumed in mid-January
2012, against the wishes of the Pakistani government and
people, Pakistani intelligence officials said the drone attacks
were on the verge of pushing strained ties between the two
nations to the point of collapse.

The CIAcp partner, the militarycs Joint Special
Operations Command (JSOC) is even more cloaked in
secrecy and less subject to accountability than the
intelligence agency.

Founded in 1980, JSCOC specializes in secret,
small-scale operations. Since 9/11 its primary mission has
been to identify and destroy perceived terrorists and terror
cells worldwide. It is credited as the group that oversaw the
raid that killed Osama bin Laden. In addition to dispatching
clandestine troops, it has a drone hit team that it operates
with the help of contracted mercenaries. It has carried out
deadly strikes in Yemen and Somalia, but like the CIA, it
refuses to disclose any aspect of its counterterrorism
operations.

JSOC reports directly to the president and, as
National Journal reporter Marc Ambinder put it, Yoperates
worldwide based on the legal (or extra-legal) premises of

classified presidential directivey:® John Nagl, a former
counterinsurgency adviser to Gen. Petraeus, described
JSOCcg kill/capture campaign as Yan amost industrial-scale

counterterrorism killing machine.y Y



JSOC targets come from a secret list caled
JPEL (Joint Prioritized Effects List). According to Matthew
Hoh, a former Marine and Foreign Service officer who
resigned in 2009 because he felt US tactics were only fueling
the insurgency, the list includes bomb makers, commanders,
financiers, people who coordinate the weapons transport and
even PR people1®

Another key partner in drone warfare are private
contractors. YFrom a secret division at its North Carolina
headquarters, the company formerly known as Blackwater
has assumed a role in Washingtongs most important
counterterrorism program: the use of remotely piloted drones
to kill Al Qaedacs leaders,y the New York Times reported in

August 2009.1% ¥The divisioncs operations are carried out at
hidden bases in Pakistan and Afghanistan, where the
companycs contractors assemble and load Hellfire missiles
and 500-pound laser-guided bombs on remotely piloted
Predator aircraft, work previously performed by employees
of the [CIA].y

A few months after the Timesq story, The
Nationcg Jeremy Scahill revedled that the relationship
between Blackwater and the US governmentcs covert drone
assassination program ran even deeper. He reported that the
company was intimately involved in the drone program run
not just by the CIA, but by the militarycs ultra-secretive
JSOC.

Ytcg Blackwater running the program for both
CIA and JSOC,y Scahill quoted a source within US military
intelligence as saying. According to the source, while many
reported drone strikes in Pakistan are credited to the CIA, it
is the parallel Blackwater-JSOC program that is responsible
for the bulk of civilian casualties.

When civilians are killed, Scahillcs source said,
Ypeople go, @h, itgg the CIA doing crazy shit again
unchecked.q Well, at least 50 percent of the time, thatcg
JSOC [hitting] somebody theyaqve identified through
HUMINT [human intelligence] or theyaqve culled the
intelligence themselves or itgs been shared with them and



they take that person out and thatcs how it works.y

While the CIA is not exactly renowned for its
respect for the lives of foreigners, the Blackwater-JSOC
drone program is supposedly even more cavalier about
killing civilians, as it is even less subject to congressional
oversight.

YTargeted killings are not the most popular
thing in town right now and the CIA knows that,y the source
said, according to Scahill. YContractors and especialy JSOC
personnel working under a classified mandate are not
[overseen by Congress|, so they just dong care. If therecg
one person theyqe going after and therecg thirty-four people
in the building, thirty-five people are going to die. Thatcs the
mentality.y

In Yemen, both the CIA and JSOC are engaged
in a covert bombing campaign aimed at taking out suspected
members of Al Qaeda in the Arabian Peninsula. Both have
their own flying hit teams, with separate but overlapping
targets. Unlike in Pakistan, where the CIA has presidential
authorization to launch strikes at will, each strike in Y emen
requires White House approval and intended targets are
drawn from an approved list of militants deemed by US
intelligence officials to be involved in planning attacks

against the West. 110

In November 2002 the CIA conducted its first
drone strike in Yemen, killing Al Qaeda leader Abu Ali Al-
Harithi, a suspect in the 2000 bombing of the USS Cole, and
five others. Under the Obama administration, there have
been about fifteen strikes in Yemen as of January 2012,
although it is not clear how many were carried out by drones
or by conventional aircraft and cruise missiles.

A drone strike in May 2010 mistakenly killed a
key mediator between the Y emeni government and Al Qaeda
in the Arabian Peninsula, Jaber al-Shabwani, the deputy
governor of Maarib. He was killed while conferring with an
Al Qaeda leader in an attempt to negotiate a settlement with
the government. Also killed in the attack were three of his
bodyguards and two operatives with Al Qaeda in the



Arabian Peninsulalll

The Yemeni government apologized for
Shabwanics death but the killing prompted members of his
tribe to strike at government facilities, including a military
camp, an oil pipeline, and powerlines.t2 On January 30,
2012, adrone strike in southern Y emen killed at least twelve
alleged Al Qaeda militants, including four local |eaders.

The most high-profile attack in Yemen was in
September 2011, when the CIA used a Predator drone to
assassinate two US citizens, Anwar a-Awlaki and Samir
Khan, alleged propagandists for a Yemeni terrorist
organization inspired by Al Qaeda.ll2 The killings were the
first reported instances of the US government executing its
own citizens without charging them with a crime or
affording them a trial by a jury of their peers. Less than a
month later, Awlakicg sixteen-year-old son, Abdulrahman,

was also killed in a drone strike. 114

Ironically, the CIA is forbidden under US law
from spying on Americansg thatcg left to the FBI. It seems
that the agency can, however, murder Americans overseas at
the behest of the president without so much as a whimper of
Ytmpeachment.y

According to a State Department cable released
by the whistle-blowing website WikiLeaks, the bombings in
Yemen were conducted with the approval of the long-time
dictator of Yemen, Ali Abdullah Saleh, who in January 2010
reassured US officials that he would Ytontinue saying the

bombs are ours, not yoursy® That promise is credited as
one of the reasons the Y emeni people rose up against Salehcg
repressive regime in 2011, despite the specter of frequently
violent and bloody crackdowns, and forced him to leave the
country in January 2012.

The drone war in Yemen is implicating another
very dicey part of the world, Saudi Arabia. In the summer of
2011, it was reported that the deadly drones flying over
Yemencs skies were coming from bases in the Arabian

Peninsula, 118 which a senior US military official said means
Saudi Arabiai’ You might recall that none other than



former Deputy Defense Secretary Paul Wolfowitz said the
presence of US forces in Saudi Arabia had proven to be a
Yhuge recruiting device for Al Qaeday and in fact one of the

principle grievances of Osama bin Laden.118

Elsewhere in the Gulf, the US has reportedly
been flying UAVs from Kuwait and Oman, and running a
support facility for its drone wars from an air base in

Qatar. 112 According to Global Security, the Global Hawk
has operated from the United Arab Emirates (UAE) since the
early days of the invasion of Irag, using the Al Dhafra Air

Base outside the capital Abu Dhabi.22 The move came
despite the fact that Islamic groups in the UAE are critical of
the governmentcg close ties to the United States.

Across the Arabian Sea in Somalia, the
Washington Post reported in September 2011 that the
Obama administration has been flying drones over this war-
torn, famine-ravished nation from a base in the tiny northeast
African nation of Djibouti as part of its efforts to fight the

Islamic insurgent group Al Shabab.12l The US military has
had a presence in Djibouti since 2001 as a base for US
operations in the Horn of Africa.

In October 2011, White House Press Secretary
Jay Carney also confirmed that the US was flying drones out
of a Yfacility in Ethiopia as part of our partnership with the
government of Ethiopia to promote stability in the Horn of

Africayt?2 According to Carney, the drones are not
weaponized, but are Yunarmed reconnaissance aircrafty
intended to be used as part of a ‘Yoroad, sustained and
integrated campaign to counter terrorism.y

Not to worry, though: while armed drones were
reportedly not yet based in Ethiopia, the Washington Post
and Wall Street Journal reported in the fall of 2011 that the
US was operating unmanned aircraft at a base in the island
nation of Seychelles, an archipelago located off the coast of
East Africa, and was considering weaponizing them.123

US and Seychelles officials originally said that
the primary mission of the drones was to track pirates in
regional waters. But classified US diplomatic cables showed



that the plan was also to conduct counterterrorism missions

over Somalia, about eight hundred miles to the northwest.12

The cables, obtained by WikiLeaks, reveaed
that US officials asked leaders in the Seychelles to keep the
counterterrorism missions secret, something the president of
the Seychelles was more than happy to do. A US military
spokesman refused, on security grounds, to tell the
Washington Post if the Reapers in the Seychelles have ever
been armed but noted that they Ytan be configured for both

surveillance and strike.y122
According to the BBC in June 2011, the US
expanded its reach even further into Africa by sending four

drones to Uganda and Burundi.128

This constellation of bases for drones in Africa
and the Arabian Peninsula was designed to create
overlapping circles of surveillance in aregion where the CIA
thought Al Qaeda offshoots could continue to emerge.

Drones were also used in Libya, with 145 drone
strikes launched in just the first six months of the 2011 effort
to overthrow the regime of Muammar Qaddafig a military
operation which the Obama administration denied was even

areal war.12

With most American troops leaving Iraq at the
end of 2011, the US government made a deal with Turkey to
fly Predator drones from the Turkish-US joint air base at
Incirlik as part of a joint counterterrorism operation in

northern Irag.12 Since 1984, the Turkish government has
been fighting a separatist campaign by rebels of the
outlawed Kurdistan Workercg Party, or PKK, which has
militants based in northern Irag. The drone deal with Turkey
puts the United States squarely in the middle of not only the
Turkey-Kurd conflict, but also a conflict between Turkey
and lrag.

But the overwhelming US dominance in the use of dronesis
coming to an end. By 2011, American officials were aready



publicly fretting that the technology they have spent decades
and billions of dollars developing is beginning to fall into the
hands of other nations, friends and foes alike.

YFrom Desert Storm to the present, the US and
its allies have had relatively exclusive access to sophisticated
precision-strike technologies,y Deputy Secretary of Defense
William J. Lynn, 11l remarked at a June 2011 conference in
Washington on the future of war.122 Over the next decade or
two, he said, “that technology will be increasingly possessed
by other nationso thereby creating challenges for our ability
to project power to distant parts of the globe.y

Indeed, Philip Alston, former UN Special
Rapporteur on extrgjudicial, summary or arbitrary
executions, noted that an arms race spurred by the
widespread use of unmanned aerial vehicles by the US
government to assassinate its perceived enemies is aready
well under way. Over fifty countries have the technology
and many of them¢ including Israel, Russia, Turkey, China,
India, Iran, the United Kingdom, and Franceg either have or
are seeking weaponized drones.

Some of these countries do not just possess the
technology; they are already using it.

During its 2008F2009 invasion of the Gaza Strip
known as YOperation Cast Lead,y the Israeli Defense Force
repeatedly deployed unmanned aircraft to fire on suspected
members of Hamas, the elected Palestinian government.

According to a leaked US State Department
cable reported on by the Isragli newspaper Haaretz, in one
incident an Israeli drone 'Yshot at two Hamas fighters in front
of the mosgue and sixteen unintended casualties resulted
inside the mosgue due to an open door through which

shrapnel entered during a time of prayery: While the
technology may be precise, falible human beings are still
the ones picking the targets and pulling the trigger.

|srael ostensibly ended its military occupation of
the Gaza Strip in 2005. But thanks to modern drone
technology, it does not need boots on the ground to dominate
¢ and extinguishg Palestinian life.



Yror us, drones mean death,y said Hamdi
Shagqura of the Palestinian Center for Human Rights in an

interview with the Washington Post.23l According to his
group, Israeli drones killed at least 825 people between 2006
and 2011, the mgority civilians. And that has affected
amost every aspect of Paestinian life. According to one
study, the mgjority of children living in Gaza suffer from
post-traumatic stress disorder (PTSD) as a result of the
constant buzzing and bombing of Israeli death machines.
Palestinians even have to take drones into account when
trying to do something as benign and banal as fixing a
broken-down carg you really dong want a group of people
lingering around for long when therecs a plane armed with
missiles hovering overhead. YWhen you hear dronesy
Shagqura explained, Yyou hear death.y

Yitgs continuous, watching us, especialy at
night,y said Nabil al-Amassi, a Gaza mechanic and father of
eight. YYou cang sleep. You cang watch television. It
frightens the kids. When they hear it, they say, dit is going to
hit us.qy

Along with Israel and the United States, Britain
is the only other country to have employed weaponized
drones in war as of 2011. In the 1980s, the UK developed
the Phoenix, a drone that was briefly used in the Kosovo
War and then in Iragq in 2003. So many were lost or crashed
that British troops nicknamed the aircraft the YBugger Off,y

as the planes rarely returned from a sortiel32 For
Afghanistan, the UK bought US-made Reapers and rented
Israeli Hermes drones. This was part of a stopgap measure
while developing their own Watchkeeper drone in a joint
venture by Israeli and UK private companies that, after many
delays, was supposed to be operational by 2012.133

Like their US and lIsraeli counterparts, the
British government sees unmanned aircraft as the way of the
future, with the Guardian reporting that UK officials say
Yalmost one third of the [Royal Air Force] could be made up

of remotely controlled aircraft within 20 years.yt3
In July 2011, British drone operators made a



mistake that underscores the continued fallibility of modern
weapons, killing four civilians in Afghanistan with missiles
fired from Reaper drones that they were piloting out of a US
air base in Nevada. (The Royal Air Force has been piloting
Reapers from Creech Air Force base in Nevada since late
2007.) Lest anyone believe the incident exposed flaws with
the increased reliance on the almighty drone, UK military
officials were quick to explain the deaths were the result of
intelligence failures on the ground rather than problems with

the aircraft.13

That fallible human element does not harm just
those on the receiving end of the Westcg liberating Hellfire
missiles. When Iragis were actually able to see the
unencrypted video feeds that the unmanned vehicles were
broadcasting back to US troops, it gave them the chance to

escape and evade assassination.220 In 2002, Iragis were also
able to use a Soviet-era MIG-25 to shoot down a US drone.
In 2006, the Syrian air force reportedly shot down an Israeli
spy drone flying on the Lebanese side of the border with

Syria3’ And in a little-reported incident in February 2011,
as Yemeni police were transporting a Predator drone that
had crashed in southern Y emen, Al Qaeda gunmen attacked,
running off with the downed aircraft.

But the perceived enemies of the US
government are doing more than just hijacking and shooting
down drones:. they are using their own.

During its 2006 war on Lebanon, the Israli
Defense Force clamed to have shot down severad
surveillance drones that Hezbollah had received from Iran.
In Iraq, US troops shot down a similar Iranian drone in

March 2009.138

Just as US drone technology is falling into the
hands of less-than-friendly regimes, the technologyg like
the Hummer and other military equipment before itg is
finding its way back to the homeland. In a September 27,
2011 presentation at the headquarters of the US Air Force on
the future of Ytemotely piloted aircraft,y the branchcg chief
scientist Mark T. Maybury pointed to Yhomeland securityy



as a key future use of drones, complete with maps of the
United States intended to highlight the need for ¥ntegrating

[drones] in National Airspace.yt32

Thefutureis here.

In 2005 Congress authorized Customs and
Border Protection (CBP) to buy unarmed Predators. By the
end of 2011, CBP was flying eight Predator drones along the
southwestern border with Mexico and aong the northern
Canadian border to search for illegal immigrants and
smugglers. By 2016, CBP hopes to have two dozen dronesin
its possession, Ygiving the agency the ability to deploy a
drone anywhere over the continental United States within
three hoursy according to the Washington Post.142 And
beyond, it seems, as the US Drug Enforcement Agency
(DEA) has deployed several drones in neighboring Mexico

to spy on that countrycs powerful drug cartels. 141

In June 2011, the Post reported that CBPcg
drone fleet had Yreached a milestoneo having flown 10,000
hoursy But they had little to show for it. The paper flatly
noted that the 4,835 undocumented immigrants and 238 drug
smugglers that the Department of Homeland Security
clamed to have apprehended thanks to UAVs were Yhot
very impressivey numbers. What is impressive is the cost:
$7,054 for each undocumented immigrant or smuggler who
was caught.

YCongress and the taxpayers ought to demand
some kind of real cost-benefit analysis of drones,y said Tom
Barry of the Center for International Policy, a Washington
think tank. YMy sense is that they would conclude these
aircraft areng worth the money.y

But politicians in Washington dong seem too
concerned. CBPcs Michael Kostelnik told the Post he has
never been pressed by alawmaker to justify his agencycg use
of drones. Yinstead the question is: Why cang we have more
of them in my district?y

Indeed, many lawmakers are cheerleaders for
the drone industry, setting up their own Congressional Drone
Caucus (formally known as the Unmanned Systems Caucus)



specifically to lobby for more and better drones, to lift
export restrictions, and to relax regulations by the Federal
Aviation Administration (FAA) that limit the use of drones
domestically 142

The FAA is responsible for the safety of the
nationcg airspace, and thatgg why any entity wishing to
operate a UAV domestically must obtain FAA permission.
The agency had been proceeding very cautiously out of
concern that many of the remotely piloted aircraft dong have
adequate Ydetect sense and avoidy technology to prevent
midair collisions. By 2012 it had only permitted a small
number of domestic law enforcement agencies to use drones,
with strict conditions attached.

But the FAA came under increasing pressure
from Congress, industry, and law enforcement agencies to
open the skies to UAVs. On February 14, 2012, President
Obama gave a Vaentinegg Day present to the drone
manufacturers. He signed a $63.4 billion Federal Aviation
Administration reauthorization bill that requires the FAA to
come up with a comprehensive integration plan within nine
months and to fully integrate drones into US airspace by
September 15, 2015. The bill also requires expedited access
for public users, like law enforcement, firefighters and
emergency responders. Within ninety days, it must alow
them to fly drones under 4.4 pounds, as long as they are kept
under an altitude of 400 feet and meet other requirements.

The US drone lobby group that helped draft the
bill, the Association of Unmanned Vehicle Systems
International (AUV SI), was delighted; commercia airlines
and pilots were not. They worry that the quick push to
integrate drones will not only take away jobs, but lead to
accidents. YUntil unmanned aircraft can show they wond run
into other planes or the ground, they shouldng be allowed to
fly with other traffic,y said Lee Moak, president of the Air
Line Pilots Association.143

Even before the new rules had gone into effect,
the CBP had made some very unconventional¢ and some
would say illegalg uses of its drones to assist local, state and



federal law enforcement. As the Los Angeles Times reported
in December 2011, CBPgs Kostelnik acknowledged that far
beyond just providing surveillance at the border, Predators
are flown ¥Yin many areas around the country, not only for
federal operators, but also for state and local law
enforcement and emergency responders in times of
crisisyl4?

It was deemed a crisis, | suppose, when drones
were called in to Nelson County, North Dakota to help
Sheriff Kelly Janke look for six missing cows on the
Brossart family farm in the early evening of June 23, 2011.
The heroic drones helped find and apprehend the cattle
rustlersg and rescue the six cows.

Police forces, full of veterans from Irag and
Afghanistan, are chomping at the bit to get the latest in 21st
century military equipment. And while they anxiously await
FAA approval, some departments have applied forg and
receivedg permission to test out various kinds of drones.

The Miami-Dade Police Department in Florida

purchased a 20-pound dronel®® ¥t gives us a good
opportunity to have an eye up therey Miami-Dade Police
Director James Loftus told reporters. YNot a surveilling eye,
not a spying eye. Letgs make the distinction. A surveilling
eye to help us to do the things we need to do, honestly, to
keep people safe.y

In November 2011, the Miami police
department also obtained approval from the FAA to fly two
$50,000-a-piece surveillance drones said to resemble flying
garbage cans, albeit limited to heights of just three hundred

feet.146 YNo other law enforcement agency in the country is
using thisy bragged Sergeant Andrew Cohen. YWeqe
forging new ground.y24Z

The Mesa County, Colorado, Sheriffcg Office is
testing a remotely operated miniature helicopter designed to
carry wireless video, still cameras, and light thermal imaging
equipment. The sheriffcs office is using the testing process to
gather information that could eventually lead to the
helicopter being approved by the FAA for daily use by law



enforcement for search and rescue operations, for providing
real time updates to tactical teams during crisis, or for
simply sending the helicopter out to photograph a crime
scene.

In October 2011, a police department just
outside of Houston, Texas, dropped $300,000 in federal
homeland security grant money on an unmanned, fifty-
pound helicopter decked out with a powerful zoom camera
and infrared equipment. While unarmed¢ for nowg Michael
Buscher, CEO of manufacturer Vanguard Defense
Industries, told reporters the drone is designed to be
weaponized and could in the future be outfitted with Ywhat
we call less lethal systems.y Those include Tasers that can
electrocute suspects on the ground and bean-bag-firing guns

called stun batons. 148

YY ou have a stun baton where you can actualy
engage somebody at atitude with the aircraft,y Buscher
explained. YA stun baton would essentialy disable a
suspect.y But not to worry, Sheriff Tommy Gage assured
reporters. YWeqe not going to use it to be invading
somebodycg privacy. Itdl be used for situations we have with
criminalsy he said. Situations, like hunting fleeing suspects.
Or helping SWAT teams scope out an area during a standoff.
Or during other criminal investigations, like those involving
potential drug shipments.

YNo matter what we do in law enforcement,
somebodycs going to question it, but weqe going to do the
right thing, and | can assure you of that,y Gage said at a
press conference.

Feeling reassured? The ACLU isng. The civil
rights watchdog is particularly concerned that drones are
moving us closer to a Ysurveillance societyy in which our
every move is monitored, tracked, recorded, and scrutinized
by the authorities. In a December 2011 report on aerial
surveillance, the ACLU predicted that Yall the pieces appear
to be lining up for the eventual introduction of routine aeria
surveillance in American lifeg a development that would
profoundly change the character of public life in the United
States.y Thisis especially worrisome since Your privacy laws



are not strong enough to ensure that the new technology will
be used responsibly and consistently with democratic

valuesy42 The report concluded that based on current trends
@ technology development, law enforcement interest,
political and industry pressure, and the lack of legal
safeguardsg it is clear that drones pose a looming thresat to
Americansgprivacy .y

YThe potentiad for abuse is vasty warns
Constitutional lawyer and writer Glenn Greenwald. YThe
escalation in surveillance they ensure is substantial, and the
effect they have on the culture of personal privacyg having
the state employ hovering, high-tech, stealth video cameras
that invade homes and other private spacesg is simply
creepy 51

Equally creepy is the possibility that drone
technology is not just coming back to the US by way of local
law enforcement agencies desperate for new, Department of
Homeland Security-funded gadgets. Soon, the technology
could be brought back to the homeland whether US
policymakerslikeit or not.

As Ralph Nader observed in a column published
in the fall of 2011, drone technology is Ybecoming so
dominant and so beyond any restraining framework of law
or ethics that its use by the US government around the world

may invite a horrific blowback %2 Two days after the piece
was published, a twenty-six-year-old man from
Massachusetts, Rezwan Ferdaus, was arrested and accused
of plotting to attack the Pentagon and US Capitol with small

drone aircraft filled with explosives.223The plan he delivered
to undercover agents involved using three remote-controlled
planes, similar to military drones, guided by GPS equipment.

Ferdaus, a Northeastern University graduate
with a degree in physics, had already used his skills to
convert eight cell phones into detonators, supplying them to
undercover agents who he thought were affiliated with Al
Qaeda. FBI agents seemed to have egged him on to go
further, providing him with assault rifles, grenades, 25
pounds of C-4 plastic explosives and even an F-86 remote-



controlled aircraft.

According to the criminal complaint filed in
court, the planes were large enough to carry Ya variety of
payloads (including a lethal payload of explosives), could
use a wide range of take-off and landing environments, and
could fly different flight patterns than commercia airlines,
thus reducing detection.y The Capitoles dome would be
Yolown to smithereensy Ferdaus was quoted in the
complaint as saying.

If he had succeeded in creating and launching a
suicide-bombing drone, Ferdaus would arguably only have
beaten the US government at its own game. Less than a
month before news of the alleged plot was made public, the
US Army announced it was awarding military contractor
AeroVironment a $4.9 million contract to supply it with a
small, backpack-size drone capable of crash-diving into a

target kamikaze-style. 14

John Villasenor, a professor of electrical
engineering at the University of California, Los Angeles,
told the New York Times such a drone in the hands of
terrorists could pose a challenge that may prove extremely
difficult to thwart. ¥YIf they are skimming over rooftops and
treesy he said, Ythey will be amost impossible to shoot
down.y

Of course, for years so-caled terror experts
have warned of extremists setting off suitcase bombs in
American cities. Despite the constant fear mongering from
the political establishment, the truth is that people in the
Middle East have more to fear from the US governmentcg
weapons of war than the American public does from deadly
toolsin the hands of terrorists.

Still, while Ferdausgs plot was foiled and
previous threats may have been overblown, the point was
driven home: Watch out, Americag what goes around,
comes around.



Pilots Without a Cockpit

YDeath, destruction, disease, horror.
Thatog what war is all about, Anon.
Thateg what makes it a thing to be
avoided. Yougve made it neat and
painless. So neat and painless, yougve
had no reason to stop it.y

¢ Sar Trek

YOn the drive out here, you get yourself ready to enter the
compartment of your life that is flying combat,y retired Col.

Chris Chambliss told the Los Angeles Times.1%2 YAnd on the
drive home, you get ready for that part of your life thatcg
going to be the soccer game.y

And in between you Kill.

Many people can relate to the banal experience
of commuting to and from work and the constant struggle
with trying to separate onecs time in the office from time
spent at home. But for an increasing number of Americans,
the process of decompressing after a hard daycs work is



